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Abstract

A Framework for Augmented Resilience Analysis to Inform Critical
Infrastructure System Architectural Selection

Modern societies rely on interdependent critical infrastructures where
cyber-physical systems must operate reliably despite natural hazards, tech-
nical failures, and hostile attacks. Yet current systems engineering prac-
tices often lack a structured method to evaluate resilience during the design
phase, leaving deployed systems vulnerable to cascading disruptions. This
praxis develops a framework and process for resilience analysis that in-
tegrates model-based systems engineering with simulation, enabling early
comparison of architectural alternatives under varied threat conditions.

The research surveys the state of resilience analysis and engineering,
critical infrastructure protection, and architectural decision-making, iden-
tifying gaps in methods applicable to ICI contexts. It then proposes a mod-
ular methodology that represents system dependencies, requirements, and
threat models in an extensible form. The methodology is operationalized
through a custom Python-based simulation environment interfaced with
the Hetero-Functional Graph Theory tools, producing resilience metrics
across diverse system sizes and attack vectors.

The implementation is demonstrated on four candidate architectures
tested against five attack types across twenty network configurations. Re-
sults provide quantifiable differentiation in resilience performance, sup-
porting informed architectural down selection. Key findings show that
resilience-informed analysis not only distinguishes architectures with sim-
ilar functional capabilities but also highlights design tradeoffs relevant to

recovery speed, robustness, and adaptability.



This work contributes first a comparative resilience analysis process
aligned with MBSE practices, and secondly a software implementation
that enables systems engineers to evaluate candidate designs before de-
ployment. The framework aids both design optimization and contingency
planning, offering practical value to engineers, municipalities, and organi-

zations tasked with developing resilient critical infrastructure systems.
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Chapter 1: Introduction

This document explores various topics related to the systems engineering
characteristic of resilience related to CI, and specific types and portions of
that infrastructure where interdependence between layered sets of systems
creates shared functional and risk spaces, known as Interdependent Critical
Infrastructure (ICI). The opportunity to improve resilience in systems that
support critical aspects of our everyday modern life is a significant motivator.
Through a set of processes and methodologies related to the early design
phase of system engineering the opportunity exists for communal benefit
towards the deployment of more resilient systems. The systems focused
upon in this effort are those operating on top of the CI of relevance to
our municipalities, states, and respective countries. This introduction will
explore the broad concepts of resilience, the nature of CI and ICI, and
attributes of design phase decision making that will be utilized and explored

in a comparative methodology in later sections of this document.

1.1 Problem Statement

The problem statement for this effort is at the intersection of ICI re-
silience and the design phase opportunity spaces and processes to shape
that resilience. Systems design phase RA processes are critical to the oper-
ation of CI systems (Hulse et al. 2021), although some systems are deployed
without adequate consideration of resilience (Shin et al. 2018). The oper-
ational resilience of CI systems, especially those that are interdependent,
is challenged by natural forces (Alkhaleel 2024) as well as malign actors

(Roshanaei 2021). Resilience literature for ICI systems is generally focused



on speci c utilities (e.g., Power, Water, Transportation, Supervisory Control

and Data Acquisition ( SCADA)) without methodologies on complex Cyber-
Physical System ( CPS) operating on top of and in context of the Cl (Cantelmi
et al. 2021). There is a lack of RA methods and frameworks inclusively
extending CI to complex systems at scale (Fuggini et al. 2023). Insu cient
resilience in Cl systems increases risk to populations and served communi-
ties (NSTAC 2021). Itis in this speci c intersection that this praxis proposes

an opportunity for improvement.

1.2 Critical Topics Introduction

In the forthcoming Chapter 2 Literature Review the historic and cur-
rent state of the academic literature around these various topics will be
explored in great depth, providing the necessary data to assess the Chapter
3 Methodology and Chapter 4 Implementation. In this introduction a brief
overview of the topics and their de nitions are given at a depth su cient to
understand, assess, and arbitrate the proposed research plan and proposed

research contribution.

1.2.1 System Resilience Introduction

In the exploration of the concepts of system resilience it is noteworthy
that despite a large basis of research it is still an evolving eld of study,
with expansive involvement across many disciplines, with de nitions and
characteristics that span the qualitative and quantitative (Hosseini et al.
2016). The wide diversity of domains that consider resilience has led to
an equally diverse set of de nitions, varying metrics, and approaches to
resilience and its analysis (Ouyang and Fang 2017). As it applies to systems

engineering and the fore-mentioned  CI domain, the reference of Committee

2



on National Security Systems (  CNSS) in Committee on National Security
Systems Instruction ( CNSSI) 4009 and its traceability to the National Insti-
tute of Standards and Technology ( NIST) Special Publication ( SP) 800-39
will be used in this research e ort, as "The ability of an information system

to continue to: (i) operate under adverse conditions or stress, even if in

a degraded or debilitated state, while maintaining essential operational
capabilities; and (ii) recover to an e ective operational posture in a time
frame consistent with mission needs." (Committee on National Security
Systems 2022).

Given the diversity of domains and applications in which systems re-
silience is considered many authors have characterized and analyzed re-
silience as a "capacity to rebound","robustness", "adaptive capacity”, "con-
tinual or sustained adaptability”. When considering both the modeling and
simulation approaches, especially those considering Model Based Systems
Engineering ( MBSE ), di erent approaches that consider the systems and
domain contexts, di erent resilience metrics, and modeling approaches are
required (Madni, Erwin, et al. 2020).

From this re ned de nition and understanding of the context speci c
considerations of resilience, we intend to explore the resilience of systems
speci cally withinthe  CI and ICI domain including those = CPS operating atop
of that infrastructure. The concept of systems resilience will take on a more
practical and measurable view for assuring speci ¢ sets of functional aspects
of a system endure, degrade gracefully, respond and restore to support their

intended municipal infrastructure, and thus served community.



1.2.2 Critical Infrastructure (CI) Introduction

There are various similar de nitions related to Cl, but for the purposes of
this research the following de nition will be used, " Cls are large-scale, man-
made systems that function interdependently to produce and distribute
essential goods (such as energy, water, and data) and services (such as
transportation, banking, and healthcare). An infrastructure is de ned as
critical if its incapacity or destruction has a signi cant impact on health,
safety, security, economics, and social well-being of a state" (Cantelmi et al.
2021).

The United States Government ( USG) has formalized the 16 sectors of CI
de ned under Presidential Policy Directive ( PPD)-21, "Critical Infrastructure
Security and Resilience" (The White House 2013b). For completeness, they
are chemical, commercial facilities, communications, critical manufacturing,
dams, Defense Industrial Base ( DIB ), emergency services, energy, nancial
services, food and agriculture, government services and facilities, healthcare
and public health, Information Technology ( IT), nuclear reactors / materials
| waste, transportation systems, water / wastewater. Within the USG
the Department of Homeland Security (  DHS) and its Cybersecurity and
Infrastructure Security Agency ( CISA) department generally function for
issues of security policy and oversight of CI.

The concept of ICI comes from recognition that the interconnected nature
of various aspects of CI creates the situation where impacts via damage,
destruction, and disruption of one infrastructure creates the opportunity
for impacts across the connected  Cl (Roshanaei 2021). The nature of ICI
complicates various technical analysis by necessitating the consideration of
the interdependence on issues of availability, reliability, and resilience.

As we will see there exists a diverse sets of infrastructures, de ned and
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managed di erently from a policy and Critical Infrastructure Protection ( CIP)
perspective by di erent regions and nations, exposed to di erent threats and
impacts, all that play into the consideration of the resilience of the underlying

infrastructure as well as the CPS nested upon that infrastructure.

1.2.3 Risks to Critical Infrastructure (ClI) Introduction

The nature and purpose of ClI is for the common good, whether con-
sidering utilization of utilities, communications, transportation, or other
infrastructure sectors from the local to the national level. Each of the 16
sectors of Cl, as de ned by DHS and CISA, has its own unique aspects, risk
exposures, and resulting impacts if disrupted to the supported communities
of interest.

There exist a myriad of natural and man-made, intentional and non-
intentional, hazards that present the ability to disrupt Cl services creating
impacts to provided services (R. Hruska et al. 2021).

On the natural side of the threats, we have seen in recent history the
February 2021 Texas Polar vortex weather event led to cascading failures of
power, natural gas, and water that impacted over 4 million properties for
multiple days (ibid.).

Digital innovations continue to change our world, with technology and
big data processes are increasingly used to deliver critical services (Per-
rett and Wilson 2023). Modern Cl systems, and the various control and
management technologies, continue to incorporate enhanced communica-
tions technologies, paralleling the changes in CPS and other technologies
in the wider society (Ted G Lewis 2019). These enhanced communications
connectivity solutions open  CIl up to Cyber risks if not implemented in a

manner that protects and safeguards the interfaces, creating signi cant



vulnerabilities (Tidy 2021).

Attacks from malicious actors have escalated in recent years, with the
2017 WannaCry and NotPetya ransomware attacks, the 2020 SolarWinds
software supply chain attack, and the 2021 Colonial Pipeline ransomware
attack. These highlight the multiple methods and attack vectors prevalent
at the intersection of Cl and cyber (Watney 2022).

The continued evolution of threats, and the dynamic nature of the wide
areas in which CI are implemented, implies that all threats cannot be
anticipated and prevented in advance, however methods of mitigating this
"All Hazards" threat space becomes critical (R. C. Hruska 2023).

A strategy for systems resilience in this Cl space must consider broad
and general design characteristics to create inherent resilience, and where
necessary by the speci ¢ domain or application, design choices to mitigate
speci c threats. The interjection of resilience improvements is best where
incorporated into the larger systems engineering design processes (Carter

et al. 2019).

1.2.4 Design Phase Architectural Selection Introduction

The fundamental opportunity to in uence the resilience of the system
exists in the portion of the requirements development and design phase
where the technical aspects of the architecture most impactful to resilience
are speci ed.

It is well documented in systems engineering literature the manner in
which the failures of the requirement process, meaning failure to specify
the systems in the context of its intended use and supporting environment,
leads to signi cant cost increases during later stages or even corrective

stages of the project (Pefia and Valerdi 2015). As a result there is a de ned



opportunity space to correct issues related to a systems deployment as-
designed versus the manner in which a system is required to operate (Laun
et al. 2022).

The systems engineering processes of the International Organization for
Standardization (  ISO)/International Electrotechnical Commission ( IEC)/Institute
of Electrical and Electronics Engineers (  IEEE) 15288 "Systems and Soft-
ware Engineering System Life Cycle Processes" (ISO/IEC/IEEE 2023)
and implementations of the International Council on Systems Engineer-
ing (INCOSE) Systems Engineering Handbook (Walden et al. 2023) are
utilized as the framework for exploring system resilience in system design
activities. The 14 technical processes have varying involvement in the im-
pacts of this resilience activity, with "Systems Architecture De nition" and
"Systems Analysis Process" being the most involved in the approach utilized
throughout this praxis.

In Chapter 3 Methodology we will propose methods to in uence the
speci ¢ selected architectures in the early design phases to assure the
deployed CPS has the required resilience characteristics for the threat

environment in which it is intended to operate.

1.3 Research Obijective

As this e ort explores the intersectionality of system resilience at the
architectural level inthe  CI and ICI space, the following Research Objectives

(ROs) are thus established as detailed below.



Praxis Research Objectives

" RO1: Identify the prevalence of RA in the system architectural design

phase being used for CPSs in the Cl and ICI space

N

RO2: Evaluate frameworks and methods for RA in System Modeling

Language (SysML) / MBSE space with applicability to architectural

selection
It is necessary to understand the role that RA is currently playing in the
systems engineering processes, as part of formal Resilience Engineering ( RE)

or design for resilience e orts, or as part of support analysis required to

meet formal system requirements that are shapeable at the architectural
design phase. Additionally, the speci city of these processes where they

align with Cl and ICI assures the alignment with the research's stated focus,
and the common good associated with  CI. If there are existing frameworks,
methods, or processes they are presumed to be of greatest value where
aligned with MBSE approaches, and for the eld of systems engineering
most specically SysML. An understanding of these issues is believed
critical to establishing the basis for the Research Questions ( RQs) and
resulting Research Hypothesiss ( RHSs) and eventual value statement of the

broader research e ort.

1.4 Research Questions

The resulting RQs being explored are documented below.



Praxis Research Questions

A

RQ1: Has an MBSE approach, such as SysML, been extended speci -
cally for RA, and implemented in systems engineering products like

Cameo or other MBSE capabilities?

A

RQ2: Is there a standard process for evaluation of candidate system

resilience related to architectural down selection in the design phase?

" RQ3: Is there a structure and method for RA process for CPS operating

on top of Cl and ICI systems?

The focused RQs support the exploration of speci ¢ aspects of the prob-
lem space where a literature or practical process or implementation gap
may exist, and thus an area for consideration of exploration in this research

e ort.

1.5 Research Hypothesis and Resulting Thesis

The resulting RHs associated with this praxis is detailed below.

Praxis Research Hypotheses

N

RH1 : A modular, model-based RA framework can be adapted to di-
verse IClI domains, requirements, and threat environments, and will
produce measurable architectural di erentiation, enabling system en-
gineers to incorporate resilience as a discriminating factor in Analysis

of Alternatives (AoA) for early design-phase architectural decisions.

This RH represent the formalization of the practical goals of the research
e ort based on the research accomplished, and identi ed opportunities to

contribute to, and exploration of, the eld of study.
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The resulting intended statement of thesis for this research e ort is, "The
use of a guiding framework and process set rooted in MBSE is supportive for
the presentation of resilience metrics enabling architectural down selection

and resilience maximization for CPS operating on top of ICI"

1.6 Intended Contribution and Application

The previously identi ed problem statement, ROs, RQs, and RH identify
a complex intersectionality between several analytic, process, and speci ed
scopes of applicability (e.g., CI, ICl). The practical bene t of this research
e ort is perhaps best identi ed in the context of a use case that is illustrative
of the speci ¢ eld and objectives being explored.

In this use case let us contemplate a city or municipality that provides a
traditional set of utility services such as power, water, sewage, and trans-
portation. In doing so the municipality has a set of physical geographical
locations upon which not only the utilities are housed, but also a variety
of IT capabilities that fall into the Cl category. In some cases these IT sys-
tems are in direct support to the management, monitoring, metering and
support of the underlying utilities, which is not the focus of this research.

In other cases, and speci c to our research scope, some IT systems are
not in support of the utilities, however they are dependent upon them due

in part to the shared geography, dependence on power, water for system

/ data center cooling, or even the shared transportation infrastructures
related to personnel Operations and Maintenance ( OM) support and re-
sponse. In this case the IT systems under consideration are part of the

ClI portfolio given they are a municipal capability broadly supporting the
common good, or functioning of that urban environment, some examples

could be a law enforcement radio or database communications system, a
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larger enterprise Information System ( 1S) that supports the functioning of
municipality's interaction with its citizenry and customers, or a private city
owned telecommunications transport infrastructure system. In all cases,
examples like this highlight the nature of ICI where di erent aspects of the
Cl have shared interdependency as do  CPS and related IT in this specic
context environment.

In this municipality scenario we meet a system engineer who has been
handed the requirements set for a project to accomplish a design techni-
cal refresh / replacement for a CPS system that will support the police
department with a mission and operation critical private web information
service that facilitates database queries for items such as license plates,
warrants, and the similar. This system will be linked over a combination of
terrestrial private / owned communications links and Radio Frequency ( RF)
links to support mobile police vehicle's access over trusted communications
to this data service. The requirements base has a requirement related to
the resilience of the system.

The engineer recognizes that as a result of the various geographical
attributes of the municipality's real estate holdings, terrestrial communica-
tions environment, and  RF channel allotments there exist a variety of system
architectural con gurations that could service the day-to-day functional
requirements for this system. Broadly our engineer understands that the Cl
of the city, and various related  CPS including this system, are at risk from
natural and manmade actors, and that as a function of geography, utility
support, and existing infrastructure decisions (e.g., terrestrial communica-
tions lay-down between city owned plots / properties) that he has various
ICI aspects to consider. If the design didn't consider this interdependency

then his calculations of resilience, and other attributes (e.g., availability,
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endurability) would not hold up in operations with the presence of the
various recognized threat spectrum.

As such, our engineer seeks to utilize a method, process, and tooling
approach to evaluate a set of candidate systems architectures that consider
the ICI nature of the environment upon which he intends to deploy this
system. In the most ideal case our research e ort has been completed and
provided the engineer a framework for representing the interdependencies,
and a process for quick successive analysis of various architectural possi-

bilities that have been standardized. This process facilitates a presentation

for the engineer's decision with a representative set of RA metrics for the

various candidate system architectures. The engineer is aided by not having
to accomplish complete system end-to-end development and simulation for

the large potential set of candidate architectures with implementation in a

MBSE environment to support the goal of Digital Engineering ( DE), facili-

tating bene ts such as iteration as requirements and project constraints
necessitate.

Although a verbose method of communicating the value statement for
this research e ort, this approach was believed to be illustrative of the
unique intersectionality for this problem space. This scope is separate from
the IT aspects that are supportive only of the utility management space
such as SCADA and related utility technologies.

The below image Figure 1-1 is provided to support a visual understanding
of the speci ¢ scope concentration related to CPS operating close to the
physical, and thus constraint, environment.

The resulting proposed and attempted contributions were modeled after
the contribution approach used by Dr. Benjamin Stirgwolt in his Doctor of

Philosophy ( PhD) dissertation (Benjamin W Stirgwolt 2022) and resulting
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Figure 1-1: Scope of Resilience Research in Speci ¢ Focus Environment

publication (Benjamin W. Stirgwolt et al. 2022) where in a similar man-
ner modularity analysis was extended through establishment of an MBSE
aligned methodology and process. The proposed contributions of this e ort

are documented as thus:
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Praxis Research Contributions

" Contribution 1 : A methodological contribution through the creation
of a design phase comparative architectural analysis process focused
on RA specic to the ICI environment, implemented in a manner that

aligns with MBSE.

" Contribution 2 . Implementation of the methodology and process
in a custom software application built around an MBSE structure
implemented to demonstrate the practical value for RA for ICI and

System of Systems (SOS) in an early design phase AoA e ort.

These various contributions build upon each other to provide the pro-
posed benetto the ICI CPS environment, and the specic scenario docu-
mented in this use case. The below image Figure 1-2 is provided to support
a visual understanding of the relationship of these contributions to the end

product environment.
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Figure 1-2: Overview of Contribution

1.7 Intended Broad Methodology

Given this research e ort proposes the establishment of a framework and
process to support analysis of resilience aspects of ICI, it becomes necessary
to have a structured approach and methodology to validate a benet of
the created framework and processes. To accomplish this the creation of
the framework and processes must occur, and a technical methodology
established to exercise the activity and produce a quanti able result /
metric to support comparative analysis, this is visually displayed in Fig 1-3
Overview of Research Methodology and Approach.

As previously identi ed, much of the validation process for which it is to

be used will be parallel to an approach used by Dr. Benjamin Stirgwolt for
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modularity analysis related to MBSE SysML topics (Benjamin W. Stirgwolt
et al. 2022).
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Associated with the George Washington University ( GWU) Code of Aca-
demic Integrity (George Washington University 2025) and current "Guide-
lines for the use of Generative Arti cial Intelligence ( GAl) in Connection
with Academic Work" (George Washington University 2023) the following are
the Arti cial Intelligence ( Al) tools utilized in the various processes of this

research e ort, their speci c uses, and contributions to the methodology.

Praxis use of Al Tools

" ChatGPT : Used in summarizing articles and content to aid author in
understanding applicability of speci ¢ sources and references towards
the e ort. Used in exploring certain technical topics to aid the author
in understanding, and organizing thoughts related to the topic. Used
in the creation of python functions and statement examples, and in
troubleshooting various aspects of python code included in the various
appendices. Where a given python code item remains vastly similar
or unchanged to the GAI produced item, speci ¢ code comments are
utilized to reference the use of those code or function segments similar

to the manner credit would be provided to an external library.

~ ScholarAl : Used in search for relevant literature sources and references

of applicability to the chosen topic.

In all cases the no Al produced content is provided as original work, and

the author retains complete responsibility for all content and materials.

1.8 Structure of Praxis

This Praxis is structured as described below.
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Praxis Document Structure

Chapter 1 Introduction provides an overview of the CI environment
and the need for RA to be a focus to mitigate known threats, and
the limitations of current approaches, necessitating a more holistic

implementation in a MBSE process set.

Chapter 2 Literature Review provides a review of the current research

literature in the CI, ICI, CPS, and RA problem space.

Chapter 3 Methodology presents the methodology for this research,

including the development of the discussed framework and process.

Chapter 4 Implementation documents the resulting implementation
in software and simulation, and the validation processes used to show

the validity and applicability.

Chapter 5 Results  contains the results of a set of simulations imple-
menting the discussed framework and processes, in the the use case
context. The resulting data, whose validity was established based on
previous Chapter 4, is further analyzed to show a process, timeliness,

and di erentiation value statement within the intended environment.

Chapter 6 Discussion and Conclusions summarizes the research,
discusses the value statement proposition, and establishes a future

research focus for this or a related e ort.
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Chapter 2:  Literature Review

To support a structured review of the previous literature and materials
related to the intersection of  CI, ICI, and resilience this document will
detail relevant published literature, government policy documents, and
proceedings necessary to assist the reader in the journey through the
necessity and development of the frameworks and solutions discussed in
Chapter 3 Methodology, and implemented against a sample problem set in
Chapter 4 Implementation.

To guide the reader through the related research needed for the evaluation
of the praxis a look at CI, its history, organization within government,
relevant threats and historical failures, and various policies meant to protect
CI will all be documented. The resilience of systems, the history of RA, its
processes for evaluation and the various metrics quanti ed to represent
it, and their calculation will be reviewed. The manner in which systems
are represented and modeled, and the way in which various architectures
are designed based on the systems engineering requirements, the design
patterns for resilience and the resulting architectures will likewise be probed.
Systems engineering modernization through MBSE and SysML as well as
various emerging trends with Al and Machine Learning (ML) will be noted.
Together this will create a traceable thread to the topics related to the

development e orts.

2.1 Critical Infrastructure / Interdependent Critical Infrastructure

In support of a fuller understanding of Cl and ICI, we will explore both

the technical boundaries and de nitions over time, the various threats
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that create risks for Cl systems highlighting relevant failures to protect
Cl, and the various policies and governmental approaches to protect that

infrastructure from various threats including cyber.

2.1.1 Historical Growth and Signi cance of Critical Infrastructure

Cl is signi cant to the supported populations, but also to the higher level
civilization, or its managing government. In 2006, Brown and McCarthy of
George Mason University published "Critical Path: A Brief History of Critical
Infrastructure Protection in the United States", a tome exploring the design
and protection of CI from the 1790's to modern date (Brown and McCarthy
2006). In the 18th century, the infrastructure was described as "cobbled" or
"catch as catch can", mostly consisting of small segments of infrastructure
inclusive of railroads and roadways, where signi cant standardization was
lacking. The rst establishment of a National Road came in 1806 where
the USG Congress passed a law to facilitate westward expansion with an
eye towards support of commerce and agriculture. In the mid-19th century
the CI included a more structured and e cient rail system, the use of land
grants coupled with private e orts towards structural land development.
Federal and State oversight of railroads and supporting infrastructure came
in the Sherman Antitrust Act in 1890 due to the over sized in uence of a
set of railroad corporations on many aspects of 1890's living (ibid.).

The rst implementation of a subset of electrical power distribution
occurred in 1882 from Thomas Edison's Pearl Street Station of New York City
expanding the national concepts of  CI to include electrical power generation
(Sulzberger 2010). The initial heavily industrialized distribution of water
within the United States of America ( USA), clearly not ignoring the historic

implementation of aqueducts and water distribution in agricultural societies
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throughout antiquity, but focusing on the urban Cl implementation, was not
until the early 1800's. The City of Philadelphia opened two water lift stations

in 1801 utilizing steam power, with adoption of running water continuing
across the urban and then rural boundaries predominately through the
1880's (Limeberg 2013).

In the late 19th century and early 20th century various wartime defense
mobilization e orts lead to control frameworks for the industrial base and
its resulting implications for the Cl. As the USA moved through the World
Wars of the early and mid-20th century there was an increased consensus
and understanding of the role  CI played in the status of a nation, and in its
defense (Brown and McCarthy 2006).

But it was not until 1996 that the 42nd President of the USA William
Clinton in July 15, 1996 through Executive Order ( EO) 13010 formally
de ned the term CI for rst time in  USG wide federal policy (The White
House 1996). As discussed in Chapter 1 Introduction the decomposition
and formalization the 16 sectors of Cl de ned under PPD-21, "Critical
Infrastructure Security and Resilience" did not occur until 2013, a temporal
gap between concept de nition and detailed de nitization. The Cl areas as
structured are below with a simple summary of the Cl area's scope (The

White House 2013b).
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CI Categorical Structure per the USG (The White House 2013b)

~ Chemical : The infrastructure used in the creation, distribution, and

handling of chemical materials used across various industries

Commercial Facilities . Locations and facilities supporting broad
economic activity, lled with private company employees and public

customer populations

Communications : The broad set of ISs and information transport
technologies used to support the combination of private, economically
relevant, and public data exchange over a combination of terrestrial

and RF capabilities

Critical Manufacturing : The subset of economic material production
that is directly impactful to the economic stability, national security,

and public bene t

Dams : Physical structures and supporting infrastructure used in the
segmentation of waterways for reasons of hydroelectric power produc-

tion, water management, ood control, and related public purposes

Defense Industrial Base : The set of companies, facilities, and capabil-
ities needed to support the national security and and the material ac-
quisitions and services in support of the Department of Defense ( DOD)

and the DHS and other entities tied to national security

Emergency Services : The set of services supporting the protection,
rescue / response, and support to the communities, including com-

monly re, medical, police, and emergency services dispatch

Energy : The systems involved in the creation and distribution of

electrical power to industry and population centers
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Financial Services : The set of institutions and services to support
the continued economic exchange of goods and services necessary for

the functioning of the economy

Food and Agriculture  : The land, personnel, companies, and distribu-

tion items related to the production of food for the population

Government Services and Facilities : The facilities and supporting
infrastructure necessary for the day-to-day and emergency operations
of the government across the local, regional / state, and federal gov-

ernment levels

Healthcare and Public Health . The facilities, personnel, and material
production necessary to support and maintain the health of the public,
inclusive of the infrastructure needed to respond to mass casualty,

pandemic, and related health crises

Information Technology : The systems and components, and sup-
porting infrastructure, needed to facilitate almost all of the aspects of
our digital modern lives across the other Cl domains and the larger

economy as a whole

Nuclear Reactors, Material, and Waste . All of the items and locations
involved in the creation of nuclear power and the management and

storage of the resulting waste materials

Transportation Systems . The set of infrastructure necessary to sup-
port the transit of personnel, goods, and services across local, regional,

and national boundaries in an e cient manner

Water and Wastewater Systems . The infrastructure that supports

the creation and management of human consumable / potable water,
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and that which is necessary for the cooling or industrial purposes, as

well as wastewater

In later sections the manner in which other countries, unions, and
organizations structure  ClI is discussed, but generally the  USG binning is
utilized throughout our discussion for consistency and colloquial relevance.

The concept of ICI comes from recognition of the manner in which various
dependencies exist between layers of Cl, common transport or communica-
tions systems, and various connection and shared geographies. In "Review
on Modeling and Simulation of Interdependent Critical Infrastructure Sys-
tems" Ouyang in 2014 explored the cascading and ampli ed failures modes
related to the interconnections across Cl boundaries, systems, and services
(Ouyang 2014). The view of infrastructure from an ICI viewpoint contrasted
previous views, including those of the President's Commission on Critical
Infrastructure Protection ( PCCIP) which viewed CI as a set of systems that
were a "network of independent” system (Brown and McCarthy 2006). These
interdependencies spring out of the growth of various level of integration,
accelerated by common dependencies on  IT capabilities, creating a highly
interconnected and mutually interdependent set of infrastructure systems
(Ouyang 2014).

Broadly dependence refers to unidirectional relationships, where as
interdependent refers to a bidirectional relationships. Rinalidi et al. in
2001 summarized and categorized interdependence based on Physical, Cy-
ber, Geographic, and Logical relationships (Rinalidi et al. 2001). Whereas
Zimmerman in the same year in "Social Implications of Infrastructure Net-
work Interactions” focused on the Functional versus Spatial relationships
(Zimmerman 2001). Zhang and Peeta in 2011 chose to categorize interde-

pendence across the Functional, Physical, Budgetary, Market and Economic
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(P. Zhang and Peeta 2011). Also in 2011, Eusgeld, Nan, and Dietz chose to
expand upon Rinalidi's original relationships by adding ver interdepen-
dence categories with Input, Mutual, Co-located, Shared, and Exclusive-or
(Eusgeld et al. 2011). Ouyang in 2014 categorized and explored the state
of modeling e orts and the various common taxonomies of categorization
related to the nature of interdependence across the various elds, items
that have continued to be re ned and explored throughout the literature.

The below image Figure 2-1 from Kong and Simonovic in 2018 is an ex-
ample of a viewpoint on ICI where there is dependence and intersectionality
between geographic locations, di erent utilities, and higher level CPS and

IT systems / capabilities (Kong and Slobodan P. Simonovic 2018).

Figure 2-1: Example of Interdependent Critical Infrastructure Dependence
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Independent of which taxonomy it utilized, there is wide acceptance of
the need to consider the interdependence perspective when simulating the
performance, risks, and modes of failure for ICI systems. In 2022 Oliver's
GWU dissertation summarized the state of infrastructure interdependence,
with a speci ¢ focus on supply chain, but noted the criticality of modeling

methodologies for cross-sector interdependence impacts (E. H. Oliver 2022).

2.1.2 Background on the Engineering Study of Critical Infrastructure

Given the stated signi cance of  CI to population centers, and that the act
of creation of CI is the output of engineering e orts, the manner in which
Cl is studied in the context of the various engineering disciplines becomes
relevant. CIl has been studied from the individual engineering disciplines
and specialties, as well as from the sociotechnical perspective.

The application of di erent engineering elds to Cl has evolved from
historical antiquity through modern civil and construction engineering and
is inclusive of such other disciplines as mechanical, electrical / electronic,
environmental, and industrial. The advent of integration of IT into CI has
led likewise to the criticality of computer and software engineering, and de-
pendence on engineering e orts focused on implementation and protection
of IT, and the various processes, procedures, and analysis implementation
through the systems engineering domain. Froyd et al. has documented the
historical intertwining between development of Cl and the institutionaliza-
tion of engineering disciplines and their credentialization, especially in the
traditional university setting (Froyd et al. 2012).

Sub-discipline elds of reliability, design for resilience, and safety en-
gineering cross higher level domain boundaries and stand to improve the

overall quality and service endurability of Cl. In a future sections the pro-

27



cesses and methods of RE will be explored in greater detail related to the
deeper inspection of RA.

In 2022 De Felice et al. in "Critical Infrastructures Overview: Past,
Present and Future" noted that following the terrorist attacks of Sept 11,

2001 the USA drove signi cant expansion in research across engineering
related topics around the design and protection of Cl. De Felice et al.
accomplished a Preferred Reporting Items for Systematic reviews and Meta-
Analyses ( PRISMA) literature analysis on  CI from 2017 through 2022, with
identifying that over 25% of studies and publishing on engineering topics

related to CI were from the USA with 11% to the United Kingdom (  UK)
and another 10% allocated to Italy (De Felice et al. 2022). The academic
intersectionality between engineering and Cl remains a clear focus for the
USA and certain European Union (EU) countries.

In 2022 Mitsova in "Integrative Interdisciplinary Approaches to Critical
Infrastructure Interdependency Analysis" highlighted the impact of interde-
pendence creating necessity for interdisciplinary approaches to Cl design
and study, even inclusive of the social sciences given the intersectionality
with the served public (Mitsova 2021). Likewise Smith in "Sociotechnical
Integration and Critical Infrastructure Studies” in 2024 summarized evolv-
ing approaches of Jacob Pleasants, of the University of Oklahoma, and
others on the concept of "technoskepticism", a psycho-social concept for
considering the social and political dimensions of engineering systems. In
this approach, engineering of  ClI considers less the engineering judgment as
a rational and cognitive activity, and sees it through the lens of engineering
ethics related to the implications and impacts of the supported systems and
populations (Smith 2024) .

The future of many design processes across domains, and especially
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in support of mission critical capabilities such as Cl, lives within systems
engineering, with greater e ciencies and capabilities brought forth by
advances in modeling and simulation, and implementation of DE and MBSE
approaches. In 2023 in "Handbook of Model-Based Systems Engineering”
Madni and Sievers highlight the evolutionary advances with the integration

of MBSE, digital twins, and Al towards the structured engineering of high
complexity systems (Sievers and Madni 2023). The resulting engineering
study and implementation approaches to CI1 will continue to advance along

side to meet the needs of the supported populations.

2.1.3 Threats to Critical Infrastructure

In the context of the CI environment a threat is the potential source or
action capable of creating the undesired impact to the operation of the dis-
cussed infrastructures. In the relevant literature analysis of threat sources,
and the consideration of risk, being the identi ed threat with consideration
for likelihood and exposed vulnerability, are ubiquitous topics. In 2022
Wells and Boden through a  CI resilience literature review inclusive of years
2010 through 2021 identi ed 3,039 articles on resilience to threats in the
network sciences literature, of which 68 where exclusively documenting com-
pounding threats (e.g., temporally proximal or near simultaneous threats)
(Wells et al. 2022).

The threats that impact the operations of Cl systems can come from
a variety of sources, natural and man made. The speci c threats to Cl
vary with the literature identifying multiple frameworks for assessing and
categorizing the threats. In 2021 Roshanaei et al. summarized the threat
landscape related to  ClI identifying the top ve threats and risks as: extreme

weather, climate action failure, natural disasters, infectious diseases, and
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cybersecurity (Roshanaei 2021). Whereas in the same year, Osei-Kyei et al.
identi ed a total of 31 threats and hazards with the top threats being natural
disasters, aging and decaying systems, cyber threats, terrorist activities,
contamination, and cascading failures (Osei-Kyei et al. 2021). Although
di erent researchers categorize, prioritize, and summarize the risks against
Cl and their related CPS di erently the themes of natural and man-made,
composing of cyber and physical tampering / sabotage, remain common
themes.

Documented natural impacts on Cl from various weather events such
as hurricanes (e.g., Hurricane Isabel in 2003, Hurricanes Katrina and
Rita in 2005, Hurricane Sandy in 2012) and electrical blackouts caused by
natural events show the large scope and scale of impacts of natural events
at the city, state, and federal levels (Hosseini et al. 2016). Ouyang in 2014
summarized the manner in which these predictable and reoccurring natural
disruptive events created signi cant damage and challenges in managing
the operations of and restoral of  CI capabilities (Ouyang 2014). On natural
and resulting environmental threats to Cl, De Felice notes "However, it is
also evident that there is a lack of clear and globally recognized methods" of
responding to the changing threat environment related to Cl. It is proposed
that investments in establishing "clear and open indicators" becomes a
cornerstone in measuring risks and threats to Cl (De Felice et al. 2022).

Likewise, threats from direct human action represent a signi cant source
of disruption risk to  CI, especially from cyber attacks and related nefarious
actions. It was noted in the President's National Security Telecommunica-
tions Advisory Committee ( NSTAC) report on Communications Resiliency,
the dichotomy of technological advances being capable of being utilized for

the common good as well as for negative purposes (e.g., exploitation and
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attack tools and systems) (NSTAC 2021). The recognition of the threat is evi-
dent in the e orts of the ~ USG with PPD-21 "Critical Infrastructure Security
and Resilience" establishing directions and strategic frameworks to focus
both on security and resilience of  CI (The White House 2013b). Additionally
supported by USG EO 14028 "Improving the Nation's Cybersecurity”, meant
to drive the hardening of infrastructures and Federal systems to address a
growing landscape of threats (The White House 2021a).

In practice we have seen how threats and attacks from state and non-
state actors have escalated in recent years. One of the rst large scale cyber
attacks on national CI was in 2007 against the country of Estonia who
was hit with a Distributed Denial of Service ( DDoS) attack. The previously
mentioned 2017 WannaCry and NotPetya ransomware attacks, the 2020
SolarWinds software supply chain attack, and the 2021 Colonial Pipeline
ransomware attacks also highlight the multiple methods and attack vectors
prevalent at the intersection of  Cl and the cyber threat spectrum (Watney
2022).

In 2018 Koutsoukos et al. highlighted scenarios where non-physical
cyber based attacks have had real world physical impacts and damage to
Cl. The 2010 Stuxnet virus / worm used against the country of Iran's
nuclear program assets damaged uranium hexa uoride centrifuges through
exploitation of the SCADA control (Koutsoukos et al. 2018).

In 2018 Mehrdad et al. summarized, in the context of electrical power
generation infrastructure, the historical continuum of threats from physical
through cyber impactful to the power subset of Cl. Signi cant decom-
position of cyber based threats were inclusive of data intrusion attacks,
non-technical loss fraud or theft attack, time delayed attacks, replay attacks,

and highlighted the need for holistic approaches to resilience (Mehrdad et al.
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2018).

The addition of IT into the core of CI including terrestrial network tech-
nologies, such as the Internet, Multi-protocol Label Switching ( MPLS), and
Private IP transport, coupled with the use of 4th Generation Cellular ( 4G),
5th Generation Cellular ( 5G), Satellite Communications ( SATCOM), and
various Internet of Things (  loT) transports, have introduced one of the more
prevalent risks related to cybersecurity. A key aspect of the vulnerability
related to CI, and thus the complexity of the protection, are the resilience
strategies, and computational complexities in various modeling e orts. Ad-
ditional vulnerability comes from the shared dependencies and connections
of ICI and Interdependent Critical Infrastructure Systems ( ICIS) and the
underlying transport and IT components (Alkhaleel 2024).

Studies continue to show that attacks against Cl and CPS have caused
signi cant physical damage, and that "security and resilience of CPSisavery
critical problem” (Koutsoukos et al. 2018). The growing dependence of Cl
on cyber based systems that are capable of being disrupted by the identi ed
threats has opened a landscape of cyber oriented threats to be capable of
impact and disruption on physical systems and infrastructure (e.g., power
production, water processing) (Resilient Investment and Group 2023). Even
as recent as 2022 De Felice acknowledges the "massive transformation
and digitization" occurring across Cl utilities has led to them being "more
exposed and vulnerable to external and internal cyber attack" (De Felice
et al. 2022).

Despite the focus on how CI impacted the national defense throughout
the World Wars and the Cold War, there was a signi cant shift in recognition
of the impact on CI created by terrorism, as highlighted by the attacks on

the Oklahoma City Alfred P. Murrah Federal Building on April 19, 1996
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and the attacks on New York City, Washington, DC, and others on Sept 11,
2001. In response to the focus on  CIP the USG commissioned the PCCIP
that highlighted cascading infrastructure impacts and the realization that

"Since the American Revolution, our greatest leaders have recognized that

a key indicator of national strength is the development and maintenance

of an advanced system of infrastructures”. Through the PCCIP the impact
that damage to CI had on the social fabric of the state, and the extended
community, was realized. It became apparent that the adversarial targeting

of CI by terrorists had to be considered in all matters of Cl design and
implementation. In 2006 the PCCIP chair General Robert T. Marsh noted
that despite the establishment of Presidential Decision Directive ( PDD)-63
to seek protection of ClI, "I think it's apparent that the private sector hasn't

done nearly as much as we had hoped it would do by this time. We should

be essentially protected against a debilitation attack on the infrastructure”,

after recognized that the USA was not suitably protected. The complexity

in implementation of  CIP in a government construct, with such signi cant
interagency and intergovernmental challenges, has shaped the consideration

of ClI by the USG (Brown and McCarthy 2006). In 2023 the USG's Resilient
Investment Planning and Development Working Group ( RIPDWG), a cross-
sector partnership advisory council of academic, industry, and government
chartered under the framework of the Critical Infrastructure Partnership
Advisory Council ( CIPAC) highlighted the "exponential risk increases" in
recent years, and "a lack of institutional capacity to adapt to changing
threats and reduce vulnerabilities to critical services delivered by cyber-
physical infrastructure systems" (Resilient Investment and Group 2023).

We also see in the President's NSTAC report in 2021 a focus on the double

edge sword of Al and ML capable of strengthening cybersecurity detection
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and response capabilities for  Cl but also facilitating the adversaries ability
to quickly produce and deploy targeted and adaptive malware, ransomwatre,
and DDoS attacks (NSTAC 2021).

Equally, it has been demonstrated by the outcome of disruptive events
that it is often true that our institutions lack the capacity to adapt to the
changing threats and reduce vulnerabilities to Cl in a timely and responsive
manner (Resilient Investment and Group 2023). The established threats
against CI increase the criticality of designing resilience into the systems to
endure them through disruption, or reduce the time to restoral of critical
capabilities.

We have established in this literature review and the Chapter 1 Introduc-
tion that CI is essential to the functioning of society. Roshanei et al. have
shown that CIP strategies are most e ective when resilience is viewed as a
critical requirement for  CI systems and capabilities (Roshanaei 2021). It is
recognized that design level e orts are necessary to focus on resilience of
Cl at the point of system planning and initiation as a method to implement
systems capable of being resilient to the diverse threat environment (The

White House 2013b).

2.1.4 Relevant Failures Related to Critical Infrastructure

This literature review has documented the criticality of Cl systems and the
spectrum of threats levied against infrastructure and supporting systems.
In the progression through approaches to improving system resilience it is
critical to understand aspects of how given Cl systems have failed historically.
The data around these failures will assist the reader in an understanding
of the Chapter 3 Methodology proposed approaches to seek appropriate

architectural selection against well structured resilience informed system
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requirements.

Aloisio in a 2018 dissertation "Lessons from Systems Engineering Fail-
ures: Determining why Systems Fail, the State of Systems Engineering
Education, and Building an Evidence-Based Network to Help Systems En-
gineers Identify and Fix Problems on Complex Projects" accomplished an
analysis of complex project and systems failures, a subset which were core
CI while others were defense and aerospace oriented, seeking to understand
common threads for failures. The below list were the subset of common fail-
ures that are applicable to the praxis focus of the intersectionality between

Cl and resilience (Aloisio 2018).

Common System Failure Mechanism (ibid.)
" Process Inadequate for Complex Systems : Assuring that adequate
systems engineering processes are utilized for complex Cl systems

iS necessary to assure system success, in the praxis the analysis of

alternatives in architectural synthesis and selection becomes a focus.

frequency" concern that led to quality concerns in execution. In this
resilience focus the relationship between requirements not adequately
addressing resilience requirements, or not correctly addressing the

intended operational environment, becomes critical.

of system failures has a subset that is attempted to be mitigated by the

various policies of the USG and others looking at shared threat and

Inadequate Requirements Engineering . This was identi ed as a "high

Ine ective Government and Industry Teaming . This broad source

cyber defense scenarios and joining the various CI stakeholders into a

partnership that facilitates the appropriate design and defense of

systems.
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Problems with Sta Training or Expertise . The capability of systems
engineering sta to select appropriate systems architectures and seek
their design and implementation has impact on the functional success

of Cl systems operating under threat.

Ine ective Risk Management Procedures . This was identi ed as
both a high severity and high frequency concern in Aloisio’'s analysis,
supporting the necessity of matching risks to the intended operational
threat environments and seeking resilience requirements and capabili-
ties throughout the engineering implementation to o set and mitigate

those risks.

Rehak in 2018 "Failures in Critical Infrastructure System" when reviewing
the types of failures that were related speci cally to the resilience of Cl and
ICI systems proposed the below categorization framework of failures (Rehak

and Hromada 2018).

System Failure Categorization Framework (ibid.)
" Intentional Anthropogenic Events . This category is inclusive of
intentional human actions that lead to the failures of Cl systems such

as terrorism or criminal actions.

Unintentional Anthropogenic Events . This category is inclusive of
unintentional human activities, or failures that result from human
related choices or implementations, such as technology failures, and
design failures. Related to this praxis the failure to identify resilience
requirements adequately or to choose systems architectures that ade-

guately address those requirements would be in this category.
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Natural Events : Those events for which humans have no direct control,

such as climatological, geological, or biological driven system failures.

Rehak further structured failures into considerations for the manner
in which failures occur, highlighting the discussed ICI relationships to

resilience (Rehak and Hromada 2018).

System Failure Manner Categories (ibid.)

" Cascading Failure : A mode of failure in which one systems impact
creates an adverse reaction in a second infrastructure, creating impacts

that propagate between system boundaries.

Escalating Failure : A mode of failure in which the outage in one
system creates an exacerbation of an independent and ongoing failure

of a separate system.

Common Cause Failure : A failure that impacts two or more systems
simultaneously, such as related to common physical locations or shared

root level dependencies.

A subset of relevant failures are discussed as examples upon which
various failures of the above nature led to negative outcomes for the systems,
some related to physical damage or failure of the implemented capability,
whereas others led to signi cant cost and schedule impacts to correct and

readdress challenges.
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Examples of System Failures

N

Mars Climate Orbiter  : Sept 23, 1999 insertion failure to Mars due to
systems engineering process failures to catch a mismatch of mathe-
matical units between various subsystems, leading to the destruction

of the system (Oberg 1999).

Maritime Automated ldenti cation System : In 2013 the maritime
vessel tracking system failed to meet functional expectations related

to various issues including vulnerabilities to spoo ng and signals
manipulation, whereas the system was not matched to the operational
threat environment (Committee on Transportation and Infrastructure

2013).

Federal Aviation Administration ( FAA) Standard Terminal Automa-
tion Replacement System ( STARS): In 2014 an air tra c control
modernization e ort plagued by issues of inadequate requirement en-
gineering and lack of expert specialization that impacted appropriate
architectures, leading to signi cant cost and schedule and eventual im-
plementation inadequacies for the Department of Transportation ( DOT)

FAA (Department of Transportation 2014).

British Petroleum Texas City Re nery : A 2005 re nery explosion
that led to the death of 15 people linked to inability to design appro-
priate safety capabilities into the system for its intended operational
environment, with noted failures to learn from previous accidents that
would have informed the intended operational environment (Baker et al.

2007).

Fukushima Nuclear Power Plant : The 2011 reactor meltdown trig-

gered by an earthquake and tsunami that was determined to have
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been avoidable had adequate design and practices around foreseeable
natural hazards, another system design with insu cient resilience for

the intended operational environment (Acton and Hibbs 2012).

Deepwater Horizon : The 2010 undersea well explosion that was
studied to be caused by a variety of awed safety assumptions and
practices, but also aspects of resilience to key subsystems that did
not fail-safe (United States Chemical Safety and Hazard Investigation

Board 2014).

" Three Mile Island : The 1979 nuclear reactor partial meltdown accident
was traced in part to system design resilience failures that impacted the
response to what could have been a manageable malfunction (Kemeny

1979).

On a related sector in 2008 Charette noted for programs related directly
to national defense and under the auspices of the DOD that "out of 72 major
US defense programs in progress only 11 were on time, on budget, and met
the performance criteria” identifying similar challenges in broader systems
engineering and program management of complex systems (Charette 2008).
The USG Government Accountability O ce ( GAO) in GAO-19-128 looked
more applicably at the resilience of similar systems and found that between
2012 and 2017 nearly all tested major acquisition mission systems were
found to have mission-critical cyber vulnerabilities that could be exploited
by adversaries in relevant threat environments, leading to systems being
insu ciently resilient for their intended operational environments. Director,
Operational Test, and Evaluation ( DOTE)'s 2017 annual report echoed the
nding by the Defense Science Board ( DSB) in 2013 about similar  DOD IT
CPS (Chaplain 2018).
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Throughout the discussion of failures of Cl the theme towards both
the categorization and binning of those failures allows for consideration
elsewhere in this praxis for the proposed methods of preventing them, and
mitigating the previously explored threats, allowing systems deployment
that function with resilience in the intended operational environment. Laun
in 2022 explored the "mismatch between the system-as-designed and the
system as actually operated [or evolved]" looking at issues of both imple-
mentation of systems, and  SOS, to include failures coming from emergent
capabilities (Laun et al. 2022).

The previously discussed threats, and the related prevalence of system
failures for a variety of documented reasons all highlight the importance of
rigorous consideration for resilience requirements, engineering practices,
adequate RA, and systems engineering processes to address resilience in

threatened environments.

2.1.5 Policy for the Resilience and Defense of Critical Infrastructure

In Chapter 1 Introduction the manner in which the USG and its DHS
CISA department structures and organizes its conception of Cl into 16
sectors or bins was identi ed (The White House 2013b). Understandably,
other countries and organizations utilize di erent constructs, such as the
United Nations (  UN) that organizes around energy, water, and transportation
(United Nations Security Council 2017). Generally, most countries align
towards the common sets of publicly funded or sponsored infrastructure
systems that support the common good, with electrical power generation,
water / waste utility, and transportation being core underpinnings, with
greater variance towards healthcare, agriculture, and related infrastructures.

Cl is signi cant to the bene t of the supported population and is a lifeline for
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urban survival (Roshanaei 2021), and has been described as those services
"necessary to maintain a society's vital functions" (Mottahedi et al. 2021). As
such it is understandable that di erent government entities have di erent
policies to harden and protect their CI from the threats previously identi ed.

In 2017 Gallais and Filiol reviewed the varying de nitions and imple-
mentations of CIl and CIP policies across a diverse set of nation states. The
variability in de nitions across European, American, Asian/Paci c, and
African nations was identi ed to create seams in protection most signi -
cantly for physically and technologically interconnected nations, creating
attack surfaces against Cl. For example the UK includes aspects of human
capital, human factors, and personnel into their de nitions of Cl whereas
other European and EU countries do not, challenging consolidated CIP
policies. The di erences in some de nitions include some weaknesses that
impact coordination and protection across country boundaries (Gallais and
Filiol 2017).

Governments consider methods of protecting and preserving those Cl
capabilities, within  CIP programs and e orts such as those established
by the USG in PDD-63 "Critical Infrastructure Protection: Sector Coordi-
nators" (United States Government 1998) and encouraged by the United
Nations Security Council ( UNSC) in Resolution 1566 in 2004 focused on the
speci c risks related to terrorism (United Nations Security Council 2004).

In 2017 the UNSC took speci c directive actions to intersect policy with Cl
to acknowledge the threat to UN member countries from terrorist attack
speci cally on CI in Resolution 2341. Member nations are rea rmed to

be responsible for the protection of their own ClI for which they de ne for
themselves, and maintain complete sovereignty over. All are encouraged to

coordinate on issue of terrorist threats and protection of Cl, especially for
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cross-border ClI, creating the framework fora  CIP program across countries
(United Nations Security Council 2017).

There are various mechanisms governments utilize to address the re-
silience, and other availability metrics, for Cl, and looking at the topic from
a USA centric viewpoint there are multiple laws, EOs, and policies utilized
across the USG. For matters of practicality this will not be a comprehensive
list of laws, regulations, and policies that spans all possible federal, state,
and local / municipal organizations, but will instead be the top line policies
most impactful to the protection of CI.

The 2013 EO 13636, "Improving Critical Infrastructure Cybersecurity”
attempted to strengthen security and resilience of Cl while protecting the
served population's civil liberties. It developed a voluntary cybersecurity
framework, with  NIST tasked in the production of relevant standards not tied
to speci ¢ vendors or industries. The order brokered information sharing,
including sensitive data, amongst government and industry partners alike,
and sought wide cyber threat dissemination for shared protection and
response. The overall theme of the EO was related to its voluntary e orts
that were incentivized (The White House 2013a).

The DHS released the 2013 National Infrastructure Protection Plan ( NIPP)
"Partnering for Critical Infrastructure Security and Resilience" to focus
speci cally on voluntary public and private collaborations and partner-
ships for the strengthening of  ClI resilience. The NIPP areas of focus were
on comprehensive risk management, uni ed cyber-physical approaches,
shared intelligence / situational awareness, partnerships, regional State,
Local, Tribal, and Territorial (  SLTT) relationships, and design for resilience
speci cally for CI and supporting CPS (Department of Homeland Security

2013).
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In 2015 the USG followed up with EO 13691 "Promoting Private Sector
Cybersecurity Information Sharing”, building upon EO 13636 and PPD-21,
by establishing data sharing through Information Sharing and Analysis
Organization ( ISAO). The ISAOs were encouraged to organize around utility,
region, sector, and technology basis to facilitate actionable cybersecurity
protection e orts. This order expanded classi ed data access and clearances
for Cl operators, and standards organizations necessary to formalize the
various data exchange e orts (The White House 2015).

The cybersecurity posture of the  USG was addressed, and its relation-
ship to critical industries inclusive of Cl, through the 2021 EO "Improving
the Nation's Cybersecurity". This order drove additional USG wide cyber-
security posture improvements including a focus on Supply Chain Risk
Management ( SCRM), Zero Trust Architecture ( ZTA), and Endpoint Detec-
tion and Response ( EDR) (The White House 2021a). This was built upon in
following months with National Security Memorandum ( NSM) 5 "Improving
Cybersecurity for Critical Infrastructure Control” focusing on aspects of Cl
Industrial Control Systems ( ICSs) such as SCADA and other control planes.
This NSM drove speci ¢ cybersecurity performance goals and standards
through the DHS CISA . The focused security posture across  Cl sectors was
again non-binding on private entities (The White House 2021b). NSM 8
Improving the Cybersecurity of National Security, Department of Defense
and Intelligence Community Systems likewise extended similar e orts into
the national security infrastructure with a focus on defense and intelli-
gence, but with the underpinnings for the complementary societal support
infrastructures related to Cl (The White House 2022).

The 2023 USG "National Cybersecurity Strategy" speci cally called out

the defense of CI, driving requirements for cybersecurity performance with
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focused public and private relationships. Aspects of defense strategy shifted

to IT and software service providers and Cybersecurity Service Providers
(CSSPs) related to better cybersecurity defense resources that exceed the
individual, small business, and small utility space. Speci c investments

in resilience aspects focused on cybersecurity, cyber workforce, and cyber
skills education (The White House 2023).

Extensions in policy beyond the e orts of DHS CISA to more directly
national security centric systems and capabilities of the DOD, with recogni-
tion of the previously mentioned role of Cl as a core national asset directly
tied to the projection of nation state power, and national defense were
likewise made. We can see common themes in Department of Defense In-
struction ( DODI ) 5200.44 "Protection of Mission Critical Functions", DODI
8580.01 "Information Assurance ( 1A) in the Defense Acquisition System".
In later review sections the manner in which engineering processes and
disciplines, especially related to  DE and RE, are utilized to support design
and deployment of more resilient systems across the shared DHS and DOD
domains will be explored. E orts like DODI 5900.97 "Digital Engineering"
and the O ce of the Deputy Assistant Secretary of Defense for Systems
Engineering Digital Engineering Strategy "Digital Engineering Strategy"
have parallels into the resilience of Cl systems and capabilities.

Likewise as an extension to the private entities, and public companies, we
see NIST 800-160 Vol 1 "Engineering trustworthy systems" (Ross, Winstead,
et al. 2022) and NIST 800-160 Vol 2: Developing cyber-resilient systems
in 2021 (Ross, Pillitteri, et al. 2021) which created the controls framework
for the design and cybersecurity protection of critical CPSs including CI
systems, focusing on the resilience.

In all these e orts the focus is the use of the in uence of the USG and
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related organizations across the  USA to seek the instantiation of resilience
within CI and related CPS, assuring the availability of the systems for the
supported populations. These policy e orts are challenged in most cases by
the nature of the heterogeneous CI landscape of public and private utilities
being managed at multiple government abstractions layers without a single

consolidated downward directed autocratic enforcement framework.

2.2 Systems Resilience and Resilience Analysis

A core focus of this praxis is on the methodologies and processes re-
lated to accomplishing RA against candidate system architectures. The
various processes around RA, the broader concepts of resilience, and the
e orts utilized to design and engineer resilient systems are explored in the
literature.

In Chapter 1 Introduction we adopted the CNSS de nition of resilience,
that broadly supports a variety of systems context including those relevant
to the CI environment. Rehak et al. in 2018 traced the evolution of the
modern day systems thinking use of the term resilience from various late
1990's uses in ecological materials, through sociology, economics, and to
systems engineering e orts in the early 2000's (Rehak and Hromada 2018).

Bergstrom et al. in a 2015 review of resilience research in the safety
domain outlined the need for resilience due to both complexity and risk,
identifying the prevalence of risks and threats directly related to the opacity
of complex sociotechnical systems (Bergstrom et al. 2015). Wilt and Shol-
berg in the 2016 "De ning Resilience: A Preliminary Integrative Literature
Review" accomplished a literature review that considered the ubiquitous
nature of the term resilience across the literature, with a State-of-the-Art

Matrix ( SAM) analysis looking at literature de nitions of the term for the ten
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years preceding 2016. There were 45 articles reviewed, of which 40 of them
o ered di ering de nitions of resilience, with over 75% of the de nitions
occurring between 2011 and 2016 (Wilt et al. 2016). From this we see
that the de nition remains a dynamic and often discipline or sub-discipline
speci c.

An early noted use of resilience speci cally concerning Cl was a de ni-
tion "ability to absorb, adapt to, and/or rapidly recover from a potentially
disruptive event" from "Critical Infrastructure Resilience Final Report and
Recommendations" by the National Infrastructure Advisory Council in 2009
(National Infrastructure Advisory Council 2009).

The below representation Figure 2-2, and original generation based on
content from the Shoal Group, shows a simpli ed view of the concept of
resilience in the context of systems, identifying broad time phases and
system response and resulting service levels (SHOAL Group 2020). As we
progress through the literature review topic of the di erent metrics related
to RA it will be shown that there are several methods of representing the
time based and phase responses of systems and infrastructure to adverse
impacting events, however this representation is chosen for its simpli ed
overview value in this topic introduction.

It is on this CI specic focus on resilience that provides the specic
intersection with the methodologies and processes that will be proposed
to mitigate risks to Cl and CPS. This literature review section further
explores the concepts of resilience, the historical evolution, the methods for

numerically analyzing it, and its future utility to broader e orts of RE.
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Figure 2-2: Simpli ed Visual of Resilience in the Systems Context

2.2.1 History of Resilience Analysis

This history of RA stems from the utilization of the term "resilient" and
“resilience" across a large number of disciplines in times since antiquity, and
the methods and processes utilized to assess various metrics relevant to that
study. In 2018 Goyling-Reisemann, Hellige, and Thier in "The Resilience
Concept: From its Historical Rooms to Theoretical Framework for Critical
Infrastructure Design" documented the abstractions of resilience from antig-
uity across multiple bodies of knowledge going back to the 1800's physical
sciences, physics, and mechanical engineering. The terminology had broad
utilization across elds with use in earth sciences relevant to ecosystems in
1970's. Early concepts of systems based resilience, having traceable roots
to the more modern systems de nitions of resilience, occurred in theories
related to ecological systems by C.S. Holling in "Ecosystem Resilience and
Stability" 1973 (Holling 1973). This seminal work led to broad acceptance of
Holling as the "acknowledged founder of the eld of resilience" (Ma Junrong
et al. 2023). Concepts of resilience and domain speci c resilience metrics

were utilized throughout the 1980's, such as Hashimoto's resilience metric
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for water resources that considered the inverse of expected time periods
that a system remains in an impacted state (Shin et al. 2018). In sup-
port of greater adoption of resilience processes and terminology in 1999
Holling co-founded the Resilience Alliance to prompt systematic and aca-
demic study and adoption of resilience concepts that led to an increase in
related publications in the early 2000's (G6yling-Reisemann et al. 2018).

One of the earliest modern resilient systems focused e orts was in 1982
by Amory Lovins and L. Hunter Lovins, who approached the USA energy
infrastructure design with a preventive design principle and proposed the
use of resilience as a principle for managing complex systems as a needed
mitigation for hard-to-predict stressors with low probability and high system
impact with a focus on improving the national security posture (A. Lovins
and H. Lovins 1982).

Consideration of systems engineering resilience processes and structure
and the term RA and RE in the eld of systems engineering as a result was
only coined with formalization in 2004 with its more modern speci ¢ de ni-

tions. The following decade saw greater exploration with various demand

signals and evolving lexicon inclusive of various USG directives, policies,
and doctrines highlighting the criticality of RE and the larger consideration
of systems resilience in national, defense, and Cl contexts (J S Brtis and

McEvilley 2019). A literature review on RA in 2015 by Righi and Wachs and
in 2018 by Patriarca et al. shows the focus on Complex Socio-technical
systems ( CSS) for safety critical system environments, (e.g., aviation, nu-
clear energy, railway) while identifying the underexplored implementations
related to IT in Military environments and by extension other aspects of
CPSs (Righi et al. 2015) (Patriarca et al. 2018).

The USG's GAO in 2018 has documented resilience impacting vulner-

48



abilities and design consideration failures of critical national systems in
operation, highlighting the intent and capabilities of adversaries to negatively
impact systems (Chaplain 2018). In all cases the necessity of remaining dili-
gent in focus on RA and mitigating systems engineering processes remains
critical given the landscape of threats and challenges facing systems that
serve the public interest (Roshanaei 2021). As recent as 2023 INCOSE via
its Resilient Systems Working Group (  RSWG) has accomplished the integra-
tion of the larger RA and RE topics and processes into the INCOSE Systems
Engineering Handbook ( SEH) and INCOSE Systems Engineering Body of
Knowledge ( SEBOK) representing the centrality of consideration of resilience

in the standard approaches relate to systems engineering (Cloutier R and
Hutchinson N 2023).

In "Resilience in Infrastructure Systems: A Comprehensive Review",
Liu et al. accomplished a literature review on resilience in infrastructure
between 2011 and 2021, reviewing 222 articles. A quadrupling of the
average number of publications on infrastructure was found since 2020,
highlighting signi cant near term interest and focus on resilience related to
CI (W. Liu et al. 2022). The continued investment in the topic of resilience,
and the necessary ability to perform RA to assess the resilience for various
systems and capabilities is clearly a necessary aspect of the deployment of

Cl and related national security systems.

2.2.2 System Representation and Implication for Resilience Analysis

In the study of system architectures and their resilience we see that sys-
tems are often documented in  MBSE tools and languages such as  SysML,
in an organized manner. There exists a foundational mathematical eld

related to the manner in which things are connected that are of relevance
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to systems studies, and the structured representation of system intercon-
nections. Graph theory is a subset of mathematics concerned with the
study of the properties and applications of graphs. Which are formerly
de ned as ordered pairs consisting of vertices and edges. Edges can be
either directed (speci c direction of ow from one vertex / node to another)
and undirected (bidirectional). Network theory is the application of those
mathematic principles to real world problems and solutions (Gross et al.
2023). Aspects of network theory are relevant in the planned approach and
software implementation discussed in Chapter 4 Implementation, as such
a summary overview of network theory and aspects relevant to the related
systems engineering topics are covered in this literature review.

Graphs are an important tool in documenting and solving complex sys-
tems related challenges including multilayer system representations such as
those in ICI, due to their ability to e ciently store structural and relational
information, and the various mathematic and computational methods that
exist to support manipulation of graphs (e.g., search, centrality metrics)
(Liao et al. 2019). Graphs have been identi ed as a key enabling theoretical
construct to facilitate complex all-hazards approaches to RA of systems
(R. C. Hruska 2023).

As an overview of the basic concept of graphs, we explore some of the

primary concepts such as:

Graph De nitions and Characteristics Overview (Gross et al. 2023)

" Graph : An ordered mathematical structure consisting of nite sets Vv

representing vertices / nodes and E representing edges, G= W;Ei

A

Node / Vertex : Denoted as V, a speci ¢ endpoint or object represented

as a subset of the graph
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Edge: Denoted as E, a set of one or two vertices representing an

interconnection between them

Directed : The individual edges that interconnect the vertices / nodes

have a mandatory direction of ow or travel.

" Undirected : The edges between vertices / nodes are bidirectional with
information or ow capable of traveling from either of the connected

nodes

Cyclic : The structure of the network, whether directed or undirected,
contains a path that allows revisiting a previously visited node, facili-
tating the possibility for a cycle or repeat path. A cycle constitutes an
alternate path back to the starting node, vice simply returning along

the same path which is possible in undirected graphs

Acyclic : There does not exist as a function of the structure of the
interconnection of the nodes and characteristics of the edges the ability
to revisit, or repeat a path through the network other than the return

by following the same path backwards

Weighted : Speci c numerical value is assigned to the individual edges

that interconnect nodes

The concept of directed graphs is represented by Figure 2-3 and Figure 2-
4 which shows nodes, denoted A-E, that are interconnected by unweighted
edges that have a specic direction of ow shown by the arrow symbol.
The di erence between these two gures is that in Figure 2-3, an acyclic
graph, there does not exist a path where you can repeat a path through the
network before reaching the terminating node E, creating a Directed Acyclic

Graph (DAG) (Gross et al. 2023).
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Figure 2-3: Directed Acyclic Graph

Whereas for Figure 2-4 there is a return path from node E to A that
would facilitate a repeat path through the network, or a path that contains

a visit to the same nodes (e.g., A-C-E then A-B-E), creating a Directed Cyclic

Figure 2-4: Directed Cyclic Graph

Graph (DCG).

In a similar concept, a set of undirected graph con gurations is shown in
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Figure 2-5 and Figure 2-6. In Figure 2-5 there are no paths back through
the network, no cycles possible without following the chosen path back

through the network, no closed loop exists, creating a Undirected Acyclic

Graph (UAG).

Figure 2-5: Undirected Acyclic Graph
In the graph in Figure 2-6 through the bidirectional undirected edges

there are multiple paths through the network from an chosen starting node

that would lead you back to a repeat node or path, creating an Undirected

Figure 2-6: Undirected Cyclic Graph

Cyclic Graph (UCG).

The concept of a weighted graph is shown in Figure 2-7 where individual

edges that interconnect nodes are given numerical weights, or values, that
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allow the path through the network to have a total numerical value. Weighted
graphs can have value in aspects of routing theory, managing ow with

considerations to capacity or costs of utilization of di erent edges.

Figure 2-7: Weighted Graph

These broad concepts of graphs can be extended to a variety of types and
complexities, or used to represent di erent layers and levels of abstraction.
Figure 2-8 for instance, a representation of a multilayer network, where
for instance the gray nodes could be power infrastructure, and the yellow
water infrastructure, and the red some underlying telecommunications
infrastructure. There are connections between the layers that support the

representation of interdependence or cross ow between infrastructures.
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Figure 2-8: Multilayer Graph

There are a few common network types commonly generated and utilized

in support of network analysis, summarized here for completeness.

Common Network Types (Williams 2024)(T. G.. Lewis 2008)

" Random Network : In random networks the interconnections, edges,

are placed according to a probability distribution

Scale-Free Network : Edges follow a power law degree distribution
where few nodes have many connections while most have very few.
These networks are stable against random attacks, but not targeted

attacks against highly connected nodes

" Small-World Network  : These networks have small average path lengths
with high cluster coe cient, represents where most nodes are not
adjacent or neighbors but can be reached through a small number of

nodes
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~ Hierarchical Network : These networks are strati ed with a structure

on each of the layers with a set of interconnections between them

" Multilayer Network  : Commonly used to represent complex systems
where nodes may exist in multiple layers with interconnections, shows

interdependence between nodes and layers

An example of how graph theory can be used to formerly de ne a system
network is provided by Williams in 2024 (Williams 2024) that de ned an
an infrastructure system as a weighted network where G = h;Ei, with V
being the nodes and where E V V isthe set of edges E. Every node v2V
and has world coordinates  wW(V) = ( Vx; Wy;Vz) 2 R3. Each edge e= vi;vj 2E
with its weight w(e) 2 N and a measure of its ability to source a resource,
capacity, de ned as c(e) 2 N. The infrastructure system concept assumes
source nodes, S= s;;9;::1;Sp V, producing content and demand nodes,
D= fdq;d;:::dng 2 V, consuming them with others being transmission nodes
as intermediaries. This type of example considers the system from the
perspective of the demand and consumption, instead of the ow (ibid.).
In the context of this discussion we can see how formal mathematical
de nitions for networks can be tailored to the speci c network type and
analysis scenarios.

A value of graph / network representation of systems is that there exist
various computational approaches to determine characteristics of the net-
work. Graphs can be represented in a set of matrices useful for analysis,
such as the adjacency matrix which documents which nodes have edges
interconnecting them or the incidence matrix which shows the relationships
between nodes and edges. An example of a metric that can be determined
from a graph is centrality, or a rank determination of the importance of

a given node in the network. Due to the various complexity, edge types,
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and ow paths through a network there are likewise many measures of
centrality often used to understand node signi cance, a subset are detailed

below (Gross et al. 2023).

Network Measures of Centrality (Williams 2024)(Latora et al. 2017)

" Nearness Centrality Measures . assesses centrality as proximity to

other components

Degree Centrality: centrality is ranked by the size of their neigh-

borhoods

Eigenvector Centrality: centrality is ranked on the idea that im-

portant nodes tend to have important neighbors

Closeness Centrality: signi cance is determined by how quickly a

node can interact with other nodes

Residual Closeness Centrality: centrality is calculated by removing

the node from the network and measuring the resulting impact

Information Centrality: centrality is calculated by weights of all
paths and measuring harmonic mean of inverse distances of all

paths
Evidential Centrality: utilizes belief functions (Dempster-Shafter

theory) to assess centrality from the perspective of all other nodes

" Betweenness Measures : the centrality is a function of how a compo-

nent stands between other components acting as an intermediary

Shortest-Path Betweenness Centrality: the node's importance is a
function of how often it lies on the shortest path between other

nodes
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General-Path Centrality: All paths are considered in assessing

centrality, with a decay factor to reduce impact of longer paths

Random-Walk Centrality: expands shortest-path by allowing con-
tribution of alternate paths to a node, in which weighting of short-

est paths is higher than longer paths

" Dynamical Measures : captures dynamical processing in the network

Flow Centrality: combines the assessment of betweenness and
the quanti cation of network ow, in which the maximum ow
between other nodes depends on the assessed node, multiple
measures exist including weighted critical ow centrality, binary

critical ow centrality, and expected critical ow centrality

Node / Vertex Load Centrality: measures centrality by character-
izing aspects of transport using geometric splitting weighted value
packets that contribute to the centrality metric for a given node

based on ow paths

Tra ¢ Load Centrality: is a measure of centrality where quanti ed
packets are pushed on single hops between nodes and the total
amount of packets / tra ¢ that passes through a node represents

its centrality

Routing Betweenness Centrality: utilizes real or optimal routing

instead of just shortest-path to assess centrality

Dynamical In uence: centrality is evaluated by how changes in

the node ripple through and e ect total network capability

E ciency Centrality: centrality is assessed based on how a node

contributes to overall e ciency of all network ow
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Percolation Centrality: considers position and state in percolation

processes like failure spreading

Determining aspects of centrality around a graph is a critical part of
graph analysis, and has relationships to the resilience and the process of RA
for graphs. Al ML e orts to train Graph Neural Networks ( GNN) to predict
the criticality of nodes in a graph have been used as part of prediction
of overall network resilience by Munikoti et al. in 2022 (Munikoti 2022).
Likewise Gautam et al. in 2023 developed a Transductive GNN speci cally
for grid RA (Gautam et al. 2023). These examples of seeking more timely and
e cient algorithms related to RA utilizing the underlying graph / network
structure shows the signi cance of this form of representation and analysis
for systems.

Williams in a 2024 PhD dissertation documented the computational
methods utilized in the analysis of graphs in the context of RA, identifying
graph-theoretic approaches as being a natural t for multiple types of Cl
that deliver resources through interfaces that are comparable to graph edges.
Williams discusses speci ¢ useful network computational metrics relevant to
RA such as vertex centrality, edge centrality, edge failure reliance, geospatial
failure reliance, and edge restoration cost. Additionally, identifying that
as research around network theory for ICI is ongoing and that multilayer
networks do not have a standard vocabulary facilitating representation
of aspects relevant to systems engineering (Williams 2024). Sharama in
2020 developed a novel classi cation and computational framework for
looking at resilience of ICl systems through a "regional" analysis of the
underlying network graphs with developed classi cation partitions of the
interdependencies based on an ontology and epistemological considerations

(N. Sharma 2020).
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The relationship between graph / network theory and systems analysis
is not without challenge. The high dimensional nature of graphs and the
complex non-local dependencies that exist between edges adds to the com-
putational power required to use classical techniques for graph analysis in
the ICI space, leading to various ML approaches such as Graph Recurrent
Neural Network ( RNN) under development (You et al. 2018). These compu-
tational complexities as well as inaccurate modeling of underlying systems
leads to compounded analysis errors, and a lack of scalability in network
models all of which contribute to challenges (Munikoti 2022).

By way of comparison, in a forthcoming section we will discuss HFGT
representation of systems and how it di ers from other representations
as a single node does not exclusively represent the physical component or
location of a system. Instead there are separate nodes for each process,
function, as well as the physicality. Edges are represented as separate
nodes allowing for the capabilities and transformations to be documented.

In this way the traditional graph theory is modi ed to facilitate greater
documentation of functional aspects of the system.

Looking towards future value and integration for graph representation of
systems, the SysML 2.0 beta language supports greater integration between
systems that facilitate static graphs and temporal / simulation environ-
ments like Discrete Event Simulation (  DES), allowing adaptation of graph
representations into a large set of system analysis e orts in the future RA

(OMG Systems Modeling Team 2024).

2.2.3 Resilience Evaluations and Metrics

Despite the adoption of RA and RE processes, and the shared value

understanding of the criticality of system resilience, the current state of RA,
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as the process for analyzing and calculating some quantitative metric of
resilience, remains dynamic and non-standardized (Eisenberg et al. 2019).
Research attempting to contextualize RA metrics for relevance to specic
domains and elds have produced e orts towards translating resilience
metrics to operational risk (Musman and Agbolosu-Amison 2014) or even
organizational risks and e ectiveness (McNeil and Llansé 2021).

In 2018 Shin et al. in a resilience metrics assessment focused on water
utilities highlighted de ciencies in current metrics, "resilience measures
and strategies have not yet been widely applied to design" and presented
"insu cient information to guide decision making”. Shin binned assessed
metrics as primarily probabilistic or deterministic (Shin et al. 2018).

In 2023 Ma Junrong et al. in "A Review of Resilience Theories and Eval-
uation Methods" assessed the various resilience frameworks, as well as
methods for evaluation. In Holling's work, an "Adaptive Cycle and Panar-
chy”, a multi-scaled nested model as a helical Moebius loop was utilized
as the framework. In the time since various frameworks have been uti-
lized to facilitate domain specic RA metrics. The analysis showed from
consideration of 4,629 pages of related papers from Web of Science that
frameworks were broadly categorizable into "Disaster Response”, "Urban
Systems", "Technology", and "Climate Change". Resilience calculation meth-
ods were similarly categorized as "Multi-Criteria Normalization Comparison”,
"Benchmark Veri cation", "Process Index Control", "System Composition
Control", "Descriptive Indicators “, and "Speci ¢ Indicator Control". Each
traceable to a speci c indicator type or property of information related to
resilience (e.g., robustness, redundancy, resourcefulness, rapidity, stability,
responsiveness) (Ma Junrong et al. 2023). Speci c frameworks are more

relevant to the elds of technology, urban system, as they most aligned with
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Cl, but the overview of several relevant frameworks existence is provided to
highlight the domain expansive nature of the resilience topic.

It has been noted that the speci ¢ resilience metric selected by engineers
can be a critical component to the resilience requirement. The selected
metric is situational and must consider the expectation of stakeholders,
and the priority of resilience in the hierarchy of requirements (John S. Brtis
et al. 2021).

The variability in de nitions around resilience metrics has led to seg-
ments of qualitative and quantitative approaches in various domain ap-
plications (Nichols 2023). Generally, the quantitative approaches to
center around deterministic factors, not incorporating uncertainty (Hosseini
et al. 2016). Bruneau et al. proposed four dimensions of resilience and
the commonly referenced resilience triangle model (Bruneau et al. 2003).
Other approaches are probabilistic, capturing the stochastic nature of sys-
tem functional behavior, such as Ouyang et al. developing a stochastic
time-dependent metric (Ouyang, Duenas-Osorio, et al. 2012).

In 2016 Hosseini in "A Review of De nitions and Measures of System
Resilience" reviewed all of the known published methods of evaluating the
resilience of a system across multiple domains, and as a result accomplished
categorization and binning of 61 separate methods related to systems re-
silience and RA. These approaches were spread across common utilities,
urban infrastructure, transportation, air, and non-speci ¢ domains (Hos-
seini et al. 2016). Below is a summary of that categorization, for which a

subset of approaches will have relevance towards this praxis focus.
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Resilience Metric Categorization (based on Hosseini 2016):

" Qualitative Metrics  : Descriptive determinations of resilience rather
than using numerical data to assess resilience, inclusive of frameworks

and expert judgment to aid in identifying aspects of resilience

Conceptual Frameworks  : Theoretical structures used to aid in
understanding and assessing resilience, provides qualitative in-
sights, often domain speci c. Examples include Sterbenz et al. on
communications networks (Sterbenz et al. 2011) and Vlacheas et
al. on telecommunications systems focusing on availability, con -
dentiality, integrity, maintainability, and performance (Vlacheas

et al. 2013). (12 evaluated)

Semi-Quantitative Indices . Uses subjective assessments often
on the Likert scale (i.e., 0 - 10) or the percentage scale (i.e., O
100), usually domain experts, to provide near numerical ap-
proximations of system resilience. An example is Shirali et al. in
the process domain, with 6 critical process industry resilience

indicators (Shirali et al. 2013). (3 evaluated)

" Quantitative Metrics : Number based methods of determining sys-
tem resilience, spans various methods and approaches that are often

domain speci ¢ but can be generalized
General Resilience Metrics . Performance based assessment of
systems resilience, generally systems agnostic and generalizable

* Deterministic : Methods of calculating resilience based on
xed conditions, performance data, and recovery data with-

out considering uncertainty / randomness. Example include
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Bruneau et al. in civil infrastructure that de ned four dimen-
sions of resilience and the resilience triangle model (Bruneau

et al. 2003). (15 evaluated)

* Probabilistic : Methods that include uncertainty / random-
ness in calculating system response, sometimes using stochas-
tic models for approximations of resilience. An example would
be Ouyang's stochastic time dependent metric from 2012

(Ouyang, Duenas-Osorio, et al. 2012). (9 evaluated)

Structural Based Modeling : Methods that represent the systems

components and interdependencies to calculate resilience

* Optimization : Utilizes mathematic programming to determine
best allocations of resources to maximize systems resilience.
An example in transportation is Faturechi and Miller-Hooks
multi-objective 3 stage stochastic model to quantify and opti-
mize travel time resilience (Faturechi and Miller-Hooks 2014).

(12 evaluated)

* Simulation : Simulate system behaviors under failure condi-
tions to explore failure and recovery approaches. An example
is Albores and Shaw's DES model related to rst responders
in a terrorism context (Albores and Shaw 2008). (6 evaluated)

* Fuzzy : Utilizes fuzzy logic to model aspects of system function
and resilience factors, supporting resilience assessment on
incomplete data. An example is Muller et al. in the Cl domain

with fuzzy architecture for RA (Muller 2012). (4 evaluated)

This is by no means the only method of organizing and structuring /

binning the various resilience metrics, as an example, Ouyang in 2014 orga-
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nized them into empirical methods, agent-based methods, system dynamics
methods, economic methods, network-based methods, and misc methods
(Ouyang 2014).

In 2017 a conference on resilience in  Cl was held by the North Atlantic
Treaty Organization ( NATO), with key ndings of the need for generic and
consistent resilience metrics and measurement approaches to feed com-
munications and decision making. A framework and ranking process for
understanding resilience in the concept of multiple nation states and Cl
was proposed. The analysis of existing metrics was broken down into a large
number of sub-categories highlighting the complexities and domain speci ¢
aspects of RA that challenge comparative methods across domains. The
conference identi ed that besides resilience as a raw metric that there was
a need for various sub-characteristics of resilience as shown below (Linkov

and Palma-Oliveira 2017).

NATO Additional Resilience Characteristics (ibid.)

Initial average performance (or non-performance)
Susceptibility (mean time till disruption)

Vulnerability (lack of robustness, initial performance decrease or non-

performance increase)

Average absorption slope

Mean time of absorbing the disruption
Average response slope

Average recovery slope (resourcefulness)

Performance loss (or non-performance increase)
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" Time to recover (rapidity)

" Final performance (or non-performance)

The metrics and methods for both conducting RA, and the resulting
metrics remain diverse and open to the given practitioner to select, and
there exists opportunities related to standardization, ML, and automation
within models and frameworks (Alkhaleel 2024). In the speci ¢ context of
the CI and the related focus on systems level architectural analysis a subset
of relevant metrics for RA are discussed. In certain cases the methodology
to documenting the nature of a system and its dependencies has a close
relationship to the availability metrics and their calculation. An overview
of various resilience calculation is now explored from an approximately

chronological perspective.

2.2.3.1 Hashimoto et al.'s Resilience Metric

In 1982 Hashimoto et al. developed a resilience calculations based
on water resource systems. Looking at how likely a system is to fail, its
recovery time from failure, and the severity of failure all to assist in an
AOA style system comparative decision set related to water supply reservoir
and operating policies (Hashimoto et al. 1982). The overall structure for

consideration of resilience is a conditional probability as shown:

_P(&2Fand S+12R) _
- P(S2F) B

R P(S+12RjS2F) (2.1)

Where § is the state of the system at time t, and F is the set of failure

states, and R s the set of recovery states.
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2.2.3.2 Vogel and Bolognese's Resilience Metric

In 1995 Vogel and Bolognese proposed resilience for water management
systems to be represented as the likelihood of system recovery, once a
failure has occurred. It was determined through Monte Carlo experiments
that a two-state Markov model can reproduce the relationships between
resilience for a large set of water supply systems (Vogel and Bolognese 1995).
This proposed metric of resilience aligned with water management systems

considered aspects of reliability and variability and was:

_1 aym_(1 a)

m S c

2.2)

Where a was the probability of failure, mwas the mean value of perfor-
mance, s is the standard deviation of performance, and C, is the coe cient

of variability of the performance as C,= s=m

2.2.3.3 Todini et al.'s Resilience Metric

In 2000 Todini et al. developed a resilience metric related to the concept
that the power of water input to a system is equal to the power lost internally
plus the power delivered to the end point (Todini 2000).

é‘TngJ HJ H}

= — _ - (2.3)
" Al Qe+ AP R=g &7, QjH]

Where Qj is the demand at node j, Hj is the supply node at which  Qj is
supplied, and HJ'- is the design capacity for node j. This metric approach
is broadly extensible to a ow based analysis of services and information
in the context for certain other non-water related Cl systems, and is thus

included.
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Prasad and Park in 2024 extended Todini's measure to a new metric called
the Network Resilience Index ( NRI) which gives consideration to combined
e ects of surplus system source capacity coupled with uniformity of edges,
nodal uniformity, built on the concept that like sized alternate paths for ow
facilitates the resilience of a given system. With the primary modi cation
being the insertion of the term  Cj, a weighting factor unique to the system
that considers aspects of uniformity related to out ows between nodes
(Prasad and Park 2004).

X a7001CiQ; Hj H|

|n= = — = S (24)
" Xmax &R, QuHk+ &1%(R=g) &7, QjH]

Where Xmax= Pnp é?ﬂleHJ'- is the maximum surplus power. In this
scenario the resilience of the entire network is viewed being equal to the
resilience index with surplus power at each node j with a weight factor  C;
that considers the uniformity of connections between nodes for like capacity.

This metric varying from 0 (no resilience) to 1 (completely resilient).

Bi et al. in 2016 focused on multiobjective evolutionary algorithms to-
wards computationally constrained optimization of resilience and combined
Eq 2.3 with a process that supported optimization over a cost consideration

for similar system domains (Bi et al. 2016).

2.2.3.4 Bruneau's Resilience Metric

The Fig 2-9 is a recreation of the concept the "resilience triangle" as
described in Bruneau et al. in 2003 (Bruneau et al. 2003) and expounded
upon in Salomon et al. (Salomon et al. 2020). It is meant to express the
concept for a speci c area in the performance, denoted Q(t), between the

time of system initial degradation from an impact at time to and the restoral
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to normal or baseline operational capability at time t1.

Q(t)

Resilience
Triangle

Time

Figure 2-9: Resilience Triangle

Bruneau et al. proposed a measurement of resilience shown below as
being the area of performance lost due to failure over time, an integration
of the performance loss, with the resilience metric being proportional to the
area of the resilience triangle. In this resilience metric, the lower the result
the less deviation over time was experienced for the system, and thus the

higher the resilience (Bruneau et al. 2003).

Z ty
Rer= [100 Q(t)]dt (2.5)
0
Various researchers have approached  RA through di erent methods of
estimating system impacts and response in the resilience triangle, and the
conceptual measurement of area of degraded performance expressed in

Eq 2.5.
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2.2.3.5 Kjeldse and Rosbjerg's Resilience Metric

As noted by Kjeldse et al. in 2004 (Kjeldsen and Rosbjerg 2004), Hashimoto's
resilience metric Eq 2.1 is equal to the inverse of the mean value of the time
the system is in the failed state, and can be expressed as:

( ) 1
d(j) (2.6)

Qo=

Reg =

2

=1

Where d(j) is the duration of the " failure event and M equals the total
number of failure events.

Expanding on the concept of vulnerability from Hashimoto, Kjeldse et
al. proposed resilience could be de ned as p" fractile in the empirical
Cumulative Density Function (CDF) of observed failure events as:

R= F,Yp (2.7)

Where Fy and F, are the CDF of duration and de cit volume.

2.2.3.6 Jayaram and Srinivason's Modi ed Resilience Index

Jayaram and Srinivasan proposed a Modi ed Resilience Index ( MRI) in
2008, addressing networks with multiple sources of service ow, a modi -
cation from the concepts explored in Todini et al. that presumed singular
service ow. This metric is the amount of surplus power available at the
demand side of the network as a percentage of the sum of the minimum

required ow at the demand nodes (Jayaram and Srinivasan 2008).

o re
ML = arj)ngj a Hj Hmin;j
r— o e
a?ngj quin;j

100 (2.8)
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2.2.3.7 Cimellaro et al.'s Resilience Metric

In 2010 Cimellaro et al. developed a resilience metric based on queuing
service delays in a hospital system, which can be generalized to various
demand based network and infrastructure systems. The metric has various
quality factors that weight the functional performance prior to and after the
disruptive event. In this case WT is a wait time, W T is the wait time at the
maximum capacity of the system, and WT is the pre-event wait time. The
below equation calculates the various system performances at a queuing

time below and above the WTi; value (Cimellaro et al. 2010).

8
2 Qu(ty= TR Y WIO W T < W g
Q(t) = S W WT (2.9)
— cri 0 . ot
- QA1) = max(W Teri Wt (W Tri WTo))’WT Wit ;

Resilience is calculated as below where  a is a weighting factor, and T, ¢

is the control time of the system.

Z Z
Qu(t) dt+(1 a) Qa(t)

R=a
Tic TLc Te Nc

dt (2.10)

2.2.3.8 Zoebel's Resilience Metric

Zoebel et al. in 2011 de ned resilience as calculating the percentage
of the total possible system functional loss over some suitably long time
interval T , with parameters X 2 [0; 1] the percentage of function lost after
a system impact, and T 2 [O;T ] the time required for full recovery. This
inherently calculates the loss as a triangular area, XT=2 for a single impact
(Zobel 2011).

T XT=2_ . XT

RX:T)= — " “=

< o (2.11)
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Zoebel and Khansa extended Eq 2.11 in 2014 for multiple disruptive

events with partial recovery as shown below (Zobel and Khansa 2014).
R=1 § X+X° Ti=2T (2.12)
i

2.2.3.9 Liu et al.'s Resilience Metric

In 2012 Liu et al. proposed a quantitative method for estimating resilience
in water systems, creating a generalized conceptual model for resilience that
involves historical considerations for response of the system to changing

demand cycles (D. Liu et al. 2012).

F=F+l S (2.13)

Where Fy is a constant background measure of resilience of the system
based on historical normative data representing the memory of the system,
| is a measure of sensitivity of a system to certain external stimulus that
fall outside those normally experienced by the system, and Sis an external
stress applied to the system either natural or manmade. In this case | is
de ned as below:
1

| = f(W)= e (2.14)

Where wiois the it" dimensionless variable re ecting the learning / memory
capacity of the system in terms of ability to source to meet demand, and Qi
represents a weighting function. This method of estimating resilience has
greater applicability to water and related systems, with minimal extensibility
towards other more complicated  ICI or CPS contexts, but was included due

to the unique considerations of historical capacities of a system to represent
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a baseline of performance upon which to deviate.

2.2.3.10 Ouyang's Resilience Metric

In 2012 Ouyang et al. de ned resilience as the expectation of the ratio
between the integral of the system performance Q(t) fromtime Oto T and the
integral of the system performance during the same 0 to t period (Ouyang,

Duenas-Osorio, et al. 2012).

ROT Q(t)dt

Res = E[Y]; where Y=
o T Q)dt

(2.15)

As noted by Salomon in a review, the function Q(t) and T Q(t) are stochas-
tic processes and Ouyang et al.'s resilience can be rewritten to better express

the impact of the summations of failures as below (Salomon et al. 2020).

&y AlA,

Y=l oo

(2.16)

In this rewrite, N(T) is the number of random failures up to time incre-

ment T, the area of the impact under the curve AlA, is de ned as:
Z the 1
AlIAn= E . [T Q Q(t)]dt (2.17)

The resulting resilience value goes from 0, complete failure, to 1, complete
resilience. Ouyang et al.'s metric has been utilized by various researchers
as a basis for RA, including Salomon et al. in 2020 that modi ed it to create
a novel, quantitative metric, focusing on decision making with a recognition
that resources are not unlimited. The approach combined Ouyang with a
systemic risk analysis measure from Feistein et al. (Feinstein et al. 2017),
modeling them both as a ow network as a piecewise stochastic process

that is computationally tractable given the use of grid search algorithm
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(Salomon et al. 2020).

2.2.3.11 Ramirez-Marquez et al.'s Resilience Metric

Ramirez et al. in 2012 developed a time-dependent resilience metric
that looked at the ratio of recovery to loss, using a performance function,
j (t) and considering a stable original state (time to to te), a disrupted state
(at time te where disruptive event el occurs and last till time  tq and then
recovery actions beginning at time ts), and a stable recovered state (till
recovery beyond tsis complete) (Henry and Emmanuel Ramirez-Marquez

2012).

j tiel j tgje
j (to) j (taje))

Multiple iterations of this metric were developed that included consid-

Rj tje = (2.18)

erations for cost functions relative to lost function and capacity (Hosseini

et al. 2016).

2.2.3.12 Zhuang et al.'s Resilience Metric

Zhuang et al. in 2013 considered total system resilience as a function of
availability measured at the demand side of the network with respect to the

period of failure (Zhuang et al. 2013).

o o N
di=14dj= 1Qi;t;av|

R: o o N
atzlailei;t; req

(2.19)

Here terms like Q.t.av represent the available ow delivered for the ith

node in the network.
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2.2.3.13 Omer et al.'s Resilience Metric

In 2014 focused on network based systems Omer et al. approached
resilience based on graph theory as a ratio of the closeness centrality of the
network compared before and after a disruptions. The closeness centrality is
a metric based on the accessibility of a given network node to the rest of the
network. The resulting resilience metric has a value from 0, complete failure,
to 1, fully resilient (Omer et al. 2014). The below equation is the assessment
of closeness centrality, where t is the time it takes for information to ow
from node ito j, and the centrality is assessed at each node v, and distance
between nodes is measured as geodesic distance ds, and n is the total
number of nodes in the network.

dgovds(v9) t
v

Ce(v) = 1 (2.20)

The resilience is calculated as the ratio between the before and after

system impact states as below.

_ CC(V) be foreshock

Rec =
C:C(V)aftershock

(2.21)

2.2.3.14 Ayyub et al's Resilience Metric

Ayyub et al. de ned a stochastic resilience metric that considered the
age of the system as a relevant factor to its ability to recover and restore to
regular function. The metric is a ratio of the system's strength to its load,
with characteristics of robustness and resourcefulness considered. This
metric uses T; as the incident time, Tf as time to failure, and T, as time to
recovery, with the duration of failure being DT = T T, and the duration

of recovery as DT, = T, Ts. The resulting resilience metric is below (Ayyub
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2014).
F is the failure pro le which includes measures of robustness and re-

dundancy, and f is a failure event.

F= R—— (2.22)

R is the recovery pro le, where  r is a recovery event.

R:tff rdt

R= R—— (2.23)
& Qdt

The resulting resilience metric is Re as shown below.

_ Ti+ FDT; + RDT,

2.24
T, + DT + DTy (2.24)

2.2.3.15 Mehran et al.'s Resilience Metric

In 2015 Mehran et al. proposed a metric of resilience referred to as the
Multivariate Standardized Reliability and Resilience Index ( MSRRI) while
looking at resilience related to water reservoir systems, linking in ow metrics

to storage and capacity indicators (Mehran et al. 2015).

St'*' Qint Qoutt Omin Qest
Qest

Although generally focused on water distribution infrastructure, the

WSR = (2.25)

concept can be generalized to any system model or construct that can be
modeled in terms of ow, demand, and capacity. In this construct St is the
service capacity at time increment t, where O, is minimum operational
capacity or capability storage, where Qin, IS capacity to support system

demand during time period t, where Qe is the total estimated system
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demand projected for a time period, and Qout is the out ow demand for time

period t.

2.2.3.16 Amarasinghe et al.'s Resilience Metric

Amarasinghe et al. in 2016 proposed a deterministic dynamic metric
for resilience, one with shifting degraded service levels which could occur
in a cascaded failure or stalled failure. This metric is a degree of service
capacity reduction under scenarios of increased pressure being placed on

the system (Amarasinghe et al. 2016).

Rsp= 2.26

T Rp (R PRy (2.20)
Where Rssis the ratio for service capacity at threshold pressure R, Rpp
represents the ratio for excess pressure beyond the design pressure Py, St

represents the full operational performance of the system under normal
conditions, and  Syin is @ minimum level of system performance under a
threshold pressure against the system. This metric represents a a rate of
service reduction referenced to pressure increments comparative to a design

basis.

2.2.3.17 Simonovic and Arunkumar's Resilience Metric

In 2016 Simonovic and Arunkumar et al., building on previous work on
the Space-Time Dynamic Resilience Measure (  STDRM), proposed a quanti-
tative measure of resilience that addresses the quality of "inherent", their
attribute describing the ability to function well during a disruption, and
"adaptive", system responsive exibility during disturbance. This metric

has been applied beyond the strict systems context to larger governance,

77



organization, and economic systems (S. P. Simonovic and Arunkumar 2016).

An understanding of the resilience metric requires a layered approach,
rst the consideration for time based events, t, and space / location based, s
Impacts to system performance, as a function of space and time are denoted
as Pi(t;s), and the loss of the system performance in impact is the di erence
between the initial performance, Pé(t;s) and the current performance  P(t;s).
The system resilience is calculated as the area under these lines over the time
and space of assessment, denoted  r !(t;s). The change in system performance
is calculated as below:

. Zy
r'(t;s) = . Py P'(t;s) dt where t2 [to;t] (2.27)

The system resilience to a single impact is calculated as below:

ri(t;s)

t9g=1 — 7 2.28
A N 229
The total system resilience over all impacts is below, with M being the
total number of impactful events:
( v ) L
Rit;99= Qr'(t;9) (2.29)
i=1

The Eq 2.29 is extended to create the  STDRM calculation which considers
the adaptive capacity of the system. The = STDRM is calculated by impact by
location per the below by solving the di erential equation where AC is the

adaptive capacity per impact.

Tri()
Tt

= AC'(t) P'(t) (2.30)

The complete STDRM is then solved for all points in space as:
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R(t ~
ﬂﬂ—i) = AC(t) QP\(t) (2.31)
i
Simonovic et al. integrated this approach into a modeling framework
focused on a speci c set of applications, but its structure, at least at the
basic resilience consideration of Eq 2.29, is generic to any system with a

measurable performance expectation over a function time.

2.2.3.18 Wade's Mission Resilience Metric Considering Recoverability

In 2019 Wade et al. in "Incorporating Resilience in an Integrated Analysis
of Alternatives" proposed a metric related to resilience of a total mission
function, vice a speci ¢ system, subsystem, or component. Utilizing a mis-
sion chain to represent expected mission performance, and incorporating
recoverability related to the likelihood a system will return to service in sup-
port of the mission. This approach came from a focus on DOD Engineered
Resilient Systems ( ERS) activities providing a framework for bringing system
resilience conversations up into the larger SOS space in support of senior
leader decision making in an  AoA context (Wade et al. 2019). The evaluation

of resilience is:

E[P] = %Rg(l T)p+ Tt (Wp+ DtEp((1 d)+(dr)))+(( 1 E)p(l b))
= (2.32)
Where system availability is A, reliability is R, likelihood of threatis T,
the ability of the system to withstand attack is W, system damage is Dy,
and system restoration is  E; and are each probabilistic aspects of a specic
threat t, nominal performance is p, degradation is d;, and recoverability is  r;

and likewise are values where degradation and recoverability are dependent
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on the speci c threat t.

2.2.3.19 NATO Uni ed Resilience Metric

In the context of a 2017 NATO meeting on resilience in  Cl a uni ed metric
was proposed with the intent of supporting a uni ed resilience metric with
broad applicability and structural tailor-ability to domain needs, as was
advocated by Francis and Bekera (Francis and Bekera 2014). The uni ed
resilience metric considers a more detailed timeline and resilience triangle
than was considered by Bruneau in Fig 2-9. Below is the modi ed "resilience

curve" from the NATO e ort (Linkov and Palma-Oliveira 2017).

Figure 2-10: Modi ed Resilience Curve

In the generation of this uni ed metric there are several terms to identify,
and the use of the term Measure of Performance (  MOP) supports the ability
to tailor this metric to speci c Cl domains. The selection of a relevant MOP
is critical to the execution of  RA for the speci c type of infrastructure under

analysis, and in the NATO work was generalized and assumed to range
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from O, complete failure, to 1, fully resilient. Where to is the time of initial
impact to the system, tq is the time of degraded service, t; is the start of
the recovery phase, and tpgis the completion or time of full restoration at or
exceeding previous operational level. Kpp is the number of detected ramps,
a method used to quantify the average slope, during the disruptive phase,

Krp represents the number of detected ramps during the recovery phase.

MOP(t, MOP(t;)

RA= 2.33
MOP(t,) MOP(t,) (2.33)
R (MOP(t;) MOP(t)) dt
TAPLpp = U ° (2.34)
tr td
R (MOP(tg) MOP(t)) dt
TAPLgp= 0 (2.35)
tns tl‘
o Kpp MOP(t}) MOP(t; Dx)
adij=1 53
RAPIpp = (fortg t<t) (2.36)
KDp
o Krp MOP(t) MOP(t Dt)
dij=1 Dt
RAPIRP: ( fOI’ tr t| < tns) (237)

Krp
Where the loss functions are time average performance loss character-
istics with  TAPLpp being during the disruptive phase, and TAPLrp being
during the recovery phase. Both are combined into one measure TAPL Ris
the measure of robustness, RAPkp is recovery speed, RAIs recover ability
and RAPbp is rapidity in disruptive phase. The resulting resilience metric

GRis below.
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GR= f (R RAPbp;RAPkp; TAPL RA

2.38)
RAPKp . (
b, (TAPD 1 RA

Additional details for this literature review were include due to the advo-
cacy for a uni ed metric by a large multi-governmental organization such
as NATO and the structural approach to generalize the metric while not

reducing the tailor-ability to speci c infrastructure domains.

2.2.3.20 Hetero-Functional Graph Theory Based Metrics

HFGT is an e ort to expand Network Theory into a set of systems rela-
tionships that are poised to represent the types of dependencies necessary
to assess issues like resilience in the context of ICI and intertwined CPSs.
It involves representation of various ICI system components in Petri nets
and related constructs that seek the mapping of various capabilities and
items / products in a structured manner that supports detailed simulation
and assessment (Schoonenberg et al. 2019).

For a system to have its resilience assessed in the HFGT perspective, it
must be represented in the matrix form aligning with that framework. An
overview of HFGT is provided prior to the calculation of unique resilience
metrics. The de nitions are derived from the work of Schoonenberg et al.

(ibid.).

82



HFGT Core Concepts (Schoonenberg et al. 2019)

" As: Systems Concept : Allocates the system's function to its form. Uti-
lizing the set of system resource, R, and system process, P. The System
Concept is a binary matrix of size  jPj ] R. Composed of mathematical
elements representing system functions (processes) for transformation
Pm, transportation  B,, and holding Py, system form (physical resource)
of transformation M, transportation H, and independent bu ers B, sys-
tem knowledge base Js, system constraints matrix Ks, and structural
degrees of freedom DOFs. The complete set of Processesis P= Py B,

and the complete set of resourcesis R= M[ B[ H.

A;: Hetero-functional Adjacency Matrix . Binary matrix of size
s(Rs(P) s(Rs(P). Represents the logical order of physical capa-
bilities of the system, connected into serial and parallel arrangements.
Composed of mathematical elements representing the system-sequence
knowledge base ( J;), system-sequence constraints matrix (  K;), and

system-sequence degrees of freedom ( DOR ).

Ag: Controller Agency Matrix : Binary matrix of size s(Rp) s(R)
whose elements Ag(vq;Vv2) = 1 when the resource ry, 2 R has control over
physical resource ry, 2 Rp, where self-referencing control is documented

by Ag(vi;v1) = 1 where ry, 2 Rp. The Controller Agency Matrix exists to
document the control plane for systems from a dependency perspective,
whether internally controlled and dependent or externally controlled

by one of the cyber-physical resources. Composed of mathematical

elements representing physical resource (  Rp) and cyber resources ( R_p).

Ac: Controller Adjacency Matrix . Binary matrix of size s(Q) s(Q)

with elements Ac(vi;v2) = 1 when the cyber-resource qy, 2 Q pass in-
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formation to cyber-resource  qy, 2 Q. Documents the interactions be-
tween cyber-resources, drawing distinctions between interfaces of cyber-
physical components and physical components, and interfaces just

between cyber-physical items.

N;.: Service as Operand Behavior  : Tracks the changes made to states
from capabilities acting upon an operand. The set of services is L=
fl1;::2;1s ()9, where each service [ has its associated set of service
activities &, 2 E;. Composed of mathematical elements representing the
services (L), service activities ( z,), and Petri nets ( Q). Service delivery
graphs are created from the service nets, calculated as A, = Ml’i'TMIi
where M* is the positive incidence matrix of the service net and M is

the negative incidence matrix of the service net.

L: Service Feasibility Matrix : Composed of mathematical elements
representing the service transformation feasibility matrix ( L i), service
transportation feasibility matrix ( L gi), service line feasibility matrix ( Lj),

and service degrees of freedom ( DOF_g).

A: System Adjacency Matrix . Provides a complete view of the CPS

created in matrix form from the six previous mathematical models.

2 3
AL A|_r O
A= E Art A Arc % (2'39)
0 Acr

Where A/ is the collection of service models and AL and A, concern
the logical coupling of service activities to system capabilities from the
structural degrees of freedom. Likewise the Arc and Ac, are the logical

coupling of the controller agents to the system capabilities derived
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from the controller agency matrix.

The treatment of HFGT in this literature review is cursory at best, and
intended only to provide an overview of some of the topics that are used
to calculate resilience in  HFGT system representations. A complete def-
inition set for the matrix mathematics that compose HFGT is contained
in Schoonenberg et al. "A Hetero-functional Graph Theory for Modeling
Interdependent Smart City Infrastructure” from 2019 (Schoonenberg et al.
2019) and expounded in matrix tensor formats in 2022 in Farid et al. "A
Tensor-based Formulation of Hetero-functional Graph Theory" (Farid et al.
2022).

In the context of the individual resilience metrics, HFGT provides us a set
of metrics in the AER, Latent Engineering Resilience ( LER), and Dynamic
Engineering Resilience ( DER). The specic calculations of AER and LER
presume the given ICI CPS is built out and represented in matrix form with
a complete representation according to the HFGT model (Farid 2024).

AER, an evaluation in  HFGT representation of a system that compares
how well a system maintained its functional performance post disruptive
impact, as compared to its undisturbed performance, is a resilience metric
as calculated and proposed by Farid et al. and is implementable through
the modi cation of an open-source software resilience simulation system

(ibid.).

EP(L; Ar ; Ks)
AER=
EP(Lo; Ar 0; Kso)

(2.40)

The term EP is Engineering Performance ( EP) a measurement of what
level a given system state is delivering its required outputs. The calculation

of AERconsiders a ratio of current performance to that EP at the baseline
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undisturbed time reference 0, and thus ranges from 0 (complete failure) to
1 (fully resilient). EP takes as inputs matrices containing L the operands,
system inputs and outputs being processed, A; the Hetero-functional Adja-
cency Matrix, related to the feasible sequences of the system capability, and
K the systems constraint matrix a binary representation of what capabilities
of a system are available or failed. = EP is calculated as follows (Farid 2024):
oo
EP= aciQi 1" (bi[Ar]) 1 (2.41)
i

Where ¢; is the importance weight for a given operand i. Qi is the quantity

of a given operand i that is required to be delivered for a given service. The

term bi(Ap) is the binary matrix concerning feasibility of paths for a given

operand i, which considers the previous equations representation of K by
creating a masked or constrained adjacency matrix Ap (ibid.).
EP(;y5y2) = Qi ¢, (bi[Ar]) ey, (2.42)

As can be seen in Eq 2.42 EP can also be looked at as it related to the
localized performance of each of the operand I quantity Q; being delivered
between capabilities yi and y». The term eL is a transposed row vector
weight for the capability y1. The term bi(Ap) is the binary matrix concerning
feasibility of paths for a given operand i. The term ¢y, representing the
vector for the ending of capability  y» (ibid.).

Conceptualized, EP is the sum of available feasible paths for a given set
of capabilities, being a way to receive a speci c service operand. The greater
the number of paths through the matrices for a given capability, the greater
the resilience and thus the remaining capability (ibid.).

In a similar manner to  AER we have LER which provides a best case
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metric based exclusively on the engineering structure of a system if all the
designed capabilities were made available. Whereas AER represents the
actual remaining capability of a system at a given time point, either as a
result of a simulation or a representative failure, LER can be thought of as
a method of analyzing a system strictly based on its design. LER is de ned

as (Farid 2024):

Qi 17 (Ap(Kg)) 1
LER=

iLj
é
L' (2.43)
'3 ¢iQ 17 (Ar,(Ke)) 1
i
Likewise HFGT oers DER to provide a contrast to the static xed time
measurements of AER and LER, integrating the measures of resilience for
the individual AER and LER measures over time to provide a measure related

to the speed and responsiveness of restoration of the functional capability

(ibid.).

T

DAER= %é AERt] DT (2.44)
t=0
143
DLER= = § log(LER[)) DT (2.45)
t=0

The technical de nitions of AER, LER, and DER were documented in
detail given their potential to be utilized as accessible measures of the
structure or simulated response of given system architectures to aid in
comparative e orts. There exists several opportunities to evaluate di erent
measures of resilience for di erent applications, some of which will t
into speci ¢ modeling and simulation frameworks for the greater topic of
resilience. The HFGT domain has HFGT Toolbox, a software simulation and

resilience calculation capability, that will be explored additionally in this
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praxis (D. Thompson et al. 2020).

2.2.4 Modeling and Simulation Frameworks for Resilience Analysis

The topic of modeling and simulation when related to Cl and RA spans
various considerations of the manner in which systems are represented in
data and software such as those explored in this literature review, and how
resilience is calculated through processes that consider failures and impacts
to items held in those representations. Rehak in 2018 noted that, "Modeling
the anticipated propagation of impacts constitutes an important approach
contributing to their minimization in a critical infrastructure system." at
that time consideration on mathematical, or computational approaches,
were a heavy focus, however there was consideration for the integration
of innovative approaches that spanned bottom up and top down methods
(Rehak and Hromada 2018). In the time since, new approaches to modeling
and simulation continue to evolve, and as will be discussed in the literature
review section related to aspects of Al and ML, provide methods usable in
large computationally intractable scenarios.

The approaches to modeling and simulation cover the generalizable
through those tailored and speci c to industries and speci c Cl systems,
with dependencies on representations based in network or graph theory
(S. Wang et al. 2021) or those that are purely mathematical (Rocchetta
2018), all the way to implementations of both representation and simulation
that aid exclusive concern sets such as cybersecurity (Xu et al. 2020).
Products to document and execute modeling and simulation exist in closed
/ commercial and open source implementation all with various feature sets
and opportunity spaces (Balakrishnan and Cassottana 2022).

This aspect of the eld is vast, in the context of this praxis a summary
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level treatment is provided to illuminate considerations that will go into
aspects of the Chapter 4 Implementation decisions of chosen modeling and
simulation related software packages and tools.

In 2014 Ouyang accomplished a literature review and categorization of the
various modeling and simulation approaches being used related to Cl and
resilience. It was noted the critical use of various modeling and simulation
approaches to aid in decision making related to issues of maintenance
and emergencies response, as well as its value in understanding system
dynamics related to the engineering and management of these systems.
Ouyang sorted and categorized the large number of modeling and simulation

approaches into 6 categories that are summarized below (Ouyang 2014).

Modeling and Simulation Broad Categories (ibid.)

" Empirical Approaches : Processes that consider failure patterns from
historical system records stored in a database, coupled with expert
opinion. The interdependence of systems is quanti ed with various

output metrics to aid in decision making.

N

Agent Based Approaches : This approach regards systems as Complex
Adaptive Systems ( CAS) where given components of CI and their CPS
are modeled from the bottom up with the assumption that resilience

is an emergent property from the parts of the whole. In agent based
approaches the agents interact with each other and the environment
based on set of established rules. An example is Sandia National
Laboratory's model based system Aspen focused on economic systems

that was expanded into Aspen-Electricity Enhancement to look at

Cl resilience, and later with CommAspen to look at communications

aspects of CI. Similarly Argonne National Laboratory developed an
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agent based approach called Spot Market Agent Research Tool Version

2.0 (SMART Il) for power systems. A current example comes from
Oliver et al. ina GWU dissertation that integrates DES and MBSE
to create a exible agent based modeling and simulation concept for

supply chain and ClI interdepencies (E. Oliver et al. 2022).

System Dynamics Based Approach . This approach focuses on cause
and e ect relationships between Cl components in a top down approach
tracking "stocks" as states of systems, with various feedback loops, and
causal-loop diagrams for causal in uence and stock-and- ow diagrams

for information and product ows through a system. An example is

the joint Los Alamos, Sandia, and Argonne National Laboratory CIP
/ Decision Support System ( DSS) which modeled all variables of the

Homeland Security Presidential Directive (HSPD) 7 CI systems.

Economic Theory Based Approaches . This approach models systems
based on various economic interdependency models such as Input-
Output based methods, Computable General Equilibrium ( CGE) based
methods. These approaches have inputs and outputs aligning with

economic supply and demand related models.

Network Based Approaches : In network based approaches the system
components are modeled as nodes with the edges representing vari-

ous relationships allowing consideration of performance responses to
hazards. Many of the areas discussed in this praxis consider network

based approaches for the representation of a system derived from graph

or network theory and represented in a manner that facilitates study
through DE through MBSE such as derived representations in ~ SysML.

These approaches are generally decomposed into the two below types
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of methods:

Topology-Based Methods : Uses the structure of the system and
denotes individual nodes with either normal or failed states. In
2004 Wolthusen et al. created an extended network representa-
tion incorporating an ontological model for interoperability and
semantics that used a layered graph theoretic dependency model
where nodes and vertices had various strengths (Wolthusen n.d.).
Additionally, Gao et al. modeled the performance response for
interdependent networks (J. Gao et al. 2011) aligned with the
topology-based approach. Topology based simulation methods
consider node heterogeneity and multi-metrics like inverse charac-
ter path length and connectivity loss and redundancy ratios and
various cluster based metrics that allow their inherent structure
to support predictive determination of various resilience related

characteristics.

Flow-Based Methods : Uses the ow of services that are made,
delivered by the CI through nodes and edges with various pro-
duction, load, and consumption characteristics. An example is

the ow based approach used by Wallace and Lee on di erent
infrastructure functionalities by mathematical representation of
uniform network ow in the context of Cl related to the events

around Sept 11, 2001 (Wallace et al. n.d.).

" Other Approaches : A set of other approaches that consider various
states and transitions of Cl and CPS components. This includes exam-
ples such as Petri Net ( PN), Dynamic Control System Theory (  DCST),

and Bayesian Network (  BN). The topic of PN becomes relevant to some

91



of the mathematically derivation of various resilience characteristics

in representation approaches such as HFGT.

The practical intersection of the previously discussed system represen-
tation approaches and the modeling and simulation frameworks is in the
various tools created to explore the resilience of Cl systems. In 2023 En-
derami et al. reviewed 22 separate modeling and simulation systems that
were documented in 103 journal publications related to resilience, which
was referred to as "Community Resilience Testbeds". Enderami et al. dis-
cussed the use of these testbed platforms in the various Veri cation and
Validation ( V and V) and algorithm testing processes related to resilience
management. The 22 reviewed modeling and simulation platforms had a
common ICI assumption and focus, with various levels of labor to utilize,
quality of documentation, and usability of outputs and intermediate data
and products. The platforms were categorized based on characteristics
related to physical systems such as building inventory, with consideration
for issues of geotechnical, structural, and architectural. Related infrastruc-
ture assets such as water, power, gas, transportation, communications,
wastewater and drainage, with Geographic Information System ( GIS) and
related metadata, were captured. Some of the platforms considered so-
cial systems and economic systems, while others did not. A subset of the
testbeds utilized synthetic or imaginary datasets (e.g., CLARC, Centerville,
Benchmark City, Micropolis, Anytown) while others utilized real data (e.g.,
Galveston, Seaside, Shelby County, Harris County). Most systems utilized a
hazards module when considering threats, both natural (e.g., earthquake,
wind based, ood, tornado, hurricane, tsunami), and man-made hazards
(e.g., urban re, cyber, pandemic, contamination). Various features related

to visualization and analysis de ned the general value of various testbeds
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in di erent applications (Enderami et al. 2023).

There is a sizable portion of the modeling and simulation of resilience
space that is related to cybersecurity. Various frameworks and metrics
exist for documenting and assessing the cyber resilience of systems, many
that focus on the utilization of speci c attack approaches and vulnerabil-
ity analysis e orts related to various cyber Kkill chains (Bodeau 2016). A
few examples of environments established speci cally for consideration of
this type of cyber activity are the Structured Cyber Resiliency Analysis
Methodology ( SCRAM) by Bodeau et al. of MITRE (Bodeau and Graubart
2016) and the SecUre and REsilient (  SURE) system from Koutsoukos et al.
(Koutsoukos et al. 2018).

In 2024 Williams in a thesis reviewed the various datasets common
to many of the modeling and simulation systems, and the utilization of
di erent Synthetic Population Generators ( SPG) such as PopGen, SynthPop,
and Doppleganger for the virtual datasets. Issues of establishing digital
twins of city infrastructure and the future role of ML and Al related to the
validity of these modeling and simulation approaches was discussed and
considered (Williams 2024). This work aligns with related analysis on the
manner in which datasets and their origins are traceable to the validity
and veracity of conclusions drawn from the processes that utilize them
(P. Sharma 2017).

As will be discussed in the Chapter 4 Implementation this praxis per-
formed cursory analysis via practical implementation of two di erent mod-
eling and simulation frameworks, rst Infrarisk (Balakrishnan and Cassot-
tana 2022) and HFGT Toolbox (D. Thompson et al. 2020). In all cases the
selection of a given modeling and simulation system is closely aligned to

issues of domain, preferred system representation approaches, threat and
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hazard requirements, and the nature of the data to be utilized in the output

of the process.

2.3 Systems Engineering Topics

This praxis explores the opportunity space to in uence and improve the
resilience of systems deployed in support of Cl. There are arguably multiple
points along the development process of these systems in which resilience
could be improved, whereas this praxis has chosen the early phases of
the architectural selection processes as the intended in uence point. The
processes of systems engineering, their structure and repeatability, are
critical to the success of deployed CPSs.

Throughout this section of the literature review the various processes
related to resilient systems design and implementation will be discussed,
as well as adjacent topics and concepts required to be reviewed to sup-
port intended issues addressed in Chapter 3 Methodology and Chapter 4

Implementation.

2.3.1 Processes Related to Architectural Resilience

There are a number of systems engineering processes involved in as-
pects of re ning systems resilience, and depending on the nature of the
system deployment di erent processes could be relevant or mandated. For
this eort the ISO/ IEC/ IEEE 15288 "Systems and Software Engineering

System Life Cycle Processes" (ISO/IEC/IEEE 2023), and the processes

and implementation recommendations of the INCOSE Systems Engineering
Handbook (Walden et al. 2023) are utilized. Speci cally, of the 14 techni-

cal processes in 1SO/ IEC/ IEEE 15288 the below is the list of those most

impactful to the injection of resilience, and the architectural trade-space
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exploration of resilience for potential system architectures.

Impacted ISO/IEC/IEEE 15288 Processes Technical Processes

" Stakeholder's Need and Requirements De nition Process : Captures and

translates what stakeholders need and expect from the system into
clear and agreed-upon needs. The context of how the system must

operate, and levels of resilience should be captured from stakeholders.

into detailed and actionable system requirements that the system must
satisfy. Speci c resilience requirements bring de nable and testable

characteristics throughout the process, such as active and passive
resilience requirements (Firesmith 2020) or those from standing re-

silience requirements patterns (John S. Brtis et al. 2021).

Systems Architecture De nition Process : De nes and evaluates possi-

ble system architectures to meet requirements, balancing performance,
resilience, and other key factors. In scenarios with multiple de ned
architectural options, such as explored in this praxis, the individual
de ned architectures can be evaluated against resilience scenarios /

limits.

Systems Analysis Process : Evaluates alternative concepts, architec-

tures, or designs against criteria to support decision-making and
ensure the system's e ectiveness. The processes and methodologies
discussed in this praxis live within the Systems Analysis Process frame-

work and process timeline.

The below processes have clear roles in the manner in which the systems

resilience characteristics of a system are implemented, and tested against
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the requirements and design intent, however as the exclusive focus of
this praxis is on the architectural selection process they are included for
completeness but are not a core focus of the proposed methodologies and

processes.

Lesser Involved but Related ISO/IEC/IEEE 15288 Processes

" Design De nition Process : Develops detailed system designs and con-

gurations that realize the chosen architecture and meet system re-
quirements. Although critical to the realization of resilience in a given
system implementation, this praxis will focus at the architectural de -

nition and selection process space.

Integration Process : Combines system elements into a uni ed system

according to the architecture and design. Critical to the realization of

system resilience.

Veri cation Process : Conrms that the system or system elements

meet speci ed requirements. Critical to assure the designed system

will meet the resilience requirements.

Validation Process : Ensures the system ful lls its intended purpose

and meets the needs of stakeholders in its operational environment.
Critical to the real-life resilience performance of the system, and assur-
ance that the validation and previous processes assess the intended

real operational environment.

To a varying extent each of these processes represent an opportunity
for resilience improvements in the end delivered system. A system's cost
and schedule of delivery is most directly in uenced in the requirements

phase (Pefia and Valerdi 2015). In the context of resilience it was previously
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noted that systems are often deployed without consideration of resilience, a
missed opportunity in the requirements process. As this praxis explores
processes and methods for the systems engineer to optimize architecture
selection, it is an entering assumption that requirements for resilience or at
least those for the threats of the environment are established to assist in the
assurance that the architecture selected can perform in the environment
as intended under the spectrum of threats.

In addition to the processes de ned in ISO/ IEC/ IEEE 15288 and the
INCOSE handbook, there exist a variety of domain speci ¢ guides to systems
engineering processes intended to focus the system development processes
towards e ective designs. Although no speci c guide related to Cl design
was found in the available policies of the USG, there are broad parallels to
processes utilized in support of mission critical systems and capabilities,
such as those instituted by the United States Air Force ( USAF) in the Systems
Security Engineering Cyber Guidebook (United States Air Force (USAF) 2021)
and more broadly by the DOD Systems Engineering Guide (O ce of the
Deputy Director for Engineering 2022).

2.3.2 Design for Resilience and Resilience Engineering

Previous literature review sections have established the need for con-
sideration of the resilience of systems in the face of various natural and
manmade threats. As such, it is understandable that within systems engi-
neering a focus on "Design for Resilience" or "Resilience Engineering" would
occur, attempting to understand the characteristics of systems and their
design that contribute to the resilience of a given system, and looking at
the various principles and methods that can be used to support improved

resilience characteristics in systems as part of the design process.
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The history of these e orts is closely bound to the general history of
the utilization of the term resilience and that of RA, as was explored in
Section 2.2.1 History of Resilience Analysis. The e orts to focus on the
design processes and considerations diverge and evolve independently of
RA and the broad topic of resilience, and as such it is explored here.

This section of the literature review is intended to provide a high level
overview of the diverse and evolving eld of RE. Although the terms "De-
sign for Resilience" is more often seen in the systems engineering process
literature, and RE is used more in the text of interdisciplinary e orts, for
the purposes of this e ort the terms related to this eld will be presumed
to be interchangeable, and RE will be the standardized term.

In a 2015 Righi et al. accomplished a literature review of RE from 2006
to 2014, exploring the state of research. It was noted the purpose and value
of RE in the management of CPS and the e orts to improve overall resilience
in the face of uncertain operating environments (Righi et al. 2015). Righi
chose to opt for a de nition of RE from David Wood of the University of
Ohio in 2003 testimony to the United States ( US) Congress on the future
of National Aeronautics and Space Administration ( NASA), RE "uses the
insights from research on failures in complex systems, including organiza-
tional contributors to risk, and the factors that a ect human performance
to provide systems engineering tools to manage risks proactively” (Woods
2003).

Righi et al. reviewed 237 papers in the eld for which 75% were related
to Cl domains (i.e., aviation, healthcare, chemical manufacturing, nuclear
power, and railway systems). There is an overlap between RE and the
broader set of elds around risk management, and as discussed by some of

the seminal authors Hollnagel, Woods, and Leveson "is a paradigm for safety
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management" (Hollnagel et al. 2006). Righi et al. found that the research

in RE was focused in seven areas: the theory of RE, risk assessment,

identi cation and classi cation of resilience, training, analysis of accidents,

safety management tools, and complex systems resilience (Righi et al. 2015).
Broadly the topic of RE considers various design principles and resulting

methods or processes, required to implement those principles. What we

will now explore is the diverse set of frameworks and principle sets that

are used to guide the engineering process and seek the improvement of

resilience metrics. One of the earlier sets of RE design principles comes

from Madni et al. in 2009 who documented these principles as a framework

of heuristics focused on  RE design, which were (Madni and Jackson 2009):

Framework for Resilience Engineering (ibid.)
Functional Redundancy Context Spanning
Physical Redundancy Graceful Degradation
Reorganization Drift Correction
Human Backup Neutral State
Human-in-Loop Inspectability
Predictability Intent Awareness
Complexity Avoidance Learning/Adaptation.

In 2012 Dinh et al. categorized these as principles and contributing

factors as (Dinh 2012):
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Resilience Principles (Dinh 2012)

Flexibility Minimizing of Failure

Controllability Limitation of E ects

Early Detection Administrative Controls
Contributing Factors of Resilience (ibid.)

Design Human Factor

Detection Potential

Emergency Response Plan Safety Management

Jackson in a 2016 PhD dissertation Evaluation of Resilience Princi-
ples for Engineered Systems expanded upon this work and postulated 9
resilience principles and 16 supporting principles, re ned from earlier work

on the topic with higher numbers of each, they are (Jackson 2016):

Resilience Design Principles (ibid.)

Absorption Repairability
margin Drift Correction
hardening

detection

context spanning _ _
corrective action

limit degradation ) )
independent review

Reorganization Internode Interaction

authority escalation reduce variability knowledge be-

regroup tween nodes
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human monitoring Defense in Depth
automated system monitoring

intent awareness Neutral State
informed operator

internode impediment Human in the Loop

Physical Redundancy automated function

Madni et al. in 2020 identi ed that di erent engineering processes
related to resilience were needed in di erent domains. Additionally the
criticality of modeling operational tasks as a function that considered the
problem context was critical, and that models must be able to be veri ed.
It was accepted that in context of any systems design e ort there would
be imperfect visibility or monitoring of the system and that a partially
hostile environment must be assumed. Relating resilience to issues of
adaptive capacity and continual adaptability, Madni et al. saw resilience in
the focus on RE as composed of domain independent issues like physical
redundancy, and domain-speci ¢ techniques like functional redundancy.
In reviewing from 2010 to 2020 Madni concluded that the following were
the key principles for accomplishing resilient design (Madni, Erwin, et al.

2020).

Key Factors in Resilience (ibid.)

" Complexity Management
~ Context-Sensitive Topology Selection
" On-Demand Addition

" Reversion to a Safe Mode when Failing
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" Preemption of Cascading Failures Through Link Design
" Provision of Bu ers / Safety Margins

Bu er Management to Absorb Impacts

" Functional Redundancy

" Dependable Means for Evaluating Trust / Reputation

As can be seen from these few authors spread out over the 20 years of rel-
evant RE evolution, there are various competing and complementary ways of
looking at the key factors and processes / methods needed for implementing
resilience improvements during the engineering process. Specking et al.
in 2022 accomplished a review of the various frameworks and principle
sets in RE looking at common patterns and groupings. It was recognized
that the systems under consideration did face inherent future uncertainty
and thus resilient design principles, despite the diversity of opinions on
which speci cally, were critical to improving resilience. They summarized
the various RE frameworks noting that "engineers seek to enable systems
operators to provide stakeholder value" (Specking et al. 2022). It was noted
that at times across RE that robustness as a term was used interchangeably
with exibility, adaptability, agility, changeability, scalability, modi ability,
and versatility, adding to the lexicographical complexity of normalizing the
large number of frameworks. Specking et al. looked at 98 separate design
principle approaches that utilized 229 separate and distinct resilience terms
and binned them into a nity groups, or commonality buckets, which after
multiple alignment processes was reduced to the 5 core a nity groups
based on the way in which the principle changes the nature of the system
to improve resilience, they were: Observe, Orient, Decide, Act-Passive, and

Act-Active (ibid.).
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The eld of RE continues to evolve and re ne. Each of these frameworks
provide di ering value to an engineer in the design process. In the context
of this praxis and its focus on the architectural selection and evaluation
processes there are several common principals that will inform the resulting
architecture and its resilience, all that are best considered in the context of

a given CI and its intended operational environment.

2.3.3 Systems Architecture De nition and Architecture Patterns

Given the focus of this praxis being on informing architectural selection
to optimize resilience we now look deeper into the process of architectural
de nition and synthesis. It is in these processes that system requirements
are translated into architectural elements with assigned functions and rela-
tionships. It serves to reason that it is in aspects of this systems engineering
process space that various alternatives could be assessed for their resilience.
In con gurations of architectures aligning to di erent systems architecture
patterns, types, or archetypes (e.g., client-server, distributed processing,
hybrid cloud) there exists and opportunity to in uence the resilience of the
system as a whole.

ISO 42010 de nes architecture as the "fundamental concepts or prop-
erties of a system in its environment embodied in its elements, relation-
ships, and in the principles of its design and evolutions"(Carson 2015).
ISO/IEC/IEEE 15288 de nes Systems Architecture De nition as the "pro-
cess is to generate system architecture alternatives, select one or more
alternative(s) that address stakeholder concerns and system requirements,
and express this in consistent views and models" (ISO/IEC/IEEE 2023).
Methods of constructing a system architecture such as top down and bottom

up are common, with di erent analysis processes to facilitate the allocations
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of functions and physicality (Cloutier R and Hutchinson N 2023).

In the de nition of an architecture, and thus consideration of potential
alternatives, there exist multiple processes to consider di erent functional
decomposition and assignment approaches. These synthesis activities must
consider the boundary of the system, its functions, critical elements, and
necessary divisions of the system elements and their required communica-
tions or interactions (ibid.).

In some cases speci ¢ processes exist in the context of large SOS e orts,
proposed by Cherfa et al. in 2019, where a process of mission engineering
is executed to create a mission conceptual model with elements created be-
tween domain experts and  SOS systems architects that assure the complete
context of the system and its functional activities are documented prior
to the architectural de nition and synthesis process. Their process has
phases of abstract architecture generation and then iteration to concrete
architectural representation, with iteration and feedback opportunities in
the supportive processes. The resulting e orts are modeled in SysML with
resulting Block De nition Diagram ( BDD ) and Internal Block Diagram (  IBD)
diagrams being the documenting view / products. This process requires
mission decomposition, mission de nition, role de nitions and the resulting
assignment to functional blocks or physical components as part of the
resulting architecture (Cherfa et al. 2019).

Also, the use of archetypes, or commonly used and available architecture
patterns, could be used to constrain the approach. IT systems have seen an
extensive number of common and repeating architectures starting from bus,
mainframe, client-server, Peer to Peer ( P2P), centralized cloud, hybrid cloud,
Edge Computing ( EC), fog, and a large number of variants that support

di erent advantages for di erent combinations of physical node layouts
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(Prokhorenko and Ali Babar 2020). Likewise to the allocation of functions
to physical nodes there are internal software, communications, and related
system process architectures that are common, such as Service Oriented
Architecture ( SOA) and Event Driven Architecture ( EDA). Each potential
architecture type or pattern has advantages and disadvantages at di erent
layers of abstraction within the system.

In the context of this praxis the consideration of common functional
decomposition architectural patterns for the assignment of functions to
physical nodes is supportive of the modularity and analysis goals related
to resilience. The evolving eld of architectural patterns and archetypes
is explored for completeness prior to utilization of selected architecture
patterns within the Chapter 3 Methodology, and implemented in Chapter 4
Implementation.

In 2007 Cloutier et al. extended the concept of patterns from software
engineering, telecommunications, requirements engineering, and control
system engineering to proposing it speci cally for systems architecture
patterns within systems engineering. Cloutier et al. proposed that organiza-
tions could keep documented solution architectures for reuse in the manner
that software libraries were kept, reused, and ported to modern solutions
for e ciency (Cloutier and Dinesh Verma 2007). In 2013 Kalawsky et al.
extended this concept to the establishment of SOS libraries of design pat-
terns for systems engineering architectures, at the interface and boundary
of systems and subsystems (Kalawsky et al. 2013).

In 2016 Selva et al. looked at the design processes patterns, extending the
concepts of the architectural pattern to the processes used in the decision
making and selection processes. The traditional process of architecting

top down and bottoms up was discussed, but specic patterns for the
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architectural decision of how functions are allocated and distributed were

considered, they were (Selva et al. 2016).

Architectural Decision Patterns (ibid.)

Combining : There is a set of decisions where each decision has its
own discrete set of options, and an architecture fragment is de ned by

choosing exactly one option from each decision

Down-selecting : There is a set of candidate entities and an architec-

ture fragment is de ned by choosing a subset of it

Assigning : There are two di erent sets of entities, and an architecture
fragment is de ned by assigning each entity from one set to a subset

of entities from the other set

Partitioning : There is a set of entities and an architecture fragment is
de ned by a partition of the set into subsets that are mutually exclusive

and collectively exhaustive

Permuting : There is a set of entities and an architecture fragment is

de ned by an ordering or permutation of the set

Connecting : There is a set of entities that can be seen as nodes in a
graph and an architecture fragment is de ned by a set of edges in the

graph

Selva et al. proposed the assessment of these architectural decisions
based on factors of completeness, degraded-ness, and computational com-
plexity. Quantitative approaches for assessing the architecture as well as
qualitative processes using pattern-speci ¢ heuristics were explored. Result-

ing architectural end system patterns of types monolithic versus distributed
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were explored as examples with resulting system implementations of types
bus and star, ring architecture, mesh, and tree resulting from sample sce-
narios. Clearly more available system architecture patterns exists, but these
early patterns form the basics for many implemented systems (Selva et al.
2016).

In 2022 Anacker et al. accomplished a systematic literature review of
"Pattern based Systems Engineering of Systems of Systems" looking at the
use of design patterns in  SOS engineering. Out of the 778 papers reviewed
it was identi ed that shorter engineering cycle times and goals of greater
e ciency were driving aspects previously used in software engineering into
systems engineering. Practitioners were looking at reuse of patterns for
speci ¢ solutions and contexts where there exist reusable architectural
decisions and models / patterns. This has been identi ed in various cross-
discipline engineering e orts, with evolving usability in digital twins where
the MBSE representation of the system facilitates the reuse and thus e -
ciency. Anacker de ned, "A pattern describes a problem as well as the core
of the solution for this problem. A multitude of documented patterns provide
developers with impulses to re ect and expand their thought patterns with
the knowledge of the collective." (Anacker et al. 2022).

In the consideration of EC Li et al. considered in 2019 the following
architecture types and patterns P2P, EC, mobile grid, mobile cloud, mo-
bile EC, mobile fog computing, edge-centric computing, in situ processing,
mist computing, and mobile crowd computing. Examples of some of the
modern architecture patterns are a 3-tiered fog system in which there is a
strati ed layer between core cloud and edge devices, and cloudlets that are
smaller widely dispersed cloud surrogates that are one hop away from mobile

devices, resembling a cluster of virtualized high-performance computers.
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Considerations for resilient fog architectures considered the back-end infras-
tructure where hybrid provisioning and task placement were critical. They
considered the edge system level where distributed caching, computation
0 oading, data pre-processing, service migration, load coordination, and
adaptive provisioning were necessary, and at the front end smart device
level where resource pooling and sharing drove architectural considerations
(Li et al. 2019).

The consideration of design patterns of architectures for many modern
cloud centric systems has been considered. In 2020 Prokhorenko et al.
looked at the resilience characteristics of cloud, cloudlet, edge, and fog
systems. The unique nature of these systems, and some of the context in
mobility support or content delivery drove speci ¢ evaluation considerations
of trustworthy, capacity, and e ciency which may not apply to all system
archetypes. The look at resilience in these systems was strati ed and
considered the physical layer, network layer, protocol layer, and service
layer. The concept of failure at each of these layers was di erent, as well
as the strategies needed to design in resilience to these architectures. For
instance a fault at the service layer was met with the need for graceful
degradation, whereas protocol layer resilience was through error correction,
and networking layer was rerouting, and the physical layer necessitated
physical component redundancy consideration. Prokhorenko noted that "A
universal framework designed to de ne the overall system architecture is
currently not available.” and that any such framework would necessitate
formal de nitions of the available resources and formal task or function
descriptions. Establishing an approach to architectural resilience was
accepted to be a multi-layer abstraction challenge with various system-wide

aspects to consider from the formal resilience metrics, to the capability
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aware resource management, and clear mission de nitions. At the lower
levels of architectural abstraction considerations were at the node and node
communications level. A literature review on resilience approaches to these
architectures considered e ciency, capacity, and trustworthiness and what

it meant for operating at each of the service level, protocol level, and network
levels (Prokhorenko and Ali Babar 2020).

In 2022 Douch et al. looked at a set of common activities necessary
to drive an architectural synthesis decision related to the subset of EC,
including resource allocation and scheduling, resource placement and mi-
gration, resource provisioning, resource pooling, security, and decision
making. These were enabled by virtualization, containerization, and auto-
mated intelligent orchestration in the specic EC architecture set (Douch
et al. 2022). As a function of evolution of CPS there is a contrast in the
patterns and common architectures referenced in the founding work in the
mid 2000's versus those from the 2020's. It is reasonable that a set of
similar considerations exists for each architectural pattern, archetype, or
consideration that feeds the decision making process.

Considerations for an MBSE approach to the actual process and results
of architecture de nition through Model Based Systems Architecting ( MBSA)
was the consideration of Menshenin et al. in 2020 where the design process
of partially automated architectural selection was addressed. It was ac-
cepted that "Choosing an architecture is a fundamental activity”, composed
of conceptualization and decision making activities that could be accom-
plished e ciently in an MBSE environment. There was need to assess the
stakeholder domain, the solution neutral environment, the solution speci c
environment, and the integrated concept of operations. Menshenin et al.

proposed an ontology for the selection processes of an architecture through
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an MBSE lens (Menshenin et al. 2020). The proposed value statement within

this praxis of facilitating more automated or fulsome resilience analysis

within the architectural selection process has parallels to the MBSA concept
and may present a method of more formal integration of these discussed
processes within a greater DE supported framework.

Related systems engineering pattern processes exist that contribute to
the topic of resilience, including requirements patterns that impact system
resilience via the architecture. Speci c failure detection requirements, re-
action requirements, and recovery requirements have to be considered at
the component and system wide level (Firesmith 2020). Consideration of
where patterns and design reuse can support various system engineering
processes is a logical extension of work accomplished within software en-
gineering e orts (Kalawsky et al. 2013), and becomes practical the more
system engineering artifacts migrate to digital models and representations
facilitating "agile and e cient capture, modeling, simulation” with the capa-
bility for "virtual design candidates being evaluated down through" various
layers of architectural abstraction (INCOSE 2021).

As can be seen in this section there are a large number of systems
architecture patterns, and the process to select and decompose systems into
those architectures range from the manual to the automated under MBSA.
While the speci c system under study, and its requirements, drive the
architecture de nition processes, it can be seen that options and processes
range from pre-established patterns to in nite choice sets. In the context of
this praxis with the consideration for process driven resilience architecture
selection a set of pre-established architectural patterns or archetypes by
which to accomplish comparative resilience analysis in a modular fashion

are considered, as will be seen in Chapter 3 Methodology, and implemented
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against a sample problem set in Chapter 4 Implementation.

2.3.4 Architecture Decision Making and Analysis of Alternatives

In the design and development of CPS and those composing portions
of CI there exist a variety of decision points stretching from the concept
development through the detailed component selection and implementation
choices. In the scope of this praxis there is a focus on architectural decisions,
and more speci cally providing resilience data to support that process. To
support an understanding of the context in which resilience data, or other
related system non-functional analysis data, might be utilized to support a
critical and system wide impacting decision related to the architecture, the
concept of the AoA is explored in this literature review.

Various commercial, industrial, and government processes exists to facil-
itate the various decision processes broadly categorized as AOA. The Ao0A is
identi ed as a key process related to consideration for system modernization
and modi cation in the the guide to the SEBoK (Cloutier R and Hutchinson
N 2023).

Previously, the linkage between processes applicable to Cl and those
of more stringent national security systems and infrastructure was estab-
lished, as such the processes of the USG DOD are explored as parallel
considerations to those that could be applicable to large SOS supporting
the CPS of Cl and ICI. The DOD O ce of the Secretary of Defense (  OSD)
provides handbooks for cost estimating supporting AoA (Department of
Defense (DoD) 2021) and process guidance within the DOD for conduct-
ing AoA, documenting key objectives relative to trade-space analysis and
considerations of total system life-cycle costs (Department of Defense (DoD)

2020). These processes have broad applicability to the Cl eld and represent
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a point of in uence where throughout this research activity the injection
of resilience related metrics to support informed AoA and resilient system
design and deployment is proposed.

The OSD AoA handbook for cost estimation points out the key aspects
of the AOA to be the, "focuses on identi cation and assessment of potential
materiel solutions, key trades between cost and capability, total life-cycle
cost, including sustainment, schedule, concepts of operations, and overall
risk.” There are aspects most relevant to this praxis where specialty analysis
is done as part of an intermediary analysis and decision process, the hand-
book states, "The AoA will inform and be informed by a ordability analysis,
cost analysis, sustainment considerations, early systems engineering analy-
ses, threat projections, and market research.” (Department of Defense (DoD)
2021). It is in this "early systems engineering analyses" that this praxis
seeks to inject resilience analysis through automated processes to inform
aspects of the AoA process.

In exploring this process in the context of the USAF, the Oce of
Aerospace Studies for the Headquarters of the USAF, provided in 2017
a summary handbook to document the critical aspects of this AOA pro-
cess. The establishment of the study team, integrated working teams, and
considerations of work process are detailed. The core process steps to be

accomplished by the AoA team are below (Bonanno 2017).

Analysis of Alternatives Core Steps (ibid.)

~ De ning the purpose and scope of the AoA

"~ Identifying the capability gaps

" Describing the baseline capability and alternatives
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" Developing speci ¢ questions to be answered
" Developing the key ground rules, constraints, and assumptions
~ Developing the analysis methodology

" Developing the administrative guidance

Likewise speci c specialty analysis e orts must be accomplished to
support the comparative analysis of the alternatives. The key analysis

e orts for supporting this type of AoA are below (Bonanno 2017):

Analysis of Alternatives Key Analysis E orts (ibid.)

" E ectiveness Analysis
" Cost Analysis
" Risk Assessment

" Alternative comparison and cost capability analysis

The AOA processes have been tailored for speci c decision priorities.
Wade et al. of the University of Arkansas in 2019 sought to integrate re-
silience speci ¢ analysis directly into the DOD AoA frameworks. Identifying
the e ort as part of ongoing push by DOD for greater ERS and to improve
acquisitions process and the overall defense AOA process. A quanti ed cost
and value driven metric supporting a ordability analysis towards decision
making was proposed (Wade et al. 2019). Likewise, Gao et al. in 2018
created a modi ed architectural decision AO0A process around the specic
specialty metrics relevant to the system of study, in their case a satellite
communications system. Through modeling and software simulation of

their SysML represented system core components, necessary to produce
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the relevant order of magnitude comparison between the metrics of the ar-
chitectural options, Gao et al. fed an architectural decision process around
a core metric (S. Gao et al. 2018).

Furthermore in 2020 Salomon et al. created a resilience based decision
making implementation, seeking the integration of a resilience metric with a
suitable system risk measure, and in doing so creating a custom tool specif-
ically to support a resilience informed AoA. Salomon et al. implemented a
ow network con guration utilizing network theory and a speci ¢ mathemat-
ical resilience metric representation from Ouynag (Ouyang, Duenas-Osorio,
et al. 2012), allowing for the tagging of cost to the ows and supporting
"identi cation of a least expensive con guration that is acceptable with
respect to the chosen resilience criterion”. In this case the focus was the
optimization of system design through resilience enhancing endowments
allocations, however the process represents additional consideration for
resilience informed AoA e orts (Salomon et al. 2020).

Within this research e ort no specic AOA process is mandated, but the
concept of resilience informed decision making is essential to the exploration
of these concepts. Architectural decisions impact the system structure
and behavior and thus overall resilience, and it is in this context that
improvements are sought to ensure informed AOA that consider system
resilience.

In the exploration of the concept of architecture selection the concept
of "architectural di erentiation” becomes a critical topic, especially when
considering the concepts explored in this praxis and the necessity to sepa-
rate one architecture from another based on a criteria such as resilience.
For the purposes of this e ort the term architectural di erentiation will

be de ned as related to the work of Carson in "Di erentiating Systems
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Architectures: Apply Architecture Measures", as the ability to separate one
architecture from a set of competing architectures over a set of character-
istics in a manner consistent with a repeatable and distinguishable set

of requirements and criteria (Carson 2015). In later sections where the
implementation processes are discussed, namely Section 4.2.10.3 Metrics
for Architectural Di erentiation, the proposed mathematical mechanism for
creating architectural di erentiation about the resilience sub-factor will be
detailed to facilitate the consideration of results in Section 5.4 Summary

of Results for Architectural Di erentiation. To aid the reader in an under-
standing of concepts related to architectural di erentiation the relevant
literature is reviewed. Carson was building on work done by INCOSE and
National Defense Industrial Association (  NDIA) on architectural di erentia-
tion against di erent life-cycle criteria, expanding the categories of system
measurement that could feed into an AoA. Focusing on cost or e ort to
create, size, complexity, completeness, quality of solutions, and quality of
representation Carson targeted the  DOD based on assumptions of an acqui-
sition concept that "optimizes total system performance and minimizes total
ownership costs". Carson identi ed that "failure e ects" were a reasonable
extension for future analysis, and in assessing system resilience related to
aspects of system failure this praxis seeks to extend aspects of architectural

di erentiation (ibid.).

Watson et al. in 2022 in proposing an alternate RA metric in "A New
Resilience Metric to Compare System of System Architectures” identi ed the
necessity for comparing alternative systems architectures under metrics
including resilience in the focus on SOS environments, for which the focus
of this praxis on the ICl environment is a natural corollary (Watson et al.

2022). In 2025 Zhang et al. focused on the need for a multi-stakeholder
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approach to resilience analysis for the purpose of architectural analysis,
in that study focused on the Archimate software simulation environment,
calling for a speci ¢ methodology for architectural concepts adjacent to

di erentiation (H. Zhang and Matsubara 2025).

2.3.5 Digital Engineering and Model Based Systems Engineering

The eld of systems engineering has been undergoing a long term digital
transformation, with pockets of modernization occurring throughout indus-
try and government around varying capabilities, tooling, processes, and
norms that can broadly be categorized within the term DE. Itis de ned
in the US Defense Acquisition University (  DAU) glossary as, "A means of
using and integrating digital models and the underlying data to support the
development, test and evaluation, and sustainment of a system." (Defense
Acquisition University 2025).

In the context of this praxis and the focus on resilience, and the specic
processes that will be proposed, many of the concepts held within DE
are key enablers for the modeling and simulation and thus the eventual
architectural selection towards more resilient systems. E orts like MBSE
and the language characteristics of ~ SysML provide critical enablement to
this and other resilience improvement processes, broadly by improving the
art and science of systems engineering and thus creating tradespace for
the types of analyses and decisions necessary to evaluate the impacts of
resilience requirements throughout the life-cycle of systems engineering for
a given system.

In INCOSE''s Vision 2035 they reveal industry and government survey
data that identi es an ongoing heavy reliance on xed documents and

artifacts throughout the engineering process that are not linked nor trace-
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able from requirements to end implemented components or software, with
processes equally linear and often manual. Current tool suites are often
only partially implemented in a digital manner, and often not interoperable
across all aspects of projects. Ongoing digital transformation towards model
based and informed systems with a basis of interoperability and digital busi-
ness management processes is ongoing and highly encouraged by INCOSE
(INCOSE 2021).

The digital transformation is highlighted in the book "Systems Engineer-
ing for the Digital Age: Practitioner Perspectives" in various successful and
ongoing e orts such as  NASA Jet Propulsion Laboratory ( JPL)'s Open Model
Based Engineering Environment (  OpenMBEE ), industry tooling and stan-
dardization improvements such as those in Sparx Enterprise Architect ( EA)
and Dassault No Magic Cameo System Modeler ~ SysML tools (Dinesh Verma
2023). Likewise the ongoing language development and enhancements in
Object Management Group ( OMG)'s SysML towards its version 2.0 provides
expanded capabilities and support towards necessary digital capabilities
(OMG Systems Modeling Team 2024). E orts towards broader industry
standardization seek to in uence software and tool makers to integrate in a
manner that increases the accessibility and shared value statements of the
shift towards MBSE in support of DE (OMG 2025).

DE and more broadly digital transformation identify the criticality of
MBSE to enable dynamic representations of systems to aid in design and
analysis process. As discussed in the INCOSE "Guide to the Systems
Engineering Body of Knowledge”, " MBSE is a paradigm that uses formalized
representations of systems, known as models, to support and facilitate
the performance of Systems Engineering tasks throughout a system's life

cycle." (Cloutier R and Hutchinson N 2023). In 2016 Beery summarized
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the value statement MBSE brings to systems analysis of architectures, and
architecture tradespace studies through its use of architectural models,
metadata, automated analysis in faces of changes, and consistent sources

of truth (Beery et al. 2016). Related to this praxis speci cally MBSE has
process enablement value related to the discussed architectural analysis and

down selection, in this case focused on the characteristic of resilience but
extensible to other analysis focuses. Beery referenced bene ts summarized

by Friedenthal et al. that are summarized below (Friedenthal et al. 2009):

MBSE Primary Bene ts (ibid.)

" Improved communications among the development stakeholders

Increased ability to manage system complexity by enabling a system
model to be viewed from multiple perspectives, and to analyze the

impact of changes

Improved product quality by providing an unambiguous and precise
model of the system that can be evaluated for consistency, correctness,

and completeness

Enhanced knowledge capture and reuse of the information by cap-
turing information in more standardized ways and leveraging built in

abstraction mechanisms inherent in model driven approaches, can
result in reduced cycle time and lower maintenance costs to modify

the design

Improved ability to teach and learn systems engineering fundamentals

by providing a clear and unambiguous representation of the concepts

In 2018 Blackburn et al. summarized the bene ts of MBSE as improved

acquisition, improved e ciency and e ectiveness, improved communica-
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tions, better tradespace exploration and reduced risk, improved design and
resulting systems and solutions (Blackburn et al. 2018). It is in that "better
tradespace exploration” for the "reduced risk" that this praxis will propose
processes founded in  MBSE to improve architectural analysis and selection.

In 2022 Caldera et al. studied the manner in which DE directly aids in
prioritizing infrastructure adaptability and exibility, leading to contribution
towards resilience. Additionally = DE provides data and frameworks that allow
for improved analysis and decision making, facilitating adaptability during
planning processes. Digital e orts allow for the tracking and management
of critical information requirements that can be tied to the outcome of
resilience of a given Cl system (Caldera et al. 2022).

The intersectionality of DE as an aid to the improvement of resilience
for national infrastructure and capabilities is seen directly in the policies
of the USG DOD. The 2018 O ce of the Deputy Assistant Secretary of
Defense (DASD) for Systems Engineering released DE Strategy for the DOD
recognizing the critical capabilities of DE could bring to the e cient and
e ective management of the systems engineering processes in defense
acquisition. The core principles are discussed below (O ce of the Deputy

Assistant Secretary of Defense for Systems Engineering 2018).

DOD DE Strategy Principles (ibid.)

" Formalize the development, integration and use of models to inform

enterprise and program decision making
" Provide an enduring, authoritative source of truth

A

Incorporate technological innovation to improve the engineering prac-

tice

119



A

Establish a supporting infrastructure and environments to perform

activities, collaborate, and communicate across stakeholders

" Transform the culture and workforce to adopt and support digital

engineering across the life cycle.

In the 2023 DODI 5900.97 Digital Engineering the O ce of the Under
Secretary of Defense for Research and Engineering issued policy focused on
the defense space that mandates the use of DE and MBSE in the acquisition
process, creation, and life cycle management of critical systems. It is noted
that, " DE should enable faster, higher-quality decision making in weapon
system design, development, testing, elding, and sustainment. These
improved decision operations will enable more rapid delivery of war ghting
capability to the eld" (United States O ce of the Under Secretary of Defense
for Research and Engineering 2023). Although these two defense related
documents do not exclusively apply to Cl, the value statements for utilization
of DE carries over to CI given its shared impact on national security, as
previously recognized that CI has a direct relationship to the status of a

nation (Brown and McCarthy 2006).

2.3.5.1 System Modeling Language and Resilience Analysis

Aligned with  MBSE and DE, SysML is a language commonly used in
systems engineering to describe system architectures, behavior, require-
ments, and relationships in a structured manner. SysML is a pro le, or
extension, of Uni ed Modeling Language ( UML) and is de ned by the OMG
consortium (Delligatti 2013). SysML is explored in this literature review for
a variety of reasons, it is commonly implemented in MBSE tools focused

on systems architecture such as Sparx EA and Dassault No Magic Cameo
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System Modeler. The language also has the ability to support extensions, a
level of adaptability that facilitates domain speci c utilization or in this case
consideration for how speci ¢ analytic activities can be integrated, such as
those relevant to this exploration of resilience.

SysML has 9 drawing / diagram types divided up into several categories,

explored in summary below:

Overview of SysML Diagrams (Delligatti 2013)

" Behavior Diagrams
Activity Diagram: speci es behavior while capturing the ow and
transformation of inputs to outputs

Sequence Diagram: speci es a behavior with how parts of a block

interact via operations and signals

State Machine Diagram: speci es a behavior with focus on states
and transitions related to the states of a block in response to

events

Use Case Diagram: utilizes actors to display the use of a system

" Requirements Diagram: shows text requirements and the relationships

between requirements and other model elements
"~ Structure Diagrams
Block De nition Diagram: displays elements blocks and value

types and relationships between those elements

Internal Block Diagram: speci es the internal structure of a single
block, and connections between those internal parts and their

interfaces
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* Parametric Diagram: express how constraints / equations are

bound to the properties of a system

Package Diagram: Shows the organization of the model in a pack-

age containment hierarchy

The previously mentioned article by Oliver et al. in 2022 was focused
on ICI impacting supply chains, and used a methodology integrating MBSE
and DES noting of SysML that "SysML models of the critical infrastructure
systems provide valuable insights into the structure and interdependencies
between the systems and allow qualitative assessments of the impacts from
disasters on these systems" (E. Oliver et al. 2022). In the course of that
research SysML blocks were translated into modeling structures for support
in DES, a potential model to consider in an extension for a subset of the RA
techniques that are simulation based.

There have been several notable extensions of the SysML language to

speci ¢ analytic metrics with similarities to RA, they are detailed below:
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Related Extensions of SysML to Analytic E orts

" The previously referenced PhD dissertation from Beery in 2016 accom-
plished architectural analysis through implementation of simulation
from SysML models. The MBSE Methodology for Employing Archi-
tecture in System Analysis ( MEASA) e ort sought to bridge modeling
and SysML related to analysis of systems requirements through struc-
turing and de ning proper use of external models and simulations.
Building on several previous structural translations from SysML to
simulation platforms (e.g., Modelica, Simulink) there was heavy focus
on the SysML parametric diagram for the linkage of constraints and

analytics (Beery et al. 2016).

" In 2019 Cherfa et al. extended  SysML's requirements diagram to ad-
dress the need to document mission threads and mission requirements
to assist in modeling various architectural analysis e orts, chosen

because of SysML's syntactic richness (Cherfa et al. 2019).

Brtis et al. in 2021 created a natural language mapping for resilience
requirements for systems architectures to specic SysML compliant
models including an Entity-relationship Diagram ( ERD). Seeking to
create mapping of requirementsto ~ SysML in the Department of Defense
Architecture Framework (  DODAF ) centric framework the researchers
created non-normative extension to a SysML requirements class for
resilience requirements patterns dubbed the "Resilience Requirements

Extension" (John S. Brtis et al. 2021).

Hecht et al. in 2022, had the goal of developing an interoperable
reliability engineering calculation approach in an MBSE framework,

traceable to SysML requirements diagrams and data. The e ort, the
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Reliability Block Diagram ( RBD), was an extension to previous work
on the Risk Assessment and Analysis Modeling Language ( RAAML), a
language extension for SysML for reliability engineering. An "Abstract
Reliability Block" is implemented that contain necessary details for reli-
ability and availability prediction (Hecht and Chen 2022). Expanded in

2024, in implementing a "Situation”, an occurrence of an event against

a system in a speci ¢ time and a speci ¢ starting state that can be com-
pound or iterative, the RBD supports component reliability constraint
blocks for component calculations based on events. Future versions

will expand the number of situations component failure models such

as Markov and Heterogeneous K-out-of-N models (Hecht, Juknevi£ius,

et al. 2024). Hecht can be seen in 2016 in a conference presentation
exploring similar  SysML extensions with applicability to RA focused on
single level power CI CPS resilience using the Markov model approach

(Hecht 2016).

In 2022 Stirgwolt in a  PhD dissertation created a modularity ontology
to guide semantic and syntax extension of SysML, using it to model
and provide modularity analysis metrics of varying system architecture
designs. Similar to Beery using the parametric diagram as the method

of integrating the analytic e orts (Benjamin W Stirgwolt 2022).

Extensions of SysML related to resilience could be based on other ex-

tensions of the language towards di erent analytic goals. E orts of this

nature continue to show the need for various analytic capabilities extending

aspects of the existing SysML language and its implementation.

DE goals for MBSE were previously discussed from  INCOSE's Vision

2035, seeking a fuller integration of digital tools and capabilities across

system life cycles and development and management process (INCOSE
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2021). OMG is currently in the development of SysML 2.0, currently in
Beta 2 (OMG Systems Modeling Team 2024). SysML 2.0 is intended to
support easier integration with DE work ows through textual syntax and
availability of an Application Programming Interfaces ( APIs). SysML 2.0
improves on the 1.x versions with more clearly de ned semantics to remove
ambiguity (Bajaj et al. 2022). The language modi cation is being built with
structured backward compatibilities and planned transformations to assure
continuation of usability of products developed in and for previous versions

of SysML (OMG Systems Modeling Language Team 2024).

2.4 Emerging Trends in Resilience Analysis, Machine Learning

The NSTAC report documented the duality of Al and ML as it relates
to CI, seeing it as a benet and a threat. In its roles in cybersecurity it
will support unique detection capabilities but will also lead to smarter and
more resistant malware, ransomware, and DDoS attacks. The speed and
adaptability of these tools will arm both the defenders and attackers alike
(NSTAC 2021).

Scarcely a eld of engineering or  IT has been untouched by the revolutions
brought forth by Al and ML. This is equally true of the study of resilience in
systems, and issues around their design and defense. In 2018 Shin et al. in
assessing the state of resilience when applied to water engineering systems
noted that there was a gap in the state of technology with the need for
substantial and intensive computational e orts needed when applying RA
to complex real systems, highlighting the potential computation intractability
challenge when looking at complex systems or SOS and ICI layered systems.
Additionally, the need to support rapid recovery decision making in the

context of resource allocation and optimization was necessary to improve
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resilience (Shin et al. 2018). Cassottana et al. identi ed the challenges that

exist between computational and empirical methods of RA. Computational
modeling of system operations and interdependencies is done through
graph-based models, system dynamic models, agent-based models, and
other various simulation approaches like co-simulation that address joined
behaviors of ICI systems but all of which have intractability concerns at
great scale. Empirical approaches are historical data centric and can
overly rely on personnel based judgments, and patterns in the data can go
unseen. Cassottana et al. have proposed that ML can serve to learn the
nonlinear relationships necessary to address RA at scale across both of
these approaches (Cassottana et al. 2022). The elds of Al and ML would
appear to have the ability to address many of these gaps. This section of

the literature review is meant to provide an overview of many of the recent
applications of ML towards resilience topics, and the manner in which
those are likely to change the current modeling, simulation, and analysis
paradigms.

For the purposes of this exploration we'll use the de nition of ML as a sub-
set of Al that is a "set of methods that can automatically detect patterns in
data, and then use the uncovered patterns to predict future data" (Alkhaleel
2024). As an overview of the organization of the ML eld, Supervised Learn-
ing (SL) utilizes known good data and matched input-output pairs to learn
functional mapping from independent variables to dependent variables, and
accomplish primarily inferal or prediction purposes. In SL when working
with qualitative or categorical dependent variables we have the sub eld of
classi cation, whereas when working with quantitative or continuous de-
pendent variables we have the sub eld of regression analysis. Unsupervised

Learning ( USL) seeks to nd structures and patterns in the data with sub-
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elds of clustering (i.e., classifying data points into clusters on similarities

in feature space), dimensionality reduction (i.e., reducing variables or fea-
tures while retaining the important information), and association which
looks for rules and relationships between variables within data sets. Semi-
Supervised Learning ( SSL) is between USL and SL and uses minimal labeled
data sets along larger unlabeled data sets, with sub- elds of generative
(i.e., unlabeled data used to generate new labeled data to improve training),
and descriptive (i.e., unlabeled data used to improve decision boundaries

or model accuracy by manipulating the weights of the model). The nal
category is Reinforcement Learning (RL) involving the training of agents
through interactions with an environment to seek a maximized reward in
order to support various aspects of sequential decision making (Alkhaleel
2024).

There have been a number of research e orts towards addressing various
aspects of RA ranging from classi cation, to dimensional reduction, to
various aspects of prediction, and optimization of maintenance responses
and restoration, a number of ML e orts towards enhanced RA are now
introduced at a summary level.

Wu et al. in the 2018 "A Novel Network Resilience Predicting Method
Based on Machine Learning” focused on the ICI multi-layer network pre-
diction problem in  RA. Built on a modeling and simulation platform a
Single-Layer Feed-Forward Neural Network ( SLFN) was used, as a modi-
cation to Extreme Learning Machine ( ELM) theory, to overcome overt
issues experienced in some ELM implementations. The modeling approach
considered both spatial and temporal characteristics to support validated
prediction of simulated network resilience (W. Wu et al. 2018).

Nateghi et al. in 2018 looking at power infrastructure and hazards based
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on geographic topology studied the multi-variate and multi-dimensional
aspects of resilience modeling and the non-linearity of the system topologies.
An ensemble of boosted multivariate trees trained on outage data (e.g.,
outage duration, customers without power, devices without power) with
tree parameters set with ve fold cross validation to minimize the lowest
out of sample prediction error was used with favorable comparative results.
(Nateghi 2018)

In a novel application of ML addressing resilience, in 2019 Dick et al.
developed a deep learning computer vision system for the purpose of identi-
fying electrical components with a mobile camera system, with the intent
of supporting the identi cation of various physical states of electrical in-
frastructure to address pending failures or concerns prior to outages. The
implementation of their trained Convolutional Neural Network ( CNN) in a
mobile computing Graphic Processing Unit ( GPU) accelerated system lead
to a component status identi cation rate of 95.5%. The authors recognized
that signi cant training data on failure modes and states across various
geographies and conditions would be necessary in a production system with
signi cant deployed camera sets to provide the intended outage prediction
and avoidance objectives (Dick et al. 2019).

In 2020 Tong et al. developed a Dynamic Bayesian Network ( DBN) method
of analyzing resilience in the post disruption time frame considering not
only system, but also organization, and human aspects that in uence re-
sponse. In the process a new de nition of resilience was proposed that
de nes resilience related to probability of functional restoration post disrup-
tion periods. This probabilistic assessment of resilience looks at temporal
characterization where adaptation and recovery e orts create considerable

impacts (Tong et al. 2020).
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In 2021 Wang et al. in "Resilience Analysis of Interdependent Critical
Infrastructure Systems Considering Deep Learning and Network Theory"
looked at the state of RA of ICI systems through deep learning and network
theory. They proposed a framework with topology attributes looking at
failure scenarios and coupling modes between ICI layers, considering struc-
tural and topological components. The focus of this framework was on the
optimization of resilience response post failure that blends system structural
and functional aspects, considering cascading failures based on percolation
theory. A CNN was used with a classi cation approach to identify topo-
logical structures hidden in the data of ICl systems. As an input to the
CNN classic networks including Watts-Strogatz ( WS) small-world, Barabési-
Albert ( BA) scale-free networks, and Erd®s-Rényi (  ER) random networks
create the adjacency matrices. To identify pathways for ICI cascading fail-
ures a set of attack approaches are used in simulation to remove nodes and
assess impact migration, including Random Attack Algorithm ( RAA), Degree-
Based Attack ( DBA), Local Centrality Based Attack ( LCBA), Betweenness
Based Attack ( BBA), and K-shell Based Attack ( KBA). The coupling between
ICI layers is considered with various algorithms to assess probabilities
of failure propagation, including Random Coupling ( RC), Degree Based
Same-Direction Coupling ( DBSC), Degree Based Reverse Coupling ( DBRC),
Betweenness Based Same-Direction Coupling ( BBSC), Betweenness Based
Reverse Coupling ( BBRC), and Euclidean Distance Based Coupling ( EDBC).
The approach Wang et al. took towards formal RA considered both the
topological and then at the functional feature level, explored in the context
of an ICI power and gas case study (S. Wang et al. 2021).

In support of ClI resilience enhancement Jin et al. in 2022 identi ed that

many resilience e orts still focus on a single industry or Cl domain (e.g.,
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water, power, transportation), but that functional resilience solutions that
can manage the multi-domain aspects of ICI are critical to the practical
matters of resilience in implementation. Various modernizations related
to Al and ML such as resilient topologies of independently / autonomous
smart sensors were studied. In this scenario smart sensors are capable
of being used to inform digital twins and to support real time resilience
response when under attack and during failure scenarios. The implementa-
tion of digital twins, virtual mirrors of actual systems capable of being used
to understand systematic issues of resilience and model / predict actual
system states, were viewed as key to the management of response to failure
in order to enhance resilience. The challenge of addressing ICI due to the
high dimensionality of data has lead to the need for di erent algorithmic
approaches when considering the  SOS problem sets. Advances in manifold
learning techniques as unsupervised estimators, such as uniform manifold
approximation and projection, seek low dimensional manifolds embedded in
high dimensional spaces to infer nonlinear relationships in data based on
topology that can reveal resilience impacting data relationships for datasets
that would be intractable using traditional techniques. Jin et al. noted a
tension between ML e orts that focus on e ciency versus those that sup-
port resilience. It was assessed that a generic and manageable resilience
framework was needed that could ingest data across various layers (e.g., en-
vironmental, social, infrastructure) to look at cascading failures on broader
ICI systems (Jin et al. 2022).

Working on the regression problem for prediction of resilience metrics,
including those relevant to personnel repair strategies, Cassottana et al.
in 2022 implemented various supervised learning approaches to study

which had the greatest accuracy, or lowest Root Mean Square Error ( RMSE).
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They ran various simulations utilizing the Micropolis virtual city dataset
con gured in support of ICI related problem sets and utilized various ML
regression algorithms including Linear Regression ( LR), Support Vector Re-
gressor (SVR), Random Forest Regressor ( RFR), Gradient Boosted Tree ( GBR),
and Extreme Gradient Boosted Tree Regressor ( XGBR). In the resulting data
the GBR regression approach captured data features well, and was the best
for prediction of resilience for the ICI scenario (Cassottana et al. 2022).

Ibrahim et al. in 2022 looked at Deep Reinforcement Learning ( DRL)
focused on the resilience of smart electrical grids. Four DRL based agents
were explored, including Deep Q Network ( DQN), double DQN, REINFORCE
a Monte-Carlo policy gradient, and REINFORCE with baseline. Each of
these algorithms was used to determine the level of resilience for a set
of systems, with double DQN performing best amongst the other agents
(Ibrahim et al. 2022).

Fanina 2023 PhD dissertation researching pipe failure predictions in wa-
ter distribution infrastructure developed a Long Short-Term Memory ( LSTM)
and Graph Convolutional Neural Network integrated Deep Reinforcement
Learning ( GCN-DRL ) approach supporting optimization of repair decisions
post disruption. The results were faster system recovery for critical deci-
sions than four previously utilized conventional decision methods. A Graph
Convolutional Neural Network ( GCN) was used to encode the topological
details for the water infrastructure and then a DRL is used to identify the
restoration sequences that maximizes the resilience by reducing the time to
restoral of an operational state. A novel training was accomplished where
the parameters of the deep Q function are retained between failure scenarios
as the training, vice a relearning process for each type of failure. These

approaches performed better than the greedy search algorithms, diameter-
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based prioritization method, and outperformed the Genetic Algorithm ( GA)
metaheuristic global optimization method on performance and e ciency
(Fan 2023).

Also in 2023, to address the computational complexities required for
simulation approaches to electrical grid RA, Gautam et al. con gured a
transductive GNN to categorize critical nodes and connections during opera-
tional system scenarios. A graph-based scalable approach for fast cascading
analysis and inductive formulation for training GNN models was utilized
due to the ability to handle the message passing and neighbor aggregation
to facilitate processing of the graph-structured data beyond the traditional
topological, dynamic simulation, or statistical analysis approaches. The
output was towards creation of a generalized power GNN, nding the critical
power system nodes, and cascading outage =~ GNN, identifying transmission
lines that could lead to cascade failure initiation (Gautam et al. 2023).

Wu et al. in 2023 sought to address resilience of ICI systems with a graph
learning algorithm, consuming good properties of existing systems and out-
putting new network designs that meet requirements. An estimator predicts
the performance using fast iterative learning during the process to assure
the generated network topology meets stated metrics. High-dimensional
node information is encoded as latent vectors for reconstruction of the
graphs. The system was trained and validated on a set of 10,000 WS small
world networks, facilitating the exploration of a this unique approach to the
design processes (J. Wu and P. Wang 2023).

Another example of clustering methods for dimensional reduction of ICI
interconnection datasets comes from the 2024 paper by Balakrishnan et
al. that accomplished RA while introducing both topological and functional

characteristic consideration. In their validation approaches they utilized the
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open source resilience software package of Infrarisk against the synthetic
mock city dataset of Micropolis and its RA algorithm. Seeking to address the
"curse of dimensionality" challenge caused by the high number of component

level details in large scale simulations, their clustering and dimensionality
reduction lead to a 27% reduction in the RMSE of the RA analysis module
on that package for the simulated data sets (Balakrishnan, Cassottana, and

A. Verma 2024).

In 2024 Alkhaleel et al. accomplished a literature review on the use of ML
in the support of resilience e orts speci cally targeted at ICI. The complexity
of modeling and simulation of  ICI systems was highlighted, with the need
for new tools and modeling approaches identi ed. The review saw that
90% of the publications in this area were from 2021-2024, highlighting the
large amount and currency of research ongoing in this eld. The reviewed
papers covered pre and post disruption applications (Alkhaleel 2024). There
continues to be a large amount of research into utilizing ML tooling to

support RA, a trend likely to continue into the future.

2.5 Literature Review Summary

In this literature review various topics have been explored to illuminate
a thread that intersects with the focus of this praxis. The con uence
of so many topics and their crossover led to a large number of research
articles, theses, and dissertations being reviewed, a total of 413 included
in the research library for this praxis, of which the most relevant and
noteworthy were incorporated into the text. Research around Cl and ICI
was reviewed, and the manner in which the resilience of those systems are
documented and determined, highlighting the necessity for improvements

and standardization. The eld of Systems Engineering, and speci cally its
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architectural and design synthesis aspects, and the resulting architectural
decision process akin to parts of an AoA were explored.

Recall that the RQ associated with this research e ort are as below.

Research Questions

RQ1: Has an MBSE approach, such as SysML, been extended speci -
cally for RA, and implemented in systems engineering products like

Cameo or other MBSE capabilities?

RQ2: Is there a standard process for evaluation of candidate system

resilience related to architectural down selection in the design phase?

RQ3: Is there a structure and method for RA process for CPS operating

on top of Cl and ICI systems?

Based on the extensive literature review it is proposed that su cient
information on each topic has been presented to answer the RQs and to
inform the further development of the research around the stated objec-
tives. In this praxis the intersection of all of these topics and elds is the
focus for a set of framework and process development being explored in
Chapter 3 Methodology, and implemented in software and process to solve
various problem sets in Chapter 4 Implementation, all to facilitate resilience

improvements for this domain.
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Chapter 3:  Methodology

In the previous sections the necessary concepts of the problem envi-
ronment and the state of the current literature around the diverse but
intersecting areas of CI, RA, and systems engineering processes has been
explored. This chapter intends to document the creation of the various

technical aspects of the praxis's primary contribution.

3.1 Approach Overview

In Chapter 1 Introduction the below contribution of this praxis was

proposed.

" Contribution 1 : A methodological contribution through the creation
of a design phase comparative architectural analysis process focused
on RA specic to the ICI environment, implemented in a manner that

aligns with MBSE

The intent within this praxis is the exploration of a framework and
process set, that aligns with  MBSE, to conduct structured  RA on candidate
system architectures early in the development process to aid in AOA systems
engineering activities. The context for this framework and process is the
discussed ICI, within the sample use case scenarios of a municipality
operating IT systems atop of its ICI, however the approach is proposed
to be generic enough to support this resilience AOA action across various
domains. Through documenting this proposed framework for a tool based

accomplishment of RA value is provided to the systems engineer or architect
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towards selecting a systems architecture with su cient resilience for the
intended operational threat environment.

This methodology section is the creation of the proposed value associated
with the before-mentioned Contribution 1.

Likewise, the methodology proposed in this section is the critical building
block to the exploration of the below RH, allowing for the exploration of
architectural di erentiation, previously de ned in Section 2.3.4 Architec-
ture Decision Making and Analysis of Alternatives, of candidate system

architectures in the scenarios discussed.

N

RH1 : A modular, model-based RA framework can be adapted to diverse
ICI domains, requirements, and threat environments, and will produce
measurable architectural di erentiation, enabling system engineers

to incorporate resilience as a discriminating factor in AOA for early

design-phase architectural decisions.

Utilizing the methods and processes of this section it is intended that
a mathematical analysis of resulting metrics created through the e ort of
Chapter 4 Implementation will be used to support or refute the claim of the
proposed hypothesis when assessing the data results discussed in Chapter

5 Results.

3.2 Development Intent

A key aspect of the proposed development e ort is that of modularity and
exibility, seeking to enhance the contribution of the delivered processes,
as well as the tooling developed to explore that process in the Chapter 4
Implementation. The exploration of the broad and complex domain of RA in

Chapter 2 Literature Review highlighted the necessity to tailor many aspects
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of RA to the problem, system, requirements, and target environment. As
such careful consideration is given to the ability for the systems engineer or
architect to select the speci c resilience metric relevant to that domain an
system, as well as the speci ¢ candidate architectures, threat types, and
systems requirements variables. This modularity and tailoring action is a

critical consideration in any RA e ort.

3.3 Development of the Methodology / Process

In this section the speci ¢ process to be utilized by a system engineer or
architect to support multi-architecture analysis and AOA towards adequately
resilient systems architectures will be documented. As was stated in the
Chapter 1 Introduction the value added o ering in this process is intended
to be to assist early in the design e ort a structured and repeatable process
to speci cally focus on identifying the most resilient architecture amongst a
set of system architecture options.

Prior to the initiation of this process there are certain prerequisite actions
and conditions necessary to be met to facilitate the bene cial determination
analysis for the most resilient architecture. Broadly these process entry
requirements mirror the expected system requirements and environmental
constraints that would be necessary for any e orts needed to proceed to-
wards an architectural synthesis or selection activity prior to decomposition
to speci ¢ system functional blocks and components.

The process is being proposed in a tool and implementation agnostic man-
ner, allowing the system engineer or architect exibility to accomplish the
preliminary analysis sets in a manner aligned with current infrastructure
and tooling. In the Chapter 4 Implementation this process is implemented

in a python software application against a set of sample system architec-
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ture options and a set of generalized resilience metrics, meant to highlight
the manner in which the process could be used to accomplish to explore
the di erence in resilience of various architectures under di ering threat
environments.

The proposed process is divided up into three approximated stages, as

described broadly below.

Proposed Process Subdivision

" Planning and Analysis Requirements Determination : This portion
of the process steps sees the starting of the process and establishment
of the various building blocks of the scenario necessary to be tested
in the build environment. Items such as documenting the candidate
system requirement, determining the domain speci c resilience metrics,
determining potential candidate system architectures, and choosing

threat environment speci ¢ data occurs.

Mechanics of Conducting RA Evaluation : In this stage the actual
calculation of the chosen resilience metric occurs against the various
potential architectures, iterating through all until nally there exists a
database of resilience numbers for each potential architecture choice,

in the context of the various attacks / environmental impacts.

A

Analysis and Decision Making . The database of calculated metrics
is now presented for analysis, ranking, and consideration against
previously established decision making criteria prior to an actual
selection of the most appropriate system architecture for the stated

requirements set and scenario threat criteria.

In the e ort to support the AOA it is assumed that a process like this may

be run multiple times against varying changed versions of the requirements,
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or modi ed threat scenarios, or perhaps with augmenting data such as
cost and implementation schedule constraints of the project to place the
resulting resilience metrics in a project speci ¢ feasibility construct.

The below image Figure 3-1 is the proposed process for RA of candidate
architectures.

To aid the reader in understanding the intent of the process, the signi -
cant steps and data elements will be discussed based on the phase of the

process in which they occur.

Signi cant Process Steps and Data Elements

" Planning and Analysis Requirements Determination

Requirement Building Block Documented in Required Format: To
facilitate an automated processing and analysis of resilience the
requirements for the system must be documented in a manner
interpretable by the system. In a manual process this could be
the standing requirement list or database, or in the case where a

program is used the necessary input le format.

Filter for core impacting requirements / sensitivity analysis: The
nature of some systems may be that they include various require-
ments that would not be impactful to the resilience of the specic
system function. This step removes, or lters, requirements that

do not have a contributing role to the RA. In some systems this
may involve an externally accomplished sensitivity analysis to de-

termine which requirements are impactful to the resilience output.

Interdependence Documented / Layers of SOS Established: The
nature of this analysis is the assumption of an ICI underlying

the CPS, as such the nature of the overlay between geographic
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Figure 3-1: Process for RA of Candidate Architectures

locations, common connection points for utilities, or other depen-
dencies must be documented in the manner consumable by the

analysis approach.

Establish Domain Speci c Scenario Resilience Metric Require-

140



ments: Depending on the nature of the system there could be
a speci c resilience metric desired and most applicable to the
system and its functioning. In these cases the metrics listed from

the literature review are parsed and applied for a speci ¢ domain.

Initiate Build / Simulation Environment: The process as a generic
activity does not presume a speci ¢ build environment, however
this could vary between physical / manual processes, or software
and computer automation. In this step, where applicable, the
con guration to assure the system is accurately represented in

the analysis is utilized.

Metric Speci c Creation Environment Requirements: Under cer-
tain automated scenarios, and certain selected resilience metrics
(e.g., HFGT) there will be additional software con guration load
les necessary to bridge the con gurations between standing soft-
ware development libraries. This step facilitates that con guration

preparation action.

" Mechanics of Conducting RA Evaluation

Load Appropriate Metric Family: Based on the higher level steps
choice of a resilience metric most applicable to this system envi-
ronment, the parameters of the resilience metric is loaded into
the system, coming from the established database of resilience

metrics, processes, and techniques.

Calculate Resilience Metric for Arch N: For a given architecture
and a given attack, over a set of attack steps, the chosen resilience

metric is calculated.

Load Next Architecture: The next architecture, based on the
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archetypes discussed in the literature review, is loaded into the

system for RA.

Load Next Threat: The next threat or system impact method is

loaded into the system for RA.

Normalize and Store Result: The resulting resilience score is pro-
cessed, normalized if required, and then passed on for storage in

a results database.

Additional Architecture Candidates: This decision point controls
the exiting from the loop of m possible architectures under con-
sideration. Once the nal architecture is tested the system has

the loop completes and the process moves onto the analysis steps.
~ Analysis and Decision Making

Analysis of RA Metrics for Arch 1 - m: For the complete set of
architectural types the process now looks at the output of the RA
and accomplishes some level of sorting, and perhaps based on
speci ¢ system requirements weighting of the results. Depending

on the selected resilience metric the resulting values could be

a single numerical value or a time based sequence of resilience
metrics showing system performance throughout the degradation

/ impact.

Architecture Resilience Decision: Based on the resilience data,
and informed by other system considerations such as cost, com-
plexity, or timelines for integration, a nal recommendation for

the proposed resilience architecture is provided.

Likewise there are critical data elements in use as predecessor require-

ments to the start of the process, throughout the process, and and as a
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result of the execution of the process. They are detailed for the understand-

ing of the reader.

Process Required Predecessor Actions

N

Predecessor Data Elements

System Requirements: The database of requirements for the CPS
under consideration with its ICI dependencies, which could in-
clude the number of users of a given service or capability, the
number of physical facilities supporting the systems, and critical

information on the de nition of services provided by the system.

Basic Environment Hazard / Threats: The list of speci c environ-
mental or threat based scenarios for a given system that facilitates
a clear understanding of the levels of resilience that are warranted

against a given cost and complexity requirements constraint.

System Interdependencies: The dependencies between system
elements and the ICI relevant to the SOS environment of the

system

Decision Making Criteria: The list of weighted decision criteria to
facilitate nal recommendations being bound against issues like

costs, implementation complexity, and other variables.

Resilience Analysis Metrics Database: The database storing all
the possible metric types and formulas for accomplishing the RA
function, speci ¢ metric selection likely based on domain speci c

concerns or functions.

Architecture Options Database: The complete list of system archi-

tecture types, or archetypes, that can be used to elucidate whether
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resilience metrics improve for di erent potential architectures, this
data is based on the referenced system archetype typical discussed

in the literature review.

A

Mid Process Data Elements

Tested / Analyzed Requirements: The speci ¢ ltered and format-

ted set of requirements that drive the RA action

RA Metric Type: The chosen metric from the database that is being

used for this speci c domain or application aware analysis

Architecture under Test: The speci ¢ potential system architecture
that is being tested by this iteration of the process that is cycling

through each potential architecture

RA Result: The speci c data element containing the resilience
metric for the combination of a chosen resilience metric framework
and a potential system architecture type, this data element feeds

the overall RA metric database
" Resulting Data Elements

Proposed Resilient Architecture Selection: The nal selected and
proposed system architecture based on the RA requirement weighted
with other factors under consideration within the practical limits

of the systems

3.4 Methodology Summary

The creation of the proposed framework and process sets is believed to
facilitate the evaluation of the stated RH through a combination of simu-

lation and mathematical evaluation that will be proposed in the Chapter
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4 Implementation. The creation of the processes focused on modularity
across aspects of requirements, architectures, attacks, and RA metric are
believed to be supported by the literature review and assistive in addressing

the gaps identi ed for consolidated system architecture down selections for

the improvement of resilience in the face of critical system threats.
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Chapter 4:  Implementation

This chapter is intended to guide the reader through the manner in which
the methods and processes of Chapter 3 Methodology were instantiated into
a software application to facilitate exploration of the value of the methods

and processes against the various ROs and RH.

4.1 Implementation Approach

In order to explore in a practical application the utility of the proposed
method and process to the architecture decision making processes for the
discussed ICI intersection ofa CPS, various approaches were considered. As
referenced in the Literature Review Section 2.2.4, Modeling and Simulation
Frameworks for Resilience Analysis, there exist various simulation programs,
commercial and open source, and python libraries that could be used to
support testing. The most expansive and functionally aligned with this
research area is Infrarisk (Balakrishnan and Cassottana 2022), an open
source ICI simulation environment that focuses on the traditional layers of
ClI being utilities of power, water, and transportation. Infrarisk utilizes other
libraries common to the ICI research space as building block to support
the utility speci c simulation, namely "padapower" for electrical power,
"wntr" for water, and "Static Tra ¢ Assignment" package for transportation.
Although functional for the utility aspects of resilience research, the absence
of current development and inability to support implementation of CPS as
a functional overlay with integrated dependencies precluded it from being
the ideal platform.

Similarly, there existsthe  HFGT Toolbox open source software application
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that based on a set of user requirements, structured in a speci ¢ Extensible
Markup Language ( XML ) format can accomplish the mathematics to create
the 7 mathematical matrices and representations of a system that were
discussed in the Chapter 2 Literature Review. This tool does not have
RA capabilities, and its implementation is very HFGT speci ¢ without the
ability to natively support the experimentation necessary to explore the
framework and processes created in Chapter 3 Methodology. As will be
discussed in the forthcoming sections, the HFGT Toolbox was utilized as part
of the application that was developed to accomplish the HFGT mathematics
related to the systems that were being analyzed, and its integration facilitated
inheriting much of the ability to work across ICI boundaries that is innate in
the HFGT structure. The HFGT Toolbox has been mathematically validated
against multiple peer reviewed system bases, and stands as a consistent
and functionally appropriate way to represent aspects of the system (D.
Thompson et al. 2020).

As a result the chosen approach was the development of a custom python
software application speci cally for the purpose of exploring this concept.
Modularity, and exibility on modi cation, were key components of the
design process to assure the adaptability of this approach for the analysis
of other non-functional system characteristics besides resilience, such as
availability, with reasonable and achievable modi cations. The forthcoming
sections will document the conceptual intent and the actual implementation

of the process in software.

4.2 Solution Concept

The concept and intent behind the developed software environment is to

implement the process proposed to support RA against a set of candidate
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system architectures, with the necessity of supporting the complexity of
ICI and with the resulting system and outputs aligning with MBSE . This
section will walk the reader through the various tradespaces and decisions
necessary to develop the application su cient to explore the proposed

process with the use case discussed in Chapter 1 Introduction.

4.2.1 Ontology for System Representation

When considering the use case of a municipal CPS operating on top of
physical infrastructure that constitutes the ICI of that organization, there
were various choices to be made that were necessary to assure the fullest
exploration of the resilience of candidate systems in that unique environment.

One of them was the selection of the  RA metric, and the manner in which the
technical, functional, and service aspects of the system would be represented

in software and mathematics to facilitate robust and meaningful analysis
through multiple threats, perturbations, and scenarios. The necessity to
represent the ICI aspects of the system as a core manner of the use case
drove the exploration of the HFGT system representation that was discussed
in Section 2.2.3.20 Hetero-Functional Graph Theory Based Metrics. The
reader may recall that HFGT facilitates the representation of each physical
node of a system as a set of separate portions of the system allowing for more
complete representation of the aspects of a system that provide and consume
speci ¢ data elements or physical items, known in that eld's terminology as

an operand. The various challenges of previous modeling systems or system
representations are addressed in a manner that allows for a at network
representation to address the layered aspects of an ICI through capturing
the various interdependencies and their interrelationship with separate and

distinct service ows allowing for full mathematical representation of the
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system in the seven matrices artifacts of HFGT (Farid et al. 2022).

As an aspect of this praxis an early consideration was the development
of a separate system representation ontology that would be capable of
documenting the interdependence characteristics between aspects relevant
to this use case, such as physical node locations, power sources, water
sources, and the shared dependence on control signaling and agency ow
between aspects of the technical and organizational frameworks. In the
research the understanding of HFGT addressed those needs, and with
an existing literature basis for its representation form there was no need
to create a separate mathematical mechanism for capturing that system
relationship.

Previous evaluations of the HFGT ontology has found it to meet the four

linguistic requirements of ontology which are detailed below.

HFGT Ontological Characteristics (ibid.)

" Soundness: A language is sound with respect to a domain conceptual-
ization if every modeling primitive in the language has an interpretation
in the domain abstraction (the absence of soundness results in excess

modeling primitives with respect to domain abstractions) (ibid.).

Completeness: A language is complete with respect to a domain concep-
tualization if every concept in the domain abstraction of that domain
is represented in a modeling primitive of the language (the absence of
completeness results in one or more concepts in the domain abstraction

not being represented by a modeling primitive) (ibid.).

Lucidity: A language is lucid with respect to a domain conceptualization
if every modeling primitive in the language represents at most one

domain concept in the domain abstraction (the absence of lucidity
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results in the overload of a modeling primitive with respect to two or

more domain concepts) (Farid et al. 2022).

Laconicity: A language is laconic with respect to a domain conceptual-
ization if every concept in the abstraction of that domain is represented
at most once in the model of that language (the absence of laconic-
ity results in the redundancy of modeling primitives with respect to

domain abstractions) (ibid.).

With all four properties met, HFGT representations have an isomorphic
(i.e., one to one) mapping and faithfully represent the system (ibid.).

The concept of multi-system architectural generation and analysis was
not executable directly into the HFGT framework, nor would it have been
conducive for aspects of analysis related to centrality, visualization, or other
necessary ancillary aspects required for this e ort. As such the representa-
tion of the broad physicality of the given architectures was accomplished
rst as an UAG, allowing for a robust set of database, metadata, and anal-
ysis libraries to be brought to bare in the problem space. This decision
drove a large portion of development e orts that created an interface and
translation across graph / network theory and the HFGT to facilitate various
aspects of the analysis and representation.

The commitment towards modularity in this praxis is such that the use
of the HFGT framework for the representation of the system upon which the
RA is conducted can be changed and modi ed by a user, should a di erent
framework of representation be more domain appropriate. This modi cation
does require the coding of the interface between the main application and
that alternate environment, however the structure used in this implementa-

tion created a break where a physical le structure was exchanged between
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the main application and a sub-process running in separate memory space,

create in a pathway for an alternate representational choice to be made.

4.2.2 Software Approach

The nature of the python application developed was based on the as-
sumptions that the various goals of modularity in requirements, RA metrics,
architecture options, and threats would necessitate a simulation environ-
ment that could run multiple perturbations of attacks against multiple
system architectures with various levels of randomization to fully explore
the bounds of the proposed value statements and hypothesis. The system
as implemented is a python menu driven application that can be con gured
for its RA task by a structured JavaScript Object Notation ( JSON) le that
allows the setting of various core parameters related to things like minimum
and maximum numbers of nodes in the system, roles of nodes in a simu-
lated system, functional services and operands exchanged by the nodes,
speci ¢ architectural characteristics and communications con gurations
for candidate architectures, and much more.

Conceptually the program seeks to accomplish the following:

~ Allow the user to select the parameters of the analysis to be conducted
through a combination of the JSON arch_requirements.json le and
menu driven options related to single size network creation, per ar-
chitecture, or sweeps, single or multiple attacks, and aspects of the

displayed / output data.

Create a requirements database representing generated / created sys-
tems for analysis under the constraints of the JSON arch_requirements.JSON
con guration le. Each system requirements base is captured in a

nested JSON le sys requirements.json le.
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" Create a set of candidate system architectures for analysis based on
the naming conventions and con gurations from the input les (e.g.,

client server, private cloud, fog / edge cloud).

Challenge each of the candidate architectures against the attacks
speci ed in the JSON input structure, exposing the architectures to
the various threats and measuring the resulting impact on the chosen /
specied RA metric in the manner relevant for that metric, for example
time based attack and degradation tracking for a resilience triangle
based calculation for a structural analysis. The resulting resilience
curve or output resilience metric is captured for each architecture and
attack to create a rich data set for analysis of candidate architecture

performance.

Display the various system con gurations as a graph network, plot and
display the results of various attacks and average performances of each

candidate architecture for each sweep or node number con guration.

Output the data from the various plots, charts, and datasets to external
les in standards format to allow the engineer or architect immediate
data to support AO0A functions. The format .jpg is used for charts and
architecture representations, .csv for datasets, and .pkl les for large

data structures that represent system con guration and function.

4.2.3 Supporting Infrastructure

To support this development e ort a exible computing platform and
environment was desired, to facilitate modi cations in computing power
and memory speci cations. This approach was intended to allow for testing

of aspects of scale related to the number of nodes, functions, information
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ows, and other aspects related to the model under simulation. To support

this objective a Google Cloud instance in the Google Compute Engine ( GCE)
environment for Virtual Machine (VM) of Linux Ubuntu 24.04.1 Long Term
Support ( LTS) was established using the machine type n2-standard-4, which
corresponds to an Intel Cascade Lake type 4 Virtual Computer Processing

Unit ( vCPU) con guration with 16 Gigabyte (  GB) of Random Access Memory
(RAM) as the baseline. At the time of planning there was a desire to look

at mapping the practical scaling bounds of the converged model sets, with

eye towards potential tradespaces where ML might become a practical
approach for models incapable of converging at limits of the processor

/ compute and memory under practical availability. Given the manner

in which the development utilized single thread python execution, vice
parallelism, this infrastructure con guration supported the ability to explore
practical execution time aspects while enabling automated backup, recovery,

and redundant storage viewed as necessary for the development e ort.

4.2.4 Solution Structure and Code

For completeness and understanding of the resulting data an overview
of the developed system structure, inputs, and outputs is necessary to
communicate. The resulting python code which will be discussed is included
in Appendix D Developed Python Software for validation, veri cation, or

other e orts desired for future extension of the approaches discussed.

4.2.5 Modular Requirements

Although a use case was established for this analysis, the desire to
keep the developed capability as exible to address all manner of require-

ments was a driver. The requirements for a given system to be analyzed
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by this development environment is primarily de ned in the JSON input

le arch_requirements.json . This JSON le facilitates the de nition of the

following:

Requirements De nition via JSON Input File

A

N

A

The number of physical nodes in a system, corresponding to the points
of discrete geography upon which the systems, the interconnections,
and services ow are accomplished. This is set as a minimum to
maximum range to support generation of various architecture size
con gurations to support the system engineer or architect in identi-
fying tradespaces around current and future network sizing against

architecture options under attack.

The specic service operands are de ned that are created, stored,
modi ed, or consumed as part of each of the de ned services that
are de nable for a given  SOS. This approach allows for the de nition
of various supporting ICl operands such as power, potable water, or
even other control or data elements of boundary systems, supporting
the careful establishment of dependencies that can be manipulated in

evaluation of multiple architectures under attack.

The list of processes, by which the services are implemented that tie

to the various operands or data elements.

Additionally, a set of service deliver rules and characteristics that de ne

the allowable ow of operands through the network is de ned in software for

the creation of an external XML le that represents the totality of function

for the system addressing services, processes, and resources.

A subset of the JSON input le structure related to the broad de nition

of the system requirements is below. Please note as this section is meant to
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1

2

3
4
5

illustrate the concepts behind the implementation a sanitized example is
provided, during forthcoming sections the actual values from the use case
scenarios are used to provide a fully realistic and implemented version of
the le structure:
"system_definition" : {

"num_nodes_max" "NUMBER_NODES_MAX",

"num_nodes_min® "NUMBER_NODES_MIN",

"operands" : [

"OPERAND_NAME1L", "OPERAND_NAMEZ2",
"OPERAND_NAME3", "OPERAND_NAMEN"

I,

"processes" : [
"PROCESS_NAMEL1", "PROCESS_NAME2",
"PROCESS_NAME3", "PROCESS_NAME4"

]

Likewise in the XML structure for the de nition of systems individual
services are de ned with the allowed set of process and the various allowable
changes or modi cations to operands, such as transportation, storage,
production, consumption, or translation to another operand type. In this
format a set of abstraction pairs are de nable that limit and allow the
total set of allowed actions that constitute a valid service ow, necessary for
determining the overall availability of a given service as a method towards
Much of this format and structured approach was necessary to support the

translation of the systems as de ned in the simulation environment into one

consumable by the HFGT Toolbox (D. Thompson et al. 2020), necessary to

take advantage of the mathematics engines that produce service availability
matrices idea for using in this RA approach.

<?xml version="1.0" encoding="UTF-8"?>
<LFESname="Synthetic System 1" type="Smart City" dataState="raw"
<Service name="SERVICE_NAME1" status="true*
<ServicePlace name="OPERAND_NANE1"
<ServiceTransition = name="PROCESS_NAME1" preset=""
1 postset="OPERAND_NAME1" methodLinkName="PROCESS_NAME1"
1 methodLinkRef="" />
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6

7

8

<ServiceTransition = name="PROCESS_NAME2" preset="OPERAND_NAMEL1"
1 postset="OPERAND_NAMEL1" methodLinkName="transport"
1 methodLinkRef="OPERAND_NAME1"
<ServiceTransition = name="PROCESS_NAME3" preset="OPERAND_NAME1"
1 postset="" methodLinkName="PROCESS_NAME3" methodLinkRef#*"
</Service>
In the set of input structures for this simulation environment there exists
enough latitude and exibility in de ning what a system, or SOS, or inter
sectioned CPS with an ICI to support the RA needed for the various early

design e ort AoA envisioned.

4.2.6 Modular RA Metric

As explored in the Chapter 2 Literature Review there exists a large
number of RA metrics that are suited for di erent types of analysis across
di erent system types and domains. The implementation of the module
that calculates the RA metric is modular to allow for the substitution of
another function aligned with an alternate metric of relevance to the system

engineer or architect.

4.2.6.1 HFGT AER Metric

In this implementation the metric of AER was chosen, as a broad service
speci ¢ evaluation metric that supports a time based assessment of the
performance of a system under impact or attack. The topic of the HFGT
framework, its mathematical representation, and the metrics capable of
representing RA was covered in Section 2.2.3.20 Hetero-Functional Graph
Theory Based Metrics. As identi ed previously the calculation of AER, as
de ned in Eq 2.40, necessitates the calculation of EP, a mathematical
approach to the number of service delivery paths through a network per

service based on a set of de ned processes limited by the operands, as
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de ned in Eq 2.42 and generalized in Eq 2.41. The use of AER aligns with
the previous selection of using the HFGT as the system representational
ontology because of the structured mathematical calculation of the L Service
Feasibility Matrix and A, the Hetero-functional Adjacency Matrix which
supports the calculation of service availability paths towards the EP and
eventual AER metric as a function of time / attack step, against a set of

separately de ned attacks.

4.2.7 Modular Architectures

As articulated in the  RH, the explored hypothesis is the ability for the
processes discussed to aid the system engineer or architect in the ranking of
potential system architectures in an early design AoA down selection based
on RA. As such the ability to support various di erent architecture types,
or patterns as discussed in Section 2.3.3 Systems Architecture De nition
and Architecture Patterns, or variations in characteristics upon a single
architecture, is critical to the proposed value statement.

To support the analysis of architectures the ability to de ne a conceptu-
ally unlimited number of architectures for analysis within the simulation
framework was desired. The previously discussed input JSON le has a
structure, shown below, that allows for the creation of individual archi-
tectures with various node types that exist within the system based on a
percentage of total de ned in the le. A set of system functional roles exist
that are spread upon the physical node types based on a total percentage of
distribution. Additional constraints are established in the software upon the
de nition of a given use case to further de ne what roles can exist at what
node types, to assure realistic implementation of potential architectures un-

der simulation where random assignments are accomplished, for instance it
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may be inappropriate to have a role "Operator Station" on a node type "Outer
Space Asset". The interconnections, representing Communications ( Comm s)
pathways that will later be described by concepts of directionality, band-

width, load capacity, and other attributes int the framework, are de ned by

the "comm_laydown" descriptions that determines the minimum number of
communications interconnections to be assigned to a given role type and a

standard number of redundancy of communications paths.

"architectures” : {
"ARCHITECTURE_NANKE1"

"node_types" : [
{"type" : "NODE_TYPE_NAMEZ'percentage" : "#"},
{"type" : "NODE_TYPE_NAMEZ'percentage" : "#"},
{"type" : "NODE_TYPE_NAMES3'percentage" : "#"},
{"type" : "NODE_TYPE_NAME4'percentage" : "#"}

I,

"node_roles" : [
{"role" : "NODE_ROLE_NAMEZIfercentage" : "#"},
{"role” : "NODE_ROLE_NAMEZfjercentage" : "#"},
{"role" : "NODE_ROLE_NAME3hercentage" : "#"},
{"role" : "NODE_ROLE_NAME4fercentage" : "#"},
{"role” : "NODE_ROLE_NAMES5fercentage" : "#"}

1,

“comm_laydown? [
{"role" : "NODE_ROLE_NAME1IYedundancy" : "#",
1 "min_comm_conn!' "#"},
{"role” : "NODE_ROLE_NAMEZtedundancy" : "#",
1 "min_comm_conn:" "#"},
{"role” : "NODE_ROLE_NAME3tedundancy" : "#",
1 "min_comm_conni" "#"},
{"role” : "NODE_ROLE_NAME4tedundancy" : "#",
1 "min_comm_conni" "#"},
{"role" : "NODE_ROLE_NAMEStgdundancy" : "#",
1 "min_comm_conn:" "#"}

This is not intended to be the complete list of all possible characteristics of
a potential architecture or architecture pattern that could exist in an analysis
trade-space, however for the purposes of this process exploration they were

deemed su cient to support the implementation of a humber of standard
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CPS architectures and an approximated realistic set of communications
interconnections that allow for the exploration of architectural di erentiation

of candidate systems under di erent sets of attacks.

4.2.8 Modular Threats

It has been well covered by the Chapter 2 Literature Review the nature of
the threats that Cl systems are exposed to in their operational environment.
The design intent and implementation of this simulation environment was
built around the assumption that the nature of the threats a given system
could be exposed to could be dynamic and change throughout the require-
ments and architectural down selection processes, and that a diverse set of
threats must be able to be characterized to provide the ability to di erentiate
the performance of a given system in an environment that as closely aligns
to that of the intended deployment environment. Likewise it is reasonable
that there are threats underexplored and unknown to the system engineer
or architect and the broader resilience of the Cl system must be able to
be assessed in the ICI environment, as such the need to support multiple
simultaneous threat or attack analysis and support an averaging to facilitate
the broad look of how a system performs over various threats as a function
of time was necessary.

The attacks are interfaced with the main program through de nition in
the JSON input le that allows for the establishment of the total number
of attack types, the name of each attack, and a numerical coe cient used

during run time to address some aspect related to the ferocity of attack.

"simulation_details" A
"number_attacks" : "TOTAL_NUM_ATTACK TYPES",
"attack_types" [

{"type" : "ATTACK_NAMEL1" attack coefficient"

1 "ATTACK_COEFFICIENT1"},
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{"type" : "ATTACK_NAMEZ2" attack _coefficient"
1 "ATTACK_COEFFICIENT2"},
{"type" : "ATTACK_NAMEN"attack_coefficient"
1 "ATTACK_COEFFICIENTN"}

I}

Within the main orchestration loop of the program there is a structure
that allows for the integration of a separate attack function for each of these
attacks, in an ordered manner that correlates to their ordering in the input
JSON. In each attack they are passed the data object that holds the system
con guration the attack coe cient and they return the tables of the system
object impacted, reduced, or attacked based on the particular attack type.
This structure allows for the integration of attack types that might be relevant
to the speci ¢ domain in which a system will be utilized, or type of attack
likely to be exposed based on intelligence related to particular adversaries,
or structural planning and system reformulation when zero-day attacks
are discovered that can help cyber-response and systems maintenance
personnel posture for the timeliness of restoral needed based on predicted

broad system behavior under attack.

4.2.9 HFGT Toolbox Integration

The decision to represent the system in the HFGT format, for the ease
of calculation of the chosen @ AER metric, has been discussed. This is
accomplished via an external open source software application the HFGT
Toolbox, accessed from GitHub at  https://github.com/LIINES/HFGTToolbox
To maintain the modularity of the developed software for both the system
representation the HFGT Toolbox was kept separate and external to the
developed code base, additional details on this integration are addressed in
Appendix B.1 Software Architecture. Communications between the program

and the HFGT Toolbox is accomplished via a software produced XML le
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generated to serve as an inputtothe  HFGT Toolbox created from the software
generated graph representation of the system. The XML format is described
in the open source documentation as well as the journal articles published
related to the creation and mathematical validation of the HFGT Toolbox
(Schoonenberg et al. 2019). Below is a generalized representation of the
XML format, where an actual system created XML for a generated system is

included for reference in Appendix E Translated XML System Architecture.

<?xml version="1.0" encoding="UTF-8"?>

<LFESname="SYSTEM_NAME" type="Smart City" dataState="raw>

<Operand name="OPERANBD"

<Machine name="MACHINE_NAME" gpsX="GPS_X_CORD_Machine"

1 gpsY="GPS_Y_CORD_Machine" controller="CONTROLLER_NAME"
<MethodxFormname="PROCESS_NAME" status="TRUE OR FALSE"
1 operand="OPERAND" output="1>

</Machine>

<IndBuffer name="BUFFER_NAME" gpsX="GPS_X_CORD_Buffer"

1 gpsY="GPS_Y_CORD_Buffer" controller="CONTROLLER_NAME_Buffers"
<MethodxPort name="BUFFER_TYPE" status="TRUE or FALSE"
1 origin="BUFFER_ORIGIN" dest="BUFFER_DEST" ref="OPERAND"
1 operand="OPERAND" output="OPERAND"

</IndBuffer>

<Transporter name="COMM_LINL_NAME"

1 controller="CONTROLLER_NAME_Transport
<MethodxPort name="transport" status="TRUE or FALSE"
1 origin="TRANSPORT_ORIGIN" dest="TRANSPORT_DEST" ref="OPERAND"
1 operand="OPERAND" output="OPERAND"

</Transporter>

<Controller name="CONTROLLER_NAME" status="TRUE or FALSE"
<PeerRecipient name="CONTROLLER_PEER_RECIRF¥ENT"

</Controller>

<Service name="SERVICE_NAME" status="TRUE or FALSE"
<ServicePlace name="OPERAND"
<ServiceTransition = name="PROCESS_NAME" preset="" postset="OPERAND"
1 methodLinkName="PROCESS_NAME" methodLinkRe&f=""

</Service>

<Abstractions>
<MethodxPort name="transport" ref="OPERAND" operand="OPERAND"
1 output="OPERAND>
<MethodPair namel="PROCESS_NAME" refl="" name2="transport"
1 ref2="OPERAND>

</Abstractions>
</LFES>
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4.2.10 Tailored Results

Given the diversity of system types and domains that could bring a
system engineer or architect to this process for RA and di erentiation of
various architectures to determine their relative resilience it is necessary to
assure there are several system outputs that can assist in the illustration
and documentation of those di erences. This section is intended to orient
the reader to the outputs of the system in a generic fashion, to aid in
interpretation of the speci ¢ system outputs from the various validation,
node sweep, and stability runs for which data will be provided in Chapter 5

Results.

4.2.10.1 Graph Nodal Representation

In the creation of a software object to hold the con guration of a given
system, with su cient metadata and tagging to assure a robust description,
a graph based representation was utilized in python. Additionally, based on
the requirements consumed by the process and used to generate the graph,
there are various structural segmentation of systems into di erent node
types and roles each with their respective limitations. To aid the user in the
understanding of each of the generated architectures the system creates a
visual output of the graph representation of each system. Below in Fig 4-1
Example of Graph Node Representation of Architecture is a general example
of one of these representations, in this case for a 27 node system with 60
communications edges spread across the space, air mobile, ground xed,
and ground mobile node types with a consolidated terrestrial and space
communications layer. As can be seen as the number of nodes climbs the

visualization becomes cluttered, however it serves as a good visual check
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for various characteristics.

Figure 4-1: Example of Graph Node Representation of Architecture

4.2.10.2 Metrics for Architectural Resilience

The chosen metric for this initial implementation, AER, has been dis-
cussed. To facilitate additional examination of the di erences between
architectures under attack several additional analytic approaches are taken
to assist the user in identifying performance di erences between architec-
tures.

The rstis the Average AER, taken as the summation of each of the data
points for a given architecture either under a speci c attack or in the attack
averaged scenario divided by the total number of points. It is proposed this

creates a quick snapshot of the general performance of a given architecture
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over the attack window and can be useful for quick racking and stacking
e orts where the assumption is the attack will be allowed to be completed
without a restoration or intervention e ort. This is calculated below in
Eq 4.1 for a dataset of N points for each architecture.
AVENER per architecture™ %_éNlAER (4.1)
i=

Additionally, it may be of relevance to the system engineer or architect the
rate at which the system declines under attack, representing how resilient
the system is in total from the point of attack to the completion, or minimum
AER recorded. This is calculated as below in Eq 4.2, where the slope is of
concern from the initial static baseline performance to either the rst point
of zero, complete failure, or the last data point. This condition is established
to assure the slope of a line for an architecture that fails completely and

early isn't viewed as on par with one that fails at the last data point.

;. if there exists k2 f1;:::;Ng such that

AER;0pe =

8
%AER AER
E AER= 0and k= minf j : AER = Og

AERy AER

. if no such k exists
N 1

4.2)
If the designer knows they will have a systems outage or attack response
plan that is capable of detecting and mitigating an attack prior to letting it
run its complete course, then the early attack reduction in AER could be
valuable. In this case a time weighted = AER slope for each of the architectures
taken either in the context of an individual attack or of the average, where the
rate of change in AER earliest on in the attack is most highly contributing

to the slope score. This is proposed to be calculated as Eq 4.7. This
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calculations is based on examples and python code structures published

from Tobias Chavarria (Tobias Chavarria 2022). To accomplish this we must

rst de ne several aspects of the mathematical approach for completeness.

First we de ne that for the set of AERdata points in an array of size N, we
have AER;; AER; :::; AERy, and then we select the terminator for the array
based on the completion of the array or the rst data point to hit an AERof

0 as below in Eq 4.3.

8
2 minfk: AER(= Og; if such k exists;
M= (4.3)

-B N; otherwise.

Then we will de ne a weighting function, an exponential with a=:>5is
chosen to prioritize early data point performance under attack, an alternate

choice would have been a linear weighting.

i1

wi=a -, O<a<l
a = 0:5 chosen for this e ort (4.4)
where wi> 0 (i=1;::5,M); wp  wWo WM
Now we must calculate the weighted average index, the sum of W

divided by the total weights, and the weighted average AER as the sum of
AER w; divided byt the total weight, as detailed in Eq 4.5.
4 - 1

W = . Wi = —
S.l ; " Wi

M
a W AER (4.5)
=1 i=1

We now de ne the weighted covariance (e.g., the manner in which the
AERand i values move together) and weighted variance (the manner in which

it spreads out). De ned as below in Eq 4.6
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VviZl

1 o - 2
V_Vi wi (i iw)

(4.6)

wi(i iw)(AER AER,);  Var(i)=

Qo=

Covy(i; AER =
1

We now take advantage of the fact that the slope can be calculated as
the covariance over the variance, in this case the weighted versions to get
the nal weighted slope metric as Eq 4.7.

Cowy(i;AER
AERsiope_weighted = TVan () 4.7)

As a note, what to work out mathematically is multiple steps as de ned

above, is implemented very trivially in the python software as:
weights = 0.5%*%(x-1) # x is the indices, size AER_datapoints
sl_w, intercept = np.polyfit(x, AER_datapoints, 1, w=weights)
The modular design of the system and exibility of the process leaves
the door open for any number of domain speci ¢ performance metrics to be

generated to aid the user in architectural di erentiation.

4.2.10.3 Metrics for Architectural Di erentiation

In order to evaluate the RH which focuses on architectural di erentiation

we rst de ned the terminology in Section 2.3.4 Architecture Decision Mak-

ing and Analysis of Alternatives and provided historical literature support

for the concepts related to the need to distinguish one architecture from
another related to calculated sub-factors. Architectural di erentiation is
intended to refer to the ability to distinguish the performance between a
set of architectures based on the di erence in performance under attack

or impact. The AERyc gitt Shall be equal to the area created between the

maximum and minimum scoring architecture AER scores, conceptually
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representing the tradespace in  AER performance for the given sets of re-
guirements, architectures, and attacks for a given node size run. This is
calculated as below in Eq 4.8, we have have K total architectures analyzed
with N data points where the AER data points are stored as vy, with area
calculated per the trapezoidal rule (Walls 2022).

di = max yi(k) 1rrl1<inKyi(k); i=1:5N

1 kK

N 1 (4.8)

° d + d

AERyc diff = A ITM Xi+ 1
i=1

Conveniently in python this is calculated with:

area_abs = round(np.trapezoid(np.abs(max_values - min_values),
X_range), 2)

4.2.10.4 Metrics for Architectural Simulation Stability

The simulation environment utilizes randomness in various aspects such
as assigning nodes to node type categories, assigned roles to given nodes,
and creating edge / communication connections between nodes based on
role restrictions. Additionally, several of the attack types utilize randomness
in selecting node, edge, or service ports to attack. As such it may be valuable
for the user to be able to run a larger set of simulations around a tighter
set of requirements, for instance a xed network node size, to assess the
variance in di erent aspects of the data results to both understand the data
as well as to have larger averaged data sets by which to make decisions,
approximating Monte Carlo approaches.

For this e ort several stability and variability related metrics have been
chosen. The variance of an individual run as a point-wise variance is
desired and calculated through the below process. First we de ne P arrays

corresponding to each architecture in Eq 4.9.
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y(P) = y(lp);y(zp);:::;yf\f) ; p=12::;P (4.9)

The point-wise variance then becomes Eq 4.10.

(4.10)

In a similar manner the variance of other data points and metrics can
be calculated to look for signs of consistency or instability in the execution

of multiple runs in tightly controlled variable con gurations.

4.2.10.5 Visualization of Attack Performance Data

Below in Fig 4-2 Example of an Attack Specic Resilience Plot is a
generated example resilience plot against a speci c type of attack against
the 4 di erent architectures. In this case the attack is a random edge
removal attack where the communications edges / pathways between the
nodes are targeted and removed creating a reduction in services ow for the
4 services in this instantiated model. The y-axis is the AER metric where
1.0 represents the system functional service baseline and 0 represents the
complete failure of service ow paths. The intent behind a display like
this is to support the system engineer or architect in understanding how
di erent architectures would respond to a speci c attack as a function of
time, or attack progression. This type of display can also assist a planner
in understanding how deep into an attack they can a ord to go before the
network / system defense or restoration actions begin to bring capabilities
back online. It is presumed in most AOA e orts that the native resilience of a

given system is not the only relevant decision factor, and issues of personnel
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based outage response or investment in alternate communications or other
mitigation and restoration activities may be the cost appropriate trade o s.
This plot can assist in the early design phases in exploring those topics in

the context of the architectural options.

Figure 4-2: Example of an Attack Speci c Resilience Plot

It may well be that the user does not know the speci ¢ type of outage or
attack to which the system will be subjected, and the below Fig 4-3 Example
of an Averaged Resilience Plot plot is provided to average and normalize the
visualization plot across the di erent attack types, for which there are 5
deployed in this initial instantiation of the program. In this case the plot is
for the 32 node systems, and you can see the x-axis has been normalized

to a "Totality of Attacks in %". Having an averaged view of the system
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performance under attack or outage can assist in a more generalized view

of system resilience as part of the AoA e ort.

Figure 4-3: Example of an Averaged Resilience Plot

As part of understanding the value statement of the proposed process and
the hypothesis as identi ed in the RH it is useful to see the "AER Tradespace
Area" which is a mathematical and visual representation of the di erence
over the averaged attack performance from the best and worst performing
architectures, as de ned in Eq 4.8 in Section 4.2.10.3. Fig 4-4 Example of
an Architectural Di erentiation Area Resilience Plot represents that visual-
ization of architectural performance di erentiation. The min and max of
each averaged run is used to generate this and the intent is to communicate

to the user the concept of di erentiation between the various architectures,
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and their con gurations / characteristics, to aid in understanding whether
there exists signi cant di erences in the architectures under duress. It
may well be that for certain  AOA e orts that for the chosen architectures
and attacks that if there is not signi cant di erence in performances under
attack that the signi cance of resilience in that decision is reduced, and
other factors become more sensitive and focus on other characteristics are
warranted. In the plot it can be seen that an " AER Tradespace Area Signed"
and an " AER Tradespace Area Unsigned" is included, this is to create seg-
regation between scenarios where the performance of systems cross each
other throughout the attack duration necessitating consideration of the
depth of attack for which performance is most relevant. For instance, if the
plots cross at the end as service delivery converge to 0 but the system has
a requirement for active maintenance and cyber response that occurs after
the rst reduction in capability, the limits of the x-axis for consideration of

the "AER Tradespace Area" should be adjusted.
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Figure 4-4: Example of an Architectural Di erentiation Area Resilience Plot

4.3 Implemented Simulations

Whereas the previous sections have documented the system as imple-
mented in a generic fashion, this section will document the settings, load
les, and assumptions that were used in the speci ¢ implementations that
fed the various process runs that produced the data supporting the Chapter

5 Results.

4.3.1 Common Simulation Con gurations

The nature of the processes proposed in Chapter 3 Methodology and the

software implemented in this section to support its exploration leaves near
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complete con gurability for the system engineer or architect to accomplish
RA related to their unique set of requirements, for their domain, and the
speci ¢ objectives relevant to their supported AoA. For the synthetic data
created in the simulation runs there were a common set of con gurations
made, and this section documents those con gurations. As a common set of
requirement constraints for all architectures and their subsequent attacks
the following were implemented to create a requirements structure set that
aligns broadly with the use case introduced in Chapter 1 Introduction of a
municipality related CPS on top of an ICI environment.

These items are de ned principally in the JSON le, with the below

subset being those relevant to the common con gurations as discussed in

this section.
"node_types" : [
{"type" : "ground_fixed", "percentage" : 40},
{"type" : "ground_mobile", "percentage" : 30},
{"type" : "air_mobile", "percentage” : 20},
{"type" : "space", "percentage” : 10}

1,

"node_roles" : [

{"role" : "DC", "percentage” : 10},
{"role"” : "comm"”, "percentage" : 10},
{"role" : "C2", "percentage” : 15},
{"role" : "ops", "percentage" : 10},
{"role" : "user", "percentage" : 50}
1,
"system_definition" : {

"num_nodes_max" 35,
"num_nodes_min" 19,
"operands" : [
"web_data", "situational_awareness_data",
"systems_control_data", "emergency_response_directions"
1,
"processes" : [
"provide web_data", "provide situational_awareness_data",
"provide systems_control_data", "provide
1 emergency_response_directions",
"consume web_data", "consume situational_awareness_data",
"consume systems_control_data", "consume
1 emergency_response_directions”,
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"transport”

1,

The node types are representative of a category of physical location or
asset type that allows a sca olding for exploring the simulations in the

context of a use case.

Common Node Type Requirement Con guration

Space: These nodes are residing in space and are unless exception
support the role type Comm, representing a space based internet or

communications relay services supporting the municipality.

Air Mobile: These nodes are understood to be airborne assets that
support the municipality and can house personnel based aspects of
the system such as Command Control (  C2), Operations ( Ops), or User

roles.

Ground Fixed: This physical node type represents buildings in the
municipality, such as those hosting the ClI services such as power,
water, or transportation management. These locations are designated

to be able to support roles such as Datacenter (DC) or others.

Ground Mobile: Mobile users and assets supporting the municipality,
which could be personnel moving in response to emergency manage-
ment or regular operations, roles limited primarily to those of C2, Ops,

and User, and for certain architectures Comm.

With the physicality of the node locations represented by the before
mentioned node type, we now de ne the common node roles which represent
a functional aspect of the systems capabilities and activities that are critical

to the functioning and ow of the services.
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Common Node Role Requirement Con guration

" Datacenter / DC: In this requirements base the DC is the location
of a set of web services and controller functions that facilitate a set
of speci ¢ services and movement of operands through the network.
Primarily housed in xed site node types, with the exception of the
"Expanded Cloud / Fog" architecture that pushes processing and media
content relay to the edge allowing for this function to be resident in a

larger subset of node types.

Communication/ Comm : The communications function is a commu-
nications pathway relay structure that supports the interconnection of
other node role types, which can exibly be many of the node role types
given the prevalence of communications technologies (e.g., terrestrial

communications likes, air-to-ground, cellular, space based).

Command Control /  C2: This node role represents a leadership group
of individuals within the municipality that for certain services are a
producer of orders / information ow and in other cases the consumer

of situational awareness information. As a personnel based function it

can inhabit all but the space node role type.

Operations / Ops: This role is intended to be a systems control or
administration team that supports management and control functions

related to the DC.

User: This is intended to be a role of an individual user that will be
interacting with the system for a set of services, capable of residing in

all but the space layer.
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As was discussed in the sectionon  HFGT the term operands corresponds
to an individual datum, unit of item, moving through, transforming, and
being produced and consumed in the system. In this case a set of 4 operands
were chosen to be the items upon which to build the various processes and
services for this system simulation. In the context of this framework the
idea of an operand is most closely aligned with the linguistic concept of a
noun, where as the processes are subject verb pairings, and the services

are full sentences. In this case the operands chosen are de ned below.

Common Operand Requirement Con guration

" web_data: This is a web service data that is created in the DC and
consumed by the user role, in the context of the use case this could be
some critical information service that the managers of the municipality

need to access to support their day to day operations.

situational_awareness_data: This is a data item being generated at the
Ops role and consumed by the C2 user, in the use case this could be
the sta providing information updates up to organizational leadership
via the application environment to provide awareness of municipal

capabilities.

systems_control_data: This is systems control data that ows from the
Ops role type to the DC to support the management and functionality

of the server environments and those functions.

emergency_response_directions: This is emergency direction coming
from the C2 leadership level to the user, perhaps supporting an on-site
emergency response direction function or service.

Now that the operands are de ned, the set of processes that create, move,
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transform, and consume those operands must be de ned. This is a place in
which the ICI aspects of various systems intersecting can be represented in
the system requirements base, for instance an operand of electrical power
being transformed by a process to the creation of the operand related to the
web service that allows the role of the interconnected infrastructure to be
represented in the shared impact or success of the system. In this case the

CPS related processes for this municipal use case are de ned below.

Common Process Requirement Con guration

" provide web_data: This process represents the generation of web data

at the DC.

provide situational_awareness_data: This process represents the gen-

eration of situational awareness data from the Ops team.

provide systems_control_data: This process represents the generated

system control data by the Ops team.

provide emergency_response_directions: This process represents the

generation of emergency response directions from the C2 sta.

consume web_data: This represents the consumption of the web data

by the user.

consume situational_awareness_data: This represents the consump-

tions of situational awareness by the C2 team.

consume systems_control_data: This represents the consumption of

systems control data by the DC.

consume emergency_response_directions: This represents the con-

sumption of emergency response directions by the user role.
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A

transport: This is a generic process that allows the movement of the

operands throughout the communications infrastructure.

In choosing the services to be simulated in this system it was important
to not simply have everything ow from a DC to a user, but to have various
di erent services where data ows from di erent user types for di erent
purposes. The EP sub-portion of the AER metric considers all services and
their pathway to execution separately, and even supports weighting criteria
to allow for some services to be deemed more important in assessing the
state of performance of a system. Many additional services that could ow
from and between di erent node types with allowable bu ering, delays, and
conditions could have been established to facilitate varied types of analysis.

The services chosen for this system are documented below.

Common Service Requirement Con guration

" deliver_web_data: This service is the delivery of web data generated at
the DC, transported by the Comm nodes, and consumed by the user
nodes. This service is representative of web data tra ¢ ows from a
SharePoint or other centralized web server environment that is used

to inform a particular user pool.

deliver_sadata: This service supports the movement of situational
awareness data related to the systems performance or circumstances
that are generated by the Ops team and transported by Comm s to be
consumed by the C2 management team, presumably to support some

decision or oversight roles related the municipality.

deliver_syscontrol: This service supports the ow of system adminis-

trative or system control data from the Ops team and transported by
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Comm to the DC where the data is consumed in the functional control

of the systems.

deliver_emresponse: This service supports the dissemination of emer-

gency management instructions and directions from the C2 sta and

transported by Comm s and consumed by the user team. In a variety of
municipal circumstances this could perhaps be related to emergency

or crucial management of the CI resources.

The categories selected to be implemented in this common con guration
for the various simulations runs are meant to be the minimum necessary to
explore the processes related to architectural di erentiation, and there are

other additional requirements that may be necessary for the user to fully rep-

resent the aspects of the system to make the RA valuable for their  AoA scope.

The creation of modular functions to represent these constraints allows for
the addition of other requirements categories to support modi cation for

their requirements.

4.3.2 Architectures Implemented

This section will provide the speci ¢ settings used in the JSON to describe

the architectures chosen to be used throughout this project. Generally
they were chosen as a spectrum from the most traditional legacy system
architecture, Client / Server, through more advanced and modern cloud
architecture types that push processing and media delivery and bu er
capabilities to the edge of many aspects of the communications network,
namely and Expanded Cloud / Fog con guration. These architectures could
be modi ed trivially, and with additional characteristics of description to

support either the extended analysis of individual hyperparameter aspects
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of individual architectures or for the implementation of other architecture

types that haven't been discussed.

4.3.2.1 Arch Type 1: Client / Server

The rst architecture implemented is meant to represent a simple client
|/ server con guration, where a server in the datacenter is the source of
the service ow with minimal additional datacenters for automated service
fail over. This type of systems architecture for a CPS would represent a
fairly limited or legacy IT con guration where either a dedicated server is
deployed with a single fail over site or cluster, or a minimally diversi ed
virtualized environment is deployed. This conceptual alignment is based
on the description of the Client / Server architecture from Nayabuto et al.
(Geofrey et al. n.d.). To approximate this the JSON con guration le section
for this architecture type allocated the DC role to 10% of the node types under
the restriction of the xed site node type being the only permissible. Comm
nodes were also allocated at 10% to match the fairly monolithic con guration
of a client / server architecture. Communications links were con gured for a
minimum set of four connections for each DC with a 20% redundancy factor
to facilitate service redundancy ow. Likewise Comm nodes were similarly
con gured to have a minimum of 4 connections with 20% redundancy.
The JSON con guration section related to the con guration of the Client /

Server architecture is shown below for reference.

"Client/Server" : {
"node_types" : [

{"type" : "ground_fixed", "percentage” : 40},
{"type" : "ground_mobile", "percentage" : 30},
{"type" : "air_mobile", "percentage” : 20},
{"type" : "space", "percentage" : 10}

1,

"node_roles" : [
{"role" : "DC", "percentage” : 10},
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{"role" : "comm", "percentage" : 10},

{"role" : "C2", "percentage” : 15},
{"role" : "ops", "percentage” : 10},
{"role" : "user", "percentage" : 50}

1,

"comm_laydown? [

{"role" : "DC", "redundancy” : 20, "min_comm_conn:" 4},
{"role" : "comm", "redundancy" : 20, "min_comm_conn:" 4},
{"role" : "C2", "redundancy" : 10, "min_comm_conn:" 2},
{"role" : "ops", "redundancy" : 5, "min_comm_conn! 2},
{"role" : "user", ‘"redundancy": 50, "min_comm_conn:' 2}

I}

4.3.2.2 Arch Type 2: Virtualized / Hypervisor

The next architecture implemented is meant to represent a more mod-
ernized deployment of server and  IT infrastructure where a virtualization
or hypervisor environment is utilized for the hosting of a VM. Typically
these deployments bring with them the ability to support fail over and
redundancy capabilities at the hypervisor VM level that can support an
increased services ow, as well as restoral capabilities that are outside
of this scope. In this case the references utilized to characterize the con-
ceptual performance posture of this systems architecture type was from a
multi-vendor benchmarking assessment from 2017 by Poojara et al. (Poo-
jara et al. 2017). To approximate this the JSON con guration le section
for this architecture type allocated the DC role to 15% of the node types
under the restriction of the xed site node type being the only permissible,
with recognition that a common virtualization con guration is a minimum
3-node cluster. Comm nodes were also allocated at 15% to support the
higher intra-node and inter-datacenter communications structures required
for automated fail over hypervisor systems to operate at municipal scales.
Communications links were increased for allocation to the node role of Ops

to represent the criticality of system administration and centralized control
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of hypervisor virtualized environments. The JSON con guration section
related to the con guration of the Client / Server architecture is shown

below for reference.

"Multi-Datacenter/Hypervisor" A

"node_types" : [
{"type" : "ground_fixed", "percentage" : 40},
{"type" : "ground_mobile", "percentage" : 30},
{"type" : "air_mobile", "percentage” : 20},
{"type" : "space", "percentage” : 10}

1,

"node_roles" : [

{"role" : "DC", "percentage” : 15},
{"role” : "comm", "percentage" : 15},
{"role" : "C2", "percentage" : 15},
{"role" : "ops", "percentage" : 10},
{"role" : "user", "percentage" : 45}

1,

"comm_laydown? [

{"role" : "DC", "redundancy" : 20, "min_comm_conn!" 4},
{"role" : "comm", "redundancy" : 20, "min_comm_conn:" 4},
{"role" : "C2", "redundancy" : 10, "min_comm_conn!" 2},
{"role" : "ops", "redundancy” : 10, "min_comm_conn! 2},
{"role" : "user", “redundancy": 5, "min_comm_conn!" 2}

I}

4.3.2.3 Arch Type 3: Private Cloud

As we begin to explore architectures that involve the concept of the cloud,
we quickly see the manner in which the traditional connections and service
ows for IT management are abstracted away to di erent levels of the system.
In the practical context of the nodes, edges, and services ows there still
exists a bare metal type fabric upon which the services must operate, but
the simultaneous service delivery from a less restricted number of datacen-
ters with higher communications interconnection requirements becomes
prevalent. In this speci ¢ architecture the private cloud is explored, where
the physical location sets that operate server infrastructure is still limited to

the xed ground node types and DC roles, but with a greater number of ser-
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vice delivery points to correlated with the scalable and expansive abstracted
manner in which cloud services can be orchestrated. In 2022 Ma et al.
documented a ranking methodology for various cloud server o erings that
facilitated the understanding and approximations of this architecture within

a simulation framework (Ma et al. 2022). In this case the number of DC
roles and Comm roles increases to 20% of the possible node allocations with

an increase in the communications pathways and redundancy to the C2,
Ops, and user node role types to signify the multi-communications pathway
environment and options traditionally implemented in cloud o erings, even

if private cloud on owned infrastructure. The JSON con guration for that

architecture is included below.

"Private Cloud" : {
"node_types" : [

{"type" : "ground_fixed", "percentage" : 40},
{"type" : "ground_mobile", "percentage" : 30},
{"type" : "air_mobile", "percentage” : 20},
{"type" : "space", "percentage” : 10}

1,

"node_roles" : [

{"role" : "DC", "percentage" : 20},
{"role" : "comm"”, "percentage" : 20},
{"role" : "C2", "percentage” : 15},
{"role" : "ops", "percentage" : 10},
{"role" : "user", ‘"percentage" : 35}

1,

"comm_laydown? [

{"role" : "DC", "redundancy" : 20, "min_comm_conn!" 4},
{"role" : "comm", "redundancy" : 20, "min_comm_conn:" 4},
{"role" : "C2", "redundancy" : 10, "min_comm_conn!" 3},
{"role" : "ops", "redundancy” : 5, "min_comm_conn:" 3},
{"role" : "user", ‘“redundancy": 5, "min_comm_conn! 3}

I

4.3.2.4 Arch Type 4: Expanded Cloud / Fog

The nal implemented architecture, Expanded Cloud / Fog, is meant

to explore the far bounds of modern service delivery networks that push

183



capabilities throughout the network to optimize resilience and service avail-
ability while minimizing communications hops. In 2020 Prokhorenki et

al. analyzed the architectural resilience in cloud, fog, and edge systems
as a survey of existing literature (Prokhorenko and Ali Babar 2020). The
conceptual RA of the densely compact cloud environments with abstracted
service delivery points or fog architectures in uenced the allocations of
resources used to represent that network type here. In the case of expanded
cloud / fog networks aspects of what would traditionally be considered a
DC function are pushed deep towards the network edge, in some cases
running on the application layers of end user device environments such as
the model used for delivery of video content in the mobile phone network
environment. In a use case such as our municipal Cl environment the
complex orchestration infrastructure required to implement and maintain

a network of this type at the scale of the mobile carrier networks is likely
infeasible. However it is not impracticable that the leasing of a service layer
from an existing provider could be part of an architectural assessment of

a municipality for a set of services that are deemed mission critical, as
such it was included to explore that highly resilient architectural possibility.

To approximate these con gurations the DC role is now capable of being
accomplished at 40% of the nodes with a minimum of 6 communications
links for DC and Comm node role types, with increased minimums for the
control and user personnel to approximate the multiple pathways to get to
an edge capable service providing node. In this scenario the restriction to
the DC role to live exclusively at the xed ground site is removed to support
the recognition of mobile service o ering concepts that would be feasible if
a mobile device was running application level support to a service delivery.

The JSON con guration for that architecture is included below.
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"Fog/Expanded Cloud": {
"node_types" : [

{"type" : "ground_fixed", "percentage” : 40},
{"type" : "ground_mobile",  "percentage" : 30},
{"type" : "air_mobile", "percentage” : 20},
{"type" : "space", "percentage” : 10}

]

node_roles" : |

{"role" : "DC", "percentage" : 40},
{"role" : "comm", "percentage" : 20},
{"role" : "C2", "percentage” : 10},
{"role" : "ops", "percentage” : 10},
{"role" : "user", ‘"percentage" : 20}

1,

"comm_laydown? [

{"role" : "DC", "redundancy” : 20, "min_comm_conn! 6},
{"role" : "comm", "redundancy" : 20, "min_comm_conn! 6},
{"role" : "C2", "redundancy” : 10, "min_comm_conn! 4},
{"role" : "ops", "redundancy" : 5, "min_comm_conn!" 4},
{"role" : "user", ‘“redundancy": 5, "min_comm_conn!" 4}

I}

4.3.3 Attacks Implemented

The simulation environment as implemented has ve threats imple-
mented in the threat database, they will each be discussed here for aware-
ness. In each case they are de ned in title and by a unique metric / weighting
in the JSON input con guration le, and then implemented in a python
function unique to that attack’'s function but common in form, input, and
output structure to meet the modularity requirement of this design e ort.
The conceptual choices related to the attack structures are based in part
by a set of literature related to methodologies on attack structures relevant
towards the objective of architectural di erentiation. Kasthurirathna et al.
studied the types of attack structures that were capable of supporting an
identi cation in the ability of speci ¢ architectures to be separated based on
their robustness, a concept here extended for the consideration of resilience.

Kasthurirathna et al. implemented attacks built around the categories of

185



attack as random, degree centrality, betweenness centrality or closeness
centrality based attacks to measure robustness against a set of candidate
architectural models based on legacy bus, ring, and star topologies. In the
study which focused on mechatronic systems, it was noted that the approach
"maybe generalized for complex engineered systems with interdependent
networks" something this praxis attempts to accomplish (Kasthurirathna

et al. 2013).

4.3.3.1 Nodal Based Centrality Attack

The Nodal Based Centrality Attack or Centrality Removal Attack was
implemented and intended to remove nodes from the network based on
their centrality ranking based on betweenness (e.g., its location with respect
to the shortest paths between nodes in the network) based on the graph
network representation of the system as discussed in Section 2.2.2 System
Representation and Implication for Resilience Analysis. The node removal
strategy was based on studies accomplished by Williams in a 2024 Disserta-
tion identifying the signi cance of central node attack strategies for similarly
con gured communications based network systems (Williams 2024). In this
case the program sorts the list of nodes based on centrality, and then the
k-number of nodes pulled from the attack coe cient identi ed in the JSON
con guration are removed by the attack physical_node_removal_tables func-
tion which is passed the myLFES  HFGT representation of the system and
a dictionary le that maps the physical graph node representation to the
Degrees of Freedom ( DOF) references from the HFGT representation, as
well as the name list of nodes to be removed. Once removed the HFGT
representation of the system is updated and the analysis calculates the

resultant EP and AER to compare to the baseline before the next phase of
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attack occurs.

The con guration portion of the JSON is shown below for reference.

"attack types" : [
{"type" : "Centrality Removal Attack", "attack_coefficient” o 1},

I}

4.3.3.2 Nodal Based Eigenvector Attack

The Nodal Based Eigenvector Attack or Eigenvector Removal Attack was
implemented and intended to remove nodes from the network based on
their eigenvector ranking based on the graph network representation of the
system as discussed in Section 2.2.2 System Representation and Implica-
tion for Resilience Analysis. Unlike the previous centrality ranking based
approach, the eigenvector based approach utilizes the recursive importance
ranking concept by which the nodes are ranked based on the importance of
their neighbors vice just laying on a shortest path for instance. The node
removal strategy was based on studies accomplished by Williams in a 2024
dissertation identifying the signi cance of node attacks including eigen-
vector ranking strategies for similarly con gured communications based
network systems (Williams 2024). In this case the program sorts the list of
nodes based on their eigenvector, and then the k-number of nodes pulled
from the attack coe cient identi ed in the JSON con guration are moved
by the attack_physical_node_removal_tables function which is passed the
myLFES HFGT representation of the system and a dictionary le that maps
the physical graph node representation to the DOF references from the
HFGT representation, as well as the name list of nodes to be removed. This
is the same node removal function as was used in the centrality / between-
ness based attack, but used here with a list of targeted nodes sorted by

their eigenvector. Once removed the  HFGT representation of the system is
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updated and the analysis calculates the resultant EP and AER to compare
to the baseline before the next phase of attack occurs.

The con guration portion of the JSON is shown below for reference.

"attack_types" |
{"type" : "Eigenvector Removal Attack", "attack_coefficient" o1},

I}

4.3.3.3 Comm / Edge Based Random Attack

Where as some of the other attacks have focused on the removal of the
node itself, the Comm / Edge Based Random Attack targets the communi-
cations links of the graph for removal. In the context of the implemented
system the edges represent the communications pathways between the
nodes that carry the various services between the nodes. The con guration
of the architectures have created redundancy in various aspects of com-
munications, as such in many cases the removal of a single edge does not
prevent the ow of the service to its node of consumption. Lou et al. in
a 2021 study categorized random communications edge attack strategies
and was the basis for inclusion of this attack in this e ort (Lou et al. 2021).

In this case the program randomly selects the k-number of edges to be
removed from the system based on the attack coe cient identi ed in the

JSON con guration le. The attack_edge_random_removal_tables function

which is passed the myLFES HFGT representation of the system removes
the edges in the HFGT system representation. Once removed the HFGT
representation of the system is updated and the analysis calculates the
resultant EP and AER to compare to the baseline before the next phase of
attack occurs.

The con guration portion of the JSON is shown below for reference.

"attack types" : [
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{"type" : "Edge Removal Attack - Random Attack",
1 attack_coefficient" : 90},

I}

4.3.3.4 Comm / Edge Based Eigenvector Attack

Similar to the previous attack the Comm / Edge Based Eigenvector At-
tack targets the communications links of the graph for removal based this
time on an eigenvector ranking of the importance of the communications
link. This attack would be expected to be more e cient in creating service
reductions due to the organization around the important nodes and their
interconnections, which correspond to primary services ows between major
portions of the network. The cited Lou et al. study references the use of
several centrality / betweenness ranking and eigenvector related method-
ologies for critical communications link targeting during attacks (Lou et al.
2021). In this case the program removes the k-number of eigenvector sorted
edges from the system based on the attack coe cient identi ed in the JSON
con guration le. The attack_edge_ betweenness_removal_tables function
which is passed the myLFES HFGT representation of the system removes
the edges in the HFGT system representation. Once removed the HFGT
representation of the system is updated and the analysis calculates the
resultant EP and AER to compare to the baseline before the next phase of
attack occurs.

The con guration portion of the JSON is shown below for reference.

"attack types" : [
{"type" : "Edge Removal Attack - Betweenness",
1 “attack_coefficient" 20}

I}
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4.3.3.5 Random Services / Port Based Attack

When a system is represented in the  HFGT framework the concept of
the single edge becomes more dynamic, with separate table representations
for aspects of the ow that occur in each direction across an edge that
once represented ow between a specic set of physical nodes and now
represents ow between the  DOF representing sub-functions occurring for
speci ¢ Petri net ows for services traversing those locations. This opens
up the opportunity for a communications based attack approach that more
closely simulates a set of ports or protocols being blocked at a specic
communications or user node location. In a real world scenario where this
was occurring one would expect to see partial impacts without a complete
loss of communications or service impact. To explore this type of attack, and
cognizant of the manner in which the HFGT representation of the system
creates all possible / conceivable ow paths for a given operand through set
of processes and transitions for given ~ DOF the k-metric used from the attack
coe cient is set high enough that the random selection of edge disruptions
are capable of seeing a functional reduction in the services ows to allow the
useful di erentiation of the proposed architectures while under this attack.

In a similar structure to the other attacks a function, the remove_transitions
function is used to manipulate the HFGT representation of the system and

then recalculate the EP and AER metrics for each step in the attack.

"attack types" : [
{"type" : "Random Service Attack", "attack_ coefficient" . 200},

I}

4.3.4 Executed Simulation Run Types

The speci ¢ software runs that were executed in the implementation

con guration to support the Chapter 5 Results are here described to assist
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the reader in understanding the purposes for the runs that generated the

provided data and results.

4.3.4.1 Validation Run Process

The purpose of the validation run was to take a system as de ned in
the literature and import it into the process to conduct an assessment of
the AER metric on it. This was accomplished to facilitate analysis of the
interface between the developed python application and the external HFGT
Toolbox, as well as the ability of the python system to execute the matrix

mathematics to calculate the EP and eventual AER.

4.3.4.2 Nodal Sweep Exploration of Use Case Problem

The primary implementation of the use case described in Chapter 1
Introduction is accomplished by the creation of a generative RA sweep for
the requirements, architectures, and attack structure as de ned in the
JSON for an Ao0A that is considering which architectures would be most
reasonable from a resilience perspective over the size range of 16 to 35
physical locations. In this process the analysis will facilitate the inspection
of the architectures and their resilience over this arbitrary range of sizes
allowing the system engineer or architect the bene t of exploring if there are
trade spaces for performance that change over the size allowing prediction
of performance if system requirements growth drives an increase in network

location size.

4.3.4.3 Bounds and Stability Exploration Run

To support the user in understanding the manner in which randomness

in the simulation or attacks impact resilience this portion of the implemen-
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tation runs a larger set of simulations around a tighter set of requirements,

a 20 node network where the random generation and resulting RA analysis
is accomplished 10 times to explore variability in resilience results and met-

rics. The selection of 10 runs is arbitrary and a smaller or larger number of

runs can be selected to explore aspects of the process as implemented in

this software.

4.4 Limitations of Implementation

For each of the implementation choices made throughout this develop-
ment there are tradeo s with other aspects of the system such as time of
execution. Two speci ¢ choices will be addressed that lead to a limitation
in the scalability of the system as currently implemented.

First, this python program was coded as a single monolithic application,
and was not structured to support parallelism of execution. In the context
of the python language a single Central Processing Unit ( CPU) core, or vCPU
depending on the platform running the application, is used in the execution
of the code. In a practical sense one may have an 8-core CPU or 32-core
server CPU however those resources cannot be used in the execution of the
program if it wasn't structured with parallelism to spin o separate python
instances that can operate on those cores, with the understanding that the
spun o workloads have to be completable in that isolated environment and
then recombined in some way to the larger e ort. This choice was made
for simplicity of the academic e ort to assess the process proposed, vice
the production of an enterprise ready deployable wide scaling application.
Conceptually the modi cation to parallel execution system is reasonable
and straightforward given the nature of the calculation workloads.

The second choice is the representation of the system within the HFGT
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environment, which is mathematically rigorous. As an example, when a 35
node system, with 158 edges, and 4 services is fully translated into HFGT
and the 7 resulting matrices representing all the aspects of the system's
processes, capabilities, services, physical components, state transitions,
and feasibility paths, the largest matrix has 947,244 values. This coupled
with the use of the AER metric for resilience, which calculates EP as every
feasible path through a network for a service delivery in summation, leads
to a large number of calculations and thus execution time as the network
node size grows.

Fig 4-5 is shown below that plots a best t line to the execution times
for the 16 to 35 node sweep that was accomplished with all 5 attacks
simulations run against all 4 architectures in a high attack count (i.e., >15)

per attack. Likewise Table 4-1, contains the tabular list of those execution

times.
Runs 110 Runs 11 20
Run # Nodes Exec (min) Run # Nodes Exec (min)
1 16 220 11 26 48.75
2 17 248 12 27 49.28
3 18 450 13 28 57.03
4 19 950 14 29 89.55
5 20 10.68 15 30 93.25
6 21 1462 16 31 91.27
7 22 31.14 17 32 105.84
8 23 40.47 18 33 162.40
9 24 4272 19 34 174.42
10 25 43.68 20 35 213.65

Table 4-1: Summary of Simulation Run Times
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Figure 4-5: Program Execution Time by Number of Nodes

In both cases, given the stated small municipality use case operating on
top of their CI physical location nodes, the available node sizes provided
still adequate space for the exploration of the process, its concepts, and
outputs. In each case either allocating faster CPU processing power for a
single core, the migration to parallelism and then its execution in a multi-
core / multi-threaded  CPU environment, would allow for much higher node
counts without the time of execution penalty. Or simply it might be required
to accept that for large sweep numbers it might need to run an extended

period of time.
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4.5 Implementation Summary and Value

Throughout this section it has been detailed the manner in which the
process described in Chapter 3 Methodology has been implemented in a
exible python program with a balance of generic and extensible features,
coupled with implementation of use case speci c attributes to explore the
RH. Itis proposed that not only does this application facilitate the evaluation
of this research, but also represents a reasonable software application than
can be extended and improved to support the practical and continuing
execution of a generic RA function for the multiple architecture problem set

leading to early design AoA support.

195



Chapter 5:  Results

The data generated from the process as implemented and explored in
the Chapter 4 Implementation is provided below to support analysis and
exploration against the stated research intent. Each of the implemented
scenarios related to the validation and use case exploration will be explained,
and the generated data summarized and referenced with analysis and pro-
posed insights to each provided for the bene t of the reader in anticipation

of the conclusions proposed in the Chapter 6 Discussion and Conclusions.

5.1 Validation Run Results and Analysis

5.1.1 Validation Run Overview

The validation run is a critical developmental step in the implementation
of the software and mathematics utilized to represent the features and
capabilities of the proposed process. In this case a system con guration,
representative of a requirements base, is pulled from the literature related
to HFGT frameworks into the developed software environment and a mathe-
matical set of processes executed to calculate the EP and AER against this
published system con guration data set. The system referenced in multiple
articles and a book on the HFGT topic from 2019, 2020, 2021, and 2023
respectively (Schoonenberg et al. 2019),(D. Thompson et al. 2020),(Dakota J.
Thompson et al. 2021),(Dakota John Thompson 2023).

The architecture shown in Fig 5-1 is of a four node reference system with
a Water Treatment Facility, a Solar Photovoltaic, User Home, and a Work
Location that provides a framework for the illustration of the HFGT approach

where the physical nodes are transformed into the DOF represented visually
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as vy, representative of their separate role in the di erent functional activities

such as service ows of the di erent operands of the system (i.e., water,
power, a vehicle). In this simpli ed example the concepts relevant to the
ICI and their interaction can be shown in a at network capable of being

analyzed (Dakota John Thompson 2023).

Figure 5-1: HFGT Reference Architecture

In this scenario the XML with the system documented is imported into
the system and manipulated with the results provided in the following

section.

5.1.2 Validation Run Resulting Data

As the system was imported into the python analysis infrastructure it
was noted it represented 3 services, 3 operand types, 83 processes, and 8
resources, leading to a capability count of 664 for this system.

The reference system, which is small in size of both nodes and edges, was
subjected to the before-mentioned random services attack to measure the
reduction in  EP that leads to the comparative =~ AER metric over the number
of runs / attacks. The results of the validation run attack are shown in

Fig 5-2.
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Figure 5-2: HFGT Reference Validation Attack Plot

As can be seen from the plot and the produced data in Table 5-1 the
AER resilience metric reduced quickly under attack as individual service
transition / edges were attacked. This result is expected and reasonable

given number of edges in the HFGT representation of the system.
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Run AER

1 1.00
2 1:.00
3 1.00
4 1:.00
5 1:.00
6 067
7 067
8 067
9 0:.00
10 0:00
11 0:.00
12 0:.00
13 0:00
14 0:00
15 0:00

Table 5-1: Validation Run AER Results

5.1.3 Validation Run Data Analysis

The successful ingest of the system and its requirements base in XML
format into the larger software applications, and the ability to character-
ize its services, processes, operands, and capability sets proves out the
integration activities related to the development of interface to the HFGT
Toolbox and its associated mathematics. The ability to generate the EP and
AER metrics associated with the published system is constructive towards
the validation of the implemented software and mathematics developed to
explore the resilience of systems. The ability to challenge this published
system under one of the developed attack strategies to test resilience shows
a value statement for the analysis even against non-developmental system

con gurations and data sets.
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5.2 Nodal Sweep Run Results and Analysis

5.2.1 Nodal Sweep Run Overview

The intent behind the nodal sweep con guration is the generation of
synthetic systems architectures based on an architecture type and de ned
by the systems requirements as ingested in the JSON input le, across
a range of network node sizes. All con gurations are exposed to attack
from the ve developed attack algorithms and assessed for resilience under

duress as a function of the attack progression.

5.2.2 Nodal Sweep Run Resulting Data

The sweep of this generative design and attack sequence produces a large
number of data plots and system representations, that for completeness are
included in Appendix A, Full Results Data Chart Set. For illustration and to
facilitate discussion of the produced tabular data a single run worth of the
visual plots are provided here. Recall that for each of the four architecture
types the system will produce a graph network representation of the system
using random assignments constrained by a rule set. Those four generated
architecture representations are below.

The rst as shown in Fig 5-3 is the Client / Server con guration for this

28 node con guration with 56 edges.

200



Figure 5-3: 28 Node Generation - Arch 1

The next as shown in Fig 5-4 is the Multi- DC/Hypervisor con guration

for this 28 node con guration with 62 edges.
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Figure 5-4: 28 Node Generation - Arch 2

The next as shown in Fig 5-5 is the Private Cloud con guration for this

28 node con guration with 85 edges.
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Figure 5-5: 28 Node Generation - Arch 3

The next as shown in Fig 5-6 is the Expanded Cloud / Fog con guration

for this 28 node con guration with 121 edges.
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Figure 5-6: 28 Node Generation - Arch 4

To assist the systems engineer or architect in assessing the performance
of each architecture under di erent attack scenarios the below ve plots
are provided corresponding to the ve attack strategies.

The rst shown in Fig 5-7 is the node centrality removal attack that
categorizes the nodes based on aspects of betweenness and then removes
them from the system creating a reduction in services ow. It can be
seen that the targeting of critical nodes creates signi cant reduction in
AER especially when the node reductions increase, highlighting the risk to
adversarial attacks with apriori knowledge of the network and speci c site

or role criticality.
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Figure 5-7: 28 Node Generation - Attack 1

The next shown in Fig 5-8 is a node attack that focuses on the eigenvector,
where the importance of the node is assessed by the importance of the nodal
neighbors to which it is connected. An initial reading of this plot identi es
the target eigenvector removal attack impacts more early the architectures
with less DC redundancy and communications node redundancies, creating

a di erentiation created by this speci c attack approach.
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Figure 5-8: 28 Node Generation - Attack 2

The next shown in Fig 5-9 is a the random edge removal attack where
communications links associated with the HFGT representation of the
system are targeted and removed at random creating varying impacts. The
nature of the random edge attack by viewing the plot would appear to create
a reasonably consistent and smooth reduction in services likely due to

non-critical edge targeting.
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Figure 5-9: 28 Node Generation - Attack 3

The next shown in Fig 5-10 is an edge attack but one that uses the calcu-
lated eigenvector to target edges that support critical node interconnections
to create a more targeted reduction in service. Similar to the e ectiveness of
the eigenvector node reduction attack this eigenvector edge focused attack
creates more meaningful and deep initial impacts to the service delivery
capabilities of the networks, more quickly impacting those architectures

with less communications resiliency.
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Figure 5-10: 28 Node Generation - Attack 4

The last shown is the random services / port based attack approach as
shown in Fig 5-11. This attack presents a more graceful reduction in most
of the architectures service o erings, with those inherently more redundant

architectures enduring longer into the attack cycle.
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Figure 5-11: 28 Node Generation - Attack 5

To facilitate a holistic view of the performance of the architectures the

results across each attack are averaged to provide the below Fig 5-12.
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Figure 5-12: 28 Node Generation - Ave of Attacks

To aid in evaluating whether there is signi cant di erences in the overall
performance of the various architectures the determination of the area
between max and min performances for the selected AER metric is provided
and summarized in Fig 5-13 as identi ed as a metric for architectural

di erentiation in Section 4.2.10.3 Metrics for Architectural Di erentiation.
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Figure 5-13: 28 Node Generation - Architecture Di erentiation

The various derivable metrics for performance previously discussed, such

as the weighted slope, are provided in tabular form in Table 5-2.
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16 1 032 0:10 0:12 26 1 043 0:06 0:08
16 2 029 0:10 0:14 26 2 054 0:05 0:05
16 3 043 0:06 0:07 26 3 067 0:04 0:03
16 4 045 0:07 0:07 26 4 076 0:03 0:02
17 1 030 0:10 0:12 27 1 045 0:05 0:07
17 2 023 0:14 0:15 27 2 053 0:05 0:05
17 3 048 0:06 0:05 27 3 065 0:04 0:03
17 4 045 0:06 0:06 27 4 074 0:03 0:.01
18 1 034 0:09 0:10 28 1 036 0:06 0:08
18 2 032 0:06 0:10 28 2 049 0:05 0:04
18 3 044 0:06 0:05 28 3 063 0:04 0:02
18 4 067 0:04 0:03 28 4 074 0:03 0:.01
19 1 036 0:09 011 29 1 041 0:05 0:06
19 2 040 0:08 0:08 29 2 053 0:05 0:04
19 3 059 0:05 0:05 29 3 0166 0:03 0:03
19 4 066 0:05 0:03 29 4 079 0:02 0:.01
20 1 034 0:08 0:10 30 1 036 0:05 0:07
20 2 037 0:07 0:09 30 2 059 0:04 0:02
20 3 060 0:05 0:03 30 3 064 0:03 0:02
20 4 064 0:04 0:03 30 4 076 0:02 0:.01
21 1 035 0:08 0:10 31 1 039 0:04 0:06
21 2 040 0:06 0:06 31 2 057 0:04 0:02
21 3 055 0:05 0:05 31 3 063 0:03 0:02
21 4 068 0:04 0:02 31 4 071 0:02 0:.01
22 1 032 0:08 0:09 32 1 047 0:04 0:04
22 2 036 0:05 0:08 32 2 053 0:04 0:03
22 3 061 0:04 0:02 32 3 061 0:03 0:02
22 4 075 0:03 0:.01 32 4 076 0:02 (0{0]0]
23 1 030 0:07 0:10 33 1 046 0:04 0:04
23 2 049 0:05 0:04 33 2 050 0:04 0:04
23 3 059 0:04 0:03 33 3 064 0:03 0:.01
23 4 070 0:03 0:.01 33 4 073 0:02 0:01
24 1 035 0:05 0:07 34 1 045 0:04 0:04
24 2 046 0:04 0:04 34 2 050 0:03 0:04
24 3 057 0:04 0:03 34 3 057 0:03 0:03
24 4 073 0:02 0:01 34 4 075 0:02 0:01
25 1 045 0:06 0:07 35 1 043 0:04 0:03
25 2 058 0:06 0:04 35 2 047 0:03 0:04
25 3 070 0:04 0:02 35 3 058 0:03 0:02
25 4 080 0:03 0:01 35 4 073 0:02 000

Table 5-2: Node Sweep Arch Performance Metrics
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This larger set of sweeps may provide value when a speci ¢ node size
count is known, whereas early in the design process the goal of seeing
overall conceptual resilience across a number of scenarios may be more
bene cial. As such Table 5-3 is provided to aid in a summarized view of
the data including the average = AER, the AER slope of each architectures
performance in average across all attacks, and a weighted slope that provides

insight into early attack performance.

Arch  AERye AEI%Iope AERexpslope

1 038 0:06 0:08
2 046 0:06 0:06
3 059 0:04 0:03
4 070 0:03 0:02

Table 5-3: Averages Across All Node Counts by Arch

In aiding the designer in understanding, as they adjust requirements,
settings, bounds of their project, the di erence in average performance we
provide the architectural di erentiation with respect to this specic AER

metric in tabular form in Table 5-4.
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Nodes AERch diff signed AERarch diff_unsigned

16 17:31 1731
17 2697 2697
18 3818 3818
19 33:33 3333
20 32:88 3288
21 34:92 3492
22 44:59 4459
23 40:93 4093
24 3861 3861
25 3557 3557
26 34:50 3450
27 2975 2975
28 3921 3921
29 3857 3857
30 40:75 4075
31 32:37 3237
32 2932 2932
33 28.00 2800
34 3151 3151
35 30:71 3071

Table 5-4: Architectural Di erentiation Metrics

5.2.3 Nodal Sweep Run Data Analysis

The various data generated by the nodal sweep simulation scenario can
be assessed under two separate views, the rst being the claim that this
process can produce data that would be useful in support of the design
processes discussed. From that viewpoint we can see that the architectural
representations of the systems are supportive of the systems engineer or
architect having visual references for the allocation of node types, roles,
and communications resources that are assistive in con rming correct
implementation of requirements into the simulation framework.

Likewise, when looking at individual attack performances such as Fig 5-9
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showing the resilience under a random edge removal attack we can clearly
see the di erences in how each architecture degrades as a function of the
number of edges that are removed from the system, assisting the designer
in understanding how requirements and architectural con guration dif-
ferences perform under duress. In contrast for Fig 5-7 for the centrality
removal attack we see a clustered uni ed reduction in the performance of
nearly all architectures until some slight di erentiation later in the attack,
likely due to the common factors in the service delivery that highlight the
criticality of the subset of central nodes, and given the attacks omniscient
knowledge it is unsurprising that all architectures perform similarly.

The breakout of the nodal sweep run data in Table 5-2 facilitates a
careful review of each architecture and its performance. For instance in the
scenario where no speci c apriori knowledge of the adversary attack pattern
is available and the average performance is accepted, the designer can see
the slope of AER reduction between architecture 1 (i.e., -0.08 for the 21 node
con guration) is twice the rate of architecture 4 (i.e., -0.04 for the same
node con guration) and when coupled with the weighted slopes (i.e., -0.10
versus -0.02) a clear understanding that the Client / Server architecture
declines quicker than the Expanded Cloud / Fog con guration becomes
apparent. The exponential slope data supports an understanding of the
impact of their requirements related to urgency of response and restoral
that can play into the larger AoA e orts.

Fig 5-12 showing the average performance across the ve attacks is
supportive of a broad general view of the performance of each of these
architecture types under attack, and in this case the near uniform sepa-
ration of performance from the less resilient Client / Server con guration

up to the more highly resilient Expanded Cloud / Fog con guration would
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con rm for the designer the resilience attributes when then balancing other

requirement characteristics such as cost and complexity.

5.3 Bounds and Stability Run Results and Analysis

5.3.1 Bounds and Stability Run Overview

The systems engineer or architect utilizing this process is best served
by understanding the role that randomness plays in the generation of the
synthetic architectures, assignments of role types, and communications
link assignments. When generating a single set of architectures and sub-
jecting them to attack, it may be that insu cient repetitions have been
accomplished to draw rm conclusions and the designer may desire to do ad-
ditional equivalent simulations to grow the sample size and have con dence
in the ndings. The purpose of this set of runs is to understand the variance
that exists in the system between identically con gured simulation runs,
and to communicate that to assure there is con dence that the process as
implemented in the software is supporting consistent.

In this scenario 10 runs of a 20 node system utilizing the same archi-
tectures, attacks, and requirements base as the previously discussed node
sweep scenario, are executed with 15 attack iterations. This data is col-
lected and the point-wise variance discussed in Section 4.2.10.4 Metrics for
Architectural Simulation Stability is calculated to draw conclusions about

the variability of the environment.

5.3.2 Bounds and Stability Run Resulting Data

The scenario sequence of runs was completed for each of the attacks and

the 4 architectures, and the summarized variance results are shown in Table
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5-5. In this data we see that for a given attack as applied to each architecture
varies from a minimum variance of 0.0028 AER units to a maximum of
0.0380 AER units. This variance shows consistent performance for each of

the architectures in the context of each attack against that architecture.

Attack Arch Vager

1 (00068
(00100
(00050
00156
(00068
00182
00135
00091
00085
00134
00072
(00036
(00030
00060
(00108
(00380
(00029
00044
00039
00113

O o o0 o0 b BDEOWOWWWNDNNMNMNNERERPREPR
A WONPEFPMAAONEMAAONPEPRAAONED~WODN

Table 5-5: Variance by Attack and Architecture

The same analysis can be accomplished for the average of all attacks
against each architecture, and Table 5-6 contains those results. The vari-
ance ranges from 0.0011 AER units to 0.0069 AER units. The averaging

activity is concluded to providing consistent but diverse results.
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Arch Vamner

1 00018
2 00024
3 00011
4 00069

Table 5-6: Variance Across Average for All Attacks

The values of the architectural di erentiation metric, created by the
area between the minimum and maximum values of the average plot were
assessed for variance, and the results are provided below in Table 5-7. The
variance of 28.378 AER units squared shows a variety in the calculated

di erentiation scores, which ranged from 30.70 to 48.02 AER units squared.

Description Value

Variance in - AERyich i 28.378

Table 5-7: Variance In Architectural Di erentiation Metric

5.3.3 Bounds and Stability Run Data Analysis

The stability analysis data provides su cient data to assist the process
user in understanding the levels of variability to be experienced in the
data produced by the system, necessary to assist in understanding the
tradespace value in the AO0A decision process especially if the values are

close.

5.4 Summary of Results for Architectural Di erentiation

When looking through the lens of this praxis and the desire to show

di erentiation of architectural performance both the Fig 5-13 and the

218



Table 5-4 show clear and consistent di erentiation between the architectures

in relation to the chosen  AER metric over this normalized attack response
dataset. From this posture we see supportive evidence of the satisfactory
validation of the RH that this process can produce a data result capable of

supporting architectural di erentiation based on resilience.

5.5 Summary of Data and Analysis

The data collected throughout this process has ranged from that data
necessary to validate aspects of the process as implemented in the software
system against a system con guration from the the literature, to a wide
ranging sweep of node size scenarios, to nally a stability analysis e ort
designed to assure trust in the system and its data. Metrics were produced
that address the AER value and its averages, total slopes, and exponentially
weighted slopes, as well as data that highlights the architectural di erenti-
ation of this process. In each case the data produced and discussed serves
to illustrate a mechanism to assist a system engineer or architect in the
RA processes related to architectural down selection as well as to provide

supportive evidence for the a rmation of the RH of this praxis.
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Chapter 6:  Discussion and Conclusions

The relevance of the Chapter 5 Results is now discussed in the context

of the research e ort as a whole.

6.1 Summary of Results

The results detailed and analyzed in Chapter 5 Results provide strong
evidence in support of a bene cial capability for the targeted systems en-
gineer or architect to be able to have di erentiation quality RA metrics to
aid in early design architectural decisions. In the cases of the sweep sce-
nario as well as the stability analysis e orts a AERych diff has been recorded
su cient to draw engineering conclusions on the di erences of various ar-
chitectures under attack, and the bounds of the input criteria that drive the
requirements base has been shown to be exible and capable of supporting
diverse RA scenarios.

The process proposed has been shown to be exible and con gurable to
support the stated analysis goals, and extensible to sub-domain analysis
to aid in many manners of comparative analysis to support deeper and
deeper scenario considerations. The data generated provides visualization
and informative plots that aid in tabular or graphical interaction with
the resulting data set and facilitates iterative analysis e orts capable of
supporting deeper technical introspection into the sensitivity of impact of
the requirements base used in the analysis parameters. The results for
stability and variance analysis provide relevant feedback to the designer to
assist in understanding the impacts of randomness to the processes and

drive careful consideration for areas of deployment under speci ¢ scenarios.
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Recall the RH stated in Chapter 1 Introduction was "A modular, model-
based RA framework can be adapted to diverse  ICl domains, requirements,
and threat environments, and will produce measurable architectural dif-
ferentiation, enabling system engineers to incorporate resilience as a dis-
criminating factor in  AoA for early design-phase architectural decisions".
With the development of the software application to explore the bounds
and value statement of the process, it is proposed that the RH is positively
supported and con rmed within the framework of the analysis as presented
throughout this praxis.

The resulting statement of thesis, "The use of a guiding framework and
process set rooted in MBSE is supportive for the presentation of resilience
metrics enabling architectural down selection and resilience maximization
for CPS operating on top of ICI" is likewise supported by the available and

developed evidence.

6.2 Value of Research

It is proposed that the recommended framework and processes, as de-
scribed in Chapter 3 Methodology and executed for cursory analysis in the
Chapter 4 Implementation has the potential to aid the system engineer or ar-
chitect. Throughout the Chapter 1 Introduction the nature of the challenges
and problems that face implementers of Cl and CPS system against a wide
threat environment were discussed. During the Chapter 2 Literature Review
documentation on the prevalence of systems deployed without adequate
resilience was reviewed. In this environment a framework to e ciently
document the relationships between layers of interdependent systems in an
ICI CPS or SOS, followed by a process for conducting architectural RA for

candidates is proposed to support higher likelihood of systems deployed with
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adequate consideration of resilience, or at the very least a more formalized
set of documentation to support broader AOA activities with consideration

of resilience.

6.3 Applicability to Broader Environment

Although the primary focus of this praxis and the implemented activity
was focused on the area of CI, with its primarily civilian focused activity,
there is su cient crossover to areas of national security and defense that it
stands the proposed methodology and process may have extended value.
The areas of SOS, especially as seen at the complexity levels relevant to
the DOD, has broad similarity to the extensive cross dependencies related
to ICl with supported CPS. Chapter 2 Literature Review is replete with
discussions on policy and digital engineering implementations of the USG,
as well as multiple examples of systems failing with insu cient resilience
to match the deployed environment. This makes a reasonable parallel
area for investigation that early consideration of appropriate architectures
for resilience towards and  Ao0A decision is a value added activity to hone
requirements, reduce risk of poorly resilient system implementations, and
seek systems matched to the threat environment. It may also be that
there are options for extension of this resilience framework, methodology,
and process towards areas like healthcare systems where various layers
of interdependence exist within various systems, facilities, personnel /

providers, and capabilities all tied to patient outcomes.
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6.4 Future Research Focus

If given the opportunity to continue on this line of research there are
several opportunities worth consideration that ow from the completed

work.

Opportunities for Future Extensions of Research

" Extension to National Security : The extension of the work e ort
towards the SOS environment in the national security and defense
spaces. Reasonably the framework and process could be modi ed
to be considerate of unique aspects to defense and a nested SOS
environment, to facilitate the common methodology / process to be

utilized to provide value added resilience architectural assessment.

Modeling to Specic Threats : There is a reasonable extension of
this e ort to balance the focus of general resilience to that of spe-

ci c resilience to a targeted anticipated threat environment. Although
general resilience likely provides broadly protective continuation of
functionality, where a system is deployed in an environment that has

a speci c vector of attacks there could be an opportunity for resilience
analysis e orts that focus jointly on broad and speci c RA, and gen-
erate an architectural recommendation considerate of both. Much

like this process uses a library of systems architectures and resilience
metrics, a threat vector database informed by real-world attacks could

be utilized to pair the systems and threats for analysis.

Resilience Metric Determination Process : The current process re-
guires a consideration of various domain or industry speci ¢ factors to

support choosing a speci c resilience metric for the analysis. Chapter
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2 Literature Review identi ed a large set of metrics to chose from, many
focused on speci c utilities like water, but others more generic without
speci c criteria for which metric is the most applicable to each envi-
ronment. Having a speci ¢ process to facilitate structured re nement
of the selection process, as a part of hyperparameter tuning, could

facilitate a more repeatable set of processes.

Static versus Dynamic Analysis : Throughout the analysis e orts

the ability to consider the underlying structure and dependency of a
system to analyze its resilience has been compared to more dynamic
methodologies that consider probabilistic actions. There are likely
system environment scenarios that would warrant one type of analysis

being more appropriate than another. Extending this research to
include core aspects of the process that facilitate a spectrum of RA

across static and dynamic activities could prove valuable.

Fuller SysML Extension : The broader category of RA and its appli-
cability in the MBSE space, especially related to the SysML language,
could be more fully explored. The SysML language de nition supports
many nuanced approaches to modifying the language to accomplish
analysis such as this, and there may be a more formalized method of

supporting RA through SysML that would provide research value.

Integration within MBSA : Given MBSA provides a model based ap-
proach for accomplishing certain aspects speci c to the architectural
design processes, there is a logical extension of the e orts of this praxis

to integrate into a larger MBSA framework, vice being a standalone
resilience analysis e ort. One could envision multiple modules within

an MBSA tool and process set that provide analysis of alternatives
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with speci ¢ metrics for the consideration of the architect, of which

resilience could be one of many.

6.5 Summary of Use Case Applicability

In Chapter 1 Introduction the use case for this research e ort was intro-
duced to guide the exploration of = RA for this architectural down-selection
domain. Now in the closing sections the use case is revisited to understand
how the produced framework and process, and tool suite can assist the
AoA environment as intended. Recall our municipal supporting systems
engineer is working on a technical refresh of a web based data system that
supports the police force's ability to accomplish a critical records lookup
function in the eld. Our systems engineer produced requirements input
for the process and system, selecting a domain relevant AER metric to be
the baseline for the analysis. The system took the requirements and the
characteristics loaded of candidate architectures and produced mathemati-
cal representations of the system upon which RA was accomplished leading
to visual time based representations of per attack and average resilience
performance throughout the attacks, tabular data of average AER metrics,
as well as total slope and exponential slope data, and a set of architectural
di erentiation gures that facilitate an understanding of the total resilience
tradespace.

With this data our systems engineer can inspect the manner in which
this architecture which caries with it other AOA relevant characteristics like
cost, complexity, and issues of lifecycle, would perform against a variety of
threat environments.

To facilitate a deeper exploration of the use case, and the value statement

of the process, tool, and resultant data this section will detail the relevant
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results and their context in the use case system engineering process. To
accomplish this a set of assumptions are necessary both in terms of the
mindset of the hypothetical engineer's decision processes, and of charac-
teristics of the complete project requirements set that is not fully detailed,
however these will be constrained and documented to support the fullest
exploration possible.

Given the assumption that a set of optimization analyses identi ed the
ideal size of the system to meet the requirements was a network size of
28 nodes, the engineer revisits the simulation output displayed below in

Fig 5-12.

Figure 6-1: 28 Node Generation - Ave of Attacks

The system engineer can plainly see from the average attack resilience
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performance that the Fog / Expanded Cloud performed the best and the
Client / Server architecture was the quickest to fail. We'll assume the
requirements basis for the system does not include support for a time
relevant cyber or outage response team so that the consideration of the full
scope of attack performance of the system becomes relevant.

As previously detailed the determination of comparative resilience in
isolation is not su cient for the broader context of the AoA and other
characteristics related to cost, complexity, personnel, and risk must be
considered to reach a "resilience informed" AOA input. When looking at the
architectures supporting the analysis of the 28 node system, which are
included as Fig 5-3, Fig 5-4, Fig 5-5, and Fig 5-6 the engineer recognizes
the di erences in the characteristics of each architecture related to the
number of communications links, the number of data centers, and the
corresponding di erence that creates in the cost basis.

The below Table 6-1 includes the main characteristic di erences between

the generated architectures for the use case scenario.

Arch Name Edges Space Space Edges DC Comm
1 Client/Server 56 3 43 3 3
2 Multi-DataCenter 62 3 45 4 4
3 Private Cloud 85 3 49 6 5
4 Expanded Cloud 121 3 52 9 6

Table 6-1: Architecture Summary Metrics

Also, certain technologies with higher layers of abstraction generally have
software licensing attributes that are cost relevant in both the deployment
as well as the operations and maintenance phases of the system. Let us
assume the engineer has a set of Ao0A criteria that will relate to the number
of space assets, and various attributes related to the communications nodes

and the reoccurring cost for the paths / edges.
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In support of the AoA it will be additionally assumed that a weighted
decision criteria will be used between a set of core criteria established by
the organization for which the system engineer supports. For the purposes

of exploring this use case further the below in Table 6-2 will be assumed.

Criteria  Name Weighting (%)
1 Total Comms Cost 30%
2 DataCenter Operations 10%
3 Total Equipment Costs 20%
4 Manpower Complexity 5%
5 Resilience / Uptime 35%

Table 6-2: Evaluation Criteria and Weighting

To support the broader Ao0A a set of pricing assumptions around the
core characteristics must be made. To address Total Comms Cost the
assumption of a yearly cost basis for all communications on a per node
and per edge basis will be considered, with di ering rates for space and
terrestrial communications. It is assumed that each comm node has a
reoccurring cost of $30,000 and that each space edge $4,500 and each
terrestrial edge $2,000. This data will facilitate the calculation of the total
communications costs. It is further assumed that in support of datacenter
operations a yearly cost of $350,000 exists for each node that hosts a
datacenter, and that the equipment costs per datacenter is $2,000,000
with the costs for user and other node types being negligible in the broader
analysis context. Given the nature of the architecture technology di erences
there is a set of corresponding license and personnel skillset di erences
that will be determined and estimated for these architectures.

With these stated assumptions the selective costs being analyzed are

below in Table 6-3.
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Arch Name Comm DC Ops Equip Labor Total

1 Client/Server $309.5k $1.05M $6M $200k  $7.5595M
2 Multi-DataCenter $356.5k  $1.4M $8M $280k $10.0365M

3 Private Cloud $442 5k $2,1IM  $12M $350k $14.8925M
4 Expanded Cloud $552k $3,15M $18M $500k  $22.202M

Table 6-3: Architecture Cost Comparison

In this exploration we will assume that the evaluation organization is
utilizing an adjusted cost basis methodology for comparing the scal and
non- scal aspects of the architectures within the AOA, requiring non- scal
values to be expressed in terms of dollars. To facilitate this the engineer
takes the AERye Values of the explored architectures and converts them to
a nancial value that considers the outage expenses as a function of impact
to the municipality due to downtimes related to insu cient resilience. This
process allows resilience to be characterized and included directly as a cost
basis into the broader weighted  AoA. It is assumed complete failure of the
system would cost the municipality $20,000,000, and partial failures would
be proportional to that allowing for a weighting based on the AER value.

Table 6-4 expresses the resilience characteristics in terms of costs.

Arch # Name AER_Ave Downtime Costs
1 Client/Server 0.36 $12,800,000
2 Multi-DataCenter/Hypervisor 0.49 $10,200,000
3 Private Cloud 0.63 $7,400,000
4 Expanded Cloud 0.74 $5,200,000

Table 6-4: Average AER and Downtime Costs by Architecture

The engineer now has all the necessary data to provide a complete cost
based picture considering resilience for the AOA e orts, and that is expressed

below in Table 6-5.
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Name Weight Archl Arch2 Arch3 Arch4

Total Comms Cost 30% $92.9k  $107k  $133k  $167k
DataCenter Operations  10% $105k  $140k  $210k  $315k
Total Equipment Costs 20% $1.20M $1.60M $2.40M $3.60M
Manpower Complexity 5% $10k $14k  $17.5k  $25k
Resilience / Uptime 35%  $4.48M $357M $2.59M $1.82M

Complete Costs: $5.89M $5.43M $5.35M $5.93M

Table 6-5: Weighted Criteria Cost Comparison by Architecture

The Ao0A criteria and the various cost structures now allow interpretation
of Table 6-5 based on the lowest cost system being the most desirable,
leading to the ranking of Architecture 3, Architecture 2, Architecture 1,
and then Architecture 4. In this scenario the most resilient system was
the expanded cloud / fog architecture but due to its communication and
personnel costs when informed by comparative RA it was not the optimal
recommendation. The systems engineer recommends Architecture 3, the
private cloud implementation as the most resilient when constrained by the
other AOA characteristics. In this process the system engineer has a greater
understanding of the resilience of the related architectures and has a basis
for the recommendation, and a framework for continued adjustment and
evaluation throughout the process.

The value to the systems engineer of this process and tool set contribution

are summarized as below:

230



Use Case Example Value Statements

" Resilience Estimation: The engineer has a detailed view of the expected

A

resilience of the candidate systems leading into the AO0A, with defensible

data to justify claims during that process.

Response Planning: Through knowing the time phased response of
the system to threats the requirements against system restoral and
personnel response can be iterated to optimize the cost and complex-
ity tradeo s between system architectures and personnel response

mitigation.

Tradespace Analysis: Through knowing the relative di erence in re-
silience performance of the candidate architectures as a function of
attack depth, the engineer can understand if other AOA characteris-
tics become more sensitive in total system value than the di erence
between the input requirements set, which results in that resilience
tradespace, for a cost point. This leads to understanding what if any
resilience driving requirements are necessary to achieve meaningful
system availability in the attack windows under consideration during

re ned iterations.

Architectural Investment Resilience Payo : The engineer has a basis
to iterate and add incremental additions in node or communications
capability to understand what the resultant increase in resilience will
be and determine a price point for resilience improvement to feed

additional analysis.

Basis for Iteration: The engineer now has a saved representation of

the system architectures and their requirements basis upon which
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to iterate to accomplish additional re ned analysis towards an AoOA

recommendation.

6.6 Summary of Research E orts

In this research e ort the problem statement of insu cient RA being ac-
complished for pre-decisional architectural selections, and the rami cations
that can come from deploying insu ciently resilient systems for their threat
environment has been documented. The literature review summarized the
state of RA research and the intersections with the various domains of Cl
and ICI, and where the processes of the practice of Systems Engineering
support AOA e orts that would be supportive of architectural RA and selec-
tion. The concepts of architectural di erentiation were introduced and tied
to the literature with a basis for extending this to the study of resilience
against candidate architectures against literature driven threat types as
exemplars for performance characterization of systems by architecture type.
A process was developed to guide a systems engineer or architect through
the selection of domain speci c resilience metrics, attacks, and candidate
architectures to facilitate an automated RA activity capable of leading to
assessments and di erentiation across multiple aspects of the candidate
systems. Through the implementation e orts a tool suite has been devel-
oped that produces simulation synthetic systems and their mathematical
representation to aid the designer in working through the resilience im-
pacts of given requirements, allowing iteration towards improved resilience
outcomes. A set of visualizations and automated data creation produced
artifacts for the use case systems engineer or architect allowing the nuanced
analysis of system performance considering average performance across

attacks, attack speci c performance, and di erences in early attack versus
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full attack performance.

Throughout this e ort careful consideration has been given to creating
detailed and structured arguments for the statements, conducting su cient
literature research to address the ROs, and the development of a scienti -
cally sound methodology to drive a meaningful analysis and presentation
of data to support the RH, leading to what the author concludes as a suc-
cessful research e ort towards the scope and objectives as outlined. The
a rmation of the RH and statement of thesis are proposed to have been
positively accomplished by this e ort, and a meaningful contribution to the

eld of Systems Engineering is proposed to have been accomplished.
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Appendix A:  Full Results Data Chart Set

The following pages contain the generated system architectures for each of
the node con gurations, as well as the attack plots, and summary analysis

charts.
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