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Abstract

Partly-Pseudo-Linear Cryptanalysis of Lightweight ARX Block Ciphers SPECK and
SPARX

ARX (Addition-Rotation-XOR) block ciphers are useful in applications where
lightweight cryptography is necessary. These designs are not vulnerable to traditional
linear cryptanalysis. We propose a new cryptanalytic technique and key recovery attack for
lightweight ARX ciphers with large words and illustrate it on SPECK and SPARX.

We apply McKay’s pseudo-linear approximation of addition modular 2" to SPECK
32/64. We observe that the attack complexity gets large rapidly, and the attack cannot
go deeper than 6 rounds. This observation motivates our main original contribution: the
Partly-Pseudo-Linear Attack, which combines the pseudo-linear approximation with a linear
approximation using the meet-in-the-middle attack, resulting in deeper key-recovery attacks.
We illustrate our attack on the SPECK and SPARX ciphers, showing that linear distinguishers
that are based solely on Cho-Pieprzyk approximations of addition modulo 2" are improved
by combination with the pseudo-linear approximation. We describe the corresponding key
recovery attacks. We are able to attack more than one-third of the rounds for all variants
of SPECK (more than half for a couple of the variants) and guess more than one half of
the key bits in all except one variant. More specifically, we are able to attack 9 rounds for
SPECK 32/64 guessing 36 of 64 bits, 11 rounds for SPECK 48/96 guessing 45 of 96 key
bits, 14 rounds for SPECK 64/128 guessing 49 of 128 key bits, 12 rounds for SPECK 96/144
guessing 76 of 144 bits and 14 rounds for SPECK 128/256 guessing 173 of 256 bits.

We are able to recover 93 encryption key bits for 9 rounds of SPARX 64/128, 98 key
bits for 9 rounds of SPARX 128/128 and 195 key bits for 11 rounds of SPARX 128/256. For
comparison, we implement fully linear attacks using the Cho-Pieprzyk property and find
that, for all variants of the SPARX family, we are able to recover more encryption key bits

with better bias and lower data complexity using the Partly-Pseudo-Linear attack.
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Chapter 1:  Introduction

A lightweight cipher is designed for use in cryptographic applications on devices with
power constraints, and is designed to have low memory, computational capacity and power
requirements. The ARX block ciphers—which rely on Addition-Rotation-XOR operations
performed a number of times—provide a common approach to lightweight cipher design,
especially because the use of addition makes ARX ciphers more robust to traditional linear
cryptanalysis. For this reason, new approaches to cryptanalysis are necessary to analyze
the cipher. This dissertation presents a new approximation and corresponding key recovery
attack, the Partly-Pseudo-Linear Attack, and illustrates it on the SPECK and SPARX family

as representative examples of lightweight ARX block ciphers.

1.1 Background

In June 2013, a group of inventors from the US’s National Security Agency (NSA) proposed
two families of lightweight block ciphers, SIMON and SPECK—each of which comes in
a variety of widths and key sizes. The SPECK cipher, as an ARX cipher, provides opti-
mal software implementations, while SIMON provides optimal hardware implementations.
Moreover, both families perform well in both hardware and software and offer flexibility
across different platforms [3, 4]. In 2016, Dinu er al. proposed SPARX, also a family of
ARX-based block ciphers [11]. The non-linearity in SPARX is provided by Speckey; a 32-bit
block cipher identical to SPECK 32 except for its key injection.

Pseudo-linear cryptanalysis [20, 19} 21] is a method of analyzing and measuring the
security of an ARX block cipher. The main idea of pseudo-linear approximation is to
examine a window (group of contiguous bits) of size w, for some w < n, and approximate
addition modulo 2" by addition modulo 2". If the carry into the window is estimated
correctly, the approximation will be perfect. The probability of correctness for a random

guess of the value of the window is 2% but the accuracy of the pseudo-linear approximation

1



can be much larger.

1.2 Our Contributions

We propose the Partly-Pseudo-Linear Attack which combines pseudo-linear approximation
with a linear approximation of addition modulo 2" using Cho and Pieprzyk’s property of

modular addition [8},[7]. In particular, our contributions are as follow:

1. We provide an example cipher, reduced-round SPECK, for which a purely pseudo-
linear attack is not sufficient. In this case, we observe that the attack complexity
(because it is a non-linear techniques key bits are required to be guessed) gets large
rapidly, and we cannot go deeper than 6 rounds. We illustrate the purely pseudo-linear

attack with experimental verification for 4 rounds.

2. We propose the approximation of the Partly-Pseudo-Linear Attack as a combination
of a pseudo-linear approximation for a few rounds and a linear approximation for
the rest. Applying the Partly-Pseudo-Linear Attack to the SPECK cipher, we observe
improvements due to our approximation when compared to the use of only the Cho-

Pieprzyk approximation.

3. We further use our approximation to describe and analyze key recovery attacks on
SPECK. We are able to provide experimental results of a few implemented 6-round

attacks verifying our proposal for SPECK 32/64.

4. For comparison purposes, we apply fully linear cryptanalysis on the SPARX family
using the Cho-Pieprzyk property to obtain a linear approximation and a corresponding

key recovery attack.

5. We analyze and illustrate the efficiency of our proposed attack, the Partly-Pseudo-

Linear cryptanalysis, on the SPARX family. We observe improvements on the data



1.3

complexity, bias, and number of recovered key bits when compared to the use of only

the Cho-Pieprzyk approximation.

Comparison with Closest Other Work

On the SPECK cipher, we compare our attack to [6, 1] which present linear distin-
guishers using the Cho-Pieprzyk property. Our key recovery attacks are able to either
go deeper with similar or higher bias, or, when we go only as deep, our bias is higher.
We are able to attack 9 rounds for SPECK 32/64, 11 rounds for SPECK 48/96, 14
rounds for SPECK 64/128, 12 rounds for SPECK 96/144 and 14 rounds for SPECK

128/256 (see Table[L.1).

Note that our approximation is itself a key recovery attack for more than a single bit
of key, because its use requires nonlinear operations with some key bits. Though they
do not discuss this, the linear distinguishers of [6] and [[1] could possibly be extended
to key recovery attacks, bias permitting, by appending rounds of encryption and/or
decryption. In this instance, our attack goes deeper for the variants SPECK 64/96 and
64/128, and as deep for SPECK 48/72, determining a few more key bits. For SPECK
96/96 and 128/128, the data complexity of the attacks of [6,|1] is large enough that
they cannot add encryption/decryption rounds and hence can perform no key recovery,
while we are able to determine 46 (of 96) and 50 (of 128) key bits respectively though
not going as deep. While [6} 1] do not report key recovery, they would need to reduce
their depth in order to determine key bits. In other instances too, when we are not able

to go as deep we often find many more key bits.



N Ref. Number of | Guessed Bias Data Time
Rounds | Key Bit/K Complexity | Complexity
32 [6] 8 LT 2-15 230 230
(] 7 LT 214 228 228
This work 9 36/64 | 2713348 226.68 262.68
48 (6] 9 LT 273 246 246
(1] 8 LT 222 244 244
This work 10 27/72 2722.436 244.872 271,872
This work 11 45/96 224278 248.556 293.556
64 (6] 11 LT 21 202 202
(1] 11 LT 2732 2064 264
This work 13 28/96 273258 265.16 293.16
This work 14 49/128 2734.7 14 269.428 2118.428
96 (6] 12 LT 248 29 29
1] 10 LT 2-47 292 292
This work 10 46/96 272186 24372 28972
This work 12 76/144 2-29.238 258.476 2134.476
128 (6] 13 LT 28 2116 2116
il 11 LT 2—63 2144 2144
This work 11 50/128 9-28.179 956.358 9106.358
This work 13 122/192 | 231299 962.598 9184.598
This work 14 173/256 | 233415 266.83 2239.83

Table 1.1: Summary: linear cryptanalysis of the SPECK family including our contributions

e We find that our proposed combination of Cho-Pieprzyk linear approximations with
pseudo-linear approximations is not necessarily more powerful than attacks that use
other approaches to linear trails, such as Wallen’s approach [28, 12, 17]]. This seems
reasonable, as the correct comparison with these would be a combination of their

linear trails with pseudo-linear approximations, which is out of the scope of this

dissertation.

e The SPARX cipher is fairly new, and the literature on it is limited. The closest work
is a report on linear hull cryptanalysis [14]](see chapter [2)), which presents a linear

distinguisher with similar depth as our partly-pseudo-linear attack. This work does not

* N is the block size and K is the key size.
* LT refers to a Linear Trail used as a distinguisher.
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describe key recovery, but would likely go a round deeper than our work because of
the difference in complexity of linear and pseudo-linear attacks. There is no classical
linear cryptanalysis of SPARX. We are able to demonstrate that the use of partly-
pseudo-linear approximation improves upon attacks relying on the Cho-Pieprzyk
approximation on SPARX family. We have not explored whether it can improve on
other approaches to linear cryptanalysis, such as linear hull and Wallen algorithm
approaches. Table [[.2] summarizes our results on linear and Partly-Pseudo-Linear

cryptanalysis on SPARX family including our contributions.

N/K Type | Number of | Guessed | Bias Data Time
Rounds Key Bit Complexity | Complexity

64/128 LC 9 60 2723 246 2106
PPLC 9 93 y—15.84 932 2125

128/128 | LC 9 1 271 238 282
PPLC 9 08 y—13.73 728 7126

128/256 | LC 10 140 271 238 2178
PPLC 11 195 7—20.42 742 237

* LC refers to Linear Cryptanalysis and PPL refers to Partly-Pseudo-Linear Cryptanalysis

Table 1.2: Summary: Linear and Partly-Pseudo-Linear cryptanalysis of the SPARX family
including our contributions.

1.4 Organization of this Dissertation

This document is structured as follows. In Chapter[2] we briefly review the designs of SPECK
and SPARX and the relevant literature on cryptanalysis. We focus on the most relevant
works, those that discuss linear cryptanalysis of the SPECK and SPARX ciphers. We present
our contributions in Chapters [3{6] In Chapter 3| we present the pseudo-linear attack on

reduced-round SPECK 32/64, up to 6 rounds, with experimental results for 4 rounds. In



Chapter 4, we present our main contribution: the Partly-Pseudo-Linear Attacks on SPECK
32/64, with experimental results and complexity analysis. We illustrate and analyze the
efficiency of our attack on the other variants of the SPECK family; results are described
in Chapter [5] In Chapter [0 we apply both linear cryptanalysis and Partly-Pseudo-Linear
cryptanalysis on the SPARX family for comparison purposes. This section includes our
proposed attack and presents results on all variants of SPARX. We conclude in Chapter [7]

The appendix contains detailed derivations.



Chapter 2:  Related Work

The fundamental objective of cryptography is to enable two parties to communicate securely
over an insecure channel. Cryptographic algorithms and protocols can be grouped into four
main classes: data integrity algorithms, authentication protocols, symmetric encryption, and

asymmetric encryption [25]] (See Figure [2.1).

Cryptographic Algorithms
and Protocols
|
v v v v
Data Integrity Authentication Symmetric Asymmetric
Algorithms Protocols Encryption Encryption
|
v v
Stream .
Cipher Block Cipher
I
v v
SPN Cipher Feistel cipher
Not Not
ARX ARX s ARX
v v
SPARX Speck

Figure 2.1: Cryptographic Algorithms and Protocols classes

An authentication protocol is typically used to establish the identity of entities and data
integrity techniques are used to detect if the data has been tampered with. The purpose of
encryption is to maintain the confidentiality of data. In symmetric encryption both sender
and receiver are peers and share a secret key, which is used for encrypting and decrypting
data. In asymmetric encryption, also known as public key cryptography, one entity has
a special status, and the techniques enable others to encrypt data that only this entity can

decrypt.



This dissertation focuses on symmetric encryption (private-key encryption or secret-key

encryption), see Figure[2.2]

Secret Key

Plaintext Ciphertext |[ Decryption Plaintext

Figure 2.2: Symmetric Encryption

A symmetric encryption cipher may be a block cipher or a stream cipher. The block
cipher is an iterated cipher that takes contiguous bits of the message as a single unit (block)
and encrypts the message block by block. On the other hand, the stream cipher encrypts
messages one bit at a time. The most common block ciphers are DES (data encryption
standard) and AES (Advanced Encryption Standard) [[15].

This dissertation contributes to the area of cryptanalysis of lightweight block ciphers,
designed for use in low computation devices. In section [2.1| we discuss the main approaches
to block cipher design. In section [2.2] we explain the main cryptanalytic methods for the
block cipher. Finally, in section [2.3] we discuss the example block ciphers on which we

illustrate our cryptanalytic technique, the SPECK and SPARX family.

2.1 Block Cipher Designs

Block ciphers require a specific round function (or encryption function denoted by F') and
key schedule. The plaintext is divided in blocks each with n bits. The block cipher is an
iterated cipher which means the encryption function F is applied iteratively for a number of
rounds 7. The round function F for round j takes two inputs: an j' round key &/, where

0 < j < r, and j round plaintext x/ . The round keys are generated by using a secret key K



in the key schedule.

Secret Key
A 4
n bits of .| Block Cipher Rounds N n bits of
Plaintext “|' Function for n-bits “|  Ciphertext

Figure 2.3: Block Cipher

Confusion and diffusion are two important characteristics of the cipher. Confusion
refers to the relationship between the ciphertext and key. In a good cipher, each bit of the
ciphertext should depend on several bits of the key. On the other hand, diffusion refers to
the relationship between the plaintext and the ciphertext. In a good cipher, one bit of the
ciphertext should depend on several bits of plaintext [24].

The following sections address key block cipher design approaches.

2.1.1 Feistel Structures

Figure [2.4 shows how the Feistel structure works. The input plaintext block of size n bits is
divided into two halves, L and R . The round function F is applied to the right half R, and
the output is XOR-ed with the left half L to produce the right half of the output. In addition,
the right half of the input is output for the left half. This means the output of two halves are

swapped.

2.1.2 Substitution Permutation Networks (SPN)

A Substitution Permutation Networks (SPN) is a chain of linked mathematical operations
used in block cipher algorithms. The SPN is built from two main functions for each round,
a permutation and a substitution function denoted by a P-box (diffusion layer) and an S-box

(confusion layer) respectively. For a block length of n bits, the P-box is used to rearrange
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the n bits. The S-box replaces a sub-block of m bits with another sub-block, for a total of
b sub-blocks, where mb = n, and m, b are integers. The round schedule derives the round
keys (k, denotes the round key for the 7" round), and the round key is xored with the state

at the beginning of each round, and at the very end. (See Figure 2.3)) [24]

Plaintext
L R ke —Key
v
X P
(NZAS F <
ky
L R k.1

ﬁ

| Ciphertext

Figure 2.4: Feistel Structure

2.1.3 ARX Block Ciphers

Many modern block ciphers are based on ARX algorithms. ARX denotes: Addition (modulo
2™"), Rotation, and Exclusive-or, the main operations for each round function of the block
cipher. It is fast and cheap to implement these operations in hardware (in terms of the area

required to achieve a given throughput) and software (in terms of code size and memory

10



usage). This is true, in particular, for the software [3].

Plaintext —Key
D< .
M k1
P~
S-Box
LT T
3 ."‘
LT 1717 TI7T TTTI
fi\/ K1
Ciphertext

Figure 2.5: Substitution-Permutation Networks

In an ARX block cipher, confusion is achieved by using addition modulo 2" in the round
function, and diffusion is achieved by using rotation and xor.

Several important properties hold for ARX functions [20]:
1. A round function is comprised of two binary operations over the same set, Z7:

e Addition forms the group Z,»

e Exclusive-or forms the group Zj

2. Addition provides diffusion and nonlinearity (with respect to addition in Z,», for

11



which we have very powerful cryptanalytic techniques) through the carry function.
3. Rotation provides diffusion by rearranging the bits.

4. Addition modulo 2" and exclusive-or do not distribute, making it difficult to simplify

the combination of operations (provides confusion).

o (x®y)Hz# (xBz)® (yHz)

e (xHy)®z# (x02)B(y®2)

We study the example ARX lightweight block ciphers SPECK and SPARX.

2.2 Block Cipher Cryptanalysis

In this section we review several approaches for the analysis of block ciphers: linear,

differential and pseudo-linear cryptanalysis and the Meet-In-The-Middle attack.

2.2.1 Linear Cryptanalysis

Linear cryptanalysis [18]], introduced by Matsui in 1998, is one of the most powerful
and widely used statistical attacks. It is a known plaintext attack where the attacker is
assumed to have access to many pairs of the plaintext and its corresponding ciphertext, all
encrypted with the same key [18]][[13]. Using linear cryptanalysis, an adversary is able to
find a linear expression among plaintext, ciphertext, and key bits which is true with high
probability. This expression thus approximates the non-linear relationship among the bits.
When a good approximation is found, the adversary gains information about the secret key.
Let P[pio, pi1, ---, Pia] denote pio @ pi1 @ ... ® pia, Clkjo,cj1,...,cjp] denote c,o®c;1 @ ... D
Cze» and Kkzo,k;1, ..., k| denote ko @ k;1 @ ... & kze, Where pjo, pit, ..., Pias €jo,Cj1, -, Cjb
and ko, k.1, ...,k,c are specific bits of the plaintext, ciphertext and key respectively. The

approximation has the form:
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P[PiO;Pil ’ "'7pia] @C[cj()vcj]a-"vcjb] = K[kZ07kzl,"'>kZC] (21)

The approximation holds with some probability y. For values of p;, and c;, selected
independently at random (and not necessarily related through the cipher), the probability
that expression holds is exactly % We define the bias of the expression as the deviation
of Pr from this value; that is, € = |y — % . The adversary can determine the number of
required known plaintexts (data complexity) using the bias € [[18,|13]].

In order to combine linear approximations we use the Piling Up Lemma (direct quote

from [18]]).

Lemma 1 (Piling-Up Principle). "Let X; (1 < i < n) be independent random variables
whose values are O with probability v; or 1 with probability 1 — %, Then the probability that

X1P0X2b...8X,=0is:

1 n—1 - _1 L2
3+2 ' T3 22)

Using this Lemma, we can compute the bias of an approximation formed by the combi-
nation of many expressions. More specifically, for two approximations with bias €; and &

respectively, combining them gives an overall bias of:
e=2.¢€8& 2.3)
This can be generalized for n approximations:

n
e=2""]& (2.4)
i=1

Matsui presents in his paper two algorithms [18]. When a high bias linear expression is

found:

1. First algorithm: The expression can be used to form a linear distinguisher for the

cipher, which can detect where the plaintext and ciphertext were chosen independently
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at random, or related to each other through the cipher.

Algorithm 1 Matsui’s First Algorithm, quoted verbatim from [18]
“Step1: Let T be the number of plaintexts such that the left side of equation (2.1) is equal to

ZERO
Step2:

if if T > % (N denotes to the number of plaintexts) then
‘ Guess Kk, k1, ...,kzc] = 0 (When y > %) or 1 (when y < %)

else

‘ Guess Klkz0,k;1, ..., kzc] = 1 (When y > %) or 0 (when y < %)”

end

2. Second algorithm: The expression can be used to recover several key bits for a
reduced-round cipher of r rounds. We use a linear approximation of (r — 1) rounds
and decrypt ciphertexts with all possible key candidates for the 7" round (K"). If C

denotes F~!(C, K"), the linear approximation in this case is as follows:

-~

P[PiO;Pil ) "'7pia] @C[cj()vcj];'“;cjb] = K[kz()akzl ) “'7ch'] (25)

Algorithm 2 Matsui’s Second Algorithm, quoted verbatim from [18]]
Step1: Let 7; be the number of plaintexts for each candidate of K" such that the left side of

equation (2.5) is equal to ZERO
Step2: Let 7, be the maximal value and 7,,;, be the minimal value of all 7;’s

if if | Tax — %’| > | Tin — %| then
adopt the key candidate corresponding to 7},,,, and guess
K[k 0,kz1, ., kze) = 0 (When y > 1) or 1 (when y < 1)

else
adopt the key candidate corresponding to 7;,;, and guess

Klky0,kz1, ... kze] = 1 (When y > %) or 0 (when y < %)

end

14



Matsui shows that the number of plaintext and ciphertext pairs needed (data complexity

N) depends on the success probability desired and is roughly proportional to €2, For

example, N = 2% x 72

corresponds to a 99.80% success rate.

N=0(=) (2.6)

2.2.1.1 Linear Cryptanalysis of Modular Addition

First Approach:

The modular addition operation is nonlinear as an operation in Z,. The result of modular
addition in a certain position is the exclusive-or (addition in Z;) of the two bits in that
position and the carry into the position. The carry, in turn, depends on a non-linear operation
(the and operation, multiplication over Z,) of previous bits.

Cho and Pieprzyk [_8]] describe in their paper the behavior of neighboring bits in modular
additions. Consider ¢ = a b where a,b € {0,1}3? and H corresponds to addition modulo

232 Leta = (ay_1,...,a0), b= (by_1,...,bg) and ¢ = (cy_1,...,0).

Lemma 2. (Practically verbatim from Cho and Pieprzyk [8]) “Let c; be the i'" output bit of

the modular addition. Then, co = ay P bg, c1 = a1 B b1 Bag.bg and for2 <i<n—1:

i—2 i—1
ci=ai®bi®ai1.bi_1®)Y a.b. [] (ar®b)” (2.7)
t=0 r=t+1

According to Cho and Pieperzyk [7]], if Cr(a,b) denotes the carry of modular addition,

from Lemma?2:

i—1 i
Cri(a,b) =ai.bi® Y aby. ] (ar®by), i=0,..,n-2 (2.8)
t=0 r=t+1

Then, obviously, ¢; = a; ® b; ® Cri_1(a,b) for i = 1,...,31. Due to Equation the
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carry Cri(a,b) has the following recursive relation [7].
Cl’[(a,b) :ai.bi@(ai@bi).Cri,l(a,b) (2.9)

All these equations with a;, b; and c; are representing one bit each. In another paper,
Cho and Pieprzyk [8] describe a property of modular addition that removes the carry chain
from equation (2.7 and this property uses consecutive bits. Two consecutive bits can be

approximated as:
. . 3
ci®cir1 =ai®biPBajr1 Dby, with probability P = 1 (2.10)

This means:

Pr(Cri(a,b) ®Cri_i(a,b) =0] = 2.11)

3
4
Removing the carry chain from equation (2.7), using a mask A to mask the bits that we

want to throw away and keep the bits that we are interested in, we can write:

P[?L.(aEEb):),.(a@b)]zg1 (2.12)

The mask A contains exactly the two consecutive bits we are interested in and we can
replace A.(aHb) by A.(a® b) to obtain a linear expression. This approximation holds with
a probability equal to %. Consequently, the bias is equal to %. In fact, equation is
correct as long as the following two cases are avoided, because these two cases do not adhere

to the Cho and Pieprzyk framework [_8]:

1. Bitwise rotation breaks the two consecutive bits. After the rotation, one of these two
bits will be in the most significant bit position (MSB) and the other will be in the least
significant bit position (LSB).

Example: 00011000 >> 4 = 10000001
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2. Bitwise exclusive-or breaks the two consecutive bits. These two bits will be not

consecutive any more.

Example: 00011000 & 00110000 = 00101000

Second Approach:

There 1s another approach to the linear approximation of modular addition, due to Wallén

[27, 26]], implemented on the SNOW 2.0 cipher [23]].

Definition 1 (Correlation). (Verbatim from [27|]) “Let u be the output mask of the modulo

addition and v, w be the input masks. Then the correlation is defined by:

c(u,v,w) 2 2Pr(u.(Z\B2) ®v.Zi ®w.Zy = 0] — 1 (2.13)

where Z1, Z are independent uniform distributed random variables.”

Let Q represent the r-round approximation, Q = (A9, Ay, ...,A,), where A is the input
mask and A; is the output mask of round i and the input of the next round i+ 1. The
correlation of round i is denoted cor; and the correlation of the approximation corg. We can
combine the correlations of the rounds using the piling-up lemma. Thus, corg =[] cor;.

To compute corg , where g : (x,y) — z = xH y, we see that:

\corg(u,v,w)| = [2Prlw-x®v-y=u-z|— 1| (2.14)

Thus the modular addition is approximated by a function of the 3 masks: u, v and w.

There are two approaches to determining useful values of u, v and w:

1. Calculate all possible u, v, w masks and use branch-and-bound techniques to find a

good linear approximation (that is, one with high bias) [26][28]].

2. Liu et al. [17] present a partial linear mask table by using state conversion. The state
conversion can be computed using the standard automaton, (Examples are available

in [9]).
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2.2.2 Differential Cryptanalysis

Differential cryptanalysis was proposed by E. Biham and A. Shamir in 1990 [3]]. Itis a
chosen plaintext attack where the attacker chooses plaintexts and then requests the encryption
for each, using the same key (the key unknown to the attacker). Differential cryptanalysis is
a special type of chosen plaintext attack, where the plaintexts are in pairs, each plaintext and
its paired plaintext have a fixed difference.

Consider two plaintexts, p, p' = p® A, and their ciphertexts ¢ = Ency(p), ¢’ = Enci(p').
Let A = c@ (. If there is a value of A, that occurs with higher probability than would be
if ¢ and p were chosen independently at random and not related through the cipher, then
the encryption function can be distinguished from a random function. In this case, the
differential relation can typically also be used to recover parts of the secret key [5} 22]].

1

1
Pr(Enci(p) @Enci(p® Lp) = A = 3 + B, where B > 3 (2.15)

2.2.3 Pseudo-Linear Cryptanalysis

McKay and Vora present the idea of pseudo-linear cryptanalysis [21} 20, |19]] which aims
to overcome the limitations of traditional linear cryptanalysis by approximating addition
modulo 2" for large values of n with addition modulo 2", for a small window size w,
0 < w < n. In other words, the pseudo-linear approximations use addition modulo 2" and
exclusive-or over a w-bit strings of contiguous bits (windows) instead of using the entire
n-bit strings. McKay and Vora [21] illustrate why this is an improvement over traditional
linear cryptanalysis. Consider the following example:

In Figure there are two n-bit words added modulo 2", only the value of the dark
square, labeled z, is needed and it is of size w in bits. Denote by x and y the operand
windows in the same position as z. Thus, z can be approximated as xH,, y. The correctness

of this approximation is dependent on the value of the carry into the window z.
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Figure 2.6: Addition of two words

Let part(x,s,e) represent bits of the word x in positions [s,e), where s represents the
index of the word that the window starts with and e is the size of this window, 0 < s < n,
0 < e < n, and the least significant bit (LSB) is at index s. We have two scenarios, illustrated
by examples for n = 12. We have two strings added modulo 2!2, z = x B y. The adversary
wants to approximate only a window of 4 bits of z. Thus, part(z,4,4) ~ part(x,4,4) H,

part(y,4,4). Note that the approximation implicitly assumes that the carry into bit s is zero.

1. Suppose x = 001001000100 and y = 100010101010. In this case the approximation

is correct because the carry into the window is correctly assumed to be zero (See

Figure 2.7).

0010 0100 0100 00000100 0000
1000 1010 1010 H,, 00001010 0000HH,

10101110 1110 0000/1110/0000

Figure 2.7: Correct approximation of a window of z =xHy

2. Suppose x = 00100100110 and y = 100010101010. In this case the approximation is

incorrect because the carry into the window is incorrectly assumed to be zero (See

figure [2.8)).
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0010 0100 1100 0000(0100 {0000
1000 1010 1010 H,, 0000/1010 0000H,

1010 1111 0110 0000{1110 0000

Figure 2.8: Incorrect approximation of a window of z = xHy

The probability that the carry is O or 1 is equal to % If we have w = 1, the probability
of guessing the window correctly at random is also % In this case, there is no benefit to

approximating z by x H,, y, which is then a linear approximation. On the other hand, if w is

1

large, the probability of guessing at random the value of the entire window correctly is

and the approximation is correct with a probability no smaller than % (guessing the carry bit
at random would give us a probability % of being correct; but we can do better if we guess
that the carry is zero, see [[19]). Thus the pseudo-linear approximation is more advantageous
if the size of the window is larger.

Additionally, intuitively, for a large window, a non-zero carry will not always affect the
higher order bits. Thus, if one is measuring the number of bits that are well-approximated
by the pseudo-linear expression (in the previous paragraph, we considered only whether the
entire w-bit window was correctly evaluated or not), the higher order bits are more likely to
be correct.

Finally, because addition modulo 2" and exclusive-or do not distribute, the composition
of the pseudo-linear approximation and the key injection includes key bits combined in
a non-linear manner. For this reason, the use of the pseudo-linear approximation for key
recovery requires guessing multiple key bits. In spite of this, we are able to obtain attacks
more efficiently than the brute force attack because pseudo-linear approximations enable

the reduction of the number of key bits from those required by the cipher [21]].
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2.2.3.1 Some Observations Regarding the Addition Window

McKay and Vora [20]] provide some properties of the approximation over addition windows.
Consider two n-bit words, x and y, selected uniformly at random, and a window size w < n.
The following notation is used in the lemmas: (quoted verbatim from [19])

@ Bitwise exclusive-or

H Addition modulo 2"

H,, Addition modulo 2"

H Subtraction modulo 2"

H,, Subtraction modulo 2"

Lemma 3. "Let 0 <s < s+w < n. Then Pr[part (xBy,s,s+w) = part (x,s,s+w) B,

part (y,s,s +w)] > %”

Lemma 4. "Pr|part (xBy,0,w) = part (x,0,w) B, part (y,0,w)] = 1."

Lemma 5. "Pr[part(x®y,s, (s +w)modn) = part(x,s,(s+w)modn) @ part(y,s,

(s+w)modn)] =1."

Corollary 1. "Let 0 < s < n and (s+w)modn < s. Pr|part(x8By,s,(s+w)modn) =

part(x,s, (s +w)modn) B, part(y,s,(s+w)modn)] > 5"

Corollary 2. "Pr[part(xBy,s, (s+w)modn) = part (x,s, (s +w)modn) B,, part (y,s,
(s+w)modn)] = 3."

Corollary 1 is for the case when the window wraps around from the higher end of
the n-bit word to the lower end. If the window does not wrap around in the word, the
corresponding result is presented in Lemma 3.

The use of these equations will lead us to approximate windows derived from a single
addition. However, the ARX block cipher is an iterated cipher. Thus, after the first
approximated addition, the input of all further subsequent additions changes. In particular,
the input for the further additions is dependent on the input of the operand bits that precede

this addition over all rounds approximated [21]].
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2.2.3.2 Pseudo-Linear Approximations of ARX Round Functions

1. Base Approximation
The base approximation is a simple approximation that follows the windows until
the target window. All exclusive-or operations and addition modulo 2" operations are

preserved, assuming that the carry into all windows is O [20].

2. Carry Patterns
A carry pattern is a series of carry values, ¢; € {0, 1} where i denotes to the approxi-

mated addition window that may have a carry into it.

Multiple carry patterns, indexed by j, C/ = (co, ..., i, ...,cm_1) can be constructed for
each base approximation; here j denotes a specific carry pattern for the approximation,
i the approximated window, and m the total number of windows approximated. If ¢; =
1, then the carry going into the i approximated addition window is 1. Thus, the base
approximation is overlaid by the m carry patterns, C/ + base to result in m estimates

of the target window. [21].

3. Computing Bias
If ¢p carry patterns are used, the bias may be experimentally computed to be the dif-
ference between the probability of the approximation being correct and the probability
of correctly guessing a carry pattern at random, with cp tries. The carry patterns will
be correct with probability 55 instead of 2% since each pattern represents a different

approximation. According to McKay [20] the bias is computed using equation ([2.16))

, times correct — W X pairs
bias = airs (2.16)
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2.2.3.3 Comparison to Linear Cryptanalysis

Pseudo-linear attack is clearly inspired by linear cryptanalysis, and there are several differ-

ences that should be noted. Table shows these differences [20]].

Linear Cryptanalysis

Pseudo-Linear Cryptanalysis

The effect of several approximations
can be easily concatenated and simpli-
fied because there is only one operation

(exclusive-or).

The effect of several approximations can-
not be concatenated and simplified be-
cause the two operations (exclusive-or and

addition modulo 2") do not commute.

Combining key bits across rounds into a
single function of the key, independent of

plaintext bits, is possible.

Cannot combine key bits across rounds
into a single function of the key indepen-

dent of plaintext.

The approximation may be used for a dis-

tinguisher as well as for key recovery.

The approximation includes a non-linear
function of key and plaintext bits, and can-
not be used as a distinguisher but can be

used for key recovery.

Approximation of a single modular addi-

tion for large window sizes has low bias.

Approximation of a single modular addi-
tion can result in high accuracy prediction

of large windows.

Table 2.1: The Main Differences between Linear and Pseudo-Linear Cryptanalysis

2.2.4 Meet-in-the-Middle Attacks

The meet-in-the-middle attack was proposed by Diffie and Hellman in 1977 [[10]. It is a
known-plaintext attack, where the adversary attempts to reach an intermediate state from
both ends (plaintext and ciphertext). Thus the adversary encrypts the plaintext Enc(P,k;)

for a number of rounds, and decrypts the ciphertext Dec(C, k) for some rounds to reach the

23



same middle state of the cipher. This is can be written as:

Enc(P,k) = Dec(C, k) (2.17)

The first step of the attack is to create a table with all possible values for one side of the
equation [2.17] Then calculate values of the other side of the equation [2.17] and compare
them with the values of the first side of the equation which are computed earlier and stored
in the table. The adversary searches for a pair of secret keys k; and k;, for which the value

of Enc(P,k;) found in the table is equal to the calculated value of Dec(C, k,) (See Figure

29).

Known Plaintext

2k1
Stored
values

Comparing
results with
the stored
values

Known Ciphertext

Figure 2.9: Meet-in-the-middle attack

Some of the attacks in this dissertation use the meet-in-the-middle attack technique and

some of them do not.
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2.3 Examples of ARX Ciphers: SPECK and SPARX

In this section we review the designs of the SPECK and SPARX ciphers, both ARX ciphers,
and the relevant literature on their cryptanalysis. We focus on the works most relevant to

this dissertation, those that study linear cryptanalysis of the SPECK and SPARX ciphers

2.3.1 The SPECK Cipher

The SPECK Cipher is a family of lightweight block ciphers, proposed by inventors from the
National Security Agency (NSA) in June 2013 [3}4]. A member of the family is denoted by
SPECK 2n/mn, where the block size is 2n and the key size is mn for some m € {2,3,4}.

Each round function in the SPECK cipher has three main operations:

e Addition modulo 2", denoted H,,

e Rotation: right rotation by , denoted > o and left rotation by 3, denoted 8 <<
e Dbitwise XOR, denoted ©

In this construction the block of the plaintext is split into 2 words, left PL and right PR,
which are then added, XORed and rotated by the round function. Figure shows one
round from the SPECK cipher; where X,f (XI{) denotes to the left (right) words of round j
and the K/ denotes to the key of round .

The output of the round function for the left word of SPECK cipher is:

o= (> a) B ok (2.18)

And the output of the round function for the right word is:

= (g << B) D] (2.19)
The parameters specifying the SPECK versions are listed in Table
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Figure 2.10: SPECK round function (j denotes to the number of round).

Block Size, 2n | Key Size, mn | Word Size,n | « | B | Rounds
32 64 16 712 22
48 72 24 813 22

96 23
64 96 32 813 26
128 27
96 96 48 813 28
144 29
128 128 64 813 32
192 33
256 34

Table 2.2: The SPECK Cipher Family.
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2.3.2 Cryptanalysis of SPECK

2.3.2.1 Linear Cryptanalysis of SPECK Cipher

Since the publication of SPECK in 2013 [3| 4], there have been several analyses of the

cipher, most focused on differential and linear cryptanalysis. Beaulieu et al. summarise

the cryptanalysis and implementation results [2]. We focus here on some key results on

linear cryptanalysis, as the focus of this dissertation is to combine linear and pseudo-linear

cryptanalysis. The previous works may be divided into two categories:

1.

Works [6} 1] using Cho and Pieprzyk’s property of modular addition (for more details,
see section [2.2.1.1]) [8,[7]].

These two papers do not have the best results on linear cryptanalysis of SPECK cipher
but they present different techniques using Matsui’s first algorithm with Cho and
Pieprzyk’s property of modular addition. In addition, both of them are focused on

discovering a distinguisher and do not attempt to recover key bits.

Ashur and Bodden (2016) [1]] find a linear approximation of reduced round SPECK
with high bias in variants of SPECK. Bodden (2018) [6]] improves on the approach by
using the Wallén algorithm to increase the number of attacked rounds by one. Table

summarises the results of these works.

Works [28, (17, [12] using Wallén’s algorithm (for more details, see section 2.2.1.1)) [27,
20].

Yao et al. (2015) [28] were the first to implement Wallén’s enumeration algorithm for
the purpose of obtaining linear distinguishers and key recovery attacks on the SPECK
family. For SPECK 32/64, SPECK 48/72, SPECK 48/96, SPECK 64/96, SPECK 64/128,
and SPECK 96/96 they have the distinction of having attacked the largest number of

rounds.
Liu et al. (2016) [17] have the largest number of attacked rounds on the two largest size
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members of the Speck family. They show in their paper that they are able to attack more
rounds on the large SPECK cipher with large key size especially for SPECK 96/144,
SPECK 128/192, and SPECK 128/256. The number of the attacked rounds is larger than
[28]]. Moreover, they present a new search method for linear approximations of the

SPECK family by using the partial linear mask table (pLMT).

Fu et al [[12] present differential and linear trails (hull) for an ARX cipher and implement
their approach on Speck. For the linear trails (hull), they use the Wallén algorithm
and the Mixed Integer Linear Programming model (MILP). Table [2.4| summarises the

results of these works.

This dissertation presents a novel attack: the combination of linear and pseudo-linear
attacks. It illustrates improvements to SPECK attacks based solely on Cho-Pieprzyk approxi-
mations by combining them with pseudo-linear approximations.

This dissertation does not study the combination of Wallen’s approach (Category [2))
with the pseudo-linear approximation. However, we may compare our results with those of

contributions in Category [2] (See Table [2.4).
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N Ref. Number of | Guessed Bias Data Time
Rounds | Key Bit/K Complexity | Complexity
32 [6] 8 LT 2-15 230 230
(] 7 LT 214 228 228
This work 9 36/64 | 2713348 226.68 262.68
48 (6] 9 LT 273 246 246
(1] 8 LT 222 244 244
This work 10 27/72 2722.436 244.872 271,872
This work 11 45/96 224278 248.556 293.556
64 (6] 11 LT 21 202 202
(1] 11 LT 2732 2064 264
This work 13 28/96 273258 265.16 293.16
This work 14 49/128 2734.7 14 269.428 2118.428
96 (6] 12 LT 248 29 29
1] 10 LT 2-47 292 292
This work 10 46/96 272186 24372 28972
This work 12 76/144 2-29.238 258.476 2134.476
128 (6] 13 LT 28 2116 2116
il 11 LT 2—63 2144 2144
This work 11 50/128 9-28.179 956.358 9106.358
This work 13 122/192 | 231299 962.598 9184.598
This work 14 173/256 | 233415 266.83 2239.83

* N is the block size and K is the key size.
* LT refers to a Linear Trail used as a distinguisher.

Table 2.3: Summary: linear cryptanalysis of the SPECK family: Category |1} including our
contributions
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N Ref. Number of | Guessed Bias Data Time
Rounds | Key Bit/K Complexity | Complexity
32 (28] 12 29/64 214 230.87 6021
This work 9 36/64 | 2713348 226.68 262.68
[12] 9 LT 214 NA NA
[17] 9 LT 214 NA NA
48 (28] 11 24/72 220 212 6793
This work 10 27/72 2722.436 244.872 271,872
[28] 12 48/96 2720 243.72 291.93
This work 11 45/96 2—24.278 248.556 293.556
[12] 10 LT 222 NA NA
[117] 10 LT 2722 NA NA
64 (28] 13 31/96 272 254.63 28574
28] 14 31/96 2731 262.73 294.87
This work 13 28/96 273258 20516 293.16
(28] 14 63/128 25 234.80 2117.9
28] 15 63/128 231 262.73 21269
This work 14 49/128 2—34.714 269.428 21 18.428
[12] 13 LT 2-30 NA NA
[17] 12 LT 2-30 NA NA
96 [28] 8 47/96 H—11 22765 2747
This work 10 46/96 272186 243.72 289-72
[28]] 9 95/144 2-11 2765 71227
[17] 17 NA/144 2~ 292 296
This work 12 76/144 2—29.238 258.476 2134.476
[12] 15 LT 274 NA NA
128 (28] 8 63/128 2- 1 228.30 292.69
This work 11 50/128 2—28.179 256,358 2106.358
(28] 9 127/192 21 228.30 2156.7
[17] 18 NA/192 261 2124 2128
This work 13 122/192 2—31.299 262,598 2184.598
(28] 7 191/256 2-1 228.30 2220.7
[117] 19 NA/256 261 2124 2192
This work 14 173/256 2733.415 266.83 2239.83
[12] 16 LT 28 NA NA

* N is the block size and K is the key size.
* LT refers to a Linear Trail used as a distinguisher.
* NA refers to Not Available (not reported in the paper).

Table 2.4: Summary: linear cryptanalysis on the SPECK family, Category compared to
this work
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2.3.3 The SPARX Cipher

In 2016, Dinu et al. proposed the SPARX family of ARX block ciphers [16, |11]]. The
instance of the SPARX family with block size n and key size k is denoted SPARX n/k. The

only operations needed to implement an instance of SPARX are:

e Addition modulo 2!°, denoted B
e 16-bit Rotation: right rotation by i, denoted > i and left rotation by i, denoted i <<

e  16-bit exclusive-or (XOR), denoted ¢

The non-linearity in SPARX is provided by Speckey; a 32-bit block cipher identical to
SPECK 32 except for its key injection (Speckey is denoted by A in Figure [2.1T]and Figure
[2.12). The round function consists of exclusive-or with the key followed by Speckey. In
SPARX 64/128, a linear permutation (denoted by £ in Figure follows three rounds. In
SPARX 128/128 and SPARX 128/256, the linear permutation (denoted by £’ in Figure [2.12)

follows four rounds.

Block Size, n | No. Words, n/32 | Key Size | Steps | No. Rounds/Step

64 2 128 8 3
128 4 128 8 4
4 256 10 4

Table 2.5: The SPARX Cipher Family.
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Figure 2.11: SPARX 64/128. (a) Three rounds function, (b) Speckey and (c) Linear permuta-
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Figure 2.12: SPARX 128/128 and SPARX 128/256. (a) Four rounds function, (b) Speckey
and (c) Linear permutation.



2.3.4 Cryptanalysis of SPARX

The SPARX cipher is a very recent design, proposed in 2016 [16, [11]]. The literature on
SPARX is hence limited. Most of the literature is focused on differential and linear (hull)
cryptanalysis. The closest work is a 2020 report on linear hull cryptanalysis [14]. Huang and
Wang present an automatic algorithm to search for the optimal linear (hull) characteristics

on ARX ciphers using Wallen’s algorithm for modular addition [26]. Table [2.6| summarizes

the comparison between our contributions and [[14].

N Ref. Type Number of | Guessed Bias | Data | Time
Rounds | Key Bit/K

64 [14] Linear Hull 11 LT 2728 | N/A | N/A
[14] Linear Hull 10 LT 2722 | N/A | N/A

This work LC 9 60/128 2723 | 286 | 2106

This work | PPLC 9 93/128 | 271384 | 232 | 21

128 [14] Linear Hull 10 LT 2723 | N/A | N/A
[14] Linear Hull 9 LT 2718 | N/A | N/A

This work LC 9 44/128 2719 | 238 | 282

This work LC 10 140/256 | 2719 | 238 | 2178

This work | PPLC 9 98/128 | 271373 | 228 | 2126

This work PPLC 11 195/256 | 272042 | 242 | 22

* PPLC refers to the Partly-Pseudo-Linear Cryptanalysis and LC refers to the Linear Cryptanalysis

* N is the block size and K is the key size.

* LT refers to a Linear Trail used as a distinguisher and NA refers to Not Available.

Table 2.6: The results of this work and the linear hull cryptanalysis on SPARX cipher.
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Chapter 3:  Pseudo-Linear Cryptanalysis Attacks on Reduced-Round SPECK
32/64

The ARX lightweight ciphers have three main operations; addition, rotation and exclusive-
or. The modular addition operation is nonlinear as an operation in Z; as it consists of an
exclusive-or and a carry. As we mentioned in chapter 2] we can approximate the addition
mod 2" by addition mod 2", where 1 < w < n, in ARX functions that use large words (e.g.,
32-bit words or 64-bit words).

In this chapter, we implement pseudo-linear cryptanalysis on reduced-round SPECK
32/64, by deriving pseudo-linear approximations for 3, 4 and 6 round attacks on SPECK
32/64. That is, we approximate addition mod 2" by addition mod 2", for w = 2,3, 4, using
some carry patterns for each approximated addition window unless its right end is at the
least significant bit (LSB) of the word.

Additionally, in this chapter, we present results of several experiments that validate
our pseudo-linear attack on SPECK 32/64. For each experiment, we present the bias, data
complexity, recovered key bits, and the time complexity. The data complexity is the number
of plaintext and ciphertext pairs that are used in the approximation and is denoted #pairs.
The recovered key bits for each approximation is denoted #keybits. The time complexity
is proportional to 2#Pairs . p#keybits which is the number of times the approximation is
computed. Note that, unlike in linear cryptanalysis, the operation includes the non linear
carry operation.

The following describes notation used in this Dissertation:
e fH,: Addition modulo 2"

e H,: Subtraction modulo 2"

e @: The bitwise exclusive-or

e >>,: r-bit right rotation on an n-bit word

® <K, r-bit left rotation on an n-bit word
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e PL(CL): Left word of the Plaintext (Ciphertext)
e PR(CR): Right word of the Plaintext (Ciphertext)
e xl/=!: Left half of input to the j* round

e xr/~!: Right half of input to the j/* round

. x{ ~! window 7 of state x at round J

o xl/(i,i+w): window ¢ with size w of the Left word x, where the MSB is at i and the
LSBisati+w—1,for0<i<zand1<w<3

° xrtj (i,i+w): window ¢ with size w of the Right word x, where the MSB is at i and the
LSBisati+w—1,for0<i<Zand 1 <w< 3

e xI/(i): Bit at index i of the window where 0 < i < w the Left word x

e xr/(i): Bit at index i of the window where 0 < i < w the Right word x

3.1 3-Round Attack

We begin our work by implementing the pseudo-linear cryptanalysis on 3 rounds of SPECK
32/64. This attack will be in one direction and is not a meet-in-the-middle attack. We present
here three experiments with window sizes w = 4,3, 2.

The first addition operation on the first round function is before the key round injection,
thus it can be performed for the full word without windows or carry patterns. The new left
word is denoted by NewPL. The number of key bits needed in these approximations depends
on the window size. We require 22, 18 and 12 bits respectively for window sizes w = 4,3, 2.
Table 3.1|shows the approximation for x/7(1,5). Recall that x(i,i + w) is a window of size

w beginning at MSB i and ending at LSB i +w — 1.
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Round | Left Word Right Word

1 NewPL = (PL>>>T7)H6 PR xri = (PR(12,16) << 2) ®xl|
xl] = NewPL(10,14) @kl (10,14) xr} = (PR(5,9) < 2) @ x1
xl} = NewPL(3,7) ©ki(3,7) xr} = (PR(3,7) < 2) ®xl]

xl} = NewPL(1,5) ©ki(1,5)

2 xlF = ((xld >>7)Baxr]) ®k3(10,14) | xr? = (xr) < 2) ®x13

xl2 = ((xI} >>7)Byxrl) ©k3(1,5)

3 xlf = ((xl > 7)Baxr?) ®k3(1,5)

Table 3.1: the pseudo-linear approximation for x/3(1,5).

In Figure we show how we drive our target window xlf (1,5) through three rounds
of SPECK 32/64. The pseudo-linear approximations for window sizes: w = 3,2 are available
in the Appendix |A.1

The bias for the pseudo-linear approximation of three rounds of SPECK 32/64 (see Table
is equal to 27239, This approximation is for w = 4 and we used two carry patterns. We
are able to recover 22 bits of the key. We implement this attack on three different randomly
selected keys (Key1, Key2, and Key3) to validate this attack. Table [3.2] summarizes our
results for w =4,3,2.

The correct values for Keyl, Key2, and Key3 are always from among the top five

estimates. When the correct value is not the top estimate, it differs in a couple of bits.
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Figure 3.1: Pseudo-Linear approximation for 3-rounds of SPECK 32/64

37



Guessed Key Bits

Approximation Window Bias Time | Data
Keyl Key2 Key3

Table ’;‘ 4 bits 22/22 20/22 20/22 27236 | 26 228

Appendix [A.1 3 bits 17/17 16/17 17/17 27236 | 26 223

Appendix [A.1 2 bits 12/12 12/12 11/12 27241 | 26 218

Table 3.2: Result of the pseudo-linear approximation on three rounds of SPECK 32/64.
Window size is 4 bits

3.2 4-Round Attack

In this attack, we expand the number of rounds by one more round, thus the implementation
of the pseudo-linear cryptanalysis is on four rounds of SPECK 32/64. This attack is a
meet-in-the-middle attack with a 4-bit window approximated by two rounds in the forward
direction and two rounds backward. This attack’s approximation requires 22 key bits. The
first addition operation is before the key round injection, thus it can be performed for the full
word without windows or carry patterns, and is denoted NewPL in Table [3.3] which shows
the approximation for 4 rounds meeting at x/7(12, 16). Note that x(i,i +w) is a window of
size w beginning at MSB i and ending at LSB i +w — 1.

Figure [3.2] shows how we drive our target window through two rounds of SPECK
32/64 and how a meet-in-the-middle attack works for four rounds. The pseudo-linear
approximations for windows of sizes w = 2 and w = 3 are available in the Appendix[A.2]

The first two rounds have no errors and the third and fourth rounds have a bias 2714,
Table [3.4] shows the results of these approximations.

The bias for the pseudo-linear approximation above is experimentally computed as

described in chapter 2] using equation (2.16)).
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Round | Encryption Decryption

1 NewPL = (PL>>7)B,4 PR

xl} = NewPL(12,16) ©k} (12,16)

xl3 = NewPL(5,9) ®k}(5,9)

xrl = (PR(14,18 mod 2*)) < 2) @ x|

2 xl? = ((x1y > 7) Boxr]) ®k3(12,16)
xl% Exl?
3 Xl = (I Dk (3,7)) Bhxry)) << 7
xr% ((xlé@x@)) > 2
4 xl3 = ((CL(8,12) ®k;(8,12)) B xry) << 7
xlf = ((CL(10,14) ®k{(10,14)) By xr) << 7
xrt = (NewCR(8,12)) > 2
xry = (NewCR(6,10)) > 2
xr§ = (NewCR(15,19mod2%)) > 2

NewCR =CL®CR

Table 3.3: 4-round pseudo-linear attack, meeting at x/7(12,16)

Guessed Key Bits
Approximation Window Bias Time | Data
Key1l Key2 Key3
Table ’;‘ 4 bits 22/22 20/22 22/22 27154 | 26 228
Appendix |A.2 3 bits 17/17 16/17 17/17 27157 | 26 223
Appendix |A.2 2 bits 12/12 12/12 11/12 2161 | 26 218

Table 3.4: Results of the pseudo-linear approximations: four rounds of SPECK 32/64.

3.3 6-Round Attack

The maximum number of rounds we can analyze for key recovery attack in SPECK 32/64

using the pseudo-linear approximation is 6 rounds. We are limited by the fact that there are
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several key bits involved in the approximation and the pseudo-linear cryptanalysis requires
the adversary to try all possibility of the key bits that are involved in the approximation.
Using this approximation 44 key bits may be recovered with data complexity 2'° and time
complexity 274,

Table 3.5shows the approximation for six rounds meeting at x/7(10,14).
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Figure 3.2: 4-round pseudo-linear attack on SPECK 32/64
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Round | Encryption Decryption

1 NewPL = (PL>>>7)®6 PR

xl} = NewPL(12,16) © k! (12,16)

xld = NewPL(10,14) @k} (10, 14)

xl3 = NewPL(3,7) ®k3(3,7)

xrl = (PR(14,18 mod 2*) << 2) @ xl}

xrd = (PR(12,14) <« 2) ® x1}

xrd = (PR(5,9) << 2) ®xl4

2 xl? = ((x1} >>7)Byxr)) ©k3(10,14)

xI3 = ((xl] >>7)Baxr}) ©k3(3,7)
xrf = (xr] << 2) ®xl}

3 xli = (x5 >>7) By xr?) ©k3(10,14)

xli = xlf

4 xlf = (xl3 &k} (1,5)) Baxr})
xrt = (xI{ ®xr})

5 xly = (xI§ ©k7(6,10)) Baxr3
xl3 = (xS ®k3(8,12)) By xr3
xry = (xI ©xrf)
xry = (xl§ Hxrf)
xry = (xI§ ®xrl)

6 xl = ((CL(4,8) ®k$(4,8)) By xrl) << 7
xl8 = ((CL(15,19mod 2*) & k§(15,19mod 2*)) By

xrd) <« 7
xI§ = ((CL(13,17mod 2*) & k§(13,17mod 2*)) By

xr§) <« 7
xl§ = ((CL(11,15) & k§(11,15)) By xr$) << 7
xr$ = (NewCR(13,17mod 2*) > 2)
xr§ = (NewCR(11,15) > 2)
xr§ = (NewCR(9,13) >>2)
xr§ = (NewCR(4,8) >> 2)

= (NewCR(2,6) >>2)
NewCR =CL®CR

Table 3.5: the approximation for 6 rounds 4pzseudo—linear attack meeting at xlf(lO, 14).




Chapter 4:  Partly-Pseudo-Linear Cryptanalysis with Illustration on SPECK 32/64

In this chapter, we present a new attack for the ARX block cipher which we term the

Partly-Pseudo-Linear Attack.

Definition 2. Partly-Pseudo-Linear Attack is a meet-in-the-middle combination of pseudo-

linear and linear attacks.

We show that linear cryptanalysis relying on Cho-Pieprzyk approximations of modular
addition is improved by replacing some rounds of linear approximation with pseudo-linear
approximations. Using the approach of Bodden and Ashur [6, 1], we find the longest
linear trails to approximate a window of two consecutive bits in each direction (forward
and backward). Of these, we choose the trail(s) that would combine with a lower-error
pseudo-linear attack.

We describe two methods to implementing the Partly-Pseudo-Linear attack on SPECK

family:
1. Direct Method: drive a specific window through the cipher.

2. Simplified-cipher Method: Use the framework of Cho Pieprzyk to search all possible
pairs of two consecutive bits over the length of the mask A. The final linear approxi-
mation approximates the xor of the two bits of the chosen window, and is combined

with a pseudo-linear approximation of the other rounds of the reduced-round cipher.

The bias of the resulting Partly-Pseudo-Linear approximation hence consists of two parts.
The first part is the bias of the xor of the bits of the window when the window is computed
using the pseudo-linear approximation; this is determined experimentally. The second part
is the bias for the linear approximation computed using traditional linear approaches. The
combination of these two biases using the piling up lemma allows us to determine the

number of plaintext and ciphertext pairs that we should use in our experiments.
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The Partly-Pseudo-Linear cryptanalysis is a key recovery attack. These types of attacks
enable the adversary to gain some information about key bits, including recovering their
values. In our proposed attack we recover only the key bits involved in the pseudo-linear
approximation, and do not attempt to determine the xored key bits, which are hence not
counted in the number of key bits determined. This makes a difference of a single key bit
and does not change the significance of any results.

In this chapter, we first present the two methods to implementing the Partly-Pseudo-
Linear attack on SPECK 32/64. Then we illustrate and analyze the efficiency of this attack.
In the last section, we present a comparison between the results of the two methods of

Partly-Pseudo-Linear attack and the Pseudo-Linear attack of the previous chapter.

4.1 Direct Method of the Partly-Pseudo-Linear Cryptanalysis

In chapter [2| (section [2.2.1.1]), we described in detail existing approaches to the linear
cryptanalysis of modular addition. We will illustrate partly-pseudo-linear cryptanalysis
using Cho-Pieprzyk approximations on the SPECK 32/64 round function.
Recall equation (2.10): ¢; D cir1 =a;i B b D ajr1 ®biyr1, with probability P = %

The SPECK round function defines the left (x;) and right (xg) words as follows, (see
chapter [2):
Recall equation : = (> a) B, ek
Recall equation (2.19): x}, = (xk ' << B) @ x)

In the round function, the addition operation is the only non-linear operation. we can

rewrite the equation of the left word (2.18)) for two consecutive bits using the equation (2.10)
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as:

xi(a) @xi(a—# 1)=
(g (> a)ox (b+1>>a)
| | (4.1
e (x}{l(a) @xﬁ{l(a—f— 1))

D (kj_l(a)®kj_l(a+ 1))

Equation ll holds with probability %, and we may use it to approximate several rounds
of SPECK as long as the window is not split up by rotation or xor (see chapter [2)).

We illustrate this method with implementations on 4, 5 and 8 rounds of SPECK 32/64.

4.1.1 4-Round Attack

As mentioned earlier, this attack is a meet-in-the-middle attack. The two rounds in the
forward direction use pseudo-linear approximation and the two rounds in the backward
direction use linear approximation. The window size is two bits, w = 2. 6 key bits are
recovered.

In this attack, we do not need to consider carry patterns for the following reason. In the
first round, the addition operation is before the key round injection; thus, it can be performed
for the full word without consideration to the window and the carry into it. In the second
round, the addition window is at the least significant bit (LSB); thus, we know for sure
there is no carry coming to our target window. Because the pseudo-linear approximation is
correct if the carry is correctly estimated, we are able to exactly compute the window with
the pseudo-linear approximation.

Table shows the approximation for four rounds meeting at x/ % (14,16).

e Bias: The bias for this approximation is equal to the bias of the linear approximation,
274, as the first two rounds are computed with no error through the pseudo-linear

approximation.
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e Data complexity: We use the square of the inverse of the bias of the linear approxi-

mation, that is, we use 28 P/C pairs.

e Time complexity: Thus the time complexity is proportional to 28 x 26 =214

Round | Encryption Decryption

1 NewPL = (PL>>7)H,6 PR
xl} = NewPL(14,16) © kl(14,16)
xl3 = NewPL(7,9) &k} (7,9)

xrl = (PR(0,2) << 2) ®xl}

2 |l = (1) >>T7) Baxr]) ©k7(14,16)
xl2(0) & xl3(1) = x13(0) @ xi3 (1)
’ 3 = (ald ®xr]) < 7
xr} = (xlf &xr§) >>2
) xly = (CL(12,14) @xr3) << 7

(
xlf = (CL(10,12) ©xr}) < 7
xr} = NewCR(8,10) >>2
xry = NewCR(10,12) >> 2

xr§ = NewCR(1,3) >>2

NewCR =CR&CL

Table 4.1: The Partly-Pseudo-Linear approximation for 4 rounds meeting at x/ % (14,16).

We carried out three experiments to implement the 4-round attack of Table d.1] each
with a different key (denoted Key1, Key2, and Key3) chosen at random. We used a fixed set
of 28 plaintexts for all experiments, also originally chosen at random and independent of the
key choices. We consider the top five guessed keys. The correct values for Keyl, Key2, and
Key3 are always from among the top five estimates. The results are summarized in Table

)
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Guessed Key Bits

Approximation Window Bias Time | Data

Keyl ‘ Key2 ‘ Key3

Table 2 bits 6/6 ‘ 6/6 ‘ 6/6 24 214 28

Table 4.2: Experimental Results for Partly-Pseudo-Linear approximation: four rounds of
SPECK 32/64, with window size 2 bits

4.1.2 5-Rounds Attack

In the 5-round attack, we increase the number of approximated rounds using the pseudo-
linear cryptanalysis by one. Thus, the attack consists of three rounds of pseudo-linear
approximation (forward) and two rounds of linear approximation (backward). 12 key bits
maybe recovered. The window size is two bits, w = 2, as in the four-round attack.

The following Table 4.3|shows the approximation for five rounds meeting at x/ f(14, 16).
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Round | Encryption Decryption

1 NewPL = (PL>>>7)H,4 PR

xl} = NewPL(14,16) © k! (14,16)
xl3 = NewPL(7,9) ®k}(7,9)

xl3 = NewPL(0,2) & k3(0,2)
xrl = (PR(0,2) << 2) ®xl}
PR(9,11) < 2) ®xl}

xr2

xrl = (PR(2,4) << 2) ®xl]

(x> 7) Baxrd) ®k3(7,9)

xr} << 2) i}

(
(
(
2 xl? = ((x1} >>7)Byxr]) @ k3(14,16)
=(
(
(

2
2
2
AT =
xli = (x5 >>7) By xr?) ©k3(14,16)

x3(0) @ xI3 (1) = xI1(0) dxlf (1)

4 xlf = (xly ®xr}) < 7

xrt = (xI{ ®xr3) >>2

5 xl3 = (CL(12,14) dxry) << 7

(
xly = (CL(10,12) ®xr7) << 7
xr} = NewCR(8,10) > 2
xry = NewCR(10,12) >>2
xr; = NewCR(1,3) >>2

NewCR=CR®CL

Table 4.3: The Partly-Pseudo-Linear attack approximation for 5 rounds.

Additionally, in Figure .1) we show how we drive our target window through both

approximations.
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Figure 4.1: The Partly-Pseudo-Linear attack for 5-rounds of SPECK 32/64

e Bias: The bias for this approximation is a combination of the experimentally-

determined bias of the pseudo-linear approximation of the exclusive-or of the two-bit
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window (2793%) and the bias of the linear approximation (2~%) using the piling-up

lemma: 2—0.39 . 2—4 — 2—4.39

e Data complexity: We use approximately the square of the inverse of the bias of the

linear approximation . We use 2° P/C pairs.

e Time complexity: Thus the time complexity is proportional to 2° x 212 = 22!

In the pseudo-linear approximation there are three addition windows, of which two begin
at the least significant bit. The carry corresponding to each of these windows is hence zero.
We found that assuming a carry of 0 or 1 in the third window gave similar results for the
attack.

We carried out three experiments to implement the 5-round attack of Table 4.3] each
with a different key (denoted Key1, Key2, and Key3) chosen at random. We used a fixed set
of 22 plaintexts for all experiments, also originally chosen at random and independent of the
key choices. We consider the top five guessed keys. The correct values for Keyl, Key2, and

Key3 are always from among the top five estimates. The results are summarized in Table

Guessed Key Bits

Approximation Window Bias Time | Data

Keyl ‘ Key2 ‘ Key3

Table 2 bits 12/12 ‘11/12 ‘12/12 2439 | 721 29

Table 4.4: Experimental Results for Partly-Pseudo-Linear approximation: five rounds of
SPECK 32/64, with window size 2 bits

4.1.3 8-Rounds Attack

The maximum number of rounds we can analyze for key recovery in SPECK 32/64 using
the first approach of Partly-Pseudo-Linear approximation is 8. We are limited by the fact
that there are several key bits involved in the pseudo-linear approximation and the low-bias

of the linear approximation. In this attack, we use a pseudo-linear approximation for four
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rounds in the forward direction and a linear approximation for four rounds in the backward
direction. Using this 8-round Partly-Pseudo-Linear approximation, 22 key bits may be

recovered. The approximation for this attack is available in the Appendix,

e Bias: The bias for this approximation is a combination of the experimentally-
determined bias of the pseudo-linear approximation of the exclusive-or of the two-bit
window (2724?) and the bias of the linear approximation (2~'%) using the piling-up

lemma: 2—2.42 . 2—14 — 2—16.42

e Data complexity: We use the square of the inverse of the bias of the linear approxi-

mation, 23234 P/C pairs.

e Time complexity: 23234 x 222 = 25484

4.2 Simplified-Cipher Method of the Partly-Pseudo-Linear Cryptanalysis

Using the approach of Bodden and Ashur [6, |1]], we find the longest linear trails to approxi-
mate a window of two consecutive bits in each direction (forward and backward). Of these,
we choose the trail(s) that would combine with a lower-error pseudo-linear attack.

We have performed this analysis in both directions as to determine the best combination
with the pseudo-linear attack. Figure 4.2 shows an approximated round of the SPECK cipher

using Cho-Pieperzyk approximations in the two directions.
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Figure 4.2: Transformation of a round function of the SPECK cipher: forward (right) and
backward (left)

We illustrate the Partly-Pseudo-Linear attack in this simplified-cipher method with

implementations on 4, 6 and 9 rounds of SPECK 32/64.

4.2.1 4-Rounds Attack

We first describe the Partly-Pseudo-Linear attack obtained by approximating four rounds of
SPECK 32/64. In the 4-round attack, we approximate two rounds in the forward direction
using pseudo-linear approximation and two rounds in the backward direction using linear
approximation. The window size of the pseudo-linear approximation is two, w = 2, and
6 key bits are required for the approximation. In the first round, the addition operation is
before the key round injection; thus, it can be performed exactly for the full word without
any need for an approximation. In the second round the addition window is at the least
significant bit (LSB); thus we are certain there is no carry coming into our target window
and our peudo-linear approximation has no error.

For the linear approximation, the mask on the left word 4,1 has one pair of consecutive

bits: A1 € {0x3,0x6,0xc,...} and the mask of the right word 7Ly1 is zero. We check how
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the masks evolve in the forward direction so as to combine the final linear approximation
with the pseudo-linear approximation. Table 4.5 shows how the mask changes and Table |4.6|

shows the approximation for four rounds meeting at xlf(14, 16).

Round | Cost A Ayi A1 Ayis Reason to Stop
1 1 0x0003 0x0000 0x1e00 0x1800
2 2 0x1e00 0x1800 0x60cc 0x60£f0
3 0x60cc  0x60f0 Broke consecutive for 0x60cc >> 7

Table 4.5: Linear trail of SPECK 32/64 for two rounds - 4 Rounds Partly-Pseudo-Linear
attack (Starting with 0x00030000 forward).

Round | Encryption Decryption

1 NewPL = (PL > 7) B4 PR

xll = NewPL(14,16) ©kl(14,16)
xl3 = NewPL(7,9) ®k}(7,9)

xrl = PR(0,2) ®xl}

2 xl} = (xI} Baxr]) ®k3(14,16)

x3(0) @ x?(1) = linearT

3and4 linearT = A4 . CL & FLy4 .CR

Table 4.6: The approximation for the Partly-Pseudo-Linear attack: 4 rounds, meeting at
xl3(14,16)

This attack is similar to the 4-Rounds Attack in the previous section . 1.1] (the direct
method of Partly-Pseudo-Linear attack). The main difference is in the manner in which
we chose the linear approximation, and our experimental verification provides results very
similar to those in Table[d.2] That is, this attack does not demonstrate the benefits of using

the simplified-cipher method.
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4.2.2 6-Round Attack

We find the longest linear trail arising from a two-consecutive-bit target window, discovering
one that covers four rounds in the backward direction and combine it with two rounds
approximated using pseudo-linear cryptanalysis in the forward direction. Table shows
the derivation of the mask that is used in the linear part of the Partly-Pseudo-Linear attack.
Note that we do not go deeper than four rounds because rotation breaks the requirement for

two consecutive ones.

Round | Cost Ay 7Ly[ Ayiti lym Reason to Stop
1 1 0x3000 0x0000 0x01e0 0x0180
2 2 0x01e0 0x0180 0x060f 0xc60c
3 3 0xc60c 0x060f O0x7e0Oc 0x6780
4 3 0x7e0c 0x6780 Oxfbc2 0xfb0d
5 Oxfbc2 0xfb0d Broke requirement of consecutive ones for
0xfbc2 > 7.

Table 4.7: Linear trail of SPECK 32/64 for four rounds - 6 Rounds Partly-Pseudo-Linear
attack (Starting with 0x30000000 forward).

The window size of the pseudo-linear approximation is two, w = 2, and 6 key bits are
required for the approximation. In the first round, the addition operation is before the key
round injection; thus, it can be performed exactly for the full word without any need for an
approximation. The second round involves a single modular addition that is approximated
by an addition over 2% = 22 with zero carry. Table shows the Partly-Pseudo-Linear

approximation for six rounds meeting at x/%(2,4).
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Round

Encryption

Decryption

NewPL = (PL > 7) 8,6 PR

xl} = NewPL(11,13) @k} (11,13)

xl} = NewPL(2,4) ®k}(2,4)

xr{ = (PR(4,6) < 2) ®xl}

xlf = ((xl} >>7)Byxr]) Dk (2,4)

xl3(0) ®xI3(1) = linearT

3t06

linearT = Au . CL® A . CR

Table 4.8: The approximation for the Partly-Pseudo-Linear attack: 6 rounds, meeting at

xI3(14,16)

Figure [4.3]shows how the target window travels through two rounds of SPECK 32/64.

PR

xl}, x13

L 4
ki (24—

2
xli §

Figure 4.3: Pseudo-linear approximation of first two rounds of SPECK 32/64

We carried out three experiments, each with different keys (Keyl, Key2, and Key3)

chosen at random. We implement the approximation of Table {.§] for these experiments

using the masks of Table
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e Bias: The bias for this approximation is a combination of the experimentally-determined
bias of the pseudo-linear approximation of the exclusive-or of the two-bit window

(2~ 1?*)and the bias of the linear approximation (27!°) using the piling-up lemma:

2—1.248 _2—10 — 2—11.248

e Data complexity: We use the square of the inverse of the bias of the linear approxima-

tion: 222.496

e Time complexity: Data complexity multiplied by the complexity of trying all possibili-

ties for the number of key bits in the pseudo-linear approximation: 22249 .26 — 22849

The results obtained in the experiments are presented in Table We were able to determine

all six key bits correctly for each of the three randomly-chosen keys.

Table 4.9: Result of the Partly-Pseudo-Linear approximation on six rounds of SPECK 32/64.
Window size is 2 bits.

Guessed Key Bits

Approximation Window ‘

Bias Time | Data
‘ Key1l ‘ Key2 ‘ Key3

H Table ‘ 2 bits ‘ 6/6 ‘ 6/6 ‘ 6/6 ‘ 2—“248‘ 222.496 ‘ 228.496 H

4.2.3 9-Rounds Attack

We describe a 9-round key recovery attack. Here in this 9-round attack, we use a different
mask that covers four rounds and can be combined with our pseudo-linear approximation.

Table shows the mask that is used in this attack.
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Round | Cost | A, Ayi Aivi A Reason to Stop
1 1 0x0c00 0x0000 0x0078 0x0060
2 2 0x0078 0x0060 0x3183 0xc183
3 3 0x3183 0xc183 0x19e0 0x1£83
4 3 0x19e0 0x1£f83 OxbefO 0x7ec3
5 OxbefO 0x7ec3 Broke requirement for consecutive ones
for Oxfbc2 > 7.

Table 4.10: Linear trail of SPECK 32/64 for four rounds - 9 Rounds Partly-Pseudo-Linear
attack (Starting with 0x0c000000 forward).

We use five rounds forward of pseudo-linear approximation (the maximum given the
time complexity constraints of the non-linear approximation) and four rounds backward
using linear approximation. The window size of the pseudo-linear approximation is two,
w = 2. Table shows the approximation for nine rounds meeting at x/ 15 (4,6); note that

36 key bits are required.

Round | Encryption Decryption

1 NewPL = (PL>>>7) @4 PR
xli = NewPL(15,17mod 2*) @k} (15,17 mod 2*)
xl} = NewPL(13,15) @ ki (13,15)

(
(
xli = NewPL(10,12) @ k}(10,12)
xl} = NewPL(8,10) ©k}(8,10)
(

8
xld = NewPL(6,8) ®k!(6,8)
xl} = NewPL(4,6) ®kl(4,6)
xl3 = NewPL(1,3) ®k}(1,3)
xrl = (PR(1,3) << 2) dxl}
xry = (PR(15,17mod 2*) << 2) @ x1}
xr) = (PR(12,14) << 2) ®xl]

Continued on next page

Table 4.11: The Partly-Pseudo-Linear attack approximation for 9 rounds meeting at x/ 15 (4,6)
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Round | Encryption Decryption

xrh = (PR(10,12) << 2) ®xi}
xrl = (PR(8,10) < 2) ®xl!
xri = (PR(6,8) << 2) i}
xrd = (PR(3,5) << 2) ©xld

2 xl? = ((xl} >>7)Ehxr]) @ k3 (15,17 mod 2*)
xi2 = ((xld >>7) By xr)) ®k3(13,15)
xl2 = ((xI2 > 7) B xrl) ©k3(8,10)
xl? = ((xl} >>7) By xr) ©k3(6,8)
(xl >> 7) B xr}) ®k2(4,6)

xr} <« 2) i}

xr} << 2) i3

xrl <« 2) @ xl3
)

xrh < 2) @ xl;

(xI2 > 7) B xr3) @ k3 (13,15)
(x12 > 7) B xr3) ®k3(6,8)

(x13 > 7) B xr2) k3 (4,6)

xr? <« 2) @xl3
xr3 < 2) dxl3

xrt <« 2) @xl3

(x3 > 7) B xri) @k} (13, 15)

(
(
(
((
(
= (
(

=
(
(
=
(xr5 XK 2) @xﬂ
(
=
(
(xI3 >>7) Bﬂger) D k3 (4,6)
=

xr3 << 2) Hxl3

4
2
5
2
r=
2
ATy =
2
Ar3 =
2
Xry =
2
A5 =
3
1

3
2
3
3
3
ATy =
’%
2
3
Ary =
Y4 =
]

x4
2
ot —
ry=
5
1

((xl} > 7) By xr}) @k (4,6)

xl3(0) ®xI3 (1) = linearT

6t09 linearT = Au . CL® A4 . CR

Table 4.11: The Partly-Pseudo-Linear attack approximation for 9 rounds meeting at xlf (4,6)

Figure [4.4] shows how we derive the pseudo-linear approximation of the target window
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through five rounds of SPECK 32/64.
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Figure 4.4: The pseudo-linear approximation of the first 5 rounds of SPECK 32/64 for a
9-round Partly-Pseudo-Linear attack

For SPECK 32/64, the maximum number of rounds we can reach is 9 rounds with
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recovery of 36 key bits.

e Bias: The bias for this approximation is a combination of the experimentally-determined
bias of the pseudo-linear approximation of the exclusive-or of the two-bit window

(27438) and the bias of the linear approximation (27!°) using the piling-up lemma:

2. 2—4.348 . 2—10 — 2—13.348

e Data complexity: We use the square of the inverse of the bias of the linear approxima-

tion, 226.68

e Time complexity: The data complexity multiplied by the complexity of trying all

possibilities for the number of key bits in the pseudo-linear approximation: 226-68.236 —

262.68

H Approximation ‘ Window Size ‘ Key ‘ Bias ‘ Data Complexity ‘ Time Complexity H

H Table4.11 ‘ 2 bits ‘ 36 ‘2*13348‘ 226.68 ‘ 206268 H

Table 4.12: Summary of the Partly-Pseudo-Linear approximation: 9 rounds of SPECK 32/64,
with window size w = 2.

4.3 Discussion and Summary of the Experimental Results of Our Attacks on SPECK

32/64

This chapter presented two attacks on SPECK 32/64, Pseudo-Linear attacks and Partly-
Pseudo-Linear attacks. The use of only pseudo-linear approximation allows us to attack
up to six rounds of SPECK 32/64 with high time complexity. The high time complexity is
due to the number of key bits required for the approximation. In addition, the accuracy of
the pseudo-linear approximation increases with large window size. Thus, if we use a small
window size, we cannot go deep to cover more rounds.

The Partly-Pseudo-Linear attack is a meet-in-the-middle attack that combines both

pseudo-linear and linear approximations into one. The use of a linear approximation for
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some of the rounds allows us to reduce the number of the key bits involved in the final,
combined approximation. This decreases the time complexity and allows us to go deeper.
We are able to attack up to nine rounds of SPECK 32/64 using the partly-pseudo-linear attack.
Note that we use two approaches to determining the mask for the linear approximation: the
direct method and the simplified-cipher method. Table @d.13| presents a comparison of the
results of the three approaches: Pseudo-Linear; direct method and simplified-cipher method
for the Partly-Pseudo-Linear approximations. We have observed that the simplified-cipher
approach provides better results and use that for cryptanalysis of the larger variants of

SPECK presented in the next chapter.

Window Key Data Time

Type of Attack Rounds Bias

Size Bits Complexity | Complexity
Pseudo-Linear 4 bits 6 44 278 216 260
Direct Method of 2 bits 8 22 | 271642 23284 25484
Partly-Pseudo-Linear
Simplified-Cipher Method | 2 bits 9 36 | 2713348 226.68 262.68
of Partly-Pseudo-Linear

Table 4.13: Summary of the results
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Chapter 5:  The Partly-Pseudo-Linear Attack on Larger Variants of SPECK

The larger variants of SPECK correspond to a larger block with two or three different key
sizes. This gives us two features. First, with a larger key size, we have a larger brute-force
attack to compare with, so a pseudo-linear attack can go deeper in spite of requiring key
bits in the approximation. Second, with a larger block size, it is harder to break the mask A
through bitwise rotation.

In this chapter, we present the Partly-Pseudo-Linear cryptanalysis of larger variants of

the SPECK family using the simplified-cipher approach presented and validated in Chapter
Al

5.1 The Partly-Pseudo-Linear Cryptanalysis of SPECK 48

SPECK 48 is defined for two key sizes: 72 bits and 96 bits. We are able to attack 10 rounds
of SPECK 48/72 (4 rounds using a pseudo-linear approximation and 6 rounds using a linear
approximation), recovering 27 key bits. We are able to attack 11 rounds of SPECK 48/96,
recovering 45 key bits.

In the previous attacks in chapter 4, we show that the longest linear trail covers 4 rounds
of SPECK 32/64 in the backward direction and tables(d.7]4.10) show that the reason to stop
after 4 rounds was that rotation broke the requirement for two consecutive ones. Here in
this attack, we use a mask that covers 6 rounds and the reason to stop is that exclusive-or
breaks the requirement for two consecutive ones. Table [5.1|shows the mask that is used in

this attack. Table[5.2]shows the approximation for 11 rounds of SPECK 48/96.
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Round At Ayiti Ay Ayi Cost
1 0xe3036d 0xe03f62 0x3c0f03 0x5f3be3 5
2 0x0f0063 0x03000f 0xe3036d 0xe03f62 6
3 0x000363 0x0£f0063 0x03000f 0x6ee30c 3
4 0x030300 0x600303 0x000363 0x0f0063 3
5 0x000300 0x000003 0x030300 0x600303 2
6 0x000003 0x000000 0x000300 0x000003 1

Table 5.1: Linear trail of SPECK 48 for six rounds. (Starting with 0x000003000000

backward).
Round | Encryption Decryption
1to6 | linearT =2y . PL® Ay . PR
linearT = x1](0) ®xI] (1)
7 xr] = (xI§ ®xr¥) >3
xl] = ((xIB @ k] (6,8)) Baxr]) << 8
8 xrd = (xlj ©xr]) >> 3
xr§ = (x§ ®xr9) >>3
xr§ = (x5 &xr)) >3
xl8 = ((xI} ©k8(14,16)) Baxry) <« 8
xl8 = ((xIy @ k5 (11,13)) By xry) << 8
9 xr] = (0 dxrl®) >3
xry = (x)0 @ xrl’) >> 3
xry = (x° dxr]®) >3
xrg = (20 exrl®) >3
xrd = (x}0 @xri®) >3
xrg = (230 Bxri®) >3
Continued on next page

Table 5.2: The Partly-Pseudo-Linear approximation for 11 rounds of SPECK 48/96
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Round

Encryption

Decryption

) = (0 D k](22,24)) By xrl) << 8
xly = ((x1° B k3(19,21)) By xr?) << 8
xl3 = ((x1}° Bk3(16,18)) By xr}) << 8

( (

xlg = ((x1° ®k3(8,10)) Baxry) < 8

10 xrl0 = (xl}t @xril) >3
xrd0 = (xl}t @ xril) >3
= (' oxril) >3
xri0 = (xl @xrll) >3
=B exril) >3
xrdd = (xl§' @ xril) >3
= (xli dxril) >3
xry —(xl11 xrgh) >3
= (It xril) >3
xlllo = ((x1}' o k}0(6,8)) Baxri?) << 8
= ((x}' &kl0(5,7)) Baxrl’) « 8
110 (13" @ k0(3,5)) Baxr®) < 8
= (]} @ kl0(0,2)) By xrd?) << 8
xllo (xI @ k(0(21,23)) Byxr]?) << 8
= ((x13 @ kl0(16,18)) By xrl) <« 8
xz;O (13! @ k10(13,15)) Baxr)?) << 8
11 NewCR =CL®CR

NewCR(18,20)) >> 3
NewCR(15,17)
)

NewCR(13,15

)

) >3
)>>3
)

=( (
= (
=( (13

xril = (NewCR(10,12)) >> 3
= (NewCR(7,9)) >>3
=( (2,4)) >3
= (o

,2)) >>3

Continued on next page

Table 5.2: The Partly-Pseudo-Linear approximation for 11 rounds of SPECK 48/96
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Round | Encryption Decryption

((23,25mod24))) >> 3
(21,23)) >> 3
NewCR(11,13)) >> 3
(
(

5,7)) >3

(

(

(

(

((CL(
X3 = ((CL(2,3) ® k1 (2,3)) Baxri!) < 8
x3 = ((CL(0,2) ®ki}(0,2)) Baxrd!) << 8
xl}' = ((CL(21,23) @kl (21,23)) Baxr}!') << 8
Xl = ((CL(18,20) ® k31 (18,20)) Baxrd!) << 8
X} = ((CL(14,16) @ ki (14,16)) Byxr}}) << 8
X3 = ((CL(13,15) ® ki1 (13,15)) Baxrl!') << 8
xl3' = ((CL(11,13) @ ki (11,13)) Byxrj]) << 8
Xl = ((CL(10,12) ® kL1 (10,12)) Baxrll) << 8
xlid = ((CL(8,10) ki1 (8,10)) By xrll) << 8

Table 5.2: The Partly-Pseudo-Linear approximation for 11 rounds of SPECK 48/96

The Partly-Pseudo-Linear approximation for 11 rounds of SPECK 48/96 is exactly the
approximation for SPECK 48/72 plus an additional pseudo-linear round.

We present our descriptions of the cryptanalysis of 10-rounds of SPECK 48/72 and
11-rounds of SPECK 48/96. We are not able to implement this attacks due to the high
complexity. Since we cannot implement them, we fix the correct key to compute the bias of

the pseudo-linear approximation. We use the approximation from Table

5.1.1 Result of the Partly-Pseudo-Linear cryptanalysis on SPECK 48/72

e Bias: The bias for this approximation is a combination of the experimentally-
determined bias of the pseudo-linear approximation of the exclusive-or of the two-bit

window (272436) and the bias of the linear approximation (2~2!) using the piling-up
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5.1.2

lemma: 2 -2-2436.90-21 _ 9—22.436

Data complexity: We use the square of the inverse of the bias of the linear approxi-

mation, 24872 P/C pairs.

Time complexity: The data complexity multiplied by the complexity of trying all

possibilities for the number of key bits in the pseudo-linear approximation: 244372

227 — 271 .872

Result of the Partly-Pseudo-Linear cryptanalysis on SPECK 48/96

Bias: The bias for this approximation is a combination of the experimentally-
determined bias of the pseudo-linear approximation of the exclusive-or of the two-bit
window (2~*278) and the bias of the linear approximation (2~2!) using the piling-up

lemma: 2-2-4278.0-21 — 9—24.278

Data complexity: We use the square of the inverse of the bias of the linear approxi-

mation, 248-5%¢ p/C pairs.

Time complexity: The data complexity multiplied by the complexity of trying all

possibilities for the number of key bits in the pseudo-linear approximation: 24833

245 _ 193.556

Table summarizes the results of this attack on SPECK 48; LC and PLC denote Linear

and Pseudo-Linear cryptanalysis respectively.

Rounds
N/K Guessed Key Bits Bias Data Time
PLC LC Total

48/72 4 6 10 27 2—22.436 244.872 271.872

48/96 5 6 11 45 2724.278 248.556 293.556

Table 5.3: Partly-Pseudo-Linear attack on SPECK 48
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5.2 Partly-Pseudo-Linear Cryptanalysis of SPECK 64

In SPECK 64 there are two key sizes: 96 bits and 128 bits. We are able to attack 13 rounds
of SPECK 64/96 (4 rounds using a pseudo-linear approximation and 9 rounds using a linear
approximations) and recover 28 key bits. For SPECK 64/128, we increase the pseudo-linear
approximation by one more round and recover 49 key bits.

Table [5.4] shows the mask that is used in this attack. Table[5.5|shows the approximation

for 14 rounds.

Round Ayt Ayit1 A Ayi Cost
1 0x30c03030 0x30f6e836 0x36d80600 0xc6280500 5
2 0x36018000 0x06314030 0x30c03030 0x30£6e836 4
3 0x300c0c00 0x303a0d80 0x36018000 0x06314030 3
4 0x8060006d 0x80500c61 0x300c0c00 0x303a0d80 3
5 0x0303030f 0x6e83630f 0x8060006d 0x80500c61 4
6 0x03000360 0x0c030063 0x0303030f 0x6e83630f 5
7 0x00030300 0x60000303 0x03000360 0x0c030063 3
8 0x00000300 0x00000003 0x00030300 0x60000303 2
9 0x00000003 0x00000000 0x00000300 0x00000003 1

Table 5.4: Linear trail of SPECK 64 for nine rounds. (Starting with 0x0000000300000000

backward)
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Round | Encryption Decryption
109 | linearT =4, . PL® Ay
linearT = xllO(O) ®x1{0(1)
10 = (M @xril) >3
= ((x1}' @ kl(6,8)) Baxrl?) << 8

11 xril = (xi2@xr?) >3
= (2 @xrl?) >3
= (2 ®xri?) >3

xz“ (12 @k} (14,16)) By xri!) << 8

= ((xI12K31(11,13)) Baxrl!) << 8

12 =P exr) >3
=P oxri) >3
=P exr) >3
xry? = (xIP @xrd) >3
=P exrid) >3
xrt = (xlP @xrd) >3

X2 = ((xl]3 @ kl?(22,24)) Byxr}?) << 8

X3 = (P @ k2(19,21)) Byxr}?) «< 8

X3 = (1P o kl?(16,18)) Baxrl?) «< 8

= ((xIP o k>(8,10)) Byxrl?) «< 8

13 xrid = (xld* @ xri) >3
ardd = (xli oxrly) >3
xrdd = (xlft @xril) >3
= (xl*@xrly) >3
xrdd = (xl}* @ xrdt) >3
= (x}* @xrit) >3
xrdd = (xlj* @ xrit) >3
= (M @xrit)y >3
= (It @xrjt) >3

Continued on next page

Table 5.5: The Partly-Pseudo-Linear approximation for 14 rounds of SPECK 64/128

68



Round | Encryption Decryption
xrld = (alf* xr) 3
xIB = ((xl{* & k13(30,32)) Byxrl®) « 8
= ((x13* @ k13(27,29)) Baxr}3) << 8
x1;3 = ((xl}} ®k13(24,25)) Baxr)?) << 8
= ((* @k}?(21,23)) Byxrl’) «< 8
113 (3 @ kl3(16,18)) Baxrl?) <« 8
= ((x}* @k (13,15)) Baxrd®) << 8
xl13 (1} @ k13(5,7)) Baxr]]) << 8
14 NewCR = CL®CR
xri* = (NewCR(29,31)) >> 3
xri* = (NewCR(31,33mod 32)) >> 3
xri* = (NewCR(0,2)) >> 3
xri* = (NewCR(2,4)) >> 3
xri* = (NewCR(3,5)) >> 3
xrit = (NewCR(7,9)) >> 3
xri* = (NewCR(10,12)) >> 3
xrg* = (NewCR(13,15)) >> 3
xry* = (NewCR(15,17)) >> 3
xrly = (NewCR(18,20)) >3
xrlf = (NewCR(21,23)) >> 3
xrly = (NewCR(23,25)) >> 3
xri§ = (NewCR(24,26)) >> 3
xrlf = (NewCR(26,28)) >> 3
xl1* = ((CL(29,31) @ k1*(29,31)) By xrl}) << 8
= ((CL(26,28) @ k}*(26,28)) Byxrl3) << 8
= ((CL(24,26) ©k}*(24,26)) Baxrl}) < 8
114 ((CL(21,23) ®kj*(21,23)) By xriy) << 8
xI* = ((CL(18,20) © ki*(18,20)) By xrl*) < 8
Continued on next page

Table 5.5: The Partly-Pseudo-Linear approximation for 14 rounds of SPECK 64/128
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Round | Encryption Decryption
= ((CL(13,15) & kl*(13,15)) By xrl*) <«< 8
x114 ((CL(10,12) B Kk1*(10,12)) By xrl?) <« 8
= ((CL(6,8) @ ki*(6,8)) Baxri*) < 8
= ((CL(3,5) ®k*(3,5)) Baxrl) << 8
xl%é}: ((CL(2,4) ®k}3(2,4)) Baxry*) << 8
xl1t = ((CL(0,2) ®k11(0,2)) Baxr}*) << 8

Table 5.5: The Partly-Pseudo-Linear approximation for 14 rounds of SPECK 64/128

The Partly-Pseudo-Linear approximation for 14 rounds of SPECK 64/128 is the 13-round
approximation for SPECK 64/96 extended by a round of pseudo-linear approximation. We
present results for 13-rounds of SPECK 64/96 and 14-rounds of SPECK 64/128. We are not
able to implement this attacks due to the high complexity. We fix the correct key to compute

the bias of the pseudo-linear approximation. We use the approximation from Table [5.5]

5.2.1 Result of the Partly-Pseudo-Linear cryptanalysis on SPECK 64/96

e Bias: The bias for this approximation is a combination of the experimentally-
determined bias of the pseudo-linear approximation of the exclusive-or of the two-bit
window (272%) and the bias of the linear approximation (273!) using the piling-up

lemma: 22258 .92-31 — p—32.58

e Data complexity: We use the square of the inverse of the bias of the linear approxi-

mation, 26°-16 P/C pairs.

e Time complexity: The data complexity multiplied by the complexity of trying all
possibilities for the number of key bits in the pseudo-linear approximation: 23-16.

228 _ 193.16

70



5.2.2 Result of the Partly-Pseudo-Linear cryptanalysis on SPECK 64/128

e Bias: The bias for this approximation is a combination of the experimentally-
determined bias of the pseudo-linear approximation of the exclusive-or of the two-bit
window (2~*71%) and the bias of the linear approximation (2~3!) using the piling-up

lemma: 2 - 274.714 . 2731 — 2734.714

e Data complexity: We use the square of the inverse of the bias of the linear approxi-

mation, 299428 p/C pairs.

e Time complexity: The data complexity multiplied by the complexity of trying all

possibilities for the number of key bits in the pseudo-linear approximation: 26428 .

249 — 2118.428

The following Table [5.6] summarizes the attack.

Rounds
N/K Guessed Key Bits Bias Data Time
PLC PL Total

64/96 4 9 13 28 2—32.58 265.16 293.16

64/128 5 9 14 49 2—34.714 269.428 2118.428

Table 5.6: Partly-Pseudo-Linear attack on SPECK 64

5.3 The Partly-Pseudo-Linear Cryptanalysis of SPECK 96

In SPECK 96 there are two key sizes: 96 bits and 144 bits. With SPECK 96/96, we are able to
attack 10 rounds (5 rounds using a pseudo-linear approximation and 5 rounds using a linear
approximations). Thus, we are able to recover 46 key bits. With SPECK 96/144, we increase
the pseudo-linear approximation by one round and increase the linear approximation by one

round too. Thus, the total is 12 rounds and we are able to recover 76 key bits.
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Table 5.7 shows the mask that is used in this attack. Tables[5.8|shows the approximation

for 12 rounds of SPECK 96/144.

R At Ayt A Ayi Cost
1 | 0x83000060036d 0x803300600c62 0x3300000f0f03 0x5335600c0e83 7
2 | 0x00030303030c  0x6d800303630f 0x83000060036d 0x803300600c62 6
3 | 0x000003000360 0x0c0000030063 0x00030303030c  0x6d800303630f 5
4 | 0x000000030300 0x600000000303 0x000003000360 0x0c0000030063 3
5 | 0x000000000300 0x000000000003 0x000000030300 0x600000000303 2
6 | 0x000000000003 0x000000000000 0x000000000300 0x000000000003 1

Table 5.7: Linear trail of SPECK 96 for six rounds. (Starting with 0x00000000000300000
0000000 backward)

Round | Encryption Decryption
1to6 linearT = A . PL® lys
linearT = xI] (0) ®x1] (1)
7 xr] = (xI§ &xr) >3
xl] = ((xI8 © k] (6,8)) Baxr]) << 8
8 xrd = (xly @xr) >3
xrd = (xl§ ©xrd) >>3
xrd = (xl] ®xrg) >3
xl8 = ((xl} ©k8(14,16)) Baxrd) << 8
xI§ = ((xI ®k5(11,13)) Baxry) < 8
9 xr) = (0 @ xrll) >3
xry = (230 Bxrl®) >> 3
9 (xlio ® xrg N>3
xrg = (2l dxrl’) >3
Continued on next page

Table 5.8: The Partly-Pseudo-Linear approximation for 12 rounds of SPECK 96/144
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Round | Encryption Decryption

xr = (0 dxrld) >3
xrg = (x10 @xr}®) >3
xl} = (x10 @ k] (22,24)) Baxr]) << 8

(
xly = (30 ®k5(19,21)) Baxry) << 8
3 = (10 @ k3(16,18)) Hsxr3) << 8

( (

xl] = (2110 k3 (8,10)) Baxr?) < 8

10 xrl0 = (xill @xril) >3
xrd0 = (x}t @xril) >3

it oxril) >3

xri0 = (xl}' @ xrdl) >3

x @xrl)) >3
xrd = (xiit @xril) >3
) >3

xl11 xr

1

1

1

1

xl; 11 gy xrll

1

xr8 1
1

1

|
0
i
1
i
2
5)>>3
xldt @xril) >3
1
15

= (
= (
= (
= (
=
(
=
= (
= (
(
= (
= (
= (
=
(
= (
(
= (
=
= (
= (
= (

xrld = (xl] ®xrid) >3
(1! ©k10(30,32)) By xrl?) « 8
(x}' B k0(27,29)) Byxrl®) <« 8
(x3' B k10(24,26)) Byxrl®) « 8
(x4} ©kj0(21,23)) Byxrl®) <« 8
xllo (xli' B kl0(16,18)) Baxrl®) « 8
(xl3' D k0(13,15)) Baxri®) << 8
110 (' & k10(5,7)) Baxrld) << 8
11 xli2exri?) >3
X2 @xrf?) >3
2 @xri?) >3
x2@xrid) >3
xril = (1P @xri?) >3

Continued on next page

Table 5.8: The Partly-Pseudo-Linear approximation for 12 rounds of SPECK 96/144
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Round | Encryption Decryption

xrg! = (xlg? @xr3) >3

xril = (x2 @xri3) >3
arg! = (xlg® ®xriz) >>3
xrdl = (xl§? @ xri2) >> 3
xrld = (i @xri2) >3
xril = (xlif @xri3) >3
xrly = (xlfy ©xrfg) >>3
arid = (xlii oxrly) >3
xrly = (2 oxrl?) >3
arld = (xliZoxrl3) >3
Xl = ((x12 @kl (38,40)) Byxril) << 8
X3 = (x2 D k)1(35,37)) Byxrll) < 8
i = ((x12 okl (32,34)) Byxrl!) << 8
; = (x> @k} (29,31)) Baxrll) < 8
= ((x1? ®kl1(26,28)) By xri!) <« 8
1“ = (12 okt (24,26)) Baxri!) < 8
= (a1 D ki1(21,23)) Baxrd!) << 8
lel (<13 & k{1 (18,20)) Baxr]}) << 8
= (2 @k (13,15)) Baxrl)) « 8
xlly = ((xl13 ®kjg(10,12)) Baxrjy) << 8
xlff = (63 ©k{1(2,4)) Baaryd) << 8
12 NewCR =CL®CR
xri? = (NewCR(43,45)) >> 3
xri? = (NewCR(40,42)) >> 3
xri? = (NewCR(37,39)) >> 3
xri? = (NewCR(36,38)) >> 3
xri? = (NewCR(34,36)) >> 3
xrg? = (NewCR(32,34)) >> 3

Continued on next page

Table 5.8: The Partly-Pseudo-Linear approximation for 12 rounds of SPECK 96/144
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Round | Encryption Decryption

xri? = (NewCR(31,33)) >> 3
NewCR(29,31)) >> 3
xrg? = (NewCR(28,30)) >> 3

xrld = (NewCR(26,28)) >> 3
xrl? = (NewCR(23,25)) >> 3

xri? = (NewCR(20,22)) >3
>3
NewCR(15,17

xri3 = >3

)

)

)

)

)
xrl3 = (NewCR(21,23)) >3

)

)

)

)>3

)

)
)
NewCR(12,14)
)

2

(

(

(

(

(

(

(
xrl? = (NewCR(18,20

(

(

ewCR(11,13)) > 3

xri2 = (NewCR(10,12)) >> 3
xrld = (NewCR(7,9)) >> 3

(4,6))>>3
xri? = (NewCR(47,49mod 48)) > 3
xri3 = (NewCR(44,46)) >> 3

= (
= (
(
(
(
(
(
(
= (
= (
(
(
xr}y = (NewCR
(
(
(
= (
= (
= (
= (
= (
= (
(
= (
=
= (
= (

xl1? = ((CL(46,48) ®k}?(46,48)) By xr}?) << 8
(CL(43,45) ©ki%(43,45)) Baxrl?) < 8
(CL(40,42) ® k1*(40,42)) Baxrl?) << 8
(CL(37,39) ®k1%(37,39)) Baxrl?) <« 8
(CL(34,36) ®kL%(34,36)) By xri?) << 8
(CL(32,34) ®k.*(32,34)) By xri?) << 8
(CL(31,33) ®k}%(31,33)) By xrd?) << 8

112 (CL(29,31) @k}%(29,31)) Baxri2) << 8
(CL(26,28) @ k}?(26,28)) Baxri?) << 8
(CL(23,25) ®kl3(23,25)) Baxri3) << 8
(CL(21,23) kl3(21,23)) Baxrid) <« 8
(CL(18,20) @ k13(18,20)) Baxri2) <« 8

Continued on next page

Table 5.8: The Partly-Pseudo-Linear approximation for 12 rounds of SPECK 96/144
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Round | Encryption Decryption
xi3 = ((C

L(15,17) @ k}2(15,17)) Baxri2) << 8
= ((CL(10,12) ®k}3(10,12)) Baxrld) << 8
= ((CL(7,9) ®k1%(7,9)) Baxrl3) << 8

= ((CL(47,49mod 48) © k|2 (47,49 mod 48))

Table 5.8: The Partly-Pseudo-Linear approximation for 12 rounds of SPECK 96/144

The Partly-Pseudo-Linear approximation for 10 rounds of SPECK 96/96 consists of
linear approximation for 5 rounds using A,1 and A1 to A;s and 4,5 from Table The
approximation for SPECK 96/96 is available in Appendix [C.3]

In the following sections, we present results for 10 rounds of SPECK 96/72 and 12 rounds

of SPECK 96/144. We are not able to implement these attacks due to the high complexity.

5.3.1 Result of the Partly-Pseudo-Linear cryptanalysis on SPECK 96/96

e Bias: The bias for this approximation is a combination of the experimentally-
determined bias of the pseudo-linear approximation of the exclusive-or of the two-bit
window (27486) and the bias of the linear approximation (2~ ') using the piling-up

lemma: 2-2486.2-18 — »—21.86

e Data complexity: We use the square of the inverse of the bias of the linear approxi-

mation, 2*372 P/C pairs.

e Time complexity: The data complexity multiplied by the complexity of trying all

possibilities for the number of key bits in the pseudo-linear approximation 24372.246 —

289.72
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5.3.2 Result of the Partly-Pseudo-Linear cryptanalysis on SPECK 96/144

e Bias: The bias for this approximation is a combination of the experimentally-
determined bias of the pseudo-linear approximation of the exclusive-or of the two-bit
window (27°238) and the bias of the linear approximation (2~2°) using the piling-up

lemma: 2 - 275.238 . 2725 — 2729.238

e Data complexity: We use the square of the inverse of the bias of the linear approxi-

mation, 2°8476 P/C pairs.

e Time complexity: The data complexity multiplied by the complexity of trying all

possibilities for the number of key bits in the pseudo-linear approximation 238476

276 — 2134.476

Table summarizes the results of this attack.

Rounds
N/K Guessed Key Bits Bias Data Time
PLC PL Total

96/96 5 5 10 46 2—21.86 243.72 289.72

9/144 1 6 6 12 76 7—29.238 | 58.476 | 5134.476

Table 5.9: Partly-Pseudo-Linear attack on SPECK 96

5.4 The Partly-Pseudo-Linear Cryptanalysis of SPECK 128

SPECK 128 is defined for three key sizes: 128 bits, 192 bits, and 256 bits. With SPECK
128/128, we are able to attack 11 rounds (5 rounds using a pseudo-linear approximation
and 6 rounds using a linear approximations) and recover 50 key bits. With SPECK 128/192,
we increase the pseudo-linear approximation by 2 more rounds for a total of 13 rounds
and can recover 122 key bits. With SPECK 128/256, we further increase the pseudo-linear

approximation by one additional round for a total of 14 rounds and can recover 173 key bits.
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Table[5.10]shows the mask that is used in this attack. Table[5.11|shows the approximation

for 14 rounds for SPECK 128/256.

R Ayiti 7Lyi+1 Ay lyi Cost
1 | 0x800003000060036d  0x8030000300600c62  0x30030300000£0£00  0x50360303600c0e83 7
2 | 0x000000030303030c  0x6d8000000303630f  0x800003000060036d  0x8030000300600c62 6
3 | 0x0000000003000360  0x0cO0000000030063  0x000000030303030c  0x6d8000000303630£ 5
4 | 0x0000000000030300  0x6000000000000303  0x0000000003000360  0x0c00000000030063 3
5 | 0x0000000000000300  0x0000000000000003  0x0000000000030300  0x6000000000000303 2
6 | 0x0000000000000003  0x0000000000000000  0x0000000000000300  0x0000000000000003 1

Table 5.10: Linear trail of SPECK 128 for six rounds.
(Starting with 0x00000000000000030000000000000000 backward)

Round | Encryption Decryption
16 | linearT =2 . PL & A
linearT = xI] (0) & xI] (1)
7 xr] = (xI§ ©xr8) >
xll = ((xI k] (6,8)) 54er) <« 8
8 xrd = (xlf &xr)) >3
xrd = (xl ®xr9) >3
xr§ = (x5 &xr]) >3
xS = ((xI} ©k8(14,16)) Baxr) <« 8
xS = ((xly @ A5 (11,13)) By xry) << 8
9 xr] = (20 Bxrld) >3
xrg (xlﬁlo @ xr] N3
xry = (20 dxrl®) >3
xg (xllOEer )>>3
Continued on next page

Table 5.11: The Partly-Pseudo-Linear approximation for 14 rounds of SPECK 128/256
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Round | Encryption Decryption

xrg = (230 dxr}0) >3
xrg = (x0 @xrl®) >> 3
) = (10 k] (22,24)) By xrg) << 8

(
xly = (30 ®k5(19,21)) Baxr?) << 8
3 = (10 @ k3(16,18)) Haxrf) << 8

( (

] = (2110 k3 (8,10)) Baxry) << 8

10 xrf0 = (xl|f @xril) >3
xrd0 = (xidt @ xril) >3

xit @xril) >3

xri0 = (xBM @ xrl) >3

xli dxrll) >3
xr6 = xl11 @xrél) >3
xt @xril) >3
it oxril) >3

)CI’S

it @xrdl) >3

= (
= (
= (
= (
=
(
=
= (
= (
(
= (
= (
= (
=
(
= (
(
(
(
(
(
(

xrld = (xl]} @xri) >3

(xl]' ©k10(30,32)) By xrl®) « 8

(x)' B k0(27,29)) Byxri®) < 8

(x3' B k10(24,26)) By xrl®) « 8

(x4} ©k0(21,23)) Byxrl®) < 8

xllo (xli' B kl0(16,18)) Baxri®) « 8

(xl3' D k0(13,15)) Baxrl®) << 8

110 (xl§' & k10(5,7)) Baxri?) << 8

11 xrit = (xl2@xri?) >3
xril = (xl12 @ xri?) >3
xril = (xl{ @xri?) >3
xril = (x13 @xri?) >3
xrdl = (xliF @xrj?) >3

Continued on next page

Table 5.11: The Partly-Pseudo-Linear approximation for 14 rounds of SPECK 128/256
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Round | Encryption Decryption

xrg! = (xlff ®xrs?) >>3
9 G}xr6 >3

2oxri?) >3

|
AT
il
AT7
Pl
ATy
xrll
Xrg >3

xllz@xr >3

= (xlg
= (g
= (
(

7
x112 Géxr8
9

xr (2 @xrid) >3

>3

-
(xly® @]
T

(2 @xrl?) >3

Xr

(2 @xrl?) >3

11
lO
11
11
11
Xr12
11
13
11
AT
11 >3

Xl = (212 @kl (38,40)) Byxrl)) << 8

xl3! 35,37

(k) B xr

1
1
1
1
(32 @ ki1 (32,34)) Baxr])) < 8
1
1
1
1

1

4

I <«38
1 1
3 2
; (L @ k)1 (29,31 !

4
xril = (xl2@xrl3
1
1
Baxry) <« 8

1

xI2 okl

1“ 24,26)) Baxri!) «< 8

X2 @ k1(21,23)) Byxrl!) «< 8

xl“ Xl ki1 (18,20)) Baxrll) < 8

)
)
)
)
)Baxrdl) << 8
)
)
)
)

X2 ok (13,15)) Baxrl!) < 8

10,12)) Baxr}') <« 8

(
(
(
(
(
(xl> D k!
(
(
(
(
(X112 @kl(2,4)Baxrl!) << 8

= (
(
= (
(
(
(
(

1y = (13 @kl
1 1
11 11

xll

12 xri? = (xld3 ©xrld) >3

xri? = (xIy ®xri3) >3

xr3 xll369 >3

xr
xr >3
xll3

xr5 >3

xr6 xlllg @xr >3

%)
%)
%)
)
5)
i)
3)
)
0)
(38,40)
1(35,37)
(32,34)
(29,31)
(26,28)
(24,26)
(21,23)
(18,20)
(13,15)
(
(
)
)
%)
’)
)
)
)

= (

(

=
xri? = (e

=

= (

= (

xr7 xlllg’ Eer6 >3

Continued on next page

Table 5.11: The Partly-Pseudo-Linear approximation for 14 rounds of SPECK 128/256
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Round | Encryption Decryption

xri? = (xll3 @xri3) >3
xrg? = (xI3 @xrd) >3

xrid = (x13 @ >3

xri? = (xll3®xrl >3

xri? = (x1l3 @ >3

xri = (xIP @ >3

>3

x
x
xri? = (xIP ox
x

xri2 = (xIP @ >3

xr16 = (xl13 Dxry3) >3

xriz = (xIP @xri3) >3

xriz = (xIP @xrl3) >3

xrly = (P @xrl]) >3

-
!
!
!
-
-
xrit = (P @xrd) >3
T

xr}? = (x1)3 @xrl3) >3

xli? = ((x133 ©kl?(46,48)) By xrid) << 8
))Baxri3) <« 8

=(
= ((xI}3 ®ki2(40,42)) By xr12) <« 8
x112 (X113 o kj?(37,39)) Baxri2) < 8

= ((xI3 ©kl?(34,36)) Byxrl]) << 8
112 (13 @ k}?(32,34)) By xrf?) << 8

Xl ©k?(31,33)) Byxrl?) < 8

xI33 & ki?(29,31)

xl}3 ©kd?(26,28)) Baxrl?) «< 8

112 xl}3 ©kj3(23,25)) Baxrl?) «< 8

xlll12= x5 ®ki2(21,23)) Byxrl?) « 8

xl}3 ®kj3(18,20 8

Ha xré2

)
)
)
)
)
Bixri?) < 8
)
)
)
)
)

(= xré2 XK 8

ry’)
o)
P)
)
3)
1)
i3)
7)
i5)
P)
23)
7)
17
X33 @ kA2 (43,45
(
%(
(
%(
(
8 (
(
5
kii(
ki (
3
kiz(

(x5 )
( )
( )
( )
( )
( )
= (( )
=(( )
= (( )
(( )
(( )
(( )
(1 & kl2(15,17))
(( )

8,
X3 ©k12(10,12)) Baxri?) <« 8

Continued on next page

Table 5.11: The Partly-Pseudo-Linear approximation for 14 rounds of SPECK 128/256
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Round | Encryption Decryption

xz15 = ((
( 113

9)) Byxri?) <« 8

112

12 = 63,65mod 64)) Baxri?) < 8

13 xr1 27 @xr4 >3

xr2 leEer4 >3
xr3 xll4®xr3 >3
xr4 >3

xll4€9xr5 >3

2

xl, 14 4 Dxry
xrs

6

xr6 xll469xr >3

xr7 xly 14 >3

xrid = (xllg ®xrit) >3

xr9 xlfé@x >3
xr10 = xl14 @xrlg >3
xr11 = xlm@xr11 >3
xr12 = xll4®xr1
>3
xrld = (xlif oxrld) >3
xr15 = xlm@xr1 >3
xr16 = xl{é1 Dxryg) >3
xrid = (xlfft ®xriy) >3
1g) >3

4
4
2
4
13
4
14
4
5
14
6
4
7

14 14
xr18 = (xljg Dxr

4

9

xr19 = xll4®xr1 >3
xr20 = xlm@xr2 >3
xrdd = (xlit @ xrll) >3
>3
xr23 = xll4€er >3

4
1
xri3 = (x1}* @ xrli
7)>>3

xr24 = x4 @xrz

x”zs— xll469xr >3

ki3(7,
( kig(
= (xl3 )
= ( )
= )
= ( )
= ( )
= ( )
= ( %)
= (x *)
= ( *)
( )
( )
( )>>3
xrl3 = (xl}d @ xrld)
( )
( )
( )
( )
( )
( )
( )
( )
( )
( 5)
( 7)
( g)
(xy 0)

xr26— ) Eer30 >3

Continued on next page

Table 5.11: The Partly-Pseudo-Linear approximation for 14 rounds of SPECK 128/256
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Round | Encryption Decryption
xry; = (xlyf @xrs3) 3> 3
xryg = (xbg @xrzs) >3
= ((xl3g ®k13(60,62)) By xrl3) << 8
x113 ((x114@k13(54 56))Baxrld) <« 8
= ((x}* @ k3(51,53)) Baxrl}) < 8
= ((xI}* ®k}3(48,50)) Baxr)3) << 8
= ((xI* o kl3(45,47)) Baxrl3) << 8
xll3 (i @ k3 (42,44)) Baxrly) << 8
xl713 = ((xI}* D k13(40,42)) By xrl3) << 8
= ((xI{* D kL3(39,41)) Byxrld) << 8
x113 = ((xId* @ kl3(37,39)) Baxrl3) < 8
= ((le4 13(36,38)) Baxrd) << 8
113 = ((xllt ©kl3(34,36)) Baxrld) «< 8
= ((lel kl3(31,33)) Baxrl3) << 8
lelg = ((xl}§ ®k}3(29,31)) Baxr]3) <« 8
= ((xll @ kl3(28,30)) Baxrld) < 8
11153 = ((xl]g ©k|2(26,28)) Baxr|}) << 8
xlllg = ((xllg ©kl3(23,25)) Baxrd®) < 8
= ((xl}$ ©kl3(20,22)) Byxr)?) <« 8
113 = ((xI33 ®k13(18,20)) Baxr’) << 8
xli3 = ((x133 ©ki3(15,17)) Baxrl?) « 8
X33 = ((x B klg (12,14)) Baxrl®) <« 8
xly = ((xlz‘é‘@k (7,9)) Baxr?) < 8
xly3 = ((xlyg © k3 (4,6)) Baxr’) << 8
14 NewCR =CL®CR
xri* = (NewCR(62,64)) >> 3
xri* = (NewCR(1,3)) >> 3
xri* = (NewCR(4,6)) >> 3
Continued on next page

Table 5.11: The Partly-Pseudo-Linear approximation for 14 rounds of SPECK 128/256
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Round | Encryption Decryption

xri* = (NewCR(6,8)) >> 3
= (NewCR(9,11)) >> 3

xré4 (NewCR(13,14)) >> 3
xrit = (NewCR(14,16)) >> 3
xri* = (NewCR(15,17)) >> 3
xryt = (NewCR(17,19)) >> 3
xrly = (NewCR(20,22)) >3
xrl} = (NewCR(22,24)) >> 3
xrly = (NewCR(24,26)) >> 3
xrly = (NewCR(25,27)) >> 3
xrlf = (NewCR(26,28)) >> 3
xrid = (NewCR(28,30)) >> 3
xrig = (NewCR(30,32)) >3
xri4 = (NewCR(31,33)) >> 3
xrlg = (NewCR(33,35)) >> 3
xrlg = (NewCR(34,36)) >> 3
xri3 = (NewCR(36,38)) >> 3
xrld = (NewCR(37,39)) > 3
xri3 = (NewCR(38,40)) >> 3
xri} = (NewCR(39,41)) >> 3
xri} = (NewCR(41,43)) >> 3
xrid = (NewCR(42,44)) >> 3
xri¢ = (NewCR(44,46)) >> 3
xri3 = (NewCR(45,47)) >> 3
xrig = (NewCR(46,48)) >> 3
xris = (NewCR(47,49)) >> 3
xriy = (NewCR(48,50)) >> 3
xrit = (NewCR(50,52)) >> 3

Continued on next page

Table 5.11: The Partly-Pseudo-Linear approximation for 14 rounds of SPECK 128/256
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Round | Encryption Decryption
xriy = (NewCR(53,55)) >> 3
xrif = (NewCR(54,56)) >3
xrit = (NewCR(56,58)) >> 3
xrid = (NewCR(57,59)) >> 3
xri¢ = (NewCR(59,61)) >3
x1114 = ((CL(62,64) ®k}*(62,64)) Baxrld) < 8
= ((CL(59,61) ®k}*(59,61)) Baxrit) <« 8
= ((CL(57,59) ®k}*(57,59)) Baxrl}) << 8
= ((CL(56,58) ®ki*(56,58)) Baxrl3) << 8
xl“‘ = ((CL(53,55) ®ki*(53,55)) Baxrl}) < 8
= ((CL(50,52) & kl*(50,52)) Baxrly) << 8
= ((CL(48,50) © k1*(48,50)) Baxry
x114 ((CL(47,49) B ki*(47,49)) Bayxrld) <« 8
= ((CL(45,47) @ ki*(45,47)) Baxrl}) << 8
114 = ((CL(44,46) @ k13 (44,46)) Baxri}) << 8
xl}f = ((CL(42,44) ® kl}(42,44)) Baxrl}) << 8
xlllg = ((CL(41,43) @ kl5(41,43)) Baxrl) << 8
= ((CL(39,41) ®kl5(39,41)) Baxrly) << 8
= ((CL(37,39) ©k]$(37,39)) Byxrly) << 8
114 = ((CL(36,38) ©k|2(36,38)) Baxrly) < 8
= ((CL(34,36) ®ki¢(34,36)) Byxrld) < 8
xlll;‘ = ((CL(33,35) ®k|3(33,35)) Baxrlg) < 8
= ((CL(31,33) @ kl§(31,33)) Baxrld) < 8
114 = ((CL(28,30) @ kl3(28,30)) Baxri) << 8
= ((CL(26,28) ®k}3(26,28)) Baxrli) <« 8
= ((CL(25,27) @ k3}(25,27)) Baxri) << 8
= ((CL(23,25) ©k}4(23,25)) Baxrld) << 8
= ((CL(20,22) ©k}3(20,22)) By xrd*) < 8
Continued on next page

Table 5.11: The Partly-Pseudo-Linear approximation for 14 rounds of SPECK 128/256
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Round | Encryption Decryption

xlif = ((CL(17,19) ®k}3(17,19)) By xrl*) << 8
4

N

(
17) @ k1E(15,17)) Baxrit) <« 8
14) @ELg(12,14)) Byxrlt) <« 8

Table 5.11: The Partly-Pseudo-Linear approximation for 14 rounds of SPECK 128/256

The Partly-Pseudo-Linear approximation of 11 rounds of SPECK 128/128 and of 13
rounds of SPECK 128/192 use the same mask as the attack of SPECK 128/256 (see Table[5.10).
The approximations for SPECK 128/128 and SPECK 128/192 are available in Appendix [C.4]

In the following sections, we present results for the cryptanalysis of 11-rounds of SPECK

128/128, 13-rounds of SPECK 128/192 and 14-rounds of SPECK 128/256.

5.4.1 Result of the Partly-Pseudo-Linear cryptanalysis on SPECK 128/128

e Bias: The bias for this approximation is a combination of the experimentally-
determined bias of the pseudo-linear approximation of the exclusive-or of the two-bit
window (2~*+17%) and the bias of the linear approximation (2~2°) using the piling-up

lemma: 2 - 274.179 . 2725 — 2728.179

e Data complexity: We use the square of the inverse of the bias of the linear approxi-

mation, 256358 p/C pairs.

e Time complexity: The data complexity multiplied by the complexity of trying all

possibilities for the number of key bits in the pseudo-linear approximation 276338 .

250 _ 106358
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5.4.2 Result of the Partly-Pseudo-Linear cryptanalysis on SPECK 128/192

e Bias: The bias for this approximation is a combination of the experimentally-
determined bias of the pseudo-linear approximation of the exclusive-or of the two-bit
window (2772%?) and the bias of the linear approximation (2~2°) using the piling-up

lemma: 227299 .2-25 — p—31.299

e Data complexity: We use the square of the inverse of the bias of the linear approxi-

mation, 202598 p/C pairs.

e Time complexity: The data complexity multiplied by the complexity of trying all

possibilities for the number of key bits in the pseudo-linear approximation 26298 .

2122 — 2184.598

5.4.3 Result of the Partly-Pseudo-Linear cryptanalysis on SPECK 128/256

e Bias: The bias for this approximation is a combination of the experimentally-
determined bias of the pseudo-linear approximation of the exclusive-or of the two-bit
window (27%413) and the bias of the linear approximation (2~2) using the piling-up

lemma: 2 - 2—94415 . 2—25 — 2—33.415

e Data complexity: We use the square of the inverse of the bias of the linear approxi-

mation, 26683 P/C pairs.

e Time complexity: The data complexity multiplied by the complexity of trying all

possibilities for the number of key bits in the pseudo-linear approximation 2°6-83 .

2173 — 2239.83

Table [5.12] summarizes the results of this attack on SPECK 128.
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Rounds

N/K Guessed Key Bits Bias Data Time
PLC PL Total
128/128 | 5 6 11 50 7—28.179 | 756.358 | 7106358
128/192 | 7 6 13 122 7—31.299 | 762598 | 7184.598
128256 | 8 6 14 173 7—33.415 | 6683 | 7239.83

Table 5.12: Partly-Pseudo-Linear attack for SPECK 128
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Chapter 6: The Partly-Pseudo-Linear Attack of Reduced-Round SPARX Cipher

Recall that the SPARX family of ciphers is similar to SPECK. SPARX comes in different
variants for each different security and performance (See Chapter 2] Table [2.5).

In this chapter, first, we analyze the ARX lightweight block cipher SPARX family
regarding its resistance against the linear cryptanalysis using Cho and Pieprzyk’s property of
modular addition. Then we illustrate and analyze the efficiency of our Partly-Pseudo-Linear
cryptanalysis attack on the SPARX family. We present our results of the Partly-Pseudo-Linear

attacks on reduced-round SPARX 64/128, SPARX 128/128, and SPARX 128/256.

6.1 Linear Cryptanalysis of Reduced-Round SPARX family

In this section, we analyse the resistance of all variants of SPARX against linear cryptanalysis
using Cho and Pieprzyk’s property of modular addition (for more details to this type of
cryptanalysis, see section [2.2.1.1]). First we present the linear approximation and the key

recovery attack on SPARX 64/128 then on SPARX 128/128 and SPARX 128/256.

6.1.1 The Linear Approximation on SPARX 64/128

We search for the best approximation using Cho-Pieprzyk’s property. The left word is
divided into two blocks, left and right block. We start by fixing one mask (left block) AL
with a pair of consecutive bits (0x3,0x6,...) and zeroing the other mask (right block) lyL.
For the right word, we zero both left and right block masks. We check how the masks evolve
both in the forward and backward direction taking into consideration the linear permutation
after every three rounds. The longest linear trail we were able to find in this manner covers
7 rounds (we are able to go to 8 rounds for the right word). Table shows how the mask
changes: l}ﬁ represents the input mask of the left block of the left word of SPARX and 7Ly[;

represents the input mask of the right block of the left word of SPARX. Similarly, Aﬁ and
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lylf are input masks for the left and right blocks of the right word, see Table We observe

that the first linear permutation does not change anything since the left word is masked by

Z€ro.
Left Word Right Word
Round | Cost
AL M ah, Ak, AR MEaR, AR,
1 4 0x0000 0x0000 0x0000 0x0000 | 0x07f8 Oxfdf4 Oxc7e3 O0x37ec
2 5 0x0000 0x0000 0x0000 0x0000 | Oxc7e3 0x37ec 0x0600 Oxc18f
3 1 0x0000 0x0000 0x0000 0x0000 | 0x0600 Oxc18f 0x0603 0x060f
Linear Permutation
4 2 0x0603 0x060f 0x0600 0x000c | 0x0000 0x0000 0x0000 0x0000
5 1 0x0600 0x000c 0x000c 0x0000 | 0xO0000 0x0000 0x0000 0x0000
6 1 0x000c 0x0000 0x7800 0x6000 | 0x0000 0x0000 0x0000 0x0000
Linear Permutation
7 5 0x7818 0x6018 0x7351 O0x43al | 0x7800 0x6000 0x8331 0x83cl
8 3 Stop 0x8331 0x83cl 0xe019 0x831f

Table 6.1: Linear trail of SPARX 64/128 for six rounds

| Number of Rounds | Bias | Data Complexity | Time Complexity |
H 7 2 2% | 2% H

Table 6.2: Result of the SPARX 64/128 linear distinguisher

To implement a key recovery attack over nine rounds, we decrypt two more rounds for
the left word, trying all possibilities for the active key bits in our linear approximation. For
the right word, we need to decrypt a single round by trying all possibilities for the key bits

that lead to the mask of the eighth round of the right word. See Figure[6.]]
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Left word Right word

Ly R, L, R,
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Linear approximation for 7 rounds for the left
word and extend it by one more round of the
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Figure 6.1: Key Recovery Attack on SPARX 64/128 - 9 rounds

Table [6.3] summarizes the characteristics of the 9-round linear key recovery attack on

SPARX 64/128.
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H Number of Rounds ‘ Recovered Key Bits ‘ Bias ‘ Data Complexity ‘ Time Complexity H
H 9 | 60 e D R

Table 6.3: 9-round Linear Attack on SPARX 64/128

6.1.2 The Linear Approximation on SPARX 128/128

We start this attack by searching for the best approximation using Cho-Pieprzyk’s property.
The SPARX 128 block is divided into four words (each with 32 bits). Each word is divided
into two blocks, left and right, each with 16 bits (denoted L1, R1, L2, R2, L3, R3, L4 and
R4)

We start by fixing the mask of L3 (AL?) with a pair of consecutive bits (0x3,0x6, ...)
and zeroing the other masks of (lel,lle,QLXLZ,)LyRZ,lyRiAXM, and 7LyR4). We check how the
masks evolve both in the forward and backward direction taking into consideration the linear
permutation after every four rounds. The longest linear trail we were able to find in this
manner covers 8 rounds. Table shows how the mask changes: lﬁl represents the input
mask of the left block of the first word of SPARX and ly’f ! represents the input mask of the
right block of the first word of SPARX. Similarly, with the second, third and fourth words,
see Table[6.5] We observe that the first linear permutation does not change anything since

the first and second words are masked by zero.
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First Word Second Word Third Word Fourth Word
Round | Cost o I I " I v I v
i ¥l xi yl x yi Xl y!
0x0000 0x0000 | 0x0000 0x0000 | Oxc7e3 0x37ec | 0x0000 0x0000
: : 0x0000 0x0000 | 0x0000 0x0000 | 0x0600 0Oxc18f | 0x0000 0x0000
0x0000 0x0000 | 0x0000 0x0000 | 0x0600 0xc18f | 0x0000 0x0000
? : 0x0000 0x0000 | 0x0000 0x0000 | 0x0603 0x060f | 0x0000 0x0000
0x0000 0x0000 | 0x0000 0x0000 | 0x0603 0x060f | 0x0000 0x0000
’ ? 0x0000 0x0000 | 0x0000 0x0000 | 0x0600 0x000c | 0xO0000 0x0000
0x0000 0x0000 | 0x0000 0x0000 | 0x0600 0x000c | 0xO0000 0x0000
! 1 0x0000 0x0000 | 0x0000 0x0000 | 0x000c 0x0000 | 0x0000 0x0000
Linear Permutation
0x000c  0x0000 | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
: : 0x7800 0x6000 | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
0x7800 0x6000 | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
° ? 0x8331 0x83cl1l | 0x0000 0x0000 | 0x0000 0x0000 | 0xO0000 0x0000
0x8331 0x83cl1l | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
7 : 0xe019 0x831f | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
0xe019 0x831f | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
i : 0xfObe 0xc37e | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
Linear Permutation
0x308d 0xc033 | 0xc033 0x034d | OxfObe 0xc37e | 0x0000 0x0000

Table 6.4: Linear trail of SPARX 128 for eight rounds

| Number of Rounds | Bias | Data Complexity | Time Complexity |

8 | 2719 |

238

‘ 238

Table 6.5: Result of the SPARX 128 linear distinguisher

To implement a key recovery attack over nine rounds, we decrypt one more round by

trying all possibilities for the key bits that lead to the mask of the eighth round. See Figure
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Figure 6.2: Key Recovery Attack on SPARX 128/128 - 9 rounds

Table [6.6 summarizes the characteristics of the 9-round linear key recovery attack on

SPARX 128/128.

H Number of Rounds ‘ Recovered Key Bits ‘ Bias ‘ Data Complexity ‘ Time Complexity H
H 9 | 44 R | 2% H

Table 6.6: 9-round Linear Attack on SPARX 128/128
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6.1.3 The Linear Approximation on SPARX 128/265

The linear distinguisher for SPARX 128/256 is similar to the linear distinguisher for SPARX
128/128 (see Table[6.4] and Table[6.5). To implement a key recovery attack over ten rounds,
we decrypt two more rounds by trying all possibilities for the key bits that lead to the mask
of the eighth round. Table summarizes the characteristics of the 10-round linear key

recovery attack on SPARX 128/256.

H Number of Rounds ‘ Recovered Key Bits ‘ Bias ‘ Data Complexity ‘ Time Complexity H
I 10 | 140 | 2719 | 238 | 2178 I

Table 6.7: 10-round Linear Attack on SPARX 128/256

6.2 Partly-Pseudo-Linear Cryptanalysis of Reduced-Round SPARX family

In this section, we illustrate and analyze the efficiency of our Partly-Pseudo-Linear cryptanal-
ysis attack on all variants of the SPARX family (for more details to this type of cryptanalysis,
see chapter [d] section4.2). First we present the Partly-Pseudo-Linear approximation with the

key recovery attack on SPARX 64/128 then on SPARX 128/128 and SPARX 128/256.

6.2.1 The Partly-Pseudo-Linear Approximation on SPARX 64/128

We first describe the Partly-Pseudo-Linear attack obtained by approximating nine rounds
of SPARX 64/128. In the 9-round attack, we encrypt one round using all possibilities of
the key bits that leads to our linear approximation (32 key bits of the right word). Then
we approximate five rounds in the forward direction using linear approximation and three
rounds in the backward direction using pseudo-linear approximation.

For the pseudo-linear approximation, the window size is two, w = 2, and 61 key bits
are required for the approximation. In the last round the addition operation (subtraction) is

before the key round injection; thus, it can be performed exactly for the full word without

95



any need for an approximation.

For the linear approximation, we start the mask with 1 = 0x0000 and A} = 0x0000 for
the left word and A = 0x07£8 and A = 0x£d£4 for the right word. Table[6.8|shows how the
mask changes through the five rounds and the approximation for the Partly-Pseudo-Linear
attack for 9 rounds is available in the appendix. Figure[6.3|shows the Partly-Pseudo-Linear

attack for 9 rounds of SPARX 64/128.

Left Word Right Word
Round | Cost
Mo Ak 2k, oAb, | oAk R Ak 2k,
1 0 0x0000 0x0000 0x0000 0x0000 Encrypt trying all key possibilities
2 4 0x0000 0x0000 0x0000 0x0000 | 0x07f8 Oxfdf4 Oxc7e3 O0x37ec
3 5 0x0000 0x0000 0x0000 0x0000 | Oxc7e3 0x37ec 0x0600 Oxcl18f
Linear Permutation
4 1 0x0600 O0xc18f 0x0603 0x060f | 0x0O000 0x0000 0x0000 0x0000
5 2 0x0603 0x060f 0x0600 0x000c | 0x0000 0x0000 0x0000 0x0000
6 1 0x0600 0x000c 0x000c 0x0000 | 0xO0000 0x0000 0x0000 0x0000
Linear Permutation
0x0cOc  0x0c00 0x000c  0x0000

Table 6.8: Linear trail of SPARX 64/128 for six rounds
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Figure 6.3: Key Recovery Attack on SPARX 64/128 - 9 rounds

For SPARX 64/128, the maximum number of rounds we can reach is 9 rounds with

recovery of 96 key bits.

e Bias: The bias for this approximation is a combination of the experimentally-determined
bias of the pseudo-linear approximation of the exclusive-or of the two-bit window for
the left and right word (2~ !'*) and the bias of the linear approximation (2~!%) using

the piling-up lemma: 2~ 184.2-14 = p—1584

e Data complexity: We use the square of the inverse of the bias of the approximation,
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232

e Time complexity: The data complexity multiplied by the complexity of trying all

possibilities for the number of key bits in the pseudo-linear approximation: 232 .29 =

2125

Table |6.9| summarizes the characteristics of the 9-round Partly-Pseudo-Linear key recov-

ery attack on SPARX 64/128.

H Number of Rounds ‘ Recovered Key Bits ‘ Bias ‘ Data Complexity ‘ Time Complexity H

H 9 ‘ 93 ‘ 2715.84 ‘ 232 ‘ 2]25 H

Table 6.9: Summary of the Partly-Pseudo-Linear approximation: 9 rounds of SPARX 64/128

6.2.2 The Partly-Pseudo-Linear Approximation on SPARX 128/128

We describe the Partly-Pseudo-Linear attack obtained by approximating 9 rounds of SPARX
128/128. In the 9-round attack, we approximate four rounds in the forward direction
using pseudo-linear approximation and four rounds in the backward direction using linear
approximation. Then, we decrypt one round using all possibilities of the key bits that lead
to our linear approximation (44 key bits of the first, second, and third words).

For the pseudo-linear approximation, the window size is two, w = 2, and 54 key bits
are required for the approximation. For the linear approximation, we start the mask with
AL = 0xfObe and AR = 0xc37e for the first word, A5 = 0x0000 and A* = 0x0000 for
the second word, 11* = 0x0000 and 7LyR3 = 0x0000 for the third word and A% = 0x0000
and lyR“ = 0x0000 for the fourth word. Table shows how the mask changes through
the four rounds and the approximation for the Partly-Pseudo-Linear attack for 9 rounds is
available in the appendix. Figure shows the Partly-Pseudo-Linear attack for 11 rounds
of SPARX 128/128.
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First Word Second Word Third Word Fourth Word
Round | Cost o I I " I v I v
x! Y x! y x ¥ x! ¥
0x000c 0x0000 | 0x0000 0x0000 | 0x0000 0x0000 | 0xO0000 0x0000
: : 0x7800 0x6000 | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
0x7800 0x6000 | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
? ? 0x8331 0x83cl1l | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
0x8331 0x83c1 | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
: : 0xe019 0x831f | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
0xe019 0x831f | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
! : 0xfObe 0xc37e | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
Linear Permutation

0x308d 0xc033 | 0xc033 0x034d | 0xfObe 0xc37e | 0x0000 0x0000

Table 6.10: Linear trail of SPARX 128/128 for 9-round Partly-Pseudo-Linear approximation

For SPARX 128/128, the maximum number of rounds we can reach is 9 rounds with

recovery of 98 key bits.

Bias: The bias for this approximation is a combination of the experimentally-determined
bias of the pseudo-linear approximation of the exclusive-or of the two-bit window for
the third words (273-73) and the bias of the linear approximation 210y using the

piling-up lemma: 2373 910 _ »—13.73

Data complexity: We use the square of the inverse of the bias of the approximation,

228

Time complexity: The data complexity multiplied by the complexity of trying all

possibilities for the number of key bits in the pseudo-linear approximation: 228 .23 =

2126
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Figure 6.4: Key Recovery Attack on SPARX 128/128 - 9 rounds

Table [6.11] summarizes the characteristics of the 9-round Partly-Pseudo-Linear key

recovery attack on SPARX 128/256.

Bias ‘ Data Complexity ‘ Time Complexity H

H Number of Rounds | Recovered Key Bits

H 9 ‘ 98 ‘ 2—13.73 ‘ 228 ‘ 2126 H

Table 6.11: Summary of the Partly-Pseudo-Linear approximation: 9 rounds of SPARX
128/128
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6.2.3 The Partly-Pseudo-Linear Approximation on SPARX 128/265

We describe the Partly-Pseudo-Linear attack obtained by approximating 11 rounds of SPARX
128/256. In the 11-round attack, we encrypt two rounds using all possibilities of the key bits
that leads to our linear approximation (64 key bits of the third word). Then we approximate
six rounds in the forward direction using linear approximation and three rounds in the
backward direction using pseudo-linear approximation.

For the pseudo-linear approximation, the window size is two, w = 2, and 124 key bits
are required for the approximation. In the last round the addition operation (subtraction) is
before the key round injection; thus, it can be performed exactly for the full word without
any need for an approximation.

For the linear approximation, we start the mask with 7th1 = 0x0000 and lyR ' = 0x0000
for the first word, A%% = 0x0000 and A** = 0x0000 for the second word, A-* = 0x07£8 and
lym = 0xfdf4 for the third word (after encryption two rounds) and A = 0x0000 and XYR“
= 0x0000 for the fourth word. Table [6.12] shows how the mask changes through the six
rounds and the approximation for the Partly-Pseudo-Linear attack for 11 rounds is available
in the appendix. Figure [6.5]shows the Partly-Pseudo-Linear attack for 11 rounds of SPARX

128/256.
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First Word Second Word Third Word Fourth Word
Round | Cost
AL ARL AL2 AR2 AL3 AR3 A4 AR4
xl yl xl yl X yl xl yl

0x0000 0x0000 | 0x0000 0x0000 0x0000 0x0000
1 0 Try all 32 key bits

0x0000 0x0000 | 0x0000 0x0000 0x0000 0x0000

0x0000 0x0000 | 0x0000 0x0000 0x0000 0x0000
2 0 Try all 32 key bits

0x0000 0x0000 | 0x0000 0x0000 0x0000 0x0000

0x0000 0x0000 | 0x0000 0x0000 | 0x07f8 Oxfdf4 | 0x0000 0x0000
3 4

0x0000 0x0000 | 0x0000 0x0000 | Oxc7e3 0x37ec | 0x0000 0x0000

0x0000 0x0000 | 0x0000 0x0000 | Oxc7e3 O0x37ec | 0x0000 0x0000
4 5

0x0000 0x0000 | 0x0000 0x0000 | 0x0600 Oxc18f | 0x0000 0x0000

Linear Permutation

0x0600 0xc18f | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
5 1

0x0603 0x060f | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000

0x0603 0x060f | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
6 2

0x0600 0x000c | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000

0x0600 0x000c | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
7 1

0x000c 0x0000 | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000

0x000c 0x0000 | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000
8 1

0x7800 0x6000 | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000

Linear Permutation
0x7818 0x0018 | 0x0018 0x6018 | 0x7800 0x6000 | 0x0000 0x0000

Table 6.12: Linear trail of SPARX 128/256 for 11-round Partly-Pseudo-Linear approximation

For SPARX 128/256, the maximum number of rounds we can reach is 11 rounds with

recovery of 195 key bits.

e Bias: The bias for this approximation is a combination of the experimentally-determined

bias of the pseudo-linear approximation of the exclusive-or of the two-bit window for

the first, second and third words (27>4%) and the bias of the linear approximation (2~

using the piling-up lemma: 27542.271
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e Data complexity: We use the square of the inverse of the bias of the approximation,

242

e Time complexity: The data complexity multiplied by the complexity of trying all

possibilities for the number of key bits in the pseudo-linear approximation: 24?219 =
2236
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Figure 6.5: Key Recovery Attack on SPARX 128/256 - 11 rounds

Table [6.13] summarizes the characteristics of the 11-round Partly-Pseudo-Linear key

recovery attack on SPARX 128/256.
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H Number of Rounds | Recovered Key Bits | Bias ‘ Data Complexity ‘ Time Complexity H

H 11 ‘ 195 ‘ 2720.42 ‘ 242 ‘ 2237 H

Table 6.13: Summary of the Partly-Pseudo-Linear approximation: 11 rounds of SPARX
128/256

6.3 Summary of SPARX family cryptanalysis Results

Table [6.14] summarizes our results on linear and Partly-Pseudo-Linear cryptanalysis on

SPARX family.

N/K Type | Number of | Guessed | Bias Data Time
Rounds Key Bit Complexity | Complexity
64/128 | LC 9 60 272 246 2106
PPLC 9 93 7—15.84 732 125
128/128 | LC 9 ~ 271 238 282
PPLC 9 08 7—13.73 728 7126
128/256 | LC 10 140 2719 238 2178
PPLC 11 195 7—20.42 742 7237

* LC refers to Linear Cryptanalysis and PPL refers to Partly-Pseudo-Linear Cryptanalysis

Table 6.14: Summary: Linear and Partly-Pseudo-Linear cryptanalysis of the SPARX family
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Chapter 7: Conclusion and Future Work

7.1 Conclusion

This dissertation describes cryptanalysis on an example cipher, reduced-round SPECK, for
which a purely pseudo-linear attack is not sufficient. We apply the pseudo-linear technique
to reduced-round SPECK 32/64 and find that the attack complexity (because it is a non-linear
techniques key bits are required to be guessed) gets large rapidly, and we cannot go deeper
than 6 rounds. We illustrate the purely pseudo-linear attack with experimental verification
for 4 rounds.

We present a new cryptanalysis of the ARX block cipher, the Partly-Pseudo-Linear
Attack: the combination of linear and pseudo-linear cryptanalysis. We illustrate this attack
by combining linear approximations that rely on Cho and Pieprzyk’s property of modular
addition for linear cryptanalysis of addition modulo 2" with pseudo-linear approximations
on the the SPECK and SPARX family.

On the SPECK family, we are able to extend Cho-Pieprzyk based linear distinguishers to
key recovery attacks using partly-pseudo-linear cryptanalysis. For some variants of SPECK,
we are able to attack more rounds than other work in the literature using Cho-Pieprzyk. We
are able to recover 36 encryption key bits for 9 rounds of SPECK 32/64, 45 key bits for 11
rounds of SPECK 48/96, 49 key bits for 14 rounds of SPECK 64/128, 76 key bits for 12
rounds of SPECK 96/144 and 173 key bits for 14 rounds of SPECK 128/256.

We illustrate and analyze the efficiency of our Partly-Pseudo-Linear cryptanalysis attack
on the SPARX family by comparing two approaches. First, we apply only linear cryptanalysis
using Cho-Pieprzyk approximations. We are able to recover 60 encryption key bits for 9
rounds of SPARX 64/128, 44 key bits for 9 rounds of SPARX 128/128 and 140 key bits for
10 rounds of SPARX 128/256. Next, we apply the Partly-Pseudo-Linear cryptanalysis. In

this case, we are able to recover 93 encryption key bits for 9 rounds of SPARX 64/128, 98
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key bits for 9 rounds of SPARX 128/128 and 195 key bits for 11 rounds of SPARX 128/256.
For all variants of the SPARX family, we recover more encryption key bits with better bias

and lower data complexity using Partly-Pseudo-Linear cryptanalysis.

7.2 Future Work

Many cryptanalytic approaches could be adapted to incorporate our Partly-Pseudo-Linear

approximation. In particular, the following ideas are promising:

e In our attack, Partly-Pseudo-Linear approximation, we restrict the linear cryptanalysis
to use the Cho-Pieprzyk approximation, which, like pseudo-linear approximation,
uses windows (consecutive bits). It would be interesting to extend our work to use

Wallen’s algorithm instead for the linear cryptanalysis.

e Differential cryptanalysis results in the most powerful attacks (going deepest) on
block ciphers in general, and SPECK and SPARX in particular. It is worth investi-
gating the possibility of Pseudo-Differential cryptanalysis: combining pseudo-linear

cryptanalysis with differential cryptanalysis.

e Linear hull cryptanalysis of the SPARX families is another powerful approach. Future
research possibilities include the exploration of whether the Partly-Pseudo-Linear

approach is compatible with the linear hull cryptanalysis.

106



[1]

(2]

(3]

[4]

[5]

[6]

[7]

Bibliography

Tomer Ashur and Daniél Bodden. “Linear Cryptanalysis of Reduced-Round Speck”.
In: 2016.

Ray Beaulieu et al. “SIMON and SPECK: Block Ciphers for the Internet of Things”.

In: IACR Cryptology ePrint Archive 2015 (2015), p. 585.

Ray Beaulieu et al. “The SIMON and SPECK Families of Lightweight Block Ciphers”.
In: IACR Cryptology ePrint Archive 2013 (2013), p. 404. URL: http://eprint.

iacr.org/2013/404.

Ray Beaulieu et al. “The SIMON and SPECK lightweight block ciphers”. In: Pro-
ceedings of the 52nd Annual Design Automation Conference, San Francisco, CA,
USA, June 7-11, 2015. ACM, 2015, 175:1-175:6. DOI1: 10.1145/2744769 .2747946.

URL: https://doi.org/10.1145/2744769.2747946.

Eli Biham and Adi Shamir. “Differential Cryptanalysis of DES-like Cryptosystems”.
In: J. Cryptology 4.1 (1991), pp. 3—72. DOI: 10.1007/BF00630563. URL: https:

//doi.org/10.1007/BF00630563.

Daniél Bodden. “Linear Cryptanalysis of Reduced-Round Speck with a Heuristic
Approach: Automatic Search for Linear Trails”. In: Information Security - 21st Inter-
national Conference, ISC 2018, Guildford, UK, September 9-12, 2018, Proceedings.
Ed. by Liqun Chen, Mark Manulis, and Steve Schneider. Vol. 11060. Lecture Notes
in Computer Science. Springer, 2018, pp. 132-150. pOI: |10.1007/978-3-319~

99136-8\_8. URL: https://doi.org/10.1007/978-3-319-99136-8%5C_8.

Joo Yeon Cho and Josef Pieprzyk. “Algebraic Attacks on SOBER-t32 and SOBER-
t16 without Stuttering”. In: Fast Software Encryption, 11th International Workshop,
FSE 2004, Delhi, India, February 5-7, 2004, Revised Papers. Ed. by Bimal K. Roy and

Willi Meier. Vol. 3017. Lecture Notes in Computer Science. Springer, 2004, pp. 49—64.

107


http://eprint.iacr.org/2013/404
http://eprint.iacr.org/2013/404
https://doi.org/10.1145/2744769.2747946
https://doi.org/10.1145/2744769.2747946
https://doi.org/10.1007/BF00630563
https://doi.org/10.1007/BF00630563
https://doi.org/10.1007/BF00630563
https://doi.org/10.1007/978-3-319-99136-8\_8
https://doi.org/10.1007/978-3-319-99136-8\_8
https://doi.org/10.1007/978-3-319-99136-8%5C_8

[8]

[9]

[10]

[11]

[12]

DOI:10.1007/978-3-540-25937-4\ 4. URL: https://doi.org/10.1007/978~

3-540-25937-4%5C_4.

Joo Yeon Cho and Josef Pieprzyk. “Multiple Modular Additions and Crossword
Puzzle Attack on NLSv2”. In: Information Security, 10th International Conference,
ISC 2007, Valparaiso, Chile, October 9-12, 2007, Proceedings. Ed. by Juan A. Garay
et al. Vol. 4779. Lecture Notes in Computer Science. Springer, 2007, pp. 230-248.
DOI:|10.1007/978-3-540-75496-1\_16. URL: https://doi.org/10.1007/

978-3-540-75496-17%5C_16.

Seyed Mojtaba Dehnavi, Akbar Mahmoodi Rishakani, and M. R. Mirzaee Shamsabad.
“A More Explicit Formula for Linear Probabilities of Modular Addition Modulo
a Power of Two”. In: JACR Cryptol. ePrint Arch. 2015 (2015), p. 26. URL: http:

//eprint.iacr.org/2015/026.

Whitfield Diffie and Martin E. Hellman. “Special Feature Exhaustive Cryptanalysis
of the NBS Data Encryption Standard”. In: IEEE Computer 10.6 (1977), pp. 74—
84. DOI: 10.1109/C-M. 1977 .217750. URL: https://doi.org/10.1109/C~

M.1977.217750.

Daniel Dinu et al. “Design Strategies for ARX with Provable Bounds: Sparx and
LAX”. In: Advances in Cryptology - ASIACRYPT 2016 - 22nd International Confer-
ence on the Theory and Application of Cryptology and Information Security, Hanoi,
Vietnam, December 4-8, 2016, Proceedings, Part I. Ed. by Jung Hee Cheon and
Tsuyoshi Takagi. Vol. 10031. Lecture Notes in Computer Science. 2016, pp. 484-513.
DOI: 10.1007/978-3-662-53887-6\ _18. URL: https://doi.org/10.1007/

978-3-662-53887-6%5C_18.

Kai Fu et al. “MILP-Based Automatic Search Algorithms for Differential and Linear
Trails for Speck™. In: Fast Software Encryption - 23rd International Conference,

FSE 2016, Bochum, Germany, March 20-23, 2016, Revised Selected Papers. Ed. by

108


https://doi.org/10.1007/978-3-540-25937-4\_4
https://doi.org/10.1007/978-3-540-25937-4%5C_4
https://doi.org/10.1007/978-3-540-25937-4%5C_4
https://doi.org/10.1007/978-3-540-75496-1\_16
https://doi.org/10.1007/978-3-540-75496-1%5C_16
https://doi.org/10.1007/978-3-540-75496-1%5C_16
http://eprint.iacr.org/2015/026
http://eprint.iacr.org/2015/026
https://doi.org/10.1109/C-M.1977.217750
https://doi.org/10.1109/C-M.1977.217750
https://doi.org/10.1109/C-M.1977.217750
https://doi.org/10.1007/978-3-662-53887-6\_18
https://doi.org/10.1007/978-3-662-53887-6%5C_18
https://doi.org/10.1007/978-3-662-53887-6%5C_18

[13]

[14]

[15]

[16]

[17]

[18]

Thomas Peyrin. Vol. 9783. Lecture Notes in Computer Science. Springer, 2016,
pp. 268-288. DOI: 10.1007/978-3-662-52993-5\_14. URL: https://doi.org/

10.1007/978-3-662-52993-57%5C_14.

Howard M. Heys. “A Tutorial on Linear and Differential Cryptanalysis”. In: Cryp-

tologia 26.3 (2002), pp. 189-221. DOI1: 10.1080/0161-110291890885.

Mingjiang Huang and Liming Wang. “Automatic Search for the Linear (Hull) Charac-
teristics of ARX Ciphers: Applied to SPECK, SPARX, Chaskey, and CHAM-64". In:
Security and Communication Networks 2020 (2020), 4898612:1-4898612:14. DOI:

10.1155/2020/4898612. URL: https://doi.org/10.1155/2020/4898612.

Jonathan Katz and Yehuda Lindell. Introduction to Modern Cryptography. Chapman
and Hall/CRC Press, 2007. 1ISBN: 978-1-58488-551-1. URL: http://www.cs.umd.

edu/%5C%7Ejkatz/imc.html.

Yunwen Liu, Qingju Wang, and Vincent Rijmen. “Automatic Search of Linear Trails
in ARX with Applications to SPECK and Chaskey”. In: Applied Cryptography and
Network Security - 14th International Conference, ACNS 2016, Guildford, UK, June
19-22, 2016. Proceedings. Ed. by Mark Manulis, Ahmad-Reza Sadeghi, and Steve
Schneider. Vol. 9696. Lecture Notes in Computer Science. Springer, 2016, pp. 485—
499. pOI: 10.1007/978-3-319-39555-5\ _26. URL: https://doi.org/10.

1007/978-3-319-39555-5/5C_26.

Yu Liu et al. “Linear cryptanalysis of reduced-round SPECK”. In: Inf. Process. Lett.
116.3 (2016), pp. 259-266. DOI: [10. 1016/ . ipl.2015.11.005. URL: https :

//doi.org/10.1016/j.ipl.2015.11.005.

Mitsuru Matsui. “Linear Cryptanalysis Method for DES Cipher”. In: Advances in
Cryptology - EUROCRYPT 93, Workshop on the Theory and Application of of
Cryptographic Techniques, Lofthus, Norway, May 23-27, 1993, Proceedings. Ed. by

Tor Helleseth. Vol. 765. Lecture Notes in Computer Science. Springer, 1993, pp. 386—

109


https://doi.org/10.1007/978-3-662-52993-5\_14
https://doi.org/10.1007/978-3-662-52993-5%5C_14
https://doi.org/10.1007/978-3-662-52993-5%5C_14
https://doi.org/10.1080/0161-110291890885
https://doi.org/10.1155/2020/4898612
https://doi.org/10.1155/2020/4898612
http://www.cs.umd.edu/%5C%7Ejkatz/imc.html
http://www.cs.umd.edu/%5C%7Ejkatz/imc.html
https://doi.org/10.1007/978-3-319-39555-5\_26
https://doi.org/10.1007/978-3-319-39555-5%5C_26
https://doi.org/10.1007/978-3-319-39555-5%5C_26
https://doi.org/10.1016/j.ipl.2015.11.005
https://doi.org/10.1016/j.ipl.2015.11.005
https://doi.org/10.1016/j.ipl.2015.11.005

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

397. DOI: 10.1007/3-540-48285-7\_33. URL: https://doi.org/10.1007/3~

540-48285-7%5C_33.

Kerry A. McKay. “Analysis of ARX Round Functions in Secure Hash Functions”. In:

Doctoral Dissertation, The George Washington University, Gelman Library. 2014.

Kerry A. McKay and Poorvi L. Vora. “Analysis of ARX Functions: Pseudo-linear
Methods for Approximation, Differentials, and Evaluating Diffusion”. In: JACR
Cryptology ePrint Archive 2014 (2014), p. 895. URL: http://eprint.iacr.org/

2014/895.

Kerry A. McKay and Poorvi L. Vora. “Pseudo-Linear Approximations for ARX
Ciphers: With Application to Threefish”. In: IJACR Cryptology ePrint Archive 2010

(2010), p. 282. URL: http://eprint.iacr.org/2010/282.
Ramkumar Natarajan. “Differential CryptAnalysis”. In:

Kaisa Nyberg and Johan Wallén. “Improved Linear Distinguishers for SNOW 2.0”.
In: Fast Software Encryption, 13th International Workshop, FSE 2006, Graz, Aus-
tria, March 15-17, 2006, Revised Selected Papers. Ed. by Matthew J. B. Robshaw.
Vol. 4047. Lecture Notes in Computer Science. Springer, 2006, pp. 144-162. DOI:

10.1007/11799313\_10. URL: https://doi.org/10.1007/11799313%5C_10.

Deepti Sehrawat and Nasib S. Gill. “Lightweight Block Ciphers for 1oT based appli-

cations : A Review”. In: 2018.

Douglas R. Stinson. Cryptography - theory and practice. Discrete mathematics and

its applications series. CRC Press, 1995. ISBN: 978-0-8493-8521-6.

Johan Wallén. “Linear Approximations of Addition Modulo 2™, In: Fast Software
Encryption, 10th International Workshop, FSE 2003, Lund, Sweden, February 24-
26, 2003, Revised Papers. Ed. by Thomas Johansson. Vol. 2887. Lecture Notes in
Computer Science. Springer, 2003, pp. 261-273. DO1:/10.1007/978-3-540-39887~

5\_20. URL: https://doi.org/10.1007/978-3-540-39887-5%5C_20.

110


https://doi.org/10.1007/3-540-48285-7\_33
https://doi.org/10.1007/3-540-48285-7%5C_33
https://doi.org/10.1007/3-540-48285-7%5C_33
http://eprint.iacr.org/2014/895
http://eprint.iacr.org/2014/895
http://eprint.iacr.org/2010/282
https://doi.org/10.1007/11799313\_10
https://doi.org/10.1007/11799313%5C_10
https://doi.org/10.1007/978-3-540-39887-5\_20
https://doi.org/10.1007/978-3-540-39887-5\_20
https://doi.org/10.1007/978-3-540-39887-5%5C_20

[27] Johan Wallén. “ON THE DIFFERENTIAL AND LINEAR PROPERTIES OF ADDI-

TION™. In: 2003.

[28] Yuan Yao, Bin Zhang, and Wenling Wu. “Automatic Search for Linear Trails of the
SPECK Family”. In: Information Security - 18th International Conference, ISC 2015,
Trondheim, Norway, September 9-11, 2015, Proceedings. Ed. by Javier and Chris J.
Mitchell. Vol. 9290. Lecture Notes in Computer Science. Springer, 2015, pp. 158-176.
DOI:/10.1007/978-3-319-23318-5\_9. URL: https://doi.org/10.1007/978~

3-319-23318-5%5C_9.

111


https://doi.org/10.1007/978-3-319-23318-5\_9
https://doi.org/10.1007/978-3-319-23318-5%5C_9
https://doi.org/10.1007/978-3-319-23318-5%5C_9

Appendices

112



A Pseudo-Linear Cryptanalysis Attacks

A.1 3-Rounds Attack of pseudo-linear cryptanalysis
Pseudo-linear cryptanalysis of 3-round Speck 32/64 with different window sizes:

1. Window size w = 3. The following table [I] shows the approximation for 3 rounds

meeting at x/3(2,5).

Round | Left Word Right Word

1 NewPL = (PL>>>7)H6 PR xrl = (PR(13,16) << 2) ®xl}
xll = NewPL(11,14) ©kl(11,14) xry = (PR(6,9) << 2) @ xl}
xl3 = NewPL(4,7) ®k}(4,7) xrl = (PR(4,7) << 2) dxl3

xl3 = NewPL(2,5) ®k}(2,5)

2 X2 = ((x1} > 7)Bsxr]) k3 (11,14) xrd = (xr) < 2) D xl3
xl3 = ((xl} >>7)Esxr)) ©k3(2,5)

3 Xl = ((x2>>7) Bz xr}) k3 (2,5)

Table 1: the pseudo-linear approximation for x/3 (2, 5).

2. Window size w = 2. The following table 2| shows the approximation for 3 rounds

meeting x/3(3,5).

Round | Left Word Right Word

1 NewPL = (PL>>7) B¢ PR xrl = (PR(14,16) << 2) @ xl}
xll = NewPL(12,14) @k} (12,14) xr) = (PR(7,9) << 2) dxl]
xld = NewPL(5,7) ®k}(5,7) xr) = (PR(5,7) << 2) & xl}
xl3 = NewPL(3,5) ®k1(3,5)

2 xl% = ((xlz1 >>7) EHzxr%) @k%(lZ, 14) xr% = (xr% XK 2) @xl%
xl3 = ((xl} >>7) By xr}) ®k3(3,5)

3 xl} = (6} > 7) Baxr}) ©K; (3,5)

Table 2: the pseudo-linear approximation for x/3(3,5).
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A.2 4-Rounds Attack of pseudo-linear cryptanalysis

Pseudo-linear cryptanalysis of 4-round Speck 32/64 with different window sizes:

1. Window size w = 3. The following table [3] shows the approximation for four rounds

meeting at x/7(13,16).

Round | Encryption Decryption

1 NewPL = (PL>>7) B PR

xll = NewPL(13,16) ©k} (13,16)
xl3 = NewPL(6,9) © k) (6,9)

xr} = (PR(15,18 mod 2*) <« 2) @ xl|

2| xlf = (1) 3> 7)Baxr]) @k3(13,16)

xl% Exlf
3 xl3 = ((xIt @k} (4,7) Bz xr})) << 7
xrd = ((xly &xr§)) >> 2
4 xl3 = ((CL(9,12) ©k}(9,12)) By xr3) < 7
xlf = ((CL(11,14) @k} (11,14)) By xr}) << 7

=
~
I
Q
=
°
—
N/
D
=
»°
—
N
V
\
\S]

xr} = (CR(0,3) ©CL(0,3)) >>2

Table 3: The pseudo-linear attack approximation for 4 rounds meeting at xllz(13, 16),w=3

2. Window size w = 2. The following table [ shows the approximation for 4 rounds

meeting x/7(14, 16).
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Round | Encryption Decryption

1 NewPL = (PL>>>7) 86 PR
xl} = NewPL(14,16) © k] (14,16)
xl3 = NewPL(7,9) ®k}(7,9)

xri = (PR(0,2)) < 2) ®xl]

2| xlf = ((xly 3> 7) Baar]) ©ki(14,16)
xl} = xl}
: xly = (6} k3 (5,7)) Baar})) << 7
= ((xl3®xr})) >2
4 =

(CL(10,12) @ k}(10,12)) Boxry) << 7
(CL(12,14) @k} (12,14)) B xr}) << 7

CR(10,12) ®CL(10,12)) > 2

(
(
(
(
(
= (CR(8,10) & CL(8,10)) >>2
(

3
xn
i
2
Y14
1
ot =
ry =
ot —
Xy =
o —
Ar3 =

CR(1,3)®CL(1,3)) >>2

Table 4: The pseudo-linear attack approximation for 4 rounds meeting at xllz(14, 16),w=2

B Partly-Pseudo-Linear Cryptanalysis Attacks on SPECK 32/64

B.1 Direct Method of implementing the Partly-Pseudo-Linear Attacks

Table [5] shows the approximation of the direct method of the Partly-Pseudo-Linear 8-round

attack.

Round | Encryption Decryption

1 NewPL = (PL>>>7)H;4 PR
xli = NewPL(15,17mod 2*) @ k} (15,17 mod 2)
xld = NewPL(13,15) @k} (13,15)

xl3 = NewPL(10,12) & k}(10,12)

Continued on next page

Table 5: The direct method Partly-Pseudo-Linear attack approximation for 8 rounds meeting
at x[7(4,6)
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Round | Encryption Decryption

xI} = NewPL(8,10) ®k.(8,10)
xli = NewPL(6,8) @ k1(6,8)
xl} = NewPL(4,6) &k} (4,6)
xl} = NewPL(1,3) ©k3(1,3)

xrl = PR(1,3) @xl}
xrd = 15,17mod 2*) ® xi3
xri = PR(12,14) ®xl}
xrl = PR(10,12) ® xI}

PR(

PR(

(

xrl = PR(8,10) ®xld

xri = PR(6,8) ®xI}
PR(

xr} = PR(3,5) @ xl}

2 xl? = (xl} Byxr]) ®k3(15,17mod 2*)
xl3 = (xld Byxr)) ®k3(13,15)

xI? = (xl] Byxrl) ®k3(6,8)

1

( ) @k (
( ) Dk (
xl2 = (xld By xrl) ®K3(8,10)
( ) Dk (6
Xl = (xly Byxrg) & k3 (4

©k2(4,6)

xr} = xr) O xI?
xr% = xr} @xl%
xr% =xr} EBxl%
xrﬁ = xri EBxlf

2 _ 1 2
xrs = xr5 O xls

3 xl3 = (x5 Byxr3) @ k3 (13,15)
xl3 = (xI} By xr]) ®k3(6,8)
xl3 = (x5 By xr?) & k3(4,6)
xr1 = xrq EBxl3

3

_ 3
xry = xr3 D xly

3 _ 2 3
xr3 = xr; O xl3

Continued on next page

Table 5: The direct method Partly-Pseudo-Linear attack approximation for 8 rounds meeting
at x[7 (4,6)
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Round | Encryption Decryption

4 xl} = (xI3 Baxri) @k} (13,15)
xl§ = (xI3 By xrd) & k5(4,6)

4_ .3 4
xr] = xr; ®xl;

5 xly = (xIf By xr!) ®k7(4,6)

xl3(0) @ xI3 (1) = linearT

6to8 linearT = CL(3) ®CL(4) & CL(5)
PBCL(6) dCL(7) & CL(8)®
CL(9) ®CL(10) ®CL(12)®
CL(13) ®CL(14) ©CL(15)®
CR(3) ®CR(4) ®CR(5)®
CR(6) ®CR(7) & CR(8)®
CR(12) ©CR(13) © CR(14)
®CR(15)

Table 5: The direct method of Partly-Pseudo-Linear approximation for 8 rounds meeting at
x13(4,6)

C Partly-Pseudo-Linear Cryptanalysis Attacks On the Large Variants of SPECK

family

C.1 Partly-Pseudo-Linear Approximation for SPECK 48/72

Table 6] shows the Partly-Pseudo-Linear approximation of SPECK 48/72.

Round | Encryption Decryption

1to6 linearT = A6 . PL & lya . PR

linearT = xI] (0) ©x1] (1)

7 xr] = (xI8 &xr¥) >3
xl] = ((xI8 © k] (6,8)) Baxr]) << 8

Continued on next page

Table 6: The Partly-Pseudo-Linear approximation for 10 rounds of SPECK 48/72
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Round | Encryption Decryption
8 = (xlj Bxr]) >3
xr§ = (x§ &xr9) >> 3
xr§ = (xI ®xr)) >3
xI8 = ((xI] ®k8(14,16)) Baxr§) <« 8
xI8 = ((xI5 ®k5(11,13)) Baxry) <« 8
9 xr) = (x0 @xrl®) >3
xry = (20 Bxrl0) >3
xr§ = (20 @xrl®) >3
xrg = (2l dxr}®) >3
xrd = (x}0 @ xri®) >3
xrg = (x3° Bxri®) >3
xl) = ((xl}° D k] (22,24)) Baxrl) << 8
xl3 = (x3° ©k3(19,21)) Byxrg) << 8
xl3 = ((x1}° ©k3(16,18)) Baxr}) << 8
xl] = ((x1° 9 k3 (8,10)) Baxry) << 8
10 NewCR =CL®CR

xr}® = (NewCR(18,20)) >3
xr}? = (NewCR(16,18)) >> 3
xri? = (NewCR(13,15)) >> 3
xr4 = (NewCR(10,12)) >> 3
xri® = (NewCR(5,7)) >> 3
xr6 = (NewCR(2,4)) >> 3
xri0 = (NewCR(3,5)) >> 3
xr8 = (NewCR(0,2)) >> 3
xrd® = (NewCR(21,23)) >> 3
xl1{® = ((CL(6,8) ®k;"(6,8)) Baxri?) << 8
= ((CL(5,7) ®kl°(5,7)) Baxr?) <« 8
= ((CL(3,5) @ kg (3,5)) Baxrg) << 8

Continued on next page

Table 6: The Partly-Pseudo-Linear approximation for 10 rounds of SPECK 48/72
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Round

Encryption

Decryption

= ((CL(0,2) ®k1°(0,2)) Ba xrd?) << 8

(
110 ((CL(21,23) Bk{0(21,23)) By xrl?) « 8
= ((CL(16,18) & ki°(16,18)) By xr}®) < 8
xllo ((CL(13,15) B ki0(13,15)) By xrl®) « 8

Table 6: The Partly-Pseudo-Linear approximation for 10 rounds of SPECK 48/72

C.2 Partly-Pseudo-Linear Approximation for SPECK 64/96

Table [7]shows the Partly-Pseudo-Linear approximation of SPECK 64/96.

Round | Encryption Decryption
109 | linearT =29 . PL® Ay
linearT = x11°(0) ®x1[°(1)
10 xrf0 Haoxrll) >
X0 = ((x]' dki0(6,8)) E4xr}°) «< 8
11 aril = (xi2@xr?) >3
2 oxrl?) >3
xlP2@xr?) >3
xz” = ((x2 @kl (14,16)) Baxri!) <« 8
(23T (11,13)) By xrl!) << 8
12

X3 ® >3

xr3 xll3€9xr8 >3
xB@xrdd) >3
er

xll3Eer2 >3

xll2

112

(x1]® ®kl2(22,24)) Baxr}?) << 8

= (x
(
=
=
=
(
=(
xr| —(xll3®xr6 )>>3
= ( )
= )
= )
=(xIP exrid) >3
= )
( (
( (

(¥ ®ki2(19,21)) By xri?) << 8

Continued on next page

Table 7: The Partly-Pseudo-Linear approximation for 13 rounds of SPECK 64/96
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Round | Encryption Decryption
xl3? = (x4 B k*(16,18)) Byxri?) << 8
X} = (xBP B kj?(8,10)) Baxrl?) <« 8
13 NewCR =CL®OCR

xrl3 = (NewCR(27,29)) >> 3
xri3 = (NewCR(26,28)) >3
xri? = (NewCR(24,26)) >> 3
xri3 = (NewCR(21,23)) >> 3
xrl® = (NewCR(18,20)) >> 3
xrg3 = (NewCR(16,18)) >> 3
xri3 = (NewCR(13,15)) >> 3
xrg® = (NewCR(10,12)) >> 3
xrg® = (NewCR(5,7)) >> 3
(

xl}3 = ((CL(30,32

CL(27,29

113 CL(24,25

x1513 CL(16,18
CL(13,15

113 CL(5,7)

7))
xrld = (NewCR(2,4)) >> 3

((CL( ) ki
= ((cL( )®
((CL( ) @ kS
= ((CL(21,23) Bk}

= ((CL( ) ks
= ((CL( )@
((CL(

3(30,32)) Baxr}?) << 8
K13(27,29)) Baxrl?) <« 8
13(24,25)) Baxrl?) < 8
3(21,23)) Baxrl?) « 8
3(16,18)) Baxrl?) <« 8
k3(13,15)) Byxrl’) << 8

OK3(5,7))Baxrld) << 8

Table 7: The Partly-Pseudo-Linear approximation for 13 rounds of SPECK 64/96

C.3 Partly-Pseudo-Linear Approximation for SPECK 96/96

Table [§|shows the Partly-Pseudo-Linear approximation of SPECK 96/96.

Round

Encryption

Decryption

1to5

linearT = A,s

.PL & )Lys

Continued on next page

Table 8: The Partly-Pseudo-Linear approximation for 10 rounds of SPECK 96/96
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Round | Encryption Decryption

linearT = xI] (0) & xI] (1)

6 xrd = (xl] @xr]) >3

xl§ = ((xl] ©k$(6,8)) Baxrd) << 8

7 xr] = (xI§ ®xr§) >3
xr2 X @xrg >3
xr3 X @xrg >3

xl] = (B k]
( 7

X8 ©k3(11,13)) Baxr]) < 8

)

(

)

)

)

(14,16)) By xr]) << 8
(

xly ®xrg) >3

xl§ ®xr) >>3

xlg ®xrg) >>3

xl ®xrg) >3

xlg @ xr]y) >>3
!

x5 ®xr]) >3

xl) ©k(22,24)) By xrd) « 8

)
( (
(x5 ®K5(19,21)) Baxr§) <« 8
(x5 ®K5(16,18)) Baxry) << 8
( (

xld @ k8(8,10)) Byxrd) <« 8

2
8
Arp =
8
Ary =
8
Ary =
8
Xry =
8
s =
8
e =
8
l
8
2
8
3
S
4
? 11®xr1)>>>3
9

Ary =

xlzlo Eer >3

xr3 xllo@xr >3

xr4—x OEBx >3

)C

Ln‘

xr6 xlﬁlo Eer >3

xr) xllo@xr >3

\]\

xr8 xléo @xr >3

(
(ot
(ot
(ot
(
= (
(
(xl
(ot
(.
(ot
(x17
(
(
(
(
(x
(
(
(
= (
(
= (
(
(

%)
)
%)
x0@xrld) >3
?)
2)
9)
)

xr9 = xlgoEerM >3

xrfy = (i @xrl?) >3

Continued on next page

Table 8: The Partly-Pseudo-Linear approximation for 10 rounds of SPECK 96/96
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Round | Encryption Decryption
xl) = ((x1]° & k7 (30,32)) Bsxry) << 8
xl5 = ((x13°®k5(27,29)) Baxry) << 8
xl§ = ((x3° ©k3(24,26)) Baxry) << 8
xly = ((x}° ©k3(21,23)) Baxr?) << 8
xld = ((x1° ©k3(16,18)) Baxrd) << 8
xlg = ((x120 kg (13,15)) Baxrg) < 8
xl§ = ((xIP ®k3(5,7)) Baxr]y) << 8
10 NewCR = CL®CR

xrl0 = (NewCR(39,41)) >> 3

xri? = (NewCR(35,37)) >> 3

xri? = (NewCR(32,34)) >> 3

xri® = (NewCR(29,31)) >> 3

xri® = (NewCR(26,28)) >> 3

xri? = (NewCR(24,26)) >> 3

xri® = (NewCR(23,25)) >> 3

xrg = (NewCR(21,23)) >> 3

xry® = (NewCR(18,20)) >> 3

xrl) = (NewCR(15,17)) >> 3

xrl) = (NewCR(13,15)) >> 3

xrl) = (NewCR(10,12)) >> 3

xrl = (NewCR(7,9)) >> 3

xrld = (NewCR(2,4)) >> 3

xrl? = (NewCR(47,49mod 48)) >> 3
= ((CL(38,40) ©k1°(38,40)) Bsxrl®) << 8
= ((CL(35,37) ®k}°(35,37)) Baxri®) « 8
= ((CL(32,34) ®k1%(32,34)) Baxrl®) << 8
= ((CL(29,31) ®k}°(29,31)) Baxrl?) <« 8

x11° ((CL(26,28) ©ki0(26,28)) B4 xrl?) <« 8

Continued on next page

Table 8: The Partly-Pseudo-Linear approximation for 10 rounds of SPECK 96/96
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Round

Encryption

Decryption

110

xl}0 = ((CL(24,26) ® k}°(24,26)) Baxrl?) < 8
((CL(21,23) dki0(21,23)) By xrl?) <« 8
= ((CL(18,20) @ ki°(18,20)) Byxrl)) << 8
= ((CL(13,15) ®ki®(13,15)) Baxrld) < 8
= ((CL(10,12) ®kl13(10,12)) Baxrld) << 8
= ((CL(

CL(2,4) ®k}9(2,4)) Baxrld) «< 8

Table 8: The Partly-Pseudo-Linear approximation for 10 rounds of SPECK 96/96

C.4 Partly-Pseudo-Linear Approximation for SPECK 128

C.4.1 Partly-Pseudo-Linear Approximation for SPECK 128/128

Table 9] shows the Partly-Pseudo-Linear approximation of SPECK 128/128.

Round | Encryption Decryption
106 | linearT =26 .PL & A . PR
linearT = xI] (0) & x1] (1)
7 xr] = (xS @xr8) >3
xl] = ((xI8 © k] (6,8)) Baxr]) << 8
8 = (xlj ®xr]) >3
xr§ = (x§ ©xry) >3
xr§ = (x5 &xr]) >3
xl¥ = ((xl] ©k§(14,16)) Baxr) << 8
xI8 = ((xl3 ©k5(11,13)) Baxrd) << 8
9 xr] = (20 dxrld) >3
xry = (0 dxr]®) >3
xrg = (20 Bxrl®) >3
xry = (x1}0 @xri®) >3
Continued on next page

Table 9: The Partly-Pseudo-Linear approximation for 11 rounds of SPECK 128/128
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Round

Encryption

Decryption

xrg = (230 dxr}0) >3
xrg = (x0 @xrl®) >> 3
) = (10 k] (22,24)) By xrg) << 8

(
xly = (30 ®k5(19,21)) Baxr?) << 8
3 = (10 @ k3(16,18)) Haxrf) << 8

( (

] = (2110 k3 (8,10)) Baxry) << 8

10 xrl0 = (xli} @xril) >3
xrd0 = (xidt @ xril) >3
= (xI ®xril) >3
xri0 = (xBM @ xrl) >3
=l @xrll)y >3
xrd = (xl @xril) >3
= (xI} dxril) >3
xrdd = (xlit @ xrl) >3
= (D xrfl) >3
xrig = (xl{ ©xrip) >>3
= ((xI' ®k1°(30,32)) B4 xrd?) << 8
= ((xB3' ®k1°(27,29)) Baxrd) << 8
= ((x131 ®k10(24,26)) By xr10) <« 8
= ((x1}' ®k}°(21,23)) Baxrf?) << 8
xllo (it & kl0(16,18)) Baxr)) << 8
= (' @ k0(13,15)) Baxri?) << 8
110 ((xlg' ©k3°(5,7)) Baxr(®) << 8
11 NewCR =CL&CR

= (NewCR(63,65mod 64)) =>> 3

= (NewCR(2,4)) >3

xril = (NewCR(7,9)) >> 3
= (

NewCR(10,12)) >> 3

Continued on next page

Table 9: The Partly-Pseudo-Linear approximation for 11 rounds of SPECK 128/128
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Round | Encryption Decryption

= (NewCR(13,15)) >>3
g (NewCR(15,17)) >> 3
xril = (NewCR(18,20)) >> 3
xril = (NewCR(21,23)) >> 3
xrgl = (NewCR(23,25)) >> 3
xrly = (NewCR(24,26)) >> 3
xril = (NewCR(26,28)) >> 3
xrll = (NewCR(29,31)) >> 3
xril = (NewCR(32,34)) >> 3
xrly = (NewCR(35,37)) >> 3
xril = (NewCR(55,57)) >> 3

xli' = ((CL(38,40) k]! (38,40)) By xrl}) << 8

x3' = ((CL(35,37) ®k}1(35,37)) Baxrll) << 8

= ((CL(32,34) @ ki1 (32,34)) Baxrll) << 8

= ((CL(29,31)@ki1(29,31)) Baxril) < 8

= ((CL(26,28) ©k}1(26,28)) Baxri!) <« 8

= ((CL(24,26) ® ki1 (24,26)) Baxri!) <« 8

lel ((CL(21,23) @k 1 (21,23)) By xril) << 8

= ((CL(18,20) dki'(18,20)) Byxri!) < 8

= ((CL(13,15) @ k3 (13,15)) Baxri!) < 8

z}g ((CL(10,12) ® ki (10,12)) Byxril) « 8

Xl = ((CL(2,4) ®k}1(2,4)) Baxr]!) << 8

Table 9: The Partly-Pseudo-Linear approximation for 11 rounds of SPECK 128/128

C.4.2 Partly-Pseudo-Linear Approximation for SPECK 128/192

Table[10] shows the Partly-Pseudo-Linear approximation of SPECK 128/192.
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Round | Encryption Decryption

16 | linearT =As .PL& Ap . PR

linearT = xI] (0) & x1] (1)

7 xr] = (8 @xrd) >3
xl] = ((xI8 k] (6,8)) Baxr]) << 8
8 xrd = (xl ®xr)) >3
xr§ = (xl3 &xry) >3
xr§ = (x5 ®xr]) >> 3
xl¥ = ((xl] ©k§(14,16)) Baxrl) << 8
xI8 = ((xI3 ®k5(11,13)) Baxrd) <« 8
9 xr] = (20 exrld) >3
xry = (0 dxr]®) >3
xry = (20 Bxrl®) >3
xrg = (x1)0 ®xri?) >> 3
xr5 (xllo@x N3
xrg = (x1}0 @xrl®) >3
xl] = ((x1°®k](22,24)) Baxry) < 8
xly = ()0 B k5(19,21)) By xr?) << 8
xl§ = ((x13° ®k3(16,18)) Baxr]) < 8
xlj = ((x11° B k7 (8,10)) Baxry) << 8

10 xri0 = (xll} ®xril) >3
xl“@xr%l) >3
xri0 = (xlit @ xril) >3

it oxril) >3

it oxril) >3

xrl0 = (xijt @ xril) >3

xl” @xrél >3

=
=
= (xlg
=
xr} f(xl“@xr;l)>>>3
= (
=
= )
= (3 @xrfl) >3

Continued on next page

Table 10: The Partly-Pseudo-Linear approximation for 13 rounds of SPECK 128/192
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Round | Encryption Decryption
xrig = (xlj} &xryp) >> 3
X0 = ((x]! B k10(30,32)) By xrl®) « 8
= (1! @ k10(27,29)) By xr?) << 8
x110 (3 & k10(24,26)) Baxri?) << 8
= ((x1}' ©k}0(21,23)) Baxrl®) << 8
110 (it & kl0(16,18)) Baxr)?) <« 8
= (B3 @ kl0(13,15)) Baxrl®) << 8
xllo (<1 D k10(5,7)) Baxrl?) << 8
11 xril = (xl{2 @ xrl}) >> 3
xril = (xl{F @ xrl?) >3
aril = (xlif @xr}?) >3
xril = (x13 @xri?) >3
aril = (xlif @xr}?) >3
xrt = (g @xrl?) >3
xril = (xld? @ xri?) >3
aril = (2 @ xri?) >3
xrgt = (xB3? @ xri?) >3
xrly = (I @ xrd?) >3
xril = (xl2@xrid) >3
xrld = (xll? @xrl?) >3
xrid = (2 @xri3) >3
xrly = (xl2 @xrl]) >3
wrlt = (2 @xrl) 3> 3
Xl = ((x1}2 @ kl1(38,40)) Byxrl)) << 8
i = ((x132 © kL1 (35,37)) Baxrll) << 8
X3 = (x2 o ki1(32,34)) Byxrl)) < 8
xi = ((x12 ok} (29,31)) Byxrll) << 8
X3 = (12 okl (26,28)) Baxrd!) «< 8
Continued on next page

Table 10: The Partly-Pseudo-Linear approximation for 13 rounds of SPECK 128/192
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Round | Encryption Decryption

X = (2 okl (24,26)) Byxrl!) < 8
= (P o k(21,23)) Baxrl!) «< 8
xI? © ki (18,20)) Byxrl!) < 8
13,15)) Bsxri!) < 8

( (
( (
(dlF k)
xllo (13 Dkl1}(10,12)) Byxril) < 8
xIH = (( (2,4))Baxri!) «< 8

12 xrl xll3®xr2 >3

xri? = (x1y @ xri3) >3

xr3 xlllg Eer >3

xry? = (xlj3 @xrl¥) >3

xr5 xlll;’ Dxry”) >3

xr6 = xlllg’@xr >3

xri? = (xlf2 @xrl?) >3

xr8 = xlﬁ@xr >3

>3

5
7
xrlo— xll3€9xr9 >3
xri? = (x113 @ xri

xr12— xll3€er >3

xri = (xIP @xrl3) >3

i okl]
>3
4

xrlsf xll3®xr1 >3

xrig = (xIP ®xrid) >3

8
2
xri2 = (xIB @xr3) >3

xrit = (x1P @ >3

rl
rl
-
rl

xr14— xl]369xr
rl
r
r >3
r

X
xr19 = xl13 dx
X

xrid = (xIP @ >3

(
)
)
)
)
)
)
’)
)
%)
)
>3
1)
)
3)
)
3)
)
5)
P)
3)
7)

xr21 = xll369xr >3

(
= (
= (
(
(
= (
= (
= (
= (
= (
(
= (
= (
xrd? = (xl}3 @ xr
(
(
(
(
(
(
(
(
(
(
(
(
(

Xl = ((x13 D ki?(46,48)) Byxrld) << 8

Continued on next page

Table 10: The Partly-Pseudo-Linear approximation for 13 rounds of SPECK 128/192
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Round | Encryption Decryption
x3? = ((x133 B k)>(43,45)) Byxrii) << 8
xl3?2 = ((xl}P Bkl (40,42)) Byxri?) «< 8
= (¢ D ki?(37,39)) Baxr?) << 8
x112 ((xl}® & kl%(34,36)) Baxr]) << 8
= (k1P ©kl?(32,34)) Baxr(?) < 8
= ((xI3® ®k12(31,33)) Baxr]3) <« 8
= (1P ©k?(29,31)) Baxr}?) < 8
= ((xl}3 Dk{*(26,28)) Baxris) << 8
= ((«I{3 Bkl3(23,25)) Baxrl?) << 8
= ((xl3 ©ki2(21,23)) Byxr}?) < 8
= ((x112 ©kl3(18,20)) Baxrl?) <« 8
= ((x113 @ k13(15,17)) Baxrl?) < 8
zllg = ((xl}3 ®k}3(10,12)) By xrl?) <« 8
15—((xl13 12(7,9)) Baxrl?) << 8
x| = ((x1}3 D ki2(63,65mod 64)) By xr)?) << 8
13 NewCR =CL®CR
xri? = (NewCR(1,3)) >> 3
xrd3 = (NewCR(4,6)) >> 3
xri® = (NewCR(7,9)) >> 3
xri3 = (NewCR(9,11)) >> 3
xri? = (NewCR(12,14)) >> 3
xrg® = (NewCR(15,17)) >> 3
xrl3 = (NewCR(17,19)) >3
xri = (NewCR(18,20)) >3
xrg® = (NewCR(20,22)) >3
xrld = (NewCR(23,25)) >> 3
xrl3 = (NewCR(25,27)) >> 3
xrl3 = (NewCR(26,28)) >3
Continued on next page

Table 10: The Partly-Pseudo-Linear approximation for 13 rounds of SPECK 128/192
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xr}3 = (NewCR(28,30)) >> 3
xrl3 = (NewCR(29,31)) >3
xri3 = (NewCR(31,33)) >> 3
xr{3 = (NewCR(33,35)) >> 3
xri3 = (NewCR(34,36)) >> 3
xrls = (NewCR(36,38)) >> 3
xrl3 = (NewCR(37,39)) >> 3
xrid = (NewCR(39,41)) >> 3
xri3 = (NewCR(40,42)) >3
xri3 = (NewCR(42,44)) >> 3
xri3 = (NewCR(45,47)) >> 3
xri3 = (NewCR(48,50)) >> 3
xrid = (NewCR(49,51)) >> 3
xr}} = (NewCR(51,53)) >> 3

(57,59)) >3

xri3 = (NewCR(63,65mod 64)) >3

CL(36,38 36,38)) Bsxr}) < 8
r

CL(34,36 34,36)) Baxr}d) <« 8

31,33

(
(
(
(
(
(
(
(
(
(
(
(
xr33 = (NewCR(57,59
(
(
(
= (
(
(
(
=
(
(
= (
=(
= (

xl13 = ((CL(60,62) ® k{3 (60,62)) By xrl3) << 8
xl33 = ((CL(54,56) ® k13(54,56)) Baxrld) << 8
(CL(51,53) ®k13(51,53)) Baxrl3) <« 8
113 (CL(48,50) @ k3 (48,50)) Baxrl3) << 8
xI33 = ((CL(45,47) @ k13(45,47)) Byxrl3) << 8
xI}3 = ((CL(42,44) @ k}3(42,44)) Baxrld) << 8
(CL(40,42) @ k13(40,42)) By xrl3) << 8
z” (CL(39,41) ®k}3(39,41)) By xrl3) << 8
xl33 = ((CL(37,39) ®ki3(37,39)) Baxrld) << 8

(CL( ) @ kig( ) )

(CL( )@ kii( ) )

(CL( ) Dk ) )

CL(31,33 Baxrd) << 8

Continued on next page

Table 10: The Partly-Pseudo-Linear approximation for 13 rounds of SPECK 128/192
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Round | Encryption Decryption

CL(7,9) ®k}3(7,9)) Baxr?) <« 8
CL(4,6) D k}3(4,6)) Baxrl3) < 8

xl}3 = ((CL(29,31) &kl3(29,31)) Baxrl3) <« 8
xl}3 = ((CL(28,30) ©k13(28,30)) Baxrl3) < 8
xl13 = ((CL(26,28) @ k12(26,28)) Byxri3) << 8
xlllg = ((CL(23,25) @ kl3(23,25)) Baxrd?) < 8
= ((CL(20,22) ©k13(20,22)) Baxr}?) <« 8
xlllg = ((CL(18,20) ®kl3(18,20)) Baxr}?) <« 8
xli3 = ((CL(15,17) @ kl3(15,17)) Byxrl3) <« 8
X133 = ((CL(12,14) & ki3 (12,14)) Byxr}®) <« 8

(CL(7

(CL(4

= (

= (

w7 =
= (

22

Table 10: The Partly-Pseudo-Linear approximation for 13 rounds of SPECK 128/192

D Partly-Pseudo-Linear Cryptanalysis Attacks on SPARX cipher

In this section we present in details the pseudo-linear approximation that are used in the

Partly-Pseudo-Linear attacks on SPARX family.

D.1 Partly-Pseudo-Linear cryptanalysis on SPARX 64/128

Table (11| and Table [12] present the pseudo-linear approximation, that are used in Partly-

Pseudo-Linear cryptanalysis, on the left word and right word of SPARX 64/128 respectively.
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Round | Decryption

7 xl = (B ((xr§ exif) >>2)) «< 7) & k1] (12,14)
xl] = (BB ((xr¥ oxl3) >>2)) <« 7) @ kl](4,6)
xr] = ((xl§ ©xr§) >>2) D kr](4,6)
8 xl¥ = ((xI3 B((xrd @ x1g) >> 2)) << 7) @ kI§(11,13)
xl§ = ((xIg B ((xr] @x17) >>2)) << 7) ®kI5(9,11)
xl8 = (x5 8 ((xr) ®xl]) > 2)) <« 7) ®KI§(3,5)
xl§ = (3 B((xr ®x12) >>2)) << 7) D ki§(2,4)
xl8 = ((x13 B ((xr] ®x10) >>2)) < 7) ®kI3(1,3)
xr 51; ((xlgEer3)>>>2)€Bkrl( ,11)
xr§ = ((xlg ®xrd) >>2) @ kr3(2,4)
xr§ = ((xlg ®xrg) >>2) & krd(1,3)
9 NewCR = (CL&CR) >>2

NewCL = (CLBEBNewCR) < 7

xl] = NewCL(14,16) @kl (14,16)
xl5 = NewCL(10,12) & kl3(10,12)
xl3 = NewCL(9,11) ®kl3(9,11)

xl¢ = NewCL(7,9) & kI2

(
(
(

xl] = NewCL(8,10) ki3 (8,10)
( 9
(

7,9) (7,9)
xlg = NewCL(6,8) ®klg(6,8)
xl5 = NewCL(2,4) & ki3 (2,4)
xlg = NewCL(0,2) & klg(0,2)
xlg = NewCL(15,17mod 16) & klg (15,17 mod 16)
xr] = NewCR(14,16) © kr](14,16)

xry = NewCR(8,10) & kr3(8,10)

7,9) @kr3(7,9)

6,8)@kr4( 8)

0,2) ®kr2(0,2)

xr6 NewCR(15 17m0d16)69kr6(15 17mod 16)

xr4 = NewCR

xr5 NewCR

(
(
xr§ = NewCR(
(
(
(

Table 11: The pseudo-linear approximation for Partly-pseudo-Linear 9-round attack - Left
word of the Sparx 64/128.
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Round

Decryption

xl] = (BB ((rf exid) > 2)) < 7) @kl (12,14)

(

xS = ((xI] B ((xr] ®x19) > 2)) <« 7) ®kIS(3,5)

xl8 = (x5 8 ((xr ®x13) >>2)) << 7) Bki§(1,3)
(

xrl (xlg @xrg)>>>2)@kr§(9’11)

NewCR = (CL&CR) >>2
NewCL = (CLENewCR) < 7

xl] = NewCL(10,12) ®kI7(10,12)

xl5 = NewCL(8,10) & k15 (8,10)

xl§ = NewCL(6,8) ®kl3(6,8)

xl = NewCL(15,17mod 16) & kI3 (15,17 mod 16)
xr] = NewCR(8,10) @ kr}(8,10)

xr3 = NewCR(6,8) ©kr5(6,8)

xr§ = NewCR(15,17mod 16) & krj (15,17 mod 16)

Table 12: The pseudo-linear approximation for Partly-pseudo-Linear 9-round attack - Right
word of the Sparx 64/128.

D.2  Partly-Pseudo-Linear cryptanalysis on SPARX 128/128

Table [13] presents the pseudo-linear approximation for the Partly-Pseudo-Linear 9-round

attack on SPARX 128/128. This approximation is applied on the 3" word.

Round

Encryption

1

xl} = ((PL(14,16) ®kl} (14,16)) >> 7)B(PR(5,7) ®kr(5,7))

xld = ((PL(9,11) ®kl3(9,11)) >> 7) B (PR(0,2) ®kr1(0,2))

xll = ((PL(7,9) ®ki3(7,9)) >> 7)B(PR(14,16) © krl (14,16))
= ((PL(5,7) ®kI}(5,7)) >> 7)B(PR(12,14) ©kr} (12,14))

Continued on next page

Table 13: The pseudo-linear approximation for Partly-pseudo-Linear 9-round attack - 3rd
word of the Sparx 128/128.
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Round | Encryption
xli = ((PL(0,2) ®kl1(0,2)) > 7) B (PR(7,9) ®kri(7,9))
xrh = ((PR(0,2) ®kr}(0,2)) << 2) ®xi}
xr) = ((PR(14,16) & kr} (14,16)) << 2) ®xl]
xrd = ((PR(9,11) @ kr(9,11)) << 2) dxl3
xrl = ((PR(7,9) @kri(7,9)) << 2) ®xl}
xrl = ((PR(2,4) ®kri(2,4)) << 2) ®xll
2 xl? = ((x} @ k13(7,9)) > 7) B (xrl ©kr?(14,16))
xl2 = ((xl} ®k13(5,7)) > 7) B (xr) ©kr3(12,14))
xl2 = ((xI} @ kI3(14,16)) >> 7) B (xr) ©kri(5,7))
xr} = ((xrt & krk(0,2)) <« 2) ®xl?
xr3 = ((xr] ®kr}(14,16)) << 2) D xl3
xr3 = ((xr} & kr3(7,9)) <« 2) ®x13
3 xl3 = ((xB @ kl3(5,7)) >> 7) B (xr3 @ kr3(12,14))
xl3 = ((xI} ® k13 (14,16)) > 7) B (xr ®kr3(5,7))
xry = ((xr? Bkri(14,16)) << 2) &1}
4 xlf = ((xI3 ®kI}(5,7)) > 7) B (xr] @ kr}(12,14))

Table 13: The pseudo-linear approximation for Partly-pseudo-Linear 9-round attack - 3rd

word of the Sparx 128/128.

D.3 Partly-Pseudo-Linear cryptanalysis on SPARX 128/256

Table[14} [T35]and [16] present the pseudo-linear approximations, that are used in Partly-Pseudo-

Linear cryptanalysis, on the 1, 2" and 3’ words of SPARX 128/256 respectively

Round

Decryption

9

xlf = (OB (el @ x1l0) 3> 2)) << 7) @ kI(11,13)

xl5 = (B ((xrl @xi%) > 2)) < 7) & kl3(3,5)

Continued on next page

Table 14: The pseudo-linear approximation for Partly-pseudo-Linear 11-round attack - 1%

word of the Sparx 128/256.
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Round | Decryption

xly = (BB ((xrfex%) >>2)) < 7) @ kl3(1,3)

) = (0 @ xrl®) 3> 2) ok (11,13)

10 | xf0= (' B (e @xif}) > 2)) < 7) @kI{°(10,12)
A = ((elf B ((erf! @) 3> 2)) << 7) @ k°(9, 11)
i = (] B ((erd! @xil) 3> 2)) << 7) D ki(8,10)
Al = () B () @atdl) 3> 2)) << 7) @ k1}0(6,8)
K0 = (B ((erf @ xldh) 3> 2)) < 7) ©kIL0(2,4)
x0 = (B ((xrit @xill) > 2)) < 7) & k1l0(0,2)
xr}0 = ((xii @xr}l) > 2) o krl0(9,11)
arl0 = (eI} @) s> 2) @ krl0(8,10)
xrl0 = (il @ xrdl) > 2) @ krl(6,8)
xrio—((xllnéer )>>>2)@k %(0,2)

xl]l
)cl2
xl3”
)cl‘{1
xls11
xlé1
xl
xlél
xlll
xljg =
it =

xrl

(
— NewCL(13,15) & kl1! (13,15)
(

11 | NewCR = (CL&CR)>>2
NewCL = (CLENewCR) <7

NewCL(14,16) @kl (14,16)

NewCL(0,2) & kl1}(5,7)

(
= NewCL(11,13) @ ki1 (11,13)
= NewCL(9,11) @ kl}(9,11)
= NewCL(7,9) @ kil'(7,9)
= NewCL(6,8) ®kI}!(6,8)
= NewCL(5,7) & ki}1(5,7)
— NewCL(4,6) ® kl}' (4,6)
= NewCL(1,3) @ ki}'(1,3)
(
(

NewCL(15,17mod 16) ©kl!{ (15,17 mod 16)

= NewCR(14,16) @ kri'(14,16)

Continued on next page

Table 14: The pseudo-linear approximation for Partly-pseudo-Linear 11-round attack -

word of the Sparx 128/256.
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Round | Decryption

xril = NewCR(13,15) @ kr}1(13,15)
xrll = NewCR(11,13) @ krl1(11,13)
xri! = NewCR(7,9) & kr}'(7,9)

6,8)@kr;1(6 8)
xril = NewCR(5,7) @ kri!(5,7)
xril = NewCR(4,6) @ kri!(4,6)

(
(
(
xril = NewCR(
(
(
(

xri! = NewCR(15,17mod 16) & kri! (15,17 mod 16)

Table 14: The pseudo-linear approximation for Partly-pseudo-Linear 11-round attack - 1%
word of the Sparx 128/256.

Round | Decryption

9 xl?:((xlloEl((xrzo@xl )>>2)) <« 7) Bkl (11,13)
= ((xl{? D xr®) > 2) @ kr)(11,13)
xry = ((xllo®xr10)>>>2)69krg(l,3)

10 A B (it exl) >>2)) <« 7) @ kl110(9,11)

= (( )

= (BB (it @xil) > 2)) < 7) ®k11°(2,4)
ngo = (' B ((xrf @xlll) > 2)) < 7) @ k11°(0,2)

= (1B ((xri @xii) > 2)) «< 7) 9kI}(15,17mod 16)
(it @xril) s> 2) @ krl0(9,11)

)CVI

10 _

7( o
xrd0 = (I @xrlt) > 2) 9 krl?(0,2)
xry” = ( o

(' @ xril) >> 2) @ krl0(15,17mod 16)

11 | NewCR = (CL&CR) >>2
NewCL = (CLENewCR) < 7

xI!' = NewCL(14,16) & ki1 (14,16)
X3! = NewCL(13,15) @ kld' (13,15)

xl3 = NewCL(9,11) & kl}1(9,11)

Continued on next page

Table 15: The pseudo-linear approximation for Partly-pseudo-Linear 11-round attack - 2
word of the Sparx 128/256.
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Round | Decryption

xlj! = NewCL(7,9) @ kl}'(7,9)
xlil = NewCL(6,8) & kli!(6,8)
xlit = NewCL(5,7) @ kil (5,7)
x3' = NewCL(4,6) @ k11! (4,6)
xl§! = NewCL(0,2) ©kii!(0,2)

xril = NewCR(14,16) @ kri'(14,16)
xril = NewCR(13,15) @ kr}!(13,15)
, )@kr§1(7 9)

7,9
xri! = NewCR(5,7) @ kri!(5,7)
4,6

(
(
xril = NewCR(
(
(

xril = NewCR(4, )EBkr511(4 6)

Table 15: The pseudo-linear approximation for Partly-pseudo-Linear 11-round attack - 2"
word of the Sparx 128/256.

Round | Decryption

9 | xlf = (OB (a0 @x1l?) 3> 2)) << 7) Bk (3,5)
xly = (108 ((xr &x1l) 3> 2)) <« 7) @k (1,3)

xr] = ((xlm@xr ) > 2)@kr)(1,3)

10 = (B ((xri' exill) > 2)) < 7) @ k11°(10,12)
= (' B((xri' @xt") > 2)) < 7) @ k1)°(8,10)
110 (' B ((eri exidl) >> 2)) << 7) @ k110(6,8)
= (BB ((xr! oxl}) > 2)) << 7) Dkl}(15,17mod 16)
xri f((xl31@xr )>>2) @krl9(8,10)
xrd0 = (i @xril) > 2) 0 krl0(6,8)
%

xrl® = ((xl}' @ xrl') 3> 2) @ kri0(15,17mod 16)

11 | NewCR = (CL®CR) >>2
NewCL = (CLENewCR) < 7

Continued on next page

Table 16: The pseudo-linear approximation for Partly-pseudo-Linear 11-round attack - 3"¢
word of the Sparx 128/256.
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Round | Decryption

xli! = NewCL(13,15) & kl]'(13,15)
x3' = NewCL(11,13) @ k1}!(11,13)

(
(
xl3! = NewCL(6,8) @ k1! (6,8)
xli! = NewCL(4,6) @ kl}'(4,6)

xli = NewCL(1,3) @ kil (1,3)

xl}! = NewCL(15,17mod 16) & kIl (15,17 mod 16)
xril = NewCR(13,15) @ krl1(13,15)

xril = NewCR(11,12) @ kr}1(11,12)

xri! = NewCR(4,6) @ kr}'(4,6)

(
(
xri! = NewCR(6,8) @ kr}' (6,8)
(
(

xril = NewCR(15,17mod 16) & kril (15,17 mod 16)

Table 16: The pseudo-linear approximation for Partly-pseudo-Linear 11-round attack - 3"¢
word of the Sparx 128/256.
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