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Abstract

Preparing U.S. Federal Procurement Supply Chains for Conflict with China — Learning from

Sustainable Procurement Approaches

For decades, the tensions between the United States and China have continued to rise,
raising concerns of potential armed conflict between the two superpowers. The ability of the
United States to prepare for hostilities, though, is undermined by reliance on China to procure
and develop goods necessary to engage in those very hostilities. Current legal regimes, such as
the ban on procuring or using equipment from Huawei, are typical of how the United States has
sought to protect procurement supply chains from the threats posed by China. However, outright
bans have proven extremely difficult in practice and are questionable as to effectiveness,
requiring that new approaches be developed. This paper examines several sustainable
procurement methods to reduce greenhouse gas emissions within supply chains, and examines
their applicability and effectiveness to removing Chinese influence and threat within the federal

procurement system.

This paper finds that labeling and use of a technical evaluation factor are two such tools
that are effective in sustainable procurement, but may not be suitable in reducing reliance upon
China within a national security context. Utilizing a phased approach to responsibility to
encourage contractors to protect their supply chains differs from unsuccessful implementation
attempts in sustainable procurement in several ways that make it an encouraging alternative to
bans. Additionally, using past performance evaluations to address reliance on China provides a

more gradual approach that reduces the most severe impacts of alternative options.



Lastly, this paper addresses a significant impediment to successfully implementing a
responsibility or past performance-based approach; specifically, the hesitation and failure of
countries to share qualification information regarding their contractors. However, this problem
can be overcome by learning from and building upon several promising aspects of the EU’s
procurement directive and the United States Mexico Canada Agreement. By encouraging the
sharing of qualification information, a past performance or responsibility approach to reducing
the risk posed by China in supply chains better prepares the United States for conflict with

China.
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Preparing U.S. Federal Procurement Supply Chains for Conflict With China — Learning

from Sustainable Procurement Approaches

Jonathan S. Spiro

1. Introduction

As different political administrations emphasize changing priorities for the U.S. federal
procurement system, the threat of the People's Republic of China remains constant. Whether
geopolitical positioning in South America and Africa, the threat to Taiwan's sovereignty, China’s
growing export power, or control over valuable materials and processes, China’s exponential
growth and power challenge U.S. hegemony in various ways.! Although U.S. supply chains are
greatly integrated with the Chinese economy, Secretary of State Marco Rubio recently reminded
the world the idea that “the ties formed by trade and by commerce alone would now replace

nationhood . . . was a foolish idea that ignored both human nature [and] the lessons of over 5,000

!'For a detailed overview of several scenarios where the United States and China may find
themselves in a protracted conflict, See JOEL E. PREDD ET AL., RAND, THINKING THROUGH
PROTRACTED WAR WITH CHINA, NINE SCENARIOS (2025),
https://www.rand.org/content/dam/rand/pubs/research _reports/RRA1400/RRA1475-

I/RAND_RRA1475-1.pdf.



years of recorded human history.”” In the event of armed conflict with China, the United States
and its allies must be prepared for a drastically different procurement system — one which does

not rely upon China or is subject to its influence.

With tensions rising between the two superpowers, the United States has prioritized
securing the supply chain,? but has grappled with various ways to address the threat from China.
Notably, a policy of complete prohibitions on certain Chinese companies has become a
consistent tool used. However, these prohibitions have met with mixed success and significant
difficulties for the regulated industries involved. In examining alternative methods for
solidifying the supply chain against the impacts of conflict with China, the sustainable
procurement approaches developed through the Obama and Biden administrations provide

opportunities to learn from, and potentially processes to implement.

This paper seeks to examine the difficulties in the current U.S. legal approach to fortify
the supply chain from China, and looks towards the realm of sustainable procurement for
answers. In so doing, solutions focusing on the doctrines of responsibility and past performance

provide meaningful alternatives that avoid many of the difficulties associated with blanket

2 Marco Rubio, Remarks by Secretary of State Marco Rubio at the Munich Security Conference
(Feb 14, 2026), https://www.state.gov/releases/office-of-the-spokesperson/2026/02/secretary-of-
state-marco-rubio-at-the-munich-security-conference).

3 See e.g. U.S. White House, National Security Strategy of the United States of America 13-17
(2025) (highlighting the importance of securing access to critical supply chains and materials, re-
shoring defense industrial supply chains, and strengthening supply chains in the western

hemisphere).



prohibitions. However, such solutions will require international cooperation and sharing of

qualification information to truly be effective.

Part II of this paper discusses several incidents that shed light on China’s influence over
and the vulnerability of the supply chains supporting the federal procurement system, in addition
to how the U.S. has responded. This Part includes extraordinary examples relating to key
military equipment, discussion of the threat posed by Huawei, and the resulting ultimate passage
of section 889 of the Fiscal Year 2019 National Defense Authorization Act (NDAA),*
highlighting the significant difficulties associated with such an approach and why it is likely not
a suitable option in eliminating Chinese risk to the supply chain and federal procurement system
moving forward. Part III looks toward the recent era of sustainable procurement initiatives
focusing on reducing greenhouse gas (GHG) emissions within a contractor’s supply chain, and
seeks to develop lessons learned that could be applied to reducing Chinese influence in supply
chains. In so doing, this Part examines approaches to accomplish those environmental goals,
including the use of eco-labels and rating as a technical evaluation factor, and whether they are

suitable mechanisms for reducing reliance on China.

Part IV examines two solutions considered in sustainable procurement — approaches
based on responsibility and past performance — and proposes them as useful tools to bolster
national security in the event of conflict. Lastly, Part V examines a significant hurdle to the

implementation of such solutions in the failure to share qualification information, and analyzes

4 John S. McCain National Defense Authorization Act for Fiscal Year 2019, Pub. L. No. 115-

232, § 899, 132 Stat. 1917.



how countries can build upon existing trade agreements to make past performance and

responsibility solutions effective.
II. The Chinese Threat and the Huawei Response

With China’s ascension from a regional to worldwide geopolitical competitor to the
United States, its influence in the global supply chain has become far-reaching.’ As a result, it is
increasingly difficult for industry and the U.S. government to avoid China in a globalized supply
chain, especially in certain sectors where China has near market control. However, as the
Chinese Communist Party (CCP) has exerted more control and influence over the global supply
chain, the dangers associated with such reliance have exponentially increased.® A troubling and
growing list of Chinese-related risks in the supply chain demonstrate the need to fortify the
federal procurement supply chain from such dangers. As these risks show, any new legal regime
implemented must be able to stop Chinese espionage, secure the supply chain in times of rising

hostilities and conflict, and simultaneously address socioeconomic and political concerns.

Three instances in particular showcase the dangers of the federal procurement supply
chain’s reliance on China, and the inadequacy of the current legal regimes to meet such a

challenge. First, the discovery of Chinese-origin magnet metals in the engines of the most

3 See ROBERT D. ATKINSON ET AL., CSIS, CHINESE STATE CAPITALISM, DIAGNOSIS AND
PROGNOSIS 11-12 (2021), https://www.csis.org/analysis/chinese-state-capitalism (finding that as
of 2018, China has become the world’s second largest economy, accounting for 17 percent of
global GDP).

6 Id. (discussing the history of Chinese market reforms that have led to a system where the CCP

wields enormous power over private market activity in China).



advanced fighter jet in the United States demonstrates the national security limits of preexisting
regimes like the Buy American Act. Second, the increase in Chinese counterfeit goods
throughout a variety of critical military equipment spanning years highlights the reach and
capability of China’s capacity to infiltrate critical supply chains. Lastly, the ability of a major
Chinese telecommunications company with associated national security risks to expand its
presence in the United States and the federal government’s broad and industry-damaging

response provide a compelling example of the need for a new way to approach such concerns.
A. The F-35 Incident

On August 19th, 2022, the Defense Contract Management Agency notified the F-35 Joint
Program Office that an alloy used in magnets within the fighter jet’s turbomachine pumps
originated from China under a contract awarded to Lockheed Martin.” Although the F-35’s Joint
Program Office spokesperson stated the magnet did not transmit information or harm the
integrity of the aircraft, it did cause a temporary halt in delivery of the aircraft to the Department
of Defense (DOD) while an investigation into a potential violation of the Buy American Act took
place.® Upon a site visit to Lockheed Martin’s production facility, the DOD also discovered that

Chinese-made robotic arms were utilized in the assembly line, resulting from a Chinese company

" Lee Hudson, Pentagon to resume F-35 deliveries after Chinese materials discovered, POLITICO
(Oct. 7, 2022), https://www.politico.com/news/2022/10/07/pentagon-f-35-deliveries-chinese-
materials-00060962.

8 Lee Hudson, Pentagon suspends F-35 deliveries after discovering materials from China,
PoLITICO (Sept. 7, 2022), https://www.politico.com/news/2022/09/07/pentagon-suspends-f-35-

deliveries-china-00055202.



purchasing a German manufacturer.® Although the Under Secretary of Defense for Acquisition
and Sustainment approved a waiver in October of 2022 based upon national security interests,
allowing acceptance of the F-35 jets containing the magnet with Chinese-originated alloys, '® he

highlighted the growing issue of integrity in large defense contractor supply chains.'!

In a 2025 Government Accountability Office (GAO) report focusing on the risks posed
by dependence on foreign suppliers in defense acquisitions, the GAO highlighted that the current
government-wide database for federal procurement did not contain complete information about
contractors and suppliers for the F-35 program.!? For example, although the United States was
identified as the country of origin for 114 of 115 F-35 contracts in the Federal Procurement Data
System (FPDS), information regarding the numerous subcontracts Lockheed Martin entered into

was not included, including for the raw materials from China that were used within the F-35

9 U.S. GOV’T ACCOUNTABILITY OFF., GAO-25-107283, DEFENSE INDUSTRIAL BASE, ACTIONS
NEEDED TO ADDRESS RISKS POSED BY DEPENDENCE ON FOREIGN SUPPLIERS 23 (2025),
https://www.gao.gov/assets/gao-25-107283.pdf.

19 Press Release, Dr. William LaPlante, Statement by Undersecretary of Defense for Acquisition
and Sustainment William LaPlante on F-35 Waiver (Oct 8, 2022),
https://www.war.gov/News/Releases/Release/Article/3183657/statement-by-under-secretary-of-
defense-for-acquisition-and-sustainment-william/.

" Hudson, supra note 7 (stating that this incident underscored the issue of “making sure there’s
integrity in your supply chain”).

12 GAO, supra note 9, at 8.



engines.!® In an effort to gain further insight into the supply chain for the F-35 program, the
DOD utilized a supply chain risk tool that over five years was able to collect country-of-origin
information for less than ten percent of suppliers of components and raw materials needed for the
approximately 40,000 parts used in the F-35.'* Although an alternative source was ultimately
able to be found for the alloy needed to produce that item for the F-35’s engine, ' the temporary
stoppage in production and acceptance of the F-35 is alarming. Had such an incident occurred
during open hostilities with China, the potential impacts be unacceptable and dangerous. As this
event highlights, the reliance on China for such resources, the lack of knowledge about where
those resources were obtained, and the control the CCP is able to exert over any company

handling such resources, pose significant risk to the national security of the United States.
B. The Counterfeit Goods Problem

In addition to control over specific materials that are relied upon for critical military
systems, China has also proven it can flood the global supply chain with counterfeit products that
present both a security and operational risk. In a Senate Armed Services Committee report
investigating counterfeit electronic parts, the Committee found China “as the dominant source of

counterfeit electronic parts” affecting the defense industrial base’s supply chain.!® This included

B1d.

14 1d. at 10.

5 1d.

16 press Release, U.S. S. Comm. on Armed Services, Senate Armed Services Committee Releases
Report on Counterfeit Electronic Parts, https://www.armed-

services.senate.gov/imo/media/doc/SASC-Counterfeit-Electronics-Report-05-21-12.pdf.



parts that were intended for inclusion in military equipment such as naval submarine imaging
systems, the Terminal High Altitude Area Defense (THAAD) missile system, the SH-60B naval
helicopter, and more.!” For example, the Committee discovered that counterfeit transistors had
been integrated into three electromagnetic interference filters used by the SH-60B Naval
helicopter to provide low-light and night vision capability.!® In that case, Raytheon was unaware
that the transistors, despite being procured through a lengthy international supply chain, were

traced back to a distributor from Shenzhen, China."”

Similarly, the Committee discovered that parts used in ice-detection technology on the
Navy’s P-8 aircraft contained counterfeit parts derived from a Chinese-controlled company.
Specifically, Boeing subcontracted the manufacturing of the ice detection module to BAE, where
BAE then relied on multiple U.S. domestic companies to source parts from a Japanese company
that was an affiliate of a Chinese-based electronics company.?° Several other parts used in the

Navy’s P-8 aircraft were also found to be counterfeit and sourced from China.?!

As the examples above show, it is clear that China and the CCP are deeply imbedded into
the global supply chain. China not only has significant control over resources currently relied

upon by the U.S. to produce vital military equipment, but as these examples show, many prime

71d.

18 S.REP. NO. 112-167, at 25 (2012).

Y 1d. at 28.

2 1d.

2l Id. at 55 (including technology used to measure the distance to ground stations for safe

landings and digital video recorder units).



contractors lack the lack of knowledge that they are reliant upon China in the first place.
Although the United States may be able to quickly find alternative sources of material for ice
detection or night vision technology, the lack of awareness highlights the vulnerabilities present
in the supply chain and concerns about the ability of the U.S. to rapidly respond to a sustained

era of tension or conflict with China.

The likely scenario of a Chinese blockade of Taiwan, potentially implicating intervention
by the United States, only amplifies these concerns.?> As China has shown to be entrenched in
the supply chain of contractors, with or without their knowledge, the United States faces serious
risk in not only being able to procure necessary materials, but as discussed above, concerns as to
whether such materials themselves pose a security risk. The F-35, naval helicopters, and
THAAD missile systems, all of which have been impacted by Chinese infiltration in the past, can
be expected to be an integral part of any defense of Taiwan. The U.S.’s potential inability to
procure materials for and rely upon necessary equipment in the defense of Taiwan is reason

alone to evaluate new legal mechanisms to reduce reliance upon China.
C. The Huawei Ban

Although the incidents discussed above heightened concerns regarding the reliance on
China in the supply chain, no recent scenario provides a more dramatic view of the potential of
Chinese dangers in the supply chain and the U.S. response than the controversy surrounding

Huawei Technologies. In 2010, as Huawei continued to expand into the U.S.

22 For a comprehensive analysis of China’s motives for a blockade, as well as how such a
blockade may occur, see BONNY LIN, ET. AL., CSIS, How CHINA COULD BLOCKADE TAITWAN

(2024), https://features.csis.org/chinapower/china-blockade-taiwan/.



telecommunications market, a bipartisan group of Senators raised concerns to the FCC chair that
China’s influence over Huawei could allow for manipulation of supplies that in turn could cause
U.S. telecommunications networks to be “disrupted, intercepted, tampered with, or purposely
misrouted.”? In 2012, the United States House of Representatives Permanent Select Committee
on Intelligence released a report highlighting China’s governmental and military influence over
Huawei, and the opportunity for Chinese espionage against the U.S. government.?* Specifically,
the Committee found that the company’s “provision of equipment to U.S. critical infrastructure
could undermine core U.S. national-security interests” due to the company’s association with its
government and potential for cyber espionage.?> During the investigation, Huawei failed to
clearly explain its prior interactions with the Chinese military, as well as the specific role the
Chinese Communist Party (CCP) plays in the company. due to the CCP’s presence of an internal
party committee within the business.?® While Huawei downplayed the significance of the CCP
maintaining a state party apparatus within their company, the Committee noted that it is through

this type of apparatus that the CCP normally “exerts influence, pressure, and monitoring of

23 JILL C. GALLAGHER, CONG. RSCH. SERV., R47012, U.S. RESTRICTIONS ON HUAWEI
TECHNOLOGIES: NATIONAL SECURITY, FOREIGN POLICY, AND ECONOMIC INTERESTS 11 (2022),
https://www.congress.gov/crs-product/R47012# Toc93576249.

2 1d.

23 H.R. PERM. SELECT COMM. ON INTELLIGENCE, 112TH CONG., INVESTIGATIVE REPORT ON THE
U.S. NATIONAL SECURITY ISSUES POSED BY CHINESE TELECOMMUNICATIONS COMPANIES
HUAWEI AND ZTE v-vi (2012).

2 1d.

10



corporate activities.”?” The CCP’s presence in Huawei, as with most Chinese companies, is
mandated by a law requiring that “any organization or citizen shall support, assist, and cooperate
with state intelligence work according to law.”?® The Committee ultimately recommended that
“U.S. government systems, particularly sensitive systems, should not include Huawei or ZTE
equipment,” in addition to recommending that “government contractors . . . should exclude ZTE

or Huawei equipment in their systems.”?

As the race for 5G network infrastructure began, lawmakers and government officials
again raised concerns about Huawei. In February 2018, the heads of the DNI, CIA, NSA, DIA,
FBI, and NGIA, in response to a question by Senator Tom Cotton during a Senate Intelligence

Committee hearing, all indicated they do not recommend U.S. citizens use Huawei products. >’

27 Id. at 23.

28 Gallagher, supra note 23, at 12; See also PETER DOHR, CSIS, CHINA’S WEAPONIZATION OF
GLOBAL SUPPLY CHAINS (2025), https://www.csis.org/blogs/strategic-technologies-blog/chinas-
weaponization-global-cyber-supply-chains (noting that Huawei has long-standing defense and
intelligence ties with the CCP, and that employees collaborate on research products with the
PLA); See also Atkinson Et Al., supra note 5, at 46 (highlighting the extensive financial
incentives the CCP wields over Huawei, including around $75 billion in subsidies as of 2019.
For context, U.S.-based Cisco has received around $44 million in subsidies from U.S.
governments).

22 H.R. Perm. Select Comm. on Intelligence Report, supra note 25, at 45.

30 Open Hearing on Worldwide Threats Before the S. Comm. on Intelligence, 115th Cong. 65

(2018).

11



Congressional hearings continued to raise concerns about the national security implications of
Huawei’s expanding research, development, and presence in the 5G race, but some in industry
cautioned against the increased calls for a complete ban.>! On February 7, 2018, such legislation

proposing a ban against Huawei was introduced.*

Ultimately, on August 13, 2018, the John S. McCain National Defense Authorization Act
(NDAA) for Fiscal Year 2019 implemented a wide-ranging procurement ban relating to Huawei
telecommunications equipment. Section 889 of the FY 2019 NDAA imposed two specific bans.
First, the law prohibited executive agencies from obtaining, extending, or renewing a contract to
“procure or obtain any equipment, system, or service that uses [Huawei] telecommunications

equipment or services.”*®> Second, executive agencies were prohibited from entering into any

31 See e.g. Hearing on China, the United States, and Next Generation Connectivity, Before the
U.S.-China Economic Security Review Commission, 115th Cong. 36, 48 (2018) (one witness
stating “the barn door long ago slammed on a ‘keep Huawei out of the USA strategy” due to
Huawei’s extensive presence in rural areas in the U.S.; another witness advocating for an
oversight board that would oversee Huawei equipment entering the U.S. market).

32 Press Release, Senator Tom Cotton, Cotton and Rubio Introduce Legislation to Prohibit U.S.
Government Use of Chinese Telecommunications Companies (Feb. 7, 2018),

https://www.cotton.senate.gov/news/press-releases/cotton-and-rubio-introduce-legislation-to-

prohibit-us-government-use-of-chinese-telecommunications-companies.

3 FY 2019 NDAA § 889(a)(1)(A). The Federal Acquisition Regulatory Council (FARC) on
August 13, 2019, issued an interim rule amending the FAR to implement section 889(a)(1)(A),

by creating FAR Subpart 4.21 and an additional solicitation provision at FAR 52.204-24

12



contract “with an entity that uses any equipment, system, or service that uses [Huawei]
telecommunications equipment or services.”** In making this determination, a contractor must
conduct a reasonable inquiry and submit a representation that they do not violate the usage
prohibition.>> Pursuant to section 889(c), the former prohibition would come into force within
just one year, while the latter prohibition would come into force within two years.*® These

prohibitions are now found in FAR Subpart 4.21.%7

concerning representations regarding covered equipment). See Federal Acquisition Circular
2019-05, 84 Fed. Reg. 40216 (Aug 13, 2019) (to be codified at 48 C.F.R. Ch 1); See also FAR
4.2102(a)(1).

34 Id. § 889(a)(1)(B). The FARC on July 14, 2020, issued an interim rule amending the FAR to
implement section 889(a)(1)(B), including by modifying FAR Subpart 4.21 and the provision at
FAR 52.204-24. Federal Acquisition Regulation: Prohibition on Contracting With Entities Using
Certain Telecommunications and Video Surveillance Services or Equipment, 85 Fed. Reg. 42665
(Jul 14, 2020); See also FAR 4.2102(a)(2).

35 A reasonable inquiry is defined “as an inquiry designed to uncover any information in the
entity’s possession about the identity of the producer or provider of covered telecommunications
equipment or services used by the entity [and] need not include an internal or third party audit.”
See 85 Fed. Reg at 42667; See generally FAR 4.2103 for the procedures required regarding
representations.

35 FY 2019 NDAA §889(c).

37 See FAR 4.2102 (containing both prohibitions from the FY19 NDAA § 889(a)).

13



In amending the FAR to implement these sections, the Federal Acquisition Regulatory
Council (FARC) emphasized the necessity of such a rule to protect the U.S. supply chain from
Chinese influence.?® Notably, the FARC reiterated that “Government contractors may not
consider broad national security interests of the general public when they make decisions,” but
that this rule would ensure national security interests related to covered equipment are addressed
and assist contractors in mitigating supply chain risks.?® The creation of such a wide-ranging ban
was a bipartisan and politically popular method of addressing an increasingly dangerous
situation.*” However, the implementation and practicability of such a measure proved to be a

significantly difficult undertaking for the federal acquisition community.
III. Learning from Huawei and Looking Towards Sustainability Approaches

Though the U.S. government has favored addressing national security issues posed by
China through the use of blanket bans like that with Huawei, such an approach has proven
problematic in implementation, enforcement, and effectiveness. The approaches used in various
sustainable procurement initiatives provide alternative ways the United States may seek to

address procurement integrity concerns from China, while limiting the hardships associated with

38 See 85 Fed. Reg. at 42669-70 (highlighting that this rule seeks to prevent “a reliance on
equipment that may be controlled by the Chinese intelligence services and the military in both
peacetime and crisis™).

39 Id. at 42670.

40 The bill passed the House and Senate overwhelmingly, with votes of 359-54 and 87-10,
respectively. See BRENDAN W. MCGARRY & PAT TOWELL, CONG. RSCH. SERV., R45816,

FY2019 NATIONAL DEFENSE AUTHORIZATION ACT (H.R. 5515) 2 (2019).

14



a Huawei-type ban. This Part will first analyze key difficulties arising out of the implementation
of Section 889, including the broad scope of the ban and the associated dangers for contractors
under the False Claims Act, the practical hardships on contractors to replace equipment and seek
alternatives, and concerns over the prohibition’s effectiveness. This Part will then analyze the
possibility of borrowing and adapting approaches utilized in the sustainable procurement context,
and determine whether two such approaches — labeling and use of a technical evaluation factor —

can be a more effective way in securing the supply chain.

A. The Complications of the Huawei Ban

Section 889 implemented wide-ranging prohibitions that resulted in numerous
compliance and practical difficulties. The broad scope, possibility of False Claims Act
violations, lack of alternatives, and harsh penalties for failure to comply, all contributed to an
impractical approach of questionable effectiveness. Analysis of the shortcomings of such an
approach highlight the necessity of developing alternative ways for the United States to protect

its procurement system from Chinese security risks.

1. The Scope of the Ban and the False Claims Act

One notable concern with broad prohibition of the Huawei ban is the difficulty of
identifying all potentially covered equipment falling under the purview of the prohibition,
especially given the short length of time needed to verify compliance, the cost associated with it,
and the ramifications of the failure to comply. Even at the time the FARC amended the FAR to
implement the usage ban in a 2020 Interim Rule, it noted that there “is limited information on the

extent to which the various industries will be impacted by [the rule implementing Section

15



889].”4 The FARC further stated the total estimated cost for the first year in implementing this
rule would amount to $11 billion, but “that there is substantial uncertainty underlying these
estimates.”? Despite the uncertain impact on industry and the government’s own large cost
estimate, unless a waiver applied, contractors had one and two years to comply with section

889(a)(1)(A) and 899(a)(1)(B), respectively.*?

The Undersecretary of Defense for Acquisition highlighted this difficulty in a 2020
House Armed Services Committee Hearing while supporting an extension of the compliance
deadline, stating “[t]he thought that somebody six or seven levels down in the supply chain could
have one camera in a parking lot, and that would invalidate one of our major primes being able
to do business with us gives us a bit of pause.”* She further noted that industry would face a
“heavy lift to find all of this equipment everywhere,” and that this rule could potentially “shut[]
down major portions of our defense industrial base because of one infraction of a Hikvision
camera in a parking lot somewhere.”*> While Undersecretary Lord’s hypothetical scenario may

not apply in every procurement, as the section 889(a)(1)(B) prohibition does not automatically

41 85 Fed. Reg. at 42668.

2 Id. at 42671.

$FY 2019 NDAA § 889(c).

4 Hearing on DOD COVID-19 Response to Defense Industrial Base Challenges Before the H. R.
Comm. on Armed Services, 116th Cong. 27 (2020).

¥ d.
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extend six or seven levels down in the supply chain,*¢ it certainly could under certain

circumstances.

Given the expansive scope of section 889, prime contractors are therefore required to
undertake the task of intricately identifying the technological relationship between all of its
subcontractor’s equipment, system, or services, and then make the determination of whether that
relationship could constitute a prohibited use of covered Chinese equipment.*’ That requirement
does not discriminate based on the contracted performance, the contractor’s industry, or even the
type of covered service or good.*® As a result, the “Hikvision camera in a parking lot
somewhere” could be considered part of a system or service that is in use by the prime

contractor, and if so, replacing such equipment.

The complexity in achieving compliance has further been highlighted by multiple
requests for extensions on the timeline for compliance with the prohibition, and is evidence of

the challenges associated with such broad bans. In 2019, the Acting Director of the OMB

46 See FAR 52.204-24(b)(2)(i)-(ii) (excepting from the prohibition services that connect to
facilities of a third party, including backhauling, roaming, or interconnection agreements, as well
as equipment that cannot route or redirect user data traffic or cannot permit visibility into user
data).

47 See Stuart J. Anderson, Comparing Section 889’s Huawei Ban and the Cybersecurity Maturity
Model Certificate: The Challenge of Pursuing Cybersecurity Through Friend-Shoring, 54 PUB.
CoNT. L.J. 217, 243 (2025).

48 Id. at 243 (highlighting that the FAR’s usage prohibition, which is broader than section 889, is

not limited to “substantial or essential” components or “critical technology”).
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submitted a legislative proposal for consideration by the Senate in the Fiscal Year 2020 NDAA
requesting a two-year extension on implementation of the section 889(a)(1)(B) prohibition.*’
Multiple members of Congress also proposed amendments to the NDAA that would extend the
deadline for compliance.’® Ultimately, the DOD was able to secure a temporary waiver that was
extended until 2022 that allowed procurement actions notwithstanding the section 899(a)(1)(B)
prohibition if the procured items were considered to have low-risk potential and were necessary
to execute the mission of the DOD.! Throughout these requests for extensions and waivers,
industry, agencies, lawmakers, and law firms all highlighted the challenges of achieving
compliance. For example, in August 2020 the Undersecretary Lord recognized the challenges
faced by the defense industrial base and applauded the initial temporary waiver to section
899(a)(1)(B).>*> The U.S. Chamber of Commerce stated compliance was “difficult and

unrealistic,” the Coalition for Government Procurement noted the requirement was “patently

49 See Gallagher, supra note 23, at 15. This request was later rescinded by the OMD director
when he stated the original deadline could be met.

59 Id at 18. (Senator Ron Johnson proposed to extend the compliance deadline for the use
prohibition to August 2021, while Representative Virginia Foxx proposed to extend the deadline
to January 2022.)

Std.

52 Ellen M. Lord, Undersecretary of Defense for Acquisition and Sustainment, Briefing to Media
at the Pentagon (Aug 20, 2020),

https://www.war.gov/News/Transcripts/Transcript/Article/2319990/ellen-m-lord-undersecretary-

of-defense-for-acquisition-and-sustainment-briefs-m/.
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unreasonable,” and the Professional Services Council stated it was a “time-consuming,
burdensome and costly exercise” to determine if products falling under the usage ban are linked

to a banned company.>

This difficulty with identifying prohibited equipment raises significant concerns of
violating the False Claims Act (FCA).>* Specifically, a contractor’s required representations as
to not using covered equipment, which may account for various levels of subcontractors using
various types of equipment and systems, could constitute the basis for such a violation.*
Although contractors are required to conduct only a reasonable inquiry, the scope of that inquiry
may be extraordinary depending on the type of contract and subcontractors involved, therefore

raising the risk of additional liability.>® The broad reach of section 889 and FCA liability may

53 Daniel Wilson, Huawei Ban’s Compliance Rules Too Taxing For Contractors, LAW 360 (Nov

1, 2019), https://www.law360.com/articles/1215716/huawei-ban-s-compliance-rules-too-taxing-

for-contractors.

431 U.S.C. § 3729.

55 See generally Charles M. Wilson, The Material World of Section 889: Is the Huawei Ban
Material Under The False Claims Act?, 50 PUB. CONT. L.J. 567 (2021) (discussing whether such
certifications under section 889 could be considered material to the government’s decision to pay
a contractor.).

36 See Anderson, supra note 47, at 243-44 (discussing the need of contractors to protect
themselves from “black boxes” in the supply chain, where contractors ordinarily would have no
ability to identify certain articles in subcomponents; specifically, and highlighting that relying on

pushing a certification requirement down the supply chain may increase risk by flowing down a
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further result in contract termination, negative past performance ratings, and even suspension or
debarment proceedings.>’ Further, smaller businesses may simply not have the means of being
able to conduct as thorough of an inquiry, either raising legal risk of violating the FCA or

limiting competition by having such contractors be excluded.>®
2. The Replacement Problem and Lack of Alternatives

Although the breadth of the ban and resulting legal consequences constitute a significant
hurdle to the success of the Huawei ban, that difficulty is only the beginning for industry. Once
a contractor has identified they may be in violation of the ban, they must then begin the task of
quickly seeking sufficient replacement technology at a reasonable price. Depending upon the

industry, size of the contractor, and location of the performance of the contract, the replacement

requirement to those who cannot or will not effectively comply); but see Jungmoo Lee, The
Supreme Art of War, On Subduing the Enemy Without Fighting: Defending Defense Supply
Chain Against Foreign Adversaries by Taking Proactive Measures to Enforce §889(a)(1)(B) of
the Fiscal Year 2019 National Defense Authorization Act, 9 J.L. & CYBER WARFARE 1, 14-17
(2024) (discussing the challenges of relying upon the FCA to enforce Section 889 violations,
largely due to the protection encompassed by the “reasonably inquiry” standard and difficulties
associated with whistleblower claims in foreign companies).

57 See Townsend L. Bourn & Nikole R. Snyder, Securing the Government Supply Chain: Section
889 and Prohibitions on Chinese Telecom, 56 PROCUREMENT LAW 10 (2021).

58 See Sarah Kim, Mind Your Due Diligence: Section 899 and an Emerging Minefield of FCA
Violations, 51 PUB. CONT. L.J. 413, 432-33 (2022) (highlighting the difficulties encountered by

smaller entities in attempting to comply with section 889).
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effort and challenges could be incredibly difficult to overcome.>® For example, the USAID
reported “some 70% of missions in Africa and 65% missions in Asia are apparently relying on
service providers with prohibited equipment,” which required a waiver through 2022 to allow
companies additional time to find replacement technology.®® Where alternatives do exist, the

cost of replacement can be significant, especially for small businesses.®! Over five years after

59 See Anderson, supra note 47, at 243 (highlighting that risk of noncompliance is increased due
to Huawei being a “major global source[] of not only cellular phone network infrastructure, but
also radios, virtual reality, cameras, and display screens”).

80 See Gallagher, supra note 23, at 21; See also Letter from Alan Chvotkin, Executive Vice
President and Counsel, Professional Services Council, to GSA (Oct 26, 2020),
https://www.pscouncil.org/a/Resources/2020/PSC_Comments_on_Section 889 a 1 B Sec
ond Interim Rule.aspx. (highlighting there are many locations “where no alternatives exist[] to
the use of prohibited products.”; See also Jason Miller, Ban on Chinese products starts today
despite confusion over acquisition rule, FEDERAL NEWS NETWORK (Aug 13, 2020)
https://federalnewsnetwork.com/acquisition-policy/2020/08/ban-on-chinese-products-starts-
today-despite-confusion-over-acquisition-rule/?readmore=1 (highlighting that several parts of the
U.S. rely heavily on Huawei equipment that is not easily replaceable, stating “there are 12 states
where the carriers rely on Huawei routers in the rural parts of the state.”)

81 See John Hendel, Why suspected Chinese spy gear remains in America’s telecom networks,
PoLitico (Jul 21, 2022), https://www.politico.com/news/2022/07/21/us-telecom-companies-
huawei-00047045 (reporting that some small carriers are seeking more than $100 million to

replace equipment and awaiting government subsidies).
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the prohibition was passed into law, the DOD was still seeking waivers to its obligations under
Section 889 based upon the rationale that Huawei was so firmly entrenched into the systems of

some countries where it does business, that finding alternatives could be impossible.5?

Further, the Huawei prohibition presents the possibility of drastically reducing U.S.
ability to work with contractors throughout the world, particularly in countries where Huawei has
an enlarged presence or where alternatives are not easily procurable.®* While some of the U.S.’s
largest trading partners have followed suit and implemented various bans on Huawei

equipment,®* federal agencies risk depriving themselves of the expertise and convenience of

62 See THE BUSINESS TIMES, Pentagon has a Huawei dilemma Congress doesn’t want to solve
(Jul 3, 2024), https://www.businesstimes.com.sg/companies-markets/telcos-media-
tech/pentagon-has-huawei-dilemma-congress-doesnt-want-solve.

63 See Jordan Villegas, Paving a New (Hua)wei: A Comparative Analysis of International
Approaches to Securing Information and Communication Technology Supply Chains, 71 CATH
U. L. REV. 623, 629-30 (discussing Huawei’s dominance in the worldwide 5G market
(accounting for over two-thirds of 5G equipment outside China) and the Chinese government’s
role in effectuating that).

8 Jd., 631-53 (addressing how the United States, United Kingdom, Canada, and European Union
have approached the security threat posed by Huawei in their supply chains); See also REUTERS,
European countries who put curbs on Huawei 5G equipment (Sep 29, 2023),
https://www.reuters.com/technology/european-countries-who-put-curbs-huawei-5g-equipment-
2023-09-28/ (highlighting various actions taken to restrict or ban the usage of Huawei equipment

in Britain, Estonia, Denmark, France, Germany, Italy, Latvia, Lithuania, Portugal, Romania, and

22



contractors in countries without a ban, forcing such contractors into the position of choosing
between potential business related to U.S. agencies or replacing all of their equipment.®®> The
National Defense Industrial Association even noted in a memo to the GSA that contractors will
have difficulty explaining and enforcing such requirements amongst foreign suppliers who
“often balk at the Section 889 requirements due to the lack of a clear list of banned entities and

their inability to perform continual monitoring.”®®

If countries choose not to implement similar bans and contractors choose the value of
Huawei and other markets over U.S. policy, the United States risks becoming isolated and unable
to work with other countries in developing new alternatives to Huawei. In effect, the United
States limits itself to the materials, processing, expertise, and knowledge of countries and

contractors that abide by a broad U.S.-based ban that itself carries significant legal risks even

Sweden); See also Policy Statement — Securing Canada’s Telecommunications System,
https://www.canada.ca/en/innovation-science-economic-development/news/2022/05/policy-
statement--securing-canadas-telecommunications-system.html (prohibiting Canadian
telecommunications service providers from utilizing Huawei).

85 See Anderson, supra note 47, at 252-53 (finding that section 889 causes not only a reluctance
to use Chinese firms, but foreign vendors generally, “for fear that those other suppliers may
utilize banned components™).

% NDIA, Letter to GSA RE: FAR Case 2019-009: Industry Questions on Section 889
Implementation (Mar 12, 2021), https://www.ndia.org/-
/media/sites/ndia/policy/blog/documents/industry-questions-on-section-889-

implementation.pdf?download=1.
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when attempting to comply.®” In so doing, this type of ban risks alienating both foreign
contractors and countries while simultaneously placing domestic contractors into costly and

difficult positions.
3. Ineffectiveness of the Huawei Ban

In addition to extraordinary compliance costs and practical implementation concerns for
industry discussed above, it appears the prohibition has not been as effective as anticipated in
removing a serious national security concern. Despite the breadth of section 889 to target not
only end products, but products within the supply chain and production process,®® as well as
many other countries restricting Huawei usage, the company has continued to grow. In 2024,
Huawei’s revenue exceeded $118.27 billion, a 22% jump from the prior year and largest jump in

revenue since 2016.% Most notably, Huawei’s advancement in the field of artificial intelligence

87 See Wilson, supra note 55, at 571-87 (discussing the avenues under §899 that may constitute
false certification liability under the FCA).

68 See Trang (Mae) Nguyn, Hidden Power in Global Supply Chains, 64 HARV. INT'L L.J. 35, 72-
75 (2023) (discussing how Section 889, along with additional laws and agency regulations, has
created a comprehensive export control regime).

% Evelyn Cheng, Huawei revenue rises at fastest pace since 2016 on the back of consumer
segment growth, CNBC (Feb 5, 2025), https://www.cnbc.com/2025/02/06/china-huawei-

revenue-surges-despite-us-sanctions.html?msockid=0e90b469218c6b160bafa2d720d86a41.
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risks complicating future Al-related procurements.’’ Huawei also continues to make

advancements in smart cars, semiconductors, data centers, and chips.”!

As a result, although the Section 889 prohibitions have attempted to deplete Huawei’s
ability to conduct business within the U.S., it has not stopped the company’s continued growth
throughout the world, which in turn has meant that parts of the global supply chain may not be
available to be utilized by the federal government. Even with the benefit of national security
protections gained from such a widespread ban, such blanket prohibitions continue to cause
significant compliance burdens for U.S. industry as contractors and agencies continually seek to
verify they are not using such covered equipment, while simultaneously restricting future
opportunities with other contractors and subcontractors throughout the world. These massive
compliance burdens further raise the potential for False Claims Act concerns for industry, adding
another layer of complexity. While such bans have become a preferred method of the federal
government, they may not be suitable for a more widespread approach to removing reliance upon

China in the global supply chain.

B. Looking Toward Sustainability Approaches: Learning from Established Sustainable
Procurement Methods

The difficulties encountered by industry discussed above in complying with the Huawei
ban beg the question of whether there is a more efficient or effective way to approach the

national security issue of procurement supply chain vulnerabilities from China. Sustainable

0 Dylan Butts and Evelyn Cheng, How Huawei ascended from telecoms to become China’s ‘jack
of all trades’ Al leader, CNBC (Jul 20, 2025), https://www.cnbc.com/2025/07/21/how-huawei-
ascend-telecoms-to-china-jack-all-trades-ai-leader-penghu-chips-nvidia-cloud-matrix.html.

.
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procurement initiatives share some similar characteristics with securing the supply chain from
China, and therefore offer useful examples that can be evaluated in creating a solution. Similar
to any approach that addresses the complexities of international supply chain security,
sustainable procurement initiatives require in-depth tracking and analysis of a company’s supply
chain, in addition to resolving issues surrounding the best way for the government to collect and
utilize that information within a procurement. The Obama and Biden era sustainable
procurement measures relating to GHG emissions provide meaningful opportunities to evaluate
the costs and benefits of multiple approaches that could be applied to securing the supply chain

from the national security risk posed by China.

One can examine the last fifteen years of sustainable procurement approaches in looking
for a suitable alternative to the Huawei ban in reducing reliance upon China. On October 5,
2009, President Barack Obama issued Executive Order (EO) 13514, Federal Leadership in
Environmental, Energy, and Economic Performance.”” While the EO set targets for reducing
GHG emissions, reducing waste, promoting environmentally responsible products, and more, it
also focused in several ways on the federal acquisition system. Specifically, section 13 of EO
13514 required the GSA, coordinating with at a minimum the DOD and EPA, to study and
provide recommendations on how the government could work with the “contractor community to
provide information that will assist Federal agencies in tracking and reducing scope 3 GHG
emissions related to the supply of products and services to the Government””? (hereinafter

referred to as the “Section 13 working group”). Not only would contractors be required to

72 Exec. Order No. 13514, 74 Fed. Reg. 52117 (Oct 8, 2009).

7 Id. at 52124.
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collect GHG emissions of a direct nature from sources controlled or owned by that contractor
(Scope 1), in addition to upstream indirect GHG emissions resulting from a contractor’s purchase
of certain resources (Scope 2), but would now have to track and collect upstream and
downstream emissions not owned or controlled by the contractor.” In so doing, the GSA sought
to create a regulatory structure that touched upon all aspects of a contractor’s supply chain that

could be influenced by that contractor, even if not under the control of that business.

In order to carry out this objective, EO 13514 required the GSA specifically to study the
feasibility of several types of implementation tools. This included federal government
purchasing preferences and other incentives for products that are manufactured in a manner to
minimize GHG emissions, as well as other general options within procurement programs to

encourage sustainable practices.”

In April of 2010, the GSA published its report examining the feasibility of and providing
recommendations regarding various ways in which the contractor community could be
encouraged or forced to reduce GHG emissions within the federal acquisition process. The

report highlighted the feasibility of labeling programs, how GHG emissions could be utilized as

74 U.S. EPA CENTER FOR CORPORATE CLIMATE LEADERSHIP, Scope 3 Inventory Guidance,

https://19january202 1 snapshot.epa.gov/climateleadership/scope-3-inventory-guidance .html

(stating scope 3 emissions will “often represent the majority of an organizations total GHG
emissions”).
> GSA, Executive Order 13514 Section 13: Recommendations for Vendor and Contractor

Emissions (2010) [hereinafter GSA Section 13 Report].
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an evaluation factor, and the ability to utilize past performance and responsibility.”® Ultimately,
the working group recommended a two-phase approach. First, as standards are created over time
for calculating GHG emissions, the acquisition workforce is trained on how to utilize that data,
and systems are created for accumulating that data, industry would be encouraged to voluntarily
disclose such information.”” Second, such information could be used as an evaluation factor in
procurements for specific product categories.”® Each of the approaches evaluated by the working
group to create a greener supply chain offer lessons as to how to secure the supply chain from

China, and are evaluated below.
C. The Labeling Approach

One method utilized with much success in sustainable procurement, and that should be
evaluated to determine applicability to prevention of Chinese disruption in the supply chain, is
use of labeling. Governments and non-governmental entities have sought to encourage any
number of policies that affect consumer choices through the use of labeling or certification
systems. Certifications have been used throughout industry to signal to customers that a product
complies with various standards they may find important, including those relating to the

environment, corporate governance, health, and animal cruelty.” Within the U.S. federal

® Id. at 36-37
7 Id. at 50-53.
8 Id. at 56-57.
7 There are numerous labels across industry. For example, the Leaping Bunny label seeks to
highlight “cruelty-free” products not tested on animals, See LEAPING BUNNY PROGRAM, The

Corporate Standard of Compassion For Animals (“The Standard”),
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procurement system, the ENERGY STAR label, amongst others, has been used to identify
energy efficient products that may be procured.®® Given the power of such a tool in shaping
purchasing preferences, labeling suitability in reducing supply chain reliance on China is worthy
of examination. Further, analysis of how eco-labels have been utilized, along with the
challenges of such an approach, provide important lessons that can be used in crafting a new

approach to constraining China.
1. Eco-Labels

The attempts to reduce climate change through a labeling system provides one example
of whether such an approach can be adapted for to strengthen the supply chain from the threat of
China. The Section 13 working group evaluated the use of eco-labels by several other countries,
as well as within the United States, to determine if such an approach could reduce GHG
emissions. For example, the Section 13 working group considered foreign models such as

Japan’s plan to create a Carbon Footprint of Products system, whereby private companies

https://www.leapingbunny.org/about/corporate-standard-compassion-animals-standard; B-Corp
certifications seek to identify businesses that meet verified social, environmental, and
governance standards. See BCORPORATION, Explore the B Lab Standards,
https://www.bcorporation.net/en-us/standards/performance-requirements/; Fair Trade
Certification recognizes companies with sustainable sourcing models that protect the
environment and build resilient and transparent supply chains. See FAIR TRADE CERTIFIED, Fair
Trade Certification: What We Certify, https://www fairtradecertified.org/what-we-do/what-we-
certify/#.

80 See FAR 23.103-3(b).
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developed product category rules to define the criteria for calculation and labeling for each
category, and if such standards were met and verified by a third party, a specific label would be

t.3! Ultimately the Section 13 working group highlighted the challenge of

affixed to that produc
needing an accepted standard, concluding it was “unable to find an existing federally accepted
product standard or label for GHG emissions,” but that using labels as a purchasing preference
was a technically feasible option.®? The Section 13 working group thus recommended that the

Government define criteria that could form the basis of such labels for use within the

procurement system.®?

Another challenge the identified was the already abundant number of environmental-
related labels in existence, including 14 separate labels identified on the GSA Advantage website
at the time the report was published, making it difficult for consumers to become familiar with
the importance of such a label.** The report noted that in order for a carbon labeling initiative to

be successful, accepted GHG emission product standards must first be developed.®® Thus, in

81 GSA Section 13 Report, supra note 75, at 40

82 1d. at 11.

8 1d.

8 Id. at 47; More than 60 eco-labels now affix products available to federal purchasers. See U.S.
EPA, Recommendations of Specifications, Standards, and Ecolabels for Federal Purchasing,
https://www.epa.gov/greenerproducts/recommendations-specifications-standards-and-ecolabels-
federal-purchasing.

85 GSA Section 13 Report, supra note 75, at 11.
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order for a label to be effective, whether for GHG emissions or in preventing security risks posed

by China, it must at a minimum contain defined criteria and achievable standards.

As time passed and standards were developed and accepted by federal, state, local, and
foreign jurisdictions, ecolabel programs related to climate change began to flourish.*® Some,
such the Carbon Trust program, are based upon GHG emissions generated,®” while many
systems moved toward other verifiable standards that generally seek to reduce climate impact.
For example, five years after the GSA Section 13 report, President Obama issued Executive
Order 13693, which emphasized the purchasing of certain sustainable products characterized by
label or certification, as well as products or services that exceed the requirements under labels
that are recommended by the EPA.® This included to the maximum amount practicable buying
sustainable products under the Significant New Alternative Policy program label, which seeks to

reduce climate change causing chemicals.®® The EPA under the Biden administration continued

8 See Lauren Olmsted, A Common Taxonomy for Carbon: How States and Cities use Public
Procurement to Combat Climate Change, 49 PUB. CONT. L.J. 691, 698-700 (2020) (discussing
how, among other methods, ecolabeling has become a common approach utilized even in state
and local sustainable procurement programs, resulting in hundreds of ecolabels in the
marketplace).

87 GSA Section 13 Report, supra note 75 at 39-40.

88 Exec. Order 13693, 89 Fed. Reg. 15871 (Mar 19, 2015). This executive order included the
promotion of energy efficient labeling programs seeking to reduce harmful emissions released
into the climate, such as Water Sense, Safer Choice, and ENERGY STAR labeled products.

8°U.S. EPA, Significant New Alternatives Policy (SNAP) Program, https://www.epa.gov/snap.
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to develop new standards and recommend labels for categories of products that sought reduce
climate impacts.”® Similarly, the EU has developed an extensive Ecolabel program aimed at

reducing energy usage and climate impact.”!

The sustainable procurement approach of ecolabels thus provides one way in which
contractors can be encouraged to make changes to their supply chain in a variety of industries
and purposes. The effectiveness of such an approach, however, depends upon developing
objective standards and criteria that are accepted and able to be used by industry, recognizable by
the public, and helpful to procuring organizations.”> With such conditions met, the labeling

decision in practice has shown to be a helpful tool for changing contractor and consumer

%0 Press Release, U.S. EPA, EPA Releases Final Updates to Recommendations to Help Buyers
Find Sustainable Products (Dec 5, 2024), https://www.epa.gov/chemicals-under-tsca/epa-
releases-final-updates-recommendations-help-buyers-find-sustainable.

1 See Regulation (EC) No 66/2010 of the European Parliament and of the Council on the EU
Ecolabel, 2009 O.J. (L. 027)., Art. 6(3)(A) (requiring the consideration of the impact on climate
change in creating criteria for the EU Ecolabel).

92 See also Jason 1. Czarnezki, The Future of Food Eco-Labeling: Organic, Carbon Footprint,
and Environmental Life Cycle Analysis, 30 STAN. ENVTL. L.J. 3, 45-46 (2011) (using the organic
food industry as an example to provide three key steps to practically implement an ecolabeling
system: (1) experts must pick categories of items where labels would make an improvement in
the environment; (2) a widely-accepted methodology for what will be evaluated related to that
category (such as life-cycle analysis) must be utilized; and (3) evaluation must occur in

accordance with scientific criteria that surpasses a designated benchmark).
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behavior, with successful systems in the United States and European Union, as well as at state
and local levels, being implemented. In theory, such an approach could be utilized to pivot
contractor supply chains away from reliance on China. However, the unique nature and
complexities of national security, especially in times of increasing hostilities or active conflict,

presents concerns that make such a tool questionable.
2. A Chinese Risk Label

Although the ecolabel approach has had success in many jurisdictions, such a method
may not be practical when applied to securing the supply chain from Chinese influence. As
noted above, purchase preference programs through labeling cannot be used effectively unless a
standard can be developed, accepted by industry and the public, and be useful to the procuring
agency. Similarly, the binary nature of meeting or not meeting a standard proves problematic in

the national security context.

First, unlike sustainable procurement, the criteria and standards to be used in establishing
such a label are not currently in existence. Such criteria and standards may also be unlikely to be
established given the impracticability of measuring the acceptance of risk posed by China in a
supply chain for the purpose of a uniformly applied label. Although expensive and time-
consuming, contractors can utilize internationally recognized formulas and scientific data to

predict and objectively calculate GHG emissions within their supply chain.®® If that standard is

3 For example, the U.S. EPA aligns its guidance with the Greenhouse Gas Protocol, which is
considered the global standard for calculating corporate GHG emissions. See U.S. EPA CENTER

FOR CORPORATE CLIMATE LEADERSHIP, Simplified Guide to Greenhouse Gas Management for
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met and label affixed, agencies can be confident in making an environmentally sound purchasing
decision. The same cannot be said for China-related standards. It is unclear what target metric
could be used in a national security context to justify a purchasing preference label, let alone
what factors would be relied upon in making such a determination®® Even should such a metric
or standard be identified, how one evaluates compliance may be beholden to extremely differing
views on the threat posed by China in that specific procurement.”® For example, a supply chain
that relies upon only a certain number of Chinese companies still exposes the procuring agency
to a national security risk. A label indicating that only one or two Chinese companies are within
a supply chain is both impractical and questionable in its usefulness. Similarly, a formula used
to estimate a percentage of risk of Chinese influence or disruption is likewise unacceptable in a
national security context. In other words, a label reliant on such standards that still allows a

national security threat to exist calls into question the utility of such a label. This is far different

Organizations 3, https://www.epa.gov/system/files/documents/2022-

09/Simplified Guide GHG Management Organizations.pdf.

94 See Czarnezki, supra note 92 (noting that scientific criteria, a benchmark to be surpassed, and
methodology of what is to be evaluated, are all necessary to practically implement a labeling
scheme).

%5 See Peter S. Menell, Structuring a Market-Oriented Federal Eco-Information Policy, 54 MD.
L. REv. 1435, 1458 (1995) (noting that, similar to how risk from China may be evaluated
differently depending on the industry being impacted, ecolabeling is “prone to severe distortion
as a result of the political economy of environmental policy” and “invites political influence in

implementation™).
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than ecolabels relating to GHG emissions, where any reduction in emissions can be valuable

information for consumers, and thus effective in changing contractor decisions.

Second, the use of labels is limited by a binary decision of whether the required criteria
for that label are satisfied.”® That binary choice may be suitable for GHG emissions and other
sustainability measures, but ineffective when applied to products whose supply chain relies upon
China. When discussing GHG emissions, standards commonly relate to a reduction of such
emissions, with scientific formulas allowing governments to seek even minor reductions in

t.%7 As a result,

emissions, which industry-wide can have a large impact on the environmen
although there will still be harmful emissions in the supply chain for procuring that product, even
small reductions are still beneficial. Such an argument is not easily applicable in the national
security context. Labels seeking to completely exclude Chinese disruption in effect amount to a
ban, suffering from the same practical and compliance problems as Section 889. Further, this
binary approach removes the potential for flexibility that may be needed in certain procurements,
and which can vary agency by agency and product by product. For example, as discussed in the

F-35 example above, national security waivers were commonly needed due to China’s

dominance in certain sectors. This binary nature of labeling therefore limits its effectiveness by

% Although labels may also be developed in tiered system manner, the acceptability of various
levels of national security risk presents similar concerns as discussed in the technical evaluation
approach section in Part I11.D.2 of this paper. For a comprehensive definition and benefits of a
tiered approach, see James C. Smith, Green Home Standards: Information and Incentives, 54
Hous. L. REv. 1139, 1185 (2017).

97 EPA Guide to Greenhouse Gas Management, supra note 93.
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relying upon vague criteria to establish a label that may not be particularly helpful for an

agency.”®

An examination of one ecolabel highlights the impracticability of such an approach
applied to Chinese influence in a supply chain. In order to meet the criteria for an EU ecolabel
for electronic displays, a company must show their product meets various standards relating to
energy consumption efficiency, the prohibition on certain substances within the product and its
related component parts, feasibility of repairing the product by ensuring compatibility with easily
exchangeable parts, and inclusion of parts that are recyclable when the product is ultimately
disposed of, among other requirements.”® In creating such criteria, the European Union was able
to target a specific product and develop objective science-backed criteria specifically aimed at
reducing GHG emissions. There are no similar practical objective criteria that can be utilized to
counter Chinese influence in electronic display products. The allowance of some risk suffers
from the ineffectiveness of that approach in a national security context. Likewise, criteria

focused on removing any Chinese influence suffers from Huawei-ban complications.

%8 Additionally, the usefulness of a national security label fails to meet criteria relied upon in
evaluating usability in the sustainable procurement realm. For one example of such criteria, See
Menell, supra note 95 at 1446 (finding that usability of ecolabel information relies upon whether
such information is east to apply in making decision, whether it enables comparison between
choices, and whether it allows judgement of importance between choices).

99 Commission Decision (EU) 2020/1804 of 27 November 2020 establishing the EU Ecolabel

criteria for electronic displays, 2020 O.J. (L. 402).
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Although eco-labels may be well-suited in industries where criteria for obtaining a label
can be supported by scientific evidence and a binary application mechanism allows incremental
progress toward a specific goal, such factors do not easily correlate to reducing supply chain
dependency on China in a national security context. The lack of flexibility in such a labeling
approach also does not account for a highly volatile geopolitical environment where waivers
under certain circumstances may be appropriate, and where use of such waivers undermines the
labeling system as a whole. Though a labeling system could theoretically be designed, the
functionality of such a system is likely not to be effective, politically popular, or efficient in

reducing dependency on China within the government procurement supply chain.
D. A Technical Evaluation Approach

Though labeling may not be practicable in a national security context, utilizing a more
flexible and discretionary technical evaluation approach may provide an alternative to securing
the supply chain from China. Specifically, evaluation factors in FAR Part 15 negotiated
procurements are another possible tool that could be utilized to reduce the risk posed to U.S.
national security by relying too heavily upon China in the procurement system. The best value
tradeoff source selection process allows an agency to rate and weigh cost and non-cost factors
against each other, providing significant discretion to the agency in defining what they consider
important for each acquisition.!” Agencies may also choose to use the Lowest Price Technically

Acceptable (LPTA) source selection process, allowing agencies to set technical requirements

100 See FAR 15.101-1(c) (“This process permits tradeoffs among cost or price and non-cost

factors and allows the Government to accept other than the lowest priced proposal”).
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that, if proposals satisfy, award will be given to the lowest-priced proposal.'®! While there are
multiple ways to use technical evaluation to reduce risk from China, an evaluation of sustainable
procurement proposals to utilize GHG emissions as an evaluation factor provides hesitation in
deciding whether such an approach could be effectively applied to national security concerns. '%?
The development of such an approach to reduce GHG emissions from procurement supply

chains by the Obama and Biden administrations provides one such example.
1. Technical Evaluation Relating to GHG Emissions

Under the Obama administration, the Section 13 working group discussed the possibility
of using GHG emissions data as a technical evaluation factor for procurements. The evaluation
factor would first concern a company’s disclosure of their emissions, and once standards
developed, evaluation would focus on the emissions themselves.!®® Specifically, they found that
using an evaluation factor was preferable to purchasing preferences (such as labels) and

mandatory contracting goals as it would provide discretion to the procuring agency to balance

101 See FAR 14.101-2(b)(3) (“Proposals are evaluated for acceptability but not ranked using the
non-cost/price factors™).

192 But See CHRIS NISSEN ET AL., MITRE, DELIVER UNCOMPROMISED, A STRATEGY FOR SUPPLY
CHAIN SECURITY AND RESILIENCE IN RESPONSE TO THE CHANGING CHARACTER OF WAR 38, 41-
44 (2018) (discussing how standards set by an expert independent third party could be applied to
DOD-established levels of security sufficiency and evaluation of a contractor’s cybersecurity
threat), https://www.mitre.org/sites/default/files/2021-11/prs-18-2417-deliver-uncompromised-
MITRE-study-26 AUG2019.pdfromised: A Strategy for Supply Chain Security and Resilience

103 GSA Section 13 Report, supra note 75, at 35.
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other aspects of the procurement alongside GHG emissions.!** GHG emissions would thus be
weighed against other evaluation factors in a best-value tradeoff approach, or be used to establish
technically acceptability under a lowest priced technically acceptable approach. However, the
Section 13 working group recommended that such an evaluation factor be made mandatory for
all acquisitions, leaving open the possibility of several exceptions.!® Therefore, contractors who
gathered and disclosed information regarding their scope 3 emissions (including for all
subcontractors) could take advantage of such an evaluation factor, while those who did not
obtain such information would be evaluated as neither favorable or unfavorable.!* This basic
framework can potentially be utilized in evaluating national security risk from China within a

contractor’s supply chain.

That recommendation is not without precedent. As noted by the Section 13 working
group’s report, the FAR previously required certain environmental objectives to “be considered
when describing Government requirements for supplies and services, and when developing
»107

source selection factors for competitive negotiated acquisitions . . . when appropriate.

However, such language was removed in 1997.1%8

104 17
105 1d. at 37 (noting that suggested exceptions include, among others, for items purchased under
the micropurchase threshold).

106 17

197 1d. at 36 (citing 48 CFR section 15.605(b)(1)(iv) (1995)).

108 Federal Acquisition Circular 97-02, 62 Fed. Reg. 51224, 51230 (Sep 30, 1997); For a

discussion of the history and status of such requirement, see Steven Schooner and Evan Matsuda,
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Although the use of GHG emissions as an evaluation factor could provide an appropriate
balance between agency discretion and government mandate to achieve an environmental goal,
the GSA working group noted several challenges, which are also applicable when utilizing such
a factor to evaluate risk posed by China in any given procurement. First, the report noted that
information that is reported by contractors pursuant to an evaluation factor must be fair and
consistent to withstand judicial and oversight scrutiny.!” Second, the procuring agency must
also develop the requisite experience, standards, and post-award mechanisms to gather and
evaluate information, as well as ensure continued compliance with any such standards.'!® Third,
the agencies will need to develop ways in which they can evaluate the relevance of the disclosed
data to the actual acquisition at hand.!!! Lastly, the working group highlighted the potential
concern contractors may have of disclosing sensitive company information about their supply

chain’s emissions.''?

While some efforts were made to implement such technical evaluation requirements,
these challenges could not be overcome, and as discussed below, may be even more severe when
applied to a company’s reliance upon China. Use of GHG emissions as a consistent evaluation

factor never materialized into a consistent and widely used factor across the procurement system.

Sustainable Procurement: Building Vocabulary to Accelerate the Federal Procurement
Conversation, 21-10 BRIEFING PAPERS 1, 3-4 (2021).

109 GSA Section 13 Report, supra note 75, at 40.

Uy

" g

12 1d. at 42.
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In Executive Order 13693, President Obama recognized the potential utility of using GHG
emissions disclosure as an evaluation factor and ordered the seven largest federal procuring
agencies to submit a plan to implement at least five procurements annually where the agency
may consider GHG emissions, including through the potential use of evaluation criteria that
considers contractor emissions and management practices.'!> However, agencies were also able
to utilize other tools to encourage emission reductions, such as performance period criteria and
contract clauses.!!* Several years later in the Biden administration, EO 14030 required the FAR
Council to consider amending the FAR to require GHG emissions be considered in procurement
decisions, where appropriate, giving preference to suppliers with lower emissions.!!> Ultimately,
the FAR council sought to utilize a responsibility-based approach. Both orders were revoked by

the second Trump administration,''® and no such evaluation factor is required today.

The failure to amend the FAR to account for GHG emissions throughout both the Obama
and Biden administrations highlight the difficulty to implementing such an approach, even in
matters of a more bipartisan nature, such as the threat posed by China to procurement supply
chains. Further, in addition to the challenges highlighted above, cost and practicality of

implementation have precluded such an approach. Pushback to the SEC’s final rule for climate-

113 89 Fed. Reg. at 15880.

14 gy

115 Exec. Order 14030, 86 Fed. Reg. 27967, 27969 (May 25, 2021).

116 Exec. Order 13834, 83 Fed. Reg. 23771, 23773 (May 22, 2018) (revoking Exec. Order
13693); Exec. Order 14148, 90 Fed. Reg. 8237, 8238 (Jan 28, 2025) (revoking Exec. Order

14030).
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related disclosures highlights the costs associated with the method. Ultimately, the SEC was
forced to eliminated the proposed requirement to disclose Scope 3 emissions.!!” For small
reporting companies and emerging growth companies, the proposed requirement to disclose
Scope 1, 2, and 3 GHG emissions were removed.''® In making these decisions, the SEC noted “a
significant number of commenters raised serious concerns” about scope 3 disclosures, including
the costs of “gathering, validating, and reporting” and compliance costs.!!” The SEC decided
that such disclosure would remain voluntary “because of the potential costs and difficulties
related to Scope 3 emissions reporting,” especially as related to smaller businesses.'?* Therefore,
even with the development of standards, multiple favorable presidential administrations, and the
opportunity to exclude small businesses, the SEC still recognized the cost was too great to
impose on industry.!?! Given the complexities of and costs associated with identifying a
product’s relation to China, a company’s relation to China, and the innumerable factors and

criteria that are required in evaluating what constitutes acceptable national security risk in a

"7 The Enhancement and Standardization of Climate-Related Disclosures for Investors, 89 Fed.
Reg. 21668, 21675 (Mar 28, 2024).

s g

19 1d. at 21728.

120 1d. at 21736.

121 Although a voluntary program may not be effective, the financial promise of compliance may
lead to greater compliance. See Schooner & Matsuda, supra note 108, at 5-6 (highlighting the
competitive advantage and ultimate financial benefits of companies that choose to conduct GHG

accounting).
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procurement, such difficulties may only be compounded when used to force reduction of reliance

on China.
2. Technical Evaluation of Chinese Risk

Utilizing a technical evaluation approach to reduce influence by China within a
contractor’s supply chain may appear to allow for more flexibility than the Huawei ban or the
binary approach of ecolabels by allowing different ratings for different levels of threat.
However, such an approach ultimately suffers for similar reasons as with the sustainable
procurement effort. The cost of tracking and cataloging reliance upon China has shown to be
incredibly costly, and the nature of national security may ultimately result in a technically
unacceptable or binary choice for the agency. Additionally, although comparative evaluations
and scoring may incentivize compliance by contractors despite the cost and root out the most
risk-prone contractors, the lack of standards and necessity of ensuring compliance by all
subcontractors creates additional practical and legal concerns.'?? As with GHG emissions

tracking, such problems may be too difficult to overcome.

As to cost, similar to GHG chronicling, the requirement of tracking reliance upon China
in every procurement may prove to be too financially burdensome on a procurement-by-
procurement basis. For an agency to truly analyze Chinese risk posed by the procurement, each

contractor (depending on the standard utilized) will need to conduct a GHG-like evaluation of

122 For discussion as to how comparative evaluation factors may be utilized in the cybersecurity
context, see MITRE Delivering Uncompromised Report, supra note 102, at 41-44 (relying on
implementation of specific safeguards to reduce risk, which can then be developed into

comparative tiers in evaluation).
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the entirety of their supply chain and disclose potential risks to the agency. Given the
complexity of supply chains for contracts that would most need to be protected from Chinese
influence, the costs of determining security risks throughout could be extraordinary. For the
same reason and similar to the Section 889 ban, such an approach also raises concerns under the
False Claims Act.'?* Given the significant concerns with cost related to scope 3 emissions, even
assuming acceptable nonbinary standards could be developed, similar industry pushback could

be expected.

Further, small and emerging businesses could especially be affected, as they likely will
not have the resources necessary to conduct such an inquiry. Also, unlike the GHG program,
small businesses could not be excluded from such a requirement at the risk of creating a
significant security loophole. This approach therefore has the potential to significantly conflict

with the social policy priorities of the small business programs.

Although agencies may rely upon subject matter experts in conducting a technical

evaluation and have access to some relevant information,'* as with a GHG emissions technical

123 However, such concerns may significantly increase depending upon the industries in which
the technical evaluation factor will be used, and China’s prevalence within those industries. See
Anderson, supra note 47, at 243 (discussing the significance of FCA liability in just the
telecommunications industry).

124 See Kenneth Sachs, Protecting National Security Interests in the Supply Chain Through
Cybersecurity Supply Chain Risk Management (C-SCRM) in the Public and Private Sectors, 53
PuB. CoNT. L.J. 337, 371-73 (2024) (discussing how supply chains could be secured by allowing

contracting officers, who in turn can rely upon various sources of classified and unclassified
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evaluation approach, the practicality of using a such an approach is still limited by the agency’s
knowledge and information available to it in evaluating national security risks posed by China.
Specifically, in negotiated procurements utilizing the best value tradeoff process, !*> an agency
would have to evaluate and rate an offer based upon risk to national security posed by the
specific company, the product, the industry, and more, and its relation to the Chinese
government. Similar to ecolabels, the ability to do so may not be easily suitable in every context.
For example, a proposal rated “Acceptable” or “Good” for an evaluation factor related to
national security risk from China could constitute the acceptance of a potentially unacceptable
risk by that agency. A proposal that may constitute a risk given its low rating may still be
awarded the contract if other evaluation factors make up for it. As a result, this approach
explicitly allows an agency to justify a contract based on personnel, price, and technical
capabilities at the expense of national security. Such an approach becomes even more
questionable as tension increases or hostilities break out with China, where no such risk may be
acceptable. Given the difficulty in conducting such a balance, agencies may ultimately take an

approach that resembles the blanket ban of Section 889.

A binary approach also develops when utilizing the LPTA source selection process. 2
For similar reasons as with the best value tradeoff approach, identifying reliance upon China —

and thereby indicating a national security risk — may render the product technically unacceptable.

intelligence, subject matter experts, contract specialists, and more, to evaluate risk to supply
chain in a procurement as an evaluation factor ).
125 See FAR 15.101-1.

126 See FAR 15.101-2.
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As with ecolabels, it may be impractical to determine what would constitute an appropriate
acceptance of national security risk, and therefore standards that could be utilized for evaluation.
The lack of standards combined with lack of institutional knowledge transforms such an

approach into one resembling the Huawei ban.

Therefore, while a binary approach could possibly be utilized under the responsibility

127 it is not effective in a technical evaluation context. Similar to the Huawei ban, a

doctrine,
contractor must determine in each procurement whether the entirety of their supply chain is
subject to Chinese risk and remove the elements that are, or be unable to compete for the
contract. The binary nature of such an approach would then suffer from the same practical
challenges of the Section 889 ban. That ban, as broad as it is, however, is limited to only
telecommunications equipment or services of certain covered entities. In considering the

multitude of industries, equipment, materials, processing centers, and more that Chinese

companies are heavily invested in, the problems expand exponentially

One example that sheds light on this issue is revisiting the F-35 scenario discussed in Part
II. Under the Lockheed Martin contract, Section 889 would prohibit any subcontractor from
obtaining any Huawei telecommunications equipment, system, or service under section
(a)(1)(A), as well as prohibit Lockheed Martin from using any Huawei covered equipment
(considering the broad application discussed above) under section (a)(1)(B). Though the Huawei
ban has extricated the contract from use and reliance on Chinese telecommunications equipment,
the F-35 is made up of thousands of other parts that do not fall under that category of prohibited

items. Various other subcontractors may rely on Chinese companies to varying degrees in

127 See Part 1V.
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procuring and developing all necessary materials for the F-35. Applying a technical evaluation
approach to detect any such Chinese companies could require contractors to identify the source
of every material and affiliation of every company involved with that material in building each
item to be placed within the ultimate end-product. Given the enormous difficulties relating to the
usage of certain telecommunications equipment, applying such burden to a broader range of

products is impracticable.

As the failure of the technical evaluation factor for GHG emissions shows, the difficulties
associated with implementing a supply chain-wide evaluation factor are significant. Even if
accepted standards were to be developed, the cost of such a program may make it infeasible.
Additionally, the application of a technical evaluation method to the national security context
may result simply in a more comprehensive Huawei-type ban. Utilizing responsibility and past
performance, however, may mitigate some of the most significant problems identified thus far in
the labeling and technical evaluation approaches, and provide a more suitable solution to

protecting procurement supply chains in the event of hostilities with China.

IV. THE RESPONSIBILITY AND PAST PERFORMANCE SOLUTION

As discussed above, the industry-wide ban method in combatting security risks posed by
China has proven to be impractical, costly, and leaves companies open to liability. While the use
of eco-labels in sustainable procurement has been successful, the lack of standards and binary
certification model is unsuitable to resolving Chinese influence in a supply chain. Further,
technical evaluation approaches, which in practice can amount to an even costlier or impractical
version of the Section 889 ban, are similarly unsuitable for a procurement-wide approach to
addressing Chinese risk. Use of responsibility or past performance, however, allows a more

gradual approach that recognizes the difficulty of identifying risk throughout a supply chain,
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while signaling to industry the importance and urgency of moving away from reliance upon
China. The evaluation of how both methods were utilized in a sustainable procurement context

offers valuable insight into how they can be applied to bolster national security.

This Part first examines how previous administrations sought to utilize responsibility as a
way to enforce compliance with GHG reporting and reductions, and how a modified method
could provide a suitable alternative to a blanket ban approach. Secondly, this Part will discuss
the approach of evaluating reliance on China as a past performance evaluation factor, a method
which was considered but not ultimately adopted in practice in sustainable procurement.
Although both methods have their respective strengths and weaknesses, they offer more
practical, measured, and effective alternatives in removing Chinese influence from the supply

chain.
A. A Responsibility Approach

Leveraging responsibility decisions is one manner in which the government may choose
to encourage contractors to reduce their reliance upon China. The doctrine of responsibility
pursuant to FAR 9.103(a) requires that “[p]Jurchases shall be made from, and contracts shall be
awarded to, responsible prospective contractors only.” This requires that a contracting officer
make an affirmative determination of responsibility prior to award of a contract.'?® To be found
responsible, a contractor must satisfy specific factors outlined in FAR 9.104-1, generally
including having adequate financial resources to perform the contract, being able to meet
delivery and performance schedules, having a satisfactory performance record, having a

satisfactory record of integrity and business ethics, having the necessary organization,

128 See FAR 9.103(b).
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experience, accounting and operational skills, and technical skills, having the necessary
production and construction equipment and facilities, and be otherwise qualified and eligible to
be awarded a contract other applicable laws and regulations.'? Contractors are separately
responsible for determining the responsibility of their prospective subcontractors, which may

ultimately affect the prime contractor’s responsibility. !>

Thus, in evaluating a contractor’s responsibility, agencies ensure apart from the offeror’s
proposal, that there is no unacceptable risk by entering into a contract with that company.
Similar to the factors in FAR 9.104-1, reliance upon China (by both contractors and
subcontractors) is a significant consideration in determining whether there is unacceptable risk to
the procuring agency. This legal structure of evaluating responsibility can therefore be readily
adapted to reduce the threat posed by China in any given procurement by encouraging

contractors to reduce their reliance upon China to conduct business with the U.S. government.

In determining whether responsibility determinations can be a successful method of
curbing national security risks caused by Chinese influence on the supply chain, one can again
look to sustainable procurement to provide an example. Specifically, as discussed below, the
Obama administration avoided such a method, but the Biden’s administration’s proposal to base
responsibility on disclosure of GHG emissions caused significant industry pushback and
practical concerns. In applying a similar rule to the national security context, several differences

emerge that highlight the benefits of such a program while seeking to mitigate concerns raised

129 See FAR 9.104-1.
130 See FAR 9.104-4(a). FAR 9.104-4(b) also allows the Contracting Officer to directly

determine a prospective subcontractor’s responsibility.
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with GHG reporting programs. This includes the ability to reduce costs and implementation
concerns through an initial tracking rule, the existence of current tracking mechanisms necessary
to comply with other laws, and geopolitical market incentives, in addition to not needing public
disclosure, but simultaneously suffers from similar negative effects on small businesses and

short-term effectiveness concerns
1. The Biden GHG Responsibility Rule

One specific sustainable procurement example that can highlight potential challenges in
applying a responsibility determination to national security risk is the proposed requirement to
catalog and disclose GHG emissions to be considered responsible. Under the Obama
administration, the section 13 working group examined how both responsibility and past
performance could be utilized to create a more sustainable supply chain by chronicling and
reducing GHG emissions. The working group, however, ultimately favored past performance
over inclusion of GHG emissions as a factor in evaluating responsibility pursuant to FAR 9.104
for fear of “an all-or-nothing selection criterion” that could create a barrier to entry.!3! Although
the section 13 working group did not recommend a responsibility approach, the Biden
administration pursued it a decade later, and provides significant insight into some of the

challenges that may arise should this approach be applied to risk posed by China.

President Biden through Executive Order 14030 ordered the FAR Council consider
amending the FAR to “require major Federal suppliers to publicly disclose greenhouse gas

emissions.”!3? Expanding upon this in Executive Order 14057, the Biden administration then

131 GSA Section 13 Report, supra note 75, at 39.

132 86 Fed. Reg. at 27969.
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required the GSA to track the disclosure of GHG emissions by major federal suppliers.'* In
November of 2022, the FAR Council issued a proposed rule that would establish a new standard
for responsibility for contractors under FAR subpart 9.1. Specifically, for covered contractors
(excluding small businesses), GHG emissions would need to be annually inventoried and
disclosed on SAM.gov.'** Contractors would be presumed to be nonresponsible unless they

complied with the inventory and disclosure requirements, '*

and therefore ineligible for award of
contract. EO 14030 thus sought to add to this list of required evaluation factors whether the

contractor was tracking and disclosing GHG emissions, and preclude award from those that

failed to do so.

After significant industry pushback and a new presidential election, the Trump
administration rescinded EO 14030 and the proposed rule was never finalized.!*® While political
differences certainly played a role in failing to implement such a requirement, industry raised

cost as a significant concern.!3” The FAR Council itself estimated the cost to industry at over $3

133 Exec. Order 14057, 86 Fed. Reg. 70935, 70938 (Dec 13, 2021).

134 FAR Case 2021-015, FAR: Disclosure of Greenhouse Gas Emissions and Climate Related
Financial Risk, 87 Fed. Reg. 68312, 68313 (Nov 14, 2022).

135 Id. at 68316.

136 90 Fed. Reg. at 8238.

137 See e.g. U.S. Chamber of Commerce, Comment Letter on Proposed Rule on Disclosure of
GHG Emissions and Climate-Related Financial Risk 2 (Feb 13, 2023),
https://www.uschamber.com/assets/documents/USChamber-Commerce-Comments-FAR-

Proposal-2 13 2023 2023-02-15-142634 dmma.pdf; (finding the rule would cost contractors
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billion.!*® Additionally, the requirement that such information be publicly disclosed presented
serious concerns regarding disclosure of confidential or proprietary information.'** Even with
standards available to measure GHG emissions, the cost, difficulty in obtaining information
throughout the supply chain, binary nature of responsibility, and public disclosure requirements
all presented hurdles to successfully implementing this rule. Though it is unclear the extent to
which the final rule would have changed had a similarly-minded administration won the 2024
presidential election, the proposed rule offers a cautionary tale that brings to light many
challenges that could be encountered when applying responsibility determinations to the threat

posed by a contractor’s reliance on China.

billions of dollars); See also U.S. Small Business Administration Office of Advocacy, Comment
Letter on Proposed Rule on Disclosure of GHG Emissions and Climate-Related Financial Risk
(Feb 10, 2023), https://advocacy.sba.gov/wp-content/uploads/2023/02/Comment-Letter-FAR-
Council-GHG-Disclosures-508c.pdf (finding compliance costs would fall disproportionately on
small businesses despite the small business exception); See also Associated Builders and
Contractors, Comment Letter on Proposed Rule on Disclosure of GHG Emissions and Climate-
Related Financial Risk (Feb 13, 2023),
https://www.abc.org/Portals/1/ABC_FAR%?20Disclosure%200f%20Greenhouse%20Gas%20Em
1ssions%20and%20Climate-Related%20Financial%20Risk 021323.pdf (finding in construction
projects that compliance could cost millions of dollars annually and not be feasible in some cases
due to lack of data).

138 87 Fed. Reg. at 68321.

13989 Fed. Reg. at 21705.
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2. A China Responsibility Requirement

One way in which to begin the process of cleansing the supply chain of Chinese influence
without relying on an abrupt Huawei-like ban is by signaling to industry that in the long-term
responsibility may ultimately rest upon a contractor clearing their supply chain of that influence.
In the short term, similar to chronicling of GHG emissions, contractors could be required to
conduct tracking and evaluation of their reliance upon China in their supply chain. In the long
term, the actual reduction or elimination of reliance upon China can be used as a responsibility
factor. Therefore, agencies could use a two-phase approach that over time develops
responsibility standards. While the GSA report recommended against using responsibility in a
similar manner and the Biden EO drew significant criticism for such an approach, this method
can be distinguished in several important ways from those challenges and provides a more
careful approach than a Huawei-type ban. However, similar to the GHG approach, there are

several factors that need to be accounted for to evaluate the success of such an approach.

The scope of what would be required in tracking Chinese reliance within a supply chain
could raise concerns that it would be as costly as tracking GHG scope 3 emissions. Such fears
could be increased if this approach is viewed as an extension of the Section 889 ban, which
requires contractors to evaluate every piece of technology and system within the entire company
and verify it does not contain prohibited technology. A China-based responsibility requirement

can utilize lessons learned from the difficulties imposed by both of these approaches.

First, unlike the Huawei ban’s requirement to identify and remove (and consequentially
replace) prohibited equipment, a contractor need not initially eliminate reliance on China, but
only track it. In requiring only tracking, contractors are able to delay a potentially significant

expense in replacing sources within their supply chain. By utilizing this phased approach,
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industry is given time to develop best methods and practices to track reliance, identify risk in
their supply chain, and begin to eventually find replacement markets. In so doing, the
government alerts industry that companies need to begin extricating themselves from Chinese

supply chains, but allows a more gradual approach.

Second, contractors and subcontractors may already in some capacity be tracking their
reliance on Chinese firms not only due to Section 889, but also in order to comply with the
Chinese Military Companies (CMC) prohibition list. Created by Section 1260H of the National
Defense Authorization Act for Fiscal Year 2021 and amended over time, the CMC list will place
significant restrictions on DOD contractors from not only procuring certain goods from
companies on that list, but also purchasing products or services from those companies through
third parties and prohibiting contracting with entities that lobby for those companies.'*’ As a
result, contractors will be required to conduct an analysis of their supply chain to identify

prohibited companies, third parties, and lobbying entities to be in compliance.

Similarly, the practicality of such a tracking approach is supported by its use in another
China-related procurement law, albeit on a much smaller scale. The Uyghur Forced Labor
Prevention Act (UFLPA), although having similar prohibitions like the CMC list on specific
companies,'*! encourages companies to identify and track the relationship of a project to the

Xinjiang Uyghur Autonomous Region within China by creating a rebuttable presumption that

140 See Notice of Availability of Designation of Chinese Military Companies, 90 Fed. Reg. 1105
(listing companies that are subject to additional restrictions).
141 See Notice Regarding the Uyghur Forced Labor Prevention Act Entity List, 90 Fed. Reg.

3899, 3901-06 (listing all companies subject to the UFLPA restrictions).
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goods produced in that region are made wholly or in part by forced labor and therefore
prohibited from importation under Section 307 of the Tariff Act of 1930.!4? Though the UFLPA
may not implicate as many supply chains as a proposal with a broader focus on China and
national security, the amount of contractors potentially affected is not insignificant based on the
wide variety of goods produced in the region.'* As such, this proposal allows contractors to
build upon already existing supply chain tracking mechanisms in conducting a broader risk

analysis of their supply chain.

Third, in addition to mandating compliance, companies may be more willing to take on
the additional cost of tracking such information as geopolitical tensions rise. Although the
section 13 working group highlighted that reducing GHG emissions could reduce cost and the
SEC’s justification for its rule rested largely on the climate-related risks that can affect a

company’s financial performance,'** the economics behind such reasoning is contested.'* With

142 Act of Dec. 23, 2021, Pub. L. No. 117-78, 135 Stat. 1525, 1529.

143 U.S. DEPT. OF LABOR, 2024 LIST OF GOODS PRODUCED BY CHILD LABOR OR FORCED LABOR
181-91 (2024), https://www.dol.gov/sites/dolgov/files/ILAB/child labor reports/tda2023/2024-
tvpra-list-of-goods.pdf (highlighting a variety of goods produced from the Xinjiang region
falling under the UFLPA).

144 89 Fed. Reg. at 21669 (stating “Climate-related risks, their impacts, and a public company’s
response to those risks can significantly affect the company’s financial performance and
position”).

145 See e.g. Daisuke Wakabayashi & Tripp Mickle, Tech Companies Slowly Shift Production

Away From China, N.Y. TIMES (Sep 1, 2022),
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regards to rising tension with China, however, industry may move more naturally to an

alternative as they seek to reduce the impact caused by a potential or actual conflict.

With regards to disclosure, it is not immediately necessary for contractors to publicly
disclose such information on SAM.gov, as was proposed for GHG emissions. A primary goal of
the SEC’s GHG disclosure rules was to provide investors with useful information about climate-

146 which would simultaneously allow for public pressure to be imposed on

related risks,
companies to reduce their emissions and shift markets toward sustainability. A China-based
responsibility rule serves an entirely different purpose — national security risk assessment for a
procurement. Providing such information to the procuring agency only, rather than making it
publicly available by SEC mandate, accomplishes the purpose of reducing risk from China in

each transaction while avoiding the harms associated with public disclosure of supply chain

information. Though public disclosure could certainly be used as an addition tool to coerce

https://www.nytimes.com/2022/09/01/business/tech-companies-china.html; See also Allen
Mendenhall & Daniel Sutter, ESG Investing: Government Push or Market Pull, 22 SANTA
CLARA J. INT’L L. 75 (2024) (discussing how the ESG movement may result more from a push
from government than natural market incentives); But see Matteo Tonello, Sustainability Without
the SDGs. US Policy Shifts and Corporate ESG, HARVARD LAW SCHOOL FORUM ON CORPORATE
GOVERNANCE (Apr 3, 2025), https://corpgov.law.harvard.edu/2025/04/03/sustainability-without-
the-sdgs-us-policy-shifts-and-corporate-esg/ (discussing how the U.S. withdrawal from U.N.
Sustainable Development Goals is unlikely to reduce corporate ESG efforts).

146 89 Fed. Reg. at 21669 (highlighting that information related to climate risk is sought by many

investors and investment management companies).
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industry into reducing reliance on China, that transparency is not necessary to an agency’s

decision in evaluating responsibility.

The effectiveness of such an approach is also limited by the fact that a responsibility
requirement based upon identification and tracking alone does not lead to an immediate
reduction in reliance upon Chinese suppliers. Rather, contracting officers may find the company
responsible, which would still allow a contractor’s reliance on China and thus vulnerability in the
supply chain. Therefore, similar to the GHG emissions disclosure rule not immediately reducing
climate risk, the tracking of such information does not immediately accomplish the underlying
goal of reducing supply chain risk. However, unlike the Section 889 ban which forced
companies to make drastic changes in a short period of time, a phased responsibility approach
serves several important purposes that can ultimately lead to a more effective and sustainable

way to reduce reliance on China in the long-term.

Specifically, requiring the tracking of such information to be found responsible requires
companies to begin to analyze their supply chain for security risks and weaknesses.
Additionally, this requirement signals to industry that in the long term, responsibility will likely
hinge upon completely reducing this national security risk. In so doing, companies may begin to
seek alternative sources to prepare for compliance with a stricter responsibility approach based

on that actual reduction of risk.'*’

147 For example, lithium iron phosphate batteries make up nearly half of the global market for
electric vehicle batteries, but are made almost entirely in China. See Keith Brasher, China Puts
New Restrictions on E.V. Battery Manufacturing Technology, N.Y. TIMES (Jul 15, 2025),

https://www.nytimes.com/2025/07/15/business/china-electric-vehicle-battery-
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The GSA working group’s concern of “an all-or-nothing selection criterion” could be
similarly applicable here. Such concerns are especially amplified when dealing with small
businesses'*® who may incur a more disproportionate cost in attempting to identify Chinese
dependence in their supply chain. Further, while EO 14030 sought to mitigate this problem by
applying a tracking and disclosure standard only to specific contractors, the effects of the
responsibility rule may be of a similar nature to the Huawei ban in that all contractors, including

small businesses, are subject to it regardless of disproportionate cost or impact.

Tools such as the Space Contractor Responsibility Watch List'* also provide interim
measures an agency may use when implementing a responsibility-based rule. For example, this

tool allows the Space Force to maintain a list of contractors with poor performance, as

manufacturing.html. China also currently has a near monopoly on rare earth mining and
processing, with the U.S. still struggling to find ways to reduce reliance on China. See Ana
Swanson, The U.S. Struggles to Break Out From China’s Grip on Rare Earths, N.Y. TIMES (Oct.
22, 2025), https://www.nytimes.com/2025/10/22/us/politics/china-trump-rare-earths.html
(reporting that China controls 70% of rare earth minerals and is responsible for 90% of its
chemical processing). In both industries, the mandate of tracking reliance on China will
highlight to industry that alternatives are needed, allowing for a market-oriented solution to
develop.

148 See FAR Part 19 for rules regarding and categories of small businesses.

149 See 10 U.S.C. § 2271a.
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determined by a set of factors, !>’ whom the Space Force is prohibited from contracting with.
Although the practical effect of not being awarded a contract is the same as a nonresponsibility
determination, such a measure does not carry the same significant government-wide implications
of a finding of nonresponsibility. This method therefore provides agencies with additional
flexibility to significantly reduce dangers posed by reliance on China in an otherwise inflexible

responsibility-based approach.

While a responsibility approach shares some of the implementation and cost difficulties
associated with both the GHG scope 3 emissions program and the Huawei ban, there are several
key distinctions that make such an approach viable. Utilizing a two-phased approach to
responsibility gives industry time to identify risk and adjust their supply chains in ways that the
Huawei ban simply did not allow given its time constraints. This approach also utilizes a
structure proposed in the environmental realm, but that is perhaps better suited to a national
security context. Though any approach to separating industry from reliance upon China will
have significant drawbacks, a two-phase responsibility approach captures the benefits of prior

programs while mitigating the practicality and cost concerns.
B. A Past Performance Approach

Another method which may be utilized to secure the supply chain from Chinese risk is
through the evaluation factor of past performance. The evaluation of past performance can
provide the flexibility, mechanisms, and gradual improvement necessary to decrease security

risks in the supply chain. This approach allows industry to begin to remove Chinese elements

15010 U.S.C. § 2271a(b)(2)(A) (including factors such as inadequate security controls or

resources).
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from their supply chain over time with the incentive of favorable evaluation ratings. At the same
time, it avoids the bluntness and difficulties associated with the Huawei ban or a responsibility-
based rule. Additionally, while the section 13 working group did not explicitly recommend a
past performance approach, and subsequent presidential administrations did not pursue such an
approach, the working group recognized that past performance was the best analog for their

proposed approach.

Performance on prior contracts is generally required to be evaluated as a non-price
evaluation factor in all negotiated procurements.!>! The specific method for evaluating past
performance is described in the solicitation document, and FAR 15.305(a)(2) provides the
framework for such evaluation. Past performance can be a significant evaluation factor, with
GAO finding that it is rational to award a contract to an offeror who has a higher price but better
past performance.!>> Agencies are also given significant discretion in evaluating past
performance. In conducting these evaluations, agencies analyze numerous factors, including
quality of a product, cost control, business relations, and more.'>*> Additionally, a contractor that

does not have past performance information “may not be evaluated favorably or unfavorably.” !>

151 See FAR 15.304(c)(3).
152 USA Elecs., Comp. Gen. Dec. B-275389, 97-1 CPD § 75.
153 FAR 42.1503(b)(2).

154 FAR 13.05(a)(2)(iv)
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However, unlike other procurement systems around the world, the comparative assessment of

past performance is entirely separate from the responsibility determination under FAR 9.1.15°

Such information may also be collected in a variety of ways. Information that is
considered may be collected from the offerors themselves, or “obtained from any other
sources.”!3® This includes agencies relying on their own past experience, >’ the Contractor
Performance Assessment Reporting System (CPARS), and other various methods. Evaluation
factors are rated in accordance with a scaled rating system,'*® and ultimately submitted into
CPARS, which is available for use by agency officials in future procurements.'>® Such
evaluations are accessible only to government personnel with a need-to-know basis and the

contractor who is the subject of the assessment. '

155 Christopher R. Yukins & Michal Kania, Suspension and Debarment in the U.S. Government:
Comparative Lessons for the EU’s Next Steps in Procurement, GWU LAW SCHOOL PUBLIC LAW
RESEARCH PAPER NO. 2019-39, at 48 (2019), available at https://sstn.com/abstract=3422499
(discussing the difference between how the E.U and U.S. procurement systems address this
topic).

156 FAR 15.305(a)(2)(ii).

157 See e.g. Birdwell Bros. Painting and Refinishing, B-285035, July 5, 2000, 2000 CPD 9 129.
158 See FAR 42.15 Table 41-2, Evaluation Rating Definitions.

159 FAR 42.1503(f).

160 FAR 9.105-2(b)(2)(iii)(B)(1) (stating that past performance reviews are not to be included

within the public segment of FAPIIS).
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In determining whether past performance can be effectively used in reducing reliance
upon China and strengthening the security of supply chains, analysis of how it was considered in
reducing GHG emissions provides key insights into the benefits of such an approach. Although
past performance was not expressly used in the GHG emissions context, it ultimately formed the
basis for an approach that was recommended to the Obama administration and provides a
framework to build upon and learn from in applying the tool to protecting the procurement
system from Chinese infiltration. Four key concepts developed from this sustainable
procurement analysis, and can support a workable approach to reducing national security risk
that avoids the harshness of bans and the ineffectiveness of other approaches: (1) contractor
flexibility and discretion, (2) avoiding over-exclusion and increasing competition, (3) effects on

small business, and (4) avoiding FCA concerns.
1. Past Performance in Regulating GHG Emissions

In evaluating how best to incorporate GHG emission information into the procurement
process, the section 13 working group recognized that using past performance information was
the closest corollary to their recommended approach.!®! Specifically, the report identified
several characteristics of past performance that could make their recommended approach

successful, and apply with equal force in the national security context.

First, as an evaluation factor, agencies are given the discretion to make tradeoffs between
price and sustainability and thereby accomplish their sustainability goals.!®> Second, such a

method incentivizes contractors to reduce GHG emissions to obtain a higher rating, but does not

161 GSA Section 13 Report, supra note 75, at 13.

162 Id.
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penalize those who have not evaluated their emissions by being rated “neither favorable nor
unfavorable.”!% Lastly, evaluation of this factor helps gauge a supplier’s performance risk,
which in the case of GHG emissions related to the dangers of fluctuating energy prices.!®* The
working group also directly compared past performance to the “all-or-nothing” approach of
responsibility, which would greatly reduce agency discretion, raise barriers to entry and affect

small businesses, and penalize those who have not evaluated their emissions. '

The section 13 working group ultimately did not utilize a past performance-based
approach, and later administrations also chose not to use such an approach. However, while the
working group’s technical evaluation approach proved to be unsuccessful, the past performance
principles relied upon in crafting that approach are particularly beneficial when applied to the

problem of the national security risk posed by China’s influence in the supply chain.
2. Past Performance Relating to China

Utilizing past performance to reduce the risk of reliance upon China avoids many of the
difficulties associated with the procurement tools discussed previously. Although suffering from

challenges of its own, this gradual approach allows the development of cost-effective systems

163 Id.
164 Id.

165 Id.
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and methods to change one’s supply chain, incentivizes change rather than mandating it, and

avoids the broad exclusionary effects of other approaches. '®°

Past performance employs a gradual approach to reducing supply chain risk by providing
contractors with flexibility and discretion in how they address that risk. Using past performance
recognizes the significant presence of China in international supply chains, that it will take time
for contractors to make changes and reduce their reliance upon China, and uses the incentive of
higher evaluation ratings to reduce that reliance. Contractors may choose to take advantage of
this evaluation criteria by immediately beginning to mitigate their dependency on China, in
which case they will more quickly be scored higher and be given a better chance for award. Or,
contractors may choose a slower implementation method that may be more cost effective or
practical (or choose not to make any changes at all), at the risk of being rated lower than
competitors. Contractors can therefore consider their specific industry, market, and supply
chain, cost-effectiveness, and the development of future markets in choosing how to move away
from China, all of which lowers the key cost and practicality concerns of the Huawei and GHG

emissions approaches.

Similarly, a gradual approach avoids the daunting implementation deadlines that caused
significant disruptions for industry in the Huawei ban. In both the Section 889 ban and the
proposed GHG emissions responsibility rule, failure to comply by the effective date of the rule

carried the drastic consequence of not being eligible for award. The impracticality of such

166 See MITRE Deliver Uncompromised Report, supra note 102, at 31 (discussing the
importance of positive incentives, rather than simply compliance consideration, in strengthening

supply chain security and reducing operational risk).
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deadlines is reflected in the concerns expressed by agencies such as the DOD, as well as the
waivers that were subsequently approved. In a past performance approach, the imposition of a
deadline is not necessary as contractors can be expected to make changes based upon
competition in the market to obtain a higher evaluation rating. While contractors that make
changes more quickly can obtain higher evaluation ratings more quickly, those that are unable to
do so may still compete and be awarded a contract. The lack of an implementation deadline
therefore further reduces cost and practicality concerns by allowing the contractor to, in effect,

set their own deadline.

Use of past performance also avoids the rigidity and harsh follow-on consequences of
failing to comply with responsibility rules proposed for GHG emissions and the total ban
approach of Section 889. Both acted as binary exclusionary devices: failure to track and disclose
scope 3 emissions would result in a determination of nonresponsiblity, and improper usage of
covered Huawei technology prohibited an agency from contracting with that company. Here,
past performance avoids the all-or-nothing approach and reinforces contractor flexibility and
discretion in making changes to their supply chain. Further, contractors that do not have any
relevant past performance will not be negatively evaluated, but are simply unable to benefit. '®’
By using this gradual incentives-based approach rather than the threat of nonresponsibility, an
initial absolute barrier to award is removed and contractors who still rely upon China to some

degree may compete for contracts as they reduce that reliance. This is especially important early

16741 USC 1126(b); See also GSA Section 13 Report, supra note 75, at 39 (finding a similar
approach for supplier GHG emissions was desirable as it “create[s] incentives instead of a

compliance system or barrier to entry, particularly for small businesses”).
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on in the implementation of a past performance method where a greater percentage of contractors

will not yet have been able to shift their supply chains and build a good performance record.

In avoiding these exclusionary measures, competition can be maintained by allowing
contractors to remain eligible for award regardless of the progress they have made. Excluding
large segments of industry who are unable to immediately reduce reliance on China can
significantly limit the pool of competition and result in increased price for the government. '8
Past performance, on the other hand, reinforces competition by encouraging contractors to
continue to compete and build highly rated performance records as they reduce supply chain risk.
Encouraging such competition is especially paramount in industries where there are already

limited contractors available, or in sectors that rely heavily upon China with limited alternatives.

The gradual nature of past performance also avoids the hardships that other approaches
could impose on small businesses. The exemption of small businesses from the scope 3 GHG
disclosure rules highlights the difficulty in applying supply chain requirements to that category
of contractors. However, such an exception — which in the GHG emissions context sacrificed
sustainability for a social policy — is likely not practical in this context as trading national
security to support a social policy is untenable. Using past performance avoids the exclusion of
small businesses who cannot meet a responsibility-based requirement, while also providing them

the ability to compete as they gradually adjust their supply chain. This approach therefore

168 See e.g. Drury Stevenson & Nicholas Wagoner, FCPA Sanctions: Too Big to Debar, 80
FOrRDHAM L. REV. 775, 816 (2011) (highlighting that in the context of debarment, considering
the large percentage of requests for proposals receiving only one bid, the potential of reducing

competition and increasing costs).
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recognizes the limited resources of small businesses, and provides them the flexibility, discretion

and incentive they need to adjust their supply chains.

The use of past performance also addresses the concerns of FCA violations that are
present in other approaches. The breadth of Section 889 and the one business day reporting
requirements for violations could arguably form the basis of representations for liability under
the FCA. Similar concerns arise under a technical evaluation or responsibility approach, which
would require contractors certify the extent of their reliance upon China. Utilizing past
performance recognizes the complexity of identifying and reducing reliance upon China in
supply chains, and does not require the same certifications that form the basis for liability under
other approaches. Rather, reliance on China is evaluated throughout and at the completion of
performance of a contract, and made available for use in other contracts. As a result, the
avoidance of certifications inherent in technical evaluation, responsibility rules, and compliance

with bans, largely avoids the concerns associated with the FCA.

By learning from the four key concepts raised in the GHG emissions context, a past
performance-based approach provides a suitable alternative to the ban approach used in section
889. Greater flexibility and discretion, the avoidance of overexclusion, accounting for small
businesses, and mitigating FCA liability, helps provide for an approach that lessens the concerns

raised in alternative mechanisms while effectively reducing reliance upon China.

PART V: A KEY OBSTACLE: THE SHARING PROBLEM AND BUILDING UPON

TRADE AGREEMENTS

Although the use of past performance and responsibility each provide plausible pathways

to moving industry away from a Chinese-influenced supply chain, a significant challenge
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affecting both proposals concerns the reluctancy to share this information amongst agencies and
other countries. This Part will first briefly analyze the problems associated with the hesitancy to
share this information, evaluate two current trade agreements and their requirements for
information sharing, and lastly how these trade agreements could be built upon to require
increased sharing of contractor information that allows a past performance or responsibility-

based approach to succeed.

A. The Sharing Problem

Given the global nature of supply chains, a major change affecting the procurement
process should consider international procurement partners. As discussed previously in regard to
Section 889, significant changes to the U.S. procurement system can have worldwide
implications by impacting the availability of contractors that qualify for award. Implementing
rules relying upon the past performance or responsibility of a contractor depends upon having
access to reliable information about such contractors and their supply chains in the global
environment. As a result, the ability to share qualification information amongst partner and

allied countries is paramount.

Countries are often hesitant to share qualification information for reasons related to their
broader reluctance to remove trade barriers and join the growing international procurement
market, largely stemming from domestic protectionist policies. Hesitation may also exist for fear
of domestic contractors being excluded under other systems due to inconsistent or faulty

reasoning, a concern which is amplified in specialized smaller markets and can harm
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competition.!®® Further, governments face significant risks that other governments or
procurement systems will mishandle or misunderstand sensitive information.!”® Lastly, countries
may hesitate to share qualification information with countries that do not reciprocate or rely on

others for such information.

The failure to share such qualification information poses a significant challenge to the
successful implementation of a past performance or responsibility-based solution to protecting
the procurement supply chain from Chinese influence. In order for such a solution to work, an
agency must have reliable and comprehensive information concerning a contractor’s supply
chain.!”! As a significant number of major contractors are awarded contracts in other countries,
including allied and partner nations, the United States cannot fully evaluate the integrity of that

company’s supply chain without access to information discovered and held by those countries.

169 Gian Luigi Albano Et Al., Should I Share or Should I not? On the Sharing of Information on
Past Performance in Procurement, 598 CEIS TOR VERGATA UNIVERSITY 2-3 (2025) (stating
“given that actual performance is only imperfectly observed, even a cooperative contractor can
be mistakenly flagged as non-compliance and wrongly excluded from future tenders”).

170 Christopher R. Yukins, Cross-Debarment: A Stakeholder Analysis, 45 GEO. WASH. INT’L L.
REV. 219, 229 (2013) (highlighting that in the context of cross-debarment, reviewing another
country’s adverse information of a contractor presents a “significant risk that contracting
officials will misunderstand or mishandle sensitive investigative information”).

171 See Sachs, supra note 124, at 373 (noting that an evaluation team’s expertise is limited in its
effectiveness in evaluating security risk in a procurement without accurate, relevant, and timely

information).
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Specifically, when countries discover poor past performance or disqualifying conduct and choose
not to share such information with the United States, those contractors will continue to pose risks
to U.S. agencies.!”? In other words, the ability to “screen out known under-performers [and]
disseminate warnings across agencies or jurisdictions” is greatly diminished.!”® As a result, the
failure to share such information risks allowing contractors with known ties to China within their

supply chain to be awarded U.S. contracts.

172 Such a problem even exists at the U.S. agency level, where agencies may exercise their
discretionary determination to not exclude contractors for otherwise problematic conduct under a
number of circumstances. See KATE M. MANUEL, CONG. RSCH. SERV., RL34753, DEBARMENT
AND SUSPENSION OF GOVERNMENT CONTRACTORS: AN OVERVIEW OF THE LAW INCLUDING
RECENTLY ENACTED AND PROPOSED AMENDMENTS 9 (2010),
https://digital.library.unt.edu/ark:/67531/metadc491188/m1/1/high_res d/RL34753 2010Auglé6.
pdf (providing examples such as if it is unlikely the contractor will engage in similar conduct in
the future, limiting exclusion to specific elements of a company, and changes in personnel or
procedures that make repeated problems unlikely to occur again).

173 Albano Et Al., supra note 169, at 2; See also Christopher R. Yukins & Michal Kania,
Suspension and Debarment in the U.S. Government: Comparative Lessons for the EU’s Next
Steps in Procurement, GWU LAW SCHOOL PUB. LAW RESEARCH PAPER NoO. 2019-39, at 52
(2019), available at https://sstn.com/abstract=3422499 (“the data that public officials draw upon
in making qualification decisions and exclusion itself may serve as early warnings for other

procurement systems that seek to avoid these same vendors.”)
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Likewise, failure to share also reduces the effectiveness of the enforcement and integrity
mechanism of such a policy. While a contractor should be incentivized to cleanse their supply to
receive a better past performance evaluation or to be considered responsible, debarment and
suspension provide additional deterrence needed to ensure integrity and compliance. Contractors
who would otherwise be suspended or debarred in the United States because of information
obtained by one or more jurisdictions that do not share information may continue to be awarded
contracts. Similarly, a contractor who fails to report Chinese reliance before or after being
awarded a contract or has shown they do not have the ability to detect such reliance may
continue to be awarded contracts in the United States and other countries that do not have access

to that information.

The systems used by the United States currently do not allow for such sharing of
information. SAM.gov contains a public-facing repository of responsibility or qualification
information, including non-responsibility determinations, but is extremely limited in what is
shared. With regards to nonresponsibility determinations, contracting officers are required to
annotate such information in SAM.gov, but details are not provided. !’* As an example of the
information available for excluded companies, Huawei Technologies Co is listed as excluded in

SAM.gov, but only very generic information is provided as to why the entity is excluded.'”

174 See FAR 9.105-2(b)(2)(i) (“The contracting officer shall document the determination of
nonresponsibility in FAPIIS™ if certain requirements are met. However, the extent of that
documentation is not described).

175 See SAM.gov, Exclusion - Huawei Technologies Co., Ltd., https://sam.gov/exclusions-

new?pirKey=315967&pirValue=1551093830653270 (including among the reasons for exclusion
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Similarly, CPARS also appears to not be an effective way of sharing such information.
While the study was conducted prior to the government-wide use of CPARS, the OFFP found in
2014 that multiple agencies failed to comply with the past performance reporting requirement,
with at least seven agencies reporting under 50%.'7® The report also found that “evaluations
generally lacked sufficient information — such as details about how the contractor exceeded
expectations or corrected poor performance.”!”’ Despite the use of CPARS now being required
under FAR 42.1501(b), agencies still continue to struggle with reporting timely and complete

information.'”®

The need for complete information, reliance on international partners, and deficiencies in
current domestic information sharing mechanisms, require that an international solution be

implemented to truly enforce a legal regime to reduce reliance upon China.

as “lack of business honest or integrity [and] regulation, statute, executive order or other legal
authority”).

176 U.S. GOV’T ACCOUNTABILITY OFF., GAO-14-707, CONTRACTOR PERFORMANCE: ACTIONS
TAKEN TO IMPROVE REPORTING OF PAST PERFORMANCE INFORMATION 10 (2014),
https://www.gao.gov/assets/gao-14-707.pdf.

177 Id.

178 See e.g. U.S. DEPT OF TRANSPORTATION, OFFICE OF INSPECTOR GENERAL REP. ZA2023022,
DOT FACES CHALLENGES IN MEETING FEDERAL CPARS REPORTING GUIDANCE 5 (2023),
https://www.oig.dot.gov/sites/default/files/DOT%20CPARS%20Reporting 3.15.23.pdf. (finding
“DOT frequently produces delayed assessments” and that the 120-day time requirement for

completing performance assessment was mostly not met).
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B. Analysis of Select Trade Agreements

Although the hesitancy to share qualification information is a significant hurdle to
implementing a responsibility or past performance approach to cleansing China from the supply
chain, recent trade agreements provide support for sharing such information. Specifically,
agreements amongst North American countries and within the European Union show a
willingness to share certain types of information. As the threat of China within the supply chain
becomes clearer to other countries, such trade agreements can be built upon to ultimately allow
for sharing of certain past performance and responsibility information. An analysis of two

separate agreements, the USCMCA and EU Directive 2014/24, provide support for this.
1. The USMCA

On July 1, 2020, the Trump administration negotiated the USMCA, replacing the North
American Free Trade Agreement (NAFTA). Amongst the many topics addressed, the USMCA
established rules and guidance regarding government procurement.!”® Specifically, in evaluating
whether a contractor may participate in a covered procurement, both countries must evaluate the
financial, commercial, and technical abilities of that contractor based on “business activities both
inside and outside the territory of the Party of the procuring entity.”'®" The United States and
Mexico thus recognize that proper evaluation of responsibility requires evaluation of activities
outside each country’s jurisdiction, which could eventually include the sharing of such

information between countries to effectuate this. Further, the USCMA also recognizes the need

179 United States-Mexico-Canada Agreement (USCMA), Art 13.2 9 3 (2018) ([Chapter 13]
applies only as between Mexico and the United States).

180 14 Art. 13.7 9 3(a).
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for sharing debarment information, requiring both countries to publish a list of debarred or
suspended contractors, and encouraging both countries to put in place policies or procedures that

require contractors to maintain internal mechanisms to prevent acts leading to debarment. '¥!

While no specific mechanism is created by the agreement requiring the sharing of
information that led to the debarment, the language does provide a step in the right direction in a
bilateral nature of slowly removing protectionist procurement barriers while signaling that
information may need to be shared between the countries to truly effectuate a successful
government procurement program. While neither article 13.7.3(a) nor 13.17 explicitly mandate
the sharing of foreign business activity information or the reasons leading to debarment or
suspension, they do highlight the importance of such information to a well-functioning
procurement system. Specifically, the countries recognize that such information is needed to
address corruption, fraud, and other wrongful acts, as well as to set baseline requirements for

participation in the procurement process.

This recognition allows for two countries to continue building upon these shared ideals
and use this type of agreement to expand cooperation into the realm of protecting the supply
chain. If two countries can find common ground regarding the instability and security risks of
reliance upon China in the supply chain, just as with the importance of rooting out fraud and
corruption, such information could eventually be shared between countries. Just as with
debarment lists, countries may choose to identify contractors who rely heavily on China, or
encourage the cooperating country to have contractors develop systems to track such

information. If the United States and Mexico can agree on the importance of rooting out fraud

181 14, Art. 13.17 99 2(c) - 3.
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and corruption by sharing limited information in the USMCA, there may be other countries who

place similar emphasis on removing their supply chains from Chinese influence. '*?
2. EU Directive 2014/24

While bilateral agreements to share information, such as between the United States and
Mexico in the USMCA, could be utilized to secure supply chains from Chinese influence, one
can look to the E.U.’s procurement system an example of a wider-ranging and more promising
method to share qualification information. Going well beyond the U.S.-Mexico agreement,
Directive 2014/24/EU (EU public procurement directive) establishes several mechanisms upon

which member states are required to share certain types of information with each other.

Notably, the EU Public Procurement Directive sets a common standard for exclusion

amongst the member states.!®> Contracting authorities in member states then have at their

182 See e.g. ATLANTIC COUNCIL, THE BIDEN-HARRIS ADMINISTRATION AND THE FUTURE OF
SUPPLY CHAINS IN THE AMERICAS, 7-8 (Dec 2020), https://www.atlanticcouncil.org/wp-
content/uploads/2020/12/The-Biden-Harris-Administration-and-the-Future-of-Supply-Chains-in-
the-Americas.pdf. (highlighting that the USMCA’s provisions on labor, environment, and digital
trade, amongst other areas, provide a framework for the United States to counter China’s
commercial influence in the Caribbean and Latin America).

183 See Directive 2014/24/EU of the European Parliament of the Council of 26 February 2014 on
public procurement and repealing Directive 2004.18/EC Text with EEA relevance, O.J. (L. 94)
(Mar 28, 2014), Art. 57 (stating the numerous reasons for exclusion from participation in a

procurement procedure. These include convictions for various crimes (ranging from corruption
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disposal several ways to obtain information to ensure contractors have not been excluded in other
countries as well as information related to a contractor’s ability to fulfill a contract. Specifically,
member states are required upon request of another member state to make available any
information relating to grounds for exclusion, the suitability of a contractor to pursue a contract,

and the financial and technical capacity of offerors. '3

This includes provision upon request
judicial or administrative records, or declarations made by various persons or entities.'®> The
directive also requires member states to share other information related to choosing responsible
contractors. This includes a requirement to share information used to place a contractor on an

official list of approved contractors,'*¢ as well as making available information used to place

contractors into Member State-accessible contractor databases.'®’

In addition to sharing requirements about traditional qualification and exclusion
information, the EU procurement directive highlights the willingness of countries to share other
information in support of common goals. For example, member states must make available to
other member states information related to a contractor’s accessibility for disabled persons and

compliance with certain environmental management systems and standards. '®3

to human trafficking), as well as specific situations involving conflicts of interest and
insolvency).

8% 1d. Art. 60 9 5.

185 1d. Art. 60 9 2.

136 I1d. Art. 64.

87 1d. Art. 59 9 6.

188 14 Art. 62 93
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The EU procurement directive therefore already includes several information sharing
mechanisms in a multilateral environment, and provides many different ways in which national

security risks posed by China can be incorporated into the preexisting structure of the agreement.
C. Building Upon the USMCA and EU Procurement Directive

These trade agreements provide ample opportunity to learn from and build upon in
implementing a qualification-based approach to removing Chinese threats from the supply chain.
Specifically, the distinct benefits of bilateral and multilateral treaties, analyzing Chinese-related
security risks in a similar manner as anti-corruption and transparency, focusing on the
advancement of social policies intertwined with reducing reliance on China, and the opportunity
to designate substantial reliance on China as a common ground for debarment, can be utilized to

enhance sharing of information and move procurement supply chains away from China.

Importantly, both agreements recognize the need to share qualification information
outside of one’s own borders to obtain the best value in a worldwide supply chain. Although the
EU’s Procurement Directive is clearly more explicit by mandating the sharing of such
information, the USMCA provides promise for such sharing by specifically requiring
information outside a country’s borders to be considered. However, the sharing of information
under the EU Procurement directive is backed by the organization, legitimacy, and enforcement
of the European Union, which already provides a historical and regulatory backdrop allowing

countries to feel more secure in sharing such information.'® While bilateral agreements like the

189 Christopher R. Yukins & Steven L. Schooner, Incrementalism: Eroding the Impediments to a

Global Public Procurement Market, 38 GEO. WASH. J. INT’L L. 529, 563 (2007) (discussing the
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USMCA procurement section lack the backing of an international organization, the USCMA’s
recognition of sharing information indicates such organization may not be necessary. Though,
an EU-type agreement may be more effective, and bilateral agreements are much more

susceptible to U.S. executive administration changes and policies, both can provide the basis to

incorporate past performance or responsibility based approach to China.

One way in which such agreements can be built upon is by examining how the
agreements address issues critical to the functioning of their procurement system. Both the
USMCA and EU Procurement Directive seek to stymie corruption and other disqualifying acts,
in large part due to the importance of transparency and integrity to a well-functioning
procurement system.'® In support of this, the European Union implements various sharing
mechanisms to alert other member states of contractors that pose risks related to corruption and
other acts of wrongdoing that can cause severe damage to the procurement system of not only the
notifying member state, but the European Union as a whole.!”! While the USMCA does not
explicitly require the sharing of such information, it does require each country “ensure . . .

measures exist that can address corruption, fraud, and other wrongful acts in its government

evolution of the European procurement directives, becoming more prescriptive over time and
enforced by the European Court of Justice, in turd reducing trade barriers between states).

190 See Steven L. Schooner, Desiderata: Objectives for a System of Government Contract Law,
11 PuB. PrOC. L. REV. 103 (highlighting the importance of transparency and integrity in
fostering public trust, competition, and lower prices, and higher quality goods and services).

1 See e.g. Directive 2014/24/EU, supra note 183, at Art. 60 4 5 (requiring Member States upon

request make available information relating to grounds for exclusion in Article 57).
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procurement.”!®? Interference from China within a supply chain, especially during periods of
rising tensions, could be categorized as presenting a similarly serious threat to a procurement
system. While protection of the supply chain in times of geopolitical conflict may support the
role of risk avoidance within a government procurement system, that protection is fundamental
to the success of commonly recognized objectives for a system of government contract law. '3

As such, both agreements could seek to ensure systems are in place to ensure contractors track

reliance on China, and ultimately encourage the sharing of such information.

Similarly, a second way such agreements may be built upon to incorporate information
sharing regarding Chinese reliance is by understanding countries are more willing to allow
international intrusions upon their sovereignty to not only protect or grow their procurement
system, but as a means to advance social policies.'** For example, the EU Procurement
Directive has requirements related to child labor, trafficking, and environmental rules that
contractors must follow to be eligible within a procurement system, and requires such

information be shared to effectuate those policies.!”> The USMCA is not nearly as

2 USMCA, supra note 179, at Art 13.17 9 1.

193 See Schooner, supra note 190 (highlighting 9 key objectives for a system of government
procurement law: (1) competition; (2) integrity; (3) transparency; (4) efficiency; (5) customer
satisfaction; (6) best value; (7) wealth distribution; (8) risk avoidance; and (9) uniformity).
194 1d. (discussing how the U.S. government utilizes the procurement system as a means to
distribute wealth, including, for example, through set asides for small businesses).

195 See Directive 2014/24/EU, supra note 183, at Art 62. 4 3 (requiring Member States, upon

request, provide information related to a supplier’s compliance with environmental standards);
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comprehensive, but does highlight labor rights and the ability to exclude contractors for “serious
crimes or other serious offences,” which could encompass child labor, trafficking, and
environmental crimes.!”® While reliance upon China may be viewed as a serious procurement
system-destabilizing matter to some countries (along the same line as anti-corruption), others
may view it from the lens of a collateral issue. Those issues may include the widespread forced
or child labor within China, environmental concerns stemming from Chinese production, or
objections to human rights throughout the country. Regardless of which collateral issue is
utilized, such a framework of setting standards and sharing information found in these

agreements could be similarly applied to Chinese influence in the supply chain.

Whether framed as a collateral or an essential issue to a country's procurement system,
should the U.S. be able to identify and cooperate with countries that recognize such issues
related to China, limited sharing regarding that information could begin to produce the changes
needed to implement the proposed solution, and reduce the current threat posed by China’s
domination in the supply chain. As a starting point, the U.S. may seek such agreements with
countries who shared similar concerns about Huawei and implemented some type of ban,

including countries such as Australia, New Zealand, U.K., Sweden, and Japan.'®” Even recent

See Directive 2014/24/EU, supra note 183, at Art. 60 9 5 (referring to Art. 57, requiring Member
States, upon request, provide information related to “child labour and other forms of trafficking
in human beings).

196 USMCA, supra note 179 at Art 13.7 9 4.

197 See Gallagher, supra note 23, at 34 (citing Joe Panettieri, Huawei: Banned and Permitted in

Which Countries? List and FAQ, CHANNELE2E (Apr 27, 2023),
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shifts within the European Union provide a concern about Chinese companies that can be built

upon.'?

In addition to the type of trade agreement utilized and how the underlying information to
be shared is characterized, these trade agreements can be built upon to encourage or ultimately
require the sharing of information by expanding upon commonly recognized grounds for
exclusion or debarment. Sharing information is an important aspect to an effective qualification-
based approach by allowing countries to make informed decisions regarding the risk posed by a
contractor. However, explicitly recognizing the purposes for which that information will be
utilized encourages countries to share the information necessary to make an exclusion or
debarment decision. For example, article 57 of the EU Procurement Directive establishes
specific grounds upon which a contractor “shall” be excluded, and requires the sharing of such

information to make such an exclusion system effective.!®® By explicitly identifying substantial

https://www.channele2e.com/news/huawei-banned-in-which-countries (providing a
comprehensive list of restrictions related to Huawei for countries throughout the world).

198 Kelvin Chan, EU plans phase out of high risk telecom suppliers, in proposals seen as
targeting China, AP NEWS (Jan 20, 2026), https://apnews.com/article/european-union-brussels-
telecom-cybersecurity-china-a6b8324b19d1f4e8ec135b2846d207f1.

199 Some international agreements even apply a scheme of automatic debarment similar to that
used within the U.S. procurement system by different federal agencies. See Yukins, supra note
170, at 220 (highlighting that when the World Bank debars a contractor, other institutions, such
as the African Development Bank Group and Asian Development Bank, also debar that

contractor).
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reliance upon China within a contractor’s supply chain as a potential ground for exclusion or
debarment, countries may be more encouraged to share such information to implement those

actions.

Such an approach may not be as robust as the more aggressive methods of mandating
exclusion or imposing cross-debarment requirements, but offers a more gradual and practical
approach.?’ Including substantial reliance on China as a means for exclusion first allows
countries to explicitly recognize the legitimate national security concerns associated with such
contractors. This addition then encourages jurisdictions to share information related to risky
contractors to mitigate those security concerns. Thus, the recognition of this reliance as a
common ground for exclusion incentivizes countries to share information as a practical

necessity.

Although the USMCA and EU Procurement Directive are different in several important
manners, they each can be built upon to highlight the national security risk posed by China, and
encourage or require the sharing of information related to China to protect their procurement
system. Whether a bilateral or multilateral arrangement is used, countries may incorporate the
concern of China into their agreements as either a fundamental concern of stability of one’s
system, or as an important collateral issue. Finally, the recognition of such reliance on China as
a ground for exclusion or debarment can be used to encourage or ultimately mandate the sharing
of that information. In so doing, past performance or responsibility decisions evaluating the risk

posed by a contractor’s reliance on China can be effectively utilized.

200 14 (discussing cross-debarment and the resulting views of various stakeholders).
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PART VI: CONCLUSION

The Section 889 Huawei ban, seeking to neutralize a specific national security threat
dwelling within the federal procurement system, proved to be extraordinarily difficult, costly,
and at times impractical in its implementation. Examination of alternative approaches in
sustainable procurement initiatives provides valuable insight for how the United States can
approach Chinese influence within the supply chain as tensions between the two countries

continue to rise.

Although eco-labels and technical evaluation suffer from concerns of over exclusion and
impracticality in the national security context, utilizing responsibility and past performance can
provide more adaptive and flexible approaches, albeit each with drawbacks inherent in changes
affecting the entirety of a supply chain. However, in order for such approaches to work,
international cooperation in the form of sharing qualification information is essential. By
building upon current trade agreements, agencies can operate with the maximum amount of
information to most effectively evaluate responsibility and past performance. While the
challenges are significant, such an approach allows the United States to begin the task of
removing Chinese influence from the supply chain and placing itself in a secure position for

potential conflict.
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