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Abstract of Praxis

Detecting ToolAssisted Cheating in Competitive Video Gaming

Using Machine Learning

Cheating in competitive video gamg undermines fair competitiofeopardizes
the integrity of eSportand has a direct, material impacton gaime v e | eyerue s 0
and costAnti-cheat softwarés, typically, closedsource and must be run locally on the
pl ay er 6 svithkeanetlevelraecess. Newheating methodare being developed
that provide players with tools that run externally from the gameeasah the computer
running the game, making traditional aclieat tactics less effectivEhis praxis
demonstrates the creation anglagationof amachine learningnodelto detect toaol
assisted cheatingi t hout requiring dir edhtoughthece ess t o t
analysis of player input and game sta@uresn aracing gamevithout requiring
extensive gamspecific domain knowledge

Thestudy developanddocuments process for building aaxtensivedataset
comprised of realvorld dataobtained fronpublicly-available soures The author
obtainshundreds omillions of frames of real player inputansformsand enriclesthe
inputwith additional game state data from the gaRreprocessing steps include data
cleaning, feature selection, and augmentation strategies to mitigate class imbalance.

Among the evaluated modefSatBoostdemonstratethe besperformancen
distinguishing betweeunnassiste@dnd toolassisted sessionEhehyperparameteuned
CatBoost models achieveah F1 scoréor framelevel prediction®n a holdback test set
of 0.6670 when trained on player input dimensions only an@B5when game state
dimensionsvere also included higherF1 scoreof 0.9109 wasdemonstrated when
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aggregating framéevel predictions to the session lewdien making an actionable
model When evaluating the sessi®vel errors made by this model, the author noted
that the only false positives came from a small set of sessions that were created by the
gameb6s dlefveweo peexrc.l ude t h esesgiangasgsuningthe | oper 6s o
developer themselves may have used tools to develop thef) score increases to
0.9583 with a precision of 1.000Dhe findings suggest thahti-cheat software can be
impl emented effectively without the need for
associated security concerns current-enéiat software presents.

Recommendationfor future researcincludeapplying the methodology to other
games, with specific game recommendatiéhganding the dataset and dimensions used
in model trainingo identify playstyle differences for specific players over multiple
sessionsResearching more game state variables that could have predictive value in
identifying cheating. As well as collaborating with game developéarspmve models

and deploy them to game servers.
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Chapter 18 Introduction

1.1Background

Video games haviacorporated competite elements since they were first
createdThis can be donasynchronouslysing (for examplehigh scoresor
synchronouslyhrough direct competitiaiProgramming complex adversary logsc
difficult, andhuman players were often used to provide a challenging opponent. Tennis
For Two, for exampleyas one othe first videogamegdeveloped in 1958 and played
on an oscilloscope) and it pitted two players against one another in a game of tennis
(Hunter, 2021)The firstwell-documentedompetitivevideo gameaournamentvas held
in 1972, before home computers existed. The
SpacewarDlympics was held at Stanford Universitydd Laboratory. About two dozen
players competed in a game called Spacewar! in which two to five players fought each
other in spaceships near a sfidre grand prize for the winning team wasreeyear
subscription to Rolling Ston@rand, 1972)

As video garas havdbecome more populacpmpetitivetournaments have grown
to the point that thegannow rivaltraditionalprofessional sports competitions in their
size, viewership, and prize pools. Competitive video gamesoanetimesow referred
to asElectronic Sports or "Esports," and have many similarities to traditional sports. Like
traditional sports, Esports depend on fair competition as a foundational requirement.
Organized sports put significant effort clearly defining rules of fair playekample, the
official National Football League (NFltulebook is ovei70 pages longNational
Football League, 2024These rules are regularly reviewed and updatesp@ssevolve

and as teams pressure test their limits. These rules must be understood and enforced by

1



someone to ensure that games are contested in accordance with them. Even with a team
of refereeequipped with the latest technolqgtycan be difficult to enforce the rules
completely and fairly.

In anycompetition, there may be incentives for players to cheat to gain an unfair
advantage. Traditional sports have a long history of cheating with methods ranging from
performancesnhancing drugs (doping) to unauthorized mechanical assistance
(mechanical dopig) (Baron et al., 2007 fficials constantly need to improve their
ability to catch cheating as cheaters continue to develop new and novel ways to gain an
unfair advantagé€Vlad et al., 2018fFebres & Brzezinski, 2024Motivations for
cheating is an area of significant reseaant while it is a complex issue with many
different motivations generally people enjoy winning and do not enjoy |¢kingst et
al., 2023)

Beyond the thrill of winning, there is big money in competitive videogaming. The
total combined prize money for the top 10 competitive games is well ove{EspBrts
Earnings, 2024bwith single tournaments sometimes reaching tens of millions of dollars
(Esports Earnings, 2024a)hese prize purses exceed those of the largest professional
golf tournament§ " PGA Tour nament .Rikeitradiiondsparts,yop 06 202 4)
competitors also have additional sources of income such as sponsorships and streaming
platform income which can run into multiple millions of dollars per year

In the context of video games, cheating is a growing and costly lasaisurvey
of 9,436 video game players, 37% of players admitted to cheating in multiplayer games
with over 10% doing so ofteflobal Gaming Survey2018) While this may indicate

thatmostvideo game players never cheat, even a small number of cheating players can



spoil the experience for other playefer example, in a competitive video game that has
thirty-two players per matct would only take2.15% of playerso becheatingfor there

to be agreater than 50% chance that each match includes at least one ¢hgated.-1
shows the outsized impact that a srpalicentagef cheating players can have for

eSports competitions by the number of players competing.

Likelihood of Encountering a Cheater in a Match
100%

90%

80%

70%

0
60% e 4 Players

50% w31 Players
16 Players

40% 8 Players
e 4 Players
30% e Players

Probability of Encoutnering a Cheater

20%

10%

0%
1% 2% 3% 4% 5% 6% 7% 8% 9% 10%
Percent of Players Cheating

Figure 1-1. Likelihood of Enountering a Cheater in a Match

In asynchronous competitive games where players are attempting to set new high
scores or best times, a small number of pl ay
the top ranks to diminish the accomplishments of players whodwwevedheir
personal records legitimatelg.o me games al so use odamer pl ayer
challenge and, if these ghosts are created using cheats, they represent an unfair advantage

(Forkmantis, 2015)



1.2 Research Motivation

Faced withsignificantfinancialincentivesvideo game cheaters, cheat makers and
game developers are in arms racéLi, 2021). As previously discusse#lideo game
players are motivated to cheat to gaimealvantage to win competitions and associated
awards, including monetary benefits. Because of this, therenarkefor cheat
developers whproduce and sell tools that allow players to cheats@&wvéeo game
cheat makers can makallions of dollarseven when focusing on an individual game
(Maiberg, 2014)The overall market fovideo game cheat developmeéntikely closeto
a billion dollars agnore recentl\severalkcheating services have been taken down by
authorities withmuch larger revenue numbers sust$@ million for a cheat maker who
made cheats farange ofpopulargamegFranceschBicchierai, 2021)

To combat cheating,jdeo game developehave been spending time and

resources finding and litigating cheat makers to shut them dowthispoint,

(@)}
(@]

developers have had some success in shutting down major cheat iHakexse v er , it
game of vihacka-molebecause wheane cheat maker is takeown it seems several
moreriseto meé the demand from video game playdB3avis, 2024)\While legal
measures mayell be warrantedt is not a full solution to the problenm addition to
going on theoffensivevia legal action, ideo game developeadso implemendefensive
controls by updating their gamt prevent cheatinglhese efforts can consume
thousands of developer hours and the work is never really done as cheat makers develop
new approaches to cheati(@ault, 2019)

Not content to just litigate and patch their ganvedeogame developers also

employ an additional tactic to identify and preveln¢aters: anitheat softwarevideo



game developers can create their own or theyicanse existing software such\4a8C

or Epi ckEasyanti€hga (EAC) Typically, this software is a separate installation
from the game but one that is required to be able to play the game, particularly when
playing competitively onlineLocal anticheat software is very invasive and behaves
similarly to spywaregtypically running at the kernel lev@Drland, 2020)Being required

to install software with such lodevel access is something customers have been burned
by before for example with rootkits that were automatically installed by Compact Discs
before the music they contained could be plggahgeman, 2005)

A machine learnindpased anomaly detection model that can operate sadesr
based on player inputs can do so without invasivedsat software. This would enable
video game developers hostiogmpetitive gamet have player input sent to a central
server (whether live or asynchronous) to identify cheating players and reduce their impact
on fair competition, player retention, and revenue generation without using intrusive
client-side anticheat software. Becagishis approach involves analyzing ingeguences
from playersjt may be possible for a modelbetrained for one game and the same

approach applietbr new gamesnd,ultimately,to a wide variety of games.

1.3Problem Statement
Competitive video gaming is beihgrmedby players who are cheatir{@oldi &
Rapp, 2023}his video game cheating is leading to over $290 million dollars of annual

cost(J. Ye, 2020)

Video games generate ovetO® billion in annual revenuglobally (Clement,
2024)and competitive games drive additional revenue through live game streaming, in

game purchases, and advertisem@pésrotta, 2020)A consistent competitive gaming
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userbase requires fair competition. Players who cheat using external tools gain an unfair
advantage, resulting in loss of enjoyment for other players and loss of revenue for video
game developems players spend less time and money on their géBlelsal Gaming

Survey 2018)

1.4Thesis Statement
A machine learnindpased anomaly detection model will identify players who are
cheating at competitive video games using external tools by analyzing player input sent

to the server.

Video game developersirrently require users to install acheat software on
their local machineLocal anticheat softwarés very invasive and behaves similarly to
spyware A machine learningpased anomaly detection model that can operate s&deer
based on player inputs can do so without invasivedat software. This would enable
videogame developers hosting competitidafave playemput sent toa central server
(whether live or asynchronout) identify cheating playemndreduce their impact on
fair competition, player retention, and revenue generation without using intrusive client
side anticheat softwareBecause this approach involves analyzing input sempsefrom

players, a model can be tuned for new games and appkeditte variety of games

1.5Research Objectives
The objectives of this resear(tirection and specific actions)clude
1 Identify features in video game player inpinid game state dataat can

be used to identify when they are cheatnthout requiring extensive



gamespecific domain knowledgsuch as deep understanding of
strategies required to approach optimal play.
1 Develop a predictive model that can be used by video game developers to

accurately identify players who are cheating.

1.6 Research Questions and Hypotheses

The research questions and hypothesedetkarative statements about predicted
outcomes that amesigned taetermine whether it is possible to identify cheating based
on analyzing player input without the need f
To this end, the research questions and hypotheses are as follows:

RQ1: Which of Random ForesExtreme Gradient Boosting{GBoos) and
Categorical BoostingGatBoost machine learninglgorithms has the highgstecision
and recalin identifying cheating in competitive video games?

RQ2: Are player inputs the most important features to identify cheating or are
gamestatefeatures|ike speedmoreimportant?

RQ3: Do most play sessions that are not cheated contain at least some suspicious
frames of input?

H1: Out of Random Forest, XGBoost and CatBoost, Random Reiléstad to
the highesharmonic mean of precision and recall (F1 scodentifying cheating in
competitive video games.

H2: Player input features, particularly analog input Beystick or mouse, are
the mosimportantfor identifying players who are cheating.

H3: More than 50% of sessions that are not cheated will contain at least one

frame of input identified as cheated.



1.7 Scope of Research
This research focuses developingand evaluatingnethodgor identifying
players who are using external toolgyin an unfair advantage (cheatiag)competitive
video games by analyzing player input sent to the seéieenanalyzing player inpst
serverside there is nameedto runextensivespecialized software ocal |y on t he pl
device The problem space includes developinmgachine learnindgpased anomaly
detection moddior a single competitive racing game to demonstiagdeasibilityof the

concept.

1.8 ResearchLimitations

This research is limited tgameswith sufficient publicly available data to train a
machine learning modellany video game developers do potrposelyrelease detailed
player input publicly or, if they do, they do not make it easy to gather large samples. Both
anticheat and cheat developers are secretive about how their solutions work and thus
details are scarce beyond general claims. The most penatgicheat software is
closedsource softwarbundled with and inextricably linked to the video games that

playerswant to play and copete in.

1.90rganization of Praxis
This praxis is organized into chapters as follows:
1 Chapter I Introduction Describes the background, motivatidmesis
andscopeof the praxis
1 Chapter 2 Literature ReviewExamineghe existingwork thathas been

done so far related to the scope of the praxis.



1 Chapter 3 Methodology Provides a detailed description of how the
research was conducted, from raw data to evaluating the research
hypotheses.

1 Chapter 4 Results:Presents the output derived from applying the
methodology to the raw data.

1 Chapterb5i Discussion and ConclusionSpntainsthe ut hor 6 s
interpretation of the results and hypothesis resolw@mhthenovel
contributions of this praxis as well Bscommendations fduture research

to build on and continue in this line of vikor



Chapter 20 Literature Review

2.1Introduction

As discussed ihapter 1video gamecheating is a difficult problem that is
costing the $400 billion video game indugtiyndreds of millions ofiollars.The stakes
arehigh,and developers are taking a mydtonged approach in which they are finding
and litigating cheat makers, patching game logic directly and istatly installedanti
cheat softwaréo detect, deter and prevent players from chealihig chapter will
establish that thanti-cheatsoftwareused by major game develop&<losedsource,
secretive and increasingly runs at the kerne

Although the methods used by clossalirce antcheat software are not well
known academic progress is being made through publipapdrghat are demonstrating
thefeasibility of using machine learnirig accurately identify cheating behavidhis
chapter will review the relevant work that has been done so far in this space including

contributions and gaps.

2.2Methods of Cheating

Like in traditional sports, eSports have a long history of cheating in competitive
scenariosFor examplePinballis acompetitivearcade game that was invented before
video games but has many similarities especially as pinball games have incorporated
more technological advancemems. players aim to achieve high scorese advanag
strategy that pinball players use is physically nudging the machine to alter the path of the
ball. If done subtly, this can increase the skill ceilmighe gamend enablenore

advanced strategies thatprovecompetition. However, if taken too far, a player could
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drastically affect the path of the ball and even forcibly keegball in play indefinitely.
To combat this, pinball makers developed a tilt setssdetermine if and when a player
tilted the table too far so that they could be penal{Bagssignoli, 2011)

Playerscan cheaby using exploits i videogamée sode to perform things that
were not originally intended or are possibledmye nt er i ng a Acheat codeo
mode that the developer left in the game (whether on purpose or inadveridmsg.
exploits may be achievable without the use of external tools and thus may be accessible
to players on an unmodified copy of the game using a valid input mechanism. However,
such explas may or may not be considered permissible by game developers depending
on the game modd&herealsomay be some gragreaon whatconstitutes aexploit as
games with a high skill ceiling oftdrave energent physicandstrategieshat may not
have beemxplicitly intended but @ abyproduct of the game engine logind enhance
competitive play by enabling more advanced techniques. For exdRualeet Leagués
a competitive socceafideogame played with cars in which advanced players use an
advanced technique called a Aflip rkeseto tha
in the air by briefly landing on the ball with all four tir@&ayton Pilkin, 2022)

Players can usexternalautomation tool$o perform actions more consistently
more preciselyand more quicklyThese tools are sometimes named based on their
primarypur pose. For exampl e, -pergansahodeo(FPRSp can be
games to automatically aim for the plagerthat they can more consistently hit their
targets. This allows the player to have higher accuracy than they otherwise could while
also freeing up the player to pay attention to other aspects of the game so that they can

execute better strategically asllw Automation like an aim bot can have some
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undesirable side effects suas quick twitchy screen movements that can distract and
nauseate the play€fo mitigateside-effects like this, cheaters can employ an additional
category of cheats thate more heavhanded as theypvolve overt memory

manipulationlt is possible to override the values the game uses in memory to determine
the direction the camera faces so that the player can look at the direction they are
traveling or intend to travel while shooting in completely different directions. When
combined, an aim bot and a cam hack can allow a player to focus completely on
movement without being distracted by camera movement that would otherwise be
necessary to hit targets along the way.

Direct access to and manipulation of game memory allows for a broad set of
cheatingcapabilities. For example, the player can monitor memory values that the game
designers do nobhtendplayersto see. This category of cheating is referred to as
ExtrasensoryPerception (ESPand i nvol ves fAimemory watchingo
uses tools to directly read memory values, typically to gain a competitive advantage
through greater awareness of game state informatmrexample, a tool could draw the
location ofadversaries on the screen, even when they are fully obstructed by walls. Tools
could also draw information about enemy status such as health or weapons that could not
otherwise be known by the player. Memory watching can also be used in conjunction
with auomation to allow players to further automate actions. For example, many games
rely on aRandomNumberGenerator (RNG) to randomize everything from physics to
item generation. A cheating player could use memory watching to show them what item

they would geif they performeda certain action, or it could be further combined with an
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automation that allows the player to fm@ect the item they want so that the tool can
automatically perform the appropriate action to obtiagitem.

Manipulation of the game data, game state or speed is another method of
cheating This approach initially gained prominence through the release of a product
called the Game Genie in 1990 that allowed players to manipulatevgaiziele values
stored in the memory of the hardware the video game was being play®zdcarpaniak,
2021) Players who manipulate game code and/or memory values can alter established
game mechanics such as game physics to gain an unfair advadtaxgetively,players
canalter the operating environment of the game such that they change the speed of the
game (e.g., slow down to give more time to react) or even save the game state and reload
to redo sections until they are happy with the resMemipulating the operating
environment of the game can still produce valid input that is difficult to detéetvasy
beencheatedeffectively enabling players to splidegether their best attempts on small
sections of @ame and presenting the result as having been perfornaesingle
segment at normal speégpically this would baused in asynchronous competitions
prior to uploading to a serveflools like this allow players to gain an unfair advantage in

competitive video games.

2.3Type of Problem

Video game beating isanomaloudehavior in whicka playergains an unfair
advantagen some way, as described in the prior sectibdeo game developers cannot
directly combat cheatingnless they can identifiyho is cheating and wheRor
example, the YouTube personal@plin Gregory Palmefi C G Bieyreleased a series

of videos on YouTube that comprise a massive Rock, Paper, Scissors competition. The
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game is structured so that viewers play a round of Rock, Paper, Scissors against a
recorded video and, if they win, they advance to the next video. The directions state that a
player must only play the game once and must only move onto the next videp if th
legitimately won the previous video but this is enforced only by trusting that all players
are being honegColin Gregory Palmer Grey, 2023jouTubepublishes theiew count
for these videos, however, and the view counts are not statisptallgible For
example, there is a point in the game whbeeplayemwould have to beat one in a
million odds to see the video. Given that only 2.2 million people watched the first video
(a step that is necessary to legitimately begin playing the game) we would expect only
one or two views on nmihlilsi ooni & ewi,d ébau th & sh eo Wieorn e
views(Thiler, 2024) We know nearly everyone watching this vidasm(gmber that is
over 10% othe numbewho might havdegitimatelystarted playinghe gaméased on
the view count for the starting videbas cheated somehow. However, this is not enough
information to say which players cheated or when.

If we are toprovide actionable information to video game developers, we need to
be able to identifgheatingoehavior directly angvith high accuracyThe problem we
face is, thusan anomaly detection problemok& specificallydetecting cheating is a
binary classification probia and one that hastane-serieselement because a player

provides inputs ovdarme.

2.4Game Determinism
There exists &asicfirst line of defense for identifyingarious types of cheating:
video games can be made to be deterministganing that given the same starting

conditions and identical player input, the identical game state will continue to be

14



synchronized between playbacKksis can be done game designers synchronize the
start of a level by seeding aRNG with a consistent value (or at least storing the value)
Many videogames use this fact &dlow players to watch back replays of their
completions. Since the replays require only a consistent starting state and a record of
player inputs, theeplayfiles are much smaller thanvideo encodevould be.

The concept of storing a plalguengbs per f orn
players to race against that performance was invented by Atari and introduced in their
arcade racing g¢gam@®rlardaz20ar)l Dr iHairddé Dirm v1Ia®9t hi s
il lustrated as a translucent fighosto vehicle
had.Atari was grantedanultiple patents around this feature while referencing their Hard
Dri vind g anfdottatsl, ¥93)(Moacnet e al., 1994 Copperman et al.,

1994) (Copperman, 1997fHightower, 2002)Many games today use this functionality

and refer to the replaysfighost® and include mechanisms to share these ghosts with
other players. For example, the racing game Stunts released in 1990 has a community of
players who still compete in annual competitions that require the submission of replay
files (McKracken, 2024)

This approach to video game replays came into prominerthe early 1990s
with First Person Shoote(BPS)like Doom and Quake in which players could share
Afdemoo files to demonstrate their fastest <co
with a feasible approach to sharing replagsg the slow transmission speeds provided
by dial-up modens but italso had the side benefit of serving as proof that the player had
achieved the timwith documentation of the strategy that was usipitalizing on these

benefits, the first online speedrunning competitive community formed in November 1994
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and established an online leaderboard, competintpéoiastest times in DoofSnyder,
2017)

Whena player ischeatingvia methodghatinvolve direct manipulation of game
memoryto changeyame attributes like physics (e.gpeed it will result in a replay file
(whichincludes the series of button presses the player provided) desynchronizing when
played back om versionof the game that is not using chedise deterministic nature of
video games can thus be used as a verification method to ensure the input provided by the
player isvalid. Thus, if a player shares replay files with other playteesr performance
can be verified as valid or not by any third party. @ibeeloper®f the Trackmania
racing series built such verification stapeectly into their game when they created an
online leaderboard function. The Trackmania leaderboard allows players to compare their
best times against those of all other players and allows players to watch back replays and
compete against other timesaaghostTrackmania verifieshe legitimacy ofuploaded
runsby pl ayi ng b ac koconfirmthat teepdceacpnipketes imthe tinhes
that the replaynetadataclaims.

It is important to note that while tlggenerakconcept of a replay file containing a
recording of -lhylffreene mputs ig eonsistent dcrosa afl @nplementations,
the format for storing these inputs is not consisteepl®&y fileformatsare not
standardized and use proprietary formats, designed by developers and, typically, not with
documentation. These formats may include compression and encrgptidhe servers

that host the replay files may limit public access outside of specific scenarios
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2.5Manual Identif ication
It is possible to identify cheating through observation, manually by reviewing
gameplay. This can be done d&yalyzinga video of the gameplay (which only includes
an audiovisualecordingof the gameplay sessipar areplay(which can be played back
and reviewed visually but can also have player input analyzed dirdeatlyjnany years,
players have relied on recordings of gameplay to function as proof of video game
accomplishmentslhis began with/ideo Home System (VHS¥cordings shared with
other plagrs and moderators through the mail and, eventually, advanced to broadly
sharing recordings on platforms |ike YouTube
watch playersé att empt (Brewei 2088; ecsatz_gats, 2022, o r ms | i
Pflug, 2008)
Video recordings can be more difficult to spot cheating than replay files because
they do not include detail about the buttons the player presgkthus a reviewer does
not have theability to play back those button presseseafy their legitimacy It is still
possible to identify cheating, but this requires significant effort that does not scale well
beyond scrutinizing a small number of play&sme examples include:
1 Cycle timeghat arenconsistent with the global timers that dictate ti{etaber,
2024) (Shadax, 2017)
1 Audio containingevidence oWideoedits such as splicindg.eonzio et al., 2023)
1 Impossible or highly improbableck (Hernandez, 2020§Minecraft
Speedrunning Team, 2020)
1 Games purported to have been played on original hardware but displaying visual

artifacts consistent with emulatig@rland, 2018)
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1 Inexplicablechanggs o a p | ay €Hgé@&ns202Qnvent or vy

While it is possible to identify cheatirig video games based only wideo
recordings of gameplayhe techniques are limiteohd generally require specific,
detail ed knowledge about tréphayfipsconwidigthe x pect ed
associated player inpusse availableit is feasible to perform analysis omrauch larger
set ofsessions. For example, many cheaters were outed when a script was written to find
impossiblyfast inputs in Mario Kart Wii ghost files@byssoft, 2024)

A more extensive analysis was performed on Trackmania replaysaimafysis
that identified unusually fast controller movemtd researchers call@ddu nnat ur al
spi K&8s @ Ek ows ki & .Kheadthdrs lieleved that tBeBe2sfiikes
indicated the player was cheating by slowing the game down to make it easier to perform
fast, precise, consistent movemeritseresearcherscraped over 30,000 Trackmania
replay files from public servers. They analyzed these repisipg custom replay
analysis tools$o visualize the player input and visually identify anomalous inputs. Based
on this they defined a spike metric to indicate suspicious player inputs. Races that
contained many spikes were identifiedsamificantly deviaing from average input
patternsand thus suspicious

Bi e (Ek andl§ekdsbergattempted to replicatenusualpatterns through
legitimate gameplawith various physical input devicésit were unable to do sdhey
concludedthatcertain players likely used external tools to manipulate ggreed
including top players who had been considered trusteer&ef theseplayers did
confess to cheatinghe model developed in the report was singsld may not be

generallyapplicableto a variety of gameand caronly identify cheating done bsiowing
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down the game, which can only be done in asynchronous competitive @ithethe
TMX Replay Investigatiotays out a methodology for obtaining a large set of player
input files by scraping publitacing databases and extracting and processing ifipet.
data visualization developed by the autho@ssa helpful way to identify unusual

input, although it requires watching back replaysdattime.

2.6 ClosedSource

One of theoldestandmostuniversally use@nticheat software was developed by
Valve. Valveis a video game company that was founded in 1996 by Gabe Newell and
Mike Harrington after they both left Microsofivalve, 2023)After having developed
and released sevemccessfuvideo gamesncluding Half Life and Counte®trike,
Valve announced Steam at the Game Developers Conference in 2002. Steam was

described as a Adistributed file systemo

t ha

patches and updateso Aalnd egrtowiothd edd v @ludgd @ rsdh |

benefits such as arpiracy (Valve, 2002) Steam quickly took off in popularity and
became the most popular video game distribution platform on personal computers with
over a billion users generating nearly ten billion dollars ann@dlyeo Game Insights,
2024) Valve introduced mother component of SteaMAC, with the game Counter
Strike in 2002BBC, 2002) Today, there are over 100 games that use YMdlve,
2024)and there are many other aakieat programs in active use.

Most anticheat software used by major game developsireinstallation on
theu s elocal machine along with the game and nhestun when the game is
launched. Close&ource antcheat software also typically rumrsring zero, the kernel

l evel of the operating system, granting
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computer(Orland, 2020) Companies that develop actieat software doot provide
many details about hotkey work,and this is a criticism that Gabe New@&lresident of
Valve Corporationacknowledged in a rare public statement. Newell said that Valve does
not wusually talk about VAC because kt fAcreat
t he s (Newele 2004)In response to this, he was asked if he was advocating for
security through obscurityasalehger m s ol uti on t o cNoeatit®g t o
nota workabldongt e r m s (Newell, 20b4)Aind, yet, ten yearafter making
those commentgAC is still a completelyclosed sourcwiith very few details shared
publicly about exactly how it works.

Software that operategthin ring zero(the kernel of the operating systehas
the highesprivilege leve] direct access teystem memoryand the ability to directly
control hardware. If something goes wrong with software operating in the kernel, it can
go very wrongUnfortunately, most anttheat software now operates in kernel mode and
developers publicly rationalize this as necessaig/ to the increasing number of cheat
techniques that now operate in kermedde(Murphy, 2022) For players, who are forced
to install and run anttheat software in the kernel of their local machine, the situation is
reminiscent of a rootkit like the Extended Copy Protection (XG&) Sonyforcibly
installed on cust omitemptal todistemtp GampactDisdtdr en t hey
XCP rootkitwas not disclosed to users and security researchers brought it to the attention
ofthepublicl n f act, when questioned about the 1iss
concerns by s ay idon'gevan knaw what a odtkit ig, scowmhy saoulé
they care about itAUlaby, 2005)Sonyeventually recallethe affected discs and ceased

the practice of installing rootkitbutit did so only after significant public backla
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Sonyb6s rootkit was i nvasi v aueaontgpogpgr esent ed
implementation, for example a machine with the XCP roatkild have malware
running on it invisibly just by having those process names beginfwdtts .y tsitil
attempts at aritheat software were not much better, silently installing hidden rootkits
and inadvertently introducing security vulnerabilities without their users consent or
knowledge(Rigney, 2024 Williams, 2016) When installing software that has kernel
level access, users need good justificat@rdoing scand, even then, they need to trust
the company that is doing ithe little weknow about how closesglource antcheat
software like VAC has mostly been shared in the context of addressing customer
concerns with both the privacy and efficacy of the softwame exampleArrowhead's
Technical Directoexplained why they are using kernel level ariteat software nProtect
GameGuard and then attempted to asswagcerns for users, who then commented that
the developerds cl ai ms wer @indgran,202) and t hat t

Kernel level anticheatsoftwarerequires users to accept additional risks oir the
generalpurposecomputer to be able to play a specific video game and the public
backlash indicates th#tis could havea direct impact on sale@/hile some kernel level
anticheat software is designed to run only when their associated game runs, some
programs like Vanguard by Riot Games opens when the system boots and runs at all
times, regardless of whether the game its intended to protecinsg(Brandon, 2024)
(Orland, 2020)Vanguard also requires users to disable common settings like
virtualizationand overclocking as well as software such as docker. Requiringtaisers
change how they use their computer and what they do with it just to play a game is a tall

order.All this also requires trust in the vendor and, in the case of Riot Games, that trust
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may not be warranted. Riot Games is a subsidiary of Tencent, a Chinese company. Even
if the vendor can be trusted, there are examples of kernel levehasati being used as a
vector for ransomwar@Bolding, 2022)or even caugg update issues with Windows
machinegArs Staff, 2019)RecentlyCr o wd S Falconkpedust, a kernédvel
application whose purpose is to detect and prevent kernel atiaaster, 2021)
inadvertently caused worldwide outages due to a faulty update that caused crashes and
boot loops for millions of compute(8varren, 2024)While the CrowdStrike example is
a trusted vendor that made an error, there baeastate sponsored attaoin gaming
companies using supply chain attacks, backdoors and kernel level e{@{dieseason
Nocturnus, 2022)Léveillé & Tartare, 2019)

Given a tendency towards secrecy and security through obscurity as a tactic to
slow down cheat developers, it is rare to get any details about how-slosed anti
cheat solutions work. Uswually, general state
websitesput these are more about the consequences of cheating (e.g., bans) than on the
mechanics of how their antheat software worklhere have been a few instances of
game developers presenting at conferences and sharing some details. For &&hple,
is a clogdsource antcheat software developed BEpic Gameghat can be licensed by
game developers to protect their games from chedters EAC developersSimon
Allaeys and Aarni Rautay presentect theSteam Dev Daysonference. They shared
some game design tricks that would increase the pain of getting banned from a game and
described some of the general tactics used by EAC to directly detect and prevent
cheating. EAC runs checkfient-side, servesideas well asome combination of the

two. One of the ati-cheat techniques that can be used to detect cheating on the server
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side is statistical analysis, looking fextreme outliers on certain statisttbat indicates
superhumanmpossible play. EAC also provides a mechanism for players to report other
players as cheaters which kicks off a verification pro¢@saon Allaeys & Aarni

Rautava, 2016)

On the client side EAC provides code obfuscation, such as encrypting variables,
to make it harder to use standard tools to create cheats but more advanced cheat
developers will be able to get around it. EAC can also run in kernel mode, which allows
the gane process to be sandboxed and prevent common cheating techniques such as
injecting values or reading memory. The presenters gave the (ironicallysopeare
Cheat Engine application as an example tool that can be used to find memory values,
trace logicaswell asintercept and overwrite game values for the purpose of cheating
(Byte, 2015/2024)Another anticheat tactic on the client side is signatscanningin
which EAC scan$ocal machine memory to identify runtime signature of specific cheats.
Unfortunately, signature scanning requires the devekoganowdetails about the
specific cheatthey ardooking for and hope they have not been modified afalbther
downside is the possibilityf dalse positives due to local software that is not for cheating.
Heuristics, which alsoruns on thdocal machinecan help identify novel cheats thaere
not expected.nstead of looking for specific cheatgeuristics looks ahe behavior of the
system and see if the game engine appears to be acting normally, for example making
system calls that areot expected.

Allaeys and Rautear e co mmended mov i n gitatfirvoend amofided i etnc
a 0 sauthorimtivé model i n which more | ogic is done

trust is placed on the players local machirftas seems to align to the thesis statement of
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this praxis defined in Sectidn4. Other developerg,im Ford and Philip Orwidgrom

Blizzard, the makersf Overwatch(a popular competitive onlinEPSgameg madea

video describing their approach to a server authoritativéel. Theysaid that they had

not planned to speak publicly about how their server authoritative Netcode worked but
that members of thglayercommunity had reversengineered their Netcode using tools

like Wireshark and were asking specific questifFisn Ford & Philip Orwig, 2016)Just

a month after posting this video Blizzard announzédne strike and you are aytolicy

in which they would be issuing permanent bans to any players who were found cheating
(Orland, 2016)

Contraryt 0 Gabe No weih204agreeingnthaseauritysthrough
obscuritywasnot a longterm solution, Valve has shared very little about how their VAC
software works. Onaotableexception is a presentationtbe Game Developsr
Conferencéoy Valve programmer John McDonaltho describedsome othow VAC
worked with a focus on plans to implement deep learning to combat chéatihg
McDonald, 2018)For exampleMc Don al d d e s currentusedf avhachinee 6 s
l earning moddiustScor e al ¢ bdsed prithe gvayplayers interact
with Steam and its gameBhis Trust Score is used during matchmaking to let players
with high Trust Scores play with other trusted players so that it is less likely for them to
encounter a cheatevlore details about how thigrust Scorevorks werelater publicly
disclosed through a paterb-authored by McDonaldhat was filed in 2018 angianted
in 2021 (Kaethler et al., 20210ther highl e v e | details about Val veo:
learning were shared on Reddibor example, the officiadAC Team account stated that

any hardcoded cheat detection is just an arms race with cheat developers where they can
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fifind the edges of thieeuristic [usedjo detectthecheat and | ever age that Kk
evade detectiofiValve Anti-Cheat Team, 2017TheVAC Team goes on to sdlgat the

sustai nabl e staké antachiodrarning apprdach drairiing (arid

continuously retraining) a classifier that can detect the differences between cheaters and
normal/highlyskilled players'(Valve Anti-Cheat Team, 2017More recentlyGabe

Newell sharedhat a lot of the work Valve is going to be doing to combat cheating will

be focused on fAmaking sur asingAtidigel e ar e behavi

Intelligence Al) (Newell, 2021)

2.7Machine Learning

While anti-cheat software developeaise beginning tpublicize their
implementatios of machine learning to augment their softwéinese companies still
require users to install and run local applications to monitor their systetime kernel
level. They also do not share details about how they are applying machine learning and
whethert is doneon a server or on local machines or both. Thankfully, published
researclon the use of machine learning to identify cheating behaaes exisand has
progresively improved over the years. Machine learning methedsnwith creating or
collectinga set of valid game dateanging from network traffic to player button presses
to game state informatiofRResearchs thencreate or colleca dataset of cheated input
and then use machine learning to train a model to identify cheated input.

One of the earliest attempts at identifying cheating in video games using machine
learning was in 2011 when reseandy@esentda cheating detection framework for
Unreal Tournament Ill, an FPS game, that integrates RapidMiner,-andatey

framework, for preprocessing data and applying decision m{@alB et al., 2011)It
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introduces components like an extended gaereer, processing backend, and frontend
for reattime monitoring and offine analysisThe paper concludes thée introduced
cheating detection framework effectively identifies cheating behaviors in Unreal
Tournament Il in experimental analyses with human playdrs.methodology used was
supervised machine learning (i.e., decision trees, Naive Bayes, random forests, neural
networks, SVM) The tested supervised learning techniques show promising accuracy,
with Naive Bayes and support vector machines reaching up to 97T4#authors argue
that false positives are much worse than false negatives as they wowdt prewest
players from using service for which they have patsbme features relied on the fact
that there are only two players in the game, which is not the casestcommercial
online gamesThis was aseminal work, referenced often by later pap&he authors
used only ingame data for their framework, ignoring player ingntl cescribegheir
processes and tools for processing and analyzing game data

Building upon this was team of researchapsiblished an approach to
behavioralbased cheating detection in onliRBS gamegAlayed et al., 2013)The team
built a custom FPS game for the study which allowed them to gather extensive input and
game state data and incorporate a much larger $esitofes compared to prior work
Theycomparedhe accuracy of different classification models in identifying various
cheating behavior3he authors concludehat their approach requae¢hem to target
specific cheats byatloring their detection method®r each cheailhe methodology was
machine learning using classifiers ligeipport Vector MachingSVM) and Logistic
RegressionThe approach demonstrates high accuracy, especially in detecting AimBots

(98%), butstruggledwith lag-induced inaccuracies and variations at times causing
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accuracy to significantly drof.he dataset usedrislativelysmallat 460 minuteacross
only two maps with two player$he emphasis on behavibased models established an
early precedent for exploring playleehavior patterns for enhanced detection in games.
In 2021, researchers uskehaviorbased supervisetkep learningo identify
cheat detection in video gam@into et al., 2021)They detectedheating in video
games via analysis of player inputs, without consideration-ghime dataThe
researcheranalyzed input from over one hundred players who submitted their input
specifically for the study with awareness of its purpose (thus making the input not fully
realworld data). The authordilized playerbased crossalidation to detect cheating
interactions in unknown playeand achievetlighly accurate results with clear
distinctions between legitimate and cheated gameplagresearchers use@ep
learning (Convolutional Neural Networks [CNN]) and multivariate time series analysis
This work provides groundbreaking approach to cheat detection in video games,
shifting fraggmamanalay aiondg o iamblee) aclievetiy fHgamepl ay
average accuracy of 99.2% for triggerbots and 98.9% for aimbot (two widespread cheats
used in FPS gamgd his research suggestsealuced need for domain knowledge and
manual feature engineering in cheat detection sysfEnisis a pivotapaper that
strongly supports the use of player input with machine learning as a valid approach to
identifying cheatingln terms of limitations, the analysis was performed on a single FPS
game and only tested two types of cheats. Also, there was imbalance in the player
representation.
Researchers have looked at ways to scale cheat detection computation using

Graphical Processing Uni(&PU). One team developed an approach they c&leae
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Cheating Identification (GCWhich detects cheating in Massively Multiplayer Online
(MMO) and FPS games by analyzing encrypted network tradfiterngIslam et al.,
2020) The authors demonstrated moderate success (accuracy of up to 79%) with
detecing cheats in video gaméxy monitoring only network traffic (and no direct access
to servers or endpointshhe authors usedipervised machine learnin§yYM and

Logistic Regressionusing a small dataset that waslected by analyzing network traffic
of twentystudents who were not experienced playEne detection methods
demonstratetverealso onlyeffective against cheating that involved modifying game
traffic by flooding the network to cause delaygh no applicabilitybeyond thispecific
use caseThear useof GPUsto process large amounts of data in paralidlenablebetter
scalability and lower latency for reaime game applications.

Research has also been done on the valuawfeState informatiorand how it
canprovide important contextegardingthe situation a player is in such as their position
and speed relative to other objects. This type of information is important for
understanding the decisions players makes and is a concept that exists in traditional
sports(Caley, 2013; HToF, 2023; OSC, 2016; Somers et al., 2@@2dletop games
(Hagens et al., 2024; Zhu et al., 2028)d eSportéEng, 2023; Joens et al., 202&ame
State information is valuable to provide insights on strategic decisions and can be used to
help identifycheating behaviotOne method of doing this is to consider game states as a
sequence of possible events represented by a Markov chain which could highlight
unusual behavioral biometrickoens at abublishedresearchhat attempted to improve
security in online multiplayer games using a trust but verify approach in which a referee

system monitors game state information for potential cheating behavior r@$earch
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had some success in identifying certain cheats without the need for access to the player
end points but recommended future work be done in behbag®d sensingnd the

application ofmachine learning to improve detection accur@oens et al., 2024)

2.8 Summary and Conclusion

Closed source antiheat softwaré becoming increasingly common aisd
requiring users to install local software with a concerning level of control and access to
their computersGrantingany softwarekernetl e v e | access reqoiresoneds
trust in the developer and acceptance of the igkarentwith grantingsuchaccess to
gaming softwareUsers must choose iacreasdhe attack surface dtieir general
purposecomputer for entertainment purposes. Meanwhile, cheat developers are
becoming morereative and continue to develop methods to evade detection. The anti
cheat developers admit that thiearnetlevel software cannot completely prevent
cheating. This is especially evident as new formshefting are becoming available that
usetools that are completely external frahe computer the video game is running on

Input passthrough devices suchXdmox Input Machine (XIM)and the Cronus
Zen connect to computers and gaming consoles like a normal input device and can
function as such. However, they allow gamers to run scripts between their physical
controller and the computer running the gaifteese scripts can be simple such as
rapidly tapping a specific button, or they can be complex such as playing baek a pre
recorded series of input or even offsetting game physics such as gun recoil (i.e., anti
recoil) or trickingthe game into enhancing player assist features morerttesnded(i.e.,

aim assist). These device makers defennl thelusion ofscripting features by saying

c

0o m

they fAenhance t he gami nganéwepreaverdesignedtot hr ough

29



facilitate cheating through the injection of unauthorized exploits or the manipulation of
image data, and it never wil{Cronus, 2024)Other examples of external tools include
monitors that us@l processing and image generation based only on video data to
provide Extraensory Perception cheats by overlaying data directlthe monitor

(Piltch, 2024) There are even ways to combine multiple external tools like these to
enableeven more powerful cheats by using a second computer to orchestrate multiple,
independent external devices to perform complex tasks such as fudliautath

completely external tookOrland, 2021)

A machine learnindgpased anomaly detection model that can operate sadesr
seems practicabuilding upon the work that has already been done in this sparse
would enable video game developers hostiognpetitive gamet have player input sent
to a central server (whetheompetingsynchronoushpr asynchronous) to identify
cheating players and reduce their impact on fair competition, player retention, and
revenue generation without using intrusive chsiae anticheat software. Because this
appoach involves analyzing input sequences from playtarsay be possible for a model
to be tuned and applied to a wide variety of gariéss problem space has prior work
focused on specific genres of ganmostly firstpersonshootersand some massively
multiplayer online gamed.he author provides a machitearning approach to
identifying cheatindpased on user inputs for racing games without the need for local

software installation.
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Chapter 30 Methodology

3.1lIntroduction

This chapter provides detailed description of how the research was conducted,
from raw data to evaluating the research hypoth&®hsn searching for video games
that are wellsuited toevaluateour hypotheses, wasnecessary to find games for which
sufficient data are publicly available. Most competitive video games operate using closed
source softwarand interacting witlservers that are owned and operated by the game
developers. This presents an issue for the-tenm viability of these competitive games
as they requé ongoing support from developers to continue to play them competitively.
This model also presents a challefigreobtaining access to sufficiently largeounts of
playerinput data to analyze. Considering that nadghe prior work in identifying
cheating using machine learning was focuse#imsi-PersonShooter(FPS)games and
collected data from local area network competitive sessions, there also exists an
opportunity to apply machine learning to other types of competitive games that have not
been agxtensively researched. Competitive racing video games preepanticularly
interesting opportunity to apply machine learning to a new type of competitive game
while also providing other benefits.

There are several racing video games that have a large community of competitors
who have competed fonany yearstypically using the replay ghost functionality. As
mentioned irChapter 2the racing game Stunts wadeased in 1990 and still has annual
competitions that require players to submit replay {iMsKracken, 2024)Replay files
like this provide a small file that can be watchadlalyzedand verified by other players.

However,while these competitions have been going on for @deyears, the number of

31



players who participate mmall(a few dozen)Thus the task of manually reviewing the
replays for suspicious behaviortenableand the sample size for machine learning is also
small. Two other racing games seri@dgario Kart and Trackmani&ave more recently
released games that natively support online leaderboards and hatensadéimillions of
copies(Nintendo, 2024; Ubisoft Nadeo, 2023)

Trackmaniawvas the subject of the manual identification of cheating discussed in
Chapter 2 and allowssersto download replay files frorather players on their
leaderboardAlthough Trackmania verifies the legitimacyudloaded runs on server by
pl ayi ng back toboafirmtaptHerapjapcempletesheurdce (anthe
time it takes to do sQ)players were still able to cheat and submit times using external
tools without being detectddBi e Ek ows ki & .Kj el dsberg, 2021)

Ni nt eMadooKarsseriescomprisegacing gamesontainingmultiple game
modesincluding Grand Prix, Versus and Time Trials. The Time Trials mode pits players
against the clock, aiming to complete eaatecoursavith the lowest time possihle
saving the best times toleaderboardlime Trials has included a replay capability since
the first game in the series, Super Mario Kart, in2Lg@t a few years after the technique
for doing this was pioneeredthHa r d Dr i v.Playérsnveraalsd dbleoSave
theirbest replay to theicartridge but they could not share this file with other
competitorsBeginningwith the second gama the seriesMario Kart 64, the developers
i ncluded @cour steegank desetopment stdtirepkayers t rabey
againstMario Kart 64 also alloweglayers to save their ghosts toexternal Memory
Pak device and share their ghosts with friefdish Mario Kart Wii, Nintendo provided

native online functionality that allowed players to submit their bestygptaa central
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leaderboard where other players could see the top times and download and race against

ot her playersd ghost s.

3.2Data Sources

Mario Kart Wii replays can be saved locally and uploaded to a central server for
verification and sharingrhich provides a mechanism to collect and analyze player inputs
from many different sessionklintendo hosted awfficial online rankingand versus
competiti on Nwtendo Wk Gonrectiahwhick operatel r om t he game 0 ¢
release in April 2008 until the service was discontinued in May .208atling up to the
shut down of -FNGomnectonplageéssandYsiembers of the media
commented on the potential impact this would have on the hundreds of competitive
Nintendo games that relied on the official online infrastructure, including Mario Kart Wii
(Orland, 2014)Fortunately for the playersight as the official service shutdown, fans
made unofficial replacements such as Wiimmfi that enabled online gameplay to continue
using servers hosted by fafWiimm & Leseratte, 2014, 2020%ervices like thikave
allowed online competition to contina@dhavesupportedinofficial modifications to
theMario Kart Wii gamethat added new courses and modase of the most popular
and most extensivef these modificationss Custom Track Grand Prix Revolution
(CTGRR), a modification that includes integration with a central server to share ghosts
on a leaderboard.

CTGPR wasan opensource project A . AChadder zo Cuonéldwi ck, 2
May 2015, when local antheatwas added A. A Chadder zo Chadwi ck &
2024a) The source code for newer versions of the software lsmger publicly

available to reduce the likelihood that cheatans find ways around the aiafheat
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featuref A. fiChadder z0o Ch adwWhusdontiduingtheahemeiseek , 2019
in Section2.6 of anticheat software remaining closedurce and using security through
obscurityas a security control when combating cheating. GR3Rteradded support for
online time trials leaderboards in June of 2@h6 theassociated websit®w hosts over
five million recordsfrom overseventyfive thousand players A . AChadderzo Chad
& Chadwick, 2022)and receives over a thousand new replays each day, on a{ferage
AChadder zo Chadwi c.Khed&adéboardswaontaiik the tidhés 2chievid
as well as detailed metadata about the sesdomy with thefull replay file. Thesereplay
files are, thus, publicly available online in large numb€MGRR, in conjunction with
Wiimmfi, alsoruns local antcheat software that has been regularly updged
AfChadderzo Chadwi ck & Chaahwhasdnactve024a; Leser
community of playersnonitoring submitted times and manually reviewing their
legitimacy(Leseratte, 2022Because of the security controls in place on CTR@PReal
Time Attack RTA) rankings, thewuthor considers replays on its leaderboards to be
performed without the aid of external tools éhreating and thus can be considered
legitimateRTA runs.The author acknowledges that there maydpdays purporting to be
RTA that have used tools and recognizes this as a limitation of the datdsetwords
of the CTGPR administrators
fWe believdthe leaderboardsp be as accurate as possébl®Ve have tried to

remove all times wher@eople have cheatedjuté can never be 100% sure
( A. AChadderzo Chadwick & Chadwi ck, 20240

In addition totheactive competitive scene ftdario Kart Wii using CTGPR, the
game has separateommunity of players who openly utilizxternal tools to play the
game.Using tools tchelpplay a gamenakes it a ToeAssisted SpeedrufTAS) as
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opposed to an RTA speedrun in which no external tools are perriittadded theuse
of tools is disclosed and permitted by the competi®oTAS is not considered cheating
(Welcome To TASVided&24) These playerbaveshare thereplaysthey produces
Revolution Kart GhostRKG) files since20150n mkwtas.comwherehundreds of
replays are publicly availahle

While we have established thaplay filesarepublicly accessible in large
numberdor both RTA and TASeplays of Mario Kart Wii, it is necessary to obtain and
organize theséles so that they can be analyz&fore downloading replays though, we
need to choose which replaye plan to analyzeCTGP-R contains hundreds of courses
but onlythirty-two of these were included in the original game developed by Nintendo.
These are ththirty-two original official courses anthese generally have the most RTA
replays available and theost TAS replays availabl&g, it is thesethirty-two courses
that offer the bestet of replays to analyze for both RTA and TAS.

In addition to coursedario Kart Wii players compete in both achieving the
fastest race (three laps) and the fastest lap (single lap); however, we will focus only on
analyzingfull three lap racet ensure that the entire replay file is both relevant and
comparable to other replays of the same race. The fast lap replays would shaueie
laps where players are not focused on playing aredl thiswould introduce unnecessary
noise and may be difficult and tinRm®nsuming to remove.

The game we analyze should, ideally, have a highaiiihg asthis enables the
game tahave a longerm, deep competitive landse&ap-or a game to have a high skill
ceiling, it must not be trivial to play perfectijearing that as players develop more

advancedechniques and become more adept at consistently implementing them, they
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continue to be rewarded by better tinjkgonay, 2019) In fact, some developers argue
that the ideal skill ceiling is one that is impossible to ever réaohier Hochstetler et al.,
2021) This is an important feature in competitive games as it allows highly skilled
players to differentiate themselves from less skilled players, allowing the better player to
win while also permitting long term progression for the skill level of the best players to
continue to increase over tim& high skill ceiling also, thuggivesplayersan
opportunity toimprove their performancasingexternal tools t@xecute maneuvers more
optimally so that theilTAS performance can exceed their oRMA capabilitiesandeven
beyond the be®RTA players in the worldThe authomishes to identify this type of
behavior programmatically thus it is important for the subjet#o game to have a high
skill ceiling to ensure that it is not practidak players to play perfectly (at least not
without the use of external tool€3ames with relatively low skill ceiling such as ¥ac
toeandConnect 4have been fully solved with an optimal strategy proven and achievable
by players without external too{#llis, 1988; Patashnik, 1980)

Many modern gamdsave complex game engingstcreate game complexity
thatenablegplayer performance to increase as skill incregGedla & Farmer, 2013)
Even olderless complicated games developed by Nintendo have been shown to be
complex enough to beomputationally hareh terms of just identifying optimal strategies
(Aloupis et al., 2015)

Mario Kart Wii, whetherspecificallyintended by the developess not, provide
a vast array of nuanced methods to drive faster legitimatedy players gainma
understandin@f the game engine amkecuteon strategiepased on this understanding.

The Mario Kart Wii speedrunning communagtively shares strategies with one another
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through documentation and vided®r example, there isfdty page strategy document
(CampbellMop & Kierio04, 2024which itself links to many other, more detailed
references such asaventeempage mathematical proof of optimal minrbo spacing
(CampbellMop, 2022)

While Mario Kart Wiipossessea complex definition of optimal play, the author
reviewed the CTGHR leaderboards for three lap races on the offtbiaty-two courses.
This wasinitially done without even needing to download any replay files, the author
downloadedhe top 2,500 times for each of ttiérty-two official coursedor analysigA.
AChadder zo Chadwi c.liAhigh skircalidgwhatadwards 2h6 2edt b )
players with increasingly good times is visible in these data as illustrated in the following
brief analysis. Taken together the race time distributsbrsvn inFigure3-1 appear to
be multimodal butby adding color for each individual course to create a stacked
histogram, we can we that this is becansearelooking at all courses togethdthe
coloration indicates that thmurses tend to take different amounts of time to complete.
Breaking courses into separate histograms, allowing them to overlap rather than stacking
their values, further illustrates that the race times for each course align to separate

distributions as shown iRigure3-2.
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Stacked Race Time Histogram for Top 2500 Players by Course
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Figure 3-1. Stacked Race Time Histogram for Top 2,500 Players by Course

Combined Race Time Histograms for Top 2500 Players by Course
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Figure 3-2. Combined Race Time Histograms

We can begin to see this better by moving the courses onto separate rows so that

they do not overlapThisillustrates the lefskewed distribution for each courag shown
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in Figure3-3. Note that the right side of these distributions abruptly ends due to limiting

the dataset to the fastest 2,500 race times per course. Also, the range for some courses are
muchwiderthan others, indicating a larger impact of skill on race time for those courses.
Every course, however, is leskewed indicating that the best race times are achieved by

relatively few players which supports the existence of a high skill ceiling in this game.

Mario Kart Wii Race Time Histograms for Top 2500 Players by Course
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Figure 3-3. Separated Race Time Histograms
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While thesehistograms show the distribution of players achieving given times,
another way to visualize the difference between top ranked players and lower ranked
players is to plot a line chart of all RTA times in rank order to see how times are affected
by rank seeFigure3-4. Doing this for every course illustrates a consistent theme: higher
ranked times have better race tinlbgsan increasing margifsome courseslso have
certain race times in which the impact of skill briefly plateaus (e.g., 21_rSL) before skKill
prevails and pulls down times further agdihere are multiple reasons this might happen
(such as a obstacle that operates on a timed cycle) but the key point is that that no such

plateau exists on any course at the top ranks.

Mario Kart Wii RTA Rank Analysis
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Figure 3-4. RTA Rank Analysis for Original Courses

Aggregatingthe times from all coursasgether bycalculatingthe averagéme
for a givenrank illustrategshe general trend we observed even more cleasdirownin
Figure3-5. The general trend is foace times tamprove significantly withbetterrank
and more significantly the higher the rafikis supports the existence ofiigh skill
ceilingin this game. In facit is not clear based on these data whether a limit exists, any
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time soon, for the performance of top players in terms of lower race time. This is because
we can see that the line is convex with race time asymptotically approaching zero at the

best ranks rather than approaching a specific race time.

Average Race Time Across All Courses
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Figure 3-5. Average Race Time Across All Courses

3.3Data Treatment and Feature Selection

Havingestablishedhat Mario Kart Wii has &igh skill ceiling that would allow
us to differentiate betweanore optimal and less optimal gameplag, meed to create a
dataset that can hesed by machine learning algorithms to produce a predictive model
This modelcanthenbe used t@answer our research questions tasl ourhypotheses

Doing this requires extracting information from tleplay filesinto a tabular formathat
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can beanalyzed by a machine learning library such as PyCaftikit-Learn Sklearn).
As noted inChapter 2while the concept of a replay file (which contains a record of the
pl ay er -®dsframerinpuisgis consistent across many different games and their
respective implementations, the format these gamet® gsare their replays is not
standardize@ndare typically proprietary. These proprietary formatscegigned by
e ac h gevelopdissand, typicallyithoutdocumentationThus, researchers must
reverse engineer these formats, which may contain compression or even encryption. In
the case of Mario Kart Wii, the replay files are storeRE& files, a format that has
been reverse engineered and openly documented ¢nknhe A Chadder zo Chadwi
2022)

We need to decode and process the RKG files to extract metadata information
(e.g., Player, Course)Ve then need to decompress and extract the player inputrahta
create a row for each frame of player input (theresixtg frames of input per second of
gameplay)This will provide all data available within the RKG, but it is also possible to
enrich the RKG with game state data (e.g., physics) by playing back the input in the
game.Storingall this information in on€ommaSeparated Values (CSYer RKG hen
provides a data source for machine learpinygcombiningthem all together into a single
data frameFigure3-6 illustrates the containment relationship and general hierarchy of

the dataset components. Further component details are described in &8ction
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Figure 3-6. General Hierarchy of Replay Dataset

After processing replay files to extract metadata, player input and game state
information it is necessary to verify the veracity of the extracted informati@onfirm
the extracted dat@recorrect. Where the resulting dataset contains invalid or missing
data, we must decide how to handle those entries (whether to exclude them from the
analysis or to populate the missing values wéhd data of some type). With a validated
datasetwe can then review the relatipeadictive value of its contents and remove
extraneous fields @hose thamay result irunnecessarily complex predictive models that
could perform poorly when used on datawhich it was not tiaed One method for
doing this is to create a correlation maandremove fields that are highly correlated
with other fields thaare then kept in the smaller dataset.

For categorical variablegshe author must decide howppeprocess these
variables so that machine learning algorithms can use them. Methods suckhas one

encoding can be useditderpret categorical variable numerically.
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3.4Model Selection and Training

RKG files contairtime-seriesdataas each frame comprises 1/6ff a second of
gameplay andll frames from the complete race are present, in time order in the dataset.
However, we are not trying to predict future inpat thus this is not a timeseries
forecasting exercise. Rather, we are tryinglemtify whethemlayer input is cheatedy
having used external tools when claiming to be R@A)ot Given thaour goal is to
classify input into one of two mutually exclusive categories,igradinary classification
problem We will thus apply machine learnimgethodologies that are appropriate for
binary classification problems. This includes botisupervised approachgsch as
clusteringand supervised approachsesh as random forest.

In both unsupervised and supervised machine learning, we will identify the target
variableindicating which inpug haveused external tools (TAS) and which have not
(RTA). For supervised machine learning, we illide our dataseinto training and test
datasetgincluding a holdback test set that will be used only for evaluating performance
and not for traininso that the machine learning modahbetrained(using the training
set)and then validated with-fold grouped (by Session) cregalidation.The resulting
mo d epkerforénancevill then beevaluatedusing the test dataseth ability to identify
cheated player inputhe best model can then be further tuned via hyperparameter tuning

to further improve model performance.

3.5Model PerformanceMetrics
A binary classificatioproblemhasa simple, four quadrantonfusion matrixhat

is typically structurecasshown inTable3-1.
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Table 3-1. Confusion Matrix Structure

Predicted Class
RTA TAS
§ E True Negative § 4 False Positive 3 |
O
()
2 |
i < False Negative 5 4 True Positive § |t

When dentifyingplayers who are cheating using external toskswant to
identify as much of the cheating behavior as
ability to identify true positives with its propensity to identify false positive¥hile true
positives are valuable and we do not walaiers to get away with cheating, false
positives can have a high cosalse positivesnay, for exampleresult in a player who is
not cheatindeingunjustly punished or even banned from the game which would remove
a legitimae player from the game agénerate negative feedback from play@usother
consideration is that since cheating is relatively rare (far less common than not cheating)
having a lot of false positives will introduce noise and create an unnecessary or even
unmanageableorkloadto manually revievandacton. Thus, even if theecallis
remarkably highindicating that model identifiesnost or even allealcheating is
correctlyclassified as cheating, the model may be of limited vatug creates too much
noise in all the false positives. For example, a model that classifies every input as TAS
would have a 100% recall, but it would also hau®@% false positive rate

Table3-2 provides a sample of model performance metrics that are relevant to a

binary classification problerfChicco & Jurman, 2020; Fawcett, 2006; Tharwat, 2021)
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Table 3-2. Relevant Model Performance Metrics

Metric Description Equation 3-1. Performance
Metrics
Proportion of instances YO YO
Accuracy correctly identified out of all T
instances Yo "YU Ov Ou
- Proportion of predicted positiv YU
Precision . . . -
instances correctly identified Yu "Ou
Recall Proportion of actual positives "YU
correctly identified YO "O0
Harmonic mean of precision 01 QwRIYQaE &
F1 Score C? =g o s
and recall. YO i QwQiYQé& & a |
Specificit Proportion of actual negatives YU
b y correctly identified "YO "O0
Matthews ) .
Correlation | Balanced metric true and fals YOETYO  TOw "00
Coefficient negatives and positives. "YO "O0 "YU "O0 YO "O0 "YO "O0
(MCQC)
Balanced Average of recall and YQOOIG Qo QQQm
Accuracy specificity C
Receiver
Operating . T
Characteristic| Ability to distinguish bet:/veen‘ Area under ROC curvgY Q w @
~ Area Under positive a_nd negative classef againstp "Y1 Q6 Q900
across different thresholds
the Curve
(ROCAUQC)

While many metrics existt is important to choose a metric or set of metrics that
do the best job balancing our objectivdsle also accounting for the type of dataset we
have.So, while a metric like accuracthg total number of correct cases divided by the
total number of casespunds appealing, it will tend to be overstated when the dataset is
imbalancedIn our case, we have a relatively small set of Waa compared to a
relatively large set of RTA data, a ratio that is also representativbaifwe would
expect to encounter in the real worldhus, we have aimbalanced datasétr which
accuracy would tend to overstate ttelative performance of a mod€lwusuAdjei et

al., 2023) To hedge against thisridency, we can look aeveral alternatives which have
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been detailedbovein Table3-2. Both precision and recalre helpful metrics and
between the two of them, théglp to balance the value of true positigeall) with the
downsides of false positivéprecision) The F1 score is a metric tr@mmbines the

benefits of these two metrics and thus is a good fit for our usé\aserijsbergen,

1979) The ROCAUC can also be a helpful metric when interpreting the ROC curve for

the suitability of the model across different thresholds.
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Chapter 40 Results

4.1 Introduction

This chapter presentse output derived from applying the methodology
described irChapter 3o the raw dat#éo devel@ a machine learning model that can be
used to test the hypotheses we defineBidntionl.6. The dataverecollected pre
processedeatures selected and then the models were trained and performance

compared. Thesesults are presented in the following sections.

4.2 Data Sources

Creating a dataset for analysis began with obtaiRiegplution Kart Ghost
(RKG) files. We neé a set of replays that are known to use external tdolsl-Assisted
SpeedrunsTAS]) and a set that aleelievedto not have used external tooRe@al Time
Attack [RTA]). Ideally, we would know for certain that the RTr&plays did not use any
external tools (which would be considered cheatihgn claimed to be RT&ut the
best we can do is obtain them from a trusted source that implecostsis to prevent
(e.g., anticheat)or catch(e.g., peer reviewgheating.

The TAS replay files are availablerakwtas.comandwere obtained bfiltering

https://mkwtas.com/all.phto runsthat had a ghost file (some authbesreonly shared

videoswithout the associated RKG filendwere full three lap race records. All TAS
replays available on this site were BestKnownTimes (BKT) when they were
uploadedout historicalBKTs haveremainedavailable and thuall courses have multiple
RKG files availableAcross thehirty-two courses140RKG files wereavailable,and

these were manually downloadialough the site interfac&he author also found one
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additional set o AS replays that werereated with the goal of mimickirthe same
strategies and movement techniques used by RTA pléSens, 2024) This provided an
additionaltwenty-eightRKG filesand is a interesting set of TA&plays for this praxis
as thé& author (Bynt)aimedto mimic the strategies used in RTA racesich provides a
good challenge for training and testing a machine learning model.

RTA replays were sourced from the CT-®Readerboardtor theoriginal thirty-

two tracks( A . AChadder zo ChadwGivwkthegoalmh adwi c k,

downloading several thousand RKG files, the author requested and received approval
from the webmaster toulk download many replaygownloads from a single computer.
Although aJavaScript Object Notation (JSOBBrvice is available on

https://tt.chadsoft.co.udk/index.jsatprovides accessnly to metadata and not the

replay files To download theeplay files, the author used the web interflackbadeach
leaderboardset tofipersonal best(so that each player had at most one time, their
personabest timefor each courseategory andfishow albto load all rows for each
leaderboardThe link tothe RKG file associated witkach row is on aubpage
accessible by clicking on each tinlhe link to the RKG filaisesthe sameaJniform
Resource Locator (URLgs that of the supagebut with an extension GiRKGO rather
thanthe AHTML 0 of the subpage The author used this fact to compile a list of direct
links to thetop 1LOOORKG files for each leaderboarly extracting the link to each sub
page, replacing thidypertext Markup Languag@éiTML) extensiorwith iRKGoO and
bulk downloadig the list of RKG files using a download managédario Kart Wii also
included twoofficial fistaff ghosté for each course that weceeated by Nintendo and

included on theriginal game disc. The author extracted thes®B4% files from the
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official game optical disc image (ISiPe) and included them in the set of RKG files for
analyss. Table4-1 summarizes the total number or RKG files by souxme that the
number of RKG files CTGHR is not evenly divisible by 1,000 because some leaderboard

categories on some coursemtainfewer than 1,00@ntries

Table 4-1. Summary of Replay Counts

Tools|Source RKG Count
CTGP-R 61,603

RTA Game Disq 64
MK TAS 140

TAS Bynt 28
Total: 61,835

4.3 Data Treatment

With all theseRKG filesin-hand the authoextracted the metadata and player
input fromeachfile. These are binary files comprised of a header that contains metadata
such as the race time of the replay and the course the time was set on followed by the
controller inputdat§ A. A Chadder z o The boatwllerinplt data2 0 2 2 )
comprises the majority of the RKG file size and is both encoded and compressed
(Wiimm, 2014) When uncompressed, the player input section contains an encoded
representati on o fsepardtecentpes faryach typs of inputpaylayerwi t h
provides (and the number of frames the inpasprovided for) The author wrote scripts
in Python toconvert allRKG filesto .CSV files. To do this, thredierarchicakypes of

fields were defined and populated shown inmrable4-2.
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Table 4-2. Hierarchy of RKG Fields

Hierarchy

Description

Field

Data Type

Folder

RKG files

Categorization of the

Tools
Category

Binary
Categorical (3ypes

Metadatarom the
RKG header

Player

Race Time
Track

Vehicle
Character
Date Achieved
Controller
Drift Type

UTF-16 (10 characters)
Seconds (3 decimgls
Categorical (32ype9g
Categorical 86 typeg
Categorical25type9g
Date

Categorical (4ypes
Categorical (2ypes

Frame

per frame

Player input, one row

Frame
Accelerator

Positivelnteger
Boolean

Drift | Boolean
Item | Boolean
Horizontal | [-7,7]
Vertical | [-7,7]
Trick | Categorical (3ype9
Note Thefolder hierarchyfields are not sourced from the RKtBeir provenance is
described in Sectio4.3.1

4 .3.1Folder-Level Data

The folder valueare featuresf the parameters under which the RKG file were
made rather than values contained within the filésis, these values were manuaibt
in thePython script based on the source of the replay files. Files that were kntaweto
been made with the use of external towése tagged witlfifTAS]oin the filenameand
stored in a folder namddl T A &hen they were downloaded from their soundee
categorywas tagged in the filenames during the bulk download process. Mario Kart Wi
courses have up to three categories based on the strategies pleatraited The Glitch
categoryis tagged with [GL] in the filename ampe@rmits playerso get the fastest
possible timedutinvolves exploiting ayame glitch to skifkey checkpoirgthe game
intends for players to pass throudihe Shortcut category is tagged with [SC] in the

filename and allows players to &aknintended paths (such as through walls) as long as
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players still pass through gdtimary checkpoints. The NShortcut categorgeplaysare
tagged with [NShnd requires playets take the intended path and pass through all
primary checkpoints

Both RTA and TAS runneliseep categories on separate leaderboards so that
times can be fairly compared while permitting playersampete in each category
separatelyWe are including the category each RKG adhered twirdataset in case we

wish to include this as a feature in our analysis

4.3.2File-Level Data

Each RKG file contains atadataabout thereplay it contains, some of which is
necessary to synchronize the input it contains (e.g., different characters and vehicles
possess differeqerformance attributes that change how they control) and some of which
is present only to identify details about who performed the waleen and wherd able
4-3 detailsthe structure of an RKG file for the filevel datawvhich can also be

considered the metadata associated with the replay.
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Table 4-3. RKG File-Level Data Structure

Type Field Location | Size Description
Offset |(Bits)
Date 0x09.4 16 |Stored as Years since 2000, Month, Day
Controller 0x0B.4 4 |Numerical ID of controller type used
Context |Player 0x4C.0 | 104 [10 character name in UTF-16, within Mii Data*
Country 0x34.0 8 |Numeric ID of country where set
State 0x35.0 8 |Numeric ID of state where set
RaceTime 0x04.0 24 |Stored as Minutes, Seconds, Milliseconds
Ghost type 0x0C.7 7 |Indicates whether player's best, world best, staff ghost
Attributes |Face button count 0x88.0 2 |Count of face button inputs
Direction Count 0x90.0 2 |Count of direction inputs
Trick count 0x92.0 2 |Count of trick inputs
Track 0x07.0 6 |Numerical ID of course played
Syncing Vehicle 0x08.0 6 [Numerical ID of vehicle driven
Character 0x08.6 6 |[Numerical ID of character used
Drift Type 0x0D.6 1 |1 = automatic, 0 = manual
Compressed 0x0C.4 1 |1 =compressed, 0 = uncompressed
Input Input length OxOE.O 2 |Length of input when uncompressed
CRC Last 4 bytes 32 |Cycle Redundancy Check of uncompressed RKG file

Note: Mii Data is 74 bytes and includes user profile information such as birthday, favorite color and av

A hex editor shown inFigure4-1, was used teiew the contents akepresentative

RKG files toverify the structurenatched the documentation published by reverse

engineering effort§ A .

AChadder z o TheE toatehts matdhed expertatidns

andenabled the author to develop and test scripts to extract these at@iditssre

them in a tabular file for later analysis.

[SC]_[RTA)_[32_r.12CED1ABLF525, rkg
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RKG contents were further verified usiRIiKG Viewer, an applicatiorthat opens
RKG files and presents its contents in a hureadable formatRKG Viewer also
presents the names of fields when identifiers are stored in thEdilexample, the same
RKG file shown in the hex editor Figure4-1 aboveis shown inFigure4-2 belowusing

theRKG Viewerapplication.

B8 RKG Viewer v2.2 - [SC]_[02m5355968909]_8A_05_CBE1D2A2CEC2F6771D754CA12CEDT1AQ1F525.rkg - X
File  Utilities Help Pg{:‘gl
Ghost's information Ghost's race time
i data Course sl
“‘ W3 B8R 22 39N
L e N64 BOWSERS CASTLE pui’arl JoTOR S-S ISl SA RIS JUIGR SO INGTO 10!
G o e | - 0APQ 00 198 999 (APG 00 100 (000
Male ¢ N KPS ® 1300 . QW X7 00 100 000
Birthd . — @ . g
= ﬁﬁ“ a GEp API00100.000 PGB 100 000
Not set Not set Courtry e Countdown
Yo Mowh  Day Drift type
. 2023 1 21 Manual @ 8 @ @@Q
Export Mii data file State Ghost type Player
(14 0x26 - CTGP ghost Frame: 6840 |21 /10646 Speed: 70 & > 1] =

Controller Input Data

Compression Input
Compression state Ghost player
Compressed (YAZ1)
Extract )
P f
> | ¢ A

Q 0 )

)
Inout count

Tricks Face buttons Directions
3 123 1020 View individual buttons count

Figure 4-2. RKG Viewer Example

A Python script was writteto procesfKG files such thahefile-level metadata
werestored in a&CSV file with one column pefield and one row per sessidiach RKG
file contains a singleessionso the script iterated through all files in a directory to create
multiple rows until all RKG filesn the directorywere processedletadata values that
were stored as numeriddentifiers (Ds)were storeds their associated plaintext values
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using lookupsDoing this made it clearer which fields weategoricaland which were
numericaland alsq helpedthe researcher interpret valuasre quicklywhen doing

exploratory aalysis.

4.3.3Frame-Level Data

The majority ofeach RKG file is comprised tiie controller input data player
entered throughout thentire racesession containgd the replayWhen uncompressed,
the player inpusectionof the RKG fileis always 10,100 bytes longhe game achieves
this by adding padding to the end of the race inpte length othe playernput is
stored in the headanddepend®n the complexity of the controller input and the length
of the race. The player input datgestored in a&compressedaz formatso that the files
are smallewhen storing and transferring théMichael Steil, 2007)When
uncompressedhe player input sectionas separate entries for each type of input a player
provides (and the number of frames the input is providedAtthough Mario Kart Wii
supports controllerthat havea dozen or mordifferent inputs theRKG file only tracks
six as theseix are the only inputs necessaoysynchronize playbacik hese six player

input fields aresummarized imMable4-4.

Table 4-4. Player Input Fields

Input Range | Description
Accelerator mip o | 1 =pressed, 0 = not pressed
Brake / Drift Tip o | 1 = pressed, O = not pressed

Item Tip ¥ | 1 = pressed, 0 = not pressed

Trick mht ¥ | 0 = no trick, 1 = up/wheelie, 2down, 3 = left, 4 = right
Horizontal Tip Ty | Analog positionQ = full left, 7 = neutral, 14 = full right
Vertical Tip T | Analog position, 0 = fuldlown, 7 = neutral, 14 = fulip

Note: Technically brake and drift are different buttons, in practice éneythe same
Also, while Horizontal and Vertical are stored as [0,14], we convert this-T94 fange
so that 0 is neutral as this is interpreting this adjusted range is more intuitive.
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In the Time Trialsmode Mario Kart Wii generatesixty visualframes per second
and polls for user input on eveliname. As such, the RKG filmustcontainuser inputat
up tosixty frames per irgame second he logic for thePython scriptdeveloped to
extracttheuncompresseglayer inputinto a tabular formas to iterate through and
expand the player input such that each row in the table represgntde fame.To do
this, severcolumns were created. One column to trackstiiguence of the frames in the
replay session and the other six to triekinput the player was holding on that frame.
This way, each row of the table contaihse input the game needs without the need for
any context of prioframes.Figure4-3illustrates how theseomponents (at thielder,
file, and frameevel) were assembled from their sources intalde for use in machine

learning.

ly Drive\ D.Eng\2024 Pra; X

Folder Frame (From RKG) |
Session|  Context uttributé Syncing Frame | Play i
Category| Tools [Session| Player fe Achietontrolletace Tim| Track | Vehicle PharacteDriftTyp( Frame |ccelerat{ Drift | Item Jorizontd{Vertical| Trick
32 1BC |Flame RyFunky Ki

32 rBC| 7 2731 1/21/23 |Classic 173.6 Manual 6833 0] 0 - 0
5C RTA 32 1BC| 7 2431 1/21/23|Classic 173.632_1BC |Flame R}Funky KiManual 6834 1 0] 0 -7 0 1
SC RTA 32 1BC| 2 1731 1/21/23 |Classic 173.6/32_rBC |Flame RyFunky KiManual 6835 1 0] 0 -7 0] 0
sC RTA 32 BC| 2 /3| 1/21/23|Classic 173.6/32 1BC |Flame RyFunky KiManual 6836 1 ) 0 -7 0 0
sC |RTI\ [32 fBC| 7 22731 1/21/23|Classic 173.6/32 1BC |Flame RyFunky KiManual 6837 1 0] 0 -7 [1) 0
SC |RTA [32_1BC| 7 2781 1/21/23|Classic 173.6/32_rBC |Flame RyFunky K{Manual 6838 1 0] 0 -7 0 0
sC |RTA [32 rBC| 7 2231 1/21/23|Classic 173.6/32_tBC |Flame R{Funky K{Manual 6839 1 0] 0 -7 0 0
SC |RTA [32 fBC| 7 2781 1/21/23|Classic 173.6/32_rBC |Flame RyFunky KiManual 6840 1 0] 0 -7 0 0
SC RTA [32_BC| 7 /%1 1/21/23|Classic 173.6/32 1BC |Flame RyFunky KiManual 6841 1 ) 0 -7 0] 0
sC RTA [32 fBC| 2 223l 1/21/23|Classic 173.6/32 BC |Flame RiFunky KiManual 6842 1 0] 0 -7 [1) 0
5C |RTA [32_1BC| 7 731 1/21/23|Classic 173.6/32 1BC |Flame R‘Funky K{Manual 6843 1 0] 0 -7 0 0

Figure 4-3. Data Source Flow to Dataset
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4.3.4Enriching Frame-Level Data

The RKG file does not contain any game state information like posiabogity,
or any othephysics informationHowever, this data does exist and, beciliseo Kart
Wii is deterministicjt is possible to generate this frategel game state information
from the RKG files.

Game statenformation can provide important context of the situation a player is
in such as their position and speed relative to other objects. This type of inforreation
important for understanding the decisions playeakes and is a concept that exists in
traditionalsports(Caley, 2013; HToF, 2023; OSC, 2016; Somers et al., 2@&detop
gamegHagens et al., 2024; Zhu et al., 2028)deSportEng, 2023; Joens et al., 2024)
We discussedome of these papers@hapter 2which demonstratetthe value of game
state information in identifying cheating behavior

While game state information caatbe extracted directly fromraRKG file, it
can bederived from replay filesypfeeding the input into thgame monitoringandthen
storingthevalues ofrelevant memoraddressefor each frame of input. There are three

mainways that this could be dorgummarized ifTable4-5:

Table 4-5. Alternative Methods of Calculating Game State Data

Method Speed Considerations
Original hardware | 100% Requiresspecialized physical hardware
Emulated hardware ~300% Requires a fast computer with a dedicated GP

Physics simulation | ~1000%+ | Requires game engine code torbeerse
engineeredo ensure the physics engine is
completely accurate.

Calculating game statiata requires the player input toread in sequence so

that the game state values can be calculated based playkeinputPlaying on original
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hardware requires the input to be provided to the game through the physical controller
ports, whichrequires specialized hardwarkhis, however, is only part of the challenge
with original hardware. We would also netedcalculate and consistently feedet of

inputs tothe game tdoad the appropriatgettings (e.g., course, vehicle, character) for
each newRKG file using controller input to navigate the menddditionally, we would
need to devise a way &xcess and thestore the game state informatisomewhere.

This would either require modifying the game so thatrote this information to the
memory cardr physically tapping into the memory bus and monitokiatyes.Thus,

this approach requires specialized physical hardware, complicated logic to load
successive replays and cannot run the game faster than 100% speed.

Nintendo Wii emulations relatively mature anthere is an opesource emulator,
Dolphin, thatperforms well on modern hardwaasad supports scripting through the Lua
languageDolphin can runover 97% of Wii gamesncludingMario Kart Wii. Dolphin is
also the platfornTAS playersuse to develop thelFAS replaysand thus many tools exist
that could be modified and repurpogedachieve our goalfRibeiro, 2020/2024;
TASLabz, 2023/2023a, 2022/2020plphin is ahardwareemulator,meaningt runs the
entire Mario Kart Wii gamgenot just the physics engind’hen running orcapable
hardwarewith a dedicate@raphics Processing UniGPU), each RKG filecan be
replayed aB00% or greater speedmpared to theriginal hardwareAlso, the
emulatob s Lua scr i pt iamgtivesneghgnien to strgam player thgusto
the game as well as tarite out memory values to a file.

A physics simulatiorranformulaically calculate game state values without the

need to calculate extraneous informati&e textures and soundshis providsthe
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lightestweight method of calculating game state informatiodcould, as a resultye
practical touse on darge volumes of replay file&ame developers who hanede(and
thus have access to) the video game sourceaartereate a physics simulatittnenable
serverside analysis and validationatargescale This is, presumably, how Nadeo, the
developer of Trackmania games, performs geside validations oneplay sessions
(Bi e ®kows ki & .Knpfetundtelyfoe usgMario K&rt2\ii is a closed
source game and has not been fully decompiled through resegsseering efforts.
Although a physics simulation project existeyelopmentvashaltedin favor of
completing a full source code decompilat{@tebler, 2021/2022PDncethe Mario Kart
Wii decompilation project is complete,dbuldbe used to create a lighteight physics
simulation.As of the time that this praxis was developed, however, a Mario Kart Wii
physics simulation does not exist and the decompilation projstili i development
(riidefi, 2021/2024)
The author chose talculate game state data using the Dolphin emulator by

usingLuaand Pythorscriptsto enable the following workflow:

1. Place all RKG files we wish to obtain game state datanfarsingledirectory.

2. RunaPython script tdbatchextract inpus per frameto one CSV file per RKG

3. Launchthe Lua Core Dolphin emulator anmhldthe Mario Kart Wii ISO.

4. Navigate to time trialdoad a levelpause themulator,andcreate a save state

5. Runalua scriptthat

a. Loads the first file irthe chosemlirectory.
b. Explicitly setsfile-level syncing dataalues inmemory(avoiding the need

to navigate the menus to change these settings)
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c. After the course loadfgegins streaming player input geame.

d. Saves relevant game state valuesalomns in a new CSYile.

e. lterates througthefiles in thedirectory until all have beeprocessed.
6. Un-pause themulator(ensuring emulation speed is uncapped)
7. Monitor progress and values files containing game state data@eated.
8. Once complete, runRython script to append game state columns tdildéhat

containedhe contents extracted from the RKi&.

The above workflow allows us &ave any memory values we desire daaime,
butwe need to determine which addresses may be usefidentifying cheating
behaviors. If a cheat@erformed memory manipulatipas described igection2.2, to
forcibly change memory addresses diregtlth an intent to alter thattributes of the
vehicleor its position theywould alsocause the replay to desynchroniakimately
resulting inthe replay achieving a different race time (or, more likely, failing to complete
the racadue to driving completely off cours@jhus, weare notooking for values that
have been changed by thlayer Rather, we are looking fonemory addresses whose
values mayndicate telltale signs of cheatinga external tool assistanc€he Nintendo
Wii has 88MB of RAManda tygdcal Dolphin savestatior Mario Kart Wii (which
contains all game state data relevaribsa to the exact frame the save state was made)
about 25MB While thismay notsound like muchwe are analyzing tens of millions of
framesacross our entire datasatdding 25MB to each frame (of which there anety

per second) would adid500 MB of datger secondo our dataseflo put that in
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perspectivethat iseighty-threetimes more data per second than the maximum bitrate of

a 4K Ultra Hgh Definition Blu-Ray disc(Blu-Ray Disc Association, 2015)

Equation 4-1. Full Game State Data Rate Comparison
CUOZETM PULMTM

Y& o
w 7 U W
PTT W Yys PO

Savestates are alstored ina compressebinary format thatve would needo
extract specific value® columns to be used in machine learning. Even if this were
possible, we would beealing with petabytes of datan the order of a million times
larger than the dataset we ultimately irsthis analysisWe, thusneed to apply some
discernment when choosing what memory values are likely worth staviagalysis
The memory addressased in this praxis were chosen basedaluesthatare
commonly usd by Mario Kart Wii TAS players Some of thanemoryaddressethat
TAS playersmonitorarefor comparing their locatioto that of a ghost they are racjng
but we areevaluating each ghost on its owm those are not relevant hdrestead, we are
interested in game state values that provide ingighthe movement the player is
making relative to the game world.

Searching fousefulmemory addresserequires sommols,techniquesand
patienceFortools, we ould use ageneralpurposanemory scanndgrdebugger such as
Cheat Enginéthe tool we discussed in Sectidr6 for its ability to create cheata)ich
allows users to search, filter and saymputer memory with an extensive set of
parameter¢Byte, 2015/2024)CheatEnginewould be useful for finding memory
addresses in a modern computer game,@nigvenoperate in kernel mode to identify

addresses ikernel space. Howevespme more purpodauilt solutions exist for our use
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caseFor example, the Dolphin emulator has a native tool for searching maittoough
it hasrelatively limited functionalityaldelaro5, 2017)A better option for our purposes
is theDolphin Memory Engingwhichwas built specifically for the Dolphin emulator
and is an active open source projaitielaro5, 2017/2024)

Before searching faddressest is necessary tdefine a goal andeterminewhat
values are of interegtor example, if one wishds determine howast a specific vehicle
and character combination is, they niagk for the location othe vehicle and character
specific attributesuch as acceleration and top speed. However, they may also wish to
directly measure the speedgame, regardless of what the attributes are that result in that
speed for a given situatiomo do this, one can use a memory scanner or debugger
application to logically search for variables of interest in meni@ano, 2016)In our
casewe arelooking for attributes of a specific replay that coplavide telltale signs of
cheatingusingexternal tools. Location and velocity fieJder examplemay be helpful
for identifying thistype of behavior as those are fields that Speedrunnersaiifibeio
optimize.

Let usassume thawe arelooking to measure the vehi&espeed in multiple
situationsWe could use the following approach:

1. Load a race and wait until it begins

2. Without moving, filter out any values that aeanging
3. Move forward, filter to only values that are increasing
4. Stop, again filter out any values that are changing

5. Reverse, filter to only values that are decreasing

62



Any values that remain are candidates for position or speed values. Some may be
related values (such as thesareen speedometer value) which can be interesting but,
ideally, wewant tofind thedirectvalue the game considers to be the position or velocity

for a specific axis. To test this, we can poke or freeze values to test whether these actions

result in directly affecting the vehicleds s

whether the values the one we care about. This is a simple exarpdein reality, it
may be necessary to trace and reverse engineer the behavior of the gaifiRsiogic
Dark Byte, 2016)

One complicating factor when searching for key variabldédarno Kart Wii is
that their locations in memory move around depending on a variety of factors such as the
course chosen. Thus, to consistently reference variables across multiple sessions, it is
necessary to use offset values for the pointdrankfully these offsets and an extensive
set of classes and variables have been publicly docum@mé&iLabz, 2023/2023b)he
author chose to enrich the dataset with game state variables that are frequently used by
Tool-Assisted Speedrunners and are related to or indicative of the use of optimal
strategiegCampbellMop & Kierio04, 2024)

In total, seventeen new game state fields were chosen across five types. It is
possible that some useful game state fields exist that were not inchadcbnal
research could be done on this topic. Of the field types chasatidnvaluesgive
precise detail about where the player is at any given frame, including how far into the
race the game considdlss location to be. Note that the samegactlocationwould have
a Race% that differs by plus or minus an integer multiple of 100% depending on what lap

thatlocationoccurred Rotation valueslefine avehicldd s o r i e n t-dimensonal i n
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space as itan rotateabout three axe®r any given locationRaw speedaluesare the
derivative oflocationwith respect timgcalculatedy takingthe differencéoetween the
location of thecurrent frame and tHecation of theprior frame.Velocity values exist in
two main typesn Mario Kart Wit internal and external. Interndklocity (IV) or engine
velocity represents the velocity that the vehiateempts to drive at. External Velocity
(EV) is the aggregation of all other forces acting upon the vehicle (e.g., gravity). Player
State fields track vehicle states related to gaining or losing speed based on player actions
such as charging a miturbo.

The key game state memory addressetuded in this enrichment procem®

enumerated iTable4-6.

Table 4-6. Key Game State Memory Addresses

Type Field Data Type Description
X Float |Current location horizontally along the X-axis relative to the course orig
Location Z Float |Current location horizontally along the Z-axis relative to the course orig
Y Float |[Current location vertically along the Y-axis relative to the course origin
Race% Float |Percent complete of race, increases by 100% for each lap, ending at 4
Pitch Float |Current nose up or nose down orientation
Rotation |Yaw Float |Current nose left or right orientation
Roll Float |Current rotation about an axis running from nose to tail
Xspd Float |Change in X position between the current frame and the prior frame
Raw SpeedZspd Float |Change in Z position between the current frame and the prior frame
Yspd Float [Change in Y position between the current frame and the prior frame
Xev Float |Velocity component along X-axis due to external factors (e.g., gravity)
Velocity Zev Float |Velocity component along Z-axis due to external factors (e.g., gravity)
Yev Float |Velocity component along Y-axis due to external factors (e.g., gravity)
\Y Float |Internal Velocity of the vehicle without consideration of external factors
Airtime Integer |[Count of concurrent frames not touching the ground
Player StatqWheelieTiming Integer |Count of frames ridden on rear tire
MTcharge Integer |Increments as player builds a mini-turbo boost up to 271 for full charge

Note that while IVtechnically exists as a thremensional vectoiit is typically
viewed by players asnly a single float in théravel directionEV, on the other hands

generally vieweds athreedimensionalectorbecauséts Y (vertical)component and
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XZ component have different consequenéesdiscussed iection3.2, Mario Kart Wii
has a complicated set of parameters to optimize when aiming for optimal play. There are
many nuanced techniques that top players incorporate such as soft drifting, optimal
wheelie timing, optimal boospacing low tricks and many morg&ampbellMop, 2022;
CampbellMop & Kierio04, 2024)The goal of this praxis is not to directly understand
and monitor each of these techniques (and the associated methods for cheating optimal
execution), rather, it is to identify suspected cheating without the need for specific
technical knowledge of whi required to perform these techniques. Thus, we are
including relevant data in the dataset that theoretically could identify cheating behavior
without explicitly defining detailed cheating criteria. Our goal is to train a machine
learning algorithm baskon reallife replay data, not based on a theoretical knowledge of
specific strategies.

Enriching the dataset thatriginally, only contained data sourced from the RKG
and its metadata nearly doubles the number of available featuresiffot@erto thirty-
five. The resulting thirtyfive column table is then our final source of original data
still have some derived attributes to add, describéd3rg for our machindearning
processFigure4-4 illustrates how these folder, file and fratheeel components were

assembled from therespectivesources into a table for use in machine learning.
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Figure 4-4. Enriching The Table with Game State Data
4.3.5Deriving Calculated Fields

In Sectiord.3.4the thirty-five-column table was described as our final source of
original data, but it does not reflect tdhturesof the data framéhatwe will use for
machine learning. Some derived values can be beneficial for machine learning
algorithms particularly when working with timeeries dateEach replay sessidrasan
averageof over fivethousand framesach representingj ¢ m TSI @ @ p G .
Most machine learning algorithms that are veglited forbinary classification problem
are not directly able to consider time dependendésare not attempting to predict
futurevaluesbut we do need a way to consider changes over time. It is likelwkilat
anyone frame of a replay may not be suspicious on its tvenchange frornthe prior
frame to that frame or from that frame to the subsequent frame may be.

Tointroduce these variances over time into our datagstan incorporate time
based features-or the purposes of this praxis, the author chose to add-feaneie
features thatepresenthe difference from the prior frame to the current frafee.

accomplish this, wased Python and the Pandas librargroup our dataset by Session,
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sort by frame number and then compute the differenframelevel numerical features
(e.g.,0Accelerato§ 6 Ho r i zboPni tewc) @ween consecutive "Frame” entries for
each "SessionThis enablesnachine learning algorithms to include some temporal
elementsThese difference frames are calculated using the P&ataErame iif()

function as illustrated with the example of HorizontaEnuationd-2 andTable4-8.

Equation 4-2. Difference Frame Derived Features
WOEl Qae 808 A € E@EDAQA € € 0 WA
Where:
1 ' 0¢ i1 Qa éstheddange iDE | "Qa &aueéfiom the prior to current frame.
1 O¢ 1 "Qa ¢is thedwarrentOé | "Qd &alue.  a
T 'O¢ i1 Qa ¢ ¢imthepreviousOE | "Qa &aue. ® &

Table 4-7. Derived Horizontal Difference Frame Example Values

Frame | Horizontal | aHorizontal Formula | aaHorizontal
1 0 m n NaN
2 7 X T 7
3 7 X X 0
4 3 g X -4
5 0 T O -3
6 -7 X T -7
7 -7 X X 0
8 -7 X X 0
9 -3 X o 4

Note: NaN means Not a Numbdhnere is no frame 0 so the difference is not defined.

While the change in value from the prior frame provides helpfights into
what changes are happening and the rate of those chang#ser valuablandicator of
how the player is interacting with the gaméasv long thevalue remains unchanged.

Additional calculated field werecreated to provide this insight into how ste#iky
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player inputvalues are, whicmayfurther indicate whether external tools are being used.

Equation4-3 shows how these values are calculated for the Horizontal frame count

feature with some examplesTable4-8.

Equation 4-3. Frame Count Derived Features

TOE | QA& £pd & p 'O | QA EOEREQG & &£ 0 O a

1 IMO¢ i "Qa éisagownd of consecutive frames with the sdmé i "Qa &alués © &

9 Qs ctuhre ent frame index that we ar e
9 Qs itnhdeex of future frames t M®at we ar e
9 ais the last frame in theOciu@usdadongsodr un

1 pO¢ i1 "Qa ¢ 0N aQa ¢ s ancvirson brackéK. Ye et al., 2024)hat
returns 1 if the condition inside the parentheses is true and 0 if the condition is
false.

Table 4-8. Derived Horizontal Count Frame Example Values

Frame | Horizontal | aHorizontal aHorizontal | #Horizontal #Horizontal
Formula Formula
1 0 T D1 NaN 0 pht  p 1
2 7 X T 7 N chh o 2
3 7 X X 0 Q ohd o 1
4 3 o X -4 0 thh 1 1
5 0 T O -3 Q vl v 1
6 -7 X T -7 0 e Y 3
7 -7 X X 0 0 xh oy 2
8 -7 X X 0 0 Y Y 1
9 -3 X o 4 0 ot W 1

Note: NaN means Not a Numbdhnere is no frame 0 so the difference is not defined.
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4.3.6Categorical Variables

Machine learning algorithms can generally only handle numerical variables. Some
Pythonpackages such as PyCaret can automatically interpret categorical variables as
numertal, but the default settings may not be ideal. For example, one method
interpreting categoricalariablesas numerical is onbot encoding in which each possible
value for a given categorical variable receives its own new column and rows in that
column are either one if that row contains the category that the column represents or zero
if it does not. The new columns represent an exclusive OR logical relatiassiy
one column for a given row can have one and the rest must be zero because the original
categorical column can only contain one value (assuming the original column is not
overloaded). Onéot encoding may work well for categorical variables treate
relatively few different valueas it converts it to a numerical value without implying
some ordinal significance. Howevéor variables that hae manyvalues, onéhot
encodingcan greatly increase tlidgmensionality of the dataset. For machine learning
algorithms this can greatly increase computational costs and a result-fittovgr
(Kampezidou et al., 2024Most of these additional columns will contain zeros most of
the time but the additional columns present problEmmany machine learning
algorithms.

Onealternative for mitigatinghe greatly increased dimensionality introduced by
onehot encodingfor categorical variables that havanypossibletypes is binary
encoding in which a unique integer is assigned to each category. Instead of storing this
integer directly ira single numerical column, which could imply some ordinal

significance of theandomnumberwe would convert the integers to binary and store
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their digits as separate columns. This apprakes result in fewer additional columns
being added butill doesincrease theumber of columngKlimo et al., 2021)

Another alternativés target encoding,reapproach in which a categorical variable
is encodeds a singlenumericalvariablebased on some relevant statistiat can be
calculated based on the categorical value to produce a number that is meaningful for the
categorical entries it replacé2argent et al., 2022for example, the Player field has
hundred=f entries because our dataset includes at mosseswonperPlayer per
Course pefategory.Using onehot encoding would require hundreds of new columns
whereas target encoding allows ustmvert Player to a single numerical column by
replacing the Playerds name with tBye Pl ayer 6
doing this, we keep Player as a single field while converting it from categorical to
numericaland, while doing so, using a value thashar el evant meaning. A p
average rankkely indicates their general skill level in the game and may prove to be a
useful aspect of the field@his was also done with Course by converting it from a

categorical (with 32 types) to a numerical based on the average race time for the course.

4.3.7Data Cleaning

The first stegakenin datacleaning was to validateahtheconsolidated
dataframe contained the number of sessions by Tool, by Category, by Gatinse
expectedWhere issues were found, the author went back to the original RNG files to
determine what went wrong. Some issues were found that were caused by special
characters contained in the Player ndha caused the comma delimitation used in the

CSV files to be off These were addressed by adding additional protections and checks
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aroundt he extraction and storage Ilinfatelythie pl ayer &

resulted in correcting the issues.

The next data cleaning step was to check the datafram@dsingvalues.
Multiple missing values were found for osessionand, upon further inspection, game
state dataveremissing for roughly half of the frames in the session. The authamnre
the replay through Dolphin to extragame state information again and verified that all
frames were extracted this time. The incomplete session rows were then replaced with the
corrected session table.

Missing data were also found on the first frame of every session. The derived
delta frame values contained Nalcause, as described3action4.3.5 thereis no
frame zero so the difference between frame one and the prior frame is undeimed.
author chose to remove these frames from the dataframe. Although it may have been
reasonable tase an imputation technique to define valid valiietle & Rubin, 2002)
such as teet the delta values fthe first frameto zero (effectively saying there was no
change), the predictive value of such a frabeng the first frame of inpuseemed
likely to be low anywayRemoving the first frame from every session also represents less
than a 0.1% reduction in frame count which is not a matexiaiction Having removed
the first frame, the auth@soconsidered removing additional frames at the stiagach
sessionThe first 240 frames of each sessamtur before the race begisstheir
predictive value seemed questatle However, Mario Kart Wii permits players to
reposition their vehicles before the race begivisich players typically dand hasa

tight four-frame windowto charge the engine for an optimal start bgGstmpbellMop &
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Kierio04, 2024) Thus, thanovement required tim the first 240 frames can be

complicatedandcouldpotentially provide evidence of cheating.

4.4 Feature Selectionand Data Exploration

In total, the author gathered a set of over sixty thoubarib Kart Wii RKG
files from four sources for full threlap races on the thirtiwo official courses. When
uncompressed and stored as CSV files with folder, file and ffewed data, the tables

included over four hundred million frames. The specific details are shoWhable4-9.

Table 4-9. Summary of Replay Counts with Frames

Tools|Source RKG Count |Frames
RTA CTGP-R 61,603( 404,126,782
Game Disq 64 523,917
MK TAS 140 694,056
TAS Bynt 28 178,496
Total: 61,835 405,523,251

With the contents of these RKG files converted into tabular forms, we can do
some exploratory analysis to identify interesting features and relationships. The analog
controller input (stored separately as Horizontal and Vertical values) provides a digital
guantization of the analog inputs. These values provide a unique opportunity to visualize
thedifferent styles of play between various players as well as RTA vs TAS. Either the
horizontal or vertical values can be illustrated over time with a line akahown in

Figure4-5.
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Horizontal Value per Frame for Session: [27_rDKJP] [02m18s7817255] 39 5D _FF555333FDC0664FDEOE4AB6DT85A163E924

Figure 4-5. Line Chart of(HorizontaI Value by Frame

While visualizing thehorizontal (or vertical) value by frame is interestitige
charts for different sessions tendalblook like one another (from a data visualization
standpointand dond6ét give the viewer a sense of
how that position changed over tin@@mbining both the horizontal and vertical position
by frame helps illustrate the | a yirgput it a way that is meaningfulhe author
improved upon tbse wo-dimensional line chartisy generatingnultivariate line plothat
showed threelimensios with Vertical on the yaxis, Horizontal on the-axis and Frame
as the color and width dfie lines Figure4-6 provides example charts for three sessions

on the same course, showinppw t he pl ayer6s input moved

Session: [01m1557141030]_67 B Session: [01m1552932942] 57 3 Session: [01m14s7997726]_ 29 C

-6 -4 -2 0 2 4 6 -6 -4 -2 0 2 4 -6 -4 -2 0 2 4 6

Figure 4-6. Analog Input Multivariate Line Plot

Note:Lines connecting earlier frames are thicker and purple, shifting to thin and red

While it was interesting to se¢bke similarities and differences in analog

movemenihen comparingnultiple sessionghe author furthemprovedthe
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visualizationdby creating trajectoriine plots with overlaid data densifywhich have
similarities to heatmap$dr analog input that shows both Horizontal and Vertical on a
graph.In this version, demonstrated kigure4-7, thethicknessncreasesand the color
gradient moves from purple to radthe number of times a specific path was followed
increasesThus,these charts allows to quickly see the most common positions and
movements with the analog movement. These charts visually show the different play
styles that players have with their analog inpMe can see that these inputs show

promise as features to differentiate play styles and thus, likely, the usage of tools.

Category: NS, Course: 20_rMR
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Figure 4-7. Top 6 RTA Player Analog Trajectory Density Charts

Using this same visualization technique to look at input from TAS replays, we can

sometimes see obvious differences. Notably, many of therggl8ys show less
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variation in analog movements with thick, red lines along consistent trajectories (which
are often along orthogonal paths at 45 and 90 degrees offNais)ll analogmovement

is obvious, but it can be visually distinct from typical RTA behawagure4-8 shows

charts of two TAS sessions demonstrating this common tendéppgndix Acontains

more examples of trajectory density charts for RTA and TAS sessions for every course.

Session: TAS_558 Session: TAS_675

-6

Figure 4-8. SampleTAS Analog Trajectory Density Charts

Analog input looks promising as feature for differentiated RTA from TAS
sessions and our dataset now th@zsens of featurawat could be valuablélighly
correlatedeatures, however, may be redundant and could present issues or needless
complexity when training our model. A correlation matas shown ifrigure4-9,
provides a quick way to identify highly correlated numerical variaddehat we can

consider removing variables that add no additional benefit.
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Figure 4-9. Correlation Matrix for All Numeric Variables

We can sesomesee two variables that are 100% correlated.vEn@bles
derived forchange in positioalong the X¥planeare, not surprisinglyl00% correlated
with raw speed variables since both are calculated as the change in position between the
current and prior frame (s@@able4-6). We can safely remove thE00% correlated
derived values since they are directly available in the original dalReset% is also
highly correlated with Frame, whicloes makaenses a race session will tend to be
making consistent positive progress (measured by Race%) as the race progresses

(measured by Framehjlowever, although the correlation is high, it is possible that when
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Frame andRace%differ significantly it is indicative of cheatingome machine learning
models aresensitive to correlated featurasd may result in overfittingo we can
consider excluding additional variables during the training process with the byproduct
thatfewer variableslsoleads to a simpler model that is easier to interiethra &
Pradhan, 2023)

While exploring the dataset, the author noted that althewghy visual frame of
the replay is represented as a unique aod nearly all frames contained player input,
only 16.8% of frames contained changes in player input. This corroboraeftichey of
themethod of compression used in RKG files for the player input which, as described in
Sectiond.3.3 saves input based on the number of frames each button i aielel4-10

shows the breakdown of input frames compared to all frames.

Table 4-10. With Input Frames

Tools|Source  |RKG Count |Frames Input Frames|% Input
RTA CTGP-R 61,603| 404,126,782 67,931,733 16.8%
Game Dis¢ 64 523,917 99,659| 19.0%
TAS MK TAS 140 694,056 113,648| 16.4%
Bynt 28 178,496 29,758 16.7%
Total: 61,835 405,523,251 68,174,798 16.8%

We know the cheating in this dataset was done uaihd input that produces the
claimed time when played back in the gafpegically, then, thenly frames of input that
canbe suspiciouare thosehat thep | a y e rshave chamged hus, only the input
frames need to be included in the machine learning prodessagainthat this does not
mean the player is not providing any input, rather, that said input has not changed since

the priorinput frame
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The author chose two sets of features so that hypotheses described in1Séction
could be testeddne for just player inpuds shown ifmmable4-11 and another superset of

this that addgame state data as shownTable4-12.

Table 4-11. Player Input Dimensions

Source Type Field &Fi e |l|d#Feld
= Course Averag
c
2 Metadata Race Time
>
0 [Sequence Frame
Accelerator &eAc c el e [#Actekemto
= - - -
2 |gutton Drift eDri ft #Drift
- Iltem el tem #ltem
9 Trick @Trick |#Trick
f—f Horizontal &Hor i z o [#iHosizontal
Analog - - -
Vertical eVert i c gVertcal

Table 4-12. Player Input Plus Game State Dimensions

Source Type Field eFi e |l|d#Feld
(@]
§ Metadata gggés_elz_ig\;erag
& Sequence Frame
= Accelerator &Ac c el e fHAacteemto
3 Drift &eDri ft #Drift
g Button Iltem el tem #ltem
“;—‘, Trick &Trick |[#Trick
§ Analog Horizontal &eHor i z o p#oazbntal
Vertical &eVer t i c @Vertcal
X
Location Z
Y &Y
Race% ®eRace®%
Pitch ®Pitch
Rotation Yaw ®eYaw
@ Roll ®eRol |
% Xspd ®Xspd
o Raw Speed |Zspd ®Zspd
8 Yspd ®Yspd
Xev &eXev
Velocity Zev ®rZeV
Yev &eYev
\Y% &l V
Airtime @eAirtim
Player State|WheelieTimingeeWh e e | i
MTcharge &eMTchar

Note: The change ihorizontallocation is not included as it is alreashpresentety
Raw Speed, as discussed in Sectich4
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4.5Model Training and Validation
A selection oimachine learning modelgastrained and validated using the
methodology described i@hapter 3and the features described in Sectdoh This

section includes the training and validation results.

4.5.1Data Imbalance

The availability of RTA replays far exceeds that of TAS replaiis only 168
TAS replays oubf the 61,667 replay®nly 0.27% are TAS replays. Obtaining a
significantly larger set of TAS replays was not feasible as public sources had been
exhausted and creating new replays would take a lot of work. Methods do exist to
artificially increase the representation of an undeasgnted target class (e.g., random
oversampling; synthetic sampling; bootstrap sampling) but this would result in,
effectively, an eve larger dataset for the machine learning steps that also take significant
compute resource$o address this imbalandbge authoensured théraining, test and
crossvalidation sets had the same proportiof A5 replays to RTA replays as the
original datasetThisconsistent representation of Tools throughout the training and test
steps was done by stratifying with respect to Taold is done to minimize model bias

and ensure that can be generally applied to future datasets.

4.5.2Computing Resources

Multiple steps in the data processing pipeline required significant hardware
resources. The data enrichment stepek@mple needed a powerful computer with a
discrete graphics card and still took about one minute per replay to complete. With over

sixty thousand replays to enrich, just this step would take over a thousand hours to enrich
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the entire dataset. Assuming we did this, the author estimates the resulting dataset would
be over 200GBThe computing resources to effectively train, validate and tune machine
learning models with this amount of data would be considergbieexample, loading
this entire dataset into memory would consume 200GBamidom Access Memory
(RAM) and additional RAM would be needed for system processes as well as machine
learning calculations and model creatittethods such as data chunking exist to avoid
loading the entire dataset into memory at oncedtad present tradeoffs

The author considered setting up cldaased environments so tlramputing
resources lik®RAM could be arbitrarily increased to meet the needs of the task.
However, considering thesource requirementisesecosts would have beesignificant
(estimated athousands of dollars per month) over the course of this praxis. Instead, the
author chose tase two existing opremisescomputersand upgrade the RAM of these
systems t®4GB of RAM This resulted in a ortme cost of about $20@r machines
that could be used throughout this praiefore upgrading RAM, full system crashes

would sometimes occur thegsulted in lost intermediary data.

4.5.3Model Training

While performing model training, the author chose to address both the data
imbalance and the computing resources challenges by focusing the model training on the
top 100 ranked replays. This reduced the replay count@iB885 with 406 million
frames and 68 million input frametown inTable4-10to 5,598 replays with 34.9
million frames and 5.5 million input frames as showit@ble4-13. This represented a
nearly 92% reduction in dataset size while keeping full sessions, all TAS replays and the

best(top rankedRTA replays.f a player is going to cheat, it seems likely that they are
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going to try to get a topanked time. Also, top ranked RTA replays are likely to be the
most comparable to and difficult to discern from TAS replays (which are achieving

similar or better times). Filtering to the top 100 ranked reptagslted in TAS replays

representin@®.1% of the dataset compared to 0.27% befitiezing.

Table 4-13. Summary of Top 100 Replay Counts

Tools|Source RKG Count [Frames Input Frames
RTA CTGP-R 5,366| 33,523,661 5,301,598
Game Disd 64 523,917 99,659

TAS MK TAS 140 694,056 113,648
Bynt 28 178,496 29,758

Total: 5,598 34,920,130 5,544,663

Note CSV with allframeswas19.3GB and with input frames is 3.1GB.

Whenusing machine learning to tramodels we need to be carefuihich

variables are includeas well asow training and test setsaresplithi s 1 s because |
possible to inadvertently leak information across training and tesisetsll as within

the training setduring the folding proce¥sAs an example, the author initially included

the Session incolumns selected for the modeid randomly defined the training and test

sets by frame. This resulted in Session Frames being split between the training and test

sets. The structure olr dataset is such that theols target variable is defined at the

Session level, meaning every Frame within a given Session will have the same Tools
sessionsThis resulted in an accuracy of 1008kich isan extreme example of

overfitting as the model effectively learns relationships that it should not have access to

(and wouldbe relevanto completely new Session dat@his information leakage

artificially boosts model performance when evaluating on the test dad@ésihot help

it perform well on new data, more likely the mbtdecomes overly reliant on and overfit
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to relationships t ha fTheauthord@datedoar illuptnatizes e n t
example of information leakage with a model built using PyGhedtproduced 00%
accuracyeven though it contairanly the Session variablBigure4-10 shows the perfect
performance metrics across a wide array of modeld-anae4-11 confirms the only

feature is Session.

Model Accuracy AUC Recall Prec. F1 Kappa MCC  TT (Seq)
Ir Logistic Regression 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0310
knn K Neighbors Classifier 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 2.0370
nb Naive Bayes 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 0.2210
dt Decision Tree Classifier 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 0.2240
rf Random Forest Classifier 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 0.9850
qda Quadratic Discriminant Analysis  1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 0.2180
ada Ada Boost Classifier 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 0.2280
gbc Gradient Boosting Classifier 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.2960
Ida Linear Discriminant Analysis 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 0.2210
et Extra Trees Classifier 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 0.7320
xgboost  Extreme Gradient Boosting 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 0.3310
lightgbm Light Gradient Boosting Machine ~ 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 0.6690
catboost  CatBoost Classifier 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 12.3650
dummy  Dummy Classifier 0.8023 0.5000 0.8023 06436 0.7142 0.0000 0.0000 ' 0.2230

Figure 4-10. Information leakage resulting in perfect performance

Feature Importance Plot
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Features

0.0 25 50 75 10.0 125 15.0 17.5
Variable Importance

Figure 4-11. Session alone provides the answer, inadvertently
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This information leakage issue is one of the reasons that the author switched from
using the PyCaret Python library to tBeikit-Learn(Sklearn) Python library. Sklearn
generally provides more control and visibility over various aspects of the training and
testing processes in machinelearning i | e Py Car et s high | evel of
sometimes limits the level of contr@qli, 2024; Muller & Guido, 2016)To prevent
inadvertentmformation leakagdue to the Sessiome cangroupby Sessionwhen
splitting data into training and test sets and when folding for -mag$ationsto ensure
thatsessions are kept togetheing GroupKFoldAlpaydin, 2020)

For modelraining the author chosmachine learning algorithnsased ornthose
that were most suitable to test the hypotheses defined in Sédifam the given dataset
Specifically,Random ForesiXGBoostandCatBoostwere all trained and compared
using the methodology described in Secfioh Their performance was compared based
on the F1 Score described in Sectdohand then the begterforming algorithm was

further improved through hyperparameter tuning.

4.6 Model Performance Results

This section summarizes the specific performance results for snbddlvere
trained and validated as described in the prior sections of this chapter. In support of the
hypothesis testing, tHearmonic mean of precision and req&ll Score) was calculated,
and themodels weré¢hen tested ora hold-back test set. A confusion matrix was
generated and Accuracy, Precision, Recall and F1 Sarecalculatedor the resulting

modeb. Feature importance was then evaluated, again, in support of hypothesgs testi
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4.6.1Models UsingPlayer Input Only

Performance results for models trained using player input asigd the
dimensions enumerated Trable4-11) are described in this section. First, unsupervised
training was done usingteans clustering which produced an accuracy of 0.9741. The

cluster visualization is shown Figure4-12.

Cluster Visualization of MKWii Data using KMeans

15 ~

- 0.8

10 A

0.6

PCA Component 2
Cluster Label

0.4

0.2

_10 -

T T T T T T T 0.0
-5.0 —2.5 0.0 2.5 5.0 7.5 10.0
PCA Component 1

Figure 4-12. K-Means Cluster Visualization, Player Input Only

Supervised training, performed as described in Sec@igrend4.4, resulted in
themetricsshown inTable4-14. CatBoost had the highest F1 Scorethe holdback test
setafter the training an8-fold grouped (by Session) cregalidationsteps.The

CatBoost model was then further improved through hyperparameter thniugha
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Bayesian optimization technique using ffreestructured Parzen Estimator (TPE)

algorithmvia the Optuna framework.

Table 4-14. Metrics for Models Using Player Input Dimensions Only

Algorithm F1 Score| Precision| Recall |Accuracy
Random Forest | 0.6454 | 0.8269 | 0.5293 | 0.9850
XGBoost 0.6458 | 0.8425 | 0.5236 | 0.9852
CatBoost 0.6593 | 0.8336 | 0.5453 | 0.9854
Tuned CatBoost | 0.6670 | 0.8213 | 0.5615 | 0.9855

ThetunedCatBoost model produced the confusion matrix showfigare4-13.
The relative importance of features for the model is showigare4-14 andshowsthat
analog player input (and their changes) waemost important features. This is

something that is not surprising given the data visualizations shared in Sedtion

Confusion Matrix - Player Input Only (CatBoost Tuned Model)

1646575 5354
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True Class

19212 24602
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Predicted Class

Figure 4-13. Confusion Matrix - Player Input Dimensions Only
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Figure 4-14. Feature Importance- Player Input Dimensions Only

Recall that one of the hypotheses defined in Sedtipostulated which of these

three machine learning algorithms would producehigbest F1 scoreAlthough

CatBoost was found to produce the highest F1 score above, this does not establish the

statistical significance of that fact. To test the statistical significance, the author

repeatedly trained and tested the thmaehine learning algorithnmn additional random

splits of the dataset. For each iteration, the split was performed using a new random seed

(still stratified to ensure the minority set was still consistently represented and grouped by

session to ensure sessions werespbt between training and test sets). All three

algorithms were trained and tested on the same random split (70% training, 30% test) of

the dataset for each iteration of this test. One hundred iterations were performed, after

86



which a statistically significant result wastablished using independeitésts, which
showed that CatBoogroducel a superior F1 score to both Random Forest (89.4
confidencewith a 2.778 4sta) and XGBoost (99 2% confidenceawith a 3.021 1sta).

The distributios of F1 scores by model are illustratedrigure4-15 with further details

provided inTable4-15.

F1 Score Distributions for Repeated Splits

Models

8 [ CatBoost
1 Random Forest

[ XGBoost

Density
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F1 Score

Figure 4-15. F1 Score Distribution by Model (Input Only)

Table 4-15. F1 Score Mean and Standard Deviations (Input Only)

Model Mean F1 Score | Standard Deviation
CatBoost 0.6034 0.0447
XGBoost 0.5837 0.0472
Random Forest 0.584 0.0468
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4.6.2Models UsingPlayer Input Plus Game State

Performance results for models trained using player input asigd the
dimensions enumerated Trable4-12) are described in this section. First, unsupervised
training was done usingeans clustering which produced an accuracy of 0.6448
very slight 0.0007 improvement for the clustering done with player input.ofthg)

cluster visualization is shown Figure4-16.

Cluster Visualization of MKWii Data using KMeans
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Figure 4-16. K-Means Cluster Visualization, Player Input Plus Game State
Supervised training, performed as described in Seclgrend4.4, resulted in
the metrics shown imable4-16. CatBoost, again, had the highest F1 Score on the hold
back test set after the training abld grouped (by Session) cregalidationsteps

This CatBoost model was, again, further improved through hyperparameter tuning
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through a Bayesian optimization technique usingitRE algorithmvia the Optuna

framework.

Table 4-16. Metrics For Models Using Player Input Plus Game State Dimensions

Algorithm F1 Score| Precision| Recall |Accuracy
Random Forest | 0.6953 | 0.9557 | 0.5464 | 0.9876
XGBoost 0.7157 | 0.8889 | 0.5989 | 0.9877
CatBoost 0.7676 | 0.8889 | 0.67/55| 0.9894
Tuned CatBoost | 0.7725| 0.9118 | 0.6701 | 0.9898

ThetunedCatBoost model produced the confusioatrix shown inFigure4-17.
The relative importance of features for the model is showfigare4-18 and shows that
Player Input dimensions were generally more important than game state dimdrik®ns.
the model with player input dimensions only discussed in Seéttf analog player

inputs (and their changes) were, again, the most important features.

Confusion Matrix - Player Input Plus Game State (CatBoost Tuned Model)
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Figure 4-17. Confusion Matrix - Player Input and Game State Dimensions
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Feature Importances - Player Input Plus Game State (CatBoost Tuned Model)
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Figure 4-18. Feature Importance- Player Input and Game State Dimensions

Just as irbection4.6.1, the author tested the statistical significaace Cat Boost 0s
superiorityby repeatedly training and testing the thmegchine learning algorithnn
additional random splits of the dataset. When including both player input and game state
dimensions, ten iterations were performed, after which a statistically significant result
was established using independetadts. This again showed that CatBqueduced a
superior F1 score to both Random Forest (99.99% confidence with a S@&@)jland
XGBoost (99.95% confidence with a 4.249&at). The distributions of F1 scores by

model are illustrated ifrigure4-19 with further details provided ifiable4-17.
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F1 Score Distributions for Repeated Splits
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Figure 4-19. F1 Score Distribution by Model(Input + Game State)

Table 4-17. F1 Score Mean and Standard Deviations (Input + Game State)

Model Mean F1 Score | Standard Deviation
CatBoost 0.7377 0.0285
XGBoost 0.6764 0.0326
Random Forest 0.6382 0.0428

4.6.3Session Level Aggregation

While we evaluated the performance of our models by F1 Score at the frame

level,a session in which a player cheats by using external toolsomaginmany frames

that are not suspiciows theymay notbeany different than if tools had not been used.

For examplewhile taking a longsharpcornerthe changes in input may be nearly
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identical between someone using tools and someone not. While we would expect a tool

assisted replay to have many suspicious frames, it is probably not reasonable to expect all

or even most of the frames to be suspicious even whaes inspectionThis was clear in

the Trackmania manual analysis where certain sections ofimputheated sessiovere

highly unusual while others were not noteworthdi e Ek ows ki & .KVthe|l dsber g
this in mind, we can | ook at our model sd pre
frame level) aggregated by session.

For this section, we are going to look at the specific predictions maaoier best
hyperparameteunedCatBoost model that was trained with player input and game state
variablegdetailed in Sectiod.6.2. These are the predictions made on the-haltk test
set, which contained 30% of the sessifresall that we grouped by sessiam}the
dataset summarized Trable4-13. If we aggregate the predicted frame counts by session
and look at their distributions by TAS vs RTA, we can see that TAS sessions had
significantly more frames identified as TAS than the RTA widsThis is illustrated in
the scatterplot ifrigure4-20 where we can see that although the RTA sessions
significantly outnumber the RTA sessiongst of the sessions with a large amount of

frames predicted as TAS were, in falAS sessions.
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Scatterplot of Sessions' Frame-Level Predictions
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Additional details about the distribution of TAS frapredictionsare provided in

the box plot inFigure4-21 which highlights that, other than several outliers, the RTA

sessions typically contain nearly zero predicted TAS frairedse4-18 provides specific

statistical details about the number of predicted frames by RTA and TAS. O8lg 062

the RTA session frames were predicted as TAS witH"gp@Ecentile of just one frame

and a mean of 2.3 (driven by several outliers) comparedéit®% for TAS session

frames with a 78 percentile 0832.3frames.
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Box Plot of Predicted TAS Frame Counts by Session by Tool Group
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Figure 4-21. Box Plot of Predicted TAS Frame Counts by Session by Tool Group

Table 4-18. Statisticsof Predicted TAS Frame Counts by Session by Tool Group
Frame Predictions

o

Tool Min | 25% | 50% [Mean| 75% | Max U |[Sessions TAS | RTA Total |% TAS
RTA 0.00 0.00 0.00 2.3 1.0 513.q 23.0 1630 3766 16481631651929 0.23%
TAS 0.0/ 183.3394.0 583.5832.32448.0535.4 50(29176 146383 4381466.59%

The session level observations become even more noteworthy when we look at

the source of the RKG files as illustrated-igure4-22 because we can see thabst of

the RTA outlier sessions (includiradj the top siy, in terms of predicted TAS frame

count, come from the official staff ghosts stored on the Mario Kart Wii game disc. The

author notes that an assumption was made with this set of replaysi@diéimg to tag

them as RTA. If we look, for example, gureA-2. Analog Visualizations for Official

Staff Ghosts Sessions by CouiséAppendix A we can see some unusual movement that

displays similarities to the TAShalogtrajectorydensitychartsin FigureA-3. It may be
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that the official staff ghosts were made with some types of tools which would mean that
these sessions (aldl54frames predicted as TAS) are true positives instead of false

positives. These are unusual enough that it is worth considering removing them from the

results.
Scatterplot of Sessions' Frame-Level Predictions by Source
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The box plots irFigure4-23illustrate how different the distribution of predicted
TAS frames per session are for the Game Disc versus the-&T¥8Brced RKG files.
Meanwhile the Bynt TAS files that attempt to mimic RTA strategies are detected as more

like the files from mktas.com.
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Figure 4-23. Box Plot of Predicted TAS Frame Counts by Session by Source

The detailed statistics shownTiable4-19 highlight how different the Game Disc

RKG files are from those sourced from CT-&Rnd how much these purported false

positives were affecting the performance metrics of the predictive model.

Table 4-19. Statistics Predicted TAS Frame Counts by Session by Source
Frame Predictions

Tool| Source |Min |25% | 50% [Mean| 75% | Max | 0 |Sessiong TAS [ RTA Total |% TAS
RTA CTGP-R | 0.0 0.0f 0.0f 1.0f 1.0 90.0 3.7 1610 1612 16256001627212 0.10%
Game Dis¢ 0.0 0.0 0.0[ 107.7181.0 513.0180.0 20 2154 22563 24717 8.71%
TAS MK TAS 4.0(207.0400.0 631.3897.0 2448.0 554.7 43(27144 9560 36704 73.95%
Bynt 0.0 18.0/388.0 290.3518.0 572.0 266.3 7| 2032 5078 7110 28.58%

actionable information for a developer who is trying to identify cheaters. A small handful

Looking at frames aggregated by session provides valuable canterbre

of suspicious frames may be common in sessrassljting in relatively common false

positives that the developer must decide how to haAdjgregating by sessigrovides

a way to minimize the impact of these frataeel false positives such thidie entire
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sessions identifiedas cheated or not based on the number of suspicious frames it
containsFigure4-24illustratesthe proportion of frames within each session that were
predicted to be cheated or rast identified by the tuned frantevel model that used only
player input dimensiong hesestacked 100% bar chaentain sessions on the

horizontal axissorted from left to right bjrom the sessions with theghestpercentof

frames predicted as cheated to lowdét can see that frames identified as cheated are
relatively rare and most sessions with a high percent of frames predicted as cheated are
TAS sessionsVe can also see the six staff ghssssions from the Game Dibat

contain a suspicioysroportion of frames predicted as TAS.
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Input Only Tuned Model: Tool Frarn&acked Bar Chart by Session
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Figure 4-24. Input Only Tuned Model: Tool Frames by Session

When aggregating frames to the session levelmustchoose a threshold of TAS
frames above which we consider a session to be chdateloose an optimal threshold,
the author [pttedthe F1 scoreachieved by alpercent TASramethresholds

Tt Hp Tt 11 FFor the aggregate model produced on top of the tuned modelamsing
player inputfeatures, the maximumil Scoreof 0.9109 was achievedta 7.0% threshold

as illustrated irFigure4-25.
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Session Aggregated F1 Score vs. % TAS Frames Threshold (Input Only Model)
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Figure 4-25. Session Aggregated F1 Score vs. % TAS Frames Treshold (Input Only)

Figure4-26illustrates the proportion of frames within each session that were
predicted to be cheated or rast identified by the tuned frarbevel model that used
player inputas well as game statiimensionsWe can again,see that frames identified
as cheated are relatively rare and most sessions with a high percent of frames predicted as
cheated are TAS sessioii$ie sessions that contain a significant number of frames

predicted as TA&ppear to contain a slightly higher percentage of TAS frames with this

model than the model that used only player input dimensions.
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Figure 4-26. Input and Game State Tuned Model: Tool Frames by Session

To choose an optimal threshottle autholagainplottedthe F1 scoreachieved by

all percent TASramethresholdstt Hp 1t 1t BFor the aggregate model produced on top

of the tuned model usingayer input plus game state featyriae maximun¥1 Score

was agairD.9109 (the same as the aggregated model we produced by aggregating frames

from the tuned model that used only player input features). This Flwgasrachieveat

al11.0% thresholdas illustrated irFigure4-27. The higher threshold (11.0% versus

7.0%) for this aggregated model makes sense as we had previously observed that the
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model that included game state dimensions in addition to player input dimensions

identifiedmore frames in TAS sessions as T#&nes

Session Aggregated F1 Score vs. % TAS Frames Threshold (Input + Game State Model)
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Figure 4-27. Aggregated F1 vs. % TAS Frames Treshold (Input Game State)
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Although the requisite threshold value is different, the performance is the same
between both aggregate models (player input dimensions only and player input plus game
state dimensions). The F1 scores are the same and they both produce the identical
confugon matrix (and thus all othe@ssociated performance metjicBhe associated
confusion matrix is shown iRigure4-28 with precision of 0.9Q0, a Recall of @200
and an F1 Score of @0Q This represents a large increase in the recall of the flaveé
algorithmperformance shown in Tabe6.2(the framelevel recall wa®.6701)at the

expense o& small decrease in precisighd framelevel precision wa.9118).
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Confusion Matrix - Session Aggregated Model
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Figure 4-28. SessiorAggregated Confusion Matrix Using Optimal Threshold

As discusseearlier in this sectionye have reason teuspect that some of the
official staff ghost sessions sourced from the game ey havéeen created using
tools This merits additional resear@ithichis recommenddin Section5.4) but, for
referencethe only sessiotevel false positive were from RKG files sourced from the
game disclf we remove all RKG files sourced from tgamedisc (not just the specific
ones we suspect to be produced using tdbésfalse positive drop fromfive to zeroas
shown inthe confusion matrix ifrigure4-31. Therecallremains 0.200 but theprecision
increases fron®.9020 to 1.000@nd the F1 Score increases frordal@9to 09583 For
reference, this confusion matrix is, again, the same for the optimal session level

aggregated model using both the fralenel model using only player input dimensions
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and the framdevel model using player input plus game state dimensidresoptimal
percent TAS frames threshold for each model is, again, 7.0% and 11.0% respectively as
shown inFigure4-29 andFigure4-30.

Session Aggregated F1 Score vs. % TAS Frames Threshold
(Input Only Model, Excluding Staff Ghosts)
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Figure 4-29. Optimal % TAS Frames Treshold (Input Only, No Staff Ghosts)
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Session Aggregated F1 Score vs. % TAS Frames Threshold
(Input + Game State Model, Excluding Staff Ghosts)
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Figure 4-30. Optimal % TAS Frames Treshold (Input + State, No Staff Ghosts)

Confusion Matrix - Session Aggregated Model
(Excluding Staff Ghosts)
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Figure 4-31. SessiorAggregated Confusion Matrix - Excluding Staff Ghosts
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Aggregatingsuspicious frames to the session or some other level of aggregation
(e.g.,player) is necessary to make the predictive model actionablee have seen,
occasionally frames in an RTA session will be suspicious but TAS sessions will tend to
have many suspicious frames. Aggregatintheosession level and applying a threshold
of some sort, above which the session is flagged for cheptiogjdes a clearer picture
of whether asession is suspicioufi.also hassignificantpotential to increasthe
performance of thpredictivemodel as a few false positive frames across the majority

RTA classcanadd up to a significant model performance impact.
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Chapter 50 Discussion andConclusions

5.1Discussion

As established ihapter 1cheating in competitiveideo gamess a significant
threat posed againgte $400 billionper yeawvideo game industry, which is incurring a
costof over $290 million dollarannually(Ye, 2020).Video game developers reggi
players tanstall intrusive antcheat software locally and grant this softwarencerning
level of accesat the kernel level. Some of this software always runs, even when the
games are not openhe recenCrowdStrike hack shows that even trusted vendors
running kernelevel software with the best of intentions can take systems @éarren,
2024) Beyond security riskdimitations onhow a user is permitted to use their
computer, andrust issueintroduced bykernetlevel closedsource local anttheat, this
software also introduces compatibility issues tiat e ct pot enti al cust ome]
buy and run the game on their platform. For example, kéemel local anticheat
software often does not run on Linux systems (which are increasingly popular with
gamers now that portable gaming systems like the Steam Deck run [@nland, 2022,
2024) Anti-cheat software also often hesmpatibilityissues withAdvancedReduced
InstructionSet Computer (RISC) MachinfARM) processors, which are becoming
increasingly popular due to thgaower efficiency advantages over the x86 architecture
(DiFuria, 2024)

In Chapter 2ve established thaésearch has been publistdsmonstratingome
promisingpotential for less intrusive, more open afteat methodologies. Thus far,
though, nothing has been applied in production environméhésexisting research was

focused orFirst Person ShooteFPS andMassively Multiplayer OnlindMMO) games
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and identifying specifiknown cheat types (e.gAimBots) that required tailored
detection methods?revious work with machine learning has been perfouset)
relatively smalldataseteomposed of input made by the researcfesopposed to real
world data from top playersYhis praxis aimed to identifgny form of cheating that uses
tools to gain an unfair advantage while producing valid infauhachine learning model
was trained on a large set of thousands ofweald replays comprised of millionsf
frames and successfully identififte use of tools with both high recall and high
precision Higher performance is possible wheraking the predictive model actionable
by aggregating its framkevel predictions to the session or player level. When
aggregated, a threshold can be applied to prevemiad handful of suspicious frames
across many sessioftem presenting as false positives that overwhelm the
administrative team operating the game.
The conclusions related to the research questions and associated hypotheses are
described in the next section, followed by t

language. The chapter then concludes with recommendations for future research.

5.2Conclusions

RQL: Which of Random Forest, Extreme Gradient Boosting (XGBoost) and
Categorical Boosting (CatBoost) machine learning algorithms has the highest precision
and recall in identifying cheating in competitive video ga®nes

H1: Out of Randonforest, XGBoost and CatBop&andom Foreswill lead to
the highest harmonic mean of precision and recall (F1 score), identifying cheating in

competitive video games.
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Three machine learninginary classificatioomodels were trainednd then
validated with 5fold grouped (by Session) cresgalidation This was done both for a set
of dimensions that included onpjayerinputdimensionsas well as a superset of these
dimensions thatlsoincludedgamestatedimensiongas detailed in Sectioh4). After
training and crossalidation, the F1 score for each model wakulated using the hold
back test set antbmparedThe highest performing model was chosen for further tuning.
While the models developed using the Random Fanashine learninglgorithm
achieved good F1 Scoresth both sets of dimensior{6.6454 with only player input and
0.6953 with player input plus game statbe CatBoost models performed be(@®6670
and 0.725respectively) Additional iterations of training and testing were performed as
described in Sectiof.6to establish the statistical significance of CatBoost
outperforming Random Forest and XGBoost. CatBoost was shiawteststo produce

a superior F1 score with over 939 nfidence Hypothesisl was rejected.

RQ2: Are player inputs the moshportant features to identify cheating or are
game state features, like speed, more important?

H2: Player input features, particularly analog input like a joystick or mouse, are
the mostmportantfor identifying players who are cheating.

In the best trained models, player input features (and temporal features derived
directly from player input) were consistently the features rated with highest importance
when compared with game state features. The best trained model using only player input
features resulted in an F1 Score of. While adding game state features resulted in an

improved F1 Scorever using only player input dimensiofts7725versus 0.6670 for
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the tuned CatBoost modgethe top features important to the model continued to be player

input with analog input as the most important features. Hypothesis 2 was accepted.

RQ3: Do most play sessions that are not cheated contain at least some suspicious
frames of input?

H3: More than 50% of sessions that are not cheated will contain at least one
frame of input identified as cheated.

The besfperforming model identified a mean &6.5%%6 of input frames for TAS
sessions as TAS whildentifying only0.23% of input frames for RTA sessions as TAS.
That is a noteworthy difference but still a mear2 8fframes identified as TAS per RTA
sessionSpecifically addressing this hypothesis, 0By4% of RTA sessions had at least
one frame identified as TAS. Meanwhile.9% of TAS sessions had at leaste frame
identified as TASThis Hypothesis highlights thathile we evaluated the F1 Score of
our models at the frame level, aggregating their performance sddbien level provides
a clearer picture of whetharplay Session is suspicioas discussed ih.6.3 The
numbers stated above also include sessions sourced from the official game disc that we
now have reason to suspect were created using tools. If we were to exclude these official
staff ghost replays from the above calculations, they would improve. dRessr

Hypothesis3 is rejected.

5.3 Contributions to Body of Knowledge
This researefocused on identify cheating in competitive video gamesway
that is both less intrusive and maransparento playerghan currenanti-cheat

solutions.
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1. Demonstrated an approachdiotain, curate, extract, enrich and clean
largeset ofrealworld video game replaglatafor RTA and TAS

2. An effectiveserversidemethod tadentify tool-assisted cheating behavior
using player input features without the need for specific, detailed game
mechanic knowledge

3. An effectiveserverside method for enriching player input with game state
data for improved cheat detection without the need for specific, detailed

knowledge of specifigame mechans

5.4Recommendations for Future Research
Future research can build tre workdescribed in this praxis in any of the

following ways:

1 Expand the dataset scope to include additigaate state field® identify useful
dimensions that were not considered in this praxis.
1T Resear ch pulpertediyfalse @dsibve player input to determine whether
anyuser input is suspicious enough to warrant further investigatitherto
improve the model or to confirm an instance of cheating in the RTA dataset.
1 Include more player dimensions in model training to identify playstyle differences
for specific players ovanultiple sessions. When doing this, include players who
have both TAS sessions and RTA sessions. Atpamdthe dataset scope to
includemultiple player sessionger category and course combination (net,
juste ac h pbestimewlisch may increase the model 6

unusuabehavioral biometricsuch as unusual play style or changes in play style.
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1 Apply a similarmethodologyto other gamenodesin the same game, for example
synchronouslyompetitiveVersusmodeor Battle mode.

1 Apply a similarmethodology to othesuitable competitiveacing games such as
Trackmanigadditional details about the suitability of Trackmania and availability
of necessary data and tools is describefippendix B

1 Apply a similarmethodology to other types of games such as competitive fighting
game(which have little or no prior researclijor exampleSmash Broshas a
popular competitive scene that includes both online aipeison tournaments
and the games support saving competitive replay (f8as/ato, 2020/2024)
Interestingly,Smash Brothers has the unusdiatinction of having had player
cheat at an #person tournamer€onnor McNeil, 202Q)

1 Pursue collaboration with a game developerhaps a small indie developer)
closedsource antcheat developer taccessiew problem spaces gmabtentially,
directly address the security through obscurity sectiaityicthat is currently
widely employed by develope(sR. A Mr Bean35000vr o Chadwi ck

2014)
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Figure A-1. Analog Visualizations for Top 2 Ranked RTA Sessions per Course
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