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Abstract

Deep Web Data Analytics

A large portion of data available on the web is present in the so called "Deep
Web”. The deep web consists of private or hidden databases that lie behind form-like
query interfaces that allow users to browse these databases in a controlled manner.
While hidden database interfaces are normally designed to allow users to execute
search queries, for certain applications it is also useful to perform data analytics over
such databases. Data analytics challenges toward online social network is one of most
popular topic on this area.

In the first party of my research. We targeted challenges by data analytics
techniques that can be performed only using the public interfaces of the databases
while respecting the data access limitations (e.g., query rate limits) imposed by the
data owners on a general view. We developed System HYDRA (Hidden Database
Research and Analytics) which enables fast sampling and data analytics over a hidden
web database that provides nothing but a form-like web search interface as its only
access channel. Broadly, it consists of three major components: (1) SAMPLE-GEN
which produces samples according to a given sampling distribution (2) SAMPLE-EVAL
that evaluates samples produced by SAMPLE-GEN and also generates estimations for
a given aggregate query and (3) TIMBR that enables fast and easy construction of a
wrapper that models both input and output interface of the web database thereby
translating supported search queries to HT'TP requests and retrieving top-k query
answers from HTTP responses.

As another part of my research, we will target challenges on the existing Markov
Chain Monte Carlo methods such as random walks based sampling algorithms on
websites that having graph browsing interfaces(e.g., online social networks). The

problem with such an approach, however, is the large amount of queries often required
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(i.e., a long "burn-in time”) for a random walk to reach a desired (stationary) sampling
distribution. To reduce the ”burn-in” time, we introduce the idea of a ”"Cross-
Community Random Walk” algorithm leverage the community affiliation information.
By increasing the weight of the edge that across different community, our random
walk can go through all different community. We demonstrated the superiority of
"Cross-Community Random Walk” over traditional simple random walks through

theoretical analysis and extensive experiments over real world online social networks.

vii



Table of Contents

Dedicationl . . . . . . . . . . . . . iv
[Acknowledgments| . . . . . . . ..o 0oL v
[Abstract]l . . . . . . . . . . . . ... vi
[List of Figures| . . . . . . . . . . ... .. X
M _Introductionl . . . . . . . . . . ... . 1
(1.1 Deep Web Data Analytics over Hidden Databases| . . . . . ... ... .. 1
(1.2 Aggregate kstimation over Online Social Network| . . . . ... .. . . .. 3
(1.3 Existing Sampling Based Solutions and T'heir Problems| . . . . . . . . .. )
(1.4 Systen HYDRA| . . . . . . . .. 6
(1.5 Cross-Community Random Walk|. . . . . ... ... ... ... ... ... 8
2 Preliminaries|. . . . . .. .. .. o 11
2.1 Model of Hidden Databases . . . . . . . .. ... .. ... ... ... ... 11
[2.2 Data Analytics over Hidden Databases| . . . . . ... ... .. ... ... 14
2.3 Model of Online Social Networksl . . . . . . ... ... .. ... ... ... 16
[2.3.1 Sampling via Random Walk| . . . ... ... ... .. ... ....... 16
[2.4 Pertormance Measures for Samplingl . . . . . . ... .. ... ... .... 19
[2.5 Conductance: An Efficiency Indicator| . . . . . . . ... .. ... ... .. 20
[2.6 “Community-Structure” Graph and Community Affiliation Information| . 21
3 Related Worksl. . . . . . . .. ... 23
[3.1 ‘'Traditional Database Sampling and Approximate Query Processingl . . . 23
[3.2 Hidden Database Crawling, Sampling and Analytics| . . . . . ... .. .. 23
[3.3 Search Engine Sampling and Analytics| . . . . ... .. ... ... .... 24
3.4 Information Extraction: . . . . . . . . . . . ... 25
[3.0 Applied Web Data Analytics in Different Areal . . . . . . . .. ... ... 25
[3.6 Random Walks based Sampling on Social Networks| . . . . . . ... . .. 25
[3.7 Improving the Efficiency of Random Walk Based Sampling Methods on Graph| 26
4 Overview of HYDRA] . . . . . . . ... o o 27
5 Component -GEN| . ..o 29
(5.1 Sample Retrieval for Matching Tuples| . . . . . . . ... ... .. ... .. 29
(5.2 Sample Retrieval for (NN Model . . . . . ... ... ... ... ... ... 32
6 Component SAMPLE-EVAL|. . . . ... ... ... .. ......... 36
6.1 Static Database: Bias and Variancel . . . . ... .. ... ... ... ... 36
[6.2 Dynamic Databases: Longevityl. . . . . . . . . ... .. ... ... .... 39
[7 Component TIMBR] . . . . . . ... .. .. ... ... ... .. ..... 42

viil



[7.1 Input Intertace Modelingl . . . . . . ... ... ... ... ... .. ... 42

[7.2 Output Modelingl . . . . ... ... ... . ... . ... ... 46
[8 Cross-Community Random Walkl . . . .. ... ... ... ... .... 48
8.1 Main Ideal . . . . . . . ... 48
(8.2 'Theoretical Analysis|. . . . . .. .. ... o000 49
(8.3 Cross-Community Random Walk with Community Inference] . . . . . . . 52
[8.3.1 Naive Community Affiliation Inferencel . . . . . . . . .. ... ... .. 52
[8.3.2 Community Affiliation Inference with Attribute Selection| . . . . . . . . 53
8.4 Experiment| . . . . .. .. ... 54
[8.4.1 Experimental Setup| . . . . . . . ... 54
8.4.2 Performance Measures . . . . ... ... ... oo . 55
[8.4.3 Experimental Results| . . . . . .. ... ... ... 000 56
O Conclusion| . . . . . . .. . . .. 57
(Bibliography| . . . . . . . .. ... 59

X



List of Figures

(.1 Highly Cluster(Community Structure) Graph| . . . . . . ... ... ... 9
2.1 A Form-like Input Intertace for A Hidden Database/. . . . . . . . . . .. 11
(4.1  Architecture of HYDRA System| . . . . ... ... ... ... ... ... 27
.1 Query Treel . . . . . . .. 30
[>.2  Voronoi Diagram and lllustration of LR-LBS-AGG| . . . . ... ... .. 35
[7.1 Example of multiple HTTP requests/responses| . . . . . ... ... ... 43
[(.2  Processof Timbrl . . . . . . . . . .. 44
8.1  Community Structure Graph| . . . . . .. ... .. ... ... ... 48
(8.2 Community Coverage Comparison| . . . . . . . . . . . . .. ... .... 56
8.3  Effective Sample Size Comparison| . . . . . . . . . .. .. ... ... .. 56




Chapter 1: Introduction

1.1 Deep Web Data Analytics over Hidden Databases

A large portion of web data are not indexed by standard web search engines, so called
“Deep Web” or "Hidden Web". The deep web consists of private or hidden databases
that lie behind form-like query interfaces that allow users to browse these databases
in a controlled manner. This is typically done by search queries that specify desired
(ranges of) attribute values of the sought-after tuple(s)/result(s), and the system
responds by returning a few (e.g., top-k) tuples that satisfy the selection conditions,
sorted by a suitable ranking function. There are numerous examples of such databases,
ranging from databases of government agencies (such as data.gov, cdc.gov), databases
that arise in scientific and health domains (such as Pubmed, RxList), to databases
that occur in the commercial world (such as Amazon, EBay).

While hidden database interfaces are normally designed to allow users to execute
search queries, for certain applications it is also useful to perform data analytics over
such databases. The goal of data analytics is to reveal insights and “big picture”
information about the data. In particular, we are interested in data analytics techniques
that can be performed only using the public interfaces of the databases while respecting
the data access restriction (e.g., HT'TP request rate limits) imposed by the data owners.

Such techniques can be useful in powering a multitude of third-party applications
that can effectively function anonymously without having to enter into complex (and
costly) data sharing agreements with the data providers. For example, an economist
would be interested in tracking economically important aggregates such as the count
of employment postings in various categories every month in job search websites.

In the literature, the three common data analytics tasks have been crawling,

sampling, and aggregates estimation. The objective of crawling is to retrieve all



tuples(results) from the database. The tuples thus collected can serve as a local
repository over which any analytics operation can be performed. Unlike crawling,
sampling aims to collect only a small subset of tuples of the database drawn randomly
according to a pre-determined sampling distribution. This distribution can be uniform
(leading to a simple random sample) or can be weighted. If collected appropriately, the
sample is representative of the database and can therefore be used for a wide variety
of analytics purposes. Aggregate estimation is the final task which aims to answer
aggregate queries (AVG, SUM, COUNT, etc.) over the database, so as to enable data
analytics and mining applications that can be built upon the answered aggregates.
Aggregate estimation is better suited when we already know which aggregate needs
to be estimated (thereby allowing us to tailor the analytics process for the specific
aggregate in question), while sampling is more flexible but may not be as efficient
for estimating a given aggregate. All of these tasks may be carried out over a single
snapshot of a hidden database or continuously run when the database changes over

time.

In sum, data analytics over hidden databases face the following main challenges:

e No direct way of executing data analytics queries: The input search interface of
a hidden database is usually a web form, allowing a user to only formulate simple
queries, such as conjunctive queries or kNN nearest neighbor queries. There is
no direct way of specifying aggregate or data analytics queries. Likewise, the
returned results are revealed via an output interface that limits the number of
tuples returned (the top-k constraint) ordered by an often-proprietary ranking

function.

This makes data analytics problems such as sampling difficult, as the returned
tuples for a query are not necessarily representative samples of the underlying
database, e.g., there may be a bias towards tuples “favored" by the ranking

function used by the website - which for a e-commerce website could mean



products with lower prices, higher customer ratings, etc.

e Query rate Limitations: Most hidden databases limit how many search queries
(essentially HTTP requests) a user (or an IP address, an API account, etc.) can
issue over a given time period. Search APIs are limited to 5000 queries per day
in EBay or 180 queries every 15 minutes in Twitter. Since search queries form
the only access channel we have over a hidden database, this limit requires us to
somehow translate any data analytics task into a small number of search queries,
feasible to issue within a short time period even under the query rate limitation.
The bad news is that the query rate requirement for the data analytics task of
crawling is too large to be practical under the query rate limitation enforced by
real-world hidden databases.Therefore, crawling is not a focus of this paper, and

we henceforth only consider sampling and aggregate estimation.

e Understanding the query interface: Thus far in our discussions, there is an
implicit assumption that the query interface of a hidden database has already
been “understood”, i.e., a site-specific wrapper has already been designed to
enable mapping of user specified queries into the web form and to retrieve tuples
from the returned result page. In reality, this is an extremely difficult task
to automate for arbitrary websites as well to maintain the wrappers when the
interface designs are updated by the websites. Understanding query interfaces
and wrapper generation are well-recognized research problems in the area of

information extraction.

1.2 Aggregate Estimation over Online Social Network

Online social network data analytics is one of most popular applied area in deep web
data analytics. We will introduce background and challenges that existing in this

specific area in this section.



To enable a third party to do efficient analytics of data available on online social
networks - specifically, to answer global and conditional aggregates such as SUM,
AVG, and COUNT (e.g., the average age of all users of the Facebook) - has become an
increasing important research problem in the deep web data analytics. Applications
of such aggregate estimations range from sociology research, understanding economic
indicators to observing public health trends, bringing benefits to the entire society.

There is two challenges here, and the first one is that we usually cannot directly
access the whole graph topology, not to say we can know detail information(e.g., size,
average degree, number of edges) about the whole graph. Instead we can only need to
make use of the web/API interface they provide, thus it makes no senses that we can
use most popular sampling techniques. most online social networks only allow local
neighborhood queries, with input being a node (e.g., a user profile page) and output
being its immediate neighbors (e.g., the user’s friend list). Such a query interface
makes retrieving the entire graph topology prohibitively expensive for a third party
(in terms of query cost - due to the large size of real-world social networks).

Another important challenge here is the web request limitation for most large-scale
online social networks(e.g., 600 open graph queries per 600 seconds for Facebookﬂ
and 350 requests per hour for TWittetED.

To prevent from any malicious users send too many HTTP requests that block the
network or some other business concerns, most big social network database owner has
included web crawlers defender methods in their website interface. People will usually
find that they will be temporarily denied sending more HTTP requests if they have

already send hundreds in one day to many websites.

Thttps://developers.facebook.com /docs/best-practices/
Zhttps://dev.twitter.com/docs/rate-limiting



1.3 Existing Sampling Based Solutions and Their Problems

To address the challenge for online social network data analytics, a number of sampling
techniques have been proposed for performing analytics over an online social network
without the prerequisite of crawling [58, 53, 54, 45]. The objective of sampling is to
randomly select elements (e.g., nodes/users or edges/relationships) from the online
social network according to a pre-determined probability distribution, and then to
generate aggregate estimations based on the retrieved samples. As we mentioned
following section, only individual local neighborhoods can be retrieved from the social
network’s web/API interface, to the best of our knowledge, all existing sampling
techniques without prior knowledge of all nodes/edges are built upon the idea of
performing random walks over the graph which only require knowledge of the local
neighborhoods visited by the random walks.

A problem of existing sampling techniques, however, is the large number of
individual-user queries (i.e., web requests) they require for retrieving each sample.
Consider the simple random walk as an example. In order to reach the stationary
distribution (and thereby an accurate aggregate estimation), one may have to issue a
large number of queries as a “burn-in” period of the random walk. Traditional studies
on graph theory found that the length of such a burn-in period is determined by the
graph conductance - a measure of the graph topology. In particular, the smaller the
conductance is, the longer the burn-in period will be (i.e., the more individual-user
queries will be required by sampling).

recent studies [38, [67, [72] on real-world social networks such as Facebook, Live-
journal, etc. found the mixing time of their graphs to be substantially longer than
expected - e.g., approximately 500 to 1500 single random walk length for a real-world
social network Livejournal of one million nodes to achieve acceptable variance distance

[72]. One main reason is that real-world social networks tend to exhibit a "community-



structure' (highly clustered topology) therefore the conductance of their graphs to be

substantially lower than expected. [37, [67].

1.4 Systen HYDRA

We develop System Hydra (Hidden Database Research and Analytics) which addresses
the above challenges of data analytics over hidden databases. It consists of three
components: two main components SAMPLEGEN and SAMPLE-EVAL and one
auxiliary component TIMBR. SAMPLE-GEN enables the user to specify a sampling
distribution and then obtain samples according to the specified distribution. SAMPLE-
EVAL, on the other hand enables the estimation of a user-specified aggregate query.
If the hidden database of concern provides a standardized search query interface,
then the TIMBR component is not really needed. Otherwise, if only a form-like web
interface is provided by the hidden database, the user can use the TIMBR component
to easily build a wrapper that translates the search queries required by the two main

components to HTTP requests and responses to and from the hidden database server.

The main technical contributions of the system can be summarized as follows:

e For the generation of samples in SAMPLE-GEN, our focus is to enable the
generation of samples with statistical guarantees while minimizing the number
of HTTP requests made to the target hidden database. The motivation here is
to avoid overloading the target server, and also because many real-world hidden
databases limit the number of requests that can be made from an IP address or
user/API account for a given time period. The main techniques in SAMPLE-
GEN include two parts: One handles traditional SQL-like query semantics -
i.e., the tuples returned must match the selection conditions specified in the
input query. The other handles kNN query semantics - i.e., while the returned
tuples may not match all selection conditions, they are ordered according to a

pre-defined, often proprietary, distance function with the specified conditions.
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We found that not only these two query-return semantics call for the design
of different sampling techniques, there are many other subtler interface issues
that affect sampling design - e.g., when the returned results are truncated to the
top-k tuples, whether the real COUNT of matching tuples (for the first SQL-like
semantics) is also returned. We shall discuss these subtle issues and implications

in detail in the paper.

For the estimation of aggregates in SAMPLE-EVAL, the main focus is on
understanding how the generation of (certain) samples affect the end goal, which
is often to estimate one or more aggregate queries. The design of SAMPLE-
EVAL considers three key factors associated with the usage of a sample tuple
for the purpose of aggregate estimations: (1) bias, i.e., whether the expected
value of an aggregate estimation (from samples) agrees with its real value; (2)
variance, i.e., how adjusting the sampling distribution affects the variance of
estimated aggregates, which is as important as bias given that the mean square
error of an estimation is the SUM of bias? and variance; and (3) longevity, i.e.,
when the underlying database changes, whether a sample tuple needs to be
frequently updated, or remains useful for a long time. We shall discuss in the
paper how SAMPLE-EVAL evaluates the three facets and determines how to
adjust the sampling process based on the intended application (e.g., aggregates

to be estimated) and the information learned so far from the hidden database.

For understanding the input interface, TIMBR provides two methods: (1) a
user can click on any input control (e.g., text-box, dropdown menu) and map
it to an attribute of interest, and (2) for websites with more complex designs
(e.g., calendar inputs which are not standard HTML components but manually
implemented using HTML, CSS and JavaScript), TIMBR allows a user to train

the system by recording a sequence of interactions with the web page and



mapping the sequence to an input value. For understanding the output interface,
TIMBR once again provides two methods to accommodate the different design
complexities of webpages for real-world hidden databases. For most websites,
the human interaction is as simple as clicking on a tuple of interest and then
click on the attributes of interest within the tuple. The TIMBR component
can then automatically find other tuples and their corresponding values on the
attributes of interest. There are a small number of websites, however, that
call for a more subtle design. For example, some websites mix query answers
with promotional results (e.g., tuples that do not match the input query). To
properly define the results of interest for these websites, TIMBR also provides
a method for a human user to specify not one, but two tuples of interest. Our
system then automatically learn the differentiator between the tuples of interest
and (potentially) other tuples displayed on the web page, enabling the precise

selection of returned tuples.

It is important to understand that our goal here is not to develop new research
results for the vast field of information extraction, but to devise a simple solution
that fits our goal of the HYDRA system - i.e., a tool that a data analyst with
substantial knowledge of the underlying data (as otherwise he/she would not be

able to specify the aggregate queries anyway) can quickly deploy over a form-like

hidden database.

1.5 Cross-Community Random Walk

We consider a novel problem of how to significantly increase the conductance of
the real-world social network with highly clustered topology graph by leveraging
community information. Let’s introduce the concept of “community” and its relation
to conductance before state our idea.

No definition of “Community” is universally accepted, but from the intuition and



the example of Figure 1, community are the parts of the graph with a few ties with
the rest of the system where there must be more edges "inside" the community than
edges linking nodes of the community with the rest of the graph. In graph theory,
community can be also considered as clusters or densely connected subsets in graph
partitions. In social network, social communities can be defined as subgroups whose
members are all “friends

to each other [78]. So here our community affiliation information refers to the knowledge
of which community any specific node belong to. For example, if our target graph
is Facebook where every nodes is user profile and every undirected edges means two
nodes are friend, we can use the age group as our communities by the assuming that

peoples who are belong to same organization/school will be more likely making friends.

Figure 1.1: Highly Cluster(Community Structure) Graph

There are two cases in real world we might face on this problem. One is that
we already perfectly know a "perfect community affiliation information" based on
pre-knowledge, i.e., we already know all values of C(z) for x € V. In this case, we
can directly use our “Cross-Community Random Walk”(CRW), which will be fully
introduced in chapter 3.

Another case is that if community affiliation information is not available, we need
to find ways to infer the community affiliation information. One popular method
of community affiliation inference is adept community detection algorithms to get

the community affiliation information. However, most existing community detection



algorithms cannot be used in real world due to unknown of topology and interface
limitation, some online community detection algorithms that can be used take too
many large query costs(O(n?) or more)[83] [56]. So we will not discuss this method in
our paper.

The method towards this case we will use in this paper is community affiliation
inference through key attribute. We will fully discuss our method in chapter 4.

Our idea is to increase conductance through increase the probability picking
cross-community edges when random walk jump to next step and thus achieve faster
converge speed. On the other hand, based on the property of “Metropolis-Hastings”

algorithm, we can still make our random walk converge to our target stationary dist.

10



Chapter 2: Preliminaries

2.1 Model of Hidden Databases

Consider a hidden web database D with n tuples and m attributes Ay, ..., A,,, with
the domain of attribute A; being U;, and the value of A; for tuple t being t[A;].
Reflecting the setup of most real-world hidden databases, we restrict our attention to
categorical (or ordinal) attributes and assume appropriate discretization of numeric
attributes (e.g., price into ranges such as (0, 50], (50, 100], etc., as in hidden databases

such as amazon.com).

Input Search Interface: The search interface of a hidden database is usually formulated
like a web form (see Figure for an example), allowing a user to specify the
desired values on a subset of attributes, i.e., 4, = v;, & ... & A;, = v;,, where
i1,...,1s € [I,m] and v;; € U;;. In Figure , the user specifies a query to return cars
with predicates Make=Ford & Model=F150 & ... & ForSaleBy=All Sellers. While
some hidden databases allow any arbitrary subset of attributes to be specified, many
others place additional constraints on which subsets can or cannot be specified. For
example, most hidden databases require at least one attribute value to be specified,
essentially barring queries like SELECT * FROM D. Some even designate a subset
of attributes to be “required fields” in search (e.g., departure city, arrival city and

departure date in a flight search database).

Make Year Mileage Listing Type

Ford 3 [2000 F#) To [ 2006 el e %) To[ Any 3] Used 3
Model Price Distance From Your City/ZIP For Sale By

F150 3 $1,000 o) To[ 510,000 %) [Smiles &) 20052 All Sellers 3

Figure 2.1: A Form-like Input Interface for A Hidden Database

Another, somewhat subtler, constraint is what we refer to as the “auto-filling

searches” - i.e., the hidden database might use information specified in a user’s profile

11



to “auto-fill” the desired value for an attribute instead of including the attribute in the
web form (or when the user leaves the attribute as blank in search). This constraints
most often present in hidden databases with social features - dating websites such as
match.com and online social networks such LinkedIn fall into this category. With these
hidden databases, when a user searches for another one to connect to, the database
often use the profile information of the searching user, sometimes without explicitly

stating so in the search interface.

Output Interface: A common property shared by the output interfaces of almost almost
all hidden databases is a limit on the number of tuples returned (unlike traditional
databases where the query returns all matching tuples by default). By the very nature
of HT'TP-based transmission, the number of tuples loaded at once has to be limited
to ensure a prompt response. Of course, a hidden database may support “page down”
or “load more” operations that retrieve additional batches of tuples - but the number
of such operations allowed for a query is often limited as well (e.g., amazon.com limits
the number of page downs to 100). As such, we say that a hidden database enforces a
top-k constraint when it restricts each query answer to at most k£ tuples, which can be
loaded at once or in multiple batches.

In terms of which (up-to-) k tuples to return, note from the above discussions
that we refer to the user-specified conditions as “desired values” rather than “equality
predicates”. The reason for doing so is because many hidden databases do not limit
the returned results to tuples that exactly match all user-specified desired values.
Indeed, we can broadly classify hidden database output semantics into two categories,
exact match and kNN, based on how a user query is answered.

In the exact match scenario, for a given user query ¢, the hidden database first
finds all tuples matching ¢, denoted as Sel(q) C D. Then, if |Sel(q)| < k, it simply
returns Sel(q) as the query answer. In this case, we say that the query answer is valid

if 0 < |Sel(q)| < k, or it underflows if Sel(q) = 2. When |Sel(q)| > k, however, we

12



say that an overflow occurs, and the database has to rely on a proprietary ranking
function to select k tuples from Sel(q) and return them as the query answer, possibly
accompanied by an overflow flag - e.g., a warning message such as “your query matched
more than k tuples, or an informative message such as “your query matched |Sel(q)|
tuples, but only & of them are displayed”).

The ranking function used in this exact match scenario may be static or query
dependent. Specifically, note that a ranking function can be represented as a scoring
function f(¢,q) - i.e., for a given query ¢, the k tuples ¢ with the highest f(¢,q) are
returned. Here a ranking function is static if for a given tuple ¢, f(t,q) is constant
for all queries. An example here is any ranking by a certain attribute - e.g., by
price in real-world e-commerce websites. On the other hand, a ranking function is
query-dependent if f(t, q) varies for different ¢ - e.g., in flight search, rank by duration
if ¢ contains CLASS = BUSINESS, and rank by price if CLASS = ECONOMY.

In the NN scenario, the hidden database can be considered as simply ranking all
tuples by a query-dependent ranking function f(¢,¢q) - which essentially (inversely)
measures the distance between ¢t and ¢ - and returns the k tuples with the highest
f(t,q) (i.e., shortest distances). One can see that, clearly, the returned tuples might

not exactly match ¢ on all attributes specified.

Query Rate Limitations: The most critical constraint enforced by hidden databases,
impeding our goal of enabling data analytics, is the query rate limitation - i.e.; a limit
on how many search queries a user (or an IP address, an API account, etc.) can issue
over a given time period. For example, ebay.com limits the number of queries per
IP address per hour to 5000. Since search queries form the only access channel we
have over a hidden database, this limit requires us to somehow translate any analytics
operations we would like to enable into a small number of search queries, feasible to

issue within a short time period even under the query rate limitation.

13



2.2 Data Analytics over Hidden Databases

In the literature, three common operations over hidden databases have been studied:
crawling, sampling and data analytics. The objective of crawling is to retrieve all
tuples from D. The tuples thus collected can serve as a local repository over which
any analytics operation can be performed. The good news about crawling is that its
performance boundaries are well understood - [82] reports matching lower and upper
bounds (upper to a constant difference) on the number of queries required for crawling
a hidden database. The bad news, however, is even the lower bound is too large to be
practical under the query rate limitation enforced by real-world hidden databases. As
such, crawling is not a focus of the HYDRA system.

Unlike crawling, sampling aims to collect only a small subset of tuples S C D with
|S| < | D] - the challenge here is that the subset must be drawn randomly according
to a pre-determined sampling distribution. This distribution can be uniform (leading
to a simple random sample) or can be weighted based on certain attribute values
of interest (leading to a weighted sample). If collected appropriately, the sample is
representative of D and can therefore be used for a wide variety of analytics purposes.

Data analytics is the final task which aims to answer aggregate queries (AVG,
SUM, COUNT, etc.) over D, so as to enable data mining applications that can be
built upon the answered aggregates. As discussed in the introduction, data analytics
is better suited when we already know the exact aggregates to be estimated, while
sampling is more flexible but may not be as efficient for estimating a given aggregate.

All of these tasks may be carried out over a single snapshot of a hidden database
or continuously run when the database changes over time. In the continuous case, the
sampling task would need to maintain an up-to-date sample of the current database,
while the data analytics task would need to continuously monitor and update the

aggregate query answers. In addition, the data analytics task may also need to consider
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aggregates across multiple versions of the hidden database - e.g., the average price
cut that happened during the Thanksgiving holiday for all products at a e-commerce

website.

Performance Measures: Efficiency-wise, the bottleneck for all the three tasks centers
on their query cost, i.e., the number of search queries one needs to issue to accomplish
a task, because of the aforementioned query rate limitation.

Besides the efficiency measure, sampling and data analytics tasks should also be
measured according to the accuracy of their outputs. For sampling, the accuracy
measure is sample bias - i.e. the “distance” between the pre-determined (target)
sampling distribution and the actual distribution according to which sample tuples
are drawn.

For data analytics, since aggregate query answers, say 6 are often estimated by
randomized estimators 6, the accuracy is often measured as the expected distance
between the two, e.g., the mean squared error (MSE) MSE() = E[(f — 6)?], where
E[-] denotes the expected value taken over the randomness of §. Here the MSE actually

consists of two components, bias and variance. Specifically, note that

MSE() = E[(0 — 0)?] = E[((9) — E(0))?] + (E[A] — 0)? = Var() + Bias*(h).
(2.1)

An estimator is said to be biased if E[f] # . In contrast, the mean estimate of an
unbiased estimator is equal to the true value. The variance of the estimator determines
the spread of the estimation (or how the estimate varies from sample to sample). Of

course, the goal here is to have unbiased estimators with small variance.
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2.3 Model of Online Social Networks

In this paper, we consider an undirected graph G = (V| F), with N = |V| nodes and
|E| edges. Here for a node x € V, x represents an interface that contained a user
information(e.g., user name, user personal profile), and for a edge e(x,y) € E,z,y € V,
means the connection between two users(e.g. two users are 'friend’). This model can
be applied by many online social networks - Facebook, Google Plus, etc.

In following part of this paper, we will use deg(x) to denote the degree (the number
of edges incident to the node).

The web interface of the online social network in real work only allows local
neighborhood queries, i.e., given a node v, the interface only can provide N(v), which
is the neighbors of v.

According to current literatures[78] [69], real-world social networks tend to exhibit
a highly-clustered topology, or they called "community-structure graph”. About the

term “community-structure graph”, we will introduce it in section 2.7

2.3.1 Sampling via Random Walk

Due to restrictive web/API interfaces of most online social networks, they only allows
local neighborhood queries, i.e., given a node x, the output is N(z), which ii the
neighbors of x. So it is not possible for third-party individuals get access to the
topology of most existing social network graphs with acceptable query cost. In this

case, most current works on sampling an online social network is via random walk.

Definition 1. (Random Walk) Given a graph and a starting point, we select a
neighbor of it according to a transition matriz P(z,y),z,y € V, and move to this
neighbor; then we select a neighbor of this point using the same way, and move to it
etc. This (random) sequence of points selected this way is a random walk on the graph

and here P(xz,y) is the irreducible and aperiodic transition matriz for a Markov chain
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on the graph with stationary distribution ™ (will be introduced later).

Definition 2. (Simple Random Walk(SRW)). Given a current node x, a simple
random walk chooses uniformly at random a neighboring node x € N(z) and transit
to y in the next step - i.e.,

Pla.y) - 1/deg(z) ify e N(x), 2.)

0 otherwise.

One can see that each step of a simple random walk requires exactly one query
(i.e., q(z) to identify the neighborhood of x and select the next stop y). Thus, the
performance of sampling - i.e., the trade-off between bias and query cost - is determined
by how fast the random walk converges to the stationary distribution. Formally, we

measure the convergence speed as the mizing time defined as follows.

Definition 3. Metropolis-Hastings Random Walk(MHRW) Metropolis-Hasting
Random Walk is an application of the Metropolis-Hasting algorithm that allow to mod-
ify the transition probabilities and converge to a desired stationary distribution. In
MHRW, they introduce proposal distribution(can be considered as “initial” probability
transition matriz) g(z,y) and acceptance probability o(z,y). Given a node x, next
candidate move is generated from the proposal distribution, it proposes the next node
our random walk might move to. If the proposed new node is y, then the move is
censored with the probability 1 — a(x,y). That is, with probability a(x,y), the node y
is “accepted” so that the next node of our random walk is y, and with the remaining
probability 1 — a(x,y), the next node is still x. Likewise, if we use MHRW get the
sample from each move, we will pick node y as next sample with the probability a(x,y),
and will pick node = again with the probability 1 — a(x,y). We will show how to

compute the a(x,y) and transition probability of MHRW (here the transition probability
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is shown as Pymrw(x,y)), here:

min[%%, 1], ifn(z)g(z,y) >0

a(z,y) = (2.3)

0 otherwise

Puurw (7,Y) = oz, y) - 9(7,y) (2.4)

So here the proposal distribution and the stationary distribution can both be customized
according to our motivation. Metroplis-hasting algorithm is important for our CRW

since it’s a part of our algorithm.

Definition 4. (Stationary Distribution) A random walk is a finite Markov chain
that is time-reversible, and as long as this random walk can reach to every node in the
graph in finite time space (depends on how P is), the probability distribution for the
walk to land on each node in G converges to a stationary distribution w after many
steps. which can be using as sampling distribution when we doing analysis works.

Then the edge measure @) is defined by:

Here Q(x,y) is the probability of moving from node x to node y in one step
when starting from stationary distribution. This stationary distribution provide the
foundation for most existing analysis method over samples. On the other hand, this
stationary distribution can only be used over samples that be obtained after random

walk had reached stationary.

Definition 5. (Mixing Time for Stationary) In the area of the sampling via
random walk, Mizing Time is a parameter which measures the time required by a

random walk for the distance to stationary to be small(a pre-determined threshold).
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The mizing time is defined by

tmiz(€) =min{t:  max |P'(z,y) —7(y)| < e} (2.6)
z,yeV,yeN ()

¢ is a threshold which usually be set to 1/4. Mixing time captures the number
of steps a random walk needed to convergence to its stationary from starting state.
The less mixing time of a random walk is, the short “distance” this random walk can
achieve stationary from the starting distribution, and we can get samples faster and
thus achieve smaller sampling bias.

In practice, a technique for checking (on-the-fly) whether a random walk has
reached its stationary distribution is called the convergence monitors (i.e. MCMC
convergence diagnostics) [59]. For example, the Geweke (summarized in [26]) considers
two “windows” of a random walk with length I: Window A is formed by the first 10%
steps, and Window B is formed by the last 50%. According to [95], if the random walk
indeed converges to the stationary distribution after burn-in, then the two windows

should be statistically indistinguishable. We let

04— 0p
VS + 5B

where 6 is the attribute that can be retrieved from nodes (a typical one is the degree

Z = ‘ , (2.7)

of a node), and 64,05 are means of § for all nodes in Windows A and B, respectively,
and S5t and SP are their corresponding variances. One can see that Z — 0 when the

random walk converges to the stationary distribution.

2.4 Performance Measures for Sampling

For sampling algorithm over online social networks, there are two important perfor-

mance measures: query cost and sample bias.
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Query Cost: Query Cost is always a very realistic problem in real world since many
website enforce a query rate limit from an IP address or API account for a given time
period. So a sampling algorithm has to minimize the number of queries it takes to

obtain samples.

Sample Bias: In general, sampling bias is the “distance” between the target distribution
of samples and the actual sampling distribution. Unlike the query cost, sample bias
can not be easily measured by simply counting. Traditionally, mixing time and
conductance, as the convergence monitoring for bounding the sampling bias is the
way. While in experimental evaluations, it’s quite hard to obtain actual sampling
probability distribution especially for large graph.

In this paper, we will provide the comparison on the conductance based on SRW
and CRW on the same graph for theoretical analysis, since SRW nowadays is a “golden”
standard algorithms that are widely used in most cases. While in experiment part, we

use hitting time and effective sample size, which will be further elaborate the detail of

those experimental measure in the experiment section.

2.5 Conductance: An Efficiency Indicator

the Conductance ®, also called “bottle-neck ratio”, which indicates how fast the simple
random walk converges to its stationary distribution, measures how “well-knit” a
graph is.

Note that the graph G = (V, E), and we define Q(x,y)is the probability of moving
from node z to y in one step when starting from the stationary distribution(or,
transition probability). In graph theory, a cut is a partition of the nodes of a graph

into two disjoint subsets. Formally, we have the following definition.

Definition 6. (Conductance). The conductance of a cut(S,S) in a graph G is
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defined as: [1]

o(S) = (2.8)

The conductance of the whole graph is the minimum conductance over all the possible
cuts:

#(G)= min (9) (2.9)

Scvm(S)<3
Here S is any set of nodes within whole graph. The relationship of ¢(G) to
tmiz (mixing time) is the following theorem:
1

One can see that conductance directly affect the lower bound for mixing time,
and thus the key indicator for random walk. Please note that what a conductance is
on a same graph depends on how this random walk is, for example, if we represent
the conductance using Simple Random Walk, we will add lower case notions, like:
Psrw (G).

One can see that the graph conductance ®(G) ranges between 0 and 1 - and the
larger ®(G) is, the smaller the mixing time will be (for a fixed threshold €). A small

change on ®(G) may lead to a significant change of the mixing time, thus

2.6 “Community-Structure” Graph and Community Affiliation Informa-

tion

In graph clustering, no definition of “community” is universally accepted. There exists
a lot popular definitions in literatures. Intuitively, communities are groups of nodes
which probably share common properties and/or play similar roles within the graph.

For example, students in Facebook will be more likely have friends each other within

'Rigidly, the conductance is determined by both the graph topology and the transition matrix of
the random walk. We make use of the definition to the simple random walk considered in this paper
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same school than other schools, then every school can become a property that compose

communities.

In this paper, we combine the definition of conductance and give the definition for

“community-structure” graph:

Definition 7. We say a graph G = (V, E) is a community-structure graph if the

conductance of Simple Random Walk on this graph satisfy following condition.

Psrw (G) = C,chggg)gé(%) = psrw(C) (2.11)

Here C = {C4,Cy, Cs...,Cy }. with the union UgeeC' = V. Also, we define C' C C
where C'UC' = V, and C' is composed of more than one communities in set C, i.e.,
C'={C,,a C{1,2,..n}}.

The idea of our definition is that the conductance of C’ takes the minimum value
of the conductance of the whole graph, i.e., psrw(C') = ¢srw(G). In other words,
the reason why random walk cannot converge fast is due to the random walk “stuck”
on some of communities. On the other hand, since simple random walk is the most
popular existing random walk algorithm, it is the base line that our algorithm want
to compare with.

On the other hand, we also define “Community Affiliation Information” as: for a

node x € V, we know which community this node v belong to, i.e.,

Clx)=CizeV,i>0 (2.12)
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Chapter 3: Related Works

3.1 Traditional Database Sampling and Approximate Query Processing

Sampling in traditional databases have a number of applications such as selectivity
estimation, query optimization, approximate query processing etc. [76] proposed some
of the earliest methods for enabling sampling in a database that has been extended
by subsequent work. Most uniform sampling approaches suffer from low selectivity
problem which is often addressed by biased samples. A number of weighted sampling
techniques [2, 39] has been proposed. In particular, [39] exploits workload information
to continuously tune the samples. Additional techniques for overcoming limitations
of sampling such as outlier indexing[20], stratified sampling[22], dynamic sampling
selection[9] has also been proposed. [51] proposed an online sampling technique with a
time-accuracy tradeoff while [47] extended it by introducing novel methods of joining
database tables.

There has been extensive work on approximate aggregate query processing over
databases using sampling based techniques [23, 24, 2I] and non sampling based
techniques such as histograms [79] and wavelets [I§]. Please refer to [40] for a survey.
A common technique is to build a synopsis data structure that is a concise yet
reasonably accurate representation of the database which can then be used to perform
aggregate estimation. Maintenance of statistical aggregates in the presence of database

updates have been considered in [42, [41], [34].

3.2 Hidden Database Crawling, Sampling and Analytics

The problem of crawling a hidden structured database has been extensively studied
[8, 16l 61, 68, B0, 82]. The early works focussed on identifying and formulating

effective queries over HTML forms so as to retrieve as many tuples as possible. In
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particular, [68] proposed an highly automatic and scalable mechanism for crawling
hidden web databases by choosing an effective subset of search space of all possible
input combinations that returns relevant tuples. [82] proposed optimal algorithms
to completely crawl a hidden database with minimum queries and also provided
theoretical results for the upper and lower bounds of query cost required for crawling.

There has been a number of prior work in performing sampling and aggregate
estimation over hidden databases. 28| [30, BI] describe efficient techniques to obtain
random samples from hidden web databases that can then be utilized to perform
aggregate estimation. [29] provided an unbiased estimator for COUNT and SUM
aggregates for databases with form based interfaces. [3] proposed an adaptive sampling
algorithm for aggregation query processing over databases with hierarchical structure.
Efficient algorithms for aggregate estimation over dynamic databases was proposed in
[66]. There has been a number of prior work on enabling analytics over structured
hidden databases such as generating content summaries[17, 52, [50], processing top-k
queries[15], frequent itemset mining[63], 5], differential rule mining[62]. A number of
techniques for variance reduction for analytics such as weight adjustment[29], divide-
and-conquer[29], stratified sampling[63] and adaptive sampling[85], (64] has also been

proposed.

3.3 Search Engine Sampling and Analytics

A number of prior work have considered crawling a search engine’s corpus such as
[41, [75], 13, [84] where the key objective was discovering legitimate query keywords. Most
existing techniques over a search engine’s corpus require prior knowledge of a query
pool . Among them, [14] presented a method to measure the relative sizes between
two search engines’ corpora. [12], [10] achieved significant improvement on quality of
samples and aggregate estimation. [90] introduced the concept of designated query,

that allows one to completely remove sampling bias. Sampling databases through
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online suggestions was discussed in [I1]. The key issue with requiring a query pool is
that constructing a “good” query pool requires detailed knowledge of the database
such as its size, topic, popular terms etc. There exist a handful of papers that mine a

search engine’s corpus without a query pool [12, O]

3.4 Information Extraction:

There has been extensive prior work on information integration and extraction over
hidden databases - see related tutorials [19, 33]. Parsing and understanding web query
interfaces has been extensively studied (e.g., [35,194]). The mapping of attributes across
different web interfaces has been studied (e.g., [49]) while techniques for integrating

query interfaces for multiple web databases can be found in [36], 48].

3.5 Applied Web Data Analytics in Different Area

Data Analytics is widely applied in different area in both industry and academic. For
example, Data privacy topics|7, 88, 87, [60] have been discussed recently and become
one of most popular topic in real world.

Besides computer science area, computer computing optimization and optical
computing problems[73], [71] also begin to leverage data analytics skills to improve
their model and methods. Nowadays, data-driven experiments and models play one of

most important roles in different industries and academic areas.

3.6 Random Walks based Sampling on Social Networks

As the definition of Chapter 2, Random walk is an MCMC based sampling method
extensively studied in statistics (e.g, [43]). Convergence monitors, heuristic techniques
for measuring on-the-fly how long the burn-in period should be (i.e., determining

when a random walk should be stopped and a sample taken).
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There have been extensive studies (e.g., [58, 5 [55]) on the sampling of online social
networks which feature graph browsing interfaces [92] that enforce the aforementioned
local-neighborhood-only access limitation. [58] introduces a taxonomy of sampling
techniques - specifically, node sampling, edge sampling and subgraph sampling. For
the problem studied in this paper - i.e., sampling nodes from online social networks
- the usage of multiple parallel random walks is studied in [6], while several studies
(e.g., [58]) demonstrates the superiority of random walk techniques such as Simple
Random Walk (SRW), Metropolis-Hastings Random Walk (MHRW) over baseline
solutions such as Breadth First Search (BFS) and Depth First Search (DFS). An
interesting issue studied in the literature is the comparison between SRW and MHRW
over real-world social networks - the finding in [45] is that MHRW is less efficient than

SRW because MHRW mixes more slowly.

3.7 Improving the Efficiency of Random Walk Based Sampling Methods

on Graph

[53] combines random jump and MHRW to efficiently retrieve uniform random node
samples from an online social networks. Nonetheless, in order to enable random jumps,
this study assumes access to an ID generator which can sample a node uniformly at
random with a high hit rate - an assumption that is not satisfied by many online
social networks and not assumed in this paper. Another study [81] considers frontier
sampling which converts input samples with uniform distribution to output samples
with arbitrary target distribution. Our study in the paper is transparent to this work -
as we address the problem of generating sample nodes rather than assuming access to
samples with pre-determined distributions. Also related to efficiency enhancements are
[57] which introduces a non-backtracking random walk that converges faster with less
asymptotic variance than SRW and [95] which modifies the topology of the underlying

graph on-the-fly in order to get a faster random walk on the modified graph.
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Chapter 4: Overview of HYDRA

Figure depicts the architecture of System HYDRA. It consists of three compo-
nents: two main components SAMPLE-GEN and SAMPLE-EVAL and one auxiliary
component TIMBR. From the perspective of a HYDRA user, the three components
work as follows. SAMPLE-GEN enables the user to specify a sampling distribution
and then obtain samples according to the specified distribution. SAMPLE-EVAL,
on the other hand enables the estimation of a user-specified aggregate query. If the
hidden database of concern provides a standardized search query interface, e.g., search
APIs such as those provided by Amazon or EBay, then the TIMBR component is not
really needed. Otherwise, if only a form-like web interface is provided by the hidden
database, the user can use the TIMBR component to easily build a wrapper that
translates the search queries required by the two main components to HT'TP requests

and responses to and from the hidden database server.

aggregate .
feedback Hidden
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HTTP request/
response
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aggregat EVAL

/M i
sampling
L distribution" samples

" ~ search querz
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Figure 4.1: Architecture of HYDRA System

Internally, these three components interact with each other (and the remote hidden
database) in the following manner. SAMPLE-GEN is responsible for most of the
heavy-lifting - i.e., taking a sampling distribution as input and then issuing a small

number of search queries to the hidden database in order to produce sample tuples as
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output. What SAMPLE-EVAL does is to take an aggregate query as input and then
select an appropriate sampling distribution based on both the aggregate query and
the historic samples it received from SAMPLE-GEN. Once SAMPLE-EVAL receives
the sample tuples returned by SAMPLE-GEN, it generates an estimation for the
aggregate query answer and then return it to the user. As mentioned above, TIMBR
is an optional component that bridges SAMPLE-GEN and the hidden database server
by translating a search query to one or more HT'TP requests, and HT'TP responses
back to the top-k query answers. To do so in an efficient manner, TIMBR solicits easy-
to-specify, mouse-click-based, inputs from the user, as well as sample and aggregate
feedback from SAMPLE-GEN and SAMPLE-EVAL, respectively. For example, to
properly understand the domains of various attributes, it may extract domain values
by drawing sample feedback from SAMPLE-GEN, and estimate the popularity of a
domain value by drawing aggregate feedback from SAMPLE-EVAL.
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Chapter 5: Component SAMPLE-GEN

In this section, we briefly summarize the key techniques used by SAMPLE-GEN to
retrieve samples from underlying hidden web databases. As described in Section
we highlight the two most common return semantics used in hidden databases -
exact match and kKNN. These two models require substantially different techniques.
Nevertheless, the estimators used are unbiased, has reasonable query cost and often

also has low variance.

5.1 Sample Retrieval for Matching Tuples

We start by describing various techniques to obtain unbiased samples over a hidden
databases with a conjunctive query interface and an exact match return semantics.
For ease of exposition, we consider a static hidden database with all Boolean attributes
and that our objective is to obtain samples with uniform distribution. Please refer to
[86] for further generalization and additional optimizations. All the algorithm utilize
an abstraction called query tree.

Query Tree: Consider a tree constructed from an arbitrary order of the input
attributes Ay, ..., A,,. By convention, we denote the root as Level 1 and it represents
the query SELECT * FROM D. Each internal (non-leaf) node at level i are labelled with
attribute A; and has exactly 2 outgoing edges (in general U; edges) one labelled 0 and
another labelled 1. Note that each path from the root to a leaf represents a particular
assignment of values to attributes. The attribute value assignments are obtained from
the edges and each leaf representing potential tuples. In other words, only a subset of
the leaf nodes correspond to valid tuples. Figure displays a query tree.

Brute-Force-Sampler: We start by describing the simplest possible sampling

algorithm. This algorithm constructs a fully specified query ¢ (i.e. a query containing
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Figure 5.1: Query Tree

predicates for all attributes) as follows: for each attribute A;, it chooses the value
v; to be 0 with probability 0.5 and 1 with probability 0.5. The constructed query is
then issued with only two possible outcomes - valid or underflow (since all tuples are
distinct). If a tuple is returned, it is picked as a sample. This process is repeated
till the requisite number of samples are obtained. Notice that this process is akin to
picking a leaf node from the query tree uniformly at random. We can see that this
process generates unbiased samples. However, this approach is prohibitively expensive
as the number of tuples in the database is much smaller than the cartesian product of
the attribute values - in other words n < 2. Hence most of the queries will result in
underflow necessitating large number of queries to obtain sufficient samples.
Hidden-DB-Sampler: Hidden-DB-Sampler, proposed in [28], takes a slightly more
efficient approach. Instead of directly issuing fully specified queries, this sampler
performs a fundamental operation known as random drilldown. It starts by issuing the
query corresponding to the root. At level 7, it randomly picks one of the values v; € U;
corresponding to attribute A; and issues the query corresponding to that internal
node. Notice that if the query underflows, then the drilldown can be immediately
terminated (as further queries will also return empty). If the query is valid, then one
of the returned tuples is randomly picked as a sample. If the query overflows, the
process is continue till a valid internal or leaf node is reached. We can see that this

sampler requires less query cost than Brute-Force-Sampler. However, the efficiency
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comes at the cost of skew where the tuples no longer are reached with same probability.
Specifically, note that “short” valid queries are more likely to be reached than longer
queries. A number of techniques such as acceptance/rejection sampling could be used
to fix this issue. The key idea is to accept a sample tuple with probability proportional
to 1/2! where [ is the length/number of predicates in the query issued. However, it is
possible that a number of tuples could be rejected before a sample is accepted.

Samplers that Leverage Count Information: most real-world hidden web databases
provide some feedback about whether a query overflows by either alerting the user or
providing the number of matching tuples for each query. It is possible to leverage the
count information to design more efficient samplers.

Let us first consider the scenario where the count information is available. Count-
Decision-Tree-Sampler, proposed in [30], uses two simple ideas to improve the efficiency
of Hidden-DB-Sampler. First, it leverages query history - the log of all queries issued,
their results and the counts. This information is then used in preparing which query to
execute next. Specifically, given a set of candidate queries to choose from, the sampler
prefers the query that already appears in the history which results in substantial
query savings. Another idea is to generalize the notion of attribute ordering used
in query tree. While the previous approaches used an arbitrary but fixed ordering,
additional efficiency can be obtained by incrementally building the tree based on a
saving function that helps us choose queries that have a higher chance of reaching
a random tuple soon. The algorithm for retrieving unbiased samples where only an
alert is available is bit trickier. Alert-Hybrid-Sampler operates in two stages. First,
it obtains a set of pilot samples that is used to estimate the count information for
queries. In the second stage, we reuse the algorithm that leverages count information.
While this results in an inherent approximation and bias, it is often substantially more
efficient in terms of number of queries.

HD-Unbiased-Sampler: This sampler, proposed in [29], is one of the state of the
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art samplers that uses a number of novel optimizations for better efficiency. We discuss
the fundamental idea here and the various variance reduction techniques in Section [6]
In contrast to other techniques that obtain uniform random samples with unknown
bias, this sampler intentionally seeks biased samples - albeit those for which the bias
is precisely known. This additional knowledge allows us to “correct” the bias and
obtain unbiased samples.

The random drilldown process is very similar to the previous samplers. We start
with the root node and choose an edge uniformly at random. If the query overflows,
the process is continued. If it is valid, we can terminate the process by choosing a
tuple uniformly at random from the results. When the query underflows, instead of
restarting the drill down, this sampler instead backtracks. Specifically, it backtracks
to a sibling node (i.e. a node with which it shares the parent node) and continue the
drill down process. We can note that the drill down always terminates with a node
whose parent is overflowing. By using few additional queries, [29] proposed an efficient
estimator that can precisely compute the probability that an overflowing node is visited.
If the ultimate purpose is to estimate aggregates, one can use Horvitz-Thompson

estimator to generate estimates based on the known bias of each tuple.

5.2 Sample Retrieval for kNN Model

In this subsection, we examine the kNN return semantics where we are given an
arbitrary query ¢ and the system returns k tuples that are nearest to ¢ based on
a scoring (or distance) function. The objective is to design efficient techniques for
obtaining uniform random samples given a kNN query interface. We focus our attention
to a class of hidden databases (spatial databases) and describe recent attempts to
retrieve uniform samples. Specifically, we focus on location based services (LBS) that
have become popular in the last few years. Websites such as Google Maps and other

social networks such as WeChat extensively use this return semantics. Given a query
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point (location) ¢, an LBS returns k points from D that are closest to g. Note that the
hidden database consists of 2-dimension points represented as latitude/longitude which
can correspond to points of interest (such as in Google Maps) or user locations (such
as in WeChat, Sina Weibo etc). For this article, we assume that the distance function
used in Fuclidean distance and that the objective is to obtain uniform samples.

Taxonomy of LBS: Based on the amount of information provided for each query,
each LBS can be categorized into two classes. A Location-Returned-LBS (LR-LBS)
returns the precise location for each of the top-k returned tuples[65]. A number of
examples such as Google Maps, Bing Maps, Yelp follow this model as they display
the location information of the POIs such as restaurants. A Location-Not-Returned-
LBS (LNR-LBS), on the other hand, does not return tuple locations[65]. This is
quite common among social networks with some location based functionality such as
Weibo due to privacy concerns. Both these categories require substantially different
approaches for generating samples with divergent efficiencies. As we shall see later,
the availability of location dramatically simplifies the sampling design.

Voronoi Cells: Assume that all points in the LBS are contained in a bounding
box B. For example, all POIs in USA can be considered as located in a bounding
box encompassing USA. The Voronoi cell of a tuple ¢, denoted by V(¢) is the set of
points on the B-bounded plane that are closer to ¢ than any other tuple in D[32].
In other words, given a Voronoi cell of a tuple ¢, all points within it return ¢ as the
nearest neighbor. We can notice that the Voronoi cells are mutually exclusive and also
convex[32]. From the definition, we can notice that the ratio of area of the Voronoi
cell to the area of the bounding box B precisely provides the probability that a given
tuple is the top ranked result. Figure displays the Voronoi diagram for a small
database.

Overview of Approach: At a high level, generating samples for LR-LBS and LNR-

LBS follow a similar procedure. In both cases, we generate random point queries,
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issue them over the LBS and retrieve the top ranked tuple. Note that based on the
distribution of underlying tuples, some tuples may be retrieved at a higher rate. For
example, a POI in a rural area might be returned as a top result for a larger number of
query points than a POI in a densely populated area. Hence, the process of randomly
generating points and issuing them results in a biased distribution for the top ranked
tuples. However, using the idea from HD-Unbiased-Sampler, we can correct the bias if
we know the probability that a particular POI will be returned as the top result. For
this purpose, we use the concept of Voronoi cells[32] that provides a way to compute
the bias. [65] proposes methods for precise computation of Voronoi cell of a tuple for
LR-LBS. For LNR-LBS, [65] describes techniques to compute Voronoi cell of a tuple
to arbitrary precision.

Algorithms LR-LBS-AGG and LNR-LBS-AGG: This algorithm generates samples
and uses them for aggregate estimation over LR-LBS such as Google Maps. Note
that in this case, the location of the tuple is also returned. The key idea behind
computation of the Voronoi cell of a tuple is as follows: if we somehow collect all
the tuples with Voronoi cell adjacent to ¢, then we can precisely compute Voronoi
cell of t[32]. So the challenge now reduces to designing a mechanism to retrieve all
such tuples. A simple algorithm (see [65] for further optimizations) is as follows. We
start with a singleton set D’ containing ¢ with its potential Voronoi cell containing
the whole bounding box B. We issue queries corresponding to the boundaries of B. If
any query returns an unseen tuple, we append it to D’, recompute the Voronoi cell
and repeat the process. If all the boundary points return a tuple that we have already
seen, then we can terminate the process. This simple procedure provides an efficient
method to compute the Voronoi cell and thereby the bias of the corresponding tuple.
We again use Horvitz-Thompson estimator for estimating the aggregate by assigning
unequal weights to tuples based on their area. The key challenge for applying this

approach to LNR-LBS is that the location of a tuple is not returned. However, [86]
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proposes a "binary search” primitive for computing the Voronoi cell of a tuple ¢. When
invoked, this primitive identifies one edge of the Voronoi cell of ¢ to arbitrary precision

as required.

tl

t5

ql

Figure 5.2: Voronoi Diagram and Illustration of LR-LBS-AGG

Figure [5.2] provides a simple run-through of the algorithm for a dataset with 5
tuples {t1,...,t5}. Suppose we wish to compute V(). Initially, we set D’ = {t4}
and V' (t4) = Vj, the entire region. We issue query ¢; that returns tuple ¢5 and hence
D" = {t4,t5}. We now obtain a new Voronoi edge that is the perpendicular bisector
between ¢4 and t5. The Voronoi edge after step 1 is highlighted in red. In step 2, we
issue query ¢o that returns ¢4 resulting in no update. In step 3, we issue query g3 that
returns t3. D' = {t3,t4,t5} and we obtain a new Voronoi edge as the perpendicular
bisector between t3 and ¢, depicted in green. In step 4, we issue query g4 that returns
to resulting in the final Voronoi edge depicted in blue. Further queries over the vertices

for V (t4) does not result in new tuples concluding the invocation of the algorithm.
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Chapter 6: Component SAMPLE-EVAL

In this section, we describe the techniques used in the SAMPLE-EVAL component
that is used to evaluate the quality of samples collected by SAMPLE-GEN component.
In this article, we focus our evaluation of samples based on the end-goal of aggregate
estimation. We consider three major factors: bias, variance and longevity. We start by
describing bias and variance in in Section [6.1] Since there exist unbiased estimators
for common aggregates, we focus on known techniques to reduce the variance of an
estimator. In Section [6.2] we describe a principled method for updating sample when

the underlying database changes.

6.1 Static Database: Bias and Variance

Recall from Section [2] that the bias of an estimator is the difference between the
expected value and the true value of the aggregate. In other words, it provides
information about whether the expected value of an aggregate (estimated from the
samples) agrees with the actual value. It is preferable for an estimator to be unbiased
- i.e. have a bias of 0. The wvariance of an estimator measures how adjusting the
sampling distribution affects the variance of estimated aggregates - in other words,
how aggregate estimated varies from sample to sample.

If an estimator has no bias, then the long term average of the estimates converges
to the true value. If the estimator has a small but known bias, then the estimates
converges around the biased value. If the estimator has a low variance, most estimates
generated from samples cluster around the expected value of the estimator. Finally, if
the estimator has a high variance, the estimates generated can vary widely around the
expected value. It is possible to have an estimator with large bias and low variance

and vice versa.
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Recall from Section [2| that bias and variance are tightly interconnected through
the MSE of an estimator. If all things being equal, an unbiased estimator is preferable
to a biased estimator. If the estimator is unbiased, then it is preferable to have a low
variance. Finally, it might not always be possible to design an unbiased estimator -
there are a number of practical estimators that are biased but with a small bias. The
relevant trade-off between bias and variance is often specific to the end goal.

There exist a number of estimators that provide unbiased estimation of aggregates
over hidden databases [29, [66, 28]. Hence in this section, we focus on some principled
mechanisms to reduce the variance. For additional details, please refer to [93].

Acceptance/Rejection Sampling: Recall from Section [5| that Hidden-DB-Sampler
sought to improve Brute-Force-Sampler by issuing shorter (in terms of number of
predicates) and broader (as measured by the subset of database matched) queries.
Basically, the sampler performs a random drill down starting from the root. When
it reaches an underflowing node, it restarts the drill down. For overflowing nodes, it
continues the drill down process while for a valid node, it takes one of the returned
tuples as a sample. We can see that this process introduces a bias towards tuples
that are favored by the ranking function (and hence returned by shorter queries). A
common technique used to correct this is called acceptance rejection sampling[25].
Instead of unconditionally accepting a tuple from a valid query, we discard the tuples
that were obtained from a short random drill down with a higher probability. If
done correctly, the rejection results in a set of accepted samples that approximate the
uniform distribution.

Weighted Sampling: While acceptance/rejection sampling provides a uniform
random samples, they often reject a disproportionate number of samples. A major
improvement can be achieved by weighted sampling[25] that accepts all the tuples from
the drill down and instead associates with each of them a weight that is proportional

to its selection probability p(q) (probability that the tuple is selected). Now, we can
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generate a more robust estimate by adjusting each estimate by its selection probability.
This is often achieved through the unequal probability sampling estimators such as
Horvitz-Thompson[25]. In addition to resulting in substantial savings of query cost (as
no sample is rejected), the estimator remains unbiased. Of course, it is now necessary
to design additional mechanisms to estimate the selection probability as accurate
as possible as it has a disproportionate impact over the estimator accuracy. This
approach often works well if the accuracy of answering an aggregate query depends on
whether the distribution of selection probability of tuples is aligned with the aggregate
to be estimated. Please refer to [31] for additional discussions.

Weight Adjustment: This a popular variance reduction technique that has broad
applicability in both traditional and hidden database sampling. The key idea here
is to avoid the potential misalignment between aggregate and selection probability
distribution by proactively seeking to “align” these factors. Specifically, this is achieved
by adjusting the probability for following each branch in a query tree. Such a change
affects the selection probability of nodes and potentially results in a better alignment.
Achieving perfect alignment is often hard and would make the estimator too specific to
an aggregate. Instead, it is possible to design an effective heuristics that has generality
and often approximates the perfect alignment with reasonable fidelity. The typical
strategy to perform weight alignment is to obtain a set of “pilot” samples and use
them to estimate the measure attribute distribution. From the pilot samples, we
can estimate for each branch the selection probability proportional to the size of
the database subset rooted under this branch. While knowledge of the exact sizes
results in 0 variance, the approximation via pilot samples often reduces the variance
in practice. Please refer to [29] for additional discussions.

Crawling of Low-Probability Zones: There exists a number of well known samplers
[30] that could leverage overflow information to improve the efficiency of sampling.

This is achieved by having a constant cutoff C' that trades-off the balance between
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sampling efficiency and variance. These samplers assume that all queries at Level-C'
results in underflow or is valid and choose branch with different probabilities. Such
an approach has the unfortunate side-effect of rarely choosing tuples that are only
returned by leaf level query nodes. This skew between tuples that are reachable at
low and high levels can be mitigated by combining sampling with crawling of low
probability zones. Specifically, the sampling of tuples below Level-C' starts when the
sampler reaches an overflow query @) at level C' but could not select a sample from it
(possibly due to rejection sampling)[31]. Instead of continuing the drill down below
level-C', we can crawl the entire sub-tree rooted at () and use the results to estimate
the size of tuples in the sub-tree that match (). A tuple randomly chosen from the
set of tuples that match ) is returned as sample. We can see that this modification

reduces the skew of the selection probability of tuples below Level-C'.

6.2 Dynamic Databases: Longevity

In this subsection, we briefly discuss the third factor in reducing estimation variance by
considering “longevity”. The approaches discussed in previous section are applicable
only for static databases. However, most real world databases often undergoes updates
(inserts, modifications and deletions). Longevity is a key factor in the determining
how a sample tuple retrieved using one of the prior rounds must be handled.

A straightforward, but naive, approach for handling dynamic databases is “repeated
execution” (RESTART-ESTIMATOR) where samplers for static databases are invoked
after each round. However, such an approach has number of issues. First, the query
budget for each round is spent wholly on retrieving new samples for that round. This
causes the variance of the aggregate estimation in each round to remain more or less
constant (as it in turn inversely related to the number of samples). We can readily see
that it must be possible to have a better process that carefully apportions the query

budget between updating samples from prior rounds and retrieving new samples.
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A straightforward improvement is REISSUE-ESTIMATOR[66] that outperforms
the naive algorithm by leveraging historic query answers. Specifically, any random
drill down conducted is uniquely represented by a “signature”. After the first round,
the signature and results of the drill down are stored. In the subsequent rounds, we
reuse the same set of signatures (as against the naive algorithm that generates new
drill downs). Recall that all the samplers for static databases terminated the drill
down when they reached a valid node. Hence, in each subsequent round, we can
start our process from the signature node. If the node overflows (new tuples added),
then we drill down. If it underflows (tuples deleted), then drill up. This process is
repeated until a valid node is reached when the sample is replaced by a randomly
chosen tuple from its results. This estimator is still unbiased and can utilize the
queries saved by reusing the signatures for obtaining additional samples in each round.
Note that when database does not change between successive rounds, the queries
issued by REISSUE-ESTIMATOR, are always a subset of those issued by RESTART-
ESTIMATOR resulting in substantial query savings. In the worst case, when the
database is completely recreated in each round, REISSUE-ESTIMATOR might end up
performing worse than RESTART-ESTIMATOR. In practice, REISSUE-ESTIMATE
often results in query savings that could be used to retrieve new samples in that
round. The new samples results in reduction of variance (as variance of the aggregate
is inversely proportional to number of samples).

This idea could be extended further to design an even more sophisticated RS-
ESTIMATORJ66] that distributes the query budget available for each round into two
parts: one for reissuing (i.e., updating) drill downs from previous rounds, and the
other for initiating new drill downs. Intuitively, the distribution must be computed
based on the amount of changes in the aggregate to be estimated. [66] describes the
relevant optimization information that could be used for the distribution of query

cost that are usually approximated via pilot samples. Intuitively, when the database
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undergoes little change, RS-ESTIMATOR mostly conducts new drill downs - leading
to a lower estimation error than REISSUE and when the database changes drastically,

RS-ESTIMATOR will be automatically reduced to REISSUE-ESTIMATOR[66].
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Chapter 7:  Component TIMBR

In this section, we describe the TIMBR, component of HYDRA which is responsible
for three tasks: (1) translating a search query supported by a hidden database to the
corresponding HTTP request that can be submitted to the website; (2) interpreting
a webpage displaying the returned query answer to extract the corresponding tuple
values; and (3) the proper scheduling of queries (i.e., HTTP requests submitted to
websites), especially when there is a large number of concurrent data analytics tasks
running in the HYDRA system. The following three subsections depict our design
of the three components, respectively. As we mentioned in the introduction, it is
important to understand that our goal here is not to develop new research results for
the vast field of information extraction, but to devise a simple solution that fits our
goal of the HYDRA system - i.e., a tool that a data analyst with substantial knowledge
of the underlying data (as otherwise he/she would not be able to specify the aggregate
queries anyway) can quickly deploy over a form-like hidden database. One can see in
the following discussions how our design of TIMBR leverages two special properties of
our system - the auxiliary input from a human data analyst; and the (bootstrapped)

feedback from the SAMPLE-GEN and SAMPLE-EVAL components.

7.1 Input Interface Modeling

We start with the first task of TIMBR, input interface modeling, i.e., how to translate a
search query supported by a hidden database to a corresponding HT'TP request that can
be transmitted to the web server of the hidden database. Before describing our design,
we first outline two main technical challenges facing the modeling of an input interface:
First is the increasingly complex nature of the (output) HTTP request. Traditionally

(e.g., era before 2008), form-like search interfaces were usually implemented as simple
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HTML forms, with input values (i.e., search predicates) transmitted as HTTP GET or
POST parameters. For these interfaces, the only thing our input-interface modeling
component needs to identify is a URL plus a specification of how each attribute (i.e.,

predicate) is mapped to a GET or POST parameter. Here is an example:
URL: http://www.autodb. com/

Parameter: Make = pl (GET), Model = p2 (GET)
Composed HTTP GET request: http://www.autodb.com/search?pl=

ford&p2=F150
Nonetheless, more recently designed websites often use complex Ajax (i.e., asyn-

chronous JavaScript) requests to transmit search queries to the web server - leading to
sometimes not one, but multiple HT'TP requests and responses that are interconnected
with complex logic. For example, Figure demonstrates an example with disney.com,

which uses one Ajax request to retrieve an authentication token before using it in a

second Ajax request to obtain the real query answer.

€ . gocomsni - P R =

Dinin il
| — =

1. User click “find a table” button

2. Instead of simple HTTP request
and response, this server firstly
grant user a token to authorize

"""""""" "o 8. Then, the server sent result after
o authorization

4. If we directly sent this request,
the server will not sent result

..............

Figure 7.1: Example of multiple HTTP requests/responses

One can see that, for websites with such complex designs, it becomes impossible
to properly model its input interface without parsing through the corresponding
JavaScript source code. The second challenge stems from the first one, and is also

an implication of the more powerful and flexible HTML5/JavaScript designs that are
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rapidly gaining popularity. Note that if the first challenge did not exist - i.e., if the
output of interface modeling were simply an HTTP GET or POST request as in the
above example - then we would not care about the design of the input (i.e., search
interface) webpage at all. The reason is that, whatever the design might be, we only
need to capture the submission URL and figure out the mapping between attributes
and GET/POST parameters. However, given the presence of the first challenge and
the necessity of “understanding” the JavaScript code required for query submission, it
becomes necessary for us to identify the interface elements (and correspondingly, the
JavaScript variables) capturing the user-specified values for each attribute.

It is from this requirement that the second challenge arises. Here the difficulty
stems from the complex design of input controls e.g., textboxes or dropdown menus
for specifying search predicates. Take textbox as an example. Traditionally, it is often
implemented as a simple <input> tag that can be easily identified and mapped to an
attribute according to minimal user interactions. Now, however, many websites such
as Walmart implement textboxes in a completely customized manner, e.g., as a simple
<div> that responds to mouse clicks and/or keyboard events using custom-designed
functions. Once again, this makes JavaScript parsing a prerequisite for input interface

modeling.

2.Send URLand )
request content 1. User enter URL

3. Headless browser 4. The content is

open the page and ‘
return content shown to user
--------------------- > e

]

6. Send interaction | AEEESEN 5. User interact

] record with display
s:rverlslde mmmmmmmmmmnneeeeeeeees Client Side | 4==========rrrzezmmmmmms User
eadless 7. Browser Interaction 8. User can see
Browser interact with page Component the result

and return result R .

Figure 7.2: Process of Timbr

In light of the two challenges, our main technique for input interface modeling is

not to parse the HTML and JavaScript code in our system, but to instead leverage
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an existing headless browser, e.g., PhantomJS, which runs on our HYDRA server.
Figure demonstrates the process of constructing an input-interface model. We
start by doing two things: starting a headless browser at the backend and displaying
the target website (i.e., the hidden database) as part of the HYDRA interface at the
frontend. Then, we ask the user to interact with the displayed website to specify the
input search conditions. The exact user interactions with the display (i.e., mouse
clicks, keyboard events, etc.) are captured and transmitted to our backend headless
browser, which repeats these interactions and (in the future) adjusts them - e.g., by
changing the value specified for an attribute to form other search queries.

One can see here a key premise of our design: to convert the problem of modeling
“how the input webpage interacts with the hidden database server” - a tedious task that
requires complex HTML /JavaScript parsing - to simply model “how the user interacts
with the input webpage” - a much simpler task given its (general) transparency to
the website Ajax design, yet can solve the same problem with the help of a headless
browser running on HYDRA server. Of course, our approach calls for more user
inputs than what is required by the fully automated interface modelers proposed in
the literature (like [27) 46]) - e.g., instead of using techniques such as image pattern
recognition [35] to automatically identify attribute controls, the mapping between
an attribute and its corresponding webpage control (i.e., interaction) is defined by
the human user in our TIMBR component. Nonetheless, we note that, as discussed
in the introduction, our solution here is simpler and fits our goal of developing a
fast-prototyping module for data analysts who already have substantial knowledge of
the domain of the underlying data.

The detailed implementation calls for the proper treatment of many subtle issues.
Some examples include how to properly measure the delay required between two
operations (e.g., when the first operation activates an input control and the second

one specifies the input value), how to detect and identify the correlation between
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different operations (e.g., only when car make is selected will a drop-down menu of

car model appear), etc.

7.2 Output Modeling

Compared with the input side, output modeling is a simpler task as the goal here is
mainly to extract information from the returned result page, with only a few user
interactions to capture. In the following discussions, we first describe our techniques
for extracting tuples and attributes from the webpage, and then briefly discuss the

interactions that need to be captured.

Extracting Tuples and Attributes: Consider the Document Object Model (DOM) tree
of the result webpage. The goal here is to identify the group of subtrees corresponding
to the tuples being returned and (at a finer granularity) the position of each attribute
within a subtree. Ideally, all tuples should be mapped to the same level on the DOM
tree, making the identification a straightforward process - so long as the user specify
(by clicking on the HTML element corresponding to) the subtree of one example tuple,
the remaining job is to simply find all other subtrees at the same level.

The practical cases are often more complex. For example, some websites place a
subset of tuples (often those "featured” ones) into a special element, making them one
level lower than the rest of tuples. In TIMBR, we address these challenges with two
main ideas, namely human- and data-assisted tuple specification, respectively: the
human-assisted approach asks a user to specify two tuples (ideally one at the beginning
and the other at the end), in order to find the correct common ancestor HTML element
for all tuples. Then, based on auxiliary information such as common CSS classes, the
identification of tuple subtrees under this common ancestor becomes straightforward.
The data-assisted approach is mainly used when such auxiliary information is not
available. In this case, we mark as the “signature” of each subtree the positions and

types of its elements that are identifiable using pre-known attribute domains (e.g.,
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ZIP codes in US are five-digit combinations, US phone numbers are of the format 3
digits + 3 digits + 4 digits). Such a signature is then used to properly identify the

subtrees under the common ancestor that are corresponding to the returned tuples.

Interaction Modeling: The interactions we need capture from the output interface are
those "next page” or "load more” operations - they retrieve additional tuples that
cannot be returned on the current page. Given the popularity of ”infinite scroll” - i.e.,
Ajax-based loading of additional tuples without refreshing URL - in recently designed
websites, we once again use the headless browser described in the input modeling part
to capture the interaction and trigger it to retrieve additional tuples. A challenge
with this design, however, is duplicate prevention. Specifically, some websites (e.g.,
http://m.bloomingdales.com) make the “next page” button available even when the
returned results have already been exhausted. When a user clicks on the next page
button, the same tuples will be displayed, leading to duplicate results. Note that we
cannot simply compute a hash of the entire webpage HTML for duplicate detection,
as peripheral contents (e.g., advertisements) on the page might change with each load.
Thus, in TIMBR we first extract tuple and attribute values from each page, and then

compare the extracted values against the history to identify any duplications.
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Chapter 8: Cross-Community Random Walk

8.1 Main Idea

We consider a novel problem of how to significantly increase the conductance of
the real-world social network with highly clustered topology graph by leveraging
community information. Let’s introduce the concept of “community” and its relation
to conductance before state our idea.

As we defined in chapter, In graph theory, community can be also considered as
clusters or densely connected subsets in graph partitions. In social network, social
communities can be defined as subgroups whose members are all “friends” to each
other[7§]. So here our community affiliation information refers to the knowledge of
which community any specific node belong to. For example, if our target graph is
Facebook where every nodes is user profile and every undirected edges means two
nodes are friend, we can use the age group as our communities by the assuming that

peoples who are belong to same organization/school will be more likely making friends.

Figure 8.1: Community Structure Graph

There are two cases in real world we might face on this problem. One is that
we already perfectly know a "perfect community affiliation information" based on

pre-knowledge, i.e., all values of C'(x) for x € V are known. In this case, we can
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directly use our “cross-community” random walk with such assumption.

Another case is that if community affiliation information is not available, we need
to find ways to infer the community affiliation information. One popular method
of community affiliation inference is adept community detection algorithms to get
the community affiliation information. However, most existing community detection
algorithms cannot be used in real world due to unknown of topology and interface
limitation, some online community detection algorithms that can be used take too
many large query costs(O(n?) or more)[38| [74]. So we will not discuss this method in
our paper.

The method towards this case we will use in this paper is community affiliation
inference through key attribute. We will fully discuss our method in following chapter.

Our key idea is to increase conductance through increase the probability picking
cross-community edges when random walk jump to next step and thus achieve faster
converge speed. On the other hand, based on the property of MHRW, we can still

make our random walk converge to our target stationary dist.

8.2 Theoretical Analysis

In this section, we will show and prove the conductance on “community-structure”
graph using our algorithm is greater than or equal to the conductance of same graph
using SRW.

As we already defined, nodes V is partitioned into disjoint subset of nodes, called
communities, Cy, Cy, Cs..., C,,, Also, we define C' C C as a set that compose of one
or more than one communities in set C, i.e., (' = {C,,a C {1,2,..n}}. Oh the
other hand, "community-structure graph” satisfy: ¢spw(G) = ¢@srw(C’), as we already
defined in chapter 2.

We introduce our theorem:

Theorem 1. For a given graph G = (V| E), if this graph is a “community-structure”
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graph, then the conductance of this graph G wusing “Cross-Community” Random

Walk(CRW) ¢crw (G) is greater than or equal to the conductance of graph G using
SRW ¢srw (G).

Proof. First of all, we use Psgw(x,y) to denote the transition probability from node

x to node y given current state of z using SRW:

1

PSRW(:Ea y) = deg(l‘) (81)

Likewise, Pcrw (7, y) means the transition probability from node = to node y given

current state of x using “Cross-Community” Random Walk(CRW):

PCRVV(:U?Z/) = g(xa y) : &(xay)
R (82)

= @) 1009 ™Y

As we already stated in Chapter 2, g(x,y) is called “purposal distribution” or we can
treat it as initial transition probability; a(z,y) is the acceptance rate introduced in
Metropolis-Hasting Random Walk.

On (10), we denote I(z) as the set of different communities among all neighbors of x,
ie., I(z) ={C(y),e(x,y) € E}. We also denote O(x,y) as the set of the neighbors of
x that belong to same community of node y, i.e., O(x,y) = {z,e(z,2) € £,z € C(y)}.
Likewise, we also need to define one term for proof: OT(x), represent the set of the
neighbors of x that belong to different community with the community of x, i.e.,

OT(x) ={z,e(x,2) € E,C(z) # C(x)}. Then we have:

> |O(z, K(c,z))| = |OT(z)| when Vy,y = K(c,z) and C(y) # C(x) (8.3)

cel(x)

In (12), we use K(c,z) to denote the set of nodes that is the neighbors of node = and

is belong to community c.
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Next step is to compare the conductance using SRW and ORW, and since here our
target stationary distribution is set to same with the SRW (7 (z) = (deg(z))/(2|E|)),
we just need to compare Q(C’,C’) using different random walks. (Recap that Q(x,y)
is the probability of moving from node x to node y in one step when starting from
stationary distribution, and Q(C’,C’) = > secr yee Q(7,y), which defined in pervious
chapter) In following equations, Qsrw(C’,C’) denote the Q(C’,C’) using SRW, and
Qcrw(C',C’) means Q(C',C") using CRW.

. 5 deg(xz) 1 1
Qsrw(C',C) = > = > = (8.4)
xEC’,yEé’ 2’E| deg(l‘) IEC/7yE(f’ |E’
deg(y) 1 1

Qcrw(C',C") = > > >

zel’, if a(z,y)<1 C;el(z) yeC; 2|E1| |[( )| |O(y7K<Ozay))|

n Z Z Zdeg 1 1

zeC, if a(z,y)>=1C;el(x) yeC; 2|E| )l |O(ZE,K(O“J]))|

(8.5)

To further expand equations (15), (16), we need to define f(z): f(z) = |[I(x)] -

|O(z,y(c, x))|, then we have:

E[f(2)] = [OT(x)| (8.6)

Also, if we define R(z) = |O(z)|/deg(x), our estimation of Qcrw (C’,C’) is

EQcrw(C,C) = > | A ] (8.7)

xEC’,yeé’ R(.ZU) R(y> 2|E‘

Finally, combining with equations (7), (15), (16), (18) we get the equations for
conductance using SRW and CRW:

Z c’, c/ L
psrw (C) = (C)'E' (8.8)
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1 1 1
erc',yeé' [R(x) A @] 2[E]

Ele(C)erw] = (8.9)

Based on our definitions, R(z) can be considered as a ratio for “outer current
community ratio” for node x, which satisfy: R(x) € [0,1]. Compared with equation

(18) and equation (15), finally we get E[o(C")crw| >= ¢(C')srw O

8.3 Cross-Community Random Walk with Community Inference

Let’s talk another more realistic case in this section: if we are not able to know the
perfect community affiliation information, i.e., C'(z) is not known, we shall apply some
methods to obtain C(z).

First well-known method about community affiliation information is community
detection algorithms. However, most community detection algorithms either require
large query costs or need some prerequisites knowledge about the graph topology,
which cannot be applied into real world cases. (We will discuss some of community
detection algorithms as the extension in following chapters.) Instead, we develop

algorithms to infer the community affiliation information leveraging the node features.

8.3.1 Naive Community Affiliation Inference

One common method in real world is to infer the community affiliation information
using extra knowledge on feature similarities among nodes in different communities.
For example, in most social network, communities correspond to groups of friends
who attended the same school, or who lives in the same town[89]; In co-authorship
networks, communities correspond to scientific disciplines[44]. Therefore, we directly
pick the relevant attributes/features as the divider of the communities if we can know
which attribute/feature is most relevant to community structure. Thus we just assign

all different communities with different index along with the feature we pick.
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The pros of this method is that it does not require any extra query cost and easy
to use. The cons of this method is that this method require "too strong" assumption
on the relevance between community structure and the attribute we pick, thus the
result maybe not good if we pick a wrong attribute. Another negative side of this

method is the result of community affiliation information is hard to be tested.

8.3.2 Community Affiliation Inference with Attribute Selection

Here we also introduce a more practical method: using many short run random walks
collecting samples and then applying attribute selection methods to pick one or many
strongly correlated attributes with the community structure.

As we mention above, random walks tend to get “trapped” into densely connected
parts corresponding to communities[70]. Therefore we assume that most samples we
gain from short random walks using the same starting is belong to the same community,
i.e., we assume C(z) is same for short number samples gain from the same starting
node.

Attribute selection, also known as feature selection, is the process of selecting
a subset of relevant attributes with the target attribute (in our paper, is C(z)).
There are a lot of algorithms that already been used in literatures for years. We
choose “Minimum-redundancy-maximum-relevance(mRMR)”[77] algorithms in our
experiments, and the detail will be discussed in our experiment section.

What’s more, if we can access to more than one starting nodes but “very likely
to belong to different community” based on extra knowledge, e.g., we pick up two
user from different country and different school as two starting node in the Facebook
dataset. We can have more than one group samples to test, which will make experiment

result more convincing. We shows our algorithm below:

1. Collect Samples using multiply short random walks

Assume we pick M starting nodes that we assume C(x) is known for those
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starting nodes, then we firstly set a threshold 7" (like, 10) for the number of
short random walk each time, and take every steps of our random walk as a
sample until 7" steps reach. And this process can be repeated N time as well for

each starting point. Therefore we have T x N x M samples.

2. Discard irrelevant attributes manually (optional)
This step is optional. Although attribute selections algorithms themselves can
detect irrelevant attributes but sometimes they require large sample size to
ensure the accuracy of the result. Since intuitively we do not want cost too
much query cost on this steps, then if we can manually discard some attributes
based on extra knowledge(e.g., common sense), we can increase the effectiveness
of attribute selection methods. For example, some boolean attributes like user’s
gender in social network datasets which is not likely correlated to community
structure in most social networks data (i.e., most users will not more likely

making friends each other by same gender in social networks).

3. adapt attribute selection algorithms Within one group of sampling comes
from same starting nodes, we set community affiliation information (C(x)) for
small samples the same as the starting node those starting random walk from.
Then we have groups of samples with many attributes including community
affiliation information. We just need to directly pick and run a attribute selection

attributes algorithm to select most correlated attributes.

8.4 Experiment

8.4.1 Experimental Setup

Hardware and Platform: In this section, we did all experiments on a Macbook
Pro computer with Intel Core i7 2GHz CPU and 64bit OS X EI Capitan.

Experiment Datasets: We picked three datasets from [I] in the experiments:
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two large scale real-world social network datasets and one small subset of social
network dataset. Following is the brief description of the datasets we got:

Facebook: This dataset consists of ’circles’ (or ’friends lists’) from Facebook.
Facebook data was collected from survey participants using Facebook App. This
dataset contains 4039 nodes, and 88234 edges with 0.6055 average clustering coefficient.
This dataset is relatively not that strong clustering.

Twitter: This dataset consists of ’circles’ (or ’lists’) from Twitter. Twitter data
was crawled from public sources. The dataset includes node features (profiles), circles,
and ego networks. This dataset contain 81306 nodes, 1768149 edges, with 0.5653
average clustering coefficient. The structure of this dataset is higher clustering than
facebook dataset.

Pokec: Pokec is the most popular on-line social network in Slovakia. The popularity
of network has not changed even after the coming of Facebook. Pokec has been provided
for more than 10 years and connects more than 1.6 million people. Datasets contains
anonymized data of the whole network. Profile data contains gender, age, hobbies,
interest, education etc. This dataset contain 1632803 nodes, 30622564 edges, with
0.1094 average clustering coefficient. The structure of this dataset is much highly

clustering.

8.4.2 Performance Measures

We use two type of performance measures in our experiment part.

Effective Sample Size As mention in previous chapter, effective sample size is a
important indicator measuring the sample bias. In order to do analysis over samples,
more “iid” (independent and identically distributed) samples there are, less variance
our estimation get. We choose Geweke test in our implementation and count the
number of “iid” samples with the random walk run as “Effective Sample Size”.

Hitting Time(Community Coverage) We define “hitting time” as the average
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time random walks (restart from same starting node) reach to every communities
in whole graph. The idea is that random walk always got trapped into one or few
communities, which is the main reason random walk converges slowly and wastes large
query cost. The correlation between this measurement and mixing time is very high
in community structure graph. Here we use “community coverage” to represent the

ratio of the number of communities our random walk has reached over total number

of communities in whole graph.

8.4.3 Experimental Results

(a) Facebook (b) Twitter

Figure 8.2: Community Coverage Comparison
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Chapter 9: Conclusion

In deep web data analytics, we target crawling technical challenges and sampling
challenges and make contributions.

For crawling challenges, we provided an overview of System HYDRA which enables
fast sampling and data analytics over a hidden web database that provides nothing but
a form-like web search interface as its only access channel. Specifically, we discussed
three key components of HYDRA: SAMPLE-GEN which produces samples according
to a given sampling distribution, SAMPLE-EVAL which generates estimations for a
given aggregate query, and TIMBR which enables the fast and easy construction of
a wrapper that translates a supported search query to HT'TP requests and retrieves
top-k query answers from HTTP responses.

It is our belief and vision that HYDRA enables a wide range of future research
on hidden web databases. Within the database community, we think the research
of HYDRA raises a fundamental question: exactly what kind of information can be
inferred from a search-query-only, top-k-limited, access interface? HYDRA provides
part of the answer by demonstrating that samples and aggregate query answers can be
inferred from such an interface. But more research is needed to determine what other
information can be inferred - and for other types of access interfaces/channels as well.

For sampling challenges, we designed a faster sampling method on online social
networks. We showed that the main reason for most state-of-art random walk methods
gain low efficiency sampling speed on most social network is because of the community
structure of those graph will reduce the conductance, therefore most traditional
random walk methods are hard to converge.

We argue that in real world experiments, multiply attributes of every sample can

be used as to infer community affiliation information. Then we can leverage the

57



property of metropolis-hastings random walk to revise the weight of every edge for
every steps of random walks. Thus we make our random walk faster travel to every
different communities of whole graph.

For our Cross-Community Random Walk, we provide theoretical proof stating
that our random walk increase the conductance thus make our sampling method more
effective compared with Simple Random Walk. We also used experiments based real
world social network dataset demonstrating the superiority of our technique over the
existing random walks.

Outside of the database community, we believe HYDRA and CRW provides a
platform and a algorithm that enables inter-disciplinary studies with domain experts
from other fields such as economy, sociology, etc., to investigate and understand the
vast amount of data in real-world hidden web databases. It is our hope that HYDRA
marks the start of an era that witnesses the effective and wide-spread usage of valuable

analytics information in the deep web.
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