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Abstract of Praxis 

 
Federated Machine Learning in US Disaster Recovery Cost Prediction 

This research demonstrates how federated learning can be applied to disaster Recovery cost 

prediction across three agencies: the Federal Emergency Management Agency (FEMA), 

Housing and Urban Development (HUD), and Small Business Administration (SBA). In the 

absence of a machine learning solution in disaster Recovery cost prediction, the model 

training process compared three methods of cost: data-specific cost prediction, central cost 

prediction, and federated cost prediction. Nine separate model types were applied to the data 

at the individual and central level. It was determined that Extreme Gradient Boosting 

(XGBoost) was the best fit for the data. In the federated model, XGBoost was applied to each 

of the two partitions in the client level and Federated Averaging (FedAvg) was applied at the 

server level. The results demonstrate the feasibility of federated learning as a tool in disaster 

Recovery cost prediction, while maintaining privacy preserving needs of major legislation 

required in federal data sharing. The results proposed a scalable model that can be used in 

time-sensitive disaster scenarios for data-driven decision making where a central model is not 

available due to administrative delay. This approach is novel in the idea that machine 

learning can be used for cost prediction and federated learning can alleviate impediments in 

data sharing in the federal government.  
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Chapter 1—Introduction 

 
1.1 Background 

According to the Brookings Institute, more than forty (40) federal entities and ten (10) 

FEMA regions are involved in assisting United States (US) residents before, during, and 

after a disaster. While led by the Federal Emergency Management Agency (FEMA) 

headquarters and its regional offices, each agency’s disaster management duties are 

defined by congressional committees, often creating regional silos that result in cost 

duplication. Collaboration between federal agencies and their regions is essential for 

data-driven decision making in Disaster Recovery efforts. Disaster Recovery is focused 

on how best to bring a community back to an operational level after an event classified as 

a disaster (hurricane, wildfire, flood, earthquake, explosion, etc.). Recovery occurs after 

the US President has declared a disaster, which includes a description of what Disaster 

Recovery programs have been “activated”. Activated programs vary based on the type of 

disaster that has been declared, but include input from FEMA, Small Business 

Administration (SBA), Housing & Urban Development (HUD), Health & Human 

Services (HHS), Coast Guard, Public Health Corp, Army Corp of Engineers, and other 

agencies as needed. Every disaster is unique, every disaster requires coordination from a 

unique set of agencies, and every disaster requires unique methods of collaboration.  

 

The Digital Accountability and Transparency Act (Data Act) of 2014 requires that federal 

agencies make data, excluding Personally Identifiable Information (PII) and secure data, 

accessible to other parties, including other federal agencies. The Foundations for 

Evidence-based Policymaking Act of 2018 requires that agencies become more 
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intentional about the information they collect, how decisions are made, and encourages 

coordination between US federal agencies (Congress.gov). Both the Data Act and 

Evidence Act require the creation of federal open-source data sharing and encourage the 

use of data-driven decision making in operations, policy-making, and strategic initiatives. 

These Acts also introduced definitions for key data-related concepts, most notably the 

distinction between data and information. According to these Acts, Information is 

“process and organized” while data is “the raw input from the source” (Congress.gov). 

The 2020 Edition of the US Privacy Act includes a “No Disclosure without Consent” 

Rule, which prevents the disclosure of PII between agencies without the individual’s 

written consent. The Data, Evidence, and Privacy Acts were major legislative events 

which enabled data-driven decision making while encouraging interagency collaboration, 

all while maintaining good data handling practices.  

 

Disaster Recovery is a federal service that would benefit from increased data sharing and 

collaboration. In most cases, Disaster Recovery analytics would only require aggregated 

values for decision making. The current US Department of Homeland Security (DHS) 

process is to develop a Privacy Impact Assessment when exchanging any information 

that assigns an identifier to an individual. Privacy Impact Assessment are available on the 

public DHS website per the Privacy Act. The development of a Privacy Impact 

Assessment can take six to eighteen months, while the average disaster Recovery 

duration is sixteen (16) days (FEMA National Disaster Recovery Framework). This lack 

of coordination is compounded by the time sensitive nature of disaster Recovery and 

bureaucratic barriers in real time data sharing. No one organization can see an 
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individual’s or community’s status for Disaster Recovery benefits. All federal agencies 

involved in disaster Recovery are still required to develop strategic plans and budgets 

without the availability of data from individual agencies, let alone one consolidated data 

source.  

 

1.2 Research Motivation 

According to the National Center for Environmental Information (NCEI), the US has 

sustained 376 weather related disasters with over one-billion dollars of damage since 

1980. The total cost of these events exceeded 2.5 trillion dollars (NOAA NCEI). Cost 

Assessments are estimates from multiple partner agencies. According to NCEI, these 

assessments are conservative estimates but cannot account for all partner agencies due to 

transparency issues across both regions and agencies.  

 

Federated data sharing would allow for the development of collaborative machine 

learning while maintaining a decentralized data management strategy. This would 

alleviate concerns with PII as well as bureaucratic barriers to data movement across 

FEMA Regions. Use of federated machine learning in Disaster Recovery will allow for 

the prediction of disaster costs based on multiple region’s data, ultimately allowing for a 

coordinated financial strategy.  

 

1.3 Problem Statement 

US Disaster Recovery efforts do not have timely data-sharing capabilities which leads to 

duplicated or excessive disaster Recovery costs annually.  



4 
 

More than forty (40) agencies and ten (10) regions are involved in the pre- and post- 

disaster activities. These activities are spread across five major mission areas: Prevention, 

Protection, Mitigation, Response, and Recovery. Recovery, as the first step toward 

supporting a community to a functional state, requires coordination across sixteen (16) 

agency programs. Each entity has its own function, budget, and coordination role. The 

unification of the budget is the primary driver for the lack of coordination. A holistic 

understanding of the cost of a disaster would allow for the breakdown of tasks across 

federal entities. The breakdown of tasks that are coordinated by a central party, in this 

case FEMA, would allow for a unified effort across agencies and Regions as well as 

efficient use of federal funding.   

 

While congressional intervention could potentially assist in the simplification of disaster 

Recovery across both regions and agencies, it has never been holistically approached 

(Brookings, 2021). As a result, bureaucratic silos have resulted in duplication of due 

diligence, community support, and types of grant programs. Data sharing and 

transparency would help to identify areas of duplicated funding and help to reduce the 

overall cost of disaster Recovery.  

 

1.4 Thesis Statement 

A Federated Learning model using data from multiple agencies and regions is required 

to predict disaster recovery cost 

.In accordance with the 2020 Privacy Act, the Department of Homeland Security’s (DHS) 

Information Sharing Environment (ISE), all PII and non PII data sharing projects with 
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any DHS component are required to go through the Information Sharing Review Board 

(ISRB). This board evaluates the sharing need and privacy threshold. If the data being 

shared involves Regional or Federal data of any kind, then the requester must create a 

Privacy Impact Assessment which is reviewed by the ISRB. In total this process will take 

between six and eighteen months. Recovery activity is sixteen days on average, except 

for infrastructure-related (Public Assistance) grant activity. Machine Learning models, 

like those produced by a federated machine learning model, would either not be held to 

the ISRB standards or can be submitted to the ISRB ahead of disaster activity. Use of 

these outputs would remain meaningful to Disaster Recovery decisions makers while 

allowing for real-time or close to real-time information sharing.  

 

1.5 Research Objectives 

The objectives of this research include:  

● Develop a federated predictive model that can be used by Disaster Recovery 

leadership to accurately predict disaster Recovery cost using data from multiple 

FEMA Regions and data from multiple federal agencies.  

● Identify features that most influence the cost of Disaster Recovery Costs. 

● Identify what kind of model will best predict Disaster Recovery Costs.  

 

1.6 Research Questions and Hypotheses 

The following three research questions address the research objective of the praxis: 

R1: What features have the highest influence on Disaster Recovery cost? 
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H1: Feature “Count of Big Public Assistance (PA) Projects” and “Number of Individual 

and Households Program (IHP) Registrations” have the most significant effect on the 

prediction accuracy for disaster Recovery. 

R2: Can a Federated Learning Model using data from multiple agencies be built to 

predict disaster Recovery cost? 

H2: A federated learning cost model using data sources from multiple agencies can be 

built to forecast a disaster Recovery cost at a 0.5-0.7 R-Squared value. 

R3: Which Machine Learning (ML) model can best predict disaster Recovery cost? 

H3: A boosting model using data from multiple agencies will best predict disaster 

Recovery cost. 

 

1.7 Scope of Research 

This praxis explores Federated Machine Learning models to predict average disaster 

Recovery cost using data from multiple US agencies while preserving privacy across 

FEMA Regions. The first data sets are from FEMA and include both Individual 

Assistance (IA) and Public Assistance (PA) data. The Individual Assistance data 

incorporates data from multiple grant sub-programs, which vary based on which 

programs were activated per disaster. The second dataset is from the US Small Business 

Administration (SBA). SBA provides low-interest disaster loans to businesses and some 

homeowners. The third dataset is from US Housing & Urban Development (HUD). HUD 

administers the CDBG-DR (CDBG-DR), Rebuild By Design (RBD), and other non-

Recovery Disaster Grants. This research will only be using Disaster Recovery Grant data 

from the three agencies.  
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This research focuses on developing a cost model using Flower, a federated framework 

that is considered an industry standard. A main advantage of this model is its ability to 

incorporate additional resources quickly, so Disaster Recovery decision makers would 

have the ability to add data from additional sources as needed.  

 

1.8 Research Limitations 

This research is limited to data availability and data quality from three major agencies: 

the United States (US) Federal Emergency Management Agency (FEMA), US Housing 

and Urban Development (HUD), and US Small Business Administration (SBA). Due to 

the nature of PII, data available for this project is limited to non-secure and publicly 

available datasets. This limitation prevented the use of US Health and Human Services 

(HHS) data, as a result of the amount of PII in their data. It also prevented the use of 

defense related data (US Coast Guard, US Health Corp, and US Army Corp of 

Engineers), due to the secure nature of their initiatives. Lastly, this limits the data to 

disaster events only, rather than including smaller emergency and fire-related events. A 

major issue with federal and regional disaster coordination is the lack of a global disaster 

identification field across agencies. For the purposes of this paper, a Global ID will be 

created.  

 

While the threshold of an R-squared of 0.5-0.7 is lower than most studies, there is 

currently no use of machine learning in Disaster Recovery. This study has a tolerance for 

a moderately correlated R-Squared, which are acceptable performance metrics per the 
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2023 paper titled “A data-driven approach to rapidly estimate Recovery potential to go 

beyond building damage after disasters” (Loos et al, 2023).  

 

1.9 Organization of Praxis 

This research praxis is organized into the following chapters: Chapter 1 is an introduction 

to the topic and its complexities. It includes subsections to discuss background 

information, motivation for research, discussion of the problem statement, research 

questions, hypotheses, thesis statement, scope, and limitations of this research. Chapter 2 

is a literature review which will include an overview of Disaster Recovery, disaster cost 

and its associated challenges, machine learning methods, and federated frameworks and 

approaches for solving this problem. Chapter 3 is a discussion of the methodology that 

was used to clean and prepare data, train and validate models at individual and central 

levels, and then discuss the development of the federated model. Chapter 4 reviews the 

results of the model, compares the three methods, and discusses the validity of the model. 

Chapter 5 identifies the significance of the results, its contribution to further knowledge, 

offers conclusions, and makes recommendations for future research.  
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Chapter 2—Literature Review 

2.1 Introduction 

The current state of disaster cost estimation is a disjointed web of interagency and 

regional decision making (Brookings, 2021). While the use of machine learning would 

alleviate some decision-making challenges during disaster operations, the timely 

availability of data across both agencies and regions in accordance with major legislation 

is a challenge.  

 

This literature review is split into three main sections. First, a discussion of the FEMA 

Recovery process and its interagency partners. This will include a discussion of the 

legislation which governs it. Second, a discussion of analogous industries experiencing 

issues in data sharing and machine learning applications. Last, a discussion of Machine 

Learning and Federated Machine Learning and its applicability to this problem. These 

sections will provide context to the motivation for the application of federated machine 

learning, the types of machine learning models considered in this study, and how disaster 

Recovery will benefit from the use of this methodology.  

 

2.2 Disaster Recovery  

FEMA’s Disaster Recovery Framework (NDRF) discusses the organizations involved in 

National Disaster planning and coordination. A 2022 Government Accountability 

Assessment (GAO-23-104956, 2023), indicates that there are eleven (11) ways that 

improve the federal approach to disaster Recovery. Of these options, five (5) related to 

the development of coordinated communication and machine learning. The use of 
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machine learning models would “effectively coordinate across all federal disaster 

Recovery programs for large-scale or multi-jurisdictional disaster Recovery efforts” 

(GAO-23-104956, 2023). Overall, the use of machine learning would “provide 

comprehensive, accurate and consistent information about each agency’s and each 

region’s programs” (GAO-23-104956, 2023) would help to ensure federal resources are 

available to vulnerable communities. Overall, the audit identified the need to “effectively 

manage fragmentation across [US] federal disaster Recovery programs” (GAO-23-

104956, 2023). This audit, which interviewed a range of participants in disaster 

Recovery, indicated that state local officials “express frustration with the federal 

approach to disaster Recovery … [due to] the complexity of navigating many different 

federal agencies and the negative effects this has on community Recovery” (GAO-23-

104956, 2023). This research will address the following federal programs in disaster 

Recovery: United Stated (US) Federal Emergency Management Agency (FEMA) 

Individual Assistance (IA), FEMA Public Assistance (PA), US Housing and Urban 

Development (HUD) CDBG-DR (CDBG-DR), and US Small Business Administration 

(SBA) Disaster Loans. Data will be used to estimate cost per disaster type, which will 

help to ensure federal resources are distributed accordingly.  

 

2.2.1 FEMA - Individual Assistance (IA) Program - Individuals & 

Households Program (IHP) 

FEMA’s IA program encompasses seven (7) subprograms which are activated 

based on the needs of a particular event. These programs are Individual & 

Households Program (IHP), Mass Care, Disaster Case Management (DCM), 
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Crisis Counseling Assistance & Training Program (CCP), Disaster Legal Services 

(DLS), Disaster Unemployment Assistance (DUA), and Voluntary Agency 

Coordination. Applicants must be in a declared disaster area. The most notable 

Recovery effort of these programs is the IHP program, which is activated in 90% 

of IA disaster events (FEMA IAPPG, 2021). This program focuses on providing 

“financial assistance and direct services to eligible individuals affected by an 

eligible event” (IAPPG, 2021). The IA-IHP Program has subprogram called 

“IHP-Other Needs Assistance'' (IHP ONA) which “is subject to a statutorily set 

75% federal and 25% nonfederal cost share, borne by the affected state, territory, 

or tribe” (FEMA IAPPG, 2021) and a Housing Assistance (HA) Program. Mass 

Care is categorized as a Response effort due to the immediacy of the program. 

DLS and CPP are primarily run by partner organizations who provide 

professional expertise in these fields. DUA is a program funded by the 

Department of Labor (FEMA IAPPG, 2021). This research will only include IHP 

and its subprograms, IHP-ONA and HA, in its cost model as it is the only IA 

program directly funded by the Disaster Relief Fund (DRF).  
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2.2.2 FEMA - Public Assistance (PA) Program  

The FEMA PA Program is the largest at the agency. The primary focus of this 

program is to provide infrastructure-related services to states, local governments, 

tribal organizations and Eligible Private Nonprofits (PNP). This includes seven 

categories of work: Debris Removal, Emergency Protective Measure, Roads and 

Bridges, Water Control Facilities, Buildings and equipment, Utilities, Parks & 

Recreational, and State Planning (FEMA PAPPG 2020), which are denoted as 

Category A- F and Category Z. Applicants must also be in a declared disaster 

area. The largest category is Category A: Debris Removal (FEMA PAPPG 2020). 

PA Grants are subject to “a subject to a statutorily set 75% federal and 25% 

nonfederal cost share, borne by the affected state, territory, or tribe” (FEMA 

PAPPG-2020), however applicants can use the value of donated resources to 

offset their cost share” (FEMA PAPPG-2020). Unlike IA IHP, which provides 

federal grants towards a projected amount, the PA program provides funding for 

actual costs incurred. As a result, PA grants have a higher number of 

amendments.  

Like IA, PA is legally prohibited from “duplicating benefits from other sources.” 

For example, if an applicant possesses insurance, the insurance amount is 

deducted from the federal share amount. FEMA does require that applicants “take 

reasonable measures to recover insurance proceeds that they are entitled to 

receive” (FEMA PAPPG 2020). This research will include all categories of work 

for FEMA PA. In some cases, disaster declarations allow for PA but not IA.  
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2.2.3 HUD - Community Development Block Grant Disaster Recovery Grant 

Funds (CDBG-DR) 

HUDs CDBG-DR is funded by the US Congress (HUD Program Office, 2024). 

This grant program is provided to disaster-impacted communities to “provide 

crucial seed money to [states, local governments, and tribal organizations] to start 

the long-term Recovery process” (HUD Program Office 2024). This program is 

primarily for low- and moderate-income communities who fall under the 

following categories: “Principal cities of Metropolitan Statistical Areas (MSAs), 

Other metropolitan cities with populations of at least 50,000, Qualified urban 

counties with populations of at least 200,000 (excluding the population of entitled 

cities), and States and insular areas” (HUD Program Office, 2024). Eligibility is 

informed by data collected from the US Census Bureau. Applicants must also be a 

declared disaster area. These funds are intended to rebuild infrastructure, and 

community needs such as movement of people to build a more resilient 

community, rebuilding infrastructure needs, rebuilding housing needs etc. 

HUD has overlapping responsibilities with the FEMA IA and PA Programs. 

Unlike IA and PA, which are funded through the DRF, HUD funds are provided 

by congressional decisions (HUD Program Office, 2024). There is opportunity for 

duplication of funds through FEMA and CDBG-DR Grants programs. In 2024, 

HUD and FEMA developed a Computer Matching Program which allows for 

real-time data sharing between the two agencies. The development of this 

program took over five (5) years to develop and required the continued creation of 
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a Computer Matching Agreement (CMA) to ensure compliance with the US 

Privacy Act (HUD Program Office, 2024).  

 

2.2.4 SBA - Small Business Disaster Assistance Loan Program  

Prior to March 2024, applicants who were not eligible for FEMA Assistance due 

to income, insurance availability, etc. were referred to SBA to apply for a low-

interest loan. Unlike FEMA and HUD Recovery programs, funds provided by an 

SBA Disaster loan must be repaid. Those who apply to an SBA loan are not 

required to accept it (FEMA-Small Business Assistance, 2024). After March 

2024, applicants are given the opportunity to apply to both FEMA Assistance and 

an SBA Disaster loan. Post-March 2024 applicants are also not required to own a 

business, they can own a home, rent, or maintain a PNP. These loan types include 

physical damage loans, mitigation assistance loans, economic injury loans, and 

military reservist loans.  

Physical damage loans support residents who experienced physical damage 

because of a disaster. Mitigation Assistance supports residents who wish to make 

improvements that will mitigate future disasters. Economic Injury loans provide 

support to businesses incurring loss of profit, and military reservist loans support 

businesses who have operational debt due to employees leaving for active military 

needs (SBA Disaster Assistance Documentation).  
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2.2.5 Other Disaster Assistance Programs  

While the programs listed represent primary Recovery programs, the NDRF 

identifies six overall Recovery Support Functions (RSF): Infrastructure Systems 

Recovery Support Function, Economic Recovery Support Function. Natural & 

Cultural Resources Recovery Support Function, Health and Social Services 

Recovery Support Function, Community Assistance Recovery Support Function, 

and the Housing Recovery Support Function. FEMA and its Regions are 

responsible for the overall coordination but have identified agencies that have 

expertise in each function. Figure 1, which was published in the 2023 GAO-23-

104956, showcases agencies responsible for each function as well as the 

complexity of coordination across agencies:  
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Figure 1: GAO-23-104956 Recovery Support Functions and the Various Federal Entities Involved in Disaster 
Recovery1 

During a Recovery period, the NDRF has developed the 2016 Recovery Federal 

Interagency Operational Plan (FIOP), which articulates the roles and 

communication expectations of each agency. While this strategy outlines the 

business outcomes of each RSF, it does not provide a detailed outline of the data 

sharing requirements or the development of a disaster cost forecasting tool. The 

document indicates there have been individual efforts to predict Recovery costs, 

 
1 Figure 1 used with Permission from the Government Accountability Office as off September 12, 2024 
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but none have become a standard due to a lack of leadership support and technical 

expertise.  

Regional data sharing is also a significant challenge due to “federal officials 

lacking cultural competence and understanding of regional issues when providing 

technical assistance after disasters” (GAO-23-104956, 2023). As a result, 

incorporating a holistic understanding of regional needs and costs are not 

understood at the headquarters level. This is a significant risk for Recovery cost 

estimates on an annual basis. The use of machine learning to predict disaster costs 

and average number of risks would 1) help headquarters staff develop a holistic 

understanding of regional disaster Recovery needs, and 2) allow for appropriate 

budget planning on an annual basis.  

 

2.3 Law & Regulation Data Sharing 

The federal government’s ability to support timely decision making is the product of 

decades of layered legislative action which enabled a fragmented array of programs 

(Brookings, 2021). The sharing of data across these programs is the result of four major 

laws: Stafford Act, Data Act, Evidence Act, and Privacy Act. Again, the application of 

this legislation provides a fragmented approach to data sharing across both regions and 

agencies in a particular disaster.  

 

2.3.1 Stafford Act  

The Stafford Act outlines the process by which a president can declare an 

emergency or disaster. This declaration provides details on the states and counties 
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affected, the agencies and programs enacted and defines the process for 

declaration closeout (H.R. 7322). This Act also outlines Congressional and Public 

reporting requirements, in particular cost and cost projections, for all open 

emergencies and/or disasters (H.R. 7322). The 2018 Amendment to the Stafford 

Act, called the Disaster Recovery Form Act of 2018 (DRFA), includes Provision 

1210(A)-1210, preventing the duplication of benefits. According to the 2021 

GAO-21-116, FEMA has failed to provide comprehensive cost estimates to 

Congress between the years of 2013 to 2020 (GAO-21-116, 2021).  

 

2.3.2 DATA Act  

The DATA Act was enacted to increase public transparency around the “Federal 

Government’s Award Data” (Grants.gov). The Department of Treasury and 

Office of Management and Budget (OMB) are responsible for creating 

“government-wide standards” and to “create a central, public database” for 

federal obligation reporting (Grants.gov). According to OIG-22-04, “FEMA did 

not report one-third…of the sampled financial assistance award data” (DHS OIG-

22-04). The report also indicates that “DHS needs to implement and consistently 

use the government-wide financial data standard” (DHS OIG-22-04). This was 

largely due to the Department’s inability to bring financial data into an integrated 

“Data Act Solution (DAS)” central repository. FEMA was specifically named in 

the audit, due to “system limitations [which] hamper the timeliness of FEMA’s 

financial assistance data” (DHS OIG-22-04). This is due to the required 

coordination across multiple agencies to accurately report disaster financial data.  
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2.3.3 Evidence Act  

The Foundations for Evidence-based Policymaking Act of 2018, or Evidence Act, 

requires that “the federal government manages the information it collects” and 

“emphasizes strong agency coordination for strategic decision making” 

(H.R.4174). Federal Audits DHS OIG-22-04 and GAO-21-116 both indicate that 

FEMA experiences technical limitations in bringing interagency cost data into a 

centralized system. As a result, it is nearly impossible to make evidence-based 

Recovery decisions or develop high-quality Recovery datasets for public 

consumption, known as OpenFEMA. 

 

2.3.4 Privacy Act  

The 2020 Edition of the US Privacy Act includes a “No Disclosure without 

Consent” Rule, which prevents the disclosure of data between agencies and 

FEMA’s ten (10) regions without an individual's written consent. According to 

the Department of Justice, there are twelve exceptions to this rule, including the 

sharing of machine learning models across agencies and FEMA regions (DOJ 

2022). It was the 2020 version of the Privacy Act that led to the development of 

the Privacy Impact Assessment policy. While effective at the preservation of 

customer privacy, the development and maintenance of DHS Privacy Impact 

Assessment are an arduous task which require an average 18-month development 

process as well as a 3-month preservation process every three (3) years (DHS 

SORN Policy 2021). This is particularly important in the sharing of information 

around individuals, such as that in HUD, SBA, and FEMA IHP data. According 
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to the Privacy Impact Assessment Guide developed by the Office of Personnel 

Management (OPM), Privacy Impact Assessments require the signature of six 

regulating authorities, including both agency’s Chief Information Officer (CIO), 

Office of General Counsel, Office of the Director, etc. (Privacy Impact 

Assessment Guide 2022).  

 

2.4 Machine learning for Recovery Cost Prediction 

Disaster Recovery is far from the only industry experiencing challenges in data sharing 

for effective decision making. State and industry specific legislation introduce new 

challenges in the use of inter-organizational data-driven decision making. Industry 

specific legislation, such as the financial Gramm-Leach-Bliley Act (GLBA), the health 

sector Health Insurance Portability and Accountability Act (HIPAA), the education sector 

Family Educational Rights and Privacy Act (FERPA), and the children protecting 

Children's Online Privacy Protection Act (COPPA) all provide essential privacy 

maintaining guidelines for data protection. It is also important to consider the ethical, 

moral, and responsibility aspect of maintaining the privacy of the consumers of these 

industries.  

 

2.4.1 Federated Machine Learning  

“Federated learning was originally introduced by Google in 2016, where it was 

used in Google Keyboard to predict users’ text input on tens of thousands of 

Android devices without transferring data from the devices to central servers” 

(Moshawrab et al, 2023). Federated Learning (FL) is a “privacy preserving 
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machine learning methodology” in which “model training happens across nodes” 

(I. A. Majeed et al, 2022). This is achieved by partially training the model on 

individual devices or servers, then returning the results to a central server that is 

used which then updates a global model. The individual models do not maintain 

the personal IDs of each individual device or server (I. A. Majeed et al, 2022). In 

addition to the privacy maintaining aspects of this method of machine learning, 

there are also cloud infrastructure savings (I.A. Majeed et al, 2022) as well as the 

ability to train aspects of the model offline if needed. The computational result 

can be announced without any party having seen the data themselves (Kaissis, 

G.A., Makowski, M.R., Rückert, D. 2020). 

 

There are a range of FL frameworks available today, including Flower, 

TensorFlow Federated, PySyft, and Leaf (I.A. Majeed et al, 2022). This 

decentralized method of machine learning would help FEMA to incorporate data 

from a range of agency programs into a consolidated cost model for disaster 

Recovery efforts. Due to the privacy preserving framework, this method can be 

applied pre- or during disaster Recovery efforts to incorporate legislative 

requirements such as Evidence Act. The flexibility of the framework allows for 

the incorporation of multiple model types as needed. 

 

2.4.2 Heterogeneity in Federated Learning  

Heterogeneity refers to the idea that there are differences between data storage 

hardware and software, model validation, communication, statistical, or devices. 
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Not all methods are explored in this praxis, it is important to note that data and 

model availability in heterogeneous environments can be a challenge that require 

mitigation when deployed at scale (Ye et al, 2023). Mitigation action can occur at 

the client level, server level, or data level (Ye et al, 2023).  

This praxis does experience “statistical heterogeneity” (Ye et al, 2023) which 

involve datasheets that have “Non-Independent Identically Distributed (Non-IID) 

or unbalanced [data], resulting in inconsistent update optimization directions of 

participants” (Ye et al, 2023). This does require additional scrutiny at each 

dataset, but ultimately results in lower performance metrics (Ye et al, 2023). This 

issue does not have a standard solution. Therefore, it is typical for federated 

modeling projects with statistical heterogeneity to determine a threshold for 

performance based on business outcome (Ye et al, 2023). 

 

2.4.3 Use Case 1: Federated Machine Learning in Radiology 

The US medical field is experiencing similar issues in data fragmentation, a lack 

of central reporting, and untimely decision making. It is “hindered by limited 

dataset availability” (Kaissis, G.A., Makowski, M.R., Rückert, D 2020) due to the 

“absence of standardized electronic medical records, and strict legal and ethical 

requirements to protect patient privacy” (Kaissis, G.A., Makowski, M.R., 

Rückert, D. 2020). Currently the use of Anonymization is the most widely used 

de-identification methodology available for medical datasets (Kaissis, G.A., 

Makowski, M.R., Rückert, D. 2020). While effective and simple to manage with a 

reference table, this method of privacy preservation requires data manipulation, 
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which is a time-consuming activity. The existence of the reference table in the 

case of an insecure data storage methodology can be risky as well as error prone. 

There has been success in using new methods in “federated, secure and privacy-

preserving” (Kaissis, G.A., Makowski, M.R., Rückert, D. 2020) machine learning 

to address both the need for data protection and utilization. In radiology, the use 

of health device data, medical genomics and radiology imagery has resulted in 

personalized medical recommendations without anyone seeing the source data, 

thereby allowing compliance with HIPAA Regulation.  

 

2.4.4 Use Case 2: Federated Machine Learning in Water Leak Detection  

Industrial and governmental entities have found success in water leak detection. 

Water leak detection uses sensors on a wide range of pipeline types. These 

pipeline types vary based on factors such as material, buried or unburied, and 

content being transported, each of which affect the type of sensor implementation 

required. The occurrence of a water leak can have catastrophic safety and 

financial consequences. Like Disaster Recovery, there is range in the location, 

quality, and availability of water sensor data (A. Moubayed, 2021). A. Moubayed 

and team proposed an FL model over a data fusion (centralized) solution for 

predicting water leakage across multiple facilities.  

While this use case lacks the privacy concern of disaster Recovery and medical 

imaging, it showcases a successful implementation of FL in cases where data is 

distributed and lacks data governance (A. Moubayed, 2021). 
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2.4.5 Use Case 3: Federated Machine Learning in Emergency Management  

Perhaps the most closely related use cases for the use of federated learning are 

those of Emergency Management. FL has been used in the development of an 

Emergency Notification Communication System. In the development of an FL 

Communication System, J. Michalek and team prototyped the integration of 

Android devices, social media, and Internet of Things (IoT) devices to develop a 

consolidated communication network framework that encapsulated “several 

crucial components, including a designated client number, priority level, sequence 

number, and a type of entry that specifies the nature of the message” (J. Michalek 

et al, 2023). This standardization was essential to creating a “collaborative model 

training while preserving data privacy and incorporating adaptive learning 

algorithms for real-time operational scenarios” (J. Michalek et al, 2023). 

 

2.4.6 Types of Federated Learning  

While FL is not limited to a specific type of model type, there are three major 

methods of data partitioning: Horizontal FL, Vertical FL, and Federated Transfer 

Learning. Horizontal FL is defined by similar features (ex. name, address, phone 

number separated by year) but the samples are in isolated locations. Vertical FL is 

defined by differing features (ex. birth data, location data, health data) and the 

samples are in isolated locations. Federated Transfer Learning is defined by both 

differing features and sample sizes in isolated locations (Moshawrab et al, 2023). 

This research will use Horizontal FL, as the data will encompass a defined period 
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and merged dataset across multiple agencies but will be partitioned over the 

FEMA Regions.  

 

2.5 Machine Learning  

FL is defined by different partition types but is not limited to a particular machine 

learning model. A discussion of major model categories is below. Model types were 

selected in accordance with several peer-reviewed journal articles on tabular federated 

learning, including a 2023 publication called “A Federated Learning Benchmark on 

Tabular Data: Comparing Tree-Based Models and Neural Networks” by William 

Lindskog and Christian Prehofer.  

 

2.5.1 Regression Models 

Typically, the first style of modeling an organization adopts due to its ease of 

human interpretation, this style of modeling is used to find the line of best fit 

through a plotted set of data (R. Trinchero et al, 2021). Linear, polynomial, and 

logistic regression models are the most used methodologies to find the line of best 

fit (R. Trinchero et al, 2021). As regression analysis increases with complexity, it 

can include techniques like Bayesian theorem to calculate a regression coefficient 

to determine a distribution. Overall, regression analysis uses scatter plots to 

determine a value of best fit (R. Trinchero et al, 2021). 
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This study considers the following Regression model:  

Model Type Description  

Linear 
Regression  

This model type attempts to apply a linear model to the cost 
output based on other features. The typical equation for this 
is:  
 
𝑦 = 𝑎	 + 	𝑏𝑥 (Yale, Linear Regression)  
Equation 1: Linear Regression 

Where 𝑦 is the cost prediction, 𝑎 is the minimum 
independent variable, 𝑏 is the coefficient of the dependent 
variable, and 𝑥 is the dependent variable.  

 Table 2: Linear Regression Types  

 

2.5.2 Decision Trees  

Decision trees are a method of predicting a target value by learning “simple 

decision rules” that are “inferred from data features” (G. Seeja et al, 2023). 

Decision trees can be used to predict a value, similar to a Regression Model, but it 

can also be used to predict classification values. It is a hierarchical structure, 

which consists of a root node, branches, internal nodes, and leaf nodes (G. Seeja 

et al, 2023). Decision trees are flexible and require little data preparation but can 

be prone to overfitting as the complexity increases. This can be mitigated using 

early stopping techniques which lower the number of rounds to prevent 

overfitting.  
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This study considered the following decision trees:  

Model Type Description  

Decision Tree This model type predicts a value based on decision rules 
inferred by data features. Decision Trees are prone to 
overfitting, so this study employs the use of early stopping, 
which reduces the maximum depth and limits the ability of 
the model to identify relationships where there are none. 
(Scikit Learn, Decision Trees)  

Random Forest This model type combines predictions from multiple 
decision trees to predict a numerical value (Dutta, 2023). 

Table 3: Decision Tree Types 

 

2.5.3 Boosting Models  

Boosting models are a method of combining several weak learners to create one 

strong learner (Schapire, 2003). The model starts with a “base” learner and 

repeatedly provides it with a different subset of data (Schapire, 2003). Each 

iteration generates a new weak learner, which are eventually combined to create a 

“single prediction rule” (Schapire, 2003) which should be more accurate than the 

single rules (Schapire, 2003). This praxis considers the following boosting 

models:  

Model Type Description  

Gradient 
Boosting 

This model is a type of decision tree that uses a method of 
sequentially adding simple parameterized functions to a 
base model. Ultimately the model takes the output of 
several base models and combines them to a strong output. 
(Friedman, 1999) 
 
The math is multi-step starting at a Least Squares Function:  
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𝐹!(𝑥) 	= 	𝑎𝑟𝑔	𝑚𝑖𝑛0𝐿(𝑦",

$

"%&

𝑦)	

Equation 2: Least Square Function 

 
Where 𝐹!(𝑥) initializes the model, 𝑦", is the independent 
variable of each record, L is indicated the leaf, and 𝑦 is the 
calculated optimum value.  
 
to the pseudo residuals, or distance from the optimum.  

𝑦	 = 	− 3
𝛿(𝑦𝐹(𝑥))
𝛿(𝐹(𝑥)) 5 

Equation 3: Pseudo Residuals 

 
then calculate the coefficient  

𝑦'( 	= 	𝑎𝑟𝑔	𝑚𝑖𝑛0: (𝑦",. 𝐹()&8𝑥",9 + 𝑦)
$

"%&

	

Equation 4: Coefficient of Gradient Boosting 

	
Where 𝑦'( is the optimum for each leaf in the model, L is 
indicated the leaf, F is the function, x is the dependent 
variable, and y is the calculated optimal.  
 
and finally, the output  

𝐹((𝑥) = 𝐹()&(𝑥) +	0𝑦𝐿𝑚	( 𝑥	𝜖	𝑅'() 
Equation 5: Gradient Boosting Output 

 
Where F is the function, 𝐹()& is the previous function, x is 
the dependent variable, and 𝑅'( is the record.  
(Friedman, 1999) 

Adaptive (ADA) 
Boosting 

This model is another type of boosting model. The weak 
learners are decision trees, and the model applies more 
weight on trees that are difficult to predict and less on 
higher performing models.  

Light Gradient 
Boosting 
(LightGBM) 

LightGBM introduced the concept of “split wise” which 
indicated that a single leaf can only be split once, rather 
than across the whole decision tree. This limit to splitting 
can minimize overfitting (lightgbm.readthedocs.io).  
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Extreme Gradient 
Boosting 
(XGBoost) 

XGBoost is “a novel tree learning algorithm for handling 
sparse data; a theoretically justified weighted quantile 
sketch procedure enables handling instance weights in 
approximate tree learning. Parallel and distributed 
computing makes learning faster which enables quicker 
model exploration” (Chen & Guestrin, 2016). XGBoost 
requires the use of an internal data structure called “d-
matrix” that is “optimized for memory and training speed” 
(XGBoost Docs). 

XGBoost works in multiple steps: 1) collecting the gradient 
of the target samples in the target node; 2) iterating over 
samples and features to develop a node splitting criterion; 
and 3) determining the best criterion for each feature and 
threshold value (Liu et al, 2022). The formula for XGBoost 
is the following and completed concurrently:  

𝐺𝑎𝑖𝑛(𝑘, 𝑣) =
𝐺&*

𝐻& + 𝜆
+

𝐺+*

𝐻+ + 𝜆
+

𝐺+*

𝐻& + 𝜆
	

B(𝑘∗, 𝑣∗) = 𝑎𝑟𝑔𝑚𝑎𝑥-,.{𝐺𝑎𝑖𝑛(𝑘, 𝑣)}*E	
Equation 6: XGBoost 

	
Where k, v are the features and thresholds (Liu et al, 2022), 
k* and v* are the optimal values (Liu et al, 2022), G and H 
denote the sum of gradients on the current node (Liu et al, 
2022). XGBoost calculates the lead values (𝑤∗) using the 
following formula, where 𝜂 denotes the learning rate and 𝜆  
denoted the lamda (Liu et al, 2022):  

𝑤∗ =
𝜂𝐺

𝐻	 + 	𝜆 

(Liu et al, 2022). 
Equation 7: Learning Rate 

Table 4: Boosting Types 

 

2.5.4 Support Vector Regression (SVR) 

Support Vector Regression (SVRs) Models are formulated by “solving a convex 

optimization problem” (Haifeng Wang & Dejin Hu) which introduces “a region, 

named tube, that aims to find the tube with the best approximation” (Haifeng 



30 
 

Wang & Dejin Hu). Often used for classification, SVRs have a long training time 

when compared to other model types (Haifeng Wang & Dejin Hu). 

Model Type Description  

Support Vector 
Regression (SVR) 

This model type seeks an optimal hyperplane that 
maximizes a line of best fit between the features. SVRs 
assume that  

𝑦 = 𝑎	 + 	𝑏 
Equation 8: Linear Regression 

 
Where y is the independent variable, a is the minimum 
independent variable, b is the coefficient of the dependent 
variable, and x is the dependent variable.  
	
then solve  

𝑚𝑖𝑛	
1
2 ||𝑏

*||	
𝑠𝑢𝑏𝑗𝑒𝑐𝑡	𝑡𝑜	𝑦 − 𝑏𝑥 ≤ 𝜖	𝑎𝑛𝑑	𝑏𝑥 + 𝑏 − 𝑦 ≤ 𝜖. (Comito & 

Pizzuti, 2022). 
 
Where 𝜖 is some threshold.  
Equation 9: SVR 

Linear SVR 
Regression  

Linear SVR is like SVR Regression except for its higher 
dimensional spacing. The line of best fit stays within a 
threshold (𝜖) of the training data (Comito & Pizzuti, 2022). 

Table 5: SVR Types 

 

2.5.5 Neural Network 

Neural Networks (NNs) have a flexible structure “that allows them to be modified 

for a…variety of contexts” (Christian et al, 2021). They consist of mathematical 

representations which connect in a web of processing units, often called “artificial 

neurons'' (Christian et al, 2021). Each node “transmits” signals and determines 

which signal should be “amplified or attenuated” during the learning process 
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(Christian et al, 2021). The neurons are arranged in a multilayer output with an 

input later and an output layer and may have a series of hidden layers. NNs are 

typically considered a “black box” because they are not inherently interpretable 

by humans (Christian et al, 2021). This praxis explored one neural network.  

Model Type Description 

Multi-Layer 
Perceptron 
(MLP) Regressor 

This neural network/deep learning model learns a nonlinear 
function  

𝑓: 𝑅(	 → 𝑅!		given a set of features. 
(Scikit Learn, Neural Networks). 

Equation 10: MLP Nonlinear Function 

Where the function, 𝑓 is updated as each layer, 𝑅(	, differs 
from the original layer, 𝑅!	. Each layer in this MLP model 
is a linear regression. MLPs can have one or more hidden 
layers, each layer transforms the output from a previous 
layer with a weight linear summation (Scikit Learn, Neural 
Networks). 

Table 6: Boosting Types 

 

2.5.6 Measures of Performance 

Like all machine learning models, model accuracy can be measured using a range 

of metrics. Below is a table outlining the six (6) most relevant metrics for model 

accuracy.  

Measure Description  Formula References 

Mean 
Square 
Error 
(MSE) 

MSE represents 
the average of the 
squared difference 
between the 
original and 
predicted values. 
It measures the 

𝑀𝑆𝐸	 = 	
1
𝑁0(𝑦" − 𝑦′)*

$

")&

	

 
where 

𝑦′	 = 	𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑	𝑣𝑎𝑙𝑢𝑒	
𝑦 = 	𝑚𝑒𝑎𝑛	𝑜𝑓	𝑦		

(Chugh, 
2024) 
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variance of the 
residuals. MSE is 
denoted in  
squared value of 
the target 
variable’s units.  

𝑛 = 𝑛𝑢𝑚𝑏𝑒𝑟	𝑜𝑓	𝑟𝑒𝑐𝑜𝑟𝑑𝑠		
Equation 11: Mean Square Error 

 

Mean 
Absolute 
Error 
(MAE) 

MAE represents 
the average 
difference 
between actual 
and predicted 
values. MAE has 
the same units as 
the target 
variable.  

𝑀𝐴𝐸	 = 	
1
𝑁0

|𝑦" − 𝑦′|
$

")&

	

where 
𝑦′	 = 	𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑	𝑣𝑎𝑙𝑢𝑒	

𝑦" = 	𝑚𝑒𝑎𝑛	𝑜𝑓	y 
Equation 12: Mean Absolute Error 

 

(Chugh, 
2024) 

R-
Squared 
(Coeffici
ent of 
Determi
nation) 

R-Squared 
represents the 
proportion of the 
variance to the 
line of best fit. 
This is highly 
correlated to 
standard 
deviation. Low 
standard deviation 
means strong R-
Squared values.  

𝑅* = 1 −	
𝑅𝑆𝑆
𝑇𝑆𝑆	

Where 𝑅* is the coefficient 
of determination, 𝑅𝑆𝑆 is 

the sum of squared 
residuals, and 𝑇𝑆𝑆 is the 

total sum of squares.  
Equation 13: R-Squared 

 

(Chugh, 
2024) 

Table 7: Machine Learning Performance Metrics 

FL is typically used as a solution for classification use cases (Li et al,2020). 

Classification models predict an outcome, such as binary value or a categorical 

value. Typical performance metrics include a confusion matrix, accuracy score, 

etc. (Gargees, 2024). Regression models predict a continuous numerical value. 

Typical performance metrics include MSE, MAE, and R-Squared (Moshawrab et 

al, 2023). It is important to note that R-Squared values are correlated to low 

standard deviation. Standard deviation is a measure of how closely clustered the 

dataset is. As R-Squared is a measure of how well the fitted line fits the data, this 
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becomes difficult with high standard deviation datasets. This study has a tolerance 

for a moderately correlated R-Squared values in the 0.5 to 0.7 range, which are 

acceptable performance metrics per the 2023 paper titled “A data-driven approach 

to rapidly estimate Recovery potential to go beyond building damage after 

disasters” (Loos et al, 2023).  

MSE and MAE retain the units of the target variable. In this study, disaster costs 

occur in tens to hundreds of million dollars. MSE occurs in squared units, which 

in this study will appear large due to the context of this business problem. There is 

high tolerance for high MAE and MSE values as disaster is a costly activity.  

Other metrics to consider for FL learning are communication overhead, or the rate 

at which results of the algorithm are communicated to the global model; 

convergence speed, or the rate at which the model becomes stable; and privacy: 

does the data appropriately shield the correct privacy-related features (Moshawrab 

et al, 2023). These metrics are significant for models at scale, but not for small 

datasets like those in this praxis.  

 

2.5.7 FedAvg 

Federated Average (FedAvg) is an aggregation method used in Federated 

Learning. It was introduced by B. McMahan, E. Moore, et al, in a paper entitled 

“Communication-Efficient Learning of Deep Networks from Decentralized Data” 

which was published by Google in 2017.  

 

The formula for FedAvg is as follows (McMahan et al,2023):  
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𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒	𝑤, 𝑓𝑜𝑟	𝑒𝑎𝑐ℎ	𝑟𝑜𝑢𝑛𝑑	

𝑚 ← 𝑚𝑎𝑥(𝐶 ∗ 𝐾, 1)	

𝑆0 ← 	𝑟𝑎𝑛𝑑𝑜𝑚𝑙𝑦	𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑	𝑐𝑙𝑖𝑒𝑛𝑡	

For	each	client,	complete	in	parallel:		

𝑤0- ← 	𝐶𝑙𝑖𝑒𝑛𝑡𝑈𝑝𝑑𝑎𝑡𝑒(𝑘, 𝑤0)	

𝑚0 ← 𝛴𝑛- 	

𝑤01&- ←	
𝑛-
𝑚0

𝑤01&- 	

𝑅𝑒𝑡𝑢𝑟𝑛	𝑡𝑜	𝑐𝑙𝑖𝑒𝑛𝑡	

Update	client	as	follows:		

𝛽 ← (𝑠𝑝𝑙𝑖𝑡	𝜌- 	𝑖𝑛𝑡𝑜	𝑏𝑎𝑡𝑐ℎ𝑒𝑠, 𝐵)	𝑓𝑜𝑟	𝑒𝑎𝑐ℎ	𝑙𝑜𝑐𝑎𝑙	𝑒𝑝𝑜𝑐ℎ	𝑖	𝑓𝑟𝑜𝑚	1	𝑡𝑜	𝐸	𝑑𝑜	

𝑓𝑜𝑟	𝑏𝑎𝑡𝑐ℎ	𝑏	𝜖	𝐵	𝑑𝑜		

𝑤 ← 𝑤 − 𝜂 ∪ 𝑙(𝑤; 𝑏)	

𝑟𝑒𝑡𝑢𝑟𝑛	𝑤	𝑡𝑜	𝑠𝑒𝑟𝑣𝑒𝑟	
Equation 14: FedAvg 

Where 𝑤 is the function, S is the selected client, m is the sum of records, K is the 

number of clients, B is the batch size on each client, E is the number rounds, and 

𝜂 is the learning rate. In this study, FedAvg selected one client’s model outcomes, 

provided a weighted average as needed, and send the cost prediction model back 

to the first client model. This reduces potential loss when compared to other 

aggregation techniques, such as Federated Stochastic Gradient Descent (FED-

SGD), which was the industry standard until 2017.  

 

2.6 Tool Selection  

International Journal of Machine Learning and Cybernetics published a May 2024 article 

comparing open-source FL frameworks based on three (3) broad categories metrics: User 

Friendliness (50%), Features (30%), and Interoperability (20%). Subcategories included 
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criteria such as development effort, accuracy, documentation, Docker/GPU Support, etc. 

(Ridel et al, 2024). A score was applied between 0 - 100% based on an MNIST 

classification use case. MNIST is a benchmarked data source developed by the US 

National Institute of Standards and Technology (US NIST). Flower received the highest 

score at 84.75% (Ridel et al, 2024) for its high levels of features, interoperability, and 

medium development level. Based on the results of this paper, Flower was selected as the 

FL framework for this study. Other tools in this study included MySQL, PyCharm, and 

Anaconda for python development. Python libraries included Flower, Scikit Learn, 

PyTorch, and Pandas.  

 

2.7 Summary and Conclusion 

Overall, Disaster Recovery efforts are an interconnected web of agency coordination and 

legislative requirements (Brookings, 2021). Each program supports US residents affected 

by a disaster in an important and unique function. However, there is limited 

communication and coordination efforts between each entity. The appropriate legislation 

and regulation exist to ensure data driven decision making and protect citizen data, 

however there are administrative barriers that need to be circumvented. Machine learning 

is an ideal tool for these scenarios, due to its ability to shield individual records by using 

aggregated cost values. This solution does not yet exist.  

 

The use of FL is a novel solution that can greatly assist in the development of a cost 

model, which can ultimately support communication and responsible support for the 

public. Use of a model like this will increase transparency around inter-regional and 



36 
 

inter-agency decision making, providing the first comprehensive solution for both 

disaster acquisitions and external affairs communications. This praxis seeks to develop 

such a solution.  
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      Chapter 3—Methodology 

 
3.1 Introduction 

This chapter discusses the development and predictive power of five (5) datasets at the 

individual, merged, and federated level. The development and comparison of these 

models are intended to act as a proof of concept as to the feasibility of using machine 

learning to predict disaster cost (series data), as well as the ability to preserve data 

privacy across regions. Data privacy should be preserved across FEMA Regions in 

accordance with the Data, Privacy, and Evidence Act and the associated Privacy Impact 

Assessment.  

In this chapter we explore methodology for data preparation methodologies, the three (3) 

cost prediction methodologies considered and selected, the implementation of Flower, 

and the machine learning models selected for this study. This section will also discuss the 

data and technical constraints of each methodology. An illustration of this methodology 

is below:  

 
Figure 2: Three (3) Phases of Praxis Methodology 

 

3.2 Data Procurement 

Based on the Brookings study, twenty (20) agency Freedom of Information Act (FOIA) 

requests were submitted for data procurement in December 2023. The request included a 



38 
 

range of 2013-2023 dates, a full list of disaster event names and FEMA disaster numbers, 

metrics around events, grant review time, disaster information, including event type 

(hurricane, category number, snowstorm, tornado, tsunami, wildfire, etc.) zip code 

affected, number of grants, grant type, declaration date, state information, amount 

obligated, applicant type, community type, etc. Of the twenty (20) submissions, three (3) 

agencies were able to provide publicly available datasets. These agencies include Federal 

Emergency Management Agency (FEMA), Small Business Administration (SBA), and 

Housing and Urban Development (HUD). FEMA Public Assistance (PA) provided 

260,000 records, FEMA Individual Assistance (IA) provided 232 records, HUD provided 

31,000 records, and SBA provided 29,000 records each for home and business loans for a 

total of five datasets. It is important to note that program activation is disaster dependent, 

so not all programs are active for every disaster. 

 

3.3 Phase One: Development of Individual Models  

The first phase in this study was the development of models applied to the individual 

datasets. This phase was important for two reasons: 1) the bulk of data cleaning occurred 

in this phase; and 2) this phase helped to determine the predictive power of each 

individual dataset. The protocol of individual model development is illustrated below:  

 
Figure 3: Individual Model Development Flow Chart 

Step 1: 
Load & Clean Model 

and
Develop Descriptive 

Statistics

Step 2: 
Identify Target 
Variable and 

Set up K-Cross 
Validation

Step 3:
Train Models

Step 4:
Run Model and

Review 
Performance 

Metrics
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3.3.1 Step One: Data Cleaning and Descriptive Statistics  

The data was delivered via csv files, loaded into a MySQL database, and accessed 

via Python. Cleaning activities involved the following and was applied to each of 

the five datasets:  

● Consistent use of formatting across datasets. This included ensuring 

numeric fields were consistently formatted, dates were in a consistent 

format, any misspelling in the metadata were corrected, and adding in 

zeros in the features, or removing rows where there were null values in the 

independent variable. 

● Ensuring data is aggregated to the same data level. This required 

aggregating data at the project level to disaster level. In PA data, 

aggregation of project level data required adding counts of applicant types, 

project size, and damage category codes. In SBA data, this meant 

summing the loan amounts to match each disaster level. In HUD data, this 

meant summing grant amounts to match disaster level.  

● Converting categorical string fields to numeric hot-encoded or category 

count fields. 

● Removing fields that do not benefit the cost prediction model. These were 

fields that were relevant to the original aggregation of each dataset. It can 

include fields that provide details for each project, fields that denote parts 

of the overall cost, but not the whole cost value, and fields that do not 

provide benefit to the model such as version number or row count. 
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● Ensuring all data is within a 2013 to 2022 data range to ensure consistency 

and removing date fields.  

● Removal of outliers in PA data. In PA there were only five (5) project 

records valued over two million dollars. These values were raising the 

mean of project values by 23%, so they were removed from the study.  

Preprocessing of data was an iterative process as machine learning models were 

developed and evaluated. The following fields remained as the final features for 

the cost prediction model based on the data cleansing activity. Each dataset also 

included a cost field.  

Agency Program  Field Name  

FEMA - PA State Code  

FEMA - PA Count of Applicant Types (18 Columns)  

FEMA - PA Count of Damage Category (13 Columns) 

FEMA - PA Count of Project Size (2 Categories) 

FEMA-PA County 

 Table 8: PA Model Features 

  

Agency Program  Field Name  

FEMA - IHP Event Type  

FEMA - IHP State Code  
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FEMA - IHP IHP Eligible  

FEMA - IHP HA Eligible  

FEMA - IHP ONA Eligible  

 Table 9: IA Model Features  

 

Agency Program  Field Name  

HUD Appropriation Number 

HUD Grant ID 

HUD Event Year 

HUD State Code 

HUD Count of Projects  

 Table 10: HUD Model Features  

 

Agency Program  Field Name  

SBA - Home  Event Year 

SBA - Home  State Code 

SBA - Home  Count of Loans  

SBA - Home  SBA Physical Declaration Number 

Table 11: SBA-Home Model Features 
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Agency Program  Field Name  

SBA - Business Event Year 

SBA - Business State Code 

SBA - Business Count of Loans  

SBA - Business SBA Physical Declaration Number 

Table 12: SBA-Business Model Features 

Once each dataset was cleaned, the following descriptive statistics were 
evaluated:  
 

● Distribution: Distribution is a measure of how data differs from the mean. 

As most statistical methods are optimized for normally distributed datasets 

or datasets that mirror on both sides of the mode, this statistic provides 

insight into how “normal” the dataset is (Nguyen et al, 2023). 

● Skew: Skewness is a measure of how symmetrical the distribution is. It 

can be normal, positive, or negative. Its direction is determined by the 

difference between the mode and the mean (Nguyen et al, 2023). 

● Variance: Variance is a measure of how far spread out the data is. It is 

computed by calculating the difference between each point, squaring 

them, summing them, and calculating the mean (Nguyen et al, 2023). 

● Standard Deviation: Standard deviation is also a measure of how spread 

apart the data is. It is the square root of the variance. This statistic retains 

the original unit of the dataset (Nguyen et al, 2023). 
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● Coefficient of Variance: Coefficient of variance is a measure of standard 

deviation values relative to the mean. The higher this value, the more 

spread out the data is relative to the mean (Nguyen et al, 2024). 

These statistics are valuable in understanding the data and in understanding how 

the performance metrics will fit into the business context of the machine learning 

model. A strong understanding of the descriptive statistics also helps to determine 

which model types are most appropriate to the dataset.  

 

3.3.2 Step Two: Identify Target Variable & Set up K-Cross Validation 

Identifying the target variable was straightforward in the five datasets. All five 

datasets had a feature that denoted the cost per disaster. In setting up the model, 

the cost feature was identified as the target variable, or dependent variable, and 

the remaining features were identified as the independent variables.  

In traditional machine learning, twenty (20) percent of the dataset is removed 

from training so that the model can be tested on data it has not seen before. This is 

to ensure that the model is not an expert on only the data it has seen before. This 

issue is called “overfitting” (Nguyen et al, 2024). The introduction of new data 

helps to determine that the model will remain valuable in the business context of 

the problem as it sees newly generated data. In lieu of this method, this study used 

Scikit Learns K-Cross Validation Library. K-Cross Validation is a method of 

testing for datasets that have a small number of records. The data is split into 𝑘 

number of groups. In each round, the model is trained on 𝑘 − 1 groups and tested 

on the remaining dataset. In the next round, a different group is withheld and used 
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for testing. This process is repeated until all groups are used for testing (Scikit 

Learn, Cross-Validation). Each iteration calculates the performance metrics, and 

the result is the median of the performance metrics. This method is helpful for 

datasets with a wide range of values, as the random split may not be able to 

properly train or test a model with values at the top or bottom of the range (Scikit 

Learn, Cross-Validation). This praxis has ten (10) rounds of K-Cross Validation.  

 

3.3.3 Step Three: Train Models  

This study made use of Scikit Learn’s library of models to train each of the nine 

models in this study. The nine models were used to determine 1) which machine 

learning strategy was ideal for the datasets, and 2) which model would be a good 

candidate for the phase three federated learning model. The following models 

were evaluated in this study:  

● Linear Regression 

● Decision Tree 

● Random Forest  

● Support Vector Regression (SVR)  

● Linear SVR 

● Multi-Layer Perceptron (MLP) Regressor  

● Light Gradient Boosting Model (LightGBM) 

● Gradient Boosting Regressor  

● Adaptive Boosting (AdaBoost) 

● Extreme Gradient Boosting (XGBoost) 
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A code snippet below showcases how the models were trained using K-Cross 

Validation:  

 
Figure 4: Model Development using Scikit Learn 

 
3.3.4 Step Four: Review Performance Metrics  

Once each model was trained, a graph was generated using the dataset’s index for 

each model. The data set index was set to the disaster identifier on the x-axis and 

the cost on the y-axis. Each graph showcases the original dataset in blue and the 

model’s output in orange. Each model also shows the three median performance 

metrics, R-Squared, Mean Square Error (MSE), and Mean Absolute Error (MAE).  

Use of the nine models provided enough information to determine if the 

individual datasets would be able to provide predictions. They were also helpful 

in determining how each model was able to adapt to the variations in the dataset. 

This analysis was useful in determining which model was a good candidate for 

the federated model.  
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3.3.5 Individual Models Hyperparameter Tuning  

The hyperparameter values were confirmed using a grid search. Grid search 

implements a fit and score method to “exhaustively search every combination of 

hyper parameter values in order to find the best model” (Berawi et al, 2023). Grid 

search assigned a value to each combination of features and provided a ranked 

list. There were no features that had to be removed in the training process because 

the initial cleaning phase was sufficient.  

 

3.4 Phase Two: Development of Central Model  

The central model was an essential part of determining how to develop the federated 

model. Development of the central model occurred in six steps. The steps are outlined 

below:  

 
Figure 5: Central Model Development Flow Chart 

 

3.4.1 Step One: Development of a Global ID  

The three agencies represented in this study made use of differing identification 

fields. To calculate total cost across agencies and disasters, a reference table was 

created to create a new “Global ID”. This identifier harmonized disaster records 

across agencies using the event name, state, and year to join the datasets together. 

Step 3: 
Clean Data
Descriptive 

Statistics

Step 4: 
Identify Target 

Variable
Set up K-Cross 

Validation

Step 5:
Train Models

Step 6:
Run Model

Review 
Performance 

Metrics

Step 1: 
Develop 

Global ID

Step 2: 
Join Datasets
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This mapping was completed manually by identifying year, state, event 

description, and declaration dates. The reference table is crucial to the ability to 

join the datasets. A challenge in the creation of the Global ID is that FEMA 

Disasters are declared at a zip code level, often leading to multiple declarations 

for a single event. SBA and HUD disasters are tracked at a state level.  

 

3.4.2 Step Two: Join Datasets  

Once the Global ID reference table was created, the five datasets were joined 

using their disaster identifier and the Global ID. For FEMA IA and PA, this 

identifier was Disaster Number. For HUD, this identifier was Appropriation 

Number. For SBA, this was SBA Physical Declaration Number. Due to the 

difference in tracking aggregation level (zip for FEMA and state for HUD and 

SBA), multiple FEMA disasters were mapped to each HUD and SBA identifier. 

Once joined, the dataset had ninety-four (94) rows.  

 

3.4.3 Step Three: Data Cleaning and Descriptive Statistics  

As the bulk of data cleaning occurred in phase one (individual model 

development), the only cleaning that was needed in this phase was to drop 

duplicate fields. This included state codes, county, and identification fields that 

would not benefit the model.  

 

This step also included the development of a “Total Cost” field. This field 

summed the cost of each dataset per disaster. Once the values were summed, the 
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cost values were dropped. Removing the data-set specific cost values eliminated 

the risk of the model double counting the cost. A list of fields in the merged 

model is below:  

Agency Program  Field Name  

Merged Field  Global ID 

Merged Field  Year  

Merged Field  Event Name  

Merged Field  State Code  

Merged Field  FEMA Region  

Merged Field  Coast 

Merged Field  Total Cost 

FEMA - PA Count of Applicant Types (18 Columns)  

FEMA - PA Count of Damage Category (13 Columns) 

FEMA - PA Count of Project Size (2 Categories) 

FEMA - IHP IHP Eligible  

FEMA - IHP HA Eligible  

FEMA - IHP ONA Eligible  

HUD Count of Projects  

SBA - Home  Count of Loans  
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SBA - Business Count of Loans  

Table 13: Central Model Feature 

The same five descriptive statistics were considered in this phase. These include:  

● Distribution  

● Skew 

● Variance  

● Coefficient of Variance  

● Standard deviation 

 

3.4.4 Step Four: Identify Target Variable & Set up K-Cross Validation 

This step in the training process was the same as in phase one. The calculated 

field “Total Cost” was identified as the target variable, or dependent variable. All 

other fields were identified as independent variables. The central model continued 

to use Scikit Learns K-Cross Validation for a total of ten (10) rounds.  

 

3.4.5 Step Five: Train Models 

Like the individual models, the central model Scikit Learns library of models to 

train each of the nine models in this study. The nine models were used to 

determine 1) which machine learning strategy was ideal for the combined data, 

and 2) which model would be a good candidate for the phase three federated 

learning model. The following models were evaluated in this study:  

● Linear Regression 

● Decision Tree 
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● Random Forest  

● SVR 

● Linear SVR 

● MLP Regressor  

● LightGBM 

● Gradient Boosting Regressor  

● AdaBoost 

● XGBoost 

The code for training the central model is almost identical to the individual 

models. The same performance metrics were generated for the central model: 

MSE, MAE, and R-Squared.  

 

3.4.6 Step Six: Review Performance Metrics  

Once the central model was trained, the same graph was generated using the 

dataset’s index for each model. The data set index was set to the disaster 

identifier, in this case Global ID, on the x-axis and the cost on the y-axis. Each 

graph showcases the original dataset in blue and the model’s output in orange. 

Each model also shows the three median performance metrics, R-Squared, MSE, 

and MAE.  

Use of the performance metrics on the central model confirmed the selected 

model for the federated model. The selection was XGBoost. This decision will be 

further discussed in Chapter Four (4).  
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3.4.7 Central Model Hyperparameter Tuning  

The merged model also used Grid Search. Grid search assigned a value to each 

combination of features and provided a ranked list. There were no features that 

had to be removed in the training process because the initial cleaning phase was 

sufficient (Scikit Learn, Grid Search CV).  

 

3.5 Phase Three: Development of Federated Model  

Development of the federated model followed a different protocol than the individual and 

central model. Federated models are partitioned, each model is updated based on client 

models, these updated models are sent to the server level model (Federated Average or 

FedAvg), and the outcomes are communicated back to the clients for further evaluation. 

This is completed for a set number of rounds. The steps out outlined below:  

 

Figure 6: Federated Model Development Flow Chart 

 
 

3.5.1 Step One: Load Merged Data  

The federated model uses the merged dataset that was used in the central model. 

This dataset has a total of ninety-four (94) rows and forty (40) columns. The 

federated dataset did not require a new set of descriptive statistics, but the 

statistics from the central model were still considered when reviewing the 



52 
 

performance metrics in step five (5). This data retains the data from the reference 

table, including FEMA Region and Coast. These fields are important for step two.  

 

3.5.2 Step Two: Partition Data 

Data was partitioned using Flower’s NaturalIdPartitioner, which splits data based 

on the column values identifying each event location’s FEMA Region and US 

Coast (East or West). The dataset was split into a total of two partitions. This was 

done for the purposes of this study, but there is no limit to the number of 

partitions available in federated learning. A list of FEMA regions and associated 

East/West Coast is below: 

 
FEMA Region  States  

Region 1 
(East Coast) 

Connecticut | Massachusetts | Maine | New Hampshire | 
Rhode Island |Vermont 

Region 2 
(East Coast) 

New Jersey | New York | Puerto Rico | Virgin Islands 

Region 3 
(East Coast) 

Delaware | Maryland | Pennsylvania | Virginia | District of 
Columbia | West Virginia 

Region 4 
(East Coast) 

Alabama | Florida | Georgia | Kentucky |  Mississippi | North 
Carolina | South Carolina | Tennessee 

Region 5 
(East Coast) 

Illinois | Indiana | Michigan | Minnesota | Ohio | Wisconsin 

Region 6 
(West Coast) 

Arkansas | Louisiana | New Mexico | Oklahoma | Texas 

Region 7 
(West Coast) 

Iowa | Kansas | Missouri | Nebraska 
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Region 8 
(West Coast) 

Colorado | Montana | North Dakota | South Dakota | Utah | 
Wyoming 

Region 9 
(West Coast) 

Arizona | California | Hawaii | Nevada | Guam | American 
Samoa | Commonwealth of Northern Mariana Islands | 
Republic of Marshall Islands | Federated States of Micronesia 

Region 10 
(West Coast) 

Alaska | Idaho | Oregon | Washington 

Table 14: FEMA Regions & Associated Coast 

 

The code snippet in Figure 7 below shows how the data was partitioned:  

 
Figure 7: Partition Strategy 

 

3.5.3 Step Three: Train Client Model  

The development of the two client models follows the same general protocol as 

the individual and central models. XGBoost was selected for the client model 

based on its performance in the central model. The data was split into a test and 

train set per client. Twenty (20) percent of the model was removed using a 

random seed, or randomization factor, and eighty (80) percent was used for 

training. The target variable was Total Cost. The only model applied was 

XGBoost. The server model uses the updated client models to train the server 

model. The client model can shield the raw data from the server model. In a 

production solution, the data on a client is continuously updating, but in this 

praxis the data is static.  
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3.5.4 Step Four: Train Server Model  

FedAvg is an aggregation model that sits on a server that is connected to each 

client. FedAvg pushes its model to all the clients, who train their version of 

FedAvg based on their model outputs. This trained model is then sent back to the 

server level, to update the global FedAvg model. The global model incorporates 

the client model feedback, develops a set of performance metrics, then sends the 

updated version back to the clients for feedback. This process is completed for a 

total of five (5) rounds. The server model only views the updated client model in 

each round. This process is pictured below:  

 
Figure 8: Federated Workflow 

 

This process is customizable to the business scenario. For example, in lieu of 

performance metrics, the model can report predictions or loss functions. In this 

study, each round reports the MSE, MAE, and R-Squared values.  
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3.5.5 Step Five: Run Model & Review Performance Metrics  

FedAvg uses the train and test outcomes to generate the same performance 

metrics as the individual and central models. These metrics are R-Squared, MSE, 

and MAE. This process is repeated for a total of five rounds. In general, the 

performance metrics will improve with each iteration as the model learns its 

dataset.  

 

3.6 SHapley Additive exPlanations (SHAP) & XGBoost Feature Importance 

SHAP is a method of assigning feature importance. Higher values indicate values that 

positively impact model performance (Van den Broeck et al,2022). SHAP was 

implemented to create a feature ranking table discussion in the results section. For models 

that used XGBoost specifically, this study also uses XGBoost feature importance to 

determine which features had the most impact on model performance. Feature 

performance helps to understand what part of the business contributes to increased cost as 

well as how to better tune the model.  

 

3.7 Research Questions  

This section discusses how the methodology will address each of the research questions 

in Chapter One.  
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3.7.1 Research Question One  

Research Question one (1) asks, “What features have the highest prediction 

accuracy for disaster Recovery cost?” Feature importance using both SHAP and 

XGBoost Feature importance would answer this research question.  

 

3.7.2 Research Question Two 

Research Question two (2) asks, “Can a Cost Prediction Model using federated 

data from multiple agencies be built to predict disaster Recovery cost?” This 

methodology uses data from three agencies to predict disaster cost. While this 

method shows only two partitions in this federated model, this solution can be 

scaled to incorporate additional data as well other partition strategies.  

 

3.7.3 Research Question Three 

Research Question three (3) asks, “Which ML model can best predict disaster 

Recovery cost?” XGBoost was selected for the federated model by evaluating the 

three (3) performance metrics: R-Squared, MSE, and MAE. The performance 

metrics indicated that XGBoost was able to provide reasonable results without 

overfitting the data. This question will be further explained in Chapter Four (4). 

 

3.8 Summary  

The methods in this chapter describe two ways of approaching cost prediction for disaster 

events given the agencies identified. The same model was identified for both the central 

learning and federated learning model for comparison using three major metrics: MSE, 
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MAE, and R-Squared. XGBoost can be used for both model types, which aligns with the 

results of peer-reviewed journals. As data availability shifts, this model will likely remain 

a top contender for accurate prediction.  
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Chapter 4—Results    

 
4.1 Introduction 

This section will discuss the results of the methodology discussed in Chapter 3. It will 

start with a discussion of the data sets and their individual models, and then discuss the 

central model and the federated model. The chapter will conclude with a comparison of 

results. In an ideal world, this study would have access to an unlimited amount of data, 

however these results are limited to the data set. The results of this research complied 

with all three (3) hypotheses. Features that had the most influence on the cost of the 

disaster came down to the number of projects, applicants, and loans that each disaster 

exhibited. The results of the federated learning model did comply with the .5-.7 R-

Squared threshold with the selected model. A boosting model was the correct model type 

for the individual, central, and federated learning models.  

 

4.1.1 Scope of Research Results  

The results did demonstrate that federated learning is a viable choice to privacy 

preserving cost prediction in disaster Recovery using data from three agencies. 

However, the results of the federated learning model exhibited lower performance 

metric results than the central model. This may be a result of the partitioning 

strategy. Access to a fuller dataset may help to provide a more comprehensive 

partitioning strategy and provide more accurate results.  
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4.1.2 Hyperparameter Tuning & Performance Metrics 

This study compares the performance metrics of the individual, central, and 

federated learning models. Therefore, hyperparameter tuning occurred on the 

individual and central models using manual tuning and grid search. In 2021, the 

concept of federated hyperparameter tuning was introduced, in a function entitled 

“Fedex” (Khodak et al, 2021) in which the global model is able to apply “weight 

sharing” of each hyperparameter (Khodak et al, 2021).  

 

4.2 Individual Datasets & Models  

This section discusses each dataset’s descriptive statistics and individual model types.  

 

4.2.1 PA Data  

Once aggregated to the disaster level, PA had 199 rows and 33 columns. The PA 

cost feature has a very high variance of 4,225.1367, a standard deviation of 

65.0011, and a coefficient of variance at 9,582.8539. The distribution of cost is 

positively skewed at 4.019, which can be seen in the distribution of PA cost 

follows:  
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Figure 9: Distribution of PA Cost 

 

Table 15 showcases the results of each of the nine models evaluated for each 

individual model for PA. The data set index was set to the disaster identifier on 

the x-axis and the cost on the y-axis. Each graph showcases the original dataset in 

blue and the model’s output in orange. Each model also shows the three median 

performance metrics, R-Squared, Mean Square Error (MSE), and Mean Absolute 

Error (MAE). 

As an infrastructure grant, is typically the largest portion of disaster cost 

prediction. Depending on the nature of the disaster, this value varies widely. PA 

values range from $427,468 disaster cost to $948,897,200. While the mean sits at 

$156,571,100, this range of PA cost affects the model significantly. No model 

was an ideal fit for the dataset given the low performance metrics. Linear 

Regression had the highest performance metrics with an R-Squared value in 
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Figure 10 at 0.6499, MSE at 19,995,206,424,037,936, and MAE at 

94,686,152.7858. XGBoost also had reasonable performance metrics with an R-

Squared value at 0.5687. This can be seen in Figure 19: Public Assistance, 

XGBoost. This is consistent with the literature entitled “Accounting for Variance 

in Machine Learning Benchmarks” by X. Bouthillier and team, who explored 

datasets with high variance and recommended the use of randomized splits (such 

as k-cross validation) and comparison of the average threshold as a tool for 

developing new benchmarks for decision making (Bouthillier et al, 2021). 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 10: Public Assistance, Linear Regression 

Linear Regression: 
Mean Squared Error: 
19,995,206,424,037,936 
Mean Absolute Error: 
94,686,152.7858 
R-Squared Score: 
0.6499 

 
Figure 11: Public Assistance, Decision Tree 

Decision Tree: 
Mean Squared Error: 
5,453,648,158,611,428 
Mean Absolute Error: 
145,396,696.8522 
R-Squared Score: 
0.0452 

 
Figure 12: Public Assistance, Random Forest 

Random Forest: 
Mean Squared Error: 
2,726,519,472,285,388 
Mean Absolute Error: 
97612036.7944 
R-Squared Score: 
0.5227 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 13:  Public Assistance, SVR 

SVR: 
Mean Squared Error: 
6,442,984,122,899,366 
Mean Absolute Error: 
147,707,337.3576 
R-Squared Score: -
0.1279 
 
 

 
Figure 14: Public Assistance, MLP Regressor 

MLP Regressor: 
Mean Squared Error: 
8,570,277,722,836,426 
Mean Absolute Error: 
169,070,320.1677 
R-Squared Score: -
0.5003 
 

 
Figure 15: Public Assistance, LightGBM 

LightGBM: 
Mean Squared Error: 
29,747,547,270,834,228 
Mean Absolute Error: 
108,037,347.7822 
R-Squared Score: 
0.4792 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 16: Public Assistance, Gradient Boosting Regressor 

Gradient Boosting 
Regressor: 
Mean Squared Error: 
28,003,702,876,617,812 
Mean Absolute Error: 
99,137,808.6874 
R-Squared Score: 
0.5097 
 

 
Figure 17: Public Assistance, AdaBoost 

AdaBoost: 
Mean Squared Error: 
3,002,975,694,487,399 
Mean Absolute Error: 
125,261,797.0261 
R-Squared Score: 
0.4743 
 

 
Figure 18: Public Assistance, Linear SVR 

Linear SVR: 
Mean Squared Error: 
7,151,172,644,964,501 
Mean Absolute Error: 
143,964,329.61 
R-Squared Score: -
0.2519 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 19: Public Assistance, XGBoost 

XGBoost: 
Mean Squared Error: 
24,634,264,369,883,096 
Mean Absolute Error: 
92,786,406.33 
R-Squared Score: 
0.5687 

Table 15: Public Assistance Results 

 

4.2.2 IA Data  

Once aggregated to the disaster level, IA had 232 rows and 35 columns. The IA 

cost feature has a high variance of 5.9482, a standard deviation of 2.4389, and a 
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coefficient of variance at 134,860. The distribution of cost is positively skewed at 

357.7, which can be seen in the distribution of IA cost follows:  

 

Figure 20: IA Cost Distribution 

 

IA, as a grant that supports the public regain their living conditions, is the smallest 

of the grants in this study. IA also had the smallest range of values with a 

minimum of $19,349 and a maximum of $331,386,300. IA data was prone to 

overfitting due to the more predictable nature of the dataset. XGBoost, due to its 

regularization feature to prevent overfitting, was a high performing model. This 

can be seen in Figure 30: Individual Assistance XGBoost. AdaBoost, with its 

adaptability features, was also a good candidate based on the performance 

metrics. This can be seen in Figure 28: Individual Assistance AdaBoost.  
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Table 16 showcases the results of each of the nine models evaluated for each 

individual model for IA. The data set index was set to the disaster identifier on the 

x-axis and the cost on the y-axis. Each graph showcases the original dataset in 

blue and the model’s output in orange. Each model also shows the three median 

performance metrics, R-Squared, MSE, and MAE.  
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 21: Individual Assistance, Linear Regression 

Linear Regression: 
Mean Squared Error: 
0.0009 
Mean Absolute Error: 
0.0200 
R-Squared Score: 
0.9154 
 

 
Figure 22: Individual Assistance, Decision Tree 

Decision Tree: 
Mean Squared Error: 
0.0002 
Mean Absolute Error: 
0.0064 
R-Squared Score: 
0.9832 
 
 

 
Figure 23: Individual Assistance, Random Forest 

Random Forest: 
Mean Squared Error: 
0.0004 
Mean Absolute Error: 
0.0073 
R-Squared Score: 
0.9656 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 24: Individual Assistance, SVR 

SVR: 
Mean Squared Error: 
0.0066 
Mean Absolute Error: 
0.0750 
R-Squared Score: 
0.4377 
 

 
Figure 25: Individual Assistance, MLP Regressor 

MLP Regressor: 
Mean Squared Error: 
213400.6917 
Mean Absolute Error: 
179.9668 
R-Squared Score:  
-18062099.8252 

 
Figure 26: Individual Assistance, LightGBM 

LightGBM: 
Mean Squared Error: 
0.00629 
Mean Absolute Error: 
0.03091 
R-Squared Score: 
0.46725 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 27: Individual Assistance, Gradient Boosting 

Gradient Boosting 
Regressor: 
Mean Squared Error: 
0.0002 
Mean Absolute Error: 
0.0053 
R-Squared Score: 
0.9872 

 
Figure 28: Individual Assistance, AdaBoost 

AdaBoost: 
Mean Squared Error: 
0.0006 
Mean Absolute Error: 
0.0124 
R-Squared Score: 
0.9521 
 

 
Figure 29: Individual Assistance, Linear SVR 

Linear SVR: 
Mean Squared Error: 
0.0004 
Mean Absolute Error: 
0.0107 
R-Squared Score: 
0.9678 
 
 



71 
 

 
Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 30: Individual Assistance, XGBoost 

XGBoost: 
Mean Squared Error: 
0.0006 
Mean Absolute Error: 
0.00689 
R-Squared Score: 
0.9523 

Table 16: Individual Assistance Results 

 

4.2.3 HUD Data  

Once aggregated to the disaster level, HUD had 286 rows and 12 columns. The 

HUD cost feature has a high variance of 5.356, a standard deviation of 2.3143, 

and a coefficient of variance at 959,094. The distribution of cost is positively 

skewed at 357.7, which can be seen in the distribution of HUD cost follows: 
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Figure 31: HUD Cost Distribution 

  

HUD Community Development Block Grant (HUD-CDBG) is also an 

infrastructure grant, but the grant amount is typically less than the PA grant. This 

is another grant that had a wide range of values, the minimum was $585,000 and 

the maximum was $8,285,284,000. This dataset also did not have an ideal model, 

except for the Decision Tree with an R-Squared value of 0.7351, as seen in Figure 

33: HUD, Decision Tree. This dataset differed from the other datasets, which 

tended to perform better with boosting models.  

 

Table 17 showcases the results of each of the nine models evaluated for each 

individual model for HUD. The data set index was set to the disaster identifier on 

the x-axis and the cost on the y-axis. Each graph showcases the original dataset in 
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blue and the model’s output in orange. Each model also shows the three median 

performance metrics, R-Squared, MSE, and MAE. 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 32: HUD Linear Regression 

Linear Regression: 
Mean Squared Error: 
0.0182 
Mean Absolute Error: 
0.0541 
R-Squared Score: 
0.0048 

 
Figure 33: HUD Decision Tree 

Decision Tree: 
Mean Squared Error: 
0.0049 
Mean Absolute Error: 
0.0173 
R-Squared Score: 
0.7351 
 

 
Figure 34: HUD Random Forest 

Random Forest: 
Mean Squared Error: 
0.0175 
Mean Absolute Error: 
0.0443 
R-Squared Score: 
0.0493 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 35: HUD  SVR 

SVR: 
Mean Squared Error: 
0.0202 
Mean Absolute Error: 
0.0869 
R-Squared Score: -
0.1052 
 

 
Figure 36: HUD MLP Regressor 

MLP Regressor: 
Mean Squared Error: 
0.2335 
Mean Absolute Error: 
0.2938 
R-Squared Score: -
11.7175 
 

 
Figure 37: HUD LightGBM 

LightGBM: 
Mean Squared Error: 
0.0123 
Mean Absolute Error: 
0.0448 
R-Squared Score: 
0.3279 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 38: HUD Gradient Boosting 

Gradient Boosting 
Regressor: 
Mean Squared Error: 
0.0156 
Mean Absolute Error: 
0.04625 
R-Squared Score: 
0.14877 

 
Figure 39: HUD AdaBoost 

AdaBoost: 
Mean Squared Error: 
0.0290 
Mean Absolute Error: 
0.0756 
R-Squared Score: -
0.5807 
 

 
Figure 40: HUD Linear SVR 

Linear SVR: 
Mean Squared Error: 
0.0203 
Mean Absolute Error: 
0.0623 
R-Squared Score: -
0.1044 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 41: HUD XGBoost 

XGBoost: 
Mean Squared Error: 
0.0152 
Mean Absolute Error: 
0.0433 
R-Squared Score: 
0.1708 

Table 17: Housing & Urban Development Results 

 

4.2.4 SBA - Business Data  

Once aggregated to the disaster level, SBA-Business had 233 rows and 16 

columns. The SBA-Business cost feature has a high variance of 7.5933, a 

standard deviation of 2.7556, and a coefficient of variance at 1,573,664. The 

distribution of cost is positively skewed at 744.306, which can be seen in the 

distribution of SBA-Business cost follows: 
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Figure 42: SBA Business Cost Distribution 

 

SBA Business is a loan for businesses effected by a disaster to Recovery from 

disaster events. This is another grant that had a wide range of values, the 

minimum was $35,000 and the maximum was $1,301,354,000. This dataset also 

did not have an ideal model, the model with the best fit was AdaBoost with an R-

Squared value of 0.3968, as seen in Figure 51: SBA-Business, AdaBoost.  

 

Table 18 below showcases the results of each of the nine models evaluated for 

each individual model for SBA Business Data. The data set index was set to the 

disaster identifier on the x-axis and the cost on the y-axis. Each graph showcases 
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the original dataset in blue and the model’s output in orange. Each model also 

shows the three median performance metrics, R-Squared, MSE, and MAE. 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 43: SBA Business Linear Regression 

Linear Regression: 
Mean Squared Error: 
0.0013 
Mean Absolute Error: 
0.0228 
R-Squared Score: 
0.0976 
 

 
Figure 44: SBA Business Decision Tree 

 Decision Tree: 
Mean Squared Error: 
0.0013 
Mean Absolute Error: 
0.0116 
R-Squared Score: 
0.1115 

 
Figure 45: SBA Business Random Forest 

Random Forest: 
Mean Squared Error: 
0.0006 
Mean Absolute Error: 
0.0092 
R-Squared Score: 
0.5627 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 46: SBA Business SVR 

SVR: 
Mean Squared Error: 
0.0089 
Mean Absolute Error: 
0.0927 
R-Squared Score: 
5.1171 

 
Figure 47: SBA Business MLP Regressor 

MLP Regressor: 
Mean Squared Error: 
0.9285 
Mean Absolute Error: 
0.5418 
R-Squared Score: 
1.6397 

 
Figure 48: SBA Business LightGBM 

LightGBM: 
Mean Squared Error: 
0.00173 
Mean Absolute Error: 
0.02331 
R-Squared Score: -
0.2003 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 49: SBA Business Gradient Boosting 

Gradient Boosting 
Regressor: 
Mean Squared Error: 
0.0012 
Mean Absolute Error: 
0.0119 
R-Squared Score: 
0.1417 
 

 
Figure 50: SBA Business AdaBoost 

AdaBoost: 
Mean Squared Error: 
0.0009 
Mean Absolute Error: 
0.0162 
R-Squared Score: 
0.3968 

 
Figure 51: SBA Business Linear SVR 

Linear SVR: 
Mean Squared Error: 
0.0012 
Mean Absolute Error: 
0.0112 
R-Squared Score: 
0.1586 
 



83 
 

 
Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 52: SBA Business XGBoost 

XGBoost: 
Mean Squared Error: 
0.0013 
Mean Absolute Error: 
0.0112 
R-Squared Score: 
0.1081 

Table 18: SBA-Business Individual Model Results 

 

4.2.5 SBA - Home Data  

Once aggregated to the disaster level, SBA-Home had 294 rows and 15 columns. 

The SBA-Home cost feature has a high variance of 4.9367, a standard deviation 

of 2.2219, and a coefficient of variance at 137,796. The distribution of cost is very 

positively skewed at 579.4369, which can be seen in the distribution of SBA-

Home cost follows: 



84 
 

 
Figure 53: Distribution of SBA-Home Cost 

 

SBA Home and SBA Business data had a limited number of features (4 features), 

which led to low predictive power. Based on the performance metrics, SBA Home 

was best predicted by Random Forest (R-Squared of 0.5627), which can be seen 

in Figure 56: SBA Home, Random Forest. which is an ensemble of decision trees. 

SBA Home was best predicted by XGBoost (R-Squared value of 0.9529), which 

can be seen in Figure 63: SBA Home, XGBoost.  

 

Table 19 showcases the results of each of the nine models evaluated for each 

individual model for SBA Home Data. The data set index was set to the disaster 

identifier on the x-axis and the cost on the y-axis. Each graph showcases the 
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original dataset in blue and the model’s output in orange. Each model also shows 

the three median performance metrics, R-Squared, MSE, and MAE. 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 54: SBA Home Linear Regression 

Linear Regression: 
Mean Squared Error: 
0.0128 
Mean Absolute Error: 
0.04869 
R-Squared Score: 
3.0537 
 

 
Figure 55: SBA Home Decision Tree 

Decision Tree: 
Mean Squared Error: 
0.0087 
Mean Absolute Error: 
0.04401 
R-Squared Score: 
1.7467 
 
 

 
Figure 56: SBA Home Random Forest 

Random Forest: 
Mean Squared Error: 
0.0110 
Mean Absolute Error: 
0.0449 
R-Squared Score: 
0.5627 
 



87 
 

 
Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 57: SBA Home SVR 

SVR:  
Mean Squared Error: 
0.0127 
Mean Absolute Error: 
0.0953 
R-Squared Score: 
3.0125 
 

 
Figure 58: SBA Home MLP Regressor 

MLP Regressor: 
Mean Squared Error: 
52.5666 
Mean Absolute Error: 
3.5257 
R-Squared Score: -
16569.6698 
 

 
Figure 59: SBA Home LightGBM 

LightGBM: 
Mean Squared Error: 
0.0032 
Mean Absolute Error: 
0.0292 
R-Squared Score: 
0.0066 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 60: SBA Home Gradient Boosting 

Gradient Boosting 
Regressor: 
Mean Squared Error: 
0.0085 
Mean Absolute Error: 
0.0425 
R-Squared Score: 
1.6715 
 

 
Figure 61: SBA Home AdaBoost 

AdaBoost: 
Mean Squared Error: 
0.0091 
Mean Absolute Error: 
0.0413 
R-Squared Score: 
1.8605 

 
Figure 62: SBA Home Linear SVR 

Linear SVR: 
Mean Squared Error: 
0.0023 
Mean Absolute Error: 
0.0202 
R-Squared Score: 
0.2799 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 63: SBA Home XGBoost 

XGBoost: 
Mean Squared Error: 
0.0199 
Mean Absolute Error: 
0.0588 
R-Squared Score: 
0.9529 
 

Table 19: SBA Home Individual Model Results 

 

Evaluating the individual models created a baseline understanding of the 

predictive power of the datasets. It can be determined that the predictive power is 

low for each individual dataset. This may have been due to the low number of 

records, but the nature of emergencies and disasters are not predictable, which 

may have contributed to the low predictive power of the individual statistical 

models. The combination of these datasets would create a great number of 

features which can increase predictive power.  

 

4.3 Central Dataset & Model  

The central model was developed by joining all five datasets, removing any duplicate 

fields, testing the nine (9) models using K-Cross validation, and evaluating the median 

value. The output of this model was used to determine which model should be applied to 

the federated model.  
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4.3.1 Merged Dataset 

Once aggregated to the disaster level, the merged dataset had ninety-four (94) 

rows and forty (40) columns. To combat the potential for overfitting, the central 

model continues to use K-Cross Validation. The Total Cost feature has a high 

variance of 2.08, a standard deviation of 1.4422, and a coefficient of variance at 

1,764,852. The distribution of cost is very positively skewed at 5,034, however 

the data is more evenly distributed overall than the other datasets. This can be 

seen in the distribution of Total Cost follows: 

 
Figure 64: Distribution of Merged Total Cost 

 

The merged dataset has much more predictive power given the number of features 

in the dataset. While some models did experience overfitting, such as Linear 
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Regression (Figure 65) and Linear SVR (Figure 73), several models had 

performance metrics within an acceptable range. This included AdaBoost and 

XGBoost, with an R-Squared value of 0.8370 and 0.8747 (Figure 72 and 74). This 

was not surprising given the use of regularization by these model types. Based on 

the results of this central model, XGBoost was selected for the federated model.  

Table 20 showcases the results of each of the nine models evaluated for each 

individual model for the merged data. The data set index was set to the disaster 

identifier on the x-axis and the cost on the y-axis. Each graph showcases the 

original dataset in blue and the model’s output in orange. Each model also shows 

the three median performance metrics, R-Squared, MSE, and MAE. 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 65: Merged Linear Regression 

Linear Regression: 
Mean Squared Error: 
8.0406 
Mean Absolute Error: 
5.9029 
R-Squared Score: 1.0 
 

 
Figure 66: Merged Decision Tree 

Decision Tree: 
Mean Squared Error: 
225,721,902,418,676.47 
Mean Absolute Error: 
5,531,491.1765 
R-Squared Score: 0.8755 

 
Figure 67: Merged Random Forest 

Random Forest: 
Mean Squared Error: 
495,817,485,439,964.25 
Mean Absolute Error: 
7,088,859.2252 
R-Squared Score: 0.7265 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 68: Merged SVR 

SVR: 
Mean Squared Error: 
2,259,524,949,379,062.5 
Mean Absolute Error: 
21,921,552.3281 
R-Squared Score: -
0.2462 
 

 
Figure 69: Merged MLP Regressor 

MLP Regressor: 
Mean Squared Error: 
171,633,198,863.17822 
Mean Absolute Error: 
209,141.8752 
R-Squared Score: 0.9999 
 

 
Figure 70: Merged LightGBM 

LightGBM: 
Mean Squared Error: 
1,629,110,980,373,244.2 
Mean Absolute Error: 
20,623,985.0846 
R-Squared Score: 
0.1014559 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 71: Merged Gradient Boosting 

Gradient Boosting 
Regressor: 
Mean Squared Error: 
147,386,100,636,387.44 
Mean Absolute Error: 
4140498.3908 
R-Squared Score: 0.9187 

 
Figure 72: Merged AdaBoost 

ADA Boost: 
Mean Squared Error: 
295,382,030,818,311.0 
Mean Absolute Error: 
6,468,557.1415 
R-Squared Score: 0.8370 

 
Figure 73: Merged Linear SVR 

Linear SVR: 
Mean Squared Error: 
0.9008 
Mean Absolute Error: 
0.5401 
R-Squared Score: 0.9999 
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Actual Vs Predicted Trend  

Median Performance 
Metrics (K-Cross 

Validation)  

 
Figure 74: Merged XGBoost 

 

XGBoost: 
Mean Squared Error: 
227,012,572,216,961.97 
Mean Absolute Error: 
6,309,425.4617 
R-Squared Score: 0.8747 
 

Table 20: Merged Model Results 

 

4.4 Federated Model  

A key characteristic of the federated model developed in this study is that regional data 

was split into two (2) partitions. These partitions represented a client device while local 

model training occurred. The outputs are communicated to the aggregation server and are 

averaged in accordance with FedAvg. After aggregation, a global model update is sent 

back to the client devices for further training.  

 

4.4.1 XGBoost and FedAvg  

XGBoost and FedAvg are run as a round simulation. Rounds were limited to five 

(5) to prevent overfitting on the dataset. Five (5) was selected because the model 

delivered results within the performance threshold within five (5) rounds. The east 

coast regions had 60 records while the west coast regions had 44 records.  
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Results of Federated Learning Model  

'MSE': [(1, 932069773.1675), 
      (2, 781600462.9956), 
      (3, 813947987.0759), 
      (4, 776168901.6982), 
      (5, 601142454.0573)], 
'MAE': [(1, 24359.27), 
      (2, 22306.55), 
      (3, 22763.47), 
      (4, 22228.91), 
      (5, 19562.70)], 
'R2': [(1, 0.0525), 
      (2, 0.3804), 
      (3, 0.3223), 

(4, 0.3666), 
(5, 0.6376)] 

Table 21: Federated Model Results 

 

The number on the left indicates the round number. The first five entries indicate 

the MSE values, the second five entries indicate MAE values, and the last five 

indicate the R-Squared values. The model improves with each round due to 

FedAvg’s ability to pass the relevant parameters to the client model each round.  

 

4.5 Hypothesis Results Discussion  

This section discusses how the results of the models answer the three initial research 

questions.  

4.5.1 Research Question One Analysis 

Research question one asked “What features have the highest prediction accuracy 

for disaster Recovery cost?” The following fields had the highest Shap value to 

the field “Total Cost” in the central model:  
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Field Name Mean SHAP Values 

Count Big PA Projects  0.5946 

IA IHP Eligible 0.5390 

SBA Count of Business Loans 0.5307 

SBA Count of Home Loans 0.5106 
Table 22: SHAP Values 

SHAP is a method of assigning feature importance. Higher values indicate values 

that positively impact model performance (Van den Broeck et al, 2022). These 

four SHAP values are the highest values in this dataset. These values are 

consistent with Research Question One and its expected values.  

XGBoost also has a built-in feature importance function. The output of this 

function is below:  

 
Figure 75: XGBoost Feature Importance 

  

 
The feature importance generated by the XGBoost function also indicates that 

Count Big PA Projects, IA IHP Eligible, SBA Count of Business Loans, and SBA 
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Count of Home Loans have the most influence on Total Cost. This is consistent 

with the value of the SHAP importance values. It can therefore be determined that 

Count Big PA Projects, IA IHP Eligible, SBA Count of Business Loans, and SBA 

Count of Home Loans have the greatest impact on the model.  

 

4.5.2 Research Question Two Analysis 

Research question two asked “Can a Cost Prediction Model using federated data 

from multiple agencies be built to predict disaster Recovery cost?”  

A federated model using XGBoost and FedAvg was successfully created with 

performance metrics within the 0.5-0.7 R-Squared value threshold. The table 

below compares the performance metrics of the central and federated models:  

Model Type  Performance Metrics  

Central Model  Mean Squared Error: 
227,012,572,216,961.97 
Mean Absolute Error: 6,309,425.4617 
R-squared Score: 0.8747 

Federated Model  Mean Squared Error: 
932,069,773.1675 
Mean Absolute Error:  
24,359.27 
R-squared Score: 0.6376 

Table 23: Central and Federated Model Results 

 

Overall, the central model performed better than the federated model for the R-

Squared value, but not as well as the federated model for the MSE and MAE 

value. This was due to the partition strategy available to each client model in the 

federated dataset.  
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4.5.3 Research Question Three Analysis 

Research Question three asks “Which ML model can best predict annual disaster 

Recovery cost?” 

Tree type models, in particular boosting models, had the best predictive power for 

the individual and central models. Based on these results, XGBoost was selected 

for the federated model. In some cases, decision trees performed well but were 

very prone to overfitting.  

 

4.6 Results Conclusion  

This praxis explored three methods of disaster cost prediction using data from three 

agencies. It was determined that both central and federated learning is a viable solution 

for disaster cost prediction. Federated learning can address both the privacy preserving 

needs of the business case as well as performing better at three out of the four 

performance metrics applied to this model.  
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     Chapter 5—Discussion and Conclusions 

5.1 Discussion 

This praxis explored how a federated framework can be applied to machine learning 

programs in disaster cost prediction. Given the legislative restrictions of Data, Privacy, 

and Evidence Act, a federated machine learning solution like the one articulated in this 

study would alleviate some complexities in managing disaster Recovery costs. These 

predictions would also benefit planning of the annual Stafford Act budget in addition to 

real-time disaster Recovery needs.  

This solution looks at three agencies: Federal Emergency Management Agency 

(FEMA)’s Individual Assistance (IA) and Public Assistance (PA), Small Business 

Administration (SBA) Home and Business Disaster Loans, and the Housing and Urban 

Development (HUD) - Community Development Block Grant Disaster Recovery Grant 

Funds (CDBG-DR). These agencies represent a small number of the agencies involved in 

disaster management. The solution introduced the concept of a Global ID, which unified 

records across numerous agencies. This allowed for the development of both a central 

and federated model.  

The results show that both solutions are potentially viable for the prediction of disaster 

Recovery cost. While the central model had a strong R-Squared value, the federated 

model had stronger MSE and MAE values. Both models were completed for five rounds. 

The architecture of the federated model is a scalable solution, and the addition of data 

such as emergency and fire management events would potentially improve the 

performance metrics, allow for a more robust partitioning strategy, and potentially 

become a use case for vertical, rather than horizontal federated learning.  
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A study by Nagoya Institute of Technology (NIT) in 2021 determined that federated 

learning can produce higher MSE and MAE performance metrics on a the benchmarked 

MNIST dataset due to its ability to apply FedAvg for parameter optimization (Asad et al, 

2021). The NIT results are consistent with the results of this study’s model. 

Ultimately the privacy preserving aspects of federated learning is still up to the creators 

of the model strategy. While federated learning does alleviate the administratively 

burdensome impediments outlined earlier in this praxis, the value of federated learning 

lies in how it leverages additional tools such as encryption and networking best practices. 

This praxis proved that this technology could provide a viable solution for disaster 

Recovery cost prediction, a solution that did not exist before this research.  

Data holders who embrace responsibility for “implementing governance and technology 

measures” (Bak et al, 2024) to “securely protect their data” (Bak et al, 2024) will be able 

to better integrate with other agencies for other projects. Consideration of this governance 

in future research may make machine learning a more viable option for other machine 

learning scenarios in addition to exploring other methods in federated learning.  

 

5.2 Hypothesis Discussion  

The following discusses the results of each of the three hypotheses discussed in this 

paper. Overall, the hypotheses were proved to be correct. Further discussion is below.  

 

5.2.1 Hypothesis One  

Hypothesis one predicts, “Feature “Count of Big PA Projects” and “Number of 

IHP Registrations” have the most significant effect on the prediction accuracy for 
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annual disaster Recovery cost per disaster type”. It can be determined that Count 

Big PA Projects, IA IHP Eligible, SBA Count of Business Loans, and SBA Count 

of Home Loans have the greatest impact on the model. This outcome is ideal, as 

these metrics are essential elements of information for these agencies. Further 

research may consider using these essential elements of information to create a 

benchmark in disaster Recovery prediction and other applications of machine 

learning.  

 

5.2.2 Hypothesis Two 

Hypothesis two predicts “A predictive cost model using federated data sources 

from multiple agencies can be built to forecast average disaster Recovery cost at a 

0.5-0.7 R-Squared value.” The federated model was able to address the high 

standard deviation in the combined dataset by splitting the data into more relevant 

east and west coast disasters. Further breakdown into FEMA Region would 

narrow the disaster types to their region and therefore disaster types and 

associated costs that are typical for their region. This further breakdown would 

help to address the range and high standard deviation in this dataset.  

 

5.2.3 Hypothesis Three 

Hypothesis three predicts, “A boosting model using data from multiple agencies 

will best predict annual disaster Recovery cost per disaster type.” XGBoost was 

successful due its ability to regularize data. This is accomplished using multiple 

weak tree ensembles and using an additive function to predict the output (Chen & 
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Guestrin, 2016). This is particularly important for this dataset due to its high 

standard deviation and range. XGBoost also includes methods in shrinking and 

column subsampling. Shrinking “scales newly added weights by a factor of 𝜂 

after each step of tree boosting” (Chen & Guestrin, 2016). Column sub sampling 

is a method of “preventing overfitting and improving computational time” (Chen 

& Guestrin, 2016) by “selecting a small set of the current data” per tree (Chen & 

Guestrin, 2016). XGBoost is a standard in machine learning and proved to be the 

best for this dataset as well as scaled solutions in the future. 

 

5.3 Conclusions 

The results of these models were limited by data that is publicly available and proved that 

federated machine learning can alleviate the administratively cumbersome impediments 

to real time data-driven decision making. The results proposed a scalable model that can 

be used in time-sensitive disaster scenarios for data-driven decision making where a 

central model is not available due to administrative delay. This approach is novel in the 

idea that machine learning can be used for cost prediction and federated learning can 

alleviate impediments in data sharing in the federal government. This solution is limited 

to data quality, network availability, security best practices, and reasonable data 

governance. The ideas formulated in this praxis pave the way for future research and 

development and eventually deployment at the federal level.  

 

5.4 Contributions to Body of Knowledge  
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FEMA coordinated disaster efforts are split into Response, Resilience, and Recovery. 

Recovery is the most difficult to coordinate given the number of agencies involved 

(National Recovery Framework, FEMA). This paper attempts to develop an algorithm to 

predict disaster Recovery cost, which has not been attempted in an academic exercise at 

this time. The ramifications of effective Recovery coordination would be paramount to 

future disaster events. This would enable effective coordination in both the short and long 

term. This includes predicting the current number of field staff, logistics of supplies (such 

as PPE) to the correct event, allocation of PA and IA funding, actuarial assistance in the 

disbursement of loans, and the identification of appropriate HUD support during 

Recovery efforts (National Recovery Framework, FEMA).  

 

A summary of body of knowledge contributions is below:  

1. This research introduced the concept of a multi-agency Disaster ID, which allows 

for effective aggregation of costs across agencies. The use of this ID will enable 

future machine learning efforts to be considered and deployed, especially in time 

sensitive situations.  

2. This research developed a machine learning model to predict disaster cost across 

multiple agencies with reasonable performance metrics. This model can be scaled 

to incorporate other agencies and additional data for cost predictions.  

3. This research demonstrated the feasibility of federated machine learning, which 

can circumvent data sharing impediments across regions and agencies for close to 

real time decision making.  

 



105 
 

5.5 Recommendations for Future Research 

This praxis initiated the concept of disaster Recovery cost prediction. Future researchers 

should explore the following:  

 

5.5.1 Addition of Agencies  

Figure One (1) illustrates the complex array of activity across forty (40) United 

States Federal agencies. Future research would benefit from the incorporation of 

additional agencies. This would provide the algorithm with additional features, 

assist in establishing an “Essential Elements of Information” or EEI framework, 

and provide additional records for researchers to explore for more accurate 

prediction. This research would also benefit from the development of a secondary 

datasheet which can be used to compare model results and further establish 

performance metrics. For example, the National Oceanic and Atmospheric 

Administration (NOAA) attempted to identify the top ten (10)  most expensive 

disasters in 2019 and were limited to estimations (NOAA NCEI).  

 

5.5.2 Adjust Partitioning Strategy  

This research was limited to developing a partitioning strategy which only divided 

the data by east or west affiliation. Further research would benefit from a more 

granular partitioning strategy, such as by FEMA Region or state. Researchers may 

also consider the use of Vertical federated learning, in which the privacy 

preserving framework is applied at the agency level. This would be ideal to help 

predict both cost and agency involvement in future algorithms.  
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5.5.3 Use of XGBoost Federated  

This research developed an algorithm that combined the power of Federated 

Average (FedAvg) and XGBoost. However, XGBoost also has a federated 

framework entitled “FedXGboost” (Le et al, 2021). This framework includes a 

splitting matrix. This was not considered for this study because it was unclear at 

development which model type would be the best fit for this dataset.  

 

5.5.4 Cost Prediction of Response Activity  

Like Recovery efforts, FEMA coordinates Response activity. This is a unique 

activity because it incorporates resources from local municipalities in addition to 

federal agencies. Response can be difficult due to the immediacy of necessary 

actions. Response would also benefit from the use of federated learning; however, 

the procurement data would be difficult.  

 

5.5.5 Exploration of Encryption Methods  

On its own, federated machine learning does not incorporate the use of encryption 

methods at rest or in motion. The addition of security methods would create a 

robust privacy preserving framework for federal and corporate use. This activity 

would provide disciplined protocols around the incorporation of additional 

datasets, use of machine learning in Evidence Act decision making, and allow for 

security and transparency in disaster activities.  
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