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Abstract of Praxis
Applying Multi-Criteria Decision-Making Methods to the Department of Defense
Cloud Service Offering Security Authorization Process

Cloud computing offers the potential for the Department of Defense (DoD) to lower
its computing costs while making information resources more widely available.
Recognizing the potential benefits to the DoD of using cloud computing technologies, the
Deputy Secretary of Defense issued a September 2017 memorandum directing an
acceleration of the DoD’s adoption of cloud computing technologies. This aggressive
approach to cloud computing adoption is largely driven by the belief that cloud
computing is critical to maintaining the US military’s technological advantage over
potential adversaries.

Cloud computing offers potential benefits in terms of increased efficiency for
information technology (IT) resource utilization along with reduced IT infrastructure
procurement and sustainment costs. Along with potential benefits, there are significant
security challenges that must be addressed while pursuing the guidance to aggressively
increase DoD use of cloud computing technology. The security of data hosted in a cloud
computing environment is a critical issue for Government consumers, organizations, and
mission owners.

This Praxis produces a decision support model to identify and assess security
considerations relevant to issuing an Authority to Operate (ATO) for a cloud computing
service offering in DoD organizations. The model uses Multi-Criteria Decision-Making
methods to help the mission owner Authorizing Official (AO) make an appropriate

security authorization decision.



The Praxis identifies decision criteria, develops weights for the criteria, and builds a
model for evaluating cloud service offerings against the weighted security authorization
decision criteria. Using this approach, the model produces a consistent and repeatable

means for making security authorization decisions for cloud service offerings.
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CHAPTER 1 Introduction

Cloud computing offers a way for the Department of Defense (DoD) to lower its costs
of computing resources, improve performance, and make information resources more
widely available thereby increasing overall efficiency of information technology
investments (IDA Study, 2015). Recognizing the potential benefits to the DoD of using
cloud computing technologies, the Deputy Secretary of Defense issued a September 2017
memorandum directing an acceleration of the DoD’s adoption of cloud computing
technologies because of the belief that cloud computing is critical to maintaining the US
military’s technological advantage over potential adversaries (Deputy Secretary of
Defense Memorandum, 2017).

Though cloud computing offers potential benefits in terms of increased efficiency for
information technology (IT) resource utilization, reduced IT infrastructure procurement
and sustainment costs, and improved access to data, there are significant challenges that
must be addressed to realize the Deputy Secretary of Defense’s guidance to aggressively
increase the DoD’s use of cloud computing technology and resources. The security of
data hosted in a cloud computing environment is a critical issue for Government
consumers, organizations, and mission owners (IDA Study, 2015).

The Praxis will produce a decision support model to identify and assess security
considerations relevant to issuing an Authority to Operate (ATO) for a cloud computing
service offering (CSO) in DoD organizations. The model will use Multi Criteria Decision
Making (MCDM) to help the organization Authorizing Official (AO) make a security

authorization decision.



1.1 Scope of the Research

Praxis research focuses on security authorization decision-making for unclassified
DoD information at Information Impact Level 4 (IL 4) and Information Impact Level 5
(IL 5). The concept diagram presented in Figure 1-1 shows praxis focus and impact.

The Start, Data, Process, and Decision components shown in the Praxis Concept
Diagram are described in the following paragraphs.

The Start component of the concept diagram represents the first step in the cloud
security authorization decision-making process. In this component, data and applications
are identified and considered for migration to a cloud computing environment. The praxis
focuses on data and applications at IL 4 and IL 5. IL 4 information is Controlled
Unclassified Information (CUI) that, under law, requires protection from unauthorized
disclosure. Examples are Personally Identifiable Information (PIl), Protected Health
Information (PHI), and For Official Use Only (FOUOQ) information (DoD Security
Requirements Guide, 2016). IL 5 information is CUI that the data owner deems necessary
to protect at a higher level than IL 4 data and includes data that supports unclassified
National Security Systems (NSS) (DoD Security Requirements Guide, 2016).

The Data component of the concept diagram represents the Cloud Service Offering
(CSO) that is proposed by a Cloud Service Provider (CSP). A CSP is an entity that offers
one or more cloud services in one or more deployment models (DoD Security
Requirements Guide, 2016). A CSO is the service offering or solution available from the
CSP (DoD Security Requirements Guide, 2016). Types of cloud service models and

cloud deployment models are described in the Literature Review.
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Figure 1-1. Praxis Concept Diagram



In the concept diagram, the CSO is a proposal submitted by a commercial cloud
service provider to the DoD for evaluation and consideration for acceptance and
authorization. The CSO is most often a procurement-sensitive document that contains
proprietary information detailing how the CSP intends to deliver the offering. The CSO
can contain technical and cost details whose release is restricted to only those individuals
engaged in the formal evaluation process.

The Process component of the concept diagram represents the security assessment
that is conducted for the CSO. For the DoD security authorization process, the security
assessment is conducted against security controls specified in the DoD Cloud Security
Requirements Guide (SRG). Mapping the applicable security controls to security
authorization decision criteria is discussed in Chapter 3.

The Decision component of the concept diagram represents the decision alternatives
from which the Authorizing Official (AO) can choose. The decision is whether or not to
issue an Authority to Operate (ATO) which allows the CSO to access, process, or store
IL 4 or IL 5 data and applications. An ATO is an acceptance of risk based on evaluation
of the cloud service offering and the potential for risk introduced to DoD networks and
data. The ATO is granted to the cloud service provider for a specific offering, not to the
cloud service provider itself.

The Decision component is a highly qualitative element of the process and is the
primary focus of the praxis. The praxis addresses the qualitative elements by developing
a quantitative approach using multi-criteria decision making to remove subjectivity from

the cloud security authorization decision-making process.



The Decision component of the process is highly qualitative primarily for the
following reasons:

e The security authorization decision is largely influenced by the mission owner’s
risk tolerance. Risk tolerance is based on the mission owner’s assessment of the
impact if the confidentiality, integrity, or availability of information is
compromised. Different mission owners can have different risk tolerances even
though they are using similar information.

Risk tolerance is determined by the mission owner’s expert judgment,
experience, and assessment of impact should the information in the cloud
computing environment be compromised. These are subjective assessments that
can vary widely between DoD organizations and mission owners.

e A standard risk acceptance threshold has not yet been established for DoD
organizations to use in their cloud security authorization decision-making
processes. Lacking an agreed upon acceptance threshold for risk management,
DoD organizations use their Authorizing Official’s expert judgment and
subjective assessment to either accept or reject a cloud service offering based on
the offering’s security posture.

Based on the results of the security assessment, the AO has three decision
alternatives. The first alternative is to issue an ATO authorizing the cloud service offering
to access, process, or store IL 4 and IL 5 data and applications. The second alternative is
to not issue an ATO and take no further action with the cloud service offering. The third
alternative is for the AO to issue an ATO with conditions that must be satisfied before

full authorization is granted. The conditions associated with the cloud service offering



must be mitigated or resolved through a Plan of Action and Milestones (POA&M)
submitted by the commercial cloud service provider and approved by the Authorizing
Official.

Applying MCDM methods allows the AO to select alternative one, which is to issue
an ATO, or to select alternative two, which is to not issue an ATO. MCDM methods
remove subjectivity from the authorization decision by introducing a quantitative analysis
of relevant security concerns and criteria.

The third decision alternative, which is to issue an ATO with conditions, can be
considered a subset of alternative one. MCDM methods can be used to select between
alternatives one and two. Decision alternative three allows the AO to use his or her expert
judgment and experience to accept the CSO but place conditions that must be satisfied
within a designated amount of time or the security authorization will be rescinded. The
CSO must exceed the acceptance threshold established by MCDM methods in the praxis
for alternatives one or three to be chosen.

The ATO decision is significant because of the DoD Chief Information Officer (DoD
CIO) guidance to “do once, use many times” for risk assessments and security
accreditation decisions (DoD Chief Information Officer Memorandum, 2014).

1.2 Purpose and Motivation

The purpose of the praxis research is to develop a consistent and repeatable process
for DoD Authorizing Officials to conduct security assessments and make security
authorization decisions for cloud service offerings. Figure 1-2, which mirrors the

Decision component of the concept diagram, shows the purpose of the praxis by



highlighting the potentially arbitrary and inconsistent nature of the current immature

cloud security authorization decision-making process.

Decision Decision Alternatives

Yes, issue ATO/authorize CSO

Authority to

Operate No, do not issue ATO/Do not authorize CSO

What is the basis for the ATO decision?

e (SO meets all controls? . o o
Decision criteria and priority are not

\ consistent. They can vary widely between
organizations or mission owners.

e (SO meets a designated percentage of controls?
e (SO meets a designated number of controls?
e (SO meets a set of specific controls?

e Risk tolerance of organization?

Figure 1-2. Praxis Purpose

The cloud security authorization process is a relatively immature process largely
because of the limited number of cloud service offerings that have been assessed and
authorized for use on DoD networks. Because of the immaturity, the basis of the
authorization decision can vary between mission owners and AOs.

The lack of common decision criteria and priority of the criteria creates an
inconsistent and potentially subjective security authorization decision-making process.
The motivation for the praxis research is to remove inconsistency and subjectivity in
cloud security authorization decision-making. Removing inconsistency and subjectivity
in cloud security authorization decision-making reduces the risk potentially introduced to

DoD networks, data, and applications by the authorized cloud service offerings.



The decision support model developed in the praxis can be immediately and directly
applied by DoD Authorizing Officials and security engineers as a component of the cloud
security authorization decision-making process.

1.3 Problem Statement

The current inconsistent and subjective cloud security authorization decision-making
process, which uses equally weighted criteria and a Yes/No checklist of security controls,
introduces risk to DoD information that is accessed, processed, or stored in a cloud
computing environment.

1.4 Thesis Statement

Multi criteria decision making (MCDM) methods using weighted decision criteria can
increase the consistency, repeatability, and objectivity of cloud service offering security
authorization decision making.

1.5 Research Objective

The formal objective of this research is to develop a consistent and repeatable process
using weighted decision criteria for DoD Authorizing Officials to make cloud service
offering security authorization decisions.

1.6 Research Questions

The praxis aims to answer the following questions regarding the DoD security
authorization decision making process for cloud service offerings:

e Can cloud computing security authorization decision criteria be identified?
e What cloud computing security authorization criteria can be quantified?
e How can cloud computing security authorization criteria be quantified?

e Can statistical analysis be used to develop weighted decision criteria?



e Can the cloud computing security authorization process be made more objective,
consistent, and repeatable?

1.7 Hypothesis

The research objectives and questions translate into the following hypothesis:

H1o: Multi criteria decision making methods using weighted decision criteria cannot
increase the consistency, repeatability, and objectivity of cloud service offering security
authorization decision making.

H1a: Multi criteria decision making methods using weighted decision criteria can
increase the consistency, repeatability, and objectivity of cloud service offering security
authorization decision making.

1.8 Impact of Praxis Research on the Cloud Security Authorization Decision-
Making Process

The impact of praxis research on the cloud security authorization decision making
process is shown in Figure 1-3 and described in this section. The praxis research
increases the consistency, objectivity, and repeatability of the current cloud computing
security authorization decision making process by identifying weighted decision criteria
and establishing an acceptance threshold for issuing an ATO.

The components of the security authorization decision-making process impacted by
the praxis are discussed in the below paragraphs. The impact of the praxis on the Process
and Decision components produces a more consistent decision-making process which can
be immediately applied by DoD Authorizing Officials and security engineers as part of
the cloud service offering security assessment and decision-making process.

The Data component shown in Figure 1-3 is the same for the current security

authorization decision-making process and for the process developed in the praxis. The



Data component represents a cloud service offering that is not yet authorized for
introduction to DoD networks, data, or applications.

The praxis primarily impacts the Security Assessment and Decision components of
the cloud security authorization decision-making process. Figure 1-4 shows how the

praxis impacts these two components.
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Process Decision Decision Alternatives

Yes, issue ATO /authorize CSO
Security Output Authority to
E—— —
Assessment Operate No, do not issue ATO/do not authorize CSO

CSO assessed against equally Yes/No checklist What is the basis for the ATO decision?
weighted criteria identified of equally e (SO meets all controls? TheEs R
z = = z = e decision criteria an
in the DoD Cloud Security weighted criteria e (SO meets a designated percentage of controls? o :
Requirements Guide (SRG). priority are not consistent.
® (SO meets a designated number of controls? They can vary widely from
® (SO meets a set of specific controls? organization or mission owner.
® Risk tolerance of organization?
Equally weighted criteria Yes/No checklist Arbitrary Inconsistent / Subjective
Weighted criteria Value based Threshold Consistent / Repeateble

Decision Alternatives

Process Decision Yes, issue ATO/authorize CSO
Security Output % ) Authority to No, do not issue ATO/authorize CSO
Assessment Operate
Issue conditional ATO with waiver(s)
CSO assessed against Value based on CSO What is the basis for the ATO decision? The decision criteria is consistent
weighted SRG criteria. assessment against. ®  Threshold value to support the ATO and repeatable across DoD
the weighted criteria. decision. organizations or mission owners.

Figure 1-4. Security Assessment and Decision

The current security authorization process, shown in the top portion of Figure 1-4,
uses equally weighted criteria from the DoD SRG. In the SRG, the criteria are listed as
security controls. The equally weighed criteria are evaluated using a Yes/No method to
produce a checklist of criteria that are either satisfied or not satisfied. The checklist
produced from the security assessment is the basis for the authorization decision.

The authorization decision in the current process can be based on several factors
whose relative importance is determined by the Authorizing Official. The factors upon
which the authorization decision is made can be:

e The offering meets all security controls.

e The offering meets a designated percentage of controls as determined by the AO.

e The offering meets a designated number of controls as determined by the AQO.

12



e The offering meets a specific set of controls as determined by the AQO.

Because each organization or mission owner Authorizing Official has the ability to
apply any or all of the above criteria, the security authorization can be applied
inconsistently across DoD organizations.

The security authorization process developed in the praxis, shown in the bottom
portion of Figure 1-4, uses weighted criteria against which the cloud service offering can
be assessed. The weighted criteria assessment produces a value rather than a Yes/No
checklist as the basis for the security authorization decision. The praxis also develops a
threshold value below which the Authorizing Official will not consider issuing an
Authority to Operate to the cloud service offering.

Establishing and applying weighted criteria and an acceptance threshold produce a
consistent and repeatable process that can be immediately applied by Authorizing
Officials and security engineers to in-process and planned cloud service offering security
authorization decisions.

1.9 Praxis Organization

The praxis is organized into five chapters. Chapter 1 introduces the research scope,
problem statement, research objectives and questions, hypothesis, and impact of the
praxis.

Chapter 2 is a literature review of research performed relevant to cloud computing
security, multi criteria decision making, and DoD security authorization decision making

process.
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Chapter 3 presents the praxis Methodology. Model results and discussions are
presented in Chapter 4. Conclusions and future research opportunities are presented in

Chapter 5.
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CHAPTER 2 Literature Review

The study of cloud computing security is a high priority for DoD organizations
because of the potentially significant impact should the confidentiality, integrity, or
availability of information accessed, processed or stored by cloud computing technology
be compromised. A critical part of cloud computing security is the completeness and
rigor of the process leading to a security authorization decision for a cloud service
offering. Before connecting to a DoD network for the purpose of accessing, processing,
or storing DoD sensitive information, the cloud service offering must be assessed against
existing and emerging security guidance. The results of the assessment are the basis for

the security authorization decision.

The mission owner Authorizing Official (AO) is responsible for making the security
authorization decision which, depending on the cloud deployment model, can impact
organizations and data beyond that under the mission owner’s control. Guidance to help
the AO make an appropriate security authorization decision continues to mature with
frequent updates to requirements and security control publications. Understanding the
cloud computing service models, cloud computing deployment models, and the factors
impacting cloud computing security is critical for the AO to make an appropriate security

authorization decision.
2.1 Cloud Computing Definitions and Service Models

Because cloud computing offers federal agencies a means to potentially procure
required information technology services faster and possibly cheaper than through
traditional procurement methods, the growth in cloud computing utilization is expected to

rapidly increase. Growth estimates from the U.S. Government Accountability Office
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(GAO) report that federal agencies spent more than $2 billion on cloud computing
services in fiscal year 2016 and expect to spend more in future years (GAO Report on

Cloud Computing, 2016).

The National Institute of Standards and Technology (NIST) defines cloud computing
as a means for enabling ubiquitous, convenient, on-demand network access to a shared
pool of configurable computing resource that can be rapidly provisioned and released
with minimal management effort or service provider interaction (NIST SP 800-145,
2001). The DoD Cloud Security Requirements Guide “adheres to the NIST definition to

characterize and standardize the discussion of cloud computing” (DoD SRG, 2016).

Cloud computing delivers a range of options for computing infrastructure, software
development platforms, or services that are available through an on-demand model.
These options, called service models, are known as Infrastructure as a Service (laaS),
Platform as a Service (PaaS), and Software as a Service (SaaS) (Vaquero, 2009). DoD
mission owners are looking to employ all three cloud service models across a range of

data and applications.

The service model definitions used within the DoD are presented in the NIST

Framework for Cloud Usability, Special Publication 500-316:

e SaaS provides consumers the use of applications in the cloud. The consumer does
not control or manage the applications or the environment in which they run.

e PaaS provides consumers the ability to deploy applications created or acquired by
the consumer using programming languages, libraries, services, or tools supported
by the cloud service provider. The consumer does not manage or control the cloud

infrastructure but has control over the deployed applications.
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laaS provides consumers with the ability to provision processing, storage,
networks, and other computing resources where the consumer is able to deploy
and run arbitrary software which can include operating systems and applications.
The consumer does not manage or control the underlying cloud infrastructure but
has control over operating systems, storage, and deployed applications (NIST

Framework for Cloud Usability, 2015).

Cloud computing service offerings are delivered through one of four standard

deployment models. The models are public, private, community, and hybrid. The primary

difference between the four models is where the hosting hardware and infrastructure is

found and what organization is responsible for maintaining the cloud ecosystem

(Congressional Research Service, 2015).

The four cloud computing deployment models are defined as:

Public clouds are provided by a cloud service provider and offer a multi-tenant
shared operating environment (Prakash, 2016). Public clouds have increased
concerns on security and privacy because their design potentially allows multiple
consumers to access the same cloud instance (IDA Study, 2015).

Private clouds are provided by a cloud service provider and offer a single-tenant
dedicated operating environment (Prakash, 2016). Because private clouds are
operated solely for the acquiring organization their cost can equal the cost for
operating a dedicated data center (IDA Study, 2015).

Community clouds are provided by a cloud service provider and offer single-
tenant or multi-tenant operating environments for a specific community of interest
(Prakash, 2016).
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e Hybrid clouds combine features of public and private cloud service offerings for
the purpose of facilitating information exchange and application portability across

different cloud service offerings and cloud service providers (Prakash, 2016).

Along with the promise of increased information technology efficiencies with
reduced infrastructure costs, cloud computing also presents unique security concerns and

threats for both commercial industry and DoD consumers.

The primary inhibitors of more rapid cloud computing adoption and use are concerns
for information privacy and security (Chen, 2012). The absence of a mechanism to
efficiently evaluate privacy and security concerns is a major barrier to cloud adoption

(Daniel, 2013).

Similar to other industries, security concerns for data confidentiality, integrity, and
availability are significant factors behind security authorization decisions for cloud

service offerings to access, process, or store sensitive DoD information resources.
2.2 DoD Cloud Computing Security Concerns

A review of DoD cloud computing security concerns was performed as part of the
praxis literature review. The review included numerous publications, instructions, and
reports focused on DoD security concerns and requirements for evaluating and
authorizing cloud service offerings. Attention was focused on cloud security concerns for
DoD implementations, cloud service offering security accreditation, and identifying
decision criteria and the relationship between the identified criteria. This section of the
literature review discusses DoD cloud computing security concern findings and

observations.
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The deployment models and technologies behind cloud computing offerings present
different types and levels of risk than traditional on-site information technology
infrastructure and services (CSA, 2009). Along with the benefits provided by cloud
computing technologies, there is significant concern about the security of information
hosted in cloud computing environments. Security of the data accessed, processed, or
hosted in the cloud computing environment is the main obstacle to the adoption of cloud

computing (Grobauer, 2010).

The security of sensitive data hosted in a cloud computing environment is a rapidly
growing concern. The study of cloud computing security, defined as “a set of procedures
and measures taken to implement the security of data saved in the cloud”, is an emerging

focus of study in the computer science discipline (Agarwal, 2016).

The Deputy Secretary of Defense memorandum issued in September 2017 recognizes
the potential benefits to the DoD of using cloud computing technologies and directs an
acceleration of the DoD’s adoption of cloud computing technologies. The acceleration
was directed because of the belief that cloud computing is critical to maintaining the US
military’s technological advantage over potential adversaries (U.S. Deputy Secretary of

Defense Memorandum, 2017).

Several studies and reports, published both before and after release of the Deputy
Secretary of Defense memorandum, identify security as the primary concern for the
DoD’s use of cloud computing technology and service offerings. A November 2015
comprehensive study of in-place and planned DoD cloud computing implementations

found that while cloud computing presents opportunities to scale computing, realize
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efficiencies, and transform IT procurement, there are security concerns on the

confidentiality and integrity of data in a cloud computing environment (IDA Study, 2015)

The initial version of the DoD Cloud Security Requirements Guide was published in
2016 to provide guidance and establish requirements for DoD mission owner use of
commercial cloud services (DoD Cloud Security Requirements Guide, 2016). The
foundation of the Cloud Security Requirements Guide is the belief that the overall DoD’s
success in meeting its cloud computing objectives depends “upon well executed security
requirements, defined and understood by both the DoD and industry partners” (DoD

Cloud Security Requirements Guide, 2016).

Decision criteria appropriate for the cloud service offering security authorization
decision are confidentiality, integrity, and availability (CNSSI No. 1253, 2009). Cloud
computing security is dependent on confidentiality, integrity, and availability which are
significant concerns for cloud service providers and data owners using the cloud service
offering (Madhubala, 2015).

The definitions for the cloud service offering security authorization decision criteria
are presented below and discussed in Chapter 3:

e Confidentiality — preserving authorized restrictions on information access and
disclosure, including means for protecting personal privacy and proprietary
information. A loss of confidentiality is the unauthorized disclosure of
information.

e Integrity — guarding against improper information modification or destruction
and ensuring information non-repudiation and authenticity. A loss of integrity

is the unauthorized modification or destruction of information.
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e Auvailability — ensuring timely and reliable access to and use of information. A
loss of availability is the disruption of access to or use of information on an

information system (CNSSI No. 4009, 2015).

Security controls can be mapped to individual decision criteria with a number of
security controls common to either two or all three decision criteria (DoD Cloud Security

Requirements Guide, 2016).

Federal Risk and Authorization Management Program (FedRAMP) guidance for
cloud service offering security authorizations allows a DoD Agency Authorizing Official
(AO) to conduct a security assessment and, if appropriate, issue an Authority to Operate
(ATO) for the cloud service offering. The ATO is issued for a specific cloud service
offering, not the cloud service provider at large (FedRAMP Agency Authorization Roles

& Responsibilities, 2017).

FedRAMP guidance limits the Agency-granted authorization only to that Agency’s
data and that Agency’s use of the assessed cloud service offering. The FedRAMP
guidance allows the Agency to align any specific security requirements it may have with
the overarching FedRAMP requirements and authorization procedures (FedRAMP

Agency Authorization Playbook, 2017).

The requirements for issuing an Agency ATO for a cloud service offering are

published in the DoD Cloud Security Requirements Guide.

The current security authorization decision-making process uses equally weighted
criteria to support the authorization decision. Because the security authorization decision

for a cloud service offering can be based on different considerations for different mission
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owner Authorizing Officials, the decision criteria priority may not be consistent across
DoD cloud service offering security authorization assessments and decision-making
processes. This results in a potentially inconsistent application of the security
authorization process across DoD mission owners. The decision criteria priority can vary

widely between DoD organizations or mission owners.

In addition to the DoD Cloud Security Requirements Guide and FedRAMP
publications, the Authorizing Official is given security authorization decision-making
guidance in Department of Defense Instruction (DoDI) 8510.01. This Instruction
specifies how the Risk Management Framework (RMF) is applied to the security
authorization decision-making process during the assessment and post-authorization
phases of the cloud service offering’s lifecycle. The six-step RMF process is shown in

Figure 2-1.

Two important components of DoDI 8510.01 are the requirement for continuous

monitoring and the concept of cybersecurity reciprocity.
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Figure 2-1. DoD Risk Management Framework (Source: DoDI 8510.01)
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Continuous monitoring is Step 6 of the RMF process. Continuous monitoring is
intended to ensure that the cloud service offering remains in compliance with the security
controls against which it was assessed during the authorization process. Continuous
monitoring also ensures that any new security controls added since the cloud service
offering was authorized are evaluated for applicability and then incorporated into the
authorization package if appropriate. A secondary continuous monitoring goal is to
identify security-relevant events that negatively affect the security posture of the cloud
service offering (DoDI 8510.01).

The concept of cybersecurity reciprocity “is an essential element in ensuring IT
capabilities are developed and fielded rapidly and efficiently across the DoD Information
Enterprise” (DoDI 8510.01). Reciprocity is defined as a mutual agreement between
parties to accept each other’s security assessments to reuse information resources or
accept the other’s security assessment to facilitate rapid system development and fielding
(CNSSI No. 4009). Reciprocity is a critical element in the cloud service offering security
authorization decision-making process because of DoD CIO guidance to “do once, use
many times” for risk assessments and security accreditations.

2.3 Addressing Cloud Computing Security Concerns

A significant amount of research has been conducted to identify cloud computing
security concerns and potential threats to information that is accessed, processed, or
stored in a cloud computing environment. This research has focused on identifying
potential threats in each cloud service model and in each cloud deployment model.
However, little research has been conducted to develop a method for weighting,

prioritizing and mitigating the identified threats and security concerns.
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One proposed approach to identifying cloud computing security concerns is to group
threats into three areas (Barakovic, 2016). These three areas are policy and
organizational, technical, and data protection. The data protection area is where the
majority of research relevant to the praxis has been conducted. Data protection risks
relate to threats to information accessed, processed, or stored in a cloud computing
environment.

The primary risks to data processed or stored in a cloud computing environment are:

e Lack of availability to the data by the owner or authorized users.

e Lack of integrity due to resource sharing and weak or inadequate data
protections mechanisms such as weak or no encryption.

e Lack of confidentiality due to weak or missing authentication mechanisms
(Barakovic, 2016).

A “taxonomy of fears” for cloud computing security developed in 2013 shows the top
five security concerns of cloud computing data owners and users as:

e Confidentiality, which is defined as the fear of loss of control over data processed

or stored in a cloud computing environment.

e Integrity, which is defined as fear for the correctness of data computation.

e Auvailability, which is defined as fear of denial of service, especially for data and

applications that are considered as mission critical.

e Measuring security capabilities in a manner that allows security concerns to be

identified, prioritized, and addressed.

e Measuring regulatory compliance for the cloud service provider chosen to host

and process the organization’s data and applications (Aruna, 2013).
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Threats to data confidentiality, integrity, and availability are consistently identified in
research as among the primary reasons why cloud computing adoption has not grown as
rapidly as predicted (Chen, 2012). Choosing the appropriate cloud service model and
cloud deployment model is largely based on understanding risks to confidentiality,
integrity, and availability (Madhubala, 2015).

Prakash proposes a model for addressing security concerns that categorizes the
security concerns into three groups. The groups are deployment model issues, service
model issues, and network issues (Prakash, 2016). Data confidentiality and data integrity
are addressed within the deployment model and service model categories. Data
availability is addressed in the network issue category. This research categorizes the
security threats to help develop mitigating approaches but does not propose mitigation
approaches or techniques.

In a proposed framework for ranking cloud service provider selection criteria, Zoie
includes security and privacy as among seven criteria for consideration of cloud service
offerings. Security and privacy criteria are designed to “indicate the effectiveness of a
service provider in controlling access to services, service data, and physical facilities
from which services are provided” (Zoie, 2016). The framework propose in this research
identifies security concerns but does not address how the concerns can be prioritized,
weighted, and integrated into a decision-making process.

For DoD cloud service offering security assessments and authorization decisions, the
current process is relatively immature largely because of the limited number of cloud

service offerings that have been assessed and authorized for use on DoD networks.
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Because of the immaturity, the basis of the authorization decision, and the degree of risk
that is accepted, varies between mission owners and AOs.

The lack of common decision criteria and priority of the criteria creates an
inconsistent and potentially subjective security authorization decision-making process.
Researching and developing a model using weighted decision criteria removes
inconsistency and subjectivity in DoD cloud security authorization decision-making. This
reduces the risk potentially introduced to DoD networks, data, and applications by the
authorized cloud service offerings.

2.4 Multi-Criteria Decision-Making

Multi-Criteria Decision Making (MCDM) is a method to help make a decision where
there are multiple available alternatives with each alternative having several attributes
(Yoon, 1995). Multi-Criteria Decision Analysis (MCDA), which is a type of MCDM,
consists of approaches and techniques with the goal of generating a ranking of available
options from the most to least preferred option (Multi-Criteria Analysis, 2009).
Evaluating cloud security offerings is a multi-criteria problem because there are multiple
decision criteria that must be considered and ranked (Halabi, 2017).

2.4.1 MCDM Methods

Several MCDM methods have been developed and are used in a wide range of
decision-making scenarios. Each method has strengths and weaknesses that influence the

type of decision-making environment for which its application is appropriate.
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The most common MCDM methods used today, with a short description of each, are:

e Weighted Sum Model (WSM). The Weighted Sum Model is designed for single-
dimensional decision-making problems. In these single-dimensional cases, WSM
can be applied to identify a preferred solution. WSM is a value measurement
MCDM method with criteria assigned a weight to represent its relative
importance for comparison to other decision criteria (Tscheikner-Gratl, 2017).
WSM is not suited for multi-dimensional decision-making problems because of
its design limitation for addressing multiple criteria (Triantaphyllou, 1998). For
this reason, WSM is not an appropriate MCDM method for complex multi-criteria
decision-making scenarios like the cloud computing security authorization
decision-making problem addressed in this praxis.

e Weighted Product Model (WPM) is similar to WSM but uses multiplication rather
than addition to calculate the sum. WPM is suitable for single and multi-
dimensional decision-making problems, especially maximization problems where
the solution sought is that one with the largest value relative to the other candidate
solutions (Triantaphyllou, 1998).

e Simple Additive Weighting (SAW). Simple Additive Weight is one of the most
frequently used multi-attribute decision making techniques. SAW is based on a
weighted average using the arithmetic mean (Adriyendi, 2015). SAW suitability
to the cloud security offering security authorization decision-making process is
discussed in Chapter 3.

e Technique for Order Preference by Similarity to Ideal Solution (TOPSIS).

TOPSIS is a MCDM method based on the concept that the alternative chosen
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should be the one having the shortest distance from the ideal solution and furthest
distance from the negative ideal solution (Gavade, 2014). TOPSIS is a goal,
aspiration, and reference model measuring how an alternative reaches established
aspirations or goals (Tscheikner-Gratl, 2017). TOPSIS suitability to the cloud
security offering security authorization decision-making process is discussed in
Chapter 3.

e Analytic Hierarchy Process (AHP). The Analytic Hierarchy Process decomposes
complex multi-criteria decision-making problems into hierarchical relationships
between the decision criteria and their attributes (Triantaphyllou, 1998). AHP
allows the decision-maker to view the decision in terms of a hierarchy of criteria
(Yoon, 1995). Similar to WSM, AHP is a value measurement MCDM method
with criteria assigned a weight to represent its relative importance for comparison
to other decision criteria (Tscheikner-Gratl, 2017).

AHP is designed to consider qualitative and quantitative criteria when
building decision criteria and developing criteria weights (Gani, 2014). The AHP
decision criteria for the cloud security authorization decision-making problem are
presented and discussed in Chapter 3.

2.4.2 MCDM Components

Though different in their design and application to decision-making scenarios,

MCDM methods share several common characteristics. The common characteristics of

MCDM methods, with a short description, are:
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The decision context must be identified. The decision that must be made, the
decision maker, and key contributors are identified as the first step in the MCDM
process (Multi-Criteria Analysis, 2009).

Decision options are identified but are not yet assessed or evaluated for
suitability. Decision options identified during this step are assessed against the
weighted decision criteria as the MCDM process is applied. Decision options can
be the selection of the most appropriate solution or elimination or one or more
candidate solutions from further evaluation and consideration.

Decision criteria and the relationship between the criteria are identified. The
relevance of the criteria to each identified option is also identified during this step
(Multi-Criteria Analysis, 2009). The decision criteria are those factors against
which the potential solutions are evaluated for acceptance or rejection.

Weights are developed for each of the decision criteria. The weights are
developed to establish the relative importance of the criteria when evaluated
against each other.

The weights can be developed through qualitative methods, quantitative
methods, or a combination of both methods. The decision criteria weights are
applied during the evaluation of potential solutions to create a rank order of all
evaluated solutions.

Each option is assessed against the criteria and assigned a value using the criteria

weights developed in the previous step (Multi-Criteria Analysis, 2009).
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e Options are rank ordered to help the decision-maker either select one option or
eliminate one or more options from further consideration (Multi-Criteria Analysis,
2009).

2.4.3 Using MCDM Methods

Because MCDM methods incorporate mathematical and computational tools to
weight and assess decision options, they are well-suited for application to complex,
multi-dimensional decision-making scenarios (Gani, 2014). The DoD cloud service
offering security authorization decision-making environment is a complex, multi-
dimensional environment.

The goal of a decision-making process “is to provide the decision maker with the
ability to look into the future, and to make the best possible decision based on past and
present information and future predictions” (Georgiadis, 2013). MCDM methods
accomplish this goal by considering quantitative data, qualitative data, and subjective
expert judgment to assess and rank decision options from which the decision-maker can
select the best option (Georgiadis, 2013).

MCDM methods are used as components of a decision-making process. The MCDM
methods integrate quantitative and qualitative data analysis as components of the
decision-making process.

MCDM methods align closely, and are appropriately applied, to a decision-making
process with the below characteristics:

e Decision objectives are identified. A decision results from comparing one or more

alternatives against one or more criteria relevant to the decision-making

environment (Foote, 2010).
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Decision options available to the decision-maker are identified.

Decision criteria upon which the decision will be made are identified.

Decision criteria weights are developed for use in evaluating and comparing
decision alternatives. The weights can be developed using a combination of
quantitative and quantitative data sources.

Decision options are evaluated against the weighted criteria. Each option is
evaluated against the weighted decision criteria independent of the other decision
options.

Decision options are rank ordered to help the decision-maker either choose the
most appropriate alternative or to eliminate one or more alternatives from further
consideration.

A decision is made by selecting the most appropriate alternative from among the

list of ranked alternatives.

By integrating quantitative and qualitative data analysis into the decision-making

process, MCDM methods strengthen an organization’s decision-making process by:

Removing subjectivity in decision criteria weight assignments. In MCDM
methods, decision criteria weights are assigned using formal techniques.
Improving documentation and communication of all components of the decision-
making process. MCDM methods facilitate documentation and communication
between the decision-maker and stakeholders impacted by the decision.
Calculation and analysis of the decision criteria weights and alternative rankings
generates a documented audit trail for later analysis or refinement as appropriate

(Multi-Criteria Analysis, 2009).
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The cloud security authorization decision-making process is a multi-criteria
environment where MCDM methods can be applied to identify decision goals, identify
decision criteria, develop decision criteria weights, and assess available options against
the weighted criteria to help the decision-maker select the most appropriate option.

2.5 Summary

For cloud computing to become a key technology enabler with widespread adoption,
the risks associated with processing and storing data and applications in a cloud
computing environment must be critical parts of an organization’s risk management
strategy (Elena, 2015).

A significant amount of research has been done to identify and describe threats to the
confidentiality, integrity, and availability of information processed or stored in a cloud
computing environment. However, little research has been done to develop means for
weighting and prioritizing the security concerns so that the decision-maker can make a
well-informed security authorization decision.

A guantitative approach to security authorization decision-making that represents
cloud computing environment characteristics has not been developed (Teuteberg, 2012).
A quantitative method to identify, weight, prioritize, and assess cloud computing security
concerns will reduce the level of potential risk introduced to DoD networks and
information by cloud service offerings. Multi-Criteria Decision Making (MCDM)
methods are proven effective in addressing complex real-world scenarios such as cloud

computing service offering security authorization decision making (Gani, 2014).
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CHAPTER 3 Methodology

The praxis applies Multi Criteria Decision Making (MCDM) methods to the DoD
security authorization decision making process for cloud service offerings. The research
scope is for PII, PHI, and FOUO information and applications which are categorized as
IL 4 and IL 5 by the DoD Security Requirements Guide.

Before a cloud service offering can connect to a DoD network and access, process, or
store IL 4 or IL 5 information, it must receive an Authority to Operate (ATO) from the
mission owner Authorizing Official (AO). The current cloud security authorization
decision making process uses equally weighted criteria and a Yes/No checklist of security
controls which, based on mission owner risk tolerances, can produce inconsistent and
subjective outcomes. Applying MCDM methods to the cloud security authorization
decision making process produces weighted decision criteria and a value-based threshold
for making the security authorization decision. Applying MCDM to the security
authorization decision making process makes the process consistent and repeatable for
application across a wide range of DoD mission owners.

This chapter describes the Praxis methodology. Figure 3-1 shows the five phases in
the methodology and how they are related. Each phase of the methodology is described

following Figure 3-1.
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Multi Criteria Decision Making (MCDM)

(Choosing the best alternative from among a finite set of decision
alternatives in terms of multiple, often conflicting criteria.)
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Figure 3-1. Methodology Map

3.1 Phase 1: Preliminary Research

Phase 1, shown in Figure 3-1, focuses on researching and developing the problem
statement, research objectives, research questions, and hypotheses. Preliminary research
focuses on the current DoD decision making process for cloud service offering security
authorizations. Data sources supporting Phase 1 research include direction and guidance
published by the DoD Chief Information Officer (C10), DoD Cloud Security
Requirements Guide (SRG), the Defense Information Systems Agency (DISA), and the
Federal Risk and Authorization Management Program (FedRAMP).

Phase 1 preliminary research supports the appropriateness of Multi Criteria Decision
Making (MCDM) methods to the cloud security authorization decision making process.

MCDM represents a collection of decision-making methods for comparing, ranking, and

34



choosing between multiple alternatives (Gani, 2014). MCDM methods are well suited to
choosing the best alternative from among a finite set of decision alternatives with
multiple criteria (Yoon, 1995). Choosing the best alternative using weighted decision
criteria from among a finite set of decision alternatives accurately describes the cloud
service offering security authorization decision making process.

Several MCDM approaches were considered in Phase 2. The candidate MCDM
methods are discussed in Section 3.2
3.2 Phase 2: Initial Model Development

Phase 1 outputs were used to build the initial model in Phase 2. The initial model
developed in this phase focuses on the problem statement, research questions, and
hypotheses formulated during Phase 1.

Outputs from Phase 1 research used to build the model are identification of the
security authorization decision making process, security authorization decision
alternatives, and decision criteria appropriate for the CSO security authorization decision.

Phase 1 research identified the security authorization decision alternatives as:

e Issue an Authority to Operate (ATO) allowing the cloud service offering to

access, process, or store IL 4 and IL 5 information.

e Notissue an ATO thereby prohibiting the cloud service offering from accessing,

processing, or storing IL 4 or | L5 information

e Issue an ATO with conditions or restrictions. All conditions must be addressed to

the AQ’s satisfaction in a Plan of Action and Milestones (POA&M) before the
cloud service offering is allowed to access, process, or store IL 4 or IL 5

information.
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Decision criteria identified in Phase 1 appropriate for the CSO security authorization
decision are confidentiality, integrity, and availability (CNSSI No. 1253, 2009). The
definitions for these criteria used in the Praxis are:

e Confidentiality — preserving authorized restrictions on information access and
disclosure, including means for protecting personal privacy and proprietary
information. A loss of confidentiality is the unauthorized disclosure of
information.

e Integrity — guarding against improper information modification or destruction
and ensuring information non-repudiation and authenticity. A loss of integrity
is the unauthorized modification or destruction of information.

e Auvailability — ensuring timely and reliable access to and use of information. A
loss of availability is the disruption of access to or use of information on an
information system (CNSSI No. 4009, 2015)

During Phase 2, several candidate MCDM methods were considered for
appropriateness and suitability for the praxis model. Candidate MCDM methods
considered during this Phase are identified in Figure 3-2 and discussed in the paragraphs

following the figure.

Multi Criteria Decision Making (MCDM)

(Choosing the best alternative from among a finite set of decision
alternatives in terms of multiple, often conflicting criteria.)

MCDM Candidate Methods
Simple Additive Weighting (SAW)
Analytic Hierarchy Process (AHP)

Technique for Order Preference by
Similarity to Ideal Solution (TOPSIS)

Figure 3-2. Candidate MCDM Methods
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MCDM methods considered for the cloud service offering security authorization

decision-making process are:

Simple Additive Weighting (SAW). Simple Additive Weight is one of the
most frequently used multi-attribute decision making techniques. SAW is
based on a weighted average using the arithmetic mean (Adriyendi, 2015).
SAW is based on simple addition of scores assigned to different criteria
associated with accomplishing the goal of the decision-making process
(Velasquez, 2013). Though SAW calculations are simple and do not require
complex computer algorithms or programs, the estimates produced with SAW
do not always reflect the real situation for which the estimates will be applied
(Velasquez, 2013). This is because of the underlying assumption that decision
criteria are preferentially independent to each other (Yoon, 1995). Depending
on the security authorization decision maker’s risk tolerance, the decision
criteria of confidentiality, integrity, and availability may not satisfy the
preferentially independence condition of SAW. SAW was not chosen for the
praxis model primarily for this reason.
Technique for Order Preference by Similarity to Ideal Solution (TOPSIS).
TOPSIS is a MCDM method based on the concept that the alternative chosen
should be the one having the shortest distance from the ideal solution and
furthest distance from the negative ideal solution (Gavade, 2014). The ideal
and negative ideal solutions are unique to the decision that must be made and

can be based on quantitative or qualitative factors.
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TOPSIS has two limiting factors that impact its suitability and
appropriateness for the praxis model.

The first limiting factor of TOPSIS for praxis application is that the
method’s use of distance from the ideal and negative ideal solutions does not
consider the potential correlation of decision attributes. Lack of attribute
correlation makes it difficult to weight attributes while maintaining
consistency of judgment, especially if the number of decision-making
attributes increases (Velasquez, 2013).

The second limiting factor of TOPSIS is that it can give unreliable results
because it does not consider uncertainty in attribute weightings (Gavade,
2014). TOPSIS was not chosen for the praxis model primarily for the above
two reasons.

Analytic Hierarchy Process (AHP). AHP is a MCDM method that reduces
complex decisions to a series of pairwise comparisons which allow the
decision maker to establish priorities to support the decision-making process
(Mocenni, 2013.) AHP establishes weights for decision criteria which are then
applied to evaluate and prioritize decision alternatives (Mocenni, 2013).

AHP is well-suited to the security authorization decision-making process
primarily because of its ability to create a decision hierarchy identifying the
decision objective, decision criteria, decision criteria weights, and decision
alternatives (Yoon, 1995).

For the praxis decision hierarchy, the goal is to make a security

authorization decision. The decision criteria are confidentiality, integrity, and
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availability. The decision alternatives are to authorize the cloud service
offering, not authorize the cloud service offering, or to issue a conditional
authorization with conditions that must be satisfied before full authorization is

granted. Figure 3-3 shows the AHP decision hierarchy developed for the

praxis.
Level 1: Goal ( Security Authorization
Decision
2 l = = \ 4 = = l
( \ & \ \
Level 2: Criteria | Confidentiality | Integrity | | Availability
Security Assessment/Authorization Security Assessment/Authorization Security Assessment/Authorization
Planning Planning Planning
Incident Response Incident Response Incident Response
Attributes Risk Assessment Risk Assessment Risk Assessment
Access Control Baseline Configuration Confingency Planning
Awareness & Training Media Protection Maintenance
Identification & Authentication System & Information Integrity Physical & Environmental Protection
Audit & Accountability System/Communications Protection
Systems/Services Acquisition
A 4 » h 4 < % A 4 - » Y - N \ 4 e v 1 2 h 4 ‘ & v 2 . s
Level3: [ o ( Donot \ (. .. ) ( _\( ponot \(~ o ) _\( Donot | (~ o
s 5 | %
Afternatives | Authorize | | authonze/‘ L?ondlhonal} | Authorize | | authorlze,‘ \\Condltlona” \\Authonze \ \ Bl el \ }‘kCondl’uonaI/‘

Figure 3-3. Decision Hierarchy

Similar to TOPSIS, the pairwise comparison matrix generated in AHP contains a
degree of uncertainty in the relative weights of the decision criteria. The relative weight
uncertainty is “caused by the uncertainty in our decision judgements and in many cases
cannot be avoided” (Zahir, 1991). Zahir examines uncertainty as independent of
judgment consistency and shows how AHP incorporates uncertainty into its
computational procedures (Zahir, 1991).

AHP was selected as the most appropriate MCDM method because of its ability to

consider a set of evaluation criteria and a set of alternative options from which the best
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decision can be made (Saaty, 1980). Another factor in selecting AHP for the security
authorization decision-making process is that it is a “fast and understandable method for
people who are not familiar with multi-criteria decision support methods.” (Tscheikner-
Gratl, 2017). While familiar with the relevant decision criteria, Authorizing Officials will
most often have limited, if any, knowledge with multi-criteria decision-making methods.
3.3 Phase 3: Data Collection
Data collection focused on qualitative and quantitative datasets. The collected
qualitative and quantitative datasets were used to develop the decision matrix, decision
criteria, and decision criteria weights used in the model.
3.3.1 Qualitative Data

The primary source for the qualitative dataset is the DoD Cloud Security
Requirements Guide. The qualitative dataset identifies decision criteria and associated
attributes used for the Criteria component of the AHP-based model. Criteria used in the
model are confidentiality, integrity, and availability (CNSSI No. 1253, 2009).

Figure 3-4 shows the qualitative decision criteria with attributes identified in the
DoD SRG. Attribute mapping to decision criteria is described following Figure 3-4.

The qualitative attributes assigned to each decision criteria are taken from the
DoD SRG. The qualitative attributes, which are the security controls identified in the
SRG, provide a description of the decision criteria characteristics. The seventeen (17)
attributes identified in the SRG are mapped to the most appropriate decision criteria used

in the praxis model.

Of the seventeen discrete qualitative attributes identified in the SRG, four are

applicable to all three decision criteria. The attributes Security Assessment/Authorization,
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Planning, Incident Response, and Risk Assessment are appropriate descriptors of each of
the three decision criteria. These four attributes are not exclusively appropriate to any one
decision criteria.

The qualitative attribute mapping shown in Figure 3-4 is derived from guidance
published in numerous CNSS, FedRAMP, and DoD publications addressing cloud

security considerations and security authorizations.
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Figure 3-4. Quantitative Decision Criteria with Attributes
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3.3.2 Quantitative Data

The quantitative dataset was collected from representative cloud computing security
reports published between 2015 and 2018. The quantitative data was used to establish
weights and priorities for the three decision criteria. The cloud security reports focus on
organizational and decision maker concerns for processing, storing, and securing
sensitive data in a cloud computing environment. The security reports covered a total of
3134 respondents from small, medium, and large enterprises.

The Cloud Security Reports used as the quantitative data sources are published
annually by Netwrix Corporation and are intended for public consumption. The reports
publish the findings from organizations across a range of industries that are asked to
identify their security concerns for allowing their organization’s sensitive data to be
access, stored, or processed by cloud computing technologies. The surveyed
organizations are grouped by size according to Gartner’s definitions for small, midsize,
and large enterprises (Netwrix, 2018).

The respondents whose information is consolidated and published in the annual
reports represent technology, manufacturing, government, health care, finance, and
education industries. By targeting these industries each year, the reports identify trends
and emerging concerns for cloud computing security.

While report results are published in the public domain, the survey questions used to
produce the results are proprietary and were not available for inclusion in the praxis. The
number of respondents and their industry are available but information such as the
percentage of respondents and response success rates are not available from the owner of

the report data.
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The quantitative data sources are presented in Figure 3-5.

Source

Description

2018 Cloud Security Report
Netwrix Corporation

Cloud security report focused on organizational concems on storing
sensitive data in the cloud.

853 respondents

27% from large enterprises (> 1000 employees)

37% from medium buisnesses (100 - 999 employees)

36% from small businesses (1 - 99 employees)

2016 Cloud Security Report
Netwrix Corporation

Cloud security report focused on organizational concems regarding
cloud security and readiness to use cloud service offerings.

660 respondents

28% from large enterprises (> 1000 employees)

72% from medium and small businesses

2015 Cloud Security Report
Netwrix Corporation

Cloud security report focused on organizational concems regarding
cloud adoption and security.

611 respondents

31% from large enterprises (> 1000 employees)

45% from medium buisnesses (100 - 999 employees)

24% from small businesses (1 - 99 employees)

2015 Cloud Security Spotlight Report
Bitglass

Cloud security report focused on organizational adoption of cloud
computing and security related concems and practices.

1010 respondents

40% from large enterprises (> 1000 employees)

42% from medium buisnesses (100 - 999 employees)

17% from small businesses (1 - 99 employees)

Figure 3-5. Quantitative Data Sources

The quantitative data provided by the cloud security reports is mapped to decision

criteria attributes used in the model. Mapping the security report data to AHP decision

criteria attributes enabled criteria weights to be developed for use in the model. The

quantitative data was also used to rank decision alternatives. An analysis of the

guantitative data showing how the data was used to establish criteria weights is presented

and discussed in Chapter 4.
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Figure 3-6 shows the relationship between Phase 3 data collection and Phase 4

data analysis and model refinement.

Data Collection : i Data Analysis

e Decision
Dataset 1 - Qualitative Matrix & Criteria

i Build Decision Matrix |! ; i
: and Identify Criteria | : ¢ i

G : Weighted
Criteria

Assign criteria weights

Figure 3-6. Data Collection and Data Analysis Model Phases

3.4 Phase 4: Data Analysis and Model Refinement

During this phase the qualitative and quantitative data collected in Phase 3 was
analyzed to refine components and relationships developed in the initial model.

The qualitative data analysis produced the decision matrix, criteria, and attributes
associated with the criteria. The AHP Decision Hierarchy developed during this phase is
shown in Figure 3-3. The Decision Hierarchy identifies the Goal, Criteria, and Decision
Alternatives addressed in the model.

The decision model Goal is the security authorization decision for a cloud service
offering. The Criteria upon which the decision is made are confidentiality, integrity, and
availability. The alternatives are to authorize the cloud service offering by granting an
ATO, not issuing an ATO for the cloud service offering, or granting a conditional ATO

with conditions that must be met before an unconditional ATO can be granted.
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The quantitative data analysis produced the decision criteria weights and security
authorization thresholds.

The decision criteria weights were developed using pairwise comparison and Saaty’s
Pairwise Comparison Scale (Saaty, 1980). Figure 3-7 shows how, using Saaty’s AHP
methodology, the criteria weights were calculated and tested for consistency (Saaty,
1980). In the AHP method, the term “consistency” refers to the degree of consistency, or
inconsistency, of the decision maker’s subjectivity in the pairwise comparison of the
importance of decision criteria (Mu, 2017). Consistency of the pairwise comparisons of
decision criteria are further discussed in Chapter 4.

3.5 Phase 5: Model Run and Results

After data analysis and refinement of the preliminary model in Phase 4, the AHP
model was run using the qualitative and quantitative data analyzed in Phase 4 as input.

The analyzed quantitative security report data was input into the model to calculate
decision criteria weights using AHP. Multiple use cases of Saaty’s Pairwise Comparison
Scale were used to produce candidate selections for mapping verbal judgments to
numeric values. The decision criteria weights generated by AHP were tested for

consistency using Saaty’s Random Index.
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Saaty’s Pairwise Comparison Scale
Decision | Criteria 1 | Criteria2 | Criteria 3 Numerictvakis Verbal judgrirent
— : - - /9\ Extremely important
Criteria 1 | judgment | judgment | judgment 7 Very strongly more important
Criteria 2 | judgment | judgment | judgment | < 5 Strongly moresimportant
3 Moderately more important
Criteria 3 | judgment | judgment | judgment \1 / Equally important
Pairwise e N— -~ R =Y (~  Calculate
comparison — o — ’ : | priorities & row ‘
g ) | addition matrix
\_ with judgments \ / \ J \__ averages )
( Test for ) [ Calc_ulate ' Calculate ‘ Calculate )
consistenc: Coreislency weighted sum ‘ weighted columns ‘
y ) Index (Cl) e ) | weig )
“C ot Ratio (CR) Consistency Index (Cl)
onsisienc ato =
\ Y Random Consistency Index (RI) /
If CR <0.10, then the judgment matrix is assumed to be reasonably consistent; continue to next AHP step.
If CR > 0.10, then revise judgments to locate cause of the inconsistency and correct it.

Figure 3-7. Developing AHP Criteria Weights

After the decision criteria weights were calculated and tested for consistency they
were applied to the security authorization decision making process to develop a weighted
score for several candidate cloud service offerings. The cloud service offerings were rank
ordered against each other and against a proposed acceptance threshold (&) to help the
Authorizing Official make an appropriate security authorization decision.

The detailed steps in the AHP-based model, and the results of running the model
using the analyzed qualitative and quantitative data, are presented and discussed in

Chapter 4. Chapter 5 discusses the results presented in Chapter 4.
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3.6 Phase 6: Validation

The acceptance threshold (&) determined by the model is the value below which the
mission owner AO will not consider issuing an ATO for a cloud service offering. The
acceptance threshold is strongly influenced by the information impact level (IL) and the
mission owner’s risk tolerance. The Federal Risk and Authorization Management
Program (FedRAMP) guides the mission owner in establishing an appropriate IL, risk
tolerance position, and approach to security assessments and authorization.

The acceptance threshold (@) for issuing a cloud service offering security
authorization proposed in the Praxis will be validated by FedRAMP Moderate Controls &
Control Enhancement used to guide Federal government cloud computing security
authorization decisions. As the number of cloud service offerings that are considered
increases, and more data becomes available, the acceptance threshold can be further

validated and adjusted as appropriate.
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CHAPTER 4 Results

This chapter presents results from running the praxis model. Results are presented for
mapping the qualitative and quantitative data sources to decision criteria, AHP decision
weight criteria calculations and comparisons, and application of the weighted decision
criteria to the security authorization decision making process.

4.1 Security Report Data Analysis Results

The quantitative dataset was collected from representative cloud computing security
reports published between 2015 and 2018. The security reports identified in Figure 3-5
provide the quantitative data used to calculate decision criteria weights.

The quantitative data was used to establish weights and priorities for the three
decision criteria using Saaty’s AHP method (Saaty, 1980). The cloud security reports
focus on organizational and decision maker concerns for processing, storing, and
securing sensitive data in a cloud computing environment. The cloud security reports
cover a total of 3134 respondents from small, medium, and large enterprises across
commercial industry and government. The security reports cover the years 2015 to 2018
to reflect how the adoption of cloud computing technology, and associated security
concerns, may have changed over time.

The security report data was mapped to decision criteria and criteria attributes.

Results of the security report data mapping to decision criteria are shown in Figure 4-1.
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Figure 4-1. Mapping Security Report Quantitative Data to Decision Criteria
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In Figure 4-1, the data in each of the source security reports was analyzed for relation and
relevance to each of the three decision criteria. The percentage of responses in each security
report for confidentiality, integrity, and availability security concerns are shown by decision
criteria in Figure 4-1.

After the report data was mapped to decision criteria, the data was analyzed to identify the
number and percentage of respondents identifying confidentiality, integrity, or availability as one
of their security concerns for using cloud computing technology to access, process, or store
sensitive data. Results of the analysis were used to establish the relative relationships between the
three decision criteria.

Figure 4-2 shows the quantitative data analysis results to include the relationship between the

three decision criteria.

A B C D
2018 Cloud Security Report 2016 Cloud Security Report 2015 Cloud Security Report 2015 Cloud Security Spotlight Report
Respondents = 853 Respondents= 660 Respondents= 611 Respondents= 1010
% [Access control 6%% 588.57 |Actwity visibility 61% 402.60 |Activity visbility 60% 366.60 |Access control 31% 313.10
‘g [Awareness/Training  50% 426.50 |Accesscontrol 53% 349.80 |Accesscontrol 55% 336.05 |Activity visbility 19% 191.90
% Employeethreat 3% 272.96 |Awareness/Training  33% 217.80 |Authentication Mgt  51% 311.61 |Awareness/Trainng 8% 80.80
'»E Access privileges 31% 264.43 970.20 [Awareness/Trainng 33% 201.63 585.80
8 Activity visibilty 31% 26443 1215.89
1816.89
Number of referencesto 1817 Number of referencesto 970 Number of references to 1216 Number of references to 586
Confidentiality attr butes Confidentiality attributes Confidentiality attributes Confidentility attributes
2018 Cloud Security Report 2016 Cloud Security Report 2015 Cloud Security Report 2015 Cloud Security Spotlight Report
Respondents = 853 Respondents= 660 Respondents= 611 Respondents= 1010
= Daa prvacy 35% 298.55 |Security controls 44% 280.40 |Lossof physicalctrl 66% 403.26 |Data protection 65% 656.50
‘;—o Media protection 32 272.96 |Data privacy 35% 231.00 (Dataprotection 45% 27485 (Security controls 40% 40400
8 571.51 521.40 |Security controls 40% 24440 1060.50
= Confgurationchang:  35% 213.85
1136.46
Number of referencesto 572 Number of referencesto 521 Number of references to 1135 Number of references to 1061
Integrity attrbutes Integrity attributes Integr ty attributes Integrity attributes
2018 Cloud Security Report 2016 Cloud Security Report 2015 Cloud Security Report 2015 Cloud Security Spotlight Report
Respondents = 853 Respondents= 660 Respondents= 611 Respondents= 1010
% internet dependency  39% 257.40 [System protection 35% 213.85 [Network security 36% 363.60
o System protection 35%  231.00 |Internet dependency 20% 12220 |Availbiity 9% 90.90
é Restoral/recovery 20% 132.00 336.05 45450
< 620.40
Number of referencesto ° Number of referencesto 620 Number of references to 336 Number of references to 255
Availability attr butes Availability attributes Availability attributes Avaiabilty attributes
Attribute A B 5 D Total
Confidentiality 1817 970 1216 586 4589 Confidentility 5 1.39 imes more important than Integrity
Integrity 572 521 1136 1061 3290 — Confidentality & 3.25 times more important than Availabilty
Availabilty 0 620 336 455 1411 Integrity & 2.33 times more important than Avaiability

Figure 4-2. Security Report Quantitative Data Analysis

51



A summary of the data analysis is shown in Figure 4-3.
Figure 4-3 shows the total number of responses indicating security concerns for data

confidentiality, integrity, or availability in the four security reports.

Attribute A B [5 D Total
Confidentiality 1817 970 1216 586 4583 Confidentiality 5 1.39 timesmoreimportant than Integrity
Integrity 572 521 1136 1061 3290 —> | Confidentiality & 3.25 times more important than Availabilty
Availabilty 0 620 336 455 1411 Integrity & 2.33 tmes more mportant than Avaiability

Figure 4-3. Summary of Security Report Quantitative Data Analysis Results

The security report data shows that 4589 responses indicated that confidentiality is a
concern for processing or storing sensitive organizational data in a cloud computing
environment. Integrity was identified 3290 times and availability was identified 1411
times as security concerns.

The number of responses indicating each of the three decision criteria as security
concerns was used to develop the relative relationships between the three decision
criteria. The box outlined in red in Figure 4-3 shows that confidentiality is 1.39 times
more important than integrity and 3.25 times more important than availability. Integrity is
2.33 times more important than availability for cloud computing security concerns.

The relationships developed from the security report data analysis are used as input to
the next step of the AHP process which is to map verbal judgments to numeric values

using Saaty’s Pairwise Comparison Scale.
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4.2 AHP Criteria Weight Calculation

After the security report data analysis was completed, the next step in the model was
to calculate decision criteria weights using the quantitative data analysis results. The
criteria weights developed by AHP in the praxis replace the equal weights assigned by
the DoD Security Requirements Guide to decision criteria in the current security
authorization decision-making process. The calculated weights reflect the relative
importance of the decision criteria based on the analyzed quantitative data presented in
Figure 4-3.

Saaty’s Pairwise Comparison Scale was used to translate security report analysis
results to numeric values for input into the AHP model. Two use cases were developed

using the Numeric Value interpretations shown in Figures 4-4 and 4-5.

Saaty's Pairwise Comparison Scale
Verbal judgment Numeyrig value
Moderately more important 3
Strongly more important
Moderately more important

Analysis of Survey
Confidentiality is 1.39 times more important than Integrity
Confidentiality is 3.25 times more important than Availability
Integrity is 2.33 times more important than Availability

5

3
\J
Figure 4-4. AHP Numeric value interpretation; Case 1

Saaty's Pairwise Comparison Scale
Verbal judgment Numerig value
Moderately more important 3

Analysis of Survey
Confidentiality is 1.39 times more important than Integrity
Confidentiality is 3.25 times more important than Availability
Integrity is 2.33 times more important than Availability

Very strongly more important

Strongly more important

7
5
\J

Figure 4-5. AHP Numeric value interpretation; Case 2
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4.2.1 AHP Criteria Weight Calculation; Case 1

The verbal judgment and numeric values used in Case 1 are shown in Figure 4-4. The
numeric value is used to calculate criteria weights. For Case 1, the verbal judgments are
that confidentiality is moderately more important than integrity, confidentiality is
strongly more important than availability, and that integrity is moderately more important
than availability. The Numeric Value interpretations used for Case 1 are circled in blue in
Figure 4-4.

Tables 4-1 through 4-8 show AHP step-by-step calculations to determine Case 1
criteria weights. Table 4-9 and Table 4-10 show results of criteria weight consistency
testing using Saaty’s Random Index (RI).

Table 4-1 shows the Case 1 intensity judgments using the Numeric Value
assignments shown in Figure 4-4. The highlighted entries in Table 4-1 represent the
Numeric Value assignments. As shown in the Confidentiality row, a value of 5 in the
Availability column means that Confidentiality is 5 times more important than
Availability for the cloud service offering. Likewise, in the Confidentiality row, a value
of 3 in the Integrity column means that Confidentiality is 3 times more important than

Integrity for the cloud service offering.

Table 4-1. AHP Pairwise Comparison Matrix with intensity judgments; Case 1

Pairwise Security Authorization |Confidentiality| Integrity Availability
comparison matrix |Confidentiality 1.000 3.000 5.000
with intensity Integrity 0.333 1.000 3.000
judgments Availability 0.200 0.333 1.000
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Table 4-2 shows the column addition of the numeric value assignments for each of

the three decision criteria. The column sums calculated in Table 4-2 are used to develop

the normalized matrix shown in Table 4-3.

Column addition

Table 4-2. AHP Column Addition; Case 1

Security Authorization Confidentiality| Integrity Availability
Confidentiality 1.000 3.000 5.000
Integrity 0.333 1.000 3.000
Availability 0.200 0.333 1.000
Sum 1.533 4.333 9.000

Table 4-3 is the normalized matrix for the column additions shown in Table 4-2.

Normalized matrix

Table 4-3. AHP Normalized Matrix; Case 1

Security Authorization Confidentiality| Integrity Availability
Confidentiality 0.652 0.692 0.556
Integrity 0.217 0.231 0.333
Availability 0.130 0.077 0.111

Table 4-4 calculates the row averages for each of the decision criteria. The row

averages are shown with the original judgments in Table 4-5. The “Priority” column in

Table 4-4 represents the weight for each of the decision criteria.

Calculate priorities;
row averages

Table 4-4. Calculated priorities with row averages; Case 1

Results; original

judgments and

priorities

Security Authorization Confidentiality| Integrity Availability | Priority
Confidentiality 0.652 0.692 0.556 0.633
Integrity 0.217 0.231 0.333 0.260
Availability 0.130 0.077 0.111 0.106
Table 4-5. Results; Original judgments and priorities; Case 1
Security Authorization Confidentiality| Integrity Availability | Priority
Confidentiality 1.000 3.000 5.000 0.633
Integrity 0.333 1.000 3.000 0.260
Availability 0.200 0.333 1.000 0.106
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Table 4-6 shows the priorities weights for each criteria and the original judgements

shown in Table 4-1.

Security Authorization Confidentiality| Integrity Availability
Criteria weights 0.633 0.260 0.106
Priorities as factors |Confidentiality 1.000 3.000 5.000
Integrity 0.333 1.000 3.000
Availability 0.200 0.333 1.000

Table 4-6. Priorities as factors; Case 1

Table 4-7 shows the weighted column calculations using the weighted criteria and the

original judgments.

Security Authorization Confidentiality| Integrity Availability
Calculation of Confidentiality 0.633 0.781 0.531
weighted columns |Integrity 0.211 0.260 0.318
Availability 0.127 0.087 0.106

Table 4-7. Weighted column calculation; Case 1

Weighted sum calculations are shown in Table 4-8. The weighted sums calculated in
Table 4-8 are used to calculate Amax shown in Table 4-9. Znis the average of the values

calculated in Table 4-8 and is used to calculate the Consistency Ratio of the AHP

judgments.

Table 4-8. Weighted sum calculation; Case 1

Security Authorization  [Confidentiality| Integrity Availability Weighted sum
Calculation of Confidentiality 0.633 0.781 0.531 1.946
weighted sum Integrity 0.211 0.260 0.318 0.790
Availability 0.127 0.087 0.106 0.320
Table 4-9. Amax calculation; Case 1
Weighted Sum Priority
1.945621206 0.633 3.072
0.790082167 0.260 3.033
0.31965812 0.106 3.011
Total 9.116
Divide total by 3 = A2« 3.039
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The next step in the AHP process is to test the judgments using Saaty’s Consistency
Ratio. The Consistency Ratio (CR) compares the Consistency Index (CI) of the judgment
matrix against the consistency index of a random matrix (RI). The random matrix is “one
where the judgments have been entered randomly and therefore are expected to be highly
inconsistent” (Saaty, 1980). The RI is the average consistency index of 500 randomly
filled-in matrices (Saaty, 1980).

Table 4-10 shows the CR calculations for Case 1. In the AHP method, CR = CI/RI.
Saaty has shown that a consistency ration of < 0.10 is acceptable to continue with the
AHP analysis (Saaty, 1980). A CR of < 0.10 means that the judgments are assumed to be
reasonably consistent for application in the AHP method. The RI for n = 3 used in Table

4-10 is 0.58 (Mu, 2017).

Table 4-10. Consistency Ratio calculation; Case 1

Calculate Cl=(Amax-n)(n -1)
Consistency Index Cl= 0.0194
(C)

Test for consistency Consistency Ratio = Consistency Index / Random Index = CI / Rl
using Saaty's CR=0.0194/0.58 = 0.0334 For n=3, RI =0.58
Random Index (RI) Acceptance Criteria = CR = CI/RI <0.1
CR =0.0334, the judgment is assumed to be reasonably consistent.

The consistency ratio calculated for Case 1 = 0.0334 which means that the criteria
weight judgments are assume to be reasonably consistent.
4.2.2 AHP Criteria Weight Calculation; Case 2
The verbal judgment and numeric values used in Case 2 are shown in Figure 4-5.
Similar to Case 1, the numeric value is used to calculate criteria weights. The Numeric

Value interpretations used for Case 2 are circled in blue in Figure 4-5.
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Tables 4-11 through 4-18 show AHP step-by-step calculations to determine Case 2
criteria weights. Table 4-19 and Table 4-20 show results of criteria weight consistency
testing using Saaty’s Random Index (RI).

Table 4-11 shows the Case 2 intensity judgments using the Numeric Value
assignments shown in Figure 4-5. The highlighted entries in Table 4-11 represent the
Numeric Value assignments. As shown in the Confidentiality row, a value of 7 in the
Availability column means that Confidentiality is 7 times more important than
Availability for the cloud service offering. Likewise, in the Confidentiality row, a value
of 3 in the Integrity column means that Confidentiality is 3 times more important than

Integrity for the cloud service offering.

Table 4-11. AHP Pairwise Comparison Matrix with intensity judgments; Case 2

Pairwise Security Authorization |Confidentiality| Integrity Availability
comparison matrix |Confidentiality 1.000 3.000 7.000
with intensity Integrity 0.333 1.000 5.000
judgments Availability 0.143 0.200 1.000

Table 4-12 shows the column addition of the numeric value assignments for each of

the three decision criteria. The column sums calculated in Table 4-12 are used to develop

the normalized matrix shown in Table 4-13.

Table 4-12. AHP Column Addition; Case 2

Security Authorization |Confidentiality| Integrity Availability
Confidentiality 1.000 3.000 7.000
Column addition |Integrity 0.333 1.000 5.000
Availability 0.143 0.200 1.000
Sum 1.476 4.200 13.000
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Table 4-13 is the normalized matrix for the column additions shown in Table 4-12.

Normalized matrix

Table 4-13. AHP Normalized Matrix; Case 2

Security Authorization |Confidentiality| Integrity Availability
Confidentiality 0.677 0.714 0.538
Integrity 0.226 0.238 0.385
Availability 0.097 0.048 0.077

Table 4-14 calculates the row averages for each of the decision criteria. The row

averages are shown with the original judgments in Table 4-15. The “Priority” column in

Table 4-14 represents the weight for each of the decision criteria.

Calculate priorities;

row averages

Results; original
judgments and
priorities

Table 4-14. Calculated priorities with row averages; Case 2

Security Authorization |Confidentiality| Integrity Availability | Priority
Confidentiality 0.677 0.714 0.538 0.643
Integrity 0.226 0.238 0.385 0.283
Availability 0.097 0.048 0.077 0.074

Table 4-15. Results; Original judgments and priorities; Case 2

Security Authorization

Confidentiality| Integrity | Availability | Priority
Confidentiality 1.000 3.000 7.000 0.643
Integrity 0.333 1.000 5.000 0.283
Availability 0.143 0.200 1.000 0.074

Table 4-16 shows the priorities weights for each criteria and the original judgements

shown in Table 4-

Priorities as factors

11.

Table 4-16. Priorities as factors; Case

Security Authorization |Confidentiality| Integrity Availability
Criteria weights 0.643 0.283 0.074
Confidentiality 1.000 3.000 7.000
Integrity 0.333 1.000 5.000
Availability 0.143 0.200 1.000
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Table 4-17 shows the weighted column calculations using the weighted criteria and the

original judgments.

Table 4-17. Weighted column calculation; Case 2

Security Authorization |Confidentiality| Integrity Availability
Calculation of  |Confidentiality 0.643 0.849 0.516
weighted columns |Integrity 0.214 0.283 0.369
Availability 0.092 0.057 0.074

Weighted sum calculations are shown in Table 4-18. The weighted sums calculated in

Table 4-18 are used to calculate Amax shown in Table 4-19. Zmais the average of the

values calculated in Table 4-18 and is used to calculate the Consistency Ratio of the AHP

judgments for Case 2.

Table 4-18. Weighted sum calculation; Case 2

Security Authorization |Confidentiality| Integrity | Availability Weighted sum
Calculation of  |Confidentiality 0.643 0.849 0.516 2.008
weighted sum Integrity 0.214 0.283 0.369 0.866
Availability 0.092 0.057 0.074 0.222
Table 4-19. Amax calculation; Case 2
Weighted Sum Priority

2.0083 0.643 3.121

0.8662 0.283 3.062

0.2223 0.074 3.013

Total 9.197

Divide total by 3 = A, 3.066
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The next step in the AHP process is to test the judgments using Saaty’s Consistency
Ratio. The Consistency Ratio (CR) compares the Consistency Index (ClI) of the judgment
matrix against the consistency index of a random matrix (RI).

Table 4-20 shows the CR calculations for Case 2. In the AHP method, CR = CI/RI.
Saaty has shown that a consistency ration of < 0.10 is acceptable to continue with the
AHP analysis (Saaty, 1980). A CR of <0.10 means that the judgments are assumed to be
reasonably consistent for application in the AHP method. The RI for n = 3 used in Table

4-10 is 0.58 (Mu, 2017).

Table 4-20. Consistency Ratio calculation; Case 2

Calculate Cl=(Amax-n/(n -1)
Consistency Index Cl=0.0328
(cn

Test for consistency Consistency Ratio = Consistency Index / Random Index = Cl / Rl
using Saaty's CR=0.0328/0.58 = 0.0565 For n=3, Rl = 0.58
Random Index (RI) Acceptance Criteria = CR = CI/RI <0.1
CR = 0.0565, the judgment is assumed to be reasonably consistent.

The consistency ratio calculated for Case 2 = 0.0565 which means that the criteria
weight judgments are assumed to be reasonably consistent.

4.2.3 AHP Criteria Weight Calculation; Case 1 and Case 2 Comparison

Figure 4-6 shows the Case 1 and Case 2 comparisons for criteria weight
calculations and consistency testing. The Consistency Ratio (CR) for both cases is shown

in the figure.
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Analysis of Survey

Confidentiality is 1.39 times more important than Integrity

Confidentiality is 3.25 times more important than Availability

Integrity is 2.33 times more important than Availability

}

Cl=(Amax-n/(n -1)
Cl=0.0194

Calculate
Consistency Index
(c1)

Consistency Ratio = Consistency Index / Random Index = CI / RI
CR=0.0194/0.58 = 0.0334 For n=3, Rl =0.58
Acceptance Criteria = CR = CI/RI <0.1

CR = 0.0334, the judgment is assumed to be reasonably consistent.

Criteria Weight
Confidentiality 0.633
Integrity 0.260
Availability 0.106

Case 1 Case 2
Saaty's Pairwise Comparison Scale Saaty's Pairwise Comparison Scale
Verbal judgment Numeyrig value Verbal judgment Numegic value
Moderately more important ' 3‘ Moderately more important 3
Strongly more important 5 Very strongly more important 7
Moderately more important 3 Strongly more important 5
\J
Security Authorization |Confidentiality| Integrity | Availability Security Authorization |Confidentiality| Integrity | Availability
Confidentiality 1.000 3.000 5.000 Confidentiality 1.000 3.000 7.000
Integrity 0.333 1.000 3.000 Integrity 0.333 1.000 5.000
Availability 0.200 0.333 1.000 Availability 0.143 0.200 1.000
Weighted Sum Priority Weighted Sum Priority
1.945621206 0.633 3.072 2.0083 0.643 3.121
0.790082167 0.260 3.033 0.8662 0.283 3.062
0.31965812 0.106 3.011 0.2223 0.074 3.013
Total 9.116 Total 9.197
Divide total by 3 = Apax 3.039 Divide total by 3 = Aa 3.066

}

Calculate Cl=(Amax-n)(n -1)
Consistency Index Cl = 0.0328
(cn

Consistency Ratio = Consistency Index / Random Index = Cl / RI
CR=0.0328/0.58 = 0.0565 For n=3, Rl =0.58
Acceptance Criteria = CR = CI/RI <0.1

CR = 0.0565, the judgment is assumed to be reasonably consistent

Because the Case 1 CR < Case 2 CR, the Case 1 criteria
weights will be used in the security authorization decision-
making process.

Figure 4-6. Case 1 and Case 2 Comparison
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The judgment used in the AHP method is assumed to be reasonably consistent when
the CR is determined to be < 0.1. The CR for both cases is in the acceptance range for
judgment consistency. Case 1 criteria weighting were chosen for the next step in the
model because the Case 1 CR < Case 2 CR indicating that Case 1 judgments are more
consistent that Case 2 judgments.

4.3 Applying the Weighted Criteria to the Security Authorization Decision Making
Process

The Case 1 criteria weights calculated using AHP were used to develop weighted
scores for five cloud service offerings. Table 4-21 shows the criteria, criteria weights,
number of attributes against which the cloud service offerings were evaluated, and
objective and acceptance threshold values. The values in the Criteria weight column
come from Figure 4-6.

Table 4-21. CSO Evaluation Matrix

0=10 g =.85

Objective | Threshold
Criteria | Criteria weight # Attibutes (9] (9)
Confidentiality 0.633 89 89 75
Integrity 0.26 73 73 62
Availability 0.106 81 81 69

The attributes against which the cloud service offerings were evaluated are identified
in the DoD Security Requirements Guide. Appendix A shows Security Requirements

Guide attributes associated with each of the three decision criteria.

The Objective (O) value represents the ideal situation in which all criteria attributes

are satisfied by the cloud service offering.
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The Acceptance Threshold (@) value is the value below which the mission owner AO

will not consider issuing an ATO for the cloud service offering.

The Acceptance Threshold is strongly influenced by two factors. The first factor is
the Information Impact Level (IL) of the information that will be processed, hosted, and
stored through the cloud service offering. The mission owner determines the appropriate

information level.

The second factor is the mission owner’s risk tolerance. The risk tolerance is based on
the mission owner’s assessment of the potential impact if the confidentiality, integrity, or
availability of information processed, hosted, or stored through the cloud service offering

IS compromised.

The Acceptance Threshold proposed in the praxis was developed by using FedRAMP
Moderate Controls & Controls Enhancement (C/CE) (FedRAMP SAF, 2017). Of the 116
Moderate C/CE security controls, 99 are recommended for compliance for IL 4 and IL 5
information. Table 4-22 shows the FedRAMP C/CE security controls recommended for

the four DoD information levels.

Table 4-22. FedRAMP Moderate Controls & Controls Enhancement (C/CE)

Controls | Security | Recommended |Compliance| Impact Information
Total Category Compliance | Threshold Level Type
116 High 113 0.97414 IL6 Classified (SECRET)
116 Moderate 99 0.85345 | IL4and IL5 PIl, PHI, FOUO
116 Low 84 0.72414 112 Cleared for public release

Five cloud service offerings were run through the model to calculate weighted scores
for comparison against each other and against the mission owner’s acceptance threshold.

Table 4-23 shows the results of the cloud service offering evaluations.
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Table 4-23 shows how each of the five CSOs was evaluated against the criteria and
associated attributes from the SRG. The criteria weight column is populated with the
Case 1 values calculated with the AHP pairwise comparisons and shown in Table 4-5.

The Attributes column represents the number of attributes published in the SRG for each

criterion.
Table 4-23. CSO Evaluation Results
Cso1 CSO 2 CSO 3 CsO 4 CSO5
Criteria Criteria weight | # Attributes | # % # % # % # % # %
Confidentiality| 0.633 89 71 | 0.798 | 83 | 0.933 | 71| 0.798 | 73 | 0.820 | 85 | 0.955
Integrity 0.26 73 68 | 0.932 | 70 | 0.959 | 66 | 0.904 | 68 | 0.932 | 58 | 0.795
Availability 0.106 81 77 | 0.951 | 78 | 0.963 | 76 | 0.938 | 80 | 0.988 | 81 | 1.000

For each CSO, the number and percentage of attributes that are satisfied by the
offering are shown in the “#” and “%” columns respectively. The number and percentage
were determined by evaluating the CSO against the Security Requirements Guide for all

confidentiality, integrity, and availability attributes.

A weighted score was calculated for each CSO by using the formula shown in Figure

4-7. Detailed calculations for each CSO are shown in Figure 4-8.

Calculate Weighted Scores and Rankings
(SO Weighted Score = (Confidentiality weight)(CSO value) + (Integrity weight)(CSO value) + (Availability weight)(CSO value)

Figure 4-7. Calculating Weighted Scores for a CSO

CSO 1 = (.633)(.798) + (.26)(.932) + (.106)(.951) = 0.84793
CSO 2 = (.633)(.933) + (.26)(.959) + (.106)(.963) = 0.94171
) (- )=
) (-

CSO 3 = (.633)(.798) + (.26)(.904) + (.106)(.938) = 0.83950
CSO 4 = (.633)(.820) + (.26)(.932) + (.106)(.988) = 0.86609
CSO 5 = (.633)(.955) + (.26)(.795) + (.106)(1.0) = 0.91713

Figure 4-8. CSO Weighted Scores
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After each CSO’s weighted score was calculated, the CSOs were rank ordered against
each other and also against the mission owner’s Acceptance Threshold. Table 4-24 shows
the rank order of the five evaluated CSOs. Table 4-25 shows the rank order of the CSOs

against each other and against the mission owner’s Acceptance Threshold when @ = 0.85.

Table 4-24. Rank Order of Evaluated CSOs

Alternative Weighted Score
CsO 1 0.84793
CSO 2 0.94171
CSO 3 0.83950
CSO 4 0.86609
CSO 5 0.91713

Table 4-25. CSO Rankings Against Mission Owner Acceptance Threshold

CSO Ranking Threshold (@) = 85%
Objective 1.00 '
€502 0.94171 Above the AQ's acceptance
CSO 5 0.91713
threshold; Acceptable.
CSO 4 0.86609
Threshold 0.85 i
Cso1 0.84793 Below the AQ's acceptance
CSO 3 0.8395 threshold; Not acceptable.

Figure 4-9 shows the weighted score for each CSO plotted against the Objective and

Threshold values.

= O -
g 190 *— Objective (O)
.©
E 0.95 x
O o
©
9 -
B om —(; . - Threshold ()
=
- | | | |1

I I [ | | |
CSO1 CSO2 CSO3 CSO4 CSO5

Cloud Service Offerings

Figure 4-9. CSO Weighted Scores for @ = 0.85
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The weighted scores for CSO 2, CSO 5, and CSO 4 are above the acceptance
threshold and these CSOs will be considered for an ATO issued by the mission owner
AO when @ = 0.85. The weighted scores for CSO 1 and CSO3 are below the AO’s
acceptance threshold so will not be considered for an ATO by the mission owner AO.

The five CSOs were also evaluated with @ = 0.90 and @ = 0.95. Results for @ = 0.90

are shown in Figure 4-10. Results for @ = 0.95 are shown in Figure 4-11.

CSO Ranking Threshold (@) = 90%
Objective 1.00
CSO 2 0.94171 Above the AQO's acceptance
CSO 5 0.91713 threshold; Acceptable.
Threshold 0.9 &
€504 0.86609 Below the AQ's acceptance
CSO 1 0.84793
threshold; Not acceptable.

CSO 3 0.8395
.
§ 1.0 &— Objective (O)
.©
5 065 %
= o
g 0% | ® Threshold (Q)
2 ) .
5 om|
2 .
=

| | | | | | |
I | | | | | |
CSO1 CSO2 CSO3 CSO4 CSO5
Cloud Service Offerings

Figure 4-10. CSO Weighted Scores for @ = 0.90
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CSO Ranking Threshold (@) = 95%
Objective 1.00
Threshold 0.95
CSO 2 0.94171
€505 0.91713 Below the AO's acceptance
CSO 4 0.86609
threshold; Not acceptable.
Cso1 0.84793
CSO 3 0.8395
= O
9 6 s Objective (O)
()
©
G TN . Threshold (D)
E %) .
O je
o
D .
5 os|
2 "
=
| | | | | | |
| [ [ | | | |
CSO1 CSO2 CSO3 CSO4 CSO5
Cloud Service Offerings
Figure 4-11. CSO Weighted Scores for @ = 0.95
4.4 Validation

The acceptance threshold (&) of 0.85 for issuing a cloud service offering security
authorization proposed in the Praxis was validated against current FedRAMP Moderate
Controls & Control Enhancement guidance shown in Table 4-22 for Federal government

cloud computing security authorization decisions. At @ = 0.85, three of the five cloud

service offerings were

assessed as being in the AO’s acceptance range.
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CSO 2 was selected to host the organization’s IL 4 data and applications. For IL 5
data and applications as IL 5, the Authorizing Official may desire a higher Acceptance
Threshold based on organizational risk tolerance and the expected impact should the
confidentiality, integrity, or availability of the subject data be compromised.

The relatively small number of cloud service offerings that have been granted a
security authorization limits the amount of data available for more rigorous validation of
the proposed Acceptance Threshold. As the number of cloud service offerings that are
subject to security assessments increases, and more data becomes available, the
acceptance threshold can be further validated and adjusted as appropriate. The acceptance
threshold may be tailored for individual organizations for which the Authorizing Official
is responsible for security authorizations.

4.5 Discussion

This section identifies and discusses key findings, hypotheses resolution, and
limitations identified from praxis research and model development.

4.5.1 Key Findings

This section discusses key findings from praxis research, model development, and
model testing using the weighted criteria and acceptance threshold.

4.5.1.1 Criteria Selection and Weighting

The three criteria used for the security authorization decision are derived from
guidance published in the current version of the Security Requirements Guide (SRG). As
the SRG, and other relevant DoD cloud computing security guidance, matures additional

criteria appropriate for the security authorization decision may be identified.
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Criteria weights calculated in the model using the AHP method were based on
quantitative data not exclusively from DoD subject matter experts. The quantitative data
sources used in the praxis address a wide range of industries, not solely the DoD. The
primary reason for including commercial industry concerns for cloud security is because
a robust body of quantitative data from DoD subject matter experts does not yet exist.
DoD subject matter experts include Authorizing Officials, security engineers, cloud
service offering security assessors, and the organizational owners of IL 4 or IL 5
information that is processed or stored in a cloud computing environment.

As cloud computing technology adoption increases within DoD organizations, the
body of quantitative data from subject matter experts on DoD-specific security concerns
will grow in both volume and depth. The increased amount and depth of quantitative data
can be used to refine the weights assigned to the decision criteria.

Of the three decision criteria, availability is most sensitive to the potential uniqueness
of the DoD operating environment. The praxis addresses a fixed infrastructure operating
environment where connectivity is both robust and reliable. For DoD missions in an
austere mobile tactical operating environment, connectivity to cloud resources can be
subject to frequent interruption, degradation, high bit error rate channels, and high
latency based on environmental challenges. The connectivity challenges inherent to an
operating environment solely dependent on satellite communications can make
availability significantly outweigh confidentiality and integrity.

4.5.1.2 Determining the Acceptance Threshold
The primary determining factor for the Acceptance Threshold is the mission

owner’s risk tolerance. Risk tolerance is based on the mission owner’s assessment of the
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impact if the confidentiality, integrity, or availability of information is compromised.
Different mission owners can have different risk tolerances even though they are using
similar information.

Attributes such as information perishability and relevance are subjective
determinations for which different mission owners may have different interpretations.
This subjectivity results in a potentially wide range of acceptance thresholds for
authorizing cloud service offerings to connect to DoD networks and access, store, and
process information categorized as IL 4 or IL 5. The Acceptance Threshold of 0.85 used
in the praxis is based on FedRAMP guidance for assessing the security of cloud service
offerings.

The Acceptance Threshold is also influenced by the Information Level of the
information which the cloud service offering will access, process, or store. IL 2
information, which is already available in the public domain, can tolerate a lower
Acceptance Threshold than IL 4 and IL 5 information. Similarly, classified information
categorized as IL 6 will have a higher Acceptance Threshold than the threshold used in
this praxis for IL 4 and IL 5 information.

4.5.1.3 Acceptance Threshold Validation

Because a robust body of cloud service offering security assessments for DoD
implementations does not yet exist, validation of the proposed Acceptance Threshold is
an area for future research. Validation of the 0.85 Acceptance Threshold used in the
praxis is based on a limited set of existing cloud service offerings that have been
authorized for DoD network connection and information access. As the number of cloud

service offerings that are considered increases, the acceptance threshold can be further
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validated and adjusted as appropriate. The limited number of currently authorized cloud
service offerings for IL 4 and IL 5 does not prevent the praxis model from being applied
to the cloud security authorization decision-making process.

The procurement sensitivity of commercial cloud service offering proposals, and the
associated DoD security assessment reports, further limits availability of data needed to
validate the proposed Acceptance Threshold used in the praxis. Validation of the
Acceptance Threshold in the praxis is based on first-hand knowledge of cloud service
offerings that have been subject to a security assessment review against SRG security
controls for IL4 and IL5 implementations. Because of the procurement sensitivity of
cloud service offering proposals and security assessments, it is not possible to access a
robust repository of archived data that can be used for acceptance threshold validation.

As the volume of cloud service offering security authorization data grows, validation
of proposed Acceptance Thresholds will be based on a more robust collection of
historical performance and security data.

4.5.2 Hypothesis Resolution

The null hypothesis (H1o) that applying multi-criteria decision-making methods using
weighted decision criteria cannot increase the consistency, repeatability, and objectivity
of cloud service offering security authorization decision making was rejected. The AHP
multi-criteria decision-making method was applied to calculate and assign weights to
decision criteria identified from an analysis of qualitative and quantitative data published
in the SRG and the referenced cloud security reports. The weighted decision criteria and
Acceptance Threshold developed in the praxis produce a more consistent and repeatable

process by removing subjective and equally weighted decision criteria.
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4.5.3 Limitations

The two most significant limitations of the praxis research are the limited amount of
data available for Acceptance Threshold validation and the procurement sensitive nature
of cloud service offerings that can be used as model input and for threshold validation.
These limitations provide opportunities for future research.

Section 4.5.1.3 addresses the limited amount of available data that can be used to
validate the proposed Acceptance Threshold for issuing a security authorization. As more
DoD mission owners perform cloud service offering security assessments and issue
security authorizations, validation of the mission owner’s Acceptance Threshold will be
both more thorough and accurate.

The limitation created by the procurement sensitive nature of cloud service offerings
restricts the number of sources that could be used as model inputs. Commercial cloud
service providers submit service offering proposals to the DoD that almost always
contain proprietary information with very limited authorized distribution terms and
conditions. Access to cloud service offerings, and associated security assessment reports,
is tightly controlled and limited to procurement officials, proposal evaluators, and
security assessors. Because of the restrictive nature of the cloud service offerings and
their security assessments, there is not a robust collection of data sources currently
available that can be input into the praxis model. The ability to compare multiple cloud
service offering security strengths and weaknesses is also limited because of the

restrictions on access to the commercial offerings.
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4.6 Chapter Summary

This chapter presented results from running the praxis model using the analyzed
qualitative and quantitative data. Results were presented for mapping the qualitative and
quantitative data sources to decision criteria, AHP decision weight criteria calculations
and comparisons, and application of the weighted decision criteria to the security
authorization decision making process. Figure 4-12 shows the how model results are

applied to the security authorization decision-making process.
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Figure 4-12. Applying Model Results to the Security Authorization Decision-Making Process
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CHAPTER 5 Conclusion

The model developed in the praxis successfully met the research objectives and
successfully answered the research questions. By applying MCDM methods, the model
produced a consistent and repeatable cloud computing security authorization decision-
making process.

5.1 Conclusion

Cloud computing offers potential benefits in terms of increased efficiency for
information technology (IT) resource utilization along with reduced IT infrastructure
procurement and sustainment costs. Along with potential benefits, there are significant
security challenges that must be addressed as the DoD aggressively increases its use of
cloud computing technology. Confidentiality, integrity, and availability of data hosted in
cloud computing environments are critical issue for Government consumers,
organizations, and mission owners.

This Praxis produced a decision support model that can be used by DoD security
authorizing officials to identify and assess considerations as part of the security
authorization decision-making process. The model used Multi-Criteria Decision-Making
methods to help mission owners make appropriate security authorization decisions.

The Praxis identified decision criteria, developed criteria weights, and produced a
model for evaluating cloud service offerings against the weighted security authorization
decision criteria. The model developed in the praxis produces a consistent and repeatable

means for making security authorization decisions for cloud service offerings.
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5.2 Practical Application

The current lack of common decision criteria and priority of the criteria creates an
inconsistent and potentially subjective security authorization decision-making process for
DoD cloud service offerings. The praxis research removes inconsistency and subjectivity
in DoD cloud security authorization decision-making which results in a reduced level of
risk potentially introduced to DoD networks, data, and applications by the authorized
cloud service offerings.

The praxis research developed a consistent and repeatable process for DoD
Authorizing Officials to conduct security assessments and make security authorization
decisions for cloud service offerings. The decision support model developed in the praxis
can be immediately and directly applied by DoD Authorizing Officials and security
engineers as a component of the cloud security authorization decision-making process.
5.3 Future Research

Future research into cloud service offering security authorizations can focus on three
areas. Future research focus areas are:

e Potentially identifying additional decision criteria as part of the model.

e Extending the model’s application to classified IL 6 data.

e Analyzing the impact analyzing of the operating environment characteristics
on criteria weights

As the Security Requirements Guide continues to mature and updated versions are
released, the number of decision criteria may grow beyond the three criteria used in the
praxis. Additional security controls and attributes that may be added to future versions of

the Security Requirements Guide or applicable FedRAMP guidance can allow
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identification of additional decision criteria. Also, cloud computing security concerns
common to non-DoD organizations can be researched, identified, and incorporated into
the DoD security authorization decision-making process.

Future research can focus on extending the model’s application to classified
Information Impact Level 6 data. One potential focus area for future research is whether
an Acceptance Threshold other than 100% is appropriate for cloud service offerings that
will access, process, or store classified information.

For classified IL 6 cloud service offerings, the Objective and Acceptance Thresholds
may be the same which prohibits the mission owner AO from granting conditional
security authorizations with waivers for specific security controls.

Future research can also focus on analyzing the impact of the operating environment
characteristics on criteria weights. For an operating environment where the cloud service
offering is accessed through either limited capacity communications channels or channels
with high bit error rates and frequent service disruptions, the criteria weights may be
impacted. In this challenging operating environment, availability of the cloud resource
may gain importance in relation to the confidentiality and integrity of the information.

This is because regardless of how high the level and assurance of information
confidentiality and integrity, if the information cannot be accessed when it is needed, the
other criteria are potentially significantly reduced in importance.

As cloud computing capabilities are assessed for performance and security suitability
in a communications-challenged operating environment, the decision criteria weights for
the security authorization decision can change. For current DoD use of cloud computing

technologies, availability is provided through robust, resilient, and high-capacity
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communications channels. As cloud computing service offerings are considered for use in
highly mobile and limited bandwidth environments, the decision model can be adapted to

address changing weights for security authorization decision criteria weights.
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