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Dedication

To all those affected by mass shootings. From the ones whose lives were cut much

too short, to those grieving, to those who wake in fear they may be next.
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Abstract of Thesis

Mass Shootings and the Online World: From A Subcultural Theory of Criminology

Mass shootings continue making headlines around the U.S. with some of the deadliest
shootings taking place long after Columbine. Despite contributing a small percentage to
the statistics of gun violence, mass shootings leave devastation behind and strain
communities. It is only after the fact that evident signs of an incoming shooting are found
in online spaces, much too late after the damage. Nevertheless, prior research fails to take
the role of social media and subculture into consideration in the understanding of mass
shootings. For instance, past research assumes that mass shooting perpetrators are “lone
wolves,” in the physical sense and ignores online networks and groups the perpetrator
may have had. Therefore, this research aims to fill the void by examining the relationship
of social media to mass shootings under the lens of subcultural theory of criminology
using the Violence Project’s 2023 Mass Shooter Database. The results show that the
increase in the number of social media users is associated with an increase in mass
shooting incidents and mass shooting deaths, reflecting subcultural theory’s application
that online groups and social media provide a location of encouragement and support for
individuals experiencing strains to find mass shootings as a legitimate solution to their
problems.

Keywords: mass shootings, social media, surveillance, subcultures
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Chapter One: Introduction

A car door opened, and a few seconds later, gunfire rang throughout the Allen
Premium Outlets in North Texas. To the world, maybe just another shooting, but to
families out shopping that day, it was a life-changing moment. The shooter would soon
be met by police rushing in, but it was too late. The damage had already been done. Just
four minutes ahead of police with an AR-15 and an agenda was enough for a lifetime of
loss and trauma for the people of Allen. The shooter, who will remain unnamed to not
inspire others, was shot and killed by police, and an investigation began as families
mourned the loss of eight victims that day. Reports would later suggest that the
perpetrator had taken to the Russian social media site OK.ru, posting excruciating details
of his plans. His profile on the platform contained images of his swastika tattoos, imagery
of the shopping center, and screenshots of the busiest times for the area, all as he planned
out his attack. The FBI Joint Terrorism Task Force stated that although in hindsight the
signs of the shooting were obvious, having posted on such an obscure platform made it
nearly impossible for this information to be located prior to the shooting, and that social
media content was riddled with similar posts (Friedman & Parks, 2023).

However, crime in the real world is as equally difficult to find on social media,
and yet it is uncovered and disrupted. Despite incidents where signs of mass shootings
were posted online before the attack, practical solutions were implemented by police
departments and security professionals, including the employment of social media
monitoring. Meanwhile, criminology has failed to address mass shootings alongside
social media networking and groups. Merging these concepts of social media, mass

shootings, and online subcultures can allow for a criminological understanding of mass
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shootings and social media regardless of cyberspaces or physical spaces. This thesis adds
subcultural theory to existing studies of social media and mass shootings to examine the
role of social media in the increase of mass shooting incidents.

The phenomenon of mass shootings has taken the United States by storm, unlike
any country around the world. On January 24, 2023, the United States reached a
concerning statistic: there were more mass shootings across the country than days of the
new year (Habeshian & Falconer, 2023). Despite being 24 days into 2023, the U.S. had
already experienced 39 mass shooting incidents. Though mass shootings account for less
than one percent of gun violence (Everytown Research, 2023), and an even smaller
percentage of overall crime, the unsuspecting nature of the victims, the abrupt end to their
lives, the violence and planning required, and the impact on communities across the
country have catapulted mass shootings into the spotlight as some of the most heinous
crimes.

According to the Centers for Disease Control (CDC), the number of firearm
deaths in the U.S. was 37,155 in 1990, 31,672 in 2010, and 48,830 in 2021 (CDC, 2023).
Meanwhile, according to Peterson and Densley’s Violence Project database (2023), there
were 11 mass shooting deaths in the U.S. in 1990. This number drastically increased just
the following year, with 40 mass shooting deaths in 1991, followed by fluctuations
setting it at a high of 106 deaths in 2017 (Peterson & Densley, 2023). It is clear that while
mass shooting deaths are much fewer than gun violence deaths, the continued increase in
mass shooting incidents consistently leaves behind a greater number of victims
(Everytown Research, 2023), highlighting not only the need to understand the causes

behind such incidents. but also the importance of social factors and spaces that may allow



for these incidents to take place. With mass shootings, frustratingly enough, it is usually
only after the fact that findings regarding the attacker lead to a review of the obvious
signs hinting that the shooting was going to happen (Friedman & Parks, 2023; Gordon,
2024; U.S. Secret Service, 2019; Lyons, 2018). Numerous news sources indicate that
perpetrators of mass shootings take to online boards to post their manifestos, reveal their
plans, or even simply share support for previous attacks (Office of the New York State
Attorney General Letitia James, 2018), with this material eventually providing inspiration
and content for other potential perpetrators.

Unfortunately, these online spaces go largely ignored, unchecked, and overlooked
in terms of mass shootings. Society seems more preoccupied with taking to social media
to send thoughts and prayers than with considering where the attacker found the courage,
the idea, the planning mechanisms, and what online groups validated their thoughts
before the shooting. While the media, police, and enthusiasts stop to consider the missed
signs, they are only considered in hindsight, forgoing the valuable insight that such
information can provide into the next attack, with the hopes that another incident will not
occur, or at least not in their communities.

In contrast, online spaces are not ignored in other situations, like recruiting for
hate groups or terrorist groups. The possible explanation for lack of attention on how
online spaces and subculture factors in mass shootings is largely due to the ‘lone wolf’
narrative that has become all too accepted. This concept of the lone wolf posits that mass
shooting perpetrators act alone, lacking the social connections that impede them from
carrying out these attacks. The lone wolf narrative dominates the stereotype of the

perpetrator, but the ‘loner’ characteristic is only observed in the physical sense, omitting



an entire network: an online community that may stand behind the perpetrator of a mass
shooting. Perpetrators turn to online space for inspiration one mass shooting perpetrator
provides other potential perpetrators, setting kill records, and leaving behind legacies that
others seek to replicate if not outdo. As a result, some of the deadliest mass shootings
have been observed after 2007, despite the Columbine High School shooting marking a
key turning point in mass shooting history (Lankford & Silver, 2020). However, despite
the increased number of deaths due to gun violence and increased number of deaths due
to mass shootings, the gun control debate continues to divide the U.S. population as
opposed to finding solutions to gun violence.

Despite a general lack of consensus in the policy domain, social scientists have
taken on the task of better understanding mass shooting events. A number of studies
consider the causes of mass shootings by studying the character traits of previous
offenders or viewing the causes behind mass shootings from a public health perspective
(Carlson, 2020). Others have examined mass shootings through criminological
perspectives in attempts to understand why mass shootings take place but focus primarily
on the strain or struggles throughout these individuals’ lives that lead them to offend,
completely leaving out the use of technology as a form of coping with strain (Levin &
Madfis, 2009).

In aims to address the lack of social media and gun violence literature, studies of
online communities have since emerged and evaluated how owners of firearms interact
online (Hassett-Walker, 2018), addressing non-deviant behavior. Taking it a step further,
literature on mass shootings has evaluated the concept of social media or the internet

potentially providing an outlet in which shooters may announce their attacks (Lankford,



et al., 2019). Moreover, the use of social media and policing along with surveillance have
been considered by several scholars (Brayne, 2017; O’Connor & Zaidi, 2021). These
works have advanced our understanding of how law enforcement employs social media
and other technologies to prevent certain crimes, however, they have not squarely
evaluated the role of online boards, and social media in relation to mass shootings events.
As mass shootings increase, and social media use also increases, it is critical to consider
the expansion of anonymous online communities that allow for violent rhetoric and the
impact of the internet on mass shootings. Whether the internet provides a haven for
communities seeking encouragement for carrying out mass shootings or whether it
creates a profile for what the ideal shooter does or acts on, this research aims to examine
the role of social media in mass shootings using robust data from the Violence Project’s
Mass Shooting Database between 1966 and 2023. Drawing on subcultural theory, which
posits that strains push actors to seek out communities with redefined societal goals, it
will argue social media platforms have created a nesting place for communities of mass
shooters. This research and the explanation it provides may help determine the risk levels

of mass shooting signs far in advance, where prevention is still possible.



Chapter Two: Literature review

The following reviews key themes pertinent to mass shooting research and
subculture research with the aim of gaining a better grasp of the existing body of
knowledge in these fields. Key themes reviewed in this section include (1) mass
shootings, (2) internet, social media, and crime, (3) social media and signs of mass
shootings, (4) criminological explanations of mass shootings, and (5) subcultural theory
of crime. The literature reviewed will first present a large body of works that have been
primarily descriptive in identifying a profile of the typical mass shooter and defining the
term “mass shooting.” This work has often illustrated the “lone wolf” myth — the notion
that mass shooting events result from purely individual trains — and has privileged
individual explanations and the search for media coverage and fame over more complex
and collective processes. Second, a review of the role of internet and social media in
crime will be offered to address how crime is facilitated by the internet, and an extension
of the physical world rather than a silo. The view of the internet as an extension of the
real world highlights networking, and how groups transfer to online spaces for niche
causes. Third, the review will draw on the social media and mass shooting literature
which uncovers how mass shooter’s aspirations for fame in online spaces uncover a
social dimension to mass shooting events and correspondingly undermines individualistic
and “mental health” claims often attributed to mass violence. This topic will draw on a
related field of research that has considered the “footprint” or leakage that many mass
shooters leave behind on social media to develop prescriptive surveillance techniques
drawing on open source intelligence to anticipate these events. The literature will then

draw from strictly criminological takes on mass shootings and the explanations provided



behind these events. Finally, the review will land on subcultural theory of crime, which is
applied to mass shootings and social media together for the first time through this
research to consider that though physically “lone wolves,” perpetrators of mass shootings

have entire networks online rooting them on.

Mass Shootings

At the forefront of the mass shooting literature is the search for a widely accepted
definition of a mass shooting. While the definition of a mass shooting has been debated,
some agreement over a definition has been slowly built. For instance, think tanks, such as
Everytown Research and the Gun Violence Archive, define mass shootings as an
“incident in which four or more people are shot and wounded or killed, excluding the
shooter” (Everytown Research, 2023; Gun Violence Archive, 2022). Others, such as the
Violence Project follow the Congressional Research Service’s definition of a mass public
shooting, which is slightly more detailed (Peterson & Densley, 2023). The Congressional
Research Service’s definition states that a mass public shooting is “a multiple homicide
incident in which four or more victims are murdered with firearms—not including the
offender(s)—within one event, and at least some of the murders occurred in a public
location or locations in close geographical proximity (e.g., a workplace, school,
restaurant, or other public settings), and the murders are not attributable to any other
underlying criminal activity or commonplace circumstance (armed robbery, criminal
competition, insurance fraud, argument, or romantic triangle)” (Congressional Research
Service, 2013). Meanwhile, the Federal Bureau of Investigation (FBI), has altogether

opted for a different term, using ‘active shooter incident.” The FBI defines active shooter



incidents as “one or more individuals actively engaged in killing or attempting to kill
people in a populated area (FBI, 2022).

With these competing definitions in mind, the Congressional Research Service’s
definition of a mass shooting, later used in Peterson and Densley’s Violence Project data,
is used for the purposes of this research. Utilizing this most widely accepted definition of
a mass shooting, studies build on research connecting societal factors to this
phenomenon.

In laying the groundwork for mass shooting research, Lankford and Silver (2020)
squarely name society as the key factor that allows for mass shootings to take place. They
acknowledge that changes in society may further allow for shootings to take place, thus
increasing the number of mass shootings over the years. Such changes allow more mass
shooters to imitate prior examples in seeking to kill record numbers, gain attention and
recognition, and reveal their motivations.

They further argue that media coverage of previous mass shootings leads to the
rise of recognition of the attacker. Seeking to follow in the footsteps of these individuals,
future perpetrators begin planning these attacks upon observing a predecessor commit
one. This concept of media coverage further strengthens that increased observations of
prior mass shooters can be linked to the fact that despite mass shootings beginning long
before Columbine High School in 1999, only recently in 2016 a new record in 40 years of
people shot in mass shootings was reached. Furthermore, in the following year, 2017, the
number of mass shooting victims reached historical high according to the Federal Bureau
of Investigation (FBI). This ties in with the most threatening characteristic of recent mass

shootings. While about 15 percent of all recorded mass shooting incidents took place



between 1966 and 2009, with averaged 6.2 victim deaths, the remaining mass shooting
incidents were recorded between 2010 and 2019 with the average number of victim
deaths increasing to 9.1 (Lankford & Silver, 2020). The motivating factors contributing
to the increase in the ‘kill count’ goal for these shooters have become heightened,
especially through media coverage (Lankford & Silver, 2020). Such media coverage
provides details including the names and the backgrounds of perpetrators, pushing them
closer to fame and becoming a household name. It is highlighted how important fame has
become for recent generations, especially among millennials (born between 1981 and
1996), that they would take extreme measures to reach their goal. As the desire for fame
grows past moral boundaries, the lines between infamy and fame begin to blur, leading
some individuals to believe that all press is good press both in society and in forming
their ideologies (Lankford & Silver, 2020).

Plans of dying with the purpose of leaving a legacy behind have propelled some
of the deadliest shootings, especially with the relative simplicity often required in a mass
shooting attack of taking a firearm and shooting at bystanders (Lankford & Silver, 2020).
Given the urge to seek attention or fame, these mass shooters follow the thought process
that more victims equate to more media coverage, leading them to increase their desire to
Kill larger numbers of individuals. With that objective in mind, mass shooters study the
planning techniques used by previous shooters and build extensive strategies for
attacking with the technology available to them, while taking an extended period of time
to plan the attacks (Lankford & Silver, 2020). Despite these extended planning periods

proving beneficial to the cause of killing the highest number of individuals possible, this



is also where mass shooters are most vulnerable to making comments and revealing signs
that can be picked up as early warning signs (Bartlett et al., 2013).

Prior work on mass shooting has initially focused on defining mass shooting in
order to better place a framework over what constitutes a measurable mass shooting. A
subset of works in this literature addresses the key concepts of fame or status as
motivators for future perpetrators. Media coverage regarding mass shootings also comes
to the forefront of mass shooting literature, as one of the locations where potential
shooters gather their planning and techniques. Such planning and techniques are also
established as the reason why mass shootings continue to become deadlier. As greater
media coverage of these incidents adds to the planning and direction for perpetrators of
mass shootings, planning periods become longer and more refined in their strategy. At
the same time, these extended planning periods allow for accidental or intentional
dropping of hints or warning signs into these mass shootings. However, prior studies fail
to address where media coverage is displayed, the social factors, and the criminological
motivations behind mass shootings. Although prior work on mass shootings lays the
groundwork for studying this phenomenon (Lankford & Silver, 2020), it fails to address
where accidental or intentional warning signs of mass shootings can be found, or where
future perpetrators encounter media coverage: the internet. Most importantly, prior work

does not address a key aspect that drastically increased after 2007: social media.

The Internet, Social Media, and Crime
With fame being established as a motivator for mass shootings, (Lankford &
Silver, 2020), the internet, social media, and cyberspace have become a growing focus of

researchers studying these violent incidents. Stalans and Donner (2018) consider
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criminological and psychological theories surrounding cybercrime, though they heavily
focus on crimes that are entirely planned and committed online. Though the intersection
between crimes and the internet is often considered only to the extent to which the term
‘cybercrime’ is often depicted — hacking, piracy, and online sex-related crimes like
distributing or soliciting child pornography among others — (Stalans & Donner, 2018),
crime and the internet can take on a wider relationship. Crime and the internet can also be
viewed in other ways, such that the internet may serve as merely a tangential tool to carry
out crimes outside of the virtual realm. Not only can crime solely occur in online spaces,
but so, too, can the planning and intent of a physical crime, as it is stated or laid out using
online platforms. From this perspective, a sentiment or post that began online could
transfer from the virtual world into the real world in the form of violence and mass
shootings. Eventually, the boundaries between virtual and real blur to make the
relationship between crime and the internet reliant on each other.

Numerous studies have been conducted regarding the internet and the role it plays
in crime. One study reviewing crime facilitated by the Internet of Things (IoT), estimated
that over half of all crime has now turned to the internet to be carried out, including a mix
of state crimes like political subjugation, burglary, sex crimes, and stalking (Blythe and
Johnson, 2021). Unsurprisingly, findings indicated that the internet provides significant
opportunities for the commission of crimes mentioned above along with malware, denial
of service (DoS) attacks, spoofing, and impersonation among others made an appearance
(Blythe & Johnson, 2021). Other studies seeking to understand the internet’s role in
facilitating deviance, found that the internet facilitated crime by allowing offenders

accessibility to justifications of their crimes (Stalans and Finn 2016). Further, Stalans and
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Finn findings stated that online forums and chat rooms “created virtual spaces to network
and to form trustworthy underground markets for illicit drugs, prostitution, and child
pornography” (2016, p. 502). Most importantly, studies assert that while cybercrime is
defined as “crime that is mediated by networked technology,” other crimes including
“theft, fraud, and harassment find new forms in cyberspace and information
technologies” (Stalans and Finn, 2016, p. 501).

Other studies have turned to social media and its impact or role on crime , which
filled the gap in the literature on cyber crimes and criminology (OFFER at least TWO
citations as you are saying other studies). These studies question the convention that
technological spaces are separate from society to instead argue that the internet and social
media are interlaced with society, adopting the term ‘digital society’ as a better
representation. While several studies examine the use of the internet and the digital world
as either a target of crime or as a tool in popular crimes, rarely are the lines blurred (Cite
Stratton et al. 2017?7?). Thus, Stratton et al. claim that it is critical to study the
intersections of criminology and technology, viewing the internet and social media as an
extension of what is viewed as a society in the ‘real world,” all while they highlight that
“despite a burgeoning literature on computer and internet-enabled crime, few
criminologists have embraced this important conceptual undertaking” of merging
criminology, law, and computing (2017, p. 22).

With this connection between online crime and the real world established, it is
important to understand the ease of interaction social media provides. Social media and
the internet are known to attract niche groups of people depending on the platform or site.

These niche groups would often find each other, though potentially with some difficulty,
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in the real world, but have since turned to meeting in another location: the internet and
social media. For example, in observing age groups, Facebook, with its earliest release
date out of today’s mainstream social media tends to attract a greater age range of the
population with 31.6 percent of its users falling between the ages of 25 and 34, followed
by 23.8 percent of its users falling between the age bracket of 18 and 24, which is then
followed by 16.9 percent of the population falling between the ages of 35 and 44 years
old (Igbal, 2024). Other social media platforms such as TikTok attract the greatest
percentage of its users, 63.1 percent, as being between the ages of 18 and 34 years old
(Igbal, 2024). Meanwhile, Instagram attracts 63 percent of its users as being between the
ages of 18 and 34 (Igbal, 2024), and X (formerly known as Twitter), attracts a more even
distribution of user ages, with 28.4 of its users being between the ages of 35 and 44, 26.6
percent between the ages of 25 and 34, and 25.2 percent between the ages of 18 and 24
(Igbal, 2024).

One popular online board, 4chan, particularly gained its popularity from its
unfiltered internet culture. 4chan is an online board, first founded by then-15-year-old
Christopher Poole in October 2003, where users can post anonymously. According to the
site itself, “4chan is a simple image-based bulletin board where anyone can post
comments and share images. There are boards dedicated to a variety of topics from
Japanese animation and culture to videogames, music, and photography. Users do not
need to register an account before participating in the community.” Though 4chan does
not particularly upkeep its record number of posts, threads, or images, according to their
archives, as of February 18, 2016, 4chan has amassed over 68 boards, 258,000 threads,

27 million posts, and 6.5 million images amounting to approximately three terabytes
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worth of content across a number of boards (4chanarchives DB statistics, 2016). These
boards represent online communities as defined by the interests of each community.
4Chan’s oldest and most widely used board, /b/ alone is found to contain 24,830 threads,
4,215,307 posts, and 1,566,468 images (4chanarchives DB statistics, 2016). Though
4chan contains a number of rules both for the entire site as well as per board, the platform
is known to have significantly less regulation than mainstream social media platforms
like X (formerly known as Twitter), Instagram, and Facebook. Among 4chan’s “Global
Rules,” the site states that no uploads should violate local or U.S. law, that minors are
unwelcome on the site, that racism, grotesque images, and “anthropomorphic (“furry’)
pornography,” are not allowed outside of the /b/ board, that no doxing, or
posting/requesting of personal information is to take place, and that no calls to invasion
such as “swatting” are to take place (Rules, n.d.). The site also states that blue boards are
to remain “work safe,” while red boards allow for not safe for work or “NSFW”’ content,
and most importantly, 4chan global rules state specifically that users should “not use
avatars or attach signatures to [their] posts (Rules, n.d.). Thus, this anonymity adds layers
of difficulty in identifying individuals behind concerning posts.

Taken together, research on the internet, social media, and crime have developed
as the usage of social media platforms and the internet has grown. Lankford and Silver
(2020) established media coverage as one resource for mass shootings, and fame and
status as an objective of such mass shootings, tangentially touching on the role of the
internet. Literature on the internet and crime certainly addresses how the internet may
facilitate crime. As Stalans and Donner (2018) employ criminological and psychological

considerations around crime that stays in cyberspace (i.e. cybercrime), others like Blythe
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and Johnson (2021) establish not only that crime can be facilitated by the internet, but
that criminals that commit physical crimes can turn to the internet and cyberspace as
well. Building further on this perspective, Stalans and Finn (2016) assert that the internet
facilitates crime by allowing offenders access to justifications for their crimes through
networking — thus bringing attention to social groupings and the internet and crime.
Finally, Stratton et al. (2017) make the greatest leap in breaking down and blurring the
lines between social media, the internet, and the real world, viewing them as extensions
of each other instead of two siloed areas. However, although strides have been made with
this research, online networks are tangentially addressed, and the characteristics of online
environments and their social factors go overlooked. How the internet creates networks
or how it is that deviant or criminal behaviors are not immediately shunned online is also
overlooked, not to mention that the literature does not address the issue of mass shootings
directly. In sum, while this literature scratches the surface of the blurring of lines between
society and the internet, and crime, it overlooks key dimensions that inform how crime
develops over the internet and how criminals develop communities in these virtual

spaces.

Social Media and Signs of Mass Shootings

The intersection of crime and the internet grows to be more expansive in the
context of mass shootings, with online spaces creating key locations for mass shooting
planning to be carried out. Mass shootings are not seen only as a real-world phenomenon,
but their leakage, or indicators online provide characteristics similar to cybercrimes, only
different in that these crimes transfer out of cyberspace. Such a study of cybercrimes

presents the ease and opportunity the internet has provided for virtual and real-world
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crimes to cross between spheres (Stalans & Donner, 2018). This concept is particularly
addressed through the term leakage, further explained through research on mass
shootings (Lankford et al., 2019). Leakage refers to the hints a perpetrator may provide
prior to committing a crime; in the case of mass shootings, such information may come as
a verbal warning, physical signs or images of mass shooting plans, and telling of the
intent or may be located online as a post or manifesto uploaded to a social media platform
or online forum (Lankford & Silver, 2020). Leakage is not specific to social media,
though it is certainly one popular outlet for it. Most importantly, leakage has been located
for some of the deadliest mass shootings across the United States, indicating that there is
potential to prevent some of the deadliest attacks (Lankford et al., 2019). Lankford et al.
(2019) examined the concept of leakage through their 15 case studies which include the
1999 Columbine High School shooting, the 2012 Aurora theater, the 2015 Charleston
church, the 2016 Pulse nightclub, the 2017 Las Vegas, and the 2018 Parkland school
shooting. They found that in all, but two of the 15 shootings examined, leakage of violent
thoughts or violent intentions by the perpetrator existed. Furthermore, all but three cases
had shown leakage of mass shooting interests by the perpetrator, yet these attacks were
still carried out (Lankford et al., 2019). Evidence of leakage in these mass shootings
suggests it is imperative to understand more about how online communities develop and
how mass violence may itself be connected to unregulated forms of social media. As life
moves to the virtual world, the work of open-source intelligence gathering social media
intelligence gathering, and risk assessment becomes crucial in police work and crime

prevention (Bartlett et al., 2013).
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In most recent mass shootings, the concept of leakage continues to be present.
After a shooting at Perry High School in lowa on January 4, 2024, investigations quickly
led to the post-incident finding of the perpetrator’s TikTok account in which he had
posted a picture of himself in the school bathroom, captioning the post “Now we wait,”
with the song “Stray Bullet” playing on the video upload (Gordon, 2024). A similar case
was found for a shooting at a shopping mall in Allen, Texas in 2023, where prior to the
shooting taking place, the perpetrator was found to have an account on OK.ru, a Russian
social media platform (Friedman & Parks, 2023). On his account, the perpetrator was
found to have a number of pro-Nazi posts, Nazi tattoos, and hate messages regarding
women and certain ethnic groups as well as religious groups, along with a YouTube
video he posted the day of the shooting (Friedman & Park, 2023). Prior to this shooting,
was Marjory Stoneman Douglas High School, where the Florida Department of Law
Enforcement presented findings at a meeting indicating the perpetrator posted a number
of concerning social media content (Lyons, 2018). Findings were located for the
perpetrator on Instagram, with a number of images containing him in a mask posing with
knives and firearms, discussing firearms, and using profanity, along with a second
Instagram account where he called himself an annihilator, posting images of himself with
a firearm pointed at an unseen object, and later a gruesome post in which he appears to
have shot or dissected a toad as a means of avenging his dog, who had died from coming
into contact with a toad(Lyons, 2018). Moreover, the U.S. Secret Service’s 2019
publication from the National Threat Assessment Center on Protecting America’s

Schools, stated that approximately one-quarter of the mass shooting perpetrator sample
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size conducted in their research presented a fascination with the Columbine High School

shooting, even taking to social media to post about the attack in admiration (2019).

Surveilling the Internet for Prevention

It is no surprise that the growth in usage of the internet overall, as well as for
crime has led law enforcement to employ it for communications and for its exploitation
as an investigative tool (Bartlett, 2013). Sarah Brayne considers this in her research on
surveillance and the use of “big data” by the Los Angeles Police Department (Brayne,
2017). Brayne speaks on the use of surveillance heavily in the virtual sense, mentioning
the usage of data mining programs (Brayne, 2017). As described in her study,
“Individuals leave data traces hundreds of times throughout the day, each of which
contributes to the corpus of big data that a growing number of institutions use for
decision-making” (Brayne, 2017 p.1003). Brayne’s analysis does not end at the usage of
big data or data mining tools; rather, it continues on the implications data surveillance
may have on inequality, stating that the algorithms behind data mining tools continue to
reproduce and even accelerate the biases seen in regular policing (Brayne, 2017). This
highlights the need to remain cognizant of the impact algorithms have on data presented
online in terms of data mining. Similarly, police use of the internet has extended beyond
simply creating law enforcement websites, to now police departments having their own
social media accounts and communicating with their communities through the platforms,
where public images, updates, and videos can be found as uploaded through the growing
population of individuals on social media (O’Connor & Zaidi, 2021).

As the usage of social media continues to grow and spread, so does social media

analysis of threats in general and online, that the term ‘OSINT’ or open source
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intelligence was created to refer to analysts who dedicate their time to searching the
internet for publicly accessible information of use to investigations or intelligence work.
However, the work of open source intelligence presents the issue iterated by Clive Best,
(2011) stating that in the modern day, the challenge is not a lack of information, but on
the contrary, it is the need to sort through massive volumes of information to then triage
findings of risk to separate noise from findings that truly require attention. In such terms,
Best (2011) describes the use of the risk matrix to determine risk levels of threats located
online. The risk matrix establishes the risk level of a threat or event taking place based on
the likelihood of the threat and the impact, or consequences of the event taking place, or
the threat being carried out (Peace, 2017).

Such is the need for added protections from online content and the need to
identify deviant behaviors and offenses online, that not only has law enforcement taken to
the digital world to identify and investigate crimes, but so too have technology
companies. Aside from policing the digital world, recent calls to action for tech
companies to also play a role in online safety have taken place, especially in cases of
child sexual abuse material (“CSAM”). Gurriell’s 2021 research examines CSAM and
methods in which tech companies can surveil their platforms in order to cease the
circulation of CSAM and child pornography. Such research highlights the current efforts
to implement online surveillance to handle illicit content, and threats, and stay ahead of
dangers captured by the digital realm, and has amassed support from the OSINT
community, with entire volunteer task forces dedicated to causes such as utilizing OSINT
for the identification of victims of sexual exploitations and their predators

(https://skullgames.io/). Task forces as such serve the purpose of surveilling the internet,
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conducting investigations, and providing evidence as tips for law enforcement to step in

and handle (https://skullgames.io/). Likewise, private companies have stepped up to

surveil the internet wielding open source information as digital private security guards
with the aim of identifying security threats and online risks that may cross the line into
the real world (Hetherington Group, 2024).

Considering the overall literature on social media and signs of mass shootings, the
body of knowledge makes leaps in advancing toward examining social factors and crime,
as opposed to other approaches, in relation to mass shootings. Lankford et al.’s concept
of leakage (2019), properly asserts that social media can be used as a place for the
dissemination as well as identification of leakage of mass shootings (Lankford & Silver,
2020). This provides a clear connection between mass shootings and online spaces, where
others like Bartlett et al., contribute to the literature by studying law enforcement’s
growing presence on social media and the internet to address crime across cyberspace
(2013). Mass shooting examples of leakage on social media, (Friedman & Parks, 2023;
Gordon, 2024; Lyons, 2018; U.S. Secret Service, 2019), also serve to fortify the claim
that social media is a location for leakage, and Brayne’s research highlights the use of
law enforcement's data mining tools for surveillance to sort through copious information
online (2017). Meanwhile, Best (2011) and Peace (2017) display the practical use of the
risk matrix and risk levels to determine whether findings, in this case through
surveillance, are of legitimate danger. Though the risk matrix provides a method of
determining what constitutes a credible threat by helping determine the risk level of a
threat by assessing its impact and likelihood, its susceptibility without an additional layer

of criminological and social patterns applied to notice indicators of mass shootings earlier
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on, it may simply be too late for a proactive response to incidents like mass shootings.
Similarly, Brayne lacks addressing other areas and parties in surveillance and does not
focus on open source spaces like the internet and social media, only bringing them to her
argument as potential supporting beams for the crux of her argument, which are law
enforcement databases. Though the research appears to take a tactical approach to
surveillance, leakage, and risk, which certainly are employed and are found to make a
difference, they lack further direction such as criminological patterns to identify in the
grand scheme, beyond data mining tools and keyword searches. As a result, surveillance
studies in general observe in order to catch explicit mentions of incidents like shootings,
as opposed to seeking out patterns that may indicate a problem earlier on in the mass
shooting planning stage.

Criminological Explanations of Mass Shootings

There is a body of work that sought to explain the causes of mass shooting events
by drawing on criminological theory on the etiology of crime. One area of discussion has
been the topic of firearms. Other approaches have moved beyond firearms, elaborating on
the strains mass shooting perpetrators may face, and later, a heavier emphasis on societal
factors exerting an influence over mass shooting perpetrators.

Criminological approaches have been applied in examining firearms beyond their
physical capacity for example, in looking at power and control, and the institutions set in
place to assert control, but violence is rarely mentioned as a method of maintaining
power and control over societies, and much less through technological advances in
producing harm. Kleck and McElrath (1991) in particular, display one criminological

view of tools and power by addressing the missing components of violence and power in
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the overall growing use of violence by societies. According to them, a turning point in
human exertion of power through violence exists in the increased “technological capacity
to inflict harm” (Kleck & McElrath, 1991 p. 670). More extensive damage is possible
through the sophistication of weaponry, which in turn has created a greater sense of
power through increased violence. Shootings in recent years have demonstrated how the
use of AR-15 semi-automatic assault weapons has increased the lethality of these attacks.
For instance, in 2022, two most lethal shootings were carried out using AR-15-style
weapons. The shooting in Uvalde, Texas at an elementary school left 22 dead and 17
others injured, while a shooting in Buffalo, New York at a grocery store left 10 dead and
three others injured (Gun Violence Archive, 2022).

Under the criminological lens, firearms are studied as “criminogenic tools,”
raising questions on the symbolism firearms hold when wielded. This method of studying
firearms highlights their use for power, under which mass shooting perpetrators may find
a sense of control and power over others as they carry out their attacks. On the other
hand, other scholars have moved to study the issue of gun violence from a public health
perspective (Carlson, 2020). This perspective indicates that those who may find
themselves more prone to the danger of a mass shooting face added stressors (Carlson,
2020). Therefore, though these studies consider valuable perspectives and impacts of
mass shooting dangers and symbolisms, they stray from understanding the social
processes shaping the likelihood that an individual, or a community of individuals,
becomes involved in mass violence. In other words, such a view of gun violence from a

public health perspective focuses its analysis on the harms and risks endured by
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individuals at greater risk of encountering gun violence but does not consider the

criminological or sociological nuances or factors behind mass shootings.

Beyond Firearms, Other Criminological Approaches

Both criminological and sociological factors play a vital role in explaining mass
shootings as opposed to the public health perspective. Other views of mass shootings
such as the claim that individuals who commit mass shootings do so because of a mental
illness have also been considered in the scope of health. Although mass shootings have
often been characterized in the public and policy domains as being exclusively carried
out by individuals with mental illnesses, there is significant evidence to reject this
assumption (Knoll & Annas, 2016). Knoll and Annas (2016) ensure the debunking of the
misconceptions blaming serious mental illness as the cause of mass shootings, stating that
media coverage of mass shootings seeks to highlight a mental illness in order to present
the incident to the public as an anomaly. Instead, Knoll and Annas (2016) posit that
observing an individual’s behavior as opposed to mental illnesses or their diagnoses, is a
more certain way to identify the signs of mass shootings. They also offer alternative
explanations for mass shootings such as the lack of social integration between an attacker
and their community, or an individual’s view of themselves as rejected by society as
playing a larger role than mental illness (Knoll & Annas, 2016). These concept in the age
of technology, are further affected by social media and other cultural phenomena, leading
to a new form or age of violence that outputs the deadly mass shootings witnessed in this
day and age.

Indeed, contrary to Knoll and Annas, King (2019) provides evidence that mass

shooters are not socially isolated actors but rather are motivated to act on behalf of their
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social ties. Considering multiple criminological perspectives (i.e. feminist theory, routine
activities, strain) this author found that differential association theory, which posits that
individuals learn deviant behavior from their close bonds, provided the best explanation
for non-targeted school shootings. In her study, King found that differential association
theory only fell second among her theories examined when it came to targeted shootings
(King, 2019). Per King’s definition of targeted and non-targeted, differential association
theory best explains school shootings where no specific individual is targeted, but rather
in general, the shooter aims to Kill; by that same definition, differential association theory
provided a strong explanation for targeted school shootings, or shootings with the aim to
Kill specific individuals within the school (King, 2019). Such findings may indicate that
the learned behavior component leading to a shooting is important, as is the value of
relationships between the perpetrator and deviant groups.

The findings were vital, especially as the media portrayals of mass shootings
sought to frame the cause behind mass shootings as the specific strains that attackers
were facing. These depictions fell to strain theory, initially developed by Robert Merton
(1938), who posited that the American Dream was a goal set in place by society, meant to
be achieved by certain acceptable parameters, but that when undergoing difficulties and
struggles in achieving the goal, people would adapt differently (1938). Thus, Merton
stated that people adapted to economic strains in five different ways: conformity, where
individuals continue to attempt to reach the societal goal through the prescribed means to
do so, whether through school or work, to legitimately achieve the goal, innovation,
where individuals began to invent other means to achieve other means of achieving the

societal goal, ritualism, where individuals accept the means of achieving the goal, but
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give up on achieving the goal, as they believe it cannot be reached, retreatism, where
individuals altogether forgo the goal and the means of achieving it, withdrawing from
society, and finally rebellion, where individuals develop a new goal and new means to
achieve the new goal (1938). Merton’s focus was on the concern group being innovators
who turned to crime to achieve the goal and thus posed an issue for society (1938).
Merton’s theory was later adapted to a revised, general strain theory by Robert
Agnew, who expanded the theory to explain strains and goals as more than economic
(1992). Agnew continued the theory, taking it further to say that strains were experienced
when individuals had a blockage of pain avoidance, meaning they were unable to escape
the problems or situations that caused difficulties. Thus, this inability to avoid pain led to
criminality and caused individuals to offend when frustration levels grew. Examples of
such strains highlighted in mass shootings can be seen through a number of
aforementioned examples, along with Peterson & Densley’s Violence Project data
(2023), in which a range of strains are highlighted for attackers including unemployment,
school performance, whether the would-be shooter had experienced domestic abuse,
bullying, had a criminal record, childhood trauma, was raised by a single parent, among
others. Examining mass shootings only in light of these strains then raises the question of
how to differentiate between individuals who have a difficult life yet carry on, as opposed
to individuals who have a difficult life and choose to perpetrate a mass shooting. Such
views of mass shootings would only serve to cause panic, not allowing for the
differentiation of a potential shooter, and someone who was simply undergoing different
social strains. The lack of differentiation and overgeneralization rendered it impossible to

decipher true signs of a potential shooting from merely disgruntled individuals.
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Away from Struggles and into Society

It is not simply the individual traits that determine a shooter per se, or a hyper
focus on their seemingly unique situations. Instead, there are aspects to examine, that on
a larger scale, may provide insight into mass shooting perpetrators and common patterns.
These aspects include structural explanations, like the threads that weave societies
together and connect individuals to each other on a larger scale.

While profiling and studies aimed at evaluating the individual causes behind why
shootings take place, it is necessary to view these incidents from a less individualistic
standpoint. Capellan considers evaluating the phenomenon through the lens of social
integration or social disorganization theory, stating that factors such as “low social
cohesion” foster increased risk for such individuals to carry out these attacks (Capellan,
2015). Individuals of low social cohesion are often seen as ‘loners,’ fail to incorporate
well into society, and may often be seen as odd ones out. As such, they isolate themselves
from society, not fully severing their bond with society, but keeping it at a farther
distance. After testing multiple criminological theories, Capellan (2015) found in the first
sociological study of mass shootings, that a lack of social integration played a greater role
in mass shootings, thus turning the argument away from strains of the shooter to their
relationship with their community. Additional studies and research on mass shootings
tend to greatly incorporate the concept of social isolation or lack of social cohesion
(Levin & Madfis, 2009). Thus, the crux of the argument can be connected to King’s
concept of applying differential association theory to school shootings, especially those
that are non-targeted, and seek a form of vengeance against the institution as opposed to

specific individuals (King, 2019). Not only does this argument tie back to King, but it
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highlights the potential gap in examining whether the lack of social cohesion was
witnessed only in the real world or in the online world component, given that deviant
subgroups may be connected through nothing other than the internet.

Research conducted through the Office of Justice Programs (Freilich et al., 2022)
has provided additional theoretical perspectives, including life course perspective, which
posits that individuals eventually age out of crime and, social control theory, which posits
that lack of social bonds between an individual and society leads to crime and rational
choice theory, which posits that crime is a conscious decision in which the risks and
benefits of crime are weighed before choosing to act. These explanations were tested
using empirical data, and findings presented a number of individuals observed under life
course theory, and the highlighted events in their lives moving individuals toward crime
(Freilich et al., 2022). A number of the mass shooting events denoted in the study
involved a lack of social cohesion and impacts on the individuals’ relationships such as
“spent time in foster care,” “broke up with girlfriend,” “suspended from football team,”
“concerned about being bullied,” “parents divorced,” and “rejected from the navy,”
among numerous examples like “moving from Maryland to California” (Freilich et al.,
2022). Paired with the idea of a deviant subgroup, other factors included joining gangs, or
fascination with previous shootings (Freilich et al., 2022).

Despite the findings that seem to focus on individuals in their specific life
situations, other aspects of criminological theory identify key events causing overarching
patterns that will allow for attacks like mass shootings to take place. Thus, these

explanations move to examine the individuals in their social environments, as opposed to
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simply the struggles they undergo, which are much too general to differentiate a shooter
from a non-shooter.

The body of knowledge on criminology and mass shootings continues to expand
as a hot topic that continues to have relevance in the modern day. From addressing a gap
in the use of firearms for power to testing an array of theories, these criminological
approaches to mass shootings highlight that social factors are what play a role in mass
shootings. Thus, the myth of mental illness as the cause of mass shootings is dispelled,
and mentions of social media as a social factor playing a role in mass shootings begin to
come to light. Moreover, these criminological explorations of mass shootings test a range
of criminological theories including differential association and learned behavior, to
matters of social integration, highlighting social integration, or lack of it, as one key role
in mass shootings. These studies consider the overarching claim made both in academia
and outside of academia that an individual’s strains and stressors are part of the
motivators behind mass shootings, understanding that these claims do not address or
differentiate between individuals experiencing strain and living with it, as opposed to
individuals under strain who turn to mass shootings. Though a variety of social factors
are examined, including strains on one end of the spectrum, and social integration on the
other end, the literature fails to unite both concepts to consider the idea of strain with
groups and the community around potential offenders. Drawing on insights from
perspectives that argue strains are central to mass shootings, and the contrasting views
that tie mass shootings to lack of social integration in the real world and to differential
associations online may provide a more complete explanation of the factors shaping mass

shootings. Thus, these combined factors present subcultural theory, where both strains
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and social factors like those around the perpetrator, both play a role in carrying out mass
shootings. Moreover, the concept of social media is not examined in detail in terms of
subcultures that may provide the perpetrator the needed support group or encouragement
toward the shooting, altogether potentially debunking the idea of a “lone wolf.” This
concept of the lone wolf arises as mass shooting investigations are carried out post-hoc,
which seek to provide an individual explanation for the shooting. Additionally, the term
“lone wolf” only considers ties in the real world, completely omitting the idea that the
internet may be providing a network to these individuals, and thus, it is necessary to

examine these networks online from the lens of subcultural theory of criminology.

Subcultural Theory of Criminology

The subcultural theory of criminology, which speaks on delinquent subcultures,
described in Cohen’s Delinquent Boys (1955), provides a potential explanation for the
role that social media may play in shaping crime. The term subculture is used to explain
that groups are part of society, and to an extent follow the norms and values of society in
general, rather than being a counterculture. Cohen (1955) begins his explanation of a
General Theory of Subculture by stating “all human action — not delinquency alone — is
an ongoing series of efforts to solve problems” (p. 50). He goes on to argue that problems
may include day-to-day dilemmas, not only complex problems that must be considered
under subcultural theory. As individuals find themselves in different problems, they face
tension and when problems are not easily resolved, they continue to weigh on the
individual, and depending on the type of problem an individual is facing they will

determine their course of action.
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Cohen goes on to explain that problems come from two sources. The first source
he describes is the individual's “frame of reference,” or “what the actor sees and how he
feels about what he sees...” or his point of view on the situation the individual is in
(Cohen, 1955, p. 51). Meanwhile the second source he describes is the “situation” which
is shaped by how the individual not only views their situation but also by how they may
define events surrounding them, or the world or environment that the individual is
situated (Cohen, 1955). Furthermore, he states that all problems stem from changes in
these two elements and that problems are also solved through changes in the two
elements. According to Cohen (1955), the “situation” includes the setting an individual is
in, and the time, energy, habits, expectations, demand, and social organization of them
and their surroundings. Problems arise when individuals fall behind in a certain aspect,
such as when time may not permit an individual to spend time with friends and also work
a job for enough pay to live off of. This “situation” therefore places limits on what an
individual can do and may alter the sense of success the individual has. Cohen uses the
example of not being able to send children to college and pay a mortgage off at the same
time — unless the individual seeks to achieve both goals at the same time through immoral
means. He highlights the importance of the individual’s point of view of their situation,
stating that whether an individual defines a situation to be a barrier as opposed to an
opportunity, or a loss as opposed to a future gain may completely shape their goals and
aspirations. (p. 53). The two elements come into play when an individual is faced with a
complex problem, that has no immediate solution, and therefore, individuals may seek to
change their perspective or frame of reference, especially when a goal becomes

unattainable; however, it is not deemed a ‘solution’ if the individual remains unhappy as
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opposed to altering the goal itself. In such a way, Cohen describes the different
adaptations to strain that Merton attached to his concept of strain theory. Here, Merton
had stated that individuals react to their problems in different ways by either adjusting the
goal, the legitimate and prescribed means of attaining the goal, or both. (Merton, 1938).

Moreover, Cohen uses this theory to state that problems are not presented evenly
across the population, but rather that “each age, sex, racial and ethnic
category...occupation, economic stratum, and social class” has been given the same
frame of reference or push toward a common goal of what success may look like, but that
not each different group mentioned is given the same situation (Cohen, 1955, p. 55).
Thus, he established that a “problem” may not be of the same magnitude across all
individuals in a population, as they may not be affected the same way. Thus, Cohen
argued at the time that there was a lack of research exploring social structures and “the
creation and selection of solutions,” also proposing that his theory would not be the sole
explanation of deviance, so long as there are other responses to a problem to solve them
instead of deviance (Cohen, 1955). These other responses include the adaptations to
strain theorized by Merton (1938), including conformity, innovation, ritualism,
retreatism, or even rebellion.

Cohen adds to Merton’s work, building that societal pressures to conform or be
punished often exert greater pressure than the initial strain itself, thus providing a limit as
to how innovative individuals can become to achieve the goal. As much as individuals
seek out the goals ascribed by society, the different roles the individual takes on in
society begin to limit the means through which the individual may achieve them, leading

to greater pressures to conform and fit into the ascribed roles by society. Essentially,
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acceptance, recognition, and respect lead individuals to view themselves and appear as
being in better standing in society than those who are regarded as being in discord with
society and are thus constantly questioned for their beliefs (Cohen, 1955, p. 57). As
individuals conform to society, they begin to create reference groups depending on their
frame of reference and what they see as the correct idea in society. One example is that if
a reference group sees “cheating, joining the Christian Science Church, voting
Republican, or falsifying our age to buy beer” as doing the wrong thing, the individual
recalling these reference groups will feel guilty or ridiculous for doing those behaviors
(Cohen, 1955). As a result of these pressures to conform, Cohen (1955) states that we are
not as likely to “strike out on our own” if our problems cannot be resolved through the
adaptations to strain, but instead are more likely to seek groups with a different
subculture that has a frame of reference that is more fitting (p. 58). It is in this way that
individuals go from group to group, finding one that is more favorable to solving their
initial problem. The critical point to note is that the dominant goals of society remain
present even within these groups, though the groups may perceive them differently. This
is to say, a subculture does not completely oppose the goals of society, but rather adapts
said goals while still upholding them.

In his research, Cohen (1955) questions how as society’s dominant goals change,
individuals within the society remain committed to whatever those goals may change to
(p.59). As strains may lead individuals to face greater obstacles in achieving what is
deemed widely acceptable in society, Cohen (1955) explains that an individual may test
the bounds of innovation in achieving a goal (p. 60). This testing the waters may be done

with joking remarks, or through means which can be easily retracted should attempts be
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immediately shot down by the group or deemed unacceptable for achieving the desired
goal. It is through such a reiterative manner that the group slowly builds on each other’s
ideas, and the finished product is then a new acceptable way within the group, or
subculture, of achieving a broader goal of society.

Applying this perspective to the virtual space could be illustrated by the
communications that occur over an online board. Here, an individual might post hints at
the idea of shoplifting to obtain a certain object through a witty comment. If the comment
is not received well, the attempt may be quickly shot down and the proponent may
altogether discard the idea. However, in a scenario where the witty shoplifting comment
is well-received by the online community in which the post is located, an additional
method of shoplifting may be suggested, or at the very least encouragement may be
provided. Such an occurrence would prompt the proponent of the shoplifting idea to then
reach Cohen’s (1955) concept of a “compromise formation,” with the group, in which the
members of the group are “jointly committed” to the ideals they cumulatively created (p.
61).

Again, subcultural theory states that these groups are deemed subcultural
“because the norms are shared only among those actors who stand somehow to profit
from them and who find in one another a sympathetic moral climate within which these
norms may come to fruition and persist,” and furthermore, that once the subculture has
been established, as long as the subculture continues to benefit those who come after its
creation, the subculture and the ideals survive (Cohen, 1955, p. 65). The phenomenon is
particularly evident when the dominant goal is status or adjustment into society. Cohen’s

theory, however, states that on the other hand, individuals may adjust well to society by
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finding at least one person to favor them away from innovation and subcultures, thus
preventing problems of adjustment or strain in the first place.

Evaluating subcultures holds relevance in social media, especially in the planning
of mass attacks like shootings. Although these aggressors are often characterized as “lone
wolves,” applying subcultural theory to the online communities research has shown these
mass shooters engage with (Friedman & Parks, 2023; Lyons, 2018; Lankford & Silver,
2020), may provide an explanation as to why more aggressors look up to those that
precede them, follow their logic, and often encourage violent behavior through online
communities. From this perspective, individuals who have trouble with social adjustment
may turn to online communities to find like-minded individuals who approve of their
violent beliefs, actions, and interests, where their statements regarding lack of adjustment
and innovation may be accepted if not encouraged by online peers. As such, this theory

may look at groups as a means to propel or boost current thoughts of innovation.

Applications of Subcultural Theory of Criminology and Social Media

A number of empirical studies have examined social issues from a subcultural
perspective. Larsen and Jensen (2019) analyzed Jihadism under the framework of
subcultural theory, using Cohen’s work. They find that Jihadism in its recruitment tactics,
as found in the now-defunct ISIS magazine Dabiq, emphasizes “provocation through
celebration of extreme violence, such as brutal executions,” as a way to attract
individuals who take an interest in such behavior (p. 423). As such, Larsen and Jensen
(2019) then apply subcultural theory to better explain Jihadism, concluding that the
celebration of such acts and the rise in popularity and fame of these subcultures allowed

them to see themselves not only as “responses to shared problems,” but also as
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“manifestations of dissent with or resistance to the existing social order” (p. 424). Larsen
and Jensen (2019) also take to the explanation of subcultures like the Mods, a British
youth subculture from the 1950s, and how they transformed suits and ties from a symbol
of business, to one that best suited them, seemingly less extreme than jihadism, yet
following the same logic (p. 424). These adaptations of cultural mainstream values and
symbolisms appear transformed when applied to the context of mass shootings and online
boards. When it comes to mass shootings, oftentimes perpetrators are found to post
online regarding their planned attack (Lankford, et al., 2019), inspired by their life
experiences and the failure to adjust to society, and encouraged through online
subcultures. These perpetrators begin to see themselves as responders to shared
grievances like disrespect or lack of status, and manifest their dissent as resisting social
order, thus, justifying their actions.

Other studies conducted on extremism on social media provide insights into
subcultures on social media. Benigni et al. (2017) for example, took to Twitter, now
known as X, to explain “lone wolf” attacks, though in their case, in relation to ISIS. The
authors found that an entire community for ISIS was among Twitter users, whether
through “fighters, propagandists, recruiters, religious scholars, and unaffiliated
sympathizers,” and that through online interactions, the subculture took hold. Thus,
Benigni et al. (2017), label this network of users and their interactions as online extremist
communities, known as OEC, and conducted a case study of upwards of 22,000 Twitter
users who were found to have online behavior that would advocate for ISIS or contribute
to the network through as much as retweets. Meanwhile, a more recent study examined

pathways to extreme political beliefs and communities by turning to Reddit for
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examination (Mann et al., 2023). Mann et al. (2023), state that although violent political
extremists have cited online communities as the motivational factors behind their
behavior, reviews and studies observing algorithms have yet to find strong evidence of
them impacting these behaviors. Through a series of interviews with Redditors on
politically active subreddits, three motivators were found that led these Redditors to
initially engage with extreme political communities online: “political unsorting of the
self, political exceptionalism, and virtuous participation” (Mann et al., 2023). Mann et al.
(2023) explain “political unsorting of the self,” as a progression into politically extreme
communities which consists of four stages. Stage one is “perceiving a politically sorted
landscape,” stage two is “political fatigue and disillusionment,” stage three is “the search
for political exceptionalism coinciding with encounters with unsorted spaces,” and the
fourth stage arrives at the destination of political extremism (Mann et al., 2023, 9). These
stages outline a progression often witnessed in mass shootings as well, with issues in the
frame of reference and situation for the individual. Then, through fatigue and
disillusionment, the potential attacker sees their situation as unmoving; an obstacle to
their frame of reference. The potential attacker might then search for a way out or around
the obstacle and the frustration they are facing, by turning to alternative methods of
achieving the societal, dominant goal. This new course of action they take may give them
new hope to resolve the problem in their frame of reference, all while pushing them to
online spaces where they can gain support for their deviant purpose. This finally allows
them to see mass shootings as a solution, making an attack a viable option. Such steps
clearly define Mann et al.’s (2023) second motivator of “political exceptionalism,”

leaving “virtuous participation” to be defined as actively and seriously participating in
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building up the politicized environment. While Mann et al. reviewed such virtuous
participation as “talking to people in a serious way,” asking serious questions, and
interpreting peer-reviewed articles in ways that will better serve the cause, these notions
can also be applied to the mass shooting space. This application can be seen through mass
shooters’ disillusionment with their current situation, then seeking out exceptional or
extreme methods to resolve their problems. Another study was conducted examining
right-wing violence, this time, combining the ideas of subcultural theory and
neutralization techniques developed by Sykes and Matza (1957), who state that in order
for individuals who believe in societal goals to carry out deviant acts, they must justify
themselves in their own eyes to some extent. Colvin and Pisoiu (2020) explore
subcultural theory as one of three ways in which neutralization techniques can be
employed, specifically in German men convicted of right-wing violence. Colvin and
Pisoiu (2020) argue that while Sykes and Matza’s five neutralization techniques exist
(denial of responsibility, denial of injury, denial of the victim, condemnation of the
condemners, and appeal to higher loyalties), they are engaged in three different ways,
though their proposed subcultural mode is the only one examined in this review of the
literature. These three modes according to Colvin and Pisoiu (2020), serve to explain not
the different techniques of neutralization themselves, but rather the different functions
that neutralization attempts serve. Specifically examining the subcultural mode’s
application of neutralization techniques, Colvin and Pisoiu (2020) state that in this case, a
different norm from the mainstream is asserted as the subculture’s norm, and thus deviant
actions are taken in the justification of the overarching new subcultural goal. Therefore,

denial of responsibility no longer falls as a neutralization technique because it no longer
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requires neutralization when the norm has altogether changed, and likewise, Colvin and
Pisoiu state that this can be argued for denial of injury. In explaining “a subcultural denial
of the victim,” Colvin and Pisoiu (2020) state that the denial of the victim is justified by
the function of protecting or asserting the dominance of the subcultural group by
attacking certain people or certain groups. A subcultural approach to condemnation of the
condemners would thus change from what Sykes and Matza proposed, a neutralization
technique that would question the authority of those who have determined the act
committed to be deviant, to a subcultural condemnation of the condemners, in which now
the act committed is not viewed by the perpetrator as deviant, but as righteous and as
“virtuous” or resistant to authority (Colvin & Pisoiu, 2020). Lastly, a subcultural appeal
to higher loyalties would state that the so-called deviant act is, in fact, not deviant but for

a greater cause.

Subcultural Theory of Criminology and Mass Shootings

The connection between subcultural theory and mass shootings has been made
through studies such as Mizrahi-Werner et al. (2022), who evaluate what they call a
“global online school shooting subculture” referred to as GOSSS (p. 2). The study
addresses GOSSS as glorifying school shootings along with the attackers, all while
fueling the subculture with “practical information that altogether could inspire”
individuals within the subculture to carry out such attacks themselves (Mizrahi-Werner et
al., 2022, p. 2). Through their research and the aim to examine social media on school
shootings globally, Mizrahi-Werner et al. (2022) found that strain moves individuals to
action, and said action is then informed through GOSSS, with the subculture informing

the individual and turning them to the internet and media for similar content (p. 10). It is
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through algorithms that the individual, now a potential perpetrator, is led further down
the road of encouragement, gaining ties to the subculture, learning the correct mindset,
morality, and methods, and thus carrying out a mass attack (Mizrahi-Werner et al., 2022,
p. 10).

Other work has identified four subgroups within the school shooter subculture,
these include “researchers, fan girls, Columbiners, and copycats” (Raitanen & Oksanen,
2018, p.195). Researchers were described as those who take particular interest in mass
shootings, hyper-focused on minute details like the weather on the day of a shooting, and
often come from a place of empathy with the shooter, or they relate with the shooter due
a personal reason (Raitanen & Oksanen, 2018, p.202). Fan girls are those who find an
obsession in mass shootings through the lens of romantic or sexual appeal, treating the
perpetrators as celebrities; Raitanen and Oksanen (2018) described the majority of these
fan girls as typically young women and girls (p.202). Columbiners were described as
those with specific interests in the Columbine High School shooting whether for reasons
that were of admiration, awe, or simply neutral reasons of seeking to understand or study
the incident (Raitanen & Oksanen, 2018, p.195). Finally, the authors describe the
copycat. The copycat appeared to be the group of concern, seeking to mimic mass
shootings for fame and attention and becoming obsessed with learning not only the
details but also how to replicate an incident themselves (Raitanen & Oktanen, 2018,
p.205). Raitanen and Oksanen (2018) also establish school shooting communities online
are defined as a subculture through their “shared values and cultural practices [and] that
their members use symbols and signs to identify with one another and that they do so to

subvert the norms of dominant or mainstream society” (p.197). Similarly, the research
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considers that social networking sites, forums, and boards online can also be considered
subcultures, and thus provide an additional layer to the subculture of school shootings
(Raitanen & Oksanen, 2018, p.197). However, though global online subcultures
surrounding school shootings have been studied more in-depth, they lack the evaluation
and analysis of mass shootings in general.

The literature on subcultural theory largely focuses on extremism and social
media. Meanwhile, subcultural theory is merely considered in terms of mass shootings
with a focus on school shootings. As a result, an overlap on mass shootings, social media,
and subcultural theory in combination with each other, continues to lack. While
extremism is studied in light of social media and recruitment methods from a subcultural
perspective, this same frame of reference is heavily lacking in application to mass
shooting literature, which continues to perpetuate the narrative that perpetrators of mass
shootings are “lone wolves.” Thus, to build on the insights of subcultural theory in online
communities and apply it directly to mass shootings, the following section will consider
the natural, next step in mass shooting literature which combines the approaches of social
media studies, mass shooting studies, and the application of subcultural theory of
criminology.

Current Study

As subcultural theory of crime has been applied to a variety of offenses, seeking
to provide an explanation to them, mass shootings and the online environment can also
benefit from a subcultural theory perspective. In light of the phenomenon mass shootings
have become, and simultaneously the prominent role social media plays in society, it is

critical to consider how online communities may play a role in crime. The purpose of this
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study is to examine the role of social media in mass shootings from a subcultural
perspective and to determine if there is a correlation between the number of mass
shootings and their lethality. In examining such, this research, along with its
criminological approach to mass shootings, will then draw on subcultural theory to
explain how online subcultures may create environments for mass shootings to be
encouraged, planned, or justified. This subcultural theory, applied to social media, would
posit that social media creates environments where individuals are able to test the waters
and encourage each other to take more bold action, or in this case, to perpetrate mass
shootings. Thus, carrying out a mass shooting would allow the perpetrator fame or
notoriety, achieving status or the overarching societal goal, while utilizing unusual
methods. Drawing on Cohen’s subcultural theory, the hypothesis is that as social media
usage and online boards increase, so too will the number of mass shootings. Moreover,
the theory would predict that a rise in online subcultures, or a rise in social media and
online board use would create spaces for subcultures to develop. These subcultures would
in turn lead to a rise in deviant activity, or in this specific case, mass shootings. This
research can then help determine the risk level in a more insightful manner for an
individual who made a threat, in the short, allotted time where prevention is still possible.
Doing so can not only prevent a mass shooting but potentially propose a resolution to the

issues of balancing privacy online and public safety.
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Chapter Three: Methods

Data

The data for analysis stem from open source databases. Peterson and Densley’s
(2023) Mass Shooter Database under the Violence Project provided data on mass
shootings in the U.S. from 1966 to 2022. Through this database, the total number of mass
shootings, the total number of deaths due to mass shootings, and the total number of
injured due to mass shootings were obtained for each year. As the unit of analysis is year,
the total sample size was 57 years, in which 189 mass shootings, 1,363 mass shooting
deaths, and 2,135 injuries took place over 57 years.

Data on murder rates across the United States was obtained from the FBI’s
Uniform Crime Reports (UCRs), dating back to 1960 (FBI, 2024). These archival reports
were obtained from the U.S. National Archives, as a limited number of years of UCRs are
available through the FBI webpage. As for data regarding the U.S. population, data was
obtained from the United Nations Data Portal Population Division’s World Population
Prospects (2022).

Furthermore, the data on social media use and online board existence was
compiled. Social media platforms Facebook, Instagram, X, and Reddit were gathered
from Business of Apps (Igbal, 2024), a platform dedicated to aiding the growth of apps.
Social media data were collected for each platform through the provided number of
monthly users per platform. As for the existence of online boards, 4chan, the longest-
standing board, was selected, and though it lacked user data available for social media

platforms, it represents all online boards for the purposes of this research.
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Measures

Dependent variables: Dependent variables for this study are the three-year forward
average of mass shooting incidents, the number of mass shooting deaths, and the number
of mass shooting injuries. This three-year measure is a three-year forward average of
mass shooting incidents, as well as deaths, and injuries, not including the initial year t.
The three-year average of mass shooting incidents/deaths/injuries are computed including
t+1, t+2, and t+3, which shifted the number of observations to 56 (n = 56). Using a three-
year forward average allows for the removal of noise or random fluctuations between
observations. As such, patterns in data become more clear.

Independent variables - social media: This study focused on the role social media
and online boards may play in mass shootings. Therefore, social media was examined as
the independent variable. The prevalence of social media was measured through the total
number of users of four popular mainstream social media platforms: Facebook,
Instagram, X, and Reddit. These four platforms were combined in order to make the
collective variable of social media users.

However, collecting the number of users or activity for online boards proved
much more difficult. A number of online boards including Gab.com were considered,
along with 8kun, and The Great Awakening, among others, but collecting the number of
users either revealed unkempt records or proved to be too recent for the purposes of this
study, leaving little room for analysis on the timeframe of mass shooting data available.
With 4chan being one of the longest-standing online boards, and its aforementioned clear
distinctions of various subcultures, thus it became the most likely candidate. As research

revealed a similar lack of user data and unkempt records, dichotomous variables were
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instead chosen to indicate before the existence of 4chan, “0” and the existence of 4chan,
“1” marked in 2003. While this variable was considered for the OLS regression model to
predict the number of mass shooting incidents, it was omitted as it is not a valid measure
for the volume of online board users.

Independent variables - control: The models include several control variables,
including the U.S. population, and the number of murders in the U.S. Controlling for
such variables allowed for further isolation of the potential effects of social media usage

on the number of mass shooting incidents and their lethality.

Data Analysis Strategy

In this study, social media and online board usage were examined under the lens
of the subcultural theory of criminology, to determine whether an increase in social
media usage is associated with the increase in mass shootings across the U.S. Then, using
the OLS regression, this research examines the number of mass shooting incidents, the
number of mass shooting deaths, and the number of mass shooting injuries from 1966 to

2022.
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Chapter Four: Results

Table 1

Descriptive Statistics of Dependent and Independent Variable (n=56)

Variable Mean Standard Min Max
Deviation

Three-year forward mass shooting 3.45 1.94 0.67 8
incident average
Three-year forward mass shooting 24.89 19.70 2.67 83.33
deaths average
Three-year forward mass shooting 38.90 79.66 1 368.67
injured average
Social Media Users (in millions) 601 1368.511 0 5928
U.S. Population (in millions) 263 45.8 192 337
UCR Murder Rate (per 100,000 7.15 1.82 4.5 10
people)

Table 1 displays the descriptive statistics of the dependent variables mass
shooting incidents, mass shooting deaths, and mass shooting injuries, as well as
independent variables including social media users, the U.S. population in millions, and
the FBI’s UCR murder rates of murders per 1000,000 people. For the three-year forward
average of mass shooting incidents, a mean of 3.45 mass shooting incidents was observed
across a sample size of 56 years, with a standard deviation of 1.94. In the three-year
average, a minimum of 0.67 and a maximum of eight mass shooting incidents were
observed. For the three-year forward average of mass shooting deaths, a mean of 24.89
mass shooting deaths was observed across the same sample size of 56 years. The mean
had a standard deviation of 19.70 mass shooting deaths, with a minimum of 2.67 deaths
and a maximum of 83.33. As for the number of injuries in the three-year forward average,
a mean of 38.90 injuries was observed, with a standard deviation of 79.66, a minimum of

one injury, and a maximum of 368.67 injuries.
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For the independent variables, social media users presented a minimum of zero
given that the analysis of mass shooting incidents examined years before and after the
existence of social media. A maximum of 5,928 million users was observed, with a mean
of 601 million users, and a standard deviation of 1,368.511 million users. Statistics for
the U.S. population were also conducted in the millions, finding the mean population to
be 263 million people with a standard deviation of 45.8 million, a minimum of 192
million people, and a maximum of 337 million people. Finally, the FBI’s UCR murder
rates were observed per 100 thousand people. The mean murder rate was found to be 7.15
murders per 100 thousand people, with a standard deviation of 1.82 murders per 100
thousand people. A minimum murder rate of 4.5 per 100 thousand was found, and a

maximum of 10 per 100 thousand people was observed.

Table 2

OLS Regression models predicting mass shooting incidents, deaths, and injuries

Dependent Variables Independent Beta Standard  Adjusted
Variables Coefficient Error R-Squared
Social media usage on  Social Media 0.15* 0.00
three-year forward  U.S. Population 0.94*** 0.00 0.84
mass shooting incident UCR Murder Rate 0.18* 0.09 ’
average Constant - 1.54
Social media usage on Social Media 0.26** 0.00
three-year forward  U.S. Population 0.65*** 0.00 0.72
mass shooting deaths  UCR Murder Rate -0.02 1.17 '
average Constant - 21.00
Social media usage on  Social Media 0.25 0.01
three-year forward  U.S. Population 0.22 0.00 0.2
mass shooting injured UCR Murder Rate -0.12 7.70 '
averages Constant - 137.93

* < 0.05; ** p < 0.01; *** p < 0.001
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Table 2 displays the results of Ordinary Least Squares (OLS) regression models
with the dependent variables of mass shooting incidents, mass shooting deaths, and mass
shooting injuries. Included independent variables are social media, the U.S. population,
and murder rates.

In the OLS regression examining mass shooting incidents, an adjusted r-squared
value of 0.84 was observed for the model. With all three independent variables being
statistically significant, this means that as social media use increased, so did mass
shooting incidents on average. Likewise, as the U.S. population grew, and as the murder
rate increased, an increase was also observed in mass shooting incidents. This indicates a
positive correlation.

An OLS regression model was also run on mass shooting deaths. This model
achieved an overall, strong, positive, adjusted r-squared of 0.72. Again, social media use,
the U.S. population, and UCR murder rates were tested, though now in connection with
the dependent variable of mass shooting deaths. Again, this indicates that as the
independent variables of social media use and the U.S. population increased, so did
deaths attributed to mass shootings, though the murder rate did not appear significant.

An OLS regression model was also run on mass shooting injuries. This model
achieved a weak adjusted r-squared of 0.22. Again, social media use, the U.S. population,
and UCR murder rates were tested, though now in connection with the dependent
variable of mass shooting injuries. None of the three independent variables tested with

mass shooting injuries were found to be significant.
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Chapter Five: Discussion

Based on the results of the OLS regressions conducted on mass shooting
incidents, and statistical significance, it appears that an increased usage of social media,
across the platforms Facebook, Instagram, X, and Reddit, is correlated with an increased
number of mass shooting incidents. Additionally, murder rates also indicated a positive
association with the number of mass shooting incidents. For the OLS regressions
conducted on mass shooting deaths, given the statistical significance of social media, it
appears that increased social media use depicts an increase in deaths attributed to mass
shootings. Murder rates did not have statistical significance on the number of deaths
attributed to mass shootings. Similarly, social media and murder rates were also found to
be not statistically significant on the number of injuries attributed to mass shootings.
Though data reveals an increase in mass shooting incidents and deaths attributed to mass
shootings as social media usage increases and online boards emerge, it is unclear whether
social media usage itself is the cause of this phenomenon.

Regardless, subcultural theory provides a potential explanation for such a
phenomenon. Cohen’s (1955) subcultural theory posits that frustrations in individuals
arise, due to the failure to achieve the status, respect, or goals set by society, but that
these problems may range from complex to day-to-day problems with the critical
characteristic that they cannot be easily resolved. Since according to Cohen (1955), the
individual's frame of reference (what or how the individual feels) and the situation (the
environment the individual is situated in or how the individual views the situation
entirely) are what causes these problems to come to light, similar reports of mass

shooting perpetrators can be found. These strains or problems outlined by Cohen are
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visible throughout the history of mass shooting perpetrators. Vast examples of these
perpetrators are observed in the home or at school, ranging from simply bad grades and
the lack of status that comes with receiving bad grades, to being bullied, experiencing
trauma, presenting signs of a crisis, being affiliated with groups not accepted by society
like hate groups, or simply lacking connections to their communities (Peterson &
Densley, 2023). Beyond these issues, because they do not have simple solutions, or
solutions cannot be obtained due to lack of resources as an example, individuals seek to
change their frame of reference. This may mean seeking out subcultural groups that alter
the perspective of the goals, as individuals are least likely to go against the current alone,
rather seeking groups or other individuals of similar thought in order to validate their
experiences (Cohen, 1955). Cohen also states that individuals may travel from group to
group until they find the one most fitting for them and that subcultural groups do not
completely oppose the goals of society. It is in this way that mass shooting perpetrators
do not forgo the goal of status entirely, but rather lash out in frustration to achieve the
goal they have accepted and sought to achieve, but have fallen short. Thus, these
perpetrators turn to subcultural groups that the internet and social media so easily provide
through environments unique to each social media platform. In this search, Cohen
mentions that individuals, in this case a potential mass shooting perpetrator, may test the
waters in a new subcultural group, with jokes and easily retractable statements until they
find the correct environment that breeds encouragement of a mass shooting incident as a
solution to the original problem of status or goal-blockage (Cohen, 1955). Given that
social media follows algorithms tailored to the user, finding such groups that aid in

confirming the potential perpetrator’s thoughts becomes easier to find. As social media
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usage continues to increase, so too do mass shooting incidents, adhering to the concept
that subcultural groups cope with their strain by redefining meanings to goals set in place
by society, thus creating groups that, while they adhere to most of society’s rules, they
have their own characteristics.

These groups encourage and embolden their members to take potential deviant
action with the aim of furthering the societal goal they have bought into, and thus, such
an explanation parallels the environments seen through online subcultures and the
respective identities of each subculture. This is especially seen in the context of mass
shootings, where offenders may take to online groups where they will be further accepted
and have their plans encouraged to stray further from the norm. Similarly, as social media
usage increases, so too do deaths attributed to mass shootings. This lethality may be
explained through the same concept of online subcultures. As social media usage
increases, more availability to information regarding previous mass shootings becomes
available and is circulated, making its way into these social media subcultures. As such,
Lankford and Silver (2020) explain that mass shootings have become more deadly due in
part to the ease of information availability and previous mass shooting attempts being
publicized, and then providing working methods and failures for future perpetrators to
draw from. While the data speculates such to be a potential explanation for the
correlation, and subcultural theory provides a theoretical explanation, an empirical study
should further evaluate the relationship in terms of causation.

Limitations
Among limitations within the data itself, UCRs presented a limitation to this

study. Though the study relies on UCR data from 1966 to 2022, it should be noted that

50



UCR data is self-reported by police departments and therefore may present a measure of
crime not encompassing cases either not reported by the corresponding police
department, or crimes that do not come to light. Additionally, as UCR reports provide
data being reported by police departments, variations across the data itself from
department to department can be seen. Of note, too, is the fact that in 2020 the methods
for compiling UCRs saw a change, where police departments could choose or choose not
to participate in sending in data for UCRs. As a result, 2020, 2021, and 2022 saw a
decreased number of murders due to a number of police departments forgoing
participation in UCRs.

Other limitations presented include the data collected from Business of Apps
(Igbal, 2024), considering that the app is operated by a company dedicated to aiding in
the growth of apps and online platforms by promoting them. Likewise, though Peterson
and Densley’s Mass Shooter Database (2023) proves extensive, conducting analysis on a
greater number of mass shooting incidents could provide greater insight. However, as
mass shootings are tragedies claiming the lives of many in the U.S., wishing for more
data points is far from the goal of any research.

Yet another limitation is the recency of online boards and of social media. Though
the research examined mass shootings between the years 1966 and 2022, for a total of 57
years of observations, 4chan only surfaced in 2003, allowing for a mere 19 years of
observations, less than half of the 57 years, of its correlation to the significant events that
are mass shootings. This was even more prominent of an issue in the case of Facebook,

where data regarding users is available only dating back to 2008, despite the fact that
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Facebook was originally created in 2004. This means that only 14 years can be analyzed
in relation to mass shootings out of the observed total of 57 years.

Though the number of social media users can be gathered more easily, online
boards present a challenge in this regard and therefore present a significant limitation of
this study. Online boards tend to be run either with anonymity, thus not requiring
accounts to be created, or simply do not track detailed numbers of users, posts, and
similar statistics regarding their platforms. Thus, collecting data from online boards
proves to be a limitation, and as a result, the only measure available regarding online
boards is when they began to emerge. It is expected as a result of subcultural theory that
if this data were available, the correlation may have been stronger. This is largely due to
the intensity of subcultures in online boards, where fewer regulations are in place, and
more niche groups with niche interests that challenge the mainstream.

A final limitation is that this research does not fully consider the role of gender in
shaping mass shooting events and the formation of social media subcultures.
Messerschmidt (1993) introduced the concept of crime and gender, positing that
individuals may turn to crime or deviance as a form to further express gender roles,
coining the term “doing gender.” This concept in connection with the fact that most mass
shooters identify as male raises the question of whether perpetrators carry out mass
shooting attacks as a way of performing hyper-masculinity (Butler, 2004; Messerschmidt,
1993).

Recommendations for Future Research
Given the research examines merely the impact social media may have on mass

shootings, and that online boards may be potentially correlated with mass shootings,

52



examining online boards in particular is the next step in research. Mainstream social
media users on platforms like Facebook, X, Instagram, and even Reddit may differ from
online board users like 4chan, which are expected to be more niche and less regulated.
Therefore, future research should examine the nature of social media and online boards to
understand how social media and online boards specifically are used for crime.
Furthermore, the concept of gender as introduced by Messerschmidt (1993) and
reinforced by Butler (2004), should be further researched in relation to social media.
Given that most mass shooting perpetrators identify as male, begs the question of whether
perpetrating mass shootings is one method of exhibiting or performing hypermasculinity.
Similarly, as mass shootings continue to take place in the U.S., and more is learned on the
matter, more data regarding these attacks can be collected, including perpetrator
involvement in online boards, as well as their social media use, content posted, and the
groups online that they may have been part of. Therefore, revisiting this data at a later
time may provide additional information to consider.
Policy Implications

The policy space is riddled with suggestions and implications, especially soon
after a mass shooting has been carried out. However, the present study provides a
criminological approach to approaching policy, which if paired with prescriptive or
practical approaches, may contribute solutions to the mass shooting problem in America.
Among policy implications, firearm legislation is addressed in its current stalemate, along
with the application of the criminological approach to existing open source intelligence

techniques specifically, that can anticipate these incidents.
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Addressing the Elephant in the Room: Firearm Legislation

This thesis did not address the obvious, looming topic of firearm legislation. This
is due to the stalemate on Capitol Hill that firearm legislation has created. As such, this
research has looked to alternative means of addressing issues of mass shootings. Clearly,
any discussion on the topic of firearms and violence cannot go without addressing the
debate on gun legislation, despite the slow-moving process it is. Not only is legislation
slow-moving, but scholars argue that while stricter gun control may be necessary,
legislation alone cannot prevent mass shootings, requiring a combination of law, target
hardening, and training to lead to prevention (Terrades & Khan, 2018).

Further exemplifying this, numerous gun control laws have been enacted yet
proven ineffective alone in the context of mass shootings. This comes amid Second
Amendment legislation proving difficult with Congress which remains unable to agree on
the balance between the right to bear arms and the security of the population. The gun
control debate has highlighted the partisanship and struggle to make progress in
increasing gun safety across the country, and though some legislation has gathered
support from both sides of the aisle, a solution has yet to be found.

Specifically on red flag laws, or extreme risk protection orders (ERPOs), support
and pushback can be seen on both sides. For example, a National Rifle Association
(NRA) spokesperson who largely provided critiques to gun control legislation, in an
interview later used by Gaudiano in 2018, claimed to back the legislation to “[make] sure
that people who are dangerous [do] not have access to firearms,” as did former President
Donald Trump and former Vice President Mike Pence (Gaudiano, 2018). This new-found

support gained bipartisanship on the issue. However, the red flags mentioned are not
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explored in the context of intervening prior to these individuals obtaining access to
firearms, but rather only once the individual who owns a firearm presents a warning sign
(Lankford et al., 2019). By the time red flag laws take effect, it is much too late.

Red flag laws or ERPOs aim to prevent gun violence by allowing individuals to
report those who own firearms and now present a danger to themselves or others (Gay,
2020). In practice, the filing of an ERPO through a court by law enforcement, family, or
healthcare professionals depending on the jurisdiction, allows law enforcement to
confiscate the firearm from the individual deemed dangerous (Foster, 2019). A court
hearing would then be issued to the dangerous individual and after the hearing, a decision
is made on whether the individual poses a risk, or whether they may keep their firearm
(Foster, 2019). However, several limitations exist, making red flag laws inefficient. In the
District of Columbia, for example, to file an ERPO, a paper form must be filed with the
D.C. Superior Court by law enforcement, family, a romantic partner, a cohabitant, or a
mental health professional (OVSJG, 2024). Not only is filing an ERPO already time-
consuming, but with courts having significant backlogs, it is not until one business day
later that a temporary ERPO can be issued, meaning that if filed on a Friday, the
individual deemed dangerous is still given the weekend to own a firearm (OVSJG, 2024).
It is not until two weeks later that both the individual deemed dangerous and the
individual who filed an ERPO are called to the court hearing, and if the ERPO is granted,
it is only valid for a year, then requiring another filing if needed (OSVJG, 2024). Thus,
the issue of mass shootings grows further debated, and a lack of solution-oriented

thinking takes over.
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Aside from the aforementioned red flag laws, a variety of gun control laws have
been considered and have made it to policy, though the phenomena of mass shootings
continue to take place (The White House, 2022). President Joe Biden himself has
advocated for this legislation, yet with the approval of Congress needed and growing
mixed feelings about gun control legislation on Capitol Hill, action is far from taking
place. Amid legislation arguments, empirical findings indicate that although studies find
legislation to reduce gun violence to a certain extent, no solution to the phenomenon of
mass shootings has been proposed. As such, the exploration for additional information
continues, to find potential alternatives to address the problem of mass shootings, arriving
at this research which sought to circumvent the legislation debate, and encourages that

this approach be taken while the legislation debate is sorted.

Open Source Intelligence

With firearm legislation out of the picture of immediate solutions, open source
intelligence provides a promising outlet for preventing mass shootings. Already, open
source intelligence is used both in the public and private sectors, with the government
and private companies leveraging it to stay ahead of incidents (Brayne, 2017;
Hetherington Group, 2024). Open source intelligence in practice examines publicly
available information, providing online surveillance for signs of incidents that may
escalate. Though the internet appears vast, and difficult to sort through given the high
volume of content it holds, intelligence practitioners have turned to data mining tools to
facilitate the process of finding the needle in the haystack of information, and then
turning to the risk matrix to triage or sort the level of urgency each finding demonstrates

(Best, 2011; Peace, 2017). However, incorporating criminological theory to address the
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slight uncertainties that take place across levels of the risk matrix can provide a more
soundproof categorization of what constitutes a real threat, and in turn, allow for law

enforcement to disrupt a mass shooting incident.

Platform Regulation and Oversight

A final policy implication to consider in light of mass shooting subcultures on
social media platforms and online boards, are the platforms themselves. While
mainstream social media platforms contain a number of terms and conditions and terms
of use policies, these policies are never strictly enforced. The majority of social media
platforms to date include features to report posts or images for violent behavior, for
harassment or bullying, for the posting of someone’s personal information, and for
impersonating profiles among other reasons. However, platforms like X where
individuals reporting concerning posts result in little to no action taken by the platform,
present an obstacle. While this problem can be seen on X and other mainstream social
media platforms, the problem intensifies when it comes to online boards. Since online
boards provide greater anonymity, less regulation, and contain niche groups, they present
a greater problem than mainstream social media. As a result, these issues have led to
advocates fighting for greater social media regulation. However, given that social media
is one of the ways to identify leakage before a mass shooting among other crimes, strict
regulation on social media may not be the answer. Additional regulation on social media
may simply cause migration away from one social media platform with high regulation to
another platform with less regulation, similar to the concept of displacement in studies of
crime. One example is seen with X while it was still known as Twitter. The increased

regulation on Twitter created a migration away from it and over to Truth Social,
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especially when former President Donald Trump was banned from Twitter (X, 2021).
This example highlights that increased regulation on social media may not provide a
simple solution. Instead, one concept to entertain may be more transparent data from
social media platforms and especially online boards, and the requirement of increased
awareness of these social media companies for the signs of danger leading up to a crime.
Perhaps social media can mirror the reporting mechanisms of the real world. Rather than
have social media platforms self-regulate, perhaps they can be tasked with a duty to act or
report, should concerning social media content be on their platform.

Though one solution alone cannot completely prevent mass shootings, the
literature reviewed highlights the need to continue incorporating criminological thought
into practical approaches. The incorporation of criminological thought over time to the
issue of mass shootings has moved the general understanding of mass shootings from the
myths of mental illness being cause alone for mass shootings, to an individual’s strains
being considered as a cause, and later a lack of social integration as pushing them to mass
shootings, to the more current factors examined in the literature such as differential
association and subcultures. Since this research found a correlation between social media
usage and mass shooting incidents and deaths, subcultural theory of crime was applied as
a potential explanation, arguing against the concept of lone wolf shooters. On the
contrary, this application of subcultural theory highlights the networks and groups mass
shooters may turn to in order to fuel their attacks. As a result of these findings, and with
its limitations in mind, policy implications highlight the need to circumvent the debate on

firearm legislation. Instead, this thesis proposes the shift to open source intelligence to
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capture online leakage of mass shootings as simply one potential solution to the

phenomena of mass shootings.
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