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Abstract 

“Develop a Quality Function Deployment to Implement a Robust And Reliable 

Software System” 

This research is aimed towards defining the quality of software in terms of 

requirements, stakeholder needs and most importantly on iterative analyses, which would 

produce a process by which the software quality can be improved with time.  This would 

mean that the requirements would be dynamically updated, stake holder needs will be 

dynamically updated and the analyses iteratively updated. 

By far and away, the most expensive re-engineering task in any system is the 

maintenance and restoration of complex software, Mazzuchi et al [22].  In the opinion of 

the author, the most critical element in this design and implementation scenario is the 

inability to measure the software quality with enough acumen and confidence to 

implement an optimal solution.  Herein lies the problem, there is a need to have a process 

by which the stakeholder can ensure a system which is optimal in quality and 

functionality within the cost and schedule.  The model proposed in this research is aimed 

towards the development phase where the greatest changes in requirements and 

functionality occur, and it is imperative to make changes in the design early in the system 

implementation. 
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1. Introduction  

Software reliability has been bandied around for many years as a measure of software 

quality.  However, the definition of quality has been very differently defined by the 

pundits in the field.  The arguments have varied from the subjectivists views of what 

software quality is to the frequentist views of what software quality should be.  This 

research is an effort to encapsulate the body of knowledge from both camps and provide 

a more amenable and intuitively acceptable method of defining software quality with the 

added advantage of including the stakeholders’ perceived notion of what the final 

software system should achieve. 

Quality, however, has been defined differently depending on the subjective 

perception of Software Quality.  For example, the Quality of Software, (extracted from 

“The Challenge of "Good Enough Software” Copyright @1995, 2003 by James Bach, a 

slightly updated version of the original that was published in American Programmer 

magazine in 1995) states: 

“Software quality is a simple concept, at least in the textbooks.  Just determine your 

requirements, and systematically assure that your requirements are achieved.  Assure that 

the project is fully staffed and has adequate time to do its work.  Assure that the quality 

assurance process is present in every phase of the development process, from 

requirements definition to final testing.”   

“Software quality is not so simple in the field: where requirements shift and waver 

like a desert mirage, projects are perpetually understaffed and behind schedule, software 

quality assurance is often a fancy word for ad hoc testing, and management seems more 
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interested in business than in the niceties and necessities of software engineering.  

Remember that there's lots of money to be made if you can sell the right product at the 

right time, or even something close enough to being right.  Behind the veneer of metrics 

and Ishikawa diagrams, quality is just a convenient rendezvous for a set of ideas 

regarding goodness.  As Jerry Weinberg says, "quality is value to some person." 

 Another definition, the Quality of Software, (as defined by the AIAA 1992) 

states: 

 “Quality is the ability of a product or service to satisfy the needs of the user, or 

stake-holder and includes all the functional and performance capabilities and features.  

Thus, extending this to software quality, it is defined as the following: 

 The ability to conform to the specifications laid out by the stake holder 

 The extent to which the software possesses a desired combination of attributes 

 The extent to which the stake-holder perceives that the software meets 

expectations 

 The composite characteristics of the software will determine the degree to 

which the software in use will meet the stake-holder’s expectations. 

 A third definition of Software Quality (extracted © 1996-2008 -Rick Hower, last 

revised: May 4, 2008) defines software quality thus: 

“Quality software is reasonably bug-free, delivered on time and within budget, meets 

requirements and/or expectations, and is maintainable.  Quality is obviously a subjective 

term.  It depends on who the 'customer' is and their overall influence in the scheme of 

things.  A wide-angle view of the 'customers' of a software development project might 

include end-users, customer - acceptance testers, contract officers, management, the 
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development organization's management/accountants/testers/salespeople, future software 

maintenance engineers, stockholders, magazine columnists, etc.  Each type of 'customer' 

will have their own slant on 'quality' - the accounting department might define quality in 

terms of profits while an end-user might define quality as user-friendly and bug-free. 

 This research defines Software Quality as follows:  “Software Quality is the 

amalgamation of good engineering judgment and customer perception, Software Quality 

is a measure of the software conforming to the requirements; how well it does conform to 

the specifications; how long it will conform to the needs; and how useful it is in fit and 

usability.  Based on the definition of Software Quality, the following four characteristics:  

Reliability, Design Goodness, Maintainability, and Usability are identified to completely 

describe Software Quality, where these terms are defined with identified metrics as listed 

at the end of this Overview.   

Quality Function Deployment (QFD) has been used very successfully to increase the 

vote of confidence of the stake-holder and the end-user of developed and implemented 

product, not so much because it gives a more accurate or precise quantitative worth of the 

product, but because it incorporates the human element into the evaluation, most 

importantly, the stake-holders. 

QFD has been defined as a tool to design quality into a product as stated by Dean [12] 

in his application of the methodology to large systems.  In 2003, Warrington & Jones [8] 

derived reliability requirements, using a QFD approach, based on stakeholder goals by 

correlating the derived functional requirements through performance and capability 

metrics to reliability and maintenance requirements.  Earlier in 1997, Yang & Kapur [11] 

outlined a reliability function deployment approach based on QFD to define the reliability 
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of a product based on continuous customer evaluation and introduces the aspect of robust 

design to improve reliability over time.  These extensions to incorporate the reliability 

and other uncertain metrics into the equation or, should I say, evaluation metrics in QFD, 

enables the quantification of the design alternatives even if they are on a relative basis.  

In 2001, Christiano, White and Liker [13] determined that the quality of a process or a 

product is as good as level of competence of the experience and judgment of the 

evaluators.  Peres & Martin [7] used QFD as a decision making tool to select a rapid 

prototyping technology.  Mirchandani [16] derived a model for iteratively developing a 

prototyping process based on incremental development, design test and evaluation.  

Doukas, Pollock and Jeyeratnam [6] demonstrate a fast spreadsheet approach to react to 

changing customer needs.  Lu et al [17] (2002) uses RQM, a 9-step process to extend a 

QFD type methodology to overcome its inherent shortcomings in dealing with fuzziness 

or uncertainty of information.  All these methods tend to concentrate on the hardware or 

product aspect where the objective is not ambiguous, where the processes can be 

quantitatively tested and where the tests are most often repeatable. 

1.1 Problem Statement 
 
 

However, there is no definite metric for ensuring the quality of Software.  When a 

stake holder, be it the user or the funding body, expresses a need for a service, the system 

engineering process by which the product is designed, developed and analyzed is not 

geared to the unwritten needs of the stake holders.  This means that even though the 

requirements for the system are elicited through analysis and compromise, the definition 

of success varies.  For example, if the stakeholder requires the product to perform a 
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function within a certain period, the developer will elicit the inputs, outputs, fidelity and 

performance for the function.  The next step will be the environment, the reliability, 

criticality and cost.  Finally, because time is money, the over-riding element in the 

process is the schedule. 

One omission is the instance when the function will be used.  Royer et al [18] 

recognized this and described processes by which the operational profile of the software 

product can be correlated to the reliability of the system, whereby the performance and 

failure data can be more accurately mapped to the software system.  As an example, 

examine the case of a software system that has a task to print a page when a certain 

sequence of functions is executed.  This function is tested and tracked all through the 

development and test phase, with performance, i.e. how fast, how well, and how 

consistent; and availability, i.e. how many time it fails, for how long.  Thus, if the 

quantitative analysis predicates a redesign to meet the requirements, the developer does 

so at the expense of cost and schedule.  Now, when this software system is deployed in 

the field, the operational profile has changed, and instead of simulating the print function 

repeatedly, it is invoked only when the sequence of tasks are executed.  Thus, the 

quantitative analysis and hence redirection of design effort and subsequent predictions for 

the print function did not simulate the operational use of the function.  Hence, is the 

quality of the system may not be exactly what the stakeholder desired.  Hence, even 

though the requirements have been extracted using system engineering practices, the 

fuzziness of the actual operational needs have not been taken into account.  Another 

omission to compound the ‘required quality’ of the software system is the inability to 

evaluate the metrics to the extent that the stake holder requires.  For example, if the 
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software system is to be deployed in the field over the next five years and it takes 3 years 

for all the elements to be deployed, what criteria are used to test the transition of the 

system?  Can these criteria actually predict the quality of the fully implemented system?  

If so, then the deployment process must be such that the enhancement of the newer 

elements will in no way affect the performance or reliability of the existing deployed 

elements.  If not, then we have the problem that the operational environment has not been 

reached and as a result the analyses that has been carried out has a certain degree of 

fuzziness and cannot be certain to meet the final requirements unless, the system has been 

over designed. 

This research is aimed towards defining the quality of software in terms of 

requirements, stakeholder needs and most importantly on iterative analyses, which would 

produce a process by which the software quality can be improved with time.  This would 

mean that the requirements would be dynamically updated, stake holder needs will be 

dynamically updated and the analyses iteratively updated. 

By far and away, the most expensive re-engineering task in any system is the 

maintenance and restoration of complex software, Mazzuchi et al [22].  One might say 

why can’t the designers and developers get their act together and design it right the first 

time.  In the opinion of the author, the most critical element in this design and 

implementation scenario is the inability to measure the software quality with enough 

acumen and confidence to implement an optimal solution.  Herein lies the problem, there 

is a need to have a process by which the stakeholder can ensure a system which is 

optimal in quality and functionality within the cost and schedule.  The model proposed in 

this research is aimed towards the development phase where the greatest changes in 
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requirements and functionality occur, and it is imperative to make changes in the design 

early in the system implementation. 

1.2 Problem Solution 
 

Paraphrasing, the quality of software, as defined by the AIAA 1992, is the ability of a 

product or service to satisfy the needs of the user, or stake-holder and includes all the 

functional and performance capabilities and features.  Thus, extending this to software 

quality, it is defined as the following: 

1. The ability to conform to the specifications laid out by the stake holder 

2. The extent to which the software possesses a desired combination of attributes 

3. The extent to which the stake-holder perceives that the software meets 

expectations 

4. The composite characteristics of the software will determine the degree to which 

the software in use will meet the stake-holder’s expectations. 

From these criteria, it is seen that all four of these elements have to be evaluated to 

predict the quality of software.  The question one asks is who is the stake-holder?  Is it 

the entity that will use the software, or is it the entity that will maintain the software over 

the life cycle of the product, or is it the producer of the software.  There exists a definite 

relationship between the producer and the user, and this relationship varies with each of 

the four criteria.  The weight of each criteria, in that how is one more important than the 

other is subjective, as are many of the comparative qualitative evaluations.  However, 

there exist certain mathematical underpinnings that provide a classical, frequentist and 

subjectivist interpretations for quality criteria. 
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Modarres [19], defined quality in terms of the role the human plays to support four 

elements of performance, which in turn lead to quality.  These four elements of 

performance are: 

1. Capability to satisfy the functional needs 

2. Efficiency to effectively utilize the resources 

3. Reliability to operate when needed 

4. Maintainability to quickly start after a failure 

Thus, the human has to perceive that the product indeed has the capability to satisfy 

the functional needs, has efficiently utilized the resources, has the reliability to operate 

when needed and finally has the ease of maintainability.  QFD is one method by which 

the quality of Software can be tracked and improved if the metrics for Software are 

selected with all the stakeholders’ inputs.  Using the Matrix of Matrices developed by 

University of Sheffield [20], the selected matrices are shown in Figure 1-1. 

Thus having stated the problem space and some gaps in the evaluation of information, 

I propose to use a QFD model for the development of a tool to extract the Software 

Quality in terms of the selected Quality characteristics, namely Requirements, Quality 

Factors and Metrics for Measurement and Criteria for selection.  This tool can and will be 

used by software architects, system architects, system integrators and system 

implementers.  The dynamic property of the proposed tool not only allows the 

practitioners to make design changes early in the development phase to meet changing 

requirements, but also allow the evaluation of the product, in this case the software 

quality with every design change.  It should be noted that the design changes invariably 

lead to changes in the implementation approach.   
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1.2.1 Software Quality in terms of Quality Characteristics 

 
To quantify Software Quality, it is necessary to define the characteristics that best 

describe software quality.  Quality Characteristics are attributes that have to be specified 

to completely define the software and enable the decision makers to compare different 

software solutions.  These characteristics are described as follows: 

1. Requirements 

2. Quality Factors and Metrics for measurement 

3. Criteria for Selection 

 Requirements:  

These drive the need for the specific quality factors.  Thus, more accurately the 

requirements are written, the better the selection of which quality factors are highly 

critical, critical, essential, routine, and nice to have. 

 
Ranking Requirements and their dependencies on Quality Factors: 
 

In order to ensure that the correct quality metrics are selected it is essential to ensure 

that the correct requirements are written and correctly categorized as critical, and so on.  

For example, one person’s assignment of requirements in to categories may not be the 

same as another.  To ensure that biases are absent from the categorization and to include 

the expertise and experience of experts into the selection of requirements, a survey in the 

form of a questionnaire will be used.  This survey will not only rank the requirements that 

have been developed for the system but also rank the quality factors to meet the 

requirements. 

 
 Quality Factors and Metrics for Measurement: 
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This research contends that there are four quality factors identified that have to be 

measured and hence to do so we need to have quality metrics.  These quality factors are 

Reliability, Functionality, Maintainability, and Usability.  For example, when we say that 

the design is reliable, this means that we do not expect to see the system to go down for at 

least a specified period of time and if it did, the downtime would be less than a specified 

period of time.  Thus, we have to be able to measure the failure rate and down time of the 

software or a model thereof to evaluate how reliable the software system is.  Thus for 

each of these quality factors, quality metrics have to be selected that can be measured.  

Once these metrics are available, they are applied to the design options available and the 

options are thus ranked in terms of these quality factors. 

 
1. Reliability of the Software: 

a) Technical aspect – can it be maintained/enhanced over the life time 

b) Expertise & experience – reliability of the developer 

c) Design – reliability of the design 

2. Functionality of the Software System: 

a) Fidelity of the system – accuracy of the system 

b) Cost effectiveness of the design – function versus cost trade-off 

c) Efficiency of the design – performance of the design, minimizing resources 

3. Maintainability of the Design: 

a) Flexibility – in meeting requirements creep and enhancements 

b) Cost – able to do so within cost 

c) Repairable – resources and skills 

4. Usability: 
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a) Operational Ease - easily used 

b) Operational cost – training and running costs 

  
Criteria for Selection: 
 

The criteria for selection can be evaluated as how well the design option selected 

meets the requirements and in this case, the metric for comparison is the quality factors.  

Thus if the design option A has the highest quality factor rating in meeting the 

requirements then this is the chosen implementation option.  However, if the 

requirements change or the measurement of the metric changes, then e the quality factor 

can change and the option A no longer becomes the optimal solution and instead we have 

Option C being the highest rank candidate. 

1.2.2 Quality Function Deployment Methodology 

 

QFD as the name implies is the deployment or the assurance of deploying the best 

quality possible within the cost and resource constraints taking into accounts the 

dynamics of the uncertainty of what the stake-holders wants, what the stake-holder will 

be satisfied with and what the capability of the system is.  To do so, the QFD paradigm 

compares selected attributes of the system either relatively to each other or to a preset 

constraint, and allows external conditions to modify the result as the development 

progresses. 

For example, if the stakeholder has certain needs; these needs are evaluated through 

surveys and questionnaires to arrive at a ranked set of customer requirements.  These 

requirements are then introduced into a quality matrix to be compared with quality 

characteristics to reach a consensus on a ranked set of technical requirements, i.e. quality 
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characteristics that are needed to meet the objectives.  These quality characteristics are 

then introduced into another matrix, and in this case a development matrix to be 

evaluated against the quality factors.  The consensus from this evaluation is used to rank 

the factors for the final matrix whereby the selection criteria are used to select an 

implementation option. 

Figure 1-1  Matrix of Matrices 
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Quality Characteristics = f (Requirements, Metrics, Criteria) 

The shaded boxes in Figure 1-1 outline the process of analysis.  The Customer 

demands are used to extract the requirements and correlated to the Quality characteristics.  

These Quality characteristics are also correlated to the Functions to be implemented.  

Finally, the functions are correlated to the Failure Modes, and compared with the Quality 

Characteristics, which are also correlated to the Failure Modes.  Finally, the quality 

characteristics are correlated to the critical parts of the design to optimize the best 

selection for implementation. 

The optimal approach to implementing a system is based on ensuring that all the stake 

holders’ needs are met.  The metrics for extracting the requirements and comparing the 

options will be the schedule, cost, performance and information.  The information will be 

the interpretation of the available data based on mathematical models that will ensure that 

the information is valid i.e. the veracity of the source; the integrity of the information in 

that the data is true and measured and not plucked out of the air; and finally the 

information has been properly correlated to the required needs, i.e. the technology can 

meet the capabilities of the system based on the tools, skills and experience.  

Another metric in the evaluation will be the capability to prototype critical elements 

of the system with lower cost and greater autonomy, i.e. ensure that the allocation of 

functions to elements allows the function to be tested independently with a high level of 

confidence that when integrated it will not degrade in performance.  For, example, if the 

critical element is to qualify that ingested data is good; this function should be a critical 

function and the interface to and from this function should be very reliable.  Thus if a 
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secure point to point connection using standard high speed data protocols are used the 

interface will not be a degrading influence on the qualification function. 

The analysis will also include the life cycle cost in terms how adaptable the model is 

to be new information.  This would mean defining the metrics as actual, predicted or a 

mix of the two.  In each case the process by which these values are updated, taking into 

account the uncertainty of the source information; the quality of the information; and the 

applicability to the specific model, will be described.  The criteria for selection will be 

fidelity of the functional output; cost of implementation and expandability. 

There have been many processes developed for ensuring the design of hardware 

systems with specified quality characteristics.  These characteristics may be reliability, 

performance, cost or time to market to name but a few.  However, there is no process by 

which the design of a software system can be optimized with specified quality 

characteristics.  The reason for this is two-fold: (1) The quality characteristics for 

software are subjective.  For example, whereas a certain school of thought may consider 

software quality as a system that never breaks, i.e. is very reliable and always available; 

another school of thought may define it as the ability to give very accurate results all the 

time. (2) The quality characteristics so defined are not completely measurable.  

The objective of this research is to develop a Quality Function Deployment Model 

that would provide a set of requirements and design specifications thereof to implement 

or engineer a robust and reliable software system.  The design criteria has to be defined 

such that the stake holders requirements are met, both in the near term operational 

environment and the long term life cycle objectives.  The model will examine the 
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implementation options from a static point and as a dynamic design.  Most importantly, 

the quality of the software has to be defined in terms of the four quality factors identified: 

 How reliable is the system from a (a) technical aspect (b) the expertise and 

experience built into it and (c) reliability of the design 

 How ‘Good’ is the design in terms of how well does it do the job in fidelity, cost 

and design 

 How maintainable is the design in terms of design options and cost thereof  

 How usable is the design in ease of operation and operational cost. 

 

Each of these four categories have to be measurable and correlated to a Quality 

Metric so that the different design options can be compared using a common ranking 

scheme. 

 

 

 

 



 

2. Review of Literature 

2.1  Overview 
 

QFD has been used extensively in the manufacturing world, in other words to 

improve and propagate the manufacturing process of hardware.  I must assert that even 

though many of these improvements have mandated the quality improvement of the 

software tools and processes to enable this quality manufacturing implementation, they 

have not actually improved the quality of the software product as an entity.  Yes, the 

usefulness as regards to the manufacturing process has improved, but no as a stand-alone 

product, the software is not a quality product.  However, there have been recent advances 

in this field and some of the literature is discussed in the following paragraphs. 

2.2 State of the Literature 
 

Leonard et al [1] developed a QFD process defining an industry-based technology 

road map, identifying core technologies and their development.  The architectural trade-

offs were compared with the competitive features with respect to the same core-

technologies.  Erder and Pureur [2] prioritized the user requirements early in the 

architectural process and correlated architectural requirements to key business drivers.  

Doukas, Parkins and Jeyaratnam [3] address a QFD process by which quality factors are 

integrated into system requirements and design.  The process developed is from a 

customer’s perspective and is based on the assumption that the producer’s or contractors 

top level constraints are met. 
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Zhou and Chen [4] developed strategic Business Process Re-engineering initiatives 

from a QFD-based decision making approach established a relationship between re-

engineering objectives of a producer and the effectiveness, cost and benefits.  Hochman 

and Connell [5] developed a QFD approach to competitive environmental issues, 

minimizes” the non-quality aspect, i.e. what the customer does not want, hence reducing 

the cost of quality and overall cost.  Doukas, Pollock and Jeyaratnam [6] advocate a 

strong need for a dynamically adaptive model by which timely adjustments are made to 

meet changing customer demands, providing a strong link between qualified user 

requirements that are prioritized and product or design performance requirements.  Rapid 

Prototyping initiatives allow us to validate design decisions hence minimizing re-

engineering efforts and cost, and identifying potential risks.  Peres and Martin [7] assert 

that the fast evolution of production techniques in product manufacture poses the 

question “Does the product or service I propose fit the market expectation and do I make 

it?”  Creativity must be followed by an ability to react with a time to response sufficiently 

short to be a positive argument when proposing a product.  The underlying assertion 

being the time to market is the key to success. 

Warrington and Jones [8] profess that reliability and maintenance are not direct 

customer requirements but derived as measures by which to express customer 

requirements.  Essentially customer requirements should be optimized to maximize the 

benefits of reliability and maintainability.  Deardon and Howard [9] proposed an 

approach to capturing the user predicted need for innovative systems yet to be developed.  

Using soft systems methodology and QFD the approach identifies uses; prioritizes 

derived requirements; and develops scenarios with hypothetical users to validate 
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implementation options.  West [10] confirms the fact that QFD has been used 

overwhelming in the hardware development process.  Software tends to be less 

measurable since the metrics for measurement are not as obvious.  West further proceeds 

to expand on the use of QFD in the Software Development Process and identifies the 

most important factor in using this process is to understand what’s and the how’s of the 

end product.  To do so requires the identifying design requirements that are measurable.  

Yang and Kapur [11] outline an approach to integrate QFD with FMEA in developing a 

reliability deployment process.  

Dean [12] in an effort to develop new approaches to managing large scale projects 

developed a QFD approach for large systems by linking QFD to the system engineering 

process for complex high cost large scale systems.  The final value for the customer 

demand was assumed to be the value to the project of the customer demand times the dot 

product of the value of the customer and the correlation between the customer and the 

customer demand; 

Demand = Value to Project x (customer value  correlation (customer & desire)) 

Dean continues to espouse the facet of system engineering that requires concurrency 

across all the expertise, such as hardware, software, RMA, quality, test, etc., needed to 

bring fruition to system implementation.  This would require that this expertise would 

define and rank the demands, functions, quality characteristics, systems, new concepts 

and correlation matrices.  Dean defines a facet not included in QFD, but is included in his 

approach, namely the project life cycle functions required to implement the system. 

Christiano, White and Liker [13] determined that the quality of a process or a product 

is as good as level of competence of the experience and judgment of the evaluators.  They 
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introduced a value function to aggregate the attributes and incorporated a computational 

representation of uncertain knowledge from stake-holders.  The first step in their 

proposed approach redefined the customer requirements as mutually utility independent 

designer-defined requirements.  This presupposed complete comprehension of the 

customer requirements by the design team.  The evaluation of quality factors for large 

system [14], essentially hardware-oriented system, has been discussed in the literature.  

Maier [15] introduced the concept of performance in QFD using a structured approach.  

Quality elements have also been defined by the role a human plays [19]. 

 

 



 

3. Methodology 

This section outlines the process by which a Quality Function Deployment Model is 

used as a tool to extract the Software Quality in terms of the selected Quality 

characteristics, namely Requirements, Quality Factors and Metrics for Measurement and 

Criteria for selection. 

3.1 Overview of Methodology 
 

As stated earlier, the model will examine the implementation options from a static 

point and as a dynamic design, whereby the quality of the software has to be defined in 

terms of the four quality factors identified. 

3.1.1 Definition of Software Quality 

 
Quality Characteristics are attributes that have to be specified to completely define 

the software and enable the decision makers to compare different software solutions. 

 How reliable is the system: 

o technical aspect – can it withstand the load; is it flexible enough to 

accommodate a spike in the load; can it be maintained over the 

lifetime of the mission; can it perform or is it capable of performing 

o expertise and experience built into it – how good are the design 

decisions; how good is the design; what experience or expertise will 

validate the design; how has the risk been mitigated 

o reliability of the design – how often will it fail; what are the different 

failure modes; how can they be recovered from; what is the frequency 

of failures; how tolerant is the system to faults. 
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 How ‘Good’ is the design: 

o fidelity – accuracy and quality of the information received, processed 

and delivered 

o cost – cost benefits in terms of capability and enhanceability 

o design – is this the optimal design; is it flexible; can it be re-used 

 How maintainable is the design: 

o design options – has it been optimized for maintenance 

o cost - can it be maintained in a cost-efficient manner 

 How usable is the design: 

o ease of operation – is it easy to use; can people be trained easily; can it 

be re-configured easily 

o operational cost – is it cost beneficial to use the system; can it be 

operated at low cost;  at low power; with lower operator overhead; 

increased automation 

Each of these four categories have to be measurable and correlated to a Quality 

Metric so that the different design options can be compared using a common ranking 

scheme. 

3.1.2 Requirements Analysis 

 

To demonstrate the process flow, we are given a top level objective, which is the 

formal requirement from the stake-holder.  We are now left with a task of developing a 

model that will enable us to achieve our objective, i.e. the means to implement a robust 

and reliable software system.  For example, the top level requirement may be stated thus: 
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 “A system that will provide clear informative images from a satellite in near real 

time.”   

This requirement is fraught with peril, in that we have adjectives that have no bounds.  

For example, what is informative?  Does it mean that we need to have a granularity of 1 

millimeter, 1 centimeter or 1 meter?  What type of image? Is it JPEG or enhanced 

through simulated colors? What does near-real time mean, 0 seconds? 1 microsecond?  A 

couple of milliseconds?  QFD directs us to set-up a column of requirements based on this 

top level requirement that would allow the stake-holder, with or without the engineering 

team to arrive at a ‘qualified’ set of requirements stemming form the top level.  For 

example, the qualified set would define the fidelity in terms of how fine the image must 

be; the format of the image, digital or analog; how quickly it should be either displayed 

or viewed via a telescope or even printed out. 

Thus, this top level requirement is now decomposed into a set of definable top level 

requirements that will allow the team, which now consists of the stake-holder and the 

engineering team to rank or score on the priority of the requirement.  One breakdown can 

be as follows in Table 3-1: 

Table 3-1 Top Level Requirements 

Top Level Requirements Wt. 
The system needs to ‘ingest’ data from multiple sources and formats  5 
The system needs to ‘verify’ the authenticity of the ingested data  4 
The system needs to ensure that no data is lost and all data are ‘saved’ 5 
The system needs to be able to ‘process’ all the data completely  4 
The system needs to be able to ‘validate’ the data product and hence the data  3 
The system needs to be able to ‘distribute’ the data products to the users in all formats  4 
The system needs to be able to ‘store’ the data and data products for a specified period  3 
The system needs to provide an ‘accurate’ translation of the raw data into images 3 
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The next step is to introduce some engineering characteristics, which would enable 

system implementation.  These characteristics are also evaluated for some measure of 

need for the requirement to be met.  These measures can be scored as Low, Medium or 

High where Low is give a score of 3, Medium a score of 6 and High a score of 9.  If the 

team is very knowledgeable and has a lot of experience in these types of systems the 

scoring can be made more granular with 1 being the lowest and 10 being the highest.  The 

former scoring scheme enables the field of experts to be drawn from a list of technical 

experts in System Design, without biases towards a specific type of system; thereby the 

responses received for scoring the capabilities have a stronger correlation and could be 

considered as answers that are more consistent.  Since the respondents are evaluating 

these capabilities from a purely technical stand-point, without prior knowledge as to 

where similar systems have been used, could delay the response process.  There are other 

constraints that could be identified to decide between faster responses versus un-biased 

capability evaluation.  For examples, to meet the high priority requirements of ingest and 

save, the consensus may have selected and scored the capabilities in Table 3-2: 

Table 3-2 Scored System Capabilities 
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Ingest 5 9 9 9 3      
Save 5 9 9  9 9 3    
Accuracy 5 9 9 9       
Verify 4 6  9   1  3  
Process 4 9 9 9 6      
Distribute 4       9 6 6 
Validate 3 6 6    6    
Store 3    6 9     
Wt.→  27 24 20 13 9 5 5 5 3 
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Thus, the capabilities are weighted and the next matrix drawn with the capabilities 

listed in the first column.  These capabilities are then evaluated in a similar manner with 

the different implementation options.  Where the capability will best implemented will be 

scored the highest and where is it the lowest it will be scored the least.  Thus, each of 

these capabilities is evaluated against the implementation options. The process is repeated 

at the next level of definition, which may involve the criteria for selecting a specific 

implementation from a probable list based on the Quality Characteristics Scoring for each 

implementation and the selection criteria. 

Figure 3-1  System QFD Flow 

 

3.1.3 Metric Selection 

 
uires another metric to be evaluated, namely the metric for 

mea

in 

implementing a software system. 

 

The research objective req

suring software quality.  This is the process by which the metrics for measuring 

software quality are defined and the criteria for selecting one measure over the other 
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3.1.4 Definition of Metrics: 

For a metric to be useful, it has
 

 to be easily described, functionally useful, measurable 

nking.  The metrics selected should be 

daptable with changes in needs, clarification of existing needs and re-allocation of 

criticality.  It should be stressed that not all the selected metrics need be applied to every 

system being implemented. 

 
 are the results from the matrices that would enable the 

entation for the software system.  Any changes in the 

quirements or the quality characteristics would dynamically change the analyses and 

the choice may be different based on the results. 

It is very important to select these criteria carefully.  For instance, a selection criteria 

that is based on meeting the schedule for system operations may not always result in the 

most functionally reliable system. 

d herein, the conceptual system to be implemented is 

“There is a need to implement a software system solution to provide safe routes to a 

team of rescue workers to safely and quickly evacuate victims of a natural disaster.  This 

software solution will be implemented in reliable, efficient computing systems with a 

reliable, efficient communication system.” 

and normalized to permit comparison and ra

a

3.1.5 Criteria for Selection 

The criteria for selection

decision maker to select the implem

re

3.2 Software Quality QFD Methodology  
 

For the demonstration describe

described as follows: 

 25



 

3.3 Conceptual Requirements Analysis 
 

To demonstrate the process flow, we are given a top-level objective, which is the 

-level requirement has been presented 

nd we are now left with a task of developing a model that will enable us to achieve our 

objective, i.e. the means to implement a robust and reliable software system.  QFD directs 

us to set-up a column of requirements based on this top-level objective (requirement) that 

would allow the stakeholder, with or without the engineering team to arrive at a 

‘qualified’ set of requirements stemming form the top level. 

Thus, this top-level requirement is now decomposed into a set of definable top level 

requirements that will allow the team, which now consists of the stake-holder and the 

engineering team to rank or score on the priority of the requirement. 

The next step is to introduce some engineering characteristics, which would enable 

system implementation.  These characteristics are also evaluated for some measure of 

need for the requirement to be met.  These measures can be scored as Low, Medium or 

High where Low is give a score of 3, Medium a score of 6 and High a score of 9.  If the 

team is very knowledgeable and has a lot of experience in these types of systems the 

scoring can be made more granular with one being the lowest and ten being the highest.  

The former scoring scheme enables the field of experts to be drawn from a list of 

technical experts in System Design, without biases towards a specific type of system, and 

thereby the responses received for scoring the capabilities have a stronger correlation and 

could be considered as answers that are more consistent.  Since the respondents are 

evaluating these capabilities from a purely technical stand-point, without prior knowledge 

as to where similar systems have been used, could delay the response process.  Other 

formal requirement from the stake-holder.  The top

a
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constraints could be identified to decide between faster responses versus un-biased 

capability or functionality evaluation.   

To elucidate the concept the evaluation of capabilities and their correlation to the

requirements for the example described 

 

in Section 3.1.2, are discussed, as follows.  For 

exa d 
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mple, to meet the high priority requirements of ingest and save, the consensus coul

have selected and scored the capabilities as shown in Table 3-2. 

Table 3-2 Scored System Capabilities 
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Ingest  9    5 9 9 3   
Save 5 9 9  9 9 3    
Accuracy 5 9 9 9       
Verify  4 6  9   1  3  
Process  4 9 9 9 6      
Distribute  4       9 6 6 
Validate  3 6 6    6    
Store  3    6 9     

Wt. →  27 24 20 13 9 5 5 5 3 
 

These score apabil es in th  exam le refer to a high rate teleme y proc sing 

system used in the receipt and processing of telemetry data from a satellite.  The 

imp

all the 

 

d c iti is p tr es

lementation options could be a completely software solution, which means that a 

high-powered CPU system will have the necessary software systems to provided 

capabilities needed.  The other implementation options could be a completely hardware 

solution where the capabilities are implemented by hardware elements, or a mixture of 

hardware and software, referred to as a hybrid system. 
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3.4 Software Quality QFD Overview 
 

This section describes the use of the model to evaluate a Quality Score for a Software 

System, which, if implemented, will meet the needs of the Stake Holder.  Figure 3-2 

 of Matrices [20]. 

 

 

shows the top level QFD Flow, using the Matrix

Figure 3-2  Software Quality QFD Flow 
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An Expert Team is selected which could be made up of the Vendors Design Team, 

Consultants to the Stak r Design Team.  For 

this rese ilot” Exper as s

described in the ‘Pilot Phase’ of the pro

Optionally, there could be only One Expert 

for the whole Model Implementation.  The Pilo

collusion with the Stake-Holder extracts Require

Metrics for Measurement and the Criteria fo

Quality Characteristics for Software Quality 

Section 5 describes the questionnaire de

implement the main project phase of this stag

cadre of experts from whom to elicitate inform

requirements and quality characteristics.  Th

ensure that decisions are ma

order to do so, a survey was distributed to 

elicitate their responses based on their mo

response and their nominal response.  These 

[32] Model to extract Performance and Inform

responses, the Expert Team was asked to id

thro e, 

eights 

om the 

e-Holder, or the Stake-Holder and the Vendo

arch, the “P t Team w elected from a smaller population, as 

cess as described in detail in Section 4.1.  

Team who will contribute the expert opinion 

t Expert Team analyzes the Needs and in 

m  System; Extract the 

r Selection of these Metrics to develop 

e Quality Needs of the Customer. 

velop hich was used to 

e of the ch, to select and calibrate a 

e Expert Team needed to be calibrated to 

de with a certain knowledge base and understanding.  In 

the Expert Team with se ns to 

st pessimistic response, their most optimistic 

responses were fed into the Classic Cooke 

ation Weights.  In addition to these seeded 

entify their strengths and weaknesses either 

ents for the

to meet th

ment phase, w

resear

ation for an unbiased ranking of 

eded questio

ugh a self-evaluation based on their expertise and experience working with Softwar

Hardware and System development and design OR by evaluating their experience and 

expertise based on their documented expertise and experience.  These scoring or w

based on experience and then used to weight the Performance Weights obtained fr
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Classic Cooke [32] Model to derive Normalized Performance Weights Based on 

Experience/Expertise.  The Expert Team was calibrated as shown in Figure 3-3. 

Figure 3-3  Calibrated Expert Team 

 

The Stake Holder proposes a system objective to be met (Step 0 in Figure 3-4).  Fro

this system objective, a set of Target Needs are extracted and proposed (Step 1b in Fig

3).  Based on Expert Opinion (Step 3b in Figure 3-4), Top Level Objectives (Step 1 in

Figure 3-4) are extracted, ranked, weighted and scored; and listed into the first of the 

QFD Matrices.  The correlation between the Top Level Objectives and the Success 

Criteria (Step 1c in Figure 3-4) derived through Expert Opinion (3b) are depicted in the 

second QFD matrix.  From this QFD matrix, a set of Weighted Success Criteria is 

extracted and fed into the third QFD matrix.   

Based on Expert Opinion (3b), Apriori Prioritized Requirements (2b) are extracted, 

weighted and scored to be compared against the Target Success Criteria.  The resulting 

comparison delivers a set of Target Requirements (Step 4 in Figure 3-4). 

The roadmap shows the Target Requirements being compared against the 

Functionality (list of functionalities) extracted from the responses received to the

m 

ure 

 

 

distributed questionnaire (based on Expert Opinion (3b)), which are ranked and scored by 
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the team, and weighted b e.  The resulting 

comparison delivers Target Functions (Step 6 in Figure 3-4). 

Failure Modes identified and extracted from the Survey responses received to the 

distributed questionnaire (based on Expert Opinion (3b)).  The Target Functions are then 

compared against these Failure Modes and resulting scoring is both normalized to 

evaluate a ranking, and rated using a weighted method, whereby the influence of the 

Fai

 

ainst 

stics 

 Characteristics are referred to as the 

Tar

are first 

ide uality 

et 

y the Calibrated Normalized Performanc

lure Modes are identified.  The resulting ‘Weighted’ Failure Modes are referred to as 

the Target Failure Modes (Step 8 in Figure 3-4). 

Similarly Apriori Prioritized Quality Characteristics (based on Expert Opinion (3a))

extracted from ranked and scored Quality Characteristics defined in this research to 

completely quantify and qualify the Quality of the Software System are compared ag

the Target Functions and the resulting scoring is both normalized to evaluate a ranking, 

and rated using a weighted method whereby the influence of the Quality Characteri

is identified.  The resulting ‘Weighted’ Quality

get Quality Characteristics (Step 7 in Figure 3-4). 

Finally, the Target Quality Characteristics are compared against the Target Failure 

Modes to define an optimal software product.  The Target Failure Modes 

ntified as Failure Type so that their interaction and effects on the different q

characteristics can be more correctly evaluated.  The comparison between the Targ

Failure Modes and the Target Quality Characteristics are evaluated and depicts the 

Quality of Software (Step 10 in Figure 3-4) expected from the QFD Model. 
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Figure 3-4  QFD Model Road Map 
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3.5 Software Quality
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 Metric Selection 

Since this research objective requires another metric to be to be evaluated, nam

etric for measuring software quality.  The following paragraphs describes one process 

by which the metrics for measuring software quality and the criteria for selecting one 

easure over the other in implementing a software system.  For the dem

described herein, another conceptual system is described as follows: 

“There is a need to implement a software system solution to provide safe routes to a 

team of rescue workers to safely and quickly evacuate victims of a natur

software solution will be implemented in reliable, efficient computing systems with a 

reliable, efficient communication system.” 

The first step in the proposed QFD model is to elicit and prioritize the stak

needs and desires for the conceptual software system.  The objective of the system

hypothetical instance described, in which the quality of the system is paramount.  The 

easures of quality will be the author’s belief of what software quality entails.  I

assumed that the team, consisting of the stake-holders and the engineering team

developed and prioritized a list of top level requirements.  In prioritizing the 

requirements, the panel of experts did offer assumptions and rationale as to how they 

ranked the alternatives.  For example, one expert’s rationale was as follows: 

(1) The most important requirements are those related to getting the correct inform

needed.  Misinformation will result in mission failure.  The main roadblock ge

information needed is awkward, hard to use systems.  The users are presum

rescue workers, not computer specialists, therefore special priority must be give

usability and then to correct operation.  I assume that the system has “bell a

that are desirable, but not essential and therefore all functionality is not neede
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(2) The next priority is given to response time related requirements.  I assume that it takes 

identify where the rescue workers need to go.  Once the system identifies the fastest 

 the 

 be available when 

a while), then it needs to be easy to access.  The fault tolerance of the system is a high 

f a 

 

eir 

Top Level Requirements 

many minutes, even hours, after a natural disaster to gather enough information to 

routes, I assume it takes many minutes, even hours, to arrive at the destination.  If the 

computer systems has response times on the order of minutes, versus seconds, that 

probably adds very little to the overall response time and will allow simplifications to

design that improve overall correctness of operation.  So it needs to

needed first (if not, the system needs to be fixed and initialized which usually takes quite 

priority.  This may surprise the reader, but the rationale is that if response time can be on 

the order of minutes, it is probably ok for the system to occasionally restart because o

fault it could not handle. 

To demonstrate the process, albeit impartially, a questionnaire to elicit expert opinion

to prioritize the requirements will be distributed to a group of engineers with over 20 

years of experience in hardware, software and system engineering.  The results from th

responses, as shown in Table 3-3, could give the following priority ranking to the 

requirements. 

Table 3-3 Ranking of Top Level Requirements 

1 The system needs to provide correct responses 
2 The system needs to be easily useable 
3 The system needs to be available when needed 
4 The system needs to be easily accessible 
5 The system needs have a quick response 
6 The system needs to be capable of providing complete functionality 
7 The system needs to be fault tolerant 
8 The system needs to be robust 
9 The system needs to be portable 

10 The system needs to use resources efficiently 
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To ensure that the software system should be capable of meeting these needs, the 

metrics for measurement and the criteria for selection, as shown in Table 3-4, need to

addressed to prioritize the characteristics of software quality. 

 be 

Table 3-4 Ranking for Metrics and Criteria 

Metric for Measurement 
1 Number of data errors  
2 Time to input a request  
3 Time to provide a response  
4 Time to recover from a failure 
5 Number of failures 
6 Cost of implementation 
7 Cost of maintenance 
8 Schedule Cost 
9 Re-engineering cost 

10 Power consumption 
11 Hardware independent and easily transiti1d to accommodate EOL 

Criteria for Selection 
1 System needs to generate no more than E% errors over a usage of T hours 
2 System needs to meet all the critical requirements as agreed to in the contract 
3 Time to respond to a request within B seconds 
4 System needs to have an availability greater than X% over a usage of T hours  
5 Time to ingest a request within A seconds 
6 System must recover from failure less than S seconds without service interruption 
7 System needs to have no more than N failures over a usage of T hours 
8 System needs to have an MTBF no less than Y hours over a usage of T hours 
9 System or inflation  operational costs must not exceed $O per annum adjusted f

10 System needs to be backward compatible 
11 System needs to be adaptable to new technology 
12 System has to be implemented within budgeted cost of $B adjusted for inflation 
13 System needs to have software that is portable 
14 System power consumption needs to be less than $D over a usage of T hours 
 

This in ate that it is 

possible for an expert to evaluate very objectively the skills and prevailing levels of 

suc  and ithin the bounds of cost and 

schedule.  Once again to impartially demonstrate the process, the prop1nts will be asked 

itial survey results from a small set of experts is purely to illustr

cess  ability to implement the software system w
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to a e to 

e a questionnaire whereby 

the responses from the prop1nts w n terms of their 

spec c ex f systems, and their current 

field f pra

3.6 
 

has to be easily described, functionally useful, measurable 

and normal arison and ranking.  The metrics selected should be 

adaptable w ocation of 

criti ity. to every 

system bein hat is being enhanced to 

accommod highest ranking quality characteristic 

of th xist

have een e is 

no  or ill ask the question at this point, 

“Is oug e 

requiremen he 

requirement was to ensure that all good data has been ingested, in this case the fact that 

the collection and validation of ingested data.  The stakeholder’s direction to the supplier 

will specifically point out that all good data must be collected.  This brings up the basis 

ssess the various their own experiences are at liberty to trade off cost with schedul

achieve quality.   

However, for the research, the author proposes to distribut

ill indirectly assess their experience i

ifi pertise in the field, successful implementations o

 o ctice.   

Definition of Metrics: 

For a metric to be useful, it 

ized to permit comp

ith changes in needs, clarification of existing needs and re-all

cal  It should be stressed that not all the selected metrics need be applied 

g implemented.  For example, in a system t

ate faster data ingest, may still have the 

e e ing system, namely reliable ingest of all data.  The fact that no requirements 

 b levied on the product being output and its characteristic suggests that ther

time quality requirement that has to be met.  One w

it en h to reliably ingest all the data??”  If all the data ingested was bad data, th

t though met in functionality, has not met the actual need.  Whereas, if t

we process and distribute the data later on is though not the most efficient cost effective 

system, but we have not lost good data..  Thus, in this case the software metric would be 
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for this research.  There is a performance and reliability aspect tied into the requirement 

for the requirement to be met.  The supplier of the system has to implement a system that 

is c

rification, rate of storage and reliability of the function as long as the 

data is being ingested.  In a similar manner to meet the top level requirement of any 

ftware system, the following metrics have to be defined: 

consideration, is the software system capable of ingesting data at the required 

apable of ingesting the data at whatever rate it is coming into the system, validating 

it’s veracity, and ensuring that the stream of data is not lost.. 

The requirement would thus imply that the software characteristics must ensure rate 

of ingest, rate of ve

so

1. Assuming the hardware is capable of ingesting data at the rates under 

rates?  The metrics for this need may be defined as follows: 

a. Number of data errors: The number of error detected in the ingested input 

b. Time to functionally ingest data: The time taken to ingest a byte of data 

being lost.  

c. Time to provide a response: The time taken to inform the operator 

(stakeholder) that the data being ingested is bad data.  

d. Time to recover from a failure: The time taken by the software system to 

a loss of data. 

e. Number of failures: The number of failures the system could recover from and 

still be capable of meeting the requirement of not losing data. 

stream should be less that a pre-specified number 

should be less that or equal to the rate of data being ingested, i.e. no data is 

recover from a software failure that could cause a loss of capability and hence 
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f. Cost of implementation: The actual cost of developing the software code, 

module testing, string testing, integrating and system testing the code to 

ensure a successful implementation of the needed requirements. 

g. Cost of maintenance: The cost of or a very good estimate of the cost of 

e 

the 

. 

f the data 

is it 

ber 

d be within the pre-

e 

keholder) that bad data is being ingested, how much and what 

nsure that no or less 

Ingest data continuously without loss of functionality for a pre-

maintaining the software system through the life cycle, taking into account th

predicted defect rate and the predicted future needs levied on the system. 

h. Schedule Cost: The cost or very good estimate of the schedule and hence 

cost of implementing the objectives levied on the system

2. Is the software system capable of verifying or validating the veracity o

being ingested?  In other words, is the data that is being ingested good data or 

just a stream of bits? 

a. Capability to detect data errors: Data errors should be detected and the num

of error detected in the ingested input stream shoul

specified upper and lower bounds of the predicted number of errors. 

b. Capability to display or provide the information: The time taken to inform th

operator (sta

type.  

3. Can the software system reliably continue this process to e

than a specified quantity of data is lost over an operational period? 

a. Capability of the software system to reliably perform the designed 

functionality?  

specified (or designed) period of time. 
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b. Capability of the software system to provide this capability over the lifetim

of the system?  

a. On an average over the lifetime of the system, the system

e 

 will on an 

e 

an 

 

s designed. 

 coding errors in the software should be less than pre-

r count 

useful this metric is to evaluate the quality of the coding.  

to 

  Can the 

average continuously ingest data for a pre-specified period of tim

without loss of functionality.  

b. On an average over the life time of the system, the system will on 

average be non-functional less than a pre-specified period of time thus

ensuring that the system provide the functionality a

4. How efficiently can the software be developed to ensure that these requirements 

are met? 

a. Number of

specified or acceptable level?  The propensity of the software 

functionality being impaired is correlated to the acceptable erro

in the software. 

b. Can all the inherent coding errors be identified and counted?  The 

more accurately the errors can be detected and counted, the more 

5. How cost effectively can this software functionality be tested and implemented 

achieve the needed objectives? 

a. Number of tests needed to test the functionality of the code?

code be fully tested to ensure that it is functionally correct, and at what 

cost. 
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b. Implement the software to meet the needed objectives within the cost 

and re-engineering budget?  This implies that the defects in the 

.  

. 

6. Ho ents and future 

eds or 

i. The ease of software maintenance, i.e. is it Object Oriented as 

oes it 

f the language and platform is it changing, becoming 

3.7 Criteria for Selection 

lts from the matrices that would enable the 

decision maker to select the implementation for the software system.  Any changes in the 

requirements or the quality characteristics 

the choice may be different based on the results. 

It is very important to select these criteria carefully.  For instance, a selection criteria 

that is based on meeting the schedule for system operations may not always result in the 

software can be repaired within cost to meet the needed functionality

This measure of the cost is another metric of the quality of software

w cost effective is the software system to changes in requirem

needs of the stakeholders? 

a. The choice of technology and the design paradigm used are the metrics 

that would ensure that future enhancements due to enhanced ne

modifications are possible within a budget and time constraint?  

opposed to structured;  

ii. The ease of testing new requirements, is it incremental or d

need full re-test; and finally  

iii. The choice o

obsolete or is it an unmoving requirement.  The metrics to be 

measured are the cost and time aspect of meeting these needs. 

 
The criteria for selection are the resu

would dynamically change the analyses and 
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most f

subject ma  will 

poll the ex

options an

es in selecting the criteria for system selection: 

ot 

c)  used to implement the 

ure 

e) Are all of the above criteria being met within budget and schedule? 

 

bjective function to optimize this with 

the 

unctionally reliable system.  To ensure that the knowledge and experience of 

tter experts is included in this selection process, the survey questionnaire

perts for their reasons for selecting the technology or critical implementation 

d this would remove the bias that the system implementers will have when 

producing the system. 

The following are the basic guidelin

a) Are the current critical objectives as specified by the stake-holder being 

met by the system? 

b) Does the system meet the perceived or predicted need of the system n

articulated by the panel of experts, but not by the stake-holder? 

Are the technology and/or the design paradigm

system able to sustain the critical objectives over the lifetime of the 

current needs? 

d)  Will the technology and/or the design paradigm used to implement the 

system be capable of being re-engineered to meet the perceived or fut

needs of the stake-holder? 

3.8 Functionality & Failures Modes 

Each of the above can be expanded to the less critical objectives and the lower level 

needs of the system.  It should be emphasized that each system has its own specific 

criticality levels and the author intends to use an o

specific constraints and needs for a particular system.  It is imperative to identify 
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critical failure modes with the identified or target functions to ensure that the all the 

failure modes have been addressed in defining software quality. 

 

3.9 Metric Measurement 

 For the defined metrics, it is imperative that there are methods for quantitatively 

evaluating them

no 1-way of doing so, but for the purpose of th

used to measure the quantities in an unbiased manner.  For clarity, the four major quality 

characteristics are repeated with their co

1. How reliable is the system: 

ming its function.  This can be evaluated as a 

f  

T  = Time         

w 

ll to 

experience in the field.  The selling point being that the system developer and 

 with a high degree of repeatability.  The literature has shown that there is 

is exercise, the most basic equations are 

rresponding measurement methods as follows: 

 Technical aspect – can it withstand the load; is it flexible enough to accommodate 

a spike in the load; can it be maintained over the lifetime of the mission; can it 

perform or is it capable of perfor

Utility function over time dependent on cost.   

Thus Flexibility to meet present and perceived requirements: 

   Flex  =  U.T.C

where,  

 Cf  = Cost of implementing change 

U  = Utility function 

 Expertise and experience built into it – how good are the design decisions; ho

good is the design; what experience or expertise will validate the design; how has 

the risk been mitigated.  Quite often, most project managers tend to equate ski
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designer had over ‘N’ years designing systems of this ilk and therefore the 

implemented design will be the best possible.  This is not always the case, and the 

author would like to point out, in most instances the success of the design is based 

not only on the experience of the developer/designer in the design process, but 

also the expertise the individual has in developing sound design qualities.  The 

and m1y.  The measurement used in this document correlates experience and 

The Reliability of the Designer based on the Expertise/Experience/Success: 

EX s

s

 it fail; what are the different failure 

modes; how can the system recover from these failures; what is the frequency of 

 

etrics, not becaus se they can be 

weighted differently by the stakeholders; i.e. customers, users and implementers.  

individual has to develop a system with an aim to optimize processes, minimizing 

defect rates and inherent faults, and most of all optimizing the resources of time 

expertise as follows: 

  Rel  = N % . T / B% 

where, 

N %  = Percentage of successful designs (i.e. implemented) 

T  = Experience in the field (yrs) 

B%  = Percentage of budget spent 

Reliability of the design – how often will 

failures; how tolerant is the system to faults.  This is by far the most subjective of

the m e they cannot be quantified, but becau

To remove the bias from the quantification process, it is imperative to introduce 

measures that correlate directly to the requirements.  For example, a requirement 

that states: “the system shall not lose a single byte of ingested data” implies that 
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all the data received by the front-end of the system must be captured.  Howe

the process of capture or the ingest mechanisms are not correctly implemented, 

the data may be useless.  Thus the interpretation of the requirement from the 

different stakeholders will give different weights to the ingest function.  The 

customer will want all data captured, the user will want all useful data, and the 

implementer would want all useful data captured.  The Reliability of the design 

can be broadly categorized as follows: 

 The availability of the system to be operational when needed is defined as the

 Availability =

ver, if 

  

 System Uptime / (System Uptime + System Downtime) 

 Operational or UP in units of time 

ailability by increasing or improving the 

stem, and decreasing or improving the 

we 

  As = US / (US + DS) 

where, 

US = System

DS = System Non-Operational or DOWN in units of time 

Thus, we can design to optimize the Av

Mean Time To Fail (MTTF) for the sy

Mean Time To Restore/Repair (MTTR) the system over the life of the system.  

This is because in the steady state, the UP time is the period of time the system is 

Operational between successive failures, i.e. the Mean Time Between Failures.  

The down-time is the Mean Time to Restore service or functionality.  Thus, 

can re-write the equation for Availability in the following manner: 

 Availability = MTBF / MTBF + MTTR 

  As = MTBFS / (MTBFS +MTTRS) 
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In the case of a Software System, this means reducing the number of unknown 

bugs that can cause failures to a number, which will enable us to achieve the 

required Mean Time Between Failures, i.e. between successive System 

Downtimes.  To improve or decrease the Mean Time To Restore or Repair the

system for software, implies that the restart time of the system after a failure is 

minimized either through a fault tolerant software system which can detect and 

restore service very quickly, or a fully r

 

edundant system that allows the system to 

n 

ropensity of the system to fail over the 

 of the system; in this case, we correlate it to the time taken for the system 

 Mean Time to Fail (MTTF).  

iginal state of 

 

 

 

 method is 

ing on where the software is 

allocation of failure to this code will be too pessimistic, and vice versa if the 

failover to the back-up or stand-by system, while the failed system restarts withi

a pre-specified time to meet system Availability requirements. 

The Reliability metric is defined as the p

lifetime

to fail.  Thus, Reliability of a system is defined as the

However, for a system that can be repaired or restored to its or

operational stability, this is defined as the Mean Time Between (successive) 

Failures.  Hence, by maximizing the Mean time Between Failures, we can 

improve the reliability of the system, which ensures that the system is being used

efficiently.  As a metric, it is important to assign a plausible number to the MTBF 

of the software.  The most common approach has been to assign a number based

on the size of the instruction code and prediction based on the CMMI level of the

software house.  However, it is the contention of the author that this

either too conservative or too pessimistic depend

being used.  If the application, though large in size, is used very sparingly, the 
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application is small, but used extensively.  The author has developed a model th

takes into account the executable size of the code; the CPU usage on an 

operational basis; and the environment and data that is being processed, 

at a more equitable allocation for defect density and hence the MTBF of the 

specific application software.   The Fault Density Rate is defined as follows: 

Faults per Thousand Lines of Code = FD(t) 

  FD(t) = U.α + V.β 

where, 

U = Usage Factor for Level 1 Functionality 

at 

to arrive 

V = Usage Factor for Level 2 Functionality 

α = Level 1 Faults 

β = Level 2 Faults 

The Usage Factors are defined as follows; 

  U(t) = Uo + k.T 

  V(t) = Vo + m.T 

where, 

Uo = Initial Level 1 Usage Factor 

Vo = Initial Level 2 Usage Factor 

k = Rate of Change of Level 1  

m = Rate of Change of Level 2  

T = Time of Operation 

 

The Level 1 and 2 Faults are defined as follows; 
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  α = αo*EXP(-uT) 

  β = βo*EXP(-vT) 

where, 

αo = Initial Level 1 Faults per thousand source lines of code (KSLOC) 

βo = Initial Level 2 Faults per thousand source lines of code (KSLOC) 

u = Level 1 Fault Reduction Rate 

v = Level 2 Fault Reduction Rate 

ial expected or predicted values for the Level 1 and Level 2 faults varies 

m sy level of the implementers, 

wer the initial inherent faults 

thin cations.  From the literature [Musa Book], the mean fault 

nsity f system test is six (6) faults per thousand (1000) lines 

aults per 

qual to six; 

is expression for Fault Density per KSLOC in Musa’s Execution Time 

el, can be calculated as follows: 

ere, 

tor (ratio of net faults to failures experienced) 

 = Failure Rate per Fault = λ/ ω  

The init

fro stem implementers and higher the CMMI 

higher the expected software quality, and hence lo

wi the software appli

de  at the beginning o

of source code.  This implies that the sum of Level 1 Faults and Level 2 F

thousand line of source code is e

  αo + βo = 6 

Using th

Mod  the Failure Rate per CPU hour 

  λ(t) = β.ν.EXP(-β.T)  

wh

β = B.Φ 

B = Fault Reduction Fac

Φ

ω = Inherent Faults = FD(t).KS 

 47



 

λ = Initial Failure Rate = K.FD(t).KS.r /I 

= KSLOC 

=  FD(t).KS / B 

 

e 

e of the order of seconds.  The 

tart the failed (application or other) software within a 

n is defined 

ch is the maximum time taken to restore the 

ality in the event of an independent software failure or a common mode 

. 

ere, 

dep are Failure  

K = Fault Exposure Rate 

KS = Source Lines of Code in thousands 

r = CPU Speed 

E = Code Expansion Ratio 

ν = Expected Number of Failures 

T = Time of Operation 

The Maintainability metric is defined as the property of the system that governs 

how long the system is down in the event of a system failure.  In the case of a

Fault Tolerant Software System, this is the Mean time to Recover from a softwar

failure.  From a design point of view, this is measured as the (application) 

software restart time.  In the event of an Operating system or Infrastructure type 

of software failure, this could be of the order of minutes; whereas in the case of an 

application software system failure, it could b

design prerogative is to res

prescribed time to maintain the overall Availability Requirement. 

Thus, the Mean Time to Restore/Recover from a software interruptio

as the Mean Down Time (MDT), whi

function

software failure

  MDT = Pi . Trestart + Pcmf . Tswitch 

wh

 Pi  = Probability of In endent Softw
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Trestart =  Software Restart Time   

f on Mode Software Failure 

ch 

aracteristics of any system are governed by Detection and 

cove ftware systems, it is further qualified to detect 

ftwar and ly.  1 definition of a 

pability of a system to perform in accordance with 

 the 

ems 

e cases.  Some 

  As with premiums, the cost of the system will go up if 

 defined as the existence of more 

eans for accomplishing a given function.  Each means of accomplishing 

Pcm = Probability of a Comm

Tswit = Software Switch-Over Time 

The Fault Tolerant Ch

Re ry rules.  In the case of so

so e failures quickly, unobtrusively recover seamless

fault tolerant system is the ca

design specifications in spite of failures.  3 fundamental terms in fault-tolerant 

design are fault, error and failure.  Faults are the cause of errors, and errors are

cause of failures.  Thus, lower the probability of faults; lower the chance of 

failures.  For critical computations, the consequence of failure of these syst

may be harmful to human life, environment and equipment, which can cause 

financial disasters, e.g., emergency response systems, aircraft flight control 

systems, military systems, and industrial controllers.  In critical computation 

applications, incorrect performance can cause devastating results.  Availability 

specifications run as high as 0.9999999 for a 3-hour period in som

well-known examples of critical computation applications are the space shuttle 

and nuclear power stations.  Redundancy techniques are used to ensure acceptable 

service.  Redundancy in a system is the insurance against loss of service, 

performance, etc.

redundancy techniques are used.  Redundancy is

than 1 m

this function need not necessarily be identical.   
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 5

In evaluating fault tolerant systems, the ability to recover has the largest 

system’s ability to 

 a fault.  Mathematically fault 

r 

 for 

 or 

redundant processor to provide the same service or function 

weighting.  Thus, the term fault coverage is interpreted as a 

recover successfully after the occurrence of

coverage is defined as the conditional probability, given the existence of a fault 

that the system recovers.   

From a list of faults, in the system, identify which faults can be detected, located, 

contained and can be recovered from.  The coverage factor is a simple fraction fo

each of these factors.  For example, if n faults from a total of N faults can be 

detected, then the fault detection coverage is n/N.  In all estimations, it is 

important to define which type of faults can occur and estimate the coverage

each type of fault.  It should be noted that the coverage is not constant and in 

certain instances, the probability of detecting faults can increase with time. 

Common Mode Failures apply equally to all instances of the active hardware

software, thus in redundant systems, the recovery is through a backup string. 

 

 

However, software redundancy is implemented by: 

a. the primary and backup instance of a software application running on 

separate processors within a processor (redundant) group 

b. the primary application running on a single processor and the backup on the 

0



 

Thus, it is important to measure the time taken to detect a failure of the pr

software application; locate and isolate, if necessary, the cause of the failure; 

initiate the recovery of the function provided by the application software; a

restore the functionality of the system.  The metrics for measurement for the 

system would be the Failur

imary 

nd 

e Rate comp1nt due to the Fault Tolerant Capability of 

 this 

ure 

mf = Common Mode Probability  

FRsw = Software Failure Rate 

FTsw = Software Fault Tolerance 

 

2. ow ‘Good’ is the design: 

  the information 

process f the 

the system.   

  FTsys = NCov . FRsys + Cmf . FRsw  

If the hardware failure rate is very much greater than the software failure rate,

metric can be approximated as follows: 

  FTsw  ≈ NCov . FRsw + Cmf . FRsw 

where: 

FRsys = System Failure Rate 

FTsys = System Fault Tolerance 

NCov = Probability that redundant system is unavailable to recover from fail

C

H

The fidelity of the design is defined as the accuracy and quality of

received, processed and delivered.  This is further qualified as the quality of the 

ing algorithms in terms of the accuracy, integrity, and correctness o

output.  The metric is measured as Performance Quality and defined as data 
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processed per unit time and is expressed as a function of the processing rate, erro

rate and reliability. 

  Q = (a.Di - Di /e)η  =  (a.Di - E).b.R = (a.Di - E).b.KQ.t 

where, 

Di = Input data in bytes per second 

e = Num

r 

ber of errors in a 1,000,000 bytes 

= Di /e 

t, function of phase 

t time, function of phase 

e 

 ƒ(KQ.t)  = EXP(-KQ.t) 

 constant from 0 to 1 

 

 CS + CN / E 

,

CD  = Total Design Cost 

ting the Required Design 

E = Error bytes per second    

η  = Efficiency, proportional to Reliability  = b.R 

b = Percentage of requirements me

KQ = Failure Rate number of failures per uni

t  = Test tim

R = Reliability  =

a = Criticality or Importance

The cost of the design is expressed in terms of capability and the capability to be 

enhanced. 

  Design Cost CD =

Where  

CS  = Cost of Implemen

CN /E = SLOC Cost to Enhance Design for additional capabilities 

E  = Enhancements (Note: New functionality) 
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 Design Goodness is described in terms of the design optimality, flexibility and re-

usability. 

  GS = k.F + e.F + u.F 

where, 

k.F = Optimality of the design   

rom 0 to 1.0) 

  

 (i. m 0 to 0.5) 

  

s measured by how well the design meets all the functional 

s changing 

e met within the program 

 

eet the critical performance–based requirements. 

s built into the system to allow 

stem enhancements.  For example, a CPU usage margin of 50% may be 

ve nctionality albeit workload or performance. 

design is new and how 

 cost and at 

sam

 

 

k = How much of the Design is met (i.e. k f

e.F = Flexibility of the design 

e = How much creep can be accommodated e. e fro

u.F = Re-Usability of design 

u = How much is re-used /re-usable (i.e. from 0 to 0.5) 

Design Optimality i

requirements.  In many cases the schedule, budget and in some case

requirements prevent all the functional requirements to b

resources, and the implementers have to sacrifice some functionality, albeit not as

critical, to m

Design Flexibility measures the design margin

future sy

reser d for future system fu

Design Re-usability is a measure of how much of the 

much is re-used.  Re-usability is a property that optimizes the design

the e time expands design extensibility.      
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3. How maintainable is the design: 

 Design options for how maintainable a software system is in terms of the 

nctionality, it is measured as the cost of 

 in how quickly the system can be returned to operational functionality 

a 

t  store Time 

cost 

 w much the system has been cost-optimized for 

inten , Preventive 

y 

 

 

functionality or cost.  In the case of fu

building

after failure/interruption. 

  CostMDT = RScost + RPcost 

RScos = Cost of building in Re

RP = Cost of building in Repair Time 

Cost of Maintenance measures ho

ma ance.  There are 2 options for building in maintenance

Maintenance and how often it is required; and Software Upgrades, how often the

have been prescribed. 

  Costmaint = Cpm . fpm . t + Cug . fug . q 

where, 

Cpm  = Cost of Preventive Maintenance (PM) 

fpm  = Frequency of PM 

t  = Time  

Cug  = Cost of Upgrades 

fug  = Frequency of Upgrades 

q  = Number of Upgrades 

 

 54



 

4. How usable is the design: 

 Ease of operation is a metric that is most often misconstrued because deve

tend to consider every1 to have the same perceptions and intuition in using 

software system.  In reality this is not so, the average user of a software system 

tends to look expect a modi

lopers 

cum of simplicity in using the system.  Hence the 

 to use, then the next question to be 

 cost) to use the system effectively.  

r will build procedures to re-

cedure 

ration, are considered measurement metrics. 

a simplified and easily 

ble set of heuristics are selected to quantify the User Interface. 

. = No irrelevant or rarely used information 

2. load  = Minimize items remembered from action to action 

. = Minimize actions to quickly enter and exit  

 ert user of problems and how to correct them 

1. Consistent actions  = Action sequence applicable in all parts of system  

2. Feedback on actions = Alert users of system effect by their actions 

3. Provide graceful exit = Get out quickly without damaging anything 

question, is it easy to use?  I fit is not easy

asked is, can people be trained easily (at a low

Finally, the system developer and /or designe

configure the system in the event of software upgrades; new data; or a failure 

causing a system re-start.  The process of re-configuring the system is a pro

that the ultimate user of the system has to be trained in, and the extent of training 

and the ease of configu

Based on Nielsen and Molich's [27] nine heuristics, 

measura

Display Heuristics: 

1 Simple Language 

Memory 

3 Easy egress and exit 

4. Error messages = Al

Procedural Heuristics: 
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4. Prevent errors  = Common errors avoided through messages 

 

 ces the 

 selection of the system architecture.  Most often in the case 

ent due 

t 

ependable automated systems.  This metric therefore is the 

cost, 

on? 

5. Provide shortcuts = Help experienced users avoid lengthy dialogs 

 Based on these heuristics: 

  UI = Di + Pi 

where, 

UI  = User Interface 

Di  = Percentage of Display Heuristics  

Pi = Percentage of Procedural Heuristics 

The other metric used to evaluate the ease of operation is the capability metric.

  C = Pc + Rc 

C  = Capability 

Pc  = How much of the Display Requirements have been met 

Rc = How well the Response Requirements have been met 

Operational Cost metric is a very important measure and in many instan

deciding factor in the

of human safety critical systems, the operational cost is highest cost elem

to the preponderance of the manual or human intensive interaction with the 

system.  However, with the advent of more dependable automated systems 

stakeholders are reducing the human interaction and spending more of the budge

upfront to implement d

extent to which the manual and automated interaction is built into the system.  

Effectively, is it cost beneficial to use the system?  Can it be operated at low 

at low power, with a lowered operator overhead, and with increased automati
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  M = T . Opm   

where, 

M  = Cost of Manual Operations per specified Time Period 

er specified Time Period 

 requiring Manual Interaction 

 

ations automated 

 

T = Cost of Man-hours p

Opm = Proportion of Operations

and,

  A = C . Opa 

A  = Cost of Automation 

C = Cost of Man-hours needed to implement Automation  

Opa = Proportion of Oper
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4. Selection o Derive Requirements 

This stage of the research was the select

questionnaire to elicitate expert opinion 

requirem

to demonstrate the procedure to be used and the next Section 5 was the questionnaire 

developm plement the main project phase of this stage of 

the research, to select an  experts from whom to elicitate information 

for an unbiased ranking of requirem

The basic procedural steps for pilot phase of ed as 

follows:   

4.1 Establish a pilot group for initial results.   
 

The pilot group was initiated to validate the process and calibrate the procedure.  The 

pilot group included a small set of professionals from varied backgrounds, system 

engineers, system architects, software engineers, and human interface engineers.  The 

qualification of the pilot group was over 15 years of experience and completion of 

successful projects.  To validate the process and the model, the drafted a set of questions 

were posed to experienced professionals in the field drawn from Academia and Industry.   

 

Essentially the questionnaire guided the proponents through prioritizing needs and 

desires for a software system.  The objective of the system was a hypothetical instance, in 

which the quality of the system was paramount.  The measures of quality were the 

author’s belief of what software quality entailed and was interlaced in the list of 

 of Expert Opinion t

ion of experts who were surveyed through a 

used to translate stake-holder needs to 

ents.  This stage was broken up into two phases.  Section 4, was the pilot phase 

ent phase, which was used to im

d calibrate a cadre of

ents and quality characteristics.   

this stage in the research are describ



 

questions.  The questionnaire asked the proponents to evaluate very objectively their 

assessments of the skills and prevailing levels of success and ability to implement the 

software system

 

The pilot project that was distributed to this group essentially invited responses to 

translate their understanding of the customers needs to a set of derived requirements.  

nd unambiguous; but also 

com lete in terms of capturing the needs of the customer

 within the bounds of cost and schedule.  The proponents were at liberty 

to trade off cost with schedule to achieve quality.  Finally, the proponents were requested 

to assess their experience in terms of their specific expertise in the field, successful 

implementations of systems, and their current field of practice.  There was no 

requirement to record any names, either personal or organizational. 

4.2 Prepare Pilot Project 

This not only ensured that the types of questions are clear a

p .   

red to prioritize the characteristics of 

software quality.  The author would appreciate any feed-back on the lists in all three 

tables, both from the point of view of omissions and clarity.” 

 

The pilot project, selected to elicit responses, is stated as follows: “There is a need to 

implement a software system solution to provide safe routes to a team of rescue workers 

to safely and quickly evacuate victims of a natural disaster.  This software solution will 

be implemented in reliable, efficient computing systems with a reliable, efficient 

communication system.”  

“To ensure that the software system will be capable of meeting these needs, the 

following list of questions needs to be answe
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1. Requirements 

1. The system needs to be easily useable 

2. The system needs to be easily accessible 

3. The system needs have a quick response 

4. The system needs to provide correct responses 

5. The system needs to be available when needed 

6. The system needs to be robust 

7. The system needs to be portable 

8. The system needs to be fault tolerant 

9. The system needs to use resources efficiently 

10. he system needs to be capable of providing complete functionality  T

 

2. Metrics for Measurement 

 1. Time to input a request  

2. Time to provide a response  

3. Number of data errors  

4. Number of failures 

5. Time to recover from a failure 

6. Power consumption 

7. Cost of implementation 

8. Cost of maintenance 

9. Re-engineering cost 

10. Schedule Cost 

11. Hardware independent and easily transitioned to accommodate EOL 
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3. Criteria for Selection 

1. Time to ingest a request within A seconds 

2. Time to respond to a request within B seconds 

3. System needs to generate no more than E % errors over a usage of T hours 

4. System needs to have no more than N failures over a usage of T hours 

5. System availability needs to be greater than X % over a usage of T hours  

6. System MTBF needs to be no less than Y hours over a usage of T hours 

7. System power consumption to be less than $D over a usage of T hours 

8. System recovers from failures less than S seconds without interruptions 

9. System operational costs not exceed $O per year adjusted for inflation 

10. System implemented within a budget of $B adjusted for inflation 

11. System meets all the critical requirements as agreed to in the contract 

12. System needs to be adaptable to new technology 

13. System needs to be backward compatible 

14. System needs to have software that is portable 

 

4.3 Analyze Response
 

s to Derive Requirements 

arison process weighted with expertise in the different facets of 

spreadsheet is used to extract ranked requirements.  The expertise was 

ce this was a 

d to rank themselves with respect to the 

ree components and the results were evaluated as follows: 

  Weighting Factor  

Using a simple comp

the requirements, a 

ranked from 1 to 10 with 10 being the highest and 1 being the lowest.  Sin

subjective analysis, the respondents were aske

th

3 ( syshwswwi   
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Where, i = 1, 2…5 for the 5 respondents, and for completeness the author’s expertise 

as also ranked relative to the other members.  It should be noted that the reason for a 

score of 10 for system expertise is two-fold; firstly, the respondent have in-depth 

t a system level on all aspects; 

s.  The 

ors an 

w

knowledge of system development having worked a

secondly, the degree of confidence they have with respect to the system analyse

following Table denotes the Weighting Factor.  From these Weighting Fact

Exponent Weight is derived by normalizing the weights, such that a relative Performance 

Weight is obtained for the Pilot Expert Set as follows:  

  The Performance Exponent Weight 

i

 i
i

w
ew   

iw

Where  iew 1  
i

 
Table 4-1 Performance Exponent Weights 

 fd td sr cm 

 

 mt

Software 3 5 7 7 8 

Hardware 2 5 3 7 9 

Systems 9 10 10 10 10 

Weighting Factor (wi) 3.78 6.30 5.94 7.88 8.96

     Uncertainty 0.62 0.37 0.41 0.21 0.10

Performance Exponent Weight (ewi) 0.11 0.19 0.18 0.24 0.27

 

Based on these weights, the Rankings are obtained for the Requirements, whereby the 

calculated for e s follows: 

Performance Exponent Weights for the Experts were used to weight their responses.  The 

Weighted Geometric Mean of these Performance Exponent Weighted responses is 

ach Requirement, a
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 Weighted Geometric Mean for Requirement x   = p

i
ni

5,..1

ieR )(  


ni n i

 

Table 4-2 Requirem

 

Where, R  is the ranking given by expert i to the row entry R , and ew  is the 

Performance Weight for expert i.  These calculated values are ranked to obtain a Mean 

Ranking for all the requirements. 

These row entries were then sorted in the ranking order as shown in the Table 4-2. 

 
ents 

 

Exponent Weight: 0.11 0.19 0.18 0.24 0.27 
Mean 
Rank 

Author 
Rank 

Top Level Requirements mt fd Td sr cm xp yp 

4. The system needs to provide correct 
responses 

2 1 2 1 4 1 4 

5. The system needs to be available when 
needed 

5 1 3 3 2 2 2 

2. The sy
accessible 

stem needs to be easily 
4 2 4 5 1 3 1 

1. The system needs to be easily useable 1 2 1 7 5 4 5  

3. The system needs have a quick 
response 

7 3 7 2 3 5 3 

10. The system needs to be capable of 
providing complete functionality 

9 1 6 4 8 6 8 

8. The system needs to be fault tolerant 8 5 5 6 6 7 6 

6. The system needs to be robust 6 4 8 8 9 8 9 

9. 
efficiently 

 

The system needs to use resources 
10 5 9 9 7 9 7 

7. The system needs to be portable 3 6 10 10 10 10 10 
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From Table 4-2, the rankings of the Requirements for the all the respondents are 

shown in the last column, labeled xp.  The author’s rankings are denoted by the column 

heading yp.  Using the shortcut formula for Spearman’s Rank Correlation [SCC] 

Coefficient, rs, the correlation between the author’s rankings, yp, and the Weighted Mean 

of all the survey respondents, xp, are evaluated as follows. 

Spearman’s Rank Correlation Coefficient, rs = 
)1(

)(6

1
2

2






nn

D
p

p

  

 

Where Dp = (xp – yp), which is the difference in the author’s rank and the 

respondents’ mean rank f e  

requireme

 

or the pth requirem nt.  For p = 1, 2,………10, number of

nts.  Thus:  

  rs =   
)(

p

11010
1 2 


)y(x 2
pp6 

 = 0.83 

 

Using a similar comparison process with weighted responses, the quality 

cs for measurement and their criteria for selection are 

extracted as described in the next sub-sections. 

 ics 
 

U s with weighted responses, the quality 

characteristics in terms of the metrics for measurement and their criteria for selection are 

ranked.  Using the same process used for ranking the Requirements, and the Performance 

Weights, the Metrics for Measurement and the Criteria for Selection evaluated.  These 

row entries were then sorted in the ranking order as shown in Table 4-3 and Table 4-4. 

characteristics in terms of the metri

4.4 Derive Quality Characterist

sing a similar comparison proces
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Table 4-3 Metrics for Measurement 

Exponent Weight: 0.11 0.19 0.18 0.24 0.27 
Mean 
Rank 

Author 
Rank 

Metric for Measurement mt fd td sr cm x yp p 

1. Time to input a request  2 3 1 3 1 1 1 

3. mber of data errors  1 2 2  Nu 1 3 2 3 

2. Time to provide a response  5 1 3 2 2 3 2 

5. 4 Time to recover from a failure 4 1 5 4 4 4 

4. Number of failures 3 2 4 5 5 5 5 

8. Cost of maintenance 7 4 6 7 6 6 6 

7. Cost of implementation 6 4 7 6 7 7 7 

10. 8 4 9 8 9 8 9 Schedule Cost 

9. Re-engineering cost 10 4 8 10 8 9 8 

6. 10 Power consumption 11 5 11 9 10 10 

11. Hardware independent and easily 
9 6 10 11 11 11 11 

transitioned to accommodate EOL 

 

 

 the Metrics for Measurement and Criteria 

for d xp, 

From Tables 4-3 and 4-4, the rankings of

Selection, for the all the respondents, are shown in the last columns, labele

respectively.  The author’s rankings are shown in the column labeled yp.   
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Table 4-4 Criteria for Selection 

We  0.27 
Mean 
Rank 

Author 
Rank 

Exponent ight: 0.11 0.19 0.18 0.24

Criteria for Selection m f cm p t d td sr  x yp 

3. System generates less than E % errors 
ov

1 2 2 1 3 1 3 
er a usage of T hours 

2. Time to respond to a reques
seconds 

t within B 
8 1 7 2 2 2  2

11. System meets all critica
agreed in contract 

 l requirements 
9 1 1 4 5 3  5

1. Time to ingest a request within A 
seconds 

7 3 8 3 1 4  1

8. System recovers from failures less than
S seconds without interruptions 

6 1 6 5 4 5 4 
 

5. System availability greater than X % 
3 1 3 7 7 6 7 

over a usage of T hours 

4. System needs to be less than N failures 
2 2 4 8 6 7  

over a usage of T hours 
6

6. System MTBF ne
Y hours over a usa

eds to be no less than 
ge of T hours 

4 2 5 6 8 8  8

9. System operational costs less than $O 
per year adjusted for inflation 

13 4 9 10 9 9  9

13. System needs to be backward 
11 3 12 9 13 10 13 

compatible 

10.  $B 
adjusted for inflation 

12 4 10 11 10 11 10 
System implemented within budget

12. System needs to be adaptable to new 
technology 

10 3 11 13 12 12 12 

7. 
$D over a usage of T hours 
System power consumption less than 

14 5 14 12 11 13 11 

14. System needs to have software that is 
portable 

5 6 13 14 14 14 14 

 

sing the shortcut formula for Spearman’s Rank Correlation [SCC] Coefficient, rs, 

the correlation between the author’s rankings, yp, and the Weighted Mean of all the 

survey respondents, xp, is evaluated as follows.  

U
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  Spearman’s Rank Correlation Coefficient, rs = 
)12 n(


n

)(6

1

2 D
p

p

 

W ich is the difference in the author’s rank and the 

c.  Fo  = 2,… …1 num r of trics,

p ria. 

 

 

 

here Dp = (xp – yp), wh

respondents’ mean rank for the pth metri r p 1, … 1, be me  

and  = 1, 2, ………… 14, number of crite

 Metrics rs =   
)(

)y(x
p1

2
pp

11111

6





2


  0.9= 8 

 

  Criteria  rs =   
)(

y(x
p

p

114 

)2
p 

421
1

6
  = 0.93 

 

Since the co rements, Metrics and Criteria are positive, 

the ra  to increase or decrease together.  The closer the coefficient is to 1, 

better the correlation.  Even though the values of 0.83, 0.98 and 0.93 do not signify 

ent t dis ree e evaluators of 

cred  to e re ts n ab -3 a

 

 

 

ith 

efficients calculated for Requi

nkings tend

perfect correlation, there is more agreem han ag ment between th

the Quality Characteristics, giving more ence  th sul show  in T les 4 nd 

4-4.

The Quality Factors are ranked from most important to least important and scored in

descending order using the following correlation between the Metrics and Criteria w

the Quality Factors. 
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Table 4-5 Scored Metrics and Criteria 

 Metrics Score 

d1 Time to input a request  11 

d2 Number of data errors  10 

d3 Time to provide a response  9 

r1 8 Time to recover from a failure 

r2 Number of failures 7 

m1 Cost of maintenance 6 

u1 Cost of implementation 5 

u2 Schedule Cost 4 

m2 Re-engineering cost 3 

u3 Power on 2 c sumption 

m3 Hardware independent and easily transitioned to accommodate EOL 1 

 Criteria Score 

ra System needs to generate no more than E % errors over a usage of T hours 14 

da Time to respond to a request within B seconds 13 

db  ne l th al requirements as ag 12 System eds to meet al e critic reed by the contract 

dc Time to ingest a request within A seconds 11 

rb System must recover from failures less than S seconds with no service interruption 10 

rc System needs to have an availability greater than X % over a T hours usage  9 

r  System needs to have no more than N failures over a usage of T hours 8 d

r  System needs to have an MTBF no less than Y hours over a T hours usage e 7 

ua System operational costs must not exceed $O per annum inflation adjusted 6 

ma System needs to be backward compatible 5 

ub System has to be implemented within budgeted cost $B, inflation adjusted 4 

mb System needs to be adaptable to new technology 3 

uc System power consumption needs to be less than $D over a usage of T hours 2 

mc System needs to have software that is portable 1 

 

Every association denoted by a non-blank entry in the following Table 4-6, is 

weighted by its score from Table 4-5, and the sum along a row gives the overall score of

the Quality Factor as

 

 follows, where n=1 for non-blank cell, n=0 otherwise: 
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Reliability of Design = 
 ed,c,b,a,j1,2,3i

(x  ji n)(yn)  

 =  (d2 + r1 + r2 ) + (da + rb + rc  + rd + re ) =  72 

-6 Quality Characteristics & Factors 

u Association 
Score Quality 

Characteris

   

Table 4

Q ality Factors 
tics 

Relia
ig

r1 r2   da rb rc rd re 72 
How reliable  
the system 

bility of 
Des n: 

d2 
 is

Relia
e 1 3 m3 r1 r2 da dc    60 

How reliable  
the system 

bility of 
d  d

Dev loper: 
 is

Fidel d2 d3    da dc   54 
How ‘Good’
the design 

ity of Design: d1 
 is 

Flexibilit
pres

y to meet 
nt and e

perceived 
requirements: 

d1 d3 r1 m3  d      41 

How reliable 
the system 

b

is 

Cost uc    25 
How usable is 
the design 

of Operation: m1 u1 u2 u3  ua 

Cost of Design: db     24 
ow ‘Good

the design 
u1 u2 m2   

H ’ is 

Maintainability
e design 

: r1 m3    rb     19 maintainable is 
th

How 

Cos
Ma

t 
in

How 
maintainable is 
the design 

of 
tenance: 

m1 m2 m3   ma mb mc   19 

Desig ma mb mc   13 
How ‘Good’
the design 

n Goodness: m2 m3    
 is 

Ease c    13 
How usable is 
the design 

of Operation: m1 m2    mb m

 

sing the same concept, a questionnaire was developed to be used to elicitate expert 

opi d not 

U

nion from a more complete set of experts.  The questionnaire was designed use

only to develop and prioritize requirements, but also to calibrate the experts based on a 

set of calibration questions embedded in the questionnaire. 
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It must be noted, howe , tver hat the scoring of the Quality Factors in the Pilot Project 

shown in Table 4-7, were used to define and prioritize the Quality Characteristics in the 

QFD Model. 

 Table 4-7 Quality Factors 

ctors ore Quality Characteristics Quality Fa Sc

Reliability of Design 72 Ho e bl thw r lia e is e system 

Reliability of Developer 60 How rel abl  thi e is e system 

Fidelity of Design 54 How ‘Good’ is the design 

Flexibility to meet pr n d ce ed
requirements 

41 
ese t an per iv  

How rel abl  thi e is e system 

Cost of Operation 25  heHow usable is t  design 

Cost of Design 24 How ‘Good’ is the design 

Maintainability 19 How maintainabl  e is the design

Cost of Maintenance 19 How maintainabl ign e is the des

Design Goodness 13 How ‘G od he o ’ is t  design 

Ease of Operation 13 How usable is the design 

 

 

] 
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5. 

This phase was a natural follow-on from  in the research to 

develop the m fr pilot p

e to elicit responses from de 

ity characteristics need o i

dural steps for main project phase o e 

5.1 Formulation of System Objective 

ion of the main project had to b  op

ion approach from the sele  ex

analysed in this research is th e n the 

success of the pilot project, it was a logical step to use the same project description as a 

system objective for the development of the model. 

Having decided on the system objective, it made sense to use the results of the pilot 

project to help in selecting or scoring the criteria for software quality.  In referring to the 

results from the previous section, it was observed that the results from the pilot project 

provided a credible set of rankings to a selected set of metrics for measurement and the 

criteria for selection of the same. 

For example, the metric for measurement that ranked the highest was number of data 

errors.  In the instance the criteria for selection ranked “system needs to generate no 

more than E% over a usage of T hours” as the highest.  It is important to note that when 

 Procedure to Elicit Expert Opinion to Define Requirements 

and Quality Characteristics 

 the previous Section

ain project and use the results om the roject to develop a more 

complete questionnair a wi range of experts defining the 

requirements and the qual ed t mplement the main project.   

The basic proce f this stage in the research ar

described as follows: 

 
The formulat e as en-ended as possible to permit an 

unbiased implementat cted perts.  The conceptual system 

objective that was e sam  as the pilot project.  Based o



 

using these rankings it is important to note that the metric does not differentiate between 

‘ingested (by a system) data’, and ‘generated (by a system) data’.  To ensure that the 

metric is applied correctly, any difference in rankings to input and output data will be 

used to correctly weight the output from

to elicitate their responses.  

5.2 Develop Questionnaire for Survey 

This questionnaire was not only detailed enough to translate the top-level needs to a 

set of good requirem

 
 to enable the design and 

dev

encies that the system may have to respond to, were 

liste

 the model.  For example a ranking of ‘4’ for 

generation and a ranking of ‘1’ for ingest is translated as the ingest metric is ‘4 times 

more important or critical in designing the system than the generation metric. 

The description was expanded to provide as much information to the panel of experts 

 

 

ents, but to also induce responses that would permit analysis to 

calibrate the experts who are selected to participate in the research. 

5.2.1 Questionnaire to Elicit Information 

The questionnaire developed elicited information

elopment of an emergency response system.  The constraint being that the 

hypothetical customer has implied that they are looking for a software solution.  The 

questionnaire has been divided into high and low generic system level questions; 

followed by system architecture level questions.  The types of architectures being 

considered and the types of emerg

d to help the participants in make decisions on, and comparisons between the 

different solutions. 
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The results of the questionnaire were used to derive a set of requirements that would 

meet the customer’s needs.  Further analysis of these results also used to extract 

measurable quality characteristics of the system to prioritize the target functions; and 

qualify and quantify the expected failure modes of the system. 

Finally, the participants were requested to attach a brief synopsis of their experienc

(number of years, types of projects, etc); expertise (architect, programming spe

e 

cialist, 

des

 not required to include their names, but had to provide the 

synopsis to assert that the experts in the various fields had the breadth and depth of 

xperience and expertise of so many years in so many fields.   

 
vide safe routes to a 

team of rescue workers to safely and quickly evacuate victims of a disaster.  This 

ftware solution will be implemented in reliable, efficient computing systems with a 

reliable, efficient communication system.” 

 

 

 you measure the success of the system?  (e.g. accuracy, speed, 

reliability, etc.)  

igner, etc); field of expertise (systems, hardware, software, program, etc) and 

successes.  Participants were

e

5.2.2 Stakeholders System Objective: 

“There is a need to implement a software system solution to pro

so

5.2.3 Survey Questions: 

To implement a suitable system, the following high-level questions had to be 

answered: 

1. How many times a year would an emergency system be used?  (Please give the

most optimistic, most pessimistic and nominal answer)  

2. How would
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3. What are the probable causes of failure in the system?  (e.g., data input, 

communication, processing, etc.)  

4. How often does a system with these needed characteristics fail?  (e.g. every X

time units ) (Please give the most optimistic, most pessi

 

mistic and nominal 

nt 

nswer)   

one 

e the most optimistic, 

most pessimistic and nominal answer) 

7. What proportion of instances is the course of action taken by the users of the 

system proven to be the correct one?  (Y% of the instances)  (Please give the 

most optimistic, most pessimistic and nominal answer) 

8. How often does the system fail due to inherent failure modes?  (once every Z 

time units)  (Please give the most optimistic, most pessimistic and nominal 

e, or 

le ware or a combination of them?  (h% hardware, s% software and p% 

l 

 

 

answer) 

5. What is your estimate of the cost to benefit ratio to ensure a reliable and efficie

system?  (Please give the most optimistic, most pessimistic and nominal a

The next set of lower-level questions had to be answered as follows: 

6. How often do the users of the system follow a plan of action contrary to the 

provided by the system?  (X% of the time)  (Please giv

answer) 

9. What is the greatest cause of emergency system failure, hardware, softwar

peop

human interface)  (Please give the most optimistic, most pessimistic and nomina

answer) 

10. What has been the greatest driver in designing and implementing emergency

response systems in the USA?
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11. What has been the greatest driver in designing and implementing emerge

response systems in other countries

ncy 

? 

tation) 

 

ne 

r is stand-alone power over mains power?  

Q hours) (Please give the 

t 

ponse systems, namely:  

l distributed systems with a mini-headquarters and mini-centralized 

12. To what extent does the political climate of the country play in the successful 

implementation of an emergency response system?  (C% of the successful 

implemen

13. If there is a star based communication network in the area being served by the 

emergency response system, how much better is it than a grid-based 

communication system?  (N times better) 

14. Using stand-alone power sources has proven to be far more successful than mains

power sources.  If this is true, how much better is mains power over stand-alo

power?  If this is false, how much bette

(T% better, F% worse) 

15. How long would it take a team to respond to an emergency with the current 

system in place?  (R hours); How long should it take?  (

most optimistic, most pessimistic and nominal answer) 

The following set of questions had to be answered for each of the three differen

types of emergency res

 A centralized system with a network of response units 

 A distributed system with a common operational headquarters and central 

database 

 Severa

database based on a geographic area. 
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1. Given the topology in the USA, how much more important is it to have a robu

system over an efficient system?  (Usi

st 

ng a scale of 1 to 10 where 10 times more 

ility 

e;  

- Definition of efficient in this context implies that the information will be very 

 the USA, 

 friendly system? 

3. Given the emergency situation, how much more important is a content adaptive 

communication system preferred over a bandwidth optimized system?  (Using a 

scale of 1 to 10 where 10 times more and 1 is the same) 

- Definition of content adaptive implies that if the type of information warrants 

the optimization is fixed 

r 

re-engineering. 

em, how much more important is the 

to 10 where 10 times 

ontext is the time taken to respond to an 

the information ensuring accuracy 

and 1 is the same) 

- Definition of robust in this context implies a system with very high availab

and fault toleranc

granular and very accurate 

2. Given the historical/statistical occurrences of emergency situations in

what situation warrants an environmentally

- Definition of environmentally friendly implies that no matter what climate, 

situation or location; the system will perform as designed. 

priority it takes precedence over all other data exchanges; 

- Definition of bandwidth-optimized system implies that 

at the time of the design and cannot be changed without manual intervention o

4. Given the type of emergency response syst

response time to the correct response?  (Using a scale of 1 

more and 1 is the same) 

- Definition of response time in this c

emergency situation 

- Definition of correct response in this context is the granularity and integrity of 

 76



 

5. Given the electrical power distribution schema in the USA; how much more 

important is it to have stand-by mains power as opposed to redundant alternate 

power sources?  (Using a scale of 1 to 10 where 10 times more and 1 is the same) 

/or alternate mains power feeds that are capable of 

rnate power sources implies that standby-batteries, 

6. Software system being variable in design and implementation, how much more 

parallel yet different 

s that system detects, 

de functionality; 

 

ant system, which now provided the functionality needed.  

 

are system implies that the system is implemented in 

software running on high powered platforms; 

re 

ardware running on mid and low powered platforms; 

 all software embedded in programmable 

arrays and custom ASICs running on mid to low level platforms. 

- Definition of stand-by in this context implies that there are auxiliary mains 

power generators and

providing power to the system; 

- Definition of redundant alte

Uninterruptible Power Supplies (UPS) or Fuel or solar powered Power 

Generators capable of providing power to the system. 

reliable would a fault tolerant system application be over a 

application used as a redundant source?  (Using a scale of 1 to 10 where 10 times 

more and 1 is the same) 

- Definition of fault tolerant system in this context implie

contains and recovers from a software fault within an accepted period of time, 

failing which the system uses an alternate resource to provi

- Definition of parallel yet different application used as a redundant source 

implies that the failure of the software system triggers the seamless switchover to

a parallel redund

7. Which is the most important cost metric that would make a pure software system

more capable than a hybrid or hardware system? 

- Definition of pure softw

- Definition of a hybrid system implies that the system is implemented in softwa

and programmable h

- Definition of hardware system implies that the system is implemented purely in 

hardware with custom boards; with
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8. In a situation that warrants the information to be automatically detected, 

processed and transmitted to a response center, what is the most critical 

capability that the system must have from the following list – Detection; 

Detection Integrity; Processing; Processing Integrity; Transmission; 

Transmission Integrity? 

- Clarification of “most critical” in this context is the fact that without this 

capability the system cannot perform its main objective 

- Definition of main objective is the interpretation of the stake-holders 

9. From the listing of capabilities in the question 8, rank the capabilities from the 

most to the least capability on a scale of 1 to 10, where 10 is the highest ranking 

possible? 

10. From the response to the preceding question, how much more important is the 

11. em 

here 

stems that provide courses of 

your opinion which is the best 

 other 

y, 

nually) 

requirements 

most critical capability over the second most critical capability?  (Using a scale 

of 1 to 10 where 10 times more and 1 is the same) 

  By what factor would the cost of re-engineering an emergency response syst

outweigh the cost of maintenance of the system?  (Using a scale of 1 to 10 w

10 times more and 1 is the same) 

12. Since emergencies simulate people differently, sy

action to the rescuers and/or victims could be rule-based; neural net-based or 

expert systems using artificial intelligence.  In 

option for an emergency response system and how much better is it than the

two? 

- Definition of rule-based in this context is that for a specific type of emergenc

the set of steps and procedures are followed automatically (or ma
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- Definition of neural net-based system in this context is interpreted as the 

response system uses the last successful results from the previous emerge

- Definition of an expert system in this context means that the system will 

approach each emergency situation on a case-by-case basis with very

set bounds for resource a

ncy to 

update the sequence of procedures to implement for the new emergency 

 broad pre-

llocations and manpower.   

 

Perspec ions were emergencies 

produc

 Non-Intentionally (by man or beast; or machine)  

 Intentionally (by man). 

Some of the disasters are listed as follows: 

 Aircraft Accident - intentional and non-intentional 

rricane - natural 

tives to be considered for the responses to these quest

ed by different types of disasters triggered: 

 Naturally  

 Avalanche - natural 

 Dam - intentional and non-intentional 

 Drought - natural 

 Earthquake - natural 

 Epidemic - natural 

 Explosion - intentional and non-intentional 

 Fire - intentional and non-intentional 

 Flood - natural 

 Hu

 Marine - intentional and non-intentional  

 Mine - intentional and non-intentional 
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 Oil Spill - intentional and non-intentional 

 Railroad - intentional and non-intentional 

 Terrorist Attack - intentional 

 Tornado - natural 

 Winter Storm – natural 

to a wide cross-section of qualified 

eers.  The test group for this phase was a wider set of experts that 

  The survey group was 

eering community, namely from government, 

aca n the design, development and 

e, software and system 

ical, mechanical, transportation, civil, aeronautical, 

 engineering.  Essentially the 

emanded successful system engineering projects with over 

rts were targeted from a wide variety of disciplines as 

mpanied the questionnaire.  It was the intention of the 

 aspect of system development 

n the responses.  The candidates were 

dividual communication and secure response retention.  Using 

ison experiment for gathering expert judgment, the 

the expert judgments.  These 

responding requirements.   

5.3 Data Collection 
 

Once the questionnaire was developed, it was sent 

and experienced engin

spanned a greater background of engineering and technology.

selected from all facets of the engin

demia, private and public entities involved i

implementation of systems.  The expertise varied from hardwar

engineering in the field of electr

computer software, operational research and system

qualifications for this group d

15 years of experience.  The expe

evidenced in the letter that acco

author to fuse the subject matter knowledge from every

and design, so that there could be no hint of bias i

sufficiently separated by in

the Mazzuchi et al [16] compar

responses are analyzed to calibrate and hence weight 

weighted results are used to rank the needs and cor
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5.4 Analysis of Responses to Questionnaire 
 

f responses received and the 

ire; the following assertions are made: 

 expert pool declined to participate in the questionnaire. 

claimed that they had no experience or expertise in 

the design, development, or implementation of the system objective, namely 

Emergency Systems 

3. The rest of those who declined did not state a reason, from which the author 

assumes that they either had no time for participating, or did not think this was a 

high priority type of system or challenging enough system objective, or simply 

did not think that a problem existed. 

4. From the participants who provided responses to the questionnaire, the content of 

some of the responses implied a dearth of expertise in analyzing emergency 

system needs and implementations. 

Based on the observations it is deduced that there is a lack of awareness in what an 

emergency system’s function is and a lack of experience in approaching a real-world 

system design problem, which has political ramifications. 

From 25 recipients to whom these questionnaires that were sent out, 14 individuals 

participated in the survey and sent in their responses.  However, these 14 participants did 

not respond to all the questions.  Ten of the recipients responded to at least 22 of the 27 

questions; one responded to 21 questions, and the rest responded between 13 and 17 

questions.  Based on the responses and the questions that were answered the following 

analysis was made. 

Based on the number of responses received; type o

content of the responses to the questionna

1. Over half the selected

2. Half of those who declined 
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The questionnaire was informally divided into a quantitative and qualitative set of 

ue  12 

 seeded 

he 

he 

factors or other elements that are used to 

ified 

The Classical Model [32] was used to extract and calibrate the experts.  Essentially, 

this model specifies weights based on experts’ information and calibration scores for a set 

of seed variables.  The calibration questions were posed to the experts with instructions to 

provide their uncertainty distribution in their response for the calibration question as 

shown in Table 5-1.  The responses given were the most pessimistic, optimal and the 

most optimistic.  These were assigned the 5 percentile, 50 percentile and 95 percentile 

responses to the questions, respectively.  The response was compared to the realization 

(seed variable or response evaluated and provided by the author).  The expert weights 

were then determined through a combination of  calibration and information scores based 

on the seed variables or realizations. 

The first step is to define an intrinsic range for each seed variable, i.e., a maximum 

and minimum value based on the responses, since the values from the experts can vary 

q stions.  The quantitative questions were the first 15 in the list, and the remaining

questions were qualitative.  From the first set of 15 questions, 10 were selectively

as the calibration questions used to rank the experts based on the responses received.  T

respondents were asked to give three answers for these selected seed questions and the 

responses were compared against the realization that was evaluated by the author.    T

qualitative questions were used to rank the 

extract a quantitative set of priorities that reflects the stake-holders needs for the spec

system.  The realizations for the questions were derived from published statistics and 

analyses performed on them. 

5.5 Calibration of Experts 
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sign

 

for 

e 

al 2, with a probability of 0.45, and 

ificantly.  Let qi(e) be the i% quantile from expert ‘e’ for variable ‘x’, whose 

realization is ‘r’.  Thus if there are ‘m’ experts, the intrinsic range, ‘l’ being the minimum

or lowest value from the m experts and author provided realization r; and ‘h’ being the 

maximum, is evaluated as follows: 

 }r),m(q),......,1(qmin{l 55   

 and 

 }r),m(q),......,1(qmax{h 9595  

An overshoot percentage k, usually 10% is selected to define the usable minimum and 

maximum values as follows: 

 )lh(k1)e(ql   

and  

 )lh(k1)e(qh   

Thus the Expert Distribution (CDF) for the seed variable X is a linear interpolation 

between (ql(e),0), (q5(e),0.05), (q50(e),0.50), (q95(e),0.95), (qh(e),1). 

The next step in the process is to calibrate the experts.  In calibrating the experts, 

each expert, the realization could be considered as a multinomial distribution with 

probabilities that for this specific seed variable, the outcome or realization will be in on

of the 4 intervals defined as from the minimum value l and 5%, 5% and 50%, 50% and 

95%, 95% and h. 

  )e(q),e(qr 5l , i.e. interval 1, with a probability of 0.05, and  

  )e(q),e(qr 505 , i.e. interv

  )e(q),e(qr  , i.e. interval 3, with a probability of 0.45, and 9550
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  )e(q),e(qr h95 , i.e. interval 4, with a probability of 0.05.  

For every seed variable, the occurrence of the expert’s response being in one of these 

4 intervals, and the probability associated with each interval is evaluated.  Thus for N 

seed variables (from N calibration questions), for each of the experts we can identify and 

enumerate the number of times the realization r occurs in the intervals 1, 2, 3 and 4.  If 

we assume independence of the seed variables, then the ‘empirical density’ of the 

realization or seed variable in each of the four intervals is calculated as follows: 

een calibrated, the Relative Information from an 

Expert is calculated and hypothesis tested, such that: 

0: si = pi for all I, versus Ha: si <> pi for some pi  

he Relative Information from an Expert (from all the variables) is defined as 

foll

Where (s1, s2, s3, s4) is the ‘empirical density’ from the seed variables, and (p1, p2, p3, 

p4) are (0.05, 0.45, 0.45, 0.05).  If the number of seed variables, N, is large enough, then: 

 

d as the probability of getting a Relative 

Info ation score worse than, gre

 Calibration score for an Expert: CE  =

where, 

 

   N/"i"ervalintinrnrealizatioofcestaninsofNumbersi   

To test how well an Expert has b

 H

T

ows: 

  
4

iii )p/s(Lns)p,s(I  
1i

2
)3(

The Calibration score for an Expert is define

)p,s(NI2   

rm ater than or equal to what was obtained: 

i )3( ))p,s(NI2(1)e(c 2  

)}p,s(NI2Pr{))p,s(NI2( 2
)3(

2
)3(    
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The final step is to obtain an Information score on the seed variables.  How 

info

n.  

 

information.  The Relative Information for an Expert E1 on a variable X1 is defined as: 

05) 

and ri is the background measure for the interval i. 

 r1 =F(q5(E1)) – F(ql(E1)) 

 r2 =F(q50(E1)) – F(q5(E1)) 

 r3 =F(q95(E1)) – F(q50(E1)) 

r4 =F(qh(E1)) – F(q95(E1)) 

Average Information Score from Expert:  IEi = 

g the ranked 

req re l. 

ht assigned to Expert: WEi = IEi * CEi  

rmative have the responses been is alluded to as ‘Informativeness’, and is measured 

with respect to some back-ground measure, either uniform or log-normal in distributio

The model developed in this research used a uniform distribution to define the 

background, whereby the CDF is defined as follows: 

 F(x) = [x - l]/[h – l] and l < x < h 

Individual Variable Information from an Expert is referred to as a measure of

  
4

iii1X1 )r/p(Lnp))E(r(I , where (p1, p2, p3, p4) are (0.05, 0.45, 0.45, 0.
1i

 

Thus for each variable an Information score is obtained.  The Expert Information 

score is the average Information over all the variables and is given as: 




N

1j
Xj )])Ei(r(I[   

Cooke’s Classical Method essentially evaluates a single weight based on the analysis 

to be assigned to the Expert’s responses to the questionnaires and extractin

ui ments needed to develop the mode

 Weig
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This calculation of the Weight does not take into account the experience and

of the Experts in the different fields of engineering.  The use of probabilistic risk analyse

and expert opinion [24], [25] identified the need to using some form of weighting for 

expert opinion from a risk and derived reliability point of view.  To include this

the Weight was further modified by proportionately di

 expertise 

s 

 factor, 

viding the Weight obtained from 

the la nfluence factor based on the number of years 

of e are 

1 had a Software rating if S

System rating of SY1; the Weight assigned to the Expert from the Cooke Classical 

rate Weightings to the Expert E1, for 

Sof elated responses to queries.   

hts assigned to Expert E1 are defined as follows: 

E1: SWEi = (S1/S1+H1+SY1)*  IEi * CEi  

rt E1: HWEi =(H1/S1+H1+SY1)*   IEi * CEi  

 SYWEii   

The next few paragraphs and tables, pictorially depict the information extracted from 

the calibration queries in the questionnaire and Performance-based Weights that are 

calculated from these responses.  Table 5-1 shows the responses to the calibration 

questions. 

C ssical Model using the normalized I

xperience and the expertise that the Experts had in the field of Hardware, Softw

and System Engineering. 

Thus if an Expert E 1, a Hardware rating of H1, and a 

Method was modified by these rating to give a sepa

tware, Hardware and System r

 Normalized Modified Weig

 Software Weight for Expert 

 Hardware Weight for Expe

 System Weight for Expert E1:  SYWEi =(SY1/S1+H1+SY1)*   IEi * CEi  

where, 

 Weight assigned to Expert: WEi = SWEi + HWEi +
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Table 5-1 Responses to Calibration Queries in the Questionnaire 

Expert-> 
E1 
(1) 

E2 
(2) 

E3 
(3) 

E5 
(4) 

E6 
(5) 

E7 
(6) 

E8 
(7) 

E11 
(8) 

E12 
(9) 

E13 
(10) 

E14 
(11) 

Questions Q1 Q1 Q1 Q1 Q1 Q1 Q1 Q1 Q1 Q1 Q1 

5.00% 2.00E-01 2.74E-03 1.11E-01 4.00E-02 6.67E-02 1.00E-04 2.00E-02 1.00E-01 5.00E-03 1.92E-02 4.00E-02

50.00% 3.33E-01 8.33E-02 2.00E-01 1.00E+00 1.67E-01 3.33E-04 1.00E-01 5.00E-01 1.00E-02 3.85E-02 3.33E-01

95.00% 1.00E+00 2.50E-01 5.00E-01 1.00E+05 5.00E-01 1.00E-03 1.43E-01 1.00E+05 3.33E-01 8.33E-02 1.00E+00

 Q4 Q4 Q4 Q4 Q4 Q4 Q4 Q4 Q4 Q4 Q4 

5.00% 2.00E-01 5.56E-03 1.59E+00 7.69E-02 5.00E-01 2.00E-01 4.00E-02 1.00E+00 2.67E-02 5.00E+00 3.03E+00

50.00% 3.33E-01 1.00E+00 6.67E+00 1.00E+02 1.00E+00 5.00E-01 9.09E-02 5.00E+00 8.20E-01 7.14E+00 5.88E+00

95.00% 1.00E+00 1.00E+05 5.00E+01 1.00E+05 1.00E+05 1.00E+00 2.00E-01 1.00E+01 1.37E+00 1.00E+01 2.00E+01

 Q5 Q5 Q5 Q5 Q5 Q5 Q5 Q5 Q5 Q5 Q5 

5.00% 2.00E-02 1.00E-01 1.00E-02 5.00E-01 2.00E+00 1.00E+01 1.00E+00 1.00E-02 2.00E-01 5.00E-01 2.00E+01

50.00% 3.00E-02 1.00E+00 5.00E+00 2.00E+00 5.00E+00 1.00E+02 5.00E+00 5.00E+00 5.00E-01 1.00E+00 5.00E+01

95.00% 5.00E-02 1.01E+00 1.00E+01 5.00E+00 1.00E+01 1.00E+03 1.00E+01 1.00E+02 7.00E-01 1.00E+03 1.50E+02

 Q6 Q6 Q6 Q6 Q6 Q6 Q6 Q6 Q6 Q6 Q6 

5.00 5.00E-01% 7.00E-01 5.00E-01 4.00E-01 1.00E-10 9.00E-01 9.00E-01 8.50E-01 2.00E-01 5.00E-01 9.00E-01

50.0 9.00E-010% 8.00E-01 9.00E-01 5.00E-01 5.00E-01 9.90E-01 9.80E-01 9.00E-01 8.00E-01 9.00E-01 9.50E-01

95.00% 9.00E-01 9.01E-01 7.00E-01 9.90E-01 9.95E-01 9.90E-01 9.50E-01 9.00E-01 1.00E+00 9.90E-01 9.50E-01

 Q7 Q7 Q7 Q7 Q7 Q7 Q7 Q7 Q7 Q7 Q7 

5.00% 7.0E-01 4.9E-01 4.0E-01 1.0E-10 5.0E-02 5.0E-01 9.0E-01 2.5E-01 5.0E-01 9.0E-01 8.0E-01

50.00% 8.0E-01 5.0E-01 9.0E-01 5.0E-01 7.5E-02 9.5E-01 9.5E-01 7.5E-01 9.8E-01 9.5E-01 9.5E-01

95.00% 9.0E-01 5.1E-01 9.9E-01 1.0E+00 1.0E-01 9.9E-01 9.8E-01 9.0E-01 1.0E+00 9.9E-01 9.9E-01

 Q8 Q8 Q8 Q8 Q8 Q8 Q8 Q8 Q8 Q8 Q8 

5.00 3.03E+00% 5.56E-03 5.56E-03 1.39E+01 7.69E-02 3.33E-01 1.00E-01 1.00E-01 1.00E+00 5.56E-02 5.00E+00

50.0  .88E+000% 9.09E-03 9.09E-01 2.50E+01 2.00E+02 5.00E-01 5.00E-01 2.50E-01 5.00E+00 7.69E-01 7.14E+00 5

95.0  E 2.00E+010% 2.78E-02 1.00E+00 1.25E+02 1.00E+05 1.00E+00 1.00 +00 5.00E-01 1.00E+01 1.11E+00 1.00E+01

 Q9-HW Q9-HW Q9-HW Q9-HW Q9-HW Q9-HW Q9-HW Q9-HW Q9-HW Q9-HW Q9-HW 

5.00% 8.50E-01 4.00E-01 9.70E-01 9.70E-01 6.00E-01 9.70E-01 8.50E-01 2.50E-01 2.50E-01 9.00E-01 7.00E-01

50.0  8.50E-010% 9.50E-01 5.00E-01 9.80E-01 9.80E-01 7.00E-01 9.80E-01 9.00E-01 9.50E-01 7.50E-01 9.10E-01

95.00 8.00E-01 E-01 9.00E-01% 9.70E-01 6.00E-01 9.90E-01 9.90E-01 9.90E-01 9.50E-01 9.90  9.00E-01 9.20E-01

 Q9-SW Q9-SW Q9-SW Q9-SW Q9-SW Q9-SW Q9-SW Q9-SW Q9-SW Q9-SW Q9-SW 

5.00% 8.00E-01 4.00E-01 9.70E-01 9.99E-01 2.00E-01 5.00E-01 3.00E-01 2.50E-01 5.00E-02 5.00E-02 6.00E-01

50.0  5.00E-01 9.94E-01 9.99E-01 3.00E-01 2.50E-01 5.00E-01 8.50E-01 2.50E-01 2.00E-01 9.00E-010% 8.90E-01

95.00 .00 00 E-01 .00E-01 3.00E-01 9.50E-01% 9.00E-01 6.00E-01 9.97E-01 9.99E-01 4 E-01 1. E-01 7.00 9.00E-01 5

 Q9-PW Q9-PW Q9-PW Q9-PW Q9-PW Q9-PW Q9-PW Q9-PW Q9-PW Q9-PW Q9-PW 

5.00% 9.50E-01 4.00E-01 5.00E-02 1.00E-10 9.99E-01 5.00E-01 2.50E-01 1.00E-01 2.50E-01 8.00E-01 9.00E-01

50.00% 9.51E-01 5.00E-01 2.00E-01 1.00E-02 9.99E-01 7.50E-01 6.00E-01 2.00E-01 5.00E-01 9.00E-01 9.30E-01

95.00% 9.70E-01 6.00E-01 6.00E-01 2.00E-02 9.99E-01 9.00E-01 7.50E-01 8.00E-01 7.50E-01 9.50E-01 9.80E-01

 Q15-W Q15-W Q15-W Q15-W Q15-W Q15-W Q15-W Q15-W Q15-W Q15-W Q15-W 

5.00% 2.00E-01 4.17E-03 5.00E-01 1.43E-01 5.00E-01 1.33E+00 2.00E+00 2.08E-02 1.00E-01 3.33E-01 1.67E-01

50.00% 5.00E-01 5.00E-01 1.67E+00 2.00E-01 1.00E+00 2.00E+00 4.00E+00 4.17E-02 5.00E-01 5.00E-01 5.00E-01

95.00% 1.00E+00 1.00E+00 3.33E+00 1.00E+00 2.00E+00 4.00E+00 5.88E+00 5.00E-01 2.00E+00 1.00E+00 1.00E+00

 Q15-S Q15-S Q15-S Q15-S Q15-S Q15-S Q15-S Q15-S Q15-S Q15-S Q15-S 

5.00% 3.33E-01 5.95E-03 2.00E+00 1.43E-01 1.00E+00 1.33E+00 4.00E+00 8.33E-02 2.00E-01 5.00E-01 1.00E+00

50.00% 1.00E+00 5.00E-01 5.00E+00 2.00E-01 2.00E+00 2.00E+00 5.88E+00 5.00E-01 1.00E+00 1.00E+00 1.33E+00

95.00% 2.00E+00 1.00E+00 1.00E+01 1.00E+00 5.00E+00 4.00E+00 8.33E+00 1.00E+00 4.00E+00 2.00E+00 4.00E+00
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The d f where 

i = 1, 2, 3, ….14, identifi he E ert; and (1), , (3), ..(1 deno  the erts

who responded to the C i r a  shows an exam

V l R s c io y

e e  R i e

O oo  

notation use or the Experts identifies the Expert using the sobriquet ‘Ei’ 

es t xp (2) …… 1) tes Exp  

alibrat on Que ies.  T ble 5-2 ple of a Seed 

ariab e Input espon e to a alibrat n quer . 

 

Tabl  5-2 Example of a Seed Variabl  Input esponse to Calibrat on Qu ry 1 

versh t    0.1      

N  o  umber f Variables 11      

         

VAR L x q 00 e n IAB E 1 Linear l = 0. E+00 Min R strictio 0 

Realizati L e q .1 n 0on 1.25E-01 og Lin ar  h = 1 0E+05 Max Restrictio  10 00000 

Experts 5 < % % r % 50% 95% 5% 5 -50% 50%-95% >95  Info mation

1 2.00E  3. 01 .00E+ 1 0 0 11.1-01 33E- 1 00 0 792 

2 2.74E-03 8.33E-02 2.50E  .2-01 0 0 1 0 12 441 

3 1.11E-01 2.00E-01 5.00E  .7-01 0 1 0 0 11 504 

4 4.00E-02 1 00 0E  1.00E+  1.0 +05 0 1 0 0 5. 280 

5 6.67E  1. 01 .00E- 0 0 0 11.6-02 67E- 5 01 1 755 

6 1.00E-04 3.33E-04 1.00  E-03 0 0 0 1 17.5244 

7 2.00E-02 1.00E-01 1.43  E-01 0 0 1 0 12.7592 

8 1.00E-01 5.00E-01 1.00  E+05 0 1 0 0 5.4761 

9 5.00 02 E- 3.E-03 1.00E- 3.33 01 0 0 1 0 1 1668 

10 1.92 02 E- .3E-02 3.85E- 8.33 02 0 0 0 1 13 820 

11 4.00 01 E+0 .9E-02 3.33E- 1.00 0 0 1 0 0 10 049 

  41 01 E+0 0 446. E-03 5.96E- 9.59 4 0 1 0 5. 08 

   

 

The r le va  i n b

5 h l f r c g  p a d w

Ta e 5- e  o a ct n as e rt ns h

d  a s  e u i r  o e s e

Experts who did not respond to the Cal on y, ow re  t e 

combination of experts’ judgment fo a sing  seed riable s show  in Ta le 

-3.  T e calcu ation o  the Pe forman e Wei hts for the Ex erts is t bulate  as sho n in 

bl 4.  Th value f ‘a’ w s sele ed to e comp s all th  Expe  respo es.  T is 

ispels ny bia es that may cr ep in d e to m sinterp etation f the r sponse .  Sinc  the 

ibrati  quer did h ever spond o som of 
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the 

Table 5-3 Combination of Expert Judgment for Seed Variable 1 

 
N s 

Un-seeded queries, the Calibrated Weight, denoted as ‘WT’ in  Table 5-4 was 

expanded to assume and include Performance Scores for Experts E4, E9, and E10.   

 

. 

umber of Expert   11      

Sel pe of Weights     ect Ty  

                                     Equa x        l  

                             Use Specified   ariable 1    V

                    Pe ormance Based x     rf  

Intrinsic Range Ad tment 0  
 

0   jus .1 
Restriction
Min 

     
Restriction 
Max 

10000000   

    rt   ights Expe  Input We

# l   %  qual ser   5% 50% 95 h E U Perform

1 0 0 3 000 110 .000 0 091    0.20 0 0.333  1.0  000 .0909 0.0000

2 0 2 3 500 110 .000 0 091  9  0.00 7 0.083  0.2  000 .0909 0.046

3 0 1 0 000 110 .000 0 091    0.11 1 0.200  0.5  000 .0909 0.0171

4 0 0 0 0.00  110 .000 0 091    0.04 0 1.000  10000 00 000 .0909 0.6976

5 0 6 7 000 110 .000 0 091    0.06 7 0.166  0.5  000 .0909 0.0000

6 0 0 3 010 110 .000 0 091  0  0.00 1 0.000  0.0  000 .0909 0.000

7 0 0 0 429 110 .000 0 091    0.02 0 0.100  0.1  000 .0909 0.0027

8 0 0 0 0.00  110 .000 0 091     0.10 0 0.500  10000 00 000 .0909 0.0002

9 0 5 0 333 110 .000 0 091     0.00 0 0.010  0.3  000 .0909 0.2298

10 0 9 5 833 110 .000 0. 09091  3  0.01 2 0.038  0.0  000 09 0.004

11 0 0.0400 0.3333 1.0000 110000.000 0.0909091  0.0012 

Combined Expert 0.0064 0.5956 95918.9974        

  

 
 

The assumed Calibrated Weights for these Experts did not make any impact on the 

outcome of the survey since their responses were either, ‘d = don’t know’ or ended up 

being outliers when compared to the realizations. 
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Table 5-4 Performance Weights 

= 2.300E-04             

    EMPIRICAL DISTRIBUTION  INDIVIDUAL VARIABLE INFORMATION 

EXPERT NORM WT WT CAL 0.05 0.45 0.45 0.05 INF VAR 1 VAR 2 VAR 3 VAR 4 .. VAR 11

1 0.000 0.000 1.378E-07 0.455 0.000 0.091 0.364 5.4815 11.1792 11.1792 9.6630 1.1871 .. 1.5071 

2 0.047 0.151 3.336E-02 0.182 0.273 0.182 0.273 4.5143 12.2441 5.2108 7.8696 2.6529 .. 2.1499 

3  1.5 .. 0.1264 0.017 0.055 18E-02 0.364 0.273 0.182 0.091 3.6172 11.7504 7.5592 4.4178 0.8482

4 0.698 2.238 6.481E-01 0.182 0.364 0.273 0.091 3.4536 5.1280 3.0054 4.9927 0.9962 .. 2.7502 

5 0.000 0.000 2.234E-05 0.455 0.273 0.000 0.182 4.4899 11.6755 5.2953 4.3819 2.7198 .. 0.7957 

6 0.000 0.000 1.394E-04 0.455 0. 0. 1 0.182 5039 17.5244 9438 0.5535 2.4262 .. 1.1385 182 09 4. 10.

7 .364 0.091 0.273 0.182 4154 12.7592 5075 4.2871 1.8358 .. 0.5732 0.003 0.009 1.965E-03 0 4. 12.

8 0.000 0.001 2.453E-04 0.364 0.1 0. 1 0.273 0689 5.4761 8.6615 0.4434 .. 2.0946 82 09 3. 3.0971 

9 0.230 0.737 1.719E-01 0.182 0.364 0. 2 0.182 1668 10.5640 0.9259 .. 0.9688 18 4.2878 13. 6.9812 

10 0.004 0.014 3.210E-03 0.364 0.1 0. 2 0.182 3478 13.3820 9.1137 2.9931 2.0139 .. 1.6163 82 18 4.

11 0.001 0.004 1.124E-03 0.455 0. 0. 2 0.091 9 8.2912 1.8894 0. .. 1.3353 182 18 3.5561 10.904 9266

               

 

 extrac e thr  l d EXPERT NORM WT nd  

inserts three ws de s E4,  E10

e 5 Norm  W x

 
EXPERT N GH *I ION WEIG

Table 5-5 ts th ee columns abele , , a  WT and

 ro to inclu  Expert  E , and9 .   

 

Tabl -5 alized eight for E perts 

ORMALIZED WEI T (CALIBRATION NFORMAT ) HT 

E1 0.000 0.000 

E2 0.028 0.151 

E3 0.010 0.055 

E4 0. 238 411 2.

E5 0.411 2.238 

E6 0.000 0.000 

E7 0.000 0.001 

E8 0.002 0.009 

E9 0.000 0.001 

E  0.000 0.001 10

E11 0.000 0.001 

E12 0.135 0.737 

E13 0.003 0.014 

E14 0.001 0.004 

 1.000  
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The basic assumption ed nce scores of the 

Experts E4 9 E10, and the  assigned to E  is the sam  as the WT calculated for 

ne o 9, E  t am s a

ased he  n t p ,

sc d, an  w i s r

mo ified o n I W H t

C ical el e t s n r

and the expertise that the xper  had n th  

Engineering, Table 5-6.  The proportionately derived weights were normalized and 

applied to the responses from

pared to the 

realizations for the non-seeded response variables. 

Table 5-6 e 

Expert 
NORM

WEIGHT ClassPerf with Exp. ClassPerf with ClassPerf with Exp.

 made is bas on expertise and experie

, E , and WT 4 e

E5; and the WT assig d to b th E and 10 is he s e a  that c lculated for E11. 

 

B  on t  calculations and expert scori g process, he Ex erts were calibrated  

ore d the eights normalized as shown n Table 5-5.  The e weights were fu ther 

d  by pr portionately dividi g the NORMAL ZED EIG T obtained from he 

lass  Mod  using the Influenc  Fac or ba ed o  the numbe  of years of experience 

 E ts  i e field of Hardware, Software and System

 the non-seeded variable queries to evaluate the ranking of 

the responses based on the Performance and Expertise of the Experts and com

Expert Weights based on Performance & Expertis

 
ALIZE SW D HW SY 

 Exp. 
1 0.000 0.00000 0.00000 0.00000 
2 0.028 0.00754 0.01005 0.01005 
3 0.010 0.00275 0.00275 0.00458 
4 0.411 0.10269 0.10269 0.20539 
5 0.411 0.10269 0.10269 0.20539 
6 0.000 0.00000 0.00000 0.00001 
7 0.000 0.00003 0.00003 0.00006 
8 0.002 0.00045 0.00045 0.00068 
9 0.000 0.00003 0.00003 0.00007 

10 0.000 0.00003 0.00004 0.00007 
11 0.000 0.00004 0.00003 0.00007 
12 0.135 0.02899 0.03866 0.06765 
13 0.003 0.00073 0.00055 0.00128 
14 0.001 0.00016 0.00016 0.00041 
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5.6

 

extract the needs, requirements and metrics selected thereof, to be used in the appropriate 

ma ial 

 

 

 Derive and Extract Ranked System Requirements 
 

The next step at this stage is the analysis of the expert opinion and using the 

calculated calibrated rankings, based on Performance and Expertise of the same, to

trices for the QFD analysis.  The target requirements that are extracted from the init

matrix will be used to extract the target functions. 

From the responses received from the experts, the responses to selected queries, are

identified and ranked.  Table 5-7, Table 5-8, Table 5-9, Table 5-10 and Table 5-11 show

the all the responses received for the un-seeded queries. 

Table 5-7 Responses to Un-seeded Queries A-2 

Ei A – 2 

1 Timeliness coverage fault tol. avail 

2 Accuracy response rel sw/red hw resour. all 

3 Reliability response time accuracy  

4 y  Accurac response speed improve survival rate 

5 Response    

6 Ease of use speed reliability integrity 

7 Accuracy av re e ailability sponse tim  

8 respon av ro ity se time ailability ute viabil  

9 respon rse time eliability   

1 Reli dep  re e 0 ability endability sponse tim  

1 Avai res re ion 1 lability ponse time sponse act viability 

1 lives2  saved    

1 Acc  a  3 uracy speed reliability vailability

1 Avai resp d o tes 4 lability onse spee ptimal rou integrity 
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Table 5-8 Responses to Un-seeded Queries A-3 

Ei A - 3 

1 loss of nw loss of power Back Up logis. errs.  
unrel. 

power 

human 
error 

incorr. 
response 

insuff. 
resources 

incorr. 
infra data

2 lack of data bad comm 
data 

inacc. data
proc. corr. failure 

  
bad env. incorr. data no data comm. 

3 bad data IP incorr proc 
bad 

comm 
no maint.      

4 bad comm. 
unavailable 
resources 

low 
capability

      

5 bad data IP incorr proc        

6 inacc. DB bad data IP        

7 bad data IP         

8 
lack Svr 
capacity 

no redund 
no CPU 
power storage 

response 
e 

capacity failures 
Sensor 
failure 

NW 
failure

lack 
bad 

lack NW SW 

tim

9 
hum
err

    
an 

or 
    

10 overload erence     ing interf    

11 bad co nfra. 
bad data 

I
   mm. bad i

P 
   

12 lack of         data  

13 
Incom

DB 
Incorr. DB 

algorithm 
error 

 
location 

comm. 
failure 

SW proc. 
failure 

p
failure

 
plete 

bad

data 

HW proc. 
failure 

ower 
 

14 bad d
 

power 
failur

lack of 
redund. 

   ata IP 
algorithm 

error e 
comm. 
failure 
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Tab -14 

Ei A - 10 A – 11 A - 12 A - 13 A - 14 

le 5-9 Responses to Un-seeded Queries A-10 to A

1 

population growth 
ow c

low self reliance 
terrorism 

p ress
 d

s sse
 reliance 

 
ped 

 = 50% 
l apacity 

eople p
population
ervices stre

ure 
ensity 

d 
lower self

50%
50% less develo

developed 
d T

2 
fir
b

30% to 60% d 

T = 
100% 
F = 50% 
T(SA  
200% 

fires 
e 

ombs 
) =

3 

error
tu

catastrophe 
an- t

v cata rophe 
man-induced catastrophe & 
war 

50% star 
T = 
1000% 

t
New 

ism 
Orleans & na ral 

m
war 

induced catas rophe & 

natural/en st

4 
legal action 
egula n

soci al needs 
100% - dictatorial 
approach 

2:1 10:1 
r tory sanctio s 

et

5 d d d d d 

6 70% d d d d 

7 public
public reaction to death 

ctio jury
5% d

T = 50% 

5
 reaction 

public rea n to in  
2  T(S

9
A) = 

% 

8 
scaleable servers 

et technologies 
eog. Di  surv. 

scaleable servers 
inter et technol ies 
geog. Distr. for rv. 

20% to 40% 1:1 
F = 50% 
T(SA  
100% 

intern
g str. for

n og
 su

) =

9 
ubli
olit

public opinion 
poli  respo se 

democracy has a higher 
response t political 
climate 

d d 
p
p

c opinion 
icians response ticians n

o 

10 d d d d d 

11  d 50% grid T = 20% d

12 
current informationaccurate 

for

current 
informationaccu
information 

d 1:2 
T(SA) = 
100% in mation 

rate 

13 
safety bility) 
dvan g

% 2:
(speed&relia
ced technoloa y 

Cost 50 1 T = 20% 

14 
loss of lif ersonal 

loss of life 0.01:1 T = 25% 
e & p

property 
25% 
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Table 5-1 Responses to Un-seeded Queries B-1 to B-7 0 

E B - 1  2 B – 3 B – 5 B - 6 Bi B - B - 4  – 7 

1
C
R
E

n-Made 
r 

aster 

Ch
3 
C =
B =

S = 5 
R = 10 

For Pure SW Reli.Dependant On - 
FW 

bsolesce  
y 

Needs Info. Assurance 

 
hoice 3 
 = 10 
 = 3 

Ma
Disaste
Natural Dis

oice 

 8 
 3 

Choice 3 
R = 5 
A = 8 

Choice 3 
F = 7 
P = 3 

HW,
Vul. To O
Needs Securit

nce

2 

C
1,
R = 3 3 1 
E

Mountain Rescue 

Ch
All 
C = 10 
B = 1 

Choice 

R = 1 
A = 1 

S = 1 
R = 1 F = 1 

P = 1 

Choice Is Hybrid On Any M

hoice 
2,3 

 = 1 1 1 

oice 
All 

Choice 
All 

etric 

3 
C
R
E Natural Disaster 

Ch
3 
C = 9 
B = 1 

R = 10 
A = 8 

S = 8 
R = 10 

F = 5 
P = 5 

Pure SW Metrics –  
Development Cost 
Schedule Costs 

hoice 3 
 = 10 
 = 10 

Man-Made 
Disaster 

oice 
Choice 3 Choice 3 

4

Choice 
1,
R = 1 1 1 
E = 1 1 1 

Natural Disaster 

Choice 
All 
C =
B =

Choice 
All 
R = 10 

S = 5 
R = 1 

oice 

P = 9 

Ability To Update & Enhance 
Life Cycle Costs 
SW = 9 
HY = 3 
HW = 3 

 
2,3 

 9 
 3 A = 5 

Ch
All 
F = 3 

5

C
1,
R
E

d 

Choice 

P = 1 

Cost Effective 
W = 9 
Y = 1 

HW = 3 

 

hoice 
2,3 
 = 10 
 = 1 

d 

Choice 
All 
R = 1 
A = 9 

d 
All 
F = 1 

S
H

6
Choice 
1,
R = 2E = 1 

All Emergencies 

Ch
All 
C =
B =

All 
R = 1 
A = 1 

S = 2 
R = 1 

 
d  2,3 

oice Choice 

 5 
 1 

Choice 
All
F = 3 
P = 1 

7 

C
1,
R
E

Ch
All 
C =
B =

R = 1 
A = 2 

S = 1 
R = 1 

All 

Re-Engineering C
Functional Extensibility 
SW = 10 
HY = 1 
HW = 1  

hoice 
2,3 
 = 2 
 = 1 

All Emergencies 

oice Choice 
All 

 2 
 1 

Choice 

F = 10 
P = 1 

ost 

8 

hoice 
2,3 

R = 1 2 3 
E = 1 1 1 

All Emergencies 

Ch
All 
C = 4 2 
1 
B = 1 1 
1 

Choice 
1,2,3 
R = 1 1 2 
A = 2 1 1 

Choice 
All 
S = 1 3 
3 
R = 1 1 
1 

Choice 
1,2,3 
F = 5 2 2 
P = 1 1 1 

Non-RT 
Flexible Decision Supp.Syst 
Extensibility On Low Cost High Speed 
CPU 
SW = 10 
HY = 1 
HW = 1 

oice 
C
1,

9 

Choice 
1,2,3 
R = 10 10 
10 
E = 1 1 1 

d 

Choice 
All 
C = 8 
B = 1 

Choice 
All 
R = 5 
A = 1 

Choice 
All  
S = 6 6 
6 
R = 1 1 
1 

Choice 
All 
F = 7.5 
P = 1 

d 

10 

Choice 
1,2,3 
R = 9 9 9 
E = 1 1 1 

Floods 
Earthquake 
Hurricane 
Tornado 
Terrorist 

Choice 
All 
C = 6 
B = 1 

d d d 

Hybrid Is The Best Choice 
SW = 1 
HY = 10 
HW = 1 
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Ei B - 1  7 B - 2 B – 3 B - 4 B – 5 B - 6 B –

11 

Ch
1,2,3 

Hurri
Floods 

sters 

Choice  
A
C = 3 1 

 1 3 

C
All 

C
All 
S = 1 

 

Ch
All 

Functionally Partitioned 
Redundant HW Platforms 

ore SW, Less PLA) 

oice 

R = 1 
E = 2 

canes 

Wildfires 
Natural Disa

ll 

1 
B =
3 

hoice 

R = 1 
A = 5 

hoice 

R = 10

oice 

F = 5 
P = 1 

SW = 1 
HY = 2 (M
HW = 1 

12 

 
1,2,3 
R = 2 

d 

 
All 
C = 10 

 
All 
R = 1 

Choice 
All 
S = 1 
R = 10 

 
All 
F = 1 

CostsSW 
Maintenance 

Choice

E = 1 

Choice

B = 1 

Choice

A = 1 

Choice

P = 1 

PerformanceLife Cycle 

13 

E = 1 

Hurricanes 
Volcanoes 
Earthquakes B = 1 

 

A = 1 

 

S = 1 
R = 1 

 

P = 1 

SW = 2 
HY = 1 
HW = 1 

Choice 
1,2,3 
R = 1 

Wildfires Choice 
All 
C = 10 

Choice
All 
R = 1 

Choice
All 

Choice
All 
F = 1 

Maintain Algorithms 
Fix & Improve SW 

14 
6 

E = 1 1 1 

oice 

B = 1 A = 1 

 

S = 6 
R = 1 P = 7 

Hybrid: 

nctions In Time 
SW = 5 
HY = 10 

Choice 
1,2,3 
R = 2 3 

Architectural 
Comm. 

Ch
All 
C = 1 

Choice 
All 
R = 1 

Choice
All 

Choice 
All 
F = 1 

Need For COMM 
SW Algorithms For Routing 
Flexibility Of Fu

HW = 1 
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Table 5-11  Responses to Un-seeded Queries B-8 to B-1

Ei B -  9 B B - 12 

2 

8 B -  - 10 B - 11 

1 Transmission 

Trans nte 0 
s 9  

ity
Proce
Detection I it
Detec

T ity - 8 
io

ngineering - 10; 
Maintenance - 6 

Scores
 
R - 3 
N - 2 

 1 

mission I
mission - 

ntegr

grity - 1

 - 8 
Tran
Processing I

ssing - 7 
ntegr y - 6 

tion - 5 

ransmission Integr
Transmiss n - 5 

Re-E

E -

2 Detection Inte

Detec 0 
Proce  
Trans - 10
Detec rit
Proce
Transm ntegr

n
ing I  4 

- 5; 
R - 1 
N - 3 
E - 1 

grity 

tion - 1
ssing - 10
mission 
tion Integ
ssing Integr

ission I

  
y - 10 
ity - 9 

ity - 6 

Detection I
Process

tegrity - 5 
ntegrity

Re-Engineering 
Maintenance - 1 

3 Equal Critical

Transm ntegr
Trans  9 
Processing I tegr
Proce
Detec it
Detection - 5 

issio rity - 10
issio

R - 2 
N - 3 
E - 1 

ity 

ission I
mission -

n
ssing - 7 
tion Integr

ity - 10

ity - 8 

y - 6 

Transm
Transm

n Integ
n - 9 

 Re-Engineering - 10; 
Maintenance - 1 

4 
Detection (Reception Of 
Alert Message) 

Detection - 8 
Detection Integrity - 10 
Processing - 7 
Processing Integrity - 10 
Transmission - 8 
Transmission Integrity - 10 

Detection Integrity - 10 
Processing - 10 
Transmission - 10 
Detection - 7.5 
Processing Integrity - 7.5 
Transmission Integrity - 7.5 

Maintenance - 5 
Re-Engineering - 1;  

R - 3 
N - 2 
E - 1 

5 Equal Criticality 

Detection - 10 
Detection Integrity - 10 
Processing - 10 
Processing Integrity - 10 
Transmission - 10 
Transmission Integrity - 10 

Detection - 1 
Detection Integrity - 1 
Processing - 1 
Processing Integrity - 1 
Transmission - 1 
Transmission Integrity - 1 

d d 

6 Transmission 

Detection - 8 
Detection Integrity - 5 
Processing - 9 
Processing Integrity - 6 
Transmission - 10 
Transmission Integrity - 7 

Transmission - 2 
Transmission Integrity -2 
Detection - 1 
Detection Integrity - 1 
Processing - 1 
Processing Integrity - 1 

Re-Engineering - 3 
Maintenance - 1 

R - 1 
N - 2 
E - 4 

7 Detection & Processing 

Detection - 10 
Processing - 9 
Transmission - 8 
Detection Integrity - 7 
Processing Integrity - 6 
Transmission Integrity - 5 

Detection - 5 
Processing - 5 
Transmission - 1 

d 
R - 3 
N - 2 
E - 1 

8 
Detection & 
Transmission 

Detection - 10 
Transmission - 10 
Detection Integrity - 8 
Transmission Integrity - 5 
Processing - 4 
Processing Integrity - 3 

Detection -  2 
Transmission - 2 
Detection Integrity - 1 

Re-Engineering - 4 
Maintenance - 1 

R - 20
N - 1 
E - 10 

9 Transmission Integrity ?? ?? d 
R - 1 
N - 1 
E - 3 

10 D ?? ?? 
Re-Engineering - 9 
Maintenance - 1 

d 

11 Detection 

Detection - 10 
Detection Integrity - 9 
Processing - 8 
Processing Integrity - 7 
Transmission - 6 
Transmission Integrity - 5 

Detection - 2 
Detection Integrity - 1 

Maintenance - 1.25 
Re-Engineering - 1 

R - 2 
N - 1 
E - 3 
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Ei B - B - 12 8 B - 9 B - 10 B - 11 

12 Equal Criticality 

Transmission - 10 
Transmissi grity - 10 Transmiss

Transmission Integrity - 10 
Detection -9 

Re-Engineering - 1 
Maintenance > 1 

on Inte
Detection -9 
Detection Integrity - 9 
Processing - 8 
Processing Integrity - 8 

ion - 10 

Detection Integrity - 9 

d 

13 Detection ?? 
Re-Engineering << 1 
Maintenance - 1 

E - 2 
?? 

R - 3 
N - 1 

14 d 

Detection - 10 
Processing - 10 
Transmission - 10 
Detection Integrity - 10 
Processing Integrity -10 
Transmission Integrity - 10 

Detection - 1 
Processing - 1 

Maintenance - 10 
Re-Engineering - 1 

R - 3 
N - 1 
E - 2 

 

From these respons devel owing se hown i  

following Table 5-12 th le 5-31. 

Analysis for A-2 

A2   

es, the analysis oped the foll t of results s n the

rough Tab

Table 5-12 

  
 RANK    

Accuracy accuracy 0.2216 0.22
Availability ility/ availability 0.0210 0.00 reliab
Cov resp se (speed, 

action, time) 
.43erage 1 on 0

Dependability 5     
Ease Of Use    4 
Fault  Tolerance  1   
Inte  grity 8   
Reliability   13 0.02
Response   15 
Response Action 0.43   5 
Respo   nse Speed 14 
Res   ponse Time 11 
Resources 12    
Route Optimization    7 
Route Viability    9 
Surv  ival Rate 17   
Tim  eliness 1   
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Table 5-13 Analysis for A-3 

 
A3     

   RANK  
Algorithm Error   14  
Bad Comm. 0.22 0.23 comm. (bad, failure) 26 
Bad Data IP 24 21 0.290. data (bad, lack) 
Bad Environment Data    18 
Bad Response Time    5 
Com . Failure   m 20 0.01 
Human Error   3  
Hw Failure   12  
Inac  Data 19    curate
Inac  Db 13    curate
Incorrect Data Proc. 25 0.22 0.22 incorrect (proc., response) 

Incorrect Infra Data 3    
Incorrect Response 1 0.00   
Insufficient Resources 23 0.21 0.21 insufficient  (resources) 
Insufficient Storage 5    
Lack NW Capacity   5  
Lack Of  21 0.08  Data  
Lack Redundancy.   11  
Lack Sever Capacity   5  
Logistics Errors  1   
Loss Of Network 1  0   
Loss Of Power 1 0.00 6   
No Maintenance 17    
Sensor Failure 5     
SW Failure 1   5  
Unavailable Resources 2   2  
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Table 5-14  Analysis for A-10 

 
A1  0     

 Rea    lizations  
 lack - early

detection 
m 

design 
 syste    

 lack - accurate info. data    
 lack - resp  

action 
blic onse pu

reaction 
   

 lack - skill ertise system 
gn 

 exp
desi

   

 RA    RANK NK 
Population Growth 1  Man-made 

Catastrophe 
0.0137 4  

Low Capacity 1    0.0000  
Low Self Reliance 1  Natural 

astrophe 
0.0146 5  

Cat
Terrorism 1  8  0 0.0000  
Fires 19  Political Response 0.4108 7  
Natural 
Catastrophe 

15  0000  0 0.

Man-Made 
Catastrophe 

15  nology 0.0026 2 Tech

War 15  0000   0 0.
Legal Action 2  Public Reaction 0.0009 1 2 
Sanctions 2 0 0   2 
Public Reaction 4  System Design 0.0032 3  
Scaleable Servers 9 0 0   
Internet Tech. 9 0 Data 0.1353 6  
Spatial Distribution 9 0 0    
Public Opinion 5 0 0   
Political Response 5 0 0   
Current Info. 20 0 0   
Accurate Info. 20 0 0   
Safety Speed 12 0 0   
Safety Reliability 12 0 0   
Adv. Tech. 12 0 0   
Loss Of Life 7 0 0   
Loss Of Property 7 0 0   
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Table 5-15  Analysis for A-11 

 
A – 11      

    Realizations   
 Lack o

Dete
f Early 

ction 
m 
n 

  syste
desig

 

 Lack of Accurate
n 

ta   da
Informatio

  

 Lack of Response  
on 

    public
Action reacti

 Lack of Skilled 
E

m 
design

   
xpertise 

syste
 

 Lac f Funding politic  
response 

 RA K k o al  N

Public Reaction 1  Man-made 
rophe Catast

0.0192 5 

Political Response 1  0.0000   
Political Response 1  Natural 

Catastrophe 
0.0146 4 

Political Response 1   0.0000  
Natural/Environment 17  Political 0.0013 2 
Catastrophe Response 
Man-Induced 

trophe 
17   0.0000  

Catas
Natural/Enviro

e 
nment 14  

Catastroph
Technology 0.0014 3 

Man-Induced 
Catastrophe 

14   0.0000  

Man-Induced 
Catastrophe 

14  lic Reaction Pub 0.2060 7 

Public Reaction 21     
Public Reaction 5  System Design 0.000 1  7 
Public Reaction 5     
Technology 10  Data 0.135 6 3 
Technology 10     
System Design 10   0   
Public Reaction 7     
Political Response 7     
Data 19     
Data 19     
Political Response 13     
Public Reaction 9     
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Table 5-16  Analysis for A-12 

 
A - 12 ow much Politics plays? Realization 

R = 75%
   H

 
 X < R-

25% 
> 

%) ) 
 X < R-

25% 
25%) > 

(R+24%) 
X > 

(R+25%) 
(R-25%) <X

(R+24
X > 

(R+25%
(R- <X

 1  0.0000     
     0.0101  1 
 1  0.0046     
      0.2054 1 
        
    0.0000  1  
 1  0.0001     
 1   0.0007    
        
        
 1   0.0001    
        
 1       0.0013
 1   0.0004    
 

 
We ed 

Mean 
43.3% 

01 .21 ight  0. 0.01 0

    3% 2%  5% 9
Realizations 75% 2.70     

 
Table 5-17  Analysis for A-13 

  Star ov  anc Star ove rid 
 

A - 13 er Grid Perform e r G
    Based Ratio Weighted Ratio 
 star rid ratio   g
 0 0 0. 00 0.00 10 0.
 0 0 0.  0.01 0.03 10
 0.5 1 0. 0.01 0.38 50 
 0.25 1 0.  0.14 1.40 25
 0 0 0.  0. 0.28 10 06 
 0 0 0.  0.00 0.00 10
 0 0 0.  0.00 0.00 10
 0 0 0.  0.00 0.00 10
 0 0 0.  0.00 0.00 10
 0 0 0.  0.00 0.00 10
 0 0 -0 1 0.00 0.00 .0
 0 0 -0.05 -0.01 -0.03 
 0.25 1 0.25 0.00 0.01 
 0 0 0.00 0.00 0.00 
     
     Correlated to 

Realization 
     2.07 

Realizations 7 1    
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Table 5-18  Analysis for A-14 

 
A - 14 r Mains  Stand-Alone ove

  lier = 
 + 50% 

0.09 Arithmetic Mean Multip
100%

 Per  = 100% tand-Al
er Mains 

cent Better Normal S one 
ov

 

 50 1.50 0.00  % 
 200% 3.00 0.03  
 1000  11.00 0.03  %
 900% 10.00 1.03  
 0% 1.00 0.10   
 0% 1.00 0.00   
 95% 1.95 0.00  
 100% 2.00 0.00  
 0% 1.00 0.00   
 0% 1.00 0.00   
 20% 1.20 0.00  
 100% 2.00 0.08  
 20% 1.20 0.00  
 25% 1.25 0.00  
  0.00 Geometric Mean 
     

Realizations 1 4.92 Weighted M n .95 ea

 
Table 5-19  Analysis for B-1 

 
B - 1 Robus v  t o er Efficient 

 0.09 0.09 0.09 Arithmetic Mean 
 C lized 

 
ributed/Co  
Ops. Syste

Distributed 
Syste

entra
System

Dist mmon
m m 

 

 0.00 0.00 0.00  
 3 0.03 0.03  0.0
 0 0.00 0.03  0.0
 0.10 0.10 0.10  
 1.03 1.03 1.03  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 8 0.08 0.08  0.0
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00 Geometric Mean 
     
 4.81 4.81 4.91 Weighted Mean 

Realizations 5 5 5  
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Table 5-20  Analysis for B-2 

 
B - 2       

Realizations Add Natu i Since Na isaster
be distributed to hurricanes, 

ph s et al, 

ral D saster tural d s can  

ty oons, volcanoe
fire      
hurricanes      
typhoons      

     
     

RANK     RANK 
Man-Made 
Disaster 

10 hurricanes 0.0014 00 0.0714 2 0.07

Natural Disaster 12 wildfire 0.0014  0.0014 5 
Mountain Rescue 11 typhoons 0.0000 00 0.0000 6 0.00
All Emergencies 5      
Floods 3      
Earthquakes 7 natural disast 0.2100    er 
Hurricanes 9 man-made 

disaster/terrori
0.0047  0.0047 4 

sm 
Tornado 1      
Terrorist 1 volcanoes, tornados, 

earthquakes, floods 
0029 00 0.0. 0.14 1429 1 

Wildfires 7      
Architectural 

omm. 
4 rg  0.0007  all eme encies 0.0007

C
Volca 6 0.0101  0.0101 3 noes mountain rescue 
Typh 0.00  oons  architectural comm. 04  0.0004 
Fire       
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Table 5-21  Analysis for B-3 

 
B - 3 Content Adaptive over Bandwidt Optimized h  

 tic Mean 0.06 0.06 0.06 Arithme
 Centralized 

System 
Distributed/Common 

Ops. System 
 Distributed 

System 
 0.00 0.00 0  .00 
  0.08 0  0.08 .08 
 0.00 00.00 .02  
 0.31 0.31 0.31  
 0.10 0.10 0.10  
  0.00 0  0.00 .00 
 0.00 00  0.00 0.
 0.00 0.00 0.00  
 0.00 00  0.00 0.
 0.00 00  0.00 0.
 0.00  0.00 0.00 
 0.29 0.29 0  .29 
 0.01  0.01 0.01 
 0.00 00  0.00 0.
 00 00 ic Me  0. 0.00 0. Geometr an

     
 20 9 d Mea3. 3.20 3.2  Weighte n 

Realizations 5 5  5 

 
Table sis for

4 Res uracy  

5-22  Analy  B-4 

 
B - ponse Time over Acc  

 02 0. an0. 02 0.02 Arithmetic Me  
 Centralized 

System 
Distributed/Common 

Ops. System 
Distributed 

System 
 

 0.00 0.00 0.00  
 0.01 0.01 0.01  
 0.00 0.00 0.00  
 0.21 0.21 0.21  
 0.01 0.01 0.01  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.03 0.03 0.03  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00 Geometric Mean 
     
 1.05 1.05 1.05 Weighted Mean 

Realizations 0.2 0.2 0.2  
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Table 5-23  Analysis for B-5 

 
B - 5 Stand-By over Redundant  

 0.09 0.09 0.09 Arithmetic Mean 
 Centralized 

System 
Distributed/Common 

Ops. System 
Distributed 

System 
 

 0.00 0.00 0.00  
 0.01 0.01 0.01  
 0.00 0.00 0.00  
 1.03 1.03 1.03  
 0.21 0.21 0.21  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.01 0.01 0.01  
 0.00 0.00 0.00  
 0.00 0.00 0.00  
 0.00 0.00 0.00 Geometric Mean 
     
 2.54 2.54 2.54 Weighted Mean 

Realizations 1  1  1..50 .50 50  

 
Table 5-24  Analysis for B-6 

 
B - 6 Fault Tolerant over Parallel  

 0.03 0.03 03 an 0. Arithmetic Me
 Centralized 

System 
Distributed/Common

Ops. System
 

 m 
Distributed 

Syste
 

 0.00 0.00 00 0.  
 0.01 0.01 01 0.  
 0.00 0.00 00 0.  
 0.07 0.07 07 0.  
 0.21 0.21 21 0.  
 0.00 0.00 00 0.  
 0.00 0.00 00 0.  
 0.00 0.00 00 0.  
 0.00 0.00 00 0.  
 0.00 0.00 00 0.  
 0.00 0.00 00 0.  
 0.07 0.07 07 0.  
 0.00 0.00 00 0.  
 0.00 0.00 00 0.  
 0.00 0.00 00 an 0. Geometric Me
     
 0.73 0.73 73 ean 0. Weighted M

Realizations 1.64 4 .64 1.6 1  
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Table 5-25  Analysis for B-7 

 
B - 7      

 R tions  dev., sched.,  re- le ealiza Cost life-cycle, eng., total, extensib
 e H rformance, accuracy Quality Quality reliabl W & FW, pe
 Ex dateable, ble, flexible, extensible Dev. Cost tensibility up enhancea
      
      
   RANK  
 K Cost Me 6 8  RAN trics 

Reliable HW Quality 
Metrics 

4 6  4 

Reliable FW Extensib 4 6  4 ility 
Obsolescence    4  
Security 4 Hybrid 1 1  
Accuracy 4     
Hybrid 14 Obsoles

of HW 
1 1 cence  

Dev. Cost  SW 
Mainten

2 5 12
ance 

 

Schedule Cost  Security 1 1  12   
Updatability 17 Non-RT 1 1  
Enhancability     19  
Life Cycle Costs     20  
Cost Effective 17     
Re-Eng. Cost 9      
Extensibility 1     
Non-RT System 10     
Flexibility 1     
Extensibility Cost 1     
Performance  15    
SW Maintenance   15   
Alg. Maintenance  11    
Quality      
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Table 5-26  Analysis for B-7b 

 
B - 7 0.27 0.07 0.09 rithmetic Mean -b  A  

 S Hyb tW System rid Sys em HW System  
  0.00 0.00 0.00 
  0.01 0.10 0.01 
 0.00 0.00 0.00  
 1.85 0.62 0.62  
 1.85 0.21 0.62  
  0.00  0.00 0.00
 0.0 0.00 0.00  0 
 0.0 0.00 0.00  1 
 0.0  0.00  0 0.00
 0.00 0.00 0.00  
 0.0 0.00 0.00 0  
 0.07 0.07 0.07  
 0. 0.00 00 0.00  
 0.0 0.00 0 0.00  
 3. 1.00 1.32 79  
 0.00  0.00 Geometric Mean 0.00
 7. 02 2.66 Weighted Mean 65 2.

Realizations 4. 2.00 3.00 00  
     

Realizations 2 1 1.5   

 
Table 5-27  Analysis for B-8 

 - 8   
 

B  
 lizations   Rea
 Detection   
    
 RANK   

Transmission 3 Equal Criticality 0.28 
Detection Integrity 4 Detection 0.21 
Equal criticality 6 Detection Integrity 0.01 
Detection 5   
Processing 1   
Transmission Integrity 2   
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Table 5-28  Analysis for B-9 

 
B - 9     

 Realizations  
:T ission 

Trans. - Integrity
: Det. - Integrity 

Detection
ransm

 

 Detect - 10 10   
 Detect Integrity - 3    
 P  - 5 3 rocess 1.4  
 P  Integrity - 1   rocess  
 T it - 7 7  ransm  
 Transmit Integrity - 2    
 11 NK   RA

Detection 0.40 2   
Detection Inte rity 0.44 5  g  

Processing 38 1 8 1.2  0. 0.9
Processing Int ty 0.43 4  egri  

Transmissi 41 3  on 0.  
Transmission in grity 0.45 6  te  

     
 

able 5-29  ysis for B-10

 
   

T Anal  

B - 10  
 Realizations    
 Detection D  1.43  - 10 etection/Transmission
 Transmission - 7    
    RANK 

Detection Transmissi Transmission 0.0727 5  on 
Integrity 

Detection Integrity     
Processing Detection Integrity Processing Integrity 0.0126 4 
Processing Integrity     
Transmission Detection In ty Transm 0.2054 6 tegri ission 
Transmission 
integrity 

    

 Detection Transmission 0.2061 7 
Detection     
Detection Integrity Detection Processing 0.0005 3 
Processing     
Processing Integrity Detection Detection Integrity 0.0001 2 
Transmission     
Transmission 
integrity 

Transmission Transmission Integrity 0.0000 1 
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Table 5-30  Analysis for B-11 

 
B - 0.496   11 

  Realizations  
 Maintenance - 8.6 t : Main  Re-Eng = 1.87 
 Re-eng ring - 4.6 inee  
    

Re-Engineering  = 4.56   Re-Eng : Maint
Maintenance   0.20 

    
Maintenance a  Mai ng = 2.38 M int : Re-Eng = 4.16 nt : Re-E
Re-engineering 2.38   

 
 

Table 5-31

 
  

  Analysis for B-12 

B - 12   
  Realizations   

Rule-Based 42 135(1) Rule-Based 1.000 
Neural Net Neural Net 1.007 19 136(2) 

Expert System 30 153(3) Expert System 1.133 
     
     
 2.2 Rule-Based   
 1.0 Neural Net   
 1.6 Expert System   
     

Rule-Based Rule-B  0.65 2.718 ased 
Neural Net 0.46 1.899 Neural Net   

Expert System 0.24 1.000 E pert S  x ystem 

 
 

The System Need states: 

e is a need to implement a sof are system solution to provide safe routes to a 

scue workers to safely and qu kly evacuate victims of a disaster.  This 

ution will be implemented in reliable, efficient computing systems with a 

 efficient communication system. 

   The top-level needs are extracted from this System Need Statement and are 

tabulated in matrix-form, Table 5-32, with the priority from 5 to 1 with 5 bring the 

“Ther tw

team of re ic

software sol

reliable,
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highest.  Across the top of t - listed with an apriori 

ting ese objectives.  The interaction between the needs and the objectives 

produces a list of top-level objectives that are rated and normalized a

perceived stake-holders priorities.   

le 5-32 Top Level Needs 

s 

<
--

- 
P

ri
or

it
y 

of
 T

op
 L

e

T
he

 s
ys

te
m

 n
ee

ds
 to

 b
e 

ea
si

ly
 a

cc
es

si
bl

e 

ed
s 

t
ai

la
bl

e 
w

he
n

ed
 

ed
s 

re
sp

on
se

 

T
he

 s
ys

te
m

 n
e

o 
pr

ov
id

e 
es

 

T
he

 s
ys

te
m

 n
ee

ds
 t

e 
ea

si
ly

 u
se

ab
le

 

T
he

 s
ys

te
m

 n
ee

d
to

le
ra

nt
 

T
he

 s
ys

te
m

 n
ee

ds
 t

re
so

ur
ce

s 
ef

fi
ci

en
tl

y 

T
he

 s
ys

te
m

 n
ee

ds
 to

 b
e 

ca
pa

bl
e 

of
 p

ro
vi

di
ng

 c
om

p

his matrix, top level objectives are 

ra  for th

ccommodating the 

Tab

le
te

 

ve
l N

ee
d

s 

 n
ee

d

po
ns

T
he

 s

T
he

 s

y yst
em

 n
e

st
em

 n
e

o ha
vbe

 a e 
av  q

ui
ck

 

ed
s 

t
co

rr
ec

t r
es

o 
b

s 
to

 b o 
ue se

  f
au

lt Top Level Need

fu
nc

tio
na

lit
y

T
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 to
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T
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 s
ys
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m
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ee

ds
 to
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e 

po
rt
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le

 

Cur Rating of Obje -> rent Apriori ctives 10 8 7 3 2 1 9 6 5 4 
Safe ion 5   1  Route Select       
Qui 5 1 1    1 ck Evacuation     
Disaster Environment 3      1   1 1 
Reli e System 4  1  1  1     abl
Efficient Computing System 3       1 1  1 
Reli 4  1  1  1     able Communications 
Efficient Communications 3       1 1   
Soft  ware System 2 1    1   1  1
Overall Rating 70 72 40 91 12 55 24 24 6 13 
Normalized Overall Rating 8 9 6 10 2 7 4 4 1 3 
Difference in Rating 2 0 2 -3 4 -2 0 -1 1 -2 

  

The top-level objectives are then listed in a matrix and compared this time with the 

Suc atings 

cess 

cess Criteria.  The results from Table 5-12 are used to extract the normalized r

for the Success Criteria to be used develop a set of needed requirements.  These Suc
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Criteria are first compared and weighted with the set of Top-Level Objectives derived

shown in 

 as 

 the 

Criteria. 

The Weighted Normaliz r T eria are then listed in 

another matrix and compared against the apriori ratings for Requirements to arrive at a set 

of Target Requirements as shown in Figure 5-34. 

 

 

 

.

Table 5-32, to develop a set of Target Success Criteria.  Table 5-33 lists

Top-Level Objectives with the evaluated normalized ratings compared this time with the 

ratings from Table 5-12 for Success 

ed Ratings fo arget Success Crit
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Table 5-33 Top Level Objectives 
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Rating of 
Success 
Criteria --> 

 16 10 1 5 4 1 8 13 15 5 14 11 12 7 9 17 1 

The system 
- easily 
acce ble 

8   1  1    1        1 
ssi

The stem 
- ava le 
whe
needed 

9  1      1          

 sy
ilab

n 

The stem 
- quick 
response 

6         1 1 1 1      
 sy

The stem 
- provide 
correct 
responses 

10 1      1       1 1   

 sy

The system 
- easily 
useable 

2     1        1     

The system 
- fault 
tolerant 

7  1  1  1          1  

The system 
- use 
resources 
efficiently 

4 1 1           1 1 1   

The system 
- capable of 
providing 
complete 
functionality 

4   1      1    1     

The system 
- robust 1      1          1  

The system 
- portable 3   1              1 

Overall 
Rating 

 224 200 15 35 40 8 80 117 270 30 84 66 120 98 126 136 11 

Normalized 
Target 
Success 
Criteria 
Rating 

 16 15 3 5 6 1 8 11 17 4 9 7 12 10 13 14 2 

Difference 
in Rating 

 0 -5 -2 0 -2 0 0 2 -2 1 5 4 0 -3 -4 3 -1 

 



 

Table 5-34 Target Requirements 
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Apriori 
Rating of 
Target 
Requirements 
-->   

16 8 16 5 5 4 5 6 10 10 15 13 12 12 12 15 14 11 14 5 10 10 7 10 1 5 5 1 5 5 17 12 7 12 10 12 5

Accuracy 16                       1 1              

Availability 10         1 1 1 1         1   1 1 1 1   1 1 1 1 1 1 1  

Coverage 1 1       1   1     1   11     1 1    1        

Dependability 5                             1         

Ease of use 4      1 1 1                              

Fault  tolerance 1       1 1 1     1    1 1                   

8 1 1 1 1 1     1                            Integrity 

13  1 1 1    1 1 1                    Reliability 1         

15           1 1         1 1     Response            

Response 
action 

5                1    1                  

Response 
speed 

14        1                      1        

Response time 11                1  1                    

Resources 12              1 1 1     1 1 1 1 1 1     1  1 1 1 1 

Route 
optimization 

7                                1      

Route viability 9                                1      

Survival rate 17          1        1   1        1      1   

Timeliness 1      1 1 1     1 1 1                      1

Overall Rating 
  72
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0 

11
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1 14
0 
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70
 

32
0 

60
8 

20
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24
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44
8 

19
6 

84
 

22
 

11
0 

25
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9 

26
4 

46
8 

Normalized 
Overall 
Rating   

12 3 14 14 2 7 25 29 3 28 4 37 1 18 7 19 22 16  1  19 32 36 2 27 1135 4   10 0 4 4 3 21 24 13 3 16 7 6 22 33
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5.7 Derive and Extr d Quality Characteristics 
 

Based on the discussions with the small group of experts and the qualified responses 

given by them, and the responses to the questionnaire developed will be used to elicitate 

on from the more complete set of experts.  The results 

with the  r m th o extr  t ality 

character

cter

e final matrix.  The target functions are also used in another quality matrix with 

ied f e et or critical a e modes. 

 Chapter 4, Quality Factors in the Pilot Projec own in 

-7 r  u e o t t e t will be e  

 QF

 a  - 5 aracteristics 

a i Score uality Characteristics 

act Ranke

expert opini
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ist

of the survey coupled 
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ischara

used in th

tics to be 

identif ailur  modes to extract targ  f ilur

However, as discussed in t sh

Table 4 , we e s d to define and pri ri ize h  Quality Characteristics tha  us d

in the D Model.  

T ble 5 3  Quality Ch

Qu l ty Factors Q

Reliability o How reliable is the sys ef Design 72 t m 

Reliability De e e 60  of v lop r How reliable is the sys et m 

Fidelity of Design 54 How ‘Good’ is the design 

Flexibility o m
ents 

41 
 t  eet present and perceived 

requirem
How reliable is the system 

Cost of Operation 25 How usable is the design 

Cos  of D sign 24 How ‘Good’ is the design t e

Maintainability 19 How maintainable is the design 

Cost of Maintenance 19 How maintainable is the design 

Design Goodness 13 How ‘Good’ is the design 

Ease of Operation 13 How usable is the design 
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6. Quality Function Deployment Methodology 

Building on the success and validation of the process in the pilot phase, this section 

outlines the process by which a Quality Function Deployment Model is used as a tool to 

extract the Software Quality in terms of the selected Quality characteristics, namely 

Requirements, Quality Factors and Metrics for Measurement and Criteria for selection. 

As stated earlier, the model will examine the implementation options from a static 

point and as a dynamic design, whereby the quality of the software has to be defined in 

terms of the four quality factors identified. 

 How reliable is the system: 

o technical aspect – can it withstand the load; is it flexible enough to 

accommodate a spike in the load; can it be maintained over the 

lifetime of the mission; can it perform or is it capable of performing 

o the expertise and experience built into it – how good are the design 

decisions; how good is the design; what experience or expertise will 

te the design; how has  ris

 the design – how ofte ferent 

 they rec uency 

 failures; how tolerant is the syst

od’ is the design: 

 fidelity – accuracy and quality of t  

t benefits in terms ap

o design – is this the optimal design; is it flexible; can it be re-used 

valida  the k been mitigated 

o reliability of n will it fail; what are the dif

failure modes; how can  be overed from; what is the freq

of em to faults. 

 How ‘Go

o he information received, processed

and delivered 

o cost – cos  of c ability and enhanceability 



 

 How maintainable is the design: 

o design options – has it been optimized for maintenance 

o

 How usable is the design: 

o ease of operation – is it easy to use; can people be trained easily; can it 

be re-configured easily 

o operational cost – is it cost beneficial to use the system; can it be 

operated at low cost;  at low power; with lower operator overhead; 

increased automation 

e to be measurable and correlated to a Quality 

Metric so th  different design options can be compared using a common ranking 

scheme.  For the demonstration described herein, the conceptual system to be 

implemented is described as follows: 

“There is a need to implement a software system solution to provide safe routes to a 

team of rescue workers to safely and quickly eva

software solution will be implemented in reliable, efficient computing systems with a 

reliabl  communication system.” 

The stake-holder’s need for a system was 

used in the objective statement into a set of Top-Level Needs and subsequently into a set 

ccess Criteria obtained from the analysis of the 

responses from

 

 cost - can it be maintained in a cost-efficient manner 

Each of these four categories hav

at the

cuate victims of a natural disaster.  This 

e, efficient

decomposed from the descriptive language 

of Target Requirements based on Su

 the experts to the questioned posed in the questionnaire. 
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6.1 Quality Function Deployment 
 

To dem  is the formal 

requirem n extracted in the 

left with a task of developing a model that will enable 

us to a

system.  Q  of requirements based on this top-level 

object ering 

team to arriv

Thus, this to ecomposed into a set of definable top level 

the 

uld enable 

teristics are also evaluated for some measure of 

nee

experts in System Design, without biases 

tow

s have been 

used, other constraints were identified to decide between faster responses versus un-

biased capability or functionality evaluation. 

onstrate the process flow, we used the top level objective, which

ent from the stake-holder.  The top-level requirements have bee

previous chapter, and we are now 

chieve our objective, i.e. the means to implement a robust and reliable software 

FD directs us to set-up a column

ive (requirement) that would allow the stakeholder, with or without the engine

e at a ‘qualified’ set of requirements stemming form the top level.   

p-level requirement was d

requirements allowed the team, which now consists of the stake-holder (author) and 

engineering team to rank or score on the priority of the requirement. 

The next step was to introduce some engineering characteristics, which wo

system implementation.  These charac

d for the requirement to be met.  If the team is very knowledgeable and has a lot of 

experience in these types of systems the scoring can be made more granular with 1 being 

the lowest and 10 being the highest.  The former scoring scheme enabled the field of 

experts to be drawn from a list of technical 

ards a specific type of system, and thereby the responses received for scoring the 

capabilities have a stronger correlation and could be considered as answers that are more 

consistent.  Since the respondents are evaluating these capabilities from a purely 

technical stand-point, without prior knowledge as to where similar system
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6.2 Road Map for QFD Analysis 
 

Figure 6-1 shows Road Map for the QFD Model, and the following paragraphs 

describe the different steps in the roadmap.   

Stake-Holder (or Expert Team): The design team, which could be made up of the 

Vendors Design Team, Consultants to the Stake-Holder, or the Stake-Holder, and the 

Vendor Design Team.  This team will analyze the Goals and in collusion with the S

Holder extract Needs for the System 

Step (1b) Target Needs: Top Level Needs are extracted from System Need St

take-

atement 

and  

 between the needs 

and

 

o 

d in 

requirements.   

 listed in column form in the QFD matrix, with the priority from 5 to 1, 5 being the

highest.  Across the top of this matrix, Top-Level Objectives are listed with an apriori 

rating extracted from the Survey for these objectives.  The interaction

 the objectives produces a list of Rated Top-Level Objectives that are rated and 

normalized accommodating the perceived stake-holders priorities. 

Step (1) Top Level Objectives: From this System Goal a set of high level objectives

are extracted by either the Stake-Holder or a Team built up of the Stake-Holder and an 

Expert Team. 

Step (2) Target Success Criteria: The Survey results are used to extract the 

normalized ratings for the Success Criteria to be used develop a set of needed 

requirements.  These Success Criteria are first compared and weighted with the set of 

derived Top-Level Objectives, to develop a set of Target Success Criteria. 

Step (2b) Apriori Prioritized Requirements: Set of lower level needs that are used t

decompose the needs into measurable entities.  Based on the needs the team identifie

(3b) responded to the Survey selected needed 
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Figure 6-1  QFD Model Road Map 
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Once these requirements are identified, the requirements are scored through 

frequency (how many Sur

on the Calib  the 

most im

Requirem

calib

optim

Classic Coo

 weight the 

Perform alized 

Perform

rement 

vey respondents selected the requirement) and weighted based 

rated Normalized Performance Weights extracted in (2.1) – (2.6) from

portant one to the least important and at the same time score the Ranked 

ents. 

Steps (2.1) – (2.6) Calibration of an Expert Team: The Expert Team needs to be 

rated to ensure that decisions are made with a certain knowledge base and 

understanding.  In order to do so, a survey is distributed to the Expert Team with seeded 

questions to elicitate their responses based on their most pessimistic response, their most 

istic response and their nominal response.  These responses are then fed into the 

ke [32] Model to extract Performance and Information Weights. 

In addition to these seeded responses, the Expert Team is asked to identify their 

strengths and weaknesses either through a self-evaluation based on their expertise and 

experience working with Software, Hardware and System development and design OR by 

evaluating their experience and expertise based on their documented expertise and 

experience.  These scoring or weights based on experience and then used to

ance Weights obtained from the Classic Cooke [32] Model to derive Norm

ance Weights Based on Experience/Expertise. 

Step (3a) Pilot Expert Team: Expert Team, which could be made up of the Vendors 

Design Team, Consultants to the Stake-Holder, or the Stake-Holder and the Vendor 

Design Team.  The Pilot Expert Team (for this research the Pilot Expert Team was 

selected from a smaller population) analyzes the Needs (2) and in collusion with the 

Stake-Holder extracts Requirements for the System; Extract the Metrics for Measu
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and  for 

or 

his Expert Team analyzes the Needs (2) and responded to the Survey to 

ena

eds of the 

tionnaire, 

and d by 

antify and qualify the Quality of 

the 

ed 

ri 

 the Criteria for Selection of these Metrics to develop Quality Characteristics

Software Quality to meet the Quality Needs of the Customer. 

Step (3b) Expert Team: Expert Team, which could be made up of the Vendors 

Design Team, Consultants to the Stake-Holder, or the Stake-Holder and the Vend

Design Team.  T

ble weighted and scored Objectives, Requirements, Functions, and Metrics for 

Measurement and Criteria for Selection of these Metrics to Meet the Quality Ne

Customer. 

Step (4b) Functionality:  List of functions that specify the operations that need to be 

performed by the system to meet the Rated Target Requirements.  This list of 

functionalities is extracted from the responses received to the distributed ques

 the functionalities are ranked and scored by the team.  The responses are weighte

the Calibrated Normalized Performance Weights extracted in (2.1) – (2.6). 

 Step (4) Target Requirements: Weighted Normalized Rated Target Success Criteria 

are listed in another QFD matrix and compared against the apriori ratings for 

Requirements extracted from the Survey to arrive at a set of Target Requirements. 

Step (5) Apriori Prioritized Quality Characteristics: Ranked and scored Quality 

Characteristics defined in this research to completely qu

Software System.  These are ranked and scored by the team selected in (3a) by 

multiplying the correlation as described in the definitions by the Calibrated Normaliz

Performance Weights extracted in (2.1) – (2.6).  Figure 6-2 shows the Derived Aprio

Quality Characteristics. 
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Step (6) Target Functions: From the Target Requirements, an initial list of Functi

are derived, listed and ranked in the left hand column of the Q

ons 

FD matrix.  These 

Fun

hted 

 

Step (7) Target Quality Characteristics: The Weighted Target Functions are listed in 

the left hand side of a QFD matrix and compared with Weighted Priority Quality 

Characteristics based on the responses from the experts.  The resulting scoring was both 

normalized to evaluate a ranking, and rated using a weighted method whereby the 

influence of the Quality Characteristics is identified.  The resulting ‘Weighted’ Quality 

Characteristics, are referred to as the Target Quality Characteristics. 

ctions are compared in the matrix with a list of Target Requirements to identify a set 

of Target Functions that are weighted appropriately and rated referred to as the Weig

Target Functions. 

Figure 6-2  Derived Apriori Prioritized Quality Characteristics 
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Step (8) Target Failure Modes: Target Functions with the appropriate Weighted 

Ratings are compared with Software Failure Modes to identify and track which m

have a higher probability of occurrence and what effects they have on the perceived 

quality.  Failure Modes identified from the Survey responses are compared in a matrix 

with the Weighted 

odes 

Target Functions.  The resulting scoring is both normalized to evaluate 

a ranking, a ure 

extra

Characteristics are evaluated and depicts the Software Quality expected from the QFD 

Model. 

 

 

nd rated using a weighted method, whereby the influence of the Fail

Modes are identified.  The resulting ‘Weighted’ Failure Modes are referred to as the 

Target Failure Modes. 

Step (8b) Failure Modes: Failure Modes identified from the Survey responses. 

Step (9) Quality Metrics:  Quantified metrics based on the selected functionality 

cted from the distributed questionnaire. 

Step (10) Quality of Software: The Target Quality Characteristics and the identified 

Critical (Target) Failure Modes are used as the comparators to define an optimal software 

product.  The Target Failure Modes are first identified as Failure Type so that their 

interaction and effects on the different quality characteristics can be more correctly 

evaluated.  The comparison between the Target Failure Modes and the Target Quality 
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6.3 Develop Matrix with Requirements versus Functions 

From Section 5.6 a set of Target Requirements based on the responses received from 

Table 5 7, Table 5-8, Table 5-9, Table 5-10 and Table 5-11 show the all the responses 

Based on the pilot project and the authors research a set of Target Quality 

Characteristics

Requirements, a set Functions are derived that are needed to meet the requirements as 

ive this functionality since the simplest 

model can b

alternative method of implementation.  The questionnaire suggested a scenario whereby it 

The simplistic model used is then qualified to include environmental, logistical, 

controllable.  The initial list of Functions were listed and ranked as shown in Table 6-1.  

These Functions were compared in a matrix with a list of Target Requirements to identify 

a set of Target Functions that are weighted appropriately and rated as shown in Table 6-

2.  This set of Weighted Target Functions is input into QFD matrices with Quality 

Characteristics and Failure Modes to extract Target Quality Characteristics and Target 

Failure Modes.   

 

the experts was identified.  The responses to selected queries, are identified and ranked.  

received for the un-seeded queries.  The analysis developed the set of results shown in 

Table 5 12 through Table 5 31. 

 were identified and presented in Table 5-35.  From the Target 

listed.  The most simplistic model is used to der

e analysed faster and better than a more complex model with more than one 

was imperative to detect an emergency, process the data and respond to the emergency.  

maintenance and administrative functions to ensure that not only can the system provide 

the functionality, but it also has the capability of being accessible, usable, monitored and 
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Table 6-1 Target Functions 

Ranking Score Functions 
Normalized 

14 13 Ingest Data 

22 16 Process Data 

17 15 Transmit Data 

22 16 Process Transmitted Data 

22 16 Process Received Data 

4 5 Communicate Information 

3 4 Display Data 

22 16 Quality of Processed Data 

17 15 Quality of Displayed Data 

17 15 Quality of Communicated Data 

17 15 Interface to Communication Network 

17 15 Interface to Operator/User 

13 12 Interface to Power System 

15 14 Capability to Respond to Emergencies 

12 11 Capability to Detect to Emergencies 

8 10 Functionality for Emergency System 

8 10 Critical functionality to minimize loss of life, critical services 

7 7 Non-criticality functionality to minimize loss property, and information 

8 10 Capability to enhance, expand and restore services 

1 1 Capability to collect, distribute and analyze information 

15 14 Capability to monitor and control system 

4 5 Capability to collect, update and validate information 

1 1 Capability to detect, isolate and restore/maintain service/functionality 

8 10 Overall property of critical functions being available 

4 5 Capability of being used in all environments 

26 17 Capability of not causing or creating situations that could cause injury or loss of life 
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Rating of Target 
Functions  

 22 8 4 2614  17 22 22 4 3 22 17 17 17 17 13 15 12 8 8 7 8 1 15 4 1 
 -->

Accuracy
Respons

35 1       1   
 of 

es 
1  1 1   1  1 1    1   

Integrity ut 14 1          of Inp   1 1  1 1 1 1         

Processi
Respons

34 1             
ng of 
es 

  1 1   1       

Transmi  of 
Respons

15   
ssion
es 

 1   1    1 1               

Receipt 
Respons

15   
of 
es 

1   1 1 1 1 1 1 1 1 1 1            

Compute
Human Interface 

5             
r 

         1 1 1 1 1 

Voice In e 6  terfac          1 1 1 1 1            

Data face 7 1  1  1    1 1  1 1              Inter

Availa lity of 
System

22 1 1 1   1     1 1 1 1 1 1 1 1     1 1 1  
bi
 

Availa lity of 
Comm ication 

28   1   1    1 1 1 1 1 1 1 1          
bi
un

Availability of 
Operat  

30  1    1 1    1 1  1 1            
or

Reliab y of 
System 

29 1 1 1    1 1 1 1 1 1 1 1 1 1 1          
ilit

Acces ility of 
Resour es 

8 1 1 1    1 1   1 1 1 1 1   1 1 1 1 1 1  1 1 
sib
c

Accessibility of 
Syste

8           1 1 1 1 1            
m 

Acces ility of 
Inform

8 1   1 1     1 1 1 1 1      1 1    1 1 
sib
ation 

Responsiveness 
of System 

36 1 1 1 1 1     1 1 1  1 1 1 1 1     1 1 1  

Perfo
System Response 

31        1 1 1 1   1 1         1   
rmance of 

Respo e Time 11 1 1 1 1 1   1  1 1 1  1 1 1 1      1 1 1 1 ns

Response Speed 17 1 1 1 1 1      1 1     1      1 1   

Respo e Action 2 1 1 1 1 1 1  1  1 1 1 1 1   1 1     1 1   ns

System 
Functionality 

25 1 1 1 1 1 1 1    1 1 1 1     1 1 1 1  1 1  
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Critical 
Functions 

21 1 1 1 1 1     1 1 1 1 1   1      1 1 1  

Non-Critical 
Functions 

12 1 1 1 1 1 1 1    1 1 1 1    1   1 1  1  1 

Maintenance 
Functions 

22 1 1 1    1    1 1 1 1  1 1      1 1   

Administrative 
Functions 

4    1  1 1    1 1 1   1 1  1 1 1 1   1  

Monitor & 
Control 
Functions 

18    1  1 1    1 1 1   1 1  1 1 1 1   1  

Data Base 
Functions 

18 1 1      1 1 1 1 1 1  1 1   1 1  1  1   

Fault Tolerance 1 1 1 1 1 1 1 1 1 1      1 1 1 1       1 1 

Dependability 3 1 1 1 1 1                   1 1 1 

Robust 20 1 1   1      1 1 1 1 1  1      1 1 1 1 

Safe 33 1 1   1      1 1 1 1 1  1      1 1 1 1 

Optimal 
Functionality 

37 1 1 1 1 1  1 1 1 1 1 1 1 1 1 1 1      1 1 1  

Optimal 
Responsiveness 

26 1 1 1 1 1     1 1 1 1 1   1    1  1 1   

Optimal Cost 27 1 1 1 1 1  1 1 1 1 1 1 1 1 1  1 1     1 1 1  

Optimal 
Maintainability 

22 1 1 1 1 1 1     1 1 1 1   1    1  1 1 1 1 

Optimal 
Resource 
Allocation 

32 1 1 1 1 1      1 1 1 1 1 1       1 1 1  

Portable & 
13 1 1 1 1 1     1 1 1  1   1      1 1 1 1 

Extensible 

Overall Rating 
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Rating 

all 
19 26 20 22 24 7 5 16 11 18 25 23 17 21 15 10 12 6 4 1 9 2 3 14 8 13

                            

Weighted Overall 
Rating 

87 149 87 108 122 10 9 71 37 78 134 118 73 98 62 25 38 9 7 1 23 4 4 46 17 42
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6.4 Develop Matrix with Functions versus Quality Characteristics 
 

The Target Functions with the appropriate Weighted Ratings are compared in a 

matrix with the Quality characteristics identified in Section 4.6.  The Target Functions 

are listed with Weighted Priority based on the responses from the experts and the 

arison in the previous section.  The resulting scoring was both normalized to 

evaluate a ranking, and rated using a weighted method whereby the influence of the 

Quality Characteristics is identified.  The resulting ‘Weighted’ Quality Characteristics, 

shown in Table 6-3, are referred to as the Target Quality Characteristics determined from 

the comparison matrices. 

comp
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Table 6-3 Target Quality Characteristics 
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Rating of Quality Characteristics -->  72 60 54 41 25 24 19 19 13 13  

Ingest Data 19 1   1 1   1   87 

Process Data 26 1 1 1 1 1 1  1   149 

Transmit Data 20 1   1 1   1   87 

Process Transmitted Data 22 1 1  1 1 1  1   108 

Process Received Data 24 1 1  1 1 1  1   122 

Communicate Information 7 1     1    1 10 

Display Data 5  1   1 1 1 1  1 9 

Quality of Processed Data 16 1 1 1 1 1 1   1  71 

Quality of Displayed Data 11  1 1 1 1 1   1  37 

Quality of Communicated Data 18 1  1  1 1   1  78 

Interface to Communication Network 25 1   1   1   1 134 

Interface to Operator/User 23          1 118 

Interface to Power System 17 1   1 1  1 1   73 

Capability to Respond to Emergencies 21 1  1 1 1  1 1 1 1 98 

Capability to Detect to Emergencies 15 1  1 1 1 1 1 1 1 1 62 

Functionality for Emergency System 10 1 1 1 1 1 1 1 1 1 1 25 

Critical functionality to minimize loss of life, critical services 12 1  1 1 1 1 1 1 1  38 

Non-criticality functionality to minimize loss property, and 
information 

6     1 1    1 9 

Capability to enhance, expand and restore services 4  1  1 1 1 1 1   7 

Capability to collect, distribute and analyze information 1 1  1  1 1   1 1 1 

Capability to monitor and control system 9 1 1   1 1 1 1 1 1 23 

Capability to collect, update and validate information 2  1 1 1  1   1 1 4 

Capability to detect, isolate and restore/maintain 
service/functionality 

3 1 1 1   1 1 1 1 1 4 

Overall property of critical functions being available 14 1  1 1 1 1 1 1 1 1 46 

Capability of being used in all environments 8 1  1 1 1 1 1 1 1 1 17 

Capability of not causing/creating situations that could cause 
injury or loss of life 

13    1   1    42 

Overall Rating (based on Ranked Priority) 20664 7920 8478 11439 6950 5112 2964 4351 1820 1937  

Normalized Overall Rating (based on Ranked Priority) 10 7 8 9 6 5 3 4 1 2  

Overall Rating (based on Weighted Priority) 88871 33662 34129 49578 28738 19732 10996 18184 6570 7280  

Normalized Overall Rating (based on Weighted Priority) 10 7 8 9 6 5 3 4 1 2  

Weighted Overall Rating - Quality Characteristics 11 4 5 6 4 3 2 2 1 1  

 
 



 

6.5 Develop Matrix with Functions versus Software Failure Modes 
 

It is imperative to identify critical ilure modes with the identified or target functions 

to ensure tha  failure modes have been addressed in defining software qualit

Thus, the Target Functions with the appropriate We t atings hav to  

compared with Software Failure Modes to iden y d ck h  m e av  h

ce and what ef ects ey v n  p ed a . 

es from shown in Table 5-13 are th  c pa d  a trix with the Target 

 Target Functions are liste it e ity ba d on the 

s from the experts and the compar on ter.  The resulting 

h normalized to evaluate a ethod 

 of the Failure de e resulting ‘Weighted’ 

 in Table 6-4, a re rred to  th a et F ilu e M de

omparison matr s.
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Table 6-4 Target Failure Modes 
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Rating of Target 
 14 26 24 18 5 20 3 12 19 13 25 4 1 23 5 5 21 11 5 1 10 16 17 5 15 22  

Failure Modes --> 

Ingest Data 19 0 1 1 0 0 1 0 1 1 0 1 0 0 1 1 1 0 1 1 0 1 1 1 0 1 1 87

Process Data 26 1 0 1 1 0 0 0 1 1 1 1 1 0 0 0 0 1 1 0 0 0 1 0 0 1 0 149

Transmit Data 20 0 1 0 1 0 1 0 1 1 0 0 1 0 1 0 1 0 1 1 0 1 1 1 0 1 1 87

P
Data 

rocess Transmitted 
22 1 1 1 0 0 1 0 1 1 0 1 1 0 1 0 1 1 1 0 0 1 1 0 0 1 1 108

Process Received 
Data 

24 1 1 1 0 0 1 0 1 1 0 1 1 0 1 0 0 1 1 1 0 0 0 0 0 1 1 122

Communicate 
Information 

7 0 1 0 1 0 1 1 0 1 0 0 1 0 0 0 1 0 0 0 0 1 0 0 1 1 1 10

Display Data 5 0 1 1 0 0 1 0 1 1 0 0 1 0 0 0 0 1 0 0 0 0 1 1 0 1 1 9 

Quality of 
Processed Data 

16 1 1 1 0 0 0 0 1 1 1 1 1 1 1 0 0 1 1 0 0 0 0 0 1 1 1 71

Q
Di

uality of 
splayed Data 

11 1 0 1 0 0 1 0 1 1 0 1 0 1 0 0 1 0 1 1 0 1 1 0 1 1 0 37

Q
C
Data 

uality of 
ommunicated 18 1 1 1 1 0 0 0 0 1 1 1 1 1 0 0 1 0 1 1 0 1 1 0 0 1 1 78

Interface to 
Communication 
Network 

25 0 1 0 0 0 1 0 1 0 0 0 0 0 1 0 1 0 1 0 0 1 1 1 0 0 1 134

Interfac
Operat User 

e to 
or/

23 0 1 0 1 0 1 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 1 1 118

Interface to Power 
System

17 0 1 0 1 0 0 0 1 0 0 0 1 0 1 0 0 0 1 1 1 0 1 1 0 0 1 73
 

Capabi  to 
Respond to 
Emergencies 

lity
21 0 1 1 1 1 1 1 1 1 1 1 1 0 1 0 1 1 1 1 1 1 1 1 0 1 1 98

Capability to Detect 
to Emergencies 

15 1 1 1 1 0 1 1 1 0 0 1 1 0 1 0 0 0 1 1 1 1 1 0 1 1 1 62

Functionality for 
Emergency System 

10 1 1 1 1 1 1 1 1 1 0 1 1 1 0 0 1 1 1 1 0 1 1 1 1 1 1 25

Critical 
functionality to 
minimize loss of 
life, critical services 

12 1 0 1 0 1 1 0 1 1 1 1 1 1 1 0 1 1 1 1 0 1 1 1 1 1 1 38

Non-criticality 
functionality to 
minimize loss 
property, and 
information 

6 0 0 0 1 0 0 0 0 0 1 0 0 0 1 1 1 0 0 0 0 0 0 0 0 1 1 9 

Capability to 
enhance, expand 
and restore services 

4 0 0 0 1 0 0 1 0 0 0 0 1 0 1 1 1 0 1 1 1 0 1 1 0 1 1 7 

Capability to 
collect, distribute 
and analyze 
information 

1 0 1 1 0 0 0 1 0 0 1 1 0 0 0 1 0 1 0 1 0 0 1 1 0 1 1 1 

Capability to 
monitor and control 
system 

9 0 1 0 0 0 1 1 1 0 0 0 1 0 0 0 0 1 0 0 1 1 1 1 1 1 1 23
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6.6 Criteria for Selection 
 

The criteria for selection are the results from the matrices that would enable the 

aker to select the implementation for the software system.  Any changes in the 

requirements or the quality characteristics would dynamically change the analyses and 

the choice may be different based on the results. 

 very important to select these criteria carefully.  For instance, a selection criteria 

 on meeting the schedule for system operations may not always result in the 

nally reliable system.  To ensure that the knowledge and experience of 

ection process, the survey questionnaire will 

perts for their reasons for selecting the technology or critical implementation 

 this would remove the bias that the system implementers will have when 

 s

lowi a u s h c i o s c o

Are the current critical objectives as specified by the stakeholder being 

m

Does the syst m et h  p rc iv d r r i te  n e  o th  s s m

articulated by the panel of experts, but not by the stakeholder? 

c) Are the design paradigm used to implement the system able to sustain the 

critical objectives over the lifetime of the current needs? 

d)  Will the design paradigm used to implement the system be capable of 

being re-engineered to meet the perceived or future needs of the 

stakeholder? 

e) Are all of the above criteria being met within budget and schedule? 

decision m

It is

that is based

omost functi

subject matter experts is included in this sel

poll the ex

options and

producing the ystem. 

The fol ng are the b sic g ideline  in selecting t e riter a f r ystem sele ti n: 

a) 

et by the system? 

b) e  me  t e e e e  o  p ed c d e d f e y te  
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6.7 Selected Metrics and Measurement 
 

 For the defined metrics, it is imperative that there are methods for quantitatively 

evaluating them with a high degree of repeatability.  For the purpose of this exercise, the 

most basic equations are used to measure the quantities in an unbiased manner.  For 

clarity, the four major quality characteristics are repeated with their corresponding 

measurement methods as follows: 

1. How reliable is the system: 

 Flexibility:   

Thus Flexibility to meet present and perceived requirements: 

   Flex  =  U.T.C   

where,  

T  = Time , nine months every three years  = 0.75  

 C   = Cost to upgrade Software to enhance capabilities by 10%  

 = Labor Cost + %age of System Cost  

 = 0.75*200000 + 0.1*3000000   = 450,000 

U  = Utility function, 10% improvement   = 1.1 

 

   Flex = 371,250 

 



The Reliability of the Designer based on the Expertise/Experience/Success: 

s% . T / B% 

where, 

f

f

 Reliability of Designer: 

  RelEX = N

 135



 

Ns%  = Percentage of successful designs (at least 50%)  = 0.5  

ity of the system to be operational when needed is defined as the  

tem Downtime) 

) 

e can re-write the equation for Availability in the following manner: 

 

ducing the number of unknown 

, which will enable e the 

ween ccess stem 

owntimes.  To improve or decrease the Mean Time To Restore or Repair the 

time of the system after a failure is 

inimized.  This is achieved through a fault tolerant software system, which can 

 very quickly, or a fully redundant system that allows the 

 

e meet system Availability requirements. 

T  = Experience in the field (from survey ~ 10 years) = 10 

B%  = Percentage of budget (by experience 10% creep & regression) = 1.1 

 

   RelEX =4.55 

 

 Reliability of the design: 

 The availabil

 Availability = System Uptime / (System Uptime + Sys

  As = US / (US + DS

where, w

 Availability = MTBF / MTBF + MTTR

  As = MTBFS / (MTBFS +MTTRS) 

In the case of a Software System, this means re

bugs that can cause failures to a number us to achiev

required Mean Time Between Failures, i.e. bet  su ive Sy

D

system for software, implies that the restart 

m

detect and restore service

system to failover to the back-up or stand-by system, while the failed system

restarts within a pr -specified time to 
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The Reliability metric is defined as the propensity of the system to fail over the 

time n for the system 

 (M .  

owever, for a system that can be repaired or restored to its original state of 

as the Mean Time Between (successive) 

ailures.  The author has developed a model that takes into account the 

; the CPU usage on an operational basis; and the 

ined as follows: 

Vo = Initial Level 2 Usage Factor  = 1 

life  of the system; in this case, we correlate it to the time take

to fail.  Thus, Reliability of a system is defined as the Mean Time to Fail TTF)

H

operational stability, this is defined 

F

executable size of the code

environment and data that is being processed, to arrive at a more equitable 

allocation for defect density and hence the MTBF of the specific application 

software.   The Fault Density Rate is def

Faults per Thousand Lines of Code = FD(t) 

  FD(t) = U.α + V.β 

where, 

U = Usage Factor for Level 1 Functionality = 1 

V = Usage Factor for Level 2 Functionality = 1 

α = Level 1 Faults    = 1.8 

β = Level 2 Faults    = 4.2 

The Usage Factors are defined as follows; 

  U(t) = Uo + k.T   = 1 + 0.00005.T 

  V(t) = Vo + m.T   = 1 + 0.000025.T 

where, 

Uo = Initial Level 1 Usage Factor  = 1 
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k = Rate of Change of Level 1    = 0.00005 

m = Rate of Change of Level 2    = 0.000025 

T = Time of Operation    = T 

 

The Level 1 and 2 Faults are defined as follows; 

  α = αo*EXP(-uT)   = 1.8 * Exp(-0.9*T)

  β = βo*EXP(-vT)   = 4.2 * Exp(-0.1*T) 

where, 

αo = Initial Level 1 Faults per thousand source lines of code (KSLOC) = 

βo = Initial Level 2 Faults per thousand source lines o

 

1.9 

f code (KSLOC) = 4.2 

)  = 0.9   

ate (10%)  = 0.1 

ial expected or predicted values for the Level 1 and Level 2 faults varies 

m sy lev  the implementers, 

w  initial inherent faults 

thin catio s.  Fro  the literature [Musa Book], the mean fault 

nsity f sy em test is six (6) faults per thousand (1000) lines 

aults per 

qual  six; 

is expression for Fault Density per KSLOC in Musa’s Execution Time 

el, can be alcul as follows: 

u = Level 1 Fault Reduction Rate (90%

v = Level 2 Fault Reduction R

The init

fro stem implementers and higher the CMMI el of

higher the expected software quality, and hence lo er the

wi the software appli n m

de  at the beginning o st

of source code.  This implies that the sum of Level 1 Faults and Level 2 F

thousand line of source code is e  to

  αo + βo = 6 

Using th

Mod  the Failure Rate per CPU hour  c ated 

  λ(t) = β.ν.EXP(-β.T)  
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where, 

 = Failure Rate per Fault = λ/ ω   = λ/ FD(t).KS 

.FD t).KS. /I 

 = 100 

  FD(t B

β = B.Φ 

B = Fault Reduction Factor   = 0.955 

Φ

ω = Inherent Faults = FD(t).KS 

λ = Initial Failure Rate = K ( r 

K = Fault Exposure Rate    = 0.00000042 

KS = Source Lines of Code in thousands 

r = CPU Speed     = 1,000,000,000 Hz 

E = Code Expansion Ratio   = 4.5 

ν = Expected Number of Failures  = ).KS /  

T = Time of Operation (1 year)   = 8640 hrs 

CSCI - 1 Time FDt 
(T) 100 
0 6.00 6429 

720 4.44 8692 
1440 3.59 10736 
2160 3.06 12626 
2880 2.66 14498 
3600 2.34 16464 
4320 2.08 18603 
5040 1.84 20974 
5760 1.64 23623 
6480 1.45 26596 
7200 1.29 29937 
7920 1.15 33695 
8640 1.02 37922 

 

From which the Failure Rate and hence the Mean Time Between Failure for the 

 

 

= 37,922 Hours 

 

  Software MTBF 
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The Maintainability metric is defined as the property of the system that governs 

stem is down in the event of a system failure.  Thus, the Mean 

e to oftware interruption is defined as the Mean 

 ma me taken to restore the functionality 

lure or a common mode software 

lure.

rt + P f . Tswitch 

re,

start  = 0.5 hrs 

mf 

itch rs 

 

  MDT = 0.505 hrs 

 

The Fau rant Characteristics of any system are governed by Detection and 

Recovery .  In the case of software s s, it is further qualif detect 

software failures quickly, unobtrusively and recover seamlessly.  In evaluating 

fault tole ystems, the ability to recover has the largest weighting.  Thus, the 

rm fault coverage is interpreted as a system’s ability to recover successfully 

onditional probability, given the existence of a fault that the system recovers.   

how long the sy

Tim  Restore/Recover from a s

Down Time (MDT), which is the ximum ti

in the event of an independent software fai

fai  

  MDT = Pi . Tresta cm

whe  

 Pi  = Probability of Independent Software Failure  = 0.99 

Tre = Software Restart Time    

Pc = Probability of a Common Mode Software Failure = 0.01 

Tsw = Software Switch-Over Time   = 1 h

lt Tole

 rules ystem ied to 

rant s

te

after the occurrence of a fault.  Mathematically fault coverage is defined as the 

c
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From a list of faults, in the system, identify which faults can be detected, located,

contained and can be recovered from.  The coverage factor is a simple fraction 

each of these factors.  For example, if n faults from a total of N faults can be 

detected, then the fault detection coverage is n/N.  In all estimations, it is 

important to define which type of faults can occur and estimate the coverage 

each typ

 

for 

for 

e of fault.  It should be noted that the coverage is not constant and in 

ase with time. 

n Mode Failures apply equally to all instances of the active hardware or 

ugh p string. 

he ti e taken to detect a fa e primary 

e failure; 

vided y the plica are; and 

store the functionality of the system.  The metrics for measurement for the 

e R ent due to the Fault Tolerant Capability 

f the system.   

 

 

        = 0.05 

certain instances, the probability of detecting faults can incre

Commo

software, thus in redundant systems, the recovery is thro  a backu

Thus, it is important to measure t m ilure of th

software application; locate and isolate, if necessary, the cause of th

initiate the recovery of the function pro  b ap tion softw

re

system would be the Failur ate compon

o

 If the hardware failure rate is very much greater than the software failure 

rate, this metric can be approximated as follows: 

  FTsw  ≈ NCov . FRsys + Cmf . FRsw 

where: 

FRsys = System Failure Rate  = 1/MTBFSYS  = 0.001704545 

FTsys = System Fault Tolerance 

NCov = Probability that redundant system is unavailable to recover from failure
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Cmf = Common Mode Probability    = 0.01 

FRsw = Software Failure Rate = 1/MTBFSW  = 2.63696E-05  

 

  FTSW = 8.55E-05 

 

How ‘Good’ is the design: 

Fidelity:  

2. 

 

n 

 

 

erformance Quality = Q/ Di 

here, 

 = 2,000,000,000 

 = 1,000 

tes per second = Di /e   = 2,000,000 

al to Reliability  = b.R 

et   = 0.9 

The fidelity of the design is defined as the accuracy and quality of the informatio

received, processed and delivered.  The metric is measured as Performance 

Quality and defined as data processed per unit time and is expressed as a function

of the processing rate, error rate and reliability. 

 

  Q = (a.Di - Di /e)η  =  (a.Di - E).b.R = (a.Di - E).b.KQ.t

As a percentage,  

  P

w

Di = Input data in bytes per second  

e = Number of errors in a 1,000,000 bytes 

E = Error by

η  = Efficiency, proportion = 0.87657753 

b = Percentage of requirements m

KQ = Failure Rate (failures per unit time) = 1/MTBFSW = 2.63696E-05 

t  = Test time (hours)     = 1000 
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R = Reliability = ƒ(KQ.t)  = EXP .t  = 0.973(-KQ ) 975033 

1 

e Q 0.79 

 

f design is expressed in terms of capability and the capability to be 

S  =  Cost of Required Design (from the analysis)  = 3,000,000 

ent ((100,000 SLOC) @ 10 SLOC per 

)*$200,000/250 days) 

  =  8,000,000 

  = 10 

 

 

, exibility and r ility. 

a = Criticality or Importance constant from 0 to = 0.9 

 

  Performanc uality Q = 

 Cost of Design: 

The cost o

enhanced. 

  Design Cost CD = CS + CN / E 

Where, 

CD  =  Total Design Cost 

C

CN =  SLOC Cost for Enhancem

 day

       

E  = Enhancements (Note: New functionality) 

 

  Design Cost CD = $3,800,000

 

Design Goodness: 

Described in terms of the design optimality fl e-usab

  GS = k.F + e.F + u.F 

where, 
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k.F  = Optimality of the design 

k = How much of the Design is met (i.e. k from 0 to 1.0)  = 0.95 

.F  = Flexibility of the design 

odated (i.e. e from 0 to 0.5) = 0.5 

.F  = Re-Usability of design 

uch is re-used /re-usable (i.e. from 0 to 0.5)  = 0.5 

Design Goodness GS = 1.95 

4. intainable is the design: 

 ta le: 

RScost  5% of Total Cost = $750,000  

 f Tota Cost  

(software to minimize in-house maintenance cost) = $300,000 

  CostMDT = $1,050,000 

 

n it is required; and Software Upgrades, 

en they have been prescribed. 

e

e = How much creep can be accomm

u

u = How m

 

  

 

How ma

Main inab

  CostMDT = RScost + RPcost 

Where, 

= Cost of building in Restore Time = 2

 (building redundancy for software to minimize restore) 

RPcost = Cost of building in Repair Time = 10% o l 

 

 

 

 

Maintenance Cost: 

Preventive Maintenance and how ofte

how oft
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  Costmaint = Cpm . fpm . t + Cug . fug . q 

ere, 

enance (PM)  

0 

es per year  = 3  

 4 

ug  = Cost of Upgrades 

ce SLOC = $80,000 

fug   Frequency of Upgrades    = 2 

   = 2 

7,200 

5. 

 sable: 

e developers 

ftware system.  In reality this is not so, the average user of a software system 

 sim ing the system.  Hence the 

uestion, is it easy to use?   

tics described in Chapter 3: 

wh

Cpm  = Cost of Preventive Maint

 = Cost per Maintenance Action per hour  =  $10  

fpm  = Frequency of PM = 3 tim

t  = Time = 2 hours per subsystem (12 SW systems) = 2

C

 = Upgrade 1% of SLOC per instan , 1000 

=

q  = Number of Upgrades 

 

   Costmaint = $32

 

How usable is the design: 

U

Ease of operation is a metric that is most often misconstrued becaus

tend to consider everyone to have the same perceptions and intuition in using 

so

tends to look expect a modicum of plicity in us

q

 Based on the heuris

  UI = Di + Pi 

where, 
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UI  = User Interface 

Di  = Percentage of Display Heuristics met   = 0.95 

  = 0.99 

ati  is th pab e ic. 

 

lay Requirements met  = 0.95 

c 

 .94 

  C  = 1.94 

 perational Cost: 

 extent to which the manual and automated interaction 

to the system.  Effectively, is it cost beneficial to use the system?  Can it 

 

erations per specified Time Period 

eriod 

systems, 6 hours per system  =        $21,600 

Manual Interaction =        0.25 

Pi = Percentage of Procedural Heuristics met

The other metric used to evaluate the ease of oper on e ca ility m tr

  C = Pc + Rc 

C = Capability      

Pc  = Percentage of Disp

R = Percentage of Response Requirements met  = 0.99 

 

   UI  = 1

 

 

O

This metric therefore is the

is built in

be operated at low cost, at low power, with a lowered operator overhead, and with

increased automation? 

  M = T . Opm   

where, 

M  = Cost of Manual Op

T = Cost of Man-hours per specified Time P

 = 3 times per year, 12 

Opm = Proportion of Operations requiring 
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and, 

utomation software  = $2,500,000  

0.75 

6.8 Derive and Extract Quality Software 
 

The Target Quality Characteristics and the identified Critical (Target) Failure Modes 

are used as the comparators to define an optimal software product.  It should be noted 

that the derived quality properties give rise to a software product with optimal quality for 

the system objectives identified.  If the system objectives are changed, these properties 

will change as different functionality has been ranked higher than the original selections. 

The Target Failure Modes are first identified as Failure Type so that their interaction 

and effects on the different quality characteristics can be more correctly evaluated.  Table 

6-5 and 

  A = C . Opa 

A  = Cost of Automation 

C = Cost of Man-hours needed to implement Automation 

 = Cost of designing a

Opa = Proportion of Operations automated  = 

 

  M + A = $1,880,400   
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Table 6 w the interaction between the different failure mode types and their 

interact  Characteristics.  Once the Failure Mode Types are 

correla ith racteristics, the comparison between the Target 

Failure Modes  shown in Table 

6-7.  Fi ally, b -6 nd 6-7 able

the Software Q

Table 6-5 Failure Mode Types 

Failure Mode Types 

F
ai

lu
re

 M
od

e 

-6sho

ions with the Target Quality

ted w  the Target Quality Cha

 and the Target Quality Characteristics are evaluated and

n y comparing the results from Tables 6-5, 6  a .  T  6-8 depicts 

uality expected from the QFD Model. 

R
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E
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 D
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N
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F

M
 R

at
in

g 

R
at

in
g

Algorithm error 33   1   1 1   12 
Bad communication 97         1 26 
Bad data input 68    1  1 1   22 
Bad environmental data 42     1 1 1   14 
Bad response time 3   1   1 1   4 
Communication failure 65        1  21 
Human error 3 1         5 
Hardware failure 50        1  17 
Inaccurate data 58 1 1  1     1 19 
Inaccurate database 19 1 1        10 
Incorrect data processing. 75   1   1 1   24 
Incorrect infrastructure data 13      1 1  1 9 
Incorrect response 1   1   1 1   1 
Insufficient resources 71  1        23 
Insufficient storage 2  1        3 
Lack network capacity 13  1        7 
Lack of data 47  1     1   16 
Lack of redundancy 44  1     1   15 
Lack server capacity 13  1        8 
Logistical errors 1 1     1   1 2 
Loss of network 27 1     1  1  11 
Loss of power 59 1       1  20 
No maintenance 35 1       1  13 
Sensor failure 5 1       1  6 
Software failure 58   1 1 1 1 1   18 
Unavailable resources 86 1         25 

 

 148



 

Table 6-6 Interaction of Failure Mode Types with Software Qualit

 

R
es

ou
rc

es
 

r

D
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a 
E
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E
n
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e
t 

E
r
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  D
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S
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H
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y 
Characteristics 

L
ac

ki
ng

 

U
sa

ge
 E

ro
rs

 

s 

vi
n

ro

S
ys

te
m

 D
e

d

fr
as

t

E
ff

ec
t o

So
re

Q
u

295 265 170 185 100 322 384 242 170Failures per Type  
           

Reliability   1 1 1     455 
           

Developer       1   384 
           

Fidelity       1   384 
           
 1    1    587 Flexibility 

           
Cost of Design 1         295 

           
Design Goodness  1     1   649 

           
Maintainability        1 1  626 

           
Cost of Maintenance 1       1  537 

           
Ease of Operation  1       1   649 

           
Cost of Operation 1      1   6  79
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Table 6 Weighted Overall Software Quality Characteristics -7 

Quality Software 
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os

t o
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D
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M
ai
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ai

na
bi

l

C
os

t o
f 

E
as

e 
of

 O
pe

ra
ti

Weighted Overall Rating of Target Quality 
Characteristics --> 

11 4 5 6 4 2 1 1 3 2 

Algorithm error 33 1 1 1      1 1 1 1 1 
Bad communication 97 1 1 1 1 1     1 1 1 1 1
Bad data input 68 1 1 1 1 1  1  1  1
Bad environmental data 42 1 1 1 1 1  1  1 1 
Bad response time 3 1 1 1 1 1  1  1 1 
Communication failure 65      1 1    
Human error 3     1 1  1   
Hardware failure 50      1 1    
Inaccurate data 58   1 1 1  1 1  1 
Inaccurate database 19   1 1 1  1 1  1 
Incorrect data processing. 75 1 1 1 1 1  1  1  1
Incorrect infrastructure data 13 1 1 1 1  1  1  1 
Incorrect response 1 1 1 1 1 1  1  1  1
Insufficient resources 71    1     1 1 
Insufficient storage 2    1     1 1 
Lack network capacity 13   1     1  1 
Lack of data 47 1 1 1 1  1  1  1 
Lack of redundancy 44 1 1 1 1  1  1   1
Lack server capacity 13   1     1  1 
Logistical errors 1    1 1 1  1   
Loss of network 27    1 1 1 1 1   
Loss of power 59     1 1 1 1   
No maintenance 35    1 1 1 1    
Sensor failure 5     1 1 1 1   
Software failure 58 1 1 1 1 1  1  1  1
Unavailable resources 86      1  1   
Overall Rating  4293 209 4302 2636 1102 1178 213 656 5 2242  1 698 
Norm ized Overall Rating al  9 6 7 10 8 3 4 5 1 2 

            
Weighted Overall Rating - Software Quality  7 3 3 7 4 2 2 2 1 1 
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Table 6-8 Software Quality 

Weighted Overall Rating – 
Software Quality 

7 3 3 7 4 2 2 2 1 1 

            
Failure Effects on SW ty 
Characteristics 

 Quali 455 384 384 587 295 649 626 537 649 679

 Software 
Quality 
Rating 

          

Reliability of Design
y 

 
– Availabilit

7 2979          

Reliability of Design 
– Reliability 

7 2979          

Reliability of Design - 
rvice Maintain Se

7 2979          

Reliability of Design - 
Fault Tolerance 

7 2979          

            
Reliability of 
Developer 

3  1227         

            
Fidelity of Design 3   1 133        
            
Flexibility to meet 

ved present and percei
requirements 

7    3851       

            
Cost of Operation 4     1861      
            
Cost of Design 2      10 0  9     

            
Maintainability 2       1125    

            
Cost of Maintenance 2        965   

            
Design Goodness 1         649  

            
Ease of Operation 1          723
Ease of Operation 1          723
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7. Analysis and Results 

The analyses of the QFD will essen ally define software quality for the defined

e.  To odel and introduce external va e 

analysis, it is essentia e research areas be qualified and described as to how they 

the results of the model.  The research plan is bold in its goal and it does 

guidance of the advisor.  Succinctly it will involve the following: 

tak old eeds for a Reliable system 
 

ton & J1s [8 erived eli y re uirem nts, using a QFD approach, based 

on stake holder goals by correlating the derived functional requirements through 

etrics to reliability and maintenance requirements.  Yang & 

ility function deployment approach based on QFD to 

ility of a roduct ased n con inues us r ev luatio  and ntro uce

obust desi  to improve reliability over time  Th te ions o 

e reliabilit nd other uncertain metrics into the equation or should I say 

 in QF , enab s qua tify the des n alt nativ s eve n a

es to the rvey g defi e and ank eir ct

r a reliable software system, is now used to correlate the stakeholders needs for a 

quality software system.  This definition of these attributes is used to select the metrics 

for measurement, and the ranking of these attributes will permit weighting the metrics in 

terms of criticality, and hence the options for implementation.  The use of an operational 

profile [18] in evaluating software reliability was used to quantify this software reliability 

ti  

system objectiv  further refine the m

l that th

riables into th

could affect 

require the 

7.1 Correlate S eh ers n

Warring ] d  r abilit q e

performance and capability m

Kapur [11] in 1997 outlined a reliab

define the reliab  p  b  o t  c tome a n  i d s 

the aspect of r gn . ese ex ns  t

incorporate th y a

evaluation metrics D le n ig er e n if they are o  

relative basis.   

The respons  su iven to the set of experts to n  r th fa ors 

fo



 

metric.  The added cost metric of maintaining and restoring complex software [22] has 

been identified by far as the most expensive cost element in re-engineering.  

Table 7-1 summarizes the metrics derived from the calculation process outlined in 

Section 6. 

Table 7-1 Metrics Calculated from Realizations 

Quality Quality Definitions and Evaluations Metrics 

Reliability of Design - 
Availability 

Uptime /Uptime + Down Time 0.9999867

Reliability of Design - 
Mean Time Between Outages 37,922

Reliability 
Reliability of Design - 

Restart of SW applications 
Maintain Service 

0.505

Reli
Fau

5
ability of Design - 
lt Tolerance 

Detect and recover from SW failures 8.55E-0

 
Reliability of (%age of success) x ((yrs of experience) / %budget)  
Developer  = 0.5 * 10/1.1 

4.55

 

Fidelity of Design sec).Efficiency*Reliability 0.79
Performance of SW = (Criticality*Data Rate - Errors per 

 = [(0.9*2,000,000 -2,000)*0.8766]/2,000,000,000 
 
Flexibility to meet 
present and perceived 
requirements 

 = 1.1 * 450000 * 0.75 
Utility * Cost of Change * Time 

371,250

 

Cost of Operation 
Manual Ops Cost * Automation Cost*Automated Ops 

1,880,
 = 5400 + 1875000 

400

 

Cost of Design 
Cost of Improvement = SW Cost + Enhancement Cost 
  = 3,000,000 + 8,000,000/10 

3,800,000

 

Maintainability 
Cost to build in Restore Service + Cost to build for Repair 
 = 750,000 + 300,000 

1,050,000

 
Cost of Maintenance Cost of PM + Cost of Upgrades  = 7,200 + 320,000 327,200
 

Design Goodness 
%age Functions + %age Flexibility + %age Re-Usability 

1.
 = 0.95 + 0.5 + 0.5 

95

 

Ease of Operation 
 =  0.95 + 0.99 

1.94
User Interface (%Display Heuristics + %Process Heuristics) 

Ease of Operation 
Capability (%age Requirements Met + %age Responses 
Met 
 = 0.95 + 0.99 

1.94
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Most of the expert responses tended to agree with the realizations, at least in the ord

of magnitude.  Responses to the questions B-4, B-6 and B-9 were the three re

er 

sponses, 

whi

ueries and their responses.  The ‘bold’ responses identify these responses.  

The responses tha

ch demonstrated the greatest divergence.  Table 7-2 shows the responses to the 

unseeded q

t are ‘underlined’, are identified as though being more than an order of 

magni alue, they only a

Table ential Unseeded Queries 

Survey 

tude in v ffect one Quality Factor.   

7-2 Responses to Influ

Queries Realizations 

A2 Accuracy Response 
 Reliability/Availability Accuracy 
 Response Reliability/Availability 

A3 Communication Failure & Bad Communication Data 
 Bad Data Input Communication 
 Lack Of Data Incorrect 
 Incorrect Data Proc. & Response Insufficient 

A13 Star/Grid Star/Grid 
 7 2.1 

A14 Stand-Alone/Mains Stand-Alone/Mains 
 1.95 4.92 

B1 Robust/Efficient Robust/Efficient 
 5 4.91 

B3 Content/Adaptive Content/Adaptive 
 5 3.29 

B4 Response/Accuracy Response/Accuracy 
 0.2 1.05 

B5 -By Mains/Redundant Stand-By Mains/Redundant Stand
 1.5 2.54 

B6 FT/Parallel FT/Parallel 
 0.73 1.64 

B8 Detection Equal 0.28 
  Detection 0.21 

B9 Detect - 10 Transmission Integrity - 6 
 Transmit - 7 Detection Integrity - 5 
 ssing Integrity - 4 Process - 5 Proce
 Detect Integrity - 3 Transmission - 3 
 tegrity - 2 Detection – 2 Transmit In
 essing – 1 Process Integrity - 1 Proc
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Finally, the effect of increasing the specifications for these responses on the Software 

Quality is qualitatively identified as shown in Table 7-3 and quantitatively analyzed in 

sub-section 7-2.   

Table 7-3 Qualitative Effects of Varying Metrics 

 ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ 
Dependant on 

Queries -> 

Software Quali
re

sp
on

ce
 

w
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ty
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st
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fa
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ra

ll
el

 
so

ft

ca
pa

b

ob
u

ef
fi

ci
en

t y se
 

ili
ty

/ 
ili

ty
 

le
ra

n

Rel  Design 
- A ability 

v v 
iability of

vail ^ v ^ v ^ ^    v 

Reliabil y of Design 
- Reliab ity 

v 
it
il

v ^ v ^ v ^ ^ v   

Reliab of Design
- Maintain Service 

ility  
v v ^ v ^ v ^ ^ ^   

Reliabil y of Design 
- Fault Tolerance 

v 
it

v ^ v ^ ^ ^ ^ v   

 
Reliabil y of 
Devel

v           
it

oper 
 

Fidelit Design v v y of ^ v ^ v ^ v ^   

 
Flexib to meet 
presen
percei
require ts 

v 

ility 
t and 
ved 
men

          

 

Cost o eration v f Op ^     ^ v ^ v ^ 
 

Cost of sign  eD ^  ^ ^ ^ ^  ^   v 

 

Maintai ility nab ^ ^ v ^ v ^      

 

Cost of Maintenance ^ ^ v ^ ^   v    

 

Design Goodness ^       v ^   

 

Ease of Operation ^      ^     

Ease of Operation ^      ^     
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It should be noted that at this stage it is assumed that no emergency system exists and 

the specifications used to measure the quality are based on the published and broadcaste

information on how

d 

 soon the response teams have reacted to an emergency and the 

quality of the res

The top row indicates th he e Responses to Dependent Queries inc sed

magnitude, the effect on the Soft uality r and sym  

ponse.   

at w n th are rea  in 

ware Q  is indicated by the colo bol

si the e s ific Qu y factor has improved, i.e. “ ^  gnifying that ei r th pec  Software alit  ” ; or got 

worse, i.e. “v”.  The or ‘p k’ is used sign  tha  has t w e, and the color col in to ify t it  go ors

‘green’ is used to sign  tha t ha t better. 

u ity nsi ity  Qu ity etr  

t logical step in the analyses was to determ ity of he Software

uality to the selected and measured metrics.  To demonstrate the working of this model, 

 is assumed that the stakeholder wants to increase the response from 60 minutes to 120 

he effect o his c ange is seen to directly affect the Availability Softw re 

e, and Cost of Operations, Building Maintainability, and Cost of 

able  an able -5, d ict th se ch nges

-4, the  evaluated in Ta  6-8  wei ed eno  a 

ware Q ity, and shown in the column on the right.  Furthermore, it is 

ftware Quality  the gete qual  based on the responses from the 

needs  the akeh ders.  Thus, the sum of the Weighted Software 

 gives a overall score for the Software Qualit  be expected.  Th  effec  

 resp se time, in other words relaxing the constraint that the response 

has to be achieved from 60 minutes to 120 minutes.  The new metrics are calculated and 

ify t i s go

7.2 Software Q al Se tiv  to al  M ics
 

The nex ine the sensitiv  t  

Q

it

minutes.  T

estart Tim

f t h , a

R

Maintenance.  T 7-4 d T  7 ep e a .  

In Table 7 Software Quality ble  is ght to d te

Weighted Soft ual

assumed that this So  is  tar d ity

experts and the  of st ol

Quality Factors y to e t

of increasing the on
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sho

ge 

se in the Availability and Maintain Service Quality Factors. 

wn in Table 7-5, together with the new overall score for Software Quality.  The 

change in the overall score is a quantitative indication of the expected change in Software 

Quality due to a change in the stakeholders needs.  There is, however a cost advanta

associated with the decrea

   Table 7-4 Weighted Software Quality 

Weighted Overall Rating – Software Quality 7 3 3 7 4 2 2 2 1 1 

Failure Effects on SW Quality Characteristics 455 384 384 587 295 649 626 537 649 679 

 

 Software 
Quality 
Rating 

          Weighted 
Software 
Quality 

Reliability of Design – Availability 7 2979          4.59 

Reliability of Design – Reliability 7 2979          4.59 

Reliability of Design - Maintain 
Service 

7 2979          4.59 

Reliability of Design - Fault Tolerance 7 2979          4.59 

             

Reliability of Developer 3  1227         1.89 

             

Fidelity of Design 
3   

3 
 

131
      2.02 

             

Flexibility to meet present & perceived 
requirements 

7    3851       5.93 

             

Cost of Operation 4 1186    1.83

             

Cost of Design 2 1090    1.68

             

Maintainability 2 1125    1.73

             

Cost of Maintenance 2 965 .49  1

             

Design Goodness 1 649  1.00 

             

Ease of Operation 1   723 1.11

Ease of Operation 1          723 1.11 
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Table 7-5 Direct Effect of Changing Response from a Selected Query

Weighted Overall Rating – Software 
Quality 

 Response   

 

Failure Effects on SW
Characteristics 

 

 Quality  120 mins.   

 Software 
Quality 
Rating 

Software 
Quality 

Metrics Measured 
Metrics 

Change 
in 

Weigh
SW 

Weighted Measured ‘New’ Percent 

Metrics 

‘New’ 
ted 

Quality 
Reliability of Design – 7 

0.9999864 1.98% 4.50 4.59 0.9999867
Availability 
Reliability of Design – 
Relia

7 
 7 2 4.59 

bility 
4.59 3 ,922 37,9 2  

Reliability of Design - 
Maintain Service 

7 
0.515 1.98% 4.59 0.505 4.50 

Reliability of Design - Fault 
Tolerance 

7 
4. 55E-05 8.55E-05 4.59 8.  59 

      
Reliability of Developer 3 1.89 4.55 4.55  1.89 

      
Fidelity of Design 3 2 0. 0.79 2. 2 .02 79  0
      
Flexibility - meets 

e requirements 
7 

5.93 $371,250 $371,250  5.93 
present/futur
      
Cost of Operation 4 1.83 $1,880,400 $1,632,560 13.18% 2.07 
      
Cost of Design 2 1 $3 00,0 0 3,80 ,000 1. 8 .68 ,8 0 $ 0   6

      
Maintainability 2 1 $1 50,0 0.73 ,0 0 $750,000 28 7%.5  2. 3 2

      
Cost of Maintenance 2 1 $327,2 0.49 0 $167,200 48 0%.9  2. 1 2

      
Design Goodness 1 1.00 1.95 1.95   1.00

      
Ease of Operation 1 1.11 1.94 1.94   1.11
Ease of Operation 1 1 1. 1.94 1. 1 .11 94  1

Overall Weighted Quality Score: 38     39.15 .43 
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Th e d  

ect effects as seen qua

, in Table 7-3.  The quantification of these factors is estimated using the 

following assumptions: 

 of Operat s, from a user interface point of view, fe

proportion  the display and processing and the heuristics ther

fected.  Sin  all req ents and responses are me  slo  

ented, the capability asp e Ease of Operations is 

of the De ign has not changed, and the change if any is negligible, since 

uirements stil ave to be met and hence code has to be written.  

3. The Reliability of the Develope  and Fidelity of the Design are not been 

affected since the accuracy aspect of the system has not been affected.   

4. The Flexibility stem is unaffected, because this factor is based on how 

 the re uirem nts have been me

Reliabilit stem and the Fault Tolerance are affected only if the 

e in the paradi  used to implement espons  code r ou

actors.  For this analysis, it is 

assumed that: 

a. Fault Reduction Rates are changed.  Hence, the calculated value for 

Reliability and the Fault Tolerance change.  

The overall effects on Software Quality from the direct and indirect effects are shown 

in Table 7-6. 

is advantag epicted as a direct effect on reducing the response time from 120

minutes to 60 minutes.  There are also indir litatively, denoted by 

the ‘pink’ cells

1. The Ease ion is not af cted 

since the  of eof 

are not af ce uirem t, albeit wer,

are still implem ect of th not 

affected. 

2. Cost s

all req l h  

r

 of the sy

much of q e t. 

5. The y of the sy

chang gm the r e time es rces 

the burden of performance on these two quality f



 

T  
Query 

able 7-6 Direct and Indirect Effects of Changing Response from a Selected

Weighted Overall Rating – Software 
Quality 

 Response   

Failure Effects on SW Quality 

 

 120 mins.   
Characteristics 
 Software 

Quality 
Rating Quality Metrics in 

Metrics 
SW

Quali

Weighted 
Software 

Measured 
Metrics 

‘New’ 
Measured 

Percent 
Change 

‘New’ 
Weighted 

 
ty 

Relia
Ava

bility of Design – 
ilability 

7 
4.59 0.9999867

0.9999753 
14.19% 0.65 

Reliability of Design – 
Reliability 

7 20,813 
45.12% 2.52 4.59 37,922

Reliability of Design - 
Maintain Service 

7 0.515 
1.98% 4.50 4.59 0.505

Reliability of Design - Fault 
Tolerance 

7 
4.59 8.55E-05

8.57E-05 
4.58 0.25% 

      
Reliability of Developer 3 1.89 4.55 4.55  1.89 

      
Fidelity of Design 3 2.02 0.79 0.77 2.14% 1.98 
      
Flexibility - meets 
present/future requirements 

7 
5.93 $371,250

$371,250 
 5.93 

      
Cost of Operation 4 1.83 $1,880,400 $1,632,560 13.18% 2.07 
      
Cost of Design 2 1.68 $3,800,000 $3,800,000  1.68 

      
Maintainability 2 1.73 $1,050,000 $750,000 28.57% 2.23 

      
Cost of Maintenance 2 1.49 $327,200 $167,200 48.90% 2.21 

      
Design Goodness 1 1.00 1.95 1.95  1.00 

      
Ease of Operation 1 1.11 1.94 1.94  1.11 
Ease of Operation 1 1.11 1.94 1.94  1.11 

Overall Weighted Quality Score: 38.15    33.46 
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7.3 Validate Model - Existing Sy Lessons And New Concepts 

alidate the model, the QFD process is applied the development of a ground-based 

essing system.  The design options selected and the quality metrics and 

evaluation thereof are comp  s te as a

The intention of the an arison is to elu

ost and sc ule, o g this d model over the ad hoc 

lected orig ally.  It t be poin ut, tha e s 

d and ptimize

  of QFD Model to Implement

Applying the Software Quality QFD Model to the implemented design required 

ionally and identifying the software subsystems.   

rocessing Syst , referred to as , ia gne

sion groun ste d th id o t was t

processing elem o

computing elements.  The cost performance benefits of the system quickly eroded when 

the newer missions announced higher data rates.  The analyses docum nted in e 

phs describe  actual lts from system test, ration te t, a

acceptance test.  In som m actual operational scenarios.  

However, the author must preface the preceding paragraphs with the statement that while 

some of these results have been recorded and are available for public scrutiny, some 

results are not, due to the records being unavailable.  In these cases, the author has 

stems, 
 

To v

telemetry proc

ared to a imilar sys m that w  designed nd implemented 

at a NASA facility.  alysis and comp cidate the 

advantages, both in c hed f usin esign 

approach that was se in  mus ted o t the d sign wa

subsequently re-engineere  o d.. 

7.3.1 Application ed Design 

 

depicting the system funct

The Packet P em  System A was essent lly desi d to 

be a multi-mis d support sy m, an e paradigm that was la u he 

ease of expandability of the ents with the addition of m re CPU-based 

e th

following paragra the  resu integ s nd 

e cases, the results are fro
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interviewed the personnel associated with the test, re-engineering, development and 

onfiguration management of the systems under evaluation. 

Figure 7-1 illustrates the basic architecture, where the Front End and Packet Data 

processors at the Front End and three work stations sharing the back end load.  

l 

m 

c

Processor elements may contain more than one CPU element, for example, three 

 
Figure 7-1  Architecture of System A 

 

The information contained in this section has been obtained from the Technica

Performance & Measurement Report [23], May 1995.  In addition to the results 

documented, the author discussed the technical malfunctions with the System Tests 

Engineer, System Software Engineer, Project Management Personnel and the Syste
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Hardware Engineer.  The author being on the development team in the early stages of

design has also imparted his own knowledge in the evaluatio

 the 

n. 

ted 

e done. 

uring this 

period.  Major untested features of this capability being the logging and 

recovery of data for the subsequent generation of Quick Look and Level Zero 

3. The dynamically controlled output buffer on the Real Time Output System 

Processor (RTOS). 

For the near-term, the minimum acceptable performance levels for this Release of the 

System (Hardware and Software) were driven by the missions that it must support, i.e. 

SWAS, SOHO, and XTE missions. 

It should be noted that the following were the system limitations that currently exis

or which had not been verified for System A at the time the performance runs wer

1. Testing of all System fail-over capabilities was not been completed d

products. 

2. System A did not meet the 10 MBPS data rate requirement; however, it met 

the near-term data rate/throughput consistent with the SWAS, XTE, SOHO, 

and HST mission demands. 

The following capabilities were not exercised during the Technical Performance 

Measurement testing.  This, however, did not affect the overall evaluation of the system 

in terms of performance. 

1. The capabilities required supporting the Hubble Space Telescope mission. 

2. The schedule processing and its hardware interfaces.  The NCC limited the 

block rate to one block per second, at which was successfully processed by 

System A. 
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The functional architecture is depicted in block diagram format shown in Figure 7-2. 

Figure 7-2  Functional Architecture of System A 

 

 

The following four performance parameters, Table 7-7, were identified as critical to 

the success of this release of System ‘A’ Hardware and Software in order of importance: 

Table 7-7 Critical Needs for System - A 

g Critical Needs Importance Ratin

Real Time Transfer Rate 1 10 

Data Capture Rate 2 9 

Quick look Product Generation throughput and response time 3 8 

Ro ion throughput and response time 4 7 utine Product Generat

 

Front End Subsystem:  The requirement of the front end subsystem is to ingest the 

digital data stream that is input, recognize the sync mark, correctly decode and correct if 

necessary any transmission errors, and pass through the data stream to the back-end 

processing element together with the quality information garnered from the front-end 

functions. 
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The functional elements are listed in Table 7-8; in addition, the Front-End Subsystem 

functional element

Table 7-8 System A - Functional Description 

s identified for comparison are highlighted.  

System A 

Sub-
system 

Functionality Elements 

S1 Matrix Switch HW Select 
S2 Front-End System HW synchronizes & corrects data 

HW monitors data 
SW maintains quality accounting 
HW outputs data 
HW provides interface 
SW controls data output interface 

S3 FDDI Network HW provides interface 
SW implements interface 

S4 Packet Processing HW provides interface 
SW controls interface 
SW decodes and corrects input data 
SW processes input data 

HW provides storage 

SW outputs the processed data 

SW stores data 

SW processes output data 

HW provides compute power 

S5 FDDI Networ W provides interface 
plements interface 

k H
SW im

S6 Real-Time System HW provides interface 
SW controls interface 

put data 
T data 

SW processes RT in
SW outputs the R

S7 Distribution System HW provides interface 
SW controls interface 
HW provides tape storage 
US Postal Service delivers tapes 
SW monitors communication 

S8 Control System HW provides interface 

HW provides compute power 
SW controls interface 

S9 Accounting System HW provides interface 
SW controls interface 
HW provides compute power 
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The Front End Subsystem of System-A is composed of three hardware elements that 

will ingest the data, perform the synchronization, decoding and correction while making 

available the count sta onsible for the 

set-up, control and monitoring of these tasks and quality accounting thereof. 

monstrate the application of this model, the top-level requirements of the Front 

En stem e evaluat a score of 1 is the 

lowest and 10 is the highest. 

Table 7-9 Front End System Evaluation 

Function Element stem Score 

s of quality tistics.  The software elements are resp

To de

d Sy  for the system ar ed as shown in Table 7-9, where 

Sy

Ing ata c 100 10 est d orrectly 100 

Synchronize data 80 9 stream 90 

Ma n qu 30 4 intai ality statistics 40 

Transfer data from Ingest to detect/ decod  10 e/correct 100 90

CRC Decoding/Detecting 10 100 100 

Reed Solomon Decoding/Detecting 100 10 100 

Reed Solomon Correction 0 100 10 10

Deliver data from detect/decode/correct 30 20 3 

 

se s  in a QFD m el needs of 

System ‘A’ as lis 7.  The ble 7-10 shows the 

overall ratings for the top-level require d with the priorities for the 

top-level needs of the system.  The we ere then calculated. 

The target requirements are next co nctionality or quantitative 

HOWs needed to meet the target requi the relationship 

between the functionality required and requirements.  The 

functionality metrics are measured aga ase against the 

desired targ cified by the stake-holders in section 7.4.3. 

 

The corings are used odel and compared against the top lev

ted in Table 7-  comparison matrix in Ta

ments when compare

ighted overall ratings w

mpared against the fu

rements.  Table 7-11 describes 

 how well it meets the 

inst known data, and in this c

et requirements spe
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Table 7-10 Target Requirements for Implemented Telemetry System 
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10 9 9 3 9 9 6 6 6 Real Time Transfer Rate. 
Data Capture Rate. 6 6 3 9 9 9 3 6 9 
Quick look Product Gene put 
and response time. 

6 6 6 3 
ration through

8 9 6 6 6 

Routine Product Generati t and 
7 9 3  6 3 

on throughpu
response time. 

6 6 6 6 

Overall Rating   306 240 1 234 26 204 204 132 47 1 

Weighted Rating   2.32 1.82 1. 1.77 1. 1.55 1.55 0011 98  1.

 
 

Table 7-11 Target Functionality for Implemented Telemetry System 
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st data correctly 2.3 9 9 9 3 6 6 9 6 Inge

Synchronize data 6 stream 1.8 6 9 6 3 3 6 9 
Maintain quality statistics 1.1 3 3 6 6 6 6 6 9 

Transfer data to detect/ decode/correct 1.8 6 9 6 6 9 6 6 6 

CRC Decoding/Detecting 2 9 9 6 9 6 6 6 6 

Reed Solomon Decoding/Detecting 1.5 9 9 6 9 6 6 6 6 

Reed Solomon Correction 1.5 9 9 6 9 6 6 6 6 

Deliver data from detect/decode/ correct 1 6 9 6 6 9 6 6 9 

Implemented Overall Rating  97.4 111 85.5 81.3 81.4 78.5 91 84.9 

Implemented Weighted Rating  0.87 0.99 0.76 0.72 0.72 0.70 0.77 0.72 

 167



 

7.3.2 Application of QFD Model to a Ground-Based Telemetry System 

 
The objective is to develop a telemetry processing system round-Ba Telemetry 

Systems are used to ingest telemetry data down-lin  fr es; extract the data 

from the down-linked data and deliver the da ro ts e inci In ig s

The QFD model analyzed in this res ai e s ng th

equirements needed to meet the objective.  A simi ue  w  de op n

s handed out to a g up  10 gin rs w  va d b kgr nds

gineers, System Software Engineers, Proj t M age nt Personnel and 

ardware Engineers) to determine the most critical needs of the telemetry 

The consensus, shown in Table 7-12 from selected experts defines the most critical 

WHATs as follows:  WHAT concerns the Customer? 

Table 7-12 Critical Needs for Telemetry System 

Critical Needs orities 

.  G

 Pr

ing or 

nnaire

sed 

vest

 of 

vel

ked

duc

ls th

lar q

om satellit

to th

rank

stio

ta p

 ent

pal 

cori

as

ator

e 

ed a

.   

d 

earch

r

circulated amongst wa ro  of  en ee ith rie ac ou  

(System Test En ec an me

the System H

system.   

Pri

Good Data Product 8 
No Data Loss 9 
Good Processing Speed 7 
Affordable 7 
Easily Maintainable 5 

 

WHATs are next compared agai  the equ ments to achieve at a 

s.  Since the va ion is co ined to the ron nd bsy m o

level req rem s listed in Table 7-8 are us pare 

parison m trix in Table 7-13 shows the overall ratings for 

mp d  th rio s he -le ne

erall ratin  w h l e

These critical nst  R ire set 

of Target Requirement lidat nf  F t-E Su ste f 

the Telemetry System, the top- ui ent ed to com

the critical WHATs.  The com a

the top-level requirements when co are with e p ritie f tor  top vel eds of 

the system.  The weighted ov gs ere t en ca culat d.  
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These weighted overall ratings prioritized and identified the target requirements 

eeded for the next step in the QFD comparison matrix, as shown in Table 7-13 .  It 

should be noted that the functionality is chosen based on the metrics needed to measure 

the quality of the function being implemented to achieve the quality required.      

Table 7-13 Target Requirements for Telemetry System 
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Good Data Produ 8 9 6 3 9 9 9 9 3 ct 
No Data Loss 9 9 9 3 6 9 6 6 3 

Good Processing Speed 7 9 9 3 9 9 6 6 3 

Affordable 7 6 6 3 9 6 9 9 3 

Easily Maintainable 5 3 3 3 6 3 9 9 1 

Overall Rating   273 249 108 282 27 276 276 983 

Weighted Rating   2.79 2.54 1.10 2.88 2.79 2.82 2.82 1.00

 

High bit error rates introduced by the system would degrade the quality of the output 

product.  However, the criterion for fidelity of the output product is driven by the 

Principal Investigators.  Thus, an experiment to measure the intensity of color from a 

distant star may be allowed to vary not more than five percent, but the size of the star 

may be allowed to vary by ten percent.  Similarly, the resolution of an image may be 

grainier if it is extracted and delivered in real-time.  Whereas, an image delivered after 24 
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hou of 

hip 

between the fu eq

Table 7-14 Target Functionality for Telemetry System 
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rs of data extraction and processing may require the system to produce an image 

higher resolution. 

The target requirements are next compared against the functionality or quantitative 

HOWs needed to meet the target requirements.  Table 7-14 describes the relations

nctionality r uired and how well it meets the requirements.   
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Ingest data correctly 2 9 9 9 3 6 6 9 6 .8  

Synchronize data stream 2 6 9 6 3 3 6 9 6 .5  

Maintain quality statistics 1 3  6 6  .1 3 6 6 6  9

Transfer data to detect/ decode/co ct 6  6 6  rre 2.9  9 6 6 9  6

CRC Decoding/Detecting 2.8 9 9 6 9 6 6 6 6 

Reed Solomon Decoding/Detecting 2.8 9 9 6 9 6 6 6 6 

Reed Solomon Correction 2.8 9 9 6 9 6 6 6 6 

Deliver data from detect/decode/correct 1 6 9 6 6 9 6 6 9 

Overall Rating   143 162 121 122 116 112 128 119 

Weighted Rating   1.27 1.44 1.07 1.08 1.04 1.00 1.08 1.00
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The functionality metrics are measured against known data, thus the resolution of an

image of a land ma

 

ss on earth is compared against an archived image of the same land 

mas

n a similar 

manner, the ot

The weighted overall rating can be quantified; however, since this exercise is to 

compare the new design paradigm against the implemented design, the comparison of the 

weighted overall ratings correlated to the actual Technical Performance Measurements of 

the implemented System A will validate the model. 

7.3.3 Validation of Modeling Paradigm 

 
The relevant selected Technical Performan M re nts  th eq m  and 

the implemented System A are sho in bl 15 hr ot al bl  were 

xposed during this testing; 

en the RTOS and Front-E

etween RTOS data receipt and RTOS data trans

im ro hpu ela equ ment of 1 second for all 

tween sessio erm atio and ew sio tart r the sam

 configuration, took more than 2 minutes after 

ing 

acquisition session monitor and the FE window simultaneously.  

 

s and the resolution is given a relative rating based on the archived information.  

However, if the archived information was of lower resolution, then the new image is 

rated as how much better it is than the current telemetry processing system.  I

her metrics can be quantitatively obtained. 

ce 

e 7-

easu

.  T

me

ee p

 for

enti

e r

 pro

uire

ems

ents

wn  Ta

e

1. Time betwe nd System was not synchronized. 

 
2. The delay b mit exceeds the 

allocated RTOS real t e th ug t d y r ire

sessions, and averaged 8 seconds. 

 
3. The time be n t in n  n ses n s  fo e 

mission and using the same

LOS for at least three sessions).  These times were evidenced when observ
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In addition, an operational problem was also identified, one of latency.  Front End 

(FE) turn-around time means the latency with which subsequent sessions can be 

scheduled on a single FE.  If data for a following session started too close to the end o

previous session, the FE did not terminate the first session, but extended it to include 

new data.  This occurred when a session was scheduled to terminate, then a second 

session scheduled to begin approximately one minute after

f a 

the 

ward, and when a session was 

sch g 

ons. 

 Table 7-15 Technical Performance Measurements 

System Requirements Measured Values 

eduled for one hour but really only had 20 minutes of data.  These tight schedulin

requirements were predicted during the mission XTE TDRS hand over which occurs over 

the USA.  Beyond these problems, System A was deemed capable to support the mission 

rates required for the SOHO, SWAS, and XTE missi

Requirement RTOS Release 1 Release 2 

Peak single stream rate 
2 Mbps future 

1.0 Mbps 1.3 Mbps 
512 Kbps now    

Peak aggregate (24 streams) 
1.5 Mbps now 
10 Mbps future 

2 Mbps (3 streams) 1.2 Mbps (3 streams) 

Peak single stream R/T 
512 Kbps now 
1 Mbps future 

830 Kbps 456 Kbps 

Allowable R/T data delay 1 second 8 seconds 
sessions 

Exceeded 16 of 18 

 

The bold values in the table depict the performance of the implemented System ‘A’, 

corre  

analys

verall Ratings of the Modeled System are compared against the Weighted Overall 

show which of these requirements is not met.  The performance requirements are 

lated to the Weighted Overall Ratings and Functionality metrics used in the QFD

is tabulated in Table 7-11, and shown in Table 7-16.  Similarly, the Weighted 

O
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Ratings of the Implemented System, and the relative improvement correlated to the 

Technical Performance of the Implemented System. 

Table 7-16 Technical Performance of Implemented System 

Implemented 
Functionality Target 

Performance Overall Rating

Bit Error (X Bits in 10E12) 1 1 97.4 
Ingest Speed (Mbps) 2 1.3 111.1 
Realtime Throughput Latency (secs) 1 8 85.5 
Processing Technology (SW/HW/Hybrid Compute) Hybrid Hybrid 81.3 
Processing Speed (Mbps) 10 2 81.4 
Maintenance Cost (K$) 10 100 78.5 
Flexibility of System (Mbps) 1000 100 91.0 
Operational Costs (M$) 1 3 84.9 

 

The results are tabulated in Table 7-17, and demonstrate the relative improvement in 

the Technical Pe th dates the 

research sho  of the required Telemetry ed using 

the developed QFD Model. 

Table 7-17 Comparison of Modeled and Implemented Systems 

rformance of e system using the QFD Model.  This vali

wing that the Quality  System is improv

Implemented Modeled 
Functionality 

Perform
Overall 

ing 
Overall 
Ratin

Predicted 
mance

ance 
Rat g Perfor

Bit Error (X Bits in 10E12) 1 97.4 142.7 0.7 

1.3 1  111. 161.9 1.5 Ingest Speed (Mbps) 
Real ime Throughput Latency (secs) 8 85.5 120.7 5.7 t
Processing Technology (SW/HW/Hybrid Compute) Hybrid 81.3 121.6 Hybrid 

Processin d (Mbps) 2 81.4 116.4 2.9 g Spee
Maintenance Cost (K$) 100 78.5 112.3 69.9 

Flexibility of System (Mbps) 100 91.0 128.3 141.1 

Operational Costs (M$) 3 84.9 118.7 2.1 
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7.4 Future Research 

The Quality Function Deployment Model provides the flexibility of introducing 

influence factors both quantitatively and qualitatively.  This means that if the options to 

s evaluated, it could either be qualified as fair, good, better and 

ring system used to specify these sta ; or it coul

ute selections criteria in terms o ollars spent; schedule me

ms; etc.  Historically, exponents of QFD w reluctant t

specify the absolute quantification metrics for fear of disclosing privileged information; 

intr

 the 

cs with measurable quantities.  

7.4.1 
 

Mirchandani [17] alluded to this and this q in er

 encompass other fields of engineering.  It was parameterized so 

ring he ap iate ing 

considered were test, integration, design, and reliability 

he responses from the experts are weighted to ensure that no biases due to any 

single facet i.e. field of engineering, affect the outcome.  Furthermore, the plan for future 

research is to introduce an algorithm that would correlate the experience of an expert.  

The metrics that are used to correlate include but are not limited to the number of years in 

 

select a specific option i

best; with a relative number sco tes d be 

quantified using absol f d t; 

success of previous syste ere o 

oducing subjective evaluations or not being applicable to the system objectives. 

It is the contention if the author that given the boundary parameters within which

quantification is made it is possible to specify criteria for selecting one option over the 

other by appraising the metri

Use of historical design experience as a measure 

was further ualified this exp t 

qualification process to

that it was applicable to all fields of enginee  with t propr weight

functions.  The fields 

engineering. 

T
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a specialized field of engineering, number of successful design that were implemented, 

umber of design that were not implemented, cost saving or loss over the budgeted cost 

for a design, and the complexity of the design based on the budgeted schedule.  

 
 

 us 

 can 

arri

s 

oore’s Law for VLSI. 

e opinion 

typing 

ty.  One 

on of 

nd capabilities.  Mazzuchi, Seibel and Sarkani [21] have used a decision 

sup  

n

7.4.2 Introduce Market fluctuations as a variable 

To do so would require developing a correlation between the market figures for the

industry and tying it to the technology in question.  Van Dorp and Jarvis have shown

ways to do so in EMSE 388 and EMSE 271 respectively: 

The author intends to show that this can be an area for further research whereby the 

tools to develop, test and measure software quality are evolving, thus using Excel we

ve at a correlation between the tools maturity and the rate at which it improves based 

on the market and business conditions.  The randomness of the stock market fluctuation

could be modeled to some technology road map, not unlike M

7.4.3 Introduce incremental prototyping to upgrade th

 
Peres & Martin [7] used QFD as a decision making tool to select a rapid proto

technology.  This is a problem of system allocation and can be implemented using either 

a linear programming method with a heavy weight given for prototyping capabili

aspect that has not been used is Mirchandani [16] version of expert interpretati

information a

port model for COTS upgrades whereby one of the attributes towards the decision

making process is technical knowledge of the decision makers.  Recent work in QFD and 

a capabilities model [26] have lent credence to the research outlined in this paper. 
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The author intends to show that this can be an area of future research to define yet 

another metric to measure the prototyping capability of software.  Thus not only can the 

technical knowledge of the decision makers be used to update the opinion for system 

design selection, but also the capability for prototyping can be introduced as another 

ctor for software quality.  

 

fa
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ting Time (in hours) for a system with 12 systems deployed is given 

hours 

2 

times per year (8760 hours).  From the research, the Number of Times an Emergency 

System will be used in a year is given by: 

 Low Level Emergencies =  21 times 

 Medium Level Emergencies = 8 times 

  High Level Emergencies =  1 time 

To meet the requirements for being available to meet an emergency, the maximum 

outages that can be accepted to service the high, medium and low level emergencies are 

given as: 

 Maximum Outages for: 

  High Availability Outages =  1 + 12  = 13 

  Medium Availability Outages = 8 + 12  = 20 

  Low Availability Outages =  21 + 12 = 33 

Minimum MTBF acceptable for a Reliable system is given as: 

  Total Operating Hours ÷ Number of Outages 

  High Availability Minimum MTBF = 105,120 / 13  = 8,086 hours 

  Medium Availability Minimum MTBF = 105,120 / 20  = 5,256 hours 

  Low Availability Minimum MTBF =  105,120 / 33  = 3,185 hours 

 

Appendix 

The Total Opera

by: 

  Total Operating Hours = 12 x 8760 = 105,120 

Every month the system is tested which means that an outage has to be simulated 1

 

 



 

The system is designed to have redundancy, which would allow the Test and 

Preventive Maintenance (PM) to be performed without affecting the operational 

emergency system

 is undergoing test and/or PM, it is imperative that the system service is restored as 

soon as possible.  The design paradigm used is em can either restart 

in 30 m

ailure is attributed mainly to 

Soft  to Hardware, i.e. the redundant system not 

being available, and 1% due to a Common Mode Failu an 

Hardware. 

 

Inability to Restore Service = 94%  

 Availability 

calculated: 

11.1 months 

Availability calcu

.  However, in the event that the operational system does fail when the 

system

to ensure that the syst

inutes or promote the test or redundant system to operational level within 30 

minutes. 

If the system fails to restart or switch-over, the f

ware, 94% of the time, with 5% attributed

re, more so in Software th

Thus, percentage of times that the users would follow advice contrary to the system

directions is given as: 

 

 Percentage of Software Failures for 

 

The Minimum time that the system has to be up to meet the Minimum

 High Availability, Minimum MTBF calculated = 8,036 hours ~ 

 

The Minimum time that the Software system has to be up to meet the Minimum 

lated: 
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 High Availability, No More than Once in = 8,036 hours/94% ~ 11.8 m

Thus maximum restore time or maximum down time (MDT) is 30 minutes (0

hours) 

 

Minimum Availability for a Reliable system is given by: 

 

 Av

onths 

.5 

ailability = (Minimum MTBF) / (Minimum MTBF + Maximum MDT) 

 Availability 0.999843 0.00015694 364.9427 

nt reliable system, system has to be available when needed as 

calculated.  

an 30 

minutes. 

d this implies a redundant or back-up detection system. 

ssumption: Currently there is no redundant system and the Outage per Equipment 

Stri

nance (PM) is performed 3 times and takes 2 hours, then a total 

of 6 hrs per year, i.e. 3 outages per year scheduled at 2 hours per PM: 

 

 High Availability 0.999938 6.183E-05 364.9774 

 Medium Availability 0.999905 9.512E-05 364.9653 

 Low

 

To ensure an efficie

This assumes that ff the system is down; it should no longer be out for more th

This means if maintenance is being performed, detection capability should still be 

available, an

 

A

ng is as follows: 

If Preventive Mainte
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  Outage per year (8760 hours) is 3 x 2 = 6 hours   

 

 tested once a month, and a test failure 10% of the time for a period of 3 hours, i.e. 

1.2

 Outage per year (8760 hours) is 1.2 x 2 = 2.4 hours    

 

year, and a test 

fail

rs 

vailability per Equipment String =  (8760 – 8.4) / 8760 = 0.99890 

olders are attempting to achieve is a High, Medium and Low 

Ava

stem to a highly available High, Medium and Low Level Availability System as 

eva

igh Availability: 

ust be able to withstand more failures than the current system  

lability 

Availability per Equipment String =  (8760 – 6) / 8760 = 0.99932 

 

If

 failures per year for a period of 3 hours per failure: 

 

Availability per Equipment String =  (8760 – 2.4) / 8760 = 0.99958 

 

If PM is performed 3 times and takes 2 hours, then a total of 6 hrs per 

ure 10% of the time for a period of 3 hours,  

  i.e., Outage per year (7860 hours) is (1.2 + 3) x 2 = 8.4 hou

A

 

What the stake-h

ilability System.  This means to go from the Availability of a Single Equipment 

String Sy

luated in the previous section.  

 This requires an Improvement Factor given as follows: 

H

[(1-High Availability) - (1-Single String Availability)] / (1-High Availability) 

i.e. The system m

 16 times improvement in Availability needed for high availability 

 10 times improvement in Availability needed for medium avai
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 6  improvement in Availability needed for  availability   

 

 times low  

takeholders Budget to build the System is given as follows: 

10 yrs) =  3,000,000 

ounting 

Human Lives which is not measurable: 

e ium A t counting 

Hu

Benefit is Over 250 Million, i.e.  > 250,000,000  

 

i.e.  > 25,000,000    

 

 Ratio has to be weighted by this disparity in Savings, i.e. Benefit 

in r

S

 

 Cost should include maintenance over life time (

 

High Availability Systems are used for emergencies that the benefit, not c

 Benefit is Over 2,500 Million, i.e.  > 2,500,000,000  

 

M d vailability Systems are used for emergencies that the benefit, no

man Lives which is not measurable: 

 

         

Low Availability Systems are used for emergencies that the benefit, not counting

Human Lives which is not measurable: 

 Benefit is Over 25 Million, 

  

The Cost to Benefit

elation to the Expenditure i.e. Cost: 

 

For High Availability System: 

 AH Cost Benefit  = 2,500,000,000 ÷ (3,000,000 x 16) = 51 

 185



 

 

For Medium Availability System: 

  8 

AL Cost Benefit = 25,000,000 ÷ (3,000,000 x 6) =  1 

 Disadvantage 

 AM Cost Benefit = 250,000,000 ÷ (3,000,000 x 10) =

 

For Low Availability System: 

 

 

Configuration Advantage

STAR Single branch down causes only de Node has no c t one no
to be lost 

ontac with 
Operations Center 

 Loss of node does not load the network Blind spot in surveillance 

 Response to/from Operations Center is If branch is down no response 
very fast possible 

GRID If single branch down node still has 
Can cause network overload 

alternate paths 

 Loss of a node allows partial capability 
Can cause node overload 

from others 

 
help each other head is absent 
Loss of Operations Center, nodes can still Can cause errors in judgment since 

  

Based on type of Disaster: 

1. EVEN if there is a redundant path, GRID is less available because it goes 

through multiple nodes in the alternate paths, 

2. Cost of Grid is higher by a factor of the ratio of number of branches. 

3. Performance of GRID thought slower in real terms, relatively faster 

4. If a branch is gone for STAR configuration, there is NO Communication. 

5. If a branch in a GRID is ‘down’, then the Communication is DEGRADED. 
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Assumption:  

  0.9999 

 STAR GRID Comparison Weight C * W 

 Availability of a NODE  =

 Availability of a BRANCH  = 0.999975 

For 6 nodes 6 branches 12 branches    
Ava 0.9999 1.000075 5 5.000375 ilability 0.999975 
Cost @ x per 
branch 

6 2 4 12 2 

Performance (t) 1 2.5 2.5 5 12.5 
  Mean = Overall Comparison: 7 

 

     GRID 

 

For a designed Availability of 0.9999, maximum down time per year <= 0.876 hrs 

Down Time Down Time  

STAR 

BRANCH

Branch
0.999975

fails/106 h

(hours) 
Availability 

per year(days) 
Cost per Level 

  High Medium Low
87.6 0.99 3.65 $456,250,000 $45,625,000 $4,562,500
8.76 0.999 0.365 $45,625,000 $4,562,500 $456,250

0.876 0.9999 0.0365 $4,562,500 $456,250 $45,625
0.0876 0.99999 0.00365 $456,250.00 $45,625.00 $4,562.50

A//A //B Node
1.000000 0.999900

fails/106 hr 40.042 0.04 40.00
0

2.50
Wt MDT 1.00E-04 2.25E-08 1.00E-04

MTBF 24,974 23,816,667 25,00
MDT 2.50 hrs 0.54

Availability 0.999 899 988 0.99999998 0.99990001

GRID

r 10.000 10.00

W
Ava

MTBF 100,000 100,000
MDT 2.50 hrs 2.50

t MDT 2.50E-05 2.50E-05
ilability 0.999 975 001 0.99997500
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Comparison between Stand-Alone Power and Mains Power:  It should be noted that 

in b th e Distribution Unit and the UPS 

 
Alone 

omp ight C * W   

o  cases the Worst Case failure mode includes th

Stand-
Mains C arison We

    
s 

er SA 
r 

Mains 
  

Main
ov

SA ove

Availability 0.998 1  259  0456  68 0.997 1.000912 5 5.0 500 
        

Maintenance 
cost 

40,000.00 24,000.00 2 -1.2 -120  0.6 

  Mean = Ove   rall Comparison: 1.90 195%
 

If Rank = Degree of Un-Availability, then on a Rank basis, Stand-Alone is better than 

Mains Power as follows: 

Unavailability of Stand-Alone = 1 – 0.998168    = 0.00183 

Unavailability of Mains =  1 – 0.997259    = 0.00274 

Degree of Unavailability = 1 ÷ (0.00183/0.00274)  = 1.50 

 

In 2007, the average response time for a response team to arrive at the scene was 12 

hours.  To minimize the loss due to the consequence of the emergency, the average 

response time for a response team should be less than 0.876 hours, i.e. based on an 

Availability of 0.9999. 

From a capabilities evaluation, the ranking shown also describes the data objects that 

have to be exchanged and their integrity, as follows:  

Capabilities Ranking 
d 

Need 
Objects 

Require

Detect 10 Incident, location 100% 
Tr t data, location dat 100% ansmit 10 Inciden a 
Process 9 Type, action 95% 
Respond Resource,  10 action 100% 
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To ensure that the Software Failures minim ct to , the 

to implement a Parallel Software implementation or Fault Tolerant architecture was 

compared as follows:  

Requirement Margin 

ize the impa  availability analysis 

 MTBF MTTR Availability 

0.99999 
Redundant SW with Fault 

5000 30 secs. 0.
Tolerance 

 999 998 0.831 

 

0.99999 
Parallel SW Applications 

5000 600 secs. 0.999 995 0.506 
lower FT 

 

ault Tolerant over Parallel Application = 0.831/0.506 =  1.64 

  0.22 0.63 0.15 Probability

F

 

     
 5    1 2 3 4 
 Deaths\Cost < 25M 25-100M 100-1000M 1-10B >10B  

1 0.00 < 5 0.00  0.02 0.04 0.01 0.07 
2 5 to 25 0.00 0.00 0.02 0.07 0.02 0.11 
3 0.025 to 50 0.00 0 0.09 0.26 0.06 0.41 
4 50 to 100 0.00 0.00 0.04 0.12 0.03 0.19 
5 100 to 500 0.00 0.00 0.04 0.12 0.03 0.19 
6 >500 0.00 0.00 0.01 0.03 0.01 0.04 

 

The analysis to implement a Pure Software, All Hardware, or a Hybrid Hardware

Software implementation as the system architecture was compared as follows: 

 
De

-

velopment 
Cost 

Test Cost 
Re-Engineering 

Cost 
Overall Cost 

(labor months) 
e SW 6 24 12 42 Pur

Hybrid SW 12 8 4 24 
10 34 All HW 18 6 

 

ion to Re-engineer a com  to meet the stakeholder n  

in (repair, exte  expand if any) emergency system 

sed as follows

The decis plete new system eeds or

to Mainta n ,d and enhance) the existing (

was analy :  
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ƒ(new, upgrade) ƒ(design) ƒ(integrate) ƒ(test) 

 Equipment (E) Dev. (D) Integrate (I) Test (T) (I + T)

New 
6 2 

Hardware 
4 2 6 

Re-Engineering 
 

8 4 
New

Software 
3 4 7 

Upgrade 
8 8 

Software 
2 6 8 

Maintenance 
2 1 

Extend 
Hardware 

2 1 3 

 

he Mainten ponent is the sum of the Integration and Test components as 

sho tena e Re-E ering 

option are compared to the total Maintenance Cost for the Existing System as follows: 

Option 
Weight

(w) 
Time
(T) 

(M) 
ntegrate, tes

 T)

Maintenance 
Cos

l C
Sum (E, D, I, 

) 
 

T ance com

wn in the following analysis.  The total Main nce Costs for th ngine

s 
Maintenance 

ƒ(i t) 
= (I + *w*T 

t 

Tota ost 

T, M

0.3 1 1.8 .8  15Re-
4

.8 
.6 

21
37.6

E neeri 0.4 1 2.8 ngi ng  
0.7 1 5.6 .6  29

8
9 

.6 38.6Maintain 
1 1 3 

 atio aintain Engineer 1.   R  of M  : Re-  = 87 
 

To determine the processing paradigm for the system the following analysis was 

perform

Options 
Functionality (F) 

 
Performance (P) 
Weight Pw = 

Ranking 
w) 

Comparison 

ed: 

Weight Fw = 10 7 (F*Fw + P*P
Rule-based System 35 10 5 1  

Neural System  8 136 8  

Expert System 9 153 9 1.13 
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