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Abstract

“Develop a Quality Function Deployment to Implement a Robust And Reliable
Software System”

This research is aimed towards defining the quality of software in terms of
requirements, stakeholder needs and most importantly on iterative analyses, which would
produce a process by which the software quality can be improved with time. This would
mean that the requirements would be dynamically updated, stake holder needs will be
dynamically updated and the analyses iteratively updated.

By far and away, the most expensive re-engineering task in any system is the
maintenance and restoration of complex software, Mazzuchi et al [22]. In the opinion of
the author, the most critical element in this design and implementation scenario is the
inability to measure the software quality with enough acumen and confidence to
implement an optimal solution. Herein lies the problem, there is a need to have a process
by which the stakeholder can ensure a system which is optimal in quality and
functionality within the cost and schedule. The model proposed in this research is aimed
towards the development phase where the greatest changes in requirements and
functionality occur, and it is imperative to make changes in the design early in the system

implementation.
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1. Introduction

Software reliability has been bandied around for many years as a measure of software
quality. However, the definition of quality has been very differently defined by the
pundits in the field. The arguments have varied from the subjectivists views of what
software quality is to the frequentist views of what software quality should be. This
research is an effort to encapsulate the body of knowledge from both camps and provide
a more amenable and intuitively acceptable method of defining software quality with the
added advantage of including the stakeholders’ perceived notion of what the final
software system should achieve.

Quality, however, has been defined differently depending on the subjective
perception of Software Quality. For example, the Quality of Software, (extracted from
“The Challenge of "Good Enough Software” Copyright @1995, 2003 by James Bach, a
slightly updated version of the original that was published in American Programmer
magazine in 1995) states:

“Software quality is a simple concept, at least in the textbooks. Just determine your
requirements, and systematically assure that your requirements are achieved. Assure that
the project is fully staffed and has adequate time to do its work. Assure that the quality
assurance process is present in every phase of the development process, from
requirements definition to final testing.”

“Software quality is not so simple in the field: where requirements shift and waver
like a desert mirage, projects are perpetually understaffed and behind schedule, software

quality assurance is often a fancy word for ad hoc testing, and management seems more



interested in business than in the niceties and necessities of software engineering.
Remember that there's lots of money to be made if you can sell the right product at the
right time, or even something close enough to being right. Behind the veneer of metrics
and Ishikawa diagrams, quality is just a convenient rendezvous for a set of ideas
regarding goodness. As Jerry Weinberg says, "quality is value to some person."

Another definition, the Quality of Software, (as defined by the AIAA 1992)
states:

“Quality is the ability of a product or service to satisfy the needs of the user, or
stake-holder and includes all the functional and performance capabilities and features.
Thus, extending this to software quality, it is defined as the following:

e The ability to conform to the specifications laid out by the stake holder

e The extent to which the software possesses a desired combination of attributes

e The extent to which the stake-holder perceives that the software meets

expectations

e The composite characteristics of the software will determine the degree to

which the software in use will meet the stake-holder’s expectations.

A third definition of Software Quality (extracted © 1996-2008 -Rick Hower, last
revised: May 4, 2008) defines software quality thus:

“Quality software is reasonably bug-free, delivered on time and within budget, meets
requirements and/or expectations, and is maintainable. Quality is obviously a subjective
term. It depends on who the 'customer' is and their overall influence in the scheme of
things. A wide-angle view of the 'customers' of a software development project might

include end-users, customer - acceptance testers, contract officers, management, the



development organization's management/accountants/testers/salespeople, future software
maintenance engineers, stockholders, magazine columnists, etc. Each type of 'customer’
will have their own slant on 'quality’ - the accounting department might define quality in
terms of profits while an end-user might define quality as user-friendly and bug-free.

This research defines Software Quality as follows: “Software Quality is the
amalgamation of good engineering judgment and customer perception, Software Quality
is a measure of the software conforming to the requirements; how well it does conform to
the specifications; how long it will conform to the needs; and how useful it is in fit and
usability. Based on the definition of Software Quality, the following four characteristics:
Reliability, Design Goodness, Maintainability, and Usability are identified to completely
describe Software Quality, where these terms are defined with identified metrics as listed
at the end of this Overview.

Quality Function Deployment (QFD) has been used very successfully to increase the
vote of confidence of the stake-holder and the end-user of developed and implemented
product, not so much because it gives a more accurate or precise quantitative worth of the
product, but because it incorporates the human element into the evaluation, most
importantly, the stake-holders.

QFD has been defined as a tool to design quality into a product as stated by Dean [12]
in his application of the methodology to large systems. In 2003, Warrington & Jones [8]
derived reliability requirements, using a QFD approach, based on stakeholder goals by
correlating the derived functional requirements through performance and capability
metrics to reliability and maintenance requirements. Earlier in 1997, Yang & Kapur [11]

outlined a reliability function deployment approach based on QFD to define the reliability



of a product based on continuous customer evaluation and introduces the aspect of robust
design to improve reliability over time. These extensions to incorporate the reliability
and other uncertain metrics into the equation or, should I say, evaluation metrics in QFD,
enables the quantification of the design alternatives even if they are on a relative basis.
In 2001, Christiano, White and Liker [13] determined that the quality of a process or a
product is as good as level of competence of the experience and judgment of the
evaluators. Peres & Martin [7] used QFD as a decision making tool to select a rapid
prototyping technology. Mirchandani [16] derived a model for iteratively developing a
prototyping process based on incremental development, design test and evaluation.
Doukas, Pollock and Jeyeratnam [6] demonstrate a fast spreadsheet approach to react to
changing customer needs. Lu et al [17] (2002) uses RQM, a 9-step process to extend a
QFD type methodology to overcome its inherent shortcomings in dealing with fuzziness
or uncertainty of information. All these methods tend to concentrate on the hardware or
product aspect where the objective is not ambiguous, where the processes can be

quantitatively tested and where the tests are most often repeatable.

1.1 Problem Statement

However, there is no definite metric for ensuring the quality of Software. When a
stake holder, be it the user or the funding body, expresses a need for a service, the system
engineering process by which the product is designed, developed and analyzed is not
geared to the unwritten needs of the stake holders. This means that even though the
requirements for the system are elicited through analysis and compromise, the definition

of success varies. For example, if the stakeholder requires the product to perform a



function within a certain period, the developer will elicit the inputs, outputs, fidelity and
performance for the function. The next step will be the environment, the reliability,
criticality and cost. Finally, because time is money, the over-riding element in the
process is the schedule.

One omission is the instance when the function will be used. Royer et al [18]
recognized this and described processes by which the operational profile of the software
product can be correlated to the reliability of the system, whereby the performance and
failure data can be more accurately mapped to the software system. As an example,
examine the case of a software system that has a task to print a page when a certain
sequence of functions is executed. This function is tested and tracked all through the
development and test phase, with performance, i.e. how fast, how well, and how
consistent; and availability, i.e. how many time it fails, for how long. Thus, if the
quantitative analysis predicates a redesign to meet the requirements, the developer does
so at the expense of cost and schedule. Now, when this software system is deployed in
the field, the operational profile has changed, and instead of simulating the print function
repeatedly, it is invoked only when the sequence of tasks are executed. Thus, the
quantitative analysis and hence redirection of design effort and subsequent predictions for
the print function did not simulate the operational use of the function. Hence, is the
quality of the system may not be exactly what the stakeholder desired. Hence, even
though the requirements have been extracted using system engineering practices, the
fuzziness of the actual operational needs have not been taken into account. Another
omission to compound the ‘required quality’ of the software system is the inability to

evaluate the metrics to the extent that the stake holder requires. For example, if the



software system is to be deployed in the field over the next five years and it takes 3 years
for all the elements to be deployed, what criteria are used to test the transition of the
system? Can these criteria actually predict the quality of the fully implemented system?
If so, then the deployment process must be such that the enhancement of the newer
elements will in no way affect the performance or reliability of the existing deployed
elements. If not, then we have the problem that the operational environment has not been
reached and as a result the analyses that has been carried out has a certain degree of
fuzziness and cannot be certain to meet the final requirements unless, the system has been
over designed.

This research is aimed towards defining the quality of software in terms of
requirements, stakeholder needs and most importantly on iterative analyses, which would
produce a process by which the software quality can be improved with time. This would
mean that the requirements would be dynamically updated, stake holder needs will be
dynamically updated and the analyses iteratively updated.

By far and away, the most expensive re-engineering task in any system is the
maintenance and restoration of complex software, Mazzuchi et al [22]. One might say
why can’t the designers and developers get their act together and design it right the first
time. In the opinion of the author, the most critical element in this design and
implementation scenario is the inability to measure the software quality with enough
acumen and confidence to implement an optimal solution. Herein lies the problem, there
is a need to have a process by which the stakeholder can ensure a system which is
optimal in quality and functionality within the cost and schedule. The model proposed in

this research is aimed towards the development phase where the greatest changes in



requirements and functionality occur, and it is imperative to make changes in the design

early in the system implementation.

1.2 Problem Solution

Paraphrasing, the quality of software, as defined by the AIAA 1992, is the ability of a
product or service to satisty the needs of the user, or stake-holder and includes all the
functional and performance capabilities and features. Thus, extending this to software
quality, it is defined as the following:

1. The ability to conform to the specifications laid out by the stake holder

2. The extent to which the software possesses a desired combination of attributes

3. The extent to which the stake-holder perceives that the software meets

expectations

4. The composite characteristics of the software will determine the degree to which

the software in use will meet the stake-holder’s expectations.

From these criteria, it is seen that all four of these elements have to be evaluated to
predict the quality of software. The question one asks is who is the stake-holder? Is it
the entity that will use the software, or is it the entity that will maintain the software over
the life cycle of the product, or is it the producer of the software. There exists a definite
relationship between the producer and the user, and this relationship varies with each of
the four criteria. The weight of each criteria, in that how is one more important than the
other is subjective, as are many of the comparative qualitative evaluations. However,
there exist certain mathematical underpinnings that provide a classical, frequentist and

subjectivist interpretations for quality criteria.



Modarres [19], defined quality in terms of the role the human plays to support four
elements of performance, which in turn lead to quality. These four elements of
performance are:

1. Capability to satisfy the functional needs

2. Efficiency to effectively utilize the resources
3. Reliability to operate when needed

4. Maintainability to quickly start after a failure

Thus, the human has to perceive that the product indeed has the capability to satisfy
the functional needs, has efficiently utilized the resources, has the reliability to operate
when needed and finally has the ease of maintainability. QFD is one method by which
the quality of Software can be tracked and improved if the metrics for Software are
selected with all the stakeholders’ inputs. Using the Matrix of Matrices developed by
University of Sheffield [20], the selected matrices are shown in Figure 1-1.

Thus having stated the problem space and some gaps in the evaluation of information,
I propose to use a QFD model for the development of a tool to extract the Software

Quality in terms of the selected Quality characteristics, namely Requirements, Quality

Factors and Metrics for Measurement and Criteria for selection. This tool can and will be

used by software architects, system architects, system integrators and system
implementers. The dynamic property of the proposed tool not only allows the
practitioners to make design changes early in the development phase to meet changing
requirements, but also allow the evaluation of the product, in this case the software
quality with every design change. It should be noted that the design changes invariably

lead to changes in the implementation approach.



1.2.1 Software Quality in terms of Quality Characteristics

To quantify Software Quality, it is necessary to define the characteristics that best
describe software quality. Quality Characteristics are attributes that have to be specified
to completely define the software and enable the decision makers to compare different
software solutions. These characteristics are described as follows:
1. Requirements
2. Quality Factors and Metrics for measurement
3. Criteria for Selection

Requirements:

These drive the need for the specific quality factors. Thus, more accurately the
requirements are written, the better the selection of which quality factors are highly

critical, critical, essential, routine, and nice to have.

Ranking Requirements and their dependencies on Quality Factors:

In order to ensure that the correct quality metrics are selected it is essential to ensure
that the correct requirements are written and correctly categorized as critical, and so on.
For example, one person’s assignment of requirements in to categories may not be the
same as another. To ensure that biases are absent from the categorization and to include
the expertise and experience of experts into the selection of requirements, a survey in the
form of a questionnaire will be used. This survey will not only rank the requirements that
have been developed for the system but also rank the quality factors to meet the

requirements.

Quality Factors and Metrics for Measurement:



This research contends that there are four quality factors identified that have to be
measured and hence to do so we need to have quality metrics. These quality factors are
Reliability, Functionality, Maintainability, and Usability. For example, when we say that
the design is reliable, this means that we do not expect to see the system to go down for at
least a specified period of time and if it did, the downtime would be less than a specified
period of time. Thus, we have to be able to measure the failure rate and down time of the
software or a model thereof to evaluate how reliable the software system is. Thus for
each of these quality factors, quality metrics have to be selected that can be measured.
Once these metrics are available, they are applied to the design options available and the

options are thus ranked in terms of these quality factors.

1. Reliability of the Software:
a) Technical aspect — can it be maintained/enhanced over the life time
b) Expertise & experience — reliability of the developer
c) Design — reliability of the design
2. Functionality of the Software System:
a) Fidelity of the system — accuracy of the system
b) Cost effectiveness of the design — function versus cost trade-off
c) Efficiency of the design — performance of the design, minimizing resources
3. Maintainability of the Design:
a) Flexibility — in meeting requirements creep and enhancements
b) Cost— able to do so within cost
c) Repairable — resources and skills

4. Usability:
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a) Operational Ease - easily used

b) Operational cost — training and running costs

Criteria for Selection:

The criteria for selection can be evaluated as how well the design option selected
meets the requirements and in this case, the metric for comparison is the quality factors.
Thus if the design option A has the highest quality factor rating in meeting the
requirements then this is the chosen implementation option. However, if the
requirements change or the measurement of the metric changes, then e the quality factor
can change and the option A no longer becomes the optimal solution and instead we have

Option C being the highest rank candidate.

122 Quality Function Deployment Methodology

QFD as the name implies is the deployment or the assurance of deploying the best
quality possible within the cost and resource constraints taking into accounts the
dynamics of the uncertainty of what the stake-holders wants, what the stake-holder will
be satisfied with and what the capability of the system is. To do so, the QFD paradigm
compares selected attributes of the system either relatively to each other or to a preset
constraint, and allows external conditions to modify the result as the development
progresses.

For example, if the stakeholder has certain needs; these needs are evaluated through
surveys and questionnaires to arrive at a ranked set of customer requirements. These
requirements are then introduced into a quality matrix to be compared with quality

characteristics to reach a consensus on a ranked set of technical requirements, i.e. quality
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characteristics that are needed to meet the objectives. These quality characteristics are

then introduced into another matrix, and in this case a development matrix to be

evaluated against the quality factors. The consensus from this evaluation is used to rank

the factors for the final matrix whereby the selection criteria are used to select an

implementation option.

Figure 1-1 Matrix of Matrices
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Quality Characteristics = f (Requirements, Metrics, Criteria)

The shaded boxes in Figure 1-1 outline the process of analysis. The Customer
demands are used to extract the requirements and correlated to the Quality characteristics.
These Quality characteristics are also correlated to the Functions to be implemented.
Finally, the functions are correlated to the Failure Modes, and compared with the Quality
Characteristics, which are also correlated to the Failure Modes. Finally, the quality
characteristics are correlated to the critical parts of the design to optimize the best
selection for implementation.

The optimal approach to implementing a system is based on ensuring that all the stake
holders’ needs are met. The metrics for extracting the requirements and comparing the
options will be the schedule, cost, performance and information. The information will be
the interpretation of the available data based on mathematical models that will ensure that
the information is valid i.e. the veracity of the source; the integrity of the information in
that the data is true and measured and not plucked out of the air; and finally the
information has been properly correlated to the required needs, i.e. the technology can
meet the capabilities of the system based on the tools, skills and experience.

Another metric in the evaluation will be the capability to prototype critical elements
of the system with lower cost and greater autonomy, i.e. ensure that the allocation of
functions to elements allows the function to be tested independently with a high level of
confidence that when integrated it will not degrade in performance. For, example, if the
critical element is to qualify that ingested data is good; this function should be a critical

function and the interface to and from this function should be very reliable. Thus if a
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secure point to point connection using standard high speed data protocols are used the
interface will not be a degrading influence on the qualification function.

The analysis will also include the life cycle cost in terms how adaptable the model is
to be new information. This would mean defining the metrics as actual, predicted or a
mix of the two. In each case the process by which these values are updated, taking into
account the uncertainty of the source information; the quality of the information; and the
applicability to the specific model, will be described. The criteria for selection will be
fidelity of the functional output; cost of implementation and expandability.

There have been many processes developed for ensuring the design of hardware
systems with specified quality characteristics. These characteristics may be reliability,
performance, cost or time to market to name but a few. However, there is no process by
which the design of a software system can be optimized with specified quality
characteristics. The reason for this is two-fold: (1) The quality characteristics for
software are subjective. For example, whereas a certain school of thought may consider
software quality as a system that never breaks, i.e. is very reliable and always available;
another school of thought may define it as the ability to give very accurate results all the
time. (2) The quality characteristics so defined are not completely measurable.

The objective of this research is to develop a Quality Function Deployment Model
that would provide a set of requirements and design specifications thereof to implement
or engineer a robust and reliable software system. The design criteria has to be defined
such that the stake holders requirements are met, both in the near term operational

environment and the long term life cycle objectives. The model will examine the
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implementation options from a static point and as a dynamic design. Most importantly,
the quality of the software has to be defined in terms of the four quality factors identified:
e How reliable is the system from a (a) technical aspect (b) the expertise and
experience built into it and (c) reliability of the design
e How ‘Good’ is the design in terms of how well does it do the job in fidelity, cost
and design
e How maintainable is the design in terms of design options and cost thereof

e How usable is the design in ease of operation and operational cost.

Each of these four categories have to be measurable and correlated to a Quality

Metric so that the different design options can be compared using a common ranking

scheme.
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2. Review of Literature

2.1 Overview

QFD has been used extensively in the manufacturing world, in other words to
improve and propagate the manufacturing process of hardware. I must assert that even
though many of these improvements have mandated the quality improvement of the
software tools and processes to enable this quality manufacturing implementation, they
have not actually improved the quality of the software product as an entity. Yes, the
usefulness as regards to the manufacturing process has improved, but no as a stand-alone
product, the software is not a quality product. However, there have been recent advances

in this field and some of the literature is discussed in the following paragraphs.

2.2 State of the Literature

Leonard et al [1] developed a QFD process defining an industry-based technology

road map, identifying core technologies and their development. The architectural trade-

offs were compared with the competitive features with respect to the same core-

technologies. Erder and Pureur [2] prioritized the user requirements early in the

architectural process and correlated architectural requirements to key business drivers.

Doukas, Parkins and Jeyaratnam [3] address a QFD process by which quality factors are
integrated into system requirements and design. The process developed is from a

customer’s perspective and is based on the assumption that the producer’s or contractors

top level constraints are met.
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Zhou and Chen [4] developed strategic Business Process Re-engineering initiatives
from a QFD-based decision making approach established a relationship between re-

engineering objectives of a producer and the effectiveness, cost and benefits. Hochman

and Connell [5] developed a QFD approach to competitive environmental issues,
minimizes” the non-quality aspect, i.e. what the customer does not want, hence reducing
the cost of quality and overall cost. Doukas, Pollock and Jeyaratnam [6] advocate a

strong need for a dynamically adaptive model by which timely adjustments are made to

meet changing customer demands, providing a strong link between qualified user

requirements that are prioritized and product or design performance requirements. Rapid

Prototyping initiatives allow us to validate design decisions hence minimizing re-

engineering efforts and cost, and identifying potential risks. Peres and Martin [7] assert

that the fast evolution of production techniques in product manufacture poses the
question “Does the product or service I propose fit the market expectation and do I make
it?” Creativity must be followed by an ability to react with a time to response sufficiently
short to be a positive argument when proposing a product. The underlying assertion
being the time to market is the key to success.

Warrington and Jones [8] profess that reliability and maintenance are not direct

customer requirements but derived as measures by which to express customer

requirements. Essentially customer requirements should be optimized to maximize the

benefits of reliability and maintainability. Deardon and Howard [9] proposed an

approach to capturing the user predicted need for innovative systems yet to be developed.

Using soft systems methodology and QFD the approach identifies uses; prioritizes

derived requirements: and develops scenarios with hypothetical users to validate
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implementation options. West [10] confirms the fact that QFD has been used

overwhelming in the hardware development process. Software tends to be less
measurable since the metrics for measurement are not as obvious. West further proceeds
to expand on the use of QFD in the Software Development Process and identifies the
most important factor in using this process is to understand what’s and the how’s of the

end product. To do so requires the identifying design requirements that are measurable.

Yang and Kapur [11] outline an approach to integrate QFD with FMEA in developing a
reliability deployment process.

Dean [12] in an effort to develop new approaches to managing large scale projects
developed a QFD approach for large systems by linking QFD to the system engineering
process for complex high cost large scale systems. The final value for the customer
demand was assumed to be the value to the project of the customer demand times the dot
product of the value of the customer and the correlation between the customer and the
customer demand,;

Demand = Value to Project x (customer value - correlation (customer & desire))

Dean continues to espouse the facet of system engineering that requires concurrency
across all the expertise, such as hardware, software, RMA, quality, test, etc., needed to
bring fruition to system implementation. This would require that this expertise would
define and rank the demands, functions, quality characteristics, systems, new concepts
and correlation matrices. Dean defines a facet not included in QFD, but is included in his
approach, namely the project life cycle functions required to implement the system.

Christiano, White and Liker [13] determined that the quality of a process or a product

is as good as level of competence of the experience and judgment of the evaluators. They
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introduced a value function to aggregate the attributes and incorporated a computational
representation of uncertain knowledge from stake-holders. The first step in their
proposed approach redefined the customer requirements as mutually utility independent
designer-defined requirements. This presupposed complete comprehension of the
customer requirements by the design team. The evaluation of quality factors for large
system [14], essentially hardware-oriented system, has been discussed in the literature.
Maier [15] introduced the concept of performance in QFD using a structured approach.

Quality elements have also been defined by the role a human plays [19].
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3. Methodology

This section outlines the process by which a Quality Function Deployment Model is

used as a tool to extract the Software Quality in terms of the selected Quality

characteristics, namely Requirements, Quality Factors and Metrics for Measurement and

Criteria for selection.

3.1 Overview of Methodology

As stated earlier, the model will examine the implementation options from a static
point and as a dynamic design, whereby the quality of the software has to be defined in

terms of the four quality factors identified.

3.1.1 Definition of Software Quality

Quality Characteristics are attributes that have to be specified to completely define
the software and enable the decision makers to compare different software solutions.
e How reliable is the system:

O technical aspect — can it withstand the load; is it flexible enough to
accommodate a spike in the load; can it be maintained over the
lifetime of the mission; can it perform or is it capable of performing

0 expertise and experience built into it — how good are the design
decisions; how good is the design; what experience or expertise will
validate the design; how has the risk been mitigated

0 reliability of the design — how often will it fail; what are the different
failure modes; how can they be recovered from; what is the frequency

of failures; how tolerant is the system to faults.
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e How ‘Good’ is the design:
0 fidelity — accuracy and quality of the information received, processed
and delivered
O cost — cost benefits in terms of capability and enhanceability
0 design — is this the optimal design; is it flexible; can it be re-used
e How maintainable is the design:
0 design options — has it been optimized for maintenance
O cost - can it be maintained in a cost-efficient manner
e How usable is the design:
O ease of operation — is it easy to use; can people be trained easily; can it
be re-configured easily
O operational cost — is it cost beneficial to use the system; can it be
operated at low cost; at low power; with lower operator overhead;
increased automation
Each of these four categories have to be measurable and correlated to a Quality
Metric so that the different design options can be compared using a common ranking

scheme.

3.1.2 Requirements Analysis

To demonstrate the process flow, we are given a top level objective, which is the
formal requirement from the stake-holder. We are now left with a task of developing a
model that will enable us to achieve our objective, i.e. the means to implement a robust

and reliable software system. For example, the top level requirement may be stated thus:
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“A system that will provide clear informative images from a satellite in near real
time.”

This requirement is fraught with peril, in that we have adjectives that have no bounds.
For example, what is informative? Does it mean that we need to have a granularity of 1
millimeter, 1 centimeter or 1 meter? What type of image? Is it JPEG or enhanced
through simulated colors? What does near-real time mean, 0 seconds? 1 microsecond? A
couple of milliseconds? QFD directs us to set-up a column of requirements based on this
top level requirement that would allow the stake-holder, with or without the engineering
team to arrive at a ‘qualified’ set of requirements stemming form the top level. For
example, the qualified set would define the fidelity in terms of how fine the image must
be; the format of the image, digital or analog; how quickly it should be either displayed
or viewed via a telescope or even printed out.

Thus, this top level requirement is now decomposed into a set of definable top level
requirements that will allow the team, which now consists of the stake-holder and the
engineering team to rank or score on the priority of the requirement. One breakdown can
be as follows in Table 3-1:

Table 3-1 Top Level Requirements

z

Top Level Requirements

The system needs to ‘ingest’ data from multiple sources and formats

The system needs to “verify’ the authenticity of the ingested data

The system needs to ensure that no data is lost and all data are ‘saved’

The system needs to be able to ‘process’ all the data completely

The system needs to be able to ‘validate’ the data product and hence the data

The system needs to be able to ‘distribute’ the data products to the users in all formats

The system needs to be able to ‘store’ the data and data products for a specified period

WIW|Ah|WIA WA |W

The system needs to provide an ‘accurate’ translation of the raw data into images
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The next step is to introduce some engineering characteristics, which would enable
system implementation. These characteristics are also evaluated for some measure of
need for the requirement to be met. These measures can be scored as Low, Medium or
High where Low is give a score of 3, Medium a score of 6 and High a score of 9. If the
team is very knowledgeable and has a lot of experience in these types of systems the
scoring can be made more granular with 1 being the lowest and 10 being the highest. The
former scoring scheme enables the field of experts to be drawn from a list of technical
experts in System Design, without biases towards a specific type of system; thereby the
responses received for scoring the capabilities have a stronger correlation and could be
considered as answers that are more consistent. Since the respondents are evaluating
these capabilities from a purely technical stand-point, without prior knowledge as to
where similar systems have been used, could delay the response process. There are other
constraints that could be identified to decide between faster responses versus un-biased
capability evaluation. For examples, to meet the high priority requirements of ingest and
save, the consensus may have selected and scored the capabilities in Table 3-2:

Table 3-2 Scored System Capabilities

2
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Ingest 5 9 9 9 3
Save 5 9 9 9 9 3
Accuracy 5 9 9 9
Verify 4 6 9 1 3
Process 4 9 9 9 6
Distribute 4 9 6 6
Validate 3 6 6 6
Store 3 6 9
Wt.— 27 24 20 13 9 5 5 5 3
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Thus, the capabilities are weighted and the next matrix drawn with the capabilities
listed in the first column. These capabilities are then evaluated in a similar manner with
the different implementation options. Where the capability will best implemented will be
scored the highest and where is it the lowest it will be scored the least. Thus, each of
these capabilities is evaluated against the implementation options. The process is repeated
at the next level of definition, which may involve the criteria for selecting a specific
implementation from a probable list based on the Quality Characteristics Scoring for each
implementation and the selection criteria.

Figure 3-1 System QFD Flow
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3.1.3 Metric Selection

The research objective requires another metric to be evaluated, namely the metric for
measuring software quality. This is the process by which the metrics for measuring
software quality are defined and the criteria for selecting one measure over the other in

implementing a software system.
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3.14 Definition of Metrics:

For a metric to be useful, it has to be easily described, functionally useful, measurable
and normalized to permit comparison and ranking. The metrics selected should be
adaptable with changes in needs, clarification of existing needs and re-allocation of
criticality. It should be stressed that not all the selected metrics need be applied to every

system being implemented.

3.15 Criteria for Selection

The criteria for selection are the results from the matrices that would enable the
decision maker to select the implementation for the software system. Any changes in the
requirements or the quality characteristics would dynamically change the analyses and
the choice may be different based on the results.

It is very important to select these criteria carefully. For instance, a selection criteria
that is based on meeting the schedule for system operations may not always result in the

most functionally reliable system.

3.2 Software Quality QFD Methodology

For the demonstration described herein, the conceptual system to be implemented is
described as follows:

“There is a need to implement a software system solution to provide safe routes to a
team of rescue workers to safely and quickly evacuate victims of a natural disaster. This
software solution will be implemented in reliable, efficient computing systems with a

’

reliable, efficient communication system.’
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3.3 Conceptual Requirements Analysis

To demonstrate the process flow, we are given a top-level objective, which is the
formal requirement from the stake-holder. The top-level requirement has been presented
and we are now left with a task of developing a model that will enable us to achieve our
objective, i.e. the means to implement a robust and reliable software system. QFD directs
us to set-up a column of requirements based on this top-level objective (requirement) that
would allow the stakeholder, with or without the engineering team to arrive at a
‘qualified’ set of requirements stemming form the top level.

Thus, this top-level requirement is now decomposed into a set of definable top level
requirements that will allow the team, which now consists of the stake-holder and the
engineering team to rank or score on the priority of the requirement.

The next step is to introduce some engineering characteristics, which would enable
system implementation. These characteristics are also evaluated for some measure of
need for the requirement to be met. These measures can be scored as Low, Medium or
High where Low is give a score of 3, Medium a score of 6 and High a score of 9. If the
team is very knowledgeable and has a lot of experience in these types of systems the
scoring can be made more granular with one being the lowest and ten being the highest.
The former scoring scheme enables the field of experts to be drawn from a list of
technical experts in System Design, without biases towards a specific type of system, and
thereby the responses received for scoring the capabilities have a stronger correlation and
could be considered as answers that are more consistent. Since the respondents are
evaluating these capabilities from a purely technical stand-point, without prior knowledge

as to where similar systems have been used, could delay the response process. Other
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constraints could be identified to decide between faster responses versus un-biased
capability or functionality evaluation.

To elucidate the concept the evaluation of capabilities and their correlation to the
requirements for the example described in Section 3.1.2, are discussed, as follows. For
example, to meet the high priority requirements of ingest and save, the consensus could
have selected and scored the capabilities as shown in Table 3-2.

Table 3-2 Scored System Capabilities
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Ingest 5 9 9 9 3
Save 5 9 9 9 9 3
Accuracy 5 9 9 9
Verify 4 6 9 1 3
Process 4 9 9 9 6
Distribute 4 9 6 6
Validate 3 6 6 6
Store 3 6 9
Wt. — 27 24 20 13 9 5 5 5 3

These scored capabilities in this example refer to a high rate telemetry processing
system used in the receipt and processing of telemetry data from a satellite. The
implementation options could be a completely software solution, which means that a
high-powered CPU system will have the necessary software systems to provided all the
capabilities needed. The other implementation options could be a completely hardware
solution where the capabilities are implemented by hardware elements, or a mixture of

hardware and software, referred to as a hybrid system.
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3.4 Software Quality QFD Overview

This section describes the use of the model to evaluate a Quality Score for a Software
System, which, if implemented, will meet the needs of the Stake Holder. Figure 3-2

shows the top level QFD Flow, using the Matrix of Matrices [20].

Figure 3-2 Software Quality QFD Flow
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An Expert Team is selected which could be made up of the Vendors Design Team,
Consultants to the Stake-Holder, or the Stake-Holder and the Vendor Design Team. For
this research, the “Pilot” Expert Team was selected from a smaller population, as
described in the ‘Pilot Phase’ of the process as described in detail in Section 4.1.
Optionally, there could be only One Expert Team who will contribute the expert opinion
for the whole Model Implementation. The Pilot Expert Team analyzes the Needs and in
collusion with the Stake-Holder extracts Requirements for the System; Extract the
Metrics for Measurement and the Criteria for Selection of these Metrics to develop
Quality Characteristics for Software Quality to meet the Quality Needs of the Customer.

Section 5 describes the questionnaire development phase, which was used to
implement the main project phase of this stage of the research, to select and calibrate a
cadre of experts from whom to elicitate information for an unbiased ranking of
requirements and quality characteristics. The Expert Team needed to be calibrated to
ensure that decisions are made with a certain knowledge base and understanding. In
order to do so, a survey was distributed to the Expert Team with seeded questions to
elicitate their responses based on their most pessimistic response, their most optimistic
response and their nominal response. These responses were fed into the Classic Cooke
[32] Model to extract Performance and Information Weights. In addition to these seeded
responses, the Expert Team was asked to identify their strengths and weaknesses either
through a self-evaluation based on their expertise and experience working with Software,
Hardware and System development and design OR by evaluating their experience and
expertise based on their documented expertise and experience. These scoring or weights

based on experience and then used to weight the Performance Weights obtained from the
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Classic Cooke [32] Model to derive Normalized Performance Weights Based on
Experience/Expertise. The Expert Team was calibrated as shown in Figure 3-3.

Figure 3-3 Calibrated Expert Team
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The Stake Holder proposes a system objective to be met (Step 0 in Figure 3-4). From
this system objective, a set of Target Needs are extracted and proposed (Step 1b in Figure
3). Based on Expert Opinion (Step 3b in Figure 3-4), Top Level Objectives (Step 1 in
Figure 3-4) are extracted, ranked, weighted and scored; and listed into the first of the
QFD Matrices. The correlation between the Top Level Objectives and the Success
Criteria (Step 1c in Figure 3-4) derived through Expert Opinion (3b) are depicted in the
second QFD matrix. From this QFD matrix, a set of Weighted Success Criteria is
extracted and fed into the third QFD matrix.

Based on Expert Opinion (3b), Apriori Prioritized Requirements (2b) are extracted,
weighted and scored to be compared against the Target Success Criteria. The resulting
comparison delivers a set of Target Requirements (Step 4 in Figure 3-4).

The roadmap shows the Target Requirements being compared against the
Functionality (list of functionalities) extracted from the responses received to the

distributed questionnaire (based on Expert Opinion (3b)), which are ranked and scored by
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the team, and weighted by the Calibrated Normalized Performance. The resulting
comparison delivers Target Functions (Step 6 in Figure 3-4).

Failure Modes identified and extracted from the Survey responses received to the
distributed questionnaire (based on Expert Opinion (3b)). The Target Functions are then
compared against these Failure Modes and resulting scoring is both normalized to
evaluate a ranking, and rated using a weighted method, whereby the influence of the
Failure Modes are identified. The resulting ‘Weighted’ Failure Modes are referred to as
the Target Failure Modes (Step 8 in Figure 3-4).

Similarly Apriori Prioritized Quality Characteristics (based on Expert Opinion (3a))
extracted from ranked and scored Quality Characteristics defined in this research to
completely quantify and qualify the Quality of the Software System are compared against
the Target Functions and the resulting scoring is both normalized to evaluate a ranking,
and rated using a weighted method whereby the influence of the Quality Characteristics
is identified. The resulting ‘Weighted’ Quality Characteristics are referred to as the
Target Quality Characteristics (Step 7 in Figure 3-4).

Finally, the Target Quality Characteristics are compared against the Target Failure
Modes to define an optimal software product. The Target Failure Modes are first
identified as Failure Type so that their interaction and effects on the different quality
characteristics can be more correctly evaluated. The comparison between the Target
Failure Modes and the Target Quality Characteristics are evaluated and depicts the

Quality of Software (Step 10 in Figure 3-4) expected from the QFD Model.
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Figure 3-4 QFD Model Road Map
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3.5 Software Quality Metric Selection

Since this research objective requires another metric to be to be evaluated, namely the
metric for measuring software quality. The following paragraphs describes one process
by which the metrics for measuring software quality and the criteria for selecting one
measure over the other in implementing a software system. For the demonstration
described herein, another conceptual system is described as follows:

“There is a need to implement a software system solution to provide safe routes to a
team of rescue workers to safely and quickly evacuate victims of a natural disaster. This
software solution will be implemented in reliable, efficient computing systems with a
reliable, efficient communication system.”

The first step in the proposed QFD model is to elicit and prioritize the stake-holders
needs and desires for the conceptual software system. The objective of the system is the
hypothetical instance described, in which the quality of the system is paramount. The
measures of quality will be the author’s belief of what software quality entails. It is
assumed that the team, consisting of the stake-holders and the engineering team have
developed and prioritized a list of top level requirements. In prioritizing the
requirements, the panel of experts did offer assumptions and rationale as to how they

ranked the alternatives. For example, one expert’s rationale was as follows:

(1) The most important requirements are those related to getting the correct information
needed. Misinformation will result in mission failure. The main roadblock getting to the
information needed is awkward, hard to use systems. The users are presumed to be
rescue workers, not computer specialists, therefore special priority must be given to
usability and then to correct operation. | assume that the system has “bell and whistles”

that are desirable, but not essential and therefore all functionality is not needed.
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(2) The next priority is given to response time related requirements. | assume that it takes

many minutes, even hours, after a natural disaster to gather enough information to
identify where the rescue workers need to go. Once the system identifies the fastest
routes, | assume it takes many minutes, even hours, to arrive at the destination. If the
computer systems has response times on the order of minutes, versus seconds, that
probably adds very little to the overall response time and will allow simplifications to the
design that improve overall correctness of operation. So it needs to be available when
needed first (if not, the system needs to be fixed and initialized which usually takes quite
a while), then it needs to be easy to access. The fault tolerance of the system is a high
priority. This may surprise the reader, but the rationale is that if response time can be on
the order of minutes, it is probably ok for the system to occasionally restart because of a

fault it could not handle.

To demonstrate the process, albeit impartially, a questionnaire to elicit expert opinion

to prioritize the requirements will be distributed to a group of engineers with over 20

years of experience in hardware, software and system engineering. The results from their

responses, as shown in Table 3-3, could give the following priority ranking to the

requirements.

Table 3-3 Ranking of Top Level Requirements

Top Level Requirements

The system needs to provide correct responses

The system needs to be easily useable

The system needs to be available when needed

The system needs to be easily accessible

The system needs have a quick response

The system needs to be capable of providing complete functionality

The system needs to be fault tolerant

The system needs to be robust
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The system needs to be portable
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The system needs to use resources efficiently
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To ensure that the software system should be capable of meeting these needs, the

metrics for measurement and the criteria for selection, as shown in Table 3-4, need to be

addressed to prioritize the characteristics of software quality.

Table 3-4 Ranking for Metrics and Criteria

Metric for Measurement

Number of data errors

Time to input a request

Time to provide a response

Time to recover from a failure

Number of failures

Cost of implementation

Cost of maintenance

Schedule Cost

Re-engineering cost

Power consumption
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Hardware independent and easily transitild to accommodate EOL

Criteria for Selection

System needs to generate no more than E% errors over a usage of T hours

System needs to meet all the critical requirements as agreed to in the contract

Time to respond to a request within B seconds

System needs to have an availability greater than X% over a usage of T hours

Time to ingest a request within A seconds

System must recover from failure less than S seconds without service interruption

System needs to have no more than N failures over a usage of T hours

System needs to have an MTBF no less than Y hours over a usage of T hours

System operational costs must not exceed $O per annum adjusted for inflation

System needs to be backward compatible
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System needs to be adaptable to new technology

—_
o

System has to be implemented within budgeted cost of $B adjusted for inflation

—_
W

System needs to have software that is portable

._
o

System power consumption needs to be less than $D over a usage of T hours

This initial survey results from a small set of experts is purely to illustrate that it is

possible for an expert to evaluate very objectively the skills and prevailing levels of

success and ability to implement the software system within the bounds of cost and

schedule. Once again to impartially demonstrate the process, the prop1nts will be asked

35




to assess the various their own experiences are at liberty to trade off cost with schedule to
achieve quality.

However, for the research, the author proposes to distribute a questionnaire whereby
the responses from the prop1nts will indirectly assess their experience in terms of their
specific expertise in the field, successful implementations of systems, and their current

field of practice.

3.6 Definition of Metrics:

For a metric to be useful, it has to be easily described, functionally useful, measurable
and normalized to permit comparison and ranking. The metrics selected should be
adaptable with changes in needs, clarification of existing needs and re-allocation of
criticality. It should be stressed that not all the selected metrics need be applied to every
system being implemented. For example, in a system that is being enhanced to
accommodate faster data ingest, may still have the highest ranking quality characteristic
of the existing system, namely reliable ingest of all data. The fact that no requirements
have been levied on the product being output and its characteristic suggests that there is
no time or quality requirement that has to be met. One will ask the question at this point,
“Is it enough to reliably ingest all the data??” If all the data ingested was bad data, the
requirement though met in functionality, has not met the actual need. Whereas, if the
requirement was to ensure that all good data has been ingested, in this case the fact that
we process and distribute the data later on is though not the most efficient cost effective
system, but we have not lost good data.. Thus, in this case the software metric would be
the collection and validation of ingested data. The stakeholder’s direction to the supplier

will specifically point out that all good data must be collected. This brings up the basis
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for this research. There is a performance and reliability aspect tied into the requirement
for the requirement to be met. The supplier of the system has to implement a system that
is capable of ingesting the data at whatever rate it is coming into the system, validating
it’s veracity, and ensuring that the stream of data is not lost..

The requirement would thus imply that the software characteristics must ensure rate
of ingest, rate of verification, rate of storage and reliability of the function as long as the
data is being ingested. In a similar manner to meet the top level requirement of any
software system, the following metrics have to be defined:

1. Assuming the hardware is capable of ingesting data at the rates under

consideration, is the software system capable of ingesting data at the required

rates? The metrics for this need may be defined as follows:

a. Number of data errors: The number of error detected in the ingested input
stream should be less that a pre-specified number

b. Time to functionally ingest data: The time taken to ingest a byte of data
should be less that or equal to the rate of data being ingested, i.e. no data is
being lost.

c. Time to provide a response: The time taken to inform the operator
(stakeholder) that the data being ingested is bad data.

d. Time to recover from a failure: The time taken by the software system to
recover from a software failure that could cause a loss of capability and hence
a loss of data.

e. Number of failures: The number of failures the system could recover from and

still be capable of meeting the requirement of not losing data.
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f. Cost of implementation: The actual cost of developing the software code,
module testing, string testing, integrating and system testing the code to
ensure a successful implementation of the needed requirements.

g. Cost of maintenance: The cost of or a very good estimate of the cost of
maintaining the software system through the life cycle, taking into account the
predicted defect rate and the predicted future needs levied on the system.

h. Schedule Cost: The cost or very good estimate of the schedule and hence the
cost of implementing the objectives levied on the system.

2. Is the software system capable of verifying or validating the veracity of the data
being ingested? In other words, is the data that is being ingested good data or is it
just a stream of bits?

a. Capability to detect data errors: Data errors should be detected and the number
of error detected in the ingested input stream should be within the pre-
specified upper and lower bounds of the predicted number of errors.

b. Capability to display or provide the information: The time taken to inform the
operator (stakeholder) that bad data is being ingested, how much and what
type.

3. Can the software system reliably continue this process to ensure that no or less
than a specified quantity of data is lost over an operational period?

a. Capability of the software system to reliably perform the designed
functionality? Ingest data continuously without loss of functionality for a pre-

specified (or designed) period of time.
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5.

b. Capability of the software system to provide this capability over the lifetime

of the system?

a.

On an average over the lifetime of the system, the system will on an
average continuously ingest data for a pre-specified period of time
without loss of functionality.

On an average over the life time of the system, the system will on an
average be non-functional less than a pre-specified period of time thus

ensuring that the system provide the functionality as designed.

How efficiently can the software be developed to ensure that these requirements

are met?

a.

Number of coding errors in the software should be less than pre-
specified or acceptable level? The propensity of the software
functionality being impaired is correlated to the acceptable error count
in the software.

Can all the inherent coding errors be identified and counted? The
more accurately the errors can be detected and counted, the more

useful this metric is to evaluate the quality of the coding.

How cost effectively can this software functionality be tested and implemented to

achieve the needed objectives?

a.

Number of tests needed to test the functionality of the code? Can the
code be fully tested to ensure that it is functionally correct, and at what

cost.
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b. Implement the software to meet the needed objectives within the cost
and re-engineering budget? This implies that the defects in the
software can be repaired within cost to meet the needed functionality.
This measure of the cost is another metric of the quality of software.

6. How cost effective is the software system to changes in requirements and future
needs of the stakeholders?

a. The choice of technology and the design paradigm used are the metrics
that would ensure that future enhancements due to enhanced needs or
modifications are possible within a budget and time constraint?

1. The ease of software maintenance, i.e. is it Object Oriented as
opposed to structured,
ii. The ease of testing new requirements, is it incremental or does it
need full re-test; and finally
iii. The choice of the language and platform is it changing, becoming
obsolete or is it an unmoving requirement. The metrics to be

measured are the cost and time aspect of meeting these needs.

3.7 Criteria for Selection

The criteria for selection are the results from the matrices that would enable the
decision maker to select the implementation for the software system. Any changes in the
requirements or the quality characteristics would dynamically change the analyses and
the choice may be different based on the results.

It is very important to select these criteria carefully. For instance, a selection criteria

that is based on meeting the schedule for system operations may not always result in the
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most functionally reliable system. To ensure that the knowledge and experience of

subject matter experts is included in this selection process, the survey questionnaire will

poll the experts for their reasons for selecting the technology or critical implementation

options and this would remove the bias that the system implementers will have when

producing the system.

The following are the basic guidelines in selecting the criteria for system selection:

a)

b)

d)

e)

Are the current critical objectives as specified by the stake-holder being
met by the system?

Does the system meet the perceived or predicted need of the system not
articulated by the panel of experts, but not by the stake-holder?

Are the technology and/or the design paradigm used to implement the
system able to sustain the critical objectives over the lifetime of the
current needs?

Will the technology and/or the design paradigm used to implement the
system be capable of being re-engineered to meet the perceived or future
needs of the stake-holder?

Are all of the above criteria being met within budget and schedule?

3.8 Functionality & Failures Modes

Each of the above can be expanded to the less critical objectives and the lower level

needs of the system. It should be emphasized that each system has its own specific

criticality levels and the author intends to use an objective function to optimize this with

the specific constraints and needs for a particular system. It is imperative to identify
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critical failure modes with the identified or target functions to ensure that the all the

failure modes have been addressed in defining software quality.

3.9 Metric Measurement

For the defined metrics, it is imperative that there are methods for quantitatively
evaluating them with a high degree of repeatability. The literature has shown that there is
no 1-way of doing so, but for the purpose of this exercise, the most basic equations are
used to measure the quantities in an unbiased manner. For clarity, the four major quality
characteristics are repeated with their corresponding measurement methods as follows:

1. How reliable is the system:

e Technical aspect — can it withstand the load; is it flexible enough to accommodate

a spike in the load; can it be maintained over the lifetime of the mission; can it
perform or is it capable of performing its function. This can be evaluated as a
Utility function over time dependent on cost.

Thus Flexibility to meet present and perceived requirements:

Flex = UT.Cy
where,
T = Time
Cr = Cost of implementing change
U = Utility function

e Expertise and experience built into it — how good are the design decisions; how
good is the design; what experience or expertise will validate the design; how has
the risk been mitigated. Quite often, most project managers tend to equate skill to

experience in the field. The selling point being that the system developer and
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designer had over ‘N’ years designing systems of this ilk and therefore the
implemented design will be the best possible. This is not always the case, and the
author would like to point out, in most instances the success of the design is based
not only on the experience of the developer/designer in the design process, but
also the expertise the individual has in developing sound design qualities. The
individual has to develop a system with an aim to optimize processes, minimizing
defect rates and inherent faults, and most of all optimizing the resources of time
and mly. The measurement used in this document correlates experience and
expertise as follows:

The Reliability of the Designer based on the Expertise/Experience/Success:

ReZEX = NS% . T/B%

where,
N:% = Percentage of successful designs (i.e. implemented)
T = Experience in the field (yrs)

B% = Percentage of budget spent

Reliability of the design — how often will it fail; what are the different failure
modes; how can the system recover from these failures; what is the frequency of
failures; how tolerant is the system to faults. This is by far the most subjective of
the metrics, not because they cannot be quantified, but because they can be
weighted differently by the stakeholders; i.e. customers, users and implementers.
To remove the bias from the quantification process, it is imperative to introduce
measures that correlate directly to the requirements. For example, a requirement

that states: “the system shall not lose a single byte of ingested data” implies that
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all the data received by the front-end of the system must be captured. However, if
the process of capture or the ingest mechanisms are not correctly implemented,
the data may be useless. Thus the interpretation of the requirement from the
different stakeholders will give different weights to the ingest function. The
customer will want all data captured, the user will want all useful data, and the
implementer would want all useful data captured. The Reliability of the design
can be broadly categorized as follows:

The availability of the system to be operational when needed is defined as the

Availability = System Uptime / (System Uptime + System Downtime)

A = Us/ (Us + Ds)
where,
Us = System Operational or UP in units of time
Dg = System Non-Operational or DOWN in units of time

Thus, we can design to optimize the Availability by increasing or improving the
Mean Time To Fail (MTTF) for the system, and decreasing or improving the
Mean Time To Restore/Repair (MTTR) the system over the life of the system.
This is because in the steady state, the UP time is the period of time the system is
Operational between successive failures, i.e. the Mean Time Between Failures.
The down-time is the Mean Time to Restore service or functionality. Thus, we
can re-write the equation for Availability in the following manner:

Availability = MTBF / MTBF + MTTR

A, = MTBFs/(MTBFs +MTTRs)
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In the case of a Software System, this means reducing the number of unknown
bugs that can cause failures to a number, which will enable us to achieve the
required Mean Time Between Failures, i.e. between successive System
Downtimes. To improve or decrease the Mean Time To Restore or Repair the
system for software, implies that the restart time of the system after a failure is
minimized either through a fault tolerant software system which can detect and
restore service very quickly, or a fully redundant system that allows the system to
failover to the back-up or stand-by system, while the failed system restarts within
a pre-specified time to meet system Availability requirements.

The Reliability metric is defined as the propensity of the system to fail over the
lifetime of the system; in this case, we correlate it to the time taken for the system
to fail. Thus, Reliability of a system is defined as the Mean Time to Fail (MTTF).
However, for a system that can be repaired or restored to its original state of
operational stability, this is defined as the Mean Time Between (successive)
Failures. Hence, by maximizing the Mean time Between Failures, we can
improve the reliability of the system, which ensures that the system is being used
efficiently. As a metric, it is important to assign a plausible number to the MTBF
of the software. The most common approach has been to assign a number based
on the size of the instruction code and prediction based on the CMMI level of the
software house. However, it is the contention of the author that this method is
either too conservative or too pessimistic depending on where the software is
being used. If the application, though large in size, is used very sparingly, the

allocation of failure to this code will be too pessimistic, and vice versa if the

45



application is small, but used extensively. The author has developed a model that
takes into account the executable size of the code; the CPU usage on an
operational basis; and the environment and data that is being processed, to arrive
at a more equitable allocation for defect density and hence the MTBF of the
specific application software. The Fault Density Rate is defined as follows:
Faults per Thousand Lines of Code = FD(t)

FD@®) = Ua + V.3

where,

U = Usage Factor for Level 1 Functionality
A" = Usage Factor for Level 2 Functionality
a = Level 1 Faults

B = Level 2 Faults

The Usage Factors are defined as follows;

ue=U,+kT

V) =V, +m.T
where,
U, = Initial Level 1 Usage Factor
Vo = Initial Level 2 Usage Factor
k = Rate of Change of Level 1
m = Rate of Change of Level 2
T = Time of Operation

The Level 1 and 2 Faults are defined as follows;
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o = a,*EXP(-uT)

B = Po*EXP(-vT)

where,

0o = Initial Level 1 Faults per thousand source lines of code (KSLOC)
Bo = Initial Level 2 Faults per thousand source lines of code (KSLOC)
u = Level 1 Fault Reduction Rate

\4 = Level 2 Fault Reduction Rate

The initial expected or predicted values for the Level 1 and Level 2 faults varies
from system implementers and higher the CMMI level of the implementers,
higher the expected software quality, and hence lower the initial inherent faults
within the software applications. From the literature [Musa Book], the mean fault
density at the beginning of system test is six (6) faults per thousand (1000) lines
of source code. This implies that the sum of Level 1 Faults and Level 2 Faults per
thousand line of source code is equal to six;

a, + =10
Using this expression for Fault Density per KSLOC in Musa’s Execution Time
Model, the Failure Rate per CPU hour can be calculated as follows:

M) = Bv.EXP(-B.T)

where,

B =B.®

B = Fault Reduction Factor (ratio of net faults to failures experienced)
® = Failure Rate per Fault =Moo

® = Inherent Faults = FD(t).KS
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A = Initial Failure Rate = K.FD(t).KS.r /I

K = Fault Exposure Rate

KS = Source Lines of Code in thousands = KSLOC

r = CPU Speed

E = Code Expansion Ratio

v = Expected Number of Failures = FD(t).KS /B
T = Time of Operation

The Maintainability metric is defined as the property of the system that governs
how long the system is down in the event of a system failure. In the case of a
Fault Tolerant Software System, this is the Mean time to Recover from a software
failure. From a design point of view, this is measured as the (application)
software restart time. In the event of an Operating system or Infrastructure type
of software failure, this could be of the order of minutes; whereas in the case of an
application software system failure, it could be of the order of seconds. The
design prerogative is to restart the failed (application or other) software within a
prescribed time to maintain the overall Availability Requirement.
Thus, the Mean Time to Restore/Recover from a software interruption is defined
as the Mean Down Time (MDT), which is the maximum time taken to restore the
functionality in the event of an independent software failure or a common mode
software failure.

MDT = P;. Tresiart + Pemg. Towiten
where,

P; = Probability of Independent Software Failure
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Trestart = Software Restart Time

P.ne = Probability of a Common Mode Software Failure

Tewiten = Software Switch-Over Time

The Fault Tolerant Characteristics of any system are governed by Detection and
Recovery rules. In the case of software systems, it is further qualified to detect
software failures quickly, unobtrusively and recover seamlessly. 1 definition of a
fault tolerant system is the capability of a system to perform in accordance with
design specifications in spite of failures. 3 fundamental terms in fault-tolerant
design are fault, error and failure. Faults are the cause of errors, and errors are the
cause of failures. Thus, lower the probability of faults; lower the chance of
failures. For critical computations, the consequence of failure of these systems
may be harmful to human life, environment and equipment, which can cause
financial disasters, e.g., emergency response systems, aircraft flight control
systems, military systems, and industrial controllers. In critical computation
applications, incorrect performance can cause devastating results. Availability
specifications run as high as 0.9999999 for a 3-hour period in some cases. Some
well-known examples of critical computation applications are the space shuttle
and nuclear power stations. Redundancy techniques are used to ensure acceptable
service. Redundancy in a system is the insurance against loss of service,
performance, etc. As with premiums, the cost of the system will go up if
redundancy techniques are used. Redundancy is defined as the existence of more
than 1 means for accomplishing a given function. Each means of accomplishing

this function need not necessarily be identical.
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In evaluating fault tolerant systems, the ability to recover has the largest
weighting. Thus, the term fault coverage is interpreted as a system’s ability to
recover successfully after the occurrence of a fault. Mathematically fault
coverage is defined as the conditional probability, given the existence of a fault
that the system recovers.

From a list of faults, in the system, identify which faults can be detected, located,
contained and can be recovered from. The coverage factor is a simple fraction for
each of these factors. For example, if # faults from a total of N faults can be
detected, then the fault detection coverage is n/N. In all estimations, it is
important to define which type of faults can occur and estimate the coverage for
each type of fault. It should be noted that the coverage is not constant and in
certain instances, the probability of detecting faults can increase with time.
Common Mode Failures apply equally to all instances of the active hardware or

software, thus in redundant systems, the recovery is through a backup string.

Redundant Pair Common kMode F ailure

Back-up Redundant Pair  ————® [ ot

However, software redundancy is implemented by:

a.  the primary and backup instance of a software application running on
separate processors within a processor (redundant) group

b.  the primary application running on a single processor and the backup on the

redundant processor to provide the same service or function
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Thus, it is important to measure the time taken to detect a failure of the primary
software application; locate and isolate, if necessary, the cause of the failure;
initiate the recovery of the function provided by the application software; and
restore the functionality of the system. The metrics for measurement for the
system would be the Failure Rate comp1nt due to the Fault Tolerant Capability of
the system.

FTy = NCyy. FRys + Cuyr. FRy
If the hardware failure rate is very much greater than the software failure rate, this
metric can be approximated as follows:

FTs, =NC,,. FRy, + Cyyr. FR,
where:
FRs = System Failure Rate
FTss = System Fault Tolerance
NCo = Probability that redundant system is unavailable to recover from failure
Cnr = Common Mode Probability
FRsw = Software Failure Rate

FTsw = Software Fault Tolerance

How ‘Good’ is the design:

The fidelity of the design is defined as the accuracy and quality of the information
received, processed and delivered. This is further qualified as the quality of the
processing algorithms in terms of the accuracy, integrity, and correctness of the

output. The metric is measured as Performance Quality and defined as data

51



processed per unit time and is expressed as a function of the processing rate, error

rate and reliability.

Q= (aD;-D;/e)y = (a.D;- E).b.R = (a.D; - E).b.Ko.t
where,
D; = Input data in bytes per second
e = Number of errors in a 1,000,000 bytes
E = Error bytes per second =Dj/e
n = Efficiency, proportional to Reliability =b.R
b = Percentage of requirements met, function of phase
Ko  =Failure Rate number of failures per unit time, function of phase
t = Test time
R = Reliability = f(Kq.t) = EXP(-Kq.t)
a = Criticality or Importance constant from 0 to 1

The cost of the design is expressed in terms of capability and the capability to be

enhanced.
Design Cost Cp = Cs + Cy/E
Where,
Co = Total Design Cost
Cs = Cost of Implementing the Required Design

Cx/E = SLOC Cost to Enhance Design for additional capabilities

E = Enhancements (Note: New functionality)
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Design Goodness is described in terms of the design optimality, flexibility and re-
usability.

Gs=kF+eF +uF
where,
k.F = Optimality of the design
k = How much of the Design is met (i.e. k from 0 to 1.0)
e.F = Flexibility of the design
e = How much creep can be accommodated (i.e. e from 0 to 0.5)
u.F  =Re-Usability of design
u = How much is re-used /re-usable (i.e. from 0 to 0.5)
Design Optimality is measured by how well the design meets all the functional
requirements. In many cases the schedule, budget and in some cases changing
requirements prevent all the functional requirements to be met within the program
resources, and the implementers have to sacrifice some functionality, albeit not as
critical, to meet the critical performance—based requirements.
Design Flexibility measures the design margins built into the system to allow
future system enhancements. For example, a CPU usage margin of 50% may be
reserved for future system functionality albeit workload or performance.
Design Re-usability is a measure of how much of the design is new and how
much is re-used. Re-usability is a property that optimizes the design cost and at

the same time expands design extensibility.
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3. How maintainable is the design:

Design options for how maintainable a software system is in terms of the
functionality or cost. In the case of functionality, it is measured as the cost of
building in how quickly the system can be returned to operational functionality
after a failure/interruption.

Costypr = RScost + RPost
RScost = Cost of building in Restore Time
RP ot = Cost of building in Repair Time
Cost of Maintenance measures how much the system has been cost-optimized for
maintenance. There are 2 options for building in maintenance, Preventive
Maintenance and how often it is required; and Software Upgrades, how often they

have been prescribed.

CoStmaint = Com - fom - t + Cug . fug - q

where,

Cpm = Cost of Preventive Maintenance (PM)
fom = Frequency of PM

t = Time

Cuwe = Cost of Upgrades
fie = Frequency of Upgrades

q = Number of Upgrades
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4. How usable is the design:

Ease of operation is a metric that is most often misconstrued because developers
tend to consider everyl to have the same perceptions and intuition in using
software system. In reality this is not so, the average user of a software system
tends to look expect a modicum of simplicity in using the system. Hence the
question, is it easy to use? I fit is not easy to use, then the next question to be
asked is, can people be trained easily (at a low cost) to use the system effectively.
Finally, the system developer and /or designer will build procedures to re-
configure the system in the event of software upgrades; new data; or a failure
causing a system re-start. The process of re-configuring the system is a procedure
that the ultimate user of the system has to be trained in, and the extent of training
and the ease of configuration, are considered measurement metrics.

Based on Nielsen and Molich's [27] nine heuristics, a simplified and easily

measurable set of heuristics are selected to quantify the User Interface.

Display Heuristics:
1. Simple Language = No irrelevant or rarely used information
2. Memory load = Minimize items remembered from action to action

3. Easy egress and exit = Minimize actions to quickly enter and exit

4. Error messages = Alert user of problems and how to correct them
Procedural Heuristics:

1. Consistent actions = Action sequence applicable in all parts of system

2. Feedback on actions = Alert users of system effect by their actions

3. Provide graceful exit = Get out quickly without damaging anything
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4. Prevent errors = Common errors avoided through messages
5. Provide shortcuts = Help experienced users avoid lengthy dialogs

Based on these heuristics:

Ul=D,+ P;
where,
Ul = User Interface
D; = Percentage of Display Heuristics
P; = Percentage of Procedural Heuristics

The other metric used to evaluate the ease of operation is the capability metric.

C=P.+R.
C = Capability
P, = How much of the Display Requirements have been met
R. = How well the Response Requirements have been met

Operational Cost metric is a very important measure and in many instances the
deciding factor in the selection of the system architecture. Most often in the case
of human safety critical systems, the operational cost is highest cost element due
to the preponderance of the manual or human intensive interaction with the
system. However, with the advent of more dependable automated systems
stakeholders are reducing the human interaction and spending more of the budget
upfront to implement dependable automated systems. This metric therefore is the
extent to which the manual and automated interaction is built into the system.
Effectively, is it cost beneficial to use the system? Can it be operated at low cost,

at low power, with a lowered operator overhead, and with increased automation?
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M=T. Opy,

where,
M = Cost of Manual Operations per specified Time Period
T = Cost of Man-hours per specified Time Period
Opm = Proportion of Operations requiring Manual Interaction
and,

A=C. Op,
A = Cost of Automation
C = Cost of Man-hours needed to implement Automation
Op. = Proportion of Operations automated
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4. Selection of Expert Opinion to Derive Requirements

This stage of the research was the selection of experts who were surveyed through a
questionnaire to elicitate expert opinion used to translate stake-holder needs to
requirements. This stage was broken up into two phases. Section 4, was the pilot phase
to demonstrate the procedure to be used and the next Section 5 was the questionnaire
development phase, which was used to implement the main project phase of this stage of
the research, to select and calibrate a cadre of experts from whom to elicitate information
for an unbiased ranking of requirements and quality characteristics.

The basic procedural steps for pilot phase of this stage in the research are described as

follows:

4.1 Establish a pilot group for initial results.

The pilot group was initiated to validate the process and calibrate the procedure. The
pilot group included a small set of professionals from varied backgrounds, system
engineers, system architects, software engineers, and human interface engineers. The
qualification of the pilot group was over 15 years of experience and completion of
successful projects. To validate the process and the model, the drafted a set of questions

were posed to experienced professionals in the field drawn from Academia and Industry.

Essentially the questionnaire guided the proponents through prioritizing needs and
desires for a software system. The objective of the system was a hypothetical instance, in
which the quality of the system was paramount. The measures of quality were the

author’s belief of what software quality entailed and was interlaced in the list of
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questions. The questionnaire asked the proponents to evaluate very objectively their
assessments of the skills and prevailing levels of success and ability to implement the
software system within the bounds of cost and schedule. The proponents were at liberty
to trade off cost with schedule to achieve quality. Finally, the proponents were requested
to assess their experience in terms of their specific expertise in the field, successful
implementations of systems, and their current field of practice. There was no

requirement to record any names, either personal or organizational.

4.2 Prepare Pilot Project

The pilot project that was distributed to this group essentially invited responses to
translate their understanding of the customers needs to a set of derived requirements.
This not only ensured that the types of questions are clear and unambiguous; but also

complete in terms of capturing the needs of the customer.

The pilot project, selected to elicit responses, is stated as follows: “There is a need to
implement a software system solution to provide safe routes to a team of rescue workers
to safely and quickly evacuate victims of a natural disaster. This software solution will
be implemented in reliable, efficient computing systems with a reliable, efficient
communication system.”

“To ensure that the software system will be capable of meeting these needs, the
following list of questions needs to be answered to prioritize the characteristics of
software quality. The author would appreciate any feed-back on the lists in all three

tables, both from the point of view of omissions and clarity.”
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1. Requirements

1. The system needs to be easily useable

The system needs to be easily accessible

The system needs have a quick response

The system needs to provide correct responses

The system needs to be available when needed

The system needs to be portable

The system needs to be fault tolerant

2
3
4
5
6. The system needs to be robust
7
8
9

The system needs to use resources efficiently

10. The system needs to be capable of providing complete functionality

2. Metrics for Measurement

1. Time to input a request

Time to provide a response

. Number of data errors

. Number of failures

Time to recover from a failure

Cost of implementation

Cost of maintenance

2
3
4
5
6. Power consumption
7
8
9

Re-engineering cost

10. Schedule Cost

11. Hardware independent and easily transitioned to accommodate EOL
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9%

. Criteria for Selection

—

Time to ingest a request within A seconds

Time to respond to a request within B seconds

System needs to generate no more than E % errors over a usage of T hours

System needs to have no more than N failures over a usage of T hours

System availability needs to be greater than X % over a usage of T hours

System MTBF needs to be no less than Y hours over a usage of T hours

System power consumption to be less than $D over a usage of T hours

System recovers from failures less than S seconds without interruptions

A I e A I B B B

System operational costs not exceed $O per year adjusted for inflation

[
S

. System implemented within a budget of $B adjusted for inflation

—
—

. System meets all the critical requirements as agreed to in the contract

—
[\

. System needs to be adaptable to new technology

—
[98)

. System needs to be backward compatible

—_—
A

. System needs to have software that is portable

4.3 Analyze Responses to Derive Requirements

Using a simple comparison process weighted with expertise in the different facets of
the requirements, a spreadsheet is used to extract ranked requirements. The expertise was
ranked from 1 to 10 with 10 being the highest and 1 being the lowest. Since this was a
subjective analysis, the respondents were asked to rank themselves with respect to the

three components and the results were evaluated as follows:

Weighting Factor w, =3/(sw-hw - sys
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Where, i = 1, 2...5 for the 5 respondents, and for completeness the author’s expertise

was also ranked relative to the other members. It should be noted that the reason for a

score of 10 for system expertise is two-fold; firstly, the respondent have in-depth

knowledge of system development having worked at a system level on all aspects;

secondly, the degree of confidence they have with respect to the system analyses. The

following Table denotes the Weighting Factor. From these Weighting Factors an

Exponent Weight is derived by normalizing the weights, such that a relative Performance

Weight is obtained for the Pilot Expert Set as follows:

Wi

2w
i

The Performance Exponent Weight ew; =

Where Zewl. =1

Table 4-1 Performance Exponent Weights

mt fd td st | cm
Software 3 5 7 7 8
Hardware 2 5 3 7 9
Systems 9 10 10 10 10
Weighting Factor (w;) 3.7816.30 |1 594 | 7.88 | 8.96
Uncertainty 0.6210.37]104110.21|0.10
Performance Exponent Weight (ew;) 0.1110.1910.18]0.24 ] 0.27

Based on these weights, the Rankings are obtained for the Requirements, whereby the

Performance Exponent Weights for the Experts were used to weight their responses. The

Weighted Geometric Mean of these Performance Exponent Weighted responses is

calculated for each Requirement, as follows:
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Weighted Geometric Mean for Requirement x, = Z (R,

i=1,..5

Where, R,; is the ranking given by expert i to the row entry R,, and ew; is the

Performance Weight for expert i. These calculated values are ranked to obtain a Mean

Ranking for all the requirements.

These row entries were then sorted in the ranking order as shown in the Table 4-2.

Table 4-2 Requirements
D Mean | Author
Exponent Weight: | 0.11 | 0.19 | 0.18 | 0.24 | 0.27 Rank | Rank
Top Level Requirements mt [ fd | Td | sr [ cm X, Vp
4.  The system needs to provide correct ) 1 ) 1 4 1 4
responses
5. The system needs to be available when 5 1 3 3 ) 5 )
needed
2. The system needs to be easily 4 ) 4 5 1 3 1
accessible
1. The system needs to be easily useable 1 2 1 7 5 4 5
3. The system needs have a quick 7 3 7 5 3 5 3
response
10. The system needs to be ca.lpabl.e of 9 1 6 4 2 6 ]
providing complete functionality
8. The system needs to be fault tolerant 8 5 5 6 6 7 6
6.  The system needs to be robust 6 4 8 8 9 8 9
9. The system needs to use resources 10 5 9 9 7 9 7
efficiently
7. The system needs to be portable 3 6 10 10 10 10 10
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From Table 4-2, the rankings of the Requirements for the all the respondents are
shown in the last column, labeled x,. The author’s rankings are denoted by the column
heading y,. Using the shortcut formula for Spearman’s Rank Correlation [SCC]
Coefficient, ry, the correlation between the author’s rankings, y,, and the Weighted Mean

of all the survey respondents, x,, are evaluated as follows.

2
6> (D))

Spearman’s Rank Correlation Coefficient, ry=1— p2—
n(n” —1)

Where D, = (x, — y,), which is the difference in the author’s rank and the
respondents’ mean rank for the pth requirement. Forp =1, 2,......... 10, number of
requirements. Thus:

6> (x,~,)
10(10° -1) o

Il
0
W

re= 1-

Using a similar comparison process with weighted responses, the quality
characteristics in terms of the metrics for measurement and their criteria for selection are

extracted as described in the next sub-sections.

4.4 Derive Quality Characteristics

Using a similar comparison process with weighted responses, the quality
characteristics in terms of the metrics for measurement and their criteria for selection are
ranked. Using the same process used for ranking the Requirements, and the Performance
Weights, the Metrics for Measurement and the Criteria for Selection evaluated. These

row entries were then sorted in the ranking order as shown in Table 4-3 and Table 4-4.
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Table 4-3

Metrics for Measurement

Exponent Weight: 0.11 |0.19 | 0.18 | 0.24 | 0.27 11\{4:31? ?‘;ﬂgr

Metric for Measurement mt | fd td sr | cm X, Vp
1.  Time to input a request 2 3 1 3 1 1 1
3. Number of data errors 1 2 2 1 3 2 3
2. Time to provide a response 5 1 3 2 2 3 2
5. Time to recover from a failure 4 1 5 4 4 4 4
4.  Number of failures 3 2 4 5 5 5 5
8. Cost of maintenance 7 4 6 7 6 6 6
7. Cost of implementation 6 4 7 6 7 7 7
10.  Schedule Cost 8 4 9 8 9 8 9
9.  Re-engineering cost 10 4 8 10 8 9 8
6. Power consumption 11 5 11 9 10 10 10
Rl I I R T T TR Y

From Tables 4-3 and 4-4, the rankings of the Metrics for Measurement and Criteria

for Selection, for the all the respondents, are shown in the last columns, labeled x,,

respectively. The author’s rankings are shown in the column labeled y,,.
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Table 4-4 Criteria for Selection

. Mean | Author
Exponent Weight: | 0.11 | 0.19 | 0.18 | 0.24 | 0.27 Rank | Rank
Criteria for Selection mt fd td st | cm X, Vp
o

3. System generates less than E % errors 1 5 5 1 3 1 3
over a usage of T hours

2. Time to respond to a request within B 2 1 7 ) ) ) )
seconds

11. System'meets all critical requirements 9 1 1 4 5 3 5
agreed in contract

1. Time to ingest a request within A 7 3 ] 3 1 4 1
seconds

8. System recovers frgm fallur.es less than 6 1 6 5 4 5 4
S seconds without interruptions

o o

5. System availability greater than X % 3 1 3 7 7 6 7
over a usage of T hours

4.  System needs to be less than N failures ) ) 4 3 6 7 6
over a usage of T hours

6.  System MTBF needs to be no less than 4 ) 5 6 2 3 3
Y hours over a usage of T hours

9. System opqratlonal cqsts le-ss than $O 13 4 9 10 9 9 9
per year adjusted for inflation

13. System.needs to be backward 1 3 12 9 13 10 13
compatible

10. Sy§tem 1rnp1.emen.ted within budget $B 12 4 10 1 10 1 10
adjusted for inflation

12.  System needs to be adaptable to new 10 3 1 13 12 12 12
technology

7. System power consumption less than 14 5 14 12 1 13 1
$D over a usage of T hours

14. System needs to have software that is 5 6 13 14 14 14 14
portable

Using the shortcut formula for Spearman’s Rank Correlation [SCC] Coefficient, 7,
the correlation between the author’s rankings, y,, and the Weighted Mean of all the

survey respondents, x,, is evaluated as follows.
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6>(D,)*
J2
n(n2 -1)

Spearman’s Rank Correlation Coefficient, ry=1—
Where Dp = (x, — y,,), which is the difference in the author’s rank and the
respondents’ mean rank for the pth metric. Forp =1, 2,.........11, number of metrics,

andp =1, 2, ............ 14, number of criteria.

6> (x,-y,)
11(11> -1) -

Il
\O
o0

Metrics re= 1-

6> x,-v,)
14(14* -1) -

Il
\O
w

Criteria re= 1-—

Since the coefficients calculated for Requirements, Metrics and Criteria are positive,
the rankings tend to increase or decrease together. The closer the coefficient is to 1,
better the correlation. Even though the values of 0.83, 0.98 and 0.93 do not signify
perfect correlation, there is more agreement than disagreement between the evaluators of
the Quality Characteristics, giving more credence to the results shown in Tables 4-3 and

4-4,

The Quality Factors are ranked from most important to least important and scored in
descending order using the following correlation between the Metrics and Criteria with

the Quality Factors.
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Table 4-5 Scored Metrics and Criteria

Metrics Score
d; | Time to input a request 11
d, | Number of data errors 10
d; | Time to provide a response 9
r; | Time to recover from a failure 8
1, | Number of failures 7
m,; | Cost of maintenance 6
u; | Cost of implementation 5
u, | Schedule Cost 4
m, | Re-engineering cost 3
u; | Power consumption 2
m; | Hardware independent and easily transitioned to accommodate EOL 1
Criteria Score
r. | System needs to generate no more than E % errors over a usage of T hours 14
d, | Time to respond to a request within B seconds 13
d, | System needs to meet all the critical requirements as agreed by the contract 12
d. | Time to ingest a request within A seconds 11
1, | System must recover from failures less than S seconds with no service interruption 10
r. | System needs to have an availability greater than X % over a T hours usage 9
rq | System needs to have no more than N failures over a usage of T hours 8
r. | System needs to have an MTBF no less than Y hours over a T hours usage 7
u, | System operational costs must not exceed $O per annum inflation adjusted 6
m, | System needs to be backward compatible 5
up | System has to be implemented within budgeted cost $B, inflation adjusted 4
m, | System needs to be adaptable to new technology 3
u. | System power consumption needs to be less than $D over a usage of T hours 2
m, | System needs to have software that is portable 1

Every association denoted by a non-blank entry in the following Table 4-6, is

weighted by its score from Table 4-5, and the sum along a row gives the overall score of

the Quality Factor as follows, where n=1 for non-blank cell, n=0 otherwise:
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Reliability of Design =~ = > (x,-n)+ > (v,-n)
i=1,2,3 Jj=abcde
= (d+tr+rn)+t(da+trptr+rgtre) =172
Table 4-6 Quality Characteristics & Factors
. _y Score Quality
Quality Factors Association Characteristics
Reliability of How reliable is
Design: b|n|n do | 1o | Te | Ta| ) T2 the system
Reliability of How reliable is
Developer: di | dsjms | nn)dde 60 the system
A . How ‘Good’ is
Fidelity of Design: di | dr | d; d, | d. 54 the design
Flexibility to meet How reliable is
present and d | ds | 1 | m dy 11 the system
perceived
requirements:
. How usable is
Cost of Operation: m | w | U | w U, | U 25 the design
. How ‘Good’ is
Cost of Design: u | u | m dy 24 the design
How
Maintainability: r; | ms Iy, 19 maintainable is
the design
Cost of HOW . .
. m; | my | my m, | my | mg 19 maintainable is
Maintenance: .
the design
: ) How ‘Good’ is
Design Goodness: m, | ms m, | my | mg 13 the design
S How usable is
Ease of Operation: m; | mp my | m 13 the design

Using the same concept, a questionnaire was developed to be used to elicitate expert

opinion from a more complete set of experts. The questionnaire was designed used not

only to develop and prioritize requirements, but also to calibrate the experts based on a

set of calibration questions embedded in the questionnaire.
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It must be noted, however, that the scoring of the Quality Factors in the Pilot Project

shown in Table 4-7, were used to define and prioritize the Quality Characteristics in the

QFD Model.

Table 4-7

Quality Factors

Quality Factors

Score Quality Characteristics

Reliability of Design

72

Reliability of Developer

60

Fidelity of Design

54

How ‘Good’ is the design

Flexibility to meet present and perceived
requirements

41

Cost of Operation 25 How usable is the design
Cost of Design 24 | How ‘Good’ is the design
Maintainability 19 | How maintainable is the design
Cost of Maintenance 19 How maintainable is the design
Design Goodness 13 How ‘Good’ is the design
Ease of Operation 13 How usable is the design
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5. Procedure to Elicit Expert Opinion to Define Requirements

and Quality Characteristics

This phase was a natural follow-on from the previous Section in the research to
develop the main project and use the results from the pilot project to develop a more
complete questionnaire to elicit responses from a wide range of experts defining the
requirements and the quality characteristics needed to implement the main project.

The basic procedural steps for main project phase of this stage in the research are

described as follows:

5.1 Formulation of System Objective

The formulation of the main project had to be as open-ended as possible to permit an
unbiased implementation approach from the selected experts. The conceptual system
objective that was analysed in this research is the same as the pilot project. Based on the
success of the pilot project, it was a logical step to use the same project description as a
system objective for the development of the model.

Having decided on the system objective, it made sense to use the results of the pilot
project to help in selecting or scoring the criteria for software quality. In referring to the
results from the previous section, it was observed that the results from the pilot project
provided a credible set of rankings to a selected set of metrics for measurement and the
criteria for selection of the same.

For example, the metric for measurement that ranked the highest was number of data
errors. In the instance the criteria for selection ranked “system needs to generate no

more than E% over a usage of T hours” as the highest. It is important to note that when
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using these rankings it is important to note that the metric does not differentiate between
‘ingested (by a system) data’, and ‘generated (by a system) data’. To ensure that the
metric is applied correctly, any difference in rankings to input and output data will be
used to correctly weight the output from the model. For example a ranking of ‘4’ for
generation and a ranking of ‘1’ for ingest is translated as the ingest metric is ‘4 times
more important or critical in designing the system than the generation metric.

The description was expanded to provide as much information to the panel of experts

to elicitate their responses.

5.2 Develop Questionnaire for Survey

This questionnaire was not only detailed enough to translate the top-level needs to a
set of good requirements, but to also induce responses that would permit analysis to

calibrate the experts who are selected to participate in the research.

521 Questionnaire to Elicit Information

The questionnaire developed elicited information to enable the design and
development of an emergency response system. The constraint being that the
hypothetical customer has implied that they are looking for a software solution. The
questionnaire has been divided into high and low generic system level questions;
followed by system architecture level questions. The types of architectures being
considered and the types of emergencies that the system may have to respond to, were
listed to help the participants in make decisions on, and comparisons between the

different solutions.
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The results of the questionnaire were used to derive a set of requirements that would
meet the customer’s needs. Further analysis of these results also used to extract
measurable quality characteristics of the system to prioritize the target functions; and
qualify and quantify the expected failure modes of the system.

Finally, the participants were requested to attach a brief synopsis of their experience
(number of years, types of projects, etc); expertise (architect, programming specialist,
designer, etc); field of expertise (systems, hardware, software, program, etc) and
successes. Participants were not required to include their names, but had to provide the
synopsis to assert that the experts in the various fields had the breadth and depth of

experience and expertise of so many years in so many fields.

522 Stakeholders System Objective:

“There is a need to implement a software system solution to provide safe routes to a
team of rescue workers to safely and quickly evacuate victims of a disaster. This
software solution will be implemented in reliable, efficient computing systems with a

reliable, efficient communication system.”

523 Survey Questions:

To implement a suitable system, the following high-level questions had to be
answered:
1. How many times a year would an emergency system be used? (Please give the
most optimistic, most pessimistic and nominal answer)
2. How would you measure the success of the system? (e.g. accuracy, speed,

reliability, etc.)
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3.

What are the probable causes of failure in the system? (e.g., data input,
communication, processing, etc.)

How often does a system with these needed characteristics fail? (e.g. every X
time units ) (Please give the most optimistic, most pessimistic and nominal
answer)

What is your estimate of the cost to benefit ratio to ensure a reliable and efficient

system? (Please give the most optimistic, most pessimistic and nominal answer)

The next set of lower-level questions had to be answered as follows:

6.

10.

How often do the users of the system follow a plan of action contrary to the one
provided by the system? (X% of the time) (Please give the most optimistic,
most pessimistic and nominal answer)

What proportion of instances is the course of action taken by the users of the
system proven to be the correct one? (Y% of the instances) (Please give the
most optimistic, most pessimistic and nominal answer)

How often does the system fail due to inherent failure modes? (once every Z
time units) (Please give the most optimistic, most pessimistic and nominal
answer)

What is the greatest cause of emergency system failure, hardware, software, or
people ware or a combination of them? (h% hardware, s% software and p%
human interface) (Please give the most optimistic, most pessimistic and nominal
answer)

What has been the greatest driver in designing and implementing emergency

response systems in the USA?
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11. What has been the greatest driver in designing and implementing emergency
response systems in other countries?

12. To what extent does the political climate of the country play in the successful
implementation of an emergency response system? (C% of the successful
implementation)

13. If there is a star based communication network in the area being served by the
emergency response system, how much better is it than a grid-based
communication system? (N times better)

14. Using stand-alone power sources has proven to be far more successful than mains
power sources. If this is true, how much better is mains power over stand-alone
power? If this is false, how much better is stand-alone power over mains power?
(T% better, F% worse)

15. How long would it take a team to respond to an emergency with the current
system in place? (R hours); How long should it take? (Q hours) (Please give the
most optimistic, most pessimistic and nominal answer)

The following set of questions had to be answered for each of the three different
types of emergency response systems, namely:
e A centralized system with a network of response units
e A distributed system with a common operational headquarters and central
database
e Several distributed systems with a mini-headquarters and mini-centralized

database based on a geographic area.
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Given the topology in the USA, how much more important is it to have a robust
system over an efficient system? (Using a scale of 1 to 10 where 10 times more
and 1 is the same)

- Definition of robust in this context implies a system with very high availability
and fault tolerance;

- Definition of efficient in this context implies that the information will be very
granular and very accurate

Given the historical/statistical occurrences of emergency situations in the USA,
what situation warrants an environmentally friendly system?

- Definition of environmentally friendly implies that no matter what climate,
situation or location, the system will perform as designed.

Given the emergency situation, how much more important is a content adaptive
communication system preferred over a bandwidth optimized system? (Using a
scale of 1 to 10 where 10 times more and 1 is the same)

- Definition of content adaptive implies that if the type of information warrants
priority it takes precedence over all other data exchanges;

- Definition of bandwidth-optimized system implies that the optimization is fixed
at the time of the design and cannot be changed without manual intervention or
re-engineering.

Given the type of emergency response system, how much more important is the
response time to the correct response? (Using a scale of 1 to 10 where 10 times
more and 1 is the same)

- Definition of response time in this context is the time taken to respond to an
emergency situation
- Definition of correct response in this context is the granularity and integrity of

the information ensuring accuracy
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5. Given the electrical power distribution schema in the USA; how much more
important is it to have stand-by mains power as opposed to redundant alternate
power sources? (Using a scale of 1 to 10 where 10 times more and 1 is the same)

- Definition of stand-by in this context implies that there are auxiliary mains
power generators and/or alternate mains power feeds that are capable of
providing power to the system;

- Definition of redundant alternate power sources implies that standby-batteries,
Uninterruptible Power Supplies (UPS) or Fuel or solar powered Power
Generators capable of providing power to the system.

6. Software system being variable in design and implementation, how much more
reliable would a fault tolerant system application be over a parallel yet different
application used as a redundant source? (Using a scale of 1 to 10 where 10 times
more and 1 is the same)

- Definition of fault tolerant system in this context implies that system detects,
contains and recovers from a software fault within an accepted period of time,
failing which the system uses an alternate resource to provide functionality,

- Definition of parallel yet different application used as a redundant source
implies that the failure of the software system triggers the seamless switchover to
a parallel redundant system, which now provided the functionality needed.

7. Which is the most important cost metric that would make a pure software system
more capable than a hybrid or hardware system?

- Definition of pure software system implies that the system is implemented in
software running on high powered platforms;

- Definition of a hybrid system implies that the system is implemented in software
and programmable hardware running on mid and low powered platforms,

- Definition of hardware system implies that the system is implemented purely in
hardware with custom boards, with all software embedded in programmable

arrays and custom ASICs running on mid to low level platforms.
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10.

11.

12.

In a situation that warrants the information to be automatically detected,
processed and transmitted to a response center, what is the most critical
capability that the system must have from the following list — Detection;
Detection Integrity; Processing; Processing Integrity; Transmission;
Transmission Integrity?

- Clarification of “most critical” in this context is the fact that without this
capability the system cannot perform its main objective

- Definition of main objective is the interpretation of the stake-holders
requirements

From the listing of capabilities in the question 8, rank the capabilities from the
most to the least capability on a scale of 1 to 10, where 10 is the highest ranking
possible?

From the response to the preceding question, how much more important is the
most critical capability over the second most critical capability? (Using a scale
of 1 to 10 where 10 times more and 1 is the same)

By what factor would the cost of re-engineering an emergency response system
outweigh the cost of maintenance of the system? (Using a scale of 1 to 10 where
10 times more and 1 is the same)

Since emergencies simulate people differently, systems that provide courses of
action to the rescuers and/or victims could be rule-based; neural net-based or
expert systems using artificial intelligence. In your opinion which is the best
option for an emergency response system and how much better is it than the other
two?

- Definition of rule-based in this context is that for a specific type of emergency,

the set of steps and procedures are followed automatically (or manually)
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- Definition of neural net-based system in this context is interpreted as the
response system uses the last successful results from the previous emergency to
update the sequence of procedures to implement for the new emergency

- Definition of an expert system in this context means that the system will
approach each emergency situation on a case-by-case basis with very broad pre-

set bounds for resource allocations and manpower.

Perspectives to be considered for the responses to these questions were emergencies
produced by different types of disasters triggered:
e Naturally
¢ Non-Intentionally (by man or beast; or machine)
¢ Intentionally (by man).
Some of the disasters are listed as follows:
e Aircraft Accident - intentional and non-intentional
e Avalanche - natural
e Dam - intentional and non-intentional
¢ Drought - natural
e Earthquake - natural
e Epidemic - natural
e Explosion - intentional and non-intentional
e Fire - intentional and non-intentional
¢ Flood - natural
e Hurricane - natural
e Marine - intentional and non-intentional

e Mine - intentional and non-intentional
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e Oil Spill - intentional and non-intentional
e Railroad - intentional and non-intentional
e Terrorist Attack - intentional

e Tornado - natural

e Winter Storm — natural

5.3 Data Collection

Once the questionnaire was developed, it was sent to a wide cross-section of qualified
and experienced engineers. The test group for this phase was a wider set of experts that
spanned a greater background of engineering and technology. The survey group was
selected from all facets of the engineering community, namely from government,
academia, private and public entities involved in the design, development and
implementation of systems. The expertise varied from hardware, software and system
engineering in the field of electrical, mechanical, transportation, civil, acronautical,
computer software, operational research and system engineering. Essentially the
qualifications for this group demanded successful system engineering projects with over
15 years of experience. The experts were targeted from a wide variety of disciplines as
evidenced in the letter that accompanied the questionnaire. It was the intention of the
author to fuse the subject matter knowledge from every aspect of system development
and design, so that there could be no hint of bias in the responses. The candidates were
sufficiently separated by individual communication and secure response retention. Using
the Mazzuchi et al [16] comparison experiment for gathering expert judgment, the
responses are analyzed to calibrate and hence weight the expert judgments. These

weighted results are used to rank the needs and corresponding requirements.
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5.4 Analysis of Responses to Questionnaire

Based on the number of responses received; type of responses received and the
content of the responses to the questionnaire; the following assertions are made:

1. Over half the selected expert pool declined to participate in the questionnaire.

2. Half of those who declined claimed that they had no experience or expertise in
the design, development, or implementation of the system objective, namely
Emergency Systems

3. The rest of those who declined did not state a reason, from which the author
assumes that they either had no time for participating, or did not think this was a
high priority type of system or challenging enough system objective, or simply
did not think that a problem existed.

4. From the participants who provided responses to the questionnaire, the content of
some of the responses implied a dearth of expertise in analyzing emergency
system needs and implementations.

Based on the observations it is deduced that there is a lack of awareness in what an
emergency system’s function is and a lack of experience in approaching a real-world
system design problem, which has political ramifications.

From 25 recipients to whom these questionnaires that were sent out, 14 individuals
participated in the survey and sent in their responses. However, these 14 participants did
not respond to all the questions. Ten of the recipients responded to at least 22 of the 27
questions; one responded to 21 questions, and the rest responded between 13 and 17
questions. Based on the responses and the questions that were answered the following

analysis was made.
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The questionnaire was informally divided into a quantitative and qualitative set of
questions. The quantitative questions were the first 15 in the list, and the remaining 12
questions were qualitative. From the first set of 15 questions, 10 were selectively seeded
as the calibration questions used to rank the experts based on the responses received. The
respondents were asked to give three answers for these selected seed questions and the
responses were compared against the realization that was evaluated by the author. The
qualitative questions were used to rank the factors or other elements that are used to
extract a quantitative set of priorities that reflects the stake-holders needs for the specified
system. The realizations for the questions were derived from published statistics and

analyses performed on them.

5.5 Calibration of Experts

The Classical Model [32] was used to extract and calibrate the experts. Essentially,
this model specifies weights based on experts’ information and calibration scores for a set
of seed variables. The calibration questions were posed to the experts with instructions to
provide their uncertainty distribution in their response for the calibration question as
shown in Table 5-1. The responses given were the most pessimistic, optimal and the
most optimistic. These were assigned the 5 percentile, 50 percentile and 95 percentile
responses to the questions, respectively. The response was compared to the realization
(seed variable or response evaluated and provided by the author). The expert weights
were then determined through a combination of calibration and information scores based
on the seed variables or realizations.

The first step is to define an intrinsic range for each seed variable, i.e., a maximum

and minimum value based on the responses, since the values from the experts can vary
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significantly. Let g;(e) be the i% quantile from expert ‘e’ for variable ‘x’, whose
realization is ‘7’. Thus if there are ‘m’ experts, the intrinsic range, ‘1’ being the minimum
or lowest value from the m experts and author provided realization ; and ‘h’ being the
maximum, is evaluated as follows:

[=min{q;(1),......q;(m),r}

and
h=max{qy(1),......, Gos(m), 1}
An overshoot percentage k, usually 10% is selected to define the usable minimum and
maximum values as follows:
q,(e)=1-k(h=1)
and
q,(e)=1+k(h-1)
Thus the Expert Distribution (CDF) for the seed variable X is a linear interpolation

between (gi(e).0), (¢s(e).0.05), (gso(e),0.50), (qos(e).0.95), (qn(e), ]).

The next step in the process is to calibrate the experts. In calibrating the experts, for
each expert, the realization could be considered as a multinomial distribution with
probabilities that for this specific seed variable, the outcome or realization will be in one
of the 4 intervals defined as from the minimum value / and 5%, 5% and 50%, 50% and

95%, 95% and h.

r €lg(e).qs(e)], ie. interval 1, with a probability of 0.05, and
r € [q5(e), qs0 (e)] , 1.e. interval 2, with a probability of 0.45, and

r €lgs,(e).q,5(e)], i.e. interval 3, with a probability of 0.45, and
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r €lq.s(e).q,(e)], ie. interval 4, with a probability of 0.05.

For every seed variable, the occurrence of the expert’s response being in one of these
4 intervals, and the probability associated with each interval is evaluated. Thus for N
seed variables (from N calibration questions), for each of the experts we can identify and
enumerate the number of times the realization » occurs in the intervals 1, 2, 3 and 4. If
we assume independence of the seed variables, then the ‘empirical density’ of the
realization or seed variable in each of the four intervals is calculated as follows:
s, = [Number of instances of realization r in int erval "i"]/ N
To test how well an Expert has been calibrated, the Relative Information from an
Expert is calculated and hypothesis tested, such that:
Hy:  s;=piforall I, versus H,:  s5; <> p; for some p;
The Relative Information from an Expert (from all the variables) is defined as

follows:
4
I(s,p)= Zsi 'Ln(si /pi)
i=1
Where (s, 52, 53, 54) is the ‘empirical density’ from the seed variables, and (p;, p», p3,
p4) are (0.05, 0.45, 0.45, 0.05). If the number of seed variables, N, is large enough, then:
2NI(s,p)~= Z(Zs)

The Calibration score for an Expert is defined as the probability of getting a Relative

Information score worse than, greater than or equal to what was obtained:
Calibration score for an Expert: CEi=c(e)=1- )((23)(2N1(s,p))

where,

}((23)(2N1(S,p)) = P”{Z(Zs) <2NI(s,p)}
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The final step is to obtain an Information score on the seed variables. How
informative have the responses been is alluded to as ‘Informativeness’, and is measured
with respect to some back-ground measure, either uniform or log-normal in distribution.
The model developed in this research used a uniform distribution to define the
background, whereby the CDF is defined as follows:

Fx)=/[x-1]/[h—1]and ] <x<h
Individual Variable Information from an Expert is referred to as a measure of

information. The Relative Information for an Expert E; on a variable X1 is defined as:

4
I(F(E, )y, )= p,-Ln(p,/r,), where (p, p2, ps, pJ) are (0.05, 0.45, 0.45, 0.05)

i1
and r; is the background measure for the interval i.
r1 =F(qs(E1)) — F(qu(E1)
r2 =F(qs0(E1)) — F(q5(E1)
r3 =F(qos(E1) — F(qs50(E1))

re =F(qu(E}1)) — F(qes(E1)

Thus for each variable an Information score is obtained. The Expert Information

score is the average Information over all the variables and is given as:

N
Average Information Score from Expert: IE; = Z [I(r(Ei)y )]
j=I

Cooke’s Classical Method essentially evaluates a single weight based on the analysis
to be assigned to the Expert’s responses to the questionnaires and extracting the ranked
requirements needed to develop the model.

Weight assigned to Expert: Wg; = IE; * CE;
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This calculation of the Weight does not take into account the experience and expertise
of the Experts in the different fields of engineering. The use of probabilistic risk analyses
and expert opinion [24], [25] identified the need to using some form of weighting for
expert opinion from a risk and derived reliability point of view. To include this factor,
the Weight was further modified by proportionately dividing the Weight obtained from
the Classical Model using the normalized Influence factor based on the number of years
of experience and the expertise that the Experts had in the field of Hardware, Software
and System Engineering.

Thus if an Expert E; had a Software rating if S;, a Hardware rating of H;, and a
System rating of SY; the Weight assigned to the Expert from the Cooke Classical
Method was modified by these rating to give a separate Weightings to the Expert E;, for
Software, Hardware and System related responses to queries.

Normalized Modified Weights assigned to Expert E; are defined as follows:

Software Weight for Expert E;: SWgi = (Si/S;+H;+SY)* IE; * CE;

Hardware Weight for Expert E;: HWg; =(H;/S;+H,;+S8Y;)* IE; * CE;

System Weight for Expert E;: SYWg; =(SY)/S;+H;+SY)* IE; * CE;
where,

Weight assigned to Expert: Wg = SWg; + HWg + SYWg;

The next few paragraphs and tables, pictorially depict the information extracted from
the calibration queries in the questionnaire and Performance-based Weights that are
calculated from these responses. Table 5-1 shows the responses to the calibration

questions.
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Table 5-1

Responses to Calibration Queries in the Questionnaire

Expert> El E2 E3 E5 E6 E7 E8 E11 E12 E13 E14
(1) (2) (3 4 ©)] (6) ()] (8) (9) (10) (11)
Questions Q1 Q1 Q1 Q1 Q1 Q1 Q1 Q1 Q1 Q1 Q1
500% | 2.00E-01| 2.74E-03| 1.11E-01| 4.00E-02] 6.67E-02| 1.00E-04] 2.00E-02 | 1.00E-01| 5.00E-03 | 1.92E-02| 4.00E-02
50.00% | 3.33E-01| 8.33E-02| 2.00E-01| 1.00E+00 | 1.67E-01| 3.33E-04| 1.00E-01 | 5.00E-01| 1.00E-02| 3.85B-02] 3.33E-01
95.00% | 1.00E+00| 2.50E-01| 5.00E-01| 1.00E+05] 5.00E-01| 1.00E-03 | 1.43E-01| 1.00E+05 | 3.33E-01| 8.33E-02 1.00E+00
Q4 Q4 Q4 Q4 Q4 Q4 Q4 Q4 Q4 Q4 Q4
500% | 2.00E-01| 5.56E-03| 1.59E+00| 7.69E-02] 5.00E-01| 2.00E-01] 4.00E-02 | 1.00E+00 | 2.67E-02 | 5.00E+00 | 3.03E+00
50.00% | 3.33E-01] 1.00E+00 | 6.67E+00 | 1.00E+02 | 1.00E+00 | 5.00E-01 | 9.09E-02 | 5.00E+00 | 8.20E-01 | 7.14E+00 | 5.88E+00
95.00% | 1.00E+00 | 1.00E+05 | 5.00E+01 | 1.00E+05 | 1.00E+05 | 1.00E+00 | 2.00E-01 | 1.00E+01 | 1.37E+00 | 1.00E+01 | 2.00E+01
Q5 Q5 Q5 Q5 Q5 Q5 Q5 Q5 Q5 Q5 Q5
5.00% | 2.00E-02] 1.00B-01| 1.00B-02] 5.00E-01 | 2.00E+00 | 1.00E+01 | 1.00E+00 | 1.00E-02 | 2.00E-01 | 5.00E-01 | 2.00E+01
50.00% | 3.00E-02 | 1.00E+00 | 5.00E+00 | 2.00E+00 | 5.00E+00 | 1.00E+02 | 5.00E+00 | 5.00E+00 | 5.00E-01 | 1.00E+00 | 5.00E+01
95.00% | 5.00E-02| 1.01E+00 | 1.00E+01 | 5.00E+00 | 1.00E+01 | 1.00E+03 | 1.00E+01 | 1.00E+02 | 7.00E-01 | 1.00E+03 | 1.50E+02
Q6 Q6 Q6 Q6 Q6 Q6 Q6 Q6 Q6 Q6 Q6
500% | 7.00E-01| 5.00E-01| 4.00E-01] 1.00E-10] 9.00E-01| 9.00E-01] 8.50E-01] 2.00E-01] 5.00E-01| 9.00E-01| 5.00E-01
50.00% | 8.00E-01| 9.00E-01] 5.00E-01] 5.00E-01 | 9.90E-01] 9.80E-01| 9.00E-01 | 8.00E-01] 9.00E-01| 9.50E-01] 9.00E-01
95.00% | 9.00E-01| 9.01E-01| 7.00E-01| 9.90E-01 ] 9.95E-01| 9.90E-01 | 9.50E-01 | 9.00E-01 | 1.00E+00 | 9.90E-01 | 9.50E-01
Q7 Q7 Q7 Q7 Q7 Q7 Q7 Q7 Q7 Q7 Q7
5.00% 70E-01| 49E-01| 40E01| 10E-10] 50E02] 50E-01| 90E01]| 25801] 50E-01] 9.0E01| 8.0E01
50.00% 8.0E-01| 50B-01] 9.0E01| s50E-01| 75802] 95E-01| 95801 75801] 98E-01] 95E01| 9.5E-01
95.00% 9.0E-01| s5.1B-01] 99801| 1.0B+00| 1.0E-01] 99E-01] 98E01]| 9.0E01] 1.0E+00] 99E01| 9.9E-01
Q8 Q8 Q8 Q8 Q8 Q8 Q8 Q8 Q8 Q8 Q8
500% | 5.56E-03| 5.56E-03| 1.39E+01| 7.69E-02| 333E-01| 1.00E-01| 1.00E-01 | 1.00E+00 | 5.56E-02 | 5.00E+00 | 3.03E+00
50.00% | 9.09E-03| 9.09E-01| 2.50E+01 | 2.00E+02 | 5.00E-01 | 5.00E-01 | 2.50E-01 | 5.00E+00 | 7.69E-01 | 7.14E+00 | 5.88E+00
95.00% | 2.78E-02 | 1.00E+00 | 1.25E+02 | 1.00E+05 | 1.00E+00 | 1.00E+00 | 5.00E-01 | 1.00E+01 | 1.11E+00 | 1.00E+01 | 2.00E+01
Qo-HW | Qo-Hw | Qo-Hw | Qo-Hw | Qo-Hw | Qo-Hw | Qo-Hw | Qo-Hw | Qo-Hw | Qo-Hw | Qo-Hw
500% | 850E-01| 4.00E-01| 9.70E-01| 9.70E-01 ] 6.00E-01| 9.70E-01 ] 8.50E-01] 2.50E-01| 2.50E-01| 9.00E-01| 7.00E-01
50.00% | 9.50E-01| 5.00E-01] 9.80E-01] 9.80E-01 | 7.00E-01| 9.80E-01| 9.00E-01 | 9.50E-01] 7.50E-01| 9.10E-01] 8.50E-01
95.00% | 9.70E-01| 6.00E-01| 9.90E-01| 9.90E-01 ] 8.00E-01| 9.90E-01 | 9.50E-01 | 9.90E-01 | 9.00E-01 | 9.20E-01] 9.00E-01
Q9-sw | Qo-sw | Qo-sw | Qo-sw | Qo-sw | Qo-sw | Qo-sw | Qo-sw | Qo-sw | Qo-sw | Qo-sw
500% | 8.00E-01| 4.00E-01| 9.70E-01| 9.99E-01 ] 2.00E-01| 5.00E-01] 3.00E-01] 2.50E-01] 5.00E-02| 5.00E-02| 6.00E-01
50.00% | 8.90E-01| 5.00E-01| 9.94E-01] 9.99E-01 | 3.00E-01| 2.50E-01| 5.00E-01 ] 8.50E-01] 2.50E-01| 2.00E-01] 9.00E-01
95.00% | 9.00E-01| 6.00E-01| 9.97E-01| 9.99E-01 ] 4.00E-01| 1.00E-01| 7.00E-01 ] 9.00E-01 | 5.00E-01| 3.00E-01] 9.50E-01
Qo-PW | Qo-Pw | Qo-pw | Qo-pw | Qo-pw | Qo-Pw | Qo-pw | Qo-pw | qQo-Pw | Qo-pw | Qo-Pw
500% | 9.50E-01| 4.00E-01| 5.00E-02] 1.00E-10] 9.99E-01| 5.00E-01] 2.50E-01] 1.00E-01| 2.50E-01| 8.00E-01| 9.00E-01
50.00% | 9.51E-01| 5.00E-01 | 2.00E-01] 1.00E-02| 9.99E-01] 7.50E-01| 6.00E-01 | 2.00E-01] 5.00E-01| 9.00E-01] 9.30E-01
95.00% | 9.70E-01| 6.00E-01| 6.00E-01| 2.00E-02 ] 9.99E-01| 9.00E-01 | 7.50E-01] 8.00E-01| 7.50E-01| 9.50E-01] 9.80E-01
Q15w | oisw | Qis-w | Qisw | Qis-w | Qisw | Qisw | Qisw | Qisw | Qis-w | Qisw
5.00% | 2.00E-01| 4.178-03| 5.008-01] 1.43E-01] 5.00E-01] 1.33E+00 | 2.00E+00 | 2.08E-02| 1.00E-01 | 3.33E-01| 1.67E-01
50.00% | 5.00E-01| 5.00E-01] 1.67E+00 | 2.00E-01 | 1.00E+00 | 2.00E+00 | 4.00E+00 | 4.17E-02 | 5.00E-01 | 5.00E-01 | 5.00E-01
95.00% | 1.00E+00 | 1.00E+00 | 3.33E+00 | 1.00E+00 | 2.00E+00 | 4.00E+00 | 5.88E+00 | 5.00E-01 | 2.00E+00 | 1.00E+00 | 1.00E+00
Q15-S Q15-S Q15-S Q15-S Q15-S Q15-S Q15-S Q15-S Q15-S Q15-S Q15-S
5.00% | 3.338-01| 595803 | 2.00E+00 | 1.43E-01 | 1.00E+00 | 1.33E+00 | 4.00E+00 | 8.33E-02 | 2.00E-01] 5.00E-01| 1.00E+00
50.00% | 1.00E+00 | 5.00E-01 | 5.00E+00 | 2.00E-01 | 2.00E+00 | 2.00E+00 | 5.88E+00 | 5.00E-01 | 1.00E+00 | 1.00E+00 | 1.33E+00
95.00% | 2.00E+00 | 1.00E+00 | 1.00E+01 | 1.00E+00 | 5.00E+00 | 4.00E+00 | 8.33E+00 | 1.00E+00 | 4.00E+00 | 2.00E+00 | 4.00E+00
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The notation used for the Experts identifies the Expert using the sobriquet ‘E;” where

i=1,2 3, ...14, identifies the Expert; and (1), (2), (3),

(11) denotes the Experts

who responded to the Calibration Queries. Table 5-2 shows an example of a Seed

Variable Input Response to a calibration query.

Table 5-2 Example of a Seed Variable Input Response to Calibration Query 1
Overshoot | 0.1
Number of Variables 11
VARIABLE 1 Linear X qi= | 0.00E+00 | Min Restriction 0
Realization | 1.25E-01 | Log Linear q,= | 1.10E+05 | Max Restriction 10000000
Experts 5% 50% 95% <5% | 5%-50% | 50%-95% | >95% | Information
1 2.00E-01 | 3.33E-01 | 1.00E+00 1 0 0 0 11.1792
2 2.74E-03 | 8.33E-02 | 2.50E-01 0 0 1 0 12.2441
3 1.11E-01 | 2.00E-01 ] 5.00E-01 0 1 0 0 11.7504
4 4.00E-02 | 1.00E+00 | 1.00E+05 0 1 0 0 5.1280
5 6.67E-02 | 1.67E-01 | 5.00E-01 0 1 0 0 11.6755
6 1.00E-04 | 3.33E-04 | 1.00E-03 0 0 0 1 17.5244
7 2.00E-02 | 1.00E-01 | 1.43E-01 0 0 1 0 12.7592
8 1.00E-01 | 5.00E-01 | 1.00E+05 0 1 0 0 5.4761
9 5.00E-03 | 1.00E-02 | 3.33E-01 0 0 1 0 13.1663
10 1.92E-02 | 3.85E-02 | 8.33E-02 0 0 0 1 13.3820
11 4.00E-02 | 3.33E-01 | 1.00E+00| O 1 0 0 10.9049
6.41E-03 | 5.96E-01 | 9.59E+04| 0 1 0 0 5.4408

The combination of experts’ judgment for a single seed variable is shown in Table

5-3. The calculation of the Performance Weights for the Experts is tabulated as shown in

Table 5-4. The value of ‘a’ was selected to encompass all the Expert responses. This

dispels any biases that may creep in due to misinterpretation of the responses. Since the

Experts who did not respond to the Calibration query, did however respond to some of
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the Un-seeded queries, the Calibrated Weight, denoted as ‘W7’ in Table 5-4 was

expanded to assume and include Performance Scores for Experts £, Ey, and E .

Table 5-3 Combination of Expert Judgment for Seed Variable 1
Number of Experts | 11
Select Type of Weights
Equal X
Use Specified Variable 1
Performance Based X
Intrinsic Range Adjustment 0.1 E/Ieisr,ltrlctlon 0
peswiction 10000000
Expert Input Weights
# 1 5% 50% 95% h Equal User  Perform
1 0 0.2000 0.3333 1.0000 110000.000 | 0.0909091 0.0000
2 0 0.0027 0.0833 0.2500 110000.000 | 0.0909091 0.0469
3 0 0.1111 0.2000 0.5000 110000.000 | 0.0909091 0.0171
4 0 0.0400 1.0000 100000.0000 | 110000.000 | 0.0909091 0.6976
5 0 0.0667 0.1667 0.5000 110000.000 | 0.0909091 0.0000
6 0 0.0001 0.0003 0.0010 110000.000 | 0.0909091 0.0000
7 0 0.0200 0.1000 0.1429 110000.000 | 0.0909091 0.0027
8 0 0.1000 0.5000 100000.0000 | 110000.000 | 0.0909091 0.0002
9 0 0.0050 0.0100 0.3333 110000.000 | 0.0909091 0.2298
10 0 0.0192 0.0385 0.0833 110000.000 | 0.0909091 0.0043
11 0 0.0400 0.3333 1.0000 110000.000 | 0.0909091 0.0012
Combined Expert | 0.0064 0.5956 95918.9974

The assumed Calibrated Weights for these Experts did not make any impact on the

outcome of the survey since their responses were either, ‘d = don’t know’ or ended up

being outliers when compared to the realizations.
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Table 5-4

Performance Weights

[ o= | 2300804 |
EMPIRICAL DISTRIBUTION INDIVIDUAL VARIABLE INFORMATION
EXPERT [NORM WT| wT | caL | 005 | 045 | 045 | 005 | NF | var1 | var2 [var3|vara].[var 11
1 0.000  |0.000]1.378E-07] 0.455 | 0.000 | 0.091 | 0.364 | 5.4815| 11.1792 | 11.1792] 9.6630 | 1.1871 ] .| 1.5071
2 0047 |o.151]3.336E-02 0.182 | 0.273 | 0.182 | 0.273 | 4.5143 [ 12,2441 5.2108 [ 7.8696 [ 2.6529] .| 2.1499
3 0017 |0.055] 1.5188-02| 0364 | 0.273 | 0.182 | 0.001 | 3.6172| 11.7504 | 7.5592 [ 4.4178 [ 0.8482]..| 0.1264
4 06908 |2.238]6.481E-01] 0.182 | 0.364 | 0.273 | 0.091 | 3.4536] 5.1280 | 3.0054 [4.9927 [ 0.9962]..| 2.7502
5 0.000 | 0.000]2.234E-05] 0.455 | 0.273 | 0.000 | 0.182 | 4.4899 [ 11.6755] 5.2953 [ 43819 2.7198] .| 0.7957
6 0.000  |0.000]1.394E-04] 0.455 | 0.182 | 0.091 | 0.182 | 4.5039 | 17.5244 | 10.9438 0.5535 | 2.4262] .| 1.1385
7 0003 0.009] 1.965E-03 | 0.364 | 0.091 | 0.273 | 0.182 |4.4154 ] 12.7592 | 12.5075 [ 4.2871 [ 1.8358] .| 0.5732
8 0.000 | 0.001 |2.453E-04 | 0.364 | 0.182 | 0.091 | 0.273 | 3.0689 | 5.4761 | 8.6615 [ 3.0971 | 0.4434] .. 2.0946
9 0230 |0.737]1.7198-01] 0.182 | 0.364 | 0.182 | 0.182 | 4.2878 | 13.1668 | 10.5640] 6.9812 | 0.9259] .| 0.9688
10 0.004 |0.014]3.210-03| 0364 | 0.182 | 0.182 | 0.182 | 4.3478 [ 13.3820[ 9.1137 [ 2.9931 [ 2.0139] .| 1.6163
3 0.001  |0.004]1.1248-03] 0.455 | 0.182 | 0.182 | 0.091 | 3.5561 | 10.9049 | 8.2012 | 1.8894 [ 0.9266 ] .| 13353

Table 5-5 extracts the three columns labeled EXPERT, NORM WT, and WT and

inserts three rows to include Experts E,, Eg, and E .

Table 5-5 Normalized Weight for Experts
EXPERT NORMALIZED WEIGHT (CALIBRATION*INFORMATION) WEIGHT
E, 0.000 0.000
E, 0.028 0.151
E; 0.010 0.055
E, 0.411 2.238
Es 0.411 2.238
Eq 0.000 0.000
E, 0.000 0.001
Eq 0.002 0.009
Eo 0.000 0.001
Ej 0.000 0.001
E 0.000 0.001
E;, 0.135 0.737
E; 0.003 0.014
E, 0.001 0.004
1.000
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The basic assumption made is based on expertise and experience scores of the

Experts £y, Ey, and E;y, and the WT assigned to E, is the same as the WT calculated for

Es; and the WT assigned to both Ey, and E is the same as that calculated for £/;.

Based on the calculations and expert scoring process, the Experts were calibrated,

scored, and the weights normalized as shown in Table 5-5. These weights were further

modified by proportionately dividing the NORMALIZED WEIGHT obtained from the

Classical Model using the Influence Factor based on the number of years of experience

and the expertise that the Experts had in the field of Hardware, Software and System

Engineering, Table 5-6. The proportionately derived weights were normalized and

applied to the responses from the non-seeded variable queries to evaluate the ranking of

the responses based on the Performance and Expertise of the Experts and compared to the

realizations for the non-seeded response variables.

Table 5-6 Expert Weights based on Performance & Expertise
NORMALIZED SW HW 5%
Expert WEIGHT ClassPerf with Exp. | ClassPerf with Exp. | ClassPerf with Exp.
1 0.000 0.00000 0.00000 0.00000
2 0.028 0.00754 0.01005 0.01005
3 0.010 0.00275 0.00275 0.00458
4 0.411 0.10269 0.10269 0.20539
5 0.411 0.10269 0.10269 0.20539
6 0.000 0.00000 0.00000 0.00001
7 0.000 0.00003 0.00003 0.00006
8 0.002 0.00045 0.00045 0.00068
9 0.000 0.00003 0.00003 0.00007
10 0.000 0.00003 0.00004 0.00007
11 0.000 0.00004 0.00003 0.00007
12 0.135 0.02899 0.03866 0.06765
13 0.003 0.00073 0.00055 0.00128
14 0.001 0.00016 0.00016 0.00041
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5.6 Derive and Extract Ranked System Requirements

The next step at this stage is the analysis of the expert opinion and using the
calculated calibrated rankings, based on Performance and Expertise of the same, to
extract the needs, requirements and metrics selected thereof, to be used in the appropriate
matrices for the QFD analysis. The target requirements that are extracted from the initial
matrix will be used to extract the target functions.

From the responses received from the experts, the responses to selected queries, are

identified and ranked. Table 5-7, Table 5-8, Table 5-9, Table 5-10 and Table 5-11 show

the all the responses received for the un-seeded queries.

Table 5-7 Responses to Un-seeded Queries A-2
E A-2
1 Timeliness coverage fault tol. avail
2 Accuracy response rel sw/red hw resour. all
3 Reliability response time accuracy
4 Accuracy response speed improve survival rate
5 Response
6 Ease of use speed reliability integrity
7 Accuracy availability response time
8 response time availability route viability
9 response time reliability
10 Reliability dependability response time
11 Availability response time response action viability
12 lives saved
13 Accuracy speed reliability availability
14 Availability response speed optimal routes integrity
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Table 5-8

Responses to Un-seeded Queries A-3

E; A-3
unrel. human incorr insuff. incorr
1 loss of nw | loss of power | Back Up ) " |logis. errs. | . )
error response | resources infra data
power
2 lack of data| bad comm bad env. inacc. data | data) mo data comm.
data proc. COIT. failure
3 bad data IP | incorr proc bad no maint.
comm
4 bad comm. unavailable lovs_/ _
resources |capability
5 bad data IP | incorr proc
6 inacc. DB | bad data IP
7 bad data IP
bad
lack Svr no CPU lack lack NW SW Sensor NW
8 . no redund response . . . .
capacity power storage time capacity | failures failure | failure
9 human
error
10 overloading| interference
11 bad comm. | bad infra. baduc)iata
12 lack of data
Incomplete algorithm bad comm HW proc. | SW proc ower
13 p Incorr. DB & location o proc. proc.| - po
DB error data failure failure failure failure
14 bad data IP algorithm power comm. lack of
error failure failure redund.
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Table 5-9

Responses to Un-seeded Queries A-10 to A-14

E; A-10 A-11 A-12 A-13 A-14
population growth people pressure
1 low capacity population density 50% developed d T = 50%
low self reliance services stressed 50% less developed o
terrorism lower self reliance
100%
fire _
2 | fires bombs 30% to 60% d F=50%
T(SA) =
200%
terrorism
New Orleans & natural natural/env catastrophe T=
3 | catastrophe man-induced catastrophe & | 50% star o
. 1000%
man-induced catastrophe & war
war
. o 1 .
4 legal action ' socictal needs 100% - dictatorial 21 10:1
regulatory sanctions approach
5 1]d d d d d
6 |d d 70% d d
. . T=50%
7 | public reaction publ%c reaction to fie.ath 25% d T(SA) =
public reaction to injury
95%
scaleable servers scaleable servers F=50%
8 | internet technologies internet technologies 20% to 40% 1:1 T(SA) =
geog. Distr. for surv. geog. Distr. for surv. 100%
public opinion public opinion democracy has .a.hlgher
9 e e response to political d d
politicians response politicians response .
climate
10]d d d d d
111]d d 50% grid T=20%
. . current _
12 .current 1gformat10naccurate informationaccurate d 122 T(SA) =
information . . 100%
information
13 safety(speed&reliability) Cost 50% 21 T =20%
advanced technology
14 [ loss of life & personal loss of life 25% 0.01:1 | T=25%

property
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Table 5-10

Responses to Un-seeded Queries B-1 to B-7

E; B-1 B-2 B-3 B-4 B-5 B-6 B-7
Choice For Pure SW Reli.Dependant On -
Choice 3 Man-Made 3 Choice 3 g=5 Choice 3 HW.,FW
1 | R=10 Disaster Cc=38 R=5 R=10 F=7 Vul. To Obsolescence
E=3 Natural Disaster B=3 A=8 P=3 Needs Security
Needs Info. Assurance
Choice Choice Choice Choice
1,2,3 . All All S=1 All . . .
2 R=331 Mountain Rescue C=10 R= R=1 F= Choice Is Hybrid On Any Metric
E=111 B= A= P=
Choice3 | Man-Made gh"‘ce Choice3 | ¢ o | Choice3 | Pure SW Metrics -
3 | R=10 Disaster C=9 R=10 R=10 F=5 Development Cost
E=10 Natural Disaster B=1 A=38 P=35 Schedule Costs
Choice Choice Choice Choice A.b ility To Update & Enhance
_ Life Cycle Costs
4 1,2,3 Natural Disast All All S=5 All SW =9
R=111 auralHsaster f =9 | rR=10 R=1 |F=3 Y —3
E=111 B=3 A=5 P=9 HW =3
Choice Choice Choice Cost Effective
1,2,3 All All SW=9
> r=10 d d R- d F- HY = 1
E= A=9 P= HW =3
Choice Choice Choice Choice
6 | 1,23 All Emergencies All All S iz All d
R=2E=1 C=5 R= R=1 F=3
B=1 A= P=1
Choice Choice Choice Choice Re-Engineering Cost
Functional Extensibility
7 1,23 All Emergencies All All S=1 All SW =10
R=2 & c=2 R= R=1 F=10
E= B=1 A=2 P= HY =1
HW=1
Choice Choice ElonjleT Decision Sunp.Svst
Choice All Choice All Choice CXIDIC LCCISION SUPD-SYS!
. _ Extensibility On Low Cost High Speed
8 12,3 All Emergencies C=42 1,23 $=13 12,3 CPU
R=123 & 1 R=112 |3 F=522 | oo o
E=111 B=11 A=211 R=11 P=111
| 1 HY =1
HW=1
. Choice
1C}2103lce Choice Choice All Choice
> All All S=66 All
o P c-8 |Rr=5 6 F=75 | ¢
E=111 B=1 A=1 ll{:ll P=
. Floods . . .
Choice Choice Hybrid Is The Best Choice
Earthquake _
10 1,2,3 Hurrican All d d d SW=1
R=999 T(‘)‘m:(ioe C=6 HY =10
E=111 . B=1 HW=1
Terrorist
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Ei B-1 B-2 B-3 B-4 B-5 B-6 B-7
Choice . -
Choice Hurricanes All Choice Choice Choice ﬁlégczzzzltli/—lr\);/irglt;tofr:) i?ns
1,2,3 Floods c=31 | an All All u
W R= Wildfires i R= S= F=5 IS—I\\A(/;zl(Mr SW. Less PLA)
E=2 Natural Disasters | B=13 | A=5 R=10 |P=1 ore S, Less
3 HW=1
Choice Choice Choice Choice Choice
12 1,2,3 d All All All All PerformanceLife Cycle CostsSW
R=2 Cc=10 R= S= F= Maintenance
E= B= A= R=10 P=
Choice Wildfires Choice Choice Choice Choice Mamtam Algorithms
. Fix & Improve SW
13 1,2,3 Hurricanes All All All All SW =2
R= Volcanoes C=10 R= S= F= HY =1
E= Earthquakes B= A= R= P= HW =1
Hybrid:
Choice Choice Choice Choice Choice Need For .COMM .
. SW Algorithms For Routing
14 1,2,3 Architectural All All All All Flexibility Of Functi In Ti
R=236 | Comm. c= R= s=6 |F= Qw s o neons T Time
E=111 B= A= R=1 P=7 HY =10
HW =1
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Table 5-11

Responses to Un-seeded Queries B-8 to B-12

Ei B-8 B-9 B-10 B-11 B-12
Transm¥ss1on Integrity - 10 Scores
Transmission - 9
1 | Transmission Process%ng Integrity - 8 Transm¥ss¥on Integrity - 8 Re-Engmeermg - 10; R-3
Processing - 7 Transmission - 5 Maintenance - 6
. . N-2
Detection Integrity - 6 E-1
Detection - 5
Detection - 10
Processing - 10 R-1
. . Transmission - 10 Detection Integrity - 5 Re-Engineering - 5; )
2 | Detection Integrity Detection Integrity - 10 Processing Integrity 4 Maintenance - 1 g__ f
Processing Integrity - 9
Transmission Integrity - 6
Transmission Integrity - 10
Transmission - 9 R-2
3 | Equal Criticality Process;ng Integrity - 8 Transm¥ss¥on Integrity - 10 Re-Engmeermg - 10; N-3
Processing - 7 Transmission - 9 Maintenance - 1 E-1
Detection Integrity - 6
Detection - 5
Detection - 8 Detection Integrity - 10
Detection Integrity - 10 Processing - 10 R-3
4 Detection (Reception Of Processing - 7 Transmission - 10 Maintenance - 5 N-2
Alert Message) Processing Integrity - 10 Detection - 7.5 Re-Engineering - 1; E-1
Transmission - 8 Processing Integrity - 7.5
Transmission Integrity - 10 | Transmission Integrity - 7.5
Detection - 10 Detection - 1
Detection Integrity - 10 Detection Integrity - 1
L Processing - 10 Processing - 1
5 | Equal Criticality Processing Integrity - 10 Processing Integrity - 1 d d
Transmission - 10 Transmission - 1
Transmission Integrity - 10 | Transmission Integrity - 1
Detection - 8 Transmission - 2
Detection Integrity - 5 Transmission Integrity -2
- . . . R-1
6 | Transmission Processing - 9 Detection - 1 Re-Engineering - 3 N-2
Processing Integrity - 6 Detection Integrity - 1 Maintenance - 1 E-4
Transmission - 10 Processing - 1
Transmission Integrity - 7 Processing Integrity - 1
Detection - 10
gﬁgi:::&gfi(;ng_ g Detection - 5 R-3
7 | Detection & Processing . . Processing - 5 d N-2
Detection Integrity - 7 . S
. h Transmission - 1 E-1
Processing Integrity - 6
Transmission Integrity - 5
Detection - 10
Transmission - 10 Detection - 2 R-20
Detection & Detection Integrity - 8 - Re-Engineering - 4
8 . - . Transmission - 2 . N-1
Transmission Transmission Integrity - 5 . . Maintenance - 1
. Detection Integrity - 1 E-10
Processing - 4
Processing Integrity - 3
R-1
9 | Transmission Integrity 7? 7 d N-1
E-3
0] D 29 2 Re-Engineering -9 d
Maintenance - 1
Detection - 10
Detection Integrity - 9 R-2
. Processing - 8 Detection - 2 Maintenance - 1.25
11 | Detection . . . . . . N-1
Processing Integrity - 7 Detection Integrity - 1 Re-Engineering - 1 E-3

Transmission - 6
Transmission Integrity - 5
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B-9

B-10

Transmission - 10
Transmission Integrity - 10
Detection -9

Transmission - 10
Transmission Integrity - 10

Re-Engineering - 1

12 1 Equal Criticality Detection Integrity - 9 Detection -9 Maintenance > 1 d
Processing - 8 Detection Integrity - 9
Processing Integrity - 8
. . R-3
13 | Detection 7 7 Re-Engincering << 1 N-1
Maintenance - 1
E-2
Detection - 10
Processing - 10 R.3
12| 4 Transrr}ission - 1.0 Detection - 1 Maintenance - 10 N-1
Detection Integrity - 10 Processing - 1 Re-Engineering - 1 E-2

Processing Integrity -10
Transmission Integrity - 10

From these responses, the analysis developed the following set of results shown in the

following Table 5-12 through Table 5-31.

Table 5-12  Analysis for A-2
A2
RANK
Accuracy 16 0.22 accuracy 0.22
Availability 10 0.00 | reliability/ availability 0.02
Coverage 1 response (speed, 0.43
action, time)
Dependability 5
Ease Of Use 4
Fault Tolerance 1
Integrity 8
Reliability 13 0.02
Response 15
Response Action 5 0.43
Response Speed 14
Response Time 11
Resources 12
Route Optimization 7
Route Viability 9
Survival Rate 17
Timeliness 1
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Table 5-13  Analysis for A-3

A3
RANK

Algorithm Error 14
Bad Comm. 26 0.22 0.23 | comm. (bad, failure)
Bad Data IP 24 0.21 0.29 | data (bad, lack)
Bad Environment Data 18
Bad Response Time 5
Comm. Failure 20 0.01
Human Error 3
Hw Failure 12
Inaccurate Data 19
Inaccurate Db 13
Incorrect Data Proc. 25 0.22 0.22 | incorrect (proc., response)
Incorrect Infra Data 3
Incorrect Response 1 0.00
Insufficient Resources 23 0.21 0.21 | insufficient (resources)
Insufficient Storage 5
Lack NW Capacity 5
Lack Of Data 21 0.08
Lack Redundancy. 11
Lack Sever Capacity 5
Logistics Errors 1
Loss Of Network 10
Loss Of Power 16 0.00
No Maintenance 17
Sensor Failure 5
SW Failure 15
Unavailable Resources 22
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Table 5-14

Analysis for A-10

Al0
Realizations
lack - early system
detection design
lack - accurate info. | data
lack - response public
action reaction
lack - skill expertise | system
design
RANK RANK
Population Growth 1 Man-made 0.0137 4
Catastrophe
Low Capacity 1
Low Self Reliance 1 Natural 0.0146 5
Catastrophe
Terrorism 18
Fires 19 Political Response 0.4108 7
Natural 15
Catastrophe
Man-Made 15 Technology 0.0026 2
Catastrophe
War 15
Legal Action 22 Public Reaction 0.0009 1
Sanctions 22
Public Reaction 4 System Design 0.0032 3
Scaleable Servers 9
Internet Tech. 9 Data 0.1353 6
Spatial Distribution 9
Public Opinion 5
Political Response 5
Current Info. 20
Accurate Info. 20
Safety Speed 12
Safety Reliability 12
Adv. Tech. 12
Loss Of Life 7
Loss Of Property 7
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Table 5-15  Analysis for A-11

A-11
Realizations
Lack of Early system
Detection design
Lack of Accurate | data
Information
Lack of Response | public
Action reaction
Lack of Skilled system
Expertise design
Lack of Funding | political RANK
response
Public Reaction 1 Man-made 0.0192 5
Catastrophe
Political Response 1
Political Response 1 Natural 0.0146 4
Catastrophe
Political Response 1
Natural/Environment 17 Political 0.0013 2
Catastrophe Response
Man-Induced 17
Catastrophe
Natural/Environment 14 Technology 0.0014 3
Catastrophe
Man-Induced 14
Catastrophe
Man-Induced 14 Public Reaction 0.2060 7
Catastrophe
Public Reaction 21
Public Reaction 5 System Design 0.0007 1
Public Reaction 5
Technology 10 Data 0.1353 6
Technology 10
System Design 10
Public Reaction 7
Political Response 7
Data 19
Data 19
Political Response 13
Public Reaction 9
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Table 5-16  Analysis for A-12

A-12 How much Politics plays? Realization
R =75%
X <R- (R-25%) <X> X > X <R- (R-25%) <X> X >
25% (R+24%) (R+25%) 25% (R+24%) (R+25%)
1 0.0000
1 0.0101
1 0.0046
1 0.2054
1 0.0000
1 0.0001
1 0.0007
1 0.0001
1 0.0013
1 0.0004
Weighted 43 3% 0.01 0.01 0.21
Mean
3% 5% 92%
Realizations 75%

Table 5-17  Analysis for A-13

A-13 Star over Grid Performance Star over Grid
Based Ratio Weighted Ratio

star grid ratio
0 0 0.10 0.00 0.00
0 0 0.10 0.01 0.03
0.5 1 0.50 0.01 0.38
0.25 1 0.25 0.14 1.40
0 0 0.10 0.06 0.28
0 0 0.10 0.00 0.00
0 0 0.10 0.00 0.00
0 0 0.10 0.00 0.00
0 0 0.10 0.00 0.00
0 0 0.10 0.00 0.00
0 0 -0.01 0.00 0.00
0 0 -0.05 -0.01 -0.03
0.25 1 0.25 0.00 0.01
0 0 0.00 0.00 0.00

Correlated to
Realization
2.07
Realizations 7 1
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Table 5-18

Analysis for A-14

A-14 Stand-Alone over Mains
Multiplier = 0.09 Arithmetic Mean
100% + 50%
Percent Better Normal = 100% Stand-Alone
over Mains
50% 1.50 0.00
200% 3.00 0.03
1000% 11.00 0.03
900% 10.00 1.03
0% 1.00 0.10
0% 1.00 0.00
95% 1.95 0.00
100% 2.00 0.00
0% 1.00 0.00
0% 1.00 0.00
20% 1.20 0.00
100% 2.00 0.08
20% 1.20 0.00
25% 1.25 0.00
0.00 Geometric Mean
Realizations 1.95 4.92 Weighted Mean
Table 5-19  Analysis for B-1
B-1 Robust over Efficient
0.09 0.09 0.09 Arithmetic Mean
Centralized Distributed/Common Distributed
System Ops. System System
0.00 0.00 0.00
0.03 0.03 0.03
0.00 0.00 0.03
0.10 0.10 0.10
1.03 1.03 1.03
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.08 0.08 0.08
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00 Geometric Mean
481 4.81 491 Weighted Mean
Realizations 5 5 5
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Table 5-20

Analysis for B-2

B-2 |
Realizations | Add Natural Disaster Since Natural disasters can
be distributed to hurricanes,
typhoons, volcanoes et al,

fire

hurricanes

typhoons

RANK RANK
Man-Made 10 hurricanes 0.0014 | 0.0700 | 0.0714 2
Disaster
Natural Disaster 12 wildfire 0.0014 0.0014 5
Mountain Rescue 11 typhoons 0.0000 | 0.0000 | 0.0000 6
All Emergencies 5
Floods 3
Earthquakes 7 natural disaster 0.2100
Hurricanes 9 man-made 0.0047 0.0047 4
disaster/terrorism
Tornado 1
Terrorist 1 volcanoes, tornados, 0.0029 | 0.1400 | 0.1429 1
earthquakes, floods

Wildfires 7
Architectural 4 all emergencies 0.0007 0.0007
Comm.
Volcanoes 6 mountain rescue 0.0101 0.0101 3
Typhoons architectural comm. 0.0004 0.0004
Fire
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Table 5-21

Analysis for B-3

B-3 Content Adaptive over Bandwidth Optimized
0.06 0.06 0.06 Arithmetic Mean
Centralized Distributed/Common Distributed
System Ops. System System
0.00 0.00 0.00
0.08 0.08 0.08
0.00 0.00 0.02
0.31 0.31 0.31
0.10 0.10 0.10
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.29 0.29 0.29
0.01 0.01 0.01
0.00 0.00 0.00
0.00 0.00 0.00 Geometric Mean
3.20 3.20 3.29 Weighted Mean
Realizations 5 5 5
Table 5-22  Analysis for B-4
B-4 Response Time over Accuracy
0.02 0.02 0.02 Arithmetic Mean
Centralized Distributed/Common Distributed
System Ops. System System
0.00 0.00 0.00
0.01 0.01 0.01
0.00 0.00 0.00
0.21 0.21 0.21
0.01 0.01 0.01
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.03 0.03 0.03
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00 Geometric Mean
1.05 1.05 1.05 Weighted Mean
Realizations 0.2 0.2 0.2
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Table 5-23

Analysis for B-5

B-5 Stand-By over Redundant
0.09 0.09 0.09 Arithmetic Mean
Centralized Distributed/Common Distributed
System Ops. System System
0.00 0.00 0.00
0.01 0.01 0.01
0.00 0.00 0.00
1.03 1.03 1.03
0.21 0.21 0.21
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.01 0.01 0.01
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00 Geometric Mean
2.54 2.54 2.54 Weighted Mean
Realizations 1.50 1.50 1.50
Table 5-24  Analysis for B-6
B-6 Fault Tolerant over Parallel
0.03 0.03 0.03 Arithmetic Mean
Centralized Distributed/Common Distributed
System Ops. System System
0.00 0.00 0.00
0.01 0.01 0.01
0.00 0.00 0.00
0.07 0.07 0.07
0.21 0.21 0.21
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.07 0.07 0.07
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00 Geometric Mean
0.73 0.73 0.73 Weighted Mean
Realizations 1.64 1.64 1.64
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Table 5-25  Analysis for B-7
B-7 | |
Realizations Cost | dev., sched., life-cycle, re-eng., total, extensible
Quality Quality | reliable HW & FW, performance, accuracy
Dev. Cost Extensibility | updateable, enhanceable, flexible, extensible
RANK
RANK Cost Metrics 6 8
Reliable HW 4 Quality 4 6
Metrics
Reliable FW 4 Extensibility 6
Obsolescence 4
Security 4 Hybrid 1 1
Accuracy 4
Hybrid 14 Obsolescence 1 1
of HW
Dev. Cost 12 SW 2 5
Maintenance
Schedule Cost 12 Security 1 1
Updatability 17 Non-RT 1 1
Enhancability 19
Life Cycle Costs 20
Cost Effective 17
Re-Eng. Cost 9
Extensibility 1
Non-RT System 10
Flexibility 1
Extensibility Cost 1
Performance 15
SW Maintenance 15
Alg. Maintenance 11
Quality
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Table 5-26

Analysis for B-7b

B-7-b 0.27 0.07 0.09 Arithmetic Mean
SW System Hybrid System HW System

0.00 0.00 0.00

0.01 0.10 0.01

0.00 0.00 0.00

1.85 0.62 0.62

1.85 0.21 0.62

0.00 0.00 0.00

0.00 0.00 0.00

0.01 0.00 0.00

0.00 0.00 0.00

0.00 0.00 0.00

0.00 0.00 0.00

0.07 0.07 0.07

0.00 0.00 0.00

0.00 0.00 0.00

3.79 1.00 1.32

0.00 0.00 0.00 Geometric Mean

7.65 2.02 2.66 Weighted Mean
Realizations 4.00 2.00 3.00
Realizations 2 1 15

Table 5-27  Analysis for B-8
B-8
Realizations
Detection
RANK

Transmission 3 Equal Criticality 0.28
Detection Integrity 4 Detection 0.21
Equal criticality 6 Detection Integrity 0.01
Detection 5
Processing 1
Transmission Integrity 2
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Table 5-28

Analysis for B-9

B-9
Realizations Detection Trans. - Integrity
‘Transmission : Det. - Integrity
Detect - 10 10
Detect Integrity - 3
Process - 5 1.43
Process Integrity - 1
Transmit - 7 7
Transmit Integrity - 2
11 RANK
Detection 0.40 2
Detection Integrity 0.44 5
Processing 0.38 1 0.98 1.2
Processing Integrity 0.43 4
Transmission 0.41 3
Transmission integrity 0.45 6
Table 5-29  Analysis for B-10
B-10
Realizations
Detection - 10 Detection/Transmission 1.43
Transmission - 7
RANK
Detection Transmission | Transmission 0.0727 5
Integrity
Detection Integrity
Processing Detection Integrity | Processing Integrity 0.0126 4
Processing Integrity
Transmission Detection Integrity | Transmission 0.2054 6
Transmission
integrity
Detection | Transmission 0.2061 7
Detection
Detection Integrity Detection | Processing 0.0005 3
Processing
Processing Integrity Detection | Detection Integrity 0.0001 2
Transmission
Transmission Transmission | Transmission Integrity 0.0000 1
integrity
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Table 5-30

Analysis for B-11

0.496

Realizations

Maintenance - 8.6

Maint : Re-Eng = 1.87

Re-engineering - 4.6

Re-Engineering

Re-Eng : Maint = 4.56

Maintenance 0.20
Maintenance Maint : Re-Eng =4.16 Maint : Re-Eng = 2.38
Re-engineering 2.38
Table 5-31  Analysis for B-12
B-12
Realizations
Rule-Based 42 135(1) Rule-Based 1.000
Neural Net 19 136(2) Neural Net 1.007
Expert System 30 153(3) Expert System 1.133
2.2 Rule-Based
1.0 Neural Net
1.6 Expert System
Rule-Based 0.65 2.718 Rule-Based
Neural Net 0.46 1.899 Neural Net
Expert System 0.24 1.000 Expert System

The System Need states:

“There is a need to implement a software system solution to provide safe routes to a
team of rescue workers to safely and quickly evacuate victims of a disaster. This
software solution will be implemented in reliable, efficient computing systems with a
reliable, efficient communication system.

The top-level needs are extracted from this System Need Statement and are

tabulated in matrix-form, Table 5-32, with the priority from 5 to 1 with 5 bring the
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highest. Across the top of this matrix, top-level objectives are listed with an apriori

rating for these objectives. The interaction between the needs and the objectives

produces a list of top-level objectives that are rated and normalized accommodating the

perceived stake-holders priorities.

Table 5-32

Top Level Needs

Top Level Needs

<--- Priority of Top Level Needs

The system needs to be easily accessible

Lo

®

el

Current Apriori Rating of Objectives->

—_
(=]

0| The system needs to be available when needed

oo| The system needs have a quick response

ov| The system needs to be easily useable

w| The system needs to be fault tolerant

+| The system needs to use resources efficiently

w | The system needs to be capable of providing complete

v | The system needs to be robust

—| The system needs to be portable

Safe Route Selection

— || The system needs to provide correct responses

Quick Evacuation

—_

Disaster Environment

Reliable System

Efficient Computing System

Reliable Communications

Efficient Communications

Software System

NWRWlRJW]Wn]wn

Overall Rating

70

72

40

91

12

55

24

13

Normalized Overall Rating

10

Difference in Rating

-2

-1

-2

The top-level objectives are then listed in a matrix and compared this time with the

Success Criteria. The results from Table 5-12 are used to extract the normalized ratings

for the Success Criteria to be used develop a set of needed requirements. These Success
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Criteria are first compared and weighted with the set of Top-Level Objectives derived as
shown in Table 5-32, to develop a set of Target Success Criteria. Table 5-33 lists the
Top-Level Objectives with the evaluated normalized ratings compared this time with the
ratings from Table 5-12 for Success Criteria.

The Weighted Normalized Ratings for Target Success Criteria are then listed in
another matrix and compared against the apriori ratings for Requirements to arrive at a set

of Target Requirements as shown in Figure 5-34.
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Table 5-33

Top Level Objectives

Objectives

<--- Priority of Objectives

Accuracy

Availability

Coverage
Dependability
Ease of use

Fault tolerance

Integrity

Reliability

Response

Response action

Response speed

Response time

Resources

Route optimization

Route viability

Survival rate

Timeliness

Rating of
Success
Criteria -->

—
N

—_
(e

o]

—_—
w

—_
(9}

(o)}

—_
~

—_
—_

—_
[\S}

|

el

—_—
N

The system
- easily
accessible

The system
- available
when
needed

The system
- quick
response

The system
- provide
correct
responses

10

The system
- easily
useable

The system
- fault
tolerant

The system
- use
resources
efficiently

The system
- capable of
providing
complete
functionality

The system
- robust

The system
- portable

Overall
Rating

224

200

15135]40

80

117

270

30

84

66

120

98

126

136

11

Normalized
Target
Success
Criteria
Rating

16

15

11

17

12

10

13

14

Difference
in Rating
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Target Requirements

Table 5-34
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5.7 Derive and Extract Ranked Quality Characteristics

Based on the discussions with the small group of experts and the qualified responses
given by them, and the responses to the questionnaire developed will be used to elicitate
expert opinion from the more complete set of experts. The results of the survey coupled
with the initial results from the pilot project used to extract the ranked quality
characteristics for the system, which is software in this case. These quality
characteristics are used with the target functions to target quality characteristics to be
used in the final matrix. The target functions are also used in another quality matrix with
identified failure modes to extract target or critical failure modes.

However, as discussed in Chapter 4, Quality Factors in the Pilot Project shown in

Table 4-7, were used to define and prioritize the Quality Characteristics that will be used

in the QFD Model.
Table 5-35 Quality Characteristics
Quiality Factors Score Quiality Characteristics
Reliability of Design 72
Reliability of Developer 60
Fidelity of Design 54 | How ‘Good’ is the design

Flexibility to meet present and perceived

. 41
requirements

Cost of Operation 25 | How usable is the design
Cost of Design 24 | How ‘Good’ is the design
Maintainability 19 | How maintainable is the design
Cost of Maintenance 19 | How maintainable is the design
Design Goodness 13 | How ‘Good’ is the design
Ease of Operation 13 | How usable is the design
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6. Quality Function Deployment Methodology

Building on the success and validation of the process in the pilot phase, this section
outlines the process by which a Quality Function Deployment Model is used as a tool to

extract the Software Quality in terms of the selected Quality characteristics, namely

Requirements, Quality Factors and Metrics for Measurement and Criteria for selection.

As stated earlier, the model will examine the implementation options from a static
point and as a dynamic design, whereby the quality of the software has to be defined in
terms of the four quality factors identified.

e How reliable is the system:

0 technical aspect — can it withstand the load; is it flexible enough to
accommodate a spike in the load; can it be maintained over the
lifetime of the mission; can it perform or is it capable of performing

0 the expertise and experience built into it — how good are the design
decisions; how good is the design; what experience or expertise will
validate the design; how has the risk been mitigated

0 reliability of the design — how often will it fail; what are the different
failure modes; how can they be recovered from; what is the frequency
of failures; how tolerant is the system to faults.

e How ‘Good’ is the design:

o0 fidelity —accuracy and quality of the information received, processed
and delivered

O cost — cost benefits in terms of capability and enhanceability

0 design — is this the optimal design; is it flexible; can it be re-used
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e How maintainable is the design:

0 design options — has it been optimized for maintenance
O cost - can it be maintained in a cost-efficient manner

e How usable is the design:

O case of operation — is it easy to use; can people be trained easily; can it
be re-configured easily

O operational cost — is it cost beneficial to use the system; can it be
operated at low cost; at low power; with lower operator overhead;
increased automation

Each of these four categories have to be measurable and correlated to a Quality
Metric so that the different design options can be compared using a common ranking
scheme. For the demonstration described herein, the conceptual system to be
implemented is described as follows:

“There is a need to implement a software system solution to provide safe routes to a
team of rescue workers to safely and quickly evacuate victims of a natural disaster. This
software solution will be implemented in reliable, efficient computing systems with a
reliable, efficient communication system.”

The stake-holder’s need for a system was decomposed from the descriptive language
used in the objective statement into a set of Top-Level Needs and subsequently into a set

of Target Requirements based on Success Criteria obtained from the analysis of the

responses from the experts to the questioned posed in the questionnaire.
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6.1 Quality Function Deployment

To demonstrate the process flow, we used the top level objective, which is the formal
requirement from the stake-holder. The top-level requirements have been extracted in the
previous chapter, and we are now left with a task of developing a model that will enable
us to achieve our objective, i.e. the means to implement a robust and reliable software
system. QFD directs us to set-up a column of requirements based on this top-level
objective (requirement) that would allow the stakeholder, with or without the engineering
team to arrive at a ‘qualified’ set of requirements stemming form the top level.

Thus, this top-level requirement was decomposed into a set of definable top level
requirements allowed the team, which now consists of the stake-holder (author) and the
engineering team to rank or score on the priority of the requirement.

The next step was to introduce some engineering characteristics, which would enable
system implementation. These characteristics are also evaluated for some measure of
need for the requirement to be met. If the team is very knowledgeable and has a lot of
experience in these types of systems the scoring can be made more granular with 1 being
the lowest and 10 being the highest. The former scoring scheme enabled the field of
experts to be drawn from a list of technical experts in System Design, without biases
towards a specific type of system, and thereby the responses received for scoring the
capabilities have a stronger correlation and could be considered as answers that are more
consistent. Since the respondents are evaluating these capabilities from a purely
technical stand-point, without prior knowledge as to where similar systems have been
used, other constraints were identified to decide between faster responses versus un-

biased capability or functionality evaluation.
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6.2 Road Map for QFD Analysis

Figure 6-1 shows Road Map for the QFD Model, and the following paragraphs
describe the different steps in the roadmap.

Stake-Holder (or Expert Team): The design team, which could be made up of the
Vendors Design Team, Consultants to the Stake-Holder, or the Stake-Holder, and the
Vendor Design Team. This team will analyze the Goals and in collusion with the Stake-
Holder extract Needs for the System

Step (1b) Target Needs: Top Level Needs are extracted from System Need Statement
and listed in column form in the QFD matrix, with the priority from 5 to 1, 5 being the
highest. Across the top of this matrix, Top-Level Objectives are listed with an apriori
rating extracted from the Survey for these objectives. The interaction between the needs
and the objectives produces a list of Rated Top-Level Objectives that are rated and
normalized accommodating the perceived stake-holders priorities.

Step (1) Top Level Objectives: From this System Goal a set of high level objectives
are extracted by either the Stake-Holder or a Team built up of the Stake-Holder and an
Expert Team.

Step (2) Target Success Criteria: The Survey results are used to extract the
normalized ratings for the Success Criteria to be used develop a set of needed
requirements. These Success Criteria are first compared and weighted with the set of
derived Top-Level Objectives, to develop a set of Target Success Criteria.

Step (2b) Apriori Prioritized Requirements: Set of lower level needs that are used to
decompose the needs into measurable entities. Based on the needs the team identified in

(3b) responded to the Survey selected needed requirements.
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Figure 6-1 QFD Model Road Map
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Once these requirements are identified, the requirements are scored through
frequency (how many Survey respondents selected the requirement) and weighted based
on the Calibrated Normalized Performance Weights extracted in (2.1) — (2.6) from the
most important one to the least important and at the same time score the Ranked
Requirements.

Steps (2.1) — (2.6) Calibration of an Expert Team: The Expert Team needs to be
calibrated to ensure that decisions are made with a certain knowledge base and
understanding. In order to do so, a survey is distributed to the Expert Team with seeded
questions to elicitate their responses based on their most pessimistic response, their most
optimistic response and their nominal response. These responses are then fed into the
Classic Cooke [32] Model to extract Performance and Information Weights.

In addition to these seeded responses, the Expert Team is asked to identify their
strengths and weaknesses either through a self-evaluation based on their expertise and
experience working with Software, Hardware and System development and design OR by
evaluating their experience and expertise based on their documented expertise and
experience. These scoring or weights based on experience and then used to weight the
Performance Weights obtained from the Classic Cooke [32] Model to derive Normalized
Performance Weights Based on Experience/Expertise.

Step (3a) Pilot Expert Team: Expert Team, which could be made up of the Vendors
Design Team, Consultants to the Stake-Holder, or the Stake-Holder and the Vendor
Design Team. The Pilot Expert Team (for this research the Pilot Expert Team was
selected from a smaller population) analyzes the Needs (2) and in collusion with the

Stake-Holder extracts Requirements for the System; Extract the Metrics for Measurement
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and the Criteria for Selection of these Metrics to develop Quality Characteristics for
Software Quality to meet the Quality Needs of the Customer.

Step (3b) Expert Team: Expert Team, which could be made up of the Vendors
Design Team, Consultants to the Stake-Holder, or the Stake-Holder and the Vendor
Design Team. This Expert Team analyzes the Needs (2) and responded to the Survey to
enable weighted and scored Objectives, Requirements, Functions, and Metrics for
Measurement and Criteria for Selection of these Metrics to Meet the Quality Needs of the
Customer.

Step (4b) Functionality: List of functions that specify the operations that need to be
performed by the system to meet the Rated Target Requirements. This list of
functionalities is extracted from the responses received to the distributed questionnaire,
and the functionalities are ranked and scored by the team. The responses are weighted by
the Calibrated Normalized Performance Weights extracted in (2.1) — (2.6).

Step (4) Target Requirements: Weighted Normalized Rated Target Success Criteria
are listed in another QFD matrix and compared against the apriori ratings for
Requirements extracted from the Survey to arrive at a set of Target Requirements.

Step (5) Apriori Prioritized Quality Characteristics: Ranked and scored Quality
Characteristics defined in this research to completely quantify and qualify the Quality of
the Software System. These are ranked and scored by the team selected in (3a) by
multiplying the correlation as described in the definitions by the Calibrated Normalized
Performance Weights extracted in (2.1) — (2.6). Figure 6-2 shows the Derived Apriori

Quality Characteristics.
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Step (6) Target Functions: From the Target Requirements, an initial list of Functions

are derived, listed and ranked in the left hand column of the QFD matrix. These

Functions are compared in the matrix with a list of Target Requirements to identify a set

of Target Functions that are weighted appropriately and rated referred to as the Weighted

Target Functions.

Figure 6-2 Derived Apriori Prioritized Quality Characteristics
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Step (7) Target Quality Characteristics: The Weighted Target Functions are listed in

the left hand side of a QFD matrix and compared with Weighted Priority Quality

Characteristics based on the responses from the experts. The resulting scoring was both

normalized to evaluate a ranking, and rated using a weighted method whereby the

influence of the Quality Characteristics is identified. The resulting ‘Weighted’ Quality

Characteristics, are referred to as the Target Quality Characteristics.
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Step (8) Target Failure Modes: Target Functions with the appropriate Weighted
Ratings are compared with Software Failure Modes to identify and track which modes
have a higher probability of occurrence and what effects they have on the perceived
quality. Failure Modes identified from the Survey responses are compared in a matrix
with the Weighted Target Functions. The resulting scoring is both normalized to evaluate
a ranking, and rated using a weighted method, whereby the influence of the Failure
Modes are identified. The resulting ‘Weighted’ Failure Modes are referred to as the
Target Failure Modes.

Step (8b) Failure Modes: Failure Modes identified from the Survey responses.

Step (9) Quality Metrics: Quantified metrics based on the selected functionality
extracted from the distributed questionnaire.

Step (10) Quality of Software: The Target Quality Characteristics and the identified
Critical (Target) Failure Modes are used as the comparators to define an optimal software
product. The Target Failure Modes are first identified as Failure Type so that their
interaction and effects on the different quality characteristics can be more correctly
evaluated. The comparison between the Target Failure Modes and the Target Quality
Characteristics are evaluated and depicts the Software Quality expected from the QFD

Model.
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6.3 Develop Matrix with Requirements versus Functions

From Section 5.6 a set of Target Requirements based on the responses received from
the experts was identified. The responses to selected queries, are identified and ranked.
Table 5 7, Table 5-8, Table 5-9, Table 5-10 and Table 5-11 show the all the responses
received for the un-seeded queries. The analysis developed the set of results shown in
Table 5 12 through Table 5 31.

Based on the pilot project and the authors research a set of Target Quality
Characteristics were identified and presented in Table 5-35. From the Target
Requirements, a set Functions are derived that are needed to meet the requirements as
listed. The most simplistic model is used to derive this functionality since the simplest
model can be analysed faster and better than a more complex model with more than one
alternative method of implementation. The questionnaire suggested a scenario whereby it
was imperative to detect an emergency, process the data and respond to the emergency.
The simplistic model used is then qualified to include environmental, logistical,
maintenance and administrative functions to ensure that not only can the system provide
the functionality, but it also has the capability of being accessible, usable, monitored and
controllable. The initial list of Functions were listed and ranked as shown in Table 6-1.
These Functions were compared in a matrix with a list of Target Requirements to identify
a set of Target Functions that are weighted appropriately and rated as shown in Table 6-
2. This set of Weighted Target Functions is input into QFD matrices with Quality
Characteristics and Failure Modes to extract Target Quality Characteristics and Target

Failure Modes.

125



Table 6-1 Target Functions

Normalized
Ranking | Score Functions
14 13 Ingest Data
22 16 Process Data
17 15 Transmit Data
22 16 Process Transmitted Data
22 16 Process Received Data
4 5 Communicate Information
3 4 Display Data
22 16 Quality of Processed Data
17 15 Quality of Displayed Data
17 15 Quality of Communicated Data
17 15 Interface to Communication Network
17 15 Interface to Operator/User
13 12 Interface to Power System
15 14 Capability to Respond to Emergencies
12 11 Capability to Detect to Emergencies
8 10 | Functionality for Emergency System
8 10 Critical functionality to minimize loss of life, critical services
7 7 Non-criticality functionality to minimize loss property, and information
8 10 | Capability to enhance, expand and restore services
1 | Capability to collect, distribute and analyze information
15 14 Capability to monitor and control system
4 5 Capability to collect, update and validate information
1 | Capability to detect, isolate and restore/maintain service/functionality
8 10 Overall property of critical functions being available
4 5 Capability of being used in all environments
26 17 | Capability of not causing or creating situations that could cause injury or loss of life
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Weighted Target functions

Table 6-2
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Functions
Maintenance
Functions
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Control
Functions
Data Base
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Safe
Optimal
Optimal
Optimal Cost
Optimal
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Portable &
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Overall Rating
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6.4 Develop Matrix with Functions versus Quality Characteristics

The Target Functions with the appropriate Weighted Ratings are compared in a
matrix with the Quality characteristics identified in Section 4.6. The Target Functions
are listed with Weighted Priority based on the responses from the experts and the
comparison in the previous section. The resulting scoring was both normalized to
evaluate a ranking, and rated using a weighted method whereby the influence of the
Quality Characteristics is identified. The resulting ‘Weighted’ Quality Characteristics,
shown in Table 6-3, are referred to as the Target Quality Characteristics determined from

the comparison matrices.
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Table 6-3

Target Quality Characteristics
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Rating of Quality Characteristics --> - 72 60 54 41 25 24 19 19 13 113 -
Ingest Data 19 1 1 1 1 87
Process Data 26 1 1 1 1 1 1 1 149
Transmit Data 20 1 1 1 1 87
Process Transmitted Data 22 1 1 1 1 1 1 108
Process Received Data 24 1 1 1 1 1 1 122
Communicate Information 7 1 1 1 10
Display Data 5 1 1 1 1 1 1 9
Quality of Processed Data 16 1 1 1 1 1 1 1 71
Quality of Displayed Data 11 1 1 1 1 1 1 37
Quality of Communicated Data 18 1 1 1 1 1 78
Interface to Communication Network 25 1 1 1 1 134
Interface to Operator/User 23 1 118
Interface to Power System 17 1 1 1 1 1 73
Capability to Respond to Emergencies 21 1 1 1 1 1 1 1 1 98
Capability to Detect to Emergencies 15 1 1 1 1 1 1 1 1 1 62
Functionality for Emergency System 10 1 1 1 1 1 1 1 1 1 1 25
Critical functionality to minimize loss of life, critical services 12 1 1 1 1 1 1 1 1 38
Non-criticality functionality to minimize loss property, and 6 1 1 1 9
information
Capability to enhance, expand and restore services 4 1 1 1 1 1 1 7
Capability to collect, distribute and analyze information 1 1 1 1 1 1 1 1
Capability to monitor and control system 9 1 1 1 1 1 1 1 1 23
Capability to collect, update and validate information 2 1 1 1 1 1 1 4
Capability to detect, isolate and restore/maintain
. . . 3 1 1 1 1 1 1 1 1 4
service/functionality
Overall property of critical functions being available 14 1 1 1 1 1 1 1 1 1 46
Capability of being used in all environments 8 1 1 1 1 1 1 1 1 1 17
Capability of not causing/creating situations that could cause
o . 13 1 1 42
injury or loss of life
Overall Rating (based on Ranked Priority) 2066417920 8478 1143916950 5112 §2964 J4351 J1820 J1937
Normalized Overall Rating (based on Ranked Priority) 10 7 8 9 6 5 3 4 1 2
Overall Rating (based on Weighted Priority) 88871]33662]34129]149578]28738]19732]10996] 18184]6570 § 7280
Normalized Overall Rating (based on Weighted Priority) 10 7 8 9 6 5 3 4 1 2
Weighted Overall Rating - Quality Characteristics 11 4 > 6 4 3 2 2 1 1
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6.5 Develop Matrix with Functions versus Software Failure Modes

It is imperative to identify critical failure modes with the identified or target functions
to ensure that the all the failure modes have been addressed in defining software quality.

Thus, the Target Functions with the appropriate Weighted Ratings have to be
compared with Software Failure Modes to identify and track which modes have a higher
probability of occurrence and what effects they have on the perceived quality. The
responses from shown in Table 5-13 are then compared in a matrix with the 7Target
Functions. The Target Functions are listed with Weighted Priority based on the
responses from the experts and the comparisons in the previous chapter. The resulting
scoring was both normalized to evaluate a ranking, and rated using a weighted method
whereby the influence of the Failure Modes are identified. The resulting ‘Weighted’
Failure Modes, shown in Table 6-4, are referred to as the Target Failure Modes

determined from the comparison matrices.
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Table 6-4

Target Failure Modes

Target Functions

Algorithm error
[Bad communication
[Bad data input

[Bad environmental data
ICommunication failure

Hardware failure
Inaccurate data
Inaccurate database
[ncorrect data processing.
Incorrect infrastructure data
[ncorrect response
Insufficient resources
Insufficient storage

Lack of data

Lack of redundancy
Logistical errors

Loss of network

Loss of power

[No maintenance
Software failure
Unavailable resources

Rating of Target
Failure Modes -->

.<-—- Ranked Priority of Target Functions
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6.6 Criteria for Selection

The criteria for selection are the results from the matrices that would enable the
decision maker to select the implementation for the software system. Any changes in the
requirements or the quality characteristics would dynamically change the analyses and
the choice may be different based on the results.

It is very important to select these criteria carefully. For instance, a selection criteria
that is based on meeting the schedule for system operations may not always result in the
most functionally reliable system. To ensure that the knowledge and experience of
subject matter experts is included in this selection process, the survey questionnaire will
poll the experts for their reasons for selecting the technology or critical implementation
options and this would remove the bias that the system implementers will have when
producing the system.

The following are the basic guidelines in selecting the criteria for system selection:

a) Are the current critical objectives as specified by the stakeholder being
met by the system?

b) Does the system meet the perceived or predicted need of the system
articulated by the panel of experts, but not by the stakeholder?

c) Are the design paradigm used to implement the system able to sustain the
critical objectives over the lifetime of the current needs?

d) Will the design paradigm used to implement the system be capable of
being re-engineered to meet the perceived or future needs of the
stakeholder?

e) Are all of the above criteria being met within budget and schedule?
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6.7 Selected Metrics and Measurement

For the defined metrics, it is imperative that there are methods for quantitatively
evaluating them with a high degree of repeatability. For the purpose of this exercise, the
most basic equations are used to measure the quantities in an unbiased manner. For
clarity, the four major quality characteristics are repeated with their corresponding
measurement methods as follows:

1. How reliable is the system:

e Flexibility:

Thus Flexibility to meet present and perceived requirements:

Flex = UT.Cy
where,
T = Time, nine months every three years =0.75
Cr = Cost to upgrade Software to enhance capabilities by 10%
= Labor Cost + %age of System Cost
=0.75*200000 + 0.1*3000000 = 450,000
U = Utility function, 10% improvement =1.1

Flex =371,250

e Reliability of Designer:
The Reliability of the Designer based on the Expertise/Experience/Success:
ReZEX = NS% . T/B%

where,
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Ns% = Percentage of successful designs (at least 50%) =0.5
T = Experience in the field (from survey ~ 10 years) =10

B% = Percentage of budget (by experience 10% creep & regression) = 1.1

ReZEX =4.55

Reliability of the design:
The availability of the system to be operational when needed is defined as the
Availability = System Uptime / (System Uptime + System Downtime)
A = Us/(Us + Dy
where, we can re-write the equation for Availability in the following manner:
Availability = MTBF / MTBF + MTTR
A = MTBFs/ (MTBFs +MTTRs)
In the case of a Software System, this means reducing the number of unknown
bugs that can cause failures to a number, which will enable us to achieve the
required Mean Time Between Failures, i.e. between successive System
Downtimes. To improve or decrease the Mean Time To Restore or Repair the
system for software, implies that the restart time of the system after a failure is
minimized. This is achieved through a fault tolerant software system, which can
detect and restore service very quickly, or a fully redundant system that allows the
system to failover to the back-up or stand-by system, while the failed system

restarts within a pre-specified time to meet system Availability requirements.
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The Reliability metric is defined as the propensity of the system to fail over the
lifetime of the system; in this case, we correlate it to the time taken for the system
to fail. Thus, Reliability of a system is defined as the Mean Time to Fail (MTTF).
However, for a system that can be repaired or restored to its original state of
operational stability, this is defined as the Mean Time Between (successive)
Failures. The author has developed a model that takes into account the
executable size of the code; the CPU usage on an operational basis; and the
environment and data that is being processed, to arrive at a more equitable
allocation for defect density and hence the MTBF of the specific application
software. The Fault Density Rate is defined as follows:

Faults per Thousand Lines of Code = FD(t)

FD@®) = Ua + V.3

where,

U = Usage Factor for Level 1 Functionality =1
\Y = Usage Factor for Level 2 Functionality =1
[0} = Level 1 Faults =1.8
B = Level 2 Faults =4.2

The Usage Factors are defined as follows;

uwy=U,+kT =1+ 0.00005.T
Vi) =V, +m.T =1+ 0.000025.T
where,
U, = Initial Level 1 Usage Factor =1
Vo = Initial Level 2 Usage Factor =1
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k = Rate of Change of Level 1 =0.00005
m = Rate of Change of Level 2 =0.000025

T = Time of Operation =T

The Level 1 and 2 Faults are defined as follows;

o = a,*EXP(-uT) = 1.8 * Exp(-0.9*T)

L = P *EXP(-vT) =4.2 * Exp(-0.1*T)
where,
o = Initial Level 1 Faults per thousand source lines of code (KSLOC) = 1.9
Bo = Initial Level 2 Faults per thousand source lines of code (KSLOC) = 4.2
u = Level 1 Fault Reduction Rate (90%) =09
v = Level 2 Fault Reduction Rate (10%) =0.1

The initial expected or predicted values for the Level 1 and Level 2 faults varies
from system implementers and higher the CMMI level of the implementers,
higher the expected software quality, and hence lower the initial inherent faults
within the software applications. From the literature [Musa Book], the mean fault
density at the beginning of system test is six (6) faults per thousand (1000) lines
of source code. This implies that the sum of Level 1 Faults and Level 2 Faults per
thousand line of source code is equal to six;

a, +fo=10
Using this expression for Fault Density per KSLOC in Musa’s Execution Time
Model, the Failure Rate per CPU hour can be calculated as follows:

M) = Bv.EXP(-B.T)
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B =B.®

B = Fault Reduction Factor =0.955

() = Failure Rate per Fault =N o =M FD(t).KS

® = Inherent Faults =FD(t).KS

A = Initial Failure Rate = K.FD(t).KS.r/I

K = Fault Exposure Rate =0.00000042

KS  =Source Lines of Code in thousands =100

r = CPU Speed = 1,000,000,000 Hz

E = Code Expansion Ratio =45

v = Expected Number of Failures = FD(t).KS /B

T = Time of Operation (1 year) = 8640 hrs
Time FDt CSCI - 1
M 100

0 6.00 6429

720 4.44 8692
1440 3.59 10736
2160 3.06 12626
2880 2.66 14498
3600 2.34 16464
4320 2.08 18603
5040 1.84 20974
5760 1.64 23623
6480 1.45 26596
7200 1.29 29937
7920 1.15 33695
8640 1.02 37922

From which the Failure Rate and hence the Mean Time Between Failure for the

Software MTBF = 37,922 Hours
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The Maintainability metric is defined as the property of the system that governs
how long the system is down in the event of a system failure. Thus, the Mean
Time to Restore/Recover from a software interruption is defined as the Mean
Down Time (MDT), which is the maximum time taken to restore the functionality

in the event of an independent software failure or a common mode software

failure.
MDT = P . Trestare + Pemy - Tswiten
where,
P; = Probability of Independent Software Failure =0.99
Trestart = Software Restart Time =0.5 hrs

P.ne = Probability of a Common Mode Software Failure =0.01

Tswiteh = Software Switch-Over Time =1 hrs

MDT = 0.505 hrs

The Fault Tolerant Characteristics of any system are governed by Detection and
Recovery rules. In the case of software systems, it is further qualified to detect
software failures quickly, unobtrusively and recover seamlessly. In evaluating
fault tolerant systems, the ability to recover has the largest weighting. Thus, the
term fault coverage is interpreted as a system’s ability to recover successfully
after the occurrence of a fault. Mathematically fault coverage is defined as the

conditional probability, given the existence of a fault that the system recovers.
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From a list of faults, in the system, identify which faults can be detected, located,
contained and can be recovered from. The coverage factor is a simple fraction for
each of these factors. For example, if # faults from a total of N faults can be
detected, then the fault detection coverage is n/N. In all estimations, it is
important to define which type of faults can occur and estimate the coverage for
each type of fault. It should be noted that the coverage is not constant and in
certain instances, the probability of detecting faults can increase with time.
Common Mode Failures apply equally to all instances of the active hardware or
software, thus in redundant systems, the recovery is through a backup string.
Thus, it is important to measure the time taken to detect a failure of the primary
software application; locate and isolate, if necessary, the cause of the failure;
initiate the recovery of the function provided by the application software; and
restore the functionality of the system. The metrics for measurement for the
system would be the Failure Rate component due to the Fault Tolerant Capability
of the system.

If the hardware failure rate is very much greater than the software failure
rate, this metric can be approximated as follows:

FT, =NC,y. FRy + Cpy. FRy,

where:
FRys = System Failure Rate = 1/MTBFgys =0.001704545
FTss = System Fault Tolerance
NCo = Probability that redundant system is unavailable to recover from failure

=0.05
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Cnt = Common Mode Probability =0.01

FR,w = Software Failure Rate = 1/MTBFgw = 2.63696E-05

FTSW = 855E—05

. How ‘Good’ is the design:

Fidelity:

The fidelity of the design is defined as the accuracy and quality of the information
received, processed and delivered. The metric is measured as Performance
Quality and defined as data processed per unit time and is expressed as a function

of the processing rate, error rate and reliability.

Q= (aD;-D,/e)y = (a.D;- E).b.R = (a.D; - E).b.Ko.t

As a percentage,

Performance Quality = Q/ D;
where,
D;j = Input data in bytes per second =2,000,000,000
e = Number of errors in a 1,000,000 bytes = 1,000
E = Error bytes per second = D; /e = 2,000,000
n = Efficiency, proportional to Reliability =b.R =0.87657753
b = Percentage of requirements met =09

Ko = Failure Rate (failures per unit time) = I/MTBFgw = 2.63696E-05

t = Test time (hours) = 1000
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R =Reliability = f(Ko.t) = EXP(-Kq.t) =0.973975033

a = Criticality or Importance constant from 0 to 1 =0.9

Performance Quality Q = 0.79

e Cost of Design:

The cost of design is expressed in terms of capability and the capability to be

enhanced.

Design Cost Cp = Cs + Cy/E
Where,
Co = Total Design Cost
Cs = Cost of Required Design (from the analysis) = 3,000,000
Cx = SLOC Cost for Enhancement ((100,000 SLOC) @ 10 SLOC per

day)*$200,000/250 days)

= 8,000,000

E = Enhancements (Note: New functionality) =10

Design Cost Cp = $3,800,000

e Design Goodness:
Described in terms of the design optimality, flexibility and re-usability.
Gs=kF+eF+ulF

where,
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k.F = Optimality of the design

k = How much of the Design is met (i.e. k from 0 to 1.0) =0.95
e.F = Flexibility of the design

e = How much creep can be accommodated (i.e. e from 0 to 0.5) =0.5
u.F  =Re-Usability of design

u = How much is re-used /re-usable (i.e. from 0 to 0.5) =0.5

Design Goodness Gs = 1.95

4. How maintainable is the design:
e Maintainable:
Costypr = RScost + RPost
Where,
RScost = Cost of building in Restore Time = 25% of Total Cost = $750,000
(building redundancy for software to minimize restore)
RP ot = Cost of building in Repair Time = 10% of Total Cost

(software to minimize in-house maintenance cost) = $300,000

Costypr = 81,050,000

e Maintenance Cost:

Preventive Maintenance and how often it is required; and Software Upgrades,

how often they have been prescribed.
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CoStimaint = Com - fom - t + Cug . fug - q

where,
Cpm = Cost of Preventive Maintenance (PM)
= Cost per Maintenance Action per hour = $100
fom = Frequency of PM = 3 times per year = 3
t = Time = 2 hours per subsystem (12 SW systems) = 24

Cuwe = Cost of Upgrades

= Upgrade 1% of SLOC per instance, 1000 SLOC = $80,000
fie = Frequency of Upgrades = 2
q = Number of Upgrades = 2

Costyaint = 8327200

. How usable is the design:
Usable:
Ease of operation is a metric that is most often misconstrued because developers
tend to consider everyone to have the same perceptions and intuition in using
software system. In reality this is not so, the average user of a software system
tends to look expect a modicum of simplicity in using the system. Hence the
question, is it easy to use?
Based on the heuristics described in Chapter 3:

Ul=D;+P;

where,
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Ul = User Interface
D; = Percentage of Display Heuristics met = 0.95
P; = Percentage of Procedural Heuristics met = 0.99

The other metric used to evaluate the ease of operation is the capability metric.

C=P.+R.
C = Capability
P, = Percentage of Display Requirements met = 0.95
R, = Percentage of Response Requirements met = 0.99
Ul = 1.94
C = 1.94

Operational Cost:

This metric therefore is the extent to which the manual and automated interaction
is built into the system. Effectively, is it cost beneficial to use the system? Can it
be operated at low cost, at low power, with a lowered operator overhead, and with

increased automation?

M=T. Opy,
where,
M = Cost of Manual Operations per specified Time Period
T = Cost of Man-hours per specified Time Period
= 3 times per year, 12 systems, 6 hours per system = $21,600
Opm = Proportion of Operations requiring Manual Interaction = 0.25
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and,

A=C. Op,
A = Cost of Automation
C = Cost of Man-hours needed to implement Automation
= Cost of designing automation software = $2,500,000
Op. = Proportion of Operations automated = 0.75
M+A4= 81,880,400

6.8 Derive and Extract Quality Software

The Target Quality Characteristics and the identified Critical (Target) Failure Modes
are used as the comparators to define an optimal software product. It should be noted
that the derived quality properties give rise to a software product with optimal quality for
the system objectives identified. If the system objectives are changed, these properties
will change as different functionality has been ranked higher than the original selections.

The Target Failure Modes are first identified as Failure Type so that their interaction
and effects on the different quality characteristics can be more correctly evaluated. Table

6-5 and
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Table 6-6show the interaction between the different failure mode types and their

interactions with the Target Quality Characteristics. Once the Failure Mode Types are

correlated with the Target Quality Characteristics, the comparison between the Target

Failure Modes and the Target Quality Characteristics are evaluated and shown in Table

6-7. Finally, by comparing the results from Tables 6-5, 6-6 and 6-7. Table 6-8 depicts

the Software Quality expected from the QFD Model.

Table 6-5 Failure Mode Types
-qé £ o | § = B @
- = g o0 LE £ g 2 g ol S5
Failure Mode Types o = £ © d sl E&] & S 2l &8
] 2|12 2| =|s¢el23 R EELE
El 2| 3|3 | & |EE|28| 2| 2 |28|2¢2
Algorithm error 33 1 1 1 12
Bad communication 97 1 26
Bad data input 68 1 1 1 22
Bad environmental data 42 1 1 1 14
Bad response time 3 1 1 1 4
Communication failure 65 1 21
Human error 3 1 5
Hardware failure 50 1 17
Inaccurate data 58 1 1 1 1 19
Inaccurate database 19 1 1 10
Incorrect data processing. 75 1 1 1 24
Incorrect infrastructure data 13 1 1 1 9
Incorrect response 0 1 1 1 1
Insufficient resources 71 1 23
Insufficient storage 2 1 3
Lack network capacity 13 1 7
Lack of data 47 1 1 16
Lack of redundancy 44 1 1 15
Lack server capacity 13 1 8
Logistical errors 1 1 1 1 2
Loss of network 27 1 1 1 11
Loss of power 59 1 1 20
No maintenance 35 1 1 13
Sensor failure 5 1 1 6
Software failure 58 1 1 1 1 1 18
Unavailable resources 86 1 25
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Table 6-6 Interaction of Failure Mode Types with Software Quality
Characteristics

=

= | & z
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Failures per Type 170 | 185 0 | 322 170

Reliability 455
Developer 384
Fidelity 384
Flexibility 587
Cost of Design 295
Design Goodness 649
Maintainability 626
Cost of Maintenance 537
Ease of Operation 649
679

Cost of Operation




Table 6-7

Weighted Overall Software Quality Characteristics

[=] ° =] » =]
g g 3 g ey g "%
B9 |5 |82 |eo|E |2 |2 g| 2| &
Quality Software 59 2 zols |z5 ) A i gl & )
vd 28282 |25l |8 |2 |85 & | &
Weighted Qv_erall Rating of Target Quality 11 4 5 6 4 3 2 2 1 1
Characteristics -->
Algorithm error 33 1 1 1 1 1 1 1 1
Bad communication 97 1 1 1 1 1 1 1 1 1 1
Bad data input 68 1 1 1 1 1 1 1 1
Bad environmental data 42 1 1 1 1 1 1 1 1
Bad response time 3 1 1 1 1 1 1 1 1
Communication failure 65 1 1
Human error 3 1 1 1
Hardware failure 50 1 1
Inaccurate data 58 1 1 1 1 1 1
Inaccurate database 19 1 1 1 1 1 1
Incorrect data processing. 75 1 1 1 1 1 1 1 1
Incorrect infrastructure data 13 1 1 1 1 1 1 1
Incorrect response ) 1 1 1 1 1 1 1 1
Insufficient resources 71 1 1 1
Insufficient storage 2 1 1 1
Lack network capacity 13 1 1 1
Lack of data 47 1 1 1 1 1 1 1
Lack of redundancy 44 1 1 1 1 1 1 1
Lack server capacity 13 1 1 1
Logistical errors ) 1 1 1 1
Loss of network 27 1 1 1 1 1
Loss of power 59 1 1 1 1
No maintenance 35 1 1 1 1
Sensor failure 5 1 1 1 1
Software failure 58 1 1 1 1 1 1 1 1
Unavailable resources 86 1 1
Overall Rating ‘ 4293 | 2095 | 2242 | 4302 | 2636 | 1102 | 1178 | 1213 | 656 | 698
Normalized Overall Rating e o 6 7 10 8 3 4 5 1 2

WeightedOveraIIRating-SoftwareQuaIity-l 7 ] 3 3 7 4] 2 2] 2]1]1]
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Table 6-8 Software Quality
Weighted Overall Rating —
Software Quality

Failure Effects on SW Quality 455 | 384 | 384 | 587 | 295 | 649 | 626 | 537 | 649 | 679
Characteristics

Software

Quality
Ratin

Reliability of Design 2979
— Availability
Reliability of Design
— Reliability
Reliability of Design -
Maintain Service
Reliability of Design -
Fault Tolerance

2979

2979

2979

Reliability of 1227

Developer

| Fidelity of Design

Flexibility to meet 3851
present and perceived

requirements

I 1125 I

965

| Cost of Operation

| Cost of Design

| Maintainability

| Cost of Maintenance

| Design Goodness 649

723
723

Ease of Operation
Ease of Operation

1561



7. Analysis and Results

The analyses of the QFD will essentially define software quality for the defined
system objective. To further refine the model and introduce external variables into the
analysis, it is essential that the research areas be qualified and described as to how they
could affect the results of the model. The research plan is bold in its goal and it does

require the guidance of the advisor. Succinctly it will involve the following:

7.1 Correlate Stakeholders needs for a Reliable system

Warrington & J1s [8] derived reliability requirements, using a QFD approach, based
on stake holder goals by correlating the derived functional requirements through
performance and capability metrics to reliability and maintenance requirements. Yang &
Kapur [11] in 1997 outlined a reliability function deployment approach based on QFD to
define the reliability of a product based on continues customer evaluation and introduces
the aspect of robust design to improve reliability over time. These extensions to
incorporate the reliability and other uncertain metrics into the equation or should I say
evaluation metrics in QFD, enables quantify the design alternatives even if they are on a
relative basis.

The responses to the survey given to the set of experts to define and rank their factors
for a reliable software system, is now used to correlate the stakeholders needs for a
quality software system. This definition of these attributes is used to select the metrics
for measurement, and the ranking of these attributes will permit weighting the metrics in
terms of criticality, and hence the options for implementation. The use of an operational

profile [18] in evaluating software reliability was used to quantify this software reliability
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metric. The added cost metric of maintaining and restoring complex software [22] has

been identified by far as the most expensive cost element in re-engineering.

Table 7-1 summarizes the metrics derived from the calculation process outlined in

Section 6.
Table 7-1 Metrics Calculated from Realizations
Quality Quality Definitions and Evaluations Metrics

Reliability of Design - . . .
Availability Uptime /Uptime + Down Time 0.9999867
Rehabmty of Design - Mean Time Between Outages 37,922
Reliability
Reliability of Design - oy
Maintain Service Restart of SW applications 0.505
Reliability of Design - Detect and recover from SW failures 8.55E-05
Fault Tolerance
Reliability of (%oage of success) x ((yrs of experience) / %budget) 455
Developer =0.5*10/1.1 )

Performance of SW = (Criticality*Data Rate - Errors per
Fidelity of Design sec).Efficiency*Reliability 0.79

= [(0.9%2,000,000 -2,000)*0.8766]/2,000,000,000
Flexibility to meet . .

. Utility * Cost of Change * Time
pres§nt and perceived — 1.1 * 450000 * 0.75 371,250
requirements
. Manual Ops Cost * Automation Cost* Automated Ops
Cost of Operation — 5400 + 1875000 1,880,400
. Cost of Improvement = SW Cost + Enhancement Cost
Cost of Design — 3,000,000 + 8,000,000/10 3,800,000
e Cost to build in Restore Service + Cost to build for Repair
Maintainability ~ 750,000 + 300,000 1,050,000
Cost of Maintenance | Cost of PM + Cost of Upgrades = 7,200 + 320,000 | 327,200
. %age Functions + %age Flexibility + %age Re-Usability
Design Goodness —0.95+ 05+ 0.5 1.95
. User Interface (%Display Heuristics + %Process Heuristics)

Ease of Operation ~ 0.95+0099 1.94

Capability (%age Requirements Met + %age Responses
Ease of Operation Met 1.94

=0.95+0.99
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Most of the expert responses tended to agree with the realizations, at least in the order
of magnitude. Responses to the questions B-4, B-6 and B-9 were the three responses,
which demonstrated the greatest divergence. Table 7-2 shows the responses to the
unseeded queries and their responses. The ‘bold’ responses identify these responses.

The responses that are ‘underlined’, are identified as though being more than an order of
magnitude in value, they only affect one Quality Factor.

Table 7-2 Responses to Influential Unseeded Queries

Queries Realizations Survey
A2 Accuracy Response
Reliability/Availability Accuracy
Response Reliability/Availability
A3 Communication Failure & Bad Communication Data
Bad Data Input Communication
Lack Of Data Incorrect
Incorrect Data Proc. & Response Insufficient
Al3 Star/Grid Star/Grid
z 2.1
Al4 Stand-Alone/Mains Stand-Alone/Mains
1.95 4.92
B1 Robust/Efficient Robust/Efficient
5 491
B3 Content/Adaptive Content/Adaptive
5 3.29
B4 Response/Accuracy Response/Accuracy
0.2 1.05
B5 Stand-By Mains/Redundant Stand-By Mains/Redundant
1.5 2.54
B6 FT/Parallel FT/Parallel
1.64 0.73
B8 Detection Equal 0.28
Detection 0.21
B9 Detect - 10 Transmission Integrity - 6
Transmit -7 Detection Integrity - 5
Process - 5 Processing Integrity - 4
Detect Integrity - 3 Transmission - 3
Transmit Integrity - 2 Detection — 2
Process Integrity - 1 Processing — 1
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Finally, the effect of increasing the specifications for these responses on the Software
Quality is qualitatively identified as shown in Table 7-3 and quantitatively analyzed in
sub-section 7-2.

Table 7-3 Qualitative Effects of Varying Metrics

A\ N N AN AN A\ AN AN A\ AN N
Dependant on § 4
Queries -> s 2 s 2 =
> = = >
2 Y £= 8 _ el E 2 2 g
c |5 |58lg |2 [25|2 |3 | & |2l
. 5 g s=| B = = 2 5 S | 5
Software Quality 8 7 =S| = = 55| & 2 = SE| B
& e E s & & aal S e 5y w & 28
Rehablhty of.]?es1gn v v A v A v A A v
- Availability
Reha.blh.ty of Design v v v A v A A v
- Reliability
Reha.blhjcy of D§s1gn v v A v A v A A A
- Maintain Service
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155




It should be noted that at this stage it is assumed that no emergency system exists and
the specifications used to measure the quality are based on the published and broadcasted
information on how soon the response teams have reacted to an emergency and the
quality of the response.

The top row indicates that when the Responses to Dependent Queries are increased in
magnitude, the effect on the Software Quality is indicated by the color and symbol

signifying that either the specific Software Quality factor has improved, i.e. “ [ ; or got

¢ 99

worse, 1.e. . The color ‘pink’ is used to signify that it has got worse, and the color

‘green’ is used to signify that it has got better.

7.2 Software Quality Sensitivity to Quality Metrics

The next logical step in the analyses was to determine the sensitivity of the Software
Quality to the selected and measured metrics. To demonstrate the working of this model,
it is assumed that the stakeholder wants to increase the response from 60 minutes to 120
minutes. The effect of this change is seen to directly affect the Availability, Software
Restart Time, and Cost of Operations, Building Maintainability, and Cost of
Maintenance. Table 7-4 and Table 7-5, depict these changes.

In Table 7-4, the Software Quality evaluated in Table 6-8 is weighted to denote a
Weighted Software Quality, and shown in the column on the right. Furthermore, it is
assumed that this Software Quality is the targeted quality based on the responses from the
experts and the needs of the stakeholders. Thus, the sum of the Weighted Software
Quality Factors gives a overall score for the Software Quality to be expected. The effect
of increasing the response time, in other words relaxing the constraint that the response

has to be achieved from 60 minutes to 120 minutes. The new metrics are calculated and
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shown in Table 7-5, together with the new overall score for Software Quality. The
change in the overall score is a quantitative indication of the expected change in Software
Quality due to a change in the stakeholders needs. There is, however a cost advantage
associated with the decrease in the Availability and Maintain Service Quality Factors.

Table 7-4  Weighted Software Quality

Weighted Overall Rating — Software Quality 7 3 3 7 4 2 2 2 1 1
Failure Effects on SW Quality Characteristics 455 384 384 | 587 | 295 | 649 | 626 | 537 | 649 | 679
Software Weighted
Quiality Software
Rating Quality
Reliability of Design — Availability 7 2979 4.59
Reliability of Design — Reliability 7 2979 4.59
Rellqblllty of Design - Maintain 7 2979 459
Service
Reliability of Design - Fault Tolerance 7 2979 4.59
Reliability of Developer 3 | I 1227 | 1.89
Fidelity of Design 3 l:su’l 202
Flexi‘bility to meet present & perceived 7 3851 593
requirements
Cost of Operation | 4 | 1186 1.83
Cost of Desian | P 1090 1.68
Maintainabilitv | P 1125 173
Cost of Maintenance | 2 | 965 1.49
Desian Goodness | 1 | | 649 | 1.00
Ease of Operation 1 723 1.11
Ease of Operation 1 723 1.11
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Table 7-5

Direct Effect of Changing Response from a Selected Query

Weighted Overall Rating — Software Response
Quality
Failure Effects on SW Quality 120 mins.
Characteristics
Software | Weighted | Measured ‘New’ Percent ‘New’
Quality | Software Metrics Measured | Change | Weighted
Rating Quality Metrics in SW
Metrics | Quality
Reliability of Design — U 459 | 09999867 | 0.9999864 | 1.98% | 4.50
Availability
Reliability of Design — l 459 37022 | 37,922 459
Reliability
Reliability of Design - / 459 0.505 0515 | 1.98% | 450
Maintain Service
Reliability of Design - Fault 7 459 8.55E-05 8.55E-05 459
Tolerance
Reliability of Developer | 3 1.89 4.55 4.55 1.89
Fidelity of Design | 3 2.02 0.79 0.79 2.02
Flexibility - meets f 5.93 $371,250 | $371,250 5.93
present/future requirements
Cost of Operation | 4 1.83 $1,880,400 | $1,632,560 | 13.18% 2.07
Cost of Design | 2 1.68 $3,800,000 | $3,800,000 1.68
Maintainability | 2 1.73 $1,050,000 | $750,000 | 28.57% 2.23
Cost of Maintenance | 2 1.49 $327,200 | $167,200 | 48.90% 2.21
Designh Goodness | 1 1.00 1.95 1.95 1.00
Ease of Operation 1 1.11 1.94 1.94 1.11
Ease of Operation 1 1.11 1.94 1.94 1.11
Overall Weighted Quality Score: 38.15 39.43
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This advantage depicted as a direct effect on reducing the response time from 120
minutes to 60 minutes. There are also indirect effects as seen qualitatively, denoted by
the ‘pink’ cells, in Table 7-3. The quantification of these factors is estimated using the
following assumptions:

1. The Ease of Operations, from a user interface point of view, is not affected
since the proportion of the display and processing and the heuristics thereof
are not affected. Since all requirements and responses are met, albeit slower,
are still implemented, the capability aspect of the Ease of Operations is not
affected.

2. Cost of the Design has not changed, and the change if any is negligible, since
all requirements still have to be met and hence code has to be written.

3. The Reliability of the Developer and Fidelity of the Design are not been
affected since the accuracy aspect of the system has not been affected.

4. The Flexibility of the system is unaffected, because this factor is based on how
much of the requirements have been met.

5. The Reliability of the system and the Fault Tolerance are affected only if the
change in the paradigm used to implement the response time code resources
the burden of performance on these two quality factors. For this analysis, it is
assumed that:

a. Fault Reduction Rates are changed. Hence, the calculated value for
Reliability and the Fault Tolerance change.
The overall effects on Sofiware Quality from the direct and indirect effects are shown

in Table 7-6.
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Table 7-6

Direct and Indirect Effects of Changing Response from a Selected

Query
Weighted Overall Rating — Software Response
Quality
Failure Effects on SW Quality 120 mins.
Characteristics
Software | Weighted | Measured ‘New’ Percent ‘New’
Quality | Software Metrics Measured | Change | Weighted
Rating Quality Metrics in SW
Metrics | Quality
Reliability of Design — f 459 | 09999867 | %9733 | 1419% | o065
Availability
Reliability of Design - ! 459 gk o
Reliability
Rel!abll_lty of Design - 7 459 0.505 0.515 1.98% 450
Maintain Service
Reliability of Design - Fault 7 459 R 55F-05 8.57E-05 0.25% 458
Tolerance
Reliability of Developer | 3 1.89 4.55 4.55 1.89
Fidelity of Design | 3 2.02 0.79 0.77 | 2.14% 1.98
Flexibility - meets _ 7 593 $371.250 $371,250 593
present/future requirements
Cost of Operation | 4 1.83 $1,880,400 | $1,632,560 | 13.18% 2.07
Cost of Design | 2 1.68 $3,800,000 | $3,800,000 1.68
Maintainability | 2 1.73 $1,050,000 | $750,000 | 28.57% 2.23
Cost of Maintenance | 2 1.49 $327,200 |  $167.200 | 48.90% 2.21
Design Goodness | 1 1.00 1.95 1.95 1.00
Ease of Operation 1 1.11 1.94 1.94 1.11
Ease of Operation 1 1.11 1.94 1.94 1.11
Overall Weighted Quality Score: 38.15 33.46
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7.3 Validate Model - Existing Systems, Lessons And New Concepts

To validate the model, the QFD process is applied the development of a ground-based
telemetry processing system. The design options selected and the quality metrics and
evaluation thereof are compared to a similar system that was designed and implemented
at a NASA facility. The intention of the analysis and comparison is to elucidate the
advantages, both in cost and schedule, of using this design model over the ad hoc
approach that was selected originally. It must be pointed out, that the design was

subsequently re-engineered and optimized..

7.3.1 Application of QFD Model to Implemented Design

Applying the Software Quality QFD Model to the implemented design required
depicting the system functionally and identifying the software subsystems.

The Packet Processing System, referred to as System A, was essentially designed to
be a multi-mission ground support system, and the paradigm that was laid out was the
ease of expandability of the processing elements with the addition of more CPU-based
computing elements. The cost performance benefits of the system quickly eroded when
the newer missions announced higher data rates. The analyses documented in the
following paragraphs describe the actual results from system test, integration test, and
acceptance test. In some cases, the results are from actual operational scenarios.
However, the author must preface the preceding paragraphs with the statement that while
some of these results have been recorded and are available for public scrutiny, some

results are not, due to the records being unavailable. In these cases, the author has
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interviewed the personnel associated with the test, re-engineering, development and
configuration management of the systems under evaluation.

Figure 7-1 illustrates the basic architecture, where the Front End and Packet Data
Processor elements may contain more than one CPU element, for example, three

processors at the Front End and three work stations sharing the back end load.

Figure 7-1 Architecture of System A
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The information contained in this section has been obtained from the Technical
Performance & Measurement Report [23], May 1995. In addition to the results
documented, the author discussed the technical malfunctions with the System Tests

Engineer, System Software Engineer, Project Management Personnel and the System
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Hardware Engineer. The author being on the development team in the early stages of the
design has also imparted his own knowledge in the evaluation.

It should be noted that the following were the system limitations that currently existed
or which had not been verified for System A at the time the performance runs were done.

1. Testing of all System fail-over capabilities was not been completed during this
period. Major untested features of this capability being the logging and
recovery of data for the subsequent generation of Quick Look and Level Zero
products.

2. System A did not meet the 10 MBPS data rate requirement; however, it met
the near-term data rate/throughput consistent with the SWAS, XTE, SOHO,
and HST mission demands.

The following capabilities were not exercised during the Technical Performance
Measurement testing. This, however, did not affect the overall evaluation of the system
in terms of performance.

1. The capabilities required supporting the Hubble Space Telescope mission.

2. The schedule processing and its hardware interfaces. The NCC limited the

block rate to one block per second, at which was successfully processed by
System A.

3. The dynamically controlled output buffer on the Real Time Output System
Processor (RTOS).

For the near-term, the minimum acceptable performance levels for this Release of the

System (Hardware and Software) were driven by the missions that it must support, i.e.

SWAS, SOHO, and XTE missions.
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The functional architecture is depicted in block diagram format shown in Figure 7-2.

Figure 7-2 Functional Architecture of System A
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The following four performance parameters, Table 7-7, were identified as critical to

the success of this release of System ‘A’ Hardware and Software in order of importance:

Table 7-7 Critical Needs for System - A

Critical Needs Importance | Rating
Real Time Transfer Rate 1 10
Data Capture Rate 2 9
Quick look Product Generation throughput and response time 3 8
Routine Product Generation throughput and response time 4 7

Front End Subsystem: The requirement of the front end subsystem is to ingest the

digital data stream that is input, recognize the sync mark, correctly decode and correct if

necessary any transmission errors, and pass through the data stream to the back-end

processing element together with the quality information garnered from the front-end

functions.
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The functional elements are listed in Table 7-8; in addition, the Front-End Subsystem
functional elements identified for comparison are highlighted.

Table 7-8 System A - Functional Description

System A
Sub- Functionality Elements
system
S1 Matrix Switch HW Select
S2 Front-End System HW synchronizes & corrects data

HW monitors data

SW maintains quality accounting
HW outputs data

HW provides interface

SW controls data output interface

S3 FDDI Network HW provides interface
SW implements interface

S4 Packet Processing HW provides interface

SW controls interface

SW decodes and corrects input data
SW processes input data

SW stores data

HW provides storage

SW processes output data

SW outputs the processed data

HW provides compute power

S5 FDDI Network HW provides interface
SW implements interface

S6 Real-Time System HW provides interface

SW controls interface

SW processes RT input data
SW outputs the RT data

S7 Distribution System HW provides interface

SW controls interface

HW provides tape storage

US Postal Service delivers tapes
SW monitors communication

S8 Control System HW provides interface
SW controls interface
HW provides compute power

S9 Accounting System HW provides interface
SW controls interface

HW provides compute power
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The Front End Subsystem of System-A is composed of three hardware elements that
will ingest the data, perform the synchronization, decoding and correction while making
available the counts of quality statistics. The software elements are responsible for the
set-up, control and monitoring of these tasks and quality accounting thereof.

To demonstrate the application of this model, the top-level requirements of the Front
End System for the system are evaluated as shown in Table 7-9, where a score of 1 is the
lowest and 10 is the highest.

Table 7-9 Front End System Evaluation

Function Element System Score
Ingest data correctly 100 100 10
Synchronize data stream 90 80 9
Maintain quality statistics 40 30 4
Transfer data from Ingest to detect/ decode/correct 100 90 10
CRC Decoding/Detecting 100 100 10
Reed Solomon Decoding/Detecting 100 100 10
Reed Solomon Correction 100 100 10
Deliver data from detect/decode/correct 30 20 3

These scorings are used in a QFD model and compared against the top level needs of
System ‘A’ as listed in Table 7-7. The comparison matrix in Table 7-10 shows the
overall ratings for the top-level requirements when compared with the priorities for the
top-level needs of the system. The weighted overall ratings were then calculated.

The target requirements are next compared against the functionality or quantitative
HOWs needed to meet the target requirements. Table 7-11 describes the relationship
between the functionality required and how well it meets the requirements. The
functionality metrics are measured against known data, and in this case against the

desired target requirements specified by the stake-holders in section 7.4.3.
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Table 7-10  Target Requirements for Implemented Telemetry System
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Table 7-11  Target Functionality for Implemented Telemetry System

- 2
N 5} Q &
— = 5| @
2 Sz £l | 2|8
~ | 2| E|l&S| 2| ¥ | E| 2
>| E| & £ S| 2| 2| Z
S| £35S | 2|58 8| 8| & 2
ElS 13| 2|62 5| 3 |35|Z
sl T 2|5 |25 2| 5| 2| E
3 S n g |3z = 2 5 = 2
= g - B 2 I & 2 ) s
o | = 5h g | 82| & s o <3
S| A = 2 |2 & = ) ©
Ingest data correctly 2.3 9 9 9 3 6 6 9 6
Synchronize data stream 1.8 6 9 6 3 3 6 9 6
Maintain quality statistics 11 3 3 6 6 6 6 6 9
Transfer data to detect/ decode/correct 1.8 6 9 6 6 9 6 6 6
CRC Decoding/Detecting 2 9 9 6 9 6 6 6 6
Reed Solomon Decoding/Detecting 15 9 9 6 9 6 6 6 6
Reed Solomon Correction 15 9 9 6 9 6 6 6 6
Deliver data from detect/decode/ correct 1 6 9 6 6 9 6 6 9
Implemented Overall Rating 974 | 111 | 855 | 81.3 | 81.4 | 785 | 91 | 849
Implemented Weighted Rating 0.87 10991 0.76 | 0.72 | 0.72 | 0.70 | 0.77 | 0.72
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7.3.2 Application of QFD Model to a Ground-Based Telemetry System

The objective is to develop a telemetry processing system. Ground-Based Telemetry
Systems are used to ingest telemetry data down-linked from satellites; extract the data
from the down-linked data and deliver the data products to the Principal Investigators.

The QFD model analyzed in this research entails the ranking or scoring of the
requirements needed to meet the objective. A similar questionnaire was developed and
circulated amongst was handed out to a group of 10 engineers with varied backgrounds
(System Test Engineers, System Software Engineers, Project Management Personnel and
the System Hardware Engineers) to determine the most critical needs of the telemetry
system.

The consensus, shown in Table 7-12 from selected experts defines the most critical
WHATS as follows: WHAT concerns the Customer?

Table 7-12  Critical Needs for Telemetry System

Critical Needs Priorities
Good Data Product 8
No Data Loss 9
Good Processing Speed 7
Affordable 7
Easily Maintainable 5

These critical WHATS are next compared against the Requirements to achieve at a set
of Target Requirements. Since the validation is confined to the Front-End Subsystem of
the Telemetry System, the top-level requirements listed in Table 7-8 are used to compare
the critical WHATSs. The comparison matrix in Table 7-13 shows the overall ratings for
the top-level requirements when compared with the priorities for the top-level needs of

the system. The weighted overall ratings were then calculated.
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These weighted overall ratings prioritized and identified the target requirements
needed for the next step in the QFD comparison matrix, as shown in Table 7-13 . It
should be noted that the functionality is chosen based on the metrics needed to measure
the quality of the function being implemented to achieve the quality required.

Table 7-13  Target Requirements for Telemetry System

o [ || o [ |Transfer data from Ingest to detect/ decode/correct

o [ || o[ |Reed Solomon Decoding/Detecting
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Good Data Product 8 9 6
No Data Loss 9 9 9
Good Processing Speed 7 9 9
Affordable 7 6 6
Easily Maintainable 5 3 3
Overall Rating 273 249 108 282 273 276 276 98
Weighted Rating 279 | 254 | 110 288 279 282 282 1.00

High bit error rates introduced by the system would degrade the quality of the output
product. However, the criterion for fidelity of the output product is driven by the
Principal Investigators. Thus, an experiment to measure the intensity of color from a
distant star may be allowed to vary not more than five percent, but the size of the star
may be allowed to vary by ten percent. Similarly, the resolution of an image may be

grainier if it is extracted and delivered in real-time. Whereas, an image delivered after 24
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hours of data extraction and processing may require the system to produce an image of
higher resolution.

The target requirements are next compared against the functionality or quantitative
HOWs needed to meet the target requirements. Table 7-14 describes the relationship
between the functionality required and how well it meets the requirements.

Table 7-14  Target Functionality for Telemetry System
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Ingest data correctly 281 9 9 9 3 6 6 9 6
Synchronize data stream 251 6 9 6 3 3 6 9 6
Maintain quality statistics 11] 3 3 6 6 6 6 6 9
Transfer data to detect/ decode/correct | 2.9 6 9 6 6 9 6 6 6
CRC Decoding/Detecting 281 9 9 6 9 6 6 6 6
Reed Solomon Decoding/Detecting 281 9 9 6 9 6 6 6 6
Reed Solomon Correction 281 9 9 6 9 6 6 6 6
Deliver data from detect/decode/correct | 1 6 9 6 6 9 6 6 9
Overall Rating 143 | 162 | 121 | 122 | 116 | 112 | 128 | 119
Weighted Rating 127|144 107 | 1.08 | 1.04 | 1.00 | 1.08 | 1.00
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The functionality metrics are measured against known data, thus the resolution of an
image of a land mass on earth is compared against an archived image of the same land
mass and the resolution is given a relative rating based on the archived information.
However, if the archived information was of lower resolution, then the new image is
rated as how much better it is than the current telemetry processing system. In a similar
manner, the other metrics can be quantitatively obtained.

The weighted overall rating can be quantified; however, since this exercise is to
compare the new design paradigm against the implemented design, the comparison of the
weighted overall ratings correlated to the actual Technical Performance Measurements of

the implemented System A will validate the model.

7.3.3 Validation of Modeling Paradigm

The relevant selected Technical Performance Measurements for the requirements and
the implemented System A are shown in Table 7-15. Three potential problems were
exposed during this testing;

1. Time between the RTOS and Front-End System was not synchronized.

2. The delay between RTOS data receipt and RTOS data transmit exceeds the

allocated RTOS real time throughput delay requirement of 1 second for all

sessions, and averaged 8 seconds.

3. The time between session termination and new session start for the same
mission and using the same configuration, took more than 2 minutes after
LOS for at least three sessions). These times were evidenced when observing

acquisition session monitor and the FE window simultaneously.
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In addition, an operational problem was also identified, one of latency. Front End
(FE) turn-around time means the latency with which subsequent sessions can be
scheduled on a single FE. If data for a following session started too close to the end of a
previous session, the FE did not terminate the first session, but extended it to include the
new data. This occurred when a session was scheduled to terminate, then a second
session scheduled to begin approximately one minute afterward, and when a session was
scheduled for one hour but really only had 20 minutes of data. These tight scheduling
requirements were predicted during the mission XTE TDRS hand over which occurs over
the USA. Beyond these problems, System A was deemed capable to support the mission
rates required for the SOHO, SWAS, and XTE missions.

Table 7-15 Technical Performance Measurements

System Requirements Measured Values
Requirement RTOS Release 1 Release 2
. 512 Kb
Peak single stream rate 2 Mbp sp :ulftz\:e 1.0 Mbps 1.3 Mbps
1.5 Mb
Peak aggregate (24 streams) 10 Mb 5 SS l?lj)tvljre 2 Mbps (3 streams) | 1.2 Mbps (3 streams)
. 512 Kbps now
Peak le st T K 456 K
eak single stream R/ 1 Mbps future 830 Kbps 56 Kbps
Allowable R/T data delay 1 second 8 seconds Exceeded. 160 18
sessions

The bold values in the table depict the performance of the implemented System ‘A’,
show which of these requirements is not met. The performance requirements are
correlated to the Weighted Overall Ratings and Functionality metrics used in the QFD
analysis tabulated in Table 7-11, and shown in Table 7-16. Similarly, the Weighted

Overall Ratings of the Modeled System are compared against the Weighted Overall
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Ratings of the Implemented System, and the relative improvement correlated to the

Technical Performance of the Implemented System.

Table 7-16  Technical Performance of Implemented System
Functionality Target Implemented -
Performance | Overall Rating
Bit Error (X Bits in 10E12) 1 1 97.4
Ingest Speed (Mbps) 2 1.3 111.1
Realtime Throughput Latency (secs) 1 8 85.5
Processing Technology (SW/HW/Hybrid Compute) Hybrid Hybrid 81.3
Processing Speed (Mbps) 10 2 81.4
Maintenance Cost (K$) 10 100 78.5
Flexibility of System (Mbps) 1000 100 91.0
Operational Costs (M$) 1 3 84.9

The results are tabulated in Table 7-17, and demonstrate the relative improvement in

the Technical Performance of the system using the QFD Model. This validates the

research showing that the Quality of the required Telemetry System is improved using

the developed QFD Model.
Table 7-17  Comparison of Modeled and Implemented Systems
Implemented Modeled
Functionality Performance Overall Overall Predicted
Rating Rating Performance
Bit Error (X Bits in 10E12) 1 97.4 142.7 0.7
Ingest Speed (Mbps) 1.3 111.1 161.9 1.5
Realtime Throughput Latency (secs) 8 85.5 120.7 5.7
Processing Technology (SW/HW/Hybrid Compute) Hybrid 81.3 121.6 Hybrid
Processing Speed (Mbps) 2 81.4 116.4 2.9
Maintenance Cost (K$) 100 78.5 112.3 69.9
Flexibility of System (Mbps) 100 91.0 128.3 141.1
Operational Costs (M$) 3 84.9 118.7 2.1
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7.4 Future Research

The Quality Function Deployment Model provides the flexibility of introducing
influence factors both quantitatively and qualitatively. This means that if the options to
select a specific option is evaluated, it could either be qualified as fair, good, better and
best; with a relative number scoring system used to specify these states; or it could be
quantified using absolute selections criteria in terms of dollars spent; schedule met;
success of previous systems; etc. Historically, exponents of QFD were reluctant to
specify the absolute quantification metrics for fear of disclosing privileged information;
introducing subjective evaluations or not being applicable to the system objectives.

It is the contention if the author that given the boundary parameters within which the
quantification is made it is possible to specify criteria for selecting one option over the

other by appraising the metrics with measurable quantities.

7.4.1 Use of historical design experience as a measure

Mirchandani [17] alluded to this and this was further qualified in this expert
qualification process to encompass other fields of engineering. It was parameterized so
that it was applicable to all fields of engineering with the appropriate weighting
functions. The fields considered were test, integration, design, and reliability
engineering.

The responses from the experts are weighted to ensure that no biases due to any
single facet i.e. field of engineering, affect the outcome. Furthermore, the plan for future
research is to introduce an algorithm that would correlate the experience of an expert.

The metrics that are used to correlate include but are not limited to the number of years in
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a specialized field of engineering, number of successful design that were implemented,
number of design that were not implemented, cost saving or loss over the budgeted cost

for a design, and the complexity of the design based on the budgeted schedule.

74.2 Introduce Market fluctuations as a variable

To do so would require developing a correlation between the market figures for the
industry and tying it to the technology in question. Van Dorp and Jarvis have shown us
ways to do so in EMSE 388 and EMSE 271 respectively:

The author intends to show that this can be an area for further research whereby the
tools to develop, test and measure software quality are evolving, thus using Excel we can
arrive at a correlation between the tools maturity and the rate at which it improves based
on the market and business conditions. The randomness of the stock market fluctuations

could be modeled to some technology road map, not unlike Moore’s Law for VLSI.

743 Introduce incremental prototyping to upgrade the opinion

Peres & Martin [7] used QFD as a decision making tool to select a rapid prototyping
technology. This is a problem of system allocation and can be implemented using either
a linear programming method with a heavy weight given for prototyping capability. One
aspect that has not been used is Mirchandani [16] version of expert interpretation of
information and capabilities. Mazzuchi, Seibel and Sarkani [21] have used a decision
support model for COTS upgrades whereby one of the attributes towards the decision
making process is technical knowledge of the decision makers. Recent work in QFD and

a capabilities model [26] have lent credence to the research outlined in this paper.
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The author intends to show that this can be an area of future research to define yet
another metric to measure the prototyping capability of software. Thus not only can the
technical knowledge of the decision makers be used to update the opinion for system
design selection, but also the capability for prototyping can be introduced as another

factor for software quality.
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Appendix

The Total Operating Time (in hours) for a system with 12 systems deployed is given
by:
Total Operating Hours = 12 x 8760 = 105,120 hours
Every month the system is tested which means that an outage has to be simulated 12
times per year (8760 hours). From the research, the Number of Times an Emergency

System will be used in a year is given by:

Low Level Emergencies = 21 times
Medium Level Emergencies = 8 times
High Level Emergencies = 1 time

To meet the requirements for being available to meet an emergency, the maximum
outages that can be accepted to service the high, medium and low level emergencies are
given as:

Maximum Outages for:

High Availability Outages = 1+12 =13
Medium Availability Outages = 8+ 12 =20
Low Auvailability Outages = 21+12 =33

Minimum MTBF acceptable for a Reliable system is given as:
Total Operating Hours + Number of Outages
High Availability Minimum MTBF = 105,120/ 13 = 8,086 hours
Medium Availability Minimum MTBF = 105,120/20 = 5,256 hours

Low Availability Minimum MTBF = 105,120 /33 = 3,185 hours
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The system is designed to have redundancy, which would allow the Test and
Preventive Maintenance (PM) to be performed without affecting the operational
emergency system. However, in the event that the operational system does fail when the
system is undergoing test and/or PM, it is imperative that the system service is restored as
soon as possible. The design paradigm used is to ensure that the system can either restart
in 30 minutes or promote the test or redundant system to operational level within 30
minutes.

If the system fails to restart or switch-over, the failure is attributed mainly to
Software, 94% of the time, with 5% attributed to Hardware, i.e. the redundant system not
being available, and 1% due to a Common Mode Failure, more so in Software than
Hardware.

Thus, percentage of times that the users would follow advice contrary to the system

directions is given as:

Percentage of Software Failures for Inability to Restore Service = 94%

The Minimum time that the system has to be up to meet the Minimum Availability

calculated:

High Availability, Minimum MTBF calculated = 8,036 hours ~ 11.1 months

The Minimum time that the Software system has to be up to meet the Minimum

Availability calculated:
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High Availability, No More than Once in = 8,036 hours/94% ~  11.8 months
Thus maximum restore time or maximum down time (MDT) is 30 minutes (0.5

hours)

Minimum Availability for a Reliable system is given by:

Availability = (Minimum MTBF) / (Minimum MTBF + Maximum MDT)

High Availability 0.999938 6.183E-05 364.9774
Medium Availability 0.999905 9.512E-05 364.9653

Low Availability 0.999843 0.00015694  364.9427

To ensure an efficient reliable system, system has to be available when needed as
calculated.

This assumes that ff the system is down; it should no longer be out for more than 30
minutes.

This means if maintenance is being performed, detection capability should still be

available, and this implies a redundant or back-up detection system.

Assumption: Currently there is no redundant system and the Outage per Equipment
String is as follows:
If Preventive Maintenance (PM) is performed 3 times and takes 2 hours, then a total

of 6 hrs per year, i.e. 3 outages per year scheduled at 2 hours per PM:
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Outage per year (8760 hours) is 3 x 2 = 6 hours

Availability per Equipment String = (8760 — 6) / 8760 =  0.99932

If tested once a month, and a test failure 10% of the time for a period of 3 hours, i.e.
1.2 failures per year for a period of 3 hours per failure:
Outage per year (8760 hours) is 1.2 x 2 = 2.4 hours

Availability per Equipment String = (8760 —2.4) / 8760 = 0.99958

If PM is performed 3 times and takes 2 hours, then a total of 6 hrs per year, and a test
failure 10% of the time for a period of 3 hours,
i.e., Outage per year (7860 hours) is (1.2 + 3) x 2 = 8.4 hours

Availability per Equipment String = (8760 — 8.4) / 8760 = 0.99890

What the stake-holders are attempting to achieve is a High, Medium and Low
Availability System. This means to go from the Availability of a Single Equipment
String System to a highly available High, Medium and Low Level Availability System as
evaluated in the previous section.

This requires an Improvement Factor given as follows:

High Availability:

[(1-High Availability) - (1-Single String Availability)] / (1-High Availability)

i.e. The system must be able to withstand more failures than the current system

16 times improvement in Availability needed for high availability

10 times improvement in Availability needed for medium availability
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6 times improvement in Availability needed for low availability

Stakeholders Budget to build the System is given as follows:

Cost should include maintenance over life time (10 yrs) = 3,000,000

High Availability Systems are used for emergencies that the benefit, not counting

Human Lives which is not measurable:

Benefit is Over 2,500 Million, i.e. > 2,500,000,000

Medium Availability Systems are used for emergencies that the benefit, not counting

Human Lives which is not measurable:

Benefit is Over 250 Million, i.e. > 250,000,000

Low Auvailability Systems are used for emergencies that the benefit, not counting

Human Lives which is not measurable:

Benefit is Over 25 Million, i.e. > 25,000,000

The Cost to Benefit Ratio has to be weighted by this disparity in Savings, i.e. Benefit

in relation to the Expenditure i.e. Cost:

For High Availability System:

Ay Cost Benefit =2,500,000,000 + (3,000,000 x 16) = 51
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For Medium Availability System:

Awm Cost Benefit

For Low Availability System:

A, Cost Benefit

= 250,000,000 + (3,000,000 x 10) = 8

= 25,000,000 =+ (3,000,000 x 6) = 1

Configuration

Advantage

Disadvantage

Node has no contact with

STAR Single branch down causes only one node
to be lost Operations Center
Loss of node does not load the network Blind spot in surveillance
Response to/from Operations Center is If branch is down no response
very fast possible

GRID If single branch down node still has

alternate paths

Can cause network overload

Loss of a node allows partial capability
from others

Can cause node overload

Loss of Operations Center, nodes can still
help each other

Can cause errors in judgment since
head is absent

Based on type of Disaster:

1. EVEN if there is a redundant path, GRID is less available because it goes

through multiple nodes in the alternate paths,

2. Cost of Grid is higher by a factor of the ratio of number of branches.

3. Performance of GRID thought slower in real terms, relatively faster

4. If a branch is gone for STAR configuration, there is NO Communication.

5. Ifabranch in a GRID is ‘down’, then the Communication is DEGRADED.
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Assumption:
Availability of a NODE = 0.9999
Availability of a BRANCH = 0.999975
STAR GRID Comparison Weight C*W
For 6 nodes 6 branches 12 branches
Availability 0.999975 0.9999 1.000075 5 5.000375
Cost @ x per 6 12 ) 5 4
branch
Performance (t) 1 2.5 2.5 5 12.5
Mean = Overall Comparison: 7
STAR GRID
BRANCH GRID
Branch A/IA IIB | | Node
0.999975 1.000000 0.999900
fails/106 h 10.000 10.00 fails/106 h 40.042 0.04 40.00
MTBF 100,000 100,000 MTBF 24,974 23,816,667 25,000
MDT 2.50 hrs 250 MDT 2.50 hrs 0.54 2.50
Wt MDT 2.50E-05 2 50E-05 Wt MDT 1.00E-04 2.25E-08 1.00E-04
Availability| 0.999 975 001 0.99997500 Auvailability| 0.999 899 988 0.99999998 0.99990001

For a designed Availability of 0.9999, maximum down time per year <= 0.876 hrs

DO(‘}ZV:HISH © Availability p]e)ro}‘f?:lr{c;:;es) Cost per Level
High Medium Low
87.6 0.99 3.65 | $456,250,000 $45,625,000 $4,562,500
8.76 0.999 0.365 $45,625,000 $4,562,500 $456,250
0.876 0.9999 0.0365 $4,562,500 $456,250 $45,625
0.0876 0.99999 0.00365 $456,250.00 $45,625.00 $4,562.50
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Comparison between Stand-Alone Power and Mains Power: It should be noted that

in both cases the Worst Case failure mode includes the Distribution Unit and the UPS

Stand- . . . x
Alone Mains Comparison | Weight | C* W
Mains SA over
over SA Mains
Availability | 0.998 168 | 0.997 259 | 1.000912 5 5.00456 500
Maintenance
cost 40,000.00 | 24,000.00 0.6 2 -1.2 -120
Mean = Overall Comparison: 1.90 195%

If Rank = Degree of Un-Availability, then on a Rank basis, Stand-Alone is better than

Mains Power as follows:

Unavailability of Stand-Alone = 1—0.998168

Unavailability of Mains =

Degree of Unavailability =

1 -0.997259

1 +(0.00183/0.00274)

0.00183

0.00274

1.50

In 2007, the average response time for a response team to arrive at the scene was 12

hours. To minimize the loss due to the consequence of the emergency, the average

response time for a response team should be less than 0.876 hours, i.e. based on an

Availability of 0.9999.

From a capabilities evaluation, the ranking shown also describes the data objects that

have to be exchanged and their integrity, as follows:

- . . Required
Capabilities Ranking Objects Need
Detect 10 Incident, location 100%
Transmit 10 Incident data, location data 100%
Process 9 Type, action 95%
Respond 10 Resource, action 100%
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To ensure that the Software Failures minimize the impact to availability, the analysis

to implement a Parallel Software implementation or Fault Tolerant architecture was

compared as follows:

Requirement MTBF MTTR | Availability | Margin
0.99999 | Redundant SW with Fault 5000 | 30secs. | 0.999998 | 0.831
Tolerance
0.99999 | Parallel SW Applications 5000 | 600secs. | 0999995 | 0.506
lower FT
Fault Tolerant over Parallel Application = 0.831/0.506 = 1.64
0.22 0.63 0.15 Probability
1 2 3 4 5
Deaths\Cost | <25M 25-100M 100-1000M 1-10B >10B
1 <5 0.00 0.00 0.02 0.04 0.01 0.07
2 5to 25 0.00 0.00 0.02 0.07 0.02 0.11
3 25to 50 0.00 0.00 0.09 0.26 0.06 0.41
4 50 to 100 0.00 0.00 0.04 0.12 0.03 0.19
5 100 to 500 0.00 0.00 0.04 0.12 0.03 0.19
6 >500 0.00 0.00 0.01 0.03 0.01 0.04

The analysis to implement a Pure Software, All Hardware, or a Hybrid Hardware-

Software implementation as the system architecture was compared as follows:

Development Re-Engineerin Overall Cost
Cogt Test Cost (E:Jost ) (labor months)
Pure SW 6 24 12 42
Hybrid SW 12 8 4 24
All HW 18 6 10 34

The decision to Re-engineer a complete new system to meet the stakeholder needs or

to Maintain (repair, extend, expand and enhance) the existing (if any) emergency system

was analysed as follows:

189




Equipment (E) | Dev. (D) | Integrate (I) | Test (T) (1+T)
f(new, upgrade) | f(design) f(integrate) f (test)
New 6 2 4 2 6
. . Hardware
Re-Engineering
New 8 4 3 4 7
Software
Upgrade 3 3 ) 6 3
. Software
Maintenance
Extend
2 1 2 1 3
Hardware

The Maintenance component is the sum of the Integration and Test components as

shown in the following analysis. The total Maintenance Costs for the Re-Engineering

option are compared to the total Maintenance Cost for the Existing System as follows:

Maintenance
Obtion Weights | Time (M) Maintenance SI&t?:ECBStI
P (w) (T) | f(integrate, test) Cost T I\}I) n
= (1L+ T)*w*T !
0.3 1 1.8 15.8
0.4 1 2.8 21.8
Maintain 0.7 ! 2.6 8.6 29:6 38.6
1 1 3 9
Ratio of Maintain : Re-Engineer = 1.87
To determine the processing paradigm for the system the following analysis was
performed:
. Functionality (F) | Performance (P) Ranking .
Options Weight 7, =10 | Weight P, =7 | (F*F, + P*P,) Comparison
Rule-based System 10 5 135
Neural System 8 8 136
Expert System 9 9 153 1.13
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