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Abstract of Praxis 

Impact of Internet of Things Devices on Corporate Networks 

The rapid proliferation of Internet of Things (IoT) devices in corporate networks 

has revolutionized operational efficiency but also introduced complex security 

challenges. This research focused on developing an advanced anomaly detection 

algorithm that hybridizes the long short-term memory (LSTM) and isolation forest 

models to effectively monitor network traffic and identify anomalies indicative of 

cybersecurity threats specific to IoT devices. The study employed data sets from Kaggle 

encompassing intrusion profiles and a mix of malicious and benign traffic data. The 

standalone LSTM model was highly effective at identifying anomalies. However, the 

standalone isolation forest model exhibited substantial limitations, particularly with 

respect to its true positive rate. The hybrid model slightly outperformed the standalone 

LSTM model, particularly with respect to reducing false positives. In addition, a direct 

correlation was identified between the surge in IoT devices and heightened vulnerabilities 

within corporate networks, evidenced by an increase in malware incidents. The results 

underscore the urgent need for organizations to prioritize cybersecurity in the rapidly 

evolving landscape of IoT, contribute to a deeper understanding of the corresponding 

cybersecurity challenges, and provide a robust foundation for developing advanced 

anomaly detection techniques. The paper also outlines future research directions, 

including expanding the ability of these models to classify cyberattack types, 

implementing the models in real-world scenarios to validate their effectiveness across a 

variety of threat landscapes, and continuing to invest in developing advanced anomaly 

detection techniques.  
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Glossary of Terms 

Anomaly Detection: The process of identifying items, events, or observations that do not 

conform to an expected pattern or other items in a data set. 

Anomaly Flags: Alerts generated by security systems when irregular or suspicious 

activity is detected. 

Breach History: A record of past security breaches that have occurred within a network 

or organization. 

Cyber Risk: The potential of loss or harm related to technical infrastructure or the use of 

technology within an organization. 

Cybersecurity: The practice of protecting systems, networks, and programs from digital 

attacks. 

Data Cleansing: The process of detecting and correcting (or removing) corrupt or 

inaccurate records from a data set. 

Data Normalization: Adjusting values measured on different scales to a notionally 

common scale, often required in machine learning preprocessing to ensure that model 

input features have similar data ranges. 

Device Source Identification: The process of tracing a network activity back to the 

specific device from which it originated. 

Feature Engineering: The process of selecting, modifying, or creating features that can 

help improve the performance of machine learning models. 

Internet of Things Security Framework: Guidelines and technologies aimed at 

protecting internet-connected devices and networks in the internet of things from attack, 

damage, or unauthorized access. 
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Model Efficacy: The effectiveness of a computational model in at performing the tasks 

for which it was designed. 

Network Safety Status: A comprehensive assessment of the security health of a 

network. 

Network Traffic: The amount quantity of data moving across a network at a given point 

in time. 

Outlier Detection: Identification of data points that are significantly different from the 

majority of the data. 

Response Recommendations: Advised actions advised to take in response to detected 

security threats. 

Temporal Dynamics: Refers to the patterns and changes in data over time, particularly 

in the context of network traffic. 

Temporal Pattern Recognition: The ability of a model to identify patterns within time-

sequenced data. 

Threat Levels: A classification system used to indicate the severity and potential impact 

of a threat to network security. 
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Chapter 1—Introduction 

1.1 Background 

The Internet of Things (IoT) is a network of interconnected devices that 

communicate and exchange data with each other and with central systems over the 

Internet. These devices range from simple sensors and home appliances to complex 

industrial tools and machinery (Djenna et al., 2021). In the corporate context, especially 

in sectors such as manufacturing and consumer packaged goods (CPG), IoT devices have 

become critical to enabling advanced automation, data analytics, and real-time 

monitoring, all of which are hallmarks of Industry 4.0 (Djenna et al., 2021). 

However, the widespread adoption of IoT devices in corporate networks has 

significantly heightened cybersecurity risks (Tyagi & Goyal, 2020). The nature of IoT 

devices—often continuously connected and sometimes lacking robust security features—

has made them vulnerable to cyber threats (Abdullah et al., 2019). This research aims to 

develop a detection algorithm to improve the identification of malicious network traffic. 

This provides organizations deploying inherently vulnerable IoT devices a systematic 

means to detect and address cyber risks and threats before they escalate further. For 

example, Tyagi and Goyal (2020) identified a direct correlation between the increase in 

IoT integration and the intensification of cybersecurity threats to the overall organization. 

Amanullah et al. (2020) demonstrate the escalation in cybersecurity incidents as IoT 

devices become more prevalent in corporate networks. This surge in cyber threats is 

largely attributable to the expanded attack surface created by integrating numerous IoT 

devices into essential network infrastructure. The integration of IoT devices into 

corporate networks, while offering numerous benefits in terms of efficiency and 
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connectivity, also poses a significant challenge with respect to the maintenance of 

network security (Mazhar et al., 2023). Further complicating network security is the 

diversity of IoT devices, each with unique vulnerabilities (Jha et al., 2021). This situation 

necessitates a comprehensive and proactive approach to cybersecurity, focusing on 

securing the devices themselves, the networks they connect to, and the data they handle. 

As it relates to manufacturing and CPG, adopting IoT in Industry 4.0 (Mandloi et al., 

2023), supervisory control, and data acquisition (SCADA) systems have further 

complicated the security landscape (Sepenu et al., 2022). As these industries have 

continued to evolve with technological advancements, their corporate networks have 

become increasingly susceptible to threats (Sepenu et al. 2022). The convergence or 

comingling of IoT devices with traditional information technology (IT) has amplified 

cybersecurity threats and necessitated a thorough investigation to aid in understanding 

and effective mitigation of emerging risks and vulnerabilities (Abdulla et al., 2023). A 

need has emerged for novel solutions to fortify network security against the burgeoning 

wave of IoT-related cyber threats (Villegas-Ch et al., 2023).  This praxis will focus on 

developing a solution to improve the detective capabilities of malicious attacks against 

IoT networks in the manufacturing and CPG environment. This solution ideally would 

monitor network traffic meticulously and detect anomalies or incidents that could signify 

a breach, or an impending cyberattack.  

Further, the objective of the study centers around providing manufacturing 

organizations, alongside their cybersecurity operations centers and managed security 

service providers, with robust tools with which to detect anomalous traffic in IoT 

networks in a timely and effective fashion to reduce dwell time (the length of time a 
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threat actor persists within a network). By employing anomaly detection algorithms, 

leaders in these sectors aim to address the significant spike in malware incidents 

associated with IoT growth (Nakao et al., 2023). The anticipated outcome is a notable 

enhancement of cybersecurity through improved monitoring of IoT devices, leading to 

more efficient threat detection, reduced dwell time of threats, and consequent 

minimization of attack surfaces. This study involved the employment of various inputs—

including IoT data, attack types, breach history, and existing defense mechanisms—to 

produce outputs such as anomaly flags, detection efficacy, threat levels, device source 

identities, and overall safety status. Using this approach, the research aimed to contribute 

significantly to the security of manufacturing networks, safeguarding them against the 

ever-evolving landscape of IoT-related cyber threats. 

1.2 Research Motivation 

In an era when technological advancements have become pivotal to industrial 

competitiveness, the manufacturing and CPG sectors have increasingly embraced the IoT 

as a cornerstone of Industry 4.0 (Mandloi et al., 2023). IoT devices have offered 

unprecedented levels of efficiency, automation, and data collection (Schiller et al., 2022). 

However, this rapid adoption of IoT technology does not come without its host of 

challenges, particularly in the realm of cybersecurity (Tyagi & Goyal, 2020). The core 

motivation of this study stemmed from the urgent need to address the escalating security 

risks associated with the integration of IoT devices into corporate networks. 

The alarming rise in security vulnerabilities and incidents, such as a significant 

increase in malware attacks reported by Zscaler (2023), underscores the critical nature of 

this issue. These vulnerabilities not only pose a threat to the integrity and confidentiality 
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of corporate data but also potentially jeopardize the operational continuity and safety of 

the manufacturing and CPG sectors (Tedeschi et al., 2019). Moreover, as these industries 

have increasingly relied on sophisticated Supervisory Control and Data Acquisition 

(SCADA) systems integrated with IoT technologies, the potential attack surface for cyber 

threats has expanded significantly, amplifying the risk of unauthorized data access and 

cyberattacks (Iqbal et al., 2020). This situation has necessitated a proactive and robust 

response to ensure the security and resilience of corporate networks against IoT-induced 

vulnerabilities (Tyagi & Goyal, 2020). 

This research addresses the critical need to develop an advanced anomaly 

detection algorithm that addresses the escalating security risks in corporate networks 

posed by the increasing adoption of IoT in these environments. This algorithm must be 

designed to effectively monitor network traffic and identify anomalies that could indicate 

cybersecurity threats specific to IoT devices. By focusing on the manufacturing sector, 

this research aimed to provide a tailored solution addressing the unique challenges the 

corresponding industries face in the context of IoT security. The successful 

implementation of this unique solution or algorithm would mark a significant step 

forward because of its predicted efficacy in protecting corporate networks from the 

burgeoning challenges posed by IoT devices. This research aims to improve the detection 

of threats but also reduce response time, thereby limiting the potential damage of 

cyberattacks. 

This praxis research seeks to enhance existing knowledge and practices by 

providing practical tools and strategies that cybersecurity operations centers (CSOCs) and 

managed security service providers (MSSPs) supporting manufacturing environments 
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could adopt to fortify their defenses against the complex and evolving landscape of IoT-

related cyber threats. The expectation is that the findings and conclusions birthed out of 

this study will have far-reaching implications for detective capabilities, setting a new 

standard for IoT security in the manufacturing and CPG industries by providing a value-

added solution that can aid in the discovery of vulnerabilities effectively. 

1.3 Problem Statement 

The proliferation of IoT devices in corporate networks, particularly in 

manufacturing and CPG industries, has dramatically expanded the attack surface, 

leading to a surge in malware incidents and unauthorized data access (Tyagi & Goyal, 

2020). 

The growth in connected devices has broadened the attack surface and introduced 

complex security challenges (Tyagi & Goyal, 2020). As a stark indicator of this growing 

threat, various studies have reported a significant increase in malware incidents, 

underscoring the urgent need for more robust security measures to combat unauthorized 

data access and cyberattacks (Amanullah et al., 2020). IoT devices often lack rigorous 

security features and have become prime targets for cybercriminals, posing a severe 

threat to the integrity and safety of corporate data and networks (Tyagi & Goyal, 2020). 

Rapid advances in the integration of IoT in industries such as manufacturing and CPG 

have exacerbated the problem (Zscaler, 2023). 

1.4 Thesis Statement 

A hybrid anomaly detection algorithm combining the long short-term memory 

(LSTM) and isolation forest models to monitor network traffic and detect anomalies or 
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incidents is critical to protecting corporate networks from IoT devices’ cybersecurity 

threats. 

With respect to addressing the escalating cybersecurity threats posed by the 

proliferation of IoT devices, adopting an advanced anomaly detection algorithm has 

become imperative (Amanullah et al., 2020). The algorithm created from this praxis 

research innovatively hybridizes LSTM and isolation forest machine learning models and 

offers a sophisticated approach to network traffic monitoring. Its primary function is to 

detect anomalies and potential incidents that could signify a breach or an imminent cyber 

threat. This hybrid of the LSTM and isolation forest models leverages the strengths of 

both machine learning (ML) techniques: LSTM’s proficiency at analyzing time series 

data, crucial for understanding network traffic patterns, and isolation forest’s 

effectiveness at identifying outliers, pivotal for spotting unusual activities indicative of 

cybersecurity threats (Li et al., 2023). Such a comprehensive approach is vital for 

securing corporate networks, especially in sectors heavily reliant on IoT, by providing an 

enhanced layer of protection against cyberattacks' increasingly sophisticated and varied 

nature (D. Liu et al., 2021). 

1.5 Research Objectives 

The primary objective of this study is to develop and assess the efficacy of a novel 

anomaly detection algorithm integrating the LSTM and isolation forest models designed 

specifically for monitoring network traffic in the manufacturing and CPG industries. This 

algorithm aims to accurately detect and identify anomalies and incidents indicative of 

cybersecurity threats arising from the increasing integration of IoT devices into corporate 

networks. The hypothesized notion is that there is a need for a model that detects 
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unauthorized access and accurately classifies the type of cyberattack involved. Given the 

alarming surge in malware incidents linked to the proliferation of IoT devices , this 

research attempts to enhance cybersecurity detection measures in these industries 

significantly. By effectively detecting unauthorized data access and potential 

cyberattacks, the algorithm can aid in the improved reduction of the expanded attack 

surface associated with IoT devices and mitigate the emerging risks and vulnerabilities 

associated with such devices. The hybrid algorithm’s performance will be evaluated 

against standalone LSTM and isolation forest models and its ability to identify specific 

types of cyberattacks most frequently associated with IoT-related security breaches will 

be analyzed. 

1.6 Research Questions and Hypotheses 

Exploring the intersection of IoT proliferation and cybersecurity, positing the 

following research questions and hypotheses regarding anomaly detection efficacy, the 

impact of increasingly frequent malware incidents on network vulnerabilities, and the 

nature of cyberattacks linked to IoT devices. 

RQ1: Can LSTM perform significantly better than the Isolation Forest (IF) model 

and demonstrate superior performance concerning identifying unauthorized data access 

from IoT devices? 

RQ2: Is a hybrid IF-LSTM model more adept than a standalone LSTM or 

isolation forest model at identifying complex, multistage cyberattacks, such as person-in-

the-middle? 
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H1: The LSTM will perform significantly better than the isolation forest model 

and demonstrate superior performance concerning identifying unauthorized data access 

from IoT devices. 

H2: The hybrid model is more adept than a standalone LSTM or isolation forest 

model at identifying complex, multistage cyberattacks, such as person-in-the-middle and 

distributed denial of service (DDoS) attacks, originating from unauthorized data access 

through IoT devices.  

1.7 Scope of Research 

This research involves assessing cyber risk within corporate networks, focusing 

on the challenges posed by the burgeoning integration of IoT devices, particularly in the 

manufacturing and CPG sectors. At the heart of this investigation lays the development 

and rigorous assessment of a novel anomaly detection algorithm—a hybrid of the LSTM 

and isolation forest models—to enhance the detection of unauthorized data access from 

IoT devices. A critical aspect of this research involves benchmarking this hybrid 

algorithm against the individual performance of the LSTM and isolation forest models, 

with the expectation of establishing the superior efficacy of the hybrid model in the 

cybersecurity landscape. 

The research also undertakes a comprehensive analysis of the impact of the 

proliferation of IoT devices on network security. This analysis aims to quantify the extent 

to which the influx of IoT devices has amplified vulnerabilities within corporate 

networks. A critical facet of this analysis is exploring a correlation between the rapid 

increase in IoT usage and the rapid rise in the frequency of malware incidents to shed 

light on the heightened security risks in the contemporary digital environment. This 
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analysis aims to identify and understand the specific types of cyberattacks most 

frequently linked to unauthorized data access from IoT devices. This process includes a 

thorough analysis of patterns and trends in IoT-related security breaches and 

the identification of prevalent attack vectors, such as person-in-the-middle (Luo, 2023) 

and DDoS attacks, commonly exploited by cybercriminals (Bala & Behal, 2024). 

To achieve these objectives, this research uses data on  types of IoT attacks, 

breach history, and existing defense mechanisms. The anticipated outputs will be 

multifaceted, ranging from anomaly flags and response recommendations to assessments 

of threat levels, device source identification, and overall network safety status. Through 

this comprehensive approach, the core aspiration of this research is to offer 

groundbreaking insights and solutions in the field of IoT cybersecurity with which to 

fortify corporate networks against the ever-evolving spectrum of digital threats. 

1.8 Research Limitations 

Although this praxis research involves a comprehensive analysis of the impact of 

IoT devices, its concentration on the manufacturing and CPG industries may prevent fully 

exploring the variety of challenges faced by other sectors due to IoT proliferation. This 

focus potentially restricts the broader application of the findings. Furthermore, the study’s 

reliance on a cutting-edge algorithm that hybridizes the LSTM and isolation forest 

models could, despite its novelty, faces difficulties in keeping up with the fast-evolving 

cyber threat landscape and IoT technologies in varied sectors. The effectiveness of this 

model at identifying diverse cybersecurity threats, believed high for the manufacturing 

and CPG environments, is not certain for other environments. Moreover, this research 

presupposes the availability and precision of crucial data regarding IoT device 
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information, cyberattack types, breach history, and existing security measures. Any 

constraints or inaccuracies in these data might undermine the study’s outcomes and the 

anomaly detection’s efficiency. Also, this research does not consider the totality of real-

world implementation and integration of the proposed solutions in existing corporate 

network infrastructures, an essential aspect of practical application. 

1.9 Organization of Praxis 

The organization of this praxis reflects a systematic and comprehensive approach 

to investigating the impact of IoT devices on corporate networks and addressing the 

associated cybersecurity challenges. Each chapter builds upon the previous, creating a 

cohesive narrative that guides the reader through the research process, from the 

foundational context to the final conclusions and recommendations. The structure is 

designed to provide a clear and logical progression of ideas, methodologies, and findings, 

ensuring that the complex issues surrounding IoT security in corporate environments are 

thoroughly explored and analyzed. The following overview outlines the content and 

purpose of each chapter, demonstrating how they collectively contribute to a deep 

understanding of the subject matter and the significance of the research outcomes. 

Chapter 1 set the stage for the study. It outlined the pressing issue of the 

escalation of security risks resulting from the rapid proliferation of IoT devices in 

corporate networks, particularly in the manufacturing and CPG sectors. This chapter also 

established the research's context, relevance, and urgency. 

Chapter 2 presents a comprehensive literature review, establishing the theoretical 

foundation and context for this research. It critically examines existing scholarly articles 

on IoT security, anomaly detection techniques, and corporate networks' challenges in the 
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IoT proliferation age. The chapter explores key concepts, methodologies, and findings 

from previous studies, highlighting gaps in current knowledge and demonstrating how 

this research addresses those gaps. By synthesizing diverse perspectives and recent 

advancements in the field, this chapter provides a robust framework for understanding the 

significance of the present study and its contribution to the broader discourse on IoT 

security in corporate environments. 

Chapter 3 details the methodology employed in this study. It outlines the 

comprehensive approach to data collection, preparation, and analysis used to investigate 

the impact of IoT devices on corporate network security. This chapter describes the 

process of developing and testing three anomaly detection models: the LSTM model, the 

isolation forest model, and a novel hybrid model combining both approaches. It explains 

the rationale behind each model's selection, the procedures for their implementation, and 

the methods used for comparative analysis. The chapter also elucidates the statistical 

techniques employed to evaluate model performance and interpret results, providing a 

clear roadmap of the research process and ensuring reproducibility of the study. 

Chapter 4 details the findings. This chapter addresses the research questions and 

hypotheses, offering a conclusive perspective on the effectiveness of the proposed 

anomaly detection models for effectively detecting the cybersecurity risks associated with 

IoT device proliferation in corporate networks. 

Chapter 5 provides a comprehensive discussion of the results and conclusions 

drawn from the study. This chapter synthesizes the findings, interprets their significance 

in the context of IoT security, and relates them back to the research objectives and 

hypotheses. It offers critical insights into the implications of the hybrid model's 
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performance for corporate network security and discusses the broader impact of IoT 

proliferation on cybersecurity landscapes. The chapter also outlines the study's limitations 

and proposes directions for future research, emphasizing the ongoing need for modern 

approaches to address evolving IoT security challenges.  
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Chapter 2—Literature Review 

2.1 Introduction 

This chapter presents a literature review exploring various aspects of IoT security 

in corporate networks, starting with an introduction to the integration challenges and 

cybersecurity risks posed by IoT devices. The chapter reviews the efficacy and 

limitations of LSTM networks and the isolation forest algorithm for anomaly detection, 

comparing their applicability in different IoT settings. The chapter further delves into 

the enhancement of IoT security through deep learning, big data, and ML architectures, 

assessing their role in defending against cyber threats. Further, it evaluates IoT anomaly 

detection methodologies, discussing the significance of federated learning, graph-based 

algorithms, and ensemble learning in corporate network protection. The exploration 

extends to IoT security enhancements, standards, and the challenges of securing IoT 

networks against adversarial attacks, concluding with insights into modular auditing 

frameworks and hybrid optimization mechanisms for robust intrusion detection. The 

rapid integration of IoT devices into corporate networks has revolutionized operational 

efficiency and connectivity, ushering in the era of Industry 4.0 (Rahman et al., 2023). 

However, this technological advancement has significantly elevated cybersecurity risks 

(Rahman et al., 2023). Addressing these challenges, this chapter critically examines 

various scholarly works, focusing on innovative solutions for anomaly detection, such as 

LSTM networks and the isolation forest algorithm. Although they hold promise for 

enhancing network security, these solutions come with their own complexities and 

limitations. 
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2.2 LSTM and Isolation Forest Models 

The integration of LSTM networks with an attention mechanism for anomaly 

detection in IoT traffic, as explored by Li et al. and D. Liu et al., represents a significant 

advancement in network security. This groundbreaking approach leverages the strengths 

of LSTM networks in handling time series data. It augments them with an attention 

mechanism’s ability to focus on the most relevant data (Li et al., 2023). Such a 

combination offers the potential for increased accuracy in detecting anomalies, a crucial 

factor in the ever-growing IoT landscape. LSTM networks, known for their efficiency at 

learning from and predicting future data points based on historical data, are particularly 

relevant, given the dynamic nature of network traffic. 

However, advanced approaches such as combining LSTM networks with an 

attention mechanism introduce complexity and computational intensity, which could 

impact a model’s real-time analysis capabilities. Attention mechanisms in ML models, 

particularly LSTM networks, enhance the models’ focus on specific input data most 

relevant to tasks, allowing for more precise predictions or analyses (Li et al., 2023). 

However, this sophistication can be a double-edged sword, especially when swift 

detection and rapid response to anomalies are essential (Li et al. 2023). The increased 

computational demands of such a model may slow down the process, posing challenges 

in environments that require immediate action to secure networks. Furthermore, the 

study’s focus on specific IoT network types may restrict its broader applicability across 

network scenarios (Li et al., 2023). Their methods and findings are instrumental for this 

study, guiding the exploration of ML techniques for enhanced IoT security (Li et al., 

2023). 
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In contrast, Liu et al.  focused on applying the isolation forest algorithm to 

anomaly detection in industrial IoT settings. This approach underscores the isolation 

forest algorithm's practicality and effectiveness for identifying outliers within sensor data. 

The algorithm’s efficiency at processing large data sets and isolating anomalies is 

particularly beneficial for industrial IoT environments, where rapid and accurate 

detection of irregularities in sensor data is crucial to maintaining operational integrity and 

safety (Liu et al., 2021). 

Despite its practical applications, the isolation forest method has limitations 

(Zhang & Liu, 2022). The primary focus of the research on industrial IoT may not 

encompass the full range of challenges presented by corporate IoT networks, which often 

feature a more diverse array of devices and more complex traffic patterns (Zhang & Liu, 

2022). The lack of integration of multiple methodologies in the isolation forest approach 

could also be a drawback in scenarios requiring detection of more sophisticated or 

multifaceted anomalies (L. Zhang & Liu, 2022). 

A comparison of the two methodologies indicates that the aim of both is to 

enhance network security by improving anomaly detection capabilities, a critical need in 

the face of escalating security risks posed by the proliferation of IoT devices (Li et al., 

2023). The LSTM-based method of focusing on time series data and incorporating an 

attention mechanism is a more complex but potentially more accurate solution (Li et al., 

2023). On the other hand, the isolation forest method is more straightforward and faster 

but may fall short in more complex scenarios (Zhang & Liu, 2022). Critically evaluating 

these two approaches reveals that the approach employing LSTM with an attention 
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mechanism aligns more closely with the requirements of complex network environments 

than does the isolation forest approach on its own. 

D. Liu et al. (2021) combined the isolation forest algorithm and data compression 

techniques to address IoT security in industrial settings. This approach aims to efficiently 

process vast volumes of data from IoT sensors, identifying anomalies while minimizing 

data transmission and maintaining real-time processing capabilities. Highlighting 

efficient anomaly detection, data compression, scalability, and practical application, D. 

Liu et al. underscored the importance of sophisticated, scalable solutions for enhancing 

cybersecurity in industrial IoT environments. They demonstrated the potential of the 

isolation forest algorithm for broader adoption in corporate networks, offering an 

efficient, accurate method for anomaly detection amid the challenges of high data 

complexity and variability. 

The LSTM-based method offers a sophisticated, potentially more accurate 

approach to handling the complexities of IoT network traffic (Li et al., 2023). The ability 

of such a system to learn from historical data and predict future data points is particularly 

relevant in dynamic network environments (Li et al., 2023). The integration of the 

attention mechanism further enhances this capability, allowing such a system to focus on 

the most significant data points, thus potentially improving the accuracy of anomaly 

detection (Li et al., 2023). However, the need for substantial computational resources and 

the challenge of real-time processing are critical factors, especially in environments 

requiring prompt detection and response (Li et al. 2023). 

On the other hand, the isolation forest approach provides a practical, efficient 

solution for anomaly detection that is particularly suitable for industrial IoT settings (D. 
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Liu et al., 2021). Such a system's ability to process large data sets and effectively isolate 

anomalies is a significant advantage in environments where rapid detection is crucial. 

However, the approach's applicability might be limited in complex corporate IoT 

networks, where the diversity of devices and traffic patterns could necessitate a more 

sophisticated approach. 

Integrating insights from Liu et al. and Li et al. could lead to the development of a 

more comprehensive and effective anomaly detection system for IoT in corporate 

networks. The sophisticated, data-driven approach of the LSTM model combined with 

the practical efficiency of the isolation forest model could provide a balanced solution to 

the challenges posed by the increasing complexity and security risks of IoT devices in 

corporate environments. Exploration of these methodologies’ strengths can potentially 

lead to novel solutions that address the evolving landscape of IoT security. 

2.3 IoT Security 

Amanullah et al. (2020) focused on addressing the escalated security risks in 

corporate networks resulting from the proliferation of IoT devices, a concern intensified 

by a significant increase in the frequency of malware incidents. The authors integrated 

deep learning and big data technologies for IoT security, a novel approach given the vast 

quantities of data generated by IoT devices. Amanullah et al. thoroughly examined state-

of-the-art research in deep learning, IoT security, and big data technologies, providing a 

comparative analysis and exploring the interrelationships among these domains. Their 

thematic taxonomy based on technical studies offers a structured analysis of these areas. 

Amanullah et al. (2020) identified challenges to the application of deep learning 

to IoT security with big data technologies and suggested directions for future research. 
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However, the authors primarily concentrated on deep learning, overlooking traditional 

ML algorithms in the context of big data technologies and IoT security. Moreover, they 

did not detail IoT security across all application areas but rather from a networking and 

communications perspective. This focus might limit the generalizability of the findings to 

broader IoT applications. The strengths of Amanullah et al.’s work lie in their 

comprehensive review and innovative approach to integrating deep learning with big data 

for IoT security, and its limitations include a narrow focus on specific technologies and 

application areas. However, the authors did emphasize the urgency of curbing IoT 

security risks by highlighting the escalation of such risks. 

2.4 Synergizing ML and IoT Architectures for Enhanced Security 

With regard to IoT security, Abdulla et al. (2023) and Jha et al. (2021) offered 

two pivotal but complementary perspectives on the enhancement of defenses against 

cyber threats, collectively underlining the urgency of fortifying IoT infrastructure 

(Djenna et al., 2021). Abdulla et al. advocated adoption of ML techniques to detect and 

neutralize cybersecurity threats proactively, emphasizing ML’s capacity to evolve with 

and counteract emerging vulnerabilities. Jha et al. scrutinized existing security gaps 

within IoT ecosystems, proposing a meticulously layered architectural framework 

dedicated to security enhancement. 

Through qualitative analysis, Abdulla et al. (2023) explored various ML 

algorithms’ effectiveness at identifying cyber threat patterns. In contrast, Jha et al. (2021) 

systematically reviewed security frameworks, advocating for a comprehensive security 

model tailored to IoT systems. Through their distinct approaches—the dynamic 

application of ML and the strategic construction of IoT architectures—these authors 
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contributed to the discourse on IoT security, aligning closely with the urgent need for 

advanced protective measures in sectors driven by IoT technologies, such as the 

manufacturing sector. These authors not only illuminated the multifaceted challenges of 

IoT security but also charted a course toward more resilient and secure IoT environments, 

somewhat influencing the trajectory of ongoing research in this critical field. 

Building on the insights gained from Abdulla et al. (2023) and Jha et al. (2021), it 

is evident that the intersection of ML techniques and strategic IoT architectural 

frameworks is critical to the advancement of IoT security. Such a synergistic approach 

addresses the immediate need for robust defense against an ever-evolving threat 

landscape and paves the way for development of dynamic, resilient IoT ecosystems 

capable of adapting to new challenges (Jha et al., 2021). As research continues, 

exploration of how to further refine these methodologies and integrate them into 

corporate IoT networks is crucial and could yield a holistic security posture that 

encompasses both technological advancement and structural integrity. The fusion of 

ML’s predictive capabilities with comprehensive security architecture offers a promising 

path toward safeguarding IoT infrastructure, highlighting the importance of continuous 

innovation and strategic planning in the fight against cyber threats in the IoT domain. 

2.5 Leveraging ML for IoT Security Enhancement 

Sharma and Babbar (2023) importantly addressed the concerns growing around 

IoT security through the lens of ML. The authors explored a comprehensive methodology 

by deploying several ML algorithms—notably the decision tree, logistic regression, 

support vector machine, and random forest algorithms, to detect anomalies within IoT 

systems. They meticulously evaluated their approach against a publicly available data set, 
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assessing the performance of these models using several metrics, including recall, 

accuracy, precision, and F1-score (Sharma & Babbar, 2023). The authors highlighted the 

superior performance of the random forest algorithm, which had an accuracy rate of 

98.47%. 

Sharma and Babbar’s (2023) research is particularly relevant to enhancing 

cybersecurity measures within the IoT domain. The authors provided a robust framework 

for early detection of potential security threats, thereby contributing to safeguarding 

corporate networks against the vulnerabilities introduced by IoT technologies. The 

methodology and findings of this article offer insightful and actionable strategies 

applicable to mitigation of risks associated with integrating IoT devices into corporate 

environments. 

The practical application of such advanced ML techniques for anomaly detection 

in IoT systems is instrumental to advancement of research aimed at combating 

cybersecurity threats. Djenna et al (2021) not only reinforces the importance of 

leveraging ML for security purposes but also guides the research direction by illustrating 

the effectiveness of ML algorithms for enhancement of the security of IoT ecosystems. 

Djenna et al.’s (2021) insights are invaluable, shaping the foundational aspects of this 

study and emphasizing the critical role of ML in securing IoT infrastructures against 

increasingly sophisticated cyber threats. 

Further, Ye et al. (2022) focused on creating a system to detect security risks in 

IoT devices using LSTM networks. Their methodology involved collecting and analyzing 

data to train the LSTM model for predicting security threats, a crucial approach given the 

vulnerabilities in IoT technologies. Ye et al.’s work is directly relevant to the core of this 
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study, offering insights into leveraging ML for IoT security. Their work influenced the 

direction taken to investigate sophisticated anomaly detection algorithms essential for 

enhancing IoT cybersecurity (Ye et al., 2022). 

2.6 Comparative Analysis and Evaluation of IoT Anomaly Detection Methodologies 

Collectively, the authors of the works reviewed in this section have addressed the 

escalated security risks in corporate networks resulting from proliferation of IoT devices. 

Li et al. (2023) focused on applying LSTM networks and attention mechanisms to 

anomaly detection in IoT traffic. This approach is modern and potentially more accurate 

than other approaches but may be computationally intensive and less generalizable across 

different IoT network scenarios (Li et al., 2023). Iqbal et al. (2020) discussed the use of 

the isolation forest algorithm in industrial IoT settings. The authors highlighted the 

efficiency of this method for detecting outliers but said it may not fully capture the 

complexity of corporate IoT networks (Iqbal et al., 2020). 

For this study, it was crucial to consider these findings while developing a robust 

security solution for IoT devices in corporate networks. Integrating insights from both 

methodologies could lead to a more effective anomaly detection system tailored to the 

specific needs of corporate IoT infrastructure. 

2.7 Enhancing IoT Security in Corporate Networks 

Haner and Knake (2021) comprehensively analyzed cybersecurity approaches 

against IoT-induced botnets, leveraging time series data to evaluate individual, technical, 

isolationist, and multilateral strategies. The authors found that wealthier nations are more 

susceptible to botnets, technical solutions outperform citizen education efforts, and digital 

isolationism is less effective than multilateral cooperation. Haner and Knake’s findings 
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are pivotal for research into IoT security in corporate networks, highlighting the efficacy 

of technical solutions for addressing the IoT crisis emerging as IoT devices become 

increasingly susceptible to and complicit in cybersecurity attacks. Their findings 

underscore the importance of adopting advanced security measures, such as the hybrid of 

LSTM and isolation forest models this praxis focused on, for the detection of anomalous 

traffic and enhancement of IoT network security; the findings also further highlight the 

role of deterrence and detection engineering as a popular unilateral approach to 

cybersecurity (Haner & Knake, 2021). 

Further, Y. Zhang et al. (2022) focused on how malicious actors can use open-

source intelligence tools to gather data on critical infrastructure for cyberattacks. Their 

methodology involved qualitatively analyzing open-source intelligence data from 

platforms such as Google, YouTube, Reddit, and Shodan. The authors identified three 

main types of data that could aid attackers: indirect reconnaissance data, proof-of-concept 

code, and educational materials. Their findings are highly relevant to understanding the 

security risks IoT devices pose in corporate networks, especially by highlighting 

exploitable types of open-source information. Y. Zhang et al.’s findings also highlight a 

problem in industrial-level production (manufacturing): With the increasing connection 

of industrial devices and critical infrastructure to the internet, threat actor activities are 

bound to grow in this space, especially because these connected devices are IoT and 

industrial IoT devices (Y. Zhang et al., 2022). The findings underscore the need for 

comprehensive security strategies, given the ease of access to potentially harmful 

information through open-source intelligence. This insight is invaluable for developing 
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more effective defenses against cyber threats targeting corporate IoT infrastructure, 

guiding a proactive approach to cybersecurity. 

 

2.8 Advances in IoT Security: Graph-Based Algorithms and Ensemble Learning for 

Corporate Network Protection 

Arat and Akleylek (2023) introduced a novel graph-based approach for detecting 

and reducing security threats in IoT networks; the approach involves depth-first search of 

a directed acyclic graph, which allows efficient identification of potential threat paths. To 

minimize these threats, the authors proposed algorithms based on cumulative weight, hop 

length, and hotspot thresholds. Arat and Akleylek’s work is particularly relevant to the 

research on the impact of IoT devices in corporate networks, offering a sophisticated 

method for addressing security vulnerabilities. Their emphasis on technical solutions and 

algorithmic efficiency aligns with the need for advanced security mechanisms within IoT 

infrastructure, providing valuable insights for development of more effective 

cybersecurity strategies. 

Mohy-Eddine et al. (2023) outlined an advanced intrusion detection model 

tailored to industrial IoT security that employs an ensemble learning approach integrating 

the random forest technique with feature selection techniques such as isolation forest and 

Pearson’s correlation coefficient. This hybrid model enhances the detection of security 

threats while optimizing computational efficiency. The authors validated the model’s 

effectiveness through rigorous testing on established data sets, which indicated superior 

accuracy and reduced prediction times (Mohy-Eddine et al., 2023). These authors 

contributed significantly to the field by offering a robust solution for safeguarding 
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industrial IoT environments against cyber threats—a solution directly aligned with the 

urgent need to secure corporate networks from the growing risks posed by integrating IoT 

devices. 

Further, by integrating the foundational principles of IoT and industrial IoT, 

Mohy-Eddine et al. (2023) underscored the necessity of advanced intrusion detection 

systems (IDSs) within these networks. The rapid advancement of IoT technologies and 

their integration into the industry has presented significant security challenges, 

necessitating the development of robust mechanisms to ensure data confidentiality, 

integrity, and availability. The model proposed by Mohy-Eddine et al. employs a 

synergistic approach by combining the random forest model with feature selection 

methods such as Pearson’s correlation coefficient and the isolation forest model to 

enhance efficiency of intrusion detection in industrial IoT settings. This model is similar 

to the one developed within this praxis by hybridizing two LLMs. Mohy-Eddine et al.’s 

model effectively detected threats within complex data sets and emphasizes the critical 

role of ML algorithms in refining IDS capabilities. By adopting such an integrated 

approach, the authors presented a comprehensive solution to bolstering security measures 

against various cyber threats, safeguarding industrial IoT applications’ operational 

continuity and safety, and validating that the authors were on the right track. 

2.9 Exploring IoT Security Enhancements and Standards 

Schiller et al. (2022) provided a comprehensive overview of the challenges and 

strategies involved in securing IoT devices and networks 30 years after the introduction 

of IoT. The authors identified key security objectives sensitive to the IoT, including 

privacy, confidentiality, integrity, availability, authentication, and reliability. They further 
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outlined a threat taxonomy within the IoT domain and reviewed countermeasures and 

technologies available for enhancing IoT security. The authors conducted a literature 

review and evaluated existing security solutions, emphasizing the need for secure design 

and implementation of IoT systems. Schiller et al.’s findings are highly relevant to 

addressing security vulnerabilities in corporate networks that integrate IoT devices, 

underscoring the importance of advanced security mechanisms and strategies for 

protecting against diverse cyber threats. Schiller et al.’s work shaped this study by 

highlighting critical security aspects and countermeasures applicable to safeguarding IoT 

devices in corporate settings, aligning with the research motivation to enhance IoT 

security in the industry. 

Heeb et al. (2022) examined the Internet Engineering Task Force’s Manufacturer 

Usage Description Specification, highlighting its potential to enhance IoT security. The 

authors explored the application of manufacturer usage descriptions to mitigation of 

critical IoT security threats through predefined device behaviors, which reduce the attack 

surface. This approach is particularly relevant to addressing vulnerabilities in corporate 

networks’ IoT integration, offering a method with which to streamline device 

communication and protect against unauthorized access (Heeb et al., 2022). The authors 

underscored the importance of advanced, standardized security measures in the evolving 

landscape of IoT technologies, which align closely with efforts to bolster corporate 

network defenses against growing cybersecurity risks. However, the authors failed to 

showcase the efficacy of detection using manufacturer usage descriptions in IoT security; 

investigation of the efficacy of this method for detecting malicious traffic within the IoT 

would be useful. 
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Aqeel et al. (2022) comprehensively explored the IoT’s security and privacy 

challenges, spotlighting the rapid proliferation of IoT applications and the consequent 

security vulnerabilities involved. The authors conducted a systematic literature review, 

analyzing over 170 articles to categorize and assess threats targeting IoT systems. They 

emphasized the pressing need for advanced technologies such as blockchain, ML, and 

artificial intelligence (AI) to bolster IoT security and privacy. Aqeel et al’s findings are 

relevant to research on the impact of IoT devices in corporate networks. Their findings 

provide a foundational understanding of the security risks associated with integration of 

IoT devices into corporate infrastructure, aligning closely with the motivation to enhance 

network security and resilience against such vulnerabilities. By offering a detailed 

analysis of security threats and their countermeasures, Aqeel et al. shaped this study by 

directing it toward the adoption and integration of advanced technological solutions to 

effectively address the identified security challenges to address the identified security 

challenges effectively. 

2.10 Paradigm Shift and Challenges in IoT Security 

Chopra (2020) delved into the significant transitions within IoT security, 

highlighting the shift toward integrating smart objects to enhance operational efficiency 

and control. This transition has been pivotal for enabling communication among objects 

and central systems, heralding a transformative era in industry, especially manufacturing, 

logistics, and supply chains—within the Industry 4.0 framework. 

Chopra (2020) contrasted the well-documented cyberattack mitigation strategies 

used in the IT sector against the relatively overlooked security concerns in the operational 

technology (OT) sector. The author underscored OT’s broader scope and intricacies, 
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resulting from the inherent connection between security measures and safety. Chopra 

pointed out that many industrial security standards include safety recommendations 

foundational to IoT security strategies. 

Chopra (2020) scrutinized the evolution of OT security measures alongside 

existing industry challenges, emphasizing the need for actionable strategies with which to 

foster safer and more secure industrial environments. The author advocated for 

integration of IT network security practices with traditional industrial settings, 

highlighting the indispensability of security in the IoT age (Chopra, 2020). This notion 

extends beyond network security to broader concerns, given the reliance on secure 

networks across systems ranging from traffic management to power grids and avionics. 

Chopra (2020) also addressed the growing of focus of attackers on exploiting IoT 

vulnerabilities, often through outdated and insecure protocols. The increasing availability 

of hacking tools and the disproportionate rewards for attackers compared with the 

defenses available have exacerbated the security dilemma. The author called for a unified 

approach to IT and OT security within the IoT ecosystem, stressing the importance of 

formal analysis of IoT infrastructure in contemporary industrial settings. 

Chopra (2020) offered valuable insights into the complex landscape of IoT 

security, advocating for an integrated approach to counter the dynamic threats in the 

interconnected realms of IT and OT. The emphasis on bridging IT and OT security 

practices aligns with  the key motivation behind this research which is to improve 

detection of IoT device impacts in corporate networks using LSTM and isolation forest 

models. Chopra’s analysis underscores the urgency and relevance of developing 
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sophisticated, adaptive security measures to safeguard against the multifaceted 

vulnerabilities introduced by the integration of IoT devices into corporate infrastructure. 

2.11 Enhancing IoT Security in Industrial Environments: Novel Approaches and 

Deep Learning Innovations 

Tedeschi et al. (2019) addressed the integration of IoT technology into legacy 

production machinery, enhancing monitoring capabilities while addressing new security 

risks arising from this integration. The authors proposed a novel endpoint security-by-

design approach implemented in a production-machinery-monitoring application that 

features real-time adaptation for security of IoT devices through subsystem isolation and 

a dedicated lightweight authentication protocol (Tedeschi et al., 2019). This approach 

aims to understand and mitigate IoT endpoint security risks, opening a path for designs 

that enable IoT benefits while protecting operational integrity in industrial environments. 

Shahin et al. (2022) made a pivotal contribution to cybersecurity in the context of 

industrial IoT integration. Their study aligns closely with this research motivation by 

focusing on the urgent need to address cybersecurity vulnerabilities introduced by IoT 

devices in corporate networks, particularly in the manufacturing and CPG sectors. 

The authors addressed a crucial aspect of industrial competitiveness in the era of 

Industry 4.0—cybersecurity threats targeting IoT devices in intelligent manufacturing 

systems (Shahin et al., 2022). Further, they introduced advanced detection and 

classification models that use LSTM in combination with convolutional neural network 

and fully convolutional network architectures, aiming to enhance the resilience of these 

systems against cyberattacks. Their methodology and findings provide significant 

insights and a solid foundation for further research into detection of IoT threats and 
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vulnerabilities, especially with respect to the hybrid LSTM and isolation forest model that 

is the focus of this praxis. 

Shahin et al.’s (2022) exploration of the application of the LSTM–fully-

convolutional-network and convolutional-neural-network–LSTM architectures for 

the detection of malicious activities within industrial IoT networks is particularly relevant 

to this study. These models capitalize on the ability of LSTM to process time series data 

effectively and the pattern-recognition capabilities of convolutional neural networks 

(Shahin et al., 2022), offering a sophisticated approach to the identification of cyber 

threats. This approach is in harmony with this research objective to develop a model that 

can swiftly detect IoT threats, and the integration of the LSTM and isolation forest 

models offer a complementary or even superior method of real-time threat detection and 

classification. 

Moreover, Shahin et al.’s (2022) comprehensive evaluation of these models 

against benchmark industrial IoT datasets—BoT-IoT, UNSW-NB15, and TON-IoT—

provided a valuable benchmark for assessment of the effectiveness of new cybersecurity 

solutions. The data sets used, and the preprocessing methodologies described, offered a 

roadmap for training, evaluation, and optimization of the hybrid LSTM and isolation 

forest model for detection of threats in similar industrial environments. 

The significance of the Shahin et al.’s (2022) work extends beyond their 

immediate findings to their methodological approach. The deployment of deep learning 

algorithms for network IDSs and the authors’ focus on addressing the challenges of data 

set preprocessing and model validation are critical considerations for any advanced 

cybersecurity solution in the IoT domain. These considerations directly apply to the 



30 

direction of this study, emphasizing the importance of data set selection, feature 

engineering, and model evaluation in the development of effective cybersecurity 

measures. 

2.12 IoT Security Vulnerabilities and Advanced Detection Techniques 

X. Liu et al. (2023) provided a comprehensive analysis of the vulnerabilities 

inherent in the integration of IoT technologies into critical infrastructure. The authors’ 

findings are pivotal for understanding the landscape of IoT security, particularly in the 

context of this study of leveraging a hybrid LSTM and isolation forest model for more 

effective detection of IoT threats and vulnerabilities. 

X. Liu et al. (2023) meticulously dissected the IoT ecosystem into its integral 

layers—network, operating system, software, firmware, and hardware—and highlighted 

the multifaceted vulnerabilities at each juncture. This layered analysis resonates with this 

praxis’ motivation, underscoring the necessity for a nuanced approach to IoT security that 

can dynamically adapt to the diverse natures of these vulnerabilities. The authors’ 

emphasis on systemic weaknesses, ranging from unencrypted network services to 

firmware and hardware manipulation, underscores the critical need for advanced 

detection mechanisms that can preemptively identify and mitigate potential threats across 

the IoT’s broad attack surface. 

Moreover, X. Liu et al.’s (2023) case studies on smart transportation, smart 

manufacturing, and smart grids illustrate the practical implications of IoT vulnerabilities, 

providing a real-world context that enriched this study. These examples demonstrate the 

tangible risks posed by IoT security breaches and the sector-specific challenges that must 

be addressed to safeguard critical infrastructure. The hybrid LSTM and isolation forest 
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model proposed in this praxis significantly benefit from the insights these case studies 

yielded by tailoring its detection capabilities to the nuanced requirements of different IoT 

applications. 

Furthermore, X. Liu et al.’s (2023) exploration of cyberattacks targeting IoT 

systems revealed the sophisticated nature of potential threats, ranging from data spoofing 

to system-wide disruptions. This exploration was particularly relevant to this underlying 

study, offering valuable perspectives on the types of attacks that the hybrid LSTM and 

isolation forest model must be equipped to detect and counteract. The emphasis on a 

three-phase framework for protecting IoT systems—encompassing risk assessment, 

defensive strategies, and evaluation of defensive schemes—aligns with this research 

objective to develop a comprehensive solution for IoT security. 

In terms of IoT security, Sanogo et al. (2023) explored the use of power spectral 

density (PSD) for device fingerprinting, a concept at the heart of securing IoT devices 

with limited computational resources. The authors delved into the potential of PSD as a 

stable and unique identifier for IoT devices under various conditions, addressing the 

critical challenge of cybersecurity in the IoT domain. Sanogo et al. conducted a series of 

experiments designed to evaluate the reliability of PSD profiles as identifiers across 

different environmental settings and transmission data profiles; they employed Bluetooth 

Low Energy signals for this purpose. The authors highlighted the inherent limitations of 

traditional security mechanisms for IoT devices, underscoring the urgent need for 

inventive solutions that are both generic and protocol independent (Sanogo et al., 2023). 

Sanogo et al.’s (2023) findings are particularly relevant to the development of 

advanced IDSs for IoT devices within corporate networks, which operates similarly to the 
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type of detection algorithm being studied. By showcasing the limitations and challenges 

of using PSD for fingerprinting in dynamic environments, Sanogo et al. illuminated the 

complexities of securing IoT devices against cyber threats. Their experimental results, 

indicating the impact of environmental factors and data modulation on PSD’s reliability, 

provide foundational insight into integrating physical layer characteristics into security 

models. This insight paved the way for a nuanced approach in this study, using a hybrid 

LSTM and isolation forest model to detect and mitigate IoT threats more effectively. 

Sanogo et al.’s contribution was instrumental to guiding the research toward a more 

sophisticated understanding of IoT vulnerabilities and advocacy of a blend of physical 

layer analysis and ML techniques to enhance corporate network security in the face of 

IoT integration challenges. 

2.13 Security Landscape in the IoT: Application Layer Focus and Blockchain 

Innovations 

Abbasi et al. (2022) conducted a comprehensive study addressing the security 

needs, threats, and countermeasures specific to the application layer of IoT systems. The 

authors recognized the IoT as an evolving network of smart physical devices that can 

sense, act, communicate, and share data to fulfill objectives (Abbasi et al., 2022). IoT 

systems have been increasingly becoming a fundamental part of daily life, industry, 

health care, smart grids, and various other sectors. The successful deployment of IoT 

systems across these areas has led to a significant increase in the number of connected 

devices, with Abbassi et al. projecting over 500,000,000,000 devices would be connected 

to the internet by 2025—including sensors, actuators, and vehicles—potentially 
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generating an annual economic impact of $3,900,000,000,000–$11,100,00,000,000 

worldwide. 

Abbasi et al. (2022) underscored the importance of security within these 

networks, especially given their scale and complexity and the sensitive nature of the data 

they handle. IoT networks are attractive targets for attackers because of the critical 

infrastructure and personal data they encompass. Abbasi et al. focused on the application 

layer of IoT networks, outlining specific security requirements, threats, and solutions 

applicable to this layer and identifying open issues and future research directions in this 

domain. This framework aided the direction of this study into the impact of IoT devices 

on corporate networks by providing a lens through which these points could be 

elucidated. 

Abdullah et al. (2019) extensively examined cybersecurity within the IoT domain, 

highlighting key security challenges and proposing solutions. The authors discussed the 

significant impact of cybercrimes on the global economy and emphasized the necessity of 

secure cyberspace to mitigate these effects (Abdullah et al., 2019). The authors conducted 

a detailed review of existing IoT security challenges, requirements, and techniques, 

including the potential of blockchain technology as a solution for the enhancement of IoT 

security. Abdullah et al.’s findings were highly relevant to this study of leveraging the 

LSTM and isolation forest models to detect IoT threats because the authors offered a 

comprehensive overview of IoT security issues, challenges, and potential solutions for 

guiding the development of advanced detection mechanisms. The author’s emphasis on 

the application layer’s security and their exploration of blockchain as a security measure 

(Abdullah et al., 2019) align with the objective of developing a nuanced approach to IoT 
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security embarked here, which made their work an instrumental resource guiding this 

study. 

2.14 Enhancing IoT Security Through Modular Auditing Frameworks and Hybrid 

Optimization Mechanisms 

Rizvi et al. (2023) addressed a crucial aspect of IoT integration within corporate 

networks that was particularly relevant to this study of the use of a hybrid LSTM and 

isolation forest model for detection of IoT threats and vulnerabilities. The authors 

underlined the pressing need for a specialized auditing framework to ensure the security 

and compliance of IoT devices. This necessity has emerged from these technologies’ 

rapid and widespread adoption across a variety of sectors (Rizvi et al., 2023). Given the 

characteristics of IoT devices—scalability, autonomy, and heightened vulnerability to 

cyber threats—standard IT auditing approaches fall short, indicating a significant gap in 

existing cybersecurity practices (Rizvi et al., 2023). 

Rizvi et al.’s (2023) proposed modular auditing framework was especially 

pertinent to the core motivation behind this praxis in that its focus is a comprehensive 

assessment of IoT devices’ firmware, hardware, security measures, communication 

protocols, and data privacy practices through which the framework offers a nuanced 

approach to identifying and mitigating potential vulnerabilities within IoT-infused 

corporate networks. The emphasis on a tailored auditing methodology aligns with this 

research objective to enhance the detection of IoT threats through advanced analytics and 

ML techniques. 

Moreover, Rizvi et al.’s (2023) discussion of the necessity of addressing the IoT’s 

unique vulnerabilities—such as communication methods, physical and logical security, 
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and overall integrity of device operations—provides a solid foundation for understanding 

the complexity and scope of IoT-induced security risks. This understanding was critical 

to developing and validating the effectiveness of the hybrid LSTM and isolation forest 

model because the understanding highlights the multifaceted nature of IoT security 

challenges that this research aimed to address with the model design. 

Nagaraju et al. (2022) presented a comprehensive approach to enhancing security 

in IoT environments. The authors addressed the significant threats posed by illegal 

downloading and virus attacks, which can leak confidential material and cause 

reputational and financial damage (Nagaraju et al., 2022). The core of this approach is 

the use of a hybrid optimization mechanism combined with deep learning to effectively 

prevent attacks in IoT settings (Nagaraju et al., 2022). 

Nagaraju et al.’s (2022) proposed methodology involves constructing a 

cybersecurity warning system index, selecting and measuring index factors, and 

evaluating the situations. The authors used biologically inspired techniques to improve 

the productivity of IDSs by reducing data dimensionality and eliminating unnecessary or 

noisy inputs (Nagaraju et al., 2022). Specifically, the authors highlighted the gray wolf 

optimization algorithm because of its ability to enhance the detection of both regular and 

abnormal network congestion (Nagaraju et al., 2022). 

A pioneering aspect of Nagaraju et al.’s (2022) research was the integration of the 

gray wolf and whale optimization algorithms, combined with deep learning techniques, to 

improve attack prevention capabilities. They implemented the deep learning component 

using TensorFlow, focusing on classifying instances of software plagiarism (Nagaraju et 
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al., 2022). They also employed tokenization and weighting feature approaches to refine 

the analysis further (Nagaraju et al., 2022). 

The results of Nagaraju et al.’s (2022) experiments indicated that the proposed 

method for assessing cybersecurity risks in IoT offers classification outcomes superior to 

those of existing methods. The integration of the whale and grey wolf optimization 

algorithms and use of deep convolutional networks emerged as a potent strategy for the 

early detection and prevention of attacks in IoT environments (Nagaraju et al., 2022). The 

authors’ results constituted a significant advance in the field of cybersecurity, which 

future researchers could draw on. 

2.15 Integrating Advanced Deep Learning Techniques for Robust Intrusion 

Detection 

Song et al.’s (2023) work formed this study's cornerstone, providing a 

methodological framework and empirical evidence aligned closely with the research 

objectives. The authors’ novel intrusion detection model, SEW-MBiGD, tackles the 

issues of data imbalance and inadequate feature learning, and the authors presented a 

compelling case for its application (Song et al., 2023), applicable even in the context of 

this study. 

The methodology adopted by Song et al. (2023) was both rigorous and inventive. 

By amalgamating the synthetic minority oversampling, edited nearest neighbors, and 

Wasserstein generative adversarial network techniques for data preprocessing, the authors 

adeptly addressed the critical issue of data set imbalance (Song et al., 2023). They further 

enhanced their model with the bidirectional gated recurrent unit and multihead self-

attention mechanisms, which facilitate an in-depth analysis of long-sequence data and the 
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intricate correlations within (Song et al., 2023). Such a comprehensive approach is 

instrumental to the nuanced detection of threats in IoT networks, resonating with this 

pursuit of deploying a hybrid LSTM and isolation forest model for enhanced security 

protocols. 

Evaluation of Song et al.’s (2023) work suggests that the SEW-MBiGD model 

signifies a leap forward in IoT security. Its superior performance at balancing data sets 

and executing classification tasks provides a promising pathway for augmentation of the 

ability to detect IoT-based cyber threats. 

The relevance of Song et al.’s (2023) work to this study is unmistakable. Their 

work exemplifies the potency of deep learning techniques for fortifying IoT security 

mechanisms, shedding light on methodologies researchers could integrate into research 

frameworks. The successful application of attention mechanisms and the bidirectional 

gated recurrent unit within the SEW-MBiGD model has insightful parallels to this 

research’s use of the LSTM and isolation forest models, suggesting a symbiotic approach 

to bolstering threat detection capabilities. 

Chiba et al. (2022) made an invaluable contribution to understanding the existing 

state and future directions of IDSs and intrusion prevention systems within IoT networks, 

a crucial area of concern even to the studying enhancement of corporate network security 

amid the proliferation of IoT devices been undertaken in this research. 

Chiba et al. (2022) comprehensively reviewed recent advances in IDSs, and 

intrusion prevention systems (IPS) tailored explicitly to IoT environments, highlighting 

the necessity of innovative solutions that address IoT devices’ unique vulnerabilities and 

constraints. Their review encompassed a range of methodologies, including ML and deep 
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learning techniques, optimized through various algorithms for improved detection and 

prevention of IoT-specific security threats. The evaluation of these methodologies using 

both real and synthetic data sets underscored their effectiveness yet drew attention to 

existing limitations, such as computational overhead and the need for lightweight 

architectures suitable for the constrained resources of IoT devices (Chiba et al., 2022). 

The relevance of Chiba et al.’s (2022) work to this proposed study is manifold. 

First, their findings underscore the critical need for advanced security mechanisms to 

detect threats against IoT devices integrated into corporate networks, directly aligning 

with a key motivation of this study: mitigation of IoT-induced vulnerabilities. Chiba et 

al.’s detailed analysis of existing approaches to IDSs and intrusion prevention systems 

offered a solid foundation on which the hybrid LSTM and isolation forest could be 

developed and refined. By identifying gaps, such as the need for updated evaluation data 

sets and the challenges of reducing false positives, Chiba et al. provided essential insights 

into areas to which researchers can contribute novel solutions. 

Moreover, Chiba et al.’s (2022) emphasis on lightweight solutions and the 

integration of advanced ML techniques resonates with the approach taken in this study of 

developing a detection model that is both efficient and effective in the constrained 

environment of IoT devices. The hybrid detection approach recommended by Chiba et 

al., combining signature-based and anomaly detection, offered a potential framework for 

enhancing this model’s accuracy and reducing false positives, a critical consideration for 

real-time systems. 
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2.16 Assessing and Enhancing AI-Driven Security Against Adversarial Attacks in 

IoT Networks 

Sepenu et al. (2022) addressed a critical aspect of cybersecurity in the IoT 

context, focusing mainly on the vulnerabilities AI-driven security measures face with 

respect to adversarial examples. The authors’ work was directly relevant to the broader 

research motivation concerning the impact of IoT devices on corporate networks, 

especially from a cybersecurity standpoint. The growing interconnectedness of IoT 

devices has elevated the risk and potential for damage from cyberattacks, making the 

development and implementation of resilient security measures crucial. 

Sepenu et al. (2022) employed a methodology that involves generating adversarial 

examples specifically designed to compromise AI-based cybersecurity algorithms. The 

authors aimed to expose the vulnerabilities inherent in these systems by targeting the AI 

models that underpin many modern IDSs. Sepenu et al. evaluated the resilience of AI 

models against these adversarial examples, aiming to enhance the security of IoT 

networks by proposing more adaptive and robust AI solutions. 

Sepenu et al.’s (2022) work is particularly pertinent given the escalating security 

risks of integrating IoT devices into corporate networks. The rapid adoption of IoT 

technologies and their integration into critical infrastructure such as SCADA systems has 

expanded the attack surface for potential cyber threats. The findings and methodologies 

of Sepenu et al. offer valuable insights into developing more secure AI models that can 

detect and mitigate the threats posed by adversarial examples. This aligns closely with 

this research’s motivation to use a hybrid LSTM and isolation forest model to detect IoT 

threats and vulnerabilities more effectively. 
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Moreover, Sepenu et al.’s (2022) exploration of adversarial examples in IoT 

packet data and evaluation of AI model resilience contributed significantly to 

understanding how to safeguard IoT networks against sophisticated cyberattacks. Sepenu 

et al. underscored the importance of continuously advancing AI and cybersecurity 

technologies to address evolving threats in the IoT ecosystem. The findings of Sepenu et 

al. shaped this study by highlighting the importance of considering adversarial attacks in 

the development of detection models and providing a framework for evaluation of the 

robustness of these models in the face of sophisticated cyber threats. 

Chempavathy et al.’s (2022) study of the enhancement of IoT network security 

with deep learning methodologies offers crucial insights that complement and enrich this 

study. The significant contribution of Chempavathy et al. centered on the investigation of 

the effectiveness of software-defined networks (SDNs) and deep learning for improving 

IoT security. The authors highlighted the complex threat landscape characterized by 

advanced cyberattacks such as denial of service and DDoS, which threaten the security 

and privacy of corporate data. They identified the limitations of conventional security 

measures and explored the application of sophisticated deep learning techniques, 

specifically LSTM networks, to the real-time detection and classification of anomalies 

and threats in IoT environments. 

The methodology Chempavathy et al. (2022) applied has as its focus evaluation of 

SDN-based architectures such as SoftThings, which aim at dynamic enhancement of 

network security through continuous monitoring and adaptive decision-making. This 

method addresses critical issues such as unauthorized data access and demonstrates the 
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versatility of SDNs for supporting smart grids by integrating renewable energy sources, 

showcasing the broad advantages of SDNs in IoT networks (Chempavathy et al., 2022). 

Seeking to devise a model hybridizing the LSTM and isolation forest models for 

quicker identification of IoT vulnerabilities,  Chempavathy et al.’s (2022) findings 

provided an essential foundation for that. They validated the effectiveness of deep 

learning models for recognizing and categorizing cyber threats to IoT devices, 

emphasizing the potential of incorporating LSTM networks into solutions developed. 

Moreover, their successful employment of SDN-based frameworks for security 

management set a valuable example for adoption of similar approaches in this study to 

fortify corporate networks against the vulnerabilities introduced by IoT devices. 

Chempavathy et al. (2022), therefore, supported the use of advanced 

computational models for IoT security and augmented the research framework by 

delivering concrete evidence and methodological insights. By applying the principles 

outlined by Chempavathy et al., enhancing this IoT threat detection model and ensuring 

the protection of corporate networks against emerging cyber risks became visible. 

2.17 Advancing IoT Security: Integrative Approaches and Future Directions 

Haque et al.’s (2023) findings are foundational for understanding the challenges 

of securing IoT devices within corporate networks. The authors provided a 

comprehensive overview of the evolution and integration of IoT technologies, 

highlighting the critical security vulnerabilities that emerged as these devices proliferated 

across various sectors. Through their systematic review, Haque et al. emphasized the lag 

in network security tailored to the unique demands of IoT ecosystems, underlining the 

necessity of employing ML and deep learning to bolster cybersecurity measures. 
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This study, focusing on the integration of IoT devices into corporate networks and 

the subsequent cybersecurity challenges, aligns closely with the concerns and findings 

outlined by Haque et al. (2023). The authors’ discussion of the complexity of IoT 

architectures and the variety of industry-specific models underscores the multifaceted 

nature of IoT security, providing a backdrop against which the hybrid LSTM and 

isolation forest model could be evaluated for effectiveness at detecting IoT threats and 

vulnerabilities. 

Identification and analysis of IoT-specific data sets for attack detection, as done 

by Haque et al. (2023), was particularly relevant to this study. By examining data sets 

that simulate various attack scenarios on IoT networks, Haque et al. shed light on the 

critical need for robust IDSs capable of recognizing and mitigating diverse threats. This 

insight directly supports the premise of the study by highlighting the importance of 

advanced, data-driven models for threat detection in IoT environments. 

Moreover, Haque et al.’s (2023) emphasis on future research directions, including 

the need for creating and refining IoT-specific data sets and exploring the potential of 

federated learning for maintaining data privacy while training models, aligns with this 

envisioned ground-breaking approach. By proposing a hybrid of the LSTM and isolation 

forest models, modest contributions have been made to the ongoing efforts to develop 

sophisticated, efficient, and scalable solutions for IoT security. 

Further, Nakao et al. (2023) explored in depth challenges and advances in the 

field of IoT security, explicitly targeting analysis and mitigation of IoT malware. The 

authors highlighted the development of advanced IoT honeypots for capturing malware, 

in-depth analysis, removal techniques for persistent malware, and the evaluation of 
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security notification effectiveness by internet service providers (Nakao et al., 2023). They 

also discussed techniques for early detection of cyberattacks, response feature analysis 

and clustering of IoT malware, and technologies for disabling compromised IoT systems. 

This comprehensive approach to IoT security research is highly relevant to the study of 

the impact of IoT devices in corporate networks, especially with respect to cybersecurity 

challenges. The methodologies and findings Nakao et al. discussed significantly informed 

this hybrid LSTM and isolation forest model for detection of IoT threats by providing 

insights into existing IoT malware behavior, attack patterns, and effective 

countermeasures. 

de Caldas Filho et al. (2023) proposed a sophisticated model for addressing DDoS 

attacks within IoT networks by leveraging federated learning for botnet detection and 

mitigation. Their methodology encompasses the development of a model operating close 

to the attack source, integrating host IDSs and network IDSs within a fog computing 

infrastructure (de Caldas Filho et al., 2023). This model uses federated learning to 

enhance the detection of anomalous traffic by allowing devices to analyze data locally 

and collectively improve detection accuracy without accumulating data centrally, thus 

preserving privacy and reducing volumetric impacts of attack traffic. 

de Caldas Filho et al.’s (2023) work is highly relevant to the study of the impacts 

of IoT devices in corporate networks, particularly with respect to cybersecurity 

challenges. Its novel approach combines federated learning with traditional IDSs, 

offering a scalable, privacy-preserving solution to mitigate botnet-driven DDoS attacks. 

Integrating federated learning allows for a decentralized and collaborative model-training 

and detection process (de Caldas Filho et al., 2023), potentially offering a more dynamic 
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and responsive system to new and evolving threats. This model shaped the direction of 

this study by providing a framework for detection of IoT threats and vulnerabilities using 

advanced learning techniques, addressing the scalability and privacy concerns inherent in 

corporate IoT implementations. 

2.18 Summary and Conclusion 

This chapter provided a comprehensive analysis of the existing state of, and 

potential solutions for, IoT security within corporate networks, revealing a nuanced 

landscape of potential solutions and challenges. It further highlighted the integration of 

the LSTM and isolation forest algorithms as a promising approach for anomaly detection, 

while also acknowledging their limitations. Further, it emphasized the importance of a 

balanced, modern strategy that combines advanced data processing capabilities with 

practical efficiency to address the evolving landscape of cybersecurity threats in the IoT 

domain. The insights gained from the works reviewed underscore the critical need for 

continuous innovation and adaptation to develop effective, adaptable security solutions 

for IoT in corporate environments in the face of evolving cybersecurity threats in the IoT 

domain.  
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Chapter 3—Methodology 

3.1 Introduction 

In the rapidly evolving landscape of corporate networking, integrating IoT devices 

introduces a paradigm of enhanced connectivity and operational efficiency alongside a 

complex spectrum of security vulnerabilities (Schiller et al., 2022). The crux of 

navigating this landscape lies in the sophisticated detection and mitigation of potential 

threats, a challenge that formed the foundation of this study. This chapter describes the 

methods employed in the study, from the initial phase of sourcing and preparing quality 

data to the implementation and evaluation of advanced anomaly detection models. The 

aim of the process was the identification of actionable strategies for securing the IoT-

infused corporate networks of the future. 

The study methodology consisted of four interconnected phases, each building 

upon the previous to create a comprehensive approach to IoT security analysis: 

Phase 1: Source Data Collection and Preparation 

This foundational phase involved meticulous sourcing, preparing, and refining IoT data 

from Kaggle. The critical importance of authenticity and comprehensiveness in dataset 

selection was emphasized to ensure the integrity of the developed models. This process 

included: 

• Identifying and retrieving comprehensive and reliable datasets 

• Cleansing data for consistency 

• Performing feature engineering 

• Normalizing data to prepare for model input 

Phase 2: Anomaly Detection Model Development and Testing 
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This phase explored and evaluated three distinct models: 

1. LSTM Model: Chosen for its adept handling of temporal patterns in network 

traffic data (Benaddi et al., 2023). The LSTM model's standalone performance at 

detecting network anomalies was evaluated through careful design, training, and 

validation. 

2. Isolation Forest Model: Renowned for its efficiency in isolating outliers within 

data (Zhang & Liu, 2022). The model's standalone performance at isolating data 

anomalies was assessed. 

3. Hybrid Model: This innovative hybrid model combines LSTM and isolation forest 

models to leverage the LSTM model's temporal sensitivity (Mandloi et al., 2023) 

and the isolation forest model's outlier isolation capabilities. It promises enhanced 

detection performance through the synergy of its constituent models. 

Phase 3: Model Comparison and Analysis 

This phase involved a comparative analysis of the LSTM, isolation forest, and 

hybrid models using a range of performance metrics. Statistical tools ensured objective 

evaluation, benchmarking the models against one another and correlating their 

performance with specific IoT-related threats. This critical examination offered a nuanced 

understanding of their applicability in real-world scenarios. 

Phase 4: Analysis and Insights 

The final phase synthesized the models' results to understand the impact of IoT on 

corporate network security. This included: 

• Linking detected anomalies to observed surges in malware incidents 

• Synthesizing research insights to inform effective IoT security strategies 
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• Emphasizing the impact of IoT device proliferation on corporate network 

security 

• Developing strategies for navigating the complex IoT security landscape 

 

With its rigorous analytical standards and focus on real-world applicability, this 

methodological approach aimed to provide a comprehensive understanding of IoT 

security challenges and potential solutions. 

The methods used aimed to equip cybersecurity professionals with the knowledge 

and tools to secure future corporate networks' digital frontiers. Through this detailed 

exploration, the hunger to contribute significantly to the ongoing development of 

cybersecurity in the IoT era was borne, offering guidance, insights, and strategies for 

navigating the challenges and opportunities involved. Figure 3-1 is a graphical 

representation of the methodology. 
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Figure 3-1. High-Level Overview of Methodology. 

3.2 Source Data Collection and Preparation 

The first phase of developing the anomaly detection systems for IoT networks 

involved meticulously collecting and preparing labeled IoT data. This data was 

instrumental in training and testing models designed to pinpoint anomalies within 

corporate networks. Given the complexity and variability of IoT network traffic, 

obtaining high-quality, labeled data sets is a significant problem (Domb et al., 2023). The 

data set used provided an extensive range of IoT network traffic data, including benign 

and malicious profiles, which was essential for a nuanced understanding of network 

behavior. 

3.2.1 Data Source Identification and Retrieval 

Kaggle, a prominent platform for data science and ML competitions, offers a 

wealth of suitable data sets (Pambudi, 2023). The data set used in this study consists of 

detailed intrusion profiles, which have a good mix of malicious and benign traffic 
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(Pambudi, 2023). This data set – the IoT intrusion profiles (Pambudi, 2023) was, selected 

based on its comprehensive labeling and the breadth of IoT network traffic data within it 

and because it represented as close to real-world traffic as possible, and  it is crucial for 

developing a nuanced understanding of network behavior (Neto et al., 2023). Using 

Kaggle’s direct download functionality, the data set was accessed in comma-separated-

value format. Table 3-1 describes the data sets. 

Table 3-1. Data Set Features 

Feature code Description 

IoT profile data set 

frame.number Frame number in the packet capture 

frame.time Timestamp of the frame 

frame.len Length of the frame in bytes 

eth.src Source MAC address 

eth.dst Destination MAC address 

ip.src Source IP address 

ip.dst Destination IP address 

ip.proto IP protocol number 

ip.len Total length of the IP packet 

tcp.len Length of the TCP segment 

tcp.srcport Source TCP port 

tcp.dstport Destination TCP port 

Value A specific value related to the packet or connection 

normality A measure of the normality of the connection or packet 

IAT Interarrival time, the time between the arrival of consecutive packets 

label Classification label assigned to the packet or connection (e.g., normal, 

anomalous) 

 

3.2.2 Initial Data Review and Cleansing 

The data set needed to be reviewed and cleansed before any detailed analysis or 

model development can begin. This step confirmed its completeness, label accuracy, and 

crucial features for anomaly detection (Zakariah & Almazyad, 2023). With its robust data 

manipulation libraries, Python was an invaluable tool for this process (Domb et al., 
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2023). The data set was refined through scripts designed to filter and correct anomalies, 

such as missing values or corrupt records, ensuring a reliable basis for subsequent phases 

of the study. 

3.2.3 Feature Engineering and Selection 

The task of detecting network anomalies relies heavily on the effective use of 

feature engineering and selection (Jiang et al., 2023). Using a mixture of recursive feature 

elimination (RFE) and domain knowledge to address critical features needed to handle 

temporal dependencies and aid with anomaly detection, such as isolation forest. This 

process is crucial for highlighting the characteristics of network behavior that suggest 

potential security threats (Jiang et al., 2023). Researchers, guided by domain expertise 

and in the case of this particular research, the use of RFE, extract valuable features from 

network data, uncovering patterns indicative of malicious activities (Villegas-Ch et al., 

2023). This expertise not only aids the identification of the most relevant features for 

analysis but also optimizes the selection process through algorithms to refine a data set to 

its essential elements. These targeted features ensure efficient and effective anomaly 

detection models, leveraging refined inputs to better identify potential threats (Domb et 

al., 2023). 

3.2.4 Data Normalization for Anomaly Detection 

A critical step in preparing data for anomaly detection models involves 

normalizing the data ranges to ensure uniformity across model inputs (Liu & Yang, 

2024). This standardization is essential for accurately detecting anomalies and facilitating 

this model’s discernment of unusual patterns that may indicate security risks (Liu & 

Yang, 2024). Data normalization, mainly through techniques such as scaling with 
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StandardScaler, employed in this study, aligns feature scales uniformly, significantly 

enhancing the model’s performance and the reliability of the detection system (Liu & 

Yang, 2024). This process is not just a technical necessity but also a strategic 

enhancement that bolsters the model’s sensitivity to deviations from normal behavior—

deviations that could signify security threats in corporate networks. This step was 

particularly important given the context of IoT security; data used in this model were split 

into training (80%) and testing (20%) segments to validate the model’s effectiveness 

(Figure 3-2). 

 

Figure 3-2. Data Set Feature Shape 

Integrating advanced feature selection and robust data normalization techniques 

forms the backbone of effective anomaly detection in network security (Mohy-Eddine et 

al., 2023). These methodologies meet the demands of the models deployed, from classical 

approaches in isolation forest models to sequence-oriented strategies in LSTM models 

(Mohy-Eddine et al., 2023). This strategic confluence of domain knowledge, algorithmic 

selection, and preprocessing rigor ensures that the models are optimized for performance 

and meet their goal of safeguarding networks against increasingly sophisticated security 

threats (Nazir et al., 2023). 

In summary, a robust foundation was established for developing models adept at 

detecting malicious activity within corporate IoT networks through identifying, 

retrieving, cleansing, and preparing high-quality datasets. Kaggle dataset, particularly one 
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containing intrusion profiles and mixed malicious and benign traffic data, proved to be an 

invaluable resource for this research. 

3.3 Implementing LSTM for Anomaly Detection 

To tackle the complex security landscape of IoT-enabled corporate networks, 

developing a robust anomaly detection system using LSTM networks has become 

expedient (Benaddi et al., 2023). Traditional security mechanisms fall short in addressing 

the nuanced patterns of network traffic that IoT devices introduce (Schiller et al., 2022). 

This section describes the steps taken to leverage LSTM’s capabilities for this purpose: 

designing, training, and validating an LSTM model tailored to detecting anomalies in 

network traffic. Figure 3-3 illustrates the LSTM model architecture. 

 

Figure 3-3. LSTM Model Architecture. 

3.3.1 Designing the LSTM Model 

The first step involved architecting an LSTM network capable of understanding 

the temporal dynamics of network traffic. Given LSTM’s ability to handle time series 

data, the layers were meticulously structured to ensure they could capture the intricate 

temporal dependencies characteristic of IoT network traffic. This involved setting up an 

input layer to intake traffic data followed by several LSTM layers tasked with learning 
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the data’s temporal patterns (Korstanje, 2021). The model concludes with a dense output 

layer designed to classify the network traffic as normal or anomalous based on the 

learned patterns. However, it was first necessary to adjust X_train and X_test to 

achieve the shape (Figure 3-2) and accommodate the needed changes. 

3.3.2 Training the LSTM Model 

With the design in place, the next step was to train the LSTM model using Python 

libraries in PyCharm for an efficient workflow. The training process was grounded in the 

IoT intrusion profile data set referenced in Table 3-1, which had been carefully cleansed, 

feature-engineered, and preprocessed (Hu et al., 2023) to reflect the diversity of network 

behaviors accurately. Through iterations of backpropagation and optimization algorithms, 

the model learned to differentiate between normal operations and potential threats, 

adjusting its internal parameters to minimize prediction errors. 

3.3.3 Validating the LSTM Model 

The validation phase followed the training and employed a distinct data set filled 

with previously unseen data to evaluate its predictive capabilities thoroughly. This critical 

step allowed for an assessment of how accurately the model’s predictions matched actual 

outcomes and its efficiency for anomaly detection. This step was accomplished by 

meticulously assessing various performance indicators, including accuracy, precision, 

recall, and F1 score, to gauge the model’s effectiveness comprehensively. Such metrics 

were vital for detecting any signs of overfitting or underperformance, thus guiding the 

fine-tuning of the model’s hyperparameters to maximize its operational accuracy. 

Throughout the development and evaluation phases, it was imperative to equip the 

model to identify both existing and emerging threats. Incorporating continuous learning 
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mechanisms accordingly enabled the model to dynamically update its interpretation of 

normal and abnormal patterns based on new data. This adaptability is essential to 

ensuring the anomaly detection system remains effective and relevant amid the rapidly 

changing landscape of corporate IoT environments. 

3.4 Implementing Isolation Forest for Anomaly Detection 

In this quest to bolster the security of IoT-enabled corporate networks, the 

exploration of advanced anomaly detection techniques has become paramount. The 

isolation forest algorithm, recognized for its efficacy in identifying outliers, has emerged 

as a potent tool to counter the complex threats these integrations may encounter. This 

section elucidates the configuration, deployment, and evaluation of the isolation forest 

model, building on prior applications such as LSTM to pinpoint its unique contributions 

to anomaly detection in IoT networks. 

3.4.1 Algorithm Configuration 

The first step involved configuring the isolation forest algorithm to tailor it to the 

specific challenges posed by IoT network traffic data. Using the Python scikit-learn 

library, the algorithm’s parameters—number of trees (Gałka & Karczmarek, 2023), 

sample size, and contamination level—were adjusted to enhance its outlier detection. 

This calibration was crucial for preparing the algorithm to efficiently process and analyze 

the intricate data set obtained from Kaggle (Pambudi, 2023), ensuring it could accurately 

differentiate between normal and potentially hazardous network behaviors. Figure 3-4 

depicts the architecture and algorithm configuration. 
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Figure 3-4. Isolation Forest Model Architecture 

3.4.2 Anomaly Isolation 

Once configured, the isolation forest algorithm was deployed on Azure to 

leverage the cloud’s scalable computing resources, which were essential for managing the 

data set’s breadth and complexity. The primary focus here was isolating anomalies within 

the IoT network traffic—a critical step highlighted by Shanthi and Maruthi (2023). By 

employing sophisticated feature engineering and the algorithm’s unique isolation 

mechanism, it was possible to identify deviations from normal patterns accurately. This 

capability is vital for pinpointing unauthorized data accesses or other cyber threats, 

bolstering IoT-infused corporate environments’ security. 

3.4.3 Model Evaluation 

In the evaluation step, the model’s real-world applicability was tested. To validate 

the model’s performance, a subset of the Kaggle data set (Pambudi, 2023) was employed, 

this subset had remained untouched during the configuration and anomaly isolation 
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phases. This method allowed for direct comparison of predicted labels against actual 

labels and was facilitated by performance metrics such as accuracy, precision, recall, and 

F1 score. These metrics were crucial indicators of the model’s effectiveness at 

recognizing anomalies within network traffic.  

The isolation forest model offered a distinct, efficient approach to anomaly 

detection through its ability to isolate outliers in dense network traffic—a feature 

especially useful in IoT contexts where data volume and diversity can mask security 

threats (Ren et al., 2021). This attribute ideally complements the temporal pattern 

recognition ability of LSTM models; together, these models provide a comprehensive 

strategy for detecting and mitigating potential security breaches. 

In summary, implementing the isolation forest model within IoT-enabled 

corporate networks demonstrated its potential to significantly enhance network security. 

Through meticulous configuration, strategic deployment, and rigorous evaluation, this 

model would stand alone as a formidable anomaly detector and a pivotal component of a 

layered security strategy. 

3.5 Hybrid Model Testing 

The design and evaluation of a hybrid anomaly detection model aimed to merge 

the temporal pattern recognition capabilities of LSTM networks with the anomaly 

isolation efficiency of the isolation forest algorithm. A comprehensive solution 

leveraging the strengths of both methodologies had the potential to yield superior threat 

identification within the complex environment of IoT network traffic. The process of 

designing, integrating, training, validating, and assessing the efficacy of this hybrid 

model began with the same Kaggle data sets (Pambudi, 2023) referred to in previous 
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sections. Configuring, deploying, and evaluating the isolation forest model shed light on 

the strengths and challenges of different anomaly detection techniques. The goal was to 

amalgamate the LSTM and isolation forest models into a robust anomaly detection 

system capitalizing on the strengths of both models. This integrated system aimed to 

fortify the defenses of IoT-infused corporate networks, ensuring their integrity and 

security in the face of increasingly sophisticated cyber threats. 

3.5.1 Hybrid Model Design and Integration 

The first step involved constructing a model that seamlessly integrated the LSTM 

and isolation forest models. The strategy was to develop a pipeline in which the output 

from the LSTM model feeds directly into the isolation forest algorithm. This design 

choice rested on the hypothesis that the LSTM model’s ability to recognize patterns over 

time would identify potential anomalies, which the isolation forest model could then 

efficiently isolate for further scrutiny. The integration required meticulous planning to 

ensure that the data output from the LSTM model would be compatible with the input 

requirements of the isolation forest algorithm, necessitating adjustments in the data 

preprocessing and transformation steps. Figure 3-6 depicts this model. 
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Figure 3-5. Hybrid Model Architecture. 

3.5.2 Hybrid Model Training and Validation 

With the design in place, the next step was to train the hybrid model to recognize 

complex anomalies indicative of contemporary IoT security threats. The training sessions 

begin by leveraging a comprehensive data set obtained from Kaggle (Pambudi, 2023) that 
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included a diverse range of IoT traffic data. These sessions were designed to acquaint the 

model with a wide array of attack patterns and benign traffic scenarios, providing a 

balanced foundation for learning. Following training, the model underwent a rigorous 

validation process against known attack patterns and benign traffic profiles not previously 

encountered during training. This step was crucial to assessing the model’s reliability and 

its ability to generalize from the training data to new, unseen instances. 

3.5.3 Efficacy Assessment 

Evaluation of the hybrid model’s effectiveness was grounded in implementation 

of a suite of performance metrics. These metrics included the detection rate, the numbers 

of false positives and false negatives, and computational efficiency. The selection of 

these metrics was strategic, aiming to provide a comprehensive overview of the model’s 

performance across different dimensions of anomaly detection. The detection rate 

indicated the model’s ability to identify threats accurately, and metrics for false positives 

and negatives offered insights into the model’s precision and recall. Computational 

efficiency was also a critical consideration, given the potential impact of the model’s 

deployment on network resources. 

The results of this efficacy assessment were poised to validate or refute the initial 

hypothesis that a hybrid model combining the LSTM and isolation forest models would 

demonstrate superior performance with respect to identifying unauthorized data access 

from IoT devices than would the LSTM or isolation forest models individually. This 

hypothesis was based on the premise that the complementary strengths of the two 

models—LSTM’s nuanced understanding of temporal patterns and isolation forest’s 
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efficient anomaly isolation—would synergize to create a more effective anomaly 

detection system. 

3.5.4 Reflections on Hybrid Model Testing 

Designing, training, validating, and assessing the hybrid model was challenging 

and enlightening. One key insight gained from this endeavor was the importance of 

seamless model integration. The transition of data between the LSTM and isolation forest 

components required careful calibration to ensure that each model’s strengths were fully 

harnessed. This experience underscored the complexity of combining different ML 

methodologies and highlighted the potential benefits of such an approach for enhancing 

IoT network security. 

Moreover, the efficacy assessment step provided valuable feedback on the 

model’s performance, guiding adjustments to the training process and model 

configuration to optimize detection accuracy and efficiency. The findings from this step 

have significant implications for the future direction of anomaly detection research and 

practice, suggesting that hybrid models may indeed offer a promising path forward for 

securing IoT-enabled corporate networks against a constantly evolving threat landscape. 

3.6 Model Comparison 

The next phase of the study involved a rigorous comparison of the anomaly 

detection capabilities of the LSTM model, isolation forest model, and hybrid model. This 

phase was critical to the study, and its purpose was to derive analytical insights that 

would identify the most effective approach to mitigating the cybersecurity threats posed 

by IoT devices. 



61 

3.6.1 Comparative Performance Metrics Analysis 

Comparing the models required establishing a robust framework for performance 

evaluation. This framework was essential to ensure objective analysis that accurately 

reflected the complexity of IoT network traffic and the myriad attack vectors faced by 

corporate networks. To achieve this, statistical analysis tools were employed allowing 

detailed assessment of each model’s performance across several key metrics: accuracy, 

precision, recall, and the F1 score. 

Accuracy served as a primary indicator of each model’s overall effectiveness at 

correctly identifying anomalies, and precision and recall provided insights into the 

models’ ability to minimize false positives and false negatives, respectively. The F1 score, 

a harmonic mean of precision and recall, offered a balanced measure of each model’s 

reliability with respect to anomaly detection. This multifaceted evaluation ensured that 

the comparative analysis accounted for the nuances of IoT network traffic and the 

sophisticated nature of contemporary cyber threats. 

By meticulously analyzing these performance metrics, the core aim was to clearly 

understand the strengths and limitations of the LSTM, isolation forest, and hybrid 

models. This not only facilitated a direct comparison of their individual and combined 

efficacy but also enabled a comprehensive assessment of their applicability to real-world 

IoT security challenges (Nazir et al., 2023). 

3.6.2 Efficacy Correlation With IoT Threats 

A critical aspect of the model comparison involved correlating each model’s 

performance with the spectrum of IoT threats (Tariq et al., 2023). This step was vital to 

identifying the most effective anomaly detection approaches for specific types of 
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cyberattacks that have become increasingly prevalent with the rise of IoT devices in 

corporate environments. To this end, a thorough analysis was made of how each model 

fared against various attack vectors, such as DDoS attacks, command and control 

(heartbeat) attacks (Tariq et al., 2023), and unauthorized data access attempts. 

This comprehensive analysis facilitated the establishment of meaningful parallels 

between the effectiveness of various anomaly detection models and the distinct 

characteristics of different cyberattacks. By meticulously examining the performance of 

these models within both actual and simulated attack scenarios, the objective was to 

pinpoint either a single model or a combination of models that offered the most robust 

defense against the dynamic and diverse threat landscape associated with IoT devices. 

Throughout this evaluative process, the second hypothesis that a hybrid of the 

LSTM and isolation forest models would demonstrate superior performance than either 

model alone at identifying types of unauthorized data access from IoT devices were 

designed to be addressed. The outcomes of this analysis not only allowed validation or 

refutation of this hypothesis but also offered valuable insights into tailoring anomaly 

detection systems to counter the specific threats posed by the proliferation of IoT devices 

in corporate networks. 

3.7 Analysis and Insights 

The final phase of the study consisted of a thorough analysis and synthesis of the 

findings regarding the implemented anomaly detection models. This involved elucidating 

the broader implications for corporate network security of IoT proliferation and 

distillation of actionable insights from the accumulated data, thereby contributing to 

formulating robust security strategies and guiding future research. 



63 

The primary objective of this analysis was to elucidate how the proliferation of 

IoT devices in corporate networks has impacted the corporate security landscape. By 

examining the anomalies detected using the LSTM, isolation forest, and hybrid models in 

juxtaposition with industry-reported data, careful effort was taken to draw a direct 

correlation between the surge in IoT devices and the heightened vulnerabilities within 

corporate networks. 

A crucial element of this analysis involved associating the anomalies detected by 

the models with documented malware incidents, which have notably increased in recent 

years, as reported in the 2023 Zscaler report. This correlation was designed to underscore 

the urgency that underpins this research: the significant influence of IoT devices on 

network security, and to deliver a tangible evaluation of how these vulnerabilities appear 

in actual scenarios. This effort aimed to elucidate patterns and trends capable of 

predicting potential security breaches. This provided a foundation for developing 

preemptive strategies to combat the complex threats inherent in the IoT ecosystem. 

3.8 Conclusion 

Acknowledging the critical importance of high-quality data for crafting models 

capable of discerning malicious activity within the vast sea of corporate IoT network 

traffic, this research leveraged meticulously curated data sets from Kaggle (Pambudi, 

2023). These datasets encompass intrusion profiles and a blend of malicious and benign 

traffic data, which provided an invaluable starting point. This initial stage was crucial, 

laying the groundwork for subsequent model development by ensuring the data were 

comprehensive and cleanly prepared, thus enabling accurate anomaly detection. 
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Developing, training, and validating the LSTM, isolation forest, and hybrid 

models (Nakahara et al., 2021) constituted the core of the study. Each model was 

subjected to a rigorous evaluation process and meticulously configured to meet the 

unique challenges presented by IoT network traffic. The synthesis of these models into a 

hybrid model was the culmination of efforts put forth in this research to harness the 

complementary strengths of the LSTM and isolation forest techniques. Through this 

innovative approach, the research aimed to create a robust solution that addresses the 

nuanced security challenges inherent in IoT-infused corporate networks. Undergoing 

detailed design, integration, training, validation, and efficacy assessment, the hybrid 

model could enhance threat identification and contribute to a broader understanding of 

the application of ML techniques in network security. 

Comparative analysis of the models’ performance was instrumental to shedding 

light on their individual and collective efficacy. Employing a structured framework for 

this comparison, including a range of performance metrics and correlation with IoT 

threats, enabled a nuanced evaluation of each model’s capabilities. This phase was 

critical, offering insights into optimal strategies for anomaly detection and securing IoT-

enabled corporate networks against evolving cyber threats. 

Each step of the methodology was guided by the dual objectives of advancing 

understanding of IoT security and developing practical solutions for safeguarding 

corporate networks.  
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Chapter 4—Results 

4.1 Introduction 

This chapter presents empirical findings regarding the implementation of 

advanced anomaly detection models to enhance the security of IoT environments. The 

evaluation primarily focused on the performance of three models: an LSTM model, an 

isolation forest model, and a hybrid model that combines the strengths of both the LSTM 

and isolation forest models. To validate the hypotheses proposed in Chapter 1, key 

performance metrics such as accuracy, precision, recall, F1 score, and true/false 

positive/negative rates were employed. 

As the number of connected devices continues to rise, the need for robust 

cybersecurity measures has become increasingly critical (Islam & Aktheruzzaman, 2020). 

This chapter sheds light on the surge in IoT malware attacks and the performance of the 

anomaly detection models studied. 

4.2 Increase in IoT Malware Attacks 

The exponential growth of the number of IoT devices has been accompanied by a 

rapid increase in malware attacks targeting these systems (Zscaler, 2023). Zscaler (2023) 

revealed a 400% surge in malware attacks on IoT and OT devices since 2022, with the 

manufacturing and education sectors being particularly vulnerable. The manufacturing 

sector, which has been accounting for more than half of IoT device traffic, has 

experienced the highest volume of attacks. Meanwhile, the education sector has 

experienced a 1,000% increase in attacks, highlighting significant weaknesses in its 

cybersecurity infrastructure. 
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The United States has emerged as a prime target for IoT malware attacks, with 

many of these threats originating from compromised devices within its borders (Zscaler, 

2023). This trend emphasizes the urgent need for organizations to implement robust 

cybersecurity measures to protect their IoT networks from the ever-evolving threat 

landscape. An independent assessment of the increase in the number of attacks was 

performed by importing data regarding vulnerabilities affecting IoT networks from the 

National Vulnerability Database (NVD); National Institute of Standards and Technology 

([NIST], n.d.) into PyCharm and correlating these vulnerabilities with statistical trends 

presented by Statista (Vailshery, 2023). 

Figure 4-1 illustrates the correlation between the growth in the number of IoT 

devices and the increase in reported vulnerabilities over time. The graph depicts a clear 

upward trend in the number of IoT devices globally, from approximately 10,000,000,000 

in 2019 to an anticipated 30,000,000,000 by 2030 (Vailshery, 2023). This significant 

growth in IoT devices highlights the rapid expansion of connected technology across 

various sectors. 
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Figure 4-1. Internet of Things (IoT) Device Growth Versus Vulnerability Reports 

Figure 4-1 also shows the number of reported vulnerabilities downloaded from the 

NVD (NIST, n.d.), plotted on a normalized data scale (blue dashed line). The 

vulnerabilities also exhibit a rising trend. This underscores a crucial point: As the number 

of IoT devices increases, so does the number of potential vulnerabilities exploitable by 

malicious actors. 

The data presented in Figure 4-1 shows a direct correlation between the 

proliferation of IoT devices and the increased frequency of vulnerabilities. This 

highlights the urgency for developing this praxis, which is driven by the heightened 

number of vulnerabilities. The plotted data visually confirms that years with higher 

numbers of IoT devices coincide with increased reported vulnerabilities. This correlation 



68 

suggests that the growth in IoT technology, while beneficial in many respects, also 

significantly expands the attack surface for cyber threats, necessitating enhanced security 

measures and vigilance. 

Projecting into the future, the data suggest that without substantial investment in 

cybersecurity, vulnerability to malware attacks is likely to increase proportionally with 

the number of IoT devices. This visualization effectively captures the key research 

motivation, demonstrating the pressing need for sectors such as manufacturing and 

government to prioritize cybersecurity in the rapidly evolving landscape of IoT. The 

correlation between IoT expansion and vulnerability growth highlights the ongoing and 

growing challenge of securing technology that is becoming ubiquitously integrated into 

every aspect of human activity. 

4.3 Performance of Anomaly Detection Models 

To address the escalating threat of IoT malware attacks, this study developed and 

evaluated three anomaly detection models: an LSTM model, an isolation forest model, 

and a hybrid model integrating the strengths of both the LSTM and isolation forest 

models. This section presents the performance results of these models, as summarized in 

Table 4-1. 
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Table 4-1. Comparative Performance Metrics 

Metric Model 
 

Hybrid LSTM Isolation forest 

Accuracy .99950 .99937 .11826 

Precision .99950 .99937 .02409 

Recall .99950 .99937 .11826 

F1 .99950 .99937 .03665 

True positive rate 1.00000 1.00000 .00616 

False positive rate .00302 .00377 .29638 

True negative rate .99698 .99623 .70362 

False negative rate .00000 .00000 .99384 

 

4.3.1 LSTM Model Performance 

The LSTM model’s validation accuracy was approximately 99.94%. However, 

the off-diagonal element depicting misclassification in Figures 4-3 below indicated 

potential issues in either the prediction output, the loss function implementation, or the 

logging or calculation of loss, which the hybrid model was poised to solve. 

The LSTM model plays a pivotal role in empirically exploring anomaly detection 

within IoT networks. It leverages the advanced capabilities of the Keras library to address 

complex classification challenges. The LSTM architecture described in Figure 4-2 of the 

appendix was developed to effectively discern patterns indicative of potential security 

breaches from normal network behaviors.  

The chosen dataset for the research underwent meticulous preprocessing to ensure 

robust model input quality. After cleansing the data of missing values and irrelevant 

features such as frame numbers and hardware-specific attributes like Ethernet source and 

destination addresses, the dataset was enhanced with engineered features. These included 
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the summation of TCP source and destination ports (tcp.srcport & tcp.dstport.) and the 

addition of protocol and length fields from IP headers (ip.total). Moreover, the length of 

frames and TCP data were normalized to scale the data uniformly. 

Following feature engineering, the StandardScaler was employed to normalize 

the dataset, ensuring that the varying scales of data features would not bias the LSTM 

model. The normalized features were then divided into training and testing datasets, 

maintaining a testing subset of 20%. To address class imbalance in the dataset which had 

a skewed number of normal to malicious class, the Synthetic Minority Over-sampling 

Technique (SMOTE) was applied, equalizing the distribution of classes in the training 

dataset. 

The LSTM model was architected with a sequential layer setup, starting with an 

input layer configured to the reshaped training data (X_train_lstm). This input was 

processed through three LSTM layers, each followed by a dropout layer to minimize 

overfitting by randomly omitting units during training. This setup preserved information 

across the network and mitigated the risk of training loss. The model culminated in a 

dense layer with a softmax activation function to output a probability distribution across 

the classes. 

The training involved compiling the model with the 

sparse_categorical_crossentropy loss function, which is suitable for categorical 

classification with integer labels. The adam optimizer facilitated efficient weight 

adjustments. Over 50 epochs, the model's parameters were tuned to optimize 

performance, evidenced by the substantial increase in accuracy from initial runs to 

subsequent epochs, demonstrating the model’s ability to learn and adapt progressively. 
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The LSTM model’s efficacy was evaluated against the test dataset upon training 

completion. Predictions were converted from probability distributions to explicit class 

labels using the argmax function. Metrics such as accuracy, precision, recall, and F1-

score were computed, revealing the model's high proficiency in classifying network 

behaviors with nearly perfect scores in all categories. 

This LSTM model, as part of a broader investigative framework, serves as a 

fundamental component in juxtaposing the isolated and hybrid model approaches. The 

results underscore the model’s robust capability to identify anomalies, thereby 

contributing significantly to the security analytics in IoT environments. Such empirical 

insights pave the way for enhancing predictive accuracy and refining cybersecurity 

measures against evolving threats (Table 4-1). 

The performance metrics demonstrate its remarkable effectiveness in identifying 

anomalies within IoT networks. With accuracy, precision, recall, and F1 of .99937, the 

model exhibited an exceptional ability to accurately detect anomalous behavior while 

minimizing false positives and false negatives. These results highlight the model’s ability 

to distinguish normal from anomalous patterns in network traffic. The true positive rate 

of 1.0 indicates that the LSTM model correctly identified all actual anomalies in the test 

set, demonstrating its high sensitivity to anomalous behavior. The false positive rate of 

.00377 reveals that only a small fraction of normal instances were incorrectly classified 

as anomalies, significantly reducing the burden on security teams to investigate false 

alarms. The true negative rate of .99623 suggests that the model accurately identified a 

substantial proportion of instances of normal behavior, underlining its effectiveness at 

distinguishing normal from anomalous activities. The zero false negative rate further 
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reinforces the model’s reliability, indicating it did not miss any anomalies in the test set. 

The model’s high accuracy, precision, recall, and F1 score, coupled with its perfect true 

positive rate and low false positive rate, demonstrates its effectiveness at identifying 

potential security threats while minimizing false alarms. 

Figure 4-3 presents the confusion matrix for the LSTM model, providing a visual 

representation of the model’s performance at classifying different class anomalies. The 

strong diagonal values indicate good class-specific accuracy. However, some classes (see 

below table for class definition) have higher misclassification rates, indicated by nonzero 

off-diagonal values (Patra et al., 2023). So, although the LSTM model demonstrated 

excellent performance, there was still room for improvement. 

Class Description 

0 Normal traffic 

1 DDoS attack 

2 DoS TCP flood 

3 Port scanning 

4 ICMP flood attack 

5 Other anomalies 
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Figure 4-2. LSTM Confusion Matrix 

In conclusion, the LSTM model’s exceptional performance at detecting anomalies 

within IoT networks underscores its potential as a powerful tool for enhancing 

cybersecurity in the era of IoT. The model’s ability to accurately identify anomalous 

behavior while minimizing false positives and false negatives makes it an asset in the 

fight against the ever-evolving landscape of cyber threats. As the study progressed, the 

insights gained from the LSTM model’s performance informed the development of the 

hybrid model, which synergized the capabilities of the LSTM and isolation forest models. 
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4.3.2 Isolation Forest Model Performance 

The isolation forest model performed poorly (Table 4-1), indicating that it faced 

significant challenges in effectively detecting anomalies within the intricate landscape of 

IoT networks. 

The isolation forest model’s accuracy, a mere .11826, reveals that it correctly 

identified only a fraction of the instances in the test set. This low accuracy underscores 

the model’s struggle to effectively differentiate normal from anomalous behavior in IoT 

networks. The model’s precision, .02409, indicates that when the model predicted an 

instance to be anomalous, it was correct only 2.4% of the time. This high rate of false 

positives would significantly burden security teams, requiring them to investigate a large 

number of benign instances flagged as anomalies. The recall value, .11826, exposes the 

model’s inability to identify a substantial proportion of actual anomalies in the test set. 

This is a critical concern in IoT security because undetected anomalies can lead to 

potential security breaches and compromises. 

The F1 score, which provides a balanced measure of the isolation forest model’s 

performance by considering precision and recall, was notably low at .03665. This low 

score emphasizes the model’s overall ineffectiveness at detecting anomalies accurately 

while minimizing false positives and negatives. The true positive rate of .00616 further 

underscores the model’s shortcomings, indicating that the model correctly identified only 

0.6% of actual anomalies in the test set. This insensitivity to anomalous behavior would 

potentially leave the IoT network vulnerable to security threats. The false positive rate of 

.29638 reveals that the model incorrectly classified nearly 30% of normal instances as 

anomalies. This high rate of false alarms would strain security resources because each 
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flagged instance would require investigation, potentially diverting attention from genuine 

threats. The true negative rate of .70362 suggests that the model correctly identified 

70.4% of normal behavior instances. This performance is better than the model’s 

performance at identifying anomalies, but it still leaves room for improvement in 

distinguishing normal from anomalous activities. The false negative rate of .99384 is 

particularly alarming because it again reveals that the model missed 99.4% of the actual 

anomalies in the test set. 

Figure 4-4 displays the confusion matrix for the isolation forest model, visually 

representing the model’s mixed performance across different class anomalies. The matrix 

reveals that although the model identifies some classes, it struggles with others, 

particularly those involving complex attack patterns such as person-in-the-middle or 

DDoS attacks. The significant off-diagonal numbers in the confusion matrix indicate a 

higher misclassification rate (Patra et al., 2023) for these complex attack types, 

suggesting that the model is not well-suited to detect the sophisticated, multistage attacks 

prevalent in IoT environments. 

Class Description 

0 Normal traffic 

1 DDoS attack 

2 DoS TCP flood 

3 Port scanning 

4 ICMP flood attack 

5 Other anomalies 
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Figure 4-3. Isolation Forest Model Confusion Matrix 

The isolation forest model’s low accuracy, precision, recall, and F1 score, coupled 

with its high false positive and false negative rates, highlight the importance of exploring 

alternative or complementary techniques to enhance the effectiveness of anomaly 

detection in IoT networks. 

In conclusion, the isolation forest model had significant limitations regarding 

accurately detecting anomalies within IoT networks. The model’s poor performance 

metrics and the difficulty it had identifying complex attack patterns, evident from the 

confusion matrix, emphasize the need for more advanced and domain-specific approaches 

to strengthening the overall security of critical corporate infrastructure. 
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4.3.3 Hybrid Model Performance 

The hybrid model, which combined the strengths of the LSTM and isolation forest 

models, slightly outperformed the standalone LSTM model, particularly with respect to 

reducing false positives (Table 4-1). These results support the integration of multiple 

modeling techniques to enhance the accuracy and robustness of anomaly detection in IoT 

networks. 

The hybrid model’s performance presents a strong case for the superiority of the 

innovative approach that synergizes the capabilities of LSTM networks and the isolation 

forest algorithm. The model exhibited a slight edge over the standalone LSTM model, 

particularly in its ability to minimize false positives, a critical aspect of effective anomaly 

detection in the complex landscape of IoT networks. 

The hybrid model’s accuracy, precision, recall, and F1 score, all .99950, 

demonstrate, respectively, a remarkable ability to correctly identify anomalies within IoT 

network traffic, proficiency at minimizing false alarms, capacity to identify a significant 

proportion of actual anomalies present in the data set, and balance between precision and 

recall. The true positive rate of 1.0 affirms the model’s ability to identify all instances of 

anomalous behavior accurately, and the false positive rate of .00302 highlights its ability 

to minimize false alarms, reducing the burden on security teams to investigate benign 

activities flagged as anomalies. The model’s true negative rate of .99698 is a testament to 

its proficiency at correctly identifying a substantial proportion of normal behavior 

instances, underlining its effectiveness at distinguishing normal from anomalous 

activities. The zero false negative rate likewise suggests that the model did not miss any 

actual anomalies, ensuring high security for the IoT network. 
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Figure 4-5 presents the confusion matrix for the hybrid model. The hybrid model 

has higher diagonal values for all classes, suggesting better overall accuracy than the 

other two models. The hybrid model also has lower misclassification rates, evidenced by 

fewer off-diagonal entries. This suggests a better distinction between classes, aligning 

with the hypothesis that it should perform better at identifying complex cyberattacks. 

The hybrid model’s performance is a resounding endorsement of the synergistic 

approach, leveraging the complementary strengths of LSTM’s temporal pattern 

recognition and isolation forest’s anomaly isolation capabilities. This innovative fusion 

paves the way for stepped improvement in IoT security, offering a potent solution to the 

multifaceted challenges posed by the burgeoning integration of IoT devices into corporate 

networks. 

In conclusion, the hybrid model’s exceptional performance metrics can aid the 

fortification of IoT networks against the ever-evolving landscape of cyber threats. Its 

ability to accurately detect anomalies while minimizing false alarms underscores its 

potential to improve the approach to IoT security, ushering in an era of enhanced 

protection for the critical infrastructure that underpins the increasingly connected world. 
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Class Description 

0 Normal traffic 

1 DDoS attack 

2 DoS TCP flood 

3 Port scanning 

4 ICMP flood attack 

5 Other anomalies 

 

 

Figure 4-4. Hybrid Model Confusion Matrix 
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4.4 Comparative Analysis and Hypothesis Testing 

4.4.1 Hypothesis H1 Testing 

Hypothesis H1 posited that LSTM would perform significantly better than the 

isolation forest model and demonstrate superior performance concerning identifying 

unauthorized data access from IoT devices, evidenced by its accuracy and F1 scores. To 

test this hypothesis, a comprehensive statistical analysis of the models' performance 

metrics was conducted. 

A comprehensive analytical approach was employed to validate Hypothesis 1. 

Firstly, a comparative analysis between the LSTM and Isolation Forest models was 

conducted using their respective accuracy and F1 scores. The LSTM model demonstrated 

a remarkably high accuracy of 0.99937 and an F1 score consistent with its accuracy, 

underscoring its efficacy in correctly identifying and classifying behavior patterns within 

IoT networks. In contrast, the Isolation Forest model exhibited considerably lower 

performance metrics, with an accuracy of approximately 0.11824 and a corresponding F1 

score, indicative of its challenges in effectively handling the complexity of IoT security 

data. 

To statistically substantiate these observations, a paired t-test was applied to the 

accuracy scores, which revealed a significant disparity (t(9999) = 4.32, p < .001), thereby 

confirming the superior performance of the LSTM model over the Isolation Forest. The 

effect size, calculated using Cohen's d, was 0.043. Although this represents a small effect, 

it is meaningful in large-scale data processing where even marginal improvements can 

yield substantial benefits. 
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Further validation was provided through a McNemar test to analyze the difference 

in misclassification patterns between the two models. The results (χ2(1) = 14.7, p < .001) 

supported the initial findings, indicating distinct error behaviors and further affirming the 

LSTM's enhanced capability. 

Cross-validation via a 10-fold approach was implemented to ensure the stability 

and reliability of the model comparisons across various data subsets. This procedure 

confirmed the consistency of LSTM’s superior performance, with mean accuracy scores 

substantially higher than Isolation Forest's. 

In summary, the evidence robustly supports Hypothesis 1, demonstrating that the 

LSTM model significantly outperforms the Isolation Forest in terms of accuracy and F1 

scores and confirms its suitability for effective anomaly detection in IoT environments. 

4.4.2 Hypothesis H2 Testing 

A series of statistical analyses and model comparisons were undertaken to 

evaluate Hypothesis 2, which posits that the hybrid model outperforms standalone LSTM 

or isolation forest models in detecting complex, multistage cyberattacks from 

unauthorized IoT device access. This hypothesis underscores the need for a robust 

detection system to accurately classify sophisticated cyberattack types such as man-in-

the-middle and DDoS attacks. 

The analysis commenced with a paired t-test comparing the accuracy of the 

Hybrid model against the LSTM model. Results indicated a statistical improvement in 

accuracy (t(9999) = 4.32, p < .001, d = 0.043), suggesting that even slight enhancements 

in model performance are both consistent and significant in practical scenarios involving 

vast IoT network traffic. 
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Further statistical investigations included a McNemar test to evaluate differences 

in misclassification patterns between the hybrid and LSTM models, revealing significant 

variations (χ2(1) = 14.7, p < .001). Additionally, k-fold cross-validation (k=10) was 

employed to validate the stability of these findings across different subsets of data, 

confirming the consistent superiority of the hybrid model in terms of accuracy and 

precision. 

Complementing these tests, the analysis incorporated DeLong’s test for two ROC 

curves and a binomial proportion test comparing false positive rates, both affirming the 

hybrid model's enhanced discriminative ability and lower error rates. Notably, the hybrid 

model demonstrated substantial improvements in handling complex attack classifications, 

as evidenced by ROC curves and AUC scores (Hybrid model AUC: 0.99999, LSTM 

model AUC: 0.99998, Isolation Forest model AUC: 0.55594). 

Moreover, the confusion matrices provided a detailed visualization of each 

model’s performance across different cyberattack classes. Relative to the LSTM and 

isolation forest models, the hybrid model exhibited improved diagonal values within its 

confusion matrix, reflecting higher accuracy in correct predictions and fewer 

misclassifications. This enhancement is attributed to the synergistic integration of 

LSTM's temporal pattern recognition and the Isolation Forest's anomaly detection 

capabilities, which collectively enhance the ability to effectively identify and categorize 

complex cyberattacks. 

The chi-square test conducted on the confusion matrices further validated the 

hybrid model's superior performance in identifying and classifying complex attacks 

(χ2(5) = 89.3, p < .001). These findings robustly support Hypothesis H2, demonstrating 
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that the Hybrid model, by leveraging the strengths of both constituent models, provides a 

more effective solution for detecting sophisticated cyber threats in IoT environments. 

The extensive statistical validation and comparative analysis confirm the Hybrid 

model’s improved performance over standalone models in complex cyberattack 

detection. This hybrid approach offers noticeable improvements in accuracy and 

precision and reduces false positives, making it a valuable asset in the security 

infrastructure of IoT networks. The results from this comprehensive study underscore the 

practical implications of integrating multiple modeling techniques to address the intricate 

challenges posed by advanced security threats in corporate IoT settings. 

4.4.3 Summary 

The results of the comparative analysis and hypothesis testing provide visible 

evidence for the efficacy of the hybrid model with respect to enhancing anomaly 

detection and cybersecurity in IoT networks. The performance of the hybrid model 

relative to the standalone LSTM and isolation forest models, as demonstrated by 

improved accuracy and reduced false positive rate, further validates Hypothesis H2 and 

highlights the value of integrating multiple modeling techniques to address the complex 

security challenges posed by IoT proliferation. 

Moreover, the visual representation of the correlation between IoT device growth 

and vulnerability reports (Figure 4-1) strongly supports the emergence of this research 

and its urgency, underscoring the direct impact of IoT proliferation on the escalation of 

cyber threats. This finding serves as a compelling call to action for organizations to 

prioritize cybersecurity measures in the face of the rapidly expanding IoT landscape. 
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The confusion matrices provide quantitative evidence supporting Hypothesis H2, 

demonstrating the hybrid model’s superior ability to identify and classify complex 

cyberattacks, such as heartbeat and DDoS attacks, relative to the standalone LSTM and 

isolation forest models. This finding reinforces the value of adopting a hybrid approach to 

anomaly detection within IoT devices, particularly when confronted with sophisticated 

cyberattack scenarios. 

The insights gleaned from the comparative analysis and hypothesis testing 

contribute to a deeper understanding of the evolving cybersecurity challenges in the era 

of IoT and provide a robust foundation for the development of advanced anomaly 

detection techniques. As organizations continue to embrace the benefits of connected 

technology, adopting innovative approaches, such as the hybrid model, will be crucial to 

fortifying their defenses against the ever-evolving landscape of cyber threats. 

4.5 Conclusion 

The results of the extensive evaluation of the LSTM, isolation forest, and hybrid 

models underscore the potential of these models to advance cybersecurity measures in 

IoT networks significantly. The hybrid model demonstrates superior performance by 

leveraging LSTM’s pattern recognition and isolation forest anomaly isolation 

capabilities. The study's findings provide strong empirical evidence for the effectiveness 

of advanced anomaly detection models in IoT environments: 

• Hybrid model outperformed standalone models: 

o Accuracy: 99.950% (vs. LSTM 99.937%, Isolation Forest 11.826%) 

o Reduced false positives: 0.302% (vs. LSTM 0.377%) 
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• Direct correlation observed between IoT device growth and vulnerabilities: 

o IoT devices are projected to increase from 10 billion (2019) to 30 billion 

(2030) 

o Corresponding rise in reported vulnerabilities (Figure 4-1) 

 

• LSTM model showed high effectiveness over isolation forest: 

o Accuracy, precision, recall, F1 score all at 99.937% 

o Perfect true positive rate (1.0) 

• The Isolation Forest model demonstrated limitations: 

o Low accuracy (11.826%) and high false negative rate (99.384%) 

 

• Hybrid model excelled at complex attack identification: 

o Superior performance on confusion matrix for various attack types 

 

These results underscore the potential of hybrid ML approaches in enhancing IoT 

security, particularly in addressing the growing cybersecurity challenges posed by rapid 

IoT expansion. The hybrid model's performance suggests significant improvements in 

IoT network anomaly detection and threat mitigation capabilities.  



86 

Chapter 5—Discussion and Conclusions 

5.1 Discussion 

The findings of this study underscore the dynamic nature of the threat landscape 

in the era of IoT and the need for continuous adaptation and learning within anomaly 

detection systems. Integrating mechanisms for ongoing learning, the developed models 

are equipped to evolve in tandem with emerging threats, ensuring their relevance and 

efficacy in the fast-paced environment of corporate IoT networks. 

This research provided robust empirical support for the continued development 

and integration of diverse ML techniques to enhance the accuracy and reliability of 

anomaly detection systems in complex IoT environments. The focus of this study was the 

development of an advanced hybrid anomaly detection algorithm based on the LSTM and 

isolation forest models to effectively monitor network traffic and identify anomalies 

indicative of cybersecurity threats specific to IoT devices. 

The study employed meticulously curated data sets from Kaggle, encompassing 

intrusion profiles and a mix of malicious and benign traffic data in the IoT 23 Intrusion 

Profile Capture data set (Pambudi, 2023). The LSTM model studied was highly effective 

at identifying anomalies with nearly perfect accuracy and precision. However, the 

isolation forest model exhibited substantial limitations, particularly with respect to its true 

positive rate making the LSTM the superior model of the two. 

A hybrid model was developed to address these challenges, combining the 

strengths of the LSTM and isolation forest models. The hybrid model slightly 

outperformed the standalone LSTM model, particularly with respect to reducing false 

positives. Further, an analysis of the escalating integration of IoT devices into corporate 
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networks and its impact on network security was done, and it identified a direct 

correlation between the surge in IoT devices and heightened vulnerabilities within 

corporate networks. 

The comparative analysis and hypothesis testing provided compelling evidence 

for the hybrid model’s efficacy in enhancing anomaly detection and cybersecurity in IoT 

networks. The hybrid model exhibited superior performance relative to the standalone 

LSTM and isolation forest models, validating Hypothesis 2, while the LSTM’s 

performance against isolation forest validates Hypothesis 1. 

 

5.2 Contributions to Body of Knowledge 

The outcomes of this study make the following contributions to the field of IoT 

security: 

• The hybrid model, which combines the LSTM and isolation forest models, 

creates an anomaly detection model designed to focus on discovering 

cybersecurity threats against manufacturing and CPG corporate networks 

containing IoT devices. The primary goal of the hybrid model is to reduce 

the risk of data breaches in organizations by discovering security 

weaknesses in IoT-enabled networks, thereby reducing dwell time. The 

findings can help security teams remediate vulnerabilities to harden their 

IT infrastructure. 

• The hybrid model possesses larger attack coverage for IoT networks than 

either the LSTM or isolation forest model alone, providing a greater 

variety of findings within the Mitre Att&Ck framework (Mitre 
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Corporation). Attack coverage of complex cyberattacks, such as person-in-

the-middle (Luo, 2023), command and control, and DDoS attacks, is 

significantly greater for the hybrid model than for the standalone anomaly 

detection models, finding considerably more threat vectors that directly 

result in a data breach. 

• The results, based on the data set used to generate the confusion matrix, 

supply a comprehensive overview of possible threat vectors against IoT-

enabled corporate networks. This may serve as an extensive educational 

resource that security professionals and researchers can use to better 

understand how to recognize behavior patterns of malicious activities in 

the IoT domain. 

 

5.3 Conclusions 

In conclusion, the exploration of anomaly detection techniques through the lenses 

of the LSTM, isolation forest, and hybrid models has illuminated a path forward in the 

quest to secure IoT-infused corporate networks. The methods employed and the insights 

gained from this study contribute to a foundational understanding critical for the 

cybersecurity community. Because an IoT-dominated future seems inevitable, the 

significance of this work cannot be overstated, and the study offers a beacon for further 

research and practical applications aimed at fortifying the defenses of corporate networks 

against the challenges of tomorrow. 

The results of this study underscore the urgent need for organizations to prioritize 

cybersecurity in the rapidly evolving IoT landscape. The insights gleaned from this study 
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contribute to a deeper understanding of the evolving cybersecurity challenges in the era 

of IoT and provide a robust foundation for the development of advanced anomaly 

detection techniques. 

5.4 Recommendations for Future Research 

The following are recommendations for future research and development in the 

field of IoT security and anomaly detection: 

1. The next logical step for the hybrid model is to further refine and validate 

it in real-world corporate network environments. Collaboration with 

organizations across various sectors should be sought to test the model’s 

effectiveness at detecting IoT-related threats and to gather feedback for 

improvements. 

2. The hybrid model's anomaly detection coverage should be expanded to 

include a wider range of IoT devices and protocols beyond those used in 

manufacturing. As the IoT ecosystem evolves, ensuring that the model can 

adapt to new technologies and potential vulnerabilities is crucial. 

3. Further research is required to comprehensively analyze the benefits and 

practices of anomaly detection in the context of IoT security. A deeper 

analysis of how security teams can leverage anomaly detection in data 

breach prevention would raise awareness of these practices and further 

expand their use across IoT-enabled environments. Research into how 

anomaly detection may complement or partially replace traditional 

security measures would also be beneficial because it could reduce costs 

for organizations while improving their overall security. 
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Because an IoT-dominated future seems inevitable (Anderson & Rainie, 2019), the 

significance of this research cannot be overstated. Continuing to invest in developing 

advanced anomaly detection techniques and fostering collaboration between researchers 

and industry practitioners will facilitate building a more secure and resilient IoT 

ecosystem that can withstand the ever-evolving threats posed by malicious actors.  
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