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Abstract
Targeted Killing, Drones and International Law: How U.S. Practice is Shaping
International Law

Since 2002, the United States has been conducting drone strikes as an integral part
of its war on terror against al Qaeda. This paper discusses the evolution of that practice
and considers the legal implications of the targeted killing of alleged members of al
Qaeda and its affiliate organizations in non-battlefield situations. It argues that the U.S.
is negatively influencing international law at a time when the law is unsettled with regard
to non-battlefield targeting of members of armed opposition groups. Further, some of the
strikes conducted by the U.S. violate the principles of distinction, proportionality and
military necessity. The paper suggests that the U.S. should alter its course of actions,
support a more restrained view of the boundaries of targeted killing, and limit any

targeted killings to high-level members of terrorist organizations.
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I. Introduction

This paper is about targeted killing as it has been popularized by the drone strikes
that the United States has employed in its war on terror since 2002. In many ways, at its
core, this paper is a study on the interaction between technology and the law.
Specifically, it deals with a situation where technology wildly outpaces the law, and the
law must scramble to adapt on the fly to a new or altered situation. Under the
international legal system, state practice largely shapes the law.! Thus, the actions taken
by states must be examined both with an eye towards whether those actions are violating
international law and what impact those actions may have on the corpus of international
law. When technological advances impact the actions of a state, those actions in turn
shape international law. Such is the case of the U.S. drone program operated in its war
on terror spanning multiple countries. In many ways, drones are merely a new form of
fighter/reconnaissance plane where the pilot is removed but remains in control at some
distant base.

In that way, one might argue that there is no change in the legal landscape of
warfare because it is just a new way to drop bombs on enemies. However, drones are
unique weapons that expand the boundaries of battlefields, allow strikes in areas that
were previously inaccessible without larger manned aircraft, are cheap, and are precise.

Thus, the U.S. been using them to strike people in areas that it never would have

" Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law in War 12
(Cambridge University Press, 2010)(discussing the fact that customary international law

is derived from state practice).



considered in the past due to legal, practical and moral implications. Further, they are
also highly sophisticated robots with growing autonomous capabilities that are rapidly
expanding as technology advances.” The removal of humans from the harm of actual
combat via a cheap and efficient vehicle allows war to become much more palatable to
both decision-makers and the general public. Also, and possibly due to the “easy” nature
killing via drone, the U.S. and other military powers are stretching the boundaries of
established international law and legitimizing practices that have been legally suspect in
the past. Drones serve as the focal point of this paper because they comprise the bulk of
targeted killing missions carried out by the world’s largest and most powerful military.’
They also are the impetus for the expansion of targeted killing programs and their
capabilities are shaping the practice of targeted killing. Simply put, drones are changing
international law, for better or worse, and are altering the global war on terror that is

being waged across the globe. Drones have the ability to change warfare for the better,

? Peter W. Singer, Wired for War: The Robotics Revolution and Conflict in the Twenty-
First Century 288-301 (Penguin 2009) Singer discusses the military’s reliance on robots
and the growing autonomy of those robots whereby the human is merely “in the loop” but
heavily delegating to the robots id. at 290-294. He points to autonomous capabilities in
everything from defense systems on ships, land robots, and drones whereby humans
might begin to act as “supervisors” over fleets of robots that are “increasingly
autonomous,” id at 295-296.

3 Micah Zenko, Council on Foreign Relations Special Report No. 65: Reforming U.S.
Drone Strike Policies 8 (Council on Foreign Relations, January 2013)(stating that 95% of

all nonbattlefield targeted killings carried out by the U.S. have been via drone strike).



provided they are used in a constrained manner consistent with a comprehensive
international framework.

Drones appear in the news fairly regularly® and to a large portion of the
population they probably appear to be fairly uncontroversial, although recently that
controversy has been heating up as more information on the U.S. drone program is
revealed by governmental and non-governmental sources.” Throughout most of the last
decade, the stories reporting drone strikes simply reported that a certain terrorist was
killed by a drone strike in Pakistan or Afghanistan. A map showing the country where
the drone strike occurred, with one or two major cities marked and a marker where the
drone took place often accompanied the story. The reported attacks rarely were inside

one of those major cities. The random viewer who is only minimally informed about

* E.g., Drones: Helpful Tool or Dangerous Machine?, CBS News (Eeb. 10, 2013),

http://www.cbsnews.com/video/watch/?1d=50140724n; Questions about Obama’s Use of
Drones, CBS News (Feb. 10, 2013),

http://www.cbsnews.com/video/watch/?1d=50140765n; U.N. Drones Could Deploy to

Congo as early as June, Reuters (Feb. 14, 2014),

http://www.reuters.com/article/2013/02/14/congo-democratic-un-

1idUSLSNOBECTS20130214; (countless of other sources discussing and reporting on

drones can be found in every type of media every day, emphasizing the growing debate
over the different uses of drones).

> Drone Strikes Under Fire, Yahoo! News, http://gma.yahoo.com/video/us-

15749625/drone-strikes-under-fire-31666380.html (detailing the growing scrutiny over

the drone strike program).



these regions and the practice of drone strikes might not truly understand what this might
mean. The image one might conjure up is that of a bomb dropping on a training camp or
lookout remotely located in some sandy mountain range. They might think that drones
are incredibly accurate and thus a “safer” way to wage war for everyone except the
terrorist that is being targeted with pinpoint precision. No one wants to see U.S. troops
come home in body bags, and drones are a way to ensure that they don’t.

It is hard to blame the average person for having such an image of the nature of
targeted killing achieved by the use of drone strikes. The logic is fairly simple. Drones
are used to kill terrorists located in hard to reach places such as a mountaintop or in the
middle of a wind swept desert. The likelihood of success for a group of soldiers would
be minimal and they would most likely never get to the target before the target moved or
they would be killed in some remote and inhospitable region of the world. Following that
logic it is impossible to see anything wrong with the method of killing that took place.
Sure there may be violation of sovereignty by flying a drone into the territory of another
nation, but the average person couldn’t care less when they believe the nation involved is
harboring terrorists. Who could really complain about killing a terrorist without having
to send troops into harms way? A remote-controlled airplane simply drops a bomb and
wipes out the terrorist and his friends leaving behind rocky rubble that the sand blowing
through the air eventually covers. The clandestine nature of the drone program and
relative silence on the issue by the U.S. government, until this past month, has done
nothing to alter this picture.

It is no wonder that drone strikes are so widely supported in the United States. A

recent Washington Post poll showed that 83% of Americans support the use of drone



strikes against terrorists.’ “In the United States, the dominant narrative about the use of
drones in Pakistan is of a surgically precise and effective tool that makes the US safer by
enabling ‘targeted killing’ of terrorists, with minimal downsides or collateral impacts.””’
In the eyes of the country employing such tactics it is hard to criticize the results due to
the lack of risk for troops the American people are loathe to place in harm’s way.
Considering the horror stories that have been flowing in since the start of the “War on
Terror” over a decade ago, it is no surprise that Americans would want a “solution” that
provides a distinct advantage in a fight that has seen traditional methods of warfare
rendered obsolete. “Drones have played such a significant part in the war on terror
largely because conventional military force has proven ineffective at combating the
asymmetrical threats posed by small pockets of al-Qaeda terrorists.”® American troops
are coming home injured, mentally and physically, from fighting an enemy that blends
into the civilian population and hides in the mountains in small groups while employing
roadside bombs and other tactics that make conventional methods seem useless. Thus, a

remote controlled plane that can take out terrorists no matter where they hide without any

risk to the operator is a tactical dream.

6 Washington Post-ABC News Poll http://www.washingtonpost.com/wp-

srv/politics/polls/postabepoll _020412.html

7 International Human Rights and Conflict Resolution Clinic (Stanford Law School) and
Global Justice Clinic (NYU School of Law), Living Under Drones. Death, Injury, and
Trauma to Civilians from US Drone Practices in Pakistan (September, 2012) at v.

¥ Carla Crandall, Ready . . . Fire . . . Aim! A Case for Applying American Due Process

Principles Before Engaging in Drone Strikes, 24 Fla. J. Int'l L. 55, 61.



Yet the reality is not as clear as it may seem to people only getting snippets of
highly processed and edited information coming from thousands of miles away. Drone
strikes are not nearly as precise as the average person with no military knowledge might
think because often the location of the strike highly conducive to collateral damage.’
Some of the methods employed by the U.S. government either violate longstanding
international principles pioneered by a country that felt that some methods of warfare,
regardless of their massive advantages, should not be employed, or stretch those
principles to new lengths.'® When faced with horrible realities and enemies who are not
playing by the same rules the U.S. has long deemed as honorable and humane, the U.S.
has finally begun to stoop to their level. Terrorist organizations are not going to follow
the Geneva Conventions’ prohibitions and will attack combatants and civilians alike. It
seems that the U.S. feels that because the enemy is taking that approach, the only way to
fight them is to get “dirty” and resort to abhorrent tactics. For reasons that will be set out
below, this is not an approach the U.S. and its allies should take. The U.S. should step
above the tactics it has employed over the last decade and support a stronger and more

robust drone strike framework.

? See International Human Rights and Conflict Resolution Clinic (Stanford Law School)
and Global Justice Clinic (NYU School of Law), Living Under Drones: Death, Injury,
and Trauma to Civilians from US Drone Practices in Pakistan (September, 2012) at vii.
10 See W. Michael Reisman, The United States and International Institutions, in Survival
41-4, Winter 1999-2000, pg. 65 (discussing the role of the United States in shaping the

international legal order following World War II and promoting human rights).



This paper will discuss the practical and legal issues that arise from the drone
strike program and the standard that the U.S. has applied in selecting targets. Essentially,
the focus is on the murky edges of the battlefield and the new standard of continuous
combat function applied by the United States that essentially anyone who is linked to al
Qaeda, regardless of their possible combat role, is a valid target and can be killed
wherever they are located.'' The U.S. has distorted the idea behind the continuous
combat function standard. The designation of continuous combat function is relatively
new, essentially created by the International Committee of the Red Cross (ICRC) in 2005
and seized upon by the United States in its efforts to be able to target alleged terrorists
wherever they are located and regardless of what they are doing at the time of their
targeting.'> The ICRC is not at fault here, as it was simply attempting to clarify the
longstanding dispute on the meaning of direct participation in hostilities at a time when
that standard had suddenly become more relevant than ever before due to the nature of
the global war on terrorism. The U.S., via its drone warfare practice, has distorted and
expanded notions of participation in hostilities to a point far beyond what the ICRC
intended 1n its original guidance on the status of customary international law. As will be
discussed and investigated much further in Part VI(A), in 2009 the ICRC attempted to
reassert a higher standard following a 5 year study on customary international law, but

the U.S., as evidenced by its practice, disagreed and was taking action based on a much

"' Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law in War
202-204 (Cambridge University Press, 2010).
'2 Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law in War

205-206 (Cambridge University Press, 2010).



lower standard."® The drone strike program thus has been shaping the nature of
international law in a highly disputed area.

This paper will discuss the inherent problems with this categorization from legal
and policy perspectives. Direct participation in hostilities was a line that protected the
innocent and merely suspected civilian from summary execution from above.
Continuous combat function was a compromise that attempted to remove the anomaly in
the law that protected certain terrorist combatants above members of regular state-run
military forces. However, the standard was never intended to go as far as the U.S. has
interpreted it. It is a slippery slope where there sketchy intelligence can lead to a person
being condemned to death via Hellfire missile without having any chance of defending
their classification. The use of drones ties into this discussion because it makes such
killings much easier to accomplish and has allowed the U.S. to strike non-combat
members of terrorist organizations. One argument is that if the U.S. was not using
drones, it might simply be dropping a bomb out of a fighter jet and destroying a whole
block instead of just a single building. However, this paper will argue that past U.S.
practice has shown that it is not willing to go to such lengths, which would likely violate
international law.

The U.S. was not always open to targeted killing and viewed it as a violation of

international law because it was extra-judicial killing.'* Drones have made targeted

" Int'l Comm. of the Red Cross, Interpretive Guidance on the Notion of Direct
Participation in Hostilities Under International Humanitarian Law 33-35 (2009).
' Professor Gary Solis, Law of War Class Lecture at The George Washington University

Law School (Oct. 3, 2012).



killings much easier to justify legally and politically. They allow the U.S. government to
easily sell the prospect to the American people with little backlash because of how drones
are depicted as highly accurate. It is possible, and maybe even likely, that the U.S.
government would not have developed such a robust and extensive targeted killing
program if not for the development of drone technology combined with the legal
justification of continuous combat function. Further, the war on terror has mitigated
much of the possible backlash as Americans have become less critical of such acts. This
paper will argue that approval does not equal legality and that in a way Americans are
being duped into believing that this is a long accepted and legal practice that has little
downside. The U.S. interpretation of continuous combat function, as the be all and end
all status for people who have had an alleged association with a terrorist group, is a
flimsy legal justification that has many extremely questionable gray areas because it
allows far too much discretion in who is a lawful target. The U.S. would be wise to back
off support and legitimization of this new and developing legal principle before it
becomes entrenched in international law.

This paper will discuss is the implications of the use of drones in targeted killing
and specifically argues that the methods generally used in selecting targets violate
established principles of international law and have extremely negative policy
implications. Drones as killing machines are relatively new technology."” It is difficult

to get a clear picture of the methods the U.S. uses to select and approve the killing of

' International Human Rights and Conflict Resolution Clinic (Stanford Law School) and
Global Justice Clinic (NYU School of Law), Living Under Drones.: Death, Injury, and

Trauma to Civilians from US Drone Practices in Pakistan (September, 2012) at 9.



specific targets, and whether secondary targets such as first responders are also targeted,
because the U.S. has not been forthcoming in disclosing even the most basic of
information about the targeted killing program. However, bits and pieces of the picture
have come out based on what targets are confirmed to have been hit and first hand
reports, including a recent Washington Post article that details the so-called “disposition
matrix” being developed by the U.S. government in order to electronically sort through
information and select targets without much, or any human input.'® This constructs a
somewhat terrifying picture of automated target selection in the future where it is
possible that a computer sorts through intelligence and selects targets that are transmitted
to squadrons of drones that are perpetually in the sky and which will attack said targets as
soon as the information is received, possibly also waiting to kill anyone who comes to
clean up the dead. It may seem like science fiction, but As technology advances it is
important for standards to be in place to avoid such a possible situation. This paper will
argue that the U.S. citizenry have a right to a more transparent look at the targeted killing
program and that better safeguards must be put into place to assure that target selection is
done with at least minimal due process protections in place. This paper will also suggest
possible forms of protections, such as something along the lines of FISA courts or other

quasi-judicial bodies.

' Greg Miller, Plan for Hunting Terrorists Signals U.S. Intends to Keep Adding Names
to Kill Lists, The Washington Post, (Oct. 23, 2012),

http://www.washingtonpost.com/world/national-security/plan-for-hunting-terrorists-

signals-us-intends-to-keep-adding-names-to-kill-lists/2012/10/23/4789b2ae-18b3-11e2-

a55¢-39408tbe6adb_story.html
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The trend of state practice seems to be trending toward the legitimization of such
targeted killing despite its possible violation of principles such as distinction and
proportionality, and the language of Additional Protocol II, Article 13.3."7 Due to the
conflict between long standing customary international law and the evolution of state
practice, concrete rules, or at least guidelines, should be developed governing the use of
targeted killing because such a conflict weakens international law and contributes to a
growing confusion on permissible methods of warfare in the post-9/11 landscape.

Drone strikes should not be outlawed in all respects, they are fantastic weapons
provided that they are used properly and their capabilities are not overstated to the point
where strikes are being made in populated areas against non-combatant members of
terrorist organizations.'® Striking an al Qaeda camp in the mountains with a drone should
not bring up any more questions than if that strike was made by an F-15. It is the
bombing of a café in a city via a drone that is filled with more than just the target brings
up problems. Further, there must be procedures in place to assure that targets are selected
and authorized for death in a thorough and fair manner. It is up to the international
community to get out in front of the use of mechanical warfare while the practices

involved are still in their relative infancy.

7 Professor Gary Solis, Law of War Class Lecture at The George Washington University
Law School (Oct. 3, 2012).
'8 Laurie R. Blank, After “Top Gun”: How Drone Strikes Impact the Law of War, 33 U.

Pa.J. Int'1 L. 675, 716-717.
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The U.S., since World War II, has had an incredible impact on international law."”
With regard to drones, the U.S. and other states are once more shaping international law
through state practice. They are validating an almost unrestrained use of drone strikes on
people who have simply been declared as terrorists, wherever they are located in the
world, and with no judicial checks. As one scholar put it, “Today, targeted killing is in
the process of escaping the shadowy realm of half-legality and non-accountability, and is
gradually gaining legitimacy as a method of counter-terrorism and ‘surgical warfare’.”*
This is a dangerous path for the world to head down.

This paper argues that the U.S. should significantly constrain its use of non-
battlefield drone strikes. It should eliminate all strikes against targets that are not
engaged in active, day-to-day, hostile activities designed to cause calculable harm to the
United States. Further, it should significantly constrict the number of strikes taken
against low-level al-Qaeda members outside of battlefield situations, even if they can fit a
broader standard of continuous combat function. The value of such strikes is minimal
compared to the possible harms that can arise from those strikes. Innocents are more
likely to be killed, due to the fact that the intelligence, upon which drone strikes are so

reliant, is certainly worse when dealing with individuals at the bottom of the al Qaeda

structure. Also, the negative image that is attached to the U.S. due to the drone strikes,

' See Antonio Cassese, International Law 39-45 (Oxford University Press,
2005)(discussing the rise of the U.S. as a superpower following World War II and its
impact on international law).

29 Nils Melzer, Targeted Killing in International Law 9-10 (Oxford University Press,

2008).
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combined with the creation of more terrorists because of that image, outweighs the
minimal advantage gained. Strikes should be limited to targets whose death will have a
palpable impact upon the functioning of terrorist organizations, such as commanders and
other leaders, on whom the intelligence is considered reliable. This paper further argues
that the U.S. should stand behind and take leadership in the creation and clarification of
an international framework for the use of drone strikes, and other forms of targeted
killing, in non-battlefield situations. Finally, this paper argues that the executive should
embrace more oversight within the United States so as to ensure more accountability and
safeguards within the U.S., possibly by instituting a drone court. The decision to kill
someone should include numerous safeguards, including as much outside oversight as
possible.

Part II of this paper deals with the context of the problem and sets out the legal
rules applicable to the conflict at issue. It will also discuss necessary definitions that will
apply throughout the paper so that redundancy does not impact the flow of the discussion.
Part III deals with the background and history of drones, discussing the nature of drones
and the evolution of their use in warfare. It discusses the important issue of why drones
are different than other weapons employed in targeting enemies. It also sets out drone
strike figures, clarifying the picture and importance of the issues in this paper. Part IV
discusses the U.S. government’s target selection process and the legal and policy
justifications behind that process. It also briefly discusses some of the problems with
those justifications. Part V analyzes the international legal principles that drone strikes
may violate. It argues that international law is in flux with regard to the targeting of

members of armed opposition groups, and that the U.S. should back a more stringent

13



standard than the one it currently applies. It also argues that some strikes may violate
distinction, proportionality and military necessity. Part VI sets forth some
recommendations and solutions, such as a more robust international legal standard, less
but more focused drone strikes, and the possibility of a drone court or panel. Part VII
examines the impacts of recent events that have taken place during the editing of this
paper. Specifically, it discusses the impacts of President Obama’s speech on drone
strikes and counterterrorism made on May 23, 2013. Finally, Part VII concludes the

paper with a summary and looks toward the future.

II. Legal Outline and Framework

This part lays the legal groundwork necessary to understand and discuss the issues
at stake. It sets out the definitions that will be used throughout this paper so as to avoid
repetition. Part A discusses the conflict status in which the drone strikes at issue take
place. Conflict status is a necessary first step in identifying the legal principles that apply
to any given military action and the assessment of its legality. Part B discusses the legal
principles that underlie the controversy surrounding non-battlefield drone strikes.

Finally, Part C discusses the individual targets at issue. Specifically, members of armed
opposition groups who are located outside of battlefield situations and who have not

recently, or ever, participated in hostilities.

A. Conflict Status

As law of war professors like to say, the first steps in assessing the legal

implications of a hostile action is to identify first whether there is a conflict and second

14



whether it is an international armed conflict, non-international armed conflict, or some
other lesser conflict.”' This paper largely focuses on the United States use of drone
strikes and thus its war against al Qaeda and its associational forces. Thus, the drone
strikes at issue throughout refer to strikes against alleged al Qaeda terrorists. They do not
refer to any past strikes against Iraqi forces in the early stages of the Iraq war nor do they
refer to strikes against Taliban forces when the Taliban was still in power in Afghanistan.
Both of those situations are clearly international armed conflicts between two high
contracting parties to the Geneva Conventions and beyond the bounds of this paper. The
legality of those wars and the actions taken therein would comprise their own significant
research papers.

The first question, assuming there is an armed conflict, is what is the
classification of that conflict? There are three possible types of conflicts: common
Article 2 international armed conflict, “armed conflicts between two or more states that
fall short of war,” and common Article 3 non-international armed conflicts.”> A common
Article 2 international armed conflict is when “two or more states are engaged in armed
conflict against each other.”” In a common Article 2 international armed conflict “all

four of the 1949 Geneva Conventions apply, plus, for states that have ratified it, 1977

2! Professor Gary Solis, Law of War Class Lecture at The George Washington University
Law School (Sept. 5, 2012).

?2 Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law in War
151 (Cambridge University Press, 2010).

B

15



Additional Protocol 1.”** Al Qaeda is not a state and thus it is impossible for there to be a
common Article 2 international armed conflict. Further, because it is not a state, the
conflict would not qualify as an armed conflict that falls short of war.

Thus, if there is a conflict between the U.S. and al Qaeda forces, the conflict
would most properly be classified as a common Article 3 non-international armed
conflict. A common Article 3 non-international armed conflict is an “armed conflict not
of an international character occurring in the territory of one of the High Contracting
Parties.”™ “In a non-international armed conflict, common Article 3 and, perhaps,
Additional Protocol II, apply . . . No other portion of the Geneva Conventions applies.”
In order to rise to the status of a non-international armed conflict, the conflict must rise
above mere “riot, disorder, and banditry” to the level of an armed conflict as set forth in
the test set out in the following paragraph.”’

The second question is therefore whether there is an armed conflict between the
U.S. and al Qaeda and its associational forces around the world. If there is no armed

conflict, then drone strikes on al Qaeda targets would be assassinations that violate

international law.*® Targeted killings outside of armed conflicts violate international

.

»Id. at 152.

0 Id. at 153.

7 1d.

¥ Thomas Michael McDonnell, Sow What You Reap? Using Predator and Reaper
Drones to Carry Out Assassinations or Targeted Killings of Suspected Islamic Terrorists,

44 Geo. Wash. Int'l L. Rev. 243, 262.
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human rights law, “customary international law, and human rights treaties such as the
International Covenant on Civil and Political Rights.”* If terrorists are residing in a
foreign nation and there is no armed conflict, then “the victimized state would typically
appeal through diplomatic channels to the host state to exert law enforcement efforts (a)
to arrest and extradite or (b) to arrest and prosecute the irregulars (terrorists) in
question.”" Essentially, the state would have to rely on the internal domestic law
enforcement system of the state where the terrorists were located to handle the situation.
It could only use lethal force, such as a drone strike, without the consent of the host state,
if the rules of the “law enforcement” self-defense regime were followed. Under this so-
called “law enforcement regime,” the state may use lethal force only “to protect oneself

31 The outside state

or another ‘against the imminent threat of death or serious injury.
may only use “proportional force” without the consent of the host state is the host state is
failing to prevent “the threat to a U.S. national . . . of imminent death or serious bodily

harm.”?

This right is tied to the right of self-defense under Article 51 of the UN
Charter.* Tt applies only in concrete situations of imminent threat such as if a U.S.
citizen was being held at gunpoint or some other immediate situation. For example, if

missiles were being launched from Mexico by members of a terrorist organization into

the U.S. and Mexico refused, or was unable, to stop them, the U.S. would be justified in

®Id.
0 1d. at 267.
U1d.
2 Id. at 268.

3.
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killing them. The law enforcement regime does not, however, authorize a sustained
drone program such as the one operated by the U.S. over the past decade. The U.S. could
not conduct strikes against the broad class of targets that it has over the past decade under
the law enforcement regime because many of these targets have not engaged in active
hostilities or are not engaged in such activities at the time they are targeted.

Thus, in order for the drone strikes that the U.S. has been conducting to meet the
threshold of legality under international law, there must be an armed conflict. There are
essentially three prongs for determining whether there is an armed conflict: organization,
duration, and intensity.** The International Criminal Tribunal for the former Yugoslavia
(ICTY), in the case Prosecutor v. Tadic, sets out the widely accepted test for whether
there is an armed conflict.” According to that case, “the test applied [for] the existence
of an armed conflict for the purposes of the rules contained in Common Article 3 [a non-
international armed conflict] focuses on two aspects of a conflict; the intensity of the
conflict and the organization of the parties to the conflict.”*® The duration prong arises
from the language that an armed conflict exists whenever there exists . . . protracted
armed violence between government authorities and organized armed groups or between

such groups within a state.”’ As the later ICTY Boskoski case further explains, it is a

3* Professor Gary Solis, Law of War Class Lecture at The George Washington University
Law School (Sept. 5, 2012).

3% Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law in War
142 (Cambridge University Press, 2010).

1.

37 1d. at 175
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“highly fact-specific . . . inquiry, particularly where one of the parties is a non-state
actor.”®
Based on these criteria, it can be argued that an armed conflict between the U.S.,
al Qaeda forces and its affiliates has existed at times since the 9/11 attacks. “Terrorist
attacks, if the terrorists have a sufficient organization and if the attacks are sufficiently
violent and protracted, may be instances of non-international common Article 3
conflicts.” In places such as Iraq and Afghanistan, the conflict has lasted for years and
has been incredibly intense at times. Including the terrorist attacks of 9/11, Al Qaeda has
killed thousands of Americans.” Al Qaeda has clear organization with a leader at the top
and different levels of subordinates. “A former al Qaeda analyst for the CIA recently
described al Qaeda as a group with ‘bylaws, committee structures, [and] rules for

. 41
succession.’”

Thus, it can be argued that following 9/11, when the drone strikes began,
the U.S. has been in a sustained armed conflict with al Qaeda, and organized enemy

capable of carrying out sustained conflict and with control over significant territory.

“This conclusion allows the United States to target and kill some members of these armed

38 Andrew C. Orr, Unmanned, Unprecedented, and Unresolved: The Status of American
Drones Strikes in Pakistan Under International Law, 44 Cornell Int'l L.J. 729, 742.

3% Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law in War
157 (Cambridge University Press, 2010).
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Drones Strikes in Pakistan Under International Law, 44 Cornell Int'l L.J. 729, 742.
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groups in some places under [HL's [international humanitarian law] relatively relaxed
rules on killing.”**

It is, at this point, important to point out the changing nature of the conflict with al
Qaeda. In many ways, the war on terror as a global operation with sustained conflict is
winding down. Recent figures show that the drone strikes are becoming less and less
frequent over the last year.” President Obama stated in a speech mere days ago that the
“global” war on terror is winding down and must be thought of in the future as less of a
war and more as “targeted” operations.** Such a characterization significantly changes
the legal analysis of drone strikes going forward, at least with regard to alleged members
of al Qaeda that are not on the fringe of unlawful combatant status, as discussed further in
this paper. Any drone strikes would have to be judged based upon the law enforcement
regime discussed above.

However, even considering the U.S. to be in an armed conflict with al Qaeda, it

does not follow that strikes may take place anywhere in the world that an al Qaeda

member may be found.* “There must be some limit on where the CIA may strike; it

2 Afsheen John Radsan & Richard Murphy, The Evolution of Law and Policy for CIA
Targeted Killing, 5 J. Nat'l Security L. & Pol'y 439, 451.
# Scott Shane, Debate Aside, Number of Drone Strikes Drops Sharply, The New York

Times (May, 21, 2013) http://www.nytimes.com/2013/05/22/us/debate-aside-drone-

strikes-drop-sharply.html.
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would be beyond bizarre to argue, for example, that the CIA could legally fire a missile at
an al Qaeda operative in Toronto.”*® The question is how to delineate the limits on the
places where a strike may take place. There have basically been two different views on
the locations strikes can take place.”” Some have argued that international humanitarian
law requires that strikes be limited to “battlefields” or “warzones.” Others have argued
that such a formulation is unworkable and the more proper limitation is less defined and
depends on whether the country involved is harboring or ignoring non-state belligerent
actors. Under this view, “so long as the host is either unable or unwilling to control the
non-state actor,” a strike complies with international law.* Thus, “the United States may
not carry out drone strikes in, to give a few examples, the United Kingdom, France, and
Canada.”’

Neither of these formulations is entirely satisfactory. Strict adherence to the
geographical bounds of battlefields would create safe harbors where enemies could
retreat and be immune from attack. This would serve to further stretch the bounds of
conflict areas, especially in a day and age when technology is wiping away the traditional

lines of battle. As one scholar points out, “a strict, formalistic approach to IHL's

geographical scope would encourage parties to spread their forces outside the zone of

*1d.
Y1d.
®1d.
¥ Id. at 453.

0 1d. at 454.
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armed conflict, thus destabilizing previously peaceful states.”' However, a formulation
based on deciding whether a country was harboring terrorists or aligned with them is
equally unworkable. It allows an outside state to make strikes in a country that it accuses
of working with or ignoring terrorist operations. Tensions are already incredibly high in
many of these areas without worries that a state will strike based on its opinion that
terrorists are being harbored. What if a court in the host state rules that a certain accused
terrorist is innocent? Does the outside state go on its own intelligence and make a strike?
What if that host state decides that no court proceedings are necessary because there is no
evidence? These and many other questions arise under such a formulation. When going
outside of battlefield situations, a state should take every step possible to obtain the
permission and help of a host state. Otherwise, strikes should only be made in
accordance with the principles of the law enforcement regime and only be made in
situations where the threat to the outside party’s nationals is incredibly high.

Finally, as will be discussed in subsection C of this part, an individual target must
have a particular status, based on their membership in armed forces and other groups or
based on their actions, in order to be a legal target. The bulk of this paper discusses
individual status and the legality of killing certain targets that fall outside of traditional
military forces and are not engaged in direct participation in hostilities at the time of their

death.

B. Applicable Law

SUId. at 453.
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Having established that the U.S. is involved in a non-international armed conflict
with al Qaeda and its affiliates, at least for the time being in Afghanistan and Iraq, the
applicable law can now be framed. This section sets out some of the particular legal
provisions and principles that will be discussed in this paper and their status in the
conflict between the U.S. and al Qaeda. This paper focuses on the targeted killing of
individuals via drone strikes when those individuals are located outside of traditional
battlefields. The individuals are allegedly members of a terrorist organization and thus
do not fit neatly into the rules that apply to the targeting of members of the military of an
enemy state to which the striking country is hostile. For purposes of this section, it
suffices to say that the targeted individuals at issue are allegedly members of armed
opposition groups who may or may not be considered civilians. This debate will be
discussed in much greater detail in the following sections. For now, this section will set
out the rules that may apply to these individuals so that the rules can be referred to freely
throughout the rest of the paper without constant reference to their status via the United
States.

As mentioned in section A, an armed conflict with al Qaeda would be considered
a common Article 3 non-international armed conflict. Thus, “in a common Article 3 non-
international armed conflict, common Article 3 and, perhaps, Additional Protocol II,

32 Further, rules of customary international law apply. “It was believed that no

apply.
customary international law applied to non-international armed conflicts, but today it is

apparent that customary rules concerning the protection of civilians in hostilities also

>2 Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law in War

153 (Cambridge University Press, 2010).
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apply . . . in non-international armed conflicts.””

There are three international legal
principles that will shape the arguments in this paper relating to drone strikes, irregular
groups who are not members of a country’s military, and civilians. These principles are
the principle of distinction as codified in Additional Protocol II, Article 13.3, and the
customary international law principles of proportionality and military necessity.

The first is the principle of distinction, reflected in Additional Protocol II, Article
13(3), which provides, “Civilians shall enjoy the protection afforded by this Part, unless

»3 The United States has not

and for such time as they take a direct part in hostilities.
ratified Additional Protocol IT (AP II) at this time.>> Thus, in order for AP II to apply to
U.S. actions it must be shown that the provision in question is customary international
law or the U.S. has accepted it in some way. AP I, as a whole, is not customary
international law.’® However, “many of its provisions are” customary international law.”’
According to the commentaries to AP II, “Article 13 codifies the general principle that

protection is due to the civilian population against the dangers of hostilities, already

recognized by customary international law and by the laws of war as a whole.”® The

> Id. at 158.

>* 1977 Additional Protocol II, Art. 13.3.

>> Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law in War
132 (Cambridge University Press, 2010).

>0 Id. at 120.
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% Additional Protocols of 8 June 1977 to the Geneva Conventions of 12 August 1949

(Geneva, 1987) at 1448.
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commentary states that the term and idea of “direct participation in hostilities” was
“taken from common Article 3.”°° There is no doubt that common Article 3 is customary
international law.*® Further, according to the 2005 International Committee of the Red
Cross study on customary international law, the rule contained in Article 13 pertaining to
direct participation in hostilities by civilians is “a norm of customary international law

applicable in both international and non-international armed conflicts.”®’

Thus, it is clear
that the rule in AP II, Article 13.3 is a rule of customary international law and binding on
the United States. It is also important to note that the U.S. objections to AP II had
nothing to do with the rule in Article 13.%> In fact, the only reason AP II was never
ratified appears to be its high bar to implementation and the fact that it was associated
with AP 1.** Even Ronald Reagan, a staunch opponent to AP I, recommended AP II for

ratification.”* Thus, there is no evidence that the U.S. is a persistent objector to the

customary rule in Article 13.

¥ Id. at 1453.
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The final two international legal provisions that play a significant role in the
analysis of the U.S. drone strike program are the principles of proportionality and
military necessity. Both of these principles are considered customary international law
and are applicable in both international and non-international armed conflicts.®> These
three legal principles provide the legal framework of this paper and will be developed
further in the specific sections to which they are relevant. However, they are not the only
legal principles discussed herein, they are merely singled out as they are the most

referenced and thus it is important to establish their applicability.

C. Targets Defined

The sole focus of this paper is the use of drones for lethal attacks on civilians and
members of armed oppositions groups who have taken direct participation in hostilities or
are members of a terrorist organization but who are not taking direct participation in
hostilities at the time of the strike and are not located on a battlefield, such as an al Qaeda
member who is at home with family or who is in a café. This paper does not deal with
targeting lawful combatants on the battlefield. It does not consider the bombing of an Al
Qaeda training camp that has engaged with troops in a firefight or a civilian who is

carrying around guns, other weapons, or is firing such a weapon, because those armed

63 Jean-Marie Henckaerts & Louise Doswald-Beck, Customary International

Humanitarian Law, Volume I: Rules 3, 46 (Cambridge University Press, 2005).
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civilians would be taking direct participation in hostilities and thus are lawful targets for
virtually any kind of strike with a lawful weapon.®®

The questions surrounding the legality of lethal strikes against certain individual
targets bring several issues together. The first issue is who is a lawful target based on his
or her status or actions? Second, what is the scope of the battlefield? Those two
questions can consist of an entire scholarly article on their own, especially considering
the changing nature of war in the modern age.®’ Battlefields in the traditional sense are
almost impossible to define considering that combat takes places in cities and towns
against ragtag unlawful belligerents disguised as any normal citizen. Combatants can
range from women and children who just happen to pick up a weapon to well-trained and
funded Taliban warriors who have been fighting for decades. Therefore, it is important to
define which targets cause problems in the framework of this paper. Thus, the following
will be a brief discussion of those issues, but it should be clear that these lines are being
drawn in order to frame the discussion in this paper, even though the issues are in no way
settled.

As mentioned above, there is no problem with “targeting” lawful combatants on a

battlefield or even when they leave the battlefield and are not engaged in active combat.

% Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law in War
202-204 (Cambridge University Press, 2010).

67 See Christopher J. Mandernach, Warriors without Law: Embracing a Spectrum of
Status for Military Actors, 7 Appalachian J.L. 137, 138, 164 (discussing “irregular
actors” in modern warfare, such as unlawful combatants, and the nebulous and

“confused, modern battlespace”).
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A lawful combatant is a soldier that has the combatant’s privilege, i.e., he can fire upon
the enemy and the enemy may legally fire upon him so long as the enemy is also a lawful
combatant.®® They are members of the armed forces of a state who are enemies in an
ongoing-armed conflict.”’ So long as the person is “entitled to fight”, they are a lawful
combatant, regardless of their title.”’ Lawful combatants are “Members of the armed
forces of a Party to a conflict (other than medical personnel and chaplains)” and “have
the right to participate directly in hostilities.””" They can be killed “at any time” during
the hostilities “until they surrender or are otherwise hors de combat, and not only when
actually threatening the enemy” or are actually fighting.”> Thus, so long as there is an
international armed conflict, a lawful combatant can be attacked and killed at any time
without violations of international law. A drone that flies over a camp of sleeping

enemies can launch missiles at their tents without violating the law of war.

%8 Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law in War 42
(Cambridge University Press, 2010).
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firing weapons — cooks, administrative personnel, graves registration teams, musicians,
and so on. They are nevertheless combatants, for they are entitled to fight.”).
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Civilians are not lawful targets unless they take certain actions that serve to forfeit
their civilian protection status. “Customary international law regarding armed conflicts
protects ‘civilians’ from harm as a result of hostilities . . . From that follows also the duty
to do everything possible to minimize collateral damage to the civilian population during
attacks on ‘combatants.”””> Thus, civilians cannot be targeted and lawful combatants
must take care that their actions in targeting enemies avoid the indiscriminate killing of
civilians and civilian objects such as hospitals and schools.” Essentially, civilians have
the highest protections under international law because they are not taking part in the
conflict and past wars have taught that truly awful consequences can flow from war when
the parties to the conflict attack each other without regard to the consequences to

civilians.” Civilians are “those who are not combatants” and “who are not, or no longer,

7 Stephen Dycus, Et. Al., Counterterrorism Law 102 (Wolters Kluwer 2012).

™ See Antonio Cassese, International Law 400 (Oxford University Press, 2005).

> See Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law in
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sides of the conflict, specifically with regards to the disregard of the plight of millions of
civilians. Obviously the millions of Jews killed by the Nazis highlighted these horrors,
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members of the armed forces.”’® Suffice to say that, generally, a soldier cannot target a
civilian that is minding his or her own business and doing their best to remain out of the
fray. This paper does not deal with such targeting because it is a clear and widely
recognized violation of the law of war.

However, civilians can become lawful targets when they pick up a weapon and
“take direct participation in hostilities.””” Once a civilian picks up a weapon and fires
upon soldiers or participates in hostilities in other ways, such as using a truck to transport
weapons and ammunition from an enemy camp to fighters engaged in combat, he or she
becomes what is termed an “unlawful combatant.””® A terrorist is an unlawful combatant
so long as he is not an active member of the military of a state who is acting at the behest
of that state. It is not the act of terrorism that makes him an unlawful combatant, though
a terrorist attack on civilians would be an unlawful act; it is the unlawful combatant’s
status as a civilian who lacks the combatant’s privilege and is not a member of the armed
forces of a state that defines his status. The soldier of an enemy state might commit an
act at the behest of his superiors, such as bombing his enemy’s ship moored in a port, but
he would not be an unlawful combatant. However, the act itself might be unlawful and
thus constitute a violation of the law of war.

So long as a civilian is taking direct participation in hostilities, he or she is a

lawful target and can be killed at any time. “Direct participation must refer to specific

76 Stephen Dycus, Et. Al., Counterterrorism Law 103 (Wolters Kluwer 2012).
7 Id. at 104.
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hostile acts, and it clearly suspends a civilian’s noncombatant protection.””’ Thus, if a
drone strike bombs a civilian who is firing a weapon at soldiers, there is no legal
problem. Ifa drone strike fires a missile at a civilian driving a truck filled with makeshift
bombs to be delivered to a group of enemy fighters, then there is no legal difficulty.
Thus, any references to drone strikes upon civilians in this paper do not refer to a civilian
taking direct participation in hostilities. They refer to civilians who either have been
labeled as members of an armed opposition group or who have merely taken direct
participation in hostilities for a short period and are no longer doing so.

According to Additional Protocol II, Article 13.3, civilians lose their protected
status only “unless and for such time as they take a direct part in hostilities.”™ This
distinction led to the conclusion that civilians could only be targeted for the finite amount
of time that they were taking direct participation in hostilities. The distinction has been
referred to as the “revolving door policy.”®' Essentially, a civilian can pick up a weapon
and shoot at soldiers and is only a lawful target while he or she is doing the actual firing
or shortly thereafter.*” Once the civilian went home for the day and retired to their family

life or went back to work at a legitimate occupation, they were no longer a target.> They

7 Gary D. Solis, The Law of Armed Conflict: International Humanitarian Law in War
203 (Cambridge University Press, 2010).
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could be arrested for any actions they took on the battlefield, such as shooting and killing
a lawful combatant, but they could not be hunted down and killed wherever they were
located and whenever they were found.** Hence the term revolving door policy, since a
civilian could become an unlawful combatant and kill soldiers by day and then return to
their family at night free from the fear that they would be shot and killed in their kitchen.

The notion of a revolving door policy became very bothersome in recent years as
terrorism became the focus of many Western powers such as the U.S. and the United
Kingdom.*” How could a person fight against U.S. soldiers and then go home to his
family and the U.S. was unable to hunt him down and kill him? Many of these people
live in dangerous areas where the local population is hostile to U.S. troops and they could
not easily be captured. Further, a person engaged in terrorism can easily pick up and
move at a moment’s notice, particularly if they are being informed that capture is nigh.
They might be gone before a group of soldiers can come in and take them into custody, if
that is possible without losing the lives of soldiers.

Thus, in order to get around the revolving door policy, the U.S. looked to redefine
its terrorist enemies. Surprisingly, unintentional help came from the International
Committee of the Red Cross (ICRC), which released a report in 2005 examining

customary international law.*® This report, among other important customary issues,

1.
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discussed the term “continuous combat function” in the context of irregular belligerents.*’
Continuous combat function allows individuals, such as those with membership in al
Qaeda, to be classified as members of an “organized armed group.”*® Membership in an
organized armed group means that “an al Qaeda leader does not regain civilian protection
against direct attack merely because he temporarily stores his weapon to visit his family .
.. ““or when he stops making bombs and “puts down his tools and walks home for lunch
with his family.”® Essentially, it removes the revolving door policy for those who can be
tied to an organized group based on their activities. “Membership in organized armed
groups is not evidenced by uniform or ID card, but by function.””

The U.S., by seizing on this interpretation and expanding it to fit its agenda, is
now able to seek out and destroy those who it deems as members of an organized armed
group due to their continuous combat function. “A senior terrorist insurgent may be
targeted when he is asleep . . . [and] remains a lawful target whenever he may be located

and whatever he may be doing.”’

The problem is how the U.S. applies this definition,
which is incredibly broad. The U.S. does base its continuous combat function

determinations on whether a person “carries and ID card” in the sense that mere

membership in al Qaeda whether “formal” or “functional” can condemn a person to
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death. According to the U.S. standard, which is at odds with the most recent 2009 ICRC
understanding, a person can be lethally targeted if that “individual joined with or became
part of al-Qaeda or Taliban forces or associated forces, which can be demonstrated by
relevant evidence of formal or functional membership, which may include an oath of
loyalty, training with al-Qaeda, or taking positions with enemy forces.”””> The while
U.S. claims that it agrees with the ICRC standard on most points, it makes a massive
distinction that significantly expands possible targets.”” In including everyone who is a
member of al Qaeda, the U.S. is able to target anyone linked with the group, such as
religious members, financiers, counterfeiters, and other non-combat members of the
group. The practice of “signature strikes” alone indicates a completely different standard
than the one the ICRC suggests since a signature strike “is a drone strike on suspected
terrorists or militants whose identities are not known, but whose ‘pattern of life activity’
2994

would seem to indicate that they are involved in some militant/terrorist activity.

People are being targeted because of whom they mingle with, where they hang out, and

%2 Harold Hongju Koh, Legal Advisor, U.S. Department of State, Speech at the Annual
Meeting of the American Society of International Law: The Obama Administration and
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what they look like. Profiling with a lethal result. Thus, continuous combat function, as
applied by the U.S., is a legally problematic standard in that it is far too broad.

These former civilians who have been classified as members of an armed
opposition group are the focus of this paper. As will be discussed below, this is a
nebulous definition as applied by the U.S. that allows for the killing of almost anyone the
U.S. decides to fit within the category, and based on decisions of the executive without
any outside oversight. It is a classification that is at odds with the ICRC
recommendations and thus the U.S. is headed into lawmaking territory that may not be
squared with U.S. interests in the future. Any steps should be taken lightly in this area
considering the long-term consequences. There are civilians who will be killed far from
the battlefield, possibly in their home or a crowded café, based on suspicion of activities
that may have long since stopped, if they have occurred at all.

Finally, this brings up the issue of the scope of battlefields and their impact on
this discussion. As mentioned earlier, in the modern state of warfare, battlefields are
rarely, if ever, defined as they were in the past. Two sides to a battle no longer line up
with flags and banners and clash on a “field.” Instead, war is fought in cities and towns
or in small skirmishes in the mountains. There can be a myriad of parties to a conflict
with different objectives and roles. Thus, this paper does not concern itself with the
difficult discussion of what constitutes a battlefield in modern warfare. Scholarly
discussions on that topic will be raging unendingly as wars become less and less
susceptible to neat categorization. Suffice to say that, like continuous combat function,

this paper concerns itself with the actions of the civilians who are subjects of targeted
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killing. It deals with those who are no longer taking direct participation in hostilities but
who are targeted based on their alleged continuous combat function.

Just what constitutes cessation of direct participation in hostilities is, as discussed
above, a difficult issue. Leaving a battlefield is one way to define such a cessation. It is
completely logical that a civilian or member of an armed opposition group who has taken
direct participation in hostilities and then ceased to be taking any such actions but is still
on the battlefield or relatively nearby is still a lawful target. This paper is concerned with
only those individuals who are well removed from such actions and thus must fall under
the membership in an armed opposition group category in order to be considered a lawful
target, if such a target is lawful at all. As the U.S. Department of Justice put it in the
recently leaked “White Paper,” they are targets that are “outside the area of active

hostilities.””>

There obviously will be fine lines as to when that status kicks in compared
to direct participation in hostilities, but that is really a factual matter that lies in the hands
of those making decisions. The concerns focus on things such as credibility of

intelligence, lack of review outside the executive, and collateral damage. These concerns

are less evident when there is a close call between direct participation in hostilities and

the cessation of that status. In such a case, one might say that the tie goes to the runner,

%> Department of Justice White Paper on the Lawfulness of a Lethal Operation Directed
Against a U.S. Citizen Who is a Senior Operational Leader of Al-Qa’ida or An
Associated Force (leaked memorandum), available at
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person who is outside a combat zone).
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or the commander making the decision. The goal here is not to take a fine-toothed comb
over every action of the military and “get” people in bad situations. The goal is to ensure
that proper procedures and review are put in place when killing a target that is not taking
direct participation in hostilities and has not done so for a considerable time, if at all.

Further, the paper also does not deal with issues of sovereignty that arise with
regard to the use of drones in places such as Pakistan, where there may or may not be
permission by the state in question to engage in drone strikes. Whether certain drone
strikes by the U.S. violate the territorial integrity of other countries is an entirely different
issue that is just as important but beyond the scope of this paper. Further, it does not
consider the use of drones for tasks like surveillance or other non-lethal actions. Any
reference to a drone strike in this paper refers specifically refers to attacks on those
deemed to have a continuous combat function as set forth above.

Finally, much of this paper looks at the problems arising from the use of drones
through the example of the United States. This is because the U.S. is still the dominant
military power and is currently engaged in several conflicts in which drones are being
used for targeted killing. Further, the U.S. professes to be, and is in fact, bound by many
of the international legal principles that may conflict with its use of drone strikes. Itisa
prototypical Western power that has played a key role in shaping the law of war and
international human rights law as it stands today and will continue to shape those bodies

of law in the future.”® This does not mean that other countries’ tactics will be ignored,
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they will not, but much of the perspective does focus on the U.S. because of the wealth of

information and examples that stem from its conduct and place in the world order.

III. Background and History

This part discusses the background and history necessary to paint an accurate
picture of the issues at stake in this paper. Section A will begin by looking at the
technology we refer to as “drones.” It will discuss the reasons that drones are becoming
so popular and why drones have become such a hotly debated topic around the world. By
discussing the nature of drones, it is easier to understand why they raise legal problems
and what they are and are not capable of technologically. Section B will discuss why
drones are different. It posits that drones bring up unique legal, moral and practical
issues and thus merit analysis above and beyond other weapons. The following section
will then briefly discuss the history of targeted killing in the U.S. and other countries and
the evolution of the use of drones as a means of targeted killing. Finally, this part will
conclude with a discussion of the frequency of drone strikes (that are publicly known)

and how this paints a clearer picture of the problem.

A. What is a Drone and Why are They So Important?

international legal order following World War II and promoting human rights while

serving as the custodian of the international legal order and its institutions).
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This paper refers to unmanned aerial vehicles (UAVs) as drones because that is
the more common name that appears in news stories and legal articles.”” A drone is a
small craft operated by remote control that resembles a model airplane or other aerial
craft but is about the size of a small jet.”® “According to the US Department of Defense,
a drone, or unmanned aircraft, is ‘an aircraft or balloon that does not carry a human
operator and is capable of flight under remote control or autonomous programming.””’
Drones are not new technology, they have been around for almost a century beginning
with primitive forms used during World War I, but it was not until this century that they
were used as armed weapons.'” The new ability to arm drones have made them far more
popular than they were back when they were simply support technology that helped with
surveillance. “Since then, the US has increased its arsenal of Predator drones from 167 in

2002 to more than 7,000 today.”'”" Drones are armed with Hellfire missiles.'”> Advances

in technology beyond simple armament have also contributed to their effectiveness.
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Drones are capable of many other tasks besides just launching missiles; they can take
video footage and pictures amongst other capabilities depending on how they are
equipped.'® Predator drones, “carry a daytime television nose camera, a forward-looking

194 The most

infrared camera for low-light and night operations, and a laser designator.
advanced drones “can spend some twenty-four hours in the air, flying at heights of
twenty-six thousand feet.”'®> They can travel up to “85 miles per hour . . . and can loiter
for forty hours.”'% Thus, they are incredibly deadly weapons that are almost
undetectable from the ground and can remain airborne for long periods of time. Further,
drones are fairly cheap and combined with their extreme effectiveness they are extremely
popular amongst government personnel looking for efficient and inexpensive ways of
completing missions.'"’

It is no surprise that, given these capabilities, the U.S. government has become so

enamored with drones. They hover so high above that they are virtually out of sight to
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unsuspecting enemies, and have the capability of gathering information before and after
raining death down upon targets who will never see it coming. Drones are cost effective
and keep troops from entering harmful places. “Even considering the predictable
collateral damage, the effectiveness of UAVs mated with Hellfire missiles, combined
with their relatively low cost and zero exposure of friendly personnel, assures their
continued use.”'®® In fact, the use of drones in targeted killing by the U.S., until very
recently, was rapidly accelerating. “Indeed, in the first year of the Obama administration,

2109 1t stands to

more drone strikes were carried out than in the entire Bush presidency.
reason that every country in the world that is not already using drones has or will note
these advantages and as they gain the capability to employ drones, they too will begin to
use them. One source states that eleven countries currently are using drones: the United
States, the United Kingdom, France, Germany, Italy, Turkey, Russia, China, India, Iran,
and Israel."" Tt reports that there are “807 drones in active service around the world —
and that is a huge underestimate: number data is not available for China, Turkey and

5111

Russia. Though not in a combat situation, the United Nations will even begin using
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"2 These small and

drones in order to monitor the border situation in the Congo.
affordable craft will soon be in the hands of every country and every non-state actor who

wants them, including high quality and capability drones.

B. Drones are Different: Unique Legal Problems Arise from Targeted Killing via Drone

Strike

As the previous section indicates, the reason that this paper focuses on drone
strikes as a method of targeted killing stems from their unique nature and ease of use. In
very basic way, this paper is really about the practice of targeted killing as a whole with
regard to a certain class of people. Many of the arguments made in the context of drone
targeted killings can be applied to other forms of targeted killing, such as simply sending
an individual soldier to kill a target, wherever that target might be located. However, the
unique nature of drones, due to their technical capabilities, low cost, and relative safety

for U.S. troops, makes them what Peter W. Singer calls “seductive.”'> As one scholar

points out, drones “provide the United States with a distinct capability that significantly
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reduces many of the inherent political, diplomatic, and military risks of targeted
killings.”""*

First, drones are cheap. As mentioned in the prior section, drones are fairly
simple to manufacture and are incredibly cost effective. Of course, advancements in
drone technology cost money, but once those advancements are made the costs are fairly
limited. Wars drain funds, and support subsequently wanes, but if there is little to no
economic impact military operations can go on for years without drawing the ire of the
public. This allows the government to avoid the scrutiny of the public and elected
officials alike.

Second, drones are incredibly safe for the attacker. The pilot is safe in a room
somewhere far from the battlefield. Once again, this makes it so there is little backlash or
scrutiny to the program because, fortunately, there are no bodies coming home from the
operations. This adds to the seductive nature of drones and removes many of the fears
that may stall a mission. If a commander does not have to worry about losing any
soldiers he is much more likely to approve a lethal mission against an alleged terrorist.
The lack of a threat allows drones to enter incredibly dangerous areas. For example, the
drone may allow an alleged terrorist to be killed in a highly populated area that may not
be accepting of U.S. troops conducting a mission. The people nearby may not be actual

terrorists, but they may have no love for the U.S. and might be willing to fight any U.S.

troops that enter their homeland. A drone allows a strike in such an area.

"4 Micah Zenko, Council on Foreign Relations Special Report No. 65: Reforming U.S.

Drone Strike Policies 8 (Council on Foreign Relations, January 2013).
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Third, drones make the killing of alleged terrorists “easy.” As the prior section on
the technical abilities of drones indicates, they are incredibly effective. Drones “can
remain aloft, fully loaded with munitions, for over fourteen hours, compared to four
hours or less for F-16 fighter jets and A-10 ground attack aircraft.”'"® There is very little
strain on the person controlling the device because they can sit back in comfort and safety
without having to worry about the inherent mental and physical difficulties of flying a jet
or participating in an on-foot mission. Further, “drones provide a near-instantaneous
responsiveness — dramatically shrinking what U.S. military targeting experts call the
‘find-fix-finish’ loop — that most other platforms lack.”''® A drone can hover and wait,
launching a missile “that travels faster than the speed of sound, striking a target within
seconds — often before it is heard by people on the ground.”'"” Other weapons systems
can have built in disadvantages. One example is cruise missiles like the one that the U.S.
attempted to use to kill Osama bin Laden in 1998, which had to be “programmed based
on projections of where he would be in four to six hours, to allow time to analyze the
intelligence, obtain presidential authorization, program the missiles, and fly them to the
target.”''® On top of instant and almost unfettered ability to quickly kill without a long
process, the silent nature gives civilians nearby little time to escape and seek cover, a

chance they might have if the missile was being fired from another source such as a jet or
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helicopter. In sum, drones make it “easy” and thus more likely that a commander will
make the decision to use lethal force.'"”

Lastly, drones, as technology advances, are gaining more and more autonomous
capabilities. It may seem like science fiction, but the autonomous capability of robotic
devices has been rapidly increasing and the military has been incorporating such robotics
into their defense and weapons systems.'?’ As scholars point out, both the U.S.
government and robotics companies continually and emphatically deny that humans will
every give up control of lethal actions to autonomous robotic systems.'?' “Nevertheless,
armed drones will incrementally integrate varying degrees of operational autonomy to

overcome their most limiting and costly factor—the human being.”'*

The problem is
that, even if humans remain “in the loop” with regard to lethal killings, humans are

relying on what the system is telling them.'> This problem goes back at least to 1988,

when the U.S.S. Vincennes, which was equipped with an automated defense system, was
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telling the ship’s crew that a passenger airliner was an enemy fighter jet.'** “Even though
the hard data was telling the crew that the plane wasn’t a fighter jet, they trusted what the
computer was telling them more.”'** The automated defense system was given
authorization to fire and killed 290 civilians on the airliner, including 66 children.'*®
Thus, even if humans remain at the helm, they are still in heavy reliance on what a
robotic system is telling them. The same pitfalls apply to highly automated drones.

These weapons systems are incredibly different from conventional weapons and targeted
killing with a drone is very different than face to face combat or even flying a jet and
dropping a bomb.

Further, “a report that Joint Forces Command drew up in 2005 . . . suggested that
autonomous robots on the battlefield will be the norm within twenty years.”'*’ Drones
are already on the battlefield and they are shaping the future of an irregular war against
irregular enemies using new and sophisticated technology. Of course, the autonomous
future of robots on the battlefield is not limited to drones, and even fighter jets are highly
computerized to aid their pilots, but drones do the bulk of targeted killing outside
battlefield situations. “Beyond the United States, drones are becoming increasingly

sophisticated, lethal, stealthy, resilient, and autonomous.”'*® Drones are the main
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headline in the war on terror currently and the practices behind the lethal drone strikes
carried out by the United States are the subject of debate both domestically and
internationally. Drones are shaping the future of warfare. “History shows that how states
adopt and use new military capabilities is often influenced by how other states have — or
have not — used them in the past.”'* International law, particularly, is shaped by the
practice of states.

In the end, targeted killing has achieved such popularity amongst the leaders in
the U.S. because of drones. Targeted killing has become almost synonymous with
drones. “Since 9/11, over 95 percent of all nonbattlefield targeted killings have been
conducted by drones.”"*® It is clear that without drones targeted killing would not be
used nearly as much as it is presently. Drones stretch the bounds of operations and allow
the killing of supposed threats in areas that probably would not have been considered in
the past. “Decision-makers are now much more likely to use lethal force against a range

of perceived threats than in the past.”"!

President Obama himself pointed to the
seductive nature of drone strikes in his recent speech on drones and counterterrorism. In
the speech President Obama stated, “The very precision of drone strikes and the

necessary secrecy often involved in such actions can end up shielding our government

from the public scrutiny that a troop deployment invites. It can also lead a President and
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. . . . 132
his team to view drone strikes as a cure-all for terrorism.”!?

Singer says that in
Washington, DC there is the idea amongst many government officials that drones are
“costless.”’*® “War is something that used to be a weighty thing for a democracy to
decide, and yet we are not having the same kind of deliberations right now” because of
drones."** Essentially, drones make it so easy and remove all risk so that the executive
makes decisions to use lethal force without much deliberation. Drones are allowing
military operations to be almost boundless. The supposed precision of drones seduces
commanders into taking lethal action in situations that they would not have remotely
considered without such weapons.

Thus, combined with the expanded notion of valid targets applied by the U.S.,
targeted killing has taken on a whole new significance that must be addressed under
international law. As technology advances and drones become more lethal and possibly
gain autonomous capabilities, it is important that clearer lines are drawn as to who can be
targeted with a legal strike and where that strike may take place. Humans remain in

complete control of the decision to kill a target at this stage, but that may not always be

the case as humans are, in many ways, a weak link in robotic missions. Drones are the
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most frequently employed robotic killing machine at this time and thus serve as the focal
point of a paper focusing on the expanded use of targeted killing due to technological
advances. State practice may, if better and clearer standards are not enunciated, lead to
unintended, limitless, range for legal lethal targeted killing. As Singer points out, “we are
just at the start of this” and it is important that the law takes into account changes in
military tactics and state practice that have been enabled by technological advances in
unmanned aerial vehicles.'”

For these reasons, drones used for lethal strikes are different from other weapons
and merit discussion as a weapon that is transforming the nature of warfare. “In short, a
world characterized by the proliferation of armed drones — used with little transparency
or constraint — would undermine core U.S. interests, such as preventing armed conflict,
promoting human rights, and strengthening international legal regimes.”'*® The world
would become a much more dangerous place and the practices that the U.S. is employing
now might be turned against it, legally, if the bounds of international law are shaped
simply by state actions rather than specific guidelines that were designed with drones in
mind. “It would be a world in which targeted killings occur with impunity against
anyone deemed an ‘enemy’ by states or nonstate actors, without accountability for legal

justification, civilian casualties, and proportionality.”'’
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C. A Brief History of Targeted Killing and the Use of Drones

The term “targeted killing” refers to a specific type of killing that “has become a
common tactic in the fight against terrorists.”'*® Targeted killing does not mean that a
soldier on a battlefield chooses an enemy soldier as his target and shoots him."** Such an
attack raises no legal issues because it is simply one lawful combatant firing upon another
lawful combatant in an armed conflict. “On the battlefield, the killing of combatants —
uniformed members of the army of one of the parties to the conflict — by opposing
combatants is lawful and unremarkable.”'** Targeted killing in the context of this paper
refers to the selection of a civilian target who has taken “direct participation in hostilities”
in connection with an armed conflict who a government deems “cannot be reasonably
apprehended,” but is not taking direct participation in hostilities at the time of their
targeting, but has instead been targeted due to their membership in a terrorist organization
or the fact that they have been deemed to have a continuous combat function.'*!

There are several issues that must be discussed. First, you can target someone
who is taking direct participation in hostilities at the moment they are targeted, but that
raises no issues even if they are a civilian because once a civilian takes up arms in a

conflict he or she loses their protected status and may be lawfully killed.'** Thus, the
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discussion of targeted killing in this paper refers simply to civilians (including terrorists)
who have taken direct participation in hostilities but are not doing so at the moment of
their targeted and who are either being targeted because of their membership in a terrorist
organization or because they have been deemed to have a continuous combat function.
Finally, as mentioned in Part II, there must be a connection to a conflict because if the
killing is not tied to an armed conflict it is simply assassination. “Absent armed conflict,
a state-sponsored transnational assassination violates international law.”'* Thus, the
U.S. has attempted to tie its targeted killings to an armed conflict in order to avoid the
clearly illegal designation of performing assassinations.

The U.S. has not always engaged in targeted killings. In fact, prior to the
September 11, 2001 terrorist attacks in New York and Washington D.C. the U.S. was
against targeted killings, believing that they were simply extra-judicial killings and
violated the ideals for which the U.S. stood.'** However, the 9/11 attacks changed the
view of officials within the U.S. government and sometime within the next year the
stance on targeted killing changed. “The United States first admitted engaging in

targeted killing in 2002” with two known drone strikes.'*> The first known drone strike
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was an attempted target of a man that vaguely matched the description of Osama bin
Laden and some reports claim the CIA believed it was bin Laden.'*® The strike killed
three men in a group who had emerged “from a wooded area.”'*’ It was not bin Laden'**
and reports vary as to who was actually killed. “Journalists later reported that they were
locals who had been scavenging for wood.”'*’ The CIA did not seem to know who it had
killed, but rejected the suggestion that it was innocent local civilians with no terrorist
ties.'”® This was an inauspicious start to the drone strike program, but the seal had been
broken and the U.S. had decided that identified terrorists could be legally targeted even
when they are not engaged directly in hostilities. Lethal action was taken either based on
extremely faulty intelligence — that Osama bin Laden was present — or based on sketchy

identification information — one of the people matched the indentifying features of bin
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Laden."”! Either way, it was not a very encouraging first precedent for killing with such
questionable legal support.

The second known strike was allegedly more successful in that it took out an
allegedly highly ranked terrorist leader, but it brought up further disturbing questions. It
occurred when a drone strike bombed an SUV that contained six individuals including “a
senior al Qaeda lieutenant who played a major role in the 2000 bombing of the American
destroyer, USS Cole.”"”> When the strike was made, the SUV had been “speeding
through the desert,” it had not been engaged with U.S. soldiers, or any other soldiers for
that matter.”> However, not only had the U.S. committed its first successful targeted
killing via drone strike, one of the other victims in the SUV was “Kamal Derwish, a U.S.
citizen who grew up near Buffalo and who reportedly recruited American Muslims for

training in Al Qaeda camps.”">*

A high level enemy leader had been killed, but the cost
was much higher than many may have anticipated considering a U.S. citizen was killed in
the process. Even had Derwish been guilty of membership in Al Qaeda, the gruesome

question of whether the U.S. was going to target its own citizens abroad hung like a

specter over the strike. The U.N. Special Rapporteur on Extrajudicial, Summary, or
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Arbitrary executions stated that the attack “constituted a clear case of extrajudicial
killing.”'>>

Prior to these strikes, there seemed to be some hesitation amongst U.S military
officials as to whether they should go ahead with targeted killings. Early in the war on
terror, in October 2001, shortly after the 9/11 terrorist attacks and following approval by
Congress to take out Al Qaeda and the Taliban, the U.S. had a chance to take out the
Taliban leader who was “in a convoy of cars fleeing Kabul.”'*® Details are sketchy, but a
drone was within striking distance of the Taliban leader, who had “sought cover in a
building with an estimated 100 guards,” and accounts state, “General Tommy Franks
reportedly declined to give approval based upon on-the-spot advice of his military
lawyer.”"*” However, “other reports suggest that, in light of the number of possible
casualties, he sought approval of the President, who personally approved the strike,” but
not in time and the leader had escaped.'”® Thus, even following 9/11 there was hesitation
amongst the U.S. military and government officials and legal advisors as to the legality of

such strikes. However, possibly due to the realization of the monumental task of

accomplishing victory in the war on terror, about a year later the U.S. committed its first
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targeted killing via drone and never looked back. “Once an anathema to America, after
9/11 targeted killing became tolerated, then embraced.”'*

The U.S. is not the only country that has engaged in targeted killing. “Israel has
openly engaged in targeted killing since September 2000 and the second intifada.”'®
Further, as early as 1996 Israel “booby-trapped” a cell phone that killed a “Hamas bomb-

maker known as ‘The Engineer.””'®'

Some of Israel’s attacks have used questionable
tactics, including the targeting of “the civilian founder and leader of Hamas’s military
wing,” who was killed by an Israeli F-16 dropping a “one-ton bomb on the three-story
apartment building” where he was located.'®® Along with the target, Israel had also killed
“fourteen others asleep in the building, including nine children,” and “one hundred and
seventy” others reportedly suffered wounds.'® This was not a very proportional response
to the situation. Targeted killing can be a messy and deadly business when the proper
safeguards are not put in place and there is no account taken for the proportionality of the
attack. Of course, this attack was not done via drone, which are much more precise, but
it underscores the fact that oftentimes when the military or CIA receives intelligence on a

high level target, the target is located in a place surrounded by innocent civilians, such as

an apartment building or a café. The innocent civilians involved are not on a battlefield
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with bullets flying where they can be aware of the danger and take whatever steps
possible to avoid dangers. They are simply going about their every day lives and an
alleged terrorist just happens to cross their path, putting them in the line of sight of a
hovering drone thousands of feet overhead. There is no way to take cover in such a
situation. Further, no missile is completely precise, regardless of the capabilities of the
vehicle carrying it. An explosion is still an explosion.

Beyond the U.S. and Israel, the increasingly visible threat of terrorism around the
world has led many countries to take up the tactic of targeted killing. “Several
Governments have expressly or implicitly acknowledged that they have resorted to

targeted killings in their respective efforts to curb insurgent or terrorist activities.”'**

This includes “Russia, Pakistan, the United Kingdom, Germany, and Switzerland.”'®
Thus, it is not a practice that is limited to a few countries engaged in specialized
situations like the U.S. and Israel. As drone technology advances and becomes cheaper,
more countries will begin to employ them as opposed to other forms of targeted killing.
Regardless of what one thinks of the methods of target selection used by the U.S., there is

no guarantee that other countries will use those methods. Therefore, it is important that

the law specify definite boundaries between what is and what is not legal.

D. Drone Strike Figures

The last step in establishing a clear picture of the situation is to examine the

relative frequency of drone strikes. It is safe to say that killing via drone strikes is
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becoming commonplace, despite declining in the past year, which either says a lot about
the U.S. target-selection procedures being slack or the state of the world as a whole if
most of these people deserve to be killed by missiles from above. “In early 2006 it was
reported that since 9/11 the United States has successfully carried out at least nineteen
targeted killings via Predator-fired missiles.”'®® This number has since, by most
accounts, increased at a staggering rate. Unless the U.S. government releases concrete
figures, it will never be clear whether the numbers are completely accurate. However, by
the time George W. Bush had left office, “the U.S. had carried out at least 45 drone
strikes according to the New America Foundation, or 52 according to The Bureau of
Investigative Journalism (TBLJ) inside Pakistan.”'®’

As another commentator points out, “reports of attacks by armed UAVs in
Afghanistan and the border regions of Pakistan have become routine, as have complaints
of proportionality violations.”'®® Contrary to what many might have believed before he
was elected, President Obama had increased, rather than decreased, the use of drone

strikes, until the past year when strikes have finally begun to decline. “Indeed, in the first

year of the Obama administration, more drone strikes were carried out than in the entire
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Bush presidency.”'® Since coming into office, “President Obama has reportedly carried
out more than five times [the number of strikes in Pakistan than Bush had carried out]:
292 strikes in just over three years and a half years.”'’’ The Bureau of Investigative
Journalism estimates that 364 strikes have been carried out in Pakistan between 2004 and
2013, killing up to 3,474 with between 473 and 893 civilians dying."”" It also reports 42-
52 strikes in Yemen and 3-9 strikes in Somalia between 2002 and 2013.'"

While the numbers themselves are hard to pin down exactly, the estimates are
staggering and show a widespread drone operation spanning numerous countries. “Since
September 11, 2001, Predators and other drones have reportedly been used hundreds of
5173

times to fire on targets in Afghanistan, Pakistan, Yemen, Iraq, and elsewhere.

Multiple sources confirm that drone strikes number in the hundreds and “it is known that
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there have been over 300 drone strikes and over 3,000 people killed by the strikes.”' "

Further, these drone programs are likely to blossom even more quickly due to “the
perceived effectiveness of drone killings, the relatively low costs involved, shrinking
overall defense budgets, a diminishing appetite for traditional warfare, the very low risk
to United States personnel, the rapidly growing sophistication of tracking, targeting, and
delivery technologies, and major investments aimed at further accelerating technological
breakthroughs.”'”” It is clear that, wherever a person stands on the issue, the use of
drones is one of the most important questions facing the United States and other
governments engaged in fighting terrorism and other threats going forward. Such a
widespread system of coordinated killing deserves a long hard legal look due to the

nebulous state of the law in this area.

IV. The U.S. Government’s Target Selection Process and the Legal Justifications

and Policy Behind that Process

This part will discuss how the U.S. government selects targets, based on available
information and fully recognizing that a clear picture may not be possible due to secrecy
surrounding the drone program and the Obama administration’s continued refusal to even
hand out even partial information about the criteria that his administration is using to

select targets. The administration has, however, recently acknowledged that the drone
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176 While the U.S. government has not officially released its

strike program does exist.
target selection process procedures nor has it released its legal reasoning behind the drone
strikes at issue, there have been plenty of leaks and comments by government sources,
including a controversial Department of Justice memo leaked in February 2013 that
discusses the justifications behind drone strikes abroad.'”” Based on these pieces it is

possible to gain a glimpse at the processes and policies behind the U.S. drone strike

program in order to discuss the validity of such a program.

A. U.S. Target Selection Process

The U.S. government keeps what are known as “kill lists,” which are lists of

“alleged terrorists and others deemed dangerous” who have been selected for targeted
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killing upon the discovery of their location.'”™ Generally, the process for being placed on
a kill list “is based on undisclosed intelligence applied against secret criteria.”'”
However, as drone strikes have become more common and the media has begun to hone
in on the practice, information has started to trickle out as to the target selection process.
Further, as mentioned in Part 111, legal advisor Koh let it be known that intelligence that
implicates a person as a member of al Qaeda or its affiliated organizations, regardless of
their function, makes them a target in the eyes of the United States. The drone strike
program was basically “ad hoc” when it was first being developed.'®® The early accounts
of the first drone strikes outside of battlefield scenarios indicate that decisions on targets
were being made in a somewhat deliberate manner and without any set procedures. The
accounts of the first two drone strikes carried out by the U.S., discussed above, indicate
that either a general was able to make the decision to carry out the strike or a direct

approval from the president was necessary, depending on which account is believed.

This type of tactic was essentially unprecedented for the U.S. because prior to 9/11, “the
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United States recoiled at the idea of targeted killing.”"®'

Thus, no system was in place
and drones were a relatively new technology.
The first drone strikes were “against specific ‘high-value’ targets selected with the

help of the Pakistani government.”'®

As the aforementioned figures on drone strikes
show, the drone program started out relatively slowly and has ramped up to robust levels.
One of the first drone strikes includes an account of General Tommy Franks declining to
give authorization based on the advice of a military lawyer.'® “It is well known that the
U.S. Air Force operates a drone program, under the direction of the Joint Special
Operations Command (JSOC), targeting militants in the current conflict, in various

. . 184
foreign countries.” 8

Thus, it is clear that some early drone strikes were conducted via
intelligence gathered by the military and a high level officer signing off on any actions,
possibly turning to the President if necessary for an authorization. Since hundreds of
drone strikes were not taking place it was logically easier to verify information and
conduct a thought out appraisal of the situation before the decision to kill was made.
By 2004 at the latest, it is known that the CIA was conducting its own “parallel
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targeting activities. In fact, in 2004 Congress recommended that drone activities

should be concentrated within the Department of Defense so that “responsibility and legal
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authority should be concentrated in one entity.”'®® This recommendation was not
followed, and Congress’ goals of ensuring “compliance with domestic law and to
facilitate effective congressional oversight, which the Commission assumed would
happen if the DOD were in charge” were thwarted.'®” “Instead, U.S. practice has moved
dramatically in the opposite direction, with the CIA becoming ever more active . . . and
the DOD itself spawning an almost autonomous and at best minimally accountable force
within its own ranks--the Joint Special Operations Command (“JSOC”).”"*® Thus, there
have been at least two drone programs operating at the same time. The existence of two
programs supports the increase in reported strikes and deaths. Along with more strikes
come more targets and more information that must be sorted and verified. Thus, it is no
surprise that kill lists had to be developed and the government began to look for ways to
streamline the entire process.

When President Obama came to office, he expanded the drone program (or
programs) greatly. “The Obama administration considers the issue classified and does
not acknowledge covert targeting of militants, however CIA chief Leon Panetta stated
that the unmanned airstrikes in Pakistan have been ‘very effective’ and considers them

‘the only game in town’ in targeting al-Qaeda leadership in the tribal areas.”'® A
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member of the Senate Intelligence Committee admitted that Pakistan assists the U.S. with
its drone program, presumably providing intelligence and the location of targets that the
U.S., and Pakistan, wants to eliminate.'” Along with cooperation from local sources and
increased reliance on drones for targeted killing has come a rapid increase in strikes. “In
2010, the United States launched 118 drone strikes in Pakistan, an exponential increase

191
over past years.” ’

Thus, by 2010 Obama had been launching more strikes in one
country and in one year than the entire Bush presidency. It is logical that in the infant
phases of the program that targets were selected due to concrete intelligence and aimed at
high level targets that were important to the infrastructure of al Qaeda. However,
suddenly hundreds of deadly strikes are being launched and they are being launched
across several different countries. How is so much information being sorted and verified
as reliable enough to authorize the killing of the target at issue?

A recent Washington Post article has detailed the chilling way in which the
Obama administration plans on streamlining and “institutionalizing” the drone strike

programs due to the growing reliance of the U.S. on the programs to wage what seems to

be a possibly indefinite war.'”> Prior to this article, much of the target selection process
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remained shrouded in secrecy and commentators had to stitch statements and clues
together via statements and diplomatic cables leaked to wikileaks.'”> The sources
confirmed “no C.I.A. drone strike takes place without the approval of the United States
ambassador to the target country, the chief of the C.I.A. station, a deputy at the agency,

and the agency’s director.”'"*

Thus, it is clear that in 2010 high level government agents
decided whether a strike was to go through. However, the President was not directly
involved in every decision to kill a target. This makes sense considering the frequency of
drone strike by that time. The President simply could not, and clearly did not think it was
necessary, to directly sign off on the amount of killings that were taking place. Right or
wrong, when you are killing people all across the globe at all hours of the day it is
logistically difficult to required the President’s approval on each and every kill.

The Washington Post article relies on some of the same sources of course, but
also puts high-level CIA names on many of its conclusions and opens the veil on both the
current state of the target selection process and where it is headed in the future. As
mentioned above, 2009 was a watershed moment in targeted killing. The U.S. began
targeting alleged enemies based on their ties to groups and their function within that
group as opposed to their actions. The broad interpretation of the ICRC standard of
continuous combat function as a justification for termination allowed the U.S. to kill

based on who they were rather than what they did. This meant that targets would be

much more common since the order to kill would no longer have to wait for intelligence
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that the person was in the process of committing an attack or in active support. The
status of the person was now the main target selection criteria for most targets. If
intelligence successfully indicates that a person is a member of an organized armed group
due to the fact that they have a continuous combat function, then they are a valid target
and can be killed wherever they are found.'*

In the face of these mounting lists of targets, the considerable intelligence
involved, and the perceived success and importance of the drone programs, the Obama
administration has begun “developing a new blueprint” for targeted killing, “a next
generation targeting list called the ‘disposition matrix.””'*® The Obama administration
feels the need to create a more robust system due to the fact that it feels that targeted
killing operations via drone strikes will go on for another decade at the minimum and
possibly for much longer."””” Due to these realities, “Obama has institutionalized the
highly classified practice of targeted killing, transforming ad-hoc elements into a

. . .. . 1
counterterrorism infrastructure capable of sustaining a seemingly permanent war.”'*®
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Obama is settling in and planning on instituting an advanced system of killing that will
operate smoothly and efficiently, even if that program will be smaller in scale in the
future. Apparently, Obama hopes to institute a framework that is set up to survive for
several administrations beyond his own.'”’

The disposition matrix “is part of a series of moves, in Washington and overseas,
to embed counterterrorism tools into U.S. policy for the long haul.”**® The matrix is
essentially the evolution of kill lists, but far more computerized and automatic, reflecting
the reality of mountains of intelligence and other information needed to operate such a
robust program of targeted killing. “The matrix contains the names of terrorism suspects
arrayed against an accounting of the resources being marshaled to track them down,

including sealed indictments and clandestine operations.”*"’

It seems simple in concept,
as it is basically a highly advanced sorting system. It also seeks to combine the
“overlapping” kill lists operated by the CIA and JSOC.*** “The result is a single,
continually evolving database in which biographies, locations, known associates and
affiliated organizations are all catalogued.”* It is basically a massive automated kill list
that includes all the information necessary to locate and kill a target while also providing

“strategies for taking targets down.”***
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This matrix could be the first scary step for completely removing humans from
the process of killing enemies. It is not hard to envision a system in the future that
directly feeds such information to an already airborne drone that will take out its target.
Further, will the person that currently receives the information even question it, or will
they simply accept the information that the computer spits out and implement the strategy
and “orders” that it communicates? “The database is meant to map out contingencies,
creating an operational menu that spells out each agency’s role in case a suspect surfaces
in an unexpected spot.”*”> At a minimum, this program displays the routine nature of
targeted killing presently. The matrix, as far as anyone knows, has not been implemented
yet, but it shows the direction the drone system is headed.

Sources indicate that instead of adding more robust checks, the Obama
administration is removing impediments so that the information moves through the layers
of checks more rapidly and operations are authorized with minimal delay.”*® A process
where both the Pentagon and National Security Council had “overlapping roles in
scrutinizing names being added to U.S. target lists” was discontinued. Sure it may have
been redundant, but it also assured that more eyes were on the lists checking for mistakes
or suspect intelligence support. When condemning someone to death the goal should be
to ensure that the target is deserving of death, rather than pure speed and efficiency.
Hopefully President Obama’s May 2013 speech that indicates he is finally considering

more robust checks is a step away from this trend.

205 Id.

206 Id.

68



Significant infrastructure is being developed so that the drone program operates
with efficiency, but there is no concrete indication that the government is working to add
more checks, outside of vague statements by President Obama very recently. The CIA
has completed a “transformation into a paramilitary force” focusing on using drones for
targeted killing, while the “JSOC also has established a secret targeting center across the
Potomac River from Washington.”*®” Analysts from the CIA, JSOC and Department of
Justice review the kill lists, but approval of a name to be added to the list “rests
exclusively with the White House.”?*® Sources state that objections to names being
added to the list are rarely made, suggesting that there is a certain amount of rubber-
stamping occurring.”’’ White House counterterrorism adviser John O. Brennan chairs a
panel that “includes the deputy directors of the CIA and the FBI, as well as top officials
from the State Department, the Pentagon and the NCTC” that looks over the information
and applies criteria approved by President Obama to decide whether the names are
approved.”’’ Essentially, this group makes most of the high level decisions regarding the

211

kill lists with the “indirect” involvement of the President.”" Obama is tasked with

approving the actual strikes outside of Pakistan, while the CIA director makes decisions
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inside the country.” © At a minimum, there are a group of high-level deputies overseeing
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the drone program, although there is little evidence to show that they are overly critical of
the intelligence that they receive or that they routinely reject names based on a lack of
concrete information. Of course, if the Obama administration disclosed even a glimpse
of the criteria used in target selection, the transparency might ease some of the concerns
with the program. Further, strikes within Pakistan are headed by the CIA on its own,
bringing up disturbing questions about such autonomy in relation to such important
decisions, especially considering the descriptions of the Agency as a “paramilitary force.”

Last year, John Brennan, in admitting the existence of the drone program,
disclosed that targets who were U.S. citizens could be killed “if government officials
determine the target poses an ‘imminent threat of violent attack.””*'> On its face, this
standard might appear to require that the target be in the process of planning or carrying
out an attack on U.S. interests when the strike is launched, supporting a self-defense
justification more believably. However, a recently leaked Department of Justice memo
has shed further light on the criteria for the targeted killing of Americans.*'* The memo
discloses that the administration has relaxed the evidence required for authorization of the
killing of Americans it describes as “senior operational leaders of al Qaeda or an

associated force.”*"> “It refers, for example, to what it calls a ‘broader concept of
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imminence’ than actual intelligence about any ongoing plot against the U.S.
homeland.”'® This means that there doesn’t have to be specific intelligence that the
person is directly implicated “in [a] specific attack on U.S. persons and interests [that]
will take place in the immediate future.””'” All the standard requires is that “the targeted
American has been ‘recently’ involved in “activities” posing a threat of a violent attack
and ‘there is no evidence suggesting that he has renounced or abandoned such
activities.””*'®

These are such vague terms that could condemn an American to death for almost
any alleged activity. Even “senior operational leader of al Qaeda or an associated force”
1s so broad that a person who is far from the high levels of the organization could be
classified in order to meet this label. The memo discloses “a three part test” that it argues
makes the targeting of such an American legal: In addition to the suspect being an
imminent threat, capture of the target must be ‘infeasible,” and the strike must be
conducted according to ‘law of war principles.”?'* However, even the “infeasible”
language is not nearly as restrictive as it may sound. The memo discloses that infeasible
really means that the capture “would pose an ‘undue risk.””*** Thus, one fairly broad

term is interpreted about as broadly as it can possibly be interpreted while still keeping its

meaning. As the deputy legal director of the ACLU points out, “the limits are elastic and
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vaguely defined, and it’s easy to see how they could be manipulated”, and the memo
“redefines the word imminence in a way that deprives the word of its ordinary

meaning.”**'

The memo, combined with Brennan’s recent comments, displays the
movement toward more relaxed standards for the killing of Americans implicated with al
Qaeda or its associational forces, which could be any group that has ties with the
organization.

While the leaked memo deals specifically with the targeting requirements for
Americans, it also helps paint a picture of the standards used in targeting non-Americans.
Surely, the standards for suspects that are not American citizens are at least as broad as
these standards. It is logical to conclude that the broad interpretation of imminence
applies to non-Americans, as does the classifications of status within the organization. In
reality, it reveals that the target selection standards for non-Americans are probably much
looser. If U.S. citizens can be killed when “no active intelligence about a specific attack
is needed to justify a targeted strike,” then the burden of evidence to target foreigners is
certainly much lower. It is also clear that merely being “part of”” al Qaeda can condemn a
non-American to death.

Thus, it can be concluded that drone strikes can target a person who has “recently
been involved in activities posing a threat of a violent attack,” which likely is an
evolution of that standard used to fit the situation of an American citizen. Almost every
word can be considered as a vague and nebulous term. Recently can mean anywhere

from a year to a decade. The term “involved” can be anything from bringing stacks of

papers for drawing plans, donating money or supplying a place for the organization to
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meet. Further, the target must not have “renounced or abandoned” those activities. This
is an almost laughable standard for determining a person’s status as a lethal target.
Should the person send an email to the U.S. government? Post an announcement in the
daily al Qaeda bugle? How can they be deemed to have abandoned them? Is avoiding
contacts with al Qaeda members enough? What about people who live in tiny
communities in war torn regions where contacts with al Qaeda are almost impossible to
avoid and might even lead to death? Finally, a strike can be made, as opposed to
attempting to capture the target, if their capture would pose an “undue risk.” Undue risk
could be twisted to meet almost any set of circumstances where there is a danger or threat
to the people who might make the capture.

A recent joint study by Stanford and New York University further bolsters the
claims that the Obama administration has greatly broadened the idea of targeting a person
not for what they do, but who they are based on suppositions deduced from their “pattern
of life.”*** The study provides sources that indicate that the Obama administration has
expanded the drone program “to include far more ‘profile’ or so-called ‘signature’ strikes
based on a ‘pattern of life’ analysis.”**® As previously mentioned, the strikes are aimed
at those who are unidentified, but appear, based on their daily activities and associations,

to have terrorist links.”** “According to U.S. authorities, these strikes target ‘groups of
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men who bear certain signatures, or defining characteristics associated with terrorist
activity, but whose identities aren’t known.”*** This is about all the evidence necessary
to display the vast disparity between targeting U.S. citizens and foreigners. There is at
least a half-hearted attempt to tie the killing of U.S. citizens who are allegedly terrorists
to legal principles and evidence. Foreigners are not afforded that benefit. If you look
like a terrorist from 20,000 feet above you may soon have a missile headed in your
direction.

This is a stunning practice that is hard to describe in any other way than
abhorrent. Even supposing that highly sophisticated behavioral models are being
employed, and the smartest people in the world are interpreting those models, along with
the pattern of life intelligence gathered, the probability of mistake is still incredibly high.
A person that delivers packages in a small village, including to the al Qaeda hangout
located there, might have enough contact with these people to appear as a target. Further,
some people may not have a choice but to deal with and begrudgingly assist terrorists in
countries and regions with failing governments. It may be a matter of survival to look the
other way and deliver supplies and transport terrorists in certain regions. Activity from
afar, lacking much of its true context, can appear to support many things, especially when
the expectation is that almost everyone is guilty. Arresting a person based on suspicious
activities that point towards guilty behavior is one thing, but killing them from above is a

different story altogether.
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Finally, brief mention should be made about another disturbing practice that has
recently come to light, called “double-tapping.”**® Double-tapping is a tactic that
involves bombing a target multiple times in quick succession, meaning that the strike
often hits first responders.”**’ This is not so much a targeting selection process as it is a
practice of killing anyone who comes near the wreckage because it is assumed that they
are also terrorists or to assure that none of the original targets survived and can be helped.
So in order to assure that none of the targets receive medical help, these strikes are
launched with disregard to any first responders who come to help or clean up. The
reports indicate that locals have been killed when trying to provide emergency care to
those hit by drone strikes. Thus the practice has deterred locals who might provide help
simply because they are nearby and could quickly provide minor medical care. It has
also scared off some “professional humanitarian workers providing emergency medical
relief to the wounded.”**® Sure one might argue that an injured terrorist deserves no
medical care, but what if it was a mistake? Should the U.S. government really be making

multiple strikes on targets to ensure that anyone that helps or comes near is killed? These
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are tactics that are difficult to defend and display a disregard of humanitarian concerns
within the drone strike program.

All in all, the available evidence points an evolving selection process that is
removing the number of eyeballs that examine the information while relying more
heavily on computer algorithms to sort through the piles of intelligence that come with
increasing lists of targets. Efficiency is good in almost all situations, but not when it is at
the expense of checks on orders to kill a target that is not engaged in current actions
directed at harm to the U.S. or its interests. Further, practices such as signature strikes
show that the U.S. has moved to a system of killing people based on who they are rather
than what they are doing. It is killing some people based on suppositions that their
lifestyle patterns indicate they are a threat and member of hostile groups. These are
tenuous reasons to condemn someone to death. It stands to question whether such tactics
would be used at all without the help of drones and their ability to provide for almost an
almost unrestricted ability to kill. In the process, it has begun to streamline the strikes,
removing what it sees as redundancies in order to assure that the information is sifted and
approved in a rapid fashion. However, sometimes redundancies can be good when you
are making such an irreversible and solemn decision to end someone’s life. The targeted
killing via drone program is becoming more entrenched and is also becoming more
efficient and less cumbersome. In a scary future, is it so hard to imagine a computer
sorting intelligence that has allegedly been confirmed and sending information directly to
the drone that completes the kill process?

Further, it seems as if the target selection process is being broadened. The

standards of proof on the killing of U.S. citizens alleged to be associated with terrorist
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organizations are being defined in much looser terms allowing for almost unrestrained
condemnation based on vague definitions. It is virtually certain that non-Americans are
subject to much looser standards of proof. Of course, no one would argue that the U.S. is
using these vague standards as a pretext to kill anyone they want, but the key is that these
are decisions on killing, the most profound and permanent punishment. Wars have
routinely made good people do bad things and the war on terror is one of the most
incomprehensible conflicts possibly in the history of the world. The “enemy” is
everywhere and could be anyone and wears no uniforms. There are few defined
battlefields and the actors are rarely tied to a state. It is not hard to believe that in the
frustrations of such a war, liberties are being taken and mistakes are being made in
selecting targets.

The targeted killing program has become the linchpin of the U.S. war on terror
and drones have facilitated that reliance. The U.S. citizenry deserves to know how
exactly these decisions are being made and whether there is a better way to assure that the
right people are being targeted. So long as the program and its procedures are cloaked in
secrecy, suspicion will surround the program. The citizenry is the ultimate check on
governmental actions, but can only exercise that power if it knows what is going on. Ata
minimum, the U.S. government should disclose its process in terms that are

understandable to the average person.
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B. U.S. Government Legal Justifications for Targeted Killing of Enemies “Outside the

Area of Active Hostilities”**’

The U.S. government rests its ultimate justification of the targeted killing program
on self-defense of the nation.”° Terrorists are threats to the safety of the country, as
evidenced by the 9/11 attacks, and the Constitution requires that the government “provide

»231 As mentioned above, this article does not deal with

for the common defense.
battlefield targeting. However, if killing is not tied to an armed conflict, “a state-
sponsored transnational assassination violates international law.”*** The “Obama
administration argues that the United States is ‘in armed conflict with al Qaeda, the
Taliban and associated forces.””*>* The members of al Qaeda are constant threats to the

United States and so long as they cannot be captured, the U.S. feels it has a right to hunt

them down and kill them wherever they are located. “The United States has asserted that
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it can carry out targeted killing operations anywhere members of al Qaeda, the Taliban,
and ‘associated forces’ are, unless the host state in question is willing and able to arrest,
capture, or kill them.”***

These justifications are the first steps in legitimizing the killing of alleged
enemies wherever they are located, facilitated by the abilities of drones and their
supposed surgical abilities. The legal justifications advanced by the Obama
administration tie in to the target selection process and display a push by the U.S.
government to broaden the legal justifications for the use of targeted killing while also
streamlining its own target selection process in conjunction with the advances in
technology provided by drones and more complex and “smart” computer programming.
Combining all these factors, the U.S. is in the process of legitimizing a complex
mechanical killing system that conceivably could patrol the entire planet within a few
decades. It is unlikely that al Qaeda and “associated forces,” a term that could be adapted
to include a myriad of groups, will ever truly be destroyed. Thus, the “war” with these
groups could go on forever and as the technology advances so too will the capacity to
kill. It is possible to envision the drones providing a net that covers the entire planet. As
technology advance, this net will become tighter and tighter. Thus, the Obama
administration is taking steps within the U.S. to institutionalize the targeted killing

program “for the long haul.”**> At the same time, the steps being taken by the U.S. in the
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international arena help push the “trend in state practice toward the legitimization of
targeted killing” regardless of the current state of international law.**°

A state of fear has pushed the U.S. and other western nations in directions they
may have looked upon with repulsion prior to the 9/11 attacks. Drones and other
technological advancements have made travelling down that path both easy and
incredibly tempting. Faced with a new type of enemy, the U.S. and other countries have
been able to use technology to combat those enemies. However, while it may seem like a
no lose situation for the U.S., which has air superiority via drone attack, with the only
downside being the moral implications, that will not always be the case. Legitimization
of these practices means they are legitimate for all sides. “[T]he United States and
countries that follow its [targeted killing] example must be prepared to accept the
exploitation of the new policy by adversaries who will not abide by the standards of proof
or evidential certainty adhered to by Western democracies.””’ There may, and likely

will, come a time when the same tactics are used against Americans. The “targeted

killing by American forces makes American leaders and weapons specialists without
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uniforms the legitimate targets of enemy combatants.”® The future consequences of
targeted killing via drones should be seriously considered as this program is expanded
and institutionalized to the point where it is permanently ingrained into the governmental

structure.

C. U.S. Government’s Policy and Practical Justifications for Targeting Killing Via

Drone Strikes

The U.S. government advances several reasons for its drone strike targeted killing
program. Drones are highly effective in achieving the goal of killing enemies “with their
relatively low cost and zero exposure of friendly personnel.””** The people being
targeted are not located on battlefields where friendly troops are already located; they are
often in hostile locations beyond the control or accessibility of the U.S. military or its
allies. Drones provide access to almost any location and thus allow for extreme
flexibility and almost unlimited range. They are also touted as being incredibly precise,
allowing for strikes in almost any location, including those where other civilians are
located.*® Tt is hard to argue with some of these justifications. Keeping Americans safe
from flying dangerous missions is an obvious positive. So are the reduced costs. Yet it is

not as simple as it may seem because it drones are not replacing the jet that bombs a
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target on the battlefield. They are being used in many instances to kill suspects who are
nowhere near a battlefield and may be in their home or at a shop.

Further, while many of the tactics being used may be hard to morally justify, the
U.S. government touts the success of the program and how it is decimating al Qaeda by
taking out high level targets. Supposedly it is a precision system that is wreaking
unprecedented havoc on an enemy many think can never be defeated. However, “the
number of ‘high-level’ targets killed as a percentage of total casualties is extremely low —

estimated at just 2%.”**!

Supposing that number is accurate, who exactly are all the other
people being killed by the targeted killing program? Even if the number were not
completely accurate, would 10% be acceptable? The entire premise of the program is
that it is a “surgical” approach whereby the hierarchy of al Qaeda is being systematically
wiped out and the organization is being destroyed. In reality, it seems like the program
could be more accurately described as a cleansing of anyone associated with al Qaeda.
Such a tactic may do more harm than good in the long run and is barely morally
justifiable.

The targeted killing program is cheap, efficient, safe for Americans and allegedly
accurate. Thus, there have been thousands of killings via drones since the war on terror
started over a decade ago. Yet, it is unclear how many of those targets have been high

level operational leaders whose death has a meaningful impact on the functioning of

terrorist organizations. The figures on those killed that were mere low level members of
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a terrorist organization will probably never be known. Further, the amount of civilians
killed simply by being near a terrorist when his number was up will also likely never be
known. If the drone program is so successful, why was it still ramping up rather than
winding down until recently? The amount of strikes still occurring indicates that people
up and down the totem pole of al Qaeda are being killed. As the former Joint Chiefs
chairman recalls, “the Pakistani military chief had demanded an answer to a seemingly
reasonable question: After hundreds of drone strikes, how could the United States
possibly still be working its way through a “top 20’ list?”*** The high level targets are
allegedly being killed, but the program kept growing up until this year. U.S. government
officials now seem to discount the idea that the program will end and state that it will be
used so long as it is still “useful.”** The program may end up being smaller, but it will
not be eliminated. Thus, it is important that the role of drones and targeted killing gets

clarified.

D. A Cloudy and Disturbing State of Affairs

The foregoing sections lead to several troubling conclusions, but overall there are

also many questions due to the secrecy of the government’s drone programs. There is a
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cloud of secrecy surrounding the entire drone program and the government is vague in its
official statements. However, the pieces of information that have leaked out paint a
disturbing picture and answers are necessary. Thousands of people have been killed by a
clandestine program that operates in multiple countries and outside the boundaries of
active battlefields. It is certain that both U.S. citizens and foreigners are being targeted
based on actions and qualities that do not qualify as direct participation in hostilities.

The U.S. government is using what has been termed a surgical strategy for
eliminating terrorist organizations. However, the program is leaving piles of rubble in its
wake. Reports indicate that hundreds of civilians have been killed, including children,
despite denials by the U.S. government.*** In war, civilian deaths are an unfortunate
reality, but drone strikes occur outside the confines of normal battlefields. Further,
hundreds of civilian deaths should be justified by clear and positive results. The
government needs to make its case to the public that the drone strike program is
successful and worth the costs, just like it must do with any military action. Some
officials have likened the strategy to mowing a lawn, with more terrorists popping up
where others have been mowed down. Also, it is questionable whether many of the
targets that have been eliminated truly pose a threat to the U.S. or its interests. Without
knowing exactly what evidence is being used it is difficult to assess whether all the
targets are high enough level to be worth such drastic measures. Yet the scope of the

program currently leads to the question of whether the U.S. is targeting virtually anyone
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that it can link to a terrorist organization, regardless of his or her tactical capabilities. Are
drones being used to target a goat herder that claims affiliation with al Qaeda but has
never left his region, has never seen an American and has only a rifle as a weapon?

The deaths of civilians also bring up the issue of whether the drone program is
doing more harm than good. The fact that the lists of targets keep growing and there is a
necessity to institutionalize the process of targeted killing suggests that the U.S.
government does not believe that it is wiping out terrorists to a point where the program
can eventually wind down. It is hard to believe that the deaths of hundreds of civilians
are engendering any goodwill amongst the locals in countries where drone strikes are
occurring. The aforementioned study by Stanford and NYU study raises some serious
questions as to the positives of the drone strike programs. The study suggests that there
is substantial evidence pointing towards the “damaging and counterproductive effects of
current U.S. drone strike policies.”** The study’s goal was to look at the effects of the
drone strikes on the people in Pakistan to see how they were dealing with this
questionable tactic and whether it was successful.>*® The U.S. strikes are causing
significant civilian deaths, despite the claims of the U.S. government, and the “drone
strike policies cause considerable and under-accounted for harm to the daily lives of
ordinary civilians, beyond death and physical injury.”**’ Essentially, the drone program
is terrorizing the local people and making them live in constant fear that their lives could

end at any moment because normal behavior could be construed or misinterpreted as
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threatening or guilty behavior.”*® This state of affairs is unsurprising given what is
known about the target selection process and how it appears to be fairly loose when
targeting foreigners who are not accorded the same benefits as suspected terrorists that
are U.S. citizens. The study states that “community members and humanitarian workers
[are] afraid or unwilling to assist injured victims” because of double-tapping tactics.**’
Further, “community members shy away from gathering in groups, including important
tribal dispute-resolution bodies, out of fear that they may attract the attention of drone
operators.”*® There is also evidence that parents are so afraid that they aren’t allowing
children to leave the house and some have dropped out of school because of injury or
trauma.”’

These reports indicate that, contrary to the portrayal by the U.S. government, the
drone strikes are creating a terrifying warzone in the areas where they are being
employed. People are afraid to go out, they are “afraid to attend funerals,” and are
destroying the normal activities of communities.”>* It is important to reiterate that these
strikes are taking place outside of warzones. Drone strikes are relatively “surgical,” but
still do a serious amount of damage. They are still launching missiles, no matter how
small, and they are not perfectly accurate. Combined with possibly faulty intelligence,

which is incredibly likely considering the nature of the war on terror, the “allies” relied
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upon, and the suppositions made by a government that is targeting based on pattern of life
analysis, there is a high probability that many innocent people are being killed. The
drone program is spreading warzones to places that are otherwise free of the indicia of a
battlefield. The point is that the typical drone strike that a person might envision is not a
lone SUV driving through a sandy desert region and being picked off without any other
incident, but instead, in many instances, is a missile being fired into a community
bustling with life.

Unsurprisingly, there is evidence that the drone program may be negatively
impacting any success in the global fight against the spread of terrorism because drone
strikes are creating a negative image of the U.S. as a brutal and vicious government
killing civilians without much care. As reported by the New York Times, drone strikes
are being used as a “recruiting tool of choice for militants.”**® The strikes, especially
when they are mistakes and kill innocent civilians, serve to create animosity towards the
U.S. and can lead to the creation of new terrorists.”>* It is not hard to imagine a person
who loses their entire family to an errant drone strike turning and joining a terrorist
organization in hopes of achieving vengeance or even plotting an attack on their own. Is

this the real reason that the kill lists keep on growing while despite the rising numbers of
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deaths at the hands of drone strikes? Most likely, it is a combination of new intelligence
leading to the discovery of suspects and the fact that new terrorists are being created by
the drone strike policies (and other policies, obviously). There is evidence that “74% of

. . . 2
Pakistanis now consider the U.S. an enemy.””

It would not be surprising if the drone
strike program has influenced many of them. Further, similar numbers in other countries
where drone strikes are being employed would also be unsurprising.

When a method of warfare is destroying the communities of innocent people who
may have no way to change their circumstances, that method should have clear and
measurable benefits that significantly outweigh the costs. It is not hard to envision
circumstances where the people of a community do not have the capability of ridding
themselves of terrorists living amongst them even if they don’t support or care for the
terrorists, much as people in small Mexican villages may be at the mercy of drug cartels
wielding significant power and must help and support them or risk being killed. There is
little doubt that taking out high level terrorist leaders is a positive and helps cripple al
Qaeda and other like-minded organizations, but it is clear that the drone program is not
aimed simply at high level leaders. As previously discussed, it is possible that only about
2% of the targets are high level.”>® The U.S. government has made little attempt at
justifying the size of the program. It is possible that the program is far more successful
than it appears, but the information is not out there. Further, as the following section on

the implications of the drone strikes under international law, it is possible that many of

the strikes by the U.S. are, in fact, illegal.
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V. Further Legal Analysis of the U.S. Drone Targeted Killings

This part will discuss and analyze the legal issues that frame the discussion on
lethal, non-battlefield, drone strikes against those labeled as members of an armed
opposition group. Many of the issues have been foreshadowed and discussed briefly in
previous sections. In this part they will be fully fleshed out. In essence, this part will
discuss the primary legal principles set out in Part II (B) and how they apply to the drone
strikes the United States has carried out. It will make conclusions and recommendations
with regard to those principles of international law. It will argue that the U.S. should
change its drone strike policies in order push international law in a more reasonable
direction at a time when the law is in flux and ripe for progressive development. Further,
some of the drone strikes carried out by the U.S. may violate the principles of

proportionality and military necessity.

A. Direct Participation in Hostilities, Continuous Combat Function: Why the U.S.

Should Back a Standard Comparable to the ICRC Interpretation

As mentioned in Part II, according to Additional Protocol II and customary
international law, “Civilians shall enjoy the protection afforded by this Part, unless and
for such time as they take a direct part in hostilities.”’ This is the customary
international law principle of distinction between combatants and civilians. A civilian
may not be attacked and killed unless he takes hostile action that serves to forfeit his

civilian protection status. Thus, it is clear that a civilian who has done nothing may not
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be targeted, and it is clear that a civilian who picks up a weapon or is building a bomb
may be targeted while engaged in those actions. Those are the easy cases. However, the
waters become muddy when dealing with the targeting of alleged terrorists, who are not
on an active battlefield, and who may have taken direct participation in hostilities but are
no longer taking such actions. Essentially, it is the lethal targeting of individuals who
have been identified by intelligence as being terrorists, rather than those who have been
observed by the person who will take lethal force, that brings up legal issues and
questions.

One of the most significant problems in the conflict with al Qaeda “is that the
enemy intentionally fails to distinguish himself--indeed purposefully obfuscating his
belligerent status by posing as a civilian--and in many cases targets civilians and
conducts operations in civilian settings.”*>® These alleged enemies are often located in
areas that are incredibly difficult or impossible for U.S. troops to access via a ground
mission, and would even be dangerous for a helicopter to enter. Further, because the
targets are often located amongst groups of people that are clearly civilians, dropping a
bomb that destroys a whole block is not a viable or legal approach as it would not be a
proportional action. Thus, the U.S. has chosen to use drones, which can hover and wait,
firing accurate and fast missiles at targets with supposed surgical precision. However,
these targets are not members of regular armed forces of a State who keep their status as

a combatant throughout the conflict. They are “unlawful combatants or unprotected
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civilians.”*’ “The question of when, or under what circumstances, a civilian loses his
protected status has long been debated and is of great import to the issue at hand.”*®°

This issue with the drone strikes carried out by the United States has been its
application of the standard of direct participation in hostilities and the question of
whether members of al Qaeda are unprotected civilians or some other classification. The
U.S. has been using a standard to target individuals that is too broad and allows for the
killing of individuals that may have a very tenuous link to the combat functions of al
Qaeda or other terrorist organizations. This standard could become the norm if it is
followed by other states and thus international law will have been negatively impacted by
the U.S. practices. Evidence shows that “the United States typically uses drones to target
individuals outside the traditional battlefield, in civilian areas where they may or may not
be engaged in hostile activities at the time they are struck.”*®’

As stated above, there has been a controversy over the meaning of direct
participation in hostilities, especially in light of the unique circumstances of the war
between the U.S. and al Qaeda. In 2005, the ICRC released a study on customary
international law, in which it discussed direct participation in hostilities, amongst other

262

topics.” In this study, the ICRC expounded on the rule that “civilians are protected
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against attack unless and for such time as they take a direct part in hostilities.”**>

According to the ICRC, “practice is ambiguous as to whether members of armed

»264 Further, the

opposition groups are considered members of armed forces or civilians.
ICRC pointed out that if “members of an armed opposition group” such as al Qaeda are
“considered civilians,” it would “create an imbalance between such groups and
governmental armed forces.”*®> Essentially, it would give a high protection to fighters
who were members of irregular groups, above and beyond what traditional military
members receive. “Application of this rule would imply that an attack on members of
armed opposition groups is only lawful for ‘such a time as they take a direct part in
hostilities” while an attack on members of governmental armed forces would be lawful at
any time.”*® Thus, the ICRC suggested that in order to remedy this “revolving door
policy,” considering members of armed opposition groups to be “continuously taking a
direct part in hostilities or not considered to be civilians” could eliminate the
imbalance®®’ However, this statement was left hanging in the 2005 report with almost no
guidance as to the limits of the standard. In theory, the idea behind this suggestion, to
avoid giving terrorists a safe harbor, was sound, but the language was vague and could be

interpreted in many ways. It is also important to remember that in 2005 the U.S. drone

program was still relatively small, just beginning to ramp up, and incredibly secret. As
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with any law, seeing it in practice alerted many, including the ICRC, to the flaws of the
standard when it was set forth with no explanations as to possible boundaries.

The U.S. drone program was growing at this time and this new standard allowed
members of an armed opposition group to be considered targets pretty much wherever
they went so long as they could be linked to the group. The problem with the 2005
standard set out by the ICRC is that it simply states that membership in an armed
opposition group can remove civilian status and such members can be considered as
continuously taking part in hostilities. Essentially, the ICRC said too little on the subject.
It didn’t flesh out the particulars, such as whether non-combat members could be
considered to have a continuous combat function. Seeming to respond to this problem,
and also due to the growing controversy over targeted killing and drone strikes, the ICRC
commissioned another study that was released in 2009. This study focused largely on
direct participation in hostilities, seeking to clarify the law in an area of growing
importance and inconsistency. As the foreword to the study points out, “it is of the
utmost importance that all feasible measures be taken to prevent the exposure of the
civilian population to erroneous or arbitrary targeting based, among other things, on
reliable guidance as to how the principle of distinction should be implemented in the
challenging and complex circumstances of contemporary warfare.”*®® It recognizes that a
broad interpretation of targets can lead to unnecessary civilian deaths.

The most important statement that the ICRC makes in its 2009 report is that

civilians can “cease to directly participate in hostilities” and members of armed
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opposition groups can “cease to assume their continuous combat function,” and both can
“regain full civilian protection against attack” when they do s0.**® As with the 2005
report, the ICRC states that a civilian who has a “continuous combat function” can be
targeted at any time.”’® However, it “distinguishes the case of civilians engaged in a
‘continuous combat function,” who make up the ‘organized fighting forces’ of a non-state
actor, from ‘civilians who directly participate in hostilities on a merely spontaneous,
sporadic, or unorganized basis, or who assume exclusively political, administrative or

. 271
other non-combat functions.””*’

The ICRC, in this 2009 report, begins to draw actual
lines that make targeted killing of suspected terrorist more reasonable. Instead of a state
merely tying a person to the organization and thus designating them as an enemy
belligerent, the ICRC standard here requires that the target be either an active member of
the organization, taking part in every day hostile actions, or being engaged in actual
hostile acts when they are targeted.”’”> The janitor forced to clean up the al Qaeda
training camp buildings is not a lawful target, nor is the local farmer who knows that if he
does not continue to drive his truck filled with food to the training camp he will be killed.

“Civilians who engage in such temporary or non-combat conduct, the ICRC argues, may

only be targeted for the time they are engaged in hostile conduct.”*”® The fact that a
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member of an armed opposition group can “cease’ their hostile actions and return to
protected status indicates that non-combat members of such groups are not subject to
attack. They must make up the “organized fighting forces” of an armed opposition group
in order to remain a lawful target. The clerk in a town who has never picked up a weapon
does not fit that description.

The U.S., along with many scholars, does not agree with this standard. One
reason for this disagreement is that the U.S. is already violating the standard. “It seems
that if the ICRC's interpretation of direct participation in hostilities is used, then many of
the United States' drone strikes may not properly distinguish between combatant and
civilian--particularly those attacks against “civilians” (e.g., members of al Qaeda,
Taliban, and associated forces who perform only political, religious, or other “non-

»27% The Obama administration

combat” functions for the group) located in their homes.
has come up with a standard that allows for more leeway in lethal strikes. “The Obama
Administration, for example, suggests that individuals who are merely ‘part of . . . an
armed group are belligerents and, therefore, lawful targets under international law.”**"
This standard is so much broader than the ICRC suggested standard that it can allow the
targeted killing of such a wide variety of people such as the janitor and farmer mentioned
above. The arguments in favor of the standard applied by the U.S. focus on that fact that

pretty much everything that al Qaeda does is in furtherance of violent actions against the

United States.”’”® The argument is based on the idea that al Qaeda and affiliated forces
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exist only to fight its avowed enemies. The ICRC standard, they argue, immunizes
members of terrorist groups that engage in activities that are vital to the operation of the
group and that make it possible for the group to carry out deadly attacks against
civilians.?”” “Presumably, every member of al Qaeda and its affiliates supports that
unlawful mission [violence against its enemies] - from the propagandists to the
financiers, and from the religious leaders to the front-line fighters.”*’®

There is definitely truth in these arguments and it is hard to sympathize with
members of such a vile group. The ICRC standard is not perfect. However, the standard
suggested by the U.S. is far too broad because it allows the killing of people who have
never taken a single hostile action towards the U.S. or its allies. The problem with the
much broader standard goes back to the very difficult nature of this current conflict. Al
Qaeda is such a loose organization at the outer reaches. It is like an octopus with vile
tentacles spread throughout the world. Many of the people who are “members” of the
organization are tentatively associated with the every day activities of fighting with the
United States. Stating that a person is a target because they are “part of” an organization
like al Qaeda opens the door for the lethal targeting of people who live in towns
controlled by al Qaeda, those who provide medical support, those who provide supplies,

and any other services. Using this standard, the U.S. has been carrying out “signature

strikes, which target unidentified militants based on their behavior patterns and personal
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networks.”*”’ Essentially, a signature strike is used when a person is tied, through
intelligence and watching their behavior, to al Qaeda. Mere links with the organization
can get a person killed. Individuals may only be involved in the religious or financial
activities of al Qaeda or its associated organizations, having not fully integrated into the
group, and would be subject to targeted killing.

Of course, the ICRC standard is not ideal, in that clearly many evil people are out
of reach of lethal strikes because their activity does not rise to the level necessary to be
deemed as having a continuous combat function. Some very bad people who are
performing functions that undoubtedly help al Qaeda will certainly be out of the reach of
lethal drone strikes. However, the argument the U.S. should not follow these rules
because al Qaeda doesn’t follow them holds little weight. The United States should not
sink to that level. It is a world power that is shaping international law by its practices.
There is more at stake than the mere death of a few individuals linked to al Qaeda. Just
like proportionality weighs innocent human life against military advantage, so too must
the U.S. weigh its actions against impacts those actions have on state practice and
international law. Should an alleged accountant or religious leader really be sentenced to
death from a drone strike? Some might deserve that fate, but these people should be
arrested if possible. One might argue that their capture is difficult and would rely on the
help of locals that may be hostile or simply unwilling to help. However, drone strikes
also require such local help. “Like any tool, drones are only as useful as the information

guiding them, and for this they are heavily reliant on local military and intelligence
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cooperation.”**” Drones have made the war on terror much easier, if that word can really
be applied to such a messy and ugly business, but they are not, to use President Obama’s

281
words, a “cure-all.” 8

Sometimes other tactics such as capture and arrest must be used.
The U.S. cannot resort to simply killing everyone with links to al Qaeda. As the ICRC
20009 report states, even if a person steps back into civilian status from having a

. . . 282
continuous combat function, they are not immune from arrest.”®

They “regain full
civilian protection against direct attack, but are not exempted from prosecution for
violations of domestic and international law that they may have committed.”* If drone
strikes are limited, the image of the U.S. may improve in some of these hostile regions
and that ability to make arrests would increase.

The ICRC standard, or one derived from it, if properly interpreted, can allow the
lethal strike of members who regularly carry out or command combat operations. These

types of people, whether they are members of al Qaeda or the Taliban, should be targeted

by drone strikes. They are taking direct participation in hostile activities. The ICRC
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standard of direct participation in hostilities focuses on specific acts of harm.”® The
standard focuses on adverse impacts on the opposing military, or its civilians and civilian
objects; that the person intends on having an adverse affect and; that the person’s actions
have a causal link to the harm achieved or attempted.”™ This allows ample room for
targeting those members of opposition groups whose actions have a deadly or damaging
impact, particularly high-level commanders whose death will have a measurably negative
effect on the group. Commanders and leaders of the military divisions of al Qaeda are
valid targets no matter when or where they are found. The killing of Osama bin Laden in
is a good example of such an attack. He was the avowed military leader of al Qaeda and
a known al Qaeda soldier for many years, if not decades. As the ICRC makes clear,
members of an armed opposition group “constitute the armed forces of a non-State party
to the conflict and consist only of individuals whose continuous function is to take direct
part in hostilities (‘continuous combat function’).””*® As a commander, bin Laden’s
actions focused on direct causation of harm in his planning and execution of attacks. His
plans and orders led directly to actions taken by his underlings who carried out the lethal
actions he ordered. Thus, a direct causal chain can be linked from his plans and orders to
the actions of the soldiers of al Qaeda. He could not be considered as merely a religious
or political leader without any ties to the military actions of the group. His every day

activities for decades centered on hostile actions.
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The U.S., when carrying out drone strikes, should either follow the ICRC standard
for direct participation in hostilities and throw its considerable weight behind that
standard, or back a similar standard that focuses on targeting enemies whose actions are
particularly hostile to the U.S. and its interests. One of the biggest difficulties with the
direct participation in hostilities standard is the temporal aspect of the standard. When
does direct participation begin and when does it end? Is the standard different for
civilians and those members of an armed opposition group? According to the ICRC,
“Civilians lose protection against direct attack for the duration of each specific act
amounting to a direct participation in hostilities, whereas members of organized armed
groups belonging to a non-State party to an armed conflict cease to be civilians, and lose
protection against direct attack, for as long as they assume their continuous combat
function.”**” For civilians, they lose their protection while they are preparing to make the
attack, for the duration of carrying out that attack, and when they travel to and from the
attack.”®® This loss of protection covers all actions on the battlefield. The ICRC further
states that they are targets when “they constitute an integral part of such a specific act or
operation.”*"

With regard to organized opposition groups, allowing the same temporal
protection would “provide members of such groups with a significant operational

advantage over members of State armed forces, who can be attacked on a continuous
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basis.”*’ Such an advantage would be unconscionable and state practice would clearly
wipe away the imbalance. The ICRC has therefore recommended the continuous combat
function tag, rather than a temporal tag.””' This makes more sense than the standard of
merely being linked to the group that the U.S. applies. The ICRC standard focuses on
actions rather than links to a group, which must be established by possibly sketchy
intelligence and can be tenuous at times. The U.S., with its extensive fleet of drones, has
the ability to conduct continuous surveillance and has the manpower and resources to
seek out those people who participate daily in combat activities. The religious, financial
and political wings of al Qaeda, if they are sufficiently divorced from the combat wings,
should be taken down in other, less lethal, ways.

Finally, it must be pointed out that customary international law requires “all
feasible precautions must be taken in determining whether a person is a civilian and, if

so, whether that civilian is directly participating in hostilities.”*"*

This is a murky war
and it is incredibly difficult to discern innocents from enemies when dealing with an
enemy that hides amongst the civilian population. However, the U.S. has long been a
beacon of standing for what is right and moral, at least on the surface. It should not, just
because the enemy is vile and without honor, stoop to the level of assuming people are

enemies and taking lethal force. “In the case of doubt, the person must be presumed to be

protected against direct attack.”*”> The requirement is only to take all feasible
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precautions, but operations such as “signature strikes” are unconscionable under this
standard. Striking people because of “behavioral patterns and personal networks,”
combined with the policy that merely being “part of”” a group constitutes grounds for a
lethal order, puts the U.S. in a situation where it is killing people who are not engaged in
active hostilities and who may be only barely linked to the enemy group.

Signature strikes target unidentified, suspected, terrorists because they “bear the
characteristics” of an enemy terrorist.®* This frightening practice resembles profiling
used by law enforcement officials, except, instead of being stopped and searched, the
person is killed from above by a silent drone launching a missile that travels faster than
the speed of sound. “President Obama extended and expanded this practice into Yemen,
which ‘in effect counts all military-age males in a strike zone as combatants . . . unless
there is specific intelligence posthumously proving them innocent.””**> Such strikes
show that the U.S. has either disregarded international law with regard to the principle of
distinction or has stretched the bounds of the law, due to the vague and uncertain nature
of the principle in light of the current war and irregular enemy belligerents. The long-
term impact of such practices can be incredibly negative for the development of
customary international law. As one scholar points out, the U.S. “can proactively shape .
.. international use of armed drones in nonbattlefield settings through transparency, self-

restraint, and engagement, or it can continue with its current policies and risk the
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consequences.”*”° Signature strikes go in the opposite direction, and constitute
unrestrained attacks that set a horrible precedent for the future of drone warfare.

In sum, the more constrained standard endorsed by the ICRC allows the U.S. to
target actually belligerent hostile terrorists. However, it protects, from death only, those
who have tenuous or non-combat links to the group. It also allows those who have
stepped away and no longer participate in hostile actions to escape death. Those
members can be arrested and face international and domestic legal repercussions for their
actions, but they will not be executed from above. A hostile belligerent gets what he or
she deserves when a missile greets them. If a person wishes to continually participate in
hostile actions and carry weapons, then he is a target wherever he tries to hide. However,
these others deserve to receive some sort of chance to face their accusers rather than be
blown off the face of the earth because they helped an al Qaeda member pray or provided
food to a terrorist base that they thought was simply a local militant group with no
international ties. It is a dirty world, but the U.S. is supposed to stand for law and justice.
For example, in the inner cities, religious leaders sometimes have substantial and direct
contact with brutally deadly gangs, in hopes of turning those members who they feel can
still be saved.””” These actions viewed from afar and through the distorted lens of
cultural differences, might appear significantly different than reality. The person trying
to do good deeds might be viewed as a “part of” the gang. In the U.S., he might stopped

and questioned by the police, because drones are not circling overhead waiting to take out
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those whose patterns suggest they may be up to no good. Further, al Qaeda is so
integrated into many of these societies that it may be difficult to untie the knots, and
killing seems like the worst possible “solution” for many of these people who may be
lost, needy or helpless and who may have never thought of taking a hostile action towards
the United States or its allies.

The U.S. should be taking steps to ensure that a reasonable standard for the use of
drones, which allows the effective attack on actual combatants while distinguishing non-
hostiles, becomes the norm in international law. The U.S. has a rare chance to positively
shape the future of international law in an area important to the safety of its people and
others. Mere links to an organization should not be enough for a death sentence. The
U.S. does not have to follow the ICRC standard exactly as the ICRC recommends. It has
a chance to shape it in a way that makes even more sense. The main point is to focus on
actions, not links and suppositions. Links can certainly confirm actions, but if a person is
going to be killed far from a battlefield, they should be involved in hostile actions. The
terrorist that is moving around guns can be killed. The terrorist that is drawing up plans
for attacks can be killed. The terrorist giving orders can be killed. The religious leader
that has no violent ties should no be killed; he can be arrested provided he has sufficient
ties to a terrorist organization, such as a role in recruiting.

Such a standard avoids the temporal problem associated with trying to determine
when a person passes through the revolving door to safety with regard to members of an
armed opposition organization. The standard currently applied by the U.S. also avoids
that problem, but goes too far with regard to whom it allows to be targeted. A person

linked with al Qaeda and who is located on a battlefield is a reasonable target, even using
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highly elastic boundaries for battlefields due to the current nature of conflicts. However,
using the standard applied by the U.S., targeted killing can happen almost anywhere. At
the time, U.S. practice limits where these strikes will take place. It is unlikely that the
U.S. will use a drone to target a terrorist financier in Vienna, but the bounds are
undefined. The main problem most have with the ICRC standard is that those who can
be legally targeted “includes leadership but would not include support personnel.”®
However, “support personnel,” is a very vague term. The focus should be on the
contribution to hostile activities. If a person is linked to the terrorist group and his
regular activities contribute to the militant activities of that organization, then they can be
considered a valid target.

One set of scholars suggests that looking at this problem through analogy might
lead to a more workable standard for deciding who contribute to hostile activities. The
idea is that if the actions of the alleged al Qaeda member can be analogized to those
“functions performed by uniformed military in most Western nations” then they fall into
the hostile actors category.”®” Thus, legal targets would be “recruiters and military
trainers,” while illegal targets would be “financiers and bomb-makers” because those are
“functions performed by civilians in most western nations.”* This is obviously not a
perfect standard as it is hard to perfectly analogize a group like al Qaeda to a Western

military. However, it does serve the point of distinction, which is to make sure that
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hostile actors are targeted while those who merely assist the war effort in a less tangible
and less hostile way are generally safe away from the battlefield. It helps ensure that the
targeted killings have an appreciable impact on the ability of the group to take hostile
action.

The U.S. wants to treat the fight with al Qaeda like a war, and must play by the
laws of armed conflict. It may not be “fair” that al Qaeda is willing to bomb civilians in
New York City, London or any other Western city, while the U.S. and its allies must play
by artificial distinctions. However, the U.S. must play by a higher standard or else the
rules that took decades to put in place, largely due to the leadership of the U.S., so that
there are hopefully no longer repeats of World War II with entire cities wiped off the face
of the earth without regard to civilians, could be rendered meaningless. Drones can make
warfare more precise and save the lives of countless civilians provided that those using
them as weapons do so in a way that can harness those abilities. The U.S. must once
again be a leader in the progressive development of international law and grab this
opportunity to do what is right. Whether the solution is to follow the ICRC standard, the
Western military analogy standard, or some other standard entirely, it is time to use the
full resources and influence of the United States government in order to convene scholars
from the U.S. and abroad to discuss openly and transparently the future of drone strikes
and the legal boundaries of lethal targeting. So far, the U.S. has been conducting drone
strikes with secret standards, possibly altering those standards on the fly and with
practical considerations outweighing legal considerations. It is time to bring that process

out into the light so that what the U.S. has done wrong so far, what it has learned, and
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what its legal minds have discussed, can be used to push the law and state practice in the

proper direction.

B. Proportionality

The principle of proportionality is one of the “four core principles” of the law of
armed conflict.*®’ According to the ICRC, “Launching an attack which may be expected
to cause incidental loss of civilian life, injury to civilians, damage to civilian objects, or a
combination thereof, which would be excessive in relation to the concrete and direct

d 95302

military advantage anticipated, is prohibite There is no doubt that proportionality is

customary international law that applies in all conflicts.’® Proportionality is not an easy
concept; in fact, it “balances human life against the destruction of an enemy target.”*** It
recognizes the “terrible impossible problem” that civilians will die in conflict even when

the utmost care is taken, with regard to some operations.*®® It recognizes that some loss

of civilian life is not excessive.’*® Some loss of civilian life is unavoidable. The goal is
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to ensure that a strike is not made if the loss of civilian life outweighs the military good
that will come from that strike. It requires a commander to face the terrible reality that
some loss of civilian life is “worth it.” It is such a vague standard that one must really
sympathize with the commanders faced with such choices. As a law of war professor
once stated, it is for this reason that proportionality is an “elastic concept” and violations
usually should be pretty clear, since the goal is not to “get” a commander on a marginal
case, when that commander was trying to make a reasonable decision.®” The legal
standard for analyzing a proportionality violation is: “whether a reasonably well-
informed person in the circumstances of the actual perpetrator, making reasonable use of
the information available to him or her, could have expected excessive civilian casualties
to result from the attack.”" Some cases are easy, but most are difficult. The destruction
of an entire village in order to kill one enemy would likely be a violation, unless that
enemy was Hitler and an entire war could be ended due to the destruction. This absurd
example shows just how nebulous the proportionality standard can be in practice. “In
other words, attacks that result in civilian casualties do not by themselves constitute war
crimes; but reckless attacks that result in civilian deaths or destruction, or attacks that

knowingly take civilian lives clearly in excess of what is necessary for accomplishing the
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military objective could violate the principle of proportionality and constitute war
crimes.”"
The goal of the U.S. drone program is to wipe al Qaeda and its affiliated forces
off the face of the earth. Drones are highly efficient and some argue, as demonstrated
above in the technical section, that they are surgically accurate. However, drone strikes
are often made in highly populated areas, such as attacks on homes or restaurants. This
means that proportionality issues will arise regularly as a commander has to consider
whether a target is worth killing when he is in a crowded area, and, if so, whether the
chance that the target may get away justifies possible loss of civilian life. Drones should
allow commanders to make informed and reasonable decisions due to their surveillance
and information gathering abilities. “The ability of armed drones to observe the target
area for long periods before attacking means the operators are better able to verify the
nature of a proposed target and strike only when the opportunity to minimize collateral
damage is at its height.”'° Drones can be equipped with the most advanced sensors,
hover above an area where a suspect allegedly is located, and the pilot can wait until
night when no one else is around before acting.

Thus, in theory, it should be fairly simple for drone strikes to adhere to the
principle of proportionality in many instances. Whether the U.S. is doing so is another

question. The information on the exact criteria and nature of the bulk of U.S. drone
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strikes is limited because the government keeps that information classified.
“Determining whether drone strikes meet the requirements of proportionality will always

311 Without specific information on each strike it is

be a case-by-case analysis.
impossible to condemn any of them outright. Hopefully the U.S. is ensuring that its
commanders use the life saving capabilities of drones to their fullest. However, some of
the information that non-governmental sources have reported cast doubt on whether this
is true all of the time. As mentioned above, there have been reports that after killing the
target, drones have hovered and waited to kill those who have come to clean up or

provide medical attention.”'?

Such strikes would bring up distinction and proportionality
issues if civilians were taken out at the same time. Double tapping with drone strikes, as
discussed above, is wildly disproportionate compared to the military advantage gained
and serve to largely spread fear amongst the civilian population.

Further, “striking low-level fighters or supporters in public places, where
collateral damage is virtually assured, may not meet the test.”*'® The standard that the
U.S. has been using to decide which targets should be killed — pretty much anyone linked

to al Qaeda — means that incredibly low-level supporters are being targeted. Individuals

who have never picked up a weapon, such as religious or financial supporters, are being
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targeted possibly in highly populated areas. This is another reason why the U.S. should
not only follow the ICRC standard for distinction, but also should limit its targeted
killings to high level, hostile actors when making such strikes outside of battlefield
situations. It is not worth killing civilians when the military advantage is so miniscule.
There is little hard evidence that has been released about just which targets have been
killed and where, but based on the standard that the U.S. is using, it is possible that
proportionality violations are occurring in the drone strike program. In order to comply,
the U.S. should up its standard so that it is not violating international law, nor is it
stretching the bounds of that law to a point where civilians are legally killed in their
homes or other non-battlefield areas so that a suspected al Qaeda member who is not

engaged in hostile activities can be eliminated.

C. Military Necessity

Another core principle of the law of armed conflict is the principle of military
necessity, which is a principle of customary international law applicable in all
conflicts.’'* The principle provides, “No more force or greater violence should be used to
carry out a military operation than is necessary in the circumstances.”™'> Military

necessity prevents militaries from doing “whatever it takes” to achieve victory.*'®
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Military necessity is closely related to proportionality.’'” Thus, military necessity
requires that “the attack will offer some “definite” advantage based on the circumstances
at the time of attack.”'® “This means that the military advantage to be gained cannot
simply be hypothetical or at some unforeseen time in the future.”"’

Taking strikes against those al Qaeda members who are involved in hostile
activities is obviously in the furtherance of the military objective of defeating al Qaeda
and crippling the organization’s ability to function. Further, a drone strike can kill an
individual target with little collateral damage to nearby civilians or civilian objects. “In
cases of high-value military targets, like killing a high-ranking member of your enemy,
the effectiveness of the attack is readily apparent.”**° However, killing everyone
involved with al Qaeda just because it is expedient and capture is difficult does not jive
with the principle of military necessity. “The law of war permits armed forces to defeat

the enemy but does not provide an unlimited license to kill.”**' Essentially, with regard

to lower level members and those who don’t participate in hostile activities, one must
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look at whether the particular drone strike at issue “will achieve the goals of the military

: 22
operatlon.”3

It must create a definite military advantage.

Most of the potential problems with drone strikes arise from distinction and
proportionality issues. Military necessity is more vague when you are talking about
members of an armed opposition group, even if they are non-combat members. The more
al Qaeda members killed, the more disruption is achieved. However, scouring the earth
to find each and every person who is “part of” al Qaeda and killing him or her all seems
like an unnecessary and impossible process. The fact that drone strikes are injuring al
Qaeda’s ability to function means that military necessity is satisfied so long as the targets
are involved in some sort of combat activities.** However, when lower-level and
“unidentified” targets are involved, the military advantage of killing that person,
especially when there is a good chance that the person might be a civilian, is not nearly as
concrete.”** “So, in general, drone strikes should involve a high level of certainty in
targeting (i.e., distinction) to satisfy military necessity.”*’

Thus, the three core principles discussed above work in concert and show that the
U.S. practice of targeting anyone linked with al Qaeda is suspect at best. Not only is it

legally suspect, but also the advantages of targeting many of these individuals might be

minimal compared to the possibility that they are innocent civilians. “In more concrete
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terms, allowing the CIA to kill based on a lesser standard means killing more bad guys,
but also killing more good guys.”**® The benefits may not justify the negative impacts of
many drone strikes and thus military necessity may be violated along with possible
distinction and proportionality violations. A more constrained approach to drone strikes,
in line with a framework that takes these principles into account, would make the U.S.
drone strike program much more palatable. The focus should be on taking out those
suspects who are attempting to inflict concrete harm against the U.S. and its interests as a
continual function of their every day existence. It is a sad fact that in some areas of the
world al Qaeda may be so ingrained into societies that people have unavoidable contacts
with the organization and may be forced to do business with its members or provide

religious services. Killing those people is not a solution and it should not be legal.

V1. Recommendations and Solutions

This section will discuss both recommendations and solutions to some of the
problems outlined above. National security is an important and fundamental function of
government. Secrecy and speed are vitally necessary for counterterrorism programs.
However, the targeted killing program is not a normal function of government. It is an
extraordinary measure. It is a program that runs contrary to the stance the United States

has maintained for most of its history. Yet, as the Washington Post so bluntly put it,
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“Americans love drones.”**’” There is broad support for the drone strike programs from
Americans across the political spectrum.’*® Americans support the killings of both U.S.
citizens and foreigners.’” The polling data suggests the broad support stems from the
safety that drones provide for American troops by keeping them from entering dangerous
territory and the perception that the drone strikes are “effective in reducing the threat of
terrorism.”*° Americans hated the fact that American troops were dying in wars they did
not support, and the lack of support for the Iraq and Afghanistan wars stems from the loss
of American lives outweighing any benefits gained in the war on terror.>' Thus, the
drone programs began expanding and along with that expansion came strong support. A
poll taken by Pew in 2011 “showed that 69 percent of people said that the increased use

of drones was a good thing while just 19 percent said it was a bad thing.”**?

Some might
ask if the American people have thrown their support so clearly behind the drone strike
program then what is the problem?

The problems are many. First, just because a large majority of the population

supports something does not mean that it is morally or legally acceptable. Terrorism has
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exposed a country that once was protected by vast oceans to an unprecedented level of
fear that runs deep within the psyche of the country. The country has also been fighting
two wars that appeared to have no end and no clear and measurable victory is in sight.
Instead, the drone program has recently risen to prominence and its not surprising that it
enjoys support because it appears to be a solution to an ugly problem. Instead of sending
Americans to die in some remote sandy hellhole, a remote controlled unmanned vehicle
can do the job instead. Yet, the American people are not properly informed on the
subject. The details of the drone program have long been sketchy and even the most
detailed article on the subject has to put together bits and pieces of information that the
typical citizen should not be expected to dig up.

The U.S. government has hardly been forthcoming with information on the drone
program. In fact, there is evidence that it has either been lying about the civilian
casualties caused by the drone strike program or deliberately misleading. “In public
statements, the U.S. states that there have been ‘no’ or ‘single digit’ civilian
casualties.”*> However, reliable reports show that this is not even remotely the case and
despite the problems with obtaining pinpoint accurate data, the drone programs have
killed hundreds of civilians.*** The government has not released to the public the

framework or guidelines that if follows in carrying out the drone strike program. The
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executive has even, until this past month, kept Congress in the dark with regard to the
legal basis for strikes on Americans.”* Thus, it is difficult to say just how much support
the drone program would garner if the American people had a clear picture of the impacts
of the drone program and the particulars behind its operation. Further, as has been
discussed, it is unclear just how successful the drone program actually is at combating
terrorism and making the U.S. safer as some data suggests that many terrorists join the
jihad because of drone strikes. An ugly picture of America exists in many Muslim
countries because of the presence of drone strikes in their communities. The following
recommendations and solutions are designed to outline possibilities that could deal with
certain defects in the drone program so that it can function, due to the undoubted

positives drones can bring to warfare, in a more reasonable, moral and legal way.

A. Back a More Robust Standard than that Currently Applied

The U.S. should come out and strongly back either the ICRC standard on
continuous combat function, the standard that analogizes al Qaeda members to Western
military members (i.e., uniformed and non-uniformed), or a similar standard that scholars
can agree upon. The government should commission a study that examines the best
possible practices for drone targeting in non-battlefield situations. As mentioned above,
the U.S. has long been a leader in the development of international law. It played an

instrumental role in the creation of the United Nations and many other international
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conventions and organizations. Following World War II, the U.S. and other nations saw
the impact of new weapons on civilians and civilian objects when entire cities in Europe
and Japan were destroyed. In response, international law was further developed in such a
way as to make tactics such as area bombing and terror bombing illegal under
international law.*® At that time, weapons were becoming more capable of wiping entire
areas out with one strike.”’

Drones, when used properly, can be incredibly precise compared to some of the
weapons used during past wars. It is time for the U.S. to push international law in a
direction that recognizes this fact. It is also time for the U.S. to recognize that since the
nature of conflict has changed, and the enemy doesn’t wear a uniform and hides amongst
the civilian population, its practice, and the law, must change to reflect that reality. Not
every individual linked to a terrorist organization can be targeted and killed because it is
impossible and impractical. It is also evidence of a morally bankrupt government.
Limiting practice and the law to those individuals engaged in combat activities and
support that directly aids in harm is a reasonable response. The war on terror cannot be
won by killing everyone involved, otherwise more terrorists will just be “created” due to
the backlash of constant drone strikes. Even though its image has been harmed by the
wars conducted in the last decade, the U.S. remains a highly influential force in the
world. Thus, it should “begin discussions with emerging drone powers for a code of

conduct to develop common principles for how armed drones should be used outside a
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state’s territory, which would address issues such as sovereignty, proportionality,
distinction, and appropriate legal framework.”*** Does the U.S. want the standard that it
applies for non-battlefield drone strikes to be applied by Iran and China? Most people
throughout the world agree that al Qaeda is a reprehensible organization, but when other
countries start using drones to strike alleged terrorists in groups that are not universally
agreed to be terrorist organizations, the U.S. will have to remain silent or appear
hypocritical. The U.S. has a chance, as the country engaged in the most lethal drone
strikes, to regain a moral high ground and refocus its counterterrorism practices while
shaping international law for the better. As President Obama recently stated, “We cannot
use force everywhere that a radical ideology takes root; and in the absence of a strategy
that reduces the wellspring of extremism, a perpetual war — through drones or Special
Forces or troop deployments — will prove self-defeating, and alter our country in
troubling ways.”** It is time he takes steps to ensure that no state can use force
everywhere and against anyone it deems to be a terrorist. Drones give every state this
capability, but the law must constrain those states. If the U.S. is willing to support such

lethal practices, maybe it has already been altered in troubling ways.
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B. Transparency — Let an Informed Population Decide

The construction of a vast system of robotic killing that spans the globe and is
being institutionalized within the American government is not something that should be
undertaken in secret. The executive does not need to run every military program and
decision before the public. Such a requirement would be impossible and cripple the
military and CIA’s abilities to function properly. Leaders are elected to make such
important decisions when necessary, especially in times of war. However, the drone
program is an atypical situation. The government should be more open with information
about the successes and failures of the program. The people should be allowed to make
an informed decision on the efficacy of the drone program and punish the government
officials in the polls if they disagree with the tactics. Vague releases of successful strikes
that kill high-level al Qaeda operatives serve only as misinformation. The government
has finally admitted that the drone program exists; it is now time to open the books and
allow the citizenry to see the procedures and kill figures behind the program, including
impacts on civilian populations.

The government does not have to release information that will compromise the
program. It is entirely possible to release target selection data without compromising the
program. Congress is just now being briefed on the legal basis for target selection of
U.S. citizens.”*® Thus, it is clear that Congress has not previously been briefed on the

legal justifications and standards for the killing of foreigners. The drone programs will
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essentially be wars of their own once the traditional conflicts wind down in Iraq and
Afghanistan. It is irresponsible to keep such information secret from the public. The
government has an obligation to make its case for war to the public or explain why it will
transition to a law enforcement regime.

Further, there is no one better than the government to release actual figures on
who has been killed. News reports and leaks have already confirmed that civilians have
been killed. The government should also confirm or dispute these numbers and make the
case why they are justified. In this day and age the numbers will eventually come out,
but the government can release extremely accurate numbers and explain the significance.
It may injure the support for the drone program, but in a supposedly free and open
society, that is a price that must be paid. It is a good first step that the executive is
turning its legal reasoning for the killing of Americans over to Congress. It is also a
positive step that President Obama recently spoke to the public on the issue and promised
more transparency and a more constrained program, but little else was given. Further, the
president has “pledged to launch a ‘very extensive’ public discussion on the government's
ability to target Americans abroad.”**' This is a promising first start, but in reality the
discussion should go much farther than just the question of American citizens. The entire

drone program deserves scrutiny by the American public.

C. Contract the Drone Strike Programs

The drone strike programs were expanding for years, until the most recent data

came out showing declines for the first time in a decade. It is still too early to make any
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real conclusions based on the new figures, it could merely be an anomaly and the strikes

342 1t has been over a decade since the first strike

could rapidly increase later in the year.
took place. Since then reports estimate some 300 strikes have taken place with deaths
eclipsing 3000.>* If the reports that only about 2% of the people killed are high-level
leaders of terrorist organizations, then these numbers do not justify the costs. Further, if
the lists are still growing and there is no end in sight then the program is not succeeding
and evidence points to it actually hurting the image of the U.S. and serving as a catalyst
for the recruitment of terrorists. Evidence suggests that maybe the U.S. should abandon
drone strikes on people who are outside of battlefields and who do not meet a narrow
continuous combat function standard. The costs are so high and the collateral damage so
great that it is a borderline unconscionable practice for a country that claims to stand for
much higher ideals.

Based on the analysis under international law and the moral and practical
implications, the drone strike program should be significantly reigned in. The

government relies so heavily on drone strikes at this point. Some have suggested that the

CIA has completely morphed into a “paramilitary force” focused mostly on drone
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. 44
strikes.’

Due to this reliance, drone strikes outside of active combat zones are
becoming a crutch. The deaths keep mounting and rather than winding down the
programs due to their supposed success, the programs are expanding and the government
1s looking for ways to automate and computerize the selection process so that it can
support a much larger campaign. Instead, the program should become more efficient, not
in that a large number of targets can be approved and eliminated without much oversight,
but in a way that assures that targets are only high value and their death actually has a
negative impact on the terrorist organization at issue. By doing so, the targeted killing
programs will have much more meaning, regardless of their flaws. This is a practical
response to a disturbing problem. If the drone program is going to continue, then it
should only be used in situations befitting the profound punishment it doles out. Much
like capital punishment is only used for the most heinous crimes, so too should death by
drone strike be reserved for those who are so engaged in combat activities against the
U.S. and its allies that their death justifies attacks that put the lives of innocent civilians at
risk.

The use of a new standard such as membership in an armed group where such

membership alone, without evidence of a role in combat activities on a regular basis, has

allowed the U.S. to expand the target lists to unprecedented levels. It is unclear whether
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continuous combat function as applied by the United States is even a legal basis to target
and kill a person wherever they are found based only on their links with a terrorist
organization. U.S. practice may push international law in that direction, but at
considerable cost and threat to future Americans. The way that the drone program is
being prosecuted suggests a classification that is incredibly broad. It would be wise to

cut down on such broad killing measures, if the drone program is going to continue.

D. Independent Review — Judicial or Quasi-Judicial Bodies

Before 9/11, the U.S. believed that targeted killing was simply extra-judicial
killing and violated international law.*** It obviously no longer believes that to be the
case. However, the process of killing people outside of active combat zones is clearly
different than killing someone in a firefight. Hopefully the U.S. government is
conducting in depth intelligence reviews before deciding that a target that is outside a
combat zone deserves to be killed. There are indications that high-level officials review
the targets back in the U.S., rather than in far off regions of the world. This means that
there is a somewhat deliberate process at this point; although indications are that the goal
is to remove or limit such checks and computerize the system.

Thus, it would not be too burdensome to add a judicial or quasi-judicial body to
review the intelligence of drone strike and provide guidance on whether a target is worthy
of death. Recently, there has been much debate by academics and government officials

over whether a “secret court, based on the Foreign Intelligence Surveillance Court,”
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should be created to deal with approvals for drone strikes.**® The debate rages over
whether such a “drone court” would be feasible and, if it were, whether it would actually
provide meaningful oversight.**” Some of the arguments against a drone court question
whether such a court would be permissible under the Constitution and whether it would
be able to apply meaningful standards that would balance the competing issues at stake in
a drone strike.***

The issue here is not meaningful standards and making razor-edge distinctions
over the imminence of a threat. Recently, a retired federal judge argued that drone strikes
were not amendable to judicial review because courts should not be giving advisory
opinions and should only rule on “cases or controversies,” i.e., “specific disputes between
adversary parties.”* As already discussed, many of the killings taking place are outside
an active warzone. It is abundantly clear that bombing an enemy who is aiming a gun at

a U.S. soldier is legal. Yet the executive is gathering evidence and analyzing behavior in

order to build a “case” for the death of individuals far from the battlefield because the
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intelligence and suppositions lead to the conclusion that they are a terrorist and an
imminent, although not too imminent, threat to the United States and its interests.

Having a district court rule on drone strikes amongst its usual caseload is surely a
bad idea. Courts are already overburdened with cases. Yet, that is not the only structure
available. The U.S. government works best when the branches work in conjunction with
each other willingly toward the same goal. It would be a bad idea for the judiciary to
attempt to impose its will upon the executive and force it to justify each and every non-
combat situation kill. The executive would attempt to procedurally block any such
attempts with claims of “state secrets” and “political questions.”*® The goal should be to
create a body that is both competent and capable. The overall concern is that there is
meaningful oversight and that the process is accurate and efficient.

As mentioned above, the drone program should be aiming for only the highest-
level targets whose death will have a measurable impact on the safety of the country.
One rebuff of the idea of judicial or quasi-judicial oversight is that “a search warrant is

1
not a death warrant.”>

The implication is that while courts rule on search warrants
regularly, even in national security contexts, drone strikes are a different beast altogether

because it is an operation that will lead to the death of the target rather than simply a
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wiretap or a search of an apartment.**> However, it is precisely because the drone
programs are dolling out death based on judgments on intelligence that some sort of
review is necessary. These strikes are based on a group of people, and possibly computer
software in the future, sifting through information do determine whether a person
deserves to die. Since when are judicial bodies incapable of such inquiries? It would be
simple to institute a system where there are expedited hearings and the courts could pre-
approve certain targets so that there are no delays.

Everyone recognizes that the drone programs must work on expedited timetables,
but the killing of non-battlefield individuals, especially when some have never
participated in combat activities, should be checked and double-checked. If a terrorist is
in the process of carrying out an attack then there is no issue and the attack can be carried
out as soon as it is confirmed that the person is taking direct participation in hostilities.
However, when the drone strike program consists of lists of people deemed to be targets
after, hopefully, thorough intelligence and behavioral analysis, adding another layer of
analysis makes sense. The government must be selling these programs as heavily
researched intelligence; otherwise the programs are unacceptable considering the issues
at stake.

The reviewing body does not have to resemble a regularly constituted court with a
judge, parties, lawyers and witnesses. One suggestion has been to give government

lawyers clearance after significant background checks so that they have access to the

352 1d.

127



classified information at issue and can represent the target.*> The judging body also
does not have to be one judge sitting alone on the bench. A panel of experts can be
convened with various backgrounds ranging from retired judges to retired military
personnel who have experience in the area and know what issues are at stake. The case
can be made and recommendations based on the validity of the intelligence and evidence
will be handed down determining whether the person deserves to remain on the list.
Overrides can also be built in provided they are necessary. Sure, such a program will
slow the process down and might be costly. However, it cannot be repeated enough:
people are being killed, innocent and guilty, based on this information. The end result
should be the attainment of the best and most reliable system to ensure that the fewest
mistakes are made and only those people who truly deserve to die are killed. It is the
obligation of the executive and Congress to work together to make sure that those

requirements are met.

E. Congressional Intervention

The President is Commander in Chief and on the battlefield has “maximal
powers” with regard to controlling military actions.>>* Congress will never legislate day-
to-day standards for drone strikes. Even if an argument were made that it had the power
due to the fact that many strikes come away from the traditional battlefield, Congress

would delegate to the President and avoid any separation of powers issues. Nevertheless,
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Congress does have the power of the purse strings.”> It can make recommendations and
use its research power to conduct hearings on the standards of international law.
Congress can “hold hearings with government officials and nongovernmental experts on

336 If the executive does not

the short- and long-term effects of U.S. targeted killings.
work with Congress, then it can use its power over the purse strings to influence the
executive’s actions. Congress can also refuse to renew the AUMEF that has provided the
executive broad powers in the war on terror. If it does renew the AUMEF, it can change

the terms and use more restrictive language. Congress can also play a role with regard to

any possible “drone court” or drone panel.*”’

F. International Convention

Drone strikes are a serious problem and the international community should come
together and attempt to delineate proper usage of drone strikes outside of battlefields.
The likelihood of the U.S. joining such a convention is minimal, but it would at least
push back against the legitimization of certain types of drone strikes, such as the use of
drones to kill people anywhere they are located if the attacking country deems them to be

a threat. It would give government officials and scholars a forum to disclose their ideas
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on the boundaries of targeted killing. “A well-articulated and internationally supported
normative framework, bolstered by a strong U.S. example, can shape armed drone
proliferation and employment in the coming decades.”*® The U.S. may look at
international law as a nuisance with regard to its efforts to cripple international terrorism,
but the best way to ensure that you agree with a law is to have a hand in shaping it. If the
U.S. does not throw its hat in the ring with regard to a possible international framework,
the law will continue to develop purely through state practice and the patchwork
statements of international organizations.

As of now, the U.S. carries out most drone strikes and thus is playing a large role
in developing international law in the area of non-battlefield strikes. However, as drones
continue to proliferate, the number of countries using strikes will continue to grow and
practice might shape the law in a way that is contrary to U.S. interests. Not only can the
U.S. shape international law in a way that it feels suits its interests, but it can also save
some face by showing that it is concerned with the well-being of innocent civilians in the
Muslim world. Participation in an international conference aimed at standardizing rule
governing lethal drone strikes could serve as a significant olive branch to parts of the
world that currently look upon the U.S. with skepticism. It would show that the U.S.
does not view everyone in these areas as enemies and considers them victims of the same
terrorist organizations it is hunting. The fight against international terrorism will only be
successful with global cooperation. The U.S. could show that it is willing to seriously

work to repair relationships that have become strained due to drone strikes.
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VII. Recent Developments

During the editing of this paper, certain developments arose that should be
discussed. On May 23, 2013 President Obama gave a speech at the National Defense
University discussing counterterrorism and the future of U.S. operations abroad.**’ In his
speech, President Obama addressed the war on terror as a whole, the scope of the drone
program, and the possibility of a “drone court.”**® In a way, President Obama has shown
that he now supports, at least if his speech is to be taken at face value, some of the points
made in this paper. As mentioned above, the Obama administration significantly
expanded the drone program compared to its size under the Bush administration when the
practice was still in its fledgling stages. It is certainly a positive that the President is
willing to discuss the situation as a problem, rather than vague and defensive statements
intended to stifle any discussion. The following is a brief discussion of the points made
by President Obama in his speech and a discussion of how they align with the points

made in this paper.
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First, and most importantly, is that President Obama said “he would curtail the

use of drones.”*®!

A major point he made was that he recognizes the war on terror must
now be narrower.’®> President Obama said in his speech, “Beyond Afghanistan, we must
define our effort not as a boundless ‘global war on terror,” but rather as a series of
persistent, targeted efforts to dismantle specific networks of violent extremists that
threaten America.””® He stressed the fact that drone strikes will be made only on “high
value targets” and those “who pose a continuing and imminent threat to the American
people, and when there are no other governments capable of effectively addressing the

29364

threat. Obama also stressed that he the U.S. prefers to capture terrorists when

365

possible but strikes will be used when that is not the case.”” Much of the speech was

vague, with no specific details on how the war on terror will be narrowed. In fact, a lot of
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time was spent defending past actions as necessary and touting the success of these
programs in dismantling al Qaeda and other terrorist organizations.*®

As the New York Times pointed out, “The precise ramifications of his shift were
less clear than the lines of argument, however, because the new policy guidance he
signed remains classified, and other changes he embraced require Congressional
approval.”*” Essentially, President Obama assured the American people that changes
will be made in the drone program and the war on terror would be more focused, but did
not exactly state how this would take place because the changes are classified. The
President stated that higher standards would be imposed on authorization of drone strikes,
indicating that in the past the standards may not have been high enough.’®® If the
standards for strike authorization that were in place all these years were sufficient, there
would be no need to raise the bar. The President stated that “over the last four years, my
administration has worked vigorously to establish a framework that governs our use of

force against terrorists — insisting upon clear guidelines, oversight and accountability
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that is now codified in Presidential Policy Guidance that I signed yesterday. “*® If the
administration had been following clear guidelines with accountability why was he
finally concretely codifying this policy during his second term? The drone program is a
massive operation that has killed thousands of people, including innocent civilians, and it
was a mistake to leave the guidelines in an unwritten state for so many years. Now, when
the administration no longer feels the drone program needs to be so massive, the rules
have finally been codified. Such actions do not inspire confidence in the program as it
was operated prior to the codification of these rules. Such a lethal program should not be
developed on the fly. Nevertheless, it is certainly a positive step that the drone program
1s now operated under codified rules and guidelines, even if those rules are classified.
The President did appear to let slip a portion of his guidelines. He stated, “before
any strike is taken, there must be near-certainty that no civilians will be killed or injured
— the highest standard we can set.”’® It is unclear whether this is a new standard that
was created along with the rest of his codified guidelines, but logic would dictate that it is
at least a hard and fast rule for the first time. On its face it seems like a reasonable rule.
There is no way to be absolutely certain that a civilian will not be hit during any strike.
If, in fact, this standard is being applied across all drone strikes, the U.S. would be

complying with international law on that front. It helps minimize any proportionality
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issues that might arise from strikes considering significant thought is being put into the
safety of civilians. Drones can help make lethal killing safer, so long as guidelines such
as this are implemented and enforced.

One thing is clear; the drone program is being moved from CIA control to

371 The ramifications

military control, but the CIA will still play a large role in the strikes.
of such a move are still unknown, but the hope is that there will be more transparency in
the program when it is in the hands of the Pentagon as opposed to the more secretive
CIA.>” People seem to trust and respect the military more than they do the CIA, which
has a reputation as being shadowy. Possibly, President Obama hopes that the drone strike
program, whatever the form it takes, will remain viewed favorably by the American
people if it is in the hands of the military. Only time will tell if that is actually the case.
Both organizations working in concert could make universal standards easier to
implement.

A positive bit of information was also released the same week as the speech, and

which seems to have a direct link to the points made by President Obama, in the form of

the number of drone strikes that have been carried out this year. According to the New
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York Times, “the number of drone strikes has been in decline.””® The report posits that

drone strikes peaked in 2010 and have been declining ever since then.*”*

The question
that arises is whether there is a specific reason for the drop in the number of drone strikes
in the last few years. Experts have argued that there are many reasons for this drop, but a
theme arises where many of these experts bring up the political cost of drone strikes
possibly outweighing the good that they do in killing terrorists.””> The New York Times
report points to several experts and scholars ranging from a Council on Foreign Relations
scholar who says that “Globally these operations are hated” and are “the face of
American foreign policy” which is “an ugly face,” to a former CIA analyst who argues
that the drone strikes are irreparably harming the U.S.’s relationship with Pakistan.?”®
There seems to be a growing recognition that a widespread and unbridled drone strike
program is unwise and unproductive.

It is possible that President Obama timed his speech and change in policy due to
the realization that drone strikes, while effective at killing al Qaeda operatives, have
seriously negative side effects and are morally and legally suspect. In fact, in his speech

President Obama hinted as much. He fiercely defended the legality of the drone strikes

that his administration has carried out, as one would expect, but discussed moral and
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political fallout from the strikes.””’ He pointed out that the strikes are highly effective,
and that even Osama bin Laden wrote about having no answer for drone warfare since it
was crippling his organization’s leadership.>”® Yet he also stated that even though he
believes the drone strikes are legal and “effective,” they are not always “wise or moral in
every instance.””” He recognized that which others have pointed out, the image of the
U.S. is suffering from backlash due to drone strikes.** The President also recognized
that civilians are being killed by these drone strikes, even though he stressed that
nongovernmental organization reports on the number of civilian casualties are divergent

from the “assessments” of the U.S. government.”®'

He admitted, “It is a hard fact that
U.S. strikes have resulted in civilian casualties . . .>*% Thus, the President has admitted
that which everyone has known for many years: drone strikes are effective, they kill

civilians, and they harm the image of the U.S. in the eyes of those in the international

community.
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Did these facts have an impact upon the decision to “constrain” the drone
program? Did the moral implications of killing terrorists as they sprout up like weeds in
a garden without addressing the real problem begin to weigh upon those in the
administration? It is possible that the success against al Qaeda blinded many to the side
effects of drone strikes and when the data came in over a decade, they realized that allies
like Pakistan, a tenuous ally at best, were starting to become fed up with constant drone
strikes. It is also possible that the government is realizing that you simply cannot
continue to kill and wipe out the terrorist problem. Other tactics must be combined with
constrained killing if the goal of eliminating organized terrorism is going to succeed.

Finally, the most surprisingly positive piece of information that President Obama
let out in his speech was he “appears open to the idea of a ‘drone court.””* In a nutshell,
President Obama stated that his administration is researching possible oversight of lethal

drone strikes that “go beyond our reporting to Congress.”™*

Despite being
noncommittal, the President appears willing to consider either an independent court or a

reviewing body within the executive.”® With regard to a court similar to a FISA Court,
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the President stated that “establishment of a special court to evaluate and authorize lethal
action has the benefit of bringing a third branch of government into the process, but raises
serious constitutional issues about presidential and judicial authority.”**® Essentially,
there would be increased oversight and legitimacy, but separation of powers issues would
arise. These are both basic, but legitimate, arguments brought up by most opponents to
judicial oversight of drone strikes. The President also says he is willing to look into “the
establishment of an independent oversight board in the executive branch” which “avoids
those problems, but may introduce a layer of bureaucracy into national security decision-
making, without inspiring additional public confidence in the process.”*’ There are
ways where the “layer of bureaucracy” can be minimized, and public confidence would
surely be increased provided the panel is properly constructed. However, President
Obama seems to somewhat miss the point. The point is to ensure that targets are properly
selected and the right people are killed. Public confidence is just a byproduct of ensuring
that only those that truly deserve to die are killed and that the strikes are compliant with
international law.

Both of these options have been discussed in a previous section above, but it is
certainly a positive that the President is seriously considering additional oversight
options. One might argue that it is too little too late since the evidence shows that the
drone program is being downsized anyway, but that is not the case. The fact that the
drone program is being constrained to a more reasonable size opens the door for more

effective oversight. Any court or panel would have a less stressful load and could move
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more quickly in approving or rejecting possible strikes. The drone strike program will
not always be as massive as it was at its height in 2010, but it is certainly being
entrenched and technology is advancing to the point where more oversight may be able to
counteract any flaws arising from autonomy advances. Judicial or quasi-judicial bodies

388 and serve as checks to ensure that lethal strikes are

help keep humans “in the loop
properly approved. Each decision to kill a human being should be made with as many
safeguards as possible in place because it is the most solemn and profound decision any
governmental body will make.

All in all, it is difficult to predict whether there will be any noticeable changes
following President Obama’s speech. New and concrete codified rules are a major step
forward, but it is incredibly troubling that there were no such rules before now
considering the drone strike program has been operated for at least a decade. The fact
that the President also recognizes that civilians must be the highest priority is also a
positive sign. However, the President sent mixed messages with regard to the shrinking
of the drone strike program. He recognizes that there are negative moral and political
implications associated with drone strikes. There is a real possibility that the drone strike
program may have done more harm than good in the long term in that it may have created
more terrorists than it killed. If that is the case, it is difficult to see how the civilian
deaths caused by the drone strikes, regardless of whether the U.S. government

assessments or the nongovernmental claims on civilian deaths are to be believed, were

justified. President Obama seems to recognize this problem by acknowledging the moral
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difficulties associated with drone strikes. The President strongly defended the legality of
the war on terror as a whole and the drone strike program. This was no surprise as it is
impossible to imagine him admitting that his administration conducted a decade long
illegal operation. Finally, the fact that the President is willing to examine the possibility
of judicial or quasi-judicial oversight as an extra layer of safeguards for future drone
strikes is certainly one of the most positive developments to come out of his speech. It is
possible that he is merely playing lip service to the idea and it is clear he was hedging as
he was sure to mention legal and practical difficulties with the idea, but his mere mention

legitimizes the push for more oversight. This is a victory for accountability.

VIII. Conclusion

Drones certainly make killing enemies easier than other weapons while still
keeping collateral damage to a relative minimum, when used properly. As does
computer-based target selection. However, killing is not supposed to be easy. The
decision to end the life of a person who is not in the active process of trying to kill
another person, regardless of their organizational affiliation, should have numerous
checks in place. That target should be involved in the every day process of conducting
combat activities, essentially serving a role similar to a soldier in the U.S. military at the
2389

time they are killed. Drones “have fundamentally changed the nature of the game.

Anyone who has seen what a drone strike looks like from the video feed that the pilot
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sees will realize that it is not very graphic.”® Grainy video from high above displays
figures and objects that are only barely discernable. When the missile hits its target all
that the controller sees is an explosion. It is no more detailed or gory than playing a
typical videogame. As Rep. Dennis Kucinich points out, “we have slipped into spooky
new world where joystick gods manipulating robots deal death from the skies and then go
home and hug their children.”"

The point is not that drone strike should be prohibited. There is no doubt that
they save lives by completing missions that are very dangerous without boots on the
ground. They are also, in many ways, “surgical,” as the U.S. government likes to so
adamantly point out. The point is that when you are making killing so easy, and
removing many of the emotions that come to closer combat and the well thought out
decisions that go along with it, you do run the risk of trivializing the results. You run the

99392 It is

risk of falling for the “seduction” of drones that makes the process feel “costless.
tempting to expand their use to kill anyone who even appears to be interacting with

terrorists, a line the U.S. appears to have come dangerously close to crossing.

39 US Launched Deadly Drone Strike From Saudi Arabia: Reports, ABC News (Feb. 6,
2013)(video embedded in story shows typical drone strike video screen footage).
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A civilized and enlightened society should attempt to put a thoughtful process of
checks in front of the decision to summarily kill a person it has deemed is an enemy, but
who is not actively engaged in battlefield actions against that society. It may mean that
some of these enemies escape because the decision to pull the trigger is constrained by a
workable framework. Thoughtful and fair processes are slower. Yet that is the price that
must be paid in order to stand on a firm moral ground. There is a reason that area
bombing and firebombing are considered unlawful and morally repulsive. It was deemed
that these tactics were reprehensible and should be prohibited under international law,
despite the fact that they certainly are “easy” ways to devastate an enemy.

The use of drones is not inherently negative. When used properly, a drone can be
a wonderful tool that is a testament to the continued ingenuity of mankind’s growing
technical prowess. Fighter pilots no longer have to fly into extremely dangerous
territory. If a drone is shot down, all that is lost is money and possible technological
secrets. Their accuracy, despite possibly inflated claims of surgical precision, is
impressive. They can do more than just kill, including surveillance, mapping,
atmospheric testing, and much more. It is the use of the tool that ultimately comes into
question. In many ways, the drone strike operation has evolved into a “shadow war” that

393

may continue indefinitely. Some worry that “just about every indication points to a

further expansion of this hybrid military and intelligence activity in countries beyond war

zones.** Drones make the prospect of waging such an operation relatively simple,
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compared to waging such a targeted killing campaign without drones and having to either
send in troops or use “messy”’ techniques like dropping bombs on apartment buildings.
The danger that must be reigned in is an unending state of pseudo-warfare, with
fleets of drones patrolling the various continents, and a secret system of killing that
includes the targeting of American citizens deemed to be threats against the country. The
danger is that people will be condemned to die without taking any hostile actions. “The
United States’ conventional wars are winding down, but the government expects to
continue adding names to kill or capture lists for years.””> The U.S. may not even be
fighting actual conventional wars, but plans to keep on killing alleged enemies wherever
they may be found. The boundaries of wars are being literally erased by the use of
drones. Further, such a program becomes even more frightening as the system becomes
more computerized and mechanized. Is a country that was built on enlightened western
philosophies ready to allow computer algorithms to select targets that will be killed by an
unmanned drone in some far off location and absent any oversight outside of the
executive? The answer should be no. The human should always remain “in the loop”

even if it is a “weak link.”*®

%% Greg Miller, Plan for Hunting Terrorists Signals U.S. Intends to Keep Adding Names
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The use of drones appears to be almost addictive. Governments are entrusted
with protecting their people from outside threats. The 9/11 terrorist attacks shook the
U.S. to the core and challenged the notion of self-defense in the face of an enemy that
would resort to such tactics. How difficult would it be to hunt down such enemies when
they are hiding everywhere in the world, usually in places where U.S. troops would
encounter hostile locals the moment their feet touched the ground? The answer has been
to send no one. Unmanned drones can travel everywhere. No one has to deal with
unruly locals or unfriendly governments. Sure, it is likely a violation of sovereignty to
fly over some unwelcoming countries in order to kill suspected terrorist, but what can
they do except protest? Most of these places have failing governments anyway.
Terrorists can be killed before they even take any action, so long as they are members of
a group deemed by the U.S. government to be an imminent threat.

These are dangerous precedents to be setting, especially when international law is
so influenced by state practice and appears to be infirm with regard to killing terrorists in
non-battlefield situations. Yet it is unlikely that any real effort will come from within due
to the fact that it appears to be a massive success on the surface. “Counterterrorism
experts said the reliance on targeted killing is self-perpetuating; yielding undeniable
short-term results that may obscure long-term costs.”™’ The killing goes on and enemies
are eliminated, but what is the end game? “The problem with the drone is it’s like your
lawn mower,” said Bruce Riedel, a former CIA analyst and Obama counterterrorism

adviser. “You’ve got to mow the lawn all the time. The minute you stop mowing, the
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grass is going to grow back.”*® Is the result really worth the cost? The most powerful
country in the world, which has shaped international law for the past century, is
legitimizing a questionable program of killing that has no foreseeable end. In fact, just
over a decade ago the U.S. believed that targeted killing was abhorrent. Thousands are
dying, innocent and guilty, and the process is becoming more entrenched and classified.
At a minimum, the American people should have access to the processes and safeguards
behind the program so that they can decide whether this type of killing should continue in
their name. Further, the safeguards should be as stringent as possible, even if there is a
drop in effectiveness, because when you are meting out death you should be as close to

positive as possible that the person is deserving of such a fate.
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