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Abstract of Praxis

A Predictive Machine Learning Approach to Cost Risk Management in Major
Defense Acquisition Programs

This Praxis aims to create a decision support tool by analyzing data collected by
the Government Accountability Office for the Department of Defense’s Major
Development Acquisition Programs over the past two decades. The study aims to tackle
the cost overruns highlighted in the Government Accountability Office’s 2003 — 2023
report by exploring data analytics, sentiment analysis, and machine learning techniques.
By examining performance metrics, this study seeks to develop a model that provides
insights and actionable strategies for proactively mitigating cost risks by stakeholders in
the Department of Defense and Prime Contractors. Furthermore, this research has
practical significance as it presents an approach to risk management in defense
acquisition. It is organized into five chapters that delve into the development of the tool,
its methodology, and its practical application for enhancing decision-making and
operational efficiency in defense acquisition endeavors. This research contributes to

academia and is a resource for enhancing cost performance in major defense programs.
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Chapter 1: Introduction
1.1 Background and Context

In 2023, the Government Accountability Office (GAO) reported that the
Department of Defense (DoD) had an acquisition portfolio that included 75 Major
Development Acquisition Programs (MDAPs) with a total cost of $1.9 billion (GAO,
2023). These programs have a financial impact and pose financial risks to taxpayers and
the government. For the DoD to maintain readiness and ensure that the DoD maintains its
technological advantage, it is paramount for DoD contractors and their respective
branches to execute these programs within the cost and schedule budget.

The GAO reports to Congress on the performance of DoD acquisition efforts.
Additionally, it provides transparency to taxpayers and benchmarking performance for
the companies the DoD contracts for weapon system development. The information used
for this study comes from an open-source report covering 2003 to 2023, offering insights
into program efficiency, cost management, and potential risks. The data in these reports is
robust and could be used to develop risk management strategies.

This study aims to create a decision support tool tailored explicitly to program
management needs within the DoD and relevant defense contractors. This study will
explore various statistical and machine learning techniques to give stakeholders insights
and strategies to anticipate and reduce cost risk.

1.2 Problem Statement
"The DoD experienced a 337 billion total cost increase from 2022-2023 despite

an 11% reduction in the total number of MDAPs” (GAO, 2023).



This issue has implications for defense and resource allocation within the DoD. It
is crucial to address this problem to optimize the cost and schedule efficiency of MDAPs
while ensuring the deployment of emerging defense capabilities and technologies.

Acquiring and managing MDAPs within the DoD presents complex and
expensive challenges. Program and engineering leaders use their best efforts to allocate
resources, control acquisition cycle times, and manage risks effectively. The traditional
risk assessment methods used by the DoD often need to provide insights that can be acted
upon promptly. As a result, cost overruns, schedule delays, and operational inefficiencies
occur (Fine, 2019).

A tool must be developed to analyze historical quantitative and qualitative data to
significantly enhance risk management practices, identify trends, and accurately predict
potential risks. This tool would enable leadership to prioritize risk by providing insights
to leaders in program management.

1.3 Thesis Statement

"The DoD needs a decision support tool to predict cost overruns in Major
Defense Acquisition Programs (MDAPs)" (GAO, 2023).

This study will explore various statistical and machine learning models that could
be applied to the data contained in the annual GAO reports using the Python
programming language. The model will serve as a tool for DoD project managers and
decision-makers during the planning and execution phases of MDAPs, enabling them to
manage schedule and cost risks. Leveraging data-driven approaches could solve the
challenges outlined in the problem statement by predicting and mitigating delays and cost

overruns in MDAPs.



Implementing these techniques will seek to integrate the culmination of the GAO report
for best use in a multi-variable analysis. Furthermore, beyond its application within the
DoD context, the model and methodology could also benefit industries dealing with
large-scale projects involving stakeholders aiming for improved customer satisfaction.
1.4 Research Objectives

This praxis aims to create a decision support tool for MDAPs to assess the risk
associated with cost overruns. This tool will utilize data from the GAO sentiment analysis

and machine learning techniques to achieve the following objectives:

I.  Analyze GAO Reports by extracting information from GAO reports and
transposing the data to a spreadsheet for further analysis.
II.  Clean and standardize the data as needed.
III.  Predict increases in total unit cost by exploring machine learning algorithms such
as the Random Forest classifier and multi-variable linear regression.
IV.  Provide Actionable Insights to stakeholders for effective risk management and

decision-making.

Obtaining these objectives will add to the overall body of knowledge in engineering
management and could be used as a resource for the DoD and its contractors.
1.5 Research Questions and Hypotheses

This research relies on data compiled by the GAO to create a decision support
tool. The study aims to address the following research questions and hypotheses:
Research Question 1: How does the status of product knowledge at development start

impact cost growth in defense acquisition programs?



Research Question 2: To what extent can machine learning models outperform
traditional methods in predicting cost increases in MDAPs?
Research Question 3: What role does GAO sentiment play in predicting MDAP cost
increases?
Hypothesis 1: Machine learning models trained on GAO weapon systems assessment
data can effectively predict cost increases in MDAPs.
Hypothesis 2: The level of product knowledge obtained at development start is a
significant predictor of cost increases.
Hypothesis 3: GAO sentiment is a predictor of MDAP Cost increases.
1.6 Significance of the Study

The significance of this study is twofold, with implications for the existing BoK
in Engineering Management and defense acquisition risk management. Developing a risk
management tool tailored to defense programs addresses a crucial gap in current literature
and practice. The tool developed through this study will aid decision-makers within the
DoD in identifying risks associated with acquisition programs, potentially avoiding costly
setbacks. The innovative use of data analytics, machine learning techniques, and
sentiment analysis goes beyond defense acquisition. This approach expands our
knowledge by showcasing how advanced analytics and machine learning can be
practically applied in risk management within government programs.
1.7 Research Scope and Limitations

The scope of this research is limited explicitly to providing an analysis of
MDAPs. The study did not evaluate Middle Tier Acquisition (MTA) programs because

smaller programs could yield significantly different results. Additionally, the format of



the data available was drastically different, which would result in the loss of some

features. As a result, this research scope only applies to MDAPs evaluated by the GAO.

1.7.1 Research Scope

I.  MDAP Focus: While the data for MTA activities was available in the GAO
reports, the data needed to be factored in for this research. This study focuses on
the 113 MDAPs within the DoD assessed from 2003 — 2023 via GAO Weapon
System Annual Assessments.

II.  Data Sources: The data was derived from appendixes in the GAO Weapon System
Annual Assessment. While other data was available in the report, it needed to be
factored in as it was sporadic and not applicable to any program.

III.  Methodology: The research methods were limited to data analytics, sentiment
analysis, and machine learning techniques, with Python being the primary tool for
data processing and analysis.

IV.  Deliverable Format: The final product will be an interactive Python-based tool
that facilitates assessing MDAPs' cost performance based on historical trend
analysis.

1.7.2 Research Limitations

I.  Data Availability: The study relies on the data of GAO Weapon System Annual
Assessments. Due to the classified nature of DoD programs, unacknowledged
programs could exist, and the data would otherwise be unavailable.

II.  Scope of Sentiment Analysis: Sentiment analysis is limited to the corresponding
GAO program-specific analysis. No outside sources regarding the opinion of DoD

programs were used in this study.
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Generalization: Findings and predictions derived from the models evaluated in
this study are based on historical data and patterns. These results do not account
for defense policy changes and the political waters' general ebb and flow.
External Factors: External factors like geopolitical events could change DoD
priorities regarding spending. Additionally, due to this change, the DoD could
pressure contractors to reallocate resources based on a desired capability. This
was also not factored into any model.

Limited Predictive Horizon: Machine learning models can predict future trends
based on historical data—however, their predictive ability needs to improve with
expanded time horizons.

Dependency on Data Quality: The accuracy of the models developed is contingent
on the quality of the data sources used. Since this data is presented to the US
Congress, it is assumed that it is of the highest caliber.

Specificity: The research only addresses cost and schedule performance. The

quality of the product delivered to the DoD is not considered.

1.7.3 Summary of Scope and Limitations

The scope of this praxis conducts a deep dive into many quantitative aspects of

DoD MDAPs. However, it is essential to recognize the numerous inputs that have an

overarching effect on DoD cost and schedule performance.

1.8 Structure of the Praxis

This praxis is organized into five chapters based on a standard praxis template. The

structure of the praxis is outlined as follows:

L

Chapter 1: Introduction (Current Chapter)



IL.
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IV.
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e Provides an overview of the research, problem statement, objectives,
research questions, hypotheses, and the structure of the praxis.
Chapter 2: Literature Review
o Evaluate relevant literature on defense acquisition, risk management, data
analytics, sentiment analysis, and machine learning techniques.
Chapter 3: Methodology
e Explains in detail the methodology employed in developing the decision
support tool.
Chapter 4: Results
o Presents the results of the applied models and explains the outcomes.
Chapter 5: Discussion and Conclusion
e Validation of hypotheses.
e Discusses the findings, limitations, and recommendations for further
research, concluding with recommendations for practice and further

research.

References: Citations and Literature

o lists references cited throughout the praxis.

Appendices: Supplementary Materials

e This section includes supplementary materials such as code snippets,
visual statistics, data sources, and additional information relevant to the

research.



Chapter 2: Literature Review
This chapter reviews available literature regarding the metrics and methods the
DoD uses to evaluate the cost and schedule risks of MDAPs acquired by the DoD.
Additionally, it evaluates the methods necessary to develop the models needed to
complete the validations of the research questions and hypotheses.
2.1 Introduction to DoD Weapon System Acquisition
As of 2023, the DoD had an MDAP acquisition portfolio of 75 programs with a
total planned investment of $1,914 billion (GAO, 2023). As a result of these high costs,
the DoD and Congress require strict protocols and oversight to ensure the contractors
developing these weapon systems are as efficient as possible and make the best use of the
funds allocated by Congress. The overarching DoD instruction used for defense
acquisition is DoD Directive 5000.01, "The Defense Acquisition System." This directive
provides the overarching policies that govern the acquisition of all DoD weapons
systems. The directive is decomposed based on six tenets (DoD, 2018a):
L. Deliver performance at the speed of relevance.
II.  Empower people to make decisions and take risks.
II.  Build trust and collaboration.
Iv. Invest in innovation and technology.
V.  Streamline and simplify processes.
VI.  Hold ourselves accountable for results.
Derived for DoDD 5000.01 is DoD Instruction 5000.02, "Operation of the
Adaptive Acquisition Framework." This instruction details the policies and procedures

for managing DoD acquisition programs. The instruction provides multiple pathways for



acquisition officials based on the size and complexity of the program. This is called the

"Adaptive Acquisition Framework (AAF)". The AFF is based on three principles (DoD,

2020):

L

IL.

I1I.

Risk-based decision making: A risk-based approach to decision-making about
acquisition programs.

Tailoring: Allows the DoD to tailor the acquisition process to the specific needs of
each program.

Collaboration: Emphasizes collaboration between the DoD and contractors.

Additionally, the AAF specifies three acquisition pathways (DoD, 2020):

L

IL.

I1I.

Milestone-based acquisition: Traditional DoD acquisition pathway used for high-
risk programs; requires the use of Earned Value Management (EVM).

Middle tier of acquisition (MTA): Used for programs with fewer complex
programs.

Urgent capability acquisition: Used for rapid development programs that must be

acquired quickly to meet critical needs.

Finally, the AFF defines programs into three distinct categories (DoD, 2020):

L

IL.

I1I.

Major defense acquisition programs (MDAPs): The most complex and high-risk
DoD acquisition programs.

Major automated information system (MAIS) programs: Involve developing or
acquiring major automated information systems.

Other programs: All other DoD acquisition programs that do not fall into the

MDAP or MAIS categories.



Only MDAPs will be evaluated for this study. While data was available for many
MTAs, it had significantly fewer data points than MDAPs and would reduce feature
selection.
2.2 Role of Governmental Oversight in Acquisition

The DoD must acquire and develop innovative weapon systems to ensure mission
readiness of the services. However, cost considerations must be balanced with the need
for capability. According to DoD Directive 5000.01, "The defense acquisition system will
be designed to acquire products and services that satisfy user needs with measurable and
timely improvements to mission capability." (DoD, 2018).
2.2.1 Government Accountability Office (GAQO) Weapon System Annual
Assessments

“The Government Accountability Office (GAO) is a nonpartisan agency that
provides Congress, the heads of executive agencies, and the public with timely, fact-
based information that can be used to improve government and save taxpayers billions of
dollars” (GAO, n.d., para. 1). Since 2003, the GAO has provided an open-source report
featured on their website detailing the several aspects of DoD acquisition efforts. The
reports specifically aim to “Provide congressional and DoD decision makers with an
independent, knowledge-based assessment of defense programs that identifies potential
risks and offers an opportunity for action when a program’s projected attainment of
knowledge diverges from the best practice. It can also highlight those programs that

employ practices worthy of emulation by other programs” (GAO, 2003, p. 2).

10



2.2.2 Weapon System Annual Assessment Program Office Comments
The GAO provides a written assessment that incorporates program office
comments and provides the assessment on page two of the program assessment. This data

1s in a standardized format broken into four sections:

I.  Technical Maturity, Design Stability, and Production Readiness
II.  Software and Cyber Security
1. Other Program Issues

Iv.  Program Office Comments

These write-ups give insights that go past the quantitative data to further expand on
current and potential issues.
2.3 DoD Risk Management Methods

Risk analysis is key in the acquisition process to help measure future uncertainties
and ensure programs stay within cost and schedule constraints. "The DoD applies risk
management to acquisition programs throughout the program's lifecycle, from
development to disposal" (DoDI 5000.90, 2020). In addition, "the DoD uses a risk-based
approach to ensure that decisions about program planning, execution, and oversight are
based on the risks to the program's cost, schedule, performance, and security" (DoDI
5000.02, 2021).

The DoD's risk management framework (RMF) is based on the following
principles (DoDI 5000.90, 2020):

I.  Risk identification: The DoD identifies risks early in the acquisition
process, during the concept development and requirements definition

phases. Risks are identified by considering the program's technical
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complexity, the novelty of the technology, the maturity of the supply base, and the
operational environment (DoD, 2020).
II.  Risk assessment: The DoD assesses the likelihood and impact of each risk to
determine its overall severity (DoDI 5000.90, 2020).
1. Risk mitigation: The DoD develops and implements mitigation plans to reduce
the likelihood and impact of high-severity risks (DoDI 5000.90, 2020).
Iv.  Risk monitoring: The DoD monitors risks throughout the acquisition process to
identify new risks and assess the effectiveness of mitigation plans (DoDI 5000.90,
2020).
2.3.1 DoD Risk Management Application
The practical application of risk management by DoD PMs is continuously
evolving as development methods such as Agile are adopted; however, the cornerstone of
buying down risk is still achieved through earned value management (EVM) and
meticulous management of an integrated master schedule (IMS) (DoDI 5000.02, 2021).
To tie the EVM and IMS data together and evaluate risk, PMs utilize a 5x5 Risk Cube to

assess the probability and consequence of a risk should it be realized (DoD, 2014, p. 40).
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Figure 2-1. DoD Risk Register

The risk cube evaluates risk control and how it could impact program risk over

time. It highlights the importance of regularly reviewing risk assessments and control

strategies. As risk control efforts prove successful, high-risk areas move closer to lower-

risk categories on the matrix. This necessitates ongoing evaluation and communication

with other risk management activities like identification, analysis, and mitigation (DoD,

2014).

This model for managing risk is the widely adopted system used by PMs within

the DoD. This system uses ordinal numbers that correspond to some future risk or

opportunity. Once established, PMs decide how to treat the risk by accepting, avoiding,

transferring, or controlling. Once determined, the PM can manage risks through a risk
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register and be systematically tracked through the Integrated Master Plan (IMP), IMS,
and EVM baselines (DoD, 2021, p. 120).
2.3.2 Deficiencies in Risk Management

While using risk matrices is intuitive and the most widely adopted method of
managing risk within the DoD, it still draws criticism. Using risk matrices, a PM assigns
identical ratings to quantitatively very different risks, referred to as Risk Compression
(Aven, 2011). This leaves a margin for error if the engineering team needs to prioritize
risk properly.

"Risk matrices can lead to errors by PMs mistakenly assigning higher qualitative
ratings to quantitatively smaller risks" (Cox, 2008). As a result, it becomes possible to
rate a risk higher for low likelihood but significant consequences than for high likelihood
but low consequences. This may result in suboptimal resource allocation. The trade-off
could be a missed opportunity to mitigate high-impact risks.

Risk matrices may not accurately capture the negative correlation between some
risks (Cox, 2008). Due to the simplistic nature of the risk cube, tracking risk using ordinal
numbers could have misleading results; specifically, a risk that reduces the likelihood of
another risk may be rated as a negative risk.

Finally, the current process for managing risk could result in ambiguous inputs
and outputs. The categories used in risk matrices can be subjective and ambiguous,
leading to inconsistent ratings and difficulties in interpreting the results (Cox, 2008).

2.4 DoD Acquisition Cost and Schedule Risk Studies
Cost and Schedule risk is the most significant challenge for the DoD in acquiring

MDAPs. In 2023, the GAO reported that the net cost for the 32 MDAPs assessed
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increased by $37 billion (GAO, 2023). Most of the significant published research on DoD
cost and schedule analysis is conducted by the GAO, the Institute for Defense Analysis
(IDA), and the RAND Corporation—studies on DoD spending date back to the 1950s,
with various research methods used. Most of the research available is qualitative or uses
simple statistical inference. In 2004, the United States Air Force (USAF) conducted a
meta-analysis to survey the cost growth of DoD weapon system acquisition. The research
examined 11 studies conducted from 1992 — 2001, and one of the key findings was that
cost growth is a complex and nonlinear phenomenon. Additionally, a lack of reliable and
comprehensive data on cost growth makes it difficult to develop accurate models (Sipple
et al., 2004).

While the DoD has taken steps to reduce risk in these large programs through the
Adaptive Acquisition Framework, there is limited evidence that more sophisticated
methods, such as machine learning (ML), have been applied to the significant amount of
cost and schedule data available.

2.4.1 Overview of Machine Learning for Predictive Models

Based on the evaluation of the literature, specific research regarding the
application of ML to cost and schedule risk within the DoD is limited. Most work done in
this area evaluates predicting cost risk within the private sector to maximize profits or
gain efficiencies. While not directly applicable to the DoD, the basic ML principles could
be applied given sufficient data. This section will focus on an overview of basic ML
concepts and how they generically apply to predictive cost.

Recently, ML has emerged as an effective tool in predictive cost modeling. ML's

ability to analyze datasets allows for accurate cost forecasting, giving businesses,
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organizations, and government agencies a competitive advantage by making faster
decisions, optimizing resource allocation, and mitigating risks. Some of the ML

algorithms used are:

I.  Linear regression evaluates the linear relationship between costs and their drivers.
II.  Logistic regression excels at predicting cost outcomes.

III.  Decision trees offer insights through their tree decision rules, while random
forests enhance prediction accuracy by combining multiple decision trees to
reduce overfitting risk.

IV.  Naive Bayes is a probabilistic classifier efficient in handling large datasets when

assuming the value of a variable is independent of other features value.

The integration of ML into cost modeling brings advantages. ML algorithms offer
improved accuracy compared to models, resulting in informed strategic decision-making.
These algorithms can identify hidden patterns in cost data, providing insights into the
factors that drive costs. Moreover, ML models can be used regularly and adjusted with
data, ensuring their relevance and precision over time. Additionally, ML-based models
are highly scalable and automated, enabling them to handle complex datasets. This
reduces the need for effort and enables accurate cost forecasting across various scenarios.

The applications of ML in predictive cost modeling are extensive and diverse. In
the construction industry, ML assists in predicting project costs by considering project
specifications, historical data, and market conditions. ML models analyze demographics,
medical history, and utilization patterns in healthcare to predict costs effectively.
Insurance companies benefit from ML's enhanced risk assessment capabilities for setting

premiums. The manufacturing sector relies on cost estimation for optimizing production
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processes and managing profitability—areas where ML plays a role. Additionally, supply
chain management dramatically benefits from ML by predicting disruptions, optimizing
inventory levels, and reducing transportation costs—ultimately improving efficiency and
resilience (Hutter et al, 2019).

ML has a significant impact across many industries demonstrating a robust ability
to help mitigate cost risks. The capacity to derive knowledge from datasets enables
businesses and organizations to make better decisions, optimize resources, and reduce
risks. As ML technologies progress, their usage in predictive cost modeling will
ultimately expand and become more sophisticated, creating cost management and
strategic planning changes.

2.4.2 Linear Regression Model

A Linear Regression model is a simplistic way for PMs to estimate the cost of a
DoD program. Because of the substantial amount of data available based on previous
program actuals, a linear regression model could be the simplest method of determining
cost based on predictor variables such as program size, timeline, complexity, product
knowledge, or even lines of code that can be reused. In a 2020 IEEE Aerospace
Conference, a paper was presented that detailed the results of a cost model that estimated
the parts cost of NASA electronics, electrical, and electro-mechanical components (EEE)
in the early design phases of the program. The team used mission data, technical input,
and potential cost drivers for the research. The linear regression model resulted in ~ 68%
of the total EEE parts cost with a ~ 37% error range. The authors acknowledge that a

~37% error is higher than desired; however, this evaluation was a good step in the right
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direction to begin the analysis of cost drivers in large government-acquired programs
(Hahn & Sholder, 2020).
2.4.3 Logistic Regression
Logistic regression is a versatile tool that can be applied to non-linear problems as a
classifier (Wu & Li, 2018). In a 2018 journal, research was conducted using logistic
regression to predict customer churn using big data found in communications, finance,
and education. The specific study was focused on the airlines and the loss of customers.
In this study, churn was defined as:
o “Churn clients: the number of flights in the second year is less than 0.5 over the
number of flights in the first year.”
e Not churn clients: the number of flights in the second year is more than 0.5 over
the number of flights in the first year” (Wu & Li, 2018, p.2).
The data set consisted of three separate groups of 25,000 samples of airline clients with
15 attributes such as sex, age, number of flights, etc.. Then the data was broken up into a
training dataset of 20,000 samples with the remaining 5000 to verify the model. Then,
specific items such as Precision, Recall, F1-Score, and Accuracy were evaluated, where
all metrics were in the high 80% to low 90%, meaning the analysis performed well in
predicting a churn issue for the airline. While not specific to cost, Logistic Regression
could be a favorable model to evaluate for this research (Wu & Li, 2018).
2.4.4 Random Forest
Random Forest is an ensemble learning method that can be used for both
classification and regression tasks. They're known for their robustness to handle outliers

and ability to handle large datasets with higher dimensionality (Breiman, 2001). In a
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2016 journal article, research was conducted using several types of ML classification
methods in an agile software development environment and found that the use of
Random Forest to estimate cost and effort was less effective at predicting cost estimates
than agile planning poker, which consists of expert judgment (Moharreri et al., 2016).
However, according to (Caruana et al., 2008), Random Forest is best utilized when
learning from large datasets to avoid overfitting.
2.4.5 Naive Bayes

Naive Bayes is a classification model that is based on Bayes' theorem. The
mathematical theorem is the groundwork for the design of a learning algorithm. “Given
that we wish to learn some target function f: X — Y, or equivalently, P(Y|X), we use the
training data to learn estimates of P(X|Y) and P(Y)” (Mitchell, 2020). According to a
journal article that reviewed the most common ML algorithms, “Naive Bayes is best
utilized when text classification is used as the target” (Moharreri et al., 2016) . Of all ML
algorithms, the Naive Bayes model performed the worst among the nine classifiers that
were examined in the study, with a probability of a correct estimate of 12.2%;
additionally, in the experiment, over-estimates occurred at 50.4% (Moharreri et al., 2016).
2.4.6 Decision Trees, J48

J48 is an algorithm located within the WEKA data mining tool that is an open-
source Java implementation of the C4.5 algorithm (Moharreri et al., 2016). The algorithm
generates decision trees that can be used for classification purposes (Cigsar & Unal,
2019). In a recent study, J48 was used compared to other classification models to evaluate
the cost predictions in agile development programs. The J48 decision tree had several

features common to agile sprint planning. Most notably, story points that traditionally
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follow a finocchi sequence for estimating effort. The tree would then decide how to split
the dataset based on effort categories. The model was prepared with Planning Poker (PP)
and without, and the performance was evaluated. The J48 and J48+PP outperformed all
other classifiers, with J48+PP having the best estimation probabilities (Moharreri et al.,
2016).:
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Figure 2-2. Machine Learning Performance (Moharreri et al., 2016)

2.5 Natural Language Processing (NLP) and Sentiment Analysis

More research needs to be conducted on using sentiment analysis concerning cost
risk. However, some studies have evaluated stock prices based on sentiment analysis. In a
study conducted in 2014 by Wu, Zheng, and Olson, research was conducted on online
forums to evaluate if there was a correlation between the sentiment of online post
opinions and stock prices. A machine learning approach was used where the data was
processed using an n-grams model, which is a method of speech tagging that will
ultimately result in a positive or negative result, or in the case of the study, bullish or

bearish (Wu et al., 2014).
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A second approach that was used in the study was a lexicon approach. The
Lexicon Approach in sentiment analysis uses a predefined library, each associated with a
sentiment score that provides an overall sentiment of a text. Each word in the text is
matched with the lexicon to find a sentiment value that is positive, negative, or neutral.
The scores of individual words are then aggregated to give a sentiment score for the
entire text (Wu et al., 2014).

While the literature is limited on NLP used as a risk management tool, a closely
related concept of using NLP for analyzing customer satisfaction did yield more results.
A paper published at the 25th International Conference on Information Technology (IT)
reviewed 50,000 online reviews from TripAdvisor from 2016 —2019. The analysis
systematically discovered pain points consumers felt to provide management with
actionable information and reduce customer churn (Alibasic & Popovic, 2021). The
article is very relevant as defense contracting is a customer-facing business. In many
respects, the write-up conducted by the program office and presented to the GAO is the
customer's opinion of the product they have purchased. Using NLP to evaluate customer
sentiment can provide insights quicker than purely waiting for deltas in sales.

2.6 Gaps in Literature in DoD Cost and Risk

While there is a vast body of literature on DoD's cost and risk management, there
are notable gaps. More research needs to be done on applying risk management using
various machine learning techniques. With the amount of open-source data available, the
DoD could improve program performance by utilizing fewer primitive techniques.

In addition to the limited exploration of machine learning applications within

DoD cost and risk management, more studies need to quantify the effectiveness of how
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machine learning techniques could offer value in defense acquisition. Additionally, the
classified nature of defense programs presents challenges unique to the government that
still need to be fully addressed in current literature. Studies are particularly needed to
integrate unstructured data sources, such as expert opinions and text from reports, with
quantitative data to enhance prediction models.

Furthermore, existing studies often need to account for external factors such as
technological, organizational, and political events that often influence the direction of
defense programs. This gap highlights the need for multidisciplinary approaches
considering algorithmic performance and the human factors impacting machine learning
outcomes. The ability to capture these features would add significantly greater fidelity to
future models developed by researchers.

Last, the literature does not sufficiently address the ethical and security
implications of applying machine learning in a defense context, particularly regarding the
algorithms' transparency, explain ability, and potential biases. Because of the secure
nature of the DoD, there will always be concerns about how the adaptation of ML/AI will

impact national security.
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Chapter 3: Methodology

3.1 Introduction

This chapter will detail the methods selected for this praxis to perform an in-depth
statistical analysis of the 20 years of GAO MDAP data. The entire dataset and the
specific definitions of the features will be summarized. First, the chapter will go into
specific details of data scraping and custom metrics. Second, the chapter will discuss the
exploration of using simple linear regression and how it was applied to identify patterns
in distribution in addition to possible correlation with other predictors. Third, a deep dive
into how machine learning techniques were utilized to find less subtle patterns that could
not commonly be recognized through traditional statistical analysis and expert judgment.
Finally, the dataset for the model will be split into a test and training where the various
features will be toggled to obtain the best accuracy outcomes.
3.2 Research and Model Framework

The methodology used in this praxis will compare and contrast multi-variable
linear regression with machine learning. Then, the outcomes will be evaluated in Chapter
4 against the research questions and hypothesis. Figure 3-1 provides a graphical
representation of the process from data source selection to research hypothesis validation.

Every step will be explained in detail in the subsequent sections of this chapter.
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Figure 3-1. Model Architecture

3.3 Selection and Analysis of Data
The data selected for analysis in this praxis was obtained via the 2003 — 2023

GAO Weapon System Annual Assessments, Appendix 1, separated by the DoD branches
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of the military. The specific portion of the report utilized was the corresponding two-page
report compiled for each DoD acquisition program. Every data that could be pulled from
the two-page report was manually entered into an Excel spreadsheet for year-by-year
comparison and trend analysis. The data scrape resulted in data collection for 113 DoD
Programs with 38 variables and attributes for a total of 26,263 individual data points.

Over the 20 years, the format and structure of the GAO reports became more
sophisticated, providing more granularity in data and adding new data points. For
example, starting in 2020, the GAO began collecting information about what software
development method contractors used, i.e., Agile, DevOps, etc. To ensure that all 20
years of data could be utilized, only data points available in the original 2003 report were
collected in the data scrape. Finally, because the reporting structure of MTAs was so
drastically different from the MDAPs, MTA data, while abundant, was not considered for
evaluation in this praxis.
3.3.1 GAO Two-Page MDAP Assessment

For every program assessed by the GAO, a two-page report is provided that
"discusses cost and schedule performance, technology, design, and manufacturing
knowledge obtained, software and cybersecurity efforts, as well as other program issues”
(GAO, 2023, p. 69). In addition, the GAO provides general recommendations to the DoD
Acquisition community as a whole and specific recommendations for individual
programs when appropriate.
3.3.2 The Knowledge-Based Approach to DoD Acquisition

In 1998, the GAO issued a report titled "Best Practices: Using a Knowledge-

Based Approach to Improve Weapon Acquisition," this study recommended that the DoD
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adopt a knowledge-based approach to weapon system acquisition. The knowledge-based
approach emphasized the importance of obtaining product knowledge and learning during
the acquisition process, thus creating a culture of continuous improvement (GAO, 1998).
The GAO report claimed a knowledge-based approach would improve acquisition
cost, schedule, and performance. The study also found that a knowledge-based approach
would likely help the DoD reduce risk and improve its ability to respond to ever-
changing requirements (GAO, 1998). The screenshot below from the GAO shows how

product knowledge is captured for analysis.
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Figure 3-2. Attainment of Product Knowledge (GAO, 2023)

By and large, the GAO assesses the attainment of product knowledge based on where the
program lies in the waterfall. Then, the GAO takes the findings and reports where they
started compared to where they are at the time of GAO assessment.
3.3.3 Weapon System Annual Assessment Cost Data

The GAO Weapon Systems Annual Assessments provide abundant cost data that
provide insights and trends for engineering and program managers (PM). In addition to
the total acquisition cost, the report further decomposes the cost of acquiring an MDAP

by detailing research and development, procurement, and sustainment costs. Also, the
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GAO records the total quantities procured to provide the acquisition cost per unit. Finally,

it should be noted that the historical costs are adjusted for inflation each year to provide

an accurate cost based on the value of money for the year the report was created (GAO,

2023).
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Figure 3.3. GAO Data Source Example (GAOQO, 2023)

3.3.4 Weapon System Annual Assessment Schedule Data

Schedule data in the GAO reports following the traditional Waterfall timeline,

where you have milestones "A", "B", and "C" that overlap with the development and

procurement schedule, Initial Operational Capability (IOC), and Full Operational

Capability (FOC). The GAO also provides the acquisition cycle times so schedule growth

and delays can be evaluated each year via the original schedule when the program was

baselined (GAO, 2023).
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Figure 3-4 Systems Engineering Milestones (GAO, 2023)

Where the program is on this timeline will impact what amount of product knowledge

should be obtained as a best practice determined by the DoD. As programs fall behind,

more attention is given to DoD oversight.
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Figure 3-5. GAO Annual Weapon Systems Assessment Two-Page Report (GAO,
2023)
Last, the second page of the two-page report was analytical in nature. It provided
a written explanation of the quantifiable data contained on the first page that detailed
program issues and trends, recommendations from the program office, and the status of
product knowledge. To capture this data and utilize the whole report, the write-up for
each program was copied into a single Excel cell so Python could interpret the data for

sentiment analysis.
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Figure 3-6. Page Two Data Processing Example
3.3.5 Data Definitions
The following data was extracted from the GAO reports and evaluated for target
and feature selection:
L. Year: The year of the report.
II.  DoD Program: The program is assessed.
1. Prime Contractor: Contractor responsible for development.
Iv.  DoD Branch: The specific branch requiring the acquisition.
V.  Program Start Date: The inception date of the program.
VL. Acquisition Metrics: Various aspects of the acquisition cycle:
e Total Cost Per Unit
e Acquisition Cycle Time (ACT)
e Percent Change in ACT
VIL.  Financial Metrics: Detailed financial parameters:

e Total Program Cost
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e Percent Change in Total Program Cost

e Development Cost (DC)

e Percent Change in DC

e Procurement Cost (PC)

e Percent Change in PC
VIII.  Operational Metrics: Insights into the program's execution:

o Total Cost Per Unit

e Total Quantity Sold (TQS)

e Percent Change in Total Quantity Sold

o Attainment of Product Knowledge (Development Start)

o Attainment of Product Knowledge (Current)
3.4 Descriptive Statistics

The first step in the data preprocessing was to capture descriptive statistics. This

was a critical first step for the research because it provides an overview of the features
found in the GAO's report. Compiling these statistics in a spreadsheet along with
graphical aids such as histograms gave the ability to identify patterns and trends that are
not noticeable through general analysis. Additionally, compiling descriptive statistics is
critical for identifying outliers and what models would best fit the dataset (Becerra et al.,
2021). For the descriptive statistics in this study, the primary goal was to obtain a high-
level understanding of the data before going into a deep dive. To accomplish this, a
Python library (scipy.stats) was used, and from that library, the outputs found in Table 3-1
were derived. This data was populated into an Excel spreadsheet. Additionally, the

Python script was written to output histograms for each variable.

31



Statistic Description

count The number of non-missing values in the dataset.

mean The average value of the dataset.

std A meazure of the amount of variation or dispersion in the dataset

min The smallest value in the dataset.

2504 The value below which 25% of the data falls.

5004 The middle value of the dataset (also known as the 30th percentile).
750G The value below which 75% of the data falls.

max The largest value in the dataset.

A measure of the asymmetry of the probability distribution of the dataset; a value greater than
zero indicates a tail on the right side.

A measure of the "tailedness" of the probability distribution of the dataset; higher kurtosis
indicates a distribution with heavier tails and a sharper peak.

skew

kurtosis

Table 3-1. Descriptive Statistic Profile

3.4.1 Data Cleaning

Data cleaning was essential in getting the dataset groomed for machine learning
applications. The GAO collected the data yearly; however, because the data had to be
copied into an Excel spreadsheet and sorted by program, we were left with missing
values. In some instances, the data could be captured from other reports that had
subsequently found it and added to a later report. For example, a report may have listed
N/A for the initial development costs; however, this data was then annotated in the
following year's report. In this case, the data was manually imputed into the spreadsheet;
however, when there were gaps, more sophisticated methods were needed to keep from
omitting that program's data. Specifically, it is problematic for Python to have blank or
character values when expecting a float or integer. Mean, median, mode and more
sophisticated methods like K-Nearest Neighbors (KNN) were evaluated for imputation.
3.4.2 K-Nearest Neighbor

K-Nearest Neighbor, an effective machine learning tool, can also be used to clean
data in the preprocessing stage. In the dataset used for this study, all features and targets

were in the same categorical class, which is a crucial component for using KNN to handle
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missing or omitted values in the dataset. KNN is used in data imputation works by
finding the 'k’ closest data points (neighbors) to the missing value and using those values
to estimate the missing data. In this praxis, KNN was chosen for its effectiveness in
handling missing or omitted values in the dataset due to its ability to utilize the data's
inherent structure. Because the data points have meaningful relationships and similarities,
this method provides higher fidelity than other methods, such as using the median or
mode of the data to address missing values (Wang et al., 2020).
3.5 Tailored Metrics
Two custom metrics were developed to contextualize the data and quantify the
qualitative data on the second page of the reports.
3.5.1 Program Efficiency Metric
This metric was formulated to quantify the relative performance of the program.
The metric factors are financial and operational parameters, ensuring programs are
rewarded for increased units sold and not penalized for the subsequent increase in total
cost and acquisition cycle times. This approach ensures a balanced view, capturing a
program's financial health and operational efficacy.
3.5.2 Metric Formulation:
The Program Efficiency Metric (PEM) is formulated as:
PEM = (1 — ATQS) + (1 — AACT) X 0.5+ (1 — ADC) x 0.25 + (1 — APC) X 0.25 (1)

where:

I.  Acquisition Cycle Time: ACT is a measure of the program's total PoP provided in

months. The ACT is captured at the start and updated every year in the dataset.

(GAO, 2023).
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II.  Development Cost: The development cost is a metric of projected and current cost
in millions of dollars that provides the cost estimate of capability development
(GAO, 2023).
II.  Procurement cost: The estimated cost in millions of dollars to procure the weapon
system minus development costs (GAO, 2023).
Iv.  Total Quantity Sold: Denotes the Quantity of product the DoD intends to deliver
at post-10C (GAO, 2023).
3.5.3 Sentiment Score
The sentiment metric was developed by analyzing the tonality of the GAO report
write-ups. Qualitative data can offer insights beyond quantitative data by scoring the
perceptions and sentiments of the program office. This score gauges the general positive
or negative sentiment associated with each MDAP, ranging from [-1, 1] before
Normalization.
3.5.4 Sentiment Analysis for Defense Reports
Sentiment analysis is a sub-discipline of Natural Language Processing (NLP) that
seeks to determine the emotional tone behind words. It's used to gain an understanding of
the attitudes, opinions, and emotions expressed within an expansive amount of text
(Panikar et al., 2022). Regarding the GAO reports, understanding the sentiment or tone of
write-ups provides quantitative metrics from an otherwise qualitative measure of a
program's health. It captures the intangible aspects, such as confidence in the program,
challenges faced, or overall optimism, which often cannot always be quantified in
standard data metrics. A negative sentiment, even in a program that meets its quantitative

metrics, could suggest underlying issues that need addressing.
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3.3.5.1 Sentiment Scoring Methodology:

TextBlob is a library within Python that provides an API for conducting NLP
tasks such as part-of-speech tagging, noun phrase extraction, sentiment analysis, and
more (Hermansyah & Sarno, 2020). TextBlob returns two properties for a given text for
sentiment analysis: polarity and subjectivity. The polarity is a float value between [-1.0,
1.0], where a more negative value represents a negative sentiment, and a more positive
value represents a positive sentiment. The subjectivity is a float within the range of [0.0,
1.0] where 0.0 is very objective and 1.0 is very subjective (Mahgoub et al., 2022).

While the exact mathematical formulas for TextBlob is not publicly available as it
is a trained model, the fundamental structure of sentiment analysis can be illustrated as a
function of the input text. Given text 7, the sentiment analysis function S provided via
TextBlob could abstractly be represented as:

S(T) = [(polarity(T),subjectivity(T)], 2

where:

I.  Polarity(T) is the function that maps test (7) to an actual number in the [-1.0, 1.0]
range.
II.  Subjectivity(T) is the function that maps test (7) to an actual number in the [0.0,

1.0] range.

The polarity and subjectivity scores are typically the result of a machine learning model
trained on a labeled dataset using various NLP techniques such as tokenization,
stemming, and classification algorithms. Below is a mathematical representation of how a

classification model typically computes polarity:
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n
polarity(T) = z w;*x;+b (3)
i=1

where:
L. nis the number of features extracted from the text (like words or phrases).
I.  w; is the weight assigned to feature i by the model, indicating its importance in
determining sentiment.
III.  x; is the value of feature i, specifically, the presence or frequency of a word or
phrase in the text.
IV. b is a bias term.

This mathematical representation is a very high-level representation of how NLP
libraries like TextBlob can provide sentiment of text; however, the entire model used
likely much more complex and would use non-linear transformations, word embeddings,
and deep neural network structures.
3.3.5.2 Base Sentiment Scoring:

Each write-up of the DoD program is passed through the TextBlob sentiment
analyzer. This yields a polarity score between -1 (most negative) and 1 (most positive).
This score provides a basic understanding of the overall positive or negative tone of the
text. However, generic tools like TextBlob cannot capture all the unique nuances of
specialized domains like defense due to the specific vernacular and writing style of the
DoD (Li et al., 2016). As a result, custom adjustments were used to account for the
defense reports domain-specific language. Phrases that seem neutral or positive in general

contexts are negative in a defense setting and vice-versa. A custom sentiment analysis

36



function was crafted. This function was designed to recognize specific phrases and adjust

the base sentiment score from TextBlob accordingly. Phrase Examples include:

I.  Positive Indicators: Phrases like "met all system requirements" suggest
milestones achieved. "Successful demonstration"” often indicates a completed test
or phase. "On track” is a generic positive indicating smooth progress.

II.  Negative Indicators: Terms such as "fechnical difficulties"” are red flags in
defense projects. "Cost growth” suggests budgeting issues, and "failed test" is

self-explanatory in its negativity.

While TextBlob will tag these keywords and phrases as negative naturally, the custom
provides the ability to assign weight to the phrases identified. Without differentiation, all
phrases delineated as positive or negative would be given the same weight in the scoring

model (Li et al., 2016).

def custom_sentiment_analysis(text, positive_phrases, negative_phrases, adjustments=28.5):
"""Custom sentiment analysis function.™™"
base_sentiment = TextBlob(str(text)).sentiment.polarity
for phrase in positive phrases:
if phrase in text.lower():
base_sentiment += adjustments
for phrase in negative_phrases:
if phrase in text.lower():
base_sentiment -= adjustments

return min(max{base_sentiment, -1), 1)
Figure 3-7 TextBlob Script Example
The code snippet shows how the custom adjustment was weighted to provide more detail
to the base sentiment score.
3.3.5.3 Benefits & Implications:

By combining the program metrics with GAO sentiment, the dataset can take on a

new dimension and provide quantitative measures to an otherwise qualitative piece of
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data (Laksono et al., 2019). Fine-tuning the data set with common positive and negative
phrases will help tailor the score to DoD vernacular. Additionally, normalizing the
sentiment score will ensure that the tonality of authors over the years will not skew the
data, as will be described in the following section.
3.4 Data Centering and Normalization

After careful analysis of the descriptive statistics, it was determined that it was
necessary to normalize the data where appropriate. Normalization is a technique used in
machine learning and statistics to ensure that different features have comparable scales.
This is especially true for sentiment scores, where the tone, style, or general sentiment
could change from year to year. Additionally, the program efficiency metric was
normalized as well. This was done because the number of programs evaluated by the
GAO grew each year, giving a need to make the metric consistent over the 20 years.
3.4.1 Centering

Normalization and centering data are used to make different features comparable
when measured on different scales. These techniques help improve the algorithms'
convergence and performance (Hou et al., 2019).

Xcentered — X — U, (4)

where:

I.  x is the original data point.
II.  u is the mean of the dataset.

. Xcentereq 1S the centered data point.
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Centering data before applying a machine learning method has several benefits. One
example is that it can speed up convergence in methods that involve optimization
(Devore & Berk, 2011).
3.4.2 Z-score Normalization

Standardization involves rescaling the data with a mean of 0 and a standard

deviation of 1. This is accomplished using the Z-score formula (Hou et al., 2019):

z= ) 6))

where:

I.  zis the standardized data point.
II.  x is the original data point.
II.  u is the mean of the dataset.

IV. o is the standard deviation of the dataset.

By standardizing the features (Z-score Normalization), each feature will
contribute equally to the distance calculations (like in k-means clustering or k-nearest
neighbors) because they are on the same scale. Without standardization, a feature with a
large scale will dominate the distance calculation, which could lead to biased results
(Devore & Berk, 2011).

3.5 Logarithmic Smoothing

Due to the vast differences in data size and to ensure a more uniform distribution,

logarithmic transformations were applied to specific metrics, e.g., a missile program

could have total quantities in the range of 20,000+. In contrast, a ship-building program
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may only sell off one Quantity at the end of the lifecycle. Instead of omitting this data,
logarithmic smoothing was used where appropriate:
3.5.1 Overview of Logarithmic Transformation:

The second step in the data preprocessing was to apply a logarithmic
transformation. Logarithmic transformation is a powerful mathematical approach
employed in data preprocessing when dealing with data that spans several orders of
magnitude. Taking the logarithm compresses the data's scale, making large values less
pronounced and emphasizing smaller values (Feng et al., 2014).

For example, in dataset X = {xq,x,,...,x,}, where each X; is a positive real
number, logarithmic transformation f of each data point x; is given by:

f(x) = logy(x:), (6)

Since the dataset contained negative and zero values, the transformation applied an x; +
1 to avoid undefined results (John & Draper, 1980). The modified transformation is
represented as follows:

f(x) = loge(x; + 1), (7)
Where a natural log where b = e was used.
3.5.2 Reasons for Using Logarithmic Transformations:

I.  Addressing Skewness: Some datasets can have a right or left skewness.

Logarithmic transformations can help make the distribution more symmetrical

(John & Draper, 1980).

II.  Reducing Variability: In datasets where, higher values have higher variances, a
log transformation can stabilize the variances across the dataset's range (John &

Draper, 1980).
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III.  Improving Linearity: For modeling techniques that assume a linear relationship
between variables, a log transformation can help linearize inherently
multiplicative relationships (John & Draper, 1980).

3.5.3 Application in the Dataset:

Percent Change in Acquisition Cycle Time is a metric that provides insights into
how the acquisition process's duration has changed over time. Large positive values
indicate significant delays, while negative values suggest expedited processes. It was
ideal to transform this data because the programs have vastly different periods of
performance (PoP), and there is a risk of the data being skewed or having high variability.
After logarithmic smoothing, the transformed metric becomes more manageable,
subduing extreme values and making further analysis more robust.

Percent Change Total Quantity Sold is a metric that highlights shifts in the
Quantity of weapon systems sold. Significant increases or decreases can affect
production, budgeting, and strategic planning. Like the acquisition cycle time, the
quantities sold can vary widely across different programs and time frames. Logarithmic
transformation ensures that this metric does not disproportionately influence the model
due to its range. The transformed metric provides a more normalized view of the changes
in quantities sold, ensuring it does not introduce bias or undue influence in subsequent
analyses.

3.6 Machine Learning Techniques for Risk Analysis
To achieve risk analysis that is more robust than traditional methods that routinely

rely on expert judgment, various machine learning techniques were employed to evaluate

the historical data and to gain insights.
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3.6.1 Multi-variable Linear Regression
Regression analysis, typically employed to understand relationships between

variables, was also considered. In linear regression, the relationship between the
dependent variable and one or more independent variables is modeled (Seal, 1967). The
goal is to find a linear function that predicts the dependent variable values as accurately
as possible from the independent variables. In the model used, Linear regression assumes
a linear relationship between the dependent variable y and the independent variables x
where:

Y = Bo + Bix1 + Baxy + -+ Buxn + €, (8)

where:
o fo+ fix1 + Paxy + -+ Brxy are the coefficients that the model will learn.
® Xq,X,...,X, are the independent variables (features).

e cis the error term, which accounts for the variability in y that cannot be explained

by the linear relationship with x.

The most widely used cost function in linear regression is the Mean Squared Error. This
is the average of the squared differences between the observed and predicted

values(Devore & Berk, 2011) .

1 , i 2
MSE = —3¥1,(y' = 9)", ©)
Where m is the number of observations, y* is the observed value, and 9" is the predicted
value for the i-th observation. To optimize the model, linear regression involves finding

the values of the coefficients £ that minimize the cost function. This is typically done
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using a method called Gradient Descent or, for linear regression, a more direct method

called the Normal Equation (Devore & Berk, 2011).

B=X"X)"X"y, (10)
Where X is the matrix of independent variables, and y is the vector of dependent variable
values. After the model is trained, we evaluate its performance using metrics like Mean
Squared Error (MSE) and the Coefficient of Determination (R?). R? score is a statistical
measure of how close the data is to the fitted regression line (Devore & Berk, 2011).

Z(}’ - ) (11)

RZ2=1-—
-

Where y is the mean of the observed data y.
3.6.2 Random Forest

The primary technique employed was the Random Forest algorithm due to the
ability to handle large datasets with higher dimensionality. By constructing decision trees
and merging their outputs, the Random Forest algorithm provided high accuracy in
handling both classification and regression tasks. While Random Forest does not have a
single defining mathematical equation like other algorithms, multiple concepts and steps
can be described analytically (Rao & Thangaraj, 2023).
3.6.2.1 Bootstrap Aggregating

Random Forest uses the statistical technique of bootstrap aggregating or bagging
to reduce variance. Each tree in the forest is built from a sample drawn with replacement
from the training set. For a dataset of size N, the bootstrap sample is also of size N,

chosen randomly from the original data (Huang et al., 2021).
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3.6.2.2 Decision Tree Construction:

Each tree is built according to an algorithm, where at node m, is the best split
from among a randomly selected subset of & features, then, the node is split into two child
nodes. Then, the process of splitting is continued recursively until a stopping criterion is
met; specifically, when a maximum depth is reached, a minimum number of samples per
node is reached, or no further gain is achieved (Huang et al., 2021). Mathematically, if we
denote the data at node m by Q, the impurity at m is measured by an impurity function H,

and the impurity of a split that divides Q into Qi and Qyign:is:

Nl:,ft H(Qleft) + %(Qﬁght)]r (12)

AH(Q, Queger Qrigne) = H(Q) — |
where:
Niese and Nyigp, are the number of samples in Qiesi and Qrignr, and N in the number of
samples in Q. Ultimately, the goal is to best maximize AH. Additionally, common

impurity functions include the Gini impurity for classification:

]
HQ = ) p=p) (13)

Where p; is:
The proportion of samples in of class i in Q, and J is the number of classes, and the mean

squared error for regression:

1
H(Q) = NZ(}’i — ¥o)? (14)

i€Q
Where y; is:
The target value, for instance, i, and yQ is the mean target value in Q (Devore & Berk,

2011).
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3.6.2.3 Random Feature Selection
At each split in the construction of a tree, rather than searching through all
features, a random subset of features is selected, and the best split is found within this

subset. If F'is the total number of features, the size of the subset is often chosen as k =
\F for classification tasks or k = g for regression tasks.

3.6.2.4 Ensemble Prediction
The Random Forest prediction for a new sample is made by aggregating the
predictions of all the trees in the forest. For classification tasks, this is typically done by
majority vote:
y = mode{yy, y, ..., ¥r}, (15)
Where y;, is the prediction of the t"* tree, and T is the total number of trees. For

regression tasks, it is done by averaging:

9=2 % (16)

Where y;, is the prediction of the t" tree.
3.6.2.5 Out-of-Bag Error Estimation

An out-of-bag (OOB) error estimate is obtained using each training sample's
predictions from the trees that did not have this sample in their bootstrap sample. This
method was used to estimate the test error without needing a separate validation set. A
simplified representation of how the OOB error can be calculated mathematically can be

done as follows (Mohammed et al., 2017):
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For each bootstrap sample taken from the original dataset, some instances are left
out of the sample. Each tree in the forest is constructed using a different bootstrap
sample.
where:

L. Nis the total number of instances in the dataset.
II.  Tis the total number of trees in the random forest.
ur.  L(x;,y;, 0,) as the loss function for an instance x; with true label y; when
predicted with tree parameters ;. This loss is often 0 for a correct classification
and 1 for an incorrect classification.

The OOB error for the random forest is calculated by averaging the loss over all

trees for each instance that was not included in the bootstrap sample for that tree, and

then averaging over all instances. Mathematically, it can be expressed as:

1 1
00Berror = 3 X0 L (X0 Yis iy Zitetoon O ) a7

L. T,op(i) represents the set of trees for which the instance i is an OOB instance.

1. |T,op(0)] is the number of trees for which instance i is OOB.

In practice, L(x;, y;, ©;) for classification problems is usually the indicator function
which is 1 if the prediction is incorrect and 0 if it is correct. The OOB score is then 1 —
00B,,or, Which represents the proportion of times that the model correctly predicts the

OOB instances across all trees.
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3.6.2.6 Cross Validation
Cross-validation is a statistical method used to estimate the skill of machine

learning models. It is commonly used to compare and select a model for a given
predictive modeling problem because it is easy to understand, easy to implement, and
results in skill estimates that generally have a lower bias than other methods (Yadav &
Shukla, 2016). To perform K-fold cross-validation, the original sample is randomly
partitioned into k equal-sized subsamples, where:

D=D;UD,U...Dy (18)

DiND; =@ fori+j (19)
Here, D represents the entire dataset, and k is the partitions of the dataset. For validation,
each fold is a single subsample and is retained as the validation data for testing the
model. Then, the remaining k — 1 subsamples are used as training data. The cross-
validation process is then repeated k& times (folds), with each of the & subsamples used
exactly once as the validation data. To work this out mathematically, or fori = 1 to k,
train the model on D — D; and evaluate the model on D;, letting e; be the evaluation

score. The k results from the folds can then be averaged to produce a single estimation

(Yadav & Shukla, 2016) , where:
CV Error = %Zﬁl e;. (20)
The number of K-folds is usually 5 or 10, but no formal rule exists. As k increases, the

size difference between the training set and the resampling subsets decreases. This

decrease reduces the technique's bias.

47



3.7 Implementation with Random Forest

The dataset was sourced from an Excel file. Python's Pandas library, in addition to
openpyxl, was used for this processing, which provided extraction and manipulation of
Excel data within the Integrated Development Environment (IDE). The target used for
this study was the "Total Cost Per Unit'. For binary classification of the target, the data
was divided into two distinct categories: i. No Increase (0) - Indicating no substantial
increase in cost. ii. Increase (1) - Highlighting a marked increase in the unit's total cost.
3.7.1 Feature Selection:

While the dataset had numerous columns available for feature selection, not all
were relevant for predicting risks. To start the exploration, all possible data was selected
as a feature; this resulted in overfitting as the model had 100% precision and recall. Then,
the features were systematically reduced.

If they were evaluated as redundant. After the analysis was completed, the

following features were selected.

I.  Percent Change Total Quantity Sold (logarithmically smoothed)
II.  Percent Change in Acquisition Cycle Time (logarithmically smoothed)
.  Program Performance Metric (normalized)

IV.  Sentiment Score (normalized)

3.7.2 Data Splitting:

To evaluate the model's performance on unseen data, the standard practice is to
have the dataset divided into training and testing sets. 70% of the data was used for
training the model, allowing it to learn and understand patterns. Then, the remaining 30%

was used for testing to assess the model's predictive capabilities on the unseen data.
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3.7.3 Classification Metrics
The Random Forest model's performance was evaluated using a set of
classification metrics, each giving insights on different aspects of its predictive
capabilities. These metrics provide an in-depth understanding of the model's strengths
and weaknesses.
3.7.4 Confusion Matrix
(Galen & Steele, 2020) The confusion matrix is a powerful visualization tool that
provides a granular breakdown of the model's performance. It categorizes predictions into
four key components:
L. True Positives (TP): Instances correctly classified as Increase (1).
II.  True Negatives (TN): Instances correctly classified as No Increase (0).
1. False Positives (FP): Instances incorrectly classified as Increase (1) when they are
actually No Increase (0).
Iv.  False Negatives (FN): Instances incorrectly classified as 'No Increase' (0) when

they are actually Increase (1).

Predicted
Actual | Negative | Positive
Negative TN EP
Positive FN TP

Figure 3-8. Random Forest Confusion Matrix Example (Galen & Steele, 2020)
3.7.5 Precision
The Precision metric quantifies the accuracy of the positive predictions made by
the model. Specifically, it assesses the proportion of instances classified as Increase (1)

that were correctly predicted. The result of a high precision value implies that when the
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model predicts an increase in cost, it is highly likely to be accurate. The Precision, also
known as positive predictive value, is the ratio of the number of true positive predictions
to the total number of positive predictions (Galen & Steele, 2020). Mathematically,

Precision (P) is calculated as:

b TP
TP + FP

21)
This calculation focuses solely on the performance of the model for the positive class.
High Precision indicates that when the model predicts the positive class, it is likely to be
correct.
3.7.6 Recall
Recall, also known as the True Positive Rate or Sensitivity, measures the model's
ability to correctly identify instances of a particular class. It quantifies the proportion of
actual Increase (1) instances that were correctly predicted by the model (Galen & Steele,
2020).
e True Positives (7P): The number of instances correctly predicted as the positive
class.
o False Negatives (FN): The number of instances incorrectly predicted as the
negative class when they are actually positive.

The recall is the ratio of the number of true positive predictions to the total number of

actual positive instances. Mathematically, recall (R) is calculated as:

TP

_ 22
R=Tr¥rn @2)

Recall gives us information about the model's capability to identify the positive cases.

High recall indicates that the model is good at detecting positive cases.
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3.7.7 F1-Score

The F1 score is the harmonic mean of Precision and recall, and it is a measure of a
test's accuracy. It considers both the precision p and the recall r of the test to compute the
score. The F1 score can be interpreted as a weighted average of Precision and recall,
where an F1 score reaches its best value at 1--perfect Precision and recall--and worst at 0
(Galen & Steele, 2020). The F1 score is defined mathematically from the classification

matrix as:

pXr
p+r

F1=2x (23)

This can also be expressed in terms of True Positives (7P), False Positives (FP), and

False Negatives (FN) from the confusion matrix:

TP
F1=2x%
2XTP+FP+FN (24)

The F1 score is useful when the classes are unevenly distributed or when false positives
and false negatives carry different costs. It provides a balance between the Precision and
the recall, taking both false positives and false negatives into account.
3.7.8 Accuracy

When used in Random Forest, accuracy is defined as the ratio of correctly
predicted observations to the total observations (CITE). Specifically, it is a measure of
how often the classifier makes a correct prediction. Accuracy is an intuitive performance
measure that is a result of the ratio of correctly predicted observations to the total

observations (Galen & Steele, 2020). The mathematical formula for accuracy is:

TP+TN
TP+TN+FP+FN

Accuracy = (25)
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Accuracy proves to be a helpful measure, but only when the target classes are balanced.
As aresult, it can be misleading if the class distributions are imbalanced. In this scenario,

other metrics like Precision, Recall, and the F1 score are often more informative.
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Chapter 4: Results, Validation, and Implications

4.1 Overview

This chapter examines the outcomes of the various methods used to predict unit
cost increases of weapon systems purchased by the DoD. It compares them to the
hypotheses and research questions. Descriptive statistics of the selected features are
presented for analysis to identify outliers. Finally, the multi-variable linear regression and
machine learning model performance are provided to evaluate the impact on predicting
unit cost increase.
4.2 Descriptive Statistics

The data used for analysis in this report was derived from GAO reports and input
into an Excel spreadsheet for handling by Python. Each feature is paired with the target
for analysis to examine the characteristics and correlations. In Figure 4-x below, a matrix
was developed to evaluate correlations of every piece of data that could be pulled from

the GAO reports. This matrix was also helpful in identifying outliers in the dataset.
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Correlation Matrix of Features

Year ARIR0 080 010.07{0.01j0 10j0.04/0.11j0.120.130.01)0.0210 00 040 0O 11)0.02(0.02{0 0N0.01|0:02 (0.04(0.04(0.00{0.05[0.05{0. 0 oo
Percent Change in Total Cost Per Unit i 0. 140.12(0. 140.050.05{0.040.06(0.5110. 0140 14(0.4210. 010.03{0. 16/0.030.22{0.030.030.030.020.020.030.
Normalized Sentiment Score .200.0110.170.290.280.03 .080.250.030.040.190.15(0.0110.030.030.02{0.040.040.04¢
Normalized Program Score 26.03] 1D o3 04 040 170.05p.05p.osp.o1oo1posk 075
Acquisition Cycle Time Initial .120.3410.31{0.120.35/0.35/0.050.34{0.290.130.18/0.2 1{0. 0 0.0 L0. 000 .040.040.04
Acquisition Cycle Time Current J0.10j0 140 2 1340 3110 0A0.31|0.36/0.07|0.34/0. 290 0A0 14/0:25(0 040 040 040 0RO 0A0 0HO
Acquisition Cycle Time Initial.1 {0.04]0.12{0.07 (0. .3010.140.30/0.26{0.180.18/0.21}0.000.01(0.0140.020.040.03
Acquisition Cycle Time Current.1 {0.11{0 140,17 .36|0.02|0.34/0.23{0.0010.17|0.2610.030.020.040.0130.010.0F 050
Parcent Change in Acquisition Cycle Time LN 40.12|0 050 29 12(0:28(0.0%{0.0%{0.30(0.02|0.11{0 040.040.07|0.02|0.01}0.08
Percent Change in Acquisition Cycle Time 40.13/0.05{0.280. 0.10[0.20| 0.07|0-25/0.01/0.10{0. 040.040. 040.000.0010.03
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Figure 4-1. Correlation Matrix of Features
4.2.1 Feature and Target Variable Characteristics
The descriptive statistics provided give a comprehensive overview of various
acquisition and cost metrics for a dataset of 689 observations, presumably related to
weapon systems procured by the Department of Defense. Here is an analysis of the vital
statistical measures provided:
I.  Acquisition Cycle Time Initial: The average initial acquisition cycle time is

around 96.48 months, with a standard deviation of 37.78 months, indicating
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IL.

I1I.

IV.

VL

moderate variability. The data are somewhat positively skewed (skewness = 0.49)
and have a slightly flatter distribution (kurtosis = -0.29).

Acquisition Cycle Time Current: There is an average current acquisition cycle
time of 122.88 months but with a much larger standard deviation of 64.19 months,
suggesting more excellent dispersion. The high skewness (4.32) and kurtosis
(52.21) indicate a distribution with extreme values, as confirmed by the maximum
cycle time of 1011 months.

Percent Change in Acquisition Cycle Time: On average, there is a 30% increase in
acquisition cycle time with high skewness (7.03) and kurtosis (99.13), which
suggests a significant presence of outliers, with some projects experiencing
extreme delays.

Total Program Cost Initial and Current: Both have high means and very high
standard deviations, indicating a wide range in program costs. The skewness and
kurtosis values are positive and significantly high, especially for the current cost,
suggesting a distribution with a long right tail - a few programs are much more
expensive than the rest.

Percent Change Total Program Cost: Averaging a 51% increase with an extremely
high standard deviation, skewness, and kurtosis indicates inconsistent changes in
program costs, with some programs experiencing cost changes multiple times
higher than others.

Development and Procurement Costs (Initial and Current): These metrics also
show high variability and a highly positively skewed distribution, especially in the

current costs, indicating that a few programs have much higher costs than typical.
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Percent Change in Development and Procurement Costs: Both exhibit high
variability and extremely high skewness and kurtosis, indicating that some
programs have disproportionately high-cost changes.

Total Cost Per Unit (Initial and Current): Both have a low mean compared to their
maximum values, high standard deviations, and positive skewness, with the initial
cost being more skewed and having a higher kurtosis.

Total Quantity Sold (Initial and Current): These figures are highly variable and
positively skewed, with the current quantity sold having a higher skewness and
kurtosis, pointing to a distribution with more extreme values.

Percent Change Total Quantity Sold: Shows a high level of variability and a high
positive skewness and kurtosis, indicating there may be outliers with very high
percentage changes.

Normalized Sentiment Score: A normalized score.

PK Score Current and Development Start: The development start score's
distribution is slightly negatively skewed and more peaked, while the current
score's distribution is slightly positively skewed and less peaked.

The statistics suggest significant variations and potential outliers in the dataset,

primarily in the percentage changes and current values of costs and acquisition times.

Overall, these statistics give insight into deeper investigations into the factors driving

costs and schedule delays. It also highlights the need for a model well-suited to handle

outliers or robust outlier methods.
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Features count | mean std min 25% 50% 75%

Acquisition Cycle

Time Initial 689.00 96.48 37.78| 1600 70000 8700 12501
Acquisition Cycle
Time Current 689.00) 12288 64.19] 8.00[ 82000 116.00] 1550

Percent Change in
Acquisition Cycle

Time 689.00 0.30 0.54] -0.87 0.00 0.12 0.4
Total Program Cost

Initial 689.00| 16459 5637151 88| 135.60|2523 23| 5637.90| 13097 .5
Total Program Cost

Current 689.00(20410.14| 51022 38| 176.00|3309.80| 7196.60| 14189 .0
Percent Change Total

Program Cost 689.00 0.51 1.81| -0.88] -0.03 0.04 0.4
Development Cost

Initial 689.00| 3338.69| 6961 38| 10.60| 64300125420 3523.01
Development Cost

Present 689.00| 4753.41|1044269| 2390| 831.00|1640.30| 42532

Percent Change

Development Cost 689.00 0.63 221 -0.90 0.00 0.10 0.5
Procurement Cost
Initial 689.00{13120.87|30428 91| 0.00]1252.90|3956.10{10315.3:
Procurement Cost
Current 689.00[15656.73|41097.72] 0.00]1752.80|446990( 10848 3

Percent Change
Procurement Cost 689.00 0.60 3.54| -1.00] -0.04 0.00 0.3
Total Cost Per Unit

Initial 689.00( 722.10{ 2267.13] 0.00 759 5735 2509
Total Cost Per Unit
Current 68900 97287 253623 0.00 7.73] 6187 26000
Total Quantity Sold
Tordanl 00 NN 14198 OTI Z24AT NAd 1 nn 2 NN 17& NN 1174 fu

Table 4-1. Summary of Descriptive Statistics
4.3 Model Performance
This section presents the results obtained by applying linear regression and
Random Forest to predict unit cost increases in weapon systems. The independent

variables (Features) selected for final analysis were:

I.  Program Efficiency Metric
II.  Normalized Sentiment Score
III.  Product Knowledge (Current)

IV.  Product Knowledge (Development Start)
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The dependent variable (Target) selected was the Total Cost Per Unit.
4.3.1 Linear Regression Model Performance

The linear regression model revealed the following results:

I.  Coefficients: [-1.376 -0.294 -0.718 -0.444]
II.  Intercept: 3.435
III.  Mean Squared Error: 2.676

IV.  Coefficient of Determination (R"2): -0.233

Actual vs Predicted Values

14

12 4

10 4

Predicted values
[=a]

0 2 4 6 8 10 12 14
Actual values

Figure 4-2. Linear Regression Model Performance
4.3.2 Coefficients
The coefficients describe the relationship between each independent variable and
the dependent variable. For each unit increase in the independent variable, the dependent
variable is expected to increase by the coefficient's value, holding all other variables

constant.
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The coefficient of —1.376 suggests that for every unit increase in the first
independent variable, the dependent variable decreases by approximately 1.376 units.
The coefficient of —0.295 indicates a more minor negative relationship with the second
independent variable. The coefficient of —0.719 represents the rate at which the
dependent variable changes with a unit increase in the third independent variable. The
coefficient of —0.444 is the change in the dependent variable per unit change in the fourth
independent variable.

4.3.3 Intercept

The intercept (3.435) is the expected mean value of the dependent variable when
all independent variables are equal to zero. It is the point at which the regression plane
crosses the y-axis.

4.3.4 Mean Squared Error (MSE)

The Mean Squared Error of 2.676 is a measure of the average squared difference
between the observed actual outturn values and the values predicted by the model. The
lower the MSE, the better the model's performance.

4.3.5 Coefficient of Determination

The R"2 value of —0.233 is intended to indicate the model's goodness of fit. An

R”2 value of 1 indicates perfect correlation, 0 indicates no correlation, and negative

values mean the model fits worse than the predicted values.
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4.3.6 Linear Regression Conclusions

The regression analysis resulting in a negative correlation suggests the model
does not fit the data well. As there is a non-linear relationship between any of the
variables, we can eliminate linear regression to predict cost increases of DoD programs.
4.4 Machine Learning

Machine learning offers a wide variety of tools for analyzing complex data. The
ability to handle large datasets with multiple variables enables the discovery of intricate
patterns and correlations that cannot otherwise be detected through more traditional
statistical analysis. Machine learning algorithms can adapt and improve as they are
exposed to more data, resulting in increasingly more accurate predictions over time. This
is particularly beneficial for the data used to model the risk of cost increases in DoD
weapon systems.
4.4.1 Random Forest Model

Random Forest is a method of ensemble learning. The model that was created was
built using Python and the open-source scikit-learn's (sklearn) library. The script split the

data set, reserving 207 entries for testing while leaving the other 482 entries for training.
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impert pandas as pd

import matplotlib.pyplot as plt

import seaborn as sns

impert shap

from sklearn.model selection import train_test split

from sklearn.ensemble import RandomForestClassifier

from sklearn.metrics import accuracy_score, classification_report, confusion_matrix
from sklearn.model selection import cross_val_score

from docx import Document

from io import BytesIO

doc = Document()

data_path = "C:\\Users\\levih\\OneDrive\\Documents\\GWU Docter of Engineering Ppogram\\Praxis\\Data\\Data Set No Formulas_9-14-23.xlsx”
data = pd.read_excel(data_path)

# target variable
data[ 'Risk'] = data['Percent Change in Total Cost Per Unit'].apply(lambda x: if x <= @ else 1)

# features
selected_features = [
#"Percent Change Total Quantity Sold LN",
# "Percent Change Development Cost™,
# "Percent Change Procurement Cost”,
#"Total Quantity Seold Initial”,
#"Percent Change Total Quantity Sold"”,
#"Normalized Program Score”,
“PEM",
"Mormalized Sentiment Score”,
"PK Score Current”,
"PK Score Development Start”,
#"Percent Change in Acquisition Cycle Time LN"

data[selected_features]

1
X
y = data[ 'Risk’]

# Split the data 7@/3@
X_train, X_test, y train, y_test = train_test_split(X, y, test_sire=0.3, random state=42)

# Initialize and train a Random Forest model
clf = RandomForestClassifier(random_state=42)
clf.fit(X_train, y_train)

# Make predictions on the test set
y_pred = clf.predict(X_test)

Figure 4-3. Random Forest Script Example
It also constructed 100 decision trees, the default value for the sklearn library,
during training and combined the outputs to make predictions. The advantage of utilizing
Random Forest is its ability to represent non-linear relationships and handle big data sets
with high dimensions.
4.4.2 Performance
When applying the Random Forest algorithm to the dataset, the following results

were obtained:
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Classification Report:
Precision | Recall | F1-Score Support
0.89 0.89 0.89 84
1 0.93 0.93 0.93 123
Accuracy 0.91 207
Macro Average 0.91 0.91 0.91 207
Weighted Average 0.91 0.91 0.91 207

Table 4-2. Random Forest Classification Report

The following sections will discuss the results and how they apply to the research being
performed.
4.4.3 Classification Report Analysis

Precision, Recall and F1-score provide an understanding of model performance
for potential imbalances of the target variable.
4.4.4 Feature Importance

Feature importance is critical to the Random Forest model's predictive capability.
To evaluate feature importance and assist in systematically choosing the features to use
for independent variables, SHAP (SHapley Additive exPlanations) was utilized. With
SHAP, we can visually see each feature's impact on the model's predictions, providing a

transparent and graphical analysis (Park et al., 2020).
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Figure 4-4. SHAP Values

For this model, the features under consideration included the PEM, Normalized
Sentiment Score, Product Knowledge at the current stage (PK Score Current), and
Product Knowledge at the development start (PK Score Development Start). The SHAP
values visually depict the degree to which each feature influences the target.

The program’s product knowledge at the program’s development start and current
state provided an in-depth look at the product knowledge's impact over the program's life
cycle. The SHAP analysis suggested that having a rating of product knowledge at the
development start may be a more significant predictor than the current state, showing the
importance of early program technical maturity and the subsequent correlation with
increases in unit cost.

The PEM was also a significant predictor almost equally important to product
knowledge at the development start, as indicated by its SHAP value. As expected, a
program with a higher efficiency score often correlated with a lower risk of cost increase,
offering a quantitative measure of program efficiency that could directly be related to

financial outcomes.
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Last, the sentiment score played a more minor role in the overall construction of
the model; however, of all variables explored, it was in the top four regarding feature
importance. With the sentiment score removed, the accuracy of the random forest model
is reduced from 91% to 87%, showing that its influence on the model's predictions is
valuable in improving accuracy, resulting in a better model for gauging program health
and cost risk.

The SHAP values provide a comprehensive outlook and how they interact with
the target variable to influence the model's predictions (Park et al., 2020). This insight is
invaluable for program managers and decision-makers within the DoD, providing a data-
driven way to identify and prioritize risk mitigation and cost control areas.

Finally, the integration of SHAP in the model illuminated the predictive dynamics
of the selected features, offering a decision-making tool for program and engineering
leaders that provides a more holistic view of the cost risks. The insights depicted in the
SHAP analysis provide an easy-to-understand graphic showing the importance of each
feature and its potential implications for policy and strategy, pointing towards more
efficient program management and proactive cost containment measures.

4.4.5 Accuracy

Accuracy is a measure that quantifies the total number of correct predictions made
by the model over all the predictions made. An accuracy of 86.96% means that out of 100
predictions made by the model, 87 were correct, and 13 were incorrect. In predicting cost
increases of MDAPs, the model correctly identified the risk status for 87 out of every 100
programs in the test dataset. This is a high level of accuracy, considering the complexity

and variability of the data. Successfully predicting risk with an accuracy nearing 87%
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indicates the model's robustness in handling the GAO data's complexity and is significant
compared to linear regression models.
4.4.6 Precision

Precision measures how many accurate positive predictions were made from all
positive predictions. This metric focuses on the quality of the positive predictions.
L. Class 0 (No Increase in cost) Precision: 0.89: When the model predicted a
program would have no increase in cost, it was correct 90% of the time.
II.  Class 1 (Increase in cost) Precision: 0.93: When the model predicted a
program's cost increase, the model was correct in 85% of instances.
4.4.7 Recall

Recall is the sensitivity of the model, measuring the model's capability to find all
the relevant cases within a dataset. It focuses on the completeness of the positive
predictions.

I.  Class 0 Recall: 0.89: This indicates the model correctly identified 77% of all the
actual instances where there was no increase in cost. The model missed the
remaining 23%.

II.  Class 1 Recall: 0.93: The model correctly identified 94% of all the cases with
increased cost. This is a high recall rate, implying that the model successfully
detected programs at risk of total unit cost increases.

4.4.8 F1-Score
The F1-Score is the harmonic mean of Precision and recall. It provides a score
that balances the trade-off between Precision and recall. This metric is beneficial if the

class distribution is imbalanced.
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L. Class 0 F1-Score: 0.89: The score suggests a balanced trade-off between
Precision and recall for the no increase in cost class. An F1-Score closer to 1
indicates better Precision and recall.

1. Class 1 F1-Score: 0.93: With a score of 0.89 for the increase in risk class, the
model demonstrates a strong balance between Precision and recall for predicting
programs at risk of cost increases.

4.4.9 Class Balance

A Python script evaluated a Receiver Operating Characteristic Area Under the
Curve (ROC-AUC) score to measure the model's performance in terms of its capacity to
correctly classify instances into their respective classes. The resulting score of 0.91
indicates that the model can distinguish between the two classes. The ROC-AUC score
suggests that the model can effectively differentiate between cases with and without an
increase in cost, demonstrating a robust ability to make accurate predictions. Thus, it is a
valuable tool for assessing class balance.

Overall, the model was well-balanced and demonstrated outstanding performance
in predicting both classes, with a slight edge in detecting programs at an increased risk of
cost increases. The metrics provide a high degree of confidence in the model's ability to
be used as a predictive tool in assessing program cost risks.

4.4.10 Confusion Matrix

The confusion matrix visualizes the performance of the Random Forest algorithm.
Each row signifies predicted classes, while each column denotes actual classes. A
confusion matrix is a table frequently used to evaluate the performance of a classification

model. It provides a detailed breakdown of actual versus predicted classifications.
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Figure 4-5. Random Forest Model Confusion Matrix

True negatives are the cases in which the model correctly predicted the negative
class. In this context, the 74 true negatives represent the number of MDAPs the model
correctly predicted to have no increase in cost. This means that for 74 programs, both the
model's prediction and the actual data indicate no cost increase.

False positives represent the cases where the model incorrectly predicted the
positive class. In this case, the model predicted an increase in risk for ten programs when
there was not one. These are known as type I errors and can be problematic because if the
number is large enough, it could mean the model is over-warned or overly cautious about
potential risks. However, no further evaluation is necessary because of the low number of

false positives.
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False negatives are the instances where the model incorrectly predicted the
negative class. In 9 instances, the model predicted no increase in cost when there was an
increase in cost. These are known as type II errors and can be problematic because they
indicate that the model missed some potential risks. In defense acquisition programs, this
could mean overlooking programs that require more attention or intervention. Again, no
further investigation will be conducted for this study due to the limited number of false
negatives.

True positives are cases where the model correctly predicted the positive class.
For 114 instances, the model accurately predicted an increase in cost. This means the
model effectively recognizes programs at an increased risk of a cost increase.
Additionally, the model yielded 74 instances where it correctly identified where the
program would not have an increase in total cost.

4.4.11 Overall Interpretation

The high number of True Positives and True Negatives suggests that the model is
generally accurate in its predictions and balanced. The presence of False Positives and
False Negatives indicates areas where there is still a risk of incorrect analysis by program
leadership; however, the numbers are relatively low compared to the correct predictions.
In summary, when used beside other risk management tools,

4.5 Error Analysis

Two forms of error analysis were evaluated to validate the model’s performance

in predicting the target variables. Cross-validation and Out-of-bag (OOB) Scoring was

used via sklearn’s cross_val_score library.
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4.5.1 Out-of-Bag Score

The Out-of-Bag (OOB) score is a performance metric for random forest
classifiers. For this model, the resulting score of 0.871 was obtained from the Python
script. This model was chosen specifically because the score is calculated without
needing a separate validation set. As discussed in earlier sections, in Random Forest, each
decision tree is built from a different bootstrap sample from the original data. ~30% of
the data was not used to build each tree but instead was used to test it. For OOB, the
unused instances become the data set used to derive an OOB score. The OOB score is the
average prediction accuracy of each tree on the data not used in its training. With an OOB
score of ~0.87, the classifier correctly predicted the target variable for 87.14% of the
instances in the OOB sample across all trees. This score provides an unbiased estimate of
the model's accuracy, like what could be obtained through cross-validation.
4.5.2 Cross Validation

The cross-validation process differs from OOB Scoring. For cross-validation, 10
different subsets (K-Folds) of the data are used to evaluate the Random Forest model.
The accuracy scores from these folds varied slightly, ranging from a low of
approximately 78.26% to a high of about 91.18%. The mean cross-validation accuracy
score was approximately 85.5%, indicating a relatively high-performance level across the
different data folds. The standard deviation of the cross-validation accuracy scores was
0.038, which signifies that the model's performance did not vary across the 10 folds.

These results suggest that the model is stable and not sensitive to the specific data
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samples. In summary, the model demonstrated good accuracy and reliability in predicting

the target variable when subjected to cross-validation.

Cross-Validation Scores for 10-
folds

86.96%
84.06%
82.61%
82.61%
89.99%
82.64%
86.95%
82.61%
86.95%
91.12%
Mean 85.60%
STD 0.03
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Table 4-3. Cross Validation Summary

4.5.3 Error Analysis Summary

The findings in both methods used for error analysis yielded similar metrics via
two distinctly different processes. This was intentional to ensure a healthy model. The
error analysis conducted validates the accuracy and reliability of the model.
4.6 Analysis of Research Questions
Research Question 1: How does the status of product knowledge at development start
impact cost growth in defense acquisition programs?

Product knowledge was evaluated as the most critical feature in the analysis.
Based on the data, the program's cost and schedule metrics could snowball out of control
in programs that do not adequately obtain technical maturity in the recommended

timelines.
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Research Question 2: To what extent can machine learning models outperform
traditional methods in predicting cost increases in MDAPs?

Machine learning outperformed all other methods of risk analysis in virtually
every aspect. The initial results seen in linear regression showed no fertile ground for
further research. Based on the nature of the data, the random forest was superior in
forecasting costs.

Research Question 3: What role does GAO sentiment play in predicting MDAP cost
increases?

While nuanced, the sentiment of the GAO did impact the model. Sentiment often
gives insight into customer satisfaction outcomes before being recognized in a financial
report. While the Sentiment score was the 4™ most important predictor, it is still worth
noting that it improved model accuracy by 4.6%.

4.7 Implications and Conclusion

Overall, the use of Machine learning to predict increases in the total cost per unit
was achieved by the use of machine learning. The combination of product knowledge,
program financial health, and sentiment is an excellent predictor of cost risk. Making it a

suitable decision support tool for industry leaders within the DoD and major contractors.
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Chapter 5

5.1 Summary of Results

Given the importance of mitigating the costs of DoD weapon systems while still
providing technologically advanced capabilities, developing a decision support tool that
uses advanced machine learning methods to predict risk would be of great value to the
DoD and its partners. While still relevant, traditional methods of evaluating risk could be
used in parallel with more sophisticated methods to achieve higher confidence in program
success. The model selected to validate the hypotheses in this praxis was proven to have
performed very well when compared to other methods, resulting in a successful execution
of what was desired in the thesis: "The DoD needs a decision support tool to predict cost
overruns in Major Defense Acquisition Programs (MDAPs)" (GAO, 2023).
5.2 Conclusion

The driving purpose of this praxis was to develop a model that could effectively
and with high accuracy predict unit cost increases within MDAPs so practitioners could
more effectively evaluate risk. The Linear regression and Random Forest were both
evaluated as a possible solution; however, only the Random Forest model could provide
substantial accuracy in forecasts. The findings validated both hypotheses suggesting that
machine learning has significant predicting characteristics, and that product knowledge is
a crucial driver of cost risk on technically complex MDAPs. Per the research objectives,
this praxis successfully validated the following hypotheses:
Hypothesis H1: When trained on GAO's weapon systems assessment data, machine
learning models can predict cost increases in MDAPs. The Random Forest Classifier

achieved an accuracy of approximately 91% in predicting the risk of increasing Total
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Unit Cost. This high level of accuracy confirms the hypothesis that machine learning can
forecast schedule delays.
Hypothesis H2: Product Knowledge at the development start is a significant predictor of
cost increases. According to the SHAP values, product knowledge at the development
start had the highest impact on the Random Forest model showing that it was the primary
driver of cost increases when paired with the other features, suggesting that the model
performs well on unseen data and confirming the hypothesis.
Hypothesis H3: Sentiment analysis of GAO reports provided valuable insights, with the
sentiment score emerging as a predictor of cost increases. The sentiment score was the
4th most important predictor and improved model accuracy by 4.6%.
5.3 Limitations

The limitations of this study were primarily driven by a need for more data and
the history of data. The GAO has made leaps and bounds in collecting data points for
DoD acquisition programs. Had the same data categories been available in the 2003
report as in the more recent reports, several other data points could have been used as
features in the model. Additionally, knowing that not all data could be released due to
national security concerns, it is unknown whether the addition of unacknowledged
programs would impact the data in a significant way. However, these limitations did
impede the progress of this study in any impactful way.
5.4 Contributions

This praxis had several critical contributions to the existing Engineering BoK. In
addition, value was added to the study of risk analysis and cost estimation within the

DoD and contractors. Specifically, through the validation of previous research that was
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conducted to apply machine learning techniques to a discipline that relies primarily on

expert judgment. Some of the specific contributions include:

IL.

I1I.

IV.

Demonstrating the ability to apply machine learning to GAO data. This
application resulted in predictive models with better precision and accuracy when
compared to a least-squares linear regression model. Section 4.4.2 shows a higher
degree of performance when compared to existing models that forecast cost risk.
The use of NLP verified that sentiment could be used as part of a risk
management predictive tool. Section 4.4.4 shows that while not the most
important predictor, the sentiment score improves accuracy by 4.6%.

They demonstrated that multiple target variables can provide high levels of
predictive accuracy compared to using just one variable.

The current state of product knowledge was an impactful predictor; however, it
still needed to supersede product knowledge at the start of development. This

reiterates the crucial need to gain product knowledge as early as feasible.

5.5 Recommendations for Future Research

Future research should integrate additional data sources to develop more robust

risk analysis models. This would allow for adding more features to future machine-

learning models. In addition, for practical application, the inclusion of classified data

would also refine the model's predictive capabilities. Finally, exploring other machine

learning techniques, such as deep learning, may also reveal insights into the data not

captured in this study.

L

To expand on this study and enhance the predictive power of the model, I would

explore creating a threshold for the target variable in the random forest model. To
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IL.

I1I.

IV.

do this, I would create the ranges of percent increases to categorize. For example,
you could have categories like 'No Increase', 'Low Increase', '"Moderate Increase’,
'High Increase'. In addition, since the target variable is no longer binary, I would
switch from a binary classification model like ‘RandomForestClassifier’ to a
multi-class classification model. RandomForest can still be used for multi-class
classification, but you need to ensure that the right libraries are utilized for proper
execution.

Invest in deep research into product knowledge and technical readiness. Product
knowledge's demonstrated predictive power warrants further study of this specific
feature. Specifically, the research could evaluate risk related to attaining product
knowledge at the various milestones in the systems engineering process. This
could be done by determining whether product knowledge is correlated with cost,
schedule, and growth size.

Evaluate the impact software development methods have on the cost and schedule
of MDAPs. The GAO began collecting data on the software development method
used to develop DoD programs in 2020. This feature was included in the analysis
of this study because the preset rule was to only collect the data available in the
first report in 2003. As the GAO gathers more data on software development
methods, further research can be conducted to determine how impactful work
processes like Agile and DevOps are.

Investigate the influence of geopolitical factors on defense acquisition programs.
This would gather external variables such as political climate, international

relations, and economic trends and give them some variation of ordinal values for
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processing. By integrating these factors into the analysis, researchers could

understand how external pressures influence DoD programs.
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