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Abstract of the Praxis 

 
 

A Novel Real-Time Methodology for Assessing the Monitoring of U.S. Navy High-

Value Assets  

to Enhance Availability and Minimize Recertification Expenses 

High-value assets, including missiles, are not currently monitored for shock or 

vibration events aboard United States Naval (USN) vessels.  This lack of oversight can 

result in asset shortages lasting up to 18 months and necessitate the return of these items 

to the Original Equipment Manufacturers (OEM) for recertification, which may incur 

costs of up to $1.0 million per missile, encompassing transportation, testing, and 

recertification expenses.  The original two use cases both occurred in 2017; where the 

U.S.S. John McCain collided with an oil tanker and the U.S.S. Fitzgerald collided with a 

Philippine-flagged merchant cargo ship, resulting in hundreds of missiles being out of 

service. This problem affects all of the United States military service branches and 

government contractors such as Raytheon, Northrop-Grumman and Lockheed-Martin. 

This issue occurs on USN ships underway if they experience a collision with another 

vessel.  It can also happen during transportation, or loading/unloading of assets, and 

terrorist events. Insufficient missile supply may compromise a ship’s safety and result in 

significant casualties among sailors in an event of military conflicts. 

The U.S. Navy requires a way to efficiently track and evaluate high-value assets 

following major shock or vibration incidents.  This research examined and assessed the 

present market for wireless protocols and sensor technologies that are appropriate for 

high-value assets and meet strict standards required for missile deployment, using both 

qualitative and quantitative methods. 

Next, a comprehensive weighted trade-study was performed, followed by 
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reliability, obsolescence analysis, and service life extension opportunities.  The identified 

solution underwent small-scale integration and testing across various transportation 

events to validate the chosen system solution.   In the future, these results will be utilized 

to address other Navy concerns, such as missile warranty and extension of service life.  
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Glossary of Terms 

 

 

High-Value Asset:  Refers to those assets, federal information systems, information and  

and data for which an unauthorized access, use, disclosure, disruption, modification, or  

destruction could cause a significant impact to the United States' national security  

interests foreign relations, economy – or to the public confidence, civil liberties, or 

public health and safety of the American people (M. Barrett et al., 2021). 

 

Mean Time Between Failure:  The total functioning life of a population of an item   

divided by the total number of failures within the population during the measurement  

interval.  MTBF is a basic technical measure of Reliability (R) recommended for use in  

the Research and Development (R&D) contractual specification environment, where 

“time” and “failure” must be carefully defined for contractual compliance purposes 

(DAU, 2024). 

 

Operational Availability:  The proportion of time a system is either operating or is 

capable of operating while being used in a specific manner in a typical maintenance and 

supply environment (G. Pryor, 2008). 

 
Original Equipment Manufacturer:  A company that produces complex products using 

components purchased from other manufacturers (Merriam-Webster, 2025). 

 

Prognostics & Health Management:  Prognostics and health management (PHM) is an  

advanced approach to minimize maintenance costs while maximizing operational  

availability and utilization of critical systems. PHM seeks to develop sensor hardware  

and algorithms to detect anomalies, diagnose problems that cause the anomalies, and  
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compute a probability distribution of time to failure. Given this distribution along with  

operational constraints and objectives for the system, maintenance activities can be  

scheduled to achieve the optimal cost and utilization (DAU, 2024). 
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Chapter 1 — Introduction 

 

 High-value assets, such as missiles, aren’t monitored for shock or vibration events 

on United States Naval ships due to several factors.  The challenge of continuous real 

time measurement and sensor deployment at the required fidelity and survivability appear 

to be two main issues (Putnam, 2009).  The Navy implements recording of shock and 

vibration events only during controlled and prescribed testing and utilizes predictive 

modeling and structured testing in order to ensure ship and equipment resilience using 

such standards as Military Standard (MIL-STD) 167, environmental vibration testing, 

(Anon, 2005) and MIL-S-901, shock testing (Anon, 1989).  In the event of a significant 

shock or vibration incident, this oversight may lead to asset shortage lasting up to 18 

months and can result in an average additional cost of $1M per missile.  Thus, a system 

for real time monitoring of these high-value assets is essential and the first step in 

developing such a system is determining an appropriate methodology for evaluating it.   

 

1.1 Motivating Background 

 
In 2017 there were two incidences that significantly impacted the U.S. Navy 

readiness.  First, on June 17, 2017, the USS Fitzgerald (DDG-62) collided with a 

Philippine-flagged merchant cargo ship, the ACX Crystal, off the coast of Japan, causing 

loss of life and impacting missile availability precipitated by a course change that put the 

destroyer on track to a collision with the ACX Crystal (see Figure 1). 
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Figure 1:  Collision Damage of U.S.S. Fitzgerald (Quinn, 2017) 

Then, in August of the same year, the USS McCain struck a Liberian oil tanker, the 

Alnic MC, killing 10 crew members as the ship tried to navigate the crowded Strait of 

Malacca (see Figure 2).  The USS John McCain was overtaking the Alnic MC in the 

westbound lane of the Singapore Strait when the destroyer had a perceived loss of 

steering. While the crew attempted to regain control of the vessel, the McCain 

unintentionally turned to port into the path of the Alnic MC causing the collision.   

 

Figure 2:  Collision Damage of U.S.S. John McCain (Lagrone, 2017) 
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In both instances, in addition to the seventeen sailors that perished, there were 

approximately 200 missiles had to be transported half-way across the world to the OEM 

for evaluation and recertification, costing the United States taxpayers nearly $200M in 

transportation and recertification costs.  Once the missiles are returned to the contractor, 

they are tested, and determinations are made as to what the plan is for each one of the 

assets.  There are three options: first, the missile can be demilitarized (“demil”); second, a 

minor recertification could be required; and finally, a major recertification is necessary.  

Table 1 shows the relative cost of each option (Rumbaugh, 2024).  Average costs for a 

minor recertification is approximately 10% of the cost of the missile; for a major 

recertification, the total is 50% and for a complete demil, the entire cost of the asset is 

used. 

Table 1: Average Costs for Missile Recertification and Demil (Rumbaugh, 2024) 

Missile Type Average Cost Option Cost 

Standard Missile 2 

(SM-2) 

$2.2M Minor Recertification 

Major Recertification 

Demil 

$220K 

$1.1M 

$2.2M 

Standard Missile 3 

(SM-3) 

$15M Minor Recertification 

Major Recertification 

Demil 

$1.5M 

$7.5M 

$15M 

Standard Missile 6 

(SM-6) 

$4.3M Minor Recertification 

Major Recertification 

Demil 

$430K 

$2.15M 

$4.3M 

 

It would be beneficial to determine shock and vibration events that high-value assets are 

exposed to in order to realize an advantage in terms of saving cost and time.   

In addition to the above incidents that occurred in 2017, there were two other 

accidents that occurred prior to 2017 that should be discussed, as collisions, although 

fairly rare, cause a huge impact on missile availability.   
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On October 12, 2000, the USS Cole (DDG-67)) experienced a terrorist attack 

where two combatants pulled alongside of the destroyer in their small boat and detonated 

their explosives, causing a 40 foot wide hole close to the waterline, killing 17 sailors and 

injuring 40 others (see Figure 3). 

 

Figure 3: Blast Damage of U.S.S. Cole (F.B.I., 2000) 

Then, in August 2012, the USS Porter (DDG-78) and the Panamanian-flagged 

bulk oil tanker M/V Otowasan collided.  The Porter maneuvered to attempt to get around 

another ship ahead of it and then was hit by the tanker it had not seen because it was 

screened behind the first freighter (see Figure 4).  In these incidents, each of these naval 

ships are destroyers containing approximately one hundred missiles per ship.  

Consequently, all missiles on board are required to be sent back to the contractor at a 

significant cost and service delay.   
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Figure 4: Collision Damage of U.S.S. Porter (Unofficial Networks LLC, 2019) 

 
Including the cost of missile transportation and recertification costs of these two 

additional events, resulted in another $200M for a total of $400M of debt incurred for 

these four separate collisions.  According to a report by the Heritage Foundation 

(Fredenburg, 2024) which is a public charity organization that influences government 

policy, up to 2023, the United States government had procured 12,000 Standard Missile-

2s (SM-2), 400 Standard Missile-3s (SM-3) and 1,500 Standard Missile 6-s (SM-6).  

These missile types are typical of what the four U.S. Navy ships discussed above would 

normally carry as part of their prescribed mission load.  Assuming that the USS John 

McCain and the USS Fitzgerald were loaded with SM-3s only (100 per ship), consider 

that the entire SM-3 U.S. inventory available during the 2017 collisions would have 

reduced by 50% to only 200 available missiles globally, significantly impacting overall 

United States Naval fleet mission readiness.   

This problem not only affects the U.S. Navy, but it also affects all of the United 

States military service branches.  It can also severely impact prime government 
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contractors such as Raytheon, Northrop-Grumman, and Lockheed-Martin as this issue 

could occur on any U.S. Naval ship underway if they experience a collision with another 

vessel.  Extreme shock and vibration events can also happen during transportation, 

loading, and unloading of assets pier-side and ship-side, to launcher loading, as well as 

terrorist events. Lack of missile availability will put an entire ship at risk and could lead 

to considerable loss of life in the event of military conflict.  

Another significant problem is regarding missile warranty issues.  In 2009, the 

Department of Defense (DoD) created a comprehensive warranty guide that includes 

regulatory requirements, warranty types, planning, and how to perform warranty 

assessments (Anon, 2020).  In paragraph 1.2, Regulatory Requirements, the Federal 

Acquisition Regulation (FAR) 46.703 states that “the use of warranties is not 

mandatory.” However, the document discusses that the Commanding Officer should 

consider the “nature and use of the suppliers and services, the cost, the administration and 

enforcement, trade practices, and reduced requirements (Anon, 2020, Page 5).”  In May 

of 2025, Raytheon was awarded a $1.0B contract for SM-3 production (Badhwar, 2025).  

Due to the amount of this contract and the average unit cost per missile, the U.S government will 

impose warranty verbiage in the contract.  To date, if one of these assets is dropped from a 

forklift, there is no mechanism for the U.S. Navy or the contractor to know who was at 

fault for the drop.  The contractor may be held liable for a malfunctioning missile and 

could be obligated to provide a replacement, provided they have not been informed that 

such an event has occurred.   

Finally, service life extensions could potentially be extended if an environmental 

sensor were part of a high-value asset.  With sensor data and data analytics, there is a 

high degree of probability that missile service life could also be extended as a result of 



7 
 

this praxis.  For more information regarding the Department of Defense (DoD) Service 

Life Extension Program (SLEP), please refer to the information from the Defense 

Acquisition University, an organization chartered with training and education of military 

personnel (DAU, 2025).  

1.2  Problem Statement 

 
The USN needs a method to effectively monitor and assess the operability of 

high-value assets after significant vibration events to determine if the event warrants 

contractor recertification, thereby increasing operational readiness and minimizing costly 

downtimes.   Such a monitoring process would undoubtedly involve the use of state of 

the art technology such as sensors and wireless communications. In order to evaluate 

such a system, a comprehensive multi-faceted trade study is needed. The trade study 

needs to include both qualitative and quantitative attributes such as performance, size, 

cost, and military standard (MIL-STD) missile requirements.  

1.3  Thesis Statement 

 
Implementing monitoring systems that track shock and vibration events in real-

time can enhance missile reliability and safety by identifying potential issues before they 

lead to failure.  First,  finding an appropriate wireless protocol and sensor capability that 

can monitor environmental conditions and meet MIL-STD requirements is needed.  Once 

identified, a full reliability analysis, service life assessment, and obsolescence 

investigation are required to determine the long term viability of the wireless protocol 

and sensor in a shipyard, bunker, or ship environment.  By analyzing the sensor data 

gathered from the missiles, predictive maintenance can anticipate potential failures and 

schedule necessary maintenance proactively. This approach ensures the missile’s 
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operational readiness and extends their service life. 

1.4  Research Questions  

 
1. Which wireless protocols and sensor technologies are available in the market 

capable of proactively detecting shock and vibration events on high-value assets?   

2. What effective multi-faceted trade study methodology can be utilized to 

quantitatively determine the optimal solution?   

3. Which aspects of reliability, service life, and potential obsolescence factors 

should be considered when assessing these sensors? 

1.5  Hypotheses 

1.  There are wireless protocols and sensor technologies available that could be used 

to detect shock and vibration events on high-value assets, such as missiles. 

2. There are trade study methodologies that can be applied to quantitatively 

determine the optimal solution.   

3. There are reliability, service life, and obsolescence factors that should be 

evaluated for wireless protocols and sensor technologies. 

1.6  Research Objectives 

 
This research aims to develop a solution for mitigating the uncertainty of missile 

shock and vibration events, thereby reducing the considerable costs and asset availability 

challenges presently faced by the U.S. Navy, which could then be utilized by the other 

service branches.  This praxis will focus on surveying the market space for applicable 

wireless and sensor technologies and perform trade studies of viable system solutions that 

could be employed to monitor shock and vibration events on missiles, launchers and 
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other high-value assets.   This includes Commercial-off-the-Shelf (COTS) and military 

suppliers, as well as evaluation into the feasibility of design and development of a DoD 

designed sensor.  Requirements such as case composition, battery life, and attachment 

method will need to be understood as well as reliability, service life, and component lead 

finish.  Next, small-scale integration use cases will be identified (i.e., truck transportation 

to various military installations, forklift to pier-side, forklift to ship, etc.).  From the use 

cases, results will be discussed, and recommendations will be provided.   

1.7  Organization of Praxis  

 
This research is comprised of five chapters that comprehensively discuss the 

significance of the current situation and addresses the potential solutions that could be 

instituted to resolve this problem.  Chapter 1 introduces the background of the research, 

briefly expanding on the problem statement, thesis, research objectives, research 

questions and hypotheses.  Chapter 2 discusses current literature of previous peer-

reviewed published articles and documents directly pertaining to this research topic.  This 

chapter will further elaborate on the problem statement introduced in Chapter 1.  Chapter 

3 addresses the methodology and analysis employed during this research as well as 

processes and diagnostic analytics used for solution validation.  Chapter 4 provides the 

results and discusses the various outcomes of the research. Finally, Chapter 5 summarizes 

the discussion, research conclusion, and future research recommendations. Supporting 

sources and supplementary materials are located in the references and appendices located 

at the conclusion of the praxis. 
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Chapter 2 – Literature Review 

 

This chapter provides an overview of the literature required to understand the 

development of a trade-study analysis to evaluate a system charged with effectively 

monitoring and assessing the operability of high-value assets following significant shock 

and vibration events.  The chapter follows the outline presented in Figure 5. 

The chapter first begins with a review of key trade-study methods, evaluating 

their advantages, disadvantages, and typical applications.  The use of weighting 

parameters and their application to missiles are  considered.  Next, various economic 

principles and maintenance strategies are explored for managing high-value assets.  This 

provides context for understanding the significant costs that may arise when economic 

theories and maintenance plans are ignored.  The chapter examines the role that 

prognostics and health management (PHM) and environmental conditions can impact the 

long-term viability of missiles.  The integration of PHM features into sophisticated 

systems, such as missiles, enables real-time monitoring and facilitates maintenance 

decisions before total system failure occurs.    Next, key factors influencing adoption of 

new capabilities for high-value assets such as reliability, service life, lead finish, and 

obsolescence are addressed to provide an understanding of how these elements impact 

overall system performance and lifecycle costs.  Finally, the chapter concludes with 

literature reviews regarding emerging wireless and sensor technologies.  These 

capabilities can enhance missile availability and lower maintenance expenses, 

particularly when responding to environmental challenges such as extreme shock and 

vibration exposure.     
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Figure 5: Chapter 2 Organization 

 

2.1 Examination of Trade-Study Practices 

 
 From the Defense Acquisition University, trade-studies are defined as a 

“decision-making study that identifies a preferred solution from a list of qualified 

solutions (Anon,  2024).”  The methodology is employed to rank and rate various courses 

of action (COAs), by evaluating each against criteria such as cost, performance, schedule, 

or others in order to reach a solution that is quantifiable and non-biased.  Trade-studies 

should be conducted throughout the design and development process and support 

requirements analysis, system analysis, functional analysis, and measurement of 

effectiveness (Anon, 2024).  They have proven useful in demonstrating the impact of 

design decisions and requirements on a system or product, allowing for informed choices 
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among competing options. The results are employed to iteratively refine the mission and 

system requirements and create a more balanced system given the best design and 

technology choices available (Ricks, n.d.).   

The most common analyses discussed in literature are Pugh, Analytic Hierarchy 

Process (AHP), Kepner-Tregoe (KT), and Multi-Attribute Utility Theory (MAUT).  All 

of these decision models establish the best alternative between a list of options, with the 

differences between these methods due to the amount of time involved, type of data 

provided, as well as the scoring mechanism (Baker and Whalen, 2016).   

The Pugh method involves a list of well-defined steps listed below (Jordan, 2024).   

¶ Step 1:  Gather a team of key stakeholders 

¶ Step 2:  Choose the options 

¶ Step 3:  Choose a baseline or reference design 

¶ Step 4:  Determine the criteria 

¶ Step 5:  Establish weights (if a weighted Pugh matrix is used) 

¶ Step 6:  Construct the matrix 

¶ Step 7:  Rank each alternative against the baseline 

¶ Step 8:  Determine the score 

¶ Step 9:  Determine the best option 

 

The Pugh matrix is set up with criteria on the left side of the table, and the various 

alternatives across the top.  The baseline option is scored a zero for all criteria and the 

options are then compared to the baseline.  Each alternative’s column numbers are added, 

and the highest score should provide the best alternative; however, the team should 

review the results to ensure the alternative makes sense.   An example of a Pugh method 

matrix is shown below in Table 2.  In this example, Alternative D would be considered 

the most desirable solution with a score of +3.   
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Table 2: Pugh Method Matrix (Hessing, 2014) 

The Pugh option provides objectivity, simplicity (+1/0/-1 scoring), clarity, speed, 

collaboration, allows for wide use cases, and offers baseline comparison (Agrawal, 

2025).  However, the scoring provides rather limited granularity as there are only three 

ratings, and changing the baseline can shift results.  Complex scenarios may require other 

tools, and ample time is required for success (Agrawal, 2025).  The major use for this 

method is when a known baseline is available to score against.   This method is 

particularly effective when prioritizing product features, supplier selection processes, 

technology decisions, and investment opportunity evaluations (Suhane, 2025).   

Another popular trade-study approach is referred to as the Analytic Hierarchy Process 

(AHP) methodology, which involves breaking down complex decisions into a hierarchy 

of simpler decisions and evaluating the relative importance of each criterion.  According 

to the literature, this approach captures both qualitative and quantitative decision 

characteristics and reviews pairwise comparisons; a method that determines which entity 

is preferred, has a greater amount of a certain quantitative property, or whether the two 

entities are identical. These comparisons are then used to generate the weights associated 

with each.  AHP also incorporates the ability to check the consistency of the evaluations 

thereby reducing the bias (Anon, 2025).  Using this application, the goal or problem that 

is being addressed is defined at the top of the framework, with the criterion listed 

underneath followed by the various alternatives being scored.  Following the completion 
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of the framework, the decision makers can systematically assess the alternatives by 

making pair-wise comparisons for each of the chosen criteria (Figure 6).   

Figure 6: Example of an AHP Framework (Vargas, 2019) 

In AHP, which involves higher complex math, it tends to be a good approach for any 

kind of decision problem requiring flexible weighting.  It is also a valuable solution to 

gain deeper understanding of a specific problem (Goepel, n.d.).  Conversely, it does 

require an understanding of pairwise and complex math, without the option for baseline 

comparisons.  Unfortunately, it requires using specific software to calculate and verify 

results.  Feedback loops and interrelations are not possible, and it is too complex to use as 

a standard tool for practical decision making in an organization (Goepel, n.d.).  This 

solution is typically used when the decision to be made includes multiple and complex 

criteria and comparisons between quantitative and qualitative information when time is 

not an issue.  It has an advantage as it is a structured approach and reviewable, when 

direct measurement is not possible or subjective in nature (Beik, 2025). 

Kepner-Tregoe (KT) methodology offers a trade-study analysis method that 

includes a risk assessment and prioritization to select the best option with the least 

negative impact.  It is thought to reduce conscious and unconscious biases that may lead 



15 
 

to biased decisions (Anon, 2019).  This trade-study is fairly elaborate to execute.   

¶ Step 1:  Define decision statement and desired result. 

¶ Step 2:  Define strategic requirements (must have), operational objectives 
(wants) and restraints (limits) 

¶ Step 3:  Rank the objectives and determine weights 

¶ Step 4:  List alternatives and courses of action 

¶ Step 5:  Score each alternative – eliminate any that does not meet the strategic 

requirements  

¶ Step 6:  Choose the top two or three alternatives and determine their relative 
negative effects 

¶ Step 7:  Analyze the scores vice the negative effects score and choose the high 
scoring option. 

¶ Step 8:  Create a risk mitigation plan for the risk items identified. 

 

An example of a KT trade-study is shown below (Table 3).  In this example, the left 

column lists decision criteria, while alternatives are shown across the top.  Each criterion 

is weighted and multiplied by each option’s value.  

 

Propane emissions:  0.3 (weight) x 0.83 (value) = 0.25 (score) 

All propane criteria values are then added:  0.25 + 0.79 + 0.87 + 1.12 = 3.03 

 

 

Next the propane option is normalized against the other options: 

Total score = 3.03 + 4.06 + 5.96 = 13.03 

 

Then the propane option is divided by the total score = 3.03/13.05 = 0.23 

 

Finally, normalized merit is divided by normalized cost:  0.23/0.28 = 0.84 merit/cost 
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Table 3: KT Trade-Study Example (Baker & Whalen, 2016ђд 

 

The KT method is a disciplined, rigorous, step-by-step approach that can reduce 

subjectivity and bias with decision making processes.  It fosters clarity, improves 

communication among stakeholders, which leads to more robust and defendable 

decisions.  It relies on a somewhat inflexible process, does not allow for quick decisions, 

relies heavily on accurate and comprehensive gathering of data which may not be 

possible or practical (Branch, 2024).  It is normally used when a disciplined approach is 

warranted.  Additionally, it encompasses the entire decision-making cycle from problem 

identification to post-implementation review and an excellent tool when depth of analysis 

is critical (Anon, 2023).  

The Multi-Attribute Utility Theory (MAUT) involves evaluating the alternative 

based on multiple attributes and selecting the alternative with the highest overall utility. 

This requires the assessment of a utility function from the problem decision makers.  

Utility functions assist in analyzing various options and are either ordinal (ranking is 

from most to least preferred) or cardinal (assigns numerical values to show the strength of 
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preferences). Utility functions are mathematically expressed using formulas that capture 

these preferences (Blokhin, 2019).  It appears to be similar to the scoring methodology 

used by KT, however MAUT does not include strategic requirements nor risk 

assessments.  To use this method, the following steps are followed (Lee, 2025).   

¶ Step 1:  Identify the decision problem 

¶ Step 2:  Define the attributes 

¶ Step 3:  Determine the utility functions for each attribute (a value between 
0 and 1) 

¶ Step 4:  Determine the attribute weights 

¶ Step 5:  Calculate the overall utility of each alternative 

¶ Step 5:  Rank the alternatives 

¶ Step 6:  Choose the alternative with the highest overall utility  

 

An example of this approach is shown below in Table 4.   

Consider a trade-study between Supplier A, B and C with attributes of price, quality, 

delivery time and customer service.  Each attribute is weighted and each supplier is 

scored based upon the attributes. 

 

Then, the utilities are calculated: 

Supplier A:  (0.8 x 0.3) + (0.25 x  0.7)  + (0.2 x 0.9) + (0.25 x 0.6) = 0.745 

The supplier with the highest overall utility score should be selected. 

 

Table 4: MAUT Trade-Study Example (Lee, 2025) 

MAUT provides a systematic approach to evaluate alternatives when multiple criteria are 

involved and provides a quantifiable means to weigh different attributes according to 

their relative importance.  It is also excellent with complex scenarios when trade-offs 

between competing objectives must be carefully assessed.  However, weights and utility 

functions are subjective which can lead to bias, if not properly monitored.  The process 

can be complex and time consuming, especially with multiple alternatives, attributes or 
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stakeholders (Unknown, 2024).  This method is employed when a structured and 

systemic approach is needed that allows trade-offs and ensures more balanced and 

informed decisions.  The tool is customizable to allow for adjusting functions, attributes 

and weights (Anon, 2024). 

There was a fifth trade-study option that was explored as it was identified in a 

whitepaper written by Ullman and Spiegel (2006) that discusses trade-study methods 

when uncertainty is prevalent, and decisions can be a mixture of both qualitative and 

quantitative information. In a traditional approach, a trade-study can be defined as:  

T1 = f(x1, x2, x3…..) 

T2 = f(x1, x2, x3…..) 

T3 = f(x1, x2, x3…..) 

 

TN = f(x1, x2, x3…..)  

Where Tj is a target value and f(x) denotes a functional relationship among the variables.  

Ullman and Spiegel note that this method usually fails because it lacks essential data such 

as  uncertain, evolving, qualitative, quantitative, conflicting, and team-based information.   

They mention Pugh’s method, MAUT, or AHP, however, they claim that these 

approaches do not address uncertainty well.  Instead, they propose a Bayesian Team 

Support (BTS) methodology that fuses information from multiple sources developed by 

Robust Design Incorporated (RDI).  Ullman and Spiegel opine that this approach applies 

the concepts of Bayesian decision analysis to multi-source decision-making and extends 

the scope of traditional Bayesian modeling to problem formulation.  RDI has 

commercialized BTS in a tool referred to as Accord.TM  AccordTM software could not be 

researched further as a potential tool for this praxis, as it is unavailable online and RDI, 

its company, seems to no longer operate.   



19 
 

 The reviewed literature indicates that no single trade-study type is widely or 

predominantly used within the military or DoD sectors.  The most important aspects for 

choosing the approach is 1) if there is a baseline that can be compared to,  2) how 

complex the trade-study is,  3) how much time is available and, 4) the accessibility of 

reliable data (Baker and Whalen, 2016).    

Following selection of the trade-study approach, it is necessary to determine criteria 

and assess various alternatives or COAs.  Georgiadis (2013) states that determination of 

criteria and alternatives in a trade-study is often determined by expert judgement and 

should be chosen to discriminate amongst the options.  He further declares that the DoD 

recommends using technical maturity, technical risks, life cycle costs, performance, 

operational effectiveness, how it fills gaps or shortfalls, and operational suitability (DAU, 

2026).  Alternatives should be identified through a market survey process and weighting 

can be assigned using a variety of methodologies (Georgiadis, 2013).   Georgiadis 

provides a comprehensive discussion of weighting methods and considers six of the most 

common weighting approaches defined by Weber and Borcherding (1993).  They are 

algebraic procedures, statistical procedures (i.e., multiple regression or maximum 

likelihood), holistic procedures (rate/rank alternatives), decomposed methods (one 

attribute at a time), direct (compare ranges of two attributes), and indirect (infer weights 

using means).  NASA Langley Research Center’s Systems Analysis and Concepts 

Directorate (SACD) employs trade studies regularly to define, assess, and evaluate a wide 

variety of aerospace systems for given requirements.  They utilize physics-based 

(aerodynamics, propulsion, flight mechanics, and structures) and non-physics-based 

(cost, reliability, safety, and operations) criteria in their trade study weighting artifacts 
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(Rick’s et al., n.d.).   

MITRE Corporation, a federally funded nonprofit organization that performs systems 

engineering and integration work for the command, control, communications, and 

intelligence systems of the Department of Defense (Anon, 2025), has developed a clear 

and concise trade-study process.  They opine that weights should be established using a 

statistically significant method such as subject matter opinion using a statistical method 

such as Delphi.  The Delphi method is a structured process for forecasting and decision-

making; subject matter experts anonymously answer several questionnaire rounds, review 

group feedback and adjust responses to reach consensus.  This methodology has been 

used in various fields like healthcare, defense, business forecasting, and research (Anon, 

2024).   

2.2 Economic Principles & Maintenance Concepts 

 
 Robert McLeod (1973) articulates the importance of applying economic 

principles to minimize a product’s overall lifecycle cost.  Cost becomes a tradeoff 

between system availability/uptime and maintenance costs.  He argues that designing 

reliability and maintainability into any system is important because in the military world, 

maintenance activities can account for up to seventy percent of the total product lifecycle 

costs, which is a tremendous amount.  If an effective economic approach to maintenance 

is implemented, there are four major results realized:   

(1) Increased up time and/or lower maintenance costs from an optimum 

maintainable system 

(2) Increased up time and/or lower maintenance costs from an optimum total 

maintenance commitment 

(3) Cost savings  
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(4) Inherent economies due to synergistic planning effort vice a piecemeal 

approach to maintenance 

 

While the approach is sound, it does not address economic principles in terms of a 

quantitative approach; rather it was more qualitative in nature.   McLeod references a 

three step procedure where the system is first analyzed for critical components using a 

block diagram approach, secondly followed by a detailed analysis of these critical 

components for redundancy, reliability, and maintainability.  The third step is then to 

analyze the various tradeoffs to attain the optimum design.  McLeod discusses a feedback 

loop both during the design and maintenance phases, which supports introducing new 

maintenance concepts.  By understanding missile subassemblies and components, and the 

effect of environments on these components, it is important to proactively design 

maintainability and reliability into the missile to reduce down-time and maintenance 

costs.   

The Government Accountability Office (GAO) states that the U.S. government 

spends billions of dollars per year on missile maintenance and corroborates the numbers 

stated by McLeod above (U.S. GAO, 2024).  From the DoD Maintenance Policy, 

Programs and Resources Fact Book, dated 2004 and the analysis of Defense Manpower 

Data Center data and FY2005–FY2009 President’s Budget, the GAO states that $59B of 

a $433B DoD budget is spent on maintenance, or approximately 14% (U.S. GAO, 2024). 

Additionally, weapon system sustainment costs account for about seventy percent of the 

total cost of the weapon system.  The GAO found that seven of sixteen weapon systems 

experienced sustainment cost growth above the thresholds as stated by United States 

Law.  One of the U.S Army missile programs that was studied, Excalibur (see Figure 7), 
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found that there was a 6% increase in cost from the latest cost estimate 2017 to 2022; and 

an 183% increase in cost from the original baseline of the system (GAO, 2024).  

Figure 7: Excalibur Missile (Frag Out Magazine, 2022) 

In addition, the Navy’s Multiband Terminal satellite (NMT) program (Figure 8), 

experienced a 365% cost increase from 2015 to 2022; and 647% from 2012 to 2022 

(GAO, 2024). 

Figure 8: NMT Satellite Program (Raytheon Company, 2012) 

There is a need to ensure maintenance concepts are considered and understood early on in 

the design of high-value assets such as missiles.  If performed correctly, the 14% DoD 

maintenance budget could be allocated towards new technology and capability 

development.    
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  In fact, the Defense Acquisition University (DAU), which is a corporate 

university of the United States DoD, as of 2024 deployed a new course entitled ‘CBCE 

002 Application and Implementation of Operating and Support Cost Credential.’  The 

DAU has realized the criticality of understanding sustainment and maintenance costs for 

high-value weapon systems.  They developed this in order for government personnel and 

contract employees to apply Life Cycle Sustainment Plans (LCSPs), Defense Working 

Capital Funds (DWCFs), and Operations and Support (O&S) concepts to create accurate 

O&S cost estimates.  This is the first step in understanding that if maintenance and 

supportability concepts are not considered in the beginning of development programs, 

these costs escalate and cause serious missile availability (Ao) issues and impact mission 

success. 

2.3 PHM & Environmental Conditions 

 
 Theunissen and Holbrook (2002) provide their perspective and research using the 

U.S Navy Harpoon missile data collected over fifteen years.  In their work, they analyzed 

the missile variant and serial number, data of Missile Subsystem Test Set (MSTS), days 

since previous MSTS, the Pass/Fail result, and details concerning what missile section 

failed.  Their research found that all variant type MTBF increases with the missile 

population age and stated that more complex electronic assemblies have lower MTBF 

than mechanical subassemblies such as fuel control and actuators, due to the number of 

components typically on a circuit card assembly.  They also state that the data supports 

that the effects of vibration and shock effects are responsible for higher MTBF when 

compared to temperature and humidity.   

 Lv, Hu and Xie, (2010)  articulate that as the limitations of regular inspections are 

https://icatalog.dau.edu/onlinecatalog/CredentialConceptCard.aspx?crs_id=61
https://icatalog.dau.edu/onlinecatalog/CredentialConceptCard.aspx?crs_id=61
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documented, PHM capabilities can play an important role in monitoring the health of 

missile electronics products.  They compare failure/time based maintenance where the 

maintenance point occurs at the point of failure or at fix intervals vice PHM, which 

monitors conditions real time and maintenance decisions can be made prior to complete 

system failure.  Lv, Hu and Xie maintain that combining a hybrid approach towards PHM 

is the best solution, where parameters of Performance or Features (PoF) are combined 

with data-driven (DD) decisions to make conclusions, system health, and remaining 

useful life (RUL) determinations.  The difficulty of PoF is taking the component level 

health information and accurately converting it to a sub-system or system health 

assessment which causes complexity in selecting the appropriate DD algorithm.   

 Teng, et al. (2018) provides a similar perspective as the paper written by Lv, et al. 

(2010), where the authors state that PHM is the key technology for new ideas.  They state 

that there are two parts to PHM; fault prediction (referred to as PoF from Lv, et 

al.)/health management (called DD by Lv, et al.) and the ability to make decisions based 

upon real time data.  Whereas Lv, et al. refer to the hybrid approach being the best 

solution, Teng, et al. refers to the same concept as the fusion model.  The fusion model 

combines the physical failure mode and the data driven mode. In this article, the authors 

simply provide the concept of their approach; and fail to actually create a model using a 

real missile and data for discussion. Teng, et al. also discuss that rudder oil leakage rate, 

battery resistance, and quantity of missile engine charge result in high failure rates.   

In fact, an article in Total Military Insight (Team, 2024), discusses common types 

of missile failures including guidance, propulsion, warhead, and structural in nature and 

do not state rudder/“fin” oil leakage, battery, or engine charge contribute to high failure 
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rates at all.  This paper addresses the issue that environmental and operational conditions 

such as temperature, humidity, and altitude can significantly affect missile performance, 

where Teng’s paper doesn’t address this important fact.  Total Military Insight (Team, 

2024) makes an excellent point that systematic methodologies should be utilized for 

determining missile failures such as Root Cause Analysis (RCA), Failure Modes and 

Effects Analysis (FMEA), and reliability modeling.  Total Military Insight briefly 

discusses an incident where twenty-eight U.S. soldiers were killed and almost one 

hundred others were wounded when a nearby Patriot missile defense system failed to 

properly track a Scud missile launched from Iraq during the Gulf War (Barr, n.d.).  This 

was cited to underscore the importance of missile failure analysis using different 

methodologies.  In terms of future direction of missile failure analysis, the article 

recommends data analytics, artificial intelligence, and machine learning (AI/ML), that 

can be leveraged for predictive maintenance.    

2.4 Reliability 

 
 Che and Leng (2024), discuss the fact that the rapid advancement of missile 

systems technologies has led to the complexity of reliability analysis and there is a need 

for improvements in reliability methods to address those complexities.  Traditional 

methods have focused mainly on flight reliability due to the harsh environmental 

conditions that the missiles experience.  Che and Leng opine that storage and shipboard 

duty reliability is equally, if not more important, as most of a missile’s life is spent in 

storage or shipboard.  They discuss using a binomial distribution to evaluate the lower 

confidence limit of the overall mission reliability; but failed to address how to account for 

storage and shipboard reliability.   
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 Gilbert, et al. (n.d.) consider the fact that high-value assets are exposed to long 

term environmental conditions that can affect a missile’s performance and reliability.  

Missiles are typically monitored through various surveillance and testing programs.  

After fielding these assets, the military collects reliability data through both destructive 

and non-destructive test methods.  This data is then analyzed for trends which will 

determine whether or not service life can be extended, or whether the asset is 

demilitarized.  Missile reliability is an important factor that needs to be understood.  

Gilbert, et al. effectively present the types of failures due to environment in tabular form 

(Table 5).  Specifically, they refer to temperature, humidity, and shock events that 

contribute to decreased reliability of high-value assets, and correctly identify some 

common issues such as electronics components failures, degradation of various materials, 

and system fatigue.  However, they fail to realize that pressure (Singh, 2020) and 

vibration (Theunissen & Holbrook, 2002) extremes also contribute to reduced missile 

reliability.   The article further discusses that data from sensor technologies are necessary 

to incorporate into probabilistic models to effectively predict the reliability of a weapon 

system at any given time.  They suggest both diagnostic and prognostic analysis as the 

best approach and note the limitations associated with deterministic methods.   

 

 

 

 

 

Table 5: Missile Reliability Factors 
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2.5 Service Life 

 
Service life is an important aspect of missile availability and in an article by 

iNEWS (2025), it is stated that most military shells, bullets, and tactical missiles have an 

arbitrary twenty year shelf life determined by the military.  The article also postulates that 

missile shelf life can basically be thirty years, yet they cite no references or supporting 

documentation.  They infer that since missiles use explosives and are stored in a nitrogen 

environment during their life before they are launched, it is acceptable to increase their 

shelf life by ten years. The authors fail to realize that shelf-life is typically specified by 

the SOW requirements or the contractor themselves and includes reliability analysis, 

Highly Accelerated Life Testing (HALT), and Highly Accelerated Stress Screening 

(HASS) to determine shelf life. Also, most missile configurations are not stored in any 

inert environment nor are they typically stored in a warehouse, rather they are stored in 

bunkers with no environmental controls.  These bunkers are often located at military 

bases that experience extreme conditions such as Tucson, Arizona or Fort Greely, Alaska.   
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Zhang, et al. (2016) correctly states that high-value asset storage life, a 

quantitative index of reliability, is estimated during the design and development stages 

(also determined by customer requirements, specifications, and Statement of Work).  

Zhang, et al. discuss four main methods of service life extension: technical updates, 

maintenance, remodeling, and equipment storage.  As technology is advanced, technical 

updates are performed in order to improve the reliability of the missile.  An example of 

this (not cited in this paper) is the transformation from through-hole to surface mount 

microelectronics to allow for smaller CCAs, resulting in decreased electronics stack 

weights and improved reliability.  Maintenance, especially preventative maintenance, has 

a direct correlation with increasing missile service life.  Zhang, et al. refer to remodeling 

as a way to change the state of the missile that currently doesn’t meet the technical 

requirements, to pass those requirements.  They cite that wasted liquid propellant storage 

life can be prolonged through the addition of a corrosion inhibitor.  Finally, the way that 

equipment is stored can extend the life of a weapon system.  It is recommended to seal 

missiles as the preferred method for increasing service life.  However, the approach of 

actively sealing every missile either by a hermetically sealed container or a hermetic 

bunker is not only impractical but also cost-prohibitive.     

 Lee’s article (2018) discusses the fact that the cost of high-value assets has led to 

extension programs as a way to stretch the service of existing resources. The political 

climate and uncertainties of being able to procure military equipment has similarly led to 

the implementation of service life practices.  Lee cites four main challenges of lifecycle 

extension programs that need to be understood.  First, it is crucial to maintain safety and 

integrity of the asset. The second consideration is spare parts availability, which includes 
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obsolescence issues. The third item involves key personnel resources and declining 

transfer of knowledge that occurs in the military environment.  Finally, maintaining 

availability for combat operations with major maintenance activities needs to be well 

planned in advance.  Service life is a complex logistics problem that must be well 

understood. 

2.6 Lead Finish 

 
 The Department of the Navy’s Information Technology Magazine (2025) 

provides the history of the Reduction of Hazardous Substances (RoHS) Directive that 

went into effect in 2006 and is the legislature that defines the maximum lead 

concentrations allowed for electronics containing solder. Previously, all electronics 

utilized lead solder due to its strength.  With the implementation of the RoHS Directive, 

manufacturers were forced to identify suitable lead-free solders.  Unfortunately for the 

DoD and aerospace government contractors that make up the smallest number of users of 

microelectronics devices, the global consumer marketplace determines the electronics 

industry.  Therefore, it has been necessary for aerospace contractors and the DoD to 

determine other options for lead solder alloys.  Electronics using lead free alloys can 

experience quality and reliability issues.  The number one reported problem has been due 

to the spontaneous formation of tin-whiskers; (Nasa.gov, 2019) which is defined as 

electrically conductive crystalline tin structures when tin is utilized as a final finish.  

Figure 9 shown below of tin whisker formation pure tin-plated that occurred between 
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terminals of an electromagnetic relay switch. 

Figure 9: Tin-Whisker Formation (Nasa.gov, 2019) 

These structures can cause deleterious consequences in electronics and lead to complete 

system failure (The Sydney Morning Herald, 2007).  For example, in 1987 at least seven 

nuclear power plants were shut down due to tin-whisker failures.  In 1989, tin-whiskers 

were reported on the Phoenix missiles used by the U.S. Navy.  There were at least seven 

satellites containing processors that controlled position that developed tin-whiskers and 

four of them were deemed total losses.  Finally, in 2006, malfunctioning electronics 

inaccurately pointed the space shuttle Endeavour's engine, moving the rocket's trajectory.  

NASA engineers later found millions of tin whiskers.  Although MIL-HDBK 217F, the 

handbook of Reliability Prediction of Electronic Equipment, is the DoD standard for 

reliability predictions of electronics and is cited regularly in DoD contracts, it does not 

provide reliability data for components or assemblies that use lead-free solder.  Because 

of this, it becomes necessary for each company to develop and deploy risk mitigation 

steps to prevent the formation of tin-whiskers.   
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Table 6: Pinsky Level I-V Classification Standards 

 

Pinsky and Lambert, et al. (n.d.)  define Level I-V classification standards and 

recommends various tin-whisker mitigation steps based upon a level.  Level 1 requires no 

restrictions and is primarily for throw-away consumer electronics.  Missiles and avionics 

are classified as a Level IV, and require pure tin only be used on a case by case basis if 

there are no other alternatives or mitigation options and if the risk is negligible.    

Table 7: Tin-Whisker Risk Assessment Calculator 
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Table 6 references Pinsky’s proposed standard that should be used for each hardware 

system; and ideally should be documented in the SOW.  The paper also discusses whisker 

risk assessment algorithms, created to help determine the risk of whisker growth, which 

is then used in the risk assessment calculator and provides an overall number as to the  

risk of tin-whisker formation (an example risk assessment calculator is shown in Table 

7).  Pinsky developed this approach in 2003, which was later made publicly available 

through the courtesy of the University of Maryland Center for Advanced Life Cycle 

Engineering (CALCE, 2023)  and is still used throughout industry to assess risk of tin-

whisker formation in electronics assemblies. 

Although reliability, service life, and lead finish are significant factors, their 

importance is irrelevant if components become outdated and are no longer available for 

procurement.  Morgan, et al.(2021) discuss the fact that management of obsolescence is 

particularly important for any system intended to be in service for longer than the 

component lifespans, especially when considering military or DoD applications.  In fact, 

one of the references by Morgan, et al. states that upwards of 70 percent of electronic 

components are obsolete before the system is even fielded.  Therefore, along with 

reliability and other analyses, it is imperative that obsolescence is also considered and 

managed appropriately.   

2.7 Wireless Protocol & Sensors  

 
 Jun, Ling, Lixin and Chunhui (2014),  discuss the fact that a Prognostics and 

Health Management (PHM) system architecture is an excellent choice for ensuring 

tactical missiles are available and ready for use over a long period of time.  In the paper, 

they discuss the differences between aircraft and missiles; citing that testability, 



33 
 

maintainability, and supportability are regularly ignored for missile design due to the fact 

that they are largely in storage mode, which is an accurate assessment.  Also,  reliability 

analysis is typically used for determining the missile storage life extension, which is 

insufficient.  Therefore, they provide an example PHM architecture approach for missiles 

that includes boundary scan and Built-In-Test (BIT), sensors, Radio Frequency 

Identification (RFID), and wireless LAN to provide data that can be used for accurately 

predicting missile life.  The authors fail to realize one critically important fact that RFID 

is not allowed for monitoring missile environments, as RFID imposes major security 

issues and they are not HERO/HERF compliant.  This raises credibility concerns about 

the authors.     

 Simmons and Marotta (2014) provide a much better perspective on the concept of 

PHM as they accurately represent that the ability to predict missile failures using 

innovative technologies have to be cost effective and provide a high return on investment 

(ROI) in order to be successful.  The missiles owned by the Army are typically not in 

controlled depot environments; rather they are exposed to variable and extreme 

environments and stresses that can degrade reliability and performance.  Therefore, the 

U.S. Army Aviation and Research, Development, and Engineering Center (AMERDEC) 

has collaborated with several companies to create new health monitoring systems that can 

detect missile failure modes.  Simmons and Marotta cite that this research addresses the 

concept of Condition Based Maintenance (CBM), which is the overarching strategy to 

recommend maintenance activities based on the data obtained through PHM (DAU, 

2022).  Their discussion regarding using commercially available sensors to the extent 

possible to reduce costs and increase ROI is straightforward.  However, when they tested 
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sensors that measured temperature, humidity, pressure, shock, and chemicals; only 

temperature, pressure and pressure sensors met the operational, power, size, and accuracy 

requirements.  They also investigated an impact detection module (i.e., shock); however, 

the power requirements and data processing needed for this module exceeded the 

available power.  Simmons and Marotta are currently developing a micro-electrical-

mechanical system (MEMS) based shock counter that requires no power to operate.  

Other usability enhancements that are being addressed include using a micro secure-

digital (SD) card to store the data, which can be removed and read at the depot facility.  

They also performed a trade-study of the display, in order for warfighters to know the 

status of the missile in the field without having to send the missile back to the depot in 

order to perform the assessment.  In this study, none of the displays met the ruggedized 

requirements needed for extreme environmental conditions.  Although this paper 

references some innovative PHM solutions, they neglected to perform adequate 

warfighter usability studies.  For example, sending the micro SD card to a depot located 

thousands of miles from the field does not provide real-time missile status.  Also, none of 

the solutions allow for instant reading of the environmental data without having to 

physically open a container or missile.  This paper also failed to address if these solutions 

are HERO/HERF compliant or were approved by the Weapons System Explosive Safety 

Review Board (WSESRB) (Navy, 2025).  

Saad, et al. (2014) perform a detailed analysis of numerous wireless 

communication protocols (Bluetooth, UWB, ZigBee, Wi-Fi, Wi-Max and GSM/GPRS) 

in terms of range, reliability, bandwidth, conformity standards, security, cost, energy 

consumption, speed, network architecture, and environment.  Their emphasis is on 
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performance metrics, highlighting those of accuracy and reliability.  They use the Bit 

Error Rate (BER)  to measure the performance and reliability of the wireless protocol 

which is defined by the following formula:   

 

ὄὉὙ
ὔὩὶὶ

ὔὸὼὦὭὸί
 

ὔὩὶὶ ὲόάὦὩὶ έὪ Ὡὶὶέὶί 

ὔὸὼὦὭὸί ὲόάὦὩὶ έὪ ὸὶὥὲίάὭὸὸὩὨ ὦὭὸί 

 

Using this approach, Wi-MAX, ZigBee, Wi-Fi, and GPRS network had the lowest BER. 

Saad, et al. opine that the wireless choice is heavily dependent upon the constraints and 

requirements of the application and BER is a parameter that provides both performance 

and reliability indications. 

In 2003, there was a DoD Small Business Innovation Research (SBIR) contract 

awarded to Intuitive Research and Technology Corporation in the amount of $69,363 for 

further development of the RRAPDS system to Theater High Altitude Area Defense 

(THAAD); yet to this day, the system has not been deployed (SBIR, 2003).  The author 

of this praxis could find no additional reports or documentation as to the progress of this 

SBIR.   

Toutanji, et al. (2005) describe a system developed by AMRDEC that is referred 

to as Remote Readiness Asset Prognostics and Diagnostics System (RRAPDS) that 

includes temperature, humidity, and shock sensors to monitor missile health and 

employing probabilistic methods to forecast the failure frequency based upon the initial 

parameters (temperature, humidity, shock) then employing stress/strength, cumulative 
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damage functions, and Weibull analysis.   Although the approach is sound, Toutanji, et 

al. do not discuss any real data obtained on the missile’s health nor do they include a 

block diagram of the system and its components or how the data is extracted.   

  Kudiya and Marotta (2011) further review the RRAPDS system claiming real-

time access of source data and allow for remote prognostics and diagnostics and create 

higher efficiencies for the U.S. Army.  The paper also states that this capability will 

contribute to a “revolution in military logistics,” and the goals of the Army with total 

logistics situational awareness. In this paper, Kudiya and Marotta discuss the fact that the 

Army has significantly changed how the Army builds and fields their missiles.  Prior to 

Operation Desert Storm, Army missiles were typically stored in depots or bunkers for 

long term storage.  However, following the Desert Storm conflict, Army assets have been 

removed from the depots and placed near conflict zones, resulting in missiles subjected to 

environmental extremes. The U.S. Army conducted a stockpile surveillance and noted 

that there were a number of failures due to extreme environmental exposure and were 

divided into three types:  mechanical and structural, electrical, and energetic.  The 

mechanical category included damage during transportation and handling activities.  For 

the electrical area, failures occurred due to corrosion, temperature, and humidity issues, 

while the energetic failures were sometimes the result of high temperature storage 

environments. Since the surveillance program was a reactive one, they wanted to be able 

to measure environmental data real time in order to develop diagnostic and predictive 

models for component health.  RRAPDS had been field tested as of 2011 and was 

providing data that was going to be used by probabilistic engineering models to 

determine if the asset could be used for field deployment.  The paper states that the Army 
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planned to utilize three different probabilistic engineering models from the 

shock/vibration/temperature/humidity data obtained from the RRAPDS system; 

specifically, stress/strength interference, cumulative damage model, and Weibull service 

life predictions.   

Hatchell, et al. (2017) further discuss the deployment of the RRAPDS system and 

identifies the system details.  The module is secured to the aft end of a munitions 

container with a probe that extends into the container to measure internal temperature and 

humidity.  Interestingly, Hatchell et al. state that since 2000, Picatinny Arsenal has 

sponsored the development of this system, which as of this article dated 2017, still had 

not been deployed across the United States Army.   

Marotta, et al. (n.d.) details the RRAPDS system which consists of a Circuit Card 

Assembly (CCA) containing sensors to collect the environmental data, a processor, 

power source, and transmission protocol.  The details of the CCA are shown in Figure 10 

where the electronics stackup CCAs are indicated on the left, and the accelerometer CCA 

on the right. 

Interestingly, the article never mentions that the RRAPDS electronics are 

confined within a hermetic solution for protection from the environmental exposure and 

handling damages that could occur.  For production deployment, the packaging of the 

electronics must occur to ensure sensor reliability.   
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Figure 10: RRAPDS System (Marotta, et al., n.d.) 

A similar design is discussed by George, et al. (2021) where their system 

monitors and records temperature, humidity, vibration, and shock and claims it is 

ruggedized to withstand various environmental extremes.  George, et al. claim that there 

are no data loggers available in industry to support a launch vehicle with all of the 

environmental parameters discussed above.  In Section II of the paper, the system 

requirements are discussed and the resulting design of the Embedded Environmental 

Stress Recorder (EESR).  The one glaring error noted is setting the vibration and shock 

specifications to +/- 16g.  This limit is too restrictive and will lead to inaccurate 

assessments of missile viability.  Additionally, the data is accessed through a USB 

interface; again, not a practical solution in order to obtain real-time information about the 

launcher system.  In Section III, the system implementation details are addressed.  In 

order to keep the system small, they effectively design a combined temperature and 

humidity sensor to limit size. George, et al. also considered safety issues and design their 

battery with inbuilt short circuitry protection and a 30 day data capacity, certainly not 

ideal; but at least was addressed. 

 EE Times (2007), state that the IEEE working group was meeting in 2007 to 

develop the IEEE 1902.1 standard (AKA RuBee) as an alternative to RFID in many 
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applications.  The standard was subsequently approved by the Institute of Electrical and 

Electronics Engineers (IEEE) as the international standard in 2009, sponsored by Visible 

Assets and Seiko Epson Corporation.  Proponents of this technology state that these 

networks could operate at long wavelengths and use low cost sensor tags with ranges 

between ten and fifty feet. The paper cite that one of RuBee’s advantages is operating in 

harsh conditions, even reading through liquids and metal, whereas RFID struggles with 

accurate reading in these scenarios.  Initial supporters of RuBee include Tesco Group, 

Metro Chain, Carrefour, and BestBuy as well as microelectronics suppliers and system 

developers such as HP, IBM, Sony, Panasonic, and Motorola.  The paper references 

many of the RFID issues known today, such as the inability to read through various 

materials and harsh environments, which is overcome using the RuBee protocol.  It has 

been used to ensure the safety of government owned weapons and firearms, hospital 

inventories, disaster recovery and safety systems, and other categories of high-value 

goods and services.  Another important aspect of this capability is that it provides high 

levels of security when compared to RFID.  EE Times further references that the FDA 

classified RuBee as a Non-Significant Risk (NSR) Class 1 device for use in hospital 

operating room applications.   

  Dantas, et al. (2017) discuss IEEE 1902.1 as a low frequency, two way wireless 

protocol based upon low magnetics, designed for harsh environments, and integrated with 

various sensors for data tracking.  This article references RFID as having several 

limitations such as being able to read through various materials, including steel or earth.  

Section II presents the protocol and how the system works.  Section III briefly addresses 

discrete event simulation, and Section IV follows with their simulation environment.  
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Section V addresses their simulation results with the main goal of determining whether a 

certain number of buried tags can be contacted within a given time.  In their first 

scenario, the time was constant at 5 seconds, and the number of tags were changed over 

the test from 5 to 20.  The larger the number of tags, the smaller the number of tags are 

able to respond when time, t=5 seconds, due to interference.  In the second part of the 

experiment, time was set to no limit, and 94% of the tags were read within 20 seconds.  

The 6% that were not read was due to phase mismatch or distance issues. This paper is a 

solid assessment of the RuBee technology and capabilities to be employed for coal mine 

environmental conditions.  

2.8 Conclusion  

 
In summary, trade studies play a pivotal role in selecting the most appropriate 

course of action when multiple solutions are available, employing defined criteria 

alongside rating and ranking methods to reach an optimal solution.  This methodology is 

particularly significant when implementing innovative approaches for monitoring 

extreme shock and vibration events in high-value assets such as missiles.  Beyond 

utilizing trade-studies as key decision-making tools, it is also necessary to consider  

various economic principles and advanced maintenance strategies to achieve optimal 

outcomes.  Attention to reliability, service life, lead finish, and obsolescence is also 

fundamental for successful missile sustainment and maintaining mission readiness.   
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Chapter 3 – Methods and Analysis 

 

A comprehensive evaluation of a monitoring system capable of tracking shock 

and vibration events must involve a complex strategy, best achieved through trade-study 

analysis.  Initially, it is essential to select an appropriate wireless protocol and sensor 

technology that can monitor environmental conditions while complying with high-value 

asset Department of Defense (DoD) and Military Standard (MIL-STD) requirements.   

 This chapter follows a logical chronological structure, outlining the research 

methodology as well as the data collection and analysis procedures utilized.  The 

structure and organization is referenced below.   

¶ Trade-study methods, selection criteria, and weighting 

¶ Wireless protocols and sensor technologies, with trade-study criteria and weight 

factors  

¶ Reliability techniques 

¶ Service life evaluation 

¶ Lead finish and obsolescence review 

¶ Validation methods – validation and verification of the selected system 

 

In addition to the trade-study, additional analyses were conducted such as reliability, 

service life, and lead finish to ensure the long term viability of the chosen system 

validated by literature.  Per DoD Instruction 4151.18, “Maintenance of Military Materiel” 

(Anon, 2026), Section 3 paragraph h, states that it is a requirement to: 

“Manage and structure maintenance capabilities and programs to achieve inherent 

reliability, availability, safety, and maintainability levels for meeting readiness 

objectives of national defense strategic and contingency requirements.” 

 

Further justification for including additional testing is evidenced by MIL-STD-11991A 

DoD Standard Practice General Standard for Parts, Materials, and Processes Paragraph 

B.1.1 COTS Management Scope and Paragraph B.2.1 Requirements: 
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“The use of COTS assemblies includes the following steps, (1) review and 

understand the design, internal parts, materials, configuration control, and 

qualification methods of all “as-received” COTS assemblies, and their capabilities 

with respect to their application in the System; (2) identify risks, and where 

necessary, (3) take additional action to mitigate the risks associated with the 

performance and reliability of the COTS assembly in the system.” 

 

“All COTS assemblies shall meet the allocated functional performance and 

reliability requirements to meet the system requirements.” 

 

Paragraph 4.4 Life Cycle Management of the same standard discusses the fact that 

procedures shall meet the systems life cycle requirements.   

“Documented procedures shall ensure that all parts, materials, and processes 

included in delivered equipment meet the system requirements for the application 

life cycle.” 

 

Further, Appendix G defines the requirements for parts obsolescence, and finally, 

Appendix C discusses prohibited materials:   

 

“Tin alloy solders, coatings, and finishes with less than 3% Pb by weight that are 

internal and external to EEEE parts/components, related hardware, and 

mechanical surfaces.” 

 

Therefore, additional evaluations including reliability analysis methods and procedures, 

along with considerations for service life, lead finish, and potential obsolescence issues 

were conducted to support DoD Instruction 4151.18 and MIL-STD-11991A.   

 Validation involved small-scale integrations to confirm the system could detect 

events beyond missile weapon specifications.  Scenarios included transportation events 

from manufacturing facilities to U.S. coasts, truck to pier-side, ship to pier-side, and pier-

side to depot.   

3.1  Trade-Study Approach & Weighting Factors 

 
A structured trade-study matrix approach was selected and developed for this 
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analysis, with criteria and weighting percentages informed by both literature review, 

customer requirements including the SOW, and established best practices from the 

Defense Acquisition University.  This process, as outlined in the Defense Acquisition 

Encyclopedia (Anon, 2026) involves systematically defining the problem, establishing 

constraints, generating multiple solution options, setting evaluation criteria, assigning 

weight factors, conducting the analysis, ranking alternatives, and ultimately selecting the 

most appropriate course of action. This methodology ensures an objective evaluation of 

alternatives, supporting robust decision-making for complex technical challenges (Acq 

Notes, n.d.).   

The method is outlined in Figure 11; further details are provided below.   

 

Figure 11: Trade Study Research Methodology Flow Diagram 

Step 1:  Problem definition – Evaluating a monitoring system that can track shock and 

vibration events in real-time must involve a multifaceted approach that can only be 

accomplished by a trade study analysis. 
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Step 2:  Define constraints on COAs – Constraints were defined as cost, performance, 

security, and useability. 

 

Step 3:  Develop multiple COAs – The COAs were to investigate the commercial market 

where various wireless protocols and sensor technologies could solve the problem 

statement.  

 

Step 4:  Define the evaluation criteria – Evaluation criteria were defined per the statement 

of work, missile requirements, and SME reviews.  There were four main categories 

analyzed (Cost & Competitiveness, Performance, Security and Reliability, and Ease of 

Use with subcategories under each of the main category).  The criteria chosen supports 

the recommendations provided by Georgiadis (2013), NASA Langley Research Center’s 

Systems Analysis and Concepts Directorate (SACD) (Rick’s et al., n.d.) and MITRE 

Corporation (Anon, 2025). 

 

Step 5:  Determine weight factors – Weight factors were determined as shown in Table 8.   

 

¶ Cost and Competitiveness factors included technology costs (5%) and installation 

labor (5%).  The lower percentages were attributable to the higher prioritization of 

Performance and Security and Reliability. 

 

¶ The Performance category (weighted at 55%) focused on battery life (20%), 
wireless range (15%), data transmission through materials (15%), and 

size/durability (5%). For high-value assets like missiles, which may remain 

deployed for years, battery life was given significant priority.  Since these 

missiles cannot be removed from their containers or launchers to replace faulty 

sensor batteries, ensuring long-lasting power was especially important.  To protect 

data from unauthorized access, the importance of wireless range was considered 

secondary along with data transmission through materials.  Data must be 

accessible without opening canisters or launchers, which is not permitted on a 

ship. Size/durability ranked as the fourth consideration in this category.  While 

important, they become irrelevant if battery life, wireless range, or data 

transmission cannot be achieved.   

 

¶ Security and Reliability (30%) was assessed through cybersecurity (20%), 

survivability (5%), and suppliers (5%).  If security is insufficient, unauthorized 

access could reveal classified missile information.   

 

¶ Ease of Use was assigned a score of 5% and ranked with consideration for the 
typical user demographic, which primarily consists of sailors aged 18 to 24 years, 

who may not possess higher education credentials.  The software’s user interface 

should therefore be straightforward and intuitive. 
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Table 8: Trade-Study Selection Criteria and Weighting Percentages 

 

 

 

 

 

 

 

 

 

 

Each of these categories was scored from 1 to 5; where a score of one represented the 

optimal solution and a score of five indicated the least favorable outcome.  This scoring 

methodology was selected as it offers the balance between simplicity and detail and 

provides moderate granularity and includes a neutral midpoint without cognitive load. 

Table 9 highlights the major attributes for trade-study scaling (Austin, 2024). 

Table 9: Trade-Study Rating Scales and Advantages (Austin, 2024) 

 
Step 6:  Conduct trade-study -  Perform the trade-study analysis.   

Step 7:  Perform ranking and determine best COA – Rank the results from best (1) to 

worst (5). 

 

Step 8:  Choose appropriate COA –  Select the best COA, identify any risks and develop 

mitigation strategies. 
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Following trade-study methodology research, it was determined that the MAUT approach 

would be utilized for this effort.   

3.2  Wireless Protocols and Sensor Technologies  

 
The wireless protocol and sensor marketplace was reexamined at the start of this 

praxis effort as technologies have changed significantly in recent years.  Alongside 

evaluating wireless protocols, assessing available sensor technologies was necessary to 

ensure comprehensive coverage of this problem. 

Notably, by 2025, several additional wireless protocols were available compared to 

those referenced in the original review (RuBee IEEE 1902.1, RFID, ZigBee IEEE 

802.15.4, and Janus ANEP-87).  Details of the original assessment are available in 

Chapter 4 of this praxis. 

Those evaluated at the beginning of 2025 included IEEE 1902.1 RuBee, RFID, 

ZigBee IEEE 802.15.4, Janus ANEP-87, IPv6 over Low Power Wireless Personal Area 

Networks (6LoWPAN), Narrowband IOT (NB-IOT), Near Field Communication (NFC), 

Long Range Wide Area Network (LoRaWAN) and Long Term Evolution (LTE-M).   

In addition to the wireless protocol studies, several sensor technologies supplied by 

various market leaders were also analyzed and comprised the following:  RuBee IEEE 

1902.1, Lansmont Saver, Gladiator Technologies GA-50, EnDAQ S3, TE Connectivity 

3700, and Jewell Instruments.  Refer to Appendix A and B for images of the wireless 

protocol and sensor options studied in this praxis effort.  Table 10 shows the selection 

criteria and weights used for both trade-studies. These criteria were chosen based upon 

the SOW and the essential requirements to ensure that the selected system solution is 
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successful, deployable and maintainable. 

As discussed previously in the literature review, using appropriate wireless and 

sensors to monitor missile health for incorporating these four new U.S. Navy 

maintenance concepts.     

(1) Increased up time and/or lower maintenance costs from an optimum 

maintainable system,  

(2) Increased up time and/or lower maintenance costs from an optimum total 

maintenance commitment, 

(3) Cost savings, and  

(4) Inherent economies due to synergistic planning effort vice a piecemeal 

approach to maintenance. 

 

As illustrated by Georgiadis (2013), weights must sum to one as in the equation 

below.  This is important as it allows the analyst to give different importance or weight to 

each item and provides flexibility to define the system of importance when it is not 

appropriate to weigh each item identically (Anon, n.d.).   
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Table 10: Trade-Study Weight Tree 

 

3.3  Reliability Analysis Methods & Process  

 
Sensor reliability and MTBF were analyzed using Reliasoft® Lambda Predict 

software, which relies on widely recognized standards such as MIL-HDBK-217F (Anon, 

2025).  This tool suite consists of a collection of model-based engineering software 

applications that covers reliability, maintainability, and availability modeling and 

analysis.  As of late 2025, Reliasoft’s® marketing literature states that over 600 

companies were actively using their software across various industries (Anon, 2025) such 

as aerospace and defense, automotive, electronics, energy, industrial machinery, as well 

as consumer products (Anon, 2024).   

3.4  Service Life Analysis  

 
 Service life analysis (SLA) was performed using a four-step proprietary procedure 

recommended by the company ROOT whose business is to deploy sustainable products.  

Their method, used in this praxis, involves goal and scope definition, inventory analysis 

followed by an impact assessment, and results interpretation (de Mol and Walte, 2022).  
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The SLA was also based upon the DAU process, which recommends a proactive 

approach to ensure a service life extension can be accomplished prior to a system failing 

to meet requirements and before O&S costs rise above acceptable limits.  The DAU 

recommends that certain factors be considered including life cycle system costs, design 

life and RUL, software maintenance, configuration management, warranty policy, parts 

availability, and system documentation availability (Anon, 2025).   

Life-limiting potential concerns that were analyzed included adhesives, battery 

capacitance, contamination, corrosion, data retention/memory, elastomers/polymers, 

finish, materials, and outgassing.  One of the significant benefits of implementing sensor 

technologies is the fact that the quantitative data can then be analyzed and used to 

potentially increase service life of high-value assets such as missiles.  

3.5  Lead Finish & Obsolescence 

 
Any wireless or sensor technology employed will also need to be assessed as to 

the type of microelectronics lead finish.  Following the evaluation, a risk assessment and 

mitigation strategy will need to be determined.   

To assess if there were any issues pertaining to lead finish, each component was 

researched via their manufacturer data sheet and cross-referenced with a proprietary parts 

repository.  This database includes information such as design part to manufacturer part 

cross-reference,  part preference and avoidance, verification, application risk, and 

parametric data.  Once compiled, the BOM lead finishes were tabularized, reviewed for 

any potential tin-whisker interferences or other manufacturing issues, and mitigation 

strategies were identified.   

Sensor component obsolescence was determined using Industrial & High-Speed 
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(IHS) Markit, which is updated weekly into the propriety database that includes all part 

data referenced above.  IHS Markit is a prominent source of component and supplier 

information for product development, offering data on more than 500 million electronic, 

interconnect, electromechanical, and fastener parts from more than 4,500 manufacturers.  

This extensive database is widely utilized in the defense industry because of the sheer 

volume of available data (Anon, n.d.).  Industry uses IHS Markit for several vital reasons, 

including streamlining product design and development, ensuring designs meet necessary 

design requirements, and sourcing alternatives based upon technical part details.  

Additionally, IHS Markit helps companies anticipate obsolescence issues early and 

identify suitable replacement parts (Anon, n.d.).    

To assess sensor obsolescence, every component in the Bill of Material (BOM) 

was evaluated for risk and assigned a score according to the criteria outlined in Table 11. 

Table 11: Obsolescence Risk 

 

After compilation, the BOM obsolescence issues were organized in tabular form, and 

appropriate mitigation strategies were identified, as necessary.   

3.6 Small Scale Integration Analysis & System Verification  

 
Once the sensors and antennas were purchased, the sensors were programmed for 

temperature, humidity, shock, vibration, and pressure limits based upon the specific 
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missile to be tested using the weapon specification.  Several small scale integration tests 

were conducted including truck transportation across the country, truck to pier-side, ship 

to pier, and aircraft transportation across the country.  
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Chapter 4 – Results 

 
As outlined in Chapter 3, the methodology was established in order to conduct 

comprehensive trade-studies, analyses and validation of the selected system through this 

praxis investigation.   Results will be explained for each of the following areas.  

¶ Wireless protocol and sensor technology trade-studies, plus chosen system   

¶ Selected system reliability results  

¶ Service life evaluation for selected system  

¶ Selected system lead finish and obsolescence review 

¶ Validation and verification of the selected system 

 

A thorough assessment of a monitoring system designed to track shock and 

vibration events necessitates a sophisticated approach, optimally achieved through trade-

study analysis.  The initial step is to determine suitable wireless communication protocols 

and sensor technologies that effectively monitor environmental conditions while meeting 

DoD requirements for high-value assets.  Once these selections are made, it is imperative 

to perform a comprehensive reliability analysis, evaluate service life, and conduct a 

review of lead finish and potential obsolescence to ensure the long-team sustainability of 

the selected system.  Finally, validation of the chosen system is necessary to confirm data 

accuracy and supporting the decision chosen.     

4.1  Original Market Assessment of Wireless Protocols 

Comprehensive surveys of both commercial and military markets were conducted 

by Raytheon to assess whether available wireless technologies could satisfy the U.S. 

Navy’s rigorous military specifications and requirements.  Furthermore, an evaluation 

was conducted to determine whether the DoD should develop this capability internally.   

However, this was concluded to be outside of the DoD’s core competencies areas of 
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radars, missiles, and satellites and would be cost-prohibitive to develop an internal 

solution (IPL, n.d.). 

The first wireless investigation reviewed four major protocols and included 

RuBee, Radio Frequency Identification (RFID), ZigBee and Janus. The evaluation 

criterion included wireless range, data transfer speed, data transfer capability through 

various materials, system interference, size, cost, environmental exposure, battery life, 

cybersecurity and supplier availability ( refer to Table 12).  Following the completion of 

the original market survey and trade study, the praxis author opined that the IEEE 1902.1 

RuBee protocol was the only communications protocol in the market that would meet 

demanding U.S. Navy conditions.  RuBee was the single wireless sensor protocol 

compliant with HERO and HERF standards, a requirement for sensors placed near 

missiles or other high-value assets containing rocket motors, payloads or warheads.   

While the assessments offered significant and useful insights, they represented 

only a preliminary high-level qualitative evaluation.  The praxis author determined that 

employing a quantitative trade-study methodology would more effectively evaluate the 

wireless protocols and available sensors, discussed later in Section 4.4 and 4.5.   

4.2  Updated Market Assessment of Wireless Protocols 

 In early 2025, the praxis author reassessed the commercial market to identify 

available wireless protocols suitable for monitoring high-value assets such as missiles.  

Table 12 reflects the various wireless communication protocols that were considered as 

part of this updated assessment.  There were several new protocols available for review 

compared to the original assessment.  This evaluation covered the nine most widely used 

wireless options:    
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ü RuBee IEEE 1902.1 

ü Radio Frequency Identification (RFID) 

ü ZigBee IEEE 802.15.4 

ü Janus NATO Standard ANEP-87 

ü  IPv6 over Low Power Wireless Personal Area Networks (6LoWPAN) 

ü Narrowband IOT (NB-10T) 

ü Near Field Communication (NFC) 

ü Long Range Wide Area Network (LoRaWAN) 

ü Long Term Evolution Machine Mode (LTE-M) 

 

Note:  2 Wave Wireless Protocol was not included in the analysis, as this is only used for 

home automation products and does not have the necessary security features. 

 

Table 12: Original Wireless Protocol Qualitative Assessment (Raytheon, n.d.) 

 

Table 13 presents the updated qualitative findings from the wireless protocol 

evaluation, which subsequently informed the development of criteria and weighting for 

the trade-study shown in Table 10.   Reviewing the qualitative information yielded 

several surprising findings regarding battery life, range, transmission through materials, 

and security.  A crucial requirement was long battery life as high-value assets are 
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typically on ships or in bunkers for up to 10 or more years.  Of the nine protocols 

evaluated, RuBee, RFID, ZigBee, Janus, and NB-IOT were capable of long battery life or 

contained rechargeable batteries.   

Table 13: Updated Wireless Protocol Qualitative Assessment – 2025 
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Table 14: Updated Sensor Technology Qualitative Assessment – 2025 

Several of the options offered extended range capabilities (including Zigbee, 

Janus, 6LoWPAN, NB-IOT and LoRaWAN); however, only Zigbee, 6LoWPAN and  

LoRaWAN provide cybersecurity features designed to protect classified data from 

unauthorized access.  Additionally, only RuBee, RFID, and Zigbee can transmit through 

metal, another necessary requirement as missile containers cannot be readily opened in a 

ship or depot situation.  Finally, the most important requirement of the assessment was to 

ensure that technology could be placed next to ordnance, it was surprising to note that 

only two protocols were HERO/HERF safe, specifically, RuBee and RFID.  While the 
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RuBee power could be modified to ensure the Safe Separation Distance (SSD) was zero, 

RFID had a minimum 3-12 feet SSD; problematic when this large distance is not 

available in a missile canister or container. 

4.3  Updated Market Assessment of Sensor Technologies 

In addition to the evaluation of wireless protocols referenced above, the praxis 

author examined the market with consideration of the latest sensor technologies 

applicable to high-value assets.  The principal sensors employed in this sector include:   

ü Visible Assets RuBee IEEE 1902.1 

ü Lansmont SAVER™ 

ü Gladiator Technologies GA50 

ü EnDAQ S3-E100D40 

ü TE Connectivity 3700 

ü Jewell Instruments ASXC 

 

This evaluation employed the same criteria as outlined in Section 4.2.  Notably, 

significantly fewer sensors were available for assessment in the market space.  Extended 

battery longevity proved challenging to obtain; RuBee demonstrated the longest duration 

at 10-20 years, while EnDAQ achieved a maximum of 52 days, and Lansmont, 

employing a rechargeable battery, provided up to 30 days of operation.  Other than 

RuBee, which offered wireless capability, all of the other sensors required a hard wire 

connection in order to operate.  RuBee was the only solution that operated through 

multiple materials including metal, concrete, water, and others.  Finally, the RuBee 

protocol was the only sensor evaluated that also provided several levels of cyber security 

including NIST 186-4 authentication, AES encryption, and read/write password lock 

features (see Table 14). 
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Ш4.4 Wireless Protocol Technology Trade-Study 

The trade-study was conducted using the selection criteria and weighting as 

defined through the Statement of Work, requirements analysis, DAU, NASA Langley 

Research Center’s Systems Analysis and Concepts Directorate (SACD), MITRE 

Corporation and Georgiadis (2013).  The trade-study shows that RuBee IEEE 1902.1 is 

the most suitable wireless solution for supporting the requirements, earning a score of 

1.45 and was selected for the wireless technology for this effort.  ZigBee is next with a 

score of 2.55, and RFID ranks third with a score of 3.6 (Table 15 and Figure 12).  

Although RFID and ZigBee are considered HERO/HERF safe, their batteries lack the 

longevity required for extended missile deployments.  Both also require a hard-wire 

connection in order to obtain the data which necessitates opening containers or launchers, 

not allowed in a ship or depot environment.    These rankings not only confirm the 

qualitative assessment but also provide the quantitative data necessary to effectively 

support the RuBee solution.   
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Table 15: Wireless Protocol Technology Trade-Study 

 

Figure 12: Wireless Protocol Technology Trade-Study 

4.5 Sensor Technology Trade-Study 

 The results of the sensor technology trade-study were even clearer and also 

supported the qualitative assessment, whereby the RuBee IEEE 1902.1 outperformed all 
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other sensor solutions in terms of battery life, wireless range, transmission through 

various materials, and cybersecurity requirements with a score of 1.45 (Table 16 and 

Figure 13).   The other sensors studied (Lansmont, Gladiator, ENDAQ, TE Connectivity, 

and Jewell) had scores in the range of five, approximately 80% higher than RuBee and 

were not considered viable system solutions.  Accordingly, the following sections of this 

chapter will address reliability, service-life, lead finish, and obsolescence analyses to 

confirm the viability of the RuBee IEEE 1902.1 wireless and sensor solution for small-

scale integrations and missile testing.   

4.6 Reliability Analysis & Results  

 Reliability analysis and calculations were conducted using Reliasoft® Lambda 

Predict software and MIL-HDBK-217F,  Reliability Prediction of Electronic Equipment 

Handbook.  The BOM was modeled assuming a ‘Ground Fixed (GF)’ environment for 

the RuBee sensor.  This means that the sensor, once mounted on high-value missile 

containers, canisters, or launchers, will remain in a stationary place in an uncontrolled 

environment.  This is typical for a ship or depot location where the high-value assets 

containing the sensor will be stored until use.   
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Table 16: Sensor Technology Trade-Study 

 

Figure 13: Sensor Technology Trade-Study 

 

The sensor BOM is modeled in Table 17 and graphical representations of the 

modeled data in failure rates (Figure 14) and MTBF (Figure 15) are provided. The type of 
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electronic component is identified, as well as the quantity of each part, the failure rate in 

terms of per million hours (FPMH), the mean time between failures (MTBF), and the 

overall contribution to the model which sums to 1.0.  The NPRD-1010344 battery (3.47 

FPMH) contributes to the highest failure rates of the entire BOM.  The MTBF review 

shows that the battery (2.89 x 105) has the lowest MTBF values, making it the least 

reliable components on the BOM.  However, the battery accounts for almost 60% of the 

overall failure rate (contribution of the battery is 0.549 out of 1.0), representing an order 

of magnitude higher contribution compared to the infrequent failures associated with any 

other component on the circuit card.  The battery reliability risk is mitigated by the fact 

that the battery operates for only a few milliseconds during incidents such as missile 

shock events.  

Table 17: Sensor BOM Reliability Data 
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Figure 14: Sensor BOM Failure Rates 

 

 
Figure 15: Sensor BOM MTBF Rates 

 

 

To get a complete picture of the sensor reliability, the overall reliability percentage was 

calculated.      
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The overall BOM FPMH of 6.31 means the following reliability:   

   ‗
FPMH

(failures per hour) 

  = 6.31 / 106 

  = 6.31 x 10-6 failures/hour 

The probability of survival (reliability) over time ὸ hours is: 

Ὑὸ Ὡ  

Ὑὸ = reliability (probability that the system operates without failure) 

‗ = failure rate in failures/hour 

ὸ = mission or operating time in hours 

While the battery is rated for a ten-year lifespan and the sensor is designed 

to function for up to fifteen years, the battery is activated only when 

environmental conditions exceed the specified limits.  Using a worse case 

assumption that the battery is powered for 10% of the total ten years.    

  Battery = 10 year operating time  = 87,600 hours) 

  Assume 87600 hours x 10% = 8,760 hours 

R(t) = e (-6.31 x 10-6 failures/hour)(8,760 hours)  

Therefore:  Reliability = 95.5% which is consistent with high-value assets 

such as missiles and no further risk mitigation plans are necessary. 

 

However, using the datasheet information, the battery is assumed to be 

actively read for 1,200 seconds per month or 0.333 hours during threshold 

events. 

  R(t) = e (-6.31 x 10-6 failures/hour)(.333 hours) 

Therefore:  Reliability = 99.9%  the battery has even higher reliability 

when using a typical read of 1,200 seconds per month. 

 

4.7 Service Life Assessment 

Service life requirement compliance verification is typically conducted using two 

different approaches, either by testing or performing a service life assessment (SLA).  
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Evaluation through test requires assessing critical components such as batteries, memory 

devices, or IMUs, as well as performing accelerated aging and testing of energetics.  

Hardware testing can be expensive and time consuming and requires a significant amount 

of available hardware.  In this case, an SLA was undertaken in consideration of the 

aforementioned factors such as cost, time, and accessibility of hardware.  SLA was 

performed through a full analysis of the sensor BOM for items such as materials used 

during assembly,  battery life, memory device evaluation and retention, corrosion 

analysis for dissimilar metals, and component termination finish analysis.  Table 18 

represents the most common potential life-limiting concerns for the sensor.  However, a 

complete SLA is available in Appendix C.        

Following review of the BOM, the battery, solder, epoxy, and the pure tin 

components were determined to be the items with the highest life-limiting concerns (see 

Table 19).  The battery was reviewed for aging and performance degradation, which was 

determined as a low-risk due to its extremely low data rates, and the battery supplies limited 

current only periodically when a specification limit is surpassed by an event, such as shock.   

The solder used in the sensor assembly process was determined as a low risk for 

cyclical stress cracking or low cycle solder fatigue that could limit service life as there  
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Table 18: SLA Potential Life-Limited Concerns 

 

are no lead-finish compatibility issues and the epoxy used to encapsulate the entire CCA 

successfully mitigates any potential service life issues.  Epoxies, in general, are capable 

of outgassing and degassing; however, the epoxy chosen for this sensor assembly has 

excellent adhesion, excellent electrical insulation, and is impervious to water and other 

solvents.  There is minimal impact to service life.  Finally, there are a few pure tin 

components used on the CCA which could lead to tin-whisker formation.  However, the 

SLA risk is also minimal as the use of appropriate SAC 305 solder ensures negligible tin-

whisker formation.  Additionally, the CCA is encapsulated with epoxy, which mitigates 

the potential for tin-whisker growth.    
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Table 19: Sensor SLA Life-Limiting Concerns 

 
 
 

4.8 Lead Finish & Obsolescence Analysis 

The RuBee sensor Bill of Materials (BOM) was examined to identify any possible 

concerns related to lead finish or solder incompatibility.  This analysis is critical as this 

could result in poor or non-wetting solder, formation of brittle intermetallic compounds, 

dissimilar metal corrosion, and tin-whisker formation.  Any of these factors could impact 

sensor reliability.   Each component’s lead finish were assessed as shown in Figure 16.  

15% of the BOM (4 components) contained ‘high risk’ lead finish of greater than 97% 

tin, which can cause a slightly higher tin-whisker formation. However, as the entire 

circuit card assembly (CCA) is completely encapsulated in an epoxy possessing superior 

adhesion, electrical insulation properties, and extreme water resistance, the risks 

associated with these four components are effectively mitigated.   
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Figure 16: Sensor Lead Finish Analysis 

 

The next step was to identify the solder used for assembly of the sensor CCA to 

ensure lead-finish compatibility.  SAC 305, a lead-free alloy whose chemical 

composition is 96.5% tin (Sn), 3.0% silver (Ag), and 0.5% copper (Cu) is used for the 

soldering process.  All of the microelectronics lead finishes are compatible with the SAC 

305 solder and there is minimal reliability risk.      

While assessing the RuBee sensor for potential lead finish ramifications, the 

component obsolescence was also evaluated concurrently (Figure 17).  All BOM 

components were analyzed for potential obsolescence risk using proprietary databases 

and risk postures utilized across industry.  A score of ‘red’ identifies current obsolete 

components that will require contacting the OEM and requesting a special life-type build 

or locating a third-party distributor that may have this part available in stock.  ‘Orange’ 

represents the component is planned to be discontinued, and risk mitigation strategies 

include a life-type buy or determination if a replacement part is available with the 

identical footprint, lead style, and form factor.  A designation of ‘yellow’ recognizes the 
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component will be available for one to two years, and it is advisable to begin planning for 

future part availability.  Finally, a ‘green’ score indicates that the component is expected 

to remain available for at least two years.  Due to the rapid advancement of the 

microelectronic industry, most availability forecasts are limited to a two-year timeframe.  

Fortunately, all of the BOM components were identified as ‘green,’ and no immediate 

risk mitigation strategies are warranted.  However, performing an obsolescence analysis 

annually is recommended.  

 

Figure 17: Sensor Obsolescence Analysis  
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4.9 Small Scale Integration Results and Validation of Selected System 

 Following the trade study assessments and reliability, service life, obsolescence 

and lead finish analyses, it was necessary to validate that RuBee IEEE 1902.1 wireless 

protocol and sensor perform as specified and can be deployed on missiles to validate 

events such as shock.  To this end, critical attributes were examined which included 

battery life, wireless range, data transmission through materials, size/durability, and 

cybersecurity through various testing scenarios.  Then, validation of environmental 

excursions were conducted through small-scale integration events.  The RuBee sensor 

system included three main components; a tablet containing the requisite software, an 

antenna to ‘read’ any excursions or events, and the sensor mounted on a high-value asset 

such as a missile (Figure 18).       

 

Figure 18: RuBee IEEE 1902.1 Sensor System 

The selected tag for testing and evaluation contained five sensors measuring temperature, 

humidity, pressure, vibration, and shock.  Limits were programmed according to missile 

weapon specifications using Sensor Envoy software.   Refer to Figure 19 for an example 

Antenna 

Tablet + Software 

Sensor 
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of the programmable software environmental limits. 

 

Figure 19: Example of Software Programmable Environmental Limits 

 

4.9.1 Battery Life 

 Sensor battery life was analyzed and managed by evaluating several sensors 

throughout the time period from January 2025 through December 2025.  Battery life did 

not degrade, and all sensors remained fully functional throughout the year.  Additionally, 

battery life was calculated using a proprietary calculator; compared to the battery 

datasheet and the sensor specifications using 1,200 active read seconds per month, and 

assuming 80% of the time, the sensor will be in temperatures of 100 to 300 Celsius (or 380 

to 860 Fahrenheit), typical environments aboard USN ships or depot locations. For a 15 

year battery, calculations yielded a total lifetime of 17.1 years, a margin of over 2.0 years.   
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Table 20: Sensor Environments and HERO/HERF Data Transmission  

 

4.9.2 Wireless Range, Cybersecurity, and Data Transmission through Materials 

Wireless range, cybersecurity, and data transmission through various materials 

were evaluated together since they are interdependent aspects of the design, reliability, 
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and security of wireless systems.  It is imperative to have a relatively short wireless 

range, so that unauthorized personnel cannot read the information and data which affects 

cybersecurity requirements.  Data transmission through materials is also a critical feature 

of the system since missile containers or launchers cannot be opened while in a ship or 

depot setting.  Environments that are regularly observed on a USN ship, launcher, or 

depot were analyzed.  Air was used as the control group, and water was evaluated for 

future underwater torpedo applications.  Missile environments studied were wood, 

aluminum, and steel (Table 20) as these materials are used for shipping containers and 

canisters and launching systems are usually comprised of aluminum or steel.  The 

analysis indicated that wireless range, cybersecurity, and data transmission through 

typical high-value asset containers and launchers was thoroughly achieved and data can 

be obtained without needing a wired connection or opening a container. 

4.9.3 Size & Durability 

 Another important attribute is the number of various form factors that are 

available.  This consideration is essential to the overall system, as various form factors 

are necessary to accommodate the dimensions of missiles, containers, and launchers.  

Given that this technology supports multiple form factors (Figure 20), this system can be 

applied across a wide range of missiles and portfolios without impeding implementation.  
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Figure 20: Typical Sensor Form Factors 

4.9.4  Small Scale Integration & Validation Results  

 Several small scale integration analysis and testing scenarios were conducted to 

ensure the selected system could adequately measure any events outside of the missile 

weapon specification.  These scenarios discussed below included transportation events 

from manufacturing facilities to the east or west coast of the United States, from truck to 

pier-side, ship to pier-side, and pier-side to depot.   

 

Small Scale Integration #1, USA  

The first integration included attaching sensors to a missile container, followed by 

utilizing a crane to transport the missile container off-ship to the pier, then placing the 

missile container onto PHS&T pins located on the pier, followed by forklift 

transportation to a truck.  The truck then transported the missiles to a depot location 

where the sensors were removed from the container, and the sensors were then shipped 

overnight to the praxis author’s location (Figure 21).   
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Small Scale Integration #1: Installation of Sensor to Container on Ship (Ziezulewicz, 2017), 

Crane from Ship to Pier, Pier to Truck, Truck to Depot, Removal of Sensor from Container, 

Sensor Shipped Home 

 
Figure 21: Small Scale Integration #1 Major Events 

During all of the transportation events, there were no out of specification shock and 

vibration events that occurred, even when the forklift was utilized (Figure 22). 

Figure 22: Missile Container Moved from Ship via Forklift (Anon, 2026) 
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However, after the container was loaded onto the dock, which requires precise  

Packaging, Handling, Shipping, and Transportation (PHS&T) pin placement, several 

shock events were observed and detected by the sensor as the forklift attempted to engage 

the container with the PHS&T pins.   Figure 23 shows a typical example of the 

transportation system (Anon, 2026). 

Figure 23: Missile Container Movement onto PHS&T Pins & Wheeled Pallet (Anon, 

2026) 
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The data captured from the sensor indicates that the container experienced a shock event 

at 90 Gs during the PHS&T pin alignment process (Figure 24) close to the weapon 

specification limits.  Because of this, it is recommended to perform further testing 

through future work.   

Figure 24: Detailed Shock Trace During PHS&T Pin Alignment 

 
 
Small Scale Integration #2, USA 

The second integration effort consisted of sensors outfitted in a missile container 

and transported to the west coast via truck.  The missile container was later moved to a 

depot location where the sensors were removed from the container and shipped overnight 

to the praxis author’s location (Figure 25).   

 

Small Scale Integration #2: Installation of Sensor to Container, Warehouse to 

Truck, Truck to Depot, Removal of Sensor from Container, Sensor Shipped Home   
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Figure 25: Small Scale Integration #2 Major Events 

During these events, no transportation shock of vibration occurred.  However, at Site 2, 

the sensor data displayed a pressure excursion at approximately 12.7 PSI or 5,000 feet, 

Site 2’s altitude (Figure 26).  This alarm diminished as the sensors moved toward sea  

Figure 26: Small Scale Integration #2 Detected Pressure Events 
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level and the west coast.  This is important as it shows the sensor’s ability to detect and 

alert users to systems that experience dramatic altitude changes, which can be useful in 

understanding when a high-value asset has been transported in an aircraft or when an 

asset is unsealed or when a hermetic seal fails.  

 
Small Scale Integration #3, USA 

The third integration included attaching sensors inside of a tri-pack missile 

canister, followed by forklift transportation to a truck.  The truck then travelled across 

country to the east coast where the tri-pack missile canister was transferred again via 

forklift to a depot location.  At this point, the container was opened, the sensors removed 

and shipped overnight to the praxis author’s location (Figure 27).   

 

 

Small Scale Integration #3: Installation of Sensors Inside Canister, Factory to 

Truck, Truck to East Coast, East Coast to Depot, Sensors Removed from Inside 

Canister, Sensors Shipped Home  

 

Figure 27: Small Scale Integration #3 Major Events 
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The sensors were installed on February 6, 2024 (Figure 28) onto the missile tri-pack and 

transportation events occurred through February 14, 2024, when the missiles arrived at 

the east coast.   

 

 

 

 

 

 

 

Figure 28: Sensor Installation onto Tri-Pack 

Figure 29 demonstrates that no shock events were recorded during any transportation 

events between February 6 and February 14.  However, on February 15, when the sensor 

was removed, there was a high shock event recorded with a maximum peak of 90 Gs 

(Figure 29 and 30), expected due to the amount of force applied to remove the sensor 

from the tri-pack location.  Additionally, the sensor documented a pressure event during 

the return flight to Massachusetts, along with shock occurrences that were likely 

attributable to sensor handling throughout the flight.   

 This praxis investigated using quantitative trade-study approaches, appropriate 

weighting criteria and scoring methodology to identify an appropriate wireless and sensor 

technology, named RuBee IEEE 1902.1, capable of monitoring high-value assets such as 

missiles.  Ensuring long term viability required conducting further analyses, including 

reliability assessment, evaluation of service life, consideration of pure tin usage and 

review of potential obsolescence.  After assessing the long-term viability of the system, 
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the RuBee solution was validated through small-scale integration events that 

demonstrated the effectiveness of this solution.   

 

Figure 29: Small Scale Integration #3 Detected Shock and Pressure Events 

 

 

Figure 30: Detailed Shock Trace During Sensor Removal 
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Chapter 5 – Conclusion and Future Work 

 

5.1 Conclusion 

 
 This research addresses a major problem for the U.S. Navy; environmental issues,  

such as shock or vibration events, can render high-value assets such as missiles 

inoperable.  In such instances, where recertification is possible, expenses can exceed $1.0 

million per asset, with downtime extending beyond 18 months.  In fact, just last month, 

the U.S.S Truxtun (DDG-103) was involved in a collision with a U.S. supply ship (Anon, 

2026).  This destroyer is equipped with almost one hundred missiles that are now suspect 

and will require risk mitigation efforts.   

This praxis examined Hypothesis #1 which suggested wireless protocols and 

sensor technologies are available that can detect shock and vibration events on high-value 

assets such as missiles.  This was accomplished by surveying the market space for 

capabilities that meet rigorous U.S. Navy and DoD requirements, ultimately identifying 

several suitable candidates.    

  After conducting qualitative assessments, Hypothesis #2 was evaluated using  

thorough trade-study research.  The principles from the literature review were applied to 

establish strict weighting and scoring criteria.  As a result, the RuBee IEEE 1902.1 

wireless system was selected for further analyses.   

RuBee IEEE 1902.1 underwent evaluation under Hypothesis #3, through 

comprehensive analyses, including reliability assessments, service life, obsolescence and 

lead-finish determinations.  These evaluations were performed to verify the system’s 

long-term viability and availability. Subsequently, validation was accomplished via 
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targeted small-scale integration efforts, demonstrating the system’s effectivity not only 

during shock and vibration events, but also under varying conditions of temperature, 

humidity, and pressure excursions.   

 These tests confirmed that the wireless protocol and sensors performed according 

to design specifications, enabling the U.S. Navy to deploy this system to identify areas of 

environmental concerns on high-value assets such as missiles.  The basic Concept of 

Operations (CONOPS) was executed successfully.  Testing confirmed that the core 

functions – sensor attachment, monitoring wirelessly through canisters and containers, 

and data retrieval – operated in accordance with the established requirements.   

The implementation of this system will enable the United States Navy to improve 

missile availability while reducing recertification costs, which aligns with the objectives 

of this praxis effort.     

5.2  Future Work 

 
 Future initiatives should prioritize the integration of this capability across the U.S. 

Navy fleet, starting with its introduction to a Carrier Strike Group (CSG).  The primary 

objective of this effort should focus on attaching sensors to missiles stored in depots or 

ships, whether in containers, canisters, or launcher systems.  Additionally, subsequent 

engineering assessments should be conducted to address high shocks that missiles can 

experience with forklift placement onto PHS&T pins.  Although this is not considered an 

out of specification condition, it could shorten the life of the missile and procedure 

changes should be explored.  The process of transferring environmental data from the 

ship to other agencies for evaluations and recommendations requires consideration.  

Upon completion of data acquisition, an evaluation of possible missile service life 
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extensions should also be conducted. 
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Appendix A:  Wireless Device Photos 
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Appendix B:  Sensor Photos 
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Appendix C:  Service Life Assessment 
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