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Abstract of the Praxis

A Novel Real-Time Methodology for Assessing the Monitoring of U.S. Navy High-
Value Assets
to Enhance Availability and Minimize Recertification Expenses

Hi ¢lal ue imxcdaitds ng mi ssiles, are not curre
vi braveamtihesard United States Naval (USN) wvess
result in assetl8hmohakReseabsdstatrgthp teturn

to the Original Equi pment Manufacturers (OEN

costs of wup to $1.0 million per missile, enc
recertificaheooriegiprabetbhhac ufgsedcanex2017; whe
USSJohn McCain collided .S8iFtih zagre railld tceon K @ rd ea

Phi nigplpapigged mer chant cargo ship, resul ting
serviihdes. probleimhaftrict ed a$it at es amidl i t ary ser

government contr act oopssr s1uncalan o < k Rviayetd hi eno. n Nor

This issue occurs on USN ships underway if t
vessel . It can also happen duri,mgdtranspor:t
terrorilsnts uefvfeinctisent mi ssile supply may compr
significant casiunalatni eesv eanmo nayf smaiilliotrasr y conf |

The Navy requires a way t-waltiédiaseattsy tr
foll owing major shoTchi sorr evs eébaracth oenx a micn edde nda rs
present mar ket for wireless protocols and se
higlal ue assets and meet strict standards r ec
gualitative and quantitative met hods.

Next, a compr ehexntsu d’'ye waed gmhdrefdo t meadl,e f ol |
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reliability, odmdelress ceendea faen aelxteins,i on oppor |
sol uti on umnsdcearlvwee nitn tsengarlalt ivam it @ mad stpeosrttian g oanc r
eveimd sval i date the dmosgdr d$wdtuem,salhwetsieom.es u

to address other Navy concerns, such as miss
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Glossary of Terms

Hi e¢vlal ue: Resfseerts t o those assets, federal info
andlata fomnwhithiloramrzed access, use, disclosur
destruction could cause a significant i mpact

i nt efroersetisgn r el adrn otins ,t ee omwbnlyi ¢ oonfi dence,

public health and saWetBaerdof 2afi thle) . Ameri can peo

Mean Ti me BetTween oFaill druemcti oning |ife of a
divided by the totalpopwmbetri of daiilnongeshei ind
inteMVBIFs a basic techni ER) measmmeindéd RebI a
t he Research and Developmeaenvii R&Dnecbobntwhet &
“time” and “danéfuulel’y muesfti beed f or contractua

(DAU, .2024)

Operati onalThPev apirloapboiritiitoynn of ti nmoer ai ssystem i
capabl e of operatispgcwihiilce maeaineg used itlypacoe

supehyir d@.meymtr2008) .

Original Equi pmenA &Mampdmy ttulreetr produces com

components purchased froWebsher, mafabacturer

Prognostics & HRrmobghodManagemeamtheal th manage
advanced approach to minimize maintenance co
availability and wutilization of critical sys

and algorithms to detect anomali es, di agnose

Xvii



compute a probability distribution of time t
operational constraints and objectives for t

scheduled to achieve t(DAUgpt2i0M@a&l) .cost and wut

xviii



Chapter 1 — Introduction

Hi ¢lal ue assets, such as missiles, aren’t
on United States Naval ships due to sever al
ti me measurement and sensor depl oymeart at th
to be two main LBEseeNayYWVuitm@alime m@®@i@H) raenador di n
vi bration events only during controlled and
model ing and structured testing inngrder to
such standards as-SMD)i a7y 8SnhandandeOMBL vi b

(Anon, 2006S0)01and hMiclk t esltn ntgh d Aemwennt 1®f8 99 s i

shocwki lborrati on incident, this oversight may I
mont heamandesult in an average Thdati gy 0thearh c o0 s
for real ti me mevmailtucer iamsg edfs tihse sees steingh al an
devel oping such a system is detleuant nmggi an a

1.Moti vadd knggr ound

| 201 h evreat avion c i diehnactessi gni fi bUanst.| yNaivigpact ed
read.iFnierssst, on, B&SSE FT7 t(zeE2@dIldl i ded with a
Phil Hfplpaigngee d mer ¢ h a mteC rcAgzo{fjablc s hep odusggpan, ¢
| oss aonfd liinfipeact i ng pniexs ipli dcadueradld dbaybhdndgeg t hat

destroyeracoh |t st l@C XtwdCt (lyssetea IFi gur e 1) .



Figl:reCoIIision Damage of U.S.S. Fitzg
Then, in August of thet sdmk egielamttahteher USS

Al ni ¢kiMd ing 10 crew members as the ship tri

Ma |l a(csceae FHiTchwer d&JSS Cladmn wMcs overtaking the Al

westbound | ane oWwhetnhet hSei ndgeasptorroey eSt rhaaidt a per
steering. While the crew attempted to regain
uni nt erntuirtneaiplotylbe pat h ofc atutse nAl nihe MOI | i si c

Figxre Collision Damage of U.S.S. John M



I n bosh amaodeaestto othhe seventeen sailors that

approximately 200 misswayesahraadsg ot be womrlndg pto

for evaluation and recertification, costing
transporrteacteirotnt éssricda tGnocne t he mi ssil es are ret
they are tested, and determinations are made
assets. Therei,nde mmhsessel eptabdémsieltaEgnidl,i t ar i

mi nor r ecceorutlidf ibcega tifdeognail fimad or r eocaecesbBCcgti on

Table 1 showsoft hepda(@dmb a v @ORelgt.age costs for

mi nor recertification is approximately 10% o
redadritgattihen t ot al is 50% and for a compl ete
used.
Tablllever age Costs for Missile Recertificati
Mi ssil e Average Opti on Cost
Standar d $2.2M Mi nor Rece $220K
( S) Maj or Rece $1. 1M

De mi | $2. 2M
Standard $15M Mi nor Rece $1.5M
( S8) Maj or Rece $7.5M

De mi | $15M
Standard $4. 3 M Mi nor Rece $430K
( S#®) Maj or Rece $2. 15M

De mi | $4. 3 M

| t woulefdi didelb ethani ne shock and-vei beatsepBtevanr
exposiend aoroder atdov arnetaalgiezei nant er ms of saving coc

Il n additi oinndiodgadesuaimoeti® 17, there were tv
accitdbat sopcrciuorrr etdo 2017 t hag codloluil gdi dres ,di aslctul

fairly rare, cause a huge i mpact on missile



On October 12, (hhe7,¢ xtpree | NS eC@olae terror i
wher ec otnwboap @aInft sd al ongsi de of the destroyer i
their explosives, causing a 40 foot wide hol

i njuring sk dti.garse 3

Fi g8&Blkdsatmage of U.S.S. Cole (F.B. 1.,
Then, in August (2D0DIGBan d heh & SBd Rangear an

bul k oil tanker .M/ VTIOd oRvarstaenr crod l e Wwear ed t o
anot her siht paheedne avckt dodh ititda nbly@mrd not seen becaus
screened behindsedeRlil qesien dfigdecai ogithli@efy e nav al

ships are desagppryexismatoenltyaicane hundred mi ssi
Coresquent | y, hBhoaardee gstio enrde osnent back to the ¢

significant cost and service del ay.



Fi g#&a€Cel | i si on Damage of U.S.S. Porter (Unc

l ncluding the cost of missile transportat.
additional event s, resulted in another $200N
these four separate collisions. According t

(Frede2®@wy)i c lpuibd iaa charity organization that
policy, up to 2023, the United States govern
2s {23M 400 St 8msdd#Yd agdode s1I5t andasr d(-@&GWM.ssi | e 6
These missile types a8avtyy pihd @ols afi swhuats etdh & |
nor maatyy dh emarstcrafbleadaAdsissistiloasg t he USS John
Mc Cain and the USS Fit-2geonalygy wéboe pemdsHi w)
t hat t he3 &htnivigemtéddivai | abl e during the 2017 <co
reduced by 50% to oagl ghRi0dryiafvimparatbliyeyg moesr &k
United Stlaeamits sNawnalr efadi ness

This probl em nWtNawmyl,y bautf eictt saltshoe af f ect s

States military service lriagmewesnmeht can al



contractors suctpGa s mRayldohcekovige dNghm s ht s s u e
c ouolcdc ua nlo. nS . Nawnmndersvhayp i f they experience a
vessel. Extreme shock and vibration events
| oadanndg unl oadi msg doef aansddl esthdi puinetaesr wled a diarsg,
terrorist events. Lack of missile availabil:|
toonsi dersasbilofheek ehe of military conflict.
Anot her significant problemns20Cyg,artdheng m
Depart ment ofcrDeeafteendsnep r(eDboeDnNa nttghaguiiche | udes
regul atorywaegqahitpgl naehgapngdsggwy t o per form warr ant
assessAmeont,s 20 2®Par a Rewlpaht dr. 2, Reqrud dermeelnt s, t h
Acqui sition Regulati“ohe( BAR) o046 WwWabBastakess it
mandatHome vdre, document di scusses that the Co
constieat ur e and usaendofs etrivel ,ccetspp| admeni str at
enforcement, trade pr adtAnoens PageeiBnr Mayced r e
of 2025, Raytheon was awWampdedBadhtviamQB20dH)t.r a

Due to the amoamtdd ofhet aiveragret uadct cost per miss

i mpose warranty vdadag bdatge, iinf tdrse chofharpojedle asset s
forklift, thefroer itshenoU.nB.c hNanviysnor the contr a
fatulf or the dropbe Theédcmalalbh e dnbd issarign g
could be obligated to phegveaenat repémciemieat iy
such an event has occurred.

Finally, service |ife extensions could pot
sensor wer evglauda aoafseat .hi gWith sensor data an

hi dbgrpeobability that missile service |ife

6



t hiasxipso.r more i nformation regarding the Depa
Life Extension Program (SLEP), pl ease refer
Acqui sition University, an organization char

per s ¢ DA&I, 2025) .

1. 2 Probl em Statement

The USN needs a menhoadastsesdf fdet opelryawbil i
higllue assgnsfatbeaet toi deawihean e@wardit svarr ant
cont rraecacteart,it hied anfciy caogpseirmg | on a l readiness and
downt iSsmecsmoai t ori ng process would undoubtedl
the art technology such as | erdsureyv alndatwa r el
sucdhyat ean compmuethteios rade st udltern sdwesetdied
neetdkoncl ude both qual it atsiuwxdp earddo rgnuaanectei,t at i v

coanhmdi | i tary sSTah)d amids s(iMleL requi rement s.

1. 3 Thesi s Statement

| mpl ementing monitoring systems -that trac
ti me can enhance missile reliability and saf
l ead to failure. wWiret essf pamdd ampgoolhimlaitatdyp r opr
can monitor environmen3Tab e q¢cwinrde ma rtns iasn dn enece
identified, a full reliakbinldi opsahalsgeinsgge ser
investigation are required twi rdeefteesrsntipnle t he
angdensor in a,shiolyiap die Bywiwamdardnyezni ng t he senso
gathered from the missiles, predictive maint

schedule necessary maintenance proactively.



operational readiness and extends their seryv

1. 4 Research Questions

1 . Whi cwhi rel ess protecbhealreegthersaerd saddrl e i n the
capabl e of proactively det eevtail uge salssoek s&n
2 . Wheetf f emulftaie ¢er@ady méudodol ogy can be wutil
guantitatively determine the optimal sol u
3.Which aspgpeéctadbidfityposemlvs mleedacdrege afnalct or

should be considered when assessing these

1.5 Hypot heses

1. Therwi areeess protocol sasvand avdres drh atte clorud |
to detect shock andalbVubrassensevsuonoth as h

2. There are tr adet Badandayp giteidehdpuwdan toigti eetsi vel y
determinesbtoheaetophni mal

3. There are reliability, service |ife, and

eval uawierde Ifeosrs protocol s and sensor techn

1.6 Research Objectives

This research aims to dédeeluopg ew tsssdildtetyi ohf f

shock and vibration events, thereby reducing
chall enges pressxhnavywi tlacedubg thenUbe wutiliz
service branches. This praxis will focus on

wireless and sensor technolegsest amdhsaptle n f ioo m

could be employed to monitor shock and vi bra



ot hervahiuggh asset s. FahttfaSEh enlcfl U(dE@QT £)o mamred cmial

suppliers, as well as evaluation DobDo the fe
desigearsgor . Requirements such as case compo
met hod wi | | need to be understood as well as
finish. -stlekée,i smagtati on use cased awii loln be
to various military-sideifaf beklisthn o, fedrckl)i.f t |
cases, r edsiuslctussnseidl ,é c bmmendati ons wi | | be pro
1.7 Organi zation of Praxis

This research is comprised of five chapte

significance of the current situation and ad
instituted to resolve this probl em. Chapter

briefly expanding on the problem statement,

guestions and hypotheses. Chapter 2 discuss
revi ewed published articles and docusments di
chapter will further el aborate on the probl e

3 addresses the methodol ogy amdcé awvedlly saiss e mp
procesdgieagrmangt i ¢ asnall wttii crs Clnalpide & toidomp.r ovi des
results and discusses the various outcomes o0
the discussion, research conclusion, and fut
sources and suppl ement arey ematesr iaalds apmpenldo c a

at the coapcrlauxsiisoon of th



Chapter 2 — Literature Review

This @ohawytaeres an overview of the |iterat.
devel opmenstt uodiy aantarlaydsei s t o evaluate a syste
monitoring and asseswalnwge taises eotpse rfaddlillawiyngo fs
and vibkbeatson @®@he chapter follows the outlin

The chapter fir stkebyegsitnasd gwinteht hao drse,v i eevwa | ouf
their advantaages, tgips & G VTahrep audeeesgahtttii aungs .
par anmendrtsheir appl icandiofen ood mvi asiides @c@no
principles and maintenance svRduegiassedarse e X

rovides context for understanding the signi

©

—+

heories and maintenamaex@mmahesaoéei ghated.

prognostics and health management (PHM) and

|l omgwvmabil ity of missiles. The integration
systems, such astimme smd reist, b reinaathd serstharfesad € nan c
deci sions before totakegybhemofail ofbuencung

new capabi dviatliues afseretlsi ghuc h laesa dr,eflnichaibsihl i t vy,
0b s ol easrcee nacdedp res\waiaudhedtes sboh o di tre esmneent s | mpact

overall system per f orimaan cley ,a ntdh el icfheacpytcelre ccoons

iterature reaneiragwsa grl egasrtdainomghesbeongbese

o

apabilities can enhance marsce |l ex@mpeomasaesabil it
particularly when responding to environment a

Vi bration exposure.

10



Figbrehapter 2 Organizati on

Literature Review: 2.1
Examination of Trade Study Practices

Literature Review: 2.2
Economic Principles & Mamtenance
Concepts — Why do we care?

Literature Review: 2.3
PHM & Environmental Conditions

Literature Review: 2.4 Literature Bevigwt 25 Literature Review: 2.6
Reliability Service Lafe Lead Finish

Literature Review: 2.7
Wireless Protocol & Sensors

2.1 ExaminaStiwdy oHr alataidcee s

From the Defense Aceuiusdiiteisomrlenidvedri snietdy ,a-
“decimakomg study that i1identifies a preferrec
solutions ( Areomet hoamgdoogyyed Bt o rank sand r at e
of action (COAs), by evaluating each, agai nst
or others in order to reac-bhiassedbuudbadehat
should be conducted throughout the design an
requirements analysis,| yssginslemeasatlt gment ©Ofinc
effectivenesTBhdgyAnmay, e 20r2odvyen o siehpud cti nofde mon

design decisions and requirements on a syste

11



among competing options. The results are emp

system requirements and create a more bal anc

technology choices avail able (Ricks, n.d.).
The most common analyses discussed in |ite
Process (AHPggodaa(uBRulttrii bute Utility Theory
of these decision models establiwhthbe best

di fferences between these methods due to t he
proviaedewel |l as the scoring mechanism (Baker

The Pugh met hod t#drevalnweas sd elpisstl i sft ewde Iblel ow

T Step 1: Gather a team of key stakehol

T Step 2: Choose the options

T Step 3: Choose a baseline or referenc

1T Step 4: Determine the criteria

T Step 5: Establish weights (if a weigh

T Step 6: Construct the matri X

T Step 7: Rank each alternative against

T Step 8: Determine the score

T Step 9: Determine the best option
The Pugh matrix is set up with criteria on t
alternatives across the top. The baseline o

options are then compared to theadaadeldi, ne.

antdhe highest score should provide the best
review the results to ensure the alternative
matrix i s sThadre bHenl avkiisn exampbe,cédhsiedaaéedv

t he most desirable solution with a score of

12



Tab2 ePugh Met hod Matrix (Hessing, 2

Baseline A B C D
Criteria
1 0 +1 -1 0 +1
2 0 0 1 +1
3 0 +1 -1 +1 0
4 0 0 0 +1

The Pugh option provi dels sochojre cntgi)v,i tecyl,arsiitnyp | i

coll aboration, allows for wide use cases, an
2025) . However, the scoring provides rather
ratings, and changing the baseline can shift
tools, and ample time is required for succes
met hod i s when a known baselinesis avail abl e

particularly effective when prioritizing pro
technol ogy decisions, and investment opportu
Another poeopwldyr appadeach i s referred to as
(AHRP@t hodol ogy, which involves breaking down
of simpler decisions and evaluating the rel a
to the,tlhitseraapprreeach captures both qualitat:i
characteristics and ;r eeti holdettpea swihwmi eshe ecrotmptayr i
is preferred, has a greater amount of a cert

entities Tahrees e dceonmipi acrailsons are then used to

with eaahso AMPor porates the ability to chec
thereby reducing the bias (Anon, 20&t5) . Usi
is being addressed is defined at the top of
underneath foll owed by the various alternat:i

13



of the framework, the decision makers can sy

maki nguipa@&i compari sons forFiegeheo6) t he choser

e N
Y e T

Criterion 01 Criterion 02 Criterion 03 Criterion 04
~—

Alternative 01 Alternative 02 Alternative 03

Figer & Example of an AHP Framewor k (Var

Il n AHP, which involves higher compl ex mat h,
kind of decision problem requiring flexible
gain deeper understanding of a spaecific prob

require an understanding of pairwise and con

compari sons. Unf ortunately, it requires usi
resul ts. Feedback | oops and impleex et @atu e sa
a standard tool for practical decision makin
solution is typically used when the deci sion

criteria and comparisons bemavteieaan qwlaen ittiame v
not an i ssue. It has an advantage as it is
direct measurement is not possible or subjec

Kepifaere  Kdnet hodol ogy-so fuadhgarlsy sai st rnaedteh od t h e

ncludes a risk assessment and prioritizatio

=}

egative I mpact. I't i s thought to reduce <co

14



t o bi

ased decisionst(@uAlyon,s Z2@®193).y eTlibo rtart &d

1T Step 1 Define decision statement and
1T Step 2 Define strategic requirements
(wants) and restraints (limits)
T Step 3 Rank the objectives and determ
1T Step 4 List alternatives and cour ses
1T Step 5: Scor-eleamcmaalet amyat hae does no
reqguirements
1T Step 6 Choose the top two or three al
negative effects
1T Step 7 Analyze the scores vice the ne
scoring option.
1T Step 8 Create a risk mitigation plan
An examplter aadfaissy Khown Bel owl if Talbl € exampl e
column | ists decision criteria, while altern
i s weighted and multiplied by each option’s
Propane emi ssions: 0.3 (weight) x 0.8
Al propane criteria values are then adde
Next the propane option is normalized &
Tot al score = 3.03 + 4.06 + 5.96 =
Then the propane option is divided by t h
Finally, normali zed merit is divided by norn

15



Tab3dt eKT -Stradley Example (Baker & Whal en,

DECISION CRITERIA CREEN VEI_.HCLE O.PTIONS .
Propane Hybrid Electric Electric
Must Haves Info Y/N Info Y/N Info Y/N
Emissions < 120 CO, g/km 110 Yes 104 Yes 0 Yes
Capacity >= 4 adult passengers 5 Yes 5 Yes 4 Yes
Wants Weight Info Value Score Info Value Score Info Value Score
Emissions (CO: g/km) 0.3 110 083 025 104 133 040 0 10 3.00
Fuel Cost (US$/mi) 0.3 126 262 079 132 214 064 3.1 9.76 293
Range (miles) 0.2 448 435 087 89 995 199 100 0 0.00
Vehicle Cost (USS) 02 25,101 559 1.12 26,356 5.12 1.02 39,534 0.18 0.04
Relative Merit 3.03 4.06 5.96
Normalized Merit 0.23 0.31 0.46
Normalized Cost 0.28 0.29 0.43
Merit/Cost 0.84 1.07 1.05

Th

Th

Ut

e KT method is a -dydceipplaippped,acrhi d dvrad u <,ans tr
bjectivity and bias with decision making p
mmuni cation among stakehol ders, which | ead
ci sielnises dn a somewhat inflexible process
|l ies heavily on accurate and comprehensi ve
ssible or practical (Branch, 2024). It i s
rraAddcaeidti onal ly, itdeaoicwakpansgles fthememnt ol le
ent i fi ciamploenme ot gtoisan review and an excell
critical (Anon, 2023).

The Multtrii bute Utility Theory (MAUT) invol
sed on multiple attributes and selecting t
i's requires the assessment of a wutility fu
ility functions assist in analyzing vari ou
om most to | east preferred) or cardinal ( a

16



preferences). Utility functions are mat hemat

these preferendds a(pplemaksi n,o0 2®LX)i.mi |l ar to tI

used by KT, however MAUT does not include st
assessments. To use this method, the foll ow
1T Step 1: Il dentify the decision probl en
T Step 2: Define the attributes
1T Step 3: Determine the utility functio
0O and 1)
1T Step 4: Determine the attribute weigh
1T Step 5: Calcul ate the overall wutility
T Step 5: Rank the alternatives
T Step 6: Choose the alternative with t
An example of this app4oach is shown bel ow i

Consitdressd abdeyt ween Supplier A, B and C with
delivery time and customer service. Each
scored based upon the attributes

ies are calcul at
)25 K002B)x = @. 7W!
e highest overall ut

Then, the util t

[
Supplier A: (0.8 x 0.@®
The supplier with th

Tabdt e MAUT -Sitruaddye Exampl e (Lee, 2025)

Attribute Weight Supplier Price Quality Delivery Time Customer Service
Price 03 A 0.8 0.7 0.9 0.6
Quality 0.25 B 07 0.8 08 07

Delivery Time 02 c 0.9 06 0.7 08

Customer Service 025

MAUT provides a systematic approach to eval u
involved and provides a quantifiable means t
their relative i mportance. It i sofaflsso excel
bet ween competing objectives must be careful
functions are subjective which can | ead to b
can be complex and time consumiangyi bspesi all

17



stakeholders (Unknown, 2024). This met hod i
systemic approach i-cf fnse eadredd @rhsaur eas | nowse thraald
i nformed decisions. The tool is customizabl
andgweéis (Anon, 2024).

There was sdeaddpyf it dhn t hat was expl ored as i

whitepapetl Wwmanhtandb@gpaegdirrseE@®@@§s met hods

when uncertainty is prevalent, and decisions
guantitative informati onst udny ac atnr abde td eofnianl e da
Ti= § @x.X . )
To= f (%X . )
Ts= § (@x6..X . )

Tn= f (x6.X .)

WherjesTa target value and f(x) denotes a fun
Ul'l man amot@pitdgel this method usuvally fails
as uncertain, evolving, ,aqpua tbiataaatdi V en,f oq unaan ti it
They menti on MAWJGdhr sAkRt hfregweveari,m ttthat t hese
approaches do not address uncertainty well

Support (BTS) methodology that fuses i nfor ma
Robust Design | UWlcloragdo rSgooi geign € RDh at t hi s appro
the concepts of Bayessawmr de guaekdiiosg camall yexit £ nt
the scope of traditional Bayesian modeling t
commerciala ztedolBTrSefiarrY&dc tMepdd aswédceocdul d no
researched further as a potential tool for t

its company, seems to no |l onger operate.

18
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The reviewed | iterat urrsd uidryd itcgtee s st hwa td el o

edominantly wused withTme trhes tmiil mg arrtya mtr &0

oosing the approach is 1) if there is a ba
mp | e x -stthued yt riasd, e 3) how much time is avail
| i able data (Baker and Whalen, 2016) .

Foll owing sel-studgnapprbobhehtradei s necessa
d assess various alternatives or COAs. Ge
i teria and adttwedy aitd vefst eam dettwrardéemeé d by e
ould be chosen to discriminate amongst the

commends using technical maturity, technic
erational effectiveness, hossui tabililsygapa
P&l ternatives should be identified througt

n be assigned using a vari eGeyorogfi ameitshodol o

ovides a comprehensive discussion of weigh

mmon weighting approaches defined by Weber
gebraic procedures, statistical procedures
koedd)h, holistic procedures (rdast e(/fornaenk al t e
tribute at a time), direct (compare ranges
i ng means) . NASA Langl ey Research Center’

irectorate (SACD) employs tradeaséeudi wsdeedg

riety of aerospace systems f-basgdven requi
erodynami cs, propul si on, nfooph g tbtacsmaelc hani c s,
ost, reliability, safety, andgopetaftaohs)
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(Ri ck.md)et al

MI TRE Corporation, a federally funded nonp
engineering and integration work for the con
intelligence systems of the Department of De
and icsoenedtriadlye process. They opine that wei gl
statistically significant method such as sub
sucbedphi . The Beéelrrplit umedhopdoicesaord or f or e
makisagj ect matter experts anonymously answer
group feedback and adjust responses to reach
used in various fields |ike healthcare, defe

20D 4

2.2 Economic Principles & Maintenance Concep

Robert McLadd cwul@iE)s the i mportance of ap
principles to minimize &€opecomes’ &« ovadalof fI
bet ween system avail abi |l iHteayr/ gupets nteh aatn dd ersaii ghnt
reliability and maintainability into any sys

mai ntenance activities can account for up to

costs, which is a triemenedoasommouappr oadhamno
i s implemented, there are four major results
(1) I'ncreased up time and/ or | ower mainte

mai nt ai nabl e system

(2) I ncreased up time and/ or | ower mainte
mai ntenance commitment

(3) Cost savings

20



(4) I mherent economies due to synergistic
approach to maintenance

Whitlleeppr oachi ti sdes®wuandldr ess economic principl
guantitative approach; ratMelead rwefse rmemrece 3 U
threprocewvhenre the system is first analyzed |
bl ock diagram approach, secondly foll owed by
components for r,addndanoyainabi dbitlityThe tF

analyze the various tr adBb®ot édbids cou sadtlet gaci len ft enee

N

| oop both during the design and maintenance
mai nt enan.cBy cumdeerpsttsandi ng mi ssil e subassemb

effect of environments on these component s,

mai ntainability and reliabimetgndnmai hhenmns
costs

The Government Accountability Office (GAC
spends billions of dollars per year on mi ssi
stated by McLeod above (U.S. GAO, 2024). Fr

Programs rared Kesdu Book, dated 2004 and the :

Data Center dFayt2a0 0a9n dPrFeY¥s2 0d0ebnt ' s Budget, t he

a $433B DoD budget is spent on maint.enance,
Additionall ,m, swehaonmegsteosts account for a
tot al cost of the weapon system. The GAO f o

experienced sustainment cost growth above th

Law. One ofmitshsda I&. Srhorgmyams t hat wd@s, studi e

21



found t hat there was a 6% increase in cost f

an 183% increase in cost from the original b

Figure&xcal i bur Missile (Frag Out Mag:

I n addition, the Navy’s Mult {Fbagmud eT&rnnmi nal s
exper ahr®dcost i ncrease from 2015 to 2022;

(GAO, 2024) .

Fi g8&r e&NMT Satellite Program (Raytheon C

R )

There is a need to ensure maintenance concep
t he desivganl uoef ahsisgeht s such as missiles. I f p
mai ntenance budget could be allocated toward

devel opment .

22



I n fact, the Defense Acquisition Universi

uni versity odDotDhe alsniotfe 2 OR2td4datdeep|'OE@H a new

002 Application and | mplementati.o'n ofThe&perat
DAU has realized the criticality of under st a
higlal ue weapon systems. They devel oped t hi s

contract employees to apply Life Cycle Sust a
Capital Fumhd OpPpWCRL) ons and Support (O&S)
O&S cost estimates. Thitshiafts ntahien tfeinrasntc es taenpd
supportability concepts are not camsi,dered i
these costs escalate and cause serious missi

success.

2.3 BHMvironment al Conditions

Theuni ssen andprhbovlibdreo otkh e(i20 Qp2)r specti ve a

U.S Navy Harpoon missile data coll ected over
the missile variant and seri al number, dat a
since previouBaiMSTrSes ulhte, Paamsdks /det ai |l s concer

fail eidrr r efTsheeahah #&AblUndariant type MTBF incre
popul ation age and stated that more compl ex
than mechanicah ssbasseémblbinésosuand actuator
components typically on a citbeitdatarduppseeh
thateftfreets of vibration and shock effects ar
compared to temperature and humidity.

Lv, Hu aodarXtiiecbhbhataes the | imitations of

23


https://icatalog.dau.edu/onlinecatalog/CredentialConceptCard.aspx?crs_id=61
https://icatalog.dau.edu/onlinecatalog/CredentialConceptCard.aspx?crs_id=61

documented, PHM capabilities can play an i mp
mi ssile electronics product s. They compare
mai ntenance point occurs at the point of fai
mmitors conditions real time and maintenanc:eé
system faliM,urbMai anchi Xi ¢ hat combining a hybri
is the best solution, where parameters of Pe
wit h-ddatveen (DD) decisions tgamakreemaincil mgi on
useful Idieft @ r (nRhleet idoaf s i cul ty of PoF is takin
health i nformation and -saycsctuerna toerl ys ycsotnevne rhteianlg
assessment cwhmpdlexcdgbesti ng the appropriate

Teng,(2e)mBralvi des a similar perspective as
(2010 where the authors state thathdptiMties t he
that there are two parts to PHM; fault predi
a)l hemhhhgement (calJaendd DDhebyablivi,i teyt taol make
upon real time dathaer Whetbashibridtappr oach
sol ution,r eTffeenrgs, teot tahle same concept as the f
combi@aepghy#&i cal f ail urremondoed.e lann dt htihse adrattiac |der.

simply tpgecewmrvde elet of their approach; and fail

reall mi ssile aneéndatag sfoaldi dicusiss sihan. rudder
battery,arneds igsutaanntciete y of mi ssil e engine charg

| n fnacatritniacTloet a | Mi |l i2a®Ry dDdhscgbsebTeammor
of missile failures incl,adhidngtguwicdamae, i mr og

do not state ruddewok”“ feingil nei chlhealkagenthbatbue
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ratesTlit s aapdddpreer s ses t he i ssue that environme
such as tempeamd ualet,i thuudrei dciaany si gni ficantly
where Teng’'s paper doeshottaladMirleistsartyhilsn g imgplo
2024Kkesnaan excellent point that systematic nm
determining missile failures such as Root Ca
Effects Anagawyasgimrsel(iFMEIADt &y MobHOitrareg.llyn3i ght
di sessesinci dewveteiwghhetr eU. S. sol di ers were kil |l
hundred others were wounded when a near by Pa
properly track a Scudumimsgit deBla@ulnfc mdMir § r o m
was citedcboopeunde i mportance of missile fail
met hodol ogi es. I n terms of fuadutecderecti on
recomudertd anal ytics,amdtmddltiimd liaodrenilngenhAl

can be | everaged for predictive maintenance.

2.4 Reliability

Che and Leng (2024), discuss the fact tha

systems technologies has | ed to the compl exi
for i mprovements in reliability methods to a
me tdhso have focused mainly on flight reliabil

conditions that Che mnsipiLeeagt brpestenage anc
duty reliability mporaspaudddty,ofi fa nmits smiolree’ s |
storage or shi pboabridn.omiTahle yd idsitsrciubsust iuosni ntgo e
confidence | imit of the overall mission reli@

storage and shipboard reliability

25



Gi |l ber(tn.cde.n)satler t healfuwetaddatts hargeh expos
term environmental conditions that can affec
Mi ssiles are typically monitored through var

After fielding theseebdsabisjtyhdamal t haouwgbo

and -dneosnt ructi ve test met hods. This data 1is
determine whether or not service |ife can be
demilitarized. Mi ssile reliability is an in
Gi | beretf,f eectt iavlel y present the types of failuwu

(Tabl.e Specifically, thegndeslkeockoevemper tah i
contribute to decvalhsedaseé¢ti abiadndycordfrdédcglhy
common issues such as electronics components
and system fatyfgud. t oHaweVenrg,b ,ttltBe@ 2 0pr asdur e
vi bration (Theunissen & Hol brook, 2002) extr
reliability. The article further discusses

to incorporate into probatbhd irsaliicabmoldietlys afo

system at any given ti me. They suggest both
best approach and note the | imitations assoc
Tabst eMi ssile Reliability Factors
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Temperature Humidity Shock Corrosion
+  Propellant Grain s  Degradation of « Case « Failure of
Cracking ballistic properties Damage solder joints
e Liner Unbond »  Degradation of e Liner Unbond | Corrosion of
) . composite case metallic
« Voids and Porosity in onof * Propellant components
Propellant . :i)neggadatlono O- Cracking e  Stress
*  Case Strength S . corrosion
Degradation »  Degradation of * En:l}e:.:gldue cracking at
*  Failure of Electronics Errggsll.{?erg to v%ration }gfnrggrmed
Assemblies «  Loosening of .
. ) s Failure of electronic
«  Cracks in Packaging and Electronics components assemblies
Seals Assemblies » Corrosion of
e Failure in Guidance e Cracksin actuators and
Components Packaging and bearings
o Gyros Seals « Corrosion of
o Accelerometers | . Eajyre in Guidance contacts
Components ‘ Fallgre n
squib wires
s Gyros
s Accelerometers
2.5 Service Life
Service |ife is an i mportant aspect of mi
i NEWS (i2t0 2i59) hattatmeods t mi | jatnar y achalclad, mb wlisli d te
arbitrary twenty year shelf | i fp®sdaeitheattmisned
mi ssile shelf | ife can basically be thirty vy
document aThépr tmh atsuistdesecxep | arset we endatnrdo g e n
environment during their |ife before they ar
shelf | ife by ten year s .| iTthe ias pteymid &ldliy t o
the SOW negqubretmhe contractor themselves and
Hi ghly Accel eratedndi Heghéeygt Ange( BEABTEd Str e
(HASS) to determine shelf | ife. Al so, most n
inert environment nor are they typically sto
bunkers with no se.nviTrhoensnee nbtuan k ecrosn tarroel of t en
bases that experience extreme conditions suc
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Zhanget2®16) costhadcwvihygdt asceet storage | i
guantitative index of reliability, i s esti ma
(al so determined by customer requirements, S
Zhang.diestcuals four main methods of service |
mai nt enanceand eampuied menrgt st or age. As techno
updates are performed in order to improve th
this (not cited in this pahpoere) tios stuhref atcrea nnsof
mi croelteoctabhowsf or smaller CCAs, resulting
weights and i mproved reliability. Mai nt enan
adirect correlation withhamg.,r edteralgomr embHdel
as a way to change the state of the missile
requirements, to pass those requirements. T
|l ife can be prolongedrtdsioamghi nihiebiadadi t i oRi ©

equi pment i s st or awe acpaonn .esxyrsetmedimstnde @ dseté of

mi s saisl eeshe preferred met hodvefveerr ,i rntchree aaspipm @ asc
actively sealing every missile either by a h
bunker is not onl ypriorpirbaicttiivcea.l but al so cost

Lee’ s article (201 8posdti sechulsbsieegsh & sheet sf alcas t

extension programs as a way to stretch the s
climate and uncertainties of being able to p
t hhempl ement ati on ofL exdrtwisc & oluirf enap rna cwthiad d s£.n g
extension programs that need to be understoao

integrity of the asset. Tawaisleachoinldi tcyo,n swhdiec ha
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obsol escence issues. The third item invol ves
transfer of knowledge that occurs in the mil
availability for combat operations with majao
panned in advance. Service |ife is a comple
under stood.
2.6 Lead Finish

The Department of the Navy’'s I nformation
provides the history of the Reduction of Haz
went into effect in 2006 and is the | egislat
concentratiehecatbowes €ontaining solder. Pr
utilized | eciatdld seoenh glitelm. duWwi tlo t he i mpl ement at:i

manufacturers

DoD and

mi cr oel
industry.
deter mi ne
experience

to the

el ectaorcdaddtyi ve

Fi gasgheown

gevespaeaea:t

ectroni

ot her

spont anewmhuss kfearssanad@ Q@Indh o £t ht i B

bel

were fofrcead 4ol daresnit i fYynfsar tt

cont r ascmaolrise st thuast @ meaekoef aufp

cs devices, the gl obal consume

Therefore, It has been necessary

options for | eald eswyd deanall o

gual ity and reliability issues.

def i ned

crystalline tin structures w

ow of tpunt egarh atsleadtr d waumrarteé d nbet we
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ter mi neall € cdfr oanmlgavyet ¢ lo .

Figafrewhi sker Formation (Nasa.gov, 2

These structures can cause deleterious conse
systemTfhai ISyrdeme(y Mor hi ngFberakdmpkR607in 198"
nucl ear power plantsvhwerkes rs H wti,tl éohvers kdeurds nt d 9t
were reported on the Phoenix missiles used b
satellites containing processowlsi $kheans caoamd r o
four of them were dee&mMéubalt ot @yt talloasdsterso.n i cksi n a
i naccurately pointed t hemoswiartge sboak él es Endaij

NASA engi neemisl lliadres dfo utWdntihiehDi Bskk e2r1s7 F, t he

handbook of Reliability Predictiofnorof EIl ectr
reliability predictions of el ecittr odnoiecss naontd i
provide reliability data fofreempenemtes or a
of this, it becomes necessary for each compa

steps to prevenwhitshkerfo.,r mati on of tin
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Tabet ePi nsky Cleavsedi fli cati on

Standar ds

Level Description Controls System Types
A% Complete ban on pure | No pure Sn or Zn, no | Space-based
Sn and Zn finishes exceptions Implanted Medical Devices
v Use of Sn and Zn | Permit use on a case-by- | Avionics
finishes as last resort case basis, if no | Missiles
alternative, if risk is
negligible
11 Use of Sn and Zn | Blanket permission for | Surface-based Radar and Communications
permitted under pre-set | classes of use, and on a | Hi-Rel Commercial (Medical, Safety-
conditions case-by-case basis, if | critical)
risk 1s minimal
11 Use of Sn and Zn | No general restrictions. | Commercial transportation, Military test
restricted only under | Use may be banned in | equipment
pre-defined conditions limited high-risk places
1 No Restrictions None Consumer Electronics

Pi naklgambere(tn . adef)i enved/| cll assi figaantd on st anc

recommendswhaskeusmiingataloenv eslt.e p sL ebvaesle d1 urpeo
restrictions aneéwasy pproinmarmelry efl cerg ¥triomaw s . |
are classified as a Level 'V, and require pu
there are no other alternatives or mitigati o
Tabt e Whn sker Risk Assessment Cal cul &

s o : :

Pb content (wt%)

Indiidual factors [values R{growth)= 0.0155
Process Immersion 1) 0.000 R (geom)= 0.005
(3 X 0.3 05 2, 1.000 R (i)= 035
3, 0,500 R(@)= 01
(micro-inches) <50 250-500 4, 0.700 Ricte)= 1
1(4) 0.7 1 0.7 0.3 X 0.7 5; 0.100 R(ex)= 01
6] T.000
Material directly beneath tin___| brass/bronze| farrous nickel 7) 1.000
1(5) 1 . 05 0.1 X 0.1 8) 0.010 R(total)= 0.0000775
9) 0.100
Substrate controlling CTE ceramic__|low expansion alloy| _ Cu or Al farous 10) 0.100 -4.110698297
6) 1 1 0.2 03 X 1 (1) 0.100 outpul] 279
(12) 0.500
Plating heated after deposition no
[1a) 7 0.2 1 K 8.9

Conformal coat urethane > 1mil_| silicone >1 mil | _parylene other
@) 1 0.01 0.1 0 I 0.01

Use of Mechanical HWD
T R I I I 0.1

Where was assembly performed

r(10)

Clean Room | Special clean area | Typical Factory | Field assembly:
1 0.5 0.2 1

Use of CC on conductors in enclosure| __none Most Nearly all
(11) 1 X 0.4 0.1 0.1

Airflow within assembl; Forced air Dynamic Use
W(12) 1 0.5 3 0.5
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Tabbreef erPEmcse&sy’” s proposed standard that shou
system; and ideally should be docwmesked i n
ri sk assessmeretataldgdri thtethp det er mi wbhi the ri ¢
is then used in the risk assessment calcul at
ri sk-whfi stkiem f ormati on (an exampsliheo whiadhk eas s e:
7 . Pinsky devel oped thimaadepppobthciy 20@83)
through the courtesy of the University of Ma
Engineering2@®ALCE still wused throughout i nd
whi sker formation in electronics assemblies.

Al t hough r el i amidl ilteya,d ddrnviscde alrief esi gni f i
i mportance is irrelevant i f components becon
procur ement .(20Mo0lr)gan,sceutssalt he fact that man
particularly important for any system intend
component | ifespans, especially when consi de
one of theMoredamsetnattess btyhat wupwards of 70 pe
components are obsolete before the system i s
reliability and other anal yses, it 1 s I mper a

managed aypy.propriatel

2.7 Wireless Protocol & Sensor s

Jun, Ling, LixindiasmrcdsGhurowida@d® &t 4)m,tand
Heal th Management ( PHM)Xcseylslteemt aca hcaniictee cftourr ee
tactical mi ssiles awmeeavali l amlge pandodeadytic

they discuss the differences between aircraf
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mai nt ajanmd isluptpporreegbl bBrty i gnored for missil

that they are | argely

analysis is typically

u

n storage mode, which

sed for determining t

insufficienttheyhprePidleaanhekxampluee approac

that i ncludes bedulnedsatr y( BlcTa)n, asnedn sBourisl,t Radi o

|l denti fication (RFI D),

and wireless LAN to p

predicti nglhne sasuitlheorlsi ffea.i | to realize one cr

is notfat | meweidt ori ng

i ssues and they

the author s.

m

ssile environments, a

aret not THIEROV HIERéEs comed i minl i

Si mmons and Marott a

PHM as they accurately

i nnovative technol ogi es

(RI')) in order to
controlled depot
environments and
U. 8rmy Aviati on

has coll aborat ed

be

envi

uc

ro

stress

and

wi t h

Res

S

det ect mi ssi Bemmansé uamed

concept of Condition

recommend mai ntenance

2022) . Their di

possi btleceéocost s

B a

a

scussi o

and
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n

(2014) provide a much
represent that the ab

have to be cost effe
cessful. The missile
nment s; rather they a
es that can degrade r
ear ch, Devel opment, a
ever al companies to c
mBldedttat his researct
sed Maintenance ( CBM)
ctivities based on th
ni |Iraebglaer dsi enngs ourssi ntgo ctohn

crease ROI i's straigh



sensors that measured tempaedatchee chumidionyy
temperature, pressure and pressamdk scOWBIOa Sy n
requirements. They also investigated an i mp
the power requirements and data processing n
avail ablSe mmower amad eMauotrtat!| y-edewdlrapiang a 1
mechanical system (MEMS) based shock counter
Ot hebi Wisay enhancements that are b-eing addre

digital (SD) card to store the data, which c

They al so trpaedréef wodymeadf at he di spl ay, in order f
status of the missile in the field without h
order to perform the assessment. I n this st

requi rneeneednetds f or extreme envi homsmenmtpaelr condi
ref ereomesi nnovative PHM solutions, they negl
warfighter wusability studies. For exampl e,
t housands of miles frowmitmee niiiseslid edsdatmust p
t he isoonlsutal | ow for instant reading of the en
physically open @ahiemplapoagraidredmitsos ialded.r ess
are HERO/ HERF compliant or were apptryoved by
Review Board (WSESRB) (Navy, 2025).

Saad,( 2014) perform a detailed analysis o
communication protocol s-F{ BM&avet antd hGSMWBPRZ2) ¢
in terms of range, reliability, bandwidth, c

consumpti on, sepedd,r enetamar le navn ¢ lintme nt . Thei
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performance metrics, highlighting those of a

Error Rate (BER) to measure the performance
which is defined by the following formula:
. oo 0Qi i
00Y s———= 1. .
VO wwQol

0Qi i¢o6aQDi i é1 i

0O0OORDO ORI OEi adIa®dIQQ

Using this-MaAprdagBieeWamd GPRS networ k had t

Saad,omritnealt hat the wireless choice is heavi
requirements of the application and BER i s a
and reliability indications.

I n 2003, there was a DoD SmalclonBtursacntess |
awarded to Intuitive Research and Technol ogy

further development of the RRAMPDRERY esnysset em t o
( THAADyet to this day, the systemuhd&aornot be
of this pradisocadddti onal reports or docume
SBIl R.

Toutangia@Gdé&gcri be a system devel oped by A
to as Remote Readiness Asset Prognostics and
includes temperatur e, humi dity, and shock se
empl oying probabilikBé¢éeicaimethedsr ¢eguémomecpechase

parameters (temperature, humi di ty, shock) th
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damage
aldo not
bl ock d

Kudi
ti me ac
hi gher
contr iab
l ogi st
Ar my ha
Operati
l ong te
removed
environ
t hat t h
di vided
mec hani
the el e
whil e t
environ
to meas
model s
provi di

det er mi

faumac t Weoinbsul | anal ysi s. ToAlt tamgtigh t he

di scuss any real data obtained on tl
il agram of the system and its componen
ydMarmrodt d uf20eY) review the RRAPDS sysH
cess of source data and allow for ren
efficiencies for the U.S. Army. The
veegotation in military |l ogistics,” an
cs situati oKKaldi g ®a aaeldesscsu.s sl nt hteh ifsa cpap
s significantly changed horw otrhet oAr my
on Desert Storm, Army missiles were t
rm storage. However, following the L
from the depots and plasedubgarctednt
ment al extremes. The U.S. Army conduc
ere were a number of failures due to
i nt o thaedt ntwyetewr: aaln,oheeaelimeeantigreiad acl. T h e
cal category included damage during t
ctrical area, failureasdolkcecmirdiedy diues w
he energetic failures were someti mes
ments. Since the surveillance progran
ure environment al dgantoas tri eca la ntdi mpe eidn co
for component heatlgad .as RIRRAPDEL 1h aadn b eve
ng data that was going to be used by
ne i f the asset cowlagsethsttheas ed hfeo rAr fmiye
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pl anned to utilize three different probabil
shock/vibration/temperature/ humidity data ob
speci,stcalslsystrength interfarmnand\e, badrhulsatrivy
l'ife predictions.

Hat chel20,1f799t t Aer di scuss the deployment o
identifies the system detail s. The modul e i
container with a probe that extends into the
humi dity. Hantkektcdtedr gthlyat since 2000, Picat
sponsored the development of this system, wh
not been deployed across the United States A

Mar ot t.@n .deett)aall s t he RRAPDS system which

Assembly (CCA) containing sensors to collect
power ,aodrfteansmi ssion protocol . The det ai l
where the electronics stackup CCAs are indic

on the right.

|l nterestingly, the article never mentions
confined within a hermetic solution for prot
handling damages that could occur. For prod

el ectmusnti cosccur to ensure sensor reliability
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Wireless
Interrogator

Figud eRRAPDS System.(dMgrotta, et al

A similar design, iasl(t20&hkcarses etdh ebiyr Gxystgem
monitors and records t.amplesdtowke anldumil Gii tmyg, i
ruggedi zed to withstand Greaorrigoeg $ eeetmvatlhah mé h e a
are no data | oggers available in industry to
environment al par amet 8ectidoscukseld abevpaper
requi raernee ndtissncdu stsheed r esul ting design of the E
Stress Recorder (EE®R)Xiesd sTehtet iomg tgH e rvinkgr atrir

speci fic-dtigans t omi+tt iashdt avo | d e dteraidcttiove nacc!i

assessments o.fAdndiigdiolnealMiyagbitlhiet ybdata i s acce:
interface; again, not a ptameicafosmhtiioonat
| auncher system. I n Sectioarél addtdsissegsten
order to keep the system small, they effecti
humi dity sen6eor ¢§eallsednichd nssiizdeer ed saf ety i ss
battery with inbuilt short circuitry protect

i deal ;adtutwaas ddkdr essed.
EE Times (2007), state that the | EEE worKk

devel op the | EEEKA9B@Bédaaptahtdardative to RFI
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app

El e

Ass

net

bet

har

(@]

ations. The standard was subsequently
ctronics Engineers (I EEE) as the internat
ets and Sei ko Epson Corpor atitohneese Propone
works could operate at | ong wavel engths a

ween ten apnadpcefrt et yhaeebdbneThies RoupBeered tsi mgl via

sh conditions, even reading tghrecsugvh tlhi qui
urate reading in these scenari os. Il ni ti a
ro Chai,apndCBesteBoyras well as microelectr

el opers such as ,HRd MBMpr 8bmay, WFPhrapapec
y of the RFID issues known today, such as
erials and harsh environments, which is o
n used to ensure tweapadahnest mnaf igovwanr mue n t
entories, disastemnndeobherycavhadiguseaf ey oby
ds and services. Anot her i mportant aspec
el s of securityEmwhBihmedmparedf eoeREEDH. t ha
ssified -RuBreief asamt NBinsk (NSR) Class 1 de
rating room applications.

Dantast2®17) discuss | EEE 1902.1 as a | ow
t ocol based upon | ow magnatnidc s nteggiad read \

i ous sensorBhiforardtait BFé& DPaefke n@vceg sSsever a

itations such as being abl acsttaederla gadr teha rotuh

tion |1 presents the protocol and how t he

crete evaenndt Sseicntuiloant ilovh f ol | ows meint h t heir
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abl e

expe

The

iaadmdre¥sees simulation results with the m:

ain number of buried tags can be contact

ario, the time was constant at 5 seconds
tesob ROom She | arger the number of tags,
to rteispebdsewbends, due to interference.
ri ment, time was set to no2Di metpnded 94

6% that were not read was due to phase n
d assessment of the RuBee technol ogy and

ronment al conditions.

Concl usi on

n summardye, studies play a pivotal rol e i1
se of action when multiple solutions are
gside rating and ranking methods to reac
i cuilfairclayntsiwghnen | mpl ementing innovative
eme shock and -walbueata sosne tesv esnutcsh ians hmigshs i
il zshgdi e adasmakkeiyn gd etcoioslison it i s al so nec:
ous ecmwlheogniandpradcwdnced maintenance stra
omes. iAd b ielnittiyo,n deor,gamedeobsbkeestendefi ai

ament al for successful mi ssil e sustai nme
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Chapter 3 — Methods and Analysis

A comprehensive evaluation of a monitorin
and vi br artuisan | ecwenmptVyse xa st r ategy, betsidychiev
anal ysi s. I nitially,i awieriesl eessssemrtdtadc alo ared
technol ogy that can monitor enviroameet al CQ
asset Department of Defens&TODPoDeqgamdebMieli tsa

Thi s cfhalpltewys call c hsrtornuocltougriec;calout |l i ni ng th
met hodol ogy as well as the data cdhkection a
structur e anrde foeargeamd edath eolno w.s
Tr addteudy met hods, selection criteria, and

Wi rel essampd osg@rcndrswi & b bsit ocubddyg acerdi tweeriigah t
factors

E

T Rel i atbeiclhintiygue s

T Servieeal udti on

T Lead dndichsolees ®@avnc e

T Val i dwaettiheondasl i dati on and verification of t

Il n additi esnt utdoy ,t haed dtiryasdeem awer e conducted su
serviapd|l nésd feinsure the | ong term viability
vali dat ¢ ¢ rFaegyrurDeo.D I nstruction 4151.18, “Main
(Anon, 2026), Section 3 paragraph h, states

“Manage and structure maintenance capabil

rel i aabvialiiltayh,f Etmpayi,natnadi nabot i mngetl engl seadin
objectives of national defense strategic

Further justification for inclhluTdl h99 BAdi t i on
DoD Standard Practice Gener al Standard for F

B.1.1 COTS Management Scope and Paragraph B.
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Par

Fur

App

The

al

0]

“The use of COTS assembl i yrseviinecw uadneds t he
understand the desigonhfiguemnhalonpamongs r oma
i foi
re

gual cationremeéehoedd” o€Oasl asaesmblies, a
wi t h spect to their application in the
necessihake dB8Jitional action to mitigate
performanceoé&and heelCIOTIBi laissegmbl y in the sy

“Al | COTS assemblies shall meet the alloc
reliabil i ttyo rneegeuti rtelme nssysst em requirements
agraph 4.4 Life Cycle Management of the s
cedures shall meet the systems |ife cycle
‘Documented procedures shal/l ensure that

i ncluded in delivered equifpmenthemeaetpltilte
|l ife cycle.”

ther, Appendi x G defines the requirements
endi x C discusses prohibited material s:
“Tin all oy solders, coatings, and finishe
i nternal and external to EEEE parts/ compo
mechani cal surfaces.”

refore, additional evalwuations including
ng with consider at jaomnds pfootre nsteiravli coeb sl o lfees, ¢
e conducted to support-SDAEADR99AAt ructi on 41

Val i dantvioolnv esad ad raa li ¢ toe qiftadis yne m e md ectoeucl td

events beyoaglomi sps Siefnivacra toiscathes otrrt at i on ever

from manufactUrBngcbast i tdice pechostpe { piaed pi er

S i

3.

d

1

A

e to depot.

-Sttruaddye Approach & Weighting Factors

str uctsutrueddy tmaatdrei x approach was selected
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anal ysis, with criteirnfaoramad wley glhadati mgl iptee rcatn
cust omer rienccdiurdd megnritcsh e s$@W,) i shed best pract
Defense Acquisition University. This proces

Encycl (oAAredan.,a ”2vWO®I6yes systematically defining

constraints, generating multiple solution op
weight factors, conducting the analysis, ran
most apeprcoprriset of action. This methodol ogy ¢

alternatives,descumpinngnforobompl ex technical
Noteyg, n.d

The met hod i s ldutfluirnehderi deRiagurse are provid

T ———
1
9 : Step 1: Define the problem |
: . :
R 1
g i i
§ | | Step 2: Define constraints on I
E : course of action (COAs) :
& 1 1
: Step 3: Develop multiple :
1 COAs 1
1 I
1 1
= : Step 4: Define the evaluation :
K] | criteria |
= | I
£y | |
& i | Step 5: Determine weight 1
| = : factors :
“2 ] 1 1
g : Step 6: Conduct trade study :
! analysis 1
1 1
1 1
1 Step 7: Perform ranking & |+ Rank them from best to worst
: determine best actions to take :
2o [ ' ‘ i S
= 2 | | Step 8: Choose the |« Identify potential risks & mitigation
é ﬂ : appropriate COA : strategies
1 |

FigbieTrade Study Research Methodol ogy

Step 1: PrebVvaelmuatifngiaimoni toring system t
vi brati on -teivheen tnsu sitn irnevaodl ve a mul ti faceted a
accomplished by a trade study analysi s.
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St

p 2: Def i ne—-Comssttrraii mttss wenr eCOddesf i ned as

s e

St

(@)

(¢

yand yuseability.

3 Devel-0pemCODAspiver EOA® i nvestigate t

w h
st

St

p
re various wireless protocols and sensor
tement .

p 4: Define —-Efnhel satl oatconteri hewkene def

of
an
Us
t h
Sy

a
e
e

S

wor k, mi s sainlde SrMEQ urierve neewnst. s There were fo
|l yzed (Cost & CompetianRednasad iEgstopbpmanc
with subcategories under each of the mai
recommendati ons provided by Georgiadis (
tems Analysis and Concep,tsn.Ddi.r)ecatnodr aMleT RES

Copror ation (Anon, 2025).

Step 5: Det er-nWenieg hwe ifgahctt ofrasc twoerrse d& t er mi ne

T Coan@ompetitiveness factors included tech

l abor (5%). The | ower percentages were a
Perf or manceanred i Saéba U riittyy

The Performance category (weighted at 559
wireless range (15%), data,anndansmission t
size/ durabil ivtay ueb%)ssekaer | hikegh mi ssi |l es,
depl oyed for years, battery |ife was give
mi ssiles cannot be removed from their con
sensor e&mdureirlnaesst,iom@ power was especially
data from unauthorized access, the i mport
secondary along with data transmission th
accessible withautl aaumerhierr g , c avhii xtheriss oot
ship Size/ durability ranked as the fourt
i mportant, they become irrned edatnda i f batt
transmission cannot be achieved.

SecuankRey i ability (30%) was assessed throl
survivahamnhdtyupgpl®%)ers (5%). I f security
access could reveal classified missile in

Ease of Use was assigned a score of 5% an
typical user demographic, which primarily
who may not possess higher education cred
shoul det hberetomi ghtforward and intuitive.
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Tab8t eTiSadely Selection Criteria and Weig

Selection Criteria Weight (%)
Cost and Competitiveness 10
Cost of Technology 5
Labor to Install 5
Performance 55
Battery Life 20
Wireless Range 15
Data Transfer through Materials 15
Size & Durability 5
Security & Reliability 30
Survivability & Reliability 5
Cybersecurity 20
Suppliers & Availability 5
Ease of Use &

Each of these categories was scored from 1 t

optimal solution and a score of five indicat
met hodol ogy was selected as it obhhdrs the ba
provides moderate granularity and includes a

Tabh9dha ghl i ghts the majodyastal bogeé Aieti nr aa

Tab%Ter a%iteudy Rating Scales and Advantage

Scale Cognitive Load Reliability Validity Neutral Option Response Bias

Step 6: S d nrdPyecrtf otrrna-sitetued yt raasncad y si s .

Step 7: Perform rankRagkanhdedetsuimt sef bemt Lk
worst (5)

Step 8: Choos-eSalppactoptrheatlee CtOACOA, Il denti fy
mitigation strategies.
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Foll owi-mmtgud y ardeet hodol ogy resear ch, It was de

woul d bdéoutitlhi zedf fort

3.2 Wi relaenstie nBroot deeclhsiol ogi es

The wireless protocol and sensor marketpl a
praxis effort as technologiesAhawgschkhdanged s
evaluating wi redsesssipmptaovwaillsabl e sensor tec
ensure comprehensive coverage of this proble

Notabl vy, by 2025, sever al additional wirel
those referenced in the original review (RUE
802.15. 4, a®B§ JaeuwsaiANERPOf the original asse
Chapter 4 of this praxis.

Those evaluated at the beginning of 2025 i
Zi gBee | EEE 8028I5. #Pvbaonuer ANB®R Power Wirel
Net works (6LOWPAN) ,-Il d@)ronwWeandFi ©&@Td( EBmmuni c
Long Range Wiod& AlMRadAt ong Ter m-MEvol ution (
Il n addition to the wireless protocol studies
various mar ket | eaders were also analyzed an
1902. 1, Lanbmdnbat 8aveé&AaxTE@DIAQINIEELConnecti vity
370a0nd I[Jlewlens.t r uReefnetrs At canfdppBe ncheaeges of the wi
protocol and sensor optTabldehawsditehde isne ltehd tsi
criteria and wei-ghtdihesaedautizah olb@tele dt ugp o e

the &OWetkemndquwil rteomeenntssur e t hats alhuetsisoen ect ed
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successful, deployable and maintainabl e.

As discussed previously in the I|iterature
sensors to monitor missile health for incorp
mai nt enance concepts.

(1) I'ncreased up time and/ or | ower mainte
mai ntainabl e system

(2) I ncreased up time and/ or | ower mainte
mai ntenance commit ment

(3) Cos,t asnadvi ngs

(4) I nherent economies due to synergistic
approach to maintenance

As il lustrated by Georgiadis (2013), weigh
bel ow. This is important as it allows the a
each item and provides flexibility to define
appropriate to weigh each item identically (

]w:l
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TabllOe TSadey Weight Tree

Selection Cost of Labor to Battery ‘Wireless Data Size & Survivability | Cybersecurity Suppliers & Ease of Use
Criteria | Technology Install Life Range Transfer Durability | & Reliability Availability
Through
Materials
Criteria
Score
1 <$5.0K <l =10 years 1-10 feet Several <20 High Authentication, 5+ suppliers Easy
minute environments | inches x reliability per read/write installation, easy
(steel, water, | 2.0 inches datasheets password lock, to upload data,
concrete) AES encryption no maintenance
2 N/A N/A 5 - 10 years 10-20 N/A N/A N/A N/A 4 suppliers N/A
feet
3 $5K - $10K N/A 1-5 years or 20-30 One or two »2.0 States reliable | Hard-wire data 3 suppliers Easy to install
rechargeable feet environments | inches x per datasheet | transfer or some and/or easy to
2.0 inches security upload data,
and < 1.0 and/or no
| x 1.0 feet maintenance
4 N/A N/A 6 months 30-40 N/A N/A N/A N/A 2 suppliers N/A
1 year feet
-3 S10K or >10 < 6 months >50 feet None Unknown | Reliability is None 1 supplier Difficult to
unknown minutes or not or limited | not discussed install, difficult
or specified number of | in datasheet to upload data,
unknown form and/or
factors maintenance
required

3.3 Reliability Analysis Methods & Process

Sensor reliability and MTBF were analyzed
sof t ware, which relies on wiHD8BHRYl 7rFe c(oAgnnoinz, e d
2025) . This tool suit éebacsends iemntgs nceeferd nao Islod c
appl i chatti acrmosvetr s r el i ,amidl iatvya,i | madii dti &iyn anoidleil ti:
anal ysi s. As o®BmbaketR2P0g5]l i Ret6eDtDapét st at es
companies were actively wusing their software
as aeramngdpaed ense, automotive, el,astwehlcs, ¢

as consumer products (Anon, 2024).

3.4 Service Life Analysis

Service | ife anal ysi sf ofeSleAp)opwd =tmeryf @rmed
recommended by the company ROOT whose busi ne
Their method, used in this praxis, involves

foll owed by an i mpact as deses nMont ,anadn dWarl & sey, | t:
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The SLA was also based upon the DAU process,
approach to ensure a service | ifefa&ixltiemgi on
to meet requirements and before O&S costs ri

recommends t hat certain factors be consider e

l'ife and RUL, software maintenanceartenfigur

availability, and system documentation avai
Lifemiting potential concerns that were a

capacitance, contaminatiore,] acaromesisd mp,0l ¢antea s

finish,amdteuit@mhmessofngt.the significant benefit

technologies is the fact that the quantitat:
potentially imfcrieiagsheesassece suclk as missile
3.5 Lead Finish & Obsolescence

Any wireless or sensor technol ogy empl oye

the type of microelectronics | ead finish. F
mitigation strategy wil/ need to be deter min
To assess i f there were any issues pertai

researched via their maetiémehcedr wdahaashpeep

repository. This database includepsaritnf or mat
creasesf erence, part preference and avoidance
parametric dat a. Once compiled, the BOM | ea

any pot-whnit slaér timt erferences or athen manuf a
strategies were identified.

Sensor component obsolescence -Symesedet er mi
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(I'HS) Markit, which is updated weekly into t
data referenced above. Il HS Mar kit i s a pron
information for product devel opmenti,c,of ferin
i nterconnect,,amldedtarst menema pigg@0s niarnount ancotruer etrt
This extensive database is widely wutilized i
vol ume of avail abl e udsatllss (Mam&n jt Wiod a)s.ev elamd v
including streamlining product design and de
design requirements, and sourcing alternatiywv
Addi t i onMalitkye,| plsHES ompanies anticipate obsol e:
identify suitable replacement parts (Anon, n

To assess sensor obsolescence, every comp
was evaluated for risk and assignedla score

Tablle Obsol escence Ri sk

Color Code Obsolescence Risk

Currently Obsolete

Yellow Available 1-2 Years
Orange Going Obsolete,

Recommend Lifetime Buy

After compilation, the BOM obsolescence i ssu
appropriate mitigation strategies were ident
3.6 Small Scale&bypsegmaVeonf Aoat ysens

Once the sensors and antennas were purcha

temperatur e, h u mjachidt y,r eshsaua ke, |vindrtast ibcams ed u|
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mi ssile to be tested using the weapon speci f
were conducttredlckanspodi agi on acpiosisddhp count

to ,pn&irrcraft transportation across the coun
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Chapter 4 — Results

As outChapteiren3net hodol ogiyn wiredeeres hdb ¢t i s hed
compr ehermstdiavcei es, anal ysesselascyisevdahi daghonhios$

praxis inResutlgsatwioll be explained for each

T Wireless protocolr agéiuvegsé, isoshwoeemnol ogy t
1T Sel ectedl|l sgbé £unlt tys

T Service | iffoe eswdlecdteidomsystem

T Sel ectedadysitpemsh amedvicbws ol escence

T Val i daantndieom f i cati on of the selected syster

A thorough assessment of a monitoring sys
vi bration events necessitates a sophisticate
study afrmeel yisniist.i al step is to determine suit.
and sensor technologies that effectively mon
DoD requiremahtue fassehisgh Once these selecti
tperform a comprehensive relamdhi conguamnadysi
review of |l ead finish and pbeamtsast absabekc
the sel ect edi mylsib mthaes ycsheoesneanin s c of@icdeastsaar y t o

accur acy anddescuipspioornt icnhgo stehne.

4.1 Original Mar ket Assessment of Wireless

Comprehensive surveys of both commerci al
by Raytalsescers st ovhet her avail abl etwier &Jl. &ss t ec|
Navyigorous military specifications and reql
was conducted to Dbebhesumdndewbkebhet ht Becapabi

However, this was odfonchleanoDeoeD tsompet enmcise slear e
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radmr ssanessatelliteprahdbwouivd be desel op a
solution (I PL, n.d.).

The first wimnredwiseswd ch viesuri gmajior pr ot ocol
RuBee, Radio Frequency Il dentification (RFI D)
criterion included wireless range, data tran
various material s,ceyts,t eemvinit enmrhemteanlc ee X 50 Z e

cybersecurity

the ori nal

gi

RuBee protocol

demandi Uu. S.

ng

compliant with

mi s si lheg -dha lgahe

Whil e the

only a

empl oying a

wireless proto

Updated

I n

availabl e wire

TabllZeef | ect s t

part of this wu

compared to th
e

wir ess

mag tk .etdhpes aa uvtshyo iranredd

assessments
pr ell evne Inaqg wya lhii tgdtpirvaex i esd eat uet ehtoiro @ d

gsutaundtyi t naetwi bvoed dt | r oagdyee

Mar ket

eartlye2pR&xi s

he

anded dmpli}eer Rolali o @wbng itlye (conm

ttrheadelt he | EE

was the only communications p

Navy conditions. RuBee was t

HERO and HERF standar ds, a r e

assets containi rocket mot o

ng

of fered significant

t fae
effectively

col s and iarv a8 d cathil ®en s4e.n4ds oarmsd 4d.i

Assessment of Wi rel ess F

autbmmer eiaslsemaeket heo i

|l ess prot-oablbe assehbl su€tbramo

various wireless communicat

pdated assessment . There wer e

e original assessment . Thi s €

options:
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0 RuBee | EEE 1902.1
0 Radi o Frequen@®¥l)Ddenti fication
0 ZigBee | EEE 802.15. 4
0 Janus NATO S#8andard ANEP
it I Pve over Low Power Wirel eRPAN)Per sonal Ar e
0 NarrowbandOITQT ( NB
0 Near Field Communication (NFC)
0O LomRgnge Wide Area Network (LoRaWAN)
0 Long Ter mMge bl odgiLbNEd e
Not e: 2 Wave wiisr enloets si nRerl outdoexdotlihn st hes amdlyy s
home automation prodmnedass aady doecumiotty hfaeat
Tabll2e Original Wireless Prl®Rtgecmled@Q)al i tati
. . . esh network batt operate: oW uency underwater
VR R T HEENE AR ITEERGAT | ey et is not widely used
131 KHz 902-928 MHz 2.4 GHz 11.52 kHz
6-50 feet 1-100m line of sight 10-100m line of sight 1-10 km
300-9600 bps Up to 300 tag reads per second up to 250 kbit's 80 bps
Bl o oo opes e bt St by v e, DB S
Materials not line of sight dependent work through metal or liquid : : ge up to 2 KM depth
System HERO ZERO nndHERF ZERO; 7
does;:xo;l:gicetfv,ﬁs‘?fn;z@]y Typical 8SD 3-12 feet Typical SSD 3-12 feet SSD unknown

Could be challenging to integrate
depending on sensor needs; size
ranges from 0.57" x 1.08" x 0.33"
to 875" x38"x3.5"

Low

MILSTD 810G, Waterproof,
Solvent Proof Steel Immune

Environmental
Exposure
Battery Life

Battery life typically 5-15 years, up
to 20 years, depending on battery
selection
Signal drops 1/R"3; no
eavesdropping risks; Optional
NIST 186-4 Elliptic
Authentication, read and write
password lock, AES encryption
Sole supplier 1s Visible Assets (US
based)

TablBer esent s

evaluation, whi
t he

sever al

and seAuariucgi.al

Should fit in available space;
many small RFID tags exist
(label or button sized); size will
depend on sensor requirements
Low

Available IP68 waterproof,
MILSTD 810G

Active RFID battery typically 3-

5 years, up to 15 years
Many potential security risks

including tag cloning, Eavesdropping and Skimming
eavesdropping, and skimming. risk; uses 128 bit symmetric
Rolling codes and CRA encryption keys
cryptography available
Many available supplers Many available suppliers
the updated q
ch subsequently i

-4 r wdhy whablheRelvOi.ewi ng t

Should fit in available space;
size will depend on sensor
requirements
Medmum
Most COTS products designed
for in home use, not extreme
environments

Typical battery life 2-10 years

he

Could be challenging to
integrate in available
space; modem size is

approximately 4" x 16"

High
Designed for underwater
applications only
Alkaline Primary Cells or
NIMH Rechargeable
battery

Unknown

Sole supplier is
PopotoModem (US based)

ual i tative
nf or med

gualitative

f

t

nd

he

n f

surprisbagtéinwdi nffe, regagedj ngr ansmi s

requirementvaMawse | dngethaatdarea y
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typically

eval

cont ai

uat ed,

ned

on S

hips

Tabll3e Updat ed

or

rechargeabl e

Wirel

ess

n bunkers

batterdi

es.

f or

RuBee,anRdF-INDBf Wweg8eeapdhbhesof |

Pre202656|I

Criteria RuBee RFID ZigBee Janus 1Pv6 over Low | Narrowband Near Field Long Range Long Term
IEEE 1902.1 (Amsler & Shea, 2021) IEEE 802.15.4 NATO Standard Power 10T Communication Wide Area Evolution
(Anon, 2025) (digi, 2023) ANEP-87 Wireless (NB-IOT) (NFC) Network (LTE-M)
(Zargei etal., 2011) (Anon, 2021) (Petroceia & Personal Area (Anon, 2019) (Anon, 2019) (LoRaWAN) (Anon, 2019)
(Saad, et al., 2014) Alves, 2024) Networks (Anon, 2019) (Anon, 2025)
(Zaresi et al., 2011) (6LoWPAN)
(Anon, 2019)
Summary/ ‘Wireless protocol Incorporates electromagnetic or Developed as an Low frequency Protocol that Focuses on ‘Good for two way | Good for Designed to
Highlights using low magnetics. | electrostatic coupling in the radio open global market | underwater supports data indoor coverage | interactions connection of support [oT
Sensor can be frequency portion of the connecti modem, encapsulation. between clectronic | millions of applications
included for electromagnetic spectrum. Not standard to address relatively new Can be used devices devices that demand
verification of HERO/HERF certified, can cause the unique needs of | and expensive across multiple low power
3 ded EED/EID i low-cost, low- technology. not platforms such consumption,
‘humidity shock power wireless IoT | widely used. as WiFi, IEEE extended
vibration and data networks. Can provide 802.15.4, athers battery life,
pressure. Good for sensor information on and wide
HERO/HERF networks coverage
certified. no
cavesdropping risks
Operation 131 KHz Low Frequency - 125 KHz, 800 MHz frequency | 11.52 kHz 900 MHz 2180 MHz 13.56 MHz 902.3 t0 914.9 1.4 MHz
Frequency High Frequency — 13.56 MHz for Europe and the MHz
Ultra-High Frequency - 433 MHz 900 MHz frequency
Microwave — 2.45 GHz for North America
and Australia
improves signal
strength and range
for broader use.
24GHz+
Wireless Range 5-150 feet, depending | LF — less than 3 feet 10-100 meters line 1-10 km 10-100 meters 10 km 10 em 2-5 km Unknown
on antenna type HF - less than 6 feet of sight line of sight
chosen (single, dual, | UHF — up to 25 feet
nanoloop) Microwave — 30+ feet
Data Transfer 300-9600 bits per 100 millisees per tag Datarate ofup to | 80 bits per Datarate of up | Low data rates, | 100-400 kilabytes | 0.3-50 kilobytes | 100 kilabytes
second 250 kilobytes per second to 250 kilobytes | 127 kilobytes | per second per second per secand
second per second (on | per sccond
2.4 GHz band)
Data Transfer Transmits through Not line of sight, can read throngh | Can read through | Designed for Unknown Can transmit Uknown Unknown Unknown
through Materials | air, water, metal, some metals and water metal at some underwater through walls
concrete, dirt, snow. thickness, cannot applications anly,
Not line-of-sight pass throngh water | works at up to 2
dependent ar concrete or lm depth
water, line of sight
dependent
System MIL-STD 464 Safe Separation Distance (SSD) 3-12 | High interference Unknown Unknown Unknown Uknown Unknown Unknown
Interferences compliant (HERO feet and fading, latency
ZERO and HERF issues 3-12 feet
ZEROQ)
Size Size ranges from Many different sizes are available Various sizes Could be Minimum form Several form Unknown Unknown Unknown
0.57x 1.08x 0.337to | that could fit on high value assets, available challenging to fit | factor designs to | factors
875x38x3.5 Can | size is dependent upon how many in high value reduce cost available, one
also be packaged in | sensors are needed assets, modem popular size is
custom sizes (i.e., size is 47 x 167 S50 mmx 18
same form factor as mm
Lansmont sensor)
Cost Low. Typical costis | Low - $15-20 per tag, RFID readers | Low. No license Open and free for | No cost, but paid | Low Low Low Low
$100-SIK depending | from $1200 - 20K fees or royalties use by military | membership is
on number of and civilian required to
required sensors operators for implement the
digital protocol.
underwater
acousties.
Environmental MIL-STD 810G, Available as IP68 waterproof, MIL- Unknown Designed for Unknown Unknown Unknown Unknown Unknown
Exposure waterproof, solvent STD 810G underwater
proof, steel immune | only
Battery Life Typical battery life Typical battery life 3-5 years. up to Typical battery Life Rechargeable Extended battery | Upte 10 years | Unknown Unknown Literature
10-25 years, 15 years 2.5 years batteries life (not states long
depending on battery specified) battery life
type chosen (details not
specified)
Cybersecurity High security, Signal High security, uses | Unknown Less secure than | Unknown Employs AES 128 bit Unknown
drops 1/R*3, no anyone with a reader, does not have | 128-bit AES Zigbee but does encryption but encryption
eavesdropping risks, | encryption capability. Many encryption as well have security unknown what
optional NIST 1864 | potential security risks including tag | as many additional through the AES type.
elliptic cloning. security techniques. algorithm,
authentication,
read/write password
lock, AES encryption | |
Reliability High, =99% High, > 99% States high Unknown States high States high States high Stares high Unknown
reliability reliability reliability reliability reliability
Suppliers Only supplier is Many available suppliers such as Several — Develco, | Sole supplieris | Through Several Texas Instruments | Several — Appears to
Visible Assets, Motorola, Alien Technology, Applied | Microchip, Silicon d Working Group | Somy, ST, SEMTECH, be only
located in NH, USA. | Wikeless RFID, Labs, (US based) Mistbase, Microchip, Fanstel Corp
Honeywell STMicroelectronies, Goodix, Kyocera and Cavli
others, Nordic Wireless
Semiconducto
T
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Tabllde Updat ed

Sensor

Techne200295 Qualitat

HERO/HERF certified. no
eavesdropping risks

temperature and humidity sensors.
SAVER™ 9XGPS Shock and
vibration field data recorder has built-
in GPS capabilities allow for position
and speed data to automatically be
direetly embeddsd into captured data
files

For 3X90- 5, 10, 20, 50, 100 and
200g (full scalc)

Options include: Mounting kits
including magnets and other
attachment hardware, External
pover for extended run-time, Data
Analysis Services. These are data
loggers

only 5. 40 and 70 options
They also have an A300D
three-axis MEMS
accelerometer with 1000 G.
The sensor can be interfaced
by directly connecting it to a
differential ADC with > 800
k2 load impedance. (c.g.,
ADS126x Texas Instrument
ADC). Requires additional
cireuitry to provide data
conversion and
communications interface

Accelerometer: + 40g
Battery: 250 mAh
Storage: 8 G

The $3-E100D40 is a
vibration and shock
recorder with shock
value of 100 G,
piczoclectric
accelerometer, a
secondary capacitive
accelerometer and
other environmental
sensors. This model
is most popular for
gencral purpose
testing because of its
wide application
range

6000 G. Ideal for long
duration shock

Criteria RuBee Lansmont Gladiator Technologies EaDAQ TE Connectivity Jewell Instruments
IEEE 1902.1 (Anon, 2023) (Boz. 2021) (Anon, 2015) (Anon. n.d.) (Anon. n.d.)
(Anon, 2025)
Summary/ Wireless protocol using low | Sensors are temperature, humidity, | GAS0 Accel uses Polycart Model 3700 is a MEMS | The Jewell ASXC Serics
Highlights magnetics. Sensor canbe | shock, vibration and pressure. MEMS technology; single Piczoelectri piczoresistive shock Fluid Rotor Angular
included for verification of | SAVER™ 3X90 is 3 axis shock & | axis, datasheet states it is Accel = 1 inarugged | Accelerometer is a force
temperature, humidity shock | vibration 16-bit resolution, internal | ideal for acrospace & defense | 100g stainless steel package. balanced servo
vibration and pressure. triaxial accelerometer and applications. G ranges arc Digital Capacitive Canrecord +- 50 to +- | aceclerometer that uses a

fluid-filled ring chamber to
measure angular
acceleration. The ASXC is
cutrently used in a wide
variety of applications

such as many military and
aviation flight contrals
including autopilot or
aircraft stability and
control systems or satellitc
stability. Products are only
offered to about 10 G

Operation Frequency. 131 KHz 0.4 Hz. to filter setting 300 Hz 5-1000 Hz 0-1400 Hz t 0-7000 Hz | 100-170 Hz.

Wireless Range 5-50 feet, depending on None None None None None

antenna type chosen (single,
dual. nanoloop)

Data Transfer Speed 300-9600 bits per second 0.4 Hz. to filter sctting Error 0.25%, data transferis | 20000 Hz sampling | Data transfer is througha | Data transfer is through a
through a hard-wire rate rd-wi fon and rd-wi ion and
connection. Limited by the A dependent upon which dependent upon which one
to D converter chosen and one chosen chosen
interface

Data Transfer through Can transmit through air, None Hard wire connection Hard wire connection | Hard wire Hard wire

Materials water, metal, conerete, dirt, dependent dependent or WIFI | connection/circuit connection/circuit

snow: not line-of-sight dependent dependent
dependent
System Interferences MIL-STD 464 compliant Unknown None. Highly immune to Unknown Unknown Unknown
(HERO ZERO and HERF EMI interference
ZERO) HERO/HERF safe
Size Size ranges from 0.57x 1.08 | 3.7x29x1.7in GAS0253 mm’ or 025 cm® | 76.2 mm (3.007) 422x711x38 mm | 25 < 154 « 344 in
%0337 to 875 x3.8 % 3.5. A300D 2.54x 2.54x 1.65 Width 29.8 mm
Can also be packaged in =10.65 cm? (1.18") Thickness
custom sizes (i.e.. same 15.0 mm (0.59")
form factor as Lansmont
sensor).
Cost Low. Typical costis $100- | Medium. Typical cost is SIK-$5K | Unknown Medium, $1400 per accelerometer | High, several thousands of
$IK depending on number | depending on the number of approximately dollars per accelerometer
of required sensors required sensors $2.650.00

Environmental Exposure

MIL-STD 810G.
waterproof, solvent proof,
steel immune

‘Weather *resistant”

Hermetically sealed

Non condensing

Environmentally sealed

MIL-STD-202. Method
112

Asgets, located in NH. USA.

Battery Life Typical battery life 10-25 USB rechargeable lithium ion Tnput voltage is 3.3 V Data storage None None
years, depending on battery | battery, providing up to 30 days, maximum is 52 days
type chosen operates continuously with periodic/time
trigger settings
Cybersecurity Signal drops 1/R"3, 10 None None None None None
eavesdropping risks,
optional NIST 1864 elliptic
authentication, read/write
password lock, AES
encryption
Reliability High Unknown States it is reliable Unknown Unknown States high reliability
Suppliers Only supplier is Visible Lansmont Gladiator Technologies EnDAQ TE Connectivity Tewell Instruments
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RuBee power could be modified to ensure the
RFI D had alnmiheeumS3S8D; problematic when this
available in a missile canister or container
4. 3 Updated Mar ket Assessment of Sensor Tec

I n addition to the evaluationpoéadxwsrel ess

auteéxamit mmeadr k et owst Her ati on of the | atest s e
appl i cabvliael ueo ahsisgeht s . The principal sensors
U Vi sible Assets RuBee | EEE 1902. 1

U Lansmont™SAVER

U Gl adi ator Technol ogies GA50

U EnDAQESGB0D40

O TE Connectivity 3700

U Jewel | l nstruments ASXC

This evaluation employed the same criteria a
significantly fewer sensors were available f
battery longevity proved challenging to obta
at -2100 year s, while EnDAQ ammide VLeach sanomax i mum ¢
empl oying a rechargeabl e battery, provided u
RuB,eé i cfhf er ed wireless capability, all of th
conneict immder uB®eoparsattéh.e oRI|I ytbeobughon that
mul tiple material s, wah&mhddonhlgemet al Fi cahlkygetE
protocol was the only sensor evaluated that
includingd MuSTheln86 cati,amd A&ESdewrcirty@tpanswor

f eat sieTeadll Ye.
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4. 4 wWireless ProtStcwody Technol ogy Trade

The stadg was conducted using the selectdi
defined through the StatementNASA Wankg) eyequi
Research Center’s Systems AnaJlMygiRE and Conce
Corporation andTiceadgudgdi sho@81B8hat RuBee | E
the most suitable wireless solution for supp
1.45 and was selected for the wireless techn
score of FED5bandedtRirdTabimda Fsgare of 3.6
Altheeggb ardrZzi cbh HERDEHERF tshaefied salw &t it dare
| ongevity required for eBoemdad swiasaiialre depl
connection in omwdherht mecktsainh atles @dPpteai ng cc
not al |lxohwieepmt aenvimesnenemdrnrkiomdsy confirm th
qgual i aasegement buquahsiot priovedeédtdeneebysar

suppoRuBegdleut i o
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TabllSe Wi

Trade Study Decision Matrix
“““ Protocol Technology

r el

ess

Weight (%)

Selection Criteria

All scores are “relative” to cach othe:

Costand Ca

Cost of Technology] 5% 1 2 1 1 1 1 1 1 1
Labor to Install] 5% 1 1 1 1 1 1 1 5 5
Sub Total This Seci 0.10 0.15 0.10 0.10 0.10 0.10 0.10 0.30 0.30
|Performance

Battery I.ﬂ!l 20%

Data Transfer Through Materials| 15%

1 3
Wireless Range| 15% 1 1
1 3l
1 1

Size & Durabilityl 5%

Cybersecurity] 20% 1 5

SuppliersiAvailability| 5% 5 1

Total Score (lower = better)| 1.45 3.60

2.55
i Final Rank (lower = better) 1] 3 2 [ 8 [ 5 T a4 T 7 T & T o

Wireless Technology Protocol Trade-Study vs. Relative Score

md.-TAdy Relative Score (Lower is Better)

RFID ZigBee

Fi glb2 eWi

4.5 Sensor

The

Janus

6LOWPAN

Tarh

NB-1O0T NFC

LoRaWAN LTE-M

r el

TSt hdg!l ogy

josy®
ess

Tr ade

Prot otodudyTechnol ogy

Prot eotodudyTechnol ogy

Tr

Tr

resul

supported th

t s

e

of

gual

thetsdypswerezredmral gy

itative assessment,
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her sensor solutions in terms of battery |

rious materials, awdtbdyhbBesdanbdatdy 1r dui r e
gupdhe other sensors studied (Lansmont, Gl
d Jeael $¢gor asge nopgphrea xwviemat et gagBO&uéiegher
rec g ivdieabelde systemosdliangignst he foll owin:
apter wil|l addlriefses, r lednadd bofibilsmoitl sehs ceenrcwei aenr al
nfirm the \iuaBleiel il tEyE Eo f1 SE™.sD rwisrod luea s onarfdr
ale integrations and missile testing.

.6 Reliability Analysis & Results
Reliability analysis andRelail xawud fatt® olnasmbwvkea
edictasM fliDvia® E7F Rel i ability Prediction of
ndbook. The BOM a aGr omuondde | Feidx eads s(uGH )n'g en v i
e RuBee sensor. This meanwalt hbhat missi $enso
ntai neror, lcawmncherrss, will remain in a stat
vironment . This is typical-vhbueaasbepsor
nt ai sengot hei | | be stored until use.
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Trade Study Decision

Tabllee Sensor TesShwmadlyogy Tr ade

Matrix

Sensor Technology

=
=
=
2
: : : ]
Selection Criteria =
All scores are "relative” to each other]
(1 Best to 5 Worst)|
Costand Compelitiveness i 0% G i i G i G
Costof T 5% 1 3 5 3 1 5
Labor to Install] 5% 1 1 5 5 5 5
Sub Total This Section| 0.10 0.20 0.50 0.40 0.30 0.50
Betformanee . . L8 G i G
Battery Life] 20% 1 5 5 5 5 5
Wireless Range] 15% 1 5 5 5 5 5
Data Transfer Through Materials] 15% 1 5 5 5 5 5
Size & Durability] 5% 1 3 3 3 1 3
Sub Total This Section| 0.55 2.65 2.65 2.65 2.55 2.65
Secutity and Rellability. % L L L L L L
Survivablity & 5% 1 5 3 5 5 1
Cybersecurity] 20% 1 5 3 3 3 3
Suppliers/Availability] 5% 5 5 5 5 5 5
Sub Total This Section| 0.50 1.50 1.00 1.10 1.10 0.90
Ease of Use (il data upload, i
maintenance) - Untrained Personnel] 5% 1 1 5 5 5 5
0.05 0.25 0.25 0.25

[Total Weld

g

Total Score (lower =

better)

Final Rank (lower =

1 [ e T 4 T s T 3 1

better)

’ ido-smdy Relative Score (Lower is Better)

The s

model ed

1]

Sensor Technology Trade-Study vs. Relative Score

EnDAQ

TE
Sensor Technology

Gladiator

Jewell

TeShmalyogy Tr ade

Lansmont

Figb3eSensor

ensor BOM ilsa mto dgerl aepdh iicnaIT arbelper esent a

data inldaahdr T BBt @ied pirepwrieed. Thi
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T alél 7

Name Part Number Category
5|6/ Generic Generic
=HM! MIL-HDBK-217F MIL-HDBK-217F

=k Capacitor CLI0RESKEINN Capacitor

=k Capacitor Eé:gi:SR!Hm-é Capacitor

= Capacitor ;?TMISARHHZU Capacitor
CGA3E2C0G1H1

=k Capacitor 037080AA Capacitor

b Capacitor EE‘OMDSKBENN Capacitor

b Capacitor CCOG0IIRNPORE, Capacitor
N101

=k Capacitor ﬁ%lUGOZJBBNN Capacitor

=l Capacitor ﬁthﬂAloﬁMQBN Capacitor

=k Capacitor ﬁgggusJRNPoss Capacitor

=k Capacitor 2L IMEMN Capacitor
RCO603FR-

e Resistor 0710KL Resistor
RC0603IR-

~w Resistor 07330RL Resistor

5 Resor ROOGIR o
RCO603IR-

e Resistor 072M2L Resistor
RCO603FR-

-~ Resistor 0733RL Resistor

e Resistor §§§:E’FR' Resistor
RCO603FR-

- Resistor 071ML Resistor

£} Miscellaneous -FerriteBead 742792651 Miscellaneous

W Micro, Linear ADXL3T2BCCZ"  jicro, Linear
RL7

W Micro, Linear LIS2DW12TR  Micro, Linear

- Diode, LowFrequency
H Diode, LowFrequency
£5 NPRD-1010344

BAS40W-06-7-F
D5VOL1B2WS-7
TL-4903

External

Sensor

BOM Rel i

& Quantity Failure Rate(t=INF)

Diode, LowFrequency
Diode, LowFrequency
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1
1
3
10

2

MTBF Contribution
6.3131 FPMH 1.5840E+05 hrs 1.0000
6.3131 FPMH 1.5840E+05 hrs 1.0000
0.1559 6.4124E+06 0.0247
0.4973 2.0110E+06 0.0788
0.0995 1.0055E+07 0.0158
0.0497 2.0110E+07 0.0079
0.2258 4.4289E+06 0.0358
0.0657 1.5219E+07 0.0104
0.0404 2.4741E+07 0.0064
0.9346 1.0700E+06 0.1480
0.0287 3.4882E+07 0.0045
0.1980 5.0498E+06 0.0314
0.0076 1.3237E+08 0.0012
0.0145 6.9139E+07 0.0023
0.0002 6.3972E+09 2.4761E-05
0.0003 3.3009E+09 4.7987E-05
0.0272 3.6781E+07 0.0043
0.0045 2.2041E+08 0.0007
0.0008 1.2135E+09 0.0001
0.4000 2.5000E+06 0.0634
0.0279 3.5792E+07 0.0044
0.0272 3.6811E+07 0.0043
0.0028 3.5373E+08 0.0004
0.0386 2.5935E+07 0.0061
3.4660 2.8851E+05 0.5490
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Bieion

” L4903 (0.549)

2w,
=

Failure Rate

CL10A10SKBSNNNC (0.0358)

742792651 (0.0634)

C1608XSR1H104KOB0AA (0.0788)

CLI0A106MQENNNC (0.148)

Rates

ur e

BOM Fai

€06-1L

£-SMZETI0ASA

Failure Rate
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0.808

| #-¢-90-movsva
WLZIMOZSTT
£¥-ZI8ZLEXAY

1S9Z6LTVL
TWTLO0-¥4E09004
THOL0-H4E0900Y
THEELO-H4E0900Y
TTWTL0-YCE0900Y
TWZTL0-YIE0900Y
THOEELO-UIEDI0DY

Component

THOTL0-H4£0900Y
NNNADWOLFYIZTD
0ZZNB60dNHIE090DD
INNNBDWIOTVOTTD
INNNBS8ZOTI0TTD
TOTNB60JNYCEDI0DD
INNNBENSOTVOTTD
YWOBOCEOTHTO0DZIEVDD
LIEOTHTSHYSTWON
YVOBOMOTHTHSXBOIID
INNNBINSLFVOTTD

0.01

Rat es

RCO603IR-0712ML (0.535)

KRR o

BAS4OW-06-7-F (0.0296)

MTBF

RCO603FR-071ML (0.102)

BOM MTBF

g
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g
g
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FiglubeSensor

MTBF
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5600020000

2800060000

4200040000
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The

over al | 6B @Gw amPBMH hoef f ol |l owing reliabilit;
ﬂf'failures per hour)
=6 . B11P

=6. 819f0ai |l ures/ hour

Ther ob adt dri wWiyveali @b @& il mhtoyu)rss:

4 .

7

Yo Q

Yo=reli diprlobtptatsaytsyp p mrvaittetsautl ur e)
_=faiftarfeai l ures/ hour

O0=mi s soioopner &t mAgQur s

While the battgewpri i faspdnfandat hense
to function for up to fifteen years, t
environment al conditiodsi emgcaewolt e P
assumption tpawetbhd Datté@B®O% 06 the tot

Battery = 10 yeaaO0Ophauwrts)ng ti me = 87
Assume 87600 hF60r oxxr 0% = 8
R(+e(-6. 8194 f0ai | up €786/ 0h ohuorur s )

Ther eRelrieabi | whych 95. s®nsabttenasweth
such asamdfswotlhessk mipl agat aoe necessary

However, dasashetheinformation, the bat
activel y209ead nfder p® r 3ndodudrdashi mg t hr es hol
events

R(te(-6. 819f0ai l up) ésBBBuhour s)

Ther eRelriea ®i9l. i9tthe b at t ery has even hight
wheuning a typical read of 1,200 secon

Service Life Assessment

Service |ife requirement compliance verif

di fferent approaches, either by (tSedAt)i ng or p
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Eval utalhricolegst requires assessing critical con
devices, or | MUs, as well as performing acce
Hardware testing can be expensive and ti me c
of avhatrdwhee. nl B8Wwdhisndarsttakan i n consider

aforementioned faendracsesbi bsl cogt pft hmedws

performed through a full analysis of the sen
during &dsasdameblyy,l i fe, memory device evaluatii ¢
analysis for dissimilar metals, an8d componen
repr dhen tmo s tp oct oenmntloiinami tliinfdeocon her s nsor . Ho:
complete SLA is available in Appendi x C.

Foll owing review of the BoOM] ttihhe puarntde et
components were determined -tiomibtei n diseeced 1 ®enrsn <
T a blP)e. The battery was reviewed for aging a
determi ned sks daael adw its extremely | ow data r
current only periodically when a asgeshddkcat i
The solder used in the sensaorl eal@sfeimbl y proce

cyclical stress cracking or |l ow cycle solder
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Tabll8 SLA PotLenmiitaeld Ldofnec er ns

Potential Life-

o Description
Limiting Concerns
Adhesive/Adhesion [8reakdown of adhesion due te material degradation; cohesive or adhesive failure.
Assembly Loosening of threaded fasteners [relaxation] or electrical connections (as applicable) with age
Batteries Aging of batteries [thermal and others); chemical property changes, degradation in performance (voltage, rise time, etc.)

Capacitance Decrease in capacitance over time of Class 11 & 11l dielectric Ceramic capacitors (SR, X7R, and ¥5V)
Contamination | Risk of contamination in open type construction magnetics (inductors)
Risk of environmental (general) corrosion, galvanic corrosion, or stress corrosion cracking (SCC) if not properly mitigated. Includes risk of galvanic corrosion of metal interfaces

Corrosion (housings, fasteners, coatings, etc.), corrosion in moisture sensitive electronic devices, such as plastic-encapsulated microcircuits (PEMs) (reference moisture sensitivity level (MSL)

ratings and PMPMP guidelines), excess moisture in optics assemblies, insufficient desiccant sizing, inadequate processes for moisture intrusion, etc.
Creep Permanent deformation of mechanical components under continuous load over time,
Data Retention/ |Data retention periods and endurance cycling limits (program/erase cycles) for electronic components with flash/non-volatile memory (NVM)
Memory
Drift, Clock aging, |Long-term parametric drift (frequency aging) of oscillators. Performance drift with age of gyros, accelerometers, Inertial Measurement Units (IMUs).

Calibration

Degradation of ‘polymers; chemical and/or dec (oxidative crosslinking), physical relaxation.

Elastomer/Polymers

Degradation of energetic/explosive materials over time, including cracking of propellants, stabilizer depletion, chemical decomposition, moisture diffusion, and resulting impact to

Energetics reliability and safety, ete.
Fatigue Cracking or failure of structural components due to cyclical stress. Can also include low-cycle solder fatigue of CCAs; cumulative damage analyses (CALCE Simulation Assisted
Rellability Assessment (SARA) tool)
Finish Risk of whisker growth from unacceptable termination finishes (i.e.. pure tin or pure silver)
Gold embrittlement concerns from unacceptable plating thickness w/o mitigation.
Y 0! ing | Hydrogen poisoning from Gallium Arsenide (GaAs) devices in hermetically sealed assemblies. Getter material used?
Leakage Risk of leakage for pressurized or vacuum-sealed assemblies; impact to performance of eryo cool down bottles with insufficient pressure. Impact to chemicals, etc. from moisture
intrusion over time, ete.
Lubricants Grease separation or migration
Materials General degradation of materials, including adhesives, coatings, sealing or lubricant materials with age.
Outgassing Outgassing of adhesives and polymers over time {during cure, post-cure, or excess uncured material); can cause contamination of items/assemblies that are sensitive to film
contamination, such as optics, bearings, and electromechanical devices (i.e. switches, potentiometers, connectors).
Oxidative Oxidative crosslinking ecurrs between polymer chains in adhesives and propellants causing the material to become rigid
Crosslinking
Sealing Breakdown of sealing material properties [O-rings, gaskets, seals) resulting in leakage.
Wear Mechanical - rotating or sliding mechanisms, bearings, disconnect/connect cycles for mating connectors, et

are nfoi diemasld compatibility issues and the epo

successfully mitigates any potential service
of outgassing and degassitrhgsnBowewvssembhg &aap
excell ent adhesion, exicehmpemti ebsectto iwatlen na
sol vent s. Theteervimenimalk.i mpaotl |l y, there
components used on t hewlCiCAKk evrhi fdowmawil gn i ke d
SLA risk is alsocoapmropmabat as8An8edd@lSieg@iofldert i n
whi sker formati on. enAddiswuiltam seeddd ymiytti hgeehtiGHA | s

t he pottetimmhi akef ogr owt h.
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Tabll9% SensorLiShiAt ikLng eConcerns

Item Name I Deseription Design PIN ‘ (TR | L2 e[ i) | PRI TG ‘ MateriallFinish | Shelf Life Assessment | Shelf Life Goncern
r Name Concern:
Datashest states 10 years shelf
life, battery was chosen for 15 ye.ar
SATTERY LITHLM 3 64 A A " — advan | E5CiosB5C  Aing, perfermance degradaon | LM THons| Chloride .8V Barery Nor-  availabilty dus 1o very low data Hone
Rechargeable rates, battery s not sl ays o and
anly recards data anee an
enwironmental threshaoldis tipped
Shelt LifeiStorage
temperature prior
tousags: Sesled CD'E:az:“;:“:’J:i”:’::’:“:*;‘:":‘ss /5438 has a refrigerated shelf
Refrigerated Shelf Eanpalsn ity dglﬂwfc i life of 1year st ¢ C4OF) - 12C
Selder Paste, SAC 305, water Life 6 Manths 0'C- it 96.5% tin (Sn), 3.0 silver (gl and0.5%  (S5°F), Ones usedtoinstal
[ WSdas AlM fatigue of CCAS; cumulative Hone
saluble, Pb fre= alloy 12 C(32F 55F) capper [Cul surface mount companents, no
damags analyses (CALCE "
Sealed ) ; o concems mesting s minimum 15-
‘ Simulstion Assisted Relisbiliy 3
Urrefrigerated hy S enmA el year service life
Shelf Lite 2 Weeks sessmen o
<2SE[CTTF)
General degradation of materials,
including sdhesives, costings,  2-pan lack spony. Excellen: dhesionte
sealing orlubricarematenials with 3 wide variety of substrates, including :
The epoiyis used as a potting
age. Ouigassing of achesives and - metals, compesiies, glass, oeramis, and
material encapsulating the CCA,
Folymers auer time (during cure, many plastics, Exncellent slecticsl -
Oince cured, the spasy provides
post-cure, of excess uncured insulsting characteistics, Extreme jh A
Epany A 3326 MG Chemicals  -40to140°C  material) can cause contamination resistance tow ater and humidity (allows far poy Hone
protection of the electrical
ofitemsiassembliesthat are  submersionw here needed), salvent fiee
L N N components. There is no concerm
sensitive 1o film ceresmination,  Allow to curs stroom remperstuns for 24 " lene e
! * for the =pciy meeting s minimum
such asoptics, bearings, and  hours, of curein an oen at ane ofthese :
15-year semvice liz.
electriomeschanical devices (ie.  timeltemperature options: Temperature 65
switches, potertiometers, £ 80°C100°C Time 1h 30 min 20 min
connectors)
Warisus The CCA and
Riskoturisbersewniom L ety iy ooring it
Multiple slectionios components HIA Warlous Warious Warious unaccepeable termination firishes |- - mia Y PO 9 Hore
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Lead Finish Count of Manfacture PN | Percentage (%) | COUMT OF MANFACTURE PART NUMBER
{%J BY LEAD FINISH

Au-Mi
Sn-Pb
Pb free |
High Risk/>37% Sn |
3Sn
3n-Mi |
Mi-Pd-Au | 1

B -

5] [F -5 P Y Y
-
o

L Firugh

_.
@
ESEAr

Lead Finish Key:
Au-—Gold
MNi—Nickel
Pb—Lead

Pd - Palladium
Sn—Tin

FiguBeSensor Lead Finish Analysis

The next step was to identify the solder
ensur-ei hiesall compati biflrietey.al |SoAyC wh0o5s,e ac hl eenai dc -

composition is 96.5%nd nO.(B%W)coBpdr (sCu)v eirs (

soldering process. All of the microelectron
305 solder and there is minimal reliability
Whil e assessing the RuBee sensor for pote

component obsoé¢eakeactredwasnl@isoAht | BOMFiIi gur e

components were analyzed for potential obsol
and risk postures utilized across industry.
components that will require abnttyake ibhwi Itdc e
or | ocatpianrgt ya dtihsitrrd but or that may have this
represents the component is planned to be di
i ncl udtey paeoldieftyee r mi naada i oepl acement part 1 s aveze

identical foanpgrfotm faaeatdostyl & designati on
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component

future part

to remain

wi | |

avail

mi croel ectroni c

Fortunat el

y, al

ri sk mitigation

avai

be available for one to two vy

lability. Finally, a ‘green
able for at | emastoft wheyear s.
i ndustry, mosdyeavail alif Iriatme .

of the BOM components were

strategi es arle swernrcen taenda.l y sH

S recommended.

annual ly i
Description Obsolescence
Capacitor green
Capacitor green
Capacitor green
Capacitor green
Capacitor green
Capacitor green
Capacitor green
Capacitor green
Capacitor green
Capacitor green
Resistor green
Resistor green
Resistor green
Resistor green
Resistor green
Resistor green
Resistor green
Ferrite Bead green
Diode Array green
Diode green
Accelerometer green
Microelectronics green
Voltage regulator green
Microelectronics green
Microelectronics green
Battery green

COUNT OF MANUFACTURER PART NUMBER BY
OBSOLESCENCE

Green - 100%
No part
obsolescence issues
for at least 2+ years

FiguYeSensor Obsolescence Analysis
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4.9 Small Scale I ntegration Results and Vali

Foll owing the trade study assessments and
and | ead finish analyses, it was necessary t
protocol and sensor perform as specified and
egnts such as shock. To this éeéma)] udeidti cal
battery | ife, wireless range, dabadtransmi ss
cyber stelcrucugly various testing scenari os. Th

excur sions wer e c oesncdaulcet eidn ttehgrroautgiho ns neavlelnt s .

system included three main components; a tab
antenna to ‘read’ any excursionwabdbmeéeewssts,
such as a miBssile (Figure

Tabl et +

Ant e-And Sensor

Figu8eRuBee | EEE 1902.1 Sensor Syst

The selected tag for testing and evalwuation
humi dity, pr,assus@pcki bradaitmobhs were progr amn

weapon s psesiSegrcsactri oBbnvoy ReffteMbaeo an gauxraempl e
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of the programmabl e software environment al I

Per-axis Shock Event Thresholds (G):

Excursion Option Value
Temp. Low (C) 100
1480 F X Axis
28
Temp. High (C) 3
1454 F
Y Axis
C
Temp. 2 Low (C) 36 - 80
-328F
7 Ax
Temp. 2 High (C) 0 - 1 2 5
2120F
Press. Low (mBar) 0 xXYZ .
- - 150
0.0 PSI
Press. High {mBar)
16.0 PSI
Hum. Low .
20
Hum. High
70

Figu9eExample of Software Programmabl e E

4. 9.1 Battery Life

Sensor battery | ife was analyzed and mana
throughout the time period from January 2025
not degrade, and all sensor s r eAmdaiina d nfadll lyy,
battery | i fwesiwag a« aprcap;aibetdgarr\yla dtoe oihaet or
dat asheet and the 4208oactipeei feadt seasndsi p
assuBDmg the time, the senlksthio’°®BOIl fiolP=38n ter
t o °Babmrhe | ttypi cal environments abomraral USN sh

year battery, acatloctualla tliiyfnesr igmize Ipdfendldf lover 2.
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Ta P2 O

Sensor Envi

Environment Data Transmission Typical Range Example
(Yes/No) (distance between
antenna and sensor
in feet)
Air Yes 8-15 feet
Wood (closed Yes 8-10 feet
container)
Aluminum (closed Yes 2-5 feet
container)
Steel (closed Yes 1-5 feet
container)
Water Yes 6-12 feet

ronments and HERO/ HEREF

4. 9.2 Wireless ,RabDgea Tyhesmwmiessromyt hrough N

Wi rel ess

were eval

uated together si

72
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and security of wireless systems. 't 1 s 1 mp
range, so that wunauthorized personnel cannot
cybersecurity requirements. Dat@altr dramius i
of the system since missile containers or | a
depot setting. Environments that are regul a
depot were analyzed. Air wasewuwsakdatnsedther co
future underwater torpedo applications. Mi s

al umiannudm st e2ll g slTatbHese materials are used f ¢

canisters and | aunching systems are usually
anal ysis indicated t h,athdwidradlaedg amamg e,si oyb d
typicall bieghsset containers and | aunchers wasa

be obtained without needing a wired connect.i

4. 9.3 Size & Durability
Anot her i mportant attribute is the number
avail abl e. This consideration is essenti al

are necessary to accommodat e,anide | diumemeirdns
Given that this technol dqdy gs,uetpRiOg) ss ynutl ¢ m pd &

applaiceaswi de range of missiles and portfolio
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Fiug2e0 Typical Sensor Form Factors

4. 9. 4 Small Scale I ntegration & Validation
Several small scale integration analysi s
ensure the selected system could adequately
weapon specification. These scenarios discu
f mo manufacturing facilities to the east or v

pi-erde, s-bi ge} oxuaipdleepticerdepot .

Small Scale Integration #1, USA

The first integration included attaching s
utilizing a crane to tsrhainps ptoor tt hteh epiners,sitlhee nc
mi ssile container onto PHS&T pins | ocated on
tnaportation to a truck. The truck then tra

where the sensors were removed from the cont

over ni gphrtaatidshtohreé s | @dati on (Figure
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Small Scalelhstagd ati om #HI: SdEserzyza EBWexmret ai ner
Crane from Ship to Pier, Pier to Truck, Truck
Sensor Shipped Home

Fig2teSmall Scale I ntegration #1 Maj

During all of the transportation events, t
vi bration events that occurred2.even when th

Fig22eMi ssile Container Movoend f2roa2me )Shi p \
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However, after the container was | oaded onto
Packaging, Haadbdi mganShoppanhgorn (sPehSe&Tal pi n
<] g Il o1l A =g

shock events were observed and detected by t
the container wFilgutrke2BHS&ODwpiastypical e X &
transport @&nmiomn 2YHGem (

g23VH s Liolne Moweme nARHS@&n tP& nWheel g dAnhal,| et
26)
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The data captured from the sensor indicates
at 90 Gs during the PHS&ZTH padlno sad itgn ntemea vpea aofc
specification |imits.reBemméndedferohpesti oagm

through future work.

0 N

| /oo I\
" P Loading oanls:?ter
on PHS&T Pins
70
60
@
5 @
z 0T—0@ \ /
2 O
5 e
E 40 @ @/ @
< \/ °
[
®
30 ® ® d:p °
(6]
20 B @ OO
@
@ @
10 oo Cp:h

@ @ o “Csnpoponns” TQI;

4 6 8 10 12 14

=}
n

Time (ms)

Fi g24eDetailed Shock Trace During PHS&T

Small Scale Integration #2, USA

The second integration effort consisted o
and transported to the west coast via truck.
depot | ocation where the sensors weghet remove

t o ptrhaexitshor’' s | @bati on (Figure

Smal | Scalelhstadd atiiom #2: Sensor to Cont
Truck, Truck to Depot, Removal of Sensor
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e

Fig25eSmal |l ScadMajlonrt eEgureanttison #

During these events, no transportation shock
t he dansacspl ayed a pressure excubPdDoheat, appr

Site 2's a2®. tudki  Falgaurm di mi ni shed as the

«}» Storyboard

Date/Time

Fi g26Semal | Scale I ntegration #2 Detecte
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|l evel and the west <coast. This 1Is important
alert users to systems that experience dr ama
understandiw@glwkemsaehi §las been whensported

asset i s unsealed or when a hermetic seal f o

Small Scale Integration #3, USA

The third integration incpadkdmassabthbhing
canister, followed by forklift transportatiao
country to the eastk ommassti |lveheraenmitshheert rwias tr e
forklift to a depot | ocation. At this point

and shipped rvearunshgpht st d @&dhaed i on ( Fi gur e

Smal | Scal e: Ilnntsetgalaltatoinom30f Sensors | nsi
Truck, Truck to East Coast, East Coast to
Canister, Sensors Shipped Home

i
aa.
" I | .
..
o
Fi g27Y eSmal | Scale I ntegration #3 Maj
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The sensors were instal2lBedonadn R ehes an rsgsnid ,e 20
transpevemtdswnred thrpug@h&pbthbharwmi 44il es ar

t he east coast .

Fig28eSensor I nsPadc¢kati on onto Tri

Fi g2®de monstrates that no shock events were r
events between February 6 and February 14.
was removed, there was a high shock event re

(Fig@ranhd 8®¥pected due to the amount of f orc

from-paekthrocati on. Additionally, the senso
the return flight to Massachusetts, along wi
at ttratblue to sensor handling throughout the f

This praxis i nvest i gsattueddy uaspapprpo agcpheensa,t € at i
wei ghtingscortagi atec& hiddmn sopgfyyo mr i at e wirel es
technol ogy, name dc aRouaBbel ee |oEHE Bwmalhlidteo. rdliss @ t Isi gl c
mi ssEhesaringviabpgdguwiyrned conductiined udumigher
rel i adbs $ed yment ,s eerwailcueantsii dineg eaft au staigref and

review obdbypolteht e mdeassessermgviabil ong of th
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t he RuBee sol uti os mashcba |lvea |iindtaetgérdatttihorno uegvhe nt s

demonstrated the effectiveness of this solut

Sensor removal on east coast

9077(\
_..

Shock Trace

B 2024-02-15-11-10-14 89G

Time (ms)

Fig2a9eSmall Scale I ntegration #3 Detected

Excursions

B shock (high G) [ High Temperature [l Low Temperature [ Humidity [ Pressure [ Light [0 PSD

T B TN
temperature T
-~ wi
.I
I i
B low temp e ——.
s FEDEX flight
g back to
g Massachusetts \
& humidity \
pre }/—-\
Sensor removal on
east cpast
Sgnsorlnsialled at light \\
%u NG M

Feb5 (Feb6 ) Feb7 Feb8 Feb9 Feb10 Feb11 Feb12 Feb13 Feb14¢Feb15 FebTByFeb17 Feb18 Feb19 Feb20 Feb21 Feb22 Feb23 Feb24 Feb25
Date/Time

Fi gB®deDetailed Shock Trace During Sen:
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Chapter 5 — Conclusion and Future Work

5.1 Conclusion

Thi s reaeddcraascsheps oabfleeny b e ;Nmwiyr onme o e al
such as shock ,oan vihé ngdadl ausene tesr emtsh as mi ssi |
i noperabké. i nehmeacest i fvh e aekxi poenn siess fcdasnd i ebxl cee, e
mi |l |l ion, pwirt askdewnti me extémdiagtbhéyvwsnd mb&htm
the U. Stun DDiGO s i nvolvedith a UoBIlAmaum,ply s
2026) Thi si desquiogpylemadstwi 6me hundred missiles
and wi lrli srke gmiitriegati on efforts.

Ths paxaxed@ypot hesi sugiglewwieielt e ss protocol s
sentsec hnalreg iastshialtdhddtlamct s hock aonnd khiagphuwat i on
assseucsmi asiThes. was acswompeéyismgdt bhbe@rmar ket sp
capabilities U.hat Nmefgytramdgiddrooment s, ul ti mat e
several suitable candidates.

After cqgqmnductangviy pactsdezs samsnltuisgt ed using
tohrotgbkdardy resElme ctrinci ples from the |iter
establish strict weAghdatimaghwn RuUROXr. I 1EGEcr i t e
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target-sedabeamal &t eegrdastmoonns 8§ y at & fmfge ditbiev iotnyl vy
during shockvaentbswti balasto ounn d e rte nvpaerryai tnugr ec,o n d i
humi,dindy pressure excursions

These tests confirmed t hsatpearhteoc ovme dilreg s p
to designs s peencdiltflei ciigtSdoenplhgy t hi s system t o i

environmental vadneerasseod s Thieglh ass cmiConicleps ¢

OperaCODBNOPSWwas executed successfully. Testi
functsemsor attachment, monitoring wirelessl
and rdettraiogpwalan eac cwirtdla ntclee est abl i shed requi

The i mplemestyat eenab lUintitilead St amps oMavy t
mi ssil e whkhiali ¢ abedieciye ¢ sgwhs tcihom |l i gns with the

of this praxis effort.

5.2 Future Work
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experienklepfwddemdrotr ontAd t P& H coimisssadne s em o t
out of spendftrcanhjont could spocedaoréehe 1|ife
c hansgheosh € de x pTher ed oc e s s eonfv itrroannmsbtnenrat!l h edgat a
shipther ageevmaciueast ifoonrs and recommendati ons r

Upon completion of data acquiesnvioea,| ialne ev al
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Appendix A: Wireless Device Photos

TEEE 1902.1 RuBee (Anon, n.d.)

RFID (Amsler, 2021)

ZigBee IEEE 802.15.4 (Anon, 2019)

r

- =
w ) Secwier board —
"t ¥ ' Al

IPv6 over Low Power Wireless

Personal Area Networks (6LoWPAN)
(Anon, 2022)

Janus NATO Standard ANEP-87 (Anon, 2025)

Momen / socupency 1ers: - WB.

Narrowband I0OT (NB-IOT)
(Anon, 2021)
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Near Field Communication (NFC)
(Anon, 2023)

Long Term Evolution (LTE-M)
(Anon, 2023)
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Long Range Wide Area Network
(LoRaWAN)
(Anon, 2023)



Appendix B: Sensor Photos

IEEE 1902.1 RuBee (Anon, n.d.)

Gladiator Technologies GAS0
(Boz, 2023)

m:'% "

./

TE Connectivity Model 3700
(Anon, 2019)
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Lansmont (Anon, 2025)

Jewell Instruments ASXC (Anon,
2025)



Appendix C: Service Life Assessment
. ] . ] o [ . e e

§ manufactured with Electrodeposited Copper Foll W IPC-4562,
Printed Circuit Board (PCB) 5532020250108 5532.03 20250108 NiA Materials Various Geac 3, Class & anc most parformancerequirement 20+ year.

No shelt

085 ot

reliability concerns. Ceramic capacitors EIA-198-1F Class I (X7,

Capacitor, Ceramic, X5R, 4.7uF, 10V, D603 Package ‘CLIDA4TSKPENNNC CL10A4TSKPENNNC Samsung Finish, Capacitance Sn-Pb 1.5t0 4% loss|

hour. Ensure that the circuit can tolerate this change in

shelf life interval.

[Capacitor, Ceramic, X6, 0.1uF, 50V, 0603 Package [Tin i i therisk of

[tin whisker growth, The PGB containing the capacitoris
T

slectrical shorting.

D4K080AA oK Finish, Capacitance SaNi

188 15

[to 4% loss in capacitance value per decads hour, Ensure that the
changein the shelf Ufe

interval.
[Sn =87% Fs susceptibie to whisker formation. Unable to perform Pinsky|
lanatysis due to not having board layout, however, the PWE is
lencapuiated deterring tin wivsker growh There is minmal fisk to tn
whisker growth and potential electrical shorting.

Capacitor Caramic, SR, 10nF, DBU3 Package KGM1SARS1H103KT KGM1SARS1H103KT Kyocera Finish, Capacitance Sn>07%
(Cesamic capacilors EIA-198-1F Class | (TR, XGR) experience 1.5 to
4% lass in capacitance value per decade hour. Ensure that the circut
jean tolerate this change i capacdance over the shell e interval
[Tin tharisk of
g is
deterring There is minis o
[tin whisker ial slestrical shorting.
[Tin b i therisk of
[tin whisker growth. The PCB cantalning the capacitor is
A

Capacitor, Ceramic, 100F, COG, 103108044 DK Finish Sati

Capacitor, Ceramic, 1uF, 50V, 0803 Package CLIDAI0SKBENNNG. CL10ALDSKBANNNG Samsung Finish Sa-Ni

[tin whis slectrical shonting.

ITin 7 inati the risk of

[tin whisker growth, The PCB containing the capacitor is
A

Capacitor, Ceramic, 1nF, 50V, L Samsung Finish Sai

[tin whisker growth and potential eleetrical shorting.
Tin f i the sk of

th, . "
The to
[tin whisiker alectrical shorting,

Capacitor, Cramic, 10DpF, S0V, " 101 col Yageo Finish Sahi tin whisker gr

Tin over Nickel plating of a termination greatty reduces tha risk of
tin whisker growth. The PCB containing the capacitor is

whisker growth. There s mini 1o
tin whisker growth and patential electrical shorting.

Capacitor, Ceramic, X5R, 100F, 6.3V, D603 Package =t o Samsung Finish, Gapacitance SneNi

EIA-188- 1.5
10 45 loss In capacitance valus per decads hour, Ensure that the
circult can tolerate the shelf life
interval,

[Tin over Nickel plating of a termination greatly reduces th risk of
tinwhisker growth. The PCB containing the capacitor Is
whisker growth. There is to
tin whisker, | shorting.
Tin over Nicksl glating of a termination greatly reduces the fisk o
tin whisker growth, The PCB containing the capacitoris
ihisker growdth. Th to

Capacitor, Ceramic, 22F, 50, 0603 Package CCUGO3IRNPOSBNZ20 CCOGDIRNPOIENZ2D Yageo Faish So-Ni

tin whisker shorting
Capacitor, Ceramic, XSR, 47uF 6.3V, 0805 Package CLIIALTEMQYNNNE CL21ALTBMQYNHHE Samsung Fnish, Capacitance SaNi
Ceramic capacitors E1-168-1F Class 1l (7R, X5R) expenence 1.5
10 4% lossi i Ensurehal
circuit can tolerat i the shellite

Tin over Nickel plating of s termination greatly reducas the risk of
tinwhisker growth. The PCB containing the resistor is encapulated
detarring tin whisker growth. There is minimal risk to tin whisker
growth ang shorting
Tin over Nickel plating of a termination greatly reduces the fisk of
tin whisker growth. The PCB containing the resistor is encapulated
datarring tin whisker growth. There is minimalrisk to tin whisker
Browath and horting.
Tin over Mickel plating of 8 termination greatly reducas the risk of
tin whisker growth. The PCB containing the resistor is encapulated
deterring in whisker growih, There s minimalrisk to tin whisker
growth and i shorting.
[Tin over Nickel plating of a termination greatly reduces th risk of
tin whisker growth. The PCB contalning the resistor s encapulatad
detarming un whisker growth. There is minimal rsk to tin whisker
growth and shorting

v plating of i the risk of
tin whisker growth, The PCB containing the resistor is encapulated
deterring tin whisker growth. There is minimal risk to tin whisker
rovth and shorting.

Resistor, Fixed, Metal Glaze/Thick Film 10812, 0.1W, 'RCOBO3FR-O710KL RCIGO3FR-DT10KL Yagea Faish So-Ni

Resistor, Fixed, Metal Glaze/Thick Film 33001, 0.1W, 0803 RCOB0AR-07330RL RCDS03JR-07330RL Yageo Faish Sn-Ni

Resistor, Fixed, Metal Glaze/Thick Film 12M0, 0.1W, 0603 RCOB03IR-0712ML RCIB03JR-0712ML Yageo Faish Sn-Ni

Resistor, Fixed, Metal Glaze/Thick Film 2.2M0, 0.1W, 0603 RCDBOJIA-072M2L RCIB03IR-072ZMZL Yageo

Sn-Ni

Resistor, Fled, Metal Glaze/Thick Film 3301, 0.1W, 0603 RCOS03FR-0733RL RCO603FR-D733RL Vagso Fiish SneNi
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Tin over of
tin whisker growth, The PCB containing the resistor is encapulated

he risk of

Resistor, Fined, Metol Glaze Mhick Film 10€0), 0.1, 0803 RO0S03FR-O710KL ACORDIFR-O710KL Vageo Frish SnNi
deterring growth. There s
Tinaver of skl
Resistor, Fixed, Metal Glaze/Thick Film 33001, 0.1, 0803 RCOB04/R-07330RL RC0B03IR-07330RL Vageo Frish Snhi tin growin.
deterring growth. There s
Tinaver of sk
Resistor. Fixed. Metal Glaze/Thick Film 12M0, 0.1W, 0603 RCOBO3IR-O712ML ACO03IR-O712ML Yageo Frish sohi et .
cring in whiskes g o
Tin over of theriskof
Resistor, Fixed, Metal Glaze/Thick Film 2.2M0, 0.1W, 0603 RC0B03IR-072M2L ACOBO3IR-072M2L Yageo Frish SnNi in whisker growth. The PCB cantaining the resistar 2 encapulated
deterring growth. Thereis
Tin over of e risk o
Resistor, Fixed, Metal Glaze/Thick Film 330, 0.1W, 0603 RCOB0IFR-0733RL ACOBO3FR-O733RL Yageo Finish SN tin whisker growth. The PCB containing the resistor s encapulated
deterring growth. Therels
Tinover of skl
Resistor, Fixed, Metal Glaze/Thick Flm 00, D.1W, D603 RCOBO3FR-070RL RCDSQ3FR-070RL Yageo Frish snNi ::wms g o
growth and potantial electrical shorting.
Tinaver of sk o
Resistor, Fixed, Metal Glaze/Thick Film LM, 0.1, 0603 RCOBIIFROTIML RCOS03FR-O7IML Yageo Frish SnNi e ——
g i
fon >67% natian. Unable 1o perform Prisky|
Ferrive Bead, 500 Ohm @ 100 mhz 742702651 242702651 Wrth Fanish Sn >07% [aratysis due to nol having board layout, however, the PWE is
e tin whisker growth There tn
lwhisker grouth and potential
1C. Analog -3 Axts femto LSZOWLZTR US20WIZTR STHie Frish B No shelffe concerns.
EE formatan. Unable 1 perform Prsky|
[anatys<s due to not having baard layout. however, the PWB i
iode A w067 06-1-F iodes | o
Diode Amay BASA0N-05- BASHON-06 Diadeslnc Fnish EPTno lencapulated deterring tin whisker growdh. There is maimal risk to tin
lwhisker growith and potenial
amattatin =
\whisker growth. Ithas a SOD323 package and doss not mest the
Diode, Trans Voltage Suppeessar (TVS), BAW, 5 DSVOLIBZWS-7 DSVOL1BZWS 7 Diodes inc Frish Matte Sn crteria for self.mitigation. the PWE tin
whisker growth, There is minimal fisk ta tin whisker growth and
i horting
T packags nickel
Acceleromater ADXL3728CCZ-ALT ADHLIT2BCCZ-RLY Analog Devices Finish, Drét Auhi hasa gevs. 0.0t
55C which is acosptable.
Packad type QF PB4 (BGA). Contains 1024kB Flash mermory and
10218 RAM. The manufacturer, Silicon Labs, was contacted to
RISC Microcontroller,32-Bit, FLASH, Cortex M4 GPU, 72MHz, request the latest uarterly Quality and Reliabilty Report which will
Finish, b '

MOS, PQFPS4 QsEh QS#A| - Silicentabs R Pl provide the memry tast data to allow calculation of the mernory
retention in years. Typical FLASH memory has  data retention fo
20years.

Par the datashes for the Boseh Sensartes BMEZ80 Shutte Board
3.0, typical values of sensor drifs, offsats, and temperature
emp/Humidiy/Pressure sensor oschSensortee Finish, Sensor Valus Drif
TemplHumidiogPy BHE2E0 BME260 BoschSenzort A costficients ars +/-15 values over ifetime. This drift doss not pose
arisk forthis tem.
p Texas Instruments Finish Sn-Pb No shelf lfe concems.
Crystal oscilltors experience a frequency shift with age. The
auency as "stabiliy” in parts
per million (pprm). Frequency stabilty over age i faiy nsar after
the first yearwich s typcially a higher rate of change. This crystal
Crystal, 32.767 kiz, 6oF, 40+85C CMR2007327680ZBT CMR200T327680Z8T | Citizen Finedeice Frequency Shift Unknown has a +/- 3ppm maximurm frequency shift during the first vear. The
i50.098301 Hz.
irequency shift per year of 0.98301 Hz times 15 years equals a
a . a
ange of: 32.7655 to 32.7685 kHz which is tolerable for this circuit.
S =07% Ts susceptble o whisker formation. Unable To perform
. Pinsky analysis due to not haing board layout however, the PWB is
usemvs SPOSOIBAHTE SPOSOIBAHTE A Sn>e7s encapulated deterring tin whisker growth, There is minimal fisk to tin
‘whisker growth and potential elecrical shorting.
The datasheet forthis batterystates a 10-years shelt e, This batterywas
hosenfor 15 labiltych lowd b
BATTERY LITHIUM 3.6V A4, A, Non-Rechargeable NiA TL4s0a Tadiran Aging, performance degradation Lithium Thiong Chloride cnosenfor 3 year avallablity lye o veny low data raes, battery i not
alwiays an and only records data once.an environmentalthreshold s
ripped.
Crackingorfailure of structuralcomponents
due toeyelicalstress. Gan alsoincludelow-
Solder Paste, SAC 305, water soluble, Pbreealloy NiA wsgs AM cycle solder ftigue of CCAs; cumulatie damage| 2> ‘:;:L‘ 3.0% 5‘("[’;')"“8" -0 . Pl "
et (CALCE St fomte e and 0.5% copper (Cu o concerns meeting s minimum 15-yearservice fe.
Assessment (SARR) tool)
General degradation of materials, including oo substrates,
adhesives, coatings, sealing or ubricant :
a2¢. O
eater and humicity sllows for submersion where needed).
polymers overtime (during cure, post-cure, or Rl )
Epowy Nk 8228

contamination of items/assemblies that are
sensitivetofilm cantamination, such as optics,
bearings, and electromechanical devices [ie.
switches, potentiometers, connectors).

| The epoxy is used as s potting material encapsulating the CCA. Once
ofthe

cured, the epoxy and

the epoxy meetinga
minimurm 15-year senice life.
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