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Abstract of Praxis

Machine Learning-Based Intrusion Detection for Energy Substation

Energy systems are fundamental to modern economies and essential for daily life,
thus earning them critical infrastructure designation. Other critical infrastructures depend
on energy (White House, 2013). Therefore, disruptions in energy supply have significant
impacts beyond blackouts. These impacts extend to health and welfare, and an economy

cannot function without energy (CISA, 2023).

Energy generation relies on multiple sources, including conventional ones like coal
and natural gas, as well as clean energy sources such as solar, nuclear, hydro, and wind
energy. Energy generation output is transmitted over high-voltage channels to substations.
The high voltage is then stepped down to manageable levels and safely distributed to end
users. This process makes substations pivotal in energy distribution. Over time, to boost
efficiency and reliability, innovative technologies have been introduced to substation
components, hence inheriting the vulnerabilities from these technologies. For instance, the
introduction of Supervisory Control and Data Acquisition (SCADA) systems to substations
(Boakye-Boateng, 2023). SCADA provides centralized monitoring and control of
processes in the substation. However, this digitalization of substations exposes new attack

surfaces associated with technologies they integrate with.

Moreover, energy systems have been the subject of continuous cyber-attacks
leading to outages. Such an incident has an estimated average impact exceeding USD 4
million (Casanovas & Nghiem, 2023). Several factors contribute to these attacks. One

significant reason is the increased number of published vulnerabilities, and performance
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constraints, which make substations uniquely challenging environments for implementing

intrusion detection systems (Boakye-Boateng, 2023).

Additionally, there are instances of attacks during tense geopolitical situations such
as those reported by (White, T., 2016) and (Baggott, 2020), which underscore the
vulnerability of these systems. This praxis focuses on applying machine learning to detect
intrusions in energy substations, as under-detection has been identified as a key factor in

failing to fully identify the scope of these attacks (Casanovas & Nghiem, 2023).

This study is focused on a machine learning approach for intrusion detection using
neural network models. It utilizes various techniques, including Recurrent Neural Network
(RNN), Long Short-Term Memory (LSTM), Gated Recurrent Units (GRU), mini-LSTM,

and mini-GRU, to identify attacks targeting energy substations."

The goal is to develop a strong intrusion detection system for energy substations,
with the capability to spot various attack patterns, including reconnaissance, query
flooding, false data injection, denial of service (DoS), fuzzing attack, port scanning, packet

starvation attack, etc.

The dataset being used is called SANDI-2024 (Substation Anomaly Network Data
for Intrusion Detection 2024) which shows attack scenarios at two real energy substations
that use IEC 104 and IEC61850 communication protocols, respectively. The dataset is a
combination of two real datasets representing benign behavior and synthesized data

obtained from a test representing attack scenarios.

The adopted approach follows stages of the data mining lifecycle, including data

collection, data preprocessing, data exploration and analysis, data modelling, and
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interpretation. It compares and checks which detection method works best and suggests
that GRU and LSTM models outperform other methods, exhibiting superior accuracy in

detecting substation intrusion attacks.
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Chapter 1 - Introduction

1.1 Background

Energy systems are considered critical national infrastructures upon which all other
sectors rely due to their essential role in modern society (CISA, 2023). In the United States
alone, these systems generate 4.18 trillion kWh annually as of 2023 (U.S. Energy
Information Administration, 2024).

Due to the interdependence of energy systems with other critical systems, including
transportation systems, digital platforms such as payment systems, and other modern living
essentials, cyberattacks can have a cascading impact. This illustrates the significance of
these systems, particularly during blackouts (Melipoulos et al., 2022). Such importance
makes energy systems attractive targets for adversarial activities seeking to inflict harm
and assert impact.

For instance, in 2015, seven substations in Ukraine were targeted by foreign actors, the
cyberattack affected 225,000 (users) customers (White, 2016). This incident is just one of
many attacks on energy infrastructure and Cyber-Physical systems, occurring before and
after the Ukrainian incident. Figure 1-1 below illustrates the chronological sequence of

notable cyber-attacks targeting energy systems.
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Figure 3-1:Timeline of Cyber Attacks on Energy Systems

Substations are distributed facilities that accommodate equipment for monitoring
and controlling the energy grid, such as transformers, voltage regulators, telemetry
equipment, and protection devices. They are available in indoor and outdoor variations and
can be unattended or manned. Manned substations are equipped with a Control Room (CR)
to oversee and manage the local equipment (Salazar, L. et al., 2024).

Substations are pivotal in the distribution of energy. Each generating station
transfers its power to a substation, which helps stabilize voltage fluctuations and maintains
appropriate voltage levels throughout the transmission and distribution of energy. Digital
substations function by exchanging data among their sub-components. An intelligent
electronic device (IED) is a sophisticated device equipped with monitoring and protection
features, capable of communicating with a SCADA system (Sanchez-Acevedo et al, 2024).
It gathers and logs data from different substation parameters, uses advanced logic to
analyze the information, and makes decisions during abnormal situations, as well as sends

control commands.



Remote Terminal Units (RTUs) are similar to IEDs. They are decentralized control
components used to transmit control signals to the motors of the primary substation devices
(Egger et al, 2020). Other components of the substation setup include Supervisory Control
and Data Acquisition (SCADA) systems. These systems comprise a communication
network, control devices, and field monitoring devices. They are used to monitor the
transmission network, control, and analyze industrial devices (Boakye-Boateng, 2022).

The human-machine interface (HMI) translates complex data into useful
information displayed on dashboards or screens for line operators, managers, and
supervisors at the substation.

The digital substation, depicted in Figure 1-2, is characterized by interoperability
allowing data exchanges between its component systems, including those produced by
different manufacturers (Lee, N.-H. 2022). This is made possible by protocols and
standards such as Modbus, Manufacturing Message Specification (MMS), Distributed
Network Protocol (DNP), Generic Object-Oriented Substation Event (GOOSE) messaging,

and IEC61850 standard. Figure 1-3 depicts schematics of IEC 61850 standard.
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Figure 1-2: Prototype of a Substation Network (Melipoulos, A. P. S., 2022.)

The multi-vendor setup adds to the attack surface of a substation, as each component
could become vulnerable and subject to exploitation. Examples can be drawn from the
Stuxnet attack, which exploited vulnerabilities in Windows-based Siemens SIMATIC Step
7 software used by the programmable logic controllers (PLCs) on the affected systems
(Kushner, 2013). Similarly, during the initial phase of the 2015 BlackEnergy attack, the
Human Machine Interface (HMI) system was targeted before deploying another malware

that affected the serial-to-ethernet devices within the plant (Geiger, 2020).

Industroyer in 2016, and its successor, Industroyer 2 in 2022, targeted Industrial
Control Systems (ICS) equipment by exploiting industrial protocols such as IEC 60870-5-
101, IEC 60870-5-104, IEC 61850, and Open Platform Communications (OPC). The attack
modules were crafted to enumerate the substation environment and attempt to change the
state of substation equipment, such as opening closed breakers, resulting in power

disruption (P. Kozak, 2023).
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Figure 1-3: IEC61850 Substation Automation Interface Model (Kasztenny et al, 2006)

1.2 Research Motivation

This project aims to contribute to the continuous endeavors aimed at countering
cyberattacks on energy substations. This involves utilizing machine learning to enhance
the detection of intrusions into these systems and essentially addressing the weaponization

phase in the cyber kill chain of energy systems.

The year 2000s sets a timeline (Figure 1-1) for Cyber-Physical systems attacks.
Following an in-depth investigation and analysis conducted by (Kushner, 2013) and
(White, 2016) it emerged that some of the threat actors involved are well-resourced and
often affiliated with nation-states. This highlights the vulnerability of critical energy
infrastructures as prime targets for adversaries during warfare and conflict, as evidenced in
Geiger (2020) and Salazar et al. (2024). Consequently, there is a pressing need for more
effective methods to detect early signs of intrusion in substations to counter the activities

of highly resourced adversaries.



There are various contributions towards addressing and detecting anomalies in
energy systems. This work contributes to the existing knowledge by creating an intrusion
detection model using the Substation Anomaly Network Data for Intrusion SANDI-2024
dataset. Additionally, it introduces and compares the performance of neural network
models to the dataset, including methods such as LSTM, mini-LSTM, GRU, RNN and
mini-GRU. It assesses their capability at identifying diverse attack patterns in power
substations. The dataset was chosen for being recent, covering two substation types —
IEC104 and IEC 61850, for having data from real energy substations, and its coverage of

different attack scenarios.

Further, this study explores alternative intrusion detection methods, one of which
involves measuring metric distance and the other similarity. The former is based on metric
learning of the neighbouring components, a non-parametric nearest neighbour-based
approach commonly employed for data visualization and rapid classification (Goldberger,
2004). The latter, known as classification similarity learning, is typically used in image
recognition and has been adapted in this study to detect intrusions in substation systems.
This method, a variation of kNN, utilizes similarity rather than distance measurement
between data points and is commonly applied in content-based image retrieval (CBIR)

(Lopez-Iiesta et al, 2015), which has been tailored for intrusion detection in this research.



1.3 Problem Statement
In 2022, cyberattacks on energy systems escalated, averaging USD 4.72 million
per incident, but significant incident data remains scarce due to undetected breaches

(Casanovas & Nghiem, 2023).

Critical infrastructures, including gas, water, and particularly energy utilities, are
vulnerable (CISA, 2023), hence are favored targets for malicious cyber activity. Any
outages in these systems can have a domino effect on other critical services (White House,
2013). Thus, cyberattacks on energy infrastructure can have debilitating cascading effects
including direct damage to assets, a decline in quality of life, loss of electricity supply
revenue, disruption to supply chains, and loss of sales for businesses. Inadequate detection

is cited as a reason for significant incidents (Casanovas & Nghiem, 2023).

1.4 Thesis Statement
A machine learning-based intrusion detection model is required to improve the

detection of attack patterns in energy substations.

Machine learning models can detect and prevent malicious activities on energy
substations by addressing the insufficient detection that leads to supply disruptions,

blackouts, and other unintended impacts.

1.5 Research Objectives
The main objective of this research is the use of machine learning models to
detect intrusive activities of adversaries in energy substations with the highest possible

accuracy. The research aims to cover the objectives below:



1. Building an intrusion detection model based on the SANDI-2024 (Substation
Anomaly Network Data for Intrusion Detection 2024) dataset.

2. Adopting a binary classification approach to assess substation attacks.

3. Evaluating five machine learning models, including RNN, LSTM, GRU, mini-
LSTM, mini-GRU to identify which has greater efficacy on energy substation.

4. Studying different features to identify the most optimal model for an energy

substation.

1.6 Research Questions and Hypotheses

This research aims to answer the following questions and validate the listed
hypotheses:

RQ1: Can a machine learning model be developed to accurately detect attacks

against Energy substations?

RQ2: Which machine learning models are the best for detecting attacks against
Energy substations?

RQ3: Which features are the most significant for detecting attacks against Energy
substations?

H1: A machine learning classification model will identify cyber-attacks against

energy substations with at least 95% accuracy.

H2: The LSTM model will exhibit superior accuracy compared to other machine
learning techniques, namely, RNN, LSTM, GRU, mini-LSTM, and mini-GRU in

identifying attacks against energy substations.



H3: Flow-based dataset features such as “Fwd Packet Length Mean”, “Fwd
Segment Size Average”, and “URG Flag”, are the most significant in detecting an attack

on energy substations.

1.7 Scope of Research

This research focuses on the detection of malicious attacks on energy substations
using machine learning techniques to enhance current intrusion detection rates. Accurately
identifying anomalous patterns and supporting incident response to mitigate cyber-attacks.
The scope of the research is limited to five neural network-based machine learning models

designed to accurately recognize anomalous behavior.

The research utilizes supervised machine learning techniques to validate the models
using the SANDI-2024 dataset, which contains network captures from two real substations
and is further augmented by synthesized captures from testbeds. The dataset is divided into
attack and benign categories, with faults intentionally injected. The evaluation metrics for
the trained models include accuracy, F1-score, precision, recall, false positive rate, area

under the curve (AUC), and receiver operating characteristics (ROC).

1.8 Research Limitations

This work focuses on intrusion detection in energy substations. However, one of
the challenges in addressing the security of Cyber-Physical systems (CPS) is the inability
to obtain anomaly data from real-world attack scenarios, particularly for energy systems,
as they often contain sensitive information. To overcome this limitation, this research
utilizes a dataset comprising benign data from real energy substations and attacks from

simulated scenarios, as provided by Mlot et al. (2024).



This has led to the adoption of the SANDI-2024 dataset, which simulates various
attack scenarios on a substation network. The dataset is generated under controlled and
ideal conditions, which do not fully reflect real-world substation operations. The dataset
primarily focuses on TCP/IP-based IEC 104 protocol, and an IEC 61850-based substation
that encompasses traffic types such as GOOSE, MMS, and PTP.

Furthermore, the dataset encompasses various network attack scenarios, including
Denial of Service (DoS), Packet Flooding, Fuzzing, Packet Starvation, Network Time
Protocol (NTP) DoS, Precision Time Protocol (PTP) Attack, Port Scanning, PitM, and
Replay. However, this list does not encompass all possible attack types on energy

substations.

1.9 Organization of Praxis

This praxis comprises five chapters systematically sequenced to address the
detection of intrusion in energy substations using a data-backed approach with machine
learning techniques. Chapter One is the introductory chapter. The remainder of the
document is as follows:

Chapter Two delves into and summarizes relevant topics and reviews of literature
sources. It presents different machine learning models for detection and discusses their
performances. These will be derived from peer-reviewed publications, and content from
security enterprises, and government agencies.

Chapter Three discusses the research methodology adopted for this praxis. It
examines the main elements relied upon and meticulously dissects the details. This

encompasses the data preparation approach, predictive model techniques, feature selection
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and engineering methods, and performance metrics. In summary, Chapter Three covers the
logic adopted in this praxis.

Chapter Four presents the results from the praxis activities and experiments. This
chapter highlights the outcomes of the performance metrics, insights from the confusion
matrix data, and analyses of the results.

Chapter Five concludes the praxis by covering the discussion and conclusion. This
chapter summarizes the entirety of the research outcomes, provides the main research
findings, and highlights the contributions to the body of knowledge. It closes with

suggested themes for future research efforts.
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Chapter 2 - Literature Review
2.1 Introduction

Machine learning involves programming computers to optimize performance
criteria using example data or experience. The created models could predictive a future
occurrence, or describe a pattern to give insights, or a combination both. (Alpaydin, E.,
(2020). Its ubiquity has made machine learning find broad applications in multiple fields,
including process optimization, diagnostics, medical imaging, fraud detection, customer
behavior analysis, autonomous vehicles, predictive maintenance, etc. Intrusion detection
systems require both predictive and descriptive attributes of machine learning. For optimal
performance, intrusion detection systems should harness the predictive and descriptive
capabilities inherent in machine learning.

(Bedoya et al., 2019) identified that cyber-attacks on energy infrastructure target
the cyber components of the grid. This underscores the critical need for modeling these
systems to be protected using a cyber-intrusion detection framework. (Ustun et al.,2021)
also asserts a need for a holistic security strategy for energy substations which encompasses
the capability for prevention, detection, and general attack mitigation. This multifaceted
approach underscores the critical importance of implementing intrusion detection systems
in energy substations.

Furthermore, (Hu et al., 2019) highlights that intrusion detection systems (IDS) are
crucial in monitoring threats to the security assets of energy systems within the smart grid,
especially given the increase in machine-to-machine communication. IDSs are categorized
by (Wang et al., 2021) based on the principles of detection. The authors classified intrusion

detection systems according to their underlying principles, distinguishing between
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knowledge-based and anomaly-based detection systems. In the knowledge-based detection
systems, the system behavioral patterns get compared with a database of known signatures.
In contrast, anomaly-based detection mechanisms differentiate between normal and
abnormal system behaviors by learning from datasets.

(Banik et al., 2023) highlighted that intrusion detection has diverse applications in
the context of energy substation data, encompassing cybersecurity, fault detection, and
energy theft. This praxis specifically investigates cybersecurity intrusions through using a
machine learning-based detection methodology.

This chapter establishes the foundational context for the praxis by examining the
energy systems cyber threat landscape. It explores intrusion activities leading to outages
and similar events impacting the availability of power systems and intrusion detection
techniques based on machine learning models. Additionally, it identifies existing research
gaps within energy substations for intrusion detection systems using machine-learning .
2.2 Cyber Threats for Energy Systems
2.2.1 Threat Modelling for Energy Substations

Susceptibility to attacks for critical energy infrastructure and other Cyber-Physical
systems partly stems from integration of IT components into these systems. These once-
isolated infrastructures are now at risk of exploitation. As a result, different anomaly
detection methods in the literature offer intrusion detection capabilities for these systems.
However, limited research focuses on intrusion detection specifically for energy
substations. Thus, driving the interest in a tailored solution for spotting intrusions in energy

systems.
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Threat actors adopt different methods to exploit vulnerabilities and create variants
of past exploits. This leaves a myriad of ways to exploit vulnerabilities and inflict
disturbance on energy supplies. (Boakye-Boateng, K, 2023) highlights the uniqueness of
substation security given that it is tedious to quantify the severity of impact once there is a
breach at the control center.

The authors (Rajkumur et al., 2020) notes that man-in-the-middle attacks are
common with GOOSE and SV, which are part of the IEC 61850 standard because the
protocol offers no encryption, allowing monitoring of critical substation communication
by an adversary. For instance, status numbers, StNum, and sequence number sqNum fields
are important in the GOOSE protocol.

There is a chronological increase in sequence number for each GOOSE message
transmitted while the status number is unchanged. Every relay event increases the status
number, thus discarding lesser status numbered GOOSE messages. Also, smpCnt, a field
in a Sampled Values frame increases per transmitted frame. Protective relays receive
instantaneous phase measurements, and this data is stored in seqData. Absence of cyber
security controls opens these protocols to man-in-the-middle threats, allowing

manipulation of the protection IEDs causing a malfunction (Rajkumur et al., 2020).

2.2.2 Attack Types on Energy Substations
Across the literature, there are no uniform attack types on energy systems. It usually
depends on factors such as the configuration of the substation, the protocols in use and the

component composition. Some common attack types observed include.
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Denial of Service:

Maintaining the availability of energy systems is paramount, as it holds critical
importance in preventing widespread disturbances and maintaining system stability. (Elbez
et al., 2022) notes that denial of service (DoS) can hinder the availability of an IEC 61850
energy substation if there is a poisoning attack on the GOOSE protocol. This is achievable
with a spoofed message with a higher status number, making the system reject all others
with a smaller status number. This attack type is depicted in Figure 2-1. The authors

consequently proposed EDA4GNeT for an early detection of DoS attacks.

StNum rollover
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Figure 2-0: Denial of Service from GOOSE Poisoning Attack (Elbez et al, 2022)

The authors of (Radoglou-Grammatikis et al., 2020) note that Modbus/TCP
protocol lacks authentication and access control mechanisms, a gap that makes denial of
service (DoS) and similar attacks possible. One such attack, the Teardrop attack, involves
an attacker sending fragmented Modbus/TCP packets with overlapping or scrambled
fragment offsets. Additionally, DoS on Modbus/TCP can be executed through a Flag Flood

attack, where the target is inundated with specific TCP flags (such as SYN, ACK and RST).
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Other methods like Port Pool Exhaustion simply deplete the target's bandwidth by flooding

it with concurrent TCP threads.

Spoofing Attack

(Tobar-Rosero et al., 2024) identified that false data injection and spoofing were
the most significant attacks on energy substations. These attacks constitute critical
vulnerabilities, resulting in various failure scenarios that directly impact the integrity and

reliability of energy infrastructure.

(Akbarzadeh et al., 2023) highlight the effects of attacks on a PTP server of an IEC
61850 substation, noting that process bus like Sampled Measured Values (SMV)
communication used in contemporary power grids depends heavily on precise timing
synchronization. This synchronization prevents damage, maintains reliability, and safety
assurances of the power grid. In IEC 61850, the Precision Time Protocol (PTP) facilitates
this time synchronization. However, the introduction of spoofed packets results in loss of

control. Further details regarding the impacts of attacks are provided in Table 2-1.

Table 2-0: Attacks on time synchronization and Impact (Akbarzadeh et al., 2023)

Attack Impact

Denial of service (DoS) Loss of Availability

Selective packet delay Manipulation of synchronization
Packet manipulation System control loss

Byzantine master System control loss

Packer removal from control Loop  System deviation

Control loop disruption System deviation

Packet injection Offsets of synchronization cycle
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Man-in-the-middle Attack

The attack type consists of data manipulation involving a camouflage of vital
information (Bedoya et al., 2019).
False Data Injection

(Touhiduzzaman et al., 2018) notes that data integrity attacks such as false data
injections have demonstrated the capability to impact substation operations.
PTP Attack

(Akbarzadeh et al., 2023) provides an extensive examination of Precision Time

Protocol (PTP) attacks, emphasizing the criticality of synchronization of time for the
efficient operation of the Phasor Measurement Unit (PMU), which is very sensitive to
accuracy. The authors highlight that time synchronization attacks can result in loss of view
causing operators in the dispatch center to lose visibility of the substation's status and
activities. Additionally, these attacks can lead to system control loss, rendering an operator

incapable of remotely or locally managing the substation.

Replay Attack

(El Hariri, 2019) describes a replay attack as a scenario in which an attacker intercepts
network packets and later replays them. The author subsequently presents a method for
detecting such attacks. For example, each sampled value (SV) message links to a sample
counter, and since there are no restrictions on Layer 2 messages, the replay of SV messages
is identifiable through monitoring of messages of the process bus that indicate repetition

or disordered.
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2.2.3 Advanced Persistent Threats

Advanced Persistent Threats (APTs) are known for stealthy and prolonged
characteristics, which present significant risks to critical energy infrastructure. As noted by
(Presekal et al., 2024), the cyberattacks that targeted Ukrainian power grids in 2015, 2016,
and 2022 are prominent examples of APTs, demonstrating their ability to evade detection.
Targeted attacks, i.e., victims are targeted, persistence, and low detection risk tolerance are

other APT characteristics.

To address this, the authors proposed a novel approach for identifying these covert
attacks on energy systems. The method presented employs spatiotemporal APT detection
and correlation technique using semi-supervised deep packet inspection. The method,
called Enhanced Graph Convolutional Long Short-Term Memory (EGC-LSTM) detects
network-wide anomalies in near real-time from control centers. An approach that

incorporates a combined dataset of both cyber and physical systems data.

Furthermore, also noteworthy is the contribution of (Bhattacharya et al.,2024)
which proposed a deterministic communication through GOOSE messages that addresses
stealthy attacks within the IEC61850-based substation automation system using a machine-

learning-based IDS.

2.2.4 Energy System Standards

The literature highlights various standards pertinent to energy substation systems.
These energy systems operate based on protocols established by IEC, the International
Electrotechnical Commission. For example, the works of (Presekal et al., 2024),
(Bhattacharya et al., 2024), (Zaboli et al., 2024), (Rajkumar et al., 2020), and (Semertzis

et al., 2024) reference IEC61850 communications. IEC60870-5-104 (IEC 104) standard is

18



central to the research conducted by (Egger, 2020). The authors of (Ustun et al., 2021)
examined IEC 61850 and standards related to communication security, IEC62351. The
research by (Mlot et al., 2024) incorporates datasets from both IEC104 and IEC 61850-

based substation environments.

2.2.4.1 IEC 60870-5

There are established standards governing data transmission within energy
substations. [EC60870-5 is the protocol standard for tele-control (supervisory control and
data acquisition) (Matousek, 2017), tele-protection, and other telecommunication functions
for energy systems. A variant of this standard is [EC 60870-5-101, complemented by the
IEC60870-5-104 (IEC 104) standard. The latter incorporates the application layer of the
former while integrating with the Transmission Control Protocol/Internet Protocol
(TCP/IP) suite, allowing comprehensive network access (Egger et al., 2020), as per Figure

2-2 below.

Selected application functions User process

Selection of Application Service Data Units (ASDU) of IEC 60870-5-

101 and 104 Application Layer (L7)

Application Protocol Control Information (APCI)

Transport Layer (L4)
Network Layer (L3)
Link Layer (L2)
Physical Layer (L1)

Selection of TCP/IP Protocol Suite (RFC 2200)

Figure 2-1: IEC 60870-5-104 Protocol Stack (Matousek, 2017)

IEC101/104 is used for communication exchange between controlling and
controlled stations, defining the transmission mode. The “monitor direction” refers to the

flow of data exiting the controlled station, such as RTU, to the controlling station, typically
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a PC. Conversely, the “control direction” indicates the transmission from the controlling
station, like a SCADA system, to the controlled station. (Matousek, 2017). This standard
is well-regarded in the energy sector and is commonly used in substation automation
protocols within European grid infrastructures (Sanchez-Acevedo, 2024). It was the
primary focus of the Industroyer2 cyberattack.

2.2.4.2 1IEC 61850
Modern substations follow the IEC 61850 standard for automation (Sanchez-

Avecedo, 2024). This protocol has gained significant popularity and recognition as a leader
in the field due to its advantages and features, including object-oriented modeling
capabilities, connectivity interoperability across various device models and vendors, and
robust communication protocols (Ustun et al., 2021).

(Rajkumar et al. 2020) indicate that communication in IEC 61850, which includes
GOOSE, MMS, and SV, is vulnerable to cyberattacks due to insufficient built-in security
features. The Industroyer malware impacted these protocols during the 2016 attack in
Ukraine. For this reason, (Bhattacharya et al. 2024) suggest that implementing intrusion
detection systems enhance the security of these systems. Figure 2-3 depicts the

communication layout of I[EC61850.
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The IEC 62351 Standard sets security controls for various communication

(Ustun et al. 2021) emphasize that the existing IEC 62351 standard primarily

Additionally, GOOSE messages require less than 4 milliseconds (4 ms). These

2.24.3 1EC 62351

Figure 2-2: [EC61850 Communication Profiles (Burger, 2006)
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in milliseconds to prevent faults from cascading.

versions, routable-GOOSE, routable-SV, and MMS (Hussein et al., 2019).

protocols in power systems and is also applicable to IEC 61850. This standard addresses

the security of the message types in IEC 61850 like GOOSE and SV. Other are routable

addresses security at the communication layer, thereby leaving a gap in comprehensive
security measures across all levels of energy substations. The gap implies lack of protection

for time-sensitive parameters such as protective relays with ultra-low latency. This operates

attributes make substations more stringent compared to other ICS and IoT environments,



thus necessitating a different intrusion detection system, which is why different machine
learning methods are being modelled.

(El Hariri et al., 2019) observe that though the IEC 62351-6 standard offers
recommendations on securing SV messages (to use RSA-based signatures of SV packet
authentication) but advise against encryption for applications that require 3 milliseconds
response time, multicast configurations, and low CPU overhead. Consequently, SV packets
remain unencrypted, creating a vulnerability that allows for potential eavesdropping,
thereby giving attackers an advantageous position.

Other notable IEC standards include IEC 61968, IEC 61970, and IEC 62443, which
cover assessing security risk in systems design and other similar requirements. IEC 62443-
3-2 addresses security layers and requirements systems security.

2.2.5 Packet Types and Protocols in Energy Substations

There are diverse protocols used in energy substations, and the protocol choice depends
on the device’s composition and standard. For instance, the IEC IEC61850 framework is
composed of SV, MMS and GOOSE communication profiles. (Akbarzadeh et al., 2023).
Popular protocols in the literature include:

A. Sampled Values (SV): Ustun et al. (2021) observed that Sampled Values (SV)
messages are utilized by substation protection devices, and due to the high volume
of these messages, there is a missing sender-receiver procedure for a handshake. In
industrial control networks, the sensors monitor the prevailing environmental
condition, transmit the data to the controllers which trigger the actuators as a
response. The introduction of a novel model of communication that concurrently

transmits sensor measurements to all controllers is covered in the IEC 61850
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standard (El Hariri et al., 2019). SV datagram is depicted in figure 2-4. The
heartbeat of SV packets serves as an indicator of the status of system health, and
the precise rate or space between successive SV packets are influenced by the

adopted implementation and the digital substation system specifications (Zaboli et

al., 2024).
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Figure 2-3: Sampled Values Datagram Structure (El Hariri, 2019)
B. Manufacturing Messaging Specification (MMS): MMS manages supervisory

communication between SCADA and IEDs (Bhattacharya et al., 2024).

GOOSE: GOOSE messages represent a type of ethernet multicast/broadcast
communication designed to rapidly transmit substation events, including
commands, alarms, indications, and messages (Bhattacharya et al.,, 2024).
According to (Zaboli et al., 2024), GOOSE messages are transmitted at intervals,
with each packet periodically sending a heartbeat to indicate system status, which

facilitates monitoring and the quick detection of changes.
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D. Modbus Protocol: the Modbus is used to control and supervise automation
equipment. Modbus TCP/IP, a variant of Modbus implemented over TCP/IP, leverages
TCP port 502 and maintains a client-server architecture where the client sends a
request, and the server is the responder. Its easy-to-use interface, popularity, and
availability of documentation make it an excellent choice (Boakye-Boateng, K, 2023).

Figure 2-5 shows Modbus protocol function codes.

Memory Memory Memory L Function
Address Access Address Size Function Code

- - - Read Coil 01
Coil Read/Write | 1 bit Write Single Coil 05
Discrete Input Read I bit Read Discrete Input 02
Read Holding Register 03

Holding Register | Read/Write | 16 bit Write Single Register 06
Input Register Read 16 bit Read Input Register 04

Figure 2-4: Sample of Modbus Function Codes (Boakye-Boateng, K, 2023)

E. Multi-Agent Systems (MAS): multi-agent systems represent an important research
domain in artificial intelligence. These systems comprise of many agents making
decisions, interacting, and coexisting within an ecosystem addressing common or
divergent objectives. The authors of (Boakye-Boateng et al., 2023) highlight that MASs
typically have a central objective shared with each agent for an alignment towards
achieving it the objective. Primarily, MASs architectural structures could be hybrid, or
centralized, which appoints an agent to handle reporting and provide directives to
others; or decentralized, which gives equal priority to agents and forms communication
cluster among agents.

In summary, these protocols have different vulnerabilities that have been exploited in

attacks such as Industroyer and BlackEnergy; (R. Stefko, et al., 2025) posit that protecting

substations from advanced malware is therefore critical, and machine learning offers
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further enhancement in spotting threats and boosting response, allowing for faster
identification of anomalies and more decisive defense strategies, thereby driving an overall

increase in power systems resilience.

2.3 Machine Learning Intrusion Detection Systems
2.3.1 Background of Machine Learning-Based IDS

As cyber-attacks become more advanced and diverse, the demand for a matching
efficient and fit for purpose intrusion detection capabilities has become increasingly vital
(Hemalatha et al., 2023), especially for critical energy infrastructures. Initiatives are
underway to integrate machine learning (ML) into intrusion detection systems. However,
(Karantaev, 2021) emphasized the inadequacy of traditional Intrusion Detection Systems

(IDS) for substations, as they cater primarily to high-performance environments by design.

Consequently, there has been an uptick in the adoption of different modes of ML
in this field. This includes the supervised learning-based approach used by (Bhattacharya
et al., 2024), (Dehlaghi-Ghadim, 2023), and (Mlot et al., 2024); unsupervised learning as
highlighted by (Mustafa HM, 2024) and (Ustun et al., 2021); large language models (LLM)
as discussed by (Zaboli et al., 2024); deep learning as explored by (Wu et al., (2023) and
Hemalatha et al. (2023); and adoption of federated learning as examined by Perdigao et al.

(2024), (Nepal, 2024), and (Sing V K 2024).

The studies conducted by (Radoglou-Grammatikis et al., 2020) and (Egger, 2020)
utilized supervised and unsupervised learning techniques for intrusion detection. (Alabe
et al., 2022) remarked about supervised learning that the requirement to involve of subject

matter experts to provide accurate labelling for benign or malicious records imposes
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financial burden affects timelines. Also, the author observed scaling challenge for high

dimensional datasets; hence favoured models with unsupervised learning.

(Egger, 2020) also noted that while the unsupervised classification approach is
more realistic and presents greater challenges, it often proves less effective for intrusion
detection. Additionally, (Bedoya et al., 2019) introduced the Adaptive Neuro-Fuzzy
Inference System (ANFIS), a combination of neural networks and fuzzy logic. Meanwhile,

the authors of (Hindy et al., 2021) used the Siamese neural network to develop an IDS.

Furthermore, (Alabe et al., 2022) and (Presekal et al., 2024) utilized long short-term
memory (LSTM), an advanced method of recurrent neural network (RNN), and a semi-
supervised learning approach. (Alabe et al., 2022) highlighted that anomaly detection
systems based on supervised learning models predominantly apply labels on dataset
records for segregation of malicious and benign data. In contrast, the research conducted
by (Jahromi et al., 2020) employed an autoencoder neural network, which falls under

unsupervised learning.

However, the efforts to detect intrusions in energy systems extend beyond machine
learning techniques. There are other proposed methodologies in the literature. For example,
(Touhiduzzaman, 2018) introduced a game theory approach using graph coloring games,
while (Ghada et al., 2024) implemented a mathematical model known as EDA4gNeT.
(Yang et al., 2019) also proposed a cyber-physical fusion-based method for abnormal

traffic detection.

(Mumrez A., 2023) broadly grouped machine-learning-based IDSs into four

categories: supervised model, unsupervised model, hybrid model, and reinforcement
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learning model. Findings from the literature have supported the accuracy of this assertion,
however, we add that our findings show there is now semi-supervised with the introduction

of LLM-based IDS. Table 2-2 depicts machine learning classification.

Table 2-1: Machine Learning Techniques for Intrusion Detection

s S
= -~ =
2 z Z 2
o £ o T| ¥
.-E N ~ > O o
S| z| R g| 2
c| 5| © Zl 5| O = 0
c| o S| 2 e o £ ol Z
o| ‘» = ~ o E | —
»n 3 ° o wl B = 5| O O 2| B
o 5 T 2| o Y| ¢ 8| 2| 2 £ Xl 5
5 o o £| ¢ & o 2| =z c = 2
o| 2| > R g =0 o g O c
@ o £ ¥ = § EZ]| 2| 5| & 8| 2
5| %| S| B o B S B| B ol 2 al o
ol & S 2| 2| O| 2| 5| B8] 8| o s| 2 €| =
El ol 2| &| 8| 2| 8| 2| 3T o 2S5 8 8 &
Author S| Al ol ¢ Z2 al x| Z] < | Ol I O &| 4
Darko, M. A. (2023) O|O
Jyothsna, V. (2019) (o)
Dehlaghi-Ghadim, (2023) O|0|O
Mumrez, A., (2023) o o
Hindy, H., (2021) o
Alabe, L. (2022) o
(Presekal et al., 2024) O (©) o (@)
(Jahromi et al., 2020) (®)
(Bedoya et al., 2019) (o)
Perdigao et al. (2024), (o)
(Nepal, 2024), (o)
(Sing V K 2024) o
(Wu et al., (2023) o
Hemalatha et al. (2023) (©)
(Zaboli et al., 2024) (@)
Mlot et al., 2024 0O|0|O0|O0O|O|O
Sanchez-Acevedo et al 2024 (®)
(Wang, X., et al., 2021) O|O (@)
(Radoglou-Grammatikis et al.,
2020)
(Egger, 2020) O
(Yiong, Y. T., et al 2023) (®)

2.3.2 Key Machine Learning Models Used in IDS
In their study, (Jyothsna et al. (2019) categorized intrusion detection systems into
two primary types: misuse detection systems, which rely on established patterns, and
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anomaly-based detection systems, which assess network behavior to ensure adherence to
predefined norms. The authors also outlined intrusion detection systems (IDS) functions,
which include analyzing and monitoring system and user activities, assessing the integrity
of critical systems and data files, and providing activity patterns and statistical analyses.
The key functionalities the Intrusion Detection Working Group (IDWG) developed include

event, analysis, data storage, and response modules.

Across the literature, a broad summation of steps for the building of intrusion detection
systems using machine learning models is as follows with Figure 2-6 showing a workflow

diagram:

i. Data Preparation
ii. Model Development

iii. Intrusion Detection System Optimization
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Figure 2-5: Data Flow for Machine Learning Based Intrusion Detection Systems

This section highlights popular intrusion detection system built using machine

learning (ML-IDS) techniques in the literature. Table 2-2 presents a mapping of authors

and their adoption of ML models.

2.3.3.1 Decision Tree (DT)

Decision Trees, an example of supervised learning in machine learning, are utilized

in the work of (Bhattacharya et al., 2024) focusing on GOOSE protocols, particularly
sampled values (SV), to spot malicious occurrences in the IEC61850 substation. ERENO
IDS dataset and the IEC61850 Security Dataset were used to evaluate the model. In their
analysis, the Decision Tree demonstrated one of the lowest execution times compared to
other methods, including NaiveBayes, Support Vector Machine (SVM), Random Forest

(RF), and K-Nearest Neighbors (KNN). It achieved accuracies of over 92% for the
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IEC61850 Security Dataset and 87.46% for the ERENO IDS dataset, although it was

outperformed by other machine learning modelsto other methods.

Conversely, (Radoglou-Grammatikis, 2020) conducted an IDS experiment on
DNP3-based systems using the DIDEROT dataset (Radoglou-Grammatikis et al., 2020);
DT recorded the best performance metric, an indication dataset, features set, and protocol
have an impact on model performance.
2.3.2.2 Random Forest (RF)

Random Forest (RF) is an ensemble approach which is a combination of many
Decision Trees (DTs) for decision making (Ustun, 2021). This widely adopted in various
machine learning IDS proposals. It forms part of the work of (Mlot et al., (2024), (Ustun,

2021), and (Bhattacharya et al., 2024). figure 2-7 shows a derivation of random forest

from decision trees.

Tree, Tree, e o o Treey
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d

—
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.
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Figure 2-6: Random Forest from Decision Trees (Ustun, 2021)
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2.3.2.3 Linear Regression (simple or multiple)

Linear regression is a supervised learning model that uses a dependent variable
influenced by independent variables establishing a linear relationship. This method is
used by (Darko, M. A., 2023) for anomaly-based IDS.
2.3.2.4 K-Nearest Neighbor (KNN)

K-Nearest Neighbor (KNN), featured in the studies conducted by (Wang et al.,
2021) and (Howe A., 2023), is an example of supervised learning model. The authors of
(Wang et al., 2021) made a performance comparison of three models, the first being KNN,
the second Support Vector Machine, and the third, Decision Tree models. This experiment
is based on GOOSE protocol and adopted feature sets derived from static, dynamic, and
physical parameters of a Substation Automation System. The results show KNN exhibited
a higher false negative rate than other models and had the lowest overall accuracy. In
contrast, (Howe A., 2023) experimented with the Modbus protocol, analyzing feature sets
that spans the data link layer to the application layer. It used a cross-validation K-fold to 5.
The findings indicated a perfect accuracy score for predicting attacks on one dataset while
yielding promising results across additional datasets.
2.3.2.5 Naive Bayes

One supervised learning model deeply associated with Bayes Theorem is Naive
Bayes. It computes the likelihood of an occurrence drawing judgments from insights of
previous events. In their respective experiments, Mlot et al. (2024) and Bhattacharya et al.
(2024) highlighted the model's effectiveness compared to other algorithms. The
performance metrics evaluated across the two datasets as per Mlot et al. (2024) were quite

promising.
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2.3.2.6 Logistic regression

Logistic regression is a popularly used model when the task involves binary
classification. By categorization, it falls under the supervised learning. It simple does a
probability estimates of a given input (dependent variable) belonging to a particular class
(independent variable).
2.3.2.7 Support Vector Machine (SVM)

Support Vector Machine (SVM) are categorised as supervised learning models and
are well-suited for classification tasks. (Wang, X., et al., 2021) applied SVM in anomaly
detection in substation automation system (SAS) using GOOSE communication dataset
with 28620 samples. The twelve (12) feature sets for training included GOOSE static,
dynamic, and physical features like voltage and current from various sensors, as well as
circuit breaker status. SVM outperformed other models like KNN and Decision Tree, with
an accuracy rate 0f 99.511%, FPR 0.289&%, and FNR 6.349%. This is like the results from
(Mumarez et al., 2023), which had SVM with the same accuracy for DoS and data
modification attack class. However, the RF model proved more effective for the man in the

middle (MITM).

(Egger et al., 2020) experimented with SVM for anomaly detection on an IEC 104
substation simulated dataset, with 288277 normal samples and 10000 attack samples
representing 2500 different attacks. The features used for the dataset were extracted from
multiple layers of the Open Systems Interconnect (OSI), including frame length, IP TTL,
and VLAN ID at layers 1-3. TCP header length and other features at level 4. The authors
used a semi-supervised model that was built on a single-class SVM using a Gaussian model

and found the precision could be 100%.
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2.3.2.8 Gaussian Mixture Models (GMMs)

In an experiment on detecting APTs in energy systems, (Presekal et al., 2024)
introduced GMM vectors that stem from the combination of Convolutional Neural
Network (CNN) and Hamming Distance (HD). GMM vectors are semi-supervised with
partial labeling and can improve classifier robustness, a feature the authors say makes them
suitable for zero-day attacks. A sample of GMM vectors for different protocols based on

the evaluated dataset is in Fig 2-8 (Presekal et al., 2024).

IEC 61850 R-1EC 61850 IEC 104 DNP3 Modbus

Protocols Packet
Payload Image
Representation

GMM
Clustering

— i o . . . 4

Figure 2-7: Representation of Gaussian Mixture with partial labeling for substation protocols (Presekal, et al., 2024)

2.3.2.9 Siamese Neural Network

In a Siamese neural network, the model is trained through learning from semblances
and not from features. (Hindy et al., 2021) identified the Siamese network as a composition
of two identical ANNs referred to as twin networks, sharing the same weights and being
trained simultaneously to decide whether a given pair shares similarities. Further noting, it
is more suited to the healthcare domain, large language processing, and reducing
dimensionality, though the authors applied it in building and IDS. The highlighted

constraints for the generation of pairs are:

1. Dissimilar pairs

11. Equal representation for all records
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1il. Having more than two classes.

2.3.2.10 Federated Learning
(Perdigao et al. 2024), describes Federated learning (FL) as a distributed ML

paradigm with three (initialization, training, and aggregation phases) communication
between server and client nodes. The author's experiment used four public datasets,
including BoT-IoT, NSL-KDD, IEC61850 Security, and UNSW-NB15, to prove the
model's broad applicability. However, the best performance for attack detection occurred
on the BoT-IoT dataset.
2.3.2.11 Deep Learning

Long Short-Term Memory (LSTM), a variant of deep learning, appears in the study
by Alabe et al. (2022). The authors employed a two-stage approach, first extracting features
from Electric Power Steering sensors using autoencoders (AE), followed by applying the
LSTM network to capture interdependencies among the features. An anomaly score
identifies anomalies. In terms of performance, the LSTM-AE demonstrated superior
accuracy compared to the gated recurrent unit autoencoder (GRU-AE) and bidirectional
long short-term memory autoencoder (BiLSTM-AE), achieving scores of 0.9993, 0.9958,

and 0.9940, respectively.

(Hemalatha et al., 2023) examine the performance of three neural networks for an
IDS, these are Deep Neural Networks (DNN), Convolutional Neural Networks (CNN), and
Recurrent Neural Networks (RNN). The authors in their experiment with the CIC-DDoS-
2019 dataset for DDoS detection correlated the performance with the choice of dataset. The
experiments split the data into training and test sets, in ratio 80:20 for Dataset 1, and Dataset

2 at 75% to 25%.

34



They found that DNN was particularly effective at capturing complex data
characteristics. Moreso, CNN was well-suited for identifying spatial patterns, such as the
spectrogram imagery of the network traffic and those of the time-frequency graphs.
However, the authors cautioned against overfitting, noting that models can become too

complex or perform poorly when there is insufficient data.

False data injection was the focus of (Aljohani et al. (2024) using smart grids and
Deep Learning Neural Networks (DLNN) model. Their approach first classifies an attack
as either a one-off event or as part of a coordinated intrusion. Following this classification,
the algorithm identifies and triggers the isolation of any contaminated IEDs. The
experiment also included the usage of Long Short-Term Memory (LSTM) model for the

prediction of its current waveform, thereby preserving power system observability.

2.3.3 Binary Classification and Multiclass Attack Classification

(Banik et al., 2023) noted that datasets from SCADA systems and energy systems
are grouped into binary classes of normal and abnormal behaviors or multiclass. For an
IDS experiment requiring identification of all the various types of attacks, the multiclass
option is well-suited for such (Egger, 2020); however, this praxis primarily focuses on the
two-class, i.e., binary classification. The goal is to identify two possible outcomes

identifying an attack or a benign traffic.

Various machine learning models can detect intrusion, as demonstrated by the above
examples, which are an inexhaustive list. This praxis focuses on the use of a supervised

learning approach.

2.4 Energy Substation Intrusion Detection

35



There are significant ongoing efforts around machine-learning-based intrusion
detection within the energy ecosystem to address broader aspects like the smart grid. (M.
Panthi, 2020), Moreover, Banik et al. (2023) focused on anomaly detection on smart grids,
highlighting anomalies, including false data injection (FDI) attacks, modification of relay
setting, remotely triggered injection causing tripping, line maintenance, and short circuit
faults. (Bedoya et al., 2019) address intrusion detection in smart grids but with an adaptive
neuro-fuzzy inference system. A survey by (Banik et al., 2023) grouped the themes in
energy systems anomaly detection as depicted in Figure 2-9 below. Other groupings for
anomaly detection include signature-based, rule-based, sequence-based, and machine
learning-based. Machine learning-based systems have superior performance, accounting

for their popularity (Presekal et al., 2024).

Table 2-2: Security Feature Comparison of IEC and IEC 61850

Feature IEC 104 (IEC-60870-5-104) ‘ IEC 61850
A widely used communication
. . .. protocol.
Application Unauthenticated application data It serves as a framework for
exchange . .
operating substation

automation systems.

It 1s based on IEC-101 and the
Transmission Control | Lacks protection. For instance,
Protocol/Internet. It inherits the | GOOSE uses multicasts, which
multiple security challenges of | pose a threat to traffic integrity.
this protocols.

Communication

GOOSE protocol does not
Encryption The application layer is utilize encryption.

transmitted without encryption. ((620 Series ANSI IEC 61850
Engineering Guide, n.d.))

The protocol’s commands, such

as reset, interrogation, read Dependent on  IEC62351
Authentication | commands, etc. do not have a
means of performing security controls

authentication, hence
unauthorized access is possible.
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(P. Radoglou-Grammatikis, et al,
2019)

Table 2-3 shows a comparison of the security features of IEC 104 and IEC61850 protocols.
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Cloud based
Fault detection Customer Behaviour computing
Theft Attack :
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Cyber Physical : -
System Fail — Power Outage Edge Computing

Figure 2-8: Themes on Anomaly Detection on Energy Smart Grid (Banik et al.,2023)

(Karantaev, 2021) emphasizes that traditional Intrusion Detection Systems (IDS)
are unsuitable for substations, as they cater for high-performance servers with extensive
connection capabilities. The author further discusses the importance of ensuring that
integrating intrusion detection does not compromise the speed of systems operating within
the substation, since automation is the primary goal. To enhance the security of substations,
the author proposes various criteria to consider such as maintaining security, ensuring

reliability, optimizing hardware performance, and prioritizing cost-effectiveness.
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The work of (Zhang et al., 2021) adopts a time series approach for detecting smart
grid anomalies. (Mumrez, 2023) examines how to evade ML-based intrusion detection in
smart grids simulating different scenarios such as reconnaissance attack, in flight data
manipulation, and Modbus TCP DoS attack. (Siniosoglou et al., 2021) created MENSA, a
novel Autoencoder-Generative Adversarial Network (GAN) architecture for the
classification of Modbus/TCP and DNP3 cyberattacks and detecting operational

anomalies. The model was validated on different data sets, including substations.

The focus on energy substations is in (Wu, Y. 2022), which predicted defect
occurrence in substations but not intrusion. (Mlot, et al., 2024) worked using data from real
energy substations operating IEC104 and IEC61850 standards. Machine learning-based
anomaly detection system (ML-ADS) using supervised multiclass learning is in
(Bhattacharya et al., 2024) where the authors singled out the dataset of IEC61850-based
substations and used the attack modeling defined by (Ravikumar et al., 2020). The work
used two datasets from the ERENO IDS Dataset (Quincozes et al., 2022) and the IEC61850
Dataset (Biswas PP, 2019). The author included values of the physical parameters of the
substation, which were observed as missing in other datasets. Because attacks behave
differently, lack of consistency is challenging (Bhattacharya et al., 2024), sample
correlation and data balancing processes were carried out on the dataset. SVM, Naive
Bayes, Decision Tree, K-Nearest Neighbor, and Random Forest model were used, where

KNN outperforms others.

According to (Dehlaghi-Ghadim et al., 2023), Artificial Neural Networks (ANN)
model, RF model, and Decision Trees (DT) demonstrate superior performance on industrial

control system datasets, achieving accuracy rates above 98%, with RF outperforming other
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models. The dataset specifically focuses on Modbus TCP traffic and encompasses a
selection of twenty-three features based on Maximum Relevance and Minimum
Redundancy criteria, including dual counterparts. These features included protocol type,
TCP SYN, RST, and FIN rates, average bytes, WinTCP, and average payload. The dataset
model was from a simulation of a bottle-filling factory. The authors made a distinction
between intrusion detection and intrusion identification.

(Mumrez A. et al., 2023) adopts RF and SVM for intrusion detection and examines
only Modbus traffic. It involves simulating a small-scale power generation system
consisting of photovoltaic (PV) and wind turbine models, battery models, and PLCs
functioning as Modbus servers running the Modbus over TCP protocol. The dataset has a
benign ratio of 97:3 to attack traffic yields and maintains an 80:20 training to test data ratio
for the model. The features are from Modbus TCP including Transaction ID, Function
Code, PDU Length, Address, Data Values, and Payload Content length. The models were
ineffective in detecting MITM attacks and more effective in DoS attacks than data
modification attacks. This is further indicative of a need for improvement in feature
selection.

(Hindy H, 2021) takes an alternate approach to the intrusion detection system by
adopting Siamese networks. This approach resolves two key issues with other supervised
learning methods. First, it addresses the requirement for vast datasets for training. Second,

it resolves the requirement of model retraining to address zero-day vulnerabilities.

The model used three prominent datasets from CICIDS2017 (Stiawan, D. et al,

2020), KDD Cup 99 (Tavallaee, M. et al, 2009), and NSL-KDD (Meena, G. et al, 2017).

39



The experiment outcome indicates a possibility of an intrusion detection system based on
the Siamese Neural Network.
2.4.1 ChatGPT and Other LLMs for Substation Intrusion Detection

The authors of (Zaboli et al., 2024) adopted GenAl large language models (LLMs)
such as ChatGPT4.0, Anthropic’s Claude, and Google Bard to detect anomalies in energy
substations. A first-time development work that covers multicast-based protocols of
GOOSE and SV in IEC 61850. They hinge an argument on the capabilities of LLMs in
understanding contexts and adapting to added information, allowing for the recognition
and response to current and new threats without retraining the model. Rather than a data-
driven approach that ML-based IDSs offer, it uses the construct of a human-in-the-loop
(HITL), accepting human recommendations. That is, besides the privacy issue the models

pose to confidential substation data.

The experiment conducted on a human-in-the-loop (HIL) testbed converts IDS
algorithms to text to train datasets to identify anomalies in LLMs. ChatGPT outperforms
other LLMs with a precision score hitting 98.18% and 100% for the accuracy of GOOSE
and SV detected anomalies, respectively. One of the downsides of this approach is its
human-in-the-loop paradigm which requires human involvement and recommendations in

training, validation, and testing, which inhibits automation.

2.4.2 Adaptive Neuro-Fuzzy Inference System (ANFIS) in Intrusion Detection

In their study, (Bedoya et al., 2019) employed an Al method known as the Adaptive
Neuro-Fuzzy Inference System (ANFIS) for detecting intrusions in energy substations. The
simulation used the IEEE 13-bus system to validate the model's effectiveness, specifically

targeting the False Data Injection attack type — Fake Legitimate Packets (FLP). The
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research approach monitors the state variables in the substation, such as voltages, line
currents, and bus power. It compares with the inferred state by the ANFIS algorithm trained
by data from 81,000 data points. Intrusion detection is when a state mismatch between the
actual and the prediction is more than 1%. It has the drawback of requiring tuning if there

are any upgrades on the network.

2.4.3 Artificial Intelligence IDS for IEC 61850 Systems

In their 2021 study, (Ustun et al., 2021) explored a machine learning approach for
detection of intrusions in energy substations, specifically focusing on the Sampled Values
(SV) protocol, which transmits key parameters such as bus frequency and voltage. They
aimed to distinguish normal measurements from falsified data injections. The authors
conducted experiments using a testbed with a simulated dataset from renewable energy-
based generators. They highlighted that if SV messages are compromised, they could pose

significant risks to energy infrastructure.

The dataset covers various scenarios, including attacks, benign conditions, also
symmetric and asymmetric faults. The machine learning models used are Decision Tree,
Random Forest, Extremely Randomized Tree (XRT), and Artificial Neural Network
(ANN). Notably, the Extremely Randomized Tree (XRT) had the best, 97.73% accuracy
in a scenario with faults but no attacks. This scenario also produced the highest precision
at 92.74% and an F1 Score of 91.73%. Conversely, the scenarios without faults had a

comparatively lower attack detection performance.

In summary, energy substations have been exposed to machine learning-based

intrusion detection with varying levels of efficacy. This praxis contributes to applying these
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models to a mix of real and synthesized datasets from an IEC 104 and IEC61850-based

substations.

2.5 Summary and Conclusion
2.5.1 ML IDS Dataset

(Mlot et al., 2024), released an article on dataset to train intrusion detection systems
with machine learning models for energy substations with a proposition that substations
run on three layers, namely, process, bay, and station levels, as depicted in Figure 2-10
(substation level). The process level connects merging units, current and voltage
transformers (CT/VT), and circuit breakers (CB) to the IEDs; the bay level has individual
IEDs and makes local control decisions using data from the process level; the station level
connects to individual bays, distributed controllers, gateways, management and HMI

terminals. (Bhattacharya et al., 2024)
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Figure 2-9: Three layers of substation systems (Mlot et al., 2024)

The data source is comprised of simulated and real data obtained from an IEC104
substation facility with a capacity of 110/35/10 kV in Ukraine and another IEC61850
substation based in Spain with two transformers of 30 MVA capacity operating at 66/20

kV. It has two 20 kV bars supplying up to fourteen production lines (Mlot et al, 2024).

Data composition is a mixture of network capture files, pcap, and comma-separated
values files, representing recorded IEC61850, IEC104, PTP, and NTP traffic over a seven-

day window. The breakdown of the attack class covered in the dataset is in Figure 2-11.
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Figure 2-10: Attack distribution for IEC104 and IEC61850 in the dataset (Mlot, et al, et al., 2024)
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(Hindy H, 2021) noted that addressing the dataset availability problem for substations
requires building simulated datasets with state-of-the-art attack scenarios. This is a
challenging endeavor. In contrast, collecting real-life datasets is another approach but
requires preprocessing and anonymization. There are other scenarios with stringent

requirements.

2.5.2 Feature Extraction and Engineering:

Different scholars have experimented with diverse machine learning models to
enhance anomaly detection’s precision. However, high accuracy in attack detection
remains challenging without careful and judicious feature selection (Wang et al., 2021).

Feature extraction is correlated with the high accuracy of a model; likewise, large datasets
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are a requirement for model training processes to be effective (Hindy H, 2021).
Consequently, selecting the right features is very pertinent. For instance, (Wang et al.,
2021) demonstrated that incorporating additional features, such as Boolean control data
and physical sensor values, significantly enhanced the model's accuracy, thereby reducing

the false-negative rate, FNR, from 25 to 5 percent

Different tools are employed for feature extraction from literature, especially when
most datasets related to energy substations do have network packet capture (pcap)
components. Python/scapy is in (Bhattacharya et al., 2024). (Mlot et al., 2024) made use
of the Canadian Institute of Cybersecurity ICS Flowmeter for data conversion and feature
extraction. (Lashkarietet al., 2017) documents that the flowmeter has a two-way flow of
generated traffic. The direction of flow is determined by the passage of the first packet.
Whether source to destination or destination to source, i.e., forward or reverse direction,
allowing timing-based features to have different calculations for forward and reverse
directions. Further, the authors distinguished between the time between successive packets

and timed the duration of active flows.

Other tools for extracting features are covered in (Hu, C. et al., 2019). This includes
basic autoencoders, stack denoising autoencoders (SDAE), and the introduction of the

XGBoost ensemble.

2.5.3 Data Collection
The authors (Roh et al., 2019) discuss in their survey on data collection for machine
learning that this process represents a significant bottleneck, making it a prominent area of

research across diverse fields. They emphasize that the importance of data collection is
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accentuated owing to wide adoption of machine learning, which has resulted in the

emergence of new applications that frequently lack adequate labeled data.

2.5.4 Gaps in ML-Based Intrusion Detection on Energy Substation

The literature review noted that machine learning techniques comes with a lot of positive
additions and have been beneficial in enhancing network threat detection, further
deepening the adoption of Machine learning methods. We found the following gaps which

this praxis seeks to address:

1. Scanty use of neural networks for building an intrusion detection model. This
praxis addresses this gap by experimenting with neural network models.

il. Lack of real dataset. This praxis, however, offers an improvement as it involves
both real and synthetic data.

1ii. There are still scanty works that focus solely on energy substations. This praxis
is based on two substations running IEC 104 and IEC 61850 protocols.

1v. Publicly available datasets have limited attack coverage (Hindy H, 2021). The
dataset used in this praxis has a variety of attack scenarios, including more time-
sensitive precision time protocol (PTP), fuzzing, and relay attacks.

Chapter 3 outlines a new approach to addressing these limitations, which leverages neural

network architecture and a newly curated dataset.
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Chapter 3 Methodology
3.1 Introduction
This chapter delineates the methodology employed in this study for identifying
intrusions in energy substations with machine learning techniques, with a focus on
achieving the highest precision. It provides the outline for the essential components of the

research from sections 3.1 through to 3.7.

Section 3.1 is the overview of the chapter; Section 3.2 examines the dataset and
acquisition methods; Section 3.3 explores feature engineering techniques, encompassing
both methods for feature selection and the assessment of feature importance. In Section
3.4, the experimental setup utilized in this research is elucidated, while Section 3.5 details
the five machine learning models implemented: Recurrent Neural Network (RNN), Long

Short-Term Memory (LSTM), Gated Recurrent Unit (GRU), mini-LSTM, mini-GRU.

Section 3.6 discusses model development and evaluation methodologies. Finally,
Section 3.7 presents a graphical summary of the research methodology, with figure 3-1
illustrating the methodology employed in the praxis with a supporting data handling

sequence depicted in figure 3-2.
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1. Datasets acquisition

Why: To select dataset that portrays energy
substation.

How: Searching different data repositories for
dataset to assess suitability and usability for

2. Classifying dataset into groups
Why: To ensure dataset represents attack scenarios of
energy substation and its components.

How: Validate the dataset has diverse attack traffic
covering different parts of the energy substation.

project interest.

3. Dataset Cleansing

Why: Decisions and outcome of model
reflects data quality it is trained with.
Sanitization is essential to good results.

How: Employing different methods including
unifying and standardization, removing
outliers, type conversion, data validation and
quality check.

4. Identify Features

Why: To identify features with most
relevance, streamlining to features that
boost accuracy of the model and avoid
over and underfitting.

How: Identifying and grouping of features
along different characteristics — flow,
basic, content and time features

5. Analyze & Train Data

Why: Core aspect of developing to
predict anomalies on energy substation.
Matching the right labels to the input
data to make accurate predictions

How: Selecting input-output pairs using
the right labels on the input features.

6. Model Evaluation

Why: Assessing different models to compare
the accuracy results and select the option
with the most efficacy.

How: Calculation and comparison of accuracy
and confusion matrix result.

L

7. Energy Substation Model

Why: Have a model that considers the
peculiarity and characteristics of an energy
substation communication and control
protocols.

How: Evaluate the performance of the
different ML models used for intrusion
detection.

8. Model Selection
Why: To select a model can be applied
to more energy systems.

How: Picking the most significant
features and apply feature fusion
technigue before training model.
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Figure 3-2: Data Handling Workflow

This study is based on the dataset from an experiment by Mlot et al. (2024)

involving two real energy substations: one in Iltsi (Ukraine), operated by JSC
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(“Prykarpattyaoblenergo”), and another in Granada (Spain). This dataset is further
supplemented by data obtained from simulations conducted on a laboratory testbed in
Zaragoza (Spain). The datasets encompass protocols and standards used in substation
environments, such as IEC104, NTP, PTP, and IEC61850, along with associated protocols

like the GOOSE and Sampled Values (SV).

3.2.1 Dataset Acquisition

The literature review on this subject reveals a lack of real datasets used for intrusion
detection systems in energy substations, making this selected option a preferred choice due
to its real and simulated data composition and its coverage of two substation models and

different attack scenarios.

The data on the IEC104 substation model was acquired from a facility in Iltsi,
Ukraine, within regional power distribution networks with capacities of 110/35/10 kV. The
data associated with the IEC61850 substation originates from a substation in Spain. It
incorporates two 30 MV A transformers at 66/20 kV and contains two 20 kV busbars with
14 output lines (7 per busbar). Simulated data is obtained in a Laboratory Test Bed in
Zaragoza (Spain), which has distinct test environments for each IEC104 and IEC61850

substations (Mlot et al, 2024).

Real substation architecture is unavailable due to data privacy. The simulation
environment setup is shown below. The IEC61850 testbed includes an attacker virtual
machine (VM), a simulator for GOOSE/SV, a capturer of GOOSE/SV messages, a
precision time protocol capturer, and four IEDs. All the devices are connected over two
networks, one for power grid control packets (GOOSE, SV, MMS) and the other for PTP

synchronization messages. The IEDs protect against overcurrent faults and monitor SV
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frames with electrical signal samples. The IEC104 testbed has five VMs, of which two are
simulating industrial devices (an RTU and a PLC), and the others serve as network
components - an NTP server, a router, and an attacker-controlled machine. (Mlot et al,

2024)

1EC61850
s LEGEND
Bus Differential s PROCESS BUS|
Protection
e STATION BUS
Allxk

sv GOOSE
&m lator

PLC
e itay, DO
MAC: 36:6 /lbD:) F:B9

Port ETHIA: Port ETHIA:
HSR2

| SUBSTATIONS WITCH I

E'——lj“ B 1 B0 0 £ £
RTU 31 32 33 34 _an a2 a3 a4/
IP: 121.142.26.9

MAC: 72 EC 9F:28:CA:79

Figure 3-3: (a) Testbed Substation for IEC 104 (b) Testbed Substation for IEC61850 (Mlot et al, 2024)

The IEC104 and IEC61850 data have a capture duration of seven days. Both were
obtained on the network of the Iltsi, for the IEC104 data, and Granada for the IEC61850
substations. The attack scenarios are done on the testbed, depicted in figure 3-3, for both
models, covering various attacks including denial-of-service (DoS), packet flooding,
fuzzing attack, packet starvation, NTP DoS, Port Scanning, PITM, PTP and replay attacks

(Mlot et al, 2024).
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Table 3-1: Attack Scenarios in the SANDI-2024 Dataset

Attack

Scenarios

[70]
S
=)
kcis @

PTP Attack
e Port Scanning
Replay

O ritm

e Packet Starvation

IEC 61850

e e Packet Flooding
e e Fuzzing

The dataset is provided in PCAP files, which are converted into CSV format for
effective feature extraction and subsequent processing. This conversion was performed
using the CICFlowmeter, a Canadian Institute of Cybersecurity tool. Detailed conversion

steps can be found in section 3.2.3.

After converting network capture flows from PCAP to CSV format and merging
the component files using the Pandas data frame in Python, the IEC104 dataset contains
319,971 network traffic records and 84 columns detailing various features. The full list of

features i1s added in Table A-1 in the Appendix.

In contrast, the IEC61850 dataset comprises 22.7 million network traffic records
and 1194 distinct columns for features (List provided in Table A-2 in the appendix). Each
row represents a network record labeled according to its traffic type. The attack types have
been converted from string format to binary notation, with 0 indicating a benign record and

1 signifying an attack, regardless of the specific attack type.
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3.2.2 Dataset Conversion
A. CICFlowMeter Environmental Setup

The dataset is natively packet capture (PCAP) files. The CICFlowMeter tool,
developed by Lahskari et al. (2017) at the Canadian Institute for Cybersecurity (CIC), was
used to convert the dataset from PCAP to CSV format. The tool accepts PCAP files as

input and generates a CSV file with extracted features as output.

The first step in the conversion involves setting the environment variables for the
Java-based application, which requires the Java Development Kit (JDK). This experiment
was done on a Windows 11 machine and a Java Environment Build jdk-23 windows-
x64 bin binary was installed in the Java program file path on the PC, as depicted in Figure

3-4.

ThisPC > Data(D:) > ProgramFiles > Java >

Tl Sort ~ = View -
MName Date modified Type
jdk-23 07/12/2024 4:27 PM File folder

Figure 3-4: Java Development Kit Installation

Other steps include setting the Environmental Variables pane in the system, to
prepare for anew Java environment, JAVA _HOME, which is linked to the JDK installation
path. Also, WinPcap is a prerequisite for CICFlowMeter to function. Appendix A-1 has
the details of the installation and the steps for PCAP file conversion to CSV which requires

the network parameter set offline.
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3.2.3 Data Aggregation

The individual data capture files presented in Tables 3-2 and 3-3 were combined
into one file for IEC 104 and IEC 61850. The merger was executed using the concatenation
operation in Dask Data Frame (for the large dataset) and the Pandas package in Python to
enable further processing. This operation involves the files running in chunks for proper

memory management.

Table 3-2: IEC 104 Dataset

Description File Name Observations

Attack Data capture104-dosattack 304627
capture104-floodattack 108
capture104-fuzzyattack 939
capturel04-iecl04starvationattack 2028
capture104-mitmattack 26
capture104-ntpddosattack 2278
capturel04-port scan attack 9710

Attack-free Data  capturel(04-attackfree 255
Total Dataset 319971

Table 3-3: IEC 61850 Dataset

Description File Name Observations

Attack Data capture61830- 5720703
floodattack withoutfault.csv
capture61850-floodattack withfault 4939145
capture61850-fuzzyattack withfault 345838
capture61850-fuzzyattack withoutfault 716306
capture61850-ptpattack 158
capture61850-replay 327372

Attack-free Data  capture61850-attackfree PTP 162072
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capture61850-attackfree normalfault 385771
capture61850-attackfree 9478222
Total Dataset 22075587

To align with the focus of this praxis on binary classification, the label column in
the datasets, which initially contained the names of attack types or was designated as
attack-free, has been revised to offer a binary representation: zero (0) denotes benign, and

one (1) signifies an intrusion.

3.2.3 Dataset Cleansing and Preparation

Data cleaning and exploratory data analysis (EDA) are essential because the
decisions and outcomes of machine learning models are deeply associated with the training
data quality. Data sanitization is crucial for achieving good results. This work employed
various methods, including removing null and incomplete data, unifying and standardizing

data, eliminating outliers, and converting data types.

During data cleaning, null removal ensured that empty features with completely
missing data points were eliminated. Malformed and incomplete records were also filtered
out to prevent misleading the model. Figure 3-5 depicts a sample model built with missing

data points, highlighted as nan (not a number) in the model, that lead to poor accuracy.

1139588/1139588 24355 2ms/step - accuracy: ©.4399 - loss: nan - val accuracy: 8.4399 - val loss:
Epoch 2/4
1139588/1139588 2378s 2ms/step - accuracy: ©.4398 - loss: nan - val accuracy: 8.4399 - val loss:
Epoch 3/4
1139588/1139588 2263s 2ms/step - accuracy: 8.4399 - loss: nan - val accuracy: 6.4399 - val loss:

Epoch 4/4

1139588/1139588 2126s 2ms/step - accuracy: ©.4400 - loss: nan - val accuracy: 8.4399 - val loss:
284897/284897 ——— 3595 1Ims/step - accuracy: 0.4398 - loss: nan

Test Accuracy: @.44

142449/142449 ——————— 1315 919us/step

Figure 3-5: Model with Missing Data Points
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Data visualization helped uncover distinctive values within a feature set, illustrating
their distribution and revealing constants and other data types. Histograms and boxplots
were utilized for analysis and effective management, where categorical data types created

additional derived features.

Time is crucial in security-related solutions like intrusion detection, making system
events time-dependent. Therefore, in building machine learning models, time consideration
is factored into the dataset to effectively organize data flow and events. We reviewed and
formatted timestamps and other timing-related traffic constructs where required. For
instance, the timestamp feature for IEC 104 was formatted to enable a time-series plot,
depicted in Figure 3-6. Figures 3-8 to 3-10 portray other characteristics of the dataset

features.

166 Total Length of Fwd Packet/ Total Length of Bwd Packet vs. Timestamp

14 Total Length of Fwd Packet p
—e— Total Length of Bwd Packet

1z
1a
0.8

0.6

0.4

Total Length of Fwd Packet

0.z

0o e

2024-06 2024-07 2024-08 2024-09 2024-10 2024-11 2024-12
Timestamp

Figure 3-6: IEC 104 Dataset Time-Series plot of Length of Forward/Backward Packet
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Figure 3-8: Data Distribution Revealing Constants
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Figure 3-9: Data Distribution of Categorical Data
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Figure 3-10: Data Distribution Hexadecimal Data
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3.3 Experiment Setup

The model development for an intrusion detection system in a substation was
developed in a hybrid setup, a cloud-based IDE, and a local PC. Model development was
completed using Google Colab Pro+ with an A100 GPU, 83.5GB System RAM, 40GB
GPU RAM, and 238.5GB Disk Space. Other file operations were completed on a Windows
system. Specification — Processor: AMD Ryzen 7 4800H with Radeon Graphics, 2900Mhz,
8 Core(s), 16 Logical Processor(s), 64GB RAM, /O Port 0x00002000-0x0000207F,

NVIDIA GeForce GTX 1650.

3.4 Features Engineering
A well-trained model must always undergo training with a carefully chosen feature
set. Hence, feature selection is pivotal to a model's success. This work had different

considerations in selecting the feature set for building the models.

3.4.1 Feature Extraction

Various features indicating different traffic parameters and behaviors were
extracted from the packet capture files by utilizing the CICFlowMeter. The TCP-based
protocol IEC 104 contained 84 features, whereas the IEC 61850, constructed on a multi-
stack protocol set that includes frame, PTP, Ethernet, GOOSE, and SV, had 1194 features.
These represent different data flow attributes, like time-based features, network volume
features, traffic behaviour features, network and connection structure features, and flow

over time. Table 3-4 maps some features to their attributes.
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Table 3-4: Feature Attribution

Timestamp
Flow IAT Mean Time-Based Features
Flow IAT Std

Total Length of Fwd Packet
Total Length of Bwd Packet
Total Fwd Packet

Total Bwd Packet

Network Volume

Flow Bytes/s

Flow Packets/s

Flow Packets/s
Flow IAT Std

Flags (SYN, ACK, FIN, RST) Traffic Behavioral Feature
Fwd/Bwd Header Length

Packet Length Mean

Src Port

Dst Port Network Structure & Connection Features
Src IP
Dst IP

Active Mean

Idle Mean

Variation with Time

Active Max
Idle Max
Fwd Bulk Rage Avg

3.4.2 Feature Multicollinearity
Due to the considerable number of features obtained from the extraction step, it was

crucial to address multicollinearity in this experiment to eliminate redundant features and
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avoid overfitting. This condition occurs when “there is an approximately linear relationship
between two or more independent variables” (Chan et al, 2022), which is represented in a

multiple linear regression model as:

y= Botxifr1t. . .+x,Bpte
where y is the dependent variable, x; to x,, denote the explanatory variables, S, is the
constant term, and f; to B, are the coefficients for the explanatory variables, and e

represents the error term. The delta in observed and estimated values are captured in error

(Chan, et al, 2022). Figure 3-11 details the correlation between IEC61850 features.

Feature Correlation Heatmap
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Figure 3-11: Feature Correlation Heatmap Testing for Collinearity in IEC 61850
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3.4.3 Zero-Variance Features

Zero-variance features with constant values across all records lack predictive
power, as they cannot differentiate between various classes. Constant features do not
enhance model predictions since they remain unchanged, so they do not aid in the
prediction process. In this work, such features were removed to develop an effective model.
Examples of zero-variance features removed include Bwd Init Win Bytes, the initial
window size of backward packets, Fwd Act Data Pkts, forward active data packets, and

Subflow Forward Bytes, represents the byte count for frontward direction flow.

3.4.4 Insignificant Features

Spoofing is impersonating another identity, particularly one that is unsuspecting. In
network security, [P addresses can be fabricated and removing minor features that confuse
the model helps yield more precise results. This study excludes features like the source and
destination IP addresses and the timestamp. The timestamp is deemed a less significant
because the benign and malicious datasets were collected independently. Furthermore, in
the IEC61850 dataset, the Flow ID feature, which incorporates the source IP, destination

IP, protocol, source port, and destination port, was excluded due to its low relevance.

3.4.5 Label Encoding

Label encoding transforms categorical values into numerical labels by assigning a
distinct integer to each category within the feature column. This approach converts the
other categorical features into numerical values suitable for machine learning models. It
effectively tackles features with high cardinality, meaning those with excessive unique

values. In this context, the dataset contains features exhibiting high cardinality up to 31.
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3.4.6 Feature Insights

Leveraging expert insights into network traffic patterns, new features were
generated from the traffic flag characteristics obtained through the CICFlowMeter. This
approach calculates the ratio of SYN flags that initiate TCP connections found in total
forward and backward packets for each flow. A similar ratio is computed for FIN flags,
which indicate the conclusion of a TCP connection, and PSH flags, which signify an urgent

need to transmit data within a flow.

In the IEC104 dataset, the network data transfer rate, measured in Flow Bytes/s, is
monitored with a threshold set at 1000, which is required for telecontrol of power systems.
Packet flows that exceed this threshold are classified as high, whereas those that fall below

it are labeled low, using a 1 and 0 binary notation.

3.4.7 Feature Importance

Shapley Additive Explanation (SHAP) is a unified framework for the interpretation
of predictions using value assignments to each feature, which signifies its importance for a
particular prediction. This value indicates the effect of the feature on the model. This is
achieved through another round of model modification for all features i.e., S € F, where F
is the set of all features (Lundberg et al., 2017). S is the coalition of feature values. F stands

for model prediction.

This practice used the symmetry property, which indicates that two features will
have the same SHAPIley values if they contribute similarly to all coalitions. Figure 3-13
depicts the SHAPley values for IEC104 features, and an alternative method for comparison

using Random Forest is depicted in Figure 3-12.
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Features with the highest contribution to the praxis include Fwd Packet Length Min,
Bwd Packet Length, Packet Length Max, Bwd IAT Total, and Flow IAT Std. For IEC 140
which is based on TCP/IP appears to show a strong connection with packet flows, which

carry substation parameters, and the detection of intrusion.

0.04 0.05 0.06 0.07

Figure 3-12: Feature Relevance Using Random Forest (IEC104)

Fwd Packet Length Min
Bwd Packet Length Mean
Packet Length Max
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Flow IAT Std

Fwd Packet Length Mean
Bwd Packet Length Max
Fwd Packet Length Max
Flow Duration

Bwd Segment Size Avg
Flow Bytes/s

Bwd Header Length

Total Length of Fwd Packet
Total Length of Bwd Packet
Dst Port

Packet Length Mean

Bwd Packet Length Min

Bwd IAT Max
RST Flag Count
mm Class 0
Total Bwd packets mm Class 1
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mean(|SHAP value|) (average impact on model output magnitude)

Figure 3-13: IEC 104 Feature Relevance - SHAP value on Feature Impact on Model Output
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3.4.8 Feature Correlation with Target

A Pearson correlation, which a non-parametric method was used to assess how the
features relate to the target variable and to find out which ones are important for improving
the model’s performance. The feature correlation has a range of -1 to 1. A value of 1
represents a perfect positive linear relationship, while -1 is a perfect negative linear
relationship. Zero (0) indicates there is no linear relationship. Figure 3-14 depicts the

Pearson correlation; the values are in Table 3-5.

Feature Correlation with Target Variable

__.....----III'IIIIII1
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-0.8 =0.6 =0.4 =02
Correlation with Target

Figure 3-14: Feature Correlation with target value using Pearson Correlation

Table 3-5: Feature Correlation with target value using Pearson Correlation

Feature Correlation with Target
Bwd PSH Flags NaN

Bwd URG Flags NaN

Fwd Bytes/Bulk Avg NaN

Fwd Packet/Bulk Avg NaN

Fwd Bulk Rate Avg NaN

Fwd IAT Min 0.030687

Fwd IAT Mean 0.030202

Flow IAT Mean 0.029964

RST Flag Count 0.027897
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Flow IAT Min
Fwd IAT Max
Flow IAT Max
Fwd Packets/s
Flow Packets/s
Protocol

Bwd Packets/s
Flow IAT Std

Fwd Packet Length Min

Fwd Segment Size Avg

Fwd Packet Length Mean

Flow Bytes/s

Packet Length Variance

Average Packet Size

Fwd Packet Length Max

Fwd IAT Std

SYN Flag Count
Packet Length Mean
Subflow Bwd Packets

Subflow Fwd Packets

Packet Length Std
URG Flag Count

Fwd URG Flags
Active Min

CWR Flag Count

ECE Flag Count
Subflow Bwd Bytes

Idle Std

Subflow Fwd Bytes
Bwd IAT Std

Idle Min

Idle Mean

Idle Max

Fwd Seg Size Min
Bwd IAT Max

FWD Init Win Bytes
Fwd IAT Total

Flow Duration
Bwd IAT Mean
Packet Length Max

Active Mean

Down/Up Ratio
Dst Port
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0.025327
0.025088
0.024835
0.013586
0.013287
0.013281
0.012981
0.009992
0.00777
0.007672
0.007672
0.007517
0.007019
0.005541
0.005464
0.005261
0.005152
0.004186
0.002144
0.001878
0.000516
0.000187
0.000187
0.000168
0.000122
0.000122
-0.000564
-0.001741
-0.001761
-0.00238
-0.003133
-0.003354
-0.003631
-0.010607
-0.010916
-0.011853
-0.012553
-0.012711
-0.031993
-0.032663
-0.035012
-0.035598
-0.039886



FIN Flag Count -0.045388

Packet Length Min -0.068331
Bwd Packet Length Min -0.078106
Bwd IAT Min -0.089252
Active Max -0.095613
Active Std -0.102354
Fwd Packet Length Std -0.102799
Bwd Bulk Rate Avg -0.120193
Total Length of Fwd Packet -0.151507
Bwd IAT Total -0.157117
Bwd Init Win Bytes -0.179083
Total Fwd Packet -0.266762
Fwd Act Data Pkts -0.271127
Fwd Header Length -0.271133
Total Length of Bwd Packet -0.275101
Total Bwd packets -0.282317
Bwd Packet/Bulk Avg -0.282333
ACK Flag Count -0.282614
Bwd Header Length -0.282668
PSH Flag Count -0.282864
Bwd Bytes/Bulk Avg -0.283984
Bwd Segment Size Avg -0.41776

Bwd Packet Length Mean -0.41776

Bwd Packet Length Std -0.623333
Bwd Packet Length Max -0.880403
Fwd PSH Flags -0.95097

To ensure balanced observation since Pearson is parametric, a non-parametric approach
was also used to assess feature-target correlation. Spearman’s Rank outcome is depicted

in Figure 3-15 and Table 3-6.
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Feature Correlation with Target Variable (Spearman Rank)
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Figure 3-15: Feature Correlation with Target using Spearman Rank

Table 3-6: Feature Correlation with Target using Spearman Rank

Feature
Bwd PSH Flags
Bwd URG Flags
Fwd Bytes/Bulk Avg
Fwd Packet/Bulk Avg
Fwd Bulk Rate Avg
Subflow Fwd Packets
RST Flag Count
FWD Init Win Bytes
Protocol
Fwd IAT Max
Fwd IAT Mean
Flow IAT Mean
Flow IAT Max
Fwd IAT Min
Flow IAT Std
Subflow Bwd Packets
SYN Flag Count
Fwd IAT Total
Flow Duration
Flow IAT Min
Fwd IAT Std
URG Flag Count
Fwd URG Flags
ECE Flag Count

Correlation with Target

NaN

NaN

NaN

NaN

NaN
0.033113
0.027898
0.025927
0.013274
0.012186
0.012156
0.012005
0.011676
0.011402
0.006679
0.006103
0.005469
0.001515
0.001222
0.000608
0.000191
0.000187
0.000187
0.000122
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CWR Flag Count
Subflow Fwd Bytes
Subflow Bwd Bytes
Fwd Seg Size Min

Fwd Packets/s

Flow Packets/s

Bwd Packets/s
Down/Up Ratio

Idle Min

Idle Mean

Idle Max

Active Min

Active Mean

Active Max

Total Fwd Packet

Fwd Header Length
ACK Flag Count

Idle Std

Total Bwd packets

Bwd Header Length
Fwd Packet Length Mean
Fwd Segment Size Avg
Flow Bytes/s

Fwd Packet Length Max
Average Packet Size
Fwd Packet Length Min
Packet Length Mean
Active Std

Packet Length Variance
Packet Length Std
Packet Length Max
Total Length of Fwd Packet
FIN Flag Count

Dst Port

Fwd Act Data Pkts

Bwd Bulk Rate Avg
Bwd IAT Std

Bwd Packet/Bulk Avg
Bwd Bytes/Bulk Avg
Bwd IAT Mean

Bwd IAT Max

Bwd IAT Total

Bwd Segment Size Avg
Bwd Packet Length Mean
Bwd IAT Min

0.000122

-0.003232
-0.003239
-0.010992
-0.01165

-0.011735
-0.013872
-0.034873
-0.035492
-0.035492
-0.035493
-0.038757
-0.038762
-0.038764
-0.048702
-0.048786
-0.05443

-0.055089
-0.055876
-0.05592

-0.057773
-0.057773
-0.058073
-0.058126
-0.058936
-0.05943

-0.059468
-0.060028
-0.064452
-0.064452
-0.067398
-0.072143
-0.086247
-0.126537
-0.212867
-0.230411
-0.231443
-0.231591
-0.231668
-0.233809
-0.234022
-0.234759
-0.239053
-0.239053
-0.239928
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Total Length of Bwd Packet -0.240047

Bwd Packet Length Max -0.240279
Bwd Init Win Bytes -0.267921
Fwd Packet Length Std -0.268832
PSH Flag Count -0.274205
Bwd Packet Length Std -0.27662
Packet Length Min -0.313782
Bwd Packet Length Min -0.407625
Fwd PSH Flags -0.95097
3.5 Model Training

In this praxis, the selected models are neural networks, which have rarely been
utilized in Intrusion Detection Systems (IDS) for energy substations and have notably not
been applied to the analyzed datasets. These techniques utilize neurons and layers to

analyze data and recognize patterns.

Aside from RNN, GRU and LSTM methods, mini-GRU and mini-LSTM, which
are limited versions, with limited capabilities and usable in resource-constrained
environments are chosen. The choice of these simpler versions in this praxis is to contrast
their performance with the standard versions in substation environments, as they will find

usability in environments with lesser resources.

3.5.1 Deep Learning

Deep learning methods bear characteristics that set them apart from traditional
machine learning methods. Some of these attributes include the ability to better handle
large datasets, the deep layers of learning, also referred to as hidden layers. Typically, only
one hidden layer is associated with traditional methods whereas there are multiples in deep

learning (Liu & Lang, 2019).
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In this praxis, deep learning methods are employed in part to address the significant
observations of the dataset, which exceeds 22 million. There has been a previous attempt
using traditional classification on the dataset in (Mlot et al., 2024). Hence, the introduction
of deep learning methods to the SANDI-2024 datasets represents a meaningful contribution

to the body of knowledge.

Specifically, five neural network variants were selected for this experiment.to
deepen the usage of neural networks for the intrusion detection use case and compare the
performance of these models. Mini versions of models were also introduced to assess their
comparison with the main version; hence, GRU, mini-GRU, mini-LSTM, and LSTM are

selected methods used in this praxis.

3.5.2 TensorFlow

The neural networks used in this praxis are part of deep learning models.
TensorFlow, initially developed by Google, is used in developing the models. “It is an end-
to-end open-source platform for machine learning with a comprehensive, flexible
ecosystem of tools, libraries, and community resources that lets researchers and developers

easily build and deploy ML-powered applications” (TensorFlow Developers, 2022).

TensorFlow's core algorithms are built using highly optimized C++ and CUDA
(Compute Unified Device Architecture), which is a parallel computing platform and API
developed by NVIDIA. It also features a range of built-in optimizers, such as
AdamOptimizer and AdagradOptimizer, making optimization easier. Keras and Estimators
are TensorFlow APIs. Keras provides a straightforward and consistent interface that

delivers clear, actionable error messages. It includes various modules that can be combined
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to create a model (Pang et al., 2019). AdamOptimizer and Keras are utilized in this praxis

for model development.

Besides Keras and TensorFlow, this study utilizes several other packages, including
Flask for managing large datasets, Google Auth for data location access, and Imbalanced-
learn to tackle data imbalance. NumPy supports necessary mathematical functions, while
Scikit-learn is used for various tasks, including classification and regression. For
visualization, we employ Matplotlib and Seaborn. The software versions are detailed in

Table 3-7.

Table 3-7: Software Bill of Materials

Package Version
dask 2023.5.0
google-auth 2.37.0
imbalanced-learn 0.12.4
numpy 1.24.3
scikit-learn 1.3.2
pandas 1.4.3
keras 2.13.1
seaborn 0.13.2
tensorflow 2.13.0
matplotlib 3.5.2
shap 0.44.1

3.5.3 Data Splitting
To prevent overfitting, not all observations from the dataset are used for model

creation; instead, they are divided into training and test datasets. The model learns patterns,
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relationships, and logic from the training data, while the test data, being a separate subset,

assesses the model's performance.

Empirical analysis indicates adopting 20-30% of the original as test data yielded
optimal results, while the remainder 70-80% trains the model. This approach produced
valid estimates for accuracy devoid of overestimation (i.e., underestimating the
approximation error) and are, in fact, the most accurate of the valid estimates (Ghloamy et
al, 2018). Thus, an 80:20 split is adopted in this praxis for the IEC104 dataset to ensure
sufficient model training given the data's imbalance and to have enough samples of the

minority class. The IEC 61850 dataset has larger observations and has data split into 70:30.

3.5.4 Random Under-Sampling — RUS

RUS is a strategy in which records from the majority class are expunged
haphazardly to achieve a target level combination of the minor-to-majority class, typically
used to address data imbalance. (Leevy, J. 2022). In this experiment, the [EC 104 dataset
combines synthetic and real data, with the synthetic data representing the attack data,
significantly outnumbering the latter. This creates an imbalance in the dataset. RUS was

used to maintain parity between the benign and attack datasets.

Similarly, the IEC 61850 dataset exhibits imbalance, with more attack than benign
records, necessitating RUS because, in a real-world scenario, benign records would likely
outnumber attack records on an ideal infrastructure. Figures 3-16 and 3-17 depict the pre-

and post-RUS conditions.

It is noteworthy that RUS has its drawbacks, which could potentially lead to data

loss due to the removal of observations from the majority class, reduced variance, and
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potential bias. However, we note that this is required in for this experiment due to high
dimensionality and the need to cater for real-world occurrences. The Synthetic Minority
Over-Sampling Technique (SMOTE) is used in conjunction with RUS to enhance

generalization and mitigate bias.
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Figure 3-16: IEC 61850 Data Benign-Attack Distribution before Random Undersampling
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Figure 3-17: IEC 61850 Data with Random Under sampling
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3.5.5 Hyperparameters Setup

The configuration settings that govern and control the learning process of machine
learning models are referred to as hyperparameters; these parameters are different from the
learnt model as part of training. The hyperparameters used in this study are in Tables 3-8.
A. Optimization Algorithm

The models in this praxis are built with Adaptive Model Estimation (Adam). A
choice influenced by the fact that it (Adam optimization algorithm) outperforms others at
the testing phase (Zaheer et al, 2018), its adaptive learning rate, and the faster convergence
it can achieve.
B. Loss Function

The loss function enables algorithms focused on robust loss minimization to
generalize better, enhancing performance on fundamental tasks like registration and
clustering. It provides a probabilistic interpretation that allows neural networks to be
trained with a robust loss that adjusts automatically throughout training, resulting in
improved outcomes for learning-based tasks (Barron et al, 2019).
C. Learning Rate in Optimization Algorithms

This parameter stipulates the learning rate of the optimization model, which in this
praxis is the Adam model. A modest value of 0.001 is used to maintain the stability of the
training, lower the convergence rate, and reduce the overshooting that could lead to missing
optimal parameters.
D. Epochs

A count of fifty (50) epochs is adopted for the models, which is the number of

complete iterations through the entire training dataset. (Afaq & Rao, 2020) highlighted in
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an experiment that there is no optimal number of epochs; however, in the same experiment,
40 epochs performed well with the models, hence a higher value than the benchmark used
was adopted in this praxis to ensure adequate iterations.
E. Batch Size

Batch size is the count of training records handled before updating the training
parameters. This helps training efficiency and memory usage. A batch size of 128 is set,
which falls between the small and large threshold values.
F. Batch Normalization

Batch Normalization is enabled to normalize the input at every layer. This
maintains the model's stability for faster training.
G. Drop-out Rate
In neural networks, dropout layers are used to randomly drop units during training to
prevent overfitting. (Pauls & Yoder, 2018) highlighted that there is no optimum dropout
rate and choice can vary between 0 and 1, influenced by both the dataset selected and
how many training samples. The dropout rate in this praxis is set to 0.2 for the IEC 104
dataset and 0.4 for the IEC 61850 dataset, due to the size of the data. A visualization of

how dropout works is in figure 3-18.
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Figure 3-18: Contrast of a non-drop-out neural network with a 50% dropout model (b) (Pauls & Yoder, 2018)

Table 3-8: Hyperparameters

Parameter

Value

Optimization Algorithm

Adam

Loss Function

Binary cross-entropy

Training rounds (Epochs)

50

Dropout 0.4
BatchNormalization Enabled

Output Layer 'relu’ & 'sigmoid'
ConvlD 128
MaxPooling1D layers 2

Dense 64

Batch Size 128

Learning Rate in Optimization Algorithms | 0.001
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H. K-Fold
In this praxis, the dataset is divided into folds, with each fold of data presented to

the models in a process known as K-Fold cross-validation. This approach ensures training
with a variety of data, thus validating the robustness of the model to predict new data (Pal
& Patel, 2020). It helps to minimize bias and typically uses a K value of 5 or 10. A K value
of 10 is employed in this experiment to make up for the under sampling, which reduces the

data size. The mean value is then computed for all the performance metrics.

3.6 Model Validation and Evaluation

In this experiment, different machine learning metrics are considered to
demonstrate the viability of the developed models. This was assessed based on
performance to determine suitability towards achieving the praxis objective of an effective

energy substations intrusion detection system.

There are unique requirements in substations like delivery of time-sensitive
messages, such as GOOSE and SV in [EC 61850; control and real-time monitoring in IEC
104, hence, to ensure high availability and rapid fault detection, there is a need for high-
performance metrics to identify intrusions in these environments. A model with high
accuracy and high recall is crucial to ensure systems function without hindrances from

false-positive alerts.

3.6.1 Accuracy
A measure of how often a model rightly predicts the outcome. It is a measure of the

correct predictions compared to the overall of predictions.
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3.6.2 Precision
It is a measure of positive predictions. It is the ratio of true positives to the sum of
all positive i.e., true positives and false positives. A high precision indicates few false

positives. Conversely, low precision indicates high false positives.

3.6.3 Recall (Sensitivity)

This metric assesses how effectively the model can recognize relevant instances.
Recall is computed as the count of true positives recorded to summation of instances of
true positives and false negatives. A prediction of the most positive instances translates to

a high recall, while a low recall reflects the opposite.

3.6.4 F1 Score

2 * (Precision * Recall)

F1-S =
core (Precision + Recall)

The F1 Score measures the harmony between precision and recall — the harmonic mean. Its
use-case is essential especially for cases of data imbalance and can help indicate potential

overfitting.

A significant difference in the value of F1-Train compared to F1-Test score, is an
indication of model overfitting of the training data and that it struggles to generalize
effectively. The threshold is given as 0.15 - 0.20. Conversely, if the F1-Test score for
unseen data is substantially lower than the FI1-Train score, it suggests the model

is underfitting the training data and needs adjustments or increased complexity.
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3.6.5 RoC Curve
Receiver Operating Characteristics (ROC) Curve is a plot of the true positive rate
versus the false positive rate. It is a useful metric model comparison. It is adopted in this

to assess the performance of the five (5) models.

3.6.6 Area Under Curve (AuC)
AUC is a valuable binary classification metric closely associated with the ROC
curve. It aids model comparison and can distinguish between positive and negative cases.

An AUC value of 1 indicates a perfect classification, while 0.5 is random guessing.

3.6.7 Confusion Matrix

In an experiment with a binary classification problem, the minority class is typically
the class of interest, while the majority class. This represents the positives and negatives
classes (Leevy, J., 2022). Parameters of the confusion matrix in the context of intrusion
detection, are listed below. See figure 3-19 which depicts a confusion matrix,
True Positive (TP): signifies the number of correctly predicted attack samples as attack
samples.

True Negative (TN): It measures the number of accurate predictions of benign samples as

classified non-attack samples.

False Positive (FP): is the number of incorrectly classified benign samples as attack

samples, referred to as a type I error.

False Negative (FN): is the number of incorrectly classified attack samples as benign,

referred to as a type Il error.
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Figure 3-19: Confusion Matrix

3.7 Summary

This chapter presents a comprehensive overview of the methodology employed in this
practice. It highlights the tools, parameter configurations, and sequential steps essential for
developing neural-network-based models. It also encompasses data conversion and

cleansing, feature extraction, selection, and engineering.

Selection of the best model considered, which fulfilled the needs of the research questions,

and a comparison of performance metrics such as the highest accuracy.
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Chapter 4—Results
4.1 Introduction
This research focuses on creating a machine learning model designed for detecting
intrusions in energy substations. The model efficiently identifies intrusion attempts that
could interfere with the substation's regular operations. This chapter presents the results of

the experiments in this praxis using the methodologies listed in chapter 3.

Section 4.2 discusses exploratory data analysis and data preprocessing, section 4.3
covers model tuning and evaluations, with the results discussed in Section 4.4. Section 4.5

analyzes model evaluation, assessing the models based on the metrics set in section 3.5.

4.2 Exploratory Data Analysis and Data Preprocessing
The SANDI-2024 dataset (Substation Anomaly Network Data for Intrusion

Detection 2024) comprises two data groups: one for [IEC 104 and another for IEC 61850.

The IEC104 dataset occupies 113MB in storage size as a single CSV file which is
compatible with Microsoft Excel. This complete dataset was utilized in the model
development process and further improved through random under sampling. The

evaluation of the dataset revealed there were no null values present.

Table 4-1: IEC104 Dataset Data Types

# Ccolumn Non-Null Count Dtype
0 Flow ID 319971 non-null object
1 Src IP 319971 non-null object
2 Src Port 319971 non-null int64
3 Dst IP 319971 non-null object
4 Dst Port 319971 non-null int64
5 Protocol 319971 non-null int64
6 Timestamp 319971 non-null object
7 Flow Duration 319971 non-null int64
8 Total Fwd Packet 319971 non-null int64
9 Total Bwd packets 319971 non-null int64
10 Total Length of Fwd Packet 319971 non-null int64
11 Total Length of Bwd Packet 319971 non-null int64
12 Fwd Packet Length Max 319971 non-null int64
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13 Fwd Packet Length Min 319971 non-null int64
14 Fwd Packet Length Mean 319971 non-null float64
15 Fwd Packet Length Std 319971 non-null float64
16 Bwd Packet Length Max 319971 non-null int64
17 Bwd Packet Length Min 319971 non-null int64
18 Bwd Packet Length Mean 319971 non-null float64
19 Bwd Packet Length Std 319971 non-null float64
20 Flow Bytes/s 319971 non-null float64
21 Flow Packets/s 319971 non-null float64
22 Flow IAT Mean 319971 non-null float64
23 Flow IAT Std 319971 non-null float64
24 Flow IAT Max 319971 non-null float64
25 Flow IAT Min 319971 non-null float64
26 Fwd IAT Total 319971 non-null int64
27 Fwd IAT Mean 319971 non-null float64
28 Fwd IAT Std 319971 non-null float64
29 Fwd IAT Max 319971 non-null float64
30 Fwd IAT Min 319971 non-null float64
31 Bwd IAT Total 319971 non-null int64
32 Bwd IAT Mean 319971 non-null float64
33 Bwd IAT Std 319971 non-null float64
34 Bwd IAT Max 319971 non-null float64
35 Bwd IAT Min 319971 non-null int64
36 Fwd PSH Flags 319971 non-null int64
37 Bwd PSH Flags 319971 non-null int64
38 Fwd URG Flags 319971 non-null int64
39 Bwd URG Flags 319971 non-null int64
40 Fwd Header Length 319971 non-null int64
41 Bwd Header Length 319971 non-null int64
42 Fwd Packets/s 319971 non-null float64
43 Bwd Packets/s 319971 non-null float64
44 pPacket Length Min 319971 non-null int64
45 pPacket Length Max 319971 non-null int64
46 pPacket Length Mean 319971 non-null float64
47 pPacket Length std 319971 non-null float64
48 packet Length variance 319971 non-null float64
49 FIN Flag Count 319971 non-null int64
50 SYN Flag Count 319971 non-null int64
51 RST Flag Count 319971 non-null int64
52 PSH Flag Count 319971 non-null int64
53 ACK Flag Count 319971 non-null int64
54 URG Flag Count 319971 non-null int64
55 CWR Flag Count 319971 non-null int64
56 ECE Flag Count 319971 non-null int64
57 Down/Up Ratio 319971 non-null int64
58 Average Packet Size 319971 non-null float64
59 Fwd Segment Size Avg 319971 non-null float64
60 Bwd Segment Size Avg 319971 non-null float64
61 Fwd Bytes/Bulk Avg 319971 non-null int64
62 Fwd Packet/Bulk Avg 319971 non-null int64
63 Fwd Bulk Rate Avg 319971 non-null int64
64 Bwd Bytes/Bulk Avg 319971 non-null int64
65 Bwd Packet/Bulk Avg 319971 non-null int64
66 Bwd Bulk Rate Avg 319971 non-null int64
67 Subflow Fwd Packets 319971 non-null int64
68 Subflow Fwd Bytes 319971 non-null int64
69 Subflow Bwd Packets 319971 non-null int64
70 Subflow Bwd Bytes 319971 non-null int64
71 FWD Init win Bytes 319971 non-null int64
72 Bwd Init Win Bytes 319971 non-null int64
73 Fwd Act Data Pkts 319971 non-null int64
74 Fwd Seg Size Min 319971 non-null int64
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75 Active Mean 319971 non-null float64
76 Active std 319971 non-null float64
77 Active Max 319971 non-null int64

78 Active Min 319971 non-null float64
79 Idle Mean 319971 non-null float64
80 Idle std 319971 non-null float64
81 Idle Max 319971 non-null float64
82 Idle Min 319971 non-null float64
83 Label 319971 non-null int64

Table 4-2 presents the statistical characteristics of the numerical features along with two

observations. Firstly, the dataset contains features that exhibit mean and standard deviation

values of zero, signifying that these features maintain a constant value across all

observations. Specifically, these constant features include backward push flags (Bwd PSH

Flags), backward urgent flags (Bwd URG Flags), forward bytes per bulk average (Fwd

Bytes/Bulk Avg), forward packet per bulk average (Fwd Packet/Bulk Avg), and forward

bulk rate average (Fwd Bulk Rate Avg). Figure 4-1 shows binary features.

Additionally, certain features have comparable mean and standard deviation values. This

results in a similar central tendency, spread of values, and distribution shape. Feature pairs

that fall into this category are CWR Flag Count and ECE Flag Count, Fwd URG Flags and

URG Flag Count, as well as Bwd Packet Length Mean and Bwd Segment Size Avg.

IIE__
Src Port 319971 2.71E+04 2.00E+04 0.0 7514.0 2 40E+04 4.49E+04 6.55E+04
Dest Port 319971 2.97E+02 2.91E+03 0.00 0.00 0.00E+00 0.00E+00 6.54E+04
Protocol 319971 8.33E+00 4.50E+00 0.00 6.00 6.00E+00 6.00E+00 1.70E+01
Flow Duration 319971 5.04E+06 6.04E+06 6.00 484.00 4.14E+06 6.65E+06 1.20E+08
Total Fwd Packet 319971 5.03E+00 1.04E+02 1.00 1.00 3.00E+00 4.00E+00 3.02E+04
Total Bwd packets 319971 1.98E+00 1.16E+02 0.00 0.00 1.00E+00 1.00E+00 3.71E+04
Total Length of Fwd Pack 319971 1.35E+02 2.81E+03 0.00 0.00 0.00E+00 0.00E+00 1.22E+06
Total Length of Bwd Pack 319971 4.95E+01 4.14E+03 0.00 0.00 0.00E+00 0.00E+00 1.43E+06
Fwd Packet Length Max 319971 1.06E+02 3.54E+02 0.00 0.00 0.00E+00 0.00E+00 1.44E+03
Fwd Packet Length Min 319971 1.06E+02 3.54E+02 0.00 0.00 0.00E+00 0.00E+00 1.44€E+03
Fwd Packet Length Mean 319971 1.06E+02 3.54E+02 0.00 0.00 0.00E+00 0.00E+00 1.44E+03
Fwd Packet Length std 319971 4.54E-02 9.15e-01 0.00 0.00 0.00E+00 0.00E+00 1.98E+02
Bwd Packet Length Max 319971 8.49e-01 1.61E+01 0.00 0.00 0.00E+00 0.00E+00 1.08E+03
Bwd Packet Length Min 319971 1.97e-01 3.06E+00 0.00 0.00 0.00E+00 0.00E+00 1.20E+02
Bwd Packet Length Mean 319971 3.01E-01 3.75E+00 0.00 0.00 0.00E+00 0.00E+00 2.11E+02
Bwd Packet Length std 319971 1.22e-01 3.12E+00 0.00 0.00 0.00E+00 0.00E+00 4.21E+02
Flow Bytes/s 319971 3.06E+05 1.11E+06 0.00 0.00 0.00E+00 0.00E+00 1.07E+07
Flow Packets/s 319971 2.15e+03 3.93E+03 0.02 0.61 9.44e-01 4.13e+03 3.33E+05
Flow IAT Mean 319971 1.23E+06 1.11E+06 6.00 484.00 1.68E+06 2.11E+06 1.17e+08
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Table 4-2: Statistical Representation of IEC104 Dataset
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Figure 4-1: IEC 104 Binary Features

IEC 61850 dataset: The dataset contains 22.7 million records and occupies 38.6GB of
storage space when converted to a single CSV file in Microsoft Excel. The entire dataset
was utilized in this praxis, which reduced it to 19.9 million records, representing 87.39%

after cleaning.

The datasets are managed differently because they represent different substation
models with distinct protocols. Therefore, they possess unique attributes that necessitate

tailored models.

The dataset labeled IEC 104, detailed in Table 4-1, consists of 319971 rows and 84

columns, showcasing unique characteristics. It includes three data types: 32 instances of
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float64, which is a floating-point format occupying 64 bits in memory; 48 instances of
int64, a 64-bit signed integer type; and four object data types for mixed-data representation.
The records cover various attack and fault scenarios, with a primary emphasis on the binary

classification of benign and attack instances.

On the other hand, the IEC61850 contains 22791744 rows and 1194 columns
detailing various attack scenarios. These include denial of service (DoS) attacks, which
render a system inaccessible for legitimate users; fuzzy attacks that overwhelm a system
with misleading, random data, leading to operational failures; precision time protocol (ptp)
attacks that can compromise time accuracy (Alghamdi, et al, 2020); and replay attack

scenarios. Nonetheless, this study concentrates on the binary classification of these records.

Similar to IEC 104, the IEC 61850 dataset's breakdown reveals 1148 float64, 12
int64, and 34 object data types. Specific details are omitted for brevity. Upon review, the
dataset features exhibited a varying number of null entries due to the large number of
columns depicting different protocols and attributes. Mlot et al. (2024) indicate that some
features are present only in small percentages during the capture. This can be attributed to
the fact that those protocol frames occur infrequently and due to limited captures relative

to actual substation traffic.

Table 4-3 shows null percentages for various features. In this praxis, a threshold of
13% is established to accommodate different protocols. Features with null values

exceeding this threshold are eliminated.
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Table 4-3: Features and Null Percentages
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Histogram of features before standardization are illustrated in Figure 4-2.
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Figure 4-2:Histogram Plot of IEC61850 Features

4.2.1 Feature Relevance

The SHAPIley outcome of the IEC 104 dataset indicates that Fwd Packet Length Min, Bwd
Packet Length Mean, and Packet Length Max are the most significant features, as
illustrated in Figure 4-3, which displays the magnitude of each feature. The linkage
between these features with electric substations is the application service data unit (ASDU),

a part IEC 104, transported over TCP/IP and is used to transmit data between the
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substations and control centers. IEC 104 is used for automation and monitoring of
substations and underlies the client-server set-up for sending control commands to circuit

breakers and transformers.
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Figure 4-3: IEC104 Relevant Features

Most relevant to the model built for the IEC61850 dataset, as depicted in Figure 4-
4 are features such as goose dataset (goose.datSet), an identifier for the set of values
transferred, 1i.e., the dataset (Bohara, et al, 2020); frame protocol count
(frame.protocols_count), a derived feature that counts the number of stacked frame
protocols; frame length (frame-len), an unsigned 32-bit integer representing the total length
of the capture frame; relative frame time (frame.time_relative), a time delta from the first
frame; frame number; and (frame time difference) frame.time delta, a time delta from the

previous frame.
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Figure 4-4: IEC 61850 Relevant Feature

4.3 Model Training and Evaluation
This section presents the outcomes of model training using the SANDI-2024
dataset, as discussed in Sections 3.4 and 3.5. The training starts with deploying comparable

sets of models for each substation type dataset.

The model is assessed using a previously unseen test dataset, with predictions

evaluated at each epoch for accuracy. Cross validation with a 10 K-fold was introduced to
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ensure the model is tested with different parts of the dataset for better generalization. Mean

values of the metrics are recorded.

It employs different neural network algorithms, including LSTM, RNN, GRU,
mini-GRU, and mini-LSTM. After training, the performance metrics including receiver
operating characteristics (ROC), area under curve (AUC), accuracy, precision, F1-score,

learning curves, and confusion matrix, were analyzed for each model.

The learning curve measures performance over time, i.e., reflects the model's
proficiency during training. The training and validation scores of the IEC104 model are
illustrated in Figure 4-5. The results show how the training progressed gradually,
maintained stability, achieved improvements, and remained consistent, indicating stable

interaction and a well-balanced model. This implies that the model generalizes well.
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Figure 4-5: Learning Curve for IEC 104
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Likewise, figure 4-6 illustrates each model's loss and accuracy over epochs. The loss vs
epoch graphs for all models display a decrease in both training and validation losses,
suggesting a suitable model fit without overfitting. Comparing the training and validation
graphs, they align closely for the models. An indication of the ability to generalize

effectively to new validation data.
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Epoch vs Accuracy
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Figure 4-6: Epoch vs Accuracy for all Models

4.3.1 Hyperparameter Optimization

The hyperparameter optimization process is an essential phase in developing a
machine-learning-based intrusion detection system. Its goal is to fine-tune the parameters
specified in Section 3.5.4. This step is crucial for identifying the appropriate parameter
selections for all models. Table 4-2 summarizes the parameters adopted in the experiment

and the corresponding values for each model.

These include the layering type and number of neurons, which are the fundamental
units of a neural network; the activation function, a parameter that determines whether a
function should be activated and introduces non-linearity, enabling the model to learn
complex patterns; the regularizer, which protects against overfitting; and the dropout rate,

which randomly deactivates parts of the model during training to prevent overfitting.

Other parameters include the optimizer parameter, which refers to the algorithm
used for model optimization, supporting either adaptive learning or not. The learning rate
measures the model's ability to learn by adjusting its weights. Early Stopping, if enabled,

halts the model's training to preserve the best-performing checkpoint. This stopping occurs
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if the validation loss remains constant or increases during training. Similarly,
BatchNormalization, as its name suggests, is a stabilization parameter that maintains

activation within a stable range. It is a normalization feature in deep learning.

Max pooling size limits the pooling window, influencing the degree of spatial
reduction while preserving essential features. The loss function is designed to minimize
errors by indicating the discrepancy between a model's prediction and the actual outcomes,
thus assisting optimization parameters in reducing error. A unit, which is a metric in neural
networks like LSTM, defines the hidden state dimensions and controls the flow of
information through gates. The distance function quantifies the separation between two

points.

Table 4-4: Models' Hyperparameter Optimization

RNN

Units 32 - 1024 64

Dropout Rate 0.1-0.5 (normal) 0.2

Activation Function ReLU, Sigmoid, Swish, Tanh ‘sigmoid’

LSTM

Units 32 - 1024 64

Dropout Rate 0.1-0.5 (normal) 0.2

Activation function ReLU, Sigmoid, Swish, Tanh ‘sigmoid’

GRU

units 32 - 1024 64

Dropout Rate 0.1-0.5 (normal) 0.2

Activation Function ReLU, Sigmoid, Swish, Tanh ‘sigmoid’
L

unit 32 - 1024 16

Activation Function ReLU, Sigmoid, Swish, Tanh “sigmoid’

miniGRU

unit 32 - 1024 16

Activation Function ReLU, Sigmoid, Swish, Tanh “sigmoid’

96



4.4 Training and Evaluation Outcome

The accuracy vs. epoch of each model in Figure 4-7 shows how training and

validation performed for each epoch. This relationship helps identify the overall

performance of the model. When the accuracy in the training data increases, but the

accuracy over the validation data remains the same or maybe even decreases, it implies the

model is getting overfitted (Rao et al, 2020). From the graphs, both training and validation

maintained a similar rthythm.
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Figure 4-7: IEC61850 Dataset Epoch vs Accuracy

4.5 Model Evaluation

Model evaluation was conducted by comparing results derived from each model’s
performance metric. The performance of the models is in subsections below.
4.5.1 IEC104 Dataset Results

The hyperparameter tuning step results in optimized models, each trained on the
training dataset and validated against the validation dataset. The performance of the
models, all of which focus on binary classification to distinguish between benign and attack
traffic, is evaluated using the criteria outlined in Section 3.6. The presentation of results

includes the K-fold outcome, which computes the mean values of each model.
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Table 4-5: IEC 104 Results with Cross Validation (10-Fold)

Training Validation
o

e 0

o o o o c §) (] o o

(2 <] o o 2 —_ '2 [0 ) g

3 3 3 s |3 3o 5 3 3
Model 0 s 0 2 o b 5 2 o E
< w < w a (-4 < w < a

RNN 0.8970 0.7970 0.7941 0.7970 10.8000 0.7940 10.9998 0.0017 0.1038
LSTM 0.9967 0.9967 0.9945 0.9973 11.0000 0.9945 10.9993 0.0027 0.0038
GRU 0.9997 0.9997 0.9962 0.9981 11.0000 0.9962 [1.000 0.0020 0.0037
Mini-LSTM 0.9767 0.9750 0.9625 0.9797 |[1.0000 0.9625 10.9867 0.0062 0.0150
Mini-GRU 0.9992 0.9992 0.9963 0.9981 11.0000 0.9963 10.9996 0.0018 0.0032

Five models are developed for both the IEC 104 and IEC 61850 datasets. Table 4-

5 displays the accuracy, recall, and Fl-score for the IEC 104 dataset. The GRU method

achieves a mean accuracy of 99.45% + 0.12% in intrusion predictions for the validation

data and has 99.97% for the training data. The F1-score for the training data is 0.9997,

while the validation score is 0.9981 + 0.01, underscoring the model's robust classification

ability, particularly given the dataset's imbalance. Figures 4-8 and 4-9 show are comparison

of the accuracy and fl-scores of all the models.

A repeated 10-fold cross validation was performed with an Anova test to compare

GRU and LSTM models. The result (p=0.000498) is well below 0.05 indicating GRU

accuracy is significantly higher at the 5% significance level. Similar results for F1 using

single-factor Anova results in p=0.00098, indicating GRU performed in a significantly

meaningful way.
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The deltas in accuracy and F1-score for the training and validation data are 0.0020
and 0.0037, respectively. This indicates a low gap between training and validation data,
confirming that the model is generalizing well and not overfitting. The results of other

models are provided Table 4-5.

Given a recall value of 0.9962, it implies the GRU model identifies 99.62% of
actual intrusion occurrences, indicating a very high intrusion detection efficacy. Overall,
this underscores the model's effectiveness in differentiating between attack and benign

traffic. The confusion matrix is depicted in figure 4-10.
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Figure 4-8: Accuracy for IEC104 Models
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Figure 4-9: Representation of F1-Score for IEC104 Models
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Figure 4-10: Confusion Matrix for GRU
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IEC104 Comparison with Previous Results

For the IEC 104 dataset, the previous results used 14 ensemble tree models. These include

Random Forest, SVM, Ridge Classifier, Decision Tree, etc.

Model Accuracy AUC  Recall Prec. Fi K MCC TT (s8)

Dummy Classifier o.8592 05000 o.Bs02 0.7383 0.7942  0.0000 00000 o0.4640
Ridge Classifier 08586  0.0000 08586 07879 08148 01714 02154 0.6540
Logistic Regression 08584 09454 08584 0,7978 08217 02253  0.2572  7.2600
SVM - Linear Kernel 08566  0.0000 08566 0.8222 0.8345 03263 03390 21930
Linear Diseriminant Analysis 08566 09286 0.8566 (0.8532 0.8546 0.4264 0.4266 14800
Gradient Boosting Classifier 08551 o.0506 08551 0.7979 0.8217 02339 0.2588 764960
Light Gradient Boosting Machine 0.B482 09370 0.B482 0.7934 0.E170 02207 0.2394 140,

Extreme Gradient Boosting 08419 09484 08419 07943 08167 02394 0249 40510
Naive Bayes 08409  0.8314 08409 08198 08126 02668 02809  0.6700
K Neighbors Classifier 08292 08785 08292  0.7920 0.8094 0.2147 02200  7.7830
Extra Trees Classifier 08247 08297 08247 07730 07964 01377 0.1458  2.6200
Decision Tree Classifier 0.8245 08238  0.8245 0.7682 07941 01267 0.1351 0.7070
Random Forest Classifier 08245 09127 08245 (O.7EEE 08059 02090 02128 1.989%0
Quadratic Discriminant Analysis 06505 08668 0.6505 o.B770 07329 01895 02299 1.1370

Figure 4-11: Results of Ensemble Tree Models on IEC 104 Dataset (Mlot et al, 2024)

This praxis used neural network methods which were not covered previously for the
SANDI-2024 dataset and presented a better accuracy surpassing all from the previous work
which achieved the highest accuracy of 85.92% using the Dummy classifier method. The
GRU model from this praxis surpasses that by 14.05%. The values Details of results from

previous work are provided in Figure 4-11.

4.5.2 IEC61850 Dataset Results

The outcome of the hyperparameter tuning step for the IEC 61850 dataset was
obtained by training each model on the training dataset and validating it with the validation
dataset. The performances of the models are evaluated using the criteria outlined in Section
3.6. The five models for the IEC 61850 datasets have accuracy, recall values, and F1-scores

shown in Table 4-6.
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Table 4-6: IEC 61850 Results

0y )
: - _ o
S5 -2 (Y] °
] 3] m 0 %]
(7] )
Model s i c < 2
RNN 0.999984 0.999984 0.999984 0.999984 1.0
LSTM 0.999991 0.999991 0.999991 0.999991 1.0
GRU 0.999990 0.999990 0.999990 0.999990 1.0
Mini-LSTM 0.999986 0.999986 0.999986 0.999986 1.0
Mini-GRU 0.999990 0.999990 0.999990 0.999990 1.0
Accuracy
1.00005
1
0.99995
0.9999
0.99985
0.9998
0.99975
RNN LSTM GRU Mini-LSTM Mini-GRU

Figure 4-12: Accuracy Performance Results of IEC 61850 Model

The LSTM method achieves 99.99% accuracy in intrusion predictions, with a
precision of 99.99%, indicating that the model can predict with minimal false positives. Its

prediction rate is 0.0889 milliseconds per record. The accuracy results are depicted in

figure 4-12.
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Figure 4-13: F1-Score Performance for IEC 61850 Dataset

The precision for class 0 is 100%, reflecting high accuracy in the model’s ability to
identify benign traffic with no false negatives (Type Il errors). Also, there is a high recall
for class 0 is 0.99997, indicating that the model successfully detects nearly all negatives,
except for a marginal few. The Fl-score for this class is 99.9991%, underscoring the
model's robust classification ability. Figure 4-13 shows a comparison of F1-scores of all

the models.

In contrast, the attack class—referred to as Class 1 achieves an impressive precision
01 99.99%, confirming that nearly all attack patterns are accurately identified with minimal
false positives. Additionally, the recall is 1.0, indicating that the model successfully

classified 100% of the actual positives.

The 0.9999 F1-score demonstrates the model’s ability to strike an effective balance

between precision and recall. Overall, this highlights the model's ability to distinguish
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between attack and benign traffic. The outcomes of the Area Under Curve (AUC) and

Receiver Operating Characteristic (ROC) plots for all models are shown in Figure 4-14.
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Figure 4-14: RoC Comparison of IEC61850 Dataset

IEC 61850 Comparison with Previous Results

For the IEC 61850 dataset, the previous results utilized 14 ensemble tree models. These

include Random Forest, SVM, Ridge Classifier, Decision Tree, etc.
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Model Accuracy AUC  Recall FPrec. F1 [ 4 MCC TT (=)
Dummy Classifier 0.8768 05000 0.ET6E 0. 7688  0.8192 00000 00000 69830
Ridge Classifier 0.8766 00000 08766 08540 (8515 02334 02521 6.3390
Logistic Regression 0.8768 07111 08768 08618 08670 03442 03522  8.0220
SVM - Linear Kernel 0.8767 0.0000 08767 08078 0.B307 00857 0.08B66  6.59T60
Linear Discriminant Analysis 0.8768 07152 08768 0.8768 0.8768 0.4297 0.4297 7.5940
Gradient Boosting Classifier 0.8765 0.7424 (BTG 08470 0.B517 02247 02554 R0.18%0
Light Gradient Boosting Machine | 0.8764 0.7435 08764 0.8430 0.B458 01822 0.2201 186.9080
Extreme Gradient Boosting 08761 07427 0761  0.%512 08577 02709 02904 133200
Naive Bayes 0.8761 07134 0761  0.%765 08763 04281 04282  7.0930
K Neighbars Classifier 0.8742 06968 08742 03470 08539 02473 0.2685 130.1370
Extra Trees Classifier 0.8758 0.7412  0.8T58 08509 08576 02708 02898 66430
Decizion Tree Classifier 08757 07411 08757 08509 08576 02708 02898 34140
Random Forest Classifier 0.B758 0.7414 0.BT58 08506 0.B572 02680 02876 103.6080
Quadratic Discriminant Analysis 0.8761 07130 08761 08764 08763 04280 04280 74910

Figure 4-15: Results of Ensemble Tree Models on IEC 61850 Dataset (Mlot et al, 2024)

This praxis introduced neural network methods which were not covered previously and
presents a better accuracy surpassing all from the previous work which achieved the highest
accuracy of 87.68% using the Linear Discriminant Analysis method. This is surpassed by

LSTM in this praxis by 12.31%. Details of results from previous work are provided in

Figure 4-15.
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Chapter 5: Discussion and Conclusion
5.1 Discussion
This chapter concludes the research by reviewing and providing answers to the
research questions raised in the introductory chapter. It interprets the results highlighted in
Chapter 4. Section 5-1 reviews the hypothesis and discusses responses to the research
questions. Section 5-2 draws a conclusion on the praxis and its findings. Section 5-3 covers

the contribution of knowledge and highlights future research directions.

5.1.1 Hypothesis 1
At the outset of the praxis, the research direction was to determine the applicability
of and the efficacy of machine learning methods in detecting intrusions on energy

substations.

RQ1: Can a machine learning model be developed to detect attacks against

Energy substations accurately?

The first hypothesis from the introductory chapter of the Praxis proposes that
machine learning-based intrusion detection systems can effectively identify cyberattacks

on energy substations.

H1: A machine learning classification model will identify cyberattacks against

energy substations with at least 90% accuracy.

Section 4-5, which covers performance evaluation, demonstrates the effectiveness
of five neural network-based machine learning models in detecting intrusions in IEC 104

and IEC 61850 protocol-based substations using a combination of real and synthetic data.
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The results indicated that the LSTM model was more suitable for IEC 61850
protocol-based systems, given its superior performance in this context. The IEC 104
models perform excellently with a GRU model, despite the data imbalance. This is an
indication that GRU and LSTM are best suited for energy substations intrusion detection

systems.

LSTM can maintain long-term dependencies by retaining information. IEC61850
employs a layered information model to manage its protocols SV, GOOSE, and MMS; this
approach may contribute to the high performance in detecting intrusions in IEC61850

substations.

GRU excels in its efficiency with sequential data, and energy substation network
data is sequential. Therefore, it can be concluded that GRU understands the dependencies
in sequential data and can spot intrusions when they occur. The model can be installed on
the control center gateway of the substation to inspect traffic, on IDS connected to mirror
ports at key locations and entry points and can be used to analyze traffic emanating from

or going to IEDs.

Summarily, this study achieves excellent classification accuracy for the SANDI-
2024 dataset, with results of 99.02% for IEC 104 and 99.99% for IEC 61850, thereby
surpassing the existing average for the SANDI-2024 dataset, which is put at 85.92% for

IEC 104 and 87.68% for IEC 61850.

It is concluded from this study that the F1-scores are 99.01 and 99.99 for IEC 104
and IEC 61850, respectively, which surpass the best results from previous studies by

15.86% (IEC 104) and 14.04% (IEC 61850). The precision values for both datasets in this
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study confirm the efficacy of machine learning in identifying intrusions on substations,

surpassing previous models on the same dataset by up to 11.34% more detections.

5.1.2 Hypothesis 2
RQ2: Which machine learning models are the best for detecting attacks against Energy

substations?

H2: The LSTM tree model will exhibit superior accuracy compared to other techniques.

The experimental results indicate that each substation type has distinct models
with superior accuracies. GRU exhibits the best accuracy for the TCP/IP-based IEC 104.
Conversely, LSTM has demonstrated superiority in the IEC 61850 model, which supports

multiple communication methods.

The choice of machine learning model types in this study differs from those used
for the same dataset in earlier studies, which focused on non-neural network methods.
Hence, this work confirms the viability of neural network models in energy substation

intrusion detection for classifying attack and benign patterns.

Deep neural networks have a significant advantage in utilizing the back-
propagation property, which calculates gradients and updates weights, as well as the ability
to adjust the number of hidden nodes, hidden layers, and optimization algorithms to achieve
desired results (Li, et al, 2019). While these methods are not explicitly designed for

intrusion detection, they aid the models in classifying benign and malicious traffic.

5.1.3 Hypothesis 3
RQ3: Which features are the most significant for detecting attacks against Energy

substations?
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H3: Flow-based dataset features such as “Forward Packet Length Mean”, “Forward
Segment Size Average”, and “URG Flag”, are the most significant in detecting an attack

on energy substations.

The experimental results indicate that significant features are dependent on the
protocol type of the substation. For the IEC 104 substation type, a combination of network
flow, time-bound, and traffic behavioral features, such as Forward Packet Length Min,
Backward Packet Length, Packet Length, Backward Inter-Arrival Time (Bwd IAT), and
Forward Inter-Arrival Time (Flow IAT), is the most significant feature set cardinal to

intrusion detection for that substation type.

In IEC61850-based substations, the most significant features reflect the multi-
communication nature of the protocol; thus, are base features including
frame.protocol count, frame length, frame.time relative, and frame.time delta.
Additionally, there are sub-protocol-specific features such as the goose.dataset, which
holds the dataset for the GOOSE protocol. The protocol in energy substations is utilized
for the reliable transfer of event data to multiple physical devices in a multicast or broadcast

format.

The relevance of goose.datset is corroborated in an earlier patent, indicating that
DatSet for GOOSE messages can determine the presence of an abnormality in the GOOSE
message. If an abnormality requires an alarm, the message will be displayed according to

the preset alarm classification rules (State Grid Corp of China, SGCC, 2017).
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5.2 Conclusion

In this study, a method was developed for detecting intrusion in energy substations
using a multistep approach that begins with pre-processing a mixture of real and synthetic
network data from two real energy substations, the new SANDI-2024 dataset. Then, using
feature engineering to select the proper feature set for intrusion prediction. The

hyperparameter tuning step is essential to boost model performance.

Finally, the LSTM for IEC 104 model and GRU in IEC 61850 are selected as the
best models for respective substations, reflecting the fact that different models work better
based on the underlying protocols. Incorporating an IDS at a substation’s network
perimeter and control network prevents anomalies from penetrating and ensures continuous

availability.

The experiment outcomes in this praxis confirm some of the hypotheses, but not all
of them are true or complete. Machine learning, particularly neural network models, is
effective in detecting intrusions when they occur on energy substations with accuracies

surpassing 95 percent. This confirmed the hypothesis posed in research question 1.

Flow-based features are significant, but they require other features, such as traffic
behavior and time-related features. This pattern is observed in both datasets, indicating that
substations may have different significant features based on the protocol used, but share

similar characteristics in their feature sets that detect intrusions.

The experiment validates that different ML methods will perform well depending

on the substation protocol.
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5.3 Contributions to the body of knowledge

This praxis focuses on enhancing the protection of energy substations, which are

attractive targets for cyberattacks because outages from these incidents could have

serious repercussions. This vulnerability is further amplified by the extensive dependence

of modern technologies on energy consumption (Feingold et al, 2025).

To address the challenge, ML models are built with high efficiency and thereby

contribute to the body of knowledge:

This praxis addresses the need for a comprehensive machine-learning-based
intrusion detection system in real-life energy substations. It considers real-
world traffic scenarios and achieves high accuracy.

This praxis acknowledges the lack of comprehensive studies that specifically
address intrusion in energy substations. It introduces machine learning
techniques applied to a combination of real and synthetic datasets covering all

IEC 61850 message types and IEC 104.

Addition to the scope of intrusion detection for energy substations, covering
attack scenarios such as denial of service, packet starvation, port scanning,

packet flooding, and fuzzing attack, for IEC 104 and IEC 61850 substations.

A contribution to the usage of neural networks for intrusion detection in energy

substations.

In addition to the contributions above which address all the four (4) gaps identified in

section 2.5.4, this praxis enhances the accuracy of models built on the SANDI-2024 dataset
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by exceeding the current accuracy of 85.92% using neural networks. Comparison of results

are in section 4.5, Model Evaluation.

5.4 Future Considerations

To summarize, this praxis provides a binary classification of benign and anomalous
traffic on energy substations. Therefore, there exists an opportunity for research in neural
network-based multi-class classification, uniquely identifying different attack types in the
SANDI-2024 datasets, which include DoS, Packet Flooding, Fuzzing, Packet Starvation,

NTP DoS, PTP Attack, Port Scanning, PitM, and Replay attacks.

There are scant works on intrusion detection in energy substations, particularly
machine-learning-based solutions using real datasets, which leaves room for more work on
live datasets covering other substation protocols beyond IEC 104 and IEC 61850, as

covered in this praxis.

In this work, we encountered an imbalanced dataset due to the simulated nature of
the attack dataset, particularly affecting the DoS attack type. Further research should focus
on enhancing data extraction to address the imbalance and ensure that the benign and

anomaly datasets are derived from the same system setup.

There is a need to examine time-based anomalies and the performance of intrusion
detection over time. This ensures that benign and malicious traffic are injected within a
contiguous observation window. The SANDI-2024 dataset lacks this feature, thereby
creating a research opportunity for the development of time-series traffic analysis to gain

a deeper understanding of behavior.
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Addressing these research areas will deepen the understanding of intrusion
behavior in substations and advance the time-to-mitigate to prevent cyber-attack caused

outages.
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Appendix A

A-1 CICFlowmeter Installation Steps

System > About

Related links  Domain or workgroup ~ System protection

Processor AMD Ryzen 7 4800H with Radecn Graphics
Installed RAM 63.4 GB usa

Device ID 8BOAOCSE-4421-4690-B081-2050BCC81A84
Product ID -87658-AA0EM

System type 64-bit operating system, x64-based processor
Pen and touch  No pen or touch input lable for this display

mm Windows specifications Copy =
Edition Windows 11 Home
Version 24H2
Installed on 04/12/2024
QS build
Serial number 2GS340
Experience Windows Feature Experience Pack 1000.26100.66.0
System Properties x

Computer Name Hardware Advanced System Protection Remote

You must be logged on as an Administrator to make most ofthese changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory

User Profiles

Desktop settings related to your sign-in
Settings..

Startup and Recovery
System startup, system failure, and debugging information

Settings..

I Environment Variables... I

oK Cancel
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Edit System Variable X

Variable name: JAVA_HOME

Variable value; DA\Program FiIes\Java\jdk—23|

Browse Directory... Browse File... Cancel

Environment Variables

User variables for badet

Variable Value

OneDrive C\Users\badet\OneDrive

OneDriveConsumer C\Users\badet\OneDrive
A\Users\badet\AppData\Local\Microsoft\WindowsApps;C\Users\badet\AppData\Roaming\npm...

TEMP C\Users\badet\AppData\Local\Temp

T™MP ChUsers\badet\AppData\Local\Temp

New... Edit.. Delete

System variables

Variable Value
ComSpec CAWINDOWS\system32\cmd.exe
DriverData CAWindows\System32\Drivers\DriverData
JAVA_HOME D\Program Files\Java\jdk-23
NUMBER_OF_PROCESSORS 16
0s Windows_NT
“\Program Files\Common Files\Oracle\Java\javapath;C:\Windows\system32;,C:\Windows;C:\Wi...
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Edit environment variable x

C\Program Files\Common Files\Oracle\Java\javapath New

CA\Windows\system32

C\Windows Edit

CAWindows\System32\Wbem

CA\Windows\System32\WindowsPowerShell\wv1.0\ Browse..

CAWindows\System32\OpenSSHY

C\Program Files (x86)\NVIDIA Corporation\PhysX\Common Delete

CA\Program Files\NVIDIA Corporation\NVIDIA NvDLISR

%SystemRoot%\system32

%SystemRoot%

Move Up
YeSystemRoot%\System32\Wbem
%SYSTEMROOT%\System32\WindowsPowerShell\w 1.0y
Move Down

%SYSTEMROOT%\System32\OpenS5HY

C\Program Files\MATLAB\R2021b\bin

C\Users\| :t\AppData\Local\Programs\Python\Python38\ -

CA\Users\L " \AppData\Local\Programs\Python\Python38\Scri... Edit text..

D:\Program Files\nodejs\

%JAVA_HOME%\bin

el
MName Date modified Type Size
logs 18/02/2025 7:36 PM File folder

D cfm 07/12/2024 413 PM File 6 KB
cfm 07/12/2024 413 PM Windows Batch File 3KB
D CICFlowMeter 07/12/2024 413 PM File 6 KB
CICFlowMeter 07/12/2024 413 PM Windows Batch File 3KB
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' CICFlowMeter - O X
File NetWork Help

Flow ID SrcIP Src Port DstIP Dst Port Protocol Timestamp | Flow Durati...| Tot Fwd Pk
q] ] ]
Get ready 0

' CICFlowMeter - O x
File | NetWork Help
— Offline

Realtime

KT

Clear

F'capdir:| |'| | Browse ‘

Output dir: | |'| | Browse ‘

Flow TimeOut:|12lJlJIJlJlJIJIJ | A | Activity Timeout: 5000000 ‘ - |

OK
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" CICFlowMeter
File NetWork Help

L

Clear

Pcap dir:

LVl 5. 5P Tosinrmiae 'i.(r.:.u"\Experiment\ietﬂDai\attack-free-data‘V‘ ‘ Browse |

Output dir:

P riilrrotn amd Tl Py Tgeea lExperiment\iec1I]-i\attack-free-data‘ " ‘ Browse ‘

Flow TimeOut:‘12I]I]l]I]I]IJI] ‘ A ‘ Activity Timeout: 5000000

‘v‘

OK

[ CICFlowMeter
File NetWork Help

You select: DIy Botenk s 20 no e 8 Do = Tlonsnd na e i \Experimentiiec 104\attack-free-data
Out folder: DN s Hioeal 0543 L ileays Ewmaimimesd - §mmeoas\Experimentliec 104\attack-free-data

CICFlowMeter found -1 pcap files

Kl

A-2.1IEC 104 Features

Feature Full Name

ACK Flag Count Acknowledgment Flag Count
Active Max Maximum Active Time

Active Mean Mean Active Time

Active Min Minimum Active Time

Active Std Standard Deviation of Active Time
Average Packet Size Average Packet Size

Bwd Bulk Rate Avg Average Backward Bulk Rate
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Bwd Bytes/Bulk Avg
Bwd Header Length
Bwd IAT Max

Bwd IAT Mean

Bwd IAT Min

Bwd IAT Std

Bwd IAT Total

Bwd Init Win Bytes
Bwd Packet Length Max
Bwd Packet Length Mean
Bwd Packet Length Min
Bwd Packet Length Std
Bwd Packet/Bulk Avg
Bwd Packets/s

Bwd PSH Flags

Bwd Segment Size Avg
Bwd URG Flags

CWR Flag Count
Down/Up Ratio

Dst IP

Dst Port

ECE Flag Count

FIN Flag Count

Flow Bytes/s

Flow Duration

Flow IAT Max

Flow IAT Mean

Flow IAT Min

Flow IAT Std

Flow ID

Flow Packets/s

Fwd Act Data Pkts

Fwd Bulk Rate Avg
Fwd Bytes/Bulk Avg
Fwd Header Length
Fwd IAT Max

Fwd IAT Mean

Fwd IAT Min

Fwd IAT Std

Fwd IAT Total

FWD Init Win Bytes

Fwd Packet Length Max
Fwd Packet Length Mean

Average Backward Bytes per Bulk
Backward Header Length

Maximum Backward Inter-Arrival Time
Mean Backward Inter-Arrival Time
Minimum Backward Inter-Arrival Time
Standard Deviation of Backward Inter-Arrival
Time

Total Backward Inter-Arrival Time
Backward Initial Window Bytes
Maximum Backward Packet Length
Mean Backward Packet Length
Minimum Backward Packet Length
Standard Deviation of Backward Packet Length
Average Backward Packets per Bulk
Backward Packets per Second

Backward Push Flag Count

Average Backward Segment Size
Backward Urgent Flag Count

Congestion Window Reduced Flag Count
Download to Upload Ratio

Destination IP Address

Destination Port

ECN-Echo Flag Count

Finish Flag Count

Flow Bytes per Second

Duration of Flow

Maximum Flow Inter-Arrival Time

Mean Inter-Arrival Time of Flow
Minimum Flow Inter-Arrival Time
Standard Deviation of Flow Inter-Arrival Time
Flow Identifier

Flow Packets per Second

Forward Active Data Packets

Average Forward Bulk Rate

Average Forward Bytes per Bulk
Forward Header Length

Maximum Forward Inter-Arrival Time
Mean Forward Inter-Arrival Time
Minimum Forward Inter-Arrival Time
Standard Deviation of Forward Inter-Arrival
Time

Total Forward Inter-Arrival Time
Forward Initial Window Bytes

Maximum Forward Packet Length

Mean Forward Packet Length
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Fwd Packet Length Min
Fwd Packet Length Std
Fwd Packet/Bulk Avg
Fwd Packets/s

Fwd PSH Flags

Fwd Seg Size Min

Fwd Segment Size Avg
Fwd URG Flags

Idle Max

Idle Mean

Idle Min

Idle Std

Packet Length Max
Packet Length Mean
Packet Length Min
Packet Length Std
Packet Length Variance
Protocol

PSH Flag Count

RST Flag Count

Src IP

Src Port

Subflow Bwd Bytes
Subflow Bwd Packets
Subflow Fwd Bytes
Subflow Fwd Packets
SYN Flag Count
Timestamp

Total Bwd packets
Total Fwd Packet

Total Fwd Packet

Total Length of Bwd Packet
Total Length of Fwd Packet
URG Flag Count

Minimum Forward Packet Length

Standard Deviation of Forward Packet Length

Average Forward Packets per Bulk
Forward Packets per Second
Forward Push Flag Count
Minimum Forward Segment Size
Average Forward Segment Size
Forward Urgent Flag Count
Maximum Idle Time

Mean Idle Time

Minimum Idle Time

Standard Deviation of Idle Time
Maximum Packet Length

Mean Packet Length

Minimum Packet Length
Standard Deviation of Packet Length
Variance of Packet Length
Transport Protocol

Push Flag Count

Reset Flag Count

Source IP Address

Source Port

Subflow Backward Bytes
Subflow Backward Packets
Subflow Forward Bytes

Subflow Forward Packets
Synchronize Flag Count

Flow Start Timestamp

Total Backward Packets

Total Forward Packets

Total Forward Packets

Total Length of Backward Packets
Total Length of Forward Packets
Urgent Flag Count

Structure and data types of the dataset
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# | Column Non-Null Count Dtype
0 FlowlD 319971 non-null object
1: SrclP 319971 non-null object
2 5SrcPort 319971 non-null int6d
3 DstIP 319571 non-null object
4 DstPort 319571 non-null intG4
3 1 Protocol 319971 non-null intGd
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6! Timestamp 319571 non-null floathd

7 Flow Duration 319571 non-null intG4

8 ! Total Fwd Packet 319971 non-null intod

9 | Total Bwd packets 319971 non-null int6d
10 | Total Length of Fwd Packet 319571 non-null intG4
11 | Total Length of Bwd Packet 319571 non-null intG4
12 © Fwd Packet Length Max 319971 non-null int6d
13 . Fwd Packet Length Min 319571 non-null intG4
14 | Fwd Packet Length Mean 319971 non-null floatbd
15 | Fwd Packet Length 5td 319571 non-null floatbd
16 | Bwd Packet Length Max 319571 non-null intG4
17 Bwd Packet Length Min 319971 non-null int6d
18 | Bwd Packet Length Mean 319571 non-null floathd
19 | Bwd Packet Length Std 319971 non-null floatbd
20 | Flow Bytes/s 319571 non-null floatbd
21 ! FlowPackets/s 319971 nen-null floattd
22 ¢ Flow AT Mean 319571 non-null floathd
23 ¢ Flow AT Std 319971 non-null floatbd
24 | Flow IAT Max 319571 non-null floathd
25 | Flow AT Min 319571 non-null floatbd
26 | Fwd IAT Total 319971 nen-null floattd
27 ¢ Fwd IAT Mean 319571 non-null floathd
28 | Fwd IAT Std 319971 non-null floatbd
29 0 Fwd IAT Max 319571 non-null floathd
30 | Fwd IAT Min 319571 non-null floatbd
31! Bwd IAT Total 319971 nen-null floattd
32 | Bwd IAT Mean 319571 non-null floathd
33 | Bwd IAT Std 319971 nen-null floattd
34 | Bwd IAT Max 319571 non-null floathd
35 | Bwd IATMin 319571 non-null intG4
36 ! Fwd PSH Flags 319571 non-null intG4
37 | Bwd P5SH Flags 319971 non-null int6d
38 | Fwd URG Flags 319971 nen-null intG4
35 | Bwd URG Flags 319971 non-null int6d
40 | Fwd Header Length 319571 non-null intG4
41 ! Bwd Header Length 319571 non-null intG4
42 ¢ Fwd Packets/s 319571 non-null floathd
43 Bwd Packets/s 319971 nen-null floattd
44 | Packet Length Min 319971 non-null int6d
45 | Packet Length Max 319571 non-null intG4
46 | Packet Length Mean 319571 non-null floathd
47 | Packet Length S5td 319971 non-null floatbd
48 : Packet Length Variance 319571 non-null floathd
45 | FIN Flag Count 319971 non-null int6d
50 | SYM Flag Count 319571 non-null intG4
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51 | RSTFlag Count 319971 non-null intG4
52 | P5SHFlag Count 319971 non-null int6d
53 | ACKFlag Count 319571 non-null intG4
54 | URG Flag Count 319971 non-null int6d
55 | CWRFlag Count 319571 non-null intG4
56 | ECEFlag Count 319971 non-null intG4
57 | Down/Up Ratio 319971 non-null int6d

58 | Average Packet Size 319571 non-null floathd
55 | Fwd Segment Size Avg 319971 non-null floatbd
60 | Bwd Segment Size Avg 319571 non-null floatbd
61 | Fwd Bytes/Bulk Avg 319971 non-null intG4
62 | Fwd Packet/Bulk Avg 319971 non-null int6d
63 | Fwd Bulk Rate Avg 319571 non-null intG4
64 | Bwd Bytes/Bullk Avg 319971 non-null int6d
65 | Bwd Packet/Bulk Avg 319571 non-null intG4
66 | Bwd Bulk Rate Avg 319971 non-null intG4
67 | Subflow Fwd Packets 319571 non-null intG4
68 | Subflow Fwd Bytes 319571 non-null intG4
69 | Subflow Bwd Packets 319571 non-null intG4
70 | Subflow Bwd Bytes 319571 non-null intG4
710 FWD Init Win Bytes 319571 non-null intG4
72 1 Bwd Init Win Bytes 319971 non-null int6d
73 | Fwd Act Data Pkts 319971 nen-null intG4
74 | Fwd Seg Size Min 319971 non-null int6d
75 | Active Mean 319571 non-null floathd
76 | Active 5td 319571 non-null floatbd
77 Active Max 319571 non-null floathd
78 | Active Min 319971 nen-null floattd
79 ¢ |dle Mean 319571 non-null floathd
80 | Idle Std 319571 non-null floathd
81 ldle Max 319571 non-null floatbd
82 ! I|dle Min 319571 non-null floathd
83 ! Label 319971 nen-null intG4

dtypes: float64(36), int64(43), object(3)
A-3. IEC 61850 Features

Feature
frame.time
frame.offset shift
frame.time_epoch

frame.time delta

Feature

mms.scopeOfRequest

mms.eventEnrollmentNames
mms.getEventEnrollmentAttributes-Request _continueAfter

mms.eventAction
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frame.time delta displayed

frame.time relative

frame.ref time

frame.number

frame.len

frame.cap len

frame.md5 hash

frame.p2p dir

frame.link nr

frame.file off

frame.marked

frame.ignored

frame.protocols

frame.coloring rule.name
frame.coloring_rule.string

frame.interface id

frame.interface name

frame.interface description
frame.interface _queue

frame.packet flags
frame.packet flags direction
frame.packet flags reception_type
frame.packet flags fcs length
frame.packet flags reserved
frame.packet flags crc_error
frame.packet flags packet too_error
frame.packet flags packet too short error
frame.packet flags wrong inter frame gap error
frame.packet flags unaligned frame error
frame.packet flags start frame delimiter error
frame.packet flags preamble error

frame.packet flags symbol error

mms.enrollmentClass

mms.duration
mms.remainingAcceptableDelay
mms.listOfEventEnrollment
mms.EventEnrollment element
mms.eventConditionTransitions
mms.notificationLost
mms.alarmAcknowledgmentRule
mms.alterEventEnrollment-Response currentState state
mms.transitionTime
mms.acknowledgedState
mms.timeOfAcknowledgedTransition
mms.enrollmentsOnly
mms.activeAlarmsOnly
mms.acknowledgmentFilter
mms.severityFilter element
mms.mostSevere

mms.leastSevere

mms.continueAfter
mms.listOfAlarmSummary
mms.AlarmSummary element
mms.unacknowledgedState
mms.getAlarmEnrollmentSummary-Request_continueAfter
mms.listOfAlarmEnrollmentSummary
mms.AlarmEnrollmentSummary_element
mms.enrollementState
mms.timeActiveAcknowledged
mms.timeldleAcknowledged
mms.actionResult_element
mms.eventActioName
mms.eventActionResult

mms.failure_element
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frame.comment
frame.packet id
frame.verdict
frame.verdict.hw
frame.verdict.ebpf tc
frame.verdict.ebpf xdp
frame.verdict.unknown
frame.drop count
frame.cb pen
frame.cb copy
frame.bblog
frame.bblog.ticks
frame.bblog.serial nr
frame.encap type
frame.comment.expert
frame.time invalid
frame.incomplete
eth.dst
eth.dst_resolved
eth.dst.oui
eth.dst.oui_resolved
eth.src
eth.src_resolved
eth.src.oui
eth.src.oui_resolved
eth.len

eth.type
eth.invalid_lentype
eth.addr

eth.addr resolved
eth.addr.oui

eth.addr.oui_resolved

mms.causing Transitions
mms.timeOfDayT
mms.timeSequenceldentifier
mms.journalName
mms.rangeStartSpecification
mms.startingTime
mms.startingEntry
mms.rangeStopSpecification
mms.endingTime
mms.numberOfEntries
mms.listOfVariables
mms.listOfVariables item
mms.entryToStartAfter element
mms.timeSpecification
mms.entrySpecification
mms.listOfJournalEntry
mms.JournalEntry element
mms.entryldentifier
mms.originatingApplication_element
mms.entryContent_element
mms.EntryContent_element
mms.limitSpecification_element
mms.limitingTime
mms.limitingEntry
mms.currentEntries
mms.occurenceTime
mms.additionalDetail element
mms.entryForm
mms.data_element

mms.event element
mms.listOfVariables_item_element

mms.variableTag
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eth.padding

eth.trailer

eth.fcs

eth.fcs.status

eth.dst.lg

eth.dst.ig

eth.src.lg

eth.src.ig

eth.lg

eth.ig

eth.invalid lentype.expert
eth.src_not group

eth.fcs bad

eth.len.past end
eth.padding bad

goose.appid

goose.length

goose.reservel
goose.reservel.s_bit
goose.reserve2

goose.float value
goose.gseMngtPdu_element
goose.goosePdu_element
goose.state]D
goose.requestResp
goose.requests
goose.responses
goose.getGoReference element
goose.getGOOSEElementNumber element
goose.getGsReference element
goose.getGSSEDataOffset_element

goose.gseMngtNotSupported element

mms.valueSpecification
mms.annotation
mms.sourceFileServer element
mms.sourceFile

mms.destinationFile
mms.initialPosition

mms.frsmID

mms.fileAttributes element
mms.fileData

mms.currentFileName
mms.newFileName
mms.fileSpecification
mmis.fileDirectory-Request continueAfter
mms.listOfDirectoryEntry
mms.DirectoryEntry element
mms.filename

mms.sizeOfFile

mms.lastModified
mms.ParameterSupportOptions.str1
mms.ParameterSupportOptions.str2
mms.ParameterSupportOptions.vnam
mms.ParameterSupportOptions.valt
mms.ParameterSupportOptions.vadr
mms.ParameterSupportOptions.vsca
mms.ParameterSupportOptions.tpy
mms.ParameterSupportOptions.vlis
mms.ParameterSupportOptions.real
mms.ParameterSupportOptions.spare.bit9
mms.ParameterSupportOptions.cei
mms.ServiceSupportOptions.status
mms.ServiceSupportOptions.getNameList

mms.ServiceSupportOptions.identify
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goose.ident mms.ServiceSupportOptions.rename

goose.getReferenceRequest.offset mms.ServiceSupportOptions.read

goose.offset_item mms.ServiceSupportOptions.write

goose.references mms.ServiceSupportOptions.getVariableAccessAttributes
goose.references item mms.ServiceSupportOptions.defineNamedVariable
goose.confRev mms.ServiceSupportOptions.defineScatteredAccess
goose.posNeg mms.ServiceSupportOptions.getScattered AccessAttributes
goose.responsePositive element mms.ServiceSupportOptions.deleteVariableAccess
goose.datSet mms.ServiceSupportOptions.defineNamed VariableList
goose.result mms.ServiceSupportOptions.getNamedVariableListAttributes
goose.RequestResults mms.ServiceSupportOptions.deleteNamedVariableList
goose.responseNegative mms.ServiceSupportOptions.defineNamed Type
goose.offset mms.ServiceSupportOptions.getNamedTypeAttributes
goose.reference mms.ServiceSupportOptions.deleteNamed Type
£200se.error mms.ServiceSupportOptions.input

goose.gocbRef mms.ServiceSupportOptions.output
goose.timeAllowedtoLive mmis.ServiceSupportOptions.takeControl

goose.golD mms.ServiceSupportOptions.relinquishControl

goose.t mms.ServiceSupportOptions.defineSemaphore
goose.stNum mms.ServiceSupportOptions.deleteSemaphore
goose.sqNum mms.ServiceSupportOptions.reportSemaphoreStatus
goose.simulation mms.ServiceSupportOptions.reportPoolSemaphoreStatus
goose.ndsCom mms.ServiceSupportOptions.reportSemaphoreEntryStatus
goose.numDatSetEntries mms.ServiceSupportOptions.initiateDownloadSequence
goose.allData mms.ServiceSupportOptions.downloadSegment
goose.Data mms.ServiceSupportOptions.terminateDownloadSequence
goose.array mms.ServiceSupportOptions.initiateUploadSequence
goose.structure mms.ServiceSupportOptions.uploadSegment
goose.boolean mms.ServiceSupportOptions.terminateUploadSequence
goose.bit string mms.ServiceSupportOptions.requestDomainDownload
goose.integer mms.ServiceSupportOptions.requestDomainUpload
goose.unsigned mms.ServiceSupportOptions.loadDomainContent

141



goose.floating point
goose.real
goose.octet_string
goose.visible string
goose.binary time
goose.bed
goose.booleanArray
goose.objld
goose.mMSString
goose.utc time
goose.malformed.utctime
goose.zero pdu
goose.invalid sim
sv.appid

sv.length

sv.reservel

sv.reservel.s bit
sv.reserve2

sv.meas_value
sv.meas_quality
sv.meas_quality.validity
sv.meas_quality.overflow
sv.meas_quality.outofrange
sv.meas_quality.badreference
sv.meas_quality.oscillatory
sv.meas_quality.failure
sv.meas_quality.olddata
sv.meas_quality.inconsistent
sv.meas_quality.inaccurate
sv.meas_quality.source
sv.meas_quality.test

sv.meas_quality.operatorblocked

mms.ServiceSupportOptions.storeDomainContent
mms.ServiceSupportOptions.deleteDomain
mms.ServiceSupportOptions.getDomainAttributes
mms.ServiceSupportOptions.createProgramInvocation
mms.ServiceSupportOptions.deleteProgramInvocation
mms.ServiceSupportOptions.start
mms.ServiceSupportOptions.stop
mms.ServiceSupportOptions.resume
mms.ServiceSupportOptions.reset
mms.ServiceSupportOptions.kill
mms.ServiceSupportOptions.getProgramInvocationAttributes
mms.ServiceSupportOptions.obtainFile
mms.ServiceSupportOptions.defineEventCondition
mms.ServiceSupportOptions.deleteEventCondition
mms.ServiceSupportOptions.getEventConditionAttributes
mms.ServiceSupportOptions.reportEventConditionStatus
mms.ServiceSupportOptions.alterEventConditionMonitoring
mms.ServiceSupportOptions.triggerEvent
mms.ServiceSupportOptions.defineEventAction
mms.ServiceSupportOptions.deleteEventAction
mms.ServiceSupportOptions.getEventActionAttributes
mms.ServiceSupportOptions.reportActionStatus
mms.ServiceSupportOptions.defineEventEnrollment
mms.ServiceSupportOptions.deleteEventEnrollment
mms.ServiceSupportOptions.alterEventEnrollment
mms.ServiceSupportOptions.reportEventEnrollmentStatus
mms.ServiceSupportOptions.getEventEnrollmentAttributes
mms.ServiceSupportOptions.acknowledgeEventNotification
mms.ServiceSupportOptions.getAlarmSummary
mms.ServiceSupportOptions.getAlarmEnrollmentSummary
mms.ServiceSupportOptions.readJournal

mms.ServiceSupportOptions.writeJournal
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sv.meas quality.derived
sv.gmidentity

sv.gmidentity manuf

sv.savPdu element

sv.noASDU

sv.seqASDU

sv.ASDU element

sv.sviD

sv.datSet

sv.smpCnt

sv.confRev

sv.refrTm

sv.smpSynch

sv.smpRate

sv.seqData

sv.smpMod

sv.gmidData
sv.malformed.utctime
sv.zero_pdu
sv.malformed.gmidentity

ip.src

ip.dst

tep.sreport

tep.dstport

tep.seq

tep.ack

mms.confirmed RequestPDU element
mms.confirmed ResponsePDU_element
mms.confirmed ErrorPDU_element
mms.unconfirmed PDU element
mms.rejectPDU_element

mms.cancel RequestPDU

mms.ServiceSupportOptions.initializeJournal
mms.ServiceSupportOptions.reportJournalStatus
mms.ServiceSupportOptions.createJournal
mms.ServiceSupportOptions.deleteJournal
mms.ServiceSupportOptions.getCapabilityList
mms.ServiceSupportOptions.fileOpen
mms.ServiceSupportOptions.fileRead
mms.ServiceSupportOptions.fileClose
mms.ServiceSupportOptions.fileRename
mms.ServiceSupportOptions.fileDelete
mms.ServiceSupportOptions.fileDirectory
mms.ServiceSupportOptions.unsolicitedStatus
mms.ServiceSupportOptions.informationReport
mms.ServiceSupportOptions.eventNotification
mms.ServiceSupportOptions.attachToEventCondition
mms.ServiceSupportOptions.attachToSemaphore
mms.ServiceSupportOptions.conclude
mms.ServiceSupportOptions.cancel

mms. Transitions.idle.to.disabled
mms.Transitions.active.to.disabled

mms. Transitions.disabled.to.idle

mms. Transitions.active.to.idle

mms. Transitions.disabled.to.active

mms. Transitions.idle.to.active
mms.Transitions.any.to.deleted
mms.malformed.timeofday encoding
mms.malformed.utctime

mms.zero_pdu

ptp.versionptp

ptp.versionnetwork

ptp.subdomain

ptp.messagetype
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mms.cancel ResponsePDU
mms.cancel ErrorPDU element
mms.initiateRequestPDU_element
mms.initiate ResponsePDU element
mms.initiate ErrorPDU element

mms.conclude RequestPDU element

mms.conclude ResponsePDU element

mms.conclude ErrorPDU element
mms.invokelD
mms.listOfModifier
mms.Modifier
mms.confirmedServiceRequest
mms.cs request detail
mms.unconfirmedService
mms.confirmedServiceResponse
mms.modifierPosition
mms.serviceError element
mms.informationReport element
mms.unsolicitedStatus_element

mms.eventNotification element

mms.attach To Event Condition element

mms.attach_To Semaphore element
mms.status

mms.getNameList element
mms.identify element
mms.rename_element

mms.read element
mms.write_element
mms.getVariableAccessAttributes
mms.defineNamedVariable element
mms.defineScatteredAccess_element

mms.getScattered AccessAttributes

ptp.sourcecommunicationtechnology
ptp.sourceuuid

ptp.sourceportid

ptp.sequenceid

ptp.controlfield

ptp.flags

ptp.flags.li61

ptp.flags.1i59
ptp.flags.boundary clock
ptp.flags.assist

ptp.flags.ext sync
ptp.flags.parent_stats

ptp.flags.sync burst
ptp.sdr.origintimestamp
ptp.sdr.origintimestamp _seconds
ptp.sdr.origintimestamp nanoseconds
ptp.sdr.epochnumber

ptp.sdr.currentutcoffset

ptp.sdr.grandmastercommunicationtechnology

ptp.sdr.grandmasterclockuuid
ptp.sdr.grandmasterportid
ptp.sdr.grandmastersequenceid
ptp.sdr.grandmasterclockstratum
ptp.sdr.grandmasterclockidentifier
ptp.sdr.grandmasterclockvariance
ptp.sdr.grandmasterpreferred
ptp.sdr.grandmasterisboundaryclock
ptp.sdr.syncinterval
ptp.sdr.localclockvariance
ptp.sdr.localstepsremoved
ptp.sdr.localclockstratum

ptp.sdr.localclockidentifier
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mms.deleteVariableAccess element
mms.defineNamedVariableList element
mms.getNamedVariableListAttributes
mms.deleteNamedVariableList element
mms.defineNamedType element
mms.getNamedTypeAttributes
mms.deleteNamedType element
mms.input element
mms.output_element

mms.takeControl element
mms.relinquishControl element
mms.defineSemaphore element
mms.deleteSemaphore

mms.reportSemaphoreStatus

mms.reportPoolSemaphoreStatus element

mms.reportSemaphoreEntryStatus element

mms.initiateDownloadSequence element

mms.downloadSegment

mms.terminateDownloadSequence element

mms.initiateUploadSequence
mms.uploadSegment
mms.terminateUploadSequence
mms.requestDomainDownload_element
mms.requestDomainUpload element
mms.loadDomainContent_element
mms.storeDomainContent_element
mms.deleteDomain
mms.getDomainAttributes
mms.createProgramInvocation_element
mms.deleteProgramInvocation
mms.start_element

mms.stop_element

ptp.sdr.parentcommunicationtechnology
ptp.sdr.parentuuid

ptp.sdr.parentportfield
ptp.sdr.estimatedmastervariance
ptp.sdr.estimatedmasterdrift
ptp.sdr.utcreasonable
ptp.fu.associatedsequenceid
ptp.fu.preciseorigintimestamp
ptp.fu.preciseorigintimestamp_seconds
ptp.fu.preciseorigintimestamp nanoseconds
ptp.dr.delayreceipttimestamp
ptp.dr.delayreceipttimestamp_seconds
ptp.dr.delayreceipttimestamp nanoseconds
ptp.dr.requestingsourcecommunicationtechnology
ptp.dr.requestingsourceuuid
ptp.dr.requestingsourceportid
ptp.dr.requestingsourcesequenceid
ptp.mm.targetcommunicationtechnology
ptp.mm.targetuuid

ptp.mm.targetportid
ptp.mm.startingboundaryhops
ptp.mm.boundaryhops
ptp.mm.managementmessagekey

ptp.mm.parameterlength

ptp.mm.clock.identity.clockcommunicationtechnology

ptp.mm.clock.identity.clockuuidfield
ptp.mm.clock.identity.clockportfield
ptp.mm.clock.identity. manufactureridentity
ptp.mm.initialize.clock.initialisationkey
ptp.v2.sig.oe.cern.wr.calPeriod
ptp.v2.mm.boundaryhops

ptp.v2.mm.action
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mms.resume_element

mms.reset element

mms.kill element
mms.getProgramInvocationAttributes
mms.obtainFile element
mms.defineEventCondition_element
mms.confirmedServiceRequest.deleteEventCondition
mms.getEventConditionAttributes
mms.reportEventConditionStatus
mms.alterEventConditionMonitoring element
mms.triggerEvent element
mms.defineEventAction_element
mms.confirmedServiceRequest.deleteEventAction
mms.getEventActionAttributes
mms.reportEventActionStatus
mms.defineEventEnrollment element
mms.confirmedServiceRequest.deleteEventEnrollment
mms.alterEventEnrollment element
mms.reportEventEnrollmentStatus
mms.getEventEnrollmentAttributes_element
mms.acknowledgeEventNotification element
mms.getAlarmSummary element
mms.getAlarmEnrollmentSummary element
mms.readJournal element

mms.writeJournal _element
mms.initializeJournal element
mms.reportJournalStatus

mms.createJournal element
mms.deleteJournal element
mms.getCapabilityList element
mms.fileOpen_element

mms.fileRead

ptp.v2.mm.tlvType
ptp.v2.mm.lengthField
ptp.v2.mm.managementld
ptp.v2.mm.data
ptp.v2.mm.clockType
ptp.v2.mm.clockType.OC
ptp.v2.mm.clockType.BC
ptp.v2.mm.clockType.p2p TC
ptp.v2.mm.clockType.e2e TC
ptp.v2.mm.clockType. MM
ptp.v2.mm.clockType.reserved
ptp.v2.mm.physicalLayerProtocol
ptp.v2.mm.physicalLayerProtocol.length
ptp.v2.mm.physical AddressLength
ptp.v2.mm.physicalAddress
ptp.v2.mm.protocolAddress
ptp.v2.mm.networkProtocol
ptp.v2.mm.protocol Address.length
ptp.v2.mm.manufacturerldentity
ptp.v2.mm.reserved
ptp.v2.mm.productDescription
ptp.v2.mm.productDescription.length
ptp.v2.mm.revisionData
ptp.v2.mm.revisionData.length
ptp.v2.mm.userDescription
ptp.v2.mm.userDescription.length
ptp.v2.mm.profileldentity
ptp.v2.mm.pad
ptp.v2.mm.initializationKey
ptp.v2.mm.numberOfFaultRecords
ptp.v2.mm.faultRecordLength

ptp.v2.mm.severityCode

146



mms.fileClose

mms.fileRename element

mms.fileDelete

mms.fileDirectory element

mms.foo

mms.status_element

mms.write
mms.getVariableAccessAttributes element
mms.getScatteredAccessAttributes_element
mms.getNamedVariableListAttributes element
mms.getNamedTypeAttributes element
mms.input

mms.takeControl

mms.deleteSemaphore element
mms.reportSemaphoreStatus _element
mms.downloadSegment element
mms.initiateUploadSequence element
mms.uploadSegment element
mms.terminateUploadSequence element
mms.requestDomainDownLoad_element
mms.deleteDomain_element
mms.getDomainAttributes_element
mms.deleteProgramInvocation_element
mms.getProgramInvocationAttributes_element
mms.confirmedServiceResponse.deleteEventCondition
mms.getEventConditionAttributes_element
mms.reportEventConditionStatus_element
mms.deleteEventAction
mms.getEventActionAttributes_element
mms.reportActionStatus
mms.confirmedServiceResponse.deleteEventEnrollment

mms.reportEventEnrollmentStatus_element

ptp.v2.mm.faultName
ptp.v2.mm.faultName.length
ptp.v2.mm.faultValue
ptp.v2.mm.faultValue.length
ptp.v2.mm.faultDescription
ptp.v2.mm.faultDescription.length
ptp.v2.mm.faultTime.seconds
ptp.v2.mm.faultTime.nanoseconds
ptp.v2.mm.currentTime.seconds
ptp.v2.mm.currentTime.nanoseconds
ptp.v2.mm.clockaccuracy
ptp.v2.mm.priority
ptp.v2.mm.priority2
ptp.v2.mm.SlavOnly
ptp.v2.mm.twoStep
ptp.v2.mm.numberPorts
ptp.v2.mm.clockclass
ptp.v2.mm.clockvariance
ptp.v2.mm.clockidentity
ptp.v2.mm.domainNumber
ptp.v2.mm.stepsRemoved
ptp.v2.mm.parentclockidentity
ptp.v2.mm.parentsourceportid

ptp.v2.mm.parentstats

ptp.v2.mm.observedParentOffsetScaledLogVariance

ptp.v2.mm.observedParentClockPhaseChangeRate

ptp.v2.mm.grandmasterPriority 1
ptp.v2.mm.grandmasterPriority2
ptp.v2.mm.grandmasterclockclass
ptp.v2.mm.grandmasterclockaccuracy
ptp.v2.mm.grandmasterclockvariance

ptp.v2.mm.grandmasterclockidentity
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mms.initializeJournal
mms.reportJournalStatus element
mms.fileRead element

mms.fileClose element

mms.fileDelete element
mms.FileName item

mms.vind_specific

mms.domain specific element
mms.domainld

mms.itemld

mms.aa specific

mms.ap_title

mms.ap invocation id

mms.ae qualifier

mms.ae_invocation_id
mms.localDetailCalling
mms.proposedMaxServOutstandingCalling
mms.proposedMaxServOutstandingCalled
mms.proposedDataStructureNestingLevel
mms.mmsInitRequestDetail element
mms.proposed VersionNumber
mms.proposedParameterCBB
mms.servicesSupportedCalling
mms.localDetailCalled
mms.negociatedMaxServOutstandingCalling
mms.negociatedMaxServOutstandingCalled
mms.negociatedDataStructureNestingLevel
mms.mmsInitResponseDetail element
mms.negociatedVersionNumber
mms.negociatedParameterCBB
mms.servicesSupportedCalled

mms.originallnvokeID

ptp.v2.mm.currentutcoffset
ptp.v2.mm.li61

ptp.v2.mm.li59
ptp.v2.mm.CurrentUTCOffsetValid
ptp.v2.mm.ptptimescale
ptp.v2.mm.timeTraceable
ptp.v2.mm.frequencyTraceable
ptp.v2.mm.timesource
ptp.v2.mm.offset.ns
ptp.v2.mm.offset.subns
ptp.v2.mm.pathDelay.ns
ptp.v2.mm.pathDelay.subns
ptp.v2.mm.PortNumber
ptp.v2.mm.portState
ptp.v2.mm.logMinDelayReqInterval
ptp.v2.mm.peerMeanPathDelay.ns
ptp.v2.mm.peerMeanPathDelay.subns
ptp.v2.mm.logAnnouncelnterval
ptp.v2.mm.announceReceiptTimeout
ptp.v2.mm.logSynclnterval
ptp.v2.mm.delayMechanism
ptp.v2.mm.logMinPdelayReqInterval
ptp.v2.mm.versionNumber
ptp.v2.mm.primaryDomain
ptp.v2.mm.faultyFlag
ptp.v2.mm.managementErrorld
ptp.v2.mm.displayData
ptp.v2.mm.displayData.length
ptp.v2.mm.unicastEnable
ptp.v2.mm.pathTraceEnable
ptp.v2.mm.keyField

ptp.v2.mm.displayName
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mms.errorClass
mms.vind_state
mms.application_reference
mms.definition
mms.resource

mms.service

mms.service preempt
mms.time resolution
mms.access

mms.initiate
mms.conclude

mms.cancel

mms.file

mms.others
mms.additionalCode
mms.additionalDescription
mms.serviceSpecificInformation
mms.obtainFile

mms.start

mms.stop

mms.resume

mms.reset
mms.deleteVariableAccess
mms.deleteNamed VariableList

mms.deleteNamedType

mms.defineEventEnrollment Error

mms.fileRename
mms.additionalService
mms.changeAccessControl
mms.defineEcl
mms.addECLReference

mms.removeECLReference

ptp.v2.mm.displayName.length
ptp.v2.mm.maxKey
ptp.v2.mm.currentOffset
ptp.v2.mm.jumpSeconds
ptp.v2.mm.nextjumpSeconds
ptp.v2.mm.numberOfAlternateMasters
ptp.v2.mm.AlternateMulticastSyncInterval
ptp.v2.mm.transmitAlternateMulticastSync
ptp.v2.oe.smpte.SubType
ptp.v2.0e.smpte.data
ptp.v2.oe.smpte.defaultsystemframerate
ptp.v2.oe.smpte.defaultsystemframerate. numerator
ptp.v2.0e.smpte.defaultsystemframerate.denominator
ptp.v2.0e.smpte.masterlockingstatus
ptp.v2.oe.smpte.timeaddressflags
ptp.v2.oe.smpte.timeaddressflags.drop
ptp.v2.0e.smpte.timeaddressflags.color
ptp.v2.oe.smpte.currentlocaloffset
ptp.v2.0e.smpte.jumpseconds
ptp.v2.oe.smpte.timeofnextjump
ptp.v2.oe.smpte.timeofnextjam
ptp.v2.oe.smpte.timeofpreviousjam
ptp.v2.oe.smpte.previousjamlocaloffset
ptp.v2.oe.smpte.daylightsaving
ptp.v2.oe.smpte.daylightsaving.current
ptp.v2.oe.smpte.daylightsaving.next
ptp.v2.oe.smpte.daylightsaving.previous
ptp.v2.oe.smpte.leapsecondjump
ptp.v2.msg_len too large
ptp.v2.msg len too small

Label

ptp.mm.set.subdomain.subdomainname
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mms.initiateUC
mms.startUC element
mms.stopUC_element
mms.deleteUC
mms.loadUCFromFile
mms.eventCondition
mms.eventConditionList
mms.domain
mms.programInvocation
mms.programInvocationName
mms.programInvocationState
mms.none_element
mms.rejectReason
mms.confirmed requestPDU
mms.confirmed responsePDU
mms.confirmed errorPDU
mms.unconfirmedPDU
mms.pdu_error
mms.cancel_requestPDU
mms.cancel_responsePDU
mms.cancel errorPDU
mms.conclude requestPDU
mms.conclude responsePDU
mms.conclude errorPDU
mms.vmdLogicalStatus
mms.vmdPhysicalStatus
mms.localDetail
mms.extendedObjectClass
mms.objectClass
mms.objectScope
mms.vimdSpecific_element

mms.domainSpecific

ptp.mm.default.data.set.clockcommunicationtechnology
ptp.mm.default.data.set.clockuuidfield
ptp.mm.default.data.set.clockportfield
ptp.mm.default.data.set.clockstratum
ptp.mm.default.data.set.clockidentifier
ptp.mm.default.data.set.clockvariance
ptp.mm.default.data.set.clockfollowupcapable
ptp.mm.default.data.set.preferred
ptp.mm.default.data.set.initializable
ptp.mm.default.data.set.externaltiming
ptp.mm.default.data.set.isboundaryclock
ptp.mm.default.data.set.syncinterval
ptp.mm.default.data.set.subdomainname
ptp.mm.default.data.set.numberports
ptp.mm.default.data.set.numberforeignrecords
ptp.mm.update.default.data.set.clockstratum
ptp.mm.update.default.data.set.clockidentifier
ptp.mm.update.default.data.set.clockvariance
ptp.mm.update.default.data.set.preferred
ptp.mm.update.default.data.set.syncinterval
ptp.mm.update.default.data.set.subdomainname
ptp.mm.current.data.set.stepsremoved
ptp.mm.current.data.set.offsetfrommaster
ptp.mm.current.data.set.offsetfrommasterseconds
ptp.mm.current.data.set.offsetfrommasternanoseconds
ptp.mm.current.data.set.onewaydelay
ptp.mm.current.data.set.onewaydelayseconds
ptp.mm.current.data.set.onewaydelaynanoseconds
ptp.mm.parent.data.set.parentcommunicationtechnology
ptp.mm.parent.data.set.parentuuid
ptp.mm.parent.data.set.parentportid

ptp.mm.parent.data.set.parentlastsyncsequencenumber
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mms.aaSpecific element
mms.getNameList-Request continueAfter
mms.listOfldentifier
mms.Identifier

mms.moreFollows
mms.vendorName
mms.modelName

mms.revision
mms.listOfAbstractSyntaxes
mms.listOfAbstractSyntaxes item
mms.currentName
mms.newldentifier
mms.getCapabilityList-Request continueAfter
mms.listOfCapabilities
mms.listOfCapabilities item
mms.domainName

mms.sharable

mms.loadData

mms.non_coded
mms.coded_element

mms.discard element
mms.ulsmID

mms.fileName

mms.thirdParty element
mms.filenName
mms.getDomainAttributes-Response_state
mms.mmsDeletable
mms.listOfProgramInvocations
mms.uploadInProgress
mms.listOfDomainName
mms.reusable

mms.monitorType

ptp.mm.parent.data.set.parentfollowupcapable
ptp.mm.parent.data.set.parentexternaltiming
ptp.mm.parent.data.set.parentvariance
ptp.mm.parent.data.set.parentstats
ptp.mm.parent.data.set.observedvariance
ptp.mm.parent.data.set.observeddrift

ptp.mm.parent.data.set.utcreasonable

ptp.mm.parent.data.set.grandmastercommunicationtechnology

ptp.mm.parent.data.set.grandmasteruuidfield
ptp.mm.parent.data.set.grandmasterportidfield
ptp.mm.parent.data.set.grandmasterstratum
ptp.mm.parent.data.set.grandmasteridentifier
ptp.mm.parent.data.set.grandmastervariance
ptp.mm.parent.data.set.grandmasterpreferred
ptp.mm.parent.data.set.grandmasterisboundaryclock
ptp.mm.parent.data.set.grandmastersequencenumber
ptp.mm.port.data.set.returnedportnumber
ptp.mm.port.data.set.portstate
ptp.mm.port.data.set.lastsynceventsequencenumber
ptp.mm.port.data.set.lastgeneraleventsequencenumber
ptp.mm.port.data.set.portcommunicationtechnology
ptp.mm.port.data.set.portuuidfield
ptp.mm.port.data.set.portidfield
ptp.mm.port.data.set.burstenabled
ptp.mm.port.data.set.subdomainaddressoctets
ptp.mm.port.data.set.eventportaddressoctets
ptp.mm.port.data.set.generalportaddressoctets
ptp.mm.port.data.set.subdomainaddress
ptp.mm.port.data.set.eventportaddress
ptp.mm.port.data.set.generalportaddress
ptp.mm.global.time.data.set.localtime

ptp.mm.global.time.data.set.localtimeseconds
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mms.executionArgument

mms.simpleString

mms.encodedString_element
mms.getProgramInvocationAttributes-Response state
mms.listOfDomainNames

mms.monitor

mms.startArgument

mms.typeName

mms.array element

mms.packed

mms.numberOfElements

mms.elementType

mms.structure element
mms.components
mms.components item element
mms.componentName
mms.componentType
mms.boolean_element
mms.typeSpecification_bit-string
mms.integer

mms.unsigned
mms.typeSpecification.octet-string
mms.typeSpecification.visible-string
mms.generalized _time element
mms.typeSpecification.binary-time
mms.bed

mms.objld_element
mms.AlternateAccess_item
mms.unnamed
mms.named_element

mms.accesst

ptp.mm.global.time.data.set.localtimenanoseconds
ptp.mm.global.time.data.set.currentutcoffset
ptp.mm.global.time.data.set.leapS9
ptp.mm.global.time.data.set.leap61
ptp.mm.global.time.data.set.epochnumber
ptp.mm.update.global.time.properties.currentutcoffset
ptp.mm.update.global.time.properties.leap59
ptp.mm.update.global.time.properties.leap61
ptp.mm.get.foreign.data.set.recordkey
ptp.mm.foreign.data.set.returnedportnumber
ptp.mm.foreign.data.set.returnedrecordnumber
ptp.mm.foreign.data.set. foreignmastercommunicationtechnolog
y
ptp.mm.foreign.data.set.foreignmasteruuidfield
ptp.mm.foreign.data.set.foreignmasterportidfield
ptp.mm.foreign.data.set.foreignmastersyncs
ptp.mm.set.sync.interval.syncinterval
ptp.mm.set.time.localtime
ptp.mm.set.time.localtimeseconds
ptp.mm.set.time.localtimenanoseconds
ptp.v2.majorsdoid

ptp.v2.messagetype

ptp.v2.minorversionptp

ptp.v2.versionptp

ptp.v2.messagelength

ptp.v2.minorsdoid

ptp.v2.domainnumber

ptp.v2.flags

ptp.v2.flags.alternatemaster

ptp.v2.flags.twostep

ptp.v2.flags.unicast

ptp.v2.flags.specificl
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mms.selectAlternateAccess element
mms.accessSelection
mms.component

mms.index

mms.indexRange element
mms.lowIndex
mms.allElements element
mms.alternateAccess
mms.selectAccess
mms.nmberOfElements
mms.specificationWithResult
mms.variableAccessSpecificatn
mms.listOfAccessResult
mms.AccessResult
mms.listOfData

mms.Data

mms.Write Response item
mms.failure
mms.success_element
mms.variableAccessSpecification
mms.name

mms.address
mms.typeSpecification
mms.variableName
mms.scattered AccessName
mms.scatteredAccessDescription
mms.scopeOfDelete
mms.listOfName
mms.ObjectName
mms.numberMatched
mms.numberDeleted

mms.variableListName

ptp.v2.flags.specific2
ptp.v2.flags.security
ptp.v2.flags.li61

ptp.v2.flags.1i59
ptp.v2.flags.utcreasonable
ptp.v2.flags.timescale
ptp.v2.flags.timetraceable
ptp.v2.flags.frequencytraceable
ptp.v2.flags.synchronizationUncertain
ptp.v2.messagetypespecific
ptp.v2.correction.ns
ptp.v2.correction.subns
ptp.v2.clockidentity
ptp.v2.clockidentity manuf
ptp.v2.sourceportid
ptp.v2.sequenceid
ptp.v2.controlfield
ptp.v2.logmessageperiod
ptp.v2.an.origintimestamp.seconds
ptp.v2.an.origintimestamp.nanoseconds
ptp.v2.an.origincurrentutcoffset
ptp.v2.timesource
ptp.v2.an.localstepsremoved
ptp.v2.an.grandmasterclockidentity
ptp.v2.an.grandmasterclockclass
ptp.v2.an.grandmasterclockaccuracy
ptp.v2.an.grandmasterclockvariance
ptp.v2.an.priorityl
ptp.v2.an.priority2
ptp.v2.an.tlvType
ptp.v2.an.lengthField

ptp.v2.an.oe.organizationld
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mms.listOfVariable
mms.listOfVariable item element
mms.variableSpecification
mms.listOfVariableListName
mms.listOfTypeName
mms.success

mms.array

mms.structure

mms.boolean

mms.data bit-string
mms.floating point
mms.data.octet-string
mms.data.visible-string
mms.data.binary-time
mms.booleanArray
mms.objld

mms.mMSString

mms.utc_time

mms.ScatteredAccessDescription_item_element

mms.variableDescription_element
mms.invalidated element
mms.numericAddress
mms.symbolicAddress
mms.unconstrained Address
mms.semaphoreName
mms.namedToken

mms.priority
mms.acceptableDelay
mms.control TimeOut
mms.abortOnTimeOut
mms.relinquishIfConnectionLost

mms.applicationToPreempt _element

ptp.v2.an.oe.organizationSubType
ptp.v2.an.oe.dataField
ptp.v2.an.oe.cern.wr.wrMessagelD
ptp.v2.an.oe.cern.wr.wrFlags
ptp.v2.an.oe.cern.wr.wrFlags. wrConfig
ptp.v2.an.oe.cern.wr.wrFlags.calibrated
ptp.v2.an.oe.cern.wr.wrFlags.wrModeOn
ptp.v2.an.oe.grandmasterID
ptp.v2.an.oe.grandmasterTimelnaccuracy
ptp.v2.an.oe.network Timelnaccuracy
ptp.v2.an.oe.reserved

ptp.v2.an.oe.total TimeInaccuracy
ptp.v2.an.atoi.keyField
ptp.v2.an.atoi.currentOffset
ptp.v2.an.atoi.jumpSeconds
ptp.v2.an.atoi.timeOfNextJump
ptp.v2.an.atoi.displayName
ptp.v2.an.atoi.displayName.length
ptp.v2.an.pathsequence
ptp.v2.an.tlv.data
ptp.v2.sdr.origintimestamp.seconds
ptp.v2.sdr.origintimestamp.nanoseconds
ptp.v2.fu.preciseorigintimestamp.seconds
ptp.v2.fu.preciseorigintimestamp.nanoseconds
ptp.v2.fu.preciseorigintimestamp.32bit
ptp.as.fu.tlvType

ptp.as.fu.lengthField
ptp.as.fu.organizationld
ptp.as.fu.organizationSubType
ptp.as.fu.cumulativeScaledRateOffset
ptp.as.fu.gmTimeBaselndicator

ptp.as.fu.lastGmPhaseChange
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mms.noResult element
mms.numbersOfTokens
mms.class
mms.numberOfTokens
mms.numberOfOwnedTokens
mms.numberOfHungTokens
mms.nameToStartAfter
mms.listOfNamedTokens
mms.listOfNamedTokens item
mms.freeNamedToken
mms.ownedNamedToken
mms.hungNamedToken
mms.reportSemaphoreEntryStatus-Request state
mms.entryldToStartA fter
mms.listOfSemaphoreEntry
mms.SemaphoreEntry element
mms.entryld

mms.entryClass
mms.applicationReference element
mms.remainingTimeOut
mms.operatorStationName
mms.echo
mms.listOfPromptData
mms.listOfPromptData_item
mms.inputTimeOut
mms.listOfOutputData
mms.listOfOutputData item
mms.eventConditionName
mms.prio_rity

mms.severity
mms.alarmSummaryReports

mms.monitoredVariable

ptp.as.fu.scaledLastGmFreqChange
ptp.v2.dr.receivetimestamp.seconds
ptp.v2.dr.receivetimestamp.nanoseconds
ptp.v2.dr.requestingsourceportidentity
ptp.v2.dr.requestingsourceportid
ptp.v2.pdrq.origintimestamp.seconds
ptp.v2.pdrg.origintimestamp.nanoseconds
ptp.v2.pdrs.requestreceipttimestamp.seconds
ptp.v2.pdrs.requestreceipttimestamp.nanoseconds
ptp.v2.pdrs.requestingportidentity
ptp.v2.pdrs.requestingsourceportid
ptp.v2.pdfu.responseorigintimestamp.seconds
ptp.v2.pdfu.responseorigintimestamp.nanoseconds
ptp.v2.pdfu.requestingportidentity
ptp.v2.pdfu.requestingsourceportid
ptp.v2.sig.targetportidentity
ptp.v2.sig.targetportid

ptp.v2.sig.tlv.tlvType
ptp.v2.sig.tlv.lengthField

ptp.v2.sig.tlv.data
ptp.v2.sig.tlv.messageType
ptp.v2.sig.tlv.logInterMessagePeriod
ptp.v2.sig.tlv.logInterMessagePeriod.period
ptp.v2.sig.tlv.logInterMessagePeriod.rate
ptp.v2.sig.tlv.durationField
ptp.v2.sig.tlv.renewallnvited
ptp.v2.sig.oe.organizationSubType
ptp.v2.sig.oe.cern.wr.wrMessagelD
ptp.v2.sig.oe.cern.wr.calSendPattern
ptp.v2.sig.oe.cern.wr.calRety
ptp.v2.sig.oe.cern.wr.deltaTx

ptp.v2.sig.oe.cern.wr.deltaRx
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mms.evaluationInterval
mms.specific
mms.aa_specific_element
mms.vind element
mms.variableReference
mms.undefined_element
mms.currentState
mms.numberOfEventEnrollments
mms.enabled
mms.timeOfLastTransitionToActive
mms.timeOfLastTransitionToldle
mms.eventActionName
mms.eventEnrollmentName
mms.eventConditionTransition
mms.alarmAcknowledgementRule
mms.clientApplication element
mms.ec

mms.ca

ptp.as.sig.tlvType

ptp.as.sig.lengthField
ptp.as.sig.tlv.organizationld
ptp.as.sig.tlv.organizationSubType
ptp.as.sig.tlv.linkdelayinterval
ptp.as.sig.tlv.timesyncinterval
ptp.as.sig.tlv.announceinterval
ptp.as.sig.tlv.flags
ptp.as.sig.tlv.flags.rateratio
ptp.as.sig.tlv.flags.meanlinkdelay
ptp.as.sig.tlv.flags.stepreceivecapable
ptp.as.sig.tlv.gptpcapablemessageinterval
ptp.as.sig.tlv.interfaceBitPeriod
ptp.as.sig.tlv.numberBitsBefore Timestamp
ptp.as.sig.tlv.numberBitsAfterTimestamp
ptp.v2.mm.targetportidentity
ptp.v2.mm.targetportid

ptp.v2.mm.startingboundaryhops

A-4 IEC 104 Results

Results for CNN:

Mean Accuracy (Train/Test): 1.e000 / ©.9977
Mean Fl-score (Train/Test): 1.0000 / ©.9988
Mean Precision: 1.0000

Mean Recall: 0.9977

Mean Fl-score Delta: 0.8012

Mean Accuracy Delta: 0.0023

standard Deviation: [0.0, ©.002897822144464662,
Mean ROC AUC: ©.9998

Mean FPR: ©.8008, Mean TPR: 8.9977
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Results for RNN:

Mean Accuracy (Train/Test): ©.8970 / 0.7941

Mean Fl1-score (Train/Test): ©.7970 / 0.7970

Mean Precision: ©.83000

Mean Recall: ©.7946

Mean Fl-score Delta: 6.0017

Mean Accuracy Delta: ©.1038

Standard Deviation: [6.198511251?8224824, 0.39667670255591486,
Mean ROC AUC: ©.9998

Mean FPR: ©.0837, Mean TPR: ©.7948

Results for LSTM:

Mean Accuracy (Train/Test): ©.9967 / ©.9945

Mean Fl-score (Train/Test): ©.9967 / ©.9973

Mean Precision: 1.0000

Mean Recall: ©.9945

Mean F1l-score Delta: ©.0027

Mean Accuracy Delta: 0.0038

Standard Deviation: [©.005607128789148016, 0.0037463515978260467,
Mean ROC AUC: ©.9993

Mean FPR: ©.0037, Mean TPR: @.9945

Results for minilSTM:

Mean Accuracy (Train/Test): 0.9767 [/ ©.9625

Mean Fl-score (Train/Test): 0.9750 [/ ©.9797

Mean Precision: 1.0000

Mean Recall: 8.9625

Mean Fl-score Delta: @.0062

Mean Accuracy Delta: 0.0150

Standard Deviation: [9.934914621283?362, 9.8651/816958345569,
Mean ROC AUC: ©.9867

Mean FPR: 0.0856, Mean TPR: 8.9625
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Results for miniGRU:

Mean Accuracy (Train/Test): ©.9992 / 0.9963

Mean Fl-score (Train/Test): ©.9992 / ©.9981

Mean Precision: 1.0000

Mean Recall: ©.9963

Mean Fl-score Delta: ©.0018

Mean Accuracy Delta: 0.0032

standard Deviation: [8.98174948?496566354, 0.0027884044805297236,
Mean ROC AUC: ©.9996

Mean FPR: ©.0000, Mean TPR: ©.9963

Results for GRU:

Mean Accuracy (Train/Test): ©.9997 / ©.9962
Mean Fl-score (Train/Test): 0.9997 / ©.9981
Mean Precision: 1.0000

Mean Recall: ©.9962

Mean Fl-score Delta: ©.0020

Mean Accuracy Delta: ©.0037

standard Deviation: [0.0008196721311475419,
Mean ROC AUC: 1.0600

Mean FPR: ©.88060, Mean TPR: 6.9962

A-5 IEC 61850 Results

Model Accuracy Precision (Weighted) Recall F1 Score ROC AUC
ANN .999985 @ 1.

CNN

RNN )

LSTM € p.99999 B.999991 0.999991

GRU @. : 1.999990 0.999998 0.999996

MinilSTM ©.999986 1.999986 ©.999986 ©.999986

MiniGRU .S ). 9¢ p ©.999998 0.999990

SiameseNN ©. Q. 8 o. 8 0.333342
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Tralning Time Prediction Time Class © Precision Recall
1212.093526 233.843789 1.000000 2.999971
25933.481267 1042 .1929806 1.000000
4715.728703 299.552221 (5
27359.696146 1772.310765 1.000000
27695.048680 957.801395 9.999999
2939.,019530 451.376664 %
3646.968111 A476.779100 (%
9849. 268466 216.124807 0.000000 0.000000

158



Class @ F1 Class 1 Precision Recall Class 1 F1
. 999985 0.999971
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Actual Labels

Actual Labels

Actual Positive

Actual Negative

Actual Positive

Actual Negative

A-6 Last Fold Confusion Matrixes IEC104

LSTM

Confusion Matrix

25000
20000
15 0
15000
-10000
109
- 5000
' -0
Predicted Positive Predicted Negative
Predicted Labels
o« .
Mini-GRU
Confusion Matrix
25000
20000
15 0
15000
- 10000
78
-5000
-0

Predicted Negative
Predicted Labels

\
Predicted Positive

Actual Labels

Actual Labels

Actual Positive

Actual Negative

Actual Positive

Actual Negative

mini-LSTM

Confusion Matrix
25000

20000
15 0

15000

- 10000

164
- 5000

Predicted Negative
Predicted Labels

\
Predicted Positive

RNN

Confusion Matrix
25000

20000
15 0

15000

-10000

354
-5000

Predicted Negative
Predicted Labels

\
Predicted Positive

A-7 Software Specification

Microsoft Visual Studio 1.101.2

Google Colab Pro+

CIC Flowmeter

Microsoft Excel

160



Wireshark 4.0.8

Notepad++

Jupyter Notebook

Python

Pickle

A100 GPU, 83.5GB System RAM, 40GB GPU RAM,
and 238.5GB Disk Space.

Windows system with AMD Ryzen 7 4800H with
Radeon Graphics, 2900Mhz, 8 Core(s), 16 Logical
Processor(s), 64GB RAM, I/O Port 0x00002000-
0x0000207F, NVIDIA GeForce GTX 1650.

A-8 Anova Test Results

Anova: Single Factor

SUMMARY
Groups Count Sum Average Variance
GRU 10 9.9926 0.99926 1.76E-07
LSTM 10 9.9619 0.99619 5.07878E-06
mini-GRU 10 9.9842 0.99842 7.44E-07
ANOVA
Source of Variation SS df MS F P-value F crit

Between Groups 5.03E-05 2 2.52E-05 12.58873104  0.000137  3.354131
Within Groups 5.4E-05 27 2E-06
Total 0.000104 29

Anova: Single Factor

SUMMARY

Groups Count Sum Average Variance

GRU 10 9.9926 0.99926 1.76E-07

LSTM 10 9.9619 0.99619 5.08E-06

mini-GRU 10 9.9842 0.99842 7.44E-07
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ANOVA

Source of Variation SS df MS F P-value F crit
Between Groups 5.03E-05 2 2.52E-05 12.58873 0.000137 3.354131
Within Groups 5.4E-05 27 2E-06
Total 0.000104 29
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