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Abstract of Praxis 

 

 

Leveraging Publicly Available Data and Prediction Models to Minimize Future 

Cyber Vulnerabilities During COTS-based System Design 

 

 Addressing cybersecurity vulnerabilities is an essential component in thwarting cyber-

attacks. Failure to apply patches and resolve vulnerabilities has contributed to many high-

profile breaches and loss of profits. To mitigate this problem, current cybersecurity 

standards advocate the use of periodic scans to detect and resolve vulnerabilities which 

requires continual patch management, a costly and time-consuming approach that occurs 

post system design and implementation. This study proposes a quantitative method to 

evaluate the cybersecurity vulnerability of similar COTS-based solutions at the onset of 

the system design phase by leveraging publicly available vulnerability data. The approach 

shifts cybersecurity consideration earlier in the system life cycle, providing decision 

makers with quantitative measures of the risks associated with product choices. Decision 

makers can utilize the information to choose designs that minimize the likelihood of future 

vulnerabilities in both number and severity, resulting in reduced sustainment costs. Unlike 

existing studies that focused on forecasting vulnerability counts, this paper emphasizes the 

use of cumulative severity scores aggregated at the solution/system level. The method is 

illustrated in this study via a hypothetical design effort involving COTS-based solutions 

for a web application system. Time series analysis was performed to select the solution 

with the lowest projected cyber vulnerability. Historical actuals were used to validate the 

forecasts, demonstrating the proposed method’s applicability. 
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Chapter 1 - Introduction 

 

 

Despite increased education, new research, processes, and tools, cybersecurity remains 

a significant challenge for companies and institutions. While 2018 saw a decrease in the 

number of system breaches from the previous year, the global average cost of a data breach 

increased that year by 6.4% to $3.86 million (Ponemon Institute, 2019). The cost of 

breaches further increased in 2019 to $3.92 million before returning to $3.86 million in 

2020 (Ponemon Institute, 2020). Breaches occur when malicious actors exploit security 

weaknesses, known as vulnerabilities, to gain unauthorized access to systems.  

In 2013, attackers exploited unpatched vulnerabilities on servers in a series of steps to 

gain access to Target’s Point of Sale (POS) system, exposing the information of up to 70 

million customers (Plachkinova & Maurer, 2018). The resultant fallout, while difficult to 

quantify, likely contributed to the 34.3% decrease in net income the year the breach was 

announced. Similarly, the failure to patch a known vulnerability was directly responsible 

for the Equifax breach in 2017 that exposed over 143 million customer records (West, 

2017). Equifax stock prices experienced a decrease of over 30% soon after the breach was 

announced. 

1.1 Limitations of Cybersecurity Tools and Practices 

 To combat cyber breaches, companies and institutions have implemented various 

intrusion detection and prevention systems (IDPSs) and have incorporated periodic 

security tests into their business rhythms. An IDPS automates the intrusion detection 

process and can be configured to take action to counter the attack when triggered.  While 

IDPSs have been effectively used by many, they are not without drawbacks. The IDPS 

needs to be calibrated with training data in order to distinguish between normal operations 
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and attacks. Attacks to the system that do not violate generally accepted usage/behavior or 

occurs via complex, multi-stage execution may not be detected (Scarfone & Mell, 2007). 

 Even if intrusion is detected by the IDPS, system administrators must take immediate 

action upon receiving notification. In the 2013 Target breach, security operations personnel 

were first warned of potential issues by their system on November 30, 2013. Unfortunately, 

Target did not act until it was later notified by the U.S. Department of Justice on December 

12, 2013, more than a week and a half later after initial detection (Plachkinova & Maurer, 

2018). Tools like IDPS are reactive solutions that operate by responding to stimulus such 

as the data traffic in attempted cyber intrusions. 

 In addition to IDPS implementation, industry recognized cybersecurity guidance from 

the National Institute of Standards and Technology (NIST) recommends periodic testing 

to detect and mitigate vulnerabilities (NIST, Joint Task Force, 2018). Periodic testing can 

be more proactive than IDPS solutions since examination of system vulnerabilities can be 

performed before the targeted system is operational or before attacks occur. Researchers 

and security practitioners have leveraged databases of known vulnerabilities to conduct 

risk assessments (Munodawafa & Awad, 2018) and secure systems by identifying and 

mitigating potential avenues of attacks (Cheminod, Durante, Seno, & Valenzano, 2017).  

 Unfortunately, like IDPS, periodic testing has its own drawbacks. Comprehensive 

testing can be expensive when large systems are involved. Likewise, detected 

vulnerabilities may be difficult and/or expensive to mitigate. While systems based on 

Commercial-Off-The-Shelf (COTS) software can potentially switch out problematic 

components with more secure replacements, this is unlikely as changing the system design 

post-implementation often involves significant rework and introduces additional 
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compatibility risks (“INCOSE,” 2015). Rather than addressing excessive system 

vulnerabilities after implementation with design changes, it is more cost effective to 

incorporate cybersecurity considerations as part of solution selection during the system 

design definition process. 

1.2 Quantitative Analysis of Cyber Vulnerability During COTS-based System 

Design 

Current system life cycle approaches lack a process that incorporates quantitative 

analysis of cyber vulnerabilities as part of the system design effort. To bridge this gap, this 

study proposes a method that leverages vulnerability forecast models during the 

preliminary design definition phase. Using publicly available data sources, system 

engineers can create prediction models with sufficient accuracy to quantitatively evaluate 

the cyber vulnerability risk of alternate COTS-based solutions and select implementations 

that reduce future cybersecurity risks. 

Unlike existing research which focuses on vulnerability counts and comparisons of 

cybersecurity risk between individual COTS software, this study examines risk aggregated 

as a solution/system using cumulative Common Vulnerability Scoring System (CVSS) 

values. The methodology employed explores the following hypotheses: 

1. Time series analysis can be applied to forecast cumulative CVSS values. 

2. Predictive ability of models used for cumulative CVSS values is comparable to the 

predictive ability of models used for vulnerability counts. 

3. Predictive ability at the solution/system level is better than at the individual 

components level. 
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The method detailed in this paper does not replace the need for periodic testing and 

patch management. Rather, it seeks to reduce the scale of future patch management efforts 

by facilitating the selection of less vulnerable solutions during system design. The 

vulnerability forecasts enable planners to understand the relative scale of future security 

efforts (between the solutions being considered) and allocate resources as appropriate. 

Unfortunately, the practicality of utilizing an alternative implementation diminishes after 

the system design phase as most product managers are reluctant to incur the risks and costs 

associated with swapping out existing software and services unless it is during a tech 

refresh cycle. 

1.3 Structural Overview of the Paper 

Chapter 2 of this paper examines existing literature on cyber vulnerabilities, focusing 

on various methods to evaluate and predict vulnerabilities using different data sources. 

Chapter 3 details the methodology used in this paper, listing data sources, highlighting the 

mathematics used for time series analysis, and scoring methods based on cumulative 

Common Vulnerability Scoring System values. In Chapter 4, empirical analysis is 

conducted following the prescribed method. Vulnerability prediction models are generated 

against four potential design solutions for a hypothetical web application system using 

actual data from 2013 to 2016. To limit forecast errors, predictions are set for two years. 

The data and prediction models are used to generate a vulnerability score for the different 

solutions. The solutions are then ranked based on forecasted risk in 2017 and 2018. 

Vulnerability data from 2017 and 2018 is used to check the correctness of the rankings 

with Symmetric Mean Absolute Percentage Error (SMAPE) providing a quantitative 

measure of predictive effectiveness. Analysis of the collected data is used to validate 
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hypotheses. As a check of general applicability, empirical analysis is repeated using a 

second data set involving hypothetical desktop solutions. The second data varied from the 

first with different software components, data time intervals (2014 to 2017), forecast years 

(2018 and 2019), and a wider range of software versions. Following the analysis, this paper 

concludes in Chapter 5 with a summary of the findings, limitations, and potential future 

research.  
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Chapter 2 - Literature Review 

 

 

 The challenge of cybersecurity is a contemporary problem tied to the ubiquitous use of 

computing resources and connectedness. However, tackling the issue of cybersecurity 

involves not only an understanding of current industry guidance but also cross discipline 

concepts and processes that remain relevant regardless of the changes in technology 

(McCumber, 2004). Limited literature exists that specifically leverages predictive models 

in the manner proposed in this paper; thus, to develop my research, I examined existing 

literature on the key factors affecting cybersecurity, predictive models associated with 

software, and combined the results with literature on the system lifecycle.  

2.1 Cybersecurity Risk Management 

 Implementing effective cybersecurity is a continuous exercise in risk management with 

threats, vulnerabilities, assets, and safeguards being key factors (McCumber, 2004). With 

systems, the pairing of threats and vulnerabilities is often used as a formula to express risk 

(Gibson, 2014). The concept of cybersecurity as risk management is not only mentioned in 

books, but also echoed in industry guidance from NIST (“Framework”, 2018) and the 

International Organization for Standardization (ISO) (ISO/IEC 27001, 2013). These 

publications list the detection and removal of vulnerabilities as one of the methods to 

reduce risk in the system of interest.  

 Within the context of cybersecurity and software, a vulnerability is defined as a 

weakness or exploitable flaw written in the code or inherent in the programming languages 

and frameworks used (Grimes, 2017). Past research has shown that increased vulnerability 

disclosure (i.e., more known vulnerabilities) resulted in increased attacks with more attacks 

directed against reported vulnerabilities than unreported vulnerabilities (Arora, 
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Nandkumar, & Telang, 2006). For developed software, design and code reviews can be 

conducted to identify and correct vulnerabilities (Dowd, McDonald, & Schuh, 2006).  

2.1.1 Static and Dynamic Code Analysis 

Companies and organizations can leverage tools called static checkers to examine 

source code (and/or bytecode in some instances) without actual program execution in a 

process known as static code analysis (Louridas, 2006). While the exact method of analysis 

varies depending on the specific tool used, most static checkers scan the target program 

looking for matches to known error patterns. The tools also perform data-flow analysis to 

gauge the possible values that variables in the program may take at specific points of 

execution. Data-flow analysis is particularly pertinent for vulnerability checking as it traces 

input flow from users through the program. Past attacks have utilized user input and buffer 

overflow to subvert systems. Static code analysis is not a functional check; instead, it 

examines the structure of the code. 

In contrast, dynamic code analysis is performed during program runtime. Dynamic 

analysis tools may inject additional code and/or utilize libraries to monitor various 

parameters of the program in a process referred to as instrumentation. Areas monitored 

during execution include (but are not limited to): code coverage, instantiated 

objects/variables, memory errors, and threading/concurrency errors. Dynamic code 

analysis has the added benefit of examining interactions with other system components (as 

opposed to static checkers). While static code analysis focused on structure, dynamic code 

analysis focuses on functional aspects. 

 In terms of the software/system development life cycle, static code analysis is typically 

incorporated as part of the overall review process for developed code. Conversely, dynamic 
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code analysis is typically applied later in the life cycle during integration, system test, 

and/or acceptance tests. However, dynamic code analysis can occur as early as during unit 

testing. Unfortunately, even the combined use of static and dynamic code analysis cannot 

guarantee the complete detection and removal of all vulnerabilities. Once testing completes 

and the software is deployed, it would be advantageous from both a risk management and 

a lifecycle cost perspective to be able to predict the number of future vulnerabilities. With 

access to the source code and developer metrics, researchers have been able predict over 

80% of vulnerabilities with less than 25% false positives (Shin, Meneely, Williams, & 

Osborne, 2011).  Unfortunately, most COTS products are not open source and vendors 

highly restrict access to their code base for competitive reasons. In lieu of access to source 

code, this paper focuses on predicting vulnerabilities using historical vulnerability data. 

2.2 Predicting Vulnerabilities 

 Researchers have used software reliability growth models (SRGMs) for several 

decades to make predictions related to defects in software products (Goel & Okumoto, 

1979). SRGMs utilize statistics on the errors found during software test phases to forecast 

the quantity and rate at which future errors are found (Yamada & Osaki, 1985). While 

useful for managing the software lifecycle, SRGMs were not utilized for cybersecurity 

because it accounted for all software defects indiscriminate of whether they applied 

towards cybersecurity. It was only later that researchers applied the principles behind 

SRGMs with specific focus on vulnerabilities to create vulnerability discovery models 

(VDMs). 



9 
 

2.2.1 Vulnerability Discovery Models 

 The first VDM was the Anderson Thermodynamic (AT) model which was originally 

proposed for software reliability and later adapted for vulnerabilities. Additional research 

on VDMs followed, including work on the Alhazmi-Malaiya logistic model (Alhazmi & 

Malaiya, 2005) which proposed a logistic, s-shaped model (see Figure 2-1). Other VDMs 

include linear (Alhazmi & Malaiya, 2006), logarithmic Poisson (Musa & Okumoto, 1984), 

Weibull (Joh, Kim, & Malaiya, 2008), and Rescorla’s quadratic (RQ) and exponential (RE) 

models (Rescorla, 2005). Graphical presentations of VDMs typically depict the cumulative 

number of vulnerabilities with time as the independent variable. VDMs describe the rate 

of vulnerability discovery or the cumulative number of vulnerabilities. 

 

Figure 2-1:  Alhazmi-Malaiya logistic model (Alhazmi & Malaiya, 2005) 

 While recent research has applied techniques such as clustering (Movahedi, Cukier, 

Andongabo, & Gashi, 2019) to improve the predictive ability of VDMs, there are 
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limitations to the use of the models described here. Research employing empirical 

methodology found varying degrees of predictive ability depending on the VDM model 

used and the maturity of the target software (Massacci & Nguyen, 2014). Excluding certain 

multi-version models, most VDMs are limited to a specific version of software and assume 

a static code base (Ozment, 2007) which is counter to the patch/update model employed 

by COTS products. Furthermore, research conducted using data from the National 

Vulnerability Database (NVD) has highlighted periodicity in the discovery rate of 

vulnerabilities (Joh & Malaiya, 2017) that is not explicitly accounted for in the VDMs. 

Lastly, VDMs do not readily provide a mechanism to factor in the various severities of the 

vulnerabilities.  

2.2.2 Time Series Models 

 Citing the limitations of VDMs, recent research has advocated the use of time series 

modeling as an alternative to forecasting the number of future vulnerabilities. (Roumani, 

Roumani, & Nwankpa, 2015). Like the development of VDMs from SRGMs, time series 

analysis has long been used by statisticians in other fields such as econometrics before 

being applied towards software vulnerabilities (Orcutt, 1948). With time series modeling, 

specific methods are applied toward a series of data points (indexed in time order) to 

generate models that can be employed to predict future values (see Figure 2-2). Unlike 

VDMs, time series models are not restricted to a single version of a software application 

and can incorporate seasonality and trends (Roumani, Roumani, & Nwankpa, 2015). Time 

series models using exponential smoothing (McKenzie, 1984) and autoregressive 

integrated moving average (ARIMA) methods (Box & Jenkins, 1970) can provide forecasts 

using publicly available vulnerability data without dependence on additional software 
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metrics such as code complexity, test phase statistics, or information on software maturity, 

which vendors tend to restrict from the public for COTS products. 

 
Figure 2-2:  Holt-Winters’ Additive Time Series Graph of Vulnerabilities 

 Researchers have expanded their efforts from the application of time series methods 

using a single data source to the use of multiple sources such as the NVD and the 

SecurityFocus Vulnerability Database. Research results varied from forecasts of 

vulnerability counts in web browsers and operating systems to predicting the time between 

vulnerability disclosures as an indicator of cyber vulnerability/risk (Johnson, Gorton, 

Lagerström, & Ekstedt, 2016). In the pursuit of greater predictive ability, studies have 

started utilizing non-linear time series methods. Techniques range from the use of 

generalized autoregressive conditional heteroscedasticity (GARCH) (Biswas and 

Mukhopadhyay, 2017) to the use of Artificial Neural Networks (ANN) and Support Vector 

Machines (SVM) (Pokhrel, Rodrigo, & Tsokos, 2017). 
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2.3 Vulnerability and Exploit Assessments 

In contrast to forecasting methods, cybersecurity practitioners commonly conduct 

assessments to identify and evaluate vulnerabilities in deployed system (or systems just 

prior to deployment). Assessment can be wide ranging in scope, covering personnel 

training, physical security, and the computing infrastructure just to name a few areas. For 

the purposes of this study, scope has been narrowed to focus on software applications. The 

assessments can be divided into two categories: vulnerability assessments and exploit 

assessments (Gibson, 2014). Vulnerability assessments can be equated with 

reconnaissance, an effort to gather information on the system. Researchers and security 

practitioners have a variety of COTS tools at their disposal to assist in conducting 

vulnerability assessments. Some tools may focus on specific functions while others provide 

a suite of capabilities. Vulnerability assessments may include scanners to identify: 

• IP addresses • Open ports 

• Hostnames • Weak passwords 

• Operating systems • Unencrypted data 

 While vulnerability assessments seek to uncover weakness, exploit assessments 

(commonly referred to as penetration tests) utilize discovered/identified vulnerabilities and 

as the name implies, attempts to exploit them. As with vulnerability assessments, there is 

a wide selection of COTS tools that can be leveraged to conduct penetration tests. It is 

important to note that exploit assessments are intrusive by nature and, if successful, will 

likely result in the disruption of operations including potential impacts to data integrity, 

confidentiality, and system/service availability. 
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 Both vulnerability and exploit assessments can be conducted internally and externally. 

Internal assessments attempt to discover weaknesses within the network, purposely 

bypassing certain security measures such as firewalls and intrusion detection systems. 

Internal assessments provide a better gauge of risks related to insider threats. Conversely, 

external assessments gauge the risk posed by outside threats and include measures on the 

effectiveness of external facing security implementations. 

2.4 Literature Gap on Forecasting CVSS values 

Another important factor in determining cybersecurity risk is vulnerability severity. 

The recognized de facto standard for assessing the severity of computer system security 

vulnerabilities is the Common Vulnerability Scoring System (CVSS) (Younis, Malaiya, & 

Ray, 2016). The CVSS stemmed from research conducted by the National Infrastructure 

Advisory Council (NIAC) in 2004 with the goal of providing an open universal standard 

for assessing the severity of computer system security vulnerabilities. Since 2005, the 

Forum of Incident Response and Security Teams (FIRST) have been the custodians of the 

CVSS standard. 

The CVSS standard has three metric groups: base, temporal, and environmental. The 

key characteristics of a vulnerability are captured in the base metrics with temporal and 

environmental metrics providing optional amplifying information (Mell, Scarfone, & 

Romanosky, 2007). The base equation calculates a score ranging from 0 to 10 and includes 

measures on: 

• Access Vector • Confidentiality Impact 

• Access Complexity • Integrity Impact 

• Authentication • Availability Impact 
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Depending on the CVSS value assigned, a vulnerability can be described as relatively 

harmless (with scores near 0) or something that can wreak havoc on the entire system 

(with scores at or near 10). Although there is existing literature on CVSS, including 

adaptation in measuring vulnerability risk (Figueroa-Lorenzo, Añorga, & Arrizabalaga, 

2020), there is a gap in literature on forecasting CVSS values. 

2.5 Literature Gap on Quantitative Analysis of Cyber Risk During System Design 

 Both project management (“PMBOK”, 2017) and system engineering (“INCOSE,” 

2015) literature highlight the increased impact of actions during the earlier parts of the 

system lifecycle (see Figure 2-3). The selection of COTS components during the system 

design definition process can significantly impact overall system cybersecurity. 

Unfortunately, there is limited literature on quantitative comparisons of cybersecurity 

using vulnerability prediction models during system design. This paper addressed the 

literature gap by combining and extending research in vulnerability prediction with direct 

application to the design phase of the system lifecycle. By providing a forecast of future 

vulnerabilities, engineers and system architects can make more informed design decisions 

to minimize or mitigate future cybersecurity risks. Where previous research focused on 

individual software applications and vulnerability counts, this paper aggregated results 

from individual software models to form solution/system level projections. 
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Figure 2-3: Committed lifecycle cost versus time (from DAU in “INCOSE,” 2015) 

2.6 Adaptation and Use 

Studies have shown that complexity and lack of access are barriers to usable security 

(Caputo et al., 2016). Table 2-1 provides a summary of the vulnerability discovery 

methods explored during literature review, listing pros and cons. Focus is given to 

methods that enable analysis during the system design definition phase. To promote 

greater adaptation and use, this research emphasized simplicity and accessibility. For 

simplicity, linear time series methods were used instead of ANNs or SVMs which require 

training data and additional processing cycles. For accessibility, only publicly available 

data from the NVD was used, avoiding “closed-source” data or the use of multiple data 

sources. While improved forecast accuracy can be obtained with better data and more 

computationally intensive analytic methods, this study examined the usable security 

information that could be obtained with more modest expenditure of resources. 

 



16 
 

 

Table 2-1: Vulnerability discovery methods explored in literature review  

Type Method Pros Cons 

Direct 

Discovery 

Methods 

Static Code 

Analysis 
• Can be done without 

program execution. 

• Testing occurs early in 

the development process. 

• Can be conducted 

quickly via automated 

tools. 

• Can scan the entire code 

base. 

• Requires access to 

source code. 

• Time consuming if done 

manually. 

• Trained personnel 

required to interpret 

results. 

• Results include false 

positives and false 

negatives. 

• Result dependent on 

quality of the rule set. 

• Does not address runtime 

vulnerabilities. 

Dynamic 

Code 

Analysis 

• Identifies vulnerabilities 

during runtime. 

• Can examine interaction 

with other components 

during runtime. 

• Can be used to validate 

static code analysis 

findings. 

• Requires access to 

source code. 

• Instrumentation may 

affect program execution. 

• Results dependent on test 

coverage. 

• An executable/functional 

software is required. 

Vulnerability 

Assessment 
• Provides view of the 

system's exposure. 

• Can be conducted in a 

non-disruptive manner. 

• Can be executed either 

internally or externally. 

• Wide variety/availability 

of COTS tools. 

• Typically conducted 

after a system is fully 

developed. 

• Results can vary 

depending on tools used. 

• Can be time consuming 

and/or costly for large 

complex systems. 

Exploit 

Assessment 
• Validates the 

effectiveness of 

safeguards. 

• Can be executed either 

internally or externally. 

• Wide variety/availability 

of COTS tools. 

• Will disrupt operations if 

successful. 

• Typically conducted 

after a system is fully 

developed. 

• Results can vary 

depending on tools used. 
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Type Method Pros Cons 

Predictive 

Methods 

Software 

Reliability 

Growth 

Models 

(SRGMs) 

• Enables predictions on 

software defects. 

• Useful for managing 

software lifecycle. 

• Accounts for software 

defects indiscriminate of 

whether they apply 

towards cybersecurity. 

• Requires access to 

development/test 

information and 

metrics. 

Vulnerability 

Discovery 

Models 

(VDMs) 

• Describes rate of 

vulnerability discovery 

or cumulative number of 

vulnerabilities. 

• Predictive ability can be 

improved with 

application of additional 

techniques such as 

clustering. 

• Can be used prior to 

system being designed. 

• Predictive ability varies 

depending on maturity of 

the software target and 

VDM model used. 

• Most models require a 

static code base. 

• Does not explicitly 

account for periodicity. 

• Requires access to 

development/test 

information and 

metrics. 

Time Series 

Models 
• Forecasts number of 

vulnerabilities. 

• Can be performed using 

only publicly available 

data. 

• Accounts for seasonality 

and trends. 

• Applicable to multiple 

versions (i.e., 

patch/update model). 

• Can be utilized during 

system design. 

• Non-linear methods can 

be computationally 

intensive. 

• Results dependent on 

quality of the data used. 

• Limited use in forecasting 

CVSS values. 
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Chapter 3 - Methodology 

 

 

As previously discussed, this paper provides a quantitative method to evaluate the 

cybersecurity vulnerability of alternate COTS-based solutions during the system design 

phase. Specifically, the method in this paper overcomes the limitations of VDMs in 

several areas: First, there is no dependence on software life cycle statistics collected 

internally by vendors. Instead, publicly available vulnerability data will be used. Second, 

the proposed method can account for different versions of software. Third, periodicity in 

vulnerability detection will be accounted for in the prediction models. Lastly, the 

proposed method will incorporate vulnerability severity values from the Common 

Vulnerability Scoring System (CVSS) in predicting future vulnerability risk. 

The method is composed of four steps: 1) identification of the software components 

that comprise the various design solutions, 2) extraction of historical vulnerability data 

for the identified components, 3) development of forecast models based on time series 

analysis of the historical vulnerability data, and finally 4) compilation of forecasted 

values to generate a future vulnerability risk score for the different design solutions. To 

illustrate the quantitative method, components in four different hypothetical designs for a 

web application system were selected. Next, four years of vulnerability data pertaining to 

the selected components was extracted from the NVD. Time series analysis was 

conducted on the vulnerability data to generate forecasts for the following fifth and sixth 

year. Using the calculated cumulative severity of the predicted vulnerabilities, the design 

with the lowest future vulnerability risk was selected. Finally, this study examined the 

predictive ability of the proposed method by comparing the forecasted values against 
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historical actuals for the fifth and sixth year (in a 5th step for study purposes). Figure 3-1 

provides a graphical summary of the approach taken in this paper. 

 

Figure 3-1:  Overview of Approach 

 

3.1 Components of Hypothetical Web Application System 

Select components of web application systems will be used as the targeted software in 

four (4) system solution examples to demonstrate the method proposed in this paper. 

Each of the hypothetical web application system solutions will contain the following 

components: An operating system (OS), a web server, an application server, and a 

database server. Table 1 lists the specific software used in the four (4) hypothetical web 

application systems solutions. The solutions are vendor-centric (e.g., Red Hat, Microsoft, 

Oracle, and IBM) with individual components having at least four (4) years of 

vulnerability data. 
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Table 3-1:  Components of hypothetical web application system solutions 

 

The hypothetical web application solutions were selected for the following reasons: 

• Web application systems interact with external inputs by design (and thus have a 

large attack surface). 

• An operating system and database are common components of most system 

solutions. 

• Organizations often utilize vendor-based solutions to consolidate purchase and 

support contracts. 

• The selected components represent real-world competing products available in 

2015, with many having significant market share. 

• The selected products have four years of vulnerability data which provides 

sufficient data points for reliable time series analysis. 

• The components’ data timeframe (2013 – 2018) occurs sufficiently in the past to 

minimize impacts from late reporting which sometimes occurs with data from the 

NVD. 

Application 

Type 

Vendor-Based Solutions 

Red Hat IBM Oracle Microsoft 

Operating 

System 
RHEL 6.x AIX 7.1.x Solaris 11.x WS 2012 R2 

Database PostgreSQL 9.2.x Db2 10.1.x 
Database Server 

12.1.x 

MS SQL Server 

2012 

Web 

Server 

Apache HTTP 

2.4.x 

HTTP Server 8.x 

(Apache 2.2.8) 

iPlanet Web Server 

7.x 
Microsoft IIS 8.5 

Application 

Server 

Apache Tomcat 

7.0.x 

WebSphere 

Application Server 

8.5.5.x 

WebLogic Server 

12.x 

ASP.NET / .NET 

Framework 4.x 
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3.2 Extracting Vulnerability Data 

One of the benefits of the proposed method is the lack of dependence on software 

development and test metrics typically held restricted as proprietary information by 

vendors. Instead, this paper leveraged publicly available, pre-parsed NVD data (based on 

the specific software and versions listed in Table 1) from the “CVE Details” website 

(Özkan, 2019). The extracted data was aggregated by month from 2013 to 2016 for the 

individual software components to establish cumulative monthly totals for both the 

number of vulnerabilities and CVSS severity. Data was aggregated by month to reduce 

the potential for overfitting while still accounting for periodicity. Extraction, processing, 

and aggregation of values was performed via specifically developed routines written in 

Visual Basic for Applications within the Microsoft Excel spreadsheets for the specific 

software components. 

3.2.1 Addressing Software Updates 

When incorporating software updates into an existing baseline, a distinction should be 

made between “patches” that mainly address bugs/vulnerabilities and updates that 

introduce new features or enhancements. In addition to the compatibility risks that come 

with patches, software updates that introduce new features and enhancements may 

inadvertently add new vulnerabilities. Thus, software updates do not necessarily make a 

particular software baseline more secure (see 4.1). 

While it is impractical and risky to frequently implement major software updates into 

an operational system due to costs, business impact, and component compatibility 

concerns (“INCOSE,” 2015), organizations do incorporate minor software updates (i.e., 

patches) to address bugs and vulnerabilities. In the hypothetical example, data was 
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collected and analyzed for all sub-versions of the selected software components (as a 

rollup under the major version indicated, excluding beta and non-production versions). 

While analysis for this effort looked at software components at major version levels, in 

practical use, the methodology can be tailored to more specific software versions and 

update cycles.  

3.3 Develop Models 

Time series analysis was performed on each software component based on the 

monthly totals extracted from the NVD using IBM’s SPSS statistical software. Data was 

fitted against seasonal ARIMA, simple seasonal, and Holt-Winters’ additive (aka 

Winters’ additive) models. Seasonal ARIMA models were utilized with the notation as 

follows: 

 

(3.1) 

 

In the above notation p is the order of the autoregressive part, d is the degree of 

differencing involved, and q is the order of the moving average part. While p, d, q 

represented the non-seasonal portion of the ARIMA model, the upper-case P, D, Q 

represented the corresponding seasonal elements with P representing the order of the 

autoregressive seasonal elements, D being the degree of seasonal differencing, and Q 

representing the order of the seasonal moving average. For the autoregressive portion, m 

represented the number of observations per year. In this study, seasonal ARIMA models 

were used to describe autocorrelations in the data.  

𝐴𝑅𝐼𝑀𝐴  𝑝,𝑑,𝑞   𝑃,𝐷,𝑄 𝑚  
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In comparison, the simple seasonal and Holt-Winters’ additive models placed more 

weight on recent data points than older ones. The simple seasonal model is fitted for data 

with no trend but contains parameters for level and seasonal adjustments. The simple 

season model can be described by the following equations: 

 

(3.2) 

 

(3.3) 

 

(3.4) 

 

In the above equations t represents time, m is the number of future periods to forecast, 

and s is the length of the seasonality. The forecast F (3.2) is dependent on level L (3.3) 

and seasonality S (3.4) with 𝛼 and 𝛿 being the respective smoothing parameters. The 

Holt-Winters’ additive model, on the other hand, includes parameters to account for 

linear trends in addition to the parameters for level and seasonal adjustments. The Holt-

Winters’ model can be described by the following equations: 

 

(3.5) 

 

(3.6) 

 

(3.7) 

𝐹𝑡+𝑚 = 𝐿𝑡 + 𝑆𝑡+𝑚−𝑠 

𝐿𝑡 = 𝛼 ∗  𝑌𝑡 − 𝑆𝑡−𝑠 +  1 − 𝛼 ∗ 𝐿𝑡−1 

𝑆𝑡 =  𝛿 ∗  𝑌𝑡 − 𝐿𝑡 +  1 − 𝛿 ∗ 𝑆𝑡−𝑠 

𝐹𝑡+𝑚 = 𝐿𝑡 + 𝑚 ∗ 𝑏𝑡 + 𝑆𝑡+𝑚−𝑠 

𝐿𝑡 = 𝛼 ∗  𝑌𝑡 − 𝑆𝑡−𝑠 +  1 − 𝛼 ∗ (𝐿𝑡−1 + 𝑏𝑡−1) 

𝑏𝑡 = 𝛾 ∗  𝐿𝑡 − 𝐿𝑡−1 +  1 − 𝛾 ∗ 𝑏𝑡−1 
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(3.8) 

 

Notice the similarity in the equations between the simple seasonal and Holt-Winters’ 

additive methods. Again, in the above equations t represents time, m is the number of 

future periods to forecast, and s is the length of the seasonality. Like the simple seasonal 

model, the forecast F (3.5) for the Holt-Winters’ additive model is dependent on level L 

(3.6) and seasonality S (3.8), but it incorporates trend b (3.7) with 𝛼, 𝛿, and 𝛾 being the 

respective smoothing parameters. 

When processing the vulnerability data, the model with the best-fit for each software 

component is selected based on the lowest normalized Bayesian Information Criterion 

(BIC) value (Schwarz, 1978). BIC reduces the potential for overfitting by applying a 

penalty term for the number of parameters in the model. As an additional check of model 

validity, Ljung-Box values are also computed to check for autocorrelation in the residuals 

(Ljung & Box, 1978). If a model fails the Ljung-Box test with a statistically significant 

value (p ≤ 0.05), the next best-fit model that successfully passes the Ljung-Box test (p > 

0.05) is selected.  

3.4 Forecasting Vulnerabilities 

The models that were developed in the previous step (based on data from 2013 to 

2016) were used to forecast two years into the future (2017 and 2018). The forecasted 

values included both the number of new vulnerabilities expected as well as the 

cumulative severity (based off CVSS values) for each month of the forecasted year. 

While the mathematics behind the forecasting methods can generate results with negative 

𝑆𝑡 =  𝛿 ∗  𝑌𝑡 − 𝐿𝑡 +  1 − 𝛿 ∗ 𝑆𝑡−𝑠 
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values, the lower limit was set at zero to represent real-world numbers (i.e., you can get a 

month with no vulnerabilities, but not negative vulnerabilities). Vulnerability counts were 

rounded to the nearest whole number while severity scores were rounded to the nearest 

tenths (consistent with typical CVSS values).  

3.4.1 Use of Cumulative CVSS Values 

As identified in the literature review, increased vulnerability disclosure results in 

increased attacks (Arora, Nandkumar, & Telang, 2006), highlighting the importance of 

vulnerability counts in determining risk. However, unlike existing research which 

focused primarily on vulnerability counts, this study emphasizes the use of cumulative 

CVSS values. While vulnerability counts provide a measure of quantity, cumulative 

CVSS values combine measures of quantity with measures of severity in a single metric. 

Thus, as a single metric, cumulative CVSS values represent a better measure of overall 

system risk than vulnerability counts alone. 

Since cumulative CVSS values are being used to represent more than just specific 

vulnerability severity, caution is needed to avoid functions (e.g., normalization) that 

would artificially suppress values as it would suppress the measure of risks. For this 

study, forecasted monthly CVSS values, Fvm, for each software component, Ci, were 

aggregated to produce an annual vulnerability value that represents the Component 

Vulnerability value, CiV (3.9). Individual Component Vulnerability values were 

combined to produce the solution/system vulnerability value, SV (3.10). 

The forecasted system vulnerability value was used to compare the projected 

vulnerability/risk between the vendor-based COTS solutions. The lowest system 

vulnerability value represented the COTS solution with the lowest risk, while the highest 
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values represented the highest risk.  The overall process produced a statistical ranking of 

the vendor-based COTS solution centered on forecasted system vulnerability. 

 
 

 (3.9) 

 

 

 

(3.10) 
 

 

3.5 Examining Predictive Ability 

To examine the predictive ability of the models, the values forecasted in the previous 

step were compared to actual vulnerability records in the NVD from 2017 and 2018. 

Quantitative error analysis was conducted using symmetric mean absolute percent error 

(SMAPE) (Armstrong, 1985). The original SMAPE equation shown in (3.11) has a lower 

bound of 0% and an upper bound of 200%, where Ft is the forecasted value and At is the 

actual value. To facilitate analysis, SMAPE results were normalized to between 0% and 

100% (Flores, 1986). Absolute values were utilized in the formula’s denominator as 

depicted in (3.12) which facilitated calculation of values at or near zero. 

 

(3.11) 
 

 

 

(3.12) 

 

𝐴𝑟𝑚𝑠𝑡𝑟𝑜𝑛𝑔′𝑠 𝑆𝑀𝐴𝑃𝐸 =
100%

𝑛
 

 𝐹𝑡 − 𝐴𝑡 

(𝐴𝑡 + 𝐹𝑡)/2

𝑛

𝑡=1

 

𝑀𝑜𝑑𝑖𝑓𝑖𝑒𝑑 𝑆𝑀𝐴𝑃𝐸 =
100%

𝑛
 

 𝐹𝑡 − 𝐴𝑡  

 𝐴𝑡  +  𝐹𝑡  

𝑛

𝑡=1

 

𝐶𝑖𝑉 =  𝐶𝑖𝐹𝑣𝑚

12

𝑚=1

 

𝑆𝑉 =  𝐶𝑖𝑉

𝑛

𝑖=1
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Spearman’s rho was calculated to measure rank correlation between the forecasted 

ranking of the vendor-based COTS solutions with the actual rank from historical data. In 

the Spearman’s rho equation described by Hotelling & Pabst in (3.13), d represents the 

difference between the forecasted rank and actual rank while n represents the number of 

observations (Hotelling & Pabst, 1936).  

 

(3.13) 

 

In addition to examining the effectiveness of the recommended solution against the 

individual forecasted years, analysis also examined whether time series models yielded 

the correct recommendation when actuals for both forecasted years are aggregated to 

evaluate overall impact. 

  

𝜌 𝑆 = 1 −
6  𝑑𝑖

2𝑛
𝑖=1

𝑛(𝑛2 − 1)
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Chapter 4 - Data Collection and Analysis 

 

 

Per the description in the methodology section, pre-parsed NVD data was extracted 

and aggregated by month from 2013 to 2016 for the individual software components (see 

Appendix). Before applying vulnerability prediction models, insightful information can 

be obtained by examining the raw data and the aggregated vulnerabilities and CVSS 

values for each software component from 2013 to 2016,  

4.1 Newer Software May Not Be More Secure 

A fallacy that can be readily addressed by the vulnerability data is the assumption that 

newer versions of software or software updates are more secure than past versions. With 

updates, changes to the software code baseline, whether it is to correct defects or add new 

functionality comes with the risk of introducing additional vulnerabilities. Table 4-1 lists 

both the number of vulnerabilities and cumulative CVSS value from 2013 to 2016 for 

Solaris 11.2 and 11.3. The annual totals show that switching from Solaris 11.2 to 11.3 

will always result in an increase thus illustrating the fact that newer software may not be 

more secure. 

 

Table 4-1:  Comparison of vulnerability totals between Solaris 11.2 and 11.3 

Solaris 

Version 

Year 

2013 2014 2015 2016 

11.2 1 4.3 9 45.4 59 317.1 1 4.3 

11.3 13 56.2 55 316.9 101 570.2 55 275.2 

Note: The left column contains vulnerability counts while the right column displays total CVSS values. 
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4.2 Certain Categories of Components May Be a Larger Factor 

Examination of the totals in Table 4-2 show two general groups of results. In the first 

group, which contains COTS solutions from Red Hat, Oracle, and Microsoft, the results 

are relatively similar with cumulative totals differing by no more than 11.5% for total 

vulnerability counts and 13.2% for cumulative CVSS values (based on the maximum 

totals for the respective value). Surprisingly, the IBM based COTS solution, which forms 

the second group, has totals that are an order of magnitude less than any of the solutions 

from the first group.  

Table 4-2:  Cumulative vulnerability counts and CVSS values from 2013 to 2016 

Application 

Type 

Vendor-Based Solution 
Totals 

Red Hat IBM Oracle Microsoft 

Operating 

System 

RHEL AIX Solaris 
Windows 

Server 
OS 

348 2065.9 14 86 312 1670.7 311 2135 985 5957.6 

Database 
PostgreSQL Db2 Database MS SQL Server Database 

22 138 14 74.9 79 426.1 7 46.2 122 685.2 

Web 

Server 

Apache HTTP 
IBM HTTP 

Server 
iPlanet Microsoft IIS Web Server 

22 108.8 9 49.5 2 14.3 1 5.1 34 177.7 

Application 

Server 

Apache 

Tomcat 
WebSphere WebLogic 

.NET 

Framework 
App Server 

27 149.5 45 223.4 20 137.8 52 404 144 914.7 

Totals 419 2462.2 82 433.8 413 2248.9 371 2590.3 1285 7735.2 

Note: The left column contains vulnerability counts while the right column displays total CVSS values. 

 The data for the first group provides an example of how solitary reliance on 

vulnerability counts can be misleading, highlighting the need to incorporate CVSS values 

in analysis. In comparing the number of vulnerabilities between Red Hat Enterprise 

Linux (RHEL) and Windows Server 2012 R2, RHEL has approximately 12% more 

vulnerabilities than Windows which can be interpreted as RHEL being more vulnerable. 
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However, when examining the cumulative CVSS value, Windows has a value that is 

about 3% more than RHEL, supporting a different interpretation on vulnerability.  

 

Figure 4-1:  Sensitivity of cumulative values to component type 

 

When examining the sensitivity of the cumulative values, operating system software 

accounted for approximately 77% of the total number of vulnerabilities (for the selected 

software components between 2013 and 2016). Interestingly, operating system software 

also accounted for roughly 77% of the total CVSS values (see Figure 4-1). Based on this 

data, I hypothesize that the OS is a key factor (within the current list of components) in 

determining the number of future vulnerabilities. 

 Given the significantly lower totals for the IBM solution, it would be tempting to 

declare the IBM COTS solution as the design with the lowest future risk at this point. 

Indeed, I hypothesize that vulnerability prediction models will show the IBM solution as 

having the least number of vulnerabilities and the lowest system vulnerability value in 

2017 and 2018. However, jumping to a conclusion without further validation is ill-

advised. As a single data point, cumulative totals do not provide indications of trends. It 
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is unknown if vulnerabilities were clustered at the beginning of the measurement 

timeframe and tapered off to near zero, spread consistently through time, or increased 

rapidly towards the end of the timeframe. For that, vulnerability prediction models are 

used (see 4.4). 

4.3 Time Series Models 

Time series analysis was conducted against the collected vulnerability data to produce 

the result in Table 4-3. The best-fit model (based on normalized BIC and successful 

Ljung-Box test) was calculated separately for vulnerability count and cumulative CVSS 

value. For most software components, the simple seasonal model was the best-fit for 

forecasting both the number of vulnerabilities and the monthly cumulative CVSS value. 

For forecasting vulnerability counts in Db2 and Windows Server, the best-fit model was 

Winters’ Additive. ARIMA models were the best-fit for IBM HTTP Server, WebSphere, 

Solaris, and WebLogic.  ARIMA models were also used for DB2’s and Windows 

Server’s cumulative CVSS value and for MS SQL Server’s vulnerability counts.  In some 

cases, the best fit ARIMA model was ARIMA (0,0,0) (0,0,0)12 which indicated that the 

pattern produced by the data was equivalent to “white noise” (see Appendix A). 

The presence of the “white noise” ARIMA model was an area of concern as it was 

indictive of an inability to accurately forecast. Fortunately, the fitting of the “white noise” 

model was limited to vulnerability counts for IBM HTTP server, vulnerability counts for 

Microsoft SQL Server, cumulative CVSS values for IBM Db2 database server, and 

cumulative CVSS values for IBM HTTP server (see Figure 4-2). The fitting of the “white 

noise” ARIMA model applied to some of the lowest observed totals for vulnerability 

counts and cumulative CVSS values (see Table 4-2). Only Oracle iPlanet and Microsoft 
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IIS had lower totals. As such, the presence of the “white noise” ARIMA model should 

have minimal impact on the overall solution/system level forecasts (and would be 

confirmed by comparisons of result against actuals)  

In contrast, the fitting of the simple seasonal models implied that most of the 

vulnerability data expressed some level of seasonal behavior, but no general trend (see 

Figure 4-3). Conversely, with Db2 and Windows Server, the fitting of the Winters’ 

additive model meant there was a trend (either up or down) in addition to some seasonal 

influence (see Figure 4-4). With WebSphere, the ARIMA model indicated a moving 

average (see Figure 4-5). The ARIMA model for WebLogic indicated a relationship with 

past values and a seasonal trend (see Figure 4-6). With Solaris, the ARIMA model 

indicated a relationship between both past values and a moving average (see Figure 4-7).  

 

Table 4-3:  Time series model used for software components. 

Solution 
Software 

Component 

Time Series Model 

Vulnerability Counts Cumulative CVSS Value 

Red Hat 

RHEL Simple Seasonal Simple Seasonal 

PostgresSQL Simple Seasonal Simple Seasonal 

Apache HTTP Simple Seasonal Simple Seasonal 

Tomcat Simple Seasonal Simple Seasonal 

IBM 

AIX Simple Seasonal Simple Seasonal 

Db2 Winters’ Additive ARIMA (0,0,0) (0,0,0)12 

IBM HTTP ARIMA (0,0,0) (0,0,0)12 ARIMA (0,0,0) (0,0,0)12 

WebSphere ARIMA (0,0,4) (0,0,0)12 ARIMA (0,0,4) (0,0,0)12 

Oracle 

Solaris ARIMA (3,0,1) (0,0,0)12 ARIMA (3,0,1) (0,0,0)12 

Database Simple Seasonal Simple Seasonal 

iPlanet Simple Seasonal Simple Seasonal 

WebLogic ARIMA (3,0,0) (0,1,0)12 ARIMA (3,0,0) (0,1,0)12 

Microsoft 

Windows Server Winters’ Additive ARIMA (0,1,0) (1,1,0)12 

MS SQL Server ARIMA (0,0,0) (0,0,0)12 Simple Seasonal 

Microsoft IIS Simple Seasonal Simple Seasonal 

.Net Framework Simple Seasonal Simple Seasonal 

Note: Vulnerability data for each software component was fitted against seasonal ARIMA, simple seasonal, 

and Holt-Winter’s Additive models. The model with the best-fit for each software component was selected 

based on normalized BIC and Ljung-Box test success. If a model failed the Ljung-Box test, the next best-fit 

model that successfully passed the test was selected. 
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Figure 4-2: The “white noise” ARIMA model for IBM HTTP CVSS values 

 

 

 

Figure 4-3:  Apache HTTP vulnerability counts showing seasonality but no trend 
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Figure 4-4:  Windows Server vulnerability counts showing trend and seasonality 

 

 

 

 

 

Figure 4-5:  WebSphere ARIMA model displaying a moving average 
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Figure 4-6:  WebLogic model displaying influence of past values and seasonal trend 

 

 

 

 

Figure 4-7:  Solaris model displaying influence of past values and a moving average 
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When comparing the modeling of vulnerability counts versus cumulative CVSS 

values, the two are similar (see Table 4-3). In the majority of cases (13 out of 16), the 

same type of model was the best-fit for both vulnerability counts and cumulative CVSS 

values. Surprisingly, there were also similar numbers of components that exhibited 

“white noise” for vulnerability counts as there were for cumulative CVSS values (3 

each), with IBM HTTP exhibiting “white noise” for both. The similarities in these results 

provided some initial evidence towards the hypothesis that time series analysis can be 

applied to forecast cumulative CVSS values. 

 

 
Figure 4-8:  Simple seasonal models of vulnerability counts and CVSS values 

Note: The top graph displays the simple seasonal model for RHEL vulnerability counts while the bottom 

graph displays the simple seasonal model for RHEL cumulative CVSS values. Note the similarities. 
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4.4 Forecasting Values 

Using the models, the following forecasts were obtained for 2017 (Table 4-4) and 

2018 (Table 4-5). Since independent models were used for vulnerability counts and 

CVSS values, it is possible to have a forecast of zero vulnerabilities while having a non-

zero CVSS forecast and vice versa. Note that many of the forecasted values are the same 

for 2017 and 2018. This is due to the dominant use of the simple seasonal model. 

 

 

 

Table 4-4:  Forecasted cumulative values for 2017. 

Application 

Type 

Vendor-Based Solution 
Totals 

Red Hat IBM Oracle Microsoft 

Operating 

System 

RHEL AIX Solaris Windows Server OS 

123 819.7 2 17.4 78 446.9 204 955.1 407 2239.1 

Database 
PostgreSQL Db2 Database MS SQL Server Database 

4 33.4 1 19.2 17 93.1 0 9 22 154.7 

Web Server 
Apache HTTP IBM HTTP Server iPlanet Microsoft IIS Web Server 

5 25.4 0 12 0 4.8 0 1.2 5 43.4 

Application 

Server 

Apache Tomcat WebSphere WebLogic .NET Framework App Server 

6 47 11 55.7 37 260.4 11 68.3 65 431.4 

Totals 138 925.5 14 104.3 132 805.2 215 1033.6 499 2868.6 

Note: The left column contains vulnerability counts while the right column displays total CVSS values 

 

 

Table 4-5:  Forecasted cumulative values for 2018. 

Application 

Type 

Vendor-Based Solution 
Totals 

Red Hat IBM Oracle Microsoft 

Operating 

System 

RHEL AIX Solaris Windows Server OS 

123 819.7 2 17.4 73 406.4 257 1032.2 455 2275.7 

Database 
PostgreSQL Db2 Database MS SQL Server Database 

4 33.4 1 19.2 17 93.1 0 9 22 154.7 

Web Server 
Apache HTTP IBM HTTP Server iPlanet Microsoft IIS Web Server 

5 25.4 0 12 0 4.8 0 1.2 5 43.4 

Application 

Server 

Apache Tomcat WebSphere WebLogic .NET Framework App Server 

6 47 12 55.2 50 344.6 11 68.3 79 515.1 

Totals 138 925.5 15 103.8 140 848.9 268 1110.7 561 2988.9 

Note: The left column contains vulnerability counts while the right column displays total CVSS values 
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Based on forecasted cumulative CVSS values, the models strongly favored the 

selection of the IBM vendor-based solution (see Figure 4-9). In relation to the other 

solutions, the IBM solution was project to have only 13% of the cumulative vulnerability 

value (CVSS) of the Oracle solution, 11% of the value of the Red Hat solution, and 10% 

of the Microsoft solution in 2017. The results for 2018 are similar at 12%, 11%, and 9% 

respectively. Likewise, the total forecasted vulnerability counts for the IBM solution are 

the lowest amounts for both 2017 and 2018. These results support the hypothesis that 

vulnerability prediction models will show the IBM solution as having the least number of 

vulnerabilities and the lowest system vulnerability value in 2017 and 2018. 

 

 

Figure 4-9:  Results based on forecasted cumulative CVSS values 
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the total number of vulnerabilities and 78% of the combined cumulative CVSS values 

and in 2017 and 76% and 81% respectively in 2018 (see Figure 4-10). Depending on the 

choice of operating system, projected cumulative CVSS values can vary by as much as 

1014.8 and vulnerabilities counts by as much as 255 based on the year. 

 

 

Figure 4-10:  Sensitivity of forecasted values to component type 

 

4.4.1 The Need for Time Series Analysis 

As stated previously, time series models provide amplifying information lacking from 

the simple totals in Table 4-2. Looking beyond the IBM solution to the potential second-

place choice, if conclusions were based on cumulative vulnerability counts alone, 

practitioners would have incorrectly selected Microsoft as the solution with the second 

lowest risk. Instead, time series analysis reveals that forecasted vulnerability counts to be 

the highest with the Microsoft COTS solution (see Table 4-6). This not only applies at the 

solution level, but also at the component level.  

0%

20%

40%

60%

80%

100%

OS DATABASE WEB SERVER APP SERVER

82%

4% 1%
13%

78%

5% 2%

15%

81%

4% 1%
14%

76%

5% 1%

17%

Percentage of Total Forecast by 
Component Type in 2017 & 2018

2017 Vulnerability Count 2017 Cumulative CVSS Value

2018 Vulnerability Count 2018 Cumulative CVSS Value



40 
 

Table 4-6:  Analysis of simple totals vs time series forecasts 

Data Source 
Vendor-Based Solution 

Red Hat IBM Oracle Microsoft 

Vulnerability Totals 419 82 413 371 

Forecast for 2017 138 14 132 215 

Forecast for 2018 138 15 140 268 

 

Take as an example, the difference in total vulnerabilities between IBM's WebSphere 

and Oracle's WebLogic (see Table 4-7). WebSphere has 45 vulnerabilities (over the 4-

year span) compared to WebLogic's 20. Given the limited data, practitioners would 

incorrectly select WebLogic as the component with the lower risk. In contrast, time series 

analysis forecasts future vulnerability counts to be 11 (in 2017) and 12 (in 2018) for 

WebSphere versus 37 (in 2017) and 50 (in 2018) for WebLogic, highlighting WebSphere 

as the better choice. This is also true when examining cumulative CVSS values. The total 

CVSS value for WebSphere is higher than WebLogic on Table 4-7 (223.4 vs 137.8). 

However, time series analysis forecasts the values in WebSphere’s favor at 55.7 (in 2017) 

and 55.2 (in 2018) versus 260.4 and 344.6, respectively. 

Table 4-7:  Analysis of simple totals vs time series forecast at component levels 

Data Source 

Software Component 

IBM Oracle 

WebSphere WebLogic 

Simple Totals 45 223.4 20 137.8 

Forecast for 2017 11 55.7 37 260.4 

Forecast for 2018 12 55.2 50 344.6 

Note: The left column contains vulnerability counts while the right column displays total CVSS values 

 

These examples highlight the dangers of formulating conclusions without 

supplemental analysis. Without time series models it is difficult to determine whether 

vulnerability counts and severities are generally decreasing, static, or increasing. 
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However, when the simple totals are combined with the information from time series 

analysis, the IBM vendor-based solution can be quantitatively identified as the option 

with the lowest projected risk in both 2017 and 2018. The IBM solution offers a 

forecasted risk reduction of around 90% when compared to the worst solution. As an 

alternative, the Oracle vendor-based solution is a second choice, but the projected risk is 

only marginally better than Red Hat and Microsoft which should be avoided. 

Table 4-8:  Cumulative actuals for 2017 (extracted from the NVD) 

Application 

Type 

Vendor-Based Solution 
Totals 

Red Hat IBM Oracle Microsoft 

Operating 

System  

RHEL AIX Solaris Windows 

Server 

OS 

47 284.9 5 34 20 102.6 230 1132.1 302 1553.6 

Database 
PostgreSQL Db2 Database MS SQL Server Database 

5 28.7 6 36.6 2 4 1 5 14 74.3 

Web 

Server 

Apache HTTP IBM HTTP 

Server 

iPlanet Microsoft IIS Web Server 

11 66.4 1 7.5 1 5.8 0 0 13 79.7 

Application 

Server 

Apache 

Tomcat 

WebSphere Weblogic .NET 

Framework 

App Server 

17 97.3 10 46.9 15 83.3 4 26.5 46 254 

Totals 79 477.3 22 125 38 195.7 235 1163.6 375 1961.6 

Note: The left column contains vulnerability counts while the right column displays total CVSS values 
 

Table 4-9:  Cumulative actuals for 2018 (extracted from the NVD) 

Application 

Type 

Vendor-Based Solution 
Totals 

Red Hat IBM Oracle Microsoft 

Operating 

System  

RHEL AIX Solaris Windows 

Server 

OS 

396 2323.9 3 18.3 33 166 154 789.6 586 3297.8 

Database 
PostgreSQL Db2 Database MS SQL Server Database 

3 22.6 25 113.6 7 38.7 0 0 35 174.9 

Web 

Server 

Apache HTTP IBM HTTP 

Server 

iPlanet Microsoft IIS Web Server 

12 57.6 3 14.4 0 0 0 0 15 72 

Application 

Server 

Apache 

Tomcat 

WebSphere Weblogic .NET 

Framework 

App Server 

7 35.1 15 81.7 22 128.6 12 75 56 320.4 

Totals 418 2439.2 46 228 62 333.3 166 864.6 692 3865.1 

Note: The left column contains vulnerability counts while the right column displays total CVSS values 
 



42 
 

 

Figure 4-11:  Sensitivity of actual values to component type 
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76%. Despite the divergence (or more so because of it), the actuals from both 2017 and 
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importance and impact of operating systems as the gateway to hardware resources 

(Messier, 2015). 

Table 4-10 and Table 4-11 provide the SMAPE results for the 2017 and 2018 

forecasts. Calculations that resulted in a denominator of 0 were listed as not applicable 

(N/A). The results showed a wide range of predictive ability for the different software 

components. Values ranged from fair predictive ability (18% error) to poor (100% error). 

Despite the variation, the results showed the predictive ability of cumulative CVSS 

values for the solutions to be (on average) within 4% of the predictive ability of 

vulnerability counts, supporting the hypothesis that the predictive ability of the models 

for CVSS scores is similar to vulnerability counts and thus, time series analysis can be 

applied to forecast cumulative CVSS values. However, based on the information 

presented, the hypothesis that predictive ability at the solution/system level is better than 

individual components is incorrect. Rather, predictive ability at the solution/system level 

is generally, but not always, better than individual components.  

While the SMAPE results in this study do not compare directly with previous 

research due to differences in software components, time intervals, number of data 

points, and other factors, the adjusted results are similar. In the time series research 

performed by Roumani et al., the average SMAPE value (after being adjusted) was 

34.2% (Roumani, Roumani, & Nwankpa, 2015). In comparison, the average SMAPE for 

the cumulative CVSS values of the web application solutions (for 2017 and 2018) was 

47.8%, a difference of 13.6%. 
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Table 4-10:  SMAPE results for 2017 

 

Note: The left column contains vulnerability counts while the right column displays total CVSS values 
 

Table 4-11:  SMAPE results for 2018 

 

Note: The left column contains vulnerability counts while the right column displays total CVSS values 
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Examination of actual cumulative CVSS values validated the forecasts that 

recommended the IBM vendor-based solution as the choice that would result in the 

lowest system risk in 2017 and 2018 both in terms of the individual years and as an 

aggregated result (see Figure 4-12). Actual cumulative CVSS values showed that 

selection of the IBM solution reduced risk by as much as 1038.6 (89%) in 2017 and 

2211.2 (91%) in 2018 (based on comparison against the worst solution) which matches 

closely with the forecasts of 90% and 91% respectively. In terms of vulnerability counts, 

there is a reduction of 213 (91%) in 2017 and 370 (89%) in 2018 which aligns with 

forecasted reductions of 93% and 94% respectively.  

 

 

Figure 4-12:  Validation of IBM as the solution with lowest forecasted risk 
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Table 4-12:  Comparison of forecasted ranks to actuals 

Vendor-Based 

COTS Solution 

Forecasted 

Rank (2017) 

Actual Rank 

(2017) 

Forecasted 

Rank (2018) 

Actual Rank 

(2018) 

IBM 1 1 1 1 

Oracle 2 2 2 2 

Red Hat 3 3 3 4 

Microsoft 4 4 4 3 

𝝆̂𝑺 1 0.8 

Note: Ranks are based on forecasted CVSS values with 1 equal to the lowest value/risk 
 

 

Table 4-13:  Comparison of ranking based on simple vulnerability totals 

Vendor-Based 

COTS Solution 

Simple 

Vulnerability 

Count Totals 

Rank Based on 

Totals 

Actual Rank 

(2017) 

IBM 82 1 1 

Oracle 413 3 2 

Red Hat 419 4 3 

Microsoft 371 2 4 

𝝆̂𝑺 0.4 

Note: Values are based on simple totals of vulnerability counts from 2013 to 2016 
 

 

Selection of the “best” vendor-based COTS solution using the forecasted cumulative 

system vulnerability (CVSS) value can also be viewed as an application of statistical 

ranking. Table 4-12 displays the forecasted ranks for 2017 and 2018 in comparison to the 

actual ranks (computed from historical data). This view provides the simplest 

presentation of the results, having abstracted the details of the time series models. The 

forecasted rankings for 2017 are an exact match to the actual results (𝜌 𝑆 = 1) while the 

ranks for the Red Hat vendor-based COTS solution and the Microsoft solution are 

swapped for 2018 (𝜌 𝑆 = 0.8). This is not surprising as forecasts tend to become less 

accurate as projections reach further into the future. The Spearman’s rho calculations also 
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reiterate the need to conduct time series analysis. Table 4-13 displays the ranking of 

solutions based on simple vulnerability count totals (from 2013 to 2016). Using those 

measures, Microsoft was erroneously ranked second while Oracle was ranked third, 

resulting in a low 𝜌 𝑆 = 0.4 for 2017. 

4.6 Additional Tests of General Applicability 

As an additional test of the general applicability of the method addressed in this 

study, research was conducted against another set of software components that comprise 

three hypothetical desktop solutions. All three desktop solutions contained a “desktop” 

operating system, a web browser, and an office application. Table 4-14 lists the specific 

components of the three desktop solutions. Unlike the main example (with the web 

application solutions) version control was relaxed for browsers and office applications. 

Furthermore, historical vulnerability data for the software components was collected for 

2014 to 2017 (instead of 2013 to 2016).  

Table 4-14:  Components of hypothetic desktop solutions 

Application Type 

Vendor-Based Solution 

Free and Open Source Apple Microsoft 

Desktop Operating System Ubuntu 14.04 MacOS X 10.9.x Windows 7 

Internet Browser Firefox Safari Internet Explorer 

Office Application LibreOffice iWork Microsoft Office 

 

The hypothetical desktop solutions were selected for the following reasons: 

• The software components (browsers and office applications) are different from 

the main example. Although the operating systems are similar, they are focused 

on desktop/workstation use. 
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• Forecasts and results were calculated across a larger set of software versions to 

further test applicability. 

• Although the selected products still possessed four years of vulnerability data, the 

timeframe was shifted by 1 year from the main example to test the ability to 

forecast different time periods. 

• The desktop solutions mirror real world options. 

 

Table 4-15:  Cumulative vulnerability counts and CVSS values from 2014 to 2017 

Application 

Type 

Vendor-Based Solution 

Totals Free and Open 

Source 
Apple Microsoft 

Operating 

System 

Ubuntu Mac OS X Windows OS 

744 4252.5 166 1107.4 547 3344 1457 8703.9 

Web 

Browser 

Firefox Safari Internet Explorer Web Browsers 

421 2828.1 442 2817 684 5496.4 1547 11141.5 

Office 

Applications 

LibreOffice iWork MS Office 
Office 

Applications 

17 124.4 6 35.4 217 1826.4 240 1986.2 

Totals 1182 7205 614 3959.8 1448 10666.8 3244 21831.6 

Note: The left column contains vulnerability counts while the right column displays total CVSS values 

 

After extracting the vulnerability data for the software components, simple totals 

were computed with results displayed in Table 4-15. Unlike the main example (in Table 

4-2), the desktop operating systems did not account for the majority of the vulnerability 

counts, nor did it have the largest cumulative CVSS value (see Figure 4-13). Instead, web 

browsers had slightly higher vulnerability counts at 1547 versus 1457 (48% versus 45% 

of the total). The gap was larger for cumulative CVSS values with web browsers 

accounting for 11141.5 versus 8703.9 for the OS (51% versus 40% of the total). With 

regards to solutions, the Apple vendor-based solution has the lowest totals for both 
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vulnerability count and CVSS value. While some initial hypotheses can be formed based 

off these results, subsequent analysis will again highlight the dangers of jumping to 

conclusions without performing additional checks with time series models. 

 

 

Figure 4-13:  Sensitivity of totals to component type 
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Application of time series analysis against the vulnerability data for the desktop 

solutions resulted in the models listed in Table 4-16. Review of the data and results 

yielded many similarities with the earlier example involving web application solutions. 

Like the main example, the most common, best-fit time series model was the simple 

seasonal model which emphasized seasonality without a general trend (see Figure 4-14). 

In select cases such as vulnerability counts for the Windows 7 operating system (see 

Figure 4-15) and the Internet Explorer web browser (see Figure 4-16), the best-fit time 

series model was the Holt-Winters’ additive model which emphasized seasonality with 

either an increasing or decreasing trend. With Firefox, the best fit model was ARIMA 

(0,1,1) (0,0,0)12 which emphasized a moving average (see Figure 4-17). In the majority of 

cases, the same time series model was the best-fit for both vulnerability counts and 

cumulative CVSS values (see Figure 4-18) which supports the hypothesis that time series 

analysis can be applied to forecast cumulative CVSS values. 

 

 
Figure 4-14:  Safari vulnerability counts showing seasonality but no trend 
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Figure 4-15:  Vulnerability counts displaying seasonality and upward trend 

 

 

 

 

Figure 4-16:  Vulnerability counts displaying seasonality and downward trend 
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Figure 4-17:  An ARIMA model of Firefox displaying a moving average 

 

 

 
Figure 4-18:  Simple seasonal model for both vulnerability counts and CVSS values 

Note: The top graph displays the simple seasonal model for Office vulnerability counts while the bottom 

graph displays the simple seasonal model for Office cumulative CVSS values. Note the similarities. 
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Table 4-17:  Desktop solution forecasts for 2018 

Application 

Type 

Vendor-Based Solution 

Totals Free and Open 

Source 
Apple Microsoft 

Operating 

System 

Ubuntu Mac OS X Windows OS 

248 1409.5 50 375.5 275 912.8 573 2697.8 

Web 

Browser 

Firefox Safari Internet Explorer Web Browser 

12 42 91 604 42 170.1 145 816.1 

Office 

Applications 

LibreOffice iWork MS Office Office Applications 

2 30.7 1 7.2 48 375 51 412.9 

Totals 262 1482.2 142 986.7 365 1457.9 769 3926.8 

Note: The left column contains vulnerability counts while the right column displays total CVSS values 

 

Table 4-18: Desktop solution forecasts for 2019 

Application 

Type 

Vendor-Based Solution 

Totals Free and Open 

Source 
Apple Microsoft 

Operating 

System 

Ubuntu Mac OS X Windows OS 

248 1409.5 50 375.5 328 912.8 626 2697.8 

Web 

Browser 

Firefox Safari Internet Explorer Web Browser 

12 42 91 604 11 30.6 114 676.6 

Office 

Applications 

LibreOffice iWork MS Office Office Applications 

2 30.7 1 7.2 48 375 51 412.9 

Totals 262 1482.2 142 986.7 387 1318.4 791 3787.3 

Note: The left column contains vulnerability counts while the right column displays total CVSS values 

 

Using the models, forecasts were obtained for 2018 (Table 4-17) and 2019 (Table 

4-18). Similar to the application server solution example, independent models were used 

for vulnerability counts and CVSS values making it possible to have a forecast of zero 

vulnerabilities while having a non-zero CVSS forecast and vice versa. However, unlike 

the main example, all forecast results included at least one vulnerability. As with the 
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main example, many of the forecasted values are the same for 2018 and 2019. Again, this 

is due to the dominant use of the simple seasonal model. 

 

 

Figure 4-19:  Sensitivity of forecasts to component type 
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lowest vulnerability count and cumulative CVSS values for both 2018 and 2019 (see 

Figure 4-20) Selecting the Apple desktop solution in accordance with the prescribed 

methodology results in a forecasted decrease of 120 vulnerabilities (46%) and a reduction 

of cumulative CVSS value by 495.5 (33%) when compared to the solution with the 

highest forecasted cumulative CVSS value for both 2018 and 2019. 

 

 

 

Figure 4-20:  Results based on forecasted cumulative CVSS value 
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Table 4-20:  Actual values for desktop solitions in 2019 

Application 

Type 

Vendor Based Solution 

Totals Free and Open 

Source 
Apple Microsoft 

Operating 

System 

Ubuntu Mac OS X Windows OS 

75 416.3 111 759.2 250 1625.9 436 2801.4 

Web 

Browser 

Firefox Safari Internet Explorer Web Browsers 

105 615.2 68 410.4 53 360.3 226 1385.9 

Office 

Applications 

LibreOffice iWork MS Office Office Applications 

10 70.1 0 0 41 311.2 51 381.3 

Totals 190 1101.6 179 1169.6 344 2297.4 713 4568.6 

Note: The left column contains vulnerability counts while the right column displays total CVSS values 

 

 

Figure 4-21:  Sensitivity of actual values to component type 
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of the Apple desktop solution resulted in 804 less vulnerabilities (84%) along with a 

4334.6 (81%) reduction in cumulative CVSS value.  

 

 

Figure 4-22:  Validation of Apple as the solution with the lowest cumulative risk 
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still reduced vulnerability counts by 165 (48%) and cumulative CVSS value by 1127.8 

(49%) when compared to the worst solution in 2019. The actual reductions in 
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vulnerability counts and cumulative CVSS values met or exceeded forecasts in both 

years. Thus, following the prescribed methodology still resulted in the selection of a 

COTS-based solution with a significantly reduced attack surface akin to the earlier 

example. 

 

Table 4-21:  Desktop solution SMAPE results for 2018 

Results 

Vendor Based Solution 

Free and Open 

Source 
Apple Microsoft 

Operating 

System 
Ubuntu Mac OS X Windows 

Forecast 248 1409.5 50 375.5 275 912.8 

Actuals 622 3320.3 106 694.2 162 830.1 

SMAPE 40% 37% 74% 75% 30% 19% 

Web Browser Firefox Safari Internet Explorer 

Forecast 12 42 91 604 42 170.1 

Actuals 333 1980.4 50 303 75 509.8 

SMAPE 83% 85% N/A N/A 51% 76% 

Office 

Applications 
LibreOffice iWork MS Office 

Forecast 2 30.7 1 7.2 48 375 

Actuals 5 31.1 0 0 76 606.3 

SMAPE N/A N/A N/A N/A 35% 36% 

Solution level 
Free and Open 

Source 
Apple Microsoft 

Forecast 262 1482.2 142 986.7 365 1457.9 

Actuals 960 5331.8 156 997.2 313 1946.2 

SMAPE 41% 38% 87% 89% 18% 23% 

Note: The left column contains vulnerability counts while the right column displays total CVSS values 

 

Table 4-21 and Table 4-22 display the desktop solution SMAPE results for 2018 and 

2019, respectively. Like the main example, calculations that resulted in a denominator of 

0 were listed as not applicable (N/A). Similarly, results showed a wide range of 

predictive ability for the different software components. Values range from fair predictive 
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ability (18% error) to poor (95% error). In this example, the results showed the predictive 

ability of cumulative CVSS values for the solutions to be (on average) within 6% of the 

predictive ability of vulnerability counts, providing continued support to the hypothesis 

that the predictive ability of the models for CVSS scores is similar to vulnerability counts 

and thus, time series analysis can be applied to forecast cumulative CVSS values. The 

data also rejected, like the main example, the hypothesis that predictive ability at the 

solution level is better than individual components. Again, the predictive ability at the 

solution/system level is generally, but not always, better than individual components. 

 

Table 4-22:  Desktop solution SMAPE results for 2019 

Results 

Vendor Based Solution 

Free and Open 

Source 
Apple Microsoft 

Operating 

System 
Ubuntu Mac OS X Windows 

Forecast 248 1409.5 50 375.5 328 912.8 

Actuals 75 416.3 111 759.2 250 1625.9 

SMAPE 72% 73% 93% 93% 42% 58% 

Web Browser Firefox Safari Internet Explorer 

Forecast 12 42 91 604 11 30.6 

Actuals 105 615.2 68 410.4 53 360.3 

SMAPE 97% 98% N/A N/A N/A N/A 

Office 

Applications 
LibreOffice iWork MS Office 

Forecast 2 30.7 1 7.2 48 375 

Actuals 10 70.1 0 0 41 311.2 

SMAPE N/A N/A N/A N/A 53% 52% 

Solution level 
Free and Open 

Source 
Apple Microsoft 

Forecast 262 1482.2 142 986.7 387 1318.4 

Actuals 190 1101.6 179 1169.6 344 2297.4 

SMAPE 53% 53% 95% 95% 40% 59% 

Note: The left column contains vulnerability counts while the right column displays total CVSS values 
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Table 4-23:  Forecasted versus actual rank for desktop solutions 

Vendor-Based 

COTS Solution 

Forecasted 

Rank (2018) 

Actual Rank 

(2018) 

Forecasted 

Rank (2019) 

Actual Rank 

(2019) 

Apple 1 1 1 2 

Microsoft 2 2 2 3 

Free and Open 

Source 
3 3 3 1 

𝜌 𝑆 1 -0.5 

Note: Ranks are based on forecasted CVSS values with 1 equal to the lowest value/risk 

 

Table 4-24:  Forecasted rank based on simple totals for desktop solutions 

Vendor-Based 

COTS Solution 

Simple 

Vulnerability 

Count Totals 

Forecasted Rank 
Actual Rank 

(2018) 

Apple 614 1 1 

Microsoft 1448 3 2 

Free and Open 

Source 
1182 2 3 

𝜌 𝑆 0.5 

Note: Values are based on simple totals of vulnerability counts from 2014 to 2017 

 

Table 4-23 displays the forecasted and actual rank of the desktop solutions. The 

forecasted rankings for 2018 are an exact match to the actual results (𝜌 𝑆 = 1) while a  

shift in the actuals for 2019 resulted in a mismatch (𝜌 𝑆 = −0.5). Again, the results are as 

expected since forecasts tend to become less accurate as projections reach further into the 

future. Similarly, the Spearman’s rho calculations reiterate the need to conduct time 

series analysis.  



61 
 

Table 4-24 displays the ranking of the desktop solutions based on simple vulnerability 

count totals. Using those measures, the Microsoft solution was erroneously ranked third 

while the Free and Open Source solution was ranked second in 2018, resulting in a lower 

𝜌 𝑆 = 0.5. 

4.6.1 Lower Market Share Does Not Guarantee Less Vulnerabilities 

Analysis of the vulnerability data for the desktop solutions provided a counterpoint 

against the notion that software components with lower market share have less reported 

vulnerabilities. While it is possible that products with lower market share have fewer 

analysts examining vulnerabilities (with the net effect of having fewer vulnerabilities 

being reported), this is not guaranteed. Table 4-25 lists the highest market share (as 

recorded by StatCounter) for the “desktop” operating systems next to their actual 

cumulative CVSS value in 2018. Since StatCounter did not distinguish between different 

types of Linux operating systems, the value representing the max combined market share 

of all desktop Linux operating systems in 2018 is used (representing the maximum 

possible market share that Ubuntu could have).  

 

Table 4-25:  Comparing market share to actual cumulative CVSS value in 2018 

Desktop OS 
Market 

Share 

Rank by Market 

Share 
CVSS Value 

Actual 

Rank 

Ubuntu (All Linux) 1.4% 1 3320.3 3 

MacOS X 4% 2 694.2 1 

Windows 7 42% 3 830.1 2 

Note: For Linux operating system StatCounter did not distinguish between different versions. 

 

If product selection were performed based on the software component with the lowest 

market share, Ubuntu 14.04 would have been selected first, followed by MacOS x, and 

lastly with Windows 7. Despite having 2.6% more market share than Ubuntu, MacOS x 
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had the lowest cumulative CVSS value at 694.2. Worse still, Windows 7, with 40.6% 

more market share, also had a lower cumulative CVSS value at 830.1. Ubuntu, which 

likely had less than the maximum possible market share of 1.4%, had the largest 

cumulative CVSS value at 3320.3 proving that having lower market share does not 

guarantee less vulnerabilities. The data showed that vulnerabilities, in either count or 

severity (per CVSS values) are not necessarily proportional to market share. For example, 

Windows 7, which had more than 10 times the market share of MacOS X in 2018, 

recorded only slightly higher cumulative CVSS values (at most 20% more). 

Cybersecurity practitioners cannot simply select products with lower market share and 

expect less cyber risk. Market share measurements do not provide quantitative measures 

of cybersecurity risk, nor can they be aggregated to provide solution/system level views 

of cybersecurity risk. 

4.7 Alignment with Systems Engineering Practices 

The methodology and results of this paper aligns with the design definition process 

and life cycle cost (LCC) analysis described in the INCOSE SE Handbook (INCOSE, 

2015). Specifically, one of the key activities of the system design process is to “assess 

alternatives for obtaining system elements” which involves selecting “the most 

appropriate alternatives.” The research in this paper aligns directly with these activities as 

it provides a method to quantitatively evaluate the cybersecurity risks of alternate 

solutions. The forecasts on future vulnerability counts, cumulative CVSS values, and 

other security insights provide additional “system design rationale” which is an output of 

the design definition process activities. Figure 4-23 depicts the input-process-output 
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(IPO) diagram for the design definition process and calls out both the “assess 

alternatives” activity and “system design rationale” output. 

 

Figure 4-23:  IPO diagram for the design definition process (INCOSE, 2015) 

 

From an LCC analysis perspective, the forecasts on vulnerability counts and 

cumulative CVSS values help system engineers understand potential “utilization and 

support costs” which are based on “future assumptions for ongoing operation and 

maintenance.” Under cybersecurity, this includes costs for vulnerability scans, patch 

management, and other actions taken to reduce the attack surface of the deployed system. 

4.8 Considerations for the Application of Forecasts 

Although quantitative analysis of both the main and secondary examples illustrated a 

straightforward application of the prescribed methodology that resulted in considerable 

reductions is in both overall risk (as measured by cumulative CVSS values) and the total 
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number of vulnerabilities, caution is advised when applying the methodology to non-

academic, business settings.  

4.8.1 Analyst Skills and Tools 

The individuals conducting the analysis should be statistically literate and familiar 

with the software tools they intend to use to facilitate the time series forecasts. While 

different statistical software can be used (this study used IBM’s SPSS software), the 

analyst needs to be cognizant of software settings and the potential impacts it has on 

calculations and results. For example, the software may be configured to automatically 

handle specific types of outliers or exclude certain models from consideration. Analysts 

also need to be aware of how “best-fit” models are selected and avoid situations where 

overfitting occurs. With the results, analysts should recognize situations where values are 

sufficiently similar that a best solution cannot be reliably determined due to the inherent 

inaccuracy of forecasts. 

4.8.2 Addressing Dirty Source Data 

Engineers conducting the analysis must ensure that vulnerability data is appropriately 

extracted and processed before use in time series analysis. In instances where multiple 

versions of a software component are analyzed, a single vulnerability may be applicable 

across different versions and appear repeatedly in the extracted vulnerability data. The 

duplicates should be removed to prevent skewing the results. Attribution consistency is 

another area where data can be “dirty.” For example, within the NVD, a few 

vulnerabilities for Internet Explorer were listed under IE rather than Internet Explorer and 

could have been unintentionally excluded. If large quantities of data are excluded or 

processed in error, overall results will be affected. 
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4.8.3 Using Forecasts for Budget Allocation 

Forecasts provide insight into whether there is expected growth or decline in both the 

number and severity of future vulnerabilities, but they are not guarantees of what will 

occur in the future. Thus, forecasts should be used with extreme caution when applied as 

a guide for budget allocation. While projected growth in quantity and severity can be 

used to justify increases in resources (e.g., more personnel and budget), projected 

declines should not be used as reasoning to defund cybersecurity efforts as it increases 

the risks of being underfunded. Table 4-26 lists the various scenarios and outcomes 

possible when only budget increases are allowed and when both budget increases and 

decreases are enacted based on forecasts. 

 

Table 4-26: Possible scenarios based on type of budget adjustment allowed 

Scenario 
With only budget 

increases 

With budget 

increase and 

decrease 

Forecasted growth with actual growth Aligned Aligned 

Forecasted growth with no actual change Surplus Surplus 

Forecasted growth with actual decline Surplus Surplus 

No forecasted change with actual growth Shortall Shortfall 

No forecasted change with no actual change Aligned Aligned 

No forecasted change with actual decline Surplus Surplus 

Forecasted decline with actual growth Shortfall Shortfall 

Forecasted decline with no actual change Aligned Shortfall 

Forecasted decline with actual decline Surplus Aligned 

 

With separate models for vulnerability counts and cumulative CVSS values, forecasts 

in the main example predicted change (either an increase, no change, or decrease) at the 

solution/system level correctly 62.5% of the time (between 2016 and 2017). Forecasts 

underpredicted 12.5% of the time and overpredicted 25% of the time. Given these 

percentages, if only budget increases are enacted based on forecasts the following would 
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likely occur in terms of budget alignment: 62.5% x (Aligned, Aligned, Surplus), 12.5% x 

(Shortfall, Shortfall, Aligned), and 25% x (Surplus, Surplus, Surplus). That equates to a 

46% chance of budgets being in alignment, a 46% chance of having a surplus, and an 8% 

chance of suffering a shortfall. However, if we increased and decreased budgets based on 

forecasts, that would result in the following: 62.5% x (Aligned, Aligned, Aligned), 12.5% 

x (Shortfall, Shortfall, Shortfall), and 25% x (Surplus, Surplus, Surplus). With both 

budget increases and decreases, that translates to a 62.5% chance of budgets being in 

alignment, a 25% chance of having a surplus, and an 12.5% chance of suffering a 

shortfall.  

In essence, tying both budget increases and decreases with forecasts (as opposed to 

just increases) results in greater alignment of budgets to vulnerability behavior (either 

growth, decrease, or lack of change), but the tradeoff is an increased chance of 

encountering a budget shortfall and decreased chance of a budget surplus. Other usage 

scenarios will likely exhibit different amounts of under-forecasting. For instance, if the 

percentage of under-forecasting at the component level from the main example is used, it 

dramatically increases the chance of budget shortfalls to 22%. Thus, forecasts should be 

avoided as justification to reduce budgets. 

4.8.4 Layered security 

While the application of forecasts in guiding selection of COTS solutions during the 

system design definition phase resulted in significant decreases in both vulnerability 

counts and cumulative CVSS values, the reduction in risk does not justify absolution 

from other cybersecurity practices. Instead, the methodology prescribed in this paper 

should serve as the foundations for a layered approach to cybersecurity. No known 
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methods or tools can guarantee the complete removal of all cybersecurity vulnerabilities 

and risk; however, each additional layer of security adds to overall risk reduction. Should 

any layer fail, other layers are present to prevent complete compromise of the system. 

Thus, vulnerability and exploit assessments should be layered on to detect weaknesses in 

the developed system and patch management will still need to occur to address 

discovered vulnerabilities, but the reductions in number and severity afforded by good 

design choices will enable resources to be focused elsewhere and further strengthen 

cybersecurity. 

 

 

 

 

 

 

 

 

  



68 
 

Chapter 5 - Discussion and Conclusions 

 

 

 While this paper examined historical vulnerability data on various software 

components from COTS vendors such as Red Hat, IBM, Oracle, and Microsoft to create 

forecasts on cumulative CVSS values and vulnerabilities, the focus is not on the 

actionable security insights gained for the specific software. Rather, the exercise serves to 

illustrate the quantitative method which enables the evaluation and selection of alternate 

COTS-based solutions during the system design phase, resulting in the reduction of 

future cyber vulnerabilities/risks. The benefits of the prescribed method include the use 

of public data (i.e., lack of dependence on proprietary information), the ability to forecast 

across different versions of a software product (i.e., forecast against a dynamic code 

baseline), and the ability to incorporate trends and seasonal influences into the forecasts.  

 This study differs from existing research in using cumulative CVSS values instead of 

vulnerability counts as the primary metric for gauging cyber risk. Examples in the study 

highlight how newer software may not be more secure and that the use of time series 

forecasting helps avoid analysis errors that may occur when results are based solely off 

simple totals. The analysis showed that while time series models have a wide range of 

forecast accuracy (with modified SMAPE ranging from 20% to 78% at the solution 

level), their cumulative results enable the selection of solutions that effectively reduce 

future cyber vulnerabilities with predictive ability being generally, but not always, better 

at the solution level. In the main example, selection of the recommended solution reduced 

risk (measured by cumulative CVSS value) by as much as 89% in 2017 and 91% in 2018 

(based on comparisons of actuals against the worst-case solution). In terms of the number 

of vulnerabilities, the results amount to 213 (or 91%) less to address in 2017 and 370 (or 
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89%) less in 2018. Given these numbers, selection of the recommended solution would 

result in a significantly reduced attack surface, reduced patch management efforts, and 

reduced costs. 

 Analysis was also performed using a second, smaller set of components with wider 

variation in software versions to stress the general applicability of the prescribed 

methodology. Results from the second data set generally mirrored the first and supported 

the same hypotheses. Selection of the recommend solution reduced risk (based on 

cumulative CVSS value) by 81% and the number of vulnerabilities by 84% in 2018, and 

by 49% and 48%, respectively in 2019. Additionally, the second set of data demonstrated 

the fallacy in equating lower market share with lower vulnerability counts. Practitioners 

of cybersecurity cannot simply select the product they believe to have the lowest market 

share and expect it to be safer, nor could they aggregate market share values to enable 

meaningful quantitative forecasts and comparisons of software vulnerabilities at the 

solution/system level. 

 To the best of present knowledge, this study is the first to combine time series 

analysis and forecasting of cumulative CVSS values at the solution/systems level with 

analysis of COTS-based solutions during the design phase of the system life cycle. While 

the analysis contained in this study showed that the prescribed methodology can be used 

to reduce future cyber vulnerabilities, the correctness/effectiveness of the outcome is 

dependent on the accuracy and completeness of the public data from the NVD. By its 

nature, the use of ARIMA and exponential smoothing can offset minor errors and 

discrepancies in the data, but large quantities of errors and/or exclusions will ultimately 

affect results. Furthermore, there must be sufficient data to form effective forecasts. 
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Experience showed that forecasts become more problematic when there is less than four 

years of data. Additional research is recommended to examine the use of other data 

sources. Another limitation of this study is the focus on known/reported vulnerabilities. 

This study does not address unreported/zero-day vulnerabilities. 

 To be clear, this study does not claim cumulative CVSS values are better predictors 

of future vulnerability. The predictive ability of cumulative CVSS values were shown by 

the results to be comparable to the use of vulnerability counts. However, CVSS values 

provide a more accurate assessment of overall cyber risk than vulnerability counts alone 

since cumulative CVSS values represent both vulnerability quantity and severity. 

Furthermore, the methodology detailed in this paper does not replace the need for 

periodic testing and patch management. Instead, system engineers and decision makers 

are provided data that forecasts how their decisions will affect the relative scale of future 

patch management efforts. Decision makers may opt for one of the alternate solutions 

instead of what was recommended, but they do so knowing the potential cybersecurity 

ramifications of their decisions. 

 In the main research example, the IBM vendor-based solution was clearly the best 

choice as both the raw and forecasted data presented values that were significantly lower 

than the other solutions. However, this may not be the case when the prescribed method 

is applied against other software components/solutions. It is possible that in other 

applications the forecasted results are sufficiently similar in value that a “best choice” 

cannot be readily selected, particularly when considering the inherent inaccuracy of the 

time series forecasts. Again, additional research is recommended to examine other 

forecast methods that provide greater, more consistent predictive ability. 
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The prescribed method in this study is not restricted to the selection of vendor-based 

solutions in their entirety. Additional data mining can be performed on the collected data 

to generate more actionable insights such as the identification of repeat susceptibility to 

specific attack methods. Future research can examine the ability to utilize the 

vulnerability forecasts of the individual software components to select different, 

compatible components across vendor groupings to create composite solutions that 

further reduces future vulnerabilities or to make calculated trades in cyber 

vulnerability/risk by selecting components that have greater risk, but also desired 

capabilities.  
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Appendix 

 

 

A.1 Application of “white-noise” ARIMA models against software components 

During time series analysis of the components from the hypothetical application server 

solutions in Section 4.3, the “white-noise” ARIMA was selected as the best-fit model for 

vulnerability counts for IBM HTTP server, vulnerability counts for Microsoft SQL 

Server, cumulative CVSS values for IBM Db2 database server, and cumulative CVSS 

values for IBM HTTP server. This was a cause for concern as it is indicative of an 

inability to accurately forecast. Fortunately, analysis showed that the “white-noise” 

model mainly applied to components exhibiting some of the lowest values for 

vulnerability counts and cumulative CVSS scores. As such, overall forecasts results 

exhibited low sensitivity to these components. Tables displaying the vulnerability counts 

and cumulative CVSS values for which the “white-noise” ARIMA applied are displayed 

in the following pages along with their respective graphs. 
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Table A-1:  Historical CVSS values for Db2 10.1.x 

  Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec 

2013 0 0 0 0 0 7.2 0 4.6 0 5 0 8 

2014 0 0 0 0 15.7 0 0 0 12 0 3.5 8 

2015 0 0 0 0 0 0 0 0 0 0 0 0 

2016 0 0 0 4 0 0 0 0 6.9 0 0 0 

2017 0 0 3.5 0 0 0 0 0 33.1 0 0 0 

2018 0 0 20.9 0 28.2 0 16 0 14.1 0 34.4 0 

Note: Values represent CVSS values extracted from the NVD aggregated by month 

 

 

 

 

 
Figure A-1:  Time series graph of Db2 CVSS values 

Note: The ARIMA (0,0,0) (0,0,0)12 “white noise” model is depicted with constant = 1.560 

and Ljung-Box = 0.669 
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Table A-2: Historic vulnerability counts for IBM HTTP Server 8.x 

  Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec 

2013 0 2 0 0 0 1 2 0 0 0 0 0 

2014 0 0 2 0 0 0 1 0 0 0 0 0 

2015 0 0 0 0 0 0 0 0 1 0 0 0 

2016 0 0 0 0 0 0 0 0 0 0 0 0 

2017 0 0 0 0 0 1 0 0 0 0 0 0 

2018 0 0 2 0 0 0 0 1 0 0 0 0 

Note: Values represent vulnerability counts extracted from the NVD aggregated by month 

 

 

 

 

 
Figure A-2:  Time series graph of IBM HTTP vulnerability counts 

Note: The ARIMA (0,0,0) (0,0,0)12 “white noise” model is depicted with constant = 0.188 

and Ljung-Box = 0.458 
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Table A-3:  Historical CVSS values for IBM HTTP Server 8.x 

  Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec 

2013 0 8.6 0 0 0 5.1 11.8 0 0 0 0 0 

2014 0 0 10 0 0 0 5 0 0 0 0 0 

2015 0 0 0 0 0 0 0 0 9 0 0 0 

2016 0 0 0 0 0 0 0 0 0 0 0 0 

2017 0 0 0 0 0 7.5 0 0 0 0 0 0 

2018 0 0 10.1 0 0 0 0 4.3 0 0 0 0 

Note: Values represent CVSS values extracted from the NVD aggregated by month 

 

 

 

 

 
Figure A-3:  Time series graph of IBM HTTP CVSS values 

Note: The ARIMA (0,0,0) (0,0,0)12 “white noise” model is depicted with constant = 1.031 

and Ljung-Box = 0.736 
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Table A-4: Historic vulnerability counts for MS SQL Server 2012 

  Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec 

2013 0 0 0 0 0 0 0 0 0 0 0 0 

2014 0 0 0 0 0 0 0 2 0 0 0 0 

2015 0 0 0 0 0 0 3 0 0 0 0 0 

2016 0 0 0 0 0 0 0 0 0 0 2 0 

2017 0 0 0 0 0 0 0 1 0 0 0 0 

2018 0 0 0 0 0 0 0 0 0 0 0 0 

Note: Values represent vulnerability counts extracted from the NVD aggregated by month 

 

 

 

 

 
Figure A-4:  Time series graph of SQL Server vulnerability counts 

Note: The ARIMA (0,0,0) (0,0,0)12 “white noise” model is depicted with constant = 0.146  

and Ljung-Box = 0.527 


