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Abstract of Praxis
A Secure Wi-Fi Mesh Network for Smart Homes

For a growing number of Internet users across the globe, remote working, online
shopping, and virtual learning are becoming the new standard. Wi-Fi performance has
never been more crucial as they use their home Internet to access work environments and
children participate in e-learning. Asthe workload on our networks grows, so does the need
to keep our data and information secure. A typical home network consists of a router
connected to a modem, with the equipment connecting the smart devices to the Internet
connection inside the home. The router transmits the wireless signal as far as possible
within the home. Walls, furniture, building materials, and other impediments can impact
the propagation of wireless signals across the home. Moreover, the signal weakens as you
move away from the router. This is where mesh networks come into play. A mesh network
uses multiple nodes or routers that can communicate with one another and disperse the Wi-
Fi signal to cover a larger area.

This praxis conducts a comparison of the privacy and security aspects of the
existing Internet Service Providers’ (ISP) Wi-Fi mesh with different implementations of
secure Wi-Fi mesh. The comparison of different Wi-Fi mesh solutions discussed in this
research will enable the ISPs and Customer Premises Equipment (CPE) vendors to embed
security and privacy in the existing product design or new products in the future. The main
contribution of this research is a comparative analysis of the data collected during security

and privacy testing of ISP Wi-Fi mesh systems with secure Wi-Fi mesh implementations.
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Glossary of Terms
IEEE 802.11: A technical standard for half-duplex WLAN that specifies PHY and MAC
protocols for the local area networks.
802.11a/b/g/n/ac/ax: A Wi-Fi standard consisting of a family of amendments
(11a/b/g/n/aclax), including various working specifications from the previous
amendments and the latest features to extend the scope.
Smart Home: A home where Internet-enabled devices and appliances interact and can be
remotely controlled using a Wi-Fi network.
Headless Architecture: Its Application Program Interface (API) based approach where
backend applications are decoupled from end user interface. Newer 10T devices are being
developed without local Graphical User Interface (GUI) and backend processes
hardcoded in the software.
OFDMA: Orthogonal Frequency Division Multiplexing Access was introduced in IEEE
802.11ax amendment where a single modulation scheme uses multiple subcarriers to
deliver traffic multiple stations on the same Wi-Fi channel. Use of OFDMA improved

spectral efficiency of the Wi-Fi network in dense AP environments.
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Chapter 1 Introduction

1.1 Background

The Internet of Things (IoT) has changed traditional Human-Computer
Interaction (HCI) into our technology-rich and automated lifestyles. Each new loT
application or product is embedded in various industries. 10T has started a digital
expansion, including smart transportation, industries, cities, and homes. It has expanded
into commercial domains, such as healthcare and hospitality. This expansion of loT
applications has created a new security paradigm. These products have introduced new
attack surfaces and vectors in existing networks, and every year, hackers use novel
approaches to hack networks or monitor connected clients. Until a few years ago, the
home network environment only consisted of personal computing devices (e.g., laptops
and phones). Now, various new sensors are packaged into devices to make the home
environment more interconnected and automated (Mudawi, 2020). The smart home
environment can be divided into various categories, including:

1. Home entertainment devices: Smart TV's, gaming consoles, Wi-Fi setup boxes,

and voice-controlled clients (e.g., Alexa, Google Assistant).

2. Home lighting solutions: smart bulbs and lights.

3. Home appliances: smart refrigerators, washing machines, ovens, and
thermostats.

4. Home security: smart locks, cameras, and security sensors.

5. Personal computing devices: laptops, smartphones, watches, and tablets.

6. Personal fitness devices: smart bikes and other home gym equipment.



A typical smart home environment consists of three major components: 10T
devices, 10T sensors with headless architecture, and modes of communication (Trabelsi,
2021), as described below.

A. loT Devices

Smart home devices are designed to be low-power, centrally managed clients.

Low power consumption architecture in some applications reflects CPU

capabilities, making cryptographic algorithms a resource-intensive process. Open

security communication invites unwanted cyber spying, jeopardizing home and
device privacy.
B. loT sensors with Headless architecture

Designing small form-factor home products forced manufacturers to remove

unnecessary peripherals (e.g., control screen, USB, and display ports) and

increase dependency on smartphone applications for managing clients. This
dependency on mobile applications forced end users to allow advanced access to
home networks.

C. Modes of Communication

Smart home devices use a variety of protocols, such as Wi-Fi, ZigBee, and

Bluetooth, to connect to the home network. No standard protocol is followed

across the industry. Multiple 10T clients connected on the same network following

different protocol stacks create a heterogeneous environment. Moreover,
hardware limitations force designers to choose compromised designs (Mudawi,

2020).



1.2 Research Motivation

The motivation for this researchis to embrace new standards and identify
vulnerabilities in both contemporary and outdated protocols. This research examines the
security landscape of Wi-Fi mesh networks. Several notable findings emerge, including
the persistent utilization of obsolete security configurations and susceptible protocols, the
adoption rates of modern protocols, the expanding integration of mesh networks within
smart city infrastructures, and the significant disparities tied to geographic regions and
frequency ranges covered in the survey. Additionally, this study identifies and
recommends improvements in the existing home network based on empirical data. In
essence, this work furnishes a more intricate comprehension of real-world Wi-Fi network
security. With the rapid proliferation of wireless networks and the growing need for
heightened performance and security, the IEEE 802.11 standards have evolved
substantially. Presently, Wi-Fi 6 (IEEE 802.11ax) stands as the latest standard, capable of
achieving data rates exceeding 10 Gbps. In tandem, the security of Wi-Fi networks has
evolved considerably since the advent of WEP. Notably, the introduction of Wi-Fi
Protected Access 3 (WPAZ3) by the Wi-Fi Alliance as a successor to Wi-Fi Protected
Access 2 (WPAZ2) has introduced forward secrecy and alleviated security vulnerabilities
arising from weak password choices. However, the crucial elements of embracing new
standards and expeditiously retiring older and vulnerable protocols remain pivotal for
safeguarding Wi-Fi networks. To promote the adoption of new standards, devices now
issue warnings when outdated standards are detected (e.g., Apple’s operating systems).
Similarly, the Wi-Fi Alliance recommends user interface icons to signify supported

network standards.



This research scrutinizes the status of Wi-Fi security by analyzing proprietary and
simulated data. The study furnishes statistics concerning security-relevant attributes,
tracks temporal trends, and explores their practical implications. Notably, concerning
trends emerge, including persistent support for vulnerable ciphers like WPA-TKIP.
Despite initiatives to foster the adoption of novel standards, support for IEEE 802.11ac
Wave 2 stands at a mere 1.03%, with IEEE 802.11w (released over a decade ago)
defining Protected Management Frames (PMF) at 2.22% and Simultaneous
Authentication of Equals (SAE) at 1.08%. This work is a foundational step in tracking the
adoption of modern protocols like PMF and SAE, as they are now mandated as part of
WPAS. The paper culminates by exploring the rising prevalence of hidden networks
within smart homes. As a remedy, this research proposes best practices based on its
observations and insights. Subsequent surveys can incorporate these practices to ensure a
more rigorous and precise interpretation and comparison of results.

1.3 Problem Statement

A Smart home Wi-Fi mesh network could be vulnerable to more than 12,000
unique scanning attacks dueto lack of security and privacy preserving mechanisms that
makes home devices vulnerable from hackers (Laughlin, 2021).

This research attempts to address the privacy and security problems of Wi-Fi connected
smart homes. Most smart home devices are designed to work on TCP/IP architecture,
which requires a gateway to provide Wide Area Network (WAN) and Local Area
Network (LAN) connectivity, where various l0T clients connect and communicate with
one another. Nowadays, most 10T clients require an active Internet connection to perform

specific tasks at home. Ifit is a thin client (i.e., resource-constrained), then it might not



follow recommended security settings (National Cyber Security Centre, 2021). These thin
clients make the whole home network environment vulnerable to hackers and jeopardize
the security and privacy of other wireless devices on the network (Cisar & Cisar, 2015).

Advancement of technologies such as Deep Packet Inspection (DP1) has enabled
ISPs to actively monitor home network traffic, as most of the traffic browsed by the
clients is unencrypted or provides metadata such as actively browsed applications,
browsed websites, number of packets exchanged, or device activity (Henriques, 2023).
1.4 Thesis Statement

Embedding security and privacy preserving mechanisms to the Wi-Fi mesh design
will make smart homes less susceptible to eavesdroppers on the Internet.

The methodology researched to improve the security of home Internet gateways
will assist in designing new CPE devices with improved built-in security features. The
focus is on centralizing the home network’s security and privacy rather than pushing it to
the edge clients. Centralizing security and privacy require making changes, such as
implementing WPA3-SAE, a Virtual Private Network (VPN), encrypted Domain Name
Service (DNS), or a Virtual Local Area Network (VLAN) to the existing home Wi-Fi
mesh routers.

The best home mesh network implementation from this research can be
implemented to the existing I1SP/third-party routers by the vendors, or it can be used to
augment the design of future gateway products. The methods implemented in this
research are specific to home Internet WAN and LAN networks and can be easily

integrated by the CPE vendors and ISPs.



1.5 Research Questions and Hypothesis
There are three research questions (RQs) and three hypotheses (Hs). The research

questions and hypotheses are the following:

RQ1: What is the best mesh configuration that provides privacy to 10T client from

ISP traffic monitoring analysis?

RQ2: What is the best mesh configuration that provides privacy to connected loT

clients from eavesdroppers in proximity?

RQ3: What is the best mesh configuration that maintains anonymity on the Internet

compared to a traditional home network?

H1: A configuration of mesh with VPN and VLANSs preserves leakage of TCP/IP

packets compared to exiting mesh implementation.

H2: Network segmentation with WP A3 encrypted backhaul protects against rogue

device cross communication and denial of service attack on the wireless local area

network.

H3: Encrypting LAN to WAN traffic using VPN provides anonymity to smart home

network on the Internet.
1.6 Overview of Approach

The aim is to compare different Wi-Fi mesh implementations consisting of

multiple Access Point (AP) nodes which provide connectivity to a large area within the
home without compromising security to ISPs and eavesdroppers on the Internet. It was
hypothesized that the Linux-based Operating System (OS) OpenWRT can be used for the
home/small office environment (Palazzi, Brunati, & Roccetti, 2010) and integrated with

existing security mechanisms to make a secure home mesh network framework. The goal



is to compare different security and privacy preserving mechanisms and choose the best
security configurations for secure home mesh networks which provide privacy and
security to the connected devices and protect them from ISPs and eavesdroppers. Using
OpenWRT for 802.11s (mesh network) was discussed in the previous research (Ahmed,
2016), where different mesh protocols are discussed with features and advantages. Prior
research demonstrated that even encrypted device traffic could be susceptible to traffic
monitoring analysis attacks (Apthorpe, Reisman, Sundaresan, Narayanan, & Feamster,
2017). Therefore, encrypting the device payload is insufficient to protect the network’s
privacy and security; it will require the deployment of multiple security mechanisms.
These prior research experiments were the key influence for choosing this research.
1.7 Scope of Study and Research Goals

This study aims to compare four network implementation approaches for a Smart
home Wi-Fi mesh network that can be deployed in the existing home Internet market by
ISPs and CPE vendors. This approach involves using various other network security
mechanisms, such asa VPN, PMF with WPAZ2 for the fronthaul, and WPA3 for backhaul
security, creating three VLANS for low-powered 10T clients, advanced computing clients,
and guest respectively. Most CPE vendors are adopting a cloud-based approach where
router and extender nodes are registered to cloud accounts for authentication and
management purposes. Cloud managed Wi-Fi mesh implementation raises the same
concerns as ISP-provided routers, where data management and wireless configuration is
offloaded to vendor or ISP cloud (McNamee, 2014). Storing mesh nodes and client
information locally has its advantages and disadvantages. The disadvantages can be

countered by implementing advanced encryption protocols, such as WPA3, with long



alphanumeric passphrases to ensure data is managed and stored locally on the mesh
router. Storing data locally on the device, using advanced encryption for the WLAN, and
encrypting the DNS on a network with multiple VLANSs will improve the existing
network’s security and privacy (Anders, 2023). Using a VPN on any network client is
recommended for security purposes, whereas enabling VPNSs on thin 10T devices is
challenging, as using a VPN on any device is a resource-intensive task that a thin client
lack (Apthorpe, Reisman, & Feamster, 2017). Some thin IoT devices lack hardware
capabilities and some lack software GUI access. Most of these 10T devices are managed
through mobile phone applications. Current home Wi-Fi network implementations are
not secure enough to tackle a connected home where all the 10T devices, computers,
home appliances, and sensors are connected on the same network. Malware introduced to
the network through any attack vector can compromise the network, jeopardizing the
smart home’s security and privacy (Grustniy, 2022).

Implementations of secure Wi-Fi mesh network is discussed in Chapter 3, where
OpenWRT-based 802.11s supported routers are used to build a mesh routing network for
small office and home environments. Using 802.11s has some advantages (Belanger,
2006), such as:

e Ease of deployment: Intelligent nodes require less site surveying and can coexist
with indoor and outdoor nodes.

e Backhaul requirements are reduced: Multiple nodes can share a single
wireless/wireline dedicated point-to-point or point-to-multipoint link. Data
packets have several pathways and can be dynamically diverted around failed

nodes or interferences while remaining transparent to the user.



e Expandability: Self-adjusting networks can easily accommodate new nodes.
Experimental results on the security and privacy of the secure mesh network
configurations are tested in Chapter 4.

1.8 Research Datasets

We used a setup with 10T devices such as cameras, mobile phone, windows, and
apple laptops to simulate the real-time traffic data on the Wi-Fi mesh network. Raspberry
Pi4B and WebRTC tools were used to simulate real-time attacks.
1.9 Organization of Praxis

Chapter 2 of praxis describes the difference between a traditional network and a
mesh network, security and privacy concerns related to home networks, and existing ISP
Wi-Fi mesh. Chapter 3 compares design implementation of ISP mesh system with
secured mesh system. Chapter 4 discusses the comparative data of all the Wi-Fi mesh
implementations. Finally, recommendations for future work and the conclusion are in

Chapter 5.



Chapter 2 Literature Review

2.1 Introduction

A mesh node system extends your Wi-Fi network and gives coverage throughout
the home. Compared to other network devices, a mesh system is designed to increase Wi-
Fi range, improve device connectivity, and remove red dead zones (no Wi-Fi
connectivity) from the home, as shown in Figure 1 (Gateway Fiber, 2024). A standard
Wi-Fi router has a range of roughly 150 feet, but that coverage decreases when the Wi-Fi
signal passes through walls, floors, and other obstacles. On the other hand, a mesh system

allows a Wi-Fi network to spread up to 5,000 square feet or more (Gateway Fiber, 2024).

TRADITIONAL ROUTER MESH WIFI SYSTEM

Figure 1: Wi-Fi Coverage of Single Gateway vs. Mesh Wi-Fi System. (Gateway Fiber,
2024)
A single-node Wi-Fi network (traditional Wi-Fi with one router) consists of Wi-Fi
6 (802.11ax) 4x4 Multi-User Multiple Input Multiple Output (MU-MIMO) dual-band
capabilities (2.4 GHz & 5 GHz), which can provide connectivity to a small office, home,
and apartment depending on the number of other Wi-Fi networks nearby. The presence of
other Wi-Fi networks canimpact the device connectivity, leading to a slower connection

speed. Any wall or material in the Line of Sight (LoS) of router and device degrades the
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Wi-Fi signal. Due to their small form factor, most Wi-Fi devices do not package a big
antenna surface, and the common implementation in mobiles and 10T clients is 1x1 and
2x2 bandwidth or spatial streams. Due to the limited number of spatial streams available
(one spatial stream for 1x1 and two for 2x2), most 10T devices get poor Wi-Fi
connectivity despite having the latest Wi-Fi router hardware. A Wi-Fi-capable device
should be able to match the theoretical value of the Physical (PHY) rate shown in Table 1
(Vouzis, 2020). PHY rate is defined as the maximum speed of data bits transmission
between the Wi-Fi router and the Wi-Fi-capable device (IEEE Standard for Information
Technology, 2021). Table 1 shows the standard defined PHY rate of Wi-Fi-capable

devices.

40MHz 80MHz 160MHz

20MHz
';gs :\;22 Modulation Cod\ng Data Rate Min. RSS| Data Rate Min. RSS Data Rate Min. RSS| Data Rate Min. RSS
SN S\R SNR SNR

0 BPSK 1/2 6.5 7.2 2 1351 F15 293" :325 76 585 65

1 QPSK 1/2 13 144 5 79 27 30 8 76 585 65 11 73 117 1130 14 -70
2 QPSK 3/4 195 217 9 77 405 45 12 -74 878 975 15 71 1755 195 18 -68
3 16-QAM 172 26 289 1N 74 54 60 14 -1 117 130 17 68 234 260 20 -65
4 16-QAM 3/4 39 433 15 -70 81 90 18 67 1755 195 21 64 351 390 24 -61
5 64-QAM 273 52 578 18 66 108 120 21 63 234 260 24 -60 468 520 27 -57
6  64-QAM 3/4 585 65 20 -65 1215 135 23 -62 2633 2925 26 -59 5265 585 29 -56
7  64-QAM 5/6 65 722 25 64 135 150 28 -61 2925 325 3 -58 585 650 34 -55
8 256-QAM  3/4 78 867 29 -59 162 180 32 56 351 390 35 -53 702 780 38 -50
9 256-QAM  5/6 31 -57 180 200 34 -54 390 4333 37 -51 780 866.7 40 -48

NOoOUAEWN=O

BPSK 172 13 144 2 -82 27 30 5 79 585 65 8 <76 1377 1307 [ 73

QPSK 1/2 26 289 5 -79 54 60 8 76 117 130 1" -73 234 260 14 -70

QPSK 3/4 39 433 9 <77 81 90 12 74 1755 195 15 71 351 390 18 -68
16-QAM 172 52 578" |1 74 108 120 14 71 234 260 17 68 468 520 20 -65
16-QAM 3/4 78 867 15 70 162 180 18 67 351 3% 21 -64 702 780 24 -61
64-QAM 273 104 1156 18 66 216 240 21 63 468 520 24 60 936 1040 27 -57
64-QAM 3/4 117 1303 20 -65 243 270 23 -62 5265 585 26 -59 1053 1170 29 -56
64-QAM 5/6 130 1444 25 -64 270 300 28 61 585 650 3 -58 1170 1300 34 -55
256-QAM  3/4 156 1733 29 59 324 360 32 56 702 780 35 -53 1404 1560 38 -50
256-QAM  5/6 31 57 360 400 34 54 780 866.7 37 -51 1560 1733 40 -48

10
1"
12

14
15

—
w
VONOCWUEWN=O

16 [0 BPSK 12 WSS =2 2 -82 405 45 5 79 878 975 8 76 1755 195 11 73
17 IR QPSK 1/2 39 433 5 -79 81 90 8 76 1755 195 11 <73 1351773900 [ 14 -70
18 B QPSK 3/4 585 65 9 I 12351 T135 | [[12 -74 2633 2925 15 <71 5265 585 18 -68
19 13 16-QAM 172 78 867 1 74 162 180 14 71 351 3%0 17 -68 702 780 20 -65
20 |4 16QAM  3/4 117 130 15 70 243 270 18 67 5265 585 21 -64 1053 1170 24 -61
21 |5 64QAM  2/3 156 1733 18 -66 324 360 21 63 702 780 24 -60 1404 1560 27 -57
22 |6 64QAM  3/4 1755 195 20 65 3645 405 23 -62 26 -59 1580 1755 29 -56
23 |7 64QAM  5/6 195 2167 25 -64 405 450 28 61 8775 975 31 -58 1755 1950 34 -55

8 256-QAM 3/4 234 260 29 597114867 '540"|| 32 56 1053 1170 35 -53 2106 2340 38 -50

9 256-QAM  5/6 260 2889 31 57 540 600 34 54 1170 1300 37 -51 40 -48

Table 1: Modulation Coding Scheme (MCS) Index Table. (Vouzis, 2020)
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The MCS index is a measure based on numerous aspects of a Wi-Fi connection

between two stations. For 802.11ac, it is determined by the modulation type, coding rate,

number of spatial streams, channel width, and guard interval (IEEE Standard for

Information Technology, 2021). Each of these parameters represents the following:

Type of modulation: the phase and amplitude modulation for bit encoding. More
complex modulations (for example, 256 QAM) transmit more data but are also
more vulnerable to noise (Weller, Mensenkamp, Vegt, Bloem, & Laat, 2020).
Coding rate: the number of bits required to convey information and used for error
correction. Higher values (for example, 56) transfer more information but leave
less possibility for error correction.

Spatial streams: the number of independent data streams used. Higher values (for
example, four streams) increase data.

Channel width: the size of the communication channel. Although wider channels
can yield better bandwidth, doubling the channel width raises the noise floor by 3
dB, lowering the Signal to Noise Ratio (SNR).

Guard interval: the time between packet transmissions. Short intervals allow more
packets to be transmitted but increase the likelihood of interference (Karmakar,

De, Ghosh, Adhikari, & Jain, 2020).

With the introduction of Wi-Fi 6 802.11ax, another aspect affecting MCS is whether the

transmission employs Orthogonal Frequency Division Multiplexing (OFDM) or

Orthogonal Frequency Division Multiplexing Access (OFDMA) (Dev, Maity, &

Bhattacharya, 2012).
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A Wi-Fi device should maintain the highest PHY rate from 0 dB Received Signal
Strength Indicator (RSSI) to —50 dB RSSI. RSSI is the power measurement used to
indicate the strength of the signal the device receives from the Wi-Fi router. Generally, it
is shown in a negative value. A smaller RSSI indicates a higher signal strength; for
example, a device at—30 dB RSSI has a stronger signal than a device at—50 dB RSSI. It
is the same for a device at —60 dB RSSI; it is getting better network speed than a device
at —75 dB RSSI. According to IEEE 802.11, the Wi-Fi standard value of MCS drops with
an increase in RSSI, as shown in Table 2 (IEEE Standard for Information Technology,
2021). A Wi-Fi device should maintain a dynamic range of —30 dB RSSI to —82 dB RSSI
on a 5GHz radio, whereas on a 2.4GHz radio, it should maintain a dynamic range of —20
dB RSSI to a minimum of —82 dB RSSI (IEEE Standard for Information Technology,

2021). Table 2 shows the expected IEEE 802.11 receiver sensitivity requirements for Wi-

Fi clients.
Modulation Minimum Sensitivity | Minimum Sensitivity | Minimum Sensitivity | Minimum Sensitivity
Without | With | Rate 20 MHz (dBm) 40 MHz (dBm) 80 MHz (dBm) 160 MHz (dBm)
DCM DCM
N/A BPSK 1/2 -82 -79 -76 -73
BPSK QPSK 1/2 -82 -79 -76 -73
aQpPsK | 16-QAM 1/2 -79 -76 73 70
apsKk | 16-QAM 3/4 77 74 71 -68
16-QAM N/A 1/2 -74 -71 -68 -65
16-QAM N/A 3/4 -70 -67 -64 -61
64-QAM N/A 2/3 -66 -63 -60 -57
64-QAM N/A 3/7 -65 62 -59 -56
64-QAM N/A 5/6 64 51 -58 -55
256-0AM N/A 3/4 -59 56 -53 50
256-0AM N/A 5/6 -57 -54 -51 -48
1024-QAM | N/A 3/a -54 -51 -48 -45
1024-QAM | N/A 5/6 52 .49 -46 .43

Table 2: Receiver Sensitivity Table. (IEEE Standard for Information Technology, 2021)
According to the IEEE 802.11 Wi-Fi standard requirement, a device should

maintain connectivity up to —82 dB RSSI, which is extremely difficult in a real-world,
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noisy environment where other Wi-Fi routers broadcast on the same Wi-Fi channel (IEEE
Standard for Information Technology, 2021). Therefore, the concept of mesh Wi-Fi
systems was introduced to increase the coverage of device connectivity.

Figure 2 shows a mesh Wi-Fi mesh topology, which comprises a “master router”
and two additional devices known as an access point (AP) or extender (TP-Link, n.d.).
These devices collaborate to form asingle unified Wi-Fi network that can be customized
to the size and shape of a home, depending on the number of walls. Like a regular router,
the primary router in a mesh system connects directly to the ISP cable modem. Unlike a
typical implementation, a mesh router also connects to access points. These devices can
communicate with one another via wired or wireless connections (IEEE Standards,
2011).

For this research, we have considered wireless connectivity for mesh networks,
where a dedicated wireless backhaul radio is used to enhance the connectivity between
the router and the access points. This implies that a portion of the Wi-Fi spectrum will
only be utilized for data transmission and reception within the mesh system’s devices. A
backhaul radio connection provides connectivity between the router and APs, whereas a

fronthaul network provides Internet access to Wi-Fi devices.
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Figure 2: Wi-Fi Mesh Gateway in a Large Modern Home. (TP-Link, n.d.)
2.2 Security Threats to Smart Home Networks

Wi-Fi networks can pose several privacy issues of which users should be aware.
Some common privacy concerns related to Wi-Fi networks include:

1. Data interception: Wi-Fi signals are broadcasted over the air, making them
susceptible to interception by unauthorized individuals within range. Attackers
can capture and analyze network traffic, potentially exposing sensitive
information like login credentials, personal data, or browsing activities (Hafeez,
Antikainen, & Tarkoma, 2019).

2. Man-in-the-Middle (MiTM) attacks: Attackers can position themselves between a
user’s device and the Wi-Fi network, intercepting and tampering with data
packets. This allows them to capture sensitive information, inject malware or
malicious content, or redirect users to fake websites, leading to data theft or

compromise (Murugesan, Thangadorai, & Muralidhara, 2021).
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Unauthorized access: Weak or easily guessable Wi-Fi passwords can allow
unauthorized users to gain access to the network. Once connected, they may
eavesdrop on network traffic, compromise devices, or engage in malicious
activities. (Glass , Portmann, & Muthukkumarasamy, 2008)

Network profiling and tracking: Wi-Fi networks can track and record information
about connected devices, such as MAC addresses, device identifiers, and
browsing habits. This data can be used for targeted advertising, user profiling, or
selling to third parties without explicit user consent (Hafeez, Antikainen, &
Tarkoma, 2019).

. Wi-Fi network enumeration: Devices actively searching for available Wi-Fi
networks can inadvertently disclose the names of previously connected networks
(Service Set Identifiers (SSIDs)). This information can reveal details about a
user’s location, preferences, or the networks to which they frequently connect
(Apthorpe, Reisman, & Feamster, Closing the Blinds: Four Strategies for
Protecting Smart Home Privacy from Network Observers, 2017).

Rogue Wi-Fi networks: Attackers can set up malicious Wi-Fi networks with
legitimate-sounding names to trick users into connecting. These rogue networks
can capture sensitive information, launch attacks, or act as a gateway for further
compromise (Murugesan, Thangadorai, & Muralidhara, 2021).

. Wi-Fi security protocol vulnerabilities: Previous security protocols like Wired
Equivalent Privacy (WEP) and WP A2 have revealed vulnerabilities over time,
potentially leading to unauthorized access or decryption of encrypted traffic

(Kohlios, 2018).
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8. Wi-Fi device exploitation: Attackers can exploit vulnerabilities in Wi-Fi-enabled
devices, such as routers, access points, or 10T devices, to gain unauthorized
access, compromise the device, or use it as a pivot point to attack other devices on
the network (Lee, Zappaterra, Choi, & Choi, 2014).

2.3 Privacy Issues with Existing Smart Home Networks
These threats can arise from the ISP or external actors. Some common privacy
concerns related to home ISPs include:

1. Data collection and tracking: 1SPs canaccess a significant amount of user data,
including browsing history, IP addresses, DNS queries, and device information.
They may collect and retain this data for various purposes, such as network
management, advertising, or sharing with third parties (Bendrath & Mueller,
2011).

2. Data retention: 1SPs may retain user data for extended periods, even after it is no
longer necessary for providing their services. This can create risks if the data is
accessed or leaked, potentially exposing personal information or online activities .

3. Monitoring and surveillance: ISPs can monitor and analyze user traffic on their
networks. While this is primarily for network management purposes, it can also
be used for surveillance or to comply with government requests for user
information (Parsons, 2009).

4. Targeted advertising: ISPs may use user data to deliver targeted advertising based
on browsing habits and interests. This can involve tracking user behavior and
sharing data with advertising networks or other third parties (Fernandez, Wang,

Gomez, & Kuzmanovic, 2010).
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5. Bandwidth throttling: Some ISPs engage in bandwidth throttling, which involves
intentionally slowing down certain types of Internet traffic or specific services.
This can affect the quality and speed of certain online activities, such as streaming
or file sharing (Hadli & Kumar, 2020).
6. Data sharing with third parties: ISPs may share user data with third-party
companies, such as advertisers, analytics firms, or government agencies,
voluntarily or as required by law. This can raise concerns about the security and
privacy of user information (Fuchs, 2012).
2.4 Security and Privacy Issues in the Existing Mesh Network

Most of the ISPs collect data for four reasons: 1) collect Key Performance
Indicators (KPIs) of the services (e.g., video, voice, Internet) to provide best experience
to the customer; 2) advertising; 3) sell other services (10T products); 4) provide services
based on geographical regions (FTC Staff Report, 2021). The following sections discuss
the technologies used by ISPs to collect customer data.
2.4.1 Use of Deep Packet Inspection on the Internet

The data packets that make up Internet traffic typically have two main parts: the
header information and the payload information. While payload information comprises,
the actual information being delivered over the Internet, header information offers routing
information so messages can reach their intended destination(s). The application sending
or receiving the data transfer and the information being communicated are included in the
latter. An entity with the power to act on such information could alter what is said, when,
and to whom. This ability to seamlessly act on header and payload information in real

time gives them tremendous control over communications. Internet service providers, for
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example, are progressively deploying network technology that enables enormous data
packet monitoring. This method is called deep packet inspection (DPI) (Parsons, 2013).
Compared to earlier networking capabilities, DPI provides a more thorough
understanding of the data that Internet subscribers send and receive. DP1 technology can
be configured to evaluate and take action on header and payload data in real-time,
frequently without the subscribers knowing that their network operator is watching,
mediating, or changing data flows. Technology may adapt to various use cases and
associated activities because it responds so comprehensively to data flows.

These devices can be used to control the flow of specific types of data, such as
those connected to peer-to-peer or Voice over Internet Protocol (\VolP) broadcasts, or
they can consciously recognize and prevent traffic connecting those types of services.
These kinds of actions could be taken to discriminate against rivals’ commercial offerings
while enhancing the reputation of a network operator’s own services, which are not
subject to such activities, or they could be taken to reduce the overall amount of data
traffic flowing across a network, perhaps when a router cannot forward all the data
packets it is receiving to adjacent routers (Parsons, 2013). Additionally, network
administrators cantemporarily shut transmissions between programs by inserting
commands that alert users’ computers that a transmission has failed, even if it has not.
Similarly, operators can alter data traffic to incorporate specific tracking data into
packets, altering the payloads and sending highly targeted advertisements. Closely
examining packet payloads may also be used to spot and prevent the distribution of
materials that violate third-party rights (Daly, 2011). The uses of technology are

primarily private ones that help private players achieve their objectives. Deep packet
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inspection, however, may also be used for state surveillance or security measures. For
example, electronic devices may be set up to watch for specific online communication
types or content, or they may be a part of a more extensive state surveillance system that
profiles citizens and permanent residents. Given the widespread belief that technical
infrastructure can be challenging to remove after it has been installed, numerous parties
with an interest in the technology and the accompanying activities see deep packet
inspection as having high stakes.
2.4.2 Use of DPI on the home Internet routers

Most ISP and third-party CPE routers (home Internet routers) are now equipped
with DPI hardware. As each data packet passes through these routers, the equipment
enables I1SPs to accurately identify the packet’s origin and content. DPI provides the
capability to inspect data packets from the Open Systems Interconnection (OSI) network
layer (layer 3) to the application layer (layer 7), as shown in Figure 3, while maintaining
the integrity of other services. DPI technology can thoroughly examine HTTP traffic and

any unencrypted traffic (Cooper, 2011).
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Figure 3: TCP/ IP Layers Based on OSI Model. (Research based on OSI model, 2011)
DPI equipment can reroute, tag, drop, set a rate limit, or report a packet of interest

to the ISP. A redirection might involve sending specified packet signatures to a particular
place on the network; for example, all email packets might be forwarded to a specialized
piece of hardware that determines whether the traffic is spam before sending the email to
its recipient. To give packets a Quality-of-Service (QoS) level, latency — the amount of
delay experienced in the packet exchange system — can also be marked (Rafael, et al.,
2012). Packets that are sensitive to high levels of latency may be given a higher priority
when being routed to their destination than packets that are less sensitive to latency.
However, packet tagging primarily serves to identify packets internally so they can be
acted upon. Often, tagging can be done by a single device that can change packets, like
DPI, and the following network components can read the tag and act accordingly. This
could entail sending the packet solely through a particular group of trusted routers or

through a specific network gateway. The equipment will refuse to forward the packet to
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the following hop on the way to its destination while blocking or dropping packets,
frequently without informing the packet’s source that it is being blocked.

Most ISP gateways are capable of device profiling, actively collecting the device's
Internet activity (Callado, et al., 2009). An experiment was performed using an Apple
MacBook and a Windows laptop to demonstrate the device/user privacy breach. Various
websites were browsed using these test devices, demonstrating how device profiling is
done and how Internet activity is tracked. Figure 4 shows an example of DPI performed
by an ISP router on the home network devices. The DPI information is collected in the
following file syntax:

«<website PID>, <Device MAC>, <OS Type/Client> , <no. of packets>
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# dpi appinst

9,(null),F0:18:98:1E:E1:5F,0, (null),22,2251,2,120

302017024 ,Network Time Protocol,A8:20:66:2F:02:43,2900,Apple MacBook,18,1668,3,228
9, (null),AQ:36:9F:9F:81:FD,239,Windows,1494,107698,53,12233

0, (null),66:FE:86:43:00:05,0, (null),11,2366,0,0
0,(null),38:88:00:79:F2:49,0,(null),3,1206,3,1143

0, (null),A8:20:66:2F:02:43,2900,Apple MacBook,821,854007,46,2136

335594240 ,Google Static Content(SSL),A8:20:66:2F:02:43,2900,Apple MacBook,672,71250,745,879924
218107648 ,Google ,A8:20:66:2F:02:43,2900,Apple MacBook,380,50195,375,181739

218167808 ,Bing.com,A8:20:66:2F:02:43,2900,Apple MacBook,29,4089,30,22319
151025152,ICMP,AR:36:9F:9F:81:FD,239,Windows,18,1296,0,0
151010560,DNS,66:FE:86:43:00:05,0,(null),7,513,7,912

402653952, Facebook,A8:20:66:2F:02:43,2900,Apple MacBook,65,11128,52,22833

67151616, IMDb.com,A8:20:66:2F:02:43,2900,Apple MacBook,17,2199,17,8371

302006016 ,World Wide Web HTTP,A8:20:66:2F:02:43,2900,Apple MacBook,21,1244,11,652
218120704 ,Amazon CloudFront,A8:20:66:2F:02:43,2900,Apple MacBook,131,16625,130,72430
218160640 ,HTTP,A8:20:66:2F:02:43,2900,Apple MacBook,92,14308,72,17136

318791168,HTTP Protocol over TLS SSL,A@:36:9F:9F:81:FD,239,Windows,12,768,12,768
67172352,TikTok,A8:20:66:2F:02:43,2900,Apple MacBook,60,6344,68,81340
335591936,Google APIs(SSL),A8:20:66:2F:02:43,2900,Apple MacBook,145,20648,125,24193
67142144,Spotify,F0:18:98:1E:E1:5F,0, (null),585,154657,727,248162

151010560 ,DNS ,A8:20:66:2F:02:43,2900,Apple MacBook,884,78663,884,166719

218157312 ,Adobe.com,A8:20:66:2F:02:43,2900,Apple MacBook,95,14254,106,92875

67117056 ,Dailymotion,A8:20:66:2F:02:43,2900,Apple MacBook,16,2249,14,7097
218113536,Google Analytics,A8:20:66:2F:02:43,2900,Apple MacBook,105,14476,102,69206
335588608 ,Dynamic Host Configuration Protocol (DHCP),A8:20:66:2F:02:43,2900,Apple MacBook,9,0,0,0
100663552, Skype ,A0:36:9F:9F:81:FD, 239, Windows,9,803,9,2170

6912,Apple iMessage,A8:20:66:2F:02:43,2900,Apple MacBook,119,25147,94,24764
6912,Apple iMessage,F0:18:98:1E:E1:5F,0,(null),45,4601,44,9787

67137536, Youtube ,A0:36:9F:9F:81:FD,239,Windows,1,81,1,555

67142144 ,Spotify,AB:20:66:2F:02:43,2900,Apple MacBook,2365,312872,3987,4934316
302017024 ,Network Time Protocol,F0:18:98:1E:E1:5F,0,(null),6,456,6,456
318791168,HTTP Protocol over TLS SSL,F0:18:98:1E:E1:5F,0,(null),21,2849,40,19888
335593984, Lets Encrypt,A8:20:66:2F:02:43,2900,Apple MacBook,47,6072,38,19377
67142656 ,Netflix,A8:20:66:2F:02:43,2900,Apple MacBook,1041,122176,1535,2107349
151010560 ,DNS ,AQ:36:9F:9F:81:FD,239,Windows ,1788,159547,1735, 342000

100672768 ,Microsoft Teams,AB:36:9F:9F:81:FD,239,Windows,9,1116,9,576

67178752 ,Disney+,A8:20:66:2F:02:43,2900,Apple MacBook,221,21491,331,477069
335591680,SSL/TLS,F0:18:98:1E:E1:5F,0, (null),29,3280,27,5824

335588608,Dynamic Host Configuration Protocol (DHCP),F©:18:98:1E:E1:5F,0,(null),0,0,0,0
402657536 ,Pinterest ,A8:20:66:2F:02:43,2900,Apple MacBook,65,8208,67,47177

218163712 ,Amazon,A8:20:66:2F:02:43,2900,Apple MacBook,3584,644653,10139,11926222
335588608 ,Dynamic Host Configuration Protocol (DHCP),66:FE:86:43:00:05,0,(null),0,0,0,0
67111424 ,iTunes/App Store,A8:20:66:2F:02:43,2900,Apple MacBook,177,25943,178,137306
50332928,Web File Transfer,A8:20:66:2F:02:43,2900,Apple MacBook,220,36965,186,60667
218112768 ,ESPN,A8:20:66:2F:02:43,2900,Apple MacBook,2021,237388,3083,3826031
67111424,iTunes/App Store,F0:18:98:1E:E1:5F,0,(null),44,8685,88,77732

151010560 ,DNS,F0:18:98:1E:E1:5F,0,(null),141,11339,142,25658
335591680,SSL/TLS,A8:20:66:2F:02:43,2900,Apple MacBook,5226,835027,5263,4430174
21812531 :2F:02:43,2900,Apple MacBook,453,68961,442,332123

QeQ £1R4

Figure 4: DPI Capability of ISP Router.
2.4.3 Use of Unencrypted Domain Name System (DNS)
Most ISPs and Multiple Service Operators (MSOs) provide unencrypted DNS
servers as a default for home Internet routers, with no option to change DNS (Borgolte, et

al., 2019). DNS supports all of the Internet activities. It acts as a directory lookup for the
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Internet, making it simpler for users to navigate online services or websites. DNS acts as
an interface between humans and machines that can use the Internet address formats that
are most appropriate for them. Instead of entering the website’s IP address, which is
shown as “8.8.8.8” (IPv4 address) or 2001:4860:4860::8888 (IPv6 address), the user
writes google.com in the web browser. Many smart home applications contain always-on
sensors that record users’ offline actions in their living areas and transfer information
about these activities outside of the home, generally to cloud services managed by device
manufacturers (Apthorpe D. R., 2017). Examples of offline activities recorded by modern
smart home technology are exercise routines and medical data. Even if a smart home
device is not intended to record privacy-sensitive actions, these acts may still indirectly
affect the data gathered by the device’s sensors, enabling inference tools to identify them.
Despite the widespread use of transport layer encryption, smart home devices leak
metadata, allowing an eavesdropper to monitor or collect home network traffic.
Monitoring unencrypted DNS traffic is a common practice used by eavesdroppers, ISPs,
and MSOs to collect metadata from encrypted and unencrypted clients, as shown in
Figure 5, where unencrypted DNS traffic is collected from the home Internet router

(Siby, Juarez, Diaz, Rodriguez, & Troncoso, 2019)
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23
23

62
62
62
62
62
62
62
62

a2

698416
789791
386627
386797

793472
793624
793719
923573
947869
958812
834983
835775
835873
a43440
852511
854414
862138
879188
230192
238304
238396
245648
249141
249958

838976
859833
859188
873491
877126
873628
878678
@78724
882639
f02AR7

Source
2681:47:4980:1728:
20@1:558:feed: :1
2601:47:4980:1720:
2081:558: feed::1
2681:47:4980:1720:
2681:47:4980:1728:
2001:558:feed::1
2081:558: feed::1
2681:47:4980:1720:
2681:47:4980:1728:
2601:47:4980:1720:
2081:558: feed::1
2001:558:feed::1
20@1:558:feed: :1
2601:47:4980:1720:
2681:47:4980:1720:
2681:47:4980:1720:
20@1:558:feed: :1
2001:558:feed::1
2081:558: feed::1
2681:47:4980:1720:
20@1:558:feed: :1
2601:47:4980:1720:
2681:47:4980:1720:
2681:47:4980:1720:
20@1:558:feed: :1
2001:558:feed::1
2001:558:feed::1
2681:47:4980:1720:
2681:47:4980:1728:
2601:47:4980:1720:
2001:558:feed::1
2001:558:feed::1
20@1:558:feed: :1
2601:47:4980:1720:
2001:558:feed::1
2681:47:4980:1720:
2681:47:4980:1728:
2601:47:4980:1720:
2001:558:feed::1
2001:558:feed::1
2681:47:4980:1728:
2601:47:4980:1720:
2601:47:4980:1720:
2001:558:feed::1
2001 +EER Faad 1

39c2:

39c2:

39c2:
39c2:

39c2:
39c2:
39c2:

39c2:
39c2:
39c2:

39c2:

39c2:
39c2:
39c2:

39c2:
39c2:
39c2:

39c2:

39c2:
39c2:
39c2:

39c2:
39c2:
39c2:

b2fa:

b2fa:

b2fa:
b2fa:

b2fa:
b2fa:
b2fa:

b2fa:
b2fa:
b2fa:

b2fa:

b2fa:
b2fa:
b2fa:

b2fa:
b2fa:
b2fa:

b2fa:

b2fa:
b2fa:
b2fa:

b2fa:
b2fa:
b2fa:

6187

6187:

6187:
6187:

6187:
6187:
6187:

6187:
6187:
6187:

6187:

6187:
6187:
6187:

6187:
6187:
6187:

6187:

6187:
6187:
6187:

6187:
6187:
6187:

:3f9%e

3f%e

3foe
3foe

3foe
3foe
3f%e

3f%e
3foe
3foe

3foe

3f%e
3foe
3foe

3foe
3foe
3f%e

3f%e

3foe
3foe
3f%e

3foe
3f%e
3f%e

Destination
2001:558:feed::1
2681:47:4980:1728:
2001:558:feed: ;1
2681:47:4980:1728; 3.
2801:

2881:

2601:
2681:47:4980:1728; 3.
2001:558:feed: 1
2881:

2081: i
2681:47:4980:1728;
2681:47:4980:1728:3..
2681:47:4980:1728:
2001:558: feed::
2081:558: feed
2001:558:feed::
2681:47:4980:1728:3..
2601:47:4980:1728:
2681:47:4980:1728; 3.
2001:558:feed: 1
2681:47:4980:1728:
2001:558: feed::
2081:558: feed
2001:558:feed::
2681:47:4980:1728:
2601:47:4980:1720:3..
2601:47:4980:1720:3..
2001:558:feed::
20@1:558: feed
2001:558: feed::
2601:47:4980:1720:3..
2081:47:4980:1728:
2681:47:4980:1728:
2001:558:feed: ;1
2601:47:4980:1720:3..
2801: EE

2881:

2081: : i
2601:47:4980:1720:3..
2081:47:4980:1728:
20@1:558: feed: 11
2801:

2801:

2681:

2RAT .

A7+40RG+ 1770+

rreE

Protocol

Length

Info

9@ Standard

Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

186 Standard
186 Standard
108 standard

Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

294 Standard

248
a2
a2
a2

269

Standard
Standard
Standard
Standard
Standard

224 standard

348
186

Standard
Standard

176 Standard

as
as

Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

246 Standard

=
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query

Aneme

@x244d A google.com

response @x244d A google.com A 142.251.41.
8xd1lc6 A fb.com

response @xdlcé A fb.com A 157.248.241.35
8x8807 A dlpendpoint-1p.gslb2.comcast.com
@xB673 AAAA dlpendpoint-1p.gslb2.comcast.c
response @x@887 A dlpendpoint-1p.gslb2.com
response @x@678 AAAA dlpendpeint-1p.gslb2.
8xfaf8 A www.testingmcafeesites.com
BxCc@34 AAAA www.testingmcafeesites.com
8x@1b6 Unknown (65) www.testingmcafeesites
response @x@81b6 Unknown (65) www.testingmc
response @xf9f8 A www.testingmcafeesites.c
response @xc@34 AAMA www.testingmcafeesite
8x1828 Unknown (65) bag.itunes.apple.com
8xd549 AAAA bag.itunes.apple.com

@x886T A bag.itunes.apple.com

response @x1828 Unknown (65) bag.itunes.ap
response @xd549 AAMA bag.itunes.apple.com
response @x886T A bag.itunes.apple.com CNA
Bx8427 AAAA £673.dsce9.akamaiedge.net
response @x8427 AAAA e673.dsced.akamaiedge
@x@e6e Unknown (65) apps.mzstatic.com
8x297a AAAA apps.mzstatic.com

@x51c8 A apps.mzstatic.com

response @x297a AAAA apps.mzstatic.com CNA
response @x@e6e Unknown (65) apps.mzstatic
response @x51c8 A apps.mzstatic.com CNAME
@x24c2 Unknown (65) xp.apple.com

@x9261 AAAA xp.apple.com

@x3cb5 A xp.apple.com

response 8x24c2 Unknown (65) xp.apple.com
response @x3cb5 A xp.apple.com CNAME xp.it
response @x9261 AAAA xp.apple.com CNAME xp
8x957f Unknown (65) e17437.dsct.akamaiedge
response @x957f Unknown (65) el7437.dsct.a
8x3653 Unknown (65) configuration.apple.co
@xachd AAAA configuration.apple.com
8x35f4 A configuration.apple.com

response @xacb9 AAAA configuration.apple.c
response @x35f4 A configuration.apple.com
@x2388 Unknown (65) ocsp2.apple.com
@xbede AAAA ocsp2.apple.com

@xaBec A ocsp2.apple.com

response @x3653 Unknown (65) configuration

recnAnce GvaBer 4 arsn? annle cam CNAME Ar

Figure 5: DNS Activity Collected by the ISP Router.

2.5 Use of WPA2 for Backhaul and Fronthaul Network Security

Most existing mesh systems use backhaul networks based on Wi-Fi Protected

Access 2 (WPAZ2) encryption hosted on shared radio resources with a fronthaul network.

Due to WPA3 backward incompatibility, WPA3-Transition mode, or WP A2-Personal, is

the most commonly implemented method on both radios (2.4 & 5 GHz), whereas the

backhaul network is limited to WPA2-Enterprise mode only (Cheema, Bansal, & Sofat,

2011). The following are the vulnerabilities discovered in the WP A2 encryption:

Vulnerable to disassociation attack: This attack aims to cause an authenticated

client/node to disconnect from the AP/router, affecting the packet-forwarding

mechanism. When the device/AP node tries to reconnect, Wi-Fi packet sniffers
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can capture Extensible Authentication Protocol over LAN (EAPOL) packets (i.e.,
four-way handshake) (Rakhra, Kaushal, Tanwar, Datta, & Rana, 2020).
e Vulnerability to Denial of Service (DoS) attacks: WPAZ2 is vulnerable to Layer 2
hijacking and RF jamming (Sen, 2013).
e Unprotected management and control frames: Unprotected frames help attackers
discover the network and successfully implement DoS attacks on the network
(Arana, 2016).
2.5.1 WPA2 Network Security

WPAZ2 is a security protocol used to encrypt and safeguard Wi-Fi network
connections. It provides strong encryption to secure wireless communications and
prevent illegal network data access. The following key components are involved in
WPA2 encryption (Kibona, 2018).

1. Authentication
Devices wishing to join a Wi-Fi network must be authenticated using the four-

way handshake, as shown in Figure 6 (Packt, n.d.). The access point and client device
exchange authentication messages throughout the handshake to confirm each other’s

identities.
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@ Authenticator
Probe Request-Response

Supplicant
_________________________________ P
Authentication RR, Association RR
Pre-Shared Key 256 bit Pre-Shared Key 256 bit
Messa%e,l— s ® =
==~ pNonce
P
Snounce
PTK PTK

Message 2

"""""""""""" SNonee + MIC ~ 77T

Key Installed
wessate 3 -7
£ ‘\nsta\\at\o

Message 4
Key Install Acknowledgement

Figure 6: WPA2 Four-way Handshake. (Packt, n.d.)
2. Encryption Algorithms
WP A2 primarily uses the Advanced Encryption Standard (AES) for data
encryption, specifically AES-CCMP (Counter-Mode/CBC-MAC Protocol). AES-CCMP
provides strong cryptographic security and is resistant to various attacks, including brute-
force attacks.
3. KeyManagement
Pre-Shared Key (PSK): WPA2-PSK mode is commonly used in home and small
office networks. A passphrase or password is shared among network users, and from it, a

Pairwise Master Key (PMK) is derived.
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802.1X/EAP: In enterprise networks, WPAZ2 can use the Extensible Authentication
Protocol (EAP) and a RADIUS server for more advanced authentication and key
management.

4. Temporal Key Integrity Protocol (TKIP)

To overcome the drawbacks of the earlier Wired Equivalent Privacy (WEP)
protocol, TKIP was first added in anearly version of WPA. Because each data packet is
dynamically encrypted with a different encryption key, TKIP offers higher security than
WEP. It is important to remember that TKIP is regarded as being less secure than AES-
CCMP. For stronger encryption, it is advised to employ AES-CCMP wherever possible.
The security and integrity of data transmitted over a Wi-Fi network are guaranteed by
WPA2 encryption. WPAZ2 protects against eavesdropping and unwanted access to
network traffic by encrypting the data packets sent back and forth between devices. It
offers a secure setting for Internet activities, including email, file sharing, surfing, and
other network-dependent tasks.

To minimize potential vulnerabilities, it is crucial to frequently upgrade Wi-Fi
equipment and access points with the most recent firmware. Additionally, to guard
against unwanted access via brute-force attacks, network administrators should select
robust and distinctive passwords for WP A2-PSK networks (Kibona, 2018).

2.5.2 WPA3 Network Security Features

WPAS is the latest wireless security protocol designed to enhance the security of
Wi-Fi networks. It introduces improved encryption and authentication mechanisms
compared to its predecessor, WPA2 (Lamers, Dijksman, Vegt, Sarode, & Laat, 2021).

WP A3 encryption involves the following key components.
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1. Authentication
WP A3 uses the SAE protocol, also known as Dragonfly key exchange, for
authentication. SAE improves the security of the authentication process, particularly
against offline dictionary attacks, by incorporating a secure mutual password
authentication scheme.
2. Encryption Algorithms
WP A3 continues to use the AES as the primary encryption algorithm. It
introduces support for AES-GCM (Galois/Counter Mode), a more efficient and secure
encryption algorithm than the older AES-CCMP used in WPA2.
3. KeyManagement
WP A3 supports PSK mode for home and small office networks, similar to WPAZ2.
However, it enhances PSK networks’ security using the SAE protocol, making it more
resilient to offline attacks.
4. Cryptographic Enhancements
WPAS introduces cryptographic enhancements, such as forward secrecy, which
ensures that even if an attacker compromises the long-term key, they cannot decrypt
previously captured data.
5. Opportunistic Wireless Encryption (OWE)
WPAS includes a new feature called Opportunistic Wireless Encryption, which
provides encrypted connections even for open networks that do not require a password.
OWE uses individual session keys to encrypt data between the client and the access

point, protecting the traffic from eavesdropping.
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WP A3 significantly improves the security of Wi-Fi networks by addressing the
vulnerabilities and weaknesses found in WPAZ2. It offers stronger authentication, more
secure encryption, and protection against various attacks, including offline dictionary
attacks and key reinstallation attacks (e.g., Key Reinstallation Attack (KRACK)
vulnerability) (Kohlios, 2018).

It is important to note that while WP A3 provides enhanced security features, a
Wi-Fi network’s overall security depends on the implementation, device support, and
network configuration. It is recommended to use WPA3-enabled devices and access
points and keep them updated with the latest firmware to benefit from the improved
security measures offered by WPA3.

2.5.3 WPA2 vs. WPA3 Security
There are significant differences in security and cryptographic algorithms when

comparing the encryption of WPA2 and WPAS3. A detailed comparison is shown in Table

3.
WPA2 WPA3

1. Authentication: WPA2 uses a 1. Authentication: WPA3 introduces
four-way handshake process to the SAE protocol, also known as
authenticate devices attempting Dragonfly key exchange, for
to connect to a Wi-Fi network. authentication. SAE strengthens the

2. Encryption Algorithms: authentication process, particularly
WPAZ2 primarily utilizes AES against offline dictionary attacks.
with AES-CCMP for data 2. Encryption Algorithms: WPA3

30



encryption. AES-CCMP
provides strong cryptographic
security and is resistant to
various attacks.

. Key Management: WPA2
supports PSK mode, where a
shared passphrase or password
is used to derive the encryption

keys.

. Vulnerabilities: WPAZ2 has

been susceptible to
vulnerabilities like the
KRACK, which could lead to
the decryption of encrypted
data. Other vulnerabilities
include brute-force attacks on
weak passwords (Guenther &

Appel, 2020).

continues to use AES as the primary
encryption algorithm but adds support
for the more efficient and secure

AES-GCM encryption algorithm.

. Key Manage ment: WP A3 maintains

support for PSK mode but enhances
its security through SAE, making
PSK networks more resilient to

offline attacks.

. Vulnerabilities: WPA3 aims to

address vulnerabilities present in
WPAZ2, such as KRACK, by
implementing stronger security
mechanisms. However, as with any
security protocol, new vulnerabilities
may still be discovered over time

(Guenther & Appel, 2020).

Table 3: Detailed Comparison of WPA2 and WPA3 Encryptions.
2.6 Chapter Summary
This chapter provided an overview of the traditional 802.11 WLAN versus the
802.11s mesh network, existing implementation, privacy issues, and security

vulnerabilities found in the existing mesh network. Prior research provided a good
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theoretical basis for practically testing the vulnerabilities in the mesh network, which is
covered in Chapter 3. Chapter 3 will also present new implementations to enhance the
security and privacy of the existing smart home mesh network. Chapter 4 covers the
comparative results of the experiments performed with secure Wi-Fi mesh network
configurations. To our knowledge, this is the first study that shows a comparison between
existing ISP mesh Wi-Fi and different network configurations of secured Wi-Fi mesh

system.
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Chapter 3 Research Methodology
This chapter demonstrates how the vulnerabilities in the existing ISP mesh
designs discussed in Chapter 2 can be exploited using attack tools. Moreover, this chapter
discusses the procedure followed to create secure mesh with VPN and VLANs. And
finally simulated attacks were performed on both ISP mesh and secure mesh network to
demonstrate the vulnerabilities addressed in the secure mesh design.
3.1 Current Implementation of the Smart Home Mesh Network

Limitation of existing mesh network systems include:

1. ISPsor third-party gateways perform traffic monitoring using Deep Packet
Inspection (DPI). (Khatouni, Trevisan, Regano, & Viticchie, 2017).

2. All devices connect to a single home network, no network segmentation
configuration to isolate 10T devices, smart personal devices such as computers,
and guest devices.

3. Use of WPAZ2 encryption for the gateway and network extender/AP backhaul
network.

4. Use of unencrypted DNS by default. (Trevisan, Giordano, Drago, Munafo, &
Mellia, 2018)

5. No advanced security features are available to install VPN on the ISP router to
encrypt LAN to WAN packets.

These design limitations were discussed in the previous sections, and the testing
demonstrated how the existing network design undermines network devices’ security and

privacy.
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3.1.1 Home Traffic Monitoring Performed by the ISPs/MSOs

The ISPs’ traffic monitoring capabilities were discussed in the previous chapter.
This chapter demonstrates how an ISP router can collect or monitor unencrypted traffic
and metadata of the connected clients from the Wi-Fi radio interface. In our experiments,
we used two laptops and one smartphone device connected to the 5GHz radio of the ISP
router to browse some HTTP websites and ping IPs. Meanwhile, packet capture was
started on the Wi-Fi radio interface. Figure 7 shows the unencrypted HTTP and ICMP

packets of the Apple MacBook Pro client captured from the ISP router.

[ip.addr == 10.0.0.185

Time Source Destination Protocol  Length Info

1618 59.323585 16.8.8.185 166.21.215.181 HTTP 684 GET /testcat ac.html HTTP/1.1
1622 59.438488 166.21.215.181 16.8.8.185 HTTP 276 HTTP/1.1 384 Not Modified

1645 61.595801 16.8.8.185 160.21.215.181 HTTP 684 GET /testcat_al.html HTTP/1.1
1648 61.684425 166.21.215.181 16.9.6.185 HTTP 276 HTTP/1.1 384 Not Modified

1685 63.746208 16.8.08.185 186.21.215.181 HTTP 684 GET /testcat_an.html HTTP/1.1
1688 63.838695 1686.21.215.181 16.8.8.185 HTTP 276 HTTP/1.1 384 Not Modified

1789 66.162331 16.98.8.185 166.21.215.181 HTTP 684 GET /testcat au.html HTTP/1.1
1710 66.251289 186.21.215.181 16.8.8.185 HTTP 276 HTTP/1.1 384 Not Modified

1731 68.237144 16.8.8.185 166.21.215.181 HTTP 684 GET /testcat be.html HTTP/1.1
1732 68.331837 160.21.215.181 16.9.8.185 HTTP 276 HTTP/1.1 384 Not Modified

1746 78.382598 16.0.6.185 166.21.215.181 HTTP 684 GET /testcat bu.html HTTP/1.1
1747 78.478843 186.21.215.181 16.8.8.185 HTTP 276 HTTP/1.1 384 Not Modified

2986 78.975848 16.8.8.185 192.229.211.188 HTTP 413 GET /MEBWTTBLMEkwRZAHBgUrDgMCGEQUE
3848 80.635316 16.9.6.185 192.229.211.168 HTTP 419 GET /MEBWTTBLMEKwRZAHBEUrDEMCGEQUC
3154 81.197588 16.8.08.185 192.229.211.168 HTTP 415 GET /MESWTTBLMEkwRzAHBgUrDgMCGEQUw
4818 85.114845 16.8.8.185 192.229.211.1@8 HTTP 413 GET /MESBwTTBLMEkwRzAHBgUrDgMCGEQUE
4336 89.115987 16.98.8.185 192.229.211.168 HTTP 413 GET /MEBWTTBLMEKWRZAHBEUrDEMCGEQUW
7425 135.166729 16.8.8.185 34.107.221.82 HTTP 375 GET /success.txt?ipv4 HTTP/1.1
7477 135.203388 34.187.221.82 16.8.8.185 HTTP 282 HTTP/1.1 2088 OK (text/plain)

164 9.444362 16.8.8.185 1.1.1.1 ICMP 98 Echo (ping) request id=@x8a93, s¢
165 9.465641 1.1.1.1 16.9.8.185 ICMP 98 Echo (ping) reply id=8x8a%3, s¢
175 18.448258 16.9.8.185 al-il-aleal IMP 98 Echo (ping) request 1d-8xB8a93, se
176 10.467195 1.1.1.1 10.8.8.185 ICHP 98 Echo (ping) reply  id=@x8a93, se
132 11.454964 10.9.8.185 BTIES 1 P ICMP 98 Echo (ping) request id=8x8a93, st
183 11.472246 1.1.1.1 10.8.8.185 cMp 98 Echo (ping) reply  id=-8x8a93, se
283 12.458625 16.8.8.185 -3lalal IMP 98 Echo (ping) request id=8xBa93, se
284 12.477@77 1.1.1.1 16.8.8.185 P 98 Echo (ping) reply id=8x8a93, s¢
2@85 13.460505 10.9.8.185 al-il-aleal ICMP 98 Echo (ping) request id=8x8a%93, se¢
206 13.477261 1.1.1.1 10.9.8.185 ICMP 98 Echo (ping) reply  id=8x8a0d3, se
217 14.452091 16.8.8.185 aL-il-aleal ICMp 98 Echo (ping) request id=@x8a93, s¢
218 14.481562 1.1.1.1 16.9.8.185 ICHP 98 Echo (ping) reply  id=8x8a93, se
223 15.465735 16.9.8.185 al-il-aleal IMP 98 Echo (ping) request 1d-8xB8a93, se
224 15.482069 1.1.1.1 10.8.8.185 ICHP 98 Echo (ping) reply  id=@x8a93, se

Figure 7: Packet Capture from5 GHz Radio Interface of ISP Mesh Router.
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Figure 8 shows another example of unencrypted ICMP packets from the test
mobile device. Both Figure 7 and Figure 8 show how unencrypted packets leak

destination 1P, source IP, and payload information to the ISP and the Internet.

[ Jip.addr == 10.0.0.104

No. Source Destination Protocol  Length Info
= 333

- 398 12.260775 16.6.90.104 8.8.8.8 98 Echo (ping) request id=8x8@03, seq=1/256, ttl=64 (reply in 399)
399 12.274611 8.8.8.8 10.8.0.104 98 Echo (ping) reply id=x0003, seq=1/256, ttl=59 (request in 393)
428 13.260051 16.8.9.184 8.8.8.8 98 Echo (ping) request 1id-8x@@@3, seq=2/512, ttl=64 (reply in 433)
433 13.271930 8.8.8.8 10.9.8.184 98 Echo (ping) reply  id=exB@B3, seq=2/512, ttl=59 (request in 428)
469 14.262947 16.8.0.104 8.8.8.8 98 Echo (ping) request id=8x@@83, seq=3/768, ttl=64 (reply in 478
470 14.274795 8.8.8.8 16.9.8.164 98 Echo (ping) reply  id=8xB@B3, seq=3/768, ttl=59 (request in 469)
479 15.277188 16.8.8.184 8.8.8.8 98 Echo (ping) request id=8xB@83, seq=4/1024, ttl=64 (reply in 488
430 15.289268 2.8.8.8 10.0.0.104 98 Echo (ping) reply  id=0x@003, seq=4/1824, ttl=59 (request in 479)
531 16.273977 10.8.0.104 8.8.8.8 98 Echo (ping) request id=ex@003, seq=5/1280, ttl=64 (reply in 532
532 16.285914 8.8.8.8 10.0.0.104 98 Echo (ping) reply id=0x8003, seq=5/1288, ttl=59 (request in 531)
550 17.271705 16.6.90.104 8.8.8.8 98 Echo (ping) request id=8x8@03, seq=6/1536, ttl=64 (reply in 551)
551 17.283530 8.8.8.8 10.8.0.104 98 Echo (ping) reply id=8x0003, seq=6/1536, ttl=59 (request in 558)
630 18.286952 16.8.8.184 8.8.8.8 98 Echo (ping) request id-8xB@@3, seq=7/1792, ttl-64 (reply in 631)
631 18.298813 8.8.8.8 10.9.8.184 98 Echo (ping) reply  id=8xB@@3, seq=7/1792, ttl=59 (request in 638)
656 19.286397 16.8.0.104 8.8.8.8 98 Echo (ping) request id=exB@83, seq=8/2848, ttl=64 (reply in 657
657 19.298576 8.8.8.8 16.9.8.164 98 Echo (ping) reply  id=exB@83, seq=8/2848, ttl=59 (request in 656)
663 28.286836 16.8.0.184 8.8.8.8 98 Echo (ping) request id=8x8003, seq=9/2384, ttl=64 (reply in 664)
664 28.299182 2.8.8.8 10.0.0.104 98 Echo (ping) reply  id=8x@003, seq=9/2384, ttl=59 (request in 663)
719 21.281400 10.8.0.104 8.8.8.8 98 Echo (ping) request id=ex@003, seq=18/2568, ttl=64 (reply in 720)
720 21.293871 8.8.8.8 10.0.0.104 98 Echo (ping) reply id=0x8003, seq=18/2568, ttl=59 (request in 719)
727 22.296867 16.06.9.104 B.8.8.8 98 Echo (ping) request id=ex@@e@3, seq=11/2816, ttl=64 (reply in 728)
728 22.308889 8.8.8.8 10.8.0.104 98 Echo (ping) reply id=8x0003, seq=11/2816, ttl=59 (request in 727)
829 23.332066 16.8.8.184 8.8.8.8 98 Echo (ping) request id-8x8@@3, seq=12/3872, ttl=64 (reply in 831)
831 23.343736 8.8.8.8 10.9.8.184 98 Echo (ping) reply  id=exBe@@3, seq=12/3872, ttl=59 (request in 829)
872 24.299338 16.8.0.104 8.8.8.8 98 Echo (ping) request id=8xB@@3, seq=13/3328, ttl=64 (reply in 873)
873 24.311699 8.8.8.8 16.9.8.184 98 Echo (ping) reply  id=8xB@@3, seq=13/3328, ttl=59 (request in 872)
965 25.205745 16.8.0.184 8.8.8.8 98 Echo (ping) request id=8x8003, seq=14/3584, ttl=64 (reply in 966)
966 25.367324 2.8.8.8 10.0.0.104 98 Echo (ping) reply  id=8x@003, seq=14/3584, ttl=59 (request in 965)
1049 26.300126 10.8.0.104 8.8.8.8 98 Echo (ping) request id=ex@003, seq=15/3848, ttl=64 (reply in 1858)
1650 26.312385 8.8.8.8 10.0.0.104 98 Echo (ping) reply id=0x8003, seq=15/3848, ttl=59 (request in 1849)

-+ 1054 27.303175 16.8.9.184 8.8.8.8 98 Echo (ping) request 1d=8x8@03, seq=16/4896, ttl=64 (reply in 1@55)

+— 1655 27.315338 8.8.8.8 10.8.0.104 98 Echo (ping) reply id=ex0003, seq-16/4896, ttl=59 (request in 1854)
1666 28.314742 16.8.8.184 8.8.8.8 98 Echo (ping) request id-8x8@@3, seq=17/4352, ttl=64 (reply in 1068)
1868 28.326478 8.8.8.8 10.9.8.184 98 Echo (ping) reply  id=ex@@@3, seq=17/4352, ttl=59 (request in 1866)
1115 29.367634 16.8.0.104 8.8.8.8 98 Echo (ping) request id=exB@83, seq=18/4688, ttl=64 (reply in 1117)
1117 29.319833 8.8.8.8 16.9.8.184 98 Echo (ping) reply  id=8xB@@3, seq=18/46@8, ttl=59 (request in 1115)
1167 38.313212 16.8.0.184 8.8.8.8 98 Echo (ping) request id=8x8083, seq=19/4864, ttl=64 (reply in 1168)
1168 38.325654 2.8.8.8 10.0.0.104 98 Echo (ping) reply  id=8x@003, seq=19/4864, ttl=59 (request in 1167)
1193 31.314453 16.8.0.104 8.8.8.8 98 Echo (ping) request 1id=8x80@03, seq=20/5120, ttl=64 (reply in 1194)
1194 31.327381 8.8.8.8 10.0.@.104 98 Echo (ping) reply id=0x0003, seq=20/5128, ttl=59 (request in 1193)
1238 32.321055 16.8.9.184 8.8.8.8 98 Echo (ping) request 1id=8x8@03, seq=21/5376, ttl=64 (reply in 1239)
1239 32.333680 8.8.8.8 10.8.0.104 98 Echo (ping) reply id=ex0@03, seq=21/5376, ttl=59 (request in 1238)
1262 33.317481 16.8.8.184 8.8.8.8 98 Echo (ping) request 1id-8x8@@3, seq=22/5632, ttl=64 (reply in 1265)
1265 33.330219 8.8.8.8 16.9.8.164 98 Echo (ping) reply  id=ex@@@3, seq=22/5632, ttl=59 (request in 1262)
1296 34.329901 16.8.0.104 8.8.8.8 98 Echo (ping) request id=exB@83, seq=23/5888, ttl=64 (reply in 1291)
1291 34.343161 8.8.8.8 18.0.8.164 98 Echo (ping) reply  id=8xB@@3, seq=23/5888, 9 (request in 1298)

Figure 8: Packet Capture Showing Laptop Client Pinging IP.
ISP tracks the Internet activity of the connected device by consistently monitoring
the IP address assigned to those devices, where each packet has the source and

destination MAC address, as shown in Figure 9.
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Time Source Destination Protocol  Length Info

74 2.795419 16.8.8.165 52.178.234.158 54 64181 + 443 [ACK] Seqg=1

79 2.822781 = 18.8.8.165 1514 443 + 64181 [ACK] Seqg=1
86 2.824399 52.178.234.150 18.8.8.165 TCP 1514 443 » 64181 [ACK] Seq=14
81 2.826013 52.178.234.150 16.8.8.165 TCP 1514 443 + 64181 [ACK] Seq=29
83 2.828831 16.8.8.165 52.178.234.158 TCP 54 64181 + 443 [ACK] Seq=19
84 2.829958 18.8.8.165 52.170.234.150 TCP 54 64181 + 443 [ACK] Seq=19
88 2.868612 10.9.9.165 52.179.234.150 TCP 1494 54181 + 443 [ACK] Seq=76
92 2.898548 52.178.234.150 18.8.8.165 TCP 54 443 » 64181 [ACK] Seq=46
95 2.926348 52.179.234.150 18.98.0.165 TCP 1514 443 + 64101 [ACK] Seq=48
96 2.926814 52.178.234.15@ 16.8.8.165 TCP 1514 443 + 64181 [ACK] Seq=6@
97 2.927264 52.178.234.150 16.8.8.165 TCP 1514 443 =+ 64181 [ACK] Seq=75
99 2.930213 10.0.9.165 52.179.234.150 TCP 54 64181 + 443 [ACK] Seq=33
168 2.9383608 16.8.8.165 52.178.234.158 TCP 54 64181 -+ 443 [ACK] Seq=38
181 2.936542 18.8.8.165 52.170.234.150 TCP 1494 54181 + 443 [ACK] Seq=38
162 2.936599 19.9.9.165 52.179.234.150 TCP 1494 54181 + 443 [ACK] Seq=53
183 2.936645 18.0.8.165 52.176.234.150 TCP 1494 64181 + 443 [ACK] Seq=67
165 2.969192 52.178.234.150 16.8.8.165 TCP 54 443 = 64181 [ACK] Seq=92

Frame 99: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
Ethernet II (44:e5:17:b2:68:17), 3c:82:c@:ed:5T:31)
¥ Destination: 3c:82:c@:ed4:5F:31 (3c:82:c@:ed4:5f:31)

Address: 3c:82:c@:ed4:5f:31 (3c:82:c@:e4:5F:31)

wees aeBe wiws wees wees ... = LG bit: Globally unique address (factory default)

....... B .. wies wee. .... = I6 bit: Individual address (unicast)
v Source: 44:e5:17:b2:68:17 (44:e5:17:b2:68:17)

Address: 44:e5:17:b2:68:17 (44:e5:17:b2:68:17)

weew 2aBo L. ... .... .... = LG bit: Globally unique address (factory default)

,,,,,,, B vivs wriss wese ww.. = IG bit: Individual address (unicast)

Type: IPv4 (@x@3@@)
Internet Protocol Version 4, Src: 18.8.8.165, Dst: 52.178.234.158
@lea .... = Version: 4
. 8181 = Header Length: 28 bytes (5)

Differentiated Services Field: @x8@ (DSCP: (S8, ECN: Not-ECT)
Total Length: 48
Identification: exc3ef (49935)
Flags: @x4@@8, Don't fragment
Fragment offset: @
Time to live: 128
Protocol: TCP (6)

w

w

Figure 9: Packet Capture on 5GHz Interface Showing Source Address (Device MAC) and
Destination Address (Radio Interface MAC).
3.1.2 Lack of Network Segmentation in the Fronthaul Network
The existing mesh home network consists of two to four APs, which builds a
small-cell, high-availability network for smart home devices. Figure 10 shows the most
common mesh deployments, which consist of a primary and extension of the primary
combination where one AP acts as a gateway, and the others extend the network

connectivity by routing packets to the gateway.
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Figure 10: Single SSID Network with Cross Communication.

Accelerated adoption of Wi-Fi controlled 10T devices in everyday use creates a

compromised smart living environment which is easily susceptible to variety of security

and privacy issues (Alam & Tomai, 2023). Due to high competition in the smart home

loT market, users tend to buy the cheapest available smart home appliances without

checking the hardware and software features (Nasirinejad & Sampalli, 2023). The

existing wireless mesh network shown in Figure 11 consists of a single SSID broadcasted

on both radios, and all the devices communicate on the same WLAN, which means

computers, smartphones, 10T thin clients, smart appliances, and IoT sensors cross-

communicating on the same network. VPN applications can be installed only on

computers and smartphones, but some 10T sensors or home appliances do not come with

a complex operating system. A malicious thin client can compromise the whole mesh
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network as most 10T clients, such as TVsand smartphones, do not use VPN to encrypt

the traffic within the WLAN.
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Figure 11: Example of Existing Smart Home Mesh Network.
3.1.3 Compromised Device Privacy of Encrypted Payload
Chapter 2 discussed ISPs’ use of unencrypted DNS. This section demonstrates how
encrypted traffic can be monitored and recognized based on DNS requests, device type,
and device activities, asshown in Figure 12. Testing was performed using a laptop device
to browse HTTP/HTTPS websites and ICMP traffic, and a DNS leak test was performed

using the WebRTC tool (Hafeez, Antikainen, & Tarkoma, 2019).
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2601
2081:
2681
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20881:
2061:
2601

:47:4980:1728:

558:feed::1

:47:4980:1720:
:47:4980:1720:

558:feed::1
558:feed::l

:47:49808:1728;
:47:4980:1720:
:558:feed: 11
:558:feed: :1
:47:498@:172@:
:47:49808:1728;
:558:feed: 1
:558:feed: 11
:47:4980:1720:
:47:4980:1720:
:47:49808:1728;
:558:feed::1
:558:feed: 11
:558:feed: 11
:47:4980:1720:
:47:4980:1720:
:47:49808:1728;
:47:49808:1728;
:47:4980:1720:
:47:4980:1720:
:558:feed: :1
:47:498@:172@:
:47:49808:1728;
+47:4988:1728:
:558:feed: 11
:558:feed::
:558:feed: :
:558:Teed::
:558:Teed::
:558:feed::
:558:feed::
:558:feed: :1
:47:4980:1720:
:47:49808:1728;
:558:feed::1
:558:feed: 11
:47:4980:1720:
:47:4980:1720:

[

39¢2:
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39¢2:

39¢c2:
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ba2fa:

bafa:
bafa:

:b2f9:
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bafa:
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bafa:
bafa:
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bafa:
bafa:
bafa:
bafa:
bafa:
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bafa:
:b2fa:

bafa:
bafa:

bafa:
bafa:

6187:

6187:
6187:

6187

6187:
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6187:
6187:
6187:

6187:
6187:
6187:
6187:
6187:
6187:

6187:
6187:
:3foe

6187

6187:
6187:

6187:
6187:

3f9e

3fge
3foe

:3f%e
6187:

3fge

3fge
3f9e

3foe
3foe
3f9e

3foe
3foe
3f9e
3f9e
3fge
3fge

3fge
3f9e

3foe
3f9e

3fge
3foe

Destination
2801:
147:4980:1728: 3.
2081:
:558: feed: 11

:47:4980:1720:3..
147:4988:1728: 3.
:558:feed: 1
:558:feed::1
:47:4980:1720:3...
:47:4980:1720:3..
:558:feed::1
:558:feed: 1
147:49808:1728:
147:49808:1728:
:558: feed: 11
:558: feed: 11
:558:feed: 1
:47:4988:1728:
147:4988:1728
147:4980:1728:
:558: feed: 11
:558:feed::
:558:feed::
:558:feed::
:558:feed::
:558:feed::1
:47:4980:1720:
:558:feed::1
:558:feed: 1
:558:feed::l
147:4988:
147:4988:
147:4988:
147 :4988:
147 :4988:
147:4988:
147:4988:
147:4988:
:558: feed: 11
:558:feed: 1
:47:4988:1728:
147:49808:1728:
:558:feed::1
:558:feed: 11

2p81

Protocal

558:feed::l DNS.

558:feed::1

W
99
= =
in &

(R

Length

186
186

121

372

198

131
125

181

Info

Standard
standard
standard
Standard
Standard
Standard
Standard
standard
standard
Standard
Standard
Standard
standard
standard
Standard
Standard
Standard
Standard
standard
standard
Standard
Standard
Standard
Standard
standard
standard
Standard
Standard
Standard
standard
standard
Standard
Standard
Standard
Standard
standard
standard
Standard
Standard
Standard
Standard
standard
standard
Standard

SEET
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
query
auery

@x4237 A google.com

response @x4237 A google.com A 142.251.32.11@
@xae5f A stun.services.mozilla.com

@x4151 AAAA stun.services.mozilla.com

response @x4151 No such name AAAA stun.services.
response @xae5f No such name A stun.services.moz
@x87ec A stun.services.mozilla.com

Bx8c21 AAAA stun.services.mozilla.com

response @x87ec No such name A stun.services.moz
response @x8c21 No such name AAAA stun.services.
BxB4b6E AAAA e673.dsced.akamaiedge.net

@xddab A e673.dsced.akamaiedge.net

response @xdd4b A e673.dsced.akamaiedge.net A 23
response @x@4b6 AAAA e673.dsced.akamaiedge.net A
@xb933 Unknown (65) apps.mzstatic.com

@x19fe AAAA apps.mzstatic.com

@x6328 A apps.mzstatic.com

response @x19fe AAAA apps.mzstatic.com CNAME app
response @xb933 Unknown (65) apps.mzstatic.com Cl
response @x6328 A apps.mzstatic.com CNAME apps-m:
@x2878 Unknown (65) configuration.apple.com
@x7a64 AAAA configuration.apple.com

@x4a7f A configuration.apple.com

@xb8a2 Unknown (65) s.mzstatic.com

8x18e7 AAAA s.mzstatic.com

@8xd6b3 A s.mzstatic.com

response @x2878 Unknown (65) configuration.apple
@xab34 Unknown (65) ocsp2-1b.apple.com.akadns.ne
@xch@b AAAA ocsp2-lb.apple.com.akadns.net

@xeBee A ocsp2-lb.apple.com.zkadns.net

response @x7ab4 AAAA configuration.apple.com CHAI
response @x4a7f A configuration.apple.com CHAME .
response @x1@e7 AAAA s.mzstatic.com CNAME s.mzsti
response @xdéb3 A s.mzstatic.com CNAME s.mzstati
response @xb8a2 Unknown (65) s.mzstatic.com CNAM
response @xab34 Unknown (65) ocsp2-lb.apple.com.;
response @xeBee A ocsp2-lb.apple.com.akadns.net |
response @xch8b AAAA ocsp2-lb.apple.com.akadns.n
@xbdcf A ocsp2.g.aaplimg.com

@xB85a6 AAAA ocsp2.g.aaplimg.com

response @xbdcf A ocsp2.g.aaplimg.com A 17.253.9
response @x8536 AAAA ocsp2.g.aaplimg.com AAAA 26
@xcedé Unknown (65) play.itunes.apple.com
@xcB7a AAAA playv.itunes.apple.com

Figure 12: DNS Queries of the Encrypted Payload Revealing Traffic Activities.

It was observed that encrypted devices protect the payload information, but they

leak geolocation, which can be intercepted based on the DNS server location. Moreover,

any unencrypted metadata can be intercepted by an eavesdropper on the Internet, as

shown in Figure 13.
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[ United States - Pennsylvania B United States - Pennsylvania
P4
Browser default: @ IPv6 Fallback: @ TPv4
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[ United States - New Jersey [ = United States - New Jersey = United States - New Jersey = United States - New Jersey
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United States - Delaware = United States - Delaware = United States - Delaware = United States - Delaware
s leaking DNS requests

Torrent Address detection Geolocation map (Google Map) based on browser
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IP Address details
1P 2601:47:4960:1720:39c2:b219:6167: Hde
15P: COMCAST-7922
AIrVPN: @ No
ASN: 7922
Country: m United States (US)
Region: Pennsylvania (PA)
City: Philadelphia
Metro (US=Only): 504
Tirne Zone: America/New_York
Latitude & Longitude: 39,9843 , -75.2266
Geolocation map (Google Map) based on [P Address.
Activate

Figure 13: DNS Test Revealing Real-time Location.

3.1.4 Simulated Attacks on Existing Mesh Backhaul Network

Another major vulnerability related to the existing mesh network is the use of
WPAZ2 security encryption for the backhaul network connectivity, which was discussed in
Chapter 2. To test this vulnerability on the existing mesh system, we performed attacks
on the backhaul network of the ISP router and AP. Raspberry Pi (RPi) 4B running Kali
Linux and external Wi-Fi antennas with packet injection capability were used to perform
this experiment. Using RPi Wi-Fi, de-authentication attack packets were sent every
second to the router and the access point to disconnect the AP from the router. Figure 14

shows the disassociation attacks performed from the RPi command line interface.
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De:E2:CB:A5:58:c7 58:2F:F7:10:D0:46 wlan@

[sudo] password f
}:14:55 iting

DeAuth (
DefAuth
DeAuth
DeAuth (c

Figure 14: De-authentication Attacks on the Gateway and AP.
Figure 15 shows that the second command line window was sniffing packets to
collect a four-way handshake or EAPOL packets between the router and the AP, which

was trying to reconnect.

CH 157 ][ Elapsed: 54 s ][ 2023-03-02 23:15 ][ WPA handshake: D6:E2:CB:A5:58:C7
BSSID PWR RXQ Beacons #Data, #/s CH . ENC CIPHER AUTH ESSID
D6:E2:CB:A5:58:C7 -40 14 538 2 @ 157 1733 WPA2 CCMP PSK

BSSID STATION PWR Rate Lost Frames Notes Probes

D6:E2:CB:A5:58:C7 50:6F:0C:5D:51:BA -31 0 -6 0 57
: 58:2F:F7:10:D0:46 -46 6e- be 0 347 EAPOL

Figure 15: Successful WPA2 Handshake Capture with ESSID Probes.
As the AP tried to reconnect to the gateway, a four-way handshake needed to be
performed, and at that moment, the air sniffer captured the EAPOL packets, as shown in

Figure 16 (Baray & Ojha, 2021). This packet capture can be used for offline packet

analysis or brute force offline dictionary attacks.
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| |eapo

Mo, Time Source Destination Protocol  Length Info
5318 29.244187 dB:e2:ch:a5:58:c7 s58:2f:f7:10:d@:46 EAPOL 133 Key (Message 1 of 4)
5328 29.258162 s58:2F:f7:10:d@:46 d6:e2:ch:a5:58:c7 EAPOL 155 Key (Message 2 of 4)
5322 29.274581 db:e2:ch:a5:58:c7 58:2f:f7:10:d@:46 EAPOL 189 Key (Message 3 of 4)
5325 29.278345 58:2f:f7:18:d@:46 de:e2:ch:a5:58:c7 EAPOL 133 Key (Message 4 of 4)

[Time shift for this packet: @.@6@@80@8@ seconds]
Epoch Time: 16777981@1.166534@888 seconds
[Time delta from previous captured frame: 8.888129888 seconds]
[Time delta from previous displayed frame: 0.868808088 seconds]
[Time since reference or first frame: 29.24418708@ seconds])
Frame Number: 5318
Frame Length: 133 bytes (1864 bits)
Capture Length: 133 bytes (1864 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: wlan:llc:eapol]
v IEEE 802.11 QoS Data, Flags: ...... [Fe
Type/Subtype: QoS Data (@xB828)
> Frame Control Field: @x3se2
.820 eeee eell 118@ = Duration: 6@ microseconds
Receiver address: 58:2f:f7:10:d@:46 (58:27:17:108:d@:46)
Transmitter address: d6:e2:cb:a5:58:c7 (dé:e2:cb:a5:58:c7)
Destination address: 58:2f:f7:1@:d@:46 (58:2f:f7:1@:d@:486)
Source address: d6:e2:ch:a5:58:c7 (d6:e2:ch:a5:58:c7)
BSS Id: de:e2:ch:a5:58:c7 (de:el:ch:a5:58:c7)
STA address: 58:2f:f7:1@:d@:46 (58:2f:f7:1@:d@:46)
cee . 8@@@ = Fragment number: @
0860 0088 8888 .... = Sequence number: 8
> Qos Control: @xeees
> Logical-Link Control
¥ 882.1X Authentication
Version: 862.1X-2864 (2)
Type: Key (3)
Length: 95
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 1]
> Key Information: @x@@sa
Key Length: 16
Replay Counter: 1
WPA Key MNonce: abe6ala3a4572836eeceBad2bebéed414258T05811c5d245d..
Key IV:
WPA Key RSC: pe@poapoopoanpee
WPA Key ID: @eoeaoeaooapaans
WPA Key MIC:
WPA Key Data Length: @

Figure 16: Successfully Captured EAPOL Packets.
WPAZ2 de-authentication attacks were performed in the following sequence:

1. The airmon-ng tool was used on the RPi connected with external antennas, with

packet injection capability used for the attacks.

2. The first step is to sniff the SSIDs Over The Air (OTA) and note the target’s

BSSID and station MAC.
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3. The next step is to start airodump-ng on one command line window. Aireplay-
ng was used on the other command line window to simulate a de-authentication
attack to disconnect the AP from the gateway.
4. Next, stop airodump-ng once the WPAZ2 handshake is captured.
Offline dictionary attacks were performed on the captured EAPOL packets to
retrieve the passphrase key for the backhaul mesh network (Baray & Ojha, 2021).
3.2 Secure Mesh Implementations
== Legends

«—————>» loT Fronthaul Network

Guest Fronthaul Network

WLAN, Guest, loT
Backhaul Network

Mesh AP
o <.¥./.> \-:- < VPN traffic

<a . o> Ethernet connection

\— 4 ISP Routrer/ Modem

Figure 17: Secure Mesh System Design with VPN and VLANS.

The secure mesh network is designed to mitigate the vulnerabilities and privacy
issues discussed in the previous sections. The secure mesh design is based on the 802.11s
mesh protocol with a dedicated 2.4 GHz radio for the backhaul network connectivity with
WPAS3 encryption and a dedicated 5 GHz radio with WPA2 encryption (WPA2 provides
backward compatibility suitable for 10T and older computer devices) for the fronthaul

network (Ahmed, 2016). Figure 18 demonstrates the step wise process to create secure
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mesh smart home network. All the seven steps were followed to build Secure mesh
network with VPN and VLANS, whereas 7 was skipped to create Secure mesh network

only with VLANS. Steps 1 to 5 were followed to create Secure mesh network VPN was

installed on the supported devices.

the fronthaul network.

Step 1 Step 2 Step 3
Flash TP-Link routers with Pick one router as Configure 2.4 GHz radio on
OpenWRT OS. Gateway and the others as the gateway and APs for
APs. the backhaul network.
Step 4 Step 5 Step 6
Configure 5 GHz radio on Disable DNS, Firewall, and Create three VLANs on the
the gateway and APs for DHCP on APs to build gateway and APs.

master-slave
configuration.

Step 7

Install UDP/TCP-based VPN
configuration to encrypt
the outgoing traffic.

Figure 18: Process followed to create Secure Mesh Network
Figure 18 shows how a secure mesh fronthaul network is segmented into three
different networks using VLAN, which helps to separate personal LAN, IoT, and guest
device traffic. VLANS are created by defining four firewall zones (i.e., WLAN, guest,
loT, and WAN) in the firewall rules, and private IP was defined for each zone in the

iptables rules (Dorai, Williams, Chi, & Alo, 2020).
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Figure 19: Network Segmentation using VLANS.
These private IPs are masqueraded to the gateway’s WAN IP, as shown in Figure
19. Masquerading is a technique that converts private LAN IPs to the single WAN IP
address that a router possesses and handles the response packets. It is required for the
router to perform properly in a LAN => WAN configuration (Palazzi, Brunati, &

Roccetti, 2010).
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Figure 20: LAN Traffic Packet Routing Process.

VPN was installed on the gateway to encrypt the packet passing through the

gateway to the ISP modem. This will mask the location of all the connected clients on the

secure mesh from the eavesdropper collecting the devices’ geolocation. Figure 20 shows

the masked device/user’s real-time IP address and DNS server location.
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5 is the kind of information that all the sites you visit, as well as their advertisers and any embedded widget, can see and collect about you

Your IP addresses

F|

United States - Florida @ 1PV6 test no
M24 - IPV6 test no
xy, it's a transparent proxy

Browser default: @ IPv4 (is Fallback: @ Fail .
Your IP addresses - WebRTC detection
o a VPN and you see your ISP IP, then your system is leaking WebRTC requests

DNS Addresses - 2 servers detected, 300 tests

- Germany - Germany
336 hit i 283 hit
If you are now connected to a VPN and between the detected DNS you see your ISP DNS, then your system is |eaking DNS requests
Torrent Address detection Geolocation map (Google Map) based on browser
Activate Activate

IP Address details
IP: 146.70.51.212
ISP: M247 Europe SRL
AirVPN: @ No
ASN: 9009
Country: = United States (US)
Region: Florida (FL)
City: Miami
Metro (US-Only): 528
Time Zone: America/New_York
Latitude & Longitude: 25.7689 , -80.1946
Geolocation map (Google Map) based on IP Address

Activate

Accuracy Radius: 20 KM

. Fri, 18 Aug 2023 19:43:59
Last data update: +0000

Figure 21: VPN and Encrypted DNS Test Information.

The gateway’s default DNS is changed to an encrypted DNS hosted to mask the
traffic’s origin, type, and location. These key security features are missing from the ISP
routers, and only half of the features are supported by the third-party mesh systems.
Third-party mesh systems do not provide a complete privacy-preserving environment for
WLAN devices. A series of tests were performed to test the privacy-preserving
capabilities of the secure mesh system. The testing involved running ICMP traffic to
servers and browsing the HTTP test website, as shown in Figure 21 and Figure 22,

respectively.
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: 56 data bytes PING 8.8. .8.8.8): 56 data bytes
icmp_seq=0 ttl=58 ti . 64 bytes icmp_seq=0 ttl=119 time=44.515
icmp_seq=1 ttl=58 ti . 64 bytes icmp_seq=1 ttl=119 ti .893
icmp_seq=2 ttl=58 ti . 64 bytes icmp_seq=2 ttl=119
icmp_seq=3 ttl=58 ti . 64 bytes icmp_seq=3 ttl=119
icmp_seq=4 ttl=58 ti = 64 bytes icmp_seq=4 ttl=119
icmp_seq=5 ttl=58 ti . 64 bytes icmp_seq=5 ttl=119
icmp_seq=6 ttl=58 ti - 64 bytes icmp_seq=6 ttl=119
icmp_seq=7 ttl=58 ti e 64 bytes icmp_seq=7 ttl=119
icmp_s tt1=58 ti - 64 bytes icmp_seq=8 ttl=119
icmp_seq=9 ttl=58 ti . 64 bytes icmp_seq=9 ttl=119
icmp_seq=10 i . 64 bytes icmp_seq=10 ttl=119 time=48.
icmp_seq=11 time=42. 64 bytes icmp_seq=11 tt1=119 time=43.
icmp_seq=12 ttl=58 time=44. 64 bytes icmp_seq=12 ttl=119 time=43.
icmp_seq=13 ttl=58 time=40. 64 bytes icmp_seg=13 ttl=119 time=41.
icmp_seq=14 ttl=58 time=44. 64 bytes icmp_seg=14 ttl=119 time=42.
icmp_seq=15 time=45. 64 bytes icmp_seq=15 ttl=119 time=40@.
icmp_seq=16 time=41. 64 bytes icmp_seq=16 ttl=119 time=52.
icmp_seq=17 time=40. 64 bytes icmp_seq=17 ttl=119 time=42
icmp_seq=18 time=42. 64 bytes icmp_seq=18 ttl=119 time=41.
icmp_seq=19 time=37. 64 bytes icmp_seq=19 ttl=119 time=42
icmp_seq=20 time=43. 64 bytes icmp_seq=20 ttl=119 time=48@.
icmp_seq=21 time=44. 64 bytes icmp_seq=21 ttl=119 time=43.
: icmp_seq=22 time=40. 64 bytes : icmp_seq=22 ttl=119 time=41.

8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.
8.

0 0 0000 mmm

http://www.testingmcafeesites.com/testcat_au.html

This is an example URL which should be categorized as an Anonymizing Utilities website with a low risk reputation score.
This page simply displays this text without any specific content on it, it is just for testing purpose.

If you can see this text, it was not blocked by any filter!

Figure 23: Browsed Test HTTP Website.

It was observed that the secure mesh successfully preserved the payload and
device information from the ISP router/modem and eavesdropper on the Internet. Figure
23 shows all the traffic passing through the secure mesh is encrypted via a UDP-based
VPN. The UDP VPN configuration encrypted all the Internet activity, such as DNS,

ICMP, and HTTP traffic. Moreover, VPN protects the geolocation of the user/device.
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Time
1 B.eepaee
2 8.573048
3 8.57321@
4 8.573286
5 8.681915
6 B8.683389
7 B.6844608
B8 B.684648
9 8.685783
16 @.585818
11 8.612818
12 8.628119
13 @.628819
14 ©.623214
15 @.625138
16 @.628285

Source

fe8@::3e82:coff:fees:5f31

10.98.8.226
10.6.8.226
10.8.8.226
142.258.176.282
142.250.176.202
142.2508.176.282
142.250.176.202
10.8.8.226
10.8.8.226
10.6.8.226
142.2508.176.282
142.258.176.282
10.6.0.226
142.2508.176.282
10.98.8.226

Destination
ffe2::1
142.250.176.2082
142.258.176.282
142.258.176.282
16.8.0.226
16.0.8.226
16.8.8.226
16.8.8.226
142.258.176.282
142.2508.176.2082
142.258.176.282
16.0.08.226
16.8.0.226
142.250.176.282
16.8.8.226
142.250.176.2082

Protocol
ICMPvE

upP

Length Info

174 Router Advertisement from 3c:82:

1292 59301
115 59381
537 59381

1292 443 =
847 443 =
235 443 =

69 443 »
121 59381
73 59381
73 59381
241 443 =
B3 443 »
77 59301
162 443 »
73 59381

- 443
-+ 443
- 443
59381
59381
59381
59381
- 443
- 443
-+ 443
59381
59381
- 443
59381
- 443

Len=1256
Len=73
Len=495
Len=1256
Len=385
Len=193
Len=27
Len=79
Len=31
Len=31
Len=199
Len=21
Len=35
Len=126
Len=31

18 8.643751

28 @.817989

23 1.851558

142.250.176.202

19.8.8.165

fem 441:1leffifes

16.8.0.226

239,255.255.258

uppP

S5DP

67 443 » 59381 Len=25

217 M-SEARCH * H'I_FPfl 1

1708 Multicast Listener Report Messag

178 Multicast Listener Report Messag

29 1.551523

fe8@::ca4l:leff:fe37:a698

ICMPVE

217 M-SEARCH * HTTP/1.1

1292 54524 + 443 Len=1258
1292 443 + 64524 Len=1258

1292 443 =
1292 443 =
1292 54524
B8l 64524
1292 443 =
876 443 =
206 64524

64524
64524
- 443
- 443
64524
64524
- 443

Len=1256
Len=125@
Len=1258
Len=39
Len=1258
Len=834
Len=164

33 1.827650 10.8.8.165 239.255.255.250
34 1.912771 10.8.8.226 142.251.48.228 upp
35 1.937147 142.251.4@8.228 16.8.8.226 unP
38 l.837445  le..e.les  147.181.9%.43  TCP 66 50240 > 389 [SYN] Seq=0 lin=5424
37 1.943831 142.251.40.228 16.8.0.226 upp
38 1.943998 142.251.4@8.228 16.8.8.226 unP
39 1.948620 10.8.8.226 142.251.48.228 upP
48 1.948673 10.8.8.226 142.251.48.228 upp
41 1.968263 142.251.48.228 16.8.0.226 UDP
42 1.9689@3 142.251.48.228 16.8.0.226 upP
43 1.974899 10.8.8.226 142.251.48.228 upp
44 1.994797 142.251.48.228 16.8.0.226 uDP

983 443 >

Figure 24: UDP VPN-based Encrypted Packets.
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3.2.2 Attacks on Secure Mesh WPA Backhaul Network

To evaluate the performance of the secure mesh backhaul network, the same test
methodology using RPi4B with external antennas was applied as that used to test the
WP A3 defense against the Wi-Fi de-authentication attacks (Baray & Ojha, 2021). The
following results show that WP A3 encryption is more secure than the existing WPA2-
Enterprise implementation, as it withstands the Wi-Fi de-authentication attacks. Key
retrieval by capturing the packets is almost impossible due to the new secure key
exchange mechanism, SAE, as discussed in Chapter 2. Fifty de-authentication attacks
were performed with multiple iterations to test the system’s consistency and stability, and
the results were the same each time. Figure 24 and Figure 25 show disassociation attack
attempts on the secure mesh WP A3 encrypted backhaul. No probes or ESSID were

captured. WPA3 is protected from Denial-of-Service attacks.
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Backhaul Network.

51



CH 1 ][ Elapsed: 2 mins ][

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

B0:95:75:ED:DE:97 5 100 1058 P 0 1 195 WPA3 CCMP SAE <length:

BSSID STATION PWR Rate Lost Frames Notes Probes

B0:95:75:ED:DE:97 84:D8:1B:80:2F:9C 6 0 7563
Quitting ...

Figure 26: No ESSID or Probe Information Captured During the Attack.
3.3 Summary

This chapter demonstrated how the vulnerabilities discussed in Chapter 2 can be
exploited by eavesdroppers and traffic monitoring performed by ISPs. Encrypting
payloads in a heterogenous network of 10T thin clients and personal computers is
insufficient protection against eavesdroppers. Moreover, this heterogeneous traffic could
easily be monitored due to the use of unencrypted DNS. The exploitation of WPA2
vulnerability was demonstrated to highlight issues in the existing mesh system. Section
3.3 of this chapter discussed a new mesh implementation for smart homes where it was
suggested to use WPAS for a backhaul network and segmented fronthaul network using
VLANSs. Based on testing performed to evaluate the security and privacy of the mesh
systems, it was observed that secure mesh with VPN and VLANSs successfully preserved
the privacy and security of AP nodes. Chapter 4 provides an analysis and review of the

test results.
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Chapter 4 Results

4.1 Introduction

This section discusses the test results of all the mesh systems tested against real-
time traffic. A glimpse of the results was discussed in Chapter 3 for both ISP mesh and
Secure mesh implementations, whereas in this section, all the test results were analyzed.
The traffic consisted of ICMP, HTTP, and TCP packets generated by the laptop client,
and packets were captured from the WLAN interface of the ISP router. The laptop client
was used to browse more than 50 HTTP/HTTPS websites and ping IPs to generate traffic.
Meanwhile, other application processes were actively performing background processes.
Three iterations of the same tests were performed for both mesh systems in the open air

and a controlled anechoic chamber environment, as shown in Figure 26.

Figure 27: Quad Stack Anechoic Chamber for Mesh Wi-Fi Testing.
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An open-air environment involves testing mesh networks in a realistic
environment, which consists of other wireless networks and interference caused by them,
whereas testing in a controlled chamber environment isolates the interference. Due to
this, good signal strength is achieved on the client and station side. Testing performed in
the open-air and chamber environments helps to evaluate the success of attacks and
defenses deployed for the mesh network. An open-air environment makes Wi-Fi
attack/defense testing extremely difficult due to noise, leading to corruption in injected
attack packets or sniffed packets. Packet corruption, retransmission, and packets missed
during sniffing were observed during the testing. The tests were successfully conducted
in the controlled and near-field environment, whereas observation varied in the far-field
environment. The near and far fields were calculated based on the dimension of the
antenna propagating the Wi-Fi signal and the frequency of the channel on the specific
radio.

) 2D?2
Near Field < T

2

2D
Far Field > T

A=C/f
D = Dimension of the antenna
A = Wavelength of Electromagnetic (EM) Wave
C = Speed of light
f = Wi-Fi channel frequency
In this scenario, based on the channels used for the backhaul networks, a distance

more than 2 inches from the router is considered a far field, whereas less than 2 inches is

4



a near field. Figure 27 shows the existing mesh system is being tested in an anechoic
chamber with high-gain antennas. The ISP gateway placed on the top and bottom
chamber has a Wi-Fi mesh extender plugged into a power plug mounted on a wooden
plank to mimic awall power socket. A wooden plank with a power socket is used to

prevent RF signal reflections.

Figure 28: Existing Mesh Systemin a Controlled Chamber Environment.

Figure 28 and Figure 29 show the secure mesh anechoic chamber testing setup.
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Figure 29: Secure Mesh Gateway in the Top Left Chamber and AP 1 in the Bottom Left

Chamber.
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Figure 30: Secure Mesh AP 2 in the Top Right Chamber and Laptop Client in the Bottom
Right Chamber.

All the mesh implementations were evaluated based on leaked client metadata,
such as device type identifier, application identifier, OS identifier, browsing activity, and
IP address in the packet captures.

4.1.1 Test Results ofexisting ISP Mesh System
The ISP mesh system leaked DNS queries, which contributed to identifying the

device type, background processes, and possibly traffic tagging. Moreover, HTTP traffic
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leaked some key information, such as browser type (Mozilla, Chrome) and website

information (HTTP testcat). Encrypted payload processes can be predicted from the

leaked DNS queries, device type (Apple MacBook, in this case),and device OS (MAC

0OS X). This proved the privacy of the home clients was compromised in the existing

mesh network.

and detailed results are in Appendix A, Sections 1 to 4.

Figures 30, 31, and 32 show leaked device information from the packet capture,

[ [htte

Source Destination Protocol  Length Info

5451 .845184 10.9.8.165 48.112 TLSv1. 821 Client Hello
5452 . 869685 149.19.43.112 165 TLSv1. 438 Server Helle, Change Cipher
5453 .873850 10.0.9.165 48,112 TLSv1. 128 Change Cipher Spec, Applica
5454 .873986 16.8.8.165 48.112 TLSv1. 662 Application Data, Applicatis
5455 .B95338 149.19.48.112 165 TLSv1. 1812 Application Data, Applicatis
5456 .898615 10.9.08.165 48.112 TLSv1. 85 Application Data
5457 .183987 149.19.48.112 165 TLSV1. 85 Application Data
5458 .187328 149.19.48.112 165 TLSv1. 684 Application Data, Applicatis
5459 .188287 149.19.48.112 165 TLSv1. 93 Application Data
5461 .113218 18.8.8.165 48.112 TLSv1. 93 Application Data
7396 .1e4828 26@1:47:4980:1720:39c2:b279:6187:31%e 2600:1961:0:38d7:: HTTP 393 GET /canonical.html HTTP/1.:
7399 .116941 2680:1901:0:38d7:: 2681:47:4980:1720:3.. HTTP 384 HTTP/1.1 288 OK (text/html
7422 .154473 2601:47:4980:1720:39c2:b279:6187:3f9e 2600:1901:0:38d7:: HTTP 395 GET /success.txt?ipvé HTTP/:
7425 -166729 16.6.8.185 34.187.221.82 HTTP 375 GET /success.txt?ipvd HTTP/:
7438 .175452 2600:1901:0:38d7:: 26@1:47:4988:172@:3.. HTTP 382 HTTP/1.1 28@ OK (text/plaii
7477 .283388 34.1087.221.82 16.0.8.185 HTTP 282 HTTP/1.1 28@ OK (text/plail
7786 488573 16.6.0.185 192.229.211.108 OCsP 496 Request
7714 .421915 16.8.8.185 188.139.34.14 0CsP 585 Request
7715 .421925 2601:47:4980:1720:39c2:b219:6187:3F9e 2600:141b:9008: : b85.. OCSP 515 Request
7717 421947 26@1:47:4980:1720:39c2:b279:6187:31%e 26@@8:141b:98088: : b35.. OCSP 515 Request
7728 .428232 2601:47:4980:1720:39c2:b279:6187:3F9e 2680:141b:98088: : b85.. OCSP 515 Request
7728 .4363848 192.229.211.108 16.0.0.185 OCsP 8@3 Response

» Frame 7425: 375 bytes on wire (3880 bits), 375 bytes captured (3888 bits)

» Ethernet II, Src: 3c:86:3@:35:91:71 (3c:@6:30:35:91:71), Dst: 3c:B2:c@:ed4:57:31 (3c:82:c@:ed:5F:31)

» Internet Protocol Version 4, Src

18.8.8.185, Dst: 34.187.221.82

> Transmission Control Protocol, Src Port: 57973, Dst Port: 8@, Seq: 1, Ack: 1, Len: 309

~ Hypertext Transfer Protocol
> GET /success.txt?ipv4 HTTP/1.1\r\n
Host: detectportal.firefox.com\rin

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S5 X 18.15; rv:187.8) Gecko/2016@181 Firefox/187.8\r\n

Accept: */*\r\n

Accept-Language: en-US,en;q=8.5\r\n
Accept-Encoding: gzip, deflatelrin
Connection: keep-alive\rin

Pragma: no-cache\ri\n

Cache-Contrel: no-cache\r\n

“rin

Full request URI: http://detectportal.firefox.com/success.txt?ipvd

[HTTP request 1/1]
[Response in frame: 7477]

Figure 31: Leaked Device Information in the Captured Packets.



| dns

w@:feedi:l
7:4988:1728:39c2:
7:409808:1728:39c2:
7:4098@8:1728:39c2:
8:feed: 1l
wB:ifeedi:l
w@:feedi:l
7:4988:1728:39c2:
i8:feed: 1
7:408@8:1728:39c2:
7:498@8:1728:39c2:
7:4980:1720:39c2:

i8:feed: 1
i8:feed: 1
i8:feed: 1

7:408@8:1728:39c2:
7:498@8:1728:39c2:
7:4980:1720:39c2:

ig:feed: 1
i8:feed: 1
i8:feed: 1

7:498@8:1728:39c2:
7:498@8:1728:39c2:
7:4980:1720:39c2:
ig:feed: 1
i8:feed: 1

e o

b2T9:6187:3f9e
b219:6187:3f%e
b2f9:6187:3f0e

b2T9:6187:3f9e

b2f9:6187:3f0e
b2f9:6187:3f9%
b2f9:6187:3f9%e

b2f9:6187:3f0e
b2f9:6187:3f9%e
b2f9:6187:3f9%e

b2f9:6187:3f9%
b2f9:6187:3f9%e
b2f9:6187:3f9%e

Destination

2601:47:4980:1720; 3.

2081:558:Teed::1
28681:558:feed: :1
20081:558:feed::1

2681:47:4980:1728:
2681:47:4980:1728:
2601:47:4980:1720;

2081:558:Teed::1

2681:47:4986:1728:

2081:558:feed::1
2001:558:feed::1
2881:558:feed::1

2681:47:4988:1728:
2681:47:4936:1728:
2681:47:4930:1728:

2081:558:feed::1
2801:558:feed::1
2881:558:feed::1

2681:47:4988:1728:
2681:47:4936:1728:
2681:47:4930:1728:

2001:558:feed::1
2801:558:feed::1
2881:558:feed::1

2681:47:4988:1728:
2681:47:4986:1728:

Arna .

AT, anOnA.aTAn .

Wl W

w

L

Wow

wow

Protocol  Length Info
DNS 182 Standard
DNS 94 Standard
DNS 94 Standard
DNS 94 Standard
. DNS 234 Standard
. DNS 256 Standard
. DNS 258 Standard
DNS 98 Standard
. DNS. 158 Standard
DNS 97 Standard
DNS 97 standard
DNS 97 standard
. DNS. 229 Standard
. DNS. 228 Standard
. DNS 285 Standard
DNS 183 Standard
DNS 183 Standard
DNS 183 Standard
. DNS. 135 Standard
. DNS. 163 Standard
. DNS 215 Standard
DNS 189 Standard
DNS 189 Standard
DNS 189 Standard
. DNS. 182 Standard
. DNS. 182 Standard

e AN Fhe—dead

query
=y
e ny
L=l
query
query
query
=
=y
query
query
query
=y
=
query
query
query
query
=y
=y
query
query
query
query
=

response @x9a7l Unknown
@x181d Unknown (65) mesu
@xd2B8c AAAA mesu.apple.c
8x4a82 A mesu.apple.com
response @x4as2 A mesu.a
response @x181ld Unknown
response @xd9@c AMAA mes
@x188T Unknown (65) mesu
response @x188F Unknown
@x791b A crt.usertrust.c
@x7681 AAAA cri.usertrus
@x129a Unknown (65) crt.
response @x76@1 AAAA crt
response @x129a Unknown
response @x791b A crt.us
8xa535 A stats.g.doublec
@x784@ AAAA stats.g.doub
@xf886 Unknown (65) stat
response @xa535 A stats.
response @xf886 Unknown
response @x7848 AAAL sta
@x2229 A web.vortex.data
@x827c AAAA web.vortex.d
@xd6cl Unknown (65) web.
response @x2229 No such
response @x827c No such

Aeedi =t Ble reale

Length: 4@

Checksum: @xc6f3 [unverified]
[Checksum Status: Unverified]
[Stream index: 186]

» [Timestamps]

Domain Name System (query)
Transaction ID: @x4ad2
> Flags: @x@180 Standard query

Questions: 1

Answer RRs: @
Authority RRs: @
Additional RRs: @

~ Queries

~ mesu.apple.com: type A, class IN
Mame: mesu.apple.com
[Mame Length: 14]

[Label

Count: 3]

Type: A (Host Address) (1)

Class:

IN (ex0Be1)

Response In: 3989

14319 144.199394
14320 144.199497
14321 144.199588
14325 144.238856

Figure 32: Leaked Client DNS Queriesin the Captured Packets.

26@1:47:4980:1720:39c2:b279:6187:3f%
2601:47:4980:1720:39c2:b2f9:6187:3f9%¢
2601:47:4980:1720:39c2:b2f9:6187: 3%
28@1:558:Teed: : 1

28@1:558:Teed: : 1

188 Standard query @xef3e A acctedn.msftauth.net
18@ Standard query @x534e AAMA acctcdn.msftauth.net
100 Standard query @x26ef Unknown (65) acctcdn.msftauth.net

332 Standard query response @x1f@a Unknown (65) acctcdn.msauth.nei
356 Standard query response @x26ef Unknown (65) acctcdn.ms

> Frame 12832: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits)

~ Ethernet II, Src:
v Destination:

3c:86:38:3

91:71 (3c:@6:30:35:91:71)

Address: 3c:@6:30:35:91:71 (3c:@6:3@8:35:91:71)

¥ Source: 3c

31 (3c:82:c@:e4:5F:31)

Address: 3c:82:c@:e4:5F:31 (3c:B2:c@:ed:5F:31)

= LG bit: Globally unique address (factory default)
= IG bit: Individual address (unicast)

3c:82:c@:e4:5F:31 (3c:82:c@:e4:5f:31), Dst: 3c:86:38:35:91:71 (3c:@6:38:35:91:71)

Figure 33: Leaked Source MAC Address (Client).
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4.1.2 Test Results of Secure Mesh System

Test results of the secure mesh with VPN, VLANSs and secure mesh only with
VPN configuration demonstrated no device information, active sessions, DNS queries,
browsed HTTP/HTTPS website information leaked to ISPs or eavesdroppers on the
Internet. Moreover, it protected the device traffic origin location, as discussed in Chapter
3. Whereas secure mesh with only VVLANS configuration demonstrated similar results as
ISP Wi-Fi mesh system. Packet capture details of secure mesh with VPN and VLANS are
mentioned in Appendix A Section 5.

Figures 33 and 34 shows the secure mesh with VPN and VLANS configuration is

not leaking any device metadata or revealing Internet activity to the ISP gateway.

[dns
Time Source Destination Protocol  Length Info

191 149.222134 174.173.7.194 75.75.75.75 DNS 85 Standard query @x3e88 A sthrtl-oi.stb.r53.xcal.tv

192 149.222380 174.173.7.194 75.75.75.75 DNS 85 Standard query Bx3c93 AAAA stbrtl-ci.stb.r53.xcal.tv
193 149.249831 75.75.75.75 174.173.7.194 DS 117 Standard query response @x3e88 A stbril-oi.stb.r53.xc:
194 149.258339 75.75.75.75 174.173.7.194 DNS 113 Standard query response @x3c93 AAAA stbrtl-oi.stb.r53.
225 149.644630 174.173.7.194 75.75.75.75 DNS 85 Standard query @xf@ac A stbrtl-oi.stb.r53.xcal.tv

226 149.644715 174.173.7.194 75.75.75.75 DNS 85 Standard query 8x1a88 AAAA sthrtl-oi.stb.r53.xcal.tv
227 149.666241 75.75.75.75 174.173.7.194 DNS 117 Standard query response @xf@ac A stbrtl-oi.stb.r53.xc:
228 149.666695 75.75.75.75 174.173.7.194 DNS 113 standard query response 8x1a88 AAARA stbril-ci.stb.r53.

Frame 191: 85 bytes on wire (688 bits), 85 bytes captured (688 bits)
Ethernet II, Src: 3c:82:c@:e4:5F:3@ (3c:82:c@:e4:5f:38), Dst: AristaNe_00:00:99 (00:1c:73:00:00:99)
Internet Protocol Version 4, Src: 174.173.7.194, Dst: 75.75.75.75
User Datagram Protocol, Src Port: 54653, Dst Port: 53
Domain Name System ({query)

Transaction ID: 8x3e88
> Flags: @x@l@e Standard query

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @
~ Queries

> stbrtl-oi.stb.r53.xcal.tv: type A, class IN

Response In: 193

Figure 34: No Details Captured in DNS Queries.
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Time Source Destination Protocol  Length Info

1 ©.800000 2081:558:Tc11:2:816: 3eff: feda:11d3 2081:558:60827:62:b8.. TCP 86 2221 -» 53652 [ACK] Seq=1 Ack=l

2 B.0e4080 2p@1:558:6@27:62:b8c8:7289:672d:ddes 2p@1:558:fc11:2:f81.. SSL 282 Continuation Data

3 8.849258 2061:558:Tc11:2:816: 3eff: feda:11d3 2081:558:60827:62:b8.. TCP 86 2221 =+ 53652 [ACK] Seq=1 Ack=!

4 B.849885 2001:558:Td02:ap80: ced7:6733:2452:17d1 2001:558:6027:62:b8.. TCP 126 8088 = 52538 [PSH, ACK] Seg=1

5 8.853498 2001:558:60827:62:b8c8:7289:672d:ddes 2001:558:Tde2:a000:.. TCP 138 52538 + 8888 [PSH, ACK] Seg=1

6 8.151698 2001:558:7Td82:a000: ced7:6733:2452:17d1 2081:558:6827:62:b8.. TCP 86 B@B8@ + 52538 [ACK] Seq=41 Ack:

9 2.364154 117.267.2087.35 174.173.7.194 TCP 68 65447 + 23 [SYN] Seq=8 Win=51t
13 8.488385 91.148.198.236 68.81.134.28 TCP 68 59728 + 3834 [SYN] Seq=@ Win=!
15 9.778435 219.84.212.79 174.173.7.194 TP 6@ 38585 + 23 [SYN] Seq=8 Win=33¢
16 18.748545 45.33.41.98 174.173.7.194 TCP 658 58482 + 443 [SYN] Seq=8 Win=&!

Frame 2: 282 bytes on wire (2256 bits), 282 bytes captured (2256 bits)
Ethernet II, Src: 3c:82:c@:e4:57:38 (3c:B82:c@:e4:5f:38), Dst: AristaNe_00:00:99 (80:1c:73:00:80:99)
~ Destination: Aristale_@8@:8@8:99 (88:1c:73:00:88:99)
Address: Aristale_@@:90:99 (82:1c:73:00:00:99)
ceB. iiii sevs vees w... = LG bit: Globally unique address (factory default)
....... B iuvs wavs waes ... = IG bit: Individual address (unicast)
~ Source: 3c:82:c@:e4:57:30 (3c:82:c@:ed4:5T:30)
Address: 3c:82:c@:e4:5f:38 (3c:82:c@:e4:5f:38)
..B. ..., .... .... .... = LG bit: Globally unique address (factory default)
....... B ... vive vuwn ... = IG bit: Individual address (unicast)
Type: IPvE (Bx86dd)
Internet Protocol Version 6, Src: 2881:558:6027:62:b8c8:7289:672d:dd@5, Dst: 2681:558:Tc11:2:f816:3eff:Teda:11d3
Transmission Control Protoceol, Src Port: 53652, Dst Port: 2221, Seq: 1, Ack: 1, Len: 196
Transport Layer Security

Figure 35: No Client MAC Information Found in TCP Traffic Analysis.

4.2 Network Security Test Results

Chapter 3 discussed the de-authentication attacks performed on the backhaul
network to test the security of the existing and secure mesh systems. This section will
discuss the test methodology in depth. Both mesh systems were tested in the controlled
chamber, OTA, and near-field and far-field environments.
4.2.1 Test Results of ISP Wi-Fi Mesh Network Security

The existing mesh network had two different results for the scenarios mentioned
above. EAPOL packets were successfully captured in the controlled chamber and near-
field environment. All four WPA2 handshake messages were captured, whereas in the
far-field environment, only the first two handshake messages were captured, making it
partially successful. This demonstrates the vulnerability in the existing current network,

which makes it prone to de-authentication, network jamming, and DoS attacks.
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Figure 35 shows WPAZ2 four-way handshakes captured in the isolated anechoic

chamber, whereas Figure 36 and Figure 37 show handshakes captured in the near- and

far-field environments, respectively.

|ﬂ|eapd

No. Time Source Destination Protocol  Length Info
4854 78.364887 dé:e2:ch:a5:58:c7 58:2f:f7:10:d@:46 EAPOL 133 Key (Message 1 of 4)
4881 78.661353 58:2f:f7:1@:d@:46 dé:e2:ch:a5:58:c7 EAPOL 155 Key (Message 2 of 4)
4883 78.668721 dé:e2:ch:a5:58:c7 58:2f:f7:10:d@:46 EAPOL 189 Key (Message 3 of 4)
4885 78.674221 58:2f:f7:1@:d@:46 d6:e2:ch:a5:58:c7 EAPOL 133 Key (Message 4 of 4)

> Frame Control Field: @x38@1
.B88 BER@ @91l 11e@ = Duration: B8 microseconds
Receiver address: dé:e2:cb:a5:58:c7 (d6:e2:cb:a5:58:c7)
Transmitter address: 58:2f:f7:18:d@:46 (58:2f:f7:18:d0:46)
Destination address: dé:e2:ch:a5:58:c7 (d6:e2:ch:a5:58:c7)
Source address: 58:2f:f7:1@:d@:46 (58:2f:f7:10:d8:46)
B5S5 Id: d6:e2:ch:a5:58:c7 (d6:e2:ch:a5:58:c7)

STA address: 58:2F:f7:18:d@:46 (58:2F:f7:18:d6:46)

ceee . . B@BA = Fragment number: @
BEAG B6BE BBEL .... = Sequence number: 1

» Qos Control: Bx8@86
¥ Logical-Link Control

> DSAP: SNAP (@xaa)

> SSAP: SNAP (@xaa)

> Control field: U, func=UI (@x83)

Organization Code: 88:00:808 (Officially Xerox, but

Type: 882.1X Authentication (@x888e)

v B@2.1X Authentication
Version: 8@2.1X-2881 (1)
Type: Key (3)

Length: 95
Key Descriptor Type: EAPOL
[Message number: 4]

> Key Information: @x@38a
Key Length: @
Replay Counter: 2

RSN Key (2)

WPA Key Nonce:
Key IV:

WPA Key RSC: B220802000020200
WPA Key ID: B2282080200002080
WPA Key MIC: 5a38T40865faf533baadl37@c7199494

WPA Key Data Length: @

Figure 36: Successful Four-way Handshake Captured in the Controlled Chamber

Environment.

62



[. |eapo|

No, Time Source Destination Protocol  Length Info
5318 29.244187 d6:ie2:cb:a5:58:c7 58:2f:f7:10:d@:46 EAPOL 133 Key (Message 1 of 4)
5320 29.258162 58:2f:f7:18:d@:46 déie2:cbia5:58:c? EAPOL 155 Key (Message 2 of 4)
5322 29.274581 d6:e2:ch:a5:58:c7 58:2f:f7:18:d@:46 EAPOL 189 Key (Message 3 of 4)
5325 29.278345 58:2f:F7:16:d@:46 dé:e2:cb:a5:58:c7 EAPOL 133 Key (Message 4 of 4)

» Frame 5325: 133 bytes on wire (1864 bits), 133 bytes captured (1864 bits)

» IEEE 882.11 QoS Data, Flags: ....... T

» Logical-Link Control

v B82.1X Authentication

Version: 882.1X-2881 (1)

Type: Key (3)

Length: 95

Key Descriptor Type: EAPOL RSN Key (2)

[Message number: 4]
~ Key Informaticn: ex@3ea

.818@ = Key Descriptor Version: AES Cipher, HMAC-SHA1 MIC (2)

= Key Type: Pairwise Key
= Key Index: @
= Install: Not set
Key ACK: Not set
Key MIC: Set
Secure: Set

Error: Not set

Request: Not set
Encrypted Key Data: Not set
SMK Message: Not set

Key Length: @
Replay Counter: 2

WPA Key Nonce:
Key IV:
WPA Key RSC: @epeooeecpaeenas

WPA Key ID: @Geooeopeeepoeaee

WPA Key MIC: 75a7cceb836ec446eld896T759d%4faa
WPA Key Data Length: @

Figure 37: Successful Four-way Handshake Captured in the Near-field Environment.
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[ ‘ eapol

Mo, Time Source Destination Protocol  Length Info

t 259@ 18.243887 déie2:cb:a5:58:c7 58:2f:f7:10:d@:46 EAPOL 133 Key (Message 1 of 4)
2592 18.268186 58:27:T7:10:d@8:46 d6:e2:ch:a5:58:c7 EAPOL 155 Key (Message 2 of 4)

» Frame 2592: 155 bytes on wire (1248 bits), 155 bytes captured (1248 bits)

» IEEE 8@2.11 QoS Data, Flags: ....... T

» Logical-Link Control

¥ 802.1X Authentication

Version: B@2.1X-2001 (1)

Type: Key (3)

Length: 117

Key Descriptor Type: EAPOL RSN Key (2)

[Message number: 2]

Key Informaticn: @x@l@a

Key Length: @

Replay Counter: 1

WPA Key Nonce: dB86999d812b889alfbad5eaed73c19c536276bfca81bed7a..
Key IV:
WPA Key RSC: Begpepepeepooene

WPA Key ID: 2@22028208220000

WPA Key MIC: 75hal2fccaceff7147516297h520352a

WPA Key Data Length: 22

WPA Key Data: 301408106800Tac840100000TacB40100800Taco20000

w

w

Figure 38: Partially Successful Four-way Handshake Captured in the Far-field

Environment.

4.2.2 Test Results of Secure Mesh Network Security

All three secure mesh implementations were tested in the same environments as

the ISP mesh systems, and the results varied. WPA3 uses the SAE, or Dragonfly,
handshake. Protected Management Frames (PMF) prevent similar backhaul network
attacks, as discussed in Chapter 3. No handshakes were captured on the secure mesh with

secure mesh with VPN, VLANSs and secure mesh only with VLAN implementation in the

controlled chamber, near and far-field environments. Moreover, no network information

was leaked during cross-client device communication on the network. Whereas Secure
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Mesh with VPN Devices leaked information such as LAN IPs, connected device
information and device network activity. This demonstration proved all the secure mesh
implementation’s backhaul network is protected from de-authentication, network

jamming, and DoS attacks, as shown in Figure 38.

No. Time Source Destination Protocol  Length Info
1 o.ooooee cc:Bc:bf:i24:65:d9 (. 882.11 18 Acknowledgement, Flags=........
2 9.8008259 ARRISGro_ac:b8:b4 (. 882.11 18 Acknowledgement, Flags=........
3 9.800294 1c:9e:cc:51:75:57 (. 882.11 18 Acknowledgement, Flags=........
4 9.801741 Tp-LinkT_ed:de:97 Broadcast 882.11 155 Beacon frame, SN=136@, FN=@, Flags=........, BI=108@
5 8.8@81845 ac:df:9f:18:83:ea (.. 802.11 18 Acknowledgement, Flags=.
6 ©.081949 Nintendo_a5:44:ae (.. 882.11 18 Acknowledgement, Flags=.
7 8.801966 7c:ab:b@:25:1a:cd4 (. B02.11 18 Acknowledgement, Flags=.
8 ©.028865 Nintendo_a5:44:ae (.. 882.11 18 Acknowledgement, Flags=.
9 8.828896 Broadcom_@8:68:ff (. 882.11 1@ Clear-to-send, Flags=........
12 9.060379 C2:96:¢3:00:92:d2 (. 882.11 1@ Acknowledgement, Flags=........
11 0.033964 ARRISGro_bd:@6:f6 (a8:7@:5d:bd:@6:f6) (BSSID) Broadcast (ff:ff:ff. 882.11 16 CF-End (Control-frame), Flags=........
12 9.127347 Broadcom 18:75:57 (.. 882.11 18 Clear-te-send, Flags=........
13 8.163383 Hangzhou_4e:5f:96 (. 882.11 18 Acknowledgement, Flags=.
14 ©.423859 ARRISGro_ac:b8:b4 (. 882.11 18 Acknowledgement, Flags=.
15 ©.425145 Tp-LinkT_ed:de:97 (.. 882.11 18 Acknowledgement, Flags=.....
16 A.426R43 Tn-1inkT &A:2f:9c (. ARA2.11 18 Acknowledeement. Flass=.......
a . .... = Immediate Block Ack: Not Implemented

v Tagged parameters (119 bytes)

Tag: SSID parameter set: Wildcard S5ID

Tag: Supperted Rates 1(B), 2(B), 5.5(B), 11(B), 6(B), 9, 12(B), 18, [Mbit/sec]

Tag: DS Parameter set: Current Channel: 1

Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap

Tag: Extended Supported Rates 24(B), 36, 48, 54, [Mbit/sec]

Tag: RSN Information

Tag Number: RSN Information (48)

Tag length: 2@

RSN Version: 1

Group Cipher Suite: 88:@8f:ac (Ieee 882.11) AES (CCM)

Pairwise Cipher Suite Count: 1

¥ Pairwise Cipher Suite List @@:ef:ac (Ieee 382.11) AES (CCM)
> Pairwise Cipher Suite: @@:@f:ac (Ieee 802.11) AES (CCM)

Cvvv v

Auth Key Management (AKM) Suite Count: 1
~ Auth Key Management (AKM) List @@:@f:ac (Ieee 882.11) SAE (SHA256)
v Auth Key Management (AKM) Suite: @@:@f:ac (Iese 502.11) SAE (SHA256)
Auth Key Management (AKM) OUI: @@:8f:ac (Ieee 382.11)

Figure 39: SAE Encryption with no Captured Handshake.

4.3 Hypotheses: Results and Discussions

This section provides analytical findings, results, and discussions for each
hypothesis. We performed Chi-squared testing on all three hypothesis, and Wilson score
interval calculations to evaluate which mesh implementation performed best out of all the
systems. Chi-squared test was chosen due to collected data is categorical (not normally
distributed) and data type is not mutually exclusive, so it was tested individually.
Hypothesis 1: A configuration of mesh with VPN and VLANS preserves leakage of

TCP/IP packets compared to exiting mesh implementation.
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Hypothesis 1 Evaluation: To evaluate the privacy-preserving capabilities of all mesh

implementations, Chi-squared testing was performed on the data collected captured from

the WAN router. Table 4 shows results of comparison of information leaked by the

existing ISP mesh and all the implementations of secure mesh.

Hypothesis 1
Type of Data ISP Mesh with Secure Secure E Chi Sq
Mesh VLANS Mesh with ~ Mesh with
VPN VPN and
Devices VLANSs
Leaked DNS 250 2411 608 0 817.25 4372.58
Queries
Leaked HTTP 47 47 47 0 3525 47
Packets
Leaked ICMP 1614 1614 1614 0 12105 1614
Packets
Payload
Leaked ARP 28 28 60 0 29 62.21
Queries
Total 18845 18845 18845 18845 - -
Captured
Packets

Table 4: Data for Hypothesis 1 Testing.

Table 5 shows results of Chi-squared test on leaked DNS queries captured on all

the mesh implementations with three degrees of freedom and significance level a = 0.05.

Leaked DNS ISP Mesh Secure Mesh  Secure Mesh with ~ Secure Mesh
Queries with VLANs VPN Devices with VPN and
VLANS
Observed (O) 250 2411 608 0
Expected (E) 817.25 817.25 817.25 817.25
O-E -567.25 1593.75 -209.25 -817.25
(O-E)? 321772.5625 2540039.063 43785.5625 667897.5625
(O-E)YE 393.7259865 3108.03189 53.57670541 817.25
E 4372.584582
X2 4372.584582
Degree of 3
Freedom
Alpha 0.05
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Chi Sq 7.815
Disribution
(Critical
Value)

Table 5: Chi-squared Results of Leaked DNS Queries.
Table 6 shows results of Chi-squared test on leaked HTTP packets captured on all
the mesh implementations with three degrees of freedom and significance level a = 0.05.

Leaked HTTP ISP Mesh Secure Mesh  Secure Mesh with ~ Secure Mesh

Packets with VLANs VPN Devices with VPN and
VLANS
Observed (O) 47 47 47 0
Expected (E) 35.25 35.25 35.25 35.25
O-E 11.75 11.75 11.75 -35.25
(O-E)? 138.0625 138.0625 138.0625 1242.5625
(O-E)?/E 3.916666667 3.916666667 3.916666667 35.25
E 47
X2 47.00
DF 3
Alpha 0.05
Chi Sq 7.815
Disribution
(Critical
Value)

Table 6: Chi-squared Results of Leaked HTTP Packets.
Table 7 shows results of Chi-squared test on leaked ICMP packets payload
captured on all the mesh implementations with three degrees of freedom and significance

level o = 0.05.
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Leaked ICMP ISP Mesh Mesh with  Secure Mesh with  Secure Mesh
Packets VLANS VPN Devices with VPN and
Payload VLANS

Observed (O) 1614 1614 1614 0
Expected (E) 1210.5 1210.5 1210.5 1210.5
O-E 403.5 403.5 403.5 -1210.5
(O-E)"2 162812.25 162812.25 162812.25 1465310.25
(O-E)*2/E 134.5 134.5 134.5 1210.5
E 1614
X2 1614
DF 3
Alpha 0.05
Chi Sq 7.815
Distribution
(Critical
Value)

Table 7: Chi-squared Results of Leaked ICMP Packets Payload.

Table 8 shows results of Chi-squared test on leaked ARP queries captured on all

the mesh implementations with three degrees of freedom and significance level a = 0.05.

Leaked ARP ISP Mesh Mesh with ~ Secure Mesh with  Secure Mesh
Queries VLANS VPN Devices with VPN and
VLANSs
Observed (O) 28 28 60 0
Expected (E) 29 29 29 29
O-E -1 -1 31 -29
(O-E)"2 1 1 961 841
(O-E)2/E 0.034482759  0.034482759 33.13793103 29
E 62.20689655
X2 62.21
DF 3
Alpha 0.05
Chi Sq 7.815
Distribution
(Critical
Value)

Table 8: Chi-squared Results of Leaked ARP Queries.

The Wilson score interval estimation in Table 9 shows the range of the true

likelihood of information leak when the attacks are performed (Wilson, 1927). Secure

Mesh with VPN and VLANSs configuration outperformed all other mesh systems, and this
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implementation has the lowest likelihood (due to lower % range) of leaking information
to the Internet Service Providers.

Hypothesis 1 - Wilson Score Interval Calculations (95% Confidence Level)

Type of ISP Mesh Secure Mesh  Secure Mesh with  Secure Mesh
Data with VLANs VPN Devices with VPN and
VLANSs

Leaked [1.2% - 1.5%] [12% - 13%] [3% -3.5%]  [0% - 0.02%]
DNS
Queries

Leaked | [0.19% - 0.33%] [0.19% - 0.33%] [0.19% - 0.33%]  [0% - 0.02%]
HTTP
Packets

Leaked [8.2% - 9%] [8.2% - 9%] [8.2% - 9%]  [0% - 0.02%]
ICMP
Packets
Payload

Leaked | [0.1% - 0.21%] [0.1% - 0.21%]  [0.25% - 0.41%]  [0% - 0.02%]
ARP
Queries

Table 9: Wilson score interval calculations of Hypothesis 1.
Hypothesis 2: Network segmentation with WPA3 encrypted backhaul protects against
rogue device cross communication and denial of service attack on the wireless local area
network.
Hypothesis 2 Evaluation: Data collection for hypothesis 2 was performed in three
different environments: near-field, far-field, and chamber-controlled. Table 10 shows the
type of data collected during the test and results of Chi-squared test. Filtered data is

attached in Appendix B.
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Hypothesis 2

Type of Data

Successful
attacks
Partially
Successful
Attacks

Total number
of client cross
communication
Total packets
captured with
ESSID during
the attack

ISP
Mesh

900

450

100

2272

Secure Secure Secure E
Mesh with  Mesh with  Mesh with
VLANS VPN VPN and
Devices VLANS
0 0 0 225
0 500 0 2375
0 500 0 150
0 0 0 568

Table 10: Data for Hypothesis 2 Testing

Chi Sq

2700

955.26

1133.33

4556.92

Table 11 shows results of Chi-squared test calculations of successful attacks

performed on all the mesh implementations with three degrees of freedom and

significance level « =0.05.

Successful ISP Mesh Secure Mesh Secure Mesh Secure Mesh
Attacks with VLANS with VPN with VPN and
Devices VLANS
Observed (O) 900 0 0 0
Expected (E) 225 225 225 225
O-E 675 -225 -225 -225
(O-E)? 455625 50625 50625 50625
(O-E)?/E 2025 225 225 225
E 2700
X2 2700
DF 3
Alpha 0.05
Chi Sq 7.815
Disribution
(Critical
Value)

Table 11: Chi-squared Results of Successful Attacks.
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Table 12 shows results of Chi-squared test calculations of partially successful

attacks performed on all the mesh implementations with three degrees of freedom and

significance level « =0.05.

Partially ISP Mesh Secure Mesh  Secure Mesh with  Secure Mesh with
Successful with VLANS VPN Devices VPN and VLANs
Attacks
Observed 450 0 500 0
©)
Expected 237.5 237.5 237.5 237.5
(E)
O-E 212.5 -237.5 262.5 -237.5
(O-E)2 45156.25 56406.25 68906.25 56406.25
(O-E)?/E | 190.1315789 237.5 290.1315789 237.5
E | 955.2631579
X2 | 955.2631579
DF 3
Alpha 0.05
Chi Sq 7.815
Disributio
n (Critical
Value)

Table 12: Chi-squared Results of Partially Successful Attacks.

Table 13 shows results of Chi-squared test calculations of cross communication

by devices on all the mesh implementations with three degrees of freedom and

significance level « =0.05.
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Total number of ISP Mesh Secure Secure Mesh Secure Mesh
clientcross Mesh with with VPN with VPN and
communication VLANS Devices VLANS
Observed (O) 100 0 500 0
Expected (E) 150 150 150 150
O-E -50 -150 350 -150
(O-E)2 2500 22500 122500 22500
(O-E)%/[E | 16.66666667 150 816.6666667 150
E | 1133.333333
X2 | 1133.333333
DF 3
Alpha 0.05
Chi Sq 7.815
Disribution

(Critical Value)

Table 13: Chi-squared Results of client cross communication.

Table 14 shows results of Chi-squared test calculations of ESSID during the

attack on all the mesh implementations with three degrees of freedom and significance

level a = 0.05.
Total packets ISP Mesh Secure Mesh  Secure Mesh  Secure Mesh
captured with with VLANs with VPN with VPN and
ESSID during Devices VLANS
the attack
Observed (O) 2272 0 0
Expected (E) 1077 1077 1077 1077
O-E 1195 -1077 -1077 -1077
(O-E)? 1428025 1159929 1159929 1159929
(O-E)YE 1325.928505 1077 1077 1077
E | 4556.928505
X2 | 4556.928505
DF 3
Alpha 0.05
Chi Sq 7.815
Disribution

(Critical Value)

Table 14: Chi-squared Results of captured with ESSID during attack
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Based on results of Wilson score interval calculations in Table 15, we observed
Secure Mesh with VPN, VLANs and Secure Mesh with VLANSs performed better
compared to other mesh systems. Both implementations have lower likelihood (due to
lower % range) of leaking network information to eavesdropper in the network
proximity.

Hypothesis 2 - Wilson Score Interval Calculations (95% Confidence Level)

Type of Data ISP Mesh Secure Mesh Secure Mesh Secure Mesh
with VLANS with VPN with VPN and
Devices VLANSs

Successful | [20% - 22%]  [0% - 0.089%] [0% - 0.089%] [0% - 0.089%]
attacks
Partially | [9.6% - 11%] [0% - 0.089%] [11% - 13%] [0% - 0.089%]
Successful
Attacks

Total number | [1.9% - 2.8%] [0% - 0.089%] [11% - 13%] [0% - 0.089%]
of client cross
communication
Total packets | [51% - 54%] [0% - 0.089%] [0% - 0.089%] [0% - 0.089%]
captured with
ESSID during
the attack
Table 15: Wilson score interval calculations of Hypothesis 2

Hypothesis 3: Encrypting LAN to WAN traffic using VPN provides anonymity to smart
home network on the Internet.

Hypothesis 3 Evaluation: To evaluate the mesh system’s privacy-preserving and
wireless security features, a series of tests were performed with 400 iterations, results in
Table 16 shows data collected during those 400 iterations. Moreover, the high number of

iterations proved the stability of the secure mesh system.
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Hypothesis 3

Type of Data

Leaked Geo-
location
Information
Leaked Device
IP Addresses
Leaked DNS
Information
Leaked ISP
Provider
Information
Total Number
of Test
Iterations

ISP Mesh Secure Mesh
Mesh with with VPN
VLAN Devices

250 250 100

100 100 100

350 350 100

350 350 100

400 400 400

Secure
Mesh with
VPN and

VLANS

0

Table 16: Data for Hypothesis 3 Testing

E ChiSq
150 300

75 100
200 475
200 475

Table 17 shows results of Chi-squared test calculations of geo-location leaked on

the Internet by all the mesh implementations with three degrees of freedom and

significance level « =0.05.

Leaked Geo- ISP Mesh Mesh with Secure Mesh Secure Mesh
location VLAN with VPN with VPN and
Information VLANS
Observed (O) 250 250 100 0
Expected (E) 150 150 150 150
O-E 100 100 -50 -150
(O-E)2 10000 10000 2500 22500
(O-E)YE 66.66666667 66.66666667 16.66666667 150
E 300
X2 300
DF 3
Alpha 0.05
Chi Sq 7.815
Distribution

(Critical Value)

Table 17: Chi-squared Results of Leaked Geo-location Information.
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Table 18 shows results of Chi-squared test calculations of DNS information
leaked on the Internet by all the mesh implementations with three degrees of freedom and

significance level « =0.05.

Leaked ISP Mesh Mesh with VLAN  Secure Mesh Secure Mesh
Device IP with VPN with VPN and
Addresses VLANS

Observed 100 100 100 0

(0)
Expected 75 75 75 75
(B)
O-E 25 25 25 -75
(O-E)? 625 625 625 5625
(O-E)YE 8.333333333 8.333333333 8.333333333 75
E 100
X2 100
DF 3
Alpha 0.05
Chi Sq 7.815
Distribution
(Critical
Value)

Table 18: Chi-squared Results of Leaked Device IP Addresses.
Table 19 shows results of Chi-squared test calculations of device IP addresses
leaked on the Internet by all the mesh implementations with three degrees of freedom and

significance level a = 0.05.

Leaked DNS ISP Mesh Mesh with Secure Mesh  Secure Mesh with
Information VLAN with VPN VPN and VLANS
Observed 350 350 100 0
(0)
Expected 200 200 200 200
(E)
O-E 150 150 -100 -200
(0-E)? 22500 22500 10000 40000
(O-E)?/E 112.5 112.5 50 200
E 475
X2 475
DF 3
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Alpha 0.05

Chi Sq 7.815
Distribution
(Critical
Value)

Table 19: Chi-squared Results of Leaked DNS Information.
Table 20 shows results of Chi-squared test calculations of ISP provider
information leaked on the Internet by all the mesh implementations with three degrees of

freedom and significance level a = 0.05.

Leaked ISP ISP Mesh Mesh with VLAN Secure Mesh Secure Mesh

Provider with VPN with VPN and
Information VLANS
Observed 350 350 100 0
(0)
Expected 200 200 200 200
(E)
O-E 150 150 -100 -200
(O-E)? 22500 22500 10000 40000
(O-E)?/E 112.5 112.5 50 200
E 475
X2 475
DF 3
Alpha 0.05
Chi Sq 7.815
Distribution
(Critical
Value)

Table 20: Chi-squared Results of Leaked ISP Provider Information.
Based on results of Wilson score interval calculations in Table 15, we observed
Secure Mesh with VPN, VLANSs performed better compared to other all mesh systems.
This implementation has the lowest likelihood (due to lower % range) of leaking network

information on the Internet.
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Hypothesis 3 - Wilson Score Interval Calculation (95% Confidence Level)

Type of ISP Mesh Secure Mesh Secure Mesh Secure Mesh
Data with VLAN with VPN with VPN and
Devices VLANS
Leaked [58% - 67%] [58% - 67%] [21% - 29%] [0% - 0.95%]
Geo-
location
Information
Leaked [21% - 29%] [21% - 29%] [21% - 29%] [0% - 0.95%]
Device IP
Addresses
Leaked DNS [84% - 90%] [84% - 90%] [21% - 29%] [0% - 0.95%]
Information
Leaked ISP [84% - 90%] [84% - 90%] [21% - 29%] [0% - 0.95%]
Provider
Information

Table 21: Wilson score interval calculations of Hypothesis 3.

4.4 Conclusion
This chapter reviewed the results of this praxis and established whether there was
sufficient evidence to reject or support the research hypotheses. The following chapter

concludes the praxis with recommendations for future research and a discussion section.
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Chapter 5 Discussion and Conclusion

5.1 Discussion

This section focuses on the previous section’s experiment results and the
problems encountered while implementing the new designs into practice. This section
will also discuss the existing mesh system design.
5.1.1 Hypothesis 1

Privacy and security of the smart home Wi-Fi network is the focus of this
research. The concept of using VPN and VLANS to secure the network is not new to
network designers, in fact it is the most common approach used to design enterprise
WLAN. But when it comes to home Internet products, VPN and VLAN configurations at
gateway level and AP are not implemented by any ISP or third-party vendors. The key
part of this researchis to compare different mesh networks and investigate the
effectiveness of VPN and VLANSs against traffic analysis done by ISPs as mentioned
below.

RQ1: What is the best mesh configuration that provides privacy to 10T client from

ISP traffic monitoring analysis

It was discussed in chapter 2 that the ISP possesses advanced capabilities to
monitor home traffic and it was demonstrated in chapter 3. Use of VPN and VLANS in
the design of mesh network will preserve the privacy of 10T devices from ISP
monitoring. Demonstration of information leaked by different smart home mesh to the
ISP is novel. Hypothesis 1 answers this question.

H1: A configuration of mesh with VPN and VLANS preserves leakage of TCP/IP

packets compared to exiting mesh implementation.
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The comparative test results demonstrated the mesh network with VPN, VLANSs
configuration did not leak any data packets to the ISP WAN router. Whereas all other
mesh leaked encrypted and unencrypted DNS queries, HTTP packets, ICMP payload, and
ARP queries.

5.1.2 Hypothesis 2

There are different approaches available to reduce the internal attack surface of a
network, we followed the network segmentation implementation where three VLANS
were created on the fronthaul and backhaul networks: Personal, 10T and Guest networks.
Backhaul network with three VLANSs was extended using two APs. Moreover, WPA3
encryption was used to encrypt the backhaul network to protect it from DoS, and
KRACK attack. Since this is the first research showing comparative analysis of
segmentation and no segmentation of a smart home mesh network, the second question is
as follows.

RQ2: What is the best mesh configuration that provides privacy to connected 10T

clients fromeavesdroppers in proximity

It was demonstrated in chapter 3 that Wi-Fi devices and networks are susceptible
to DoS and de-authentication attacks. To perform a de-authentication attack eavesdropper
needs to be in proximity to the network where data packets can be captured during an
ongoing attack. Network segmentation separates 10T devices from personal computing
devices, and WPA3 encrypted backhaul provides security against DoS and KRACK

attacks. Hypothesis 2 answers this question on network segmentation and security.
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H2: Network segmentation with WPA3 encrypted backhaul protects against rogue
device cross communication and denial of service attack on the wireless local area
network.

The comparative test results demonstrated Secure Mesh with VPN, VLANs and
Secure Mesh with VLANSs performed better compared to other mesh systems. All three
secure mesh backhaul networks were resilient against DoS and KRACK attacks but only
two secure mesh implementations were resilient to network client cross-communication.
Network segmentation with different firewall rules for each segment provides better
security from internal threats and WP A3 provides better protection against the DoS and
KRACK from eavesdroppers.

5.1.3 Hypothesis 3

The concept of ultra-fast high availability Wi-Fi mesh network is gaining traction
to meet the needs of new loT devices such as Augmented Reality (AR)/ Virtual Reality
(VR) glasses, smart home sensors, smart appliances. Hypothesis 3 looks at the privacy
protection mechanism of the mesh networks and answers best network implementation
available protect the identity of these 10T devices.

RQ3: What is the best mesh configuration that maintains anonymity on the

Internet compared to a traditional home network?

It was discussed in literature review and demonstrated in chapter 3 that any smart
home client with Internet connectivity leaks metadata on the Internet which is susceptible
to eavesdropping on the Internet. Even the encrypted payload leaks some crucial
information such as geographical information, ISP provider, ISP region, device IP and

DNS information. These collected information is good enough to determine the type,
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activity time, location of the device or user. Hypothesis 3 answers the best mesh
configuration to maintain anonymity on the Internet.

H3: Encrypting LAN to WAN traffic using VPN provides anonymity to smart

home network on the Internet.

Based comparative test results it was observed Secure Mesh with VPN and
VLANS performed better compared to all other mesh systems. This configuration has less
than 1% chance to get leaked Wi-Fi client information on the Internet whereas existing
mesh systems leaks up to 80% of device information on the Internet.

5.1.4 Overview of Research

The experiments’ results demonstrated how much metadata is leaked by the
existing mesh systems, which can be tracked by the 1SPs and a compromised 10T device
on the network. Most existing mesh systems create a single network by combining both
radios’ 2.4 GHz and 5 GHz bands to broadcast one SSID, which hosts all the 802.11-
capable clients. This one Wi-Fi network has to provide LAN and WAN connectivity to
all the 10T, personal, and guest devices, and this is one of the major design limitations
discussed in this praxis. Moreover, it was demonstrated that the WP A2-Enterprise
encrypted backhaul network is susceptible to DoS attacks. If a mesh system lacks cloud-
based AP identity management, then the network can be compromised with an evil twin
AP attack. Switching the backhaul network to WPA3-Enterprise will improve network
security against offline dictionary and DoS attacks and make it compliant with
Commercial National Security Algorithm (CNSA) requirements (National Security

Agency Cybersecurity Report, 2018).
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Using different tools and packet captures, it was demonstrated how an ISP router
can collect metadata from the connected devices on the Wi-Fi network and fail to protect
the privacy of the devices. Leaked metadata from personal and 10T devices revealed the
location, type of device or current user activity, and both encrypted and unencrypted
metadata can be monitored and harnessed by bad actors and ISPs. Therefore, existing Wi-
Fi mesh systems must embed privacy preservation mechanisms in their design to protect
the privacy of smart home devices on the Internet (Hegarty & Haggerty, 2020).

5.1.5 Challenges

There are some challenges related to design when implementing the secure Wi-Fi
mesh system. Every 100 milliseconds, all Wi-Fi routers broadcast a beacon. A beacon
contains information such as frequencies and encryption mechanisms for the types of
power-saving characteristics available. This provides all the information a device requires
to connect to a network. For example, when you search for Wi-Fi networks available in
the area on your phone, the data from all the beacon frames is used to populate the list.
Beacons are transmitted constantly, even when no device is trying to connect. To ensure
compatibility with older devices, the Wi-Fi protocol (802.11) mandates beacon packets to
be transmitted at the slowest speed and the oldest standard that the access point supports.
This implies that beacons are frequently sent out at 1 Mbps using 802.11b, a 1999
technology that is exceedingly slow compared to today’s 450 Mbps 802.11n or 1.3gbps+
802.11ac networks. Because the radio spectrum is a shared medium, no other devices on
the same frequency can send while the beacon is transmitting (IEEE Standard for
Information Technology, 2021). Wireless devices are not meant to start sending until the

spectrum is clear, which creates additional issues when access points are spread out. A
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client located between two distant access points will see beacons from both, but the
access points are unaware of one another, resulting in interference when they transmit at
the same time.

This means that when the number of access points on a channel grows, the
available radio bandwidth narrows and interference increases. Neither the existing mesh
system nor the secure mesh Wi-Fi system solves the beacon flooding problem.

5.2 Conclusion

It can be concluded that the secure mesh Wi-Fi with VPN and VLANS protects
the privacy of the connected devices from the ISPs and Internet trackers. In addition, it
can be concluded that the secure mesh Wi-Fi with VPN and VLANS is more secure than
all other mesh network implementations. Secure mesh Wi-Fi isolates personal networks
from the 10T and guest networks. This network segmentation, with other security features
deployed, makes the home Wi-Fi network immune to internal and external security
threats.

5.3 Contribution to Body of Knowledge

1. Documented a comparative analysis on privacy preserving and security
features of different Wi-Fi mesh implementations.

2. Demonstrated the device-tracking capabilities of ISP mesh systems and
metadata leaked by existing mesh system design, which can be easily
sniffed by Internet trackers.

3. Demonstrated the privacy-preserving and advanced security capabilities of

secure mesh Wi-Fi by comparing it with the existing mesh systems.
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5.4 Recommendations for Future Research

A recommendation for future researchis to testand improve the Wi-Fi PHY rate
and OTA throughput performance of the secure mesh Wi-Fi implementation. This praxis
only presented a comparative analysis of Wi-Fi mesh implementations with privacy-
preserving and security features embedded in the design. In addition, testing was
performed with real 10T devices to generate traffic on the network, but for future
research, simulated traffic can be used test all mesh implementations. Another topic for
future study is designing an efficient and secure Wi-Fi mesh system that helps reduce
beacon pollution. Reducing beacon flooding will reduce the air-time use of APs and

increase the overall efficiency and performance of the Wi-Fi mesh network.
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Appendix A

1. DNS Queries Captured on the Existing Mesh System

Source Destination Protuculn Length- Info hd
2601:47:4980:1720:39¢2:02f9:6187:3f9% 2001:558:feed::1 DNS 50 Standard guery 0x244d A google.com
2001:558:feed::1 2601:47:4980:1720:39¢2:b29:6187:3f3e DNS 106 Standard guery response 0x244d A google.com A 142.251.41.14
2601:47:4980:1720:39¢c2:b2f9:6187:3f9e 2001:558:feed::1 DNS 86 Standard guery Oxd1c6 A fb.com
2001:558:feed::1 2601:47:4980:1720:39c2:b2f9:6187:3f9e DNS 102 Standard query response Oxd1c6 A fb.com A 157.240.241.35
2601:47:4980:1720:39¢2:02f9:6187:3f%e 2001:558:feed::1 DNS 112 Standard query 0x0807 A dlpendpoint-1p.gslb2.comeast.com
2601:47:4980:17. 9:6187:3f9e 1 DNS 112 Standard query 0x0678 AAAA dlpendpoint-1p.gslb2.comcast.com
2001:558:feed::1 2601:47:4980:1720:39¢2:b2f9:6187:3f%e DNS 128 Standard guery response 0x0807 A dlpendpoint-1p.gslb2.comcast.com A 96.99.229.46
2001:558:feed::1 2601:47:4980:1720:39c2:b2f9:6187:3f3e DNS 199 standard guery response 0x0678 AAAA dipendpoint-1p.gsib2.comcast.com SOA gtd02-
2601:47:4980:17: 7:3f9e d:1 DNS 106 Standard query 0xf9f8 A www.testingmcafeesites.com
2601:47:4980:17. b2f9:6187:3% 1:558:feed:1 DNS 106 Standard query 0xc034 AAAA www.testingmcafeesites.com
2601:47:4980:17. 7:3f9e il DNS 106 Standard query 0x01b6 Unknown (65) www.testingmcafeesites.com
2001:558:feed::1 2601:47:4980:1720:39¢2:b29:6187:3f3e DNS 305 Standard guery response 0x01b6 Unknown (65) www.testingmcafeesites.com CNAME
2001:558:feed::1 2601:47:4980:1720:39c2:b2f9:6187:3f9e DNS 269 Standard query response 0xfof8 A www.testingmcafeesites.com CNAME tstmcfs-prod-
2001:558:feed::1 2601:47:4980:1720:39c2:b2f9:6187:3f9e DNS 305 Standard query response 0xc034 AAAA www.testingmcafeesites.com CNAME tstmcfs-prod-
2601:47:4980:1720:39¢2:02f9:6187:3f%e 2001:558:feed::1 DNS 100 Standard query 0x1028 Unknown (65) bag.itunes.apple.com
2601:47:4980:1720:39¢2:b2f9:6187:3f% 2001:558:feed::1 DNS 100 Standard query 0xd549 AAAA bag.itunes.apple.com
2601:47:4980:1720:39¢2:| :6187:3f9e L DNS 100 Standard guery 0x806f A bag.itunes.apple.com
2001:558:feed::1 2601:47:4980:1720:39c2:b2f9:6187:3f9e DNS 287 Standard query response 0x1028 Unknown (65) bag.itunes.apple.com CNAME init-cdn.itunes
Standard query response 0xd549 AAAA bag.itunes.apple.com CNAME init-cdn.itunes-
2001:558:feed::1 2601:47:4980:1720:39¢2:b29:6187:3f%e DNS 365 apple.com.akadns.net CNAME itunes.apple.com.edgekey.net CNAME
2001:558:feed::1 2601:47:4980:1720:39¢2:b29:6187:3f3e DNS 241 Standard guery response 0x806f A bag.itunes.apple.com CNAME init-cdn.itunes-
2601:47:4980:1720:39¢c2:b2f9:6187:3f% 2001:558:feed::1 DNS 105 Standard guery 0x8427 AAAA e673.dsce9.akamaiedge.net
2001:558:feed::1 2601:47:4980:1720:39c2:b2f9:6187:3f9e DNS 245 Standard query response 0x8427 AAAA e673.dsce9.akamaiedge.net AAAA
2601:47:4980:1720:39c2:b2f9:6187:3f9e 2001:558:feed::1 DNS 97 Standard guery 0x0e6e Unknown (65) apps.mzstatic.com
2601:47:4980:17. 9:6187:3f9e 1 DNS 97 Standard guery 0x297a AAAA apps.mzstatic.com
2601:47:4980:1720:39¢2:| :6187:3f9e L DNS 97 Standard guery 0x51c8 A apps.mzstatic.com
Standard guery response 0x297a AAAA apps.mzstatic.com CNAME apps-mazstatic-cdn.itunes-
2001:558:feed::1 2601:47:4980:1720:39c2:b2f9:6187:3f9e DNS 372 apple.com.akadns.net CNAME apps.mzstatic.com.edgekey.net CNAME
2001:558:feed::1 2601:47:4980:1720:39¢2:b29:6187:3f9e DNS 294 Standard guery response Ox0e6e Unknown (65) apps.mzstatic.com CNAME apps-mazstatic-
2001:558:feed::1 2601:47:4580:1720:39c2:b2f9:6187:3f3e DNS 248 Standard query response 0x51cg A apps.mzstatic.com CNAME apps-mzstatic-cdn.itunes-
2601:47:4980:1720:39¢2:| :6187:3f9e L DNS 92 Standard guery 0x24c2 Unknown (65) xp.apple.com
2601:47:4980:1720:39c2:b2f9:6187:3f9e 2001:558:feed:1 DNS 92 standard query 0x9261 AAAA xp.apple.com
2601:47:4980:17; 7:3f9e d:1 DNS 92 Standard query 0x3cb5 A xp.apple.com
2001:558:feed::1 2601:47:4580:1720:39¢2:b2f9:6187:3f9e DNS 269 Standard query response 0x24c2 Unknown (65) xp.apple.com CNAME xp.itunes-
2001:558:feed::1 2601:47:4980:1720:39¢2:b29:6187:3f9e DNS 224 standard query response 0x3cb5 A xp.apple.com CNAME xp.itunes-apple.com.akadns.net
Standard guery response 0x9261 AAAA xp.apple.com CNAME xp.itunes-
Standard query response 0x9261 AAAA xp.apple.com CNAME xp.itunes-
2001:558:feed::1 2601:47:4980:1720:39¢2:b2f9:6187:3f9e DNS 348 apple.com.akadns.net CNAME xp.apple.com.edgekey.net CNAME
2601:47:4980:1720:39c2:b2f9:6187:3f%e 2001:558:feed::1 DNS 106 Standard query 0x957f Unknown (65) e17437.dsct.akamaiedge.net
2001:558:feed::1 2601:47:4980:1720:39c2:b2f9:6187:3f3e DNS 170 Standard query response 0x957f Unknown (65) e17437.dsct.akamaiedge.net SOA
2601:47:4980:1720:39c2:b2f9:6187:3f% 2001:558:feed::1 DNS 103 Standard query 0x3653 Unknown (65) configuration.apple.com
2601:47:4980:1720:39c2:02f9:6187:3f% 2001:558:feed::1 DNS 103 Standard query Oxach9 AAAA configuration.apple.com
2601:47:4980:1720:39c2:b2f9:6187:3f%e 2001:558:feed::1 DNS 103 Standard guery 0x35f4 A configuration.apple.com
standard query response Oxacb9 AAAA configuration.apple.com CNAME
2001:558:feed::1 2601:47:4980:1720:39¢2:02f9:6187:3f9e DNS 373 configuration.apple.com.akadns.net CNAME configuration.apple.com.edgekey.net CNAME
2001:558:feed::1 2601:47:4980:1720:39¢2:02f9:6187:3f9e DNS 249 Standard query resp 0x35f4 A confi, apple.com CNAME
2601:47:4980:1720:39c2:b2f9:6187:3f%e 2001:558:feed::1 DNS 95 Standard guery 0x2308 Unknown (65) ocsp2.apple.com
2601:47:4980:1720:39c2:b2f9:6187:3f3e 2001:558:feed::1 DNS 95 Standard query Oxbe3e AAAA ocsp2.apple.com
2601:47:4980:1720:39c2:b2f9:6187:3f3e 2001:558:feed::1 DNS 95 Standard guery OxaOec A ocsp2.apple.com
2001:558:feed::1 2601:47:4980:1720:39¢2:02f9:6187:3f9e DNS 295 Standard query response 0x3653 Unknown (65) configuration.apple.com CNAME
2001:558:feed::1 2601:47:4980:1720:39¢2:b2f9:6187:3f9e DNS 200 Standard query response Oxa0ec A ocsp2.apple.com CNAME ocsp2-1b.apple.com.akadns.net
2001:558:feed::1 2601:47:4980:1720:39c2:b2f9:6187:3f9e DNS 222 standard query response 0x2308 Unknown (65) ocsp2.apple.com CNAME ocsp2-
2001:558:feed::1 2601:47:4980:1720:39c2:b2f9:6187:3f9e DNS 224 Standard query response Oxbe3e AAAA ocsp2.apple.com CNAME ocsp2-
2601:47:4980:1720:39¢c2:b2f9:6187:3f% 2001:558:feed::1 DNS 99 Standard query 0x6d0b Unknown (65) ocsp2.g.aaplimg.com
2001:558:feed::1 2601:47:4980:1720:39¢2:b2f9:6187:3f9e DNS 159 Standard query response Ox6d0b Unknown (65) ocsp2.g.aaplimg.com SOA
2601:47:4980:1720:39c2:b2f9:6187:3f3e 2001:558:feed::1 DNS. 107 standard query 0x2307 Unknown (65) amp-api-edge.apps.apple.com
2601:47:4980:1720:39c2:b2f9:6187:3f3e 2001:558:feed::1 DNS 107 Standard query Ox16cc AAAA amp-api-edge.apps.apple.com
2601:47:4980:1720:39¢c2:b2f9:6187:3f% 2001:558:feed::1 DNS 107 Standard query 0xc362 A amp-api-edge.apps.apple.com
2001:558:feed::1 2601:47:4980:1720:39¢2:b2f9:6187:3f9e DNS 265 Standard guery response 0xc362 A amp-api-edge.apps.apple.com CNAME amp-api-edge-
2001:558:feed::1 2601:47:4980:1720:39c2:b2f9:6187:3f9e DNS. 310 Standard query response 0x2307 Unknown (65) amp-api-edge.apps.apple.com CNAME amp-
Standard guery response Ox16cc AAAA amp-api-edge.apps.apple.com CNAME amp-api-edge-
2001:558:feed::1 2601:47:4980:1720:39¢2:02f9:6187:3f9e DNS 389 Ib.itunes-apple.com.akadns.net CNAME amp-api-edge.apps.apple.com.edgekey.net CNAME
2601:47:4980:1720:39c2:b2f9:6187:3f%e 2001:558:feed::1 DNS 104 Standard guery 0x8451 Unknown (65) e673.dscx.akamaiedge.net
2001:558:feed::1 2601:47:4980:1720:39c2:b2f9:6187:3f9e DNS 168 Standard query response 0x8451 Unknown (65) e673.dscx.akamaiedge.net SOA
2601:47:4980:1720:39c2:b2f9:6187:3f3e 2001:558:feed::1 DNS 104 standard query 0x25fd Unknown (65) se-edge.itunes.apple.com
2601:47:4980:1720:39c2:02f9:6187:3f% 2001:558:feed::1 DNS 104 Standard query Oxdab4 AAAA se-edge.itunes.apple.com
2601:47:4980:1720:39c2:b2f9:6187:3f%e 2001:558:feed::1 DNS 104 Standard query 0xb099 A se-edge.itunes.apple.com
2601:47:4980:1720:39c2:b2f9:6187:3f9e 2001:558:feed::1 DNS 102 standard guery Oxa21c Unknown (65) amp-api.apps.apple.com
2601:47:4980:1720:39c2:b2f9:6187:3f9%  2001:558:feed::1 DNS 102 Standard query 0x8911 AAAA amp-api.apps.apple.com
2601:47:4980:1720:39c2:02f9:6187:3f% 2001:558:feed::1 DNS 102 Standard query Oxac84 A amp-api.apps.apple.com
2001:558:feed::1 2601:47:4980:1720:39¢2:b2f9:6187:3f9e DNS 298 Standard qguery response 0x25fd Unknown (65) se-edge.itunes.apple.com CNAME se-
Standard query response Oxdab4 AAAA se-edge.itunes.apple.com CNAME se-edge.itunes-
2001:558:feed::1 2601:47:4980:1720:39c2:b2f9:6187:3f3e DNS 376 apple.com.akadns.net CNAME se-edge.itunes.apple.com.edgekey.net CNAME
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2001:558:feed::1

2601:47:4980:1720:39c2:02f9:6187:3f9e
2001:558:fee

2601:47:4980:1720:39c2:h2f9:6187:3f3e
2601:47:4980:1720:39c2:b2f9:6187:33e
2601:47:4980:1720:39c2:02f9:6187:3f9%e
2001:558:feed::1

2601:47:4980:1720:39c2:02f9:6187:3f9%e
2601:47:4980:1720:39c2:02f9:6187:3f9e
2601:47:4980:1720:39c2:b2f9:6187:3f9e
2001:558:feed::1

2001:558:fee:
2001:558:fee
2601:47:4980:
2001:558:fee
2601:47:4980:1720:39c2:h2f9:6187:3f9e
2601:47:4980:1720:39c2:b2f9:6187:3f9e
2601:47:4980:1720:39¢2:b29:6187:3f9e

720:39c2:02f9:6187:3f9e

2601:47:4980:1720:39c2:h2f9:6187:3f3e
2001:558:fee
2601:47:4980:1720:39c2:02f9:6187:3f9%e
2601:47:4980:1720:39c2:02f9:6187:3f9e
2601:47:4980:1720:39c2:b2f9:6187:3f9e
2001:558:feed::1

2001:558:feed::1

2001:558:fee
2601:47:4980:1720:39c2:b2f9:6187:3f9e
80:1720:39¢2:b2f9:6187:3f3e

2.

Source
10.0.0.185
1111
10.0.0.185
1111
10.0.0.185
1111
10.0.0.185
1111
10.0.0.185
142.251.41.14
10.0.0.185
1111
10.0.0.185
142.251.41.14
10.0.0.185
1111
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.3
10.0.0.185
1111
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.3
10.0.0.185
1111
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.3
10.0.0.185
1111
10.0.0.185
142.251.41.14

2601:47:4980:1720:39c2:b219:6187:3f3e
2601:47:4980:1720:39¢2:02{9:6187:3f9e
2601:47:4980:1720:39c2:02f9:6187:3%e
2001:558:fee
2601:47:4980:1720:39c2:b219:6187:3f9e
2001:558:feed:
2001:558:feed::
2001:558:feed:

2601:47:4980:1720:39c2:02f9:6187:39e

2601:47:4980:1720:39c2:02f9:6187:3f9e
2601:47:4980:1720:39c2:b219:6187:3f3e
2001:558:fee
2001:558:feed::.
2001:558:feed:

2601:47:4980:1720:39c2:b2f9:6187:3f9e
2601:47:4980:1720:39c2:b219:6187:3f9e
2601:47:4980:1720:39c2:02f9:6187:3f%e
2001:558:feed:
2601:47:4980:1720:39c2:b219:6187:3f9e

2601:47:4980:1720:39c2:02f9:6187:3%e
2601:47:4980:1720:39c2:02f9:6187:3f9e
2601:47:4980:1720:39c2:b219:6187:3f9e
2001:558:fee
2601:47:4980:1720:39c2:02f9:6187:3f9e
2001:558:feed:
2001:558:fee
2001:558:feed:
2601:47:4980:1720:39c2:b2f9:6187:3f9e
2601:47:4980:1720:39c2:b219:6187:3f9e

2601:47:4980:1720:39c2:02f9:6187:39e

380 Ib.itunes-apple.com.akadns.net CNAME amp-api.apps.apple.com.edgekey.net CNAME
256 Standard query response Oxac84 A amp-api.apps.apple.com CNAME amp-api.apps-lb.itunes-
301 Standard query response Oxa2lc Unknown (65) amp-api.apps.apple.com CNAME amp-
105 Standard query 0x7d3e Unknown (65) e3925.dscx.akamaiedge.net
169 Standard query response 0x7d3e Unknown (65) e3925.dscx.akamaiedge.net SOA
100 Standard query Oxe570 Unknown (65) is1-ssl.mzstatic.com
100 Standard query 0x666d AAAA isl-ssl.mzstatic.com
100 Standard query 0x04ad A isl-ssl.mzstatic.com
294 Standard query response 0xe570 Unknown (65) is1-ssl.mzstatic.com CNAME is-
Standard query response 0x666d AAAA is1-ssl.mzstatic.com CNAME is-

372 ssl.mzstatic.com.itunes-apple.com.akadns.net CNAME mzstatic.com.edgekey.net CNAME
248 Standard query response Ox04ad A is1-ssl.mzstatic.com CNAME is-ssl.mzstatic.com.itunes-
108 Standard query Oxbe87 Unknown (65) apptrailers.itunes.apple.com
108 Standard query Oxed33 AAAA apptrailers.itunes.apple.com
108 Standard guery Oxdb3e A apptrailers.itunes.apple.com
205 standard guery response Oxbe87 Unknown (65) apptrailers.itunes.apple.com CNAME
207 Standard query response Oxed33 AAAA apptrailers.itunes.apple.com CNAME
183 Standard query response Oxdb3e A apptrailers.itunes.apple.com CNAME
112 Standard query 0x4fSc Unknown (65) apptrailers.itunes.g.aaplimg.com
172 Standard query response 0x4f5¢ Unknown (65) apptrailers.itunes.g.aaplimg.com SOA

97 standard guery 0xe361 Unknown (65) doh.dns.apple.com

97 Standard query 0x47ed AAAA doh.dns.apple.com

97 Standard query Oxcd71 A doh.dns.apple.com
235 Standard query response Oxcd71 A doh.dns.apple.com CNAME
307 Standard query response 0x47ed AAAA doh.dns.apple.com CNAME
193 Standard guery response 0xe361 Unknown (65) doh.dns.apple.com CNAME
111 Standard query 0x1427 Unknown (65) doh.dns.apple.com.v.aaplimg.com
171 Standard query response 0x1427 Unknown (65) doh.dns.apple.com.v.aaplimg.com SOA
106 Standard query 0x2953 Unknown (65) configuration.ls.apple.com
106 Standard query Ox618e AAAA configuration.ls.apple.com
106 Standard query 0x59a4 A configuration.ls.apple.com
255 Standard query response 0x2953 Unknown (65) configuration.ls.apple.com CNAME gspell-
209 Standard query response 0x59a4 A configuration.Is.apple.com CNAME gspe11-

Standard query response 0x618e AAAA configuration.|s.apple.com CNAME gspell-

333 ssl.Is.apple.com.edgekey.net CNAME e10499.dsce9.akamaiedge.net AAAA
107 Standard query Oxde58 Unknown (65) e10499.dsce9.akamaiedge.net
102 standard guery 0x678b Unknown (65) weather-data.apple.com

Tadlilil
10.0.0.185
Taalibil
10.0.0.185
kbl
10.0.0.185
Tadlilil
10.0.0.185
142.251.41.14
10.0.0.185
kbl
10.0.0.185
142.251.41.14
10.0.0.185
Taalibil
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
Taalibil
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
Taalibil
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
Taalibil
10.0.0.185
142.251.41.14
10.0.0.185

ICMP Traffic Captured on the Existing Mesh System

Length-
98 Echo (ping) request id=0x8a93, seq=11520/45, tt1=64 (reply in 11)
98 Echo (ping) reply id=0x8a33, seq=11520/45, tt1=54 (request in 10)
98 Echo (ping) request id=0x8a93, seq=11521/301, ttl=64 (reply in 18)
98 Echo (ping) reply id=0x8a93, seq=11521/301, ttl=54 (request in 17)
98 Echo (ping) request id=0x8a93, seq=11522/557, ttl=64 (reply in 68)
98 Echo (ping) reply id=0x8a93, seq=11522/557, ttl=54 (request in 67)
98 Echo (ping) request id=0x8a93, seq=11523/813, ttl=64 (reply in 192)
98 Echo (ping) reply id=0x8a93, seq=11523/313, ttl=54 (request in 190)
98 Echo (ping) request id=0x0aad, seq=0/0, ttl=64 {reply in 235}
98 Echo (ping) reply id=0x0aa4, seq=0/0, ttl=116 (request in 233)
98 Echo (ping) request id=0x8a93, seq=11524/1069, ttl=64 (reply in 247)
98 Echo (ping) reply id=0x8a93, seq=11524/1069, ttl=54 (request in 245)
98 Echo (ping) request id=0x0aad, seq=1/256, ttl=64 (reply in 305)
98 Echo (ping) reply id=0x0aad, seq=1/256, ttI=116 (request in 301)
98 Echo (ping) request id=0x8a93, seq=11525/1325, ttI=64 (reply in 440)
98 Echo (ping) reply id=0x8a93, seq=11525/1325, ttl=54 (request in 433)
98 Echo (ping) request id=0x0aa4, seq=2/512, ttl=64 (reply in 459)
98 Echo (ping) reply id=0x0aad, seq=2/512, ttl=116 (request in 458}
98 Echo (ping) request id=0x0bad, seq=0/0, tt1=64 (reply in 461)
98 Echo (ping) reply id=0x0bad, seq=0/0, ttI=57 (request in 460)
98 Echo (ping) request id=0x8a93, seq=11526/1581, ttI=64 (reply in 463)
98 Echo (ping) reply id=0x8a93, seq=11526/1581, ttl=54 (request in 462)
98 Echo (ping) request id=0x0aa4, seq=3/768, ttl=64 (reply in 486)
98 Echo (ping) reply id=0x0aad, seq=3/768, ttl=116 (request in 485)
98 Echo (ping) request id=0x0bad, seq=1/256, ttl=64 (reply in 438)
98 Echo (ping) reply id=0x0ba4, seq=1/256, ttl=57 (request in 487)
98 Echo (ping) request id=0x8a93, seq=11527/1837, ttl=64 (reply in 502)
98 Echo (ping) reply id=0x8a93, seq=11527/1837, ttl=54 (request in 498)
98 Echo (ping) request id=0xDaa4, seq=4/1024, ttl=64 (reply in 506)
98 Echo (ping) reply id=0x0aad, seq=4/1024, ttl=116 {request in 505)
98 Echo (ping) request id=0x0bad, seq=2/512, ttl=64 (reply in 508)
98 Echo (ping) reply id=0x0ba4, seq=2/512, ttl=57 (request in 507)
98 Echo (ping) request id=0x8a93, seq=11528/2093, ttI=64 (reply in 516)
98 Echo (ping) reply id=0x8a93, seq=11528/2093, ttl=54 (request in 515)
98 Echo (ping) request id=0xDaa4, seq=5/1280, ttl=64 (reply in 519)
98 Echo (ping) reply id=0x0aad, seq=5/1280, ttl=116 {request in 518)
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10.0.0.185
1111
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1.1.1.1
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1.1.11
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1.1.1.1
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1.1.11
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1.1.1.1
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185

157.240.241.35
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1.1.1.1
10.0.0.185
157.240.241.35
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1.1.1.1
10.0.0.185
157.240.241.35
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
L1111
10.0.0.185
157.240.241.35
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1111
10.0.0.185
157.240.241.35
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8

1.1.1.1
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185

1 al
10.0.0.185
142.251.41.14
10.0.0.185

8. 8
10.0.0.185
1.1.1.1
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1.1.11
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1.1.1.1
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1.1.11
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1111

10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1111
10.0.0.185
157.240.241.35
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8

10.
1111
10.0.0.185
157.240.241.35
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185
1111
10.0.0.185
157.240.241.35
10.0.0.185
142.251.41.14
10. 185
8.8.8.8
10.0.0.185
1111

10. 185
157.240.241.35
10.0.0.185
142.251.41.14
10.0.0.185
8.8.8.8
10.0.0.185

185

IcMP
ICMP
ICMP
ICMP
IcMmP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
IcMP
ICMP
ICMP
ICMP
IcMmP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

Icme
ICMP
ICMP
ICMP
ICMP
ICMP
IcMP
IcMP
IcMP
IcMP
Icme
ICMP
ICMP
ICMP
ICMP
ICMP
IcMP
IcMP
IcMP
IcMP
Icme
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
IcMP
IcMP
IcMP
Icme
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

98 Echo (ping) request id=0x8a93, seq=11529/2349, ttl=64 (reply in 524)
98 Echo (ping) reply id=0x8a93, seq=11529/2349, tt=54 {request in 522)
98 Echo (ping) request id=0x0aad, seq=6/1536, tt1=64 (reply in 526)

98 Echo (ping) reply id=0x0aad, seq=6/1536, ttl=116 (request in 525)

98 Echo (ping) request id=0x0ba4, seq=4/1024, ttl=64 (reply in 528)

98 Echo (ping) reply id=0x0bad, seq=4/1024, tt|=57 (request in 527)

98 Echo (ping) request id=0x8a93, seq=11530/2605, tt|=64 (reply in 531)
98 Echo (ping) reply id=0x8a93, seq=11530/2605, tt|=54 {request in 530)
98 Echo (ping) request id=0x0aad, seq=7/1792, ttl=64 (reply in 538)

98 Echo (ping) reply id=0x0aad, seq=7/1792, ttl=116 (request in 537)

98 Echo (ping) request id=0x0ba4, seq=5/1280, ttl=64 (reply in 540)

98 Echo (ping) reply id=0x0bad, seq=5/1280, tt|=57 (request in 539)

98 Echo (ping) request id=0x8a93, seq=11531/2861, ttl=64 (reply in 552)
98 Echo (ping) reply id=0x8a93, seq=11531/2861, ttl=54 (request in 551)
98 Echo (ping) request id=0x0aad, seq=8/2048, tt1=64 (reply in 558)

98 Echo (ping) reply id=0x0aad, seq=8/2048, ttl=116 (request in 557)

98 Echo (ping) request id=0x0ba4, seq=6/1536, tt1=64 (reply in 560)

98 Echo (ping) reply id=0x0bad, seq=6/1536, ttI=57 (request in 559)

98 Echo (ping) request id=0x8a93, seq=11532/3117, tt|=64 (reply in 604)
98 Echo (ping) reply id=0x8a93, seq=11532/3117, ttl=54 {request in 603)
98 Echo (ping) request id=0x0aad, seq=9/2304, tt1=64 (reply in 639)

98 Echo (ping) reply id=0x0aad, seq=9/2304, ttl=116 (reguest in 638)

98 Echo (ping) request id=0x0ba4, seq=7/1792, ttl=64 (reply in 641)

98 Echo (ping) reply id=0x0bad, seq=7/1792, tt|=57 (request in 640)

98 Echo (ping) request id=0x8a93, seq=11533/3373, ttI=64 (reply in 645)
98 Echo (ping) reply id=0x8a93, seq=11533/3373, ttl=54 (request in 644)
98 Echo (ping) request id=0x0aad, seq=10/2560, ttI=64 (reply in 647)

98 Echo (ping) reply id=0x0aad, seq=10/2560, ttl=116 (request in 646)
98 Echo (ping) request id=0x0ba4, seq=8/2048, tt|=64 (reply in 543)

98 Echo (ping) reply id=0x0bad, seq=8/2048, tt|=57 (request in 648)

98 Echo (ping) request id=0x8a33, seq=11534/3629, ttl=64 (reply in 654)
98 Echo (ping) reply id=0x8a93, seq=11534/3629, ttI=54 (request in 653)
98 Echo (ping) request id=0x0aad, seq=11/2816, ttl=64 (reply in 657)

98 Echo (ping) reply id=0x0aad, seq=11/2816, ttI=116 (request in 656)
98 Echo (ping) request id=0x0ba4, seq=9/2304, tt=64 (reply in 653)

98 Echo (ping) reply id=0x0ba4, seq=9/2304, tt|=57 (request in 658)

98 Echo (ping) request id=0x8a93, seq=11535/3885, ttl=64 (reply in 661)

98 Echo (ping) reply id=0x15a4, seq=0/0, ttl=49 (request in 690)

98 Echo (ping) request id=0x0aa4, seq=13/3328, ttl=64 (reply in 698)

98 Echo (ping) reply id=0x0aad, seq=13/3328, ttl=116 (request in 696)
98 Echo (ping) request id=0x0ba4, seq=11/2816, ttl=64 (reply in 700)

98 Echo (ping) reply id=0x0ba4, seq=11/2816, ttl=57 (request in 699)

98 Echo (ping) request id=0x8a93, seq=11537/4397, tt1=64 (reply in 712)
98 Echo (ping) reply id=0x8a93, seq=11537/4397, 1t1=54 (request in 711)
98 Echo (ping) request id=0x15a4, seq=1/256, ttl=64 (reply in 718)

98 Echo (ping) reply id=0x15a4, seq=1/256, tt|=49 (request in 716)

98 Echo (ping) request id=0x0aad, seq=14/3584, ttl=64 (reply in 723)

98 Echo (ping) reply id=0x0aad, seq=14/3584, ttl=116 (request in 722
98 Echo (ping) request id=0x0bad, seq=12/3072, ttl=64 (reply in 726)

98 Echo (ping) reply id=0x0ba4, seq=12/3072, 1tI=57 (request in 724)

98 Echo (ping) request id=0x8a93, seq=11538/4653, ttl=64 (reply in 738)
98 Echo (ping) reply id=0x8a93, seq=11538/4653, 1tI=54 (request in 737)
98 Echo (ping) request id=0x15a4, seq=2/512, ttl=64 (reply in 744)

98 Echo (ping) reply id=0x15a4, seq=2/512, tt|=49 (request in 743)

98 Echo (ping) request id=0x0aad, seq=15/3840, tt1=64 (reply in 748)

98 Echo (ping) reply id=0x0aad, seq=15/3840, ttl=116 (request in 747)
98 Echo (ping) request id=0x0ba4, seq=13/3328, ttl=64 (reply in 750)

98 Echo (ping) reply id=0x0ba4, seq=13/3328, tl=57 (request in 749)
98 Echo (ping) request id=0x8a93, seq=11539/4909, ttl=64 (reply in 757)
98 Echo (ping) reply id=0x8a93, seq=11539/4909, ttl=54 (request in 756)
98 Echo (ping) request id=0x15a4, seq=3/768, ttl=64 (reply in 761)

98 Echo (ping) reply id=0x15a4, seq=3/768, ttI=49 (request in 760)

98 Echo (ping) request id=0x0aad, seq=16/4096, tt1=64 (reply in 767)

98 Echo (ping) reply id=0x0aad, seq=16/4096, tt1=116 (request in 766)
98 Echo (ping) request id=0x0ba4, seq=14/3584, ttl=64 (reply in 769)

98 Echo (ping) reply id=0x0ba4, seq=14/3584, 1tl=57 (request in 768)
98 Echo (ping) request id=0x8a93, seq=11540/5165, ttl=64 (reply in 783)
98 Echo (ping) reply id=0x8a93, seq=11540/5165, ttl=54 (request in 782)
98 Echo (ping) request id=0x15a4, seq=4/1024, ttl=64 (reply in 789)

98 Echo (ping) reply id=0x15a4, seq=4/1024, ttl=49 (request in 788)

98 Echo (ping) request id=0x0aad, seq=17/4352, itI=64 (reply in 795)

98 Echo (ping) reply id=0x0aad, seq=17/4352, ttl=116 (request in 794)
98 Echo (ping) request id=0x0ba4, seq=15/3840, ttl=64 (reply in 797)

98 Echo (ping) reply id=0x0ba4, seq=15/3840, ttl=57 (request in 796)
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3. HTTP Traffic Captured on the Existing Mesh System

Source
10.0.0.1
34.218.221.118
10.0.0.185
34.218.221.118
10.0.0.185
34.218.221.118
10.0.0.185
34.218.221.118
10.0.0.185
34.218.221.118
2601:47:4380:1720:39c2:b2f9:6187:3f9e
2606:4700::6812:f65
10.0.0.185
34.218.221.118
34.218.221.118

2601:47:4980:1720:f194:66fe:9d12:53be
2001:1900:231e:1003::1fc

2601:47:4980:1720:f194:66fe:9d12:53be
2001:1900:231e:1009::1fc

2601:47:4980:1720:f194:66fe:9d12:53be
2001:1900:231e:1003::1fc

2601:47:4980:1720:f194:66fe:9d12:53be
2001:1900:231e:1009::1fc

2601:47:4380:1720:f194:66fe:9d12:53be
2001:1900:231e:1003::1fc

2601:47:4380:1720:f194:66fe:9d12:53be
2001:1900:231e:f09::1fe

2601:47:4980:1720:194:66f2:9d12:53be
10.0.0.165

149.15.48.17

10.0.0.165

149.19.48.17

2601:47:4980:1720:f194:66fe:9d12:53be
2001:1500:231e:f09::1fe

2601:47:4980:1720:f

Length n Info hd

12:53be

2601:47:4980:1720:194:66fe:9d12:53be
2607:f428:310:2000::8000

2601:47:4980:1720:194:66fe:9d12:53be
2607:f428:310:3000::1

2601:47:4980:1720:f194:66fe:9d12:53be
2607:f4e8:310:3000::1

10.0.0.165

149.19.48.151

2601:47:4980:1720:f194:66fe:9d12:53be
2601:47:4980:1720:f194:66fe:9d12:53be

2620:1ec:46::40
2620:1ec:bdf::40

34.218.221.118 HTTP 679 GET findex.htm| HTTP/L.1
10.0.0.185 HTTP 276 HTTP/1.1 304 Not Modified
34.218.221.118 HTTP 684 GET ftestcat_ac.html HTTP/1.1
10.0.0.185 HTTP 182 HTTP/1.1 304 Not Modified
34.218.221.118 HTTP 684 GET /testcat_al.html HTTP/1.1
10.0.0.185 HTTP 276 HTTP/1.1 304 Not Modified
34.218.221.118 HTTP 684 GET /testcat_an.html HTTP/1.1
10.0.0.185 HTTP 276 HTTP/1.1 304 Not Modified
34.218.221.118 HTTP 684 GET /testcat_au.html HTTP/1.1
10.0.0.185 HTTP 276 HTTP/1.1 304 Not Modified
2606:4700::6812:f65 HTTP 372 GET /GandiStandardSSLCA2.crt HTTP/1.1
2601:47:4580:1720:39¢2:b2f9:6187:3f9e HTTP 722 HTTP/1.1200 OK (application/pkix-cert)
34.218.221.118 HTTP 684 GET /testcat_bl.html HTTP/L.1
10.0.0.185 HTTP 276 HTTP/1.1 304 Not Modified
10.0.0.185 HTTP 276 [TCP ACKed unseen segment] HTTP/1.1 304 Not Modified
HEAD /pr/55336b82-a18d-4dd6-b5f6-9e5095c314a6/Office/Data/vea_16.0.16227.20318.cab
2001:1900:231e:1009::1fc HTTP 254 HTTP/1.1
2601:47:4980:1720:f194:66fe:9d12:53be HTTP 917 HTTR/1.1 200 OK
HEAD /pr/55336b82-a18d-4dd6-b5f6-9€5095c314a6/Office/Data/ve4_16.0.16227.20318.cab
2001:1900:231e:1009::1fc HTTP 254 HTTP/1.1
2601:47:4980:1720:f194:66fe:9d12:53be HTTP 917 HTTP/1.1 200 OK
HEAD /pr/55336b82-a18d-4dd6-b5f6-9e5095c314a6/Office/Data/v64_16.0.16227.20318.cab
2001:1900:231e:1009::1fc HTTP 296 HTTP/1.1
2601:47:4980:1720:f194:66fe:9d12:53be HTTP 917 HTTR/1.1 200 OK
GET /pr/55336b82-a18d-4dds-b5f6-9e5095c314a6/Office/Data/ve4_16.0.16227.20318.cab
2001:1900:231e:1009::1fc HTTP 365 HTTP/1.1
2601:47:4980:1720:f194:66fe:9d12:53be HTTP 937 HTTP/1.1 206 Partial Content
HEAD /pr/55336b82-a18d-4dd6-b5f6-9e5095c314a6/Office/Data/v64_16.0.16227.20318.cab
2001:1900:231e:1003::1fc HTTP 296 HTTP/1.1
2601:47:4980:1720:f194:66fe:9d12:53be HTTP 917 HTTR/1.1 200 OK
GET
/d/msdownload/update/others/2023/08/33607333_e08cde5e7864b4580c7e603a5411d64c829
2001:1900:231e:f09::1fe HTTP 323 dsadb.cab HTTP/L.1
2601:47:4980:1720:f194:66fe:9d12:53be HTTP 613 HTTP/1.1200 OK (application/vnd.ms-cab-compressed)
GET
/d/msdownload/update/others/2023/08/33607332_43246e9f4fb9d4fab5af381adaed9910d50
GET
/d/msdownload/update/others/2023/08/39607332_43246e9f4fb9d4fab5afi81ladaed9910dsh
2001:1900:231e:f09::1fe HTTP 323 2486c.cab HTTP/1.1
149.19.48.17 HTTP 957 CONNECT safebrowsing.googleapis.com:443 HTTP/1.1
10.0.0.165 HTTP 93 HTTP/1.1200 Connection established
149.19.48.17 HTTP 949 CONNECT safebrowsing.google.com:443 HTTP/1.1
10.0.0.165 HTTP 93 HTTP/1.1200 Connection established
GET
Jphf/c/doc/ph/prods/msdownload/update/software/defu/2023/08/1024/am_delta_patch_
2001:1900:231e:f09::1fe HTTP 443 1.395.774.0_ec6594555566b74e7db03084c980e996d750e690.exe. json HTTP/1.1
2601:47:4980:1720:F194:66fe:9d12:53be  HTTP 839 HTTP/1.1200 OK (application/json)
GET
Jc/msdownload/update/software/defu/2023/08/am_delta_patch_1.395.774.0_ec6534555566
2607:f428:310:al 00 HTTP 409 b74e7db03084c9802996d750e690.exe HTTP/1.1
GET
/c/msdownload/update/software/defuf2023/08/am_delta_patch_1.395.774.0_ec6594555566
2607:f4e8:310:a000::1 HTTP 409 b74e7db03084c980=996d750e690.exe HTTP/1.1
2601:47:4980:1720:f194:66fe:9d12:53be HTTP 534 HTTP/1.1 206 Partial Content
GET
Jcfmsdownload/update/software/defu/2023/08fam_delta_patch_1.395.774.0_ec6594555566
2607:f4e8:310:a000::8000 HTTP 415 b74e7db03084c980e996d750e690.exe HTTP/1.1
2601:47:4980:1720:f194:66fe:9d12:53be HTTP 534 HTTP/1.1 206 Partial Content
GET
Je/msdownload/update/software,/defu/2023/08/am_delta_patch_1.395.774.0_ec6594555566
2607:f4e8:310:a000::1 HTTP 421 b74e7db03084c980e996d750e690.exe HTTP/1.1
2601:47:4980:1720:1194:66fe:9d12:53be HTTP 534 [TCP Spurious Retransmission] HTTP/1.1 206 Partial Content
149.19.48.151 HTTP 933 CONNECT ssl.gstatic.com:443 HTTR/1.1
10.0.0.165 HTTP 93 HTTP/1.1 200 Connection established
GET /2a7b4cf4-a59c-4863-a5e0-d5bb649426 7f/63083f9d-cef0-47f5-a99d-
2620:1ec:46::40 HTTP 418 9405b931db73/659defdd-e9as-481e-98a1-5b421ad14c17.intunewin.bin HTTP/L.1
GET /2a7bA4cf4-a59c-4863-a5e0- 2a7f/63083f f0-47f5-a99d-
2620:1ec:bdf::40 HTTP 418 9405b931db73/659defdd-e9a8-481e-98a1-5b421a414cl7.intunewin.bin HTTP/1.1
2601:47:4980:1720:f194:66f2:9d12:53be HTTP 639 HTTP/L.1 206 Partial Content
2601:47:4980:1720:f194:66fe:9d12:53be HTTP 673 HTTP/1.1 206 Partial Content
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4. ARP Packets Captured on the Existing Mesh System

Source Destination Protocol

3¢:82:c0:e4:5f:31 3c:06:30:35:91:71 ARP 42 Who has 10.0.0.185? Tell 10.0.0.1
3c:06:30:35:91:71 3c:82:c0ied:5f131 ARP 42 10.0.0.185 is at 3c:06:30:35:91:71
3c:82:c0:e4:5f131 44:e5:17:b2:68:17 ARP 42 Who has 10.0.0.1657 Tell 10.0.0.1
44:e5:17:b2:68:17 3c:82:c0:e4:5f:31 ARP 42 10.0.0.165 is at 44:5:17:b2:68:17
44:e5:17:b2:68:17 3c:82:c0:e4:5f:31 ARP 42 Who has 10.0.0.17? Tell 10.0.0.165
3c:82:c0:e4:5f131 44:25:17:b2:68:17 ARP 42 10.0.0.1 s at 3c:82:c0:e4:5f:31
3c:82:c0:e4:5f:31 3c:06:30:35:91:71 ARP 42 Who has 10.0.0.185? Tell 10.0.0.1
3c:00:30:35:91:71 3c:82:c0:ed:5f:31 ARP 42 10.0.0.185 15 at 3c:06:30:35:91:71
3c:06:30:35:91:71 3c:82:c0:e4:5f:31 ARP 42 Who has 10.0.0.17 Tell 10.0.0.185
3c:82:c0:e4:5f:31 3c:06:30:35:91:71 ARP 42 10.0.0.1is at 3c:82:c0:e4:5f:31
3c:82:c0:e4:5f131 44:25:17:b2:68:17 ARP 42 Who has 10.0.0.1657 Tell 10.0.0.1
44:e5:17:b2:68:17 3c:82:c0:e4:5f:31 ARP 42 10.0.0.165 is at 44:e5:17:b2:68:17
3c:82:c0:e4:5f:31 3c:06:30:35:91:71 ARP 42 Who has 10.0.0.185? Tell 10.0.0.1
3c:00:30:35:91:71 3c:82:c0:e4:5f:31 ARP 42 10.0.0.185 15 at 3c:06:30:35:91:71
3c:82:c0:e4:5f131 44:25:17:b2:68:17 ARP 42 Who has 10.0.0.1657 Tell 10.0.0.1
44:25:17:b2:68:17 3c:82:c0:e4:5f:31 ARP 42 10.0.0.165 is at 44:25:17:b2:68:17
3c:82:c0:e4:5f:31 3c:06:30:35:91:71 ARP 42 Who has 10.0.0.185? Tell 10.0.0.1
3c:06:30:35:91:71 3c:82:c0ied:5f:31 ARP 42 10.0.0.185 is at 3c:06:30:35:91:71
3c:82:c0:e4:5f:31 44:e5:17:b2:68:17 ARP 42 Who has 10.0.0.165? Tell 10.0.0.1
44:e5:17:b2:68:17 3c:82:c0:e4:5f:31 ARP 42 10.0.0.165 is at 44:5:17:b2:68:17
3c:06:30:35:91:71 3c:82:c0:e4:5f:31 ARP 42 Who has 10.0.0.17 Tell 10.0.0.185
3c:82:c0:e4:5f:31 3c:06:30:35:91:71 ARP 42 10.0.0.1 s at 3c:82:c0:e4:5f:31
3¢:82:c0:e4:5f:31 3c:06:30:35:91:71 ARP 42 Who has 10.0.0.185? Tell 10.0.0.1
3c:06:30:35:91:71 3c:82:c0ied:5f:31 ARP 42 10.0.0.185 is at 3c:06:30:35:91:71
3c:82:c0:e4:5f:31 44:e5:17:b2:68:17 ARP 42 Who has 10.0.0.1657 Tell 10.0.0.1
44:e5:17:b2:68:17 3c:82:c0:e4:5f:31 ARP 42 10.0.0.165 is at 44:5:17:b2:68:17
3c:82:c0:e4:5f131 3c:06:30:35:91:71 ARP 42 Who has 10.0.0.1857 Tell 10.0.0.1
3c:06:30:35:51:71 3c:82:c0:e4:5f:31 ARP 42 10.0.0.185 is at 3c:06:30:35:91:71

5. DNS Queries Captured on the Secure Mesh System

Source B4 Destination B protocol Ef Length B info

174.173.7.194 75.75.75.75 DNS 85 Standard query 0x3e88 A stbrtl-oi.stb.rs3.xcal.tv

174.173.7.194 75.75.75.75 DNS 85 Standard query 0x3c93 AAAA stbril-oi.stb.r53.xcal.tv

75.75.75.75 174.173.7.194 DNS 117 Standard query response Ox3e88 A stbrtl-oi.stb.r53.xcal.tv A 96.113.102.49 A 96.113.102.72
75.75.75.75 174.173.7.194 DNS 113 Standard query response 0x3c93 AAAA stbril-oi.sth.r53.xcal.tv AAAA 200. 7f
174.173.7.194 75.75.75.75 DNS 85 Standard query 0xfoac A stbrtl-oi.stb.r53.xcal.tv

174.173.7.194 75.75.75.75 DNS 85 Standard query Ox1a88 AAAA stbril-oi.stb.r53.xcal.tv

75.75.75.75 174.173.7.194 DNS 117 Standard query response Oxf0ac A stbrtl-oi.stb.r53.xcal.tv A 96.113.102.49 A 96.113.102.72
75.75.75.75 174.173.7.194 DNS 113 Standard guery response Ox1a88 AAAA stbrtl-oi.stb.r53.xcal.tv AAAA 2001:558:fefc::

6. ICMP Traffic Captured onthe Secure Mesh System

B pestination B protocol B Length B info
1.0.0.10 224.0.0.1 ICMP 50 Mobile IP Advertisement (Mormal router advertisement)
|1.100.254.159 224.0.0.1 IcMP 50 Mobile IP Advertisement (Normal router advertisement)

7. HTTP Traffic Captured onthe Secure Mesh System

Source ﬂ Destination ﬂ Protocol E Length ﬂ Info

10.0.0.165 149.19.43.76 HTTP 941 CONNECT accounts.google.com:443 HTTP/L.1
149.19.48.76 10.0.0.165 HTTP 93 HTTP/1.1 200 Connection established

10.0.0.165 149.19.48.17 HTTP 957 CONNECT safebrowsing.googleapis.com:443 HTTR/1.1
10.0.0.165 1459.19.48.151 HTTP 933 CONNECT ssl.gstatic.com:443 HTTP/1.1

149.19.48.151 10.0.0.165 HTTP 93 HTTR/1.1200 Connection established
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8. ARP Packets Captured on the Secure Mesh System

B4 pestination

ol Ef Length B4 info

c6:41:1e:37:a6:98 AristaNe_00:00:99 ARP 60 Who has 68.81.134.17 Tell 63.81.134.28
AristaNe_00:00:99 c6:41:1e:37:a6:98 ARP 60 68.81.134.1is at 00:1c:73:00:00:99
3c:82:c0:e4:5f:30 AristaNe_00:00:99 ARP 42 Who has 174.173.0.1? Tell 174.173.7.194
AristaNe_00:00:99 3c:82:c0:e4:5f:30 ARP 60 174.173.0.1is at 00:1c:73:00:00:99
c6:41:1e:37:a6:93 AristaNe_00:00:99 ARP 60 Who has 68.81.134.17 Tell 68.81.134.28
AristaNe_00:00:99 c6:41:1e:37:56:98 ARP 60 68.81.134.1 is at 00:1c:73:00:00:99
3c:82:c0:e4:5f:30 AristaNe_00:00:99 ARP 42 Who has 174.173.0.17 Tell 174.173.7.194
AristaNe_00:00:99 3c:82:c0:e4:5f:30 ARP 60 174.173.0.1is at 00:1c:73:00:00:99
c6:41:1e:37:a6:98 AristaNe_00:00:99 ARP 60 Who has 68.81.134.17 Tell 68.81.134.28
AristaNe_00:00:99 c6:41:1e:37:86:98 ARP 60 68.81.134.1is at 00:1c:73:00:00:99
3c:82:00:e4:5f:30 AristaNe_00:00:99 ARP 42 Who has 174.173.0.1? Tell 174.173.7.154
AristaNe_00:00:39 3c:82:c0:e4:5f:30 ARP 60 174.173.0.1is at 00:1c:73:00:00:99
cb:41:1e:37:a6:98 AristaNe_00:00:99 ARP 60 Who has 68.81.134.17 Tell 63.81.134.28
AristaNe_00:00:39 cH:41:1e:37:86:98 ARP 60 68.81.134.11s at 00:1c:73:00:00:99
3c:82:c0:e4:5f:30 AristaNe_00:00:99 ARP 42 Who has 174.173.0.1? Tell 174.173.7.194
AristaNe_00:00:39 3c:82:c0:e4:5f:30 ARP 60 174.173.0.11s at 00:1c:73:00:00:39
c6:41:1e:37:a6:98 AristaNe_00:00:99 ARP 60 Who has 68.81.134.17 Tell 63.81.134.28
AristaNe_00:00:99 c6:41:1e:37:a6:98 ARP 60 68.81.134.1is at 00:1c:73:00:00:99
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Appendix B

1. Attacks onthe Existing Mesh Backhaul (Near Field)

- )
we. connect.yellow stone
we. conmect. yellow stane
we. connect. yellow stone
we. conmect. yellow stone
we. connect.yellow stone
we. conmect. yellow stane
we. connect. yellow stone
we. conmect. yellow stone
we. connect.yellow stone
we. conmect. yellow stane
we. connect. yellow stone
we. conmect. yellow stone
we. connect.yellow stone
we. conmect. yellow stane
we. connect. yellow stone
we. conmect. yellow stone
we. connect.yellow stone
we. conmect. yellow stane
we. connect. yellow stone
we. conmect. yellow stone
we. connect.yellow stone
we. conmect. yellow stane
we. connect. yellow stone
we. conmect. yellow stone
we. connect.yellow stone
we. conmect. yellow stane
we. connect. yellow stone
we. conmect. yellow stone
we. connect.yellow stone
we. conmect. yellow stane
we. connect. yellow stone
we. conmect. yellow stone
we. connect.yellow stone
we. conmect. yellow stane
we. connect. yellow stone
we. conmect. yellow stone
we. connect.yellow stone
we. conmect. yellow stane
we. connect. yellow stone
we. conmect. yellow stone
we. connect.yellow stone
we. conmect. yellow stane
we. connect. yellow stone
we. conmect. yellow stone
we. connect.yellow stone
we. conmect. yellow stane
we.connect. yellow stone
we. connect.yellow stone
we.connect.yellow stone
we. conmect. yellow stane
we. connect. yellow stone
we. conmect. yellow stone

DE:E2:CB:AL:58:C7
DE:E2:CE:AS:58:CT
DE:E2:CE:AS:558:C7
D6:Ez2:CE: A SE8:C7
DE:E2:CB:AL:58:C7
DE:E2:CE:AS:58:CT
DE:E2:CE:AS:558:C7
D6:Ez2:CE: A SE8:C7
DE:E2:CB:AL:58:C7
DE:E2:CE:AS:58:CT
DE:E2:CE:AS:558:C7
D6:Ez2:CE: A SE8:C7
DE:E2:CB:AL:58:C7
DE:E2:CE:AS:58:CT
DE:E2:CE:AS:558:C7
D6:Ez2:CE: A SE8:C7
DE:E2:CB:AL:58:C7
DE:E2:CE:AS:58:CT
DE:E2:CE:AS:558:C7
D6:Ez2:CE: A SE8:C7
DE:E2:CB:AL:58:C7
DE:E2:CE:AS:58:CT
DE:E2:CE:AS:558:C7
D6:Ez2:CE: A SE8:C7
DE:E2:CB:AL:58:C7
DE:E2:CE:AS:58:CT
DE:E2:CE:AS:558:C7
D6:Ez2:CE: A SE8:C7
DE:E2:CB:AL:58:C7
DE:E2:CE:AS:58:CT
DE:E2:CE:AS:558:C7
D6:Ez2:CE: A SE8:C7
DE:E2:CB:AL:58:C7
DE:E2:CE:AS:58:CT
DE:E2:CE:AS:558:C7
D6:Ez2:CE: A SE8:C7
DE:E2:CB:AL:58:C7
DE:E2:CE:AS:58:CT
DE:E2:CE:AS:558:C7
D6:Ez2:CE: A SE8:C7
DE:E2:CB:AL:58:C7
DE:E2:CE:AS:58:CT
DE:E2:CE:AS:558:C7
D6:Ez2:CE: A SE8:C7
DE:E2:CB:AL:58:C7
DE:E2:CE:AS:58:CT
DE:EZ:CE:AS:558:C7
DE:E2:CE:AS:58:CT
DE:E2:CB:AL:58:CT
DE:E2:CE:AS:58:CT
DE:E2:CE:AS:558:C7
D6:Ez2:CE: A SE8:C7
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2. Attacks on the Existing Mesh Backhaul (Far Field)

- )
we. connect. yellowstone
we connect yellaw stone
we. connect.yellow stane
we, connect.yellow stans
we. connect. yellowstone
we connect yellaw stone
we. connect.yellow stane
we, connect.yellow stans
we. connect. yellowstone
we connect yellaw stone
we. connect.yellow stane
we, connect.yellow stans
we. connect. yellowstone
we connect yellaw stone
we. connect.yellow stane
we, connect.yellow stans
we. connect. yellowstone
we connect yellaw stone
we. connect.yellow stane
we, connect.yellow stans
we. connect. yellowstone
we connect yellaw stone
we. connect.yellow stane
we, connect.yellow stans
we. connect. yellowstone
we connect yellaw stone
we. connect.yellow stane
we, connect.yellow stans
we. connect. yellowstone
we connect yellaw stone
we. connect.yellow stane
we, connect.yellow stans
we. connect. yellowstone
we connect yellaw stone
we. connect.yellow stane
we, connect.yellow stans
we. connect. yellowstone
we connect yellaw stone
we. connect.yellow stane
we, connect.yellow stans
we. connect. yellowstone
we connect yellaw stone
we. connect.yellow stane
we, connect.yellow stans
we. connect. yellowstone
we connect yellaw stone
we. connect. yellow stane
we. connect, vellowstone
we. connect. yellowstone
we connect yellaw stone
we. connect.yellow stane
we, connect.yellow stans

OE:E2:CE: AS:55:C7F
OE:Ez:CE: A5 55:C7
O6:Ez:CE:AS: 55:C7
O6:Ez:CE: A 55:C7
OE:E2:CE: AS:55:C7F
OE:Ez:CE: A5 55:C7
O6:Ez:CE:AS: 55:C7
O6:Ez:CE: A 55:C7
OE:E2:CE: AS:55:C7F
OE:Ez:CE: A5 55:C7
O6:Ez:CE:AS: 55:C7
O6:Ez:CE: A 55:C7
OE:E2:CE: AS:55:C7F
OE:Ez:CE: A5 55:C7
O6:Ez:CE:AS: 55:C7
O6:Ez:CE: A 55:C7
OE:E2:CE: AS:55:C7F
OE:Ez:CE: A5 55:C7
O6:Ez:CE:AS: 55:C7
O6:Ez:CE: A 55:C7
OE:E2:CE: AS:55:C7F
OE:Ez:CE: A5 55:C7
O6:Ez:CE:AS: 55:C7
O6:Ez:CE: A 55:C7
OE:E2:CE: AS:55:C7F
OE:Ez:CE: A5 55:C7
O6:Ez:CE:AS: 55:C7
O6:Ez:CE: A 55:C7
OE:E2:CE: AS:55:C7F
OE:Ez:CE: A5 55:C7
O6:Ez:CE:AS: 55:C7
O6:Ez:CE: A 55:C7
OE:E2:CE: AS:55:C7F
OE:Ez:CE: A5 55:C7
O6:Ez:CE:AS: 55:C7
O6:Ez:CE: A 55:C7
OE:E2:CE: AS:55:C7F
OE:Ez:CE: A5 55:C7
O6:Ez:CE:AS: 55:C7
O6:Ez:CE: A 55:C7
OE:E2:CE: AS:55:C7F
OE:Ez:CE: A5 55:C7
O6:Ez:CE:AS: 55:C7
O6:Ez:CE: A 55:C7
OE:E2:CE: AS:55:C7F
OE:Ez:CE: A5 55:C7
O6:Ez:CE:AS:55:C7
06 E2:.CE: A5:58:C7
OE:E2:CE: AS:55:C7F
OE:Ez:CE: A5 55:C7
O6:Ez:CE:AS: 55:C7
O6:Ez:CE: A 55:C7
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3. Attacks onthe Secure Mesh Backhaul (Near Field)

essip B BssiD B2 rowerEq security B Type B

B0:95:75:ED:DE:S7 2 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 4 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 4 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:97 4 WPA3 AP
B0:95:75:ED:DE:S7 2 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
B0:95:75:ED:DE:S7 6 WPA3 AP
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4. Attacks onthe Secure Mesh Backhaul (Far Field)
| ESSICRal BSSID  [adl Powerkif Securityh Ef"... -

BO:95:75:ED:DEST -66 WPA3
BO:95:75:ED:DEST -44 WPA3 AP
B4:DB:1B:B02F9C -44 Client
BO:95:75:ED:DEST -44 WPA3 AP
BO:95:75:ED:DEST -62 WPA3 AP
B4:DE:1B:B02F.8C -66 Client
BO:95:75:ED:DEST -67 WPA3 AP
B4:DE:1B:B02F.8C =70 Client
BO:95:75:ED:DEST -89 WPA3 AP
B4:DE:1B:B02F.8C -6o Client
BO:95:75:ED:DEST -89 WPA3 AP
B4:DE:1B:B02F.8C -43 Client
BO:95:75:ED:DEST -3 WPA3 AP
B4:DE:1B:B02F.8C -63 Client
BO:95:75:ED:DEST -73 WPA3 AP
B4:DE:1B:B02F.8C -73 Client
B4:DB:1B:B0:2F9C -47 Client
BO:95:75:ED:DEST -44 WPA3 AP
B4:DB:1B:B02F9C -44 Client
B4:DE:1B:B02F.8C -63 Client
BO:95:75:ED:DEST -73 WPA3 AP
B4:DE:1B:B02F.8C -68 Client
BO:95:75:ED:DEST -44 WPA3 AP
BO:95:75:ED:DEST -43 WPA3 AP
BO:95:75:ED:DEST -62 WPA3 AP
BO:95:75:ED:DEST -62 WPA3 AP
BO:95:75:ED:DEST -44 WPA3 AP
BO:95:75:ED:DEST -62 WPA3 AP
BO:95:75:ED:DEST -67 WPA3 AP
BO:95:75:ED:DEST -67 WPA3 AP
BO:95:75:ED:DEST -89 WPA3 AP
B4:DE:1B:B02F.8C -6o Client
BO:95:75:ED:DEST -63 WPA3 AP
BO:95:75:ED:DEST -43 WPA3 AP
B4:D8:1B:B0:2F9C -43 Client
BO:95:75:ED:DEST -43 WPA3 AP
BO:95:75:ED:DEST -67 WPA3 AP
B4:D8:1B:80:2F.5C -58 Client
B4:D8:1B:B0:2F9C -43 Client
BO:95:75:ED:DEST -85 WPA3 AP
BO:95:75:ED:DEST -43 WPA3 AP
B4:D8:1B:80:2F.5C -43 Client
BO:95:75:ED:DEST -43 WPA3 AP
B4:D8:1B:80:2F.5C -43 Client
BO:95:75:ED:DEST -1 WPA3 AP

103



