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Abstract of Praxis 

A Secure Wi-Fi Mesh Network for Smart Homes 

For a growing number of Internet users across the globe, remote working, online 

shopping, and virtual learning are becoming the new standard. Wi-Fi performance has 

never been more crucial as they use their home Internet to access work environments and 

children participate in e-learning. As the workload on our networks grows, so does the need 

to keep our data and information secure. A typical home network consists of a router 

connected to a modem, with the equipment connecting the smart devices to the Internet 

connection inside the home. The router transmits the wireless signal as far as possible 

within the home. Walls, furniture, building materials, and other impediments can impact 

the propagation of wireless signals across the home. Moreover, the signal weakens as you 

move away from the router. This is where mesh networks come into play. A mesh network 

uses multiple nodes or routers that can communicate with one another and disperse the Wi-

Fi signal to cover a larger area. 

This praxis conducts a comparison of the privacy and security aspects of the 

existing Internet Service Providers’ (ISP) Wi-Fi mesh with different implementations of 

secure Wi-Fi mesh. The comparison of different Wi-Fi mesh solutions discussed in this 

research will enable the ISPs and Customer Premises Equipment (CPE) vendors to embed 

security and privacy in the existing product design or new products in the future. The main 

contribution of this research is a comparative analysis of the data collected during security 

and privacy testing of ISP Wi-Fi mesh systems with secure Wi-Fi mesh implementations. 
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Chapter 1 Introduction 

1.1 Background 

The Internet of Things (IoT) has changed traditional Human-Computer 

Interaction (HCI) into our technology-rich and automated lifestyles. Each new IoT 

application or product is embedded in various industries. IoT has started a digital 

expansion, including smart transportation, industries, cities, and homes. It has expanded 

into commercial domains, such as healthcare and hospitality. This expansion of IoT 

applications has created a new security paradigm. These products have introduced new 

attack surfaces and vectors in existing networks, and every year, hackers use novel 

approaches to hack networks or monitor connected clients. Until a few years ago, the 

home network environment only consisted of personal computing devices (e.g., laptops 

and phones). Now, various new sensors are packaged into devices to make the home 

environment more interconnected and automated (Mudawi, 2020). The smart home 

environment can be divided into various categories, including: 

1. Home entertainment devices: Smart TVs, gaming consoles, Wi-Fi setup boxes, 

and voice-controlled clients (e.g., Alexa, Google Assistant). 

2. Home lighting solutions: smart bulbs and lights. 

3. Home appliances: smart refrigerators, washing machines, ovens, and 

thermostats. 

4. Home security: smart locks, cameras, and security sensors. 

5. Personal computing devices: laptops, smartphones, watches, and tablets. 

6. Personal fitness devices: smart bikes and other home gym equipment. 
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A typical smart home environment consists of three major components: IoT 

devices, IoT sensors with headless architecture, and modes of communication (Trabelsi, 

2021), as described below. 

A. IoT Devices 

Smart home devices are designed to be low-power, centrally managed clients. 

Low power consumption architecture in some applications reflects CPU 

capabilities, making cryptographic algorithms a resource-intensive process. Open 

security communication invites unwanted cyber spying, jeopardizing home and 

device privacy. 

B. IoT sensors with Headless architecture  

Designing small form-factor home products forced manufacturers to remove 

unnecessary peripherals (e.g., control screen, USB, and display ports) and 

increase dependency on smartphone applications for managing clients. This 

dependency on mobile applications forced end users to allow advanced access to 

home networks. 

C. Modes of Communication 

Smart home devices use a variety of protocols, such as Wi-Fi, ZigBee, and 

Bluetooth, to connect to the home network. No standard protocol is followed 

across the industry. Multiple IoT clients connected on the same network following 

different protocol stacks create a heterogeneous environment. Moreover, 

hardware limitations force designers to choose compromised designs (Mudawi, 

2020). 
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1.2 Research Motivation 

The motivation for this research is to embrace new standards and identify 

vulnerabilities in both contemporary and outdated protocols. This research examines the 

security landscape of Wi-Fi mesh networks. Several notable findings emerge, including 

the persistent utilization of obsolete security configurations and susceptible protocols, the 

adoption rates of modern protocols, the expanding integration of mesh networks within 

smart city infrastructures, and the significant disparities tied to geographic regions and 

frequency ranges covered in the survey. Additionally, this study identifies and 

recommends improvements in the existing home network based on empirical data. In 

essence, this work furnishes a more intricate comprehension of real-world Wi-Fi network 

security. With the rapid proliferation of wireless networks and the growing need for 

heightened performance and security, the IEEE 802.11 standards have evolved 

substantially. Presently, Wi-Fi 6 (IEEE 802.11ax) stands as the latest standard, capable of 

achieving data rates exceeding 10 Gbps. In tandem, the security of Wi-Fi networks has 

evolved considerably since the advent of WEP. Notably, the introduction of Wi-Fi 

Protected Access 3 (WPA3) by the Wi-Fi Alliance as a successor to Wi-Fi Protected 

Access 2 (WPA2) has introduced forward secrecy and alleviated security vulnerabilities 

arising from weak password choices. However, the crucial elements of embracing new 

standards and expeditiously retiring older and vulnerable protocols remain pivotal for 

safeguarding Wi-Fi networks. To promote the adoption of new standards, devices now 

issue warnings when outdated standards are detected (e.g., Apple’s operating systems). 

Similarly, the Wi-Fi Alliance recommends user interface icons to signify supported 

network standards. 



4 
 

This research scrutinizes the status of Wi-Fi security by analyzing proprietary and 

simulated data. The study furnishes statistics concerning security-relevant attributes, 

tracks temporal trends, and explores their practical implications. Notably, concerning 

trends emerge, including persistent support for vulnerable ciphers like WPA-TKIP. 

Despite initiatives to foster the adoption of novel standards, support for IEEE 802.11ac 

Wave 2 stands at a mere 1.03%, with IEEE 802.11w (released over a decade ago) 

defining Protected Management Frames (PMF) at 2.22% and Simultaneous 

Authentication of Equals (SAE) at 1.08%. This work is a foundational step in tracking the 

adoption of modern protocols like PMF and SAE, as they are now mandated as part of 

WPA3. The paper culminates by exploring the rising prevalence of hidden networks 

within smart homes. As a remedy, this research proposes best practices based on its 

observations and insights. Subsequent surveys can incorporate these practices to ensure a 

more rigorous and precise interpretation and comparison of results. 

1.3 Problem Statement 

 A Smart home Wi-Fi mesh network could be vulnerable to more than 12,000 

unique scanning attacks due to lack of security and privacy preserving mechanisms that 

makes home devices vulnerable from hackers (Laughlin, 2021). 

This research attempts to address the privacy and security problems of Wi-Fi connected 

smart homes. Most smart home devices are designed to work on TCP/IP architecture, 

which requires a gateway to provide Wide Area Network (WAN) and Local Area 

Network (LAN) connectivity, where various IoT clients connect and communicate with 

one another. Nowadays, most IoT clients require an active Internet connection to perform 

specific tasks at home. If it is a thin client (i.e., resource-constrained), then it might not 
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follow recommended security settings (National Cyber Security Centre, 2021). These thin 

clients make the whole home network environment vulnerable to hackers and jeopardize 

the security and privacy of other wireless devices on the network (Cisar & Cisar, 2015). 

 Advancement of technologies such as Deep Packet Inspection (DPI) has enabled 

ISPs to actively monitor home network traffic, as most of the traffic browsed by the 

clients is unencrypted or provides metadata such as actively browsed applications, 

browsed websites, number of packets exchanged, or device activity (Henriques, 2023). 

1.4 Thesis Statement 

 Embedding security and privacy preserving mechanisms to the Wi-Fi mesh design 

will make smart homes less susceptible to eavesdroppers on the Internet. 

The methodology researched to improve the security of home Internet gateways 

will assist in designing new CPE devices with improved built-in security features. The 

focus is on centralizing the home network’s security and privacy rather than pushing it to 

the edge clients. Centralizing security and privacy require making changes, such as 

implementing WPA3-SAE, a Virtual Private Network (VPN), encrypted Domain Name 

Service (DNS), or a Virtual Local Area Network (VLAN) to the existing home Wi-Fi 

mesh routers. 

 The best home mesh network implementation from this research can be 

implemented to the existing ISP/third-party routers by the vendors, or it can be used to 

augment the design of future gateway products. The methods implemented in this 

research are specific to home Internet WAN and LAN networks and can be easily 

integrated by the CPE vendors and ISPs. 
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1.5 Research Questions and Hypothesis 

There are three research questions (RQs) and three hypotheses (Hs). The research 

questions and hypotheses are the following: 

RQ1: What is the best mesh configuration that provides privacy to IoT client from 

ISP traffic monitoring analysis? 

RQ2: What is the best mesh configuration that provides privacy to connected IoT 

clients from eavesdroppers in proximity? 

RQ3: What is the best mesh configuration that maintains anonymity on the Internet 

compared to a traditional home network? 

H1: A configuration of mesh with VPN and VLANs preserves leakage of TCP/IP 

packets compared to exiting mesh implementation. 

H2: Network segmentation with WPA3 encrypted backhaul protects against rogue 

device cross communication and denial of service attack on the wireless local area 

network. 

H3: Encrypting LAN to WAN traffic using VPN provides anonymity to smart home 

network on the Internet. 

1.6 Overview of Approach 

The aim is to compare different Wi-Fi mesh implementations consisting of 

multiple Access Point (AP) nodes which provide connectivity to a large area within the 

home without compromising security to ISPs and eavesdroppers on the Internet. It was 

hypothesized that the Linux-based Operating System (OS) OpenWRT can be used for the 

home/small office environment (Palazzi, Brunati, & Roccetti, 2010) and integrated with 

existing security mechanisms to make a secure home mesh network framework. The goal 
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is to compare different security and privacy preserving mechanisms and choose the best 

security configurations for secure home mesh networks which provide privacy and 

security to the connected devices and protect them from ISPs and eavesdroppers. Using 

OpenWRT for 802.11s (mesh network) was discussed in the previous research (Ahmed, 

2016), where different mesh protocols are discussed with features and advantages. Prior 

research demonstrated that even encrypted device traffic could be susceptible to traffic 

monitoring analysis attacks (Apthorpe, Reisman, Sundaresan, Narayanan, & Feamster, 

2017). Therefore, encrypting the device payload is insufficient to protect the network’s 

privacy and security; it will require the deployment of multiple security mechanisms. 

These prior research experiments were the key influence for choosing this research. 

1.7 Scope of Study and Research Goals   

 This study aims to compare four network implementation approaches for a Smart 

home Wi-Fi mesh network that can be deployed in the existing home Internet market by 

ISPs and CPE vendors. This approach involves using various other network security 

mechanisms, such as a VPN, PMF with WPA2 for the fronthaul, and WPA3 for backhaul 

security, creating three VLANs for low-powered IoT clients, advanced computing clients, 

and guest respectively. Most CPE vendors are adopting a cloud-based approach where 

router and extender nodes are registered to cloud accounts for authentication and 

management purposes. Cloud managed Wi-Fi mesh implementation raises the same 

concerns as ISP-provided routers, where data management and wireless configuration is 

offloaded to vendor or ISP cloud (McNamee, 2014). Storing mesh nodes and client 

information locally has its advantages and disadvantages. The disadvantages can be 

countered by implementing advanced encryption protocols, such as WPA3, with long 
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alphanumeric passphrases to ensure data is managed and stored locally on the mesh 

router. Storing data locally on the device, using advanced encryption for the WLAN, and 

encrypting the DNS on a network with multiple VLANs will improve the existing 

network’s security and privacy (Anders, 2023). Using a VPN on any network client is 

recommended for security purposes, whereas enabling VPNs on thin IoT devices is 

challenging, as using a VPN on any device is a resource-intensive task that a thin client 

lack (Apthorpe, Reisman, & Feamster, 2017). Some thin IoT devices lack hardware 

capabilities and some lack software GUI access. Most of these IoT devices are managed 

through mobile phone applications. Current home Wi-Fi network implementations are 

not secure enough to tackle a connected home where all the IoT devices, computers, 

home appliances, and sensors are connected on the same network. Malware introduced to 

the network through any attack vector can compromise the network, jeopardizing the 

smart home’s security and privacy (Grustniy, 2022). 

Implementations of secure Wi-Fi mesh network is discussed in Chapter 3, where 

OpenWRT-based 802.11s supported routers are used to build a mesh routing network for 

small office and home environments. Using 802.11s has some advantages (Belanger, 

2006), such as: 

• Ease of deployment: Intelligent nodes require less site surveying and can coexist 

with indoor and outdoor nodes.  

• Backhaul requirements are reduced: Multiple nodes can share a single 

wireless/wireline dedicated point-to-point or point-to-multipoint link. Data 

packets have several pathways and can be dynamically diverted around failed 

nodes or interferences while remaining transparent to the user.  
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• Expandability: Self-adjusting networks can easily accommodate new nodes. 

Experimental results on the security and privacy of the secure mesh network 

configurations are tested in Chapter 4. 

1.8 Research Datasets  

We used a setup with IoT devices such as cameras, mobile phone, windows, and 

apple laptops to simulate the real-time traffic data on the Wi-Fi mesh network. Raspberry 

Pi 4B and WebRTC tools were used to simulate real-time attacks. 

1.9 Organization of Praxis 

Chapter 2 of praxis describes the difference between a traditional network and a 

mesh network, security and privacy concerns related to home networks, and existing ISP 

Wi-Fi mesh. Chapter 3 compares design implementation of ISP mesh system with 

secured mesh system. Chapter 4 discusses the comparative data of all the Wi-Fi mesh 

implementations. Finally, recommendations for future work and the conclusion are in 

Chapter 5. 
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Chapter 2 Literature Review 

2.1 Introduction 

A mesh node system extends your Wi-Fi network and gives coverage throughout 

the home. Compared to other network devices, a mesh system is designed to increase Wi-

Fi range, improve device connectivity, and remove red dead zones (no Wi-Fi 

connectivity) from the home, as shown in Figure 1 (Gateway Fiber, 2024). A standard 

Wi-Fi router has a range of roughly 150 feet, but that coverage decreases when the Wi-Fi 

signal passes through walls, floors, and other obstacles. On the other hand, a mesh system 

allows a Wi-Fi network to spread up to 5,000 square feet or more (Gateway Fiber, 2024).  

 

Figure 1: Wi-Fi Coverage of Single Gateway vs. Mesh Wi-Fi System. (Gateway Fiber, 

2024) 

A single-node Wi-Fi network (traditional Wi-Fi with one router) consists of Wi-Fi 

6 (802.11ax) 4x4 Multi-User Multiple Input Multiple Output (MU-MIMO) dual-band 

capabilities (2.4 GHz & 5 GHz), which can provide connectivity to a small office, home, 

and apartment depending on the number of other Wi-Fi networks nearby. The presence of 

other Wi-Fi networks can impact the device connectivity, leading to a slower connection 

speed. Any wall or material in the Line of Sight (LoS) of router and device degrades the 
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Wi-Fi signal. Due to their small form factor, most Wi-Fi devices do not package a big 

antenna surface, and the common implementation in mobiles and IoT clients is 1x1 and 

2x2 bandwidth or spatial streams. Due to the limited number of spatial streams available 

(one spatial stream for 1x1 and two for 2x2), most IoT devices get poor Wi-Fi 

connectivity despite having the latest Wi-Fi router hardware. A Wi-Fi-capable device 

should be able to match the theoretical value of the Physical (PHY) rate shown in Table 1 

(Vouzis, 2020). PHY rate is defined as the maximum speed of data bits transmission 

between the Wi-Fi router and the Wi-Fi-capable device (IEEE Standard for Information 

Technology, 2021). Table 1 shows the standard defined PHY rate of Wi-Fi-capable 

devices. 

 

Table 1: Modulation Coding Scheme (MCS) Index Table. (Vouzis, 2020) 
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The MCS index is a measure based on numerous aspects of a Wi-Fi connection 

between two stations. For 802.11ac, it is determined by the modulation type, coding rate, 

number of spatial streams, channel width, and guard interval (IEEE Standard for 

Information Technology, 2021). Each of these parameters represents the following: 

• Type of modulation: the phase and amplitude modulation for bit encoding. More 

complex modulations (for example, 256 QAM) transmit more data but are also 

more vulnerable to noise (Weller, Mensenkamp, Vegt, Bloem, & Laat, 2020). 

• Coding rate: the number of bits required to convey information and used for error 

correction. Higher values (for example, 56) transfer more information but leave 

less possibility for error correction. 

• Spatial streams: the number of independent data streams used. Higher values (for 

example, four streams) increase data. 

• Channel width: the size of the communication channel. Although wider channels 

can yield better bandwidth, doubling the channel width raises the noise floor by 3 

dB, lowering the Signal to Noise Ratio (SNR). 

• Guard interval: the time between packet transmissions. Short intervals allow more 

packets to be transmitted but increase the likelihood of interference (Karmakar, 

De, Ghosh, Adhikari, & Jain, 2020). 

With the introduction of Wi-Fi 6 802.11ax, another aspect affecting MCS is whether the 

transmission employs Orthogonal Frequency Division Multiplexing (OFDM) or 

Orthogonal Frequency Division Multiplexing Access (OFDMA) (Dev, Maity, & 

Bhattacharya, 2012).  
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A Wi-Fi device should maintain the highest PHY rate from 0 dB Received Signal 

Strength Indicator (RSSI) to –50 dB RSSI. RSSI is the power measurement used to 

indicate the strength of the signal the device receives from the Wi-Fi router. Generally, it 

is shown in a negative value. A smaller RSSI indicates a higher signal strength; for 

example, a device at –30 dB RSSI has a stronger signal than a device at –50 dB RSSI. It 

is the same for a device at –60 dB RSSI; it is getting better network speed than a device 

at –75 dB RSSI. According to IEEE 802.11, the Wi-Fi standard value of MCS drops with 

an increase in RSSI, as shown in Table 2 (IEEE Standard for Information Technology, 

2021). A Wi-Fi device should maintain a dynamic range of –30 dB RSSI to –82 dB RSSI 

on a 5GHz radio, whereas on a 2.4GHz radio, it should maintain a dynamic range of –20 

dB RSSI to a minimum of –82 dB RSSI (IEEE Standard for Information Technology, 

2021). Table 2 shows the expected IEEE 802.11 receiver sensitivity requirements for Wi-

Fi clients. 

 

Table 2: Receiver Sensitivity Table. (IEEE Standard for Information Technology, 2021)  

According to the IEEE 802.11 Wi-Fi standard requirement, a device should 

maintain connectivity up to –82 dB RSSI, which is extremely difficult in a real-world, 
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noisy environment where other Wi-Fi routers broadcast on the same Wi-Fi channel (IEEE 

Standard for Information Technology, 2021). Therefore, the concept of mesh Wi-Fi 

systems was introduced to increase the coverage of device connectivity.  

Figure 2 shows a mesh Wi-Fi mesh topology, which comprises a “master router” 

and two additional devices known as an access point (AP) or extender (TP-Link, n.d.). 

These devices collaborate to form a single unified Wi-Fi network that can be customized 

to the size and shape of a home, depending on the number of walls. Like a regular router, 

the primary router in a mesh system connects directly to the ISP cable modem. Unlike a 

typical implementation, a mesh router also connects to access points. These devices can 

communicate with one another via wired or wireless connections (IEEE Standards, 

2011). 

For this research, we have considered wireless connectivity for mesh networks, 

where a dedicated wireless backhaul radio is used to enhance the connectivity between 

the router and the access points. This implies that a portion of the Wi-Fi spectrum will 

only be utilized for data transmission and reception within the mesh system’s devices. A 

backhaul radio connection provides connectivity between the router and APs, whereas a 

fronthaul network provides Internet access to Wi-Fi devices. 
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Figure 2: Wi-Fi Mesh Gateway in a Large Modern Home. (TP-Link, n.d.) 

2.2 Security Threats to Smart Home Networks 

Wi-Fi networks can pose several privacy issues of which users should be aware. 

Some common privacy concerns related to Wi-Fi networks include: 

1. Data interception: Wi-Fi signals are broadcasted over the air, making them 

susceptible to interception by unauthorized individuals within range. Attackers 

can capture and analyze network traffic, potentially exposing sensitive 

information like login credentials, personal data, or browsing activities (Hafeez, 

Antikainen, & Tarkoma, 2019). 

2. Man-in-the-Middle (MiTM) attacks: Attackers can position themselves between a 

user’s device and the Wi-Fi network, intercepting and tampering with data 

packets. This allows them to capture sensitive information, inject malware or 

malicious content, or redirect users to fake websites, leading to data theft or 

compromise (Murugesan, Thangadorai, & Muralidhara, 2021). 
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3. Unauthorized access: Weak or easily guessable Wi-Fi passwords can allow 

unauthorized users to gain access to the network. Once connected, they may 

eavesdrop on network traffic, compromise devices, or engage in malicious 

activities. (Glass , Portmann, & Muthukkumarasamy, 2008) 

4. Network profiling and tracking: Wi-Fi networks can track and record information 

about connected devices, such as MAC addresses, device identifiers, and 

browsing habits. This data can be used for targeted advertising, user profiling, or 

selling to third parties without explicit user consent (Hafeez, Antikainen, & 

Tarkoma, 2019). 

5. Wi-Fi network enumeration: Devices actively searching for available Wi-Fi 

networks can inadvertently disclose the names of previously connected networks 

(Service Set Identifiers (SSIDs)). This information can reveal details about a 

user’s location, preferences, or the networks to which they frequently connect 

(Apthorpe, Reisman, & Feamster, Closing the Blinds: Four Strategies for 

Protecting Smart Home Privacy from Network Observers, 2017). 

6. Rogue Wi-Fi networks: Attackers can set up malicious Wi-Fi networks with 

legitimate-sounding names to trick users into connecting. These rogue networks 

can capture sensitive information, launch attacks, or act as a gateway for further 

compromise (Murugesan, Thangadorai, & Muralidhara, 2021). 

7. Wi-Fi security protocol vulnerabilities: Previous security protocols like Wired 

Equivalent Privacy (WEP) and WPA2 have revealed vulnerabilities over time, 

potentially leading to unauthorized access or decryption of encrypted traffic 

(Kohlios, 2018). 
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8. Wi-Fi device exploitation: Attackers can exploit vulnerabilities in Wi-Fi-enabled 

devices, such as routers, access points, or IoT devices, to gain unauthorized 

access, compromise the device, or use it as a pivot point to attack other devices on 

the network (Lee, Zappaterra, Choi, & Choi, 2014). 

2.3 Privacy Issues with Existing Smart Home Networks 

These threats can arise from the ISP or external actors. Some common privacy 

concerns related to home ISPs include: 

1. Data collection and tracking: ISPs can access a significant amount of user data, 

including browsing history, IP addresses, DNS queries, and device information. 

They may collect and retain this data for various purposes, such as network 

management, advertising, or sharing with third parties (Bendrath & Mueller, 

2011). 

2. Data retention: ISPs may retain user data for extended periods, even after it is no 

longer necessary for providing their services. This can create risks if the data is 

accessed or leaked, potentially exposing personal information or online activities . 

3. Monitoring and surveillance: ISPs can monitor and analyze user traffic on their 

networks. While this is primarily for network management purposes, it can also 

be used for surveillance or to comply with government requests for user 

information (Parsons, 2009). 

4. Targeted advertising: ISPs may use user data to deliver targeted advertising based 

on browsing habits and interests. This can involve tracking user behavior and 

sharing data with advertising networks or other third parties (Fernandez, Wang, 

Gomez, & Kuzmanovic, 2010). 
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5. Bandwidth throttling: Some ISPs engage in bandwidth throttling, which involves 

intentionally slowing down certain types of Internet traffic or specific services. 

This can affect the quality and speed of certain online activities, such as streaming 

or file sharing (Hadli & Kumar, 2020). 

6. Data sharing with third parties: ISPs may share user data with third-party 

companies, such as advertisers, analytics firms, or government agencies, 

voluntarily or as required by law. This can raise concerns about the security and 

privacy of user information (Fuchs, 2012). 

2.4 Security and Privacy Issues in the Existing Mesh Network 

 Most of the ISPs collect data for four reasons: 1) collect Key Performance 

Indicators (KPIs) of the services (e.g., video, voice, Internet) to provide best experience 

to the customer; 2) advertising; 3) sell other services (IoT products); 4) provide services 

based on geographical regions (FTC Staff Report, 2021). The following sections discuss 

the technologies used by ISPs to collect customer data. 

2.4.1 Use of Deep Packet Inspection on the Internet 

The data packets that make up Internet traffic typically have two main parts: the 

header information and the payload information. While payload information comprises, 

the actual information being delivered over the Internet, header information offers routing 

information so messages can reach their intended destination(s). The application sending 

or receiving the data transfer and the information being communicated are included in the 

latter. An entity with the power to act on such information could alter what is said, when, 

and to whom. This ability to seamlessly act on header and payload information in real 

time gives them tremendous control over communications. Internet service providers, for 
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example, are progressively deploying network technology that enables enormous data 

packet monitoring. This method is called deep packet inspection (DPI) (Parsons, 2013). 

Compared to earlier networking capabilities, DPI provides a more thorough 

understanding of the data that Internet subscribers send and receive. DPI technology can 

be configured to evaluate and take action on header and payload data in real-time, 

frequently without the subscribers knowing that their network operator is watching, 

mediating, or changing data flows. Technology may adapt to various use cases and 

associated activities because it responds so comprehensively to data flows. 

These devices can be used to control the flow of specific types of data, such as 

those connected to peer-to-peer or Voice over Internet Protocol (VoIP) broadcasts, or 

they can consciously recognize and prevent traffic connecting those types of services. 

These kinds of actions could be taken to discriminate against rivals’ commercial offerings 

while enhancing the reputation of a network operator’s own services, which are not 

subject to such activities, or they could be taken to reduce the overall amount of data 

traffic flowing across a network, perhaps when a router cannot forward all the data 

packets it is receiving to adjacent routers (Parsons, 2013). Additionally, network 

administrators can temporarily shut transmissions between programs by inserting 

commands that alert users’ computers that a transmission has failed, even if it has not. 

Similarly, operators can alter data traffic to incorporate specific tracking data into 

packets, altering the payloads and sending highly targeted advertisements. Closely 

examining packet payloads may also be used to spot and prevent the distribution of 

materials that violate third-party rights (Daly, 2011). The uses of technology are 

primarily private ones that help private players achieve their objectives. Deep packet 
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inspection, however, may also be used for state surveillance or security measures. For 

example, electronic devices may be set up to watch for specific online communication 

types or content, or they may be a part of a more extensive state surveillance system that 

profiles citizens and permanent residents. Given the widespread belief that technical 

infrastructure can be challenging to remove after it has been installed, numerous parties 

with an interest in the technology and the accompanying activities see deep packet 

inspection as having high stakes. 

2.4.2 Use of DPI on the home Internet routers 

Most ISP and third-party CPE routers (home Internet routers) are now equipped 

with DPI hardware. As each data packet passes through these routers, the equipment 

enables ISPs to accurately identify the packet’s origin and content. DPI provides the 

capability to inspect data packets from the Open Systems Interconnection (OSI) network 

layer (layer 3) to the application layer (layer 7), as shown in Figure 3, while maintaining 

the integrity of other services. DPI technology can thoroughly examine HTTP traffic and 

any unencrypted traffic (Cooper, 2011). 
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Figure 3: TCP/ IP Layers Based on OSI Model. (Research based on OSI model, 2011) 

DPI equipment can reroute, tag, drop, set a rate limit, or report a packet of interest 

to the ISP. A redirection might involve sending specified packet signatures to a particular 

place on the network; for example, all email packets might be forwarded to a specialized 

piece of hardware that determines whether the traffic is spam before sending the email to 

its recipient. To give packets a Quality-of-Service (QoS) level, latency — the amount of 

delay experienced in the packet exchange system — can also be marked (Rafael, et al., 

2012). Packets that are sensitive to high levels of latency may be given a higher priority 

when being routed to their destination than packets that are less sensitive to latency. 

However, packet tagging primarily serves to identify packets internally so they can be 

acted upon. Often, tagging can be done by a single device that can change packets, like 

DPI, and the following network components can read the tag and act accordingly. This 

could entail sending the packet solely through a particular group of trusted routers or 

through a specific network gateway. The equipment will refuse to forward the packet to 
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the following hop on the way to its destination while blocking or dropping packets, 

frequently without informing the packet’s source that it is being blocked.  

Most ISP gateways are capable of device profiling, actively collecting the device's 

Internet activity (Callado, et al., 2009). An experiment was performed using an Apple 

MacBook and a Windows laptop to demonstrate the device/user privacy breach. Various 

websites were browsed using these test devices, demonstrating how device profiling is 

done and how Internet activity is tracked. Figure 4 shows an example of DPI performed 

by an ISP router on the home network devices. The DPI information is collected in the 

following file syntax: 

•<website PID> , <Device MAC> , <OS Type/Client> , <no. of packets> 
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Figure 4: DPI Capability of ISP Router. 

2.4.3 Use of Unencrypted Domain Name System (DNS) 

Most ISPs and Multiple Service Operators (MSOs) provide unencrypted DNS 

servers as a default for home Internet routers, with no option to change DNS (Borgolte, et 

al., 2019). DNS supports all of the Internet activities. It acts as a directory lookup for the 
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Internet, making it simpler for users to navigate online services or websites. DNS acts as 

an interface between humans and machines that can use the Internet address formats that 

are most appropriate for them. Instead of entering the website’s IP address, which is 

shown as “8.8.8.8” (IPv4 address) or 2001:4860:4860::8888 (IPv6 address), the user 

writes google.com in the web browser. Many smart home applications contain always-on 

sensors that record users’ offline actions in their living areas and transfer information 

about these activities outside of the home, generally to cloud services managed by device 

manufacturers (Apthorpe D. R., 2017). Examples of offline activities recorded by modern 

smart home technology are exercise routines and medical data. Even if a smart home 

device is not intended to record privacy-sensitive actions, these acts may still indirectly 

affect the data gathered by the device’s sensors, enabling inference tools to identify them. 

Despite the widespread use of transport layer encryption, smart home devices leak 

metadata, allowing an eavesdropper to monitor or collect home network traffic. 

Monitoring unencrypted DNS traffic is a common practice used by eavesdroppers, ISPs, 

and MSOs to collect metadata from encrypted and unencrypted clients, as shown in 

Figure 5, where unencrypted DNS traffic is collected from the home Internet router 

(Siby, Juarez, Diaz, Rodriguez, & Troncoso, 2019) 
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Figure 5: DNS Activity Collected by the ISP Router. 

2.5 Use of WPA2 for Backhaul and Fronthaul Network Security 

Most existing mesh systems use backhaul networks based on Wi-Fi Protected 

Access 2 (WPA2) encryption hosted on shared radio resources with a fronthaul network. 

Due to WPA3 backward incompatibility, WPA3-Transition mode, or WPA2-Personal, is 

the most commonly implemented method on both radios (2.4 & 5 GHz), whereas the 

backhaul network is limited to WPA2-Enterprise mode only (Cheema, Bansal, & Sofat, 

2011). The following are the vulnerabilities discovered in the WPA2 encryption: 

• Vulnerable to disassociation attack: This attack aims to cause an authenticated 

client/node to disconnect from the AP/router, affecting the packet-forwarding 

mechanism. When the device/AP node tries to reconnect, Wi-Fi packet sniffers 
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can capture Extensible Authentication Protocol over LAN (EAPOL) packets (i.e., 

four-way handshake) (Rakhra, Kaushal, Tanwar, Datta, & Rana, 2020). 

• Vulnerability to Denial of Service (DoS) attacks: WPA2 is vulnerable to Layer 2 

hijacking and RF jamming (Sen, 2013). 

• Unprotected management and control frames: Unprotected frames help attackers 

discover the network and successfully implement DoS attacks on the network 

(Arana, 2016). 

2.5.1 WPA2 Network Security 

WPA2 is a security protocol used to encrypt and safeguard Wi-Fi network 

connections. It provides strong encryption to secure wireless communications and 

prevent illegal network data access. The following key components are involved in 

WPA2 encryption (Kibona, 2018). 

1. Authentication 

Devices wishing to join a Wi-Fi network must be authenticated using the four-

way handshake, as shown in Figure 6 (Packt, n.d.). The access point and client device 

exchange authentication messages throughout the handshake to confirm each other’s 

identities. 



27 
 

 

Figure 6: WPA2 Four-way Handshake. (Packt, n.d.) 

2. Encryption Algorithms 

WPA2 primarily uses the Advanced Encryption Standard (AES) for data 

encryption, specifically AES-CCMP (Counter-Mode/CBC-MAC Protocol). AES-CCMP 

provides strong cryptographic security and is resistant to various attacks, including brute-

force attacks. 

3. Key Management 

Pre-Shared Key (PSK): WPA2-PSK mode is commonly used in home and small 

office networks. A passphrase or password is shared among network users, and from it, a 

Pairwise Master Key (PMK) is derived. 
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802.1X/EAP: In enterprise networks, WPA2 can use the Extensible Authentication 

Protocol (EAP) and a RADIUS server for more advanced authentication and key 

management. 

4. Temporal Key Integrity Protocol (TKIP) 

To overcome the drawbacks of the earlier Wired Equivalent Privacy (WEP) 

protocol, TKIP was first added in an early version of WPA. Because each data packet is 

dynamically encrypted with a different encryption key, TKIP offers higher security than 

WEP. It is important to remember that TKIP is regarded as being less secure than AES-

CCMP. For stronger encryption, it is advised to employ AES-CCMP wherever possible. 

The security and integrity of data transmitted over a Wi-Fi network are guaranteed by 

WPA2 encryption. WPA2 protects against eavesdropping and unwanted access to 

network traffic by encrypting the data packets sent back and forth between devices. It 

offers a secure setting for Internet activities, including email, file sharing, surfing, and 

other network-dependent tasks. 

To minimize potential vulnerabilities, it is crucial to frequently upgrade Wi-Fi 

equipment and access points with the most recent firmware. Additionally, to guard 

against unwanted access via brute-force attacks, network administrators should select 

robust and distinctive passwords for WPA2-PSK networks (Kibona, 2018). 

2.5.2 WPA3 Network Security Features 

WPA3 is the latest wireless security protocol designed to enhance the security of 

Wi-Fi networks. It introduces improved encryption and authentication mechanisms 

compared to its predecessor, WPA2 (Lamers, Dijksman, Vegt, Sarode, & Laat, 2021). 

WPA3 encryption involves the following key components. 
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1. Authentication 

WPA3 uses the SAE protocol, also known as Dragonfly key exchange, for 

authentication. SAE improves the security of the authentication process, particularly 

against offline dictionary attacks, by incorporating a secure mutual password 

authentication scheme. 

2. Encryption Algorithms 

WPA3 continues to use the AES as the primary encryption algorithm. It 

introduces support for AES-GCM (Galois/Counter Mode), a more efficient and secure 

encryption algorithm than the older AES-CCMP used in WPA2. 

3. Key Management 

WPA3 supports PSK mode for home and small office networks, similar to WPA2. 

However, it enhances PSK networks’ security using the SAE protocol, making it more 

resilient to offline attacks. 

4. Cryptographic Enhancements 

WPA3 introduces cryptographic enhancements, such as forward secrecy, which 

ensures that even if an attacker compromises the long-term key, they cannot decrypt 

previously captured data. 

5. Opportunistic Wireless Encryption (OWE) 

WPA3 includes a new feature called Opportunistic Wireless Encryption, which 

provides encrypted connections even for open networks that do not require a password. 

OWE uses individual session keys to encrypt data between the client and the access 

point, protecting the traffic from eavesdropping. 
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WPA3 significantly improves the security of Wi-Fi networks by addressing the 

vulnerabilities and weaknesses found in WPA2. It offers stronger authentication, more 

secure encryption, and protection against various attacks, including offline dictionary 

attacks and key reinstallation attacks (e.g., Key Reinstallation Attack (KRACK) 

vulnerability) (Kohlios, 2018). 

It is important to note that while WPA3 provides enhanced security features, a 

Wi-Fi network’s overall security depends on the implementation, device support, and 

network configuration. It is recommended to use WPA3-enabled devices and access 

points and keep them updated with the latest firmware to benefit from the improved 

security measures offered by WPA3. 

2.5.3 WPA2 vs. WPA3 Security 

There are significant differences in security and cryptographic algorithms when 

comparing the encryption of WPA2 and WPA3. A detailed comparison is shown in Table 

3. 

WPA2 WPA3 

1. Authentication: WPA2 uses a 

four-way handshake process to 

authenticate devices attempting 

to connect to a Wi-Fi network. 

2. Encryption Algorithms: 

WPA2 primarily utilizes AES 

with AES-CCMP for data 

1. Authentication: WPA3 introduces 

the SAE protocol, also known as 

Dragonfly key exchange, for 

authentication. SAE strengthens the 

authentication process, particularly 

against offline dictionary attacks. 

2. Encryption Algorithms: WPA3 
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encryption. AES-CCMP 

provides strong cryptographic 

security and is resistant to 

various attacks. 

3. Key Management: WPA2 

supports PSK mode, where a 

shared passphrase or password 

is used to derive the encryption 

keys. 

4. Vulnerabilities: WPA2 has 

been susceptible to 

vulnerabilities like the 

KRACK, which could lead to 

the decryption of encrypted 

data. Other vulnerabilities 

include brute-force attacks on 

weak passwords (Guenther & 

Appel, 2020). 

continues to use AES as the primary 

encryption algorithm but adds support 

for the more efficient and secure 

AES-GCM encryption algorithm. 

3. Key Management: WPA3 maintains 

support for PSK mode but enhances 

its security through SAE, making 

PSK networks more resilient to 

offline attacks. 

4. Vulnerabilities: WPA3 aims to 

address vulnerabilities present in 

WPA2, such as KRACK, by 

implementing stronger security 

mechanisms. However, as with any 

security protocol, new vulnerabilities 

may still be discovered over time 

(Guenther & Appel, 2020). 

Table 3: Detailed Comparison of WPA2 and WPA3 Encryptions. 

2.6 Chapter Summary 

This chapter provided an overview of the traditional 802.11 WLAN versus the 

802.11s mesh network, existing implementation, privacy issues, and security 

vulnerabilities found in the existing mesh network. Prior research provided a good 



32 
 

theoretical basis for practically testing the vulnerabilities in the mesh network, which is 

covered in Chapter 3. Chapter 3 will also present new implementations to enhance the 

security and privacy of the existing smart home mesh network. Chapter 4 covers the 

comparative results of the experiments performed with secure Wi-Fi mesh network 

configurations. To our knowledge, this is the first study that shows a comparison between 

existing ISP mesh Wi-Fi and different network configurations of secured Wi-Fi mesh 

system. 
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Chapter 3 Research Methodology 

This chapter demonstrates how the vulnerabilities in the existing ISP mesh 

designs discussed in Chapter 2 can be exploited using attack tools. Moreover, this chapter 

discusses the procedure followed to create secure mesh with VPN and VLANs. And 

finally simulated attacks were performed on both ISP mesh and secure mesh network to 

demonstrate the vulnerabilities addressed in the secure mesh design.  

3.1 Current Implementation of the Smart Home Mesh Network 

Limitation of existing mesh network systems include: 

1. ISPs or third-party gateways perform traffic monitoring using Deep Packet 

Inspection (DPI). (Khatouni, Trevisan, Regano, & Viticchie, 2017). 

2. All devices connect to a single home network, no network segmentation 

configuration to isolate IoT devices, smart personal devices such as computers, 

and guest devices. 

3. Use of WPA2 encryption for the gateway and network extender/AP backhaul 

network. 

4. Use of unencrypted DNS by default. (Trevisan, Giordano, Drago, Munafò, & 

Mellia, 2018) 

5. No advanced security features are available to install VPN on the ISP router to 

encrypt LAN to WAN packets. 

These design limitations were discussed in the previous sections, and the testing 

demonstrated how the existing network design undermines network devices’ security and 

privacy. 
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3.1.1 Home Traffic Monitoring Performed by the ISPs/MSOs 

The ISPs’ traffic monitoring capabilities were discussed in the previous chapter. 

This chapter demonstrates how an ISP router can collect or monitor unencrypted traffic 

and metadata of the connected clients from the Wi-Fi radio interface. In our experiments, 

we used two laptops and one smartphone device connected to the 5GHz radio of the ISP 

router to browse some HTTP websites and ping IPs. Meanwhile, packet capture was 

started on the Wi-Fi radio interface. Figure 7 shows the unencrypted HTTP and ICMP 

packets of the Apple MacBook Pro client captured from the ISP router. 

 

Figure 7: Packet Capture from 5 GHz Radio Interface of ISP Mesh Router. 
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Figure 8 shows another example of unencrypted ICMP packets from the test 

mobile device. Both Figure 7 and Figure 8 show how unencrypted packets leak 

destination IP, source IP, and payload information to the ISP and the Internet. 

 

Figure 8: Packet Capture Showing Laptop Client Pinging IP. 

 ISP tracks the Internet activity of the connected device by consistently monitoring 

the IP address assigned to those devices, where each packet has the source and 

destination MAC address, as shown in Figure 9. 
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Figure 9: Packet Capture on 5GHz Interface Showing Source Address (Device MAC) and 

Destination Address (Radio Interface MAC). 

3.1.2 Lack of Network Segmentation in the Fronthaul Network 

The existing mesh home network consists of two to four APs, which builds a 

small-cell, high-availability network for smart home devices. Figure 10 shows the most 

common mesh deployments, which consist of a primary and extension of the primary 

combination where one AP acts as a gateway, and the others extend the network 

connectivity by routing packets to the gateway. 
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Figure 10: Single SSID Network with Cross Communication. 

Accelerated adoption of Wi-Fi controlled IoT devices in everyday use creates a 

compromised smart living environment which is easily susceptible to variety of security 

and privacy issues (Alam & Tomai, 2023). Due to high competition in the smart home 

IoT market, users tend to buy the cheapest available smart home appliances without 

checking the hardware and software features (Nasirinejad & Sampalli, 2023). The 

existing wireless mesh network shown in Figure 11 consists of a single SSID broadcasted 

on both radios, and all the devices communicate on the same WLAN, which means 

computers, smartphones, IoT thin clients, smart appliances, and IoT sensors cross-

communicating on the same network. VPN applications can be installed only on 

computers and smartphones, but some IoT sensors or home appliances do not come with 

a complex operating system. A malicious thin client can compromise the whole mesh 
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network as most IoT clients, such as TVs and smartphones, do not use VPN to encrypt 

the traffic within the WLAN. 

 

Figure 11: Example of Existing Smart Home Mesh Network. 

3.1.3 Compromised Device Privacy of Encrypted Payload 

Chapter 2 discussed ISPs’ use of unencrypted DNS. This section demonstrates how 

encrypted traffic can be monitored and recognized based on DNS requests, device type, 

and device activities, as shown in Figure 12. Testing was performed using a laptop device 

to browse HTTP/HTTPS websites and ICMP traffic, and a DNS leak test was performed 

using the WebRTC tool (Hafeez, Antikainen, & Tarkoma, 2019).  
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Figure 12: DNS Queries of the Encrypted Payload Revealing Traffic Activities. 

 It was observed that encrypted devices protect the payload information, but they 

leak geolocation, which can be intercepted based on the DNS server location. Moreover, 

any unencrypted metadata can be intercepted by an eavesdropper on the Internet, as 

shown in Figure 13. 
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Figure 13: DNS Test Revealing Real-time Location. 

3.1.4 Simulated Attacks on Existing Mesh Backhaul Network 

Another major vulnerability related to the existing mesh network is the use of 

WPA2 security encryption for the backhaul network connectivity, which was discussed in 

Chapter 2. To test this vulnerability on the existing mesh system, we performed attacks 

on the backhaul network of the ISP router and AP. Raspberry Pi (RPi) 4B running Kali 

Linux and external Wi-Fi antennas with packet injection capability were used to perform 

this experiment. Using RPi Wi-Fi, de-authentication attack packets were sent every 

second to the router and the access point to disconnect the AP from the router. Figure 14 

shows the disassociation attacks performed from the RPi command line interface. 
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Figure 14: De-authentication Attacks on the Gateway and AP. 

Figure 15 shows that the second command line window was sniffing packets to 

collect a four-way handshake or EAPOL packets between the router and the AP, which 

was trying to reconnect. 

 

Figure 15: Successful WPA2 Handshake Capture with ESSID Probes. 

 As the AP tried to reconnect to the gateway, a four-way handshake needed to be 

performed, and at that moment, the air sniffer captured the EAPOL packets, as shown in 

Figure 16 (Baray & Ojha, 2021). This packet capture can be used for offline packet 

analysis or brute force offline dictionary attacks. 
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Figure 16: Successfully Captured EAPOL Packets. 

WPA2 de-authentication attacks were performed in the following sequence: 

1. The airmon-ng tool was used on the RPi connected with external antennas, with 

packet injection capability used for the attacks. 

2. The first step is to sniff the SSIDs Over The Air (OTA) and note the target’s 

BSSID and station MAC. 
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3. The next step is to start airodump-ng on one command line window. Aireplay-

ng was used on the other command line window to simulate a de-authentication 

attack to disconnect the AP from the gateway. 

4. Next, stop airodump-ng once the WPA2 handshake is captured. 

Offline dictionary attacks were performed on the captured EAPOL packets to 

retrieve the passphrase key for the backhaul mesh network (Baray & Ojha, 2021). 

3.2 Secure Mesh Implementations 

 

Figure 17: Secure Mesh System Design with VPN and VLANs. 

The secure mesh network is designed to mitigate the vulnerabilities and privacy 

issues discussed in the previous sections. The secure mesh design is based on the 802.11s 

mesh protocol with a dedicated 2.4 GHz radio for the backhaul network connectivity with 

WPA3 encryption and a dedicated 5 GHz radio with WPA2 encryption (WPA2 provides 

backward compatibility suitable for IoT and older computer devices) for the fronthaul 

network (Ahmed, 2016). Figure 18 demonstrates the step wise process to create secure 
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mesh smart home network. All the seven steps were followed to build Secure mesh 

network with VPN and VLANs, whereas 7 was skipped to create Secure mesh network 

only with VLANs. Steps 1 to 5 were followed to create Secure mesh network VPN was 

installed on the supported devices. 

 

Figure 18: Process followed to create Secure Mesh Network 

Figure 18 shows how a secure mesh fronthaul network is segmented into three 

different networks using VLAN, which helps to separate personal LAN, IoT, and guest 

device traffic. VLANs are created by defining four firewall zones (i.e., WLAN, guest, 

IoT, and WAN) in the firewall rules, and private IP was defined for each zone in the 

iptables rules (Dorai, Williams, Chi, & Alo, 2020).  
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Figure 19: Network Segmentation using VLANs. 

These private IPs are masqueraded to the gateway’s WAN IP, as shown in Figure 

19. Masquerading is a technique that converts private LAN IPs to the single WAN IP 

address that a router possesses and handles the response packets. It is required for the 

router to perform properly in a LAN => WAN configuration (Palazzi, Brunati, & 

Roccetti, 2010). 
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Figure 20: LAN Traffic Packet Routing Process. 

3.2.1 Preserving Network Device Privacy 

VPN was installed on the gateway to encrypt the packet passing through the 

gateway to the ISP modem. This will mask the location of all the connected clients on the 

secure mesh from the eavesdropper collecting the devices’ geolocation. Figure 20 shows 

the masked device/user’s real-time IP address and DNS server location.  
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Figure 21: VPN and Encrypted DNS Test Information. 

 The gateway’s default DNS is changed to an encrypted DNS hosted to mask the 

traffic’s origin, type, and location. These key security features are missing from the ISP 

routers, and only half of the features are supported by the third-party mesh systems. 

Third-party mesh systems do not provide a complete privacy-preserving environment for 

WLAN devices. A series of tests were performed to test the privacy-preserving 

capabilities of the secure mesh system. The testing involved running ICMP traffic to 

servers and browsing the HTTP test website, as shown in Figure 21 and Figure 22, 

respectively.  



48 
 

 

Figure 22: ICMP Traffic. 

 

Figure 23: Browsed Test HTTP Website. 

 It was observed that the secure mesh successfully preserved the payload and 

device information from the ISP router/modem and eavesdropper on the Internet. Figure 

23 shows all the traffic passing through the secure mesh is encrypted via a UDP-based 

VPN. The UDP VPN configuration encrypted all the Internet activity, such as DNS, 

ICMP, and HTTP traffic. Moreover, VPN protects the geolocation of the user/device. 
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Figure 24: UDP VPN-based Encrypted Packets. 
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3.2.2 Attacks on Secure Mesh WPA Backhaul Network 

To evaluate the performance of the secure mesh backhaul network, the same test 

methodology using RPi 4B with external antennas was applied as that used to test the 

WPA3 defense against the Wi-Fi de-authentication attacks (Baray & Ojha, 2021). The 

following results show that WPA3 encryption is more secure than the existing WPA2-

Enterprise implementation, as it withstands the Wi-Fi de-authentication attacks. Key 

retrieval by capturing the packets is almost impossible due to the new secure key 

exchange mechanism, SAE, as discussed in Chapter 2. Fifty de-authentication attacks 

were performed with multiple iterations to test the system’s consistency and stability, and 

the results were the same each time. Figure 24 and Figure 25 show disassociation attack 

attempts on the secure mesh WPA3 encrypted backhaul. No probes or ESSID were 

captured. WPA3 is protected from Denial-of-Service attacks. 
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Figure 25: De-authentication Attacks Performed on Secure Mesh Gateway and AP 

Backhaul Network. 
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Figure 26: No ESSID or Probe Information Captured During the Attack. 

3.3 Summary 

This chapter demonstrated how the vulnerabilities discussed in Chapter 2 can be 

exploited by eavesdroppers and traffic monitoring performed by ISPs. Encrypting 

payloads in a heterogenous network of IoT thin clients and personal computers is 

insufficient protection against eavesdroppers. Moreover, this heterogeneous traffic could 

easily be monitored due to the use of unencrypted DNS. The exploitation of WPA2 

vulnerability was demonstrated to highlight issues in the existing mesh system. Section 

3.3 of this chapter discussed a new mesh implementation for smart homes where it was 

suggested to use WPA3 for a backhaul network and segmented fronthaul network using 

VLANs. Based on testing performed to evaluate the security and privacy of the mesh 

systems, it was observed that secure mesh with VPN and VLANs successfully preserved 

the privacy and security of AP nodes. Chapter 4 provides an analysis and review of the 

test results. 
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Chapter 4 Results 

4.1 Introduction 

This section discusses the test results of all the mesh systems tested against real-

time traffic. A glimpse of the results was discussed in Chapter 3 for both ISP mesh and 

Secure mesh implementations, whereas in this section, all the test results were analyzed. 

The traffic consisted of ICMP, HTTP, and TCP packets generated by the laptop client, 

and packets were captured from the WLAN interface of the ISP router. The laptop client 

was used to browse more than 50 HTTP/HTTPS websites and ping IPs to generate traffic. 

Meanwhile, other application processes were actively performing background processes. 

Three iterations of the same tests were performed for both mesh systems in the open air 

and a controlled anechoic chamber environment, as shown in Figure 26.  

 

Figure 27: Quad Stack Anechoic Chamber for Mesh Wi-Fi Testing. 
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An open-air environment involves testing mesh networks in a realistic 

environment, which consists of other wireless networks and interference caused by them, 

whereas testing in a controlled chamber environment isolates the interference. Due to 

this, good signal strength is achieved on the client and station side. Testing performed in 

the open-air and chamber environments helps to evaluate the success of attacks and 

defenses deployed for the mesh network. An open-air environment makes Wi-Fi 

attack/defense testing extremely difficult due to noise, leading to corruption in injected 

attack packets or sniffed packets. Packet corruption, retransmission, and packets missed 

during sniffing were observed during the testing. The tests were successfully conducted 

in the controlled and near-field environment, whereas observation varied in the far-field 

environment. The near and far fields were calculated based on the dimension of the 

antenna propagating the Wi-Fi signal and the frequency of the channel on the specific 

radio. 

𝑁𝑒𝑎𝑟 𝐹𝑖𝑒𝑙𝑑 <
2𝐷2

𝜆
 

𝐹𝑎𝑟 𝐹𝑖𝑒𝑙𝑑 >
2𝐷2

𝜆
 

𝜆 = 𝐶/𝑓 

D = Dimension of the antenna 

𝜆 = Wavelength of Electromagnetic (EM) Wave 

C = Speed of light 

f = Wi-Fi channel frequency 

In this scenario, based on the channels used for the backhaul networks, a distance 

more than 2 inches from the router is considered a far field, whereas less than 2 inches is 
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a near field. Figure 27 shows the existing mesh system is being tested in an anechoic 

chamber with high-gain antennas. The ISP gateway placed on the top and bottom 

chamber has a Wi-Fi mesh extender plugged into a power plug mounted on a wooden 

plank to mimic a wall power socket. A wooden plank with a power socket is used to 

prevent RF signal reflections. 

 

Figure 28: Existing Mesh System in a Controlled Chamber Environment. 

Figure 28 and Figure 29 show the secure mesh anechoic chamber testing setup. 
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Figure 29: Secure Mesh Gateway in the Top Left Chamber and AP 1 in the Bottom Left 

Chamber. 



57 
 

 

Figure 30: Secure Mesh AP 2 in the Top Right Chamber and Laptop Client in the Bottom 

Right Chamber. 

All the mesh implementations were evaluated based on leaked client metadata, 

such as device type identifier, application identifier, OS identifier, browsing activity, and 

IP address in the packet captures. 

4.1.1 Test Results of existing ISP Mesh System 

The ISP mesh system leaked DNS queries, which contributed to identifying the 

device type, background processes, and possibly traffic tagging. Moreover, HTTP traffic 
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leaked some key information, such as browser type (Mozilla, Chrome) and website 

information (HTTP testcat). Encrypted payload processes can be predicted from the 

leaked DNS queries, device type (Apple MacBook, in this case), and device OS (MAC 

OS X). This proved the privacy of the home clients was compromised in the existing 

mesh network.  

Figures 30, 31, and 32 show leaked device information from the packet capture, 

and detailed results are in Appendix A, Sections 1 to 4. 

 

Figure 31: Leaked Device Information in the Captured Packets. 
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Figure 32: Leaked Client DNS Queries in the Captured Packets. 

 

Figure 33: Leaked Source MAC Address (Client). 
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4.1.2 Test Results of Secure Mesh System 

Test results of the secure mesh with VPN, VLANs and secure mesh only with 

VPN configuration demonstrated no device information, active sessions, DNS queries, 

browsed HTTP/HTTPS website information leaked to ISPs or eavesdroppers on the 

Internet. Moreover, it protected the device traffic origin location, as discussed in Chapter 

3. Whereas secure mesh with only VLANs configuration demonstrated similar results as 

ISP Wi-Fi mesh system. Packet capture details of secure mesh with VPN and VLANs are 

mentioned in Appendix A Section 5. 

Figures 33 and 34 shows the secure mesh with VPN and VLANs configuration is 

not leaking any device metadata or revealing Internet activity to the ISP gateway. 

 

Figure 34: No Details Captured in DNS Queries. 
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Figure 35: No Client MAC Information Found in TCP Traffic Analysis. 

4.2 Network Security Test Results 

Chapter 3 discussed the de-authentication attacks performed on the backhaul 

network to test the security of the existing and secure mesh systems. This section will 

discuss the test methodology in depth. Both mesh systems were tested in the controlled 

chamber, OTA, and near-field and far-field environments.  

4.2.1 Test Results of ISP Wi-Fi Mesh Network Security 

The existing mesh network had two different results for the scenarios mentioned 

above. EAPOL packets were successfully captured in the controlled chamber and near-

field environment. All four WPA2 handshake messages were captured, whereas in the 

far-field environment, only the first two handshake messages were captured, making it 

partially successful. This demonstrates the vulnerability in the existing current network, 

which makes it prone to de-authentication, network jamming, and DoS attacks.  
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Figure 35 shows WPA2 four-way handshakes captured in the isolated anechoic 

chamber, whereas Figure 36 and Figure 37 show handshakes captured in the near- and 

far-field environments, respectively. 

 

Figure 36: Successful Four-way Handshake Captured in the Controlled Chamber 

Environment. 
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Figure 37: Successful Four-way Handshake Captured in the Near-field Environment. 
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Figure 38: Partially Successful Four-way Handshake Captured in the Far-field 

Environment. 

4.2.2 Test Results of Secure Mesh Network Security 

All three secure mesh implementations were tested in the same environments as 

the ISP mesh systems, and the results varied. WPA3 uses the SAE, or Dragonfly, 

handshake. Protected Management Frames (PMF) prevent similar backhaul network 

attacks, as discussed in Chapter 3. No handshakes were captured on the secure mesh with 

secure mesh with VPN, VLANs and secure mesh only with VLAN implementation in the 

controlled chamber, near and far-field environments. Moreover, no network information 

was leaked during cross-client device communication on the network. Whereas Secure 
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Mesh with VPN Devices leaked information such as LAN IPs, connected device 

information and device network activity. This demonstration proved all the secure mesh 

implementation’s backhaul network is protected from de-authentication, network 

jamming, and DoS attacks, as shown in Figure 38.  

 

Figure 39: SAE Encryption with no Captured Handshake. 

4.3 Hypotheses: Results and Discussions 

This section provides analytical findings, results, and discussions for each 

hypothesis. We performed Chi-squared testing on all three hypothesis, and Wilson score 

interval calculations to evaluate which mesh implementation performed best out of all the 

systems. Chi-squared test was chosen due to collected data is categorical (not normally 

distributed) and data type is not mutually exclusive, so it was tested individually. 

Hypothesis 1: A configuration of mesh with VPN and VLANs preserves leakage of 

TCP/IP packets compared to exiting mesh implementation. 
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Hypothesis 1 Evaluation: To evaluate the privacy-preserving capabilities of all mesh 

implementations, Chi-squared testing was performed on the data collected captured from 

the WAN router. Table 4 shows results of comparison of information leaked by the 

existing ISP mesh and all the implementations of secure mesh. 

Hypothesis 1 

Type of Data ISP 

Mesh 

Mesh with 

VLANs 

Secure 

Mesh with 
VPN 

Devices 

Secure 

Mesh with 
VPN and 
VLANs 

E Chi Sq 

Leaked DNS 

Queries 

250 2411 608 0 817.25 4372.58 

Leaked HTTP 
Packets 

47 47 47 0 35.25 47 

Leaked ICMP 

Packets 
Payload 

1614 1614 1614 0 1210.5 1614 

Leaked ARP 
Queries 

28 28 60 0 29 62.21 

Total 
Captured 

Packets 

18845 18845 18845 18845 - - 

Table 4: Data for Hypothesis 1 Testing. 

Table 5 shows results of Chi-squared test on leaked DNS queries captured on all 

the mesh implementations with three degrees of freedom and significance level 𝛼 = 0.05. 

Leaked DNS 
Queries 

ISP Mesh Secure Mesh 
with VLANs 

Secure Mesh with 
VPN Devices 

Secure Mesh 
with VPN and 

VLANs 

Observed (O) 250 2411 608 0 

Expected (E) 817.25 817.25 817.25 817.25 

O - E -567.25 1593.75 -209.25 -817.25 

(O-E)2 321772.5625 2540039.063 43785.5625 667897.5625 

(O-E)2/E 393.7259865 3108.03189 53.57670541 817.25 

E 4372.584582 
   

X2 4372.584582 
   

Degree of 
Freedom 

3 
   

Alpha 0.05 
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Chi Sq 
Disribution 

(Critical 

Value) 

7.815 
 

  
 

Table 5: Chi-squared Results of Leaked DNS Queries. 

Table 6 shows results of Chi-squared test on leaked HTTP packets captured on all 

the mesh implementations with three degrees of freedom and significance level 𝛼 = 0.05. 

Leaked HTTP 
Packets 

ISP Mesh Secure Mesh 
with VLANs 

Secure Mesh with 
VPN Devices 

Secure Mesh 
with VPN and 

VLANs 
Observed (O) 47 47 47 0 

Expected (E) 35.25 35.25 35.25 35.25 

O - E 11.75 11.75 11.75 -35.25 

(O-E) 2 138.0625 138.0625 138.0625 1242.5625 

(O-E) 2/E 3.916666667 3.916666667 3.916666667 35.25 

E 47 
   

X2 47.00 
   

DF 3 
   

Alpha 0.05 
   

Chi Sq 
Disribution 

(Critical 
Value) 

7.815 
   

Table 6: Chi-squared Results of Leaked HTTP Packets. 

Table 7 shows results of Chi-squared test on leaked ICMP packets payload 

captured on all the mesh implementations with three degrees of freedom and significance 

level 𝛼 = 0.05. 
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Leaked ICMP 
Packets 
Payload 

ISP Mesh Mesh with 
VLANs 

Secure Mesh with 
VPN Devices 

Secure Mesh 
with VPN and 

VLANs 

Observed (O) 1614 1614 1614 0 

Expected (E) 1210.5 1210.5 1210.5 1210.5 

O - E 403.5 403.5 403.5 -1210.5 

(O-E)^2 162812.25 162812.25 162812.25 1465310.25 

(O-E)^2/E 134.5 134.5 134.5 1210.5 

E 1614 
   

X2 1614 
   

DF 3 
   

Alpha 0.05 
   

Chi Sq 
Distribution 

(Critical 
Value) 

7.815   
  

Table 7: Chi-squared Results of Leaked ICMP Packets Payload. 

Table 8 shows results of Chi-squared test on leaked ARP queries captured on all 

the mesh implementations with three degrees of freedom and significance level 𝛼 = 0.05. 

Leaked ARP 
Queries 

ISP Mesh Mesh with 
VLANs 

Secure Mesh with 
VPN Devices 

Secure Mesh 
with VPN and 

VLANs 

Observed (O) 28 28 60 0 

Expected (E) 29 29 29 29 

O - E -1 -1 31 -29 

(O-E)^2 1 1 961 841 

(O-E)^2/E 0.034482759 0.034482759 33.13793103 29 

E 62.20689655 
   

X2 62.21 
   

DF 3 
   

Alpha 0.05 
   

Chi Sq 
Distribution 

(Critical 

Value) 

7.815 
   

Table 8: Chi-squared Results of Leaked ARP Queries. 

The Wilson score interval estimation in Table 9 shows the range of the true 

likelihood of information leak when the attacks are performed (Wilson, 1927). Secure 

Mesh with VPN and VLANs configuration outperformed all other mesh systems, and this 
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implementation has the lowest likelihood (due to lower % range) of leaking information 

to the Internet Service Providers. 

Hypothesis 1 - Wilson Score Interval Calculations (95% Confidence Level) 

Type of 
Data 

ISP Mesh Secure Mesh 
with VLANs 

Secure Mesh with 
VPN Devices 

Secure Mesh 
with VPN and 

VLANs 

Leaked 
DNS 

Queries 

[1.2% - 1.5%] [12% - 13%] [3% - 3.5%] [0% - 0.02%] 

Leaked 
HTTP 

Packets 

[0.19% - 0.33%] [0.19% - 0.33%] [0.19% - 0.33%] [0% - 0.02%] 

Leaked 

ICMP 
Packets 
Payload 

[8.2% - 9%] [8.2% - 9%] [8.2% - 9%] [0% - 0.02%] 

Leaked 

ARP 
Queries 

[0.1% - 0.21%] [0.1% - 0.21%] [0.25% - 0.41%] [0% - 0.02%] 

Table 9: Wilson score interval calculations of Hypothesis 1. 

Hypothesis 2: Network segmentation with WPA3 encrypted backhaul protects against 

rogue device cross communication and denial of service attack on the wireless local area 

network. 

Hypothesis 2 Evaluation: Data collection for hypothesis 2 was performed in three 

different environments: near-field, far-field, and chamber-controlled. Table 10 shows the 

type of data collected during the test and results of Chi-squared test. Filtered data is 

attached in Appendix B. 
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Hypothesis 2 

Type of Data ISP 
Mesh 

Secure 
Mesh with 

VLANs 

Secure 
Mesh with 

VPN 
Devices 

Secure 
Mesh with 

VPN and 
VLANs 

E Chi Sq 

Successful 
attacks 

900 0 0 0 225 2700 

Partially 
Successful 

Attacks 

450 0 500 0 237.5 955.26 

Total number 

of client cross 
communication 

100 0 500 0 150 1133.33 

Total packets 
captured with 

ESSID during 
the attack  

2272 0 0 0 568 4556.92 

 

Table 10: Data for Hypothesis 2 Testing 

Table 11 shows results of Chi-squared test calculations of successful attacks 

performed on all the mesh implementations with three degrees of freedom and 

significance level 𝛼 = 0.05. 

Successful 
Attacks 

ISP Mesh Secure Mesh 
with VLANs 

Secure Mesh 
with VPN 

Devices 

Secure Mesh 
with VPN and 

VLANs 
Observed (O) 900 0 0 0 

Expected (E) 225 225 225 225 

O - E 675 -225 -225 -225 

(O-E) 2 455625 50625 50625 50625 

(O-E) 2/E 2025 225 225 225 

E 2700 
   

X2 2700 
   

DF 3 
   

Alpha 0.05 
   

Chi Sq 
Disribution 

(Critical 
Value) 

7.815 
   

Table 11: Chi-squared Results of Successful Attacks. 
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Table 12 shows results of Chi-squared test calculations of partially successful 

attacks performed on all the mesh implementations with three degrees of freedom and 

significance level 𝛼 = 0.05. 

Partially 
Successful 

Attacks 

ISP Mesh Secure Mesh 
with VLANs 

Secure Mesh with 
VPN Devices 

Secure Mesh with 
VPN and VLANs 

Observed 
(O) 

450 0 500 0 

Expected 
(E) 

237.5 237.5 237.5 237.5 

O - E 212.5 -237.5 262.5 -237.5 

(O-E) 2 45156.25 56406.25 68906.25 56406.25 

(O-E) 2/E 190.1315789 237.5 290.1315789 237.5 

E 955.2631579 
   

X2 955.2631579 
   

DF 3 
   

Alpha 0.05 
   

Chi Sq 
Disributio
n (Critical 

Value) 

7.815  
 
  

  

Table 12: Chi-squared Results of Partially Successful Attacks. 

Table 13 shows results of Chi-squared test calculations of cross communication 

by devices on all the mesh implementations with three degrees of freedom and 

significance level 𝛼 = 0.05. 
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Total number of 
client cross 

communication 

ISP Mesh Secure 
Mesh with 

VLANs 

Secure Mesh 
with VPN 
Devices 

Secure Mesh 
with VPN and 

VLANs 

Observed (O) 100 0 500 0 

Expected (E) 150 150 150 150 

O - E -50 -150 350 -150 

(O-E) 2 2500 22500 122500 22500 

(O-E) 2/E 16.66666667 150 816.6666667 150 

E 1133.333333 
   

X2 1133.333333 
   

DF 3 
   

Alpha 0.05 
   

Chi Sq 
Disribution 

(Critical Value) 

7.815 
   

Table 13: Chi-squared Results of client cross communication. 

Table 14 shows results of Chi-squared test calculations of ESSID during the 

attack on all the mesh implementations with three degrees of freedom and significance 

level 𝛼 = 0.05. 

Total packets 

captured with 
ESSID during 

the attack  

ISP Mesh Secure Mesh 

with VLANs 

Secure Mesh 

with VPN 
Devices 

Secure Mesh 

with VPN and 
VLANs 

Observed (O) 2272 0 0 0 

Expected (E) 1077 1077 1077 1077 

O - E 1195 -1077 -1077 -1077 

(O-E) 2 1428025 1159929 1159929 1159929 

(O-E) 2/E 1325.928505 1077 1077 1077 

E 4556.928505 
   

X2 4556.928505 
   

DF 3 
   

Alpha 0.05 
   

Chi Sq 
Disribution 

(Critical Value) 

7.815 
   

Table 14: Chi-squared Results of captured with ESSID during attack 
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Based on results of Wilson score interval calculations in Table 15, we observed 

Secure Mesh with VPN, VLANs and Secure Mesh with VLANs performed better 

compared to other mesh systems. Both implementations have lower likelihood (due to 

lower % range) of leaking network information to eavesdropper in the network 

proximity. 

Hypothesis 2 - Wilson Score Interval Calculations (95% Confidence Level) 

Type of Data ISP Mesh Secure Mesh 
with VLANs 

Secure Mesh 
with VPN 

Devices 

Secure Mesh 
with VPN and 

VLANs 

Successful 
attacks 

[20% - 22%] [0% - 0.089%] [0% - 0.089%] [0% - 0.089%] 

Partially 
Successful 

Attacks 

[9.6% - 11%] [0% - 0.089%] [11% - 13%] [0% - 0.089%] 

Total number 

of client cross 
communication 

[1.9% - 2.8%] [0% - 0.089%] [11% - 13%] [0% - 0.089%] 

Total packets 
captured with 

ESSID during 
the attack  

[51% - 54%] [0% - 0.089%] [0% - 0.089%] [0% - 0.089%] 

Table 15: Wilson score interval calculations of Hypothesis 2 

Hypothesis 3: Encrypting LAN to WAN traffic using VPN provides anonymity to smart 

home network on the Internet. 

Hypothesis 3 Evaluation: To evaluate the mesh system’s privacy-preserving and 

wireless security features, a series of tests were performed with 400 iterations, results in 

Table 16 shows data collected during those 400 iterations. Moreover, the high number of 

iterations proved the stability of the secure mesh system. 
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Hypothesis 3 

Type of Data ISP 
Mesh 

Mesh 
with 

VLAN 

Secure Mesh 
with VPN 
Devices 

Secure 
Mesh with 
VPN and 

VLANs 

E Chi Sq 

Leaked Geo-
location 

Information 

250 250 100 0 150 300 

Leaked Device 
IP Addresses 

100 100 100 0 75 100 

Leaked DNS 
Information 

350 350 100 0 200 475 

Leaked ISP 
Provider 

Information 

350 350 100 0 200 475 

Total Number 

of Test 
Iterations 

400 400 400 400 - - 

Table 16: Data for Hypothesis 3 Testing 

Table 17 shows results of Chi-squared test calculations of geo-location leaked on 

the Internet by all the mesh implementations with three degrees of freedom and 

significance level 𝛼 = 0.05. 

Leaked Geo-
location 

Information 

ISP Mesh Mesh with 
VLAN 

Secure Mesh 
with VPN 

Secure Mesh 
with VPN and 

VLANs 

Observed (O) 250 250 100 0 

Expected (E) 150 150 150 150 

O - E 100 100 -50 -150 

(O-E)2 10000 10000 2500 22500 

(O-E)2/E 66.66666667 66.66666667 16.66666667 150 

E 300 
   

X^2 300 
   

DF 3 
   

Alpha 0.05 
   

Chi Sq 
Distribution 

(Critical Value) 

7.815 
   

Table 17: Chi-squared Results of Leaked Geo-location Information. 
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Table 18 shows results of Chi-squared test calculations of DNS information 

leaked on the Internet by all the mesh implementations with three degrees of freedom and 

significance level 𝛼 = 0.05. 

Leaked 
Device IP 

Addresses 

ISP Mesh Mesh with VLAN Secure Mesh 
with VPN 

Secure Mesh 
with VPN and 

VLANs 

Observed 
(O) 

100 100 100 0 

Expected 
(E) 

75 75 75 75 

O - E 25 25 25 -75 

(O-E)2 625 625 625 5625 

(O-E)2/E 8.333333333 8.333333333 8.333333333 75 

E 100 
   

X^2 100 
   

DF 3 
   

Alpha 0.05 
   

Chi Sq 
Distribution 

(Critical 
Value) 

7.815 
   

Table 18: Chi-squared Results of Leaked Device IP Addresses. 

Table 19 shows results of Chi-squared test calculations of device IP addresses 

leaked on the Internet by all the mesh implementations with three degrees of freedom and 

significance level 𝛼 = 0.05. 

Leaked DNS 

Information 

ISP Mesh Mesh with 

VLAN 

Secure Mesh 

with VPN 

Secure Mesh with 

VPN and VLANs 

Observed 
(O) 

350 350 100 0 

Expected 

(E) 

200 200 200 200 

O - E 150 150 -100 -200 

(O-E)2 22500 22500 10000 40000 

(O-E)2/E 112.5 112.5 50 200 

E 475 
   

X^2 475 
   

DF 3 
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Alpha 0.05 
   

Chi Sq 
Distribution 

(Critical 
Value) 

7.815 
   

Table 19: Chi-squared Results of Leaked DNS Information. 

Table 20 shows results of Chi-squared test calculations of ISP provider 

information leaked on the Internet by all the mesh implementations with three degrees of 

freedom and significance level 𝛼 = 0.05. 

Leaked ISP 

Provider 
Information 

ISP Mesh Mesh with VLAN Secure Mesh 

with VPN 

Secure Mesh 

with VPN and 
VLANs 

Observed 
(O) 

350 350 100 0 

Expected 

(E) 

200 200 200 200 

O - E 150 150 -100 -200 

(O-E)2 22500 22500 10000 40000 

(O-E)2/E 112.5 112.5 50 200 

E 475 
   

X^2 475 
   

DF 3 
   

Alpha 0.05 
   

Chi Sq 
Distribution 

(Critical 
Value) 

7.815 
   

Table 20: Chi-squared Results of Leaked ISP Provider Information. 

Based on results of Wilson score interval calculations in Table 15, we observed 

Secure Mesh with VPN, VLANs performed better compared to other all mesh systems. 

This implementation has the lowest likelihood (due to lower % range) of leaking network 

information on the Internet. 
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Hypothesis 3 - Wilson Score Interval Calculation (95% Confidence Level) 

Type of 

Data 

ISP Mesh Secure Mesh 

with VLAN 

Secure Mesh 

with VPN 
Devices 

Secure Mesh 

with VPN and 
VLANs 

Leaked 
Geo-

location 
Information 

 [58% - 67%] [58% - 67%] [21% - 29%] [0% - 0.95%] 

Leaked 
Device IP 
Addresses 

[21% - 29%] [21% - 29%] [21% - 29%] [0% - 0.95%] 

Leaked DNS 

Information 

[84% - 90%] [84% - 90%] [21% - 29%] [0% - 0.95%] 

Leaked ISP 
Provider 

Information 

[84% - 90%] [84% - 90%] [21% - 29%] [0% - 0.95%] 

Table 21: Wilson score interval calculations of Hypothesis 3. 

4.4 Conclusion 

This chapter reviewed the results of this praxis and established whether there was 

sufficient evidence to reject or support the research hypotheses. The following chapter 

concludes the praxis with recommendations for future research and a discussion section. 
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Chapter 5 Discussion and Conclusion 

5.1 Discussion 

 This section focuses on the previous section’s experiment results and the 

problems encountered while implementing the new designs into practice. This section 

will also discuss the existing mesh system design. 

5.1.1 Hypothesis 1 

 Privacy and security of the smart home Wi-Fi network is the focus of this 

research. The concept of using VPN and VLANs to secure the network is not new to 

network designers, in fact it is the most common approach used to design enterprise 

WLAN. But when it comes to home Internet products, VPN and VLAN configurations at 

gateway level and AP are not implemented by any ISP or third-party vendors. The key 

part of this research is to compare different mesh networks and investigate the 

effectiveness of VPN and VLANs against traffic analysis done by ISPs as mentioned 

below. 

 RQ1: What is the best mesh configuration that provides privacy to IoT client from 

ISP traffic monitoring analysis 

 It was discussed in chapter 2 that the ISP possesses advanced capabilities to 

monitor home traffic and it was demonstrated in chapter 3. Use of VPN and VLANs in 

the design of mesh network will preserve the privacy of IoT devices from ISP 

monitoring. Demonstration of information leaked by different smart home mesh to the 

ISP is novel. Hypothesis 1 answers this question. 

  H1: A configuration of mesh with VPN and VLANs preserves leakage of TCP/IP 

packets compared to exiting mesh implementation. 
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 The comparative test results demonstrated the mesh network with VPN, VLANs 

configuration did not leak any data packets to the ISP WAN router. Whereas all other 

mesh leaked encrypted and unencrypted DNS queries, HTTP packets, ICMP payload, and 

ARP queries. 

5.1.2 Hypothesis 2 

 There are different approaches available to reduce the internal attack surface of a 

network, we followed the network segmentation implementation where three VLANs 

were created on the fronthaul and backhaul networks: Personal, IoT and Guest networks. 

Backhaul network with three VLANs was extended using two APs. Moreover, WPA3 

encryption was used to encrypt the backhaul network to protect it from DoS, and 

KRACK attack. Since this is the first research showing comparative analysis of 

segmentation and no segmentation of a smart home mesh network, the second question is 

as follows. 

 RQ2: What is the best mesh configuration that provides privacy to connected IoT 

clients from eavesdroppers in proximity 

It was demonstrated in chapter 3 that Wi-Fi devices and networks are susceptible 

to DoS and de-authentication attacks. To perform a de-authentication attack eavesdropper 

needs to be in proximity to the network where data packets can be captured during an 

ongoing attack. Network segmentation separates IoT devices from personal computing 

devices, and WPA3 encrypted backhaul provides security against DoS and KRACK 

attacks. Hypothesis 2 answers this question on network segmentation and security. 
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  H2: Network segmentation with WPA3 encrypted backhaul protects against rogue 

device cross communication and denial of service attack on the wireless local area 

network. 

The comparative test results demonstrated Secure Mesh with VPN, VLANs and 

Secure Mesh with VLANs performed better compared to other mesh systems. All three 

secure mesh backhaul networks were resilient against DoS and KRACK attacks but only 

two secure mesh implementations were resilient to network client cross-communication. 

Network segmentation with different firewall rules for each segment provides better 

security from internal threats and WPA3 provides better protection against the DoS and 

KRACK from eavesdroppers. 

5.1.3 Hypothesis 3 

The concept of ultra-fast high availability Wi-Fi mesh network is gaining traction 

to meet the needs of new IoT devices such as Augmented Reality (AR) / Virtual Reality 

(VR) glasses, smart home sensors, smart appliances. Hypothesis 3 looks at the privacy 

protection mechanism of the mesh networks and answers best network implementation 

available protect the identity of these IoT devices. 

 RQ3: What is the best mesh configuration that maintains anonymity on the 

Internet compared to a traditional home network?  

 It was discussed in literature review and demonstrated in chapter 3 that any smart 

home client with Internet connectivity leaks metadata on the Internet which is susceptible 

to eavesdropping on the Internet. Even the encrypted payload leaks some crucial 

information such as geographical information, ISP provider, ISP region, device IP and 

DNS information. These collected information is good enough to determine the type, 
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activity time, location of the device or user. Hypothesis 3 answers the best mesh 

configuration to maintain anonymity on the Internet. 

 H3: Encrypting LAN to WAN traffic using VPN provides anonymity to smart 

home network on the Internet. 

Based comparative test results it was observed Secure Mesh with VPN and 

VLANs performed better compared to all other mesh systems. This configuration has less 

than 1% chance to get leaked Wi-Fi client information on the Internet whereas existing 

mesh systems leaks up to 80% of device information on the Internet. 

5.1.4 Overview of Research 

 The experiments’ results demonstrated how much metadata is leaked by the 

existing mesh systems, which can be tracked by the ISPs and a compromised IoT device 

on the network. Most existing mesh systems create a single network by combining both 

radios’ 2.4 GHz and 5 GHz bands to broadcast one SSID, which hosts all the 802.11-

capable clients. This one Wi-Fi network has to provide LAN and WAN connectivity to 

all the IoT, personal, and guest devices, and this is one of the major design limitations 

discussed in this praxis. Moreover, it was demonstrated that the WPA2-Enterprise 

encrypted backhaul network is susceptible to DoS attacks. If a mesh system lacks cloud-

based AP identity management, then the network can be compromised with an evil twin 

AP attack. Switching the backhaul network to WPA3-Enterprise will improve network 

security against offline dictionary and DoS attacks and make it compliant with 

Commercial National Security Algorithm (CNSA) requirements (National Security 

Agency Cybersecurity Report, 2018). 



82 
 

 Using different tools and packet captures, it was demonstrated how an ISP router 

can collect metadata from the connected devices on the Wi-Fi network and fail to protect 

the privacy of the devices. Leaked metadata from personal and IoT devices revealed the 

location, type of device or current user activity, and both encrypted and unencrypted 

metadata can be monitored and harnessed by bad actors and ISPs. Therefore, existing Wi-

Fi mesh systems must embed privacy preservation mechanisms in their design to protect 

the privacy of smart home devices on the Internet (Hegarty & Haggerty, 2020). 

5.1.5 Challenges 

 There are some challenges related to design when implementing the secure Wi-Fi 

mesh system. Every 100 milliseconds, all Wi-Fi routers broadcast a beacon. A beacon 

contains information such as frequencies and encryption mechanisms for the types of 

power-saving characteristics available. This provides all the information a device requires 

to connect to a network. For example, when you search for Wi-Fi networks available in 

the area on your phone, the data from all the beacon frames is used to populate the list. 

Beacons are transmitted constantly, even when no device is trying to connect. To ensure 

compatibility with older devices, the Wi-Fi protocol (802.11) mandates beacon packets to 

be transmitted at the slowest speed and the oldest standard that the access point supports. 

This implies that beacons are frequently sent out at 1 Mbps using 802.11b, a 1999 

technology that is exceedingly slow compared to today’s 450 Mbps 802.11n or 1.3gbps+ 

802.11ac networks. Because the radio spectrum is a shared medium, no other devices on 

the same frequency can send while the beacon is transmitting (IEEE Standard for 

Information Technology, 2021). Wireless devices are not meant to start sending until the 

spectrum is clear, which creates additional issues when access points are spread out. A 



83 
 

client located between two distant access points will see beacons from both, but the 

access points are unaware of one another, resulting in interference when they transmit at 

the same time. 

 This means that when the number of access points on a channel grows, the 

available radio bandwidth narrows and interference increases. Neither the existing mesh 

system nor the secure mesh Wi-Fi system solves the beacon flooding problem. 

5.2 Conclusion 

 It can be concluded that the secure mesh Wi-Fi with VPN and VLANs protects 

the privacy of the connected devices from the ISPs and Internet trackers. In addition, it 

can be concluded that the secure mesh Wi-Fi with VPN and VLANs is more secure than 

all other mesh network implementations. Secure mesh Wi-Fi isolates personal networks 

from the IoT and guest networks. This network segmentation, with other security features 

deployed, makes the home Wi-Fi network immune to internal and external security 

threats. 

5.3 Contribution to Body of Knowledge  

1. Documented a comparative analysis on privacy preserving and security 

features of different Wi-Fi mesh implementations. 

2. Demonstrated the device-tracking capabilities of ISP mesh systems and 

metadata leaked by existing mesh system design, which can be easily 

sniffed by Internet trackers. 

3. Demonstrated the privacy-preserving and advanced security capabilities of 

secure mesh Wi-Fi by comparing it with the existing mesh systems. 
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5.4 Recommendations for Future Research 

 A recommendation for future research is to test and improve the Wi-Fi PHY rate 

and OTA throughput performance of the secure mesh Wi-Fi implementation. This praxis 

only presented a comparative analysis of Wi-Fi mesh implementations with privacy-

preserving and security features embedded in the design. In addition, testing was 

performed with real IoT devices to generate traffic on the network, but for future 

research, simulated traffic can be used test all mesh implementations. Another topic for 

future study is designing an efficient and secure Wi-Fi mesh system that helps reduce 

beacon pollution. Reducing beacon flooding will reduce the air-time use of APs and 

increase the overall efficiency and performance of the Wi-Fi mesh network. 
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Appendix A 

1. DNS Queries Captured on the Existing Mesh System  
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2. ICMP Traffic Captured on the Existing Mesh System 
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3. HTTP Traffic Captured on the Existing Mesh System 
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4. ARP Packets Captured on the Existing Mesh System 

 

5. DNS Queries Captured on the Secure Mesh System 

 

6. ICMP Traffic Captured on the Secure Mesh System 

 

7. HTTP Traffic Captured on the Secure Mesh System 
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8. ARP Packets Captured on the Secure Mesh System 
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Appendix B 

1. Attacks on the Existing Mesh Backhaul (Near Field) 
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2. Attacks on the Existing Mesh Backhaul (Far Field) 
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3. Attacks on the Secure Mesh Backhaul (Near Field) 
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4. Attacks on the Secure Mesh Backhaul (Far Field) 

 


