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Abstract of Praxis 

 

Improving Municipal Cyber Resiliency with a Predictive Model to Strategically 

Time Phishing Tests 

 

  Municipalities are one of the most targeted sectors for cybercriminals.  They are 

vulnerable attack targets because they store personally identifiable information about 

residents.  Cities often have the least number of resources to both prevent cyberattacks 

and recover from their destructive consequences.  Reducing city vulnerability to phishing 

emails - one of the most common ransomware infection vectors - protects cities against 

attacks that could cost millions and place lives at risk.  Despite receiving cybersecurity 

awareness training, municipal employees remain susceptible to phishing emails.  

Although humans are a critical line of defense needed to prevent successful phishing 

attacks, they should not the be sole line of defense.  This research introduces the novel 

approach of using machine learning to strategically time municipal phishing test 

campaigns.  Historic data consisting of demographic information, past phishing test 

results and inbound malware-containing email activity reports were repurposed to 

develop four predictive models utilizing feature engineering techniques.  Collectively, the 

four models form the Phishing Test Campaign Schedule.  The models were trained on the 

J48 decision tree, Naïve Bayes, k-Nearest Neighbor, Multilayer Perceptron, Random 

Forest, and Support Vector Machine algorithms.  After cross-validation, the algorithms 

were evaluated using accuracy, precision, recall, and F-Measure.  The following results 

present the algorithms that performed best for each model: Naïve Bayes on the Failures 

model; Random Forest on the Reporting model; J48 decision tree on the Monthly 

Malicious Emails model; and Random Forest on the Hourly Malicious Emails model.   
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Chapter 1—Introduction 

 

1.1 Background 

Cites are complex systems of systems that are dynamically interconnected, 

heterogeneous and support multiple stakeholders like the varying levels of government, 

businesses, and the private sector (Johnson, 2012; Gedris et al., 2021).  They provide 

fundamental services such as police, fire, water, sanitation, waste disposal and utility 

maintenance.  Increasingly, cities have embraced technology-driven governance to 

collect and maintain vast amounts of data, which includes private and sensitive 

information.  The digital revolution and advancement of Industry 4.0 technologies has 

happened at a pace faster than many municipalities can keep up with, making them 

vulnerable targets for threat actors and big game hunters.  Although digitalization has 

made cities more efficient and agile, this level of hyper-connectivity has meant greater 

exposure to cyberattacks from the outside (Emer, Unterhofer & Rauch, 2021). 

In recent years, local governments and municipalities have increasingly become 

the target of sophisticated phishing attacks by malicious hackers.  Phishing attacks are 

deceptive digital-based, social engineering techniques that exploit individuals in order to 

acquire sensitive data through fraudulent solicitation. Although there are many advanced 

methods for detecting network intrusion, phishing attacks are successful due to the 

unintentional and misguided click of an end-user.  Humans-as-a-security-sensor 

(Heartfield et al., 2017) are a crucial line of defense and a key factor in developing cyber 

resiliency strategies, but they still remain vulnerable to phishing emails despite awareness 

training.  These cyberattacks on foundational city departments has had deep economic 

impacts and caused unparalleled disruption.  Other damages from these unwarrantable 
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infiltrations include loss of sensitive data, Denial of Services (DoS), and broken trust 

between citizens, stakeholders, and government institutions (KnowBe4, 2020).   

The ever-evolving scope of cyberattacks has caused municipalities and states to 

implement more robust strategies to remain cyber vigilant.  Primarily, the focus has been 

on technical controls and reducing human-related risks.  To encourage behavioral 

changes, phishing test campaigns are administered to city employees to capture those 

complicated socio-technical interactions that exploit human vulnerabilities.  Phishing test 

campaigns are customized phishing attack simulations in which organizations determine 

who to send the tests to, which templates to use, and how often the tests should occur.  

These simulations enhance employee security awareness by ensuring that they can detect 

and avoid phishing threats.   

The growing sophistication in the cybercrime ecosystem calls for cities to explore 

innovative approaches to thwart cyberattacks.  This research presents the novel method of 

using machine learning to predict a Phishing Test Campaign Schedule through the 

utilization of historical phishing test data, employee demographics, and daily records of 

malicious emails.  The synthesis of these data sources and the use of predictive modeling 

will offer continuous insights and discovery of socio-cyber emergent behaviors. The 

results of such will aid in strengthening municipal cyber resiliency strategies against the 

modern-day adversaries. 

1.2 Research Motivation 

From parking meters, to ambulances, libraries and traffic cameras, cities are more 

connected than ever.  This array of compounded endpoints has made cities more 

vulnerable and expanded the cyberattack surface (Crist, 2019).  Due to budget 
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constraints, municipalities struggle to keep pace with rapidly evolving technologies along 

with attracting and retaining cybersecurity talent.  Studies on municipal cybersecurity 

have found that 44% of local governments report a cyber incident hourly or daily (Funk 

et al., 2019) and 80% believe funding is a major barrier to implementing better cyber 

security strategies (Norris et al., 2019).  Therefore, many advanced cybersecurity best 

practices may be unattainable for municipalities, leaving them open to examining novel 

solutions to meet these constraints (Preis & Susskind, 2020). 

Cybersecurity incidents across the country emphasize that the cost of doing 

nothing is great.  In Baltimore, although the decision was made not to pay a $76,000 

ransom after a cyberattack, the city ended up spending over $18.2 million to restore files 

and repair its networks (Duncan, 2019).  As the data suggests, local governments must 

get creative about building a cyber-aware workforce to strengthen end-user cyber 

resiliency competencies.  This praxis moves beyond traditional cybersecurity tactics and 

integrates a defensive approach to predictive modeling.  Inbound malware-containing 

emails, also referred to as Malicious Emails throughout this praxis, reveal time-based 

patterns of the malicious mindset, while results from simulated phishing tests and 

departmental demographic data uncloak human-as-a-security-sensor vulnerabilities.   The 

repurposing of this municipal cybersecurity data introduces the transformative approach 

of using machine learning algorithms to strategically determine the timing of a Phishing 

Test Campaign Schedule. 

1.3 Problem Statement 

Municipal government critical public services and private data have been 

targeted by two-thirds of publicly known, successful phishing attacks (Virginia IT 
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Agency, 2020) costing thousands to millions of dollars with 9.6-day downtimes (White et 

al., 2020). 

Cities are key targets for cyberattacks because they possess access to private data, 

confidential records, and personally identifiable information about residents. Reducing 

city vulnerability to phishing emails - one of the most common ransomware infection 

vectors - protects the city against attacks that could cost millions and place lives at risk.  

Ransomware, a malicious software that encrypts data making it unusable until a sum of 

money or ransom is paid, is the preferred method of attack by threat actors against 

governmental organizations.  From 2017-2020, the estimated ransom paid per attack in 

municipalities was $125,697 (KnowBe4, 2020) and the average ransom demand rose 

from a monthly average of $30,000 to $500,000 (Kanowitz, 2020). Ransomware, until 

paid or recovered, can render city’s necessary services and vital information inaccessible 

or inoperable, including but not limited to public safety, public utilities, information 

services and critical infrastructure.   

1.4 Thesis Statement 

A predictive model using historic data on malware-containing email is required 

to determine strategic timing for municipalities to issue phishing tests. 

The federal government is particularly concerned about the cybersecurity impact 

on the networks of local governments (National Cyber Investigative Joint Task Force 

[NCIJTF], 2020).  These malicious attacks have the potential to delay police, fire, and 

other emergency services.  By using predictive modeling to strategically time phishing 

tests campaigns, municipalities can shift beyond their limitations, operate with more 

agility, and transform preemptively.  The ambidexterity of this novel approach allows 
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municipalities to better utilize existing data while simultaneously exploring emerging 

areas of business, such as machine learning (Carayannis et al., 2021).  Being able to 

detect end-user vulnerabilities, predict the arrival of malicious emails, and continuously 

evolve through data analytic discovery will assist local governments with advancing their 

cyber resiliency strategies. 

1.5 Research Objectives 

The primary objective of this research is to demonstrate the novel approach of 

using predictive modeling to strategically time a Phishing Test Campaign Schedule.  

Further objectives of this research are detailed as follows:  

1. To examine how municipalities can repurpose existing cybersecurity data 

for usage in predictive models. 

2. To transform raw data into data knowledge and insights that can be used 

to develop municipal cyber resiliency strategies. 

3. To assess which attributes can be used for predicting a Phishing Test 

Campaign Schedule using historic inbound malware-containing emails, 

employee demographic data, and simulated phishing test results. 

4. To determine if supervised learning classifiers can be used to develop a 

Phishing Test Campaign Schedule. 

5. To evaluate the performance of the multiple supervised learning models 

and neural networks against the Random Forest algorithm using machine 

learning performance metrics. 
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1.6 Research Questions and Hypotheses 

The focus of this study is to improve municipal cyber resiliency through 

predictive modeling and is directed by the following research questions and proposed 

hypotheses: 

 RQ1: Which are the features that can be used to develop a predictive Phishing 

Test Campaign Schedule? 

 RQ2: Can a machine learning model be developed to predict a Phishing Test 

Campaign Schedule? 

RQ3: Which machine learning model can predict a Phishing Test Campaign 

Schedule with the highest accuracy? 

 H1: Clicks, Repeat Failures, Repeat Reporting, Department, Gender, Day, Month, 

Risk, Business Hours, and Time are significant features in the development of a Phishing 

Test Campaign Schedule. 

 H2: A predictive model based on machine learning classification algorithms can 

be developed to predict a Phishing Test Campaign Schedule. 

 H3: A predictive model using a Random Forest algorithm will more accurately 

predict a Phishing Test Campaign Schedule. 

1.7 Scope of Research 

The scope of this research addresses the problem statement by exploring the 

feasibility of using multiple municipal data sources and machine learning to predict a 

Phishing Test Campaign Schedule. The data is comprised of historical reports that 

contain results from simulated employee phishing tests, employee demographic 

information, and historical reports of the number of emails detected that contain malware 
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for monthly and hourly periods. Feature engineering techniques combining multiple 

statistical methods, such as Principal Component Analysis, will be used to select and 

transform the data into features that best represent the underlying problems of the 

predictive models and aid in improving model accuracy on unseen data.  

The feature engineering techniques will provide the inputs into the four predictive 

models that will collectively form the predictive Phishing Test Campaign Schedule: 1) 

Phishing Test Failures, 2) Phishing Test Email Reporting, 3) Monthly Malicious Emails, 

and 4) Hourly Malicious Emails.  These models will be analyzed using a range of 

machine learning algorithms, such as Support Vector Machines, Naïve Bayes, Decision 

Trees, and Artificial Neural Networks.  The data will be cross validated and divided into 

training sets and test sets.  The Random Forest Classifier will be evaluated against the 

other models using the performance metrics for precision, recall, accuracy, and F-

Measure to determine if the model yields stronger predictability. 

1.8 Research Limitations 

The novel method of using machine learning to predict a Phishing Test Campaign 

Schedule was explored in this research, but was limited by the following factors: 

• The demographic data only includes the employees’ gender and department.   

• The historical inbound malware-containing email data sources were limited in 

the amount of data that could be obtained due to retention policies.  

• This research study does not include an assessment of the emails used in the 

actual phishing test campaigns.    
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• The scope of this research is limited to one municipality.  The same model 

could be used in other cities to structure a Phishing Test Campaign Schedule, 

but this approach is not within the scope of this research. 

1.9 Organization of Praxis 

 This praxis proposes the development of a predictive model to strategically 

structure and time a Phishing Test Campaign Schedule.  Historical municipal data is 

integrated into this study to provide analytical insights and further transformed to 

determine the features needed for the machine learning algorithms.  The thesis presented 

in this research study is comprised of five chapters that systemically build on the 

pertinent information needed to execute the methodology and transfer learnings to the 

body of knowledge.  The remaining chapters in this praxis are organized as follows: 

 Chapter 2 summarizes the literature reviewed and relevant topics that aided in the 

development of this praxis.  To craft this chapter, material was obtained from government 

agencies, peer-reviewed journals, and published content from cyber security enterprises.  

Overall, this chapter provides a detailed tour of cyber resiliency, engineering 

management practices, municipal cybersecurity challenges, and machine learning 

applications. 

 The research methodology developed for this praxis is discussed in Chapter 3.  

All the main facets that form this research methodology are thoroughly examined and 

meticulously dissected in this chapter.  From the predictive model data preparation 

techniques, feature engineering methods, machine learning algorithms, and performance 

metrics, Chapter 3 captures the logic that directs this research study. 
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 Chapter 4 presents the results generated from this study.  In this chapter, 

highlights are shared from the feature engineering statistical techniques which led to the 

selection of the features used in the predictive models.  The machine learning models 

used in this study are compared and evaluated based on the performance metrics of 

accuracy, precision, recall and F-measure. Additionally, data insights are presented from 

the in-depth analysis of the multiple data sources. 

 Chapter 5 is the final aspect of this praxis and covers the discussion and 

conclusion.  In this chapter, a summary is provided of the main research findings, with 

emphasis on the contributions to the body knowledge.  This chapter closes with future 

research considerations.  Additionally, recommendations for further areas of research are 

provided. 

 

 

 

 

 

 

 

 

 

 

 

 



 

10 

 

Chapter 2—Literature Review 

 

2.1 Overview 

The practical application of improving municipal cyber resiliency through the 

development of a predictive model to strategically time a phishing test campaign is 

anchored on the foundational works which form the body of this literature review.  

Through the exploration of relevant topics from journals, government agencies, and other 

published content, this chapter acknowledges the contributions which have guided this 

novel research approach.  The information compartmentalized in this chapter assisted 

with the development of the predictive models resulting from this study, which 

collectively form the Phishing Test Campaign Schedule.  Additionally, this review 

summarizes theoretical concepts, analytical methods, and pertinent research in the 

contemporaneous body of knowledge. 

2.2 Cyber Resiliency 

  The cyber threat landscape is constantly changing, and traditional cybersecurity 

“fail-safe” methods cannot withstand the dynamic pace of the ever-evolving environment 

(Carias et al., 2020).  Traditional cybersecurity practices aim at ensuring the 

confidentiality, integrity, and availability of information by protecting networks, devices, 

and data from unauthorized access (Cybersecurity & Infrastructure Security Agency 

[CISA], 2009).  Cyber resiliency has emerged as a strategic approach which allows 

organizations to build the dynamic capabilities needed to maintain mission-essential 

systems and business continuity even when under attack (Carias et al., 2020; Loonam et 

al., 2020).  Unlike cybersecurity strategies which focus on minimizing the risk of attacks 

getting through, cyber resiliency strategies focus on damage mitigation from both 
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adversarial threats and non-adversarial threats, such as human error (Marr, 2020).  

According to the National Institute of Standards and Technology (NIST) cyber resiliency 

is “the ability to anticipate, withstand, recover from, and adapt to adverse conditions, 

stresses, attacks, or compromises on systems that use or are enabled by cyber resources” 

(NIST, 2021).  Although many definitions of cyber resiliency exist the key features of 

this multidimensional, multimodal, and multifaceted concept are anticipate, withstand, 

recover, and adapt.  Working descriptions of these features are provided in Table 2-1 

(Public-Private Analytic Exchange Program [AEP], 2018; Mailloux & Grimalia, 2018): 

These cyber resiliency attributes strengthen organizations by providing them with the 

flexibility needed to respond with agility in cyber-contested environments. 

2.2.1 Cyber Resiliency Techniques 

  The integration of humans and human processes in the delivery of organizational 

cybersecurity solutions has caused practitioners across numerous industries to adopt 

cyber resiliency as a more holistic approach to thwart cybercrime.  As a result of this 

Feature Description 

Anticipate 

Preparations for known, predicted, and unknown events to 

include changes in the operational environment, modes of 

operation, business/mission functions, emerging threats, 

integration of novel technologies, and other necessary changes. 

Withstand 

To absorb the negative impacts of adverse events such as system 

faults, user errors, software bugs, hardware failures, and 

cyberattacks. 

Recover 
To restore operations (and desired functionality) to an acceptable 

level within a specified time and performance requirement. 

Adapt 

Change in management approach or adjusting response strategies 

in advance to disruptive events and future threats, enabled by 

learning from previous disruptions. 

 

Table 2-1. Cyber Resiliency Key Features (Public Private AEP, 2018; Mailloux & 

Grimalia, 2018) 
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cyber-situational paradigm shift, workforces have evolved, and organizations are 

increasingly considering the application of people, processes, and technologies to 

navigate the threat landscape.  The emerging cyber resiliency workforce has a holistic 

systems security viewpoint due to end-user techniques that reinforce systems thinking 

and critical thinking (Mailloux & Grimalia, 2018), such as the utilization of humans-as-a-

security-sensor (Heartfield et al., 2017) in simulated phishing tests and the reporting of 

malicious or suspicious email activity.  To add clarity, the function of humans-as-a-

security-sensor is a cyber resiliency technique that leverages the cognitive ability of 

humans to act as security sensors capable of detecting and reporting real or suspected 

cyberattacks (Heartfield et al., 2017).  The Cyber Resilience and Response Public-Private 

AEP details common cyber resilience techniques and those applicable to this study are 

summarized in Table 2-2 (Public-Private AEP, 2018):   

Technique Purpose 

Adaptive Response: Implement 

agile cyber courses of action to 

manage risks. 

Optimize the ability to respond in a timely and 

appropriate manner to adverse conditions, 

stresses, or attacks, or to indicators of these, thus 

maximizing the ability to maintain mission or 

business operations, limit consequences, and 

avoid destabilization. 

Analytic Monitoring: Monitor 

and analyze a wide range of 

properties and behaviors on an 

ongoing basis and in a 

coordinated way. 

Maximize the ability to detect potential adverse 

conditions, reveal the extent of adverse 

conditions, stresses, or attacks, and identify 

potential or actual damage. Provide data needed 

for situational awareness. 

Dynamic Representation: 

Construct and maintain current 

representations of the posture of 

missions or business functions 

considering cyber events and 

cyber courses of action. 

Support situational awareness. Enhance 

understanding of dependencies among cyber and 

non-cyber resources. Reveal patterns or trends in 

adversary behavior. 

 

Table 2-2. Cyber Resiliency Techniques (Public Private AEP, 2018) 
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When effectively managed, these techniques can offer the innovation needed to help 

organizations maneuver through the complex and nonlinear path of implementing cyber-

cyclic resilient solutions.    

2.2.2 Ambidextrous Approach to Cyber Resiliency 

  The progressive focus on cyberattack survivability, emerging threats, and new 

mitigations allows organizations to incrementally increase their cyber resiliency maturity 

levels (Beyer et al., 2020).  This gradual ascent enables organizations to become highly 

adaptive once they have sustainable cyber resilient management strategies in place that 

are being fully optimized.  From the engineering management viewpoint, this can be 

accomplished when organizations exercise ambidextrous cybersecurity to implement 

cyber resilient solutions.  The ambidextrous cybersecurity framework integrates the 

sevens pillars of cyber resiliency with traditional cybersecurity activities as visualized in 

Figure 2-1 (Carayannis et al., 2021). 

The ambidextrous approach is when organizations efficiently manage their existing cyber 

resiliency strategies, while simultaneously exploring new opportunities, technologies, and 

 

Figure 2-1. Visualization of Ambidextrous 7Ps and Cybersecurity Activities 

(Carayannis et al., 2021) 
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innovations, such as integrating predictive analytics to overcome traditional cybersecurity 

challenges (Carayannis et al., 2021).  Expanding on the aforementioned, the pillars of 

cyber resiliency that motivate this research study are Persistent, Predictive, Preventive 

and Preemptive though all of the pillars are interrelated and necessary for cybersecurity 

and business strategy management. These seven pillars are further described in Table 2-3 

(Carayannis et al., 2021): 

  Cyber resiliency is changing how organizations are responding to adversarial 

behavior and mitigating risks.  The aim of this novel research approach is to build upon 

Pillar Description 

Patient 

Patience enables leaders to realize that obstacles that arise within the 

company or from the environment often can only reach resolutions over 

an extended period of time; patience is one of the major values of ethical 

leadership in creating “learning organizations” and does not hinder 

action but is a testimony to a leader’s belief in a vision that leads to a 

consistent emphasis on purpose. 

Persistent 

Organizations that restructure create an environment conducive to 

innovation, revealing a positive relation between organizational 

innovation and persistence in technological innovation 

Persevering 

This refers to continued effort to do or achieve something despite 

difficulties, failure or opposition and is related to transformational 

leadership, which in turn affects absorptive capacity, innovation, and 

organizational learning 

Proactive 

Proactive analytical orientation may assess a situation and devise a 

course of action consistent with the values and beliefs of an organization 

and keep an open mind and actively seek out guidance. 

Predictive 
Predictive analysis is an emerging area of business which enables 

organizations to predict future changes. 

Preventive 
Prevention gives the ability to avoid undesirable situations and allow for 

faster adaptation in an evolving environment. 

Preemptive 

Companies that transform preemptively, in anticipation of future 

change, are more successful than those that transform reactively, which 

tend to necessitate larger structural reforms such as a change in 

management. 

 

Table 2-3. Seven Pillars of Cyber Resiliency (Carayannis et al., 2021) 
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the foundational aspects of this agile centric methodology by optimizing municipal 

cybersecurity resources.  Through machine learning, the predictive analytical approach 

presented in this study offers a level of insight into strategies that can be used to help 

municipalities strengthen their cybersecurity defenses. 

2.3 Municipal Cyber Resiliency Challenges 

  Local governments are one of the most targeted sectors for cybercriminals but 

have the least resources and capabilities to respond and prepare for cyberattacks (Garcia, 

2021).  Cities are vulnerable attack targets because they store personally identifiable 

information, or PII, such as social security numbers, driver license information, and 

financial records.  Some of the top barriers needed to overcome cybersecurity challenges 

by states, cities and counties are shown in Figure 2-2 (Subramanian & Ward, 2020). 

 Population estimates from the U.S. Census Bureau suggest that America is a nation of 

small towns.  According to the estimation, approximately 76% of the 19,500 incorporated 

cities and towns had less than 5,000 people, and of those, 42% had less than 500 people 

 

Figure 2-2. Top Barriers to Overcome Cybersecurity Challenges 

(Subramanian & Ward, 2020) 
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(Toukabri & Medina, 2020).  Only 780 (4.0%) cities in the U.S. had a population of 

50,000 or more (Toukabri & Medina, 2020).  The smaller government entities are 

particularly vulnerable because they lag behind larger metropolitan areas and 

corporations in the technological advancement and integration of cyber resiliency 

strategies.   

  Although the application of defense-in-depth strategies is advisable for 

municipalities to protect the availability and integrity of devices, systems and networks, 

the implementation of such is not always feasible (Benishti, 2018).  Therefore, localities 

should prioritize the holistic cyber resiliency mitigation approach.  It is important to 

understand that although this research study emphasizes municipal cyber resiliency, this 

study acknowledges that there is a lack of academic research in the body of knowledge 

that focuses on local government cybersecurity issues.  Carias et al. developed a cyber 

resilience framework implementation order, as shown in Figure 2-3, that is based on 

expert opinion to assist Small and Medium-sized Enterprises (SMEs).  

  Similar to local governments, SMEs have limited resources to adequately face 

cybersecurity threats and are vulnerable to the exploits of cybercriminals.   Reinforcing 

the need for cyber resilient workforces, every domain shown in the framework is flanked 

by the awareness and training domain.  This is because managing the threat landscape 

involves personnel that are cyber aware and trained to perform those actions pertinent to 

implementing cyber resiliency strategies in the best possible way (Carias et al., 2020).  

The National League of Cities (NLC) and Public Technology Institute (PTI) recommend 

cybersecurity training at a minimum, annually, with elected officials and city staff, with 

periodic awareness campaigns occurring throughout the year (Funk et al., 2019).  In a 
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broader long-range perspective, NLC and PTI encourages cities to invest in educating the 

local workforce and residents about cybersecurity (Funk et al., 2019).  

 

2.3.1 Industry 4.0 and Smart Cities 

  Industry 4.0 has led to the development of smart cities.  Industry 4.0 is about 

generating more value by connecting operational chains.  It involves the 

interconnectedness of machines, processes, and systems for maximum performance 

optimization (Jardine, 2020).  Industry 4.0 is driven by emerging technologies such as 

advanced industrial robots, the Industrial Internet of Things (Industrial IoT), Artificial 

Intelligence (AI), predictive maintenance, and Big Data analytics (Matthews, 2018).  

 

Figure 2-3. Cyber Resilience Framework’s Implementation Order  

(Carias et al., 2020) 
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Cities have embraced this technological shift for sustainable development and better 

management of contemporary municipal problems, thus forming the concept of smart 

cities.  Since the concept of smart cities is multidimensional this study aligns to the 

following definition: “a smart city is a city that combines information and communication 

technologies (ICT) with human and social capital and public institutions to dynamize its 

economic, social, environmental, and cultural development” (Kozlowski & Suwar, 2021). 

The integration of ICTs allows cities to operate more efficiently and provides the 

infrastructure needed to close the digital divide.   

 Primarily, ICT information flows are associated with gathering information, data 

storage, data access, and dissemination of information (Hamid et al., 2019).  The 

technological integration, codependency and connectivity amongst localities has 

increased the smart city threat landscape as shown in Figure 2-4 (Vitunskaite et al., 

2019).  The extensive use of state-of-the-art technology within municipalities has 

broadened the attack surface and made cities prime targets for cybercriminals.  Malicious 

emails and ransomware are the leading cyberattack vectors for smart cities as detailed in 

Table 2-4 (Hamid et al., 2019).  Although digitalization has interconnected city systems 

and their subsystems, these multilevel dynamics and hypernetworks have resultingly 

made them more susceptible to malicious actors.  For this reason, it is imperative that 

municipalities build robust cyber mitigation strategies that consider the safety and 

privacy of the communities they serve. 



 

19 

 

2.3.2 Ransoming Local Governments 

  In a survey of state chief information security officers, 70% shared concerns of 

ransomware attacks due to funding challenges and lack of confidence in localities’ ability 

to protect assets (Subramanian & Ward, 2020).  In 2020, over 2,400 U.S.-based 

 

Figure 2-4. Smart City Threat Landscape (Vitunskaite et al., 2019) 

Percent of Cyberattack Smart City Components 

64% of cyberattacks occur through ransomware 

attacks 

Smart Network / Industrial 

Control Systems 

65% of attacks are delivered through email and 

35% via malicious URLs; 93% of emails are the 

cause of spreading the attack 

Communication (email-

based attack) 

 

Table 2-4. Smart City Cyberattack Percentages (Hamid et al., 2019) 
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government entities, including schools and health-care facilities were victims of 

ransomware (Garcia, 2021).  Compounding this issue, only 45% of law enforcement 

agencies believe that they have access to the resources required to properly examine 

digital crime activities (Carter & Daskal, 2018).  The resulting unaccountability in 

cybercrime enforcement allows malicious threat actors to operate with impunity, as only 

0.3% of cyber incidents reported to the Federal Bureau of Investigation (FBI) see arrest 

(Eoyang et al., 2018).  Consequently, the U.S. Department of the Treasury’s Office of 

Foreign Assets Control (OFAC) issued an advisory to warn organizations that engage 

with ransomware attack victims of sanctions risks for facilitating ransomware payments 

related to cyber-contested activities (U.S. Department of Treasury, 2020).  

  The motivation of cyber threat actors may vary but the impact is having an effect 

on municipalities across the country.  Since 2020, over 68% of states have had at least 

one municipality attacked by ransomware, with the top ten states in order malicious 

attack volume being Texas, Florida, North Carolina, California, Illinois, Georgia, 

Michigan, New Mexico, New York, and Missouri (Sungard AS, 2021).  Researchers 

from the NLC found that only 17% of local elected officials view themselves as engaged 

in cybersecurity efforts and 29% view themselves as not engaged at all (Funk et al., 

2019).  The increasing threat attack landscape and cyber strategy unanswerability has 

elevated the priority of cybersecurity governance by ensuring that legislation is designed 

to address current risks and agile enough to adapt to future risks (Gilligan et al., 2020).   

  As of 2021, legislatures in over 45 states and Puerto Rico have introduced or 

considered more than 250 bills or resolutions designed to deal with cybersecurity issues 

(National Conference of State Legislatures [NCSL], 2022).  Some of the recurring themes 
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in the legislative measures include development of business continuity plans, required 

implementation of cybersecurity training, and program support or incentives for 

cybersecurity education and training (NCSL, 2022).  Although progress has been made 

with state regulations, cybersecurity training is only voluntary for 60% of states 

(KnowBe4, 2020).   

  Local governments inconsistently disclose full details of cyberattacks to protect 

their reputation with citizens, business enterprises, and other key stakeholders.  Part of 

the challenge that municipal law enforcement agencies face is that the motivation for 

cyber criminals can spread across the spectrum of intent, skill, resources, and 

sophistication.  Cybercrime is pervasive and without borders (Eoyang et al., 2018).  

Threat actors can range from nation-states to insider threats as shown in Figure 2-5 

(International Society of Automation [ISA] Global Cybersecurity Alliance, 2020) and 

operate with enforcement immunity in comparison to their real-world counterparts 

(Eoyang et al., 2018). 

 

Figure 2-5. Cyber Criminal Motivation (ISA Global Cybersecurity Alliance, 2020) 
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  In recent years, targeting municipalities and local governments increased in 

popularity with ransomware gangs, particularly Ryuk and REvil (CrowdStrike, 2019; 

CrowdStrike, 2020).  Before breaching a system, cyber threat actors use reconnaissance 

techniques to identify system susceptibilities or network defenses.  Advanced 

technologies, such as machine learning, are used by attackers to gather information and 

determine the most efficient cyber-exploitation mechanisms. Ryuk is an Advanced 

Persistent Threat (APT) targeted form of ransomware that seeks to penetrate enterprises 

and cause major downtime and disruption (PC Matic, 2022). Cybergangs commonly use 

ATPs to contrive complex cybersecurity attacks on government agencies, infrastructure, 

and vulnerable organizations.  Like other strains of malware, Ryuk ransomware attacks 

are launched by threat actors using phishing emails that contains malicious links or email 

attachments (PC Matic, 2022). The continuous use of malicious script infections from 

phishing emails reinforces the need to develop innovative approaches that will optimize 

the effectiveness of simulated phishing test campaigns using predictive analytics. 

2.3.3 Phishing Email Attacks 

 In a joint research study between Deloitte and the National Association of State 

Chief Information Officers (NASCIO), it was found that 54% of states were not confident 

in their ability to respond to threats from emerging technology (Subramanian & Ward, 

2020).  As threat actors continuously improve their cyber extortion modalities, state Chief 

Information Security Officers have reported a 74% to 85% increase in potential breaches 

from phishing attacks (Subramanian & Ward, 2020).  Although there is validity to 

governments having concerns about emerging cyberattack methods, the phishing 

epidemic is worsening due to end-user vulnerabilities.  In 2018 (as shown in Figure 2-6), 



 

23 

 

it was reported that nine out of ten, or close to 91%, of cyberattacks begin with phishing 

(Benishti, 2018). In December of 2021, the Anti-Phishing Working Group (APWG) 

reported 316,747 phishing attacks, with this being the highest monthly total in the APWG 

reporting history (APWG, 2022).   

Cities often have the least number of resources to both prevent cyberattacks and 

recover from their destructive consequences.  It is imperative that municipal leaders 

develop strategies to sensitize employees by increasing their awareness of phishing 

schemes, malicious emails and other social engineering threats that can bring down a city 

system and the citizens they serve with the single click of a mouse.  Although humans are 

a critical line of defense needed to prevent successful phishing attacks, they should not be 

the last line of defense.  Municipalities should invest in workforce training, awareness, 

and technological solutions, such as predictive data analytics, to understand complex 

relationships and reveal patterns that can be beneficial in the development of agile cyber 

resiliency strategies. 

 

Figure 2-6. Don’t Get Hooked, Phishing is on the Rise (Worcester 

Polytechnic Institute, 2018) 
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2.3.3.1 Phishing Attack Susceptibility Factors 

 Phishing poses a serious threat to municipalities.  Despite phishing simulations 

and awareness training, employees still remain susceptible to phishing emails.  Although 

there has been considerable progress in detecting phishing attempts by using plug-ins, 

extensions and machine learning algorithms, perpetrators still find novel ways to execute 

their deceitful techniques to the unsuspecting end-user (luga, 2016).  This systematic 

review of the body of knowledge explores the common factors that contribute to 

employee phishing attack vulnerabilities.  

 Research studies have discovered various user-based factors that influence the 

likelihood of an employing being phished.  Amongst the different research studies, the 

common demographics that impact the propensity to fall prey to a phishing attack are age 

and gender (Iuga, 2016).  Age related studies have consistently found that younger 

individuals classified between the ages of 18-25 are the most susceptible to phishing 

attacks (Williams et al., 2018; Algarni et al., 2017; Darwish et al., 2012; Sheng et al. 

2010).  More recent studies support the evidence that suggest younger age categories are 

more susceptible but calls attention to the discrepancies in the methods and populations 

studied, pointing to the need for more careful analysis of this demographic (Li et al., 

2020).   

 Unlike the academic research study consistencies of age being a key attribute to 

phishing attack vulnerability, there have been inconsistent results reported in past studies 

that examined the relationship between gender and phishing susceptibility (Greitzer et al., 

2021).  Most studies report that women are more likely to fall for phishing than men 

(Algarni et al., 2017; Darwish et al., 2012; Goel et al., 2017; Iuga et al., 2016; Jagatic et 
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al., 2007).  An online survey found that females were more inclined fall prey to phishing, 

though it should be noted that the women in this study were less technical when 

compared to men (Sheng et al., 2010).  Contrastingly, a phishing email study launched by 

Diaz et al. and comprising of 1,350 undergraduate students, found that females were less 

susceptible to phishing than males, but the results of the study were not statistically 

significant (Diaz et al., 2020).  A study of university staff and faculty by Li et al., found 

that there was no significant difference in males or females falling victim to a phishing 

attack, though males had a slightly higher click rate: 22.8% of males and 20.9% of 

females were likely to click on a phishing email (Li et al., 2020).  This praxis study aligns 

with Greitzer et al. and concludes that all genders are vulnerable to phishing exploitation 

and other causes may contribute to the inconsistent gender-based results (Grietzer et al., 

2021). 

 Departmental demographics is another human factor that has been evaluated by 

researchers to determine if a relationship exists between the end-user department and 

phishing susceptibility.  A study of phishing susceptibility in the university workplace 

setting, found that personnel from the Technical Colleges were less likely to click on 

phishing links than those from Other Colleges and Administration (Williams et al., 2018).  

Findings from Li et al. suggest no significant association was found to exist between 

phishing susceptibility and department type (Li et al., 2020).  

 Although many studies have used various demographic approaches to 

understanding the factors that influence phishing susceptibility, those studies that 

considered click behavior found this to be a strong predictor.  An analysis of a simulated 

phishing campaign over a three-week time period revealed that people who clicked on a 
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phishing link during the first two weeks were more likely to click on a phishing link in 

subsequent weeks (Greitzer et al., 2021).  Similarly, Li et al., found that “individuals who 

previously clicked on a malicious phishing email were significantly more likely than non-

clickers to click on the next week’s phishing email” (Li et al., 2020). 

 Exploring employee susceptibility to phishing attacks can cover a wide range of 

factors based on the intent of the study.  Related research includes other factors such as 

context of email, psychosocial factors, education level, PC usage and profession.  The 

factors presented in this section summarize those attributes that are the most common and 

relevant to this study.  The Chi-Square Test for Association was frequently used in 

demographic factors analysis to determine the level of significance between the factor 

and likelihood of falling prey to a phishing email. The Chi-Square tests for the strength of 

association between two categorical variables and is similarly used in this research study 

to determine the correlation between phishing susceptibility and the demographics of 

interest in the municipal workforce environment.   

2.4 Machine Learning and Phishing Detection Applications 

The ability to predict is a key tenant of cyber resiliency.  This can be 

accomplished through the integration of machine learning.  Machine learning uses 

computer programming on example data or past experiences to optimize model 

predictability and performance criteria (Alpaydin, 2014).  Machine learning is a subfield 

of AI, which involves the ability of a machine to mimic or imitate human intelligence.  

Machine learning is a dynamic analytical monitoring technique that can be used 

prescriptively by municipalities to develop adaptive and anticipatory cyber resiliency 

strategies.  This novel research approach optimizes the usage of past municipal phishing 
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test data and actual inbound malicious email data to strategically time phishing test 

campaigns.  The aim of this section is to share relevant machine learning uses and 

approaches that assisted with defining this research study. 

2.4.1 Feature Engineering Benefits 

Feature engineering methods are used when developing predictive models to 

reduce the feature space dimensionality through exploratory techniques that identify the 

most contributing features (Zuhair et al., 2016).  The feature engineering process is a core 

machine learning concept and plays a significant role in addressing model training, 

evaluation, pre-processing challenges, and interpretation as shown in Figure 2-7 (Jaw & 

Wang, 2021). 

A common application of feature engineering techniques is seen in phishing 

detection modeling that uses web data with high dimensionality such as emails or 

 

Figure 2-7. Summary of the Benefits of Feature Selection (Jaw & Wang, 2021) 
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websites.  In such cases, feature selection eliminates redundancy and removes irrelevant 

features in the examined web data (Zuhair et al., 2016).  This helps to transform the 

machine learning model into “a learning-based detection system” by using the features 

that are strongly associated with phishing (Basit et al., 2020).  When the number of 

features is decreased, the time to build the model decreases as well.  A study by 

Mehanovic & Kevric noted that by using feature reduction techniques their use of the 

Random Forest classier modeling time decreased from 2.88s to 2.82s with a percentage 

split and from 3.05s to 2.89s using 10-fold cross validation (Mehanovic & Kevric, 2020). 

An in-depth review of Artificial Intelligence phishing detection techniques from 

Basit et al. found that by reducing features, the visualization of the dataset becomes more 

efficient and understandable (Basit et al., 2020).  Deeper examination of this study 

revealed that researchers commonly named feature engineering as a limitation of their 

work, further supported by Table 2-5 (Basit et al., 2020), which shows that of the 21 

studies evaluated only five, or 24%, used feature selection techniques.  Likewise, a 

research review of feature selection methods for phishing detection claimed that phishing 

detection approaches are “incompetent in classification performance over the web due to 

the limited selection of the best features” (Zuhair et al., 2016). The study challenges 

researchers to develop more robust phishing detection methods that incorporate feature 

engineering, hybrid learning and machine learning classifiers (Zuhair et al., 2016).   
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2.4.2 Feature Engineering Techniques 

Dimensionality reduction is generally performed by applying feature extraction or 

selection methods (Zareapoor & Seeja, 2015).  Chi-Square and Information Gain (IG) are 

common feature selection techniques while Principal Component Analysis (PCA) and 

Latent Semantic Analysis (LSA) are common feature extraction techniques used in 

machine learning.  The primary difference between feature extraction and feature 

Authors Classification Method 

Feature 

Selection 

Technique 

Accuracy 

James et al. J48, IBK, SVM, NB ─ 89.75% 

Subasi et al. 

ANN, kNN, RF, SVM, 

C4.5, RF ─ 97.36% 

Abdelhamid et 

al. eDRI ─ 93.50% 

Mao et al. SVM, DT ─ 93.00% 

Jain and Gupta ─ ─ 99.09% 

Yao et al. ─ ─ 98.30% 

Patil et al. LR, DT, RF ─ 96.58% 

Jagadeesan et al. RF, SVM ─ 95.11% 

Hota et al. CART, C4.5 RRFST 99.11% 

Tyagi et al. DT, RF, GBM PCA 98.40% 

Curtis et al. ─ ─ ─ 

Sahingoz et al. 

SVM, DT, RF, kNN, 

KS, NB NLP 97.98% 

Parsons et al. ─ ─ ─ 

Joshi et al. RF, RA RA 97.63% 

Ubing et al. EL ─ 95.40% 

Mao et al. SVM, RF, DT, AB ─ 97.31% 

Williams et al. ─ ─ ─ 

Niranjan et al. 

RC, kNN, IBK, LR, 

PART ─ 97.30% 

Chen and Chen 

ELM, SVM, LR, C4.5, 

LC-ELM, kNN, XGB ANOVA 99.20% 

Chiew et al. 

RF, C4.5, PART, SVM, 

NB ─ 96.17% 

Pandey et al. SVM, RF ─ 94% 

 

Table 2-5. Comparison of Studies Focusing on Phishing Techniques 

(Basit et al., 2020) 
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selection “is that the original features are maintained in feature selection techniques and 

feature extraction techniques transform the data onto a reduced feature space” (Kumar, 

2021). It has been found that of the techniques, feature extraction offers better 

performance for classification, gives stable results, and robustly keeps the performance 

over time (Zareapoor & Seeja, 2015).  Machine learning algorithms for feature selection 

is another method used to find attributes with the highest impact on model predictability 

and performance, but those methods are not used in this research study.  

2.4.2.1 Feature Extraction Techniques 

PCA is a data dimensionality reduction technique that reconstructs the initial 

feature space into a smaller, more compact space that still contains most of the 

information of the larger dataset.  The primary goal is to extract the most valuable 

information from the data and present this in terms of the indices called principal 

components.  This is accomplished by “transforming the original variables Y = 

[y1,y2,…yp], (where p is the number of original variables) to a new set of variables, T = 

[t1,t2,…,tq] (where q is the number of new variables, forming new combinations of the 

original variables” (Zareapoor & Seeja, 2015).  The transformed attributes are arranged 

by calculating the mean for the dataset followed by computing the covariance matrix of 

the original features in the dataset.  The next step involves extracting the eigenvectors.  

The eigenvectors, which are the principal components, form a linear transformation from 

the initial feature space onto a new space where the features are uncorrelated.  The 

eigenvectors can be ranked based on the level of variance in the initial dataset.  The 

eigenvectors that have the highest eigenvalues are selected as the new features.  A 
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visualization of the PCA dimensionality reduction technique is shown in Figure 2-8 

(Bellemans et al., 2018). 

LSA is a classical technique used for extracting similarities between documents 

by dimensionality reduction.  LSA is a natural language processing method that analyzes 

word patterns and distributions to form a set of common concepts.  It is widely used for 

word categorization, vocabulary recognition, discourse comprehension, and sentence 

word priming (Bilal et al., 2016).  LSA decomposes a document into a singular topic 

using singular value decomposition (SVD). Vectors are created through SVD 

implementation on sets on matrices which represent the words and sentences of the 

document. The components in the vectors represent “the degree of participation of a 

document or term in the represented topic” (Gualberto et al., 2020). A pictorial 

representation of SVD is shown in Figure 2-9 (Chau, 2020). 

 

Figure 2-8. Schematic Overview of Principal Component Analysis 

(Bellemans et al., 2018) 
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Dimensionality reduction techniques such as PCA have been prominent for data 

processing since the early 1990s (Gomez & Moens, 2012; Gomez et al., 2012).  

Researchers have used these techniques to investigate feature selection for email filtering 

(Brutlag & Meek, 2000) and for categorization of emails in the context of personal 

information management (Xia & Wong, 2006).  Workings from L’Huillier et al. 

demonstrated that LSA is a competitive method that could be used for phishing 

classification through keyword extraction (L’Huillier, 2010). Goud & Mathur applied 

PCA to determine the best features for developing a framework for phishing websites 

using URL analysis. (Goud & Mathur, 2021).  In a study to improve the classification 

precision of a supervised learning and stacking models’ ability to recognize phishing 

websites, PCA was examined to identify the features needed to make the classifier 

operate more efficiently (Zamir et al., 2020). 

 

 

Figure 2-9. Pictorial Definition of SVD (Chau, 2020) 
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2.4.2.2 Feature Selection Techniques 

The Chi-Square test is a frequently used feature selection technique.  This method 

computes the chi-square statistic to test for independence with respect to two classes.  

The resulting score analyzes the dependency between the classes.  The formula for Chi-

Square is shown in Equation 2-1, where c is equal to the degrees of freedom, O is equal 

to the observed value(s) and E is equal to the expected value.   

Information Gain is another feature engineering technique that is used to reduce 

the number of features by determining the value and ranking of each attribute.  The 

general idea is that the scores only need to be computed for each feature that reflects 

discrimination between classes, then the features are sorted based on this score and the 

top-ranking features are kept (Zareapoor & Seeja, 2015).  Information Gain is considered 

to be a simpler approach than the Chi-Square technique.  Chi-Square seeks to measure 

the degree of linearity and dependency between two random variables, whereas 

Information Gain can also capture relationships that are nonlinear between the input 

feature and target (Gualberto et al., 2020).  The formula for IG is seen in Equation 2-2. 

 

Equation 2-2. Information Gain 

 

Equation 2-1. Chi-Square Test 
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Determining the best feature selection method to use is based on the type of variables 

(categorical or numerical) as summarized in Table 2-6 (Menon, 2021). 

A practical application of the Chi-Square test was used to select the most effective 

features by researchers developing a phishing detector to extract textual features and 

“document object model features from the examined websites” (Pan &Ding, 2006).  In 

another study, IG analysis was used to evaluate 40 features that were commonly used for 

both spam and phishing email filtering and ranked based those that provided the most 

information (Toolan & Carthy, 2010).  Other researchers used a combination of IG, Chi-

Square, and correlation feature-based selection methods on a dataset containing 47 

features from previous phishing detection studies to reduce the high level of 

dimensionality in the original feature space (Qabajeh & Thabtah, 2014).   

 

 

 

Table 2-6. Feature Selection Models (Menon, 2021) 

Input 

Variable
Output Variable Feature Selection Model

Pearson’s correlation 

coefficient

ANOVA correlation 

coefficient (linear)

Kendall’s rank coefficient 

(linear)

Chi-Squared test 

(contingency tables)Categorical Categorical

Spearman’s rank coefficient

Kendall’s rank coefficient 

(nonlinear)

ANOVA correlation 

coefficient (nonlinear)

Mutual Information

Numerical Numerical

Numerical Categorical

Categorical Numerical
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2.4.2.3 Feature Extraction and Feature Selection Comparison Studies 

Several comparative studies have examined feature extraction techniques and 

feature selection techniques for the development of phishing email detection classifiers.  

There are two noteworthy studies from Zareapoor & Seeja and Gualberto et al. that 

analyze classifiers performance using PCA and LSA in comparison to Chi-Square and IG 

(Zareapoor & Seeja, 2015; Gualberto et al., 2020).  Zareapoor & Seeja found that both 

feature extraction and feature selection techniques obtain certifiable results.  The results 

showed that the feature selection methods improved the classification accuracy as the 

number of features increased, but the results were not better than the feature engineering 

techniques (Zareapoor & Seeja, 2015).  In terms of accuracy, the feature engineering 

techniques showed reasonable and stable performance irrespective of the number of 

features chosen as shown in Figure 2-10 (Zareapoor & Seeja, 2015). 

The study from Gualberto et al. evaluated 47,107 features by performing both 

feature selection and feature extraction techniques (Gualberto et al., 2020).  The features 

were analyzed using both techniques at the 2, 3,10, 25, 50, and 100 feature set variations.  

 

Figure 2-10. Performance Comparison in terms of Accuracy (Zareapoor & Seeja, 

2015) 
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The PCA and LSA feature extraction techniques outperformed the Chi-Square and 

mutual information feature selection techniques in terms of accuracy as shown in Figure 

2-11 (Gualberto et al., 2020).   

The reliability and consistent performance of the Principal Component Analysis 

technique in the various phishing detection classification studies provided the direction 

and foundational support needed to develop the most efficient method of determining the 

features to be used in the Phishing Test Campaign Schedule predictive models. 

2.4.3 Relevant Use of Machine Learning Algorithms 

 The premise of this novel research approach is that localities can strengthen their 

cyber resiliency strategies by using historical data and machine learning algorithms to 

structure phishing test campaigns.  Due to the lack of scholarly works that evaluate 

machine learning algorithms on phishing test data and inbound malicious email data, the 

preceding content will summarize relevant works that support the structure of this 

 

Figure 2-11. Accuracy Performance for Feature Amount Variations 

(Gualberto et al., 2020) 
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research study.  The forthcoming information will detail the algorithmic methods and 

evaluation metrics used to determine the analytical approaches that yielded the most 

favorable outcomes. 

According to Arshey & Angel the use of machine learning to mitigate cybercrime 

falls into the following categories: phishing disclosure, network intrusion detection 

(NID), social network & spam detection, detection of malware, network lateral 

movement, ransomware, and application security (Arshey & Angel, 2021).  They found 

that the algorithms that are used most frequently are Linear Regression, Support Vector 

Machine (SVM), k-Nearest Neighbors (kNN), Logistic Regression, K-means, Logistic 

Regression, Random Forest, and Artificial Neural Networks (Arshey & Angel, 2021).  

From this study a basic flow of the machine learning approach for cybercrime analysis is 

outlined in Figure 2-12 (Arshey & Angel, 2021) and directionally aligns with subsequent 

applications within this review.  

 

 

Figure 2-12. Machine Learning Crime Detection Steps 

(Arshey & Angel, 2021) 

Dataset 
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A systematic review of published studies between 2010 – 2017 of machine 

learning techniques for content-based phishing detection found that SVM was the most 

commonly used algorithm followed by Logistic Regression, Decision Tree, and Naïve 

Bayes (Das et al., 2020).  For URL-based phishing detection, Decision Tree was the most 

used, followed by Random Forest, SVM and Logistic Regression (Das et al., 2020).  

Moradpoor et al. evaluated the use of artificial neural networks for classifying and 

detecting both benign and phishing emails (Moradpoor et al., 2017).  This experimental 

study was not compared against other machine learning methods.   

Markova et al. was able to implement a system to classify malicious emails into 

three subcategories: spam, scam, and phishing (Markova et al., 2019).  They used 

Random Forest, Decision Tree, SVM and kNN as the classifiers for evaluation.  The 

evaluation metrics were accuracy, recall and precision.  The Random Forest classifier 

was found to be the most suitable for generalization after using 10-fold cross validation.  

Toma et al. analyzed supervised learning machine learning algorithms for spam email 

detection on two datasets (Toma et al., 2021).  For this study, the researchers choose to 

use the Multinomial Naïve Bayes, Bernoulli Naïve Bayes, Gaussian Naïve Bayes, 

Random Forest, and SVM (Toma et al., 2021).  The model performance was evaluated 

using precision, recall, F1-score, and accuracy.  Each model produced a high rate of 

accuracy, but the Multinomial Naïve Bayes gave betters results than the other classifiers 

with an accuracy of 98.80% (Toma et al., 2021).  Ding et al. analyzed machine learning 

approaches for malicious email detection (Ding et al., 2021).  They used a training 

dataset of over 10,000 emails with features that included IP address, timestamp, content, 

and server name (Ding et al., 2021).  Gradient Boosting Decision Tree, Decision Tree, 
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Random Forest, kNN, Naïve Bayes and SVM, were the machine learning methods 

selected for the malicious email detection (Ding et al., 2021).  Using precision, recall and 

F1-score as evaluation metrics, the Naïve Bayes model produced the best results with a 

F1-score of 97% (Ding et al., 2021). 

Research from Geyik et al. used the Waikato Environment for Knowledge 

Analysis (WEKA) tool to detect phishing websites from URLs using machine learning 

classification techniques (Geyik et al., 2021).  WEKA is an open-source, java-based tool 

for data mining created by the University of Waikato (Geyik et al., 2021).  WEKA has a 

large variety of machine learning algorithms, visualization, and data preprocessing tools 

(Geyik et al., 2021).  The performance metrics of accuracy, precision, recall and F1-score 

were evaluated against the Naïve Bayes, Decision Tree, Random Forest, and Logistic 

Regression classifiers.  The Random Forest classifier performed better in all metrics and 

achieved an accuracy of 83% (Geyik et al., 2021).  A comparison study of the SVM and 

Random Forest classifiers was conducted by Noh & Basri to identify the most robust 

machine learning algorithm for identifying phishing website hyperlinks (Noh & Basri, 

2021).  The Random Forest algorithm outperformed the SVM algorithm in all 

performance evaluation metrics.  

A benchmark study was conducted by Hannousse & Yahiouche to develop “a 

general scheme for building reproducible datasets for phishing website detection” 

(Hannousse & Yahiouche, 2020).  The threefold aim of the study was to “enable 

comparison of systems using distinctive features, overcome the short-lived nature of 

phishing websites” and monitor the evolution of phishing tactics (Hannousse & 

Yahiouche, 2020).  The features were divided into URL-based, content-based, and 
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external-based categories.  The classifiers used for the phishing website detection models 

were the SVM, Naïve Bayes, Random Forest, Logistic Regression and Decision Tree.  

Analysis of the macro F1-score and accuracy proved that the Random Forest algorithm 

was the stronger performing classifier.  

Zamir et al. presented a framework to detect phishing websites using a stacking 

model.  In their study they used a combination of feature sets to compare various 

supervised learning algorithms which included SVM, Random Forest, kNN, J48, and 

ANN (Zamir et al., 2020).  The performance of the algorithms was evaluated using 

accuracy, precision, recall and F-measure.  Stacking the highest performing algorithms 

was able to increase the accuracy of the classier (Zamir et al., 2020).  Aslam et al. 

developed an adaptive machine learning framework that integrated a multilayered feed-

forming approach to detect malware by analyzing the static features on the websites 

(Aslam et al., 2020).  The first layer of the framework utilized Random Forest, SVM, and 

kNN to build the real-time input detection model (Aslam et al., 2020).  The output from 

this layer passed to an Ensemble Voting algorithm which compiled the earlier classifiers’ 

performance (Aslam et al., 2020).  The last layer investigated the second layer input data 

to determine the best model that could perform as a malware detection counter-

adversarial technique (Aslam et al., 2020). 

Machine learning was used to analyze network behavior and traffic to develop a 

Trojan traffic detection algorithm (Ma et al., 2020).  Trojans are more concealed and 

difficult to detect compared to other types of security threats, and they can be more 

harmful (Ma et al., 2020).  The Random Forest, Decision Tree, and Naïve Bayes 

algorithms were used for training the model.  Based on the results from the evaluation 
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measures of accuracy, precision and F1-Score, the Random Forest algorithm was a more 

robust classifier for Trojan traffic detection (Ma et al., 2020).   

2.5 Summary and Conclusion 

Effective management and integration of cyber resiliency strategies within 

municipalities requires modern techniques to counter adversarial threats.  The 

comprehensive workings that body this literature review provide the structural support to 

further advance the body of knowledge.  The content within this section demonstrates 

that more strategic work needs to be done to mitigate phishing email attacks.  Although 

end-user training and development is important for detecting malicious email, machine 

learning is a proven approach that can transform how municipalities utilize cybersecurity 

data to better prepare for those unintentional insider threats.  The information provided in 

this literature review identifies transferrable approaches for demographical analysis, 

feature engineering, classifier determination and algorithm evaluation.  These methods, 

and their justifications as detailed from the various information sources, anchor this 

research study, and serve as the genesis for this novel research approach of improving 

municipal cyber resiliency through predictive modeling to strategically time phishing 

tests.   
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Chapter 3—Methodology 

 

3.1 Overview 

The research methodology discussed in this chapter systemically breaks down the 

structural components that form the Phishing Test Campaign Schedule.  The Phishing 

Test Campaign Schedule consists of four predictive models that were derived from this 

novel research approach.  The key constructs involved in the preparation, development, 

verification, and evaluation of the predictive models are explained within this section.  A 

high-level diagram of the research methodology is presented below in Figure 3-1: 

 

Figure 3-1. High Level Research Methodology Diagram 



 

43 

 

As shown in Figure 3-1, the methodology developed for this praxis is comprised 

of three sections whose subcomponents form the building blocks used to evaluate the 

hypotheses that guide this experimental study.  The first section, driven by Hypothesis 1, 

focuses on the data preparation and feature engineering techniques selected to identify the 

significant features needed to develop the Phishing Test Campaign Schedule predictive 

functions.  The next section, which is guided by Hypothesis 2, involves testing and 

training the models on different algorithms assessed in this study.  The models are tuned 

and evaluated on test data by reviewing their performance metrics.  The intention of this 

section is to determine if a predictive model using algorithms can be developed to predict 

a Phishing Test Campaign Schedule.  The last section, which is led by Hypothesis 3, 

compares the algorithms used for the predictive models against the Random Forest 

classifier, under the assumption that it will more accurately predict more models within 

the Phishing Test Campaign Schedule. 

3.2 Data Preparation 

  The data used in this study was provided by a municipality for research purposes.  

The data sources consist of the Employee Phishing Test Results, Employee 

Demographics, Monthly Inbound Malware-containing Emails Report, and Hourly 

Inbound Malware-containing Emails Report.  The Employee Phishing Test Results 

summarized employee and elected official responses from simulated phishing test 

campaigns over a specified timeframe.  The Employee Demographics provided the 

departmental and gender information for each person employed by the city.  The Inbound 

Malware-containing Emails summarized the daily and hourly volume of malicious emails 
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detected as containing malware.  Further information on the data sources used in this 

research study is summarized in the data dictionary as presented in Table 3-1. 

3.2.1 Types of Categorical Variables 

  The data from the multiple data sources was transformed into categorical variables.  

Many of the data types were originally in a numerical format and had to be converted to 

categorical variables for statistical purposes.  A categorical variable is a variable that 

classifies qualitative or quantitative outcomes into fixed groupings that consist of two or 

more categories.  Qualitative data can be represented by diverse types of categorical 

variables as detailed below: 

• Binary Data – categorical data that can consist of only two possible outcomes 

• Nominal Data – categorical data that is observed, has no quantitative value, and is 

classified by labeling or naming variables 

• Ordinal Data – data that is classified into categories that follow a set order or 

scale 

Research Data Source  Description  

Employee Demographics A roster of all city employees with 

their departments and gender 
16 Departments 

Employee Phishing Test 

Results 

Cumulative report of simulated 

phishing security test results for 

each employee 

17 months of reports 

and results for 230 

employees 

Monthly Inbound Malware-

containing Emails  

The daily number of inbound 

emails detected as containing 

malware for a month 

20 months of reports 

Hourly Inbound Malware-

containing Emails  

The hourly number of inbound 

emails detected as containing 

malware for a day 

57 days of reports  

Table 3-1. Data Dictionary of Research Data Sources 
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3.2.2 Data Preprocessing: Transformation to Categorical Data 

  The data from the Employee Phishing Test Results was received in a numerical 

format.  The data in the Employee Phishing Test Results was segregated by each 

individual and captured their responses to the phishing test campaigns that occurred over 

time.  The resulting actions of the 230 municipal employees and elected officials are 

represented in this study.  Their responses are captured in the following categories: 

Failures, Clicks, Replies, Attachments, Macros, Data, and Reported.  A description of 

each category is provided in Table 3-2 (KnowBe4, 2016).  The numerical variables for 

each category within the phishing test campaign were converted to binary variables, thus 

having only two possible outcomes.   Upon review of the Employee Demographics, the 

departments where further grouped into bins to minimize the number of categories by 

combining the functions that provided similar services or had commonalities in their 

organizational structure.  A total of 16 departments were identified, with each nominal 

label being assigned a numerical department code for analytical purposes.  Additionally, 

the gender of each employee was defined using nominal and binary classification.   

Category Description 

Failure The amount of phishing test failures that occurred for each 

individual that received a simulated phishing email 

Clicks The number of times the user clicked on a phishing link embedded 

within the simulated phishing email 

Replies The number of times the user replied to a simulated phishing email 

Attachments The number of times the user opened an attachment in the 

simulated phishing email 

Macros The number of times the user enabled macros from the simulated 

phishing email 

Data The number of times the user entered data into a landing page after 

receiving a simulated phishing email 

Reported The number of times the users successfully reported the phishing 

test using the Phish Alert Button 

Table 3-2. Simulated Phishing Tests Categories (KnowBe4, 2016) 
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The data from the Monthly Inbound Malware-containing Emails Report consists of 

the total number of malicious emails identified as containing malware for each day of the 

month within the research timespan.  From the preliminary dataset the number of 

malicious emails received each day were transformed into binary categorical variables.  

The months and days followed the standard nominal naming of January through 

December and Sunday through Saturday. The data from the Hourly Inbound Malware-

containing Emails Report detailed the total number of malicious emails identified as 

containing malware for each hour within a day.  The malicious emails received each hour 

were assigned a binary category.  The military time convention was used to categorize 

the hours in which the malicious emails were received.  Each data label was assigned a 

numerical value that corresponded to the named category for analytical evaluation.    

Additionally, a risk level (Low, Medium, High) was assigned for each day and hour 

based on volume of malicious emails received for that day or hour.  An overview of the 

data preparation and preprocessing methods used in this study is shown in Figure 3-2.  

 

Figure 3-2. Overview of Data Preparation and Preprocessing 
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3.2.3 Feature Engineering 

  The Principal of Parsimony, or Occam’s razor, suggests that simpler models with 

fewer assumptions should be preferred over complex models.  Therefore, feature 

engineering is an indispensable part of developing machine learning models.  The 

simplest hypothesis that fits the data should be the preferred solution as Occam’s razor is 

the act of shaving away unnecessary assumptions.  This section details the methodical 

approach to identifying the most relevant features for the models presented in this 

research study.  After being preprocessed, the datasets used in this study were prepared 

for the predictive modeling using feature engineering techniques.  The data preparation 

methods utilized for this study including the feature engineering techniques are shown 

Figure 3-3. 

3.2.3.1 Feature Creation 

Features were created using the preprocessed and transformed data for all of the 

predictive models in this study.  Feature creation is the process of creating new features 

from the existing dataset to strengthen the model predictability (Amazon Web Services 

[AWS], 2021).  The primary feature creation technique used in this research study was 

the binning of numerical features.  This entailed the dividing of the features into distinct 

 

Figure 3-3. Data Preparation Methods 
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groups, thus engineering categories and features that better represented the data structure 

(Steele, 2021) for each model in the Phishing Test Campaign Schedule.   

3.2.3.2 Feature Selection 

The feature selection technique used in this study was the Chi-Square Test for 

Association.  The Chi-Square test measures the degree of association between two 

categorical variables and is considered a univariate technique due to each feature being 

evaluated separately.  For proper application of the Chi-Square test the following 

conditions must be met (Gupta, 2020): 

• The variables must be categorical 

• The variables must be sampled independently 

• The expected frequencies are greater than five  

If this approach was applicable based on the abovementioned conditions, then the data 

was arranged into contingency tables that tallied the observations from the multiple 

categorical variables.  To determine if the variables were independent the p-value was 

compared to the significance level, ɑ.  If the p-value was ≤ ɑ then the null hypothesis, H0, 

was rejected.  If the p-value was ≥ ɑ then there was not enough evidence to conclude that 

the variables were associated, thus failing to reject H0.  The hypotheses for the Chi-

Square Test for Association are as follows (Minitab, 2022): 

• H0: The variables are independent; no association between variables exists. 

• H1: The variables are not independent; an association between variables exist 

and variables are dependent. 

The Minitab statistical software platform was used to perform the Chi-Square analysis. 
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3.2.3.3 Feature Extraction 

The feature extraction technique used in this research study was Principal 

Component Analysis.  Principal Component Analysis is a form of unsupervised machine 

learning.  Unsupervised machine learning uses unclassified data that is not labeled, to 

learn from that data, provide insights, and identify patterns.  In PCA there are only input 

variables (X) and no response variables (Y), so conclusions are drawn without declaring a 

Y.  Linear transformation is used to create new variables that are not correlated, thus 

forming a set of principal components.  The PCA transformation is presented in Figure 3-

4 (Ghasemi et al., 2019). 

The first principal component follows the direction in which the variance of the dataset is 

maximized.  Likewise, the second principal component finds the maximum variance in 

the data but is uncorrelated and orthogonal to the first principal component.  This process 

continues to repeat based on the number of dimensions, where the corresponding 

principal component is orthogonal to the prior components that have the most variance 

(Intelligent Business Machines Corporation [IBM], 2020).  The Minitab statistical 

 

Figure 3-4. Schematic of PCA Transformation (Ghasemi et al., 2019) 
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software platform was used to perform the Principal Component Analysis.  This method 

was applied to all models developed for the Phishing Test Campaign Schedule. 

An in-depth summary of the feature engineering techniques presented in this 

section and utilized to conduct this research are shown in Figure 3-5. 

3.2.4 Imbalanced Datasets  

 Imbalanced datasets are common classification problems.  An imbalanced dataset 

is where the distribution among the classes is biased or skewed and not equal.  Slight 

imbalances between the majority and minority classes are often not a concern.  However, 

a dataset that has a severe imbalance can be challenging to model and requires 

specialized techniques because the minority class can be harder to predict.  To address 

the datasets in this study that were imbalanced the Synthetic Minority Oversampling 

Technique, or SMOTE, was used.  This oversampling technique generates synthetic 

samples for the minority class but does not change the number of instances in the 

 

Figure 3-5. Overview of Feature Engineering Techniques 
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majority class.  The SMOTE executes the following three steps to generate a synthetic 

sample and is illustrated in Figure 3- 6 (Last, 2017): 

1) A random minority observation 
𝑎
→ is selected 

2) Among its k nearest minority class neighbors, instance 
𝑏
→ is selected 

3) A new sample 
𝑥
→ is created by the random interpolation of the two samples: 

a. 
𝑥
→ = 

𝑎
→ + w x (

𝑏
→ − 

𝑎
→), where w is a random weight in [0,1] 

The application of SMOTE as used in this research study is described in Figure 3-7. 

3.3 Machine Learning Algorithms 

  Supervised machine learning algorithms were primarily used to conduct this 

research study.  Supervised machine learning algorithms learn on labeled training data to 

 

Figure 3-6. SMOTE Linear Interpolation (Last, 2017) 

 

Figure 3-7. Overview of SMOTE for Imbalanced Data 
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aid in accurately predicting responses on untrained data.  The training dataset contains the 

inputs and correct outputs of the data which help the model to learn over time.  The 

flowchart of a supervised machine learning model is displayed in Figure 3-8 (Nguyen et 

al., 2017). 

Supervised machine learning algorithms are categorized as classification or 

regression models.  Classification models aim to accurately assign test data into labeled 

categories.  Regression models are used to investigate the relationship between dependent 

and independent variables. The classification algorithms used in this study and their 

machine learning families are summarized in Table 3-3.  This research study uses WEKA 

to conduct the predictive modeling for the Phishing Test Campaign Schedule. 

 

Figure 3-8. Supervised Machine Learning Model (Nguyen et al., 2017) 

Classification Algorithm Machine Learning Family 

J48 Decision Tree 

k-Nearest Neighbor Instance Based 

Naïve Bayes Bayesian 

Random Forest Ensemble 

Support Vector Machines General Classifier 

Table 3-3. Praxis Machine Learning Models 
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3.3.1 J48 Decision Tree 

The J48 decision tree is an extension of the Iterative Dichotomiser 3 (ID3) 

algorithm developed by the WEKA project team.  J48 is an optimized implementation of 

the C4.5 algorithm in WEKA.  The C4.5 algorithm uses labeled data to create decision 

trees that can be used for classification.  A tree-like model is used to provide decision 

paths and their consequences.  The decision tree represents the decision, and the growth 

of the tree involves deciding which features and conditions to choose.  The intermediate 

nodes of a decision tree represent the features, the branches represent the outcomes from 

the features, and the leaf nodes represent the class labels as demonstrated in Figure 3-9 

(Dunkley-Hickin, 2021).   

Recursive binary splitting of the nodes is used by decision trees in order to trace 

their path to the leaves.  Recursive binary splitting means that when a node is split, a 

decision is formed from one predictor that can be represented in a binary way.  This is 

done by using information gain and entropy.   Information gain measures how efficiently 

a feature separates the training data according to their target classification. The feature 

 

Figure 3-9. Decision Tree Structure (Dunkley-Hickin, 2021) 
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that has the highest information gain is selected as the root node of the tree.  Entropy 

works inversely, whereas when the entropy of a feature is low, it has a more favorable 

purity level.  When the entropy is higher it becomes more difficult to draw conclusions 

from the information.  Entropy is represented mathematically for one attribute in 

Equation 3-1, where S is the current state and pi is the probability of an event i of state S 

or percentage of class i in a node of state S (Chauhan, 2022). 

The mathematical representation of entropy for multiple attributes is shown in Figure 3-2, 

where T is the current state and X is the selected attribute (Chauhan, 2022). 

Using this top-down and greedy approach, the tree continues to grow down until it 

reaches a point where the stopping criteria are met. 

3.3.2 K-Nearest Neighbor  

K-Nearest Neighbor is a commonly used classification algorithm.  The algorithm 

references the labeled k data points nearest itself as the standard for classification, where 

k represents the number of neighbors to evaluate by the target point.  The neighbors that 

are within a certain distance of the target in the n dimensional space determine the label 

designation. A distance formula is used to calculate the distance of a datapoint in the test 

set against the other datapoints present in the training set (Bhoj et al, 2021).  The 

Euclidean distance, as seen in Equation 3-3, is commonly used in practical applications 

𝐸(𝑇, 𝑋) =  ∑ 𝑃(𝑐)𝐸(𝑐)

𝑐 ∈𝑋

 

Equation 3-2. Entropy for Multiple Attributes 

𝐸(𝑆) = ∑ ─ 𝑝𝑖 𝑙𝑜𝑔2 𝑝𝑖  

𝑐

𝑖 = 1

 

Equation 3-1. Entropy for One Attribute 
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of the kNN classifier.   In the Euclidean distance formula n represents the number of 

dimensions, x is the datapoint from the dataset and y is the new datapoint that will be 

predicted. 

Usually, the assigned k value is an odd integer to avoid instances where a tie could occur 

with classifying a data point.  This is illustrated in Figure 3-10 (Atallah et al., 2019) 

where k = 7 and there are three objective classes (i), (ii), and (iii).  The point Pt is 

classified to class (ii) which contains the highest number of nearest neighbors.  Once the 

distance between the target datapoint is calculated against all remining samples in the 

training dataset, a weight function is applied to rank the points by increasing distance.  

Voting determines the predicted class for the target point based on the classes of the k-

Nearest Neighbors.  

 

Figure 3-10. K-Nearest Neighbor Illustration (Atallah et al., 2019) 

Euclidean Distance (x, y)  =  √∑(𝑥𝑖 − 𝑦𝑖)2

𝑛

𝑖=1

 

Equation 3-3. Euclidean Distance 
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3.3.3 Naïve Bayes 

The Naïve Bayes algorithm applies a probabilistic approach to classification.  It 

uses the traditional form of Bayes Theorem to calculate the probabilities of a particular 

category.  The Bayesian method is used in machine learning applications to calculate 

conditional probabilities for classification purposes. Bayes theorem assumes that no prior 

prediction can be made based on the probability that an event is going to occur (Wei, 

2018).  This is a principled way of calculating a conditional probability without the joint 

probability of two or more simultaneous events occurring.  The theorem is utilized for the 

categorization of objects into different groups or for predicting whether or not a certain 

event will happen based on what has already happened (Wei, 2018) as detailed in 

Equation 3-4.   

Where,  

• 𝑃(𝐴│𝐵) is the probability of A happening based on B having already happened 

• 𝑃(𝐵│𝐴) is the probability of B happening based on A having already happened 

• 𝑃(𝐴) is the probability of A happening 

• 𝑃(𝐵) is the probability of B happening 

The extended form of Bayes Theorem is seen in Equation 3-5 for a partition (Ai) of the 

sample space. 

𝑃(𝐴|𝐵) =
𝑃(𝐵|𝐴) 𝑥 𝑃(𝐴)

𝑃(𝐵)
 

Equation 3-4. Bayes Theorem 
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The “algorithm is called naïve because it makes the underlying assumption that all 

of the features used for classification are independent of each other, although it is rare to 

actually obtain a set of totally independent features” (Mahendru, 2019).  This 

characteristic makes Naïve Bayes a very fast and space efficient algorithm (Bhoj et al, 

2021).  Although simple, it has proven to be an accurate and reliable machine learning 

classifier. 

3.3.4 Random Forest 

The Random Forest algorithm is an ensemble learning method for classification.  

Ensemble learning methods combine multiple base models, which are referred to as weak 

learners, to produce a more accurate machine learning model.  The Bootstrap 

Aggregation technique is used by the Random Forest classifier and is often referred to as 

Bagging.  This concept is represented in Figure 3-11 (Misra & Li, 2020).   

The Random Forest algorithm is composed of grouped decision trees. The 

classifier trains the multiple decision trees in parallel with bootstrapping followed by 

aggregation (Misra & Li, 2020).  In bootstrapping, several decision trees are trained on 

various subsections of the training data using random subsets of the available features.  

The classifier builds the varying decision trees together and merges them to produce a 

model that is better at prediction.  This machine learning meta-algorithm approach helps 

to reduce variance and avoid overfitting.  The best model is selected by majority voting.  

The final decision is made by aggregating the decisions of each individual tree which 

P(𝐴|𝐵) =
𝑃(𝐵|𝐴)𝑃(𝐴)

∑ 𝑃(𝐵|𝐴𝑖)𝑃(𝐴𝑖)𝑖
 

Equation 3-5. Extended Bayes Theorem 
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results in better generalization.  The Random Forest model is very robust and widely used 

for classification. 

3.3.5 Support Vector Machines 

Support Vector Machines are supervised learning models with algorithms that 

analyze data for classification.  The principal objective of SVM is to find the hyperplane 

that most effectively classifies the learning data by maximizing the margins between the 

classes as illustrated in Figure 3-12 (Mishra & Datta-Gupta, 2018).  The decision 

boundary of the hyperplane optimally separates the two classes by using a subset of the 

training data known as support vectors.  The maximum distance between the support 

vectors represents the optimal decision boundary.   

 

 

 

Figure 3-11. Implementation of the Random Forest Classifier (Misra & Li, 2020) 
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The formula for determining the linear decision surface separating the classes is a 

hyperplane defined by the following (Equation 3-5): 

wTx + b = 0 

Where, 

• w is a weight vector 

• x is an input vector  

• b is bias 

Such that, 

wTx + b ≥ 0 for di = +1 

wTx + b < 0 for di = -1 

• d is the margin of separation  

Equation 3-5. Defining the Separating Hyperplane 

 

Figure 3-12. Schematic of SVM Class Separation (Mishra & Datta-Gupta, 2018) 



 

60 

 

The number of misclassifications is limited because the “SVM algorithm penalizes the 

total distance of points that fall on the incorrect side on their margin between the training 

points for the two classes” (Mishra & Datta-Gupta, 2018).  Another key computational 

feature of the SVM is the use of kernel functions to separate classes that are nonlinear.  

The kernel function transforms the original data and maps it into a new space for those 

patterns that are not linearly separable.  Some of the common kernel functions are 

summarized in Table 3-4 (Padierna et al, 2014). 

The polynomial and Radial Bias Function (RBF) kernels were primarily utilized in this 

study to tune the SVM parameters for each model in the Phishing Test Campaign 

Schedule. 

3.3.6 Artificial Neural Networks 

Although supervised machine learning models were primarily used in this 

research, artificial neural networks (ANN) were incorporated into this study to evaluate 

their performance on the four predictive models.  Artificial neural networks are also 

referred to as neural networks (NN).  The computational neural network used in machine 

 

Table 3-4. Common Kernel Functions (Padierna et al., 2014) 
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learning was developed based on the foundational concepts of the human biological 

neural system.  The artificial neural network mimics the way biological neurons send 

signals amongst one another in the human neural system.  The neural networks are 

constructed from an interconnected group of artificial neurons.   Information is processed 

within the NN using a synaptic connectionist approach to computation (Sebastian & 

Puthiyidam, 2015).  They are comprised of multi-nodal layers, such as an input layer, one 

or more hidden layers, and an output layer (Figure 3-13).   

The variables of the neuron are the inputs and the values that they produce are the 

outputs.  The output of the neuron is the weighted sum of the inputs with an additional 

constant known as bias (Figure 3-14).  The activation function determines how the 

weighted sum of the inputs will be transformed into an output for a node or nodes in a 

layer within the network. 

 

 

 

Figure 3-13. Artificial Neural Network (Hodo et al., 2017) 



 

62 

 

The use of NNs can be practically applied for non-linear statistical data modeling.  

The multilayer perceptron (MLP) is a common form of neural network architecture and 

was used in this research study.   Multilayer perceptrons are universal approximators and 

can be applied to any continuous function.  The MLP learns by adjusting its perceptrons’ 

weights to produce a low error on the training data.  This is done using the 

backpropagation algorithm which performs learning on a feedforward neural network, 

such as the MLP.  Thus, the MLP can be utilized to train on the input/output pairings 

seen in supervised learning algorithms. 

3.4 Model Validation 

The predictive models used in this study were evaluated using k-fold cross-

validation.  In this method, the training dataset is divided into k equal parts.  The first part 

of the data is held out for testing and the remaining k parts are used for training the 

model.  Once the model is trained it is tested on a holdout set.  This process is repeated k 

times, where the holdout set changes for each case which allows every datapoint to be 

included in the test set (Figure 3-15).   

 

 

Figure 3-14. Architecture of a Neuron (Elrharras et al., 2015) 
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The predictive models in this study were evaluated using 10-fold cross-validation.  

Figure 3-16 details the methodological approach for training and validating the predictive 

models developed for this study. 

3.5 Performance Evaluation Measures 

After cross-validation was completed, the predictive models in this study were 

evaluated using several performance measures to determine their effectiveness. The 

 

Figure 3-16. Overview of Model Training and Validation 

 

 

Figure 3-15. K-fold Cross-validation Method (Ren et al., 2019) 
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prediction results from the test datasets are summarized in a confusion matrix.  The 

confusion matrix depicts the performance of an algorithm by examining similarities 

results from the actual and predicted classes. A binary confusion matrix is shown in 

Figure 3-17:  

Where,  

• True Negative (TN) represents all the true negative outcomes that the model 

correctly predicted belonging to the negative class 

• False Negative (FN) represents all the false negative outcomes that the model 

incorrectly predicted as belonging to the negative class 

• True Positive (TP) represents all the true positive outcomes that the model 

correctly predicted as belonging to the positive class 

• False Positive (FP) represents all the false positive outcomes that the model 

incorrectly predicted as belonging to the positive class 

 

Figure 3-17. Binary Confusion Matrix 
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The information produced from the confusion matrix provides the data inputs for the 

performance evaluation measures.  The performance evaluation measures used in this 

study are accuracy, recall, precision, and F-Measure.  The formulas for these performance 

evaluation measures are summarized in Table 3-5. 

These performance metrics were used to select the best-in-class algorithms for 

each model and to compare the performance of the algorithms selected for the Phishing 

Test Campaign Schedule against the Random Forest classifier as detailed in Figure 3-18. 

 

Accuracy 

 

𝑇𝑃  +  𝑇𝑁

𝑇𝑃  +  𝑇𝑁  +  𝐹𝑁  +  𝐹𝑃
 

 

Precision 

 

𝑇𝑃 

𝑇𝑃  +  𝐹𝑃
 

 

Recall 

 

𝑇𝑃 

𝑇𝑃  +  𝐹𝑁
 

 

F-Measure 

 

2 x 
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 𝑥 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛  +  𝑅𝑒𝑐𝑎𝑙𝑙
 

Table 3-5. Performance Evaluation Measures 
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3.6 Graphical Summary of the Research Methodology 

 This chapter concludes with a graphical summary of the research methodology 

detailed in this chapter as presented in Figure 3-19.  The graphical summary highlights 

the following: 1) What are the major components of this research and displays their 

representative sections in this chapter, 2) Why the method/process was chosen, and 3) 

How each task will get completed to meet the primary objective of this research study. 

 

Figure 3-19. Graphical Summary of the Research Methodology 

 

Figure 3-18. Overview of Model Evaluation 
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Chapter 4—Results 

 

4.1 Overview  

The objective of this praxis is to utilize machine learning techniques for the 

development of a predictive model to strategically time a Phishing Test Campaign 

Schedule.  The research questions that steer this pioneering study are: 1) Which are the 

features that can be used to develop a predictive Phishing Test Campaign Schedule; 2) 

Can a machine learning model be developed to predict a Phishing Test Campaign 

Schedule; and 3) Which machine learning model can predict a Phishing Test Campaign 

Schedule with the highest accuracy.  The respective hypotheses for the research questions 

are: 1) Clicks, Repeat Failures, Repeat Reporting, Department, Gender, Day, Month, 

Risk, Business Hours, and Time are significant features in the development of a Phishing 

Test Campaign Schedule; 2) A predictive model based on machine learning classification 

algorithms can be developed to predict a Phishing Test Campaign Schedule; and 3) A 

predictive model using a Random Forest algorithm will more accurately predict a 

Phishing Test Campaign Schedule.  The results of this study are presented in this chapter 

and implemented in accordance with the prescribed methodological approach developed 

for this praxis. 

4.2 Feature Engineering on Simulated Phishing Test Data 

 The Employee Phishing Test Results, which is comprised of the responses from 

the simulated phishing test campaigns, and the Employee Demographics were the data 

sources used to develop the phishing test Failures and phishing test email Reporting 

predictive models.  The raw data from the Employee Phishing Test Results (Table 4-1) 



 

68 

 

and the Employee Demographics were transformed into categorical variables and 

combined to create a new dataset, called the Phishing Test Data Features (Table 4-2). 

As shown in Table 4-2, the area in yellow represents the new features that resulted from 

feature engineering and combining of the Employee Phishing Test Results and Employee 

Demographic data sources.  The features in the green section were a part of the original 

Employee Phishing Test Results raw dataset and the categories in red, Macros and Data 

although in the original Employee Phishing Test Results dataset, were excluded from the 

predictive modeling because all the responses were the same for each employee.   

 

Table 4-1. Employee Phishing Tests Results Raw Data Sample 

 

 

Failures Clicks Replies Attachments Macros Data Reported

6 6 0 0 0 0 1

4 2 0 2 0 0 0

4 4 0 0 0 0 0

4 3 0 1 0 0 4

4 4 0 0 0 0 0

Phishing Test Data Features Categorical Response Description of Response 

Original 
Features in 
Employee 
Phishing 

Test 
Results 

Failure Yes or No Did the employee fail a phishing test 

Clicks Yes or No Was the phishing test failure a click 

Replies Yes or No Was the phishing test failure a reply 

Attachments Yes or No Was the phishing test failure an attachment 

Reported Yes or No Did the employee report the phishing test 

Features 
Created by 

Merging 
Data and 
Feature 

Engineering 

Repeat Failures Yes or No Did the employee fail multiple phishing tests 

Repeat Failure 
Type Clicks/Replies/Attachment Were the failures the same type 

Repeat Reporting Yes or No 
Did the employee repeat the reporting of 
phishing tests 

Department  Employee's Department What is the employee's department 

Gender Male or Female What is the employee's gender 

Excluded 
Features 

Macros Yes or No 
All responses the same; excluded from 
predictive model 

Data Yes or No 
All responses the same; excluded from 
predictive model 

Table 4-2. Summary of Phishing Test Data Features 
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4.2.1 Chi-Square Analysis on Simulated Phishing Test Data 

 Where applicable, the Chi-Square Test for Association was performed on the 

variables that could contribute to a simulated phishing test failure.  Recall that the 

statistical assumptions for the Chi-Square Test for Association are as follows: 1) the 

variables have to be categorical, 2) the variables have to be sampled independently, and 

3) the expected frequencies are greater than five.  The Chi-Square test could not be 

performed on the Department, Attachments, Repeat Failure Type and Replies data due to 

expected counts for some of the cells being less than five.  A significance level of 0.05, as 

denoted by ɑ or alpha, was used to compare the p-values to determine if the variables 

were statistically significant.  The results from the Chi-Square analysis are shown in 

Figures 4-1 through 4-3. 

 

Rows: Failure (Yes/No)    

Columns: Repeat Failures (Yes/No) 

 No Yes All 

        

No 121 0 121 

  93.64 27.36   
        

Yes 57 52 109 

  84.36 24.64   
        

All 178 52 230 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 

 Chi-Square DF P-Value 

Pearson 74.588 1 0.000 

Likelihood 
Ratio 

94.996 1 0.000 

 

Figure 4-1. Chi-Square for Failures and 

Repeat Failures 

 

 

 

 



 

70 

 

  

Rows: Failure (Yes/No)   Columns: Clicks 

 No Yes All 

        

No 121 0 121 

  65.76 55.24   
        

Yes 4 105 109 

  59.24 49.76   
        

All 125 105 230 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 

 Chi-Square DF P-Value 

Pearson 214.470 1 0.000 

Likelihood 
Ratio 

282.815 1 0.000 

 

Figure 4-2. Chi-Square for Failures and Clicks 

 

 

 

Rows: Failure (Yes/No)   Columns: Gender 

 Female Male All 

        

No 42 79 121 

  34.72 86.28   
        

Yes 24 85 109 

  31.28 77.72   
        

All 66 164 230 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 

 Chi-Square DF P-Value 

Pearson 4.515 1 0.034 

Likelihood 
Ratio 

4.565 1 0.033 

 

Figure 4-3. Chi-Square for Failure by Gender 
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Based on the Chi-Square results Repeat Failures, Clicks and Gender had p-values 

≤ 0.05, thus signifying that the variables are dependent, therefore we reject the null 

hypothesis, H0, for each feature.  The Chi-Square analysis between the employees that 

failed a simulated phishing test and those that reported a phishing test (Figure 4-4) had a 

p-value of 0.076, therefore we fail to reject the null hypothesis, H0, due to insufficient 

evidence to conclude that the variables were associated.  Furthermore, the results from 

this Chi-Square analysis helped to determine that the acts of failing a phishing test and 

reporting a phishing test are disjointed functions, with both having unique contributing 

factors, that should be evaluated in separate predictive models.  The results from the Chi-

Square analysis for reporting as a separate response variable are presented in Figure 4-5 

and Figure 4-6. 

 

Rows: Failure (Yes/No)   Columns: Reported 

 No Yes All 

        

No 92 29 121 

  97.33 23.67   
        

Yes 93 16 109 

  87.67 21.33   
        

All 185 45 230 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 

 Chi-Square DF P-Value 

Pearson 3.143 1 0.076 

Likelihood 
Ratio 

3.189 1 0.074 

 

Figure 4-4. Chi-Square for Failure and Reported 
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The Chi-Square analysis of Reporting and Repeat Reporting evaluated against Gender 

suggest that there is an association between the variables as both p-values are ≤ 0.05, thus 

statistically demonstrating significance.  As a result, we reject the null hypotheses for 

Reporting and Repeat Reporting. 

4.2.2 PCA for the Failures Algorithm  

 Building upon the results from the Chi-Square analysis, Principal Component 

Analysis was performed on all features except for Macros and Data, to provide insight 

into which features should be used for the predictive models.  For the Failures algorithm, 

the eigenanalysis of the correlation matrix shows that 80 - 90% of the variance is within 

four to five principal components, which are determined by evaluation of the 

eigenvectors (Figure 4-7).  The variance for four principal components is at 82.7% and 

Rows: Reported   Columns: Gender 

 Female Male All 

        

No 43 142 185 

  53.09 131.91   
        

Yes 23 22 45 

  12.91 32.09   
        

All 66 164 230 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 

 Chi-Square DF P-Value 

Pearson 13.738 1 0.000 

Likelihood 
Ratio 

12.751 1 0.000 

 

Figure 4-5. Chi-Square for Reporting 

by Gender 

 

 

 

 

Rows: Repeat Reporting (Yes/No)   

Columns: Gender 

 Female Male All 

        

No 51 148 199 

  57.61 141.39   
        

Yes 15 14 29 

  8.39 20.61   
        

All 66 162 228 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 

 Chi-Square DF P-Value 

Pearson 8.381 1 0.004 

Likelihood 
Ratio 

7.684 1 0.006 

 

Figure 4-6. Chi-Square for Repeat 

Reporting by Gender 
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the variance for five principal components is at 95.2%.  The scree plot supports this with 

the inflection point being at five principal components (Figure 4-8).   

In the preliminary PCA results before feature reduction, the first principal component had 

greater positive associations with Repeat Failures (0.579), Repeat Failure Type (0.564) 

and Clicks (0.520).  The second principal component had larger negative associations 

Eigenanalysis of the Correlation Matrix 

Eigenvalue 2.7463 1.1867 0.9518 0.9016 0.8802 0.2328 0.1006 

Proportion 0.392 0.170 0.136 0.129 0.126 0.033 0.014 

Cumulative 0.392 0.562 0.698 0.827 0.952 0.986 1.000 

Eigenvectors 

Variable PC1 PC2 PC3 PC4 PC5 PC6 PC7 

Repeat Failures (Y - 1/N - 0) 0.579 -0.053 -0.013 -0.037 0.053 -0.211 -0.783 

Repeat Failure Type (1 - Clicks 0.564 -0.034 -0.041 -0.082 0.098 -0.568 0.583 

Clicks 0.520 -0.250 -0.179 -0.117 -0.043 0.761 0.202 

Replies 0.150 0.382 0.841 -0.303 0.061 0.166 0.045 

Attachments 0.167 0.492 -0.059 0.719 0.429 0.156 0.044 

Department by No 0.063 -0.543 0.482 0.599 -0.327 -0.045 0.037 

Gender F - 1 and M - 0 -0.149 -0.501 0.154 -0.108 0.831 0.010 -0.020 

Figure 4-7. Preliminary PCA for the Failures Algorithm 

 

 

 

 

 

 

 

Figure 4-8. Preliminary Scree Plot for the Failures Algorithm 
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with Department (-0.543) and Gender (-0.501).  The loading plot (Figure 4-9) visually 

shows that there is strong influence between Repeat Failure Type and Repeat Failures, as 

the smaller angles between the loadings indicate higher correlation between the 

predictors.   

Since these features show comparable results and had similar data stories, additional 

analysis was performed to determine if both features needed to be included in the final 

feature evaluation. The datasets for both features did not follow a normal distribution, but 

had similar distributions (Figure 4-10), so the Kruskal-Wallis test was performed to 

determine if there was a difference in the medians for the two groups.  The categories for 

Repeat Failures are Yes (1) and No (0).  The categories for Repeat Failure Types are 

Clicks (1), Attachments (2), Replies (3), and No Repeat Failures (0).  Recall from the 

Chi-Square analysis that Attachments and Replies had expected frequencies less than 

five, therefore most of the repeat failures are Clicks which can be seen from the 

 

Figure 4-9. Preliminary Loading Plot for the Failures Algorithm 
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histogram for Repeat Failure Types.  This suggests that there is not much variation 

between Repeat Failures and Repeat Failure Types.   

The assumptions for the Kruskal-Wallis test are as follows: 1) the observations 

are independent, 2) the response variable is ordinal or quantitative, and 3) the 

distributions of the groups have similar shapes.  There is no assumption of normality with 

the Kruskal-Wallis test.  The null hypothesis (H0) for the Kruskal-Wallis Test is that all 

the medians are equal, and the alternative hypothesis (H1) is that at least one median is 

different.  A significance level of 0.05 was used to analyze the p-values where a p-value 

≤ ɑ indicates that the difference between the medians is statistically significant and a p-

value > ɑ indicates that the differences between the medians is not statistically 

significant.  Since the p-value was > 0.05, we fail to reject H0 which means that there is 

statistical evidence to suggest that the medians are equal (Figure 4-11).  Due to this, 

Repeat Failure Types was removed from the PCA feature evaluation, and the model was 

revaluated without this feature to eliminate redundancy.   

 

Figure 4-10. Histograms for Repeat Failures and Repeat Failure Types 

 

 

 

 

 

 

 



 

76 

 

 After the features for the Failures algorithm where reassessed using PCA, the 

final interpretation of the eigenvalues (Figure 4-12) and loading plot (Figure 4-13) 

identified that Repeat Failures (0.675) and Clicks (0.624) had larger loadings on principal 

component one and Department (0.564) and Gender (0.480) had larger loadings on 

principal component two.  The loadings closer to -1 or 1 indicate that the variable 

strongly influences the component.  There is a correlation between those employees that 

Replied to a phishing test email and those that opened an Attachment of a phishing test 

email on principal component one as shown by the smaller angle between the two 

features.  However, the loading values for Replies (0.198) and Attachments (0.225) were 

lower than some of the other attributes that influenced principal component one, therefore 

they were not selected for the final predictive model. 

 

 

 

Descriptive Statistics 

Lots N Median Mean Rank Z-Value 

Repeat Failure Type (1 - Clicks 41 1 32.3 -0.12 

Repeat Failures (Y - 1/N - 0) 23 1 32.9 0.12 

Overall 64   32.5   

Test 

Null hypothesis H₀: All medians are equal 

Alternative 
hypothesis 

H₁: At least one median is 
different 

Method DF H-Value P-Value 

Not adjusted for 
ties 

1 0.01 0.905 

Adjusted for ties 1 0.16 0.693 
 

Figure 4-11. Kruskal-Wallis Test on Repeat Failures and 

Repeat Failure Types 
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Based on the results from the Failures algorithm feature engineering techniques, the 

function developed for the predictive model is as follows: 

 

 

Figure 4-13. Final Loading Plot for the Failures Algorithm 

 

 

 

 

 

 

 

𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠 =  𝑅𝑒𝑝𝑒𝑎𝑡 𝐹𝑎𝑖𝑙𝑢𝑟𝑒 +  𝐶𝑙𝑖𝑐𝑘𝑠 +  𝐷𝑒𝑝𝑎𝑟𝑡𝑚𝑒𝑛𝑡 +  𝐺𝑒𝑛𝑑𝑒𝑟 

Equation 4-1. Predictive Function for Failures 

 

 

 

 

Eigenanalysis of the Correlation Matrix 

Eigenvalue 1.9377 1.1845 0.9501 0.8964 0.8638 0.1675 

Proportion 0.323 0.197 0.158 0.149 0.144 0.028 

Cumulative 0.323 0.520 0.679 0.828 0.972 1.000 

Eigenvectors 

Variable PC1 PC2 PC3 PC4 PC5 PC6 

Repeat Failures (Y - 1/N - 0) 0.675 0.084 0.031 -0.050 -0.152 -0.715 

Clicks 0.624 0.281 0.200 -0.172 -0.121 0.669 

Replies 0.198 -0.370 -0.858 -0.230 -0.116 0.147 

Attachments 0.225 -0.478 0.088 0.813 -0.177 0.141 

Department by No 0.107 0.564 -0.414 0.462 0.534 0.003 

Gender F - 1 and M - 0 -0.231 0.480 -0.209 0.199 -0.795 -0.016 

Figure 4-12. Final PCA for the Failures Algorithm 
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4.2.3 PCA for the Reporting Algorithm  

   The Chi-Square analysis on the Repeat Reporting and Gender features 

determined that these variables had influence on the response variable, Reporting.  

Principal Component Analysis (Figure 4-14) was performed to determine if these results 

remained consistent and to evaluate the Departmental data.  The results from the 

eigenanalysis and loadings plot (Figure 4-15) show that Gender (0.626) and Repeat 

Reporting (0.622) had greater influence on component one.  The angle between Repeat 

Reporting and Gender is smaller which means that the factors are correlated.  For 

principal component two, the loading plot suggests that the Department has a large effect 

on the component which can be seen by the longer line and coefficient value of 0.882.   

Since 80 - 90% of the variance was not captured in the first two components, only 71%, 

all of the evaluated features were determined to be valuable for the model development 

and thereby utilized for the Reporting predictive function as shown in Equation 4-2.   

 

 

Eigenanalysis of the Correlation Matrix 

Eigenvalue 1.1834 0.9478 0.8687 

Proportion 0.394 0.316 0.290 

Cumulative 0.394 0.710 1.000 

Eigenvectors 

Variable PC1 PC2 PC3 

Repeat Reporting (Y - 1/N - 0) 0.622 -0.350 -0.701 

Department by No 0.471 0.882 -0.023 

Gender F - 1 and M - 0 0.626 -0.316 0.713 

Figure 4-14. PCA for the Reporting Algorithm 
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4.3 Data Insights on the Simulated Phishing Test Dataset 

 The Simulated Phishing Test dataset was further analyzed to capture data insights 

that could be used to construct municipal cyber resiliency strategies.  Each department 

within the municipality was evaluated to determine the percentages of phishing test 

failures by department (Figure 4-16) and repeat phishing test failures by department 

(Figure 4-17).  The City Council (67%), Police (66%), and Planning & Development 

(63%) were the top departments with phishing test failures.  The Human Resources (HR) 

and Finance departments along with the Municipal Court and Records departments had 

no instances of phishing test failures.   

 

Figure 4-15. Loading Plot for the Reporting Algorithm 

 

 

 

 

 

 

 

𝑅𝑒𝑝𝑜𝑟𝑡𝑖𝑛𝑔 =  𝐺𝑒𝑛𝑑𝑒𝑟 +  𝑅𝑒𝑝𝑒𝑎𝑡 𝑅𝑒𝑝𝑜𝑟𝑡𝑖𝑛𝑔 + 𝐷𝑒𝑝𝑎𝑟𝑡𝑚𝑒𝑛𝑡  

Equation 4-2. Predictive Function for Reporting 

 

 

 

 

 

 

 



 

80 

 

From the departments that had phishing test failures, Building & Administrative 

Services (100%), Water (75%) and Aviation Operations (67%) were the top departments 

that had repeat phishing test failures.  The Office of the City Manager and Secretary, 

Information Technology (IT), Fleet, Street, & Animal Control, and Code Compliance 

departments did not have any instances of repeat phishing test failures.  The Police and 

Fire departments accounted for 65.2% of all phishing test failures and 69.2% of all repeat 

phishing test failures (Appendix Figures A-1 and A-2). 

 

 

 

 

 

Figure 4-16. Phishing Test Failures by Department 
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The gender of the municipal employees was evaluated to gather data insights on 

persons that had the propensity to fail and/or report phishing test emails.  As shown in 

Figure 4-18, 52% of the males and 36% of females had phishing test failures.  From those 

employees that failed a phishing test, 52% of males and 33% of females had repeat 

phishing test failures (Figure 4-19).   

Of the employees that received a phishing test email, 35% of females and 13% of 

males correctly identified and reported a phishing test email (Figure 4-20).  From the 

employees that reported a phishing test email, 65% of females and 64% of males were 

identified to have repeatedly reported a phishing test email (Figure 4-21). 

 

Figure 4-17. Repeat Phishing Test Failures by Department 
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Figure 4-19. Phishing Test Repeat Failures by Gender 
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Figure 4-18. Phishing Test Failures by Gender 

 

 

 

 

 

 

 

36%
52%

64%
48%

0%

20%

40%

60%

80%

100%

Female Male

Phishing Tests Failures by Gender

Failure No Failure

 

Figure 4-20. Reporting of Phishing Test Emails by Gender 
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4.4 Feature Engineering on Malicious Email Data 

 The next phase of this research study investigated malicious email data from 

inbound malware-containing emails.  The original Monthly Malware-Containing Emails 

dataset consisted of the day, month, and volume of the malicious emails.  That dataset 

was transformed into categorical variables and additional features were created as 

summarized in Table 4-3.  The Hourly Malware-Containing Emails dataset consisted of 

the day, hour, and time that the inbound malicious emails were received.  After the data 

transformation and categorization, the features used for more in-depth analysis are shown 

in Table 4-4.  

 

 

Figure 4-21. Repeat Reporting of Phishing Test Emails by Gender 
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Repeat Reporting Reported

Monthly Malicious Email 
Features Categorical Response Description of Response 

Original 
Features 

Malicious 
Email Yes or No Was a malware-containing received email 

Day Sunday thru Saturday What day was the malicious emailed received 

Month January thru December 
What month was the malicious emailed 
received 

Created 
Features 

Season 
Spring, Summer, Winter, 
Fall 

What season was the malicious emailed 
received 

Risk Low, Medium, High 
What is the risk level based on the volume of 
malware-containing emails received each day 

Table 4-3. Summary of Monthly Malicious Email Features 
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4.4.1 Chi-Square Analysis on Malicious Email Data 

 Chi-Square analysis was performed on the Monthly and Hourly Malware-

Containing Emails datasets.  The results from the analysis of the monthly malicious 

emails infer that there is an association between the Day (Figure 4-22) and Risk level 

(Figure 4-23) when evaluated against the response variable, Malicious Emails as both p-

values where ≤ 0.05, thus we reject H0.  Malicious emails did not show a monthly or 

seasonal variation.  There was no association between the Season and Month against the 

response variable, Malicious Emails based on the Chi-Square analysis.  The p-value for 

the Season was 0.185 and the p-value for the Month was 0.769, therefore we fail to reject 

the null hypotheses, H0, for Season and Month (Appendix Figures A-3 and A-4). 

Hourly Malicious Email 
Features Categorical Response Description of Response 

Original 
Features 

Malicious 
Email Yes or No Was a malware-containing received email 

Day Sunday thru Saturday What day was the malicious email received 

Time 0 - 23 (military time) What time was the malicious email received 

Created 
Features 

Business 
Hours 

Business Hour or Non-
Business Hour 

Was the malicious email received during 
business hours or non-business hours 

AM or PM AM (0-11) or PM (12 - 23) 
Was the malicious email received during AM 
hours or PM hours 

Risk Low, Medium, High 
 What is the risk level based on the volume of 
malware-containing emails received each hour 

Table 4-4. Summary of Hourly Malicious Email Features 
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     Rows: Malicious Email   Columns: Day 

 Friday Monday Saturday Sunday Thursday Tuesday Wednesday All 

                  

No 20 11 55 62 6 3 9 166 

  23.95 23.68 23.68 23.68 23.68 23.68 23.68   
                  

Yes 68 76 32 25 81 84 78 444 

  64.05 63.32 63.32 63.32 63.32 63.32 63.32   
                  

All 88 87 87 87 87 87 87 610 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 

 Chi-Square DF P-Value 

Pearson 207.823 6 0.000 

Likelihood 
Ratio 

207.326 6 0.000 

 

Figure 4-22. Chi-Square for Monthly Malicious Emails and Day 

 

 

 

  Rows: Malicious Email   Columns: Risk 

 High Low Med All 

          

No 0 166 0 166 

  26.94 116.47 22.59   
          

Yes 99 262 83 444 

  72.06 311.53 60.41   
          

All 99 428 83 610 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 

 Chi-Square DF P-Value 

Pearson 96.980 2 0.000 

Likelihood 
Ratio 

142.531 2 0.000 

 

Figure 4-23. Chi-Square for Monthly 

Malicious Emails and Risk 
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The final Chi-Square analysis for this research study was conducted on the Hourly 

Malware-Containing Emails dataset.  There was no association between the response 

variable, Malicious Emails, and the Time which produced a p-value of 0.135, thus we fail 

to reject H0 (Appendix Figure A-5).  Risk was not evaluated using the Chi-Square test 

due to having several cells with expected counts less than five.  As demonstrated in 

Figures 4-24 through 4-26, there was statistical significance between Malicious Emails 

with respect to Day, Business Hour, and AM or PM as all of the features had p-values ≤ 

0.05. 

 

 

 

 

     Rows: Malicious Email   Columns: Day 

 Friday Monday Saturday Sunday Thursday Tuesday Wednesday All 

                  

No 135 262 65 249 234 279 263 1487 

  129.03 276.75 62.29 227.81 226.92 286.54 277.64   
                  

Yes 10 49 5 7 21 43 49 184 

  15.97 34.25 7.71 28.19 28.08 35.46 34.36   
                  

All 145 311 70 256 255 322 312 1671 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 

 Chi-Square DF P-Value 

Pearson 39.440 6 0.000 

Likelihood 
Ratio 

45.412 6 0.000 

 

Figure 4-24. Chi-Square for Hourly Malicious Emails and Day 
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4.4.2 PCA for the Monthly Malicious Emails Algorithm 

 The eigenanalysis of the monthly Malicious Emails features places 80 – 90% of 

the variance at three principal components or 84.5% (Figure 4-27).  From the loading 

plot, it can be seen that Month and Season had the strongest influence on principal 

component one.  Both features are highly correlated due to the loadings being closer 

together and having a large degree of overlap (Figure 4-28).  Due to this all the principal 

component weights were evaluated for Month and Season.  Season had the smaller 

absolute value of weightings, at 1.45, which eliminated this feature from the final model.  

The combined absolute value of the weightings for Month equated to 1.49.  For principal 

component two, the Day and Risk loadings had strong influence on the component with 

both having the same absolute value of 0.707.  Although the absolute values were the 

Rows: Malicious Email    

Columns: Business Hours 

 BH NBH All 

        

No 536 951 1487 

  552.6 934.4   
        

Yes 85 99 184 

  68.4 115.6   
        

All 621 1050 1671 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 

 Chi-Square DF P-Value 

Pearson 7.224 1 0.007 

Likelihood 
Ratio 

7.058 1 0.008 

 

Figure 4-25. Chi-Square for Hourly 

Malicious Emails and Business Hour 

 

 

 

Rows: Malicious Email    

Columns: AM or PM 

 AM PM All 

        

No 780 707 1487 

  757.29 729.71   
        

Yes 71 113 184 

  93.71 90.29   
        

All 851 820 1671 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 

 Chi-Square DF P-Value 

Pearson 12.600 1 0.000 

Likelihood 
Ratio 

12.682 1 0.000 

 

Figure 4-26. Chi-Square for Hourly 

Malicious Emails and AM or PM 
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same, Day had a positive correlation and Risk had a negative correlation.   Based on the 

overall feature engineering results, the three features selected for the monthly Malicious 

Emails predictive model were Day, Month and Risk level as shown in Equation 4-3. 

Eigenanalysis of the Correlation Matrix 

Eigenvalue 1.3799 1.1428 0.8577 0.6196 

Proportion 0.345 0.286 0.214 0.155 

Cumulative 0.345 0.631 0.845 1.000 

Eigenvectors 

Variable PC1 PC2 PC3 PC4 

Day -0.002 0.707 0.706 0.034 

Month 0.706 0.023 -0.056 0.705 

Risk 0.032 -0.707 0.705 0.047 

Season 0.707 0.010 0.026 -0.707 

Figure 4-27. PCA for the Monthly Malicious 

Emails Algorithm 

 

Figure 4-28. Loading Plot for the Monthly Malicious Emails Algorithm 

 

 

 

 

 

𝑀𝑜𝑛𝑡ℎ𝑙𝑦 𝑀𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠 𝐸𝑚𝑎𝑖𝑙𝑠 =  𝐷𝑎𝑦 +  𝑀𝑜𝑛𝑡ℎ + 𝑅𝑖𝑠𝑘 

Equation 4-3. Predictive Function for Monthly Malicious Emails 
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4.4.3 PCA for the Hourly Malicious Emails Algorithm 

 Several iterations of PCA were conducted to determine the features for use in the 

Hourly Malicious Emails predictive model.  Upon initial review of the eigenanalysis, 80-

90% of the variance was found to be between three (78.4%) to four (95.4%) principal 

components (Figure 4-29).  This is supported by an inflection point of four components 

as shown in the scree plot (Figure 4-30).   

Eigenanalysis of the Correlation Matrix 

Eigenvalue 1.9433 1.0001 0.9783 0.8503 0.2280 

Proportion 0.389 0.200 0.196 0.170 0.046 

Cumulative 0.389 0.589 0.784 0.954 1.000 

Eigenvectors 

Variable PC1 PC2 PC3 PC4 PC5 

Day -0.033 0.977 0.209 -0.032 0.000 

Risk 0.150 -0.204 0.965 -0.075 -0.010 

AM or PM 0.665 0.040 -0.095 -0.097 0.733 

Time 0.597 0.032 -0.130 -0.485 -0.624 

Business Hours 0.422 0.041 0.008 0.865 -0.269 

 

Figure 4-29. PCA for the Hourly Malicious 

Emails Algorithm 

 

 

 

 

 

 

 

Figure 4-30. Scree Plot for the Hourly Malicious Emails Algorithm 
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The loading plot suggests that a high degree of correlation exists between features AM or 

PM and Time (Figure 4-31).  Due to the loadings overlapping, this signifies that both of 

features are not needed for the predictive model.  To reduce redundancy, the weights of 

all principal components were considered for both features.  Time had the larger absolute 

value of the combined weightings for the principal components yielding a result of 1.87 

whereas AM or PM had a combined weightings value of 1.63.  The Day feature, being 

orthogonal to Time and AM or PM, had the strongest influence on principal component 

two with a loading value of 0.997. 

The Business Hour feature was removed for the next PCA iteration to determine if AM or 

PM and Time would produce comparable results.  The eigenvalues for both features had 

comparable results for components one and two as evidenced in Figure 4-32.  

Furthermore, the loadings in Figure 4-33 show that AM or PM and Time continued to 

exhibit a high degree of correlation, thus proving that both features did not need to be in 

 

Figure 4-31. Loading Plot for the Hourly Malicious Emails Algorithm 
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the final predictive model.  As a result of this analysis the feature AM or PM was 

eliminated from the model.  Considering the results from the PCA and Chi-Square 

analysis, the features that were determined to be the independent variables for the Hourly 

Malicious Emails response variable are captured in Equation 4-4.   

 

Eigenanalysis of the Correlation Matrix 

Eigenvalue 1.7431 0.9997 0.9783 0.2789 

Proportion 0.436 0.250 0.245 0.070 

Cumulative 0.436 0.686 0.930 1.000 

Eigenvectors 

Variable PC1 PC2 PC3 PC4 

Day -0.041 0.976 -0.212 -0.000 

Risk 0.166 -0.202 -0.965 0.023 

AM or PM 0.698 0.049 0.093 -0.708 

Time 0.695 0.056 0.125 0.705 

Figure 4-32. Reduced Feature PCA for the 

Hourly Malicious Emails 

 

 

 

 

 

Figure 4-33. Loading Plot for the Reduced Feature PCA 

 

 

 

 

 

 

𝐻𝑜𝑢𝑟𝑙𝑦 𝑀𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠 𝐸𝑚𝑎𝑖𝑙𝑠 =  𝐷𝑎𝑦 +  𝑇𝑖𝑚𝑒 + 𝑅𝑖𝑠𝑘  +  𝐵𝑢𝑠𝑖𝑛𝑒𝑠𝑠 𝐻𝑜𝑢𝑟𝑠 

Equation 4-4. Predictive Function for Hourly Malicious Emails 
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4.5 Data Insights on the Malicious Emails Datasets 

As previously shared, 20 months of Monthly Malware-containing Email Reports 

were examined in this study.  The minimum amount of malicious emails received for a 

month during this 20-month period was 109 (October) and the maximum amount was 

279 (September).  The median was 171 and the mean was 181.  Most of the malicious 

emails, or 72%, were received on Tuesday’s (28%), Wednesday’s (23.1%) and Monday’s 

(20.9%), as shown in Appendix Figure A-6.  Further descriptive statistics are listed in 

Table 4-5, which summarize the maximum, minimum, median, and mean values of the 

malicious emails received for each day of the week over the course of the 20-month 

period. 

 For the Hourly Malware-containing Email Reports, which span over 57 days, 

56% of the malicious emails where received during business hours and 44% were 

received during nonbusiness hours.  Most of the malicious emails, or 58%, were received 

during the PM hours.  The minimum amount of malicious emails received during an hour 

of the 57-day period was one and the maximum amount was twelve.  The median was 

one and the mean was two. 

 

Day 
Malicious 

Email Totals  

Maximum 

Received  

Minimum 

Received  
Median  Mean  

Monday 754 40 1 7 10 

Tuesday 1011 42 1 8 12 

Wednesday 835 32 1 8 11 

Thursday 616 45 1 6 8 

Friday 292 30 1 3 4 

Saturday 66 7 1 1 2 

Sunday 37 6 1 1 1 

 

Table 4-5. Descriptive Statistics of Monthly Malicious Emails 
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The Monthly and Hourly Malicious Emails datasets were further analyzed to 

create visualizations of the cyberattack patterns for the municipality.  Using the historical 

data, heat maps were developed to reveal “hot spots” where there was significant higher 

or lower volume of malicious email occurrences.  A 3-color scale was used to visualize 

the malicious email volume where green represented lower volume, yellow represented 

the midpoint and red represented the maximum volume.  In Figure 4-34, the Monthly 

Malicious Emails heatmap reveals that Tuesdays more consistently had the higher 

malicious email volume followed by Wednesdays.  Examining the heatmap horizontally, 

the months of September and December had the higher email attack volumes as 

demonstrated by their high intensity color schemes. 

 

Month Sunday Monday Tuesday Wednesday Thursday Friday Saturday 

January 2 67 94 37 45 5 2 

February 0 37 24 32 29 8 5 

March 0 54 42 53 58 24 2 

April 1 21 106 88 49 5 0 

May 5 73 35 81 112 21 2 

June 2 14 121 82 43 29 6 

July 2 57 91 66 57 12 2 

August 3 74 118 28 50 28 8 

September 1 92 99 130 73 22 8 

October 6 23 53 77 38 36 9 

November 5 131 84 89 30 62 8 

December 10 111 144 72 32 40 14 

Total 37 754 1011 835 616 292 66 
 

 

Figure 4-34. Monthly Malicious Emails Heatmap 
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The Hourly Malicious Emails heatmap was analyzed to primary look for “hot 

spots” where malicious emails had more significant attack volume throughout a 24-hour 

period.  As visualized in Figure 4-35, the higher intensities were seen between the hours 

of 1100 through 1800, with 1700 leading at 27 instances followed by a tie of 26 instances 

between 1300 and 1600.  The business hours, which are from 0900 to 1700, held the 

largest amount of higher volume email attacks.  When evaluating the AM hours against 

the PM hours, the AM hours had a lower amount of “hotspots” at 96 instances, compared 

to the PM hours which had more “hotspots” and yielded 201 instances of malicious email 

activity. 

 

 

Figure 4-35. Hourly Malicious Emails Heatmap 

 

 

 

Hour Sunday Monday Tuesday Wednesday Thursday Friday Saturday

0 0 1 0 2 1 1 0

1 0 0 1 5 0 1 0

2 0 1 3 2 1 2 0

3 1 1 2 2 2 0 1

4 1 0 2 0 0 1 0

5 0 1 3 1 0 0 0

6 0 1 2 0 0 0 0

7 0 3 4 1 3 0 0

8 0 2 4 1 4 0 0

9 0 0 5 1 3 1 0

10 2 1 4 0 1 0 0

11 0 6 6 2 1 1 0

12 0 3 1 2 2 0 0

13 0 7 7 6 0 3 3

14 0 6 4 10 0 0 0

15 0 6 4 3 1 0 0

16 0 10 1 6 6 2 1

17 0 11 0 15 1 0 0

18 0 12 5 8 0 0 0

19 1 3 1 0 0 1 0

20 2 2 1 11 0 0 7

21 0 2 3 4 4 1 0

22 0 1 3 2 1 0 0

23 1 1 0 1 1 0 1

Total 8 81 66 85 32 14 13
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4.6 The Phishing Test Campaign Schedule 

 The next phase of this research study utilized the functions developed from the 

feature engineering techniques to determine which algorithms could be used to best 

predict the models that collectively form the Phishing Test Campaign Schedule.  Recall, 

that the Phishing Test Campaign Schedule consists of the following models in order of 

their feature engineering evaluations: 1) Phishing Test Failures, 2) Phishing Test Email 

Reporting, 3) Monthly Malicious Emails and 4) Hourly Malicious Emails.  In this 

section, each model is discussed, with emphasis on the final algorithm selected for each 

model.  Each predictive model developed for this study was ran using the following 

algorithms: Naïve Bayes, Support Vector Machines, kNN, J48 decision tree, Multilayer 

Perceptron and Random Forest.  The performance metrics chosen to evaluate the 

algorithms in the study were accuracy, precision, recall and F-Measure.  All the 

algorithms presented were examined using 10-fold cross-validation. 

4.6.1 Phishing Test Failures Algorithm 

 The purpose of the Phishing Test Failures algorithm is to predict those employees 

that are most likely to fail a simulated phishing test.  The Naïve Bayes Classier 

outperformed the other algorithms that were evaluated for this model.  This was 

accomplished by the Naïve Bayes Classifier computing the probability of an employee 

failing a simulated phishing test based on the prior knowledge of their repeat failures, 

propensity to click on a phishing test email, department, and gender.  Although the 

feature engineering techniques demonstrated that these features are correlated, the Naïve 

Bayes Classifier assumed that each feature used in the model was unrelated, or 

independent.  This assumption of independence resulted in the Naïve Bayes Classifier 



 

96 

 

being stronger at predicting the Phishing Test Failures for the municipality.  As seen in 

Table 4-6, the Naïve Bayes Classifier performed more robustly as compared to the other 

algorithms, yielding the following results: accuracy – 98.261%, precision – 98.3%, recall 

– 98.3% and F-Measure – 98.3%.  The J48 decision tree, Multilayer Perceptron, Random 

Forest, and SVM algorithms produced reliable results with all having an accuracy of 

97.826% and noteworthy values in the other performance metrics but still 

underperformed when compared against the Naïve Bayes.  The kNN algorithm produced 

the best results with a k value of seven although it still had the most unfavorable values 

when compared against the other algorithms.  The SVM classifier was able to achieve its 

best results using the polynomial kernel and tuning the complexity parameter, C, to two.  

Diving into the confusion matrix for the Naïve Bayes, it can be seen from Table 

4-7 that the classifier was very effective in predicting those employees that would fail or 

not fail a simulated phishing test.  The True Positive rate was 100% for No Failures and 

96.3% for Failures.  The Type 1 error for the Naïve Bayes classifier was relatively low 

with only four instances of phishing test failures incorrectly identified as not being a 

phishing test failure.   

Failures Algorithm 

Algorithm Accuracy Precision Recall F-Measure 

Naïve Bayes 98.261% 0.983 0.983 0.983 

Support Vector Machine 97.826% 0.979 0.978 0.978 

kNN  97.391% 0.975 0.974 0.974 

J48 Decision Tree 97.826% 0.979 0.978 0.978 

Multilayer Perceptron 97.826% 0.979 0.978 0.978 

Random Forest 97.826% 0.979 0.978 0.978 

 

Table 4-6. Phishing Test Failures Algorithm Results 
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4.6.2 Phishing Test Reporting Algorithm 

 The Reporting algorithm stem of the Phishing Test Campaign Schedule aims to 

predict those employees that correctly identified a phishing test and made the conscious 

decision to report suspicious email activity.  Unlike those employees that unsuspectedly 

failed a phishing test, the employees that report malicious activity willingly elect to 

disclose this information.  Prior to running the models in WEKA, it was observed that the 

dataset had an imbalance between the two classes of Reporting a phishing test email and 

Not Reporting a phishing test email.  There were 185 instances of Not Reporting and 45 

instances of Reporting which formed a 1:4 data imbalance ratio.  Although most datasets 

are naturally skewed, imbalances of 1:4 or higher should be reevaluated using data 

balancing techniques.  To reduce the skewness in the dataset, the Synthetic Minority 

Over-sampling Technique was integrated into this research study.  The SMOTE 

hyperparameters were tuned to 150% with a k value of 15 to augment the instances of 

Reporting a phishing test.  After numerous trails, the imbalance between the classes was 

reduced to a more acceptable level with a ratio approximate (≈) to 1:2 (185:112).  The 

Class 

TP 

Rate 

FP 

Rate Precision Recall F-Measure 

Failure (Yes) 0.963 0.000 1.000 0.963 0.966 

No Failure (No) 1.000 0.037 0.968 1.000 0.966 

Weighted Average 0.983 0.019 0.983 0.983 0.966 

  Predicted 

    

Classified as a 

Phishing Test 

Failure 

Classified as No 

Phishing Test 

Failure 

Actual 
105 4 Failure (Yes) 

0 121 No Failure (No) 

 

Table 4-7. Naïve Bayes Confusion Matrix for Failures 
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Randomize filter was added to ensure that the original data and synthetic data were 

randomly shuffled while running the predictive models. 

 The performance metrics, as shown in Table 4-8, identify the Random Forest 

classifier as the more dominant algorithm for predicting phishing test Reporting 

activities.  The Multilayer Perceptron and SVM both tied and came into a close second 

with a 93.266% accuracy but were overshadowed by the Random Forest Classifier which 

led at a 93.603% accuracy, 93.6% precision, 93.6% recall and F-Measure of 93.6%.  The 

Multilayer Perceptron hyperparameters were tuned by having two hidden layers for the 

neural network and five to ten nodes for each layer (Figure 4-36). The SVM classifier 

performed best when utilizing the RBF kernel, with the complexity parameter C set to 2 

and the width of the kernel set to a gamma value of 0.5 resulting in the following 

equation:   

RBF Kernel: K(x,y) = exp(-0.5*(x-y)^2) 

The stand along J48 decision tree had the least favorable results with an accuracy of 

88.552%.  However, the Random Forest ensemble method demonstrated that leveraging 

the power of multiple decision trees can produce a high performing classifier for 

predicting which employees are more likely to Report a phishing email.  From analysis of 

Reported Algorithm - SMOTE  

Algorithm Accuracy Precision Recall F-Measure 

Naïve Bayes 92.929% 0.929 0.929 0.929 

Support Vector Machine 93.266% 0.933 0.933 0.933 

kNN 92.256% 0.923 0.923 0.922 

J48 Decision Tree 88.552% 0.887 0.886 0.883 

Multilayer Perceptron 93.266% 0.933 0.933 0.933 

Random Forest 93.603% 0.936 0.936 0.936 

 

Table 4-8. Phishing Test Reported Algorithm Results 
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the confusion matrix shown in Table 4-9, the F-Measure value of 93.6% supports that the 

Random Forest is best suited for classifying reports of phishing activities.   

4.6.3 Monthly Malicious Emails Algorithm 

 The Monthly Malicious Emails algorithm was formed by analyzing the daily 

instances of inbound malware-containing email activity for each day in a month over a 

 
 

Figure 4-36. Phishing Test Reported Neural Network  

Class 

TP 

Rate 

FP 

Rate Precision Recall F-Measure 

Not Reported (No) 0.951 0.089 0.946 0.951 0.949 

Reported (Yes) 0.911 0.049 0.919 0.911 0.915 

Weighted Average 0.936 0.074 0.936 0.936 0.936 

  Predicted 

    

Classified as Not 

Reporting a 

Phishing Test  

Classified as 

Reporting a 

Phishing Test 

Actual 
176 9 Not Reported (No) 

10 103 Reported (Yes) 

 

Table 4-9. Random Forest Confusion Matrix for Reported 
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17-month period.  The model was designed to predict the month, day and risk level based 

on the volume of the inbound malware-containing emails received.  Upon review of the 

classes, it was observed that they were skewed with 444 instances of malicious emails 

and 166 instances of no malicious emails resulting in a ≈ 1:3 data imbalance ratio.  

Although the classes were not highly skewed, SMOTE was utilized to increase the 

minority class of no malicious emails.  Preliminary analysis was performed on the 

Monthly Malicious Emails model and in all cases the different iterations of SMOTE 

produced better results for the algorithms when compared against the imbalanced dataset.  

A nearest neighbor value of 15 and a 125% minority class increase resulted in an ≈1:1 

ratio with the instances of no malicious activity increasing to 373.  Having produced 

enough test runs to support this method, the algorithm that performed better at predicting 

the Monthly Malicious Emails was the J48 decision tree as displayed in Table 4-10.   

The J48 resulted in the following performance metrics: accuracy – 83.354%, precision – 

83.6%, recall – 83.4% and F-Measure at 83.4%. The Random Forest classifier had the 

least favorable results with an accuracy of 80.906%.  The kNN had good performance as 

well by utilizing a k value of five, which yielded an 82.603% accuracy.  The SVM 

Monthly Algorithm - SMOTE  

Algorithm Accuracy Precision Recall F-Measure 

Naïve Bayes 81.273% 0.821 0.813 0.813 

Support Vector Machine 82.375% 0.824 0.824 0.824 

kNN 82.603% 0.829 0.826 0.826 

J48 Decision Tree 83.354% 0.836 0.834 0.834 

Multilayer Perceptron 81.518% 0.816 0.815 0.815 

Random Forest 80.906% 0.810 0.809 0.809 

 

Table 4-10. Monthly Malicious Emails Algorithm Results 
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produced noteworthy results using a C value of two and the RBF kernel with a gamma 

value of two and as seen in the following equation:  

RBF Kernel: K(x,y) = exp(-2.0*(x-y)^2) 

 The J48 decision tree is depicted in Figure 4-37.  The decision tree has 23 nodes 

with the Root Node being Risk.  There are 10 Decision Nodes seen at Tuesday, Thursday, 

Friday, Monday, Wednesday, May, June, January, December, and August.  The 

remaining 12 nodes are the leaves.  Furthermore, the confusion matrix in Table 4-11 

shows that the J48 decision tree was more robust in classifying Monthly Malicious 

Emails resulting in a True Positive rate and recall of 83.4%.  The precision of 83.6% 

supports that the decision tree was more exact and a better-quality model.  The is 

important to note because it demonstrates that the classifier did a better job overall of 

correctly classifying the monthly malicious email activity.  

 
 

Figure 4-37. J48 Decision Tree Visualization 
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4.6.4 Hourly Malicious Emails Algorithm 

 The final model developed for the Phishing Test Campaign Schedule was the 

Hourly Malicious Emails.  The aim of the model is to predict the volume of hourly 

malicious emails by analyzing the attributes of Day, Time, Risk and Business Hours.  

Similar to the other models evaluated in the Phishing Test Campaign Schedule, the 

dataset for Hourly Malicious Emails was assessed for imbalance between the classes.  

This dataset exhibited the largest degrees of imbalance.  There were 1487 instances of no 

hourly malicious emails and 184 instances of malicious emails, thus yielding a 1:8 data 

imbalance ratio.  The application of SMOTE reduced the skewness, thereby lowering the 

data imbalance ratio.  This was accomplished by using a nearest neighbor value of 39 and 

a 350% increase of the minority class, hourly malicious emails.  The result increased the 

minority class to 828 instances, lessening the data imbalance ratio to ≈ 1:2. 

 The Random Forest classifier delivered solid results upon comparison of the 

performance metrics (Table 4-12) against the other algorithms.  The accuracy of 87.084% 

and favorable results in precision, recall and F-Measure, propelled the Random Forest as 

Class 

TP 

Rate 

FP 

Rate Precision Recall F-Measure 

No Malicious Email (No) 0.858 0.187 0.794 0.858 0.825 

Malicious Email (Yes) 0.813 0.142 0.872 0.813 0.841 

Weighted Average 0.834 0.163 0.836 0.834 0.834 

  Predicted 

    

Classified as No 

Monthly Malicious 

Email  

Classified as a 

Monthly Malicious 

Email  

Actual 
320 53 No Malicious Email (No) 

83 361 Malicious Email (Yes) 

 

Table 4-11. Monthly Malicious Emails Confusion Matrix 
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being the most effective algorithm for predicting Hourly Malicious Emails.  The Naïve 

Bayes algorithm and Multilayer Perceptron had the poorest performance with accuracies 

of 71.231% and 79.223%.  The J48 decision tree trailed behind the Random Forest, with 

an accuracy of 84.665%.  Once again, the Random Forest ensemble method proved to 

outperform the other algorithms in the Phishing Test Campaign Schedule.  The confusion 

matrix for the Hourly Malicious Emails can be further explored by reviewing Table 4-13. 

4.7 Summary 

The integration of novel technologies, such as the use of Machine Learning in this 

study, can help municipalities continuously adjust their defense postures in the ever-

Hourly Algorithm - SMOTE Technique 

Algorithm Accuracy Precision Recall F-Measure 

Naïve Bayes 71.231% 0.709 0.712 0.71 

Support Vector Machine 80.259% 0.697 0.792 0.742 

kNN 83.974% 0.848 0.840 0.831 

J48 Decision Tree 84.665% 0.846 0.847 0.846 

Multilayer Perceptron 79.223% 0.804 0.792 0.795 

Random Forest 87.084% 0.874 0.871 0.867 

 

Table 4-12. Hourly Malicious Emails Algorithm Results 

Class 

TP 

Rate 

FP 

Rate Precision Recall F-Measure 

No Malicious Email (No) 0.955 0.280 0.860 0.955 0.905 

Malicious Email (Yes) 0.720 0.045 0.899 0.720 0.799 

Weighted Average 0.871 0.196 0.874 0.871 0.867 

  Predicted 

    

Classified as No Hourly 

Malicious Email  

Classified as an Hourly 

Malicious Email  

Actual 
1420 67 No Malicious Email (No) 

232 596 Malicious Email (Yes) 

 

Table 4-13. Hourly Malicious Emails Confusion Matrix 
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evolving cyberattack threat landscape.  In this chapter, analysis was conducted on 

municipal data sources to develop the predictive models that collectively form the 

Phishing Test Campaign Schedule.  The Chi-Square Test for Association and PCA 

feature engineering techniques were able to identify those attributes that would best 

contribute to the predictive power of the models.  The Chi-Square test was able to 

provide the statistical evidence needed to remove or reconsider the features that had no 

association with the response variables for each of the predictive models.  The 

associations from the Chi-Square test were observed at a 0.05 level of statistical 

significance.  The PCA method was effective for identifying the number of components 

that contained the greatest amount of variance, which resultingly omitted noise from the 

data by eliminating unnecessary features.  The results from both methods lead to the 

development of functions whose independent variables assist municipalities with 

understanding 1) the attributes that cause an employee to fail a phishing test, 2) the 

attributes that cause an employee to report a phishing test, and 3) the attributes that 

identify when to anticipate higher volumes of malware-containing emails to strategically 

time phishing tests.  This was further strengthened by the data insights provided on the 

simulated phishing test datasets and the malicious emails datasets. 

The functions developed for each predictive model were ran on the J48 decision 

tree, kNN, Naïve Bayes, SVM, MLP and Random Forest algorithms.  The models were 

validated using 10-fold cross-validation and evaluated using accuracy, precision, recall 

and F-Measure.  The Random Forest classifier produced higher accuracies for two 

models in the Phishing Test Campaign Schedule: Reporting at 93.603% and Hourly 

Malicious Emails at 87.084%.  The Naïve Bayes classifier had the higher accuracy for the 
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Failures model, yielding 98.21%, and the J48 decision tree had the higher accuracy on the 

Monthly Malicious Emails model, yielding 87.084%.  The methodology developed for 

this praxis and the results presented in this chapter demonstrate that feature engineering 

techniques and classification algorithms can be successfully used to develop and predict a 

Phishing Test Campaign Schedule.  
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Chapter 5—Discussion and Conclusions 

 

5.1 Discussion 

The worsening phishing epidemic has made cities vulnerable to cybersecurity 

incidents that can penalize their systems and prevent them for providing essential services 

to their citizens and end-users.  City administrators must continuously work on ensuring 

business service continuity and find ways to best protect cities from malicious attacks and 

unintentional end-user incidents.  From the engineering management viewpoint, this can 

be accomplished when cities evolve preemptively and continuously adapt their cyber 

resiliency strategies by integrating innovative approaches, such as machine learning.   

To build upon the body of knowledge, this study investigated the feasibility of 

using historic municipal data sources to develop predictive models which collectively 

form the Phishing Test Campaign Schedule.  The data sources consisted of past simulated 

phishing test results, employee demographic information, and the volume of malware-

containing emails for monthly and hourly frequencies.  The information from these 

sources was used to analyze the three hypotheses constructed for this study: 

H1: Clicks, Repeat Failures, Repeat Reporting, Department, Gender, Day, Month, 

Risk, Business Hours, and Time are significant features in the development of a Phishing 

Test Campaign Schedule. 

H2: A predictive model based on machine learning classification algorithms can 

be developed to predict a Phishing Test Campaign Schedule. 

H3: A predictive model using a Random Forest algorithm will more accurately 

predict a Phishing Test Campaign Schedule. 
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The features presented in Hypothesis 1 were evaluated using the Chi-Square Test 

for Association and Principal Component Analysis.  The interpretation of the results from 

both statistical methods lead to selection of the most significant predictive variables for 

each of the four models in the Phishing Test Campaign Schedule.  These techniques 

eliminated 29% of the features presented in this experiment that had little to no influence 

in predicting the response variable for each model.  As a result of utilizing these methods, 

71% of the features analyzed in this research study were selected for use in the Phishing 

Test Campaign Schedule.  Clicks, Repeat Failures, Repeat Reporting, Department, 

Gender, Day, Month, Risk, Business Hours, and Time were all selected for use in the 

predictive models after being evaluated using the feature engineering techniques. 

Therefore, we conclude that these features are significant in the development of a 

Phishing Test Campaign Schedule.  This is summarized in Table 5-1.  

Summary of Feature Engineering Techniques 
Features Chi-Square PCA Selected for Final Model 

Clicks X X Yes 
Repeat Failure X X Yes 
Repeat Reporting X X Yes 
Department  − X Yes 
Gender X X Yes 
Day (Monthly) X X Yes 
Month X X Yes 
Risk (Monthly) X X Yes 
Day (Hourly) X X Yes 
Business Hours X X Yes 
Risk (Hourly) − X Yes 
Time X X Yes 

Replies − X No 
Attachments − X No 
Repeat Failure Type − X No 
Season X X No 
AM or PM X X No 

Percent of Features Evaluated 71% 100%   

Percent of Features Selected for Final Model 71% 

Percent of Features Not Selected for Final Model 29% 

"−" Feature did not meet statistical assumptions,"X" - Feature Evaluated  
 

Table 5-1. Summary of Feature Engineering Techniques 
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 After successfully developing the functions for each model, they were ran on the 

J48 decision tree, kNN, Naïve Bayes, SVM, MLP and Random Forest algorithms to 

evaluate Hypotheses 2 and 3.  Each model was evaluated using all six algorithms for a 

net total of 24.  After tuning the hyperparameters for the algorithms, the results from all 

24 algorithms were reviewed to determine which should be the final models represented 

in the Phishing Test Campaign Schedule.  All 24 of the algorithms were assessed based 

on their accuracies to determine the overall performance rating of the predictive models 

used in this study.  The performance rating categories of Excellent, Good, Satisfactory 

and Poor were assigned to each algorithm based on the accuracy thresholds seen in Table 

5-2.  All of the algorithms evaluated in this research study had a Satisfactory rating or 

higher, with the majority, or 92%, performing at a Good or Excellent level.  Thus, we 

conclude that the models presented in this study demonstrated that they were robust 

enough to be used for predicting the Phishing Test Campaign Schedule. 

After evaluation of the performance metrics, the final algorithms that were 

selected for each model are summarized in Table 5-3.  As shown, the Random Forest 

classifier more accurately predicted 50% of the models in the Phishing Test Campaign 

Schedule when compared against the other algorithms evaluated for the Reporting and 

Hourly Malicious Emails models.  The Naïve Bayes algorithm was used for the Failures 

Accuracy 

(%) 

Performance 

Rating 
Algorithms 

Evaluated 

90 - 100 Excellent 46% 

80 - 90 Good 46% 

70 - 80 Satisfactory 8% 

60 - 70 Poor 0% 

 

Table 5-2. Algorithm Accuracy Threshold Analysis 
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model and the J48 decision tree was used for the Monthly Malicious Emails model, with 

both models individually accounting for 25% of the Phishing Test Campaign Schedule.  

Based on these results we conclude that the Random Forest algorithm more accurately 

predicted models in the Phishing Test Campaign Schedule.  

5.2 Conclusions 

This research has demonstrated that municipalities can repurpose historic data and 

use this information to advance their cyber resiliency strategies.  The data presented in 

the study was not actively being utilized by the municipality for strategic purposes.  The 

practical application of integrating predictive analytics with historic municipal data 

introduced the innovation and insights needed to improve municipal cybersecurity 

operations.  The predictive models within the Phishing Test Campaign Schedule provide 

the city administrators with a detailed view of municipal employees susceptible to 

phishing and malicious email attack patterns.  The duality of this viewpoint allows the 

city administration to apply mitigations earlier and proactively adjust cyber awareness 

training based on end-user vulnerabilities and emergent data.   

The evolution of connected intelligence and smart cities has provided threat actors 

with more entry points to infiltrate cities and infect them with malicious script.  This level 

of hyperconnectivity has increased the volume of ransomware and Business Email 

Compromise attacks.  The implications of such can render municipal necessary services 

Phishing Test Campaign Schedule Algorithms 

Model Algorithm Accuracy Precision Recall F-Measure 

Failures Naïve Bayes 98.261% 0.983 0.983 0.983 

Reporting Random Forest 93.603% 0.936 0.936 0.936 

Monthly Malicious Emails J48 Decision Tree 83.354% 0.836 0.834 0.834 

Hourly Malicious Emails Random Forest 87.084% 0.874 0.871 0.867 

 

Table 5-3. Phishing Test Campaign Schedule Algorithms 
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inoperable, cause unparalleled disruption, thereby leaving cities vulnerable and unable to 

protect the constituencies that they serve.  Strengthening the human-as-a-security-

sensors’ ability to recognize and report phishing emails is a critical defense.  Advanced 

analytical methods, such as the use of machine learning in this study, are necessary to 

help municipalities defend themselves in the age of digitalization.  The results of this 

study, as presented in the Phishing Test Campaign Schedule, provide the 

counterintelligence needed to strategically improve municipal defenses in the ever-

evolving threat landscape. 

5.3 Contributions to Body of Knowledge  

This praxis contributes to the body of knowledge in the following key areas: 

1. This praxis is the first study to explore and apply the use of historic 

municipal data sources for creating predictive models that can be used to 

strategically time phishing test campaigns.  The attributes selected as the 

predictor variables provide insight into the leading indicators for Failing a 

simulated phishing test, Reporting a simulated phishing test, and 

anticipating the volume of Monthly and Hourly Malicious Email activity 

in the municipal workplace. 

2. This praxis is the first study to explore municipal employee 

susceptibility to phishing in the work environment.  The demographic 

data used in this scholarly work provides insights into an employees’ 

propensity to fail or report phishing activity based on their gender and 

department.  
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3. This praxis is the first study to provide insights into the inbound 

malware-containing email attack patterns of a municipality.  The data 

insights resulting from this research capture when the municipality 

historically experienced higher volumes of malicious email activity.  

Understanding these attack patterns allows municipalities to operate with 

more agility by anticipating risks and adapting cyber resiliency strategies 

based on past knowledge of the threat landscape. 

5.4 Recommendations for Future Research 

Future research may consider expanding the datasets to add additional layers of 

predictive insights.  This study used data sources that contained information on inbound 

malware-containing emails, demographic data, and employee performance in past 

phishing tests.  Building upon these sources, future researchers can consider 

incorporating the phishing test emails used in past campaigns, expanding the 

demographic data to include age, and utilize intelligence reports that detail the type of 

inbound malware identified by the cybersecurity software system. 

Another area of future research would be using stacking and ensemble methods to 

optimize the performance of predictive models in the Phishing Test Campaign Schedule.  

These methods have proven to be effective for classifying phishing websites and 

detecting phishing attacks.  Though not within scope of this research study, the Monthly 

Malicious Emails model improved when using Bagging (J48) and Stacking (J48, kNN, 

SVM).  Some of the common ensemble machine learning methods for these applications 

include AdaBoost, XGBoost, Bagging, and GradientBoost.  The use of these other 
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methods may lead to improved performance for additional models presented in the 

Phishing Test Campaign Schedule.   

In summary, this research demonstrated that historic municipal data sources could 

be used to construct predictive models for strategically timing a phishing test campaign 

schedule by using machine learning.  This novel approach, and the data insights produced 

from this study, will help municipal leaders evaluate their cybersecurity strategies using 

fact-based data-driven methods.  The results of such will assist municipalities with 

strengthening their workforces by making them more cyber resilient and equipped with 

the awareness needed to better defend and protect the communities they serve. 
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Appendix  

 

 

Figure A-2. Pareto Chart of Department Repeat Failures 

 

 

 

Figure A-1. Pareto Chart of Department Failures 
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Rows: Malicious Email   Columns: Season 

 1 2 3 4 All 

            

0 39 52 39 36 166 

  33.47 50.07 49.53 32.93   
            

1 84 132 143 85 444 

  89.53 133.93 132.47 88.07   
            

All 123 184 182 121 610 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 
 Chi-Square DF P-Value 

Pearson 4.825 3 0.185 

Likelihood 
Ratio 

4.934 3 0.177 

 

Figure A-3. Chi-Square for Monthly 

Malicious Emails and Season 

 Rows: Malicious Email   Columns: Month 

 April August December February January July June March May November 

                      

No 9 19 16 8 12 17 16 10 20 11 

  8.16 16.87 16.87 7.62 8.44 16.87 16.33 8.44 16.87 16.33 
                      

Yes 21 43 46 20 19 45 44 21 42 49 

  21.84 45.13 45.13 20.38 22.56 45.13 43.67 22.56 45.13 43.67 
                      

All 30 62 62 28 31 62 60 31 62 60 

 October September All 

        

No 14 14 166 

  16.87 16.33   
        

Yes 48 46 444 

  45.13 43.67   
        

All 62 60 610 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 
 Chi-Square DF P-Value 

Pearson 7.364 11 0.769 

Likelihood 
Ratio 

7.412 11 0.765 

Figure A-4. Chi-Square for Monthly Malicious Emails and Month 
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Rows: Malicious Email   Columns: Time 

 0 1 2 3 4 5 6 7 8 9 10 

                        

No 66 64 61 63 67 68 69 64 65 65 63 

  63.182 63.182 62.292 63.182 63.182 63.182 63.182 63.182 63.182 63.182 63.182 
                        

Yes 5 7 9 8 4 3 2 7 6 6 8 

  7.818 7.818 7.708 7.818 7.818 7.818 7.818 7.818 7.818 7.818 7.818 
                        

All 71 71 70 71 71 71 71 71 71 71 71 

 11 12 13 14 15 16 17 18 19 20 21 

                        

No 60 62 57 58 58 56 57 55 64 58 59 

  63.182 62.292 62.292 59.622 59.622 59.622 59.622 59.622 60.512 61.402 60.512 
                        

Yes 11 8 13 9 9 11 10 12 4 11 9 

  7.818 7.708 7.708 7.378 7.378 7.378 7.378 7.378 7.488 7.598 7.488 
                        

All 71 70 70 67 67 67 67 67 68 69 68 

 22 23 All 

        

No 63 65 1487 

  62.292 62.292   
        

Yes 7 5 184 

  7.708 7.708   
        

All 70 70 1671 

Cell Contents 
      Count 
      Expected count 

Chi-Square Test 

 Chi-Square DF P-Value 

Pearson 30.510 23 0.135 

Likelihood 
Ratio 

32.564 23 0.089 

 

Figure A-5. Chi-Square for Hourly Malicious Emails and Time 
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Figure A-6. Pareto Chart of Monthly Malware-Containing Emails 

 


