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Introduction

« The Technology sector has been targeted by nation state
actors. Advanced Persistent Threats can avoid detection by
encrypting data transmission, low volume, low frequency
data transmissions over extended periods of time.

« Lack of standardized methods for reporting Data Breach
attacks due to privacy, reputational, and legal
Implications.

* Financial, Supply Chain, Medical sectors, are targeted
Including the US Government and the US Military.
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Introduction

Problem Statement:

Data Exfiltration attacks by foreign state actors have been
Increasing at an annual rate of 12%, costing an average of
3.86 million USD per incident. (Sabir, et al. 2020)

Thesis Statement:

A detection model is required to detect Data Exfiltration attacks
In order to expedite security countermeasures.
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Research Objective

Early Detection of Data Exfiltration attacks by developing a
more efficient methodology for classifying network traffic.

- Enterprises can integrate the detection model into existing
Security Incident Event Management (SIEM) and Security
Orchestration Automation Response (SOAR) for security
teams to expedite security countermeasures.

 Integrate with monitoring tools such as Wireshark using LUA
scripts.
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Research Questions and Hypotheses

Research Questions:

Q1: Which features are best for detecting Data Exfiltration
attacks?

Q2: Can a detection model be constructed to detect Data
Exfiltration attacks with at least 95% accuracy?

Q3: Which algorithm provides the best results for detecting Data
Exfiltration attacks?
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Research Questions and Hypotheses

Research Hypotheses:

H1: Packet header features are the best for detecting Data
Exfiltration attacks.

H2: A model can be constructed to detect Data Exfiltration
attacks with at least 95% accuracy.

H3: Gradient Boosted Decision Tree algorithm is the best
algorithm for detecting Data Exfiltration compared to Neural
Networks.
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Literature Review

Sabir, 2020 Review of Machine Deep packet analysis
Learning for DNS requires huge amount of
Exfiltration Detection compute resources

Koroniotis, 2020 Bot IoT Network Intrusion ~ Limited types of attacks:
Detection Keylogger and Data

Exfiltration

Alsarhan, 2023 Intrusion Detection of Limited samples of Data
Internet of Things Exfiltration attacks

Hinton, 1988 Backpropagation for Neural Networks were

training Neural Networks  intended for training on
image classification and
language modeling

Friedmann, 2001 General framework for Overfitting; computational
Gradient Boost Machines costs; hyperparameter
tuning
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Scope

« Classification of Network Attacks (Data Exfiltration, Reconnaissance,
HTTP Denial-of-Service, TCP Denial-of-Service)

* Machine Learning technigues (Gradient Boosted Decision Trees,
XGBoost, LightGBM, Cat Boost, Ada Boost)

* Deep Learning techniques (Deep Neural Networks, Convolutional
Neural Networks, Multilayer Perceptron)
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Dataset Features

Data Type

Stime Start time of the capture Milliseconds

Dur Duration of Transmission Milliseconds

Rate Rate of Transmission Packets per second
Pkts Packet Count Integer

Bytes Packet Length Bytes

Spkts Source Packet Count Integer

Sbytes Source Packet Length Bytes

Dpkts Destination Packet Count Integer

Dbytes Destination Packet Length Bytes

Subcategory  Attack subcategory Text

Source and Destination IP: attack can come from anywhere THE GEORGE

Protocol: attack can use any protocol; overfitting / underfitting i siha

Data Payload: requires a huge amount of resources to classify WASHINGTON, DC




Dataset Generation

Attack Category Subcategory

Reconnaissance OS Scan Nmap
Service Scan Nmap
Denial of Service HTTP DoS GoldenEye
TCP DoS Hping3
Data Exfiltration Keylogger Meterpreter, logkeys
Data Exfiltration Meterpreter
EternalBlue Win7

Nmap was used for both OS and Service Scanning THE GEORGE
Meterpreter was used for both Data Exfiltration and logkeys Keylogger attacks
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Hping3 was used for TCP DoS and GoldenEye for HTTP DoS attacks




Dataset Composition

TCP-DoS Exfil

Svc-Scan HTTP-DoS Exfil 118

05-5Scan Kel_.l.-'log
HTTP-DoS 1888
Keylog 570
Normal 73965
0S-Scan 396
Svc-Scan 224
TCP-DoS 584

Marmal

Bot IoT Dataset shows limited Data EXxfiltration samples THE GEORGE
WASHINGTON
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Data Sample

bytes dbytes dpkts dport dur ncat pkts proto sbytes spkts sport xcat ~
* daddr = rd = = $ = = = e rate = saddr = Fd s = = stime v~ =

134 192.168.100.150 60 1 4433 0.000165 5 2 tep 6060.605957 192.168.100.3 14 1 43938 1529381715.138718 Keylog
132 224.0.0.252 0 Q EElEE 0.1088 %} 2 udp 9.191176 192.168.100.6 132 2 51576 1529381714.23808 Normal
134 192.168.100.150 60 1 4433 0.000187 5 2 tep 5347.59375 192.168.100.3 14 1 43937 1529381713.932583 Keylog
134 192.168.100.150 60 1 4433 0.000199 5 2 tcp 5025.125488 192.168.100.3 14 1 43936 1529381713.139957 Keylog
134 192.168.100.150 60 1 4433 0.000163 5 2 tep 6134.969238 192.168.100.3 74 1 43935 1529381711.932265  Keylog
225 192.168.100.1 140 1 53 0.000431 [} 2 udp 2320.185547 192.168.100.6 85 1 60700 1529381711.869776 Normal
132 224.0.0.252 0 0 5355  0.097801 0 2 udp 10.224844 192.168.100.6 132 2 54752 1529381711.643784  Normal
134 192.168.100.150 60 1 4433 0.000182 5 2 tep 5494 .505371 192.168.100.3 74 1 43934 1529381711.139998 Keylog
134 192.168.100.150 60 1 4433 0.0008141 5 2 tep 7092.19873 192.168.100.3 14 1 43933 1529381705.931853 Keylog
134 192.168.100.150 60 1 4433 0.000138 5 2 tcp 7246.376465 192.168.100.3 14 1 43932 1529381709.139716 Keylog
132 224.0.0.252 4] Q 5355 ©.099393 %} 2 udp 10.86107 192.168.100.6 132 2 61359 1529381708.865394 Normal
134 192.168.100.150 60 1 4433 0.00021 5 2 tcp 4761.904785 192.168.100.3 74 1 43931 1529381707.932927 Keylog
134 192.168.100.150 60 1 4433 0.000202 5 2 tcp 4950.495117 192.168.100.3 74 1 43930 1529381707.138771 Keylog
134 192.168.100.150 60 1 4433 0.000174 5 2 tcp 5747.126465 192.168.100.3 74 1 43929 1529381705.932426 Keylog

Bot loT Dataset shows limited Data Exfiltration samples THE GEORGE
WASHINGTON
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Methodology

1. Search files in repository

WHAT - select files from repository
WHY - find samples for Data Theft,
Reconnaissance, DoS.

HOW - download files under
Data_Exfiltration, Keylogger,
OS_Scan, Service_Scan, HTTP_DoS,
and TCP_DoS.

2. Preprocess dataset

WHAT - select features

WHY - features should have the
highest importance

HOW - sort using stime feature;
remove duplicates; apply SMOTE;
80% training, 20% testing split;

v

3. Build Neural Network models
WHAT - build each neural network
model

WHY - to perform network traffic
classification

HOW — use python ML to create
CNN, DNN, MLP

6. Compare results of each model
WHAT - evaluate results of each
gradient boosted model

"

WHY — determine which algorithm
yield the best results
HOW - Precision, Recall, F1 scores,
TPR, TNR, FPR, FNR.

5. Tune hyperparameters

WHAT - tune model
hyperparameters

WHY — determine which algorithm
is best for detecting Data
Exfiltration

HOW - tune hyperparameters

NN — 100 ep; 64 Conv; 64 Dense
GBDT — 100 estimators; 5 depth;
0.1 learning rate

"

4. Build Gradient Boosting models
WHAT — build each gradient
boosting model

WHY — compare gradient boosting
to neural network performance
HOW — use python ML to create
GBDT, XGBoost, LightGBM, Cat
Boost, Ada Boost
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Hypotheses 1 (feature selection) — step 1 and 2

Hypotheses 2 (model construction) — step 3 and 4
Hypotheses 3 (algorithm selection) — step 5 and 6




Feature Importance

Cat Boost Feature Importance DNN Feature Importance
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DNN focuses on spkts while compared to Cat Boost which leverages THE GEORGE
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Gradient Boosting Machines can detect both Data Exfiltration attacks THE GEORGE
with at least 95% accuracy, and Keylogger with at least 90% WAHINGTON
accuracy
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Model Comparison

B W N

GBDT 0.989 0.021 0.979 0.011
XGBoost 0.94 0.99 0.96 0.988 0.011 0.989 0.012
LightGBM 0.93 0.99 0.96 0.990 0.012 0.988 0.012
CatBoost 0.93 0.99 0.96 0.988 0.012 0.988 0.012
AdaBoost 0.97 0.98 0.98 0.980 0.004 0.996 0.020
CNN 0.76 0.95 0.85 0.949 0.049 0.951 0.051
DNN 0.78 0.89 0.83 0.889 0.041 0.959 0.111
MLP 0.61 0.88 0.72 0.880 0.096 0.904 0.120

Gradient Boosting Decision Trees and Ada Boost are the best THE GEORGE
algorithm for detecting Data Exfiltration attacks compared to Neural
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Conclusions

« Hypotheses 1: Gradient Boosted Decision Trees leverages
packet header features for detecting Data Exfiltration attacks.

« Hypotheses 2: Gradient Boosted Decision Trees in general
can detect both Data Exfiltration and Keylogger attacks with
an average F1-score of 0.95 compared to Convolutional
Neural Networks with an F1-score of 0.85.

« Hypotheses 3: Gradient Boosted Decision Trees are the best
algorithms for detecting Data EXxfiltration attacks compared to
Neural Networks.
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Contributions

« Our detection model can efficiently identify both Data
Exfiltration and Keylogger attacks with limited data samples

« Our detection model can efficiently monitor all network traffic
by focusing on packet header features compared to deep
packet analysis.

« QOur detection model leverages Gradient Boosting Decision
Trees that can operate in compute resource constrained
environments.
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Future Research Directions

A hybrid detection model by combining Gradient Boosted
Decision Trees (GBDT) model for packet header analysis
with General Adversarial Networks (GAN) for Deep Packet
Analysis on the same packet.

- Automatically selects between XGBoost, LightGBM, Cat Boost, and
Ada Boost to classify network traffic to accurately classify and filter
out network traffic based on packet headers.

« Once suspected Data Exfiltration packets have been determined,
apply Generative Adversarial Networks (GAN) to provide deep
packet analysis of packet payload of the same packet.
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Questions
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