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Abstract

Commercial Computer Software License Rights in Defense Acquisition

The tremendous growth of the commercial software industry in the United States
represents an excellent opportunity for the United States Department of Defense (“DoD”)
to acquire quality software products that will help the DoD achieve its missions.
However, the DoD struggles to acquire commercial computer software (“CCS”) and
commercial computer software documentation (“CCSD”) effectively because of the
inconsistencies and contradictions found in its rules governing the acquisition of CCS and
CCSD.

The DoD’s rules governing the acquisition of CCS and CCSD appear simple on
the surface and represent an admirable attempt to enable the DoD to more easily acquire
CCS and CCSD in the commercial marketplace and to allow commercial vendors to sell
their products to the DoD. However, these rules contain many unseen inconsistencies
and problems and therefore lead to many areas of confusion and even contradiction.

The primary purpose of this paper is to find ways to help the DoD and CCS
vendors work together more effectively, by explaining the DoD’s rules governing
acquisition of CCS and CCSD, explaining fourteen primary problem areas associated
with the acquisition of CCS and CCSD and, finally, by exploring potential solutions to

these problems.

iv



Table of Contents

] 4oL [UTox £ o] o SR PRUR PSRRI 1
Breakdown Of the Paper..........cciiie i 3
Section I: Overview of High-Level Goals and Primary PolicCies............ccccovveivinennn, 6
High-Level Goal: Acquire Best Value Products and Services ..........cccocevvveveevieieennnnn, 6
High-Level Goal: Maintain the PUBIiC’™s TruSt ........cccooiiiiiiiiiieee e 13
PrIMAry POLICIES ....cviiiicicciie ettt ettt e s te e e e saeeneeere e 14
Primary Policy 1: Acquire Commercial Items..........ccccoeveiiiiniiniieeeee 15
Primary Policy 2: Acquire Minimum Rights Necessary..........cccccuvvevvevvesvernene. 21
Primary Policy 3: Accept customary commercial liCenses.........cccocvvvverivenenne 25
Section I1: Specific problem areas associated with the acquisition of CCS and
(O O3] B TP PRSP 27
I. The nature of CCS as a commercial Item .........c.ccooiieiiiinenense e 28
I1. Lack of a specific clause dedicated to CCS and CCSD .........cccccevviiriienenieneenns 30
I11. CCS and CCSD are defined and treated differently in the FAR and DFARS........ 33
IV. Inconsistent treatment of CCS and CCSD within the DFARS, including tension
between CCS and technical data associated With CCS..........cccccvviiieninininiscee, 36
V. CCS license terms that are inconsistent with Federal procurement law.................. 42
V1. Segregability — COMPULEr SOFIWAIE.........ccciieiiiieiecie e 54
V1. Segregability — Technical Data ..........ccoccveeiiieiiiieiieece e 60
VIII. CCS Developed at GOVErnment EXPENSE .......ccvevvvreereerieiieie e sieesie e e see e 64
VIV. Transfer Rights — SUDCONIaCting ISSUES .........coveeierirriiiiesiesee e 65
DO B L (= g =0 [ o] (o [=T [ oo USSR 69
XI1. 7017 Data ASSEITIONS LIST......ciiiiiiiiiie et 72
XIL Markings fOr CCS ...ttt 74
X, SOFtWAIE @S @ SEIVICE .....veviiiieiieiie sttt sttt nee e 79
XIV. OPEN SOUICE SOTIWAIE .....cuviieeeiicic e 80
RECOMMENATIONS ...t bbbt 81
(001 (0] 11557 o] o RSSO PR 88



Introduction

The commercial software marketplace offers an excellent opportunity for the DoD
to acquire high quality products that will help the DoD achieve its missions. Currently,
however, the DoD struggles to effectively leverage the commercial marketplace to obtain
the CCS and CCSD that it needs. The main reason for this struggle is that the DoD’s
rules governing acquisition of CCS and CCSD, while simple on their face, are riddled
with inconsistencies and unseen problems.

Although there are many problems with the current rules governing acquisition of
CCS and CCSD (as this paper will demonstrate), there are also many solutions to these
problems. This paper introduces solutions that both the DoD and industry can implement
both immediately and in the future to resolve current problems.

This paper explores some of the inconsistencies associated with the acquisition of
CCS and CCSD in the DoD and shows how they create confusion and friction between
DoD purchasing agencies and commercial vendors of CCS. The first purpose of this
paper is to demonstrate how these inconsistencies prevent the DoD from fully leveraging
the commercial marketplace to acquire high quality CCS. The second purpose of this
paper is to show the most effective ways in which the DoD can resolve these problems.
Although the DoD will never be able to act like a true commercial purchaser, there are
many things that it can do to alleviate the current problems associated with the
acquisition of CCS.

In 2001, the DoD stated that:



“As new acquisition strategies are pursued to attract firms that will share their
commercial technology with DoD, the Government must move toward even more
commercially friendly IP terms and conditions.””

The Federal Acquisition Regulation (“FAR”) and Defense Federal Acquisition
Regulation Supplement (“DFARS”) provide little guidance on the acquisition of CCS and
CCSD, and the guidance provided is contradictory and confusing. The guidance appears
on its face to respect commercial licenses for CCS and CCSD. Again, rather than giving
flexibility to DoD agencies and vendors to find mutually beneficial solutions, however,
the current DFARS regulations regarding rights in CCS inspire confusion and mistrust
between contracting parties.

The DFARS covers Noncommercial Computer Software (“NCCS”) and
Noncommercial Computer Software Documentation (“NCCSD”) extensively, but barely
covers CCS and CCSD in the regulation and does not provide a clause at all. By
attempting to accept commercial licenses and limit regulatory coverage of CCS license
rights, the current DFARS regulations leave many gquestions unanswered between
contracting parties. Rather than giving flexibility, this lack of guidance creates confusion
between parties.

The DoD, with the support of Congress and industry, should modify the DFARS
to adopt commonsense regulations and clauses for CCS and CCSD that will better enable

DoD agencies to obtain the deliverables and rights needed to accomplish their missions

while simultaneously respecting commercial vendors’ rights in their commercial

I Intellectual Property: Navigating Through Commercial Waters. Issues and
Solutions When Negotiating Intellectual Property With Commercial Companies
(Version 1.1). 15 October 2001. E-5.



products. Commercial vendors should encourage the DoD to do so, as it is in their best
interest to have clear rules with regard to CCS and CCSD. In addition, the DoD and
industry should continue to work together to find solutions and best practices outside of
formal legislation or regulations that will better enable all parties to meet the goals of
helping the DoD to acquire best value products and services while maintaining good

working relationships with CCS vendors.

Breakdown of the Paper

This paper is organized into three main sections:

(1) Outline of the current policies governing DoD acquisition of CCS and CCSD;

(2) Identification and analysis of the fourteen most troublesome aspects of CCS

and CCSD acquisition; and

(3) Potential solutions for the problem areas.

This paper identifies and analyzes 14 problem areas associated with the
acquisition of CCS and CCSD in the DoD in order to show how the current DFARS
regulations are inconsistent and how they therefore cause confusion among potential CCS
vendors.

The current problems with the DFARS regulations stem from the DoD’s three
primary policies that apply specifically to CCS and CCSD:

(1) Buy commercial items (including CCS): “Acquire commercial items or

nondevelopmental items when they are available to meet the needs of the
agency; and obtain minimum rights, and require prime contractors and

subcontractors at all tiers to incorporate, to the maximum extent practicable,



commercial items or nondevelopmental items as components of items

supplied to the agency.”

(2) Only acquire minimum rights necessary to satisfy agency needs.’

(3) Accept customary commercial licenses: “Commercial computer software or
commercial computer software documentation shall be acquired under the
licenses customarily provided to the public unless such licenses are
inconsistent with Federal procurement law or do not otherwise satisfy user
needs.”

These three policies, along with the DFARS regulations, fail to help the DoD achieve the

overarching policy of obtaining best value products. Of these three policies, the third

policy is the most problematic, as many CCS licenses are inconsistent with Federal
procurement law and do not satisfy user (DoD) needs.

This paper analyzes 14 of the most troublesome problem areas associated with the
acquisition of CCS and CCSD. The specific problem areas discussed in this paper
include:

(1) The nature of CCS as a commercial item;

(2) The lack of a specific DFARS clause for CCS;

(3) Inconsistent treatment of CCS between the FAR and DFARS;

(4) Inconsistent treatment of CCS within the DFARS, including tension between

CCS and technical data associated with CCS

2FAR 12.101(b)-(c)

3 DFARS 227.7203-1(a) - It should be noted that this actually applies to
noncommercial computer software. Logically, however, this policy extends to CCS
as well.

4 DFARS 227.7202-1(a)



(5) CCS license terms that are inconsistent with Federal procurement law;

(6) Segregability — Computer Software;

(7) Segregability — Technical Data;

(8) CCS developed at Government expense;

(9) Transfer rights;

(10)  Deferred ordering;

(11)  Assertions lists;

(12) Markings;

(13) Software as a Service (“SaaS”); and

(14)  Open source software (“OSS”).

Finally, and most importantly, this paper proposes recommendations to resolve
outstanding issues. Some proposals are original, although some possible changes have

already been proposed.



Section I: Overview of High-Level Goals and Primary Policies

The DoD’s regulations governing the acquisition of CCS and CCSD are
inextricably linked to the DoD’s two high-level goals and three primary policies. These
goals and policies are found in the FAR and DFARS, as well as in the statutes behind the
regulations.

FAR 1.102(a) states that “[t]he vision for the Federal Acquisition System is to
deliver on a timely basis the best value product or service to the customer, while
maintaining the public’s trust.” Thus, the DoD’s two high level goals are to

(1) Acquire best value products and services; and

(2) Maintain the public’s trust.

Also, as stated in the preceding section, the DoD’s three primary policies are to:

(1) Acquire commercial items where possible;

(2) Only acquire minimum rights (in CCS and CCSD) necessary; and

(3) Accept customary commercial licenses.

This section explores these goals and primary policies and outlines the tensions found
among these goals and policies. By doing so, this section lays the groundwork for
Section I, which will investigate the 14 problem areas associated with the acquisition of

CCS and CCSD.

High-Level Goal: Acquire Best Value Products and Services

According to FAR Part 1, the DoD’s two high-level goals in acquiring CCS and

CCSD (and anything else that the DoD acquires) are to acquire best value products and



services and to maintain the public’s trust.” “Best value” is a broad term that can be
interpreted in many ways, especially with regard to CCS. The FAR states that

“Best value must be viewed from a broad perspective and is achieved by

balancing the many competing interests in the System. The result is a system

which works better and costs less.”

When the DoD determines best value for CCS and CCSD acquisitions, it must
consider three major factors: (1) the quality of the product; (2) the cost of the product
(including the cost of purchase and the cost to maintain); and (3) the DoD’s rights in the
product.

Quality: The DoD must acquire quality goods and services to accomplish its missions.
The DoD must ensure that the CCS that it acquires meets its requirements. The
assumption has often arisen that the DoD always purchases the lowest price option,
regardless of quality. That is not the case, as the DoD often evaluates quality as a more
important factor than price.

For CCS and CCSD, quality refers to both the quality of the actual product and to
the amount of deliverables that are included in the product. NCCS and NCCSD might be
delivered with both object code and source code, while CCS and CCSD are typically only
delivered with object code. The amount of deliverables has a tremendous impact on
lifecycle costs, as the DoD can save costs if it has access to the source code and can
thereby modify, maintain, and upgrade the code and keep a product running for a longer

period of time.

5 FAR 1.102(a)



Cost: Of course, the DoD must also consider cost when acquiring CCS. The DoD often
uses a tradeoff between cost and non-cost factors to obtain best value.® If a DoD agency
is confident that the specifications are clear, then it will consider using a Lowest Price
Technically Acceptable (LPTA) approach.’

Rights: The rights that the DoD obtains in CCS are extremely important because they
impact both product quality and lifecycle cost. CCS and CCSD are customarily sold with
a commercial license, which is essentially a sales contract that governs the transaction.
The commercial license details the rights that the DoD obtains in the CCS and CCSD and
also includes numerous other clauses that have nothing to do with rights, but are an
important part of the contract. When acquiring CCS and CCSD, the DoD must take these
other contract clauses into consideration as well.

Rights associated with commercial licenses tend to be far more restrictive than the
rights associated with NCCS. Rights in CCS and CCSD generally refer to the DoD’s
rights to “use, modify, reproduce, release, perform, display, or disclose” the delivered
products.®

In determining best value, the DoD must also consider the ways in which it can
acquire CCS and CCSD. The DoD acquires CCS in three primary ways:

(1) Directly from a vendor under a regular contract;

(2) Directly from a vendor under a GSA schedule contract (or other similar

contracts); or

6 FAR 15.101-1(c)
7 FAR 15.101-2(a)
8 DFARS 252.227-7014(a)(16)



(3) Indirectly (from a prime contractor) as part of a system, in which case a prime
contractor acquires the CCS from a vendor and then delivers the CCS to the DoD as one
component of a system.

(1) Direct Purchase — The first method of acquisition of CCS, the direct purchase, is
straightforward. The DoD simply purchases a computer program, just as any commercial
organization would.

(2) Direct Purchase through GSA — The second method of acquiring CCS, the direct
purchase through a GSA schedule contract (or other similar contract), is the easiest. This
method takes advantage of the requirement to use firm-fixed-price contracts or orders
under available pricing schedules.® This method is the easiest method because purchasers
do not have to negotiate prices or rights in the deliverables, as these have been negotiated
as a part of the GSA contract and are determined to be fair and reasonable.™

Ordering CCS through GSA is also easier because DoD agencies do not have to
negotiate any other details of the purchase. In fact, DFARS Part 227, which is the
DFARS Part that covers all DoD acquisitions of any computer software and computer
software documentation, states that DFARS Part 227 “does not apply to computer
software or computer software documentation acquired under GSA schedule contracts.”**
(3) Major Systems — The third method of acquiring CCS, acquiring CCS as part of a
system, is the most complicated method and presents the most challenges for the DoD

with respect to ensuring best value for the DoD. The actual procurement of the CCS as

part of a system is simple for the DoD, as the prime contractor purchases the CCS on the

9 DFARS 227.7202-1(b)
10 FAR 8.404(d)
11 DFARS 227.7200(b)



DoD’s behalf and then delivers the CCS as a component of a system. However, it is
extremely difficult for the DoD to accurately determine best value for CCS when it is a
component of a system because CCS often does not give the DoD sufficient rights in the
code to perform maintenance and sustainment on the system.

As required by FAR Part 34, major systems are defined in OMB Circular No. A-
109 as

“that combination of elements that will function together to produce the

capabilities required to fulfill a mission need. The elements may include, for

example, hardware, equipment, software, construction, or other improvements or
real property.”*?

Best value applies to contracts for major systems where the development and
procurement costs might only represent a fraction of the total lifecycle cost and operation
and sustainment (O&S) costs might represent the majority of the total cost. When the
DoD acquires systems of which CCS is only one component, determining best value for
the entire system means determining the entire lifecycle cost, which includes “design,
development, production, operation, maintenance and support of a major system over its

»l4

anticipated useful life span.”™" With regard to O&S costs, the Government

Accountability Office (GAOQ) stated that

12FAR 34.000
13 OMB Circular A-109(5)(h)
14 OMB Circular A-109(5)(j)
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“O&S costs can account for 70 percent or more of the total ownership costs over a
system's lifetime and include the direct and indirect costs for spare parts, fuel,
maintenance, personnel, support facilities, and training.”*

CCS presents a difficult challenge for the DoD in calculating lifecycle costs of
systems because it can be difficult to calculate the O&S costs associated with maintaining
the CCS components of the system. Persons responsible to maintain, repair, and upgrade
systems often require access to source code and technical data related to CCS, but
customary CCS licenses often do not provide source code or the necessary technical data.
Such licenses can also restrict other parties from accessing information needed to
maintain, repair, or upgrade the CCS components of the system.

With regard to CCS and CCSD, DoD agencies must consider how much they are
willing to pay for rights and deliverables up front versus how much they are willing to
pay for sustainment of the system, especially when the agency is locked into contracting
with a single vendor for sustainment efforts. Saving thousands on procurement costs
while losing millions on sustainment costs does not represent best value.

The DoD needs to obtain the appropriate balance of rights in the software it
acquires. If it demands too many rights, then software vendors will refuse to sell their
products to the DoD. If the DoD accepts too few rights, however, then the DoD will not
have as much flexibility to use, maintain, and share the software, which can also be costly

for the DoD.

15 GAO Report to Congressional Addressees. 11-318SP: Opportunities to Reduce
Potential Duplication in Government Programs, Save Tax Dollars, and Enhance
Revenue. March 2011. p. 187.

11



As described above, determining lifecycle costs is extremely difficult. A Nash
and Cibinic report noted that:

“if the agency is procuring software that will involve heavy upgrade and
maintenance costs, the agency may derive the lowest life-cycle cost by funding
the development or buying rights to the elements of the software that are
proprietary. On the other hand, if the forecast downstream costs are light,
allowing contractors to finance the development or to include a lot of private
expense elements in the product may be the least expensive course of action...
Preferring commercial items in all cases may provide the lowest acquisition costs

but may greatly increase life-cycle costs.”*®

(emphasis added)

Vendor lock is a serious problem in many cases related to CCS. In one bid
protest, a potential vendor protested the U.S. Navy’s intention to award a contract to
another vendor on a sole source basis because the Navy did not have sufficient technical
data in its own product to determine whether other suppliers could meet the Navy’s
needs. The GAO denied the protest and held that the DoD is permitted to award
contracts on a sole source basis when it has insufficient technical data to determine
whether alternative products could meet DoD needs:

“Further, the record also indicates that the Navy did not acquire technical data

rights or rights to manufacturing drawings and processes, specifications, and other

technical data pertaining to the Wartsila seals. As a result, the agency determined

that a lack of manufacturing and technical information made it impossible for the

16 Nash & Cibinic Report. October 2006. Intellectual Property. § 49. Proprietary
Rights vs. Competition: A Strategic Choice. Ralph C. Nash. 20 No. 10 Nash & Cibinic
Rep. | 49.

12



Navy to determine whether non-OEM components and replacement parts are
equivalent to the OEM components, and whether non-OEM components will
compromise the required reliability and effectiveness of the stern tube seal system
as a whole. In this regard, we have recognized that a proper basis for a sole-
source award exists where adequate data is not available to the agency to conduct
a competitive procurement.”’

As described above, the DoD must juggle numerous factors in its efforts to
acquire best value products and services. CCS and CCSD present unique challenges that
DoD agencies must consider in order to acquire best value products. Agencies must

consider the rights, deliverables, method of purchase, and lifecycle costs (if the CCS is

purchased as part of a major system).

High-Level Goal: Maintain the Public’s Trust

The DoD’s second high-level goal is to maintain the public’s trust."® Current and
potential contractors are a vital part of the public. This policy is important because
vendors who lose faith in the procurement system are free to take their business
elsewhere and deny the DoD of their products and services. Thus, DoD agencies must be
careful that they deal in good faith with contractors in order to protect the DoD’s long-
term interest in protecting its supplier base.

In order to maintain the public’s trust, the DoD must recognize the public’s needs
with regard to acquisition of CCS. Vendors’ primary need is to realize profits on CCS

after investing significant amounts of money and resources into developing and fielding

17 Matter of: Coastal Seal Services, LLC. B- 406219. March 12, 2012. B- 406219, 2012
CPD P 111, 2012 WL 837707 (Comp.Gen.).
18 FAR 1.102(a)

13



the CCS. In order to realize these profits, vendors must be able to protect their
intellectual property rights (IPRs) in their CCS by preventing other parties from misusing
or releasing information related to the CCS.

Any time the DoD abuses the IPRs of vendors, the DoD risks betraying the trust
of those vendors in a way that will drive those vendors away from the public
marketplace. Whenever commercial vendors leave the public marketplace, the entire
public suffers because the DoD will no longer be able to obtain best value products and
services when the optimal vendors refuse to deal with DoD.

Commercial vendors that are not accustomed to dealing with the DoD are often
unfamiliar with the labyrinth of acquisition rules and policies. The DFARS regulations
that deal with CCS and NCCS are confusing, contradictory, and unclear, which can lead
to many opportunities for commercial vendors to make mistakes in selling CCS to the
DoD. If the DoD acts in a way that is according to the laws and regulations, but that a
commercial vendor did not anticipate, that could represent a betrayal of the public’s trust,
even if the DoD’s actions are legally justified.

The DoD should always work to ensure that it operates in a way that commercial
vendors can feel that they are on an even footing with the DoD and that they can
understand the ramifications of selling their products to the DoD, especially when the

vendors are unfamiliar with DoD laws and regulations.

Primary Policies

As mentioned above, the DoD follows three primary policies when acquiring CCS
and CCSD. There are numerous other applicable policies, but these three policies are the

most important. These policies of acquiring commercial items, obtaining minimum

14



rights necessary, and using commercial licenses shape the methods in which the DoD
acquires CCS and CCSD. As will be shown below, there is considerable tension among
these policies, as it is often difficult to balance the goals of these policies with the DoD’s
needs to obtain best value products and services and maintain the public’s trust, both in
the short term and in the long term. Most importantly, however, these policies are not
wholly consistent with the DoD’s rules governing acquisition of NCCS and NCCSD, and

this situation leads to confusion between the DoD and CCS vendors.

Primary Policy 1: Acquire Commercial Items

The first major policy that applies specifically to CCS and CCSD is the policy to
acquire commercial items. CCS and CCSD fall under the definition of commercial items.
The Federal Acquisition Streamlining Act (“FASA™)™ added Part 12 to the FAR, which
is intended to streamline the acquisition process in order to enable the Government to
more easily acquire commercial items. Part 12 of the FAR requires agencies to do the
following:

“(b) Acquire commercial items or nondevelopmental items when they are

available to meet the needs of the agency; and

(c) Require prime contractors and subcontractors at all tiers to incorporate, to the

maximum extent practicable, commercial items or nondevelopmental items as
1,20

components of items supplied to the agency.

The DFARS confirms and expands this requirement by requiring DoD agencies to:

19 Federal Acquisition Streamlining Act of 1994 (FASA) Pub. L. No. 103-355, 108 Stat.
3243.
20FAR 12.101
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“identify and evaluate, at all stages of the acquisition process (including concept
refinement, concept decision, and technology development), opportunities for the
use of commercial computer software and other non-developmental software in
accordance with Section 803 of the National Defense Authorization Act for Fiscal
Year 2009 (Pub. L. 110-417)."%
This policy is notable because it applies both to the DoD and to its prime contractors,
although it is not required for contractors. However, the DoD must require its contractors
to incorporate CCS and CCSD via prime and subcontracts.
As noted above, CCS and CCSD fall under the definition of commercial items.
Commercial items have a long and convoluted definition. They are defined in FAR 2.101
as:

“(1) Any item, other than real property, that is of a type customarily used by the
general public or by non-governmental entities for purposes other than
governmental purposes, and--

(i) Has been sold, leased, or licensed to the general public; or,

(ii) Has been offered for sale, lease, or license to the general public;

(2) Any item that evolved from an item described in paragraph (1) of this
definition through advances in technology or performance and that is not yet
available in the commercial marketplace, but will be available in the commercial
marketplace in time to satisfy the delivery requirements under a Government

solicitation;

21 DFARS 212.212(1)

16



(3) Any item that would satisfy a criterion expressed in paragraphs (1) or (2) of
this definition, but for --
(i) Modifications of a type customarily available in the commercial marketplace;
or
(it) Minor modifications of a type not customarily available in the commercial
marketplace made to meet Federal Government requirements. Minor
modifications means modifications that do not significantly alter the
nongovernmental function or essential physical characteristics of an item or
component, or change the purpose of a process. Factors to be considered in
determining whether a modification is minor include the value and size of the
modification and the comparative value and size of the final product. Dollar
values and percentages may be used as guideposts, but are not conclusive
evidence that a modification is minor;
(4) Any combination of items meeting the requirements of paragraphs (1), (2),
(3), or (5) of this definition that are of a type customarily combined and sold in
combination to the general public.”?
CCS and CCSD are commercial items. However, the DoD defines CCS differently than
the general definition of commercial items. The DoD defines CCS as
“software developed or regularly used for non-governmental purposes which—

(i) Has been sold, leased, or licensed to the public;

(ii) Has been offered for sale, lease, or license to the public;

22FAR 2.101
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(iii) Has not been offered, sold, leased, or licensed to the public but will be
available for commercial sale, lease, or license in time to satisfy the delivery
requirements of this contract; or
(iv) Satisfies a criterion expressed in paragraph (a)(1)(i), (ii), or (iii) of this clause
and would require only minor modification to meet the requirements of this
contract.”?®
The problems that arise from these different definitions are described in greater detail
later on in this paper. CCSD is not defined separately. Rather, the DoD defines all
computer software documentation similarly, whether it is commercial or noncommercial.
The DFARS defines computer software documentation as
“owner's manuals, user's manuals, installation instructions, operating instructions,
and other similar items, regardless of storage medium, that explain the capabilities
of the computer software or provide instructions for using the software.”**
Computer software documentation is also included within the definition of technical data.
Technical data is defined as
“recorded information, regardless of the form or method of recording, of a
scientific or technical nature (including computer software documentation). The
term does not include computer software or data incidental to contract
administration, such as financial and/or management information.”?®

The commercial item regulations are designed to enable the Government,

including the DoD, to acquire commercial items more easily. This policy should also

23 DFARS 252.227-7014(a)(1)
24 DFARS 252.227-7014(a)(5)
25 DFARS 252.227-7015(a)(5)

18



have the simultaneous effect of making it easier for vendors of commercial items to do
business with the Government. However, contractors have varying levels of expertise in
defense contracting. Some contractors sell exclusively to the DoD and have in-depth
understanding of DoD rules and regulations, whereas many commercial companies have
no understanding whatsoever of these rules and regulations.

As will be discussed in greater detail further below, CCS occupies a unique
position as a commercial item. With most commercial items or services, the product
itself is the entire required deliverable. With CCS, however, the rights in the deliverable
software program can be just as valuable as the software itself. Also, the line between
CCS and NCCS is not always clear.

Commercial item regulations should make it easier for the DoD to purchase CCS,
and they should also make it easier for commercial vendors to sell CCS to the DoD. DoD
guidance states that:

“[t]hese guiding principles require fair treatment of IP owners and encourage the

use of that IP to produce commercial products and services that meet Defense

needs. They support the current movement for DoD to collaborate with industry

on more commercially friendly terms, so that the benefits of commercial research

and development can be more readily assimilated into Defense products.”?
There are many benefits available to both the DoD and its contractors that can come

through acquisition of commercial items, which is why the DoD must work diligently to

preserve commercial item rules. The Aerospace Industries Association listed a number

26 Navigating Commercial Waters. 4-1.
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of benefits associated with the acquisition of commercial items that apply directly to
acquisition of CCS and CCSD as well:
e “Leverage state of the art technologies developed in the commercial
marketplace...
e Utilization of open industry standards...
e Parts obsolescence managed by suppliers...
e Savings of research and development expenditures...
e Establishment of a market price as a price analysis tool...
e Integration of the defense and commercial industrial bases to benefit the
Nation's security and economy...
e Reduced economic risk associated with developing new DoD unique
items...
e More rapid deployment of state-of-the art technologies...
e Access to proven advanced technologies... [and]
e Opportunities for increased competition”?’

In the years since FASA was enacted, many new regulations concerning
acquisition of commercial items have arisen. The DoD should keep in mind that the very
purpose of FASA was to make it easier for commercial vendors to sell their goods and
services to the Government. The Aerospace Industries Association cautioned that:

“FAR Part 12 has become burdened with added regulatory and process

requirements over time, resulting in the layering of more formal acquisition

27 Why FAR Part 12 authorities must be retained. Issue Paper. Aerospace Industries
Association. Accessed 5 July 2013 at http://www.aia-

aerospace.org/assets /Why%20FAR%20Part%2012%20authorities%20must%20b
e%20retained.pdf.
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processes onto the framework of commercial item acquisition. This has led to a
reduction in the efficient use of commercial item acquisition techniques. This
impact has been felt most acutely and notably in the ability of the Government to
acquire commercial products, services and systems at a pace timely enough to
meet Government’s requirements and still be state of the art.”?®

In other words, there is a legitimate concern that streamlined commercial item processes
are becoming every bit as cumbersome as traditional processes for noncommercial items.
This is especially true with CCS and CCSD. When difficulties arise, Congress and the
DoD often tend to attempt to resolve the difficulty through new legislation, which, if

unchecked, will make the process to acquire CCS and CCSD every bit as cumbersome as

the process to acquire NCCS and NCCSD.

Primary Policy 2: Acquire Minimum Rights Necessary
The second policy that applies specifically to CCS and CCSD is the policy that
the DoD should only acquire the minimum rights necessary to meet agency needs.
Although this policy technically applies to NCCS and NCCSD, this policy logically
extends to CCS. The DFARS states that
“DoD policy is to acquire only the computer software and computer software
documentation, and the rights in such software or documentation, necessary to

satisfy agency needs.”?

28 Why FAR Part 12 authorities must be retained. Issue Paper. Aerospace Industries
Association. Accessed 5 July 2013 at http: //www.aia-

aerospace.org/assets /Why%20FAR%20Part%2012%20authorities%20must%20b
e%?20retained.pdf.

29 DFARS 227.7203-1(a)
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This policy is closely related to the general policy of obtaining best value
products and services and maintaining the public’s trust. Requiring too many rights is
expensive, and can also discourage vendors from offering their products to the DoD, so
the DoD must be careful to follow this policy closely. At the same time, however, the
DoD must also acquire sufficient deliverables and rights to meet DoD needs for the best
value.

There is considerable friction between this policy and the DoD’s requirements to
meet its current and future needs. As discussed earlier, the DoD acquires CCS and
CCSD either directly from a supplier or through a prime contractor who incorporates the
CCS into a larger system. Direct purchases of CCS and CCSD tend to be far simpler than
acquisitions of CCS and CCSD as part of a larger system for many reasons.

Also, commercial licenses tend to include far fewer rights than NCCS standard
rights. Because the DoD has different needs from other commercial purchasers of CCS
and CCSD, the DoD often seeks to acquire more rights than other commercial purchasers
would normally purchase.

A large problem is that DoD system platforms are often custom-developed and
last decades longer than commercial platforms. The current DFARS regulations can lead
to vendor-lock, meaning that the DoD can be dependent upon owners of proprietary data
and software to maintain DoD systems long after system development is complete.
Vendor-lock can prove extremely costly for the DoD, especially in cases where
contractors severely restrict the DoD’s rights in delivered products. Of course, vendor-
lock can be extremely lucrative for contractors, as it assures them of repeat business

opportunities, sometimes for years after the initial purchase of the CCS.
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In order to implement this policy of only obtaining the minimum rights necessary
to meet agency needs, the DFARS requires that:

“Offerors and contractors shall not be required to—

(1) Furnish technical information related to commercial computer software
or commercial computer software documentation that is not customarily provided
to the public except for information documenting the specific modifications made
at Government expense to such software or documentation to meet the
requirements of a Government solicitation; or
(2) Relinquish to, or otherwise provide, the Government rights to use, modify,
reproduce, release, perform, display, or disclose commercial computer software or
commercial computer software documentation except for a transfer of rights
mutually agreed upon.”*°

However, this policy is in tension with the related DFARS policy that states that
“If the Government has a need for rights not conveyed under the license
customarily provided to the public, the Government must negotiate with the
contractor to determine if there are acceptable terms for transferring such
rights.”*

These two DFARS policies seem to put DoD agencies into the awkward situation of not

being permitted to require technical information related to CCS that is not customarily

provided to the public, but still being permitted to negotiate for rights in the CCS itself

that are not customarily provided to the public.

30 DFARS 227.7202-1(c)
31 DFARS 227.7202-3(b)
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Although the DoD is required to acquire minimum rights necessary, the DoD is
free to negotiate for greater rights and even evaluate proposals based on the rights offered
to the DoD in technical data and computer software. This policy applies to NCCS, but
can be logically extended to CCS. In one post-award bid protest where the Army had
included the rights in technical data as an evaluation factor, the GAO concluded that the
Army had properly evaluated an unsuccessful offeror’s (ITT) proposal with regard to the
rights that it had offered:

“ITT has not shown-and our review of the record has not revealed-that BAE's or

Northrop's proposals included conditional limitations on data rights similar to the

one in ITT's proposal. Accordingly, we do not see the agency's evaluation as

unequal; rather, we see it as reflecting a reasonable distinction between ITT's
proposal and the proposals of BAE and Northrop.”*

One issue, however, that is unclear is whether the DoD can evaluate proposals
based on the amount of CCS vs. NCCS included in the proposal. Although the DoD’s
policy is to acquire commercial items where possible, it is not always beneficial to the
DoD to acquire commercial items. Therefore, it is conceivable that the DoD could issue
a solicitation that includes rights in technical data and computer software as an evaluation
factor and then rate proposals lower that include CCS instead of NCCS based on the
justification that NCCS offers more rights to the DoD than CCS.

The bottom line is that the DoD must always consider the amount of rights that it
requires in its systems and then balance those needs with its stated policy of only

acquiring minimum rights necessary.

32 Matter of: ITT Electronic Systems. B- 406405. May 21, 2012. B- 406405, B-
406405.2,2012 CPD P 174, 2012 WL 2061455 (Comp.Gen.) (page 11).
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Primary Policy 3: Accept customary commercial licenses

The third DFARS policy that applies specifically to CCS is the policy of
accepting customary commercial licenses. This policy is the most problematic of the
three. The DFARS states that

“Commercial computer software or commercial computer software

documentation shall be acquired under the licenses customarily provided to the

public unless such licenses are inconsistent with Federal procurement law or do
not otherwise satisfy user needs.”

This policy creates a tremendous amount of friction between DoD agencies and
vendors because of the difficulties associated with accepting licenses that are customarily
provided to the public. Customary licenses for CCS are usually filled with terms that are
inconsistent with Federal procurement law and that do not meet DoD agencies’ needs.
Customary licenses for CCS are often offered as “shrink-wrap” or “click-wrap” licenses
that a purchaser must accept in whole in order to purchase the software.

The DFARS also states that

“The Government shall have only the rights specified in the license under which

the commercial computer software or commercial computer software

documentation was obtained.”*
As discussed above, the DoD is free to negotiate for more rights than are offered in the
customary commercial license,® although it appears that the DoD is discouraged from

requiring too many more rights in the technical data associated with the CCS.*

33 DFARS 227.7202-3(a)
34 DFARS 227.7202-3(b)
35 DFARS 227.7202-2(c)
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The policy of accepting customary commercial licenses is important because it
encourages the use of commercial items and makes it easier for commercial vendors to
sell CCS to the DoD. When the DoD negotiates for more rights than are customarily
offered to the public, the vendor incurs transaction costs that it would not incur during
other transactions. This policy is important enough that it was suggested that as part of a
DFARS 227 revision, the DoD should make it even more difficult to acquire more rights
than are customarily granted to the public.®®

Treating CCS like NCCS would run counter to the policy of accepting customary
commercial licenses and would make it more difficult for the DoD to acquire CCS.
Therefore, the DoD should be very careful to clarify ambiguities related to the acquisition
of CCS without reaching for additional rights in CCS and CCSD that will deter vendors

from offering their CCS products to the DoD.

36 60 FR 33464-01. 33466.
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Section Il: Specific problem areas associated with the
acquisition of CCS and CCSD

This section discusses the 14 main problem areas associated with the acquisition
of CCS and CCSD. This section demonstrates how the rules governing acquisition of
CCS and CCSD are inconsistent with the rules governing NCCS and NCCSD and how
this inconsistency creates confusion between the DoD and CCS vendors, which can deter
vendors from offering their products to the DoD. Again, the 14 main problem areas are
as follows:

(1) The nature of CCS as a commercial item;

(2) The lack of a specific DFARS clause for CCS;

(3) Inconsistent treatment of CCS between the FAR and DFARS;

(4) Inconsistent treatment of CCS within the DFARS, including tension between

CCS and technical data associated with CCS

(5) CCS license terms that are inconsistent with Federal procurement law;

(6) Segregability — Software;

(7) Segregability — Technical Data;

(8) CCS developed at Government expense;

(9) Transfer rights;

(10)  Deferred ordering;

(11)  Assertions lists;

(12) Markings;

(13) Software as a Service (“SaaS”); and

(14)  Open source software (“OSS”).
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Some potential solutions to the individual problem areas are discussed in this
section. With regard to potential solutions, however, it should be noted that it is
extremely difficult to offer individual solutions for individual problems, as none of these
problems exist in a vacuum. Any change in one part of the regulations will trigger shifts
and changes in other (sometimes unexpected) areas. The DoD understood this problem
and therefore attempted a wholesale revision of DFARS Part 227, which is the DFARS

Part that regulates acquisition of computer software and technical data.

. The nature of CCS as a commercial item

The Problem: The first problem area associated with the acquisition of CCS and
CCSD is not necessarily a large problem area, but it should be addressed first, because it
is an important point. The issue is that CCS and CCSD are different from many other
commercial items that the DoD buys. The difference is that the value of CCS and CCSD
is not found in the deliverable CCS and CCSD alone. This point is important because it
can cause confusion when DoD agencies attempt to calculate total costs as part of a best
value determination.

When the DoD acquires CCS and CCSD as a product, the DoD acquires two
separate items of value that are combined into a single product. The first item of value is
the actual CCS and CCSD deliverable. It is easy to focus on this item of value and to
forget about the second item of value, which is the rights associated with the deliverable.
The rights associated with the CCS and CCSD deliverables are just as important, and are
often even more important than the CCS and CCSD deliverables themselves.

Here, it is important to note the distinction between CCS and NCCS. When the

DoD acquires NCCS, the procurement contract governs the contract and describes the
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deliverables and rights associated with those deliverables. When the DoD acquires CCS,
however, the CCS license is also included within the framework of the procurement
contract. The CCS license goes far beyond merely describing deliverables and assigning
rights, as the CCS license is intended to be a standalone contract. It describes
deliverables and rights, but also includes responsibilities, remedies, and other commercial
contract terms. In effect, a CCS license becomes a commercial contract embedded within
a government contract, which leads to unique issues.

When the DoD purchases software, it requires a license to describe the
“Government’s rights to use, modify, reproduce, release, perform, display, or disclose
computer software or computer software documentation.”*’

The problem, if any, associated with the nature of CCS and CCSD as commercial
items is that the stakeholders do not always understand that if the DoD negotiates
different license rights for CCS and CCSD deliverables, then the CCS ceases to be the
product that is customarily offered to the public. The product offered to the public
consists of both the deliverable and the rights in the deliverable. Altering the rights in the
deliverable alters the entire product.

If the DoD fails to understand that changing the rights associated with CCS and
CCSD deliverables, then the DoD will risk enacting regulations and policies that do not
enable the DoD to obtain best value products and services because CCS vendors will be
deterred by the potential loss of rights and higher transaction costs associated with selling
CCS and CCSD to the DoD. More importantly, however, failing to recognize license

rights as an integral part of a commercial product will lead the DoD to enact regulations

37 DFARS 227.7202-4
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that violate the policy to acquire commercial items. This could also lead the DoD to stray
from its policy of accepting customary commercial licenses.

Potential Solutions: There is no specific solution recommended here, other than
that all stakeholders should take care to recognize that the value of a CCS product is
found in both the deliverable and in the rights in the deliverable. Industry should
continue to advocate for CCS and CCSD to be treated as such and not as NCCS or
NCCSD. Industry should continue to seek to convince the DoD that altering the
customary license for CCS that a contractor offers to the public constitutes a change in
the nature of the entire product, and that if the DoD goes too far in treating CCS like

NCCS, then the DoD will lose the benefits of commercial item policies.

I1. Lack of a specific clause dedicated to CCS and CCSD

The Problem: This problem area is unique because many parties, particularly in
industry, do not see this is as a problem at all. The issue is that the DFARS does not
prescribe a clause governing CCS and CCSD. The DFARS states that

“A specific contract clause governing the Government's rights in commercial

computer software or commercial computer software documentation is not

prescribed. As required by 227.7202-3, the Government’s rights to use, modify,
reproduce, release, perform, display, or disclose computer software or computer
software documentation shall be identified in a license agreement.”*

The lack of a clause dedicated to CCS creates confusion between vendors and

DoD agencies because the parties have no guidance to resolve the numerous questions

that arise surrounding rights in the CCS to be delivered under DoD contracts. NCCS and

38 DFARS 227.7202-4
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NCCSD, however, receive extensive treatment both in DFARS Part 227 and in the
clauses found in DFARS 252.227.

Any time that NCCS or NCCSD are to be delivered under a DoD contract, a host
of DFARS provisions and clauses are required (although some are recommended) to be
added to the contract. A requirement for delivery of NCCS or NCCSD requires the
inclusion of DFARS 252.227-7014 Rights in Noncommercial Computer Software and
Noncommercial Computer Software Documentation. This is the primary DFARS clause
dealing with rights in NCCS and NCCSD. The inclusion of DFARS 252.227-7014 in
turn requires the inclusion of other clauses that cover important aspects of acquisition of
computer software, including contractor assertions of use, release, or disclosure
restrictions,* rights in bid or proposal information, validation of asserted restrictions, and
(sometimes) validation of restrictive markings on technical data.

One outstanding difficulty of this situation is that contract clauses normally define
terms to be used under the contract. Because there is no clause for CCS, the drafters of
the DFARS included the definition for CCS in the clause for noncommercial computer
software. This creates contractual difficulty in situations where no noncommercial
computer software is delivered, as the clause is only required in contracts that require
delivery of noncommercial computer software.

Another problem associated with this situation is that it creates a false sense of
security for some contractors. Because there is no clause governing the CCS and CCSD,

contractors are led to assume that their commercial licenses will cover all contingencies

39 DFARS 252.227-7017
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related to the contract. As will be discussed in greater detail below, however, this is not
always the case, as some commercial terms are unacceptable to the DoD.

Possible Solutions: As stated earlier, the DoD has proposed adding a clause that
would specifically cover CCS and CCSD.*° The proposed clause seeks to clarify
ambiguities associated with the acquisition of CCS and CCSD, but it also creates new
problems. The proposed DFARS clause does not bestow any additional rights to the
DoD, but it does create some new considerations.

At the very least, it could be helpful to require a brief clause in all contracts for
delivery of CCS that notifies the contractor what will happen in case license terms are
included that are inconsistent with federal procurement law.

The FAR includes an optional clause that non-DoD federal agencies can use when
acquiring CCS and CCSD.** The prescription for the clause states that it “may be used
when there is any confusion as to whether the Government's needs are satisfied or
whether a customary commercial license is consistent with Federal law.”* With regard
to rights, the FAR clause states that:

“Notwithstanding any contrary provisions contained in the Contractor’s standard

commercial license or lease agreement, the Contractor agrees that the

Government will have the rights that are set forth in paragraph (b) of this clause to

use, duplicate or disclose any commercial computer software delivered under this

4075 FR 59411. Proposed DFARS 252.227-7015. 27 September 2010. DFARS Case
2010-D0O01.

41 FAR 52.227-19

42 FAR 27.405-3(a)

32



contract. The terms and provisions of this contract shall comply with Federal laws
and the Federal Acquisition Regulation.”*

The clause then goes on to enumerate numerous rights to use, reproduce, modify,
disclose, and copy the CCS and CCSD that would not be included in a normal
commercial license.** This approach could helpful for the DoD because it adds more
rights, but it could also discourage vendors from offering CCS and CCSD to the DoD
because of concerns with giving away rights in their products.

At the same time, it should be noted that many parties do not desire to see the
current situation changed. Any addition to the regulatory language will make the process
of CCS acquisition more cumbersome, so some believe the current language should be
left alone. As discussed above, however, not including a clause can provide a false sense
of security to contractors, which could lead to greater problems down the road when
contractors find that portions of their licenses are unenforceable against the DoD.

Therefore, it is recommended that the DoD prescribe at least a minimal clause to ensure

understanding between the DoD and its contractors.

I11. CCS and CCSD are defined and treated differently in the FAR and

DFARS

The Problem: The FAR and DFARS define and treat CCS and CCSD
differently. This can lead to confusion among commercial vendors who are unfamiliar
with government agencies. In most areas of acquisition, the DFARS adds to or differs

from FAR regulations, but the area of data rights (which includes CCS and CCSD) is

43 FAR 52.227-19(a)
44 FAR 52.227-19(b)
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unique because the DFARS does not use any of the FAR language. FAR Subpart 27.4
covers data rights for all agencies except the DoD.*® The DFARS states that “DoD
activities shall use the guidance in Subparts 227.71 and 227.72 instead of the guidance in
FAR Subpart 27.4.*
This different treatment leads to two problems. First, the FAR and DFARS define
CCS completely differently, which creates confusion among commercial vendors.
Second, the DFARS definition of CCS is somewhat ambiguous, especially with respect to
CCS that have been modified with DoD funding and computer programs that exhibit
characteristics of both CCS and NCCS.
First, the FAR and DFARS have different definitions for computer software. The
DFARS defines computer software as:
“computer programs, source code, source code listings, object code listings,
design details, algorithms, processes, flow charts, formulae, and related material
that would enable the software to be reproduced, recreated, or recompiled.
Computer software does not include computer databases or computer software
documentation.”*’
The FAR defines computer software thus:
““Computer software”—
(1) Means

(i) Computer programs that comprise a series of instructions, rules,

routines, or statements, regardless of the media in which recorded, that

45 FAR 27.400
46 DFARS 227.400
47 DFARS 252.227-7014(a)(4)
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allow or cause a computer to perform a specific operation or series of

operations; and

(i1) Recorded information comprising source code listings, design details,

algorithms, processes, flow charts, formulas, and related material that

would enable the computer program to be produced, created, or compiled.

(2) Does not include computer databases or computer software
documentation.”*®

The FAR defines CCS in FAR Part 2 as “any computer software that is a
commercial item.”*

The DFARS defines CCS as follows:
““*Commercial computer software” means software developed or regularly used
for non-governmental purposes which—

(i) Has been sold, leased, or licensed to the public;

(ii) Has been offered for sale, lease, or license to the public;

(iii) Has not been offered, sold, leased, or licensed to the public but will be
available for commercial sale, lease, or license in time to satisfy the delivery
requirements of this contract; or

(iv) Satisfies a criterion expressed in paragraph (a)(1)(i), (ii), or (iii) of this
clause and would require only minor modification to meet the requirements of this

contract.”

48 FAR 52.227-14(a)
49 FAR 2.101
50 DFARS 252.227-7014(a)(1)
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These different definitions of CCS can cause confusion among vendors who wish to deal
with the DoD. Different regulations can cause confusion among DoD contractors, which
can deter contractors from offering their products to the DoD.

Confusion and uncertainty about how to sell to the United States Government
(“USG”) lead to higher transaction costs, which will deter vendors from selling to the
USG and DoD, which will make it harder for the DoD to obtain best value products and
services. Confusion about the how CCS and CCSD are treated can also lead to a
breakdown of trust between the DoD and its contractors.

Possible Solutions: The obvious solution is for the FAR and DFARS to
synchronize their definitions of CCS and CCSD and to treat them more similarly. This is
not very likely, as it would require a major effort on the part of the USG or the DoD to
completely rewrite either the FAR or the DFARS, or both. In this case, the DoD should
actively work to notify potential vendors that have sold to other USG agencies that the

DoD uses different definitions and treatment for CCS and CCSD.

IV. Inconsistent treatment of CCS and CCSD within the DFARS,

including tension between CCS and technical data associated with CCS

The Problem: CCS and CCSD appear to be covered by the same rules, but it is
possible that they are not because the DFARS language seems to confuse CCSD with
some types of technical data. The DFARS treats computer software and technical data
differently. Computer software and technical data have different definitions and are
subject to different rules and regulations. The differences extend to CCS and CCSD as

well. However, the DFARS language speaks of CCS and CCSD as if they were one and
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the same thing, when some portions of CCSD are possibly subject to completely different
rules.

CCS is computer software, whereas CCSD is technical data. The confusing
DFARS language can lead to misunderstandings between the DoD and its contractors,
especially with regard to rights in CCSD associated with CCS. CCS suppliers could
assume that their CCSD is protected under the commercial license, while the DoD could
assume that the DoD has unlimited rights in portions of the CCSD.

In its language covering CCS, the DFARS includes CCSD in all rules, which
leads to the conclusion that CCSD is also subject only to commercial license rights. The
DFARS language states very clearly that:

“Commercial computer software or commercial computer software

documentation shall be acquired under the licenses customarily provided to the

public unless such licenses are inconsistent with Federal procurement law or do
not otherwise satisfy user needs.”* (Emphasis added)
The DFARS goes on to explain that

“Offerors and contractors shall not be required to—

(1) Furnish technical information related to commercial computer software or

commercial computer software documentation that is not customarily provided to

the public except for information documenting the specific modifications made at

Government expense to such software or documentation to meet the requirements

of a Government solicitation; or

51 DFARS 227.7202-1(a)

37



(2) Relinquish to, or otherwise provide, the Government rights to use, modify,
reproduce, release, perform, display, or disclose commercial computer software
or commercial computer software documentation except for a transfer of rights
mutually agreed upon.”>?
Finally, seemingly confirming that CCSD is subject to commercial licenses, the DFARS
states that:
“(a) The Government shall have only the rights specified in the license under
which the commercial computer software or commercial computer software
documentation was obtained.
(b) If the Government has a need for rights not conveyed under the license
customarily provided to the public, the Government must negotiate with the
contractor to determine if there are acceptable terms for transferring such rights.
The specific rights granted to the Government shall be enumerated in the contract
license agreement or an addendum thereto.”* (Emphasis added)
This DFARS language seems to demonstrate clearly that CCSD is only subject to
commercial licenses and that the DoD must negotiate new rights if it desires more rights
than are found in the commercial license. There is no clause for CCS, so the commercial
license controls the rights associated with CCS. However, there is a clause for
commercial technical data, and CCSD falls under the definition of commercial technical
data.
The DFARS defines technical data in the clause that covers NCCS. Technical

data is defined as:

52 DFARS 227.7202-1(c)
53 DFARS 227.7202-3
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“recorded information, regardless of the form or method of the recording, of a
scientific or technical nature (including computer software documentation). The
term does not include computer software or data incidental to contract
administration, such as financial and/or management information.”>*
It should be noted that computer software is specifically excluded from the definition of
technical data, while computer software documentation is specifically included in the
definition. The DFARS defines computer software in the DFARS clause that covers
NCCS. The DFARS defines computer software as:
“computer programs, source code, source code listings, object code listings,
design details, algorithms, processes, flow charts, formulae, and related material
that would enable the software to be reproduced, recreated, or recompiled.
Computer software does not include computer databases or computer software
documentation.”®
Note that the DFARS definition of computer software specifically excludes computer
software documentation. The language above suggests that CCS and CCSD are both
covered under commercial licenses. However, the DFARS provides a clause that covers
commercial technical data, which, arguably, covers CCSD.*® If this DFARS clause
covers rights in CCSD, then there exists a conflict between the DFARS language that

suggests that CCSD is covered by commercial licenses and the DFARS clause, which

gives the DoD unlimited rights in some portions of technical data.

54 DFARS 252.227-7013(a)(15)
55 DFARS 252.227-7014(a)(4)
56 DFARS 252.227-7015

39



The DFARS clause on commercial technical data states that a commercial item
(which would seem to include CCS and CCSD) “does not include commercial computer
software.” Tellingly, CCS is specifically included in this definition, while CCSD is not
mentioned. Further, this clause defines technical data in the same way that the DFARS
clause on noncommercial technical data defines it:

“recorded information, regardless of the form or method of recording, of a

scientific or technical nature (including computer software documentation). The

term does not include computer software or data incidental to contract
administration, such as financial and/or management information.”*®
Again, this definition specifically excludes computer software and specifically includes
computer software documentation. Because this clause is dedicated exclusively to
commercial technical data, it seems clear that this clause covers rights in CCSD, but not
CCs.

Because CCSD is specifically mentioned in the regulations covering CCS,
however, there is a strong argument that those regulations should prevail because they
cover CCSD more specifically. At the same time, however, there is enough ambiguity to
cause confusion among contractors.

The primary problem with having two regulatory structures governing rights in
CCSD is that they allow vastly different rights in CCSD. The DFARS clause for

commercial technical data gives the DoD unlimited rights in Form Fit and Function

(FFF) data, which it defines as

57 DFARS 252.227-7015(a)(1)
58 DFARS 252.227-7015(a)(5)

40



“technical data that describes the required overall physical, functional, and
performance characteristics (along with the qualification requirements, if
applicable) of an item, component, or process to the extent necessary to permit
identification of physically and functionally interchangeable items.”®

This definition of FFF data appears to overlap significantly with the DFARS definition of
computer software documentation, which is defined as

“owner's manuals, user's manuals, installation instructions, operating instructions,

and other similar items, regardless of storage medium, that explain the capabilities

of the computer software or provide instructions for using the software.”®
It would be a simple matter for a contractor to assume that its commercial license
governed all rights in CCSD delivered under a contract, while a DoD agency could
simultaneously assume that the DoD receives unlimited rights in substantial portions of
the CCSD that relate to the form and structure of the CCS.

The DoD further confuses this distinction between CCS and CCSD in its guidance
that the DoD should not require offerors or contractors to “[fJurnish technical information
related to commercial computer software or commercial computer software
documentation that is not customarily provided to the public.” (emphasis added)®* This
language is very confusing because it references “technical information”, which is
assumed to be technical data, in connection with CCSD, which is, by definition, CCSD.

Such imprecise language can lead to misinterpretations with regard to rights in CCSD

between the DoD and its subcontractors, which can cause numerous problems, especially

59 DFARS 252.227-7015(b)(1)
60 DFARS 252.227-7014(a)(5)
61 DFARS 227-7202-1(c)(1)
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if the DoD assumes that it has the rights to share CCSD with a contractor’s competitors
or use the CCSD in other ways that are contrary to the commercial license included in the
contract.

Possible Solutions: Here, it is very difficult to propose a solution without
overhauling the entire regulatory structure. However, this language is confusing and
problematic enough that the DoD should consider making drastic changes to make the
language internally consistent. At a minimum, the DoD should clarify whether CCSD is
governed by the CCS regulations or the commercial technical data regulations. The DoD
could do so by excluding CCSD from the current DFARS 252.227-7015 clause. The
DoD should also adopt a clearer definition of FFF data and differentiate between
technical data that is CCSD and technical data that is FFF data, especially in cases of
overlap. Of course, one major problem is that any changes to the language could lead to
CCS and CCSD being treated more like NCCS and NCCSD, which is exactly what

commercial vendors wish to avoid.

V. CCS license terms that are inconsistent with Federal procurement

law

The Problem: The DFARS states that

“Commercial computer software or commercial computer software
documentation shall be acquired under the licenses customarily provided to the
public unless such licenses are inconsistent with Federal procurement law or do

not otherwise satisfy user needs.”®

62 DFARS 227.7202-1(a) (emphasis added)
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The phrase “inconsistent with Federal procurement law” is necessary because it notifies
both the DoD and commercial vendors that the DoD cannot agree to anything that would
violate its own laws. However, this phrase raises more questions than it answers because
the DFARS does not state which license terms are inconsistent with federal procurement
law.

Adding to the confusion, the reference to licenses that “do not otherwise satisfy
user needs” creates an enormous exception to the requirement to acquire CCS and CCSD
under the licenses customarily provided to the public. On its face, this phrase appears to
suggest that DoD agencies are required to honor customary commercial licenses except
for any provisions that do not satisfy DoD needs. The problem is that “user needs” are
not defined anywhere and could signify almost anything. It is unclear who determines
what the DoD’s “user needs” are. It appears that a contracting officer could determine
that the DoD’s needs vastly exceed the rights granted in the customary commercial
license and proceed to use CCS or CCSD inappropriately and without any warning to the
vendor.

The DoD has proposed adding language to its Procedures, Guidance, and
Instruction (“PGI”) that would explain some of the issues associated with commercial
licenses:

“It is important to understand that a commercial computer software (including

open source software) license is often the sole or primary contractual document

that governs the acquisition of the software in the commercial marketplace. As

such, the license includes much more than a mere list of authorized uses—the
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license includes many additional terms and conditions that may conflict with

other terms and conditions found elsewhere in the contract.

163

This language reinforces the earlier discussion of customary licenses as being more than

a simple list of rights associated with the CCS and CCSD. Customary commercial

licenses are more far-reaching and contain language covering duties, obligations,

remedies, and any other terms that the licensor sees fit to include. Because licensors are

free to include any terms they wish in their customary licenses, it can be extremely

difficult to find a solution that will cover all such terms. Unfortunately, the current

DFARS language is too broad to offer any kind of specific guidance in this area.

There are six primary problems associated with this DFARS language:

1)

2)

3)

4)

Commercial vendors are not on notice as to what terms are inconsistent
with Federal procurement law.

It is not clear what terms are inconsistent with Federal procurement
law.

It is unclear what happens to such terms if they are included in the
license.

The fourth primary problem is less significant than the first three
problems, but is still worth mentioning. The fourth problem is that, due
to the nature of CCS as a commercial item, if a commercial vendor
alters its customary commercial license, then the CCS becomes a
different product from the product that the vendor offers to commercial

buyers.

63 Proposed DoD Procedures, Guidance and Instruction (“PGI”) 227.7104-5(c)(2).
DFARS Case 2010-D001.
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5) It is unclear how “user needs” should be defined and who, if anyone,
has the final authority to determine what these needs are.
6) It is unclear what should be done if it is found that a license contains
terms that are inconsistent with user needs.

These six problems are discussed in further detail below.
1) NO NOTICE - The DFARS does not put commercial vendors on notice as to what
terms are inconsistent with Federal procurement law. This leads to several potential
outcomes. First, if the DoD purchases CCS with a customary license and the license
contains terms that are inconsistent with federal procurement law, then the parties are left
with an agreement that is at least in part unenforceable, as DoD contracting officers are
not at liberty to waive federal procurement laws. Second, the vendor will have to incur
transaction costs to pay a specialist to review its license for potential problems. Third,
the DoD will have to review the license and then notify the vendor of problematic terms.
2) TERMS INCONSISTENT WITH FEDERAL PROCUREMENT LAW - There
are numerous terms that can potentially violate federal procurement law, which can make
it extremely costly for commercial vendors to offer their CCS products to the DoD.
Although a fair amount has been written about common terms that are inconsistent, it is
impossible to create a definitive list that includes all such terms. Even seasoned
contractors require a significant amount of expertise to be able to review their licenses to
ensure compliance with federal procurement law, so it is even more difficult for
commercial vendors who are unaccustomed to dealing with the DoD to understand how

their licenses could violate federal procurement law.
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Some of these terms include violations of the Anti-Deficiency Act, Prompt
Payment Act, Contract Disputes Act, and the Competition in Contracting Act.
Anti-Deficiency Act — The Anti-Deficiency Act is often cited as an example of a federal
procurement law that CCS licenses often violate. W. Jay DeVecchio states in his briefing
paper that a CCS license:

“cannot override the Government's statutory obligations, including the Anti-

Deficiency Act. This is not, strictly speaking, one enactment, but rather a

collection of laws that, among other things, prohibit a Government employee

from creating an obligation of the Government in advance of a congressional
appropriation. With the exception of multiyear year procurements, acquisition
appropriations are annual. Hence, any “obligation” in a commercial license that
would bind the Government beyond the appropriation is invalid. The most
common license term that violates the Anti-Deficiency Act is an indemnity
clause. This clause creates an obligation- “Government, you will indemnify me
for any misuse or harm caused by my software” (an obligation)-in advance of an
appropriation since the indemnity event may occur well into the future. Other
license terms that might run afoul of the Anti-Deficiency Act (depending on
timing) would be requirements for the customer to buy future software upgrades,
revisions, or maintenance services.”®*

Prompt Payment Act — The Prompt Payment Act is also cited as an example of a federal

procurement law that CCS licenses can violate. DeVecchio states that:

64 De Vecchio, Jay. Licensing Commercial Computer Software. West Briefing Papers.
04-03 Briefing Papers 1.
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“license payment provisions that impose an interest penalty if payment is not
received within a few days of invoicing could be contrary to the Prompt Payment
Act.”
Contract Disputes Act — CCS licenses can also violate the Contract Disputes Act.
DeVecchio states that:
“The Government and its contractors obliged by the Contract Disputes Act of
1978 to pursue disputes only before the Court of Federal Claims or an agency
board of contract appeals. Thus, license provisions attempting to limit the
Government to arbitration (domestic or international) or to confess judgment or to
be bound by a state venue or law are suspect.”®
The DoD has proposed adding language to the DFARS PGI that would notify contracting
officers of this issue:
“Disputes arising in Federal contracts are governed by the Contract Disputes Act
(41 U.S.C. 601 et seq.), as implemented at FAR Part 33. Commercial computer
software licenses may include terms that provide for specific remedies (e.g.,
injunctive relief) or procedures that conflict with the Contract Disputes Act.”®®
Additionally, with regard to venue and choice of law, the above-cited proposed DFARS
PGI language would add that:

“Federal contracts are governed by Federal law. Commercial computer software

licenses often specify that the license will be governed by the laws of a particular

65 Id.
66 Proposed PGI 227.7104-5(c)(2)(ii). DFARS Case 2010-D001.
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State, and may specify a particular venue for any legal actions related to the
license.”®’
Competition in Contracting Act (CICA) — The CICA requires the DoD to seek
competition among vendors for many procurements. Customary licenses for CCS often
include clauses requiring the purchaser to agree to purchase support services exclusively
from the vendors. DeVecchio states that “a license [could not] purport to oblige the
Government to award sole source follow-on licenses or contracts in violation of the
Competition in Contracting Act.”®®
Warranties, Inspection, and Acceptance — The proposed DFARS PGl language would
explain that language related to warranties, inspection, and acceptance might not be
consistent with federal procurement law:
“Many commercial computer software licenses include disclaimers of all or most
express or implied warranties (e.g., warranty of merchantability, or fitness for a
particular purpose), and provide the software "as is." This may conflict with the
warranty, or inspection and acceptance, requirements included in the parent
contract under which the computer software is being acquired. In some cases, the
contracting officer may accept these terms and conditions.”®
This is an example of an issue with language that is not necessarily inconsistent with
federal procurement law, but could potentially run contrary to boilerplate clause

language. As noted in the proposed PGI language, the contracting officer may modify

the boilerplate clause language to accommodate the contractor’s license with regard to

67 Proposed PGI 227.7104-5(c)(2)(iii). DFARS Case 2010-D001.
68 De Vecchio, Jay. Id.
69 Proposed PGI 227.7104-5(c)(2)(iv). DFARS Case 2010-D001.
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warranties, inspection, and acceptance. However, both parties need to be aware of this
issue prior to contract execution so that the parties don’t discover too late that the base
contract and the commercial license contain conflicting terms.
Terminations — The proposed DFARS PGI language explains that language in
commercial licenses might inappropriately seek to govern terminations:
“Federal contracts have mandatory requirements and clauses governing
terminations. Commercial computer software license provisions regarding
terminations may conflict with these mandatory requirements.”"
Terminations are a different matter than warranties, inspection, and acceptance. The
contracting officer has the discretion to modify the prior clauses, but the contracting
officer has no discretion to modify required language regarding contract termination.
Again, both parties must be careful to ensure that conflicting language does not find its
way into the base contract or commercial license.
3) FATE OF TERMS INCONSISTENT WITH FEDERAL PROCUREMENT LAW
— The DFARS does not clarify what should happen to terms of CCS licenses that are
found to be inconsistent with federal procurement law. This problem arises after the
DoD has already acquired CCS under a commercial license and then discovers terms that
are inconsistent with federal procurement law. As described earlier, the DoD cannot
agree to license terms that are inconsistent with federal procurement law.
There are two potential outcomes to this situation, neither of which is optimal to
both parties. The first potential outcome is that the license would stand, but the offending

terms would be stricken. This outcome is beneficial to the DoD, but not for the

70 Proposed PGI 227.7104-5(c)(2)(v). DFARS Case 2010-D001.
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contractor, as the contractor will find its agreement changed without receiving any
benefit. The second potential outcome is that the license would be voided altogether.
This outcome is bad for both parties, as the DoD would lose the license that it wanted,
and the contractor would lose the sale.
4) CHANGE IN NATURE - This issue is less important, but it is worth mentioning that
if a vendor changes the terms of its license for CCS, then the vendor is changing the
actual product from a commercial item to something different.
5) TERMS INCONSISTENT WITH USER NEEDS - This issue is extremely
problematic because the DFARS language apparently creates an enormous exception to
the requirement to accept customary commercial licenses. The language states that:
“Commercial computer software or commercial computer software
documentation shall be acquired under the licenses customarily provided to the
public unless such licenses are inconsistent with Federal procurement law or do
not otherwise satisfy user needs.” (emphasis added)"
This language appears to give almost unlimited license to contracting officers to
determine which terms do not meet DoD needs. As discussed earlier, it is clear that the
DoD cannot accept license terms that violate federal laws. DoD needs, however, are
completely subjective. Moreover, it is unclear who has the final say in determining
exactly what DoD needs are.
If the contracting officer determines that the DoD needs to be able to share the

CCS and CCSD with other parties, could the contracting officer then decide to strike all

71 DFARS 227.7202-1(a)
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language limiting the DoD’s rights to do so? Or could a contracting officer strike all
language from a license that is merely disadvantageous to the DoD?

It is difficult to imagine a scenario in which a contracting officer could read
through a commercial license and strike all language that did not meet the contracting
officer’s interpretation of DoD needs. However, the DFARS language appears to give
such license. Although it is difficult to imagine this happening, it is disconcerting that
this language remains in the DFARS.

One example of a term that could be inconsistent with user (DoD) needs is a
license term governing disabling routines. Some proposed DFARS PGI language
explains this issue as follows:

“As a technical mechanism to enforce license payments or term/duration of the

license, commercial software code may include subroutines that automatically

disable the software from operating upon the occurrence (or non-occurrence) of
certain conditions (e.g., at the expiration of the license period, changes to the
hardware configuration, or the failure to pay license fees or other breach of the
licensing terms). In cases where continuity and reliability of software operation is
critical, the Government must not allow commercial software items to have
disabling subroutines in the software.”"

It is easy to understand that the DoD cannot accept licenses that have the potential to

jeopardize the operational security of DoD systems. Of course, this is a smaller issue for

systems that are not used at the front lines of warfare, but this is an enormous issue for

systems that soldiers rely on to protect lives in battle. However, this issue is different

72 Proposed PGI 227.7104-5(c)(2)(vi). DFARS Case 2010-D001.
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from the other issues because disabling subroutines are not absolutely inconsistent with
federal procurement law, but they can be contrary to DoD needs, so it is less clear what
should become of such terms, especially if they are discovered after contract execution.
6) FATE OF TERMS INCONSISTENT WITH USER NEEDS - As with the earlier
issue of terms that are inconsistent with federal procurement law, it is also unclear what
should be the fate of terms that are found to be inconsistent with DoD needs. It is clear
that the DoD cannot accept a license with terms that are inconsistent with federal
procurement law. However, terms that merely do not satisfy DoD needs are far less
offensive. Such terms should not be considered illegal, rather they are merely
disadvantageous to the DoD.

As shown above, these problems are very challenging and do not lend themselves
to simple solutions. However, they will continually present themselves to the DoD and
its contractors until the parties find a way to resolve them.

Possible Solutions: This section divides possible solutions into two separate
categories; one for terms that are inconsistent with federal procurement law (and their
fate), and another category for terms that do not meet user needs.

Terms inconsistent with federal procurement law: The DoD has proposed a clause
that automatically strikes any terms that are inconsistent with federal procurement law.
The proposed language states that

“the Government shall have the same rights as those in the standard commercial

license customarily provided to the public unless such rights are inconsistent with

Federal procurement law. Any portions of the standard commercial license that

are inconsistent with Federal procurement law shall be considered stricken from
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the license and the remaining portions of the license shall remain in effect. The
parties will promptly enter into negotiations to resolve any issues raised by the
elimination of license terms or conditions that are inconsistent with Federal
procurement law. The resulting license shall be attached to the contract.””®

This is better than the existing situation, but it is still not a perfect solution. This at least
puts contractors on notice that terms of the license might not be enforceable. Of course,
contractors would not wish to have a clause that automatically strikes terms that are
inconsistent with federal procurement law. However, such terms are already
unenforceable, so this clause would not actually change that reality. In fact, it would be
better for contractors because it would put them on notice and it would provide an avenue
for the parties to enter into negotiations to resolve any resulting issues.

This clause would also resolve the issue of what to do with problematic terms that
are not discovered until after the contract has been executed. Currently, if inconsistent
terms are discovered after contract execution, there is no specific remedy for either party.
This clause would at least provide an avenue for resolution.

Terms inconsistent with user needs: In this case, the DoD should clarify the regulatory
language to either remove this clause altogether or define “user needs” in a way that will
make sense to both the DoD and its contractors. The current language is far too broad
and vague to be useful to contracting parties, so it should be changed. However, it would
be very difficult to define “user needs” in a way that would be clear and understandable

to both the DoD and its contractors.

73 Proposed DFARS 252.227-7015(b)(1).
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V1. Segregability — Computer Software

The Problem: With regard to the issue of segregability, there are two
overlapping, but distinct issues. The first issue (treated in this section) is that of
segregating CCS from NCCS and applying the appropriate statutes and regulations to
each distinct type of software. The second issue, which is treated in the next section, is
that of technical data (CCSD) that is used for segregation and reintegration of software.
The two issues are similar, but they merit separate sections because computer software is
treated differently than technical data.

With regard to software, the DoD often acquires systems that contain both CCS
and NCCS. Because CCS and NCCS are governed by separate regulations, the two types
of software must be distinguished or segregated from each other. This segregation can be
extremely difficult, especially when CCS has been modified from its original form. At
some point in the modification, the original CCS ceases to be CCS and becomes a
completely new product. Determining where to draw that line is extremely difficult and
can create many problems between DoD agencies and contractors.

When the lines between CCS and NCCS are blurred, then it becomes unclear
which regulation should apply to which software. This lack of clarity creates confusion
in the acquisition process because contractors and DoD agencies need to know what
rights each party will have in all components of a system.

There are numerous ways in which CCS and NCCS can be mixed together.

Several examples include:
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(1) Including CCS in a system and designing new interfaces between the CCS and

NCCS components of the system, while leaving the CCS product intact within the

overall system;

(2) Developing a system as NCCS, but then inserting CCS into different parts of

the system in such a way that the CCS product does not remain intact;

(3) Acquiring a system that is purely CCS, but then modifying the software itself;
or

(4) Acquiring a system that is purely CCS, but then adding NCCS modules.

The first two examples begin with NCCS and then add CCS, while the second two
examples begin with CCS and then (possibly) add NCCS.

The third example creates the most difficulty in segregating CCS from NCCS.
The other three examples either combine or connect CCS and NCCS. Modifying CCS
with DoD funds, however, makes it extremely difficult to determine which parts of the
software remain CCS and which parts become something new altogether. As these
examples demonstrate, segregation is very problematic for both the DoD and its
contractors.

When the DoD acquires NCCS, the DoD generally receives rights in the NCCS
according to the amount of funding that the DoD contributed to the development of the
NCCS. There are three categories of standard minimum rights and one option to acquire
nonstandard rights under a specifically-negotiated license (SNL).” The category of
minimum rights is determined by the amount of funding the DoD contributed toward the

development of the NCCS. The DFARS states that:

74 DFARS 252.227-7014(b)

55



“The Government obtains rights in computer software or computer software

documentation, including a copyright license, under an irrevocable license

granted or obtained by the contractor which developed the software or

documentation or the licensor of the software or documentation if the

development contractor is not the licensor. The contractor or licensor retains all

rights in the software or documentation not granted to the Government. The scope

of a computer software license is generally determined by the source of funds

used to develop the software.

375

Broadly, the standard rights categories are as follows:

1)

)

(3)

Unlimited Rights: “The Government shall have unlimited rights in—
(i) Computer software developed exclusively with Government funds;
(if) Computer software documentation required to be delivered under
this contract”"®

Government Purpose Rights (GPRs): “Except as provided in
paragraph (b)(1) of this clause, the Government shall have government
purpose rights in computer software developed with mixed funding.””’
Restricted Rights: “The Government shall have restricted rights in
noncommercial computer software required to be delivered or
otherwise provided to the Government under this contract that were

developed exclusively at private expense.”’

75 DFARS 227.7203-4(a)

76 DFARS 252.227-7014(b)(1)

77 DFARS 252.227-7014(b)(2)(i)
78 DFARS 252.227-7014(b)(3) (i)
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Thus, to determine rights in NCCS, the DoD and contractors must determine who
paid for development of the NCCS. The DFARS states that:
“The determination of the source of funds used to develop computer software
should be made at the lowest practicable segregable portion of the software or
documentation (e.g., a software sub-routine that performs a specific function).
Contractors may assert restricted rights in a segregable portion of computer
software which otherwise qualifies for restricted rights under the clause at
252.227-7014, Rights in Noncommercial Computer Software and Noncommercial
Computer Software Documentation.” (emphasis added)"
Unfortunately, determining the lowest practicable segregable portion of the software is
easier said than done, especially if the contractor has not kept adequate records to make
such a determination. Len Rawicz and Ralph Nash explain that
“The term "a software sub-routine that performs a specific function” is not
defined in the DFARS but presumably this means a sequence of code that is used
to accomplish a stated result. The result of this "segregability” logic, as discussed
in Chapter 4, is that there will be no "mixed funding" software if every sub-
routine in a computer program is written entirely with either government funds or
private funds. This explanation, in terms of a "sub-routine that performs a specific
function,™ is difficult to understand when applied to the computer software
requirements, specification and design. For example, it is not clear whether the
segregability doctrine applies only to the software's object code or source code or

also to the overall computer design. Neither is it clear what constitutes a sub-

79 DFARS 227.7203-4(b)
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routine that was developed at private expense when a module or design contains a
considerable amount of code that was developed at government expense (arguably
making it a design code that was developed with mixed funding).”

Although the doctrine of segregability is intended to segregate among levels of
funding for NCCS, the doctrine also applies to segregating NCCS from CCS. Until the
DoD finds a better way of segregating CCS from NCCS, these issues will continue to
arise.

Possible Solutions: Unfortunately, there are no simple solutions to this problem.
However, there are three potential solutions that are worth discussing:

1) Draft more precise statutes and regulations that clearly demonstrate

how to segregate CCS from NCCS;

(2 Leave the regulations as they are and encourage industry to develop

best practices to deal with the problem; or

3) With regard to the problem of modifications of CCS, do not permit any

modifications of CCS to be treated as NCCS.
(1) Draft more precise statutes and regulations: The DoD has recognized the need to
clearly segregate CCS and CCSD from NCCS and NCCSD. The DoD proposed
changing the PGI to state that

“the lowest practicable segregable portion of the data or software may be at any

segregable sub-item or sub-component level, or any segregable portion of a

process, or at a software subroutine that performs a specific function.”®*

80 Nash, and Leonard Rawicz. Intellectual Property in Government Contracts. CCH
Intelliconnect. Rights in Computer Software - Government Contracts Coverage.
81 Proposed DFARS PGI 227.7104-1(b) under DFARS Case 2010-D001.
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The DoD has also proposed language that would explicitly demonstrate that the doctrine
of segregability applies to commercial as well as noncommercial computer software and
technical data:
“When technical data or computer software involves a mixture of noncommercial,
Small Business Innovation Research (SBIR), and/or commercial data or software,
the appropriate rights in technical data and computer software clause is applied at
the lowest practicable segregable level.””®?
(2) Leave the regulations alone: One possibility is to simply leave the regulations
alone, but encourage industry to step forward and develop its own best practices to
address the problem. The advantage with this solution is that it would not require time-
consuming drafting of new regulations, and it could be an opportunity for industry to
propose novel solutions. The disadvantage, however, is that any industry proposals
would not carry the weight of statute or regulation, and contracting officers would not be
bound to honor any industry-proposed best practices.
(3) Do not permit modifications of CCS to be treated as NCCS: This solution only
addresses the issue of modifications of CCS. However, there is substantial overlap
between modifying CCS and simply combining CCS with NCCS, so this solution has
potential to apply to many situations. Nash and Cibinic have suggested that if the DoD
acquires and modifies CCS, then the newly created software should not be considered
NCCS. This suggestion is based on an interpretation of an old Executive Order:

“At the least, these [data rights] policies should be amended to provide that the

Government will never request unlimited rights to copyrights in any Government-

82 Proposed DFARS PGI 227.7104-1(b)(i) under DFARS Case 2010-D001.
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funded modifications to commercial computer software--as is called for by
Executive Order 12591, 8 1(a)(7) (52 Fed. Reg. 13414 (1987), amended by
Executive Order 12618, 52 Fed. Reg. 48661 (1987)). This is important because...
that is the policy of DOD with regard to noncommercial computer software--
raising the possibility that the same policy will be inadvertently followed by the

Government when buying modifications to commercial computer software.”®®

VI1I. Segregability — Technical Data

The Problem: The last section dealt with the problem of segregating CCS from
NCCS and ensuring that the correct regulations are applied to each distinct type of
software. This section deals with the problem of determining rights in the technical data
that describe how the software is segregated and integrated into other software. The
problem is that new legislation was enacted to give the DoD more rights in certain kinds
of technical data (including segregation and reintegration data), but it is not clear how
commercial segregation and reintegration data is affected by this new legislation.
There are three primary problems in this area:
1) The DoD has not yet sufficiently defined the concept of segregation
and reintegration data in a manner that contractors can understand,;
(2 It is not yet clear how this new concept of segregation and
reintegration data will affect acquisition of NCCS and NCCSD; and
3) It is not yet clear how this new concept will be applied to technical

data associated with CCS.

83 Nash & Cibinic Report. November, 2000. Intellectual Property. Adopting Policies
That Protect Commercial Intellectual Property Rights: A Challenge For DoD. 14 No. 11
Nash & Cibinic Rep. § 57. Ralph C. Nash and John Cibinic.
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The FY 2012 National Defense Authorization Act (“NDAA™)® added new language to
10 USC 2320:

“the United States may release or disclose technical data to persons outside the

Government, or permit the use of technical data by such persons, if—

(i) such release, disclosure, or use—...

(1) is necessary for the segregation of an item or process from, or the

reintegration of that item or process (or a physically or functionally equivalent

item or process) with, other items or processes[.]”®* (Emphasis added)
(1) Definition — The first problem associated with this issue is that segregation and
reintegration data is not effectively defined as a term. The term “segregation” was used
prior to the FY 2012 NDAA change, but the term “reintegration” is a new concept that
has not yet been fully defined. Further, the two terms seem to work together to create a
unique concept that is still unfamiliar to the industry.
(2) Application to NCCS/NCCSD - Since the introduction of segregation and
reintegration data as a new concept, there has been a substantial amount of discussion of
how it will be implemented in the DFARS. The language of the statute is very vague.
Although computer software documentation is a subset of technical data, it is treated
differently from technical data.

Nash and Cibinic explain that

“8 815 of the FY 2012 Authorization Act introduces a totally new concept. It

amends 10 USCA § 2320(a)(2)(D)(I) to permit the release, disclosure, and use of

limited rights technical data to persons outside of the Government if that--

84S.1867 (112th): National Defense Authorization Act for Fiscal Year 2012.
8510 U.S.C. 2320(a)(2)(d)(i).
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(11) is necessary for the segregation of an item or process from, or the
reintegration of that Item or process (or a physically or functionally equivalent
item or process) with, other items or processes[.]”®®
As described earlier, the DoD already obtains unlimited rights in commercial form, fit,
and function data,®” which is defined as
“technical data that describes the required overall physical, functional, and
performance characteristics (along with the qualification requirements, if
applicable) of an item, component, or process to the extent necessary to permit
identification of physically and functionally interchangeable items.”
It appears that segregation and reintegration data is closely related to form, fit, and

function data. One commenter stated that:

“Segregation and reintegration data is not defined under the law, and the

segregation and reintegration concept is an entirely new element of the data rights
analysis under government contracts. The layman’s explanation that has emerged
is that segregation and reintegration data is that information necessary for the

government to understand the linkages or interfaces between a contractor-funded

component and the rest of a government-funded system. The lack of a statutory

definition requires that DoD develop a workable definition so that contractors

86 Nash & Cibinic Report. April 2012. Intellectual Property § 18. New Technical Data
Legislation: Revisions To The DOD Statutes. Ralph C. Nash. 26 NO. 4 Nash & Cibinic
Rep. T 18.
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may know going forward what information is necessary for segregation and
reintegration.”®

It should also be noted that the regulators could choose to apply this new
legislation to computer software in addition to technical data. If they do so, then the
regulations will most likely only apply to NCCS. However, nothing will be clear until
the actual regulations come out.

When the DoD applies these statutes into the regulations, the DoD will face a
minefield of problems that it must resolve if it wishes to ensure that all parties understand
the regulations and that there are no surprises to unsuspecting contractors.

Possible Solutions: This is an extremely difficult issue to resolve because the
DoD has a legitimate need to be able to share technical data in order to integrate and
separate its systems with and from other systems. As discussed above, however, it
represents a serious breach of trust to share technical data and computer software when a
contractor does not wish to see it shared.

There are, however, two things that the DoD should focus on in attempting to
resolve this issue. First, the DoD should be explicitly clear in defining segregation and
reintegration data so that both the DoD and potential contractors understand exactly what
rights the DoD will obtain in the CCS and CCSD. Second, the DoD should continue its
efforts to focus on open systems architecture in order to design systems that the DoD can

easily segregate and reintegrate without needing to obtain technical data and computer

software deliverables and rights that contractors do not wish to provide.

88 RJO Update: Government Contracts. April 2012. Summary of Data Rights Changes
in 2012 NDAA. Neil H. O'Donnell and Jeffery M. Chiow. Accessed on 20 July 2013 at

http://www.rjo.com /updatesSummaryofdatarightschanges.html.
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VIIIl. CCS Developed at Government Expense

The Problem: Because the DoD only takes rights in software developed at
Government expense and does not take ownership of the software, the contractor retains
ownership over any software developed at Government expense, unless the contract
states otherwise. The DFARS states that “[t]he contractor or licensor retains all rights in
the software or documentation not granted to the Government.”®® Thus, contractors who
develop software under a government contract are free to sell that software on the
commercial market and license it to commercial users under a commercial license.

Problems arise when contractors then resell the software (for which the DoD has
paid for the development) back to the DoD with the commercial license. The DoD can
rightfully claim that it paid for development of the software and therefore has unlimited
rights in the software, while the contractor can claim that the DoD is bound by its
requirement to acquire CCS and CCSD *“under the licenses customarily provided to the
public unless such licenses are inconsistent with Federal procurement law or do not
otherwise satisfy user needs.”®

Unfortunately, the DFARS does not provide any guidance to resolve this
situation. With regard to software in which the DoD had earlier received unlimited
rights, the DFARS clause states that

“The Contractor grants or shall obtain for the Government the following royalty

free, world-wide, nonexclusive, irrevocable license rights in noncommercial

191

computer software or computer software documentation.””" (emphasis added)

89 DFARS 227.7203-4(a)
9% DFARS 227.7202-1(a)
91 DFARS 252.227-7014(b)
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Thus, the DoD can claim that irrevocable means irrevocable and that nothing can ever
change the DoD’s rights in the software. The contractor, however, can claim that the
software has become a commercial item and has ceased to be NCCS, which would
require the software to be treated as such.

Possible Solutions: In this case, there is no room for a compromise solution that
could meet in the middle between the parties; software developed at Government expense
but then commercialized and redelivered to the DoD must be governed either by the
DoD’s prior rights or by the new commercial license.

Even though there are strong arguments to allow contractors to treat this software
as CCS and sell it to the DoD with a commercial license, the fact remains that the DoD
paid for the development of that software and should not lose its rights in the software.
Thus, the DoD should retain its original rights in the software and not lose rights. If the
DoD loses its rights every time a contractor commercializes NCCS, then the DoD wiill
have little incentive to encourage contractors to commercialize NCCS, which would be
detrimental to both the DoD and the economy at large.

At a minimum, however, the DoD should make its policy clear in this regard. If
the DoD wishes to always retain the same rights in software, even when commercialized,
then the DoD should include language to that effect in its clauses included in contracts

for computer software.

VIV. Transfer Rights — Subcontracting Issues

The Problem: When the DoD purchases CCS directly from a vendor, the license
agreement is clearly between the DoD and the vendor. If the DoD wants to negotiate

different terms with the vendor, the DoD is free to do so. When the DoD acquires
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systems, however, a prime contractor purchases CCS and then delivers the CCS to the
DoD as part of the system. If a prime contractor wants to transfer an appropriate license
to the DoD, then the prime must find a way to negotiate a license for both the prime and
for the DoD. This can create problems because it can be difficult for a prime to negotiate
on behalf of the DoD.

The FAR requires government (including DoD) agencies to

“Require prime contractors and subcontractors at all tiers to incorporate, to the

maximum extent practicable, commercial items or nondevelopmental items as

components of items supplied to the agency.”%

Transfer rights present a particularly troublesome problem for prime contractors
who wish to incorporate CCS products into systems that the prime must deliver to the
DoD. Prime contractors who wish to purchase CCS products often cannot accept
standard CCS licenses because CCS licenses often do not permit retransfer of the license.
Or, if retransfer is permitted, then the transferor (prime contractor) might have to give up
its rights in the CCS. If a prime contractor is to deliver a system that the DoD has rights
to use, then the prime must negotiate a new license with the CCS vendor that will differ
from the vendor’s standard commercial license.

There are three primary problems associated with acquiring CCS as a component
of a system that is developed by a prime contractor.

(1) The prime contractor must negotiate retransfer rights on behalf of the DoD if

the customary license does not allow a licensee to transfer the license and maintain its

rights in the license.

92 FAR 12.101(c)
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(2) The DFARS does not actually require the prime contractor to ensure that the
licenses that it negotiates on behalf of the DoD are consistent with federal procurement
law.

(3) If the parties are not vigilant and the prime contractor delivers CCS to the
DoD and the CCS contains terms that are inconsistent with Federal procurement law,
then the DoD cannot accept the inconsistent terms of the license, but it would be unfair
for the subcontractor’s license to be changed, especially if the subcontractor did not know
that its CCS would be transferred to the DoD.

(1) Retransfer Rights — Negotiating retransfer rights can be time-consuming and
difficult, especially if the commercial vendor is not interested in negotiating such
licenses. Such licenses can be more expensive, as the prime will need to retain license
rights while simultaneously transferring license rights to the DoD.

(2) Inconsistent Terms — This problem is far greater than the first. There is no clause
that applies specifically to CCS, so there is no requirement for the prime to negotiate a
license for the DoD that is free of terms that are inconsistent with federal procurement
law. Primes are encouraged to incorporate commercial items into systems that they
deliver to the DoD and DFARS policy recommends using customary commercial
licenses, so it is easy for primes to simply pass along the language of the customary
license, even if the license contains clauses that are inconsistent with federal procurement
law.

(3) Lack of Remedy — The first two problems can be avoided if DoD agencies and
contractors are careful and ensure that all licenses for CCS delivered to the DoD include

only terms that are consistent with Federal procurement law. If, however, the prime
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contractor delivers CCS to the DoD and the CCS licenses contain terms inconsistent with
Federal procurement law, then it is unclear what should happen.

This is the same problem that arises when a prime contractor delivers its own
CCS to the DoD with inconsistent terms, except that subcontractors do not have privity to
renegotiate license terms with the DoD. The DoD cannot accept the terms that are
inconsistent with Federal procurement law, but it is unfair to invalidate terms of a
subcontractor’s CCS license when the subcontractor was not at fault.

Depending on the specific circumstances, any or every one of the subcontractor,
the prime contractor, or the DoD could be at fault for such a situation. If a subcontractor
delivers CCS to a prime contractor with the understanding that the prime contractor will
then retransfer the CCS with its accompanying license to the DoD, then the subcontractor
should tailor its CCS license to ensure compliance with Federal procurement law. If the
subcontractor does not know that its CCS product is destined to be transferred to the
DoD, however, then the subcontractor cannot be expected to ensure that its CCS license
is compliant with Federal procurement law.

Possible Solutions: Legislation is not necessary to resolve the first two problems;
DoD agencies and contractors will not encounter them if they are careful about tracking
all software used in a system. DoD agencies should be careful to require prime
contractors to ensure that any CCS delivered to the DoD as part of a system is delivered
with license rights that contain no terms that are inconsistent with federal procurement
law. Subcontractors should also be careful to ensure that the correct clauses are included
in their subcontracts and that their licenses are flowed up to the DoD. W. Jay DeVecchio

recommends that
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“If you are a subcontractor and the prime contractor does not provide your
commercial software license to the Government, send the information directly to
the Government, while also making sure that the subcontract agreement with the
prime incorporates your commercial license.”®

For situations where a prime contractor delivers CCS to the DoD and the DoD
discovers problems with the CCS license after acceptance, the solution is not as simple.
Two potential solutions could be to

(1) treat the discovery of the problematic CCS license terms as latent defects that
invalidate acceptance of the delivered goods and leave the CCS license intact, which
would require the prime contractor to hold off delivery of the CCS until the prime
contractor could negotiate a license that complies with Federal procurement law; or

(2) allow acceptance of the delivered goods, but strike the offending language
from the CCS license and then require either the DoD or the prime contractor (or both) to

reimburse the subcontractor for any damage done to the subcontractor that results from

changing the license terms.

X. Deferred ordering

The Problem: The deferred ordering clause presents unigue challenges to DoD
agencies and vendors alike. The primary problem with the deferred ordering clause as it
is applied to CCS and CCSD s that it is unclear what CCS deliverables a contractor can
be required to submit when the DoD exercises the deferred ordering clause under a

specific contract.

93 DeVecchio, W Jay. Rights In Technical Data & Computer Software Under
Government Contracts: Key Questions & Answers (Including § 815) / Edition II (p. 11).
West Briefing Papers No. 12-6. May 2012. Thomson Reuters.
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First of all, the deferred ordering clause is not a required clause. The DFARS

instructs contracting officers to
“Use the clause at 252.227-7027, Deferred Ordering of Technical Data or
Computer Software, when a firm requirement for a particular data item(s) has not
been established prior to contract award but there is a potential need for the
data.”®

However, the DoD is not required to use this clause. In fact, DoD guidance states that
“The Government should include these clauses with caution, since they could
subject the contractor to providing data later that may reveal trade secrets. The
Government need not include the Deferred Ordering Clause at all. Even if the
Government believes there is a possibility it may need access to contract-related
data, the Government does not necessarily need to be assured of the data
delivery.”®

The clause itself, when included, states that:
“In addition to technical data or computer software specified elsewhere in this
contract to be delivered hereunder, the Government may, at any time during the
performance of this contract or within a period of three (3) years after acceptance
of all items (other than technical data or computer software) to be delivered under
this contract or the termination of this contract, order any technical data or
computer software generated in the performance of this contract or any

subcontract hereunder.”®®

94 DFARS 227.7103-8(b)
95 Intellectual Property at 4-26.
9 DFARS 252.227-7027 (APR 1988)
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The problem is associated with the meaning of the phrase “generated in performance of
this contract or any subcontract hereunder.” It is unclear how CCS and CCSD fit into
this policy. DoD policy recognizes this concern and states that “how the Government
interprets what data is “generated” under the contract leaves some fearful that proprietary
information will be swept into the action.”®” This clause is problematic because it can
dissuade potential contractors from offering CCS to the DoD. If potential contractors are
afraid that the DoD will interpret the word “generate” too broadly, then they will refuse
to offer their products to the DoD.

The existing clause language is unclear and potentially overbroad, but the
statutory language is even worse for potential contractors. The statute that prescribes
DFARS clauses requires the DoD to draft a clause that will give the DoD the following
right:

“in addition to technical data that is already subject to a contract delivery

requirement, the United States may require at any time the delivery of technical

data that has been generated or utilized in the performance of a contract, and
compensate the contractor only for reasonable costs incurred for having converted
and delivered the data in the required form”®®
This right is not universal; it only applies in specific circumstances. However, such a
clause will grant extremely broad rights to the DoD, as it broadens the language from

“generated in the performance of a contract” to “generated or utilized in the performance

of a contract.” It is unclear what data is considered to be “generated or utilized.” The

97 Intellectual Property at 4-26.
98 10 USC 2320(b)(9)
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word “generated” suggests that the DoD can only compel delivery of technical data that
were actually developed in performance of the contract.

Possible Solutions: The DoD should draft regulations that are explicit with
regard to the deferred ordering of technical data and computer software. The proposed
language allowing the DoD to order data and software that were “generated or utilized”
in performance of the contract is vague and overbroad. The DoD should not use this
language because it is unclear what data and software this phrase actually includes.

The DoD should also draft regulations that differentiate between technical data
and computer software as well as between commercial and noncommercial products.
This will prevent confusion among the different types of computer software and technical

data.

XI1. 7017 Data Assertions List

The Problem: CCS is not included in 7017 data assertions list provision that
requires offerors to inform the DoD of asserted restrictions on data and software that the
offeror intends to deliver under the intended contract. The provision is required in all
solicitations when NCCS or NCCSD will be delivered under the resulting contract. The
clause prescription states:

“Use the provision at 252.227-7017, Identification and Assertion of Use, Release,

or Disclosure Restrictions, in all solicitations that include the clause at 252.227-

7014, Rights in Noncommercial Computer Software and Noncommercial

Computer Software Documentation. The provision requires offerors to identify

any computer software or computer software documentation for which

restrictions, other than copyright, on use, modification, reproduction, release,
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performance, display, or disclosure are asserted and to attach the identification
and assertion to the offer.”®

This provision leads to confusion because it requires the offeror to identify restrictions on
NCCS and NCCSD, but not on CCS or CCSD:

“(b) The identification and assertion requirements in this provision apply only
to technical data, including computer software documentation, or computer
software to be delivered with other than unlimited rights.”

(c) Offers submitted in response to this solicitation shall identify, to the extent
known at the time an offer is submitted to the Government, the technical data or
computer software that the Offeror, its subcontractors or suppliers, or potential
subcontractors or suppliers, assert should be furnished to the Government with
restrictions on use, release, or disclosure.”*®

DoD guidance states that

“It may be extremely difficult to determine whether the absence of a particular

data/software deliverable on the mandatory DFARS list is because it is being

offered with unlimited rights, or because it is commercial data/software. If it is
the latter, the associated reduction in IP deliverables and license rights may
significantly impact the acquisition plan. To help identify and resolve these
issues early, consider requiring a list of commercial data/software

restrictions.”*%

99 DFARS 227.7203-3(a)
100 DFARS 252.227-7017(b)
101 Intellectual Property at 2-6.
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Possible Solutions: One possible solution would be to require contractors to
include CCS and CCSD in assertions lists. This would create more work for contractors
up front, but it would likely lead to fewer problems with contract management, as both

parties would know exactly what rights the DoD has in all contract deliverables.

XI1. Markings for CCS

The Problem: The DFARS requires contractors to deliver NCCS and NCCSD
with proper markings to put the DoD on notice of the DoD’s rights in that software or
data. However, there is no such requirement for CCS or CCSD:

“The issue of markings on commercial computer software is not addressed in the

DFARS, although it is customary in the commercial marketplace to mark software

with appropriate legends (e.g., copyright notices).”*%?

This can lead to confusion when the DoD takes delivery of unmarked CCS and CCSD, as
the DoD could mistakenly assume that the Government has unlimited rights in the CCS
or CCSD deliverable under the DFARS 7014 clause:

“The Contractor, and its subcontractors or suppliers, may only assert restrictions

on the Government's rights to use, modify, reproduce, release, perform, display,

or disclose computer software by marking the deliverable software or
documentation subject to restriction.”*%

The DFARS 7014 clause only applies to NCCS and NCCSD, but unsuspecting DoD

employees could easily assume that any unmarked software or technical data is delivered

102 Intellectual Property at 2-10.
103 DFARS 252.227-7014(f)
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with unlimited rights. CCS suppliers could be harmed significantly if the DoD were to
then pass the CCS or CCSD along to other contractors.

Also, the previously-discussed problem of segregation arises in this context.
When contractors deliver CCS or CCSD as a standalone product, it is much easier to
distinguish that deliverable from other deliverables. However, when CCS is modified
with NCCS or otherwise combined with NCCS, it becomes much more difficult to
determine how to mark the overall deliverable. It can be confusing, time-consuming, and
costly to segregate every single module or subroutine to identify and mark each
deliverable with its corresponding rights. The end result could easily confuse DoD
agencies after taking delivery of CCS and CCSD and could lead to CCS being mistaken
as NCCS or NCCSD and treated accordingly.

Possible Solutions: The segregation issue affects marking, but difficulties with
segregation must be resolved separately. Specifically for marking issues, though, three
possible solutions are to

(1) Have the DoD do nothing, but leave it up to industry to develop best practices
for marking CCS and CCSD deliverables;

(2) Include an advisory to mark CCS and CCSD in all contracts that require
delivery of CCS or CCSD; or

(3) Include a contractual requirement to mark CCS and CCSD delivered under
DoD contracts.

(1) DoD does nothing: If the DoD does nothing to resolve the problem, then industry
will have to step up and ensure that it protects its investments in its CCS and CCSD.

Industry could then regulate itself and develop its own best practices to mark CCS and
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CCSD in a way that will ensure that DoD users will recognize that the DoD does not
have unlimited rights in the deliverables. This is a viable option for contractors who
regularly sell to the DoD, but inexperienced contractors might not be aware of industry
best practices and might fail to mark their deliverables accordingly. This also fails to
resolve the problem of segregating CCS from NCCS.
(2) Contractual advisory: A second possible option is to include a contractual advisory
that advises contractors to mark CCS and CCSD as such, but does not require them to do
so. This would put contractors on notice that it would be beneficial to mark their CCS
and CCSD and would also avoid issues associated with actually requiring contractors to
do so. This also lessens the administrative burden for contractors who are uninterested in
taking the extra effort of marking their CCS and CCSD before delivering it to the DoD.
However, this second option still leaves open the possibility that the DoD will mistakenly
assume that the unmarked CCS was delivered with unlimited rights and then use it
inappropriately before discovering the DoD’s error. As with the first solution, this
solution also fails to resolve the problem of segregating CCS from NCCS.
(3) Contractual requirement: The third and most controversial option is to actually
require contractors to mark all delivered CCS and CCSD as such. This option would
create an extra administrative burden for contractors, but would also protect them from
the possibility of DoD agencies sharing their CCS and CCSD with competitors. A
proposed revision of DFARS 227 proposed doing exactly this in a proposed clause for
CCS and CCSD:

“All commercial technical data and commercial computer software to be

delivered or otherwise provided to the Government with restrictions are—
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(1) Identified in an attachment to this contract, in accordance with—
(i) The provision at DFARS 252.227-7017, Pre-Award Identification and
Assertion of License Restrictions—Technical Data and Computer Software; and
(if) The clause at DFARS 252.227-7018, Post-Award Identification and
Assertion of License Restrictions—Technical Data and Computer Software; and
(2) Marked to indicate that these technical data or computer software are
licensedsubject to access, use, modification, reproduction, release, performance,
display, or disclosure restrictions. The form of the marking or notice must be
consistent with best commercial practices, and must accurately describe the
Government's rights. Validation of the marking is governed by DFARS 252.227-
7037, Validation of Restrictive Markings on Technical Data and Computer
Software.”'%
This requirement would be no more than a recommendation (similar to the second
option) unless the clause also included a consequence for failure to mark CCS and
CCSD. In this case, the proposed clause also includes a release from liability in the case
that the contractor fails to mark the CCS or CCSD. The proposed language states that:
“The Contractor agrees that the Government, and other persons to whom the
Government may have released or disclosed technical data or computer software
delivered or otherwise furnished under this contract, shall have no liability for any
release or disclosure of technical data or computer software that are not marked to

indicate that these technical data or computer software are licensed data subject to

104 Proposed DFARS 252.227-7015(d). DFARS Case 2010-D001. FR Doc # 2010-
29806.
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use, modification, reproduction, release, performance, display, or disclosure
restrictions.”'%
The proposed clause goes on to state that the contractor cannot hold the DoD liable if the
CCS or CCSD is used in an unauthorized way.*®

As can be expected, numerous people were extremely concerned that a
requirement to mark all delivered CCS and CCSD would be problematic, especially if the
DoD enjoyed a release from liability in the case that the contractor failed to mark the
CCS or CCSD and the DoD then shared it with outside parties. One concerned party
warned about the danger that this clause could lead to DoD agencies inappropriately
sharing CCS and CCSD with outside parties:

“Additionally, for the first time, contractors would be required to identify and

mark all commercial technical data and commercial computer software delivered

to the government with prescribed restrictive legends (Proposed DFARS 252.227-

7015(d)), notwithstanding the fact that, in practice, most commercial computer
software is restricted according to the terms of the commercial license regardless
of any particular markings.”%’

The Aerospace Industries Association commented on the proposed rule and expressed

concern that the requirement to mark CCS and CCSD was too vague and could lead to

abuse:

105 Proposed DFARS 252.227-7015(e)(1). DFARS Case 2010-D001. FR Doc # 2010-
29806.

106 Proposed DFARS 252.227-7015(e)(2). DFARS Case 2010-D001. FR Doc # 2010-
29806.

1072011 WL 5036702, 96 FCR 433 (B.N.A.). BNA's Federal Contracts Report. BNA
Insights. October 25, 2011. Posted October 24, 2011. Technical Data: Final Rule On
Dfars Data Rights Requirements And Procedures Continues Trend Toward Expanded
Government Rights. Nicole J. Owren-Wiest, Scott A. Felder, and Heidi L. Bourgeois.
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“It is not clear how these criteria are to be met, or what would occur should the
markings not meet both criteria? Will impermissible markings be ignored by the
Government? The language in the proposed rule appears to be so open-ended that
it could serve as a trap for commercial software companies that might not
diligently revise their markings to ‘accurately reflect the Government’s
rights.””108

With regard to the concerns of losing rights in CCS and CCSD and also

determining how to segregate CCS and CCSD from NCCS and NCCSD, the DoD

responded to a comment about the proposed rule:

XIII. Software as a Service

The Problem: The area of Software as a Service (“SaaS”) is not addressed in the
FAR or DFARS. CCS is normally delivered as a computer program with a license that
defines the DoD’s rights in the computer program. SaaS, however, presents unique
challenges because there is no deliverable software, which can create misunderstandings
between the DoD and vendors. If DoD agencies assume that they receive rights in CCS
and CCSD associated with SaaS, then they could make mistaken assumptions about the
software.

Possible Solutions: In order to reduce confusion in this area, it could be helpful
to add DFARS language that clarifies that the DoD does not receive any rights in the

CCS and CCSD associated with SaaS.

108 Comment DARS-2010-0100-0010 on Federal Register Document # 2010-29806.
Aerospace Industries Association. 23 December 2010.
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XIV. Open Source Software

The Problem: The DoD has made major efforts to move toward open systems in
an attempt to avoid vendor lock. OSS presents a unique opportunity for the DoD to
reduce lifecycle costs for systems through its modularity and access to source code.
However, OSS licenses can prove problematic because they are almost always
commercial and often contain terms that are inconsistent with federal procurement law.

The primary problem, however, is that there is no primary owner with whom the
DoD or a prime contractor can negotiate the terms of the license. If the DoD or prime
contractor wanted to negotiate changes to the terms of the license, it would have to
negotiate with every previous owner of the OSS license. Thus, it is unclear how the DoD
should deal with license terms that are inconsistent with federal procurement law or that
do not satisfy DoD needs.

Possible Solutions: The DoD has proposed adding language to the PGI that will
help DoD agencies understand the potential risks associated with 0SS.** Although such
language would not give the DoD any remedy to deal with OSS license terms that are
inconsistent with federal procurement law, it would at least make DoD contracting

officers aware of the risks associated with acquiring OSS.

109 Proposed DFARS PGI 227.7104-5(c)(1)
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Recommendations

The preceding sections have demonstrated the most troublesome of the many
problems associated with the acquisition of CCS and CCSD by the DoD. Some potential
solutions were mentioned in the preceding sections, but this section will explore some
more solutions.

It is difficult to recommend solutions that can work for both the DoD and for
industry. The DoD wants more rights and deliverables, while industry wants to give up
fewer rights and deliverables. As the current regulations show, adding DFARS language
that purports to give the DoD fewer rights and deliverables has not helped the DoD or
CCS vendors. Instead, the inconsistencies have created confusion and uncertainty among
DoD agencies and CCS vendors.

With regard to finding solutions for these problems, it is important to remember
that it will likely always be impossible for the DoD to acquire CCS and CCSD as easily
as buyers in the commercial marketplace can buy these products. The DoD’s needs are
too different and, much more importantly, the DoD is bound by statutes and regulations
that affect all aspects of its transactions that commercial buyers never need to worry
aboult.

In spite of the challenges, there are still many things that both the DoD and
industry can do to help the DoD acquire CCS and CCSD more effectively. The following
is a list of proposed regulatory changes for the DoD and recommended practices for both
DoD contracting officers and CCS vendors.

Treat CCS licenses as an integral part of the commercial product — This is a high-

level recommendation and it is primarily directed to the DoD. The DoD should be
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careful to treat CCS licenses as an integral part of the overall commercial product. CCS
vendors sell an integrated product that consists of a computer software program (the
deliverable) and the associated license (rights associated with the deliverable). Changing
the CCS license changes the overall product and adds transaction costs.

CCS vendors can lower their prices by drafting standard licenses, but they will
have to increase costs if they must negotiate separate licenses for every sale. For some
vendors, the cost of selling to the DoD will outweigh the benefits. When drafting
regulations and policy guidance, the DoD should be careful to keep this fact in mind.
Align FAR and DFARS definitions, clauses, and requirements — This
recommendation is unlikely to happen. However, it would be extremely helpful for all
parties involved to align FAR and DFARS definitions, clauses, and requirements as much
as possible. This would make it easier for CCS vendors to sell their products to the DoD
and the US federal government, which will provide more options for the DoD.

There is no need to have different definitions for CCS, CCSD, Operations,
Maintenance, Installation and Training (OMIT) data, FFF data, computer software, and
technical data. Aligning these definitions would only clarify the landscape and make it
easier for contracting officers and for vendors to do business.

In addition, FAR and DFARS clauses could be brought more into alignment.
DoD needs are unique, but the standard clauses could still be brought closer together.
Overall requirements could also be brought closer together. All of these things would
lower transaction costs for CCS vendors and bring more CCS vendors to the table.
Define unclear terms within the DFARS — Aligning definitions with the FAR could be

helpful, but only if the DoD can clarify many unclear terms within the DFARS. The
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definitions for CCS, CCSD, OMIT data, FFF data, and segregation and reintegration data
need to be defined more clearly. There is a dangerous amount of overlap between these
three terms and that overlap is causing a considerable amount of confusion in industry.
The DoD needs to adopt better definitions that show more clearly where each separate
term ends and the next one begins.

Contracting officers and vendors should be able to easily agree on what portions
of a deliverable constitute CCS and what portions constitute CCSD. It should not be
difficult to understand whether information in a user’s manual constitutes CCSD, FFF
data, or OMIT data. Clarifying these definitions will make it easier for contracting
officers and CCS vendors to work together.

Distinguish clearly between CCS/CCSD and NCCS/NCCSD - This recommendation
is similar to the preceding recommendation, but is not quite the same. In addition to
differentiating between computer software and different forms of technical data, the DoD
needs to modify the DFARS to more clearly differentiate between commercial (CCS and
CCSD) and noncommercial (NCCS and NCCSD) items.

As will be further explained below, a clause for CCS and CCSD could accomplish
this goal. A clause that is included in all contracts that contemplate the delivery of CCS
or CCSD could define CCS and CCSD and govern the DoD’s rights more clearly. This
would help distinguish CCS and CCSD from NCCS and NCCSD. CCS vendors should
want this, as it would help them protect their CCS from contracting officers who might
otherwise be inclined to believe that CCS or CCSD is actually noncommercial and

subject to different regulations.
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Use GSA more — No legislative or regulatory change is required for this
recommendation. As described earlier, GSA represents an excellent opportunity for
vendors to sell CCS to the DoD with little fear of unknown problems arising after the
sale. Of course, this method requires cost and effort up front to negotiate licenses that
can be used throughout the government. Once CCS products are listed on GSA,
however, these products can be sold throughout the entire federal government without
changing the license. In addition, prime contractors should leverage GSA as much as
possible in order to obtain CCS that will be included in major DoD systems.

Resolve offending terms of CCS licenses with a DFARS clause — As discussed earlier,
many terms of CCS licenses are inconsistent with federal procurement law. This creates
problems prior to award because the DoD (or a prime contractor) must negotiate new
licenses for the DoD, adding transaction costs and driving CCS vendors away. This
creates even bigger problems after award when terms are discovered that are inconsistent
with federal procurement law, as it is unclear what should happen to these terms
(offending terms stricken or entire license voided).

These issues can never be fully alleviated. The DoD will always have unique
needs and it will always be bound by statutes and regulations to which commercial
buyers are not bound. However, the DoD could improve the situation greatly by adding a
simple clause to all contracts that contemplate the delivery of CCS or CCSD that informs
the parties what will happen in the case that offending terms are found in the CCS license
after award. As discussed earlier, the DoD has already proposed such a clause at DFARS

252.227-7015.
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As the proposed clause does, such a clause should simply state that if offending
terms are found after contract award, the parties will immediately negotiate new
language. A clause would add transaction costs, but the benefit of certainty would
greatly outweigh the potential cost of having offending terms stricken from the contract.
As mentioned earlier, the DoD cannot abide by terms that are inconsistent with federal
procurement law. Therefore, a clause that requires the parties to strike offending terms
and negotiate new terms actually benefits CCS vendors greatly and should be viewed
favorably.

The DoD should retain prior government rights in CCS and CCSD developed at
Government expense — This is a relatively simple recommendation. If the DoD funded
directly the development of computer software or computer software documentation, then
the DoD should retain its rights in it, even if it becomes CCS or CCSD. This is fair to the
DoD and does no harm to CCS vendors. A further recommendation, however, is that the
DoD should not seek to enforce its rights if CCS or CCSD only contain minimal amounts
of NCCS or NCCSD. It would be impractical for the DoD to seek to enforce its rights in
one small portion of a CCS product, especially when it can’t be easily segregated from
the remainder of the CCS product.

CCS and CCSD should be included on data assertions lists — Data assertions lists do
not currently require CCS vendors to list CCS and CCSD that are delivered with less than
unlimited rights.*® However, they should.

It would require more work up front for the contractor, but the contractor should

already know exactly what CCS and CCSD it will deliver, so this should not be an

110 DFARS 252.227-7017
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onerous task. And, it will resolve much confusion between the parties during
performance of the contract. VVendors should not be concerned about the DoD’s right to
challenge assertions,™* as the vendor can simply produce the CCS license to demonstrate
that the product in question is in fact commercial.

CCS and CCSD should not be subject to deferred ordering, but the DoD should be
able to compel delivery of a list of all CCS and CCSD delivered in performance of a
contract — The DFARS deferred ordering clause allows the DoD to order “any technical
data or computer software generated in the performance of this contract or any
subcontract hereunder.”*? This clearly does not include CCS or CCSD, as CCS and
CCSD are created at private expense. However, the DoD should be able to request a list
of all CCS and CCSD delivered as part of a system under the deferred ordering clause.
The clause should be modified to allow this. It can be argued that the deferred ordering
clause already allows this, as the arrangement of CCS in a system constitutes a design
that was likely developed in performance of the contract. Therefore, this should not be
problematic for vendors, but it would greatly help the DoD.

The DFARS should require CCS and CCSD to be marked — This is a simple
recommendation, and it should benefit both parties. Although it will add some work for
vendors, it will protect them from the possibility that anyone in the DoD might mistake
CCS or CCSD for unlimited rights (and therefore unmarked) NCCS or NCCSD.

Best Practice: Distinguish between rights and deliverables — Contracting officers and
CCS vendors should always take great care to distinguish between rights in deliverables

and the actual deliverables themselves. This is especially important when dealing with

111 DFARS 252.227-7019
112 DFARS 252.227-7027
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OMIT and FFF data in which the DoD obtains unlimited rights, but has no way to compel
delivery of these products unless this requirement is included in the contract. Parties
should always take care to ensure that Contract Data Requirements Lists (CDRLSs) match
exactly what should be delivered.

Best Practice: Communicate and plan to avoid problems — No amount of regulatory
change will help if contracting officers and CCS vendors do not effectively communicate
with each other. The parties should communicate early and often about issues relating to

CCS and CCSD in order to ensure that they are on the same page.

87



Conclusion

The issues presented in this paper are challenging, but not impossible to resolve.
Both the DoD and industry have a great interest in working together to find solutions that
will work for the DoD and for contractors. CCS and CCSD present many opportunities
and challenges for the DoD, but it is important to note that the benefits outweigh the
challenges.

Although problems exist, the DoD should continue to work to find solutions to the
issues presented in this paper. The DoD’s goals are basically sound and should be
supported. Of course, drafting legislation and regulations that effectively support the
DoD’s goals and policies is much harder than it might seem to a casual observer.

As shown throughout this paper, it is difficult to change these regulations
piecemeal, as seemingly small changes in certain sections have enormous repercussions
throughout other sections of the regulations. Therefore, Congress and the DoD should be
extremely careful when altering the legislation and regulations governing the acquisition
of CCS and CCSD to ensure that they do not create any unintended consequences.

Although Congress and the DoD have a great responsibility to draft effective
legislation and regulations to help the DoD achieve its goals and policies, industry should
also continue to assist in the process by offering suggestions for regulations and by
proactively developing and promoting industry-wide best practices and solutions to help
both the DoD and contractors. Industry can wield great influence in the process and
certainly should do so.

Because acquisition of CCS and CCSD is still relatively new to the DoD, it is

only natural for the DoD and its contractors to experience some difficulties with the
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development of effective rules and processes. As the DoD and its contractors work
together to find solutions, however, both parties will reap great benefits both in the

present and in the future.
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