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Abstract of Praxis 

 

 

Prioritizing Security Controls Using Multiple Criteria Decision Making 

for Home Users  

 

Hundreds of thousands of home users are victimized by cyber-attacks every year. 

Many experts agree that average home users are not doing enough to protect their home 

computers from cyber-attacks. Improperly managed home computers can lead to 

individuals losing data, systems performing slowly, identity loss or theft, and ransom 

payments. En masse attacks can act in concert to infect personal computers in business 

and government. Home users currently receive conflicting guidance, often in the form of 

recommendations such as 'Top 10’ lists which are not appropriate for their specific needs. 

In many instances users ignore all guidance. Often, these ‘Top 10’ lists appear to be 

based solely on subjective opinion. Ultimately, the researchers asked themselves the 

following question: how can we provide home users with better guidance for determining 

and applying appropriate security controls that meet their needs and can be verified by 

the cyber security community? This praxis proposes a methodology for determining and 

prioritizing the most appropriate security controls for home computing. Using Multi 

Criteria Decision Making (MCDM) and subject matter expertise, this praxis identifies, 

analyzes and prioritizes security controls used by government and industry to determine 

which controls can substantively improve home computing security. This praxis will then 

apply our methodology using examples to demonstrate its benefits. 
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1. Introduction 

  

 

There are ~3.75 billion internet users in the world (Internetlivestats, 2017). Home 

users’ computers are often inadequately protected and are easy targets for cyber-attacks. 

The stakes are high as home users’ financial information, personally identifiable 

information (PII), and sentimental data are at risk. Additionally, once compromised, 

infected computers can be used to launch cyber-attacks on other targets, thereby masking 

the source and identity of the true attackers. In the last several years, ransomware has 

been the attack method of choice for many cyber criminals. In fact, in May 2017, 

WannaCry ransomware locked down over 200,000 computers and demanded $300 per 

victim to regain access (Larson, 2017). The screenshot below shows the message 

victimized users saw when infected by WannaCry. 

 

Figure 1: WannaCry Screenshot (Winkler, 2017) 



2 

 

Popular sources of cyber security guidance provide information in the form of top-10 

lists which purport to teach home users how to remediate threats; however, these sources 

often fail to provide adequate guidance. Our analysis demonstrates that once a home user 

makes the important decision to take protective action, they face wildly varying advice 

that fails to clearly articulate the rationale, priority, or limitations of the recommendations 

they provide. 

On the other end of the spectrum, cyber security professionals provide large 

organizations with detailed security frameworks backed by robust methodologies. These 

frameworks guide organizations in securing their information systems (ISs). Their 

greatest value lies in the methodology they present, which allows them to adapt their 

cyber security posture based on emerging threats. While invaluable to large enterprises, 

these frameworks are too complex, expensive and time consuming for the typical home 

user to understand, much less implement. 

The goal of our effort is to close the distance between these two extremes. To achieve 

this, we present a hybrid solution that utilizes a robust methodology to produce a 

prioritized list. Our methodology is derived from a well-known cyber security framework 

(Risk Management Framework), a well-known system engineering technique (Multi 

Criteria Decision Making), and subject matter expertise. The results are validated with a 

sensitivity analysis. We demonstrate the methodology step by step, including results, 

analysis and critique.  

1.1 Statement of Problem 

Many home users lack the time, money, and expertise to satisfactorily secure their 

ISs. It is often hard for decision makers—in other words, the head of the household or 
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family member with greatest cyber security experience—to decide where they should 

start. This can lead to decision paralysis. 

Selecting and implementing security controls, safeguards to minimize risks, is where 

many home users should start. However, home users rarely have the expertise to select 

the most appropriate controls for their environment and have even less of a chance of 

deciding which controls should be implemented first. This problem generates the 

question: How can the cyber security community offer accurate, robust, efficient, and 

actionable cyber security advice to the home user? 

1.2 Approach 

This research demonstrates how the Technique for Order of Preference by Similarity 

to Ideal Solution (TOPSIS), a common MCDM technique, was selected and used to 

prioritize the implementation of security controls. It also shows how subject matter 

experts identified a subset of applicable security controls from the National Institute of 

Standards and Technology (NIST) to be ranked so they could be used in an example of 

our methodology. To achieve this we identified five scoring criterion to rate the controls. 

Once the criteria were identified, each control was rated based on each criterion by 

subject matter experts.  

1.3 Background 

MCDM established its roots in the 1960s and has been growing in use and popularity 

since (Köksalan, Wallenius, & Zionts, 2011). Many different types of MCDM tools have 

been created and it is important to select one that fits the problem being solved. Guitouni 

and Martel identified seven guidelines that help a researcher choose an effective MCDM 

tool (Guitouni & Martel, 1998). After using Guitouni and Martel’s guidelines TOPSIS 
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was selected as the primary MCDM used in our research. TOPSIS is a MCDM that was 

developed by Hwang and Yoon in 1981. “The basic concept of this method [TOPSIS]," 

the authors state, "is that the selected alternative should have the shortest distance from 

the ideal solution and the farthest distance from the negative-ideal solution in a 

geometrical sense” (Triantaphyllou, Shu, Sanchez, & Ray, 1998). 

1.4 Purpose 

The purpose of this study is to demonstrate a valuable way to select and prioritize 

security controls. A case study is performed for home users using TOPSIS and a subset of 

tailored NIST security controls. The goal of this study is to highlight what is wrong with 

the advice currently provided to home users and put forward a repeatable methodology 

that addresses these concerns. 

1.5 Significance 

Cyber threats are of growing concern to many people and organizations. Home users 

are often left without the expertise or tools to address these threats. This research defines 

a methodology that aids the cyber security community in providing accurate, actionable, 

and efficient threat remediation information to home users. 

1.6 Scope and Limitations 

In this paper we only ranked sixteen of our selected cyber security framework, Risk 

Management Framework (RMF) which has more than 200 controls. The exact number of 

controls is constantly changing due to additions and deletions aimed at improving RMF. 

We focused on sixteen controls in part because our scope is home users and in part so the 

case study in this paper remains precise. In the future, all controls—even with very little 

chance of being used by home users—should be scored. If the larger community of cyber 
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security experts agrees that a control is not valuable, they will rank it near the bottom of 

the list and that control will not be recommended for implementation.  

When performing TOPSIS we used the survey results of fifteen subject matter experts 

(SMEs). In other parts of our preliminary analysis we used as few as three. A greater 

number of experts being involved in the processes may increase the quality of the results. 

We did not configure ISs with our results and compare them to results using other 

methods. The most reliable way to test security is to see how controls withstand the 

environment over time. However, this is both costly and time consuming. 

1.7 Organization of Document 

This document is comprised of 5 Chapters. Chapter 1 provides an introduction, 

problem statement, approach, background, purpose, significance, and scope and 

limitations. Chapter 2 provides a literature review with details about multiple-criteria 

decision making and cyber security. It also provides insight into the state of cyber 

security with summaries of recent articles. Chapter 3 goes into detail about the research 

methodology including selection, data collection, and data processing. Chapter 4 

discusses the results and their stability. Chapter 5 provides the conclusion and future 

research opportunities. 
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2. Literature Review 

 

 

This section provides a detailed review of MCDM and cyber security. This 

information puts the research performed into context. Additionally, this sections goes 

over several works that touch on areas related to this praxis. 

2.1 Multiple-Criteria Decision Making (MCDM) 

MCDM is an established subdivision of operations research. Evangelos 

Triantaphyllous, a respected MCDM expert, stated “It [MCDM] is a branch of a general 

class of Operations Research (or OR) models which deal with decision problems under 

the presence of a number of decision criteria” (Triantaphyllou, Shu, Sanchez, & Ray, 

1998). Furthermore, Multi-Attribute Decision Making (MADM) is a subdivision of 

MCDM that, “concentrates on problems with discrete decision spaces” (Triantaphyllou, 

Shu, Sanchez, & Ray, 1998). Figure 2: MCDM Hierarchy shows the relationship to a few 

common terms in the field. 

 

Figure 2: MCDM Hierarchy 

The term MCDM can be used interchangeably with the term Multi-Criteria Decision 

Analysis (MCDA). Sometimes MADM is used interchangeably with MCDM and 
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MCDA; however, MADM focuses on deciding which of a discrete group of objects is 

preferred whereas Multiple Objective Decision Making (MODM) helps you figure out 

the characteristics of the object desired. It is important to remember that these terms are 

often use interchangeably so when the reader reads other articles or sees quotes in this 

paper, they will realize they discuss the same thing. Multicriterion Aggregation 

Procedure (MCAP) is also a common term. MCAP refers to the part of the MCDM 

technique that combines the inputs into the output. 

Now that we have defined MCDM and related terms we need to describe what 

MCDM entails. 

2.1.1 MCDM Steps 

Triantaphyllou observed the following three steps when using a decision making 

technique requiring numerical analysis of alternatives: 

1. Determining the relevant criteria and alternatives. 

2. Attaching numerical measures to the relative importance of the criteria and to 

the impacts of the alternatives on these criteria.  

3. Processing the numerical values to determine a ranking of each alternative. 

(Triantaphyllou, Shu, Sanchez, & Ray, 1998) 

Additionally, it is important to identify which decision making technique fits the 

problem under investigation. This should be done early in the process but cannot be done 

before the problem is well understood. 

2.1.2 Choosing an MCDM Method 

According to Guitouni and Martel, “Despite the development of a large number of 

refined multicriterion decision aid (MCDA) methods, none can be considered as the 
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'super method' appropriate to all decision making situations” (Guitouni & Martel, 1998). 

In order to gain useful results, a MCDM method must be chosen that fits the input, 

problem, and desired output. Guitouni and Martel set forth seven guidelines in selecting a 

MCDM methodology. 

Guitiouni and Martel divided the MCDM they examined into four categories before 

examining the details: single synthesizing criterion, outranking, interactive, and mixed. 

Single synthesizing criterion methods provide an aggregation function to represent the 

decision maker’s (DM’s) preference. “As the name suggests, single synthesizing criterion 

approach MCDA methods aim to reduce the different criteria used in the decision making 

process into a single comprehensive index by making use of some rules, processes and 

mathematical formulae. In addition, imperfect knowledge and inconsistency is tolerated 

to some mathematical extent. These methods are often considered the most traditional 

approach and the alternative actions form a complete pre-order” (Guitouni & Martel, 

1998). Outranking methods establish DM preference through pairwise comparison of 

alternatives along each criterion (Guitouni & Martel, 1998). One of the issues with 

outranking methods is it usually requires a large number of comparisons which may be 

restrictive when considering a large number of alternatives or criteria. Similarly, the 

interactive method may be restrictive due to the number of interactions required. “In each 

of these procedures [application of an interactive method], questions are directed to D (a 

decision maker), whose answers, in turn, serve to elicit and shape subsequent questions. 

The question-producing entity (either a computer or an interviewer) will be designated as 

Q. The interaction, that is to say the sequence of questions and answers, can be 

interrupted:  
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- (1) by D, either when he believes he has obtained the responses he was looking for 

(a * or U), or when he is weary of and no longer wishes to pursue the process. 

- (2) by Q, either when he claims to have produced the desired responses (a* or U), or 

when a stalemate has been reached and he can no longer generate new questions.” 

(Roy, 1987) 

After breaking MCDMs into four major categories, Guitouni and Martel go on to 

present seven guidelines to aid in selecting appropriate MCDMs for the problem space. 

Guitouni and Martel’s MCDM Methodology Selection Guidelines: 

“Guideline G1: Determine the stakeholders of the decision process. If there are many 

decision makers (judges), one should think about group decision making methods or 

group decision support systems (GDSS). 

 

Guideline G2: Consider the DM `cognition' (DM way of thinking) when choosing a 

particular preference elucidation mode. If he is more comfortable with pairwise 

comparisons, why using tradeoffs and vice versa? 

 

Guideline G3: Determine the decision problematic pursued by the DM. If the DM 

wants to get an alternatives ranking, then a ranking method is appropriate, and so on. 

 

Guideline G4: Choose the multicriterion aggregation procedure (MCAP) that can 

handle properly the input information available and for which the DM can easily 

provide the required information; the quality and the quantities of the information are 

major factors in the choice of the method. 

 

Guideline G5: The compensation degree of the MCAP method is an important aspect 

to consider and to explain to the DM. If he refuses any compensation, then many 

MCAP will not be considered. 

 

Guideline G6: The fundamental hypothesis of the method are to be met (verified), 

otherwise one should choose another method. 

 

Guideline G7: The decision support system coming with the method is an important 

aspect to be considered when the time comes to choose a MCDA method.” 

(Guitouni & Martel, 1998) 

 

Guitouni and Martel classify a number of popular MCDM according to guidelines two 

through six. A comprehensive discussion of the Guitouni and Martel paper is outside of 
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the scope of this paper; however, a brief overview of the major guidelines and some for 

the choices they considered is detailed below. Additionally, a discussion on how these 

guidelines led to the selection of TOPSIS is included in Chapter 3—Methodology. 

Guideline 2 

Guideline 2 discusses the preference elucidation mode, the preference elucidation 

moment, the preference structure, and ordering of alternatives. This guideline seeks to 

choose methods that makes sense to the DM. The attributes are discussed in the following 

paragraphs. 

Preference elucidation modes considered include straightforward (direct rating), 

tradeoffs, lotteries, and pairwise comparison. Straightforward is done by directly 

assigning a numerical value. For example, when choosing a preferred car one of the 

attributes considered may be top speed. This attribute can be directly measured and 

evaluated in miles per hour (MPH). Tradeoffs are sometimes performed as the weight of 

one criterion is moved down in order to move up another. Tradeoffs are used in 

Multi−attribute value theory (MAVT) (Institute of Environmental Studies, 2017). 

Lotteries consider the idea that a definite value may not be known. If you are considering 

an automobile, this method could be used for reliability. For example, vehicle A has a 50 

percent chance of breaking down after one year, with an average cost to repair of $500. 

Vehicle B has a 25 percent chance of breaking down after one year and with an average 

cost to repair of $900. Lottery methods allow this kind of information to input directly 

into the MCDM method. Multi Attribute Utility Theory (MAUT) is an example of an 

MCDM that uses lotteries (Keeney & Raiffa, 1993). Next, pairwise determines value by 

comparing each alternative or criteria against each other. For example, the Analytic 
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Hierarchy Process (AHP) compares each criterion to every other criterion in order to 

weight the criteria (Saaty, 1987). Continuing with a car example, AHP could determine 

that Cost > Top Speed > Cost to Repair and assign a weight of 0.5 to cost, 0.3 to top 

speed, and 0.2 to cost to repair. 

All of the MCDM methods considered by Guitouni and Martel have an a priori 

preference elucidation moment. According to Guitouni and Martel, “Most of the 

wellknown [MCDMs] methods require an a priori preferences articulation” (Guitouni & 

Martel, 1998). All the MCDMs considered in their paper were a priori. 

Preference Structures vary greatly between MCDM techniques. It is outside of the 

scope of this research to present them in detail. The most common in Guitouni and 

Martel’s paper is {P, I} standing for preference and indifference. In this type of 

preference structure, when two alternatives are compared one alternative is preferred to 

another alternative, or the decision maker is considered indifferent between the 

alternatives. In this scenario, no other choices may be made. Other preference structures 

exist that consider different options when comparing alternatives. Incomparable and 

weak preference are often added; however, preference structure can also be addressed in 

different ways. 

The preference structure, type of ordering, and hypothesis behind MCDM methods 

are closely related. The order options presented by Guitouni and Martel are core, partial 

semiorder, partial preorder, partial interval order, total or partial semiorder, total preorder, 

total semiorder, semiorder, and filtration. Figure 3: Order shows the difference between 

numerous types of orders from a set of three elements: a, b, c. The entire figure shows the 

thirteen strict weak orderings present. The partial ordered sets are enclosed in the circle. 
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The totally ordered sets appear outside of the circle. 

 
Figure 3: Order (Eppstein & Jafet.vixle, 2017) 

Semiorders allow for two items to be incomparable when they exceed certain 

parameters. Semiorders do not assume that indifference is transitive. In semiorders a and 

b can be inside the parameters of comparison as can b and c; however, a and c can be 

outside the parameters of comparison. In mathematics order theory, what truly defines 

different types of orders are the properties to which the set adheres. Figure 4: Preference 

Structure Complexity (Guitouni & Martel, 1998) shows complexity preference structure 

by type of ordering. Complexity increases moving up the y-axis. 

 

Figure 4: Preference Structure Complexity (Guitouni & Martel, 1998) 
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Guideline 3 

Guideline 3 decision problematic is broken into four categories: description 

problematic P:δ, choice problematic P: α, sorting problematic P: β, and ranking 

problematic P: γ. Guitouni and Martel’s paper categorizes each MCDM method by their 

originally created purpose, and not by all of their uses. Guitoni & Martel state that “…all 

the single synthesizing criterion methods address only the choice problematics (it is 

possible to use these methods for sorting or ranking, but these methods are conceived for 

the choice)” (1998). It is critical to select an MCDM technique that answers the research 

question being asked. 

Guideline 4 

Guideline 4 investigates MCAP inputs. The type and quantity of input data available 

is critical when selecting a usable MCDM method. Guitioni and Martel sort the 

information by ordinal, cardinal, or mixed and then by deterministic or non-deterministic. 

Cardinal data expresses the quantity of things while ordinal data expresses the order. 

Deterministic data has a known value while non-deterministic data does not. 

Guideline 5 

Guideline 5 considers the compensations of the MCDM technique. Guideline 5 is 

broken into three categories: discrimination power, compensation, and information inter-

criteria. Discrimination power of criteria is divided between absolute and non-absolute.  

Compensation is divided into totally, partially, or non. This refers to whether or not 

compensation is permitted between the input data. For example, will more value from 

criterion A make up for slightly less value from B? The answer depends on the type of 

compensation. In an MCDM method that allows for total compensation, the answer is 
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yes. In non-compensation methods, the answer is no. Lastly, in MCDM methods that 

allow for partial compensation the answer depends on whether compensation is allowed 

between those two criterion and to what extent it is allowed. Information inter-criteria 

discusses the relationship between criteria. 

Guideline 6 

Guideline 6 examines the hypothesis and assumptions of the method which must be 

met. It discusses both hypothesis/assumptions and MCAP treatment. Hypothesis includes 

independence, commensurability, invariance, transitivity, and dominance. MCAP talks 

about how the MCDM addresses aggregating information. There are many different 

methods discussed here. The MCAPs are not broken into general categories. Each 

MCDM method has a unique MCAP technique. It is important to consider if the DM can 

understand the MCAP technique. Also, each MCAP makes its own assumptions which 

are important to understand. 

Guideline 7  

Guideline 7 talks about the importance of a software package that supports the 

selected MCDM. This may make solving the problem much easier, or much harder. For a 

small problem, this may be unimportant; however, the more data that is being analyzed, 

the more important it is to have software support. Additionally, this may increase the 

confidence of the DM and researchers as they become more familiar with the tool. 

After following these guidelines, the researchers chose TOPSIS as their MCDM 

methodology. Why TOPSIS was chosen and how these guidelines were used are 

described in section 3.1, MCDM Methodology Selection. 
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2.1.3 Criteria and Alternatives 

Criteria and Alternatives are usually identified by experts, examining the problem 

space, and researching current alternatives. Criteria should be relevant to the problem 

space, important to the stakeholders, and discriminant between the alternatives. In the end 

it is up to the decision maker and possibly key stakeholders to select key criteria that will 

be used as a selection method between alternatives and as an input into MCDM. 

Often alternatives are identified as part of market research and are considered in an 

analysis of alternatives (AoA). In this research, we selected a set of security controls 

provided by security framework as our alternatives. We then performed an initial down 

selection of the security controls. These alternatives were then scored on their criteria and 

used as input into our MCDM. 

2.1.4 Weighting Criteria 

Assigning weights is a part of many MCDM methodologies. It is how the importance 

of each criterion is defined. Generally, the larger the weight the more important the 

criterion. This characteristic can be a source of subjectivity in the decision making 

process, and can be intentional or unintentional. In the case where it is intentional it is an 

opportunity for decision makers to express their personal preference and heavily weight 

what is important to them. However, different methodologies in assigning weights can 

yield different results just as different MCDM methodologies can yield different results. 

According to Weber and Borcherding, “there are no criteria for determining which 

method is the true weight since it is not clear which elicitation procedure is the least 

biased” (Weber & Borcherding, 1993). Additionally, weight can vary based upon the 

stakeholder and the application. In other words, although the weight may not be right for 
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every application or in every case it may be right for the circumstances of the stakeholder 

who provided them. 

When using EE, weights are often provided as part of the elicitation process. This 

data can be treated in a number of other ways, the simplest of which is by taking the 

mean of the weights provided by different stakeholders. 

Weber and Borcherding classify weighting procedures as algebraic, statistical, 

holistic, decomposed, direct, or indirect. There are many different methods for 

determining criterion weight each have their pros and cons. One way to account for 

minor variation of weights is performing a sensitivity analysis. Once you have 

determined your criteria, weighted your criteria, and scored your alternatives on each 

criteria TOPSIS can be performed. 

2.1.5 TOPSIS 

TOPSIS seeks to find the best alternative by measuring the distance of existing 

alternatives from a hypothetical ideal solution and a hypothetical negative ideal, also 

called an anti-ideal solution. TOPSIS defines the ideal solution as an alternative having 

the best attributes of all alternatives. The negative ideal solution has the worst attributes 

of all alternatives. For example, if five cars with the following attributes were being 

compared: 

 Safety (Criteria 1) Top Speed (Criteria 2 ) 

Car 1 (Alternative A) 1 Stars 100 MPH 

Car 2 (Alternative B) 2 Stars 95 MPH 

Car 3 (Alternative C) 3 Stars 90 MPH 

Car 4 (Alternative D) 3 Stars 75 MPH 

Car 5 (Alternative E) 4 Stars 70 MPH 
Table 1: Car Example 

Assuming a car was desired with a high top speed and safe (a lot of stars in safety) the 
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ideal and negative ideal solutions would be: 

Ideal 4 Stars 100 MPH  

Negative Ideal/Anti-ideal 1 Stars 70 MPH 

 
Which of the five alternatives are the best (most desired) is not obvious from Table 1: 

Car Example. MCDM provides a method on how to calculate this. In TOPSIS the 

Euclidian distance from each alternative to the positive and negative ideal is measured.   

Figure 5: TOPSIS - Two Criteria Graphical Representation shows how this is done in a 

two criteria example, like the one given above. 

 

 
Figure 5: TOPSIS - Two Criteria Graphical Representation (Yilmaz & Harmancioglus, 2010) 

C1 and C2 represent criteria 1, in the example safety, and criteria 2, in the example 

top speed, and show that both criteria are considered to be the higher the better. 

Alternative A has the best value in C2 but the worst value in C1. Alternative E has the 

best value in C1 but the worst in C2. Now that the ideal and negative ideal solutions are 

defined, the distance from each alternative to these ideals can be measured. The graph 

shows that alternative C is closest to the ideal solution while alternative D is furthest 

from the negative ideal solution. TOPSIS then uses this information to calculate which 
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alternative is the best. The details are provided below. 

Steps to performing TOPSIS: 

1. Populate a matrix with the alternatives, one to m, down the side. In our case, the 

matrix is populated with one to sixteen, representing our security controls. Then, 

populate the matrix with the scoring criteria, one to n, along the top. This is from one 

to five in our case, representing our five scoring criteria. After this, populate the 

bottom of the matrix with the weights for the columns’ respective criteria. Finally, 

populate the rest of the matrix with the applicable scores X11 to Xmn. 

Criterion Titles Criterion 1 Criterion 2 ● ● ● Criterion n 

Alternative 1 X11 X12 ● ● ● X1n 

Alternative 2 X21 X22 ● ● ● X2n 
● 
● 
● 

● 
● 
● 

● 
● 
● 

● 
● 
● 

● 
● 
● 

Alternative m Xm1 Xm2 ● ● ● Xmn 

Criterion Weights W1 W2 ● ● ● Wn 

Table 2 - Notional TOPSIS Matrix 

2. Calculate the normalized decision matrix using the formula below, where rij 

represents the normalized value. This serves to transform the various criteria with 

their unique units into dimensionless quantity. 

𝒓𝒊𝒋 =
𝒙𝒊𝒋

√∑ 𝒙𝒊𝒋
𝟐𝒎

𝒊=𝟏

, 𝒋 = 𝟏, 𝟐, … , 𝒏, 𝒊 = 𝟏, 𝟐,… ,𝒎. 

3. Calculate the weighted normalized matrix (V) by multiplying each attribute by its 

weight. 

𝑉 =

[
 
 
 
𝑣11...

 … 𝑣1𝑗
...

 … 𝑣1𝑛...

𝑣𝑖1...

 … 𝑣𝑖𝑗
...

 … 𝑣𝑖𝑛...

𝑣𝑚1 … 𝑣𝑚𝑗 … 𝑣𝑚𝑛]
 
 
 
 =

[
 
 
 
𝑤1𝑣11...

 … 𝑤𝑗𝑣1𝑗
...

 … 𝑤𝑛𝑣1𝑛...

𝑤1𝑣𝑖1...

 … 𝑤𝑗𝑣𝑖𝑗
...

 … 𝑤𝑛𝑣𝑖𝑛...

𝑤1𝑣𝑚1 … 𝑤𝑗𝑣𝑚𝑗 … 𝑤𝑛𝑣𝑚𝑛]
 
 
 
 

where 𝒘𝒋 =
𝑊𝑗

√∑ 𝑊𝑗
𝒏
𝒋=𝟏

, 𝒋 = 𝟏, 𝟐, … , 𝒏. 𝑠𝑜 𝑡ℎ𝑎𝑡  
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∑𝑊𝑗

𝒏

𝒋=𝟏

= 1 𝑎𝑛𝑑 𝑊𝑗  𝑖𝑠 𝑡ℎ𝑒 𝑜𝑟𝑖𝑛𝑔𝑎𝑙 𝑤𝑖𝑔ℎ𝑡 𝑔𝑖𝑣𝑒𝑛 𝑡𝑜 𝑡ℎ𝑒 𝑖𝑛𝑑𝑖𝑐𝑎𝑡𝑜𝑟 𝑣𝑗 , 𝑗

= 1,2… , 𝑛. 

4. Determine the positive ideal solution (A+) and the negative solution (A-). The ‘best’ 

solution as identified from TOPSIS is the closest to the ideal solution (a theoretical 

solution that has the best attributes of all identified solutions) and furthest from the 

negative ideal solution (a theoretical solution that has the worst attributes of all 

identified solutions). This is done using the following formulas: 

𝐴+ = {(𝑚𝑎𝑥𝑉𝑖𝑗
|𝑗 ∈ 𝐽+) , (𝑚𝑖𝑛𝑉𝑖𝑗

|𝑗 ∈ 𝐽−)} |𝑖 = 1,2, …𝑚} = {𝑣1
+, 𝑣2

+, … , 𝑣𝑗
+, … , 𝑣𝑛

+} 

𝐴− = {(𝑚𝑖𝑛𝑉𝑖𝑗
|𝑗 ∈ 𝐽+) , (𝑚𝑎𝑥𝑉𝑖𝑗

|𝑗 ∈ 𝐽−)} |𝑖 = 1,2, …𝑚} = 

{𝑣1
−, 𝑣2

−, … , 𝑣𝑗
−, … , 𝑣𝑛

−} 

where J+ ={𝑗 = 1,2, … , 𝑛|𝑗 𝑎𝑠𝑠𝑜𝑐𝑖𝑡𝑎𝑡𝑒𝑑 𝑤𝑖𝑡ℎ 𝑏𝑒𝑛𝑒𝑓𝑖𝑡 𝑐𝑟𝑖𝑡𝑒𝑟𝑖𝑎} 

  J- ={𝑗 = 1,2, … , 𝑛|𝑗 𝑎𝑠𝑠𝑜𝑐𝑖𝑡𝑎𝑡𝑒𝑑 𝑤𝑖𝑡ℎ 𝑙𝑜𝑠𝑠 𝑐𝑟𝑖𝑡𝑒𝑟𝑖𝑎} 

5. Calculate the distance of each alternative from the positive (𝑆𝑖
+) and negative ideal 

(𝑆𝑖
−) solutions. 

𝑆𝑖
+ = √∑ (𝑣𝑖𝑗 − 𝑣𝑗

+)
2
,𝑛

𝑗=1  𝑖 = 1,2, … ,𝑚, 

𝑆𝑖
− = √∑ (𝑣𝑖𝑗 − 𝑣𝑗

−)
2
,𝑛

𝑗=1  𝑖 = 1,2, … ,𝑚. 

6. Calculate the relative closeness to the ideal solution(𝐶𝑖
∗). As 𝐶𝑖

∗approaches 1, it 

approaches the ideal solution, and when it approaches 0, it approaches the negative 

solution. 
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𝐶𝑖
∗ =

𝑆𝑖
−

(𝑆𝑖
+ + 𝑆𝑖

−)
, 0 < 𝐶𝑖

∗ < 1, 𝑖 = 1,2, … ,𝑚 

7. Rank the alternatives. Those with the highest 𝐶𝑖
∗ are the most favorable and ranked 

the highest. 

After these calculations are complete, the best alternative is identified by having the 

highest score. If you are ranking the alternatives, they are put in descending order with 

the one on top being the best alternative and the one on bottom being the worst. Once 

TOPSIS is complete, sensitivity analysis may be used to judge the stability of the results. 

2.2 Cyber Security 

There are more people with computers connected to the internet every day and this 

number is measured in the billions. (Internetlivestats, 2017) Despite the effort many 

organizations and individuals are putting forth to combat cyber-attacks, the number of 

successful attacks are increasing. Many organizations regularly release threat reports that 

discuss shifting trends in attacks and the tactics cyber criminals are using. Symantec, 

Verizon, and FireEye are three well-respected organizations that release such reports. 

Figure 6: Symantec’s Major Threat Trend Summary shows 2017’s summary of major 

threats from 2014-2016 (Symantec Corporation, 2017). 
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Figure 6: Symantec’s Major Threat Trend Summary (Symantec Corporation, 2017) 

Of note to home users and large organizations is the resurgence of malicious email as 

an attack of choice. According to the Symantec report, “malicious emails were the 

weapon of choice for a wide range of cyber attacks during 2016, used by everyone from 

state-sponsored cyber espionage groups to mass-mailing ransomware gangs. One in 131 

emails sent were malicious, the highest rate in five years” (Symantec Corporation, 2017). 

Malicious email can be combated in a variety of ways, including efforts ranging from 

email filters to user awareness training. However, from an attacker’s perspective it is a 

proven attack channel that relies on deception / social engineering, not the presence of 

system vulnerabilities (Symantec Corporation, 2017). 

The ever changing landscape of cyber threats makes it difficult for home users, who 

do not have dedicated cyber security professionals securing their systems and network, to 
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protect themselves. The following two sections quickly examine what security advice 

home users are currently receiving and how it differs from large organizations. 

2.2.1 Home User Guidance 

Home users who want to secure their computers often look at magazines or websites 

that provide a top 10 list for securing their computers. The top 10 lists appeal to home 

users because they are usually simple, targeted to that audience, and readily accessible. 

These lists generally do not provide a strong rationale for the actions they recommend, 

and almost never include the methodology on how the list was generated or prioritized. 

For example, the Massachusetts Institute of Technology (MIT), an institution from which 

one would expect exemplary detail and diligence, provides Top Ten Safe Computer Tips 

on their website (Massachusetts Institute of Technology, 2017). It provides a limited 

rationale on why each tip is important, but provides no methodology on how its list was 

generated. This leaves cyber security experts and home users with no way to validate the 

list provided, or any way to put one list in context with another. This begs the question of 

whether implementing such a list is an efficient use of resources. Without a well-defined 

methodology, there is no way to update these lists as cyber threats change. 

2.2.1.1 Home User Threats 

To mirror expected user behavior, we researched common home user threats by 

examining websites and articles readily accessible to home users, including the top-

ranking: The 11 most common computer security threats from Symantec (Symantec, 

2017), The 5 cyber attacks you're most likely to face from CSO Online (Grimes, 2017), 

Keep My Computer Safe from Cyber Threats that Target Home Users from Heimdal 

Security (Zaharia, 2015), and Quick Reference: Cyber Attacks Awareness and Prevention 
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Method for Home Users (Teymourlouei, 2015). Although we reviewed additional 

sources, we found that they did not provide further insight. Surprisingly, there was not a 

strong consensus among the lists on the threats home users face. This informed the theory 

that the guidance provided to home users may also be inconsistent. Lastly, we 

supplemented the list with threats overlooked by these sources, based on our experience 

in cyber security.  

The following list names and describes primary threats: 

A. Social Engineering—An attacker tricks a user into divulging sensitive 

information to gain unauthorized access to a system.  For instance, an unknown 

caller directs the user to enter commands to the system to “fix” a problem, where 

in fact, this gives away system control. Examples: Spam, Ransomware, Phishing, 

Pop-ups. 

B. Malware / Adware—Infected software is installed on a user’s system with or 

without their knowledge. Examples: Adware, Worm, Virus, Cryptoware, Zero 

Day Attack, Spyware, Keystroke logger. 

C. Password Attacks—The attacker figures out a user’s password in order to gain 

access to a secure system.  Methods include guessing, brute force, and rainbow 

tables. Examples: Password Guessing, Automated Brute Force Attacks, 

Exploiting Password Encryption Weaknesses 

D. DDoS / DoS Attacks—Distributed Denial of Service Attacks (DDoS) and Denial 

of Service (DoS) attacks use a variety of methods to deny authorized users access 

to their computer or other devices. However, this was excluded in our analysis in 

Table 6 - Control to Threat Mapping because generally there is no way for home 

users to mitigate this threat. (Teymourlouei, Quick Reference: Cyber Attacks 

Awareness and Prevention Method for Home Users, 2015) 

E. Man in the Middle—An unintended recipient intercepts information transmitted 

over the network. Example: Eavesdropping 
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F. Session Hijacking—An attacker takes control of a user’s session and thereby 

gains full access to all of the user’s privileges. Hijacking most frequently targets 

client - server sessions. 

G. Physical Theft—The unauthorized physical removal of a system or system 

component from its intended location.  This results in the loss of both hardware 

and software. Example: Computer is stolen, Dumpster Diving 

H. Hardware failure—Breakdown of physical system components resulting in an 

unstable or unusable system. Examples: Hard drive failure, System overheating 

I. Software failure—Malfunctioning software causes system stability 

issues.  Example: Blue screen of death, software failing to launch 

J. User Error—User takes misguided actions which have unintended consequences. 

Examples: User unintentionally deletes necessary data, User enters an incorrect 

password multiple times which locks the system  

K. Shoulder Surfing—A third party without the knowledge or consent of the user 

physically observes the user. The information they get is later used to perform 

malicious actions. Example: Watching a user typing in their bank account 

information and later using that information to take money out of their account. 

L. Snooping—A User leaves their computer unlocked and unattended and an 

attacker sits down to view sensitive information. 

 

Threats not considered by any of the lists we consulted: Physical Theft, Hardware 

Failure, Software Failure, User Error, Shoulder Surfing, and Snooping (Threats G 

through L). Physical Theft (G) through User Error (J) may be excluded because they are 

not solely cyber security issues. Shoulder Surfing (K) and Snooping (L) may be excluded 

because they rely on a physical presence. That being said, Physical Theft (G) to Snooping 

(L), all have major security and financial impacts and should be considered when 

enhancing overall security. Of the threats examined, some have technological solutions 

while others more heavily rely on user awareness and education. 
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2.2.1.2 Home User Remediations 

Home users often depend on their favorite search engines to find ways to enhance 

their computers’ security (Fox, 2017). We queried Google, which commands more than 

78% of desktop internet searches (Net Applications.com, 2017), with the following 

parameters: “increase home computer security.” The top four hits were 9 Ways to 

Improve the Security of Your Home Computer from Vipreantivirus.com, Before you 

Connect a New Computer to the Internet from United States Computer Emergency 

Readiness Team (US-CERT), 5 Ways to Increase Computer Security from 

Pctechguide.com, and 10 things you can do to improve network and PC Security from 

Thetechrepublic.com. 9 Ways to Improve the Security of Your Home Computer, hit 1, and 

Before you Connect a New Computer to the Internet, hit 2, referenced the same source. 

These websites provided the guidance presented in Figure 7: Website's Security 

Advice. 

Tech Republic  (Wallen, 2017) 

Use Linux  Deploy a Hardware Firewall 

Block Users from Installing 

Software 

 Enforce Strict Passwords Policy 

Upgrade Anti-virus  Do Not Share Networked Folders with 

Everyone 

Switch Your Browser  Use Network Access Control 

Disable Add-ons  Use Content Filtering 

US-CERT Security Tips (ST15-003) (US-CERT, 2017) (VIPRE, 2017) 

Connect to Secure Network  Operate under principle of least privilege 

Enable Software Firewall  Secure Your Web Browser 

Install Anti-Virus/Malware  Automatic Updates 

Remove Unnecessary Programs  Follow Good Security Practices 

Disable Unnecessary Default 

Features 

  

PC TECH GUIDE (pctechguide, 2017) 

Anti-Virus  Data Backup 

Software/Hardware Firewall  Disconnect when not in use 

Change Password Regularly   
Figure 7: Website's Security Advice 
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In Figure 7, the advice provided in these websites differs greatly. As different resources 

are examined, more viewpoints are added, and what advice a home user should follow 

becomes less clear. This can leave a home user overwhelmed and wondering whether 

following any of this advice is worthwhile. 

2.2.2 Large Organizations Approach - Frameworks 

There are many different cyber security frameworks. Each framework has its own 

focus and approach. NIST, International Organization for Standardization (ISO), and the 

European Telecommunications Standards Institute (ESTI) Cyber Security Standards have 

each created a well-known security framework (Allen, 2015). NIST created RMF which 

sets forth a six step security lifecycle which discusses how to create and maintain a 

secure information system and organization. ISO/International Electrotechnical 

Commission (IEC) 27001 sets forth a specification for information management systems. 

27001 has a compliance process by which an organization may undergo and audit and 

become certified. The European Telecommunications Standards Institute (ESTI) claims 

“ETSI is working closely with relevant stakeholders to develop standards to increase 

privacy and security for organizations and citizens across Europe and worldwide” (ESTI, 

2018). Despite the last part of the claim, “…citizens across Europe and worldwide,” very 

little, if any, of their information truly targets home users. Each of these three 

frameworks consist of multiple hundred page documents and have a number of security 

controls measured in the hundreds. 

According to Northcutt (2009), “security controls are technical or administrative 

safeguards or counter measures to avoid, counteract or minimize loss or unavailability 

due to threats acting on their matching vulnerability, i.e., security risk.” Security controls 
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are generally detailed enough to understand what needs to be secured but do not include 

technical implementation details. In this way they can be used as a guide when securing 

many different kinds of ISs. It is critical for organizations to understand what controls 

apply to their systems. Often when implementing a framework not all security controls 

can be implemented. Additionally, even if they can be implemented the resources may 

not be available to do so. 

This research uses RMF’s security controls and shows how TOPSIS can be used to 

prioritize their implementation. RMF was created leveraging a large number of industry 

and government best practices including those made by ISO and NIST. RMF was chosen 

because of its scope, detail, use, and the researchers’ familiarity. PricewaterhouseCoopers 

(PwC) wrote a paper entitled “Why you should adopt the NIST Cybersecurity 

Framework” which describes many reasons organizations should use RMF. According to 

PwC, “…adoption may prove advantageous for businesses across virtually all industries”  

(Guinn, 2014). PwC explains that RMF enhances cyber security, creates a common 

vocabulary, provides a risk center approach that facilitates communication with 

executives, and provides legal protection. More information on why RMF was selected is 

provided in section 3.3—Alternatives. 

2.2.3 RMF 

This paper provides an implementation methodology for Step 2 of RMF Select. RMF 

is a process for applying controls, and it leverages many existing NIST documents and 

other standards. NIST provides an overview of RMF and security control selection: 

The selection and specification of security controls for an information system is 

accomplished as part of an organization-wide information security program that 

involves the management of organizational risk---that is, the risk to the organization 

or to individuals associated with the operation of an information system. The 
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management of organizational risk is a key element in the organization's information 

security program and provides an effective framework for selecting the appropriate 

security controls for an information system---the security controls necessary to 

protect individuals and the operations and assets of the organization. (NIST, 2016) 

 
RMF is described in NIST Special Publication 800-37 Revision 1, Guide for Applying the 

Risk Management Framework to Federal Information Systems. NIST created RMF for 

the Government; however, it can be applied to any organization. Additionally, RMF is 

designed so that it can be tailored to fit the needs of the target organization. Even home 

users can benefit from many of the concepts and processes RMF puts forth. Figure 8: 

Risk Management Framework (RMF) Flow Diagram (NIST, 2016) depicts the six steps 

put forth by RMF. 

 
Figure 8: Risk Management Framework (RMF) Flow Diagram (NIST, 2016) 

As depicted above RMF is a cyclic process. These steps are designed to be performed 

continuously throughout a systems lifecycle. A brief description of each step of RMF is 

provided below. 

In Step 1: Categorize. The organization classifies its information system. This is 
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accomplished by examining the information processed, stored, and transmitted by the 

system and evaluating the impact of each. How this is accomplished is described in 

Federal Information Processing Standards (FIPS) Publication (PUB) 199, Standards for 

Security Categorization of Federal Information and Information Systems. FIPS 199 

States: 

This publication establishes security categories for both information and information 

systems. The security categories are based on the potential impact on an organization 

should certain events occur which jeopardize the information and information 

systems needed by the organization to accomplish its assigned mission, protect its 

assets, fulfill its legal responsibilities, maintain its day-to-day functions, and protect 

individuals. Security categories are to be used in conjunction with vulnerability and 

threat information in assessing the risk to an organization. (NIST, 2004) 

 

FIPS 199 categorizes a system based upon the impact of the loss of confidentiality, 

integrity, and availability (CIA) of the system and the data it contains. The categorization 

levels are based on the magnitude of impact a loss of CIA would cause. The impact to 

CIA is rated independently and the final categorization is based upon the high water mark 

of the three. The final categorizations are low (limited adverse effect), moderate (serious 

adverse effect), and high (severe or catastrophic adverse effect). 

In Step 2: Select. Security controls are picked for implementation. Many factors must 

be considered when choosing security controls for implementation. NIST 800-53 states: 

FIPS 200 and NIST Special Publication 800-53, in combination, ensure that 

appropriate security requirements and security controls are applied to all federal 

information and information systems. An organizational assessment of risk validates 

the initial security control selection and determines if additional controls are needed 

to protect organizational operations (including mission, functions, image, or 

reputation), organizational assets, individuals, other organizations, or the Nation. The 

resulting set of security controls establishes a level of security due diligence for the 

organization. (NIST, 2013) 

 
Security controls are selected based upon the categorization factors determined in step 1, 
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the needs of the organization, the operational environment, and other criteria. The manner 

these factors are used is not specified. 

In Step 3: Implement. The controls are put into action and documented. Security 

controls are purposefully vague so that they apply to many environments. This means that 

many of the same controls apply to a 10 year old Apple MacBook Pro running the Snow 

Leopard operating system and a brand new Lenovo ThinkPad running Microsoft’s 

Windows 10 operating system. Because of this it is critical to document how the control 

was addressed on the organization’s hardware, software, and environment. Some 

organizations have created more detailed guidelines on how to address some of the 

controls in particular environments. To this end, Defense Information Systems Agency 

(DISA) has created Security Technical Implementation Guides (STIGs). For example, 

DISA released STIGs for Microsoft Windows 10 on December 4, 2015 (DISA, 2016). 

The STIGs are regularly updated to address changes in cyber security and modifications 

to the relevant target, which includes technical implementation detail specifics. 

In Step 4: Assess. The organization must make sure “…the controls are implemented 

correctly, operating as intended, and producing the desired outcome with respect to 

meeting the security requirements” (NIST, 2016). In order to aid in this effort NIST 

created Special Publication 800-53A—Assessing Security and Privacy Controls in 

Federal Information Systems and Organizations Building Effective Assessment Plans. 

NIST 800-53A states: 

This publication provides a set of procedures for conducting assessments of security 

controls and privacy controls employed within federal information systems and 

organizations. The assessment procedures, executed at various phases of the system 

development life cycle, are consistent with the security and privacy controls in NIST 

Special Publication 800-53, Revision 4. (NIST, 2014) 
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This document presents procedures that are designed to be customizable to the 

organization’s needs within their existing structure. It is important to note this is where 

the cyclic nature of risk management begins to appear. Security and risk management are 

not a one-time event and organizations must remain vigilant in order to keep their 

systems and information safe. The planning and application of this step impacts the 

amount of maintenance required to meet user security needs and objectives. 

In Step 5: Authorize. The organization decides if the system is worth the risk. Risk is 

identified throughout the entire RMF process but it is based most heavily on the 

documentation created in Step 3 and Step 4. NIST Special Publication 800-37 Revision 1 

provides more insight on how to implement this step; however, its perspective is 

primarily from that of federal information systems. NIST 800-37 presents the following 

steps: 

5-1: Prepare the plan of action and milestones based on the findings and 

recommendations of the security assessment report excluding any remediation actions 

taken. 

5-2: Assemble the security authorization package and submit the package to the 

authorizing official for adjudication. 

5-3: Determine the risk to organizational operations (including mission, functions, 

image, or reputation), organizational assets, individuals, other organizations, or the 

Nation. 

5-4: Determine if the risk to organizational operations, organizational assets, 

individuals, other organizations, or the Nation is acceptable. (NIST, 2010) 

 

As one can see, the words used in the above steps apply most closely to the federal 

government; however, many organizations have similar needs and should follow a similar 

process. 

In Step 6: Monitor. The organization continuously monitors security controls 

including assessing security control effectiveness, value, updating documentation, and 
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reporting. Monitoring needs to be performed in tandem with assessment. The primary 

source for more information on Step 6 is NIST 800-37 revision 1. NIST 800-37 states in 

Step 6 that the organization determines the impact of changes, considers inherited 

controls, conducts remediation, updates documentation and processes, reports status, 

continuously tracks risk, and implements system disposal when required (NIST, 2010). 

It is easy to see how these steps make sense and are extremely beneficial to large 

organizations. However, it is difficult to see how a home user would have the time or 

expertise to follow RMF’s process. 

2.3 Anderson and Agarwal - Practicing Safe Computing 

“Practicing Safe Computing: A Multimethod Empirical Examination of Home 

Computer User Security Behavioral Intentions” focuses on the fringe case of the home 

computer user who is adept at keeping their home computing secure and evaluates the 

sociology behind what is working correctly in these cases and what might be required for 

these “conscientious cybercitizens” to grow into a larger portion of the population. 

Within the two studies featured, this publication validates premises put forth in this praxis 

that (a) substantial resources are being invested for the training and staffing of the 

workforce which is actively securing enterprise networks, (b) the home computer user 

sector of the population is not a source of this level of investment for training and is 

undertrained, and (c) that this platform of users and their equipment account for the 

largest threat vector on the internet—95% of all attacks, as tracked by one vendor 

(Anderson & Agarwal, 2010). These shared premises springboard into a more 

complementary than supplementary perspective on this topic, concentrating on triggers 

and how to further the end result of improved security via psychological factors, with a 
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basis grounded in the idea “that norms can be influential in the formation of behavior” 

(Anderson & Agarwal, 2010). The foundation of this "Protection Motivation Theory 

(PMT), which predicts individual response when faced with a threat” would be well 

suited to pair with the more quantitative results of the TOPSIS analysis (Anderson & 

Agarwal, 2010). 

2.4 Symantec - Internet Security Threat Report 

Symantec releases a yearly Internet Security Threat Report (ISTR). The 2016 report 

includes information about emerging threats, attack trends, recent breaches, and other 

information. This report included articles titled “Best Practice Guidelines for Business,” 

“Top 5 Priorities,” “20 Critical Security Controls,” and “Best Practice Guidelines for 

Consumers” (Symantec Corporation, 2016). The huge amount of data Symantec collects 

gives Symantec’s ISTR a major advantage over other articles and industry reports. 

According to its report, “Symantec has established one of the most comprehensive 

sources of Internet threat data in the world through the Symantec™ Global Intelligence 

Network, which is made up of more than 63.8 million attack sensors and records 

thousands of events per second” (Symantec Corporation, 2016). This data allows 

Symantec to make data-driven recommendations based on current cyber-attack trends. 

2.5 Temourlouei—Quick Reference 

A recent journal article by Haydar Temourlouei (2015), “Quick Reference: Cyber 

Attacks Awareness and Prevention Method for Home Users,” discusses 10 types of 

cyber-attacks and 18 steps homes users can take to prevent cyber attacks. The article 

explains the value of each step to increase security; however, it doesn’t explain which 

ones are most important, nor does it provide data to back up its claims. 
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2.6 Federal Communications Commission - Cybersecurity 

The Federal Communications Commission (FCC) website “Cybersecurity for Small 

Business” contains insightful IT and cybersecurity information, including “10 

Cybersecurity Tips for Small Business” (Federal Communications Commission, 2016). 

Despite the name of this website stating “for Small Business,” this is one of the best 

resources for home users we found. The vast majority of information it supplies is 

applicable to home users. It is concise and well organized. This website provides many 

links to other government and non-government resources that are useful for home users 

and small businesses alike. Along with its cybersecurity tips, the FCC provides 

information on how to implement those tips. For example, the first tip is to “Train 

employees in security principles.” The site later provides several links where free training 

is available. The limitation in this site is that it does not clearly explain how its 10 tips 

were selected. Additionally, although its tips are still relevant it looks to be last updated 

in 2011. 

2.7 Article Review Conclusion 

These articles and websites do not explain the methodology they used to make their 

security recommendations and do not provide a way to tailor these selections. While 

these articles seem to provide high quality advice they do not explain how their advice 

was generated. It is imperative that transparent methodologies are provided so the cyber 

community can work together to provide home users with the best advice available. 
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3. Methodology 

This section describes the detailed steps on how this paper solved its problem. It 

describes the selection of an MCDM methodology, criteria, and alternatives. It also 

describes how the alternatives were weighted and scored. Lastly, it provides the 

calculations to complete TOPSIS, the MCDM that was selected.  

3.1 MCDM Methodology Selection 

 

The researchers used Guitiouni and Martel’s guidelines to help select the MCDM 

methodology they used for this problem. Here we will discuss the key guidelines that led 

to the selection of TOPSIS. For more details on these guidelines see 2.1.2 Choosing an 

MCDM Method or “Tentative guidelines to help choosing an appropriate MCDA 

Method” by Guitouni and Martel. 

Guideline 1 tells us to consider the stakeholders of the decision process. The 

researchers considered the stakeholders and the subject matter experts that help guide the 

decision makers. In this case, our case the primary stakeholders are small organizations 

and our subject matter experts are cyber security experts. This influences the decisions 

made when examining the other guidelines. 

Guideline 2 examines the DM’s way of thinking and certain assumptions made by the 

MCDM technique. The researchers focused on the two subsections of Guideline 2, 

preference elucidation mode and order. For preference elucidation the researchers 

decided a straightforward rating method was suitable. Pairwise comparisons become 

cumbersome and time intensive when there are a large number of alternatives and 

criteria. In order for this research to be generalized, it needs to be useable to rank 

hundreds of security controls. Therefore pairwise comparisons and similar methods were 
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deemed unsuitable. Additionally, straightforward rating methods are easy to understand. 

When considering order the researchers quickly determined they desired a total order. 

DMs want to compare all applicable security controls. When creating a schedule and 

budget for security control implementation it is of little value to say that certain controls 

are incomparable. This approach often requires assumptions to be made; however, 

assumptions are necessary when performing risk mitigation. 

Guideline 3 considers the decision problematic. This research seeks to rank security 

controls so the decision problematic is ranking. An MCDM technique must be chosen 

that allows ranking of alternatives. Remember, “… all the single synthesizing criterion 

methods address only the choice problematics (it is possible to use these methods for 

sorting or ranking, but these methods are conceived for the choice)” (Guitouni & Martel, 

1998). Single synthesizing methods are well suited for the ranking problematic and are 

often used to solve them. 

Guideline 4 states that an MCAP must be used that supports the type of data 

available. The researchers in this paper performed the data collection and selected the 

MCAP method; therefore, they could have used a cardinal, ordinal, or mixed method. 

Cardinal was selected because it was deemed the easiest for experts to use during 

elicitation. 

Guideline 5 discusses discrimination power and compensation. The researchers 

decided absolute discrimination and total compensation fit their problem space. This 

means that poor performance in one criteria can be made up for by outstanding 

performance in another criteria. In reality, there is no value to a security control that does 

not increase security. However, all the security controls selected have been vetted and 
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have value in increasing security. With the assumption that all controls increase security 

it is reasonable to use total compensation. 

Guideline 6 discusses the hypothesis’s assumptions. In large part these are determined 

by the selections made in previous guidelines. This guideline must be kept in mind but 

did not control the researcher’s decision. 

Guideline 7 is important to consider when supporting a large number of alternative 

and repetitive analyses. However, it was mostly ignored for this problem. Calculations 

were done manually. Table 3 summarizes the decisions detailed above. 

Guideline 1 2 3 4  5 6 7 

  Straightforward 

Total preorder 

Ranking Cardinal Absolute 

Totally 

 N/A 

Table 3: MCDM Selection Guidelines Results 

After considering the results in Table 2 and the researcher’s familiarity, TOPSIS was 

selected as the MCDM method of choice. Additionally, TOPSIS is a single synthesizing 

criteria method. The results of single synthesizing criteria are easy to understand and 

explain to the DMs. The attributes of TOPSIS according to Guitouni and Martel are 

summarized in Table 4: TOPSIS Attributes (Guitouni & Martel, 1998). 

TOPSIS Single 

synthesizing 

   

Guideline 

2 

    

 Pref. eluc. Mode Moment Pref. struct. Order 

 Straightforward A priori {P,I} Total 

preorder 

Guideline 

3 

    

 Dec. Probl.    

 Choice, Ranking, 

Sorting 

   

Guideline 

4 

    

 Kind of Info. Features   



38 

 

information 

 Cardinal Deterministic   

Guideline 

5 

    

 Discrim. Power Compensation Info. Inter-

criteria 

 

 Absolute Totally Total/Explicit  

Guideline 

6 

    

 Hypothesis   MCAP 

treatment 

 Independence, Commensurability, Invariance, 

Transitivity, Dominance 

Euclidian 

Distance 

Guideline 

7 

    

 Software Package    

 Yes (Not at time of Tentative guidelines to help 

choosing an appropriate MCDA method - 1998) 
Table 4: TOPSIS Attributes (Guitouni & Martel, 1998) 

3.2 Criteria 

Criteria are used to judge the alternatives and are the important factors being 

considered when ranking the alternatives. In this paper, we examined five criteria: two 

for measuring value and three for measuring cost. 

We identified the value of each control based on: 

1. Impact to security if this control is not implemented 

● This is important because our goal is to increase security. If implementing the 

control is not increasing security, there is no reason to implement it. 

2. Length of time before this condition is exploited (if control is not implemented) 

● If your computer is unlikely to suffer ill effects in the next 100 years, it is 

unlikely that the risk is worth mitigating. However, if you expect the risk to be 

realized by the end of the day, you would probably want to take care of it 

immediately. 
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We identified the cost of implementing each control: 

1. Time to implement a control 

● Time to implement the control is the major upfront cost a home user realizes 

when implementing security controls. Home users are unlikely to want to 

spend 100 hours to protect $50. However, they may want to spend 5 minutes 

to protect $50. 

2. Time to maintain a control 

● This is the major recurring cost a home user suffers when implementing 

security controls. Some controls require weekly patching and others are set 

and forget. Many users are more willing to configure set and forget controls 

but do not keep up to date with ones that require regular maintenance. 

3. Risk of Implementing a control 

● Some security controls have a risk associated with them. For example, if you 

put passwords on your computer and forget your password you lose access to 

your computer. In some cases, the risk of implementing a control offsets some 

of the value that control brings. 

In short, we call these criteria Security Impact, Time to Exploit, Time to Implement, 

Time to Maintain, and Risk of Implementation. Notably, financial cost is missing from 

this list. Upon reviewing all our controls, we determined that there are free options 

available for home users to implement each control, and therefore elected to omit 

financial cost from our analysis. 

Security Impact and Time to Exploit were clear choices for identifying the value of 

each control. As stated, the point of implementing security controls is risk reduction. Risk 
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is often defined as Impact multiplied by Likelihood, where likelihood is the inverse of 

time to occur or in our case exploit (OWASP, 2017). 

The costs were identified by asking security experts, surveying websites, and talking 

to end users. Generally, users’ biggest complaints are their time related to security and 

the adverse impact of implementing security (less user-friendly systems). 

As stated in section 2.1.3 Criteria and Alternatives, these alternatives are relevant to 

the problem space and important to the stakeholders. When selected it was unknown 

whether they discriminated between the alternatives; however, it was believed they would 

and this hypothesis proved correct. Now that we have identified the important aspects of 

our alternatives, we need to consider what security controls we are evaluating. 

3.3 Alternatives 

We considered three major cyber security frameworks as the source for our security 

controls: NIST’s Risk Management Framework (RMF), the International Organization 

for Standardization (ISO) / the International Electrotechnical Commission (IEC) 27001, 

and the European Telecommunications Standards Institute (ESTI) Cyber Security 

Standards. These frameworks all have similar advantages and disadvantages. 

Ultimately, we selected NIST’s RMF as the source of our security controls. RMF was 

selected because it is comprehensive, industry recognized where the research was 

performed—freely available and familiar to the researchers. Additionally, RMF has a 

comprehensive scope, is detailed, and pervasive. RMF is a process for applying controls 

that leverage many existing NIST documents and standards. RMF “…provides an 

effective framework for selecting the appropriate security controls for an information 

system---the security controls necessary to protect individuals and the operations and 
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assets of the organization” (NIST, 2016). For a brief comparison between RMF, 27001, 

and Cyber Security Standards, see Table 5.  

Framework Freely 

Available 

Comprehensive Industry 

Recognized 

NIST RMF (NIST, 2016) Yes Yes In United 

States 

ISO/IEC 27001 (ISO, 2017) No Yes Global 

ESTI Cyber Security Standards 

(ESTI, 2017) 

Yes Yes In Europe 

Table 5: Security Frameworks 

One of the advantages that RMF offers is that it has over 200 controls, which provide 

guidance on how to address many security short comings. However, many of the controls 

are not applicable to home users. For example, RMF has a control entitled “Separation of 

Duties” that describes how roles such as configuration management, testing, and security 

configuration should be performed by different individuals. Many homes don’t have four 

people, much less four people that can be assigned to these functions. If there is one 

person even performing these duties on a perfunctory level, they are doing a better job 

than most at keeping their systems secure.  

To address this, three cyber security subject matter experts (SMEs) combed RMF’s 

controls to down select controls applicable to home users. Because these controls are 

worded to focus on large government organizations, some tailoring was required to word 

them appropriately for home users. A large number of the controls could be applicable to 

home users in certain situations. However, for the sake of being concise, and to clearly 

demonstrate our methodology, the experts focused on sixteen controls that were highly 

applicable to home users and were likely to be implementable. This down selection is not 

meant to be authoritative but is meant to provide the basis for a manageable example that 

is relatively easy to discuss.  
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When considering which controls should be included in this paper, the SMEs 

considered: 

1. Does this control apply to the home environment? (Some controls assume specific 

hardware or software is being used that is not often present in the home 

environment, for example, controls that assume servers are present.) 

2. Does it make sense for a home user to implement this control? (Some controls 

assume the environment is a large organization and do not make sense for an 

organization the size of a family, for example, controls talking about separation of 

duties.) 

3. Does the control remediate a threat that is present to home users? 

Once the based controls were selected they were tailored to better fit the home user 

environment. In some cases part of the description was removed and in other cases 

examples were given on how the control could fit the home user environment. That being 

said, we preserved the RMF’s wording whenever possible and referenced the applicable 

source controls. We used the following list of controls and descriptions to describe them 

to the survey participants: 

Account Management 

Applicable NIST controls: AC2, AC6, IA1 

Description: The organization (Home system administrator): 

1. Specifies authorized users of the information system, group and role membership, 

and access authorizations (i.e., privileges) and other attributes (as required) for each 

account; 
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a. Identifies and selects the right type of account (Administrator, User, etc.) for each 

user (ensures least privilege being enforced (AC6)) 

b. Ensures account requires a password or other form of authentication. (AC3) 

2. Creates, enables, modifies, disables, and removes information system accounts as 

required. 

Session Lock 

Applicable NIST controls: AC11 

Description: The information system: 

1. Prevents further access to the system by initiating a session lock after a defined 

time period of inactivity or upon receiving a request from a user; and 

2. Retains the session lock until the user reestablishes access using established 

identification and authentication procedures. 

Wireless Access 

Applicable NIST controls: AC18 

Description: The organization: 

1. Ensures strong wireless encryption 

2. Ensures strong passwords 

3. Only allows authorized devices to connect to wireless network 

a. Control password 

4. Ensure wireless capabilities are disabled on devices that don’t use wireless 

Information Sharing 

Applicable NIST controls: AC21, AC22 
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Description: 

1. Create and disseminate an information sharing policy (This generally means 

discussing what shouldn’t be shared on the web including social media sites, blogs, 

etc.) 

Security Awareness Training 

Applicable NIST controls: AT2 

Description: The organization provides or encourages basic security awareness 

training to information system users (parents, children, etc.): 

1. Whoever is administering the computer (installing applications, setting up account, 

etc.) should understand the basic of administering the computer and security. 

2. People using the computer should understand basic user functions. (They should be 

aware of things like fishing, exposing personal information, untrustworthy websites, 

etc.) 

Audit and Accountability 

Applicable NIST controls: AU1, AU2, AU4 

Description: The organization: 

1. Has a checklist of items to audit 

2. The list should include but is not limited to: 

a. Application of patches 

b. Up to date definitions/signature files (specifically antivirus and malware 

protection) 

c. Hard drive space (local, remote, backup, etc.) 
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Configuration Management 

Applicable NIST controls: CM1, CM2, CM3, CM5, CM7, CM10, CM11 

Description: The organization thinks about and implements a configuration 

management policy. It includes at minimum: 

1. The software is installed 

2. The people who are allowed to install software 

3. The hardware that is attached to the system 

4. The people who are allowed to add new hardware to a system 

Configuration Settings 

Applicable NIST controls: CM6, CM7 

Description: The organization considers and documents how the operating system and 

applications are configured. Also, identifies who can change these settings and how 

often settings are verified. 

Contingency Planning 

Applicable NIST controls: CP1, CP2, CP6, CP10, IR1, IR4 

Description: The organization describes what steps to be taken in the event of a 

computer failure 

(Including but not limited to complete system failure, data loss, component failure, 

etc.). 

Particular thought should be given to: 

1. System/Data Backups 

2. Outside resources that may be needed 
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System Maintenance Policy and Procedures 

Applicable NIST controls: MA1, MA6 

Description: The organization: 

1. Plans when upgrades (hardware and software) should be performed 

2. Has a regular updating and patching policy 

Media Protection 

Applicable NIST controls: MP1, MP2, MP6, SC28 

Description: Media (including but not limited to hard drives, CDs, DVDs, etc.) is 

protected appropriately. 

1. Sensitive information is encrypted 

2. Media is stored and transported in accordance with organizational policy based on 

the data it holds 

3. Media is sanitized before disposal and when otherwise appropriate. 

Risk Assessment 

Applicable NIST controls: RA1, RA5 

Description: The organization has a risk assessment policy. This takes into 

consideration the criticality of the system and its data when implementing security 

controls. Vulnerability scanning may help assess the risk of the system. 

System and Service Acquisition 

Applicable NIST controls: SA1 

Description: Organization considers the reputation of the companies they purchase 

systems and service from. The organization considers the fact that items they 
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purchase could contain malware and the people providing systems/services may have 

malicious intent. 

Boundary Protection 

Applicable NIST controls: SC7 

Description: The information system: 

a. Monitors and controls communications at the external boundary of the system and 

at key internal boundaries within the system; 

b. Implements sub networks for publicly accessible system components that are 

[Selection: physically; logically] separated from internal organizational networks; and 

c. Connects to external networks or information systems only through managed 

interfaces consisting of boundary protection devices (Example: Firewall) arranged in 

accordance with an organizational security architecture. 

Transmission Confidentiality and Integrity 

Applicable NIST controls: SC8 

Description: The information system protects the [Selection (one or more): 

confidentiality; integrity] of transmitted information. (Examples: Utilizes encryption 

like HTTPS, VPN, PGP, etc.) 

Malicious Code Protection 

Applicable NIST controls: SI3, SI8 

Description: The organization: 

a. Employs malicious code protection mechanisms at information system entry and 

exit points to detect and eradicate malicious code; 
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b. Updates malicious code protection mechanisms whenever new releases are 

available in accordance with organizational configuration management policy and 

procedures. 

To validate the selected controls against question three, the SMEs created a list of 

common cyber security threats that face home users. The threats used were identified by 

the SMEs, journal articles (Teymourlouei, Quick Reference: Cyber Attacks Awareness 

and Prevention Method for Home Users, 2015), and websites (Grimes, 2017; Symantec, 

2017; Zaharia, 2015). Once created, the SMEs mapped the threats to the sixteen controls. 

If the control remediated that threat, it was marked as Maj, a major remediation, or as 

Min, a minor remediation. When a control was marked as a major remediation, it was 

judged to significantly decrease the chance of that threat being successful. When a 

control was marked as a minor remediation, it was judged to slightly decrease the chance 

of that threat being successfully exploited or to only protect against that threat in specific 

cases. Table 6 below shows the remediation matrix that was generated by our three 

SMEs. 
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Session Lock  Part       Part  Sig 

Information Sharing Part          Part 

Account Management  Sig    Sig   Sig  Sig 

System Acquisition       Part Part    

Media Protection      Sig      

Security Awareness 

Training 

Sig Sig Sig Sig Sig    Sig Sig Part 

Contingency Planning      Sig Sig Sig    

Risk Assessment      Part      

Configuration Settings  Sig Sig   Sig Part Part    

System Maintenance Policy 

and Procedures 

 Sig  Sig   Part Part Part   

Wireless Access            

Audit and Accountability  Part       Part   

Transmission 

Confidentiality and 

Integrity 

   Sig Sig       

Configuration Management  Part  Part     Part   

Malicious Code Protection  Sig  Sig     Part   

Boundary Protection  Part  Sig        

Table 6: Control to Threat Mapping 

The goal of this mapping was to examine if the sixteen selected security controls 

would mitigate the most common threats to home users. As shown in the chart, every 

security control remediated at least two common threats, and all threats had at least one 

major remediation within the 16 controls. 
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3.4 Weighting Criteria 

We have now provided our alternatives and scored our alternatives on our five 

criteria. Before we can perform TOPSIS, we also need to weight the relative importance 

of each criterion. 

Weights represent the importance of each criterion and are determined by the needs 

and desires of the home user. This should be determined by how they use their computers 

and how they view the importance of the confidentiality, integrity and availability of their 

computers as well as the information they contain and process. Each person’s use, 

preference, and environment impact what criteria are most important to them. In this 

paper, we chose weights that reflected the priorities of a notional security conscious home 

owner. By adjusting these weights, new results can be calculated based on new 

preferences. 

We will refer to our notional home owner as Bob. Bob and his family use their 

computers for online purchases and banking. Bob’s children use their computers to 

access social media and school work. Bob is aware of growing security risks to his 

family’s data and wants to secure their computers. He acts as the de facto security and IT 

specialist with some reliance on advice from friends and family. Additionally, as most 

people, he has limited time to devote to developing and maintaining a secure system. 

Criteria Weight 

Security Impact .25 

Time to Exploit .2 

Time to Implement .15 

Time to Maintain .25 

Risk of Implementation .15 
Table 7: Home Owner Criteria Weights 
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 Bob weights both security impact and time to exploit fairly high, showing his 

concern for security. Bob doesn’t rate time to implement very high because he doesn’t 

mind spending some time up front to secure his computers; however, he does rate time to 

maintain high because he doesn’t want to spend much time revisiting security on a 

regular basis. We have identified our MCDM approach, defined our alternatives, 

established our criteria, and described our weights. We can now perform TOPSIS to 

generate our results. 

3.5 Data Collection 

There are many ways to score criteria. Generally, the best methods rely on objective 

data. In the case of security impact, this may require mapping all known attacks back to 

where a security control could prevent them, scoring the security impact of each attack 

and then determining a composite score for the control. These data do not exist and 

would be extremely difficult to generate. For this reason, we turned to Expert Elicitation 

(EE).  

According to Slottje et al. (2008), “Expert elicitation refers to a systematic approach 

to synthesize subjective judgments of experts on a subject where there is uncertainty due 

to insufficient data, when such data is unattainable because of physical constraints or lack 

of resources." We lacked sufficient data for security value, time to exploit, time to 

implement, time to maintain and risk of implementation of each control, in other words, 

our criteria.  

Much of the uncertainty gathering this data stems from the fact that security controls 

are purposefully vague. They are vague so that they apply to a large number of disparate 

systems and environments. This leads to many issues when one tries to gather this data. 
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Questions and concerns one might encounter include: 

1. Was the control fully implemented? 

2. If the control was partially implemented how do we handle that? 

3. What if a control’s value varies highly depending on the specific system being 

secured? 

4. What if a specific security measure falls under multiple controls? 

Additionally, it is difficult to link a security breath to a particular control. Because of 

these questions and more empirical data becomes impractical to obtain. Some of these 

questions can be answered by putting significant constraints on the research.  

According the Environmental Protection Agency’s (EPA) Taskforce on Expert 

Elicitation, EE is often properly used when: 

 Empirical data are not reasonably obtainable or the analyses are not practical to 

perform. 

 Uncertainties are large and significant.  

 Provide input on the prioritization of potential research options or potential 

decision options. (U.S. Environmental Protection Agency Expert Elicitation Task 

Force, 2011) 

For these reasons the researchers turn to EE to gather their data. 

3.5.1 Expert Elicitation 

By working with a number of experts and focusing on a single operating 

environment—the home—it is possible to score each control through EE. Our experts 

based their scoring on years of experience, formal training, and a large volume of 
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incident exposure. 

Below are the questions we asked about each control during our elicitation: 

1) What is the likely impact to security if this control is not implemented?  

2) How long does it take before this condition is likely to be exploited? 

3) How much time actively working on the system does it take to implement this 

control (assuming you have the required expertise)? Actively working on the 

system refers to the time spent at a keyboard but not the time waiting for a 

download to complete or an installation to finish. Implement refers to initial 

implementation and not maintenance time. 

4) How much time actively working on the system does it take to maintain this 

control (assuming you have the required expertise) per month? 

5) What is the risk of implementing this control? (Example: If you implement 

passwords, you could lose your password and suffer a loss of availability.)  

3.5.1.1 Survey 

We performed our elicitation using an online survey. Our survey consisted of five 

questions for each of sixteen security controls, for a total of 80 questions. Additionally, a 

text box was provided for each control for the participant to leave additional input or 

other comments. The survey also included three additional questions about the 

participant’s background in cyber security. The operational environment for the questions 

provided in this survey is the home use environment. This is described in detail in the 

introduction to the survey. It opens with, “The purpose of this study is to use TOPSIS, a 

multi criteria decision making method, to prioritize security controls for home users.” 
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This is important to note because some participants failed to realize that the surveys focus 

was the home environment. 

3.5.1.2 Participants 

A total of 25 participants began the survey; however, six never completed it. Of the 

19 remaining participants, 15 were included in the final TOPSIS analysis. Two of the 

participants were excluded from the final results because their responses in the free text 

field of the survey indicated they misunderstood the scope of the survey, they made 

statements that made it clear they were not considering the home environment. Another 

was excluded because a large number of free text answers stated “it depends,” but did not 

state on what their responses depended. One participant’s survey response was excluded 

from the final results because the participant indicated that he had no cyber security 

experience or training. The participants whose survey results were included in the final 

results all self-identified as experts, had at least eight years of experience, and had either 

a relevant degree or professional certification in cyber security. 

3.5.1.3 Delivery Mechanism 

Participants were solicited via email to participate in the survey. The email provided a 

brief overview of the survey’s purpose and a link to the website where the survey was 

hosted (surveyexpression.com). The website included a consent form and the survey 

questions. All surveys were completed anonymously. The survey and solicitation 

methodology went through the George Washington University’s (GWU’s) Office of 

Human Research Review Board and was deemed exempt (Study No: 011645 Study Title: 

Using Multi Criteria Decision Making for Security Control Selection in Risk 
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Management Framework). Participants were selected for solicitation through the 

professional and academic connections of the authors.  

3.5.1.4 Expert Elicitation Activities 

Expert elicitation is an art and a science which requires both effort and skill to be 

done properly. The U.S. Environmental Protection Agency (EPA) Expert Elicitation Task 

Force White Paper provides a good overview the steps involved in EE. Other works 

provide similar guidelines; (Know, Slottje, van der Sluijs, & Lebret, 2010) (Morgan, 

2013) however, the EPA’s article is the most exhaustive and straightforward we found. 

The expert elicitation process is often broken into three phases, pre-elicitation, elicitation, 

and post-elicitation. Of the three, pre-elicitation activities are most often overlooked in 

spite being critical for achieving quality results. The EPA identifies the following pre-

election activities. 

 

Figure 9: Expert Elicitation Process (U.S. Environmental Protection Agency, 2011) 

We performed some of the pre-elicitation activities before expert elicitation was 

selected as the data collection methodology. This includes problem definition and 

structuring and decomposition of the problem/question. Problem definition and 

decomposition are part of many standard engineering processes including MCDM. The 
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identification and recruitment of candidates along with selection of experts was discussed 

in section 3.5.1.2 Participants. 

The formal protocol is the method used to perform the elicitation. In our study the 

formal protocol included the survey, what makes an ‘expert’ eligible to participate, how 

experts were solicited, and how the survey was administered. The development of formal 

protocol should consider: 

1. “Overall issue of interest and any relevant background information;  

2. Motivation or purpose for the assessment and, at least in a general sense, the role 

of the EE in any larger modeling or decision process;  

3. The quantitative question of interest and definition of any conditions or 

assumptions that the experts should keep in mind; and  

4. Information about heuristics and biases that are characteristic of EEs and 

guidance on how to minimize these problems.” (U.S. Environmental Protection 

Agency Expert Elicitation Task Force, 2011) 

 

These issues were considered with special attention be given to asking questions that 

minimize bias. 

A briefing book was not used. Due to the length of the survey and availability of 

experts it was deemed impractical for a formal briefing book to be used. However, to 

mitigate this care was taken in the selection of experts. Additionally, in the solicitation 

email and survey instrument a brief background was provided along with links for more 

information including RMF’s complete list of security controls. In future research, a 

concise briefing book may be desired. Pre-elicitation workshops were similarly not 

performed. 



57 

 

Not mentioned in the Expert Elicitation Process figure above but critical to success 

and mentioned in the body of the EPA’s article is pilot testing. In pilot testing one or 

more qualified participants follow the formal protocol. These participant’s answers are 

scrutinized and the participants are solicited for feedback. In this study we performed two 

rounds of pilot testing. The first and second round had two participants each. The first 

round of pilot testing was done on a word document while the second was administered 

through surveyexpression.com. After each round of pilot testing the survey and testing 

protocol were refined. The participants in the pilot were not included in the final results. 

This is in accordance with the EPA’s guidance, “Ideally, pilot testing should be 

conducted with substantive experts who are not among the pool of experts that will 

participate in the actual EE. Pilot testing can include several experts, but it is essential to 

pilot test the draft protocol with at least one person” (U.S. Environmental Protection 

Agency Expert Elicitation Task Force, 2011). 

Once the pre-elicitation activities were complete we moved on to the elicitation 

session. The online survey used for elicitation was available for one month. This allowed 

participants to access the survey at their own pace. Online surveys have the advantage of 

increasing anonymity and decreasing pressure compared to in person interviews. 

However, participants are less likely to ask questions. Although we provided an email 

address and phone number none of the participants utilized them to ask questions. This 

was unfortunate because several participants left questions in the comments section that 

showed a lack of understanding. 

Once elicitation is complete post-elicitation activities begin. Post-elicitation includes 

considering how final judgment can be verified, what methods can be used to ensure the 
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quality of judgment, and should individual judgments be combined. This is a complex 

part of the process. As part of analyzing the results we encoded each response to a 

numerical value and compared each individual’s response to the average response. We 

also examined all of the free text comment fields provided as part of the survey. This lead 

to four participants being excluded from the final analysis as described in 4.4.1.2 

Participants. Two participants asked questions that showed they missed vital information 

provided in the survey’s description. The process demonstrated that text based 

instructions are often insufficient. In the future it may be a good idea to include a pre 

elicitation workshop in order to go over goals and background. Additionally, group 

decision making tools should be considered like Delphi. 

Once the post-elicitation was complete and all answers were encoded to numerical 

values it was time to process the results using TOPSIS. 

3.6 Processing 

In this section we show the raw data matrix, which contains the averages of the 

encoded survey results, and present how it is transformed into the final results in Chapter 

4 – Results. 

Table 8: Raw Data Matrix shows the arithmetic means of the survey data along with 

the weights from our example. After performing TOPSIS step 2, the raw data matrix is 

transformed into the normalized data matrix presented in Table 9: Normalized Data 

Matrix. This makes the matrix dimensionless and allows comparison between attributes. 

TOPSIS step 3 converts the normalized data matrix to the weighted normalized matrix 

presented in Table 10: Weighted Normalized Data Matrix. The weighted normalized data 

matrix takes into account the importance the stakeholder placed on each attribute. In this 
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case, it reflects the preference of our example DM. Additionally, Table 10: Weighted 

Normalized Data Matrix highlights the values that comprise the ideal solutions in green 

and the negative ideal solutions in red. With the positive and negative ideal identified it is 

time to perform step 5 and calculate the positive and negative idea solution. These results 

are shown in Table 11: Separation from Ideal Solution and Table 12: Separation from 

Negative Ideal. 

  
Security 
Impact 

Exploitation 
Time 

Implementation  
Time 

Maintenance  
Time 

Adverse 
 Impact 

Weight 0.25 0.2 0.15 0.25 0.15 

Alternative 1 2.53 2.93 2.13 1.60 2.20 

Alternative 2 1.93 2.80 1.67 1.33 1.73 

Alternative 3 2.73 2.60 2.53 1.87 2.20 

Alternative 4 2.07 2.80 2.87 1.73 1.60 

Alternative 5 2.40 3.27 3.20 2.07 1.60 

Alternative 6 2.20 3.53 3.33 2.67 1.53 

Alternative 7 2.27 3.80 3.20 2.73 1.93 

Alternative 8 2.07 3.60 3.53 2.40 1.73 

Alternative 9 2.33 4.53 3.53 2.53 1.73 

Alternative 10 2.07 3.93 3.27 2.60 1.80 

Alternative 11 2.07 4.13 2.87 2.47 2.33 

Alternative 12 1.87 3.93 3.60 2.60 1.73 

Alternative 13 2.27 3.73 2.87 2.13 1.73 

Alternative 14 2.47 2.53 3.67 2.87 2.13 

Alternative 15 2.40 3.00 3.27 2.20 1.87 

Alternative 16 2.47 2.80 3.07 2.53 2.13 
Table 8: Raw Data Matrix 

 

  
Security 
Impact 

Exploitation 
Time 

Implementation  
Time 

Maintenance   
Time 

Adverse 
 Impact 

Alternative 1 0.279 0.214 0.173 0.173 0.291 

Alternative 2 0.213 0.205 0.135 0.144 0.229 

Alternative 3 0.301 0.190 0.205 0.202 0.291 

Alternative 4 0.228 0.205 0.232 0.187 0.212 

Alternative 5 0.264 0.239 0.259 0.224 0.212 

Alternative 6 0.242 0.258 0.270 0.288 0.203 

Alternative 7 0.250 0.278 0.259 0.296 0.256 
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Alternative 8 0.228 0.263 0.286 0.260 0.229 

Alternative 9 0.257 0.331 0.286 0.274 0.229 

Alternative 10 0.228 0.287 0.265 0.281 0.238 

Alternative 11 0.228 0.302 0.232 0.267 0.309 

Alternative 12 0.206 0.287 0.292 0.281 0.229 

Alternative 13 0.250 0.273 0.232 0.231 0.229 

Alternative 14 0.272 0.185 0.297 0.310 0.282 

Alternative 15 0.264 0.219 0.265 0.238 0.247 

Alternative 16 0.272 0.205 0.249 0.274 0.282 
Table 9: Normalized Data Matrix 

  
Security 
Impact 

Exploitation 
Time 

Implementation  
Time 

Maintenance   
Time 

Adverse 
 Impact 

Alternative 1 0.070 0.043 0.026 0.043 0.044 

Alternative 2 0.053 0.041 0.020 0.036 0.034 

Alternative 3 0.075 0.038 0.031 0.050 0.044 

Alternative 4 0.057 0.041 0.035 0.047 0.032 

Alternative 5 0.066 0.048 0.039 0.056 0.032 

Alternative 6 0.061 0.052 0.041 0.072 0.030 

Alternative 7 0.062 0.056 0.039 0.074 0.038 

Alternative 8 0.057 0.053 0.043 0.065 0.034 

Alternative 9 0.064 0.066 0.043 0.068 0.034 

Alternative 10 0.057 0.057 0.040 0.070 0.036 

Alternative 11 0.057 0.060 0.035 0.067 0.046 

Alternative 12 0.051 0.057 0.044 0.070 0.034 

Alternative 13 0.062 0.055 0.035 0.058 0.034 

Alternative 14 0.068 0.037 0.045 0.078 0.042 

Alternative 15 0.066 0.044 0.040 0.059 0.037 

Alternative 16 0.068 0.041 0.037 0.068 0.042 
Table 10: Weighted Normalized Data Matrix 

 

Separation +    Separation -   

Alternative 1 0.034  Alternative 1 0.040 

Alternative 2 0.026  Alternative 2 0.054 

Alternative 3 0.043  Alternative 3 0.030 

Alternative 4 0.032  Alternative 4 0.040 

Alternative 5 0.036  Alternative 5 0.030 

Alternative 6 0.045  Alternative 6 0.027 

Alternative 7 0.046  Alternative 7 0.025 

Alternative 8 0.040  Alternative 8 0.030 

Alternative 9 0.042  Alternative 9 0.035 
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Alternative 10 0.041  Alternative 10 0.031 

Alternative 11 0.038  Alternative 11 0.033 

Alternative 12 0.043  Alternative 12 0.034 

Alternative 13 0.031  Alternative 13 0.033 

Alternative 14 0.060  Alternative 14 0.008 

Alternative 15 0.041  Alternative 15 0.024 

Alternative 16 0.049  Alternative 16 0.015 

Table 11: Separation from Ideal Solution Table 12: Separation from Negative Ideal 

After this is done, compute 𝐶𝑖
∗. This value is used to rank the alternatives. The higher 

the score, the higher the alternative is ranked. 
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4. Results 

 

Section 4 presents the results from the processing completed in the Methodology 

section. It also provides several types of analysis along with explanations of what the 

analysis means in relation to the problem and results. 

4.1 TOPSIS Results 

 

With TOPSIS complete, each alternative receives a score. The highest scored 

alternative is given rank 1; this means that it is the control that should be implemented 

first. The lowest ranked control is given rank sixteen and is the control that should be 

implemented last. After calculating the cumulative floating average in 4.2.1 Cumulative 

Floating Average, we realized that the rank was not stable, meaning that the rank was 

likely to change if new data were added. To address this, we introduced preference bands 

grouping similarly scored alternatives together. Table 13: Ranked Alternatives shows the 

results including control, rank, score, and preference band. 

Alternative Rank 
TOPSIS 

Score (𝐶𝑖
∗) 

Preference Control 

Alternative 2 Rank 1 0.678900129 Preference 1 Session Lock 

Alternative 4 Rank 2 0.557860567 Preference 2 Information Sharing 

Alternative 1 Rank 3 0.541394122 Preference 2 Account Management 

Alternative 13 Rank 4 0.517944871 Preference 2 System  Acquisition 

Alternative 11 Rank 5 0.46340047 Preference 3 Media Protection 

Alternative 5 Rank 6 0.455556353 Preference 3 Security Awareness Training 

Alternative 9 Rank 7 0.453121506 Preference 3 Contingency Planning 

Alternative 12 Rank 8 0.446371585 Preference 3 Risk Assessment 

Alternative 8 Rank 9 0.427878107 Preference 3 Configuration Settings 

Alternative 10 Rank 10 0.427806016 Preference 3 
System Maintenance Policy and 

Procedures 

Alternative 3 Rank 11 0.414003266 Preference 3 Wireless Access 

Alternative 6 Rank 12 0.375586409 Preference 4 Audit and Accountability 

Alternative 15 Rank 13 0.366434466 Preference 4 
Transmission Confidentiality 

and Integrity 

Alternative 7 Rank 14 0.352386874 Preference 4 Configuration Management 
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Alternative 16 Rank 15 0.232172916 Preference 5 Malicious Code Protection 

Alternative 14 Rank 16 0.122421284 Preference 6 Boundary Protection 

Table 13: Ranked Alternatives 

When a control has a different rank but the same preference band as another control, 

there is not a major difference and they are considered of equal value. It should be 

emphasized that one should implement all security controls of the first preference band 

before moving to the second and subsequent preference bands. 

 Now that our results have been calculated it is important to calculate the stability 

of the results. This is done through a sensitivity analysis. 

4.2 Data Analysis 

After computing TOPSIS’s results, it is important to perform sensitivity analysis to 

evaluate the stability of your results and account for imprecise input (Triantaphyllou & 

Sánchez, 1997). Triantaphyllou & Sánchez (1997) state that “often, data in multi-criteria 

decision making (MCDM) problems are imprecise and changeable. Therefore, an 

important step in many applications of MCDM is to perform a sensitivity analysis on the 

input data.” Sensitivity Analysis (SA) is conducted when using MCDM techniques in 

order to show their robustness and the effect of minor changes of inputs on the results 

(Pannell, 1997). In this paper, we discuss two types of sensitivity analysis. One is 

cumulative floating average, where we show the change in results as additional surveys 

are added, thus showing the change to the results as the values of our alternative’s criteria 

change. Second, we perform sensitivity analysis by incrementing the weights of each of 

the criteria. MARESCHAL (1988) states “most [MCDM] methods require definitions of 

quantitative weights for the criteria and this information is often difficult to obtain: the 

definition of weights itself is not very precise, nor are the values given by a decision-
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maker.” Because we cannot be confident that the decision maker has provided precise 

weights, it is important to evaluate what the changes to the weights do to the results. If 

there is no change or the change is minor, we have greater confidence in the results. 

4.2.1 Cumulative Floating Average 

Figure 10: Cumulative Floating Average by Alternative Graph shows the cumulative 

floating average of the survey results. The x-axis represents additional responses being 

added. The y-axis represents TOPSIS rank. Value one on the x-axis shows the ranks 

provided by TOPSIS for the first survey. Value two on the x-axis shows the results 

provided by TOPSIS for the average of the first two surveys. Value three shows the 

results provided by TOPSIS for the average of the first three surveys. This continues until 

x-axis value 15, which shows the average of all 15 survey results. 
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Figure 10: Cumulative Floating Average by Alternative Graph 

Generally, when sufficient data are present, the results will converge. Convergence 

means that as additional survey data (the input) are added, the rank of the alternatives (the 

output) will stay the same. In Figure 10, that is not the case. The graph above shows that 

the results are beginning to converge; however, they do not fully converge. Often when 

this is the case, it is simply a matter of gathering more data; however, it is unlikely that 

slightly more data will cause the results to converge in this case. This is because there are 

very small differences between many of the alternatives. Configuration Settings (rank 9) 

and System Maintenance Policy and Planning (rank 10) differ by less than .0001. A large 

number of other consecutive ranks differ by less than .01. To address this issue, 

preference bands were created as shown in Table 13: Ranked Alternatives and as shown 
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in Figure 11: Cumulative Floating Average Grouped by Preference Graph. 

The graph below is similar to the graph above; however, the y-axis represents 

preference instead of rank. The 16 alternatives were grouped into six ranks. The 

preference groups were created by grouping alternatives with similar TOPSIS scores. 

When an alternative differed from the following alternative by less than .025 they were 

given the same preference. This led to similar alternatives being grouped together. 

Alternatives with the same preference are scored close enough that the order in which 

they are implemented is not important. 

 
Figure 11: Cumulative Floating Average Grouped by Preference Graph 

The preference graph above shows convergence by survey 12. This means that when 

adding surveys 12 through 15, the preference of an alternative didn’t change. This is the 
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desired result and shows that our preferences have stabilized. 

4.2.2 Sensitivity Analysis – Varying Weight 

“Sensitivity analysis (SA) is the study of how the uncertainty in the output of a model 

(numerical or otherwise) can be apportioned to different sources of uncertainty in the 

model input” (Saltelli, 2002). One of the inputs to our model was the weights provided in 

Table 7. It is important to understand whether or not a slight change in weight has a large 

impact on the final results. Some variation is expected; however, if a large change in the 

output occurs after a minor change in the input there may be an issue with the model. 

In our sensitivity analysis, we examined each of our five attributes independently by 

increasing the weight of the attribute in 1% increments until a total of a 5% increase was 

reached. We also looked at what would happen if the weight was increased by 10%. 

4.2.2.1 Security Impact 

When the weight of Security Impact was increased there was not much change in the 

preference of our alternatives. There was no change until we increased the weight from 

.25 to .30. At .30, alternative three, wireless access, changes from preference three to four 

and alternative six, audit and accountability, changes from four to three. More changes 

occur when the weight increases to .35. It is interesting to notice the top and bottom rated 

alternatives do not change. Figure 12: Preference vs. Security Impact shows the results 

graphically. 
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Figure 12: Preference vs. Security Impact 

4.2.2.2 Exploitation Time 

Exploitation time is the attribute that causes the most change to our results. When its 

weight is increased to .24 changes begin to occur. Larger changes occur at a weight of .25 

and .30. In the analysis of exploitation time it is the only time alternative two, session 

lock, moved out of preference one to preference two. Figure 13: Preference vs. 

Exploitation Time shows at a glance how much variation occurred and can be studied to 

see all of the changes that occurred as the weight of exploitation time increased. 
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Figure 13: Preference vs. Exploitation Time 

 

4.2.2.3 Implementation Time 

Implementation time as the least impact on the outcome. As the weight of 

implementation time is increased from .15 to .25, the preference of our alternatives did 

not change at all. Since no change occurred the graph is excluded. 

4.2.2.4 Maintenance Time 

The weight of maintenance time is also slow to affect the preference of the results. 

There is no change in results until we jump from .25 to .35. At .35 Alternative 10, system 

maintenance policy and procedures, moves to preference 4 and alternative 15, 

transmission confidentiality and integrity, moves to preference 3. Figure 14: Preference 

vs. Maintenance Time illustrates these results. 
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Figure 14: Preference vs. Maintenance Time 

4.2.2.5 Adverse Impact 

Figure 15: Preference vs. Adverse Impact shows that there is not much change in 

adverse impact. The first change occurs when the weight of adverse impact is changed 

from .15 to .20. Another small change occurs when the weight is increased to .35. As was 

the case previously, these changes tend to happen in the middle of our preference range—

not at the top or bottom. 
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Figure 15: Preference vs. Adverse Impact 

4.2.2.6 Summary of Sensitivity Analysis by Varying Weights 

After varying the weights of each criteria, we did not notice any surprising or 

concerning patterns. Minor variations in the weights did not cause major variation in the 

outputs. No changes occurred until there was at least a 4% increase in the weight of an 

attribute. This occurred when varying Exploitation Time. All other attributes did not 

cause a change until there was at least a 5% increase. This shows that minor variations in 

the decision maker’s or user’s priorities will not cause large changes in the results. Large 

changes will have a significant impact; however, this is expected and desired. If the 

decision maker has vastly different desires, the results and list of security controls should 

change to meet those desires. 
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In TOPSIS, there is concern that minor changes in the input could cause major 

changes in the output. If this happens, there is reason to question the validity of the 

results. Since our results are stable, we can feel confident that our results are accurate and 

did not fall victim to that concern. 
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5. Conclusions and Recommendations 

 

There is currently a significant and concerning gap between the way home users 

secure their computer systems and the way large organizations do. Large organizations 

allocate a large amount of resources in order to protect their data and IT assets. 

Additionally, large frameworks have been created in order to guide them in this process. 

Home users do not have the resources nor expertise to approach computer security the 

way large organizations do. The frameworks that large companies rely on are infeasible 

for home users to efficiently utilize. Home users are left with websites and articles that 

provide information in the form of top 10 lists. These lists often provide conflicting data 

and make no effort to explain or justify their recommendations. 

To combat this our research presents a transparent methodology that can be verified 

by other cyber security experts, and we demonstrated this methodology by ranking 

sixteen tailored RMF security controls that are applicable to home users. This allows 

future researchers and cyber security experts to examine, analyze, and improve our 

methodology. Our approach presents a significant step forward in rigorously justifying 

and prioritizing security controls for the home user. However, our research is not without 

shortcomings. 

5.1 Methodology Results and Discussion 

We presented a transparent methodology to generate a list of security controls for 

home users and described how and why this methodology was created. We performed the 

following steps: 

1. Identify an Appropriate MCDM Technique – TOPSIS was selected in Section 3.1 

2. Identify Criteria to Score our Alternatives – Section 3.2 
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3. Identify Alternatives – Security Controls were selected in Section 3.3 

3.1. Identify a Base Set of Security Controls – RMF’s Controls were Identified 

3.2. Down Select and Tailor Security Controls for Environment – Home Users 

4. Weight Criteria – We used a Notional Home User’s Weights in Section 3.4 

5. Score Alternatives – Expert Elicitation was Chosen in Section 3.5 

6. Perform MCDM Technique – TOPSIS was performed in Section 3.6 

7. Present Results – Section 4.1 

8. Analyze Results – Sensitivity Analysis was used in Section 4.2 

Each step we took was well justified and used well-known systems engineering 

techniques. However, we do not claim the methodology we presented is the best 

methodology selected. Almost every step we took could have been completed in another 

way. We will quickly go over some examples. These are areas that could be examined in 

future work.  

TOPSIS is one of many MCDM techniques that fit our criteria. EVAMIX, Weighted 

Sum, and SMART are three other MCDM techniques that meet our criteria and could be 

evaluated in the future. Additionally, there may be value in selecting MCDM that meets 

other criteria. 

Selecting evaluation criteria is key when performing MCDM. Other criteria can 

always be examined; however, one should be careful not to select too many criteria. As 

an example, remember we excluded financial cost assuming free tools were being used. If 

tools were purchased, it is important to consider this criteria. 

We selected RMF as our source for security controls and made adjustments from 

there. There are other valid sources of security controls including ISO’s, ESTI’s, and 
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many others. Additionally, which security controls are applicable to home users or 

another domain of interest could be a subject of debate. 

When we weighted criteria we used a notional home user. We did this because each 

user has their own priorities and by changing these weights these priorities can be 

accounted for. However, there are many ways to establish weights, including direct 

elicitation and specialized MCDM techniques. 

We used EE to score our alternatives. There are many different ways to use EE. For 

this problem space it may be appropriate to use a group decision making methodology 

such as Delphi. Additionally, if any of the criteria can be scored without EE such as with 

statistical data, it may be better to score them that way. 

Scoring your MCDM and presenting the results is usually straightforward. Once 

selected, MCDM are often prescriptive in how they should be implemented. 

Lastly, there are many different types of sensitivity analysis that can be performed. 

We performed sensitivity by varying weights, one at a time. Sensitivity analysis could 

also be used to vary the alternatives scores or vary multiple attributes at once. 

In short, our methodology is significant improvement to the current state – no 

methodology. However, further researchers have the opportunity to scrutinize every step 

we took and analyze different options. 

5.2 Limitations ad Future Work 

The focus of this research was to use well-known engineering techniques to create 

and demonstrate a transparent methodology to provide well vetted security advice to 

home users. This study provided a case study ranking a subset of tailored RMF security 
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controls. This was enough to demonstrate the methodology we presented but not enough 

to provide authoritative guidance to home users. 

Only ranking sixteen security controls of RMF’s more than 200 is one of the major 

limitations of this research. We did this in part because our scope is home users, so the 

demonstration performed in this paper was manageable and concise. In the future, all 

controls that have even a small chance of being implemented by home users should be 

scored. If the larger community of cyber security experts agrees that a control is not very 

valuable, they will rank it near the bottom of the list and won’t recommend it for 

implementation. Additionally, this research does not provide a description of how to 

implement each control. If the methodology used in this paper was used to provide home 

users guidance, it must include information on how to implement each control. How each 

control should be implemented may depend on the specific hardware and software being 

utilized. 

This paper only focuses on the home environment; however, in the future, this work 

can be expanded to examine other computer environments. Likely candidates include 

other under-serviced areas like microbusinesses and small non-profits. That being said, 

large organizations, academic environments, and even government facilities may also 

benefit from this kind of prioritization. Criteria would need to be considered that fit each 

of these new environments and EE would need to be performed that focus on the value of 

the controls to these new environments. Once data was gathered, a tool could be 

developed to allow the company to set targets based on its needs and to provide a 

recommended order for implementing security controls. Our prioritized controls would fit 
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well within RMF, giving organizations a transparent, quantitative, and robust 

methodology to complete security control selection and prioritization. 

When a large number of results are presented by TOPSIS, it is not unusual for some 

of the results to clump together. In this paper, we addressed clumping with preference 

bands. These bands were created by using heuristics to group similarly scored solutions. 

However, in the future, these bands could be created using a quantitative method. 

Lastly, we do not claim our methodology is the only or best way to rank security controls. 

We do claim it is a well thought out methodology that provides useful results and 

significant improvement on the as-is state (no methodology or an undisclosed one). We 

welcome future researchers to dissect each part of the process and improve upon it so 

home users can be provided with best advice possible.  
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