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Abstract of Dissertation

Reliability Growth of Multi-Stage Single Shot Systems

Traditionally, reliability growth models are used during development to project
growth as the system proceeds through the Test-Analyze-And-Fix (TgtA§g¢s, and do
not continue to be utilized once the system is fielded. In most cases, demonstrated
reliability replaces predicted reliability at this point. Single shetesys such as
weapons or launch vehicles present a unique challenge in this area. Though these
systems remain in storage or standby for long period of time, they arescetpubre
highly reliable and operational use for these systems can remain low. Det@ymof
failure cause and correction during operational use is difficult or imposeitedst of
these type systems, and so the reliability prediction challenges thabexisvelopment
systems remain throughout the life cycle of a single shot system. @hisegecontinued
testing of representative articles to measure reliability througheuife of the system.
Highly competitive budget environments limit testing resources for twmsglex
expensive systems. In the best case there are a limited number of dataopaciatsic
reliability calculation for systems where high confidence is requiréis dissertation
uses a Bayesian model to look at continuing the application of reliability groadblsn
throughout the life of a single shot system. Traditional attribute growth models
characterizing each event as either a success or failure are ampliication that does
not adequately address the complex nature of today’s systems. Models adeckiere
to account for a multi-stage sequential system and a real data set froomiplete test
and operational history of a multi-stage single-shot system is examinedly iisa

paper examines how the availability of continuously updated reliability pi@tsatan



support programmatic decisions throughout a system’s life cycle removingdecis

maker’s dependence on estimates formed at the initiation of the program.
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CHAPTER 1 - INTRODUCTION

Reliability and reliability growth continue to be one of the largest clgdieim
development and fielding of systems in today’s acquisition environment. The increasing
complexity of systems in combination with decreasing risk tolerance heenped a
challenge for any program. The testing required to uncover all potentimefaibdes in
a system prior to fielding has become unexecutable. The cost of systemadeahen
traditional practice of proving reliability through testing prohibitivelpensive. As a
result, there is a demand on program managers to develop new and innovative ways of
documenting current reliability and predicting future reliability growthreéent
Department of Defense (Young 2008) memo acknowledges, “In recent years, shere ha
been an increasing trend within the Department of weapon systems not achieving the
required reliability during development testing and subsequently being foundaintesui
during Initial Operation Test and Evaluation” . The memo also re-esteblesDoD
policy that requires development of a sound reliability strategy to be a priotary of
all development programs. It also emphasizes the role of an effectatlitgligrowth
program throughout the acquisition process. This is especially true for a weatgom sys

that is destroyed during use making operation data difficult to collect.
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Reliability Growth processes for weapons systems have been recognized blevalua
management tools for quite some time. Multiple models and concepts were documented
in MIL-HDBK-189 (1981) with the intent being to allow the program manager to make
sound evaluations of the reliability of a system during its development stage and focus
resources as necessary to ensure that reliability goals were methallbage for the
program then and today is the number of decisions that are based on reliability
predictions during early phases of the program that drive considerablediéeeogts
throughout the program.

1.1 Problem Statement

Traditionally, reliability growth models have been used during a system’s
development to project the expected reliability growth as the system prooemdsht
test phases. Development of a complex system is characterized by afsesés
analyze-and-fix (TAAF) phases designed to find and remove faults from tlgs desi
before the system is fielded. One frequently adopted testing methodology tsato tes
system until a defect is discovered, then remove the defect and the new etiofigur
enters into test. A complex system will go through several such TAAF phasetopri
fielding.

For single-shot systems such as safety systems, launch systems exceegpon
systems the reliability growth through the testing phases has traditibeah modeled
using attribute models with each event measured either as a successeor Tdikse
simplistic models do not provide the granularity required or desired to represent t
complex nature of modern systems. This level of data analysis requires tipég>com

systems are more accurately modeled as a series of sequentml stagpiently,



complex systems have different reliability requirements for diffeseges of operation,
and the current simplified models do not allow for analysis of data based on individual
stages.

Single shot systems also represent a unique challenge in the relgtolitsh arena.
Systems such as weapons or launch vehicles that are single-shot are diestriogeuse,
eliminating the ability to collect complete data on the system whemst igto operation.

In order to measure the reliability of the system success and faherescorded and an
assumption of homogeneity is relied upon to project reliability of the other s/stehe
population. This also means that determination of failure cause and the abilitsettd cor
these causes are difficult if not impossible during operational use. Thelitgliabi
predictions calculated during development can remain throughout the liféayel®ne-
shot system. If testing was terminated at the conclusion of the developmentie
configuration would remain fixed from that point forward and any undiscovered failure
modes would remain hidden until use. In order to continue to improve the design and
detect aging effects on the reliability of the population, operational testing on
representative articles continues throughout the life of the system. Télesgctes are
similar to traditional TAAF cycles; they are just conducted with fullyrapenal systems

in an environment as close to operational as possible. Figure 1-1 shows the traditional

TAAF cycle modified to include operations conducted in parallel with continuedgest
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Figure 1-1: Test Analyze Fix Cycle Continued After Fielding

1.2 Scope of Dissertation

This dissertation proposes a methodology to enable the measurement of theyeliabili
growth throughout the life of a multi-stage single shot system. It exariige
incorporation of test data both from systems in development and from fielded systems
with continued test data in a Bayesian framework. The approach enablesgredict
about current reliability and future reliability growth, allowing decisiokeng to
maximize use of all available data to make informed program managenibie
The traditional attribute growth models are extended here to accounnfdtistage
sequential system and a real data set from the complete test history efaioagl
multi-stage single-shot system is examined. Finally this dissertaxiamines how the
availability of continuously updated reliability predictions can support prograicmma
decisions throughout a system’s life cycle removing decision maker’'s depenae
estimates formed at the initiation of the program.

1.3 Organization of the Dissertation

Chapter 2 is a literature review of existing reliability growth modals other

relevant material. A discussion of existing options for single shot and rrage-s



systems is included, and the shortcomings in those options that lead to the need for this
research are discussed. Chapter 3 develops a new multi-stage semaetelapresents

a methodology for incorporating prior data into the prior parameters of the aratlel
presents a simulation analysis of the predictive measures of interest. @hagtetops
the posterior distribution derived from Bayesian update, and utilizes the Windsiave
of the Bayesian Updating Using Gibbs Sampling (WinBUGS) software package to
examine a real data set from the complete test history of a multi-gtgtge shot system.
Chapter 5 compares the results from the Bayesian inference with both tloéiyeredid
traditional statistical measures and discusses how these results caizdxt lyithe
program manager to make decisions throughout the life cycle of the system and how
those decisions differ from the reliability growth predictions made ff@ohset of the

program. Finally areas for further research are identified and destuss



CHAPTER 2 - LITERATURE REVIEW

Reliability Growth modeling has received much attention in the technical
literature, with respect to development systems. Reliability growth sadeltypically
characterized by the type of data that represents success or failureysdtdm, and the
statistical methods that are utilized. So both attribute and variable dataated in both
a classical and Bayesian inference context, and all categornssdeds will be examined
here. This dissertation focuses on the development of an attribute model forstagelt
single shot system, so we will outline existing options currently availablenaitgshort
comings in this particular application.

2.1 Reliability Growth Modeling

Systems undergoing development typically are designed to meet rligbdis in
their fielded configuration. Early in the development process a significanofalata
exists to both measure the current reliability and to predict the ultielability of the
system. Reliability growth models were developed as a method of dealmthisit
challenge. The intent of the developmental testing program is to detect faibdes in
the system and correct deficiencies in the design. It can naturallyumeesbthen that as
the failure modes are discovered and removed, the reliability of the system sboul

improved due to the removal of that failure mode. In a traditional statistethbah the



previous trials with the failure mode still present would still be included in tiadilely
calculation thus offering a conservative estimate of the system. DL@6®) first
suggested that a technique should be devised that combines the data from the early
history of the system while accounting for the improvements. The goal ohllrgli
growth model is therefore to accurately predict the reliability of theeotidesign and
the reliability that can be expected in the future due to the removal of faibdes.

Reliability Growth models are characterized based on the type of failiar¢hada
represents the system performance, variable or attribute, and the statesttozent,
classical or Bayesian, that the model utilizes. Early models singtgdtéo see if
reliability growth occurred while later models actually predict thialdity that can be
expected in later stages of testing.

2.1.1 Variable models

Variable models are continuous models and are appropriate for systems tht oper
either continuously or in standby based on a schedule over time. The goal oftseliabil
prediction is to determine the point in time at which the next system failurecaiir.
Reliability of this type of system in usually characterized by meam ietween failures
(MTBF), and these models can be classified as either classical or @agepiending on
the treatment given to the data available.

2.1.1.1 Classical Variable Models

Most continuous reliability growth modeling is based on the Duane (1964) learning
curve property. Duane examined failure data for several varied electitameal
aerospace systems, and plotted cumulative failure rates on log-log padenason of

total hours of operation. He was able to show a fairly consistent decrease intimemula



failure rates amongst these differing systems as they proceedeghtitineur operational
life and experience with them was gained. This method allowed a relationship to be
developed showing the current failure rate as a fraction of the cumulative faitar
Once the slope of the curve was determined, even a small amount of testingpdega all
the prediction of future reliability. The learning curve method applies to asifags of
failures and it utilizes all the available testing data, but develops a wgjgatationship
between recent and historical testing data.

The Crow model (1974, 1982) built on the Duane (1964) model by considering
reliability growth modeled via a non-homogeneous Poisson process (NHPP) with a
Weibull intensity function. The Duane model utilizes a constant failure ingensitlel,
and while this is frequently an accurate representation of a portion of thedidenpfex
systems, the use of a NHPP to model complex system failure allows foredigicis to
be incorporated into the modeling. The NHPP model does not take into account specific
advances that take place when design changes are introduced. This modelalgs initi
utilized by the U.S. Army Materiel System Analysis Activity (AKMS&) and is referred
to in the literature as either the Crow model or the AMSAA model. It allbass t
estimation of and determination of confidence intervals on the MTBF of the systesm in i
current configuration. Crow (1974) determined Maximum Likelihood Estimates (MLE)
for the instance in which all failures fall into one class. Crow (1982) built confidence
intervals for failure truncated and time truncated data. Crow and Basu (1988\aetd
MLE procedures for the AMSAA model assuming that some of the failureslata i

incomplete of missing altogether.



Ziad and Ellner (1990) conducted a statistical robustness study of the AMSAA
model, and examined the case where design changes were introduced in the middle of a
test phase. The same Weibull intensity function was utilized, though the time period
examined was broken down further to be that time between configuration changss. It wa
shown that as the number of configurations increase, the failure rate approacbks that
the AMSAA model. The Ziad and Ellner (1990) method can be utilized to determine test
time required to achieve a specified reliability with a given precisioneatetated the
need for several TAAF cycles for complex development programs on systems that have
high number of failure modes.

Sen and Bhattacharyya (1992) presented an alternative to the NHPP with Weibull
intensity by noting that for a complex system under development many ofsilga de
fixes will be implemented at the time of discovery rather than waitindhéocompletion
of a test phase. They developed a model with the flexibility to accommodate tbigge de
improvements. Sen and Bhattacharyya (1992) introduced a “constant-stepréadure
model called the piecewise exponential (PEXP) as a stochastic versione#rthingd
curve implemented by Duane (1964). The NHPP model previously used assumes a
continuously changing intensity function implying that the system is improwitngeach
stage of testing. Their proposed approach recognizes the step increask ltleat w
realized when a failure has occurred and a design change is implementg@lsthe
included a generalization of the PEXP model that allows for the inclusion obadsec
factor that enables changes the failure rate between configuratiogeshdue to

degrading factors of aging, etc.



Donovan and Murphy (1999, 2002) updated the Duane model to overcome some of
its disadvantages and inconsistencies. Though continuing the Duane plotting values, they
utilize variance stabilizing transformations to remove the log-log regeme This
reduces some of the strong influence of the early failures in a systewatha weakness
of the Duane model (1964).

Pulcini (2001) introduced an exponential reliability growth model where the inter-
failure times are exponential random variables. This model is applied to ¢helvare
multiple articles are put on test and all testing is stopped when a faillogeived. The
design fix to correct for the failure is then instituted in all copies and testiniguesit
Pulcini’s focus was the reliability of the actual equipment of interesteadears
operational service. MLE is utilized for prediction of the failure rate,elsas
prediction of the current lifetime of the system.

The AMPM-Stein model (Ellner and Hall, 2005) addressed two classes of failure
types similar to those introduced in attribute models and some Bayesian vaodels.m
A-modes are generally defined as modes that would or could not be fixed ititfesesl
and B-modes which will be addressed when identified. The difference between this
model and other two mode models is that AMPM-Stein provides a unified approach for
both modes differentiating between them only by the value of the fix effects/éacter
(FEF). A-modes are simply assigned a FEF of zero, allowing a giverefailode be
switched from one to the other easily within the model. The projection method is based
on a Stein estimation procedure that leads to a unified treatment foluad faodes.

This unified model simplifies cost trade- offs between removing failure snaae the
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increase in reliability that will occur as a result of the removal. Thalifailure mode
rates are realized from a gamma distribution as in the AMPM approach.
2.1.1.2 Bayesian Variable Models

In the arena of reliability growth, Bayesian methods are utilized Wlgbal of
producing better results with less data. The use of prior distributions to comhiypeall
of data, including expert judgment factors, data from previous similansyséand any
existing test data even in very small numbers, makes this methodologyettfact
expensive single shot systems. In these times of reduced budgets, increzsee pre
already strained test plans reduces the actual data availablkafoititg calculations to
almost none. In conjunction with increasing pressure to meet all reliabijtyrements
milestones, an environment has been created where previous objections to the
subjectivity associated with the definition of a prior distribution may be overcgrieeb
necessity of achieving accurate reliability predictions early in thgrano while
expending minimal resources. Ke and Shen (1999) noted that the strength ofiarBayes
application is the ability to measure and predict reliability when thegumatiion is
changing. Also, the type of data available at different stages of a pregraes, and this
methodology can be applied to all those data types as appropriate.

Ellner and Wald (1995) presented a AMSAA Parametric empirical B&eB)(
maturity projection model which can be applied not only to fixes applied at the end of a
test phase but could also address fixes implemented in the middle of the current test
phase. The model also considers two classes of failure modes, A-modes will never be
addressed and are assumed to occur at a constant rate throughout the lifestétine sy

and B-modes are those modes that are fixed through the introduction of design fixes,
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though these fixes are not expected to remove the failure modes completebdycs
the rate of occurrence to an acceptable level that will allow thesystmeet its
reliability goals. This model develops a relationship between test time aexpbeted
number of surfaced failure modes resulting in a rate of occurrence of nexg faibdes
which can then be utilized to project the failure intensity and other measuresrestinte

Robinson and Dietrich (1989) proposed a Nonparametric-Bayes model in which the
prior distribution is assumed for the time to failure, but no specific form was edfom
the changes in the failure rate across the testing stages. They utiliechwamnd
gamma distributions as priors and did not fully represent the posterior distributions
calculating only the moments of these expressions, not allowing a predictiysisial
be preformed.

Erkanli, Mazzuchi and Soyer (1998) extended the attribute model previously
developed in Mazzuchi and Soyer (1993) to include variable growth modeling
applications. The goal was to present a full Bayesian analysis to tadiiea
incorporation of previous system data into the prior distribution. They utilized &Btric
prior on the stage reliabilities as outlined in Mazzuchi and Soyer (1993) to héow t
incorporation of expert judgment and examined both the exponential and the Weibull
models as the failure distributions. The prior can be utilized as is or traesfanto a
prior for either model that facilitates expert judgment through paraméterte@st for
failure rates, reliability or improvements. Unlike in the attribute casgydberior
distributions cannot be obtained analytically so the use of Gibbs sampling is

demonstrated for both the attribute and variable cases.
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Ke and Shen (1999) presented a Bayesian application for variable reliability
assessment during development utilizing an exponential failure model with aedve
gamma density as the prior. While focused on overall reliability predictionsatbe
examine how intermediate predictions can also be used to quantify the engineerin
effectiveness of an instituted fix, through the incorporation of a factor to qutreif
change in configuration after a fix is instituted. Similar to other Baymsdtions, all
information is always incorporated, but as the program progresses inforrmatron f
earlier tests is given less and less importance.

Quigley and Walls (1999) utilized a Bayesian ordered statistics model endim
discovery of faults through test. They elicit expert opinion on the number of concerns
present in the design prior to start of testing. They compare the orderdatstatslel
to the NHPP models based on the AMSAA model. Measures returned from their model
include total number of faults that will be detected, estimate of time to @dtéautlts,
and distribution on time to next fault detection.

Sarhan, Guess and Usher (2007) developed estimators for reliability for -a multi
component system when the cause of a system failure was eitheryparta@mpletely
masked. The lifetime of a given component was assumed geometric withndiffere
components failing at different rates. They utilize both maximum likelihood Isvadd
Bayes estimators and conducted a simulation study to compare the twoastimat

2.1.2 Attribute Models

Attribute models are required for discrete data from systems wheargtest

operational use results in a success or failure. The goal is to predict dxpauiger of

failures rather than a time of failure. These types of systems fonpdxasafety systems
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or weapons systems, are frequently destroyed on use and often spend much time in
standby with infrequent use. These cases require unique reliability grawatismo
address these challenges. Similar to the treatment of continuous syslieinttyre
models for discrete systems can be both classical or Bayesian depending esthnentr
of the statistical data.
2.1.2.1 Classical Attribute Models

Wolman (1963) originally defined two failure classes, inherent and assig@aisie. c
Inherent failures are those that are due to the interaction of the system and the
environment at the particular time of use, and cannot be removed through a redesign of
the system. Assignable cause failures are those whose cause is totdraaystem and
can be determined through testing and can be removed through redesign of the system.

Many of the attribute models were based on work done by Barlow and Scheuer
(1966). They also examined systems with two classes of failures, inhéeetdad
assignable cause failures. They defined inherent as those failurestiditeguire state
of the art to correct and assignable cause failures as those which acelpadssign
weakness and therefore can be corrected through modifications. They assurtined that
probability of an inherent failure remains constant throughout the life of arsgsie
probability of an assignable cause failure decreases through the pmygoéthe
development cycle. Barlow and Scheuer calculate the MLE’s of the probability of
inherent and assignable cause failures for each stage and a lower liimét fioal
reliability of the system as it is fielded.

Finkelstein (1983) proposed a discrete analog to the Duane based continuous models

that have been previously developed. He replaced time in the Duane based continuous
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model with the number of tests. Least square estimators, MLE’s and continuous analog
estimators for the model are presented and discussed. Bhattacharyy®&®pfurther
examined these continuous analog estimators and their use in discrete models.

Fries (1993) examined how the Duane learning curve can be applied to the derivation
of a discrete reliability growth model. A discussion of Crow’s (1974) AMSAA discr
reliability models and the corresponding testing strategies where the nohabgcles to
be tested are predetermined are presented. Fries (1993) introduced a disarietg |
curve based model where the number of tests is not predetermined, i.e. each &iture le
to a redesign. This new testing strategy is appropriate for the casetedtarg is
destructive, and the system is expensive and is more representative of acticd.pr

Sen and Bhattacharyya (1992) describe a natural discrete comparison tXkhe PE
method, called the piecewise geometric model. They considered the discrdtg case
indicating that each failure takes a unit amount of time. This allows them to derive
failure probability comparable to the PEXP model. They also examine tweefailur
classes one of which resulted in a design change when discovered, and the othédr of whic
was treated as a remove and replace with no redesign.

Hall and Mosleh (2008) introduced a discrete counterpart to the AMSAA-Stein model
(Ellner, 2005) on the continuous side. Their model is designed for a testing model in
which multiple failure modes can be observed in each trial and all catastfaiplrie
modes have been removed from the system. The model assumes a binomial model for
the failures of a specific type in a given number of trials and the inibakpilities of
failure for each mode is a Beta random variable. This discrete model doesingtiiist

between A modes and B modes as the AMSAA model does, though they are accounted
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for through the use of a “Fix Effectiveness Factor (FEF)”. The modepaéslicts the
total number of failure modes present in a complex system including thoseethat ar
observed in testing. Hall and Mosleh (2008) expanded on the utility and usefulness of the
method. Though it is designed for an instantaneous measure of the reliability of a
system before the start of a new testing series, they examine theflthe reliability
growth function as the number of observed modes grows to the total number of modes in
the system.

2.1.2.2 Bayesian Attribute Models

Smith (1977) developed a two failure class Bayesian attribute approach to fimeling t
final reliability of a system at the conclusion of development. He utilizes aromgrior
and calculates the reliability as the marginal posterior. Fard and Di€t887) correct
an error in the Smith (1977) model and compare this Bayesian treatment with thal origi
Barlow and Schleuer (1966) model. They show this model to be more conservative than
the classical approach.

Pollack (1968) examined the attribute case as well as the variable caséantere
probabilities were known or unknown with assumed prior distributions. He focused on
both the current reliability measure and a prediction of future reliability.

Weinrich and Gross (1978) also examine a Bayesian version of a model srtiilar
Barlow and Scheuer (1966) reliability growth model. The model continues ¢he tw
classes of failures assignable-cause and inherent failures, though isoms@e/ative
than Barlow and Scheuer (1966) since when an assignable-cause failure mode is
removed from the system, the remaining probability is distributed amongshére ot

assignable-cause failure modes. This is a full Bayesian look at the problene gmit
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is a Dirichlet distribution on the probabilities of inherent failures, assigreabise
failures and successes. Weinrich and Gross (1978) calculate a BayesidniliGr
interval on system reliability at the final stage of testing.

Mazzuchi and Soyer (1991) presented a Bayesian attribute model for usetl@ring
development phases of a system. They examined the case where a set nuriibesof ar
are tested for success or failure. They assume that the stage toikiegyeate can be
assumed to decrease and select the ordered Dirichlet as the prior distribois
distribution enables the incorporation of any available data from testingertex
judgment. It also enables a closed form posterior analysis with the mixtDneobilet
or Beta distributions, which enables prediction of the reliability at aagesn the future
based on any existing information incorporated into the prior.

Mazzuchi and Soyer (1993) expand this analysis to incorporate a probability of
failure for both fixable and non-fixable failure modes. They extend the dr@anehlet
distribution to include prior information for these non fixable failure modes. Téere i
closed form solution for a number of test stages that is reasonably small. Eor larg
numbers of stages MCMC methods such as Gibbs sampling are recommended. They
present an analysis of the Barlow-Schueur data in support of the model. Thistldows
incorporation of all types of prior information as well as to take advantage of the
resulting posterior distribution properties in which many of the quantitiegerest can
be expressed as mixtures of the same distributions.

Li, Wu and Zhao (2002) discuss the limitations of both a uniform and Dirichlet prior

discussed by Mazzuchi and Soyer (1991, 1993) in regards to incorporation of expert
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judgment for prior parameters in the Bayesian reliability growth aggicaThey
present a new family of priors using transformed beat distributions.

Johnson, Moosman and Cotter (2005) described a hierarchical Bayes model to
estimate the reliability of launch vehicle systems with little or naraidata available.
Their goal was to use the behavior of prior similar systems to act as éop@aonew
launch system. They proposed a binomial probability model of system success, with a
beta prior on the failure probabilities which includes expert judgment, historical
performance of similar systems, and any test data that exists.

2.2 Single-Shot Systems

A single shot or one-shot system is one in which the use of that system results in
destruction of the system, or if not completely destroyed then an entire good as ne
rebuild is required. The type of systems that fall into this category ircciueapons,
launch vehicles and certain safety systems such as the airbags.infa@agh many of
the attribute models can be applied to single shot systems, these typasrot gyesent
a unique challenge in the area of reliability measurement and predictiory asatisetion
to operation. They frequently remain in standby for long periods of time or are uged ver
infrequently. For weapon systems in particular, due to the nature of their use,
operational reliability collected is incomplete at best or even non-exidtkdeling the
reliability growth of weapon systems is therefore a unique challenge, thoatgoiof
even more importance than those systems for which operational relidhtétyan be
more easily obtained.

There has been examination of reliability based issues unique to single mission

systems in the reliability literature. Huang, McBeth and Vardeman (E3@@&)ined
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efficiency of test plans for development stage single shot systems. Tiesduditwo-
state reliability model and examined several stopping rules including déptiles, one-
step and two-step look ahead, as well as Seglie stopping rules. Seglie stoggiagerul
defined in Gavers, et al. (2003) as a series of successes of a given length.edinesobj
of the Huang, Mcbeth and Vardeman (1996) model was to determine a test plan that
maximized the number of effective systems remaining in inventory at the cammié

the development period.

Moon, Vardeman and McBeth (1999) extended this analysis by decoupling the
activities of test and redesign activities. They assigned speatiis to each activity and
then allowed for multiple tests between redesigns and multiple redesigngmhédsis.
They also allowed for the possibility that redesign could reduce the n&yiallihey
continued the use of the two state model reliability and again optimized test plans to
maximize the number of effective systems in the inventory for programs osda fix
budget.

Van Dorp, Mazzuchi, and Soyer (1997) formulated a method to use Bayesian
reliability growth modeling tools to determine when to terminate developomeatsingle
shot system. They utilized the previously outlined Mazzuchi and Soyer (1992)litgliabi
growth model and formed a utility function to balance the cost associatetesting

more articles versus the benefits that can be achieved through more testing

Guo, et al. (2010) developed a method to examine reliability for highly reliable one-
shot systems based on component and sub-system test data when test data cowotains few

no component failures. They model component reliabilities as beta distributions, then
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estimate total system reliability as a product of independent beta randaiviasafor

components in series and parallel or a combination of the two.

2.3 Sequential Stage Systems

Sequential stage systems are those in which a series of stages mustmperate i
sequence in order for successful system operation. These systems deonvarglear
set of stages in the case of a multi-stage launch vehicle to software tatdem tin
sequence. If any stage fails to operate correctly or the systenofadssition between
stages the entire system operation is considered a failure. In thetattase, this model
is more realistic for complex systems than a simple Bernoulli succéstuog as is
frequently used in modeling these systems.

Wolman (1963) examined reliability growth modeling of sequential systems and
examined the dynamics of one failure occurring before the others and thegesulti
implication that only one failure mode can be discovered in any given test. Kedett
Pollack (1986) proposed a model in which the time between failures in exponential
though the sequence of the failure rates is assumed to be non-parametritolidived
the software process model of Littlewood and Verrall (1973) that assumedihe f
modes encountered more often in a simulated life of the system will be uncovered firs
and removed and those less likely to be encountered in normal operations will remain
through many more iterations.

Gaver and Jacobs (1997) examined a missile destructive example. They modeled a
sequential system that contains a fixed number of faults at the beginnisgraj.te
They examined the optimal number of tests to maximize fielded reliabilityvarious

fault seeding methodologies. They use existing data to update the distribution to look at
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the effect of conducting more tests on the overall reliability of the sysié@model is
based on the idea that a missile design contains a given number of failure mddes, ea
which has some probability of causing system failure. Gaver, et al. (2003 apedtinat
each fault mode may or may not be activated or discovered in a given operation and
modeled the system based on the rate of discovery of these existing faults. They
proposed that the uncertainty around the number of faults in the system as the start of
testing can represent a prior distribution and that the uncertainty around the néimber
faults may be updated in a Bayesian fashion as testing results for the axstatained.
They presented an analysis using data on the number of defects discovered to look at the
effect of doing one more test, but did not conduct a complete Bayesian analysis.

Sarhan, Guess and Usher (2007) examined point, MLE and Bayes estimators for
individual components in a series system. They modeled the lifetime of each component
as a geometric distribution and examined the effect of masking of the data on the
component reliability estimates.

2.4 Military models

MIL-HDBK-189 (DoD, 1981) provides accepted guidelines for application of
reliability growth to military programs. Recognizing that the telity requirements on
systems designed for military applications are frequently very demartdengublication
outlines reliability growth management techniques for use in the acquisition rodes
handbook has never officially been updated, but has never been cancelled either and is
frequently referenced in military applications. The handbook endorses thiadeaurve
theory as well as the AMSAA model. There are extensive instructiotisefor

development of growth curves under the assumptions for systems in which the MTBF is
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the reliability parameter of interest. In reference to modeling ofessight systems,
though several discrete models are discussed, the recommendation is toingewont
models as an approximation for reliability as long as the number of trialshis hig
recognized that if there are not a significant number of trials then discoekeling
methods must be investigated. The goal of this research is to provide a \t&blatiake
through the use of a model designed for this purpose.

A recent focus by Department of Defense (DoD) on the impact of Reliability,
Availability and Maintainability (RAM) on total program cost has brought newddo
the reliability growth problem (Young 2008). This refocus resulted in a eewirihe
Reliability, Availability and Maintainability Guide. Though the new guidePDGuide
for Achieving RAM (DoD, 2005) does not update actual statistical methodsdnstea
focusing on management practices (Jackson et al. , 2005, DoD, 2005), this guide
contains the most recent guidelines for DoD programs to achieve religbditgh
modeling in its appendices. It does allow for the practitioner to utiiza@ppropriate
model for the problem that they are examining. For single shot systemscpiad r
discrete models, it is recommended to use a model based on a binomial distribution, but
the guide does point out that this requires the probability of a given system’sssucce
must be equal in all trials. This restriction means that in common practicertagrenly
be a couple of data points on which predictions can be based. The guide (DoD, 2005),
also recognizes that a more realistic testing protocol for these typgsterhs is similar
to the one that we will examine in this dissertation where missiles are prbuiuc
batches, and then the configuration of that batch is tested until a defect is dbcovere

While the military has held to traditional classical statisticalsuess of reliability
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measurement, there is recognition from the academic literature thahatiels may be
appropriate and in the case of single shot systems even Bayesian treatayeloés m
called for.

2.5 Programmatic Decisions utilizing Reliability Growth

The real value of reliability growth modeling is the ability to make d®uassbased on
those predictions earlier in the program than would otherwise be available. Models
should be flexible enough to answer various programmatic questions and make predictive
statements about values of interest. Meth (1992) examined the potential uses of
reliability growth models for use in programmatic decision making by tigenaf
mathematical basis of the Duane Learning Curve. He suggested thatidte nesd of
models based on Duane (1964) includes planning reliability growth tests, rnmanitor
progress and estimating current (instantaneous) reliability and fongcesdtability
improvement. These goals are fairly consistent across the literattire goals of a
reliability growth program.

Test planning is addressed in several instances. Quigley and Walls (1999)exiggest
that evaluation of test progress was one of the key decisions made in relgabilth
testing along with determining correct test conditions and correcting Vvelts
discovered. Quigley and Walls (2003) extended the model to a decision framework to
include a cost analysis of benefits of improvement and costs of the unrelial8ktgegh
et al. (2006) developed a methodology for prediction that estimates a set chiancert
parameters and calculates an upper bound on reliability based on the parameters and
tightens the bound through testing and experiments. They designed an optimization to

trade off cost and benefit of additional experimentation.
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Kennett and Pollack (1986) examined the question of determining when a product
had reached a significant state of reliability to be released into aperathey utilized
an exponential model for the MTTF and a non-parametric approach to the sequence of
failure rates to examine the reliability growth of software systems Déap, Mazzuchi
and Soyer (1997) utilized the Bayes model developed by Mazzuchi and Soyer (1991,
1993) to establish a decision framework to determine when development of a system
should be terminated and the system should be released into operational use. They
measured the loss associated with continued testing of expensive assistéheelssses
associated with releasing a low reliability product. Gaver and Jacobs (k8@7he
single-shot systems and how to maximize the reliability of a destrugstens by
determining how many tests to run. They also examine how lot size affectsrtizeaul
capability of the fielded system.

The prediction of current reliability and forecasting future reliabiitglso a
common topic. Gavers, et al. (2003) examined a multi-stage system and sudgested t
prior to field testing such a system it would be useful to have some knowledge about the
system reliability after some number of tests, how many test aregédaiget the first
end-to-end success, how many tests to get a run of a number of successes, and the
operational reliability at the conclusion of testing. Johnson, Moosman and Cotter (2005)
examined the effect of manufacturer experience on the reliability of @eeelopment
launch vehicle through the introduction of a quality measure in the hierarchiyczd Ba
treatment.

Hall and Mosleh (2008) examined the reliability growth potential of a systdirea

limit of the reliability growth estimator as the number of observed modes apprbte
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total number of failure modes and the number of trials approaches infinity. Tlsanmea
allows programmatic assessments of the system’s ability to meetnsyedtability
requirements in the future.

Prediction of future reliability is the goal of the Bayesian treatméatsiave been
introduced, usually these models predict these values to the completion of development,
but there are few instances of prediction into operation. Duane (1964) recognized that
there would always exist a discrepancy between early test data arstnégtige
operational conditions and thus there are some difficulties in predicting operational
reliability using only the test data that is available in the developméatpd of any
program. It is therefore desirable that a methodology be developed that allows
operational data as it becomes available to be rolled into the reliabditgtgmodeling
process to continually update the growth projections throughout the life of theasyste

Mazzuchi and Soyer (1993) projected the reliability of the system intosts fir
operational period. Gavers, Jacobs and Seglie (2005) examined the philosophy of
evolutionary acquisition and maximize operational effectiveness with a fuckgeh
Reliability growth of an upgraded system is one element of this analysis. velom@ne
of the literature addresses this shortcoming of achieving reliabilitygbiaps into the
critical operational stages which are the real goal of system devehd@ctivities.

The model developed in this dissertation will examine the extension of reliability
growth modeling specifically for a multi-stage single shot systémand throughout the
operational phases of the systems lifecycle. The Bayesian model devehaixdes

statistically valid predictions with little or no actual test data. The mdidelsaupdating
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of these values as data becomes available, and is flexible enough to ansyer man

programmatic questions beyond simple reliability.
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CHAPTER 3 - ABAYESIAN MODEL FOR RELIABILITY
GROWTH OF MULTI-STAGE SINGLE SHOT SYSTEMS

Single shot systems such as weapons or safety systems are a spedatita
evaluation of reliability growth. Previous implementations of Bayesian nmadefi
reliability growth for single-shot systems as in Mazzuchi and SAg&3( 2003), and
Hall and Mosleh (2008a, 2008b) have used attribute models to examine these agstems
single stage where the only two possible outcomes for an event are aittceess or a
failure. With the complexity of weapons systems being fielded today thie Stagje
model is insufficient. Systems have different reliability requirementdiffarent stages
of operation, and there is a need to enable visibility into the reliability ydtara during
different stages. Modeling is required that supports this level of analysis tmihetéf
the system meets the requirements that are specified for spegjées sfahe operation.

A model of reliability in a multi-stage system will be developed here td thise
requirement.

Gaver, et al. (2003) presented a methodology for modeling the number of failure
modes existing in a multi-stage system, determining the test progeauined for
uncovering those modes, and based on the removal of those modes the expected

reliability growth of the system through TAAF cycles. The sequentiareaf these
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systems introduces unique dynamics into the testing programs and the resléhility
growth. A failure in an early stage masks a particular failure in thedi@ges, and as a
result, the early stages frequently are fielded with higher retiabilbecause they have
been through a more extensive testing program.

3.1 Modeling a Multi-Stage System

A model is developed to represent a complex multi-stage system assao$stages
that must function in a sequential fashion. Stage one must be successfully executed
before stage two can occur, and stage two must be successful before stagethiki, e
stages must execute successfully to result in a successful event, dune anfany stage
represents a failed event. The division of system operation into stages can be
accomplished in different ways. For weapon systems like those examined Bere, thi
might literally be different stages of operation: preflight, takdbght and landing. For
other types of systems, operation could possibly be divided into time periods, or other
logical divisions of components that operate together in different stages. The mode
developed here builds on the theory from Gavers, et al. (2003) who suggested that defects
are distributed across a system'’s stages as well as and the relddliiege systems is
function of these defects as well as the rate of discovery of existing defects.

3.1.1 Development of an Defect Seeding Model from a Bayes Perspective

Examining the system as a whole, it is reasonable to assume that the number of

defects for the system,sNoccurs randomly as might be specified by a Poisson

Distribution with an overall defect rakg.

Nt

f(Nrlap) = re~ (3-1)
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These defects are then dispersed to the various stages of the system witlse@tee di
probability distribution (p....,pm). In the sequel, we take the value of m to be four,
however, our analysis is valid for any m. The result due to the decomposition of the
Poisson Process, is that defects are distributed to each stage acimadifmjsson
Distribution stage defect rat@\p for stage i.

Though the above model may adequately describe the manner in which these defects
occur, in order to make this model useful, the parametend the discrete distribution
must be specified. In the absence of direct knowledge about these paramebeng we
take a Bayesian approach by specifying our uncertainty about these peasafiaete
probability distributions. Following this approach, a reasonable prior distributidn fs

the Gamma distribution with the form:

9
fQr) =152 e (3-2)

In addition, a reasonable prior distribution for the unknown discrete distribution is given

by the Dirichlet Distribution

r'(B) —
f (01,02, 03, Palay, @z, a3, 04, ) = m ?:1 piﬂa‘ ! (3-3)

which is defined fo}.;_, p; = 1 and thus a natural distribution for discrete probability

distributions.

The entire defect model concept is depicted in Figure 3-1,
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A~Gamma(é,n) (P,..., P,,) ~Dirichlet( B,a,,...,01))

Uncertainty

Model

Decomposition of
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Poisson( A;) OIESOn TToeee Poisson(P A;)

Figure 3-1: Model lllustration

3.1.2 Modeling testing of the System
Gavers, et al. (2003) suggests that any failure modes that are preserstemaveill
be activated and cause system failure at a certain rate. Gaver20@8géllowed this
rate to vary by stage across a single event. For this model it will be asthahthe
activation rate and therefore the discovery of the failure modes is constzs# agingle
event. During testing these defects are discovered at a rate 8&in ad is

unknown, we specify a prior distribution 6nthe rate ofon discovery as a beta(a,b):

_ T(@t+b) nha—1,4 _ qyb-1 i}
£(0) = 750051 (1 - 0) (3-4)

Therefore giveN, defects in stage the probability of successful stage operatiofis
The reliability of the system, R, at any given time is based on both thisf discovery

and the number of defects remaining in the system and is given by

R=TIL, 6" (3-5)
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3.2 Determination of the Prior Parameters Using Data from Existing System

The use of the above model is dependent on the specification of the prior parameters
d,n, aa, ..., Qi, B, @aand b. The prior distributions can be used to include prior data in
any format. Expert judgment as discussed in Mazzuchi and Soyer (1993), prgliminar
test data for segments and components or data from existing systemsbean all
encompassed by prior distributions. For the weapon system example presentée here, t
best source of data comes from similar systems that have been fielded ist tedpa
some expert judgment that is applied as to the actual similarity of thetcsystem to its
predecessor. This is similar to the factor discussed by Johnson, Mossman and Cotter
(2005) for the difference between experienced and new manufacturers. Horarsia
upgrade to a current system produced by the same contractor, might use very simila
parameters with small variances, whereas a system that just thiilsame mission
might have parameters with much larger variances. This method is simiiaséoused
to determine early cost estimates by analogy costing.

One of the most used means to accomplish the task of specifying the prior peramete
is to use a method of moments approach where the theoretical mean and variance
expressions for the distributions in (3-2) — (3-4) are equated to best guessavalue
variance estimates obtained from experts or prior data. These relaticreshifhen be
solved for the values of the prior parameters.

Prior to the weapon system example presented here, there were two systames that
judged to be very similar. The following data represents the life timadeddita from

these two previous systems with similar characteristics to the newnsyste
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Table 3-1:Test Data for Similar Systems

FAILURES
SYS| TESTS | TOTAL PER TEST | STAGE 1 | STAGE 2 | STAGE 3 | STAGE 4
1 83 19 .229 2 3 7 7
2 70 21 3 1 2 9 9

3.2.1 Prior Distribution for At

Analysis of the data in Table 3-1 and equation 3-2 provides a point estimate of the
required parameters for theof the new system being simulated for predictive values of
interest. The total number of defects that were discovered across ttighidepoevious
system allows a mean estimate of a failure rate for the systems of tmiimtr variance
of two. The failure rates for these two systems are fairly similartirggirh a small
variance. While the mean is a reasonable starting point, using a varianoedthis s
would create a much stronger prior than would be appropriate for a situation éere t
only available info is historical count data. Setting the equation in 3-2 for meahte
20 and opening the variance equal to 100, the parameters for the prior gamma distribution
can be calculated to be Gamma(2, .1).

Though it comes from a small sample size, this can be a realistic esbmat®llow
on weapon system. Government weapon systems formally begin testing when the
development contractor begins end-to-end developmental testing (DT). Pherstautt
of DT the contractor conducts various other levels of acceptance testing on cotapone
accelerated life testing on components, environmental testing and testidgppdtems.
If the results of these tests do meet or exceed previous systems and detevais)dd 1y
would be delayed until the contractor was fairly sure that it would meetrgoneet

expectations and prove the new system to be at least as reliable as thdtsyste
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replacing. The oversight environment in today’s government acquisition organizati
means that a new system can’t risk failure early in operational té&xigor it could
face cancellation.

3.2.2 Prior for Distribution for (p 1,...,pPa4).

The parameters in the Dirichlet distribution represent the division of totakslefec
across the stages. For both systems, the mean percentage of defects ageash st
calculated from the data in Table 3-1. Setting the expected valugs efjual to these
median percentages gives us alpha values of (.08, .12, .40,.40). For detepmiveng
use the notion db presented in the literature as as the prior sample size. Since we
combined the samples to obtain best guess values fordghusy;, we use the value of
1 for B. Thus, the distribution of the p values in each stage of operation can be modeled
as a Dirichlet (.08,.12,.40, .40, 1).

These distribution values for probability of failure are also consistent witthetsign
of a sequential stage weapon system. First the nature of sequential systiegsesults
in a higher reliability in the early stages of a system, since the fige stdested in every
instance and each of the later stages is tested fewer and fewer tinoesid Be
requirements on the first stages of operation are frequently more strehaodisdse on
the later stages of the system. The increased reliability requiremtéet second stage is
derived from the reality that the deployment stage is usually in proxahftiendly
forces and therefore the reliability of the system becomes a safetyfe our personnel.
In analyzing a historical data set, it must be considered that a weapon spstads
much of its life in standby and is required to respond on demand. As a result, stage one

represents the storage reliability which is frequently the only réfiabieasure that is
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placed on the contract . This is also a stage that can frequently be testéal pri
operation without destroying the round, so units that show any weakness in stage one are
frequently removed from the population prior to a test result being recorded.
3.2.3 Prior Distribution of Observation Rate

In order to characterize the system rate of observatiOh ¢l the rate at which
existing failure modes are revealed, we convert failure numbers to numbeuESqéer
test in column 4 of Table 3-1. The prior distribution for valuebf@the rate of non
observation) can be calculated by using one minus the observed mean discovery rate
calculated using column 4 of Table 3-1 and the variance of column 4 . Equating these to
the theoretical expressions for the beta distribution and solving yields 8386;(

20.10).

3.3 Predictive Analysis

The value of a Bayesian construct is that once the prior parameters afiegpeci
either by expert judgment, or previous system data then many quantities afticherbe
derived. This allows the construction of reliability predictions that can be ysed b
decision makers to estimate initial values on which programmatic decisions caetle ba
early in a program. Based on the above model predictions about the distribution of
initial defects in each of the four stages are developed here.
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The above could be used to evaluate predictive expressiong iy & other quantities,
however, this predictive equation while closed form, represents and infinite sags ac
all the potential values of N\ As a result, simulation will be used to predict values of
interest. In the sequel, we discuss the simulation findings but note here thdinitiegs

may be combined with the simulated values fota\perform actual predictive analysis.
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3.4 Simulation Study

The testing protocol for complex single mission systems is to test one &t ariina
failure is observed. The failure is then investigated, root cause determthadlasign
change is implemented to remove the identified failure mode. A new testegsthen
begun on the new configuration of the system. A complex system requiresaserie
testing stages where failures occur, failure modes are idengfiddengineering changes
are implemented and removed before the system is fielded. Gaver20&3) (
conducted an analysis to answer four programmatic questions of interest investing
protocols and reliability at different points in a system’s lifecyclesimulation will be
presented here, that answers many of the same questions. Specifically,examine
specific stopping rules and their effect on the fielded reliability ostesy. The above

model has been implemented into an Excel based simulation to answer these questions

3.4.1 Simulation plan
The predictive distribution derived in section 3.3 does have a closed form, but it
involves an infinite sum, so in order to make predictive statements about parameters of
interest it is necessary to simulate the results of the predictivengtittee prior

parameters as outlined. The simulation plan is as follows:

Step 1. Simulatgr using prior parameters
Step 2: Simulate N conditioned orir

Step 3: Simulatejs using prior parameters
Step 4: Simulate Nusing Nrand p

Step 5: Simulat@ using prior parameters

Step 6: Simulate testing
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Steps 1-4 were run 5000 times to create 5000 simulationgeaN representing a set
of failure characteristics that would represent a unique set of productiomsysteteps
5 and 6 are then run 100 times each simulated system. Simulated testing is then done on
each of these sets of data, this replicates testing’ each set 100 tirhesnewt simulated
0 for each testing run . The values of interest are averaged across the 100 testing

scenarios.

3.4.2 Simulation Results
3.4.2.1 Stopping Rule Determination

Determining an appropriate point to stop testing and field a system has recasied m
attention in reliability growth literature. This simulation collected @at@ss the testing
runs for number of defects remaining after each test. This number of defbets iséd
to calculate the expected reliability of the system at that point usingay@ab. These
results are presented for reliability after 10 tests and afteing sfr10 test successes in
Figure 3-2. The simulation results show that the required tests to removiecti dee
directly proportional to the unknown number of defects at the starting of testine As
number of defects at test initiation can never be known, the removal of all dxfiects
be defined or utilized as an effective stopping rule. The requirement forligliaba
system must be developed as part of the acquisition process, and decision makers m
then outline a reliability growth program to guide the program through devehbpie
testing program must then be designed to determine progress along the plan ad enabl
decision to field. Our simulation shows that a string of successes, retener@avers,

et al . (2003) as a Seglie stopping rule, can be an excellent predictor of potential
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reliability. This criteria can produce a consistent reliability, indeperafethie number
of defects initially present in the system as shown below.

Relaibility
|
|

——10 Tests
—-10 Successes

//

0.1 \
e i i

0 5 10 15 20 25 30 35 40 45 50 55 60

Initial Defects

Figure 3-2: Comparison of Reliability for Stopping Rules

Figure 3-2 shows that the reliability achieved by a system thatessesd after a
string of ten successful end-to-end tests is consistent independent of the numitiet of i
defects present in the system as opposed to a specific number of tests which does not
consistently produce a reliability estimate. Though the reliability afsgrecific number
of tests would be equal no matter how that number is reached as a preset goalaor after
string of successes, there is an important programmatic nuance in this tiqugpofgs
rule. If a testing program is ended at 15 tests no matter what the results, reothing i
known about the reliability without prior knowledge of the initial number of defetts. |
testing is stopped after 5 successes which is achieved after 15 tests, thtediniata

shows us that the reliability can be predicted to at least 90% in most cases.

39



3.4.2.2 Test Program Design
Design of a reliability testing program occurs very early on in progtandup to

allow budgets and schedules to be developed. Though these initial predictions will be
updated throughout the program these early estimates are what the prodtzem wil
measure against for determination of programmatic success or failudesifgo a
program that will result in a system that meets the reliability objectwespredictive
measures are required.

1. Length of the success string required to achieve the desired reliability.

2. A predicted number of tests required to achieve that string of successes.
Results from the simulations are used to demonstrate the reliability atiigdeur

potential stopping rules are shown in Figure 3-3.
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Figure 3-3: Comparison of Stopping Rules
The results indicate that depending on the desired reliability, a run of sueccasdee

chosen to consistently achieve those goals, the higher the desired reliablbtygethe
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string of successes that must be chosen. This is a cost and benefit tradetthat mus
made for every system.

For measure number two, the simulation produces a prediction for the average
number of tests required to achieve a string of 3,4 or 5 success. The actual nundber coul
be less than this which would be of benefit, however it can just as likely require more
tests . Figure 3-4 shows the median number of tests required to achieve a string of 3,4 o

5 successes based on the simulated number of failures initially present.
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Figure 3-4: Tests to attain stopping rule criteria

The data in Figure 3-4 indicates that the number of test required to reaclg &str
proportional to number of defects. It also allows us to determine from our predicti
equations, a distribution for this likelihood of a given number of test to reach a fielding

criteria, once the initial number of defects in each stage is known.
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3.4.2.3 Overall Failure Characteristics After Fielding

Since the ultimate requirement is not test success, but system rgliaiikn the
stopping rule is achieved system reliability is the measure of interesivahbasystem
would react if fielded at this point. The simulation results demonstratéhdratwill be
a constant yet unknown number of defects remaining in the system. In the Galers et
(2003) model, the reliability is a factor of both number of defects and the rate of
discovery at the time the stopping rule is reached (equation 3-5). Figure S:btprihe
average number of overall system defects remaining after reaching edehmbposed

stopping rules.
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Figure 3-5: Failure of Characteristics at time of Fielding
3.4.2.4 Stage Reliabilities
In order to field a multi-stage system that is able to meet reliabityirements that

are broken out by stage, there is a desire to understand how the distribution of initial
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defects across the stages affects the final reliability of tloeflesystem as well have the
fidelity in the model to examine the reliability of each individual stage isysem at
any point. To facilitate this data examination, a simulation was designednmeall
potential cases where there are 15 initial defects distributed acrogstéda stages. For
any number of total defectsthe number of variations for the distribution of those

defects across r stages is given by:

n+r—1\ (n+r—-1)!
< r—1 )‘ nl(r—1)! 3-7)

For 15 total system defects this results in 816 possible distributions of defests acr

the four stages. For each of the 816 cases, steps 5 and 6 of the simulation plan outlined in

3.4.1 were run using the same prior parameters fdr ¢hetribution that were previously
derived, enabling reliability growth tracking at stage level.

The results of the simulation are plotted in Figures 3-6 and 3-7. These figures
demonstrate the reliabilities of each of the states when the overall sgdignlity meets
the criteria of three consecutive successes. The criteria can luefoaibgher
reliabilities as seen in Figure 3-3. This allows an evaluation of not only theloveral

reliability requirement, but also each stage requirement.
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Figure 3-6: Reliabilities vs. Defects in Stage 1

This level of analysis is valuable because of the mathematics of sages st
reliability data. If system requirements are met there is an intlnélref that the stage
requirements are met as well, because the numerical reliabilitysvalednigher for each
stage than for the overall system in a series arrangement. Figure 34tsttates that if
the defects are loaded toward the later stages of operation stage 4 woul@tritd me
requirement in many cases. There is also a concern that in a common situaten wher
Stage 1 has a more stringent requirement, if the defects were loaded thtaafe] it

would not meet its requirement even though the overall system reliabilityaptable.
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Figure 3-7: Reliabilities vs. Defects in Stage 4

Figure 3-7 displays the same data sorted for initial defects in stagesahdwn that
the same potential for stage 4 to not meet requirements is demonstrated irethis cas
These two figures demonstrate the value of using a model that looks at eadt stage

operation, rather than only a rolled up overall reliability value.
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CHAPTER 4 - BAYESIAN UPDATING OF A MULTI-STAGE
MODEL

In the arena of reliability growth, Bayesian methods have been investifgatuse
with the goal of producing better results with less data. The other advantaggesfan
updating is that prior distributions allow the incorporation of all types of datading
expert judgment, data from previous similar systems, and any existirgtasven in
very small numbers. In these times of reduced budgets, previous objectionsalpecifi
within the DoD to the subjectivity associated with the definition of a prior loigtan
may be overcome by the necessity of achieving accurate reliabildicpoas early in a
program while expending minimal resources.

Ke and Shen (1999) noted that the strengths of a Bayesian application is theaability t
measure and predict reliability when the configuration is changing. sithéion
represents the specific challenge presented by single shot weapons sydterasual
testing protocol for these types of systems is to test one at a time uiititaita

observed, then redesign to remove that failure mode and retest. The data dweailable
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calculation of demonstrated reliability calculation is the test restihtere may be
several configurations with only one or two data points, and there could be no actual data
for the most current fielded configuration. The types of data available extedhiffstages
of a program varies, and the Bayesian methodology can be applied to all thagpetata
as appropriate. The updated RAM guide (DoD, 2007) directs that all availaifeoimf
similar systems, contractor tests, and training exercises should beneddoni
applicability to the statistical challenge of estimating relighiknd suggests that
Bayesian methods should be examined for applicability. This dissertation aims to
present one such model for incorporation of data into a weapons system reliability
analysis. A complete Bayesian analysis of the multi-stage shgleveapons system
will be presented here. This will enable not only evaluation of current relisddilagy
phase in development, but also allow the prediction of reliability in future pha@bes
goal is to demonstrate the capability of a Bayesian model to unify alihgxdsta and
provide a program manager with critical information at any point in the program.

4.1 Prior Distribution

The prior parameters required for this model arétaedn for the gamma
distribution of the overall failure rate, thheandf parameters from the dirichlet
distribution of the stage reliabilities, and the beta parameters, a and b, frdiscthweery
rate Q) distribution. The development of the prior distributions values for this model are
outlined in section 3.2.

These prior distributions can be used to integrate data that exists in any format
Expert judgment as discussed in Mazzuchi and Soyer (1993), preliminary tesir data

segments and components, or data from existing systems are examplesasitiata
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incorporated. For the weapon system example presented here, the best source of data
comes from similar systems that have been fielded in the past and someusigreernt
applied as to the actual similarity of the current system to its prexdecebhe same
values utilized in predictions will be utilized here to allow the comparison ofgbeeldi
vs. updated results in the numerical example.

4.2 Likelihood Discussion

Bayes theorem allows the utilization of data obtained about the system te tipdat
uncertainty about the parameters characterized in the prior distributismgingin the
posterior distribution for the modeling parameters. This is done utilizing thiandkel

equation:

L@y ) = | [ FGxil0) (4-1)
i=1

Due to the sequential nature of operation and the fact that a failure in any stage
precludes any knowledge of the performance of subsequent stages, there is a unique

likelihood of a failure in any given stage of operation.

((1—6M) stage 1
| gN1(1 — gN2) stage 2
L(O]xq, .. ... ,Xp) =14 @N1gN2(1 — gN3) stage 3
ON1gN2gN3 (1 — gNe) stage 4
gNT success
WhereN; = Y7, N;. (4-2)

This also represents the system reliability at any point in time. It igadgnoi to
Equation 3-5. The questions that are being examined will determine how this general

likelihood will be modified to examine many values of interest as applicable
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The lifecycle of the multi-stage system is divided into stages of consistent
configuration. Based on the outlined testing methodology, configuration updetes oc
only following a test failure. So a testing phase (j) will be defined gisihiag after a fix
that can be assumed to improve overall reliability and will end with a teseféiatr be
diagnosed and corrected to start the next phase. There are many typeshet datalhe
gathered through test. In this case, consistent with the model developed toeexami
reliability growth, the characteristics of the system to be exammetbt@l number of
failure modes present in the system)(Nailure modes in each stage’é) and rate of
discovery of failure mode®). Updating these values will allow the examination of the
reliability of the entire system as well as the reliability aftestage.

Updating of these quantities of interest and the parameters used to cahariatan

be accomplished through simple count data that is collected from all sgstism The
number of success in each pk(zlz{e, will enable the updating ®f and N. The counts

of operational stages in which each failure och{s Dzj ,Dé ,Di) will allow the
update of the values and therefore the Malues.

The likelihood ofD({ as the number of successful tests before a failure in testing
phasgq is:

P(DL|6, Ny) = (6¥7)Ps(1 — 67T) (4-3)

Due to the fact that there is only 1 failure in a given test phase, we canaldfite
set: D/,DJ,DJ, D] such that T¥, Dl.j = 1 that represents the stage of the failure for
test phase

Then the likelihood is defined as Multinomial with1. And it reduces to:
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Dj pJ bl p] 4-4
P(D{,D},D3,D]|p1,p2.P3,P4) = Py Py P35 Py (4-4)
Equations 4-4 and 3-3 can then be used to update the prior on the distribution of the

defects across the stages of operation. The resulting model is shownaiiapbkiow:

= D ~geom(Hv'\I m)

e

- (D40,....,D,0)~Multin(1, P1...,P4/)/,/>

T.TP) Dirichle t(ml’ )

Figure 4-1: Bayesian Inference Model

4.3 Posterior Distribution

Through the use of Bayes Theorem, the above likelihoodd¢eduation 4-3) can be
combined with the prior distributions (equation 3-1, 3-2 and 3-4) for the parameters of
interest to obtain a posterior distribution based on the observed testing data. Though not
conjugate, the posterior distribution fbcan be derived in the closed form as follows:
P(0,A¢|D§) = X% -1 P(6, N, Ar|D{) (4-5)
Where:  P(6, Ny, A¢|D§) o« P(D§|6, N, A7)P(6, Nr, A)

o P(D§|6, Ny )P(8)P(Nr|A7)P(Ar)

['(a+B)

o (OVTYPo(1 — o) | —— 2 g1 (1 — g)B-1 A ,16 lo=¥Ar (4-6)
NCNO) r(a)

Therefore:
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Y21 P(6, Ny, Ar|D§) o [% 9%1(1 — 9)3—1] [ria) A8 —(y+1)/’LT]

. NZO (GD(L;NT) o [ ]

[F(“ ) g1 — 9)3—1] [ r° 251 —(Y+1)/1T]

I'(r(B) re)™"
§ ()] floen)”
Nr=0 Nrt Nr=0 Nr!
F(a B) o— _ B— 51, —(y+ )AT:| GDBZT_ 9D6+1/1T (4_7)
« et 1”1“(6)/1 L=+ {e e }
Integrating oveh:
1 _ 1 (4-8)

P(8|D{) «x [0%71(1 — 0)F1] — ——
(y+1+86%) (y+1+6%+1)
The posterior distribution fotr can also be derived by integrating ooghowever
this distribution does not have a closed form solution.

Utilizing equation 3-3 and 4-4, which are conjugate distributions, within the Bayes

updating methodology allows us to derive a closed form posterior distributipn for
values as shown below:

P(p1, P2, P3,p4|DJ, D], D], D))  P(D{,DJ,DJ,D}|p1, P2 P3,ps)P(P1, P2 D3, Pa)

4
—[ piﬁai—ll
i=1
4 ) —
npﬁai+ni’—1
L

i=1

These updated values enable an update of thialdes.

o/ b bl p]
<Py tD, D3 D,

(4-9)

[o¢
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Due to the complexity of modeling this expression caused by the introductioteinfini
sum across theN\possibilities, as well as the non conjugate distributions introduced
above, Monte Carlo methods will be used to obtain accurate posterior distributions.

4.4 Gibbs Sampling Methods

The use of Markov Chain Monte Carlo (MCMC) methods for Bayesian inference in
the area of reliability growth is recognized and well documented in thatliter(Smith
1999). Erklani, Mazzuchi and Soyer (1998), utilized MCMC methods based on the
Gibbs sampler to present predictive and posterior distributions for seveahllitgli
growth models and demonstrates the accuracy of such methods in this application. The
value of Gibbs sampling is that enables sampling from the distributions @sinter
without obtaining the exact forms of the distributions.

The tool utilized for the Bayesian inference in this case will be WinBUGS
(Spieghalter et al., 2003). The Windows operating system version of BUGS: &ayesi
Analysis Using Gibbs Sampling. WinBUGS allows the used to specify the model in
terms of nodes defined by the used and accomplish sampling from the fully joint
conditional distributions at all nodes. It utilizes the Metropolis-withibbG algorithm
update method under most conditions. Summary statistics based on the observed data at
the nodes these samplings allow the inference on joint posterior distributions.

The model diagramed above in Figure 4-1 was built in WinBUGS, utilizing the
BUGS language. The program is listed in Appendix A. The model was updated using a
single chain to create 10,000 samples of the posterior distribution of each node. This
inference was run after each stage of testing, using the cumulatidatzsollected to

this point and posterior densities as well as statistical values of interestollected.
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4.5 Numerical Example

The reliability growth of a multi-stage single shot system wasnaxed through
Bayesian inference model outlined above. The historical data from a rpregjlam
was sanitized and is presented below in Table 4-1. The data was grouped sbqguential
based on the testing methodology outlined for the model development for the purpose of
demonstrating numerical techniques outlined in this paper. The system data was
analyzed after each testing stage using the above WinBUGS infenexlet after each
stage of testing.

4.5.1 Data Discussion

The data represents success and failure count data from the lifecycle ofstagelti
single shot system. System operation was divided into four logical stagégyhure-
launch, transition and cruise, based on clear transition points with successduradiéda
collected at the stage level. The success and failure data was examinedasnd it
assumed for the purpose of the numerical analysis conducted here that testing was
conducted until a failure occurred. It is then assumed that the failure meddentfied
and removed prior to any continued testing. No analysis was done on the efésstiven
of the extent or effectiveness of the redesign. Numerically, this imphkeekise in
reliability based on the removal of a failure mode is accomplished by reducingf¢lae d
number in that stage by one. This can create some challenges in subsequentalculat

that will be addressed later.
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Table 4-1: System Data
Tedling Phase | Successes| Stage of Failure

;c-uw::-cu-cw-n:wcucar\:a-wr\:ws::cu:aw::4:-:::
b | | G| | e e | NS DN PIINIIND | G (M I G| M| | ot | G| B G D) | M) B | L] | D | | B

b B R TR-AR- A = TP INT B T ] e e e I e R Rl R B G M

4.5.2 Results Discussion
The following is a summary of results obtained from running the WinBUGS
inference model (Appendix A) with the testing data displayed in Table 4rlesith

stage of testing.
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4.5.2.1 Stopping Rules Results
Section 3.4.2.1 suggested Seglie (Gavers et al., 2003) stopping rules as a goideline f
reliability based decision to field the system. These rules suggeatsbedes of
successful trials of a given length could ensure that the system has raa@ehtin level
of reliability. The following data represents the mean reliability valoethe system
upon achievement of each proposed stopping rule.

Table 4-2: Reliability Values at Proposed Stopping Rules

Proposed Stopping Rule [onfiguration |# of Tests Reliability Total Defects | Theta
(Consectutive Successes)| Reached Actual [ Predicted| Inference (mean) Predicted |Inference
3 2 4 24.43 0.0664 0.7843 20.49 0.7339
4 2 5 26.75 0.0664 0.8641 20.49 0.7339
5 9 22 28.58 0.8906 0.9138 8.78 0.8113
10 9 27 35.53 0.8906 0.9849 8.78 0.8113

Based on the posterior distributions, determined by combining the testingittata
the prior distributions of interest, the effectiveness of the proposed Segher¢@ al.,
2003) stopping rules was examined. Looking at each of the rules, it can be seen that
three and four consecutive successes are both reached with configuration monber t
very early in testing. This milestone was reached at tests four angédpectively. As a
result, the reliability value at this time is very low, and there is no indic#tat the
system should be fielded in this configuration after this minimal amounttifges

Five and ten consecutive successes were reached in configuration estenatriber
22 and 27 respectively. The mean reliability value indicates that eithHezs# tules
could potentially be an effective benchmark by which to make a fielding olecisiThe
actual posterior distributions are available for all measures of inteFas allows the
program manager to make probabilistic statements about the reliability gstems

The reliability posterior distributions for each of the above stages are showara4i@.
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Figure 4-2: Posterior Distributions of Reliability upon Achieving Stopping Rules

4.5.2.2 Reliability of Fielded System
Figure 4-3 shows the mean values of the reliability posterior distribugitimeaend of
each stage of testing. Also shown is the reliability predicted for the tagpet of testing
if the root cause of the failure in the current stage is discovered and remavelgl ent
from the system. This update is affected within the inference model byrrgdine
existing number of defects by one in the appropriate stage. In cases wherarthe me
value is less than one, and this would result in a negative number of defects, it sdassum

that the system becomes fully reliable.
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Figure 4-3: Total System Reliability
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In addition to the mean values, there are actual posterior distributiorebéail

for the reliability at each stage. A sampling of these distributio®isrsin Figure 4-4.
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Figure 4-4: Posterior Distributions for Reliability

Figure 4-5 shows both the updated mean value fas\well as the current number
of remaining defects at the end of each test stages. The calculatioraofingndefects

assumes that all defects are identified and completely removed. With the ofldath
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Nt and p's, we can make updated statements about the probability of defects remaining

in each stage.
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Figure 4-5: Total Defects Remaining
It can be seen that as the expected number of total defects is approached, the
distribution predicts a very reliable system, and as the discovered defees beyond

that expected value the reliability predictions decrease.

4.5.2.3 Rate of Observation of Defects
Theta represents the value of non-observation for faults that still exish withi
system. The inference for the posterior distributions was determined. edmevalues

for Theta at each phase of testing are presented below in Figure 4-6.
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Figure 4-6: Rate of Observation of Defects

The value of theta increases steadily throughout testing. This is consistenhat
could be expected, indicating that the “easier” defects are found and removedneharly, a
that even for the defects that remain in the system, the chance of uncovering them

reduces with each discover of a defect.
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4.5.2.4 Stage Reliabilities
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Figure 4-7: Stage Reliabilities After Each Test Phase

Figure 4-7 illustrates the posterior mean values of stage rilegbds well as the
overall system reliability measured at the completion of each testigg. sit
demonstrates that while the overall reliability remains fairly condtaotigh the later
testing phases, the reliability for a given stage might not meet eeggmts even thought
the system does. For example, if the overall requirement is .85, and each stage
requirement is therefore .96, the overall system meets the requirementagbstzsand

3 do not for many of the later phases.
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Figure 4-8: Stage Reliability History

Figure 4-8 presents the posterior mean values of the stage rédisiailit! total
system reliability with complete set of data looking back from the end of¢heytle.
Based on the large number of defects ultimately discovered in stage 2g8& st

reliability is significantly less that others as well.
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CHAPTER 5 - CONCLUSIONS AND RECOMMENDATIONS

5.1 Conclusions on Bayesian Modeling of Multi-stage System

The historical data set reveals the actual number of discovered faultsigwthe
system as 32. This is significantly higher than either of the two sets used toinketien
prior distribution. The effect of this increase was further complicated bytilkes sé
four successes in test phase two. This pointed toward a highly reliable sysjeom éar

the life cycle of a system that ultimately revealed a sigmficamber of fault modes.

5.1.1 Stopping Rules
Predictive results suggested that a string of successes would produce dlaredica
reliability. Our inference results demonstrated that this could be true iriles sf
successes is completed after some minimum amount of testing. In the ttase of
four successes that were reached while the system was still in DTyteer®t enough
data to support the required level of reliability. All stopping rules were reackad ah

schedule, based on the total number of defects present in the system.
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5.1.2 Fielded Reliability
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Figure 5-1: Comparison of Reliability During Test and After Compleion

Figure 5-1 shows a plot of the current reliabilities of the system at theleton of
each phase of testing was well as the reliabilities at each phasatealdyy the
inference model with the complete set of historical data, i.e. after test phadt can be
seen that the overall reliability if predicted very optimisticallptighout the early stages
of the life cycle. Potentially failure modes that were instituted were not 10feeétivee,
this would be another area where a program proceeding through its life cycle could use

expert judgment to increase the accuracy of the predictions.
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5.2 Value to Program Manager
Overall, the study provides interesting insight to the dynamics of utilizayg®8an

Inference for a DoD weapon system. The predictive model and simulation wouldaallow
new program to use all available data to determine appropriate prior pasafoetee

new system. Data available for this determination include prior systentsactor

estimates, fault mode analysis and other engineering data. Walls, Qandl&yasich

(2006) suggest that the number of failure modes can be estimated through emgineeri
judgment through the identification of concerns as potential modes. An initial
distribution of the expected number of faults in the system can be developed. A
simulation similar to that produced in Chapter 3 can then be run for all possible numbers
of defects. The distribution of defects and the simulation results allow the program
manager to make probabilistic statements about requirements for rgligkolith in the

new system.

The inference model developed in Chapter 4 then allows the program to update their
predictions with the addition of every data point. For the production of useful results,
this process requires not only just the test results but also a full analysié efveat for
all applicable data that can be gleaned. Our results underscore the need foedontinu
expert judgments and opinions into the reliability evaluation process, through nsechani
that already exists. The lack of reliability of a single shot systenm@waconfiguration
has required analysis by experts, especially in the area of safgtgistizat could be
utilized in this fashion. Updated predictions can then be made to all values ot interes
allowing proper allocation of resources as the program proceeds through thegbhlases

life cycle.
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5.2 Recommendations for Further Research

The model that was developed here assumes that after a fault mode has been
identified, that failure mode is entirely removed from the system this shouddased in
further analysis. Most reliability growth models are based on the assuntimeit
reliability rates increase with the removal of fault modes. In reatitgight be more
practical to assume that some improvement is made in the frequency with which tha
failure mode will occur, but it won’t actually be completely removed. Itis comm
practice in the DoD to utilize a board of experts to analyze all design cHangest
such an evaluation especially if the change has safety implications. iFhtse a
chance that the design change fails to remove the fault or worse yet, introdudaslhe
modes into the system. Nichols (1996) examined a methodology for testing to see if
reliability growth occurred rather that just assuming that it did. That melkbgy for use
with a Bayesian Framework would be very applicable to continued work on this problem
and could provide more realistic estimates for the predicted reliability opdated
configuration.

The model that was used assumes that the discovery rate for each stagatioinoper
was the same across an event. Varying the theta values by stagéheattaeross the
entire system would represent a logical next step in this analysis. Thikatsade
assumes that the chance of discovery for each fault mode is equal. ThespHrers)
assumptions in that is can be realistically assumed that some defectseaeasigr
uncovered and other fault modes are deeply hidden. If the fault mode is unique to a set of

circumstances, the chance of them being revealed is much lower. Gaver&G83)l
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examined the effects of differing theta values by stage on the discoveryefigfests
and the effects on reliability in a sequential system.

After the completion of development testing, a single shot system typocatigeds
through operational stages concurrent with a continued operational testing prodgram. A
test failures are analyzed to determine the failure mode that caugaiiutteeand a
redesign is triggered with the goal of removing or reducing the offendingeariode
from the system. So for a single shot system the system proceeds through seve
operational stages that mirror the development process. Through a simplervafia
the likelihoods, these operational data points can be included in the reliabilignicder
calculations.

Wolman (1963) was the first to introduce two classes of failures in the examioéti
reliability growth modeling. These two classes of failure have been labéiee i
things, but essentially represent a failure that would not be removed fromtéra.sys
Either because it cannot be removed, i.e. wind weather, etc. or because it would be so
prohibitive to remove it that decision is made to leave it in place. Mazzuchi and Soyer
(1992, 1993) presented a model that accounted for the presence of these in a Bayesian
update model. This methodology could be developed into this model, to more accurately
model the reality test data.

The model used here uses standard distributions based on assumptions to model the
overall system, and then assignment of those failure rates to stages abopdfamore
specific models of each stage exist, that those models could be incorporated into the
modeling of the failure modes in operations stages. Specific Data friome fanode

analysis efforts could also help refine the accuracy of the system.model
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APPENDIX A - WINBUGS MODEL

Model {
#prior distributions

p[1:4] ~ ddirch(alpha[1:4])
lambat~dgamma(c,d)
theta~dbeta(a,b)
Ntotal[1]~dpois(lambat)

para[l]<-lambat*p[1]
para[2]<-lambat*p[2]
para[3]<-lambat*p[3]
para[4]<-lambat*p[4]

N1[1] ~dpois(para[1])
N2[1] ~dpois(para[2])
N3[1] ~dpois(para[3])
N4[1] ~dpois(para[4])

#Likelihood

for (iin 1:32) {

probfail[i] <- (1-pow(theta, Ntotalli]))
currel[i] <-1-probfail[i]
predrel[i]<-pow(theta, Ntotal[i+1])
Ntotal[i+1]<-Ntotal[i]-1

# Predicted faults remaining
N1[i+1] <-N1Ji] - Dstages][i,1]
N2[i+1] <-NZ2Ji] - Dstages][i,2]
N3[i+1] <-N3[i] - Dstages]i,3]
N4[i+1] <-N4Ji] - Dstages][i,4]

#stage reliabilities

stagel[i]<-pow(theta, N1[i])
stage2[i]<-pow(theta, N2[i])
stage3[i]<-pow(theta, N3[i])
stage4[i]<-pow(theta, N4[i])

Dzeroli] ~ dnegbin(probfail[i], 1)
Dstages][i,1:4] ~ dmulti(p[1:4],1)

}
}

Data = list(a=55.9, b=20.1,c=2 d=.1, alpha=c(.08, .12, .4, .4),
Dzero=c(0,4,0,2,0,3,0,0,10,2,2,2,1,0,2,6,3,0,2,0,1,2,0,1,3,0,1,0,2,3,1,0,13),

Dstages=structure(.Data = ¢(0,0,0,1,
0,0,0,1,
0,0,0,1,
1,0,0,0,
0,0,1,0,
1,0,0,0,
0,0,0,1,
0,1,0,0,
0,0,0,1,
0,1,0,0,
0,0,1,0,
0,1,0,0,
0,0,1,0,
1,0,0,0,
1,0,0,0,
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0,1,0,0,
0,0,1,0,
0,1,0,0,
0,1,0,0,
0,0,1,0,
0,1,0,0,
0,1,0,0,
0,1,0,0,
0,1,0,0,
0,0,1,0,
0,1,0,0,
1,0,0,0,
1,0,0,0,
0,0,1,0,
0,0,1,0,
1,0,0,0,
1,0,0,0),
.Dim=c(32,4))

73



