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Abstract of Praxis

A Game Theory Based System to Defend Against Multimedia Message Service
Phishing

Social engineering attacks are unique from other forms of cyber intrusion because
their success is based on human factors that are not easily translatable to traditional
cybersecurity defense measures. By manipulating human behavior, attackers can gain
access to confidential data and systems. Phishing — a prominent form of such an attack -
is an exponentially increasing threat that continually evolves to lure new victims, with
millions of scam e-mails, texts, voice calls, and messages being sent yearly. This research
introduces a novel system to prevent successful phishing attempts in text messages for
phones and other applications. The system developed incorporates game theory principles
into modified Naive Bayes and machine learning techniques. This system was tested for
accuracy and speed alongside popularly ranked anti-phishing applications for Android by
using a set of English-language based messages and phone numbers. The results show
that the proposed system achieved accuracy of approximately 99% while the competitors
had mean accuracy rates ranging from 91% to 86%. Similarly, the game theory system
had mean detection response speeds of approximately 32 milliseconds while the
competitors showed mean speeds ranging from 43 to 99 milliseconds. The study’s results
show that the proposed game theory system has higher accuracy and speed than that of
competitors showing promise in the use of game theory in training and deployment. This

study can be used to create future anti-phishing models in a variety of settings.
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Chapter 1—Introduction

1.1 Background

Social engineering attacks can be defined as the manipulation of human behaviors
to target a system’s weakness (Mouton, Leenen, & Venter, 2016). These attacks can be
differentiated from other types of cyber intrusion as their success is reliant on human
factors that are not easily translatable to traditional cybersecurity defense measures. By
manipulating human behavior, attackers can gain access to confidential data and systems.
As technology continues to play a larger role in our lives, social engineering-based
intrusions will also continue to persist and evolve exploiting human behavior and gaining
control of the technological framework of modern society.

There are multiple types of social engineering attacks with phishing representing
one of the most successful forms. They typically begin with a scam message that lures a
victim into a trap that can allow the attacker to gain access to their system or to sensitive
data (Siddiqi, Pak, & Siddiqi, 2022). Phishing is an exponentially increasing threat that
continually evolves to lure new victims, with millions of scam e-mails, texts, voice calls,
and messages being sent yearly (Siddiqi, Pak, & Siddiqi, 2022). The COVID-19
pandemic saw a rise in multimedia message service (MMS) and short message service
(SMS) phishing campaigns that masqueraded as reputable organizations to gain access to
private information and resulted in the theft of thousands of victims’ online and financial
credentials (Al-Qahtani & Cresci, 2022).

Due to the persistent nature of phishing attacks, conventional cybersecurity

methods have not been successful in diminishing their impact. These methods typically



focus on user awareness and education in combination with filtering or spam detection
software. User awareness and education focuses primarily on equipping individuals with
the necessary knowledge and skills to identify and avoid falling prey to phishing scams.
Companies and organizations conduct regular training sessions, workshops, and
awareness campaigns to educate their employees about the risks associated with phishing
attacks. User awareness and education emphasize the importance of scrutinizing emails,
messages, and websites for signs of phishing. Individuals are taught to look out for
suspicious email senders, grammatical errors, misspelled website links, and requests for
personal or financial information (Siddiqgi et al., 2022). By increasing user awareness,
organizations attempt to reduce the effectiveness of phishing attacks and empower
individuals to make informed decisions regarding their online activities.

In contrast, game theory can be used to provide reliable defense, timely action,
and distributed solutions using proven mathematics that account for the unknown
behavioral factors of phishing and other social engineering-based cyber-attacks (Do et al.,
2017). By defining the interactions amongst attackers, defenders, and victims as strategic
to maximize their own interests, game theory has been used, most notably in economics,
and in various other fields, to provide a methodical approach to address both human and
technical factors (Gibbons, 1997).

This praxis applies game theory attributes and algorithms towards a phishing
detection system to determine whether game theory provides an alternative defense to

social engineering-based cyber-attacks that is more effective than existing solutions.



1.2 Research Motivation

Socially engineered cyber intrusion attacks have become increasingly prevalent
in modern society. Phishing attacks, particularly those facilitated via MMS systems
represent a particular persistence, and ubiquitous threat causing billions of dollars in
economic harm, and incalculable social damage.

The particularly tenacious nature of phishing limits feasibility of conventional
cyber security measures, necessitating an alternate approach. Creating a different
methodology that can provide a reliable and timely defense, utilizing known
mathematical methods to counter the unknown and constantly changing behavioral
factors of phishing is a worthwhile endeavor that has the potential for both great financial
and social rewards.

1.3 Problem Statement

MMS phishing attacks are a persistent and exponentially increasing threat that

targets sensitive information, causing significant financial losses with $10 billion lost in

the US through text phishing alone.

There have been multiple instances of phishing attacks that have resulted in
significant financial losses. A recent report on phone scams has found that text phishing
alone has resulted in over $10 billion lost in the United States (Teltech, 2021). Many anti-
phishing systems do not focus on phishing attacks that target cell phones or instant
messaging services. With the increased reliance of cell phones and the rise of social

media, phishing attacks that utilize MMS to trick victims are an increasing problem.



1.4 Thesis Statement

Game theoretic-based strategies will reduce the number of successful MMS
phishing attacks by a projected 5% while also performing 5% faster as compared to
currently available screening programs when incorporated into cyber detection and
defense programs.

Use of game theory-based strategies can be utilized to significantly improve the
detection of phishing attacks without sacrificing the accuracy or speed of existing
solutions that rely on strategies like complex security protocols and user awareness and
education. By analyzing the possible strategies and outcomes, defenders can anticipate
the actions of adversaries and identify optimal countermeasures to thwart phishing
attacks. This proactive approach improves the overall security posture against phishing
attacks.

1.5 Research Objectives

The goal of this praxis is to build and test an MMS phishing detection system that
utilizes game theoretic principles to improve overall effectiveness in phishing detection.
To achieve this, the primary objectives of this research are as follows:

e To evaluate MMS phishing detection systems and determine what attributes can
be improved to assist in phishing detection.

e To identify game theoretic algorithms that can contribute to improving MMS
phishing detection.

e To build and test a game theory-based MMS phishing detection system that

improves detection effectiveness, accuracy, and speed.



1.6 Research Questions and Hypotheses
The following three research questions were used to guide the creation of the
proposed system and the analysis of its effectiveness in comparison to existing systems
and methods used to address MMS phishing:
RQL1: Is the game theory system more accurate detecting and reacting to MMS
phishing attacks compared to existing MMS anti-phishing systems?
RQ2: Is the game theory system faster in detecting and reacting to MMS phishing
attacks compared to existing MMS anti-phishing systems?
RQa3: Is the game theory system faster and more accurate in detecting and
reacting to MMS phishing attacks compared to existing MMS anti-phishing
systems?
The following three hypotheses were tested to address each of the research questions
listed above, respectively:
H1: The game theory system will detect and collect data on MMS phishing
attacks on the system with 5% more accuracy compared to existing MMS anti-
phishing systems.
H2: The game theory system will detect and collect data on MMS phishing
attacks on the system 5% faster compared to existing MMS anti-phishing systems.
H3: The game theory system will detect and collect data on MMS phishing
attacks on the system 5% faster and with 5% greater accuracy compared to

existing MMS anti-phishing systems.



1.7 Scope of Research

The scope of the research is to evaluate the effectiveness and speed of a game
theory-based MMS phishing detection system compared to three existing MMS phishing
detection systems. The determination of relative superiority will be derived from
comparisons of key benchmarks of the commercially available systems as compared to
the game theory-based model.

Additionally, the study focuses on the comparison of the game theory-based
model against competitors that are available on Android devices to maintain simplicity
for proof-of-concept. This does not necessarily mean that the competitors are not
available on other operating systems, but that the competitors were accessed through the
Google Play Store. Ultimately, the game theory-based program is adaptable to most
operating systems, and the efficacy of program itself is not dependent on the operating
system of the competitors.

1.8 Research Limitations

The research is limited to a sample of publicly available 5574 spam and non-spam
MMS and SMS messages found in a combination of message corpuses and datasets
found online from 2006 to 2023. The messages are all English-based and all phone
numbers used to send and receive messages are formatted to follow to United States
phone protocol. Financial limitations are present in the need to access the emulator used
in the testing. This limitation would not be a factor in commercial usage.

Additionally, the competitor Android applications tested in comparison to the
created program were run in an emulator that utilizes x86 processor architecture for its

virtual devices. However, it should be noted that the competitor applications may be



optimized to run in advanced reduced instruction set computer (RISC) machine (ARM)
architecture. Official documentation on the differences in emulator versus real device
performance metrics is not provided in emulator documentation nor commercially
available. As such, the results stated in this praxis are in relative terms through running
all applications in x86 processor architecture. Further discussion on this matter can be
found in the methodology regarding the use of the emulator.
1.9 Organization of Praxis

This praxis is organized into the following five chapters:

e Chapter 1 provides an introduction and overview of the background of the praxis
topic and the problem and its significance. It discusses the corresponding thesis
statement, research objectives, research questions, hypothesis, scope, and
limitations.

e Chapter 2 provides a review of the literature in the field of the praxis topic. It
presents an overview of previous research and work that were used to identify
both gaps in current research on the topic and the application of methodological
techniques used for this research.

e Chapter 3 provides a detailed overview of the methodology of how the research
was conducted to address the problem. It covers specifics on the datasets used,
how the data was cleaned and pre-processed, system creation, and model training
and testing.

e Chapter 4 presents the results of the research conducted. It discusses the outcome
of applying the methodology and how the results compare to the praxis

hypotheses.



e Chapter 5 concludes the praxis by summarizing the research done and the
practical relevance of the results of the research. It also discusses the

contributions of the research and possible future research directions.



Chapter 2—L iterature Review

2.1 Introduction

This chapter offers an in-depth exploration of the core principles behind social
engineering, phishing, and game theory. It emphasizes their crucial roles and far-reaching
implications in the realm of cybersecurity.
2.2 History of Communication and Social Engineering

The history of communication is a testament to humanity's relentless pursuit of
efficient and effective ways to interact with one another. Over millennia, people have
employed various methods to transmit information, from ancient cave paintings to the
invention of writing systems, the printing press, telegraph, telephone, and eventually,
modern-day electronic communication. Within this context, the development of
communication channels has also provided fertile ground for social engineering attacks,
which have evolved over time, culminating in the prevalent threat of phishing and other
common social engineering attacks faced by individuals and organizations today.

Throughout history, social engineering attacks have exploited the fundamental
human inclination to trust and help others. This psychological vulnerability has been
exploited through various means. In the ancient days, messages were often carried by
trusted messengers, but even during these times, there were instances of messengers
being intercepted or deceived. For example, early spies would replace wax seals on
important messages to gain unauthorized access to information (Kahn, 1996).

Most famously, the Trojan horse exemplifies the ingenuity and historical

effectiveness of social engineering techniques. The Trojan horse's roots can be traced



back to ancient Greece during the Trojan War, a conflict between the Greeks and the
Trojans (Mitnick Security, 2023). Unable to penetrate the impregnable walls of Troy, the
Greeks devised a cunning plan to enter the city. They constructed a giant wooden horse,
concealing a select group of soldiers within its hollow belly. The Greeks then presented
the horse as a gift to the Trojans, exploiting their trust and curiosity. The Trojans,
unaware of the concealed danger, welcomed the Trojan horse into their city. Under the
cover of darkness, the hidden soldiers emerged from the horse, opening the gates of Troy
for the Greek army, which had returned after feigning retreat (Mitnick Security, 2023).
This strategic ploy led to the fall of Troy and ultimate victory for the Greeks.

The Trojan horse illustrates how effective communication played a crucial role in
the success of the social engineering attack. The Greeks strategically employed deceptive
communication strategies to influence the Trojans' decision-making process. They crafted
a narrative that aligned with the Trojans' values and interests, leveraging their desire for
peace and reconciliation after years of conflict. The persuasive communication skills of
the Greeks convinced the Trojans that accepting the wooden horse would bring harmony
and an end to the war. As a result, the Trojans unknowingly allowed their enemy to gain
entry, leading to their downfall.

As communication methods advanced, so did the tactics employed by attackers.
In the late 19th and early 20th centuries, with the advent of the telephone, social
engineering attacks evolved to exploit trust over the airwaves. Fraudsters would intercept
phone calls, pretending to be someone they knew or an authoritative figure, to elicit

sensitive information or manipulate the situation to their advantage (Kahn, 1996).
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Nevertheless, it was the proliferation of the internet in the late 20th century that
paved the way for a significant increase in the scale and complexity of social engineering
attacks (Wang et al., 2020). The internet facilitated near-instantaneous communication
across vast distances, and with it came the rise of social engineering attacks. While
technology has provided countless opportunities and convenience, it has also presented
new avenues for exploitation.

2.3 Social Engineering

Social engineering (SE) refers to the manipulation of individuals or groups to gain
access to information or elicit specific behaviors from the victim (Greavu-Serban &
Serban, 2014). This technique has been employed for centuries, predating computers and
modern technology with historical accounts revealing instances where social engineering
was utilized strategically, such as baiting enemies in war with false attack plans to
deceive and trap them (Kamruzzaman et al., 2023). In the context of cybersecurity, SE
attacks exploit human vulnerabilities to breach systems (Wang et al., 2020). Despite
advances in technology and the automation of many systems, no computerized system
operates independently of human factors. This is because humans are responsible for
creating, maintaining, and providing information for these systems (Greavu-Serban &

Serban, 2014).
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Figure 2.1
The Social Engineering Attack Cycle

Research on
the Victim

Malicious Developing

Execution to Trust with the
Gain Access Victim

Exploiting the
Victim's Trust

Kevin Mitnick, a renowned security consultant, describes the SE attack cycle as
consisting of four phases: victim research, developing trust, exploiting that trust, and
using the victim's information or behavior for the attacker's malicious purposes (Mouton
et al., 2016). Attackers employing social engineering techniques resemble guerilla
warfare tactics; they camouflage their actions and carefully choose their moment to
strike, operating discreetly to catch victims off guard (Yasin et al., 2019). This method
makes it challenging for the victim to be aware of the impending threat.

SE attacks can be categorized as human-based or software-based. Human-based
attacks capitalize on physical human error, while software-based attacks exploit digital
human error (Kamruzzaman et al., 2023). Physical human errors may include allowing
unauthorized individuals into secure premises without proper identification. Software-

based errors, on the other hand, often involve victims falling prey to deceptive emails or
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clicking on unverified links. Psychological factors, such as the victim's personality traits
and situational analysis, also influence susceptibility to SE attacks (Uebelacker & Quiel,
2014).

In the context of cybersecurity, victims' diminished perception of risk, combined with
emotional aspects of the SE attack, often impede their ability to critically analyze the
situation. This distraction allows attackers to gain unauthorized access to sensitive
information and computer systems, potentially leading to privacy invasion, fraud, or
damage to vital assets (Workman, 2007).

Ultimately, social engineering is a manipulative tactic that exploits human
vulnerabilities to breach cybersecurity. By understanding the methods employed by
attackers and implementing preventive measures, individuals and organizations can better
protect themselves against SE attacks. Increasing awareness, conducting training
programs, and implementing robust security protocols are essential steps in mitigating the
risks associated with social engineering in the digital age.

2.4 Phishing

Phishing has become a prominent type of social engineering attack in the digital
landscape. Phishing refers to a deceptive act of impersonation aimed at gaining
unauthorized access to computer systems or sensitive information from unsuspecting
victims (Lastdrager, 2014). Phishing attacks typically follow a three-phase process. The
initial phase involves the attacker identifying and contacting potential victims. This can
be done through various means, including email, instant messaging, or phone calls. The
second phase revolves around convincing the victim to perform a suggested action, such

as revealing sensitive information or clicking on a malicious link. Finally, in the third
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phase, the attacker gains unauthorized access to the victim's system or exploits the stolen
information for personal gain (Hong, 2012).

Figure 2.2
Phishing Text Message Example (Meyers, 2022)

fext Me

Today 11:

Postal Notice - You have a package
that needs to be delivered, but it

has been suspended due to an
incorrect delivery address.

There are multiple types of phishing depending on the methods of attack and
victimization. The most common type is deceptive phishing where the attacker
impersonates a legitimate entity, such as a bank or a popular online service, in order to
trick the victim into sharing confidential information (Bhavsar et al., 2018). However,
there are other forms of phishing attacks as well. Spear phishing involves analyzing
wireless protocol activities to exploit vulnerabilities. On the other hand, clone phishing
manipulates previously authorized information or access. Whaling targets high-profile
individuals by gathering publicly available information, and link manipulation is utilized
to mask malicious website links. Voice phishing, also known as vishing, employs
impersonation techniques during voice calls to extract sensitive information (Bhavsar et
al., 2018).
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Figure 2.3
Types of Phishing Attacks

Ma|| ¢ Email

e Physical Letters

e Text Messaging

M essa g| ng * Social Networking Sites and Applications

e Instant Messaging Platforms

Ca”S ¢ Phone Calls

* Voice of Internet Protocol (VolIP)

While email remains the most well-known platform for phishing attacks, these
malicious activities can occur on various other platforms as well. Social networking sites,
instant messaging platforms, text messages, phone calls, and voice over internet protocol
(VolP) calls are also targeted by phishing attackers (Hong, 2012). Mirroring the look and
linguistics of official or regular correspondence, the attackers often exploit the trust and
familiarity associated with these platforms to deceive unsuspecting users and gain access
to their personal information or computer systems. Moreover, phishing does not solely
target individual users. In fact, retailers, internet service providers, social networks, and
other prominent brands have all been victims of phishing. Companies such as Microsoft,
Apple, WhatsApp, Facebook, Amazon, and Netflix have either been impersonated or
directly attacked by phishing threats (Alkhalil et al., 2021). These attacks can severely

damage a company's reputation and lead to significant financial losses.
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Despite the prominence of phishing, both technical and non-technical experts fall for
the attack depending on the perceived legitimacy, urgency, or appeal of the message (Jari,
2022; Sing et al., 2020). While studies have shown that cybersecurity knowledge and
self-efficacy make users less susceptible to being compromised, phishing messages that
have high similarity to non-phishing messages are not as likely to be detected by victims
especially when users are less aware of the implications of certain features like link or
sender mismatch (Baki & Verma, 2015; Singh et al., 2020; Verkijika, 2019). Typically,
users rely on the perceived legitimacy of the sender and the content to determine the
authenticity of a message. Attackers take advantage of this vulnerability by mimicking
the sender's information and utilizing spoofed messages and websites that closely
resemble legitimate ones (Dhamija et al., 2006; Salahdine & Kaabouch, 2019). This
deception increases the chances of users unknowingly divulging sensitive information or
falling prey to malware.

2.5 Impact of Phishing Attacks

Even though phishing does not have a guaranteed success rate, it remains a
substantial threat to millions of users worldwide each year. The potential for substantial
harm to victims remains, even with low success rates (Oest et al., 2020). This issue is
further exemplified through the rising number of reported phishing attempts worldwide.
For instance, in France alone, there were approximately 80,000 reported phishing
attempts in 2014, reflecting a staggering 50% increase from the previous five years
(Ferreira & Lenzini, 2015). The impact of phishing attacks extends beyond a single
country's borders. In the United States, phishing scams are among the top five

cybercrimes reported in 2021. Individual victims of these scams have suffered an average
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loss of $225 United States dollars (USD) (Sharif & Mohammed, 2022). Furthermore, the
financial repercussions are not limited to individual victims, but also impact entire
nations. The United States alone suffers an annual loss of at least $20 billion USD due to
spam and phishing attacks (Hong, 2012; Rao & Reily, 2012). The Verizon Data Breach
Investigative Report indicates phishing and other social engineering type intrusions
represent up to 17% of data breaches and 10% of total incidences with median assets
stolen increasing over previous years to $50,000. (Verizon, 2023). These immense
figures highlight the widespread and costly nature of phishing attacks. However, the
consequences of phishing attacks are not solely financial. Organizations that fall victim to
or are impersonated for phishing schemes face several non-monetary repercussions. One
such repercussion is the tarnishment of image and brand reputation, which can have far-
reaching effects. When an organization's integrity is questioned due to a successful
phishing attack, patrons may lose trust, leading to a decline in patronage, trade, and
overall competitiveness. Consequently, organizations find themselves trying to restore
their reputation and regain the trust of their consumers (Okpa et al., 2020). Phishing
attacks have been shown to pose a significant threat to individuals and organizations
worldwide. Although the success rates of these attacks may not be absolute, the
prevalence of these attempts, as the second most common form of all social engineering
intrusions, and the year over year increase in their total numbers is indicative that the
potential harm they can cause remains substantial. This pattern of continually increasing
intrusions over recent years, in terms of both relative numbers as well as percentage of

breaches can be seen in figures 2.4 and 2.5 respectively. While figure 2.6 shows the
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percentage of phishing attempts as compared to other common social engineering based
methods (Verizon, 2023).

Figure 2.4
Patterns Over Time in Incidents (Verizon DBIR 2023)
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Figure 2.6
Action Varieties in Social Engineering Incidents (Verizon DBIR 2023)
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2.6 Current Anti-Phishing and Spam-Filtering Techniques

Countermeasures for phishing attacks encompass various strategies aimed at
mitigating the risks associated with these malicious activities. These countermeasures can
be broadly categorized into three types: improving user awareness, legislative and policy-
based solutions, and technical solutions (Alkhalil et al., 2021). By implementing these
measures, individuals and organizations can significantly enhance their ability to detect
and respond effectively to phishing attacks, ultimately safeguarding sensitive information
and reducing potential harm.

Improving user awareness is a crucial aspect of combating phishing. Research has
consistently shown that enhancing users' understanding of phishing scams is an effective

way to increase their ability to identify and avoid falling victim to such attacks (Alkhalil
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et al., 2021; Sheng et al., 2007). Organizations can play a pivotal role in this regard by
providing comprehensive cybersecurity education and training programs to their
employees. These initiatives can include informative sessions, workshops, and interactive
games designed to teach safe cybersecurity practices and instill a security-conscious
mindset in users (Alkhalil et al., 2021). A study conducted by Kavrestad et al. further
supports the efficacy of training programs in improving phishing detection abilities
(2022). The research found that participants who underwent either contextual or game-
based training demonstrated significantly enhanced capabilities in identifying phishing
attempts as compared to those in the control group. These findings underscore the
importance of incorporating user education and training as an integral part of any anti-
phishing strategy.

In addition to improving user awareness, well-defined organizational and legislative
policies can be effective in curbing successful phishing attacks. Organizations should
establish explicit guidelines and procedures regarding software, network, and device use
to minimize vulnerabilities that could be exploited by attackers (Alkhalil et al., 2021).
These policies should also address the privileges and access to critical information and
infrastructure, ensuring that individuals have appropriate levels of authorization.
Legislation and regulations also play a significant role in combating phishing attacks.
Imposing legal penalties for perpetrators can act as a deterrent, creating heightened risks
for attackers and reducing the incidence of such attacks (Alkhalil et al., 2021; Siddiqi et
al., 2022). By holding individuals accountable for their malicious actions, the legal
framework establishes consequences that discourage potential attackers from engaging in

phishing activities.
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Existing technical solutions employ a diverse range of methods to assess the features
of phishing attacks, whether through content-based, non-content based, or hybrid
evaluations (Abayomi-Alli et al., 2019). Content-based detection techniques can be either
direct, analyzing the content of the message directly, or collaborative, where a group of
users share information on spam messages and generate signatures from known phishing
content (Delany et al., 2012). These content-based detection methods also often look at
the sender or contents of the phishing message including the use of contact blacklists and
text analysis (Christina et al., 2010).

Nevertheless, it has been discovered that the utilization of blacklists in combating
phishing campaigns has proven to be only partially effective. This is primarily because
such campaigns often manage to evade detection within the datasets of blacklists.
Furthermore, the irregular and independent updating of blacklists poses a significant
challenge as it hampers their efficiency and effectiveness in addressing emerging threats
(Sheng et al., 2009). Moreover, it is important to acknowledge that openly sourced
blacklists encounter challenges pertaining to the transparency of data curation and
sanitation. These issues can potentially lead to instances of mislabeling or
misclassification (Feal et al., 2021). Text analysis of spam and phishing attacks primarily
uses black- and whitelists of words, language heuristics, and statistical classifications
(Subramaniam et al., 2010; Zhang et al., 2004).

Unlike content-based methods, non-content based phishing countermeasures analyze
other features of the attack whether the attack occurs in either the access or service
provider layer of the platform, network features, message size, timing, and frequency of

the attack (Abdulhamid et al., 2017; Eshmawi & Nair, 2019; Xu et al., 2012). Lastly,
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countermeasures that are based on a hybrid approach aim to thoroughly analyze both
content and non-content-based features of phishing attacks. By incorporating this
comprehensive analysis, these countermeasures strive to offer a more resilient and
effective defense against such malicious activities (Abayomi-Alli et al., 2019).

In the realm of combating phishing attacks, machine learning (ML) has emerged as a
prominent and formidable tool. It encompasses a range of techniques such as deep
learning, reinforcement learning, and natural language processing (NLP), which are
widely employed in anti-phishing applications (Siddiqi et al., 2022). Both content-based
and non-content-based countermeasures leverage the power of ML to effectively identify
and neutralize phishing threats. A study of the performance of various ML algorithms
such as Decision Tree, Logistic Regression, Support Vector Machine (SVM), Multi-layer
Perceptron, Random Forest, and Gradient Boosting on SMS spam detection on textual
message data found varying accuracy with Gradient Boosting being the best performing
algorithm with an accuracy of 98.06% (Alzahrani & Rawat, 2019). Gradient boosting
creates an ensemble of prediction models iteratively by minimizing the losses at each
step. It starts by fitting a simple model to the data, and then in each subsequent iteration,
the algorithm fits another model to the pseudo-residuals of the previous model. The goal
is to reduce the errors by gradually improving the predictions, but the model can be prone
to overfitting as the model becomes more complex and requires more time and resources
than simpler algorithms (Bentéjac et al., 2021).

Another study analyzed the effectiveness of ML algorithms including Naive Bayes,
Term Frequency — Inverse Document Frequency (TF-1DF), k-Nearest Neighbor (k-NN),

and SVMs (Bhowmik & Hazarika, 2018). This study found that SVMs are ranked as one
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of the best supervised learning algorithms, as they provide superior generalization
performance, require less examples for training, and can tackle high-dimensional data
with the help of kernels. On the other hand, k-NN — which evaluates how many neighbor
factors are nearby to determine classification - had the worst performance out of all
(Bhowmik & Hazarika, 2018).

SVMs are a powerful machine learning technique that operates by mapping the
feature vectors, which represent the training data, into a feature space. This
transformation was achieved through the utilization of a kernel function, which can be
either linear or non-linear in nature. The resulting feature space facilitated the generation
of an optimal separating hyper-plane, which serves as an effective boundary for
distinguishing between spam and non-spam emails. This method has been proven to be
highly effective in the study conducted by Bhowmik and Hazarika in 2018.

The same study also found that while Naive Bayes can be effective dimensionality
reduction influences the accuracy of Naive Bayesian spam filters (Bhowmik & Hazarika,
2018). The Naive Bayes classifier is one of the most common methods for automatic
spam filtering and has been demonstrated to be surprisingly effective compared to more
advanced techniques (Wei, 2018). Naive Bayesian classification works by computing the
probabilities of every term in the message being spam or legitimate and combining these
probabilities to produce an overall estimate of the probability of the message being spam
or legitimate. The Naive Bayesian classifier applies the Bayes Theorem to assume that
the presence of a term in a message is independent of the presence of other terms in that

message. (Androutsopoulos et al., 2000).
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NLP can be defined as the theoretically based set computational techniques for
analyzing texts to achieve human-like language results (Liddy, 2001). An in-depth
analysis of NLP-based spam filtering methods concluded that NLP-based spam filtering
is an effective approach to counter spam in various approaches such as content-based
analysis, header-based technigues, and method-based approaches but that hybrid
techniques that combine multiple approaches could produce better results (Garg &
Gidhar, 2021).

Despite the demonstrated effectiveness of machine learning-based approaches,
extensive research has revealed that preprocessing the data prior to extracting features
and classifying the labeled data plays a pivotal role in optimizing the overall
effectiveness of machine learning algorithms for spam filtering. This crucial step ensures
that the input data is appropriately cleaned and organized, thereby enhancing the
accuracy and efficiency of ML applications in this domain (Kaliyar et al., 2018).

As phishing attacks have become increasingly sophisticated, traditional detection
training and techniques have been shown to be insufficient in properly combating these
evolving threats (Alkhalil et al., 2021). Although current countermeasures play a
significant role in mitigating the impact of phishing attacks, studies have indicated that
the initial success rate and the number of compromised users remain substantial due to
various factors, such as timing and implementation. For instance, research demonstrated
that browser-based countermeasures and warnings were only able to decrease the ratio of
compromised users by 71.51% within the first hour (Oest et al., 2020). This figure,
although an improvement, still took up to seven hours for the ratio of compromised users

to fall within the 0-10% range (Oest et al., 2020).
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With the rising prevalence of phishing attacks extending beyond email platforms, it is
increasingly evident that existing solutions are inadequate, prompting the need for novel
approaches to detect these attacks with greater accuracy (Jain et al., 2020). The critical
need arises from the fact that phishing attacks have expanded to target new
communication mediums, including social media platforms, instant messaging
applications, and even voice-based assistance systems. Therefore, relying solely on
conventional detection methods is no longer effective in safeguarding users from these
constantly evolving threats.

To combat the ever-growing sophistication of phishing, it is imperative to develop
innovative and advanced detection mechanisms that can adapt to emerging trends. These
solutions should harness the power of technologies such as machine learning, artificial
intelligence, and data analytics to identify patterns, anomalies, and indicators of phishing
across multiple platforms. By leveraging these novel solutions, users can be better
equipped to protect themselves from the detrimental consequences of phishing,
safeguarding their personal information, financial resources, and sensitive data.

Additionally, in many cases, the techniques and solutions mentioned above are
primarily proposed or evaluated without being in actual deployment in publicly available
spheres (Abayomi-Alli et al., 2019). In the United States, billions of the text messages are
being sent each year with seventy-five billion text messages sent in just 2008 (Ceccucci
et al., 2010). However, there are a limited number of reliable anti-phishing or anti-spam
applications that can be used for text messages. A study by Naryan and Saxena found that
out of twelve of the top downloaded anti-spam applications on the Google Play store,

most of the applications had accuracy and precision of below 60% in correctly
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identifying spam and phishing messages (2013). While it is difficult to determine the
exact classifications used in these applications, many used various forms and
combinations of phone number blacklisting and content-based filtering (Naryan &
Saxena, 2013).
2.7 Game Theory and Cybersecurity

Game theory can be aptly characterized as a rigorous methodology employed to
thoroughly analyze scenarios involving multiple individuals making decisions. This
approach effectively models the intricate interactions between players, wherein each
participant endeavors to optimize their own personal gain or payoff, as extensively
expounded upon by Anwar et al. (2020). In cybersecurity, game theory holds value as it
facilitates the game-theoretical representation of cyber-attacks, guides decision-making
processes between cyber attackers and their targets, and aids in evaluating the
effectiveness of cybersecurity approaches by identifying and leveraging a game’s
equilibrium at which point no participant feels the need to change their strategy. As such,
game theory can effectively play a vital role in not only identifying but also mitigating
various cyber threats. By leveraging its capabilities, game theory can contribute to the
development of robust intrusion detection and prevention systems, thereby bolstering the
security infrastructure. Moreover, it has the potential to ensure secure multi-party
computation, enabling organizations to securely collaborate and share sensitive
information. Lastly, game theory can assist in enhancing network and system resilience
by formulating advanced security models that are capable of adapting to evolving threats

(Anwar et al., 2020).
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The analysis of spamming and phishing attacks can be approached through a game-
theoretic model, which takes into account the dynamics between service providers and
attackers. In the model representing this dynamic, service providers and attackers are
considered as players in the game, where their reputations play a crucial role in shaping
their strategies and determining their payoffs. By examining how reputation ratings and
other relevant factors influence the outcomes of this game, a deeper understanding can be
gained regarding the effectiveness of different countermeasures which can lead to an
improvement of spam control (Parameswaran et al., 2010). The inclusion of perturbation
and deception strategies has been shown to help protect sensitive data, such as improving
user privacy, assessing the efficacy of location-based services in protecting user location,
and utilizing differential privacy (Pawlick et al., 2019). According to a study conducted
by Aggarwal et al. in 2016, the strategic use of deception at the appropriate time can
affect the occurrence of attack and non-attack actions within a network. Furthermore, the
findings of this study also indicate that substantial quantities and delayed implementation
of deceptive measures significantly diminish the occurrence of malicious attack actions.
This implies that these measures effectively establish a strong deterrent effect, dissuading
potential hackers from targeting and compromising the network's security. Deception can
greatly impact dynamic risk mitigation by allowing defenders to actively mislead
attackers. Defenders can implement deception techniques such as honeynets, moving
target defense, obfuscation, and mix networks to send false information that can distract
attackers from their critical targets or waste their resources (Zhang et al., 2020).
Deception can also be used as an offensive approach for attackers to mislead defenders.

Overall, the limits of the effectiveness of a game theoretic model are primarily dependent
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on the tradeoffs that come with each technique and strategy (Pawlick et al., 2019; Zhang
et al., 2020).

In other parts of cybersecurity, game theory has been proposed or implemented. One
study proposed a Bayesian game theory-based solution to empower service providers to
maximize social welfare by employing incentives and pricing rules on network users. The
proposed solution assumed that the service provider and legitimate users gain
probabilistic knowledge about another user being malicious or not. This probabilistic
knowledge was then utilized to counteract malicious users present in the network by
employing Bayesian pricing and auction mechanisms to achieve Bayesian Nash
Equilibrium points (Dahiya & Gupta, 2020). Game theory has also been used in
protecting privacy by applying the game-theoretic approach to cryptography to guarantee
that participants keep using the designated service while preventing diversion by
employing an incentive mechanism (Do et al., 2017).

Game theory models have been used in combination with both traditional and
adversarial ML to produce robust learning techniques. Hybrid models that combine game
theory and advanced ML methods can implement a repetitive game methodology to
analyze cyber-attacks and identify behaviors and decision-making patterns of both
attackers and defenders (Jing, 2022). Traditional ML algorithms rely on independent and
identically distributed (i.i.d.) assumptions, which means that the data used to train the
system and the data on which the trained model runs the test are similar in their
distribution. As a result, traditional machine learning algorithms can learn from a set of
training data and can make accurate predictions for other datasets (Zhou et al., 2018).

However, in the case of adversarial machine learning, the adversarial agent intentionally
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manipulates the data during training to evade detection by the learning system, which
breaks the i.i.d. assumption, making it difficult for the learning system to generalize and
make accurate predictions (Zhou et al., 2018). Adversarial machine learning is designed
to create models that can detect and respond to adversarial attacks and still make accurate
predictions. This means that the adversary is regarded as an independent and strategic
player who aims to compromise or limit the performance of the learning system. In
contrast, traditional machine learning algorithms assume data is passive with no
adversaries to contend with (Zhou et al., 2018). In both techniques, Bayesian inference
can be used to predict the next steps in the game to produce appropriate countermeasures
and implement the best adaptable defense strategies for an organization (Jing, 2022).

Game theoretic analysis can be used to model the adversarial interactions between
players in cyber deception and to quantitatively characterize their strategic behavior and
incentives. By understanding the interactions between players in the game and the
incentives that drive their behavior, defenders can better anticipate and mitigate attacks
and attackers can better design effective incursions.

2.8 Competitor Programs

Many commercial programs promise to defend against text message-based
phishing. In particular, three competitors utilize many of the above-mentioned features at
varying costs, popularity, and availability to the public — Google Messages, Key
Messages, and Trend Micro.

The most prominent of the competitor programs is Google Messages with
millions of users worldwide (Google, 2023). Google Messages is the default messaging
application on many Android mobile devices and provides a range of features that are
designed to enhance user experience and improve the overall messaging process. While
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not specifically marketed as a spam-filtering application, it has a spam filtering system
built-in that can be enabled to detect and block unwanted messages. With an advanced
algorithm in place, the app identifies potential spam messages and moves them to a
separate spam folder. While the complete algorithm is not publicly available, factors such
as sender reputation, message content, and user feedback are all considered to establish
the authenticity of incoming messages (Google, 2023). This ensures that users are
shielded from potentially harmful unsolicited messages. In addition to spam filtering,
Google Messages also utilizes blacklists and provides users with the ability to block
specific contacts (Google, 2023). This feature empowers users to take control of their
messaging experience and maintain a clutter-free inbox.

Key Messages is another popular competitor that is fashioned similarly to Google
Messages with it being a messaging application that has spam filtering features.
Harnessing the power of machine learning and natural language processing, it primarily
utilizes an algorithm that automatically identifies and separates spam messages from
legitimate ones, allowing users to focus on important conversations without distractions
(Key Messages, 2023). The application also allows users to identify and block specific
contacts to be added to blacklists (Key Messages, 2023).

While not as popular as Google Messages or Key Messages, Trend Micro is still a
relatively popular application that is primarily marketed as an anti-phishing application.
Trend Micro provides similar features and algorithms for content and user-based spam
filtering and blockilists, but it also provides additional features to report individual
messages rather than just contacts as spam along with additional capabilities to determine

if any links or images may be potentially malicious (Trend Micro, 2023). These are
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additional capabilities that make use of additional blacklists of flagged content that can
be sent during text messages (Trend Micro, 2023).

These three popular competitors all employ similar machine learning and blocklist
techniques to combat spam messages and phishing attacks. Like many of the other
competitors on the market who utilize similar techniques and algorithms, these programs
have varying levels of success in preventing successful phishing attacks.

2.9 Conclusion

Social engineering, particularly phishing attacks, has shown to be a complex and
ever-adapting issue for cybersecurity. Many countermeasures have been proposed to
minimize the financial, emotional, and organizational impacts of phishing attacks, but no
currently employed method is completely adaptable and continually able to diminish the
attacks with the same level of efficacy as when initially deployed.

This praxis focuses on a novel approach to addressing phishing attacks by
utilizing game theory to provide an adaptable defense system. The next chapter will
provide the details on a game theory-based methodology to create a solution that resolves

the limitations of existing anti-phishing solutions.
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Chapter 3—Methodology

3.1 Introduction

This study aims to provide a software program to be used for effective phishing
and spam detection using publicly available data and resources. To achieve this, a novel
detection model has been developed that combines game theory and machine learning
algorithms. The objective of this model is to enhance the accuracy and speed of message
classification, thereby effectively preventing successful phishing attacks for real-world
users. The data, competitors, and other resources used in this study are regularly updated
which makes it possible to renew and adapt findings in future reproductions. The
methodology is structured so that sections 3.2 through 3.4 provide in-depth information
on acquiring and setting up the necessary data and the competitor programs — Google
Messages, Key Messages, and Trend Micro. These sections serve as a foundation for the
subsequent development of the game theory-based model, which is covered in section
3.5.

Section 3.2 covers obtaining, cleaning, and separating the message and phone
number data. Section 3.3 goes over the setup of the emulator used to test the competitor
programs while section 3.4 examines how the competitor programs were chosen and set
up. This is followed by section 3.5 which provides an in-depth look at how game theory
and machine learning techniques were integrated into the creation of the program. To
evaluate the proposed model, section 3.6 describes how it was rigorously tested against
the competitor programs. Each research question and its corresponding hypothesis were

specifically addressed, and through this systematic evaluation, the effectiveness of the
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proposed model was objectively assessed. Below, a flow chart of the methodology can be
found below in Figure 3.1.

Figure 3.1
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3.2 Data

The primary data used in the study were derived from the text messages employed
for spam and ham classification across the various programs. Additionally, the phone
numbers used during the testing phase were instrumental in simulating the actual process
of sending and receiving text messages to obtain reliable insights into the effectiveness of
different programs in identifying and filtering out spam messages. Initial data set up was
met with issues regarding finding the true accuracy and timings of the competitor
programs, because simulating real text messages is a limited function in many emulators
while using a real phone network to send text messages would limit the validity of any
findings. However, this issue was resolved using the specific emulator which is described
in further detail later in this chapter.
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3.2.1 Messages

A combination of spam and ham short message service (SMS) type
communications were used for the training and testing of the game theory-based system
and the competitor programs. The messages come from a publicly available dataset from
the University of California, Irvine containing a total of 5,574 English-language based
SMS messages with 87% of the dataset classifying as ham messages and the remaining
13% as spam messages (Almeida & Hidalgo, 2012). The dataset has each instance as one
line with the classifier of “spam” or “ham” followed by the message. The original
comma-separated values (CSV) file used can be found in Appendix A.

To keep the training and testing of the game theory-based program unbiased when
compared to the competitors, it was crucial to maintain two clearly differentiated sets of
messages. The first set contained messages that were only used to train the game theory-
based program. The second set contained messages that were used to test the game
theory-based program and its competitors to ensure that none of the programs had been
exposed to the messages prior to testing.

Using Microsoft Excel, a randomized set of 4,072 of the messages were separated
from the original dataset to create the training dataset for the game theory-based system.
The remaining 1,502 messages were reserved for the testing of the game theory-based
system and the competitor programs. The testing dataset was duplicated with one version
maintaining the original format and the other version removing the spam/ham
classification to be used for the actual testing. The messages themselves were not

preprocessed for spelling, punctuation, or capitalization in the either training or testing
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files. Any further preprocessing of the message data was done within the game theory-
based program.

3.2.2 Phone Numbers

The phone numbers used in the study followed the United States domestic phone
number format containing ten digits for each number. This study used a total of 510
unique phone numbers generated randomly through a random phone number generator
tool that was then exported into a CSV file (Code Beautify, 2023). Using Microsoft
Excel, the phone numbers were then stripped of any spaces, parentheses, and dashes.
Each of 510 generated phone numbers were then randomly assigned to a message in the
testing dataset in Excel. The stripped phone numbers used can be found through
Appendix A.
3.3 Android Emulator

The testing of the competitor programs — Google Messages, Key Messages, and
Trend Micro — was done through the use of an Android emulator. The Genymotion
Android emulator was used for a small price to deploy virtual Android devices. Unlike
some other Android emulators, the Genymaotion desktop emulator runs its virtual devices
through x86 processor architecture (Genymotion, 2023). This allowed for better
performance comparison between the game theory-based program — which was written in
Python and run on a x86 processer architecture — and the competitor programs. It should
be acknowledged that there are potential differences in the performance metrics collected
compared to the true performance metrics when run on a real hardware device since the
competitor applications may be optimized for ARM processor architecture. Due to

creation differences among applications, official documentation from Genymotion does
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not provide specific estimates of performance differences between the emulator and real
device testing with the only caveat being that the emulator is likely to run faster than real
device testing. Secondary documentation from other sources such as previous user
reviews were found to be unverifiable or outdated. As such, the speed performance
metrics of the competitor programs should be viewed as relative in comparison to the
game theory-based program. However, other performance adjustments were made in the
data collection for competitors based on Genymotion’s recommendations as discussed in
more detail in the speed data collection section of this methodology.

The device emulated for all competitor testing was the Samsung Galaxy S9
running Android 12.0 with application programming interface (API) 31. This setup was
chosen as it was the most up-to-date Android mobile phone device and operating system
offered by the emulator at the time of the study. The complete installation and set-up of
the Genymotion emulator is beyond the scope of this paper. The emulator was able to
simulate the act of sending and receiving text messages through in-built functions and
Genymotion shell script commands without the need of going through a phone network
with timing records saved by the emulator. The shell script command to execute these

actions was the phone baseband sms send <phone number> <string> command.
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Figure 3.2
Image of Android Emulator

3.4 Competitor Programs

Three competitor anti-phishing and spam programs were chosen to be compared
against the proposed game theory-based system. For simplicity, this study focuses on
competitors that are available on Android devices. The methodology described can be
easily adaptable to other operating systems by using similarly appropriate alternatives for
the emulator and competitor programs. The efficacy of the game theory-based program

itself is not dependent on the operating system of the competitors. These programs were
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chosen based on five specific criteria, each of which is essential to the validity and
relevance of this research.

1. The competitor program must be compatible with the virtual device on the
Android emulator. This enables seamless integration and effective evaluation
of their functionality and performance. By ensuring compatibility, the study
aims to provide an accurate and reliable assessment of the performance of
each program.

2. The competitor program must have some version of its services that is
available for free. As the solution provided will be provided as open-source
software, this study will use only the free versions of the competitor programs
for comparison. By only utilizing the free versions, the study avoids any
biases that could arise from disparities in the functionalities or capabilities of
premium or paid versions. This allows for a more objective evaluation of the
overall effectiveness of the competitor programs.

3. The competitor program does not require the creation of a separate account for
its services past its initial download through the Google Play Store. This helps
facilitate a streamlined and user-friendly evaluation process, as it eliminates
any potential complexities or additional steps that may impede the usability or
convenience of the chosen programs.

4. The competitor program must have at least 100,000 downloads from the
Google Play Store at the time of the study. This criterion was used to

demonstrate that the selected programs were widely used by the public,
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ensuring that the comparison was conducted on products with a significant
user base.

5. The competitor program must have at least a 4.0 rating in user reviews on the
Google Play Store at the time of the study. This rating serves as an indicator
of the reliability, usability, and efficacy of the competitor's offered services,
specifically in the realm of phishing and spam detection. By including this
criterion, the study aims to assess the overall satisfaction and effectiveness of
the competitor programs in relation to their primary functions.

3.4.1 Messages by Google

As of July 2023, Messages by Google had over five billion downloads along with

a 4.3 rating on the Google Play Store. Although not marketed as an anti-phishing or anti-
scam service, Messages by Google offers free, real-time spam detection using
unspecified machine learning (ML) models with messages that allow for spam messages
to be detected and hidden in a spam folder (Google, 2023). Messages that are suspected
to be spam are flagged with a warning in the regular inbox with users having the option
to report the message as spam or not. The spam detection is also available offline.
Additionally, suspicious users who are found to be sending the spam messages can be

blocked or suspended from using the service.
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Figure 3.3
Image of Google Messages Application
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3.4.2 Key Messages

In July 2023, Key Messages had over 1 million downloads along with a 4.0 rating
on the Google Play Store. Key Messages is marketed as a spam blocker for Android
offering both free and premium blocking features. The application uses unspecified
artificial intelligence (Al) and ML based technology to block suspected spam messages

from numbers, unknown senders, and non-numbers like email addresses (Key Messages,
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2023). Along with sender block and allow lists, blocked messages can be found in a
separate tab in the application. Premium features allow for more advanced choices for
blocking criteria like based on keywords, sender type, and instant spam deletion.

Figure 3.4
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3.4.3 Spam Call & Text Blocker by Trend Micro

As of July 2023, Trend Micro had over 100,000 downloads along with a 4.3
rating on the Google Play Store. Trend micro offers free spam blocking for both text
messages and calls using their own scam database and unspecified Al technology (Trend

Micro, 2023). Trend Micro blocks spam text messages through a filter with the option for
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the user to add their own keywords to a blocklist that can be viewed in separate tabs.
Additionally, any message can be reported as spam or scam messages to be added to their
database. The application also utilizes phone number, sender, and website blocklists and
provides a risk look up option for any number or link that is not automatically blocked.

Figure 3.5
Image of Trend Micro Application
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3.5 Game Theory-Based Program

By employing a game theory approach, this study acknowledges the inherent
complexity and uncertainty associated with phishing attacks. The intention is to capture
the strategic aspects of phishing interactions and develop a system that can effectively
detect and combat such attacks.

The game theory-based program utilizes Python and Python's scikit-learn ML
library to create a program that adheres to the principles of game theory and Bayes'
theorem. This section aims to delve into the principles that were employed during the
creation of the program with the full code available through Google Drive which can be
found in Appendix A. The primary objective of this study is to examine phishing from
the perspective of game theory. In this context, the victim and the attacker are viewed as
players in a game, and the main focus of the game lies in the victim's susceptibility to
falling for a phishing message. By adopting a game-theory based approach, the proposed
system aims to identify and detect spam and phishing messages by analyzing the content
of the messages exclusively, without considering other potential factors such as sender
identification or network analysis.

When considering the numerous types of games that can be studied using game
theory, this praxis specifically concentrates on a dynamic game. This choice is motivated
by the assumption that both players involved in the phishing game possess incomplete
information about each other and the overall situation. In the context of phishing, victims
are typically unaware of the attacker's intentions and the potential outcomes of the attack.
Simultaneously, the attacker may also have incomplete information about the victim and

their actions. Hence, both players make decisions and moves sequentially, repeatedly, or
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simultaneously based on the information they possess about the game and any private
information they have.

Figure 3.6
General Model of One Set of Decisions of the Attacker and Victim

Attacker

Victim

3.5.1 Bayesian Game

The software developed in this praxis follows a Bayesian game model that
incorporates the assumptions of dynamic gameplay and players having incomplete and
private information. Bayesian games consist of six essential elements, each of which
contributes to the overall framework and are defined below.

1. The first element of a Bayesian game is the set of players involved. In the
case of the proposed program, the players encompass the victim and the
attacker. These individuals play distinct roles in the game, with the victim
being the target of the attacker's malicious intents and messages.

2. The second element pertains to the set of actions available to each player.
For instance, the victim can choose to either follow the instructions
provided in a phishing message or ignore it altogether. The attacker, on the

other hand, may decide to send out various types of fraudulent messages,
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with the goal of deceiving the victim and achieving their nefarious
objectives.

. The third element encompasses the vector of defined actions that a player
employs as a strategy during the game. Players adopt strategies that
maximize their utility, taking into account the possible actions available to
them and the potential outcomes.

. The fourth element is the set of the types of players. This element governs
the information available to each player, including their private
information. In the context of the proposed program, players possess
different types of information, which can greatly influence their decision-
making processes. For example, the victim may have personal knowledge
about potential phishing attacks due to previous experiences, while the
attacker may have insights into the victim's vulnerabilities and
preferences.

. The fifth element comprises of the payoffs that players can receive based
on their actions and types. These payoffs define the utility a player gains
from a particular decision, taking into account the player's action and type
sets. The objective is for players to maximize their payoffs by strategically
choosing actions that align with their objectives and information.

. The sixth element includes the chance or probability distribution of the

players’ type profiles, representing the players’ beliefs of the game.
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The element of chance accounts for the uncertainty and probabilistic nature of the
game. It allows for the consideration of different probabilities assigned to various actions
and outcomes concurrently, without necessitating infinite sequential calculations. By
incorporating chance, the game can follow the law of total probability, enabling a
comprehensive assessment of potential outcomes. The strategies and beliefs of players in
the game are assumed to be sequentially rational and consistently optimized according to
Bayes' rule to reach a Bayesian equilibrium. A Bayesian equilibrium represents a state
where players' strategies and beliefs are in equilibrium, resulting in an outcome desirable
to each player. This equilibrium is reached through iterative adjustments of beliefs and
strategies until a stable state is achieved. More specifically, the probabilities in the game
follow some variation of Bayes' Theorem, which provides a mathematical framework for
updating beliefs based on new information. The theorem is shown below where P(A) and
P(B) are the likelihoods of A and B occurring without any given conditions as long as
P(B) does not equal zero and P(A|B) being the probability of A occurring if B is true
while P(B|A) is the probability of B occurring if A is true:

P(B|A) x P(A)
P(B)

P(AIB) =

In the game theory-based program, P(A) represents the chance of the message
being received by the victim while P(B) represents the chance of the message being a
spam or phishing message sent by the attacker. Initially, it is assumed that both
probabilities are equally likely to occur and thus both probabilities cancel each other out
— resulting in the following equation:

P(A|B) = P(B|A)
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This leaves only the likelihood of the message being a phishing message sent by
the attacker considering the victim received the message, P(B|A), to be initially
considered. Because of this, the game starts when the attacker sends the first phishing
message which allows for the focus to shift on the analysis of the individual messages
being sent. As such, in this proposed game, this initial probability of an unknown
message can be further defined as the summation of the following formula applied to
each word found in the message using Naive Bayes:

f+1

P(B|A) =
(Bl4) total + unique

Here, f is the frequency of the word from the message classified as spam, total
denotes the total number of available words, and unique indicates the number of unique
words known overall. This formula calculates the probability of the word belonging to
either the spam or the ham classification.

However, since there is initially limited information available to determine the
classification of the words used, the complement of the Naive Bayes algorithm is utilized
since little is initially available to determine the classification of the words that may be
used. The strength in using the complement of Naive Bayes lies in its ability to handle
imbalanced datasets. Imbalanced datasets occur when one class has significantly more
samples than the others. In such cases, regular Naive Bayes tends to be biased towards
the majority class, resulting in poor predictive performance for the minority class. The
algorithm for the compliment of Naive Bayes is used as shown in the formula below
where y represents the possible classes, w is the word, and f; is the frequency of the word

in the known word set.
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1
fH (argmaxp0)-| [pwi) = argminp) | |-

Regular Naive Bayes is based on the assumption of conditional independence
between the features given the class. This assumption implies that all features contribute
independently to the probability of a given class. However, in this situation, this
assumption may not hold true due to the constant use of certain words or phrases in
phishing attempts. The complement Naive Bayes, on the other hand, addresses this
limitation by considering the complement of the feature-class dependencies.

A major advantage of the complement Naive Bayes is its effectiveness in
handling overlapping classes. When classes overlap, regular Naive Bayes may struggle to
accurately classify instances that are close to the decision boundary. The complement
Naive Bayes, by considering the complement of the feature-class dependencies, can
mitigate the impact of overlapping classes and provide more reliable predictions while
remaining robust against irrelevant features of a class.

Ultimately, the complement of Naive Bayes is used to address the potential for a
non-normal distribution of the classes. This is done by allowing the program to look at
the inverse of the original Naive Bayes algorithm to find the smallest value rather than
the largest to determine if the message belongs to either of the existing classification sets.
The use of the lowest probability shows that it does not belong to the particular
classification that it is being compared against. It allows the program to look at the
inverse of the original Naive Bayes algorithm to find the smallest value, rather than the
largest, to determine if the message belongs to any of the existing classification sets. This
approach using the lowest probability implies that the message does not belong to the

particular classification that it is being compared against.
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3.5.2 Training the Game Theory-Based System

The proposed game theory-based model was trained using the previously defined
training set which consisted of clearly differentiated sets of messages. The training set
was the first set which contained messages that were only used to train the game theory-
based program. This was separate from the second set which utilized messages that were
used to test the game theory-based program and its competitors. This ensured that none of
the programs had been exposed to the messages before testing began. Within the model,
the training set was further partitioned into separate training and testing sets in Python
using the scikit-learn train_test_split() function under the default settings of the function
which does an automatic random stratification of the dataset to create a 30:70 ratio of
testing and training data, respectively. This function splits the data randomly, ensuring
that the training and testing sets are representative of the overall data. The model was
then trained using the split training data and initially tested to evaluate its performance
and to identify potential areas of improvement before proceeding with the hypothesis
testing.
3.6 Hypothesis Testing

Testing the three hypotheses proposed in Chapter 1 involved the utilization of
statistical testing and modeling techniques to measure the accuracy and speed of the
game theory-based program and the competitors. To facilitate quantitative data analysis,
International Business Machine's (IBM) Statistical Package for Social Sciences (SPSS)
was employed as the primary software due to its efficacy in paired T-test analysis due to

the software’s computing and visual analysis abilities. Both the proposed game theory-
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based model and the competitor programs required the collection of data, which was then
compiled into Microsoft Excel files that were analyzed in SPSS.

1. A specific value was assigned to each message based on the program'’s
classification. If a message was classified as "ham," it was designated a
value of zero, whereas a value of one was assigned if it was classified as
"spam."

2. The time it took for the program to receive the message and then classify
the message was recorded in milliseconds.

3.6.1 Accuracy Data Collection

The first hypothesis tested compared the accuracy in message classification as
phishing or not of both the game theory-based program and the competitors. The
classification data collected from the competitors underwent a process of cross-
referencing with the true classification of the messages. This comparison aimed to
ascertain the accuracy of each program and determine the extent to which they aligned
with the correct classifications. To facilitate this analysis, a binary value system was
employed. Messages that were correctly classified were assigned a value of one, while
those that were incorrectly classified received a value of zero. This approach yielded a set
of binomial variables, enabling the correlation of proportions for each program.

Paired samples proportion testing was used to test and analyze the differences in
proportions of the accuracy of the competitor programs to the game theory-based model.
This statistical method allowed for a comprehensive evaluation of the differences in
proportions and provided insights into the effectiveness of each program. Additionally,

population descriptive statistics were applied to all four programs. This step involved
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determining the means, standard deviations, and variances of their respective accuracy
rates. These statistics offered quantitative measures to comprehend the performance
characteristics of the programs for a comprehensive understanding of the comparative
strengths and weaknesses of the classification accuracy of the programs.

3.6.2 Speed Data Collection

The second hypothesis tested sought to determine the difference in speed in
message classification of the game theory-based model versus the competitor programs.
While the speed data for the game theory model can be collected directly through the
model program, the times for the competitor models were calculated using the time the
message was initially sent, which was then adjusted for potential lags and other factors
that can occur in the emulator. To ensure better accuracy for the competitor programs,
seventy-five milliseconds were subtracted from each timing initially recorded for the
competitor programs based on the average of network speed times and performance
adjustments reported by the emulator’s parent company.

To analyze and compare the means of the speed in milliseconds of the competitor
programs to the game theory-based model, t-testing was employed. To gather data, all the
timings for the four programs were grouped into sets of seventeen, resulting in thirty
averages for the speed. These thirty averages were subsequently used to perform three
paired sample t-tests with the game theory-based model and each of the competitors.
Furthermore, population descriptive statistics were conducted on all four programs,
aiming to determine the means, standard deviations, and variances of the speed of the
programs. This comprehensive analysis provides a thorough understanding of the

performance discrepancies between the game theory-based model and its competitors.
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3.6.3 Speed and Accuracy Data Collection

The final hypothesis tested simultaneously looked at the accuracy and speed of
the game theory-based model and the competitor programs. To analyze this, an additional
variable was introduced for comparison. In Microsoft Excel, if the instance of the
program’s classification was found to be both faster and with the correct classification, a
value of one was assigned. If the program’s classification was either slower, incorrect in
its classification, or both, a value of zero was assigned. Each competitor was measured
against the game theory model and vice versa.

Paired samples proportion testing was used to test and inspect the differences in
the proportions of both the accuracy and the speed of the competitor programs to the
game theory-based model. This statistical method provided insights into the variances in
the overall performance between the competitor programs and the game theory-based
model.

3.7 Conclusion

This chapter presented the methodology used in this study that was guided
by the three hypotheses formulated in Chapter 1. By conducting statistical data analysis
on the data obtained from the game theory-based model and its competitors, this study
aims to explore effective anti-phishing methods for text messages. The subsequent
chapter delves into the outcomes derived from the methodology discussed in this chapter.
It is through these results that a better understanding of anti-phishing strategies can be

attained.
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Chapter 4—Results

4.1 Introduction

This chapter details the findings derived from the phishing message analysis and
classification methods outlined in Chapter 3. A novel game-theory based anti-phishing
system was created and compared to three competitor programs — Google Messages, Key
Messages, and TrendMicro. The analysis is built around the following three hypotheses:

e H1: The game theory system will detect and collect data on MMS phishing
attacks on the system with 5% more accuracy compared to existing MMS anti-
phishing systems.

e H2: The game theory system will detect and collect data on MMS phishing
attacks on the system 5% faster compared to existing MMS anti-phishing systems.

e H3: The game theory system will detect and collect data on MMS phishing
attacks on the system 5% faster and with 5% greater accuracy compared to
existing MMS anti-phishing systems.

4.2 Data and Derived Features
From the data, primarily three fields were computed to analyze the created system
and the competitor programs. These fields include:

e Speed: The time of classifying the received messages in milliseconds. Since an
emulator was used on the competitor programs, the time recorded was adjusted to
accommodate the simulated network speed when sending and receiving messages.

e Accuracy: The classification of a received message as being correctly labelled as

spam or non-spam (ham). This was a binary-derived field where messages that
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were correctly classified were assigned a value of one, while those that were

incorrectly classified received a value of zero.

e Speed and Accuracy: A binary-derived field where each instance of a program’s
classification was evaluated for both time and accuracy. If the instance of the
program’s classification was found to be both faster and with the correct
classification, a value of one was assigned. If the program’s classification was
either slower, incorrect in its classification, or both, a value of zero was assigned.

The study contained a proportion of 87% of ham messages used with the remaining

13% being classified as spam messages. As such, the classification of the messages
should reflect close to these proportions.

Figure 4.1
True Classifications for Spam/Ham Messages Used in Study
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Additionally, the results of the study primarily utilize two statistical tests to verify the

significance of the results that are described below.

1.

2.

Named after the psychologist who developed it, the McNemar test is a statistical
test that is used to compare two paired proportions. It is used to evaluate if there is
a difference between two proportions or percentages in a population, but there are
paired observations rather than independent ones (Adedokun & Burgess, 2012). In
this case, the two groups compared are the classification results of the game
theory-based program and one of the competitor systems with the shared variable
being the messages received. The Z-value that is calculated is used to determine a
corresponding p-value that is used to determine if the result is significant.
Typically, if the p-value is less than 0.05, the result can be considered statistically
significant, and the proportion of the two groups are significantly different.

A paired t-test is a statistical test that is used to compare the means of two related
groups. It is used when there are two sets of data that are connected or paired in
some way. The paired t-test helps determine if there is a significant difference
between the means of the two groups (Park, 2009). This study primarily used the
paired t-test to determine the difference between the game theory-based program
and one of the competitors based on time. The t-value is calculated and used to
determine a corresponding p-value to decide the significance of the results. The
same scale is used with a p-value of less than 0.05 being considered statistically

significant, showing a difference in means between the two groups.
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4.3 Accuracy of Game Theory-Based System and Competitor Programs

The results of the accuracy data highlight that the four programs tested exhibited
slight variations in their performance when it comes to correctly classifying messages.
Despite the close range, a significant difference in overall performance was observed.
Among the competitor programs, Key Messages stood out, accurately classifying 462 out
of 510 messages as either spam or ham. Following closely, Google Messages
demonstrated its proficiency by correctly classifying 445 messages. Trend Micro
exhibited a commendable performance with 440 messages accurately classified.
However, the game theory-based program surpassed all others, achieving the highest
overall accuracy, classifying 505 out of 510 messages correctly.

Figure 4.2
Number of Messages Correctly Classified
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The data showing the results of the McNemar paired sample proportion tests is
presented in Table 4.1 below with each of the competitor programs compared to the game

theory-based program.

Table 4.1
Number of Messages Correctly Classified

Paired-Samples Proportions Tests

Difference in Asymptotic Significance

Test Type Proportions Standard Error z One-Sidedp  Two-Sided p
Pair1: GameTheory - Mid-p Adjusted Binomial 27 015 =.001 =.001
TrendMicro MclMemar 127 015 7.941 <001 <001
Pair 2; GameTheary - Mid-p Adjusted Binomial 118 015 <001 <001
ErE g lEEEEs Mclhemar 118 015 7500 <.001 <.001
Pair 3: GameTheory - Mid-p Adjusted Binomial 084 013 <.001 <.001
KeyMessages McMemar 084 013 6.272 <001 <001

Table 4.1 reveals the comparison between Trend Micro and the game theory-
based program regarding the proportion of correctly classified messages. The first pair of
data yielded a Z-value of 7.941. The corresponding p-values for both one- and two-sided
tests were found to be less than 0.001. As 0.001 is less than the significance level of o =
0.05, it indicates a statistically significant disparity in the accuracy of message
classification between Trend Micro and the game theory-based program.

Similarly, the second pair in Table 4.1 depicts the comparison between Google
Messages and the game theory-based program. With a p-value of less than 0.001, there
exists a statistically significant distinction in the proportion of accurately classified
messages between Google Messages and the game theory-based program at a. = 0.05.

Moving on to the third pair in Table 4.1, it presents the comparison between Key

Messages and the game theory-based program. The third pair produced a Z-value of
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6.272, with p-values below 0.001 for both one- and two-sided tests. Consequently, there
is a statistically significant distinction in the accuracy of message classification between
Key Messages and the game theory-based program at o = 0.05.

When analyzing the outcomes of the paired proportion McNemar tests as well as
the accurate number of classified messages, it becomes evident that the game theory-
based program surpasses its three competitor programs in statistical accuracy. The game
theory-based program was shown to have a proportion of 99% accurately classified
messages. In contrast, Key Messages demonstrated a 90.6% accuracy rate, Google
Messages achieved 87.3%, and Trend Micro only achieved 86.3% accuracy. These
findings are not only statistically significant but also demonstrate the superiority of the
game theory-based program over its competitors. Notably, it outperformed Key Messages
by 8.4%, Google Messages by 11.3%, and Trend Micro by 12.7%. Based on the data and
statistical analysis performed, it is evident that there is enough evidence to confirm that
game theory-based program offers a notable advantage in terms of accuracy when
compared to the competitor programs.

4.4 Timings of Game Theory-Based System and Competitor Programs

The results of the timing data show a varying range of speed among the four
programs tested. Of the competitor programs, Trend Micro’s anti-phishing application
had the longest time with an average of 98.916 milliseconds to classify a message as
spam or ham. This was followed by Key Messages which saw an average of 54.897
milliseconds to classify a message. Google Messages had the fastest timing results of the

competitor programs with an average of 42.765 milliseconds to classify a message. When
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contrasted with the competitor programs, the proposed game theory-based program had

the fastest average time to classify a message at 31.799 milliseconds.

Figure 4.3
Average Message Classification Time in milliseconds
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For a direct comparison of the timing results, paired t-tests were used to compare
the game theory-based program to the competitor programs. To conduct the t-tests, the
timings for the four programs were grouped into sets of seventeen, resulting in thirty
averages for the speed. These thirty averages were then utilized to perform three paired
sample t-tests with the game theory-based model and each of the competitors. The results

of these tests are shown in Table 4.2.
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Table 4.2
T-Test Results

Paired Sample T-Test
Mean Standard | tvalue one-sided | two-sided
Deviation p-value p-value
Pair 1: Game Theory |-67.117 7.231 -50.837 <.001 <.001
—Trend Micro
Pair 2: Game Theory | -10.966 7.280 -8.251 <.001 <.001
— Google Messages
Pair 3: Game Theory | -23.099 7.205 -17.559 <.001 <.001
— Key Messages

The first pair in Table 4.2 shows the comparison of timings of Trend Micro to the
game theory-based program. The first pair resulted in a t-value of -50.837. Since the
paired t-test resulted in p-values of less than 0.001 for both the one- and two-sided tests,
there is a statistically significant difference in the mean timings between Trend Micro and
the game theory-based program when using an alpha value of a = 0.05. as determined by
the p-value more than 50 times smaller than the designated alpha value.

Table 4.2 includes the second pair, presenting a comparison of timing between
Google Messages and the game theory-based program. The t-value obtained for this pair
is -8.251. Both the one-sided and two-sided tests yielded p-values of less than 0.001.
This, when compared to the alpha value, also a = 0.05, indicates a statistically significant
difference in the mean timings between Google Messages and the game theory-based

program.

60



The comparison between the timings of Key Messages and the game theory-based
program is depicted in the third pair of Table 4.2. The t-value obtained for this pair was -
17.559. The paired t-test once again yielded p-values less than 0.001 for both one- and
two-sided tests, and as before when compared to the alpha value of o = 0.05, it is evident
that a statistically significant difference is apparent in the mean timings between Google
Messages and the game theory-based program.

After consideration the results of the paired t-tests and collected averages of the
timings, it becomes evident that the game theory-based program is statistically faster than
the three competitor programs that were tested. On average, the game theory-based
program exhibits timings that are 10.966 milliseconds faster than Google Messages,
23.098 milliseconds faster than Key Messages, and 67.117 milliseconds faster than Trend
Micro. These findings provide robust evidence to support the claim that the game theory-
based program outperforms the competitor programs in terms of speed.

4.5 Speed and Accuracy of Game Theory-Based System and Competitor Programs

To analyze both the speed and accuracy of the programs simultaneously, both
variables were inspected. It was found that when compared to the competitor programs,
the game theory-based program was overwhelmingly faster and more accurate. When
compared to Key Messages, the game theory-based program correctly classified 497 out
of 510 messages faster. Similarly, the game theory-based program correctly classified
496 and 500 messages out of 510 faster when compared to Google Messages and Trend
Micro respectively. Accuracy of classification also heavily favored the game theory-
based model. When assessed against the competitor programs, over a total of 510

messages, the games theory-based model classified 501 messages instances more
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accurately than Key Messages, 502 instances more accurately than Google Messages, and

505 instances more accurately than Trend Micro.

Table 4.3
Messages Found to be Both Faster and Correctly Classified in Comparison
Successes |Proportion
Pair 1 Game Theory-Based 500 0.98
Trend Micro 5 0.01
Pair 2 Game Theory-Based 496 0.973
Google Messages 8 0.016
Pair 3 Game Theory-Based 497 0.975
Key Messages 9 0.018

The data showing the results of the McNemar paired sample proportion tests is
presented in Table 4.4 below with each of the competitor programs compared to the game
theory-based program.

Table 4.4

Messages Found to be Both Faster and Correctly Classified in Comparison - McNemar
Results

Paired-Samples Proportions Tests

Difference in Asymptotic Significance
Test Type Proporions Standard Error z One-Sided p Two-Sided p
Pair1: Mid-p Adjusted Binomial Aan 010 =001 =001
Mchemar 471 010 22.027 =.001 =.001
Pair 2: Mid-p Adjusted Binomial 857 012 =001 =001
Mchemar 957 012 21.737 =.001 =.001
Pair 3: Mid-p Adjusted Binomial 857 012 =001 =001
Mclemar 957 012 21.694 =.001 =001

The first pair in Table 4.4 shows the comparison of the proportion of both faster
and correctly classified messages from the game theory-based program when compared

to Trend Micro. The first pair resulted in a Z-value of 22.027. With such statistical results
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(p<0.05), there is a statistically significant difference in the proportion of faster and
accurately classified messages between the game theory-based program and Trend Micro.

The second pair in Table 4.4 shows the comparison of the proportion of both
faster and correctly classified messages from the game theory-based program when
compared to Google Messages. The second pair also resulted p-values of less than 0.001
for both the one- and two-sided tests, there is a statistically significant difference in the
proportion of faster and accurately classified messages between the game theory-based
program and Google Messages.

The third pair in Table 4.4 shows the comparison of the proportion of both faster
and correctly classified messages from the game theory-based program when compared
to Key Messages. The third pair resulted in p-values of less than 0.001 for both the one-
and two-sided tests, there is a statistically significant difference in the proportion of faster
and accurately classified messages between the game theory-based program and Key
Messages.

When looking at both the results of the paired proportion McNemar tests and the
true number of both faster and correctly classified messages, it is shown that the game
theory-based program is statistically more accurate than the three competitor programs
that were tested. When compared to Trend Micro, the game theory-based program was
faster and more accurate 98% of the time with 500 out of 510 instances. When compared
to Google Messages, the game theory-based program was faster and more accurate 97.3%
of the time with 496 out of 510 instances identified. When compared to Key Messages,
the game theory-based program was found to be faster and more accurate 97.5% of the

time with 497 out of 510 instances identified.
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Table 4.5

Summary of Hypothesis Testing Results

Successes |Avg. Speed (ms) |% Accurate and Faster
Pair 1 Game Theory-Based 500 31.799 98%
Trend Micro 5 98.916 1%
Pair 2 Game Theory-Based 496 31.799 97%
Google Messages 8 42.765 2%
Pair 3 Game Theory-Based 497 31.799 98%
Key Messages 9 54.897 2%

4.6 Conclusion

Throughout this chapter, the game theory-based program was analyzed and

compared to existing competitor programs. In terms of both accuracy and speed, the

game theory-based program has been found to be superior to the tested competitors in

phishing message identification and classification to a statistically significant degree.

Chapter 5 will further discuss the impact and contributions of the results discussed in this

chapter for future phishing and social engineering defense.
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Chapter 5—Discussion and Conclusion

5.1 Discussion

This praxis demonstrated the relative superiority of game theory-based
approaches in detecting phishing attacks for messaging by creating a game theory-based
phishing detection model and comparing it to publicly available competitors in terms of
accuracy and speed. This research addressed three specific research questions, each
associated with an underlying hypothesis. The hypotheses are briefly described in Table
5.1, which also indicates whether the data supported or rejected them. The conclusions
drawn from this study were substantiated through statistical analysis of program speed
and accuracy. Notably, paired proportion McNemar testing and paired sample t-testing
were employed to ensure precise comparisons and robust results. All three hypotheses
were statistically supported, reinforcing the validity and significance of the findings that
game theory approaches are more suited for guarding against social engineering attacks
than traditionally used countermeasures. These compelling results pave the way for
further investigations in related fields and attest to the practical value of this research

endeavor.
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Table 5.1
Conclusions on Hypotheses

Hypothesis

Supported by the data?

H1: The game theory system will detect
and collect data on MMS phishing attacks
on the system with 5% more accuracy
compared to existing MMS anti-phishing

systems.

Yes. The game theory-based program was
8.4% more accurate than Key Messages,
11.3% more accurate than Google
Messages, and 12.7% more accurate than

Trend Micro.

H2: The game theory system will detect
and collect data on MMS phishing attacks
on the system 5% faster compared to

existing MMS anti-phishing systems.

Yes. On average, the game theory-based
system was able to classify the phishing
messages on 10.966 milliseconds faster
than Google Messages, 23.098
milliseconds faster than Key Messages,
and 67.117 milliseconds faster than Trend

Micro.

H3: The game theory system will detect
and collect data on MMS phishing attacks
on the system 5% faster and with 5%
greater accuracy compared to existing

MMS anti-phishing systems.

Yes. The game theory-based program was
faster and more accurate 98% of the time
compared to Trend Micro, 97.3% of the

when compared to Google Messages, and
97.5% of the time when compared to Key

Messages.
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5.2 Contributions

The primary contribution of this praxis is the creation of an open-source anti-
phishing program for text and instant messaging that has been shown to be provably more
accurate and faster than other popularly available competitors. Additionally, this research
addresses significant gaps that have been identified in Chapter 2, thereby making
valuable contributions to the field. The following issues were primarily targeted and
adequately resolved with measurable improvements to program performance as described
below:

1. Text and instant messaging have often been overlooked in anti-phishing research.
However, this praxis takes a different approach by proposing an easily integrated
application for mobile devices that specifically focuses on addressing this issue.
Through extensive testing and evaluation, it has been proven to be more effective
than existing competitors with both the speed of identification for incoming
phishing attempts and the accuracy of screening said attempts being improved by
5% respectively. By prioritizing this aspect, the program offers a comprehensive
solution that enhances security in text and instant messaging.

2. Access to advanced anti-phishing techniques has been limited, primarily due to
the complexity and associated costs of application deployment. Many solutions,
if available to the public, tend to restrict their more effective features behind
paywalls. However, this praxis introduced a game theory-based system that
utilizes relatively simple machine learning techniques, making it both accessible

and cost-effective for a wider audience. Moreover, the provision of well-
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documented research and code enables easy reproducibility, updates, and
modifications as required.

Game theory has not been explicitly utilized in the analysis of phishing messages
within mobile messaging platforms, resulting in limited real-world applications.
In response to this scarcity, the game theory-based system presented in this praxis
introduces a novel approach that can be effortlessly implemented on a mass scale.
By incorporating game theory principles, this system offers a unique perspective
and effective protection against phishing attacks in the mobile messaging

domain.

5.3 Future Research and Potential Applications

While the research conducted has successfully demonstrated the effectiveness of

game theory-based techniques in identifying phishing attacks in text and instant

messaging, there remain several areas for further exploration and application. Three key

recommendations for future research and development emerge from this study:

1.

It is essential to modify the Bayesian game theory-based program to address other
forms of phishing beyond text and instant messaging. While these communication
channels served as a logical starting point, the underlying principles utilized in
analyzing messages can be extended to include any form of textual
communication, including voice messages. By broadening the scope of the
program's analysis, researchers can enhance its ability to identify phishing
attempts across various media.

The utilization of advanced game theory techniques should be considered. The

current study employed a basic Bayesian game as the foundation for analysis and
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classification. However, adopting more sophisticated techniques, such as
incorporating deception strategies, could potentially yield different and potentially
superior results. By integrating more complex strategies into the program's
analysis, it becomes possible to enhance its accuracy and efficacy in identifying
phishing attacks.

. The performance comparisons between the game theory-based program and the
competitor programs were all done under x86 processor architectures and viewed
as relative comparisons in this research. However, the competitor programs are
likely optimized for ARM processor architecture due to their nature as Android
applications. As such, future research and development should examine more
direct comparisons of speed and other performance metrics. This can be done
through converting the game theory-based program into an Android application
and comparing it directly to the competitors while utilizing ARM processing
architecture.

It is recommended to expand the program's compatibility to encompass non-
Android devices. Although the study was exclusively conducted on Android
devices, it is easily adaptable to different operating systems. Making the program
more accessible to users of non-Android devices would significantly extend its
reach and benefit the wider public. By ensuring compatibility with a broad range
of devices and systems, it becomes possible to mitigate the risk of phishing

attacks across platforms.
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Appendix A
The program created and related data used in this praxis is available on Google
Drive through the following URL.:

https://drive.google.com/drive/folders/1CrinDEuJreMPxUfN6Lw2UE1PHJkXp2c-

?usp=drive link
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