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Abstract of Praxis
Liquid NeurloTic: Liquid Neural Network-Based Intrusion Detection System
for Internet of Things in Healthcare Networks

Over 249.09 million individuals were affected by healthcare cyberattacks between
2005 and 2019. Alarmingly, a 95% probability exists that distributed denial-of-service
(DDoS) attacks on the Internet of Things in Healthcare (IoT-H) devices pose a life-
threatening risk. Despite notable progress in the field, current solutions for neural
networks (NN) with IoT-H networks are flawed by issues regarding scalability and IoT
device resource management. As a viable alternative to conventional NNs in detecting
intrusions in [oT-H networks, this praxis introduces Liquid NeurloTic, a liquid neural
network (LNN)-based intrusion detection system for IoT-H networks.

This praxis used the CICIoT2023 dataset to train and validate the LNN studied by
identifying and categorizing distributed denial-of-service, denial-of-service, Mirai,
spoofing, and reconnaissance attacks. This praxis also provided a novel technique to
convert network traffic features into cyclical waveforms to enable time-series
representations for enhanced integration into an LNN model. As a result, Liquid
NeurloTic reduced the number of neurons by as much as 40% and the number of epochs
by as much as 64% compared to the best-performing artificial and recurrent neural
networks. It also achieved a 61.81% reduction in training time. Additionally, Liquid
NeurloTic stood out in the broader NN research landscape because it used fewer neurons,
epochs, and parameters than models in the existing literature and exceeded performance

in accuracy, recall, precision, and F1-score metrics.
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Chapter 1—Introduction

1.1 Background

The Internet of Things (IoT) is a life-changing network of interconnected devices
that seamlessly integrates the digital and physical realms to create endless possibilities for
smarter living and innovative solutions across diverse industries (Javaid & Khan, 2021).
The value of the 10T lies in its ability to automate, optimize, and bring intelligence to
various aspects of daily and commercial life (Kelly et al., 2020). The [oT grew
exponentially between 2010 and 2023 as the global number of IoT devices surged from
800 million units to 15.1 billion units, a whopping 1,787.5% increase in less than 15
years (Rahmani et al., 2022; Vailshery, 2023). By 2025, projections estimate that the total
number of [oT units will escalate an additional 141% to reach 75 billion worldwide
(Vailshery, 2023). By 2028, the global IoT market is poised to grow at a compound
annual growth rate (CAGR) of 13.6% to reach a valuation of USD 2.23 trillion (Statista
Market Insights, 2023). The rapid growth of [oT is fueled by the plummeting costs of
sensors and processors, the proliferation of high-speed internet access, and the capability
to enhance personalized healthcare, streamline manufacturing, and create intelligent
homes (Rahmani et al., 2022).

The Internet of Things in Healthcare (IoT-H) market is also rapidly growing. By
2027, the global IoT-H market is projected to grow at a CAGR of 18.5% to reach a
valuation of USD 284.5 billion (Faruqui et al., 2023). Unlike Internet of Medical Things
(IoMT)/Internet of Healthcare Things (IoHT) networks, IoT-H networks concern all IoT
devices connected to a healthcare provider’s network, including non-healthcare devices

like cameras, printers, routers, and computers (Ibarra-Esquer et al., 2017; Natarajan et al.,



2023). Due to IoT devices, enhanced patient care and operational efficiency have
increased to provide key benefits like real-time clinical monitoring, inventory
management with smart RFID tags, optimized resource allocation through patient flow
tracking, personalized patient care, reduced healthcare costs, and increased accessibility
of healthcare services worldwide (Kelly et al., 2020; Rejeb et al., 2023).

While integrating IoT-H technology has undeniably enhanced patient care and
healthcare management, it has concomitantly led to a surge in cybersecurity incidents in
the healthcare sector (Liu et al., 2015). Between 2005 and 2019, cyberattacks were the
leading cause of all personally identifiable information (PII) and protected health
information (PHI) breaches in healthcare, impacting more than 249.09 million individuals
(Seh et al., 2020; Williams et al., 2020). These cyberattacks increased the vulnerability of
IoT-H networks because every IoT device added to a healthcare network became a new
gateway for cyber threats, which inadvertently multiplied the potential entry points for
attackers to compromise systems (Mejia-Granda et al., 2023). In other words, the
interconnectedness of [oT-H devices exposed them to the same security risks as other
networked systems since they contained non-medical devices and were connected to the
network in the same manner as standard computers (Mejia-Granda et al., 2023).

The potential for financial gain has primarily driven cyberattacks on healthcare
institutions. However, even more alarming is that security breaches in IoT-H devices
have threatened clinical care and patient safety, leading to increased mortality rates
(Cartwright, 2023; Collier, 2022). For example, [oT-H networks are susceptible to
distributed denial-of-service (DDoS) attacks like any non-healthcare IoT network (Alabsi

et al., 2023). DDoS attacks involve overwhelming a network by flooding it with traffic



from multiple compromised devices to disrupt the service of a targeted resource (Wang et
al., 2018). The interconnected nature of loT-H devices can amplify such attacks, as
cybercriminals harness the collective bandwidth of numerous insecure non-medical IoT
devices to generate large-scale assaults that often render essential services inoperative
(Alabsi et al., 2023). With a 95% probability of causing fatalities, DDoS attacks on loT-H
devices present a life-threatening scenario (Somasundaram & Thirugnanam, 2021).

A sobering example of the vulnerabilities in healthcare caused by DDoS attacks
happened in 2014 at Boston Children’s Hospital due to attacks by the hacktivist group
Anonymous (Nigrin, 2014). These DDoS attacks disrupted the hospital’s network,
including affiliated institutions that shared the same internet service provider (ISP), such
as Harvard Medical School and Massachusetts General Hospital, causing widespread
internet outages for nearly a week (Nigrin, 2014). Throughout the week of outages, the
intensity and evolving nature of the DDoS attacks gradually escalated and culminated in
a peak where the influx of malicious traffic was substantial enough to hinder legitimate
network activity (Nigrin, 2014). This hindrance prevented patient and medical personnel
from accessing vital online medical records and services, with some unable to use their
online accounts to view appointments, test results, and other vital information (Nigrin,
2014). Financially, the hospital incurred over $300,000 in damages and response costs
(Nigrin, 2014).

This cyberattack illustrates a digital age axiom: no system is trivial in the
interconnected world of the internet. Every system, irrespective of its scale or access to
sensitive information, plays a pivotal role in fortifying the cyber resilience of [oT devices

in healthcare. This attack could have been averted if the hospital employed more



sophisticated cybersecurity tools, such as an advanced intrusion detection system (IDS)
capable of adapting to the evolving nature of cyber threats like the various forms of
DDoS attacks against Boston Children’s Hospital that changed over the course of a week.

Therefore, this praxis presents a novel liquid neural network (LNN)-based IDS for
IoT-H networks to address the shifting patterns of cyber threats. LNNs offer a dynamic
and adaptive architecture capable of real-time learning and classification of loT malware,
which is crucial to keep up with the constantly changing landscape of malware targeting
IoT-H devices, such as DDoS attacks. An LNN-based IDS can detect known threats and
new patterns of anomalies indicative of malware while providing a predictive and pre-
emptive security posture. The key feature of an LNN-based IDS is its ability to
continually adapt and learn from new data and evolving threats. Therefore, as new attacks
and tactics emerge, the model can continually learn to stay effective, even after training.
1.2 Research Motivation

In 2022, more than 112 million cyberattacks were launched on IoT devices
globally (Petrosyan, 2023). This number substantially rose from approximately 32
million reported incidents in 2018, marking an 87% annual growth in IoT malware cases
(Petrosyan, 2023). IoT-H networks face a higher likelihood of security challenges than
any other industry because many services are ill-equipped to handle the intricacies of
medical devices (Argaw et al., 2020; B. Bhushan et al., 2023). Furthermore, medical data
is estimated to be 50 times more valuable than other industries (B. Bhushan et al., 2023).
Medical records contain sensitive health information and provide avenues for fraudulent
access to financial accounts, such as banking and credit card accounts, making them more

susceptible to risks like identity theft (Raghupathi et al., 2023).



Furthermore, a major limitation of all IoT devices in healthcare is their restricted
storage and computational capabilities, which compromises the inclusion of robust
cybersecurity measures like NNs that can keep up with the changing dynamics of attacks
(Faruqui et al., 2023). Lastly, threat actors have recently begun to offer DDoS-as-a-
service. Groups like Passion group and KillNet have coordinated attacks on healthcare
providers in the United States and Europe as part of a retaliatory campaign against
nations supporting Ukraine (Davis, 2023; Rohner, 2023). KillNet, in particular, is
actively targeting the U.S. health sector and is seeking to expand its reach by recruiting
via public channels (Rohner, 2023).

1.3 Problem Statement

The problem statement of this praxis is as follows: With nearly 50% of all loT-H
devices vulnerable to cyberattacks (Ghubaish et al., 2021), 90% of loT-H-utilizing
healthcare organizations have experienced at least one security breach, which has put
patients at risk of identity theft, financial trouble, and life-threatening consequences
(Sadhu et al., 2022).

Cyberattacks are the primary source of all data breaches in healthcare (Jiang &
Bai, 2019; Williams et al., 2020). The number of individuals affected by cyberattacks in
healthcare surpasses other breach types by 147% to 198% and exceeds their combined
total by 93% (Cartwright, 2023; Jiang & Bai, 2019). Cyberattacks in healthcare that
expose PII and PHI affect hundreds of millions of patients, costing an average of $7.13

million per attack, 84% higher than other industries (Cartwright, 2023).



1.4 Thesis Statement

The thesis statement of this praxis is as follows: An LNN-based IDS is required to
enhance the cyber resiliency of loT-H devices.

Leveraging LNNs in IDSs can enhance the detection and mitigation of data
breaches and network disruptions in IoT-H networks due to their continuous learning
capability and adaptive response refinement beyond the initial training phase. Their rapid
processing, flexibility, and scalability in loT-H network environments where data
patterns are ever-changing and unpredictable can equip security analysts and response
teams with a precise diagnosis that allows them to choose the appropriate tools to address
the specific challenge at hand effectively.

1.5 Research Objectives

The primary objective of this praxis is to develop and evaluate Liquid NeurloTic,
a novel predictive intrusion detection architecture for IoT-H networks using LNNS.
Liquid NeurloTic is designed to identify and categorize cyberattacks on loT-H networks.
The main objective is divided into three goals:

1. converting network traffic features into cyclical waveforms to enable time-series
representations for integration into an LNN model,

2. constructing an LNN model capable of detection and classification of IoT-H
network traffic into malicious or benign categories, and

3. constructing an artificial neural network (ANN) and recurrent neural network
(RNN) model capable of real-time classification of [oT-H network traffic into

malicious or benign categories to benchmark the LNN’s performance.



1.6 Research Questions and Hypotheses

This praxis’ research questions and hypotheses investigate the potential of Liquid
NeurloTic as a tool for intrusion detection and classification in IoT-H networks.
Specifically, this praxis seeks to identify the ideal LNN architecture and features for
optimal performance. The goal is to utilize IoT network traffic data guided by the
subsequent questions and hypotheses to craft an LNN model to detect cyberattacks,
determine their assault mode, and adapt to new patterns after initial training.

Therefore, this praxis addresses the following research questions:

RQ1: Can IoT network traffic features be depicted as cyclical waveforms to

enable time-series representation for integration into an LNN?

RQ2: Can an LNN be developed to detect and classify malware on loT-H

networks?

RQ3: Can an LNN outperform an ANN and RNN model in loT-H malware

classification?
Previous research has not investigated RQ1, RQ2, and RQ3. While several studies have
partially examined RQ1 by converting network traffic features into waveforms, they have
not considered the application of integrating them into LNN models.

Moreover, the three hypotheses formulated to investigate the research questions
are as follows:

H1: Converting loT network traffic features into cyclical waveforms and layering

them for input enables time-series representation and enhances their utility.

H2: An LNN can be developed to detect and classify malware in loT-H networks.



H3: An LNN outperforms ANN and RNN models in [oT-H malware

classification.
1.7 Scope of Research

This research investigates the performance of LNNs in detecting and classifying
IoT-H malware. Hence, this praxis uses the CICIoT2023 dataset to train and validate the
LNN studied, which consists of more than 46,600,000 labeled records of benign and
malicious loT network traffic captured between 2018 and 2023. This research utilizes
3,017,817 records, or 6%, of the CICIoT2023 dataset, which is selected using stratified
random sampling (SRS). Random undersampling (RUS) is also applied to evaluate
performance using balanced and imbalanced datasets. The novel LNN is evaluated using
loss, accuracy, precision, recall, F1-weighted, Matthews correlation coefficient (MCC),
and Cohen’s kappa.
1.8 Research Limitations

This praxis focuses on developing three neural network (NN) model types: ANNs,
RNNSs, and LNNs. The field of NN-based IDSs has seen remarkable breakthroughs.
Nonetheless, no prior scholarly investigation has pertained to using LNNs in IDS systems
for IoT-H networks. Therefore, this praxis centers its attention on and confines its scope
to identifying and categorizing five cyber intrusions targeting IoT devices: 1) DDoS, 2)
denial-of-service (DoS), 3) Mirai, 4) spoofing, and 5) reconnaissance (Recon).
1.9 Organization of Praxis

Chapter 1 serves as the introduction, outlining the domain under scrutiny, the
problem statement, the thesis statement, the research’s motivation, objectives, questions,

hypotheses, scope, and limitations. Next, Chapter 2 delves into a comprehensive



literature review, capturing the cutting-edge developments pertinent to this praxis’
research focus. It also highlights past studies relevant to the methodology applied in this
research. Subsequently, Chapter 3 elaborates on the methodology adopted to tackle the
issue of intrusion detection and classification within IoT-H networks. It encompasses
aspects like the dataset, data preprocessing, feature selection, categorical data encoding,
data standardization methods, converting network traffic data into cyclical waveforms,
data balancing, and model training and evaluation.

Chapter 4 presents the results derived from Liquid NeurloTic, the application of
the LNN-based IDS methodology. This section concentrates on the viability of
employing an LNN model for detecting and classifying cyber threats on IoT-H networks.
It assesses the efficacy of the ANN, RNN, and LNN models, pinpoints the optimal
features for the LNN model, and examines various performance indicators. Finally,
Chapter 5 concludes the work by encapsulating the insights and takeaways from the
praxis, underlining its contributions to the academic domain. Additionally, it hints at

promising avenues worthy of future exploration.



Chapter 2—Literature Review

2.1 Introduction

This chapter is organized into seven sections exploring scholarly works to build a
thorough understanding of the background and context of the problem addressed by this
praxis. Section 2.1 provides the structure of Chapter 2, while Section 2.2 examines the
proliferation of Internet of Things (IoT) devices and security weaknesses in [oT in
Healthcare (IoT-H) devices. Section 2.3 delves into major cyberattacks targeting loT
devices and networks, particularly in healthcare, followed by Section 2.4, highlighting
various intrusion detection systems (IDSs), their mechanisms, and the pros and cons
inherent to each system. Section 2.5 explores neural network (NN)-based IDSs for [oT-H
networks, while Section 2.6 explores the theoretical and practical applications of liquid
neural networks (LNNs). Finally, Section 2.7 synthesizes the literature review and
identifies a research gap that justifies the necessity for this praxis to create Liquid
NeurloTic, an LNN-based IDS for IoT-H networks.
2.2 Vulnerabilities in Internet of Things Devices in Healthcare

Meneghello et al. (2019) highlighted that the heterogeneity of loT devices makes
standardizing security designs for IoT-H networks challenging. Therefore, current
healthcare protocols for managing digital medical records are susceptible to cybersecurity
risks like malware (Namasudra et al., 2023). Moreover, Spathoulas et al. (2019) found
that the rush to launch products within tight budgets often limited the adoption of more
robust security measures due to higher costs. For example, security cameras lack patch
update facilities and require full replacement if software is compromised (Bhushan et al.,

2023). Al-kahtani et al. (2022) revealed that wireless networks in healthcare, such as IoT-

10



H networks, are also highly vulnerable to malware due to limited resources and their
reliance on universal wireless access. These networks operate on the 2.4 GHz bandwidth,
which is unlicensed, making it easier for attackers to disrupt services either temporarily
or permanently (Al Kalaa et al., 2017).

Tweneboah-Koduah et al. (2017) demonstrated that the bi-directional wireless
communication channel between [oT devices makes the system susceptible to network-
based attacks and protocol failures. In other words, if these attacks succeed, they can
infiltrate and disrupt operations and access crucial data. For example, most user-
interactive IoT applications are designed for web and mobile platforms that primarily
utilize application programming interfaces (APIs) as their core architectural interface
(Tweneboah-Koduah et al., 2017).

Tweneboah-Koduah et al. (2017) warned that a non-updated API can be
vulnerable to a range of security breaches that can jeopardize an entire network. This
vulnerability makes loT-H devices prime targets for cyberattacks aiming to breach loT-H
networks. For instance, in CVE-2016-7413, a specific flaw in the wddx_stack destroy
function in PHP versions prior to 5.6.26 and 7.x before 7.0.11 can be exploited by
attackers to disrupt services using a malformed wddxPacket XML document
(Tweneboah-Koduah et al., 2017). Additionally, Tweneboah-Koduah et al. (2017)
uncovered how CVE-2016-4539 revealed a vulnerability in PHP’s xml parse into_struct
function in versions before 5.5.35, 5.6.x, 5.6.21, 7.x, and 7.0.6, where attackers can
disrupt services or cause other unknown damages using manipulated XML data. As such,
it is unsurprising that Yu (2023) found that a staggering 59% of IP cameras are

vulnerable due to unpatched common vulnerabilities and exposures (CVEs), with 56% of
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these posing critical risks. Additionally, they uncovered that 37% of printers harbor
unpatched CVEs, with 30% being critically severe, while Voice over Internet Protocol
(VoIP) devices, which are less critical with only 2% severity, show security gaps with
53% having unpatched CVEs (Yu, 2023).

Overall, the authors in this section have highlighted that [oT devices in healthcare
present significant cybersecurity risks from the lack of standardized security designs and
the tradeoff between cost-effectiveness and security. An initial breach in one IoT device
in a healthcare setting can act as a gateway to the entire healthcare network, putting the
whole connected IoT-H network at risk. Therefore, IoT infrastructures in healthcare must
sustain a secure and robust operational state to counteract these vulnerabilities.

2.3 Prevalent Cybersecurity Threats in the Internet of Things in Healthcare
Networks

Denial-of-service (DoS), distributed denial-of-service (DDoS), Mirai, spoofing,
and reconnaissance (Recon) attacks are major attacks in IoT networks, as revealed by
Makhdoom et al. (2019). IoT service gateways have become primary targets for
intrusions, and IoT-H networks are comprised of similar devices used in IoT networks.
Hence, these attacks can become predominant threats within IoT-H networks, as
discussed in this praxis.

2.3.1 Denial-of-Service and Distributed Denial-of-Service Attacks

Kumari and Mrunalini (2022) discovered that DoS and DDoS attacks are the most
common and challenging to mitigate because threat actors use fake return addresses to
hide their identities, which makes the attack difficult to trace and prevent. Both attacks

bombard a device with increasing requests that become virtually impossible to manage,
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resulting in a DoS of the targeted system (Kumari & Mrunalini, 2022). Ibrahim et al.
(2022) highlighted that the differentiating factor between a DoS and a DDoS attack is that
the former uses a single source to execute an attack, while the latter uses multiple
sources. However, DDoS attacks are more attractive to threat actors because they can
cause more damage but do not require advanced technical skills, resources, and money to
execute (Adedeji et al., 2023). Therefore, [oT-H devices frequently become tools for
orchestrating DoS and DDoS attacks due to their weak security (Huraj et al., 2020; Ul et
al., 2018).

A major type of DoS attack is the Smurf attack, which has become highly
concerning because of its widespread and highly scalable nature (Tripathi et al., 2013). A
Smurf attack overwhelms a target server with Internet Control Message Protocol (ICMP)
requests by exploiting a forged internet protocol (IP) address (Tripathi et al., 2013).
Tripathi et al. (2013) demonstrated that the attacker crafts a fake packet with the target
server’s IP address as its source and dispatches it to a router’s IP broadcast address. The
packet prompts the router to broadcast the request to all hosts within the network, which
then unwittingly sends ICMP responses back to the targeted server, flooding it with
traffic (Tripathi et al., 2013).

Similarly, the primary goal of a DDoS attack is to render a service unavailable to
its intended users (Mohapatro & Snigdh, 2021). Riskhan et al. (2023) presented evidence
that the synchronize (SYN) flood technique is the most aggressive form of DDoS attacks,
comprising 81%. A SYN flood attack targets the Transmission Control Protocol (TCP)
handshake by sending numerous SYN packets to a device but does not complete the

handshake with the final acknowledge (ACK) packet (Guo & Gao, 2022). This process
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creates multiple half-open connections, which overwhelms a device or entire network and
causes a DoS (Guo & Gao, 2022).

Mohapatro and Snigdh (2021) highlighted that the SYN flood DDoS attack has
become highly effective in causing major interruptions in large corporations with
advanced cyber defenses, such as Amazon, Netflix, and Twitter (currently known as X).
Moreover, Wang et al. (2018) revealed that the latest DDoS attacks have become even
more dynamic as attackers can continuously alter their attack vectors to persistently
navigate through various defense strategies until they successfully breach network
defenses. For example, the traffic flow of a DDoS attack closely resembles that of typical
traffic surges, making the detection increasingly challenging (Wang et al., 2023). As a
result, the attack inevitably saturates the network bandwidth or depletes system resources,
which leads to slowed response times or a complete DoS (Mohapatro & Snigdh, 2021).
2.3.2 Mirai Attack

Shao et al. (2021) revealed that the Mirai attack in IoT-H networks is the most
threatening. The Mirai attack has become so destructive that it has disrupted nearly half
the internet due to insufficient security practices in hundreds of thousands of IoT devices
(Kolias et al., 2017). Mirai was first discovered in 2016 as malware that scans the internet
for IoT devices powered by Argonaut reduced instruction set computer core (ARC)
processors (Victor et al., 2023). Metongnon and Sadre (2018) demonstrated that Mirai
exploits vulnerabilities in devices that retain default factory settings, such as cameras and
routers, and gains access through telnet ports 23 and 2323 by employing dictionary
attacks. Once accessed, it infects them and turns the devices into remotely controlled bots

(Kolias et al., 2017; Metongnon & Sadre, 2018). As a result, each infected [oT device
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becomes part of the Mirai botnet and is controlled by an attacker to overwhelm servers
and websites with traffic (Kolias et al., 2017).

Mirai attacks can be considered a type of DDoS attack. However, the key
difference is that the device owner is unaware that the device is compromised and
controlled to execute the attack (Zhang et al., 2020). Metongnon and Sadre (2018)
showed that the original version of Mirai utilized stateless TCP SYN packets in its
attacks, with the initial sequence number mirroring the IP address of the targeted device.
However, Wazzan et al. (2021) uncovered that the Mirai code has evolved since its
inception, with attackers regularly updating it to exploit new vulnerabilities, target a
broader range of devices, and avoid detection. Furthermore, Tushir et al. (2021) revealed
that [oT devices in healthcare are mostly susceptible to Mirai attacks since it is common
for IoT-H device owners to neglect to change default credentials and for [oT-H devices
not to regularly receive necessary software or security updates. Tushir et al. further
detailed how the inherent resource constraints of many loT-H devices also make
implementing standard security protocols to prevent Mirai attacks a substantial challenge.
2.3.3 Spoofing Attack

Another highly threatening attack in loT-H networks is the spoofing attack. Khan
et al. (2022) explained that a spoofing attack occurs when an attacker pretends to be a
trusted device or user to access secure information, steal data, or spread harmful software.
Tariq et al. (2023) highlighted common techniques in spoofing attacks, including faking
DNS, web traffic, IoT cloud services, and network nodes. However, Khan et al. (2022)
and Tariq et al. (2023) both revealed that the most frequent attacks involve spoofing

media access control (MAC) addresses or IP addresses.
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MAC address spoofing is when an attacker changes their device’s MAC address
to match a legitimate device in a wireless network (Alotaibi & Elleithy, 2016). For
example, an attacker may mimic the MAC address of a smart camera in an loT-H
network to intercept data or launch a man-in-the-middle (MitM) attack on a smart
medical device (Alotaibi & Elleithy, 2016; Malasri & Lan Wang, 2009). This attack can
also overwhelm the network with fake requests from random MAC addresses and drain
network resources in a tactic known as resource depletion (Alotaibi & Elleithy, 2016;
Malasri & Lan Wang, 2009).

Ramesh et al. (2010) defined IP spoofing as a hacking method where attackers
gain unauthorized access to a computer by disguising their messages as coming from a
trusted source. Ramesh et al. explained that in this attack, the attacker chooses a target
and acquires the IP address of a trusted computer to disrupt the communication of the
trusted computer using a tactic like SYN flooding. The attacker observes the interaction
between the target and the trusted systems to estimate the sequence numbers in the
trusted computer’s communication (Ramesh et al., 2010). Subsequently, the attacker
alters the message headers to mimic those from the trusted computer and attempts to
connect to a secure service or port (Ramesh et al., 2010). If successful, the attacker
establishes a hidden backdoor for future access (Ramesh et al., 2010).

2.3.4 Reconnaissance Attack

Zhang et al. (2023) highlighted that Recon attacks are the most common first step

in a cyberattack. Approximately 70% of cyberattacks are initiated following Recon

scanning activities. A Recon attack aims to look for weaknesses and other important
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details about a target’s system or network without alerting the target to formulate possible
attack methods (Alani & Damiani, 2023; Mazurczyk & Caviglione, 2021).

Neto et al. (2023) highlighted that the two major types of Recon attacks are host
discovery and operating system (OS) fingerprinting. In host discovery, an adversary
checks if a host is active by probing its IP address (Neto et al., 2023). For example, an
adversary begins with the target network’s range of IP addresses, uses a ping sweep
technique to send packets to each IP address, and waits for responses to identify active
hosts (Belalis et al., 2023).

In comparison, OS fingerprinting involves examining data packets from a
network to determine the OS and configuration details to help hackers identify and
exploit vulnerabilities more easily (Lastovicka et al., 2023). OS fingerprinting can be
active and passive (Auffret, 2010). In active OS fingerprinting, attackers send a packet to
a target and then scrutinize the TCP packet response to identify the OS (Auffret, 2010).
Conversely, attackers observe network traffic in passive OS fingerprinting but do not
directly interact with it (Auffret, 2010). Shamsi et al. (2016) highlighted that passive OS
fingerprinting is more effective than active OS fingerprinting because it is more discreet
but much slower.

2.4 Categories of Intrusion Detection Systems

A common solution against the evolving nature of cyberattacks is using an IDS.
Ahmad et al. (2021) defined an IDS as a security tool to monitor network or system
activities to identify and report malicious actions or policy breaches. The two primary
types of IDSs are network-based (NIDSs) and host-based (HIDSs; Ahmad et al., 2021).

Vanin et al. (2022) highlighted that NIDSs offer efficient and non-intrusive monitoring
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by providing a centralized overview of the network segment in which they are placed.
They analyze packet contents and metadata to identify threats, offering the advantage of
fewer installations and maintenance points compared to HIDSs, which must be installed
on each host (Ahmad et al., 2021; Vanin et al., 2022). However, Han and Pak (2023)
warned that NIDSs can impact overall network performance, requiring significant
processing power to analyze all passing traffic. Furthermore, Yaacoub et al. (2020)
identified that the diversity of loT devices and protocols in healthcare networks makes it
challenging for NIDSs to be configured to accurately monitor all types of traffic without
producing many false positives.

Conversely, HIDSs are installed directly on endpoints, like [oT devices or servers,
in the healthcare environment to monitor system logs, file access and modifications, and
other activities to detect potential intrusions on the host device (Vanin et al., 2022).
HIDSs are more versatile for various network setups because they are not dependent on
the network architecture (Singh & Singh, 2014). Since HIDSs monitor system internals
for precise attacks on individual devices, they are well-suited to catch threats that have
bypassed network defenses, including insider threats (Yaacoub et al., 2020).

However, Lu et al. (2022) explained that implementing HIDSs in environments
with many IoT devices, like healthcare networks, involves a significant undertaking to
install and maintain them on each device. Furthermore, Park et al. (2021) emphasized that
HIDSs are limited to monitoring only the device on which they are installed, so they
overlook wider network threats that NIDS would detect. Thus, the host device’s
performance is degraded, which is a critical issue for [oT-H devices that necessitate real-

time operation (Park et al., 2021).
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IDSs have two main detection methods: signature-based (SIDSs) and anomaly-
based (AIDSs; Ahmad et al., 2021). Ahmad et al. (2021) described that SIDSs use known
patterns of misbehavior to detect intrusions by using if-else rules to match pre-defined
signatures in network traffic or host events. This method is effective against known
attacks and tends to have a lower rate of false positives when detecting known threats
since it relies on established patterns. However, Ahmad et al. (2021) warned that these
signatures must be regularly updated to cover new attacks and remove inefficient ones.
Thus, signature databases require regular updates to remain effective against new threats
because they cannot detect new, unknown threats or sophisticated attacks that do not
match existing signatures (Ahmad et al., 2021). As a result, SIDSs are essentially
ineffective against zero-day attacks because there are no known signatures for an attack
that has not happened yet (Ahmad et al., 2021).

In contrast, Ahmad et al. (2021) highlighted that AIDSs can detect zero-day
attacks by utilizing a baseline profile of normal activity to analyze network data and
traffic to flag deviations as potential threats. Rathee et al. (2023) highlighted that AIDSs
are useful in an [oT-H environment because new devices are added to the network daily.
However, rather than being able to specify the type of attack occurring, AIDSs can only
identify deviations from normal patterns (Maseer et al., 2021). Ahmad et al. (2021)
explained that this limitation can lead to many false positives, resulting in alert fatigue,
since unusual but harmless network behavior can be mistakenly identified as anomalies.

Overall, current scholarly works have indicated that the optimal security posture
for IoT-H networks is not strictly a choice between NIDSs versus HIDSs or SIDSs versus

AIDS:s. Instead, optimal security strategically integrates all these systems and includes
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new methods since each approach has advantages and limitations. For example, NIDSs
offer extensive network coverage and centralized monitoring, making them ideal for
guarding against external threats across multiple devices, while HIDSs provide in-depth
host-level security essential for detecting insider threats and ensuring the integrity of
vulnerable healthcare software on individual devices. Furthermore, SIDSs excel in
identifying and mitigating known threats efficiently, while AIDSs offer the adaptability
crucial for spotting novel and sophisticated attacks in the healthcare sector where stakes
can be life-threatening. However, Hnamte and Hussain (2023) stated that despite the
effectiveness of strategically integrating all of these systems, they still struggle to match
the relentless and constantly evolving methods of cyberattacks.
2.5 Neural Network-Based Intrusion Detection Systems for Internet of Things in
Healthcare Networks

NN have revolutionized almost every field with cutting-edge solutions in areas
like robotics, reinforcement learning, computer vision, and healthcare (Bonardi et al.,
2020; Esteva et al., 2017; Jaderberg et al., 2019; Neftci & Averbeck, 2019; Wei, 2019).
Researchers have presented NN-based IDSs as a powerful solution in response to the
constantly evolving attack techniques. Chu et al. (2020) highlighted that NNs effectively
detect a broad spectrum of cyber threats because they can autonomously learn and
identify features via non-linear processing capabilities. As a result, the reliance on
domain expertise and the quality of pre-defined features for effective detection is
lessened (Chu et al., 2020). Therefore, as [oT-H networks continually expand with the
addition of new devices, the adaptability offered by NN-based IDSs has become

increasingly attractive (Maseer et al., 2021).
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To enhance the detection and mitigation of cyber threats in Internet of Health
Things (IoHT) devices, Vijayakumar et al. (2023) introduced a deep neural network
(DNN) model. They created a system with a multi-class classification framework to
identify four unique cyberattacks in healthcare using the ECU-IoHT dataset: 1) ARP
spoofing, 2) DoS, 3) Nmap, and 4) Smurf (Vijayakumar et al., 2023). After being trained
on over 500 epochs, their DNN model achieved an accuracy of more than 99%, a
precision of 99.3%, a recall of 96.8%, and an F1 score of 90.3% (Vijayakumar et al.,
2023). The authors stated that future work should evaluate the effectiveness of the
proposed system within a real-time IoHT setting to broaden the system’s scalability to
detect other cyberattacks in IoHT devices (Vijayakumar et al., 2023).

Ravi et al. (2023a) developed an attention-focused deep learning (DL)
methodology that leveraged cross-architecture analysis to detect and categorize malware
in healthcare IoT devices. They utilized byte sequences from executable and linkable
format (ELF) files and converted them into numeric values through an embedding layer
(Ravi et al., 2023a). This embedding layer, coupled with a series of DL layers, integrated
attention mechanisms to highlight key byte sequence features essential for precise
malware identification and classification (Ravi et al., 2023a). Beyond these capabilities,
this methodology also effectively discerned the CPU architecture of the ELF file (Ravi et
al., 2023a). Their model achieved 94% accuracy in loT-H malware detection and 95% in
classifying IoT-H malware and CPU architecture (Ravi et al., 2023a).

To automatically detect and classify attacks for IoT-H IDSs, Ravi et al. (2023b)
combined network flow features and patient biometrics in the preprocessing stage to feed

into a DL-based model they tailored for this data. Additionally, the authors integrated an
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attention mechanism within the DL layers to enhance the model’s capability to extract
optimal features for accurate attack detection (Ravi et al., 2023b). To address the
challenge of data imbalance commonly encountered in real-world datasets, Ravi et al.
(2023b) employed a cost-sensitive learning strategy during the model’s training phase by
assigning varying costs to different classes, which led to improved performance
outcomes. Their model architecture achieved a 10-fold cross-validation accuracy of 95%
when analyzing network features, 89% with patient biometrics, and 99% when both sets
of features were combined (Ravi et al., 2023b).

Moreover, Wozniak et al. (2021) developed an RNN-Long Short-Term Memory
(RNN-LSTM) model to analyze network traffic in various IoT environments. They
implemented this model at the firewall level to process real-time connection data, classify
it, and communicate its decision back to the firewall, achieving 99.9957% accuracy
(Wozniak et al., 2021). Perhaps most notably, their model did not require extensive
computing power and energy post-training, with data processing times in the nanosecond
range, which allowed it to run unobtrusively in the background (Wozniak et al., 2021).
To improve the system’s efficiency and effectiveness, the authors stated they would focus
on implementing preprocessing methods involving selective feature reduction to
concentrate on the relationships between different features (Wozniak et al., 2021).
Wozniak et al. (2021) aimed to discover how to enhance the NN to function more
autonomously, regardless of the size and specifics of the training dataset.

To address the challenge posed by the limited computing power and memory of
IoMT devices, Chaganti et al. (2022) developed a particle swarm optimization DNN

(PSO-DNN) model. Instead of focusing solely on model development, the authors aimed
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to refine the feature selection process as a new method to enhance an NN model’s
effectiveness in attack detection (Chaganti et al., 2022). First, they merged network
traffic data with patient sensing information to develop a more comprehensive and robust
dataset (Chaganti et al., 2022). Then, to identify and select key features relevant to
predicting attacks in IoMT environments, the authors utilized the PSO technique to select
eight optimal features from their combined network and patient sensor features (Chaganti
et al., 2022). From this, they experimented with six machine learning (ML) models:
logistic regression (LR), K-nearest neighbors (KNN), decision tree (DT), AdaBoost,
random forest (RF), support vector machine (SVM), and three NN models: DNN,
convolutional neural network (CNN), and LSTM (Chaganti et al., 2022). Their DNN
model achieved the best performance in detecting network intrusions with 96% accuracy
(Chaganti et al., 2022).

In their future work, Chaganti et al. (2022) plan to broaden their IoMT intrusion
detection research using ML and DL models to include more attacks like DoS, data
injection, and man-in-the-middle (MitM) attacks. They also aim to develop ML
operations (MLOps) in alignment with healthcare industry regulations, particularly for
real-time data processing of combined patient and network data (Chaganti et al., 2022).
Another focus sought to ensure patient data privacy within [oMT networks through data
anonymization techniques while studying the correlation between biometric features and
attacks (Chaganti et al., 2022).

To address the vulnerability of cloud-stored e-healthcare information to
cybersecurity malware, Anand et al. (2021) developed a CNN-based model to detect

malware attacks (CNN-DMA). Hence, all malware were transformed into greyscale
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images to prepare the data for input into the CNN model (Anand et al., 2021). Anand et
al. (2021) converted the malware binary data into 8-bit vectors. They then processed
these vectors further to create corresponding greyscale images, which effectively
translated the complex malware data into a format suitable for CNN analysis (Anand et
al., 2021).

For the initial convolutional layer, their model processed an input image of 32 x
32 x 1 pixels and then fed it through a dense layer, dropout layer, and flatten layer while
utilizing batch sizes of 64 over 20 epochs (Anand et al., 2021). In testing its efficacy, the
model was applied to the Malimg dataset, which comprised 25 different malware families
(Anand et al., 2021). Their model demonstrated a high recall rate of 98.9% for identifying
Adialer.c and a precision rate of 95.8% in detecting Agent.FYI (Anand et al., 2021).
However, its performance significantly declined when detecting Allaple.A, Allaple.L,
and Alueron.gen!J, where it only achieved precision and recall rates between 79% and
92% (Anand et al., 2021). The authors advocated for further research to enhance the
accuracy of various DL methods across diverse datasets.

In response to the increased network traffic within IoT healthcare systems that
inhibits NIDSs’ and AIDSs’ adaptability and effectiveness against new attack methods,
Akshay Kumaar et al. (2022) introduced a hybrid DL framework called ImmuneNet to
potentially keep up with the latest intrusion attacks. ImmuneNet employs a multifaceted
approach that includes feature engineering, oversampling for better class balance, and
hyperparameter optimization (Akshay Kumaar et al., 2022). ImmuneNet has linear layers
at both ends, each with 512 neurons, and a larger hidden layer of 784 neurons, which

Akshay Kumaar et al. (2022) selected to match the feature range of the datasets. The
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authors initially selected the neuron counts arbitrarily. However, eventually, they chose
equal neuron counts in the first and last layers for the residual connection by fine-tuning
through grid search (Akshay Kumaar et al., 2022). Overall, the ImmuneNet architecture
comprised less than 1 million parameters, which the authors claimed made it practical for
integration into medical devices and loT-H systems (Akshay Kumaar et al., 2022).

To validate ImmuneNet’s efficacy, Akshay Kumaar et al. (2022) developed LR,
DT, RF, and XGBoost models as baseline models to compare ImmuneNet’s performance.
All models used datasets from the 2017 and 2018 Canadian Institute for Cybersecurity’s
Intrusion Detection System (CICIDS) datasets and the Bell Domain Name System (DNS)
2021 dataset, which cover a wide range of real-time and up-to-date cyberattack data
(Akshay Kumaar et al., 2022). ImmuneNet achieved the best performance on the CIC
Bell DNS 2021 dataset, achieving approximately 99.19% in accuracy, 99.22% in
precision, 99.19% in recall, and a 99.2% Area Under the Receiver Operating
Characteristic (AUC-ROC) curve (Akshay Kumaar et al., 2022).

For future work, the authors sought to eliminate manual retraining or fine-tuning
by developing an NN-based model to independently adjust to new attacks (Akshay
Kumaar et al., 2022). They proposed creating a self-supervised learning-based NN to
address this challenge and plan to utilize more current datasets with a better class balance
(Akshay Kumaar et al., 2022). Additionally, they planned to implement adversarial
reweighting strategies to improve the model’s fairness (Akshay Kumaar et al., 2022).

To classify cyberattacks within IoMT networks, Khan et al. (2023) presented a
blend of ensemble learning and fog-cloud architecture. Their architecture utilized a series

of LSTM networks as initial learners, followed by a DT that classified events into attacks
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or normal activities. This blended method outperformed precision by 4% when compared
against HealthGuard by Newaz et al. (2019), Support Vector Machine IDS by Begli et al.
(2019), Stacked Autoencoder IDS by He et al. (2019), and Ensemble-ML by Kumar et al.
(2021; see Khan et al., 2023).
2.6 Liquid Neural Networks

This section comprises four subsections to provide a comprehensive background,
including different types of LNNs and the advancements made by the research
community in this domain. This praxis refers to an LNN as any NN fundamentally based
on the liquid time-constant network (LTC), such as those created by Hasani et al. (2018),
Hasani et al. (2021), Lechner et al. (2020), and Hasani et al. (2022). Section 2.6.1
provides a foundational background of LNNs, Section 2.6.2 demonstrates the practical
applications of LTCs, Section 2.6.3 covers a more efficient LNN called closed-form
continuous-depth (CfC) networks, and Section 2.6.4 dives into a compact wiring of LTCs
called neural circuit policies (NCPs).
2.6.1 Foundations of Liquid Neural Networks

The concept of LNNs was first introduced by Hasani et al. in 2018, who
demonstrated their status as universal approximators. A universal approximator is a
model or system, or in this case, an NN, that can approximate any function, no matter
how complex, given certain conditions (Moon, 2021). Hence, an LNN can adapt to and
mimic the behavior of any dataset to make predictions, regardless of its complexity, such
as predicting continuous or discrete values. The term liquid characterizes the network’s

flexibility to adapt its perception of time (Hasani et al., 2018).
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For example, in simpler models, like an RNN, time is processed in fixed steps,
like days or seconds (Rezk et al., 2020). However, in an LNN, the time intervals change
based on the system’s current state as the time-constant is coupled with the hidden state,
as Hasani et al. (2018) demonstrated, which allows the model to be extremely flexible or
liquid to provide an optimized ability to predict or anticipate unpredictable changes in
data (Hasani et al., 2018). This foundational work by Hasani et al. was essential for
LNNs because it proved they could theoretically represent any dynamical system. Hasani
et al.’s work highlighted the potential superiority of LNNs in managing unpredictable,
time-series tasks that were challenging for traditional temporal-based models like RNNs
to handle.

2.6.2 Liquid Time-Constant Networks

In 2021, Hasani et al. (2021) validated the theoretical scope of LNNs by
developing LTCs for practical applications. LTCs’ architecture resembles linear first-
order dynamical systems (Hasani et al., 2021), so the NN’s neurons are linear and
connected through non-linear gates (Hasani et al., 2021). For example, traditional
feedforward networks (i.e., RNNs) use layers of neurons and connections that perform
non-linear calculations to learn the patterns and dynamics of data or how things change
over time (Wang et al., 2019).

Hasani et al. (2021) demonstrated that the approach with LTCs is different.
Instead of using typical non-linear functions at each neuron to calculate its outputs, LTCs
use a linear model such as first-order ordinary differential equations (ODEs), which are
simpler to calculate (Hasani et al., 2021). These are the linear first-order dynamical

systems. Then, LTCs control and adjust these linear models using non-linear functions or
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interlinked gates (Hasani et al., 2021). This architecture is like having the actions of
several simple machines coordinated by a more complex control system. Thus, contrary
to traditional NNs, which sum input values and apply an activation function at each
neuron, LTCs process input data at each neuron through an ODE and interlink these
neurons with a similar non-linear activation function used by traditional NN, such as a
hyperbolic tangent—this allows for a more liquid model to capture the most intricate
nuances of the data (Hasani et al., 2021).

For reference, differential equations (DEs) mathematically describe how things
change over time and are commonly used in physics and engineering. Specifically, ODEs
are simply DEs that describe how things change over time for one independent variable
(Miao et al., 2014). Hasani et al. (2021) designed LTCs to use ODE solvers to compute
ODE:s. Thus, solving the ODE provides the LNN with the function to learn how the data
changes over time (Hasani et al., 2021).

ODE solvers in LTCs have two types: variable step, which adjusts based on the
data, and fixed step, which uses a constant step size (Hasani et al., 2021). Hasani et al.
(2021) identified that LTCs’ performance highly depends on the selected solver.
Additionally, to learn from the time-series data effectively, LTCs use backpropagation
through time (BPTT; Hasani et al., 2021). BPTT is a training method used in sequential
models, like RNNs, where the network is unrolled through time, and the error is
propagated back through each step (Bellec et al., 2020).

Hasani et al. (2021) demonstrated that LTCs outperform traditional and advanced
RNNSs in time-series prediction tasks with a 5% to 70% performance improvement in

tasks like hand gesture segmentation, room occupancy detection, human activity
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recognition, and computer vision classification. Additionally, when performing identical
tasks, Hasani et al. (2021) revealed that LTCs are more lightweight since they require
fewer parameters than advanced RNN models like continuous-time RNN (CT-RNN),
ODE-RNNs, LSTM, and CT-gated recurrent unit (CT-GRU) networks.

Several separate studies have demonstrated the efficacy of LTCs. For example,
Yin et al. (2021) achieved a 10% to 40% performance improvement over RNN and auto-
regressive models when using LTCs to predict continuously changing channel state
information (CSI) in multiple-input multiple-output (MIMO) communication systems
(Yin et al., 2021). Moreover, Shang and Hu (2022) achieved superior performance with
LTCs over CNN and LSTM models when calibrating red-blue-green (RBG) cameras and
3D light detection and ranging (LiDAR) sensors in real time.

Quan et al. (2022) outperformed advanced RNNs, such as neural ODE, LSTM,
CT-RNN, and CT-GRU models, when classifying handwashing videos using LTCs
(Quan et al., 2022). Specifically, they constructed a random forest (RF) model using
multiple LTCs, with each LTC network corresponding to a tree to classify the quality of
handwashing. The authors utilized a publicly available handwashing dataset from the
World Health Organization for recognizing individual handwashing steps and a custom
dataset from a hospital in Vietnam with the full handwashing process (Quan et al., 2022).

Quan et al.’s (2022) model achieved an overall accuracy of 98.9% in recognizing
individual handwashing steps. Recognizing each handwashing step achieved accuracy
between 97.32% and 99.61%. For the full handwashing process, it recognized 78% (Quan

et al., 2022). The authors emphasized that future research should focus on discovering
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more efficient ODE solvers to minimize memory usage and computing durations (Quan
et al., 2022).

Nielsen et al. (2023) demonstrated that LTCs can accurately foresee the
occurrence and duration of time-series data. Hence, they can adapt to data changes
without needing specific training data for each scenario. LTCs achieved over 97.85%
accuracy in predictions in time-series data when predicting blockages in millimeter wave
(mmWave) links (Nielsen et al., 2023).

Gajjar et al. (2023) evaluated the effectiveness of LNNs in forecasting highly
unpredictable data by utilizing LTC networks to analyze and predict stock prices of
Adani Ports, Reliance, and Tata Steel on the National Stock Exchange of India. Their
experiments revealed that LTCs consistently outperformed RNN, LSTM, and GRU
models (Gajjar et al., 2023). When Gajjar et al. compared LTCs against the best-
performing temporal models, they achieved an average of 427.41% better mean squared
error (MSE) scores, 128.72% better root mean squared error (RMSE) scores, and 22.80%
better R? scores (Gajjar et al., 2023). However, despite these results, Gajjar et al. found
that LTCs were more than 15 times slower during training and more than eight times
slower during testing compared to advanced RNN models, revealing a significant area of
concern for scalability (Gajjar et al., 2023). As a result, they emphasized that future work

should involve improving the speed of LTCs.
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2.6.3 Closed-Form Continuous-Depth Networks

Given that LTC performance is highly dependent on the choice of ODE solvers,
Hasani et al. (2021) revealed that although advanced ODE solvers improved LTCs’
effectiveness, the solvers ultimately slowed their performance (Hasani et al., 2021).
Addressing this resource constraint of LTCs, Hasani et al. (2022) created closed-form
continuous depth (CfC) networks. CfC networks are essentially LTCs that do not require
numerical ODE solvers, so they save time and increase performance (Hasani et al., 2022).
CfC networks achieve these improvements by calculating a tightly bounded
approximation of a crucial integral within LTC dynamics, leading to a closed-form
solution (Hasani et al., 2022), which is a way to solve a mathematical problem with an
exact answer expressed as a simple formula (Borwein & Crandall, 2013). Closed-form
solutions offer straightforward equations that give simple, exact answers each time,
regardless of the input data.

Hasani et al. (2022) used the closed-form formula to directly find the solution to
the ODEs, which eliminated the need to use the computationally expensive ODE solver.
They achieved nearly 90% faster data processing than with LTCs. Hasani et al. validated
their work by classifying bit streams using the bit-stream exclusive-or (XOR) dataset,
performing event-based sequential image processing using the MNIST dataset, and
predicting the mortality of 8,000 patients admitted to an intensive care unit using the
PhysioNet Challenge 2012 dataset (Hasani et al., 2022). Their experiments achieved
higher accuracies with lower training times per epoch with CfC networks compared to

advanced RNN models.
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Furthermore, Qiu et al. (2023) demonstrated the increased performance of CfCs
while using them with quantile regression (QR) to forecast wind speed. When
benchmarked against QR-time convolution network (QR-TCN), QR-LSTM, QR-GRU,
and QR-NN models, the QR-CfC model achieved a 21.89% reduction in the mean
absolute percentage error (Qiu et al., 2023). Additionally, Qiu et al. experienced a
decrease in the continuous ranked probability score by 11.14% using the CfC model.
2.6.4 Neural Circuit Policies

To make LNNs more compact and interpretable, Lechner et al. (2020) developed
NCPs with a four-layer sparse neural architecture in which the overall architecture
mimics the structure found in the Caenorhabditis elegans (C. elegans) nematode’s
nervous system with its neurons defined by LTCs (Gleeson et al., 2018; Lechner et al.,
2019; Lechner et al., 2020). A key advantage of this architecture is that it requires fewer
neurons and learning parameters than other DL-based models, including CT-RNN:Ss,
LSTMs, GRUs, and CNNs (Lechner et al., 2020). Even though the NCP network’s size is
significantly smaller than advanced RNN models, it continually outperforms them.

For example, Lechner et al. (2020) developed state-of-the-art NCP, CT-RNN,
LSTM, and CNN models with the same convolutional head and trained and evaluated
them in identical conditions in an end-to-end autonomous driving task (Lechner et al.,
2020). Both the LSTM and CT-RNN had 64 neurons, while the NCP had only 19
neurons. The NCP model was 63 times smaller than a state-of-the-art CNN network,
while the NCP’s control network was 970 times sparser than the LSTM network and 241

times sparser than the CT-RNN network (Lechner et al., 2020). Additionally, the
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trainable parameter space of an NCP’s RNN compartment was 233 times smaller than the
LSTM network and 59 times smaller than the CT-RNN (Lechner et al., 2020).

Several studies have highlighted the efficacy of NCPs. For instance, Tylkin et al.
(2022) demonstrated the scalable superiority of NCP models by training a 200 KB-sized
NCP to control a DJI Tello drone and autonomously avoid obstacles. The NCP was so
compact and efficient that Tylkin et al. (2022) deployed it onto a Raspberry Pi Zero,
which weighed less than 10 grams (Tylkin et al., 2022).

Loy-Benitez et al. (2022) developed an NCP network to model particulate matter
2.5 (PM2.5) concentration in subway environments using indoor and outdoor air
variables to accurately detect PM2.5 levels that were unhealthy for sensitive groups.
Compared with DNN, RNN, LSTM, GRU, and residual network models, the NCP
network improved accuracy by 27-30% (Loy-Benitez et al., 2022). To practically
validate its performance, Loy-Benitez et al. deployed the NCP network in a real-world
ventilation control system of a subway station. Hence, they found that the NCP network
reduced unhealthy PM2.5 levels to moderate levels, which improved air quality
management and minimized energy use for ventilation. Their work also revealed that the
NCP network experienced the lowest increase in energy consumption among the tested
methods (Loy-Benitez et al., 2022).

Razzaq and Hongwei (2023) revealed that the NCP’s architecture enhanced
computational efficiency and scalability by having a significantly lower number of
trainable parameters. Razzaq and Hongwei developed an NCP model for autonomous
driving tasks, demonstrating that the NCP architecture was remarkably resilient against

noise interference (Razzaq & Hongwei, 2023). Hence, the NCP was unaffected by
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perturbations caused by different weather and visual conditions, such as glare, direct
sunlight, and shadows (Razzaq & Hongwei, 2023). Razzaq and Hongwei closely
observed the activities of each neuron of the NCP during inference. They recorded that
despite variations in activations at other neuron levels, the NCP model could filter motor
neuron-level noise for more accurate outcomes (Razzaq & Hongwei, 2023). Finally,
Chabhine et al. (2023) conducted a series of autonomous flying experiments in scenes with
a series of untrained models; the NCP model achieved approximately 20% better
performance than state-of-the-art LSTM, GRU, and ODE-RNN models (Chahine et al.,
2023).
2.7 Summary and Conclusion

This literature review highlighted the advancements made by the research
community in creating a range of IDS solutions to protect against malware in IoT-H
networks. Researchers have explored various NN-based IDSs to adapt to the evolving
challenges of IoT networks in healthcare, such as limited computational resources and
diverse device ecosystems. Despite notable progress in the field, current solutions
concerning NNs in [oT-H networks are flawed by issues regarding scalability and [oT
device resource management. The resource-heavy nature of many NN models renders
them impractical for deployment on smaller, computationally limited IoT devices.
Furthermore, the evaluation of NN models in numerous studies has been problematic
because of the overreliance on inadequate metrics like accuracy, which has distorted the
representation of their true effectiveness.

This chapter included a comprehensive review of the existing literature on LNNs

to highlight their effectiveness as a promising alternative to conventional NN models in
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detecting intrusions in IoT-H networks. The speed, adaptability, and scalability of LNNs
make them an attractive choice for classification tasks where data patterns are
inconsistent and unpredictable and in scenarios where NN-based IDSs struggle to keep up
with constantly evolving attack vectors. No study has used LNNs for cybersecurity tasks
like intrusion detection. Therefore, an LNN-based IDS is required to enhance the cyber

resiliency of IoT-H devices.
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Chapter 3—Methodology

3.1 Introduction

This chapter outlines the procedures, tools, and methodologies utilized in the
development of Liquid NeurloTic, a liquid neural network (LNN)-based intrusion
detection system (IDS) for the Internet of Things in Healthcare (IoT-H). It includes an in-
depth examination of Liquid NeurloTic’s architecture: data collection and integration
procedures; feature importance selection process; data sampling techniques; data
standardization; encoding and formatting techniques; training, validation, and testing

techniques; and a performance evaluation process. Liquid NeurloTic’s architecture is

illustrated in Figure 3-1.
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Figure 3-1: Liquid NeurloTic Architecture
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This chapter also establishes the framework for accepting or rejecting the research
hypotheses. This praxis developed and evaluated an artificial neural network (ANN) and
a recurrent neural network (RNN) to establish a comprehensive performance benchmark
of LNNSs. Section 3.1 provides the introduction and outline, while Section 3.2 discusses
the dataset and its justification. Section 3.3 discusses the exploratory data analysis (EDA)
methods used.

Section 3.4 details the data preprocessing techniques, which include attack
grouping, feature selection, data splitting, data sampling, data distribution similarity
testing, and feature scaling. Next, Section 3.5 examines the architectures of the developed
ANN, RNN, and LNN models. Section 3.6 examines the hyperparameters of each model,
while Section 3.7 covers the metrics used to evaluate each model’s performance.

3.2 Canadian Institute for Cybersecurity Dataset

The Canadian Institute for Cybersecurity (CIC) Internet of Things (IoT) 2023
(CICIoT2023) dataset was selected to develop Liquid NeurloTic. Neto et al. (2023)
created this novel and comprehensive IoT attack dataset to enhance the development of
security analytics applications, like NN-based IDSs, across any industry for real-world
IoT operations. This dataset offers unparalleled robustness by simulating 33 unique
attacks across seven distinct categories within an [oT network comprised of 105 devices.
This level of comprehensiveness is not found in other healthcare or non-healthcare IoT
datasets, as most studies have not fully incorporated a comprehensive network topology
with real [oT devices (Neto et al., 2023). The seven distinct attack types are distributed
denial-of-service (DDoS), denial-of-service (DoS), reconnaissance (Recon), web-based,

brute force, spoofing, and Mirai (Neto et al., 2023).
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These seven attack types encompass a total of 33 subtypes. Under DDoS, the
subtypes include RSTFINFlood, PSHACK Flood, SYN Flood, UDP Flood,
TCP_Flood, ICMP_Flood, SynonymousIP_Flood, ACK Fragmentation,
UDP_Fragmentation, ICMP_Fragmentation, SlowLoris, and HTTP_Flood. DoS includes
UDP_Flood, SYN Flood, TCP_Flood, and HTTP_ Flood. Recon includes OSScan,
PortScan, VulnerabilityScan, and HostDiscovery. Mirai features greeth flood,
greip_flood, and udpplain. Spoofing includes DNS_Spoofing and MITM-ArpSpoofing.
Web-based includes BrowserHijacking, Backdoor Malware, XSS, Uploading Attack,
Sqllnjection, and CommandInjection. Brute Force encompasses the
DictionaryBruteForce subtype.

This dataset is exceptionally relevant given the projected growth of non-medical
IoT connections in healthcare as [oT-H networks increasingly comprise a diverse array of
non-medical smart IoT devices that can serve as gateways to the entire network (Neto et
al., 2023). Additionally, this dataset is comprehensive in scope and strategically designed
to facilitate the advancement and refinement of machine learning (ML) models, like
LNNs, in [oT-H malware detection (Neto et al., 2023). For example, Khan and
Alkhathami (2024) used this dataset to develop various ML models to enhance IoT-H
security, including random forest (RF), AdaBoost, logistic regression (LR), perceptron,
and deep neural networks (DNNs). Abbas et al. (2024) utilized this dataset to train NNs
in detecting cyberattacks within various IoT networks, achieving 96.56% accuracy with
an RNN. Jony and Arnob (2024) employed the same dataset to create a long short-term

memory (LSTM)-based neural network (NN) that detected known and emerging
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cyberattack patterns across various IoT environments and achieved 98.75% accuracy
with an F1 score of 98.59%.
3.2.1 Dataset Collection and Integration

The CICIoT2023 dataset was released for public access online by Neto et al.
(2023) through an Apache server running on Ubuntu. The authors recorded real-time
traffic data during the attacks and captured them in packet capture (PCAP) files. To
process this data, the authors utilized Mergecap, a tool designed to merge multiple PCAP
files into a single file. Next, they used PySpark, a Python library for data management;
TCPDump, a command line tool to divide the PCAP files into smaller segments; and
DPKT, a Python library for packet feature extraction. The features were extracted into
169 comma-separated value (CSV) files for specific use in ML development, which
resulted in a total of 46,686,579 records and an aggregation of 13.75 GB in size.

For this praxis, all 169 CSV files were downloaded and imported into Python
using Pandas, a Python library known for its simplicity and efficiency with large datasets.
Each CSV file was stored in a data frame. Pandas was used to seamlessly merge every
data frame into a comprehensive data frame that contained every record.

3.2.2 Data Structure

The CICIoT2023 dataset consists of 46 feature columns with the independent
variables and one label column containing the dependent variables. Independent variables
are the inputs in the dataset used to predict the dependent variable or attack. A dependent
variable is the dataset’s output that serves as the target prediction for an ML model. Each

row represents a record of traffic data categorized as benign traffic or an attack type from
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one of this dataset’s seven major attack categories. The independent variables and their

descriptions are shown in Table 3-1 (Neto et al., 2023) below:

Table 3-1: CICIoT2023 Dataset Features with Descriptions

Feature

Description

flow duration
Header Length
Protocol Type
Duration
Rate
Srate
Drate
fin flag number
syn flag number
rst flag number
psh flag number
ack flag number
ece flag number
cwr flag number
ack count
syn count
fin count
urg count
rst count
HTTP
HTTPS
DNS
Telnet
SMTP
SSH
IRC
TCP
uDP
DHCP
ARP
ICMP
IPv
LLC
Tot sum
Min
Max
AVG
Std
Tot size
IAT
Number

Magnitue

Duration of the packet’s flow

Header Length

IP, UDP, TCP, IGMP, ICMP, Unknown
Time-to-Live (ttl)

Rate of packet transmission in a flow

Rate of outbound packet transmission in a flow
Rate of inbound packet transmission in a flow

Fin flag value

Syn flag value

Rst flag value

Psh flag value

Ack flag value

Ece flag value

Cwr flag value

Number of packets with ack flag set in the same flow
Number of packets with syn flag set in the same flow
Number of packets with fin flag set in the same flow
Number of packets with urg flag set in the same flow
Number of packets with rst flag set in the same flow
Indicates if the application layer protocol is HTTP
Indicates if the application layer protocol is HTTPS
Indicates if the application layer protocol is DNS
Indicates if the application layer protocol is Telnet
Indicates if the application layer protocol is SMTP
Indicates if the application layer protocol is SSH
Indicates if the application layer protocol is IRC
Indicates if the transport layer protocol is TCP
Indicates if the transport layer protocol is UDP
Indicates if the application layer protocol is DHCP
Indicates if the link layer protocol is ARP

Indicates if the network layer protocol is ICMP
Indicates if the network layer protocol is IP
Indicates if the link layer protocol is LLC
Summation of packet lengths in flow

Minimum packet length in the flow

Maximum packet length in the flow

Average packet length in the flow

Standard deviation of packet length in the flow
Packet’s length

The time difference with the previous packet

The number of packets in the flow

(Average lengths of incoming packets + average lengths of outgoing packets) ** 0.5
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Radius (Variance of lengths of incoming packets + variance of lengths of outgoing packets) **

0.5
Covariance Covariance of the lengths of incoming and outgoing packets
Variance Variance of lengths of incoming packets divided by variance of lengths of outgoing
packets
Weight Number of incoming packets X Number of outgoing packets

3.3 Exploratory Data Analysis

Exploration is a fundamental aspect of the scientific process because it is crucial
in validating scientific conclusions (Jebb et al., 2017). Therefore, exploratory data
analysis (EDA) provided a deep understanding of each feature’s data type of the
CICIoT2023 dataset to guide the data preprocessing necessary for the training, validating,
and testing phases of all NN models. This analysis involved row counting; computing
mean values, standard deviations, minimum and maximum values; and inspecting the
25th, 50th, and 75th percentiles. As a result, the scale of feature values was revealed,
which aided in identifying irregularities and missing data.

A crucial part of the EDA in this praxis was identifying the most relevant
features. Hence, a non-linear feature importance selection method called mutual
information (MI) was calculated for every feature to quantify how much information a
particular feature shared with the target variable. This calculation revealed the relative
quality of each feature as a predictor of the target variable. For example, a higher MI
value between a feature and the target variable implied that the feature was more relevant
for predicting or explaining the target variable (Seok & Seon Kang, 2015).

This praxis employed MI because it could capture linear and non-linear
dependencies between variables, unlike the Pearson correlation coefficient, which is
limited to capturing linear relationships (Macedo et al., 2022). Hence, the MI was a

powerful tool for selecting features in the CICIoT2023 dataset where relationships
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between the variables were not linear. The entire feature selection process is discussed in
detail in Section 3.4.2.
3.4 Data Preparation

Data preparation was an essential step taken in this praxis before NN model
development to ensure accurate and reliable outcomes of model performance. This step
involved refining the raw data quality to ensure the LNN was built on a solid foundation.
Furthermore, it ultimately optimized LNN model performance as the model focused
exclusively on key features that drove performance. The main preprocessing techniques
included grouping attacks by class, feature importance selection, splitting data, stratified
random sampling (SRS), random undersampling (RUS), feature scaling, and converting
scaled features into waveforms.
3.4.1 Grouping Attacks by Class

Given that the primary objective of this study was to develop an LNN-based IoT-
H malware detection system generalized across various instances, all 33 attack subtypes
in the target variable column were grouped into one of their seven respective main attack
types: DDoS, DoS, Recon, web-based, brute force, spoofing, and Mirai. This grouping
was taken because NN models developed to recognize larger, more inclusive categories
tend to exhibit superior generalization capabilities when encountering new and unfamiliar
data (Dablain et al., 2023). By focusing on the overarching patterns of malicious activity,
NN models become more resilient and adaptable to emerging threats than those
concentrating on narrow, specific subcategories. This trait was particularly valuable for
IoT-H malware detection, where the landscape of attacks is in constant flux (Affia et al.,

2023). Furthermore, targeting the main categories rather than the subcategories simplified
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the NN model, which led to faster training times and lower computational overhead.
Lastly, by categorizing malware into broader categories, security teams could prioritize
and allocate resources more effectively without becoming bogged down in the specifics
of numerous subcategories.

3.4.2 Feature Importance Selection

MI was used to assess the relationship between each feature and the target attack
class. MI has been a widely utilized method for feature selection to enhance the
performance of NN-based IDSs in various loT environments, including IoT-H. This
application was well-documented by Alalhareth and Hong (2023), Al-Sarem et al. (2021),
and Rihan et al. (2023), who demonstrated its effectiveness across different settings. MI
is a numerical value that offers insight into the degree of association between two
variables (Young et al., 2023). This numerical association helped identify the most
relevant features in the CICIoT2023 dataset to boost the efficiency and effectiveness of
the NN models. Employing MI helped sharpen the models’ predictive capabilities by
only retaining features with the highest MI for the target variable.

A unique aspect of M1 is its ability to detect linear and non-linear associations
between features and the target variable, which offers a significant advantage given the
complex nature of [oT-H environments. Utilizing a streamlined set of the most relevant
features, MI inherently minimizes the risk of overfitting. For example, models honed
with such relevant data are more adept at generalizing to novel, unseen data, which
provides a critical advantage for anticipating emerging attacks in the loT-H landscape.
Additionally, retaining only relevant features leads to more efficient computational

processes, reduced training times, and lower memory requirements (Alalhareth & Hong,
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2023), which is particularly advantageous in handling large-scale IoT-H network traffic
data. Moreover, a model built on a pared-down set of features offers greater
interpretability, which makes it easier to understand the influence of each feature on the
model’s predictions and, by extension, provides valuable insights into malware behavior.
Therefore, in this praxis, the MI between each feature variable denoted as X, and
the target variable represented by Y, was formally defined in Equation 1 (Hernandez &

Samengo, 2019):

I(X;Y) = H(X) — H(XIY), (1)
where
1(X;Y) = MI between X and Y,
H(X) = entropy of X, and
H(X|Y) = conditional entropy of X given Y.

The MI score ranged from 0 to 1 (Young et al., 2023). A score of 0 signified the
absence of MI between two variables, which indicated that the feature lacked predictive
power regarding the target variable (Young et al., 2023). Conversely, a score of 1 denoted
perfect MI, which highlighted the feature’s strong predictive capacity to anticipate the
outcomes of the target variable (Young et al., 2023). If one of the two variables remained
constant, the MI value was 0 since a static variable could provide no insight into a
fluctuating variable (Young et al., 2023). Conversely, if both variables exhibited
variation, and changes in one variable offered predictive insights into changes in the
other, the MI value increased (Young et al., 2023). Whether the variables changed in the

same or diametrically opposite manner did not matter since both scenarios yielded
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identical MI values, which indicated that changes in one variable mirrored changes in the
other (Young et al., 2023).
3.4.3 Splitting Data

The dataset was split into three subsets to evaluate the performance of the NN
models: 70% for training, 15% for validation, and 15% for testing. Data splitting is a
widely adopted practice for validating and training various NNs. This technique was
extensively documented in research by Wozniak et al. (2021), Chaganti et al. (2022),
Vijayakumar et al. (2023), and Khan and Alkhathami (2024). These studies employed
data splits ranging from 70% to 80% for training and 20% to 30% for validation and
testing, which showcased its critical role in NN development.

Most of the data was given to the training set because it played a pivotal role in
teaching the model to recognize underlying patterns and features. The training set
repeatedly presented the same data to the model to enhance its understanding of the
data’s complexities and accurately forecast outcomes for new, unseen samples. The
validation set was utilized to gauge the model’s performance as it learned. This iterative
evaluation provided a feedback mechanism to improve the model’s hyperparameters and
settings during training.

The validation process was considered the model’s guide. It indicated whether the
model’s training aligned with the desired outcomes to prevent overfitting. Overfitting
occurs when a model excels in training data predictions but cannot accurately extend
them to new, unseen data (Chu et al., 2021).

Lastly, the test set served as the final arbiter of the model’s training journey. It

was utilized to evaluate the model post-training by offering an objective measure of its
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final performance. Therefore, splitting the data into training, validation, and test sets
provided this praxis with a solid foundation to develop LNN models proficient in
learning during training and reliable and generalizable in their predictive capabilities
post-training.

3.4.4 Stratified Random Sampling

Given the extensive size of the CICIoT2023 dataset, this praxis utilized a smaller,
representative sample to enhance training speed and efficiency, which was achieved
during the data-splitting process through SRS because the selected sample preserved the
original dataset’s distribution and its key population characteristics. SRS is a well-
established technique when preparing data for NN training and was well-documented in
Sadaiyandi et al.’s (2023) and Ullah et al.’s (2022) studies. These studies highlighted its
effectiveness in generating the required number of samples, ensuring precise
categorization for each sample, and maintaining representational accuracy across
categories.

SRS divides a population into distinct subgroups known as strata based on the
target variable and conducts random sampling within each stratum until each subgroup is
adequately represented in the sample (Nguyen et al., 2021). As a result, the distribution of
target classes across each split is preserved, which ensures that the samples’ proportional
representation remains consistent in maintaining the dataset’s integrity during the
splitting process (Nguyen et al., 2021). The SRS process begins by dividing the entire
population into unique, non-overlapping groups. Subsequently, a specific sample size is
determined. The proportion of elements to be sampled from each group is calculated

using the SRS formula in Equation 2 (S. Bhushan et al., 2023):

46



n==xN, )
where
n; = sample size of the stratum,
n = size of the entire sample,
N = total population size, and
N; = total number of elements in the i*" stratum.

Based on these proportions, elements were randomly selected for each group to ensure
each was included in only one group until the predetermined sample size was achieved.
3.4.5 Random Undersampling

RUS was employed in the training set to address the problem of class imbalance
by equalizing class distribution. Thus, each class had the same number of observations as
the minority class, which provided a fair and balanced dataset for the model to use for
training. RUS is a common sampling technique employed to reduce the number of certain
classes and balance a dataset for NN training.

For example, Khan and Alkhathami (2024) employed RUS on the CIC10T2023
dataset to ensure a balanced representation of training samples for their NN-based IoT
IDS. Datasets are imbalanced when the observations in one class far exceed those in
other classes, which can cause NN models to favor the majority class during the training
process and perform poorly. RUS randomly chooses a subset from the majority classes
and decreases its observation count until it matches the minority class size (Fujiwara et
al., 2020).

This method was carried out in this praxis without replacement, which meant that

once a majority class observation was chosen, it was excluded from any future selection.
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This approach maintained the original data’s integrity without introducing duplicates
since each observation from the majority class was given a single chance to contribute to
the balanced dataset. RUS was not utilized on the validation and test sets to replicate the
real-world class imbalance that LNNs will encounter.

3.4.6 Data Distribution Similarity Test

A two-sample Kolmogorov-Smirnov (K-S) test was applied to each feature
variable in the pre-SRS and post-SRS datasets for goodness of fit. This test verified that
the new class samples had the same distributions as the original dataset. The K-S test is a
common method used to test the similarity of two distributions.

For example, Weinger et al. (2022) utilized the K-S test on their data samples
before training their NNs to verify whether two samples shared identical distributions.
The K-S test is non-parametric and determines if two samples have the same underlying
distribution (Hassani & Silva, 2015). This non-parametric test can handle data with any
distribution shape.

In this praxis, the K-S test’s two-sided nature allowed it to detect distribution
differences across both tails, which was particularly valuable for analyzing the inherently
variable nature of IoT-H network traffic. The K-S test evaluated the maximum difference
between the two samples’ empirical cumulative distribution functions (eCDFs) to detect
significant discrepancies (Hassani & Silva, 2015). The eCDFs provided a snapshot of the
data distribution to understand the spread and central tendency of the observed values.
This difference in the two samples was measured against a critical value from the K-S

distribution table.
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Moreover, a p-value was also calculated to assess statistical significance (Hassani
& Silva, 2015). The K-S test results ranged from 0 to 1, with values close to 0 suggesting
identical distributions and values near 1 indicating significant differences (Hassani &
Silva, 2015). P-values, also ranging from 0 to 1, assessed the probability that observed
differences are due to chance. A p-value below 0.05 typically denotes significant
distribution differences, while values above 0.05 suggest similarity. Therefore, a
significance threshold for the p-value in this praxis was set at 0.05. The two-sample K-S
test began by first calculating the eCDFs and then inserted them into the two-sample K-S

test functions as F; ,,(x) and F, ,,, (x), as shown in Equation 3 (Hassani & Silva, 2015):

Do = supy [Fin(0) = Fom ()], (3)
where
SUp, = supremum or largest value over all possible values of x,
Fy () = e¢CDF of sample one with n observations, and
Fym(x) = eCDF of sample two with m observations.

3.4.7 Feature Scaling
All continuous variables were normalized using z-score standardization to ensure
uniform influence of all features in model training, as shown in Equation 4 (Andrade,

2021), to accommodate the dynamic nature of IoT-H malware:

) 4)
o
where
VA = z-score or standardized data points,
x = original data points,
U = mean of the data points, and
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o = standard deviation of the data points.

This technique has been commonly employed in the existing literature to standardize data
for NN development.

For example, Beshah et al. (2024) and Khan and Alkhathami (2024) applied this
method to the CICIoT2023 dataset, the same dataset used in this praxis, to standardize the
data on a uniform scale. This method transformed every feature to have a mean of 0 and a
standard deviation of 1. This praxis chose this technique to prevent features with higher
values from overpowering the models while preserving the original data distribution. This
preservation of data distribution ensured that the LNN models effectively adapted to and
identified shifts in network behavior without being misled by overly large values in the
input data, which is critical in IoT-H network environments where network dynamics
constantly evolve.

3.4.8 Converting Standardized Features Into Waveforms

As loT networks frequently exhibit peculiar behaviors and patterns, each feature
record was transformed into waveforms to encode more information about the temporal
relationships and patterns within the data. This technique provided more context for the
NN to capture a nuanced understanding of complex malware behaviors that were not
apparent in static data. Prior studies have demonstrated the viability of this approach. For
instance, Dobrojevic et al. (2023) enhanced and repositioned ToN-IoT datasets using sine
and cosine functions. Similarly, Xiong et al. (2023) converted [oT network traffic data
into text format and applied sine and cosine functions to create positional encodings to

capture the relative positioning of words.

50



The conversion to waveforms in this praxis was accomplished through a scaling
operation that multiplied each z-score standardized value by 2 and then applied the sine
and cosine functions to these scaled values. The sine and cosine transformations are

shown in Equations 5 and 6, respectively:

Sine Waveform = sin(x; X 2m), (5)
Cosine Waveform = cos(x; X 2m), (6)
where
X; = i-th standardized input value,
21 = scales the standardized input data into a full circle,
sin = generates sine waveforms, and
cos = generates cosine waveforms.

This transformation converted each standardized feature into a pair of (x, y)
coordinates on a unit circle, where the cosine waveform was the x-coordinate, and the
sine waveform was the y-coordinate. As a result, two new features were generated for
each feature in the dataset: one representing the sine of its standardized value and the
other representing the cosine. Both values were stacked together to create a two-
dimensional data structure for input into the LNN models. No existing scholarly literature
has applied this technique to IoT network traffic data, particularly for training LNNs.

3.5 Neural Network Models

Given that LNNs are fundamentally NN, this praxis developed simple artificial

neural networks (ANNSs) to establish a baseline performance for NN classifiers.

Additionally, RNNs were developed to serve as a baseline comparison for temporal-
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based models, given that LNNs are also advanced temporal models. This section
examines these three models.
3.5.1 Artificial Neural Networks

Given the exceptionally compact footprint of LNNSs, this praxis developed simple
ANNSs to benchmark the performance of extremely small-footprint NNs. ANNs use
digital signals to process data feedforward using three key layers: the input layer, one or
more hidden layers, and the output layer (Chen & Liu, 2022). Each layer comprises
neurons connected to neurons in its consecutive layer with specific weight thresholds
representing the strength of each neuron’s digital synapses (Han et al., 2018). For
example, a positive weight value activates another neuron, while a negative or zero
weight value suppresses it.

In this praxis, three simple ANNs were developed, each adhering to a uniform
three-layer architecture comprising one input layer, one hidden layer, and one output
layer. Each ANN had a different number of neurons within the hidden layer, with
configurations of 10, 20, and 30 neurons. This approach was adopted to achieve the
smallest possible footprint for comparison. The total number of trainable parameters

affecting the model’s total size is shown in Table 3-2.

Table 3-2: ANN Configurations and Sizes

Hidden Total
Model Layer © Size
Parameters
Neurons
ANN 1 10 476 1.86 KB
ANN 2 20 946 3.70 KB
ANN 3 30 1,416 5.53 KB
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Within each neuron of the ANN’s hidden layer, the rectified linear unit (ReLU)
activation function was employed due to its effectiveness in promoting non-linear
properties without affecting the scalability of the network (Parhi & Nowak, 2020). ReLU
enabled the model to handle non-linear data and large numbers efficiently by squishing
values within a certain range, for instance, between 0 and 1 (Parhi & Nowak, 2020). The
specific activation function selected determined the exact range according to the task.
The SoftMax activation function was chosen for the output layer because it excelled in
handling multi-class classification tasks by converting logits into probabilities summing

to 1. The general mathematical form of an ANN’s neuron output is demonstrated in

Equation 7:
n
y=¢ <zi=1(Wi X x;) + b)» (7)

where

0] = activation function,

w; = weight associated with the i-th input,

X; = j-th input,

b = bias term, and

n = total number of inputs to the neuron.

Notably, the ANN is essentially a linear regression model without the activation
function (Han et al., 2018). For example, a linear model defined as y = Wx + b with
input x = 100 and y = 200 values intuitively knows that W = 2 and b = 0 (Han et al.,
2018). In the same vein, when examining similar x and y values, the ANN seeks optimal
weight (W) and bias (b) values but through a more advanced trial-and-error method that
incorporates a loss function, backpropagation, and an optimizer (Han et al., 2018).
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This entire trial-and-error process began by initializing random W and b values
and then calculating the loss function to measure prediction accuracy (Han et al., 2018).
Through backpropagation, the W and b values were iteratively adjusted by calculating
their gradients with respect to the loss, indicating the direction for minimization (Han et
al., 2018). An optimizer used this information to update the W and b values and enhance
model performance (Han et al., 2018). This cycle was repeated for a set number of
epochs or until the improvements were negligible, at which point the weights were
optimized (Han et al., 2018).

This praxis opted for categorical cross entropy (CCE) as the loss function of all
three ANNs because it measured the discrepancy between the predicted probabilities and
the actual distribution (Kerkhof et al., 2023). This approach was ideal for classifying
multiple classes in the CICI10T2023 dataset. This praxis selected Adaptive Moment
Estimation (Adam) for the optimizer because it enhanced the model’s efficiency by
adjusting the learning rate for each parameter to ensure quicker convergence and
enhanced performance (Hassan et al., 2023).

3.5.2 Recurrent Neural Network

LNNs are inherently sequential models, three RNNs were developed in this praxis
to establish a performance benchmark in sequential NNs with small footprints. Sequential
models process data represented as a series of elements, each corresponding to a time
step and presented to the network in a specific order (Ostmeyer & Cowell, 2019). For
example, in sequence S = {x;, X5, X3, ..., X}, each element x; is an individual data point

processed by the network at its corresponding time step.
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Each RNN developed in this praxis was structured with a consistent three-layer
architecture comprising an input, hidden, and output layer. This uniform design
facilitated direct comparisons with ANNs and LNNs. The distinguishing factor of these
RNNSs was the variability in the neuron count within their hidden layers, which impacted
the overall number of trainable parameters and, ultimately, the total size of the model, as

shown in Table 3-3.

Table 3-3: RNN Configurations and Sizes

Hidden

Model Layer Total Size
Parameters
Neurons
RNN 1 10 1,336 5.22 KB
RNN 2 20 2,866 11.20 KB
RNN 3 30 4,596 17.95 KB

Like ANNs, RNNs process data feedforward through an input layer, one or more
hidden layers, and an output layer. However, the key component of RNNs is their
memory feature, called a hidden state (Garcia et al., 2021), which provides the network
with a memory to remember what it has seen at each time step to influence the current
and future states of the network. This approach is foundational to RNNSs since it enables
them to capture unique temporal dynamics and dependencies within the data (Garcia et
al., 2021) by processing the input sequentially at each time step with the hidden state to
create a loop (i.e., recurrent connection) that integrates past and present information. This

process enables the RNN to make predictions based on the sequence of events or data
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points as a whole rather than in isolation, like in ANNs. Equation 8 demonstrates how the

RNN’s hidden state was updated at each time step:

x(t+1) = fx@®),1(0),t 6), (®)
where
t = input to the RNN at time ¢,
x(t) = state of the RNN at time ¢,
x(t+1) = updated state of the RNN at the next time step t + 1
f = function that determines how RNN is updated, and
0 = parameters of the function f learned during training.

Due to the sequential processing inherent in RNNs, the hyperbolic tangent (tanh)
activation function was employed within its neurons, which is standard in RNN
development (Shen et al., 2022). This practice was complemented by using the CCE loss
function, BPTT, and an Adam optimizer for each RNN. The structured step-by-step
computations of RNNs necessitated BPTT to effectively update the network’s memory at
each timestep (Bellec et al., 2020). The tanh activation function output values between —1
and 1 to crucially preserve and scale the gradients during BPTT and enable efficient
learning and model stability.

3.5.3 Liquid Neural Network

The LNN model this praxis developed for IoT-H malware detection and
classification comprised C{fC networks with neural circuit policy (NCP) wiring. C{fCs are
essentially faster LTCs, while NCPs are optimized neuron connection configurations

specifically tailored to enhance the efficiency of LNNs. This approach to enhancing IoT-
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H malware detection and classification has not been explored previously in the existing
literature.
3.5.3.1 Closed-Form Continuous-Time Networks

CfC networks are essentially LTCs that do not use numerical ODE solvers,
making them nearly 150 times faster than LTCs during training (Hasani et al., 2022).
Since LTCs are highly dependent upon the rate at which an ODE solver can solve the
ODEs at each neuron, their performance is limited due to the computational demands of
solving ODEs (Hasani et al., 2021). CfC networks eliminate this performance constraint
by calculating a closed-form solution of the ODEs (Hasani et al., 2022).

A closed-form solution is a straightforward equation that gives an exact answer
each time, regardless of the input data’s complexity (Borwein & Crandall, 2013).
Furthermore, the CfC network accelerates and stabilizes the training process through a
shared backbone architecture that branches into three network heads. This shared
backbone is a main feature extractor that transforms raw data into a representation that
the three network heads use. The model can independently explore temporal and
structural dependencies by having separate network heads, which enhances its ability to
capture complex data patterns. The CfC network is shown in Equation 9 (Hasani et al.,

2022) and Figure 3-2 (Hasani et al., 2022):

x@®) =o(—f(x,50;)t) O g(x,1;6,) + [1—o(—f(x,1;6¢)| )] O h(x,1;6y), (9)

where
X = hidden state,
t = time,
I = input sequence,
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o = sigmoid function bounds output between 0 and 1,

© = Hadamard product that combines the gated outputs of g and h,
f = modulates the gating mechanism,
g = influence on the state when the gate is open,
h = influence on the state when the gate is closed, and
0 = parameters of NNs.
Network Heads
s N\ ~N

(5]
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Figure 3-2: CfC Neuron Architecture

3.5.3.2 Neural Circuit Policies

The C{C networks in this praxis were structured with NCP wiring to further
optimize performance. NCPs are modeled after the Caenorhabditis elegans (C. elegans)
nematode’s nervous system, known for its simplicity and well-mapped neural
connections (Gleeson et al., 2018). Hence, a fast and efficient LNN topology was ideal

for deploying throughout IoT-H IDSs.
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NCPs are organized into four layers (Lechner et al., 2020). The first layer
comprises sensory neurons acting like input neurons to receive data into the model
(Lechner et al., 2020). The second layer comprises inter-neurons, which act as a hidden
layer to process and learn how the data changes over time (Lechner et al., 2020). The
third layer comprises command neurons that generate the output decision, and the fourth
layer comprises motor neurons that receive the output from the command neurons to
execute its generated decision (Lechner et al., 2020). From the sensory neurons to inter-
neurons, NCPs have feedforward connections; from the inter-neurons to command
neurons, they have recurrent connections; and from the command neurons to motor
neurons, they have feedforward connections (Lechner et al., 2020). Given that the
detection and classification of IoT-H malware constitutes multi-class classification,
flatten and output layers were added to the NCP in this praxis, like the ones used in
ANNSs and RNNs, which enabled the NCP-CfC model to categorize the data into one of
the numerous potential attack types. An example of the NCP architecture developed in

this praxis is illustrated in Figure 3-3 below:

Flatten Layer

Inter- Dense
N /7 ( h
Neurons Command Motor Layer
Neurons Neurons @
/
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| \ —
N\ O\ J L ),
— —__

Figure 3-3: Example NCP Architecture with Flatten and Dense Layers
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Each neuron is influenced by its connection through an input connection to
another neuron (Lechner et al., 2020). For example, the state dynamics x;(t) of neuron i
in an NCP are influenced by its connection through an input connection to another neuron

Jj, as demonstrated in Equation 10 by Lechner et al. (2020):

%= - (Tl +ola (x;)) xi + (xlj‘i"‘i +olo (x,-)Ei,-), (10)

where

x; (t) = state of neuron i at any given time t,

X; = rate of change of state x; of neuron i over time,

T; = time-constant of neuron i,

j = neuron which gives signals or influences to neuron i,

wij = synaptic weight (connection strength) from neuron i to j,

Cm; = membrane capacitance (potential to change state) of neuron i,

0; (xj (t)) = sigmoid activation function applied to neuron j at time t,

Xieak; = potential of neuron i when not activated, and

E;; = excitatory or inhibitory synapses between neurons i and j.

Given the sequential nature shared with RNNs and LTCs, this praxis utilized the
CCE loss function, Adam optimizer, BPTT, and Lecun tanh activation function to fine-
tune the NCP-CfC model’s weights. The Lecun tanh activation function is the default
activation function in LNNs and shares a similar profile with the traditional tanh
activation function but extends the boundaries, scaling the range from approximately —1.7
to 1.7. The main aspect of each NCP-CfC was the variability in the neuron count, which

impacted the overall number of trainable parameters and the total size of the model to
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facilitate direct comparisons between ANNs, RNNs, and LNNs. Table 3-4 displays the

configurations and sizes of each developed NN.

Table 3-4: NCP-CfC Configurations and Sizes

ANN RNN NCP-CfC (LNN)
Model Neurons Parameters Size Parameters Size Parameters Size
1 10 476 1.86 KB 1,336 5.22 KB 889 3.47KB
2 20 946 3.70 KB 2,866 11.20 KB 1,625 6.35 KB
3 30 1,416 5.53 KB 4,596 17.95 KB 2,945 11.50 KB

3.6 Neural Network Hyperparameters

In this praxis, the LNN models were developed with a range of hyperparameters
influencing their behavior and performance. The hyperparameter values were selected
after extensive exploration to evaluate the models’ sensitivity to these parameters. The
hyperparameters across each model type were normalized to ensure reliable outcomes
and facilitate a balanced comparison with ANNs and RNNs. This approach ensured that
the comparison across different NNs was fair and consistent. All hyperparameter values

tested in each model are illustrated in Table 3-5:

Table 3-5: Hyperparameter Values of Developed ANN, RNN, and LNN Models

ANN RNN NCP-CfC
Hidden Neurons (10, 20, 30) (10, 20, 30) (10, 20, 30)
Hidden Activation RelLU Tanh Lecun Tanh
Output Activation Softmax Softmax Softmax
Optimizer Adam Adam Adam
Loss Function CCE CCE CCE
Learning Rate ~ (0.01, 0.001, 0.0001) (0.01, 0.001, 0.0001) (0.01, 0.001, 0.0001)
Batch Size (128, 256, 512) (128, 256, 512) (128, 256, 512)
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3.7 Performance Evaluation Metrics

This praxis calculated standard evaluation metrics for all models developed to
evaluate and benchmark LNN performance, including accuracy, precision, and recall.
This approach aligned with the prevalent use of these metrics in most related studies from
the literature review. This praxis also calculated the weighted-average F1-score,
Matthews correlation coefficient (MCC), and Cohen’s kappa, where the best possible
score for all metrics was 1 to expand the evaluation scope and provide a holistic
performance assessment.

Accuracy, demonstrated in Equation 11, quantified the proportion of correct

predictions among all classifications (Hicks et al., 2022):

ZCEC TPC + TNC

Accuracy = s b TN+ FP, + FN, (i

where

C = set of all classes,

c = class belonging to the set of C,

TP.  =number of true positive predictions for class c,

TN, =number of false negative predictions for class c,

FP. = number of false positive predictions for class ¢, and

FN. = number of false negative predictions for class c.

Precision, illustrated in Equation 12, assessed the model’s accuracy in identifying
positive cases without incorrectly marking negative instances as positive (Hicks et al.,
2022). This assessment is crucial in [oT-H malware detection, where wrongly classifying

benign traffic as malicious can drain company resources and distract from real threats.
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ZCEC TPC
Precision = , 12
recision Zcec(TPC +FPC) ( )

where
C = set of all classes,
c = class belonging to the set of C,
TP.  =number of true positive predictions for class ¢, and
FP.  =number of false positive predictions for class c.

Moreover, recall, shown in Equation 13, measured the proportion of actual
positives correctly identified by the model, which was critical since overlooking a

positive malware instance could lead to severe consequences (Hicks et al., 2022):

TP,
where
C = set of all classes,
c = class belonging to the set of C,
TP.  =number of true positive predictions for class ¢, and
FN, =number of false negative predictions for class c.

The weighted-average F1 score, demonstrated in Equation 14, computed the F1
score for each class and then averaged them (Takahashi et al., 2022) to give more weight
to the more prevalent classes and ensure that classes with higher instances significantly
influenced the overall score (Takahashi et al., 2022):

F1Score W =Y _, w, x F1 Score,, (14)

Number of samples in class ¢

where w, was equal to .
Total number of samples
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The multi-class MCC, illustrated in Equation 15, considered all classes
simultaneously and accounted for the balance between all types of errors in detecting
multiple malware types in loT-H networks. It was computed by evaluating each class

against all others in pairwise comparisons (Gorodkin, 2004; Grandini et al., 2020):

c Xs—YKp xt
MCC = Dk Pk X bk (15)

J(s?—XKpD(s2 - XK D)

where
c = number of accurately predicted samples,
k = class from 1 to k,
1 = instances where class k was predicted,
s = number of samples, and
tx = actual occurrences of class k.

Lastly, Cohen’s kappa, shown in Equation 16, measured the agreement between

two classifiers while correcting for chance agreement (Yilmaz & Demirhan, 2023):

e = pl__ ri X (16)
where
Po = empirical probability of agreement, and
De = expected agreement when both annotators assign labels randomly

3.8 Summary and Conclusion

This chapter comprehensively outlined the data, methodologies, tools, and
procedures employed in developing and evaluating Liquid NeurloTic, a novel LNN-
based IDS for IoT-H networks. This chapter effectively laid the groundwork for the

results presented in Chapter 4. It highlighted the extensive preparatory efforts
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underpinning the credibility and aims of this praxis while aiming to accept or reject the
hypotheses posited.

The CICIoT2023 dataset was presented as the ideal loT-H malware dataset for
this praxis due to its extensive network topology that simulates 33 unique attacks across
seven categories. An in-depth examination of the processes involved throughout the EDA
process was provided. It included data preparation techniques such as grouping attacks by
class, feature importance selection using MI, data splitting, employing SRS to select a
subset of the dataset to enhance training speed and efficiency, using RUS to balance the
training set, applying the Kolmogorov-Smirnov test to pre-SRS and post-SRS dataset to
confirm distribution similarity, feature scaling using z-score standardization, and
converting the standardized features into sine and cosine waveforms. Lastly, the
architecture and hyperparameters of the ANN, RNN, and LNN models developed and
tested were presented, as well as the evaluation metrics used to assess each model’s

performance.
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Chapter 4—Results and Discussions

4.1 Introduction

This chapter evaluates the performance of Liquid NeurloTic, a liquid neural
network (LNN)-based intrusion detection system (IDS) for Internet of Things in
Healthcare (IoT-H) networks. Key metrics are compared against artificial neural
networks (ANNs) and recurrent neural networks (RNNs), which this praxis also
developed to establish baseline neural networks (NNs) and sequential NN performance.

The structure of this chapter follows Chapter 3 to provide a clear and
comprehensive presentation of the outcomes generated throughout the methodologies
adopted in this praxis. Section 4.1 overviews the chapter, while Section 4.2 delves into
the findings of the exploratory data analysis (EDA). Section 4.3 unveils the results
obtained through the data preprocessing phase, which includes subsections about
grouping attacks by class, selecting features based on mutual information (MI)
importance scores, splitting the data, sampling the data through stratified random
sampling (SRS) and random undersampling (RUS). It verifies that the sampled datasets
maintain the same distributions as the original dataset using the Kolmogorov-Smirnov
(K-S) test, feature scaling with z-score standardization, transforming the standardized
features into waveforms and converting the classes into a numerical form using one-hot
encoding. Finally, Section 4.4 delves into the hyperparameters and architectures of the
developed ANN, RNN, and LNN models, with the results of each model’s performance

discussed in Section 4.5.
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4.2 Exploratory Data Analysis

This praxis completed the EDA process in four phases: 1) identifying data types,
2) uncovering null values, 3) collecting summary statistics, and 4) conducting feature
importance analysis to identify the least informative features.
4.2.1 Identify Data Types

The initial EDA phase focused on identifying the CICIoT2023 dataset’s features
according to data types. This step crucially provided the foundation for the data
preprocessing needed for the training, validation, and testing phases of all NNs developed
in this praxis. The dataset comprised 46 features as 64-bit floating point numbers (i.e., the
float64 data type) and two target variables (i.e., the object data type) comprised of

alphanumeric characters (Table 4-1).

Table 4-1: Data Types in the CICI10T2023 Dataset

Feature Name  Data Type Feature Name Data Type Feature Name Data Type

flow_duration float64 fin_count float64 LLC float64
Header Length float64 urg_count float64 Tot sum float64
Protocol Type float64 rst_count float64 Min float64
Duration float64 HTTP float64 Max float64
Rate float64 HTTPS float64 AVG float64

Srate float64 DNS float64 Std float64

Drate float64 Telnet float64 Tot size float64

fin flag number float64 SMTP float64 IAT float64
syn_flag number  float64 SSH float64 Number float64
rst_flag number float64 IRC float64 Magnitue float64
psh_flag number  float64 TCP float64 Radius float64
ack flag number  float64 UDP float64 Covariance float64
ece flag number  float64 DHCP float64 Variance float64
cwr_flag number  float64 ARP float64 Weight float64
ack count float64 ICMP float64 Label Object
syn_count float64 IPv float64 Class Object
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Since NNs require numerical data, the float64 features were inherently
compatible, whereas the object data type variables required conversion into a numerical
format for processing, as performed in Section 4.3.9.

4.2.2 Uncovering Null Values

The second phase of the EDA focused on identifying missing or not available
(NA) values. NA values can misrepresent the data and affect an LNN’s ability to learn
the underlying patterns effectively. The dataset was free of NA values, which made sense
as each row of the CICIoT2023 dataset represented a unique network traffic record, and
each column detailed a specific characteristic of that traffic.

4.2.3 Collecting Summary Statistics

The third phase in the EDA process involved collecting summary statistics about
each numerical feature and understanding their scale to determine if standardizing the
data was necessary. Table 4-2 shows significant disparities in the minimum, maximum,
mean, and standard deviation values of several features. For example, duration and inter-
arrival time (IAT) have mean values of 66.35 and 83,182,530.00, respectively, while flow
duration and covariance have max values of 394,357.20 and 154,902,200.00,
respectively. Hence, standardization across the entire dataset was necessary as these huge
value differences could lead to higher-valued features overpowering the NN’s

performance at each neuron’s processing.

Table 4-2: Summary Statistics for the Features of the CICIoT2023 Dataset

Feature Name count mean Std min 25% 50% 75% Max
flow_duration 46686579 5.77 285.03 0.00 0.00 0.00 0.11 394357.20
Header Length 46686579 7670596  461331.70 0.00 54.00 54.00 280.56 9907148.00
Protocol Type 46686579 9.07 8.95 0.00 6.00 6.00 14.33 47.00
Duration 46686579 66.35 14.02 0.00 64.00 64.00 64.00 255.00
Rate 46686579  9064.06 99562.49  0.00 2.09 15.75 117.38 8388608.00
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Srate 46686579  9064.06 99562.49  0.00 2.09 15.75 117.38 8388608.00

Drate 46686579 0.00 0.01 0.00 0.00 0.00 0.00 29.72
fin_flag number 46686579 0.09 0.28 0.00 0.00 0.00 0.00 1.00
syn_flag_number 46686579 0.21 0.41 0.00 0.00 0.00 0.00 1.00
rst_flag number 46686579 0.09 0.29 0.00 0.00 0.00 0.00 1.00
psh_flag number 46686579 0.09 0.28 0.00 0.00 0.00 0.00 1.00
ack flag number 46686579 0.12 0.33 0.00 0.00 0.00 0.00 1.00
ece_flag_number 46686579 0.00 0.00 0.00 0.00 0.00 0.00 1.00
cwr_flag number 46686579 0.00 0.00 0.00 0.00 0.00 0.00 1.00

ack_count 46686579 0.09 0.29 0.00 0.00 0.00 0.00 7.70

syn_count 46686579 0.33 0.66 0.00 0.00 0.00 0.06 12.87
fin_count 46686579 0.10 0.33 0.00 0.00 0.00 0.00 248.32
urg_count 46686579 6.24 71.85 0.00 0.00 0.00 0.00 4401.70
rst_count 46686579 38.47 325.38 0.00 0.00 0.00 0.01 9613.00

HTTP 46686579 0.05 0.21 0.00 0.00 0.00 0.00 1.00

HTTPS 46686579 0.06 0.23 0.00 0.00 0.00 0.00 1.00

DNS 46686579 0.00 0.01 0.00 0.00 0.00 0.00 1.00

Telnet 46686579 0.00 0.00 0.00 0.00 0.00 0.00 1.00

SMTP 46686579 0.00 0.00 0.00 0.00 0.00 0.00 1.00

SSH 46686579 0.00 0.01 0.00 0.00 0.00 0.00 1.00

IRC 46686579 0.00 0.00 0.00 0.00 0.00 0.00 1.00

TCP 46686579 0.57 0.49 0.00 0.00 1.00 1.00 1.00

UDP 46686579 0.21 0.41 0.00 0.00 0.00 0.00 1.00

DHCP 46686579 0.00 0.00 0.00 0.00 0.00 0.00 1.00

ARP 46686579 0.00 0.01 0.00 0.00 0.00 0.00 1.00

ICMP 46686579 0.16 0.37 0.00 0.00 0.00 0.00 1.00

IPv 46686579 1.00 0.01 0.00 1.00 1.00 1.00 1.00

LLC 46686579 1.00 0.01 0.00 1.00 1.00 1.00 1.00

Tot sum 46686579  1308.32 2613.30  42.00  525.00 567.00 567.54 127335.80

Min 46686579 91.61 139.70  42.00 50.00 54.00 54.00 13583.00

Max 46686579 181.96 524.03  42.00 50.00 54.00 55.26 49014.00

AVG 46686579 124.67 240.99  42.00 50.00 54.00 54.05 13583.00

Std 46686579 33.32 160.34 0.00 0.00 0.00 0.37 12385.24
Tot size 46686579 124.69 241.55  42.00 50.00 54.00 54.06 13583.00
IAT 46686579 83182530.00 17047350.00 0.00 83071570.00 83124520.00 83343910.00 167639400.00
Number 46686579 9.50 0.82 1.00 9.50 9.50 9.50 15.00
Magnitue 46686579 13.12 8.63 9.17 10.00 10.39 10.40 164.82
Radius 46686579 47.09 226.77 0.00 0.00 0.00 0.51 17551.27
Covariance ~ 46686579 3072436  323710.70 0.00 0.00 0.00 1.34 154902200.00
Variance 46686579 0.10 0.23 0.00 0.00 0.00 0.08 1.00
Weight 46686579 141.51 21.07 1.00 141.55 141.55 141.55 244.60

4.2.4 Feature Importance Selection

Feature importance selection was employed to enhance the LNN’s efficiency and
address overfitting concerns using MI analysis. This step aimed to ultimately enhance
computational efficiency, reduce training times, and minimize memory requirements by
pinpointing and preserving the most relevant features. MI importance scores were

calculated with the results provided in Table 4-3.
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Table 4-3: Mutual Information Scores of CICIoT2023 Dataset Features

Feature Feature Feature MI Score
IAT Magnitue SMTP

Tot size syn_count IPv

Tot sum Protocol Type ICMP

AVG HTTPS DHCP

Max ack count UDP

Min ack flag number TCP

Header Length fin_count HTTP

Srate SSH psh_flag number
Rate DNS rst_flag number
Std ARP syn_flag number
Radius ece flag number fin_flag number
Covariance IRC Drate
flow_duration cwr_flag number Duration
Variance Telnet Weight

rst_count Number

urg count LLC

Note. Green highlights are above the 0.05 threshold; red highlights are below the

threshold.

After examining the MI analysis, 0.05 was determined as the optimal MI cutoff
value that balanced model complexity while eliminating noise from less informative
features (highlighted in Table 4-3). A threshold of 0.05 is frequently adopted as the
optimal MI value to enhance the efficiency and accuracy of ML models. For example,
Prasetiyowati et al. (2021) leveraged this threshold to boost speed and prediction
accuracy, while Jeuken and Kaill (2024) and Takagi (2020) utilized it to optimize feature
selection.

With most features scoring well above MI scores of 0.05, setting the threshold at
this range ensured the retention of valuable information while avoiding premature

exclusion. As a result, the following 20 features of the CICIoT2023 dataset emerged as
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the most informative for LNN development: inter-arrival times (IAT), total packet length
(Tot size), summation (Tot sum), average (AVG), maximum (Max) and minimum (Min)
packet length in the flow, header length, rate of packet transmission, rate of outbound
packet transmission (Srate), radius, variance, covariance, flow duration, number of
packets with reset flag (rst_count), urgent flag (urg_count), synchronize flag (syn_count),
magnitue, protocol type, and HTTPS flag. These led to the commencement of the data
preparation phase. The following 26 features were removed from the dataset given the
identification of the most informative features: ack count, ack flag value, ARP,
cwr_flag number, DHCP, DNS, Drate, Duration, ece_flag number, fin_count,
fin_flag number, HTTP, ICMP, IPv, IRC, LLC, number, psh_flag number,
rst_flag number, SMTP, SSH, syn flag number, TCP, Telnet, UDP, and weight.
4.3 Data Preparation

The data preparation phase of this praxis included grouping attacks by class,
splitting the data, sampling the data through SRS and RUS, verifying that the pre-
sampled datasets maintained the same distributions as the original dataset using the K-S
test, feature scaling with z-score standardization, the transformation of the standardized
features into sine and cosine waveforms, and converting the classes into numerical form
through one-hot encoding.
4.3.1 Grouping Attacks by Class

The 33 class subtypes of the CICI0T2023 dataset, shown at the top of Figure 4-1,
were grouped into their main class types: DDoS, DoS, Mirai, benign, spoofing, Recon,
web, and brute force, shown at the bottom of Figure 4-2. As explained in Section 3.4.1,

the 33 attack subtypes were grouped into seven primary categories to enhance the
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generalization capabilities of NNs when faced with new and unfamiliar data. Fewer

categories resulted in faster training times and reduced computational costs.
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Figure 4-1: Distribution of 33 Subtypes Grouped Into Seven Main Classes
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4.3.2 Splitting Data

The dataset was split into three subsets to train the NNs and evaluate
performance: 70% for training, 15% for validation, and 15% for testing. The training set
contained most of the data since teaching the model to discern underlying patterns and
features was crucial. The validation set monitored the NN’s learning progress, while the
test set provided an evaluation of its final performance after training.
4.3.3 Stratified Random Sampling

Given the dataset’s substantial size, SRS was used to select 6% of the original
dataset to increase training speed and computational efficiency. The 6% proportion was
selected as the minimum necessary to retain sufficient records for effective model
training. SRS was chosen to preserve the original dataset’s distribution and key

population characteristics, as shown in Figures 4-2, 4-3, and 4-4.

Original Distribution
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Figure 4-2: Original Distribution of CICI10T2023 Classes
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Validation Set Class Distribution
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Figure 4-3: Validation Set Distribution After SRS
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Figure 4-4: Test Set Distribution After SRS

4.3.4 Random Undersampling
RUS was applied to the minority class to balance the classes in the training set

and address the dataset’s significant imbalance in Section 4.3.1. During this phase, the
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web-based and brute force attack classes had exceedingly low sample counts to provide
enough samples to effectively balance the training set. As a result, they were deemed
insufficient for effective model training and were dropped from the dataset during the
splitting, SRS, and RUS processes, as shown in Figures 4-5, 4-6, and 4-7. These findings
aligned with Van Der Ploeg et al.’s (2014) findings that robust NN outcomes require up
to 50 events per variable. For example, with 20 features, the web-based and brute force
classes necessitated a minimum of 1,000 records in the validation and test sets—a
criterion these two classes did not meet. Lastly, the post-SRS validation and test sets

maintained the same distribution as the original dataset upon visual inspection.

Resampled Training Set Class Distribution
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Figure 4-5: Training Set Balanced After Random Under Sampling
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Validation Set Class Distribution
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Figure 4-6: Validation Set After Removal of Web and Brute Force Attack Classes

Test Set Class Distribution
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Figure 4-7: Test Set After Removal of Web and Brute Force Attack Classes

4.3.5 Data Distribution Similarity Test Using Kolmogorov-Smirnov
Visual inspection revealed that the post-SRS validation and test sets retained the

same distribution as the original dataset. The K-S test was applied to each feature
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variable in the pre-SRS and post-SRS datasets to confirm the goodness of fit, as
presented in Table 4-4. All K-S values were below 0.00, and all p-values were above
0.05. K-S values close to 0, and p-values above 0.05 indicate identical distributions
(Hassani & Silva, 2015). Hence, the pre-SRS and post-SRS datasets were statistically

confirmed to maintain similar distributions, which mitigated sampling bias.

Table 4-4: Kolmogorov-Smirnov Test Results

Train Set Validation Set Test Set

Feature K-S Statistic P-Value K-S Statistic P-Value K-S Statistic P-Value
flow duration 0.000012819 1.00 0.000859844 0.88 0.000859844 0.88
Header Length 0.000015761 1.00 0.001105762 0.62 0.001105762 0.62
Protocol Type 0.000013582 1.00 0.001145894 0.58 0.001145894 0.58
Rate 0.000012943 1.00 0.000893854 0.85 0.000893854 0.85
Srate 0.000012943 1.00 0.000893854 0.85 0.000893854 0.85
syn_count 0.000020045 1.00 0.001146402 0.58 0.001146402 0.58
urg_count 0.000014126 1.00 0.001001725 0.74 0.001001725 0.74
rst_count 0.000018606 1.00 0.000937988 0.81 0.000937988 0.81
HTTPS 0.000000512 1.00 0.000210643 1.00 0.000210643 1.00
Tot sum 0.000024999 1.00 0.001605086 0.18 0.001605086 0.18
Min 0.000019202 1.00 0.001276231 0.44 0.001276231 0.44
Max 0.000022340 1.00 0.00133826 0.38 0.00133826 0.38
AVG 0.000021938 1.00 0.001317788 0.40 0.001317788 0.40
Std 0.000010149 1.00 0.00081156 0.92 0.00081156 0.92
Tot size 0.000022437 1.00 0.001306728 0.41 0.001306728 0.41
IAT 0.000015651 1.00 0.001088946 0.64 0.001088946 0.64
Magnitue 0.000021977 1.00 0.001301217 0.41 0.001301217 0.41
Radius 0.000011291 1.00 0.000818377 0.92 0.000818377 0.92
Covariance  0.000012528 1.00 0.000974692 0.77 0.000974692 0.77
Variance 0.000006726 1.00 0.000723125 0.97 0.000723125 0.97

4.3.6 Feature Scaling and Conversion into Waveforms

During the EDA process of this praxis in Section 4.2.3, huge value disparities in

the dataset were uncovered. Thus, all continuous variables were normalized using z-score
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standardization to equalize the impact of all features during model training by converting
each feature’s mean to 0 and standard deviation to 1. Then, each z-score’s standardized
value was augmented by multiplying it by 2m and applying sine and cosine functions to
each augmented value. This process yielded two new features for each original feature in
the dataset: one representing its sine value and the other representing its cosine value.
These features were then stacked together to form two dimensions, as Figure 4-8 depicts,
which enabled the input to be represented as time series and enhanced its utility for input

into the LNN models. As a result, Hypothesis 1 of this praxis was accepted.
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Figure 4-8: DDoS and Recon Attacks Converted Into Stacked Waveforms

4.3.7 One-Hot Encoding of Classes
During the initial EDA phase of this praxis in Section 4.2.1, categorical data,

characterized by the object datatype, was identified within the dataset. Given that this
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datatype represented the dataset’s classes, this praxis employed the one-hot encoding

technique to transform them into numerical form, as demonstrated in Table 4-5.

Table 4-5: One-Hot Encoded Representation of All Classes

Class One-Hot Vector
Benign [1,0,0,0,0,0]
DDoS [0,1,0,0,0,0]

DoS [0,0,1,0,0,0]
Mirai [0,0,0,1,0,0]

]
]

Recon [0,0,0,0,1,0
Spoofing [0,0,0,0,0, 1

4.4 Neural Network Models Development

This section analyzes the optimal architectures and hyperparameters discovered
during the development and hyperparameter tuning of all ANNs, RNNs, and neural
circuit policy (NCP) closed-form continuous-time (CfC) networks developed and tested,
which were the LNNs developed in this praxis.
4.4.1 Optimal Hyperparameters and Architecture

Given the complexity of multi-class classification, a standardized approach in
hyperparameter tuning was adopted to ensure fair performance evaluation, which
involved using the default activation functions, optimizers, and loss functions for each
NN type. Thus, the main hyperparameters tested to find the optimal architectures were
the neuron counts, learning rate, and batch size. Furthermore, given the exceptionally
compact footprint of LNN models, the exploration of neuron counts for the ANNs and
RNNS in this praxis remained as few as possible, adhering to a defined range of 10 to 30

neurons. This approach was designed to keep the NNs as small as possible for
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comparison with the NCP-C{Cs. Considering the novel development of LNNs for [oT-H
malware classification, an extended range of neuron values for the NCP-CfCs was
investigated but still adhered to the pre-defined range between 10 to 30 neurons.

A total of 216 NN architecture variations were developed and evaluated in this
praxis: 54 variations of ANNSs, 54 variations of RNNs, and 108 variations of NCP-CfCs.
The optimal hyperparameters for each model are presented in bold in Table 4-6. Example
architectures of the optimal ANN, RNN, and NCP-CfC models identified in Table 4-6 are

illustrated in Figures 4-9, 4-10, and 4-11, respectively.

Table 4-6: Optimal Hyperparameters for Each Model Developed

ANN RNN NCP-CfC
Hidden Neurons (10, 20, 30) (10, 20, 30) (10, 18, 20, 24, 27, 30)
Hidden Activation ReLU Tanh Lecun Tanh
Output Activation Softmax Softmax Softmax
Optimizer Adam Adam Adam
Loss Function CCE CCE CCE
Learning Rate  (0.01, 0.001, 0.0001)(0.01, 0.001, 0.0001) (0.01, 0.001, 0.0001)
Batch Size (128, 256, 512) (128, 256, 512) (128, 256, 512)
Liquid NeurloTic Yes Yes Yes
Waveforms

Note. The best hyperparameter is in bold.
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Section 4.3.8 described the transformation of features into multidimensional sine
and cosine waveforms. As a result, a flatten layer and dense output layer were integrated
into the NCP-C{C architecture, a novel approach not found in the existing literature. This
additional process was critical for allowing linear vector inputs to be fed into the output
layer since they enabled the NCP-CfC to conduct multi-class classification. Similarly,
both the ANNs and RNNs traditionally required inputs in a flattened, linear format for

processing and were thus given flatten and dense output layers.
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4.5 Neural Network Model Results

This section presents the results from testing ANNs, RNNs, and LNNs in
classifying IoT-H malware before and after undergoing the Liquid NeurloTic cyclical
waveform conversion. The findings demonstrate the impact of this conversion on each
NN model, which underscores the substantial enhancement in the dataset’s utility for
developing NN, especially for LNNs. These results were critical for evaluating
Hypothesis 1 (i.e., converting [oT-H network traffic features into cyclical waveforms and
layering them for input enables time-series representation and enhances their utility).
Additionally, the results provide a comprehensive comparison of key performance
metrics across all tested NN models to evaluate Hypothesis 2 (i.e., an LNN can be
developed to detect and classify attacks in IoT-H networks) and Hypothesis 3 (i.e., an
LNN outperforms ANN and RNN and models in IoT-H malware classification).
4.5.1 Artificial Neural Network Results

Optimal results were obtained using 30 neurons across 42 epochs, with a learning
rate of 0.001 and a batch size of 128. Table 4-7 details the performance of the top ANN
models developed before and after Liquid NeurloTic’s waveform conversion. See Table

Al in Appendix A for a list of the top 25 performing ANNSs.

Table 4-7: Top ANNs Before and After Liquid NeurloTic Waveform Conversion

Train  Test Size Fl- Cohen's Liquid
Epoch Time Time Params Loss Acc. Prec. Recall MCC NeurloTic

Neu- Batch
Model LR .
(Sec)  (Sec) (KB) Weighted Kappa Waveform

rons Size

ANN 30 0.001 128 42 1910.39 6.63 1,416 5.53 0.02810.99180.99780.9985 0.9921 0.9812 0.9812 After
ANN 30 0.01 512 20 5481 7.12 1,416 5.53 0.09950.98650.99640.9974 0.9871 0.9691 0.9691  Before
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The waveform conversion led to a 62.13% improvement in loss and a 0.12% to
2.05% increase in performance in every metric category. These findings suggest that
performance enhancements are associated with increased neuron count and the Liquid
NeurloTic waveform conversion process. Hence, adding complexity to the network
architecture and the data transformation process significantly boosts an NN’s ability to
recognize and utilize the intricate patterns and features inherent in the data.
4.5.2 Recurrent Neural Network Results

A notable divergence from the trends seen in ANNs as RNN optimal performance
was achieved through a balanced number of neurons—the best-performing model had 20
neurons over 29 epochs, a learning rate of 0.01, and a batch size of 128. This nuanced
approach can be attributed to the RNNs’ unique memory component, which experiences
information loss over time if overloaded with excessive neurons. Furthermore, while
RNNSs require fewer neurons than ANNs, RNNs possess more than twice as many
parameters and are significantly larger than ANNSs, which can be attributed to the hidden
state of RNNs that adds an extra layer of complexity. Table 4-8 presents the performance
outcomes of the best RNN models before and after undergoing the Liquid NeurloTic
waveform conversion process. See Table A2 in Appendix A for the top 25 performing

RNN:Ss.

Table 4-8: Top RNNs Before and After Liquid NeurloTic Waveform Conversion

Train Test . Liquid

Epoch Time Time Params Fl- Cohen's

Model Neu- LR Batch ® Loss Acc. Prec. Recall MCC NeurloTic
(Sec) (Sec)

rons Size

iz

(KB) Weighted Kappa Waveform
RNN 20 0.01 128 29 75540 9.68 2,866 11.2 0.0447 0.9905 0.9955 0.9985 0.9908 0.9781 0.9781  After
RNN 10 0.01 128 17 39350 9.38 1,336 5.22 0.0360 0.9885 0.9971 0.9954 0.9886 0.9737 0.9738  Before
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4.5.3 Liquid Neural Network Results

The optimal performance of the NCP-CfC was achieved after the Liquid
NeurloTic waveform conversion process by applying a balanced number of neurons.
Utilizing 18 neurons over 15 epochs, a learning rate of 0.01, and a batch size of 512, this
NCP-CfC saw a 42.31% improvement in loss and increased performance in every
category. Additionally, it utilized 10% fewer neurons, 57.14% fewer epochs, and 11.23%
fewer trainable parameters. Moreover, it was 11.29% smaller in size, which resulted in
improvements to training speed by 85.18% compared to the NCP-CfCs applied to the
non-waveform data.

These findings suggest that performance enhancements are associated with the
waveform conversion process and the LNN architecture employed in Liquid NeurloTic.
They underscore that adding complexity to the data transformation process and utilizing
LNNSs significantly boosts the ability to recognize and utilize the intricate patterns and
features inherent in the data. The performance outcomes of the best NCP-C{Cs before
and after undergoing the Liquid NeurloTic waveform conversion process are detailed in

Table 4-9. See Table A3 in Appendix A for the top 25 performing NCP-C{Cs.

Table 4-9: Top NCP-C{Cs Before and After Liquid NeurloTic Conversion

A Test . , Liquid
Model I;]Oerllls- LR BétChEpoch Train Time Time Params Size Loss Acc. Prec. Recall Fl-  Cohen's MCC NeurloTic

Size (Sec) (Sec) (KB) Weighted Kappa Waveform

NCP-CfC 18 0.01 512 15 729.58 20.35 1,550 6.05 0.02100.99250.99800.9978 0.9926 0.9828 0.9829  After
NCP-CfC 20 0.001 128 35 4,921.34 20.05 1,746 6.82 0.03640.98800.99670.9970 0.9884 0.9725 0.9726 Before

Like RNNs in their sequential nature, the neuron count in NCP-C{Cs must be
carefully balanced to prevent the loss of information over time, as the incorporation of
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hidden time-constant states adds a layer of complexity not found in ANNs or RNNs.
However, adding more neurons to the NCP-C{C architectures did not result in an
exponential growth in parameters and size, like RNNs. For example, an 18-neuron NCP-
CfC had 45.92% fewer parameters and 45.98% smaller in size than a 20-neuron RNN,
despite that RNN having two more neurons. As LNNs were successfully developed to
detect and classify IoT-H malware, Hypothesis 2 was accepted.
4.5.4 Superior Results of Liquid Neural Networks

The top performing ANN, RNN, and LNNs developed in this praxis are presented
in Table 4-10. These results showcase the superior efficacy of Liquid NeurloTic’s
waveform conversion process and LNNs in loT-H malware classification. For example,
the top three performing models were NCP-C{Cs that leveraged the Liquid NeurloTic
waveform conversion process, featuring 18, 24, and 27 neurons, respectively. These
outperformed all ANN and RNN models in every performance metric category. Given
that the NCP-CfC surpassed the performance metrics of both ANN and RNN models in
IoT-H malware classification utilizing Liquid NeurloTic’s waveforms, Hypothesis 1 and

Hypothesis 3 were accepted.

Table 4-10: Superior Results of Liquid Neural Networks

Train Test . , Liquid
Model Ij::lls- LR %a;tzceh Epoch Time Time Params (?(lf;) Loss Acc. Prec. Recall Weli:ll-lte d Clgilenas MCC NeurloTic
(Sec) (Sec) g pp Waveform

NCP-CfC 18 0.01 512 15 729.58 20.35 1,550 6.05 0.0210 0.9925 0.9980 0.9978 0.9926 0.9828 0.9829  Yes
NCP-CfC 24 0.01 256 9 930.40 19.53 2,210 8.63 0.0268 0.9919 0.9974 0.9984 0.9921 0.9815 0.9815  Yes
NCP-CfC 27 0.01 256 12 1027.6520.71 2,622 10.2 0.0234 0.9919 0.9973 0.9986 0.9922 0.9814 0.9814  Yes
ANN 30 0.001 128 42 191039 6.63 1,416 5.53 0.0281 0.9918 0.9978 0.9985 0.9921 0.9812 0.9812  Yes
RNN 20 0.01 128 29 75540 9.68 2,866 11.2 0.0447 0.9905 0.9955 0.9985 0.9908 0.9781 0.9781 Yes
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Notably, the NCP-CfC models demonstrated enhanced efficiency by achieving
optimal performance with fewer neurons and epochs relative to the ANNs and RNNs.
Despite a slight increase in size and parameter count compared to the best-performing
ANN equipped with 30 neurons, the leading NCP-CfC model minimized overall resource
usage. For example, the top three NCP-CfC models necessitated 40%, 20%, and 10%
fewer neurons, respectively, while reducing the required epochs by 64.29%, 71.43%, and
78.57%, which led to a 61.81% reduction in training time. Therefore, this model can cut
training expenses, given the substantial resources and expenses typically required for
continuous model training.

Compared to the best-performing RNN model equipped with 20 neurons, the 18-
neuron NCP-CfC model boasted 45.92% fewer parameters and a 45.98% reduction in
size, which resulted in 3.54% quicker training time. This efficiency was achieved despite
the NCP-CfC model utilizing 10% fewer neurons. Furthermore, the NCP-C{fC model
reached its optimal performance in 48.28% fewer epochs and showcased superior
efficiency in loss reduction, which marked an improvement of 53.02%.

The only drawback of the 18-neuron NCP-CfC was the average increase of
approximately 110% and 200% in testing times relative to the RNNs and ANNSs,
respectively. However, access to training resources is often more critical, as the
substantial costs associated with training are the primary obstacle to advancing to the
testing and deployment stages in NN development. For example, the 2024 Artificial
Intelligence Index Report from Stanford University highlights that the cost of artificial
intelligence (AI) model training is a significant barrier to developing NNs (Maslej et al.,

2024). The cost of training advanced models can soar into millions of dollars, making it

87



prohibitive for non-industry players like universities to deploy models and contribute to
cutting-edge Al technologies (Knight, 2023; Smith, 2023). For example, OpenAI’s GPT-
3 language model cost at least USD 5 million in GPU expenses for each training iteration,
and the development of GPT-4 surpassed USD 100 million in training cost (Knight,
2023; Smith, 2023).
4.5.5 Liquid NeurloTic Compared to Existing Literature

The superiority of Liquid NeurloTic using NCP-CfC models in [oT-H malware
classification was further demonstrated by comparisons with the performances of
healthcare IoT malware classification models found in existing literature, as shown in
Table 4-11. Furthermore, this praxis enhanced its evaluation framework by adopting
more exhaustive metrics to offer a holistic assessment of model performance to
demonstrate Liquid NeurloTic’s efficacy in handling imbalanced classes. This approach
contrasted with other studies, which have limited their evaluations to conventional
metrics that have not explicitly accounted for class imbalance, such as accuracy,
precision, recall, F1-score, and AUC-ROC scores. As a result, this praxis included more
robust metrics that accounted for heavily imbalanced classes, such as weighted F1-score,

Cohen’s kappa, and Matthews correlation coefficient (MCC).

Table 4-11: Superior Results of Liquid NeurloTic Compared to the Existing

Literature
Author and Dataset Model Classification Epochs Neurons Parameters Size Metrics (Best)
Year Type
Accuracy: 99%+,
Vijayakumar . .. .. Precision: 99.3%,
et al. (2023) ECU-IoHT DNN Multi-Class 500+ 16 Minimal ~ Minimal Recall: 96.8%.
F1-Score: 90.3%
Accuracy: 99%
. WUSTL . . .. >
Ravi et al. . . Likely Very Likely Precision: 99%,
(2023b) E};g{gfg%o, CNN-LSTM - Multi-Class 40 75 High  Very High Recall: 99%,

ROC-AUC: 99%
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CDMC-2020-

Ravi et al.
IoMT-
(20232) Malware
Wozniak et al.
2021) ToT-23
Anand et al. .
2021) Malimg
Akshay CICIDS2017,
Kumaar et al 2018;
(2022) *  Bell DNS
2021
Khan et al.
(2023) ToN-IoT
Abbas et al.
(2024) CICIoT2023
Neto et al.
(2023) CICIoT2023
Jony and
Arnob (2024) CICIoT2023
Khan and
Alkhathami  CICIoT2023
(2024)
Liquid
NeurloTic  CICIoT2023
(This Praxis)

CNN-LSTM

RNN-LSTM

CNN-DMA
ImmuneNet
(DL)

ANN, DT, RF,
k-NN

RNN

LR, ANN,
AdaBoost, RF,
DNN

LSTM

RF

NCP-CfC
(LNN)

Multi-Class

Multi-Class

Multi-Class

Multi-Class

Multi-Class

Multi-Class

Multi-Class

Multi-Class

Multi-Class

Multi-Class

100

Not
provided

20

NA

30

NA

50

NA

1,792

1,114

896

1,296

NA

82

NA

NA

NA

Likely Very  Likely
High

Likely Very  Likely
High

Likely Very  Likely

825,137

Likely Very  Likely
High

Likely High Lli;i‘;ly
Likely Likely
Minimal  Minimal
Likely High Lli;i‘;ly
NA NA
1,429 5.58 KB

Very High

Very High

Very High

3,253 KB

Accuracy: 94-95%

Accuracy: 99.9957%

Accuracy: 99%,
Precision: 79%-98.9%
Recall: 79%-98.9%

Accuracy: 99.19%,
Precision: 99.22%,
Recall: 99.19%,

ROC-AUC: 99.2%

Accuracy: 91%,

Very High Fl-score: 90%

Accuracy: 96.5%
Precision: 96.52%
Recall: 96.52%

F1-Score: 95.73%

Accuracy: 99.11%
Precision: 70.5%
Recall: 91%
F1-Score: 71.2%

Accuracy: 98.75%
F1-Score: 98.59%

Accuracy: 95.55%
Precision: 95.56%
Recall: 95.55%

F1-Score: 95.52%

Accuracy: 99.25%,
Precision: 99.80%,
Recall: 99.78%,
F1-Weighted: 99.26%,
MCC: 98.29%,
Cohen’s Kappa: 98.28

4.6 Summary and Conclusion

This chapter highlighted the exceptional performance of LNNs using NCP-C{C

models in the multi-class classification of loT malware, attributing a significant part of

their success to the entire Liquid NeurloTic architecture, such as the transformation of

IoT-H network traffic features into sine and cosine waveforms. This transformation

enhanced the utility of the data and allowed for the representation of all inputs as time

series. As a result, Hypothesis 1 was accepted, positing that converting loT-H network

traffic features into cyclical waveforms, coupled with their strategic layering, facilitated a

time-series representation and enhanced their utility.
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Furthermore, this chapter discussed the novel Liquid NeurloTic architecture
developed and employed in this praxis, including the novel LNN models using NCP-
CfCs, which surpassed traditional ANNs and RNNs in performance and efficiency. By
achieving faster training times, utilizing fewer neurons and epochs with a higher learning
rate and batch size, this praxis’ NCP-CfC architecture set a new benchmark in the field.
This advancement supported the acceptance of Hypothesis 2, which posits the feasibility
of developing an LNN capable of detecting and classifying attacks in loT-H networks.
Similarly, as the NCP-C{C architecture outperformed the ANNs and RNNs developed in
this praxis and custom NN architectures cited in existing literature on healthcare IoT

malware classification, Hypothesis 3 was accepted.
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Chapter 5—Conclusions
5.1 Discussion

The primary goal of this praxis was to enhance the cyber resiliency of Internet of
Things (IoT) devices in healthcare against cyber threats. As a result, this praxis created a
liquid neural network (LNN)-based intrusion detection system (IDS) called Liquid
NeurloTic to effectively identify and classify malware in IoT networks in healthcare
(IoT-H) traffic. This goal arose from alarming data indicating that cyberattacks constitute
the main cause of data breaches in healthcare since 90% of these organizations using loT
devices have reported at least one security incident (Jiang & Bai, 2019; Williams et al.,
2020). Consequently, nearly 50% of [oT devices in healthcare have become vulnerable to
cyberattacks that compromise patient privacy and expose them to identity theft, financial
losses, and potentially fatal risks.

While the research community has made considerable progress in developing
neural network (NN) solutions for [oT-H, scalability and resource management
challenges persist. For example, the resource-intensive nature of many NN models
renders them costly to train and impractical for use in smaller, resource-limited loT
devices. Moreover, research has shown that NN-based IDSs struggle to keep up with the
constantly evolving attack vectors.

Therefore, this praxis developed Liquid NeurloTic, an LNN-based IDS using an
18-neuron closed-form continuous-time (CfC) network with neural circuit policy (NCP)
wiring (NCP-CfC) model designed for [oT-H malware detection and classification. The

extremely compact footprint, adaptability, and scalability of Liquid NeurloTic make it an
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attractive choice for multi-class classification in IoT-H networks where data patterns are
inconsistent and unpredictable.
5.2 Final Conclusions

This praxis accomplished all research objectives presented in Section 1.5, guided
by the three research questions and their corresponding hypotheses presented in Section
1.6. As a result, this praxis demonstrated that all three hypotheses were correct. Hence,
they were accepted.

Hypothesis 1 posited that converting IoT-H network traffic features into cyclical
waveforms and layering them for input enable time-series representation and amplify
their utility. This outcome was achieved through a three-step process: 1) applying z-score
standardization to the dataset’s features, 2) multiplying each standardized value by 2m,
and 3) applying sine and cosine functions to each augmented value. As a result, two new
features were created for each original feature in the dataset: one representing its sine
value and the other representing its cosine value. These features were then stacked
together to form two dimensions, which enabled the input to be represented as a time
series and enhanced its utility for input into the LNN models. This technique to enhance
IoT-H malware traffic data has not been previously accomplished in the existing
literature.

Hypothesis 2 posited that an LNN can be developed to detect and classify attacks
in [oT-H networks. This outcome was achieved by developing a unique LNN architecture
using an 18-neuron NCP-CfC model and enabling it for multi-class classification by
incorporating a flatten layer and a dense output layer, which has not been previously

accomplished in the existing literature. Moreover, Hypothesis 3 posited that LNNs
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surpass artificial neural networks (ANNs) and recurrent neural networks (RNNs) in the
performance of classifying [oT-H malware. This outcome was accomplished by
observing the results of the unique LNN architecture in Liquid NeurloTic, which
achieved the best performance metric scores out of all models tested. Against the best-
performing 30-neuron ANN model, Liquid NeurloTic’s NCP-CfC model required 40%
fewer neurons and 64% fewer epochs, resulting in a 61.81% reduced training time.
Compared to the best-performing 20-neuron RNN model, it required 10% fewer neurons,
48.28% fewer epochs, and 45.92% fewer parameters, with a 45.98% reduction in size,
resulting in 3.54% faster training. Additionally, Liquid NeurloTic stood out in the
broader NN research landscape as it used drastically fewer neurons, epochs, parameters,
and total size while surpassing models in the existing literature by comparing
performance metrics like accuracy, recall, precision, and F1 score.

Overall, the unique LNN architecture developed in this praxis, called Liquid
NeurloTic, delivered superior performance in loT-H malware classification compared to
comparative ANN and RNN models while outperforming other healthcare IoT NN
models developed in existing literature. These results demonstrated the feasibility of
using LNNs for [oT-H malware classification to enhance the cyber resilience of loT-H
devices.

5.3 Contributions to Body of Knowledge

This praxis makes three main contributions to the existing body of knowledge in
the realm of NN-based [oT security in healthcare:

1. This praxis presents a novel approach that transforms IoT network features

into sine and cosine waveforms called Liquid NeurloTic waveform
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conversion. The transformation provides a novel time-series representation
of network data, which enhances the utility of these features during the
training phase of virtually any NN.

2. This praxis develops an LNN model called an NCP-C{C, which is
designed for the multi-class classification of [oT-H malware. This model
represents the first of its kind, setting a new benchmark in NN-based IDSs
for IoT-H security.

3. This praxis develops Liquid NeurloTic, an LNN-based IDS that identifies
and classifies malware in the traffic of [oT-H.

5.4 Recommendations for Future Research

This praxis established the building blocks necessary to develop and implement
LNNs, like NCP-CfCs, within a real-time framework. The remarkable flexibility of
LNN:s, attributed to their /iguid ability to adapt to evolving data landscapes, presents a
promising avenue for future exploration. Future studies can explore their scalability and
effectiveness through real-time analyses in loT-H networks and other contexts. Such
research may provide insights into the dynamic adaptability of LNNs post-training.

Additionally, considering the minimal neuron count required by LNNs, such as
NCP-CACs, there is a compelling case for tailoring an Al explainability tool that provides
insights into the decision-making processes of the NCP-CfC’s individual neurons. This
approach can provide a more profound understanding of the LNN’s decision-making
process, which may further improve performance and reduce testing times by offering a

deeper refinement of the model’s operational efficiency.
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Lastly, in developing Liquid NeurloTic, this praxis leveraged the CICIoT2023
dataset, which initially comprised 33 distinct cyberattack types. However, to enhance
generalization capabilities and focus, this praxis reclassified these attacks into seven
broad categories and excluded the brute force and web-based attacks due to insufficient
data representation. This praxis also employed a feature importance selection called MI,
which removed 26 of 46 features. Future studies can reintegrate the omitted classes to
embrace a holistic examination encompassing all 33 unique attacks and the complete set
of 46 features while exploring additional datasets that feature new cyberattack vectors not

covered in the CICIoT2023 dataset.
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Appendix A

Table Al: Top 25 ANN Results

Model E}:; LR Bs?zceh Epoch :ll:ffrllrel "Eifliz Param (?(i;e) Loss Acc. Prec. Recall WeI;glllte d (i(();)e;: MCC Nill.ll(rlluolgic
(Sec) (Sec) Waveform
ANN 30 0.001 128 42 191039 6.63 1,416 5.53 0.0281 0.9918 0.9978 0.9985 0.9921 0.9812 0.9812  Yes
ANN 30 0.001 512 50 501.43 691 1,416 5.53 0.0357 0.9915 0.9977 0.9985 0.9919 0.9806 0.9806  Yes
ANN 30 0.01 256 12 5503 6.77 1,416 5.53 0.0413 0.9913 0.9977 0.9980 0.9916 0.9802 0.9802  Yes
ANN 20 0.001 512 50 57219 6.81 946 3.7 0.0366 0.9907 0.9972 0.9987 0.9911 0.9787 0.9787  Yes
ANN 30 0.001 256 31 14580 6.85 1,416 5.53 0.0403 0.9906 0.9974 0.9984 0.9909 0.9784 0.9784  Yes
ANN 20 0.01 128 11 91.30 7.05 946 3.7 0.0486 0.9904 0.9967 0.9985 0.9909 0.9780 0.9781 Yes
ANN 20 0.001 128 50 46224 6.75 946 3.7 0.0344 0.9903 0.9967 0.9987 0.9908 0.9778 0.9779  Yes
ANN 20 0.01 512 25 65.06 6.73 946 3.7 0.0344 0.9902 0.9961 0.9980 0.9908 0.9775 0.9775  Yes
ANN 20 0.001 256 36 15894 6.41 946 3.7 0.0572 0.9894 0.9970 0.9983 0.9898 0.9757 0.9757  Yes
ANN 30 0.01 128 27 1,212.97 6.86 1,416 5.53 0.0511 0.9890 0.9970 0.9968 0.9893 0.9747 0.9748  Yes
ANN 10 0.01 256 19 7849 6.44 476 1.86 0.0464 0.9882 0.9964 0.9968 0.9886 0.9730 0.9730  Yes
ANN 10 0.01 128 16 12213 6.33 476 1.86 0.0592 0.9880 0.9968 0.9973 0.9886 0.9726 0.9726  Yes
ANN 20 0.01 256 13 24530 6.71 946 3.7 0.0569 0.9877 0.9959 0.9971 0.9884 0.9719 0.9719  Yes
ANN 10 0.01 512 30 68.00 6.60 476 1.86 0.0813 0.9875 0.9974 0.9953 0.9876 0.9713 0.9714  Yes
ANN 10 0.001 128 40 30691 6.51 476 1.86 0.0492 0.9870 0.9959 0.9966 0.9875 0.9703 0.9703  Yes
ANN 30 0.01 512 20 5481 7.12 1,416 5.53 0.0995 0.9865 0.9964 0.9974 0.9871 0.9691 0.9691 No
ANN 10 0.001 256 50 210.01 6.93 476 1.86 0.0802 0.9860 0.9966 0.9980 0.9868 0.9681 0.9682  Yes
ANN 20 0.001 128 36 309.44 7.02 946 3.7 0.1071 0.9858 0.9964 0.9973 0.9864 0.9675 0.9675 No
ANN 10 0.01 512 32 69.74 699 476 1.86 0.1518 0.9852 0.9969 0.9961 0.9858 0.9662 0.9663 No
ANN 30 0.0001 128 50 805.74 6.95 1,416 5.53 0.1627 0.9850 0.9962 0.9975 0.9857 0.9659 0.9660  Yes
ANN 20 0.0001 128 50 856.23 6.64 946 3.7 0.1493 0.9845 0.9961 0.9969 0.9852 0.9647 0.9648  Yes
ANN 20 0.01 512 31 80.64 7.19 946 3.7 0.1108 0.9836 0.9950 0.9980 0.9846 0.9624 0.9625 No
ANN 10 0.001 512 20 50.79 7.09 476 1.86 0.1774 0.9835 0.9957 0.9965 0.9840 0.9623 0.9624  Yes
ANN 20 0.01 256 28 12587 7.04 946 3.7 0.0742 0.9827 0.9966 0.9969 0.9832 0.9607 0.9608 No
ANN 10 0.0001 128 50 401.73 6.85 476 1.86 0.2404 0.9815 0.9947 0.9962 0.9821 0.9578 0.9579  Yes
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Table A2: Top 25 RNN Results

Neu Batch Tl.ﬁain Test ize F1-  Cohen's Liquid.
Model rons LR Size Epoch Time Time Param (KB) Loss Acc. Prec. Recall Weighted Kappa MCC NeurloTic
(Sec) (Sec) Waveform
RNN 20 0.01 128 29 75540 9.68 2,866 11.2 0.0447 0.9905 0.9955 0.9985 0.9908 0.9781 0.9781 Yes
RNN 30 0.01 256 21 459.84 10.28 4,596 18 0.4401 0.9898 0.9989 0.9967 0.9901 0.9766 0.9766  Yes
RNN 10 0.01 128 17 39350 9.38 1,336 5.22 0.0360 0.9885 0.9971 0.9954 0.9886 0.9737 0.9738 No
RNN 10 0.01 128 26 606.37 9.99 1,336 5.22 0.0443 0.9875 0.9945 0.9973 0.9880 0.9714 0.9715  Yes
RNN 30 0.01 256 19 44456 10.62 4,596 18 0.0580 0.9874 0.9975 0.9957 0.9876 0.9711 0.9712 No
RNN 10 0.01 256 22 306.56 10.00 1,336 5.22 0.0436 0.9873 0.9961 0.9967 0.9876 0.9709 0.9709 No
RNN 20 0.01 128 15 441.32 10.23 2,866 11.2 0.0457 0.9872 0.9958 0.9968 0.9878 0.9707 0.9708 No
RNN 20 0.001 128 50 1429.08 10.56 2,866 11.2 0.1597 0.9864 0.9959 0.9975 0.9871 0.9690 0.9691 No
RNN 30 0.001 256 15 329.74 10.42 4,596 18 0.1556 0.9854 0.9960 0.9968 0.9859 0.9667 0.9667  Yes
RNN 20 0.01 512 23 30294 10.34 2,866 11.2 0.0626 0.9852 0.9960 0.9967 0.9857 0.9663 0.9663 No
RNN 30 0.01 128 9 31721 10.67 4,596 18 0.0528 0.9852 0.9958 0.9953 0.9857 0.9662 0.9663  Yes
RNN 20 0.01 256 28 503.03 9.79 2,866 11.2 0.0517 0.9851 0.9960 0.9956 0.9854 0.9658 0.9658  Yes
RNN 30 0.001 512 34 61449 10.82 4,596 18 0.0508 0.9847 0.9961 0.9968 0.9852 0.9650 0.9651 Yes
RNN 10 0.01 256 20 266.23 9.44 1,336 5.22 0.2554 0.9847 0.9956 0.9964 0.9853 0.9650 0.9650  Yes
RNN 20 0.001 256 40 695.53 9.85 2,866 11.2 0.0483 0.9847 0.9950 0.9973 0.9853 0.9650 0.9650  Yes
RNN 30 0.001 128 14 484.09 10.32 4,596 18 0.0463 0.9847 0.9959 0.9966 0.9853 0.9649 0.9650  Yes
RNN 20 0.01 256 14 256.54 10.15 2,866 11.2 0.4489 0.9841 0.9953 0.9971 0.9849 0.9636 0.9637 No
RNN 30 0.0001 128 50 1771.58 9.79 4,596 18 0.0463 0.9838 0.9954 0.9972 0.9844 0.9630 0.9631 Yes
RNN 10 0.01 512 17 15338 9.76 1,336 5.22 0.0587 0.9836 0.9950 0.9966 0.9840 0.9624 0.9624  Yes
RNN 20 0.001 128 16 41994 9.86 2,866 11.2 0.0497 0.9835 0.9951 0.9971 0.9840 0.9622 0.9623  Yes
RNN 30 0.0001 256 50 1077.69 9.92 4,596 18 0.0521 0.9832 0.9956 0.9970 0.9839 0.9617 0.9617  Yes
RNN 10 0.001 128 28 65245 9.71 1,336 5.22 0.0501 0.9826 0.9954 0.9961 0.9832 0.9603 0.9604  Yes
RNN 20 0.0001 128 50 1,362.37 10.13 2,866 11.2 0.0554 0.9819 0.9955 0.9968 0.9826 0.9587 0.9588  Yes
RNN 20 0.001 512 22 272.64 990 2,866 11.2 0.0789 0.9817 0.9945 0.9973 0.9824 0.9582 0.9582  Yes
RNN 20 0.0001 256 50 85599 997 2,866 11.2 0.0550 0.9815 0.9950 0.9970 0.9823 0.9578 0.9579  Yes
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Table A3: Top 25 NCP-CfC Results

Model ?(I)il; LR BS?Z(;hEpoch %12: ”Eifrslzz Param (SI‘(IT;) Loss Acc. Prec. Recall WeIi:;I-lte dclé);l;;l: MCC Nilli(rlluolflj"ic
(Sec) (Sec) Waveform
NCP-CfC 18 0.01 512 15 729.58 20.35 1,550 6.05 0.02100.99250.99800.9978 0.9926 0.9828 0.9829  Yes
NCP-CfC 24 0.01 256 9 930.40 19.53 2,210 8.63 0.02680.99190.99740.9984 0.9921 0.9815 0.9815  Yes
NCPp-CfC 27 0.01 256 12 1027.6520.71 2,622 10.2 0.02340.9919 0.99730.9986 0.9922 0.9814 0.9814  Yes
NCP-CfC 18 0.01 256 20 1537.8620.00 1,550 6.05 0.03650.98820.99660.9958 0.9884 0.9729 0.9729  Yes
NCP-CfC 20 0.01 256 15 1240.8920.86 1,746 6.82 0.03540.98810.99570.9968 0.9885 0.9727 0.9727  Yes
NCP-CfC 20 0.001 128 35 4921.3420.05 1,746 6.82 0.03640.98800.99670.9970 0.9884 0.9725 0.9726 No
NCP-CfC 24 0.001 128 23 3627.2819.16 2,210 8.63 0.03110.98800.99530.9973 0.9884 0.9725 0.9725  Yes
NCP-CfC 18 0.01 128 20 2685.2820.78 1,550 6.05 0.03840.98790.99510.9969 0.9882 0.9722 0.9722  Yes
NCP-CfC 30 0.001 128 16 2506.0222.53 3,090 12.1 0.03800.98640.99620.9969 0.9869 0.9690 0.9690  Yes
NCP-CfC 24 0.001 256 36 3089.8120.88 2,210 8.63 0.03790.98620.99650.9966 0.9866 0.9684 0.9685  Yes
NCP-CfC 20 0.001 512 42 2164.8820.27 1,746 6.82 0.06940.98590.99600.9967 0.9863 0.9677 0.9677  Yes
NCP-CfC 18 0.001 128 30 4005.2020.37 1,550 6.05 0.03990.98550.99570.9968 0.9860 0.9668 0.9669  Yes
NCP-CfC 27 0.001 128 15 2251.9620.66 2,622 10.2 0.04120.98550.99550.9972 0.9860 0.9668 0.9668  Yes
NCP-CfC 30 0.001 512 43 2802.0122.46 3,090 12.1 0.04020.98550.99580.9974 0.9861 0.9668 0.9668  Yes
NCP-CfC 24 0.001 512 42 2449.3219.01 2,210 8.63 0.03980.98530.99580.9973 0.9858 0.9664 0.9665  Yes
NCP-CfC 20 0.001 128 19 2498.9220.01 1,746 6.82 0.04420.98520.99580.9969 0.9857 0.9661 0.9662  Yes
NCP-CfC 10 0.01 512 17 751.64 19.88 1,246 4.87 0.06410.9848 0.99470.9967 0.9854 0.9653 0.9653  Yes
NCP-CfC 27  0.001 256 15 1304.4720.78 2,622 10.2 0.04890.98440.99520.9973 0.9851 0.9644 0.9644  Yes
NCP-CfC 20 0.001 256 26 2061.5620.65 1,746 6.82 0.04770.98440.99600.9967 0.9850 0.9642 0.9643  Yes
NCP-CfC 30 0.001 256 20 1889.2022.31 3,090 12.1 0.16820.98420.99590.9970 0.9849 0.9640 0.9641  Yes
NCP-CfC 18 0.001 256 34 2569.3720.37 1,550 6.05 0.04180.98420.99560.9969 0.9847 0.9640 0.9640  Yes
NCP-CfC 18 0.001 128 21 2804.2819.64 1,550 1,5500.06320.98380.99590.9972 0.9843 0.9630 0.9631 No
NCP-CfC 10 0.01 256 31 2154.1619.80 1,246 4.87 0.05750.98340.99590.9961 0.9840 0.9622 0.9622  Yes
NCP-CfC 30 0.0001 256 50 4864.8423.35 3,090 12.1 0.04720.98330.99540.9965 0.9839 0.9618 0.9619  Yes
NCP-CfC 30 0.0001 128 46 7426.8323.26 3,090 12.1 0.04700.98320.99550.9969 0.9839 0.9618 0.9619  Yes
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