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Abstract of Thesis  

High-Tech Harassment: Policy Problems and Solutions for Ending Teen Girl 

Cyberbullying 

 

As the Internet quickly permeated youth subculture in America, a scary trend 

began.  Cyberbullying, or online harassment, has become an increasing and alarming 

threat among young people, especially girls.  With high-profile cases of cyberbullying 

resulting in suicide, policymakers are beginning to take notice of this growing crisis. This 

paper analyzes the ways in which online harassment is perpetrated by and against 

“tween” and teen girls, the most common participants in relational aggression and 

cyberbullying.  Additionally, it will discuss the strengths and weaknesses of existing 

policy that has been used to address cyberbullying, as well as what federal policy could 

do to curb online harassment, without violating the U.S. Constitution.  Solutions can be 

developed to prevent cyberbullying, but they will have to carefully navigate significant 

areas of existing federal policy. 
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 Introduction 
 

 

Phoebe Prince was the new girl in town at Boston‟s South Hadley High School in 

the fall of 2009.
1
  A freshman, the fifteen-year-old and her family had recently moved to 

the States from Ireland.  Although she had trouble fitting in—South Hadley has a 

reputation for being packed full of catty teen girls—Phoebe was managing.  She dated a 

senior football player for a short period; a popular boy asked her to the winter cotillion.  

Two days before the dance, Phoebe Prince was dead, of an apparent suicide.  Her twelve-

year-old sister came upstairs to discover Phoebe had hanged herself in her bedroom 

closet.  After her death, previously unknown details emerged about the torment she 

endured from her peers.  Since arriving at South Hadley, the so-called “mean girls” had 

taken to their cell phones and computers to make Phoebe Prince‟s life a living hell.  And 

they succeeded. 

Phoebe‟s Irish accent and pretty face made her the new object of the boys‟ 

attention—but made other girls feel threatened by and jealous of her.
2
  Phoebe‟s short-

lived relationship with the South Hadley football player did nothing to garner her favor 

with the girls at school.  The boy was the “prized alpha male” of the Untouchable Mean 

Girls of South Hadley, as they have come to be known in the wake of the tragedy.  

Phoebe‟s affections for the boy turned the girls against her in the most terrible ways 

imaginable, when, by all accounts, it was he who set his sights on Phoebe.  “Go kill 

                                                        
1
 Lynch, Donal. “Bullied to death.” Dublin, Ireland: Sunday Independent, 14 March 

2010. http://www.independent.ie/lifestyle/bullied-to-death-2098808.html 
2 Ibid. 

http://www.independent.ie/lifestyle/bullied-to-death-2098808.html
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yourself,” was a frequent taunt hurled at Phoebe by her classmates, both in the school 

hallways and on the Internet, through the social networking site, Facebook.
3
   

After her death, the girls didn‟t change their tone.  Facebook records from after 

her death show threads of girls continuing to mock Phoebe.  Some of Phoebe‟s friends 

created a memorial page on the site, so that those who knew her could share stories and 

grieve together.  The mean girls quickly and persistently vandalized the page.  Reporters 

attended the winter cotillion, held, as scheduled, two days after Phoebe‟s death, and 

recounted horrifying tales of the mean girls, including one bragging about “playing 

dumb” with an investigator who approached her at school.  Two of the four girls were 

reportedly suspended, but have since returned to school. 

Bullying at South Hadley—and at schools around the country—is not a new 

problem.  But girl bullying often goes unreported, unrecognized, and undisciplined.  In 

fact, in September of 2009, Phoebe Prince‟s first month at South Hadley, the school held 

a parent assembly featuring a talk by national anti-bullying expert Barbara Colloroso.  

Only ten parents attended.  In addition to strategies to help parents combat bullying—

both online and during the school day—Colloroso offered the school several 

recommendations for preventing the problem, including implementing a clear policy on 

cyberbullying.  In what she now calls a “fateful omission,” Colloroso claims that none of 

the policies she suggested to South Hadley were ever implemented.
4
 

Since Phoebe‟s death, Massachusetts lawmakers have begun to consider 

legislation to combat cyberbullying.  In March of 2010, the Massachusetts State House 

passed a bill prohibiting bullying which creates “a hostile environment at school for the 

                                                        
3
 Ibid. 

4
 Ibid. 
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victim,” no matter where that bullying occurs.
5
  It also requires school staff to report 

bullying incidents to principles and mandates anti-bullying training for teachers.  (A 

parallel State Senate bill passed, but reporting and professional development were 

optional for schools.)  State Representative Robert Hargraves told reporters, "Bullying is 

not hard to see on the floor of the school… When they are alone, they are going to get 

into mischief."
6
  Hargraves and some of his colleagues pushed for a tougher bill, which 

would have fined school staff for not reporting bullying, as well as extending the law‟s 

reaches to private schools that accept state vouchers for any student‟s tuition, but it was 

ultimately rejected.  Hargraves called the final version “a toothless wonder.”  Much of the 

legislation designed to combat cyberbullying ends up “toothless,” for several reasons 

discussed at length later.  Not surprisingly, cyberbullying legislation most often appears 

in states that have recently witnessed tragedies like Phoebe‟s.  That cyberbullying policy 

proposals hit the Massachusetts legislature in March, two months after Phoebe Prince‟s 

January suicide, is no accident.  It should not take the death of students in every state for 

lawmakers to recognize the necessity of effective preventative policies. 

While Phoebe‟s story may sound unique, the sad reality is that her case is not at 

all the only heartbreaking story of traumatic, even deadly, cyberbullying.  Though all 

cyberbullying does not end in tragedy, it is a serious concern that affects teens  

Consider an infamous case of cyberbullying—Megan Meier‟s.  On October 17, 

2006, Ronald and Christina Meier found their daughter, Megan, dead in her bedroom.  

                                                        
5 An Act Relative to Bullying in Schools, Massachusetts S.B. No 2313, 9 March 2010. 

http://www.mass.gov/legis/bills/senate/186/st02/st02313.htm  
6
 Gat, Aviva. "House backs tough anti-bullying measure." Boston University State House 

Program, March 19, 2010. http://www.bu.edu/statehouse/2010/03/22/749/ (accessed 

March 21, 2010). 
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Megan committed suicide at age thirteen, her death attributed to the abuse she endured 

for weeks as the victim of cyberbullying.  Megan‟s story is an exceptional one.  After a 

falling out with a friend, Megan began conversing on the social networking site MySpace 

with a boy who had recently moved to a nearby town.  She thought he was “hot,” and the 

boy, Josh Evans, showed interest in Megan, too.  Josh and Megan flirted on MySpace and 

on AOL Instant Messenger for weeks, before their discussions turned sour. 

 “I don't know if I want to be friends with you anymore because I've heard that you 

are not very nice to your friends,” showed up on Megan‟s screen on October 15 in a 

message from Josh Evans.
7
  From there, things spiraled out of control.  Josh began 

engaging the other kids from Megan‟s school in MySpace “bulletins,” polling her 

classmates on whether Megan was fat, whether Megan was a slut.  Megan‟s mother, Tina, 

saw how upset she was, and demanded that she sign off of the computer.  But once Mom 

was away, Megan signed back on, and received what would be her final message from 

Josh: “Everybody in O'Fallon knows how you are. You are a bad person and everybody 

hates you. Have a shitty rest of your life. The world would be a better place without you."  

After sending her response—“You‟re the kind of boy a girl would kill herself over.”—

Megan hung herself in her room while her parents were downstairs cooking dinner.
8
 

 As it turned out, Josh Evans had never existed.  He was the creation of the girl 

with whom Megan had recently stopped being friends and the friend‟s mother.  Lori 

Drew and her daughter Sarah created a fake account on MySpace with the sole purpose 

of hurting and humiliating Megan.  They engaged one of Lori Drew‟s employees, as well 

                                                        
7
 Pokin, Steve. "'My Space' hoax ends with suicide of Dardenne Prairie teen." St. Charles 

Journal, November 11, 2007. http://suburbanjournals.stltoday.com/ (accessed August 8, 

2009). 
8
 Ibid. 
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as other teen girls from the neighborhood, in the conspiracy.  In May 2008, a federal 

grand jury indicted Lori Drew on three counts of accessing protected computers without 

authorization to obtain information to inflict emotional distress, and one count of criminal 

conspiracy.
9
  If convicted, she could have faced up to twenty years in prison.  She was 

found guilty of the three access without authorization charges—though the jury reduced 

them from felonies to misdemeanors—and the jury was deadlocked on the fourth federal 

charge.
10

  On August 31, 2009, the retrial for the fourth charge was dismissed—and the 

judge threw out the misdemeanor convictions, as well.
11

  Although her father agrees that 

suicide was Megan‟s choice, he says, “It was like someone handed her a loaded gun.”
12

 

 Lori Drew‟s acquittal came as a result of vague internet crime laws, which 

required prosecutors to prove that she had accessed MySpace without authorization and 

did so with the intent of committing a tortious act—harming Megan Meier.  The judge 

dismissed the case because he claimed the language of the law was too vague to be 

constitutionally prosecuted.  Lori Drew will face no penalties for what she did to Megan 

Meier—because, in fact, it may not have been illegal.  Similarly, her daughter Sarah, an 

underage participant in the cyberbullying and likely the initial instigator, faced no 

reproach whatsoever.   

                                                        
9
 Steinhauer, Jennifer. "Woman Indicted in MySpace Suicide Case." The New York 

Times, May 16, 2008. http://www.nytimes.com/2008/05/16/us/16myspace.html (accessed 

August 8, 2009). 
10

 Steinhauer, Jennifer. "Verdict in MySpace Suicide Case." The New York Times, 

November 27, 2008, p. A25. http://www.nytimes.com/2008/11/27/us/27myspace.html 

(accessed August 8, 2009). 
11

 Zetter, Kim. "Judge Postpones Lori Drew Sentencing, Weighs Dismissal." Wired, May 

18, 2009. http://www.wired.com/threatlevel/2009/05/drew_sentenced/ (accessed August 

10, 2009). 
12

 Pokin, Steve. "'My Space' hoax ends with suicide of Dardenne Prairie teen." St. 

Charles Journal, November 11, 2007. http://suburbanjournals.stltoday.com/ (accessed 

August 8, 2009). 
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In the wake of Megan‟s death, her home state of Missouri passed a law, known as 

“Megan‟s Law,” which makes it a felony for someone 21 years or older to communicate 

with a minor in order to “recklessly frighten, intimidate, or cause emotional distress to 

that person.”
13

  But there are many Internet laws (or lack thereof) tied up with laws 

protecting minors from cyberbullying, and Megan‟s Law notably offers no protection 

from the peers who perpetrate online harassment, which is significantly more common 

than what happened to Megan.  Between vague and constitutionally-questionable 

policies, severe jurisdictional confusion, the ever-delicate situation involving minors 

committing crimes, and the population‟s general lack of knowledge about cyberbullying 

and its effects, internet harassment involving teens has become a nebulous legal area that 

nonetheless is beginning to concern policymakers, educators, and parents. 

 This paper will analyze the ways in which cyberbullying is perpetrated by and 

against “tween” and teen girls, the most common participants in relational aggression and 

cyberbullying.  Additionally, it will discuss the strengths and weaknesses of existing 

policy that has been used to address cyberbullying, as well as what federal policy could 

do to curb online harassment, without violating the U.S. Constitution.  Solutions can be 

developed to prevent what happened to Megan Meier from happening to girls in similar 

situations, but they will have to carefully navigate significant areas of existing federal 

policy. 

                                                        
13

 Harrassment, Missouri Revised Statutes, §565.090, (27 August 2009), 

http://www.moga.mo.gov/statutes/c500-599/5650000090.htm.  

http://www.moga.mo.gov/statutes/c500-599/5650000090.htm
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Girls and Cyberbullying: The Socioemotional Foundation  

Relational Aggression in Middle School: Harmless Rite of Passage or Emotional 

Torture? 

 As children go through puberty, their changing bodies, growing social pressures, 

and a developing sense of self challenge them.  This can manifest itself in traditional 

playground bullying and, in some cases, stress and depression, but psychologists, school 

administrators, and parents are recognizing relational aggression as a dangerous force 

affecting middle school students, especially girls. According to leading experts in girls‟ 

development, almost 30 percent of youth in America (over 5.7 million children) are 

estimated to be involved in bullying, either as a bully, a target, or both.
14

  Relational 

aggression or “emotional bullying” encompasses behaviors that harm girls by damaging, 

threatening, or manipulating relationships with their peers, or by injuring a girl‟s feelings 

of social acceptance.  Girls tend to target their bullying at other girls, often spreading 

gossip about their peers and encouraging other girls to reject or exclude another.  This 

type of aggression is often tied to popularity and cliques. While the traditional bully is 

more prevalent in lower grades, relational aggression, which is a manipulative and subtle 

form of bullying, is often found among popular girls in middle and high school.  Nearly 

half of all girls define safety as not having their feelings hurt, and their number one 

                                                        
14

 Nansel, T.R., Overpeck, M., Pilla, R.S., Ruan, W.J., Simons-Morton, B., & Scheidt, P. 

(2001). Bullying Behaviors Among US Youth: Prevalence and Association With 

Psychosocial Adjustment., 285(16), 2094-2100. 
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concern, noted by 32 percent of girls in a nationwide survey, was being made fun of or 

teased.
15

 

 Relational aggression impacts children of both genders but disproportionately 

affects girls, who are more often both the victims and the perpetrators of relational 

aggression.  Although it is a more subtle form of aggression than traditional physical 

bullying, it is no less harmful—and the effects often go unnoticed by adults.  But the 

social and emotional toll that relational aggression can take on young girls is a powerful 

force in tween culture, popularized by films like Mean Girls.  It can strike the same terror 

as physical bullying does, making girls fearful of particular school hallways, routes home 

from school, and even school itself, terrified that their emotional tormenters are lurking 

around the corner.  

 As teasing and gossip escalate and as girls spend more and more time together, 

reputations are crafted.  According to Rosalind Wiseman, author of Queen Bees & 

Wannabes, the nonfiction missive on teenage “Girl World” that served as the basis for 

Mean Girls, girls fall into cliques and stereotypes—always incredibly conscious of the 

image she‟s presenting or being labeled with.  “The impact of reputations and image,” 

she says, “last throughout your daughter‟s teen years, because somewhere along the way, 

girls start believing the press. Who they are (their character, sense of self, and 

personality) gets tangled up with their reputation and image.”
16

 

                                                        
15

 Schoenberg, Judy, Toija Riggins, and Kimberlee Salmond. Feeling Safe: What Girls 

Say. Publication. New York: Girl Scouts of the USA, 2003. 

http://www.girlscouts.org/research/pdf/feeling_safe.pdf (accessed February 4, 2008). 
16

 Wiseman, Rosalind. Queen Bees & Wannabes. New York: Three Rivers P, 2002. p. 

124. 
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 And this behavior is trending younger, too.  Wiseman and others share accounts 

of eleven-year-olds spreading malicious rumors, calling each other sluts, and trying to 

destroy each others‟ reputations.  Strong forces, including the media, are at work 

infiltrating the lives of young girls, encouraging them to take up arms against each other.  

Gossip is a powerful tool, creating monsters out of adolescents.  Since Wiseman‟s book 

was published in 2002, things have only gotten worse—and her book doesn‟t even touch 

on the Internet.  And even though reputations may fade as girls go on to high school and 

college, the feelings of isolation and embarrassment can linger—Wiseman shares a few 

of her personal horror stories in Queen Bees & Wannabes, along with those she 

witnessed during her research.  Knowing that gossip is being spread about you in the 

school cafeteria is bad enough, but imagine “the press” becomes more pervasive.  The 

gossip follows you home, torments you around the clock.  And instead of a whispered 

insinuation at the bathroom sink, the comments about you are in print—and available 

online for anyone to see.  This is Girl World today. 

Teens, Tweens, and the Internet 

 Recently, relational aggression on the Internet—cyberbullying—has become an 

increasing presence in tween culture.  A full 93 percent of children age 12-17 have and 

use Internet access in America today, and more than ever before, they‟re using that for 

online social networking; 55 percent of those kids maintain a profile on a social 

networking site like Facebook or MySpace.
17

  And it‟s not just the older teens, either: one 

July 2008 national survey found that 34 percent of 11- and 12-year-olds have profiles on 

                                                        
17

 Lenhart, Amanda, Mary Madden, Aaron Smith, and Alexandra Macgill. Teens and 

Social Media. Publication. http://www.pewinternet.org/Reports/2007/Teens-and-Social-

Media.aspx (accessed October 10, 2009). 
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at least one of those sites.
18

 The terms of service of these Web sites require that users be 

at least 13, but there are few measures to actually enforce that requirement.  Studies have 

shown that tweens with social networking profiles post more personal information online 

and face greater exposure to unknown contacts and online bullying.
19

 

 Teens aren‟t shy about confessing their online sins, either.  When polled by AOL 

Instant Messenger, teens admitted that their second-highest priority for using the service 

was “to gossip”; at 55 percent, it was second only to “to chat with family or friends.”
20

  

For girls who traffic in gossip on a daily basis at school, the Internet provides them many 

tools to keep the harassment going at home—or even to escalate it.  The Internet affords 

users with four things that contribute greatly to its usefulness—to use a terrible word—in 

harassing peers: distance, easy and pervasive distribution, anonymity, and 

permanence.  Abusers can harass their victims from afar, and tweens are much more 

likely to say hurtful things when they are not face-to-face with each other.  

Distance 

The AdCouncil, a nonprofit organization that develops professional commercials 

with social messages, recently ran a campaign about cyberbullying.  In one of their most 

hard-hitting spots, which aired nationwide, a young girl is pictured at a talent show, 

reading a list of characteristics about another girl at an assembly.  “Look at her,” she 

                                                        
18

 National Center for Missing and Exploited Children. "3rd Annual Cox 

Communications National Summit on Internet Safety Provides Key Information for 

Protecting Children Online." Press release. Cox Communications. 

http://www.cox.com/TakeCharge/safe_teens/ (accessed August 12, 2009). 
19

 Lenhart, Amanda, Mary Madden, Aaron Smith, and Alexandra Macgill. Teens and 

Social Media. Publication. http://www.pewinternet.org/Reports/2007/Teens-and-Social-

Media.aspx (accessed October 10, 2009). 
20

 AOL. Third Annual Instant Messaging Survey. Report. 

http://www.aim.com/survey/#Overall%20Usage%20Stats1 (accessed October 10, 2009). 
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announces, “Greasy hair, dirty fingernails. It makes me want to vomit. Her dad doesn‟t 

work.  They have no money.  That‟s why she wears that nasty pink sweater. Everyone 

hates her, even the teachers, and they‟re supposed to like everybody.”  The spot ends with 

text that reads, “If you wouldn‟t say it in person, why say it online? Delete 

cyberbullying.”
21

  The ability to speak unfiltered, directly to someone but without seeing 

her face or allowing her to see yours, is a dangerous power for anyone to have, and it is a 

power put into the hands of Internet users everywhere. 

Easy Distribution and Pervasion 

Social networks like MySpace and Facebook allow users to link together by age, 

location, and school.  (Facebook trends a little older than MySpace, but is nonetheless 

used by many middle schoolers.)  Users can instantly message their entire grade on 

MySpace, which is how “Josh Evans” polled Megan Meier‟s classmates about her weight 

and alleged promiscuity.  On the Internet, kids can easily involve their entire student 

body in emotionally assaulting one student—a feat that would be impossible within the 

school walls.  And it only takes one mean-spirited or vindictive child to turn an entire 

school against one peer.  Additionally, pictures can be shared extremely easily among 

tweens with social networking sites and with cellular phones.  Although some privacy 

settings are in place to allow only certain users access to a specific user‟s information, 

there is nothing built into any social networking site to prevent one MySpace user from 

distributing a “friend‟s” photos.  (This recently got pop singer Miley Cyrus into trouble 

when suggestive photos of her and her friends leaked out of her MySpace circle and into 

                                                        
21

 AdCouncil, advertisement. "Talent Show." 2008. 

http://www.youtube.com/watch?v=bdQBurXQOeQ (accessed October 10, 2009). 
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tabloid magazines.
22

  Cyrus has since become an advocate for kids to log off the 

computer and spend time outdoors.)
23

 

Anonymity 

Anonymity is perhaps the most dangerous of the benefits afforded to cyberbullies 

by the Internet.  It takes less than thirty seconds to create an account on AOL Instant 

Messenger, and as long as you have another user‟s “screen name,” you have direct access 

to that person.  There are no safety measures within the system—nor, realistically, could 

there be—to prevent users from creating false identities or using someone else‟s.  

Interestingly, AOL‟s official Web site claims that the Messenger service is intended for 

users 18 and older.  Children can—and alarmingly often do—create anonymous accounts 

with the sole purpose of attacking a peer without fear of punishment or retribution.   

Permanence 

Cyberbullying is pervasive not just across the reach of the Internet, but also across 

time.  Unlike a cruel taunt uttered in the high school hallway, words and images uploaded 

to the Internet can last forever.  When you upload a photo to Facebook, for example, 

Facebook stores your photo as six different files—in different sizes and resolutions—and 

saves them (permanently, as their property) on servers located in Santa Clara, California; 

                                                        
22

 Parsley, Aaron, and Stephen M. Silverman. "Miley Cyrus: Pics with Friend 'Nothing 

Bad'" People, December 29, 2007. 

http://www.people.com/people/article/0,,20168604,00.html (accessed February 2, 2010). 
23

 Abramovitch, Seth. "Miley Cyrus Tells Movieline Why She Left Twitter: 'It's 

Dangerous, It's Not Fun, It Wastes Your Life'" Moveline, March 15, 2010. 

http://www.movieline.com/2010/03/miley-cyrus-tells-movieline-why-she-left-twitter-its-

dangerous-its-not-fun-it-wastes-your-life.php (accessed March 15, 2010). 
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San Francisco; New York; and London.
24

  Once uploaded to Facebook, photos can be re-

saved, re-uploaded, and re-shared by anyone who can view the photo.  Once information 

has been put on the Internet, it is incredibly difficult to rein it back in.  

Comparisons of Social Networking Sites
25

 

Networking 

Site 

MySpace Facebook AOL Instant 

Messenger 

Format and 

Features 

Users create a profile 

and can link to 

“Friends,” blog, send 

bulletins to large 

groups, and direct 

message each other. 

Users create a profile 

and link to “Friends,” 

can communicate 

through private 

messages or public 

“Wall” postings. 

Users communicate 

one-on-one or in 

private chat rooms. 

Average 

User Age 

31 38 Unreported 

Number of 

Teen Users 

15 million 14.5 million 9 million 

 

An interesting aside about Facebook relates to its origin—its origin in 

cyberbullying.  Founder Marc Zuckerberg created the beginnings of Facebook, now the 

most popular site on the World Wide Web, from his dorm room at Harvard College.  A 

technological genius, Zuckerberg was drinking and blogging alone following a breakup; 

after several beers, he began hacking into Harvard‟s student databases.
26

  At the time, 

                                                        
24 Wong, Phil. "Conversations About the Internet #5: Anonymous Facebook Employee." 

The Rumpus. Web log entry posted January 11, 2010. 

http://therumpus.net/2010/01/conversations-about-the-internet-5-anonymous-facebook-

employee/ (accessed February 3, 2010). 
25 "Study: Ages of social network users." The Pingdom. Web log entry posted February 

16, 2010. http://royal.pingdom.com/2010/02/16/study-ages-of-social-network-users/ 

(accessed March 1, 2010). 
26

 Hoffman, Claire. "The Battle for Facebook." Rolling Stone, June 28, 2008. 

http://www.rollingstone.com/news/story/21129674/the_battle_for_facebook/ (accessed 

March 3, 2010). 
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each “House” at the college maintained a “facebook,” a directory of students that 

included contact information and student ID photos.  Zuckerberg found ways to 

systematically break in and download the photos and names of most students at Harvard.  

By morning, he had created Facemash.com, a site pitting Harvard students against one 

another, two at a time, to determine which students were the most (and least) attractive.
27

  

(In addition to the directory photos, Zuckerberg also included photos of barnyard 

animals.)  Facemash spread like wildfire throughout the Harvard campus for several 

days; although the school quickly shut down the site, Zuckerberg knew he was onto 

something.  He began building the code for Facebook almost immediately. 

There is an important role for parents to play in any effort to curb cyberbullying.  

In a recent study by the PEW Foundation, they found that parents may not be as 

“clueless” as the stereotype might suggest.  In fact, 65 percent of parents report that they 

check their child‟s Web history after they use the Internet, and 74 percent know whether 

or not their teen has a social networking profile.
28

  Whether or not the parent can see what 

is posted by or about their child is another matter altogether, and I suspect that parents are 

not as “in the know” as the parents or the PEW Foundation thinks.  For example, in 

PEW‟s study, they asked parents if they had rules on the types of sites or activities their 

child could visit or participate in online—parents overwhelmingly said yes.  But PEW did 

not ask for more detail about the rules, and parents did not provide them.  I speculate that 

several of these parents had rules about instant messaging with strangers or visiting Web 

                                                        
27

 Schwartz, Bari M. "Hot or Not? Website Briefly Judges Looks." Harvard Crimson, 

November 4, 2003. http://www.thecrimson.com/article/2003/11/4/hot-or-not-website-

briefly-judges/ (accessed March 3, 2010). 
28

 Macgill, Alexandra. Parent and Teen Internet Use. Report. PEW Internet & American 

Life Project, 2007. http://www.pewinternet.org/Reports/2007/Parent-and-Teen-Internet-

Use.aspx (accessed October 12, 2009). 
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sites with violent or sexual content—it is less likely that parents regulated their children‟s 

interaction with peers online. 

Girls and the Internet: Rise of the Cyberbully 

 The nearly unlimited extent of Internet capacity and the unique elements of 

adolescent behavior coalesce into a dangerous environment where it takes only a few 

clicks and an angry girl‟s betrayal to tarnish another girl‟s reputation.  Consider Kylie 

Kenney‟s story: In 2004, one of Kylie‟s eighth-grade classmates asked her if she had seen 

“the Web site.”  She later learned that “the Web site” was a site called “Kill Kylie 

Incorporated,” devoted exclusively to threatening and humiliating Kylie. “It contained the 

words Kylie must die. That I was fat, ugly and that everybody hates me. Everyone in 

school knew about the website,” she said later.
29

  Kylie had been irresponsible about 

sharing her Instant Messenger password, and someone who knew it logged on to Kylie‟s 

screen name and asked other girls out on dates as Kylie.  Though the first Web site was 

taken down quickly, it took nine months to discover who had started it.  And more 

popped up in its place, with the harassment continuing for two years. 

Stories like Kylie‟s are not uncommon.  A full 58% of kids admit that someone 

has said mean or hurtful things to or about them online.
30

  This statistic is heavily 

weighted toward girls, who experience cyberbullying at significantly higher rates than 

                                                        
29

 Struglinski, Suzanne. "Schoolyard bullying has gone high-tech." Deseret News, August 

18, 2006. http://www.deseretnews.com/article/1,5143,645194065,00.html (accessed 
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their male peers.  38 percent of girls told PEW that they had experienced cyberbullying, 

compared to 26 percent of boys.
31

  For this, there may be a few explanations: 

1. Teen girls outnumber boys in internet usage and social networking.  It is possible 

that female perpetrators and victims of cyberbullying are more prevalent because 

female internet users are more prevalent. 

2. It is possible that girls are simply more likely to report being victims of 

cyberbullying. Because cyberbullying is so often perpetrated simply between two 

online accounts, it is thought that many cases go unreported, even to parents and 

friends. 

3. The link between relational aggression and teen usage of the Internet manifests 

itself in cyberbullying, disproportionately affecting girls. 

Social networking sites are a feeding ground for cyberbullying; 39 percent of users say 

they have been cyberbullied in some way, compared with (a still alarming but 

significantly smaller) 22 percent of teens who use the Internet but do not use social 

networking sites.
32

  Girls are more prevalent users of online social networking.  35% of 

all teen girls maintain a blog, compared with only 25% of online boys; 54% of Internet-

using girls share photos online, compared with only 40% of their male peers.
33

  PEW 

notes, frighteningly: 
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Virtually all of the growth in teen blogging between 2004 and 2006 is due to the 

increased activity of girls. Older teen girls are still far more likely to blog when 

compared with older boys (38% vs. 18%), but younger girl bloggers have grown 

at such a fast clip that they are now outpacing even the older boys (32% of girls 

ages 12-14 blog vs. 18% of boys ages 15-17).
34

 

Furthermore, many children online are unsupervised by their parents.  America Online 

did a survey in 2005 of their membership.  Although 53 percent of teens say their parents 

have rules about instant messaging, only 65 percent of those children said they follow the 

rules.
35

  The same survey also revealed that girls are less likely than boys to have parental 

rules about instant messaging, a fact which is troublesome considering that they are more 

likely to be both perpetrators and victims of cyberbullying. 

Some statistics are also suggesting that girls internalize cyberbullying to a greater 

extent than their male peers.  A recent study by Sameer Hinduja and Justin W. Patchin 

asked male and female students if they had been cyberbullied in the past thirty days, and 

if they had been surveyed in their lifetime.  While the numbers were almost even when 

comparing the rates of cyberbullying in the last month (in fact, slightly more boys, at 

9.5%, said they had been cyberbullied, compared to 9.2% of girls), the difference was 

staggering when comparing the lifetime rates of cyberbullying.
36

  While over 20 percent 

of girls said they had been cyberbullied in their lifetime, only 14 percent of boys said the 

same.  The authors suggest that this difference comes from the rapid rise in internet 

harassment as of late, narrowing the substantial gap between boys and girls.  I believe, 
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however, that this discrepancy comes instead from the nature of girl world.  While the 

boys may be able to “shake off” the cyberbullying they experience over time, girls 

internalize those feelings—and don‟t forget them when asked to recall instances of 

cyberbullying in their past.  Other statistics suggest that both girls and boys experience 

cyberbullying at much higher rates than this study purports; it seems likely to me that 

many students are still unfamiliar with the term “cyberbullying,” a problem in and of 

itself. 
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Law and Policy Regarding Cyberbullying 

Current Law and Policy on Teens and Internet Harassment 

In April 2009, Congresswoman Linda Sanchez of California introduced a bill in the 

U.S. House of Representatives to combat cyberbullying.  Called the “Megan Meier 

Cyberbullying Prevention Act,” in memory of the Missouri girl who committed suicide 

after being harassed online by a former friend and her mother, the bill was sponsored by 

Ms. Sanchez and fifteen of her colleagues, all Democrats.  The bill, H.R. 1966, reads: 

a. Whoever transmits in interstate or foreign commerce any communication, with 

the intent to coerce, intimidate, harass, or cause substantial emotional distress to 

a person, using electronic means to support severe, repeated, and hostile 

behavior, shall be fined under this title or imprisoned not more than two years, or 

both. 

 

b. As used in this section— 

 

1. the term ‘communication' means the electronic transmission, between or 

among points specified by the user, of information of the user's choosing, 

without change in the form or content of the information as sent and 

received; and 

2. the term `electronic means’ means any equipment dependent on electrical 

power to access an information service, including email, instant 

messaging, blogs, websites, telephones, and text messages.
37

 

 

Unfortunately, this is not the kind of law that will ultimately help teen victims of 

cyberbullying—and not just because this legislation has effectively died in committee.  

This proposed legislation is overly broad, carries a vague but harsh punishment, and is 

targeted at adult predators like Lori Drew, not the more common perpetrators, teenage 

girls.  While Megan Meier‟s story is indeed heartwrenching—and Lori Drew an easy 

villain—most cases of cyberbullying are those done by teens against teens.  Furthermore, 
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although “communication” and “electronic means” are terms defined in this section, 

terms like “severe” and “hostile” are not.  University of California Los Angeles law 

professor Eugene Volokh proposed a fearsome scenario under this law: 

John cheats on Mary. Mary wants John to feel like the scumbag that he is, so she 

sends him two hostile messages telling him how much he's hurt her, how much 

she now hates him, and how bad he should feel. She doesn't threaten him with 

violence (there are separate laws barring that, and this law would apply even in 

the absence of a threat). She is transmitting communications with the intent to 

cause substantial emotional distress, using electronic means "to support severe, 

repeated, and hostile behavior." Result: Mary is a felon, again if her behavior is 

"severe."
38

 

Certainly not the intent of a law designed to combat cyberbullying. 

 But such is the issue with criminalizing cyberbullying.  There are three primary 

problems with cyberbullying legislation: jurisdiction issues, Internet issues, and First 

Amendment issues.  H.R. 1966 falls primarily into the First Amendment pitfall, as it may 

restrict otherwise legal forms of speech that, while perhaps hurtful, are not said with 

malicious intent.  In fact, H.R. 1966 received significant backlash from free speech 

advocates, and it is likely that similar federal bills would be met with similar distaste.  

We will discuss all three policy pitfalls as we analyze the state policies designed to 

protect children from cyberbullying. 

Delaware: School Bullying Prevention Act 

The Act requires school districts and charter schools to provide an hour of training 

yearly to public school employees on the identification and reporting of criminal youth 
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gang activity.  School districts must also develop school-wide bullying prevention 

programs, complete with committees comprised of professionals and students.  Unlike 

many states‟ bullying policies, Delaware‟s definition of bullying includes written and 

electronic harassment and the state outlaws a broad range of bullying behavior, including 

any activity: 

1. Placing a person in reasonable fear of substantial harm to his or her emotional or 

physical well-being or substantial damage to his or her property. 

2. Creating a hostile, threatening, humiliating or abusive educational environment 

due to the pervasiveness or persistence of actions or due to a power differential 

between the bully and the target; or 

3. Interfering with a student having a safe school environment that is necessary to 

facilitate educational performance, opportunities or benefits; or 

4. Perpetuating bullying by inciting, soliciting or coercing an individual or group to 

demean, dehumanize, embarrass or cause emotional, psychological or physical 

harm to another person.
39

 

Delaware‟s policy falls into the jurisdiction pitfall because of this provision: 

The physical location or time of access of a technology-related incident is not a 

valid defense in any disciplinary action by the school district and charter school 

initiated under this section provided there is sufficient school nexus.
40

 

Basically, a school district can take action against a student who commits an act of 

cyberbullying whether or not the action was committed on school grounds.  If a student 

harasses another student online from the privacy of her personal computer in her 

bedroom (arguably the setting for most acts of cyberbullying), the school can suspend or 

expel—it is up to individual school districts to determine the proper punishment for 

bullying—a student, so long as the bullying is affecting the students‟ school performance. 
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 This is an incredibly problematic provision in an otherwise strong cyberbullying 

policy.  There are many activist citizens who quite rightfully fear the government 

controlling actions that take place within the home, especially giving the power to punish 

those actions to school administrators.  However, this problem suggests the bigger issue 

within cyberbullying jurisdiction: if the children are committing these actions from home 

and the bullying is substantially affecting the learning environment, whose job is it to 

protect the students if not the school‟s? 

Washington: Requiring cyberbullying to be included in school district harassment 

prevention policies (2007) 

Washington‟s policy on cyberbullying is also administered through the school 

system, but it takes a much softer approach to enforcement.  The 2007 law merely 

inserted electronic bullying and related issues into the standing school bullying policy, 

which requires school districts, in concert with parents, students, school professionals, 

and community representatives, to draft bullying policies.  Materials for staff professional 

development are also distributed to schools as a result of this legislation, and the updated 

version included a provision to update educational materials on electronic harassment for 

parents and students, “to be disseminated to parents or made available on the school 

district‟s web site.”  Their policy also clearly applies only to “acts of harassment, 

intimidation, or bullying that are conducted via electronic means by a student while on 

school grounds and during the school day.”
41
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So while Delaware‟s policy may be too harsh, Washington‟s comes without any 

teeth whatsoever.  Delaware requires that all professional school staff spend an hour per 

school year doing professional development on bullying awareness; while this is a 

ridiculously short amount of time for such a complex and critical subject, it puts 

Washington‟s weak policy into perspective.  In Washington, the materials on 

cyberbullying education designed for parents could be relegated to the school district‟s 

Web site, and any professional development for staff was suggested to be weaved into 

existing workshops.  Washington‟s policy at least represents an awareness of 

cyberbullying, but it does not do nearly enough to combat the problem.  

California: An act related to pupil safety (2008) 

 California‟s policy, meanwhile, strikes something of a middle ground. It prohibits 

bullying of any kind on school property, including that perpetrated using electronic 

means.  While the law is clear that it applies only to acts conducting using computers 

owned by the school, it provides further supports for students and staff to combat 

bullying than Washington‟s does.  California‟s law provides for regional conferences 

built to identify best practices used to reduce school crime, explicitly including 

cyberbullying and creates a “statewide school safety cadre” complete with training, to 

create and maintain safety programs throughout the state.
42

  So while California does not 

protect students from at-home cyberbullying (definitely a flaw, despite the issues 

surrounding current attempts to do so), it does provide supports for students, faculty, and 

schools dealing with this complicated issue. 
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A Brief Review of Other State Policies 

 In total, eighteen states have established policies related to youth cyberbullying.
43

  

Although many activists against cyberbullying consider Delaware‟s law the toughest, 

Arkansas, Pennsylvania, and other states have similarly strict policies.  Other states, 

including Minnesota, have vague laws, many of them passed seemingly in response to the 

Megan Meier tragedy.  However, it is a step in the right direction that so many states 

have taken action to recognize cyberbullying as a force within the school systems—even 

if their policy solutions are not perfect yet.  Most are enforced through the schools, 

incorporating electronic bullying into existing school bullying policy.  However, 

interestingly, the policy in Megan Meier‟s home state of Missouri incorporates electronic 

harassment into existing anti-stalking measures.
44

  The law requires that school officials 

report acts of stalking or harassment committed on school property to the police, the 

language is not specific to students or schools; enforcement is handled by the police.  

While this policy may be very effective for criminalizing the actions of Lori Drew, it 

does not seem like it will protect (or punish) the girls involved in cyberbullying. 

The Policy Problem 

As previously mentioned, there are three significant problems or pitfalls that arise 

in many iterations of cyberbullying policy. 
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The Internet Pitfall 

 The anonymity provided by the Internet can make prosecuting (or even learning 

the details about) a cyberbullying case incredibly difficult.  One girl told PEW, “I was in 

a fight with a girl and she printed out our conversation, changed some things that I said, 

and brought it into school, so I looked like a terrible person.”
45

  In order to solve the she 

said/she said mystery, officials (whether this is school administrators or police or some 

other enforcement mechanism) would have to access the girls‟ computers—an act that 

would likely be very difficult to get a court order for.  Additionally, that information is 

incredibly easy to delete and hard to trace.  Internet conversations can slip through the 

cracks just as easily as uttered speech. 

Furthermore, proving the validity of these accounts may require procedures that 

would violate state and/or federal communication control laws.  A judge must issue a 

court order for anyone to access an individual‟s private oral communications; most states 

have similar statutes for the state level.  Although the USA PATRIOT Act of 2001 

included computer fraud as a predicate for obtaining these wiretaps, it is extremely 

unlikely that cyberbullying could be so severe as to necessitate a federally or state-

sanctioned wiretap.   

The First Amendment Pitfall 

 One critical difference between traditional schoolyard bullying and cyberbullying 

is that cyberbullying does not involve physical assault or threats, but rather written 

communication.  Compounding the Internet pitfall is the First Amendment pitfall, as 
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legislating against cyberbullying treads a fine line between protecting students from 

emotional harm and infringing upon their free speech.  First Amendment advocates have 

already taken arms against several proposed cyberbullying policies, claiming that these 

laws are detrimental to the civil rights of all Americans. 

Consider, for instance, the case of Katherine Evans, a public school student in 

Florida.  As a high school senior and honor roll student, Katherine used her Facebook 

account to semi-publicly rant against a teacher with whom she had disagreements: “To 

those select students who have had the displeasure of having Ms. Sarah Phelps, or simply 

knowing her and her insane antics: Here is the place to express your feelings of hatred.”
46

 

Other students joined in the conversation, taking various positions on the teacher, Ms. 

Phelps.  Katherine was charged with and suspended for cyberbullying, and the American 

Civil Liberties Union (ACLU) is representing her at trial.  Although the suspension was 

justified under the cyberbullying policy, it does bring up some fascinating First 

Amendment issues.  The Executive Director of the ACLU of Florida, Howard Simon, 

told the New York Times, “If Katie Evans said what she said over burgers with her 

friends at the mall, there is no question it would be protected by free speech.”
47

 

Courts have long agreed that students maintain their free speech rights in school 

unless it causes “a substantial disruption of the school‟s activities.”  This concept was 

developed in the landmark 1969 Supreme Court case, Tinker v. Des Moines Independent 

Community School District, in which the Court protected students‟ free speech right to 

wear black armbands in protest against the Vietnam War.  Calling this symbolic speech, 
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“closely akin to pure speech,” the Court valiantly upheld the First Amendment rights of 

public school students.  Writing for the majority, Justice Abe Fortas said: 

In our system, state-operated schools may not be enclaves of totalitarianism. 

School officials do not possess absolute authority over their students. Students in 

school as well as out of school are "persons" under our Constitution. They are 

possessed of fundamental rights which the State must respect, just as they 

themselves must respect their obligations to the State. In our system, students may 

not be regarded as closed-circuit recipients of only that which the State chooses to 

communicate. They may not be confined to the expression of those sentiments 

that are officially approved. In the absence of a specific showing of 

constitutionally valid reasons to regulate their speech, students are entitled to 

freedom of expression of their views. As Judge Gewin, speaking for the Fifth 

Circuit, said, school officials cannot suppress "expressions of feelings with which 

they do not wish to contend.
48

 

 

 Simon‟s point about Katie Evans‟s free speech rights and Justice Fortas‟s 

eloquent words about freedom of expression highlight the need to write policies that can 

somehow differentiate between the ramblings of irritated adolescents, the legitimate 

expression of unpopular opinions, and the emotional torture perpetrated by aggressive 

girls.  While most people may recognize that Katherine Evans‟s words were probably not 

meant to threaten harm to Ms. Phelps, and that Ms. Phelps‟s social status was probably 

not affected by Katherine‟s comments, the same may not have been true if another 

student had been the subject of her angry post.  Justice Oliver Wendell Holmes famously 

said, “The right to swing my fist ends where the other man‟s nose begins.”  Our legal 

system has not yet found a way to determine where the “nose” begins when the nose is 

one child‟s emotional health and the fist-swinging is another‟s free speech. 
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 With that in mind, consider this case.  One California middle school student spent 

a morning crying in the guidance counselor‟s office after becoming the victim of a 

vicious cyberbullying attack.  A group of her classmates had posted a YouTube video 

about her the night before, calling her a “slut” and a “spoiled brat.”
49

  The girl who 

posted the video was suspended for two days—and in November 2009 won a federal 

court case against the school‟s decision.  In the majority opinion, Judge Stephen V. 

Wilson wrote, “The court cannot uphold school discipline of student speech simply 

because young persons are unpredictable or immature, or because, in general, teenagers 

are emotionally fragile and may often fight over hurtful comments.”
50

  That teenagers are 

emotionally fragile and may often fight over hurtful comments is precisely why 

cyberbullying policies should exist, and in this statement, Judge Wilson is incorrect.  (He 

has also obviously never been a middle school girl.)  While respecting the free speech 

rights of these students, their peers must be protected from being made the victims of that 

speech.  However, this decision relies heavily on a much stronger argument than 

suggesting the girl should forget about it, for this case falls squarely into another pitfall. 

The Jurisdiction Pitfall 

 In his decision, Judge Wilson also wrote, “To allow the school to cast this wide a 

net and suspend a student simply because another student takes offense to their speech, 

without any evidence that such speech caused a substantial disruption of the school's 
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activities, runs afoul [of the law].”
51

  This argument, unlike its companion, has merit.  

The school does not have proper jurisdiction to discipline students for the acts they 

commit at home.  And even the California policy on cyberbullying, discussed at length 

above, gives schools the authority to reprimand students for aggression with electronic 

means only when it is conducted on school property. 

 Where does that line begin?  In the California case, the girls recorded and posted 

the YouTube video from home, but the drama followed them to school the next morning, 

spilling down the hallways.  The girl told her counselor she thought half the class had 

seen the video or heard about it, thanks to text and instant messages.  Policies will have to 

navigate how to regulate incidents that may be talked about at school and may affect 

school, but do not start at school.  Some schools and school districts have taken it upon 

themselves to ban social networking sites on school computers, but reining that gossip in 

during the school day has only gotten more difficult as cell phones have gotten more and 

more high-tech.  Is any more fair to punish a student for forwarding a text message 

during lunch period than it is to punish the girl who started the rumor before school?  

Schools may have the authority to discipline students who spread gossip at school—but 

this is merely a symptom of the larger problem, and the legal system is still undecided on 

where school jurisdiction begins and ends.   

 If schools do not hold the power to regulate cyberbullying, who does?  Most 

states are reasonably hesitant to criminalize cyberbullying done by children; there‟s a 

rather large gap in consequence between school suspension and criminal charges.  On the 

one hand, schools have the literal capacity to handle cyberbullying incidents.  The 
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professionals who work there are trained to help students, and have likely been through 

training to address (at the very least) physical bullying.  Teachers, counselors, and 

principals are not strangers to the emotional aggression their students perpetrate and 

endure, and they are logically a resource for students who are being bullied at school.  

However, on the other hand, although the students may all go to school together, and 

although they may bring their emotional and social baggage into the classroom, the 

bottom line is that the students are committing these acts at home.  
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Policy Solutions for Eliminating Cyberbullying 

Identifying Stakeholders, Developing Policy 

The truth is that, no matter what pitfalls they fall into, these policies aren‟t 

reaching the heart of the matter—unsupervised adolescents after school with too much 

time on their hands and deep-seated insecurities about popularity and reputation.  During 

the school day, teachers and administrators have the authority to correct negative 

behavior and curb physical, emotional, and social bullying. Most policies using schools 

as enforcers designate the bus stop as the start and end of a student‟s school day.  In fact, 

school bus stops are one of the only places where students are under the purview of the 

education system but are often unsupervised by adults. 

The problems begin when the students go home, left to their own electronic 

devices.  The Internet affords teens with the virtual equivalent of a schoolyard—only 

there are no adults watching the interaction.  Rarely in the physical realm do students 

have the opportunity to interact so freely and in such great numbers.  But regulating 

Internet usage comes with its own problems, some of them Constitutional.  Responsibility 

is shifted around, from schools to parents to social networking Web sites to the children 

themselves—but what are the policy solutions that will ultimate keep kids from enduring 

and perpetrating cyberbullying? 

A Note on Technological Efforts to Stop Cyberbullying 

To some extent, Internet companies are beginning to regulate themselves to 

protect minors.  For example, MySpace and Facebook have gotten better at enforcing age 

limits.  On Facebook, users must be part of a high school “network,” making it harder for 
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them to enter anonymously or under a presumed identity.  And MySpace has developed 

an algorithm to remove profiles of users under age 13; in 2004, they removed 330,000 

profiles.  In 2008, Harvard University commissioned a task force on technical Internet 

safety, comprised of online businesses and social networking sites, including AOL, 

MySpace, and Facebook.  The Task Force‟s technology experts solicited submissions 

from vendors on available technologies that could improve Internet safety.  These 

technologies include age verification and identity authentication, filtering and auditing, 

text analysis, and biometrics.  Many financial and medical institutions that operate on the 

Internet use identity authentication, requiring users to provide data points linking them to 

an established identity.  However, these measures have mostly been used to verify the 

identities of adults; developers are just getting started on how minors‟ identities could be 

verified.  Hypothetically, this could help curb cyberbullying by preventing minors from 

posing as someone else by anonymously attacking a peer online—if widespread, it could 

make Internet users accountable for their online words.  Of course, this approach Text 

analysis, another potential anti-cyberbullying measure, would likely exist in the form of 

software that parents could purchase to monitor their teen‟s online behavior, picking out 

keywords that indicate their child is involved in cyberbullying.  The concept is not 

foolproof, though.  Said the Task Force: 

Text analysis technologies also could address this problem by allowing for greater 

monitoring of communications between minors. As discussed earlier in this report 

and in greater detail in the TAB Report, these technologies carry many 

technological hurdles, as well as legal and privacy concerns. Additionally, many 

types of bullying cannot be detected through text, including those involving 

impersonation, password stealing, and the distribution of embarrassing images 

and video. Also, often the distinction between content that is part of social 

discourse and that which is harmful is context-dependent and technology is 

unlikely to be able to effectively recognize the “rumors” and “gossip” that make 

up the bulk of online harassment. At younger age-levels, monitoring features of 
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parental control software could help provide parental insight and involvement into 

bullying situations. Text analysis may also be able to help psychologists and 

social workers address the problem. 
52

 

The Task Force ultimately agreed that no single technology could stop cyberbullying, and 

that technology alone would not stop the problem.  And the social networking sites 

themselves are not solely to blame for teens‟ online behavior.  In 2007, a family sued 

MySpace after their daughter was sexually assaulted by a man she met through MySpace; 

at the time, she was 13 posing as 18.  A U.S. District Judge dismissed the case, noting, “If 

anyone had a duty to protect Julie Doe, it was her parents, not MySpace.
53

 

The Importance of Parent Engagement 

The best line of defense between cyberbullies and their victims is neither the 

teacher, who doesn‟t follow her students home, nor the Internet service providers and 

Web sites, running a business from far away.  Some responsibility has to be taken on by 

the adults, those responsible for the children after school, to prevent and stop 

cyberbullying.  While parents may rightfully want to respect their children‟s online 

privacy, the vastness of the Internet demands that adults monitor childrens‟ cyberspace 

behavior as closely as their offline behavior, if not more so.  After all, their Internet 

behavior is otherwise almost completely limitless. 
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Knowing the Problem 

 Parents need to be familiar with cyberbullying and the associated dangers.  

Schools can provide much-needed parent education and awareness-raising, but parents 

should also take it upon themselves to learn about the problem and how to prevent it.  

Parents need to know that cyberbullying is not just a rite of passage or a phase their 

daughter and her peers will grow out of.  Web pages last forever; it is possible that a 

Google search of a teenage girl‟s name ten years from now will still reveal pages created 

by cyberbullies today.  And for the parents of daughters, it is critical to understand just 

how prevalent and just how painful cyberbullying is in the world of girls. 

Knowing the Indicators 

 If a teenage girl is getting beaten up in the cafeteria at school, her parents would 

expect to find about it, right?  In addition to their daughter coming home from school 

with cuts and bruises, a physical attack in the middle of the school day is unlikely to go 

unnoticed by the faculty.  While cyberbullying does not leave physical marks on the girl, 

the wounds are no less painful.  And since it occurs in cyberspace, there is little to no 

monitoring of the students conversing.  So parents have to take notice of their daughter‟s 

behavior—both online and offline.  Dr. Michelle Borba offers indicators of cyberbullying 

to parents, summarized below: 

 She is hesitant to be online or seems nervous while using the computer. 

 She is visibly upset after using the computer or cell phone or suddenly avoids it. 

 She hides or clears the computer screen or closes cellphone when a parent enters 

the room. 
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 She withdraws from friends, falls behind in schoolwork, and/or wants to avoid 

school.
54

 

 

By paying attention to changes in their daughter‟s attitude and behavior—and not writing 

it off to teenage angst—parents can help her get through the complexities (cyberbullying-

related and not) of living in digital-age girl world. 

Knowing the Response 

 If parents suspect their daughter is being cyberbullied—or is a cyberbully—there 

are several steps they should take to alleviate the problem.  First and foremost is to 

remove the girl from the online situation.  Require that she “unfriend” or “block” the user 

or users who have been attacking her; if available, save copies of the hurtful 

conversations.  Parents should ensure that their daughter is all right and encourage or 

require her to see a guidance counselor or therapist.  Then, parents should take the 

problem to the school.  Schools can and should act as mediators for cyberbullying 

incidents, even when the incident does not take place on school ground.  If cyberbullying 

is interfering with a child‟s ability to learn, then the school has the responsibility to 

mitigate the problem, within reason.  While the school may not be allowed to investigate 

the incident, or to suspend or expel a student because of it, they should know who in the 

school is bullying and being bullied, so that they can take measures to prevent it from 

continuing or escalating.  

                                                        
54
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Knowing the Technology 

Chances are, a teenager will be more familiar with the Internet than her parents.  

But just because she‟s skilled at manipulating a computer doesn‟t mean her parents 

shouldn‟t be watching out for her.  Basic workshop training for parents on computer 

technology, specifically geared toward protecting their children from online dangers like 

cyberbullying, are useful for families and simple for schools to provide.  Familiarity with 

the technology can help parents prevent cyberbullying before it even happens.  All 

parents should know how to access their Internet client‟s browsing history—the list of 

Web pages visited by the user over a given period of time.  This information is easy to 

view and almost as easy to delete; if parents suspect their child is deleting her history, 

there are more strategies to utilize. 

AOL Instant Messenger‟s settings can be configured to automatically save all 

conversations to any indicated folder on a hard drive.  Parents should know how to 

activate this setting; if parents decide it is too much of a privacy invasion to read through 

their child‟s IM conversations, they may consider doing searches for words that could 

indicate trouble, including words like “hate,” “slut,” and “ugly.”  Internet service 

providers often provide parental control features, allowing parents to block certain sites 

or certain content from being accessed on the home computer.  And if parents are very 

concerned about their child‟s online activity, monitoring software can be purchased to 

allow parents to see all of their daughter‟s online activity, without her knowledge.  

Parents should also always know where their children interact online—they should know 

exactly where their daughter maintains online profiles.  Parents may insist on being 
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“friends” with their daughter on Facebook or MySpace if she wishes to maintain a profile 

there—and keep close tabs on what is being posted by her and about her on the sites. 

Knowing the Child 

Above all else, parents need to know their daughter and be involved in her life.  

They need to know her friends, and her friends‟ parents.  Providing a teenage girl with 

the emotional support she needs can prevent her from becoming a victim of 

cyberbullying or from internalizing any abuse she does encounter.  Parents have to foster 

a relationship with their daughter that encourages her to tell them or another trusted adult 

when she has been the victim of cyberbullying. 

What Schools Can Do 

Despite legislative issues, there are things schools can do to address the 

cyberbullying problem.  Schools have a responsibility to provide students with a safe 

environment for learning, and when that environment is compromised by the Internet 

harassment happening outside of school hours, schools must find creative ways to 

intervene during the day.  Cybersecurity lawyer and cyberbullying expert Parry Aftab of 

WiredSafety.org suggests that schools should incorporate cyberbullying into their 

students‟ code of conduct.  Most schools require students and parents to sign the code 

annually; by having a written contract demanding zero tolerance for cyberbullying, 

schools have a right to address the problem when it affects the learning environment 

during the school day. 

While schools might still be remiss in suspending or expelling a student for 

cyberbullying a peer outside of school grounds, schools can and should intervene with 
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counseling and mediation.  Furthermore, schools should know which children are being 

picked on, and perhaps more importantly, which students are doing the bullying.  Schools 

can intervene in smaller ways, such as separating these students into different classes 

when possible and appropriate, requiring the students to see a guidance counselor, or 

bringing in the students‟ families for meetings with the school administration.  Teachers 

and staff also need to monitor what they do see and hear throughout the day; although 

cyberbullying may be happening almost exclusively at home, the effects can spill out at 

school.  And when that happens, it is the faculty‟s responsibility to intervene. 

Schools can also provide resources to teachers, parents, and students to better 

equip everyone to combat cyberbullying.  Teachers need professional development to 

recognize the signs of and responses to cyberbullying, so that they can effectively 

monitor their students‟ well-being.  Parents, as previously mentioned, need awareness-

raising and information on how to prevent cyberbullying where it starts—at home.  And, 

most of all, the students need to know how to remove themselves from cyberbullying 

situations, both as the victim and as the perpetrator. 

The Ideal Policy 

 Considering all of the issues surrounding cyberbullying, the ideal policy would 

engage all stakeholders in combating online harassment, and would likely be a suite of 

policies for implementation for different authorities.  Those with responsibility for ending 

cyberbullying include parents, children, schools and their employees, law enforcement 

agencies, and social networking sites.  As noted in detail above, most policies have been 

directed at and most enforcement entrusted to schools, a problematic directive that will 

not ultimately solve the cyberbullying crisis.  Furthermore, these policies need to address 
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the specific needs of girls, who, as the primary victims and perpetrators of cyberbullying, 

must be specifically considered to create strong policies. 

Federal Policies 

At the federal level, the Elementary and Secondary Education Act (ESEA, 

reauthorized in 2002 as the No Child Left Behind Act) should be updated to include 

cyberbullying in its school safety provisions.  Title IV, Part A of the Act addresses state 

grants and national programs to promote safe and drug-free schools.  These grants and 

programs should include cyberbullying in the following ways: 

 Create a competitive grant program to organizations and government entities to 

develop, improve, and implement recognition and verification technology.  This 

technology could allow Internet service providers, social networking sites, and 

families to hold Internet users accountable for their online words. 

 Create a formula grant program to fund teacher and staff professional 

development around cyberbullying.  Programs would be required to contain 

material specific to girls, as the most frequent victims and perpetrators of 

cyberbullying. 

 Create a formula grant program designed to target and educate parents on the 

realities of cyberbullying. 

The federal government should also regulate social networking sites to some 

extent, with the express purpose of protecting children.  These regulations should include 

requiring them to log information and use algorithms to monitor their sites for 

cyberbullying—and to take measures to prevent and stop it. 
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State-Level School Policies 

At the state and local levels, policymakers must implement reforms to bring 

awareness and consequences to the schools.  This should include strong policies that 

address teachers, staff, parents, and most of all students. 

 Every school should implement solid teacher and staff professional development 

to highlight the realities of cyberbullying and prepare teachers with skills to 

recognize and address cyberbullying during the school day. 

 Every school should implement learning activities for students around 

cyberbullying, designed to make them aware of the dangers.  Students should be 

encouraged to speak up when they are being cyberbullied and made aware of the 

resources available to support them. 

 Every school should incorporate zero tolerance for cyberbullying into their 

official student code of conduct. 

 School staff should take cyberbullying as seriously as they do physically bullying.  

If cyberbullying occurs on campus, or whenever the effects of cyberbullying spill 

into the classroom, teachers and staff should have the authority to take 

disciplinary measures. 

Criminal Policies 

 Regardless of free speech issues, jurisdictional issues, and any other kind of legal 

loopholes existed, what Lori and Sarah Drew did was wrong and they deserved to be 

prosecuted criminally.  Soft policies, like implemented grant programs, will hopefully 

work over time to stop Internet harassment, but hard policies have to exist, as well, to 
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protect Internet users, especially children.  Cyberbullying must be incorporated into 

existing federal and state harassment laws.  To avoid the policy pitfalls, these laws must: 

 Make law enforcement officers the enforcers of harassment policy as applied to 

cyberbullying. 

 Create fair and clear measures for determining the burden of proof.  If records on 

one computer exist and are readily shared with law enforcement, the burden is on 

the other party to provide contradictory records. 

 Insist that online harassment is malicious speech directed at individuals—and 

therefore not protected by the First Amendment. 

 Be matched with fair but consistent consequences for adults and minors who 

perpetrate cyberbullying. 
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Conclusion 

What happened to Phoebe Prince—and what happens in less tragic cases every 

day—doesn‟t have to happen to girls like her.  Middle and high school are bad enough as 

it is, without girls turning on one another anonymously.  Policymakers are reluctant to act 

because the barriers to effective policy are high and the attitude of “girls will be girls” is 

a pervasive one.  But we can‟t let reticence stop us from protecting America‟s children—

not just from outside predators, but also from each other. 


