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Abstract of Praxis

Rapid Estimation for Cyber Insurance Premium Pricing for Company Decision-
makers

Cyberattacks on enterprise and governmental information systems by bad actors
including ransomware attacks have increased in recent years having an annual impact of
$6.9 billion USD (Smith, 2022). One element of risk management for cyberattack loss is
cyberattack insurance. Actuarial pricing of such insurance has been elusive due to lack
of loss and claim data for the relatively new insurance line (Pate-Cornell & Kuypers,
2022). Application of statistical and machine learning techniques for premium estimation
remain largely theoretical due to the aforementioned lack of data (Romanosky, et al.,
2019). Lack of dependable models have led to the reality that cyberattack insurance
premiums are not logically priced according to reasonable estimates of loss, but rather at
levels designed to provide plenty of margin should a claim be made; or else issued with
so many coverage exclusions as to greatly limit policy usefulness (Ralph, 2018). This
praxis proposes a framework to survey the current insurance pricing methodologies and
identify improvements, including constituent factors for a pricing model. Results from
the framework are compared in some simple case studies with government-mandated
pricing information supplied by insurers and accessible through the System for Electronic
Rates & Forms Filing (SERFF) database (NAICa, 2022). Whereas typical pricing
information through SERFF is too complex for consumer use, the proposed framework’s
model is easy to use. The policy prices obtained from this framework model provide
similar accuracy to SERFF but require only nine factor weightings in a spreadsheet,
rather than responses to 40 pages of a rating manual. Sample price comparisons are
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offered to show that the model is applicable across a wide range of potential
cybersecurity insurance clients. This simplification of cybersecurity insurance premium
pricing will increase its usefulness as a risk mitigation tool, since customers can more

easily determine policy cost.
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Actuarial

Cyberattack

Cybersecurity

Cybersecurity Hygiene

Doctrine

Exclusion

First Party

Limitation

Malware

Supply Chain Attack

Third Party

Two-factor Authentication

Glossary of Terms

Analyzing statistics to calculate insurance risks and
premiums.

Malicious attempt to breach an information system.

Deployment of people, policies, processes and technologies
to protect critical systems information systems from
cyberattacks.

Practices and steps taken to maintain system health and
improve online security.

In this sense, the public visibility of an enterprise in support
of or against trending social, political or commercial issues.

A provision of an insurance policy referring to hazards,
perils, circumstances, or property not covered by the policy.

Insurance that covers the losses of the person named on the
policy.

The maximum amount an insurer may pay out for a claim,
as stated in the policy.

A file or code, typically delivered over a network, that
infects, explores, steals, or conducts virtually, malicious
behavior on an information system.

A cyberattack that infiltrates a system through an outside
partner or provider with access to the systems and data.

A claim filed by someone other than the policyholder or
insurance company.

An identity and access management security method that
requires two forms of identification to access resources and
data.
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Chapter 1—Introduction

1.1  Background

Cyberattacks on enterprise and governmental information systems by bad actors
have increased to an impact of $6.9 billion USD per year in 2021 (Smith, 2022). This is
a percentage increase of 64% over the previous year. Operators of information systems
networks and databases seek to protect their networks via standard security practices.
These practices include user education, employment of antivirus and anti-malware
software, advanced authentication processes, and requiring access via virtual private
networks. For instance, the Federal Information Security Modernization Act of 2014
requires federal employees to complete online cybersecurity training exercises each year
(Appleby, 2020). A login to a corporate network generally requires connection via a
VPN application, with a password generated by an algorithm running on a client device.

Despite such security measures, successful malware attacks on corporate and
governmental networks persist. In 2020, the SolarWinds attack succeeded in
compromising the records of thousands of networks (Oladimeji, 2022). The SolarWinds
attack is an example of a “supply chain” attack, where the adversary inserted malicious
code into the distribution download of SolarWinds software, which then infected
legitimate customers when they installed the download. The malware spread through
almost 20,000 SolarWinds customers undetected before its presence was discovered by
the cybersecurity firm FireEye. Although the goal of the hack was unclear, Russian
espionage was suspected as the source.

The SolarWinds attack focused attention on network vulnerability and may be

responsible for shifting a network security attitude previously focused solely on



preventability to also include a strategy of resilience. Cybersecurity strategy lessens the
chance that attacks can get through, but SolarWinds showed they do anyway (Marr,
2020). Faced with this, minimizing the impact of attacks and keeping the IT resources
functional are the mandates of a cyber resilience strategy (Marr). This modified way of
thinking made chief information officers take a closer look at their contingency plans for
cyberattacks. Since cybersecurity insurance, as a risk-mitigator, is a component of a
cyber resilience strategy, it henceforth acquired a higher profile (Cofini, 2021).

By 2019, “about 58% of large businesses had a standalone cyber insurance
policy” (Granato, 2019), with the market for cyber insurance expected to grow to $28
billion by 2028 (Vantage Market Research, 2022). One reason some corporations lacked
the insurance was that they believed it was overpriced (111 Press Office, 2019). Indeed,
premium pricing for a new product is challenging. Limited loss history for insurers is
available for setting prices and coverage loss limits for cyber insurance premiums as
compared with established sectors such as with auto insurance (Romanosky, et al., 2019).
“Cyber insurers must rely on indirect factors to price policies appropriately, including
market estimates of cyberattack cost, questionnaires to determine the riskiness of the
insured, their own often limited underwriting experience, and pricing by other insurance
companies,” according to Granato. An example of the importance of proper pricing was
the underpricing of the then-new long-term care insurance that led to the demise of
insurer Penn Treaty (Mohey-Deen, 2018). When assumptions based on similar lines of
business turned out to be wrong, the company went under.

Thus, pricing cyber insurance premiums based on existing historical data, such as

automobile and life insurance, has been tried and found to be unsatisfactory. Derivation



of model pricing based on regression techniques and machine learning is limited by the
lack of data, though there are initiatives to compile the data uniformly and make it public,
as will be discussed further (Romanosky; Vadhani, 2022). Challenges to amassing
uniform data include:

1. Cyberattacks to infiltrate networks continuously evolve. Thus insurers,
who rely on consistent risk profiles, have trouble assessing the true risk of
an insured being hacked. Per-incident data breach costs rose almost 10%
year-over year from 2020 to 2021, increasing from $3.86 million in 2020
to $4.24 million in 2021 (IBM, 2021). Nevertheless, cyber-insurance

remained profitable for underwriters (Lerner, 2021).

2. Since they can hit thousands of companies simultaneously, cyberattacks
are highly scalable, often causing large interrelated losses for insurers
(Baggott & Santos, 2020). Network centralization creates problems for
cyber insurers, such as liability for many policyholders if a cloud platform
goes down. This is somewhat like the losses sustained when a hurricane
hits (Baggott & Santos).

3. Cascading cyberattack failures are somewhat like item 2 on this list. An
example would be an attack on an important installation on the power
grid, with the resulting loss of further infrastructure as the central unit
malfunctions. In fact, cyberattacks on key utility infrastructure might be
considered more likely when a country has open conflict with another, and
infrastructure attacks could create distraction or inconvenience that would

lessen the victim’s ability to defend itself (O’Connor, 2022).

Other factors to consider in pricing cyber insurance could be the number of

records in a network; the type of information in the network; the type of business or



government; the time of year; the day of the week; any social activity such as elections or
major holidays (Nurse, et al., 2020; CISA, 2022). The author’s examination of the PRC
database drew the conclusion that, based on data breach incidents occurring between
2005 and 2022, a cyber-attack is more likely to occur in the winter than other seasons,
particularly in March, to a medical organization, implemented as a hack that produced a
data breach, in a company that has a potential loss value of less than $1 million and fewer
than 500,000 records. The cyberattack is more likely to occur on a Friday than any other
single day (Figure 1). However, making and testing a predictive premium model is
elusive because there is not enough data with enough examples to be able to identify

correlations (Volkova, 2021). See Figure 2.



Winter | Spring Summer | Fall
2388 2292 2186 2150
Distribution of cyber-attacks by season, 2005-2022.
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787 1045 623 848 781 4343 119 1 469
Distribution of cyber-attacks by type of business, 2005-2022.
CARD HACK INSD PHYS PORT STAT DISC RANS UNKN
68 2533 606 1733 1172 249 1861 1 704
Distribution of cyber-attacks by type of attack, 2005-2022.
Value>1M | Records>500k | S M T W T B S
286 252 219 1409 1540 1506 1632 2288 422

week, 2005-2021.

Distribution of cyber-attacks by valuation over $1M, by no. of records affected over 500k, and day of the
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771.0

693.0 | 686.0

Distribution of cyber-attacks by month of occurrence, 2005-2022.

likely to occur on a Friday than any other single day.”

“Based on history, a cyber-attack is more likely to occur in the winter than other seasons, particularly
March, to a medical organization, implemented as a hack that produced a data breach, in a company
that has a potential loss value of less than $1M and fewer than 500k records. The cyber-attack is more

Figure 1: Compilation of PRC data.
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“Difficulty in properly pricing cyber insurance products and the looming
possibility of a large-scale cyberattack led insurers to write policies with coverage limits
as well as with risk exclusions” (Marr). Unaware of their policies’ exclusions, some
businesses, “may overestimate the amount of cyber coverage they have” (Granato).
Whereas application of statistical and machine learning techniques to representative
databases of historical cyber events show promise as being foundational to a cyber-loss
predictive model, reasonable accuracy of such a model has been elusive due to the
inadequacy of those databases (Starner, 2015). Such an inadequacy stems from the lack
of completeness of cyberattack databases; the inaccuracy of records in cyberattack
databases; the limited access to cyberattack databases; and the unique reality of
cyberattacks, which, as described above, tend to propagate across cyberspace from
network to network, potentially multiplying the casualty loss (Abbiati et al., 2021).
Insurance industry challenges resulting from the lack of a dependable model have led to
the reality that cyberattack insurance premiums are not logically priced according to
reasonable estimates of loss, but rather at levels designed to provide plenty of margin
should a claim be made; or else issued with so many restrictions on covered claims as to
greatly limit the worth of the policies (Ralph, 2018). The illogical pricing and multiple
exclusions and limitations render cyberattack insurance less useful than it could be, with
impact to the potential covered networks (a limited “take-up” rate, and consequential
uncovered losses); and to the insuring party, which because of overpricing, loses out on
premiums due to a reduced volume of policies (Baribeau, 2021).

This praxis proposes a framework to reduce the number of pricing steps for

cybersecurity insurance, given the problem of inadequate databases of historical



cyberattack data, and tests the framework against published pricing information from
some insurers. Suggestions for future work are included.
1.2 Research Motivation
Initially this praxis was conceived to simply describe a model that could be used

for cyberattack insurance pricing. The concept was to utilize cyberattack databases in
regression or decision tree analyses and produce an accurate model. A literature search
found that the problem was more extensive than initially expected. The industry lacks
sufficient database resources of cyberattacks which have occurred, and their insurance
premium and claims data, to create an accurate model, applicable to companies of many
sizes, for numerous types of businesses.
1.3 Problem Statement

There was a 68% increase in data breaches alone in the US in 2021, which cost
companies and individual victims over $5B (Pate-Cornell & Kuypers, 2022).
Cyberattacks are a pervasive threat to information networks. Though not a substitute for
diligent cybersecurity hygiene intended to mitigate the success of cyberattacks, insurance
is a key component of a network’s cyber defenses. The cyberattack insurance industry is
growing but it is hampered by a lack of accepted methods of pricing that insurance

(Trice, 2021).

1.4 Thesis Statement

A framework using critical insurance factors is required to formulate cyber
insurance premium methodology. A framework for pricing cyberattack insurance should
account for the adequacy, or inadequacy, of the existing databases of cyberattacks for the

formation of predictive models. Constituent factors used by insurance carriers to price



premiums should be examined and additional research should be conducted on other

factors for inclusion in cyberattack insurance premium modeling needs yet to be

identified.

1.5  Research Objectives

The following research objectives were identified for the pricing framework.

1. To identify the current factors used in cyber insurance premium pricing.

2. To identify the inadequacies of current databases and models, including lack

of data, wrong data, and insufficient requirements for cyber insurance

premium pricing.

3. To develop specifications for a cyber insurance pricing framework, containing

new significant cybersecurity factors.

4. To develop case studies for verification of the new cybersecurity framework.

1.6 Research Questions and Hypotheses

Given the objectives above, the following are research questions and hypotheses

to achieve the thesis statement:

RQ1:

RQ2:

RQ3:

H1:

H2:

Which cybersecurity factors are used most by cyber insurance underwriters
for pricing cyber insurance premiums?

What new cybersecurity factors should be considered to improve pricing
cyber insurance?

Which of the factors are the most accurate for predicting premiums?

Factors related to observed data breaches are predictive of cyberattack loss
valuation, including the date, the business of the enterprise, the size of the
company, and the location of the company and therefore are good factors
for premium pricing.

A war/insurrection, the visibility of the insured in public discourse of
social issues, an election, and population can be added to improve loss
correlation.



H3: Base asset value, (or revenues), industry type, historical claims, and
sensitivity of data are the most important for premium pricing.

1.7 Scope of Research

An extensive literature search described and validated the issues with premium
pricing in the cybersecurity insurance industry and defined the need for a simpler pricing
method. Because of the desire to make the framework model as applicable as possible,
companies with revenues ranging from below $1M to $500B were included in the design.
Those companies’ sizes were derived from 2021 figures. Data used for factor verification
were primarily taken from US sources. Published data, from underwriter Hiscox, was

used to validate the pricing model.

1.8 Research Limitations
Research is limited to available validation data from insurers and underwriters as

published in the literature.

1.9  Organization of Praxis

Chapter 1 contains the introduction to the praxis and clearly defines the research
goals. Chapter 2 outlines the literature review and presents some data from key papers
and sources. Methodology discussions in Chapter 3 cover the identification of risk factors
useful in models and present a framework using those factors. Chapter 4 contains the
results of three case studies, which priced insurance for representative business situations
and compared that pricing to results from the framework. Conclusions and future work

are contained in Chapter 5.

Chapter 1—Introduction (Status of pricing methods)

Chapter 2—L.iterature Review (Capsules of significant data from key papers)



Chapter 3—Methodology (Evaluation of further factors via research, assignment
of weights to those factors for use in premium pricing.) ldentification
of case studies.

Chapter 4—Results (It is expected that the factors improve accuracy of cyber
insurance pricing due to their relevance in identifying risk for a
particular client. However, whether they are useful or necessary may
depend on policy exclusions.)

Chapter 5—Discussion and Conclusions (It is possible that exclusions are being
made where they are not necessary. The framework will ultimately
identify otherwise useful factors that might be excluded from a
particular policy).

10



Chapter 2—L iterature Review

2.1 Introduction

This chapter is organized as follows. Section 2.2, Prediction, reviews some works
that deal with the difficulty in predicting cybersecurity insurance premiums, to the extent
that the lack of data on cyberattack loss is identified as a major reason for this issue.
Section 2.3, Actuarial Data, provides some background on available cyberattack
databases such as the PRC and continues on to review some authors’ experiences with
those databases. These databases can serve as sources for factors that could be predictive
of cyberattack loss, and therefore premium, behavior. Section 2.4, State of Pricing,
covers some published work on how insurance companies are pricing their cyberattack
insurance today, using published rate schedules and questionnaires. Section 2.5, Factors,
covers some published works that deal with the choice of important factors peculiar to a
company’s business and size that could be useful in development of a simple framework
model. Finally, Section 2.6, Cyber Hygiene, references work that reinforces the concept
of network preparedness and health to resist the consequences of cyberattack.
Increasingly as the cyberattack insurance industry grows, there is less tolerance for
lacking diligence at the network—in the form of employee training, security patching,
and security staff size.
2.2  Prediction

It would be convenient to predict a prospective customer’s cybersecurity
insurance premium based on a few factors, with the backing of statistical analyses of
millions of cyberattack incident records. The sense of the literature is that it isn’t

possible at this juncture in the cybersecurity insurance industry. The bases for actuarial

11



data are so scattered and inconsistent in its gathering, which has until recently been
conducted without concern for application of any statistical or machine learning
techniques (Romanosky; Woods). Given the observation that the academic literature
(and indeed, the cybersecurity insurance industry itself) is lacking in cyber insurance
pricing information (Sprague, 2019; Romanosky, et al., 2019; Trice, 2021), it is
instructive to determine whether some predictive model could be applied to the available
databases on cyberattack losses (like the PRC). The loss prediction could be used to
formulate a logical premium. The problem becomes determining just what independent
variables constitute a reasonable prediction, and then comparing predictions across a
broad enough range of company circumstances at an accuracy to make the exercise
worthwhile. The literature suggests that since data on cyber loss is sorely lacking,
reliable predictions using machine learning or regression techniques are unlikely to be
successful unless an extremely narrow database of loss instances produced for a
particular client is available. This reality hinders the realization of a general model
(Sarker et al., 2020; Farkas & Thomas, 2020). According to Patel et al. (2020), random
forest, decision tree, and logistic regression methodologies perform poorly in the cloud
because they are only useful for small datasets: conventional machine learning
algorithms show weak performance for large and sparse datasets. Patel had success with a
gradient boosting decision tree, LightGBM, which predicts cloud malware attacks with
73.89% accuracy compared to conventional machine learning. The gradient-based
decision tree is used to predict future attacks using features such as user ID and user

country.

12



Farkas et al. (2020), propose a method “based on regression trees to analyze cyber
claims to identify criteria for claim classification and evaluation.” But their method tends
to an Extreme Value Theory consideration of the data, focused on “‘severe/extreme
claims”, by combining a Generalized Pareto modeling and a regression tree approach.
This procedure allows “computations of central scenarios and extreme loss quantiles for a

cyber portfolio” (Farkas et al.).

The electric power industry is highly invested in weather forecasting to insure the
health of its power grids. Baggot and Santos (2020) consider the similarity of predicting
a cyberattack with weather predicting. Failure of an electric grid due to cyberattack is
similar in impact to failure from a natural disaster. When considering insurance premium
pricing, a key difference in the two disasters is that propagation of the damage from a
hurricane is fairly easy to predict, whereas such continuing damage from progression of
cyber malware remains elusive. Not surprisingly, given the great impact of the loss of
power, vulnerabilities within the grid make it a ready cyberattack target. Given the
difficulty of dispatching crews, as the grid becomes vulnerable due to weather, an attack

may be even more enticing to a bad actor.

Sarker et al. (2020) assert that the key to an intelligent cybersecurity system is “an
effective framework that supports data-driven decision making.” The authors’
“cybersecurity data science is data-focused.” It applies “machine learning methods and
attempts to quantify cyber risks.” This concept of cybersecurity data science makes “the
computing process actionable and intelligent as compared to traditional” processes of

cybersecurity.

13



Using statistics and probabilities, Pate-Cornell and Kuypers (2022) develop risk
curves that represent the overall cyber risk for the organization and imply protective
options. The model includes attacks from interested groups, objectives, target
vulnerabilities, and insider threats, which are helpful from an attack avoidance

perspective.

Whereas the previously referenced work tends to the theoretical treatment of
cyber loss prediction and by extension, to premium pricing, the underwriting service firm
Experian (2022) boldly claims that the May 2021 Colonial Pipeline cyberattack was not
their company’s fault. In fact, Experian claims it was predictable from Experian’s model,
which would have placed Colonial Pipeline in the riskiest decile 16 months before the
attack, if anyone had asked them. Experian gathers data from the dark web, including
compromised personal passwords, and combines it with 500 business and credit attributes
and 140 cyber attributes to compile a “risk score.” The company claims that “outside-in”
security examinations of a company’s security profile neglect a big cause of ransomware
attacks—employees, due to phishing attacks in both their work and personal lives, and
compromised, readily-available, cross-platform use of passwords. Experian’s model thus
takes them into account via a deep learning approach with data that is better than an

outside-in snapshot.

2.3  Actuarial data

Between 2019 and 2021, total U.S. cyber insurance premiums doubled from $1.6
billion to $3.2 billion (Sabin, 2022). The need for premium pricing improvement is
illustrated by the 2020 loss ratio of 72.8%, which was 25 percentage points over the

previous year (Trice, 2021). Two of the top cybersecurity insurance underwriters

14



suffered loss ratios of over 100% (Trice). With it already established that the industry
lacks a firm actuarial basis for cyber insurance pricing, and with predictive pricing
models based on machine learning and statistical methods still in the theoretical realm,
the need for an improved pricing method is apparent (Romanosky, et al., 2019). Abbiati
et al. (2021) attempt to collect all publicly available security incidents datasets and build
a single dataset for statistically significant observations. Pitfalls of combined databases
are addressed, and validation is performed with the large dataset, supporting legitimacy

of the method.

As has been mentioned, the Privacy Rights Clearinghouse (PRC) database is often
used as a basic starting point for actuarial consideration for cyber insurance. Sprague
exhaustively deals with the PRC and points to ways the data can be processed, including
data mining of the textual description of actual breach cases. This work notes the

plethora of cyberattacks occurring in the medical field.

Two major databases are described in the literature. The Privacy Rights
Clearinghouse (PRC) maintains a database containing data breaches since 2005. There
are approximately 10,000 records in the PRC. Each record describes a publicly reported
data breach and includes some or all the following information: the date the breach was
made public, the type of breach (hack, credit card fraud, etc.), the type of business
(educational, governmental, etc.), the number of records involved, the location (both in
text and with geographic coordinates), a brief text synopsis of the breach, and a “loss

valuation” (Privacy Rights Clearinghouse, 2021).

From this information, several useful factors can be derived. The date can be used

to determine whether there is any correlation to cyber loss. Election years are a
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significant bad actor opportunity, according to the FBI and CISA (CISA). The law
enforcement agencies believe more utility disruptions occur because of bad actor
behavior around the holidays (CISA, 2021). The PRC divides businesses into seven
commercial categories (with MED, “medical,” being the most represented). PRC divides
the type of breach into eight attack type categories, with HACK, “Hacked by an Outside

Party or Infected by Malware,” being the most represented.

The PRC’s text description of the data breach can be “datamined” to determine
the type of data involved. Personally identifiable information (PIl), personal health
information (PHI), and payment card industry (PCI) data are different categories of
information that organizations use to identify individuals and obviously are of interest to
cyber criminals and are important factors for model creation (Box Communications,

2022).

Unfortunately, not all PRC records are complete. Many are missing the loss
valuation. That means that a loss valuation must be derived using some other model that
ascribes an average value to each record. Several such models exist in the literature
(Farkas, et al., 2020). Furthermore, some described breaches have no information on the
number of records impacted. Omissions limit complete useful PRC records available to

2000 or fewer.

A second cyber loss database frequently referenced in the literature is published
by the actuarial consulting company Advisen (Advisen Ltd., 2021). Advisen’s cyber loss
data contains records for more than 90,000 cyber events. Each incident is linked to an
ultimate parent company and includes the factors Case Type, Case Status, Affected

Count, Accident Date, Type of Loss, Loss Amount, and Company Type. While the
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Advisen database has more information and records than the PRC, the latter is more often
encountered in published examples as the Advisen database is not freely available to

researchers.

The VERIS Community Database (VCDB) is another database maintaining
security breach data and it is encountered in the literature (Elemind.com, 2021; Cookie,

2020).

In recognition of the lack of standardized data for cyberattack casualty losses,
efforts have been made by governmental bodies and professional organizations to
mandate standardized reporting and recording of cyber losses. State attorneys general,
for instance, are now requiring reporting of cyberattack incidents, with results available

online (IT Governance USA, 2022).

Hubbard & Seiersen (2022) advocate the use of statistics and probability to
measure risk in lieu of so-called “risk scores.” Hubbard covers sufficiency of data and

sampling and includes examples.

Wright (2019) deals with pricing and why cyber insurance seems to be so
inexpensive in the face of so many escalating attacks. Cyber insurance is (or was) cheap
because so many carriers were entering the market, but many didn’t understand cyber
risk. The industry has many dissimilar exclusions and limitations, not a few of which are
of great importance to the client. For instance, there might be exclusions for acts of war,
cyberterrorism and nation-state threats. These scattered exclusions are the result of lack

of actuarial data, and the industry sees in general a pressure to raise premium prices.
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That pressure is seen in the rising number of incidents. Lohrmann (2021) notes
that there were 1291 confirmed data breaches in 2021, almost double those of 2020, with
the average breach cost reaching $4.24 million per incident. Health care industries are
the worst affected. Sometimes, ransomware attacks are considered data breaches if the

data is actually stolen and used.

2.4  State of Pricing

Romanosky et al. proclaim the growing body of cyber insurance academic
literature is theoretical. Published examples of analytical methods to strain predictive
data from available databases are cumbersome to apply to actual pricing situations. Only
one-third of US companies have purchased some cyber insurance, but this varies with
industry types and business sectors. The authors’ examination of 67 actual policies
found 17 covered loss types but 58 exclusions. The distribution of these coverages and
exclusions suggests an overall similarity in policy content.

Among the covered loss types, incidental, indirect costs, such as the costs
involved in settling a claim, were at the top of the list, with data extortion expense
covered in about half. For exclusions, war and terrorism, and acts of God, were excluded
in over half the policies surveyed.

Some carriers ask the prospective client questions in a survey. Data sensitivity
and the number of records is most frequently asked about, but less attention is paid to
technical and business infrastructure (though that could provide further insights into the
risk situation and security measures of an applicant) (Romanosky). Only one carrier
asked about the IT security budget, even though that would logically correlate to the

client’s resilience, or lack thereof.
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Romanosky counts as ways that carriers actually priced premiums:

reliance on external sources, e.g., published costs of attacks

estimation or guess (dangerous for all but the smallest accounts)

competitor observation (what others with good loss ratios do)

experience of their own underwriters, (rather slim in this nascent field) and
adaptation of prices from other insurance lines (varying degrees of accuracy).

It should be noted that inclusion of risk factors in a pricing model is not explicitly listed
above. Some carriers charge a flat rate premium to smaller companies, but for larger
companies, many rely on a base premium adjusted with factors.

Contrasting the confused situation in the United States, where many companies
want to be in the cybersecurity insurance business but have no idea how to price it,
Volkova provides the case of Latvia, where there is only one cybersecurity insurance
provider and there is little business (but it is growing). Latvian networks are just as
vulnerable as everyone else’s, but the government and the insurance industry must do a
better job of marketing cybersecurity insurance. Insurance companies should promote
cybersecurity awareness. Interestingly, of the Latvian companies surveyed on how much
they thought was reasonable for a cybersecurity premium, one suggested a premium
willingness of 0.005% of “turnover,” which is within the praxis author’s pricing matrix
(0.00056% of revenue, Exxon).

Haislip et al. (2019) show that non-breached peers experience negative equity
returns after announcement of a cybersecurity breach (CSB) in their industry. Insurers
with material cybersecurity exposure likewise experience negative equity returns. But
equity investors do not necessarily respond negatively to revelation of a CSB. Overall,
focusing on breached firms ignores cost of CSB spillover effect to industry peers,

auditors, and insurers: the costs of CSBs affect entities other than the breached firm.
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This work dispels the notion that only the targeted firm’s valuation is affected by a CSB,
and that the market doesn’t much care.

Franke (2020) considers IT service to be outage cost. Cybersecurity insurance
typically offers business interruption coverage. IT service outages are poorly understood,
frequently reported as lump sums, and are not distinguished by business line. Most IT
service outage costs are only a tiny fraction (hundredths of a percent) of revenues. The
best way to accurately predict the cost of an outage would be to survey every possible
client, but that is not realistic, so cost structure should be devised by reliably inferring
costs without surveys. The costs are generally composed of (i) fixed cost to restore
service per IT outage (insurable), (ii) variable lost productivity cost (not insurable), (iii)
variable lost revenue cost (insurable).

A difficulty in shopping for cybersecurity insurance is in determining just what is
covered and what is not. Waldman and Wright note that the big French insurance
concern AXA has halted reimbursement of ransom payments, the payment of which may
be encouraging such attacks. One expert interviewed noted that if insurers would do their
due diligence before insuring, it would force the client to reduce their vulnerability to
such attacks. Interviewed experts say that it used to be cheaper to just pay the ransom,
but that changed with ever-rising ransom amounts. With “easy target” infrastructures,
schools and hospitals potentially losing coverage, ultimately it becomes better to avoid
ransomware vulnerability.

More exclusions may be the trend in cyber insurance pricing. Trice notes that the
cybersecurity insurance loss ratio rose in 2020, forcing underwriters to adjust coverage

and hike rates. The industry was going to have to continue to raise rates, increase
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limitations and exclusions, and insist on cyber hygiene. If schools and municipal
governments are excluded, it will make insurance easier to price but less useful.
Similarly, exclusions for acts of war and ransom payments would make it easier to price.
2.5 Factors

The Ukrainian war has some enterprises and agencies looking closely at their
cyberattack insurance policies or seeking additional coverage out of concern that the
instability could lead to a direct attack or collateral damage. Hallenbeck notes that
although a thorough policy understanding and a periodic review are always good ideas,
insurance should be acquired to mitigate risk, not threats. The company must perform a
security audit and complete risk assessment before an intelligent insurance budget can be
determined. Many policies exclude claims due to “acts of war,” so the key is risk
aversion and resilience rather than more insurance in many conflict situations.

The National Cyber Awareness System (CISA, 2021) sent out an alert in August
of 2021, noting the FBI and the CISA have observed an increase in severe ransomware
attacks occurring on holidays and weekends in the United States. Mothers’ Day
weekend, Memorial Day weekend, and Fourth of July weekend in 2021 all saw attacks.
Whether a holiday period can affect cyber premium pricing is worth considering.
Perhaps some organizations have maintenance staffs that work through the holidays and
are less vulnerable. The bulletin also took the opportunity to point out that the FBI and
CISA strongly discourage paying a ransom to criminal actors.

In the case of actual practice by insurance carriers, those that submit a
guestionnaire to the prospective client on its network and security practices gain insight

on what factors seem important from the accuracy perspective (Volkova, 2021,
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Romanosky; Woods, 2017). Beyond that questionnaire, what factors are generally
important in existing pricing models, and how could they be tuned or supplemented for
greater accuracy? Note that current cyberattack insurance policies contain varying
numbers of limitations and/or exclusions, so some factors, though seemingly logical (e.g.,
“a state of war,”) may be irrelevant to the premium because they are excluded
(Hallenbeck, 2022; Waldman, 2021).

Romanosky identifies the following as representative factors:

base asset value, or revenues
historical claims

industry type

businesses who keep P1I

businesses who keep financial information (e.g., PCI), but not SSN
businesses who keep SSN
businesses who keep very highly sensitive information
nonprofit, nonmedical

for profit, manufacturer

for profit, wholesale

for profit, nontechnical services
computer consultants

systems integration

software manufacturer

retail

healthcare

accountant

financial

large risk

others

privacy controls

network security controls

content liability controls
laptop/mobile device security policy
incident response plan.

These factors are used by at least one carrier to some extent.
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2.6 Cyber Hygiene

No football team would ever score if the opposing defense was invincible. But
try as they might, holes develop and tackles are missed, and a scoreless game is rare. The
cybersecurity community has frequently called for improved network security as the
number one way to avoid a cyberattack.

GCHQ and Cert-UK (National Cyber Security Centre, 2016) note that networks
lack control over attackers’ capabilities, but they can make it harder for attackers by
reducing vulnerabilities. This work identifies attack stages as survey, delivery, breach,
and affect, and admonishes C10Os to never release any information on your network in a
public forum. It is assumed that network managers monitor all network activity because
ultimately, any organization connected to the Internet should assume they will be a victim
of an untargeted attack.

ZDNet (2022) notes that small to medium businesses (SMBs) don’t have the
goodwill that larger companies do, and thus a cyberattack can hurt them to the extent that
they may not survive what a larger enterprise could. SMBs should have an IT security
expert they can call in if the staff size doesn’t warrant a permanent member.

Ursillo (2022) echoes that few small organizations can survive the reputation
damage that a data breach will cause. When pricing insurance, it must cover the cost of
damaged infrastructure and labor costs to investigate the incident, rebuild systems and
restore data, as well as covering productivity loss.

The cyberattack victim isn’t immune after a first attack. Since most businesses
suffer repeat attacks (67% within a year after the first data breach) (Hope, 2022),

vulnerability management should be a priority in preventing cyberattacks. Researchers
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found that smaller businesses incurred more costs after suffering cyberattacks. This
repeat victimization indicates at best an impaired ability to learn from the past.
“Reactive” cybersecurity is an expensive gamble, and the more prepared companies will
have company executives involved in the cyber resilience effort.
2.7  Summary and Conclusion

Pricing cybersecurity insurance poses some unique challenges compared to
automobile or life insurance. The lack of historical data on cyberattacks and claims paid
leads to a confused situation. The cybersecurity insurance industry is still in flux as more
data is gathered. Although numerous attempts at prediction can be found in the literature,
that activity remains at present the domain of academicians and theorists, and the real
world of premium pricing varies from simple attempts at charging a flat rate, to extreme
procedures requiring audits of the client’s cybersecurity hygiene. The sense of the
literature considered for this praxis is that larger companies with the most at stake should
be subjected to detailed inspection of their network security procedures and policies
before insurance is written. Smaller businesses not warranting an exhaustive audit should
be subjected to standard requirements of network security practices. The trend in
cybersecurity policies is toward higher premiums, with greater limitations, and more

exclusions, all of great impact to the prospective buyer.
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Chapter 3—Methodology

3.1 Introduction

Pricing precision is important. Coverage limitations and exclusions can protect
the insurer but render the product far less useful as a risk transfer mechanism for the
network operator (Wright, 2019). Protective measures, adopted in the absence of claims
history, will limit the usefulness of the cybersecurity product and cap revenues. Network
operators purchasing cyber insurance in the expectation that it will cover them in all cases
may be surprised to find the fine print details coverage exclusion due to acts of war or in
cases of cyber extortion following a malware attack (Romanosky). Cyber insurance is no
substitute for a network exercising best practices for security, but it is a viable risk
management tool in the war against ever more sophisticated bad actors and should not
exclude itself out of the market (Groves, 2022).

For the best profile of risk, every cyber insurance applicant would ideally submit
a thorough questionnaire detailing its network, its business and security practices, and the
number of times it has been cyber-attacked (Wright). But there were 3.7 million policies
in force among the top ten providers in 2020, so a survey for every single applicant is
impractical (NAIC, 2021). A shortcut is necessary.

Insurance providers are required to post their rates with state insurance
commissions (NAICa, 2022). These rates are publicly accessible, though cumbersome to
navigate. However, such an available rate calculation mechanism, including the
questionnaires used for the most important customers, can provide a baseline for a

simpler method of premium calculation.
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This praxis proposes a simplified, factor-based calculation system for cyber
premium calculation. Accuracy of the framework is then evaluated against the available
published rate results for several companies. The simplified method is intended to be
used with both large and small businesses. Figure 3 below shows the high-level steps in

the methodology.

1. Identify case study 2. Identify cyber

companies. insurance premiums

e Choose I.arge, medium and smaller using existing
companies.
* Chose varied business lines. sources.

Identify inefficiencies in manual

Develop a new SERFF process.

= = Compare with historical studies
framework for pricing e eni
insurance premiums.
Simplify pricing.
Choose relevant factors. \ Compare web

insurance pricing

with framework.
Assess the accuracy of the
framework.

Compare with published
resources.

Price the insurance premium

using the framework

Run the framework to get premium
prices for the three case study
companies.

Test the results for simplicity and

accuracy.

Figure 3: High-level praxis methodology steps.

3.2 Identify the Companies Used in Case Study
This praxis uses a case study method to create a simplified “framework™
calculation system. Companies with revenues high, medium and low revenues will be

chosen and priced with the framework and via published SERFF schedules. Please see
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Figure 4.

1. Identify case study companies.

o

1.1 Choose large,

medium and
. smaller For example, larger G
companies. EL tarrs;.

1.2 Chose varied
business lines.

Figure 4: Case study companies.

ExxonMobil was selected for Case Study I. ExxonMobil revenue for 2021 was
$285.64 billion, making it the 12™" largest corporation by revenue in the world (Fortune,
the Editors of, 2022). ExxonMobil was also profitable in 2021, with $23.1 billion in
profit.

The University of Texas system main campus was selected for Case Study 1.
The University of Texas operated with revenue of $3.6 billion in 2021 (Budget Office,
2021). It shares in the nation’s second-largest university endowment, valued at $42.9

billion in 2021. Among revenue sources, 20% comes from tuition, 23% from endowment
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investments and Texas legislature appropriations, 20% from research grants and
contracts, and 14% generated by the university, including from athletics.

Kohl’s was selected for Case Study I11. Kohl’s is the largest department store
chain in the USA, with more than 1,100 outlets and sales of $19.4 billion in 2021
(Kavilanz, 2022). Kohl’s has struggled, signaling an off-year for 2022, with full-year
sales predicted to fall 6% due to inflation and an unmanageable inventory.
3.2.1 Different cybersecurity situation potentials.

Larger companies have larger security staffs and are thus potentially at less risk of
a devastating cyber cyberattack (ZDNET). Smaller firms may spend less on cyber
awareness training, a fact that is not lost on bad actors that might especially target small
company vulnerabilities (Comerford, 2022).

3.2.2 Include a firm with financial difficulties.

Firms experiencing financial problems may skimp on cybersecurity measures
(Landi, 2021). In the healthcare sector, “health insurers and related industries that fail to
inventory and protect sensitive customer information face increasing financial,
reputational, operational and regulatory risks from cyberattacks” (Landi).

As mentioned above, business news sources indicate Kohl’s expects an off year
(Kavilanz). But Kohl’s and others suffering financial challenges should be careful about
skimping on cybersecurity measures. “If companies are not contractually obliged to buy
cyber insurance...they may cut costs by reducing their cybersecurity spend, or by
foregoing cyber insurance coverage altogether” (Moorcraft, 2022). They could suffer an

attack that puts them out of business.
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3.3 Identify cyber insurance premiums using existing sources
The cyber insurance premium amount is first calculated using the SERFF

published pricing. Please see Figure 5.

2. Identify cyber insurance premiums using existing sources.

o 2.1 Identify

inefficiencies in
manual SERFF
process.

* NAIC online electronic records

2.2 Compare with
historical studies of
claims made.

Figure 5: Cyber premiums using existing sources.

3.3.1 SERFF contains rate information from underwriters.

Insurance laws in the USA are enforced by the McCarran—Ferguson Act
(15U.S.C. §§ 1011-1015), legislation that empowers states to regulate insurance
(Romanosky). This process is overseen by the National Association of Insurance
Commissioners (NAIC). In the 1990s, NAIC developed an online electronic records
system called SERFF (the System for Electronic Rates and Forms Filing) to facilitate the

“submission, review and approval of product filings between regulators and insurance
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companies” (Romanosky). As an example, the various insurance plans and rates for
underwriter Hiscox in the state of Texas are included in the SERFF database (NAICb,
2022). In the case of Hiscox, a well-known provider, there are numerous plans listed, as
well as qualifying questionnaires and a rate manual.

3.3.2 SERFF factors are key to pricing.

There are many pricing choices in a SERFF model. Romanosky examined
numerous underwriting pricing formulas and found a base rate pricing model was
common. The base rate computed as a function of company revenue is then
supplemented with various adjustments to the base rate depending on factors. Such base-
adjusting factors include deductible, “coinsurance, time retention, prior acts, extended
reporting period, business interruption,” as well as historical claims, industry
classification, “data classification, security infrastructure, governance, risk and
compliance, payment card control, media controls, and computer system interruption
loss.” With such a variety of factors, it is possible an insurance underwriter would not
fully understand “the marginal reduction in risk that any of these provide” (Romanosky).

According to the Hiscox Cyber Liability Rating Manual, a 40-page rating

document on the SERFF database, pricing for a cyber premium is calculated as follows:

“[ ((BASE PREMIUM x Pure Premium Split x INDUSTRY MODIFIER X LIMIT-
RETENTION FACTOR x SPLIT LIMIT FACTOR x RISK-SPECIFIC FACTOR) +
(BASE PREMIUM x Expense Split x LIMIT-RETENTION FACTOR x SPLIT
LIMIT FACTOR)) /

(1 — Variable Expense Load) ]

+ Premium for OPTIONAL COVERAGES”
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Computation of the premium using this method is complicated. It would be
unreasonable to expect every prospective client to find the Texas Department of
Insurance website, find the SERFF database, locate the Hiscox plans, locate the “cyber”
ones, and then trudge through the various factors to create their own “personal cyber
insurance plan” using the Hiscox model. The intention of this praxis is to simplify the
process so that a framework with fewer, simplified factors can be utilized to predict an

accurate premium.

Factors in the Hiscox model are:

BASE PREMIUM—The base premium rates range from a company revenue size, of
$500,000 and a rate of $585, to a revenue of $100,000,000,000, and a base rate of
$312,500. Additional rules apply.

LIMIT-RETENTION FACTOR—Calculated via table, with factors ranging from -0.17
to 5.5. Additional rules apply.

SPLIT LIMIT FACTOR-- A Split Limit Factor contemplates the change in policy value
(“Retained Value”) that occurs when the relationship between the aggregate limit and the
occurrence limit varies. Table values range from 1 to 1.49.

INDUSTRY MODIFIER-- The Industry Modifier reflects the degree of underwriting
concern regarding the cyber loss exposure associated with the various industries of
potential clients. Table ranges from 0.40 to 1.6.

RISK-SPECIFIC FACTOR—The table ranges from “Micro” risks through to “Large”
risks. The latter has 20 factors. The Large risk category has 20 sub-factors and is
complex to calculate.

OPTIONAL COVERAGES—Contains additional options such as “Cyber crime
package limit of liability,” “Utility fraud limit of liability,” “Reputational harm limit of
liability,” “Bricking limit of liability,” and others.

The point of enumerating the above is to stress that calculation of premiums via
the publicly available Hiscox rate plan is untenable for the customer. Even though the IT
department of the company looking for cyber insurance could do the above calculations it
is still not practical since gaining management approval would be difficult due to this and

further complexities, such as this (from the manual):
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“To calculate the premium for the OPTIONAL COVERAGES that apply:
1) Add all credits and debits calculated for each Optional Coverage;

2) Multiply that sum by the total premium calculated (per the PREMIUM
FORMULA on page CC-CYBER-MAIN-1)

3) The result is the Premium for Optional Coverages

Per page CC-Cyber-MAIN-1, the Premium for Optional Coverages is then
added to the total premium to arrive at the final Cyber Premium.”

As mentioned above, the pricing models within SERFF are so detailed that it
might be confusing even to insurance professionals. The inefficiencies are illustrated by
Romanosky for a $1 million policy with a $10,000 deductible. Calculated with published

rate schedules, the premiums range from $3300 to over $7500.

3.3.3 Exclusions and limitations are parts of pricing formulas.

Lacking full experience on how to price cyber insurance, major insurance
companies have adopted exclusions for catastrophic cyberattacks, for example, those
conducted by “state-backed” actors (Lemos, 2022). This limits the risk that companies
can offset with cyber insurance, which could potentially lead to companies not taking out
any policy.

In one survey, CFOs said that they expected damage from a cyberattack to include
brand devaluation, loss of investor confidence, revenue loss, and increased cost of
regulatory compliance (Granato, 2019). These coverages are frequently excluded in

cyber insurance policies.
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3.3.4 Rampant competition drives inappropriate pricing.

Cyber insurance has been a growth product in the insurance world, but much
naive capacity has come into the market that lacks the experience to adequately price the
transfer of risk. Eager companies are vulnerable to underwriting losses that contribute to
ratings downgrades (Ralph, 2018). So eager were some underwriters to get into the
market that they would provide quotes with little more information than the prospective
client’s revenue and the business they are in (Wright). Some guessed at an attractive
premium (Romanosky). By way of comparison, the framework proposed by this praxis
has a total of nine simple factors to predict the premium.

3.4  Develop a new framework for pricing premiums.
The overly complex pricing models and their inherent inaccuracies drive the need

for a simplified, realistic pricing framework as shown in Figure 6.
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3. Develop a new framework for pricing insurance premiums.

3.1 Simplify pricing.

3.2 Choose relevant
factors.

3.3 Determine weights
for each factor.

.| 3.4 Develop framework.

Figure 6: Developing a new framework.

To create a useful framework for cyber insurance premium pricing, it is necessary
to build a set of factors that describe the risk situation of the company being rated
(Freeman, 2021). These factors can be likened to the independent variables in a
regression equation describing the premium price. An appendix to this praxis describes
the author’s attempt to predict losses with regression and machine learning
methodologies, and the degree of success with that research. Briefly stated, predictive
methods suffer from lack of adequate databases of historic claims, and these methods do

not achieve the same accuracy as survey methods at this time (Romanosky).
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3.4.1 Ildentify factors that impact insurance pricing.

The factors used by many informed underwriting organizations and those implied
by recent experience of events that portend cyberattacks can be considered as factors for
a cyber insurance framework.

Examples of these include the day of the week (Friday) (GRC World, 2022), a
war (Martin, 2022), holidays (McGuigan, 2021), critical business (Newcombe, 2022),
business size (Afifi-Sabet, 2018), social positions of the business (Delaware, U. of,
2022), the size of the business security force (Groves), the types of data archived (Box
Communications, 2022), and the business claim history (Hope, 2022).

The factors used for the framework are:

DOCTRINE—This is the degree to which a bad actor might want to commit a
cybercrime against an insured’s network. An example would be a national political
party, whose network could be vulnerable for targeting by a radical entity disagreeing

with its platform (Holt, et al., 2019).

CONFLICT—This is the “act of war” factor. As an example, consider the collateral
targeting of Ukrainian infrastructure (power plants, public transportation) by Russian bad
actors during the invasion that began in 2022. It should be noted that even if this is an
obvious risk factor, “acts of war” are increasingly considered as exclusions in cyber
insurance policies, so this factor could potentially have no impact at all on a potential

client’s premium (Hallenbeck, 2022).
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ENTITY—This is the client’s type of business. As an example, the literature describes
the vulnerability of municipal organizations such as school boards or public utilities to
ransom attacks, presumably under the frequent observation that such networks lack
sophisticated IT security staffs and are likely to pay ransoms based on deep pockets of

taxpayer money and the pain of database loss (Privacy Rights Clearinghouse, 2022).

SIZE—This is the organization’s size as determined by revenue. The framework was
“tested” by using ExxonMobil, one of the world’s largest revenue producers, as an
example. Revenue size indicates importance and inversely the amount of pain associated
with network breach or failure, and in general is a good indicator of an attractive target.
However, large corporations are capable of equipping leading-edge cybersecurity staffs,
and thus a bad actor might intentionally pass over a huge revenue producer in favor of a

smaller operator with presumably less anti-cyberattack sophistication (ZDNET).

BUSINESS CRITICALITY—This is the “how can we cause the most pain and
suffering to the most people” factor, and it is similar to the entity and size factors.
Taking out the operations capabilities of a rail network or major airline come to mind.
But this vulnerability, from the underwriter’s view, might be mitigated by an “act of war”
exclusion: “If the network running the trains goes out, we will cover you, unless the

outage resulted from activities associated with a state of war, in which case we do not

cover you.” (Pate-Cornell & Kuypers, 2022)
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TIMING—An attack on electric or gas utilities during a cold winter could draw desired
attention to a bad actor. CISA has warned IT staffs to be alert for possible attacks on
holidays when the IT and maintenance staffs have less manpower. Timing might be
tricky to capture in a premium calculation, but the sensitivity to holidays can vary by

business type and make a difference in overall vulnerability (CISA, 2021).

SIZE OF IT STAFF—Somewhat related to the entity category, vulnerability increases
for those firms that have outgrown a reasonably-sized IT staff executing a continuous,
well-designed security plan including employee education, proper patching, pro-active
analysis, etc., for the size they were, vs. the size they have become. In general, this
would apply to medium-sized firms and those enjoying rapid growth. A change in
conditions could also cause the IT staff to quickly become undersized. The COVID-19
pandemic led many IT staff missions to fixate on support for remote teleworkers,
possibly to the detriment of continuing cyber-awareness campaigns and operating

software upgrade schedules (Comerford).

TYPE OF DATA—If a network offers access to a database of primarily Payment Card
Identification (PCI) data, that might be a bigger target than a network with a similar
topology containing PHI—Protected Health Information. A data breach where access to
the customers’ full billing information is available is a nightmare situation for a
cybersecurity specialist, even if the breach is quickly discovered and steps taken to
mitigate the potential loss. A big loss of confidence in the hacked network ensues, and

repercussions frequently extend beyond the hacked company. Merely the news that the
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attack occurred can bring down the market positions of other firms in the same business

category (Box Communications).

CLAIMS HISTORY—Automobile insurance companies maintain statistical information
that tells them a driver with a history of accidents is more likely to have another, and thus
expose the insurer to a claim payment, than drivers without accidents. Naturally, then, a
network that has been cyberattacked before is a client of concern to the underwriter,
because there was a key vulnerability that caused them to be hit before (might be
unknown), and insurance companies’ limited historical data tells them that companies hit

previously stand a better than 50/50 chance of another attack (Hope).

3.4.2 Ildentify insurance products.

During the research phase this praxis was conceived as solving the problem of
lack of data on the loss associated with cyberattacks. Prediction was attempted based on
regression or machine learning processing of cyber incident information in the PRC or
Advisen databases. Calculations were performed using combinations of factors
contained within the databases as well as with factors considered as helpful, both
suggested in the literature and others that seemed reasonable.

Ultimately, using the factors of type of business, month of the year, day of the
week, and type of business, and others (as discerned from the PRC database), an
eigenvalue analysis of the correlation matrix (using Minitab) found that the first four
factors accounted for 0.655 times the variance of a model created with the value of the
loss as the dependent variable. The accuracy of this and similar models was scarcely
greater than 50% (Please see appendix).
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Given the recognition that loss prediction is hampered by the lack of incident
data, the focus of this research was shifted to a framework designed to provide a
reasonable insurance premium price given various simplified factors. The “Cyber
Insurance Framework™ was devised with insurance types proposed by the firm
Cyberinsureone and factors derived from its succinct descriptions in the literature
(CyberlnsureOne, 2018).

For the case of “first party” coverage (an industry term denoting loss suffered by
the insured party), the categories of Fraud and Theft, Forensic Work costs, Business
Interruptions, Extortion and Blackmail coverages, and Loss of Data and related
Restorative Work were used. For the case of “third party” coverage (industry
terminology meaning coverage for damage liability to clients), the categories of
Litigation Coverage, Regulatory Coverage, Communications and Notifications costs,
Crisis Measures and Emergencies, Credit Monitoring and Review, Liability for Media
Issues, and Liability for Breach of Privacy/Confidence were used.

3.4.3 Determining weights for each factor.

For each category, the impact of nine factors was considered and a weight
assigned, depending on the client’s profile. The weighting system is shown in Figure 7.
Weighting system (ctd)

Based on numerous sources in the References, the various risk factors are assigned a
number from 1 to 5, based on the applicability to a company’s given profile. The pricing
equation is discussed below in Section 3.5.1, with the actual pricing using the raw data
shown in Chapter 4. Weights for the factors were used in a calculation along with the

client’s revenue to determine a premium for cyberattack insurance.
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3.4.4 Framework finalized
The finished framework is an Excel table with rows being the insurance product
and columns being the nine pricing factors (Figure 8). The row-column intersections are

scored based on the particulars of the company being priced.

Cyberattack permium framework Above 5000000000: XON

Factors > 1. Doctrine 2. Conflict 3. Entity 4. Size 5. Business Criticality 6. Timing 7. Size of IT staff 8. Type of data 9. Claims history

First Party coverages
Fraud and Theft b 3 3 4 5 4 2 1 2 2
Forensic Work 3 3 3 4 5 4 2 1 2 2
Business Interruptions b 3 3 4 S 4 2 1 2 2
Cover for Extortion and Blackmail b 3 3 4 5 4 2 1 2 2
Loss of Data and Restorative Work b 3 3 4 5 - 2 1 2 2
1.5 15 8 25 4 2 1 6 8

Third Party coverages
Litigation Coverage Y 1 & 4 5 5 1 1 2 2
Regulatory Coverage b 1 1 4 5 5 1 1 2 2
Communications and Notifications Y 1 : 1 4 5 5. 1 1 2 2
Crisis Measures and Emergencies h 1 1 4 5 5 1 1 2 2
Credit Monitoring and Review 81 1 o 4 5 5 1 1 2 2
Liability for Media Issues Y 1 1 4 5 5 1 1 2 2
Liability for Breach of Privacy/Confidence Y 1 1 4 5 5 1 1 2 2
0.50 0.50 8.00 25.00 5.00 1.00 1.00 6.00 8.00

6.22 285,640,000,000 $1,653,316.80
Descriptions: https://cyberinsureone.com/types/ Rev (10/22)) Premium
0

10750

6.33

Figure 8: The pricing framework.

3.5  Price the insurance premium using the framework.

The framework pricing process requires testing for simplicity and accuracy. Each
of the three Case Studies is priced by the SERFF method and by the framework. Case
studies are summarized in this methodology. The output in the form of figures and
tables, from applying the research methodology to raw input data, is in Chapter 4. See

Figure 9.
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4. Price the insurance premium using the framework.

4.1 Run the framework
to get premium
prices for the three
case study
companies.

* Expect that the factor 0

4.2 Test the results for
simplicity and ~
accuracy. dmportantfactors mavnat

Figure 9: Price using the framework.

3.5.1 The weights are chosen for each case study.

The factor scores will vary considerably with company business and size. Along
with weights applicable to the risk peculiar to each company profile, the risk factors
themselves contribute differently to the final premium calculation in Chapter 4. For
instance, research showed that the four most important factors in determining the cyber
insurance premium are the Size, in terms of revenue; the Claims History of the client,
given that repeat targets are common; the Type of Data stored at the company, if any; and
the Entity business (Romanosky; Woods). These factors were thus assigned values of 5-2
in the final calculation in the framework spreadsheets. The Criticality, the Timing and

the Size of the IT staff all count for a 1 multiplier in the framework calculations, and the
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Doctrine and the Conflict merit a multiplier of 0.5, they are frequently absent or excluded

in premium pricing. Chapter 4 contains the data for all the cases.

3.5.2 Some limitations and exclusions will apply.

In the computation of the framework premium, it is possible that there are some
limitations (maximum coverage for a particular item) or exclusions (no coverage for a
particular type of casualty). If a claim results from a disruption suspected to be “state
sponsored,” certain underwriting organizations may exclude that (\Voreacos et al., 2019).
Similarly, if the size of the IT staff is clearly inadequate for the size of the organization,
or if that size was expressed with less than candor on a questionnaire, an exclusion could
be applied, or a claim denied (HIPPA, 2021). These factors could impact the premium
calculation.

3.6 Compare web insurance pricing with framework.
To assess the accuracy of the framework, the SERFF and framework premiums

should be similar and should be accurate. Full results of the case studies using the
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methodology are reported in Chapter 4. See Figure 10.

5. Compare web insurance pricing with framework.

5.1 Assess the accuracy
of the framework.

ment is necessary

amework:

5.2 Compare with
published resources

Figure 10: Compare with web pricing.

3.6.1 Premium prices from framework and SERFF data should compare

Tuning the parameters or insertion of a scaling factor are methods to improve the
framework accuracy. Figure 11 shows a progression of the framework, while Figure 12

identified sources of inaccuracy and where they enter the flow.
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Figure 11: Tuning the parameters.

Cybersecurity factors’ associated inaccuracy

1. No clear correlation with military objectives.
Target resilience makes military utilization ineffective.
2. Such cases tend to be extremist-centered and not widely deployed.
3. Possibly large staff, lightly trained.
Staff may have ineffective influence on enterprise.
4. Might be inconsequential due to loss size.
Not all incidents may have been reported.
5. Sensitivity might be unknown and not matter to bad actor.
Bad actor may want to disrupt operations regardless (e.g., trains)
6. Large enterprise may have sophisticated resiliency.
Size (Capitalization) may lack correlation with potential damage.
7. An airline or train disruption might be resilient.
It might be anticipated that utilities and transportation are hardened against attack.
8. Treaties or associations may preclude cyber warfare.
Rank and file population may not be affected.
9. Restoration personnel may not be available, but this is not assured to be the case.
Bad weather may not correlate a “warm” Christmas.

Figure 12: Sources of inaccuracy.
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3.6.2 Find example premiums.

Finding published premiums per company and claims paid is not easy because of
corporate reluctance to share premium and claims information. However, according to
one source, the average cost of cyber insurance in the U.S. in 2021 was $1,589 per
year or $132 per month (Chen, 2022). This was for liability limits of $1,000,000, with a
$10,000 deductible, and $1,000,000 in company revenue. This value can be used as a
reality check for framework calculations.

3.7 Conclusion

Complexity of using published rate tables makes it unreasonable for corporations
to calculate and estimate their own cyber premiums. The choice of some reliable
indicating factors can be used in a pricing framework that produces results that are

comparable with published rate data and are easier to apply.
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Chapter 4—Case Studies

4.1 Introduction

With the introduction of a premium pricing framework in Chapter 3, and an
explanation of the availability of published premium pricing plans for cyber insurance,
Chapter 4 presents three case studies comparing the published underwriting pricing with
the framework.
4.2  Case Study I: ExxonMobil

ExxonMobil was chosen as the corporation of interest for the first Case Study. Its
revenue for 2021 was $285.64 billion, making it the 12" largest corporation in the world,
in terms of revenue (Fortune, the Editors of, 2022). Exxon was also profitable in 2021,
with $23.1 billion in profit. As introduced in the previous chapter, the HISCOX pricing
manual begins with a premium calculation mostly based on the company’s revenue. NO
fewer than 40 pages of the pricing manual go into the details of the components of the
premium calculation. There are 20 risk specific factors, each determined based on the
company’s business position and other factors such as size and expectation of reliability.

Further calculation is required to determine the “optional coverage” charges. The
18 involved factors here detail the base case of HISCOX coverage; for example, is there a
limitation on data restoration in the basic policy? A credit or debit from the base
premium can be derived based on whether the customer desires data restoration up to the
policy limit in their policy, or if they would prefer more limitation over data breaches, in
which case a credit factor is applied to the pricing.

The calculated premium for ExxonMobil cyber insurance, based on a $40 million

limit and a retention of $1 million, is $1,769,133.97.
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The premium value determined via the framework is $1,653,316.80. The
following paragraphs will explore the factors in the framework and their sensitivities in
increasing pricing accuracy.

The SERFF data for the case study are shown in Figure 13 and Figure 14, and the
framework calculation in Figure 15. In the case of Exxon, most of the framework factors
are benign.

Doctrine: Unlike some of its predecessors, Exxon is not known as a standard
bearer for social causes. Doctrine weights for first-party products score as
moderate 3s, and are not particularly relevant for third-party products. The
Doctrine factor itself is weighted as 0.5 for calculation purposes, so the doctrine
scores for both first- and third-party claims are low numbers, 1.5/0.50.

Conflict: In most cases, Exxon’s business is not affected by world conflict. Itisa
diverse corporation capable of withstanding unrest in parts of its vast domain.
Conflict is also weighted as 0.5 in the calculation, so the numbers are 1.5/0.5.

Entity: As an industrial corporation, Exxon falls in the “General Business”
category, which the PRC found was a frequent target of cyberattacks (Figure 1).
Entity is weighted as a 2.0 in the calculation. 8.0/8.0.

Size: As one of the largest corporations in the world, Exxon is a big target. It
scores all 5s in the revenue category, which is weighted highly as a 5 in the
framework, so the 5 averages count as 25/25.

Criticality: Exxon’s business of providing gasoline, heating oil, jet fuel and
chemical materials places it high in the criticality realm. Criticality has a weight
of 1. 4.0/5.0.

Timing: Exxon should be no greater a cyber target associated with holidays and
weekends than any other corporation. This carries a multiplier of 1. 2.0/1.0

Size of IT staff: As a major industrial corporation, Exxon can afford to staff its IT
and security forces properly. Multiplier of 1. 1.0/1.0

Types of data: Exxon’s databases do not contain caches of PII. This is an
important factor, with a multiplier of 3. 6.0/6.0

Claims liability: Considering that Exxon probably has no more or fewer claims

than its large industrial peers, the numbers average 2 and are weighted as 4.
8.0/8.0.
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Figure 15 shows the ExxonMobil framework and the calculated premium. Note

each insurance product could be adjusted, but in general, the scores are uniform

across first- or third-party insurance.

Base Premium 648091.6
Pure Premium Split 0.74
Expense split 0.26
Limit Retention 4.0059
Split limit 1
Industry modifier 0.6
Risk-specific factor 0.263601
Variable expense load 0.25
Optional coverages 0.3555

Shared limit credits
Additional rating rules

XOM

Premium = 1305152

$1,769,133.97

Figure 13: ExxonMobil SERFF pricing.

Optional coverages
CCPF 0.17
Utility 0
Reputational 0.01
Bricking 0.02
Enhanced Pricing 0
System Failure 0
DBI 0.0455
DSF 0
FPB 0
CE 0
DR 0
3p Liability 0
Media 0.11
DOL 0
BCO 0
PO 0
WP 0
POR 0
0.3555

Figure 14: Optional coverage and risk specific factors.

CH
NOO
DC
HOI
COR
SCF
FOF
DAR
PAF
DAF
IRPF
ATF
PMF
SAF
IDPF
Csl
GF
3rdPF
EF
OIF

Risk specific factors

1.15
0.725

0.875
0.875
0.875
0.925
0.925

0.95
0.925

0.95
0.925

0.95

0.95
0.925
0.925
0.925

0.2636
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Cyberattack permium framework Above 5000000000: XON

Factors> 1. Doctrine 2. Conflict 3. Entity 4. Size 5. Business Criticality 6. Timing 7. Size of IT staff 8. Type of data 9. Claims history

First Party coverages
Fraud and Theft o 3 3 4 5 4 2 1 2 2
Forensic Work 3 3 4 5 4 2 1 2 2
Business Interruptions Y 3 3 4 5 4 2 4! 2 2
Cover for Extortion and Blackmail Y 3 3 4 5 < 2 1 2 2
Loss of Data and Restorative Work 3 3 - 5 4 2 3 2 2

1.5 1.5 8 25 4 2 1 6 8 6.33

Third Party coverages
Litigation Coverage Y -1 1 4 5 5 1 1 2 2
Regulatory Coverage b 1 1 4 5 5 1 1 2 2
Communications and Notifications Y 1 : = 5 5 1 2 2 2
Crisis Measures and Emergencies Y 1 1 4 5 5 1 1 2 2
Credit Monitoring and Review Y 1 1 4 5 5 1 1 2 2
Liability for Media Issues Y i 1 4 S 5 1 1 2 2
Liability for Breach of Privacy/Confidence Y 1 g 4 5 5 1 1 2 2

0.50 0.50 8.00 25.00 5.00 1.00 1.00 6.00 0 6.11
6.22 285,640,000,000 $1,653,316.80
Descriptions: https://cyberinsureone.com/types/ Rev (10/22)) Premium
0

10750

Figure 15: ExxonMobil framework.

4.3  Case Study I1: The University of Texas at Austin

The main campus of the University of Texas system operated with a 2021 budget
of $3.6 billion (Budget Office, 2021). It shares in the nation’s second-largest university
endowment, valued at $42.9 billion in 2021. Among revenue sources, 20% comes from
tuition, 23% from endowment investments and Texas legislature appropriations, 20%
from research grants and contracts, and 14% generated by the university, including from
athletics. See Figure 16 and Figure 17 for Case Study II.

For Case Study Il, The University of Texas at Austin, some of the framework

factors are more critical, owing to its status as an academic institution and not an

industrial one.

Doctrine: Although universities can be known for their social stands, this is not as

common today as in, say, the war protest years of the 1970s. Thus, UT’s doctrine

score is a mild 1.5/0.5.

Conflict: In most cases, UT’s business is not affected by world conflict. 1.5/0.5.

Entity: As a state university, UT is affected by legislative initiatives, which could

negatively impact the university by innovative stances on tenure and a decrease in

appropriations. 6.0/6.0.

Size: As one of the largest universities in the nation, with approximately 55,000
students on the Austin campus, UT is a big target. 15/15.
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Base Premium 52681.62 The University of Texas

Pure Premium Split 0.74
Expense split 0.26 Premium = 106092.3 $143,808.13
Limit Retention 4.0059
Split limit Al
Industry modifier 0.6
Risk-specific factor 0.263601
Variable expense load 0.25
Optional coverages 0.3555

Shared limit credits
Additional rating rules

Figure 16: UTexas SERFF pricing.

Cyberattack permium framework Below 5000000000 framework UT Austin

Factors > 1. Doctrine 2. Conflict 3. Entity 4. Size 5. Business Criticality 6. Timing 7. Size of IT staff 8. Type of data 9. Claims history

First Party coverages
Fraud and Theft 3 3 3 3 3 3 3 2 5 2
Forensic Work 3 3 3 3 3 3 3 2 5 2
Business Interruptions % 3 3 3 3 3 3 2 5 2
Cover for Extortion and Blackmail 3 3 3 3 3 3 3 2 5 2
Loss of Data and Restorative Work 3 3 3 3 3 3 3 2 5 2

15 1.5 6 15 3 3 2 15_ 8 6.11

Third Party coverages
Litigation Coverage b 1 1 3 3 4 3 2 5 2
Regulatory Coverage Y 1 1 3 3 4 3 2 5 2
Communications and Notifications h 1 1 3 3 - 3 2 5 2
Crisis Measures and Emergencies h 1 1 3 3 4 3 2 5 2
Credit Monitoring and Review Y : ] 1 3 3 4 3 2 5 2
Liability for Media Issues 3 1 1 3 3 4 3 2 5 2
Liability for Breach of Privacy/Confidence Y 1 1 3 3 4 3 2 5 2

0.50 0.50 6.00 15.00 4.00 3.00 2.00 15.00 8.00 6.00
6.06 3,600,000,000 $138,853.50
Descriptions: https://cyberinsureone.com/types/ Rev (10/22)) Premium
0

1570

Figure 17: UT Austin framework

Criticality: UT’s “business” could be considered critical due to the variety of its
stakeholders, including students, academics, athletics, research clients, and
property managers. 3.0/4.0.

Timing: As an academic, and not primarily a commercial or industrial entity, UT
could be considered more vulnerable to staff absences during holidays or semester
break times. 3.0/3.0

Size of IT staff: As a wealthy university, UT has nation-leading computing
resources and the staff to run them. 2.0/2.0

Types of data: UT’s databases consist of PII, for student records, PCI, for
payment information, and PHI, for student health records. 15/15.

Claims liability: Considering that the University of Texas probably has no more
or fewer claims than its medium budget peers, the numbers are 8.0/8.0.
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4.4 Case Study III: Kohl’s

Kohl’s is the largest department store in the USA, with more than 1,100 outlets
and sales of $19.4 in 2021 (Kavilanz, 2022). Kohl’s has struggled, signaling an off-year
for 2022, with full-year sales predicted to fall 6% due to inflation and an unmanageable

inventory. See Figure 18 and Figure 19 for Case Study III.

As Case Study 111, some of its Kohl’s framework factors are critical due to its
retail status and potential inventory issues.

Doctrine: A retail store generally cannot risk being “socially active,” lest it
potentially alienate its clientele. 1.5/0.5.

Conflict: Middle East or Russian conflict does not particularly affect Kohl’s.
1.0/1.0.

Entity: A retail entity is vulnerable from its numerous point-of-sale systems and
its credit accounts. 8.0/8.0.

Size: By some measures, Kohl’s is the largest department store chain in the
country. 20/20.

Criticality: Kohl’s criticality score is relatively low. If it has a business
disruption people don’t freeze or fail to graduate. 3.0/3.0.

Timing: As a retail outlet, timing is important to Kohl’s, given prime sales dates
around holidays, but this does not particularly make it a target. 2.0/2.0

Size of IT staff: As a major retail entity, Kohl’s should be able to afford to staff
its IT and security forces properly. As one experiencing disappointing financial
results, this could be an item that is skimped on (Moorcraft, 2022). 4.0/4.0
Types of data: Highly credit card/point of sale dependent. 12/12.

Claims liability: Considering that Kohl’s probably has no more or fewer claims
than its large retail peers, the numbers are 8.0/8.0.
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Base Premium 131474.9 Kohl's

Shared limit credits
Additional rating rules

Pure Premium Split 0.75
Expense split 0.26 Premium = 265879.9 $360,400.26
Limit Retention 4.0059
Split limit 1
Industry modifier 0.6
Risk-specific factor 0.263601
Variable expense load 0.25
Optional coverages 0.3555

Figure 18: Kohl’s SERFF pricing.

Cyberattack permium framework Above 5000000000: KOHL'S

Factors > 1. Doctrine 2. Conflict 3. Entity 4. Size 5. Business Criticality 6. Timing 7. Size of IT staff 8. Type of data 9. Claims history

First Party coverages
Fraud and Theft 1 3 2 4 4 3 2 4 4 2
Forensic Work 3 3 2 4 4 3 2 4 4 2
Business Interruptions h 3 2 4 4 3 2 4 4 2
Cover for Extortion and Blackmail 1 3 2 4 4 3 2 4 4 2
Loss of Data and Restorative Work 3 2 4 4 3 2 4 4 2
1.5 1 8 20 3 2 4 12 8

Third Party coverages
Litigation Coverage b 1 1 4 4 3 2 4 a4 2
Regulatory Coverage b 1 1 4 4 3 2 4 - 2
Communications and Notifications b 1 1 4 - 3 2 4 4 2
Crisis Measures and Emergencies ki 1 1 4 4 3 2 4 4 2
Credit Monitoring and Review h 1 1 4 4 3 2 4 4 2
Liability for Media Issues b 1 1 4 4 3 2 4 4 2
Liability for Breach of Privacy/Confidence il 1 1 4 4 3 2 4 4 2
0.50 0.50 8.00 20.00 3.00 2.00 4.00 12.00 8.00

6.53 19,400,000,000 $378,026.53
Descriptions: https://cyberinsureone.com/types/ Rev (10/22)) Premium
0

3350

6.61

6.44

Figure 19: Kohl’s framework.

45  Premium prices should compare

The SERFF numbers should match the framework. SERFF follows a nonlinear
premium price increase as the company budget increases. For example, the SERFF
calculated premium for The University of Texas is about 0.04 times the budget. For
Kohl’s, it is about 0.02 times the budget, and for Exxon, about 0.01 times the budget.
Thus, to improve accuracy in the framework, a scaling factor was used in the final

premium calculation, which is indicated in the calculation below:

Average(First and Third Party Weights) Budget($)
*k
100 Scale Factor

Premium ($) =

Scale factors account for non-linearity in the base price for the HISCOX data.
During the development stage, two versions of the framework spreadsheet were made,

with versions for use above and below $5B. Both use the scaling factors in Figure 20.
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The proper “above and below” $5B spreadsheets were used for each case study.

Revenue Base SERFF Per SM  Scale Framework
499,999 584 1,594.18 3,188.37 20 1,368.05
9,999,999 2,446 6,676.99  667.70 90 6,080.25
99,999,999 6,953 18,980.01  189.80 300 18,240.74
249,999,999 12,050 32,893.60 131.57 420  32,572.75
499,999,999 17,874 48,791.79 97.58 570  48,001.95
749,999,999 22,409 61,169.89 81.56 670  61,256.22
999,999,999 26,292 71,771.42 71.77 770  71,067.82
4,999,999,999 63,834 174,250.67 34.85 1570 174,274.59
19,999,999,999 93,158 364,631.24 18.23 3350 359,867.33
49,999,999,999 215,843 589,200.68 11.78 5150 585,221.14
99,999,999,999 312,510 853,077.55 8.53 7100 848,982.79
249,999,999,999 583,665 1,593,264.77 6.37 9475 1,590,442.69
499,999,999,999 1,035,590 2,826,911.10 5.65 10750 2,803,617.57

Figure 20: Scale factors

The comparisons are as follows:

Case Study I: SERFF: $1,769,133.97 Framework: $1,653,316.80
Case Study Il: SERFF: $143,808.13 Framework: $138,853.50
Case Study I1l: SERFF:$360,400.26 Framework: $378,026.53.
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Chapter 5—Discussion and Conclusions

51 Discussion

Having produced a pricing framework and three test cases for a pricing baseline,

the results can now be discussed.

TEST CASE I: ExxonMobil Corporation
Pricing via HISCOX: $1,769,133
Pricing via framework: $1,653,317

The framework underprices the baseline by 6.6%

TEST CASE Il: The University of Texas at Austin
Pricing via HISCOX: $143,808
Pricing via framework: $138,854

The framework underprices the baseline by 3.4%

TEST CASE III: Kohl’s

Pricing via HISCOX: $360,400

Pricing via framework: $378,027

The framework overprices the baseline by 4.9%

In all case studies, reasonable accuracy is attained. Thus, it is believed that the
framework can be used as a simple method to price premiums in the ranges indicated.
For a wider accuracy and applicability, the scaling factors can be specified for narrower

ranges and specific spreadsheets created using those factors.

Considering the praxis research questions,

RQ1: Which cybersecurity factors are used most by cyber insurance underwriters
for pricing cyber-insurance premiums?
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Company revenue is of particular importance in the HISCOX rating model. The
rating manual prescribes a “base premium’ value for revenue sizes ranging from
$500,000 to $100 billion and beyond. This figure has an overriding effect on the ultimate
premium, as shown in, for instance, Figure 13. A second revenue-related figure with a
profound impact is the “limit retention” factor, which has a multiplier effect on the
premium based on the limits of coverage of the policy. The valuation ranges from less

than zero all the way up to 5.49.

On other hand, the industry type is less represented in the HISCOX formula.
There is an “industry modifier,” ranging from 0.4 to 1.6, which subjects the applicant to
degrees of underwriting concern, spanning full confidence to a high degree of concern.
Considerably more detailed is the “risk-specific factor,” with general categories of micro,
small, medium and large risk, each of which is tied to revenue. Within those categories
are up to 20 factors, each tied to specific network attributes. Figure 14 shows an example

of the factors for the ExxonMobil case study. Those factors include the following:

Claims History Factor, Nature of Operations, Data Compliance Factor, Health of
Industry Factor, Complexity of Risk Factor, Security Controls Factor, Future Outlook
Factor, Data Aggregation and Retention Factor, Password and Authentication Factor,
Data Access Factor, Incident Response Plan Factor, Awareness and Training Factor,
Patch Maintenance Factor, Security Assessment Factor, Internal Data Protection Factor,
Computer System Interruption Loss Factor, Governance Factor, 3 Party Vendor
Access Factor, Endorsement Factor, Over-insuring Factor.

The risk-specific factor will be less than 0 and does not have a big impact on the

premium.

Given the framework category factors of Doctrine, Conflict, Entity, Size,
Business Criticality, Timing, Size of IT Staff, Type of Data and Claims History, factors

in the HISCOX model that are the same or similar are highlighted.
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There is also an “optional coverages” factor, which results in a multiplier to the
basic coverage depending on the customer’s desire for otherwise optional coverages (e.g.,
media liability coverage).

RQ2: What new cybersecurity factors should be considered to improve pricing
cyber insurance?

Romanosky, et al (2019), examined questionnaires utilized by underwriters and

found these common factors:

Data Collection and Handling, IT Security Budget/Spending, Organization,
Outsourcing, Security Incidents and Loss History, Access Control, Information
Technology & Computing, Technical Security Measures, Information and Data
Management, Information Network Security Policy, Organizational Policies and
Procedures, Privacy Policy, Legal and Compliance

Given the framework category factors of Doctrine, Conflict, Entity, Size,
Business Criticality, Timing, Size of IT Staff, Type of Data and Claims History, factors

in the Romanosky reference that are the same or similar are in bold type.

The factors chosen for the framework were all supported with references attesting
to their importance in consideration of a cyberattack or data breach. However, both the
HISCOX model, and the Romanosky findings, include more data on the technical
prowess of the IT staff than are separately included in the framework. It is widely noted
in the literature that cybersecurity insurance is no substitute for a sound cyber hygiene
policy; see, for instance, Groves (2022). Therefore, the framework assumes that the
standard cybersecurity techniques are deployed at the potential insurance customer’s
network. Nevertheless, it appears that underwriters are willing to price out a policy for a

network with substandard security
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RQ3: Which of the factors are the most accurate for predicting premiums?

Based on the Case Studies, the chosen factors are useful risk predictors within

certain ranges of enterprise size. However, from the perspective of pricing a continuous

policy, some of the factors, while useful risk predictors, are instantaneous in nature and

not fully necessary for a premium quote. For instance, a “conflict” may exist in the world

but in many cases, a corporation or government agency might be affected by that

condition for a short time, and therefore to have conflict color the premium cost on a

continuous basis is not necessary. Similarly, “timing” factors—holidays, weekends,

weather periods—would generally affect everyone in the information networking world

and thus can be dropped as a pricing factor.

5.2

Hypotheses

H1:

Factors related to observed data breaches are predictive of cyberattack loss
valuation, including the date, the business of the enterprise, the size of the
company, and the location of the company and therefore are good factors
for premium pricing.

Each of the factors within the framework has shown to be indicative of
potential loss:

Doctrine: there is a religious or social identification that puts the organization
at risk. Rather than targeting because of a particular social position, hackers
also go after those companies that claim to be socially conscious but in fact
violate their own policies (Delaware, U. of., 2022). Doctrine has a weight of
0.5 in the framework calculation.

Conflict: there is a military conflict. In 2017, Russia’s “NotPetya” malware
jumped borders and spread around the world (Madnick, 2022). Conflict also
has a weight of 0.5 in the framework.

Entity: the type of business. Those industries most vulnerable to cyberattacks
in 2021, according to cdnetworks.com, were small businesses, healthcare
institutions, government agencies, energy companies, and higher education
facilities (CDNetworks, 2021). Entity carries a weight of 2.0 in the
framework.

Size: small businesses are attractive targets for cybercriminals because they
are assumed to not have the same levels of security precautions as larger
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institutions. Competing research shows that larger corporations are highly
targeted (Comerford, 2022; Afifi-Sabet, 2018). Size in terms of revenue
carries the largest weight in the framework (5).

5. Business Criticality: how much public disruption can a cyberattack cause.
The 2013 Bowman Avenue Dam attack was one of the first on US soil and
predicted attacks on infrastructure (Cohen, 2022). Criticality is assigned a
weight of 1.

6. Date: date, a holiday is imminent, long weekend, or stressful weather period is
imminent. Corporations tend to become careless (McGuigan, 2021). Date is
assigned a weight of 1

7. Size: of the IT staff vs. company size. “Information Security Staffing
Guide.” Fimlaid, Justin. NuHarbor Security, Mar. 5, 2019. From a sample of
250 companies in different industries, a general rule is your security staff
should be between 5-10% of your IT staff (Fimlaid, 2019). Size of IT staff
carries a weight of 1.

o

. Type of data: PII and credit information are vulnerable. Hackers can sell your
data to other criminals. https://www.f-secure.com/en/home/articles/why-do-
hackers-want-your-personal-information (F-Secure, 2020). Type of data
carries a weight of 3.

9. Claims history: repeat offender/large claims. Two-thirds are hit again within
a year (Hope, 2022). Claims therefore carries a weight of 4.

Sufficient sources exist to support the factors in the framework as predictive of
cyberattack loss.

H2: A war/insurrection, the visibility of the insured in public discourse of
social issues, an election, and population can be added to improve loss
correlation.

1. The date: here referring to the day of the week. Evidence supports a
significant “Friday effect” revealing that most breach reports take place on
Friday (GRC World, 2022). It has been previously stated that holiday periods
show a spike in cyberattacks (CISA, 2021). From a perspective of using these
statistical trends to make premium decisions, it should be noted that all
enterprises will conduct operations over weekends, on Fridays, and on
holidays. Thus, the adjustment of a premium by way of the day of the week is
weakly indicated.

2. A warl/insurrection. The references contain many examples of the use of
cyberwarfare between nations, with disruptions ranging into the billions of
dollars. A problem (Martin, 2022) exists in identifying the most vulnerable
networks to war-initiated attacks because not only are nations and defenses
involved. The NotPetya attack is thought to have been aimed at Ukraine but
misfired, wreaking havoc among diverse enterprises worldwide. To predict
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that a particular client is more subject to cyberwarfare than another is difficult.
What is more likely is that acts of war are simply excluded as coverage by an
underwriter. All corporations should be wary in times of escalated tension
(Voreacos et al., 2019).

3. The ideology of the insured. Some companies tout their religious adhesion by
staying closed on Sundays. Some openly support social causes that are widely
unpopular in some communities. Mostly American brands could be said to
openly champion the country’s principles of law and human rights. Do these
stances make the company more vulnerable to cyberattacks? In the search for
an answer, the question arises, do these principles publicly stated make the
company vulnerable for a reason other than its wealth, its cyber preparedness,
the type of data it handles, or the type of business it is in? Few examples are
found in the literature, and until actuarial data is accrued that attests to an
ideology as a predictive factor, it should not be used.

4. An election. Much cybersecurity activity can be expected at election time
(Bergengruen, 2022). An organization that is involved on a contractual basis
in election operations, vote counting, result storing, and results broadcasting
should expect attack activity.

5. Population. In this case, population refers to that of the network headquarters.
Avre big-city networks more vulnerable than smaller cities’? Or is the reverse
true, that smaller cities are easier to hack than larger ones? Considering that
larger cities have much higher financial stakes in their IT networks, it is
probably the case that a successful attack could be very expensive. But this
matter can be taken into account via the budget involved, accounting for it in
the final premium cost. Thus, the population is not deemed very important
(Newcombe, 2022).

Out of the date, a war/insurrection, the ideology of the insured, an election, and
population, only the election time is a reliable indicator of increased cyberattack
potential.

H3: Base asset value, (or revenues), industry type, historical claims, and
sensitivity of data are the most important for premium pricing.

1. Base asset value (or revenues) is the driving factor in the HISCOX pricing
model. According to Romanosky, et al. (2019), in surveys, “... the base
premium is assessed as a function of the insured’s annual revenues.” This is
the top factor in the framework.

2. Industry type. Two modifiers are included in the HISCOX model to account
for industry type. According to (Romanosky), «...carriers attempt to control
for risks to the insured based on the industry in which it operates.

However... there was no consistency regarding approach, or any consensus
on what the insurance industry would consider the “most” risky.” Because of
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its inclusion in the modeling, however, industry type is considered important
for the framework.

3. Historical claims. Corporations that are hit will be hit again (Hope). “In
almost all questionnaires, the insurer collected information about the
applicant’s experience with regard to past security incidents (Romanosky).”
Thus, history of claims is a most important factor.

4. Sensitivity of data. Per Woods et al (2017), .. .the insurer secks information
relating to the type of data collected by the applicant, via the question ‘Do
you store, process and/or transmit any Sensitive Data on Your Computer
System?”” Data classification is critical for pricing.

Sources exist to support Base asset value, (or revenues), industry type, historical
claims, and sensitivity of data in the framework as the most important of
cyberattack loss.

5.4  Conclusions

This praxis has explained the importance of cybersecurity insurance as a risk
mitigation technique, given that attacks on enterprise and governmental information
systems by bad actors including ransomware have increased to an annual impact of $6.9
billion USD (Smith, 2022). Unfortunately, since actuarial pricing of such insurance has
been elusive due to lack of loss and claim data for the relatively new insurance line (Pate-
Cornell & Kuypers, 2022), ways for premium pricing have required use of complex
pricing data published by the underwriters. To date, application of statistical and
machine learning techniques for premium estimation remain largely theoretical due to the
afore-mentioned lack of data (Romanosky). A simplified model is demonstrated that can
be used to price cyber insurance premiums using a few profile factors for the client’s
business. Those factors form a pricing framework that can enable simplified pricing by
non-insurance professionals. Results from the model are compared in some simple case
studies with government-mandated pricing information supplied by insurers and

accessible through the System for Electronic Rates & Forms Filing (SERFF) database
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(NAICa, 2022). Its results are shown to provide reasonable comparable accuracy with
SERFF data.
5.5  Contributions to Body of Knowledge

Whereas typical pricing information through SERFF requires complex tables and
many pages for application, the proposed framework requires simple spreadsheets. This
contribution allows clients to more easily determine pricing of their cyber insurance. This
framework will be used by companies/institutions for determining pricing estimates for
cyber insurance premiums. Relative importance of pricing factors have been compared
with the HISCOX data in creation of the framework model, and through publication
review, the most important factors chosen.
56  Recommendations for Future Research

Given the obvious lack of actuarial data detailing claims paid under cyber
insurance, an evaluation of proposed standardized datasets for reporting cyber claims
could be made, with an eye to inclusion of factors considered important in this praxis. As
more datasets are gathered, further attempts to apply machine learning and regression

techniques can be made with an expectation of greater accuracy.

The framework as illustrated scores each insurance type using a risk assignment
system (Figure 7), with each factor weighted on the spreadsheet based on importance as
derived from the references (Section 3.5.1). More accuracy and applicability could be
expected with further work with factor weights. This could be accomplished as a
weighted combination with subject matter experts, beyond the cited literature used in this

paper, and/or paired comparison study to determine proper weights.
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Appendix A

As mentioned earlier, the PRC (Privacy Rights Clearinghouse) database was
utilized to produce a predictive model, using the factors that are indexed in the PRC.
Those factors are in the PCA analysis of Figure 21. To make the data calculation ready,
the PRC records were randomized and sorted to remove records with valuation of 0.

This resulted in a database of 6825 records (incidents; Excel rows). Minitab was
used for regression analysis. Figure 22 shows a model created containing the factors
from PRC. The R value shows that the accuracy of the model is low.

The PCA analysis showed that the business type, the type of attack, the market
size and the occurrence of an election constituted 0.655 cumulative of the correlation

matrix.

Linear regression model from Minitab
PRC DATA BREACH CHRONOLOGY SORT

Principal Component Analysis: Business_1, |

Eigenanalysis of the Correlation Matrix

Eigenvalue 1.4975 1.0710 1.0150 1.0037 0.9125 0.8868 0.6134 The tOp four, out of 7,
Proportion 0.214 0.153 0.145 0.143 0.130 0.127 0.088 independent Variables account

Cumulative 0.214 0.367 0.512 0.655 0.786 0.912 1.000 . g
for 0.655 of the variance in the
model.

6824 cases used, 10008 cases contain missing values

Eigenvectors

Variable PC1 PC2 PC3 PC4 PC5 PC6 PC7
Business_1 0.657 0.074 -0.044 -0.042 0.044 -0.052 0.745
Mo_1 0.096 0.259 0.680 0.533 0.397 -0.118 -0.072
Day_1 -0.015 0.180 0.421 -0.843 0.277 -0.037 -0.047
Type of attack 0.484 0.290 -0.164 -0.001 0.101 0.681 -0.424
Election 0.274 -0.607 -0.224 -0.017 0.623 -0.237 -0.248

Known Adversary -0.045 0.664 -0.500 0.007 0.264 -0.476 -0.105
Population rank  0.498 -0.032 0.178 -0.061 -0.544 -0.485 -0.430

Figure 21: Regression analysis from Minitab.
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Given the database available, regression analysis did not provide an accurate

predictive model.

Multiple Regression for Actual valua
Model Building Report

X1:Business_1 X2:Mo_1 X3:Day_1 X4:Type ofatta X5:Population r

Final Model Equation
Actual valu = 67600196 - 20095980 X1 + 8747405 X2 + 10056099 X3 - 3712147 X4 - 21298112 X5 + 634517 X142 - 1222687 X372 + 1561172 X5~2
+ 1725216 X1*X5 - 459062 X2*X4 - 980550 X2*X5 + 960258 X4*X5

Model Building Sequence
Displays the order in which terms were added or removed.
Step Change StepP  Final P

Incremental Impact of X Variables
Long bars represent Xs that contribute the most new
information to the model.

1 ex oo oo Business 1 [ ]
Addxs oss9 002 ‘ wo. [
Add XI'XS  0.000 omo‘[] oay.+ Il
| _
2 AddX2 0120 (uoeﬂ :::‘::m
nr
e
Add X2°Xs  0.000 onooh | 0.00 025 0.50 0.75

Increase in R-Squared %
3 Add X4 0615 0264 []
l

Add X4°XS 0003  0.009 Each X Regressed on All Other Terms
Gray bars represent Xs that do not help explain
4 AddX5"2 0010 0009 | additional variation in Y.
! Business, l_
5 AddX2'X4 0019 0018 [] i
| Mo_1|
6 Addxin2 oon  oon|| ‘ i
| Day |
7 addxa oss osms]| Type of atta [
|
Addxsr2 0037 0037 population r [
) 2 50 7 100 0 50 100
R-Squared(adjusted) % R-Squared %

A gray bar represents an X variable not in the model.

Figure 22: Model with all factors in the PRC.
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