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Using ML Models to Help MedTech Companies Predict Recalls Based on Critical 

Software Failures, Assess Software Change Control, and Forecast Software-related 

Recall Costs. 

 

This research is primarily looking into medical device recalls due to software-

related issues. Modern medical devices are dependent on software heavily for precision 

diagnostics, patient monitoring, and automation. There is a significant trend or variability 

in medical device recalls due to software-related issues. Failure to predict software-

related recalls can result in catastrophic losses to manufactures and also to patient safety. 

These recalls could potentially result in subsequent financial implications. And any such 

financial implications will amplify overall healthcare expenditures. 

The predictability of software-related recalls is dependent on understanding of 

the key features such as Device Class and Medical Specialty Panels in addition to Recall 

information that correlates with the target features is highly important. Manufacturers can 

use such knowledge to better optimize any further consequences. There are several 

consequences such as downtime, reputation, and financial implications. 

The existing literature focuses on predictability of medical device recalls but fails 

to address financial implications such as cost impacts. Most of the current work is done 

on predictive maintenance and understanding the different categories that lead to medical 

device recalls. Also, the findings of most of the existing research is limited to the 

temporal duration and dataset. 

This research is the only study that leveraged ML modeling techniques beyond 

the software-recall prediction and subsequently focusing on financial impacts such as 

cost impacts primarily with direct costs based on the number of quantities impacted by 

predicting the unit price of the medical device. Also, the use of larger representative and 

up-to-date data, this study resulted in better testing of all the four Hypotheses. 
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Chapter 1 – Introduction 

 

 

 1.1 Background 

 

Medical devices are key in the healthcare eco-system, their success is 

dependent on several factors such as adhering to innovative design, connectivity, 

regulatory compliance, safety, clinical efficacy, and high-quality software 

standards. Software has a key role in the success of these devices and medical 

practitioners are dependent on the information generated by these devices towards 

further diagnosis. As mentioned by the author (S. Sudershana et al., 2007), software 

is one of the vital component in most of the modern medical devices. This research 

will explore these factors in more detail, including software change control 

processes. According to (B. Singh & S. P. Kannojia, 2013), designing a qualitative 

software without any failures is of greatest importance in most of the industrial 

sectors. A software failure can occur due to either a design defect or change in the 

software. One of the major reasons of software failures observed in medical devices 

is due to inadequate change control issues. And effective change management is 

crucial for businesses that are heavily reliant on software and services to minimize 

incidents induced by changes (E. Kapel et al., 2024). Reliable software enhances 

outcomes by providing valuable information for diagnosis and report analysis, 

ultimately supporting effective treatment strategies.  

Software is also one of the top 5 reasons for medical device recalls. As per 

the research performed “during the six-year period between 1999 and 2005 

attributed to 1,261 recalls (33.4 percent) to software-based medical devices” (H. 

Alemzadeh et al., 2013a). The data from FDA also mentioned that one out of every 

three medical devices that has been recalled is mainly due to software-related issues 

(Z. Fu et al., 2017a). Therefore, gaining insights into critical software failures and 
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improving software change control practices can significantly reduce software-

related recalls of medical devices. Increasingly, medical devices are relying on 

software and mostly software failures are caused by 1) design defects and 2) change 

control. Medical devices are failing, and significant financial losses are 

experienced. Medical device recalls is the metric (measure) by which you can 

evaluate the financial implications of the software failures. This research aims to 

examine the impact of software failures on medical device recalls by forecasting 

their financial consequences. In a report published in 2018, there has been a 

substantial increase of product recalls by 126% which were mostly due to failures 

reported in software (P. Lakkamraju et al., 2020). As highlighted in the later 

literature review summary, this ongoing rise in software-related medical device 

recalls will result in significant financial consequences. 

 

 1.2 Research Motivation 

 

This research utilizes machine learning-based predictive modeling to 

predict critical software failures, assess the effectiveness of software change control 

based on inadequate change control issues, and forecast the costs associated with 

software-related recalls. There is enough study in the field of predicting recalls due 

to software-related but none of them really provide cost impacts and subsequent 

financial implications. It is always important to provide manufacturers with 

outcome based actionable insights so that further implications are controlled. It is 

nice to have a predictive modeling for recalls related to critical software-failures, 

but it is vital to understand the So-What factor, which led to this research study. It 

is not easy to determine the financial implications as there are several costs such as 

direct and indirect costs which is not documented or published. But since there are 

severe financial losses that are incurred as a result of such recalls especially in this 
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evolving modern MedTech, it is highly important to predict those impacts so that 

manufacturers are prepared to control their expenses which ultimately will benefit 

rising healthcare costs. The healthcare industry is one of the fastest growing 

industries globally based as the spending has doubled, “hitting US$8.5 trillion in 

2019 and 9.8% of gross domestic product (up from 8.5% in 2000) and overall 

spending could exceed $10 trillion by 2022” (Qahtan et al., 2023).  

Software is one of the main component in the medical devices such as  

it helps in precision diagnosis, patient monitoring, automating, image analysis, 

connectivity, and also predictive analysis with AI transformation. The same 

software can be vulnerable to failures if not designed properly and if frequent 

updates are not properly processed through change control practices. Any such 

failures could potentially lead to several catastrophic damages such as wrong 

diagnosis leading to false treatments, issues with dosage deliveries to patients, 

failure to report diagnostic metrics in treating cancer patients, and corrupted 

software could lead to critical issues with implanted pacemakers, and many such 

issues in imaging, radiology and several other medical specialty areas. 

  There is enough study that determines that software design issues have 

been trending upwards “the data from June 2006 shows the data of 21% as 

compared to November 2005 of 17%” (R. L. Feldmann et al., 2007). This trend of 

critical software failures leads to medical device recalls, which can result in 

significant financial losses for manufacturers. The medical device recalls that are 

software-related have increasing gradually, “Between 1983 and 2011, 5.9% (fiscal 

1983–1991), 7.6% (fiscal 1992–1998), 11.3% (1999–2005), and 19.4% (2005–

2011)” (Simone Lisa K., 2013). The main theme is the increasing trend of software-

related recalls overtime. This data suggests that software issues are becoming an 

increasingly significant factor in medical device recalls. Since 2006, the trend 
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shows a clear increase in the importance of software usage in medical devices and 

the corresponding rise in software-related recalls. In the study conducted by (Z. 

Jiang et al., 2016), software in pacemakers and defibrillators contain several lines 

of code ranging between 80 to 100k lines of code to automate sensing, controlling, 

and actuation decisions within the human body over the devices five-to-seven-year 

lifetime. So, most of these studies do prove positively that there is a steady pattern 

in the growth of medical device recalls due to software-related failures. Thus, 

software in medical devices has become more crucial that contributes equally to 

overall health care industry (RONQUILLO & ZUCKERMAN, 2017). And the 

financial impact of software-related recalls affects the entire healthcare ecosystem, 

with the manufacturers of those devices bearing the significant burden. 

 

 1.3 Problem Statement 

 

Critical software failures in medical devices often affect software functionality,  

leading to recalls and subsequently increasing recall costs. 

The main motive of the efforts in this research is to address critical software 

failures that compromise software functionality. The significance of this study is to 

clearly emphasize the economic impact of medical device recalls resulting from software-

related failures. These financial losses from medical device recalls will impact global 

healthcare expenditures, as discussed in the above research motivation section. So, it is 

clearly witnessed from the above research motivation that rise of software implementation 

in most of the modern medical devices is inevitable. This huge need of software 

integration in medical devices could lead to risks caused by software failures, mainly 

because of inadequate software design and change control mechanisms. These two issues 

have been major contributors to the software-related failures. 

Amongst the most common causes, “process control and software design were the 
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next most common causes, contributing to 22 (11.4%) and 21 (10.9%) of all recalls 

respectively” (Dubin et al., 2023). Also, software configuration issues / software 

malfunction played a critical role in software integrity of medical devices (Aaliya Parvin 

MJ et al., 2024). Consequently, the incidence of inadequate change control issues has 

steadily increased over time, rising from 10% to up to 20%. For instance, in radiation 

oncology devices, software issues accounted for 49% of recalls, with change control 

contributing to 16.7% (Connor, M. J., Tringale, K., Moiseenko, V., Marshall, D. C., 

Moore, K., Cervino, L., Atwood, T., Brown, D., Mundt, A. J., Pawlicki, T., Recht, A., & 

Hattangadi-Gluth, J. A., 2017). Inadequate design means a device that fails to function 

correctly or does not perform as intended due to flaws in the design or development 

process. The errors in software are caused mostly due to design or implementation issues, 

these can happen anytime during the software development lifecycle such as at the time of 

requirements definition, architectural guidance, actual engineering development, and 

during the final deployment process (Yi et al., 2019). Inadequate change control, on the 

other hand refers to poorly managed changes such as software updates, modifications, and 

fixes that lead to new issues. Manufacturers have handled majority of software change 

control issues “80 percent (623/778)” (H. Alemzadeh et al., 2013b) with the newer 

software version or patch updates. Also, inadequate change control is often caused by 

poor version control practices, insufficient testing and validation processes, and failure to 

adhere to established standards during software updates. These issues could further 

increase the failures leading to downtime, recalls and subsequent financial consequences 

for medical device manufacturers, driving up overall costs.  

 

 1.4 Thesis Statement 

 

Machine learning classification algorithms and regression-based Decision Trees 

forecasting models can predict critical software failures, assess software change control 



 

6  

practices, and estimate financial implications of software-related recalls in medical 

devices. 

There is already published literature on predicting medical device failures, and 

also some significance to software-related failures. However, the impact of software 

configuration and the financial losses to the healthcare sector due to software-related  

failures, using Decision Trees, has not been quantitatively assessed. This current research 

will develop a machine learning model that utilizes independent variables such as 

(medical device type, software failure type, software change and update issues, device 

class, past recall history, resolution time for previous recalls, manufacturer’s market 

share, lawsuits from prior recalls, stock price movements following recalls, and annual 

revenue from the affected product line). Additionally, it will incorporate parameters 

analyzing software failures related to inadequate design and change control, assessing 

change control practices and accurately forecasting critical software failures and their 

financial consequences. The model will predict dependent variables such as (likelihood of 

critical software failures leading to recalls, time until the next critical failure, failure rate, 

financial impact of recalls, and revenue loss). 

 

 1.5 Research Objective 

 

There is a gap in determining the implications of medical device recalls caused 

by software-related failures, which need to be quantified into measurable values, such as  

financial costs. The goal and direction of research is to bridge that gap by identifying the 

key variables that impact financial outcomes, as well as developing machine learning  

model to predict critical software failures and assess software change control issues 

caused by inadequate change control. The key variables will guide the data collection 

process, including device failure data such as manufacturer name, device name, device 

issue, event description, and number of events, which will be gathered from the Device 
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Events tool that gets the data from the FDAs data sources periodically. Additionally, 

recall data such as recalling firm, recall number, recall class, recall reason, classification, 

product description, product type, product quantity, and recall dates will be collected 

from same source (Device Events) covering the period ranging from 2012 to 2025. 

Classification algorithms will be employed to predict variables linked to critical software 

failures, focusing on issues related to inadequate design and ineffective change control 

practices. Finally, apply Decision Trees to the model to forecast financial losses due to 

software-related recalls. 

The main objectives of the research are: 

1. Determine the independent variables or features related to software failures specific 

to design and change control that affect the devices recalls. For this research, 

machine leaning classification algorithms along with regression-based decision trees 

will be used for identification of these software-related failures and common causes 

of failures, using the historical data listed in the Device Events platform which gets 

data from MAUDE, FDA Enforcement Report, and Medical Device Recall databases. 

2. Also, identify the features related to costs such as manufacturer name, product name,  

medical specialty, device class, unit price, and product quantity from the affected 

product line to estimate costs associated with recalls. For this research, the hybrid 

approach with Decision Trees is used to forecast the costs associated with recalls. 

3. Design ML based models that predict critical software failures, assess software 

change control practices, and forecast software-related recall costs. 

4. Evaluate and validate the model’s prediction capability. 

 

 1.6 RQs and Hypotheses 

 

The goal of this research is to build a novel ML model that predicts medical 

device recalls related to critical software failures and assess software-related change 
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control practices and forecast quantifiable costs of software recalls measured as potential  

financial impacts. While most previous work has focused on predicting software failures,  

this study examines the financial consequences of medical device recalls due to software-

related issues. 

Research Questions: 

RQ1: Can ML-based classification algorithms accurately predict the likelihood 

of critical software failures of medical device recalls? 

RQ2: Can ML-based classification algorithms accurately predict the likelihood 

of critical software failures of medical device recalls due to software change 

control issues? 

RQ3: Do techniques such as the Receiver Operating Characteristic (ROC) Curve  

evaluate the performance of classification algorithms? 

RQ4: Will the model forecast the financial impact of recalls caused by software- 

related failures? 

 

Research Hypotheses: 

RH1: ML-based Classification algorithms will analyze various factors and 

relevant patterns to predict failure types due to software design issues. 

RH2: ML-based Classification algorithms will analyze various factors and 

relevant patterns to predict failure types due to software change control issues. 

RH3: A predictive model can classify software-related failures leading to recalls 

achieving a ROC AUC greater than 80%. 

RH4: The model will predict the financial implications of software-related 

recalls such as price of medical device. 

 

 1.7 Research Scope 

 

  This research scope is limited to medical device recalls due to software-related, 
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and the primary categories of software-related recalls are software design and software 

change control issues only. The relevant data will be extracted from Device Events 

platform which gets the feed from U.S. FDA MAUDE data source and is publicly 

accessible. The duration of the data gathered will be between 2012 and Q1’ 2025. The 

features that will be relevant to the scope will be Device Class, Medical Specialty Panels, 

Impacted Quantity, Recall data, and Unit Price. The predictive modeling techniques that 

will be used are both classification-based and regression-based algorithms. 

 

 1.8 Research Limitations 

   

  This study is subjected to the field of medical devices industry only and 

not to any other sectors. There is a fair representation of data between 2012 and Q1’ 2025 

that is leveraged for this study. The data that will be gathered is relevant to medical 

devices recalls only and not any other adverse events related. The study is focused on 

predicting software-related medical devices recalls. Also, the data gathered for financial 

implications is limited to one category of direct costs such as Unit Price and not any other 

costs involved. The predictive modeling techniques implemented are both classification 

and regression depending on the nature of Hypotheses. The features that are correlated 

with software recall prediction are further extended for Unit Price and overall Cost 

Impacts prediction. 

 

 1.9 Praxis Structure 

 

Praxis is structured into 5 chapters as mentioned below covering all the aspects 

of ML modeling: 

Chapter1: This chapter outlines readers with the background, overview of 

problem statement, motivation behind the research, research scope, limitations with the 

study, research questions and corresponding hypotheses. 

Chapter2: This chapter details about literature review covering the foundations of 
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the study and relevant study that is already published. The key specific areas that are 

covered as part of this section are software development standards, software change 

control management, software quality & failures, medical device recalls, and financial 

impacts. 

Chapter3: This chapter covers detailed methodology and framework such as data 

collection process, preprocessing, data cleaning, EDA, feature engineering, feature 

selection process, ML modeling, model evaluation, and performance analysis of the 

models in terms of prediction. 

Chapter4: This chapter covers the ML modeling results along with respective  

statistical significance results for all four hypotheses. 

Chapter 5: This chapter concludes the research with learnings, contributions,  

limitations, recommendations, and future work.

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



11 

                                                          

 

Chapter 2 - Literature 

 

   2.1 Introduction 

 

 A detailed literature review was conducted focusing on several key themes 

starting with Device Class. Classification of a medical device is a pre-market designation 

by a regulatory body. There are several classes under which a medical device will be 

categorized which will be studied in this literature. The device will further be classified 

based on the existing medical specialty panels depending on the severity it possess. If the 

medical device has to undergo a recall then there are several classes it will undergo, and 

relevant recall information will be documented. In our research, we will focus on 

software-related medical device recalls which then brings us to learn different aspects of 

software study in medical devices. It is vital to deep-dive the literature of several aspects 

such as software development standards, software change control management, software 

quality & failures, medical device recalls, and financial implications such as product cost 

impacts. Software is critical in most of the medical devices and is equally vulnerable in 

this modern MedTech era. The below Figure 2-01 highlights the flow of our study and 

focuses on topics that are relevant to medical device domain and our research work. 
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Figure 2-01 Literature Review Framework 

 

Several research were conducted in the area of predicting software-related 

failures using machine learning algorithms. Joshua Emakhu has also published a study on 

predicting failures that are due to software issues by leveraging ML algorithms in 

medical device recalls (Joshua Emakhu, 2020). This chapter also explores the current 

techniques employed for predicting critical software failures that result in medical device 

recalls, incorporating most of these techniques in the proposed methodology. However, 

most of these studies do not consider the consequences of medical device recalls, such as 

financial losses. The model applies advanced machine learning methods incorporating 

decision trees which will predict critical software failures as well as forecast financial 

losses such as product recall costs from software recall events. This decision tree-based 

approach has gained prominence in forecasting financial impacts and has been the subject 

of several scoping reviews. 
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   2.2 Device Class, Recall Class, and Medical Device Specialty Panels 

 

 In our study, we will analyze outcomes in relation to device classification, 

medical specialty and the recall class. The relationship between medical device class, 

specialty panels and recall classes runs indirectly while the risk profile and functionality of 

medical devices determine the probability and severity of recalls. U.S. FDA organizes 

medical devices into device classes and respective specialty classification panels. As 

mentioned by (Shah et al., 2023), each device is categorized into respective device class 

based on the risk and potential harm to the patient. The classification of devices by 

medical function and danger level operates under these panels from the assessment of 

hazardous consequences stemming from device defects. Recalls certified as Class I tend to 

affect devices in high-risk panels (e.g., Cardiovascular) which are classified as device class 

III. Additionally, software-based problems with devices in moderate-risk panels (e.g., 

Radiology) can result in meaningful recall activities. As per (Title 21 of the Code of 

Federal Regulations (CFR), 2018), each medical device is classified based on the closest 

match and is organized into respective specialty panels which has usage information that is 

further categorized into the below classes. Understanding the regulatory classification of 

medical devices is essential, as it is based on their intended use, indications for use, and 

associated risk levels. 

• Class I devices pose low risk, such as tongue depressors, which are generally not 

life-sustaining. 

• Class II devices carry a moderate risk, like infusion pumps, which may deliver 

medication. 

• Class III devices involve high risk, such as pacemakers, which support or sustain 

life. 

Also, it is necessary to learn the categorization of these medical devices under recall 
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classes based on the severity of risk and consequences they can cause. Below Table 2-01 

from (Joshua Emakhu, 2020) depicts the same. 

 

Table 2-01 U.S FDA Recall Classification 

 

 In his published paper, Joshua emphasized the importance of understanding  

medical device classification and its corresponding recall categories, as this knowledge 

helps prioritize the most critical areas during research. Given the consistent rise in 

software-related recalls, it is now essential to examine these trends. (Joshua Emakhu, 

2020) also compiled data on FDA recall classifications due to software failures, which is 

presented in the below Table 2-02. Therefore, analyzing recall data based on Class type 

(I, II, III) to identify persistent software-related failures, corresponding recall events, and 

financial effects associated with each class. This strategy will help manufacturers achieve 

better understanding in identifying and prioritizing severe software-related issues. And 

our research will focus on this strategy to determine product recall costs representing 

financial consequences. 
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Table 2-02 Classification of FDA Recalls 

  

 

Figure 2-02 Review Panels involved in Medical Device Recalls (2020-23) 

 

Based on the research published by (Z. Fu et al., 2017b), defects are one of the 

main cause for the medical devices to be recalled. In his study, Z. Fu detailed the 

methodology for gathering medical device recalls that are mainly due to software-related 

issues, classifying the main types of software failures, and analyzing recall trends over 

time. As much as his study focused on distribution of different fault categories, it also 

requires further emphasis on software development standards which is critical to software 

design. 
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   2.3 Software Development Standards 

 

 Software development standards is foundational to software design and lack of 

adherence leads to failures. As mentioned by(Kaestner, 2024), IEC 62304 details 

standards for software development lifecycle in medical devices. Any failure to adhere to 

software standards will result in poor software design. (M. Kassab et al., 2017) focused 

his study on practices involved in software development for medical devices but mainly 

conducting survey across multiple applications and domains. The survey is focused on 

requirements engineering and software architecture. And as per (Farshidi et al., 2020), 

software architecture is critical for any system to be designed as per the requirements 

meeting all the quality attributes. And (M. Kassab et al., 2017) also emphasized that 

architecture will define the functionality of the design as per the requirements 

engineering. Hence an effective software product is one that follows established 

methodologies, adhering to standards, meeting the requirements, and foundationally 

strong in architectural approach. 

 Software is robust based on its design by following the above standards and with 

architectural guidance. Also, as per (S. Chatterjee et al., 2023) research opportunities in 

design science in the areas of information systems is also one of the key focus in digital 

transformation. The digital transformation in the field of software expands over-time and 

so is the complexity that grows along with it. In the Chatterjee’s study a great detail on 

design science has been articulated but software is robust only if it also adheres to quality 

as much as design and standards are foundational. As poor software quality can lead to 

potential vulnerabilities and subsequently result in failures. And (A. Baabad et al., 2022) 

emphasized on software quality and its negative impacts. Hence, software in medical 

devices requires strict adherence to software standards, follow architectural guidance, 

software design research, requirements engineering, and deliver qualitative product. 



17 

                                                          

 

   2.4 Software Change Control Management 

 

 Software change control management requires proper adherence to source code 

management, change practices, and up-to-date regulatory updates. Several publications 

have explored the importance of effective source code management. (M. J. Rochkind, 

2025) did an extensive analysis on Source Code Control System (SCCS) which detailed 

effects on software engineering process. This journal detailed key elements of SCCS such 

as versioning and branching which is foundational. Also, the researchers from 

(M. den Besten et al., 2021) emphasized on collaborative practices developed by SCCS 

towards unified codebase management. This approach may lead to merge conflicts as 

multiple people start to work on single code repository. And authors (E. Dinella et al., 

2023) explored the research on merge conflicts in a collaborative setup before developing 

an automated merge conflict resolution using ML techniques. Their DeepMerge 

application helps resolve merge conflicts based on sequence-to-sequence model 

algorithms. But none of these studies emphasized on software change control issues 

leading to medical device recalls which highlights a significant gap. Software is always 

evolving with newer requirements, change requests, library updates, versions, patches 

and any mishandling will result in potential bugs leading to failures. (A. A. Seyam et al., 

2021) shared an advanced hybrid approach to localize bugs by incorporating version 

history data and coding complexity metrics. His study focused on debugging methods by 

maintaining proper version history of the code. Hence, constant changes to the code 

without proper versioning could lead to the code maintenance challenges in terms of 

debugging and higher risk of discrepancies resulting in conflicts. 

 And finally, these could result into formatting errors, incorrect patch updates, 

installation failures resulting in inconsistencies in the software in the medical devices. 

Such challenges can also lead to hardware-software incompatibility, patch updates, and 
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further integration issues with legacy systems. Hence software merge conflicts can be 

resolved with proper versioning and branching mechanisms. (G. Seibt et al., 2022) 

emphasized that  incorporating syntactic structure into version control tools can 

significantly improve software merge accuracy. The other challenges that emerge most 

frequently between hardware-software incompatibilities is during software updates, 

patches, and any dependencies especially when the version of software changes. This is 

mostly observed whenever newer software versions introduce APIs for functionalities 

that are not supported by legacy hardware. This will eventually lead to backward 

incompatibility and thereby jeopardizing system stability. As per (A. Yamaoka et al., 

2024), it is highly necessary to know the changes in the dependent libraries that 

potentially effect the existing system and identify the cause of such incompatibilities. 

 Some of the main reasons behind software change control issues in medical 

device recalls is due to configuration/version failures. In 2022 (U.S FDA, 2022), the 

Medtronic Guardian mobile app stopped uploading glucose data when a user terminated 

during the app update which resulted in version conflicts and resulted in change control 

issues. In 2023 (U.S FDA, 2023), a software downgrade of pharmacy-dispensing software 

in the Pyxis medication cabinet resulted in a version control issues resulting to recalls. In 

(U.S FDA, 2024), Fisher & Paykel addressed a faulty software logic flaw in the Airvo 3 

respiratory device with a new software update. 

 The next most important thing is comprehensive functional testing, validating the 

change, and regression testing across all possible supported medical devices can be 

highly complex in setup, configuration and resource-intensive in a virtual environment. 

This could lead to insufficient validation and verification of software updates with limited 

hardware configuration. It is always limited and complicated to simulate real-world 

clinical environment such as hospital setup. (A. Lauber et al., 2018) talks about a testing 
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methodology applicable to automative software updates leveraging virtual platforms to 

perform automated testing managing various system configurations. Virtually testing the 

systems is considered as an optimal solution when physical testing is a challenge. But 

none of the studies explicitly focus on relationship between test quality and failures. The 

emphasis is on scalability and virtual simulation techniques and not on any deficiencies 

in testing practices. 

 

   2.5 Software Quality and Failures 

 

Software Quality in medical devices has been studied widely given the 

catastrophic effect a minor defect can cause. We have historically witnessed it based on 

the events such as Therac-25 case (N. Silvis-Cividjian, 2024), which demonstrated life-

threatening consequences due to software bugs, poor software quality, doubtful error 

messages, and failure to shut itself down when something is wrong. Post-market 

surveillance data and FDA recall reports indicate that medical device recalls due to 

software-related issue are trending. Hence, exhaustive software quality testing following 

the standards and methodologies is key in mitigating the risk of medical device recalls. 

In this study (U.S FDA, 2019), U.S FDA offers detailed guidance on software 

validation techniques used in medical devices, emphasizing critical elements of software 

testing methodologies, including thorough documentation practices. As highlighted by 

(N. Silvis-Cividjian, 2021a) at Vrije University Amsterdam, accidents don’t happen 

because of a minor typos in the software code, but because people panic or do not 

understand the instructions, issues with sensors, and not adhering to quality standards. In 

the recent Boeing accidents, the MCAS software (N. Silvis-Cividjian, 2021b) did exactly 

as expected to push down the aircraft’s nose whenever stalling was imminent. However, 

the aircraft was not stopping, and the problem was with a failed sensor that made the 

software believe fault as a feature. Also, the pilots never had any training to manually 
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override the MCAS system. In each of these cases, the result was fatal. Several software-

related failures have caused wide-spread consequences across aviation, healthcare and 

manufacturing sectors. (Watt Eugene van der, 2025) talks about such failures where a 

trivial issue in software caused catastrophic consequences. Hence a thorough and 

systematic testing of software is necessary to detect issues, fix them, retest and deploy 

them accordingly before they are leaked into production. 

 So as long as there is strong software testing practices in place, it is also 

important to proactively predict them using advanced machine learning techniques. 

Authors (A. Marie Neufelder & T. Neufelder, 2024) discussed on ML methodologies that 

were implemented successfully in the field of software defect density prediction. They 

both initially relied on traditional approaches but have adopted more modern ML 

methodologies to enhance prediction accuracy and performance of the models. They 

performed it by model comparison techniques, error rates, with and without machine 

learning so as to quantify their argument over traditional approaches. The results, as 

illustrated in Table 2-03 Summary of Model Errors below, show that all three machine 

learning models demonstrated comparatively lower errors. 

 

 
Table 2-03 Summary of Model Errors 

Their topic mainly focused on defect density prediction, but in our research we will  

leverage advanced classification-based algorithms to predict the likelihood of critical 

software failures leading to medical device recalls and further leverage regression-based 
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algorithms to forecast subsequent cost impacts. 

 

   2.6 Medical Device Recalls 

 

A recall is a process that will be initiated when the respective product is unsafe,  

defective, non-compliant with standards, and unable to perform its intended purpose. 

Most of the product recalls are voluntarily initiated by the manufacturers as mandated by 

the regulatory authorities. The primary objective of the product recall is safety from 

potential harm. And as per (Recalls, 2025), manufacturers normally recall medical 

devices voluntarily if the device possess any adverse effects to health. A medical device 

recall typically follows the same where it can either come from regulatory authorities or 

from the manufacturers voluntarily. All the necessary recall process, procedures, and 

guidance is thoroughly documented by FDA in this article (Recalls, 2025). Every 

manufacturer should adhere to these rules and requirements. Author Aaliya Parvin (M J 

et al., 2024) explained several causes of medical device recalls in his study. He 

mentioned that most of them are due to manufacturing issues, software-related, and not 

complying with the standards laid out by U.S. FDA. The author also highlights a 

consistent upward trend in device recalls between 2020 and 2023, with this increase 

observed across various recall classes. Authors (Ronquillo & Zuckerman, 2017) studied 

recalls caused due to software defects between the period 2011 and 2015. Their study 

was primarily around the rate of medical device recalls due to software-related issues. It 

was noticed in their study that “190,000 software units” (Ronquillo & Zuckerman, 2017) 

and above were primarily categorized under severe risk recalls. Also, Alfred did an 

exploratory analysis of medical device recalls between 2014 and 2018 specifically with 

Class I medical devices, examined 871 of them and published that understanding of 

device recalls is essential for manufacturers with respect to product classification, recall 

cause, and number of united affected (Sarkissian, 2018).  



22 

                                                          

 

In another study published by (Vajapey & Li, 2020), medical device recalls not 

only pose a significant health risk to the patients with wrong diagnostic outcomes but also 

subsequent financial implications and reputational damages to the manufacturers. Now, 

let’s look at some of the recent recall trends especially in the year 2022 where U.S. FDA 

has classified “885 medical device recalls” (Tennant et al., 2024) that clearly 

demonstrates the upwards trend. As per the insights published by (UL Solutions LLC, 

2025), there has been a significant surge in medical device recalls for Class I category 

comparatively from “7.7% of all events in 2023 to 10.8% in 2024” (UL Solutions LLC, 

2025). Based on the Below Figure 2-03, software issues is one of the top recall causes. 
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     Figure 2-03 Medical Devices Recall Insights (2024) 

 

While the background, processes, trends, and causes of medical device recalls are 

extensively documented in existing literature, there is limited research focused on 

predicting software-related recalls using machine learning algorithms across all device 

categories, classification panels (as outlined in Section 2.2), and all three FDA recall 

classes from 2012 to 2025. The work published by (Barbosa Slivinskis et al., 2025) 

leveraged ML algorithms to predict medical device recalls. In this study, researchers 
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developed an ML algorithm that analyzed both recall and non-recall data from Google 

Trends and PubMed. They conducted a retrospective study using the data from both the 

sources to predict the probability of FDA recalls. However, this study did not specifically 

focus on software-related recalls, nor did it forecast the associated financial implications 

such as product-related costs. 

 

   2.7 Financial Impacts (Product Costs) 

 

 Manufacturers must deal with substantial financial costs stemming from product 

recalls to a degree that depends on medical device classification in conjunction with 

recall classification type. The Section 2.2 outlines how Class III medical devices present 

higher risks, so they tend to receive Class I recalls which represent the most critical class 

that demonstrates reasonable hazards for death or serious adverse health issues. The 

financial impacts and regulatory penalties and recall execution expenses together with 

reputational damage increase substantially based on device risk level and recall 

seriousness. High-risk devices require especially strict quality assurance practices 

because of their importance. Healthcare personnel along with patients face important 

health dangers when medical devices sustain chronic quality problems leading to brand 

withdrawals (Thirumalai & Sinha, 2011). The expenses faced by manufacturers extend 

beyond clinical consequences because of these product recalls according to (Ahsan, K., & 

Gunawan, I., 2014) and (Morgenthaler et al., 2022). Such financial losses trigger 

permanent reputation damage and decreased stakeholder trust (Blom & Niemann, 2022). 

Product recalls produce both immediate monetary losses as well as long-term damage to 

manufacturer reputation. Customer trust decreases following reputational harm which 

makes both existing clients and potential customers choose competitors instead leading to 

further sales decline and decreased market share (Blom & Niemann, 2022). As 

highlighted by Thirumalai & Sinha, the financial effects of recalls demonstrate 
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dependency on various factors including business size and methodology and worker 

background. Research showed an average recall cost of $24M responded during the 

analyzed period but independent studies demonstrate today's recalls reach costs above 

$600M when considering legal expenses with affected reputation damage. In a similar 

study published by McKinsey (Fuhr Ted, 2013), several manufacturers such as Boston 

Scientific recalled all implantable defibrillators with an estimated loss of $5M every day 

and, Baxter recalled and destroyed most of the infusion pumps in the market with an 

expected cost of recall special charge of $400–$600m pre-tax. Product recalls cause 

major financial problems along with brand reputation and operational management 

challenges to manufacturers according to analysis findings. Companies must accurately 

measure all recall costs alongside their calculation systems because such understanding 

enables proper financial impact evaluation. 

As per (Hancock, R., 2025) who is a founder and CEO of Recall InfoLink shared 

his insights on true cost of recall, it’s easy to calculate the cost of sales and cost of 

production but not the cost of recalls. For accounting purposes, and in many cases recall 

insurance purposes, calculating the full cost of a recall is essential, but can be elusive. In 

recall insurance, Direct Costs fall under Coverage A whereas Coverage B includes 

indirect costs like brand damage and shareholder response, which is not considered in our 

research. The three core expenses in direct recall costs are product prices together with 

internal administrative expenses and external costs. The costs for products include three 

main categories: returned item credits and donation credits as well as expenses for 

replacement products based on pre-agreed costs. Among the three components product 

costs stand out as the most reliable type. Although staff members within various 

departments such as quality assurance alongside legal and finance and operations handle 

internal administration tasks after recalls, organizations frequently underestimate these 
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costs because they assume workers naturally absorb the new responsibilities. The process 

of obtaining precise cost estimates involves staff time monitoring, and it demands 

complete labor rate implementations. The most unpredictable and elaborate expenses of 

medical device recalls include external costs which demand third-party audit charges as 

well as payment reimbursements to customers and testing expenses and disposal 

expenses and external consulting support. The financial impact of medical device recalls 

depends on analyzing these three cost categories to establish direct financial effects. But, 

in our research we will focus only on product cost, usually the straight to anticipate and 

quantify as compared to internal and external costs. A plan to mitigate the cost of a recall 

goes a long way. However, once an event happens, thorough accounting will help deal 

with the cost in the best way possible. So, its determined that calculating the recall costs 

is highly important to the manufacturers, but if we can also forecast it based on the 

predicted failures it will further benefit them.   

By using an economic approach (S. Herbold, 2021) demonstrated the importance 

of moving away from traditional accuracy measures into decision-making which 

considers total costs and formulated a cost-based prediction model for software-related 

defects. Herbold’s research focused on different costs for quality assurance, failures, 

relation between failures and software requirements, potential leakage in defects due to 

lack of software quality assurance, and costs incurred towards the execution in predicting 

defects. The author establishes a mathematical cost-model for predicting software-related 

defects that calculates the profits with defect prediction, but his study is critical for cost-

sensitive decisions especially in medical devices as prediction accuracy and empirical 

benchmarks are important. And it is possible by using advanced machine learning 

techniques for financial loss prediction due to their interpretability, adaptability to non-

linear patterns, and strong performance across diverse datasets.  
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Author (C. Yang et al., 2024) employs Bidirectional Encoder Representations 

from Transformers (BERT) for text vectorization to enhance disease diagnosis and 

surgical procedure prediction within DRGs using advanced ML techniques such Gradient 

Boosting and Random Forest Regression for accurate medical costs prediction. The 

predictions made by LightGBM form a composite input for a Random Forest Regression 

model, which is then used to forecast medical costs indicate a higher accuracy and 

reliability, showcasing its efficacy in predicting medical costs in a healthcare 

setting. Hence, it makes a fair case study and research to deep dive into different machine 

learning and advanced machine learning methodologies to forecast medical device 

product recall costs due to software-related failures. 

 

   2.8 Machine learning Models and Methods 

 

 ML is foundational to artificial intelligence that helps in developing algorithms 

combined with statistical models, will allow machines to carry out uncommand tasks. The 

systems learn such patterns through experience to make their decisions using the training 

data provided. The machine learning life cycle guides us through all necessary steps to 

provide specific data training to machines without being easy to execute. The ordered 

method leads machine learning model development and deployment throughout its entire 

lifecycle. A machine learning lifecycle serves as an ordered method to help organizations 

develop and establish machine learning models. It consists of various steps. The steps have 

their individual roles in making the machine learning solution successful and effective. 

Organizations achieve systematic problem solving by data-dependent solutions that bring 

scalability and sustainability towards value-based ML modeling along with complying to 

ML lifecycle. A similar lifecycle is followed by (R. E. Al Mamlook et al., 2024a) and 

below Figure 2-04 is for a clear understanding of the process which involves detailed 

understanding of problem statement, data preprocessing, thorough exploratory data 
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analysis, feature engineering based on the data types, feature selection for target correlation, 

advanced modeling techniques and selecting the best model.  

 

Figure 2-04 Machine Learning Lifecycle 

 

Hence, machine Learning lifecycles contain an entire process that starts with defining 

problems and progresses through building models until reaching deployment and 

maintenance stages. All steps form a fundamental basis for creating successful machine 

learning models that generate significant predictive values. A systematic method provides 

models with accuracy and reliability as well as value for business operations. 

 An analysis follows of machine learning methodologies along with their particular  

implementations for this research paper. The objective of our research is to analyze failure 

events through their defined categories by measuring their attributes. Structured datasets 

present four main categories of variables including device classification along with 

manufacturer information and failure event details and recall classification and device costs 

that serve as primary input elements for ML models. The classification of medical devices 

generates specific patterns which make logistic regression, random forest, and boosted 

models an ideal choice for their ability to handle numerical and categorical variables. 
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Random forest classifiers analyze past failure records to automatically detect software 

failure pattern signals when trained properly. Logistic regression provides easy 

interpretation of results because it demonstrates how every feature influences the chance of 

software-induced failure occurring. High-risk devices detect through classification 

modeling which helps to launch targeted mitigation procedures thus lowering the 

possibility of expensive recall expenses. R. E. Al Mamlook used seven ML classifiers for 

predictive maintenance and early warning systems of potential machine failures (R. E. Al 

Mamlook et al., 2024b). Their study evaluated a proposed method for detecting and 

classifying failures using a machine-learning approach. ROC-AUC are calculated to 

determine the model's effectiveness with AUC values ranging between 0 and 1. The ROC 

curve represents the relationship between TPR and FPR at several thresholds, and “an AUC 

below 0.7 indicates a poor model whereas 0.7 to 0.8 signifies an acceptable model, and 0.8 

to 1 represents an excellent model” (Abrahamian et al., 2021). 

 Once we have thorough understanding of software-related failure prediction using  

classification algorithms, we also need to forecast the corresponding recall costs that is 

specific to product costs. We will leverage some of the advanced machine learning 

techniques such as decision trees for forecasting recall costs caused by the critical software-

related failures. Research conducted on financial distress prediction involves hybrid 

machine-learning techniques which focus on developing optimal prediction models with 

these approaches (Ayuni et al., 2023). This framework combines the distributed lag model 

with logistic models and SVM through an innovative approach for enhancing financial 

warning system effectiveness (Ayuni et al., 2023). In this study, authors applied above 

mentioned innovative approaches to predict financial losses in property and real estate by 

preprocessing features selection using Principal Component Analysis (PCA) which helped 

to produce a high accuracy value. Also, in another study the authors (Xu et al., 2022) 
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implemented advanced machine learning models to forecast financial defaulter cases within 

American companies.  

This study introduces an innovative machine learning combination process which 

selects vital indicators for financial fraud detection tasks. The feature significance 

assessment is accomplished by leveraging both statistical significance and advanced ML 

techniques. The SVM functions as a testing model while the leading models integrate to 

build hybrid systems. The decision of best hybrid model selection occurs through AUC 

evaluation followed by a process that identifies and filters redundant indicators along with 

weakly correlated variables to choose the most predictive features for improved fraud 

detection performance.  

But, in our research as we leverage some of the above discussed approaches, we 

will also implement regularization techniques and ensemble methods to increase the 

accuracy of regression-based algorithms in forecasting financial losses resulting from 

software failures. Through regularized techniques the predictive model achieves three key 

outcomes, it stops overfitting, it makes model performance more stable, and it builds 

simpler features that improve interpretability. The use of regularization in software-related 

failure prediction and financial forecasting enhances model generalization capability over 

diverse datasets thus leading to more dependable and superior financial loss projections. In 

one of the studies, authors implemented ensemble techniques by combining predictions 

from different ML models, thus improving the accuracy and also the robustness (R. Raman 

et al., 2023). And as per Raman, ensemble techniques that combine the power of different 

models have shown improvement with the predictions. In another study authors also 

emphasized using such techniques based on K-Means++ and their proposed model 

achieved “the highest accuracy rates of 81.39%, 88.68%, and 93.80% across three financial 

fraud datasets” (P. Xia et al., 2024). Also, author (S. T. Kadkhoda & B. Amiri, 2024) 
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published that Random Forest ensemble model is a combination of several decision trees 

that enhances the accuracy of prediction. The information provided confirms that 

combining decision trees with machine learning models alongside model insight analysis 

will create effective strategies for forecasting software recall financial impacts. 

 

   2.9 Summary and Conclusion 

 

 The preceding literature review highlights the need for research focused on  

effectively understanding the financial impacts such as product recall costs for medical 

device recalls caused by critical software failures. There is a gap for manufacturers who 

require them to accurately predict critical software failures to successfully minimize 

subsequent financial losses such as product recall costs. The prediction of software recall 

financial impacts becomes possible through the integration of decision trees and machine 

learning models together with model-based insights. There was also a lack of focus in  

literature on software change control management due to inadequate change control 

issues. However, it was unanimous that both software design and change control issues 

contribute to the majority of critical software-related failures. Multiple research studies 

demonstrate that product recall cost progressively increase substantially over time (Fuhr 

Ted, 2013). For this reason, predictive modeling serves manufacturers as an essential tool 

to help them manage software quality against financial control by forecasting critical 

software-related failures ahead of time thus reducing the financial impact of possible 

recalls. Decision trees deployed through classification algorithms serve as advanced 

machine learning techniques that primarily help with financial forecasting and software 

failure prediction. The present study inadequately connects device failure incidents with 

their specific financial consequences thus creating a critical gap that should be addressed 

to better serve medical device manufacturers. 

 Various investigative studies provide essential evidence about software design  



32 

                                                          

 

standards and software quality and software change control management that contribute 

substantially to software failures. The insights into methods of critical software failure 

prediction requires robust historical data to understand the relationship between software-

related issues and recall reasons so that they can be effectively classified. In another 

research, authors provided a noteworthy contribution in building an ML model that 

primarily drives data for forecasting failures in medical devices where a classification 

problem is addressed and ensemble classifier model is optimized that demonstrated 

higher accuracy (N. H. A. Rahman et al., 2023). Multiple academic publications present 

the use of advanced machine learning methods, detailing their strengths and weaknesses 

and different implementation strategies. 

 Advanced machine learning methods are widely adopted for the prediction of 

crucial software-related failures (Joshua Emakhu, 2020). Different approaches that 

include deep neural networks continue to be effective alongside other prediction 

techniques for assessing software failures along with product recall financial impact 

forecasting. Nevertheless, when working with sufficient datasets along with advanced 

ML modeling techniques such as tree-based approaches united with ensemble classifiers 

are often regarded as the most powerful and accurate predictive models (K. Vani & S. 

Sujatha, 2024). Hence for these reasons, advanced ML methods such as tree-based 

regression models, combined with ensemble classifiers should be used to model critical 

software failure predictions leading to medical device recalls as well as forecast 

respective financial losses such as product price. 
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Chapter 3 – Methodology 

 

 

   3.1 Introduction 

 

 This chapter presents detailed steps involved in achieving the study objective 

which is to forecast financial impacts of medical device recalls due to software-related 

failures. The objective is to develop an ML model to predict medical device recalls 

related to software design and change control issues, and to forecast the corresponding 

financial impact based on unit price and number of impacted units. This research aims to 

predict software-related failures that lead to recalling of devices because of the problems 

of software design and change control as described in Research Hypotheses 1 and 2. In 

Hypothesis 3, evaluates the predictive accuracies and performances of the developed 

classification-based models regarding the effectiveness of the research questions 1 and 2. 

Lastly, Hypothesis 4 emphasis is given to forecast financial impacts of the 

aforementioned recalls on product prices. In this chapter we will cover the methodology 

to identify the financial parameters related to direct costs such as medical device product 

price based on the critical software-related failures, as well as the different regression 

approaches applied to the data to obtain the predictive model, based on model accuracy. 

Figure 3-01 Methodology Framework depicts the high-level methodology which details 

the data collection, preprocessing, data distribution between each hypotheses, exploratory 

data analysis, feature engineering process, feature selection through statistical techniques, 

classification modeling, regression modeling, and finally hypotheses testing. 
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Figure 3-01 Methodology Framework 

  

 The identification of the software-related recalls requires consideration of three 

main features such as (1) Device Classes, (2) associated medical specialty panel of device 

classification, and (3) the nature of recall such as recall class and recall reason. In 

addition, studying the relative importance of the various independent parameters 

contributing to medical device recalls, particularly in relation to product costs, through a 

predictive model can enable manufacturers to make data-driven decisions. However, this 

is not an easy task due to the multifactorial nature of recall events and cost variability.  

 

   3.2 Data Sources 

 

  Device Events (Kinard, 2024), a smarter integration database was leveraged to 

obtain the yearly medical devices recalls information ranging from 2012 to Q1’ 2025. 

This data is reported by the medical device manufacturers that comprise the recall events 

that have been filed with the FDA which is sourced from MAUDE. The current MAUDE 

platform is antiquated and difficult to use. Device Events provides a Software-as-a-

Service that consolidates several complex medical device recalls data. Their cloud-based 

software service provides comprehensive, and faster access to the latest information on 

recall events involving medical devices. Device Events also helps all healthcare 

organizations by providing them with such detailed comprehensive information on 
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adverse events and recalls of medical devices. Device Events data output allows you to 

quickly generate datasets with parameters of recalls, manufacturer name, device name, 

device problem, device class, and product quantities, in the preferred format, such as 

CSV or XLS files. Device Events provides better information on medical device adverse 

events enabling hospitals, law firms, financial institutions, manufacturers and special 

interest groups to make better decisions and take action when medical devices adversely 

affect patient outcomes. The complete data leveraged from Device Events platform for 

the research is publicly available. 

Further to the data collected from Device Events, the medical device Product 

Costs year-wise data is collected from the different source systems such as the 

manufacturer’s website or revmed (https://revmedconnect.com/) or from the dotmed 

(https://www.dotmed.com/) or by strategically combining multiple sources or through 

publicly available websites. This data is mapped against the respective recall data 

extracted from the Device Events platform for further study in our research. Our research 

looks at around 23,483 recall records between 2012 and Q1’ 2025 to test our Hypotheses. 

To test Hypothesis 1, related to software design issues, we will look at relevant records of 

1829 against 23,483 medical device recalls. And for Hypothesis 2, related to software 

change control issues we will look at 224 records against 23,483 medical device recalls. 

The total number of records to be utilized in Hypothesis 3 and 4, related to model 

performance and financial impact respectively is 2053 records. The data shall be divided 

into 80% and 20% during training and testing respectively. The validation on the internal 

data will be accomplished by using cross-validation technique i.e. GridSearchCV, which 

is part of hyperparameter tuning tool in Scikit-learn, a process of finding the best 

hyperparameters for a given model by systematically searching through a specified grid 

of parameter values. Once optimal hyperparameters are identified then GridSearchCV 

https://revmedconnect.com/
https://www.dotmed.com/
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will ensure selection of the best performing ML model (Ashika & Hannah Grace, 2025). 

It is mainly leveraged in the training process to tune hyperparameters which uses k-fold 

cross-validation over the training set, so no additional validation set will be required 

within the tuning processes. Once the most appropriate combination of hyperparameter 

set has been chosen and the model will refit on the full training data, its generalization 

performance will be assessed on an independent untouched test dataset for model quality 

once tuning is complete. 

 

   3.3 Data Collection 

 

  The data gathered in this study comes from publicly released data maintained by 

the US FDA, but through Device Events platform which is a Software-as-a-Service that 

consolidates several complex medical device recalls. Also, the Device Events dataset has 

additional data Device Class, Device Name, Medical Specialty Description, and Firm FEI 

Number in the same record. The data has also been structured and extracted in alignment 

with the specific requirements of our research. The data includes both quantitative and 

qualitative information and is updated once every month, reflecting recalls that are either 

voluntarily initiated by firms or mandated by the FDA depending on the type of medical 

devices. The record type selected were the recalls data listed in the Device Events 

platform as of March 2025; the complete list of recalls data is detailed in Appendix; all 

these recalls data were publicly listed as part of the FDAs MAUDE database for the 

whole time period selected (2012-2025), therefore the data (39,720 recall records) had to 

be cleaned in order to be ready for use in a model.  

In addition to the software design variables, two other potential covariates were 

collected such as: Software Change Control, and Product Price. These covariates are 

required to predict Hypothesis 2 related to software change control issues wherein we 

will look at 224 records against 23,483 medical device recalls and Hypotheses 4 related 
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to financial impact wherein we will look at 2053 records medical device recalls in our 

research work. One covariate will analyze devices with software change control issues 

and up-to-date software issues, whereas the other will help forecast the financial impacts 

of software recalls based on the product costs and quantity impacted. The second 

covariate collected was the Product Unit Price, it is collected from the different source 

systems as mentioned in the above Data Source section. We selected a combination of 

two covariate variables to capture key factors associated with software-related medical 

device recalls particularly those arising from software design and change control issues as 

well as their subsequent financial implications, including product costs determined by 

unit price and the total quantity affected. 

 

   3.4 Data Cleaning & Preprocessing 

 

 All the data collected above is in a raw state and has to be slightly cleaned and 

arranged in order to analyze it. Some important activities carried out on these data sets 

will consist of: 

• Merge: Integrate records from a number of databases to create one overall 

dataset. 

• Standardizing: It is important to standardize data to make it consistent. 

• Duplicates: Get rid of duplicate entries with the same information. 

• Validity: Make certain the data are valid. 

• Missing values: Manage problems of missing data according to the desired. 

• Outliers: Treat outliers based on the data type and as per its usage. 

In this chapter, we will perform all the above activities as applicable, generally 

refers to the approach of retrieving information from the unstructured reports. As a first 

step, we will search for all software-related recalls in Device Events platform. As a next 
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step, we will filter by Record Type as ‘Recalls’ only. Then as a next step, filter FDA 

Received Date annually. As a next step, click on each record and open the corresponding 

details page to understand the respective features required for further modeling needs. 

Finally, the data will be extracted into excel annually based on the above selection 

criteria and is populated to a dataset. This data represents the medical device recalls data 

due to software-related issues. Now, we need to build the unit price for each device based 

on the manufacturer. The sources for gathering pricing information is through different 

channels either via Manufacturer’s portal itself or Manufacturer and Hospital 

Procurement Data (Medicare and the Health Care Delivery System, 2017) or the official 

New York State procurement contract for Hitachi MRI systems (New York State 

procurement contract, 2018) or PrizMed Imaging (PrizMed Imaging, 2025) or Medical 

Price Online (Medical Price Online, 2025). In this step, the pricing data is merged with 

the corresponding device information and mapped to the respective manufacturers based 

on the recall data. 

The next step involves initiating data cleaning process, which includes 

eliminating irrelevant features, resolving missing data, and outlier handling. There has 

been a few formatting issues in features such as Device Class, Recall Class, Manufacturer 

Name and Product Quantity were identified and resolved. Python libraries are utilized to 

understand any additional data cleaning requirements, which is an essential step in the 

data analysis. Then the data is fixed with any missing values as incorrect data types can 

lead to errors and misinterpretations during analysis. Hence, proper data type conversion 

is performed to make sure that each column is in the appropriate format for further 

analysis. 

In this section we have studied the data set that can be found on the Device 

Events platform and initially consisted of 28 features in the web format. The data has 
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been retrieved as excel to conduct the analysis further. A preliminary analysis was 

carried out to determine the relevance of each of the features to our research questions 

(RQs) and hypotheses. We tested data types, missing and null values and noted any 

formatting inconsistencies. In cases where the imputation was required, we used correct 

imputation methods, including mean, median and mode imputation (Alam et al., 2023), 

to handle the data incompatibility. In the case of categorical variables which had 

missing values, e.g. Recall Root Cause Description, we kept the missing facts by 

referring to related field ‘Mfr Reason or Recall feature’. Moreover, we have categorized 

the features into various variables, i.e. independent, dependent and irrelevant, which 

would be used in a further hypothesis to be tested. The next step will include 

exploratory data analysis (EDA) in order to identify hidden trends and gain useful 

insights. 

 

   3.5 Exploratory Data Analysis (EDA) 

 

  In EDA, we will explore the clean data to uncover patterns and insights that will 

help perform below key activities: 

• Exploring the Data: Using visualization techniques, we will investigate the 

structure and patterns in the data. 

• Patterns and Relationships: Determine any patterns, relationships, along with 

challenges in the dataset. 

• Valuable Learnings: Lessons learned so that they will help with informed 

decision-making in further phases of ML process. 

The objective of this study is to bring clean data, correct any missing values, adapt 

proper data types and look at the data to identify important patterns. “Thus, EDA is an 

important step at the beginning of the data science process” (Langer et al., 2024). We will 

utilize Python to conduct EDA. For further analysis, we will use Python libraries such as 
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Seaborn to load and visualize the cleaned dataset generating high-level plots, and 

heatmaps to effectively explore the data. Visualization of the data is highly important to 

understand patterns, class imbalances, outliers, and relationships in the dataset. It starts 

with basic understanding of the data, shape, standard deviation, mean, median, and mode. 

Then, we will conduct univariate, bivariate, and eventually multivariate analysis to 

understand the relationship between features, patterns, and correlations with the target. 

These analysis will further help with establishing proper feature engineering techniques 

based on the data type. As per (Yang Shen, Brad Benke, Milad Ashtiani, Monica Huang, 

Kathrina Simonen, 2025) these are the core foundations in ML modeling. In our research, 

we will conduct univariate to understand the distribution of device class, recall class, and 

medical specialty panels. Further, we will conduct multivariate analysis to determine the 

relationship between device class and medical specialty panels that might correlate with 

the target variable. We will also conduct similar strategy with company name and product 

name to understand their relationship in predicting unit price for our regression-based 

modeling.  

Also, we will conduct class imbalance techniques using SMOTE to ensure models 

don’t overfit on majority class. And Outlier detection for datapoints that are distant from 

the rest of the dataset which might influence the prediction. As per (Patel et al., 2023), 

outliers are datapoints which might not follow the usual patterns. One way to identify 

outliers with numerical data is to visually see them in a box plot. We will handle outliers 

using Winsorizing techniques to limit the effects of outliers in the data set (Dash et al., 

2023). Data is now cleaned, balanced, analyzed, detected outliers, and handled then we 

will look for ways to improve the data before modelling using feature engineering. 

  

   3.6 Feature Engineering & Selection 

 

  Feature engineering is the most important step in designing or transforming 
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features that are either categorical or numerical. This will enhance and perform better 

machine learning models. It is process of transformation, creation, and selection of 

features to enhance the predictive performance. The raw categorical and numerical 

dataset is transformed into structured and model-ready interpretable form. It develops 

new features depending on the relationships and patterns in the raw data. It converts 

categorical features into more numerical format for modeling algorithms to perform as 

expected. Feature engineering approach starts with proper feature encoding techniques. In 

our study, we will implement hybrid encoding algorithms using feature encoding, binary 

encoding and one-hot encoding techniques as we have lot of categorical features. So, for 

high-cardinality (>10) features such as Product Code we will use feature encoding which 

will replace each category with the empirical proportion or count in which that category 

occurs thereby reducing the dimensionality. And for Product Name and Company Name 

we will use binary encoding to determine the presence of software or patch update 

keywords. And finally, we will use one-hot encoding for low cardinality features such as 

Device Class and Medical Specialty panels with manageable cardinality, and it is one of 

the most popular technique in feature transformation as per (Soofi et al., 2023).  

 Feature engineering also helps in deriving correlation, collinearity between the 

variables along with target/data leakage. So, based on successful feature engineering and 

with encoding techniques Device Class and Medical Specialty have been observed as 

significant features in building the predictive models in our study. These features helped 

in predicting software-related recalls based on software design and change control issues. 

Further, these features in combination with Company Name and Product Name helped to 

build a predictive model for Unit Price that helped in forecasting Cost Impacts. 

Now, we will proceed with feature selection methods and as per (R. Marino et 

al., 2021) it reduces dimensionality of the measured data while keeping the quality of 
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detection higher. We will also conduct statistical feature selection using Chi-square 

(Chi²) feature selection process. Each predictor independent variable will be ranked 

based on their p-value and if the value is low then it is statistically significant for the 

feature to be kept. We will also perform Variance Threshold to eliminate any irrelevant 

features that are low variance such as manufacturers will single recalls. 

 

   3.7 Model Selection 

 

 Model Selection is a process of selecting the desired ML model for the target 

problem. The process involves selecting a model that best fits the problem definition, 

considering  all its complexities, data structure during model selection, performance, 

interpretability, scalability, and conducting empirical tests in various models which best 

suits to the said analytical tasks. 

Modeling: 

There are two categories of Machine Learning (ML) algorithms, these are  

classification-based and regression-based. The use of classification-based ML algorithm 

is carried out to predict the critical failures that are due to software-related. The nature of 

the problem we are attempting to solve in terms of the target variable for both RQ1 and 

RQ2 is a binary classification. Both RQ1 and RQ2 will be leveraging ML-based 

classification algorithms to predict the software-related failures leading to medical device 

recalls that is based on software design and software change control, whereas RQ3 will 

determine classification models performance with an ROC AUC higher than 80%. This 

approach of predicting target variable is done through classification-based models. After 

responding to RQ1, RQ2 and RQ3, we will pursue with RQ4 which aims at forecasting 

the financial impact due to software-related recalls. RQ4 uses a tree-based regression 

model to predict the continuous response variable for financial impacts. The methods 

could be Random Forest or Gradient-Boosted trees which effectively capture complex 
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non-linear relationships and interactions among predictors without relying on strong 

parametric assumptions. 

Regression analysis is a way to analyze the correlation between a dependent and 

an independent variable. It is normally used in the prediction of the response of the target 

variable dependent on the independent features. The subsequent part details an overview 

of a variety of ML algorithms, including classification and so-called tree-based regression 

methods, which fit the goals of our research. These various supervised classification and 

regression ML algorithms (Gradient Boosting, Decision Tree Classifier, Random Forest, 

AdaBoost, Cat Boost, Ridge, Huber) were explored to accurately predict critical software 

failures in medical devices that lead to recalls and also further forecast the relative 

financial impacts based on product cost. 

Logistic regression is one of the basic and commonly used algorithms, especially 

on the predictability of software defects. It has the advantage that it can model binary-

valued classes, which are viewed as the result of a probabilistic discriminative model, 

whose probability of class membership is estimated by use of the sigmoid function. This 

is the reason why logistic regression is particularly well-suited to the prediction of 

software-related failures. The binary target variables ‘Is_Software_Design’ and 

‘Is_Software_Change_Control’, in our case, represents the separation between software-

related (1) and non-software-related (0) failures, which is the natural inherent parameter 

that can be modeled, where the outcome is bound between 0 as a failure attribute and 1 as 

one of success. Only a linear combination of the input features is fed to the sigmoid 

function which maps it into the probability score between 0 and 1 showing great values 

near 1 which implies a surer result of software-related failure. The effectiveness of the 

model is also increased by tools of maximum likelihood estimation, regularization, 

systematic feature selection, which help to improve generalization and interpretability. 
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Random Forest is an ensemble learning algorithm which is based on 

classification and regression trees algorithm that frequently demonstrates a more accurate 

predictive quality than a single decision tree. It provides a very good framework to deal 

with missing data and is capable of giving credible results with good tuning of 

hyperparameters. It is one of its major strengths as it helps to avoid overfitting which is 

typical of the decision tree model. “A Random Forest generates an ensemble of decision 

trees” (Mohamed-Amine et al., 2024), each of which is trained on a different bootstrap 

sample, random sets of data drawn with replacement on the original dataset, normally of 

the same size. In tree building, a random sample of features is chosen at each node to 

create the most suitable split, using the criterion of impurity, e.g. entropy or Gini index. 

This randomization together with the bootstrapping adds to diversity between the trees 

and this helps the model to perform and be more stable in terms of its generalizability. 

Decision tree is one of the ML algorithms that aligns with human decision-

making process very well. It repetitively splits the data set into two subsets, based on 

feature values and continues to split it as long as it has a large information gain or 

decreases the amount of impurity. A decision tree structure has got a root node, branches, 

internal, and leaf nodes. At every inner node, a certain property is tested, and the results 

of this test decide the route to follow through the branches. The leaves (terminal nodes) 

are the prediction at the end which in case of classification is a categorical variable and in 

case of regression is a real-valued variable. Here, the feature equates to each node, 

decision rule equates to each branch, and the outcome equates to each leaf. 

XGBoost (Extreme Gradient Boosting), a scalable ML package that is built upon 

the Gradient Boosting Machine (GBM) algorithm, which is used widely to do both 

regression tasks and classification tasks. XGBoost also uses a very efficient and 

distributed algorithm in the form of gradient-boosted decision trees (GBDT) and is thus 
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appropriate as a large-scale as well as high-dimensional data analysis problem. The 

objective function of the model is composed of a loss function that measures the 

difference between the actual and predicted variables, and a regularization term that 

determines the amount of complexity of the model to generalize. XGBoost, being an 

ensemble learning method, builds a series of decision trees, and each of the trees tries to 

fix the mistake created by the previous tree. When training the model, the weights of 

features are determined and the instances that are misclassified are given higher weights 

in the additional trees, which enables the model to concentrate on the samples that are 

challenging to predict. The process of this iterative refinement results in a powerful 

predictive model on top of a series of outputs made by many weak learners. XGBoost 

allows the use of its algorithm in many different ways of gradient boosting, such as 

regular, stochastic, and regularized variant, and this is part of its strength and excellent 

performance in most settings of applied machine learning. 

Different types of above models were applied to the dataset using Python's scikit-

learn or PyCaret an higher-level than scikit-learn to determine the model that best fits the 

data. The model that best fits the data, as well as untested data, will be used to accept or 

reject Hypothesis 1 and 2, which states that classification ML models can predict critical 

software failures leading to recalls, and that regression ML models can forecast financial 

impacts such as product costs due to software-related recalls with an adjusted-R2 above 

0.80. Meeting this threshold led to the acceptance of Hypothesis 1, 2 and 4, with the 

selected model pursued for further training. 

   

   3.8 Model Training 

  

 The actual purpose of machine learning algorithms is to learn through an iterative 

optimization process; this is called model training, and this is where models learn not 

only the patterns and relationships but dependencies in historical data. The following are 
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four key components: 

• Training Data: Present the model with past records so that the model can 

associate, correlate and interdepend the outcomes. 

• Iterative Process: Use the model to train iteratively in a manner that results in  

minimal errors and improved accuracy. 

• Optimization: Tuning the model on the trained data to have the optimal 

forecasting abilities. 

• Validation: Constantly validate the trained model so that it can be generalized to 

new and unseen data (test data). 

The training procedure entails provision of adequate training data to an ML model to 

learn on and make a mathematical description of links between input features and target 

outputs. In such an iterative process, the model optimizes its local parameters such as 

weights and biases in order to provide the best performance with respect to the training 

dataset. The dataset was split into a training set (80%) and the testing set (20%). The 

validation on the internal data will be accomplished by using cross-validation technique 

i.e. GridSearchCV, in the training process. 

The fundamental mathematical tool behind the process of training of a given 

model is the gradient descent which is an optimization tactic that seeks to determine the 

weight and the bias that yield the model with the minimum loss through progressive 

iterations. This kind of training includes exposing the model to the mentioned split data 

and tuning its internal settings. And the estimation is performed by changing parameters 

through repeated iterations as informed by the gradient descent optimization algorithm 

which successively determines the weights and bias that result in the model with 

minimum loss. The loss is a quantitative measure of the difference between the outputs of 

a model and ground truth values in the input data, which is a very important measure of 
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model accuracy. It offers a mathematic to evaluate the effective performance of the 

model in a preconfigured task. Well-known loss functions are Mean Squared Error 

(MSE) when the task is regression based, Different cross-entropy loss when the task is 

classification based and Mean Absolute Error (MAE) when the task is a robust regression 

application. The goal in doing the training is to reduce the amount of loss function, which 

improves the improve predictive performance, and the general performance of the model. 

 Our ultimate model is the one that could generalize patterns, and which works 

best on the training and testing dataset. Overfitting happens if the trained model performs 

good on the training data which leads to memorizing, whereas it performs poorly on the 

testing datasets and lacks in generalizing. Ridge Regression (L2 Regularization) avoids 

overfitting by applying a penalty to overcome overfitting reducing weights and biases, 

and finally least sum of squares is applied to obtain the best fit line. It improves model 

stability and generalization by shrinking coefficients toward zero without eliminating 

them, handles multicollinearity well by reducing the coefficient estimates. The other 

generalization technique is Lasso Regression (L1 Regularization) which is similar to 

Ridge Regression, but it introduces a bias term instead of squaring the slope and absolute 

value of the slope is added as a penalty. It supports by reducing overfitting and is 

specifically useful for feature selection. Below Figure 3-02 Mathematical Equation is for 

Least Squares, Ridge and Lasso Regression: 

 

Figure 3-02 Mathematical Equation 

 Both of these regularization techniques are mostly used in classification and 

regression modeling algorithms to prevent overfitting by penalizing large weights, 



48 

 

 

improve generalization to new, unseen data, and for feature selection using L1. 

  

   3.9 Model Evaluation & Tuning 

 

The trained models are now evaluated to check how well they predict and are tuned 

to improve performance. Below are the key activities in training and evaluation of the 

models: 

• Evaluation Metrics: Use quantitative performance measures, e.g. accuracy, in 

evaluating how well the model performs in solving the problem of prediction. 

• Model Diagnostics: Application of empirical checking of the model and 

assessment of the quality of the data through testing and performances on subsets 

of data that is partitioned. 

• Optimization: Perform hyperparameter optimization and modifications to achieve 

positive results in the model predictive performance and generalization. 

• Testing: Iterate several tuning steps in order to ensure that the model performs 

well and is consistent on different varieties of data. 

Metrics for Classification-based Models (Software Failure Prediction): The below Figure 

3-03 Confusion Matrix is one of the means of assessing the performance of the 

classifications models used by machine learning. It gives a comprehensive analysis of the 

result of the predictions in terms of predicted and actual classification. In particular, it 

determines those cases when the model provides the correct prediction of a positive result 

(True Positives, TP) or a negative result (True Negatives, TN). Moreover, it also captures 

instances of this model making wrong predictions such as mistakenly labeling a negative 

instance as positive (False Positives, FP), or a positive instance as negative (False 

Negatives, FN). This matrix provides important information concerning accuracy, 

sensitivity and possible error areas of the model. Below is the confusion matrix for 
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reference, True Negative (TN) and True Positive (TP) is the correct classification which 

means that observation and predicted are same whereas False Positive (FP) and False 

Negative (FN) is the wrong classification which means that observation and predicted are 

not same.  

 

Figure 3-03 Confusion Matrix 

Now, additional metrics such as Accuracy, Recall (Sensitivity) (Jeon et al., 

2024), Precision, and F1 Score are computed from the confusion matrix results. The 

precision indicates the number of forecasted positives that are actually accurate. Recall or 

Sensitivity gives the percentage of true positives that are correctly predicted. Specificity 

is another metric which is defined as the likelihood of the model and the percentage of 

the actual number of negative occurrences that are correctly assigned by the model as 

negative. The ROC curve is a common tool used in machine learning studies and 

application since it allows a solid comparison of models and gives a visually arrestive 

form meant to represent classification performance along more than a single decision 

boundary. The AUC is determined as the performance of the ROC. Below Figure 3-04 

defines terms used in AUC and ROC Curve: 
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Figure 3-04 ROC - AUC Curve 

Evaluation of a model with respect to some common performance measures may 

be somewhat subjective in that the minimum levels of acceptable performance may be 

defined in an arbitrary manner by the decision-maker and by circumstances in the 

particular study and degree of significance in the decision process. By comparison, the 

ROC curve has the advantage of being more objective and statistically more sufficient 

since it estimates “the trade-off between the True Positive Rate (TPR) and False Positive 

Rate (FPR) using a set of classification thresholds” (Ding et al., 2025). The below Figure 

3 can be taken as an example of Receiver Operating Characteristic (ROC) curve where 

“the x-axis denotes the FPR, y-axis denotes the TPR of a classifier and as the AUC of 

ROC gets larger, the classifier gets better” (A. Kaur et al., 2014).  

To evaluate the extent to which the model correctly classifies is established by 

the performance of AUC. In Figure 3-05 ROC Curve & Comparison - A dashed line, 

which is plotted at 45-degree angle depicts the role of a random classifier where TPR = 

FPR at all thresholds. The predictions of a model that create ROC graphs above this line 

depict better performance when compared to random chance. In this regard, the larger the 

AUC, the stronger the discriminative power and the superiority of the model overall. So, 

our research aims at developing a model that predicts better performance in accordance 
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with the evaluation criteria of the study. 

 

Figure 3-05 ROC Curve & Comparison 

Performance Evaluation Metrics for tree-based Regression Models (Financial Impact 

such as Product Price Forecast): 

As the task requires predicting the product price, based on its characteristics, it is 

a regression problem, which requires the adoption of evaluation metrics that are to be 

used in the case of continuous outcomes. In order to evaluate the outputs of the regression 

model, this research will use common evaluation measures, “such as Mean Absolute 

Error (MAE), Mean Squared Error (MSE), Root Mean Squared Error (RMSE), R-squared 

& Adjusted R-squared” (Jeon et al., 2024). These indicators give the quantitative 

overview of the prediction accuracy and distribution of errors of the model. MAE 

calculates the average magnitude of errors in predictions by treating all errors equally, 

whereas MSE penalizes larger errors more heavily by squaring the differences between 

predicted and actual values, and RMSE is the square root of MSE also penalizes larger 

errors more heavily, and finally R-squared gives an idea of how best your model fits the 

data and Adjusted R-squared penalizes unnecessary features that determines the model 

fitness. 

Finally, the machine learning models that are used in our current research study 

also have different hyperparameters, which affect their behavior and the prediction 
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accuracy level. To maximize the performance of each model, fine-tuning of 

hyperparameters was done as one of the important steps in the model training process. It 

requires a thorough review of various values of hyperparameters with the goal of 

determining the best configuration that would enhance performance of the models. The 

tuning was applied with the help of the GridSearchCV() function that belongs to the 

Scikit-learn library written in Python. GridSearchCV() sort of exhaustively searches over 

the grids of parameters specified and cross-validation is applied to evaluate the model 

performance and hence provides a strong generic choice of hyperparameter selection. 

Hyperparameters in our research include settings such as number trees, tree depth, 

learning rate, regularization strength, and parameter of feature selection of the models of 

Random forest, XGBoost, and Logistic Regression. The choice of these has to be 

optimized in order to produce the highest predictive performance as well as best 

generalization in both software failure predictions and financial impacts forecasting. 

 

   3.10 Hypothesis Testing 

 

 3.10.1 Testing Hypothesis 1 

 This hypothesis is tested using classification-based ML modeling as the goal is to 

develop a predictive model to identify recalls that are software-related based on software 

design issues. This is a supervised binary classification task, and the outcome is a 

categorical class label. The RQ1 we are trying to solve is - Can ML-based classification 

algorithms accurately predict the likelihood of critical software failures of medical 

device recalls due to software design issues? And the corresponding H1 is ML-based 

Classification algorithms will analyze various factors and relevant patterns to predict 

failure types due to software design issues. The Null Hypotheses (Ho) is that there is no 

statistically significant relationship between the input factors/patterns and the correct 

prediction of failure types due to software design issues by ML-based classification 
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algorithms, whereas Alternate Hypotheses (H1) is that there is a statistically significant 

relationship between the input factors/patterns and the correct prediction of failure types 

due to software design issues by ML-based classification algorithms. In our research 

context, we define the likelihood of critical software failures of medical device recalls 

due to software design issues. Given that the dataset pertains to medical devices recalls, it 

was determined that this data is appropriate for the study, as the Recall Root Cause 

Description provide strong indicators of Software Design recalls in medical devices. The 

dependent variables was ‘Is_Software_Design?’. We performed initial analysis to 

determine the interaction of independent variables with each of these dependent 

variables. Features such as Device Class, and Medical Specialty are analyzed for 

significance that indicated for ‘Is_Software_Design’ outcome. The variables used for 

testing this hypothesis are listed below in a tabular format in Table 3-01 Independent & 

Dependent Variables. 

  

Table 3-01 Independent & Dependent Variables 

The hypothesis testing workflow of assessing machine learning classifiers starts 

by articulating null and alternative hypotheses as stated above relating to model 

performance. The hypothesized relationship is the predictive ability of the patterns and 
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factors (input variables) identified in the data on the determination of the nature of failure 

manifested due to aspects in the software design. Multiple classification algorithms will 

be trained to predict the critical software failures that are due to software design and the 

model with the best results is then chosen based on the classification specific parameters 

like accuracy, recall (sensitivity), specificity and AUC-ROC. After discovering the best 

classification model to use in predicting critical software failure, it is important to test its 

efficiency using cross-validation (CV) to determine its generalization with probable and 

statistical dependability. The training and the assessment of the model in CV use various 

data partitions, providing performance measures per the data split.  

We will then conduct a pairwise statistical comparison of model predictions on 

the same test set using the McNemar test. It specifically tests whether two classifiers 

differ significantly in their proportions of misclassifications on the same test set. It 

performs this statistical significance analysis between the models including the baseline 

to determine whether the differences in their classification accuracy on the test data are 

statistically significant. The McNemar test evaluates the null hypothesis (H₀) that the two 

models have the same proportion of errors meaning their predictive power does not differ 

significantly. Hence if the p-value is less than 0.05, then there is statistically significant 

difference in their error rates, whereas a larger p-value implies no significant difference. 

And for the p-value < 0.05, we will reject H₀, concluding that the two models differ 

significantly in their error rates. 

 

3.10.2 Testing Hypothesis 2 

 This hypothesis is tested using classification-based ML modeling as the goal is to 

develop a predictive model to identify recalls that are software-related based on software 

change control issues. This is a supervised binary classification task, and the outcome is a 

categorical class label. The RQ2 we are trying to solve is - Can ML-based classification 
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algorithms accurately predict the likelihood of critical software failures of medical 

device recalls due to software change control issues? And the corresponding H2 is that 

ML-based Classification algorithms will analyze various factors and relevant patterns to 

predict failure types due to software change control issues. The Null Hypotheses (Ho) is 

that there is no statistically significant relationship between the software change control 

issues and change control management practices, whereas Alternate Hypotheses (H1) is 

that there is a statistically significant relationship between the software change control 

practices and change control management effectiveness. In our research context, we 

define the likelihood of critical software failures of medical device recalls due to software 

change control issues. Given that the dataset pertains to medical devices recalls, it was 

determined that this data is appropriate for the study, as the Recall Root Cause 

Description provide strong indicators of Software Change Control recalls in medical 

devices. The dependent variables was ‘Is_Software_Change_Control?’. We performed 

initial analysis to determine the interaction of independent variables with each of these 

dependent variables. Features such as Features such as Recall Date, Company Name, 

Product Code, Product Name, Device Class, Medical Specialty Recall Class, and Recall 

Reason are analyzed for significance that indicated for ‘Is_Software_Change_Control 

outcome. The above Table1: with all the independent variables will be used for this 

Hypotheses, except the dependent variable is ‘Is_Software_Change_Control’. 

The hypothesis testing workflow of assessing machine learning classifiers starts 

by articulating null and alternative hypotheses as stated above relating to model 

performance. The hypothesized relationship is the predictive ability of the patterns and 

factors (input variables) identified in the data on the determination of the nature of failure 

manifested due to aspects in the software design. Multiple classification algorithms will 

be trained to predict the critical software failures that are due to software change control 
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and the model with the best results is then chosen based on the classification specific 

parameters like accuracy, recall (sensitivity), specificity and AUC-ROC. After 

discovering the best classification model to use in predicting critical software failure, it is 

important to test its efficiency using cross-validation (CV) to determine its generalization 

with probable and statistical dependability. The training and the assessment of the model 

in CV use various data partitions, providing performance measures per the data split.  

We will then conduct a pairwise statistical comparison of model predictions on 

the same test set using the McNemar test. It specifically tests whether two classifiers 

differ significantly in their proportions of misclassifications on the same test set. It 

performs this statistical significance analysis between the models including the baseline 

to determine whether the differences in their classification accuracy on the test data are 

statistically significant. The McNemar test evaluates the null hypothesis (H₀) that the two 

models have the same proportion of errors meaning their predictive power does not differ 

significantly. Hence if the p-value is less than 0.05, then there is statistically significant 

difference in their error rates, whereas a larger p-value implies no significant difference. 

And for the p-value < 0.05, we will reject H₀, concluding that the two models differ 

significantly in their error rates. 

 

3.10.3 Testing Hypothesis 3 

This hypothesis was tested using supervised classification ML modeling. The 

RQ3 we are trying to solve is - Do techniques such as the Receiver Operating 

Characteristic (ROC) Curve evaluate the performance of classification algorithms? And 

the corresponding H3 is that the predictive model can classify software-related failures 

leading to recalls achieving a ROC AUC greater than 80%. The Null Hypotheses (Ho) is 

that the predictive classification model does not achieve a ROC-AUC significantly 

greater than 0.80 in identifying software-related failures, whereas the Alternate 
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Hypotheses (H1) is that the predictive classification model achieves a ROC-AUC 

significantly greater than 0.80 in identifying software-related failures. To test whether the 

predictive model can classify software-related failures resulting in recalls at a higher 

ROC AUC than 80% we would train the classification model on historical recalls data of 

23,483 records, apply it to predict using cross-validation and then estimate its 

discrimination ability using the ROC AUC. 

The classification model is trained on input features are likely to distinguish 

software-related failures and non-software failures by using a value of ROC-AUC well 

above 0.80. The features provided to the model are independent variables such as Recall 

Date, Company Name, Recall Class, Recall Reason, Product Name, Product Code, 

Device Class, Product Quantity, Medical Specialty along with the dependent variables 

Is_Software_Design? and Is_Software_Change_Control? that are assessed on a hold-out 

test set or by cross-validation. The null hypothesis (Ho) that the average ROC-AUC is 

less than 0.80; the alternative hypothesis (H1) that it is not. At a significance level of = 

0.05, a one-sample t-test or an equivalent, that is, a non-parametric test, will be done. By 

calculating the mean ROC AUC of these predictions, it should be above 0.80, and that 

statistical testing (one-sample t-test) substantiates that that value is statistically 

significantly above the value of 0.80, then we can conclude that our model fulfills the 

performance criterion against H3. 

 

3.10.4 Testing Hypothesis 4 

 This hypothesis is tested using tree-based regression modeling as the goal is to 

develop a predictive model that estimates the financial implications associated with 

software-related recalls. This is a supervised regression task, and the outcome is a 

continuous numeric quantity. The RQ4 we are trying to solve is - Will the model forecast 

the financial impact such as price of product due to recalls caused by software-related 
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failures? And the corresponding H4 is that the model will predict the financial 

implications of software-related recalls such as price of medical device. The Null 

Hypotheses (Ho) is that the model does not predict the financial impact of software-

related medical device recalls with statistically significant accuracy, whereas Alternate 

Hypotheses (H1) is that the model predicts the financial impact of software-related recalls 

with statistically significant accuracy. Hence, Hypothesis 4 tested the financial 

implications of software-related recalls that are based on estimated unit price and number 

of devices impacted. Tree-based regression ML modeling was used to verify below 

features with respect to product costs, allowing one to infer which features become 

relevant. Financial Impact was used as the dependent variable. Product Quantity and 

Estimated Unit Price related features were used as predictors. Below Table 3-02 

Independent & Dependent Variables summarizes variables used in this analysis. 

 

Table 3-02 Independent & Dependent Variables 

Several tree-based regression algorithms are evaluated using 5-fold cross-

validation, with models selected based on statistical significance testing rather than fixed 

thresholds. The hypothesis testing framework utilizes 5-fold cross-validation and paired 

t-test or Wilcoxon singed-rank test to identify whether model performance (R², RMSE 

and MAE) is significantly higher than baselines. The only considered models must have 
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shown both practical significance (e.g., CV R² >= 80%) and statistical significance (p < 

0.05) so that reliable prediction of financial effects can be made with minimal overfitting. 

 

   3.11 Conclusion  

    

 In the current chapter, the research methodology has been discussed by concepts, 

and this methodology involves the following objectives such as preparation of data & 

analysis, along with feature engineering and selection steps to be followed so as to 

answer the hypotheses of the study. In the analysis of the research questions, several 

models were used; logistic regression, decision tree classifiers, random forest, and 

XGBoost classifiers to identify which of the methods worked best with the data and the 

reason behind the performance. The methodology employs step-by-step framework with 

thorough data preprocessing, EDA, and domain-driven feature engineering to ensure 

relevant features are transformed for predictive modeling. The systematic feature 

selection techniques helps retain only the most informative features, improves 

generalization and mitigates overfitting. Also, model evaluation is conducted using cross-

validation approach and hypotheses testing is a key strength as we are leveraging formal 

statistical tests for both practical and statistical significance to assess model 

improvements. 

As much as the methodology employs thorough framework, it may encounter  

challenges due to increased model complexity from high-dimensionality with the use of 

extensive one-hot encoded features. Additionally, few statistical tests assume normality 

of differences which may not always be valid with small or imbalanced datasets. Chapter 

three presents the outcomes of such analysis where support was found to the hypothesis 

on the basis of classification and tree-based regression modeling analysis results. The 

next chapter on results will present the outcomes from the conducted tests, along with 

supported hypotheses testing respectively.
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Chapter 4 – Results 

 

    

   4.1 Introduction 

   

 In the current chapter, the results are discussed based on exploratory data 

analysis, hyperparameters tuning, hypotheses testing, baseline modeling, and 

comparison of ML models performance as described in the above Chapter 3. Our 

research is guided by the following four hypotheses: 

• H1: ML-based Classification algorithms will analyze various factors and 

relevant patterns to predict failure types due to software design issues. 

• H2: ML-based Classification algorithms will analyze various factors and 

relevant patterns to predict failure types due to software change control 

issues. 

• H3: A predictive model can classify software-related failures leading to 

recalls achieving a ROC AUC greater than 80%. 

• H4: The tree-based regression model will predict the financial implications 

of software-related recalls. 

The following sections, starting with Section 4.2, will discuss the results of 

statistical analysis performed for both practical and statistical significance to assess 

model improvements along with a thorough EDA result. We will perform both the 

classification and regression analysis based on the nature of the hypotheses. Section 4.3 

will determine baseline modeling and discuss the results based on the study features. 

Section 4.4 will discuss the results of various ML models. Section 4.5 compares all the 

ML models between them and find best fit model. And Section 4.6 depicts the 

explanation and interpretation of the final models across classification and regression 

modeling. Finally, Section 4.7 will conclude the observations.
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   4.2 Classification Modeling Results (Hypotheses Testing 1 and 2) 

 

4.2.1 Overview 

The first stage of this research focusses on building a predictive model for 

software-related medical device recalls due to software design and software change 

control issues. The goal is to predict the dependent variables (i.e., Is_Software_Design? 

& Is_Software_Change_Control?), using the independent variables (i.e., Recall Date, 

Company Name, Product Code, Product Name, Device Class, Medical Specialty, Recall 

Reason, & Product Quantity). All the EDA, Feature Engineering, Supervised ML model 

training, validation and testing is performed using Google Colab (Python 3 with Latest 

Runtime version). The two Hypotheses (1 and 2) are covered as part of the current stage 

in the praxis: 

H1: ML-based Classification algorithms will analyze various factors and 

relevant patterns to predict failure types due to software design issues. 

H2: ML-based Classification algorithms will analyze various factors and 

relevant patterns to predict failure types due to software change control issues.  

 

4.2.2 Exploratory Data Analysis 

In this section we will do an initial exploratory step for data analysis using 

essential python libraries for data manipulation and visualization. The below Table 4-01 

Basic Data Info shows fundamental information about the dataset including its 

dimensions, list of column names, and a preview of first few records. This preliminary 

examination facilitates an understanding of the structure of data to identify important 

features and prepare for subsequent data cleaning, transformation, and analysis tasks.
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        Table 4-01 Basic Data Info 

Further to the above step, lets now perform a detailed examination of the dataset to assess 

its content and quality. It begins by number of entries (23.483), data types (Date, 

Categorical, Text, and Numeric), and non-null counts for each feature thereby 

highlighting the completeness of the data. Then we will identify the unique values, 

missing values (0) facilitating the identification of data gaps that may require cleaning or 

imputation. The Recall Date feature is converted to a datetime format for initial temporal 

analysis and the date range (From: 2012-06-20 00:00:00 To: 2025-03-12 00:00:00) is 

calculated to establish the period covered by the dataset. Finally, we will evaluate the 

prevalence of software-related recalls reporting both the absolute count and the 

proportion relative to the total number of recalls (Software-related recalls: 1829; Total 

recalls: 23483). 

 

4.2.2.1 Descriptive Statistics Results 

 

In this step for numerical features, we will compute standard statistics such as 

mean, median, mode, standard deviation, range, and quartiles. Also, we will additionally 

measure distribution shape namely skewness and kurtosis, which are calculated to assess 

asymmetry  and peakedness. Categorical features are summarized separately displaying 

counts, unique values, and the most frequent categories, which aids in understanding the 
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distribution and variability of non-numeric data. Furthermore, we will look at the number 

of unique values for each feature, feature cardinality and potential variables for encoding 

or dimensionality reduction. This descriptive analysis establishes a foundational 

understanding of the dataset’s characteristics guiding subsequent preprocessing, feature 

engineering, and modeling. The below Table 4-02 is the Numerical Descriptive Stats for 

Software-related issues only wherein the mean is ~7.8% of records are software-design-

related which states that its heavily imbalanced data. Hence, skewness and kurtosis are 

also high for the same reason. High-cardinality categorical features (Company Name, 

Product Name, Product Code) require frequency encoding, and lower-cardinality 

categorical features (Device Class, Medical Specialty, Recall Class) should be good with 

one-hot encoding. 

 

   Table 4-02 is the Numerical Descriptive Statistics

 

4.2.2.2 Univariate and Multi-variate Analysis Results 

 

The univariate analysis examines distributions across key categorical variables, 

such as device class, recall class, medical specialty, and company, providing both 

numerical summaries and visualizations. Below are some of the univariate visualizations. 
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The below Figure 4-01 Device Class Distribution – Software Recalls displays the 

Software Recalls classification based on the Device Class category. In the below Figure 

4-01, it is evident that Class II (moderate risk as per FDA) device class (~82%) has more 

software-design related recalls (~8%) compared to other classes.  

 

 
Figure 4-01 Device Class Distribution – Software Recalls 

Similarly, the below Figure 4-02 Top 15 Medical Specialty Panels – Software 

Recalls displays the Software Recalls classification as per Medical Specialty panels (top 

15). It is evident that devices that are part of ‘Radiology’ (~50%) medical specialty panel 

are highest in recalls due to software-design issue. 

 

 

Figure 4-02 Top 15 Medical Specialty Panels – Software Recalls 

 

The multivariate analysis further explores relationships between features through 

heatmaps, while trends over time are quantified using line plots and year-on-year growth 
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calculations. Additionally, we also identify top product-company combinations along 

with the most frequent reasons across all recall using text-based analysis. Below are some 

of the multi-variate visualizations: 

This Figure 4-03 Top 10 Medical Specialty Panels Vs Device Class – Software 

Recalls depicts the relationship between Medical Specialties and Device Class of 

Software Recalls. In almost every specialty, most software recalls are to medium risk 

devices (Class II). In Medical Specialty, Radiology can be identified as the most 

important recipient of software recalls and as compared to Clinical Chemistry, it stands 

alone with a high maximum count of Class I recalls that represent extreme danger when 

software malfunctioning is involved. 

 

Figure 4-03 Top 10 Medical Specialty Panels Vs Device Class (Software Recalls) 

 

This Figure 4-04 Top 25 Recall Reasons depicts the top 25 medical devices recall 

reasons and it is evident that Software Design related recalls are in top 5, whereas 

Software Change Control is in top 25. 
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Figure 4-04 Top 25 Recall Reasons 

 

This Figure 4-05 Yearly Software Recalls and Year-on-Year Growth depicts the 

combination of Year-on-Year growth of software recalls and there is significant 

variability with highest-risk is in mid 2010s with some volatility until 2022 and again 

there’s an uptick very recently.

 

Figure 4-05 Yearly Software Recalls and Year-on-Year Growth 

 

4.2.3 Feature Selection Results 

 In this section, we will systematically derive informative attributes from few/all 

existing features to enrich the dataset for subsequent analysis. The objective is to 

understand the data, its relationships, outliers, Winsorizing, and distributions before 

modeling. The binary dependent variable “Is_Software_Design?” is extracted as the 

modelling target (y). The potential data/target-leakage features such as Recall Date, 

Recall Class, and Recall Reason are dropped from the predictors (x). Several domain-

informed features are constructed to capture relevant text and categorical information. 



67 

 

 

For textual or categorical features such as Product Name which originally had extremely 

high cardinality that included 2,189 different marketing strings. We measured software 

intensity signals using software keywords within them. Text-driven metrics such as 

ProductName_Length, ProductName_WordCount, and ProductName_SoftwareKw 

quantify the length, token count, and the number of software-related keywords (e.g., 

“firmware,” “update”) found in  product names. Below Figure 4-06 Software Keyword in 

Product Name are the results for the ProductName_ SoftwareKw feature before and after 

Winsorizing. Both the boxplots depict the fact that nearly all the product names do not 

include anything related to the software and few cases involve some one or two software 

keywords. Once the 5 % Winsorizing is done, the uppermost value of two of the 

keywords is smaller than the two extremes and hence is capped at the value of one, which 

leaves the records intact. However, this feature showed high cardinality, low correlation 

with target and also found to provide minimal predictive value. Hence it is also 

considered to be dropped in the final modeling. 

 

Figure 4-06 Software Keyword in Product Name 

4.2.3.1 Statistical Analysis Results 

 

The feature importance was conducted using Chi-square algorithm to determine 

the independent features that are highly correlated with the target feature. In the below 

Figure 4-07 Chi-square Algorithm – Feature Importance, this Chi-square bar chart 

describes the strength and extent to which individual feature family of categorical values 
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are related to the target variable “Is Software Design?” by displaying its –log₁₀ p-value. A 

larger –log₁₀ p means a much smaller p-value, therefore a much stronger statistical 

relationship with the target. Medical Specialty shows an extremely high –log₁₀ p value 

(capped at 50), and whereas Device Class has a moderate association (–log₁₀ p ≈ 4.9). 

Based on the below  results, Medical Specialty and Device Class are the only categorical 

predictors with target feature. 

 

Figure 4-07 Chi-square Algorithm – Feature Importance 

 

4.2.4 Modeling Results 

 

  In this section, we will be building a binary classification model that predicts  

medical device recalls due to software-design related issues. We will evaluate the 

imbalance in class distribution (software-design related recalls Vs non-software design) 

and build a pipeline that covers balancing, custom feature engineering, preprocessing of 

numerical, categorical and modular, class imbalance handling, model selection, 

hyperparameters optimization, evaluation metrics, baseline modeling, statistical 

comparison, interpretability, baseline comparison, and visualization of confusion 

matrices. The flow-diagram Figure 4-08 below depicts the ML Pipeline for Predicting 



69 

 

 

Software-Related Recalls (Software Design / Software Change Control).

  

Figure 4-08 ML Pipeline for Software-Related Recalls (Software Design & Change Control)  

 

4.2.4.1 SMOTE Analysis Results 

 

In this step, we will validate class imbalance between software-related and non-

software related classes. We will be addressing such class imbalances through the 

Synthetic Minority Oversampling Technique (SMOTE). SMOTE is introduced when 

target is highly imbalanced, especially in recall/ROC-AUC/PR-AUC on the minority 

class, and it is only on training folds and never on test set. It synthesizes new minority 

samples by interpolating between real minority neighbors and not just duplicating rows. 

“This methodology leads to a better definition of the neighborhood since it prioritizes 

those features that are more relevant for the classification task” (Maldonado et al., 2022). 

These synthetic points are a way to regularize the decision boundary toward the under-

represented class and don’t add any new labels. It generates synthetic examples of the 

minority class, and the script provides pre and post SMOTE visualizations of class 

distributions, thereby ensuring that model  learning is not biased towards the majority 
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class and facilitating an empirical check on the rebalanced data. Below Figure 4-09 Class 

Distribution (Pre & Post SMOTE) displays the distribution and visualization wherein the 

dataset is heavily imbalanced with non-software outnumbering software-design-related 

recalls in Pre-SMOTE as compared to balance in post-SMOTE. 

  

Figure 4-09 Class Distribution (Pre & Post SMOTE) 

 

4.2.4.2 Logistic Regression Model Results 

  

Logistic Regression classifier demonstrated predictive performance in identifying 

medical device recalls due to software-related issues such as software design (H1) and 

change control (H2). Both models maintained a stable accuracy of  >82% across training 

and validation datasets which indicates that the learned relationships generalize well to 

unseen data. Similarly, AUC values are >83% which reflect an ability to distinguish 

between software and non-software related recalls. Further, diagnostic indicators such as 

TPR achieved >73% sensitivity successfully detecting vast majority of actual software-

related failures which is an essential capability. Also, specificity is maintained >80% 

which means that most non-software related recalls are classified successfully. The FPR 

is ~15-19% which means that model falsely predicts a recall is software-related when it’s 

not. Also, the below Tables 4-03 and 4-04 confirm that models classify true-positives and 

true-negatives effectively. The ROC curves in Figures 4-10 to 4-13 shows models 
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strength, convex blue curves well above the diagonal baseline indicate that the classifier 

reliably ranks true positives ahead of false positives. These results provide strong 

empirical support for H1 and H2. 

Hypotheses 1 (Software Design): 

 

Table 4-03 Logistic Regression Analysis Results (H1) 

 

 

Figure 4-10 Logistic Regression ROC Curve – Training Dataset (H1) 
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Figure 4-11 Logistic Regression ROC Curve - Testing Dataset (H1)  

 

              Hypotheses 2 (Software Change Control): 

               

Table 4-04 Logistic Regression Analysis Results (H2) 
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Figure 4-12 Logistic Regression ROC Curve - Training Dataset (H2) 

                             

 

Figure 4-13 Logistic Regression ROC Curve - Testing Dataset (H2) 

 

4.2.4.3 Random Forest Model Results 

  

Random Forest classifier demonstrated predictive performance in identifying 

medical device recalls due to software-related issues such as software design (H1) and 
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change control (H2). Both models maintained a stable accuracy of  >85% across training 

and validation datasets which indicates that the learned relationships generalize well to 

unseen data. Similarly, AUC values are >84% which reflect an ability to distinguish 

between software and non-software related recalls. Further, diagnostic indicators such as 

TPR achieved marginal between 50% and 88% sensitivity in successfully detecting most 

of actual software-related failures. Also, specificity is maintained >85% which means 

that most non-software related recalls are classified successfully. The FPR is 6 to 11%, 

which is the lowest compared to other models and is accurate in prediction relatively. 

Also, the below Tables 4-05 and 4-06 confirm that models classify true-positives and 

true-negatives effectively. The ROC curves in Figures 4-14 to 4-17 shows models 

strength, convex blue curves well above the diagonal baseline indicate that the classifier 

reliably ranks true positives ahead of false positives. These results provide strong 

empirical support for H1 and H2. 

Hypotheses 1 (Software Design): 

  

Table 4-05 Random Forest Analysis Results  (H1)
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Figure 4-14 Random Forest ROC Curve - Training Dataset (H1) 

 

 

Figure 4-15 Random Forest ROC Curve - Testing Dataset (H1)
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Hypotheses 2 (Software Change Control): 

 

Table 4-06 Random Forest Analysis Results (H2) 

 

 

Figure 4-16 Random Forest ROC Curve - Training Dataset (H2)
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Figure 4-17 Random Forest ROC Curve - Testing Dataset (H2) 

 

4.2.4.4 XGBoost Model Results 

  

XGBoost classifier demonstrated strong predictive performance in identifying 

medical device recalls due to software-related issues such as software design (H1) and 

change control (H2). Both models maintained a stable accuracy of  >80% across training 

and validation datasets which indicates that the learned relationships generalize well to 

unseen data. Similarly, AUC values are consistently >87% which reflect an ability to 

distinguish between software and non-software related recalls. Further, diagnostic 

indicators such as TPR achieved higher between 77% and 94% of sensitivity in 

successfully detecting vast majority of actual software-related failures which is an 

essential capability. Also, specificity is maintained above 78% which means that most 

non-software related recalls are also classified successfully. The FPR is ~17% to 22%, 

which means that model falsely predicts a recall is software-related when it’s not. It is 

still an acceptable trade-off  as we are prioritizing recall-sensitivity over absolute 
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precision. And the Tables 4-07 and 4-08 below confirm that models classify true-

positives and true-negatives effectively. Finally, the ROC curves in Figures 4-18 to 4-21 

shows models strength, convex blue curves well above the diagonal baseline indicate that 

the classifier reliably ranks true positives ahead of false positives. These results provide 

strong empirical support for H1 and H2. 

Hypotheses 1 (Software Design): 

 

Table 4-07 XGBoost Analysis Results (H1) 
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Figure 4-18 XGBoost ROC Curve – Training Dataset (H1) 

 

 

Figure 4-19 XGBoost ROC Curve - Testing  Dataset (H1)
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Hypotheses 2 (Software Change Control): 

 

Table 4-08 XGBoost Analysis Results (H2) 

 

 

Figure 4-20 XGBoost ROC Curve - Training Dataset (H2)



81 

 

 

 

Figure 4-21 XGBoost ROC Curve – Testing Dataset (H2) 

 

4.2.4.5  Hypotheses Testing Results 

  

In this section, we will cover statistical analysis using pairwise McNemar tests 

for both Hypotheses 1 and 2. As shown in the below Table 4-09 and 4-10 Pairwise 

McNemar’s Test Results provide strong statistical comparison of the classification error 

patterns between each pair of models. It evaluates whether the models make significantly 

different proportions of errors on the same test instances. In this analysis, all p-values are 

extremely small (p<0.05) for every comparison, and the decision is made to Reject Null 

Hypotheses (H₀). Given these results, the null hypothesis (H₀) can be rejected. The data 

provide strong evidence in favor of the alternative hypothesis (H₁): ML-based 

classification algorithms do identify statistically significant relationships between the 

engineered input factors such as device class, medical specialty, and the derived 

interaction features and the correct prediction of failure types due to software design and 

change control issues. 
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Hypotheses 1 (Software Design): 

 

Table 4-09 Pairwise McNemar's Test Results (H1) 

 

Hypotheses 2 (Software Change Control): 

 

Table 4-10 Pairwise McNemar's Test Results (H2) 

 

4.2.4.6 Model Comparison Results 

  

All three models demonstrated distinctive performance as indicated by their high 

AUC scores above 0.90. Logistic Regression has relatively higher FPR as compared to 

Random Forest and XGBoost with reduced generalization on testing dataset and is good 

as a baseline. Between Random Forest and XGBoost, XGBoost (Hidayaturrohman & 

Hanada, 2024) is a sequential tree-growth that reduces both bias and variance by learning 

from prior errors and hence has fine control over bias, variance, and overfitting. XGBoost 

has the lowest FPR (0.17) with accuracy on testing dataset, thus effectively balancing 

sensitivity and specificity while maintaining generalization on unseen data. After 

evaluating the test results for both the Hypotheses 1 and 2 based on below Tables 4-11, 4-

12 and Figures 4-22  and 4-23, XGBoost is the most balanced performance model (Imani 

et al., 2025) for predicting software-design-related recalls. It achieves highest Recall 

across both the Hypotheses (~0.94 & 0.77) which indicates excellent ability to detect 
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positive cases (software-related recalls). In our research study, recall and ROC-AUC are 

critical metrics (Hancock, J. T. et al., 2023) as missing a software-related recall (false 

negative) is more severe than raising a false alarm which would indicate that model 

falsely suspects a recall as software-related when it’s not. Also, XGBoost generalizes 

better on unseen data, outperforms TPR, and in medical-field the cost of missing a true 

positive (a critical recall) far exceeds that of a false alarm. Hence XGBoost’s 

combination of high recall, controlled FPR, and stable generalization made it a suitable 

model for accurately predicting software-related failures that lead to recalls and aligns 

with our study. 

Hypotheses 1 (Software Design): 

 

Table 4-11 Model Comparison – Testing Dataset (H1)
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Figure 4-22 All Models ROC Curve – Testing Dataset (H1) 

 

Hypotheses 2 (Software Change Control): 

  

Table 4-12 Model Comparison – Testing Dataset (H2) 
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       Figure 4-23 All Models ROC Curve – Testing Dataset (H2) 

 

   4.3 Classification Models Performance (Hypotheses Testing 3) 

 

In this second stage of the research, we will evaluate ROC curve for assessing 

models performance as it incorporates full range of True Positive Rate (TPR) and False 

Positive Rate (FPR) thresholds. The Null Hypotheses is that the predictive classification 

model does not achieve a ROC-AUC significantly greater than .80 in identifying 

software-related failures, whereas the Alternate Hypotheses is that the predictive 

classification model achieves a ROC-AUC significantly greater than .80 in identifying 

software-related failures. 

H3: A predictive model can classify software-related failures leading to recalls 

achieving a ROC AUC greater than 80%. 

The below Table 4-13 clearly indicates that the classification predictive models 

(XGBoost, Random Forest, and Logistic Regression) achieved ROC AUC values above 

80% threshold as specified in Hypotheses 3. As the models demonstrated strong evidence 

in  classifying software-related failures leading to recalls, there is evidence to support the 

hypotheses. 
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Table 4-13 Hypotheses Testing Results – H3 

 

   4.4 Regression Modeling Results (Hypotheses Testing 4) 

 

4.4.1 Overview 

The third stage of this research conducted regression analysis aimed at 

forecasting the financial impact such as cost impacts based on quantity impacted and 

corresponding unit price of the medical device due to recalls caused by software-related 

failures (software design & software change control). We looked at the significance of 

correlation between the independent variables (categorical features: Company Name, 

Product Name, Product Code, Device Class, Medical Specialty, Recall Class & Recall 

Reason; numerical features: Product Quantity & Unit Price; and dependent variables 

(Cost Impact). We will  develop a two-stage model along with computational baseline 

reference model in this study as demonstrated in the below Figure 4-24 , Stage-1 (price 

model) will  predict Unit Price from non-leaky features (Company Name, Product Name, 

Device Class, Medical Specialty, and Recall Year) and the output will be UnitPrice_hat. 

Then a computational reference Baseline model (Baseline_hat = UnitPrice_hat × 

Quantity) is developed which actually defines our null-hypotheses performance (H₀). In 

our current study, this baseline model is defined as the cost impact evaluation step and 
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not as a separately trained model. Further in the study, final ML model’s predictive 

performance and statistical significance are evaluated against it. Then finally, we will 

build our Stage-2 Final CostImpact_hat = (Baseline_hat + Input features) which defines 

our alternate-hypotheses (H₁). In this way we are avoiding target leakage without directly 

using Unit Price and Quantity features in our modeling, but by systematically predicting 

Unit Price and building Cost Impact model. We are directly building the predictive model 

from Stage-2 and ultimately comparing against the baseline cost model. The results of 

this section helped in testing the hypotheses below in this study.

 

Figure 4-24 Two-Stage Cost Impact Model 

  

RQ4: Will the model forecast the financial impact such as cost impacts based on 

price of product and quantity of units due to recalls caused by software-related failures?  

H4 is that the model will predict the financial implications of software-related 

recalls such as cost impacts of medical device.  

The Null Hypotheses (Ho) is that the model does not predict the financial impact 

of software-related medical device recalls with statistically significant accuracy. 

Alternate Hypotheses (H1) is that the model predicts the financial impact of software-

related recalls with statistically significant accuracy.
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4.4.2 Correlation Analysis & Multi Collinearity Assessment 

The correlation analysis results revealed several key target relationships 

primarily around Product Quantity which emerged as the strongest numerical predictor of 

Cost Impact with a correlation coefficient of 0.690, Unit Price, and Product Name 

demonstrated as a potential correlation with Cost Impact showing a correlation 

coefficient of 0.185 and 0.049. Below Figure 4-25 Feature Correlation Heatmap clearly 

indicates that financial cost impacts is primarily driven by high-volume factors (Quantity 

x Unit Price). 

 

Figure 4-25 Feature Correlation Heatmap 

 

The Variance Inflation Factor (VIF) analysis provided logical insights into 

multicollinearity assessment amongst features. Based on the Table 4-14 below, all the 

values of VIF are below the traditional threshold of 5.0, with the highest value being 1.47 

for Product Name and 1.35 for Medical Specialty. This indicates that multicollinearity is 

not a significant concern in the dataset, suggesting that predictor variables are sufficiently 
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independent for predictive modeling eliminating concerns such as redundant variables 

affecting model stability and interpretability.

  

Table 4-14 VIF – Multicollinearity Assessment 

 

 4.4.3 Feature Selection Results 

 Based on the below Figure 4-26 ANOVA (one-way) on Cost Impact, feature 

significance analysis results are conducted through one-way ANOVA on Cost Impact. It 

is evident that categorical features such as Product Name, Company Name, Device Class, 

and Medical Specialty contribute towards Unit Price prediction and subsequently 

determine the Cost Impacts. This helps in prioritizing predictors and understanding 

structure. 

 

Figure 4-26 ANOVA (one-way) on Cost Impact
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4.4.4 Modeling Results & Comparison 

Firstly, we used a chronological split on Recall Date feature (train on past, test on 

future) inside training to tune hyperparameters without leaking future information. We 

then handle high-cardinality encoding for Company Name and Product Name features 

with out-of-fold logic to avoid leakage which compresses several categories into stable 

numeric signals. Stage-1 model will predict Unit Price from Company Name, Product 

Name, Device Class, Medical Specialty, and Recall Date without using Quantity (target 

leakage). We choose the estimator by CV R² and check test R² and error plots to ensure 

generalization. Based on the below Table 4-15 Selecting best by CV R², Best Stage-1 

model is GradientBoosting  CV R² = 0.986100.  

 

Table 4-15 Stage-1 Model Results 

We will then create a baseline (Cost Impact) by multiplying predicted Unit Price 

by actual Quantity to get a first-order cost forecast which becomes the baseline total 

recall cost for Stage-2 model. Finally, we will implement Stage-2 model over the 

computed baseline cost along with the same input features. The Baeline_hat acts as a cost 

feature to the ML model while it is also learning from the categorical and temporal 

features. We will model over the baseline including Quantity and UnitPrice_hat to select 
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the best by test R². Based on the below Table 4-16, Best Stage-2 model is RandomForest  

CV R² = 0.678773.  

 

 
Table 4-16 Stage-2 Model Results 

So, we have modeling results from two stages and the best models based on  

CV R². We will now compute R2 for Baseline (UnitPrice_hat × Quantity) as it explains 

amount of variance in total recall cost. Then the model tuning (Wang et al., 2022) is 

conducted using GridSearchCV and below are the hyperparameter settings (Best Params) 

that gave the better performance. Finally, each ML models R2 is performed on the testing 

dataset which will be compared against the same denominator to measure improvement. 

Based on the below Table 4-17 and Figure 4-27, Best model as compared to Baseline is 

CatBoost Test R² = 0.8758.
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Table 4-17 Model Comparison Results 

 

Figure 4-27 Model Comparison Results 

 

 

4.4.5 Model Validation Results 

In this section, we will preview model’s predictions against baseline computation 

and comparative analysis. In the below Table 4-18, True_CostImpact is the actual cost 

impact from the dataset, UnitPrice_hat is the predicted price from Stage-1, Baseline_hat 



93 

 

 

is the computed total cost impact based on the actual Quantity, which is an estimate, and 

Final_hat is the Stage-2 predicted cost impact which learns from the features and 

predicted price.  Based on the below Table 4-18, the two-stage cost impacts estimates 

(Final_hat) are generally closer as compared to baseline (Baseline_hat) in examples such 

as Siemens 2025 blood-gas system and the Invacare wheelchair recalls. However, adding 

more detailed relevant financial features could make future predictions (Final_hat) and 

the baseline (Baseline_hat) come closer to the actual costs (True_CostImpact). 

                

Table 4-18 Model Validation Results 

4.4.6 Hypotheses Testing 

In this section, we will perform a bootstrap hypotheses test to evaluate if final 

ML model is significantly outperforming the baseline on the test dataset in terms of R². 

We will validate whether model truly predicts financial impacts such as Cost Impacts 

(Final_hat) better than a baseline (Baseline_hat) by looking at R-squared on the test data 

that is not used in either training or tuning. The bootstrap process will resample test data 

multiple times and recomputes the R² difference (ΔR² = R²_model − R²_baseline) 

between the model and baseline each time and then uses the sampling distribution to 

estimate .95 confidence interval for ΔR² and a p-value for the one-sided hypotheses H1: 

ΔR² > 0. This process of empirical bootstrapping (ΔR²) explains goodness of fit and also 

evaluates if model is better as compared to baseline and focusses on model explanatory 

performance. We will also Paired t-test and Wilcoxon to statistically evaluate prediction 

accuracy along with error reduction. The Paired t-test checks if mean error difference is 

significantly < 0, whereas Wilcoxon signed-rank does the same for median differences. 
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And if either of p-values are < 0.05 then the model’s errors are significantly smaller than 

the baseline’s. 

In the below Figure 4-28, bootstrap distribution of ΔR² = R²(model) − 

R²(baseline) across test dataset. Each bar shows ΔR² value as the test data was resampled 

as it empirically estimates the performance of final model as compared to the baseline. 

Model’s R² on test data is 0.7678 of Cost Impact variance as compared to Baseline’s R² is 

0.9221 of variance. Mean improvement (ΔR² ) is 15.4% less variance whereas the range 

of likely ΔR² values (−0.2266 to +0.0102) crosses zero and is not significant. And 

probability of one-sided H1 ΔR² >0 shows that 93.7% chance model is not better. Also, 

the below Table 4-19 paired tests and Wilcoxon tests on errors showed no significant 

error reduction as compared to baseline. Finally, it is interpreted that there is no 

statistically significant evidence that model beats the baseline and hence “Fail to reject 

H₀” and no significant improvement. 

 

Figure 4-28 Bootstrap on R² (two-stage model Vs baseline) Histogram 
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Table 4-19 Paired Tests on Errors using t-test & Wilcoxon 

  

   4.5 Summary 

 

This chapter covered modeling analysis of all four hypotheses and published 

respective results in this praxis. Classification-based ML models were built to predict 

software-related issues due to software design and software change control, ultimately 

leading to medical device recalls. The first and second hypotheses covered this 

classification-based predictive modeling. Multiple ML algorithms were utilized (logistic 

regression, random forest, and XGBoost). However, XGBoost generalizes better on 

unseen  data, outperforms TPR, and in medical-field the cost of missing a true positive (a 

critical recall) far exceeds that of a false alarm. Hence XGBoost’s combination of high 

recall, controlled FPR, and stable generalization made it a suitable model for accurately 

predicting software-related failures that lead to recalls and aligns with our study. As part 

of the third hypotheses, all classification models performance was assessed, and ROC-

AUC curve is greater than 80% which ultimately determined that these models could 

classify software-related failures leading to recalls. As these models demonstrated strong 

evidence in classifying software-related failures leading to recalls, there is evidence to 

support it. 

Finally, the fourth hypotheses conducted tree-based regression modeling to 

forecast the cost impacts based on unit price of the recalled medical device and 

corresponding impacted quantities. We developed a two-stage model in this study, Stage-

1 (price model) predicted Unit Price from non-leaky features (Company Name, Product 

Name, Device Class, Medical Specialty, and Recall Date) and Stage-2 (cost model) built 
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a baseline Cost Impact based on predicted Unit Price and Product Quantity. The model 

truly could not predict financial impacts such as Cost Impacts better than a baseline. And 

it is interpreted that there is no statistically significant evidence that model beats the 

baseline and hence “Fail to reject H₀.”

The below Figure 4-29 depicts the research methodologies along with hypothesis 

testing results. 

 

Figure 4-29 Research Methodologies & Summary
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Chapter 5 - Conclusion 

 

 

   5.1 Discussion 

 

In the medical device industry, software has an important role in most of the 

modern medical devices. It transforms medical devices from an equipment to an 

intelligent medical system through digital innovation. The U.S. FDA defines “software in 

a medical device and software as a medical device” (F.D.A, 2018). Software has become 

far more crucial in modern medical devices lately as it helps in diagnostics, clinical 

analysis, patient monitoring, and precision care. However, software-related issues are 

most common and is one of the top 5 reasons for medical device recalls. There are 

several categories of software-related recalls, but we are focusing on two major issues, 

such as software design and software change control. Also, we will study financial 

impacts due to these recalls primarily with product costs depending on the number of 

quantities impacted. This research provides medical device manufacturers to predict 

software-related recalls using classification-based ML models and subsequently forecast 

cost impacts for the same. 

Supervised machine learning models based on Classification algorithms and 

Pairwise McNemar Tests were used to test the hypotheses. Some of the independent 

features such as Recall Year, Device Class and Medical Specialty were positively 

correlated with target (Is_Software_Design? and Is_Software_Change_Control?) to 

predict software-related recalls. This finding was evidenced using supervised 

classification-based ML modeling techniques and feature selection approach using Chi-

square algorithm. These features were further included towards the Classification-based 

ML modeling. 

Amongst all three Classification models such as Logistic Regression, Random 

Forest, and XGBoost – XGBoost is selected as best classification model in predicting 
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software-related recalls due to its superior evaluation metrics such as high ROC-AUC, 

recall, controlled FPR, and stable generalization made it a suitable model for accurately 

predicting software-related failures that lead to recalls and aligns with our study. Finally, 

this research found that all classification predictive models (XGBoost, Random Forest, 

and Logistic Regression) achieved ROC AUC values above 80% threshold on testing 

dataset. 

This research also focused on supervised ensemble and tree-based regression 

models to forecast financial impacts due to software-related recalls primarily around the 

cost of the medical device. The Unit Price and impacted Quantity played significant role 

to determine the Cost Impacts. In addition to the above features, Product Name and 

Company Name played a significant role in predicting Unit Price and further developed a 

Cost Impact model. These features are evidenced based on ANOVA (one-way) feature-

selection algorithm. Additional features such as Recall Class, Recall Reason, and Product 

Code were not considered even though they were correlated, but influenced in target 

leakage. Therefore, these features were not involved as variables in the regression-based 

ML modeling. 

The significance of the financial impact forecasting due to software-related 

recalls was inconclusive.  While ensemble tree-based regression models predicted Unit 

Price based on the above features, but the final Cost Impact model as compared to 

baseline computed reference model didn’t significantly better. And the model truly could 

not predict financial impacts such as Cost Impacts better than a baseline. Hence it is 

interpreted that there is no statistically significant evidence that model beats the baseline. 

 

   5.2 Conclusion 

 

The rise of ML methodologies has increased lately due to the advancement in the 

medical device industry. Also, their advanced capabilities to handle categorical and 
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temporal data is key in predictive modeling. This study concludes that ML modeling 

techniques are suitable to the field of medical device industry in predicting software-

related recalls and subsequent cost impacts. This research also provides further 

conclusions to the following: 

• Recall Year, Device Class and Medical Specialty Panels seems to be 

positively correlated to predict software-related recalls due to Software 

Design and Software Change Control issues. 

• Company Name and Product Name features along with Recall Year, 

Device Class and Medical Specialty features seems to be positively 

correlated to predict Unit Price and further build regression-based Cost 

Impact model. 

• Recall Class and Recall Reason features are highly correlated with the 

target variable which led to major target leakage, and also Product Code 

that has high-cardinality did not provide relevance to either the 

classification or regression modeling. 

•  Product Quantity and Unit Price features are highly correlated with the 

target variable for forecasting Cost Impacts; however, Product Quantity 

feature is used in two-stage regression modeling to compute baseline 

reference model which was used to compare against the final Cost 

Impact model. 

 

   5.3 Contribution of this Research 

 

 Most of the research contributions are detailed in the below three questions. 

5.3.1 What questions does the research answer? 

This research answers if software-related recalls are predicted based on software 

design and software change control issues. Also, subsequently, if further impacts such as 
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cost impacts could be forecasted predicting unit price based on number of quantities 

impacted due to these recalls. As mentioned earlier, software-related recalls is one of the 

top 5 recalls trending since 2012. As mentioned above, modernization of medical devices 

and proliferation of innovation in medical industry lead to the need of software 

predictability in terms of likelihood of failures resulting in recalls. This research explores 

the ability to predict such recalls using classification-based ML modeling in context of 

medical device industry and domain of engineering management. 

This research included data from Device Events platform that is organized to the 

needs of our research, the data feed for this platform is originally from U.S. FDA and 

Recall Enterprise systems as discussed in earlier chapters. The study looked into 

prediction of software-related recalls which will help manufacturers to optimize them and 

corresponding cost impacts. Taking this study forward in forecasting the impact of 

software-related recalls on cost impacts based on quantity and by predicting the unit price 

help manufacturers optimize operational expenses. 

 5.3.2 Why should the reader care? 

This praxis is applicable to the different domains of engineering 

management, and one such domain in healthcare system that is specific to medical 

devices. Everyone uses or will go through the medical devices at some point in 

their lives. And, medical device manufacturers are investing significantly in 

technology, with software playing a crucial role, as mentioned in the above 

sections. As software becomes more prevalent in medical devices, accurately 

predicting critical software failures using classification algorithms are vital to 

preventing medical device recalls. This research will enable manufacturers to 

predict such recalls and prevent them with any further impacts. 

An increase in medical device recalls will cause further consequences for 
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manufacturers such as financial losses and potentially raise healthcare costs. Hence 

this research will predict unit price with respective correlated features as mentioned 

above and forecast cost impacts due to software-related recalls based on the number 

of impacted quantities. This study will help readers who are pursuing engineering 

management. This distinctive approach of forecasting cost impacts to the predicted 

medical device recalls due to software-related is a novel idea that would encourage 

the reader to further its application.  

5.3.3 How does this research help industry, the body of knowledge, or 

society? 

Software is one of the top 5 reasons for medical device recalls as seen in 

most of the above chapters and from the data gathered as well. “In fact, one in every 

three medical devices that use software for operation has been recalled due to 

failures in software itself” (Z. Fu et al., 2017a) as mentioned in the above literature 

review. Classification-based predictive modeling techniques and comparison of 

different types of ML models based on their performance will help manufacturers in 

medical devices industry to predict software-related recalls. 

 Also, health expenditure is rapidly growing, making affordability difficult. 

This type of advancement to further the study of cost impacts of software-related 

recalls has not been applied in the field of medical device industry. This research 

applies ensemble regression-based ML modeling techniques to optimize the 

financial impacts. This novel approach in field of medical devices industry 

contributed to the field of engineering management body of knowledge. It also 

contributes to software-recall prediction and corresponding optimization of cost 

impacts for the well-being of healthcare industry. 
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 5.4 Strengths and Limitations 

 

The U.S. FDAs Medical Device Recalls database and FDA Recall Enterprise 

System is a good source of medical device recalls data that has up-to-date information. 

However, these data sources have lot of the other metadata that is irrelevant to our study. 

And the required data specific to our above-mentioned features are distributed, 

fragmented, and is not easy enough to export into an external data file format such as .csv 

or .xls. Hence we are using Device Events platform which gets the most up-to-date 

medical device recalls data from U.S FDAs MDR and MAUDE systems.  

It has all the required features organized and mapped appropriately in a single 

snapshot. Also, the data is easily extracted and exported into .csv format, which then 

helped to apply data cleaning along with respective preprocessing techniques to make it 

suitable to our further modeling approach. Their smarter cloud-based software service 

helps hospitals, financial institutions, law firms, and manufacturers to quickly identify 

problematic devices and understand the devices adverse event history. Thus, Device 

Events platforms organized data is suitable for our study. 

However, there are certain limitations in this study in regard to specific data 

relevant to forecasting cost impacts. Forecasting financial implications require direct 

costs data such as accurate unit price based on temporal information and impacted 

quantities, along with replacement, disposal, and field services, whereas indirect costs 

such as revenue loss during recall period, penalties or fines, claims, downtime, and 

warranty reserves. It is difficult to gather such data from the U.S. FDA sources or any 

other sources especially the indirect costs as they vary and is mostly not publicly 

published. 

 

 5.5 Future Research 

 

Future study can include more rich data specifically relevant to both direct and 



 

103  

indirect costs. The direct costs data specific to unit price could be maintained based on 

temporal information, and any subsequent expenses either in the Procurement or Recall 

databases. Additional direct costs should also be published so that it becomes easier to 

build a forecasting model that predicts direct cost impacts. Now, the indirect costs are 

more complex in nature to gather as the data could reside in SEC 10-K / 10-Q filings, 

Company Annual Reports, and Settlement Records. It requires consolidation of such 

specific direct and indirect costs data from all the data sources into one location or 

platform. And further this data should be tied back to the organized data in the Device 

Events platform so that the all the direct/indirect costs are individually mapped to all the 

medical device recalls data. This could be an excellent opportunity for future studies. 

Hence, future researchers are recommended to explore organizing, normalizing, and 

mapping all these different costs to recalls data which could then add meaningful 

outcome to software-recalls prediction. Also, the similar outcome-based value prediction 

modeling could be extended to non-software related recalls as well. This will allow 

manufacturers to be proactive and focus on optimizing software-related and further to all 

categories of recalls if applied correctly, which will eventually benefit overall healthcare 

industry. 
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