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Abstract of Praxis

Enhancing Cyber Threat Detection on the Internet of Healthcare Thing Devices
Using Hybrid CNN-Federated Learning Algorithms

The introduction of the Internet of Things (IoT) technology into how daily
routines has sparked a technological revolution across all sectors of society. The
inclusion of these IoT technologies in the healthcare sector eventually resulted in the
emergence of a new subdomain of the IoT called the Internet of Healthcare Things
(IoHT) technologies, which collect and transmit health-related information to healthcare
providers in near-real time. While IoHT has the potential to offer benefits by bringing
better care and streamlining data management, it can also create new cybersecurity
challenges as well as privacy issues.

This praxis examines the critical issue of [oHT cybersecurity and privacy. It
focuses on building a robust privacy-preserving Intrusion Detection System (IDS) by
integrating properties of Convolutional Neural Networks (CNNs) and Federated Learning
(FL). In general, most solutions for cyber threat detection in the loT world, such as
signature-based and anomaly detection techniques, cannot deal by themselves with the
sophistication and dynamics of modern cyber threats. There is a need for a more
sophisticated and adaptive approach solution to ensure that critical [oHT components are
secure. Furthermore, specifically in healthcare, it is not just about data integrity of data
but also about keeping patient safe and their valuable health information confidential.

This praxis aims to improve the security and privacy of IoHT devices by

developing a hybrid deep learning model that includes the federated learning method.
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Federated learning is a machine learning approach that operates in a decentralizing
manner by allowing multiple devices to collaborate in training a global model while
retaining the data on each device at a localized level. This is generally a robust technique
that could be potentially suitable for healthcare environments, where data privacy and
security are of utmost importance. This is because it reduces the chance of vital data
leakage and fulfills rigid healthcare regulations.

The binary and multi-class classification tasks have been tested for the CNN-FL
model using the ECU-IoHT dataset. Various metrics for evaluating the model’s
performance included accuracy and false alarm rates. For the binary classification, the
CNN-FL model achieved its highest accuracy rate at 99.20% and its lowest false alarm
rate at 1.42%. For the multi-class classification, the highest accuracy rate achieved was
97.60%, and the lowest false alarm rate achieved was 0.55%. These results underscored
the model’s effectiveness at detecting and classifying cyber threats in IoHT devices.
Furthermore, the performance of the CNN-FL model was compared to centralized deep
learning models (CNN, DNN, and RNN), and the results showed that the federated

learning approach held high performance while offering significant privacy advantages.
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Chapter 1—Introduction

1.1 Background

The “healthcare industry has undergone a technological transformation with the
integration of Internet of Things (IoT) devices” (Alalhareth & Hong, 2024) for providing
healthcare services, which has led rise to the Internet of Healthcare Things (IoHT). This
shift holds a great opportunity to fundamentally revolutionize patient care and data
management in healthcare settings (Poenicke et al., 2019). These devices composing the
IoHT comprise various devices and sensors that collect and transmit valuable and
sensitive healthcare data (Ahmad & Siddiqui, 2022). These IoHT devices have the
potential to improve and optimize healthcare operations and decrease expenses (Perera et
al., 2013). However, the proliferation of IoHT devices in the healthcare environment has
created many challenges in cybersecurity for the healthcare industry.

The healthcare industry holds a large amount of patient data, making it a lucrative
target for criminals seeking profit through cyber means. Malicious actors increasingly
target healthcare organizations with various cyber threats, including ransomware attacks,
“data breaches, and denial-of-service (DoS) attacks” (Kaur et al., 2024). In the case of
IoHT, the consequences of cybersecurity breaches can be catastrophic, as they may
impact patient safety, compromise the confidentiality of medical records, and disrupt
critical healthcare services (Kruse et al., 2017). In 2021, the Diego Center for Healthcare
Security in the USA succumbed to ransomware attacks causing the most severe
disruption the center had ever seen (Ferrag et al., 2021). For nearly a week, the healthcare

facility's operation was halted as the enterprise struggled to identify the malware.



1.2 Research Motivation

The strong commitment to finding solutions for the security and privacy issues in
IoHT devices motivates this praxis. Due to the continued reliance of healthcare systems
on IoT devices for timely and efficient treatment, there is an absolute need to safeguard
patient records and medical systems. The increase in frequency and complexity of
cyberattacks on healthcare organizations demonstrates the urgency of a complex
machine-learning model capable of detecting and classifying cyber-attacks to save patient
data privacy.

Conventional methods of cyber threat detection, such as signature-based
techniques and anomaly detection, often lag behind sophisticated and ever-evolving
threats. The utilization of federated learning methods in the cyber security of the
healthcare 0T ecosystem can be tremendously beneficial. “Federated learning is a
privacy-preserving machine learning technique wherein multiple decentralized devices
jointly train a global machine learning model while keeping their local data” (Babbar, et
al., 2023). Healthcare 10T deals with private and secure data; hence, federated learning is
appropriate in such domains. Through federated learning, a model can be trained without
centralizing the private data. Due to this advantage, it avoids the risk of exposing
sensitive patient data, potentially reducing serious healthcare data breaches and staying
compliant with healthcare data regulations.

1.3 Problem Statement

The increasing adoption of IoT devices and their inherent vulnerabilities have

made them attractive targets for cybercriminals (Sue, 2023), resulting in an average cost

of nearly 11 million dollars per breach in the healthcare industry (Adams, 2023).



Rapid deployment of Internet of Things (IoT) devices in healthcare has rendered
the sector highly susceptible to cyberattacks. [oHT devices are repositories of extensive
patient information, resulting in healthcare institutions becoming a constant target for
cyber threats, such as ransomware attacks. From a public health point of view, cyber-
attacks on IoHT devices can have serious implications, including harm to patients,
breaches of medical privacy, and compromises to continuously deliver necessary
healthcare services.

1.4 Thesis Statement

A Convolutional Neural Network (CNN)-federated learning-based intrusion

detection system will detect and classify cyber threats in Healthcare Internet of Things

devices while preserving privacy of patients’ sensitive data.

The growing prevalence of “loT applications in healthcare” has led to an
improvement in patient care (Saleh et al., 2024). However, it has also intensified
concerns regarding the privacy and security of sensitive health data. This praxis aims to
solve this vital problem by proposing a novel CNN-Federated Learning-based Intrusion
Detection System (IDS) for IoHT devices.

The primary goal of the suggested model is to identify and categorize cyber
threats in [oHT domains through the power of CNN, discerning deep patterns in data
(Balasubramaniam et al., 2023), and using FL techniques for decentralized model
training. By combining the use of CNN with FL, the preservation of the privacy of
patient data will be ensured. The model can be trained by bringing together the multiple

distributed datasets without exposing the individual health records of a patient.



1.5 Research Objectives

This research aims to enhance the security and privacy of healthcare services
provided by IoHT devices by architecting a hybrid deep learning (DL) model using
federated learning techniques. Federated learning, a decentralized machine learning
approach, offers promising prospects in addressing healthcare IoT's unique security and
privacy challenges (Odeyemi et al., 2024, p. 2024). This research aims to:
e Develop a hybrid CNN-federated learning model to enhance the identification and
categorization of cyber threats in IoHT devices.
e Evaluate the performance of the hybrid CNN-Federated learning model using an
[oHT dataset.
e Evaluate the proposed hybrid model's ability to identify and categorize intrusions
for different attacks using the following metrics: accuracy, precision, recall, F1-
score, and false alarm rate (FAR). These metrics are used to compare the hybrid
model with the existing DL models such as CNN, Recurrent Neural Network
(RNN), and Deep Neural Network (DNN) intrusion detection systems.
1.6 Research Questions and Hypotheses

The research questions and hypotheses of this research are to determine whether a
CNN-federated DL-based model can be built to detect and classify cyber threats in IloHT
devices while maintaining patients’ privacy. In addition, the questions and hypotheses
will examine which federated learning (FL) aggregation methods will yield better
performance results.

In order to design a model, the following research questions and hypotheses will

serve as a guide for this research.



1.6.1 Research Questions

This praxis will address the following key research questions (RQ):

RQ1: Which federated learning aggregation method, out of Weighted Federated
Average (Weight FedAvg), FedSGD, and FedProx, will achieve the highest accuracy in
detecting and classifying cyber threats while preserving data privacy in IoHT devices?

RQ2: Can a hybrid CNN-federated learning-based model be built to detect and
classify cyber threats while preserving patients’ privacy in IoHT devices?

RQ3: Will the proposed model perform better in accuracy, precision, recall, and
F1 score than other deep learning-based algorithms, such as CNN, RNN, and DNN, to
detect and classify cyber threats while preserving privacy in loHT devices?

1.6.2 Research Hypothesis

H1: The Weight FedAvg will achieve a higher accuracy than the FedSGD and
FedProx in detecting and classifying cyber threats while preserving data privacy in loHT
devices.

H2: A hybrid CNN-federated learning-based model can be built to detect and
classify cyber threats while preserving patients’ privacy in [oHT devices.

H3: CNN-Federated learning will perform at a higher accuracy, precision, recall,
F1 score, and lower false acceptance rate (FAR) than the other deep learning-based
algorithms (CNN, RNN, DNN) to detect and classify cyber threats while preserving
privacy in IoHT devices.

1.7 Scope of Research

The scope of this praxis covers cyber-attack detection and classification within
the dynamic landscape of [oHT devices. At the core of it, this praxis is built around a

dataset known for its richness and relevance in harvesting the multifaceted nature of
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cyber threats in IoHT devices — the ECU-IoHT dataset. This dataset represents a wealth
of diverse data sources, ranging from network traffic patterns to device communications,
vital for unraveling the complexities inherent in safeguarding IoHT ecosystems from
malicious activities.

Additionally, a pivotal aspect of this praxis involves subjecting the proposed
model to rigorous performance evaluations conducted on a meticulously constructed
subset of the ECU-IoHT dataset. The overarching objectives of the model are twofold: to
achieve a higher detection accuracy, thereby bolstering the IoHT infrastructure's
resilience against cyber intrusions, and to minimize false alarms, thereby averting
unnecessary disruptions to critical healthcare operations).

Moreover, the model is engineered to be adaptable and able to accommodate both
binary and multi-class classification of cyber threats, enhancing its versatility and utility
across various IoHT contexts. Through this multifaceted approach, this praxis strives to
provide valuable insights and solutions to fortify the cybersecurity posture of [oHT
ecosystems, ultimately fostering safer and more resilient healthcare delivery systems.

1.8 Research Limitations

The goal of this praxis is to create an efficient and accurate system to detect and
classify cyber-attacks in [oHT devices, particularly with a pre-dominant concentration on
protecting sensitive patient information with privacy and integrity of sensitive patient
information. While preventive measures are very important parts of cyber security
frameworks, they are out of the scope of this research. Instead, the evaluation within this
praxis concentrates on the performance of the proposed model by utilizing the ECU-IoHT

dataset, which represents sample scenarios in [oHT.



Recognizing that the model's results developed in this praxis may have
considerable significance in the field, it is crucial to acknowledge that [oHT
environments have such a wide diversity of problems that the generalization of the results
to all [oHT environments may be limited by the specific nature of the dataset and
experimental conditions. This is to highlight the need for continued and contextualized
research to address the diverse array of challenges present in IoHT environments.

Additionally, this praxis recognizes the broader legal and ethical considerations
about data privacy and compliance within [oHT ecosystems. Although these concerns are
paramount in shaping the landscape of cybersecurity in healthcare, they fall beyond the
immediate scope of this study, signaling opportunities for future research across
interdisciplinary domains.

1.9 Organization of Praxis

The praxis is comprised of five main chapters. These are:

Chapter 1 provides the background and research motivation behind this praxis,
followed by the problem and thesis statements, the research motivation, objectives,
research questions, hypotheses, scope, and limitations.

Chapter 2 provides a comprehensive literature review, offering insights into IoT
in healthcare, security and privacy challenges, Federated Learning, and related work.
This chapter also highlights the gaps in the literature and the need for the solution
proposed in the praxis.

Chapter 3 explains the research methodology used during this research such as,

the exploratory data analysis, data preprocessing, model development, and evaluation.



Chapter 4 displays the results of the proposed model. In this praxis, the results
will focus on whether a hybrid CNN-Federated Learning model can detect and classify
cyberattacks IoHT devices while maintaining the privacy of patient data. This chapter
will also examine the performance of the proposed solution with the different DL models.

The final chapter, Chapter 5, discusses the results, challenges, limitations, and

direction for future work.



Chapter 2—Literature Review

2.1 Introduction

This chapter reviews existing literature related to cyber threat detection on the
Internet of Healthcare Things (IoHT), deep learning models, and federated learning
models. Its structured into six primary sections. Section 2.2 provides a general
description of IoHT and cybersecurity, including how IoT is being integrated with
healthcare, the cyber threats in IoHT devices and the conventional methods to combat
them. Section 2.3 delves into the cyber threat detection in [oHT devices that is based on
machine learning, while Section 2.4 looks at the cyber threat detection in IoHT devices
that is based on deep learning. Section 2.5 of this document is dedicated to introducing
federated learning, its advantages and challenges, and its application in healthcare.
Federated learning-based cyber threat detection in IoT devices is reviewed in this section,
as well. In summary, the chapter concludes with literature review, summarizing the
research gaps in Section 2.6 and laying the groundwork for this dissertation in Section
2.7.

2.2 Overview of Internet of Healthcare Things (IoHT) and Cybersecurity

The introduction of [oHT devices in healthcare settings has significantly
revolutionized and modernized patient care and monitoring while raising major
cybersecurity challenges regarding the protection of sensitive data and integrity of the
entire healthcare system. This section provides a comprehensive overview of [oHT
technologies, their applications in healthcare settings, and the urgent solutions for better

cybersecurity.



2.2.1 Integration of IoT in Healthcare

In recent years, hospital systems have integrated IoT devices into their online
healthcare applications and services to facilitate the seamless exchange of patient-specific
health information and records, whether the patient is at home or receiving care in a
hospital setting (Abouzakhar et al., 2017). Consequently, this technological
transformation has given rise to the [oHT, a subdomain of IoT designed explicitly for
healthcare applications. [oHT comprises many “devices, such as wearable fitness
trackers, medical sensors, smart medical devices, and electronic health records (EHR)
systems, which collect and send essential healthcare information about a patient” (Dang
etal., 2019).

Although IoHT holds the potential to reshape healthcare, it also poses unpresented
cybersecurity challenges. [oHT devices are often connected and networked, making them
vulnerable to various cyber threats.

The healthcare sector is an enticing target for malicious actors due to its wealth
“of sensitive patient data, including medical records, personal information, and financial
data” (Sittig & Singh, 2016). The ramifications of a cyber breach in a healthcare context
can be very devastating, affecting patient safety, data privacy, and the integrity of
healthcare services (Kruse et al., 2017).

2.2.2 Cyber Threats on the Internet of Healthcare Things (IoHT) Devices

Healthcare organizations are continually grappling with the challenge of
addressing advanced and complex cyber threats. The healthcare sector is particularly
critical, necessitating specialized approaches to prevent, identify, and evaluate attacks

(Goud, 2019). Djenna et al. (2021) reported that “according to Vectra Networks' quarterly
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post-intrusion analysis report for the first quarter of 2017, healthcare was the most
frequently targeted sector for cyber-attacks”. For example, 86% of the attacks have been
found in “the implementation of IoT” (Elgayar et al., 2023). The effects of a cyber-attack
on an [oT-enabled healthcare system could be serious and widespread, leading to
“financial loss, operational disruption, equipment failure, and most critically, the loss of
patients’ lives” (Djenna et al., 2021). Considering these risks, it is worth exploring some
of these cyber-attacks to identify their inherent vulnerabilities, as well as associated risks
within loT-based healthcare.

Denial of Service (DoS) attacks represent one of the most prevalent threats facing
IoHT devices, posing significant challenges to the reliability and functionality of these
critical systems. In a DoS attack, malicious actors inundate targeted IoT devices with
excessive requests, overwhelming their processing capabilities and exhausting available
resources. This barrage of requests impedes the device's ability to respond to legitimate
user requests, rendering it unresponsive or severely degraded performance (Lyell et al.,
2021).

The disruptive impact of DoS attacks on IoHT devices is particularly concerning
due to the critical nature of the services they support. Medical devices and systems rely
on seamless communication and real-time data exchange to deliver vital healthcare
services, such as patient monitoring, diagnostics, and treatment delivery. However, the
lack of synchronization in communications exacerbated by DoS attacks can lead to
disruptions in these essential services, and negatively impact the quality and care.

Another type of attack that [oHT devices are subject to is the replay attack. “A

replay attack is a security breach in which unauthorized data is stored” and then
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transmitted to the receiver to trap them in unauthorized actions such as false
authentication or verification or duplicate transactions (Chakraborty, et al., 2022). The
attacker aims to gain the receiver's trust and often uses a message commonly used in the
access process (Behrooz & Marsh, 2016). Relying solely on basic authentication
methods, such as login activity without session key generation, is insufficient to ensure
security. A replay attack can be prevented by limiting unauthorized access to the system
(Butt et al., 2019).

Implementing robust access control mechanisms is essential for thwarting
unauthorized access to sensitive systems or data. This entails deploying authentication
measures like passwords, biometrics, or “multi-factor authentication (MFA) to restrict the
system’s access solely to authorized users” (Yaacoub et al., 2022). Additionally,
encrypting transmitted data is a layer of protection against replay attacks; even if
intercepted, encrypted data remains indecipherable and tamper-proof without the
requisite decryption key.

The subsequent threat to [oHT devices explored in this section pertains to
ransomware attacks, a distinctive form of malware notorious for impeding hospital
organizations' access to vital system components, posing significant concerns regarding
hospital data security. Ransomware encrypts data, effectively barring healthcare
personnel from accessing crucial health information and databases, potentially disrupting
critical healthcare operations (Thamer & Alubady, 2021). In the event that an
organization within the hospital sector is incapable of accessing its own health

information system, it could lead to delays or hinder the provision of care.
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2.2.3 Conventional Cybersecurity Solutions and Mitigation Strategies for [oHT
Devices and Their Limitations

Data security represents one of the core mandates for healthcare institutions to
safeguard patient data by securing loT devices. These protective measures give hospitals
more significant milestones in protecting the institution's reputation. This section
explores numerous solutions that have been developed over the years to tackle the
security concerns posed by IoHT devices, thereby reducing the likelihood of cyberattacks
(Al-Haijja et al., 2021).

One solution recommended as best practice is to implement distributed systems.
Most denial-of-service attacks occur due to the central server's lack of appropriate
synchronizations. Therefore, implementing a distributed system allows overwhelming
request workloads to be distributed to different servers (Hagras et al., 2023). This method
has been the most efficient mitigation approach for a long time, ensuring that the network
devices efficiently help implement the security of the network systems.

Another mitigation approach is to develop comprehensive user guidelines to
heighten security awareness. It is crucial to provide clear and concise instructions on
protecting loT devices. This includes educating users on the potential threats that can
affect their devices and how to prevent them. Additionally, organizations can develop
robust training programs to enhance and cultivate security awareness among employees,
which will essentially include how to create strong passwords, change the passwords
regularly, and training on how to identify spam e-mails, as well as third-party apps that
might compromise loT security. By adhering to these tenets and following best practices,

users reduce the danger of [oHT attacks and data breaches (Tawalbeh et al., 2020).
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Another security practice often used is the implementation of roles and privileges.
This approach requires that different users have well-spelled-out roles in the system,
which can reduce the number of trusted insiders. In any organization, the responsibility of
protecting organizational data largely relies on trusted insiders (Hu et al., 2021).

Conventional cybersecurity approaches face numerous challenges in dealing with
cyber breaches in IoHT devices. The intricate and diverse nature of [oT ecosystems in
healthcare settings presents a significant barrier, making it difficult to thoroughly monitor
and safeguard every device. Furthermore, numerous IoHT devices exhibit inherent
vulnerabilities due to inadequate built-in security mechanisms, leaving them susceptible
to exploitation by malicious actors (Bera et al., 2017). Additionally, the speed of digital
innovation at times outpaces the responsiveness of traditional security measures, leaving
healthcare systems vulnerable to emerging threats (Bera et al., 2017). These limitations
highlight the urgent need for innovative cybersecurity strategies targeted specifically to
IoHTs.
2.3 Machine Learning-based Cyber Threat Detection for IoHT Devices

Traditional and common security approaches are less effective in the IoT
environment due to the specific characteristics of these “devices, such as their scalability,
processing power, memory, and power resource restrictions” (Hussain et al., 2021). To
overcome this issue, machine learning-based IDS are developed. In this section, machine
learning-based cyber threat detection techniques developed for IoHT devices against
cyber-attacks are studied.

Binbusayyis et al. (2022) conducted a research project that focused on using

different machine learning techniques like NB, KNN, DT, ANN, and SVM to detect and
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prevent intrusion on the Internet of Medical Things (IoMT) network. In the study, the
2018 Bot-IoT dataset was used to explore the different machine-learning approaches to
“comprehend the best practice when it comes to finding the intrusion of the networks in
IoMT” (Binbusayyis et al., 2022). Their research aimed to determine the most suitable
machine learning model capable of enhancing the security of the [oMT networks,
ensuring the privacy and integrity of medical records in IoT networks.

Results showed that DT demonstrated the most effective detection capabilities
across all three evaluation measures. It achieved 100% accuracy (ACC), 100% detection
rate (DR), and 12.00% false alarm rate (FAR), which is the ratio of misclassified normal
instances on the imbalanced Bot-IoT datasets. It also achieved 100 % ACC, 100% DR,
and 0.00% FAR on the balanced Bot-1oT datasets (Binbusayyis et al., 2022).

Thamilarasu et al. (2020) as cited in Akshay Kumaar et al. (2022), designed an
intrusion detection system for securing the network of connected medical devices on the
[IoMT. The models they used for their intrusion detection were based on machine learning
algorithms to detect network-level intrusions and anomalies in sensor data, including
SVM, DT, NB, KNN, and RF (Thamilarasu et al., 2020). The authors simulated a
hospital network topology and performed experiments on subsets of the [oMT to validate
the system's accuracy of 99.80% and 97.93% for “network and device intrusion
detection” (Thamilarasu et al., 2020). They stressed the importance of addressing security
concerns in the [oMT and proposed using mobile agents for intrusion detection
(Thamilarasu et al., 2020).

Basharat et al. (2022) conducted an in-depth analysis of various ML methods for

intrusion detection in IoHT devices. The goal of this paper was to measure the
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effectiveness of various machine learning techniques such as SVM, Random Forest (RF),
Bagging, and AdaBoost in safeguarding [oHT devices against security breaches. By
examining these techniques, the study sought valuable insights into which approaches are
best suited for enhancing the security of smart healthcare systems, protecting sensitive
patient data, and maintaining the reliability of healthcare services (Basharat et al., 2022).
The study was evaluated using the UNSW-NB15 network intrusion benchmark dataset,
demonstrating its ability “to detect network intrusion with the highest accuracy” rate of
95.32% using the AdaBoost classifier (Basharat et al., 2022).

Taugeer et al. (2022) investigated “machine-learning techniques for detecting
cyber-attacks” on the [oMT. The authors evaluated three “machine learning algorithms—
RF, Gradient Boosting, and SVM”— to detect cyberattacks. These models have shown
particular efficacy in detecting cyberattacks and have thus been evaluated on the WUSTL
EHMS 2020 dataset, which contains a variety of attack types, including main in-the-
middle, data injection, and spoofing attacks (Taugeer et al., 2022). According to the
evaluation of the presented machine-learning models, Random Forest yielded an
accuracy rate of 96.92%, the Gradient Boosting model resulted in an accuracy rate of
96.53%, while an accuracy rate of 95.85% was achieved by SVM (Taugeer et al., 2022).

Lee et al. (2021) proposed a novel M-IDM approach for identifying security
breaches in healthcare Internet of Things (IoT) networks. M-IDM employed multi-
classification techniques to analyze network traffic, allowing it to distinguish various
intrusions and protect the “confidentiality and reliability of sensitive patient data in the”

healthcare IoT ecosystem (Lee et al., 2021). The authors demonstrated that their proposed
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model achieved a high accuracy rate, ranging from 94.49% to 98.82% in all classes (Lee
etal., 2021).

As discussed in this section, many studies were presented to demonstrate that ML
techniques can be used to build intrusion detection systems to detect and prevent
cybersecurity breaches in the healthcare environment. While the different machine
learning-based cyber threat detection techniques have shown a high accuracy rate, they
have not addressed patient data privacy, which is a major concern in the healthcare
sector. This is due to its potential to compromise patient confidentiality, violate
regulatory compliance, erode trust and patient confidence, and raise ethical dilemmas
(Okey et al., 2022).

2.4 Deep Learning-based Cyber Threat Detection for [oHT Devices

Deep learning-based cyber threat detection systems have been developed to
address the concerns and limitations of machine learning techniques for cyber threat
detection. This section will explore deep learning-based cyber threat detection for [oHT
devices.

Akshay Kumaar et al. (2022) proposed a new hybrid framework called
“ImmuneNet” specifically intended for intrusion detection in healthcare systems. The
framework leveraged deep learning methods to increase accuracy and capability,
combining multiple feature engineering techniques, oversampling approaches, and
hyperparameter optimization methods. The proposed framework is compared with
various machine learning algorithms using cyber-attack data from the “Canadian Institute
for Cybersecurity’s Intrusion Detection System 2017, 2018, and Bell DNS 2021 datasets”

(Akshay Kumaar et al., 2022). The average results obtained in the CIC Bell DNS 2021
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dataset are 99.19% for accuracy, 99.22% for precision, 99.19% for recall, and 99.21% for
AUC-Roc in the proposed framework (Akshay Kumaar et al., 2022).

Kim et al. (2016) developed an intrusion detection system (IDS) model using a
deep learning approach by adopting a Long Short-Term Memory (LSTM) architecture
into a Recurrent Neural Network (RNN)” to classify the patterns of an attack. The model
was “trained using the KDD Cup 1999 dataset. The results revealed that it achieved an
average detection rate (DR) of 98.87% among the total attack instances, whereas the
average FAR was 10.03% (Kim et al., 2016).

Vijayakumar et al. (2023) developed a “cyber-attack detection system based on
deep neural networks utilizing the latest ECU-IoHT”. The proposed system aimed to
identify “cyber-attacks on the Internet of Health Things environment” and achieved
performance accuracy, with an average of 99.85% (Vijayakumar et al., 2023).
Additionally, “the system has a false positive rate of 1.00% and an average area under the
receiver operator characteristic curve of 99.00%” (Vijayakumar et al., 2023).

In their study, Saheed and Arowolo (2021) devised an effective system to detect
cyber-attacks within the Internet of Medical Things (IoMT) by using Deep Recurrent
Neural Network (DRNN) and machine learning techniques, including random forest
(RF), decision tree (DT), KNN, and ridge classifiers. The NSL-KDD dataset was utilized
to conduct the experimental work. The DRNN model produced a higher accuracy rate of
99.76% (Saheed & Arowolo, 2021).

In their paper, Judith et al. (2023) proposed a way to spot malicious software on
the [oMT communication system using immediately collected data from the WUSTL-

EHMS dataset. The authors employed PCA to reduce the feature number and constructed
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a Multi-layer Perceptron for categorizing unexpected cyber-attacks (Judith et al., 2023).
The evaluation of the proposed model indicated that the MLP achieved a better
performance than other classifiers tested, obtaining an accuracy rate of 96.39% and
briefly reducing the time complexity (Judith et al., 2023).

An effective and accurate intrusion detection system for the Internet of Medical
Things (IoMT) was implemented by Chaganti et al. (2022) by proposing a particle swarm
optimization deep neural network (PSO-DNN). To verify the performance of the
proposed solution, the WUSTL EHMS 2020 Dataset for [oMT cybersecurity research has
been employed (Chaganti et al., 2022). Their results revealed that the accuracy rate in
detecting network intrusions is 96.00%, which is slightly more than other machine
learning solutions (KNN, DT). To identify the best model for network intrusion detection
in [oMT, the authors compared various machine learning (ML) and deep learning (DL)
techniques. According to their findings, the accuracy rate of the ML techniques (LR,
KNN, DT, AdaBoost, RF, DT) is between 91.60% and 95.30%, while the accuracy of the
DL techniques (DNN, CNN, LSTM) is between 95.20% and 95.70% (Chaganti et al.,
2022).

A new approach to anomaly detection based on deep neural network (DNN) for
IoT network architectures was proposed by Ahmad et al. (2021), aimed at detecting
complex patterns within IoT network flows and distinguishing normal network flows
from anomalies. The proposed model was tested on the loT-Botnet 2020 dataset and
achieved a detection accuracy of 99.01% and a false alarm rate of 3.90% (Ahmad et al.,
2021). In future research, the authors proposed adapting their multiclass classification

scenarios to specifically categorize the flagged anomaly.
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2.5 Conventional Neural Networks and Federated Learning-based Models in Cyber
Threat Detection

This praxis aims to build a model that combines Convolutional Neural Networks
(CNNs) with federated learning (FL) methods. This innovative approach combines
CNNs' exceptional feature extraction and pattern recognition capabilities with the
privacy-preserving features of FL.
2.5.1 Basics of CNN Architecture and Applications

Convolutional Neural Networks CNNs have become an essential part of modern
deep learning, particularly in the area of computer vision, because of their substantial
achievements on various image analysis benchmarks, and include convolutional layers,
pooling layers, and fully connected layers (Mauricio et al., 2023). As the principal
building blocks in CNNs, convolutional layers extract the complex localized spatial
hierarchies by evaluating the summation of the input data across the receptive fields and
applying a nonlinear operation to obtain the output feature maps (Krizhevsky et al.,

2017).
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Figure 2-1: Basic CNN Architecture (Montero et al., 2023)

CNN has been used to identify objects in real-time videos through image analysis
and feature extractions (Sharma et al., 2018). In CNNs, the most significant features are
weight sharing and hierarchical connections with automatic self-training. Semi-connected
and fully connected layers within CNNs fulfill distinct roles, creating a conducive
environment for the feed-forward training process and the backward propagation of
errors.

2.5.2. CNN and Cybersecurity

There are different approaches in which CNNs can be used to improve security.
CNNs were initially created for image recognition tasks, but because of their propensity
to efficiently learn hierarchical representations, they have also been applied in
cybersecurity (Le et al., 2024). In the realm of cybersecurity, CNNs offer promising
avenues for detecting and mitigating various types of threats, including malware
detection, intrusion detection, and vulnerability assessment. The following are some of

the methods in which CNN can be used to strengthen cybersecurity.
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CNN has been used to detect information that has been embedded in images. This
becomes a very suitable mechanism for eliminating possible attacks by malware as all the
suspicious images can be identified and covert any malicious activities that might be in
transit (Dixit & Silakari, 2021).

Additionally, CNN has been used to identify malware in IoT networks.
Communication, especially through Android devices, is easily susceptible to malware
attacks (Nedeljkovic & Jakovljevic, 2022). Moreover, CNN can be effectively used to
address the challenges of possible attacks by predicting the probable cause of attacks (Al-
Turaiki & Altwaijry, 2021)

Furthermore, CNNs have shown great promise in intrusion detection systems
(IDS) due to their ability to automate feature extraction from network traffic data to
detect anomalies. The research done by Kim et al. (2020) and Radford et al. (2015)
illustrated that a CNN-based IDS has the capability to identify anomalous actions that
could potentially lead to security attacks. Through real-time analysis of network traffic
patterns, CNN-based IDS could be used as a warning system that prompts a preventive
response or mitigation action before it is too late.

Moreover, CNNs have been utilized for finding and prioritizing potential security
vulnerabilities in software systems. By analyzing code snippets or system configurations,
CNNs can learn patterns indicative of vulnerabilities, thereby assisting security
professionals in conducting comprehensive security audits and risk assessments (Qiang,

2022).
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2.5.3 Introduction to Federated Learning

“Federated learning (FL) is designed to protect data privacy” (Wu et al., 2021)
and 1s widely recognized as one of the most efficient ways of detecting attacks in IoHT
traffic. FL also “ensures that the privacy and security of sensitive information are
significantly enhanced by training models locally without transmitting private data to a
central server” (Rahman et al., 2023), as captured in Figure 2-2. By keeping the training
data on the local server, the chances of an attack are reduced, and if an attack happens,
the damage that can be done is reduced compared to the one in the centralized area
(Ghimire & Rawat, 2022). Localizing the data and directly training the model in the
devices or servers where data are stored further reduces the risk of exposing sensitive

information to potential attackers.
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Figure 2-2: Federated Learning and its Training Process (Rahman et al., 2023)

Unlike conventional centralized machine learning approaches where data is
“collected and processed at a single location, federated learning (FL)” (Ghadi et al.,
2023) distributes the computational workload across multiple devices or servers, thereby
decreasing the likelihood of successful cyber-attacks targeting a centralized data
repository. This workload distribution ensures that even if a single device or server is
compromised, the impact on overall system security is limited since the attackers would

only gain access to a portion of the training data.
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However, federated learning also presents some concerns. For example, automatic
update information communicated to the central server could lead to security and privacy
issues. If this data is not adequately secured during transmission, information distortion
may occur and have negative consequences. The other issue is fault tolerance which is
crucial to ensure efficient data communication in federated learning, particularly for IoT
networks.

Despite these challenges and limitations, FL's emphasis on decentralized
approach offers a notable advantage in safeguarding data privacy and confidentiality,
which is very critical in medical environment where data confidentiality and patient
privacy are paramount. By allowing machine learning models to be trained locally on
individual devices and aggregating knowledge while keeping raw data decentralized, FL
mitigates the risks associated with cyberattacks on IoHT networks.

Furthermore, FL allows for continuous learning and adaptation to diverse and
evolving environments, a particularly valuable trait in the dynamic landscape of [oHT
environments. Bonawitz et al. (2019) pointed out that FL's federated averaging algorithm
facilitates model training across distributed devices, enhancing privacy without
compromising performance. Although FL may present challenges such as communication
overhead and potential model performance discrepancies across devices. These
shortcomings can be addressed through optimization techniques and careful algorithm
design. Despite these shortcomings, FL remains a promising solution for ensuring robust
cybersecurity in healthcare IoT environments, striking a delicate balance between data

privacy and model performance (Bonawitz et al., 2019).
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2.5.4 Existing Federated Learning-based Cyber Threat Detection Solutions

Otoum et al. (2021) as cited in Si-Ahmed et al., (2024), conducted a study on
building a federated transfer learning-oriented “intrusion detection system (IDS) for
securing Internet of Medical Things (IoMT) networks and used a deep neural network
(DNN) for collaborative training on the cloud and edge models”. Evaluating with the
CICIDS2017 dataset, the accuracy and detection rates as performance metrics were
presented, and the experiment showed an accuracy rate of 95.14%, which suggested
federal transfer learning model could outperform the conventional centralized learning
base applications via the basic ML/DL algorithms in terms of scalability and incremental
learning (Otoum et al., 2021).

Rashid et al. (2023) suggested that improving safety and privacy would involve
an [oT IDS with federated machine learning. Their analysis focused on discovering
undesirable intrusions and protecting IoT networks. Checking the present Edge-I1IoT
dataset, Rashid et al. (2023) displayed their trials with two typically used ML algorithms,
CNN and RNN, using centralized and federated systems. According to the experiment,
Rashid et al. (2023) stated that their planned federated learning technique hit an accuracy
rate of 92.49% when contrasted to the 93.92% precision of the median-oriented ML
models.

To enhance cybersecurity in IoT applications, Ferrag et al. (2021) conducted a
thorough examination of federated deep learning approach through three different deep
learning techniques: RNN, CNN, and DNN (Ferrag et al., 2021). The performance of
these models was assessed using three datasets: the Bot-IoT, MQTTset, and TON IoT

datasets; and the results showed the highest accuracy rate of 96.76% for the RNN
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classifier using the Bot-IoT dataset, 90.06% for the DNN classifier using the MQTTset
dataset, and 99.98% for the RNN classifier using the TON IoT dataset (Ferrag et al.,
2021).

Furthermore, the federated learning model achieved the highest accuracy rate of
95.47% on the BoT-IoT dataset, 88.43% on the MQTTset dataset, and 98.86% on the
TON-IoT dataset (Ferrag et al., 2021). The authors’ research provided valuable insights
into federated deep learning framework and their potential applications in the field of
cyber security. Moreover, their reported results indicated that federated deep learning
solutions exceeded the performance of standard/centralized ML methods by keeping the
user's [oT data clear and improving the success of distinguishing the intrusion (Ferrag et
al., 2021).

Duy et al. (2021) analyzed a federated learning (FL)-based invasion detection
system for a software-defined network (SDN)-enabled industrial Internet of Things (IoT).
The authors applied FL to their IDS model to preserve privacy during the models’
training phase while maintaining the maximum intrusion detection efficiency, especially
in industrial IoT using SDN. To evaluate the adequacy of their model, the authors used
the CICDDo0S2019 dataset, which comprises normal scenarios and DDoS attack
scenarios that rely on real-world packet capture (PCAP) data flows (Duy et al., 2021).
Results showed an accuracy rate of 98.20% in detecting synchronization (syn) attacks,
99.30% on Microsoft Structured Query Language (MSSQL), and 99.94% on NetBios
attacks (Duy et al., 2021). Finally, the authors concluded that the application of federated
learning can help to keep privacy with high accuracy of anomaly detection without

impacting the confidentiality of sensitive network data.
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Lee et al. (2023) proposed a CNN-federated learning-based intrusion detection
model through which the full potential of federated learning is maximized. Their
proposed model ensured data privacy while improving performance compared to existing
algorithms. The authors evaluated their algorithm using the CICIDS 2017 dataset and a
convolutional neural network-based intrusion detection model. Results showed an
accuracy rate of 98.41% and an F1-Score of 96.10%, which outperformed the
conventional algorithm regarding reduced training time and the number of weight
transfers (Lee et al., 2023). While the proposed approach achieved a higher accuracy
ratio, precision and recall scores were not computed. Furthermore, the CICIDS 2017 does
not truly represent the [oHT characteristics and threats.

Making use of [oHT datasets is crucial for creating a machine-learning-based
Intrusion Detection System (IDS) in the healthcare domain for various reasons. [oHT
datasets have different particularities that differentiate them from datasets in other sectors
and could influence the development and implementation of machine learning models in
healthcare systems (Yuan et al., 2018). These datasets involve heterogeneous data
sources, which include medical devices, Electronic Health Records (EHRs), wearable
sensors, and patient monitoring systems. Therefore, using an [oHT dataset in this praxis
would enable the identification of healthcare-specific threats such as medical device
hijacking and the disclosure of private patient records.

In their work, Mosaiyebzadeh et al. (2023) were interested in training DNN-FL
that would identify anomalies in [oHT traffic that could lead to security threats using
performance metrics such as accuracy, precision, and recall. They validated their model

performance using the wustl-ehms-2020 and ECU-IoHT datasets. Their model achieved a
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91.40% accuracy in detecting attacks in the first dataset and 98.47% in the second
(Mosaiyebzadeh et al., 2023). Finally, the authors suggested that future works should
consider a hybrid Convolutional Neural Networks (CNN) — federated learning model
“using larger datasets with different feature spaces” (Mosaiyebzadeh et al., 2023).

Federated learning represents a cutting-edge artificial intelligence (Al) technology
that emphasizes the use of decentralized data learning and the extensive training of
predictive models using sensitive private information of the user. The review of existing
works showed that there is still work to be done on how federated learning could be used
to build cyber threat detection solutions in IoHT devices.
2.6 Gaps in the Existing Literature

The literature review discusses a complete synthesis of the different solutions
proposed for cyber-attack detection and classification in [oHT devices, according to the
previous research. Although several significant contributions have been made in the field
of cyber threat detection solutions based on ML/DL algorithms and techniques, several
gaps still exist and need to be addressed in future research efforts.

The first research gap identified in this literature review is the limited use of the
IoHT datasets in evaluating the performance of proposed solutions in the healthcare
environment. [oHT datasets are comprehensive formats of the available healthcare
resources (e.g., doctors, hospitals, rehabilitation centers, medical devices, sensors, and
patients), which enable fast and efficient data exchange between them over the internet.
This data may contain physiological measurements, patient health records, activity

tracking data, etc. According to Sarker et al. (2023), the heterogeneity, high volume, and
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dynamics of IoHT datasets appear to introduce security challenges beyond traditional
security capabilities.

Additionally, these datasets are within the clinical context of patient care, dealing
with interactions between medical devices, healthcare providers, and patients. They
include various data sources like medical sensors, electronic health records (EHR), and
diagnostic imaging systems, encapsulating the complexity of healthcare delivery. Thus, it
is essential to use an loHT-specific dataset since machine learning (ML)-based IDS are
built to tailor the intricacy of healthcare IoT environments differently to detect a higher
detection rate, influencing performance and adaptability requirements.

The review of literature further identified another gap, which is that there is a
scarcity of machine learning-based intrusion detection solutions whose primary objective
is to address privacy concerns in multi-class classification cyber threat detection models
to identify various cyber-attacks in IoHT devices. Multi-class classification is an essential
aspect of machine learning-based intrusion detection systems (IDS), which is
fundamental to enhancing threat detection capabilities, improving incident response
practices, and fortifying the cybersecurity posture of any organization.

As cyber threats come in various forms and levels of sophistication, multi-class
classification allows IDSs to categorize attacks into distinct classes, providing a detailed
and nuanced understanding of the threat landscape. This comprehensive approach also
enables security analysts to make informed decisions regarding incident responses by
allowing for prioritization based on the severity or type of attack. Furthermore, multi-

class classification enables IDSs to learn from historical data and detect emerging attack
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vectors, enhancing proactive detection capabilities, particularly for previously unseen or
zero-day attacks (Sommer & Paxson, 2010).

Overall, multi-class classification provides a comprehensive view of the threat
landscape, enhancing situational awareness for security operators and allowing for
targeted security measures and resource allocation.

The third gap in this literature review is that a few of the existing solutions often
suffer from high false alarm rates (FAR). Even though these FAR values are
comparatively lower than the acceptable levels of false alarms for an IDS of less than
10.00% (Anuar et al., 2008), the opportunity still exists to reduce them even further.

A critical performance metric from the perspective of assessing the effectiveness
of intrusion detection systems (IDS) based on machine learning is the false alarm rate,
which indicates how well a system can distinguish benign activities from actual security
threats. This was highlighted by Yadav and Sharma (2021), who noted that in the
evaluation of an IDS, the false alarm rate is vital because too many false alarms can
overwhelm the security personnel assessing the alerts, lead to alert fatigue, and ultimately
result in real security breaches being overlooked.

Moreover, the high false alarm rate in machine learning-based IDSs for healthcare
domains can have serious negative implications, including violations of confidentiality,
degradation in the quality of patient care, erosion of trust, and wasted resources. To
mitigate these drawbacks, it is crucial to implement reliable intrusion detection
mechanisms that prioritize accuracy, reduce false alarms, and safeguard sensitive

healthcare information effectively.

31



2.7. Conclusion

To address the literature review gaps discussed in section 2.6, this praxis aims to
build a hybrid Convolutional Neural Network (CNN)-Federated Learning (FL) based
model to improve the identification and categorization of cyber threats with data privacy
protection in the IoHT devices. The proposed hybrid model benefits from the advantage
of CNN s in recognizing patterns and extracting features, and it benefits from federated
learning for maintaining the data privacy. This praxis also explores binary and multi-class
classifications. Moreover, to evaluate the proposed model’s performance, the praxis
considers the FAR metric along with other evaluation metrics such as precision, recall,
F1-score, and accuracy using the ECU-IoHT dataset which represents IoHT threats and

characteristics.
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Chapter 3—Methodology

3.1 Introduction

Given the increasing amount of private medical data transmitted over IT
infrastructures, the healthcare sector and any company dealing with data from wearable
devices has increasingly caught the eyes of malicious attackers. The challenges of
protecting electronic healthcare data require building strong Intrusion Detection Systems
(IDS) for Internet of Healthcare Things (IoHT) devices to secure the environment in
which they operate. Understanding the unacceptability of directly collecting and
processing this data for machine learning purposes, the idea of Federated Learning has
gotten the attention of governmental bodies and healthcare organizations, where privacy
preservation for users has become an issue.

Alternative to a centralized solution, federated learning is one of the privacy-
preserved machine learning frameworks that analyze data without directly sharing it
(Mosaiyebzadeh et al., 2023). In this praxis, a convolutional neural network in federated
learning (CNN-FL) model is proposed to enhance the detection and classification of
cyber threats in IoHT traffic. This model helps in addressing the security and privacy
threats that are common concerns for healthcare organizations. The detection
performance of the proposed CNN-FL is measured by different metrics like Accuracy
and Precision, and the model has been validated by ECU-IoHT datasets.

This chapter is structured as follows: Section 3.2 describes the dataset used in this
praxis. Section 3.3 depicts the process of loading to the analysis environment. Sections

3.4 and 3.5 discuss the exploratory data analysis and preprocessing processes. Section 3.6
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describes the model development process, and section 3.7 describes the model
performance metrics.
3.2 Dataset Description

The ECU-IoHT dataset, a unique and comprehensive resource, was developed by
Ahmed et al. (2021). The dataset generation environment includes “Windows 10, Kali
Linux, a mobile Wi-Fi hotspot, a wireless network adapter, and a Bluetooth adapter to
establish connections to the Internet” (Algethami & Alshamrani, 2024). Additionally, a
healthcare kit named MySignals is part of the environment, comprising various
“components and multiple sensors designed to monitor and store patients' body biometric
data, including temperature, blood pressure, and heart rate which then transmitted to the
user's cloud” (Alghanmi, 2024). The dataset encompasses “seven features related to
network data, such as source, destination, protocol, and the type of attacks. The ECU-
IoHT dataset comprises 87,754 instances of normal activity and 23,453 attacks. The
attacks include four different types: ARP spoofing, DoS attack, Nmap port scan, and
Smurf attack™ (Vijayakumar et al., 2023).
3.3 Loading the Dataset

The dataset used for this praxis, as discussed in Section 3.2, consists of
deidentified patient records from a large healthcare system. It also has network data and
cyber-attack types. The process of loading this dataset into our analysis environment on
Google Colaboratory (Pro), which uses Python as a programming language, requires
several meticulous steps. In the first step, the necessary libraries including their

dependencies are imported: ‘pandas,” ‘numpy,’ ‘sci-kit-learn,” ‘matplotlib,” and
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‘seaborn,” which are foundational for manipulating data, visualizing data, constructing
machine learning models and neural networks.

Once the required libraries are installed, the dataset is loaded into the environment
using the ‘pandas. read csv ()’ data import function. By loading this dataset into our
analysis environment, an initial investigation and analysis can reveal valuable insights
into patient demographics, illness prevalence, and healthcare utilization patterns.

3.4 Exploratory Data Analysis

“Exploratory Data Analysis (EDA) is a set of methodologies used in a machine
learning model to analyze, evaluate, and summarize the basic characteristics of a dataset”
(Deming et al., 2018). The EDA steps aim to uncover anomalies or unusual patterns, as
well as explore relationships among the features of the dataset. To achieve this goal, the
EDA tasks performed in this praxis include verifying the number of counts and range of

every feature in the ECU-IoHT dataset.

Furthermore, this praxis examines the distribution of each feature in the dataset by
calculating fundamental statistical measurements such as the mean, the mode, the
standard deviation, the minimum/maximum, and the percentiles. This praxis also checks
for numerical features in the dataset, which can be very useful in building the machine
learning model. Additionally, this praxis checks for missing values or outliers to be
removed from the dataset because their presence could lead to an ineffective model’s
prediction and biases.

Moreover, this praxis performs a univariate analysis, which is one the common
EDA techniques, to analyze the distribution of each individual feature by plotting the

histograms and boxplots. This praxis also performs a bivariate analysis (two variables
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analysis), which involves examining and analyzing the relationship between a pair of
features. As a last step, this praxis builds the correlation heatmap, which explores the

level of dependency between the different features in the dataset.

3.5 Data Preprocessing

“Preprocessing data is a crucial step in machine learning modeling, which helps
avoid inconsistencies like errors or noise” (Obaid et al., 2019). In the process of creating
an ML model, data cleaning, data transformation, and feature selection must be
performed (Musleh et al., 2023).

3.5.1 Data Cleaning

“Data cleaning is an important step in preparing a dataset for analysis, including
addressing missing values, outliers, and erroneous entries using imputation, outlier
detection, and data validation” (Dasu & Johnson, 2003).

In most cases, missing values are the leading cause of poor-performing models.
Filling those missing values with the imputation techniques is required.

Outliers can negatively affect the model obtained through machine learning and,
accordingly, may yield awful predictions. Ensuring data consistency is of great
importance since it will affect the model's training.

Some features will not affect the model’s performance. For instance, the 'info’
column, does not provide much valuable information about cyber threat detection.
Therefore, it was dropped from the dataset using a drop function on the irrelevant

features, which optimizes computational efficiency.
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3.5.2 Categorical Data Encoding

Encoding categorical data is an important preprocessing step in machine learning
as it facilitates the use of categorical variables as meaningful predictors in machine
learning modeling. Most “machine learning algorithms can only operate on numerical
data” (Wang, 2017). Therefore, they need to be transformed to numerical values before
being used, which can be done through one-hot encoding (Cheng et al., 2017). Proper
encoding categorical variables guarantees that the model can correctly interpret and
utilize these features during training and prediction, leading to improved model
performance across different tasks and datasets (Boriah et al., 2008).

During the preprocessing phase of the ECU-IoHT dataset, several transformations
were applied to enhance its usability and facilitate subsequent analyses. For example, the
“Time” column, which represents the timestamp of each record, was converted to

13

DateTime format using the panda's library’s “to_datetime” function, with the unit
parameter set to seconds.
Furthermore, the analysis of the preprocessed dataset showed that various features

29 ¢c

such as “source,” “destination,” “protocol,” “type,” and “type of attack” have categorical
values. The LabelEncoder from the sci-kit-learn library was used to address categorical
variables in the dataset. “Label Encoding is a technique that involves transforming
categorical variables into numerical data”, enabling machine learning models that
exclusively accept numerical inputs to process them effectively (Malik et al., 2024).
3.5.3 Data Standardization

Data standardization is another step in the data preprocessing phase in building

machine models, which involves scaling numerical features to a common scale. This
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process ensures that all features “have a mean of zero and a standard deviation of one”
(Alghanmi, 2024), enabling them to be compared and facilitating the convergence of
optimization algorithms during model training. Standardizing data prevents larger-scale
variables from disproportionately influencing the learning process and dominating the
results.
3.5.4 Stratified K-Fold Cross-Validation and Data Splitting

This section discusses dividing the dataset into multiple sets using Stratified K-
Fold cross-validation. This technique is particularly useful for ensuring that each fold is a
sizeable sample of the whole, especially in the case of imbalanced datasets.
3.5.4.1 Stratified Sampling

Stratified sampling ensures that the distribution of different classes is equally
represented between the training and testing sets so that proper generalization occurs
(Sharma, 2017). It is the most crucial step, especially for datasets with imbalanced
classes. It retains the distribution of classes, hence making the model learn effectively
and give better predictions across all different classes.
3.5.4.2 Stratified K-Fold Cross-Validation

In this praxis, the cross-validation (CV) techniques, including “the Stratified k-
fold cross-validation, were employed in further validating the performance done by the
model” (Bensaid et al., 2024). With Stratified “k-fold cross-validation, “the dataset is
divided into k parts, each with a similar distribution of the target variable” (Prusty et al.,
2022). This technique ensures one achieves a robust estimate of performance and, at the

same time, avoids overfitting.
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3.5.4.3 Data Splitting

In this praxis, the preprocessed dataset was divided in such a way that 80% of
them belonged to the “training set, and the rest, 20%, were used for the test set” (Zahra et
al., 2015). “The training set is used for optimizing the parameters of the model while the
test set is considered as an independent set to locate the performance of the model”
(Birchha & Nigam, 2022).

3.5.5 Balancing the Dataset

In this praxis, to address the class imbalance in the dataset, techniques such as
“the Synthetic Minority Over-sampling Technique (SMOTE) were applied to generate
synthetic samples for the minority class,” particularly focusing on instances where the
"Type' column had values of 0 and 1 (Li, 2014). This approach balanced the dataset and
ensured that the model did not become biased towards the majority class.

Additionally, under-sampling techniques were used to reduce the number of
samples in the minority class, further balancing the dataset. For example, instances with a
“Type” value of 0 were randomly sampled to match the count of instances with a “Type”
value of 1. This step is performed in order to reduce the negative effect attributed
eventually to the two categories, therefore boosting the performance of the machine
learning models by obtaining an adequate and equilibrated distribution of both categories
in the training data. Hence, this pre-processing step is considered a classifier, which is
utilized to reduce the imbalance of the dataset applied in the machine learning techniques,
thus producing more reasonable data that can be handled more efficiently in training and

evaluating a machine learning model.
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3.6 Building Machine Learning Models

This section discussed the model CNN-FL model development as well as the
centralized DL models used for performance comparison. Section 3.6.1 describes the
CNN-FL approach, while Section 3.6.2 describes the centralized deep learning models
used to evaluate the performance of the proposed CNN-FL model.
3.6.1 CNN-Federated Learning Approach

The CNN-FL approach leverages the privacy-preserving benefits of federated
learning while “utilizing the powerful feature extraction capabilities of Convolutional
Neural Networks (CNNs)” (Cheng et al., 2017). This section provides additional insights
into the CNN-FL model's architecture, training, and evaluation.
3.6.1.1 CNN Architecture

The CNN architecture used in this praxis “comprises of various layers, such as
convolutional layers, pooling layers, and fully connected layers” (Ghourabi et al., 2024).
The “convolutional layers are designed for extracting spatial features from the input data”
(Al-Hadhrami et al., 2024), using filters to detect patterns and edges, whereas “the
pooling layers diminish the spatial dimensions of the feature maps, enhancing the
computational efficiency and minimizing the risk of overfitting” (Ntizikira et al., 2023).
On the other hand, “the fully connected layers combine the extracted features to make
predictions” (Le et al., 2024). The final “layer uses a sigmoid activation function for

binary classification or a softmax activation function for multi-class classification”

(Banerjee, 2023).
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3.6.1.2 Federated Learning Process

The federated learning process involves multiple rounds of training between the
central server and the clients, with each round consisting of the following steps as
detailed below (Gafni et al., 2022):
a) Model Initialization: “The central server initializes the global CNN model “with
random weights and sends it to all participating clients (Zhang et al., 2023).
b) Local Training: Clients use their local data to train the model for a fixed number
of epochs. Each client updates the model weights based on its local dataset.
c) Model Aggregation: Clients send their updated model weights to the central
server, where they are aggregated using the weighted Federated Averaging
(FedAvg) algorithm. This algorithm computes a weighted average of the updates,
with weights proportional to the number of data samples on each client.
d) Global Model Update: The aggregated model is updated and sent back to the
clients for the next round of training.
3.6.1.3 Federated Learning Aggregation

Federated learning aggregation techniques are essential for decentralized machine
learning systems, particularly in sensitive privacy contexts like intrusion detection. These
strategies determine how local updates from individual devices or clients are combined to
form a global model without breaching data privacy. Although several aggregation
methods are available, such as weighted federated average (weighted FedAvg), federated
proximal (FedProx), and federated stochastic gradient descent (FedSGD), weighted
FedAvg is widely considered to be the best option for preserving privacy in machine

learning intrusion detection models.
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FedAvg is a seminal federated learning algorithm, which enables multiple clients
to train a shared machine learning model in a collaborative manner without exchanging
their local data (Eshan et al., 2023). In each iteration of the FedAvg process, clients
conduct local training on their own data for several epochs and send the model
parameters to a central server. Subsequently, “the central server aggregates these models
(typically by averaging), to update the global model” (Tang et al., 2024).

FedProx is a variation of FedAvg in which a proximal “term is added to the
objective function so that the local model can better mimic the global model” (Kaur et al.,
2024). The proximal term in FedProx prevents the local model from deviating too much
from the global model, with the purpose of improving model performance, especially in
scenarios where clients’ data distributions are highly heterogeneous.

FedSGD is another federated learning algorithm that extends the traditional
stochastic gradient descent (SGD) optimization method to the federated setting in which,
each client in a federated network performs local model training using its own data and
computes model updates based on SGD. “These local updates are then aggregated at a
central server to update the global model” (Si-Ahmed et al., 2024).

In weighted FedAvg, clients train models locally using their respective datasets
and then share model updates with a central server, aggregating them by computing the
weighted average to form a global model. This method effectively preserves privacy as it
ensures that raw data samples remain on client devices, with only model updates being
transmitted to the central server, minimizing the risk of data exposure. Additionally, the

weighted FedAvg stands out as a widely utilized aggregation method in federated
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learning, particularly valuable for privacy-preserving machine learning intrusion
detection models (McMabhan et al., 2017).

In this praxis, the weighted FedAvg aggregation method was used. The
introduction of this federated learning aggregation method enhances the performance,
privacy, and scalability of the CNN-FL model. Furthermore, by involving and
incorporating this aggregation method, the proposed federated learning model can
effectively address the challenges of decentralized machine learning models, particularly
in sensitive privacy contexts like intrusion detection in healthcare environments.
3.6.1.4 Client Data Selection

The process of selecting clients to contribute their data for model training during
each phase of a federated learning system is known as client data selection in FL (Alazab
et al., 2023). The choice of clients for model training has an immediate impact on the
global model's representation and its generalization performance on unseen data. Random
selection, stratified selection, proactive selection, and dynamic selection are several
widely used client selection strategies in FL (Alazab et al., 2023).

In random selection, clients are selected randomly during each iteration. This
section method ensures that all clients are equally likely to be chosen. On the other hand,
the proactive client selection technique strives to anticipate how much the clients can
contribute to the global model's quality based on their data characteristics and past
performance analysis. Its objective is to prioritize the clients whose data “is expected to
contribute the most to the global model's accuracy and robustness” (Alazab et al., 2023).

In contrast to the random and proactive client selections, the dynamic client

selection method adjusts the process of selecting clients with respect to the feedback
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received from the clients during the course of training. It keeps evaluating the
performance of the clients' contributions continuously during the training and
dynamically selects the clients that can help improve the learning process, which enforces
the model’s adaptation to changes in the data distribution and client availabilities (Alazab
etal., 2023).

In stratified selection, clients are chosen based on the characteristics of their local
data such as data size and the data distribution. More specifically, “the clients with larger
data sizes or more representative data distributions” will be more likely to be selected
(Alazab et al., 2023). The purpose of this methodology is to select the clients that are
more representative and can make more valuable contributions to the global model.

In this praxis, stratified selection was used. This method enables a good
representation of the whole dataset and avoids overrepresenting a single cluster of clients.
Thus, the global model can generalize well to unseen data, providing a more stable and
reliable performance than proactive and dynamic methods.
3.6.1.5 CNN-FL model architecture

The federated learning model architecture is implemented using TensorFlow
Federated (TFF), a federated learning platform (Aledhari et al., 2020). The model is
defined as a sequential neural network with the following layers:

e Input Layer: Input shape is set to (5), indicating a 1D tensor with 5 features.
e Dense Layers: Three dense layers with 64, 64, and 32 neurons, respectively.
e Activation Function: Rectified Linear Unit (ReLU) is used to promote non-

linearity and feature extraction (Aljameel, 2022).
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e Output Layer: A final dense layer with a single neuron, utilizing a sigmoid
activation function. This configuration is suitable for binary classification tasks
(Verma et al., 2022).

The model includes metrics like accuracy, precision, and recall for evaluation and
uses a “binary cross-entropy for binary classification and sparse categorical cross-entropy
for multi-class classification as a loss function” (Lakshmanamoorthy, 2021). The server
optimizer uses the Adam optimizer with a higher learning rate of 0.05, while the client
optimizer uses the Adam optimizer with a lower learning rate of 0.0.1. This ensures a
federated averaging mechanism that adjusts the global model based on aggregated
updates from participating clients.

3.6.2 Centralized Deep Learning Models

To assess the CNN-FL's performance, it is compared with three centralized deep
learning (DL) models: Convolutional Neural Network (CNN), Recurrent Neural Network
(RNN), and Deep Neural Network (DNN).
3.6.2.1 CNN

Convolutional Neural Network (CNN) is defined using TensorFlow's Sequential
model API, tailored for a binary classification task. The network architecture includes a
convolutional layer ‘Conv1D’ with 32 filters and a kernel size of 3, followed by a
dropout layer to prevent overfitting. After flattening the convolutional layer's output, a
dense layer with a sigmoid activation function is used to make the binary prediction. The
model is compiled with the Adam optimizer with a learning rate of 0.01, “binary cross-
entropy for binary classification, and sparse categorical cross-entropy for multi-class

classification as the loss function” (Lakshmanamoorthy, 2021). Accuracy is used as the
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performance metric. Training is performed over 100 epochs with a batch size of 20 and
includes validation with ‘X test’ and ‘y test’.
3.6.2.2 DNN

The DNN architecture “consists of an input layer with 5 neurons and three
densely connected layers with 32, 64, and 32 neurons, respectively with each layer
activated by the rectified linear unit (ReLU) function” (UrRehman et al., 2024). The final
layer is a dense layer with neurons equal to the number of classes, employing a softmax
activation function for multiclass classification. Similar to the previous models, the DNN
neural network is “compiled using the Adam optimizer with a learning rate of 0.01,
“binary cross-entropy for binary classification, and sparse categorical cross-entropy loss”
(Lakshmanamoorthy, 2021). The training process spans 100 epochs with a batch size of
20, and model performance is monitored on the validation data.
3.6.2.3 RNN

The RNN model is designed for multiclass classification. It comprises a single
SimpleRNN layer with 32 units, followed by a Dropout layer with a dropout rate of 0.5 to
prevent overfitting. “The output layer is a Dense layer with a softmax activation function,
suitable for handling multiclass classification tasks” (UrRehman et al., 2024). The model
is compiled using the Adam optimizer with a learning rate of 0.01, binary cross-entropy
for binary classification, and sparse categorical cross-entropy loss for multi-class
classification. Training is conducted for 100 epochs, with a batch size of 20, and model
performance is evaluated on the provided validation data. Confusion matrix, accuracy

score, and a detailed classification report are generated to assess the model's classification

46



performance. Additionally, training, prediction, and the total process time are recorded
for comprehensive evaluation.

3.7 Model Evaluation

The proposed model's performance evaluation relies on several parameters,
including accuracy, precision, recall, F1-Score, and false alarm rate, rounded to binary
values. This praxis also considered the four metrics of “the confusion matrix to evaluate
the performance of the classification model, namely the “true positive (TP),” the “false
positive (FP),” the “true negative (TN),” and the “false negative (FN),” which are defined
as follows” (Bhavsar et al., 2023):

e TP: “All instances of any class that are classified as the correct class” (Bhavsar et

al., 2023).

e FP: “All the non-instances of any class that are classified as the correct class”

(Bhavsar et al., 2023).

e TN: “All the non-instances of class that are not classified as the correct class”

(Bhavsar et al., 2023).

e FN: “All instances of a particular class that are not classified as correct” (Bhavsar

et al., 2023).

“Accuracy is estimated as the ratio of accurately classified records to the total

number of records or counts” (Mehdary et al., 2024), as in Equation 3.1 below:
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TP+TN
TP+TN+FP+FN

Accuracy =

Equation 3-1: Accuracy

“Precision calculates the ratio of correctly predicted positive outcomes to the total

predicted positives” (Mehdary et al., 2024), as given in Equation 3.2:

TP
TP+FP

Precision =

Equation 3-1: Precision

“Recall computes the ratio of correctly predicted positive outcomes to all outcomes in a

specific class” (Mehdary et al., 2024), as given in Equation 3.3:

TP

Recall= ————
TP+FN
Equation 3-2: Recall

“F1 Score is a combined metric of precision and recall” (Seung-Jun, 2020), ranging from

0 to las given in Equation 3.4:

Precision*Recall

Fl1-Score=2 -
Precison+Recall

Equation 3-3: F1-Score

“False Alarm Rate (FAR) represents the probability of falsely declaring the presence of a
condition or event when it is not actually present” (Seung-Jun, 2020), as given in

Equation 3.5:

FAR =
FP+TN

Equation 3-4: False Alarm Rate
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Chapter 4—Results

4.1 Introduction

This praxis aims to enhance security and privacy in healthcare organizations by
building a Convolutional Neural Network (CNN)-Federated Learning (FL)-based
Intrusion Detection System (IDS) that can detect and classify cyber threats to the Internet
of Healthcare Things (IoHT) devices. The goal of this chapter is to analyze the proposed
model’s performance in detecting and classifying cyber threats while maintaining the
privacy of patient data.

After the opening introduction, section 4.2 briefly describes the ECU-IoHT
dataset. Section 4.3 presents the results of the exploratory data analysis (EDA) carried out
in this praxis. Section 4.4 then presents the results of the various data preprocessing steps
that were taken to prepare the ECU-IoHT dataset for the CNN-FL model tested in this
praxis. Section 4.5 and its subsections present the results of the CNN-FL binary and
multi-class classification models. Finally, section 4.6 concludes this Chapter with the
results of the centralized deep-learning models that are used to evaluate the performance
of the proposed CNN-FL intrusion detection model.

4.2 Description of the ECU-IoHT Dataset

The ECU-IoHT dataset was created to help the healthcare security professional
analyze cyberattacks on IoHT in an IoHT environment. The dataset was generated
through a simulated IoHT network that contained various medical sensors, which were
subjected to different types of attacks. Figure 4-1 provides some basic statistics on the

dataset, which contains 23453 instances of normal activities and 87754 instances of
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attacks. Table 4-1 further summarizes the attack distribution across 4 categories: Smurf

Attack, Nmap Port Scan, ARP Spoofing, and DoS Attack.

Class Distribution

80000 -

60000 -

count

40000 A

20000

Type
Figure 4-1: Distribution of the Target Feature "Type"

Table 4-1: Count of "Type of Attack"

Smurf attack 77920
Nmap Port Scan 6836
ARP Spoofing 2359
DoS attack 639
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4.3 Exploratory Data Analysis

The ECU-IoHT dataset was examined comprehensively during the EDA section
to uncover patterns, trends, and insights. Through statistical summaries, visualizations,
and data exploration techniques, a deeper analysis of the dataset's underlying structure
and characteristics is performed, which lays the foundation for informed decision-making
and subsequent modeling efforts.

Table 4-2 below presents the results of various statistical metrics of the ECU-
IoHT dataset features using the describe () function, which generates “the count, mean,
standard deviation, minimum and maximum values, and the quantiles” of the dataset
(Patil, 2022). It can be observed from the result depicted in this table that the features in
this dataset have different scales, as evidenced by the differences in means and standard
deviations among the features. For instance, the mean value for the '"Time' feature is
6117.07, the median value is 7311.92, and the standard deviation is 2337.34 for the
“Time” feature. On the other hand, the minimum value is 0.00, and the maximum value is
10109.39. Contrarily, the 'Length' feature has different values: the mean is equal to
112.66, and the standard deviation is equal to 287.89. However, the minimum, the
maximum, and the first quartile are all equal to 42.00. These observations suggest that the
data points are spread out from the mean, providing insights into the distribution shape
and enabling the identification of potential outliers. Normalization or standardization
techniques can be applied to rescale the features to a similar range to ensure that features

with larger magnitudes do not dominate the model's learning process.
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Table 4-2: Summary Statistics for ECU-IoHT Dataset Feature

Count 111207 111207 111207
Mean 55604 6117.08 112.66
Std 32102.84 2337.34 287.89
Min 1 0 42
Max 27802.50 6178.69 42
25% 55604 6745.55 42
50% 83405.50 7311.923 54
75% 111207 10109.39 1474
Max 111207 111207 111207

Next, this praxis examined the dataset columns to determine their corresponding
data types using the info () function. As shown in Table 4-3, this dataset comprises nine
features classified into three distinct data types: int64, float64, and object. Among these,
two features are of int64 type, one is of float64 type, and six are of the object type. As
previously discussed in the Chapter above, the machine learning techniques used in this
praxis can only process numerical data. Therefore, the int64 and float64 features are
suitable, while the object data type features must be mapped to numerical values to

enable the ML models to process them.
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Table 4-3: Dataset Features and Types

No. int64
Time float64
Source object
Destination object
Protocol object
Length Int64
Info object
Type object
Type of attack object

Furthermore, it can be observed that null/missing values do not exist in the ECU-

IoHT dataset as the result shown in Table 4-4.
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Table 4-4: Count of NA Values in the Dataset

No 0
Source 0
Destination 0
Protocol 0
Length 0
Info 0
Type 0
Type of attack 0

In addition to the summary statistical analysis, the distribution of each feature was
analyzed to understand their underlying patterns. Histograms and boxplots were utilized
to visualize the distributions, as illustrated in Figure 4-2 and Figure 4-3 below. For
example, the “Length” feature exhibited a right-skewed distribution, indicating a

concentration of shorter lengths with a few exceptionally long instances.
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Figure 4-2: Distribution of Individual Features of the Dataset
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Figure 4-3: Boxplot of Individual Features of the Dataset
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Moreover, in this praxis, the correlation heatmap was plotted to show how
dependent the features are on one another. Figures 4-4 below show the correlation matrix
is symmetric and has a diagonal of 1s, indicating a perfect correlation between each
variable and itself. Darker shades of brown and purple represent stronger positive or

negative relationships, while lighter shades indicate weaker connections.
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Type

' '
Time Source Destination Protocol Length Type

Figure 4-4: Correlation Heatmap of the ECU-IoHT Dataset Features

Notable observations in the matrix include a moderate negative correlation
between Time and Protocol (-0.26), which suggests that higher Protocol values are
associated with lower Time values. Moreover, Protocol and Type show a strong positive
correlation (0.73), indicating simultaneous increases. The Source variable demonstrates a
moderate negative correlation with Protocol and Type (-0.52 and -0.35, respectively),

indicating that higher Source values tend to coincide with lower Protocol and Type
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values. On the other hand, “Destination” exhibits minimal to no correlation with other
variables, suggesting independence in terms of linear relationships.

Beyond correlation, this praxis also plotted scatter plots in Figure 4-5 to visualize
the pairwise relationships between numerical features. These plots help in identifying
non-linear relationships and interactions that could be missed by simple correlation
coefficients. For example, while “Time” and “Length” had a weak correlation, the scatter
plot indicated a clustered pattern, suggesting potential subgroups within the data that

could be relevant for clustering or classification tasks.
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Figure 4-5: Scatter Plots of the ECU-IoHT Dataset Features

4.4 Federated Learning Aggregation Method Selection

As discussed in Chapter 3, the federated aggregation used in the federated model
(FL) model is crucial in federated learning models, as it plays a central role in
aggregating and combining the locally trained model updates from different client
devices or nodes without compromising data privacy. In this praxis, the following FL

aggregation methods such as weighted federated average (weighted FedAvg), federated
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proximal (FedProx), and federated stochastic gradient descent (FedSGD), were evaluated
to determine the FL aggregation that will yield a higher model accuracy. Table 4-5
describes the performance results of each FL aggregation method. For simplicity, this
evaluation is limited to the FL multi-class classification for 15 clients.

Table 4-5: Performance Results for FL. Aggregation Methods

FedSGD 0.9262 0.9037 0.8920 0.8891 0.0171
FedProx 0.9542 0.9335 0.9338 0.9336 0.0106
Weighted FedAvg 0.9743 0.9637 0.9630 0.9629 0.0050

The result notes that weighted FedAvg helps the proposed model achieve a higher
performance rate compared to the FedSGD and FedProx aggregation methods.
4.5 Model Evaluations

The section below presents the performance evaluation of the Convolutional
Neural Network (CNN)-Federated Learning (ML)-based intrusion detection model to
detect and classify cyber threats on IoHT devices. The primary measures of interest are
accuracy (acc) and false alarm rate (FAR). This praxis also considers the precision, the
recall, and the F1 score. Moreover, this praxis considers both binary and multi-class
classification for 15, 10, and 5 clients.
4.5.1 CNN-FL for the Binary Classification Approach

Table 4-6 presents the results of the CNN-FL model using the ECU-IoHT dataset.
The model exhibits an accuracy score of 99.20%, 99.04%, and 98.99% for the 15, 10, and

5 clients, respectively. This demonstrates that the model possesses a high degree of
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reliability in predicting positive classes and distinguishing them from negative classes.
Additionally, the precision, recall, and f1 scores are higher than 98.00% across all clients’
sizes, showing the model is stable for detecting cyber threats.

Regarding the FAR, the model with 15 clients has the lowest value of 1.42%. The
other FAR values range from 1.88% to 1.99%, which demonstrates that the proposed
model can improve the accuracy of cyber-attack detection.

Table 4-6: CNN-FL Binary Classification Results Summary for 15, 10, and 5 clients

CNN-FL (15 clients) 0.9920 0.9845 0.9988 0.9916 0.0142
CNN-FL (10 clients) 0.9904 0.9825 0.9995 0.9910 0.0198

CNN-FL (5 clients) 0.9899 0.9824 0.9983 0.9903 0.0188

4.5.2. CNN-FL for the Multi-Class Classification Approach

The results depicted in Table 4-7 show that the proposed solution achieves an
accurate score of 97.43%, 97.60%, and 97.41% for 15, 10, and 5 clients, respectively.
This is very indicative of an excellent classification performance. Additionally, the
precision, recall, and f1 scores are higher than 96.00% across all clients’ sizes, showing
the model is stable for detecting cyber threats.

Regarding the FAR, the model with 10 clients has the lowest value of 0.55%. The
other FAR is at 0.59%, which again demonstrates that the proposed model can be

employed to improve the accuracy of cyber-attack classification.
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Table 4-7: CNN-FL Multi-Class Classification Results Summary for 15, 10, and 5
Clients

CNN-FL (15 clients) 0.9743 0.9637 0.9630 0.9629  0.0059
CNN-FL (10 clients) 0.9760 0.9663 0.9652 0.9653  0.0055

CNN-FL (5 clients) 0.9741 0.9637 0.9628 0.9625  0.0059

4.5.3 Centralized Deep-Learning (DL) Models

In this praxis, the proposed CNN-FL model is compared with centralized deep-
learning models such as CNN, Deep Neural Network (DNN), and Recurrent Neural
Network (RNN) to determine its efficacy. This section discusses the results of such
models.
4.5.3.1 CNN Binary Classification

In Table 4-8, the CNN model demonstrates a high accuracy rate of 95.41% and an
exceptional precision rate of 100.00% in distinguishing between normal and anomalous
instances. Its high recall values in the range of 91.00% and 100.00% signify the effective
identification of both normal and anomalous instances. The model's F1-Score of 96.00%
suggests a robust performance in terms of both precision and recall, making it suitable for
reliable anomaly detection. The CNN model showcases strong predictive capabilities and
is well-suited for the task of anomaly detection in the given dataset.

Table 4-9 presents the results of the model training time as well as testing time. In
terms of timing, the model has a considerable training time of over eight (8) minutes, and

an impressive test time of less than one (1) second, which indicates the model can make
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quick predictions after the initial investment in training. Overall, the model's metrics and
confusion matrix depicted in Figure 4-6 suggest it is robust and well-suited for practical
applications where high accuracy for a CNN binary classification.

Table 4-8: CNN Binary Classification Results Summary

Il M Wl B
0 1.00 0.92 0.96 4625
1 0.92 1 0.96 4757
Accuracy 0.96 9382
Macro avg 0.96 0.96 0.96 9382
Weighted 0.96 0.96 0.96 9382
avg

Table 4-9: Training Details for CNN Binary Classification

Training Time
Testing Time

Total Time
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Figure 4-6: CNN for Binary Classification Confusion Matrix
4.5.3.2. RNN Binary Classification
In Table 4-10, the RNN model shows an accuracy rate of 99.25% and an
exceptional precision rate of 100% in identifying normal instances from anomalous
instances. Its high recall values signify the effective identification of both normal and
anomalous instances. The model's balanced F1-Score suggests a robust performance in

terms of both precision and recall, making it suitable for reliable anomaly detection.
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Table 4-10: RNN Binary Classification Summary

0 1.00 0.99 0.99 4625

1 0.99 1 0.99 4757
accuracy 0.99 9382
macro avg 0.99 0.99 0.99 9382
Weighted avg 0.99 0.99 0.99 9382

Table 4-11: Training Details for RNN for Binary Classification

Training Time 763.91 seconds
Testing Time 1.33 seconds

Total Time 765.24 seconds

In Table 4-11, the results of the model training time as well as testing time are
presented. In terms of timing, the model has a considerable training time of over thirteen
(13) minutes, and a relatively quick test time of a little over one (1) second, which
indicates the model can make quick predictions after the initial investment in training.
Additionally. model's metrics and confusion matrix depicted in Figure 4-7 suggest it is
robust and well-suited for practical applications where high accuracy for a RNN binary

classification.
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Figure 4-7: RNN for Binary Classification Confusion Matrix
4.5.3.3. DNN Binary Classification
The DNN model demonstrates a very good accuracy rate of 99% and precision
rate of 100% in distinguishing between normal and anomalous instances. Its high recall
values signify the effective identification of both normal and anomalous instances. The
model's balanced F1-Score suggests a robust performance in terms of both precision and
recall, making it suitable for reliable anomaly detection. The DNN model showcases

strong predictive capabilities and is well-suited for the task of anomaly detection in the

given dataset.
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Table 4-12: DNN Binary Classification Result Summary

0 1.00 0.99 0.99 4625

1 0.99 1 0.99 4757
accuracy 0.99 9382
macro avg 0.99 0.99 0.99 9382
Weighted avg 0.99 0.99 0.99 9382

Table 4-13: Timing Details for DNN Binary Classification

Training Time
Testing Time

Total Time

291.15 seconds

0.658 seconds

291.813 seconds
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Figure 4-8: DNN for Binary Classification Confusion Matrix

As shown in Table 4-13, the model has a considerable training time of over four
(4) minutes, and a relatively test time less than one (1) second, which indicates the model
can make quick predictions after the initial investment in training. Additionally. model's
metrics and confusion matrix depicted in Figure 4-8 suggest it is robust and well-suited

for practical applications where high accuracy for a DNN binary classification.
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4.5.3.4 CNN Multi-Class Classification

The CNN model displays a high level of accuracy in a multiclass classification
context with an overall accuracy of 97.49%. Precision, recall, and F1-score are all
consistently high across the classes, averaging between 96.00% and 97.00%, indicating a
well-performing model across various metrics.

The confusion matrix reveals a high number of true positives along the diagonal,
with Class 0 and Class 4 showing particularly strong performance. Some confusion is
observed between Classes 2 and 3, as well as between Classes 1 and 2, suggesting these
classes share similar features that the CNN is occasionally misinterpreting. In terms of
timing, the model has a considerable training time of over 32 minutes, which is expected
for CNNs dealing with complex patterns, especially in large datasets. The test time,
however, is impressively brief, five (5) seconds, which means the model can make quick
predictions after the initial investment in training. The total time is in line with the
training duration, underscoring that the model's training phase is the most time-
consuming part. Overall, the model's metrics and confusion matrix suggest it is robust
and well-suited for practical applications where high accuracy in multiclass classification

is required.
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Table 4-24: CNN Multi-Class Classification Result Summary

0 1.00 1.00 1.00 4790

1 0.95 0.95 0.95 4575

2 0.94 0.95 0.95 4575

3 0.90 0.89 0.90 4671

4 1.00 1.00 1.00 15598
accuracy 0.97 34347
macro avg 0.96 0.96 0.96 34347
Weighted avg 0.97 0.97 0.97 34347

Table 4-35: Timing Details for CNN Multi-Class Classification

Training Time 1948.08 seconds
Testing Time 5.18 seconds
Total Time 1953.26 seconds
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4.5.3.5 RNN Multi-Class Classification
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The RNN model has achieved high performance on a multiclass classification

task, with precision, recall, and F1-scores all being high across the board, averaging

98.00%, which is indicative of a well-balanced model in terms of both precision and

recall. Class 0 and Class 4 have perfect precision and recall scores, while the other

classes also perform very well. The support values, which indicate the number of true

instances for each class, show that the dataset is reasonably balanced, although Class 4

has significantly more instances. The overall accuracy of the model is 0.98, reinforcing

its excellent performance. In terms of timing, the training time is substantial at just under
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an hour, which is expected for RNN models that typically take longer to train due to their
complex structures that process sequences. However, the test time is nearly 10 seconds,
indicating the model's efficiency in making predictions once trained. The total time is just
slightly more than the training time, suggesting that most of the time spent was for model
training.

The confusion matrix provided complements the high-performance metrics
previously mentioned. It shows that Class 0 and Class 4 were predicted with almost
perfect accuracy, as evidenced by the high numbers on the diagonal and no
misclassifications for Class 0. Class 1, 2, and 3 also show strong diagonal values, which
means most instances were correctly classified. However, there are some instances of
misclassification, as indicated by non-zero values off the diagonal. For example, Class 2
has been occasionally confused with Class 3, and similarly, Class 1 has been confused
with Class 2 and Class 3. Despite these minor confusions, the model demonstrates a
strong ability to distinguish between classes, which is particularly impressive given the
larger number of instances in Class 4. The model's ability to accurately predict the
majority class (Class 4) without significantly sacrificing the performance of minority
classes suggests that it has effectively learned the distinguishing features of each class.
This balance is crucial in multiclass classification problems, and the confusion matrix

visually reinforces the model's robustness.
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Table 4-46: RNN Multi-Class Classification Result Summary

0 1.00 1.00 1.00 4790

1 0.92 0.98 0.95 4575

2 0.99 0.94 0.96 4513

3 0.94 0.93 0.94 4671

4 1.00 1.00 1.00 15598
accuracy 0.98 34347
macro avg 0.97 0.97 0.97 34347
Weighted avg 0.98 0.98 0.98 34347

Table 4-17: Timing Details for RNN Multi-Class Classification Result

Training Time 3544.47 seconds
Testing Time 10.41 seconds
Total Time 3554.88 seconds
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Figure 4-10: RNN Multi-Class Classification Confusion Matrix

4.5.3.6. DNN Multi-Class Classification

The DNN model's performance on a multiclass classification task is exceptional,
with nearly perfect metrics: precision, recall, and F1-scores are all 99.00% on average,
indicating a highly accurate and consistent model across all classes. The support values
confirm a balanced dataset, with a significant number of instances for each class,
particularly Class 4.

The overall accuracy of the model is 99.00%, which is outstanding and suggests
that the model is well-tuned and generalizes the data very well. The confusion matrix

visualizes this high performance, with most predictions concentrated on the diagonal,
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indicating correct classifications. There are minimal misclassifications, which is a
testament to the model's ability to distinguish between the classes effectively. The
training time is lengthy, over 35 minutes, which is typical for complex DNN models that
require extensive computation, especially on large datasets. However, the test time is
nearly 7 seconds, suggesting that once trained, the model can make predictions quickly.
The total time aligns closely with the training time, confirming the amount of time
required in the training phase. This level of performance and efficiency in test time is
indicative of a well-architected deep neural network.

Table 4-18: DNN Multi-class Classification Result Summary

| frowan | Reed ] e ] seen |

0 1.00 1.00 1.00 4790

1 0.96 1.00 0.98 4575

2 0.99 0.95 0.97 4575

3 0.95 0.95 0.95 4671

4 1.00 1.00 1.00 15598
accuracy 0.99 34347
macro avg 0.98 0.98 0.98 34347
Weighted avg 0.99 0.99 0.99 34347
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Table 4-19: Timing Details for DNN Multi-class Classification

Training Time 1517.65 seconds
Testing Time 6.95 seconds
Total Time 1524.61 seconds
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Figure 4-11: DNN Multi-class Classification Confusion Matrix

4.6 Model Comparison and Analysis
Comparing the CNN-Federated Learning (CNN-FL) model to deep learning

models like CNN, DNN, and RNN, which are commonly deployed in a centralized
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manner, yields several critical observations. Firstly, when compared against its
centralized counterparts — CNN, DNN, and RNN — CNN-FL consistently, and
significantly, performs almost at the same levels in terms of accuracy, precision, recall,
and F1 score. Secondly, CNN-FL also consistently, and significantly, achieves lower
false alarm rate (FAR), compared to CNN, DNN, and RNN. These results underscore the
effectiveness of FL-based approach in advancing IoT based cyber-threats detection in
healthcare networks.

One remarkable finding is the model's ability to handle non-identical independent
identically distributed (NIID) data distributions across different clients. Traditional
centralized models often face challenges due to variations in data distribution, resulting in
degraded performance. In contrast, the federated learning scheme, especially with the
adoption of the weighted FedAvg aggregation, exhibits robustness in aggregating diverse
local updates to construct a coherent and accurate global model. This capability is
essential in the IoHT scenario since data collected from various devices and
environments can be highly heterogeneous.

4.7 Implications for Healthcare IoT Security

The results of this research are important for the adoption of cybersecurity
strategies inside healthcare Internet of Things (IoT) settings. The high accuracy and low
FAR achieved by the CNN-FL model indicate that it can be effectively integrated into
existing healthcare systems to enhance their security posture. By leveraging federated
learning, “healthcare organizations can improve their intrusion detection capabilities
without compromising patient data privacy” (Neyigapula, 2023). This is particularly

important given the stringent data protection regulations in the healthcare sector, “such as
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Health Insurance Portability and Accountability Act (HIPAA) in the United States and
General Data Protection Regulation (GDPR) in the European Union” (Obaid & Salman,
2022).

Additionally, the success of the CNN-FL model in binary and multi-classification
tasks not only demonstrates its potential in expanding its applicability to more countries
but also its flexibility to be used widely across different subject fields. For example, the
models are developed and evaluated using cybersecurity related data, but the model is
flexible to evaluate independently across different fields since there is no intrusion

detection procedure being coded inside the models.
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Chapter 5—Discussion and Conclusions

5.1 Discussion

This praxis aims to enhance cyber threat detection and classification on the
Internet of Healthcare Things (IoHT) devices by developing a machine-learning-based
intrusion detection system that leverages the combined power of Convolutional Neural
Network (CNN) and Federated Learning (FL) machine learning techniques. To this end,
questions (RQ) and hypotheses (H) were used to evaluate the effectiveness of the
proposed model, as discussed in Chapter 1.
5.1.1 RQ1 and H1: Discussion

The first question posed in this praxis is to determine which federal learning
aggregation method can be used as part of the hybrid CNN-FL proposed model
developed in this praxis that will yield higher performance. The RQ1 and H1 are as
follows:

RQ1: Which federated learning aggregation method, out of Weighted Federated
Average (Weighted FedAvg), FedSGD, and FedProx, will achieve the
highest accuracy in detecting and classifying cyber threats while
preserving data privacy in IoHT devices?

H1: The Weighted FedAvg will achieve a higher accuracy than the FedSGD
and FedProx in detecting and classifying cyber threats while preserving
data privacy in IoHT devices.

The analysis shows that the weighted FedAvg aggregation method used in the

praxis yielded better performance results than the FedSGD and FedProx. Mainly, a
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simulated model using the weighted FedAvg aggregation method has an accuracy rate of
97.43%, whereas the FedSGD and FedProx have achieved an accuracy rate of 92.62%
and 95.24%, respectively (see Table 4-5). Additionally, the proposed model developed in
this praxis using the weighted FedAvg aggregation method has produced a very low false
alarm rate (FAR) of 0.5% compared to the other FedSGD and FedProx.

5.1.2 RQ2 and H2: Discussion

The second research question and hypothesis addressed by this praxis are the
following:

RQ2: Can a hybrid CNN-federated learning-based model be built to detect and

classify cyber threats while preserving patients’ privacy in [oHT
devices?

H2: A hybrid CNN-federated learning-based model can be built to detect and

classify cyber threats while preserving patients’ privacy in [oHT devices.

The analysis of the results captured in Table 5-1 shows that the hybrid CNN-FL
model for binary classification performed exceptionally well, with higher accuracy,
precision, recall, and F1-score above 99 % and a lower FAR rate of 1.42% for 15 clients.
The model also achieves similar rates for accuracy with 10 and 5 clients.

For multi-class classification, Table 5-2 shows that the proposed model achieves
relatively lower accuracy rates than those obtained in binary classification. The accuracy
rate is above 97.00% for the 15, 10, and 5 clients. The precision and recall rates are in the
96.00% range. However, the CNN-FL model shows a significantly lower FAR when

classifying potential cyber threats than those in binary classification.
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Table 5-1. CNN-FL Binary and Multi-Class Classification Result Summary for 15,
10, and 5 Clients

15 10 5
Accuracy 0.9920 0.9904 0.9899
Precision 0.9845 0.9825 0.9824
CNN-FL (Binary) Recall 0.9988 0.9995 0.9983
F1-score 0.9916 0.9910 0.9903
FAR 0.0142 0.0198 0.0188
Accuracy 0.9743 0.9760 0.9741
Precision 0.9636 0.9663 0.9637
CNN-FL (Multiclass) Recall 0.9630 0.9652 0.9628
F1-score 0.9629 0.9653 0.9625
FAR 0.0059 0.0055 0.0059

Overall, the analysis of the results confirms the claim made in H2 that a hybrid
CNN-federated learning-based model can be built to detect and classify cyber threats
while preserving patients’ privacy in healthcare IoT networks. Moreover, the analysis
shows that the proposed model in this praxis outperforms other FL-based models that

used the same or similar datasets, as discussed in the literature review in Chapter 2.
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5.1.3 RQ3 and H3: Discussion

The third question posed in the praxis is to determine whether the federated
learning model could achieve a higher performance in detecting and classifying multiple
cyber threats. The RQ3 and H3 are formulated as follows:

RQ3: Will the proposed model perform better in terms of accuracy, precision,
recall, F1 score, and FAR compared to other deep learning-based
algorithms, such as CNN, RNN, and DNN, to detect and classify cyber
threats while preserving privacy in IoHT devices?

H3: CNN-Federated learning will perform at a higher accuracy, precision,
recall, F1 score, and lower false acceptance rate (FAR) than the other deep
learning-based algorithms (CNN, RNN, DNN) to detect and classify cyber
threats while preserving privacy in IoHT devices.

To determine that the proposed CNN-FL model performed effectively in detecting
and classifying cyber threats in IoHT devices, this praxis also examined the performance
of the following deep learning models (CNN, RNN, DNN). A quick analysis of the
results reveals that the CNN-FL binary classification and DL models have performed at
the same level, with an accuracy rate around the 99% range.

However, for multi-class classification, the results show that the selected DL
models perform slightly better, with an accuracy rate between 97% and 99%, compared
to the CNN-FL model, which achieves an accuracy rate of 97%. This difference in the
accuracy rate may be considered insignificant when one considers the privacy-preserving
characteristics of the federated learning model, which protects the privacy of patients'

data readily available in the healthcare environment.
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In summary, it can be concluded that the main goal of this praxis, which is to
enhance cyber threat detection and classification in [oHT devices by developing a novel
hybrid approach that combines CNN with FL, has been satisfied. The analysis of this
study's results has yielded the following key findings.

e The proposed hybrid CNN-Federated Learning model developed in this praxis
exhibited a high level of accuracy in detecting cyber threats, with notable
precision and recall rates compared to other centralized DL models.

e The model's ability to effectively provide near real-time threat alerts with its
potential for proactive threat mitigation in healthcare settings was highlighted in
this study through very low FAR rates.

e Federated Learning's privacy-preserving capabilities ensured that sensitive patient
data remained protected, which aligned with regulatory requirements.

In addition to these key findings, it is also critical to note that Federated
Learning's collaborative nature could contribute to the model's adaptability and
scalability, making it a promising solution that healthcare institutions can implement to
mitigate cyber threats while preserving privacy in the evolving [oHT environments.

5.2 Conclusion

This praxis successfully developed and evaluated a machine learning-based model
utilizing a convolutional neural network and federated learning (CNN-FL) algorithms for
the purpose of detecting and classifying cyber threats on the Internet of Healthcare
Things (IoHT) devices. The innovative approach of the CNN-FL model using the ECU-
IoHT dataset showcased remarkable performance, achieving high levels of accuracy,

precision, and recall in various client scenarios. This effectiveness was particularly
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evident in its ability to discern between normal and anomalous instances within the ECU-
[oHT dataset.

A significant advantage of the federated learning framework was its capability to
process data decentralized, which is instrumental in preserving user privacy without
compromising the model's predictive efficiency. This aspect is especially crucial in the
context of [oHT, where sensitive healthcare data is involved. Regarding computational
efficiency, the models demonstrated exceptional speed in both the training and testing
phases. This attribute underscores the suitability of our approach for real-time anomaly
detection, a critical requirement in [oHT environments where timely response is
paramount.

In summary, the results of this research firmly establish the efficacy of using
federated learning models to enhance the security of [oHT devices. By effectively
guarding against various cyber threats, these models contribute significantly to ensuring
the safe and reliable transmission of healthcare data. The study not only underscores the
potential of federated learning in IoHT security but also opens avenues for future
research in this rapidly evolving field.

5.3 Contributions to Body of Knowledge

As stated in Chapter 1, the main goal of this praxis is to enhance cyber threat
detection and classification in IoHT devices by developing a novel hybrid approach that
combines CNN with FL. The results of this study have yielded the following findings,
which are key contributions to the body of knowledge.

e Innovative model - the proposed hybrid CNN-Federated Learning model

developed in this praxis exhibited a high level of accuracy in detecting cyber
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threats, with notable precision and recall rates compared to other centralized DL
models.

Effective threat detection and classification - the model's ability to effectively
provide near real-time threat alerts with its potential for proactive threat
mitigation in healthcare settings was highlighted in this study through very low
FAR rates, which previous studies have not reasonably considered. Additionally,
this praxis explored multi-class classification, and the results showed that the
proposed model can detect and classify multiple cyber threats observed in [oHT
environments.

Privacy-preservation - Federated Learning's privacy-preserving capabilities
ensured that sensitive patient data remained protected without negatively
impacting the model’s performance, offering a powerful solution that balances
security and cyber threat detection.

In addition to these key findings, it is also critical to note that Federated

Learning's collaborative nature could contribute to the model's adaptability and

scalability, making it a promising solution that healthcare institutions can adopt to

mitigate the ever-evolving cyber threats that are noticeable in IoHT devices while

preserving privacy.

5.4 Recommendations for Future Research

Despite its potential, the CNN-FL model still has room for improvement for

future research. One possible direction is the exploration of more sophisticated federated

learning aggregation techniques that handle highly imbalanced and heterogeneous data

distributions.
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Another future research direction would be to evaluate the CNN-FL model on
larger and more diversified datasets. In this study, the CNN-FL model was evaluated
based on the ECU-IoHT dataset, which is a very comprehensive dataset. However, it
might not cover many different types of cyber threats and data distribution in real-world
healthcare IoT environments. Hence, extending the dataset, which includes more types of
attacks and data from different healthcare places, is a more thorough evaluation of the

effectiveness of this model.
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