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Abstract of Dissertation 

A Markov Chain and Likelihood-Based Model Approach for Automated Test Case 
Generation, Validation and Prioritization: Theory and Application 

This research presents a model-based systems engineering approach for the creation of 

system behavioral models and the automation of test case generation.  Although recent 

advances in systems engineering (SE) approaches for requirement generation have 

significantly improved system reliability and quality, system validation and verification 

still remain an arduous task.  Manual generation of the test cases is a major barrier to 

system validation activities.  With the growing complexities of modern-world systems, 

automatic generation and execution of the test case is desirable.  In this research, Markov 

chains and Markov modulated processes are used to model the system behavior.  Due to 

monetary and time constraints faced by the systems engineers and project managers in 

completing the projects, test case prioritization is another desirable attribute of a test suite.  

To address this issue we extend the presented model-based approach with a novel 

likelihood-based prioritization scheme for testing the most used system features and 

trajectories first.  The effectiveness of the presented model-based approach is discussed and 

demonstrated in the context of two case studies, a simulation case study and a web 

application usage data case study.  Beyond system validation activities, the presented 

approach can also be extended to the field of requirement gathering and regression testing. 
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Chapter 1 : Introduction 

1.1 Background 

System validation and verification are the most costly and time consuming activities during 

the system development life cycle (SDLC) [3].  An informal definition of system 

verification is “building the system right” and of system validation is “building the right 

system” [1] and [2].  For complex systems,  a document-centric approach can lead to 

ambiguity, misinterpretations, redundancy, and incompleteness and result in an inferior and 

overly expensive system [1].  An alternative approach to traditional systems engineering 

practices is Model-Based Systems Engineering (MBSE).  Leading MBSE methodologies 

advocate creating a system behavioral model as a primary systems engineering activity.  

Formalized models support various activities associated with the SDLC—such as 

requirement definition, design, analysis, system validation, estimation, and planning.  The 

system models translate the requirements into a behavioral definition of the system that can 

describe the system actions, functionalities, and various interactions between the system 

components, both comprehensively and unambiguously.  Employing models for system 

testing has been widely discussed in the software engineering literature [4–11].  

Methodologies such as finite state machines, state charts, transition diagrams, and Markov 

chains have been proposed for model-based specification testing.  The primary goal of all 

software testing techniques/methodologies is to improve the quality of the designed system 

by uncovering as many faults as possible within the allocated time [12].  
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1.2 Statement of Problem 

Large, ad-hoc, and manually-generated system test cases lead to incorrect usage 

path/scenarios of how the system is used in real time.  Ad-hoc generated test cases are 

random in nature.  Using random test cases could lead to lack of coverage during testing 

and a critical path of the system might not be tested.  Inadequate testing can result in poor 

system reliability in the field and increase system maintenance costs.  We have 

demonstrated an approach to reduce the gap between the test cases and actual system 

usage. We automatically generate and prioritize system test cases from state transition 

diagrams. 

1.3 Research Question 

The research question that is addressed in this study is “whether the use of model-based 

engineering activities during the system validation phase would improve the system 

reliability?”  Existing test plan generation technologies have some inherent problems such 

as manual effort and their ad-hoc nature.  This often leads to an extremely high number of 

usage paths and scenarios which are not a true reflection of the actual system usage in real 

time.  This research defines the probability of set of test cases representing actual system 

usage as ‘Likelihood’ function.  The objective function used in this research is the 

likelihood of a test —which is a measure of how well a test case represents the actual 

system usage.   

1.4 Hypothesis 

The formal directional hypothesis was defined as: 



 

 3  

Using the ‘Likelihood’ based modeling methodology for generation and 

prioritization of test cases, the probability of a test suite representing the actual 

system field usage will be greater than an ad-hoc methodology. 

The null hypothesis was defined as:  

Compared to an ad-hoc methodology there is no difference in the probability of a 

test suite representing the actual system field usage, through the ‘Likelihood’ based 

modeling methodology for generation and prioritization of test cases. 

The hypothesis tested in this research is summarized as follows: 

Null hypothesis           H0: Likelihood Ad-hoc = Likelihood Model 

Alternative hypothesis  H1: Likelihood Ad-hoc ≤ Likelihood Model 

The null hypothesis states that an objective function used to evaluate the test suite does not 

produce (statistically significant) different results when applied to an ad-hoc methodology 

and the model-based methodology that is presented in this study.  This research addresses 

the use of  “the likelihood of a test plan representing actual usage” as a criterion in test suite 

reduction or test plan generation techniques.   

1.5 Purpose 

The primary purpose of this research is to determine if system quality is improved by using 

the formalisms derived from model-driven systems engineering for automatic test case 

generation. 

This dissertation addresses the need for an easier and yet holistic test plan generation 

framework and technique, through a probabilistic model, that could capture the 

critical system functionalities that are most used by the system users. 
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The use of model-based technologies has significantly increased in systems engineering 

activities over the last decade.  These efforts have evolved into the new discipline of MBSE 

and new methodologies have been investigated along the way.  These new methodologies 

not only concentrate on modeling a system’s behavior but also explore how different 

modeling schemes can support systems engineering activities like requirement generation, 

validation, etc. This research is an effort in the same direction, to validate the applicability 

of the likelihood based model-driven approach for system validation activities. 

1.6 Significance 

The primary significance of this research is that it introduces to the systems engineering 

community a likelihood-based test case prioritization technique which can be easily 

implemented and from which the benefits can be reaped quickly.  Figure 1-1 presents a 

conceptual view of the relative efforts spent on various systems engineering activities [3].  

System efforts are dominated by system integration, test and distribution activities that lead 

to the acceptance of the system.  Poor or no testing is one of the leading causes of system 

project failures [13].   

 

Figure 1-1: Relative Systems Engineering Effort over a Typical Development 
Lifecycle [3] 
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System testing in general is comprised of verification and validation activities.  This 

research provides a test generation technique which models the system usage data and 

creates behavioral models to capture transitions in user behavior or the surrounding 

environment during system usage. 

1.7 Scope and Limitation 

The demonstrated modeling scheme can be used for generation of relevant test plans, 

concept introduction, requirement generation, and system design and verification activities.  

The case study demonstrates the use of the model for generation and prioritization of the 

test cases using a likelihood-based algorithm.  The likelihood-based scheme utilizes the 

probabilistic information associated with the system states and their interaction with the 

system users and their external environment.  Furthermore, in this research, we analyzed 

the performance of the modeling and test case prioritization schemes using a case study 

(simulation) and an actual web application dataset.  We used Markov chains to explore the 

time domain progression of a system.  The demonstrated approach has been validated only 

for software-based systems and needs further research on its applicability to hardware 

domains. Additionally, not all software systems have usage data sets that contain time 

domain data and this imposes a limitation on the applicability of the technique we have 

presented here.  In cases where time domain data are unavailable, the approach can be 

extended by modeling the system as discrete Markov chains and using hidden Markov 

models (HMM).  Another limitation of this study is that the fault detection capability of the 

demonstrated methodology has not been evaluated.  In order to assess the fault detection 

performance, further research such as: the development of a software-based system and 

then seeding it with known faults is recommended. 
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1.8 Organization of the Document 

This dissertation has five sections.  The Introduction provides the research background, 

research question, research hypotheses, and motivation.  A review of the system 

engineering definitions from major systems engineering bodies of knowledge, an overview 

of the model-based systems engineering and a review of model-based testing techniques is 

discussed in Chapter 2, Literature Review.  Chapter 3 Research Method describes 

fundamentals of Markov chains and Markov modulated processes, delves into the system 

behavioral modeling and explains how the hypotheses were tested.  Results and the 

statistical analyses are presented and discussed in the Chapter 4.  Chapter 5 summarizes the 

key findings of this research and gives recommendations for further research. 
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Chapter 2 : Literature Review 

2.1 System Engineering 

As the complexity of modern-world systems grows, managing the SDLC phases also 

becomes more complex.  Formal methods for system development have emerged in the last 

few decades.  Systems engineering provides innovative ways to manage engineering 

efforts- from requirement engineering to system deployment and service.  The International 

Council on Systems Engineering (INCOSE) handbook [43] page 5 of chapter 1, defines 

systems engineering as: 

“An interdisciplinary approach and means to enable the realization of successful 

systems”. 

NASA Systems Engineering Handbook [44] page 3, defines systems engineering as: 

“Systems engineering is a methodical, disciplined approach for the design, 

realization, technical management, operations, and retirement of a system. A 

“system” is a construct or collection of different elements that together produce 

results not obtainable by the elements alone. The elements, or parts, can include 

people, hardware, software, facilities, policies, and documents; that is, all things 

required to produce system-level results. The results include system-level qualities, 

properties, characteristics, functions, behavior, and performance.” 

In simpler terms, systems engineering can be defined as a “decision-making processes 

associated with defining, developing, and fielding complex systems.” [45]. 
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2.1.1 System Engineering Process Models 

The scope of the research is limited to the system validation phase of the SDLC, hence in 

this section we shall discuss the importance of system validation in the systems engineering 

process models and where validation takes place in the project timeline. 

There are three popular systems engineering process models that define the various phases 

for a complete SDLC: Vee model, Waterfall model, and Spiral model.   

In the Vee model, the left side represents the decomposition of design requirements.  

Design of the systems is a top-down activity, while verification is a bottom-up activity.  

The right side of the “V” consists of fabrication, integration and testing.  As per the Vee 

model, system’s components will be fabricated and tested prior to the sub-systems and 

similarly sub-systems will be fabricated and tested prior to the complete system. Figure 2-1 

below gives an overview of the systems engineering Vee model [14]. 

 

Figure 2-1: Systems Engineering and Verification 'Vee- Model' [14] 
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Inspired by the software acquisition life-cycle model, another systems engineering process 

model is Royce’s [15] Waterfall model.  The Waterfall model divides all engineering 

efforts into five phases.  The key concept behind Royce’s Waterfall model is that each 

phase stage delivers a complete product to the next phase and there is little backflow.  It’s 

important to note that the Waterfall model does follow the phases of a systems engineering 

process model.  Figure 2-2 shows the five phase Waterfall model.  Similar to the Vee 

model the Waterfall model uses testing as a means of system validation and verification. 

 

Figure 2-2: Royce’s Waterfall Model [15] 

The third model is the Spiral model - which puts a significant emphasis on problem 

management.  The underlying assumption in the Spiral model is that the continual analysis 

and revisiting of the processes through the development life cycle is expected to reduce 

risks.  Figure 2-3 presents the Spiral model by Boehm [16].  The model is divided into 
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three major processes: definition, deployment, and development.  System validation and 

verification are also part of development efforts in this model. 

 

 

Figure 2-3: Boehm’s Spiral model [16] 

Validation planning occurs at the beginning of the SE models and it ensures the system 

meets the intended purpose and needs of the system’s owner and stakeholders. System 

validation is a key phase of SDLC which validates that the user requirements are met.  This 

research demonstrates a methodology for generation of test cases and validating the system. 

2.1.1.1 System Verification and Validation 

In engineering projects, a signification portion of a developer’s efforts, costs and time is 

concentrated on verification and validation activities [12].  Although there is a fundamental 

difference between system verification and validation, often these terms are used 
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interchangeably.  The focus of validation is on “accurate performance”, that the needs of 

the user and the organization are met, but verification focuses on the implementation aspect 

[17].  Validation is result-oriented whereas verification is process-focused.  In the systems 

engineering literature “system verification” has been defined as the process of ensuring that 

the system is built as per the requirements while “system validation” has been defined as 

the process of determining the completeness and correctness of the product. 

2.1.1.2 Approaches to Support Testing 

Validation approaches can be classified into three major categories [17]: 

• Automated Tools: These are an effort towards building software that can analyze 

the system for potential problems.  Such tools require an intermediate 

representation of a particular structure such as a chart [18], a decision table [19], or 

a graph [20].  Automated tools can save a considerable amount of testing time 

when several iterations of the system need to be tested. 

• Analytical Modeling: These methods aim at quantification of testing criteria such 

as performance or coverage.  Analytical methods primarily compare system results 

against expected performance.  For analysis, systems are modeled using sequence 

diagrams [21], state diagrams [22] and activity diagrams [10].  Finite state 

machines have been used for modeling state transitions [11] and [12].  Another 

mathematical tool used for state-based analysis is Markov chains [25–27], where 

transitions are modeled either in a discrete time domain or a continuous time 

domain.  The demonstrated approach in this research is in the domain of Markov 

chains. 
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• Human support:  This includes testing done by developers, users, and quality 

assurance teams.  Most of the result and usage-oriented approaches utilize human 

support.  One such example would be to manually feed historic usage data, to the 

system as test cases [28].  Our approach also relies on historic usage data but we 

automate the test case generation and prioritization. 

2.1.1.3 Types of Testing 

System validation methods are traditionally classified as: 

• White-box testing: In white-box testing the tester has access to the internal data 

structures and the code of the system under test.  In the system acquisition life 

cycle, white-box testing is typically assigned at the contractor level.  Unit testing is 

a type of white box testing which is usually conducted by programmers.  In unit 

testing the system functionalities are divided into smaller components and those 

are tested. 

• Black-box testing: In the case of black-box testing, the tester does not have access 

to the code or treats the software as a black-box.  An extensive discussion of the 

black-box technique can be found in [32].  Black-box testing is performed at the 

systems engineering level, such as integration testing and system testing [29].  In 

integration testing, system components are combined and tested for the correctness 

of the interface.  The main goal of integration testing is to verify the dependencies 

between the sub-functions [30]. System testing is the testing of the whole system 

with reference to the requirement specifications and is sometimes referred to as 

specification-based testing. 
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This research presents a black-box testing methodology for specification-based testing of 

the system.  Specification-based testing is intended to derive test cases from the program 

specifications [29].  In the systems engineering literature, specification-based testing 

approaches have been extensively researched for system testing and various challenges in 

the application of specification-based testing have been identified.  In most validation and 

verification approaches it is assumed that the requirement specifications are clearly 

specified [36].  Specifications when in prose, are often incomplete, ambiguous, and do not 

to define all user actions [1] [37].  Imprecise specifications will obstruct specification-based 

testing.  When specifications are incomplete or unavailable, it is hard to test all the 

parts/functions of the system.  The inaccuracy of the specification can be attributed to the 

lack of knowledge of the system functionality during the early phases of software 

development [38] and to the evolutionary and incremental nature of software projects [39].  

Creating models of the system specification during the requirement generation or validation 

process stages of the SDLC can greatly reduce the ambiguity of the system’s specifications 

[37].  Modeling defines the system in a graphical format and is comprised of various states 

and transactions between them.  In this research we present a model-based system 

validation approach.  We review various model-based testing approaches in section 2.3 of 

the literature review.  In the next section we review MBSE.  The application of MBSE to 

system behavior modeling is a key area of this research. 

2.2 Model-Based Systems Engineering 

INCOSE’s model-based systems engineering is an initiative to move from a document-

centric practice to a model-centric methodology for describing a system.  The aim is to 
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formalize the processes of systems engineering through the use of models [46].  MBSE 

promises the following benefits over traditional systems engineering [47]: 

• Improved quality due to efficient specification, requirement traceability, enhanced 

system design and integrity, and a shared understanding of the system requirements 

and design among the stakeholders 

• Reduction in risk due to requirements validation and design verification 

• Increased productivity because exiting models can be reused as technology evolves 

or requirements change 

• Enhances knowledge capture and improves communication between stakeholders 

A model is an abstraction of a system that conveys information about its structure or 

behavior and also defines the relations between the elements of the model.  Unlike a 

document-centric approach a model contains a unique representation for any element in the 

repository.  Models tend to enhance productivity and facilitate communication among the 

team members by presenting a homogenous understanding of the system to all stakeholders 

as opposed to document centric representation of the requirements[51].   

MBSE integrates requirements, behavior, architecture, and parametrics into a single 

integrated view.  In other words, an integrated model must address multiple aspects of a 

system.  Modeling should provide support at multiple levels of the system, such as 

operational models, system models, and component models. One of the critical activities in 

MBSE is the creation of a functional model of a system.  A functional model is useful in 

capturing system inputs and outputs that define the comprehensive system behavior. 
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2.2.1 Systems Modeling Language 

System models are the basis for generating test cases and comprehensive test plans in 

model-based testing.  A prominent modeling language used by systems engineers and 

INCOSE for systems modeling is the Systems Modeling Language (SysML) developed by 

Object Management Group (OMG).  SysML is an extension of a subset of Unified 

Modeling Language (UML), which is software-centric [48].  Figure 2-4 shows the 

relationship between UML and SysML.   

 

Figure 2-4: Relationship between SysML and UML [48]  

There are four pillars of SysML [47]: 

• Requirements: Specifications of a system design 

• Behavior: Processes and intended and unintended behaviors  

• Structural: Configurations and interfaces, logical flows 

• Parametrics: Formal relationships and constraints 

UML2 not required by SysML 

SysML Extensions 
(SysML Profile) 
• Blocks 
• Item flows 
• Value Properties 
• Allocations 
• Requirements 
• Parametrics 
• Continous Flows 
• ....... 

UML4SysML 
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SysML’s semantics are flexible enough to model a wide range of systems, including 

hardware, software, information, processes etc.  SysML is used in various activities from 

requirement specification, system analysis, and system design to verification and 

validation.  SysML has defined extensions for specific systems engineering activities.  

SysML reuses seven of UML 2's 14 diagrams, and adds two diagrams (requirement and 

parametric diagrams) for a total of nine diagram types.  SysML’s diagrams can be broadly 

divided into 

• Diagrams that capture system requirements and physical constraints 

• Diagrams that describe the structure of the system 

• Diagrams that describe the behavior of the system 

The system behavior diagrams include state machine diagrams, sequence diagrams, Use 

case diagrams, and activity diagrams.  The structural diagrams of SysML can be classified 

into block diagrams, internal block diagrams, and package diagrams.  Figure 2-5 shows the 

classification of SysML diagrams.  

 

Figure 2-5: SysML Diagram Taxonomy [48] 
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Our methodology uses state diagrams for building a model to describe how one thinks a 

system behaves.  We present our system behavioral modeling approach in section 3.3.  

2.2.1.1 State diagrams 

State diagrams are useful for representing asynchronous event-based behavior.  They 

contain definitions of various events that trigger a change in the system behavior.  In [56] 

Harel extended the traditional state diagrams into state charts to include the notation of 

hierarchy, concurrency, and communication.  This research was relevant to the design of 

complex discrete-event systems.  In [57] Pnueli and Shalev extended the state-charts from 

Harel’s [56] formal semantics to make it a more desirable specification language for 

reactive systems.  In the next section we review leading model-based testing approaches. 

2.3 Model-Based Testing 

Recent advances in systems engineering, particularly in MBSE, have emphasized effective 

verification and validation for the successful completion of projects and project failure risk 

reduction [58].  In [4], a model-based test generator was presented to derive test suites and 

it demonstrated superior results in addressing risk analysis and coverage analysis aspects of 

test suites.  Often system reliability is measured by the effectiveness of a test plan and 

results of a test.  One of the key components of system validation is generation of test plans 

by systems engineers during system validation activities.  Deriving test cases from a model 

is an established practice in the software world and its applicability to generalized systems 

is being widely researched.  Dee in [45] defines model-based testing as: 

“Model based testing is testing in which test cases are derived in whole or in part 

from a model that describes some (usually functional) aspects of the system under 

test (SUT).” 
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Leading MBSE methodologies such as, IBM Telelogic Harmony-SE, INCOSE OOSEM, 

IBM Rational Unified Process for Systems Engineering for model-driven systems 

development, Vitech MBSE methodology, Jet Propulsion Laboratory State Analysis and, 

the object-process methodology, indicate an inclination towards using a system behavioral 

model during design and validation.  This helps in reducing the gap between the developed 

system’s functional flow and the intended use by the customer [38]. 

In recent years, the focus has shifted from manual methods to automatic test case 

generation.  The goal of automation is to generalize the techniques and develop automated 

tools for supporting the testing infrastructure, including the expected outcomes. Manual 

testing is a labor-intensive process and automation of testing greatly reduces the cost of 

software development and maintenance.  During regression testing, a desired attribute of 

the test-generation approach is the ability to regenerate the test cases in accordance with 

changing requirements.  Hence, models are expected to be formal enough, in principle, so 

that a machine can derive test cases from it.   

The research into the applicability of models for automatic generation of test cases has 

made notable advances in recent times.  As described by Dalal et al. [59], model-based 

testing requires three key components: 

• Notation for modeling: Notations for modeling are the techniques used for 

modeling the system under test. 

• Test generation algorithm: Test generation algorithms are used for automatically 

generating the test cases from the system models. 
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• Tools for supporting the infrastructure: Finally the test cases require an 

infrastructure including prioritizing the test cases, test suites for executing the test 

cases, and evaluating the performance of the testing methodology using quality 

measures. 

We have demonstrated a model based testing approach which covers all three components 

described above. 

2.3.1 Notation Modeling and Test Generation 

In this research we have modeled the system under test using state transitions.  In 

transition-based notations the emphasis is on describing the transition between the states.  

Transition-based models use node and arc-like graphical representations that describe the 

transition between various system states.  The approach presented in this research also 

models the system as state transitions and generates test cases from the created model.  

Finite State Machine (FSM), and state charts are some of the transition based techniques 

for modeling system behavior. 

• Finite State Machines: An FSM is an abstract machine with a finite number of states. 

At any given time the FSM can be only in one state and an external event or 

condition can trigger a state transition.  FSMs are widely used for modeling system 

behavior as state transitions and to derive test suites from the model[4] [67].  

Extended FSM-based models have also been proposed, by Apfelbaum [69],.for 

generation of automated functional tests.  The automated test generation algorithm 

was based on the model reference testing from a hardware testing paradigm, but the 

model creation was a manual process and hence it was difficult to build models for 
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complex systems.  The result of this research is the automation of the model creation 

process. 

• State charts: State charts are another transition-based approach for modeling a 

system.  State charts are considered to be an extension of FSM with several 

augmented concepts for complex systems specification modeling.  State charts have 

also been proposed to capture system behavior and generation of test cases [9] [22].  

FSM and state charts have been shown to increase the precision and understandability of 

the model [8] and to provide dramatic improvements in cost reduction of test design and 

test generation and increased quality effectiveness of testing [68] [37]. However they lack 

the statistical information related to state transitions. The statistical information of state 

transition is critical for validation and verification teams.  It enables the engineers to 

prioritize their efforts in testing the critical transitions.  

2.3.1.1 Stochastic Model Notations 

Stochastic models define the system as a probabilistic model of events.  A popular 

probabilistic tool for modeling system states is Markov chains. A Markov chain is a 

random process that undergoes transition between a finite number of states.  The transition 

to the next state only depends on the current state and not the preceding sequence.  Markov 

chains are an example of stochastic approaches that are used to model the expected usage 

of a system. 

Software usage models have been created using Markov chains for statistical testing [25] 

[74] and usage probabilities analysis  [76] [79]. Markov chains have also been proposed to 
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infer the system expected field quality or reliability [26] based upon previous usage data.  

Our research also derives ideas from usage based modeling of the available historic data. 

Models can be discrete or continuous or may be hybrid in nature.  Most of the research 

done in model-based testing has been on event-based discrete systems and hybrid models 

[82] and [60].  Similarly, Debbabi et al. [49] mapped a SysML activity diagram to a 

discrete time Markov chain (DTMC).  In order to represent real system usage, test cases are 

required to be generated to represent real-world scenarios where the system is used.  In 

system-usage sequences, one of the most critical constraints is time because system input 

and output progression often takes place in a continuous time domain.  Our research is 

focused on continuous-time Markov chain (CTMC) models.  We use Markov chains to 

develop system transition diagrams and generate test cases using the algorithm described in 

Chapter 3. 

2.3.2 Supporting Infrastructure 

One of the most challenging aspects of executing test cases has been the determination of a 

subset of test cases that defines the system and also represents an acceptable coverage of 

the system’s functional flow.  This is called the prioritization of test cases. Prioritization of 

test cases for some goal, such as increasing the rate of fault detection through system 

modeling, is one of the primary elements of MBSE. 

Various methodologies for test case prioritization have been presented in the literature ([4] 

[6–10] [22] [25] [83] [84]). The cost of testing is directly related to the coverage factor 

offered [85].  In white-box testing techniques the test cases include coverage of code 

elements, such as branch coverage and statement coverage [83] but, in the case of black-

box testing the coverage of the model refers to the coverage of the specification rather than 
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the code [77].  Prioritization of test cases can be achieved using qualitative analysis [87] or 

quantitative analysis [81]  A test case generation and prioritization technique which relies 

solely on qualitative analysis techniques could increase the risk of creating tests plans 

which are far from real-world usage.  In order to reduce the risks it is always better to 

collect data from applications and equipment where the failure rates are directly applicable 

to the new system [88].  When system usage data is available to a system analyst then 

creating a mathematical or probabilistic model could help in generating and prioritizing test 

cases more effectively.  Our approach relies on modeling of the available system usage 

data. 

Table 2-1 presents a summary of literature review for the model based testing approaches 

reviewed. 
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Table 2-1: Summary of Literature Review of Model Bases Testing Approaches 

Publication Category Input / Output Testing 
Level 

Domain Technology / 
Model / Tool 

Measure 

Zweben, Heym, and 
Kimmich 1992 [66] 

Specification 
based 

Component 
Specification/Flow 
Graph/ 

Component 
Testing 

Object oriented 
software component 

Flow-graphs / 
FSM 

Data flow 
Adequacy 

Dick and Faivre 
1993 [40] 

Specification  Specification/finite 
state automaton 

Class-level 
Testing 

Object Oriented  Finite State 
Machines 

Code Coverage 

J.A. Whittaker and 
Thomason 1994 
[25] 

System Usage Stochastic Model / 
test cases 

Statistical 
Testing 

User Interface Markov 
Chains 

Reliability 

Blackburn and 
Busser 1996 [34] 

Specification  Requirement 
specification/test 
vector 

System 
Testing 

Avionics T-Vec Test Coverage 

Hierons 1997 [35] Specification  Invertible 
Sequences/Test 
Sequence 

Unit Testing Algorithm Z - notation Test Sequence 
length 

James A. Whittaker 
1997 [76] 

Usage Based 
testing 

Stochastic Model/ 
Test Case 

Functional 
Testing 

User Interface Markov 
Chains 

Fault Detection 

Larry Apfelbaum 
and Doyle 1997 
[37] 

Specification State transitions/ 
Test cases 

Black-box 
testing 

Telecommunications 
and UI development 

UML/ Flow 
Graphs 

Functional 
Flow Coverage 

Savage, Walters, 
and Stephenson 
1997 [70] 

Specification Multi-Level 
Modeling / Test 
sequences 

Sub-system 
Testing 

Avionics navigation TestMaster Testing cost, 
System 
reliability 
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Publication Category Input / Output Testing 
Level 

Domain Technology / 
Model / Tool 

Measure 

G.H. Walton and 
Poore 2000 [78] 

Usage based 
Testing 

Stochastic model/ 
test case 

Functional 
testing  

System Functions Markov 
Chains 

Program 
coverage 

Kouchakdjian and 
Fietkiewicz 2000 
[79] 

Statistical 
Modeling  

Operational Profile Acceptance 
Testing 

Air Traffic Flow 
Management 

Markov 
Chains  

System 
Reliability and 
testing cost  

Hong et al. 2000 
[22] 

Transition 
based 

Statechart / Test 
Sequences 

System 
Testing 

Not Defined Extended 
Finite State 
Machines, 
STATEMATE 

  

Regnell B., 
Runeson P., and 
Wohlin C. 2000 
[80] 

Usage Based 
Testing 

Usage profiles / 
Test Sequence 

Reliability 
Testing 

Object Oriented, 
PBX system 

Use cases  Model 
Integration 

Farchi, Hartman, 
and Pinter 2002 [4] 

Specification FSM/Test suite System 
Testing 

Java exception 
handling 

GOTCHA  Code Coverage 

Offutt et al. 2003 
[42] 

State-based 
Specification 

Functional 
Specification / Test 
input values 

System 
Testing 

Object Oriented UML State-
chart Diagram, 
Specification 
Graph 

Seeded Fault 
Detection 

Sampath, Sprenkle, 
Gibson 2006 [81] 

Usage Based 
testing 

User sessions/Test 
Cases 

Regression 
testing 

Web Applications Concept 
analysis 

Program 
Coverage and 
fault detection 
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Publication Category Input / Output Testing 
Level 

Domain Technology / 
Model / Tool 

Measure 

Chen et al. 2009 
[10] 

Transition 
based 

Java program 
Design 
Specification / Test 
cases 

System 
Testing 

Object Oriented UML / 
Activity 
Diagrams 

 Activity 
coverage and 
Path coverage 
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2.4 Present Challenges in Model-Based Testing 

From the above discussion we have identified some of the challenges to model-based 

testing as summarized below:  

• Lack of expertise among the tester community in using tools and scripts. 

• Frequent rebuilding of the models due to changing requirements is a time 

consuming activity. 

• In complex systems, the number of states, rules and variables is large, generating 

millions of test sequence combinations.  Various test case prioritization techniques 

have been proposed but they do not present a solution that always works [90]. 

• Systems under test can exhibit a nondeterministic behavior.  Large scale real-time 

systems are hard to test because of timing issues.  Application of model-based ideas 

to this domain is being widely researched [82]. 

• Choosing a coverage criterion for model-based testing has not been well researched 

for large models [62]. 

Similar obstacles affecting the success of model-based testing have been identified in the 

literature [62] [89].  In this research, we have presented a system behavior functional 

modeling, test case generation, and prioritization methodology which are closely tied to the 

MBSE objective.  The methodology presented in this research uses a Markovian approach 

for modeling the system and a maximum likelihood approach for estimating parameters 

associated with the functional model of the system in a probabilistic sense.  We have 

addressed some of the challenges associated with automated test case generation and 

prioritization. Our research presents a test case prioritization scheme based on the system 

usage.  
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Chapter 3 : Research Method 

The research approach used in this study is a stochastic modeling approach for creating a 

system behavior model.  The available system usage data has been used as an input to the 

system.  System usage data is the data with information about how a system transitions 

from one state to another during its usage.  In the software engineering literature related to 

usage-based testing, the emphasis is on creating test plans by exploiting the documented 

past experiences or usage data.  In [80], the demonstrated approach creates usage models 

and integrates them in requirement engineering and testing.  Statistics-based testing 

approaches are similar to usage-based testing and are often referred to as usage-based 

testing.  The key difference between these two types of testing approaches is that  usage 

based testing does not put an emphasis on creating a system model while statistics-based 

testing does.  In [91] the authors presented a probability distribution analysis methodology 

for software applications where the most used features were identified and tested early in 

the development process.  Similar to statistics-based testing the approach in our research 

also focuses on identifying the most critical features of a system for test suite prioritization.  

Figure 3-1 summarizes the approach used in this research.  First we created a model of the 

system to describe the distinct states of the system. For example an ATM system can be 

modeled with five states: start, check balance, withdraw, deposit and stop. Once the 

systems states were defined we estimate the state transition probabilities.  Then we used the 

state transition probabilities to generate the test cases and calculated their corresponding 

likelihood of representing the model. Lastly, we prioritized the test cases based upon the 

calculated likelihood values.  
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Figure 3-1: Research Methodology 

Markov chains can be used for the modeling of system transitions.  In the case of software 

systems, the usage data also contains the time stamp information that enables us to model 

in the continuous time domain.  Similar to any other system, software systems also interact 

with their external environment.  External environment factors often cause modulation in 

the system response.  Unfortunately, such changes in the external environment are not 

identifiable in the system usage data.  Hence, we have demonstrated how to model such 

hidden processes using Markov modulated processes.  In this chapter we explain the basics 

of Markov chains followed by a discussion of CTMC.  Further, we describe Markov 

modulated processes and HMM.  Finally, MMMP and the system behavior modeling using 

the Expectation Maximization (EM) algorithm developed by Ephraim and Roberts [92], are 

discussed. 
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3.1 Markov Chains 

In the stochastic modeling of dynamical systems the post and pre events are represented by 

state notations.  The probabilities associated with sequences of states and their transitions 

are of interest to the system modeling personnel and the analysts.  State-based modeling 

has been applied in the fields of operations research, communication theory, high 

frequency stock trading, space exploration, biological research, and numerous others.  One 

of the stochastic modeling schemes using system state information is the Markov chain 

scheme.  We used Markov chains for modeling the state transitions.  Markov chains 

provide the probabilistic information - quantified chances of going from one state to 

another.  Such information would enable us to quantify the probability of a test case 

representing the actual system usage.  In the following sections we will describe the two 

types of Markov chains and the Markov properties associated with them. 

3.1.1 Discrete Time Markov Chains (DTMC) 

In DTMCs the states of a system change/transition at discrete time intervals.  At any 

instance of time 𝑛, the system occupies a state  𝑋𝑛.  All the possible states belong to the 

state space 𝑆.  The key entity that describes Markov chain is the transition probability 𝑝𝑖𝑗, 

which means that when in state 𝑖 the system would transition to state 𝑗 with a probability of 

𝑝𝑖𝑗 which is equal to,  

 𝑃(𝑋𝑛+1 = 𝑗|𝑋𝑛 = 𝑖)  𝑤ℎ𝑒𝑟𝑒 𝑖, 𝑗 𝑎𝑟𝑒 𝑒𝑙𝑒𝑚𝑒𝑛𝑡𝑠 𝑜𝑓 𝑆. 1 

Similar to Bernoulli and Poisson processes, Markov chains are memory-less random 

processes, which means, irrespective of the past states, the system transitions from state 𝑖 to 

state j with a transition probability of 𝑝𝑖𝑗.  This property is known as the Markov property 

and is mathematically formulated in equation 2 below, 
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 𝑃(𝑋𝑛+1 = 𝑗|𝑋𝑛 = 𝑖,𝑋𝑛−1 = 𝑖𝑛−1, … … ,𝑋0 = 𝑖0) = 𝑃(𝑋𝑛+1 = 𝑗|𝑋𝑛 = 𝑖). 2 

For Markov chains the transition probabilities follow the probability axioms - all the 

transition probabilities are non-negative and their sum is 1. 

When using Markov chains for modeling a dynamic system, the transitions are expressed in 

a transition probability matrix.  In a probability transition matrix, the quantity 𝑝𝑖𝑗 

corresponds to the ith row and the jth column.  As an example, the matrix shown in Table 

3-1 shows a transition probability matrix for a three-state Markov chain. 

Table 3-1: Transition Probability of a three state Markov Chain   

 State 1 State 2 State 3 

State 1 0.3 0.4 0.3 

State 2 0.2 0.4 0.4 

State 3 0.7 0.1 0.2 

 

The probability of going from state 2 to state 1, 𝑝21 is 0.2 and is displayed in the 

highlighted cell.  The above transition probability matrix can be also be styled as a 

transition probability graph as presented below in Figure 3-2. 
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Figure 3-2: A graphical representation of a DTMC 

For a system modeler, it would be of interest to know the n-step transition probability, 

which is the probability of transition from state 𝑖 to state 𝑗 after n transitions.  Such 

transition probabilities are calculated using recursion.  The Markov chain recursion 

probability theorem, also known as Chapman-Kolmogorov equation, is given by [93], 

  𝑟𝑖𝑗(𝑛) = ∑ 𝑟𝑖𝑘(𝑛 − 1)𝑝𝑘𝑗,                                𝑓𝑜𝑟 𝑛 > 1,   𝑎𝑛𝑑 𝑎𝑙𝑙 𝑖, 𝑗𝑚
𝑘=1 . 3 

3.1.2 Continuous Time Markov Chains (CTMC) 

The state transitions do not always occur at discrete interval of time. Most of the naturally 

occurring arrival-departure type phenomena happen in continuous time. For example, the 

arrival of a customer at a bank teller counter, the time interval between a machine going 

from an operative condition to failure mode, arrival of a meteorite on the planet Earth or 

the time interval between ions striking an electrode inside a cathode ray tube.  When the 

transition time between states is governed by an exponential random variable we refer to 
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those Markov chains as CTMCs.  Like DTMC, CTMCs have a finite state space and follow 

the Markovian property of the future state being dependent only upon the present state – it 

is not linked to past states.   

Let us assume the transition rate from state 𝑖 is 𝑣𝑖 and the probability of transition from 

state 𝑖 to 𝑗 is 𝑝𝑖𝑗.  Because only a fraction of the transitions from state 𝑖 would lead to state 

𝑗, the transition rate 𝑞𝑖𝑗is given as  

  𝑞𝑖𝑗 = 𝑣𝑖𝑝𝑖𝑗. 4 

Note if the system has a total of m states then, 

  𝑣𝑖 = ∑ 𝑞𝑖𝑗𝑚
𝑗=1 . 5 

3.1.3 Discrete vs. Continuous Time Modeling 

The choice of modeling approach is entirely dependent upon the characteristics of the data 

set at hand and the goal of the modeling exercise. Discrete time modeling provides a 

qualitative view of the data set while continuous time modeling provides statistical 

measures related to the data. For example consider the arrival of customers at a service 

counter at a bank. When modeling the arrivals in discrete time events there will be an 

arrival for each unit of time. When modeling the arrivals in continuous time: the arrivals 

would occur as a random variable -the time between arrivals would be random and defined 

using parameters associated with a random distribution.  For certain application the arrival 

rates rather than the time interval are more interesting for the researchers.  In the next 

section we further draw a distinction between discrete time modeling and continuous time 

modeling using an ATM example. 



 

 33  

3.1.4 Automated Teller Machine Example 

To appreciate the difference between discrete time Markov chains and continuous time 

Markov chains we use at an automated teller machine (ATM) example.  Assume that an 

ATM has five primary states: (a) start; (b) stop; (c) withdraw; (d) deposit; and (e) check 

balance and offers three functions: (1) withdraw money; (2) deposit money; (3) check 

balance.  Figure 3-3 shows how the ATM is modeled using DTMC. 

The probabilities of transition from one state to another are denoted on the arrows.  For 

instance, the probability of transitioning from the start state to the check balance state 

would be 0.3. 

 

 
Figure 3-3: ATM example modeled using DTMC 

In CTMC, the probabilities are derived from transition rates.  Figure 3-4 below shows the 

ATM modeled as a CTMC.  Here, the transition rates are labeled on the transition arrows.  
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For example the transition from the start state to the check balance state is 3, that is, it 

takes, on average, 1/3 unit of time for such transitions. 

 

Figure 3-4: ATM Example modeled using CTMC 

3.2 Markov Modulated Process 

A common problem in modeling real world processes is that the output signal from a 

system gets distorted due to a change in the external environmental conditions affecting the 

source.  In the signal processing literature, Hidden Markov Models (HMMs) have been 

proposed for modeling these signals and to learn about the sources.  The overall system 

behavior is described as a doubly stochastic process in such cases [94].  Generically we can 

say that Markov modulated processes are those processes where the observable process is 

somehow affected by an underlying process.  The underlying process can either be a 

continuous time, finite state, homogenous Markov chain, or a discrete time, finite state, 

homogenous Markov chain.  The observable process can be any type of random variable in 
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the discrete or continuous time domain - with only one constraint.  The constraint is that the 

parameter associated with the random variable is non-homogenous and is conditioned upon 

the underlying process.  For example, the observable process can be a Poisson process with 

non-homogenous transition rate λn, which is conditioned upon an underlying Markov chain.  

This underlying Markov chain can take any state n.  A classification of the Markov 

modulated processes is presented in Figure 3-5.  For this research we will concentrate on 

MMMP. 

 

 
Figure 3-5: Hierarchy of Markov-Chains 

3.2.1 MMMP Definition 

In this study, systems with doubly stochastic characteristics are modeled as MMMP.  An 

MMMP is a process where the system has two CTMC processes: 
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1) The observable process, visible in the system usage data  

2) The underlying process, not visible, but directly affecting the transition rates of the 

observable process 

In this section MMMP is defined and the probability density functions (pdf), associated 

with the underlying and observable process are derived.  Our derivation is based upon an 

EM algorithm as described by Ephraim and Roberts [92].  Let us define the underlying 

process as {𝑆(𝑡), 𝑡 ≥ 0} with a state space comprised of {1,2, … . . , 𝑟}.  The underlying 

process jumps from one state to another in time interval [0,𝑇] in M steps.  The M jumps 

occur at times 0 < τ1 < τ2 … … < τM < 𝑇.  At any time interval ∆𝜏𝑘( i.e.  𝜏𝑘 − 𝜏𝑘−1) the 

underlying process occupies state 𝑆𝑘 for k=1,2…M+1. 

The transition rate from state 𝑖 to 𝑗 is denoted as: 

  𝑞𝑖𝑗 = limℎ→0
1
ℎ
𝑃(𝑆(𝑡 + ℎ) = 𝑗|𝑆(𝑡) = 𝑖) 6 

where i≠j. 

For i=j,  

  𝑞𝑖𝑖 = −∑ 𝑞𝑖𝑗𝑟
𝑗=1
𝑗≠𝑖

. 7 

Together equations 6 and 7 form the generator, Q, for the underlying process. 

Similarly, we can define the observable process which is a continuous time finite state non 

homogenous Markov chain conditioned upon S(t).  Let us assume the state space of an 

observable process is {1,2,…d}.  The process jumps N times in the time interval [0,T] : at 

times 0 < T1 < T2 … … < TN < 𝑇.  Therefore the time spent by the system in an 

observable state Xk is Δ𝑇𝑘 = 𝑇𝑘 − 𝑇𝑘−1.  The sample path or trajectory of an MMMP is 

denoted by χ ={X(t),0 = t = T} which is the observable states sequence and the time spent in 
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each state.  To further illustrate MMMP, consider a system with two underlying states and 

three observable states as depicted in Figure 3-6. 

 

Figure 3-6: MMMP Structure of a 2nd order Underlying CTMC process and a 3rd 
order Observable CTMC process 

The underlying states are A and B with the transition probability matrix Q as given in 

Table 3-2, 

Table 3-2: Transition Probability Matrix of Underlying States  

 A B 
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B qBA -qBB 
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The observable states are 1, 2 and 3 and the transition probabilities are conditioned upon 

the underlying states A and B.  The transition matrix G for observable states is denoted in 

Table 3-3 and Table 3-4.  
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Table 3-3: Transition Probability Matrix of Observable states given underlying 
state A 

Underlying State A State 1 State 2 State 3 

State 1 −𝑔11𝐴  𝑔12𝐴  𝑔13𝐴  

State 2 𝑔21𝐴  −𝑔22𝐴  𝑔23𝐴  

State 3 𝑔31𝐴  𝑔32𝐴  −𝑔33𝐴  

 

Table 3-4: Transition Probability Matrix of Observable states given underlying 
state B 

Underlying State B State 1 State 2 State 3 

State 1 −𝑔11𝐵  𝑔12𝐵  𝑔13𝐵  

State 2 𝑔21𝐵  −𝑔22𝐵  𝑔23𝐵  

State 3 𝑔31𝐵  𝑔32𝐵  −𝑔33𝐵  

 
3.3 System Behavior Modeling 

To create the system behavior model as demonstrated in this research, we need to initially 

estimate the transition probability matrices Φ={Q, G1, G2…Gr}.  System parameter 

estimation is best when actual usage data is available, yet, in its absence, expert judgment 

can be substituted.  We demonstrate this using an EM algorithm for MMMP developed by 

Ephraim and Roberts [92].  The EM algorithm’s basic working principle is - “maximum 

likelihood estimate of parameters through an iterative process when the available data is 

incomplete” - such as unavailability of the underlying process data in MMMP.  There are 

two typical applications of an EM algorithm.  The first is the data availability issues related 
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to the observable process and the other is the optimization of an analytically untraceable 

likelihood function [95].  An EM algorithm guarantees a monotonic increase in the 

objective function, which in most cases is the logarithm of the likelihood, and eventually 

achieves a local maximum.  To illustrate the EM algorithm assume an incomplete data set 

is X.  Also assume that the complete data set is given as Z=(X,Y).  The joint pdf can be 

specified as: 

  𝑝(𝑧|ѳ) = 𝑝(𝑥,𝑦|ѳ) 8 

where, 

  𝑝(𝑥,𝑦|ѳ) = 𝑝(𝑦|𝑥, ѳ)𝑝(𝑥|ѳ) 9 

and the likelihood function is defined as  

  𝐿(ѳ|𝑍) = 𝐿(ѳ|𝑋,𝑌) = 𝑝(𝑋,𝑌|ѳ). 10 

This function is also referred to as a complete-data likelihood function.  An EM algorithm 

consists of two steps – the E Step and the M Step.  The E step finds the expected value of 

the complete data logarithm of the likelihood, log𝑝(𝑋,𝑌| ѳ), with respect to unknown data 

points Y, given the observable data X and the current estimates.  We can define this step as: 

  𝑄�ѳ𝑖, ѳ𝑖−1� = 𝐸(log𝑝(𝑋,𝑌|ѳ)|𝑋, ѳ𝑖−1) 11 

where ѳ𝑖−1 is the current parameter estimates and ѳ𝑖 is the new estimate.  It is important to 

note that in the above expression, X and ѳ𝑖−1 are constants, Y is a random variable and ѳ𝑖is 

a variable that we wish to adjust.  The evaluation of the expectation from the above 

equation (11) begins with the estimation step (E-Step).  The next step is the M step - the 

maximization step.  This step is given by equation (12): 

 ѳ𝑖 = 𝑎𝑟𝑔𝑚𝑎𝑥𝑄�ѳ𝑖, ѳ𝑖−1�. 12 



 

 41  

The above two steps are repeated iteratively as required.  The key capability of this 

algorithm is that it guarantees improvement in the logarithm of the likelihood for each 

iteration and is also guaranteed to converge to the maximum of the logarithm of the 

likelihood function. 

The EM algorithm developed by Roberts and Ephraim [92]is defined in a similar fashion to 

that presented in equation (13): 

  𝜙𝑙+1 = 𝑎𝑟𝑔𝑚𝑎𝑥�����
𝜙

𝐸𝜙𝑙+1{log𝑃(𝑋, 𝑆;𝜙)|𝑋} 13 

where S is the underlying Markov chain which represents the incomplete data. 

The expectation step is performed over S given χ and the current parameter estimate 𝜙.  

The following sections will describe an EM algorithm as applied in our research in two 

steps.  The first part is related to the estimation of the underlying chain parameters and the 

second part is related to the estimation of the observable chain parameters. 

3.3.1 Parameters for the Underlying Markov Chain 

Similar to our definition of MMMP as described in section 3.2.1, let us define the 

underlying process {S(t),0<t<T} as, 

  𝑆 = {𝑀, (𝑠1,∆𝜏1), … . (𝑠𝑀,∆𝜏𝑀1), 𝑠𝑀+1)}. 14 

The probability density of 𝑃(𝑀 = 𝑚, {𝑆1 = 𝑠1}, … . . , {𝑆𝑚 = 𝑠𝑚}) as derived by [96] and 

given by equation 21 of [92]is shown below: 

  𝑃(𝑆;∅) = 𝜋𝑠1 �∏ 𝑞𝑠𝑘𝑒
−𝑞𝑠𝑘∆𝜏𝑘

𝑞𝑠𝑘𝑠𝑘+1
𝑞𝑠𝑘𝑚

𝑘=1 � 𝑒−𝑞𝑠𝑚+1Δ𝜏𝑚+1  15 

where m>0, ∆𝜏𝑘>0 for k=1,2,…m.   

Using an indicator function I(.) from [92] we obtained, 

  𝜁𝑖 = 𝐼(𝑆(0) = 𝑖) 16 



 

 42  

  𝐷𝑖 = ∑ Δ𝜏𝑘 = ∫ 𝐼(𝑆(𝑡) = 𝑖)𝑑𝑡𝑇
0𝑘=1..𝑚+1  17 

  𝑚𝑖𝑗 = #{𝑡: 0 < 𝑡 < 𝑇, 𝑆(𝑡 −) = 𝑖, 𝑆(𝑡) = 𝑗}. 18 

Let𝜁𝚤� , 𝐷𝚤�  and 𝑚𝚤𝚥�  represent the conditional mean estimates of 𝜁𝑖, 𝐷𝑖 and 𝑚𝑖𝑗.  Given X 

and 𝜙𝑙, we have, 

 𝜁𝚤� = 𝑃(𝑆(0) = 𝑖|𝑋;𝜙𝑙) 19  

  𝐷𝚤� = ∫ 𝑃(𝑆(𝑡) = 𝑖|𝑋;𝜙𝑙)𝑑𝑡
𝑇
0  20 

  𝑚𝚤𝚥� = ∫ 𝑃(𝑆(𝑡 −) = 𝑖, 𝑆(𝑡) = 𝑗|𝑋;𝜙𝑙)𝑑𝑡
𝑇
0 . 21 

The maximization step of 𝐸𝜙𝑙+1{log𝑃(𝑋, 𝑆;𝜙)|𝑋} over πi and qij leads to a simpler 

calculation and two intuitive expressions: 

  𝜋𝚤� = 𝜁𝚤�  and   𝑞𝚤𝚥� = 𝑚𝚤𝚥

𝐷𝚤�
� . 22 

3.3.2 Parameters for the Observable Markov Chain 

Analogous to the underlying process, the conditional mean estimate of 𝐸𝜙𝑙{log𝑃(𝑋|𝑆;𝜙)} 

is derived and presented in [92].  It is determined by the conditional mean estimate of the 

quantities, 

  𝐷𝚤� (𝑖) = ∑ ∫ 𝑃(𝑆(𝑡) = 𝑖|𝑋;𝜙𝑙)𝑑𝑡
𝑡𝜂
𝑡𝜂−1𝜂=1,…,𝑁  23 

  𝑚𝑙𝑛� (𝑖) = ∑ 𝑃�𝑆�𝑡𝜂� = 𝑖�𝑋;𝜙𝑙�𝜂=1,…,𝑁 . 24 

When maximizing the conditional mean 𝐸𝜙𝑙{log𝑃(𝑋|𝑆;𝜙)} over the generators of the 

observable process we again get an intuitive result, 

  𝑔�𝑙𝑛(𝑖) = 𝑚ln(𝚤)
𝐷𝚤(𝚤)�
� . 25 
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3.4 Pseudo Code for MMMP 

A detailed mathematical derivation of the EM algorithm for MMMP is provided in [92].  

Using the EM algorithm presented, in our previous work [97] we derived a pseudo code for 

ease of implementation.  The first step is the initialization of the parameters Q, G1,G2,...,Gr.  

We define the process parameters Φ0={Q0, G0
1, G0

2…G0
r}.  The next step is to calculate the 

complete data likelihood.  The complete data likelihood equation as derived in [97] is given 

below in equation 26: 
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26 

The first line in equation 26 gives the pdf of the underlying process and second line gives 

the pdf of the observable process.  Both of the density functions consist of an initial state 

density, a last state density and an intermediate sample path density.  The first terms, 

represented by π and ν, are the initial probability densities for the underlying process being 

in state s1 and the observable process in state x1, as shown in Figure 3-7.  The second term 

(in braces) represents the densities associated with the state transitions between the first and 

last state.  The exponential density in the second terms represents dwell times, Δτk and ΔTn 

(Figure 3-7) in states sk and xn.  The factored terms symbolize the probability of a jump 

from state k to k+1 for the underlying process and the probability of a jump from state n to 

n+1 for the observable process.  The last terms represent the density of the two processes 

remaining in states sM+1 and xN+1.  The second terms has a product operation for the whole 
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sample path.  These operations make equation (26) a complete data likelihood expression 

for MMMP.   

 
Figure 3-7: Sample Path of a MMMP showing Underlying Process States and 

Observable Process States 

For the E step we calculate the mean estimates of the dwell times in the underlying state, 𝑖, 

and the number of jumps from the underlying state 𝑖 to 𝑗.  Parallel to the underlying states, 

the dwell times in the observable state 𝑙 and the number of jumps from the observable state 

𝑙 to 𝑛, for each underlying state 𝑖, are calculated.  In the M step, new estimates for Q are 

calculated.  Each element of Q, represented by 𝑞𝑖𝑗, equals the number of jumps from the 

state 𝑖 to state 𝑗 and is normalized by the sum of all the dwell times in state 𝑖.  Similarly, 

the observable process generator 𝐺𝑖  for the underlying state 𝑖 is calculated by dividing the 

dwell times for the number of jumps from the observable state 𝑙 to state 𝑛, of a given 

underlying state 𝑖, by the dwell time in 𝑙.  Finally, we repeat the estimation steps until the 

logarithm of the likelihood function improvement reaches a target improvement factor.  

Figure 3-8 shows the pseudo code used for a system behavior modeling case study 

described in the next chapter. 
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Figure 3-8: Pseudo-code of Parameter Estimation using EM Algorithm 

 

 
 
 
 
  

i. Initialize parameters {Q, G1, G2…Gr} with Φ0={Q0, G0
1, G0

2…G0
r}. 

ii. Compute complete log likelihood Lcl of Φl given the observation data χ 

iii. E Step. Using forward–backward recursion compute mean estimates of 

a.  Dwell times in underlying state i where i=1,2…r 

b. Number of jumps from underlying state i to state j, where i,j =1,2…r 

and i≠j 

c. Dwell times in observable states l=1,2…N given underlying state i 

d. Number of jumps from observable state l to state n given underlying 

state i 

iv. M Step: Maximize the estimated probabilities and compute new estimate of 

Φl+1 

a. Compute new estimates of Q by dividing 3b with 3a. 

b. Compute new estimates of G1, G2…Gr by dividing 3d with 3c. 

v. Repeat 2 to 4 until convergence which could be Lcl+1/Lcl<desired limit 
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Chapter 4 : Results 

The research methodology as described in chapter 4 consists of three major steps:  

• Creating a model ,  

• Generating test cases and  

• Prioritizing the test cases.  

Figure 4-1 further expands on the research methodology. In the first step the states related 

to underlying and observable processes are identified. The parameters associated with the 

two processes are estimated using the EM algorithm as described in section 3.3. With the 

states and parameters determined, the MMMP for the system under test is complete. The 

next step is to generate the test cases. The test cases are simply CTMCs from the MMMP 

model. Test cases are prioritized using the likelihood based approach described in more 

detail later in this chapter.  The methodology we developed is demonstrated through two 

case studies.  The first case study is a simulation-based exercise, while the second case 

study establishes the implementation of the presented methodology for web-based software 

systems.  Both of the case studies use the EM algorithm for MMMP parameter estimation 

and the likelihood-based test case prioritization approach.
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Figure 4-1: Research Framework 
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4.1 Simulation Case Study 

In line with the presented methodology, the simulation is divided into two parts: generation 

of test cases and prioritization of test cases.  Initially, the system usage data is modeled 

using MMMP.  The modeling involves estimating the parameters associated with the 

MMMP.  To simulate real- world system usage data, we generated 100 test cases of 

varying lengths, uniformly distributed between 10 and 100 for the numbers of transitions.  

For comprehension simplicity, the simulation cases study assumes only a two-state system.  

The underlying (hidden) process affecting the considered system is also assumed to have 

two states.  Table 4-1 below shows the true transition probabilities for underlying and 

observable CTMC of the MMMP. 

Table 4-1: True MMMP Parameters for Simulation Case Study 

True Parameter Φ0 

Q 
-10 10 

1 -1 

G1 
-110 110 

90 -90 

G2 
-11 11 

9 -9 
 Sequence lengths uniformly distributed between 10 -100 number of states 
 

The simulated system usage data generated is a set of CTMCs.  Pseudo code describing the 

procedure for generation of a CTMC of length k from given transition probabilities of an 

MMMP are described below in Figure 4-2: 
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Figure 4-2: Pseudo-code for Generating Observable CTMC using MMMP 
Parameters 

System usage data contains scenarios of how a system is used by the end users.  Each 

CTMC represents a distinct scenario consisting of a sequence of observable states and their 

dwell times.  As described above, the first part of the simulation case study is to test the 

performance of our EM algorithm.  This step requires assuming the true model is not 

known-that is the transition probabilities presented in the Table 4-1 are unknown. 

i. Assign transition rates for underlying process (Q) and observable process 

(Qs) 

ii. Assign initial transition rates for underlying process(piM)and observable 

process (piO) 

iii. Initialize the underlying Markov chain by generating first hidden state s(1) 

iv. Initialize the observable Markov chain by generating first visible state J(1) 

v. Generate next underlying state using transition rate matrix for underlying 

process s(k) 

vi. Generate dwell time I(k) in current underlying state by calculating a 

exponential random variable with a rate –Q{s(k),s(k)} 

vii. Generate a CTMC for observable process by generating next observable 

states J(k) and dwell times y(k) 

viii. For each underlying state s(k) , the sum of dwell times for corresponding 

observable states need to be equal to underlying state s(k) dwell time I(k) 

ix. Repeat step  5 to 8 for i=1:k 
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A new set of transition probabilities is assumed and then estimated using the EM algorithm.  

Table 4-2 shows an initial estimate model from the CTMC-generated data. 

Table 4-2: Initial Estimate MMMP Parameters for Simulation Case Study 

Initial Estimate Φ0 

Q 
-1 1 

10 -10 

G1 
-500 500 

500 -50 

G2 
-1 1 

10 -10 

Sequence lengths uniformly distributed between 10 -100 number of states 

The EM algorithm for MMMP is described in section 3.4.  It is important to note here that 

the EM algorithm presented in the previous section uses a single chain for parameter 

estimation while the actual system usage data will tend to have multiple chains.  This 

limitation of the EM algorithm is overcome by concatenating all the usage chains and 

forming a single chain.  Although this method causes inclusion of some of the illusory 

transitions in the parameter estimation calculation, the number of actual transitions is 

significantly larger than the false ones - hence the effect on the final estimates is minimal.   

Table 4-3 shows the final estimated MMMP model.  The estimated model is close to the 

true model; it validates our EM algorithm-concatenation approach and the procedure used 

for estimating the transition rates.
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Table 4-3: Final Estimate MMMP Parameters for Simulation Case Study 

Final Estimate Φ^ 

Q -10.6 10.61 

1.16 -1.16 

G1 -106.06 106.06 

89.23 -89.23 

G2 -10.96 10.96 

8.12 -8.12 

Sequence lengths uniformly distributed between 10 -100 number of states 

The next step of the simulation case study is to generate the test cases.  The usage-based 

testing utilizes available usage scenarios as input to the test plan-that is the scenarios are 

used as test cases themselves.   

In the presented approach a model is created using the available scenarios and then the 

desired number of scenarios is derived from it.  The benefit of this approach is that it 

provides for the user and the systems engineers an abstract view of the system.  Hence, the 

created models can be used not only for test case generation but also for other systems 

engineering tasks such as system requirement generation, system deployment and planning.  

Another benefit of this presented approach is that multiple test plans can be created on an 

as-needed basis without manual effort. 

For generation of the test cases we use the same procedure as described previously for 

generating the CTMCs in Figure 4-2.  For this part of the case study we assume a two 

underlying state and a four observable state MMMP model.  The MMMP model used for 

generating the test cases is the estimated transition probabilities model described in Table 

4-4, Table 4-5, and Table 4-6.    
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Table 4-4: Transition Probability Matrix for Underlying States for Test 
Priortization Simulation Case Study 

Q 

-9 9 

1 -1 

 

Table 4-5: Transition Probability Matrix for Observable States given underlying 
state 1 and state 2 for Test Priortization Simulation Case Study 

Gs 1 Gs 2 

-200 100 50 50 -742 430 12 300 

35 -75 15 25 1.5 -4 2 0.5 

250 30 -325 45 0.5 0.2 -0.8 0.1 

20 20 5 -45 45 32 54 -
131 

 

Table 4-6: Transition Probability Matrix for Observable States given underlying 
state 3 and state 4 for Test Priortization Simulation Case Study 

Gs 3 Gs4 

-100 45 25 30 -164 65 67 32 

90 -191 56 45 65 -164 43 56 

5 3 -10 2 3 1 -9 5 

4 5 0.5 -9.5 100 4 5 -
309 

 

Table 4-7 and Table 4-8 below list a sample of ten generated test cases.  The test cases 

consist of the observable states and the corresponding dwell times. 

 



 

 53  

Table 4-7: Example CTMCs used as test cases 

STATES LIKELIHOOD 

S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13 S14 S15 S16 S17 S18 Lc 

3 2 1 4 3 1 4 3 2 1 4        35.59171 

3 2 1 3 4 1 2 1 3 1 3 1       36.27442 

4 2 3 2 1 4 2 1 3 2 1 3       33.08488 

1 3 4 1 3 2 1 3 2 1 3 2 1 3 1    45.14435 

3 2 1 4 3 4 2 1 4 2 1 4 2 1 3    44.41327 

1 3 2 1 4 3 1 4 2 1 3 2 1 4 1 4   57.54142 

4 1 4 1 3 2 1 3 2 1 4 1 4 3 2 1 3 1 57.68835 

3 2 1 2 1 4 1 4 1 3 1 4 1 4 2 1 4  60.58478 

3 2 1 3 4 2 1 3 2 1 3 2 1 4 1 4 3  48.78378 

1 3 2 1 3 2 1 3 2 1 3 2 1 3     47.51537 
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Table 4-8: Example Dwell Times for the set of CTMCs used as test cases 

Dwell Time In States 

S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 S13 S14 S15 S16 S17 

0.006772 0.000755 0.002739 0.000271 0.002809 0.004219 0.000647 0.021697 0.003187 0.002335        

0.003688 0.002366 0.000778 4.33E-04 0.002403 0.013757 0.002069 0.008032 0.005663 0.006266 0.005616       

0.019284 0.012495 0.008802 9.92E-05 0.024878 0.003752 0.004828 0.006623 0.000601 0.011108 0.000511       

0.008689 0.033362 0.001699 0.013996 0.006246 0.006965 0.018265 0.009155 0.001788 0.017802 0.00572 0.005738 0.012696 0.000882    

0.00347 0.00183 0.014084 0.003463 0.000242 0.007425 0.007185 0.001333 0.037986 0.015852 0.006846 0.00153 0.009986 0.002467    

0.011813 0.001216 0.001706 0.018881 0.00187 0.008597 0.00509 0.00349 0.006261 0.002559 0.00952 0.007414 0.000603 0.000962 0.014   

0.007871 0.003894 0.01377 0.003075 0.001507 0.007789 0.014306 0.00687 0.000107 0.000569 0.002395 0.00106 0.010546 0.000815 0.005283 0.000274 0.001552 

0.005275 0.002285 0.004955 0.001947 0.015959 0.001661 0.004699 0.002416 0.016091 0.013576 0.004179 0.001428 0.0106 0.004671 0.011182 0.004418  

0.000699 0.009012 0.009613 0.005599 0.018212 0.005939 0.007399 0.000789 0.004082 0.016334 0.000883 0.015412 0.008459 0.003112 0.00383 0.047952  

0.000843 0.001788 0.005206 0.000925 0.006263 0.013991 0.013217 0.003455 0.007431 0.000619 0.018204 0.025726 0.013057     
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Execution of all the available test cases is not a viable option for system testers due to time 

and cost constraints [80] [83] [84] [86].  In order to reduce the testing costs, test cases are 

prioritized.  Prioritization of the test cases is also important due the need to test the most 

important and critical features of a system first so that the most probable faults and bugs 

experienced by users are caught early in the SDLC. 

In [83] the authors define the test case prioritization problem as follows:  

Given:  T, a test suite;  

PT, the set of permutations of T; and 

f, a function from PT to the real numbers.   

Problem: Find T'∈ PT such that, 

 (∀ T')(T'' ∈PT )(T'' ≠ T') [f (T') ≥ f (T'')]. 

Here, PT represents the set of all possible prioritizations (orderings) of T, and f is a 

function, which when applied to any such ordering, yields an award value for that ordering.  

In the presented methodology, we used a likelihood-based approach for prioritizing the test 

cases.  The likelihood-based prioritization scheme works on the principle of choosing a 

subset of test cases.  Likelihood is used as an objective function to solve the prioritization 

problem.   

A formal definition of the likelihood-based prioritization scheme is achieved by modifying 

Rothermal’s [83] definitions to:  

Given: T, a test suite; 

PT, the set of permutations of T; 

L is the likelihood of the test cases representing all the scenarios associated 

with the actual system usage.   
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Problem: Find T'∈ PT such that, 

 (∀ T')(T'' ∈PT )(T'' ≠ T') [L (T') ≥ L (T'')]. 

Simply stated, test case prioritization problems involve finding a set of test cases (or a test 

case) such that there is no other set of test cases (or test case) that represents the actual 

system usage more closely than the set of test cases (or test case) identified.   

Figure 4-3 summarizes the prioritization scheme used in this study.  First we generate N 

number of test cases and then calculate the likelihood of each of the test cases (CTMC) 

using equation 26.  Next, the test cases are sorted based upon the calculated likelihood and, 

finally, the top “n” test cases are selected.  This procedure ensures that the most probable 

scenarios lead the test suit. 

 
Figure 4-3: Test Case Prioritization based upon Likelihood 
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Table 4-9 below shows the top ten test cases and their calculated likelihood function.  Note 

that states 6 to 95 are not shown in the table due to space constraints and for maintaining 

the readability. 

 

Table 4-9: Prioritized test cases based upon Likelihood 

 
STATES LIKELIHOOD CUMMLATIVE 

LIKELIHOOD 

S1 S2 S3 S4 S5 … S96 S97 S98 S99 S100 Lc  

4 2 1 4 1 … 1 3 4 2 1 340.9143 340.9143 

2 1 3 1 3 … 1 3 2 
  

339.4507 680.3649 

1 3 1 3 1 … 2 1 2   338.0933 1018.458 

2 1 3 1 3 … 2 1 4   336.0541 1354.512 

2 1 4 1 3 … 3 1 3 2 1 335.7468 1690.259 

4 1 2 1 3 … 3 2 1 3 1 335.6029 2025.862 

2 1 3 4 3 … 4 1 2   335.5779 2361.44 

2 1 4 1 4 … 3 4 3 2  333.3678 2694.808 

3 2 1 3 4 … 1 4 3 1  331.1784 3025.986 

2 1 4 3 2 … 2 1 4 2  329.8247 3355.811 

 
4.2 WebKDD Case Study 

4.2.1 Data Set Selection 

We reviewed a number of publicly-available system usage data sets pertinent to this study.  

Two available data sets identified were: a large-scale urban traffic sensor data set from 

south California [98] and WebKDD2000 web application user sessions.  The large-scale 

urban traffic sensor data consists of counts of vehicles activating a loop sensor over time.  

The time series represents the time interval between each arrival.  The time between each 

arrival can be well modeled as an exponential random variable.  This data set has been 

modeled as a Markov modulated Poisson process [98] because the data does not consist of 
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multiple observable states but only of the time between each arrival for the observable 

process.  WebKDD2000 data consists of user sessions for a web application.  The web 

application has multiple pages and end users can also assume multiple behavioral states.  

This data set has been modeled by Tjiputra[99] as a CTMC.  A similar dataset supplied by 

a large Dutch commercial website has been modeled as a mixture-hidden Markov model by 

Ypma et al. [100].  Both the approaches are unique, but the data set contains more 

information that can be utilized for modeling so as to fully exploit the data set.  The data set 

should be modeled in the continuous time domain rather than the discrete time domain as 

proposed in [99] and [100], but since user behavior is also changing in continuous time 

during website navigation, the data should to be modeled using two CTMCs.  Because of 

these interesting features, we chose the WebKDD2000 data for our test case prioritization 

research. 

4.2.2 Data Description 

Knowledge Discovery and Data Mining (SIGKDD- http://www.kdd.org/), a special interest 

group of the Association for Computing Machinery (ACM) provides the premier forum for 

advancement and adoption of the "science" of knowledge discovery and data mining.  

Every year SIGKDD presents to the data mining community a challenge problem - 

primarily exploring data sets associated with large commercial web applications and 

software systems.  The competition is organized by SIGKDD.  The data for this research 

comes from WebKDD 2000.  The data is provided by Blue Martini Software and comes 

from a web retailer Gazella.com.  It consists of three separate data sets out of which two are 

provided for the competition and one set is used for testing the proposed solutions.  Our 

research is not aimed at providing a solution to the original problems presented for the 

http://www.kdd.org/
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competition.  The research goals for this study are related to system behavior modeling and 

test case generation only.   

The data consist of comma separated web navigation data in text files.  The information 

provided in the data has user sessions and other demographic information that are irrelevant 

for the present focus of our research.  The data had been previously sanitized by Blue 

Martini Software for the following:  

• Removing entries by the test and dummy users. 

• Removing entries by a third party acting on behalf of website operator. 

• Removing entries from returned or incomplete orders. 

The available data has 777,480 user sessions with 217 distinct fields.  Each click on the 

web application represents a new record; hence a single session may be comprised of 

multiple records.  We focused our interest on individual user sessions, and the time spent 

on each web page.  Out of 217 fields only four fields are used for data analysis.  The four 

fields are session ID, date, time and page visited.  The reduced dataset was imported into a 

Microsoft Access 2010 database file for further analysis. 

For efficient analysis and ease of comprehension, the web pages were categorized into ten 

different groups which were further categorized into four states.  The categorization was 

based upon the typical functions of an e-commerce website.  The webpages which serve 

similar actions by users have been put into same category.  This analysis can be performed 

using more than 4 states or even keeping all webpages without any categories.  The 

categorization and the assigned four state values are as shown below in Table 4-10:  

Table 4-10: Categorization of Webpages for webKDD for Usage Data 
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State Category Types 

1 Account Activity, Billing  

2 Company Information, News 

3 Departments, Browse 

4 Home Page, Start, Returns, Replenish 

 

There are a total of 74 unique web pages in the data.  Table 4-11 below summarizes the 

states assigned to each of the unique web pages.  
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Table 4-11: Assigned Categories for Webpages of WebKDD data 

Webpage Ending with Category Webpage Ending with Category 

'account/address\.jhtml' 1 'gazette/gazette_eight\.jhtml' 2 

'account/change_password\.jhtml' 1 'gazette/gazette_five\.jhtml' 2 

'account/create_address\.jhtml' 1 'gazette/gazette_four\.jhtml' 2 

'account/create_credit\.jhtml' 1 'gazette/gazette_one\.jhtml' 2 

'account/credit_info\.jhtml' 1 'gazette/gazette_seven\.jhtml' 2 

'account/edit_address\.jhtml' 1 'gazette/gazette_six\.jhtml' 2 

'account/edit_credit\.jhtml' 1 'gazette/gazette_three\.jhtml' 2 

'account/past_orders\.jhtml' 1 'gazette/gazette_two\.jhtml' 2 

'account/past_orders_details\.jhtml' 1 'home\.jhtml' 4 

'account/your_account\.jhtml' 1 'main/assortment2\.jhtml' 3 

'articles/affiliate_program_faq\.jhtml' 2 'main/assortment\.jhtml' 3 

'articles/dpt_about\.jhtml' 2 'main/boutique\.jhtml' 3 

'articles/dpt_about_AdvisoryBoard\.jhtml' 2 'main/cust_serv\.jhtml' 2 

'articles/dpt_about_Careers\.jhtml' 2 'main/departments\.jhtml' 3 

'articles/dpt_about_MgmtTeam\.jhtml' 2 'main/freegift\.jhtml' 2 

'articles/dpt_about_boardofdirectors\.jhtml' 2 'main/home\.jhtml' 4 
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Webpage Ending with Category Webpage Ending with Category 

'articles/dpt_about_careers\.jhtml' 2 'main/leg_news\.jhtml' 2 

'articles/dpt_about_healthwellness\.jhtml' 2 'main/leg_news_fashion_word\.jhtml' 2 

'articles/dpt_about_investor\.jhtml' 2 'main/leg_news_healthwellness\.jhtml' 2 

'articles/dpt_about_mgmtteam\.jhtml' 2 'main/leg_news_legkicks\.jhtml' 2 

'articles/dpt_about_pressreleases\.jhtml' 2 'main/legcare_vendor\.jhtml' 2 

'articles/dpt_about_the_press\.jhtml' 2 'main/lifestyles\.jhtml' 3 

'articles/dpt_affiliate\.jhtml' 2 'main/login2\.jhtml' 1 

'articles/dpt_contact\.jhtml' 2 'main/registration\.jhtml' 1 

'articles/dpt_faqs\.jhtml' 2 'main/registration_shipaddress\.jhtml' 1 

'articles/dpt_payment\.jhtml' 2 'main/replenishment\.jhtml' 4 

'articles/dpt_privacy\.jhtml' 2 'main/search_results\.jhtml' 3 

'articles/dpt_refer\.jhtml' 2 'main/shopping_cart\.jhtml' 1 

'articles/dpt_returns\.jhtml' 4 'main/theme_assortment\.jhtml' 3 

'articles/dpt_shipping\.jhtml' 1 'main/vendor2\.jhtml' 1 

'articles/dpt_terms\.jhtml' 1 'main/vendor\.jhtml' 1 

'articles/new_returns\.jhtml' 4 'main/welcome\.jhtml' 1 

'articles/new_security\.jhtml' 2 'media/images/navi/boutique\.jhtml' 4 

'articles/new_shipping\.jhtml' 1 'products/productDetailLegcare\.jhtml' 3 
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Webpage Ending with Category Webpage Ending with Category 

'checkout/confirm_order\.jhtml' 1 'products/productDetailLegwear\.jhtml' 3 

'checkout/expresscheckout\.jhtml' 1 'replenish/create_replenish\.jhtml' 4 

'checkout/thankyou\.jhtml' 1 'replenish/view_replenish\.jhtml' 4 
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After assigning the states, the time spent in each state is calculated for each session.  Table 

4-12 shows an example of the sessions and data in a reduced form. 

Table 4-12: Examples of reduced data for WebKDD reduced sessions 

Session 230 
State 4 3 2 1 3 2 1 3 1 
Time Spent(sec) 29 7 31 14 30 16 14 25  

Session 5379 
State 4 3 1 4 3     
Time Spent(sec) 26 16 42 16      

Session 7880 
State 3 2 1 3 4 2 3   
Time Spent(sec) 49 25 45 46 16 18 24 32  

Session 112375 
State 2 1 2 4 3 2 3   
Time Spent(sec) 7 40 31 47 48 39 40 25  

 

Because each session has a sequence of states and time spent in each state, each session in 

the reduced data represents a CTMC.  In order to model this data using MMMP, all the 

sessions are concatenated to obtain a single CTMC.  This step is similar to the 

concatenation step explained in the simulation case study. 

4.2.3 Data Analysis 

A key assumption in our modeling of the data as an MMMP is that the transitions between 

the states occur as an exponential random variable.  To verify that this assumption holds 

true for our chosen data set, a frequency histogram with an exponential fitting is plotted.  

Plots shown in Figure 4-4 shows histogram of time spent in any state, while Figure 4-5, 

Figure 4-6, Figure 4-7, and Figure 4-8 present the histograms of the time spent in each of 

the four states individually. 
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Time Spent in Any State (Seconds)
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Figure 4-4: Exponential Distribution fit for Time Spent in any State 
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Figure 4-5: Exponential Distribution fit for Time Spent in State 1 
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Time Spent in State 2 (Seconds)
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Figure 4-6: Exponential Distribution fit for Time Spent in State 2 
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Figure 4-7: Exponential Distribution fit for Time Spent in State 3 
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Figure 4-8: Exponential Distribution fit for Time Spent in State 4 

The above histogram plots demonstrate that the time spent per web page has an acceptable 

fit to the exponential random distribution.  Having satisfied the exponential random 

variable requirement, the next step is to define the underlying states.  User behavior during 

web navigation has been modeled in multiple studies by using hidden states.  In [101] the 

underlying states were modeled as different levels of “readiness to buy”.  In [102] the 

authors labeled various web navigation states as browsing-oriented or deliberation-oriented.  

Their findings suggested that a purchase is possible in any of the states but a deliberation-

oriented state is more likely to convert into a purchase.  We divide the underlying process 

into two states, purchasing and non-purchasing. 

The next step is to use the pseudo-code and the procedure described in the simulation case 

study to estimate the parameter.  Most of the steps in parameter estimations are the same as 
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the simulation case study except that we do not need to generate the CTMC as input to the 

parameter estimation procedure.   

Table 4-13 summarizes the initial and the final estimates of the underlying continuous time 

Markov process. 

Table 4-13: Initial estimates and final estimates for underlying Markov Process 

 Initial Estimate Final Estimate 

 Purchase Non-Purchase Purchase Non-Purchase 
Purchase -5 5 -9 9 

Non-Purchase 1 -1 5 -5 

 
Table 4-14 summarizes the initial and final estimates of the observable continuous time 

Markov process. 

Table 4-14: Initial estimates and final estimates for Observable Markov Process 

 Initial Estimate Final Estimate 

G1 

-233 82 69 82 -169.12 4.37 52.61 112.13 

96 -199 13 88 32.96 -114.39 13.22 68.19 

19 11 -105 72 26.83 3.36 -74.87 44.67 

13 78 68 -163 41.66 9.24 17.15 -68.06 

 
Initial Estimate Final Estimate 

G2 

-164 90 40 33 -34.08 3.25 21.55 9.28 

95 -178 22 59 9.59 -35.48 12.30 13.59 

20 91 -135 21 8.52 1.46 -13.07 3.07 

36 45 19 -104 10.23 5.53 18.30 -34.08 
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Test cases are generated in the subsequent step.  The test cases are generated using CTMC 

generation pseudo-code as described in section 0.  Once the test cases are generated the 

logarithm of the likelihood function is calculated.  In the test case prioritization scheme the 

test cases are sorted by the likelihood and the top “n” test cases are selected. 

4.3 Statistical Comparative Analysis 

The primary research question, as described in the introductory chapter, was to determine if 

the automated test case prioritization scheme presented in this research improves the 

system reliability.  The traditional and ad-hoc test case generation techniques do not 

prioritize test cases.  In the software reliability testing and validation literature [21] [67] 

[103] there are two standard methods used to validate a proposed test case prioritization 

scheme.  One is to compare the prioritization scheme to a randomly generated set of test 

cases for an objective function.  The other method is to seed known faults into the system 

under test and measure the fault identification capabilities of the proposed scheme.  In this 

research we have utilized the first approach.   

The research hypothesis is stated as below: 

Null Hypothesis          H0: Likelihood Ad-hoc = Likelihood Model 

Alternative Hypothesis H1: Likelihood Ad-hoc ≤ Likelihood Model 

Our null hypothesis states the difference in results of a test plan generated from our model-

based approach and those from an ad-hoc test plan generation methodology is statistically 

insignificant.  In order to test the null hypothesis we created 25 test plans using the 

presented test case prioritization scheme and 25 test plans using a random test case 

generation methodology.  Every test plan contains 100 test cases which consist of states 

and their dwell times.  For each test plan we calculated the total likelihood as a product of 
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the likelihood of each individual test case.  Because we calculated the logarithm of the 

likelihoods, the multiplication becomes addition, simplifying the calculation complexity.  

Next, we reviewed the probability distribution of total likelihood calculated for all 

prioritized test plans and randomized test plans.  Figure 4-9 shows the histogram plot for 

the total likelihood of the prioritized test plans. 
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Figure 4-9: Normal distribution fit of total 

likelihood of prioritized test plans 

Figure 4-10 below shows the probability plot with normal distribution fit. 
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Figure 4-10: Probability distribution fit for total 

likelihood of prioritized test plans 

Having satisfied the normal distribution requirement we perform a two tailed student-T test 

to compare the two methodologies.  The statistical significance level α was chosen as 0.05.  

Table 4-15 below summarizes the results of the hypothesis testing, which was performed 

using Microsoft Excel’s built-in test tool. 

Because the P value for the two tail test is less than the set value of α of 0.05, we reject the 

null hypothesis and accept the alternative hypothesis that the likelihood of our model-based 

test plan, representing actual system usage, is greater than the likelihood of the ad-hoc 

generated test plan.  One of the key observations from the above analysis is that the mean 

of total likelihood is well differentiated for the two methodologies.  The prioritized test plan 

has a mean of total likelihood almost five times that of the mean of total likelihood of the 

random test plan generation methodology.  This suggests that actual system usage is 
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represented more accurately by the prioritized test plans and, hence, likely to improve the 

system reliability by uncovering more probable bugs during system validation. 

Table 4-15: Two Tailed Student t-Test Summary 

 Prioritized Un-prioritized 

Mean 2794.787 448.7143 

Variance 18854.96 372480.7 

Observations 25 25 

Pearson Correlation 0.003256  

Hypothesized Mean Difference 0  

Df 24  

t Stat 18.76462  

P(T<=t) one-tail 3.79E-16  

t Critical one-tail 1.710882  

P(T<=t) two-tail 7.57E-16  

t Critical two-tail 2.063899  
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Chapter 5 : Conclusion 

System validation and testing has been established as one of the core functions of systems 

engineering [14], yet it remains the most elusive activity for systems engineers and 

developers.  Increasing complexities in modern-world systems lead to more cumbersome 

system validation and make it a highly complicated endeavor.  Model-based systems 

engineering offers a comprehensive yet easy way to represent an abstract view of a system, 

both to the engineers and to customers.  This research presents a model-based system 

validation methodology.  The available system usage data was processed and analyzed to 

derive the system usage model and transitions between states.  Markov chains and Markov 

modulated Markov process (MMMP) analysis further captured the stochastic nature of 

state transitions and underlying processes that influence state transitions, respectively. 

The key objective of this research was to develop a model-based system validation 

methodology where test cases are auto-generated and prioritized from the available system 

model.  In this research we used likelihood as an objective function for the prioritization 

problem as explained by Rothermel [83].  We used the on-hand methodology for a 

simulation case study and also a real data case study.  The simulation case study presented 

the effectiveness of the modeling approach and also presented us with insight into 

likelihood calculation for a generated test case.  The generated test cases were represented 

by a continuous time Markov chain with a non-homogenous transition rate.  The real data 

case study presented in this research used a website-usage data set.  The web application 

usage data is modeled as an MMMP where user behavior is modeled as an underlying 

continuous Markov chain.  Similar to the simulation case study, the web data case study 
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uses a likelihood-based test case prioritization scheme.  A comparative analysis was 

conducted between a random set of test cases and the demonstrated likelihood-based test 

case prioritization scheme.   

The results of the comparative analysis demonstrate the benefits of the presented 

methodology.  Overall we have presented an abstract system modeling scheme which can 

be effective for a modeling system with external environment interactions and where the 

usage data does not reflect external interferences.  We have also presented a likelihood-

based test case prioritization scheme which ensures that the most likely scenarios of how a 

system is actually used in the field lead the tes- prioritized suite. The presented 

methodology is expected to reduce testing costs by discovering the most likely faults early 

in the validation process. 

5.1 Limitations 

The presented research uses continuous time domain data to model the state transitions.  

Not all systems would have such data availability.  In cases where only discrete time data is 

available, discrete time Markov chains or hidden Markov models can be used.  Another 

limitation of this research is that the fault detection capabilities of the presented research 

are not assessed.  A controlled experiment study is required to validate the effectiveness of 

our approach.  Additionally, the study assumes that the underlying processes model is only 

based upon user behavior.  There could be other factors that could affect the underlying 

process - for example, environmental conditions or the economic condition of system users. 

5.2 Recommendation for Future Work 

A natural extension of this research is to use MMMP for modeling web based systems 

where user interaction is critical to system behavior.  With increased interest in “big-data” 
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[104] [105] the presented modeling approach provides an effective solution for web site 

operators to increase the chances of getting a customer purchase.  For a large software 

system, the modeling scheme helps in improving the usability of the system.  Other 

variations of a Markov modulated processes such as a Markov modulated Poisson process 

or a Markov modulated Gaussian process can also be explored for software modeling. 

As discussed in the limitations section, we have not explored the fault discovering 

capabilities of the presented methodology using a controlled experiment.  A two-phased 

study can be conducted on a system with known seeded faults to evaluate the fault 

detection capabilities of this approach.  In the first phase, a group of users could be selected 

to use a software application and the generated user sessions could be used to generate a 

system behavior model.  In the second phase of the study, faults would be seeded in 

specific functions of the applications.  Test cases generated using the data from phase one 

would be prioritized and run for bug detection. 

Implementation of the presented methodology in SysML would further extend the work in 

the field of model-based systems engineering.  Incorporation of functional and non-

functional behaviors in a systems engineering model is challenging.  SysML sequence 

diagrams along with a behavior model provide a functional view of a system.  The current 

SysML specification does not discuss Markov chains and hidden Markov models.  As an 

avenue for future work we recommend extending the finite state machine in SysML by 

adding stochastic modeling to the SysML specification. 

Finally, we recommend promoting a discussion of test case generation techniques in the 

systems engineering literature.  The software engineering literature has formally treated test 

case prioritization and generation as an important step in software testing and validation 
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activity.  Systems Engineering needs to treat system validation in a similar fashion and 

propose innovative methodologies for test plan generation.  
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