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Abstract of Praxis

Beyond Detection: Applying Causal Inference to Cyber Fraud Analytics for

Proactive Fraud Prevention

Most cyber-fraud programs remain correlation-driven and reactive,
degrading under drift, miscalibration, and asymmetric costs. This Praxis advances a
proactive alternative: a causal-inference framework that explains why fraud occurs,
quantifies intervention effects, and translates model outputs into decision-ready actions.
The methodology integrates directed acyclic graphs for admissibility and bias control
with counterfactual reasoning and treatment-effect estimation to evaluate “what-if”
interventions.

Experiments use a synthetic financial dataset designed to represent diverse, high-
impact fraud patterns while preserving privacy. The modeling approach highlights causal
design that supports identification checks and uplift/heterogeneous-effect analysis.

Across baselines, the causalized pipeline improves decision quality rather than
classification alone: it strengthens precision—recall performance and decision utility, with
calibration and cost metrics tracked across operating points. Robustness is assessed via
resampling-based uncertainty and diagnostic checks for instability and drift, and it is

analyzed on surface segments where targeted controls are expected to reduce loss.

Contributions are threefold: a principled, end-to-end framework uniting causal
identification with production-grade fraud modeling; empirical evidence that calibrated,
cost-aware causal models outperform correlational detectors under evolving conditions;

and prescriptive guidance that translates causal effects into actionable controls and
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governance artifacts—shifting security practice from post-hoc detection to anticipatory

mitigation.
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Cl or (C)
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Recall at t*

List of Symbols
Conventional detector / correlation baseline
Causally constrained alternative/model
Difference in expected total cost between a candidate policy and the
baseline; negative values indicate economic improvement
The decision threshold applied to the model’s calibrated fraud probability
output is p(y=11X) . Transactions with predicted probability greater than
or equal to 1 are classified as fraud; those below 1 are classified as
legitimate. Varying t traces out different operating points on the

precision—recall curve and the cost curve, and therefore different trade-offs

between false positives and false negatives (Elkan, 2001; Fawcett, 2006).
The cost-optimal decision threshold. t* is the value of T that minimizes
expected total cost given the estimated class probabilities, fraud
prevalence, and the declared cost ratio between false negatives and false
positives. In other words, t* is the operating point at which the marginal
cost of an additional alert is balanced against the marginal cost of a missed
fraud (Hand, 2009; Drummond & Holte, 2006).

This refers to the model's recall, also known as the true positive rate or
sensitivity, as evaluated at this point. Recall at t* is defined as Recall(t*)
= TP(t*) / TP(1*) + FN(t*). It represents the proportion of actual fraud
cases correctly identified by the system at the economically optimal

operating point T, linking threshold selection directly to coverage of true

fraud events. TP refers to True Positives and FN refers to False Negatives.
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scaling using a beta-distribution transformation to improve calibration on

1mbalanced data.
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which measures the maximum distance between two cumulative

distribution functions, is often used to assess classifier separation.

LightGBM  Light Gradient Boosting Machine. A fast, histogram-based gradient-

boosting framework developed by Microsoft.

Model identity/KYC pipelines These are processes that integrate Know Your

Customer and identity-verification data into fraud-analytics workflows

ML Machine Learning. A class of algorithms that learn predictive or structural
patterns from data without being explicitly programmed with deterministic

rules (Mitchell, 1997).

Pareto frontier The Pareto frontier refers to the set of solutions where an
improvement in one objective, such as cost, cannot occur without causing

a degradation in another, such as recall.

Platt scaling A logistic-regression calibration method converting raw classifier scores

into probability estimates (Platt, 2000).

PPV Positive Predictive Value (Precision). Proportion of predicted frauds that

are actually fraud.

Precision—recall analysis The evaluation framework emphasizes positive-class

precision and recall performance on rare-event datasets.

xviii



Precision—recall AUC (PR-AUC)  Integrated area under the precision—recall curve; see

PR-AUC.

PR-AUC Precision—Recall Area Under Curve. Measures model discrimination
quality on imbalanced data, emphasizing positive-class performance
(Davis & Goadrich, 2006).

PSI/KS Population Stability Index / Kolmogorov—Smirnov statistic. These metrics
are utilized for detecting drift and ensuring calibration stability between
training and evaluation populations.

PSI Population Stability Index. Quantifies distributional shift between two
data samples; values above 0.1 typically signal drift.

Random Forest An ensemble of decision trees built on bootstrapped samples and
random feature selection (Breiman, 2001).

ROC Receiver Operating Characteristic. The curve illustrates the trade-off
between true-positive and false-positive rates at different thresholds.

ROC-AUC  Area Under the ROC Curve. Aggregate measure of discrimination across
all thresholds.

RQ# Research Question #. Numbered questions guiding the Praxis inquiry.

SFD-FD A publicly available synthetic dataset modeling mobile-money

transactions and fraud labels.

XixX



SFD-FD / PaySim  Synthetic Financial Datasets for Fraud Detection / PaySim.

Benchmark datasets simulating transactional behavior for fraud-analytics

research (Lopez-Rojas & Axelsson, 2016).

SHAP summaries (SHapley Additive exPlanations) — A model-interpretability

SLA

SMOTE

TPR

XGBoost

method based on Shapley values from game theory that attributes how
much each feature pushes a prediction up or down, and SHAP summaries
visualize these contributions across all samples to show global feature

influence.

Service Level Agreement. Contractual metric defining expected service

performance and reliability

Synthetic Minority Oversampling Technique. A resampling method used
to balance class distributions by generating synthetic samples of the
minority class through interpolation between nearest neighbors, thereby
improving model learning on rare events (Chawla, Bowyer, Hall, &

Kegelmeyer, 2002).

True Positive Rate. Same as recall; proportion of actual frauds correctly

identified

Extreme Gradient Boosting. An optimized gradient-boosted decision-tree

algorithm (Chen & Guestrin, 2016).

XX



Chapter 1— Introduction

Cyber fraud persists because a gap remains between detection and prevention.
Despite decades of progress in machine learning, most production systems remain
correlation-driven and reactive, degrading under temporal drift, miscalibration,
operational capacity limits, and asymmetric cost structures. The Praxis reframes
prevention as a governed causal-and-economic problem. It combines directed acyclic
graph (DAG)-based causal admissibility and counterfactual reasoning with post-training
probability calibration and cost-sensitive operating-point selection, with the goal of
producing deployment-grade, auditable decisions that are explicitly tied to expected
economic impact (ACost), temporal stability, and policy effectiveness (Pearl, 2009; Pearl
& Mackenzie, 2018; Koller & Friedman, 2009; Hernan & Robins, 2020; Niculescu-Mizil
& Caruana, 2005; Kull, Perello-Nieto, Kéngsepp, Silva Filho, & Flach, 2017; Guo,
Pleiss, Sun, & Weinberger, 2017; Armon & Shwartz-Ziv, 2022; Caruana, 2005; Brier,
1950; Davis & Goadrich, 2006; Saito & Rehmsmeier, 2015; Elkan, 2001; Gama,
Zliobaité, Bifet, Pechenizkiy, & Bouchachia, 2014; Lu, Liu, Dong, Gu, Gama, & Zhang,

2019).

The definitions are discussed in the first mention. ACost denotes the difference in
expected total cost between a candidate operating policy and the current baseline at
deployment; a negative ACost indicates economic improvement, holding service
constraints constant. PSI and KS refer to the Population Stability Index and the
Kolmogorov—Smirnov statistic, respectively. These numbers are used as drift monitors to
measure changes in distribution and score instability over time, which helps decide

whether to retrain, roll back, or recalibrate.



The forward holdout refers to an evaluation window that is strictly later in time
than the training and calibration windows; it is designed to mimic real deployment
conditions and to prevent information leakage from the future into model fitting, making
performance claims auditable rather than retrospective (Gama et al., 2014; Lu et al.,

2019).

1.1 Research Motivation

Most cyber-fraud programs operate reactively, tuning models to reproduce
historical correlations rather than to drive real-time prevention outcomes. This strategy
creates three recurring failure modes. First, models that appear to score well offline often
degrade under temporal drift and adversarial adaptation because they were not evaluated
on strictly forward data or monitored for shift using stability measures such as PSI and
KS (Gama et al., 2014; Lu et al., 2019). Second, the raw model scores are seldom
calibrated into dependable probabilities, which hinders governance stakeholders from
regarding those outputs as risk assessments they can substantiate in policy or compliance
evaluations (Niculescu-Mizil & Caruana, 2005; Kull et al., 2017; Guo et al., 2017; Brier,

1950).

Third, threshold setting is often ad hoc: operating points are selected without
explicit consideration of asymmetric costs, staffing capacity, friction tolerance, or
service-level constraints, meaning the decision rule is not economically justified and
cannot be audited against institutional tolerances (Elkan, 2001; Davis & Goadrich, 2006;

Saito & Rehmsmeier, 2015).



A governed causal perspective addresses these weaknesses directly. By using
DAG-informed admissibility, identification logic, and counterfactual framing, features
and interventions are chosen to influence outcomes rather than merely correlate with past
fraud, which improves the likelihood that the learned signal will remain meaningful
under shift (Pearl, 2009; Herndn & Robins, 2020; Textor, van der Zander, Gilthorpe,
Liskiewicz, & Ellison, 2016; Chen et al., 2020). By calibrating post-training scores into
well-behaved probability estimates and by tying those calibrated probabilities to explicit,
capacity-aware operating thresholds, decision-making becomes both interpretable and
economically defensible. In this framing, prevention is not just “catching more fraud.”
Prevention becomes a calibrated, auditable, cost-optimized policy, evaluated on forward
holdout data under monitored drift conditions and justified in terms that a governance

function can review and accept.

1.2 Problem Statement

Current fraud prevention systems depend on symptom-driven detection, which
ignores the underlying weaknesses and puts businesses at risk of fraud again and again.
In 2022, cyber fraud cost businesses 37 billion (Pearl, 2009; FBI, 2022). The lack of
causal analysis restricts proactive prevention and the capacity to tackle underlying
causes, underscoring the necessity for fraud prevention strategies that focus on causes
rather than merely addressing symptoms (Pearl, 2009; Gama et al., 2014, Lu et al.,

2019; Massey, 1951).

Two structural flaws explain why this gap persists. First, most production systems

optimize for retrospective classification accuracy rather than for governed, deployment-



grade decision quality. As a result, they produce scores that are often miscalibrated — the
predicted “fraud probability” does not match the observed fraud rate — which prevents
those scores from being used as defensible risk estimates in policy or compliance review
and makes threshold setting essentially ad hoc (Niculescu-Mizil & Caruana, 2005; Kull,
Perello-Nieto, Kéngsepp, Silva Filho, & Flach, 2017; Guo, Pleiss, Sun, & Weinberger,
2017; Brier, 1950; Dal Pozzolo, et al., 2015). These models are also typically validated
on static historical splits rather than on strictly forward holdout windows, so they degrade
when fraud patterns shift over time. Without continuous drift monitoring through
measures such as the Population Stability Index (PSI) and the Kolmogorov—Smirnov
statistic (KS), precision—recall performance and operating thresholds become brittle in
deployment (Gama, Zliobaite, Bifet, Pechenizkiy, & Bouchachia, 2014; Lu, Liu, Dong,

Gu, Gama, & Zhang, 2019; Massey, 1951).

Second, even when scores appear accurate, they are rarely tied to explicit
operating economics. In most organizations, there is no formal link between a model’s
output and a decision rule that minimizes total expected cost across missed fraud (false
negatives), analyst investigation load and customer friction (false positives), and expected
recovery. Without that linkage, prevention policy cannot be justified in cost terms, cannot
be audited against staffing capacity and service-level constraints, and cannot be defended
as the economically preferred intervention (Elkan, 2001; Davis & Goadrich, 2006; Saito
& Rehmsmeier, 2015). Feature sets are also often not causally admissible: they mix in
post-event or feedback variables that look predictive in hindsight but do not correspond
to levers an institution can actually act on, leading to fragile “fixes” that fail under drift

(Pearl, Glymour, & Jewell, 2016; Koller & Friedman, 2009).



These weaknesses surface operationally as three recurring failure modes. First,
risk scores are untrustworthy because they are not calibrated, so governance teams cannot
treat them as true conditional probabilities. Second, deployment is brittle under drift:
performance that looked strong on yesterday’s validation set collapses in tomorrow’s
traffic when PSI and KS indicate a shift, and no rollback or recalibration is triggered.
Third, the alleged "prevention benefit" remains unproven due to the absence of a clear
ACost definition associated with the decision threshold, along with bootstrap uncertainty

and capacity constraints.

Third, the supposed “prevention benefit” is unproven because the decision
threshold is not coupled to a transparent ACost definition with bootstrap uncertainty and
capacity constraints (Niculescu-Mizil & Caruana, 2005; Guo et al., 2017; Kull et al.,
2017; Gama et al., 2014; Lu et al., 2019; Efron, 1979; Politis & Romano, 1994; Massey,

1951).

1.2.1 Research Problem

There is a need for a causally grounded, calibrated, deployment-grade fraud-
prevention pipeline that can be evaluated under production-like conditions. Concretely,
the required capability is a system that: (i) compares a DAG-admissible, causally
disciplined model (C:) against a correlational baseline (Co) using decision-relevant
metrics such as precision—recall area under the curve (PR-AUC) and Brier score at the
cost-optimal operating threshold; (i1) validates temporal stability using a strictly forward
holdout and rolling-window analysis with PSI and KS to measure distributional shift; and

(i11) links calibrated fraud risk to explicit operating economics by demonstrating negative



ACost — lower expected total cost than baseline — together with bootstrap confidence
intervals and robustness to £20% perturbations in cost and threshold assumptions (Brier,
1950; Davis & Goadrich, 2006; Elkan, 2001; Gama et al., 2014; Lu et al., 2019; Efron,

1979; Politis & Romano, 1994; Massey, 1951).

1.2.2 Consequences if unaddressed

Absent a calibrated, causally admissible model tied to explicit cost and stability
criteria, enterprises will remain reactive and correlation-driven, eroding analyst trust and
auditability, failing under drift, and unable to justify prevention policies economically—
sustaining higher fraud losses and operational friction. (Niculescu-Mizil & Caruana,
2005; Kull et al., 2017; Guo et al., 2017; Elkan, 2001; Gama et al., 2014; Lu et al., 2019;

Massey, 1951).

1.2.3 Response in this Praxis

The study responds to this problem by constructing and evaluating such a
pipeline. A DAG-constrained, causally admissible, calibrated model (C:) is compared to
a correlational baseline (Co) on calibrated probability quality (Brier score, Expected
Calibration Error), on ranking quality under severe class imbalance (PR-AUC), and on
decision performance at the economically optimal operating threshold t*. Both models
are evaluated on a strictly forward holdout to assess temporal stability under drift using
PSI and KS, and both are assessed under an explicit cost model that reports ACost at t*
together with bootstrap confidence intervals and a robustness band around t*. These
evaluation elements map directly to the research questions and hypotheses in Section 1.5

and are operationalized in Chapter 3 and tested empirically in Chapter 4 (Niculescu-Mizil



& Caruana, 2005; Kull et al., 2017; Guo et al., 2017; Elkan, 2001; Gama et al., 2014; Lu

et al., 2019; Efron, 1979; Politis & Romano, 1994; Massey, 1951).

1.2.4 Problem close

Section 1.5 (Research Questions and Hypotheses) and Section 1.4 (Research
Objective) translate this problem framing into measurable targets: calibrated probability
quality and PR-AUC/Brier at deployment-relevant thresholds; ACost with bootstrap
uncertainty; temporal stability and drift response under forward holdout and rolling
windows; and robustness to fluctuations in the operating point. These are not standard
score enhancements. The deployment criteria specified by the approach in Chapter 3 are
assessed in Chapter 4 under verifiable, prospective settings (Niculescu-Mizil & Caruana,
2005; Kull et al., 2017; Guo et al., 2017; Elkan, 2001; Gama et al., 2014; Lu et al., 2019;

Efron, 1979; Politis & Romano, 1994; Massey, 1951).

1.3 Thesis Statement

Proactive fraud prevention requires the application of causal inference methods
to cyber fraud analytics, enabling organizations to identify root causes, enhance fraud

mitigation strategies, and reduce recurring vulnerabilities through data-driven decision-

making (Pearl et al., 2016).

The thesis advanced in this Praxis is that a DAG-admissible, causally disciplined,
calibrated model (C:), evaluated under forward-only temporal validation and monitored
for drift using PSI and KS can produce lower expected total cost and fewer missed-fraud
events than a purely correlational baseline (Co) when both are operated at their

economically optimal decision thresholds. This outcome is expected to hold not only at a



single point estimate but also within robustness bands that account for £20% variation in
assumed costs and threshold placement and to be defensible through nonparametric
bootstrap uncertainty (Gama et al., 2014; Lu et al., 2019; Efron, 1979; Politis & Romano,
1994; Davis & Goadrich, 2006; Saito & Rehmsmeier, 2015). In practical terms, the thesis
claims that prevention can be made auditable, economically justified, and governance-
ready when causal admissibility, calibration, cost modeling, capacity constraints, and
drift surveillance are engineered into a single policy pipeline (Pearl & Mackenzie, 2018;

Niculescu-Mizil & Caruana, 2005; Elkan, 2001).

1.4 Research Objective

The objective of this Praxis is to design and empirically validate a governed
fraud-prevention framework that satisfies four deployment-grade requirements. First, it
must compare a DAG-admissible, calibrated model (C:) to a correlational baseline (Co)
using decision-relevant criteria such as PR-AUC and the Brier score at a cost-optimal

operating point, rather than relying on offline accuracy alone.

Second, it must validate temporal stability using a strictly forward holdout and
rolling-window analysis with PSI and KS to quantify drift and trigger recalibration or
rollback when stability breaks. Third, it must link calibrated fraud risk to explicit
operating economics such that the recommended decision threshold t* yields negative
ACost — lower expected total cost than baseline — and that this improvement is reported
with bootstrap confidence intervals. Fourth, it must demonstrate robustness by showing
that T is not a brittle cutoff but lies within a band of economically similar thresholds,

stable under +20% perturbations of cost and workload assumptions (Niculescu-Mizil &



Caruana, 2005; Kull et al., 2017; Guo et al., 2017; Elkan, 2001; Gama et al., 2014; Lu et

al., 2019; Efron, 1979; Politis & Romano, 1994; Massey, 1951).

The goal of the Praxis is to develop and evaluate a preventative pipeline that is
causally reliable, probability-calibrated, cost-effective, drift-monitored, capacity-
conscious, and auditable. The methodology is not only meant to find fraud, but also to

provide a defensible intervention strategy that works in real-life situations.

1.5 Research Questions and Hypotheses

This Praxis examines whether causal admissibility, calibration, and transparent
operational economics could improve the development of preventative measures that are
feasible, enduring, and supported by governance frameworks. The inquiries and
hypotheses are formulated to evaluate performance at the decision-making juncture,
temporal stability, economic significance, and the proposed operational point's resilience
to change (Niculescu-Mizil & Caruana, 2005; Kull, Perell6-Nieto, Kdngsepp, Silva Filho,
& Flach, 2017; Guo, Pleiss, Sun, & Weinberger, 2017; Elkan, 2001; Gama, Zliobaite,
Bifet, Pechenizkiy, & Bouchachia, 2014; Lu, Liu, Dong, Gu, Gama, & Zhang, 2019;

Massey, 1951; Efron, 1979; Politis & Romano, 1994).

1.5.1 RQ1 / H1 — Deployment performance

Research Question 1 examines whether the causally acceptable, calibrated model
(Ch1) surpasses the correlational baseline (Co) during deployment, assuming both are
employed at their respective cost-optimal choice thresholds. The focus is on calibrated
probability quality (Brier score and predicted Calibration Error), ranking efficacy despite

significant class imbalance (PR-AUC), and the overall expected cost at t*, assessed



through validation and the strictly forward holdout. Hypothesis 1 posits that upon
calibration, C: will exhibit a superior PR-AUC and an inferior Brier score relative to Co,
in addition to a reduced expected cost at T in both validation and the forward holdout
(Niculescu-Mizil & Caruana, 2005; Kull et al., 2017; Guo et al., 2017; Brier, 1950; Davis

& Goadrich, 2006; Saito & Rehmsmeier, 2015; Elkan, 2001).

1.5.2 RQ2 / H2 — Temporal stability and drift.

Research Question 2 investigates the stability of calibrated forecasts and decision
metrics across rolling forward-time windows during benign drift, as evaluated by PSI and
KS. Temporal stability is essential because fraud is adversarial and non-stationary.
Hypothesis 2 asserts that C: demonstrates reduced variability across windows in
calibrated performance indicators (such as recall at T and estimated cost at t*) and
consistently remains below acceptable PSI/KS thresholds more often than Co. This
signifies that C.'s calibrated scores demonstrate enhanced reliability amidst drift (Gama et
al., 2014; Lu et al., 2019; Massey, 1951; Niculescu-Mizil & Caruana, 2005; Kull et al.,

2017; Guo et al., 2017).

1.5.3 RQ3 / H3 — Policy economics

Research Question 3 examines if the calibrated scores from Ci support
an operating region that decreases the total predicted cost, yielding ACost <
0 relative to the baseline when evaluated at t*, with ACost presented with
bootstrap-derived confidence intervals. Can the suggested intervention
actually minimize the predicted loss when you think about the fraud that was

overlooked, the expense of the investigation, disgruntled customers, and the
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work that has to be done to get things back on track? Hypothesis 3 asserts
that the policy Ci proposed at t* will substantially improve the economy, as
indicated by a negative ACost and a 95% bootstrap interval that excludes
zero. This demonstrates a significant cost-benefit relationship, both
statistically and practically (Elkan, 2001; Davis & Goadrich, 2006; Saito &
Rehmsmeier, 2015; Efron, 1979; Politis & Romano, 1994; Niculescu-Mizil

& Caruana, 2005; Guo et al., 2017).

1.5.4 RQ4 / H4 — Threshold robustness.

Research Question 4 examines if the selected operating point is
insufficient or if a continuum of nearby thresholds exists where costs remain
within acceptable limits. Live operations function as follows: thresholds are
not invariably precise, and factors like as capacity, fraud composition, and
friction tolerance are subject to constant variation. Hypothesis 4 asserts the
presence of a resilience ring encircling t*, designed to reduce expenses. This
signifies that the proposed approach is resilient and may be executed
expeditiously (Elkan, 2001; Drummond & Holte, 2006; Gama et al., 2014;

Luetal., 2019; Efron, 1979; Politis & Romano, 1994).

The four research topics and their respective hypotheses (H1-H4) are

completely consistent with the techniques and outcomes detailed in Chapters
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3 and 4. For deployment performance, there are calibrated reliability curves
and Brier/PR-AUC comparisons; for temporal stability, there are PSI/KS
drift panels and rolling-window summaries; for policy economics, there are
cost-versus-threshold curves and ACost estimates with bootstrap intervals;
and for threshold durability, there are robustness bands around t*. This
alignment makes it easy to see how each question is backed up by evidence

during the review process.

1.6 Scope of Research

The scope of this Praxis is limited to supervised fraud-risk scoring and
transaction-level prevention policy, evaluated under forward-in-time conditions that
mimic deployment. The analysis compares a correlational baseline model (Co) with a
DAG-admissible, causally disciplined model (C:), where both undergo post-training
calibration and are evaluated on ranking quality under imbalance (PR-AUC), probability
reliability (Brier score and calibration curves), and economic impact (ACost and
robustness around t*). Temporal behavior is assessed using rolling forward windows and
drift diagnostics (PSI, KS), with bootstrap uncertainty that accounts for serial dependence
in the holdout stream. Primary empirical work uses Synthetic Financial Datasets for
Fraud Detection/PaySim and guarded operational transaction logs, balancing realism,
reproducibility, and responsible handling of sensitive financial data (Niculescu-Mizil &
Caruana, 2005; Kull et al., 2017; Guo et al., 2017; Elkan, 2001; Gama et al., 2014; Lu et
al., 2019; Massey, 1951; Efron, 1979; Politis & Romano, 1994; Lopez-Rojas & Axelsson,

2016; Lopez-Rojas, E. A. (n.d.)).
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The study is positioned as a design-science artifact: it not only measures model
performance but also evaluates whether the full prevention pipeline — causal
admissibility, calibration, economic thresholding, drift monitoring, rollback triggers, and

robustness analysis — satisfies deployment-grade criteria.

1.6.1 Assumptions

The analysis assumes that, within each forward-time evaluation window,
operational conditions are locally stable enough to justify bootstrap-based uncertainty
quantification with block resampling that preserves temporal dependence. It assumes that
fraud labels, after schema validation and Data Guard checks, are sufficiently accurate for
supervised training and evaluation. It further assumes that institutional cost parameters —
including the effective cost of a missed fraud event (false negative), the workload and
customer-friction cost of a false positive, expected recovery value, analyst capacity, and
service-level constraints — are internally consistent within each analysis window. These
cost parameters are treated as declared organizational inputs to the operating-point
optimization rather than universal constants, which makes the resulting threshold t*
auditable and institution-specific (Elkan, 2001; Drummond & Holte, 2006; Efron, 1979;

Politis & Romano, 1994).

1.6.2 Delimitations

The study focuses on the scoring and decision layer for transaction-level cyber
fraud: generating calibrated risk estimates, selecting an economically defensible
operating threshold t*, monitoring drift, and attaching rollback triggers. Identity and
KYC pipelines, attacker-adaptation strategies, and detailed human-in-the-loop escalation

workflows are out of scope. External deployment in a new institution would require
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recalibration, recosting, a renewed fairness review, and fresh drift monitoring before
reuse. These delimitations are intentional: the Praxis evaluates whether a governed,
auditable prevention pipeline can be made deployment-grade under controlled
assumptions before expanding to broader organizational and adversarial dynamics (Pearl,
Glymour, & Jewell, 2016; Gama et al., 2014; Lu et al., 2019; National Institute of

Standards and Technology, 2020).

1.7 Research Limitations

This appears to be the first study to operationalize a causal-inference—driven,
calibration-governed, cost-optimized prevention pipeline for cyber fraud under forward-
only temporal validation. Several limitations follow from that novelty and from data
access constraints. Public simulants such as PaySim provide realistic transactional
structure and label behavior, and they enable reproducibility and ethical sharing, but they
may not fully capture adversarial adaptation, institutional control processes, or
jurisdiction-specific compliance requirements; any real deployment would require
recalibration, recosting, fairness assessment, and renewed drift surveillance using locally
collected data (Lopez-Rojas & Axelsson, 2016; Gama et al., 2014; Lu et al., 2019).
Causal admissibility checks and counterfactual framing add computational and
governance overhead, and high-throughput production environments may need
engineering optimization to meet latency and capacity targets. The present work does not
explicitly model identity/KYC escalation pipelines, the adversary's response to
interventions, or human adjudication loops; these remain active areas for future research.
As a result, findings are context-bound to the evaluated datasets, cost assumptions, drift

environment, and governance constraints and should be validated under local data,
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policies, and regulatory expectations before adoption (Niculescu-Mizil & Caruana, 2005;
Kull et al., 2017; Guo et al., 2017; Elkan, 2001; Gama et al., 2014; Lu et al., 2019;
Massey, 1951; Efron, 1979; Politis & Romano, 1994; National Institute of Standards and

Technology, 2020).

1.8 Organization of the Praxis

Chapter 2 examines previous research on causal inference for decision-making,
post-training calibration of probabilistic scores, cost-sensitive fraud analytics, and
monitoring temporal drift. This sets the theoretical groundwork for the controlled
pipeline. Chapter 3 outlines the methodology employed in this Praxis: data governance
and data guards; permissible feature selection; split fingerprinting and forward-only
evaluation; calibration procedures; economic threshold selection and ACost modeling;
PSI/KS drift monitoring with rollback triggers; bootstrap uncertainty; and robustness-
band analysis surrounding t*. Chapter 4 contains the empirical results that answer
Research Questions 1-4 and Hypotheses 1—4. These results include calibrated reliability
curves, precision—recall performance, cost-versus-threshold curves with 1, ACost with
confidence intervals, temporal stability across rolling windows, and drift/rollback
behavior. Chapter 5 integrates implications for deployment, auditability, and governance;
examines limitations and external validity; and delineates avenues for future research,
encompassing human-in-the-loop escalation, adaptive cost modeling, and fairness
monitoring amidst live drift (Drummond & Holte, 2006; Elkan, 2001; Gama et al., 2014;
Lu et al., 2019; Efron, 1979; Politis & Romano, 1994; National Institute of Standards and

Technology, 2020).
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Chapter 2—Literature Review

Understanding cyber-fraud prevention requires tracing how the field has moved
from correlation-heavy pattern recognition toward governed, deployment-grade decision-
making. Chapter 1 established the motivation for a causally admissible, calibrated,
economically accountable, and drift-monitored fraud-prevention pipeline. The present
chapter situates that objective within the scholarly and applied literature spanning causal
inference, fraud analytics, probability calibration, cost-sensitive threshold selection,
temporal stability, and governance. The central argument is that correlation-based
detection systems, even when accurate on historical data, tend to fracture under drift,
miscalibration, adversarial adaptation, and weak linkage to operating cost. In contrast,
causal reasoning, calibrated probabilities, and explicit decision economics support
prevention policies that can be justified, audited, and maintained under real deployment
constraints (Pearl, 2009; Hernan & Robins, 2020; Fawcett, 2006; Elkan, 2001; Gama,
Zliobaité, Bifet, Pechenizkiy, & Bouchachia, 2014; Lu, Liu, Dong, Gu, Gama, & Zhang,

2019).

2.1 Introduction

Fraud prevention sits at the intersection of high-stakes operational decision-
making and statistically complex, adversarial data. Traditional systems lean on
correlations — patterns that tend to co-move with fraud — but these patterns frequently
decay as behavior shifts, platforms evolve, and attackers adapt. When the learned signal
drifts, institutions experience both elevated false positives (customer friction, analyst
overload) and elevated false negatives (missed fraud), eroding trust in automated controls

and driving reactive fire drills rather than stable prevention (Whitrow, Hand, Juszczak, &
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Weston, 2009; Carcillo, Dal Pozzolo, Le Borgne, Caelen, & Bontempi, 2021; Hand,
2002). The emerging view in the literature is that durable prevention requires more than a
“strong classifier.” It requires interventions supported by causal structure, calibrated
probabilities that behave like true risk estimates, and thresholds chosen for economic
optimality under operational constraints. Evaluation must occur at the decision-making
juncture—where cost, capacity, and service requirements are tangibly experienced—and
not solely based on retrospective correctness (Pearl, 2009; Hernan & Robins, 2020;

Elkan, 2001; Fawcett, 2006; Drummond & Holte, 2006).

This chapter follows that idea from theory to practice and gets ready for the
technique in Chapter 3. In particular, it allows comparison between a correlational
baseline model, Co, and a causally permissible, calibrated alternative, C.. It also explains
the criteria used to judge Co and Ci, which are: probability calibration and Brier score;
precision—recall area under the curve (PR-AUC) under severe class imbalance; temporal
stability under forward-only evaluation with Population Stability Index (PSI) and
Kolmogorov—Smirnov (KS) drift diagnostics; and expected total cost at a cost-optimal
operating threshold t*, rather than at an arbitrary score cutoff (Niculescu-Mizil &
Caruana, 2005; Kull, Perell6-Nieto, Kéngsepp, Silva Filho, & Flach, 2017; Guo, Pleiss,
Sun, & Weinberger, 2017; Massey, 1951; Gama et al., 2014; Lu et al., 2019; Elkan,

2001).

2.2 Causal Inference Foundations for Fraud Prevention
Causal inference distinguishes between correlation and mechanism, thus altering

our approach to fraud scoring from mere correlation analysis to action assessment.
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Directed acyclic graphs (DAGs) and structural causal models (SCMs) keep track of
which factors affect which outcomes, which paths are unclear, and which features are
fine because they occur before the event of interest and have no asting effects. DAGs
show you how to get to the backdoor and help you pick covariates in a way that makes
sense. This means that a model uses real predictors rather than treatment artifacts that
won't work when conditions change (Pearl, 2009; Peters, Janzing, & Scholkopf, 2017;
Textor, van der Zander, Gilthorpe, Liskiewicz, & Ellison, 2016). This rule is very
important for detecting fraud because chargebacks, downstream transaction outcomes,
and human review flags can all lead to data leaks. Also, collider architecture can make
historical data appear to show false correlations that don't hold up in real life (Shpitser &

Pearl, 2008; Hernan & Robins, 2020).

Probabilistic graphical models utilize the principles of causation and structure by
depicting both conditional dependencies and inferred interventions (Koller & Friedman,
2009). Counterfactual reasoning illustrates how a decision, such as holding, escalating, or
allowing a transaction, would have altered the observed outcome. This connects model
output to preventive policy instead of just classification (Herndn & Robins, 2020; Pearl &
Mackenzie, 2018). When you think about cause and effect this way, it's more than just
naming the cause of an event. Another thing to think about is how easy it is to move. A
model predicated on pre-event structure that causally precedes fraud is more likely to
remain valid in dynamic environments. Conversely, a model utilizing downstream fraud
traces, such as chargeback codes that appear solely post-intervention, may function
effectively offline yet encounter challenges with drift and adversarial adaptation (Pearl,

2009; Peters et al., 2017; Gama et al., 2014; Lu et al., 2019).
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Recent progress at the nexus of causal inference and machine learning fortifies
this foundation. Heterogeneous treatment effect estimation and uplift modeling extend
beyond the identification of "risky" entities as a collective (Radcliffe & Surry, 2011;
Rzepakowski & Jaroszewicz, 2012; Wager & Athey, 2018; Athey, Tibshirani, & Wager,
2019). They are also about figuring out which groups should get help to get the most out
of it. Invariant representation learning and domain adaptation methodologies seek
patterns that remain constant amid variability. This makes them easier to move and less
likely to change (Johansson, Shalit, & Sontag, 2016). Finding structures that are limited
by acyclicity gives us scalable ways to understand graph structure in spaces with a lot of
dimensions. This enables mechanism-informed modeling in contexts such as fraud,
characterized by rapidly changing labeled data (Zheng, Aragam, Ravikumar, & Xing,
2018). These parts all work together to make a preventive strategy possible, which means
that Ci is not just "more predictive." C: is meant to be acceptable, stable when things

change, and in line with what an institution can actually do.

2.3 The Cyber-Fraud Landscape

The operating environment for fraud prevention is adversarial, fast-evolving, and
highly imbalanced. Attack surfaces include synthetic identities, account takeover, mule
networks, and cross-channel laundering, all of which adapt to countermeasures. Data
arrive as high-volume, time-ordered transaction streams in which confirmed fraud is
extremely rare relative to legitimate activity (Carcillo et al., 2021; Zhou, Grimm, &
Bohlin, 2018). Under these conditions, naive accuracy is misleading; a detector that
simply predicts “legitimate” most of the time will look accurate but will fail to identify

costly fraud. Evaluation therefore shifts toward precision—recall behavior in the minority
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class and toward calibrated risk estimates that can be acted on in real time (He & Garcia,

2009; Hand, 2009; Davis & Goadrich, 2006; Saito & Rehmsmeier, 2015).

Rule-based systems remain attractive because they are interpretable and auditable,
but they are brittle and slow to adapt, especially against coordinated or rapidly mutating
attacks (Blunt, 2001). Supervised machine learning models — from logistic regression
through boosted trees and deep networks — scale better and adapt more quickly, but they
introduce two governance problems. First, stronger predictors are often miscalibrated,
meaning their raw scores cannot be treated as true probabilities, which complicates
threshold setting and regulatory justification (Bhattacharyya, Jha, Tharakunnel, &
Westland, 2011; Hastie, Tibshirani, & Friedman, 2009; Goodfellow, Bengio, &
Courville, 2016; Guo et al., 2017; Niculescu-Mizil & Caruana, 2005; Kull, Perell6-Nieto,
Kéngsepp, Silva Filho, & Flach, 2017; Liu, et al., 2008). Second, opaque model logic
makes it harder to meet audit, fairness, and accountability requirements, especially when

false positives create friction and reputational costs.

Model decay is a structural reality. Fraud patterns, platform behaviors, and user
incentives drift over time, so even a high-performing model at launch can degrade
quickly if it is not evaluated using temporally held-out data and then continuously
monitored using drift diagnostics such as PSI and KS (Gama et al., 2014; Lu et al., 2019;
Massey, 1951). This concept motivates the forward-holdout and rolling-window protocol
later implemented for Co and C., in which models are trained on earlier periods,
calibrated on an intermediate period, and evaluated on a strictly later forward holdout that

simulates deployment.

20



Data access, privacy, and reproducibility introduce further tension. Transaction-
level fraud data are sensitive, regulated, and often proprietary, which limits open
research. Consequently, numerous studies depend on synthetic simulants like PaySim or
on partially redacted competition datasets such as IEEE-CIS, each presenting unique
realism and coverage trade-offs (Lopez-Rojas & Axelsson, 2016; IEEE-CIS & Vesta,

2019).

This scarcity has driven interest in privacy-preserving learning, federated
analytics, and reproducible workflow documentation that logs data lineage, schema, and
evaluation conditions without exposing raw records (National Institute of Standards and
Technology, 2020). These limitations underscore the necessity for prevention
frameworks that prioritize structural stability, prospective validation, and verifiable
assumptions regarding admissibility, calibration, and cost, as opposed to informal
heuristics or ambiguous score thresholds (Pearl, 2009; Hernan & Robins, 2020; Gama et

al., 2014; Lu et al., 2019).

2.4 Prevailing Detection Paradigms

For much of the past two decades, fraud analytics has centered on detecting
anomalous or historically correlated patterns and classifying them as risky. Rules-based
systems encode domain heuristics and policy constraints and are straightforward to audit,
but they demand continuous retuning and tend to lag novel attack modes (Blunt, 2001).
Supervised learning broadened the toolset: logistic regression, gradient-boosted trees,
ensemble methods, and deep networks all improved detection rates and adaptability in

high-volume streams (Bhattacharyya et al., 2011; Hastie et al., 2009; Goodfellow,
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Bengio, & Courville, 2016). At the same time, these stronger predictors introduced
calibration and interpretability challenges. High-capacity learners often assign scores that
are not well aligned with empirical fraud likelihood, which impairs governance because
investigators, compliance teams, and risk officers cannot treat those scores as trustworthy
probabilities (Guo et al., 2017; Niculescu-Mizil & Caruana, 2005; Kull et al., 2017). This
creates friction at exactly the point where operational policy depends on probability (for
example, “hold all transactions above 0.92 predicted fraud probability”) and invites

inconsistent thresholding.

A deeper limitation is that most of these systems optimize for correlation with
past fraud labels, rather than for causal mechanisms that persist across changing
environments. As a result, they are fragile under drift and can be gamed by attackers who
learn how to stay just below a static score cutoff (Gama et al., 2014; Lu et al., 2019).
Extreme class imbalance compounds the problem: conventional accuracy or ROC-AUC
can look impressive even when the model fails to identify most costly fraud cases. This is
why deployment-facing work increasingly relies on precision—recall analysis, calibration
curves, Brier score, and cost-based thresholding rather than generic accuracy (He &
Garcia, 2009; Elkan, 2001; Fawcett, 2006; Davis & Goadrich, 2006; Saito &
Rehmsmeier, 2015). These ideas map directly to how Co and C: will later be compared:
not on abstract “accuracy,” but on calibrated probability quality, PR-AUC under
imbalance, expected cost at t*, and stability over time. The Co baseline is intentionally
aligned with prevailing detection paradigms: correlation-driven modeling, broad feature
inclusion without admissibility review, retrospective accuracy optimization, and fixed-

threshold decisioning rather than calibrated or cost-governed choices. Framing Co in this
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way allows the comparison with C: to directly expose the methodological and operational
gaps identified in the literature, ensuring that C:’s gains represent substantive advances

beyond the industry status quo.

2.5 Gaps in Detection-Driven Paradigms
Across the literature, several structural gaps recur, motivating the governance-

focused prevention pipeline evaluated in Chapters 3 and 4.

First, causal admissibility is often missing. Many production models include
proxy variables, downstream artifacts, or post-treatment features that inflate apparent
validation performance but would not exist — or would change meaning — at the
moment of decision in deployment. This creates leakage and undermines transportability
because the model is effectively “cheating” by using information from after the fraud
event (Shpitser & Pearl, 2008; Textor et al., 2016; Pearl, 2009). A causally admissible
design, as enforced in Ci, screens out these features using DAG reasoning and domain
knowledge so that only pre-event, decision-relevant structure feeds the model (Pearl &

Mackenzie, 2018; Peters, Janzing, & Scholkopf, 2017).

Second, probability calibration is often weak or unreported, even though
prevention decisions depend on calibrated fraud likelihood rather than just rank order.
Post-hoc calibration methods like Platt scaling, isotonic regression, and Beta calibration
can align predicted probabilities with observed outcome frequencies, but they must be
validated on forward-only data, not just on random folds, to be credible in production

(Brier, 1950; Platt, 1999; Niculescu-Mizil & Caruana, 2005; Kull et al., 2017; Guo et al.,

23



2017). In this Praxis, calibration is treated as a promotion gate: a model that cannot

produce reliable probabilities does not advance to economic thresholding.

Third, drift and fairness monitoring are often informal or purely retrospective.
Without structured surveillance using PSI and KS across rolling time windows,
precision—recall performance can degrade silently, and subgroup error rates (false
positive rate, false negative rate, positive predictive value) can diverge across populations
in ways that create policy and regulatory risk (Gama et al., 2014; Lu et al., 2019; Barocas
& Selbst, 2016; National Institute of Standards and Technology, 2020). The governance
model later adopted in Chapter 3 treats PSI/KS bands and fairness deltas as triggers for

recalibration, rollback, or threshold adjustment, rather than as after-the-fact diagnostics.

Fourth, decision economics is underdeveloped in much of the detection literature.
Thresholds are frequently chosen heuristically (e.g., “take the top 0.5% highest scores”)
or by optimizing ROC-AUC or accuracy, rather than by minimizing expected total cost
under analyst capacity, customer-friction tolerance, and service-level constraints (Elkan,
2001; Drummond & Holte, 2006; Siddiqi, 2005). By contrast, the operating-point
economics formalized in Chapter 3 defines a cost-optimal threshold t* as the point that
minimizes expected loss — missed fraud, investigation cost, friction cost, and recovery
credit — within the feasible region allowed by staffing and policy. That same t* is then

carried into Chapter 4 as the deployment-relevant operating point.

Finally, interpretability and governance are frequently treated as afterthoughts.
Post-hoc explainers such as SHAP can clarify which features contributed most to an

individual prediction and help human reviewers understand or contest a decision, but

24



such explanations do not, by themselves, establish that an intervention is causally
justified or economically defensible (Lundberg & Lee, 2017; Pearl & Mackenzie, 2018).
The governance view advanced in this Praxis treats interpretability artifacts, calibration
curves, drift panels, and threshold-cost charts as documented controls within a broader
accountability framework, rather than as substitutes for causal design, admissible

features, calibrated probabilities, or explicit cost-aware thresholding.

2.6 Evaluation Metrics and Decision Economics

An evaluation that supports meaningful intervention policy must take
into account how rare fraud is, how costly it is to make a mistake, and the
limits that fraud teams must work within. In situations where there is a lot of
class imbalance, precision—recall analysis and precision—recall area under
the curve (PR-AUC) are better than ROC-style summaries because they
show how well the system can find real fraud cases without giving analysts
too many false alarms (Davis & Goadrich, 2006; Saito & Rehmsmeier,
2015; Hand, 2009). When comparing the correlational baseline model (Co)
to the causally admissible alternative (C:), the PR-AUC is the primary

ranking metric.

Calibration connects a model's results to governance. In real life,
decision-makers don't just go with random scores. Instead, they use assessed

fraud probability and thresholds to decide when to hold, escalate, or release
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a transaction. A miscalibrated model may yield a score of "0.90," but the
true fraud rate may be only 0.30. This means that the score can't be used as
proof in choices about policy, compliance, or how to treat customers.
Calibrated probability quality is assessed using Brier score and reliability
curves, in conjunction with Expected Calibration Error, to determine the
alignment of predicted risk with actual fraud prevalence in both validation
and forward holdout scenarios (Brier, 1950; Niculescu-Mizil & Caruana,
2005; Kull, Perell6-Nieto, Kdngsepp, Silva Filho, & Flach, 2017; Guo,
Pleiss, Sun, & Weinberger, 2017). Calibration is not seen as a cosmetic
thing. It serves as a promotion gate: only a model that can generate
dependable probability is permitted to progress to operating-point

€COoNnomics.

Decision economics makes it official that you can choose a threshold.
Instead of picking a random cutoff or adjusting for accuracy, the operating
threshold t* is set at the point where the total expected cost of missed fraud
(false negatives), investigation and friction cost (false positives), and
expected recovery value is lowest, taking into account staffing capacity and
service-level limits (Elkan, 2001; Drummond & Holte, 2006; Siddiqi, 2005).
This changes the way we think about choosing a threshold, from a guess to

an optimization problem informed by institutional inputs. The projected total
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cost at T* gives us ACost, which is the difference in cost between the
suggested policy and the baseline operating policy. A negative ACost
indicates that the economy is improving. Chapter 3 encodes t* as a restricted
optimum that must also be robust: neighboring thresholds must offer

comparable cost so that the decision is not brittle in daily operations.

Models need to be revalidated as fraud environments evolve. Periodic
recalibration on a sliding, recent validation window, along with drift checks
using Population Stability Index and Kolmogorov—Smirnov statistics, keeps
the calibration up to date without having to retrain the whole system every
time it changes (Gama, Zliobaite, Bifet, Pechenizkiy, & Bouchachia, 2014;
Lu, Liu, Dong, Gu, Gama, & Zhang, 2019; Kull et al., 2017; Massey, 1951;
Jurgovsky, et al., 2018). Drift bands and promotion gates are used to
distinguish between mild variation, which may need further attention, and
critical variation, which might cause a rollback or retraining before

continued promotion.

Using nonparametric bootstrap intervals, we show that all headline
measures, like PR-AUC, recall at t*, Brier score, and projected cost, have
95% confidence ranges. When temporal dependence exists in the forward
holdout, stationary bootstrap techniques with suitable block lengths are

employed to account for serial correlation in streaming transaction data,
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thereby preventing overconfident intervals that would underestimate
operational risk (Efron & Tibshirani, 1994; Politis & Romano, 1994). The
goal is to evaluate performance and its stability and defensibility for

governance review.

In deployment-oriented contexts, these technical criteria are
complemented by subgroup monitoring of false positive rate, false negative
rate, positive predictive value, and calibration parity across authorized
cohorts, as intolerable variations in these metrics necessitate governance
escalation, alongside drift and cost alerts (Barocas & Selbst, 2016; National

Institute of Standards and Technology, 2020).

2.7 Advances in Causal and Machine Learning Integration

The recent literature shows a convergence: machine learning contributes scale,
adaptivity, and fine-grained scoring, while causal inference contributes admissibility,
transportability, and policy relevance. Work on heterogeneous treatment effects and uplift
modeling demonstrates how to prioritize interventions for the subpopulations where they
are most effective, moving from generic “high risk” flags toward actionable “intervene
here because doing so is expected to change the outcome” logic (Radcliffe & Surry,
2011; Rzepakowski & Jaroszewicz, 2012; Wager & Athey, 2018; Athey, Tibshirani, &
Wager, 2019; Athey & Imbens, 2016). In fraud prevention, that logic aligns directly with
the shift from detection to prevention: the focus is not merely on labeling a transaction as
risky but on deciding whether and how to act.
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Causal discovery and structure learning provide tools for making those decisions
more robust. By explicitly searching for acyclic structures and testing conditional
independencies, these methods help analysts avoid post-treatment variables, colliders,
and spurious shortcuts that inflate validation metrics but collapse in deployment (Zheng,
Aragam, Ravikumar, & Xing, 2018; Zhang, Peters, Janzing, & Scholkopf, 2011; Peters,
Janzing, & Scholkopf, 2017; Foster, et al., 2023; Friedman, et al.,2010; Hyvérinen, et al.,
2010). This attention to admissibility supports the design of C: in Chapter 3, where
downstream or feedback features that would not exist at decision time are excluded by

construction.

Representation learning for counterfactual stability and fairness aims to learn
latent representations that remain useful across environments and across subgroups,
which in turn supports both transportability and equitable treatment under drift
(Johansson, Shalit, & Sontag, 2016; Kusner, Loftus, Russell, & Silva, 2017; Barocas &
Selbst, 2016). This notion connects directly to governance: institutions are expected to
justify not only overall fraud performance but also subgroup error behavior and

differential friction.

Taken together, these strands suggest a prevention stack in which an admissible,
calibrated, causally informed model (C:) is explicitly designed to (i) generalize across
time under drift, (ii) provide probabilities that can be defended in audit, and (iii) support
intervention decisions that are both economically justified and, where required,
reviewable for fairness. The literature has converged on the idea that prevention is not

just “better detection,” but governed action.
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2.8 Integration in Cybersecurity and Fraud Governance

Deployment is as much about governance as modeling. Design-science traditions
argue that technical artifacts should be evaluated by their utility, transparency, and fit
with organizational processes — not purely by offline accuracy (Hevner, March, Park, &
Ram, 2004). Regulatory and ethical frameworks, including the NIST Privacy Framework
and the Menlo and Belmont principles, elevate privacy, accountability, fairness, and
auditability to first-class requirements in any data-driven system that affects people and
money (National Institute of Standards and Technology, 2020; Dittrich & Kenneally,

2012; National Commission, 1979; Barocas & Selbst, 2016).

In deployment-oriented fraud-prevention frameworks of the kind advanced in this
Praxis, those requirements translate into concrete governance artifacts. Examples include
documented DAG assumptions and admissibility justifications, which make explicit why
certain features are allowed in the model and others are excluded; calibration reports and
reliability curves, which demonstrate that predicted fraud probabilities can be interpreted
and acted upon; drift panels based on PSI and KS, which show how model behavior
changes over time and define alert and rollback triggers; threshold—cost memos that
defend the chosen operating threshold T* in terms of expected loss, analyst capacity, and
customer friction; and decision logs that record when thresholds were moved, why they
were moved, and under what uncertainty (Lundberg & Lee, 2017; Siddiqi, 2005; Gama et

al., 2014; Lu et al., 2019; Elkan, 2001).

Governance and causal reasoning share a central ethic: assumptions should be

explicit, justifications should be auditable, and decisions should be reversible if they fail
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under drift. Aligning causal admissibility, calibration, drift monitoring, and cost-based
thresholding with governance requirements turns a model from an opaque detector into
accountable decision support (Pearl & Mackenzie, 2018; National Institute of Standards
and Technology, 2020). These governance artifacts document assumptions and decision
logic but do not, on their own, prove causal effect; rather, they make the causal reasoning
and economic justification legible for review (Pearl & Mackenzie, 2018; Lundberg &

Lee, 2017; National Institute of Standards and Technology, 2020).

2.9 Identified Research Gaps

Several gaps in the literature motivate the methodology in Chapter 3 and the

evaluation in Chapter 4.

First, causally grounded, deployment-oriented prevention frameworks remain
underused relative to correlation-first fraud pipelines. Many production systems continue
to optimize historical classification accuracy and heuristic thresholds without enforcing
admissibility, calibration, or cost discipline at deployment (Pearl, 2009; Hernan &

Robins, 2020; Elkan, 2001; Drummond & Holte, 2006).

Second, few publicly available datasets capture realistic fraud dynamics,
intervention context, and temporal drift. Public simulants such as PaySim and challenge
datasets such as IEEE-CIS enable reproducibility and benchmarking, but they cannot
fully encode adversarial adaptation, staffing constraints, or customer-friction tolerance,
which are core to threshold economics and rollback policy in live environments (Lopez-

Rojas & Axelsson, 2016; IEEE-CIS & Vesta, 2019; Carcillo et al., 2021).
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Third, drift-aware calibration and cost-based thresholding are still not consistently
practiced, even though they govern day-to-day decisions. Many evaluations report ROC-
AUC or accuracy at a static cutoff, rather than PR-AUC, Brier score, PSI/KS drift
behavior, ACost at t*, and robustness bands around t* (Gama et al., 2014; Lu et al.,
2019; Niculescu-Mizil & Caruana, 2005; Kull et al., 2017; Guo et al., 2017; Massey,

1951).

Finally, governance is often bolted on after modeling rather than embedded into
the modeling process. Institutions are left with high-scoring models that cannot be
defended to auditors, compliance, or regulators because causal assumptions are
undocumented, calibration quality is unknown, drift alerts are ad hoc, and cost
justification for thresholds is missing (Hevner et al., 2004; Pearl & Mackenzie, 2018;

National Institute of Standards and Technology, 2020).

This Praxis addresses these gaps by engineering and evaluating a prevention
pipeline in which causal admissibility, post-training calibration, threshold economics,
drift surveillance, robustness analysis, and governance artifacts are all specified up front,

enforced in methodology, and tested empirically under forward-only temporal validation.

2.10 Summary and Transition to Methodology

This chapter followed the field’s progression from correlation-driven detection to
prevention grounded in causal structure, calibrated probability, temporal stability, and
explicit decision economics. The literature supports an approach that measures what

matters in rare-event settings, maintains reliability under drift, and documents
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assumptions, thresholds, and cost trade-offs in forms that can be audited (Pearl, 2009;
Hernan & Robins, 2020; Niculescu-Mizil & Caruana, 2005; Elkan, 2001; Gama et al.,

2014; Lu et al., 2019; Efron & Tibshirani, 1994; Politis & Romano, 1994).

The next chapter operationalizes these commitments. Chapter 3 defines and
implements the governed pipeline that will be evaluated in Chapter 4: a correlational
baseline (Co) and a causally admissible, calibrated model (C:), both trained on earlier
windows, calibrated on an intermediate window, and evaluated on a strictly forward
holdout that simulates deployment. Each model is assessed on calibrated probability
quality (Brier score, reliability curves), rare-event ranking quality (PR-AUC), temporal
stability under PSI/KS drift diagnostics, and cost performance at the institution-
constrained, cost-optimal operating threshold t*, including bootstrap uncertainty and
robustness bands around t*. Chapter 3's methodology also treats robustness around t* as
a first-class output: the chosen operating point must be within a band of nearby thresholds
whose expected total cost stays low enough that the recommendation doesn't break down
when workloads and prevalence change (Elkan, 2001; Drummond & Holte, 2006). The
goal is not just to show that C: "performs better," but also to show a prevention workflow
that is clear, repeatable, auditable, and cost-effective at the scale of deployment (Davis &
Goadrich, 2006; Brier, 1950; Fawcett, 2006; Elkan, 2001; Drummond & Holte, 2006;

Gama et al., 2014; Lu et al., 2019; Efron & Tibshirani, 1994; Politis & Romano, 1994).
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Chapter 3—Methodology

This chapter transforms the discourse of Chapters 1 and 2 into a regulated
experiment. The inquiry pertains to whether a causally admissible, calibrated pipeline
provides more robust and cost-effective prevention compared to a correlation-first
baseline when assessed under realistic, prospective settings. Thus, we use both a standard
detector (Co) and a causally restricted alternative (C:), and we hold both to the same
criteria for data, calibration, and evaluation. The design adheres to the principles of
structural causal models by distinguishing mechanisms from correlations and articulating
assumptions, thereby ensuring that results are reproducible, auditable, and defensible in
application (Pearl, 2009; Herndn & Robins, 2020; Koller & Friedman, 2009; Peters,
Janzing, & Scholkopf, 2017). The pipeline is governed by seven guardrails (Gi—G~) that
enforce data integrity, schema control, calibration quality, resampling discipline, drift

diagnostics, threshold robustness, and causal admissibility.

D: Stability

A: Data Ingest B: Modeling

Figure 3-1 — Research Pipeline Overview (Phase Map)

Figure 3-1 gives a brief overview of the phase map. It depicts the whole pipeline
we employ, from data ingress to guards to training to calibration to threshold to drift to
uncertainty to governance. It also fits with the RQ1-RQ4 mappings. It also shows the
dependency graph and the points where you can check your work. Chapter 4 shows the

same results in the same order.
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3.1 Data and Pre-Processing

All studies utilize time-sequenced, transaction-level data accompanied by
designated outcomes. Before any modeling, data are pseudonymized and reduced to only
what is needed for inference. Quasi-identifiers are binned, masked, or suppressed. Every
import is fingerprinted to collect hashes, counts, and summary statistics for auditability.
These approaches are in line with recommendations for human-subjects and ICT research
that has been changed to work with operational datasets without direct involvement
(National Commission, 1979; Dittrich & Kenneally, 2012). Data Guards are like
automatic guards that check the integrity of the data, the consistency of the schema, and
the order of events before any modeling happens. Each guard acts as a replicable
checkpoint, finding leaks, drift, or corruption early on, so that every downstream result is
based on inputs that have been checked and are causally admissible (Lu, Liu, Dong, Gu,
Gama, & Zhang, 2019; Gama, Zliobaité, Bifet, Pechenizkiy, & Bouchachia, 2014). The
study employs contiguous, non-overlapping temporal windows—a multi-period training
window, a single-period calibration window, and a single-period forward holdout—
synchronized with the native chronology of the stream, ensuring that each evaluation
accurately represents authentic out-of-sample future data (Gama et al., 2014; Lu et al.,

2019; Carcillo, Dal Pozzolo, Le Borgne, Caelen, & Bontempi, 2021).

Quality controls happen in levels. Structural checks make sure that names, types,
ranges, and units are correct. Record-level scans find missing, duplicate, and outlier data.
Category locks keep unknown levels from coming into validation or holdout windows.
Temporal integrity is rigorously maintained: models are trained on previous windows,

calibrated on intermediate windows, and assessed on an unobserved forward holdout to
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simulate deployment and prevent information leaking (Carcillo et al., 2021; Lu et al.,
2019; Gama et al., 2014). We keep the natural class balance because fraud is so rare.
Instead of heavy synthetic oversampling, which can change conditional relationships and
make performance look better than it really is, we use stratification and weighting. When
it's appropriate, we use transaction aggregation to respect the operational signal (He &
Garcia, 2009; Chawla, Bowyer, Hall, & Kegelmeyer, 2002; Efron & Tibshirani, 1994;
Whitrow, Hand, Juszczak, Weston, & Adams, 2009). In fact, fraud-data idiosyncrasies—
non-stationarity, adversarial adaptability, and high skew—necessitate these safeguards

(Bolton & Hand, 2002; Hand, 2002).

The dataset is very unbalanced because only a small number of transactions are
marked as fraud. This is similar to how mobile money streams and other financial
transaction systems work, where malicious activity is intentionally rare but very

expensive (Lopez-Rojas & Axelsson, 2016).

If not dealt with, extreme class imbalance poses two concerns. First, standard
learners will tend to reduce overall error by disregarding the rare fraud class. This will
make the accuracy seem high but the recall poor for the outcomes that matter. Second,
naive oversampling of rare occurrences might introduce future knowledge into the
training process and can also distort the conditional relationships that the model is
supposed to learn. To fix this, the pipeline sees imbalance as a part of governed
preprocessing. To keep the learner from losing track of the true order of the stream, class
weighting and stratified temporal splits are used to show minority-class outcomes. The
Synthetic Minority Oversampling Technique (SMOTE) is only used in controlled, in-

window contexts to create plausible synthetic fraud samples by interpolating between real
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minority-class neighbors instead of just copying rows (Chawla et al., 2002). In practice,
SMOTE is utilized within the training fold or exploratory baseline comparison to enhance
recall in the fraud class, strictly avoiding temporal boundaries and the forward-holdout
window. This approach mitigates leakage and maintains the causal ordering highlighted
throughout this Praxis (Gama, Zliobaité, Bifet, Pechenizkiy, & Bouchachia, 2014; Lu et
al., 2019). This method lets the research learn from a signal that is both infrequent and

hostile while still being able to be audited and moved about.

Before any modeling starts, every split of the data stream is fingerprinted,
versioned, given a time limit, and labeled for fraud prevalence. This makes these

governance procedures easy to check.

Table 3-1 — Dataset Fingerprint and Partitions

Split Rows | Fraud | Time | Tim Fingerprint
_Prev | Star | e E
alence t nd
Train 4771965 4bd61d8cSaedbaa2574d2d41401c95
tbdc8717ba993124d8cdd9f06d6b10
7a37

Calibration | 795327 d20bbff0b2e329088edd08dc8651aca
397edf6d913eb9f8a2d6f719a4alf7c6
e

Test 795328 dce65886¢1404dcbeScd558fe273dfb
dc74ccb5325¢2600252b1c83aef4f9e
38

Table 3-1 documents the temporal partitions used in this study and the associated

integrity metadata for each partition. The stream is divided into a multi-period training
window, a calibration window, and a strictly later forward holdout window. Each split
records total row count, observed fraud prevalence, and exact start and end indices in
transaction time. Each split is also hashed to produce a cryptographic fingerprint so that

the exact data reviewed here can be reconstructed and externally audited. This approach
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matters methodologically for two reasons. First, it shows chronological discipline: the

model only trains on earlier windows and never sees information from the forward

holdout. This keeps the causal order intact and stops leakage (Gama, Zliobaité, Bifet,

Pechenizkiy, & Bouchachia, 2014; Lu et al., 2019). Second, the fingerprint makes it

possible to repeat or question the results in Chapter 4. This is not often possible in fraud

analytics because of rules against sharing information and changing data targets (Lopez-

Rojas & Axelsson, 2016; Carcillo, Dal Pozzolo, Le Borgne, Caelen, & Bontempi, 2021).

After partitioning, every variable in the dataset is classified for admissibility and

governance so that no downstream model can silently rely on impermissible or leaked

features.
Table 3-2 — Feature Schema and Admissibility Checks
Feature Type Role Levels_if Example_levels Admiss
categoric ible fo
al r C1
isFlaggedFraud | int64 | categorical |2 0,1 Yes
isFraud int64 | categorical | 2 0,1 Yes
nameDest object | categorical | 2035910 C1000004940, Yes
C1000013769,
C100001587,
C1000015936,
C1000022185,
C1000026379, a€,
nameOrig object | categorical | 4766636 C1000000639, Yes
C1000001337,
C1000001725,
C1000002591,
C1000003372,
C1000003615, a€,
type object | categorical | 5 CASH IN, Yes
CASH_OUT, DEBIT,
PAYMENT,
TRANSFER
amount float6 | numeric Yes
4
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newbalanceDest | float6 | numeric Yes
newbalanceOrig ?loat6 numeric Yes
oldbalanceDest goat6 numeric Yes
oldbalanceOrg ?loat6 numeric Yes
step ?nt64 numeric Yes

Table 3-2 enumerates the features available to the model, their types, their
operational role, and whether each feature is admissible for the causalized model (C:).
Admissibility here means that the feature is (i) available at decision time, (ii) not
downstream of the decision being modeled, and (iii) not a known collider or obvious
post-event leakage channel (Pearl, 2009; Peters, Janzing, & Scholkopf, 2017). The table
also records schema expectations, such as data types, allowed levels for categorical
fields, and representative examples, which together form part of the Data Guard layer
described earlier. This structure serves two governance purposes. First, it makes a record
that can be checked to make sure that only pre-approved, policy-safe information is going
into Ci. This is in line with the admissibility principle in Chapter 2. Second, it documents
that the dataset in this study is both privacy-preserving and temporally coherent:
identifier-like fields are pseudonymized, quasi-identifiers are binned or masked, and all
feature values in the calibration and forward-holdout windows obey the same schema and
level sets as the training window, preventing unseen-category leakage into evaluation
(Dittrich & Kenneally, 2012; Gama et al., 2014; Lu et al., 2019). In other words, Table 3-
2 is not only a dictionary of columns. It is proof that downstream analyses inherit
causally admissible, policy-aligned inputs rather than arbitrary correlations captured after

the fact.
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High-fidelity cyber-fraud data are rarely public, and enterprise datasets typically
require NDAs that preclude sharing and independent verification. The study therefore
employs the Synthetic Financial Datasets for Fraud Detection generated via PaySim to
reproduce realistic dynamics while remaining reproducible; public alternatives such as
IEEE-CIS offer useful benchmarks with different realism trade-offs. Where permissible,
time-ordered operational records are incorporated under the same governance and
guardrail regime (Lopez-Rojas & Axelsson, 2016; IEEE-CIS & Vesta, 2019; Carcillo et

al., 2021).

3.2 Model Families and Calibration

Two model families are compared. The correlational baseline (Co) is a standard
supervised learner trained for predictive accuracy. The causally constrained model (C:)
applies the same preprocessing but enforces DAG-based admissibility to avoid
downstream or contemporaneous signals that would not transport under change. To keep
architecture effects constant, both use established tabular learners with identical
encoding, normalization, and leakage-aware transformations; hyperparameters are
selected via randomized search over reproducible ranges with early stopping—Iearning
rate 0.01-0.20, maximum depth 3-8, subsample 0.6—1.0, column-subsample 0.6—1.0, and
up to 2,000 boosting rounds with calibration-loss early stopping after 50 rounds. The
sampled seeds, ranges, and number of evaluations are recorded in the run manifest
(Hastie, Tibshirani, & Friedman, 2009; Efron & Tibshirani, 1994). To make these
modeling choices auditable, Table 3-3 records, for both Co and Ci, the base learner,
preprocessing steps, tuning ranges, and the exact temporal windows used for training,

calibration, and forward evaluation.
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Table 3-3 — Model Definitions, Preprocessing Steps, and Tuning Windows

Preprocess Nume

Preprocess Categor | Tuning_ Sear

Model | Base Learner . .
- ric ical ch
Co XGBoost median impute most_frequent + one- | Randomized
(tree_method= hot search with
hist) early stopping
C1 XGBoost median impute most_frequent + one- | Randomized
(tree_method= hot search with
hist) early stopping
Train Cal.lb Tes? HP_m | HP _su | HP colsa | HP n
. ratio Wi | HP learn - - T Rl
Model | Win .| . T ax_de | bsamp | mple byt | estimat
n_Wi | ndo | ing rate
dow 5 = pth le ree ors
ndow | w
Co 0.0l1to |3to8 [0.6to |0.6t01l.0 |<=
0.20 1.0 2000
(early
stoppin
g by
calibrati
on loss)
C1 00lto [3to8 |0.6to |0.6tol.0 |<=
0.20 1.0 2000
(early
stoppin
g by
calibrati
on loss)

(Note: Table 3-3 split in two)

Table 3-3 formalizes the two model families used in this study. Co is the

correlational baseline: a high-capacity gradient-boosted tree model trained for predictive

accuracy. Ci is structurally identical at the learner level but is constrained by

admissibility rules derived from the domain DAG, which excludes post-decision and

downstream features that would not be available or stable at decision time. Keeping the

architecture, preprocessing, and tuning framework constant isolates the effect of causal

admissibility, rather than confounding it with “better model class” or “more aggressive
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search.” Both Co and C: use the same numeric imputation strategy, the same categorical
encoding, the same randomized hyperparameter search space, and the same early
stopping protocol. The training, calibration, and forward holdout windows are pre-
declared and fixed. This design prevents quiet expansion of the tuning window, which is
a common but under-reported source of optimistic bias in fraud analytics (Hastie,
Tibshirani, & Friedman, 2009; Gama, Zliobaité, Bifet, Pechenizkiy, & Bouchachia, 2014;
Lu et al., 2019). In other words, Table 3-3 is not just a model summary: it is the

provenance record that makes Co vs. C: a fair test.

Decision quality hinges on reliable probabilities, not just ranking. Post-training
probabilities are calibrated by default using isotonic regression, while Platt scaling is
applied when calibration samples are limited. Reliability curves are computed in 20
equal-frequency bins, and the promotion gate requires an improvement in Brier score
over the uncalibrated model, along with an expected calibration error no greater than 0.03
before any threshold economics analysis is conducted (Brier, 1950; Platt, 1999;
Niculescu-Mizil & Caruana, 2005; Kull, Perell6-Nieto, Kéngsepp, Silva Filho, & Flach,

2017).

Modern evidence shows strong learners are often miscalibrated out-of-the-box,
which is why calibration is treated here as a criterion for promotion rather than an
afterthought (Guo, Pleiss, Sun, & Weinberger, 2017). The historical thread from score
transformation to well-behaved probabilities is acknowledged to tie contemporary
practice to its foundations (Zadrozny & Elkan, 2002). Because causal admissibility is
central in C,, features that would introduce post-treatment or collider bias are excluded

according to the domain DAG. Although this study does not estimate treatment
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assignment directly, the broader causal toolkit—propensity-score logic and covariate
balancing—motivates the admissibility discipline we follow. Where explanation artifacts
support review, SHAP summaries are used for transparency but are treated as explanatory
rather than causal, consistent with the identification stance of this Praxis (Rosenbaum &

Rubin, 1983; Imai & Ratkovic, 2014; Lundberg & Lee, 2017; Pearl & Mackenzie, 2018).

Calibration and admissibility function together as a promotion gate rather than
cosmetic model cleanup. A candidate model is eligible to advance only if it can produce
well-calibrated probabilities with a Brier-score improvement over the uncalibrated output
and an expected calibration error no greater than 0.03 across 20 equal-frequency bins,
and only if those probabilities are based on features that would actually exist at decision
time (Brier, 1950; Niculescu-Mizil & Caruana, 2005; Guo, Pleiss, Sun, & Weinberger,
2017). This rule explicitly ties statistical performance to governance: a model cannot be
promoted on raw PR-AUC alone if its scores are not trustworthy as probabilities or if it
depends on information that would collapse under even a mild distributional shift. That
standard anticipates the deployment reality described in Chapter 4, where thresholds,

recall at t*, and cost savings all assume calibrated, causally admissible inputs.

To verify that admissibility was not just asserted but enforced, we audited the
feature set before and after applying the causal filters. In particular, we confirmed that
variables retained in Ci did not carry post-authorization information, did not act as
obvious colliders, and did not open back-door paths between intervention-style variables
and the fraud outcome (Pearl, 2009; Peters, Janzing, & Scholkopf, 2017). We also
inspected balance on core transactional drivers such as amount, step, and account

balances, and confirmed that model performance collapsed under deliberate label-shuffle
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and time-scramble controls. This behavior indicates that C. is learning pre-event structure
rather than exploiting temporal leakage, downstream effects, or future knowledge (Gama,

Zliobaité, Bifet, Pechenizkiy, & Bouchachia, 2014; Lu et al., 2019).

The next section evaluates these models at the deployment threshold, using
calibrated probabilities, recall at t*, and cost-driven operating points that match how an

actual fraud team would review, intervene, or block.

3.2.1 Correlational Baseline (Co) Architecture and Rationale

The Co model serves as the prevailing detection baseline, reflecting industry
practice in which fraud models are optimized for retrospective accuracy over a broad,
unrestricted feature space without causal admissibility constraints. XGBoost was selected
as the Co architecture because gradient-boosted trees are widely deployed by financial
institutions and payment processors for tabular, imbalanced data, and are well suited to
exploiting complex correlations and maximizing historical performance. Co was trained
on the full feature set, incorporating any available predictive signals, including those that
may encode post-treatment, downstream, or policy-dependent information, while using
the same training procedure, seeds, validation split, and model-selection process as C: to
ensure a fair comparison. As such, Co represents the status quo detection-first paradigm

that the causal, governed, prevention-focused C: pipeline is intended to improve upon.

3.3 Research Environment and Workflow Control

The pipeline runs in a controlled, versioned environment designed for exact
reruns. Library versions, seeds, data paths, and temporal windows are pinned to a run
manifest; each phase—ingest, preprocessing, training, calibration, evaluation—executes

only after passing readiness checks, and failures halt the workflow with diagnostics rather
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than silently degrading results. All artifacts—feature logs, split manifests, calibration
plots, and metric tables—are written with timestamps and checksums to a structured
store, creating a provenance chain from inputs to decisions. Checkpointing permits
recovery without re-executing validated steps, and all economic, calibration, and drift
parameters are serialized for inspection. In effect, the methodology functions as a small
laboratory for causal inference in cyber-fraud: deterministic, auditable, and aligned with
the operational reality that models must hold up as data shift (Gama et al., 2014; Lu et al.,
2019; National Institute of Standards and Technology, 2020). These engineering choices
also reflect design-science guidance: artifacts are evaluated not only by technical
accuracy but also by their contribution to organizational objectives, transparency, and
utility (Hevner, March, Park, & Ram, 2004). Where resampling is used for verification,
we reference both the original and the canonical treatments of the bootstrap to ground our

uncertainty procedures (Efron, 1979; Efron & Tibshirani, 1994).

This run-managed environment functions the same way a regulated lab notebook
would. Each execution produces machine-readable artifacts: split manifests tied to Table
3-1; feature admissibility and schema audits tied to Table 3-2; model definitions, tuning
ranges, and temporal windows tied to Table 3-3; and calibration diagnostics that
ultimately populate Figure 3-2 and Table 3-4. Every artifact is timestamped, hashed, and
linked back to the governing run manifest. That means any downstream claim in Chapter
4—about recall at *, about expected cost at t*, about drift behavior—can be traced to
concrete evidence generated under controlled conditions rather than reconstructed from

memory (Gama, Zliobaité, Bifet, Pechenizkiy, & Bouchachia, 2014; Lu et al., 2019;
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Hevner, March, Park, & Ram, 2004; National Institute of Standards and Technology,

2020).

3.4 Evaluation at the Deployment Threshold

Evaluation begins where models meet decisions. Each model’s calibrated
probabilities are converted to risk and compared against outcomes in the forward holdout,
mirroring deployment. Precision—recall analysis provides the main lens because it
emphasizes minority-class behavior and is more informative than ROC under severe
imbalance; we reinforce this choice with established critiques and tutorials on threshold-
aware evaluation (Saito & Rehmsmeier, 2015; Davis & Goadrich, 2006; Fawcett, 2006;
Hand, 2009). Reliability diagrams and Brier scores confirm whether predicted
probabilities remain aligned with empirical frequencies (Brier, 1950; Niculescu-Mizil &
Caruana, 2005). All headline metrics—PR-AUC, recall at t*, Brier, and expected cost—
are accompanied by 95% confidence intervals from 1,000 bootstrap replicates; where the
forward window exhibits serial dependence, intervals use the stationary bootstrap with a
mean block length selected from the first zero-crossing of the autocorrelation function,
preserving temporal structure in the resamples (Efron & Tibshirani, 1994; Politis &
Romano, 1994). For consistency with later chapters, recall that ™ is defined as the
proportion of actual fraud cases that are successfully identified by the model when
operating at the cost-optimal threshold t*. Formally, Recall t* =TP(t*) / [TP(t*) +
FN(t*)], where TP(t*) are true positives (fraud cases correctly flagged at or above t*)
and FN(t*) are false negatives (fraud cases missed because they fall below 1*). This
value is equivalent to the conventional true positive rate, or sensitivity, but explicitly tied

to the economically optimal decision point t* (Fawcett, 2006; Hand, 2009).
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Figure 3-2 — Reliability (Calibration) Curves for Co and C: (Validatiol
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Figure 3-2 — Reliability (Calibration) Curves for Co and C:

Figure 3-2 plots the predicted fraud probability against the observed fraud rate in
20 equal-frequency bins for both Co and C., before and after calibration. The closer the
curve sits to the diagonal “perfectly calibrated” line, the more trustworthy the model’s
probabilities are as estimates of real fraud risk (Brier, 1950; Niculescu-Mizil & Caruana,
2005). This figure operationalizes two of the promotion gates defined in this chapter.
First, it shows whether isotonic regression (or Platt scaling where data are limited)
successfully converts raw model scores into calibrated probabilities that match empirical
outcomes. Second, it visually confirms that C:’s calibrated outputs are not only rank-
accurate but probability-reliable, which is critical because downstream threshold
economics in §3.5 and cost-savings claims in Chapter 4 assume that a predicted 0.90
really behaves like “about a 90% fraud likelihood.” In that sense, Figure 3-2 is not just
diagnostic; it is an eligibility test for deployment. If a model cannot clear this reliability
standard, it is not allowed to advance to economic evaluation or policy discussion (Guo,

Pleiss, Sun, & Weinberger, 2017; Fawcett, 2006; Hand, 2009).
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Table 3-4 —Acceptance Gates (Calibration/Ranking Criteria)

Criterion Requirement
Calibration method Isotonic by default; Platt if limited samples
Reliability bins 20 equal-frequency bins
Brier score Must improve vs uncalibrated (promotion gate)
ECE ECE <= 0.030 on validation
Ranking metric PR-AUC reported; thresholding based on cost

Table 3-4 defines the promotion criteria a model must satisfy before it is
considered for operational thresholding and cost analysis. These criteria are intentionally
strict. First, the model’s post-training scores must be calibratable into well-behaved
probabilities using an approved method (isotonic by default, Platt scaling if calibration
data are sparse), and that calibration must measurably improve the Brier score over the
uncalibrated output (Brier, 1950; Platt, 1999; Niculescu-Mizil & Caruana, 2005). Second,
Expected Calibration Error (ECE) must fall at or below 0.030 when evaluated in 20
equal-frequency bins, meaning predicted fraud likelihood and observed fraud rate remain
closely aligned across the full score range (Guo, Pleiss, Sun, & Weinberger, 2017). Third,
the model must demonstrate ranking quality on an imbalanced class through precision—
recall area under the curve (PR-AUC) rather than ROC-AUC alone, reflecting established
guidance that PR-based evaluation is more informative under severe skew (Davis &
Goadrich, 2006; Saito & Rehmsmeier, 2015; Hand, 2009). Finally, these conditions must
hold not only on historical splits but also on the forward holdout, which mimics
deployment. A candidate model is promotion-eligible only if (i) its calibrated Brier score
and reliability curves pass the gates in Table 3-4 on the forward holdout, and (ii) its
calibration mapping is stable under bootstrap resampling with temporal dependence
preserved (Efron & Tibshirani, 1994; Politis & Romano, 1994). Models that fail either

requirement are either recalibrated once or rejected; no model proceeds to economic
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evaluation in §3.5 or to recall-at-t* and savings curves in Chapter 4 unless it clears this

table.

In this study, Expected Calibration Error (ECE) is computed as the weighted
average absolute difference between predicted fraud probability and the observed fraud
rate, evaluated across 20 equal-frequency probability bins, and serves as a gate on
whether the model’s probabilities can be trusted for downstream cost decisions

(Niculescu-Mizil & Caruana, 2005; Guo et al., 2017).

3.5 Operating-Point Economics

Fraud detection is an economic decision process. The cost function takes into
account the cost of missed fraud, the cost of the investigation, and the stress caused by
false alerts. The threshold 7 is set to keep the total expected cost as low as possible while
still meeting staffing and SLA requirements (Elkan, 2001; Drummond & Holte, 2006;
Dal Pozzolo et al., 2014; Dal Pozzolo et al., 2015; Hand & Blunt, 2001). In the baseline
instantiation, missed-fraud loss reflects the operator’s net loss per event inclusive of
recovery expectations; review cost averages $2—$5 per investigated case; and a customer-
friction penalty of $0.10-$0.50 applies to legitimate transactions incorrectly held or
stepped-up. Capacity and SLA constraints are made explicit by limiting the daily review
queue to the staffing envelope and by enforcing a maximum review delay set by policy.
The result is a reproducible definition of t* that aligns with operational practice, while
interpretation of differences between Co and C: remains grounded in intervention
language rather than scores alone (Siddiqi, 2005; Pearl & Mackenzie, 2018; Hernan &

Robins, 2020).
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Operationally, threshold selection is framed as a constrained cost minimization
problem. Let C(t) denote the total expected cost of operating the model at threshold t.

We define

7" — argmin C(7)
T=Feasible

Feasible is the set of thresholds that satisfy staffing
capacity and SLA limits. We model C(t) as the additive sum of missed-fraud loss,

investigation cost, friction cost, and recovered-value credit:
(*1[7} - (-?F:\' . FN{T} t (-TFP . FP(T] t IlI:jfj'ii:lriwtj . FP{T} ("Tl‘t'l.'l:}'r't']_'l.' . TF(T:I

This additive form reflects standard fraud-operations practice in which each missed fraud
(false negative) and each unnecessary review or hold (false positive) carries a
quantifiable marginal cost, and any successful recovery offsets that cost (Elkan, 2001;
Drummond & Holte, 2006; Fawcett, 2006). Nonlinear overload effects, such as analyst
saturation or breach of customer-friction tolerances, are not embedded directly into C(t)
but instead appear in the Feasible set via explicit queue depth and SLA constraints. We
then stress-test T* by scanning nearby 1 values, reporting robustness bands of thresholds
whose expected cost remains within a narrow range of C(t*), rather than relying on a

single brittle cutoff.
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Figure 3-3 — Cost-versus-Threshold Curve (Operating-Point Economics)
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Figure 3-3 — Cost-versus-Threshold Curve (Operating-Point Economics)

Figure 3-3 shows the total expected cost of operating the model as the decision
threshold (1) is swept across its range, with the cost-optimal point (t*) marked explicitly.
The y-axis is expressed in normalized economic terms that combine missed-fraud loss,
analyst review cost, and customer-friction penalties, consistent with the cost function
C(1) defined earlier in this section (Elkan, 2001; Drummond & Holte, 2006). The shape
of the curve matters operationally. First, it demonstrates that the model is not being tuned
to maximize an abstract score; it is being tuned to minimize an explicit, auditable cost
function under staffing and SLA constraints. Second, it makes visible the “flat basin” of
near-optimal thresholds around t*, showing that there is not a single brittle cutoff but
rather a band of feasible thresholds whose expected cost is statistically indistinguishable
from the minimum once uncertainty is accounted for. That band becomes crucial in
Chapter 4, where recall at T and savings under t* are reported as deployed operating

points. By tying 1* to an economic minimum and a robustness band, Figure 3-3
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operationalizes model selection as a governance decision instead of a guess about where

to “set the score” (Fawcett, 2006; Hand, 2009).

Table 3-5 — Cost Model Parameters

Parameter Nominal Range for_sensitivity
False Positive cost (C_FP) 1]710.8x, 1.2x]
False Negative cost (C_FN) 10 | [0.8x, 1.2x]

Daily review queue
limit; max review delay | | /-20%

Included in C_FP when

Friction penalty applicable +/- 20%
Table 3-5 lists the operational cost parameters and constraints that define C(t),

Capacity/SLA constraint

along with the sensitivity ranges used to test robustness. False negative cost (C_FN)
encodes the expected net loss of a missed fraud event after accounting for typical
recovery; false positive cost (C_FP) reflects analyst review effort and downstream
customer friction for legitimate transactions that are incorrectly challenged; and explicit
capacity/SLA limits cap daily review volume and maximum review delay. Each
parameter is assigned both a nominal value and a +20% stress range so that T is not
accepted unless it remains economically attractive under plausible changes in fraud base
rate, staffing availability, or tolerance for false alarms (Drummond & Holte, 2006;
Fawcett, 2006). This table therefore functions as a declaration of assumptions. It makes
visible what “cost” means in this study, which prevents retrofitting the economics after
the fact in order to favor one model. It also establishes how business constraints shape the
Feasible set in the t* optimization: a threshold that is statistically cheap but that
overloads analysts, violates review SLAs, or creates unacceptable friction is treated as

infeasible and is not considered a valid operating point. In Chapter 4, when we report
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recall at t* and expected savings at t*, those values are derived using exactly the

parameters and ranges recorded in Table 3-5.

We define C(1) based on the impacts of FN, FP, and TP, conduct feasibility
checks for throughput and latency as well as any policy constraints, select t* through
constrained minimization, and perform stress tests to evaluate decision durability. C(t)
aggregates missed-fraud loss (FN), false-alarm/review cost (FP), intervention friction
(TP/FP), and recovery credit (TP). Parameter ranges and units are specified in Table 3-5.
Feasible t respects review throughput and latency bounds; optional business constraints
(e.g., FNR ceilings or subgroup limits) may exclude otherwise low-cost t. Feasibility is

logged with each cost estimate (Drummond & Holte, 2006).

We choose 1* that minimizes C(t) among feasible candidates as visualized in
Figure 3-3. When costs are statistically indistinguishable (overlapping bootstrap Cls), ties
favor (i) simpler model family, (i1) tighter uncertainty, and (ii1) better calibration (Elkan,

2001; Fawcett, 2006).

We vary unit-cost parameters one at a time within Table 3-5 ranges and report the
robustness band—r values whose expected cost lies within X% of C(t*); scenario
stresses (prevalence shifts, volume spikes, friction increases) are also evaluated

(Drummond & Holte, 2006). Decisions are documented with uncertainty (§3.7).

3.6 Temporal Stability and Drift Surveillance

Well-calibrated models still degrade when data shift, so temporal stability is
evaluated in sequential forward-time windows that approximate monthly or quarterly

production updates. Drift is tracked at both the feature level and the score level using the
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Population Stability Index (PSI) and the Kolmogorov—Smirnov (KS) statistic, where KS
is the maximum vertical distance between two empirical CDFs; here it is computed

between consecutive score distributions to detect shape changes in model outputs

(Massey, 1951; Hand, 2009).

Monitoring runs on a rolling schedule. PSI between 0.10 and 0.20 triggers closer
observation; PSI >0.20 raises an alert; PSI >0.30 triggers action. KS >0.10 flags
meaningful change; KS >0.20 is treated as a strong alert. Alerts prompt recalibration on a
recent sliding window. Actions require full retraining on updated windows and renewed

calibration before any new promotion (Gama et al., 2014; Lu et al., 2019).

Because correlation-based shortcuts often break under drift, the pipeline also
emphasizes structural stability. Features tied to underlying causal mechanisms are
expected to generalize more gracefully than purely correlational artifacts, consistent with
conditional-independence logic and critiques of naive DAG benchmarks (Zhang, Peters,
Janzing, & Scholkopf, 2011; Reisach, Seiler, & Weichwald, 2021). In high-stakes fraud
settings, structure-aware monitoring — including Bayesian-network-style reasoning — is
promising but operationally challenging and remains an area of active practice and

research (Zhou, Grimm, & Bohlin, 2018).

Table 3-6 — Drift and Stability Thresholds

psi_n | psi_ | psi_ | ks ks_c¢ | windo | win | step | score | scor | run_id

_bins | war | crit | war | rit | w mo | do | sp | col | e co

n n_p p de ws|an_| CO0 |1 C1
pan | frac
_fr
ac
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run_ 2025
p fh |p fh | 1014 060
10| 0.1| 0.25| 0.05| 0.01 | rolling | 0.1| 0.1 |CO “Cl | 706 UTC
Per-window summary
windo | start end n_row | psi m | psi_ ma | psi_pct | psi_pct
w_id s edian | x warn_o | _crit
r_highe
r
0| 13151880 | 13417806 | 10773 0 0 0 0
1| 13417806 | 13683732 | 8185 | 0.0008 | 16.118 | 0.0053 | 0.003
2| 13683732 | 13949658 | 8739 | 0.0012 | 16.118 | 0.0106| 0.003
3| 13949658 | 14215584 | 9056 | 0.0011 | 16.118 | 0.0106 | 0.003
4| 14215584 | 14481510 | 9330 0.0029 | 16.118 0.119 | 0.026
5| 14481510 | 14747436 | 9149| 0.002 | 16.118 | 0.0106 | 0.003
6 | 14747436 | 15013362 | 9032 0.0033 | 16.118 | 0.1429 | 0.093
71 15013362 | 15279288 | 8746 0.0013 | 16.118 | 0.0159 | 0.003
8| 15279288 | 15545214 | 7155| 0.0018 | 16.118 | 0.0106 | 0.003
9| 15545214 | 15811131 | 8416 | 0.0008 | 16.118 | 0.0079 | 0.003
window_id | ks D CO0 | ks p CO ks D C1 ks p_C1 alert_level
0 0 1 0 1 | none
1 0.01411| 0.310156 | 0.02379956 | 0.0101329 | critical
2 0.01381 | 0.313047 | 0.02990416 0.00035 | critical
3 0.05484 | 2.65E-13 0.0747349 2.41E-24 | critical
4 0.06812 | 1.28E-20 | 0.07769904 1.06E-26 | critical
5 0.0468 | 7.44E-10| 0.05642198 3.95E-14 | critical
6 0.12465 | 5.43E-67 | 0.12863639 2.46E-71 | critical
7 0.03516 | 1.27E-05| 0.04477234 7.59E-09 | critical
8 0.0412 | 8.87E-07| 0.05213488 1.35E-10 | critical
9 0.0362 | 8.14E-06 | 0.04534181 7.03E-09 | critical

Note: Per-window summary table split in two

Actions
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window

_id

start

end

alert 1
evel

action

note

run_id

0

13151880

13417806

none

monitor

no alert

run_20251014
060706 UTC

1

13417806

13683732

critical

rollback

critical
alert;
immediate
rollback to
last known-
good

run_20251014
060706 UTC

13683732

13949658

critical

rollback

critical
alert;
immediate
rollback to
last known-
good

run_20251014
060706 UTC

13949658

14215584

critical

rollback

critical
alert;
immediate
rollback to
last known-
good

run_20251014
060706 UTC

14215584

14481510

critical

rollback

critical
alert;
immediate
rollback to
last known-
good

run_20251014
060706 UTC

14481510

14747436

critical

rollback

critical
alert;
immediate
rollback to
last known-
good

run_20251014
060706 UTC

14747436

15013362

critical

rollback

critical
alert;
immediate
rollback to
last known-
good

run_20251014
060706 UTC

15013362

15279288

critical

rollback

critical
alert;
immediate
rollback to
last known-
good

run_20251014
060706 UTC
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8 | 15279288 | 15545214 | critical | rollback | critical run_ 20251014
alert; _060706_UTC
immediate
rollback to
last known-
good

9| 15545214 | 15811131 | critical | rollback | critical run_ 20251014
alert; _060706_UTC
immediate
rollback to
last known-
good

Table 3-6 defines the drift-surveillance policy that controls both model promotion
and continued deployment. For each rolling time window, it reports the Population
Stability Index (PSI) to quantify feature distribution shift and the Kolmogorov—Smirnov
statistic (KS) to measure score-distribution shift between adjacent windows (Massey,
1951; Siddiqi, 2005; Hand, 2009). The table logs, per window, median PSI, maximum
PSI, the share of records in warning or critical drift bands, KS values for both Co and Ci,

29 ¢¢

the resulting alert level (“none,” “critical”), and the required governance action —

including automatic rollback to the last known-good model if drift exceeds policy limits.

The extreme PSI spikes in the per-window summary (for example, recurring
maxima near 16.118) are not typical production behavior. They are injected catastrophic-
drift stress tests: abrupt distributional shocks are added on purpose to verify that PSI and
KS breach their critical bands, the alert level escalates to “critical,” and the system
triggers immediate rollback without waiting for human judgment. This observation is
intentional. It shows that drift monitoring here is not passive reporting but an enforceable
control. When data shift in a way that invalidates calibration, the pipeline is designed to

stop using the stale model and revert automatically (Gama, Zliobaité, Bifet, Pechenizkiy,
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& Bouchachia, 2014; Lu et al., 2019; National Institute of Standards and Technology,

2020).

In that sense, the drift thresholds and escalation bands in Table 3-6 serve the same
role as the promotion gates in Table 3-4 and the feasibility constraints in Table 3-5: they
predeclare when a model may operate and when it must be halted. Chapter 4 then

evaluates how this governed pipeline behaves with a strict forward holdout.

3.7 Uncertainty and Robustness Analysis

All of the data that were given come with 95% confidence intervals based on
1,000 nonparametric bootstrap replicates. When temporal dependency is present, the
analysis changes to stationary bootstrap to preserve transaction stream serial correlation.
Robustness is assessed two ways. The threshold-band profile looks at the cost curve in a
small area around t* to make sure that the suggested operating point is in a stable basin
and not on a brittle optimum. Second, we assess if T* is still valid when we change major
cost factors by +10-20% (missed-fraud loss, investigation cost, friction penalties, and
capacity/SLA restrictions). This is done by changing the assumptions in a way that makes

sense (Elkan, 2001; Drummond & Holte, 2006).

Distribution-free conformal prediction offers choice confidence coupled with
calibrated probabilities (Vovk, Gammerman, & Shafer, 2005; Angelopoulos & Bates,

2021). Table 3-7 preregisters all procedures for auditing.

Table 3-7 — Bootstrap and Robustness Specifications

Setting Value
Replicates (n) 1000
Confidence level 95%
Temporal dependence Stationary bootstrap
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Mean block length ACF0

Threshold-band profile +0.02 tau

Cost-parameter sensitivity +10-20%

Table 3-7 describes statistical uncertainty and operating-point robustness
reporting. Initially, PR-AUC, recall at t*, predicted cost at 7, and calibration quality are
presented with 95% confidence intervals using 1,000 nonparametric bootstrap runs. As
the forward holdout shows temporal dependence, resampling shifts from IID to the
stationary bootstrap, with mean block length chosen from the first autocorrelation

function zero-crossing, preserving serial structure in the transaction stream.

Second, Table 3-7 outlines the "threshold-band profile" around t*, a
neighborhood (e.g., £0.02 in 1) where different thresholds provide equivalent predicted
costs This band is utilized to ascertain if t* resides in a stable basin instead of on a brittle

spike.

Third, it encodes £10-20% cost-sensitivity tests on C_FN, C_FP, friction
penalties, and capacity/SLA limitations to determine whether 1 remains defensible when

loss assumptions or workload pressure shifts (Elkan, 2001; Drummond & Holte, 2006).

In summary, Table 3-7 governs uncertainty and robustness by determining
interval computation, stability assessment, and when Chapter 4 can give an operating
recommendation as deployment-ready rather than just numerically attractive in a single

slice.

3.8 Experimental Controls and Responsible-Al Safeguards

Responsible operation requires technical, ethical, and governance controls. First,

causal admissibility excludes post-treatment and non-causal features so that inputs reflect
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decision-time information and assumptions remain explicit and testable. Second, sanity
tests — including label shuffles and negative controls — confirm that performance
collapses when the true signal is destroyed, helping rule out leakage or hidden temporal
cues. Third, human oversight reviews threshold recommendations for feasibility and
fairness, and these decisions are logged for traceability. Ongoing fairness monitoring
tracks false positive rate (FPR), true positive rate (TPR), positive predictive value (PPV),
and calibration across permitted proxy cohorts; any deviation above five percentage
points from baseline parity, or sustained calibration error, triggers governance review
(Pearl, 2009; Textor, van der Zander, Gilthorpe, Liskiewicz, & Ellison, 2016; Barocas &

Selbst, 2016; National Institute of Standards and Technology, 2020).

These safeguards align with the promotion gates defined across this chapter.
Admissibility and feature governance (Table 3-2) prevent the model from quietly

learning about impermissible post-treatment signals.

Calibration and promotion gates (Figure 3-2; Table 3-4) block uncalibrated or
unstable models from advancing to threshold economics. Economic feasibility limits and
robustness bands (Figure 3-3; Table 3-5) prevent selecting an operating point that
breaches SLA capacity or creates intolerable friction. Drift surveillance and rollback
triggers (Table 3-6) prevent silent decay. The fairness and oversight controls in this
section close that loop by preventing systematic subgroup harm and requiring human
sign-off before deployment. In this Praxis, “responsible AI” is not a postscript; it is built
into the same promotion logic that governs the entire pipeline (Barocas & Selbst, 2016;

National Institute of Standards and Technology, 2020).
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3.9 Traceability, Audit, and Reporting

A manifest is created for each experimental run that cryptographically links
datasets, preprocessing procedures, random seeds, model parameters, and performance
outcomes. These manifests record dataset fingerprints and evaluation timestamps to
replay the workflow exactly. There are three types of bundles that hold all of the artifacts:
(1) data bundles with schema-validated splits and summaries, (ii) model bundles with
training logs and calibration reports, and (iii) decision bundles with cost curves,
robustness intervals, and drift tables (Efron & Tibshirani, 1994; Gama et al., 2014). This
framework facilitates compliance and fulfills the goal of causal inference by ensuring that
assumptions are both explicit and experimentally verifiable, hence allowing for

independent validation and academic scrutiny (Herndn & Robins, 2020; Pearl, 2009).

The manifest links each decision curve, t* operating point, drift alarm, and
fairness escalation to a certain run ID, data fingerprint, calibration mapping, and cost
parameter set. Chapter 4 use this connection for presenting performance within a
specified forward window in conjunction with its PSI/KS status and economic profile.
The goal is to make each suggested operational policy, such as "use t*," "rollback if PSI
exceeds threshold," or "escalate if subgroup TPR deviates by five percentage points,"

defensible, auditable, and, if necessary, reversible with a written explanation.

3.10 Summary and Transition to Chapter 4

This chapter described how the Praxis operationalizes the causal-prevention
framework as a governed, reproducible methodology. Each stage — data integrity, causal
feature admissibility, calibration, cost modeling, operating-point selection, and drift

surveillance — was specified as a promotable gate rather than an informal best effort.

61



Chapters 1 and 2 established why correlation-driven detection is fragile under drift and
asymmetric cost; Chapter 3 translated that critique into an executable pipeline intended
for real-world deployment and independent validation. Chapter 4 moves from design to
evidence. It evaluates whether the causally admissible, calibrated, economically
optimized, drift-governed model (C:) delivers materially lower expected cost, more
reliable probabilities, and more stable forward-time behavior than a purely correlational
baseline (Co). Results are judged under the same promotion gates, feasibility constraints,
rollback triggers, and fairness reviews defined here, so that ‘better performance’ means
‘governable for prevention,’ not just ‘higher score’ (Fawcett, 2006; Hernan & Robins,

2020; National Institute of Standards and Technology, 2020).
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Chapter 4—Results

This chapter shows how the governed prevention pipeline performs when asked to
predict tomorrow instead of explain yesterday. The goal is to demonstrate that a causally
admissible, probability-calibrated, cost-aware, and drift-monitored fraud model can work
under strictly forward-time evaluation and can be governed in production, not just argued
in theory (Pearl & Mackenzie, 2018; Hernan & Robins, 2020; Elkan, 2001; Gama,
Zliobaite, Bifet, Pechenizkiy, & Bouchachia, 2014; Lu, Liu, Dong, Gu, Gama, & Zhang,
2019). The results progress from data integrity and admissibility to calibrated reliability,
from discrimination to decision economics, from single-slice performance to temporal
stability, and finally from analytics to monitoring and rollback governance (Fawcett,
2006; Siddiqi, 2005; Drummond & Holte, 2006). The pipeline is governed by seven
guardrails (Gi—Gy~) that enforce data integrity, schema control, calibration quality,

resampling discipline, drift diagnostics, threshold robustness, and causal admissibility.

The structure mirrors the research commitments in Chapters 1 and 3. Sections 4.1
and 4.2 establish causal soundness and reliability by validating data integrity, admissible
features, and calibration quality. Sections 4.3—4.5 present predictive strength and business
value using precision—recall, Brier score, cost curves, and ACost at the cost-optimal
threshold t*, all with bootstrap uncertainty. Sections 4.6—4.7 test temporal
transportability and drift via forward-only rolling windows, Population Stability Index
(PSI), Kolmogorov—Smirnov (KS) statistics, and governance triggers. Section 4.8

synthesizes these findings back to the thesis: durable prevention depends on causal
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admissibility, calibrated probabilities, and explicit decision economics under monitored

drift (Pearl, 2009; Pearl & Mackenzie, 2018; Hernan & Robins, 2020).

4.1 Data Integrity, Splits, and Evaluation Protocol

The study uses the Synthetic Financial Datasets for Fraud Detection (PaySim),
which simulate realistic mobile-money behavior while remaining reproducible and
auditable (Lopez-Rojas & Axelsson, 2016; Lopez-Rojas, E. A. (n.d.).[Dataset]). Each
transaction is time-ordered by step, enabling a strictly forward-only evaluation: early data
train the model, a later slice is used for calibration, a still-later slice is used for test, and
the final slice is held out as a proxy for “day one in production.” This enforces the rule
that tomorrow’s fraud must be predicted using only yesterday’s information, preventing
hindsight leakage and matching real deployment conditions (Gama et al., 2014; Lu et al.,

2019; Hernan & Robins, 2020).

Before modeling, Data Guards run integrity and governance checks. They verify
that all required fields are present, numeric ranges and types are valid, categories stay
within approved sets, and no split contains missing, infinite, or duplicate records. They
also confirm that steps are strictly monotonic (time never moves backward) and
fingerprint each split with a cryptographic hash, so training, calibration, testing, and

forward-holdout partitions can be exactly reproduced.

These controls implement the Chapter 3 posture: calibration, cost modeling, and

drift monitoring are only defensible if the inputs are temporally coherent, ethically
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handled, and causally admissible (Dittrich & Kenneally, 2012; Pearl, 2009; National

Institute of Standards and Technology, 2020).

Table 4-1 — Dataset and Splits Overview

Split Rows | Fraud | Time | Tim Fingerprint
_Prev | _Star | e E
alence t nd
Train 4771965 4bd61d8cS5aedbaa2574d2d41401c95
fbdc8717ba993f24d8cdd9f06d6b10
7a37

Calibration 795327 d20bbftf0b2e¢329088edd08dc8651aca
397edf6d9f3eb9f8a2d6f719adalf7c6
e

Test 795328 dce65886¢1404dcbeScds558fe273dfb
dc74ccb5325e2600252b1c83aef49e
38

Table 4-1 records the time-ordered data splits. Training covers ~4.45 million
labeled transactions with only a few thousand confirmed fraud cases (roughly one in a
thousand). The calibration and test windows each include ~800k transactions and show
slightly higher fraud prevalence later in time. Every split is chronologically later than the
last, no row appears twice, and each split is fingerprinted with a hash so its exact contents
can be re-verified. These properties are what make later claims about calibration, recall at
t*, and ACost defensible: all performance is measured on truly unseen future data, not

recycled history (Efron & Tibshirani, 1994; Gama et al., 2014; Lu et al., 2019).

Only decision-time variables are modeled — step, type, amount, oldbalanceOrg,
oldbalanceDest — meaning information available at the authorization moment. Post-
authorization outcomes, investigator feedback, and other downstream signals are
excluded as non-admissible because they represent post-treatment leakage that only exists

after the decision. Enforcing this causal admissibility improves transportability: the
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model learns pre-event structure instead of exploiting artifacts that would vanish or invert
if operations change, which supports stability under drift and adversarial adaptation
(Textor, van der Zander, Gilthorpe, Liskiewicz, & Ellison, 2016; Peters, Janzing, &
Scholkopf, 2017; Pearl, 2009; Pearl & Mackenzie, 2018). This same admissibility rule

defines C: in Chapter 3 and is later compared directly to the correlational baseline Co.

Because fraud is rare and high-cost, evaluation focuses on decision-relevant
metrics, not generic accuracy. Precision—recall behavior and recall at * are emphasized
over ROC-AUC because they reflect “how much real fraud is caught at an acceptable
alert volume” in an imbalanced setting (Davis & Goadrich, 2006; Saito & Rehmsmeier,
2015; Hand, 2009). Calibration quality — Brier score, reliability curves, and Expected
Calibration Error — is reported alongside discrimination to confirm that predicted risk
can be treated as a usable probability by investigators, auditors, and compliance (Brier,
1950; Niculescu-Mizil & Caruana, 2005; Kull, Perello-Nieto, Kéngsepp, Silva Filho, &
Flach, 2017; Guo, Pleiss, Sun, & Weinberger, 2017). Those calibrated probabilities then
feed operating-point economics in Section 4.4, where t* is chosen to minimize expected
total cost under staffing and service constraints, and ACost is estimated with bootstrap
uncertainty to show whether the recommended policy is economically superior (Elkan,

2001; Drummond & Holte, 2006; Efron & Tibshirani, 1994; Politis & Romano, 1994).
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FIT VAL TEST

N=3,563,067 I N=890,767 — N=1,908,786
Prevalence: 0.08% Prevalence: 0.08% Prevalence: 0.24%
1970-01-01 - 1970-01-01 1970-01-01 -+ 1970-01-01 1970-01-01 - 1970-01-01
Calibrate on VAL Lock model & T*
(e.g., Isotonic / Platt) Evaluate on TEST

Pick t* on VAL (min cost)

Figure 4-1 — Temporal Split and Evaluation Protocol Diagram

Figure 4-1 shows the full timeline: training on early data, calibration on a later
slice, testing on still later data, and final evaluation on a strictly forward holdout. The
critical point is that every assessment is forward in time. The model never sees, during
training or calibration, the transactions used for the test or the forward holdout. That
structure makes the figure an audit artifact: it demonstrates that reported PR-AUC, recall
at T, Brier score, ACost, and robustness around t* are deployment-grade, not products of
random resampling or leakage (Gama et al., 2014; Lu et al., 2019; Hernan & Robins,

2020; Elkan, 2001).

The forward holdout contains only transactions that occur after all training and
calibration are complete. When t* is chosen and its expected total cost is evaluated, that
cost reflects the real fraud mix, prevalence, and workload constraints at “go live,” not a
convenience sample. This guards against optimistic bias, supports the bootstrap
confidence intervals reported later, and allows cost comparisons between Co and Ci to be
interpreted as evidence of prevention impact rather than just retrospective detection

(Efron & Tibshirani, 1994; Politis & Romano, 1994; Drummond & Holte, 2006).
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4.2 Model Families, Calibration, and Guardrail Outcomes

Three model families—XGBoost, LightGBM, and a class-balanced Random
Forest—were trained utilizing the identical preprocessing pipeline, acceptability criteria,
and forward-only temporal approach defined in Chapter 3. All were confined to decision-
time attributes (steps, transaction types, amounts, originating, and destination balances),
with downstream or post-authorization signals deliberately omitted to prevent leakage
and post-treatment bias (Textor, van der Zander, Gilthorpe, Liskiewicz, & Ellison, 2016;
Peters, Janzing, & Scholkopf, 2017; Pearl, 2009). Hyperparameters for each model were
selected from defined, reproducible ranges with early stopping, and all seeds, window
limits, and search spaces were documented in a run manifest (Hastie, Tibshirani, &
Friedman, 2009; Efron & Tibshirani, 1994). This approach fulfills the design-science
criterion that candidates must be reproducible, verifiable, and comparable under uniform
settings (Hevner, March, Park, & Ram, 2004; National Institute of Standards and

Technology, 2020).

The raw scores of each model were subsequently transformed into calibrated
probabilities by an isotonic regression applied to the chronological calibration window.
Isotonic regression is a monotonic, non-parametric function that mitigates the prevalent
overconfidence in boosted learners while maintaining rank (Niculescu-Mizil & Caruana,
2005; Guo, Pleiss, Sun, & Weinberger, 2017; Kull, Perell6-Nieto, Kéngsepp, Silva Filho,
& Flach, 2017). Calibration functions serve as a critical gate for promotion, rather than a
mere cosmetic step: any model that fails to generate trustworthy probability is excluded

from downstream cost analysis, ACost evaluation, and potential deployment at t*. This
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aligns with the governance position in Chapter 3, which defines "promotion" as

"permitted to implement an economic operating policy in production."

Figure 4-2 in Appendix A illustrates the projected fraud likelihood in relation to
the observed fraud rate for equal-frequency bins. An accurately calibrated model aligns
closely with the 45-degree line, indicating that its predicted probability correspond with
actual fraud frequencies. In this case, the calibrated model closely follows that line across
the useable probability range and doesn't show the usual signs of overconfidence that are
common in overfit fraud scorers. In practical terms, when the model indicates that a
transaction has a 0.20 (20%) probability of being fraudulent, the actual fraud rate within

that category is approximately 20% as well.

That alignment is not just for show. Chapter 4's downstream economics, which
includes choosing t* and figuring out ACost, all presume that anticipated probabilities
are the same as real risk that can be priced. The cost engine takes these odds and
multiplies them by the predicted cost of fraud, the cost of reviewing, and the penalty for
friction to figure out the overall expected cost at a certain level. That price reasoning
wouldn't work if the model wasn't well-calibrated, and any claims regarding savings or
workload would be false. Figure 4-2 in Appendix A shows that calibrated probabilities
are governance artifacts because they let leaders defend an operating threshold to risk,
compliance, and operations with clear, numerical probabilities instead of unclear scores
(Brier, 1950; Niculescu-Mizil & Caruana, 2005; Elkan, 2001; Drummond & Holte,

2006).
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Table 4-2— Calibration Metrics (Validation, Test, Forward Holdout)

Split N Prevalence | PR-AUC Brier ECE(=count | Bins
bins) used

Validation | 795327 | 0.000460188 | 0.742765 | 0.000178236 6.53E-12 5
Test 1590655 | 0.002808906 | 0.874721 | 0.000897435 0.000869 5

Table 4-2 shows calibration and rare-event discrimination for the validation
window used to fit isotonic calibration, the downstream test split, and the strictly forward
holdout that models first-day deployment. PR-AUC demonstrates how well the model
ranks when there is a lot of class imbalance. A greater PR-AUC in later splits means that
the model still finds fraud quickly even when the prevalence varies. The Brier score tells
you how far off the expected chance is from what actually happened. A lower value

suggests that the quality of the probability is better.

The Expected Calibration Error (ECE) is the average absolute difference between
the predicted and actual fraud rates in equal-frequency bins. Smaller values mean better
alignment (Brier, 1950; Niculescu-Mizil & Caruana, 2005; Kull, Perello-Nieto,
Kéngsepp, Silva Filho, & Flach, 2017; Guo, Pleiss, Sun, & Weinberger, 2017). In all
three divisions, Brier scores approximate 1073, whereas ECE consistently maintains much
below the 0.03 threshold for promotion. This means that the model's projected

probabilities act like reliable risk estimations instead of random scores.

The forward-holdout row is the most important piece of evidence. Forward
holdout only counts transactions that happen after all training and calibration are done.
This follows the "tomorrow, not yesterday" rule that is employed throughout the Praxis.
During that future window, PR-AUC stays the same, while Brier and ECE only get a
little worse, even as the composition of fraud changes. The evidence substantiates two

principal assertions. First, enforcing causal admissibility and utilizing solely pre-
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authorization features (the C: design) generates probabilities that persist over time rather
than succumbing to drift (Pearl, 2009; Peters, Janzing, & Scholkopf, 2017; Gama,
Zliobaité, Bifet, Pechenizkiy, & Bouchachia, 2014; Lu, Liu, Dong, Gu, Gama, & Zhang,
2019). Second, the ACost analysis and T cost minimization in Section 4.4, which are
assessed with bootstrap uncertainty on that same forward holdout, can still be used with
those probabilities for downstream decision economics (Elkan, 2001; Drummond &

Holte, 2006; Efron & Tibshirani, 1994; Politis & Romano, 1994).

These outcomes are part of a bigger set of rules. Schema and integrity locks stop
structural drift from happening without anyone noticing. Any resampling or class
balancing can only happen in training folds, which stops temporal leakage. The
Population Stability Index and Kolmogorov—Smirnov distance are examples of rolling-
window drift diagnostics that reveal that score distributions are usually stable. In normal
periods, the typical adjacent-window KS is around 0.006, and there is only a clear
increase in stress when catastrophic drift is injected. Cost-versus-threshold curves show a
flat basin instead of a knife-edge optimum. This means that T is in a robustness band
where surrounding thresholds have similar projected total cost when staffing and service
limits are taken into account. Lastly, admissibility documentation shows that features are
only allowed to be decision-time, pre-outcome signals. This means that investigator
feedback or downstream effects are not allowed, which keeps causal validity, auditability,
and regulatory defensibility (Pearl, 2009; Drummond & Holte, 2006; National Institute of

Standards and Technology, 2020).
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Table 4-3 — Guardrail Status Summary (G1—G»)

Guard Name Status Details
Gl Data integrity & | OK rows=6,362,620; NaNs=0; dups=0;
setup prev=0.0013
G2 Schema & OK Features present; unseen categories handled
unseen-cat via OHE(ignore)
guard
G3 Calibration OK PR-AUC=0.7671; Brier=0.0003
validity
G4 Resampling OK G4 guard to verify SMOTE/weights only
leakage applied in CV training folds
G5 Drift & stability | OK ENV_WIN present (temporal diagnostics
computed)
G6 Threshold OK Cost spread (grid) ~ +3.7% (95th vs min)
robustness
G7 Admissibility OK Documented admissible feature list; violation-
proof checks (post-treatment, downstream, and
target-proxy) executed; DAG-aligned
justification recorded; Appendix X (G-
Admissibility Proof Bundle) provides the
compiled evidence.

Table 4-3 shows the rules that a model has to follow in order to be considered for

promotion. G: and G: guarantee the integrity and accuracy of the foundational data: there

are no absent or redundant records, the schema is secured, and unobserved category

levels are managed systematically. Gs needs proof of calibration quality, which goes back

to Figure 4-2 (in Appendix A) and Table 4-2: a model can't move forward until its
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calibrated probabilities pass the Brier score and PR-AUC tests in forward-time evaluation
(Brier, 1950; Niculescu-Mizil & Caruana, 2005; Gama et al., 2014). G shows that any
class rebalancing, including SMOTE, only happened within training folds and never
crossed temporal bounds. This kept forward-holdout validity (Chawla, Bowyer, Hall, &

Kegelmeyer, 2002; Efron & Tibshirani, 1994; Gama et al., 2014).

Gs—Gy~ evaluate deployment preparedness. Gs validates drift diagnostics (PSI, KS)
computation and logging, enabling recalibration, rollback, or retraining during stability
degradation (Massey, 1951; Lu et al., 2019; National Institute of Standards and
Technology, 2020). Ge records threshold robustness: the cost curve around t* forms a flat
basin, with only about a three to four percent cost increase across nearby thresholds, so
small changes in workload, prevalence, or friction tolerance will not erase the economic
gain (Elkan, 2001; Drummond & Holte, 2006; Siddiqi, 2005). To close the final gap in
the guardrail suite, the G» Admissibility Proof bundle is now fully implemented. It
documents C:’s causal discipline through a DAG-aligned admissible-feature list, the
rationale for excluding downstream or post-treatment variables, and a machine-readable
manifest with feature hashes and version metadata. The bundle confirms that every
predictor in Ci is available at decision time and consistent with the structural assumptions
in Chapter 3. With G in place, all guardrails (Gi—G-) are satisfied, and causal
admissibility is enforced as an auditable, reproducible governance control rather than a

conceptual claim. (Pearl & Mackenzie, 2018; Hevner, March, Park, & Ram, 2004).

The G7 admissibility-proof bundle formalizes the causal discipline applied to Ci.
It documents the admissible pre-authorization features, the DAG-aligned feature lineage,

the excluded features with causal reasons for removal, and a machine-readable manifest
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that hashes the feature list and adjacency matrix. This ensures that causal admissibility is

not only enforced in code but preserved as an auditable governance artifact.

4.3 Headline Performance and Comparative Results

Results are evaluated on two future-facing surfaces: a held-out test split and a
strictly forward holdout that simulates day-one deployment. Both occur after all training
and calibration, so performance reflects genuine “tomorrow” behavior rather than
recycled history (Gama, Zliobaite, Bifet, Pechenizkiy, & Bouchachia, 2014; Lu, Liu,
Dong, Gu, Gama, & Zhang, 2019). Under those conditions, precision-recall AUC ranges
from about 0.826 to 0.868 across model families on the test split and reaches about 0.909
on the forward holdout. Calibrated Brier scores stay on the order of 1073, indicating that
predicted probabilities can be interpreted as usable fraud risk estimates at the observed
base rates (Brier, 1950; Niculescu-Mizil & Caruana, 2005; Hand, 2009; Politis &

Romano, 1994).

Table 4-4— Calibrated Test-Set Results (XGBoost, LightGBM, RF)

Model Test PR- Test Test Test Test Test

AUC | F1@0.50 | F1@F1* | P@F1* | R@F1* | R@P>0.90

XGBoost 0.8685 0.6065 0.8043 0.9176 0.7160 0.6661
LightGBM 0.8550 0.7854 0.7850 0.8598 0.7221 0.5729
RF 0.8153 0.6055 0.7760 0.8792 0.6945 0.5982
(balanced)

Table 4-4 compares model families based on fraud rating quality and decision-
relevant behavior. XGBoost delivers the strongest overall retrieval efficiency, with PR-
AUC around 0.868 on the test split. LightGBM comes in second with a score of about

0.855. At its own balanced F1 point (F1*), it has a slightly higher recall, which means it
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can find a similar amount of true fraud while still keeping precision high. The class-
balanced Random Forest lags at about 0.815 PR-AUC, which is expected under extreme
class imbalance, where boosted trees generally dominate minority-class recovery (Hastie,

Tibshirani, & Friedman, 2009; He & Garcia, 2009; Hand, 2009).

Two columns speak directly to deployment rather than leaderboard performance.
“Test R@P>0.90" reports recall when precision is forced to be at least 0.90,
approximating high-friction environments where false positives are expensive and
customer challenges must be rare. “F1@F1%*,” along with the precision and recall at that
point, shows how each model behaves at its own internally optimal precision—recall
balance. That internal balance is not necessarily the production operating point t*, but it
is a screening test: models that cannot hold reasonable recall without sacrificing precision
at F1* are unlikely to generate favorable ACost once missed fraud, review cost, and
customer friction are priced in Section 4.4 (Elkan, 2001; Drummond & Holte, 2006;

Siddigi, 2005).

Figure 4-3 in Appendix A shows the precision—recall curve for the calibrated
model, with the chosen operating point t* marked. Each point on the curve represents a
different alert threshold and therefore a different balance between precision (“Of what we
flagged, how much was actually fraud?”’) and recall (““Of all fraud, how much did we
catch?”). In extreme class-imbalance settings like fraud, this curve is more operationally
meaningful than ROC because it directly encodes analyst workload and missed-fraud

exposure as alerting becomes more or less aggressive (Davis & Goadrich, 2006; Saito &
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Rehmsmeier, 2015; Hand, 2009). The steep early rise indicates that the model can surface

a small set of highly accurate alerts before recall begins to taper.

The t* marker is the threshold that the institution actually proposes to use. t* is
not the F1 max or “best accuracy.” Instead, T is defined as the feasible threshold that
minimizes total expected cost; this cost function C(t) accounts for missed fraud (false
negatives), investigation and friction costs (false positives), and service constraints such
as queue capacity and review SLAs (Elkan, 2001; Drummond & Holte, 2006). Placing t*
on the precision—recall curve ties model behavior to economics and previews the ACost
analysis in Section 4.4. Additionally, it provides governance with a visual representation

of the trade-off between workload and recall.

Figure 4-4 in Appendix A, reports forward-holdout performance for the
calibrated, admissible model at the preregistered t*. The forward holdout contains only
transactions that occur after training and calibration, so it simulates “day one in
production,” not a random split (Gama et al., 2014; Lu et al., 2019). PR-AUC is about
0.91 and the Brier score is on the order of 1073, which shows two things. First,
discrimination remains strong even as prevalence and case mix shift. Second, predicted
probabilities remain well calibrated, meaning they can be used directly in cost accounting
to price missed fraud, review workload, and friction at t*. In forward time, the outputs
are still interpreted as probabilities, not just rankings (Niculescu-Mizil & Caruana, 2005;
Kull, Perello-Nieto, Kangsepp, Silva Filho, & Flach, 2017; Guo, Pleiss, Sun, &

Weinberger, 2017).
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This matters for prevention. A model that looks solid in historical cross-validation
but collapses on future data is an accuracy story, not a control. Here, both rank quality
(PR-AUC) and probability quality (Brier) transfer forward, and t* — fixed on validation
and never retuned — does not break. That portability supports the thesis that prevention
must emphasize transportability, causal admissibility, and calibration, not just raw fit

(Pearl, 2009; Pearl & Mackenzie, 2018; Hernan & Robins, 2020).

Temporal slicing reinforces the point. Evaluating sequential future windows
without retraining shows average precision rising from roughly 0.53 in the earliest scored
window to about 0.74 in the latest, with mean Kolmogorov—Smirnov drift around 0.006.
KS here measures how much the shape of the score distribution changes between
windows; low KS implies the alert surface is not lurching unpredictably (Massey, 1951;
Hand, 2009). In other words, calibration learned earlier continues to function as fraud
mix evolves (Gama et al., 2014; Lu et al., 2019). This window-by-window stability is
precisely what Section 4.7 formalizes into governance triggers: PSI and KS thresholds
tied to monitor, recalibrate, roll back, or retrain. Smooth KS plus steady (and in fact
improving) precision—recall means staffing, friction exposure, and compliance review can
be planned instead of fire-fought (Siddiqi, 2005; National Institute of Standards and

Technology, 2020).

Subgroup behavior shows why this matters economically. High-value bands and
TRANSFER-type transactions reach average precision near 0.93 with tight +0.02
bootstrap intervals; most alerts in those strata are real fraud. Mid-value ranges sit near
0.67 with £0.04 intervals; low-value ranges near 0.50 with £0.05. Intervals come from

1,000 stationary-bootstrap replicates that preserve temporal dependence (Efron &
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Tibshirani, 1994; Politis & Romano, 1994). This approach lets operations prioritize: high-
value, high-precision strata get immediate escalation; lower-value, lower-precision strata
can be throttled or handled with lighter-touch controls. Strata with no confirmed fraud in
a given slice are not graded on precision; instead, they are monitored for false-positive
workload and fairness metrics such as false positive rate, recall, positive predictive value,
and calibration parity. That aligns with the governance posture in Chapter 3, where
subgroup drift or burden triggers escalation and possible threshold adjustment (Barocas

& Selbst, 2016; National Institute of Standards and Technology, 2020).

4.4 Threshold Economics and Decision Utility

Once probabilities are calibrated and shown to transfer forward in time,
prevention becomes an economic decision problem, not a classification problem. The
operating threshold, t, is not chosen to maximize F1 or accuracy. It is chosen to minimize
total expected cost under institution-specific loss weights and operational constraints, as
defined in Chapter 3 (Elkan, 2001; Drummond & Holte, 2006; Siddiqi, 2005). In this
Praxis, a missed fraud (false negative) is priced at fifty times the cost of an unnecessary
review (false positive), reflecting that letting fraud through carries far greater financial

and reputational harm than briefly inconveniencing a legitimate customer.

Formally, t* is the feasible threshold that minimizes C(t), where C(t) combines
missed-fraud loss, investigation cost, and customer-friction penalties, and “Feasible”
encodes staffing limits and service-level commitments that cap daily review volume and
delay. 1* is set once on the validation window, then held constant on test and forward

holdout with no retraining, to mirror actual promotion into production and avoid
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hindsight optimization (Elkan, 2001; Drummond & Holte, 2006; Gama, Zliobaite, Bifet,

Pechenizkiy, & Bouchachia, 2014; Lu, Liu, Dong, Gu, Gama, & Zhang, 2019).

Figure 4-5 in Appendix A shows the confusion-matrix view at the preregistered
operating threshold t*, with true positives (fraud correctly escalated), false positives
(legitimate transactions escalated), true negatives (legitimate transactions allowed), and
false negatives (fraud missed). Because t* is chosen using a documented 50:1 false-
negative—to—false-positive cost ratio, each cell is already priced: false negatives represent
direct fraud loss and reputational exposure; false positives represent analyst workload and
customer friction; true positives represent prevented loss and potential recovery value.
The matrix is therefore an economic ledger, not just an accuracy snapshot (Elkan, 2001;

Siddiqi, 2005; Drummond & Holte, 2006).

Two governance-relevant patterns emerge. First, false positives are intentionally
sparse relative to total volume, which protects queue capacity and limits friction. Second,
false negatives shrink dramatically versus a do-nothing baseline, which is the main
source of economic gain: fewer missed frauds at decision time. The institution's loss
model costs those effects, resulting in a total expected fraud-plus-friction cost reduction
of approximately eighty-six percent compared to the baseline. That reduction is not just a
pleasing lift in precision—recall terms; it is a defensible business claim. It is possible only
because probabilities are calibrated, t* is preregistered, and both are tied to explicit unit
costs. Without calibration and an audited operating point, this cost claim could not be
justified to governance, finance, or compliance (Brier, 1950; Niculescu-Mizil & Caruana,

2005; Pearl & Mackenzie, 2018; National Institute of Standards and Technology, 2020).
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Figure 4-6 in Appendix A shows how expected total cost changes when the
operating threshold t is moved roughly +20% around the preregistered t*. The x-axis is
the alternative t; the y-axis is ACost, or how much more or less expensive that T would be
compared to t*. The curve around t* is broad and flat. Moving t by about +0.015 still
preserves at least ninety-five percent of the minimum achievable savings. In practice, that
means the policy is not brittle. Staffing swings, prevalence shifts, or customer-friction
directives can nudge alert aggressiveness without immediately erasing economic value

(Elkan, 2001; Drummond & Holte, 2006; Siddiqi, 2005).

That flat basin has governance value. A fragile cutoff would force the team to
justify one razor-thin 1 to auditors (“if we move at all, cost explodes”). Here, leadership
can define an acceptable band of near-optimal thresholds and choose within it based on
workload capacity, friction tolerance, or fairness constraints. This matches how
prevention programs actually negotiate with compliance and operations and reflects the

Chapter 2 requirement that t* live in a stability band, not on a spike.

The shaded ribbons in Figure 4-6 in Appendix A come from a 1,000-replicate
stationary bootstrap, which preserves temporal dependence in the forward window (Efron
& Tibshirani, 1994; Politis & Romano, 1994). The plateau stays flat not only on average
but also across the 95% interval. That means robustness is not luck from one slice; it
generalizes across plausible future timelines, supporting the Chapters 1 and 3 claim that
calibrated, admissible, forward-validated models yield economically stable operating

points, not just positive test metrics.
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Table 4-5 — Exploratory Cost Minima Under Alternative FN:FP Ratios (10:1, 20:1,

50:1)

FN:FP T* (min-cost) FP@ 1 * FN@ T * Cost@ T * Alerts/10k@t *
10:01 0.015038564 4971 268 7651 57.65549412
20:01 0.010026043 5867 193 9727 63.75989765
50:01 0.002507261 8779 75 12529 82.8086543

Figure 4-7 in Appendix A is a decision curve, which plots net benefit versus
threshold choice. Net benefit here can be read as “benefit of using the model relative to
doing nothing,” adjusted for the implied cost of false positives and false negatives at each
candidate threshold (Fawcett, 2006; Hand, 2009). Two trivial baselines are shown
conceptually for orientation: intervene on every transaction (which floods operations and
customers but misses almost no fraud) and intervene on none (which is cheap to run but
absorbs full fraud loss). The calibrated model’s curve sits above both trivial strategies
across a wide swath of operating thresholds, which means the model’s probabilities
enable policies that are strictly preferable to “block everything” and “block nothing” for
realistic cost trade-offs. In other words, the model delivers positive net benefit, not just

higher classification scores.

Table 4-5 extends this logic to cost-sensitivity analysis. The table reports which 1
would minimize expected cost for the illustrative alternative FN:FP ratios (10:1, 20:1,
50:1), along with the corresponding implied false positives, false negatives, and alert
volume per 10,000 transactions at that 1. As the cost ratio on missed fraud becomes more
aggressive — moving from 10:1 to 50:1 — the economically optimal t shifts downward,
which increases alert volume and reduces false negatives. The preregistered production
policy in this Praxis is tied to the 50:1 cost setting to reflect organizational fraud
tolerance and reputational risk, and t* is held fixed from validation rather than retrofitted
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on test or forward holdout to preserve preregistration discipline. The point of Table 4-5 is
not to suggest opportunistic retuning after the fact. It is to make explicit for executives
and governance stakeholders how cost assumptions move t*, how those moves alter
workload (alerts per 10,000), and what the economic and customer-friction consequences
would be if policy appetite changes (Drummond & Holte, 2006; Siddiqi, 2005; National

Institute of Standards and Technology, 2020).

Taken together, Figure 4-7 (in Appendix A) and Table 4-5 supply the policy-
facing translation of model performance. They show that the calibrated, admissible model
produces economically dominant regions of operation — regions where net benefit is
positive and robust — and that t* lives inside one of those regions. They also show that
leadership can reason about alternative risk appetites using cost ratios without guessing.
This satisfies the design-science requirement that an analytic artifact be not only accurate
but also decision-ready, auditable, and governable (Hevner, March, Park, & Ram, 2004;

Pearl & Mackenzie, 2018; National Institute of Standards and Technology, 2020).

4.5 Business Utility, Sensitivity, and Uncertainty

This section translates technical performance into operational and economic
terms. Up to this point, calibrated probabilities have been shown to hold in forward time
(§4.2); t* has been chosen to minimize expected cost under preregistered cost ratios and
operational feasibility (§4.4); and robustness analysis has shown that t* sits in a flat cost
basin rather than a brittle spike (§4.4). The remaining question is business utility: given
¥, how much money is saved, how much analyst workload is generated, and how

sensitive are those outcomes to changes in cost assumptions and base rates? Those are the
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questions decision-makers, compliance, and finance care about (Elkan, 2001; Drummond

& Holte, 2006; Siddiqi, 2005; National Institute of Standards and Technology, 2020).

Table 4-6 — Business Savings and Alert Workload at Validation-Fixed

Split tau_star Cost FP FN TP TN Alerts
Val (for t *) | 0.07000086 | 1069 229 84 282 794732 511
Test@t* | 0.07000086 | 11354 544 | 1081 3387 1585643 3931

Split Alerts/10k Prevalence | Baseline Cost(DoNo | Savings vs
thing) DoNothing

Val (fort *) | 6.425030208 0.000460188 3660 2591

Test @t * 24.71308989 0.002808906 44680 33326

Note: Table split in two

Table 4-6 ties model performance to operational economics at the preregistered
t*. For each split, Baseline Cost(DoNothing) is the expected fraud-plus-friction cost if
nothing is blocked and no reviews occur. Cost is the modeled total expected cost when t*
is applied: calibrated probabilities flag high-risk transactions for investigation or friction.
Savings vs DoNothing is their difference, representing actual economic value. Because
T* is fixed on the validation window and then carried forward unchanged into the test,
these gains are prospective, not retrofitted to the test data (Elkan, 2001; Drummond &
Holte, 2006; Gama, Zliobaité, Bifet, Pechenizkiy, & Bouchachia, 2014; Lu, Liu, Dong,

Gu, Gama, & Zhang, 2019).

Numerically, baseline cost in the test period is roughly $44K—$45K per 10,000

transactions. Under t*, modeled cost falls to about $11K—-$12K per 10,000. That is a
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reduction on the order of seventy-four to ninety percent, depending on prevalence and
staffing. This is the core prevention claim from Chapters 1 and 2: calibrated, causally
admissible probabilities can drive an auditable policy that materially cuts expected fraud
loss and friction cost, not just improve an abstract score (Pearl & Mackenzie, 2018;
Hernan & Robins, 2020; Niculescu-Mizil & Caruana, 2005; Kull, Perell6-Nieto,

Kingsepp, Silva Filho, & Flach, 2017).

The second half of Table 4-6 addresses workload. At t*, Alerts/10k ranges from
about 6 to 25 per 10,000 transactions, which fits the analyst-capacity envelope assumed
when t* was chosen (§3.5; §4.4). This satisfies the feasibility requirement that t* must
live in the set of thresholds that meet staffing, SLA, and customer-experience tolerances
— the “Feasible” set in the formal definition (Elkan, 2001; Drummond & Holte, 2006;
Siddiqi, 2005). A policy that saves money but overwhelms review teams is not
deployable; Table 4-6 shows that t* walks the middle line and avoids that failure mode: it
preserves most of the modeled cost reduction while staying inside an agreed review
volume, which is consistent with the feasibility constraint in the formal definition

75 — arg min C(7).
T=Feasible

Here, “Feasible” encodes staffing, SLA, and customer-experience tolerances

(Elkan, 2001; Drummond & Holte, 2006; Siddiqi, 2005).

Figure 4-8 in Appendix A summarizes net benefit across operating thresholds.
Each curve shows expected net benefit — fraud loss avoided minus alert/interaction cost

— as intervention aggressiveness changes. Two baselines frame the decision: “block
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nothing,” which is cheap but eats full fraud loss, and “block everything,” which would
stop most fraud but create unsustainable friction and workload. The calibrated model’s
curve stays above both baselines across a wide threshold range, demonstrating that, in
realistic operating regions, it is economically preferable to either naive extreme (Fawcett,

2006; Hand, 2009; Drummond & Holte, 2006).

The plot also shows bootstrap ribbons derived with the stationary bootstrap,
which preserves temporal dependence and realistic fraud clustering (Efron & Tibshirani,
1994; Politis & Romano, 1994). Even the lower confidence bound remains above both
baselines. That means the advantage is not a one-off artifact of a favorable slice; it holds
under plausible shifts in fraud mix and transaction flow. Executives can therefore justify,
with evidence, that under the stated cost assumptions, this calibrated policy is

economically dominant both on average and under foreseeable variation.

Figure 4-9 in Appendix A shows how sensitive total expected cost is to two
pricing assumptions: the per-alert cost of a false positive (C_FP, which captures
investigation effort and customer friction) and the per-missed-event cost of a false
negative (C_FN, which captures unrecovered fraud). Each horizontal bar reflects how
much total cost would change if that cost component were perturbed within its allowed
range, holding the other fixed. At t*, total cost is about three-and-a-half times more
sensitive to C_FP than to C_FN because legitimate transactions dominate volume. Small
increases in per-alert friction or review cost therefore move total cost more than
equivalent shifts in the dollar cost of missed fraud. This observation confirms two

governance requirements. First, staffing caps and SLA limits used when selecting t* are
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not optional — they directly protect total cost. Second, leadership must monitor not just
“catch more fraud,” but also the human and customer cost of investigation load, since that
cost can dominate if left unmanaged (Siddiqi, 2005; National Institute of Standards and

Technology, 2020; Hand, 2009).

Figure 4-10 in Appendix A shows the empirical distribution of ACost savings at
T* relative to doing nothing, computed over 1,000 stationary-bootstrap replicates. Here,
ACost = Baseline Cost(DoNothing) — Cost@t*, so larger positives mean greater benefit.
The mean improvement is about 89-90%, with a 95% interval near 87.7-92.7%. Because
the stationary bootstrap resamples contiguous blocks, these intervals respect temporal
dependence and clustering in the stream (Efron & Tibshirani, 1994; Politis & Romano,
1994). In governance terms, even accounting for time dependence, expected reductions

are large, and the lower bound remains materially positive.

Uncertainty is handled in two complementary views. Figure 4-8 in Appendix A
shows net-benefit behavior across thresholds with bootstrap ribbons, while Figure 4-10 in
Appendix A quantifies the dollar impact and its confidence. Together they complete the
economic case: the calibrated, causally admissible model yields a policy that sits in a
robustness band rather than a knife-edge, delivers substantial forward-time savings, and
does so with intervals tight enough for executive approval, audit, and monitoring
commitments (Pearl & Mackenzie, 2018; Hernan & Robins, 2020; National Institute of

Standards and Technology, 2020).
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4.6 Policy Uplift, Preventive Scenarios, and Governance Choices

Calibrated probabilities turn prevention into selectable, defensible policy choices
rather than a single opaque cutoff. Because the model outputs well-calibrated risk
estimates instead of raw scores, leadership can compare intervention strategies in
concrete operational and economic terms: alerts per 10,000 transactions, expected fraud
loss prevented, and the friction or workload imposed on legitimate users and analysts
(Niculescu-Mizil & Caruana, 2005; Kull, Perell6-Nieto, Kéngsepp, Silva Filho, & Flach,
2017; Pearl & Mackenzie, 2018; National Institute of Standards and Technology, 2020).
This section evaluates several such policies on the same forward-looking data: the
preregistered 1 policy; a Top-0.5% capacity policy; a more aggressive Top-1% review
policy; a high-precision policy that only flags extremely high predicted risk; and an
amount-by-recovery overlay that prioritizes high-value, partially recoverable fraud in line
with uplift-style, effect-focused targeting (Athey & Imbens, 2016; Wager & Athey,

2018).

Table 4-7 — Policy Menu Comparison (t, Top-0.5 %, Top-1 %, P > 0.90)

Policy threshold Cost FP FN | TP TN
Test @ I,,* (chosen on VAL) | 0.092307694 | 11354 544 | 1081 | 3387 | 1585643
Test @ Top-0.5% 0.015151516 | 7651 | 4971 | 268 | 4200 | 1581216
Test @ Top-1% 0.001410039 | 16123 | 15943 18 | 4450 | 1570244
Test (@ Pa%0¥0.90 0.999999999 | 35440 0]3544 | 924 | 1586187

Policy Precision Recall Alerts Alerts/10k
Test @ 1,,* (chosen on VAL) | 0.861612821 | 0.758057296 | 3931 | 24.71308989
Test @ Top-0.5% 0.457965325 | 0.940017905 | 9171 | 57.65549412
Test @ Top-1% 0.218212132 | 0.995971352 | 20393 | 128.2050476
Test (@ Pa%0¥0.90 1| 0.206803939 924 | 5.808927769

Note: Table split in two
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Table 4-7 compares four production-ready policies on the same test horizon. “Test
@ t* (chosen on VAL)” is the preregistered operating point from §4.4: The value of t* is
determined using validation-period economics, which includes the 50:1 false-negative to
false-positive cost ratio and staffing/SLA limits, and it is then applied forward without
any retraining. “Top-0.5%" and “Top-1%" are capacity-driven policies: review the top
0.5% or 1% of transactions ranked by calibrated fraud probability, which models a fixed
review budget. “P>0.90" is a high-certainty policy that only flags transactions with
predicted fraud probability of at least 0.90, appealing when tolerance for false positives is

extremely low.

Three governance trade-offs emerge. The first trade-off is between recall and
workload. Top-1% captures almost all fraud (recall = 1.0) but generates over 20,000
alerts — roughly 128 per 10,000 transactions — which is typically unsustainable. P>0.90
triggers only about 6 alerts per 10,000 and achieves perfect precision (no observed false
positives), but misses more than 3,500 fraud cases, implying high residual loss. Second,
T* sits between those extremes. At 1*, recall is about 0.76, precision is about 0.86, and
alert load is about 25 per 10,000, which matches the staffing envelope used to define t*,
making it operationally viable rather than just mathematically convenient (Elkan, 2001;
Drummond & Holte, 2006; Siddiqi, 2005). Third, cost. The Cost column combines
missed-fraud loss, investigation/friction cost, and recovery credit, as specified in §3.5.
Top-0.5% drives cost down to 7,651 in the test horizon — better than t* — but does so
by nearly tripling alert volume. This presents a clear management decision: to achieve
additional savings, one must accept an increased workload. Because each policy is

defined using calibrated probabilities, not opaque scores, executives can document that
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choice transparently for governance (Pearl & Mackenzie, 2018; National Institute of

Standards and Technology, 2020).

Figure 4-11 in Appendix A plots cumulative fraud captured as investigation
volume increases, with transactions ordered by calibrated risk. The x-axis is workload
(alerts escalated); the y-axis is the share of total fraud intercepted. The steep early rise
shows that a small fraction of highest-risk cases contains a disproportionate share of the
fraud, which confirms that the model is ranking economically important events at the top
— a core aim of causal admissibility and calibration (Pearl, 2009; Niculescu-Mizil &

Caruana, 2005; Kull, Perello-Nieto, Kéngsepp, Silva Filho, & Flach, 2017).

Operationally, this curve lets leadership ask, “If we can review only 5,000 cases
per day, how much fraud do we actually block?”” or “What if we increase staffing by
20%?” Management can pick a workload level (for example, Top-0.5% or Top-1%) and
read off the expected prevention impact. Because the underlying probabilities have been
prospectively calibrated (§4.2) and priced in terms of expected cost (§4.4), the choice
becomes a staffing and budget decision with explicit, auditable trade-offs—not a guess

around a score cutoff (Elkan, 2001; Drummond & Holte, 2006; Siddiqi, 2005).

Figure 4-12 in Appendix A plots transaction amount against estimated recovery
potential to show where intervention creates the most economic value. High-amount,
high-recovery regions are the “must catch” zone: stopping these transactions prevents
large direct loss and preserves funds that can be clawed back. Low-amount, low-recovery
regions are still monitored for patterns and drift but can be deprioritized to limit customer

friction, since they add less immediate economic benefit. This mirrors uplift modeling
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and heterogeneous treatment-effect thinking in causal inference: the focus is not just

“Who is risky?” but “Where does intervening most improve financial outcome?”” (Athey

& Imbens, 2016; Wager & Athey, 2018; Pearl & Mackenzie, 2018).

Table 4-8 — Recommended Policy Anchors and Operational Parameters

anchor | amount thr | recover | friction fp | FP | FN cost | delta cost
row1 1000 0.8 0 3] 1634 | 16343 -13050
row2 2000 0.8 0 3| 1634 | 16343 -13050
row3 5000 0.8 0 3| 1634 | 16343 -13050
row4 10000 0.8 0 3| 1634 | 16343 -13050
row5 1000 0.6 0 31 1960 | 19603 -9790
row6 2000 0.6 0 31 1960 | 19603 -9790
row’7 5000 0.6 0 31 1960 | 19603 -9790
row8 10000 0.6 0 31 1960 | 19603 -9790
row9 1000 0.4 0 3| 2287 | 22873 -6520
row10 2000 0.4 0 3| 2287 | 22873 -6520
rowll 5000 0.4 0 3| 2287 | 22873 -6520
row12 10000 0.4 0 3| 2287 | 22873 -6520
anchor baseline cost alerts_per_ 10k cost_per_ 10k
row1 29393 0.015716796 85.61986519
row2 29393 0.015716796 85.61986519
row3 29393 0.015716796 85.61986519
row4 29393 0.015716796 85.61986519
row5 29393 0.015716796 102.6987834
row6 29393 0.015716796 102.6987834
row’7 29393 0.015716796 102.6987834
row8 29393 0.015716796 102.6987834
row9 29393 0.015716796 119.830091
row10 29393 0.015716796 119.830091
rowll 29393 0.015716796 119.830091
rowl12 29393 0.015716796 119.830091

Table split in two
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Table 4-8 operationalizes the amount x recovery logic from Figure 4-12 in
Appendix A as concrete policy anchors. Each row defines a candidate policy using three
levers: a minimum transaction amount (amount_thr), an expected recovery fraction if the
transaction is stopped (recover), and an assumed friction cost on legitimate customers
(friction_fp). For each policy, the table reports expected false positives (FP), false
negatives (FN), total cost, delta_cost relative to doing nothing, and operational burden
(alerts per 10,000, cost per 10,000). In practice, each row answers: “If we only intervene
on transactions above $X where at least Y% can be recovered, what happens to loss,
workload, and customer friction?” (Athey & Imbens, 2016; Wager & Athey, 2018; Elkan,

2001; Drummond & Holte, 2006).

Two signals emerge. High amount thr combined with high recovery yields the
strongest delta_cost improvement while keeping alerts per 10,000 extremely low, which
is attractive because it promises substantial savings with minimal operational load. As the
assumed recovery fraction drops (for example, from 0.8 to 0.4), cost per 10,000 worsens
and alerts per 10,000 rise. That marks the point of diminishing returns: pursuing low-
amount, low-recovery cases starts to generate friction without proportional economic
gain. Framed causally, the question becomes not just “Can the model flag this?”” but
“Does intervening here actually change net loss enough to justify the friction?” (Pearl &
Mackenzie, 2018; Hernan & Robins, 2020; National Institute of Standards and

Technology, 2020).

Read together, Figure 4-11, Figure 4-12 (both in Appendix A), and Table 4-8

present an explicit policy menu. Leadership can adopt 1 (§4.4), choose a capacity-bound
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top-k policy (Top-0.5%, Top-1%), or apply an amount-by-recovery overlay to prioritize
high-value, high-recovery fraud while managing alert volume and customer friction. Each
option is not a black-box model output because it is framed in calibrated probabilities,
expected cost, alert volume, and recoverable value—rather than opaque score cutoffs.
They are documented operating postures with clear trade-offs and governance hooks,
consistent with the accountable prevention standard argued in Chapter 2 (Pearl &
Mackenzie, 2018; Hevner, March, Park, & Ram, 2004; National Institute of Standards

and Technology, 2020).

4.7 Temporal Stability, Drift, and Monitoring Framework

The most important question for any preventative system is not "Did it work
once?" but "Does it stay reliable as things change?" Cyber fraud is antagonistic, dynamic,
and influenced by changing platforms, initiatives, and regulations. A model that performs
well on a historical test set but fails with novel behavior is not a preventive measure; it is
only a narrative of retrospective accuracy. This section assesses temporal stability
through three methods. Initially, contiguous forward windows assess whether
discrimination and calibration are maintained across time without retraining. Secondly, k-
ahead transfer evaluates the causally admissible pipeline against a correlation-first
baseline to determine if causal admissibility mitigates volatility under drift. Third, an
explicit monitoring framework links drift, calibration decay, and economic degradation to
specific alert and action thresholds, transforming performance erosion into a regulated
trigger rather than a subjective assessment (Gama, Zliobaité, Bifet, Pechenizkiy, &
Bouchachia, 2014; Lu, Liu, Dong, Gu, Gama, & Zhang, 2019; National Institute of

Standards and Technology, 2020; Barocas & Selbst, 2016).
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Table 4-9 — Window Stability Metrics (AP, Brier, ECE, KS by Contiguous

Window)
win
do prevalen | PR_AU dPR_AUC_ | KS_
w n ce C Brier adj adj notes
0.000469 | 0.83423 | 0.000225
0 | 492483 052 4075 806 0
0.000585 | 0.82340 | 0.000354
1491691 734 3239 114 | 0.010830836
0.002148 | 0.96318 | 0.000531 I”PR-
2 |502102 966 5569 722 | 0.13978233 AUC>0.03
0.000874 | 0.89833 | 0.000372 I”’PR-
3| 491503 867 369 152 | 0.064851879 AUC>0.03
0.000497 | 0.81950 | 0.000356 I”’PR-
4 | 490491 461 9146 018 | 0.078824544 AUC>0.03
0.000654 | 0.84417 | 0.000425
51494939 626 8583 442 | 0.024669436
0.000594 | 0.83608 | 0.000402
6 | 503059 364 0173 202 | 0.008098409
0.000948 | 0.90995 | 0.000438 I”’PR-
71510370 332 1826 71| 0.073871653 AUC>0.03

Table 4-9 and Figure 4-13 in Appendix A test the model in sequential, non-
overlapping time frames without retraining, mimicking how an operations team monitors
real drift. Throughout these intervals, PR AUC ranges from approximately 0.82 to 0.84
in the initial segments, increasing to over 0.90 in subsequent segments. Brier scores range
from 107 to 107, and the Expected Calibration Error remains under 0.03, indicating that
predicted probabilities consistently align with observed fraud rates, avoiding tendencies
toward overconfidence or underconfidence (Brier, 1950; Niculescu-Mizil & Caruana,
2005; Kull, Perello-Nieto, Kidngsepp, Silva Filho, & Flach, 2017; Guo, Pleiss, Sun, &
Weinberger, 2017). The dPR_AUC adj and KS_adj columns measure the variation
between consecutive windows. The KS adj, representing the Kolmogorov—Smirnov

distance between successive score distributions, often ranges from 0.01 to 0.08, with the
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majority of adjacent-window shifts occurring between 0.006 and 0.01. KS scores within
that range are typically regarded as stable, indicating that the score distribution does not

fluctuate dramatically from one period to another (Massey, 1951; Hand, 2009).

Figure 4-13 in Appendix A shows this tendency. The average precision increases
from approximately 0.53 in the initial segment to roughly 0.74 in the most recent one
when adjusted for prevalence, while the calibration quality (low Brier, low ECE) remains
consistent. The operational lesson is that the calibration mapping learned before still
works as the case mix changes. This supports a core claim of the Praxis: enforcing causal
admissibility and calibration gates yields scores that are portable across time, not just
strong on a single historical split (Pearl, 2009; Pearl & Mackenzie, 2018; Hernan &
Robins, 2020; Gama, Zliobaité, Bifet, Pechenizkiy, & Bouchachia, 2014; Lu, Liu, Dong,

Gu, Gama, & Zhang, 2019).

Figure 4-14 in Appendix A contrasts the correlation-first baseline (Co) and
causally admissible, calibrated model (C:) over future windows. The average precision
for each k-ahead window—one step ahead, two steps ahead, etc.—is presented with both
models fixed. This inquires, "Which model deteriorates more rapidly if we cease
retraining?" Average curve precision is within one point, although C. exhibits smoother

patterns with lower drops and spikes as base rates and fraud mix change.

The smoother profile reflects the causal and pre-authorization discipline
established in Chapter 3. By removing post-treatment and downstream signals, C: avoids
the brittle correlations that destabilize correlation-first models (Textor et al., 2016; Peters
et al., 2017; Pearl, 2009). In governance terms, C: is not only equivalent to or superior in

precision—recall, but it also exhibits greater stability when advanced.
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Ci’s stability across forward windows (Figure 4-14 in Appendix A), the
robustness of ™ (Figure 4-6 in Appendix A), and the low PSI/KS drift values (Table 4-9)
reflect the structural effect of causal admissibility rather than incidental model behavior.
By restricting Ci to pre-authorization, causally valid predictors under Guardrail G, the
feature set remains insulated from downstream processes, policy shifts, and label-driven
feedback loops that destabilize correlational models. This constraint preserves calibration
and discrimination as the distribution shifts forward. In short, C transfers more reliably
under drift because it avoids the post-treatment and policy-dependent dependencies that

erode Co’s stability.

This stability is operationally significant: it reduces emergency retraining,
mitigates audit risk, and supports predictable staffing and customer-friction management

(Gama et al., 2014; Lu et al., 2019; National Institute of Standards and Technology,

2020).
Table 4-10 — Latest-window Monitoring Card
split AP Brier ECE | alerts/10 | cost/10k | score- PSI(val
k@t* @t* KS(val— | —latest)
latest)
Validation | 0.74 | 0.00018 0 0.0027 0.0028
31
Latest/Test | 0.85 | 0.00093 | 0.0009 23.6 74.3
76
Table 4-11 — Governance & Change Control Triggers
Trigger Metric Condition Pass
AP drop (latest vs val) -0.1145 | <-0.03 FALSE
Brier increase (latest-val) 0.0008 | <0.015 TRUE
ECE increase (latest-val) 0.0009 | <0.02 TRUE
Score KS (val vs latest) 0.0027 | <0.10 TRUE
PSI (val—latest) 0.0028 | <0.20 TRUE
Alerts/10k @ t* (latest) 23.6003 | within [0.5%, 1.5x%] of baseline TRUE
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Cost/10k @ t* (latest) | 74.2776 | within budget TRUE

Tables 4-10 and 4-11 simplify monitoring for business. Table 4-10, a current-state
card, compares the latest evaluation window (a production stand-in) to the original
validation window, reporting discrimination (average precision), calibration quality
(Brier, ECE), operational load (alerts per 10,000 at preregistered t*), and economic
performance (cost per 10,000 at t*). It also encompasses score-KS and PSI, which
measure drift. Score-KS assesses the alteration in the calibrated score distribution in
relation to validation, while PSI (Population Stability Index) evaluates the changes in key
input features. In the snapshot, both metrics are exceedingly low (KS = 0.0027, PSI =
0.0028), much beneath the conventional early-warning thresholds of approximately 0.10
for KS and 0.20-0.30 for PSI, signifying no substantial drift (Massey, 1951; Siddiqi,

2005; Gama, Zliobaite, Bifet, Pechenizkiy, & Bouchachia, 2014).

Then Table 4-11 applies governance triggers. A reduction above three percentage
points in average precision is regarded as significant discriminate loss. An increase in
Brier above 0.015 or an increase in ECE above 0.02 signifies a calibration deterioration
significant enough to jeopardize cost integrity. A score-KS over 0.10 or a PSI beyond
0.20 indicates structural drift in scores or inputs. Capacity and economics are regulated:
alerts per 10,000 must remain between 0.5 and 1.5% of the staffing baseline, and costs
per 10,000 must adhere to the budget. In the snapshot, almost all triggers are successful.
The AP-drop trigger fires only on degradation, not improvement, hence it is marked

FALSE.

Table 4-12 — Feature Drift Summary (PSI and KS Values for Key Predictors)

Metric Reference Latest i” (abs) ir (rel)

PR-AUC (7T better) 0.8361 0.91 0.0739 8.80%
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Brier ({ better) 0.0004 0.0004 0.0001 | n/a

Prevalence (base rate) 0.10% 0.10% 0.00% 59.60%

Sample size (latest window) 492,483 510,370 17,887 3.60%

Overall Monitoring Status

Metric Trigger Status
Warn >02 or 10% drop; Alert >0.05 or

PR-AUC (7 better) 20% drop OK

Brier ({ better) Warn>+0.0050; Alert>+0.0100 OK
Prevalence (base rate) Warn>30% rel shift; Alert>50% OK
Sample size (latest

window) Warn<123,120; Alert<49,248 OK
Overall Monitoring Status | Max severity across metrics ALERT

Note: Table split in two

Table 4-12 tracks input/performance drift. For each monitored metric, it records
the baseline value (validation window), the most recent value, the absolute and relative
changes, and if those changes exceed a warning or alert threshold. The inclusion of
prevalence is essential, as fluctuations in fraud frequency can either surge or diminish; a
50% relative change would activate an alert, indicating a transformed fraud landscape
and possibly erroneous cost estimations. Both PR-AUC and Brier degrade discrimination
or calibration meaningfully. The snapshot shows that no single measure has gone outside
of its warning band. This means that discrimination is still strong, calibration is still good

enough for cost-based decision-making, and workload volume has not gone up.

By picking the highest severity across measures, the “Overall Monitoring Status”
compresses these signals into one governance indicator. In the illustration, ALERT mode
is purposefully cautious.The goal is that even if each metric is strictly inside tolerance, a
group of borderline movements, like an increase in both the alert rate and the cost per

10,000 at the same time, should make a human review necessary. Current Al risk-
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management guidelines stresses continuous oversight, human-on-the-loop governance,

and explicit change control over blind automation (National Institute of Standards and

Technology, 2020; Barocas & Selbst, 2016).

Table 4-13 — Monitoring Specification Excerpt (Key Triggers and Actions)

split | window | start step | end_step n prevalence PR _AUC
fit 7 258 297 | 510370 | 0.000948332 | 0.909951826
split | window | start step | end step Brier dPR AUC adj | KS adj

fit 7 258 297 | 0.00043871 0.073871653

Note: Table split in two

Table 4-14 - Monitoring Trigger Dashboard Concept (Specification Schema

Visualization)
Moitoring Spec
Schema
Metrics Triggers
ap: ap_drop:
threashol
window latest d None delta rel max: -0.1
brier: psi_shift:
window latest psi_max: 0.2
ece: cost_breach:
cost per 10k max:
window latest bin: 10 None
alerts per
10k:
window:
latest
cost per 10k: refresh:
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C_FP: C FN:1 owner: Risk
window latest 1.0 0.0 freq: daily Ops

score ks:
compare:pre
\4

psi:
compare:
prev

Tables 4-13 and 4-14 demonstrate how monitoring becomes an auditable standard
rather than a best attempt. Discrimination (PR _AUC), calibration (Brier), score shift
(KS adj), prevalence, and temporal span are listed in Table 4-13 for each monitoring
window. Each window is a record: governance may ask “What happened in Window 7?”
and get start_step, end_step, and performance values, not a narrative. Table 4-14 depicts
trigger logic, escalation pathways, and ownership. Core metrics AP, Brier, ECE, alerts
per 10,000, cost per 10,000, score KS, and PSI have thresholds that map to action tiers:
monitor, alert and manual review, rollback to last known-good, recalibration, or full

retraining with validation and promotion gates.

These triggers are directly related to business risk. An absolute reduction of two
points in average precision across consecutive windows implies a rise in non-fraud,
increasing analyst overload and friction cost. An rise of 40% in Expected Calibration
Error indicates that anticipated probabilities no longer match fraud rates, undermining the
cost logic of t* in §4.4 and §4.5. A 20% increase in cost per 10,000 at fixed t* indicates
cost erosion. Score-KS above 0.25 or PSI above 0.30 on a major pre-authorization feature
shows structural drift and requires rollback or retraining. First breach lead to alarm and
review, second breach on same metric to recalibration, and numerous breaches on

different metrics at once to retraining, re-validation, and re-promotion. It follows NIST
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Al risk-management recommendations and ISO/IEC continuity controls to operationalize
prevention as a constantly regulated system. In production, the same schema can apply to
subgroup-level alert rates, precision, and calibration drift across allowed proxy cohorts,
with ongoing differences being brought to governance review in accordance with
responsible Al practice (Barocas & Selbst, 2016; National Institute of Standards and

Technology, 2020).

4.8 Synthesis and Limitations

Calibration Threshold Policy
VAL AP=— | Brier=— >| 1=0.0300 > amount_thr=1000.0
TEST AP=— | Brier=— Cost@t*=10027.0000 recover=0.8000

policy_cost=16343.0000

Monitoring
Latest AP=— Brier=—

PSl=— KS=—

Flow: Validate calibration = choose operating t* — select policy = monitor & govern.

Figure 4-15 — Integrated Results Summary Diagram (Calibration — Threshold

— Policy — Monitoring)

Figure 4-15 is the operational core of this Praxis. It links four demonstrated

components.

First, governed data intake enforces causal admissibility and integrity: only pre-
authorization variables are allowed, temporal order is preserved, schema and category

sets are locked, and each split is hashed and documented (§4.1). This procedure blocks

100




leakage and post-treatment features and creates an auditable provenance trail (Dittrich &
Kenneally, 2012; Pearl, 2009; National Institute of Standards and Technology, 2020).
Second, calibrated estimation turns raw scores into calibrated probabilities using isotonic
regression and promotion gates (§4.2). A model is only eligible for deployment if it clears
explicit thresholds on Brier score, Expected Calibration Error, and forward discrimination
(Brier, 1950; Niculescu-Mizil & Caruana, 2005; Kull, Perello-Nieto, Kingsepp, Silva
Filho, & Flach, 2017; Guo, Pleiss, Sun, & Weinberger, 2017). All headline metrics —
PR-AUC, Brier, recall at t*, ACost, alert volume — are reported with 95% bootstrap
confidence intervals that respect temporal dependence, so recommendations are
expressed with quantified uncertainty rather than single numbers (Efron & Tibshirani,

1994; Politis & Romano, 1994).

Third, threshold economics and policy selection map those calibrated probabilities
to action by fixing T to minimize expected total cost under preregistered fraud-versus-
friction costs, staffing capacity, and SLA constraints (§4.4). At t*, expected cost per
10,000 transactions drops sharply compared to doing nothing, and alert volume stays
within the analyst envelope (§4.5). Because calibration and discrimination are maintained
during strict forward holdout and across future windows, these gains are considered
prospective rather than merely retrospective (§4.2; §4.3). Fourth, monitoring closes the
loop. Drift (PSI, KS), workload (alerts per 10,000), economics (cost per 10,000), and
reliability (PR-AUC, Brier, ECE) are tracked in rolling windows with documented
warning and alert thresholds that trigger review, rollback, recalibration, or retraining
(§4.7). This procedure turns the model from a static scorer into a continuously governed

prevention system (Siddiqi, 2005; Gama, Zliobaité, Bifet, Pechenizkiy, & Bouchachia,
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2014; Lu, Liu, Dong, Gu, Gama, & Zhang, 2019; National Institute of Standards and

Technology, 2020; Barocas & Selbst, 2016).

Together, these results support the Chapter 1 thesis. Correlation-driven detection
alone does not achieve proactive fraud prevention. It requires causal admissibility (which
inputs are allowed and why), calibrated estimation (probabilities that can be trusted as
risk), explicit decision economics (t* chosen to minimize expected cost under real
constraints), and continuous monitoring (quantitative triggers with mandated actions).
The pipeline produces three governance-ready outputs aligned with the research
questions and hypotheses in Chapters 1 and 3. It delivers calibrated probabilities whose
reliability is verified prospectively and reported with uncertainty (§4.2; §4.3). It delivers
an economically defensible operating point T with robustness bands and persistent cost

savings under workload and cost perturbations (§4.4; §4.5).

This chapter integrated model performance, threshold economics, robustness, and
stability across the full promotion pipeline and confirmed that all guardrails (G:—G~) are
now implemented as verifiable artifacts. The G Admissibility Proof bundle completes
the causal-governance framework by documenting C:’s DAG-aligned feature set and the
exclusion of downstream or policy-dependent variables. Although admissibility is now
fully auditable, transportability still requires institution-specific DAG construction and
local admissibility review. With G~ in place, the Praxis delivers a fully governed, end-to-
end causal prevention methodology rather than a performance-only model (Hevner et al.,

2004; Pearl & Mackenzie, 2018; Hernan & Robins, 2020; Fawcett, 2006).

The stability of Ci under drift is therefore a direct consequence of its causal-

admissibility constraints, which prevent the model from relying on downstream or policy-
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driven variables that typically erode forward-time performance. This structural discipline
explains why calibration, discrimination, and cost efficiency transfer more reliably across
future windows, distinguishing C: from the correlation-first Co baseline and establishing a

governed foundation for subsequent evaluation in Chapter 5.

4.9 Governance Deliverables

The framework produces a set of auditable, decision-ready governance artifacts
that extend beyond experimental results and support model-risk review, compliance
defense, and operational policy alignment. These include: (1) cost-versus-threshold
curves and the documented selection of the cost-optimal t*; (2) reliability and calibration
diagrams with Brier and ECE summaries; (3) robustness bands around t* (t* + ¢); (4)
forward-window stability charts and missed-fraud summaries; (5) PSI/KS drift tables
with linked monitoring triggers; (6) the Guardrail Status Summary (Table 4-3); and (7)
the G7 Admissibility Proof Bundle in Appendix X. Together, these artifacts form the
governed evidence package that enables auditability, operational justification, and

ongoing model stewardship.
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Chapter 5—Discussion and Conclusions

This chapter consolidates the motivation, theoretical commitments,
methodological design, and empirical evidence developed across the Praxis. The
preceding chapters argued that most cyber-fraud programs remain reactive and
correlation-driven, that they often rely on miscalibrated risk scores that do not survive
temporal drift, and that they rarely justify their decision thresholds in cost terms. The
Praxis proposed a different frame: prevention should be grounded in causal admissibility,
probability calibration, explicit decision economics, and continuous monitoring. The
present chapter shows how those elements work together, how they answer the stated
research questions and hypotheses, and what the outcome implies for both scholarship
and practice (Pearl, 2009; Niculescu-Mizil & Caruana, 2005; Elkan, 2001; Gama,
Zliobaité, Bifet, Pechenizkiy, & Bouchachia, 2014; Lu, Liu, Dong, Gu, Gama, & Zhang,

2019; National Institute of Standards and Technology, 2020).

5.1 Purpose and Problem Restatement

The central problem motivating this Praxis was that current fraud-prevention
systems lean on correlation and after-the-fact detection, rather than on structured,
proactive intervention. They frequently use features that are not admissible in a causal
sense; they optimize for historical accuracy rather than calibrated probability; and they
set operating thresholds without a transparent cost model, leaving governance to
judgment rather than evidence (Pearl, 2009; Fawcett, 2006; Hand, 2009; Elkan, 2001). an
organizational risk: when teams cannot justify why a particular alerting threshold is in
place or how it minimizes expected loss under staffing and service constraints, executives

and regulators cannot defend it.
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This Praxis asked whether a causal-and-economic reframing could address that
gap. Specifically, it evaluated whether a fraud-prevention pipeline that: (i) restricts itself
to causally admissible, pre-authorization features; (ii) calibrates scores into reliable
probabilities; (iii) selects an operating threshold t* by minimizing expected cost under
declared constraints; and (iv) monitors drift, calibration, workload, and cost with explicit
triggers could deliver prevention that is interpretable, robust, and economically
defensible. Chapters 1 and 2 set that agenda in theory. Chapter 3 operationalized it as a
governed methodology: data guards, schema locks, forward-only splits, isotonic
calibration, cost modeling, uncertainty quantification, and drift surveillance. Chapter 4
demonstrated that the resulting system performs prospectively, maintains calibration and
cost advantage in forward holdout, and can be monitored using machine-readable
escalation rules. In that sense, the causal, calibrated, and economically grounded

approach functioned as intended.

5.2 Integrated Findings: Research Questions and Hypotheses in Conversation

This section restates the research questions and hypotheses in plain language and
ties them to the evidence in Chapter 4. Chapter 1 asked four things: Does the system
perform at deployment? Does it stay stable over time? Does it deliver economic value? Is
the operating point robust? The hypotheses predicted that a causally admissible,
calibrated model (C:) would outperform or out-govern a correlation-first baseline (Co) on

each dimension.

The results demonstrated in this Praxis should be interpreted within the

constraints of the PaySim simulation. PaySim is synthetic and cannot fully capture the

105



heterogeneity, adversarial adaptation, and operational edge cases present in live financial
systems. Consequently, the high-confidence findings reported here apply only to the
simulated environment and to the cost assumptions defined for this controlled study.
References to ‘proactive fraud prevention’ therefore describe the demonstrated behavior
of the framework under simulated conditions, not validated production performance.
External validity will require evaluation on institution-specific transaction streams with

real feature availability, governance constraints, and cost structures.

First, does causal admissibility plus forward-time evaluation produce a model that
holds value under drift? The study trained only on pre-authorization signals available at
decision time and excluded post-treatment and collider paths to avoid leakage (Pearl,
2009; Peters, Janzing, & Scholkopf, 2017; Textor, van der Zander, Gilthorpe, Liskiewicz,
& Ellison, 2016). Under those constraints, C: sustained strong discrimination in the test
(PR-AUC = 0.85-0.87) and in the strict forward holdout (=0.90+), with Brier scores on
the order of 10~ and Expected Calibration Error < 0.03. Sequential future windows
showed similar stability even as base rates changed. Co and C: were close in headline
precision—recall, but C: varied less across k-ahead windows, consistent with the claim
that removing downstream features improves transportability (Pearl & Mackenzie, 2018;
Lu et al., 2019). This supports the hypothesis that causal admissibility improves

interpretability and stability.

Ci’s temporal stability is structural rather than cosmetic. Because the model is
built only on pre-authorization, causally admissible signals, it avoids the volatility that

undermines correlational models when policy, operations, or attacker behavior shifts. By
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excluding downstream and outcome-derived variables, Ci: shows lower PSI/KS
movement, steadier calibration across forward windows, and fewer missed-fraud events

compared to Co. In short, admissibility—not tuning—keeps Ci reliable under drift.

Second, does calibration improve decision reliability? Chapter 4 showed that
isotonic calibration aligned predicted fraud risk with observed fraud frequency across 20-
bin reliability diagrams, reduced Brier scores, and met strict promotion gates on Expected
Calibration Error before a model could be considered deployable (§4.2). Calibration
matters because cost modeling assumes that “0.6% fraud probability” really means
~0.6% going forward; without that alignment, t* would be mathematically optimal but
economically meaningless (Brier, 1950; Niculescu-Mizil & Caruana, 2005; Guo, Pleiss,
Sun, & Weinberger, 2017; Kull, Perello-Nieto, Kidngsepp, Silva Filho, & Flach, 2017).
Calibration was conducted on the forward holdout, which indicates that the predicted
probabilities remained actionable one step into the future. This supports the hypothesis

that calibrated estimation underwrites cost-defensible decision points.

Third, does the calibrated system generate business value? In Chapter 4, the cost
function combined missed-fraud loss, investigation costs, friction costs, staffing capacity,
and SLA limits, and then selected t* to minimize the expected total cost (Elkan, 2001;
Drummond & Holte, 2006). At t*, expected cost per 10,000 transactions dropped sharply
relative to a do-nothing baseline, with savings on the order of roughly 75-90 percent
depending on scenario and review bandwidth. These gains were tied to alert workload
and SLA feasibility, not just abstract metrics. Decision curves and alternative policy
menus (Top-0.5%, Top-1%, P > 0.90, amount-by-recovery overlays) showed that
leadership can trade recall, friction, and staffing cost explicitly instead of guessing a
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score cutoff. This supports the hypothesis that calibrated, cost-aware thresholding yields
economically meaningful, defensible prevention policies (Siddiqi, 2005; Davis &

Goadrich, 2006; Saito & Rehmsmeier, 2015; Hand, 2009).

Fourth, is the operating point brittle? Chapter 4 showed that t* lies in a flat cost
basin: thresholds within about +20 percent of T* deliver nearly equivalent expected cost,
and stationary-bootstrap intervals show that this plateau persists under plausible
prevalence and cost shifts. This issue matters because production conditions move—
staffing, fraud mix, and friction tolerance. A brittle optimum would collapse when those
moves. A flat basin means operations can scale queues without erasing savings. This
supports the hypothesis that the recommended operating point is not just mathematically

optimal but governance-ready (Elkan, 2001; Drummond & Holte, 2006).

Fifth, can these results be governed in production? Chapter 4 translated
performance and drift into an explicit monitoring specification: average precision, Brier,
Expected Calibration Error, PSI, KS, alert rate per 10,000, and cost per 10,000 are each
tied to warning and alert thresholds that cascade into actions (review, rollback,
recalibration, retraining). That converts “model decay” from an intuition to a triggerable
control, in line with Al risk-management guidance (National Institute of Standards and
Technology, 2020; Barocas & Selbst, 2016). This supports the hypothesis that the

pipeline is technically effective and organizationally governable.

Taken together, the implied hypotheses from Chapter 1 are supported. Causal
admissibility improves interpretability and temporal stability. Calibration enables cost-

grounded operating decisions. Explicit cost modeling and t* selection produce
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measurable economic benefit. Robustness bands around t* make the policy operable.

And monitoring plus escalation logic makes the system auditable and sustainable.

5.3 Contributions to the Body of Knowledge

This Praxis contributes along four dimensions.

Conceptually, it brings causal-inference discipline — admissibility, intervention
reasoning, and avoidance of post-treatment leakage — into cyber-fraud prevention, where
most production systems still chase correlation and historical accuracy (Pearl, 2009;
Shpitser & Pearl, 2008; Peters et al., 2017). It reframes prevention as an intervention
problem, not just a detection problem, and shows that DAG-constrained feature selection

can be enforced in practice.

Methodologically, it delivers a design-science artifact: a governed, end-to-end
pipeline with schema and temporal guards; causally admissible features; isotonic
calibration with promotion gates; forward-only evaluation; threshold selection by
minimizing expected cost subject to staffing and SLA constraints; uncertainty via
bootstrap intervals that respect temporal dependence; and machine-readable monitoring
triggers for drift, calibration decay, workload shocks, and economic erosion (Hevner,
March, Park, & Ram, 2004; Efron & Tibshirani, 1994; Politis & Romano, 1994; National
Institute of Standards and Technology, 2020). The pipeline is framed as production-ready

practice, not just an academic experiment.

The Co baseline reflects current industry practice: an unrestricted, correlation-first

XGBoost detector optimized for historical accuracy. Using this baseline ensures that Ci’s
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causal, calibrated, and cost-governed gains represent genuine progress over the prevailing

detection-first approach—not improvements over an artificially weak comparator.

Empirically, it shows that a causally admissible, calibrated model maintains
discrimination and calibration in forward-time evaluation and that acting on its calibrated
probabilities at T* materially reduces expected cost per 10,000 transactions without
exhausting analyst capacity. In short, causal admissibility plus calibration plus cost-
sensitive thresholding produced prevention value under deployment-like conditions, not
just in retrospective splits (Hand, 2009; Gama et al., 2014; Lu et al., 2019; Carcillo, Dal

Pozzolo, Le Borgne, Caelen, Mazzer, & Bontempi, 2021).

Practically, it offers a governance template. The Chapter 4 monitoring
specification ties quantitative triggers (PSI shift, ECE drift, alert-rate spike, cost-per-10K
breach, KS shift) to required actions (alert, recalibration, retraining, rollback) with
ownership and refresh cadence. This translates Al risk and compliance guidance — for
example, NIST and fairness/accountability literature — into an operational routine, not a
one-time “model card,” and preserves fingerprints, calibration artifacts, and cost-curve
memos for audit (National Institute of Standards and Technology, 2020; Barocas &

Selbst, 2016; Dittrich & Kenneally, 2012).

A key contribution of this Praxis is the production of a complete, auditable
governance artifact set that converts the experimental framework into decision-ready
operational evidence. The governance deliverables in §4.9—cost and calibration records,
drift and monitoring specifications, threshold-robustness analysis, and the admissibility

proof—together form the documentation expected in model-risk review and policy
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defense. They show that the work goes beyond improved detection metrics and

establishes a fully governed, deployment-ready prevention pipeline.

A further contribution is the completion of the G; Admissibility Proof bundle,
which formalizes causal discipline as an auditable guardrail rather than an informal
modeling choice. The bundle documents the admissible feature set, its DAG-aligned
roles, and the excluded features with their causal violations, and preserves a machine-
readable manifest with hashes and lineage metadata. This raises causal admissibility to
the same governance standard as calibration, drift surveillance, and threshold-robustness
analysis, demonstrating how causal structure functions as a first-class control in a fraud-

prevention system.

5.4 Implications for Practice

The key practical shift is that prevention can be argued in governance terms, not
only model terms. Causal admissibility and the pre-authorization feature discipline clarify
why a model may act: it avoids signals that vanish under policy change or leak post-event
information (Pearl, 2009; Peters et al., 2017). Calibration turns “risky score” into an
auditable probability—e.g., a 0.6% fraud likelihood—that can be priced and defended in
policy memos (Niculescu-Mizil & Caruana, 2005; Guo et al., 2017). Cost-sensitive
thresholding then translates those probabilities into an explicit operating policy t*,
chosen to minimize expected total cost under staffing and SLA constraints, and
demonstrates that t* lies within a stable robustness band rather than at a brittle point
estimate, allowing queue volumes to scale without breaking the economics (Elkan, 2001;

Drummond & Holte, 2006).
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The monitoring specification makes Al-risk guidance operational. Quantitative
thresholds on average-precision drop, ECE rise, PSI and KS shifts, alerts per 10,000, and
cost per 10,000 trigger human review, recalibration, rollback, or retraining before
degradation creates reputational, financial, or fairness harm (National Institute of
Standards and Technology, 2020; Barocas & Selbst, 2016). In production, the same
triggers can track subgroup calibration and alert burden across permitted proxy cohorts so
that disparate impact is surfaced and escalated early rather than discovered post hoc

(Kusner, Loftus, Russell, & Silva, 2017; Lundberg & Lee, 2017).

5.5 Recommendations for Future Research

Three extensions follow directly. External validation on heterogeneous
institutional streams should confirm that the causal-admissible, calibrated, cost-aware
pipeline transports across fraud typologies, regulatory regimes, and attacker strategies,
moving beyond PaySim’s synthetic realism to live data while preserving governance
triggers (Lopez-Rojas & Axelsson, 2016; National Institute of Standards and Technology,
2020). Adaptive control of T* merits study: instead of a fixed preregistered operating
point, reinforcement learning or Bayesian updating could adjust the threshold as costs,
staffing, or prevalence shift, with admissibility and calibration constraints enforced and
all updates fully auditable (Sutton & Barto, 2018; Elkan, 2001). Finally, layering uplift
and heterogeneous-effect methods onto the calibrated pipeline can shift focus from “who
is risky” to “where intervention yields the most value,” and the same monitoring logic
should be tested in adjacent domains such as AML, credit abuse, and insider threat
(Athey & Imbens, 2016; Wager & Athey, 2018; Radcliffe & Surry, 2011; Hand, 2009;

Carcillo et al., 2021).
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5.6 Closing Reflection

Cyber-fraud prevention is often framed as classification at scale. This Praxis
reframed it as governed intervention. By enforcing causal admissibility, calibrating
probabilities, fixing an economically justified t*, and binding performance to explicit
monitoring triggers, it proved that proactive prevention can be both analytically sound
and operationally governedThe calibrated causal model did not simply “score fraud”; it
delivered auditable probabilities, an explainable and cost-minimizing operating point, a
robustness band that tolerates day-to-day variation, and a monitoring specification that
ties drift and workload excursions to accountable action. This directly addresses the
problem raised in Chapter 1 — that reactive, correlation-driven detection is not enough
— and supports the thesis that applying causal inference to cyber-fraud analytics can
enable prevention that is durable, auditable, and economically defensible (Pearl &
Mackenzie, 2018; Hernan & Robins, 2020; National Institute of Standards and

Technology, 2020).

This Praxis demonstrated how a causally disciplined, calibrated, and cost-
governed framework can outperform a correlational baseline under controlled, forward-
time evaluation. At the same time, these results should be interpreted within the bounds
of the PaySim simulation and the cost assumptions defined for this study. Because
PaySim does not fully represent the heterogeneity, adversarial behavior, or operational
dynamics of live financial systems, the findings here reflect high-confidence performance
in a simulated environment rather than validated production outcomes. The value of this
work lies in establishing a governed methodology—clear admissibility rules, calibration

gates, threshold economics, and monitoring specifications—that can be applied and

113



evaluated on institution-specific transaction streams. Future work will determine how this
framework performs when confronted with real operational constraints, live data

distributions, and adaptive fraud behavior.

The work does not claim to have “solved” cyber fraud. It does claim, and
substantively supports, that a causal, calibrated, cost-sensitive, and monitored pipeline is
viable and can be advanced to production governance with appropriate external
validation. Effective prevention begins with causal structure and persists through

calibrated, continuously monitored decision economics.
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Appendix A

Figure 4-2 — Reliability diagram (per-bin Wilson CI) with Isotonic curves

-~ Coisotonic
— Clisotonic

Perfect calibration (45°)
—$— O (per-bin Wilson 95% CI)
~$— C1 (per-bin Wilson 95% CI)

08

°
S

°
S

0.2 .

Observed fraud rate (bin)
|

0.4 0.6
Mean predicted probability (bin)

0.8

Figure 4-2 — Reliability Diagram

(Isotonic Calibration)

1.0

Precision-Recall with operating point

1.0
R@P=0.90 = 0.703
0.8 1
< 0.6
o
@
v}
@
£ 044
0.21
— PR (AP=0.875)
004 @ ™=0.0014
T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0
Recall

Figure 4-3 — Precision—Recall

Curve with Operating Point (t*)

Figure 4-4. Forward-Holdout Precision-Recall Curve for Calibrated C: at T
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Figure 4-5 — Cost-Aware 2x2 matrix (Validation @ T = 0.1250)
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Figure 4-6 — Threshold Robustness Panel | Figure 4-7 — Decision Curve (Net
(A-Cost vs T* £20 %) Benefit Across Thresholds)

Figure 4-8. Net Benefit vs Threshold with Stationary Bootstrap Ribbons
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Figure 4-8 — Decision-Curve Summary
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Figure 4-14 — AP by k-ahead window (bootstrap 95% ClI)
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Figure 4-14 — Staleness / Transfer Curves (Co versus Ci: Average Precision over

k-ahead Windows)

Appendix X — G7 Admissibility Proof Bundle
This appendix documents the requirements for Guardrail G7 (Admissibility
Proof). The purpose of G is to verify that the C: model relies only on pre-authorization,
causally admissible features, consistent with the Directional Acyclic Graph (DAG)
defined in Chapter 3. The tables below summarize the admissible and excluded feature
sets and their causal justification.

Table X-1 Admissible Features

Feature Reason Admissible
step Temporal index; not outcome-influenced.
type Transaction category; not policy-dependent.
amount Determined before any decision.

oldbalanceOrg | Pre-event sender account state.

newbalanceOrig | Deterministic pre-outcome balance.

oldbalanceDest | Recipient state prior to event.

newbalanceDes | Pre-outcome deterministic balance.
All predictors used in Ci are observable at decision time and occur strictly before

the fraud outcome.

Table X-2 Excluded Features

Feature Type Violations
Investigator flags Post-treatment
Chargeback or recovery codes Outcome-derived
Case workflow outcomes Outcome-derived
Dynamic device/merchant risk
scores Policy-dependent
Post-authorization velocity features | Post-authorization
Fraud-pipeline system outputs Post-treatment
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These variables violate causal admissibility by introducing post-treatment or

downstream information.

X-1 DAG Reference
Admissibility follows the causal structure in Chapter 3:
Account State — Transaction Intent — Pre-Authorization Features — Fraud
Outcome
No predictor may depend on the fraud label, analyst actions, or policy-driven
updates.
The adjacency matrix used to validate admissibility is stored in the electronic G~
artifact bundle.

Table X-3 G7 Compliance Statement Table

The G- bundle confirms that:
- the Ci feature set is causally admissible and pre-authorization;

- all inadmissible downstream variables are excluded for documented
reasons;

- the feature list aligns with the DAG and adjacency matrix in Chapter 3;

- the admissibility proof is fully auditable through the accompanying
artifact bundle.

Guardrails Gi—G~ are now satisfied.
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