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Abstract

Linear Cryptanalysis of Reduced-Round SIMON-like Ciphers Using Super Rounds

Embedded systems are deployed in domains as varied as environmental surveillance,

traffic control and medical monitoring. The limited resources of such systems have led to

a growing need for lightweight cryptographic primitives. In 2013, the National Security

Agency (NSA) of the United States presented two families of lightweight block ciphers:

SIMON and SPECK. SIMECK, which combines the strengths of SIMON and SPECK, was

proposed in 2015.

We analyze the security of SIMON-like ciphers—SIMON and SIMECK—and present

an efficient linear cryptanalysis of reduced-round versions of each. Our improvement of

classical linear cryptanalytic approaches arises from an important observation valid for

SIMON-like ciphers: after four rounds of encryption, one bit of the left half of the state

depends on only 16 key bits—the size of one round key in the smallest version of the cipher,

which is a fourth of the size of the master key. It is hence possible to perform four rounds of

encryption using only 16 bits of the key for each bit of state. This partitioning of the master

key reduces considerably the cost of trying every possible key and enables the efficient

application of Matsui’s second cryptanalysis. This, in turn, enables us to define the notion

of a super-round which is a generalization of four-round encryption in SIMON-like ciphers.

We validate the efficiency of our proposed linear attack by carrying out several experi-

ments on 8-round, 10-round and 12-round reduced-round SIMON and SIMECK ciphers. We

project improved linear attacks on a far larger number of rounds on all variants of SIMON

and SIMECK that use classical linear cryptanalysis. For some variants, we are able to attack

more rounds than any other approaches that use Matsui’s second linear cryptanalysis (except

for approaches relying on linear hulls). Finally, we complement our analysis by testing

different choices of parameters of the SIMON-like round function to understand how a

change in these parameters affects the success of our attack.
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Chapter 1: Introduction

Lightweight cryptography is a rapidly growing area of research, emerging to fill the need

for securing highly constrained devices such as RFID tags and sensor networks. The limited

hardware and software resources require that the cryptographic primitives be highly efficient.

In 2013, the U.S. National Security Agency joined this ongoing research progress and

introduced two families of lightweight block ciphers: SIMON and SPECK. Since then, both

block ciphers have attracted the attention of researchers and have been the subject of many

security investigations. SIMECK was proposed in 2015; except for the rotation parameters,

the round function of SIMECK is very similar to that of SIMON. SIMON and SIMECK are

examples of SIMON-like block ciphers [19], which is a class of block ciphers using the same

design and round function of SIMON with different rotation parameters.

This dissertation presents an efficient application of Matsui’s second linear cryptanalysis

on SIMON-like ciphers. The efficiency of the attack arises from the observation that one can

perform four rounds of encryption by using only 16 key bits (of a 64-bit key) to get a single

intermediate bit. This observation is encapsulated in the notion of a super round. A super

round is a function that represents a few rounds of encryption to create a very small number

of bits of the ciphertext using a very small number of bits of the master key. This enables the

partitioning of the key into many smaller strings, allowing the exhaustive search to be much

more efficient. In the case of SIMON 32/64 and all variants of SIMECK, one super round

consisting of four rounds of encryption generates a single bit of left half state using only

one-fourth of the size of the master key. One is able to extend the super round by combining

it with effective linear approximations, leading to an efficient application of Matsui’s second

cryptanalysis. This approach extends to other variants of SIMON and SIMECK as well.

The efficiency of the proposed linear attack is verified by conducting a number of

experiments on reduced-round SIMON 32/64 and SIMECK 32/64 on 8 rounds, 10 rounds,
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and 12 rounds. We are also able to determine all 64 master key bits of 8-round SIMON 32/64

and SIMECK 32/64 using a meet-in-the-middle attack with one super round of encryption

and one super round of decryption, with data complexity 25.58 and time complexity 234.58.

Using capacity-based projections of the relationship of bias to the number of P/C pairs

[11], we present attacks on 21-round SIMON 32/64, 21-round SIMON 48/96, 25-round

SIMON 64/128, 35-round SIMON 96/144 and 43-round SIMON 128/256. Also, we present

attacks on 20-round SIMECK 32/64, 27-round SIMECK 48/96, and 34-round SIMECK 64/128.

Table 1.1 presents a comparison of our results with those of Alizadeh et al [4] and

Bagheri [6] which are currently the best peer-reviewed attacks using the classical Matsui’s

second algorithm and multiple approximations (without resorting to linear hulls) on SIMON

and SIMECK respectively. The table is based on the average-case complexity in counting

guessed key bits, as used in their works. Key bits in a bitwise AND operation are counted as

half a bit each, whereas all other key bits are counted as a single bit each. Their argument is

that when we have an expression such as k0&k1 if we guess k0 as a zero, there is no need to

continue guessing the second bit because the ANDed value will be zero independent of the

value of k1. Using this computation of the time complexity, we are able to go deeper than

[4] and [6] for all SIMON and SIMECK versions. Note that we do not claim to go deeper

than approaches relying on linear hulls.
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SIMON

Version
Number of

Rounds
Data Complexity Time Complexity Presented In

32/64
21-round 232 259.23 5.5.3

17-round 227 257.5 [4]

48/72
20-round 245.42 271.5 6.2.2

19-round 239.42 268 [4]

48/96
21-round 245.42 286 6.2.3

20-round 239.42 284.5 [4]

64/96
23-round 249 292 6.4.2

22-round 251 289 [4]

64/128
25-round 263 2109.5 6.4.3

23-round 251 2106 [4]

96/144
35-round 292.42 2131.5 6.6.3

34-round 286.42 2134.5 [4]

128/192
42-round 2128 2189 6.8.3

40-round 2120 2174.5 [4]

128/256
43-round 2128 2212 6.8.4

42-round 2120 2233.5 [4]

SIMECK

Version
Number of

Rounds
Data Complexity Time Complexity Presented In

32/64
20-round 232 258.5 7.4

18-round 224 260.5 [6]

48/96
29-round 247.42 292.5 7.6

23-round 241.42 295 [6]

64/128
34-round 263 2116.5 7.8

27-round 249 2107 [6]

Table 1.1: Comparison of previous results using Matsui’s second algorithm and multiple
linear cryptanalysis on SIMON and SIMECK
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This document is structured as follows. Chapter 2 provides the necessary information

on block cipher and linear cryptanalysis. In Chapter 3, we briefly review the relevant

literature on cryptanalysis. We focus on the most relevant work, that on linear cryptanalysis

of SIMON and SIMECK. In Chapter 4, we describe our main contribution and present our

proposed linear attacks on SIMON 32/64. In Chapter 5, we present our experimental results

on SIMON 32/64. We also present the complexity of proposed attacks for more rounds of

SIMON 32/64, as is common in the literature. We analyze the efficiency of our attack on the

other members of the SIMON family; results are described in Chapter 6. In Chapter 7, we

present our proposed attack on the SIMECK family and present the results on all variants of

SIMECK. Finally, we complement our analysis by testing the resistance of the SIMON-like

round function with different rotation constants against our proposed attack in Chapter 8.

We conclude in Chapter 9.
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Chapter 2: Background

Throughout history, there have been efforts to build new tools to enable secure communi-

cations among parties. Cryptography is the general research area, and Encryption a major

subfield.

This dissertation focuses on symmetric-key encryption, where two parties share a secret

key, which is used for both encryption and decryption functions. This was the only type

of encryption prior to 1973, when asymmetric-key (public-key) encryption, which uses a

public key and a secret key, was proposed.

Symmetric-key encryption schemes are in the form of one of: stream ciphers and block

ciphers. This dissertation focuses on block ciphers, which are important building blocks of

practical cryptography [17].

Figure 2.1: Encryption Systems
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2.1 Block Ciphers

In block ciphers, a plaintext block p is transformed as a whole into a ciphertext block c

under the action of a secret key K. Typically, 64 or 128 bits are used in practice as a block

size as in the data encryption standard (DES) and advanced encryption standard (AES)

ciphers. The key size k and the block size n are two important parameters for a block cipher.

A commonly used design for today’s block ciphers is the iterated cipher. As its name

implies, in such ciphers, an encryption function called a round function is applied iteratively

for a number of rounds r. The round function F for round i takes two inputs: an ith round

key ki, for 0≤ i < r, and ith round plaintext xi. Round keys are generated from the secret

key K by a key schedule algorithm. Thus, the cipher is defined by the specification of a

round function and a key schedule.

Definition 2.1.1. A symmetric block cipher with block size n consists of three algorithms

as follows:

• The encryption algorithm takes two inputs, an n-bit plaintext, and a round key and

returns an n-bit ciphertext.

C = Enc(P,ki), for 0≤ i < r

• The decryption algorithm takes two inputs, an n-bit ciphertext, and a round key in

reverse order and outputs a plaintext.

P = Enc(C,ki), for 0≤ i < r

• The key schedule algorithm derives a set of round keys from a k-bit secret key.

[k0,k1, ....kr] = KSch(K)

There are two common structures for building block ciphers: the Substitution-Permutation

Network (SPN) and the Feistel structure.
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Figure 2.2: Block Cipher

2.1.1 SPN

An SPN is an example of an iterated block cipher. The round function in an SPN consists

of the consecutive application of a substitution function, Fs, a permutation function, F p,

and an xor with the round key. For a block size n, Fs takes m bits as input, for m a factor

of n, and substitutes these with an output string. F p rearranges the n bit state. If n = mq,

each round will consist of the application of q substitution operations using Fs followed by

a permutation using F p, as shown in Figure 2.3.

Figure 2.3: Substitution-Permutation Network Structure
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2.1.2 Feistel Structure

The Feistel network was first proposed by Horst Feistel in 1973. Figure 2.4 depicts the

structure used in this design. The input plaintext block of size n bits is divided into two

halves, LH0 and RH0. The keyed round function F is applied to the right half RH0, and the

output is XOR-ed with the left half LH0 to produce the right half of the output. On the other

hand, the right half of the input is output, without changes, as the left half of the output. The

application of the round function and the swapping of the two halves input to every round

play the roles of the substitution and permutation functions respectively.

RH i+1 = F(RH i,ki)⊕LH i

LH i+1 = RH i
(2.1)

This design may be implemented efficiently because the same algorithm is used for decryp-

tion, with the round keys used in reverse order. A well-known example of a Feistel network

is DES.

Figure 2.4: Feistel Structure
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2.2 Cryptanalysis of Block Ciphers

The field of cryptanalysis of block ciphers studies a block cipher design with the goal of

detecting a weakness that can be used to retrieve information about the key with a complexity

smaller than trying all possible values of the key.

We begin this section by describing the two most cryptanalytic approaches for block

ciphers—linear and differential–and then briefly discuss other approaches.

2.2.1 Linear Cryptanalysis

Linear cryptanalysis was first introduced by Matsui in 1992 [21]. The approach involves

identifying linear equations involving plaintext, ciphertext, and key bits, which occur with

high probability. To apply the linear attack on a block cipher, firstly we need to find an

effective linear expression that holds with probability ρ = 1
2 ± ε (over randomly chosen

plaintext for a fixed key) for ε > 0:

Pi0,i1,....ia⊕C j0, j1,.... jb = Kz0,z1,...zc (2.2)

where i0, i1, ....ia, j0 , j0, j1, .... jb, and z0,z1, ...zc denote fixed bit indices, and Pi0,i1,....ia ,

C j0, j1,.... jb and Kz0,z1,...zc represent the exclusive-OR of the specified bits of plaintext, cipher-

text and key bits respectively.

For an "ideal" secure block cipher such linear relations should hold with probability

exactly 0.5. Thus, the larger the value of ε , the greater the effectiveness of the approximation

of equation 2.2. Such an approximation may be obtained by repeatedly approximating a

round function. The following lemma, [21], was introduced by Mastui to compute the bias

of a combination of linear approximations. It is quoted below verbatim.

Lemma 2.2.1. (Piling-up Lemma) "Let Xi (1 ≤ i ≤ n) be independent random variables

whose values are 0 with probability ρi or 1 with probability 1−ρi.
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Then the probability that X1⊕X2⊕ .....Xn = 0 is:

1/2+2n−1
n

∏
i=1

(ρi−1/2)” (2.3)

Once a high bias linear expression is obtained, we can determine the parity of subkey bits

Kz0,z1,...zc by following Matsui’s first algorithm, which is first defined in [21]. It is assumed

that the adversary knows N plaintext-ciphertext (P/C) pairs, where the plaintexts are chosen

uniformly at random, encrypted with the same unknown key K. The expression, for example

the one in 2.2, is tested for each of N P/C pairs. Matsui’s first algorithm is as follows.

Algorithm 1 Matsui’s First Algorithm
Step 1: Let T be the number of plaintexts such that the left side of equation 2.2 is equal

to zero.

Step 2:

if T > N/2 then

in case ρ > 0.5: then guess Kz0,z1, ...zc = 0

in case ρ < 0.5: then guess Kz0,z1, ...zc = 1

else if T < N/2 then

in case ρ > 0.5: then guess Kz0,z1, ...zc = 1

in case ρ < 0.5: then guess Kz0,z1, ...zc = 0

The number of P/C pairs needed is a small multiple of ε−2, depending on the desired

probability of success of determining the single parity bit. Table 2.1 list these, and is

verbatim from [21].

N 2Bias−2 4Bias−2 8Bias−2 16Bias−2

Success Rate 48.6% 78.5% 96.7% 99.9%

Table 2.1: The Success Rate of Algorithm 2
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Matsui’s second algorithm uses a linear approximation of (r−1) rounds, and an exact

computation of the last (or first) round. The linear approximation, in this case, is as follows:

Pi0,i1,....ia⊕F−1(C,Kr)x1,x2,...xd = Kz0,z1,...zc (2.4)

where the bits i0, i1, ..., j0, j1, ..., x1,x2, ... and z0,z1, ... are not necessarily those identified

in the r-round approximation of equation 2.2.

In order to deduce the last round key Kr, we need to decrypt ciphertexts with all possible

candidates for Kr. We assume the wrong key hypothesis [REF], that decrypting ciphertexts

with the wrong key will result in a probability of 0.5 for equation 2.4. The following method

is used to retrieve Kr.

Algorithm 2 Matsui’s Second Algorithm

Step 1: For each candidate of Kr, let Ti be the number of plaintexts such that the left side

of equation 2.4 is equal to zero.

Step 2: Let Tmax be the maximal value and Tmin be the minimal value of all Ti’s

if |Tmax−N/2|> |Tmin−N/2| then

adopt the key candidate corresponding to Tmax and guess Kz0,z1, ...zc = 0

else if |Tmin−N/2|> |Tmax−N/2| then

adopt the key candidate corresponding to Tmin and guess Kz0,z1, ...zc = 1

2.2.2 Differential Cryptanalysis

Differential cryptanalysis was introduced in 1990 by Eli Biham and Adi Shamir [10]. In

this model also the adversary obtains plaintext and their encryptions with a fixed, unknown

key. Unlike in linear cryptanalysis, however, where the plaintexts are chosen uniformly at

random, in differential cryptanalysis, the plaintexts are in pairs, with a chosen difference

between the plaintexts in a pair. As such, differential cryptanalysis is a chosen-plaintext

attacks, and linear cryptanalysis is considered more feasible because its adversarial model is
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weaker.

Differential cryptanalysis aims to derive and exploit a high probability relationship

between the differences in plaintext pairs and the differences in the resultant ciphertexts.

In an ideal secure block cipher, the probability of occurrence of a particular ciphertext

difference for a given plaintext difference is 1/2n, where n is the length of the plaintext. For

large n, this probability is close to zero.

Consider such a differential relation (equation (2.5)). The adversary chooses ∆P such

that equation (2.5) is true with non-negligible δ for some ∆C.

Pr[Enc(P′)⊕Enc(P′⊕∆P) = ∆C] = δ ,where δ > 0 (2.5)

The adversary then requests, for N values of P′ chosen uniformly at random and a

fixed, specified ∆P, P′, P” = ∆P and the corresponding ciphertexts encrypted with the fixed

unknown key. These can then be used to determine information on the key.

2.2.3 Differential-Linear Cryptanalysis

In 1994, Langford and Hellman [18] introduced a technique that combines the linear and

differential approaches, termed differential-linear cryptanalysis. The block cipher is treated

as a cascade of two sub-ciphers and the adversary uses a differential expression for one

sub-cipher E0 and a linear approximation for the other E1 [9].

Given a linear approximation and a differential characteristic as the following:

Pr[αP = αC] =
1
2
+β ,where β >

1
2

Pr[∆P = ∆C] = 1
(2.6)

In order to concatenate these two approximations, we need a linear approximation with

an input mask αP that has a known difference ∆C. So the sequence of the extended attack

looks like this ∆P = ∆C||αP = αC.
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Given two chosen plaintexts with a difference P0⊕P1= ∆P, we can predict the output

difference after few rounds: ∆C, and can write the input difference as:

αP.E0(P0) = αP.E0(P1) (2.7)

As is explained earlier in section 2.1, a linear approximation can be expressed as follows:

αP(P) = αCE1(P) (2.8)

Accordingly, we can rewrite these approximations in terms of the intermediate state as:

αP(E0(P0)) = αCE1(E0(P0))

αP(E0(P1)) = αCE1(E0(P1))

(2.9)

As a result of using the differential approximation for E0, we can predict that αP.E0(P0) =

αP.E0(P1), and αCC0 = αC.C1, where C0 and C1 are the corresponding ciphertexts for P0

and P1 respectively. Hence, this observation allows the building of a differential-linear

distinguisher that distinguishes between random data and ciphertexts.

2.2.4 Linear Hull

In 1994, Nyberg [22] extended the classical linear cryptanalysis and defined the linear hull,

which takes advantage of several linear approximations with the same input mask α and

output mask β . The potential of a linear hull ALH(α,β ) is defined as:

ALH = ∑
γ

ε
2(α ·P⊕β ·C⊕ γ ·K) = ε

−2

Combing multiple approximations—each with non-negligible bias, and each with a

different set of key bits—will increase the overall bias of a linear hull above that of any

individual linear approximation. The attack will hence require fewer plaintext-ciphertext
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pairs. (Recall that the number of plaintext-ciphertext pairs is O( 1
ε−2 )). However, this is

conditioned on the use of an independent set of key bits. Therefore, the effect of combing

several approximations is not always advantageous; in some cases, it is disadvantageous.

2.2.5 Zero-Correlation Linear Hull

Besides bias ε , the correlation C is another quantity that measures the efficiency of a linear

approximation. Assume there is a linear approximation : α ·P⊕β ·C = 0. Denote the

probability of the approximation by ρα,β = Pr(α ·P⊕β ·C = 0).

The correlation is defined as:

cα,β = 2ρα,β −1

Thus, ρα,β = 1
2 is equivalent to cα,β = 0. In contrast to the linear hull, which is constructed

from linear approximations with non-negligible correlation, the zero-correlation linear hull

[12] is an extension of the linear hull that takes advantage of linear approximations with

zero correlation. Such a linear hull is constructed from an input mask α and output mask β

such that there is no linear trail with non zero correlation.

2.2.6 Related-Key Attack

All attacks that have been described in this chapter so far require a large number of plaintext

and ciphertext pairs in order to recover the key. It is usually recommended to frequently

change the secret key to prevent the adversary from collecting the needed number of

ciphertext [8].

When a weak random number generator is used to create multiple secret keys, a deter-

ministic relationship between keys can be used to obtain information about the keys even

when they are changed often. A more powerful adversarial model, allows the adversary to

choose the relationships among a set of unknown keys. In the statistical attacks such as
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linear and differential cryptanalysis, their efficiency depends on the number of rounds they

attacked and the round function. On the other hand, the related-key attack has the feature of

not depending on such details.
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Chapter 3: Related Work

3.1 The SIMON Block Cipher

SIMON is a family of lightweight block ciphers–designed by U.S. National Security Agency

(NSA) in 2013 [7]–aiming to provide security to lightweight resource-constrained devices.

It supports a variety of block and key sizes; SIMON2n/mn denotes the variant with word

size n, m key words and block size 2n. The following table lists the variants:

Block size 2n Key size mn word size n key words m Number of rounds

SIMON 32 64 16 4 32

SIMON 48
72 24 3 36

96 4 36

SIMON 64
96 32 3 42

128 4 44

SIMON 96
96 48 2 52

144 3 54

SIMON 128

128 64 2 68

192 3 69

256 4 72

Table 3.1: SIMON parameters

The specification of each block cipher is determined by the two main functions, the

round function, and the key schedule. SIMON is designed based on a Feistel structure with

the key-dependent round function F :

(XL j+1,XR j+1) = Rk j(XL j,XR j) = (XR j⊕F(XL j)⊕ k j,XL j) (3.1)
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F consists of three operations: bitwise XOR ⊕, bitwise AND &, and left circular shift by j

bits≪ j and can be expressed as (see Figure 3.1):

F(XL j) = [(XL j ≪ 1)&(XL j ≪ 8)]⊕XL j ≪ 2) (3.2)

Figure 3.1: SIMON Round Function

The key schedule takes the master key K as an input and generates r subkeys k0,k1, ....kr−1.

The first w subkeys are initialized with the master key words, kw−1...k0. Depending on the

number of key words w, a different procedure is applied as follows:

For w=2:

ki+2 = ki⊕ (ki+1 ≫ 3)⊕ (ki+1 ≫ 4)⊕ c⊕ (z j)i

For w=3:

ki+3 = ki⊕ ki+1⊕ (ki+2 ≫ 3)⊕ (ki+1 ≫ 1)⊕ (ki+2 ≫ 4)⊕ c⊕ (z j)i

For w=4:

ki+4 = ki⊕ ki+1⊕ (ki+3 ≫ 3)⊕ (ki+1 ≫ 1)⊕ (ki+3 ≫ 4)⊕ c⊕ (z j)i

17



As shown above, the generated subkey is XOR-ed with a constant c which is equal to

2n− 4 = 0x f f ... f c and the ith bit of (z j), where the choice of (z j) depends on SIMON

versions. Thus, these constants are added to prevent slide attacks and eliminate circular shift

symmetries. There are five constant sequences (z0),(z1),(z2),(z3), and (z4), which take the

following values:

z = [z0,z1,z2,z3,z4]

= [11111010001001010110000111001101111101000100101011000011100110,

10001110111110010011000010110101000111011111001001100001011010,

10101111011100000011010010011000101000010001111110010110110011,

11011011101011000110010111100000010010001010011100110100001111,

11010001111001101011011000100000010111000011001010010011101111]

3.2 Linear Cryptanalysis of SIMON

Due to SIMON round function simplicity, it has been the subject of security investigations

and cryptanalytic works, especially using differential and linear cryptanalysis. In this section,

we will focus on linear cryptanalysis of SIMON using Matsui’s first algorithm and Matsui’s

second algorithm and will describe the most important works that have been published.

3.2.1 Using Matsui’s First Algorithm

The first work to look at is [2] by Abed et al., where they analyze the linear properties of

SIMON round function. Hence, they linearize the only non-linear part which is the bitwise

AND operation, and present this linear approximation: [F(x)) = (x ≪ 2)], which holds

with probability 3/4, and bias ε = 2−2, which is computed by applying the piling-up lemma.

They start with a toy cipher of 3-round, where they fix a single bit in the middle, and

try to reach the intermediate active bit from both directions backward and forward. More
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importantly, they extend these linear trails by two rounds free of any extra approximations,

since the adversary knows the input to the round function from the plaintext and ciphertext.

Moreover, following this approach they generate linear trails to a larger number of

rounds to all SIMON versions. Hence, they successfully present linear cryptanalysis of

length 11, 14, 16, 20 and 23 on SIMON 32, SIMON 48, SIMON 64, SIMON 96 and SIMON

128 respectively. Since their attack is considered Matsui’s first algorithm, the required

number of plaintext and ciphertext pairs is what determines the complexity of the attack.

Accordingly, the required data complexities were 223, 247, 261,295 and 2125 for SIMON 32,

SIMON 48, SIMON 64, SIMON 96 and SIMON 128 respectively.

Improved results covering more rounds have been presented by Alizadeh et al. in

[3], where they exploit a direct connection between linear characteristics and differential

characteristics. Given an r-round differential characteristic, an equivalent r-round linear

characteristic can be constructed. Given this observation, they derived improved linear

trails and then mounted linear cryptanalysis using Matsui’s first algorithm with the success

probability of ‘0.997’ for 12, 15, 19, 28 and 35 rounds for SIMON 32, SIMON 48, SIMON

64, SIMON 96, and SIMON 128 respectively.

3.2.2 Using Matsui’s Second Algorithm

In this work [4] by Alizadeh et al., they generalized the method of converting any differential

characteristic to a linear characteristic for SIMON [2], and present slightly better results.

Additionally, they consider the classical linear cryptanalysis and multiple linear cryptanalysis.

So, they extend the previous results to cover more rounds and launch key recovery attacks

using Matsui’s second algorithm. Thus, they have successfully introduced attacks on 17,

20, 23, 34, and 42 rounds for all versions of SIMON 32, 48, 64, 96, and 128, respectively.

Moreover, they attack more rounds using multiple linear cryptanalysis: 18, 20, 22, 33, and

39 rounds of block sizes 32, 48, 64, 96, and 128 bits, respectively.

The most recent results were presented in [5] by Ashur. They describe a new method to
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compute the bias of linear trails, which was then used to obtain longer linear approximations

than what previous works have achieved. The literature calls into question the correctness

of the results presented in this work. In particular, from [13], "it uses the correlation when

all the subkeys are zero as the expected correlation under random key situations, which is

not exact. Moreover, if the potential of each linear hull of the cipher is smaller than that of

random permutations, then the combination of these linear hulls can not distinguish between

the cipher and a random permutation." Table 3.2 summarizes the results on SIMON using

the classical Matsui’s algorithms.

3.3 Linear Hull of SIMON

Here, we describe the works that analyze the security of SIMON against linear hull. In the

same work [4], attacks are presented on 21, 21, 29, 36, and 50 rounds of reduced-round

SIMON 32/64, SIMON 48/96, SIMON 64/128, SIMON 96/144, and SIMON 128/256 using

linear hulls.

Shi et al. [20], by using the method of automatic enumeration of differential and linear

approximations—Mixed-integer Linear Programming presented in [26]—present linear hull

crytpanalysis on 21, 21 and 29 rounds of reduced-round SIMON 32/64, SIMON 48/96 and

SIMON 64/128 respectively.

Abdelraheem et al. [1] proposed a time-memory trade-off method to search for highly

biased linear trails. Hence, they found 14-round and 17-round linear approximations for

SIMON 32 and SIMON 48 respectively. As a result, they present 24, 23 and 24 rounds of

SIMON 32/64, SIMON 48/72 and SIMON 48/96. Additionally, Sun et al. [26] present a

16-round linear hull for SIMON 48/96, which is used to break up to 23 rounds.

The best linear hull attacks presented in [13] use a dynamic key-guessing technique first

proposed to improve differential cryptanalysis [27]. The dynamic- key-guessing method is

used to reduce the number of key bits required to be guessed.
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SIMON Cryptanalysis
Attacked Data Time

Reference
Rounds Complexity Complexity

32/64
Matsui’s 1st algorithm

11 225 225 [2]
12 231 231 [3]
15 231.36 231.36 [5]

Matsui’s 2nd algorithm
17 232 259.5 [4]
15 231.36 263.36 [5]

48/72
Matsui’s 1st algorithm

14 247 247 [2]
15 243 243 [3]
18 247.32 247.32 [5]

Matsui’s 2nd algorithm
19 246 270 [4]
20 247.32 262.32 [5]

48/96
Matsui’s 1st algorithm

14 247 247 [2]
15 243 243 [3]
18 247.32 247.32 [5]

Matsui’s 2nd algorithm
20 246 286.5 [4]
22 295.32 247.32 [5]

64/96
Matsui’s 1st algorithm

16 261 261 [2]
19 261 261 [3]
21 263.04 263.04 [5]

Matsui’s 2nd algorithm
22 258 291 [30]
22 286.04 263.04 [5]

64/128
Matsui’s 1st algorithm

16 261 261 [2]
19 261 261 [3]
21 263.04 263.04 [5]

Matsui’s 2nd algorithm
23 258 2108 [4]
22 286.04 263.04 [5]

96/144

Matsui’s 1st algorithm
20 295 295 [2]
28 293 293 [3]

Matsui’s 2nd algorithm
34 294 2136.5 [4]
15 231.36 231.36 [5]

128/192
Matsui’s 1st algorithm

23 2125 2128 [2]
35 2123 2123 [3]

Matsui’s 2nd algorithm 40 2128 2176.5 [4]

128/256
Matsui’s 1st algorithm

23 2125 2125 [2]
35 2123 2123 [3]

Matsui’s 2nd algorithm 42 2128 2353.5 [4]

Table 3.2: Summary of linear cryptanalysis results of SIMON
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3.3.1 Zero-Correlation Linear Hull of SIMON

There are other results using Zero-correlation linear cryptanalysis. Bogdanov et al. [12]

propose an extension of linear cryptanalysis based on linear approximations with correlation

Zero, called Zero-correlation linear cryptanalysis. [30] present Zero-correlation linear

cryptanalysis on all versions of SIMON. Hence, they successfully present attacks on 19, 20,

22, 23, 25, 28, 33, and 34 rounds for SIMON 32/64, SIMON 48/72, SIMON 48/96,SIMON

64/96, SIMON 64/128, SIMON 96/144, SIMON 128/192 and SIMON 128/256 respectively.

Also, Wang et al [28] present improved results using zero-correlation with the help of

a divide-and-conquer technique on 20, 21 and 21 rounds of SIMON 32/64, SIMON 48/72,

SIMON 48/96. Sun et al.[25] improve on [28] and apply zero-correlation linear cryptanalysis

to SIMON 32/64, SIMON 48/72, SIMON 48/96. They were the first to apply it to the larger

variants of SIMON. Hence, they attack 21, 21, 22, 23, 24, 28, 32 and 34 rounds of SIMON

32/64, SIMON 48/72, SIMON 48/96,SIMON 64/96, SIMON 64/128, SIMON 96/144, SIMON

128/192 and SIMON 128/256 respectively. Table 3.3 summarizes the results of linear hull

and zero-correlation linear hull attacks on SIMON.
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SIMON Cryptanalysis Attacked Data Time Reference
Rounds Complexity Complexity

32/64
Linear Hull

21 230.56 255.56 [4]
21 - - [20]
23 230.59 250 [1]
23 231.19 261.84A+256E [13]

Zero-correlation
19 232 255 [30]
20 232 259.9 [28]
21 232 259.4 [25]

48/72
Linear Hull

20 244.11 270.61 [4]
23 247.78 262.10 [1]
24 247.92 267.89A+256E [13]

Zero-correlation
20 248 240 [30]
20 248 259.7 [28]
21 248 261.9 [25]

48/96
Linear Hull

21 244.11 270.61 [4]
21 - - [20]
24 247.78 283.10 [1]
23 247.92 292.92 [26]
25 231.19 289.89A+280E [13]

Zero-correlation
22 248 286 [30]
21 248 272.6 [28]
22 248 280.5 [25]

64/96
Linear Hull 27 262.53 288.53 [4]

30 263.53 293.62A+288E [13]

Zero-correlation 23 264 294 [30]
23 264 290.4 [25]

64/128
Linear Hull

29 262.53 2123.53 [4]
29 - - [20]
31 263.53 2119.62A+2120E [13]

Zero-correlation 26 263 294 [30]
24 264 2116.8 [25]

96/144
Linear Hull 36 294.2 298.94A+2136E [4]

38 [13]

Zero-correlation 28 296 2138 [30]
28 296 2141 [25]

128/192
Linear Hull 48 2126.6 2187.6 [4]

51 2127.6 2155.77A+2184E [13]

Zero-correlation 33 2128 2185 [30]
32 2128 2156.8 [25]

128/256
Linear Hull 50 2126.6 2242.6 [4]

53 2127.6 2239.77A+2248E [13]

Zero-correlation 34 2128 2227 [30]
34 2128 2255.6 [25]

Table 3.3: Summary of linear hull and zero-correlation results

* ‘-’ refers to not given, A refers to number of additions, E refers to number of encryptions
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3.4 The SIMECK Block Cipher

In contrast to the SIMON family, there are only three versions of SIMECK: 32/64, 48/96,

and 64/128. The number of rounds used is 32, 36, and 44, respectively, which are the same

numbers as the corresponding block ciphers in the Simon family.

SIMECK is designed based on a Feistel network, so one round of SIMECK can be

expressed :

(XL j+1,XR j+1) = Rk j(XL j,XR j) = (XR j⊕F(XL j)⊕ k j,XL j) (3.3)

The shift constants (1,8,2) used in the SIMON round function have been replaced by

(0,5,1) in order to improve the hardware efficiency and maintain a similar security level

against specific attacks. Figure 3.2 illustrates the round function of SIMECK, and it can be

expressed as follows:

F(XL j) = [(XL j)&(XL j ≪ 5)]⊕XL j ≪ 1) (3.4)
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Figure 3.2: SIMECK Round Function

3.5 Linear Cryptanalysis of SIMECK

There have been a few works analyzing the security of SIMECK against linear cryptanalysis.

The designers of SIMECK evaluate the security against linear cryptanalysis [29] and describe

attacks on 12-round SIMECK 32/64, 15-round SIMECK 48/96, and 19-round SIMECK 64/128,

all with a success probability of 0.997. Moreover, Bagheri [6] presents linear attacks on

reduced round SIMECK using Matsui’s first algorithm on 14-round, 19-round and 22-round

SIMECK 32, 48 and 64, respectively. Moreover, they apply Matsui’s second algorithm to

attack a larger number of rounds and describe attacks on 18, 23 and 26 rounds of SIMECK

32, 48 and 64, respectively.

In addition to linear cryptanalysis, SIMECK was analyzed in [24] against the distinguish-

ing attack, which tries to distinguish the encrypted data from random data. SIMECK 48

is not secure against this attack, and a distinguisher can be found. On the other hand, the

larger version of SIMECK, with the block size 64 and key size 128, is not vulnerable to the

particular attack described.
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3.6 Linear Hull of SIMECK

Due to the similarity between the design of SIMON and SIMECK, many cryptanalyses that

have been mounted against SIMON, can be applied on SIMECK as well. Hence, Qin et

al. [23] analyze the security of SIMECK against linear hull attacks using the method first

presented in [13]. They construct a linear hull distinguisher and then use the Guess, Split,

and Combine approach for key guessing, which reduces the time complexity. Therefore,

they present attacks on 23, 30, 37 rounds of reduced-round SIMECK 32, SIMECK 48 and

SIMECK 64 respectively.

3.7 Zero-correlation Linear Hull of SIMECK

One of the powerful attack methods is zero-correlational and Zhang et al. [31] evaluate

the security of SIMECK against such an attack. Hence, they present attacks on 20-rounds,

24-rounds and 27-rounds of SIMECK 32, SIMECK 48, and SIMECK 64 respectively. Table

3.4 summarizes the results of linear attacks on SIMECK.
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SIMON Cryptanalysis
Attacked Data Time Reference
Rounds Complexity Complexity

32/64

1st Matsui 12 231 231 [29]
2nd Matsui 18 231 263.5 [6]
Linear Hull 23 231.91 261.78A+256.41E [23]

Zero-correlation 20 232 256.65 [31]

48/96

1st Matsui 15 243 243 [29]
2nd Matsui 24 245 294 [6]
Linear Hull 30 247.66 292.2A+288.04E [23]

Zero-correlation 24 248 291.5 [31]

64/128

1st Matsui 19 2123 255.56 [29]
2nd Matsui 27 261 2120.5 [6]
Linear Hull 37 263.09 2111.44A+2121.25E [23]

Zero-correlation 27 274.34 2112.79 [31]

Table 3.4: Summary of cryptanalysis results of SIMECK

* ‘-’ refers to not given, A refers to number of additions, E refers to number of encryptions
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Chapter 4: The Cryptanalytic Model and Linear Approximations

In this chapter, we present our core ideas—the notions of super-rounds and super-keys—and

describe how they may be used for an efficient linear cryptanalysis of SIMON 32/64. In

particular, we examine linear attacks on reduced-round SIMON for 8, 10 and 12 rounds.

Experimental results for these attacks are presented in chapter 5. Section 4.1 presents the

model and a simple 8-round attack that requires no approximations. Section 4.2 presents

the representative linear cryptanalytic attack using super rounds. Section 4.3 describes the

linear approximations we use for the experiments of chapter 5.

Also, the application of the proposed cryptanalytic model on the larger variants of

SIMON is described in chapter 6. Similarly, chapter 7 presents the results of using our

proposed linear attack on SIMECK.

4.1 The Cryptanalytic Model

In this section we describe the idea of a super round and super key, and demonstrate how it

increases the efficiency of a brute force attack on eight rounds of SIMON 32/64.

4.1.1 Central Observation

We observe that, after four rounds of SIMON 32/64 encryption, one bit of the left half of

the state depends on only 16 key bits—the size of one round key. One bit of the right

half depends on only 7 key bits. On the other hand, the 32-bit state after four rounds of

encryption depends on all 64 master key bits. Thus, by focusing on a single bit of the state,

we are able to partition the key into smaller pieces. This enables us to more efficiently apply

exhaustive search, doing it 16 (or 7) bits at a time.

In Matsui’s second linear cryptanalysis, the first (or final) round key is determined by

encryption (or decryption) with all possibilities (exhaustive search), choosing the most likely

28



one. One would like to be able to use the same approach to determine all possible master

key bits, instead of only those in the final round key. Performing an exhaustive search by

encrypting multiple rounds is, however, prohibitively expensive. Using our observation, it is

possible to efficiently encrypt the four first rounds (not only the first round), by focusing on

a single bit of state at a time, and performing an exhaustive search over smaller pieces of the

key. To extend Matsui’s second linear cryptanalysis to four rounds in this manner, we would

need linear cryptanalytic expressions with only a single bit of input state. In this chapter, we

derive such expressions for SIMON 32/64, for 8, 10 and 12 rounds. The expressions and the

encryption are symmetric with respect to the single bit of super round output, and we are

hence able to perform this type of cryptanalysis on every bit of super round output.

An outline of the attack is as follows. For every bit of super round output, we guess all

possible combinations of the corresponding 16 key bits for the left half, or 7 for the right

half, to obtain the most likely one. We do this for all 32 bits of the block. This gives us 16

keys of size 16 each (left half) and 16 keys of size 7 each (right half), with considerable

overlap among the key bits, as there are only 48 independent master key bits. We obtain

368 related key bits representing 48 independent key bits, which allows for correcting

errors. The complexity of this attack is (16× 216 + 16× 27)×N where N is the number

of plaintext-ciphertext (P/C) pairs used. If our approach is more efficient than trying all

48-bit keys (248)—that is, if our value of N is small enough—we have a valid attack. N is a

function of the bias of the linear cryptanalytic expressions, which itself decreases with depth.

The required value of N for a fixed estimation error increases with a decrease in bias, and

hence increases with depth. The deeper we are able to go, the more successful the attack.

4.1.2 The Super Round

We use the term super round to represent a generalization of the four-round encryption we

described above.
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Definition 4.1.1 (SUPER ROUNDS AND SUPER KEYS). A super round for a block cipher is

a function representing s-rounds of encryption of the cipher, for some s > 1. It takes as input

a full block of plaintext and the required key bits, and outputs t bits of ciphertext, where

t is considerably smaller than the block size. The required key bits for a super round are

referred to as a super key.

Examples: For SIMON 32/64:

• A super round of the first four rounds requires a super key of length 16 and has as

output a single bit of left-half ciphertext.

• A super-round of the first four rounds requires a super key of length 7 key bits and

has as output a single bit of right-half ciphertext.

Figure 4.1 depicts these examples, where FS represents the super round.

Figure 4.1: The Super Rounds

We now demonstrate how the super rounds are constructed for the examples above.

Subscripts denote bits, numbered from left to right beginning at zero, and superscripts

denote round number, also beginning at zero. We denote by XL j and XR j the left and right

half inputs to the jth cipher round (and hence the outputs of the ( j−1)th round), by Z j the

output of the jth round function, by k j
i the ith bit of the jth round key, and by & the bitwise
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AND function. Left and right plaintext and ciphertext halves are denoted PL, PR, CL and

CR respectively.

Recall equation (3.1):

(XL j+1,XR j+1) = Rk j(XL j,XR j) = (XR j⊕F(XL j)⊕ k j,XL j)

which implies that:

XL j+1
i = XR j

i ⊕Z j
i ⊕ k j

i

= XL j−1
i ⊕Z j

i ⊕ k j
i

= XL j−3
i ⊕Z j−2

i ⊕ k j−2
i ⊕Z j

i ⊕ k j
i

And hence that:

XL4
i = XL0

i ⊕Z1
i ⊕ k1

i ⊕Z3
i ⊕ k3

i = PLi⊕Z1
i ⊕ k1

i ⊕Z3
i ⊕ k3

i

Similarly,

XR j+1
i = XL j

i

= XL j−2
i ⊕Z j−1

i ⊕ k j−1
i

= XR j−3
i ⊕Z j−3

i ⊕ k j−3
i ⊕Z j−1

i ⊕ k j−1
i

and hence that:

XR4
i = XR0

i ⊕Z0
i ⊕ k0

i ⊕Z2
i ⊕ k2

i = PRi⊕Z0
i ⊕ k0

i ⊕Z2
i ⊕ k2

i

Now recall equation (3.2):

F(XL j) = [(XL j ≪ 1)&(XL j ≪ 8)]⊕XL j ≪ 2)

which implies that:

Z j
i = (XL j

i+1&XL j
i+8)⊕XL j

i+2
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giving us:

Z0
i = (PLi+1&PLi+8)⊕PLi+2

Z1
i = [(Z0

i+1⊕ k0
i+1⊕PRi+1)&(Z0

i+8⊕ k0
i+8⊕PRi+8)]⊕ (Z0

i+2⊕ k0
i+2⊕PRi+2)

Z2
i = [(Z1

i+1⊕ k1
i+1⊕XR1

i+1)&(Z1
i+8⊕ k1

i+8⊕XR1
i+8)]⊕ (Z1

i+2⊕ k1
i+2⊕XR1

i+2)

= [(Z1
i+1⊕ k1

i+1⊕PLi+1)&(Z1
i+8⊕ k1

i+8⊕PLi+8)]⊕ (Z1
i+2⊕ k1

i+2⊕PLi+2)

Z3
i = (v1&v2)⊕ v3

where:

v1 = Z2
i+1⊕ k2

i+1⊕XR2
i+1 = Z2

i+1⊕ k2
i+1⊕XL1

i+1 = Z2
i+1⊕Z0

i+1⊕ k0
i+1⊕PRi+1⊕ k2

i+1

v2 = Z2
i+8⊕ k2

i+8⊕XR2
i+8 = Z2

i+8⊕ k2
i+8⊕XL1

i+8 = Z2
i+8⊕Z0

i+8⊕ k0
i+8⊕PRi+8⊕ k2

i+8

v3 = Z2
i+2⊕ k2

i+2⊕XR2
i+2 = Z2

i+2⊕ k2
i+2⊕XL1

i+2 = Z2
i+2⊕Z0

i+2⊕ k0
i+2⊕PRi+2⊕ k2

i+2

Finally,

XL4
i = Z3

i ⊕ k3
i ⊕XR3

i = Z3
i ⊕ k3

i ⊕XL2
i = Z3

i ⊕ k3
i ⊕Z1

i ⊕ k1
i ⊕PLi

XR4
i = XL3

i = XL1
i ⊕Z2

i ⊕ k2
i = PRi⊕ k0

i ⊕Z0
i ⊕Z2

i ⊕ k2
i

4.1.3 The Super Key

As we described earlier, for each of the two super rounds, for each value of i, there are

corresponding 16-bit and 7-bit super-keys. The following table lists the components of the

super keys.

32



Super-key of the left-half Super-key of the right-half

k0
i+8⊕ k0

i+12⊕ k1
i+10⊕ k2

i+8 k0
i+3⊕ k1

i+1

k0
i+1⊕ k0

i+5⊕ k1
i+3⊕ k2

i+1 k0
i+10⊕ k1

i+8

k0
i+12⊕ k1

i+10 k0
i+2

k0
i+5⊕ k1

i+3 k0
i+3

k0
i+2⊕ k1

i k0
i+10

k0
i+11⊕ k1

i+9 k0
i+9

k0
i+4⊕ k1

i+2 k0
i

k0
i+12

k0
i+5

k0
i+2

k0
i+11

k0
i+4

k0
i+10

k0
i+3

k0
i+8

k0
i+1

Table 4.1: Super Keys

4.1.4 8-Round Cryptanalysis Without Approximations

SIMON is designed based on the Feistel structure, and one of the important properties of

this design is that the same algorithm is used for encryption and decryption. Due to this

feature, an equivalent super-round of 4-rounds decryption is established as well. This allows

us to launch a meet-in-the-middle attack on 8-round linear cryptanalysis of SIMON 32/64

without any approximations. That is, instead of performing an exhaustive search over all
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48-bit master keys, we can focus on a single bit and perform an exhaustive search over 25

key bits at a time. This illustrates the power of the super round.

Meet-in-the-middle attack is a technique that was first developed by Diffie and Hellman

[14]. As its name implies, the adversary attempts to reach an intermediate state from both

ends. To do so, the adversary will encrypt the plaintext Enc(P,k1), and decrypt the ciphertext

Dec(C,k2) for a number of rounds to reach the middle of the cipher.

Thus, the attacker computes Enc(P,k1) and Dec(C,k2) for all possible values of k1 and

k2, and if there isn’t a match between the two operations discards (k1,k2) as a possible

candidate or the correct key. As all expressions are exact, there is no need to keep a count of

how many times there was a match; a single mismatch disqualifies the key pair.

Since we have two super-rounds, one in the forward direction and the other in the

backward direction, we efficiently apply the meet-in-the-middle technique on SIMON 32/64

as shown in Figure 4.2. The first super-round FsEnc starts with a plaintext and 17 key bits

sk1 to produce a single bit of 4-rounds encryption XL4
i . Then, the second super-round FsDec

takes the ciphertext and 8 key bits sk2 and generates a single bit of 4-rounds decryption,

hence the following equivalence is obtained:

Algorithm 3 Meet-in-the-middle-attack Algorithm
for each P/C pair← 0,N do

for each candidate of x of sk1← 0,217−1 do

Compute FsEnc(P,sk1) = XL4
i and store the result

for each candidate of y of sk2← 0,28−1 do

Compute FsDec(C,sk2) = XL′4i and store the result

for XL4
i = XL′4i do

consider (x,y) as a candidate for the correct keys
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Figure 4.2: 8-Round Attack Without Approximations

4.2 Linear Cryptanalysis With Super Rounds

In this section we describe the general linear cryptanalytic attack using a super round, based

on Matsui’s second algorithm. The linear approximations we derive in section 4.3 relate

one bit of the super-round output and multiple bits of the ciphertext. The super round

itself relates the plaintext to the single bit of super round output, and thus we obtain an

approximate relationship between plaintext, ciphertext and super key bits. By performing

an exhaustive search over the super key space, we obtain the super key bits. We repeat this

process for all bits of the super round output.

The values listed in Table 4.1 are those that would be determined as the super key for
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the ith bit. Thus, if we determine the super keys corresponding to each of the 16 values of

i for the left half, we obtain 16×16 = 256 (related) bits of the master key. Similarly, on

determining the super keys corresponding to each of the 16 values of i for the right half,

we obtain 7×16 = 112 (related) bits of the master key. This corresponds to a total of 368

related key bits representing 48 independent key bits (sub-keys k0, k1 and k2 of the master

key).

We see that each super key for the left half contains nine bits from k0, in the form k0
i+m

for m = 1,2,3,4,5,8,10,11,12. Thus a particular bit of k0, say k0
s appears in the super key

of left half bits s−m, for m = 1,2,3,4,5,8,10,11,12. That is, if we determine the super

key for each value of i in the left half of the state, we will obtain nine copies of each bit of

k0. Similarly, the super key for the right half contains five bits of k0. Additionally, there are

other bits in the super key as well. Thus, over all sixteen bits of XL4 and XR4, we obtain:

• 14 copies of k0
s

• 7 copies of k0
s ⊕ k1

s+2

• 2 votes of k0
s ⊕ k0

s+4⊕ k1
s+2⊕ k2

s

for s = 0,1,2, ...,15.

The redundancy above allows us to better estimate the individual key bits, and we

estimate each of the 48 independent key bits by a majority vote from the corresponding

multiple copies. When the outcome is a tie, the bit is determined to be correctly guessed

with probability 1
2 (no better than at random, but better than guessing the bit wrong).

Finally, we will have 16 bits of k0, 16 bits of k0
s ⊕k1

s+2, and 16 bits of k0
s ⊕k0

s+4⊕k1
s+2⊕

k2
s , for a total of 48 independent key bits. We may use estimates of bits of k0 to estimate

bits of k1, and then to estimate bits of k2. We note that the error increases as we go from

k0 through k2; not only because the number of copies of the required bits decreases, but

because the error is compounded (the error in determining k2 is increased due to errors in
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estimating k0 and k1). See Algorithm 4 for pseudocode for our attack on SIMON 32/64,

using the left half system of approximation.

Algorithm 4 Matsui’s Second Algorithm using multiple linear approximations
Let T be the number of plaintexts such that the linear approximation is True.

for i=0,.....,2n do . evaluate the linear approximation for the left word

for j=0,.....,216 do . try all 16-bit keys

Initialize T with zero

for all N plaintext–ciphertext pairs do . N plaintext–ciphertext pairs

calculate XL4
i using super round

if linear approximation is True then

increment T

Calculate bias j=| (T − (N÷2))÷N |

output the candidate key j with the highest bias

4.3 Linear Approximations for SIMON 32/64

In this section we derive linear approximations for 8, 10 and 12-round attacks on SIMON

32/64. In chapter 5 we describe experimental results for the proposed attacks. We begin

with the linearization of the round function, and then use it repeatedly for multiple round

attacks that relate a single bit of input to multiple output bits.

4.3.1 A Natural Approximation of AND

We first describe a natural linear expression of the SIMON round function:

F(XL j) = [(XL j ≪ 1)&(XL j ≪ 8)]⊕XL j ≪ 2)

The bitwise AND operation is the only non-linear operation. Because its output is zero

three-fourths of the time, we can replace the output by zero and approximate the round
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function as a left rotation by two, with a bias ε = 1
4 :

Pr[F(x) = (x ≪ 2)] =
3
4

(4.1)

Recall the single-round encryption, equation (3.1):

(XL j+1,XR j+1) = Rk j(XL j,XR j) = (XR j⊕F(XL j)⊕ k j,XL j)

The left half is approximated as:

Pr[XL j+1
i = XR j

i ⊕XL j
i+2⊕ k j

i ] =
3
4

There are equivalent approximations with similar bias of 1
4 can be used:

Approximation1 : Pr[F(XL j+1
i ) = XL j

i+2] =
3
4

Approximation2 : Pr[F(XL j+1
i ) = XL j

i+2⊕XL j
i+1] =

3
4

Approximation3 : Pr[F(XL j+1
i ) = XL j

i+2⊕XL j
i+8] =

3
4

Approximation4 : Pr[F(XL j+1
i ) = XL j

i+2⊕XL j
i+1⊕XL j

i+8] =
1
4

4.3.2 8-Round Attack

We find two 4-round linear approximations, relating a single bit of the left and right half

inputs respectively to a few bits of output after four rounds. We can use a super round

to obtain exactly the single bit of input from the plaintext and the super key and then

concatenate it with the approximation, thus relating the plaintext, super key and ciphertext

bits of eight round encryption (see Figure 4.3). Detailed derivations of the two 4-round

linear expressions are presented in Appendix A (A.1 and A.2).

Thus, we can extract a 4-round linear approximation for the left half, wtih bias 2−5 as
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the following:

PLi⊕CRi+6⊕CLi,i+4 = k1
i ⊕ k2

i+2⊕ k3
i,i+4 (4.2)

Now for an approximation of a single bit of the right half, we derive the following

4-round expression with bias 2−6:

PRi⊕CRi,i+4,i+8⊕CLi+6 = k0
i ⊕ k1

i+2⊕ k2
i,i+4⊕ k3

i+6 (4.3)

Given Equations (4.2) and (4.3), we can add a super round (four rounds) at the beginning

to extend the attack up to eight rounds without reducing the bias further. Thus, PL above, the

input to the approximation, is the output of four rounds of encryption, or the input to round

i = 4, XL4. Similarly, CL and CR represent the approximated left and right output of the

four round approximation following the four round encryption, XL8 and XR8, respectively.

This gives us the following expressions:

XL4
i ⊕XR8

i+6⊕XL8
i,i+4 = k5

i ⊕ k6
i+2⊕ k7

i,i+4 (4.4)

XR4
i ⊕XR8

i,i+4,i+8⊕XL8
i+6 = k4

i ⊕ k5
i+2⊕ k6

i,i+4⊕ k7
i+6 (4.5)

Matsui [21] suggests using a small multiple a of ε−2 plaintext and ciphertext pairs in

an attack using an approximation with bias ε . Further, in order to encrypt a single bit of

XL4 and XR4, we need to perform an exhaustive search over the 16-bit and 7-bit super-keys

respectively. Therefore, the computational complexities to evaluate equations 4.4 and 4.5

for all 0 ≤ i < 16, are a×210×24×216 and a×212×24×27 respectively. The 8-round

attack is represented in Figure 4.3.
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Figure 4.3: 8-Round Linear Attack

4.3.3 10-Round Attack

In this section, we extend the 8-round attack by adding two more rounds of decryption at the

end so we have a 10-round attack. The two rounds are added by decrypting the ciphertext

bits; this comes at the cost of exhaustive search over a few more key bits. Thus, extending

the 4-round linear approximation for the left half by two rounds (see A.3 and A.4 for more

details), we get:
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XL4
i ⊕XR10

i+2,i+10⊕XL10
i,i+4,i+8⊕ [(XL10

i+7⊕F(XR10)i+7

⊕ k9
i+7)&(XL10

i+14⊕F(XR10)i+14⊕ k9
i+14)]⊕ (XR10

i+9&XR10
i )

⊕ [XR10
i+1&XR10

i+8]⊕ [XR10
i+5&XR10

i+12] = k5
i ⊕ k6

i+2⊕ k7
i,i+4⊕ k8

i+6⊕ k9
i,i+4,i+8

Note that two new key bits (in addition to the 16 required to obtain XL4
i from the plaintext),

k9
i+7 and k9

i+14 are required for the decryption of the last two rounds.

Now for an approximation of a single bit of the right half, we have the following:

XR4
i ⊕XR10

i,i+4,i+8⊕XL10
i+2,i+10⊕F(XR10)i+2,i+10⊕ [(XL10

i+1⊕

F(XR10)i+1⊕ k9
i+1)&(XL10

i+8⊕F(XR10)i+8⊕ k9
i+8)]⊕ [(XL10

i+5⊕

F(XR10)i+5⊕ k9
i+5)&(XL10

i+12⊕F(XR10)i+12⊕ k9
i+12)]⊕ [(XL10

i+9⊕

F(XR10)i+9⊕ k9
i+9)&(XL10

i ⊕F(XR10)i⊕ k9
i )]

= k4
i ⊕ k5

i+2⊕ k6
i,i+4⊕ k7

i+6⊕ k8
i,i+4,i+8⊕ k9

i+2,i+10

In this case, six new key bits (in addition to the 7 required to obtain XR4
i from the

plaintext), k9
i , k9

i+1, k9
i+5, k9

i+8, k9
i+9, k9

i+12, are required for the decryption of the last two

rounds (see Figure 4.4).

Thus, the number of key bits affecting the approximation for the left side is 18, and that

for the right side is 13. Using the same numbers of P/C pairs as for the eight round attack,

and performing the cryptanalysis for all 16 bits of each half of the state, the complexity of

the 10-round attack is a×210×24×218 and a×212×24×213 respectively.
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Figure 4.4: 10-Round Linear Attack

4.3.4 12-Round Attack

To extend the linear attack of SIMON 32/64 to 12 rounds, we need to extract r-round linear

approximations for r > 4. Therefore, we derive two 7-round linear approximations (see

A.6 and A.7 for more details) for the left half and the right half, with biases 2−11 and 2−14
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respectively as follows. Thus we have the following 7-round linear approximations:

PLi⊕CRi,i+8,i+12⊕CLi+2,i+10 =


K1

i ⊕K2
i+2⊕K3

i,i+4

⊕K4
i+6⊕K5

i,i+4,i+8⊕K6
i+2,i+10

(4.6)

PRi⊕CLi,i+8,i+12⊕CRi+14 =


k0

i ⊕ k1
i+2⊕ k2

i,i+4⊕ k3
i+6

⊕k4
i,i+4,i+8⊕ k5

i+2,i+10⊕ k6
i,i+8,i+12

(4.7)

As with the 8-round attacks, we can begin with a super round to obtain XL4
i and XR4

i as a

function of 16 and 7 bits respectively, and then use the above approximation to link them

(and hence the key bits) to the ciphertext. We obtain the following expressions:

XL4
i ⊕XL11

i+2,i+10⊕XR11
i,i+8,i+12 =


k5

i ⊕ k6
i+2⊕ k7

i,i+4

⊕k8
i+6⊕ k9

i,i+4,i+8⊕ k10
i+2,i+10

XR4
i ⊕XL11

i,i+8,i+12⊕XR11
i+14 =


k4

i ⊕ k5
i+2⊕ k6

i,i+4⊕ k7
i+6

⊕k8
i,i+4,i+8⊕ k9

i+2,i+10⊕ k10
i,i+8,i+12

As mentioned earlier, we can extend the attack by one decryption round free of any approxi-

mations, which enables us to attack 12 rounds (see Figure 4.5).

Performing the cryptanalysis for all 16 bits of each half of the state, the complexity of

the 12-round attack is a×222×24×216 and a×228×24×27 for the left half and right half

respectively.
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Figure 4.5: 12-Round Linear Attack
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Chapter 5: Experimental and Analytical Results on SIMON 32/64

To validate our proposed linear cryptanalysis of SIMON 32/64, we conducted a number of

experiments for the 8-round, 10-round, and 12-round linear attacks. We present our results

in this section, demonstrating that our proposed attack reveals a significant number of the

master key bits.

We will need some additional notation for this chapter. As mentioned before, the super-

key of the left-half is of size 16 bits, each bit being in one of three forms: k0
j , k0

j+2⊕ k1
j , or

k0
j ⊕k0

j+4⊕k1
j+2⊕k2

j . We denote the 16-bit strings of bits of this form (for j = 0,1,2, ...,15)

as Bit1, Bit2, and Bit3 respectively.

5.1 8-Round Experimental Results

In this section, we present the results of the 8-round linear attack. We carried out 14

experiments, each with keys chosen at random and 214 plaintext and ciphertext pairs.

Table 5.1 lists the results obtained from carrying out the attack for only the 16 bits of the

left half. It lists the number of correctly determined keys bits of each type of string, as well

as the number of indeterminate key bits across the strings, and the total number of super

round key bits. We observe that fewer bits of the keystring Bit2 are correctly determined

than of keystring Bit1, and that Bit3 is the worst-estimated. This is because there are more

copies of Bit1 (nine) than of Bit2 (five), and Bit3 has the fewest copies (two) (see Table

4.1). Table 5.2 presents the results obtained by carrying out the attack on all 32 bits of state.

We observe that the results do not improve in spite of obtaining more copies of all three bit

strings. This is likely because the bias for the right hand side is smaller by a factor of 1
2 and

hence the information obtained from the right hand side is much noisier, (see Figure 5.1).
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Experiment Bit1 Bit2 Bit3 Indeterminate Super Key Bits

Key 1 16 16 14 1 47

Key 2 16 16 15 0.5 47.5

Key 3 16 15 9 3 43

Key 4 16 15 11 2 44

Key 5 16 16 11 2.5 45.5

Key 6 16 16 12 2 46

Key 7 16 16 15 0.5 47.5

Key 8 16 16 14 1 47

Key 9 16 16 16 0 48

Key 10 16 16 15 0.5 47.5

Key 11 16 16 15 0.5 47.5

Key 12 15 14 15 0.5 44.5

Key 13 16 16 16 0.5 47.5

Key 14 16 16 13 2.5 45.5

Table 5.1: 8-round attack: left-half super rounds
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Experiment Bit1 Bit2 Bit3 Indeterminate Super Key Bits

Key 1 16 15 14 1 46

Key 2 16 16 15 0.5 47.5

Key 3 16 16 9 3 44

Key 4 16 16 11 2 45

Key 5 16 15 11 2.5 44.5

Key 6 16 16 12 2 46

Key 7 16 16 15 0.5 47.5

Key 8 16 16 14 1 47

Key 9 16 16 16 0 48

Key 10 16 16 15 0.5 47.5

Key 11 16 16 15 0.5 47.5

Key 12 16 15 15 0.5 46.5

Key 13 16 16 16 0.5 47.5

Key 14 16 16 13 2.5 45.5

Table 5.2: 8-round attack: left and right-half super rounds
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Figure 5.1: Experimental Results: 8-round Attack
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From the retrieved 48 independent key bits presented in tables 5.1 and 5.2, we compute

the 48 master key bits (k0,k1,and k2) using equation 5.1. Tables 5.3 and 5.4 summarize the

results. As expected, in both cases, k0 is computed more accurately than k1, which is more

accurately computed than k2. This is because the error compounds: k2 is computed using

the values of k1, and k1 from k0.

k0
j = Bit1( j), for 0≤ j < 16

k1
j = Bit2( j)⊕Bit1( j+2)

k2
j = Bit1( j)⊕Bit2( j+2)⊕Bit3( j)

(5.1)
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Experiment k0k0k0 k1k1k1 k2k2k2 Master Key Bits

Key 1 16 16 16 48

Key 2 16 16 15 47

Key 3 16 15 11 42

Key 4 16 15 14 45

Key 5 16 16 13 45

Key 6 16 16 15 47

Key 7 16 16 15 47

Key 8 16 16 15 47

Key 9 16 16 16 48

Key 10 16 16 15 47

Key 11 16 16 16 48

Key 12 15 13 14 42

Key 13 16 16 15 47

Key 14 16 16 11 43

Table 5.3: Master key bits from left-half: 8-round attack
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Experiment k0k0k0 k1k1k1 k2k2k2 Master Key Bits

Key 1 16 15 15 46

Key 2 16 16 15 47

Key 3 16 16 12 44

Key 4 16 16 13 45

Key 5 16 15 12 43

Key 6 16 16 15 47

Key 7 16 16 15 47

Key 8 16 16 15 47

Key 9 16 16 16 48

Key 10 16 16 15 47

Key 11 16 16 16 48

Key 12 16 15 14 45

Key 13 16 16 15 47

Key 14 16 16 11 43

Table 5.4: Master key bits from both halves: 8 round attack

5.2 10-Round Experimental Results

In this section, we present our results for the 10-round linear attack. We carried out 14

instances of the attack, each with a key chosen at random and 214 plaintext/ciphertext pairs.

In addition to the super-keys (48 bits), we recover the last round key k9 (16-bits), which is

denoted as Bit4, hence we retrieve a total of 64 key bits. We find that the last round key bits

are not independent, so we do not obtain 64 independent bits.

In contrast to the 8-round attack, we obtain better overall results by using super rounds

corresponding to all 32 bits (see Figure 5.2) . The improvement is especially noticeable in
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k9. The reason is that we receive 96 bits (16×6) of k9 from the right half and only 32 bits

(16×2) for the left-half. Thus, even though the right-half attacks have lower bias, having a

larger number of copies of k9 bits results in better estimation.

Experiment Bit1 Bit2 Bit3 Bit4 Indeterminate Super Key Bits

Key 1 16 16 14 16 1 63

Key 2 16 16 15 11 2.5 60.5

Key 3 16 14 9 15 3.5 57.5

Key 4 16 16 12 12 3.5 59.5

Key 5 16 16 12 12 2.5 58.5

Key 6 16 16 13 13 3 61

Key 7 16 16 15 14 1.5 62.5

Key 8 16 16 13 14 2.5 61.5

Key 9 16 16 14 13 2.5 61.5

Key 10 16 16 15 16 0.5 63.5

Key 11 16 16 14 14 2 62

Key 12 16 16 11 15 3 61

Key 13 16 16 15 14 1.5 62.5

Key 14 16 16 13 14 2.5 61.5

Table 5.5: 10-round attack: left-half super rounds
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Experiment Bit1 Bit2 Bit3 Bit4 Indeterminate Super Key Bits

Key 1 16 16 14 16 1 63

Key 2 16 16 15 16 0.5 63.5

Key 3 16 14 9 16 3 58

Key 4 16 16 12 16 1.5 61.5

Key 5 16 15 12 16 1 60

Key 6 16 16 13 16 1.5 62.5

Key 7 16 16 15 15 0.5 62.5

Key 8 16 16 13 16 1.5 62.5

Key 9 16 16 14 15 1.5 62.5

Key 10 16 16 15 16 0.5 63.5

Key 11 16 16 14 16 1 63

Key 12 16 16 11 16 2.5 61.5

Key 13 16 16 15 16 0.5 63.5

Key 14 16 16 16 13 1.5 62.5

Table 5.6: 10-round attack: left and right-half super rounds
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Figure 5.2: Experimental Results: 10-Round Attack

54



From the tables 5.5 and 5.6, we determine the master key bits (k0,k1, and k2) and the

subkey k9 from the bits Bit1, Bit2, Bit3, and Bit4 using equation (5.2). The results are

presented in Tables 5.7 and 5.7:

k0
j = Bit1( j), for 0≤ j < 16

k1
j = Bit2( j)⊕Bit1( j+2)

k2
j = Bit1( j)⊕Bit2( j+2)⊕Bit3( j)

k9
j = Bit4( j)

(5.2)

Experiment k0k0k0 k1k1k1 k2k2k2 k9k9k9 Round key bits

Key 1 16 16 16 16 64

Key 2 16 16 16 13 61

Key 3 16 14 10 16 56

Key 4 16 16 14 16 62

Key 5 16 16 13 12 57

Key 6 16 16 14 15 61

Key 7 16 16 15 16 63

Key 8 16 16 15 14 61

Key 9 16 16 15 13 60

Key 10 16 16 15 16 63

Key 11 16 16 15 16 63

Key 12 16 16 12 16 60

Key 13 16 16 15 16 63

Key 14 16 16 13 16 61

Table 5.7: Round key bits computed from the super-keys of the left-half: 10-round attack
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Experiment k0k0k0 k1k1k1 k2k2k2 k9k9k9 Round key bits

Key 1 16 16 16 16 64

Key 2 16 16 16 13 61

Key 3 16 14 10 16 56

Key 4 16 16 14 16 62

Key 5 16 15 12 16 59

Key 6 16 16 14 15 61

Key 7 16 16 15 16 63

Key 8 16 16 15 16 63

Key 9 16 16 15 15 62

Key 10 16 16 15 16 63

Key 11 16 16 15 16 63

Key 12 16 16 12 16 60

Key 13 16 16 15 16 63

Key 14 16 16 13 16 61

Table 5.8: Round key bits computed from the super-keys of both halves: 10-round attack

5.2.1 The Deduction of k3 from k9

The 64-bit master key is used directly for the first four rounds; thereafter, the SIMON key

schedule generates r-4 more round keys from the 64-bit master key. Therefore, we are able

to write the round keys in terms of the master key bits k0, k1, k2, and k3.

k9 is generated as in equation 5.3, which is expressed in terms of the master key bits in

equation (5.4). Please see A.13 for details.

k9 = k5⊕ k6⊕ (k8 ≫ 3)⊕ (k6 ≫ 1⊕ (k8 ≫ 4))⊕ c⊕ (z0)5 (5.3)
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k3 may be expressed in terms of k0, k1, k2, and k9 as follows:

k3⊕ (k3 ≫ 4) = k0⊕ (k0 ≫ 3)⊕ (k0 ≫ 4)⊕ (k0 ≫ 6)⊕ (k0 ≫ 7)⊕ (k0 ≫ 8)

⊕ (k0 ≫ 9)⊕ (k0 ≫ 15)⊕ (k1 ≫ 1)⊕ (k1 ≫ 3)⊕ (k1 ≫ 5)⊕ (k1 ≫ 6)

⊕ (k1 ≫ 10)⊕ (k1 ≫ 12)⊕ (k1 ≫ 15)⊕ k2⊕ (k2 ≫ 1)⊕ (k2 ≫ 9)

⊕ (k2 ≫ 10)⊕ (k2 ≫ 11)⊕ (k2 ≫ 13)⊕ k9⊕ constant

(5.4)

Equation 5.4 indicates that we can calculate two possible values for k3. Thus, in addition to

the 48 master key bits computed from the super-key, we are able to deduce two possible

values of k3. This itself appears to be another weakness: for a fixed value of k0, k1 and k2,

two values of k3 give the same value of k9, which means that half of the values of k9 are

not possible at all. Tables 5.9 and 5.10 present the results of computing the master key bits

using the linear approximations of the left half and using the linear approximations of the

two halves.
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Experiment k0k0k0 k1k1k1 k2k2k2 k3k3k3 One Master Key k3k3k3 Another Master Key

Key 1 16 16 14 12 58 4 50

Key 2 16 16 15 8 55 8 55

Key 3 16 14 9 12 51 4 43

Key 4 16 16 12 10 54 6 50

Key 5 16 16 12 12 56 4 48

Key 6 16 16 13 10 55 6 51

Key 7 16 16 15 12 59 4 51

Key 8 16 16 13 11 56 5 50

Key 9 16 16 14 11 57 5 52

Key 10 16 16 15 11 58 5 52

Key 11 16 16 16 9 57 7 55

Key 12 16 16 15 12 59 4 51

Key 13 16 16 14 12 58 4 50

Key 14 16 16 13 9 54 7 54

Table 5.9: Computing the round key bits from the super-round of the left-half
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Experiment k0k0k0 k1k1k1 k2k2k2 k3k3k3 One Master Key k3k3k3 Another Master Key

Key 1 16 16 16 12 60 4 52

Key 2 16 16 15 10 57 6 54

Key 3 16 14 9 15 54 1 40

Key 4 16 16 12 10 54 6 50

Key 5 16 15 12 9 52 7 50

Key 6 16 16 13 10 55 6 51

Key 7 16 16 15 12 59 4 51

Key 8 16 16 13 10 55 6 53

Key 9 16 16 14 11 57 8 55

Key 10 16 16 15 11 58 5 52

Key 11 16 16 16 9 57 7 55

Key 12 16 16 15 12 59 4 51

Key 13 16 16 14 12 58 4 50

Key 14 16 16 13 9 57 7 52

Table 5.10: Computing the round key bits from the super-round of the left-half and the
right-half

5.3 12-Round Experimental Results

We present the experimental results for the 12-round linear attack: we performed two

instances of the attack using 225 plaintext and ciphertext pairs. Tables 5.11 and 5.12 show

the number of super round key bits that are successfully recovered.
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Experiment Bit1 Bit2 Bit3 Indeterminate Super round key bits

Key 1 16 16 15 0.5 47.5

Key 2 16 16 11 2 45

Key 3 16 16 13 1.5 46.5

Table 5.11: Round key bits computed from the super-keys of the left-half: 12-round attack

Experiment Bit1 Bit2 Bit3 Indeterminate Super round key bits

Key 1 16 16 15 0.5 47.5

Key 2 16 16 11 2 45

Key 3 16 16 13 1.5 46.5

Table 5.12: Round key bits computed from the super-keys of both halves: 12-round attack

We may compute master key bits from independent key bits:

k0
j = Bit1( j), for 0≤ j < 16

k1
j = Bit2( j)⊕Bit1( j+2)

k2
j = Bit1( j)⊕Bit2( j+2)⊕Bit3( j)

(5.5)

Tables 5.13 and 5.14 present the number of master key bits correctly computed.

Experiment k0k0k0 k1k1k1 k2k2k2 Master round key bits

Key 1 16 16 16 48

Key 2 16 16 13 45

Key 3 16 16 15 47

Table 5.13: Computing master key bits from the super-round of the left-half
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Experiment k0k0k0 k1k1k1 k2k2k2 Master round key bits

Key 1 16 16 16 48

Key 2 16 16 13 45

Key 3 16 16 15 47

Table 5.14: Computing master key bits from the two super-rounds of the left-half and the
right-half

5.4 Experimental Results of 8-round Attack Without Approximations

Based on the Feistel symmetry of SIMON, we are able to establish a four-round decryption

super round in addition to the encryption super round we describe above. This allows us to

launch a meet-in-the-middle attack on 8-round SIMON 32/64 without any approximations.

Instead of performing an exhaustive search over a large number of master key bits, we can

focus on a single bit and perform an exhaustive search over fewer key bits at a time.

The encryption super round Fsenc,i takes the plaintext and 16 key bits of super key

Kenc,i to produce a single bit of 4-round encryption XL4
i (modulo a single key bit). The

decryption super round Fsdec,i takes the ciphertext and 8 key bits of super key Kdec,i to

generate a single bit of 4-round decryption, see Figure 5.3. For every bit of intermediate

state i, the adversary computes Fsenc,i and Fsdec,i for all possible values of encryption super

key Kenc,i and decryption super key Kdec,i respectively. If there isn’t a match between the

two operations, the pair (Kenc,i,Kdec,i) is discarded as a possible candidate for the correct

key. As all expressions are exact, there is no need to keep a count of how many times there

was a match; a single mismatch disqualifies the key pair. In this meet-in-the-middle attack

on 8-round SIMON, we attempt to recover 112 key bits, consisting of 64 bits of one super

key and 48 more bits of the second super key. We are able to determine all 64 master key

bits using only 48 plaintext and ciphertext pairs. We carried out two instances of this attack.

61



Figure 5.3: 8-Round Attack Without Approximations

5.5 Projected Results Using Multiple Linear Cryptanalysis

In this section we present projected result for the 20-round. As in the literature [11], we

are not able to implement these attacks, but their complexity is nevertheless interesting, to

determine how effective our approach can be.
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5.5.1 20-round Linear Attack

First, we extend the 7-linear approximations (Equations 4.6 and 4.7) into 12-round linear

trails (see A.8 and A.9 for more details), with bias 2−19 for the left-half and the right-half:

PLi⊕CLi+8 =


k1

i ⊕ k2
i+2⊕ k3

i,i+4⊕ k4
i+6

⊕k5
i,i+4,i+8⊕ k6

i+2,i+10⊕ k7
i,i+8,i+12

⊕k8
i+14⊕ k9

i+8,i+12⊕ k10
i+10⊕ k11

i+8

(5.6)

PRi⊕CRi+8 =


k0

i ⊕ k1
i+2⊕ k2

i,i+4⊕ k3
i+6⊕ k4

i,i+4,i+8

⊕k5
i+2,i+10⊕ k6

i,i+8,i+12⊕ k7
i+14

⊕k8
i+8,i+12⊕ k9

i+10⊕ k10
i+8

(5.7)

Because the derived 12-round linear approximation for the left-half has one active input

bit and one active output, we are able to append the super-round of the 4-round encryption at

the beginning and the super-round of the 4-round decryption at the end, giving us a 20-round

linear attack. The same is true for the right-half approximation.

The extended linear approximations are:

XL4
i ⊕XL17

i+8 =


k5

i ⊕ k6
i+2⊕ k7

i,i+4⊕ k8
i+6

⊕k9
i,i+4,i+8⊕ k10i+2,i+10⊕ k11i,i+8,i+12

⊕k12
i+14⊕ k13

i+8,i+12⊕ k14
i+10⊕ k15

i+8

(5.8)

and

XR4
i ⊕XR17

i+8 =


k4

i ⊕ k5
i+2⊕ k6

i,i+4⊕ k7
i+6⊕ k8

i,i+4,i+8

⊕k9
i+2,i+10⊕ k10

i,i+8,i+12⊕ k11
i+14

⊕k12
i+8,i+12⊕ k13

i+10⊕ k14
i+8

(5.9)
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To determine the computational complexity of the 20-round attack, first, we need to

determine the required number of plaintext and ciphertext pairs. To do so, we will use the

fact that in our proposed linear attack, we need to evaluate 16 linear approximations for the

left-half, and 16 linear approximations for the right-half, hence we have a system of multiple

approximations which enables us to apply multiple linear cryptanalysis.

Multiple linear cryptanalysis was first proposed in [16], by Kaliski and Robshaw, where

they show how to exploit multiple linear expressions, all including the same key bits, to

reduce the required number of plaintext and ciphertext pairs. Then Biryukov et al.[11],

propose a more flexible framework for using multiple linear approximations, also defining

the capacity of a system of m-approximations to be:

c2 = 4 ·
m

∑
i=1

c2
i = 4 ·

m

∑
i=1

ε
2
i (5.10)

A key recovery attack with a capacity of c2 will require O( 1
c2 ) plaintext and ciphertext

pairs. The system of the left-half approximations has a capacity of:

c2 = 4 ·16 ·2−19×2 = 26 ·2−192
= 2−32 (5.11)

Consequently, the data complexity of the 20-round linear attack is 2−32−1=232. In

addition to the data complexity, we need to add the cost of guessing the key bits of the

extended rounds to connect the plaintext and ciphertext with the left-half and the right-half

approximations. Evaluating the left half approximations requires guessing 16 key bits for the

super-round of 4-round encryption and another 7 key bits for the super-round of the 4-round

decryption, which results in a total time complexity of 24×232×216×27 = 259. In the case

of the right-half approximations, we need to brute force 7 key bits to append the super-round

of 4-round encryption, and 16 key bits for the super-round of 4-round decryption which

results also in 259, hence the overall computational complexity to evaluate the two halves is

260.
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In addition to the first three round keys (k0,k1,k2), we recover the last three round keys

(k17,k18,k19). Due to the fact that the last three round keys are not independent keys, we

can deduce k3 from these rounds keys, as described in the next section, which results in

recovering the full 64 master key bits in addition to 32 dependent key bits. Figure 5.4

illustrates the 20-round liner attack.

Figure 5.4: 20-Round Linear Attack
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5.5.2 k3 Deduction from k19

According to the key schedule algorithm used in SIMON,k19 is:

k19 = k15⊕ k16⊕ (k18 ≫ 3)⊕ (k16 ≫ 1⊕ (k18 ≫ 4))⊕ c⊕ (z0)15 (5.12)

Hence, we can rewrite k19 in terms of the master key bits as follows:

k19 = k0⊕ (k0 ≫ 2)⊕ (k0 ≫ 7)⊕ (k0 ≫ 9)⊕ (k0 ≫ 11)⊕ (k0 ≫ 12)

⊕ (k0 ≫ 13)⊕ (k0 ≫ 14)⊕ k1⊕ (k1 ≫ 1)⊕ (k1 ≫ 3)⊕ (k1 ≫ 4)

⊕ (k1 ≫ 6)⊕ (k1 ≫ 7)⊕ (k1 ≫ 8)⊕ (k1 ≫ 9)⊕ (k1 ≫ 11)⊕ (k1 ≫ 12)

⊕ (k1 ≫ 14)⊕ (k1 ≫ 15)⊕ (k2 ≫ 3)⊕ (k2 ≫ 5)⊕ (k2 ≫ 8)⊕ (k2 ≫ 9)

⊕ (k2 ≫ 10)⊕ (k2 ≫ 12)⊕ (k2 ≫ 14)⊕ (k2 ≫ 15)

⊕ k3⊕ constant

(5.13)

It is clear from equation 5.13, that we are able to compute k3, given the first three round

keys (k0, k1, k2), and the last round key k19.

5.5.3 21-Round Linear Attack (Average-Case)

Here, we extend the 12-linear approximations into 13-round linear trails, with biases 2−19

and 2−20 for the left-half and the right-half respectively (see A.10 and A.11 for more details):

PLi⊕CRi+8 =


k1

i ⊕ k2
i+2⊕ k3

i,i+4⊕ k4
i+6

⊕k5
i,i+4,i+8⊕ k6

i+2,i+10⊕ k7
i,i+8,i+12

⊕k8
i+14⊕ k9

i+8,i+12⊕ k10
i+10⊕ k11

i+8

(5.14)
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PRi⊕CRi+10⊕CLi+8 =


k0

i ⊕ k1
i+2⊕ k2

i,i+4⊕ k3
i+6⊕ k4

i,i+4,i+8

⊕k5
i+2,i+10⊕ k6

i,i+8,i+12⊕ k7
i+14

⊕k8
i+8,i+12⊕ k9

i+10⊕ k10
i+8⊕ k12

i+8

(5.15)

Here, we consider the possibility of the linear attack in the average case computation,

which is the standard case in most of the cryptanalysis works on SIMON. Hence, each

guessed key bit involved in an AND is counted as half a bit, whereas all other key bits are

counted as a single bit each. The argument is that when we have an expression such as

k0&k1 if we guess k0 as a zero there is no need to continue guessing the second bit because

the ANDed value will be zero independent of the value of k1. Using this computation of the

time complexity, we can present a 21-round linear attack on SIMON 32/64 as it is illustrated

in Figure 5.5.

Recall the construction of the super-round of the left half output:

Z0
i = (PLi+1&PLi+8)⊕PLi+2

Z1
i = [(Z0

i+1⊕ k0
i+1⊕PRi+1)&(Z0

i+8⊕ k0
i+8⊕PRi+8)]⊕ (Z0

i+2⊕ k0
i+2⊕PRi+2)

Z2
i = [(Z1

i+1⊕ k1
i+1⊕XR1

i+1)&(Z1
i+8⊕ k1

i+8⊕XR1
i+8)]⊕ (Z1

i+2⊕ k1
i+2⊕XR1

i+2)

= [(Z1
i+1⊕ k1

i+1⊕PRi+1)&(Z1
i+8⊕ k1

i+8⊕PRi+8)]⊕ (Z1
i+2⊕ k1

i+2⊕PRi+2)

Z3
i = (v1&v2)⊕ v3

where:

v1 = Z2
i+1⊕ k2

i+1⊕XR2
i+1 = Z2

i+1⊕ k2
i+1⊕XL1

i+1 = Z2
i+1⊕Z0

i+1⊕ k0
i+1⊕PRi+1⊕ k2

i+1

v2 = Z2
i+8⊕ k2

i+8⊕XR2
i+8 = Z2

i+8⊕ k2
i+8⊕XL1

i+8 = Z2
i+8⊕Z0

i+8⊕ k0
i+8⊕PRi+8⊕ k2

i+8

v3 = Z2
i+2⊕ k2

i+2⊕XR2
i+2 = Z2

i+2⊕ k2
i+2⊕XL1

i+2 = Z2
i+2⊕Z0

i+2⊕ k0
i+2⊕PRi+2⊕ k2

i+2
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If we take v1:

v1 =Z2
i+1⊕Z0

i+1⊕ k0
i+1⊕PRi+1⊕ k2

i+1

= [(Z1
i+2⊕ k1

i+2⊕PRi+2)&(Z1
i+9⊕ k1

i+9⊕PRi+9)]⊕ (Z1
i+3⊕ k1

i+3⊕PRi+3)⊕

(PLi+2&PLi+9)⊕PLi+3⊕ k0
i+1⊕PRi+1⊕ k2

i+1

= [(Z0
i+3⊕ k0

i+3⊕PRi+3)&(Z0
i+10⊕ k0

i+10⊕PRi+10)]⊕ (Z0
i+4⊕ k0

i+4⊕PRi+4)

⊕ k1
i+2⊕PRi+2)&

([(Z0
i+10⊕ k0

i+10⊕PRi+10)&(Z0
i+1⊕ k0

i+1⊕PRi+1)]⊕ (Z0
i+11⊕ k0

i+11⊕PRi+11)

⊕ k1
i+9⊕PRi+9)]⊕

([(Z0
i+4⊕ k0

i+4⊕PRi+4)&(Z0
i+11⊕ k0

i+11⊕PRi+11)]⊕ (Z0
i+5⊕ k0

i+5⊕PRi+5)

⊕k1
i+3⊕PRi+3)

(5.16)

As it is shown in Equation 5.16, the key bits that are directly involved in AND expression

are k0 bits. Therefore, appending the super round for the left half costs guessing 11.5 bits on

average:

• 9 bits of k0 each counted as a half bit, results in 5 bits

• 5 bits of the sum k0
i+2⊕ k1

i , each counted a one bit

• 2 bits of the sum k0
i,i+4⊕ k1

i+2⊕ k2
i , each counted a one bit

Also, the average case of appending the super round for the right half costs guessing 4.5

bits:

• 5 bits of the sum k0
i+2⊕ k1

i , each counted as a half bit, results in 2.5 bits

• 2 bits of the sum k0
i,i+4⊕ k1

i+2⊕ k2
i , each counted a one bit
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As in the case of the 12-round expression, we are able to efficiently append the super-

round of the 4-round encryption at the beginning and the super-round of the 4-round

decryption at the end to the 13-round linear relation of the left-half which costs guessing 23

key bits in average, hence we have a 21-round linear attack represented in Equation 5.17.

The time complexity of this attack is = 4×232×223 = 259.

XL4
i ⊕XR17

i+8 =


k5

i ⊕ k6
i+2⊕ k7

i,i+4⊕ k8
i+6

⊕k9
i,i+4,i+8⊕ k10i+2,i+10⊕ k11i,i+8,i+12

⊕k12
i+14⊕ k13

i+8,i+12⊕ k14
i+10⊕ k15

i+8

(5.17)

In the case of the right-half approximation, we append the super-round of the 4-round

encryption at the beginning with an average cost of guessing 4.5 bits, and two super-

rounds of the 4-round decryption at the end, with the cost of guessing 16 bits, hence we

have a 21-round linear attack represented in Equation 5.18. The total time complexity is

= 4×232×220.5 = 256.5.

XR4
i ⊕XR17

i+10⊕XL17
i+8 =


k4

i ⊕ k5
i+2⊕ k6

i,i+4⊕ k7
i+6⊕ k8

i,i+4,i+8

⊕k9
i+2,i+10⊕ k10

i,i+8,i+12⊕ k11
i+14

⊕k12
i+8,i+12⊕ k13

i+10⊕ k14
i+8⊕ k16

i+8

(5.18)

The capacity of this system is 4× 16× 2−192
= 2−32. Hence, the data complexity is

232. The cost of evaluation of the two halves system is 259× 256.5 = 259. The total time

complexity is 259.23.
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Figure 5.5: 21-Round Linear Attack

We compare our results on SIMON 32/64 with those of Alizadeh et al. [4], which

are currently the best work using linear cryptanalysis using Matsui’s second algorithm

and multiple linear cryptanalysis of SIMON. Alizadeh et al present two types of linear

cryptanalysis: one using Matsui’s second algorithm and the other using multiple linear

cryptanalysis. They do not use both attacks simultaneously as we do in this dissertation.

For a fair comparison with our work, we had to make changes to how the data complexity

was computed in their work. As we are using multiple linear approximations, we used
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the capacity model [11] for both our work and theirs. This generally helped improve their

numbers.

Additionally, they present the average-case complexity of their attacks: each guessed

key bit involved in an AND is counted as half a bit. In the literature, it is standard to count

each key bit guessed as a single bit, whether it is included only in an ANDed expression or

not. We hence present two sets of comparisons. Table 5.15 compares our results with the

results of [4] using the two cases. We are able to go deeper than [4] for SIMON 32/64 in

both cases.

Average Case Computations

Simon
Number of

Rounds
Data Complexity Time Complexity Presented In

32/64
21-round 232 259.23 5.5.3

17-round 227 257.5 [4]

Worst Case Computations

Simon
Number of

Rounds
Data Complexity Time Complexity Presented In

32/64
20-round 232 260 5.5.1

*17-round 226 266 [4]

Table 5.15: Comparison of previous results using Matsui’s second algorithm and multiple
linear cryptanalysis on SIMON(* indicates that the complexity of [4] is worse than brute
force attack)
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Chapter 6: Linear Cryptanalysis of the Other Nine Variants of SIMON

Although the larger variants of SIMON correspond to larger block and key sizes, we have

found that the size of the super-keys is only slightly larger than that for SIMON 32/64. After

4 rounds of encryption, a single bit of the left-half of the intermediate state is influenced

by only 18 key bits. On the other hand, the size of the super-key of the right half stays the

same, at 7 bits.

We start by describing linear attacks using a single super round as we did in SIMON

32/64, and we find that the bias of linear approximations with only a single active bit in the

input mask is very small. We improve these attacks through the use of approximations with

low hamming weight input masks and higher bias; this requires us to incorporate multiple

super rounds. Because we are restricted to low Hamming weight input masks, we may not

be using linear trails with the highest bias. On the other hand, too large a Hamming weight

will result in larger computational complexity because of the corresponding larger number

of super key bits. Most of the time, we successfully produce linear characteristics where the

cost of adding super-rounds (the size of multiple super-keys) is either equal to or smaller

than the size of one round key in the examined variants of SIMON.

6.1 Linear Cryptanalysis of SIMON 48 Using a Single Super-Round

In this section, we present two projected linear attacks of 18 and 19 rounds using a single

super round of SIMON 48.
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6.1.1 Linear Approximations for SIMON 48

We extend the 7-round linear approximation of Equation(4.6) to a 12-round approximation,

Equation 6.1, for the left half, with a bias of 2−27 (see A.16 and A.17 for detailed derivations).

PLi =XR12
i+6,i+22⊕XL12

i,i+4,i+8,i+16,i+20⊕ k11
i,i+4,i+8,i+16,i+20⊕ k10

i+2,i+10,i+18⊕

k9
i+2,i+10,i+14,i+18⊕ k8

i+14⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4

⊕ k2
i+2⊕ k1

i

(6.1)

Similarly, for the right half, we extend the 7-round approximation of Equation (4.7, to a

12-round approximation, Equation (6.2), with a bias of 2−29:

PRi = XR12
i+4,i+16,i+20⊕XL12

i+6,i+22⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16

⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

(6.2)

6.1.2 17-round and 18-round Linear Attacks of SIMON 48/72

Here, we begin with the 4-rounds encryption super round,follow it with the 12-round linear

approximations of Equations (6.1 and 6.2), and end with one round of decryption. This

gives us a 17-round linear attack of SIMON 48/72 (see A.18 and A.19 for more details).

The system of the left-half approximation has capacity:

c2 = 4×24×2−27×2 = 26.58×2−272
= 247.42

The extra round of decryption is added free of any extra cost. Thus, the time complexity

of evaluating the left half approximation is 24.58× 247.42× 218 = 270. For the right-half

approximation, we need to brute force 7 key bits for the super round—this results in a

complexity of 259. Thus, the overall time complexity to evaluate the full block and recover
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the full master key in the worst-case is 270.

To compare our results with those presented in [4], we compute the time complexity in

the average case, where key bits involved in the AND operation are counted as half a bit

each. In this case, we present an 18-round linear attack by using super rounds of 4-round

encryption and 2-round decryption with the 12-round linear approximation. The average

cost of appending the super rounds is 12.5 bits and 4.5 bits for the left half and the right half,

respectively.

Four additional unknown key bits are included on adding one more round of decryption

at the end of the left half approximations: k17
i+7,i+14,i+23,i+6. Because these four key bits are

directly involved in an AND expression, we count each of these bits as a half bit; hence the

additional cost in the average case is two bits.

For the right half, adding one more round of decryption requires guessing six key bits

:k17
i+5,i+12,i+17,i,i+21,i+4, which count as three additional bits for the average case cost (see

equations A.20 and A.21 for more details).

Therefore, the average time complexity of the left half system of approximations of

the 18-round linear attack is 24.58×247.42×212.5×22 = 266.5, and for the right half it is is

24.58×247.42×24.5×23 = 259.5, for a total of 266.5.

6.1.3 19-round and 20-round Linear Attacks of SIMON 48/96

Here, we extend the 12-round linear expressions Equations (6.1) and (6.2) by appending

three rounds of decryption, obtaining a 19-round linear attack. Also, we can attack up to 20

rounds of SIMON 48/96, by adding up to four rounds of decryption.

Adding three rounds of decryption for the left half linear expression requires the guessing

of 16 key bits (see A.22 for more details):

• 11 bits of the last round key k18
i for i = 8,15,22,0,7,14,5,12,17,21,4.

• 4 bits of the sum k18
i+2⊕ k17

i for i = 7,14,23,6.
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Thus, the worst-case time complexity to evaluate the left half approximation is 24.58×

247.42×218×215 = 285.

For the right half approximation, appending three rounds of decryption requires the

guessing of 17 key bits (see A.23 for more details):

• 11 bits of the last round key k18
i for i = 6,13,20,18,1,8,22,5,12,19,2.

• 6 bits of the sum k18
i+2⊕ k17

i for i = 5,12,17,0,21,4.

The time complexity of evaluating the right half approximations is

24.58×247.42×27×217 = 276.

The total time complexity to evaluate the two halves is 286.001.

If we consider average-case computations, we can extend the 12-round linear expressions

by appending the super round of four-round encryption and four-round- -decryption; thus,

we get a 20-round linear attack (see A.24 for more details). The key bits required for

four-round- -decryption:

• 19 bits of the last round key k19
i for i = 9,16,23,10,17,6,0,1,8,15,2,13,20,18,25,

22,5,12,19, each counted as a half bit.

• 11 bits of the sum k19
i+2⊕ k18

i for i = 8,15,22,0,7,14,5,12,17,21,4

• 4 bits of the sum k19
i,i+4⊕ k18

i+2⊕ k17
i for i = 7,14,23,6

Hence, 24.5 key bits are required for the four rounds of decryption. The average time

complexity for the left half approximation is: 24.58×247.42×212.5×224.5 = 289.

The key bits required for the addition of four rounds of decryption to the approximation

for the right half are (see A.25 for more details):

• 20 bits of the last round key k19
i for i = 7,14,21,8,15,4,23,19,2,9,20,27,6,13,0,

3,10,5,12,17, each counted as a half bit.

• 11 bits of the sum k19
i+2⊕ k18

i for i = 6,13,20,18,1,8,22,5,12,19,2
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• 6 bits of the sum k19
i,i+4⊕ k18

i+2⊕ k17
i for i = 5,12,17,0,21,4

The time complexity to evaluate the approximations for the right half is

24.58×247.42×24.5×227 = 283.5.

Thus the overall time complexity for both halves is 289.

6.2 Improved Linear Attacks on SIMON 48 Using Multiple Super-Rounds

Here, we try to improve the linear attacks presented in section 6.1 by generating linear

approximations with higher biases. Thus, we are able to go deeper by at least two more

rounds for SIMON 48/72 and SIMON 48/96.

6.2.1 Improved Linear Approximations for SIMON 48

To generate linear expressions with higher bias than 2−27, we need to use multiple bits of

the input mask which means using multiple super-rounds. Here, we generate 12-round,

13-round and 14-round linear trails Equations (6.3), (6.4) and (6.5) with biases=2−19, 2−23

and 2−26, respectively (see details in A.26).

PLi+6⊕PRi,i+4⊕XR12
i,i+8,i+12,i+16⊕XL12

i+14 = k11
i+14⊕ k10

i,i+8,i+12⊕ k9
i+2,i+10

⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

(6.3)

PLi+6⊕PRi,i+4⊕XR13
i+2,i+10,i+18⊕XL13

i,i+8,i+12,i+16 = k12
i,i+8,i+12,i+16⊕ k11

i+14

⊕ k10
i,i+8,i+12⊕ k9

i+2,i+10⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

(6.4)
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PLi+6⊕PRi,i+4⊕XR14
i,i+4,i+8,i+16,i+20⊕XL14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+18⊕

k12
i,i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,i+10⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4

⊕ k5
i+2⊕ k4

i ⊕ k3
i ⊕ k2

i+2⊕ k0
i,i+4

(6.5)

From Equations (6.3), (6.4) and (6.3) it is clear that the improved linear trails incorporate

three bits of the input instead of a single bit (one bit of the left half and two bits of the right

half). Therefore, evaluate these linear approximations for all 0≤ i < 24 will include all bits

of the left and right halves, hence evaluating the trails for each half separately is not required.

The cost of appending three super rounds, each representing four rounds of encryption, is

the guessing of 24 key bits, the size of a single round key of SIMON 48.

6.2.2 Improved 18-round and 20-round Linear Attacks of SIMON 48/72

We start by extending the 12-round linear expression Equation(6.3) into an 18-round linear

attack by appending six more rounds, four rounds of encryption and two rounds of decryption

(see A.29 for more details). The data complexity depends on the capacity of these multiple

approximations:

c2 = 4×24×2−19 = 26.58×2−192
= 231.42

Appending four rounds of encryption (three super-keys) comes at the cost of guessing

23 bits of subkeys:

• 13 bits of k0
i for i = 0,2,3,6,9,10,11,13,16,17,18,20,23.

• 8 bits of the sum k0
i+2⊕ k1

i for i = 1,5,8,15,22,12,9,16.

• 2 bits of the sum k0
i,i+4⊕ k1

i+2⊕ k2
i for i = 14,7.
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The cost of partial decryption for two rounds is the guessing of 8 more key bits, k17
i for

i = 1,8,9,16,13,20,17,0. Thus, the total time complexity of this attack is 24.58×231.42×

231 = 267, with full recovery of the 72 master key bits.

In the average-case computation, we use the 14-round linear expression (Equation 6.5)

and extend it by adding four rounds of encryption and two rounds of decryption, to get a

20-round linear attack with data complexity 245.42. This requires the guessing of 10 bits

of the last round key, k19
i for i = 1,8,5,12,9,16,17,0,21,4, which costs 5 bits on average

(see A.31 for more details). The appending of multiple super-rounds costs, on average,

the guessing of 16.5 bits and 5 more key bits for the partial decryption. The overall time

complexity is 24.58×245.42×221.5 = 271.5.

6.2.3 Improved 20-round and 21-round Linear Attacks of SIMON 48/96

We extend the 13-round linear trail Equation (6.4) by seven more rounds, four rounds of

encryption and three rounds of decryption, to obtain a 20-round linear attack. The capacity

of the system of the 13-rounds linear approximations is:

c2 = 4×24×2−23×2 = 26.58×2−232
= 2−39.42

Appending three rounds of decryption at the end requires the guessing of 24 key bits

(see A.30 for more details).

• 17 bits of k19
i for i = 4,11,18,12,19,2,20,3,10,1,8,5,9,16,17,0,21.

• 6 bits of the sum k19
i+2⊕ k18

i for i = 11,18,3,10,19,2.

Hence the time complexity of this attack is 24.58×239.42×223×223 = 290.

In the average case computations, we can use the 14-round linear expression Equation

(6.5) and append four rounds of encryption and three rounds of decryption to get a 21-round

linear attack (see A.32 for more details). Adding three rounds of decryption requires 29

additional key bits, corresponding to an average cost of 19.5 bits:
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• 19 bits of k20
i for i= 2,9,16,10,17,0,18,1,8,6,13,20,7,14,22,5,12,23, each counted

as a half bit

• 10 bits of the sum k20
i+2⊕ k19

i for i = 1,8,9,16,17,5,0,12,21,4.

The time complexity of the attack is 24.58×245.42×216.5×219.5 = 286.

Tables 6.1 summarizes our results using average-case complexity as a measure of cost

and compares them with the results of [4]. We are able to go deeper by one round than they

are when we use multiple super-rounds.

Table 6.2 shows a comparison of worst-case time complexity, which is the standard in

the literature. Each key bit guessed is counted as a single key bit, and we recomputed their

numbers in order to accurately reflect this in both our work and theirs. Even though we

cryptanalyze the same number of rounds, the time complexity of the attacks of [4] is worse

than that of brute force attacks.
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Average Case Computations

Simon
Number of

Rounds
Data Complexity Time Complexity

48/72

Using a Single Super-Round as Presented in Section 6.1.2

18-round 247.42 266.5

Using Multiple Super-Rounds as Presented in Section 6.2.2

20-round 245.42 271.5

Projections from Data in [4]

19-round 239.42 268

48/96

Using a Single Super-Round as Presented in Section 6.1.3

20-round 247.42 289

Using Multiple Super-Rounds as Presented in Section 6.2.3

21-round 245.42 286

Projections from Data in [4]

20-round 239.42 284.5

Table 6.1: Summary of the average case analysis of our results on SIMON 48
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Worst Case Computations

Simon
Number of

Rounds
Data Complexity Time Complexity

48/72

Using a Single Super-Round Presented in Section 6.1.2

17-round 247.42 270

Using Multiple Super-Rounds Presented in Section 6.2.2

18-round 231.42 267

Projections from Data in [4]

18-round 239.42 278

48/96

Using a Single Super-Round Presented in Section 6.1.3

19-round 247.42 286

Using Multiple Super-Rounds Presented in Section 6.2.3

20-round 239.42 290

Projections from Data in [4]

20-round 239.42 297

Table 6.2: Summary of the worst case qnalysis of our results on SIMON 48

6.3 Linear Cryptanalysis of SIMON 64 Using a Single Super-Round

In this section, we describe linear attacks for two variants of SIMON 64: SIMON 64/96 and

SIMON 64/128 using a single super-round.

6.3.1 Linear Approximations for SIMON 64

We extend the 12-round linear characteristic for the left half, Equation (6.1), with two more

rounds to obtain a 14-round linear trail for the left half, Equation (6.6), with bias=2−34.
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PLi⊕XR14
i+2,i+18,i+26⊕XL14

i,i+4,i+16,i+20,i+24 = k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕

k11
i,i+4,i+8,i+16,i+20⊕ k10

i+2,i+10,i+18⊕ k9
i+2,i+10,i+14,i+18⊕ k8

i+14⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10

⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

(6.6)

Similarly for the right half, we extend the 11-round trail of Equation (6.2) to a 14-round

linear trail with bias=2−37, Equation (6.7) (see A.9.1 for detailed derivations for both halves):

PRi⊕XR14
i,i+16,i+24,i+28⊕XL14

i+2,i+18,i+26 = k13
i+2,i+18,i+26⊕ k12

i,i+4,i+16,i+20,i+24

⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10

⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

(6.7)

6.3.2 20-round and 21-round Linear Attacks of SIMON 64/96

We obtain a 20-round linear attack by appending six rounds—four rounds of encryption

and two rounds of decryption—to the 14-round linear approximation of Equations (6.6) and

(6.7) (see A.35 and A.36 for details).

As we mentioned earlier, appending a single super round costs requires the guessing

of 18 key bits. Additionally, adding two rounds of decryption requires the guessing of six

additional key bits: k19
i+2,i+3,i+10,i+19,i+26,i+27. In order to compute the data required, need

to compute the capacity of the system of the left-half approximation:

c2 = 4×32×2−34×2 = 27×2−342
= 261

Thus, the total time complexity of evaluating the left half approximations is 25×261×

218×26 = 290.
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For the right-half approximation, we need to brute force 7 key bits to append single super

round, and 8 additional key bits of the last round key:k19
i,i+1,i+4,i+8,i+17,i+24,i+25, resulting

in a time complexity of 281. Thus, the overall time complexity to evaluate the full block is

290.002.

For an average-case analysis of the attack, we can go deeper and obtain a 21-round

linear attack by appending four rounds of encryption and three rounds of decryption to the

14-round linear characteristic (Equation 6.6 and 6.7). The super round costs, on average,

12.5 key bits and three rounds of partial decryption costs the guessing of 22 key bits (14 bits

on average) hence the time complexity for the left half is 25×261×212.5×214 = 292.5. The

right half requires guessing, on average, 4.5 key bits for appending four rounds of encryption

and 14.5 key bits for three rounds of decryption, for a total of 285 (see A.37, and A.38 for

more details).

Adding three rounds of decryption for the left half approximations requires the guessing

of:

• 16 bits of the last round key k20
i for i = 4,11,19,20,27,2,28,3,10,1,8,25,0,29,17,

24, each counted as a half bit

• 6 bits of the sum k20
i+2⊕ k19

i for i = 3,10,19,26,27,0.

Adding three rounds of decryption for the right half approximations requires the guessing

of:

• 13 bits of the last round key k20
i for i = 2,9,16,18,25,0,26,1,8,30,5,12,31,6, each

counted as a half bit, hence costs on average guessing 6 bits

• 8 bits of the sum k20
i+2⊕ k19

i for i = 1,8,17,24,25,0,29,4.

6.3.3 21-round and 22-round Linear Attacks of SIMON 64/128

SIMON 64/128 corresponds to a larger key size than SIMON 64/96; hence we use the same

21-round linear attack presented in section 6.3.2 without counting the key bits as a half
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bit. Thus, the time complexity of evaluating the left half approximations in this case is

25×261 ·218 ·222 = 2106.

For the right half system of approximations, we need to guess 20 key bits to add three

rounds of decryption in addition to the 7 bits for the super round. This results in a time

complexity of 25×261 ·27 ·220 = 293. Thus, the total computational complexity to evaluate

the two halves is 2106.

For the average-case complexity measure, we get a 22-round linear attack by appending

four rounds of encryption and four rounds of decryption to the 14-round linear trail of

Equations (6.6) and (6.7). The cost of adding four rounds decryption is 34 key bits on average

for the left half, which results in a time complexity of 25×261 ·212.5 ·234 = 2112.5. Also,

there are 32 key bits required to be guessed when appending four rounds of decryption to the

approximations of the right half; hence the time complexity is 25×261 ·24.5 ·232 = 2102.5.

The total complexity is 2112.5.

To append four rounds of decryption for the left half we guess the following key bits

(see A.39 for more details):

• 24 bits of k21
i for i = 5,12,19,6,13,26,20,21,28,3,22,29,10,4,11,30,18,2,9,16,

25,0,1,8, each bit counted as a half bit.

• 16 bits of the sum k21
i+2⊕ k20

i for i = 4,11,19,20,27,2,28,3,10,1,8,25,0,29,17,24.

• 6 bits of the sum k21
i,i+4⊕ k20

i+2⊕ k19
i for i = 3,10,19,26,27,0.

To append four rounds of decryption for the right half we guess the following key bits

(see A.40 for more details):

• 22 bits of k21
i for i = 3,10,17,4,11,24,19,26,2,20,27,1,8,9,28,16,31,6,12,0,7,

13, each bit counted as a half bit.

• 13 bits of the sum k21
i+2⊕ k20

i for i = 2,9,16,18,25,0,26,1,8,30,5,12,31,6.

• 8 bits of the sum k21
i,i+4⊕ k20

i+2⊕ k19
i for i = 1,8,17,24,25,0,29,4.
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6.4 Improved Linear Attacks on SIMON 64 Using Multiple Super-Rounds

In this section, we try to improve the results achieved using a single super round presented

earlier, by generating linear trails with higher bias. Consequently, the constraint of using

linear approximation with a single bit of input mask is relaxed. Even though we use multiple

super rounds that require guessing multiple super-keys, the cost is less than the exhaustive

search for one round key of size 32 bits.

6.4.1 Improved Linear Approximations for SIMON 64

We derive 16-round, 17-round and 18-round linear trails (see Equations (6.8), (6.9) and

(6.10)) with biases 2−28, 2−32 and 2−35 respectively (for full derivations refer to A.41, A.42

and A.43).

PLi+14⊕PRi,i+8,i+12⊕XR16
i,i+8,i+12,i+16⊕XL16

i+14 = k15
i+14⊕ k14

i,i+8,i+12⊕ k13
i+2,i+10⊕

k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕

k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

(6.8)

PLi+14⊕PRi,i+8,i+12⊕XR17
i+2,i+10,i+18⊕XL17

i,i+8,i+12,i+16 = k16
i,i+8,i+12,i+16⊕ k15

i+14

⊕ k14
i,i+8,i+12⊕ k13

i+2,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕

k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

(6.9)
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PLi+14⊕PRi,i+8,i+12⊕XR18
i,i+4,i+8,i+16,i+20⊕XL18

i+2,i+10,i+18 = k17
i+2,i+10,i+18⊕

k16
i,i+8,i+12,i+16⊕ k15

i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i

⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

(6.10)

6.4.2 Improved 22-round and 23-round Linear Attacks of SIMON 64/96

By appending the super rounds of four rounds encryption and two rounds of decryption to

the 16-rounds linear characteristic Equation(6.8), we get a 22-round linear attack.

The capacity of the system of 16-rounds linear trail:

c2 = 4×32×2−28×2 = 27×2−622
= 2−49

Appending four rounds of encryption to Equation 6.8 leads to use four super rounds

(one for each input mask bit) with the cost of guessing 31 key bits, in addition to guess 8

bits of k21 to add two rounds of decryption, k21
1,8,9,16,13,20,17,24(see A.44 for more details).

Hence, the time complexity is 25×249×239 = 293.

The components of four super-keys are:

• 19 bits of k0
i for i = 17,24,31,18,25,14,0,19,26,15,22,2,9,16,3,10,11,21,28

• 10 bits of the sum k1
i+2⊕ k0

i for i = 24,17,16,23,30,1,8,9,13,20

• 2 bits of the sum k0
i,i+4⊕ k1

i+2⊕ k2
i for i = 22,15

In the average case complexity, we got a 23-round linear attack, which results from

appending seven rounds (four rounds of encryption and three rounds of decryption) to the

16-round linear trail Equation (6.8).

Adding the super rounds of four rounds encryption costs guessing 21.5 key bits on

average, and the three rounds of decryption requires guessing 16.5 key bits on average (see
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A.45 for more details):

• 17 bits of k22
i for i = 2,9,16,10,17,24,14,21,28,18,25,31,3,11,18,19,26, these

bits are counted as a half bit

• 8 bits of the sum k22
i+2⊕ k21

i for i = 1,8,9,16,13,20,17,24

Thus, the time complexity of 23-round linear attacks is 25×249×221.5×216.5 = 292.

6.4.3 Improved 24-round and 25-round Linear Attacks of SIMON 64/128

We present a 24-round linear attack of SIMON 64/128 by appending four rounds of encryption

and three rounds of decryption to the 17-round linear characteristic Equation (6.9).

c2 = 4×32×2−32×2 = 2−57

Adding four rounds of encryption requires guessing 31 key bits, in addition to 24 key

bits for three rounds of decryption, a total of 55 key bits (see A.46 for more details):

• 18 bits of k24
i for i = 4,11,18,12,19,26,20,27,2,1,8,5,9,16,17,24,21,28

• 6 bits of the sum k24
i+2⊕ k23

i for i = 3,10,11,18,19,26

Thus the time complexity is equal to 25×257×255 = 2117.

In the average-case complexity, we use the 18-rounds linear approximation Equation

(6.10) and append four rounds of encryption and three rounds of decryption. As a results,

we get a 25-round linear attack.

The capacity of the system of approximations is:

c2 = 4×32×2−35×2 = 2−63

Thus, data complexity is 263. The cost of appending the super rounds of four rounds

encryption is guessing 21.5 key bits on average, and adding three rounds of decryption

requires guessing 20 key bits on average (see A.47 for more details):
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• 20 bits of k24
i for i = 2,9,16,6,13,30,10,17,24,18,25,0,22,29,4,7,14,8,23,30,

these bits are counted as a half bit

• 10 bits of the sum k24
i+2⊕ k23

i for i = 1,8,9,16,5,12,17,24,21,28

The time complexity of 25-round linear attack is 32×263×241.5 = 2109.5.

Tables 6.3 compares our results of SIMON 64 in the average-case complexity with [4]

results. We are able to go deeper by one round and two rounds using multiple super-rounds

in SIMON 64/96 and SIMON 64/128 respectively.

Table 6.4 shows a comparison of worst-case time complexity. In SIMON 64/96, we

cryptanalyze the same number of rounds, the time complexity of their attacks is worse than

brute force attacks. In the case of SIMON 64/128, we are able to go deeper by one round

than [4].
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Average Case Computations

Simon
Number of

Rounds
Data Complexity Time Complexity

64/96

Using a Single Super-Round Presented in Section 6.3.2

21-round 261 292.5

Using Multiple Super-Rounds Presented in Section 6.4.2

23-round 249 292

Projections from data in [4]

22-round 251 289

64/128

Using a Single Super-Round Presented in Section 6.3.3

22-round 261 2112.5

Using Multiple Super-Rounds Presented in Section 6.4.3

25-round 263 2109.5

Projections from data in [4]

23-round 251 2106

Table 6.3: Summary of the average case analysis of our results on SIMON 64
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Worst Case Computations

Simon
Number of

Rounds
Data Complexity Time Complexity

64/96

Using a Single Super-Round Presented in Section 6.3.2

20-round 261 290

Using Multiple Super-Rounds Presented in Section 6.4.2

22-round 249 293

Projections from data in [4]

22-round 251 2101

64/128

Using a Single Super-Round Presented in section 6.3.3

21-round 261 2106

Using Multiple Super-Rounds Presented in Section 6.4.3

24-round 257 2117

Projections from data in [4]

23-round 251 2123

Table 6.4: Summary of the worst case analysis of our results on SIMON 64

6.5 Linear Cryptanalysis of SIMON 96 Using a Single Super-Round

In this section, we introduce the linear attacks of SIMON 96/96 and SIMON 96/144 using the

special linear approximations with a single input mask bit.

6.5.1 Linear Approximations for SIMON 96

We extend the 14-round linear approximation into 15-round ,16-round and 19-round linear

trails, Equations 6.11, 6.12 and 6.13 (see A.11 for detailed derivation).
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The 15-round linear trails for the left and the right half with biases 2−37 and 2−41

respectively:

PLi⊕XR15
i,i+16,i+24,i+28⊕XL15

i+2,i+18,i+26 = k14
i+2,i+18,i+26⊕ k13

i,i+4,i+16,i+20,i+24⊕

k12
i+6,i+22⊕ k11

i,i+4,i+8,i+16,i+20⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12

⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

PRi⊕XR15
i+30⊕XL15

i,i+16,i+24,i+28⊕ k14
i,i+16,i+24,i+28⊕ k13

i+2,i+18,i+26⊕ k12
i,i+4,i+16,i+20,i+24

⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕

k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

(6.11)

The 16-round linear characteristics for the left and the right half with biases 2−41 and

2−42 respectively, as follows:

PLi⊕XR16
i+30⊕XL16

i,i+16,i+24,i+28 = k15
i,i+16,i+24,i+28⊕ k14

i+2,i+18,i+26⊕ k13
i,i+4,i+16,i+20,i+24

⊕ k12
i+6,i+22⊕ k11

i,i+4,i+8,i+16,i+20⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12

⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

PRi⊕XR16
i,i+16,i+24,i+28,i+32⊕XL16

i+30 = k15
i+30⊕ k14

i,i+16,i+24,i+28⊕ k13
i+2,i+18,i+26

⊕ k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20⊕ k9

i+10,i+18⊕ k8
i+8,i+12,i+16

⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

(6.12)
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The 19-round linear approximations for the two halves with biases=251 and 2−58 respec-

tively:

PLi⊕XR19
i,i+4,i+16,i+20,i+24,i+32,i+36⊕XL19

i+2,i+18,i+26,i+34 = k18
i+2,i+18,i+26,i+34⊕

k17
i,i+16,i+24,i+28,i+32⊕ k16

i+30⊕ k15
i,i+16,i+24,i+28⊕ k14

i+2,i+18,i+26⊕ k13
i,i+4,i+16,i+20,i+24⊕

k12
i+6,i+22⊕ k11

i,i+4,i+8,i+16,i+20⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12⊕

k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

PRi⊕XR19
i+6,i+22,i+38⊕XL19

i,i+4,i+16,i+20,i+24,i+32,i+36 = k18
i,i+4,i+16,i+20,i+24,i+32,i+36

⊕ k17
i+2,i+18,i+26,i+34⊕ k16

i,i+16,i+24,i+28,i+32⊕ k15
i+30⊕ k14

i,i+16,i+24,i+28⊕ k13
i+2,i+18,i+26

⊕ k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20⊕ k9

i+10,i+18⊕ k8
i+8,i+12,i+16

⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

(6.13)

6.5.2 20-round and 22-round Linear Attacks of SIMON 96/96

Here, we present two linear attacks in the worst and the average case complexities for

SIMON 96/96. First, we get a 20-round linear attack by appending the super rounds of four

rounds encryption and one round decryption to the 15-round linear approximations Equation

6.11.

The capacity of the left system of approximations is:

c2 = 4×48×2−37×2 = 2−66.42

Adding the super rounds of four rounds encryption requires guessing 18 key bits (the

size of super-key corresponding to the left half), and the one round decryption is added with

no extra cost (see A.54, A.55 for more details).
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The time complexity for evaluating the linear approximations for the left half is 25.58×

218× 266.42 = 290. The time complexity for evaluating the right half approximations is

25.58×27×266.42 = 279. The total computational complexity to evaluate both halves is 290.

In the case of average-case computations, we can attack up to 22-rounds of SIMON 96/96,

by using the 16-round linear trails Equation (6.12) and append four rounds of encryption

and two rounds of decryption. Adding the two rounds decryption requires guessing 2

key bits k21
31,38 for the left half approximations (counted as a half bit) and 10 key bits of

k21
1,8,17,24,25,32,29,36,33,40 for the right half approximations (counted as a half bit) (see A.56

and A.57 for more details).

The capacity of the 16-round system of approximations is:

c2 = 4×48×2−41×2 = 2−74.42

Thus, the required data complexity is 274.42, and the time complexity to evaluate the left

half approximations is 25.58×274.42×212.5×21 = 293.5. In addition to the complexity of

the right half approximations 25.58×274.42×24.5×25 = 289.5, hence the total complexity is

293.56.

6.5.3 25-round and 26-round Linear Attacks of SIMON 96/144

In the case of SIMON 96/144, we can go deeper and describe a 25-round linear attack. We

append four rounds of encryption and two rounds of decryption to the 19-round linear trail

A.58.

The capacity of the left system of approximations is:

c2 = 4×48×2−51×2 = 27.58×2−512
= 2−94.42

Thus, the number of plaintext and ciphertext pairs required for this attack is 294.42.

Appending two rounds of decryption to the approximations for the left half requires
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guessing 14 key bits of k24
i for i = 1,8,5,12,17,24,21,28,25,32,33,40,37,44, and 6 key

bits for the approximation for the right half k24
i for i = 7,14,23,30,39,40 (see A.58 and

A.59 for more details).

The complexity of evaluating the approximation for the left half is 25.58×218×214×

294.42 = 2132 and for the right half is 25.58×27×26×294.42 = 2113. Thus, total complexity

to evaluate the two halves is 2132.

In the case we consider the average-case complexity, we use the 19-round linear trail

and add four rounds of encryption and three rounds of decryption to get a 26-round linear

attack for SIMON 96/144 (see A.60 and A.61 for more details).

The key bits required guessing for adding three rounds of decryption for the left half

approximations (see A.60 for more details):

• 26 bits of k25
i for i = 2,9,16,6,13,20,18,25,32,22,29,36,26,33,40,34,41,0,38,

45,7 ,14,23,30,39,46, these bits are counted as a half bit

• 14 bits of the sum k25
i+2⊕ k24

i for i = 1,8,5,12,17,24,21,28,25,32,33,40,37,44

In average, adding three rounds of decryption costs guessing 27.5 key bits, hence the time

complexity to evaluate the left half approximations is 25.58×212.5×227.5×294.42 = 2140.

The key bits required guessing for adding three rounds decryption for the right half

approximations (see A.61 for more details):

• 18 bits of k25
i for i = 8,15,22,24,31,38,40,47,6,1,5,12,9,16,17,21,28,33, these

bits are counted as a half bit

• 6 bits of the sum k25
i+2⊕ k24

i for i = 7,14,23,30,39,40

In average, adding three rounds of decryption costs guessing 15 key bits. The time

complexity to evaluate the right half approximations is 25.58×24.5×215×294.42 = 2119.5.

The total complexity to evaluate both halves is 2140.
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6.6 Improved Linear Attacks on SIMON 96 Using Multiple Super-Rounds

Here, we improve the linear attacks presented in section 6.5, by generating and using linear

approximations with higher bias. As we mentioned earlier, the way to do so is to use multiple

bits of the input mask.

6.6.1 Improved Linear Approximations for SIMON 96

We derive a 28-rounds linear approximation, with bias=2−50(see A.62, for the full deriva-

tion).

PLi+14⊕PRi,i+8,i+12⊕XR28
i,i+4,i+8⊕XL28

i+6 = k27
i+6⊕ k26

i,i+4⊕ k25
i+2⊕ k23

i ⊕ k22
i ⊕ k21

i+2

⊕ k20
i,i+4⊕ k19

i+6⊕ k18
i+4,i,i+8⊕ k17

i+2,i+10⊕ k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12

⊕ k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

(6.14)

6.6.2 Improved 22-rounds and 23-rounds Linear Attacks of SIMON 96/96

We introduce two linear attacks of SIMON 96/96, considering the two cases of complexities

the worst and average. We used the 16-rounds linear characteristic Equation (6.8) presented

in section 6.4.2, and append four rounds of encryption and two rounds of decryption.

The capacity of the system of 16-rounds linear trail:

c2 = 4×32×2−28×2 = 27×2−622
= 2−49

The four rounds of encryption costs guessing 31 key bits, in addition to 8 key bits required

for adding two rounds of k21
1,8,9,16,13,20,17,24. Hence, the time complexity is 25.58×249×239 =
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293.58.

In the average case complexity, we get a 23-round linear attack as a result of appending

four rounds of encryption and three rounds of decryption to the 16-rounds linear trail (see

A.45 for more details).

• 17 bits of k22
i for i = 2,9,16,10,17,24,14,21,28,18,25,31,3,11,18,19,26, these

bits are counted as a half bit

• 8 bits of the sum k22
i+2⊕ k21

i for i = 1,8,9,16,13,20,17,24

The average cost of extending the linear trail by four rounds encryption is 21.5 bits,

and for the three rounds of decryption is 17 bits. Thus, the average time complexity is

25.58×249×221.5×217 = 293.08.

6.6.3 Improved 34-round and 35-round Linear Attacks of SIMON 96/144

We can attack up to 34-rounds of SIMON 96/144, by extending the 28-round linear trail

Equation (6.14) and append four rounds encryption and two rounds decryption.

The capacity of the system of approximations:

c2 = 4×25.58×2−50×2 = 2−92.42

To append the super rounds of four rounds encryption, we need to guess four super-keys

(one for each bit of the input mask), a total of 31 key bits which is less than one round key

of size 48 bits in this case. The components of the super-keys are:

• 19 bits of k0
i for i = 17,24,31,18,25,14,32,19,26,15,22,2,9,16,3,10,11,21,28

• 10 bits of the sum k1
i+2⊕ k0

i for i = 24,17,16,23,30,1,8,9,13,20

• 2 bits of the sum k0
i,i+4⊕ k1

i+2⊕ k2
i for i = 22,15
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Additionally, there are six more key bits of the last round key required guessing for

adding two rounds of decryption:k33
i for i = 1,8,5,12,9,16 (see A.63 for more details).

Thus, the time complexity is 25.58×292.42×231×26 = 2135

In the case of average-case complexity, we can extend the 28-round linear trail by adding

four rounds of encryption and three rounds of decryption and get a 35-round linear attack.

The four rounds encryption required guessing 21.5 key bits on average, and 16 bits for

adding three rounds of decryption (see A.64 for more details).

• 12 bits of k34
i for i = 2,9,16,6,13,20,10,17,24,3,11,18, each counted as a half bit.

• 6 bits of the sum of k34
i+2⊕ k33

i for i = 1,8,5,12,9,16.

The time complexity is 25.58×292.42×221.5×212 = 2131.5.

Tables 6.5 compares our results of SIMON 96 in the average-case complexity with [4]

results. They did not present linear attack for SIMON 96/96. In the case of SIMON 96/144,

we are able to go deeper by one round using multiple super-rounds.

Table 6.6 shows a comparison of worst-case time complexity. Even though we cryptana-

lyze the same number of rounds, the time complexity of their attacks is worse than brute

force attacks.
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Average Case Computations

Simon
Number of

Rounds
Data Complexity Time Complexity

96/96

Using a Single Super-Round Presented in Section 6.5.2

22-round 266.42 293.5

Using Multiple Super-Rounds Presented in Section 6.6.2

23-round 249 293.8

96/144

Using a Single Super-Round Presented in Section 6.5.3

26-round 294.42 2140

Using Multiple Super-Rounds Presented in Section 6.6.3

35-round 292.42 2131.5

Projections from data in [4]

34-round 286.42 2134.5

Table 6.5: Summary of the average case analysis of our results on SIMON 96
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Worst Case Computations

Simon
Number of

Rounds
Data Complexity Time Complexity

96/96

Using a Single Super-Round Presented in Section 6.5.2

20-round 266.42 290

Using Multiple Super-Rounds Presented in Section 6.6.2

22-round 249 293.58

96/144

Using a Single Super-Round Presented in section 6.5.3

25-round 294.42 2132

Using Multiple Super-Rounds Presented in Section 6.6.3

34-round 292.42 2135

Projections from data in [4]

34-round 286.42 2149

Table 6.6: Summary of the worst case analysis of our results on SIMON 96

6.7 Linear Attacks on SIMON 128 Using a Single Super-Round

First, we introduce linear attacks using a single super round on the three variants of SIMON

128: SIMON 128/128, SIMON 128/192 and SIMON 128/256.

6.7.1 Linear Approximations for SIMON 128

We extend the 19-round linear approximation Equation(6.13) into a 20-round linear trail

Equation(6.15), for the left and the right half with biases=2−58 and 2−61 respectively (see

A.65 and A.67 for the derivation). Also, we generate 21-round linear trails Eq. ?? with

biases =2−61 and 2−69 for both halves respectively (A.66 and A.68 for detailed derivation).
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PLi⊕XR20
i+6,i+22,i+38⊕XL20

i,i+4,i+16,i+20,i+24,i+32,i+36 = k19
i,i+4,i+16,i+20,i+24,i+32,i+36⊕

k18
i+2,i+18,i+26,i+34⊕ k17

i,i+16,i+24,i+28,i+32⊕ k16
i+30⊕ k15

i,i+16,i+24,i+28⊕ k14
i+2,i+18,i+26⊕

k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕ k11
i,i+4,i+8,i+16,i+20⊕ k10

i+2,i+10,i+18⊕ k9
i+2,i+10,i+14,i+18⊕

k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

PRi⊕XR20
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕XL20

i+6,i+22,i+38 = k19
i+6,i+22,i+38⊕

k18
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k17

i+2,i+18,i+26,i+34⊕ k16
i,i+16,i+24,i+28,i+32⊕ k15

i+30

⊕ k14
i,i+16,i+24,i+28⊕ k13

i+2,i+18,i+26⊕ k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20⊕

k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

(6.15)

PLi⊕XR21
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕XL21

i+6,i+22,i+38 = k20
i+6,i+22,i+38⊕

k19
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ ki+18

i+2,i+18,i+26,i+34⊕ k17
i,i+16,i+24,i+28,i+32⊕ k16

i+30⊕

k15
i,i+16,i+24,i+28⊕ k14

i+2,i+18,i+26⊕ k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕ k11
i,i+4,i+8,i+16,i+20⊕

k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕

k3
i,i+4⊕ k2

i+2⊕ k1
i

(6.16)
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PRi⊕XR21
i+2,i+10,i+18,i+34,i+42⊕XL21

i,i+4,i+8,i+16,i+20,i+32,i+36,i+40 =

k20
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕ k19

i+6,i+22,i+38⊕ k18
i,i+4,i+16,i+20,i+24,i+32,i+36⊕

k17
i+2,i+18,i+26,i+34⊕ k16

i,i+16,i+24,i+28,i+32⊕ k15
i+30⊕ k14

i,i+16,i+24,i+28⊕ k13
i+2,i+18,i+26⊕

k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20⊕ k9

i+10,i+18⊕ k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12

⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

(6.17)

6.7.2 24-round and 25-round Linear Attacks of SIMON 128/128

We get a 24-round linear attack by appending the super rounds of four rounds encryption

and one round of decryption to the 19-round linear approximations Equation 6.13.

The capacity of the left system of approximations is:

c2 = 4 ·64 ·2−51×2 = 28 ·2−512
= 2100

Thus, the time complexity to evaluate the approximations of the left half is 26×2100×

218 = 2124. We need to add the complexity to evaluate the right half approximations

26×2100×27 = 2113, hence the total complexity is 2124.

However, in the case of average time complexity, we present a 25-round linear attack.

This results from appending one more round to the 24-round linear attack which costs for

the left half 26×2100×212.5×27 = 2119.5. The complexity for the right half is 26×2100×

24.5×23 = 2113.5. The overall time complexity is 2120.

Appending two rounds of decryption at the end of the approximations for the left half

requires guessing 14 key bits of k24
i for i= 1,8,5,12,17,24,21,28,25,32,33,40,37,44, and

6 key bits for the approximation for the right half k24
i for i = 7,14,23,30,39,40 (see A.58

and A.59 for more details).
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6.7.3 28-round Linear Attack of SIMON 128/192

We attack up to 28-round of SIMON 128/192 by extending the 21-round linear approxima-

tions Equations (6.16 and 6.17) and append four rounds of encryption and three rounds of

decryption.

The capacity of the system of the left half approximations:

c2 = 4×64×2−61×2 = 28×2−612
= 2−114

Thus, the number of plaintext and ciphertext pairs required is 2114.

The cost of adding three rounds of decryption is to guess 46 key bits (see A.69 for more

details)

• 30 bits of k27
i for i= 2,9,16,6,13,20,10,17,24,18,25,32,22,29,36,34,41,48,38,45,

52,42,49,56,3,50,11,19,26,35.

• 16 bits of the sum k27
i+2⊕k26

i for i= 1,8,5,12,9,16,17,24,21,28,33,40,37,44,41,48

The time complexity to evaluate the approximations for left half is 26×218×246×2114 =

2184. Also, the complexity to evaluate the right half approximations is 26×27×242×2114 =

2169. The total complexity is 2183.

In the case we consider the average time complexity, we present the same 28-round

linear attack with lower complexity 26×212.5×231×2114 = 2163.5.

6.7.4 29-round Linear Attack of SIMON 128/256

Here, we can extend the 28-round linear attack presented in section 6.7.3 and add one

more round decryption (a total of four rounds of decryption). In addition to the 46 key bits

required guessing for three rounds of decryption, there are 55 key bits of the last round key

k28 to append one more round. A total of 101 key bits required guessing for the decryption

rounds (see A.70 for more details).
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The time complexity for the left half evaluation is 26×218×2101×2114 = 2239. Addi-

tionally, the right half approximations has the complexity of 26×27×293×2114 = 2220. The

time complexity to evaluate both halves is 2239. Considering the average-case complexity

will reduce the time complexity for this attack to 2201.

6.8 Linear Attacks on SIMON 128 Using Multiple Super-Rounds

In this section, we try to derive linear characteristics with higher bias; hence we can attack a

larger number of rounds than the attacks presented earlier. To do so, we allow using multiple

bits of the input mask.

6.8.1 Improved Linear Approximations for SIMON 128

This member of SIMON family has the largest block size, hence we are able to go deep

in rounds and generate a 35-round linear trail with bias = 2−68 (see A.73 for detailed

derivation).

PLi+2,i+10,i+18⊕PRi,i+8,i+12,i+16⊕XR35
i+2,i+10,i+18⊕XL35

i,i+8,i+12,i+16⊕ k32
i,i+8,i+12,i+16

⊕ k31
i+14⊕ k30

i,i+8,i+12⊕ k29
i+2,i+10⊕ k28

i,i+4,i+8⊕ k1
i+14⊕ k0

i,i+8,i+12,i+16

6.8.2 Improved 32-round and 34-round Linear Attacks of SIMON 128/128

SIMON 128/128 has the smallest key size among other members of SIMON 128; hence

we can not use the 35-round linear approximation. Therefore, we derive a similar linear

characteristic to the linear trail derived for SIMON 96. Thus we produce a 27-round linear

trail with bias = 2−49, and append four rounds of encryption (multiple super-rounds) and

one round of decryption.
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PLi+14⊕PRi,i+8,i+12⊕XR27
i+6⊕XL27

i,i+4⊕ k26
i,i+4⊕ k25

i+2⊕ k23
i ⊕ k22

i ⊕ k21
i+2⊕ k20

i,i+4⊕ k19
i+6

⊕ k18
i+4,i,i+8⊕ k17

i+2,i+10⊕ k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12

⊕ k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

(6.18)

The capacity for the linear approximations:

c2 = 4×64×2−49×2 = 28×2−492
= 2−90

The cost of extending the 27-round by appending the super rounds of four rounds

encryption requires guessing 31 key bits, but the one round decryption is added with no

extra cost (see A.71 for more details).

The components of the super-keys are:

• 19 bits of k0
i for i = 17,24,31,18,25,14,32,19,26,15,22,2,9,16,3,10,11,21,28

• 10 bits of the sum k1
i+2⊕ k0

i for i = 24,17,16,23,30,1,8,9,13,20

• 2 bits of the sum k0
i,i+4⊕ k1

i+2⊕ k2
i for i = 22,15

The data complexity for this attack is 290. The time complexity is 64×290×231 = 2127.

In the average-case complexity, the cost for appending four rounds of encryption reduced

from guessing 31 key bits to 21.5 bits. Also, we add three rounds decryption, which costs

guessing 6.5 key bits on average (see A.72 for more details). Therefore, we can attack up to

34 rounds of SIMON 128/128.

• 8 bits of k33
i for i = 8,15,22,9,16,1,5,12, these bits are counted as a half bit

• 2 bits of the sum k33
i+2⊕ k32

i for i = 7,14
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The time complexity is 64×290×221.5×26 = 2123.5.

6.8.3 Improved 40-round and 42-round Linear Attacks of SIMON 128/192

We extend the 35-round linear approximation and append four rounds of encryption and one

round decryption (see A.74), as a results we get a 40-round linear attack.

The capacity of this system of approximations:

c2 = 4×64×2−68×2 = 28×2−682
= 2−128

Therefore, the required data complexity is 2128. To append four rounds encryption, we

use seven super-rounds, and the components of the seven super-keys are:

• 30 bits of k0
i for i= 5,12,19,6,13,2,20,7,14,3,10,27,21,28,15,22,11,18,35,29,36,

23,30,26,9,16,17,24,25,32

• 19 bits of the sum k1
i+2⊕k0

i for i= 12,5,4,11,18,20,13,19,26,28,21,27,34,1,8,9,16,

17,24

• 6 bits of the sum k0
i,i+4⊕ k1

i+2⊕ k2
i for i = 10,3,18,11,26,19

Thus, there are 55 key bits required guessing to append the super rounds of four rounds

encryption. The time complexity in this case is 26×2128×255 = 2183.

In the average case, we get a 42-round linear attack from extending the 35-round linear

trail and add four rounds of encryption and three rounds of decryption (see A.75).

• 18 bits of the sum k41
i for i = 4,11,18,12,19,26,20,27,34,1,8,5,9,16,17,24,21,28,

each counted as a half bit

• 6 bits of the sum k41
i+2⊕ k40

i for i = 3,10,11,18,19,26

Counting the key bits on average reduces the cost of adding four rounds of encryption

from guessing 55 bits to 40 key bits. Also, appending three rounds of decryption costs 15

key bits on average, hence the time complexity 64×2128×240×215 = 2189.
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6.8.4 Improved 43-rounds Linear Attack of SIMON 128/256

We can attack up to 43-rounds of SIMON 128/256, by appending four rounds of encryption

and four rounds of decryption to the 35-round linear trail. As we mentioned earlier, the

data complexity to evaluate the 35-round linear trail is 2128. The cost for appending the

encryption rounds is guessing 55 key bits (see section 6.8.3). Additionally, adding more

rounds of decryption increased the number of key bits required guessing to 106 key bits.

To append four rounds decryption, there are 53 key bits required guessing (see A.76 for

more details):

• 28 bits of k42
i for i= 5,12,19,26,13,14,21,20,27,34,28,35,22,29,42,2,9,6,10,17,

24,18,25,32,39,36,7,23, each counted as a half bit

• 18 bits of the sum k42
i+2⊕k41

i for i = 4,11,18,12,19,26,20,27,34,1,8,5,9,16,17,24,

21,28

• 6 bits of the sum k42
i,i+4⊕ k41

i+2⊕ k40
i for i = 3,10,11,18,19,26

The time complexity for this attack is 26× 255× 253× 2128 = 2242. In the average

case complexity, we have the same 43-round linear attack with lower complexity. Thus,

appending four rounds of encryption and decryption costs guessing 40 and 38 key bits on

average, respectively. The time complexity is 26×278×2128 = 2212.

Tables 6.7 compares our results of SIMON 128 in the average-case complexity with the

results presented in [4]. They did not present linear attack for SIMON 128/128. For the

other two variants of SIMON 128, we attack one more round and two more rounds than [4]

respectively.

Table 6.8 shows a comparison of worst-case time complexity. In the case of SIMON

128/192, even though we cryptanalyze the same number of rounds, we present a more

efficient attack with lower complexity. But we present a better attack than [4] for SIMON

128/256.
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Average Case Computations

Simon
Number of

Rounds
Data Complexity Time Complexity

128/128

Using a Single Super-Round Presented in Section 6.7.2

25-round 2100 2120

Using Multiple Super-Rounds Presented in Section 6.8.2

34-round 290 2123.5

128/192

Using a Single Super-Round Presented in section ??

28-round 2114 2163.5

Using Multiple Super-Rounds Presented in Section 6.8.3

42-round 2128 2189

Projections from data in [4]

40-round 2120 2174.5

128/256

Using a Single Super-Round Presented in section 6.7.4

29-round 2114 2201

Using Multiple Super-Rounds Presented in Section 6.8.4

43-round 2128 2212

Projections from data in [4]

42-round 2120 2233.5

Table 6.7: Summary of the average case analysis of our results on SIMON 128
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Worst Case Computations

Simon
Number of

Rounds
Data Complexity Time Complexity

128/128

Using a Single Super-Round Presented in Section 6.7.2

24-round 2100 2124

Using Multiple Super-Rounds Presented in Section 6.8.2

32-round 290 2127

128/192

Using a Single Super-Round Presented in section ??

28-round 2114 2189

Using Multiple Super-Rounds Presented in Section 6.8.3

40-round 2128 2183

Projections from data in [4]

40-round 2120 2192

128/256

Using Single Super-Round Presented in section 6.7.4

43-round 2128 2242

Using Multiple Super-Rounds Presented in Section 6.8.4

43-round 2128 2242

Projections from data in [4]

42-round 2120 2236

Table 6.8: Summary of the worst case analysis of our results on SIMON 128
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Chapter 7: Linear Cryptanalysis of Reduced-Round SIMECK using Super Rounds

Lightweight block ciphers is a very active area, and several lightweight designs have

appeared that aims to work efficiently on constrained environments. Simon and Speck by

NSA get considerable attention and security analysis, hence inspired by these two designs

SIMECK was introduced in 2015 by Yang, Zhu, Suder, Aagaard, and Gong [29].

SIMECK is a family of lightweight block ciphers that combines design features from

SIMON and Speck, so it makes a slightly modified round function of SIMON and uses

Speck key schedule. Even though SIMECK uses a different set of rotation constants, our

cryptanalytic model using super rounds is still applicable.

In this chapter, we analyze the lightweight block cipher SIMECK regarding its resistance

against our linear attack model using super rounds. Hence, we prove the efficiency of

our model by conducting experiments on 8-round, 10-round and 12-round reduced-round

SIMECK. Additionally, we present our results of projected linear attacks of SIMECK 32,

SIMECK 48, and SIMECK 64.

7.1 Linear Cryptanalysis Using Super Rounds

Because SIMECK shares a similar round function design to the design of SIMON round

function, we have the same observation that enables us to construct the super-round. After

four rounds of SIMECK 32/64 encryption, one bit of the left half of the state depends on

only 16 key bits, which is equal to the size of one round key. In the case of the right half,

one bit of the state depends only on 7 key bits. Therefore, we are able to construct a super

round in a similar way to the case of SIMON.
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7.1.1 The Super Round

Similar to the construction of super-round in SIMON, we present here a similar construction

of super-round for SIMECK.

Recall equation (3.1):

(XL j+1,XR j+1) = Rk j(XL j,XR j) = (XR j⊕F(XL j)⊕ k j,XL j)

which implies that:

XL j+1
i = XR j

i ⊕Z j
i ⊕ k j

i

= XL j−1
i ⊕Z j

i ⊕ k j
i

= XL j−3
i ⊕Z j−2

i ⊕ k j−2
i ⊕Z j

i ⊕ k j
i

And hence that:

XL4
i = XL0

i ⊕Z1
i ⊕ k1

i ⊕Z3
i ⊕ k3

i = PLi⊕Z1
i ⊕ k1

i ⊕Z3
i ⊕ k3

i

Similarly,

XR j+1
i = XL j

i

= XL j−2
i ⊕Z j−1

i ⊕ k j−1
i

= XR j−3
i ⊕Z j−3

i ⊕ k j−3
i ⊕Z j−1

i ⊕ k j−1
i

and hence that:

XR4
i = XR0

i ⊕Z0
i ⊕ k0

i ⊕Z2
i ⊕ k2

i = PRi⊕Z0
i ⊕ k0

i ⊕Z2
i ⊕ k2

i

Now recall equation (3.4):

F(XL j) = [(XL j)&(XL j ≪ 5)]⊕XL j ≪ 1)
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which implies that:

Z j
i = (XL j

i &XL j
i+5)⊕XL j

i+1

giving us:

Z0
i = (PLi&PLi+5)⊕PLi+1

Z1
i = [(Z0

i ⊕ k0
i ⊕PRi)&(Z0

i+5⊕ k0
i+5⊕PRi+5)]⊕ (Z0

i+1⊕ k0
i+1⊕PRi+1)

Z2
i = [(Z1

i ⊕ k1
i ⊕XR1

i )&(Z1
i+5⊕ k1

i+5⊕XR1
i+5)]⊕ (Z1

i+1⊕ k1
i+1⊕XR1

i+1)

= [(Z1
i ⊕ k1

i ⊕PLi)&(Z1
i+5⊕ k1

i+5⊕PLi+5)]⊕ (Z1
i+1⊕ k1

i+1⊕PLi+1)

Z3
i = (v1&v2)⊕ v3

where:

v1 = Z2
i ⊕ k2

i ⊕XR2
i = Z2

i ⊕ k2
i ⊕XL1

i = Z2
i ⊕Z0

i ⊕ k0
i ⊕PRi⊕ k2

i

v2 = Z2
i+5⊕ k2

i+5⊕XR2
i+5 = Z2

i+5⊕ k2
i+5⊕XL1

i+5 = Z2
i+5⊕Z0

i+5⊕ k0
i+5⊕PRi+5⊕ k2

i+5

v3 = Z2
i+1⊕ k2

i+1⊕XR2
i+1 = Z2

i+1⊕ k2
i+1⊕XL1

i+1 = Z2
i+1⊕Z0

i+1⊕ k0
i+1⊕PRi+1⊕ k2

i+1

Finally,

XL4
i = Z3

i ⊕ k3
i ⊕XR3

i = Z3
i ⊕ k3

i ⊕XL2
i = Z3

i ⊕ k3
i ⊕Z1

i ⊕ k1
i ⊕PLi

XR4
i = XL3

i = XL1
i ⊕Z2

i ⊕ k2
i = PRi⊕ k0

i ⊕Z0
i ⊕Z2

i ⊕ k2
i

7.1.2 The Super Key

The following table lists the components of the left and the right super keys.
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Super-key of the left-half Super-key of the right-half

k0
i ⊕ k0

i+2⊕ k1
i+1⊕ k2

i k0
i+1⊕ k1

i

k0
i+5⊕ k0

i+7⊕ k1
i+6⊕ k2

i+5 k0
i+6⊕ k1

i+5

k0
i+1⊕ k1

i k0
i

k0
i+6⊕ k1

i+5 k0
i+1

k0
i+11⊕ k1

i+10 k0
i+6

k0
i+2⊕ k1

i+1 k0
i+5

k0
i+7⊕ k1

i+6 k0
i+10

k0
i+1

k0
i

k0
i+2

k0
i+5

k0
i+6

k0
i+7

k0
i+10

k0
i+11

k0
i+15

Table 7.1: Super Keys

There are equivalent approximations can be used:

Approximation1 : Pr[F(XL j+1
i ) = XL j

i+1] =
3
4

Approximation2 : Pr[F(XL j+1
i ) = XL j

i+1⊕XL j
i ] =

3
4

Approximation3 : Pr[F(XL j+1
i ) = XL j

i+1⊕XL j
i+5] =

3
4

Approximation4 : Pr[F(XL j+1
i ) = XL j

i+1⊕XL j
i ⊕XL j

i+5] =
1
4
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7.1.3 Experimental Attacks

In this section, we present our results of the implemented linear attacks on SIMECK 32/64

reduced to 8, 10, and 12 rounds.

7.1.3.1 8-round Linear Attack

To use the super rounds, first, we need to derive a 4-round linear approximation that relates

a single bit of the left half and right half inputs respectively to a few bits of output after four

rounds. Then we use the super rounds to obtain a single bit of input, and then concatenate it

with the approximation, thus relating plaintext, super key and ciphertext bits of eight rounds

encryption. Figure 7.1 depicts the 8-round attack.

Firstly, we extract a 4-round linear approximation for the left half with bias 2−5 as the

following:

PLi = XL0
i = XR1

i

= F(XR2)i⊕XL2
i ⊕ k1

i

≈ XR2
i+1⊕XL2

i ⊕ k1
i

= XR2
i+1⊕XL2

i ⊕ k1
i

= F(XR3)i+1⊕XL3
i+1⊕ k2

i+1⊕XR3
i ⊕ k1

i

≈ XR3
i+2⊕XL3

i+1⊕ k2
i+1⊕XR3

i ⊕ k1
i

= XR3
i,i+2⊕XL3

i+1⊕ k2
i+1⊕ k1

i

= F(XR4)i,i+2⊕XL4
i,i+2⊕ k3

i,i+2⊕XR4
i+1⊕ k2

i+1⊕ k1
i

≈ XR4
i+1,i+3⊕XR4

i+1⊕XL4
i,i+2⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR4
i+3⊕XL4

i,i+2⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i

(7.1)
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Also, we extract a similar approximation for the right half input bit with bias=2−6:

PRi = XR0
i = F(XR1)i⊕XL1

i ⊕ k0
i

≈ XR1
i+1⊕XL1

i ⊕ k0
i

= F(XR2)i+1⊕XL2
i+1⊕ k1

i+1⊕XR2
i ⊕ k0

i

≈ XR2
i+2⊕XL2

i+1⊕ k1
i+1⊕XR2

i ⊕ k0
i

= XR2
i,i+2⊕XL2

i+1⊕ k1
i+1⊕ k0

i

= F(XR3)i,i+2⊕XL3
i,i+2⊕ k2

i,i+2⊕XL2
i+1⊕ k1

i+1⊕ k0
i

≈ XR3
i+1,i+3⊕XL3

i,i+2⊕ k2
i,i+2⊕XR3

i+1⊕ k1
i+1⊕ k0

i

= XR3
i+3⊕XL3

i,i+2⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= F(XR4)i+3⊕XL4
i+3⊕ k3

i+3⊕XR4
i,i+2⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= XR4
i,i+2,i+4⊕XL4

i+3⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

(7.2)

Figure 7.1: 8-Round Linear Attack
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Now, we can append the super round to the 4-round approximations 7.1 and 7.2 to relate

the plaintext to the single bit of super round output, and thus we obtain an approximate

relationship between plaintext, ciphertext and super key bits. This extension enables up

to attack up to eight rounds without reducing the bias further. This gives us the following

expressions:

XL4
i ⊕XR8

i+3⊕XL8
i,i+2 = k7

i,i+2⊕ k6
i+1⊕ k5

i (7.3)

XR4
i ⊕XR8

i,i+2,i+4⊕XL8
i+3 = k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i (7.4)

Evaluating the equations 7.3 and 7.4 requires using 214 plaintext and ciphertext pairs,

which is equal to a 24× 1
2−5×2 . In addition to perform an exhaustive search over the 16-bit

and 7-bit super-keys respectively. Hence, the time complexity to evaluate 7.3 and 7.4 for all

0≤ i < 16, are 214×24×216 and 214×24×27 respectively.

115



Experiment Bit1 Bit2 Bit3 Indeterminate Super Key Bits

Key 1 16 16 12 1.5 45.5

Key 2 16 15 11 2.5 44.5

Key 3 16 16 13 1.5 46.5

Key 4 16 16 11 2 45

Key 5 16 16 14 0.5 46.5

Key 6 16 15 10 2 43

Key 7 16 16 15 0.5 47.5

Key 8 16 16 13 1.5 46.5

Key 9 16 16 15 0.5 47.5

Key 10 16 15 12 1.5 44.5

Key 11 16 16 14 1 47

Key 12 16 15 11 2 44

Key 13 16 16 15 0.5 47.5

Key 14 16 16 10 2.5 44.5

Table 7.2: 8-round attack using only left-half super rounds
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Experiment Bit1 Bit2 Bit3 Indeterminate Super Key Bits

Key 1 16 16 12 1.5 45.5

Key 2 16 15 13 1.5 45.5

Key 3 16 16 13 1.5 46.5

Key 4 16 16 11 2 45

Key 5 16 16 14 0.5 46.5

Key 6 16 15 10 2 43

Key 7 16 16 15 0.5 47.5

Key 8 16 16 13 1.5 46.5

Key 9 16 16 15 0.5 47.5

Key 10 16 14 12 1.5 43.5

Key 11 16 16 14 1 47

Key 12 16 15 11 2 44

Key 13 16 16 15 0.5 47.5

Key 14 16 16 10 2.5 44.5

Table 7.3: 8-round attack using both left and right-half super rounds

As shown in Tables 7.2 and 7.3, we observed that obtaining estimates of the super key

bits corresponding to the right half of the state does not improve the estimate over using

only those obtained from the left half state. This is likely because the bias for the right half

is half that of the left half, and hence the right half data is noisier and not particularly useful.
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Experiment k0k0k0 k1k1k1 k2k2k2 Master Key Bits

Key 1 16 16 15 47

Key 2 16 15 12 43

Key 3 16 16 15 47

Key 4 16 16 14 46

Key 5 16 16 14 46

Key 6 16 15 12 43

Key 7 16 16 16 48

Key 8 16 16 15 47

Key 9 16 16 16 48

Key 10 16 15 15 46

Key 11 16 16 15 47

Key 12 16 15 15 46

Key 13 16 16 16 48

Key 14 16 16 13 45

Table 7.4: Master key bits computed from the super-keys of the left-half: 8-round attack
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Experiment k0k0k0 k1k1k1 k2k2k2 Master Key Bits

Key 1 16 16 15 47

Key 2 16 16 15 47

Key 3 16 16 15 47

Key 4 16 16 14 46

Key 5 16 16 14 46

Key 6 16 15 12 43

Key 7 16 16 16 48

Key 8 16 16 15 47

Key 9 16 16 16 48

Key 10 16 14 14 44

Key 11 16 16 15 47

Key 12 16 15 15 46

Key 13 16 16 16 48

Key 14 16 16 13 45

Table 7.5: Master key bits computed from the super-keys of both halves: 8 round attack

7.1.3.2 10-round Linear Attack

We extend the 8-round attack and add two rounds of decryption, which comes at the cost of

guessing a few bits of the last round key. Figure 7.2 depicts the 10-round linear attack.(see

A.77 and A.78 for more details)
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Figure 7.2: 10-Round Linear Attack

120



Experiment Bit1 Bit2 Bit3 Bit4 Indeterminate Super Key Bits

Key 1 16 15 10 14 3.5 58.5

Key 2 16 15 11 11 4.5 57.5

Key 3 16 16 14 14 1 61

Key 4 16 16 16 13 1.5 62.5

Key 5 16 16 11 12 4 59

Key 6 16 15 10 12 3.5 56.5

Key 7 16 16 11 11 5 59

Key 8 16 16 14 14 2 62

Key 9 16 16 16 15 0.5 63.5

Key 10 16 15 11 13 3 58

Key 11 16 16 14 16 1 63

Key 12 16 16 13 12 2.5 59.5

Key 13 16 16 14 13 2.5 61.5

Key 14 16 16 11 13 3.5 59.5

Table 7.6: 10-round attack using only left-half super rounds
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Experiment Bit1 Bit2 Bit3 Bit4 Indeterminate Super Key Bits

Key 1 16 16 10 16 2.5 60.5

Key 2 16 15 11 16 2 60

Key 3 16 16 14 16 0.5 62.5

Key 4 16 16 16 16 0 64

Key 5 16 16 11 16 2.5 61.5

Key 6 16 15 10 16 1.5 58.5

Key 7 16 16 11 14 3.5 60.5

Key 8 16 16 14 15 1.5 62.5

Key 9 16 16 16 16 0 64

Key 10 16 14 11 14 2 57

Key 11 16 16 14 16 1 63

Key 12 16 16 13 15 1.5 61.5

Key 13 16 16 14 15 1.5 62.5

Key 14 16 16 11 16 2 61

Table 7.7: 8-round attack using both left and right-half super rounds

In contrast to the 8-round attack, we obtain better overall results by using super rounds

corresponding to both right and left halves, as compared to using only the left half. The

improvement is especially noticeable in the estimate of Bit4. The reason is that we receive

96 bits (16×6) of Bit4 from the right half and only 32 bits (16×2) from the left-half. Thus,

even though the right-half attacks have a lower bias, having a larger number of copies of k9

bits results in better estimation.

From the tables above, we determine the master key bits (k0,k1, and k2) and the subkey

k9 from the bits Bit1, Bit2, Bit3, and Bit4 using equation (7.5). The results are presented in
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Tables 7.8 and 7.9 :

k0
j = Bit1( j), for 0≤ j < 16

k1
j = Bit2( j)⊕Bit1( j+2)

k2
j = Bit1( j)⊕Bit2( j+2)⊕Bit3( j)

k9
j = Bit4( j)

(7.5)

Experiment k0k0k0 k1k1k1 k2k2k2 k9k9k9 Round key bits

Key 1 16 15 15 15 61

Key 2 16 15 12 13 56

Key 3 16 16 15 15 62

Key 4 16 16 16 15 63

Key 5 16 16 13 13 58

Key 6 16 15 11 14 56

Key 7 16 16 16 14 62

Key 8 16 16 15 14 61

Key 9 16 16 16 15 63

Key 10 16 15 13 14 58

Key 11 16 16 15 16 63

Key 12 16 16 15 14 61

Key 13 16 16 16 13 61

Key 14 16 16 14 15 61

Table 7.8: Round key bits computed from the super-keys of the left-half: 10-round attack
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Experiment k0k0k0 k1k1k1 k2k2k2 k9k9k9 Round key bits

Key 1 16 16 14 16 62

Key 2 16 15 12 16 59

Key 3 16 16 15 16 63

Key 4 16 16 16 16 64

Key 5 16 16 13 16 61

Key 6 16 15 11 16 58

Key 7 16 16 16 16 64

Key 8 16 16 15 15 62

Key 9 16 16 16 16 64

Key 10 16 14 10 14 54

Key 11 16 16 16 16 64

Key 12 16 16 15 15 62

Key 13 16 16 16 15 63

Key 14 16 16 14 16 62

Table 7.9: Round key bits computed from the super-keys of both halves: 10-round attack

7.1.4 The Deduction of k3 from k9

SIMECK key schedule generates r-4 more round keys from the 64-bit master key. Therefore,

we are able to write the round keys in terms of the master key bits k0, k1, k2, and k3.

k9 is generated as in equation 7.6, which is expressed in terms of the master key bits in

equation (7.7).

k9 = k5⊕F(k6)⊕ c⊕ (z0)5 (7.6)
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Hence, k3 may be expressed in terms of k0, k1, k2, and k9 as follows:

k9 = k1⊕F(k2)⊕F(k2⊕ f (k3))⊕C⊕ (Z0)1⊕C⊕ (Z0)2⊕C⊕ (Z0)5 (7.7)

Recall the round function f :

F(XL j) = [(XL j)&(XL j ≪ 5)]⊕XL j ≪ 1)

It is clear that f consists of the non-invertible bitwise AND, hence we assume the output

of f is Zero:

F(X) = (0n⊕XL j ≪ 1)

= XL j ≪ 1
(7.8)

where 0n denotes a zero vector of n-bits.

We can write the inverse function as:

F−1(X) = X ≪ 1 (7.9)

Therefore, to write k9 in terms of the master key, we apply 7.9 in 7.7:

k9 = k1⊕ f−1(k2)⊕ f−1(k2⊕ f−1(k3))C⊕ (Z0)1⊕C⊕ (Z0)2⊕C⊕ (Z0)5

= k1⊕ (k2 ≪ 1)⊕ (k2 ≪ 1)⊕ (k3 ≪ 2)⊕C⊕ (Z0)1⊕C⊕ (Z0)2⊕C⊕ (Z0)5

(7.10)
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Experiment k0k0k0 k1k1k1 k2k2k2 k3k3k3 Master Key

Key 1 16 15 15 11 57

Key 2 16 15 12 9 52

Key 3 16 16 15 10 57

Key 4 16 16 16 9 57

Key 5 16 16 13 10 55

Key 6 16 15 11 9 51

Key 7 16 16 16 4 52

Key 8 16 16 15 7 54

Key 9 16 16 16 13 61

Key 10 16 15 13 10 54

Key 11 16 16 15 9 56

Key 12 16 16 15 9 56

Key 13 16 16 16 12 60

Key 14 16 16 14 9 55

Table 7.10: Computing the round key bits from the super-round of the left-half
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Experiment k0k0k0 k1k1k1 k2k2k2 k3k3k3 Master Key

Key 1 16 16 14 11 57

Key 2 16 15 12 12 55

Key 3 16 16 15 11 58

Key 4 16 16 16 8 56

Key 5 16 16 13 9 54

Key 6 16 15 11 9 51

Key 7 16 16 16 4 52

Key 8 16 16 15 8 55

Key 9 16 16 16 14 62

Key 10 16 14 10 12 52

Key 11 16 16 16 9 57

Key 12 16 16 15 10 57

Key 13 16 16 16 12 60

Key 14 16 16 14 10 56

Table 7.11: Computing the round key bits from the super-round of the left-half and the
right-half

7.1.4.1 12-round Linear Attack

Here, we extend the 4-round linear approximations 7.1 and 7.2 into 7-round linear approxi-

mations 7.11 for the left half and the right half with biases 2−10 and 2−12 respectively. as

follows (see A.79 and A.80 for more details):
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PLi⊕XR7
i,i+4⊕XL7

i+1 = k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

PRi⊕XL7
i,i+4 = k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

(7.11)

Appending the super round at the beginning of Equations 7.12 and 7.13, and we obtain

the following 11-round trails, for the left and right halves:

XL4
i ⊕XR11

i,i+4⊕XL11
i+1 = k10

i+1⊕ k9
i,i+2,i+4⊕ k8

i+3⊕ k7
i,i+2⊕ k6

i+1⊕ k5
i (7.12)

XR4
i ⊕XL11

i,i+4 = k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i (7.13)

We extend the 11-round trails by appending one round of decryption at the end of

Equations 7.12 and 7.13, hence we obtain the following expressions:

XL4
i ⊕XR11

i,i+4⊕XL11
i+1 = k10

i+1⊕ k9
i,i+2,i+4⊕ k8

i+3⊕ k7
i,i+2⊕ k6

i+1⊕ k5
i

XL4
i ⊕F(XR12

i,i+4)⊕XL12
i,i+4⊕ k11

i,i+4⊕XR12
i+1⊕ k10

i+1⊕ k9
i,i+2,i+4⊕ k8

i+3⊕ k7
i,i+2⊕ k6

i+1⊕ k5
i

XL4
i ⊕ (XR12

i &XR12
i+5)⊕ (XR12

i+4&XR12
i+9)⊕XR12

i+5⊕XL12
i,i+4 = k11

i,i+4⊕ k10
i+1⊕ k9

i,i+2,i+4

⊕ k8
i+3⊕ k7

i,i+2⊕ k6
i+1⊕ k5

i
(7.14)

For the linear approximation for the right half:

XR4
i ⊕XL11

i,i+4 = k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i

XR4
i ⊕XR12

i,i+4 = k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i

(7.15)
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Experiment Bit1 Bit2 Bit3 Indeterminate Super round key bits

Key 1 16 16 14 2 47

Key 2 16 16 15 1 47.5

Key 3 16 16 14 2 47

Table 7.12: Round key bits computed from the super-keys of the left-half: 12-round attack

Experiment Bit1 Bit2 Bit3 Indeterminate Super round key bits

Key 1 16 16 14 2 47

Key 2 16 16 15 1 47.5

Key 3 16. 16 14 2 47

Table 7.13: Round key bits computed from the super-keys of both halves: 12-round attack
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Figure 7.3: 12-Round Linear Attack

We may compute master key bits from independent key bits:

k0
j = Bit1( j), for 0≤ j < 16

k1
j = Bit2( j)⊕Bit1( j+2)

k2
j = Bit1( j)⊕Bit2( j+2)⊕Bit3( j)

(7.16)

Tables 7.14 and 7.15 present the number of master key bits correctly computed.
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Experiment k0k0k0 k1k1k1 k2k2k2 Master round key bits

Key 1 16 16 16 48

Key 2 16 16 16 48

Key 3 16 16 15 47

Table 7.14: Computing master key bits from the super-round of the left-half

Experiment k0k0k0 k1k1k1 k2k2k2 Master round key bits

Key 1 16 16 16 48

Key 2 16 16 16 48

Key 3 16 16 15 47

Table 7.15: Computing master key bits from the two super-rounds of the left-half and the
right-half

7.2 Experimental Results of 8-round Attack Without Approximations

Since SIMECK is designed based on the Feistel structure, and one of the important features

of this design is that the same algorithm is used for encryption and decryption, hence an

equivalent super-round of 4-rounds decryption is established as well. Similar to SIMON, we

are able to launch a meet-in-the-middle attack on 8-round linear cryptanalysis of SIMECK

32/64 without any approximations. That is, instead of performing an exhaustive search over

all 48-bit master keys, we can focus on a single bit and perform an exhaustive search over

25 key bits at a time.

In this attacks, we attempt to recover 112 key bits, consisting of 64 bits of one super-key

and 48 more bits of the second super-key. Using only 48 plaintext and ciphertext pairs, we

can get two possible values, one of the candidates has all bits are correctly guessed, and the

131



second candidate has 80 bit out of 112 are guessed correctly.

Since we have two super-rounds, one in the forward direction and the other in the

backward direction, we efficiently apply the meet-in-the-middle technique on SIMECK

32/64 as shown in Figure 7.4. The first super-round FS1 starts with a plaintext and 17 key

bits K1 to produce a single bit of 4-rounds encryption XL4
i . Then, the second super-round

FS2 takes the ciphertext and 8 key bits K2 and generates a single bit of 4-rounds decryption,

hence the following equivalence is obtained as shown in Figure 7.4.

Figure 7.4: 8-Round Attack Without Approximations

7.3 Linear Cryptanalysis of SIMECK 32/64 Using a Single Super-Round

In this section, we present two projected linear attacks using a single super-round of SIMECK

32/64.
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7.3.1 Linear Approximations for SIMECK 32/64

We extend the 7-round linear characteristics Equation (7.11) into the following 12-round

linear approximations for the left and the right sides with biases=2−18 and 2−19 respectively

(see A.79 and A.80 for details):

PLi⊕XR12
i+3⊕XL12

i,i+2,i+4 = k11
i,i+2,i+4⊕ k10

i+1⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4

⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

PRi⊕XR12
i,i+2⊕XL12

i+3 = k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1⊕ k8

i,i+4⊕ k6
i,i+4⊕ k5

i+1⊕ k4
i,i+2,i+4

⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

(7.17)

7.3.2 19-round and 20-round Linear Attacks Using a Single Super-Round

We present a 19-round linear attack by extending the 12-round linear approximations

Equation (7.17) and append the super rounds of four rounds encryption and three rounds of

decryption.

To compute the data complexity, first we compute the capacity:

c2 = 4×16×2−18×2 = 26×2−182
= 2−30

There are 9 key bits required guessing to add three rounds decryption to the approxima-

tions for the left half (see A.83 and A.84 for more details):

• 7 bits of k19
i for i = 3,8,13,0,5,2,7

• 2 bits of the sum:k19
i+1⊕ k18

i for i = 3,8.

There are 12 key bits required guessing to add three rounds of decryption to the approxi-

mations for the right half:

• 8 bits of k19
i for i = 0,5,10,2,7,12,1,6
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• 4 bits of the sum:k19
i+1⊕ k18

i for i = 0,5,2,7.

The time complexity for this attack to evaluate the approximations for the left half

is 16× 230× 216× 29 = 259. For the right side 16× 230× 27× 212 = 253. The overall

complexity to evaluate the two halves is 259.

In the case we count the key bits involved in AND as a half bit each, we can attack up

to 20 rounds of SIMECK 32/64. Here we extend the 12-round Linear approximations by

appending four rounds of encryption and four rounds of decryption. Appending the super

rounds costs guessing 11.5 key bits for the left half and 4.5 for the right half on average.

Append four rounds decryption costs guessing on average 16 key bits and 18.5 key bits

for the left and right half approximations respectively (A.85 and A.86 for more details).

There are 23 key bits (16 bits on average) required guessing for the left half approxima-

tions:

• 14 bits of k19
i for i = 3,8,13,4,2,7,9,14,0,5,10,12,1,6, each counted as a half bit

• 7 bits of the sum:k19
i+1⊕ k18

i for i = 5,13,2,7,3,58.

• 2 bits of the sum:k19
i,i+2⊕ k18

i+1⊕ k17
i , for i = 3,8

There are 25 key bits (18.5 bits on average) required guessing for the left half approxi-

mations:

• 13 bits of k19
i for i = 0,5,8,10,1,6,15,11,2,7,12,3,13, each counted as a half bit

• 8 bits of the sum : k19
i+1⊕ k18

i for i = 0,5,10,2,7,12,1,6.

• 4 bits of the sum: k19
i,i+2⊕ k18

i+1⊕ k17
i , for i = 0,5,2,7

Thus, the time complexity for evaluating the approximations for left half is 16×230×

211.5× 216 = 261.5. In addition to the complexity to evaluate the approximations for the

right half = 16×230×24.5×218.5 = 257. Thus, the total time complexity is 261.56.
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7.4 Linear Cryptanalysis of SIMECK 32/64 Using Multiple Super-Rounds

Here, we try to improve the previous results and use multiple super-rounds instead of one.

7.4.1 Improved Linear Approximations for SIMECK 32/64

The approximations Equation(7.17) have a single bit of the input mask included (a single

super-round); hence we can derive expressions with higher bias using multiple super-rounds.

Therefore, we produce an improved 13-round approximation with bias=2−18 (see A.87 for

the derivation).

PLi+3⊕PRi,i+2⊕XR13
i+1⊕XL13

i,i+4⊕ k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i

⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

(7.18)

7.4.2 19-round and 20-round Linear Attacks Using Multiple Super-Rounds

Here, we extend the 13-round linear trail 7.18 into a 19-round linear attack by appending six

more rounds, four rounds encryption, and two rounds decryption.

The system of approximations has the capacity of:

c2 = 4×16×2−18×2 = 26×2−182
= 2−30

The data complexity for this attack is 230.

The components of three super-keys:

• 14 bits of the last round key k0
i for i = 10,5,14,9,4,8,3,2,13,0,1,6,7,12

• 9 bits of the sum k0
i+1⊕ k1

i for i = 9,4,13,8,3,0,5,2,7

• 2 bits of the sum k0
i,i+2⊕ k1

i+1⊕ k2
i for i = 3,8

135



The cost of appending three super-rounds (one for each input mask bit) is guessing 25

key bits. Additionally, there are 2 more key bits k18
0,5 required guessing to append two rounds

of decryption (seeA.88 for details).

The time complexity for this attack is 24×225×22×230 = 261.

In the average-case, we extend the 19-round attack further and add one more round

decryption; hence, we present a 20-round linear attack. There are 7 key bits required

guessing for adding three rounds of decryption (see A.89 for details):

• 5 bits of k19
i for i = 0,5,10,1,6, each counted as a half bit

• 4 bits of the sum:k19
i+1⊕ k18

i for i = 0,5.

The average cost for appending four rounds encryption is to guess 18 key bits, and three

rounds decryption costs guessing 6.5 key bits. The average time complexity for this attack

is 24×230×218×26.5 = 258.5.

Tables 7.17 and 7.16 summarize our results of SIMECK 32/64 and compares it with the

best results presented in [6]. We are able to go deeper by two rounds, and one round in the

average-case complexity and worst-case complexity receptively.

Average Case Computations

SIMECK
Number of

Rounds
Data Complexity Time Complexity

32/64

Using Single Super-Round Presented in Section 7.3

20-round 230 261.56

Using Multiple Super-Rounds Presented in Section 7.4

20-round 230 258.5

Projections from data in [6]

18-round 224 260.5

Table 7.16: Summary of the average case analysis of our results on SIMECK 32
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Worst Case Computations

SIMECK
Number of

Rounds
Data Complexity Time Complexity

32/64

Using Single Super-Round Presented in section 7.3

19-round 230 259

Using Multiple Super-Rounds Presented in Section 7.4

19-round 230 261

Projections from data in [6]

18-round 224 272

Table 7.17: Summary of the worst case analysis of our results on SIMECK 32

7.5 Linear Cryptanalysis of SIMECK 48/96 Using a Single Super-Round

In contrary to SIMON, the larger versions of SIMECK have the exact super keys with the

same size. Therefore, we can attack up to 27 rounds of SIMECK 48/96.

7.5.1 Linear Approximations for SIMECK 48/96

We extend the 12-round linear trail Equation(7.17) into 20-round linear expressions, with

biases =2−27 and 2−28 for the left half and the right half respectively (see A.90 and A.91 for

more details):
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PLi⊕XR20
i+3⊕XL20

i,i+2 = k19
i,i+2⊕ k18

i+1⊕ k17
i ⊕ k15

i ⊕ k14
i+1⊕ k13

i,i+2⊕ k12
i+3⊕

k11
i,i+4,i+2⊕ k10

i+1,i+5⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

PRi⊕XR20
i,i+2,i+4⊕XL20

i+3 = k19
i+3⊕ k18

i,i+2⊕ k17
i+1i⊕ k16

i ⊕ k14
i ⊕ k13

i+1⊕ k12
i,i+2⊕ k11

i+3

⊕ k10
i+2,i,i+4⊕ k9

i+1,i+5⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

(7.19)

7.5.2 27-round and 28-round Linear Attacks of SIMECK 48/96

We can append four rounds encryption and three rounds decryption to the 20-round linear

trails, and we get a 27-round linear attack.

To determine the number of plaintext and ciphertext pairs required, we compute the

capacity:

c2 = 4×24×2−27×2 = 26×2−272
= 2−47.42

The key bits required guessing to add three rounds of decryption to the left half approxi-

mations is 11 bits (see A.92 for details):

• 9 bits of the last round key k26
i for i = 3,8,13,0,5,2,7,4,9

• 2 bits of the sum k26
i+1⊕ k25

i for i = 3,8

The key bits required guessing to add three rounds of decryption to the right half

approximations is 17 bits (see A.93 for details):

• 11 bits of the last round key k26
i for i = 0,5,10,2,7,12,4,9,14,1,6

• 6 bits of the sum k26
i+1⊕ k25

i for i = 0,5,2,7,4,9

The complexity to evaluate the approximations for the left half is 24×247.42×216×

211 = 279. In addition to the complexity for evaluating the right half approximations which
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is 24×247.42×27×217 = 280. Therefore the overall time complexity to mount a 27-round

linear attack is 293.

In the case of average-case computations, we append four rounds of decryption to the

20-round linear trail, hence we get a 28-round linear attack, The key bits required guessing

to add four rounds of decryption to the left half approximations is 18 bits on average(see

A.94):

• 14 bits of k27
i , for i = 3,8,13,4,7,18,9,14,0,5,10,2,6,12, each counted as a half bit

• 9 bits of the sum k27
i,i+2⊕ k26

i+1 for i = 3,8,13,0,5,2,7,4,9

• 2 bits of the sum k27
i,i+2⊕ k26

i+1⊕ k25
i for i = 3,8

The key bits required guessing to add four rounds of decryption to the right half approxi-

mations is 26 bits on average (see A.95):

• 18 bits of k27
i , for i = 0,5,10,15,1,6,11,2,7,12,3,8,17,13,4,9,14,19, each counted

as a half bit

• 11 bits of the last round key k26
i for i = 0,5,10,2,7,12,4,9,14,1,6

• 6 bits of the sum k26
i+1⊕ k25

i for i = 0,5,2,7,4,9

The complexity to evaluate the approximations for the left half is 24×247.42×211.5×

218 = 281.5. In addition to the complexity for right half approximations which is 24×

247.42×24.5×226 = 282.5. Therefore the overall time complexity to mount a 28-round linear

attack is 283.

7.6 Linear Cryptanalysis of SIMECK 48/96 Using Multiple Super-Rounds

Here, we try to improve the previous results using multiple super-rounds instead of using a

single super round.
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7.6.1 Improved Linear Approximation for SIMECK 48/96

We extend the 13-round linear approximation Equation (7.18) into a 20-round approximation

with bias=2−27 (see A.96 for detailed derivation).

PLi+3⊕PRi,i+2⊕XR20
i = k18

i ⊕ k17
i+1⊕ k16

i,i+2⊕ k15
i+3⊕ k14

i,i+2,i+4⊕ k10
i,i+4⊕

k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

(7.20)

7.6.2 28-round and 29-round Linear Attacks of SIMECK 48/96

Here, we describe an improved linear attack of 28-round of SIMECK 48/96. We append the

super rounds of four rounds encryption and four rounds of decryption to the 20-round linear

approximation.

The system of approximations has the capacity of:

c2 = 4×24×2−27×2 = 26×2−272
= 2−47.42

The components of three super-keys, a total of 26 key bits:

• 15 bits of the last round key k0
i for i = 10,5,14,9,4,8,3,2,18,13,0,1,6,7,12

• 9 bits of the sum k0
i+1⊕ k1

i for i = 9,4,13,8,3,0,5,2,7

• 2 bits of the sum k0
i,i+2⊕ k1

i+1⊕ k2
i for i = 3,8

There is a single bit of the output mask represents one bit of the right half, hence we can

use our super-round to add four rounds of decryption (see A.97 for more details). Therefore,

adding four rounds of decryption requires guessing 16 key bits:

• 9 bits of the last round key k19
i for i = 7,2,11,6,1,5,0,15,10

• 5 bits of the sum k19
i+1⊕ k18

i for i = 6,1,10,5,0

140



• 2 bits of the sum k19
i,i+2⊕ k18

i+1⊕ k17
i for i = 0,5

Thus, the time complexity for this attack is 24×247.42×225×216 = 293.

In the average-case complexity, we can add one more round decryption to the 28-round

linear attack; hence we attack up to 29 rounds of SIMECK 48/96. The cost of adding five

rounds of decryption (see A.98 for more details), a total of 28 key bits (22 bits on average):

• 12 bits of the last round key k28
i for i = 0,5,10,1,6,15,11,2,7,16,12,20, each

counted as a half bit

• 9 bits of the sum k28
i+1⊕ k27

i for i = 7,2,11,6,1,5,0,15,10

• 5 bits of the sum k28
i,i+2⊕ k27

i+1⊕ k26
i for i = 6,1,10,5,0

• 2 bits of the sum k28
i+3⊕ k27

i,i+2⊕ k26
i+1⊕ k25

i for si = 0,5

The cost of appending four rounds of encryption on average reduced to guess 18.5 key bits.

The average time complexity is 24×247.42×218.5×222.5 = 292.5.

Tables 7.18 and 7.19 summarize our results of SIMECK 48/96 and compares it with the

best results presented in [6]. We are able to attack seven more rounds, and five more rounds

in the average-case complexity and worst-case complexity receptively.
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Average Case Computations

SIMECK
Number of

Rounds
Data Complexity Time Complexity

48/96

Using Single Super-Round Presented in Section 7.5

28-round 247.42 283

Using Multiple Super-Rounds Presented in Section 7.6

29-round 247.42 292.5

Projections from Data in [6]

23-round 241.42 295

Table 7.18: Summary of the average case analysis of our results on SIMECK 48

Worst Case Computations

SIMECK
Number of

Rounds
Data Complexity Time Complexity

48/96

Using Single Super-Round Presented in section 7.5

27-round 247.42 293

Using Multiple Super-Rounds Presented in Section 7.6

28-round 247.42 293

Projections from Data in [6]

23-round 241.42 2108

Table 7.19: Summary of the worst case analysis of our results on SIMECK 48

7.7 Linear Cryptanalysis of SIMECK 64/128 Using a Single Super-Round

Here, we present a 33-round linear attack of SIMECK 64/128.
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7.7.1 Linear Approximations for SIMECK 64/128

We extend the 20-round linear expressions Equation (7.19) into 25-round linear trails for

the left and the right half with biases 2−34 and 2−36 respectively (see A.99 and A.100 for

details) :

PLi⊕XR25
i,i+4⊕ k23

i,i+4⊕ k22
i+1⊕ k21

i+4,i,i+2⊕ k20
i+3⊕ k19

i,i+2⊕ k18
i+1⊕ k17

i ⊕ k15
i ⊕ k14

i+1

⊕ k13
i,i+2⊕ k12

i+3⊕ k11
i,i+4,i+2⊕ k10

i+1,i+5⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2

⊕ k2
i+1⊕ k1

i

PRi⊕XR25
i+1,i+5⊕XL25

i,i+4⊕ k24
i,i+4⊕ k22

i,i+4⊕ k21
i+1⊕ k20

i,i+2,i+4⊕ k19⊕ k18
i,i+2⊕ k17

i+1

⊕ k16
i ⊕ k14

i ⊕ k13
i+1⊕ k12

i,i+2⊕ k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1,i+5⊕ k8

i,i+4⊕ k6
i,i+4⊕ k5

i+1

⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

(7.21)

7.7.2 34-round Linear Attacks of SIMECK 64/128

We produce a 34-round linear cryptanalysis by appending four rounds of encryption and

five rounds of decryption to the 25-round linear approximations as follows:

The capacity of the 25-round linear trail is :

c2 = 4×32×2−34×2 = 26×2−342
= 2−61

The key bits required guessing to add five rounds of decryption to the left half approxi-

mations is 43 bits (see A.101 for details):

• 18 bits of k33
i for i = 0,5,10,1,6,11,2,7,20,16,12,4,9,14,19,24,3,8.

• 13 bits of the last round key k32
i for i = 0,3,10,1,6,15,11,4,9,14,5,19,2

• 8 bits of the sum k32
i+1⊕ k31

i for i = 6,1,10,5,0,14,9,4
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• 4 bits of the sum k32
i,i+2⊕ k31

i+1⊕ k30
i for i = 0,5,9,4

The key bits required guessing to add five rounds of decryption to the right half approxi-

mations is 53 bits (see A.102 for details):

• 21 bits of k33
i for i = 15,20,10,5,6,11,2,7,1,12,8,13,4,9,14,19,16,21,3,17,0.

• 17 bits of the last round key k32
i for i = 1,6,11,2,7,16,12,5,10,15,20,0,4,9,14,3,8

• 11 bits of the sum k32
i+1⊕ k31

i for i = 7,2,11,6,1,15,10,5,0,4,9

• 4 bits of the sum k32
i,i+2⊕ k31

i+1⊕ k30
i for i = 6,1,10,5

Thus, the time complexity to evaluate the left half approximations is 25×216×243×

261 = 2125. In addition to the complexity to evaluate the right half approximation is 25×

27×253×261 = 2126. The overall time complexity is 2126.5.

In the case of average time computations, we can reduce the complexity of the 34-round

linear attack and count some bits as a half bit. Thus, the time complexity to evaluate the left

half approximations reduced to 25×211.5×234×261 = 2111.5. Additionally, evaluating the

right half approximations costs guessing 53 key bits, on average, reduced to 43; hence the

time complexity to evaluate the right half approximations is 25×24.5×240.5×261 = 2112.

The total complexity to evaluate the two halves is 2112.

7.8 Linear Cryptanalysis of SIMECK 64/128 Using Multiple Super-Rounds

In this section, we try to improve the results obtained using a single-super round by using

multiple super-rounds.
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7.8.1 Improved Linear Approximation for SIMECK 64/128

We extend the 20-round linear approximation 7.18 into a 25-round linear approximation

with bias=2−35 (see A.103 for derivation).

PLi+3⊕PRi,i+2⊕XR25
i+1⊕XL25

i,i+2,i+4 = k24
i,i+2,i+4⊕ k23

i+3⊕ k22
i,i+2⊕XR23

i+1⊕ k20
i ⊕ k18

i

⊕ k17
i+1⊕ k16

i,i+2⊕ k15
i+3⊕ k14

i,i+2,i+4⊕ k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1

⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

(7.22)

7.8.2 33-round and 34-round Linear Attacks of SIMECK 64/128 Using Multiple Super-

Rounds

We extend the 25-round linear trail 7.22, and add four rounds of encryption and four rounds

of decryption, hence we are able to attack up to 33-round of SIMECK 64/128.

The capacity of the 25-round linear trail is:

c2 = 4×32×2−35×2 = 27×2−352
= 2−63

Thus, the required data complexity is 263.

The cost of adding four rounds of encryption, the components of three super-keys, a

total of 26 key bits:

• 14 bits of the last round key k0
i for i = 10,5,14,9,4,8,3,2,18,13,0,1,6,7,12

• 9 bits of the sum k0
i+1⊕ k1

i for i = 9,4,13,8,3,0,5,2,7

• 2 bits of the sum k0
i,i+2⊕ k1

i+1⊕ k2
i for i = 3,8

The cost of adding four rounds of decryption, a total of 22 key bits (see A.104 for

details):
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• 13 bits of the last round key k32
i for i = 7,2,11,6,1,5,0,15,10,14,3,4,9

• 7 bits of the sum k32
i+1⊕ k31

i for i = 1,6,11,0,5,4,9

• 2 bits of the sum k32
i,i+2⊕ k31

i+1⊕ k30
i for i = 1,6

The time complexity for this attack is 25×263×225×222 = 2115.

In the average-case complexity, we extend the 33-round attack by one more round and

present a 34-round linear attack. Thus, we add five rounds of decryption. The cost of adding

five rounds of decryption, a total of 39 key bits (30.5 bits on average):

• 17 bits of the last round key k33
i for i= 1,6,11,16,2,7,12,21,17,0,5,10,15,4,9,14,19,

each counted as a half bit

• 13 bits of the sum k33
i+1⊕ k32

i for i = 7,2,11,6,1,5,0,15,10,14,3,4,9

• 7 bits of the sum k33
i,i+2⊕ k32

i+1⊕ k30
i for i = 1,6,11,0,5,4,9

• 2 bits of the sum k33
i+3⊕ k32

i,i+2⊕ k31
i+1⊕ k30

i for si = 1,6

The average time complexity for this attack is 25×263×218×230.5 = 2116.5.

Tables 7.20 and 7.21 summarize our results of SIMECK 64/128 and compares it with the

best results presented in [6]. We are able to attack seven more rounds, and six more rounds

more efficiently in both cases of time complexity receptively.
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Average Case Computations

SIMECK
Number of

Rounds
Data Complexity Time Complexity

64/128

Using a Single Super-Round Presented in Section 7.7

34-round 261 2112

Using Multiple Super-Rounds Presented in Section 7.8

34-round 263 2116.5

Projections from Data in [6]

27-round 249 2107

Table 7.20: Summary of the average case analysis of our results on SIMECK 64

Worst Case Computations

SIMECK
Number of

Rounds
Data Complexity Time Complexity

64/128

Using a Single Super-Round Presented in Section 7.7

34-round 261 2126.58

Using Multiple Super-Rounds Presented in Section 7.8

33-round 263 2115

Projections from Data in [6]

27-round 253 2134

Table 7.21: Summary of the worst case analysis of our results on SIMECK 64
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Chapter 8: Analysis of Different Parameter Sets

In this chapter, we complement the security analysis of SIMON and SIMECK against our

proposed cryptanalytic model by investigating all possible rotation constants with respect to

their resistance to the attack. The main aspect of this analysis is to look for the super key

sizes, and if there is another set of a parameter that has larger super key sizes, which makes

the application of the attack less efficient and more expensive.

In the case of SIMON, we do have 16 bits for the left half (7 bits for the right half) for

the 32-bits block size, and we have 18 bits (7 bits) for larger block sizes. On the other hand,

the super key size is the same in all variants of SIMECK, 16 bits, and 7 bits for the left and

the right halves, respectively.

Therefore, we try to understand the effect of different parameter sets on the applications

of our attack.

8.1 Expressing The Super-keys in Terms of Rotation Constants

To study all possible rotation constants, we need to express the components of the super

keys based on the three rotation constants (a,b,c). Recall the round function in SIMON-like

cipher:

F(XL j) = [(XL j ≪ a)&(XL j ≪ b)]⊕XL j ≪ c)

The super-round corresponding to the left half is expressed as follows:

XL4
i =Z3

i ⊕ k3
i ⊕Z1

i ⊕ k1
i ⊕PLi

From the above equation, there are two terms: Z3
i and Z1

i , and we need to express in

terms of plaintext and key bits.
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Z0
i = (PLi+a&PLi+b)⊕PLi+c

Z1
i = [(Z0

i+a⊕ k0
i+a⊕PRi+a)&(Z0

i+b⊕ k0
i+b⊕PRi+b)]⊕ (Z0

i+c⊕ k0
i+c⊕PRi+c)

Z2
i = [(Z1

i+a⊕ k1
i+a⊕PLi+a)&(Z1

i+b⊕ k1
i+b⊕PLi+b)]⊕ (Z1

i+c⊕ k1
i+c⊕PLi+c)

Z3
i = (v1&v2)⊕ v3

where,

v1 =Z2
i+a⊕Z0

i+a⊕ k0
i+a⊕PRi+a⊕ k2

i+a

v2 =Z2
i+b⊕Z0

i+b⊕ k0
i+b⊕PRi+b⊕ k2

i+b

v3 =Z2
i+c⊕Z0

i+c⊕ k0
i+c⊕PRi+c⊕ k2

i+c

(8.1)

Thus, we need to write the v terms v1,v2,v3 and Z1
i in terms of plaintext and key bits:

v1 = Z2
i+a⊕Z0

i+a⊕ k0
i+a⊕PRi+a⊕ k2

i+a

Z2
i+a = [(Z1

i+a+a⊕ k1
i+a+a⊕PLi+a+a)&(Z1

i+a+b⊕ k1
i+a+b⊕PLi+a+b)]⊕

(Z1
i+a+c⊕ k1

i+a+c⊕PLi+a+c)

Z1
i+a+a = [(Z0

i+a+a+a⊕ k0
i+a+a+a⊕PRi+a+a+a)&(Z0

i+b+a+a⊕ k0
i+b+a+a⊕PRi+b+a+a)]⊕

(Z0
i+c+a+a⊕ k0

i+c+a+a⊕PRi+c+a+a)

Z1
i+a+b = [(Z0

i+a+a+b⊕ k0
i+a+a+b⊕PRi+a+a+b)&(Z0

i+b+a+b⊕ k0
i+b+a+b⊕PRi+b+a+b)]⊕

(Z0
i+c+a+b⊕ k0

i+c+a+b⊕PRi+c+a+b)

Z1
i+a+c = [(Z0

i+a+a+c⊕ k0
i+a+a+c⊕PRi+a+a+c)&(Z0

i+b+a+c⊕ k0
i+b+a+c⊕PRi+b+a+c)]⊕

(Z0
i+c+a+c⊕ k0

i+c+a+c⊕PRi+c+a+c)

(8.2)
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Similarly we can write v2:

v2 = Z2
i+b⊕Z0

i+b⊕ k0
i+b⊕PRi+b⊕ k2

i+b

Z2
i+b = [(Z1

i+b+a⊕ k1
i+b+a⊕PLi+b+a)&(Z1

i+b+b⊕ k1
i+b+b⊕PLi+b+b)]⊕

(Z1
i+b+c⊕ k1

i+b+c⊕PLi+b+c)

Z1
i+b+a = [(Z0

i+a+b+a⊕ k0
i+a+b+a⊕PRi+a+b+a)&(Z0

i+b+b+a⊕ k0
i+b+b+a⊕PRi+b+b+a)]⊕

(Z0
i+c+b+a⊕ k0

i+c+b+a⊕PRi+c+b+a)

Z1
i+b+b = [(Z0

i+a+b+b⊕ k0
i+a+b+b⊕PRi+a+b+b)&(Z0

i+b+b+b⊕ k0
i+b+b+b⊕PRi+b+b+b)]⊕

(Z0
i+c+b+b⊕ k0

i+c+b+b⊕PRi+c+b+b)

Z1
i+b+c = [(Z0

i+a+b+c⊕ k0
i+a+b+c⊕PRi+a+b+c)&(Z0

i+b+b+c⊕ k0
i+b+b+c⊕PRi+b+b+c)]⊕

(Z0
i+c+b+c⊕ k0

i+c+b+c⊕PRi+c+b+c)

(8.3)

The same for v3:

v3 = Z2
i+c⊕Z0

i+c⊕ k0
i+c⊕PRi+c⊕ k2

i+c

Z2
i+c = [(Z1

i+c+a⊕ k1
i+c+a⊕PLi+c+a)&(Z1

i+c+b⊕ k1
i+c+b⊕PLi+c+b)]⊕

(Z1
i+c+c⊕ k1

i+c+c⊕PLi+c+c)
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Z1
i+c+a = [(Z0

i+a+c+a⊕ k0
i+a+c+a⊕PRi+a+c+a)&(Z0

i+b+c+a⊕ k0
i+b+c+a⊕PRi+b+c+a)]⊕

(Z0
i+c+c+a⊕ k0

i+c+c+a⊕PRi+c+c+a)

Z1
i+c+b = [(Z0

i+a+c+b⊕ k0
i+a+c+b⊕PRi+a+c+b)&(Z0

i+b+c+b⊕ k0
i+b+c+b⊕PRi+b+c+b)]⊕

(Z0
i+c+c+b⊕ k0

i+c+c+b⊕PRi+c+c+b)

Z1
i+c+c = [(Z0

i+a+c+c⊕ k0
i+a+c+c⊕PRi+a+c+c)&(Z0

i+b+c+c⊕ k0
i+b+c+c⊕PRi+b+c+c)]⊕

(Z0
i+c+c+c⊕ k0

i+c+c+c⊕PRi+c+c+c)

(8.4)

Also, we have Z1
i :

Z1
i = [(Z0

i+a⊕ k0
i+a⊕PRi+a)&(Z0

i+b⊕ k0
i+b⊕PRi+b)]⊕ (Z0

i+c⊕ k0
i+c⊕PRi+c) (8.5)

Table 8.1 lists the distinct key bits included in equations 8.2, 8.3,8.4 and 8.5, which is in

this case represents the super key corresponding to the left half.
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Bit1 Bit2 Bit3

k0
i+a+a+a k0

i+c+a+a⊕ k1
i+a+a k0

i+c+a+c⊕ k1
i+a+c⊕ k0

i+a⊕ k2
a

k0
i+b+b+b k0

i+c+a+b⊕ k1
i+a+b k0

i+c+b+c⊕ k1
i+b+c⊕ k0

i+b⊕ k2
b

k0
i+b+a+a k0

i+c+c+a⊕ k1
i+c+a

k0
i+b+a+b k0

i+c+c+b⊕ k1
i+c+b

k0
i+a+a+c k0

i+c+b+b⊕ k1
i+b+b

k0
i+b+a+c

k0
i+b+b+c

k0
i+a+c+c

k0
i+b+c+c

k0
i+a

k0
i+b

Table 8.1: The components of the left super key

In the case of the super key corresponding to the right half is expressed as follows:

XR4
i =PRi⊕ k0

i ⊕Z0
i ⊕Z2

i ⊕ k2
i
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There is only one term of Z2
i :

Z2
i = [(Z1

i+a⊕ k1
i+a⊕XR1

i+a)&(Z1
i+b⊕ k1

i+b⊕XR1
i+b)]⊕ (Z1

i+c⊕ k1
i+c⊕XR1

i+c)

Z1
i+a = [(Z0

i+a+a⊕ k0
i+a+a⊕PRi+a+a)&(Z0

i+b+a⊕ k0
i+b+a⊕PRi+b+a)]⊕

(Z0
i+c+a⊕ k0

i+c+a⊕PRi+c+a)

Z1
i+b = [(Z0

i+b+a⊕ k0
i+b+a⊕PRi+b+a)&(Z0

i+b+b⊕ k0
i+b+b⊕PRi+b+b)]⊕

(Z0
i+c+b⊕ k0

i+c+b⊕PRi+c+b)

Z1
i+c = [(Z0

i+c+a⊕ k0
i+c+a⊕PRi+c+a)&(Z0

i+c+b⊕ k0
i+c+b⊕PRi+c+b)]⊕

(Z0
i+c+c⊕ k0

i+c+c⊕PRi+c+c)

Thus, there are 7 distinct key bits in the super-key corresponding to the right half:

Bit1 Bit2

k0
i+a+a k0

i+c+a⊕ k1
i+a

k0
i+b+a k0

i+c+b⊕ k1
i+b

k0
i+b+b

k0
i+c+a

k0
i+c+b

Table 8.2: The components of the right super key

8.2 Best and Worst Rotation Constants

We try all possible values for the rotation parameters (a,b,c), with the constraint that

a 6= b 6= c, 0≤ a≤ n−1, 0≤ b≤ n−1, and 0≤ c≤ n−1 where n is the word-size.

From tables 8.1 and 8.2, it is clear that the largest possible size of the super key for the
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left half and the right half are 18 and 7 bits respectively. Hence, the smallest super key size

for 32-bits, 64-bits, and 128-bits block sizes is 10 bits for the left half and 6 bits for the right

half. In the case of 48-bits and 96-bits block sizes, the smallest possible super key is 8 bits

for the left half and 5 bits for the right half.

There are 204 rotation parameters that generate the largest super-key for SIMON-like

ciphers with a block size of 32-bits, here we show only 28 choices:

(1,2,5),(1,2,6),(1,2,7),(1,2,11),(1,2,12),(1,4,3),(1,4,5),(1,4,6),(1,4,13),

(1,5,4),(1,5,12),(1,6,2),(1,6,3),(1,6,13),(1,10,4),(1,10,5),(1,10,7),(1,10,11),

(1,10,14),(1,12,3),(1,12,5),(1,12,13),(1,12,14),(1,13,4),(1,13,12),(1,14,3),

(1,14,10),(1,14,13).

It it clear that the necessary condition for these rotation choices is that one of the pa-

rameters is an odd number. This is true for all rotation parameters that produce the largest

super-keys.

The worst rotation parameters for SIMON-like ciphers with 32-bit block size:

(0,4,8),(0,4,12),(0,8,4),(0,8,12),(0,12,4),(0,12,8),(2,6,10),(2,6,14),(2,10,6),

(2,10,14),(2,14,6),(2,14,10),(4,8,0),(4,8,12),(4,12,0),(4,12,8),(6,10,2),(6,10,14),

(6,14,2),(6,14,10),(8,12,0),(8,12,4),(10,14,2),(10,14,6).

The worst rotation parameters for SIMON-like ciphers with 48-bit block size:

(0,8,16),(0,16,8),(4,12,20),(4,20,12),(8,16,0),(12,20,4).

The worst rotation parameters for SIMON-like ciphers with 64-bit block size:

(0,8,16),(0,8,24),(0,16,8),(0,16,24),(0,24,8),(0,24,16),(4,12,20),(4,12,28),

(4,20,12),(4,20,28),(4,28,12),(4,28,20),(8,16,0),(8,16,24),(8,24,0),(8,24,16),

(12,20,4),(12,20,28),(12,28,4),(12,28,20),(16,24,0),(16,24,8),(20,28,4),(20,28,12)
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The worst rotation parameters for SIMON-like ciphers with 96-bit block size:

(0,16,32),(0,32,16),(8,24,40),(8,40,24),(16,32,0),(24,40,8).

The worst rotation parameters for SIMON-like ciphers with 128-bit block size:

(0,16,32),(0,16,48),(0,32,16),(0,32,48),(0,48,16),(0,48,32),(16,32,0),(16,32,48),

(16,48,0),(16,48,32),(32,48,0),(32,48,16),(8,24,40),(8,24,56),(8,40,24),(8,40,56),

(8,56,24),(8,56,40),(24,40,8),(24,40,56),(24,56,8),(24,56,40),(40,56,8),(40,56,24).

These different rotation constants produce the smallest super-key size ; hence our attack

is more powerful and efficient. The necessary condition for these rotation choices is that

gcd(a−b− c,n) 6= 1.

Block # of rotation constants largest # of rotation constants smallest
generates the largest super-key generates the smallest super-key

size super-key size size super-key size size
32 204 18,7 24 10,6
48 1648 18,7 6 8,5
64 6064 18,7 24 10,6
96 28352 18,7 6 8,5

128 82288 18,7 24 10,6

Table 8.3: The largest and smallest super-key size
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Chapter 9: Conclusions and Future Work

9.1 Conclusions

This dissertation describes the novel notions of super-rounds and super-keys and demon-

strates their efficacy through both experimental and projected theoretical linear cryptanalysis

of SIMON-like ciphers: SIMON and SIMECK. The feature of our attack is that we are able to

apply Matsui’s second algorithm in an efficient manner, especially in the forward direction.

We were able to recover three-fourths of the master key in the 8-round and 12-round

linear attacks of SIMON 32/64 and SIMECK 32/64 with high accuracy, and we approximately

recover more than 80 percent of the master key in the 10-round key recovery attack. More-

over, we showed how to use multiple linear cryptanalysis to reduce the data complexity,

which enables us to extend the attack to more rounds.

For larger variants of SIMON and SIMECK, we describe linear attacks using a single

super-round. Then we improve these attacks by generating linear approximations with

higher bias; hence we are able to attack more rounds using multiple super-rounds. Even

though we brute force multiple super-keys, the total number of bits is less than the size of

one round key for each of these variants.

We present improved linear attacks on all variants of SIMON and SIMECK. For some

variants, we are able to attack more rounds than any other approaches that use Matsui’s

second linear cryptanalysis; we exclude non-classical approaches that rely on linear hulls.

Finally, we examine the possibility of our attack with different rotation constants. We

found that our proposed approach is still valid and efficient despite the rotation values. This

analysis was made taking into consideration only the size of the super-keys, and not the

general linear cryptanalytic approximation.
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9.2 Future Work

Many cryptanalytic approaches can be adapted with our notion of super-rounds and super-

keys; the following ideas could be tested:

• In our attack, we use multiple linear approximations that are statistically independent;

hence we used a limited number of approximations. Recently, multidimensional

cryptanalysis [15] is introduced, and the independence of approximations is no longer

a constraint. Thus, combining our model with multidimensional cryptanalysis may

produce a more powerful attack.

• Linear hull cryptanalysis of SIMON is able to attack more rounds than the classical

linear cryptanalysis. It is worth investigating the possibility of combining the idea of

super-rounds with the linear hull.

• Differential cryptanalysis results in the most powerful attacks of SIMON and SIMECKin

terms of the number of attacked rounds.Our approach relies on the use of linear crypt-

analysis; hence we could explore whether the combination of super rounds with

differential-linear cryptanalysis would result in a more efficient cryptanalysis.
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Appendix A:

A.1 4-round linear approximations for SIMON 32/64

Recall single-round encryption, Equation (3.1):

(XL j+1,XR j+1) = Rk j(XL j,XR j) = (XR j⊕F(XL j)⊕ k j,XL j)

Hence, single-round decryption is:

XL j = XR j+1

XR j = F(XL j)⊕XL j+1⊕ k j = F(XR j+1)⊕XL j+1⊕ k j

Beginning with a single bit of the left half plaintext, PL = XL0, we approximate a linear

relationship with bits from the output:

PLi = XL0
i = XR1

i

= F(XR2)i⊕XL2
i ⊕ k1

i

≈ XR2
i+2⊕XL2

i ⊕ k1
i

= F(XR3)i+2⊕XL3
i+2⊕ k2

i+2⊕XL2
i ⊕ k1

i

= F(XR3)i+2⊕XL3
i+2⊕ k2

i+2⊕XR3
i ⊕ k1

i

≈ XR3
i+4⊕XR3

i ⊕XL3
i+2⊕ k2

i+2⊕ k1
i

= XR3
i,i+4⊕XL3

i+2⊕ k2
i+2⊕ k1

i

= F(XR4)i,i+4⊕XL4
i,i+4⊕ k3

i,i+4⊕XL3
i+2⊕ k2

i+2⊕ k1
i

= F(XR4)i,i+4⊕XL4
i,i+4⊕ k3

i,i+4⊕XR4
i+2⊕ k2

i+2⊕ k1
i

(A.1)
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PLi = F(XR4)i,i+4⊕XL4
i,i+4⊕XR4

i+2⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

≈ XR4
i+2,i+6⊕XL4

i,i+4⊕XR4
i+2⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= XR4
i+6⊕XL4

i,i+4⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

Also, to produce 4-round linear approximation for the right half, we will start with a single

bit of right half PR = XR0:

PRi = XR0
i = F(XR1)i⊕XL1

i ⊕ k0
i

≈ XR1
i+2⊕XL1

i ⊕ k0
i

= F(XR2)i+2⊕XL2
i+2⊕ k1

i+2⊕XR2
i ⊕ k0

i

≈ XR2
i+4⊕XL2

i+2⊕XR2
i ⊕ k1

i+2⊕ k0
i

= XR2
i,i+4⊕XL2

i+2⊕ k1
i+2⊕ k0

i

= F(XR3)i,i+4)⊕XL3
i,i+4⊕ k2

i,i+4⊕XR3
i+2⊕ k1

i+2⊕ k0
i

≈ XR3
i+2,i+6⊕XL3

i,i+4⊕XR3
i+2⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

= XR3
i+6⊕XL3

i,i+4⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR4)i+6⊕XL4
i+6⊕ k3

i+6⊕XR4
i,i+4⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

≈ XR4
i,i+4,i+8⊕XL4

i+6⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

(A.2)

A.2 Extend the 4-round linear approximations by two rounds decryption

Recall single-round decryption:

XL j = XR j+1

XR j = F(XL j)⊕XL j+1⊕ k j = F(XR j+1)⊕XL j+1⊕ k j
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and hence two round decryption is:

XL j = F(XR j+2)⊕XL j+2⊕ k j+1

XR j = F(F(XR j+2)⊕XL j+2⊕ k j+1)⊕XR j+2⊕ k j

which gives us:

XL8 = XL10⊕F(XR10)⊕ k9

XR8 = XR10⊕F(XL10⊕F(XR10)⊕ k9)⊕ k8

Recall the 4-round linear approximation for the single bit in the left half:

XL4
i = XR8

i+6⊕XL8
i,i+4⊕ k5

i ⊕ k6
i+2⊕ k7

i,i+4

Substituting for X8, we get:

XL4
i = XR10

i+6⊕F(XL10⊕F(XR10)⊕ k9)i+6⊕ k8
i+6⊕XL10

i,i+4

⊕F(XR10)i,i+4⊕ k9
i,i+4⊕ k5

i ⊕ k6
i+2⊕ k7

i,i+4

or:

XL4
i = XR10

i+6⊕ [(XL10
i+7⊕F(XR10)i+7⊕ k9

i+7)&(XL10
i+14

⊕F(XR10)i+14⊕ k9
i+14)]⊕ k8

i+6⊕XL10
i+8⊕F(XR10)i+8⊕

k9
i+8⊕XL10

i,i+4⊕ [XR10
i+1&XR10

i+8]⊕XR10
i+2⊕ [XR10

i+5

&XR10
i+12]⊕XR10

i+6⊕ k9
i,i+4⊕ k5

i ⊕ k6
i+2⊕ k7

i,i+4
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or:

XL4
i = XR10

i+6⊕ [(XL10
i+7⊕F(XR10)i+7⊕ k9

i+7)&(XL10
i+14

⊕F(XR10)i+14⊕ k9
i+14)]⊕ k8

i+6⊕XL10
i+8⊕ (XR10

i+9&XR10
i )

⊕XR10
i+10⊕ k9

i+8⊕XL10
i,i+4⊕ [XR10

i+1&XR10
i+8]⊕XR10

i+2

⊕ [XR10
i+5&XR10

i+12]⊕XR10
i+6⊕ k9

i,i+4⊕ k5
i ⊕ k6

i+2⊕ k7
i,i+4

and finally,

XL4
i = XR10

i+2,i+10⊕XL10
i,i+4,i+8

⊕ [(XL10
i+7⊕F(XR10)i+7⊕ k9

i+7)&(XL10
i+14⊕F(XR10)i+14

⊕ k9
i+14)]⊕ (XR10

i+9&XR10
i )⊕ [XR10

i+1&XR10
i+8]⊕

[XR10
i+5&XR10

i+12]⊕ k5
i ⊕ k6

i+2⊕ k7
i,i+4⊕ k8

i+6⊕ k9
i,i+4,i+8

(A.3)

Now recall the linear approximation for the single bit on the right side:

XR4
i = XR8

i,i+4,i+8⊕XL8
i+6⊕ k4

i ⊕ k5
i+2⊕ k6

i,i+4⊕ k7
i+6

Again, substituting the expressions for X8 in terms of X10 we get:

XR4
i = XR10

i ⊕F(XL10⊕F(XR10)⊕ k9)i⊕ k8
i ⊕XR10

i+4⊕F(XL10⊕F(XR10)⊕ k9)i+4

⊕ k8
i+4⊕XR10

i+8⊕F(XL10⊕F(XR10)⊕ k9)i+8⊕ k8
i+8⊕XL10

i+6⊕F(XR10)i+6⊕ k9
i+6

⊕ k4
i ⊕ k5

i+2⊕ k6
i,i+4⊕ k7

i+6
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XR4
i = XR10

i,i+4,i+8⊕XL10
i+6⊕ [(XL10

i+1⊕F(XR10)i+1

⊕ k9
i+1)&(XL10

i+8⊕F(XR10)i+8⊕ k9
i+8)]⊕XL10

i+2⊕F(XR10)i+2

⊕ k9
i+2⊕ [(XL10

i+5⊕F(XR10)i+5⊕ k9
i+5)&(XL10

i+12⊕F(XR10)i+12

⊕ k9
i+12)]⊕XL10

i+6⊕F(XR10)i+6⊕ k9
i+6⊕ [(XL10

i+9⊕F(XR10)i+9

⊕ k9
i+9)&(XL10

i ⊕F(XR10)i⊕ k9
i )]⊕XL10

i+10⊕F(XR10)i+10

⊕ k9
i+10⊕F(XR10)i+6⊕ k4

i ⊕ k5
i+2⊕ k6

i,i+4⊕ k7
i+6⊕ k8

i,i+4,i+8⊕ k9
i+6

(A.4)

A.3 7-round linear approximations for SIMON 32/64

For the left half, we begin with the four round approximation used in the 8-round and

10-round attacks, and repeatedly apply the exact decryption:

XL j = XR j+1

XR j = F(XL j)⊕XL j+1⊕ k j = F(XR j+1)⊕XL j+1⊕ k j

and the approximation:

Pr[F(x) = (x ≪ 2)] =
3
4

(A.5)

Thus:

PLi ≈ XR4
i+6⊕XL4

i,i+4⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= F(XR5
i+6)⊕XL5

i+6⊕XR5
i,i+4⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

≈ XR5
i+8⊕XL5

i+6⊕XR5
i,i+4⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= XR5
i,i+4,i+8⊕XL5

i+6⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= F(XR6)i,i+4,i+8⊕XL6
i,i+4,i+8⊕XL5

i+6⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

≈ XR6
i+2,i+6,i+10⊕XL6

i,i+4,i+8⊕XR6
i+6⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= XR6
i+2,i+10⊕XL6

i,i+4,i+8⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

(A.6)
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PLi = F(XR7)i+2,i+10⊕XL7
i+2,i+10⊕ k6

i+2,i+10⊕XR7
i,i+4,i+8⊕ k5

i,i+4,i+8

⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

≈ XR7
i+4,i+12⊕XL7

i+2,i+10⊕ k6
i+2,i+10⊕XR7

i,i+4,i+8⊕ k5
i,i+4,i+8⊕

k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= XR7
i,i+8,i+12⊕XL7

i+2,i+10⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

In addition to the four bits approximated for the four-round approximation we used, F(XR2)i,

F(XR3)i+2, F(XR4)i, F(XR4)i+4, we approximated six more bits: F(XR5
i+6), F(XR6)i,

F(XR6)i+4, F(XR6)i+8, F(XR7)i+2, F(XR7)i+2 for a total of ten approximated bits, result-

ing in a bias of 2−11.

For the approximation for the right half, we begin with the four round approximation

used in the 8-round and 10-round attacks, and repeatedly apply the exact decryption and

approximation used for the left half.

PRi ≈ XR4
i,i+4,i+8⊕XL4

i+6⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

= F(XR5)i,i+4,i+8⊕XL5
i,i+4,i+8⊕ k4

i,i+4,i+8⊕XR5
i+6⊕ k3

i+6⊕ k2
i,i+4

⊕ k1
i+2⊕ k0

i

≈ XR5
i+2,i+6,i+10⊕XL5

i,i+4,i+8⊕ k4
i,i+4,i+8⊕XR5

i+6⊕ k3
i+6⊕ k2

i,i+4

⊕ k1
i+2⊕ k0

i

= XR5
i+2,i+10⊕XL5

i,i+4,i+8⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR6
i+2,i+10)⊕XL6

i+2,i+10⊕ k5
i+2,+10⊕XR6

i,i+4,i+8⊕ k4
i,i+4,i+8

⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

≈ XR6
i+4,i+12⊕XL6

i+2,i+10⊕XR6
i,i+4,i+8⊕ k5

i+2,+10⊕ k4
i,i+4,i+8

⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

= XR6
i,i+8,i+12⊕XL6

i+2,i+10⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

(A.7)
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PRi = F(XR7
i,i+8,i+12)⊕XL7

i,i+8,i+12⊕ k6
i,i+8,i+12⊕XR7

i+2,i+10⊕ k5
i+2,+10⊕ k4

i,i+4,i+8

⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

≈ XR7
i+2,i+10,i+14⊕XL7

i,i+8,i+12⊕ k6
i,i+8,i+12⊕XR7

i+2,i+10⊕ k5
i+2,+10⊕ k4

i,i+4,i+8

⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

= XR7
i+14⊕XL7

i,i+8,i+12⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4

⊕ k1
i+2⊕ k0

i

In addition to the five bits approximated to obtain the four-round approximation we began

with, F(XR1)i, F(XR2)i+2, F(XR3)i), F(XR3)i+4), F(XR4)i+6, we have approximated

eight more bits: F(XR5
i ), F(XR5

i+4), F(XR5
i+8), F(XR6

i+2), F(XR6
i+10), F(XR7

i ), F(XR7
i+8),

F(XR7
i+12) for a total of thirteen bits approximated resulting in a bias of 2−14.

A.4 12-round linear approximations for SIMON

Here, we use the 7-round linear approximations and produce 12-round linear expressions as

follows:

PLi = XR7
i,i+8,i+12⊕XL7

i+2,i+10⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= F(XR8
i,i+8,i+12)⊕XL8

i,i+8,i+12⊕ k7i, i+8, i+12⊕XR8
i+2,i+10⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8

⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

≈ XR8
i+2,i+10,i+14⊕XL8

i,i+8,i+12⊕ k7
i,i+8,i+12⊕XR8

i+2,i+10⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6

⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= XR8
i+2,i+10,i+14⊕XR8

i+2,i+10⊕XL8
i,i+8,i+12⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6

⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

≈ XR8
i+14⊕XL8

i,i+8,i+12⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

(A.8)
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PLi = F(XR9
i+14)⊕XL9

i+14⊕ k8
i+14⊕XR9

i,i+8,i+12⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8

⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

≈ XR9
i ⊕XR9

i,i+8,i+12⊕XL9
i+14⊕ k8

i+14⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8⊕ k4

i+6

⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

≈ XR9
i+8,i+12⊕XL9

i+14⊕ k8
i+14⊕ k7

i,i+8,i+12k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4

⊕ k2
i+2⊕ k1

i

= F(XR10
i+8,i+12)⊕XL10

i+8,i+12⊕ k9
i+8,i+12⊕XR10

i+14⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10

⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

≈ XR10
i+10,i+14⊕XR10

i+14⊕XL10
i+8,i+12⊕ k9

i+8,i+12⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10

⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= F(XR11
i+10)⊕XL11

i+10⊕XR11
i+8,i+12⊕ k10

i+10⊕ k9
i+8,i+12⊕ k8

i+14⊕ k7
i,i+8,i+12

⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

≈ XR11
i+12⊕XL11

i+10⊕XR11
i+8,i+12⊕ k10

i+10⊕ k9
i+8,i+12⊕ k8

i+14⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10

⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= XR11
i+8⊕XL11

i+10⊕ k10
i+10⊕ k9

i+8,i+12⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8

⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

≈ F(XR12
i+8)⊕XL12

i+8⊕ k11i+8⊕XR12
i+10⊕ k10

i+10⊕ k9
i+8,i+12⊕ k8

i+14⊕ k7
i,i+8,i+12

⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= XR12
i+10⊕XL12

i+8⊕ k11i+8⊕XR12
i+10⊕ k10

i+10⊕ k9
i+8,i+12⊕ k8

i+14⊕ k7
i,i+8,i+12

⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= XL12
i+8⊕ k11

i+8⊕ k10
i+10⊕ k9

i+8,i+12⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6

⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

In addition to the ten bits approximated for the 7-round approximation, we approximated

eight more bits: F(XR8
i,i+8,i+12),F(XR9

i+14), F(XR10
i+8,i+12), F(XR11

i+10), F(XR12
i+8), for a

168



total of eighteen approximated bits, resulting in a bias of 2−19. For the approximation for

the right half: we have the following 12-round linear approximation:

PRi = XR7
i+14⊕XL7

i,i+8,i+12⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR8
i+14)⊕XL8

i+14⊕ k7
i+14⊕XR8

i,i+8,i+12⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

≈ XR8
i ⊕XL8

i+14⊕XR8
i,i+8,i+12⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕

k2
i,i+4⊕ k1

i+2⊕ k0
i

= XR8
i+8,i+12⊕XL8

i+14⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= XR8
i+8,i+12⊕XL8

i+14⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4

⊕ k1
i+2⊕ k0

i

= F(XR9
i+8,i+12)⊕XL9

i+8,i+12⊕ k8
i+8,i+12⊕XR9

i+14⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10

⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

≈ XR9
i+10,i+14⊕XR9

i+14⊕XL9
i+8,i+12⊕ k8

i+8,i+12⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕

k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

≈ XR9
i+10⊕XL9

i+8,i+12⊕ k8
i+8,i+12⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR10
i+10)⊕XL10

i+10⊕ k9
i+10⊕XR10

i+8,i+12⊕ k8
i+8,i+12⊕ k7

i+14⊕ k6
i,i+8,i+12

⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

≈ XR10
i+1⊕XR10

i+8,i+12⊕XL10
i+10⊕ k9

i+10⊕ k8
i+8,i+12⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕

k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= XR10
i+8⊕XL10

i+10⊕ k9
i+10⊕ k8

i+8,i+12⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕

k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

(A.9)
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PRi = F(XR11
i+8)⊕XL11

i+8⊕ k10
i+8⊕XR11

i+10⊕ k9
i+10⊕ k8

i+8,i+12⊕ k7
i+14⊕ k6

i,i+8,i+12

⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

≈ XR11
i+10⊕XR11

i+10⊕XL11
i+8⊕ k10

i+8⊕ k9
i+10⊕ k8

i+8,i+12⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10

⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

=⊕XL11
i+8⊕ k10

i+8⊕ k9
i+10⊕ k8

i+8,i+12⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

=⊕XR12
i+8⊕ k10

i+8⊕ k9
i+10⊕ k8

i+8,i+12⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

In addition to the thirteen bits approximated to obtain the seven-round approximation, we

have approximated five more bits: F(XR8
i+14), F(XR9

i+8,i+12), F(XR10
i+10), and F(XR11

i+8)

for a total of eighteen bits approximated resulting in a bias of 2−19.

A.5 13-round linear approximations for SIMON 32/64

We extend the 12-round linear expression by one more round. Thus, we obtain a 13-round

linear approximation for the left half, with bias 2−19, like the following:

PLi = XL12
i+8⊕ k11

i+8⊕ k10
i+10⊕ k9

i+8,i+12⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6

⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= XR13
i+8⊕ k11

i+8⊕ k10
i+10⊕ k9

i+8,i+12⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6

⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

(A.10)
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Moreover, we extract another 13-round linear expression for the approximation for the right

half:, with a bias of =2−20, as follows:

PRi = XR12
i+8⊕ k10

i+8⊕ k9
i+10⊕ k8

i+8,i+12⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6

⊕ k2
i,i+4⊕ k1

i+2

= F(XR13
i+8)⊕XL13

i+8⊕ k12
i+8⊕ k10

i+8⊕ k9
i+10⊕ k8

i+8,i+12⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10

⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= XR13
i+10⊕XL13

i+8⊕ k12
i+8⊕ k10

i+8⊕ k9
i+10⊕ k8

i+8,i+12⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10

⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

(A.11)

A.6 The Deduction of k3 from k9

Recall k9 is generated as follows:

k9 = k5⊕ k6⊕ (k8 ≫ 3)⊕ (k6 ≫ 1⊕ (k8 ≫ 4))⊕ c⊕ (z0)5 (A.12)

k9 = k0⊕ (k0 ≫ 3)⊕ (k0 ≫ 4)⊕ (k0 ≫ 6)⊕ (k0 ≫ 7)⊕ (k0 ≫ 8)⊕ (k0 ≫ 9)

⊕ (k0 ≫ 15)⊕ (k1 ≫ 1)⊕ (k1 ≫ 3)⊕ (k1 ≫ 5)⊕ (k1 ≫ 6)⊕ (k1 ≫ 10)⊕

(k1 ≫ 12)⊕ (k1 ≫ 15)⊕ k2⊕ (k2 ≫ 1)⊕ (k2 ≫ 9)⊕ (k2 ≫ 10)⊕ (k2 ≫ 11)⊕

(k2 ≫ 13)⊕ k3⊕ (k3 ≫ 4)⊕ constant

(A.13)
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The constant in A.13 refers to A.14, and the constant in the expression of k19 refers to A.15.

Constant =



(c⊕ (z0)0)⊕ ((c⊕ (z0)0)≫ 3)⊕ ((c⊕ (z0)0)≫ 4)⊕ ((c⊕ (z0)0)≫ 6)

⊕((c⊕ (z0)0)≫ 7)⊕ ((c⊕ (z0)0)≫ 8)⊕ ((c⊕ (z0)0)≫ 9)⊕

((c⊕ (z0)0)≫ 15)⊕ ((c⊕ (z0)1)≫ 12)⊕ (c⊕ (z0)2)⊕ ((c⊕ (z0)2)≫ 1)

⊕((c⊕ (z0)2)≫ 9)⊕ ((c⊕ (z0)2)≫ 10)⊕ ((c⊕ (z0)2)≫ 11)⊕

((c⊕ (z0)2)≫ 12)⊕ ((c⊕ (z0)3)≫ 6)⊕ ((c⊕ (z0)3)≫ 8)⊕

((c⊕ (z0)4)≫ 3)⊕ ((c⊕ (z0)4)≫ 4)⊕ (c⊕ (z0)5)

(A.14)
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Constant =



(c⊕ (z0)0)⊕ ((c⊕ (z0)0)≫ 2)⊕ ((c⊕ (z0)0)≫ 7)⊕ ((c⊕ (z0)0)≫ 9)

⊕((c⊕ (z0)0)≫ 11)⊕ ((c⊕ (z0)0)≫ 12)⊕ ((c⊕ (z0)0)≫ 13)⊕

((c⊕ (z0)0)≫ 14)⊕ ((c⊕ (z0)1)≫ 2)⊕ (c⊕ (z0)1)≫ 4⊕

((c⊕ (z0)1)≫ 6)⊕ (c⊕ (z0)1)≫ 10)⊕ ((c⊕ (z0)1)≫ 12)⊕

((c⊕ (z0)1)≫ 14)⊕ ((c⊕ (z0)2)≫ 2)⊕ ((c⊕ (z0)2)≫ 4)⊕

((c⊕ (z0)2)≫ 6)⊕ ((c⊕ (z0)2)≫ 7)⊕ ((c⊕ (z0)2)≫ 8)⊕

((c⊕ (z0)3)≫ 9)⊕ ((z0)2)≫ 11)⊕ ((c⊕ (z0)3)≫ 13)⊕ (c⊕ (z0)3)⊕

(c⊕ (z0)4)⊕ ((c⊕ (z0)4)≫ 5)⊕ (c⊕ (z0)6)⊕ ((c⊕ (z0)4)≫ 8)⊕

((c⊕ (z0)4)≫ 10)⊕ ((c⊕ (z0)4)≫ 11)⊕ ((c⊕ (z0)4)≫ 12)

⊕((c⊕ (z0)4)≫ 15)⊕ (c⊕ (z0)5)⊕ ((c⊕ (z0)5)≫ 2)⊕ ((c⊕ (z0)5)≫ 4)

⊕((c⊕ (z0)5)≫ 12)⊕ (c⊕ (z0)6)⊕ ((c⊕ (z0)6)≫ 1)⊕ ((c⊕ (z0)6)≫ 4)

⊕((c⊕ (z0)6)≫ 5)⊕ ((c⊕ (z0)6)≫ 6)⊕ ((c⊕ (z0)6)≫ 7)⊕

((c⊕ (z0)6)≫ 8)⊕ ((c⊕ (z0)6)≫ 9)⊕ ((c⊕ (z0)6)≫ 11)⊕

((c⊕ (z0)6)≫ 12)⊕ (c⊕ (z0)7)⊕ ((c⊕ (z0)7)≫ 8)⊕ ((c⊕ (z0)7)≫ 12)

⊕(c⊕ (z0)8)⊕ ((c⊕ (z0)8)≫ 1)⊕ ((c⊕ (z0)8)≫ 3)⊕

((c⊕ (z0)8)≫ 4)⊕ ((c⊕ (z0)8)≫ 7)⊕ ((c⊕ (z0)8)≫ 8)⊕

((c⊕ (z0)8)≫ 8)⊕ ((c⊕ (z0)8)≫ 9)⊕ ((c⊕ (z0)8)≫ 10)⊕

((c⊕ (z0)8)≫ 11)⊕ ((c⊕ (z0)8)≫ 13)⊕ (c⊕ (z0)9)⊕ ((c⊕ (z0)9)≫ 4)

⊕(c⊕ (z0)10)⊕ ((c⊕ (z0)10)≫ 3)⊕ ((c⊕ (z0)10)≫ 4)⊕

((c⊕ (z0)10)≫ 6)⊕ ((c⊕ (z0)10)≫ 7)⊕ ((c⊕ (z0)10)≫ 8)

⊕((c⊕ (z0)10)≫ 9)⊕ ((c⊕ (z0)10)≫ 15)
(A.15)
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A.7 Linear Approximations for SIMON 48

A.7.1 12-Round Linear approximations

The linear approximation for the left half:

PLi = XR7
i,i+8,i+12⊕XL7

i+2,i+10⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= F(XR8
i,i+8,i+12)⊕XL8

i,i+8,i+12⊕ k7
i,i+8,i+12⊕XR8

i+2,i+10⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕

k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

≈ XR8
i+2,i+10,i+14⊕XL8

i,i+8,i+12⊕ k7
i,i+8,i+12⊕XR8

i+2,i+10⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕

k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= XR8
i+2,i+10,i+14⊕XR8

i+2,i+10⊕XL8
i,i+8,i+12⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8

⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

≈ XR8
i+14⊕XL8

i,i+8,i+12⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4

⊕ k2
i+2⊕ k1

i

= F(XR9
i+14)⊕XL9

i+14⊕ k8
i+14⊕XR9

i,i+8,i+12⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8

⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

≈ XR9
i+16⊕XL9

i+14⊕XR9
i,i+8,i+12⊕ k8

i+14⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8

⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

≈ XR9
i,i+8,i+12,i+16⊕XL9

i+14⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6

⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= F(XR10
i,i+8,i+12,i+16)⊕XL10

i,i+8,i+12,i+16⊕ k9
i,i+8,i+12,i+16⊕XR10

i+14⊕ k8
i+14⊕

k7
i,i+8,i+12k6

i+2,i+10⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

(A.16)
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PLi =≈ XR10
i+2,i+10,i+14,i+18⊕XR10

i+14⊕XL10
i,i+8,i+12,i+16⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14

⊕ k7
i,i+8,i+12k6

i+2,i+10⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= F(XR11
i+2,i+10,i+18)⊕XL11

i+2,i+10,i+18⊕XR11
i,i+8,i+12,i+16⊕ k10

i+2,i+10,i+18⊕

k9
i+2,i+10,i+14,i+18⊕ k8

i+14⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

≈ XR11
i+4,i+12,i+20⊕XL11

i+2,i+10,i+18⊕XR11
i,i+8,i+12,i+16⊕ k10

i+2,i+10,i+18⊕ k9
i+8,i+12

⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= XR11
i,i+4,i+8,i+16,i+20⊕XL11

i+2,i+10,i+18⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18

⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= F(XR12
i,i+4,i+8,i+16,i+20)⊕XL12

i,i+4,i+8,i+16,i+20⊕XR12
i+2,i+10,i+18⊕ k11

i,i+4,i+8,i+16,i+20

⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10

⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= XR12
i+6,i+22⊕XL12

i,i+4,i+8,i+16,i+20⊕ k11
i,i+4,i+8,i+16,i+20⊕ k10

i+2,i+10,i+18⊕

k9
i+2,i+10,i+14,i+18⊕ k8

i+14⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

The linear approximation for the right half:

PRi = XR7
i+14⊕XL7

i,i+8,i+12⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR8
i+14)⊕XL8

i+14⊕ k7
i+14⊕XR8

i,i+8,i+12⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

≈ XR8
i+16⊕XL8

i+14⊕XR8
i,i+8,i+12⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕

k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

= XR8
i,i+8,i+12,i+16⊕XL8

i+14⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

(A.17)
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PRi = F(XR9
i,i+8,i+12,i+16)⊕XL9

i,i+8,i+12,i+16⊕XR9
i+14⊕ k8

i,i+8,i+12,i+16⊕ k7
i+14⊕

k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

≈ XR9
i+2,i+10,i+14,i+18⊕XR9

i+14⊕XL9
i,i+8,i+12,i+16⊕ k8

i,i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12

⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

= XR9
i+2,i+10,i+18⊕XL9

i,i+8,i+12,i+16⊕ k8
i,i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12

⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

= F(XR10
i+2,i+10,i+18)⊕XL10

i+2,i+10,i+18⊕XR10
i,i+8,i+12,i+16⊕ k9

i+2,i+10,i+18⊕ k8
i+8,i+12,i+16

⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

≈ XR10
i,i+4,i+8,i+16,i+20⊕XL10

i+2,i+10,i+18⊕ k9
i+2,i+10,i+18

⊕ k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR11
i,i+4,i+8,i+16,i+20)⊕XL11

i,i+4,i+8,i+16,i+20⊕XR11
i+2,i+10,i+18⊕ k10

i,i+4,i+8,i+16,i+20⊕

k9
i+2,i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4

⊕ k1
i+2⊕ k0

i

= XR11
i+6,i+22⊕XL11

i,i+4,i+8,i+16,i+20⊕ k10
i,i+4,i+8,i+16,i+20⊕ k9

i+2,i+10,i+18

⊕ k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR12
i+6,i+22)⊕XL12

i+6,i+22⊕ k11
i+6,i+22⊕XR12

i,i+4,i+8,i+16,i+20⊕ k10
i+12,i+20⊕ k9

i+10,i+18

⊕ k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= XR12
i+4,i+16,i+20⊕XL12

i+6,i+22⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14

⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i
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A.7.2 Extend 12-round linear characteristic by partial decryption for SIMON 48

A.7.3 One Round Decryption

We append the super round of four rounds encryption and one round decryption at the end

of the 12-round linear trails for the left A.16 and the right halves A.17.

The approximation for left half:

XL4
i = F(XR17

i+6,i+22)⊕XL17
i+6,i+22⊕ k16

i+6,i+22⊕XR17
i,i+4,i+8,i+16,i+20⊕ k15

i,i+4,i+8,i+16,i+20⊕

k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6

⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

(A.18)

The approximation for right half:

XR4
i = F(XR17

i+4,i+16,i+20)⊕XL17
i+4,i+16,i+20⊕ k16

i+4,i+16,i+20⊕XR17
i+6,i+22⊕ k15

i+6,i+22⊕

k14
i+12,i+20⊕ k13

i+10,i+18⊕ k12
i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,+10⊕ k8
i,i+4,i+8⊕ k7

i+6

⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i

(A.19)

A.7.3.1 Two rounds decryption

We add one more round of decryption at the end of the equations A.18 and A.19.
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XL4
i = XR16

i+6,i+22⊕XL16
i,i+4,i+8,i+16,i+20⊕ k15

i,i+4,i+8,i+16,i+20⊕ k14
i+2,i+10,i+18

⊕ k13
i+2,i+10,i+14,i+18⊕ k12

i+14⊕ k11
i,i+8,i+12⊕ k10

i+2,i+10⊕ k9
i,i+4,i+8⊕ k8

i+6

⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

= F(XR17
i+6,i+22)⊕XL17

i+6,i+22⊕ k16
i+6,i+22⊕XR17

i,i+4,i+8,i+16,i+20⊕ k15
i,i+4,i+8,i+16,i+20⊕

k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6

⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

= (XR17
i+7&XR17

i+14)⊕ (XR17
i+23&XR17

i+6)⊕XR17
i+8,i⊕XL17

i+6,i+22⊕ k16
i+6,i+22⊕

XR17
i,i+4,i+8,i+16,i+20⊕ k15

i,i+4,i+8,i+16,i+20⊕ k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕

k11
i,i+8,i+12⊕ k10

i+2,i+10⊕ k9
i,i+4,i+8⊕ k8

i+6⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

= (F(XR18)i+7⊕XL18
i+7⊕ k17

i+7&F(XR18)i+14⊕XL18
i+14⊕ k17

i+14)⊕ (F(XR18)i+23⊕

XL18
i+23⊕ k17

i+23&F(XR18)i+6⊕XL18
i+6⊕ k17

i+6)⊕F(XR18)i+4,i+16,i+20⊕XL18
i+4,i+16,i+20

⊕XR18
i+6,i+22⊕ k17

i+4,i+16,i+20⊕ k16
i+6,i+22⊕ k15

i,i+4,i+8,i+16,i+20⊕ k14
i+2,i+10,i+18⊕

k13
i+2,i+10,i+14,i+18⊕ k12

i+14⊕ k11
i,i+8,i+12⊕ k10

i+2,i+10⊕ k9
i,i+4,i+8⊕ k8

i+6⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

(A.20)
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Similarly for the approximation for the right half:

XR4
i = XR16

i+4,i+16,i+20⊕XL16
i+6,i+22⊕ k15

i+6,i+22⊕ k14
i+12,i+20⊕ k13

i+10,i+18

⊕ k12
i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,+10⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i

= F(XR17
i+4,i+16,i+20)⊕XL17

i+4,i+16,i+20⊕ k16
i+4,i+16,i+20⊕XR17

i+6,i+22⊕ k15
i+6,i+22⊕

k14
i+12,i+20⊕ k13

i+10,i+18⊕ k12
i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,+10⊕ k8
i,i+4,i+8⊕ k7

i+6

⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i

= (XR17
i+5&XR17

i+12)⊕ (XR17
i+17&XR17

i )⊕ (XR17
i+21&XR17

i+4)⊕XR17
i+6,i+18,i+22⊕

XR18
i+4,i+16,i+20⊕ k16

i+4,i+16,i+20⊕XR17
i+6,i+22⊕ k15

i+6,i+22⊕ k14
i+12,i+20⊕ k13

i+10,i+18⊕

k12
i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,+10⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i

= (F(XR18)i+5⊕XL18
i+5⊕ k17

i+5&F(XR18)i+12⊕XL18
i+12⊕ k17

i+12)⊕ (F(XR18)i+17

⊕XL18
i+17⊕ k17

i+17&F(XR18)i⊕XL18
i ⊕ k17

i )⊕ (F(XR18)i+21⊕XL18
i+21⊕ k17

i+21&

F(XR18)i+4⊕XL18
i+4⊕ k17

i+4)⊕F(XR18)i+18⊕XL18
i+18⊕ k17

i+18⊕XR18
i+4,i+16,i+20⊕

k16
i+4,i+16,i+20⊕ k15

i+6,i+22⊕ k14
i+12,i+20⊕ k13

i+10,i+18⊕ k12
i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12

⊕ k9
i+2,+10⊕ k8

i,i+4,i+8⊕ k7
i+6⊕ k6

i,i+4⊕ k5
i+2⊕ k4

i

(A.21)
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A.7.3.2 Three Rounds Decryption

We append one more round to the equation A.20 and A.21.

The approximation for the left half:

XL4
i = (F(XR18)i+7⊕XL18

i+7⊕ k17
i+7&F(XR18)i+14⊕XL18

i+14⊕ k17
i+14)⊕ (F(XR18)i+23

⊕XL18
i+23⊕ k17

i+23&F(XR18)i+6⊕XL18
i+6⊕ k17

i+6)⊕F(XR18)i+4,i+16,i+20⊕XL18
i+4,i+16,i+20

⊕XR18
i+6,i+22⊕ k17

i+4,i+16,i+20⊕ k16
i+6,i+22⊕ k15

i,i+4,i+8,i+16,i+20⊕ k14
i+2,i+10,i+18

⊕ k13
i+2,i+10,i+14,i+18⊕ k12

i+14⊕ k11
i,i+8,i+12⊕ k10

i+2,i+10⊕ k9
i,i+4,i+8⊕ k8

i+6⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

= ((XR18
i+8&XR18

i+15)⊕XR18
i+9⊕XL18

i+7⊕ k17
i+7&(XR18

i+15&XR18
i+22)⊕XR18

i+16⊕XL18
i+14⊕

k17
i+14)⊕ ((XR18

i &XR18
i+7)⊕XR18

i+1⊕XL18
i+23⊕ k17

i+23&(XR18
i+7&XR18

i+14)⊕XR18
i+8⊕XL18

i+6⊕

k17
i+6)⊕ (XR18

i+5&XR18
i+12)⊕ (XR18

i+17&XR18
i )⊕ (XR18

i+21&XR18
i+4)⊕XR18

i+6,i+18,i+22

⊕XR19
i+4,i+16,i+20⊕XR18

i+6,i+22⊕ k17
i+4,i+16,i+20⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕

k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6

⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

(A.22)
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XL4
i = ((F(XR19)i+8⊕XL19

i+8⊕ k18
i+8&F(XR19)i+15⊕XL19

i+15⊕ k18
i+15)⊕F(XR19)i+9⊕

XL19
i+9⊕ k18

i+9⊕XR19
i+7⊕ k17

i+7&(F(XR19)i+15⊕XL19
i+15⊕ k18

i+15&F(XR19)i+22⊕XL19
i+22⊕

k18
i+22)⊕F(XR19)i+16⊕XL19

i+16⊕ k18
i+16⊕XR19

i+14⊕ k17
i+14)⊕ ((F(XR19)i⊕XL19

i ⊕ k18
i &

F(XR19)i+7⊕XL19
i+7⊕ k18

i+7)⊕F(XR19)i+1⊕XL19
i+1⊕ k18

i+1⊕XR19
i+23⊕ k17

i+23&

(F(XR19)i+7⊕XL19
i+7⊕ k18

i+7&F(XR19)i+14⊕XL19
i+14⊕ k18

i+14)⊕F(XR19)i+8⊕XL19
i+8⊕

k18
i+8⊕XR19

i+6⊕ k17
i+6)⊕ (F(XR19)i+5⊕XL19

i+5⊕ k18
i+5&F(XR19)i+12⊕XL19

i+12⊕ k18
i+12)⊕

(F(XR19)i+17⊕XL19
i+17⊕ k18

i+17&F(XR19)i⊕XL19
i ⊕ k18

i )⊕ (F(XR19)i+21⊕XL19
i+21⊕ k18

i+21

&F(XR19)i+4⊕XL19
i+4⊕ k18

i+4)⊕F(XR19)i+18⊕XL19
i+18⊕ k18

i+18⊕XR19
i+4,i+16,i+20⊕

k17
i+4,i+16,i+20⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18⊕ k12

i+14

⊕ k11
i,i+8,i+12⊕ k10

i+2,i+10⊕ k9
i,i+4,i+8⊕ k8

i+6⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i
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The approximation for the right half:

XR4
i = ((F(XR19)i+6⊕XL19

i+6⊕ k18
i+6&F(XR19)i+13⊕XL19

i+13⊕ k18
i+13)⊕F(XR19)i+7

⊕XL19
i+7⊕ k18

i+7⊕XR19
i+5⊕ k17

i+5&(F(XR19)i+13⊕XL19
i+13⊕ k18

i+13&F(XR19)i+20⊕XL19
i+20

⊕ k18
i+20)⊕F(XR19)i+14⊕XL19

i+14⊕ k18
i+14⊕XR19

i+12⊕ k17
i+12)⊕ ((F(XR19)i+18⊕XL19

i+18

⊕ k18
i+18&F(XR19)i+1⊕XL19

i+1⊕ k18
i+1)⊕F(XR19)i+19⊕XL19

i+19⊕ k18
i+19⊕XR19

i+17⊕ k17
i+17&

(F(XR19)i+1⊕XL19
i+1⊕ k18

i+1&F(XR19)i+8⊕XL19
i+8⊕ k18

i+8)⊕F(XR19)i+2⊕XL19
i+2⊕ k18

i+2

⊕XL18
i ⊕ k17

i )⊕ ((F(XR19)i+22⊕XL19
i+22⊕ k18

i+22&F(XR19)i+5⊕XL19
i+5⊕ k18

i+5)⊕

F(XR19)i+23⊕XL19
i+23⊕ k18

i+23⊕XR19
i+21⊕ k17

i+21&((F(XR19)i+5⊕XL19
i+5⊕ k18

i+5

&F(XR19)i+12⊕XL19
i+12⊕ k18

i+12)⊕F(XR19)i+6⊕XL19
i+6⊕ k18

i+6⊕XL18
i+4⊕ k17

i+4)⊕

(F(XR19)i+19⊕XL19
i+19⊕ k18

i+19&F(XR19)i+2⊕XL19
i+2⊕ k18

i+2)⊕XR19
i+18⊕ k17

i+18⊕

F(XR19)i+4,i+16⊕XL19
i+4,i+16⊕ k18

i+4,i+16⊕ k16
i+4,i+16,i+20⊕ k15

i+6,i+22⊕ k14
i+12,i+20⊕

k13
i+10,i+18⊕ k12

i+8,i+12,i+16⊕ k11
i+14⊕ k10

i,i+8,i+12⊕ k9
i+2,+10⊕ k8

i,i+4,i+8⊕ k7
i+6⊕ k6

i,i+4⊕

k5
i+2⊕ k4

i

(A.23)

A.7.3.3 Four rounds decryption

We add one round decryption at the end of the equations A.22 and A.23.
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The approximation for the left half:

XL4
i = ((XR19

i+9&XR19
i+16)⊕XR19

i+10⊕XL19
i+8⊕ k18

i+8&(XR19
i+16&XR19

i+23)⊕XR19
i+17⊕

XL19
i+15⊕ k18

i+15)⊕ (XR19
i+10&XR19

i+17)⊕XR19
i+11⊕XL19

i+9⊕ k18
i+9⊕XR19

i+7⊕ k17
i+7&

((XR19
i+16&XR19

i+23)⊕XR19
i+17⊕XL19

i+15⊕ k18
i+15&(XR19

i+23&XR19
i+6)⊕XR19

i ⊕XL19
i+22

⊕ k18
i+22)⊕ (XR19

i+17&XR19
i )⊕XR19

i+18⊕XL19
i+16⊕ k18

i+16⊕XR19
i+14⊕ k17

i+14)⊕ ((XR19
i+1

&XR19
i+8)⊕XR19

i+2⊕XL19
i ⊕ k18

i &(XR19
i+8&XR19

i+15)⊕XR19
i+9⊕XL19

i+7⊕ k18
i+7)⊕

((XR19
i+2&XR19

i+9)⊕XR19
i+2⊕XL19

i+1⊕ k18
i+1⊕XR19

i+23⊕ k17
i+23&((XR19

i+8&XR19
i+15)

⊕XR19
i+9⊕XL19

i+7⊕ k18
i+7&(XR19

i+15&XR19
i+22)⊕XR19

i+16⊕XL19
i+14⊕ k18

i+14)⊕ (XR19
i+9

&XR19
i+16)⊕XR19

i+10⊕XL19
i+8⊕ k18

i+8⊕XR19
i+6⊕ k17

i+6)⊕ ((XR19
i+6&XR19

i+13)⊕XR19
i+7

⊕XL19
i+5⊕ k18

i+5&(XR19
i+13&XR19

i+20)⊕XR19
i+14⊕XL19

i+12⊕ k18
i+12)⊕ ((XR19

i+18&XR19
i+25)

⊕XR19
i+19⊕XL19

i+17⊕ k18
i+17&(XR19

i+1&XR19
i+8)⊕XR19

i+2⊕XL19
i ⊕ k18

i )⊕ ((XR19
i+22

&XR19
i+5)⊕XR19

i+23⊕XL19
i+21⊕ k18

i+21&(XR19
i+5&XR19

i+12)⊕XR19
i+6⊕XL19

i+4⊕ k18
i+4)⊕

(XR19
i+19&XR19

i+2)⊕XR19
i+20⊕XL19

i+18⊕ k18
i+18⊕XR19

i+4,i+16,i+20⊕ k17
i+4,i+16,i+20

⊕ k16
i+6,i+22⊕ k15

i,i+4,i+8,i+16,i+20⊕ k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14

⊕ k11
i,i+8,i+12⊕ k10

i+2,i+10⊕ k9
i,i+4,i+8⊕ k8

i+6⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

(A.24)
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XL4
i = ((F(XR20)i+9⊕XL20

i+9⊕ k19
i+9&F(XR20)i+16⊕XL20

i+16⊕ k19
i+16)⊕F(XR20)i+10⊕

XL20
i+10⊕ k19

i+10⊕XL19
i+8⊕ k18

i+8)&(F(XR20)i+16⊕XL20
i+16⊕ k19

i+16&F(XR20)i+23⊕

XL20
i+23⊕ k19

i+23)⊕F(XR20)i+17⊕XL20
i+17⊕ k19

i+17⊕XL19
i+15⊕ k18

i+15)⊕ (F(XR20)i+10⊕

XL20
i+10⊕ k19

i+10&F(XR20)i+17⊕XL20
i+17⊕ k19

i+17)⊕F(XR20)i+11⊕XL20
i+11⊕ k19

i+11⊕

XL19
i+9⊕ k18

i+9⊕F(XR20)i+7⊕XL20
i+7⊕ k19

i+7⊕ k17
i+7&((F(XR20)i+16⊕XL20

i+16⊕

k19
i+16&F(XR20)i+23⊕XL20

i+23⊕ k19
i+23)⊕F(XR20)i+17⊕XL20

i+17⊕ k19
i+17⊕XL19

i+15⊕

k18
i+15&(F(XR20)i+23⊕XL20

i+23⊕ k19
i+23&F(XR20)i+6⊕XL20

i+6⊕ k19
i+6)⊕F(XR20)i⊕XL20

i

⊕ k19
i ⊕XL19

i+22⊕ k18
i+22)⊕ (F(XR20)i+17⊕XL20

i+17⊕ k19
i+17&F(XR20)i⊕XL20

i ⊕

k19
i )⊕F(XR20)i+18⊕XL20

i+18⊕ k19
i+18⊕XL19

i+16⊕ k18
i+16⊕F(XR20)i+14⊕XL20

i+14⊕

k19
i+14⊕ k17

i+14)⊕ ((F(XR20)i+1⊕XL20
i+1⊕ k19

i+1&F(XR20)i+18⊕XL20
i+18⊕ k19

i+8)⊕

F(XR20)i+2⊕XL20
i+2⊕ k19

i+2⊕XR20
i ⊕ k18

i &(F(XR20)i+8⊕XL20
i+8⊕ k19

i+8&F(XR20)i+15

⊕XL20
i+15⊕ k19

i+15)⊕XR19
i+9⊕XR20

i+7⊕ k18
i+7)⊕ ((F(XR20)i+2⊕XL20

i+2⊕ k19
i+2&

F(XR20)i+9⊕XL20
i+9⊕ k19

i+9)⊕F(XR20)i+2⊕XL20
i+2⊕ k19

i+2⊕XR20
i+1⊕ k18

i+1⊕

F(XR20)i+23⊕XL20
i+23⊕ k19

i+23⊕ k17
i+23&((F(XR20)i+8⊕XL20

i+8⊕ k19
i+8&F(XR20)i+5⊕

XL20
i+15⊕ k19

i+15)⊕F(XR20)i+9⊕XL20
i+9⊕ k19

i+9⊕XR20
i+7⊕ k18

i+7&(F(XR20)i+15⊕

XL20
i+15⊕ k19

i+15&F(XR20)i+22⊕XL20
i+22⊕ k19

i+22)⊕F(XR20)i+16⊕XL20
i+16⊕ k19

i+16⊕

XR20
i+14⊕ k18

i+14)⊕ (F(XR20)i+9⊕XL20
i+9⊕ k19

i+9&F(XR20)i+16⊕XL20
i+16⊕ k19

i+16)⊕

F(XR20)i+10⊕XL20
i+10⊕ k19

i+10⊕XR20
i+8⊕ k18

i+8⊕XR19
i+6⊕ k17

i+6)⊕ ((F(XR20)i+6⊕

XL20
i+6⊕ k19

i+6&F(XR20)i+13⊕XL20
i+13⊕ k19

i+13)⊕F(XR20)i+7⊕XL20
i+7⊕ k19

i+7⊕

XR20
i+5⊕ k18

i+5&(XF(XR20)i+13⊕XL20
i+13⊕ k19

i+13&F(XR20)i+20⊕XL20
i+20⊕ k19

i+20)⊕

F(XR20)i+14⊕XL20
i+14⊕ k19

i+14⊕XR20
i+12⊕ k18

i+12)⊕ ((F(XR20)i+18⊕XL20
i+18⊕ k19

i+18&

F(XR20)i+25⊕XL20
i+25⊕ k19

i+25)⊕F(XR20)i+19⊕XL20
i+19⊕ k19

i+19⊕XR20
i+17⊕ k18

i+17&

(F(XR20)i+1⊕XL20
i+1⊕ k19

i+1&F(XR20)i+8⊕XL20
i+8⊕ k19

i+8)⊕XR19
i+2⊕XR20

i ⊕ k18
i )⊕
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((F(XR20)i+22⊕XL20
i+22⊕ k19

i+22&F(XR20)i+5⊕XL20
i+5⊕ k19

i+5)⊕XR19
i+23⊕XL19

i+21⊕

k18
i+21&(F(XR20)i+5⊕XL20

i+5⊕ k19
i+5&F(XR20)i+12⊕XL20

i+12⊕ k19
i+12)⊕F(XR20)i+6⊕

XL20
i+6⊕ k19

i+6⊕XR20
i+4⊕ k18

i+4)⊕ (F(XR20)i+19⊕XL20
i+19⊕ k19

i+19&F(XR20)i+2⊕

XL20
i+2⊕ k19

i+2)⊕F(XR20)i+20⊕XL20
i+20⊕ k19

i+20⊕XL19
i+18⊕ k18

i+18⊕F(XR20)i+4,i+16,i+20

⊕XL20
i+4,i+16,i+20⊕ k19

i+4,i+16,i+20⊕ k17
i+4,i+16,i+20⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20

⊕ k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕

k7
i,i+4⊕ k6

i+2⊕ k5
i
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The approximation for the right half:

XR4
i = (((XR19

i+7&XR19
i+14)⊕XR19

i+8⊕XL19
i+6⊕ k18

i+6&(XR19
i+14&XR19

i+21)⊕XR19
i+15⊕

XL19
i+13⊕ k18

i+13)⊕ (XR19
i+8&XR19

i+15)⊕XR19
i+9⊕XL19

i+7⊕ k18
i+7⊕XR19

i+5⊕ k17
i+5

&((XR19
i+14&XR19

i+21)⊕XR19
i+15⊕XL19

i+13⊕ k18
i+13&(XR19

i+21&XR19
i+4)⊕XR19

i+22⊕

XL19
i+20⊕ k18

i+20)⊕ (XR19
i+15&XR19

i+22)⊕XR19
i+16⊕XL19

i+14⊕ k18
i+14⊕ (XR19

i+13&

XR19
i+20)⊕XR19

i+14⊕ k17
i+12)⊕ (((XR19

i+19&XR19
i+2)⊕XR19

i+20⊕XL19
i+18⊕ k18

i+18&

(XR19
i+2&XR19

i+9)⊕XR19
i+3⊕XL19

i+1⊕ k18
i+1)⊕ (XR19

i+20&XR19
i+27)⊕XR19

i+21⊕XL19
i+19

⊕ k18
i+19⊕XR19

i+17⊕ k17
i+17&(XR19

i+2&XR19
i+9)⊕XR19

i+3⊕XL19
i+1⊕ k18

i+1&(XR19
i+2&

XR19
i+9)⊕XR19

i+3⊕XL19
i+8⊕ k18

i+8)⊕F(XR19)i+2⊕XL19
i+2⊕ k18

i+2⊕XR19
i ⊕

k17
i )⊕ ((XR19

i+23&XR19
i+6)⊕XR19

i ⊕XL19
i+22⊕ k18

i+22&(XR19
i+6&XR19

i+13)⊕XR19
i+7⊕

XL19
i+5⊕ k18

i+5)⊕ (XR19
i &XR19

i+7)⊕XR19
i+1⊕XL19

i+23⊕ k18
i+23⊕XR19

i+21⊕ k17
i+21&

(((XR19
i+6&XR19

i+13)⊕XR19
i+7⊕XL19

i+5⊕ k18
i+5&(XR19

i+13&XR19
i20)⊕XR19

i+14⊕XL19
i+12

⊕ k18
i+12)⊕ (XR19

i+7&XR19
i+14)⊕XR19

i+8⊕XL19
i+6⊕ k18

i+6⊕XL18
i+4⊕ k17

i+4)⊕⊕XL19
i+19

⊕ k18
i+19&(XR19

i+3&XR19
i+10)⊕XR19

i+4⊕XL19
i+2⊕ k18

i+2)⊕XR19
i+18⊕ k17

i+18⊕ (XR19
i+5&

XR19
i+12)⊕ (XR19

i+17&XR19
i )⊕XR19

i+6,i+18⊕XL19
i+4,i+16⊕ k18

i+4,i+16⊕ k16
i+4,i+16,i+20⊕

k15
i+6,i+22⊕ k14

i+12,i+20⊕ k13
i+10,i+18⊕ k12

i+8,i+12,i+16⊕ k11
i+14⊕ k10

i,i+8,i+12

⊕ k9
i+2,+10⊕ k8

i,i+4,i+8⊕ k7
i+6⊕ k6

i,i+4⊕ k5
i+2⊕ k4

i

(A.25)
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XR4
i = (((F(XR20)i+7⊕XL20

i+7⊕ k19
i+7&F(XR20)i+14⊕XL20

i+14⊕ k19
i+14)⊕F(XR20)i+8

⊕XL20
i+8⊕ k19

i+8⊕XR20
i+6⊕ k18

i+6&(F(XR20)i+14⊕XL20
i+14⊕ k19

i+14&F(XR20)i+21⊕XL20
i+21

⊕ k19
i+21)⊕F(XR20)i+15⊕XL20

i+15⊕ k19
i+15⊕XR20

i+13⊕ k18
i+13)⊕ (F(XR20)i+8⊕XL20

i+8⊕

k19
i+8&F(XR20)i+15⊕XL20

i+15⊕ k19
i+15)⊕XR19

i+9⊕XR20
i+7⊕ k18

i+7⊕F(XR20)i+5⊕XL20
i+5

⊕ k19
i+5⊕ k17

i+5&((F(XR20)i+14⊕XL20
i+14⊕ k19

i+14&F(XR20)i+21⊕XL20
i+21⊕ k19

i+21)⊕

F(XR20)i+15⊕XL20
i+15⊕ k19

i+15⊕XL19
i+13⊕ k18

i+13&(F(XR20)i+21⊕XL20
i+21⊕ k19

i+21&

F(XR20)i+4⊕XL20
i+4⊕ k19

i+4)⊕F(XR20)i+22⊕XL20
i+22⊕ k19

i+22⊕XR20
i+20⊕ k18

i+20)⊕

(F(XR20)i+15⊕XL20
i+15⊕ k19

i+15&F(XR20)i+22⊕XL20
i+22⊕ k19

i+22)⊕F(XR20)i+16⊕XL20
i+16

⊕ k19
i+16⊕XR20

i+14⊕ k18
i+14⊕ (F(XR20)i+13⊕XL20

i+13⊕ k19
i+13&F(XR20)i+20⊕XL20

i+20⊕

k19
i+20)⊕F(XR20)i+14⊕XL20

i+14⊕ k19
i+14⊕ k17

i+12)⊕ (((F(XR20)i+19⊕XL20
i+19⊕ k19

i+19&

F(XR20)i+2⊕XL20
i+2⊕ k19

i+2)⊕F(XR20)i+20⊕XL20
i+20⊕ k19

i+20⊕XR20
i+18⊕ k18

i+18&

(F(XR20)i+2⊕XL20
i+2⊕ k19

i+2&F(XR20)i+9⊕XL20
i+9⊕ k19

i+9)⊕F(XR20)i+3⊕XL20
i+3⊕

k19
i+3⊕XR20

i+1⊕ k18
i+1)⊕ (F(XR20)i+20⊕XL20

i+20⊕ k19
i+20&F(XR20)i+27⊕XL20

i+27⊕

k19
i+27)⊕F(XR20)i+21⊕XL20

i+21⊕ k19
i+21⊕XL19

i+19⊕ k18
i+19⊕F(XR20)i+17⊕XL20

i+17⊕

k19
i+17⊕ k17

i+17&(F(XR20)i+2⊕XL20
i+2⊕ k19

i+2&F(XR20)i+9⊕XL20
i+9⊕ k19

i+9)⊕F(XR20)i+3

⊕XL20
i+3⊕ k19

i+3⊕XR20
i+1⊕ k18

i+1&(F(XR20)i+2⊕XL20
i+2⊕ k19

i+2&F(XR20)i+9⊕XL20
i+9

⊕ k19
i+9)⊕F(XR20)i+3⊕XL20

i+3⊕ k19
i+3⊕XR20

i+8⊕ k18
i+8)⊕F(XR19)i+2⊕XL19

i+2⊕

k18
i+2⊕XR19

i ⊕ k17
i )⊕ ((F(XR20)i+23⊕XL20

i+23⊕ k19
i+23&F(XR20)i+6⊕XL20

i+6⊕ k19
i+6)

⊕F(XR20)i⊕XL20
i ⊕ k19

i ⊕XL19
i+22⊕ k18

i+22&(F(XR20)i+6⊕XL20
i+6⊕ k19

i+6&F(XR20)i+13

⊕XL20
i+13⊕ k19

i+13)⊕XR19
i+7⊕XR20

i+5⊕ k18
i+5)⊕ (F(XR20)i⊕XL20

i ⊕ k19
i
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&F(XR20)i+7⊕XL20
i+7⊕ k19

i+7)⊕F(XR20)i+1⊕XL20
i+1⊕ k19

i+1⊕XL19
i+23⊕ k18

i+23⊕XR19
i+21

⊕ k17
i+21&(((F(XR20)i+6⊕XL20

i+6⊕ k19
i+6&F(XR20)i+13⊕XL20

i+13⊕ k19
i+13)⊕F(XR20)i+7⊕

XL20
i+7⊕ k19

i+7⊕XR20
i+5⊕ k18

i+5&(F(XR20)i+13⊕XL20
i+13⊕ k19

i+13&F(XR20)i+20⊕XL20
i+20

⊕ k19
i20)⊕F(XR20)i+14⊕XL20

i+14⊕ k19
i+14⊕XL19

i+12⊕ k18
i+12)⊕ (F(XR20)i+7⊕XL20

i+7⊕

k19
i+7&F(XR20)i+4⊕XL20

i+4⊕ k19
i+14)⊕XR19

i+8⊕XL19
i+6⊕ k18

i+6⊕F(XR20)i+4⊕XL20
i+4⊕

k19
i+4⊕ k17

i+4)⊕XR20
i+19⊕ k18

i+19&(F(XR20)i+3⊕XL20
i+3⊕ k19

i+3&F(XR20)i+10⊕XL20
i+10⊕

k19
i+10)⊕F(XR20)i+4⊕XL20

i+4⊕ k19
i+4⊕XR20

i+2⊕ k18
i+2)⊕F(XR20)i+18⊕XL20

i+18⊕

k19
i+18⊕ k17

i+18⊕ (F(XR20)i+5⊕XL20
i+5⊕ k19

i+5&F(XR20)i+12⊕XL20
i+12⊕ k19

i+12)⊕

(F(XR20)i+17⊕XL20
i+17⊕ k19

i+17&F(XR20)i⊕XL20
i ⊕ k19

i )⊕F(XR20)i+6,i+18

⊕XL20
i+6,i+18⊕ k19i+6, i+18⊕XR20

i+4,i+16⊕ k18
i+4,i+16⊕ k16

i+4,i+16,i+20⊕ k15
i+6,i+22

⊕ k14
i+12,i+20⊕ k13

i+10,i+18⊕ k12
i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,+10⊕ k8
i,i+4,i+8⊕

k7
i+6⊕ k6

i,i+4⊕ k5
i+2⊕ k4

i

A.8 Improved linear approximations for SIMON 48

A.8.1 12-round, 13-round and 14-round improved linear expressions for SIMON 48

PLi+6⊕PRi,i+4 = XR1
i+6⊕F(XR1)i,i+4⊕XL1

i,i+4⊕ k0
i,i+4

= XR1
i+6⊕XR1

i+2,i+6⊕XL1
i,i+4⊕ k0

i,i+4

= XR1
i+2⊕XL1i,i+4⊕ k0

i,i+4

= F(XR2)i+2⊕XL2
i+2⊕ k1

i+2⊕XR2
i,i+4⊕ k0

i,i+4

= XR2
i+4⊕XL2

i+2⊕ k1
i+2⊕XR2

i,i+4⊕ k0
i,i+4

= XR2
i ⊕XL2

i+2⊕ k1
i+2⊕ k0

i,i+4

= F(XR3)i⊕XL3
i ⊕ k2

i ⊕XL2
i+2⊕ k1

i+2⊕ k0
i,i+4

= XR3
i+2⊕XR3

i+2⊕XL3
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

= XL3
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

(A.26)
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PLi+6⊕PRi,i+4 = XR4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

= F(XR5)i⊕XL5
i ⊕ k4

i ⊕ k2
i ⊕ k1

i+2⊕ k0
i,i+4

= XR5
i+2⊕XL5

i ⊕ k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

= F(XR6)i+2⊕XL6
i+2⊕ k5

i+2⊕XR6
i ⊕ k4

i ⊕ k2
i ⊕ k1

i+2⊕ k0
i,i+4

= XR6
i,i+4⊕XL6

i+2⊕ k5
i+2⊕ k4

i ⊕ k2
i ⊕ k1

i+2⊕ k0
i,i+4

= F(XR7)i,i+4⊕XL7
i,i+4⊕ k6

i,i+4⊕XR7
i+2⊕ k5

i+2⊕ k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

= XR7
i+2,i+6,i+2⊕XL7

i,i+4⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

= F(XR8)i+6⊕XL8
i+6⊕ k7

i+6⊕XR8
i,i+4⊕ k6

i,i+4⊕ k5
i+2⊕ k4

i ⊕ k2
i ⊕ k1

i+2⊕ k0
i,i+4

= XR8
i,i+4,i+8⊕XL8i+6⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

= F(XR9)i,i+4,i+8⊕XL9
i,i+4,i+8⊕ k8

i,i+4,i+8⊕XR9
i+6⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i ⊕ k2

i⊕

k1
i+2⊕ k0

i,i+4

= XR9
i+2,i+6,i+10,i+6⊕XL9

i,i+4,i+8⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

= XR9
i+2,i+6,i+10,i+6⊕XL9

i,i+4,i+8⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

= F(XR10)i+2,i+10⊕XL10
i+2,i+10⊕ k9

i+2,i+10⊕XR10
i,i+4,i+8⊕ k8

i,i+4,i+8⊕ k7
i+6⊕ k6

i,i+4⊕ k5
i+2⊕

k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

= XR10
i,i+8,i+12⊕XL10

i+2,i+10⊕ k9
i+2,i+10⊕ k8

i,i+4,i+8⊕ k7
i+6⊕ k6

i,i+4⊕ k5
i+2⊕ k4

i ⊕ k2
i⊕

k1
i+2⊕ k0

i,i+4

= F(XR11)i,i+8,i+12⊕XL11
i,i+8,i+12⊕ k10

i,i+8,i+12⊕XR11
i+2,i+10⊕ k9

i+2,i+10⊕ k8
i,i+4,i+8⊕ k7

i+6

⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

= XR11
i+2,i+10,i+14,i+2,i+10⊕XL11

i,i+8,i+12⊕ k10
i,i+8,i+12⊕ k9

i+2,i+10⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4

⊕ k5
i+2⊕ k4

i ⊕ k2
i ⊕ k1

i+2⊕ k0
i,i+4

= XR11
i+14⊕XL11

i,i+8,i+12⊕ k10
i,i+8,i+12⊕ k9

i+2,i+10⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2

⊕ k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

= F(XR12)i+14⊕XL12
i+14⊕ k11

i+14⊕XL11
i,i+8,i+12⊕ k10

i,i+8,i+12⊕ k9
i+2,i+10⊕ k8

i,i+4,i+8⊕ k7
i+6

⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4
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We extend the 12-round linear trail one more round to get a 13-round linear trail:

PLi+6⊕PRi,i+4 = XR12
i+16⊕XL12

i+14⊕ k11
i+14⊕XR12

i,i+8,i+12⊕ k10
i,i+8,i+12⊕ k9

i+2,i+10⊕

k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

= XR12
i,i+8,i+12,i+16⊕XL12

i+14⊕ k11
i+14⊕ k10

i,i+8,i+12⊕ k9
i+2,i+10⊕ k8

i,i+4,i+8⊕ k7
i+6⊕ k6

i,i+4

⊕ k5
i+2⊕ k4

i ⊕ k2
i ⊕ k1

i+2⊕ k0
i,i+4

= F(XR13)i,i+8,i+12,i+16⊕XL13
i,i+8,i+12,i+16⊕ k11

i,i+8,i+12,i+16⊕XR13
i+14⊕ k11

i+14⊕ k10
i,i+8,i+12

⊕ k9
i+2,i+10⊕ k8

i,i+4,i+8⊕ k7
i+6⊕ k6

i,i+4⊕ k5
i+2⊕ k4

i ⊕ k2
i ⊕ k1

i+2⊕ k0
i,i+4

= XR13
i+2,i+10,i+14,i+18⊕XL13

i,i+8,i+12,i+16⊕ k12
i,i+8,i+12,i+16⊕XR13

i+14⊕ k11
i+14⊕ k10

i,i+8,i+12

⊕ k9
i+2,i+10⊕ k8

i,i+4,i+8⊕ k7
i+6⊕ k6

i,i+4⊕ k5
i+2⊕ k4

i ⊕ k2
i ⊕ k1

i+2⊕ k0
i,i+4

= XR13
i+2,i+10,i+18⊕XL13

i,i+8,i+12,i+16⊕ k12
i,i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12

⊕ k9
i+2,i+10⊕ k8

i,i+4,i+8⊕ k7
i+6⊕ k6

i,i+4⊕ k5
i+2⊕ k4

i ⊕ k2
i ⊕ k1

i+2⊕ k0
i,i+4

(A.27)

We extend the 13-round linear trail one more round and get a 14-round linear approximation:

PLi+6⊕PRi,i+4 = F(XR14
i+2,i+10,i+18)⊕XL14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+18⊕XR14

i,i+8,i+12,i+16

⊕ k12
i,i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,i+10⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i

⊕ k2
i ⊕ k1

i+2⊕ k0
i,i+4

= XR14
i+4,i+12,i+20⊕XL14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+18⊕XR14

i,i+8,i+12,i+16⊕ k12
i,i+8,i+12,i+16

⊕ k11
i+14⊕ k10

i,i+8,i+12⊕ k9
i+2,i+10⊕ k8

i,i+4,i+8⊕ k7
i+6⊕ k6

i,i+4⊕ k5
i+2⊕ k4

i ⊕ k2
i ⊕ k1

i+2⊕ k0
i,i+4

= XR14
i,i+4,i+8,i+16,i+20⊕XL14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+18⊕ k12

i,i+8,i+12,i+16⊕ k11
i+14⊕

k10
i,i+8,i+12⊕ k9

i+2,i+10⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i ⊕ k2

i ⊕ k1
i+2⊕ k0

i,i+4

(A.28)
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A.8.2 Extend the 12-round improved linear attack by partial decryption

We append four rounds encryption and two rounds decryption to the 12-round linear trail

A.26:

XR16
i,i+8,i+12,i+16⊕XL16

i+14 = F(XR17
i,i+8,i+12,i+16)⊕XL17

i,i+8,i+12,i+16⊕ k16
i,i+8,i+12,i+16⊕

XR17
i+14k15

i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+10⊕ k12
i,i+4,i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2

⊕ k4
i,i+4

= XR17
i+2,i+10,i+14,i+18⊕XR17

i+14⊕XL17
i,i+8,i+12,i+16⊕ k16

i,i+8,i+12,i+16⊕

(XR17
i+1&XR17

i+8)⊕ (XR17
i+9&XR17

i+16)⊕ (XR17
i+13&XR17

i+20)⊕ (XR17
i+17&XR17

i )

⊕ k14
i,i+8,i+12⊕ k13

i+2,i+10⊕ k12
i,i+4,i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

= F(XR18
i+2,i+10,i+18)⊕XL18

i+2,i+10,i+18⊕ k17
i+2,i+10,i+18⊕XR18

i,i+8,i+12,i+16

⊕ k16
i,i+8,i+12,i+16⊕ k14

i,i+8,i+12⊕ k13
i+2,i+10⊕ k12

i,i+4,i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k8

i ⊕ k6
i⊕

k5
i+2⊕ k4

i,i+4

= (F(XR18
i+1⊕XL18

i+1⊕ k17
i+1&F(XR18

i+8⊕XL18
i+8⊕ k17

i+8)⊕ (F(XR18
i+9⊕XL18

i+9

⊕ k17
i+9&F(XR18

i+16⊕XL18
i+16⊕ k17

i+16)⊕ (F(XR18
i+13⊕XL18

i+13⊕ k17
i+13&F(XR18

i+20

⊕XL18
i+20⊕ k17

i+20)⊕ (F(XR18
i+17⊕XL18

i+17⊕ k17
i+17&F(XR18

i ⊕XL18
i ⊕ k17

i )

⊕ k14
i,i+8,i+12⊕ k13

i+2,i+10⊕ k12
i,i+4,i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

(A.29)
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A.8.3 Extend the 13-round improved linear characteristic by partial decryption

We append four rounds encryption and three rounds decryption to the 13-round linear trail

A.27:

XL4
i+6⊕XR4

i,i+4 = XR17
i+2,i+10,i+18⊕XL17

i,i+8,i+12,i+16⊕ k16
i,i+8,i+12,i+16⊕ k15

i+14⊕ k14
i,i+8,i+12

⊕ k13
i+2,i+10⊕ k12

i,i+4,i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4

= XR17
i+2,i+10,i+18⊕XL17

i,i+8,i+12,i+16⊕ k16
i,i+8,i+12,i+16⊕ k15

i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+10

⊕ k12
i,i+4,i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

= F(XR18
i+2,i+10,i+18)⊕XL18

i+2,i+10,i+18⊕XR18
i,i+8,i+12,i+16⊕ k17

i+2,i+10,i+18⊕ k16
i,i+8,i+12,i+16

⊕ k15
i+14⊕ k14

i,i+8,i+12⊕ k13
i+2,i+10⊕ k12

i,i+4,i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4

= (XR18
i+3&XR18

i+10)⊕ (XR18
i+11&XR18

i+18)⊕ (XR18
i+19&XR18

i+2)⊕XR18
i,i+4,i+8,i+16,i+20

⊕XL18
i+2,i+10,i+18⊕ k17

i+2,i+10,i+18⊕ k16
i,i+8,i+12,i+16⊕ k15

i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+10⊕

k12
i,i+4,i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

(A.30)
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XL4
i+6⊕XR4

i,i+4 = (F(XR19
i+3)⊕XL19

i+3⊕ k18
i+3&F(XR19

i+10)⊕XL19
i+10⊕ k18

i+10)⊕

(F(XR19
i+11)⊕XL19

i+11⊕ k18
i+11&F(XR19

i+18)⊕XL19
i+18⊕ k18

i+18)⊕ (F(XR19
i+19)⊕XL19

i+19

⊕ k18
i+19&F(XR19

i+2)⊕XL19
i+2⊕ k18

i+2)⊕ (F(XR19
i,i+4,i+8,i+16,i+20)⊕XL19

i,i+4,i+8,i+16,i+20⊕

XR19
i+2,i+10,i+18⊕ k18

i,i+4,i+8,i+16,i+20⊕ k17
i+2,i+10,i+18⊕ k16

i,i+8,i+12,i+16⊕ k15
i+14⊕ k14

i,i+8,i+12⊕

k13
i+2,i+10⊕ k12

i,i+4,i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4

= ((XR19
i+4&XR19

i+11)⊕XR19
i+5⊕XL19

i+3⊕ k18
i+3&(XR19

i+11&XR19
i+18)⊕XR19

i+12⊕XL19
i+10

⊕ k18
i+10)⊕ ((XR19

i+12&XR19
i+19)⊕XR19

i+13⊕XL19
i+11⊕ k18

i+11&(XR19
i+19&XR19

i+2)⊕

XR19
i+20⊕XL19

i+18⊕ k18
i+18)⊕ ((XR19

i+20&XR19
i+3)⊕XR21

i+21⊕XL19
i+19⊕ k18

i+19&

(XR19
i+3&XR19

i+10)⊕XR19
i+4⊕XL19

i+2⊕ k18
i+2)⊕ (XR19

i+1&XR19
i+8)⊕ (XR19

i+5&XR19
i+12)

⊕ (XR19
i+9&XR19

i+16)⊕ (XR19
i+17&XR19

i )⊕ (XR19
i+21&XR19

i+4)⊕ (F(XR19
i,i+4,i+8,i+16,i+20)⊕

XL19
i,i+4,i+8,i+16,i+20⊕XR19

i+2,i+10,i+18⊕ k18
i,i+4,i+8,i+16,i+20⊕ k17

i+2,i+10,i+18⊕ k16
i,i+8,i+12,i+16⊕

k15
i+14⊕ k14

i,i+8,i+12⊕ k13
i+2,i+10⊕ k12

i,i+4,i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k8

i ⊕ k6
i

⊕ k5
i+2⊕ k4

i,i+4
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XL4
i+6⊕XR4

i,i+4 = (F(XR20
i+4)⊕XL20

i+4⊕ k19
i+4&F(XR20

i+11)⊕XL20
i+11⊕ k19

i+11)⊕F(XR20
i+5)

⊕XL20
i+5⊕ k19

i+5⊕XR20
i+3⊕ k18

i+3&(F(XR20
i+11)⊕XL20

i+11⊕ k19
i+11&F(XR20

i+18)⊕XL20
i+18⊕

k19
i+18)⊕F(XR20

i+12)⊕XL20
i+12⊕ k19

i+12⊕XL19
i+10⊕ k18

i+10)⊕ (F(XR20
i+12)⊕XL20

i+12

⊕ k19
i+12&F(XR20

i+19)⊕XL20
i+19⊕ k19

i+19)⊕F(XR20
i+13)⊕XL20

i+13⊕ k19
i+13⊕XR20

i+11⊕ k18
i+11

⊕ (F(XR20
i+19)⊕XL20

i+19⊕ k19
i+19&F(XR20

i+2)⊕XL20
i+2⊕ k19

i+2)⊕

F(XR20
i+20)⊕XL20

i+20⊕ k19
i+20⊕XR20

i+18⊕ k18
i+18)⊕ (F(XR20

i+20)⊕XL20
i+20⊕ k19

i+20

&F(XR20
i+3)⊕XL20

i+3⊕ k19
i+3)⊕F(XR20

i+21)⊕XL20
i+21⊕ k19

i+21⊕

XR20
i+19⊕ k18

i+19&(F(XR20
i+3)⊕XL20

i+3⊕ k19
i+3&F(XR20

i+10)⊕XL20
i+10⊕ k19

i+10)

⊕F(XR20
i+4)⊕XL20

i+4⊕ k19
i+4⊕XL19

i+2⊕ k18
i+2)⊕ (F(XR20

i+1)⊕XL20
i+1⊕ k19

i+1&

F(XR20
i+8)⊕XL20

i+8⊕ k19
i+8)⊕ (F(XR20

i+5)⊕XL20
i+5⊕ k19

i+5&F(XR20
i+12)⊕XL20

i+12⊕

k19
i+12)⊕ (F(XR20

i+9)⊕XL20
i+9⊕ k19

i+9&F(XR20
i+16)⊕XL20

i+16⊕ k19
i+16)⊕ (F(XR20

i+17)⊕

XL20
i+17⊕ k19

i+17&F(XR20
i )⊕XL20

i ⊕ k19
i )⊕ (F(XR20

i+21)⊕XL20
i+21⊕ k19

i+21&F(XR20
i+4)

⊕XL20
i+4⊕ k19

i+4)⊕F(XR20
i+6)⊕XL20

i+6⊕ k19
i+6⊕F(XR20

i+22)⊕XL20
i+22⊕ k19

i+22

XR20
i,i+4,i+8,i+16,i+20⊕ k18

i,i+4,i+8,i+16,i+20⊕ k17
i+2,i+10,i+18⊕ k16

i,i+8,i+12,i+16⊕ k15
i+14⊕

k14
i,i+8,i+12⊕ k13

i+2,i+10⊕ k12
i,i+4,i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4
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A.8.4 Extend the 14-round improved linear characteristic by partial decryption

We append four rounds of encryption and two rounds of decryption to the 14-round linear

trail A.28:

XL4
i+6⊕XR4

i,i+4 = XR18
i,i+4,i+8,i+16,i+20⊕XL18

i+2,i+10,i+18⊕ k17
i+2,i+10,i+18⊕ k16

i,i+8,i+12,i+16

⊕ k11
i+18⊕ k14

i,i+8,i+12⊕ k13
i+2,i+10⊕ k12

i,i+4,i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4

= F(XR19
i,i+4,i+8,i+16,i+20)⊕XL19

i,i+4,i+8,i+16,i+20⊕ k18
i,i+4,i+8,i+16,i+20⊕XR19

i+2,i+10,i+18⊕

k17
i+2,i+10,i+18⊕ k16

i,i+8,i+12,i+16⊕ k11
i+18⊕ k14

i,i+8,i+12⊕ k13
i+2,i+10⊕ k12

i,i+4,i+8

⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4

= XR19
i+6,i+22⊕ (XR19

i+1&XR19
i+8)⊕ (XR19

i+5&XR19
i+12)⊕ (XR19

i+9&XR19
i+16)(XR19

i+17&

XR19
i+24)⊕ (XR19

i+21&XR19
i+4)⊕XL19

i,i+4,i+8,i+16,i+20⊕ k18
i,i+4,i+8,i+16,i+20⊕ k17

i+2,i+10,i+18⊕

k16
i,i+8,i+12,i+16⊕ k11

i+18⊕ k14
i,i+8,i+12⊕ k13

i+2,i+10⊕ k12
i,i+4,i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i

⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4

= XR19
i+6,i+22⊕ (XR19

i+1&XR19
i+8)⊕ (XR19

i+5&XR19
i+12)⊕ (XR19

i+9&XR19
i+16)

(XR19
i+17&XR19

i+24)⊕ (XR19
i+21&XR19

i+4)⊕XL19
i,i+4,i+8,i+16,i+20⊕ k18

i,i+4,i+8,i+16,i+20

⊕ k17
i+2,i+10,i+18⊕ k16

i,i+8,i+12,i+16⊕ k11
i+18⊕ k14

i,i+8,i+12⊕ k13
i+2,i+10⊕ k12

i,i+4,i+8⊕ k11
i+6⊕

k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

= F(XR20
i+6,i+22)⊕XL20

i+6,i+22⊕ k19
i+6,i+22⊕XR20

i,i+4,i+8,i+16,i+20⊕ (F(XR20
i+1)⊕XL20

i+1⊕

k19
i+1&F(XR20

i+1⊕XL20
i+8⊕ k19

i+8)⊕ (F(XR20
i+5)⊕XL20

i+5⊕ k19
i+5&F(XR20

i+12⊕XL20
i+12⊕

k19
i+12)⊕ (F(XR20

i+9)⊕XL20
i+9⊕ k19

i+9&F(XR20
i+16⊕XL20

i+16⊕ k19
i+16)⊕ (F(XR20

i+17)⊕

XL20
i+17⊕ k19

i+17&F(XR20
i ⊕XL20

i ⊕ k19
i )⊕ (F(XR20

i+21)⊕XL20
i+21⊕ k19

i+21&F(XR20
i+4

⊕XL20
i+4⊕ k19

i+4)⊕ k18
i,i+4,i+8,i+16,i+20⊕ k17

i+2,i+10,i+18⊕ k16
i,i+8,i+12,i+16⊕ k11

i+18⊕

k14
i,i+8,i+12⊕ k13

i+2,i+10⊕ k12
i,i+4,i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4
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We append one more round at the end of A.31:

XL4
i+6⊕XR4

i,i+4 = (XR20
i+7&XR20

i+14)⊕ (XR20
i+23&XR20

i+6)⊕XR20
i,i+8⊕

XR20
i,i+4,i+8,i+16,i+20⊕XL20

i+6,i+22⊕ k19
i+6,i+22⊕ ((XR20

i+2&XR20
i+9)⊕XR20

i+3⊕

XL20
i+1⊕ k19

i+1&(XR20
i+9&XR20

i+16)⊕XR20
i+10⊕XL20

i+8⊕ k19
i+8)⊕ (XR20

i+6&XR20
i+13)

⊕XR20
i+7⊕XL20

i+5⊕ k19
i+5&(XR20

i+13&XR20
i+20)⊕XR20

i+14⊕XL20
i+12⊕ k19

i+12)⊕

(XR20
i+10&XR20

i+17)⊕XR20
i+11⊕XL20

i+9⊕ k19
i+9&(XR20

i+17&XR20
i )⊕XR20

i+18⊕XL20
i+16

⊕ k19
i+16)⊕ (XR20

i+18&XR20
i+1)⊕XR20

i+19⊕XL20
i+17⊕ k19

i+17&(XR20
i+1&XR20

i+8)⊕

XR20
i+2⊕XL20

i ⊕ k19
i )⊕ (XR20

i+22&XR20
i+5)⊕XR20

i+23⊕XL20
i+21⊕ k19

i+21&

(XR20
i+5&XR20

i+12)⊕XR20
i+6⊕XL20

i+4⊕ k19
i+4)⊕ k18

i,i+4,i+8,i+16,i+20⊕ k17
i+2,i+10,i+18⊕

k16
i,i+8,i+12,i+16⊕ k11

i+18⊕ k14
i,i+8,i+12⊕ k13

i+2,i+10⊕ k12
i,i+4,i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2

⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

(A.32)
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A.9 Linear Approximation for SIMON 64

A.9.1 14-round linear approximation

The approximation for the left half:

PLi = XR12
i+6,i+22⊕XL12

i,i+4,i+8,i+16,i+20⊕ k11
i,i+4,i+8,i+16,i+20⊕ k10

i+2,i+10,i+18⊕

k9
i+2,i+10,i+14,i+18⊕ k8

i+14⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= F(XR13)i+6,i+22⊕XL13
i+6,i+22⊕XR13

i,i+4,i+8,i+16,i+20⊕ k12
i+6,i+22⊕ k11

i,i+4,i+8,i+16,i+20

⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8

⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= XR13
i+8,i+24⊕XL13

i+6,i+22⊕XR13
i,i+4,i+8,i+16,i+20⊕ k12

i+6,i+22⊕ k11
i,i+4,i+8,i+16,i+20

⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8

⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= XR13
i,i+4,i+16,i+20,i+24⊕XL13

i+6,i+22⊕ k12
i+6,i+22⊕ k11

i,i+4,i+8,i+16,i+20⊕ k10
i+2,i+10,i+18⊕

k9
i+2,i+10,i+14,i+18⊕ k8

i+14⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= F(XR14)i,i+4,i+16,i+20,i+24⊕XL14
i,i+4,i+16,i+20,i+24⊕ k13

i,i+4,i+16,i+20,i+24⊕XR14
i+6,i+22

⊕ k12
i+6,i+22⊕ k11

i,i+4,i+8,i+16,i+20⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12

⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= XR14
i+2,i+6,i+18,i+22,i+26⊕XL14

i,i+4,i+16,i+20,i+24⊕XR14
i+6,i+22⊕ k13

i,i+4,i+16,i+20,i+24

⊕ k12
i+6,i+22⊕ k11

i,i+4,i+8,i+16,i+20⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14

⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= XR14
i+2,i+18,i+26⊕XL14

i,i+4,i+16,i+20,i+24⊕ k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕

k11
i,i+4,i+8,i+16,i+20⊕ k10

i+2,i+10,i+18⊕ k9
i+2,i+10,i+14,i+18⊕ k8

i+14⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕

k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i
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The approximation for the right half:

PRi = XR11
i+6,i+22⊕XL11

i,i+4,i+8,i+16,i+20⊕ k10
i,i+4,i+8,i+16,i+20⊕ k9

i+2,i+10,i+18⊕

k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR12)i+6,i+22⊕XL12
i+6,i+22⊕ k11

i+6,i+22⊕XR12
i,i+4,i+8,i+16,i+20⊕ k10

i+12,i+20⊕

k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4

⊕ k1
i+2⊕ k0

i

= XR12
i+8,i+24,i,i+4,i+8,i+16,i+20⊕XL12

i+6,i+22⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18⊕

k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= XR12
i,i+4,i+16,i+20,i+24⊕XL12

i+6,i+22⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18⊕

k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR13)i,i+4,i+16,i+20,i+24⊕XL13
i,i+4,i+16,i+20,i+24⊕XL12

i+6,i+22⊕

k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕

k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

= XR13
i+2,i+18,i+26⊕XL13

i,i+4,i+16,i+20,i+24⊕ k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20

⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR14)i+2,i+18,i+26⊕XL14
i+2,i+18,i+26⊕ k13

i+2,i+18,i+26⊕XL13
i,i+4,i+16,i+20,i+24⊕

k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20⊕ k9

i+10,i+18⊕ k8
i+8,i+12,i+16⊕ k7

i+14⊕

k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= XR14
i,i+16,i+24,i+28⊕XL14

i+2,i+18,i+26⊕ k13
i+2,i+18,i+26⊕ k12

i,i+4,i+16,i+20,i+24⊕ k11
i+6,i+22

⊕ k10
i+12,i+20⊕ k9

i+10,i+18⊕ k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕

k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i
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A.9.1.1 Extend the 14-round linear trail by partial decryption

We append four rounds encryption and two rounds decryption to the 14-round linear trail

A.33 and A.34:

The approximation for the left half:

XL4
i = XR18

i+2,i+18,i+26⊕XL18
i,i+4,i+16,i+20,i+24⊕ k17

i,i+4,i+16,i+20,i+24⊕ k16
i+6,i+22⊕

k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18⊕ k12

i+14⊕ k11
i,i+8,i+12⊕ k10

i+2,i+10

⊕ k9
i,i+4,i+8⊕ k8

i+6⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

= F(XR19
i+2,i+18,i+26)⊕XL19

i+2,i+18,i+26⊕ k18
i+2,i+18,i+26⊕XR19

i,i+4,i+16,i+20,i+24⊕

k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18⊕

k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i

= (XR19
i+3&XR19

i+10)⊕ (XR19
i+19&XR19

i+26)⊕ (XR19
i+27&XR19

i+2)⊕XR19
i+4,i+20,i+28

⊕XR19
i,i+4,i+16,i+20,i+24⊕XL19

i+2,i+18,i+26⊕ k18
i+2,i+18,i+26⊕ k16

i+6,i+22⊕

k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18⊕ k12

i+14

⊕ k11
i,i+8,i+12⊕ k10

i+2,i+10⊕ k9
i,i+4,i+8⊕ k8

i+6⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

= (XR19
i+3&XR19

i+10)⊕ (XR19
i+19&XR19

i+26)⊕ (XR19
i+27&XR19

i+2)⊕XR19
i,i+16,i+24,i+28

⊕XL19
i+2,i+18,i+26⊕ k18

i+2,i+18,i+26⊕ k16
i+6,i+22⊕ k15

i,i+4,i+8,i+16,i+20

⊕ k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6

⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

(A.35)
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XL4
i = (F(XR20

i+3)⊕XL20
i+3⊕ k19

i+3&F(XR20
i+10)⊕XL20

i+10⊕ k19
i+10)⊕ (F(XR20

i+19)⊕XL20
i+19

⊕ k19
i+19&F(XR20

i+26)⊕XL20
i+26⊕ k19

i+26)⊕ (F(XR20
i+27)⊕XL20

i+27⊕ k19
i+27&F(XR20

i+2)⊕

XL20
i+2⊕ k19

i+2)⊕F(XR20)i,i+16,i+24,i+28⊕XL20
i,i+16,i+24,i+28⊕ k19

i,i+16,i+24,i+28

⊕XR20
i+2,i+18,i+26⊕ k18

i+2,i+18,i+26⊕ k16
i+6,i+22⊕ k15

i,i+4,i+8,i+16,i+20

⊕ k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6

⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i (F(XR20)i+3⊕XL20

i+3⊕ k19
i+3&F(XR20)i+10⊕XL20

i+10⊕ k19
i+10)

⊕ (F(XR20)i+19⊕XL20
i+19⊕ k19

i+19&F(XR20)i+26⊕XL20
i+26⊕ k19

i+26)

⊕ (F(XR20)i+27⊕XL20
i+27⊕ k19

i+27&F(XR20)i+2⊕XL20
i+2⊕ k19

i+2)

⊕F(XR20)i+4,i+20,i+28⊕XL20
i+4,i+20,i+28⊕ k19

i+4,i+20,i+28
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The approximation for the right half:

XR4
i = XR18

i,i+16,i+24,i+28⊕XL18
i+2,i+18,i+26⊕ k17

i+2,i+18,i+26⊕ k16
i,i+4,i+16,i+20,i+24⊕ k15

i+6,i+22

⊕ k14
i+12,i+20⊕ k13

i+10,i+18⊕ k12
i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,+10⊕ k8
i,i+4,i+8⊕ k7

i+6

⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i

= F(XR19
i,i+16,i+24,i+28)⊕XL19

i,i+16,i+24,i+28⊕ k18
i,i+16,i+24,i+28⊕XR19

i+2,i+18,i+26

k14
i+12,i+20⊕ k13

i+10,i+18⊕ k12
i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,+10⊕ k8
i,i+4,i+8⊕ k7

i+6

⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i

= (XR19
i+1&XR19

i+8)⊕ (XR19
i+17&XR19

i+24)⊕ (XR19
i+25&XR19

i )⊕ (XR19
i+29&XR19

i+4)

⊕XR19
i+2,i+18,i+26,i+30⊕XR19

i+2,i+18,i+26⊕XL19
i,i+16,i+24,i+28⊕ k18

i,i+16,i+24,i+28

k14
i+12,i+20⊕ k13

i+10,i+18⊕ k12
i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,+10⊕ k8
i,i+4,i+8⊕ k7

i+6

⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i

= (F(XR20)i+1⊕XL20
i+1⊕ k19

i+1&F(XR20)i+8⊕XL20
i+8⊕ k19

i+8)⊕ (F(XR20)i+17⊕XL20
i+17

⊕ k19
i+17&F(XR20)i+24⊕XL20

i+24⊕ k19
i+24)⊕ (F(XR20)i+25⊕XL20

i+25⊕ k19
i+25&F(XR20)i

⊕XL20
i ⊕ k19

i )⊕ (F(XR20)i+29⊕XL20
i+29⊕ k19

i+29&F(XR20)i+4⊕XL20
i+4⊕ k19

i+4)⊕

F(XR20)i+30⊕XL20
i+30⊕ k19

i+30⊕XR20
i,i+16,i+24,i+28⊕ k18

i,i+16,i+24,i+28⊕ k14
i+12,i+20⊕

k13
i+10,i+18⊕ k12

i+8,i+12,i+16⊕ k11
i+14⊕ k10

i,i+8,i+12⊕ k9
i+2,+10⊕ k8

i,i+4,i+8⊕ k7
i+6⊕ k6

i,i+4

⊕ k5
i+2⊕ k4

i

(A.36)

Here, we append one more round at the end of A.36 and A.36, a total of three rounds

decryption:
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The approximation for the left half:

XL4
i = ((XR20

i+4&XR20
i+11)⊕XR20

i+5⊕XL20
i+3⊕ k19

i+3&(XR20
i+11&XR20

i+18)⊕XR20
i+12⊕XL20

i+10

⊕ k19
i+10)⊕ ((XR20

i+20&XR20
i+27)⊕XR20

i+21⊕XL20
i+19⊕ k19

i+19&(XR20
i+27&XR20

i+2)⊕XR20
i+28⊕

XL20
i+26⊕ k19

i+26)⊕ ((XR20
i+28&XR20

i+3)⊕XR20
i+29⊕XL20

i+27⊕ k19
i+27&(XR20

i+3&XR20
i+10)⊕

XR20
i+4⊕XL20

i+2⊕ k19
i+2)⊕ (XR20

i+1&XR20
i+8)⊕ (XR20

i+17&XR20
i+24)⊕ (XR20

i+25&XR20
i )⊕

(XR20
i+29&XR20

i+4)⊕XR20
i+30⊕XL20

i,i+16,i+24,i+28⊕ k19
i,i+16,i+24,i+28⊕ k18

i+2,i+18,i+26⊕ k16
i+6,i+22

⊕ k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18⊕ k12

i+14⊕ k11
i,i+8,i+12⊕ k10

i+2,i+10

⊕ k9
i,i+4,i+8⊕ k8

i+6⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

= [(F(XR21)i+4⊕XL21
i+4⊕ k20

i+4)&(F(XR21)i+11⊕XL21
i+11⊕ k20

i+11)

⊕ (F(XR21)i+5⊕XL21
i+5⊕ k20

i+5⊕XR21
i+3⊕ k19

i+3]&[(F(XR21)i+11⊕XL21
i+11⊕ k20

i+11)&

(F(XR21)i+18⊕XL21
i+18⊕ k20

i+18)⊕ (F(XR21)i+12⊕XR21
i+12⊕ k20

i+12⊕XR21
i+10⊕ k19

i+10)]

⊕ [(F(XR21)i+20⊕XL21
i+20⊕ k2

i+20&F(XR21)i+27⊕XL21
i+27⊕ k20

i+27)⊕F(XR21)i+21

⊕XL21
i+21⊕ k20

i+21⊕XR21
i+19⊕ k19

i+19&(F(XR21)i+27⊕XL21
i+27⊕ k20

i+27&F(XR21)i+2

⊕XL21
i+2⊕ k20

i+2)⊕F(XR21)i+28⊕XL21
i+28⊕ k20

i+28⊕XR20
i+26⊕ k19

i+26)]⊕ [(F(XR21)i+28⊕

XL21
i+28⊕ k20

i+28&F(XR21)i+3⊕XL21
i+3⊕ k20

i+3)⊕ (F(XR21)i+29⊕XL21
i+29⊕ k20

i+29⊕XR21
i+27

⊕ k19
i+27&((F(XR21)i+3⊕XL21

i+3⊕ k20
i+3&(F(XR21)i+10⊕XL21

i+10⊕ k20
i+10)⊕ (F(XR21)i+4

⊕XL21
i+4⊕ k20

i+4⊕XL20
i+2⊕ k19

i+2)]⊕ ((F(XR21)i+1⊕XL21
i+1⊕ k20

i+1&F(XR21)i+8⊕XL21
i+8⊕

k20
i+8)⊕ ((F(XR21)i+17⊕XL21

i+17⊕ k20
i+17&F(XR21)i+24⊕XL21

i+24⊕ k20
i+24)⊕ ((F(XR21)i+25

⊕XL21
i+25⊕ k20

i+25&F(XR21)i⊕XL21
i ⊕ k20

i )⊕ ((F(XR21)i+29⊕XL21
i+29⊕ k20

i+29&

F(XR21)i+4⊕XL21
i+4⊕ k20

i+4)⊕XR20
i+30⊕XL20

i,i+16,i+24,i+28⊕ k19
i,i+16,i+24,i+28⊕ k18

i+2,i+18,i+26

⊕ k16
i+6,i+22⊕ k15

i,i+4,i+8,i+16,i+20⊕ k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12

⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i

(A.37)
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The approximation for the right half:

XR4
i = ((F(XR21)i+2⊕XL21

i+2⊕ k20
i+2&F(XR21)i+9⊕XL21

i+9⊕ k20
i+9)⊕F(XR21)i+3

⊕XL21
i+3⊕ k20

i+3⊕XR21
i+1⊕ k19

i+1&(F(XR21)i+9⊕XL21
i+9⊕ k20

i+9&F(XR21)i+16⊕

XL21
i+16⊕ k20

i+16⊕XR20
i+10)⊕XR21

i+8⊕ k19
i+8)⊕ ((F(XR21)i+18⊕XL21

i+18⊕ k20
i+18&

F(XR21)i+25⊕XL21
i+25⊕ k20

i+25)⊕F(XR21)i+19⊕XL21
i+19⊕ k20

i+19⊕XR21
i+17⊕ k19

i+17&

(F(XR21)i+25⊕XL21
i+25⊕ k20

i+25&F(XR21)i⊕XL21
i ⊕ k20

i )⊕F(XR21)i+26⊕XL21
i+26

⊕ k20
i+26⊕XR21

i+24⊕ k19
i+24)⊕ ((F(XR21)i+26⊕XL21

i+26⊕ k20
i+26&F(XR21)i+1⊕XL21

i+1⊕

k20
i+1)⊕F(XR21)i+27⊕XL21

i+27⊕ k20
i+27⊕XR21

i+25⊕ k19
i+25&(F(XR21)i+1⊕XL21

i+1⊕ k20
i+1

&F(XR21)i+8⊕XL21
i+8⊕ k20

i+8)⊕F(XR21)i+2⊕XL21
i+2⊕ k20

i+2⊕XR21
i

⊕ k19
i )⊕ ((F(XR21)i+30⊕XL21

i+30⊕ k20
i+30&F(XR21)i+5⊕XL21

i+5⊕ k20
i+5)

⊕F(XR21)i+31⊕XL21
i+31⊕ k20

i+31⊕XR21
i+29⊕ k19

i+29&(F(XR21)i+5⊕XL21
i+5

⊕ k20
i+5&F(XR21)i+12⊕XL21

i+12⊕ k20
i+12)⊕F(XR21)i+6⊕XL21

i+6⊕ k20
i+6

⊕XR21
i+4⊕ k19

i+4)⊕ (F(XR21)i+31⊕XL21
i+31⊕ k20

i+31&F(XR21)i+6⊕XL21
i+6

⊕ k20
i+6)⊕XR21

i+30⊕ k19
i+30⊕XR20

i+16,i+24,i+28⊕ k18
i,i+16,i+24,i+28

(A.38)
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We append one more round at the end of A.37, a total of four rounds decryption:

XL4
i = [((XR21

i+5&XR21
i+12)⊕XR21

i+6⊕XL21
i+4⊕ k20

i+4)&((XR21
i+12&XR21

i+19)⊕XR21
i+13⊕

XL21
i+11⊕ k20

i+11⊕ ((XR21
i+6&XR21

i+13)⊕XR21)i+7⊕XL21
i+5⊕ k20

i+5⊕XR21
i+3⊕ k19

i+3]

&[(((XR21
i+12&XR21

i+19)⊕XR21
i+13⊕XL21

i+11⊕ k20
i+11)&(XR21

i+19&XR21
i+26)⊕XR21

i+20

⊕XL21
i+18⊕ k20

i+18)⊕ (XR21
i+13&XR21

i+20)⊕XR21
i+14⊕XR21

i+12⊕ k20
i+12⊕XR21

i+10⊕ k19
i+10)]

⊕ [((XR21
i+21&XR21

i+28)⊕XR21
i+22⊕XL21

i+20⊕ k2
i+20&(XR21

i+28&XR21
i+3)⊕XR21

i+29⊕

XL21
i+27⊕ k20

i+27)⊕ (XR21
i+22&XR21

i+29)⊕XR21)i+23⊕XL21
i+21⊕ k20

i+21⊕XR21
i+19⊕ k19

i+19

&(XR21
i+28&XR21

i+3)⊕XR21
i+29⊕XL21

i+27⊕ k20
i+27&(XR21

i+3&XR21
i+10)⊕XR21)i+4⊕

XL21
i+2⊕ k20

i+2)⊕ (XR21
i+29&XR21

i+4)⊕XR21
i+30⊕XL21

i+28⊕ k20
i+28⊕XR20

i+26⊕ k19
i+26)]

⊕ [((XR21
i+29&XR21

i+4)⊕XR21
i+30⊕XL21

i+28⊕ k20
i+28&(XR21

i+4&XR21
i+11)⊕XR21

i+5⊕XL21
i+3

⊕ k20
i+3)⊕ (XR21

i+30&XR21
i+5)⊕XR21

i+31⊕XL21
i+29⊕ k20

i+29⊕XR21
i+27⊕ k19

i+27

&(((XR21
i+4&XR21

i+11)⊕XR21
i+5⊕XL21

i+3⊕ k20
i+3&(XR21

i+11&XR21
i+18)⊕XR21

i+30⊕XL21
i+10

⊕ k20
i+10)⊕ ((XR21

i+5&XR21
i+12)⊕XR21

i+6⊕XL21
i+4⊕ k20

i+4⊕XL20
i+2⊕ k19

i+2)]

⊕ (((XR21
i+2&XR21

i+9)⊕XR21
i+3⊕XL21

i+1⊕ k20
i+1&(XR21

i+9&XR21
i+16)⊕XR21

i+10⊕XL21
i+8

⊕ k20
i+8)⊕ (((XR21

i+18&XR21
i+25)⊕XR21

i+19⊕XL21
i+17⊕ k20

i+17&(XR21
i+25&XR21

i )⊕XR21
i+26

⊕XL21
i+24⊕ k20

i+24)⊕ (((XR21
i+26&XR21)i+1)⊕XR21

i+27⊕XL21
i+25⊕ k20

i+25&(XR21
i+1&

XR21
i+8)⊕XR21

i+2⊕XL21
i ⊕ k20

i )⊕ (((XR21
i+30&XR21

i+5)⊕XR21
i+31⊕XL21

i+29⊕ k20
i+29&

(XR21
i+5&XR21

i+12)⊕XR21
i+6⊕XL21

i+4⊕ k20
i+4)⊕XR20

i+30⊕XL20
i,i+16,i+24,i+28⊕

k19
i,i+16,i+24,i+28⊕ k18

i+2,i+18,i+26⊕ k16
i+6,i+22⊕ k15

i,i+4,i+8,i+16,i+20⊕ k14
i+2,i+10,i+18⊕

k13
i+2,i+10,i+14,i+18⊕ k12

i+14⊕ k11
i,i+8,i+12⊕ k10

i+2,i+10⊕ k9
i,i+4,i+8⊕ k8

i+6⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

(A.39)
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We append one more round of decryption at the end of A.38:

XR4
i = ((XR21

i+3&XR21
i+10)⊕XR21

i+4⊕XL21
i+2⊕ k20

i+2&(XR21
i+10&XR21

i+17)⊕XR21
i+11⊕XL21

i+9

⊕ k20
i+9)⊕ (XR21

i+4&XR21
i+11)⊕XR21

i+5⊕XL21
i+3⊕ k20

i+3⊕XR21
i+1⊕ k19

i+1&((XR21
i+10&XR21

i+17)⊕

XR21
i+11⊕XL21

i+9⊕ k20
i+9&(XR21

i+17&XR21
i+24)⊕XR21

i+18⊕XL21
i+16⊕ k20

i+16⊕XR20
i+10)⊕XR21

i+8

⊕ k19
i+8)⊕ (((XR21

i+19&XR21
i+26)⊕XR21

i+20⊕XL21
i+18⊕ k20

i+18&(XR21
i+26&XR21

i+2)⊕XR21
i+27⊕

XL21
i+25⊕ k20

i+25)⊕ (XR21
i+20&XR21

i+27)⊕XR21
i+21⊕XL21

i+19⊕ k20
i+19⊕XR21

i+17⊕ k19
i+17&((XR21

i+26

&XR21
i+1)⊕XR21

i+27⊕XL21
i+25⊕ k20

i+25&(XR21
i+1&XR21

i+8)⊕XR21
i+2⊕XL21

i ⊕ k20
i )⊕ (XR21

i+27&

XR21
i+2)⊕XR21

i+28⊕XL21
i+26⊕ k20

i+26⊕XR21
i+24⊕ k19

i+24)⊕ (((XR21
i+27&XR21

i+2)⊕XR21
i+28⊕XL21

i+26

⊕ k20
i+26&(XR21

i+2&XR21
i+9)⊕XR21

i+3⊕XL21
i+1⊕ k20

i+1)⊕ (XR21
i+28&XR21

i+4)⊕XR21
i+29⊕XL21

i+27⊕

k20
i+27⊕XR21

i+25⊕ k19
i+25&((XR21

i+2&XR21
i+9)⊕XR21

i+3⊕XL21
i+1⊕ k20

i+1&(XR21
i+9&XR21

i+16)⊕XR21
i+10

⊕XL21
i+8⊕ k20

i+8)⊕ (XR21
i+3&XR21

i+10)⊕XR21
i+4⊕XL21

i+2⊕ k20
i+2⊕XR21

i ⊕ k19
i )⊕ (((XR21

i+31&

XR21
i+6)⊕XR21

i ⊕XL21
i+30⊕ k20

i+30&(XR21
i+6&XR21

i+13)⊕XR21
i+7⊕XL21

i+5⊕ k20
i+5)⊕ (XR21

i &

XR21
i+7)⊕XR21

i+1⊕XL21
i+31⊕ k20

i+31⊕XR21
i+29⊕ k19

i+29&((XR21
i+6&XR21

i+13)⊕XR21
i+7⊕XL21

i+5

⊕ k20
i+5&(XR21

i+13&XR21
i+20)⊕XR21

i+14⊕XL21
i+12⊕ k20

i+12)⊕ (XR21
i+7&XR21

i+14)⊕XR21
i+8⊕XL21

i+6

⊕ k20
i+6⊕XR21

i+4⊕ k19
i+4)⊕ ((XR21

i &XR21
i+7)⊕XR21

i+1⊕XL21
i+31⊕ k20

i+31&(XR21
i+7&XR21

i+14)⊕

XR21
i+8⊕XL21

i+6⊕ k20
i+6)⊕XR21

i+30⊕ k19
i+30⊕XR20

i+16,i+24,i+28⊕ k18
i,i+16,i+24,i+28

(A.40)
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A.10 Improved Linear Approximations for SIMON 64

A.10.1 16-round, 17-round and 18-round Linear Expressions for SIMON 64

The 16-round linear approximation:

PLi+14⊕PRi,i+8,i+12 = XR1
i+14⊕F(XR1

i,i+8,i+12)⊕XL1
i,i+8,i+12⊕ k0

i,i+8,i+12

= XR1
i+14⊕XR1

i+2,i+10,i+14⊕XL1
i,i+8,i+12⊕ k0

i,i+8,i+12

= XR1
i+2,i+10⊕XL1

i,i+8,i+12⊕ k0
i,i+8,i+12

= F(XR2
i+2,i+10)⊕XL2

i+2,i+10⊕ k1
i+2,i+10⊕XR2

i,i+8,i+12⊕ k0
i,i+8,i+12

= XR2
i+4,i+12⊕XL2

i+2,i+10⊕ k1
i+2,i+10⊕XR2

i,i+8,i+12⊕ k0
i,i+8,i+12

= XR2
i,i+4,i+8⊕XL2

i+2,i+10⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR3
i,i+4,i+8)⊕XL3

i,i+4,i+8⊕ k2
i,i+4,i+8⊕XR3

i+2,i+10⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR3
i+2,i+6,i+10⊕XL3

i,i+4,i+8⊕ k2
i,i+4,i+8⊕XR3

i+2,i+10⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR3
i+6⊕XL3

i,i+4,i+8⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= F(XR4
i+6)⊕XL4

i+6⊕ k3
i+6⊕XR4

i,i+4,i+8⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR4
i+8⊕XL4

i+6⊕ k3
i+6⊕XR4

i,i+4,i+8⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR4
i,i+4⊕XL4

i+6⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR5
i,i+4)⊕XL5

i,i+4⊕ k4
i,i+4⊕XR5

i+6⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR5
i+2,i+6⊕XL5

i,i+4⊕ k4
i,i+4⊕XR5

i+6⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR5
i+2⊕XL5

i,i+4⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= F(XR6
i+2)⊕XL6

i+2⊕ k5
i+2⊕XR6

i,i+4⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10

⊕ k0
i,i+8,i+12

= XR6
i+4⊕XL6

i+2⊕ k5
i+2⊕XR6

i,i+4⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10

⊕ k0
i,i+8,i+12
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PLi+14⊕PRi,i+8,i+12 = XR6
i ⊕XL6

i+2⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10

⊕ k0
i,i+8,i+12

= F(XR7
i )⊕XL7

i ⊕ k6
i ⊕XR7

i+2⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕

k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR7
i+2⊕XL7

i ⊕ k6
i ⊕XR7

i+2⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕

k1
i+2,i+10⊕ k0

i,i+8,i+12

= XL7
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR9
i )⊕XL9

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR9
i+2⊕XL9

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR10)i+2⊕XL10
i+2⊕ k9

i+2⊕XR10
i ⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8

⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR10
i,i+4⊕XL10

i+2⊕ k9
i+2⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8

⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR11
i,i+4)⊕XL11

i,i+4⊕ k10
i,i+4⊕XR11

i+2⊕ k9
i+2⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6

⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR11
i+2,i+6⊕XL11

i,i+4⊕ k10
i,i+4⊕XR11

i+2⊕ k9
i+2⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6

⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR11
i+6⊕XL11

i,i+4⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6

⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= F(XR12
i+6)⊕XL12

i+6⊕ k11
i+6⊕XR12

i,i+4⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

207



PLi+14⊕PRi,i+8,i+12 = XR12
i,i+4,i+8⊕XL12

i+6⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4

⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR13
i,i+4,i+8)⊕XL13

i,i+4,i+8⊕ k12
i,i+4,i+8⊕XR13

i+6⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k8

i

⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR13
i+2,i+6,i+10⊕XL13

i,i+4,i+8⊕ k12
i+8⊕XR13

i+6⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k8

i

⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR13
i+2,i+10⊕XL13

i,i+4,i+8⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i

⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= F(XR14
i+2,i+10)⊕XL14

i+2,i+10⊕ k13
i+2,i+10⊕XR14

i,i+4,i+8⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2

⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR14
i+4,i+12⊕XL14

i+2,i+10⊕ k13
i+2,i+10⊕XR14

i,i+4,i+8⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2

⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR14
i,i+8,i+12⊕XL14

i+2,i+10⊕ k13
i+2,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2

⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR15
i,i+8,i+12)⊕XL15

i,i+8,i+12⊕ k14
i,i+8,i+12⊕XR15

i+2,i+10⊕ k13
i+2,i+10⊕ k12

i+8⊕ k11
i+6

⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR15
i+2,i+10,i+14⊕XL15

i,i+8,i+12⊕ k14
i,i+8,i+12⊕XR15

i+2,i+10⊕ k13
i+2,i+10⊕ k12

i+8⊕ k11
i+6

⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR15
i+14⊕XL15

i,i+8,i+12⊕ k14
i,i+8,i+12⊕ k13

i+2,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4

⊕ k9
i+2⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= F(XR16
i+14)⊕XL16

i+14⊕ k15
i+14⊕XR16

i,i+8,i+12⊕ k14
i,i+8,i+12⊕ k13

i+2,i+10⊕ k12
i+8⊕ k11

i+6⊕

k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

(A.41)
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PLi+14⊕PRi,i+8,i+12 = XR16
i,i+8,i+12,i+16⊕XL16

i+14⊕ k15
i+14⊕ k14

i,i+8,i+12⊕ k13
i+2,i+10⊕

k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

The 17-round linear approximation:

PLi+14⊕PRi,i+8,i+12 = XR16
i,i+8,i+12,i+16⊕XL16

i+14⊕ k15
i+14⊕ k14

i,i+8,i+12⊕ k13
i+2,i+10⊕

k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8

⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR17
i,i+8,i+12,i+16)⊕XL17

i,i+8,i+12,i+16⊕ k16
i,i+8,i+12,i+16⊕XR17

i+14⊕ k15
i+14

⊕ k14
i,i+8,i+12⊕ k13

i+2,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2

⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR17
i+2,i+10,i+18⊕XL17

i,i+8,i+12,i+16⊕ k16
i,i+8,i+12,i+16⊕ k15

i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+10

⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕

k1
i+2,i+10⊕ k0

i,i+8,i+12

(A.42)

The 18-round linear approximation:

PLi+14⊕PRi,i+8,i+12 = F(XR18
i+2,i+10,i+18)⊕XL18

i+2,i+10,i+18⊕ k17
i+2,i+10,i+18⊕

XR18
i,i+8,i+12,i+16⊕ k16

i,i+8,i+12,i+16⊕ k15
i+14⊕ k14

i,i+8,i+12⊕ k13
i+2,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4

⊕ k9
i+2⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR18
i,i+4,i+8,i+16,i+20⊕XL18

i+2,i+10,i+18⊕ k17
i+2,i+10,i+18⊕ k16

i,i+8,i+12,i+16⊕ k15
i+14⊕

k14
i,i+8,i+12⊕ k13

i+2,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

(A.43)
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A.10.2 Extend 16-round Linear Attack by Partial Decryption

We append four rounds before and two rounds after to the 16-round linear trail A.41:

XL4
i+14⊕XR4

i,i+8,i+12 = XR20
i,i+8,i+12,i+16⊕XL20

i+14⊕ k19
i+14⊕ k18

i,i+8,i+12⊕ k17
i+2,i+10⊕ k16

i+8

⊕ k15
i+6⊕ k14

i,i+4⊕ k13
i+2⊕ k12

i ⊕ k10
i ⊕ k9

i+2⊕ k8
i,i+4⊕ k7

i+6⊕ k6
i,i+4,i+8⊕ k5

i+2,i+10⊕ k4
i,i+8,i+12

= F(XR21
i,i+8,i+12,i+16)⊕XL21

i,i+8,i+12,i+16⊕ k20
i,i+8,i+12,i+16⊕XR21

i+14⊕ k19
i+14⊕

k18
i,i+8,i+12⊕ k17

i+2,i+10⊕ k16
i+8⊕ k15

i+6⊕ k14
i,i+4⊕ k13

i+2⊕ k12
i ⊕ k10

i ⊕ k9
i+2⊕

k8
i,i+4⊕ k7

i+6⊕ k6
i,i+4,i+8⊕ k5

i+2,i+10⊕ k4
i,i+8,i+12

= (XR21
i+1&XR21

i+8)⊕ (XR21
i+9&XR21

i+16)⊕ (XR21
i+13&XR21

i+20)⊕ (XR21
i+17&XR21

i+24)⊕

XR21
i+2,i+10,i+14,i+18⊕XL21

i,i+8,i+12,i+16⊕XR21
i+14⊕ k20

i,i+8,i+12,i+16⊕ k19
i+14⊕

k18
i,i+8,i+12⊕ k17

i+2,i+10⊕ k16
i+8⊕ k15

i+6⊕ k14
i,i+4⊕ k13

i+2⊕ k12
i ⊕ k10

i ⊕ k9
i+2⊕

k8
i,i+4⊕ k7

i+6⊕ k6
i,i+4,i+8⊕ k5

i+2,i+10⊕ k4
i,i+8,i+12

(A.44)
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XL4
i+14⊕XR4

i,i+8,i+12 = (F(XR22
i+1)⊕XL22

i+1⊕ k21
i+1&F(XR22

i+8)⊕XL22
i+8⊕ k21

i+8)⊕

(F(XR22
i+9)⊕XL22

i+9⊕ k21
i+9&F(XR22

i+16)⊕XL22
i+16⊕ k21

i+16)⊕ (F(XR22
i+13)⊕XL22

i+13

⊕ k21
i+13&F(XR22

i+20)⊕XL22
i+20⊕ k21

i+20)⊕ (F(XR22
i+17)⊕XL22

i+17⊕ k21
i+17&F(XR22

i+24)

⊕XL22
i+24⊕ k21

i+24)⊕F(XR22
i+2,i+10,i+18)⊕XL22

i+2,i+10,i+18⊕ k21
i+2,i+10,i+18⊕

XR22
i,i+8,i+12,i+16⊕ k20

i,i+8,i+12,i+16⊕ (F(XR22
i+1)⊕XL22

i+1⊕ k21
i+1&F(XR22

i+8)⊕XL22
i+8

⊕ k21
i+8)⊕ (F(XR22

i+9)⊕XL22
i+9⊕ k21

i+9&F(XR22
i+16)⊕XL22

i+16⊕ k21
i+16)⊕ (F(XR22

i+13)⊕

XL22
i+13⊕ k21

i+13&F(XR22
i+20)⊕XL22

i+20⊕ k21
i+20)⊕ (F(XR22

i+17)⊕XL22
i+17⊕ k21

i+17&

F(XR22
i+24)⊕XL22

i+24⊕ k21
i+24)⊕ (XR22

i+3&XR22
i+10)⊕ (XR22

i+11&XR22
i+18)⊕ (XR22

i+19&

XR22
i+26)⊕XR22

i+4,i+12,i+20⊕XL22
i+2,i+10,i+18⊕ k21

i+2,i+10,i+18⊕XR22
i,i+8,i+12,i+16⊕

k20
i,i+8,i+12,i+16⊕ k19

i+14⊕ k18
i,i+8,i+12⊕ k17

i+2,i+10⊕ k16
i+8⊕ k15

i+6⊕ k14
i,i+4⊕ k13

i+2⊕ k12
i ⊕ k10

i

⊕ k9
i+2⊕ k8

i,i+4⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12

We append one more round decryption to equation A.44:

XL4
i+14⊕XR4

i,i+8,i+12 = ((XR22
i+2&XR22

i+9)⊕XR22
i+3⊕XL22

i+1⊕ k21
i+1&(XR22

i+9&XR22
i+16)⊕

XR22
i+10⊕XL22

i+8⊕ k21
i+8)⊕ ((XR22

i+10&XR22
i+17)⊕XR22

i+11⊕XL22
i+9⊕ k21

i+9&(XR22
i+17&

XR22
i+24)⊕XR22

i+18⊕XL22
i+16⊕ k21

i+16)⊕ ((XR22
i+14&XR22

i+21)⊕XR22
i+15⊕XL22

i+13⊕ k21
i+13&

(XR22
i+21&XR22

i+28)⊕XR22
i+22⊕XL22

i+20⊕ k21
i+20)⊕ ((XR22

i+18&XR22
i+25)⊕XR22

i+19⊕XL22
i+17⊕

k21
i+17&(XR22

i+25&XR22
i+31)⊕XR22

i+26⊕XL22
i+24⊕ k21

i+24)⊕ (XR22
i+3&XR22

i+10)⊕

(XR22
i+11&XR22

i+18)⊕ (XR22
i+19&XR22

i+26)⊕XR23
i+2,i+10,i+18⊕ k21

i+2,i+10,i+18⊕

XR22
i,i+4,i+8,i+16,i+20⊕ k20

i,i+8,i+12,i+16⊕ k19
i+14⊕ k18

i,i+8,i+12⊕ k17
i+2,i+10⊕ k16

i+8⊕ k15
i+6⊕ k14

i,i+4

⊕ k13
i+2⊕ k12

i ⊕ k10
i ⊕ k9

i+2⊕ k8
i,i+4⊕ k7

i+6⊕ k6
i,i+4,i+8⊕ k5

i+2,i+10⊕ k4
i,i+8,i+12

(A.45)
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A.10.3 Extend 21-round Linear Attack by Partial Decryption

We append four rounds encryption and three rounds decryption to the 17-round linear trail

A.42:

XL4
i+14⊕XR4

i,i+8,i+12 = XR21
i+2,i+10,i+18⊕XL21

i,i+8,i+12,i+16⊕ k20
i,i+8,i+12,i+16⊕ k19

i+14⊕

k18
i,i+8,i+12⊕ k17

i+2,i+10⊕ k16
i+8⊕ k15

i+6⊕ k14
i,i+4⊕ k13

i+2⊕ k12
i ⊕ k10

i ⊕ k9
i+2⊕ k8

i,i+4⊕ k7
i+6⊕

k6
i,i+4,i+8⊕ k5

i+2,i+10⊕ k4
i,i+8,i+12

= F(XR22
i+2,i+10,i+18)⊕XL22

i+2,i+10,i+18⊕ k21
i+2,i+10,i+18⊕XR22

i,i+8,i+12,i+16

= (XR22
i+3&XR22

i+10)⊕ (XR22
i+11&XR22

i+18)⊕ (XR22
i+19&XR22

i+26)⊕

XL22
i+2,i+10,i+18⊕XR22

i+4,i+12,i+20⊕XR22
i,i+8,i+12,i+16⊕ k21

i+2,i+10,i+18⊕ k20
i,i+8,i+12,i+16

⊕ k19
i+14⊕ k18

i,i+8,i+12⊕ k17
i+2,i+10⊕ k16

i+8⊕ k15
i+6⊕ k14

i,i+4⊕ k13
i+2⊕ k12

i ⊕ k10
i

⊕ k9
i+2⊕ k8

i,i+4⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12

(A.46)
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XL4
i+14⊕XR4

i,i+8,i+12 = (F(XR23
i+3)⊕XL23

i+3⊕ k22
i+3&F(XR23

i+10)⊕XL23
i+10⊕ k22

i+10)

⊕ (F(XR23
i+11)⊕XL23

i+11⊕ k22
i+11&F(XR23

i+18)⊕XL23
i+18⊕ k22

i+18)⊕ (F(XR23
i+19)⊕XL23

i+19

⊕ k22
i+19&F(XR23

i+26)⊕XL23
i+26⊕ k22

i+26)⊕XL22
i+2,i+10,i+18⊕ k21

i+2,i+10,i+18⊕

XR22
i,i+4,i+8,i+16,i+20k20

i,i+8,i+12,i+16⊕ k19
i+14⊕ k18

i,i+8,i+12⊕ k17
i+2,i+10⊕ k16

i+8⊕ k15
i+6

⊕ k14
i,i+4⊕ k13

i+2⊕ k12
i ⊕ k10

i ⊕ k9
i+2⊕ k8

i,i+4⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12

= ((F(XR23
i+3)⊕XL23

i+3⊕ k22
i+3&F(XR23

i+10)⊕XL23
i+10⊕ k22

i+10)⊕ (F(XR23
i+11)

⊕XL23
i+11⊕ k22

i+11&F(XR23
i+18)⊕XL23

i+18⊕ k22
i+18)⊕ (F(XR23

i+19)⊕XL23
i+19

⊕ k22
i+19&F(XR23

i+26)⊕XL23
i+26⊕ k22

i+26)⊕XL22
i+2,i+10,i+18⊕F(XR23

i,i+4,i+8,i+16,i+20)

⊕XL23
i,i+4,i+8,i+16,i+20⊕ k22

i,i+4,i+8,i+16,i+20⊕ k21
i+2,i+10,i+18⊕ k20

i,i+8,i+12,i+16

⊕ k19
i+14⊕ k18

i,i+8,i+12⊕ k17
i+2,i+10⊕ k16

i+8⊕ k15
i+6⊕ k14

i,i+4⊕ k13
i+2⊕ k12

i ⊕ k10
i

⊕ k9
i+2⊕ k8

i,i+4⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12

= (((XR23
i+4&XR23

i+11)⊕XR23
i+5⊕XL23

i+3⊕ k22
i+3&(XR23

i+11&XR23
i+18)⊕XR23

i+12⊕XL23
i+10

⊕ k22
i+10)⊕ ((XR23

i+12&XR23
i+19)⊕XR23

i+13⊕XL23
i+11⊕ k22

i+11&(XR23
i+19&XR23

i+26)⊕XR23
i+20

⊕XL23
i+18⊕ k22

i+18)⊕ ((XR23
i+20&XR23

i+27)⊕XR23
i+21⊕XL23

i+19⊕ k22
i+19&(XR23

i+27&XR23
i+2)⊕

XR23
i+28⊕XL23

i+26⊕ k22
i+26)⊕ (XR23

i+1&XR23
i+8)⊕ (XR23

i+5&XR23
i+12)⊕ (XR23

i+9&XR23
i+16)⊕

(XR23
i+17&XR23

i+24)⊕ (XR23
i+21&XR23

i+28)⊕XR23
i+6,i+22⊕XL23

i,i+4,i+8,i+16,i+20⊕

k21
i+2,i+10,i+18⊕ k20

i,i+8,i+12,i+16⊕ k19
i+14⊕ k18

i,i+8,i+12⊕ k17
i+2,i+10⊕ k16

i+8⊕ k15
i+6⊕ k14

i,i+4

⊕ k13
i+2⊕ k12

i ⊕ k10
i ⊕ k9

i+2⊕ k8
i,i+4⊕ k7

i+6⊕ k6
i,i+4,i+8⊕ k5

i+2,i+10⊕ k4
i,i+8,i+12
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A.10.4 Extend 22-round Linear Attack by Partial Decryption

We append four rounds encryption and three rounds decryption to the 18-round linear trail

A.41:

XL4
i+14⊕XR4

i,i+8,i+12 = XR22
i,i+4,i+8,i+16,i+20⊕XL22

i+2,i+10,i+18⊕ k21
i+2,i+10,i+18⊕

k20
i,i+8,i+12,i+16⊕ k19

i+14⊕ k18
i,i+8,i+12⊕ k17

i+2,i+10⊕ k16
i+8⊕ k15

i+6⊕ k14
i,i+4⊕ k13

i+2⊕

k12
i ⊕ k10

i ⊕ k9
i+2⊕ k8

i,i+4⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12

= F(XR23
i,i+4,i+8,i+16,i+20)⊕XL23

i,i+4,i+8,i+16,i+20⊕XR23
i+2,i+10,i+18⊕

k22
i,i+4,i+8,i+16,i+20⊕ k21

i+2,i+10,i+18⊕ k20
i,i+8,i+12,i+16⊕ k19

i+14⊕ k18
i,i+8,i+12⊕

k17
i+2,i+10⊕ k16

i+8⊕ k15
i+6⊕ k14

i,i+4⊕ k13
i+2⊕ k12

i ⊕ k10
i ⊕ k9

i+2

⊕ k8
i,i+4⊕ k7

i+6⊕ k6
i,i+4,i+8⊕ k5

i+2,i+10⊕ k4
i,i+8,i+12

= (XR23
i+1&XR23

i+8)⊕ (XR23
i+5&XR23

i+12)⊕ (XR23
i+9&XR23

i+16)⊕

(XR23
i+17&XR23

i+24)⊕ (XR23
i+21&XR23

i+28)⊕XR23
i+2,i+6,i+10,i+18,i+22⊕

XL23
i,i+4,i+8,i+16,i+20⊕XR23

i+2,i+10,i+18⊕ k22
i,i+4,i+8,i+16,i+20⊕ k21

i+2,i+10,i+18⊕

k20
i,i+8,i+12,i+16⊕ k19

i+14⊕ k18
i,i+8,i+12⊕ k17

i+2,i+10⊕ k16
i+8⊕ k15

i+6⊕ k14
i,i+4⊕ k13

i+2⊕

k12
i ⊕ k10

i ⊕ k9
i+2⊕ k8

i,i+4⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12

(A.47)
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XL4
i+14⊕XR4

i,i+8,i+12 = (F(XR24
i+1)⊕XL24

i+1⊕ k23
i+1&F(XR24

i+8)⊕XL24
i+8⊕

k23
i+8)⊕ (XR24

i+5)⊕XL24
i+5⊕ k23

i+5&F(XR24
i+12)⊕XL24

i+12

⊕ k23
i+12)(F(XR24

i+9)⊕XL24
i+9⊕ k23

i+9&F(XR24
i+16)⊕XL24

i+16

⊕ k23
i+16)⊕ (F(XR24

i+17)⊕XL24
i+17⊕ k23

i+17&F(XR24
i+24)⊕

XL24
i+24⊕ k23

i+24)⊕ (F(XR24
i+21)⊕XL24

i+21⊕ k23
i+21&F(XR24

i+28)

⊕XL24
i+28⊕ k23

i+28)⊕XR24
i,i+4,i+8,i+16,i+20⊕F(XR24

i+6,i+22)⊕XL24
i+6,i+22⊕

k22
i,i+4,i+8,i+16,i+20⊕ k21

i+2,i+10,i+18⊕ k20
i,i+8,i+12,i+16⊕ k19

i+14⊕ k18
i,i+8,i+12⊕

k17
i+2,i+10⊕ k16

i+8⊕ k15
i+6⊕ k14

i,i+4⊕ k13
i+2⊕ k12

i ⊕ k10
i ⊕ k9

i+2

⊕ k8
i,i+4⊕ k7

i+6⊕ k6
i,i+4,i+8⊕ k5

i+2,i+10⊕ k4
i,i+8,i+12

= ((XR24
i+2&XR24

i+9)⊕XR24
i+3⊕XL24

i+1⊕ k23
i+1&(XR24

i+9&XR24
i+16)⊕XR24

i+10⊕

XL24
i+8⊕ k23

i+8)⊕ (XR24
i+6&XR24

i+13)⊕XR24
i+7⊕XL24

i+5⊕ k23
i+5&

(XR24
i+13&XR24

i+20)⊕XR24
i+14⊕XL24

i+12⊕ k23
i+12)⊕ ((XR24

i+10&XR24
i+17)⊕XR24

i+11⊕

XL24
i+9⊕ k23

i+9&(XR24
i+17&XR24

i+24)⊕XR24
i+18⊕XL24

i+16⊕ k23
i+16)⊕ ((XR24

i+18&

XR24
i+25)⊕XR24

i+19⊕XL24
i+17⊕ k23

i+17&(XR24
i+25&XR24

i )⊕XR24
i+26⊕XL24

i+24⊕

k23
i+24)⊕ ((XR24

i+22&XR24
i+29)⊕XR24

i+23⊕XL24
i+21⊕ k23

i+21&(XR24
i+29&XR24

i+4)⊕

XR24
i+30⊕XL24

i+28⊕ k23
i+28)⊕XR24

i,i+4,i+8,i+16,i+20⊕XL24
i+6,i+22⊕ k23

i+6,i+22⊕ (XR24
i+7&

XR24
i+14)⊕XR24

i+8⊕ (XR24
i+23&XR24

i+30)⊕XR24
i+24⊕ k22

i,i+4,i+8,i+16,i+20⊕ k21
i+2,i+10,i+18

⊕ k20
i,i+8,i+12,i+16⊕ k19

i+14⊕ k18
i,i+8,i+12⊕ k17

i+2,i+10⊕ k16
i+8⊕ k15

i+6⊕ k14
i,i+4⊕ k13

i+2⊕ k12
i ⊕ k10

i

⊕ k9
i+2⊕ k8

i,i+4⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12
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A.11 Linear Approximation for SIMON 96

A.11.1 15-Round Approximation Using a Single Super Round

We extend the 14-round linear trails for the left and right halves (Eq. A.33, Eq. A.34) into

15-round linear approximation (Eq.A.48 and A.49) with biases=2−37 and 2−41.

PLi = XR14
i+2,i+18,i+26⊕XL14

i,i+4,i+16,i+20,i+24⊕ k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕

k11
i,i+4,i+8,i+16,i+20⊕ k10

i+2,i+10,i+18⊕ k9
i+2,i+10,i+14,i+18⊕ k8

i+14⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕

k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= F(XR15
i+2,i+18,i+26)⊕XL15

i+2,i+18,i+26⊕ k14
i+2,i+18,i+26⊕XR15

i,i+4,i+16,i+20,i+24⊕

k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕ k11
i,i+4,i+8,i+16,i+20⊕ k10

i+2,i+10,i+18⊕ k9
i+2,i+10,i+14,i+18

⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= XR15
i,i+16,i+24,i+28⊕XL15

i+2,i+18,i+26⊕ k14
i+2,i+18,i+26⊕ k13

i,i+4,i+16,i+20,i+24

⊕ k12
i+6,i+22⊕ k11

i,i+4,i+8,i+16,i+20⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕

k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

(A.48)

The approximation for the right half::

PRi = XR14
i,i+16,i+24,i+28⊕XL14

i+2,i+18,i+26⊕ k13
i+2,i+18,i+26⊕ k12

i,i+4,i+16,i+20,i+24⊕ k11
i+6,i+22

⊕ k10
i+12,i+20⊕ k9

i+10,i+18⊕ k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR15
i,i+16,i+24,i+28)⊕XL15

i,i+16,i+24,i+28⊕ k14
i,i+16,i+24,i+28⊕XL14

i+2,i+18,i+26⊕

k13
i+2,i+18,i+26⊕ k12

i,i+4,i+16,i+20,i+24⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕

k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i
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= XR15
i+2,i+18,i+26,i+30⊕XL15

i,i+16,i+24,i+28⊕ k14
i,i+16,i+24,i+28⊕XR15

i+2,i+18,i+26⊕

k13
i+2,i+18,i+26⊕ k12

i,i+4,i+16,i+20,i+24⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕

k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

= XR15
i+30⊕XL15

i,i+16,i+24,i+28⊕ k14
i,i+16,i+24,i+28⊕ k13

i+2,i+18,i+26⊕ k12
i,i+4,i+16,i+20,i+24

⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14

⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

(A.49)

A.11.2 16-Round Approximation Using a Single Super Round

PLi = F(XR16
i,i+16,i+24,i+28)⊕XL16

i,i+16,i+24,i+28⊕ k15
i,i+16,i+24,i+28⊕XR16

i+2,i+18,i+26⊕

k14
i+2,i+18,i+26⊕ k13

i,i+4,i+16,i+20,i+24⊕ k12
i+6,i+22⊕ k11

i,i+4,i+8,i+16,i+20⊕ k10
i+2,i+10,i+18⊕

k9
i+2,i+10,i+14,i+18⊕ k8

i+14⊕ k7
i,i+8,i+12⊕ k6

i+2,i+10⊕ k5
i,i+4,i+8⊕ k4

i+6⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= XR16
i+30⊕XL16

i,i+16,i+24,i+28⊕ k15
i,i+16,i+24,i+28⊕ k14

i+2,i+18,i+26

⊕ k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕ k11
i,i+4,i+8,i+16,i+20⊕ k10

i+2,i+10,i+18⊕ k9
i+2,i+10,i+14,i+18

⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

(A.50)

PRi = F(XR16
i+30)⊕XL16

i+30⊕ k15
i+30⊕XR16

i,i+16,i+24,i+28⊕ k14
i,i+16,i+24,i+28

⊕ k13
i+2,i+18,i+26⊕ k12

i,i+4,i+16,i+20,i+24⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18

⊕ k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= XR16
i,i+16,i+24,i+28,i+32⊕XL16

i+30⊕ k15
i+30⊕ k14

i,i+16,i+24,i+28

⊕ k13
i+2,i+18,i+26⊕ k12

i,i+4,i+16,i+20,i+24⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18

⊕ k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

(A.51)
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A.11.3 19-Round Approximation Using a Single Super Round

We extend the 16-round linear trails for the left and right halves Equations ( A.50,A.51) into

19-round linear approximation Equations(A.52 and A.53).

PLi = F(XR17
i+30)⊕XL17

i+30⊕ k16
i+30⊕XR17

i,i+16,i+24,i+28⊕ k15
i,i+16,i+24,i+28⊕ k14

i+2,i+18,i+26

⊕ k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕ k11
i,i+4,i+8,i+16,i+20⊕ k10

i+2,i+10,i+18⊕ k9
i+2,i+10,i+14,i+18

⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= XR17
i,i+16,i+24,i+28,i+32⊕XL17

i+30⊕ k16
i+30⊕ k15

i,i+16,i+24,i+28⊕ k14
i+2,i+18,i+26

⊕ k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕ k11
i,i+4,i+8,i+16,i+20⊕ k10

i+2,i+10,i+18⊕ k9
i+2,i+10,i+14,i+18

⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= F(XR18
i,i+16,i+24,i+28,i+32)⊕XL18

i,i+16,i+24,i+28,i+32⊕ k17
i,i+16,i+24,i+28,i+32⊕XR18

i+30⊕ k16
i+30

⊕ k15
i,i+16,i+24,i+28⊕ k14

i+2,i+18,i+26⊕ k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕ k11
i,i+4,i+8,i+16,i+20

⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6

⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

(A.52)
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PLi = XR18
i+2,i+18,i+26,i+34⊕XL18

i,i+16,i+24,i+28,i+32⊕ k17
i,i+16,i+24,i+28,i+32⊕ k16

i+30⊕

k15
i,i+16,i+24,i+28⊕ k14

i+2,i+18,i+26⊕ k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕ k11
i,i+4,i+8,i+16,i+20

⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕

k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= F(XR19
i+2,i+18,i+26,i+34)⊕XL19

i+2,i+18,i+26,i+34⊕ ki+18
i+2,i+18,i+26,i+34⊕

XR19
i,i+16,i+24,i+28,i+32⊕ k17

i,i+16,i+24,i+28,i+32⊕ k16
i+30⊕ k15

i,i+16,i+24,i+28⊕ k14
i+2,i+18,i+26⊕

k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕ k11
i,i+4,i+8,i+16,i+20⊕ k10

i+2,i+10,i+18⊕ k9
i+2,i+10,i+14,i+18

⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= XR19
i,i+4,i+16,i+20,i+24,i+32,i+36⊕XL19

i+2,i+18,i+26,i+34⊕ k18
i+2,i+18,i+26,i+34⊕

k17
i,i+16,i+24,i+28,i+32⊕

k16
i+30⊕ k15

i,i+16,i+24,i+28⊕ k14
i+2,i+18,i+26⊕ k13

i,i+4,i+16,i+20,i+24⊕

k12
i+6,i+22⊕ k11

i,i+4,i+8,i+16,i+20⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12⊕

k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

The approximation for the right half:

PRi = F(XR17
i,i+16,i+24,i+28,i+32)⊕XL17

i,i+16,i+24,i+28,i+32⊕ k16
i,i+16,i+24,i+28,i+32⊕XL16

i+30

⊕ k15
i+30⊕ k14

i,i+16,i+24,i+28⊕ k13
i+2,i+18,i+26⊕ k12

i,i+4,i+16,i+20,i+24⊕ k11
i+6,i+22⊕ k10

i+12,i+20

⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= XR17
i+2,i+18,i+26,i+30,i+34⊕XL17

i,i+16,i+24,i+28,i+32⊕ k16
i,i+16,i+24,i+28,i+32⊕XL16

i+30⊕ k15
i+30

⊕ k14
i,i+16,i+24,i+28⊕ k13

i+2,i+18,i+26⊕ k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20

⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i
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PRi = XR17
i+2,i+18,i+26,i+34⊕XL17

i,i+16,i+24,i+28,i+32⊕ k16
i,i+16,i+24,i+28,i+32⊕ k15

i+30

⊕ k14
i,i+16,i+24,i+28⊕ k13

i+2,i+18,i+26⊕ k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20

⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR18
i+2,i+18,i+26,i+34)⊕XL18

i+2,i+18,i+26,i+34⊕ k17
i+2,i+18,i+26,i+34⊕

XL17
i,i+16,i+24,i+28,i+32⊕ k16

i,i+16,i+24,i+28,i+32⊕ k15
i+30⊕ k14

i,i+16,i+24,i+28⊕ k13
i+2,i+18,i+26⊕

k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20⊕ k9

i+10,i+18⊕ k8
i+8,i+12,i+16⊕ k7

i+14⊕

k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= XR18
i+4,i+20,i+28,i+36⊕XL18

i+2,i+18,i+26,i+34⊕ k17
i+2,i+18,i+26,i+34⊕XL17

i,i+16,i+24,i+28,i+32

⊕ k16
i,i+16,i+24,i+28,i+32⊕ k15

i+30⊕ k14
i,i+16,i+24,i+28⊕ k13

i+2,i+18,i+26⊕ k12
i,i+4,i+16,i+20,i+24

⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10

⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i
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PRi = XR18
i,i+4,i+16,i+20,i+24,i+32,i+36⊕XL18

i+2,i+18,i+26,i+34⊕ k17
i+2,i+18,i+26,i+34

⊕ k16
i,i+16,i+24,i+28,i+32⊕ k15

i+30⊕ k14
i,i+16,i+24,i+28⊕ k13

i+2,i+18,i+26⊕ k12
i,i+4,i+16,i+20,i+24

⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10

⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR19
i,i+4,i+16,i+20,i+24,i+32,i+36)⊕XL19

i,i+4,i+16,i+20,i+24,i+32,i+36⊕

k18
i,i+4,i+16,i+20,i+24,i+32,i+36⊕XL18

i+2,i+18,i+26,i+34⊕ k17
i+2,i+18,i+26,i+34⊕ k16

i,i+16,i+24,i+28,i+32

⊕ k15
i+30⊕ k14

i,i+16,i+24,i+28⊕ k13
i+2,i+18,i+26⊕ k12

i,i+4,i+16,i+20,i+24⊕ k11
i+6,i+22⊕ k10

i+12,i+20

⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕

k1
i+2⊕ k0

i

= XR19
i+2,i+6,i+18,i+22,i+26,i+34,i+38⊕XL19

i,i+4,i+16,i+20,i+24,i+32,i+36⊕

k18
i,i+4,i+16,i+20,i+24,i+32,i+36⊕XL18

i+2,i+18,i+26,i+34⊕ k17
i+2,i+18,i+26,i+34⊕ k16

i,i+16,i+24,i+28,i+32

⊕ k15
i+30⊕ k14

i,i+16,i+24,i+28⊕ k13
i+2,i+18,i+26⊕ k12

i,i+4,i+16,i+20,i+24⊕ k11
i+6,i+22⊕ k10

i+12,i+20

⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4

⊕ k1
i+2⊕ k0

i

= XR19
i+6,i+22,i+38⊕XL19

i,i+4,i+16,i+20,i+24,i+32,i+36⊕

k18
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k17

i+2,i+18,i+26,i+34⊕ k16
i,i+16,i+24,i+28,i+32⊕ k15

i+30

⊕ k14
i,i+16,i+24,i+28⊕ k13

i+2,i+18,i+26⊕ k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20⊕ k9

i+10,i+18

⊕ k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

(A.53)

A.11.4 Extend the 15-round Linear Trail by Partial Decryption

A.11.4.1 One round decryption

Here, we append four rounds encryption and one round decryption to Equations A.48 and

A.49:
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XL4
i = XR19

i,i+16,i+24,i+28⊕XL19
i+2,i+18,i+26⊕ k18

i+2,i+18,i+26⊕ k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22

⊕ k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18⊕ k12

i+14⊕ k11
i,i+8,i+12⊕ k10

i+2,i+10

⊕ k9
i,i+4,i+8⊕ k8

i+6⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

= F(XR20
i,i+16,i+24,i+28)⊕XL20

i,i+16,i+24,i+28⊕ k19
i,i+16,i+24,i+28⊕XR20

i+2,i+18,i+26⊕

k18
i+2,i+18,i+26⊕ k17

i,i+4,i+16,i+20,i+24⊕ k16
i+6,i+22⊕ k15

i,i+4,i+8,i+16,i+20⊕ k14
i+2,i+10,i+18⊕

k13
i+2,i+10,i+14,i+18⊕ k12

i+14⊕ k11
i,i+8,i+12⊕ k10

i+2,i+10⊕ k9
i,i+4,i+8⊕ k8

i+6⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

(A.54)

XR4
i = XR19

i+30⊕XL19
i,i+16,i+24,i+28⊕ k18

i,i+16,i+24,i+28⊕ k17
i+2,i+18,i+26⊕ k16

i,i+4,i+16,i+20,i+24⊕

k15
i+6,i+22⊕ k14

i+12,i+20⊕ k13
i+10,i+18⊕ k12

i+8,i+12,i+16⊕ k11
i+14⊕ k10

i,i+8,i+12⊕ k9
i+2,+10⊕ k8

i,i+4,i+8

⊕ k7
i+6⊕ k6

i,i+4⊕ k5
i+2⊕ k4

i

= F(XR20
i+30)⊕XL20

i+30⊕ k19
i+30⊕XR20

i,i+16,i+24,i+28⊕ k18
i,i+16,i+24,i+28⊕ k17

i+2,i+18,i+26⊕

k16
i,i+4,i+16,i+20,i+24⊕ k15

i+6,i+22⊕ k14
i+12,i+20⊕ k13

i+10,i+18⊕ k12
i+8,i+12,i+16⊕ k11

i+14

⊕ k10
i,i+8,i+12⊕ k9

i+2,+10⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i

(A.55)

A.11.5 Extend the 16-round Linear Trail by Partial Decryption

A.11.5.1 Two rounds decryption

We extend the 16-round linear approximation by four rounds encryption and two rounds

decryption:
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XL4
i = XR20

i+30⊕XL20
i,i+16,i+24,i+28⊕ k19

i,i+16,i+24,i+28⊕ k18
i+2,i+18,i+26

⊕ k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18

⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i

= F(XR21
i+30)⊕XL21

i+30⊕ k20
i+30⊕XR21

i,i+16,i+24,i+28⊕ k19
i,i+16,i+24,i+28⊕ k18

i+2,i+18,i+26

⊕ k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18

⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i

= [XR21
i+31&XR21

i+38]⊕XL21
i+30⊕ k20

i+30⊕XR21
i,i+16,i+24,i+28,i+32⊕

k19
i,i+16,i+24,i+28⊕ k18

i+2,i+18,i+26⊕ k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20

⊕ k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8

⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i

= [F(XR22
i+31)⊕XL22

i+31⊕ k21
i+31&F(XR22

i+38)⊕XL22
i+38⊕ k21

i+38]⊕XR22
i+30

⊕ k20
i+30⊕F(XR22

i,i+16,i+24,i+28,i+32)⊕XL22
i,i+16,i+24,i+28,i+32⊕ k21

i,i+16,i+24,i+28,i+32⊕

k19
i,i+16,i+24,i+28⊕ k18

i+2,i+18,i+26⊕ k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕

k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4

⊕ k6
i+2⊕ k5

i
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For the approximation for the right half::

XR4
i = XR20

i,i+16,i+24,i+28,i+32⊕XL20
i+30⊕ k19

i+30⊕ k18
i,i+16,i+24,i+28⊕ k17

i+2,i+18,i+26

⊕ k16
i,i+4,i+16,i+20,i+24⊕ k15

i+6,i+22⊕ k14
i+12,i+20⊕ k13

i+10,i+18⊕ k12
i+8,i+12,i+16

⊕ k11
i+14⊕ k10

i,i+8,i+12⊕ k9
i+2,+10⊕ k8

i,i+4,i+8⊕ k7
i+6⊕ k6

i,i+4⊕ k5
i+2⊕ k4

i

= F(XR21
i,i+16,i+24,i+28,i+32)⊕XL21

i,i+16,i+24,i+28,i+32⊕ k20
i,i+16,i+24,i+28,i+32⊕XL20

i+30⊕ k19
i+30

⊕ k18
i,i+16,i+24,i+28⊕ k17

i+2,i+18,i+26⊕ k16
i,i+4,i+16,i+20,i+24⊕ k15

i+6,i+22⊕ k14
i+12,i+20

⊕ k13
i+10,i+18⊕ k12

i+8,i+12,i+16⊕ k11
i+14⊕ k10

i,i+8,i+12⊕ k9
i+2,+10⊕ k8

i,i+4,i+8⊕ k7
i+6

⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i

= [XR21
i+1&XR21

i+8]⊕ [XR21
i+17&XR21

i+24]⊕ [XR21
i+25&XR21

i+32]⊕ [XR21
i+29&XR21

i+36]

⊕ [XR21
i+33&XR21

i+40]⊕XR21
i+,2,i+18,i+26,i+30,i+34⊕XL21

i,i+16,i+24,i+28,i+32⊕ k20
i,i+16,i+24,i+28,i+32

= [F(XR22
i+1)⊕XL22

i+1⊕ k21
i+1&F(XR22

i+8)⊕XL22
i+8⊕ k21

i+8]⊕ [F(XR22
i+17)⊕XL22

i+17⊕ k21
i+17

&F(XR22
i+24)⊕XL22

i+24⊕ k21
i+24]⊕ [F(XR22

i+25)⊕XL22
i+25⊕ k21

i+25&F(XR22
i+32)⊕XL22

i+32⊕

k21
i+32]⊕ [F(XR22

i+29)⊕XL22
i+29⊕ k21

i+29&F(XR22
i+36)⊕XL22

i+36⊕ k21
i+36]⊕ [F(XR22

i+33)⊕XL22
i+33

⊕ k21
i+33&F(XR22

i+40)⊕XL22
i+40⊕ k21

i+40]⊕⊕XR21
i+,2,i+18,i+26,i+30,i+34⊕XR21

i+30⊕

XL21
i,i+16,i+24,i+28,i+32⊕ k20

i,i+16,i+24,i+28,i+32

= [F(XR22
i+1)⊕XL22

i+1⊕ k21
i+1&F(XR22

i+8)⊕XL22
i+8⊕ k21

i+8]⊕ [F(XR22
i+17)⊕XL22

i+17⊕ k21
i+17

&F(XR22
i+24)⊕XL22

i+24⊕ k21
i+24]⊕ [F(XR22

i+25)⊕XL22
i+25⊕ k21

i+25&F(XR22
i+32)⊕XL22

i+32⊕ k21
i+32]

⊕ [F(XR22
i+29)⊕XL22

i+29⊕ k21
i+29&F(XR22

i+36)⊕XL22
i+36⊕ k21

i+36]⊕ [F(XR22
i+33)⊕XL22

i+33⊕ k21
i+33

&F(XR22
i+40)⊕XL22

i+40⊕ k21
i+40]⊕F(XR22

i+,2,i+18,i+26,i+34)⊕XL22
i+,2,i+18,i+26,i+34⊕

k21
i+,2,i+18,i+26,i+34⊕XR22

i,i+16,i+24,i+28,i+32⊕ k20
i,i+16,i+24,i+28,i+32
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A.11.6 Extend the 19-round Linear Trail by Partial Decryption

We append four rounds encryption and two rounds decryption to the 19-round linear trails

A.52 and A.53.

The approximation for the left half:

XL4
i = XR23

i,i+4,i+16,i+20,i+24,i+32,i+36⊕XL23
i+2,i+18,i+26,i+34⊕ k22

i+2,i+18,i+26,i+34⊕

k21
i,i+16,i+24,i+28,i+32⊕ k20

i+30⊕ k19
i,i+16,i+24,i+28⊕ k18

i+2,i+18,i+26⊕ k17
i,i+4,i+16,i+20,i+24⊕

k16
i+6,i+22⊕ k15

i,i+4,i+8,i+16,i+20⊕ k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12⊕

k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i

= F(XR24
i,i+4,i+16,i+20,i+24,i+32,i+36)⊕XL24

i,i+4,i+16,i+20,i+24,i+32,i+36⊕

k23
i,i+4,i+16,i+20,i+24,i+32,i+36⊕XR24

i+2,i+18,i+26,i+34⊕ k22
i+2,i+18,i+26,i+34⊕

k21
i,i+16,i+24,i+28,i+32⊕ k20

i+30⊕ k19
i,i+16,i+24,i+28⊕ k18

i+2,i+18,i+26⊕ k17
i,i+4,i+16,i+20,i+24⊕

k16
i+6,i+22⊕ k15

i,i+4,i+8,i+16,i+20⊕ k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12

⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i

= [XR24
i+1&XR24

i+8]⊕ [XR24
i+5&XR24

i+12]⊕ [XR24
i+17&XR24

i+24]⊕

[XR24
i+21&XR24

i+28]⊕ [XR24
i+25&XR24

i+32]⊕ [XR24
i+33&XR24

i+40]⊕

[XR24
i+37&XR24

i+44]⊕XR24
i+2,i+6,i+18,i+22,i+26,i+34,i+38⊕XL24

i,i+4,i+16,i+20,i+24,i+32,i+36

⊕ k23
i,i+4,i+16,i+20,i+24,i+32,i+36⊕XR24

i+2,i+18,i+26,i+34

⊕ k22
i+2,i+18,i+26,i+34⊕ k21

i,i+16,i+24,i+28,i+32

⊕ k20
i+30⊕ k19

i,i+16,i+24,i+28⊕ k18
i+2,i+18,i+26⊕ k17

i,i+4,i+16,i+20,i+24⊕ k16
i+6,i+22

⊕ k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18⊕ k12

i+14⊕ k11
i,i+8,i+12

⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i
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XL4
i = [XR24

i+1&XR24
i+8]⊕ [XR24

i+5&XR24
i+12]⊕ [XR24

i+17&XR24
i+24]⊕ [XR24

i+21&XR24
i+28]

⊕ [XR24
i+25&XR24

i+32]⊕ [XR24
i+37&XR24

i+44]⊕XR24
i+2,i+6,i+18,i+22,i+26,i+34,i+38⊕

XR24
i+2,i+18,i+26,i+34⊕XR25

i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k23
i,i+4,i+16,i+20,i+24,i+32,i+36⊕

k22
i+2,i+18,i+26,i+34⊕ k21

i,i+16,i+24,i+28,i+32⊕ k20
i+30⊕ k19

i,i+16,i+24,i+28⊕ k18
i+2,i+18,i+26⊕

k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18

⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i

= [XR24
i+1&XR24

i+8]⊕ [XR24
i+5&XR24

i+12]⊕ [XR24
i+17&XR24

i+24]⊕ [XR24
i+21&XR24

i+28]⊕

[XR24
i+25&XR24

i+32]⊕ [XR24
i+37&XR24

i+44]⊕⊕[XR24
i+33&XR24

i+40]⊕XR24
i+6,i+22,i+38

⊕XR25
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k23

i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k22
i+2,i+18,i+26,i+34⊕

k21
i,i+16,i+24,i+28,i+32⊕ k20

i+30⊕ k19
i,i+16,i+24,i+28⊕ k18

i+2,i+18,i+26⊕ k17
i,i+4,i+16,i+20,i+24⊕

k16
i+6,i+22⊕ k15

i,i+4,i+8,i+16,i+20⊕ k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12

⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i

= [F(XR25
i+1)⊕XL25

i+1⊕ k24
i+1&F(XR25

i+8)⊕XL25
i+8⊕ k24

i+8]⊕ [F(XR25
i+5)⊕XL25

i+5⊕ k24
i+5&

F(XR25
i+12)⊕XL25

i+12⊕ k24
i+12]⊕ [F(XR25

i+17)⊕XL25
i+17⊕ k24

i+17&F(XR25
i+24)⊕XL25

i+24⊕ k24
i+24]

⊕ [F(XR25
i+21)⊕XL25

i+21⊕ k24
i+21&F(XR25

i+28)⊕XL25
i+28⊕ k24

i+28]⊕ [F(XR25
i+25)⊕XL25

i+25⊕ k24
i+25

&F(XR25
i+32)⊕XL25

i+32⊕ k24
i+32]⊕ [F(XR25

i+33)⊕XL25
i+33⊕ k24

i+33&F(XR25
i+40)⊕XL25

i+40⊕ k24
i+40]

⊕ [F(XR25
i+37)⊕XL25

i+37⊕ k24
i+37&F(XR25

i+44)⊕XL25
i+44⊕ k24

i+44]⊕F(XR25
i+6,i+22,i+38)⊕

XL25
i+6,i+22,i+38⊕ k24

i+6,i+22,i+38⊕XR25
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k23

i,i+4,i+16,i+20,i+24,i+32,i+36

⊕ k22
i+2,i+18,i+26,i+34⊕ k21

i,i+16,i+24,i+28,i+32⊕ k20
i+30⊕ k19

i,i+16,i+24,i+28⊕ k18
i+2,i+18,i+26

⊕ k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18⊕

k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i
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Similarly for the approximation for the right half:

XR4
i = XR23

i+6,i+22,i+38⊕XL23
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k22

i,i+4,i+16,i+20,i+24,i+32,i+36

⊕ k21
i+2,i+18,i+26,i+34⊕ k20

i,i+16,i+24,i+28,i+32⊕ k19
i+30⊕ k18

i,i+16,i+24,i+28

⊕ k17
i+2,i+18,i+26⊕ k16

i,i+4,i+16,i+20,i+24⊕ k15
i+6,i+22⊕ k14

i+12,i+20⊕ k13
i+10,i+18

⊕ k12
i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,+10⊕ k8
i,i+4,i+8⊕ k7

i+6

⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i

= F(XR24
i+6,i+22,i+38)⊕XL24

i+6,i+22,i+38⊕ k23
i+6,i+22,i+38⊕XR24

i,i+4,i+16,i+20,i+24,i+32,i+36

⊕ k22
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k21

i+2,i+18,i+26,i+34⊕ k20
i,i+16,i+24,i+28,i+32⊕ k19

i+30

⊕ k18
i,i+16,i+24,i+28⊕ k17

i+2,i+18,i+26⊕ k16
i,i+4,i+16,i+20,i+24⊕ k15

i+6,i+22⊕ k14
i+12,i+20

⊕ k13
i+10,i+18⊕ k12

i+8,i+12,i+16⊕ k11
i+14⊕ k10

i,i+8,i+12⊕ k9
i+2,+10⊕ k8

i,i+4,i+8

⊕ k7
i+6⊕ k6

i,i+4⊕ k5
i+2⊕ k4

i

= (XR24
i+7&XR24

i+14)⊕ (XR24
i+23&XR24

i+30)⊕ (XR24
i+39&XR24

i+46)⊕XR24
i+8,i+24,i+40

⊕XL24
i+6,i+22,i+38⊕ k23

i+6,i+22,i+38⊕XR24
i,i+4,i+16,i+20,i+24,i+32,i+36⊕

k22
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k21

i+2,i+18,i+26,i+34⊕ k20
i,i+16,i+24,i+28,i+32⊕ k19

i+30⊕

k18
i,i+16,i+24,i+28⊕ k17

i+2,i+18,i+26⊕ k16
i,i+4,i+16,i+20,i+24⊕ k15

i+6,i+22⊕ k14
i+12,i+20⊕ k13

i+10,i+18

⊕ k12
i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,+10⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i

= (F(XR25
i+7)⊕XL25

i+7⊕ k24
i+7&F(XR25

i+14)⊕XL25
i+14⊕ k24

i+14)⊕ (F(XR25
i+23)⊕XL25

i+23

⊕ k24
i+23&F(XR25

i+30)⊕XL25
i+30⊕ k24

30)⊕ (F(XR25
i+39)⊕XL25

i+39⊕ k24
i+39&F(XR25

i+46)⊕XL25
i+46

⊕ k24
46)⊕F(XR25

i,i+4,i+8,i+16,i+20,i+32,i+36,i+40)⊕XL25
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40

⊕ k24
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕XR25

i+6,i+22,i+38⊕ k23
i+6,i+22,i+38

⊕ k22
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k21

i+2,i+18,i+26,i+34⊕ k20
i,i+16,i+24,i+28,i+32⊕ k19

i+30

⊕ k18
i,i+16,i+24,i+28⊕ k17

i+2,i+18,i+26⊕ k16
i,i+4,i+16,i+20,i+24⊕ k15

i+6,i+22⊕ k14
i+12,i+20⊕ k13

i+10,i+18

⊕ k12
i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,+10⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i
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We append one more round at the end of A.58:

XL4
i = [(XR25

i+2&XR25
i+9)⊕XR25

i+3⊕XL25
i+1⊕ k24

i+1&(XR25
i+9&XR25

i+16)⊕XR25
i+10⊕XL25

i+8

⊕ k24
i+8]⊕ [(XR25

i+6&XR25
i+13)⊕XR25

i+7⊕XL25
i+5⊕ k24

i+5&(XR25
i+13&XR25

i+20)⊕

XR25
i+14⊕XL25

i+12⊕ k24
i+12]⊕ [(XR25

i+18&XR25
i+25)⊕XR25

i+19⊕XL25
i+17⊕ k24

i+17&

(XR25
i+25&XR25

i+32)⊕XR25
i+26⊕XL25

i+24⊕ k24
i+24]⊕ [(XR25

i+22&XR25
i+29)⊕XR25

i+23⊕

XL25
i+21⊕ k24

i+21&(XR25
i+29&XR25

i+36)⊕XR25
i+30⊕XL25

i+28⊕ k24
i+28]⊕ [(XR25

i+26&

XR25
i+33)⊕XR25

i+27⊕XL25
i+25⊕ k24

i+25&(XR25
i+33&XR25

i+40)⊕XR25
i+34⊕XL25

i+32⊕

k24
i+32]⊕ [(XR25

i+34&XR25
i+41)⊕XR25

i+35⊕XL25
i+33⊕ k24

i+33&(XR25
i+41&XR25

i )⊕XR25
i+42

⊕XL25
i+40⊕ k24

i+40]⊕ [(XR25
i+38&XR25

i+45)⊕XR25
i+39⊕XL25

i+37⊕ k24
i+37&(XR25

i+45&

XR25
i+4)⊕XR25

i+46⊕XL25
i+44⊕ k24

i+44]⊕XL25
i+6,i+22,i+38⊕ k24

i+6,i+22,i+38⊕

XR25
i,i+4,i+16,i+20,i+32,i+36,i+8,i+40⊕ (XR25

i+7&XR25
i+14)⊕ (XR25

i+23&XR25
i+30)⊕

(XR25
i+39&XR25

i+46)⊕ k23
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k22

i+2,i+18,i+26,i+34⊕ k21
i,i+16,i+24,i+28,i+32

⊕ k20
i+30⊕ k19

i,i+16,i+24,i+28⊕ k18
i+2,i+18,i+26⊕ k17

i,i+4,i+16,i+20,i+24⊕ k16
i+6,i+22⊕

k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18⊕ k12

i+14⊕ k11
i,i+8,i+12⊕ k10

i+2,i+10⊕

k9
i,i+4,i+8⊕ k8

i+6⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i
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Also, for the right half, we append one more round at the end of Equation A.59:

XR4
i = (((XR25

i+8&XR25
i+15)⊕XR25

i+9⊕XL25
i+7⊕ k24

i+7&(XR25
i+15&XR25

i+22)⊕XR25
i+16⊕

XL25
i+14⊕ k24

i+14)⊕ ((XR25
i+24&XR25

i+31)⊕XR25
i+25⊕XL25

i+23⊕ k24
i+23&(XR25

i+31&XR25
i+38)

⊕XR25
i+32⊕XL25

i+30⊕ k24
30)⊕ ((XR25

i+40&XR25
i+47)⊕XR25

i+41⊕XL25
i+39⊕ k24

i+39&

(XR25
i &XR25

i+7)⊕XR25
i+1⊕XL25

i+46⊕ k24
46)⊕XL25

i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕

(XR25
i+1&XR25

i+8)⊕ (XR25
i+5&XR25

i+12)⊕ (XR25
i+9&XR25

i+16)⊕ (XR25
i+21&XR25

i+28)

⊕ (XR25
i+33&XR25

i+40)⊕ (XR25
i+41&XR25

i )⊕XR25
i+2,i+10,i+18,i+34,i+42⊕

⊕ k24
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕ k23

i+6,i+22,i+38⊕ k22
i,i+4,i+16,i+20,i+24,i+32,i+36

⊕ k21
i+2,i+18,i+26,i+34⊕ k20

i,i+16,i+24,i+28,i+32⊕ k19
i+30⊕ k18

i,i+16,i+24,i+28

⊕ k17
i+2,i+18,i+26⊕ k16

i,i+4,i+16,i+20,i+24⊕ k15
i+6,i+22⊕ k14

i+12,i+20⊕ k13
i+10,i+18

⊕ k12
i+8,i+12,i+16⊕ k11

i+14⊕ k10
i,i+8,i+12⊕ k9

i+2,+10⊕ k8
i,i+4,i+8⊕ k7

i+6⊕ k6
i,i+4⊕ k5

i+2⊕ k4
i

(A.61)
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A.12 Improved Linear Approximations for SIMON 96

A.12.1 28-round Linear Approximation

PLi+14⊕PRi,i+8,i+12 = XR1
i+14⊕F(XR1

i,i+8,i+12)⊕XL1
i,i+8,i+12⊕ k0

i,i+8,i+12

= XR1
i+14⊕XR1

i+2,i+10,i+14⊕XL1
i,i+8,i+12⊕ k0

i,i+8,i+12

= XR1
i+2,i+10⊕XL1

i,i+8,i+12⊕ k0
i,i+8,i+12

= F(XR2
i+2,i+10)⊕XL2

i+2,i+10⊕ k1
i+2,i+10⊕XR2

i,i+8,i+12

= XR2
i+4,i+12⊕XL2

i+2,i+10⊕ k1
i+2,i+10⊕XR2

i,i+8,i+12

= XR2
i,i+4,i+8⊕XL2

i+2,i+10⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR3
i,i+4,i+8)⊕XL3

i,i+4,i+8⊕ k2
i,i+4,i+8⊕XR3

i+2,i+10⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR3
i+2,i+6,i+10⊕XL3

i,i+4,i+8⊕ k2
i,i+4,i+8⊕XR3

i+2,i+10⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR3
i+6⊕XL3

i,i+4,i+8⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= F(XR4
i+6)⊕XL4

i+6⊕ k3
i+6⊕XR4

i,i+4,i+8⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR4
i+8⊕XL4

i+6⊕ k3
i+6⊕XR4

i,i+4,i+8⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR4
i,i+4⊕XL4

i+6⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR5
i,i+4)⊕XL5

i,i+4⊕ k4
i,i+4⊕XR5

i+6⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR5
i+2,i+6⊕XL5

i,i+4⊕ k4
i,i+4⊕XR5

i+6⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR5
i+2⊕XL5

i,i+4⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= F(XR6
i+2)⊕XL6

i+2⊕ k5
i+2⊕XR6

i,i+4⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR6
i+4⊕XL6

i+2⊕ k5
i+2⊕XR6

i,i+4⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i,i+8,i+12⊕ k0
i,i+8,i+12
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PLi+14⊕PRi,i+8,i+12 = XR6
i ⊕XL6

i+2⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕

k0
i,i+8,i+12

= F(XR7
i )⊕XL7

i ⊕ k6
i ⊕XR7

i+2⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR7
i+2⊕XL7

i ⊕ k6
i ⊕XR7

i+2⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XL7
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR9
i )⊕XL9

i ⊕ k8
i k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR9
i+2⊕XL9

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR10)i+2⊕XL10
i+2⊕ k9

i+2⊕XR10
i ⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8

⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR10
i,i+4⊕XL10

i+2⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8

⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR11
i,i+4)⊕XL11

i,i+4⊕ k10
i,i+4⊕XR11

i+2⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR11
i+2,i+6⊕XL11

i,i+4⊕ k10
i,i+4⊕XR11

i+2⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12
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PLi+14⊕PRi,i+8,i+12 = XR11
i+6⊕XL11

i,i+4⊕ k10
i,i+4⊕ k9

i+2⊕ k7
i ⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕

k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR12
i+6)⊕XL12

i+6⊕ k11
i+6⊕XR12

i,i+4⊕ k10
i,i+4⊕ k9

i+2⊕ k7
i ⊕ k8

i ⊕ k6
i ⊕ k5

i+2

⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR12
i,i+4,i+8⊕XL12

i+6⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2

⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= F(XR13
i,i+4,i+8)⊕XL13

i,i+4,i+8⊕ k12
i,i+4,i+8⊕XR13

i+6⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i

⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

(Approx 1; Approx 1;Approx 2)

= XR13
i+2,i+6,i+9,i+10⊕XL13

i,i+4,i+8⊕ k12
i+8⊕XR13

i+6⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i

⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR13
i+2,i+9,i+10⊕XL13

i,i+4,i+8⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k7
i ⊕ k8

i

⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= F(XR14
i+2,i+9,i+10)⊕XL14

i+2,i+9,i+10⊕ k13
i+2,i+9,i+10⊕XR14

i,i+4,i+8⊕ k12
i+8⊕ k11

i+6

⊕ k10
i,i+4⊕ k9

i+2⊕ k7
i ⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8

⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12(Approx 1; Approx 2;Approx 1)

= XR14
i+4,i+11,i+11,i+12⊕XL14

i+2,i+9,i+10⊕ k13
i+2,i+9,i+10⊕XR14

i,i+4,i+8⊕ k12
i+8⊕ k11

i+6⊕

k10
i,i+4⊕ k9

i+2⊕ k7
i ⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR14
i,i+8,i+12⊕XL14

i+2,i+9,i+10⊕ k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2

⊕ k7
i ⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12
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PLi+14⊕PRi,i+8,i+12 = F(XR15
i,i+8,i+12)⊕XL15

i,i+8,i+12⊕ k14
i,i+8,i+12⊕XR15

i+2,i+9,i+10⊕

k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6

⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12(Approx 3; Approx 1;Approx 1)

= XR15
i+2,i+8,i+10,i+14⊕XL15

i,i+8,i+12⊕ k14
i,i+8,i+12⊕XR15

i+2,i+9,i+10⊕ k13
i+2,i+9,i+10⊕ k12

i+8

⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕

k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR15
i+8,i+9,i+14⊕XL15

i,i+8,i+12⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕

k10
i,i+4⊕ k9

i+2⊕ k7
i ⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= F(XR16
i+8,i+9,i+14)⊕XL16

i+8,i+9,i+14⊕ k15
i+8,i+9,i+14⊕XR16

i,i+8,i+12⊕ k14
i,i+8,i+12⊕

k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6

⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12(Approx 3; Approx 2;Approx 1)

= XR16
i+10,i+16,i+11,i+10,i+16,i,i+8,i+12⊕XL16

i+8,i+9,i+14⊕ k15
i+8,i+9,i+14⊕ k14

i,i+8,i+12⊕

k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕

k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR16
i,i+8,i+11,i+12⊕XL16

i+8,i+9,i+14⊕ k15
i+8,i+9,i+14⊕ k14

i,i+8,i+12⊕

k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕

k4
i,i+4⊕ k3

i+6⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= F(XR17
i,i+8,i+11,i+12)⊕XL17

i,i+8,i+11,i+12⊕ k16
i,i+8,i+11,i+12⊕XR17

i+8,i+9,i+14⊕ k14
i,i+8,i+12

⊕ k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6

⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12(Approx 3; Approx 2;Approx 1;Approx 2)
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PLi+14⊕PRi,i+8,i+12 = XR17
i+2,i+10⊕XL17

i,i+8,i+11,i+12⊕ k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14

⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k7
i ⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4

⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR18
i+2,i+10)⊕XL18

i+2,i+10⊕ k17
i+2,i+10⊕XR18

i,i+8,i+11,i+12⊕ k16
i,i+8,i+11,i+12⊕

k15
i+8,i+9,i+14⊕ k14

i,i+8,i+12⊕ k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i⊕

k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12(Approx 1; Approx 2)

= XR18
i+4,i+11,i+12,i,i+8,i+11,i+12⊕XL18

i+2,i+10⊕ k17
i+2,i+10⊕ k16

i,i+8,i+11,i+12⊕ k15
i+8,i+9,i+14⊕

k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k7
i ⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6

⊕ k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12

= XR18
i+4,i,i+8⊕XL18

i+2,i+10⊕ k17
i+2,i+10⊕ k16

i,i+8,i+11,i+12⊕ k15
i+8,i+9,i+14⊕

k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k7
i ⊕ k8

i ⊕ k6
i⊕

k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR19
i+4,i,i+8)⊕XL19

i+4,i,i+8⊕ k18
i+4,i,i+8⊕XR19

i+2,i+10⊕ k17
i+2,i+10⊕ k16

i,i+8,i+11,i+12⊕

k15
i+8,i+9,i+14⊕ k14

i,i+8,i+12⊕ k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i⊕

k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

(Approx 1; Approx 1;Approx 1)

= XR19
i+6,i+2,i+10⊕XL19

i+4,i,i+8⊕ k18
i+4,i,i+8⊕XR19

i+2,i+10⊕ k17
i+2,i+10⊕ k16

i,i+8,i+11,i+12⊕

k15
i+8,i+9,i+14⊕ k14

i,i+8,i+12⊕ k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i⊕

k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR19
i+6⊕XL19

i+4,i,i+8⊕ k18
i+4,i,i+8⊕ k17

i+2,i+10⊕ k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14

⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k7
i ⊕ k8

i ⊕ k6
i⊕

k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR20
i+6)⊕XL20

i+6⊕ k19
i+6⊕XR20

i+4,i,i+8⊕ k18
i+4,i,i+8⊕ k17

i+2,i+10⊕

k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕

k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12
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PLi+14⊕PRi,i+8,i+12 = XR20
i,i+4⊕XL20

i+6⊕ k19
i+6⊕ k18

i+4,i,i+8⊕ k17
i+2,i+10⊕ k16

i,i+8,i+11,i+12⊕

k15
i+8,i+9,i+14⊕ k14

i,i+8,i+12⊕ k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i

⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR21
i,i+4)⊕XL21

i,i+4⊕ k20
i,i+4⊕XR21

i+6⊕ k19
i+6⊕ k18

i+4,i,i+8⊕ k17
i+2,i+10⊕ k16

i,i+8,i+11,i+12⊕

k15
i+8,i+9,i+14⊕ k14

i,i+8,i+12⊕ k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i

⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR21
i+2⊕XL21

i,i+4⊕ k20
i,i+4⊕ k19

i+6⊕ k18
i+4,i,i+8⊕ k17

i+2,i+10⊕ k16
i,i+8,i+11,i+12⊕

k15
i+8,i+9,i+14⊕ k14

i,i+8,i+12⊕ k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i

⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR22
i+2)⊕XL22

i+2⊕ k21
i+2⊕XR22

i,i+4⊕ k20
i,i+4⊕ k19

i+6⊕ k18
i+4,i,i+8⊕ k17

i+2,i+10⊕

k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕

k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR22
i+4,i,i+4⊕XL22

i+2⊕ k21
i+2⊕ k20

i,i+4⊕ k19
i+6⊕ k18

i+4,i,i+8⊕ k17
i+2,i+10⊕

k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕

k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR22
i ⊕XL22

i+2⊕ k21
i+2⊕ k20

i,i+4⊕ k19
i+6⊕ k18

i+4,i,i+8⊕ k17
i+2,i+10⊕

k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕

k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR23
i )⊕XL23

i ⊕ k22
i ⊕XR23

i+2⊕ k21
i+2⊕ k20

i,i+4⊕ k19
i+6⊕ k18

i+4,i,i+8⊕ k17
i+2,i+10⊕

k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕

k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12
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PLi+14⊕PRi,i+8,i+12 = XL23
i ⊕ k22

i ⊕ k21
i+2⊕ k20

i,i+4⊕ k19
i+6⊕ k18

i+4,i,i+8⊕ k17
i+2,i+10⊕

k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕

k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR24
i ⊕ k22

i ⊕ k21
i+2⊕ k20

i,i+4⊕ k19
i+6⊕ k18

i+4,i,i+8⊕ k17
i+2,i+10⊕

k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕

k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR25
i )⊕XL25

i ⊕ k24
i ⊕ k22

i ⊕ k21
i+2⊕ k20

i,i+4⊕ k19
i+6⊕ k18

i+4,i,i+8⊕ k17
i+2,i+10⊕

k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕

k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR25
i+2⊕XL25

i ⊕ k24
i ⊕ k22

i ⊕ k21
i+2⊕ k20

i,i+4⊕ k19
i+6⊕ k18

i+4,i,i+8⊕ k17
i+2,i+10⊕

k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕

k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR26
i+2)⊕XL26

i+2⊕ k25
i+2⊕XR26

i ⊕ k23
i ⊕ k22

i ⊕ k21
i+2⊕ k20

i,i+4⊕ k19
i+6⊕

k18
i+4,i,i+8⊕ k17

i+2,i+10⊕ k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕

k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR26
i,i+4⊕XL26

i+2⊕ k25
i+2⊕ k22

i ⊕ k23
i ⊕ k22

i ⊕ k21
i+2⊕ k20

i,i+4⊕ k19
i+6⊕

k18
i+4,i,i+8⊕ k17

i+2,i+10⊕ k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕

k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕

k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR27
i,i+4)⊕XL27

i,i+4⊕ k26
i,i+4⊕XR27

i+2⊕ k25
i+2⊕ k23

i ⊕ k22
i ⊕ k21

i+2⊕ k20
i,i+4

⊕ k19
i+6⊕ k18

i+4,i,i+8⊕ k17
i+2,i+10⊕ k16

i,i+8,i+11,i+12⊕ k15
i+8,i+9,i+14⊕ k14

i,i+8,i+12⊕ k13
i+2,i+9,i+10

⊕ k12
i+8⊕ k11

i+6⊕ k10
i,i+4⊕ k9

i+2⊕ k7
i ⊕ k8

i ⊕ k6
i ⊕ k5

i+2⊕ k4
i,i+4⊕ k3

i+6⊕

k2
i,i+4,i+8⊕ k1

i+2,i+10⊕ k0
i,i+8,i+12
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PLi+14⊕PRi,i+8,i+12 = XR27
i+6⊕XL27

i,i+4⊕ k26
i,i+4⊕ k25

i+2⊕ k23
i ⊕ k22

i ⊕ k21
i+2⊕ k20

i,i+4⊕ k19
i+6⊕

k18
i+4,i,i+8⊕ k17

i+2,i+10⊕ k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12⊕ k13

i+2,i+9,i+10⊕ k12
i+8⊕

k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= F(XR28
i+6)⊕XL28

i+6⊕ k27
i+6⊕XR28

i,i+4⊕ k26
i,i+4⊕ k25

i+2⊕ k23
i ⊕ k22

i ⊕ k21
i+2

⊕ k20
i,i+4⊕ k19

i+6⊕ k18
i+4,i,i+8⊕ k17

i+2,i+10⊕ k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12

⊕ k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12

= XR28
i,i+4,i+8⊕XL28

i+6⊕ k27
i+6⊕ k26

i,i+4⊕ k25
i+2⊕ k23

i ⊕ k22
i ⊕ k21

i+2

⊕ k20
i,i+4⊕ k19

i+6⊕ k18
i+4,i,i+8⊕ k17

i+2,i+10⊕ k16
i,i+8,i+11,i+12⊕ k15

i+8,i+9,i+14⊕ k14
i,i+8,i+12

⊕ k13
i+2,i+9,i+10⊕ k12

i+8⊕ k11
i+6⊕ k10

i,i+4⊕ k9
i+2⊕ k7

i ⊕ k8
i ⊕ k6

i ⊕ k5
i+2⊕ k4

i,i+4

⊕ k3
i+6⊕ k2

i,i+4,i+8⊕ k1
i+2,i+10⊕ k0

i,i+8,i+12
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A.12.2 Extend the 28-round Linear Trail by Partial Decryption

We append four rounds encryption and two rounds decryption to the 28-round linear trail

A.62.

XL4
i+14⊕XR4

i,i+8,i+12 = XR32
i,i+4,i+8⊕XL32

i+6⊕ k31
i+6⊕ k30

i,i+4⊕ k29
i+2⊕ k27

i ⊕ k26
i

⊕ k25
i+2⊕ k24

i,i+4⊕ k23
i+6⊕ k22

i+4,i,i+8⊕ k21
i+2,i+10⊕ k20

i,i+8,i+11,i+12⊕ k19
i+8,i+9,i+14⊕

k18
i,i+8,i+12⊕ k17

i+2,i+9,i+10⊕ k16
i+8⊕ k15

i+6⊕ k14
i,i+4⊕ k13

i+2⊕ k11
i ⊕ k12

i ⊕ k10
i

⊕ k9
i+2⊕ k4

i,i+4⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12

= F(XR33
i,i+4,i+8)⊕XL33

i,i+4,i+8⊕ k32
i,i+4,i+8⊕XR33

i+6⊕ k31
i+6⊕ k30

i,i+4⊕ k29
i+2⊕ k27

i ⊕ k26
i

⊕ k25
i+2⊕ k24

i,i+4⊕ k23
i+6⊕ k22

i+4,i,i+8⊕ k21
i+2,i+10⊕ k20

i,i+8,i+11,i+12⊕ k19
i+8,i+9,i+14⊕

k18
i,i+8,i+12⊕ k17

i+2,i+9,i+10⊕ k16
i+8⊕ k15

i+6⊕ k14
i,i+4⊕ k13

i+2⊕ k11
i ⊕ k12

i ⊕ k10
i

⊕ k9
i+2⊕ k4

i,i+4⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12

= (XR33
i+1&XR33

i+8)⊕ (XR33
i+5&XR33

i+12)⊕ (XR33
i+9&XR33

i+16)⊕XR33
i+2,i+6,i+10⊕

XL33
i,i+4,i+8⊕ k32

i,i+4,i+8⊕XR33
i+6

= (F(XR34
i+1)⊕XL34

i+1⊕ k33
i+1&F(XR34

i+8)⊕XL34
i+8⊕ k33

i+8)⊕F(XR34
i+5)⊕XL34

i+5⊕

k33
i+5&F(XR34

i+12)⊕XL34
i+12⊕ k33

i+12)⊕ (F(XR34
i+9)⊕XL34

i+9⊕ k33
i+9&F(XR34

i+16)⊕

XL34
i+16⊕ k33

i+16)⊕F(XR34
i+2,i+10)⊕XL34

i+2,i+10⊕ k33
i+2,i+10⊕XR34

i,i+4,i+8⊕ k32
i,i+4,i+8

= ((XR34
i+2&XR34

i+9)⊕XR34
i+3⊕XL34

i+1⊕ k33
i+1&(XR34

i+9&XR34
i+16)⊕XR34

i+10⊕XL34
i+8

⊕ k33
i+8)⊕ ((XR34

i+6&XR34
i+13)⊕XR34

i+7⊕XL34
i+5⊕ k33

i+5&(XR34
i+13&XR34

i+20)⊕XL34
i+12

⊕ k33
i+12)⊕ ((XR34

i+10&XR34
i+17)⊕XR34

i+11⊕XL34
i+9⊕ k33

i+9&(XR34
i+17&XR34

i+24)⊕

XR34
i+18⊕XL34

i+16⊕ k33
i+16)⊕ (XR34

i+3&XR34
i+10)⊕ (XR34

i+11&XR34
i+18)⊕XR34

i,i+8,i+12⊕

XL34
i+2,i+10⊕ k33

i+2,i+10⊕ k32
i,i+4,i+8

(A.63)
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Extend the above expression by one more round at the end:

XL4
i+14⊕XR4

i,i+8,i+12 = ((F(XR35
i+2)⊕XL35

i+2⊕ k34
i+2&F(XR35

i+9)⊕XL35
i+9⊕ k34

i+9)⊕

F(XR35
i+3)⊕XL35

i+3⊕ k34
i+3⊕XR35

i+1⊕ k33
i+1&(F(XR35

i+9)⊕XL35
i+9⊕ k34

i+9&F(XR35
i+16)

⊕XL35
i+16⊕ k34

i+16)⊕F(XR35
i+10)⊕XL35

i+10⊕ k34
i+10⊕XR35

i+8⊕ k33
i+8)⊕ ((F(XR35

i+6)⊕XL35
i+6

⊕ k34
i+6&F(XR35

i+13)⊕XL35
i+13⊕ k34

i+13)⊕F(XR35
i+7)⊕XL35

i+7⊕ k34
i+7⊕XR35

i+5⊕ k33
i+5&

(F(XR35
i+13)⊕XL35

i+13⊕ k34
i+13&F(XR35

i+20)⊕XL35
i+20⊕ k34

i+20)⊕XL34
i+12

⊕ k33
i+12)⊕ ((F(XR35

i+10)⊕XL35
i+10⊕ k34

i+10&F(XR35
i+17)⊕XL35

i+17⊕ k34
i+17)⊕

F(XR35
i+11)⊕XL35

i+11⊕ k34
i+11⊕XL34

i+9⊕ k33
i+9&(XR34

i+17&XR34
i+24)⊕

F(XR35
i+18)⊕XL35

i+18⊕ k34
i+18⊕XR35

i+16⊕ k33
i+16)⊕ (F(XR35

i+3)⊕XL35
i+3⊕ k34

i+3&

F(XR35
i+10)⊕XL35

i+10⊕ k34
i+10)⊕ (F(XR35

i+11)⊕XL35
i+11⊕ k34

i+11&F(XR35
i+18)⊕XL35

i+18

⊕ k34
i+18)⊕F(XR35

i,i+8,i+12)⊕XL35
i,i+8,i+12⊕ k34

i,i+8,i+12⊕XR35
i+2,i+10⊕ k33

i+2,i+10⊕ k32
i,i+4,i+8

(A.64)

A.13 Linear Approximation for SIMON 128

We extend the 19-round linear approximation A.52 into 20-round linear trail A.65 with

bias=2−58.
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The approximation for the left half:

PLi = XR19
i,i+4,i+16,i+20,i+24,i+32,i+36⊕XL19

i+2,i+18,i+26,i+34⊕ k18
i+2,i+18,i+26,i+34⊕

k17
i,i+16,i+24,i+28,i+32⊕ k16

i+30⊕ k15
i,i+16,i+24,i+28⊕ k14

i+2,i+18,i+26⊕ k13
i,i+4,i+16,i+20,i+24⊕

k12
i+6,i+22⊕ k11

i,i+4,i+8,i+16,i+20⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12⊕

k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= F(XR20
i,i+4,i+16,i+20,i+24,i+32,i+36)⊕XL20

i,i+4,i+16,i+20,i+24,i+32,i+36⊕

k19
i,i+4,i+16,i+20,i+24,i+32,i+36⊕XR20

i+2,i+18,i+26,i+34⊕ ki+18
i+2,i+18,i+26,i+34⊕ k17

i,i+16,i+24,i+28,i+32

⊕ k16
i+30⊕ k15

i,i+16,i+24,i+28⊕ k14
i+2,i+18,i+26⊕ k13

i,i+4,i+16,i+20,i+24⊕ k12
i+6,i+22⊕ k11

i,i+4,i+8,i+16,i+20

⊕ k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6

⊕ k3
i,i+4⊕ k2

i+2⊕ k1
i

= XR20
i+6,i+22,i+38⊕XL20

i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k19
i,i+4,i+16,i+20,i+24,i+32,i+36⊕

k18
i+2,i+18,i+26,i+34⊕ k17

i,i+16,i+24,i+28,i+32⊕ k16
i+30⊕ k15

i,i+16,i+24,i+28⊕ k14
i+2,i+18,i+26⊕

k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕ k11
i,i+4,i+8,i+16,i+20⊕ k10

i+2,i+10,i+18⊕ k9
i+2,i+10,i+14,i+18⊕

k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

= F(XR21
i+6,i+22,i+38)⊕XL21

i+6,i+22,i+38⊕ k20
i+6,i+22,i+38⊕XR21

i,i+4,i+16,i+20,i+24,i+32,i+36⊕

k19
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ ki+18

i+2,i+18,i+26,i+34⊕ k17
i,i+16,i+24,i+28,i+32⊕ k16

i+30⊕

k15
i,i+16,i+24,i+28⊕ k14

i+2,i+18,i+26⊕ k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕ k11
i,i+4,i+8,i+16,i+20⊕

k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4

⊕ k2
i+2⊕ k1

i

(A.65)
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PLi = XR21
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕XL21

i+6,i+22,i+38⊕ k20
i+6,i+22,i+38⊕

k19
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ ki+18

i+2,i+18,i+26,i+34⊕ k17
i,i+16,i+24,i+28,i+32⊕ k16

i+30⊕

k15
i,i+16,i+24,i+28⊕ k14

i+2,i+18,i+26⊕ k13
i,i+4,i+16,i+20,i+24⊕ k12

i+6,i+22⊕ k11
i,i+4,i+8,i+16,i+20⊕

k10
i+2,i+10,i+18⊕ k9

i+2,i+10,i+14,i+18⊕ k8
i+14⊕ k7

i,i+8,i+12

⊕ k6
i+2,i+10⊕ k5

i,i+4,i+8⊕ k4
i+6⊕ k3

i,i+4⊕ k2
i+2⊕ k1

i

(A.66)

The approximation for the right half:

PRi = XR19
i+6,i+22,i+38⊕XL19

i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k18
i,i+4,i+16,i+20,i+24,i+32,i+36

⊕ k17
i+2,i+18,i+26,i+34⊕ k16

i,i+16,i+24,i+28,i+32⊕ k15
i+30⊕ k14

i,i+16,i+24,i+28

⊕ k13
i+2,i+18,i+26⊕ k12

i,i+4,i+16,i+20,i+24⊕ k11
i+6,i+22⊕ k10

i+12,i+20⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16

⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6⊕ k2

i,i+4⊕ k1
i+2⊕ k0

i

= F(XR20)i+6,i+22,i+38⊕XL20
i+6,i+22,i+38⊕ k19

i+6,i+22,i+38⊕XR20
i,i+4,i+16,i+20,i+24,i+32,i+36⊕

k18
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k17

i+2,i+18,i+26,i+34⊕ k16
i,i+16,i+24,i+28,i+32⊕ k15

i+30⊕

k14
i,i+16,i+24,i+28⊕ k13

i+2,i+18,i+26⊕ k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20⊕ k9

i+10,i+18

⊕ k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= XR20
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕XL20

i+6,i+22,i+38⊕ k19
i+6,i+22,i+38⊕

k18
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k17

i+2,i+18,i+26,i+34⊕ k16
i,i+16,i+24,i+28,i+32⊕ k15

i+30⊕

k14
i,i+16,i+24,i+28⊕ k13

i+2,i+18,i+26⊕ k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20⊕ k9

i+10,i+18⊕

k8
i+8,i+12,i+16⊕ k7

i+14⊕ k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

(A.67)
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For the right half, we extend the 20-round by one more round into a 21-round trail, with

bias=2−69:

PRi = XR20
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕XL20

i+6,i+22,i+38⊕ k19
i+6,i+22,i+38

⊕ k18
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k17

i+2,i+18,i+26,i+34⊕ k16
i,i+16,i+24,i+28,i+32⊕ k15

i+30

⊕ k14
i,i+16,i+24,i+28⊕ k13

i+2,i+18,i+26⊕ k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20

⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= F(XR21
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40)⊕XL21

i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕

k20
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕XR21

i+6,i+22,i+38⊕ k19
i+6,i+22,i+38

⊕ k18
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k17

i+2,i+18,i+26,i+34⊕ k16
i,i+16,i+24,i+28,i+32⊕ k15

i+30

⊕ k14
i,i+16,i+24,i+28⊕ k13

i+2,i+18,i+26⊕ k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20

⊕ k9
i+10,i+18⊕ k8

i+8,i+12,i+16⊕ k7
i+14⊕ k6

i,i+8,i+12⊕ k5
i+2,+10⊕ k4

i,i+4,i+8⊕ k3
i+6

⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

= XR21
i+2,i+10,i+18,i+34,i+42⊕XL21

i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕

k20
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕ k19

i+6,i+22,i+38⊕ k18
i,i+4,i+16,i+20,i+24,i+32,i+36⊕

k17
i+2,i+18,i+26,i+34⊕ k16

i,i+16,i+24,i+28,i+32⊕ k15
i+30⊕ k14

i,i+16,i+24,i+28⊕ k13
i+2,i+18,i+26⊕

k12
i,i+4,i+16,i+20,i+24⊕ k11

i+6,i+22⊕ k10
i+12,i+20⊕ k9

i+10,i+18⊕ k8
i+8,i+12,i+16⊕ k7

i+14⊕

k6
i,i+8,i+12⊕ k5

i+2,+10⊕ k4
i,i+4,i+8⊕ k3

i+6⊕ k2
i,i+4⊕ k1

i+2⊕ k0
i

(A.68)

A.13.1 Extend the 21-round Linear Approximation by Partial Decryption

We append four rounds encryption and three rounds decryption at the end of the 21-round

linear trail:
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The approximation for the left half:

XL4
i = XR25

i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕XL25
i+6,i+22,i+38⊕ k24

i+6,i+22,i+38⊕

k23
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ ki+22

i+2,i+18,i+26,i+34⊕ k21
i,i+16,i+24,i+28,i+32⊕ k20

i+30⊕

k19
i,i+16,i+24,i+28⊕ k18

i+2,i+18,i+26⊕ k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕

k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k7

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕

k7
i,i+4⊕ k6

i+2⊕ k5
i

= F(XR26
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40)⊕XL26

i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕

XR26
i+6,i+22,i+38k25

i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕ k24
i+6,i+22,i+38⊕ k23

i,i+4,i+16,i+20,i+24,i+32,i+36

⊕ ki+22
i+2,i+18,i+26,i+34⊕ k21

i,i+16,i+24,i+28,i+32⊕ k20
i+30⊕ k19

i,i+16,i+24,i+28⊕ k18
i+2,i+18,i+26⊕

k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18⊕

k12
i+14⊕ k7

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i

= (XR26
i+1&XR26

i+8)⊕ (XR26
i+5&XR26

i+12)⊕ (XR26
i+9&XR26

i+16)⊕ (XR26
i+21&XR26

i+28)

⊕ (XR26
i+17&XR26

i+24)⊕ (XR26
i+33&XR26

i+40)⊕ (XR26
i+37&XR26

i+44)⊕ (XR26
i+41&XR26

i+48)

⊕XR26
i+2,i+10,i+18,i+34,i+42⊕XL26

i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕ k24
i+6,i+22,i+38⊕

k23
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ ki+22

i+2,i+18,i+26,i+34⊕ k21
i,i+16,i+24,i+28,i+32⊕ k20

i+30⊕

k19
i,i+16,i+24,i+28⊕ k18

i+2,i+18,i+26⊕ k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕

k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k7

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6

⊕ k7
i,i+4⊕ k6

i+2⊕ k5
i

(A.69)
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XL4
i = (F(XR27

i+1)⊕XL27
i+1⊕ k26

i+1&F(XR27
i+8)⊕XL27

i+8⊕ k26
i+8)⊕ (F(XR27

i+5)⊕XL27
i+5

⊕ k26
i+5&F(XR27

i+12)⊕XL27
i+12⊕ k26

i+12)⊕ (F(XR27
i+9)⊕XL27

i+9⊕ k23
i+9&F(XR27

i+16)

⊕XL27
i+16⊕ k26

i+16)⊕ (F(XR27
i+21)⊕XL27

i+21⊕ k26
i+21&F(XR27

i+28)⊕XL27
i+28⊕ k26

i+28)

⊕ (F(XR27
i+17)⊕XL27

i+17⊕ k26
i+17&F(XR27

i+24)⊕XL27
i+24⊕ k26

i+24)⊕ (F(XR27
i+33)⊕XL27

i+33

⊕ k26
i+33&F(XR27

i+40)⊕XL27
i+40⊕ k26

i+40)⊕ (F(XR27
i+37)⊕XL27

i+37⊕ k26
i+37&F(XR27

i+44)⊕

XL27
i+44⊕ k26

i+44)⊕ (F(XR27
i+41)⊕XL27

i+41⊕ k26
i+41&F(XR27

i+48)⊕XL27
i+48⊕ k26

i+48)⊕

F(XR27
i+2,i+10,i+18,i+34,i+42)⊕XL27

i+2,i+10,i+18,i+34,i+42⊕ k26
i+2,i+10,i+18,i+34,i+42⊕

XR27
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕ k25

i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕ k24
i+6,i+22,i+38⊕

⊕ k23
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k22

i+2,i+18,i+26,i+34⊕ k21
i,i+16,i+24,i+28,i+32⊕ k20

i+30⊕

k19
i,i+16,i+24,i+28⊕ k18

i+2,i+18,i+26⊕ k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕

k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18⊕

k12
i+14⊕ k7

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i
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XL4
i = [(XR27

i+2&XR27
i+9)⊕XR27

i+3⊕XL27
i+1⊕ k26

i+1&XR27
i+9&XR27

i+16)⊕XR27
i+10⊕XL27

i+8

⊕ k26
i+8)⊕ (XR27

i+6&XR27
i+13)⊕XR27

i+7⊕XL27
i+5⊕ k26

i+5&XR27
i+13&XR27

i+20)⊕

XR27
i+14⊕XL27

i+12⊕ k26
i+12)⊕ (XR27

i+10&XR27
i+17)⊕XR27

i+11⊕XL27
i+9⊕ k26

i+9&

XR27
i+17&XR27

i+24)⊕XR27
i+18⊕XL27

i+16⊕ k26
i+16)⊕ (XR27

i+18&XR27
i+25)⊕XR27

i+19⊕

XL27
i+17⊕ k26

i+17&XR27
i+25&XR27

i+32)⊕XR27
i+26⊕XL27

i+24⊕ k26
i+24)⊕ (XR27

i+22&XR27
i+29)

⊕XR27
i+23⊕XL27

i+21⊕ k26
i+21&XR27

i+29&XR27
i+36)⊕XR27

i+30⊕XL27
i+28⊕ k26

i+28)⊕

(XR27
i+34&XR27

i+41)⊕XR27
i+35⊕XL27

i+33⊕ k26
i+33&XR27

i+41&XR27
i+48)⊕XR27

i+42⊕XL27
i+40

⊕ k26
i+40)⊕ (XR27

i+38&XR27
i+45)⊕XR27

i+39⊕XL27
i+37⊕ k26

i+37&XR27
i+45&XR27

i+52)⊕

XR27
i+46⊕XL27

i+44⊕ k26
i+44)⊕ (XR27

i+42&XR27
i+49)⊕XR27

i+43⊕XL27
i+41⊕ k26

i+41&

XR27
i+49&XR27

i+56)⊕XR27
i+50⊕XL27

i+48⊕ k26
i+48)]⊕ (XR27

i+3&XR27
i+10)⊕ (XR27

i+11&XR27
i+18)

⊕ (XR27
i+19&XR27

i+26)⊕ (XR27
i+35&XR27

i+42)⊕ (XR27
i+43&XR27

i+50)⊕

XR27
i,i+8,i+12,i+16,i+32,i+40,i+44⊕XR28

i+2,i+10,i+18,,i+34,i+42⊕ k25
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40

⊕ k24
i+6,i+22,i+38⊕⊕k23

i,i+4,i+16,i+20,i+24,i+32,i+36

⊕ ki+22
i+2,i+18,i+26,i+34⊕ k21

i,i+16,i+24,i+28,i+32⊕ k20
i+30⊕ k19

i,i+16,i+24,i+28⊕ k18
i+2,i+18,i+26⊕

k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18⊕

k12
i+14⊕ k7

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕ k7

i,i+4⊕ k6
i+2⊕ k5

i
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Here, we append one more round of decryption at the end of A.69, a total of four rounds

decryption:

XL4
i = [(F(XR28

i+2)⊕XL28
i+2⊕ k27

i+2&F(XR28
i+9)⊕XL28

i+9⊕ k27
i+9)⊕F(XR28

i+3)⊕XL28
i+3⊕ k27

i+3

⊕XR28
i+1⊕ k26

i+1&F(XR28
i+9)⊕XL28

i+9⊕ k27
i+9&F(XR28

i+16)⊕XL28
i+16⊕ k27

i+16)⊕F(XR28
i+10)⊕

XL28
i+10⊕ k27

i+10⊕XR28
i+8⊕ k26

i+8)⊕ (F(XR28
i+6)⊕XL28

i+6⊕ k27
i+6&F(XR28

i+13)⊕XL28
i+13

⊕ k27
i+13)⊕F(XR28

i+7)⊕XL28
i+7⊕ k27

i+7⊕XR28
i+5⊕ k26

i+5&(F(XR28
i+13)⊕XL28

i+13⊕ k27
i+13

&F(XR28
i+20)⊕XL28

i+20⊕ k27
i+20)⊕F(XR28

i+14)⊕XL28
i+14⊕ k27

i+14⊕XR28
i+12⊕ k26

i+12)⊕

(F(XR28
i+10)⊕XL28

i+10⊕ k27
i+10&F(XR28

i+17)⊕XL28
i+17⊕ k27

i+17)⊕F(XR28
i+11)⊕XL28

i+11⊕ k27
i+11

⊕XR28
i+9⊕ k26

i+9&XF(XR28
i+17)⊕XL28

i+17⊕ k27
i+17&F(XR28

i+24)⊕XL28
i+24⊕ k27

i+24)⊕

F(XR28
i+18)⊕XL28

i+18⊕ k27
i+18⊕XR28

i+16⊕ k26
i+16)⊕ (F(XR28

i+18)⊕XL28
i+18⊕ k27

i+18&F(XR28
i+25)

⊕XL28
i+25⊕ k27

i+25)⊕F(XR28
i+19)⊕XL28

i+19⊕ k27
i+19⊕XR28

i+17⊕ k26
i+17&F(XR28

i+25)⊕XL28
i+25⊕

k27
i+25&F(XR28

i+32)⊕XL28
i+32⊕ k27

i+32)⊕F(XR28
i+26)⊕XL28

i+26⊕ k27
i+26⊕XR28

i+24⊕ k26
i+24)

⊕ (F(XR28
i+22)⊕XL28

i+22⊕ k27
i+22&F(XR28

i+29)⊕XL28
i+29⊕ k27

i+29)⊕F(XR28
i+23)⊕XL28

i+23

⊕ k27
i+23⊕XR28

i+21⊕ k26
i+21&F(XR28

i+29)⊕XL28
i+29⊕ k27

i+29&F(XR28
i+36)⊕XL28

i+36⊕ k27
i+36)

⊕F(XR28
i+30)⊕XL28

i+30⊕ k27
i+30⊕XR28

i+28⊕ k26
i+28)⊕ (F(XR28

i+34)⊕XL28
i+34⊕ k27

i+34&

F(XR28
i+41)⊕XL28

i+41⊕ k27
i+41)⊕F(XR28

i+35)⊕XL28
i+35⊕ k27

i+35⊕XR28
i+33⊕ k26

i+33&

F(XR28
i+41)⊕XL28

i+41⊕ k27
i+41&F(XR28

i+48)⊕XL28
i+48⊕ k27

i+48)⊕F(XR28
i+42)⊕XL28

i+42⊕ k27
i+42

⊕XR28
i+40⊕ k26

i+40)⊕ (F(XR28
i+38)⊕XL28

i+38⊕ k27
i+38&F(XR28

i+45)⊕XL28
i+45⊕ k27

i+45)⊕

F(XR28
i+39)⊕XL28

i+39⊕ k27
i+39⊕XR28

i+37⊕ k26
i+37&(F(XR28

i+45)⊕XL28
i+45⊕ k27

i+45

&F(XR28
i+52)⊕XL28

i+52⊕ k27
i+52)⊕ (F(XR28

i+42)⊕XL28
i+42⊕ k27

i+42&F(XR28
i+49)⊕XL28

i+49

⊕ k27
i+49)⊕F(XR28

i+43)⊕XL28
i+43⊕ k27

i+43⊕XL27
i+41⊕ k26

i+41&(F(XR28
i+49)⊕XL28

i+49⊕ k27
i+49

&F(XR28
i+56)⊕XL28

i+56⊕ k27
i+56)⊕F(XR28

i+50)⊕XL28
i+50⊕ k27

i+50⊕XR28
i+48⊕ k26

i+48)]&⊕

(F(XR28
i+3)⊕XL28

i+3⊕ k27
i+3&F(XR28

i+10)⊕XL28
i+10⊕ k27

i+10)⊕ (F(XR28
i+11)⊕XL28

i+11⊕ k27
i+11

&F(XR28
i+18)⊕XL28

i+18⊕ k27
i+18)⊕ (F(XR28

i+19)⊕XL28
i+19⊕ k27

i+19&F(XR28
i+26)⊕)

(A.70)
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XL28
i+26⊕ k27

i+26⊕ (F(XR28
i+35)⊕XL28

i+35⊕ k27
i+35&F(XR28

i+42)⊕XL28
i+42⊕ k27

i+42)⊕ (XR27
i+43&

XR27
i+50)⊕F(XR28

i,i+8,i+12,i+16,i+32,i+40,i+44)⊕XL28
i,i+8,i+12,i+16,i+32,i+40,i+44⊕

k27
i,i+8,i+12,i+16,i+32,i+40,i+44⊕XR28

i+2,i+10,i+18,,i+34,i+42⊕ k26
i+2,i+10,i+18,,i+34,i+42

⊕ k25
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕ k24

i+6,i+22,i+38⊕ k23
i,i+4,i+16,i+20,i+24,i+32,i+36

⊕ ki+22
i+2,i+18,i+26,i+34⊕ k21

i,i+16,i+24,i+28,i+32⊕ k20
i+30⊕ k19

i,i+16,i+24,i+28

⊕ k18
i+2,i+18,i+26⊕ k17

i,i+4,i+16,i+20,i+24⊕ k16
i+6,i+22⊕ k15

i,i+4,i+8,i+16,i+20⊕

k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕

k7
i,i+4⊕ k6

i+2⊕ k5
i

XL4
i = [(F(XR28

i+2)⊕XL28
i+2⊕ k27

i+2&F(XR28
i+9)⊕XL28

i+9⊕ k27
i+9)⊕F(XR28

i+3)⊕XL28
i+3

⊕ k27
i+3⊕XR28

i+1⊕ k26
i+1&F(XR28

i+9)⊕XL28
i+9⊕ k27

i+9&F(XR28
i+16)⊕XL28

i+16⊕ k27
i+16)⊕

F(XR28
i+10)⊕XL28

i+10⊕ k27
i+10⊕XR28

i+8⊕ k26
i+8)⊕ (F(XR28

i+6)⊕XL28
i+6⊕ k27

i+6&

F(XR28
i+13)⊕XL28

i+13⊕ k27
i+13)⊕F(XR28

i+7)⊕XL28
i+7⊕ k27

i+7⊕XR28
i+5⊕ k26

i+5&

(F(XR28
i+13)⊕XL28

i+13⊕ k27
i+13&F(XR28

i+20)⊕XL28
i+20⊕ k27

i+20)⊕F(XR28
i+14)⊕XL28

i+14

⊕ k27
i+14⊕XR28

i+12⊕ k26
i+12)⊕ (F(XR28

i+10)⊕XL28
i+10⊕ k27

i+10&F(XR28
i+17)⊕XL28

i+17⊕ k27
i+17)

⊕F(XR28
i+11)⊕XL28

i+11⊕ k27
i+11⊕XR28

i+9⊕ k26
i+9&XF(XR28

i+17)⊕XL28
i+17⊕ k27

i+17&

F(XR28
i+24)⊕XL28

i+24⊕ k27
i+24)⊕F(XR28

i+18)⊕XL28
i+18⊕ k27

i+18⊕XR28
i+16⊕ k26

i+16)⊕

(F(XR28
i+18)⊕XL28

i+18⊕ k27
i+18&F(XR28

i+25)⊕XL28
i+25⊕ k27

i+25)⊕F(XR28
i+19)⊕XL28

i+19⊕

k27
i+19⊕XR28

i+17⊕ k26
i+17&F(XR28

i+25)⊕XL28
i+25⊕ k27

i+25&F(XR28
i+32)⊕XL28

i+32⊕ k27
i+32)

⊕F(XR28
i+26)⊕XL28

i+26⊕ k27
i+26⊕XR28

i+24⊕ k26
i+24)⊕ (F(XR28

i+22)⊕XL28
i+22⊕ k27

i+22&

F(XR28
i+29)⊕XL28

i+29⊕ k27
i+29)⊕F(XR28

i+23)⊕XL28
i+23⊕ k27

i+23⊕XR28
i+21⊕ k26

i+21&

F(XR28
i+29)⊕XL28

i+29⊕ k27
i+29&F(XR28

i+36)⊕XL28
i+36⊕ k27

i+36)⊕F(XR28
i+30)⊕XL28

i+30⊕ k27
i+30

⊕XR28
i+28⊕ k26

i+28)⊕ (F(XR28
i+34)⊕XL28

i+34⊕ k27
i+34&F(XR28

i+41)⊕XL28
i+41⊕ k27

i+41)

⊕F(XR28
i+35)⊕XL28

i+35⊕ k27
i+35⊕XR28

i+33⊕ k26
i+33&F(XR28

i+41)⊕XL28
i+41

⊕ k27
i+41&F(XR28

i+48)⊕XL28
i+48⊕ k27

i+48)⊕F(XR28
i+42)⊕XL28

i+42⊕ k27
i+42⊕XR28

i+40⊕ k26
i+40)⊕
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(F(XR28
i+38)⊕XL28

i+38⊕ k27
i+38&F(XR28

i+45)⊕XL28
i+45⊕ k27

i+45)⊕F(XR28
i+39)⊕XL28

i+39⊕

k27
i+39⊕XR28

i+37⊕ k26
i+37&(F(XR28

i+45)⊕XL28
i+45⊕ k27

i+45&F(XR28
i+52)⊕XL28

i+52⊕ k27
i+52)

(F(XR28
i+42)⊕XL28

i+42⊕ k27
i+42&F(XR28

i+49)⊕XL28
i+49⊕ k27

i+49)⊕F(XR28
i+43)⊕XL28

i+43⊕

k27
i+43⊕XR28

i+41⊕ k26
i+41&(F(XR28

i+49)⊕XL28
i+49⊕ k27

i+49&F(XR28
i+56)⊕XL28

i+56⊕ k27
i+56)

⊕F(XR28
i+50)⊕XL28

i+50⊕ k27
i+50⊕XR28

i+48⊕ k26
i+48)]&(F(XR28

i+3)⊕XL28
i+3⊕ k27

i+3

&F(XR28
i+10)⊕XL28

i+10⊕ k27
i+10)⊕ (F(XR28

i+11)⊕XL28
i+11⊕ k27

i+11&F(XR28
i+18)⊕XL28

i+18

⊕ k27
i+18)⊕ (F(XR28

i+19)⊕XL28
i+19⊕ k27

i+19&F(XR28
i+26)⊕XL28

i+26⊕ k27
i+26)

⊕ (F(XR28
i+35)⊕XL28

i+35⊕ k27
i+35&F(XR28

i+42)⊕XL28
i+42⊕ k27

i+42)⊕ (XR27
i+43&XR27

i+50)

⊕F(XR28
i,i+8,i+12,i+16,i+32,i+40,i+44)⊕XL28

i,i+8,i+12,i+16,i+32,i+40,i+44⊕

k27
i,i+8,i+12,i+16,i+32,i+40,i+44⊕XR28

i+2,i+10,i+18,,i+34,i+42⊕ k26
i+2,i+10,i+18,,i+34,i+42

⊕ k25
i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕ k24

i+6,i+22,i+38⊕ k23
i,i+4,i+16,i+20,i+24,i+32,i+36

⊕ k22
i+2,i+18,i+26,i+34⊕ k21

i,i+16,i+24,i+28,i+32⊕ k20
i+30⊕ k19

i,i+16,i+24,i+28⊕ k18
i+2,i+18,i+26

⊕ k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕ k14

i+2,i+10,i+18⊕ k13
i+2,i+10,i+14,i+18

⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕

k7
i,i+4⊕ k6

i+2⊕ k5
i
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XL4
i = (XR28

i+3&XR28
i+10)⊕XR28

i+4⊕XL28
i+2⊕ k27

i+2&(XR28
i+10&XR28

i+17)⊕XR28
i+11

⊕XL28
i+9⊕ k27

i+9)⊕ (XR28
i+4&XR28

i+11)⊕XR28
i+5⊕XL28

i+3⊕ k27
i+3⊕XR28

i+1⊕ k26
i+1&

(XR28
i+10&XR28

i+17)⊕XR28
i+11⊕XL28

i+9⊕ k27
i+9)&(XR28

i+17&XR28
i+24)⊕XR28

i+18⊕

XL28
i+16⊕ k27

i+16)⊕ (XR28
i+11&XR28

i+18)⊕XR28
i+12⊕XL28

i+10⊕ k27
i+10⊕XR28

i+8⊕ k26
i+8

⊕ (XR28
i+7&XR28

i+14)⊕XR28
i+8⊕XL28

i+6⊕ k27
i+6)&(XR28

i+14&XR28
i+21)⊕XR28

i+15⊕XL28
i+13

⊕ k27
i+13)⊕ (XR28

i+8&XR28
i+15)⊕XR28

i+9⊕XL28
i+7⊕ k27

i+7⊕XR28
i+5⊕ k26

i+5&(XR28
i+14&XR28

i+21)

⊕XR28
i+15⊕XL28

i+13⊕ k27
i+13)&(XR28

i+21&XR28
i+28)⊕XR28

i+22⊕XL28
i+20⊕ k27

i+20)⊕ (XR28
i+15&

XR28
i+22)⊕XR28

i+16⊕XL28
i+14⊕ k27

i+14⊕XR28
i+12⊕ k26

i+12⊕ (XR28
i+11&XR28

i+18)⊕XR28
i+12

⊕XL28
i+10⊕ k27

i+10)&(XR28
i+18&XR28

i+25)⊕XR28
i+19⊕XL28

i+17⊕ k27
i+17)⊕ (XR28

i+12&XR28
i+19)

⊕XR28
i+13⊕XL28

i+11⊕ k27
i+11⊕XR28

i+9⊕ k26
i+9&(XR28

i+18&XR28
i+25)⊕XR28

i+19⊕XL28
i+17⊕ k27

i+17)

&(XR28
i+25&XR28

i+32)⊕XR28
i+26⊕XL28

i+24⊕ k27
i+24)⊕ (XR28

i+19&XR28
i+26)⊕XR28

i+20⊕XL28
i+18

⊕ k27
i+18⊕XR28

i+16⊕ k26
i+16⊕ (XR28

i+19&XR28
i+26)⊕XR28

i+20⊕XL28
i+18⊕ k27

i+18)&(XR28
i+26&XR28

i+33)

⊕XR28
i+27⊕XL28

i+25⊕ k27
i+25)⊕ (XR28

i+20&XR28
i+27)⊕XR28

i+21⊕XL28
i+19⊕ k27

i+19⊕XR28
i+17⊕ k26

i+17

&(XR28
i+26&XR28

i+33)⊕XR28
i+27⊕XL28

i+25⊕ k27
i+25)&(XR28

i+33&XR28
i+40)⊕XR28

i+34

⊕XL28
i+32⊕ k27

i+32)⊕ (XR28
i+27&XR28

i+34)⊕XR28
i+28⊕XL28

i+26⊕ k27
i+26⊕XR28

i+24⊕ k26
i+24⊕

(XR28
i+23&XR28

i+40)⊕XR28
i+24⊕XL28

i+22⊕ k27
i+22)&(XR28

i+30&XR28
i+37)⊕XR28

i+31⊕XL28
i+29⊕

k27
i+29)⊕ (XR28

i+24&XR28
i+31)⊕XR28

i+25⊕XL28
i+23⊕ k27

i+23⊕XR28
i+21⊕ k26

i+21&(XR28
i+30&XR28

i+37)

⊕XR28
i+31⊕XL28

i+29⊕ k27
i+29)&(XR28

i+37&XR28
i+44)⊕XR28

i+38⊕XL28
i+36⊕ k27

i+36)⊕ (XR28
i+31&

XR28
i+38)⊕XR28

i+32⊕XL28
i+30⊕ k27

i+30⊕XR28
i+28⊕ k26

i+28⊕ (XR28
i+35&XR28

i+42)⊕XR28
i+36

⊕XL28
i+34⊕ k27

i+34)&(XR28
i+42&XR28

i+49)⊕XR28
i+43⊕XL28

i+41⊕ k27
i+41)⊕ (XR28

i+36&XR28
i+43)

⊕XR28
i+37⊕XL28

i+35⊕ k27
i+35⊕XR28

i+33⊕ k26
i+33&(XR28

i+42&XR28
i+49)⊕XR28

i+43⊕XL28
i+41⊕
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k27
i+41)&(XR28

i+49&XR28
i+56)⊕XR28

i+50⊕XL28
i+48⊕ k27

i+48)⊕ (XR28
i+43&XR28

i+50)⊕XR28
i+37⊕

XL28
i+44⊕ k27

i+42⊕XR28
i+40⊕ k26

i+40⊕ (XR28
i+39&XR28

i+46)⊕XR28
i+40⊕XL28

i+38⊕ k27
i+38)&

(XR28
i+46&XR28

i+53)⊕XR28
i+47⊕XL28

i+45⊕ k27
i+45)⊕ (XR28

i+40&XR28
i+47)⊕XR28

i+41⊕XL28
i+39⊕

k27
i+39⊕XR28

i+37⊕ k26
i+37&(XR28

i+46&XR28
i+53)⊕XR28

i+47⊕XL28
i+45⊕ k27

i+45)&(XR28
i+53&XR28

i+60)

⊕XR28
i+54⊕XL28

i+52⊕ k27
i+52)⊕ (XR28

i+47&XR28
i+54)⊕XR28

i+48⊕XL28
i+46⊕ k27

i+46⊕XR28
i+44⊕

k26
i+44&(XR28

i+43&XR28
i+50)⊕XR28

i+44⊕XL28
i+42⊕ k27

i+42)&(XR28
i+50&XR28

i+57)⊕XR28
i+51

⊕XL28
i+49⊕ k27

i+49)⊕ (XR28
i+44&XR28

i+51)⊕XR28
i+45⊕XL28

i+43⊕ k27
i+43⊕XR28

i+41⊕ k26
i+41

&(XR28
i+50&XR28

i+57)⊕XR28
i+51⊕XL28

i+49⊕ k27
i+49)&(XR28

i+57&XR28
i )⊕XR28

i+58⊕XL28
i+56⊕

k27
i+56)⊕ (XR28

i+51&XR28
i+58)⊕XR28

i+52⊕XL28
i+50⊕ k27

i+50⊕XR28
i+48⊕ k26

i+48&(XR28
i+4&XR28

i+11)

⊕XR28
i+5⊕XL28

i+3⊕ k27
i+3)&(XR28

i+11&XR28
i+18)⊕XR28

i+12⊕XL28
i+10⊕ k27

i+10)⊕ (XR28
i+12&

XR28
i+19)⊕XR28

i+13⊕XL28
i+11⊕ k27

i+11)&(XR28
i+19&XR28

i+26)⊕XR28
i+20⊕XL28

i+18⊕ k27
i+18)⊕

(XR28
i+20&XR28

i+27)⊕XR28
i+21⊕XL28

i+19⊕ k27
i+19&(XR28

i+27&XR28
i+34)⊕XR28

i+28⊕XL28
i+26⊕ k27

i+26)

⊕ (XR28
i+36&XR28

i+43)⊕XR28
i+37⊕XL28

i+35⊕ k27
i+35&(XR28

i+43&XR28
i+50)⊕XR28

i+44⊕XL28
i+42

⊕ k27
i+42)⊕ (XR28

i+44&XR28
i+51)⊕XR28

i+45⊕XL28
i+43⊕ k27

i+43&(XR28
i+51&XR28

i+58)⊕XR28
i+52

⊕XL28
i+50⊕ k27

i+50)⊕F(XR28
i,i+8,i+12,i+16,i+32,i+40,i+44)⊕ (XR28

i+1&XR28
i+8)⊕XR28

i+2

(XR28
i+9&XR28

i+16)⊕XR28
i+10⊕ (XR28

i+13&XR28
i+20)⊕XR28

i+14⊕ (XR28
i+17&XR28

i+24)⊕XR28
i+18

⊕ (XR28
i+33&XR28

i+40)⊕XR28
i+34⊕ (XR28

i+41&XR28
i+48)⊕XR28

i+42⊕ (XR28
i+45&XR28

i+52)⊕XR28
i+46

⊕XL28
i,i+8,i+12,i+16,i+32,i+40,i+44⊕ k27

i,i+8,i+12,i+16,i+32,i+40,i+44⊕XR28
i+2,i+10,i+18,,i+34,i+42⊕

⊕ k26
i+2,i+10,i+18,,i+34,i+42⊕ k25

i,i+4,i+8,i+16,i+20,i+32,i+36,i+40⊕ k24
i+6,i+22,i+38⊕

k23
i,i+4,i+16,i+20,i+24,i+32,i+36⊕ k22

i+2,i+18,i+26,i+34⊕ k21
i,i+16,i+24,i+28,i+32⊕ k20

i+30⊕

k19
i,i+16,i+24,i+28⊕ k18

i+2,i+18,i+26⊕ k17
i,i+4,i+16,i+20,i+24⊕ k16

i+6,i+22⊕ k15
i,i+4,i+8,i+16,i+20⊕

k14
i+2,i+10,i+18⊕ k13

i+2,i+10,i+14,i+18⊕ k12
i+14⊕ k11

i,i+8,i+12⊕ k10
i+2,i+10⊕ k9

i,i+4,i+8⊕ k8
i+6⊕

k7
i,i+4⊕ k6

i+2⊕ k5
i
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A.13.2 Extend the 27-round by Partial Decryption

We append four rounds encryption and one round decryption to the 27-round linear approxi-

mation:

XL4
i+14⊕XR4

i,i+8,i+12 = XR31
i+6⊕XL31

i,i+4⊕ k30
i,i+4⊕ k29

i+2⊕ k27
i ⊕ k26

i ⊕ k25
i+2⊕ k24

i,i+4⊕ k23
i+6⊕

k22
i+4,i,i+8⊕ k21

i+2,i+10⊕ k20
i,i+8,i+11,i+12⊕ k19

i+8,i+9,i+14⊕ k18
i,i+8,i+12

⊕ k17
i+2,i+9,i+10⊕ k16

i+8⊕ k15
i+6⊕ k14

i,i+4⊕ k13
i+2⊕ k12

i ⊕ k11
i ⊕ k10

i ⊕ k9
i+2⊕ k8

i,i+4

⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12

= F(XR32
i+6)⊕XL32

i+6⊕ k31
i+6⊕XR32

i,i+4⊕ k30
i,i+4⊕ k29

i+2⊕ k27
i ⊕ k26

i ⊕ k25
i+2⊕ k24

i,i+4⊕

k23
i+6⊕ k22

i+4,i,i+8⊕ k21
i+2,i+10⊕ k20

i,i+8,i+11,i+12⊕ k19
i+8,i+9,i+14⊕ k18

i,i+8,i+12

⊕ k17
i+2,i+9,i+10⊕ k16

i+8⊕ k15
i+6⊕ k14

i,i+4⊕ k13
i+2⊕ k12

i ⊕ k11
i ⊕ k10

i ⊕ k9
i+2⊕ k8

i,i+4

⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12

(A.71)

We add two more rounds at the end of the above equation:

XL4
i+14⊕XR4

i,i+8,i+12 = (XR32
i+7&XR32

i+14)⊕XR32
i+8⊕XL32

i+6⊕ k31
i+6⊕XR32

i,i+4⊕ k30
i,i+4⊕ k29

i+2

⊕ k27
i ⊕ k26

i ⊕ k25
i+2⊕ k24

i,i+4⊕ k23
i+6⊕ k22

i+4,i,i+8⊕ k21
i+2,i+10⊕

k20
i,i+8,i+11,i+12⊕ k19

i+8,i+9,i+14⊕ k18
i,i+8,i+12⊕ k17

i+2,i+9,i+10⊕ k16
i+8⊕ k15

i+6⊕

k14
i,i+4⊕ k13

i+2⊕ k12
i ⊕ k11

i ⊕ k10
i ⊕ k9

i+2⊕ k8
i,i+4

⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12

(A.72)
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XL4
i+14⊕XR4

i,i+8,i+12 = (F(XR33
i+7)⊕XL33

i+7⊕ k32
i+7&F(XR33

i+14)⊕XL33
i+14⊕ k32

i+14)⊕

XR33
i+6⊕ k31

i+6⊕F(XR33
i,i+4,i+8)⊕XL33

i,i+4,i+8⊕ k32
i,i+4,i+8⊕ k30

i,i+4⊕ k29
i+2⊕ k27

i ⊕ k26
i ⊕ k25

i+2

⊕ k24
i,i+4⊕ k23

i+6⊕ k22
i+4,i,i+8⊕ k21

i+2,i+10⊕ k20
i,i+8,i+11,i+12⊕ k19

i+8,i+9,i+14⊕ k18
i,i+8,i+12⊕

k17
i+2,i+9,i+10⊕ k16

i+8⊕ k15
i+6⊕ k14

i,i+4⊕ k13
i+2⊕ k12

i ⊕ k11
i ⊕ k10

i ⊕ k9
i+2⊕ k8

i,i+4

⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12

= ((XR33
i+8&XR33

i+15)⊕XR33
i+9⊕XL33

i+7⊕ k32
i+7&(XR33

i+15&XR33
i+22)⊕XR33

i+16⊕XL33
i+14⊕

k32
i+14)⊕XR33

i+6⊕ k31
i+6⊕ (XR33

i+1&XR33
i+8)⊕ (XR33

i+5&XR33
i+12)⊕ (XR33

i+9&XR33
i+16)

⊕XR33
i+2,i+6,i+10⊕XL33

i,i+4,i+8⊕ k32
i,i+4,i+8

= ((F(XR34
i+8)⊕XL34

i+8⊕ k33
i+8&F(XR34

i+15)⊕XL34
i+15⊕ k33

i+15)⊕F(XR34
i+9)⊕XL34

i+9⊕ k33
i+9

⊕XL33
i+7⊕ k32

i+7&(F(XR34
i+15)⊕XL34

i+15⊕ k33
i+15&F(XR34

i+22)⊕XL34
i+22⊕ k33

i+22)⊕F(XR34
i+16)

⊕XL34
i+16⊕ k33

i+16⊕XR34
i+14⊕ k32

i+14)⊕F(XR34
i+6)⊕XL34

i+6⊕ k33
i+6⊕ k31

i+6⊕ (F(XR34
i+1)⊕XL34

i+1

⊕ k33
i+1&F(XR34

i+8)⊕XL34
i+8⊕ k33

i+8)⊕ (F(XR34
i+5)⊕XL34

i+5⊕ k33
i+5&F(XR34

i+12)⊕XL34
i+12⊕

k33
i+12)⊕ (F(XR34

i+9)⊕XL34
i+9⊕ k33

i+9&F(XR34
i+16)⊕XL34

i+16⊕ k33
i+16)⊕F(XR34

i+2,i+6,i+10)

⊕XL34
i+2,i+6,i+10⊕ k33

i+2,i+6,i+10⊕XR34
i,i+4,i+8⊕ k32

i,i+4,i+8⊕ k30
i,i+4⊕ k29

i+2⊕ k27
i ⊕ k26

i ⊕ k25
i+2

⊕ k24
i,i+4⊕ k23

i+6⊕ k22
i+4,i,i+8⊕ k21

i+2,i+10⊕ k20
i,i+8,i+11,i+12⊕ k19

i+8,i+9,i+14⊕ k18
i,i+8,i+12⊕

k17
i+2,i+9,i+10⊕ k16

i+8⊕ k15
i+6⊕ k14

i,i+4⊕ k13
i+2⊕ k12

i ⊕ k11
i ⊕ k10

i ⊕ k9
i+2⊕ k8

i,i+4

⊕ k7
i+6⊕ k6

i,i+4,i+8⊕ k5
i+2,i+10⊕ k4

i,i+8,i+12
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A.14 Improved Linear Approximations for SIMON 128

We extend the 28-round linear trail 6.14, by two more rounds at the beginning:

PLi+2,i+10,i+18⊕PRi,i+8,i+12,i+16 = XR1
i+2,i+10,i+18⊕F(XR1

i,i+8,i+12,i+16)⊕

XL1
i,i+8,i+12,i+16⊕ k0

i,i+8,i+12,i+16

= XR1
i+2,i+10,i+14,i+18⊕XL1

i,i+8,i+12,i+16⊕XR1
i+2,i+10,i+18

⊕ k0
i,i+8,i+12,i+16

= XR1
i+14⊕XL1

i,i+8,i+12,i+16⊕ k0
i,i+8,i+12,i+16

= F(XR2
i+14)⊕XL2

i+14⊕ k1
i+14⊕XR2

i,i+8,i+12,i+16⊕ k0
i,i+8,i+12,i+16

= XL2
i+14⊕XR2

i,i+8,i+12⊕ k1
i+14⊕ k0

i,i+8,i+12,i+16
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Also, we extend it further and add eight rounds at the end, to get a 35-round linear trail:

PLi+2,i+10,i+18⊕PRi,i+8,i+12,i+16 = XR28
i,i+4,i+8⊕XL28

i+6

= F(XR29
i,i+4,i+8)⊕XL29

i,i+4,i+8⊕ k28
i,i+4,i+8⊕XR29

i+6

= XR29
i+2,i+10⊕XL29

i,i+4,i+8⊕ k28
i,i+4,i+8

= F(XR30
i+2,i+10)⊕XL30

i+2,i+10⊕ k29
i+2,i+10⊕XR30

i,i+4,i+8⊕ k28
i,i+4,i+8

= XR30
i,i+8,i+12⊕XL30

i+2,i+10⊕ k29
i+2,i+10⊕ k28

i,i+4,i+8

= F(XR31
i,i+8,i+12)⊕XL31

i,i+8,i+12⊕ k30
i,i+8,i+12⊕XR31

i+2,i+10⊕

k29
i+2,i+10⊕ k28

i,i+4,i+8

= XR31
i+14⊕XL31

i,i+8,i+12⊕ k30
i,i+8,i+12⊕ k29

i+2,i+10⊕ k28
i,i+4,i+8

= F(XR32
i+14)⊕XL32

i+14⊕ k31
i+14⊕XR32

i,i+8,i+12⊕ k30
i,i+8,i+12

⊕ k29
i+2,i+10⊕ k28

i,i+4,i+8

= XR32
i,i+8,i+12,i+16⊕XL32

i+14⊕ k31
i+14⊕ k30

i,i+8,i+12⊕ k29
i+2,i+10⊕ k28

i,i+4,i+8

= F(XR33
i,i+8,i+12,i+16)⊕XL33

i,i+8,i+12,i+16⊕ k32
i,i+8,i+12,i+16⊕XR33

i+14⊕

k31
i+14⊕ k30

i,i+8,i+12⊕ k29
i+2,i+10⊕ k28

i,i+4,i+8

= XR33
i+2,i+10,i+18⊕XL33

i,i+8,i+12,i+16⊕ k32
i,i+8,i+12,i+16⊕ k31

i+14⊕

k30
i,i+8,i+12⊕ k29

i+2,i+10⊕ k28
i,i+4,i+8

(A.73)

A.14.1 Extend the 39-round by Partial Decryption

We append four rounds encryption and one round decryption to the approximation 6.14:

XL4
i+2,i+10,i+18⊕XR4

i,i+8,i+12,i+16 = XR39
i+2,i+10,i+18⊕XL39

i,i+8,i+12,i+16

= F(XR40
i+2,i+10,i+18)⊕XL40

i+2,i+10,i+18⊕ k39
i+2,i+10,i+18⊕XR40

i,i+8,i+12,i+16

(A.74)
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Further, we add two more rounds at the end:

XL4
i+2,i+10,i+18⊕XR4

i,i+8,i+12,i+16 = (XR40
i+3&XR40

i+10)⊕ (XR40
i+11&XR40

i+18)⊕ (XR40
i+19&

XR40
i+26)⊕XR40

i,i+4,i+8,i+16,i+20⊕XL40
i+2,i+10,i+18⊕ k39

i+2,i+10,i+18

= (F(XR41
i+3)⊕XL41

i+3⊕ k40
i+3&F(XR41

i+10)⊕XL41
i+10⊕ k40

i+10)⊕ (F(XR41
i+11)⊕XL41

i+11⊕

k40
i+11&F(XR41

i+18)⊕XL41
i+18⊕ k40

i+18⊕ (F(XR41
i+19)⊕XL41

i+19⊕ k40
i+19&F(XR41

i+26)⊕XL41
i+26

⊕ k40
i+26)⊕F(XR41

i,i+4,i+8,i+16,i+20)⊕XL41
i,i+4,i+8,i+16,i+20⊕ k40

i,i+4,i+8,i+16,i+20⊕

XL40
i+2,i+10,i+18⊕ k39

i+2,i+10,i+18

= ((XR41
i+4&XR41

i+11)⊕XR41
i+5⊕XL41

i+3⊕ k40
i+3&(XR41

i+11&XR41
i+18)⊕XR41

i+12⊕XL41
i+10⊕

k40
i+10)⊕ ((XR41

i+12&XR41
i+19)⊕XR41

i+13⊕XL41
i+11⊕ k40

i+11&(XR41
i+19&XR41

i+26)⊕XR41
i+20⊕

XL41
i+18⊕ k40

i+18⊕ ((XR41
i+20&XR41

i+27)⊕XR41
i+21⊕XL41

i+19⊕ k40
i+19&(XR41

i+27&XR41
i+34)⊕

XR41
i+28⊕XL41

i+26⊕ k40
i+26)⊕XL41

i,i+4,i+8,i+16,i+20⊕ k40
i,i+4,i+8,i+16,i+20⊕XR41

i+2,i+10,i+18

⊕ k39
i+2,i+10,i+18⊕ (XR41

i+1&XR41
i+8)⊕ (XR41

i+5&XR41
i+12)⊕ (XR41

i+9&XR41
i+16)⊕

(XR41
i+17&XR41

i+24)⊕ (XR41
i+21&XR41

i+28)⊕XR41
i+2,i+6,i+10,i+18,i+22

(A.75)
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XL4
i+2,i+10,i+18⊕XR4

i,i+8,i+12,i+16 = ((F(XR42
i+4)⊕XL42

i+4⊕ k41
i+4&F(XR42

i+11)⊕XL42
i+11

⊕ k41
i+11)⊕XR41

i+5⊕XL41
i+3⊕ k40

i+3&(F(XR42
i+11)⊕XL42

i+11⊕ k41
i+11&F(XR42

i+18)⊕XL42
i+18

⊕ k41
i+18)⊕XR41

i+12⊕XL41
i+10⊕ k40

i+10)⊕ ((F(XR42
i+12)⊕XL42

i+12⊕ k41
i+12&F(XR42

i+19)⊕

XL42
i+19⊕ k41

i+19)⊕XR41
i+13⊕XL41

i+11⊕ k40
i+11&(F(XR42

i+19)⊕XL42
i+19⊕ k41

i+19&F(XR42
i+26)⊕

XL42
i+26⊕ k41

i+26)⊕XR41
i+20⊕XL41

i+18⊕ k40
i+18⊕ ((F(XR42

i+20)⊕XL42
i+20⊕ k41

i+20&F(XR42
i+27)⊕

XL42
i+27⊕ k41

i+27)⊕XR41
i+21⊕XL41

i+19⊕ k40
i+19&(F(XR42

i+27)⊕XL42
i+27⊕ k41

i+27&F(XR42
i+34)

⊕XL42
i+34⊕ k41

i+34)⊕XR41
i+28⊕XR42

i+26⊕ k40
i+26)⊕XR42

i,i+4,i+8,i+16,i+20⊕ k40
i,i+4,i+8,i+16,i+20⊕

k39
i+2,i+10,i+18⊕ (F(XR42

i+1)⊕XL42
i+1⊕ k41

i+1&F(XR42
i+8)⊕XL42

i+8⊕ k41
i+8)⊕

(F(XR42
i+5)⊕XL42

i+5⊕ k41
i+5&F(XR42

i+12)⊕XL42
i+12⊕ k41

i+12)⊕

(F(XR42
i+9)⊕XL42

i+9⊕ k41
i+9&F(XR42

i+16)⊕XL42
i+16⊕ k41

i+16)⊕

(F(XR42
i+17)⊕XL42

i+17⊕ k41
i+17&F(XR42

i+24)⊕XL42
i+24⊕ k41

i+24)

(F(XR42
i+21)⊕XL42

i+21⊕ k41
i+21&F(XR42

i+28)⊕XL42
i+28⊕ k41

i+28)⊕

F(XR42
i+6,i+22)⊕XL42

i+6,i+22⊕ k41
i+6,i+22
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Here, we add one more round decryption to the expression A.75:

XL4
i+2,i+10,i+18⊕XR4

i,i+8,i+12,i+16 = (((XR42
i+5&XR42

i+12)⊕XR42
i+6⊕XR43

i+4⊕ k41
i+4&

(XR42
i+12&XR42

i+19)⊕XR42
i+13⊕XR43

i+11⊕ k41
i+11)⊕ (XR42

i+5&XR42
i+12)⊕XR42

i+6⊕XL42
i+5

⊕ k41
i+5⊕XR42

i+3⊕ k40
i+3&((XR42

i+12&XR42
i+19)⊕XR42

i+13⊕XR43
i+11⊕ k41

i+11&(XR42
i+19&

XR42
i+26)⊕XR42

i+20⊕XR43
i+18⊕ k41

i+18)⊕ (XR42
i+14&XR42

i+21)⊕XR42
i+15⊕XL42

i+12⊕

k41
i+12⊕XR42

i+10⊕ k40
i+10)⊕ (((XR42

i+13&XR42
i+20)⊕XR42

i+14⊕XR43
i+12⊕

k41
i+12&(XR42

i+20&XR42
i+27)⊕XR42

i+21⊕XR43
i+19⊕ k41

i+19)⊕ (XR42
i+14&XR42

i+21)

⊕XR42
i+15⊕XL42

i+13⊕ k41
i+13⊕XR42

i+11⊕ k40
i+11&((XR42

i+20&XR42
i+27)⊕

XR42
i+21⊕XR43

i+19⊕ k41
i+19&(XR42

i+27&XR42
i+34)⊕XR42

i+28⊕XR43
i+26⊕ k41

i+26)⊕ (XR42
i+21

&XR42
i+28)⊕XR42

i+22⊕XL42
i+20⊕ k41

i+20⊕XR42
i+18⊕ k40

i+18⊕ (((XR42
i+21&XR42

i+28)

⊕XR42
i+22⊕XR43

i+20⊕ k41
i+20&(XR42

i+28&XR42
i+35)⊕XR42

i+29⊕XR43
i+27⊕ k41

i+27)

⊕ (XR42
i+22&XR42

i+29)⊕XR42
i+23⊕XL42

i+21⊕ k41
i+21⊕XR42

i+19⊕ k40
i+19&((XR42

i+28&

XR42
i+35)⊕XR42

i+29⊕XR43
i+27⊕ k41

i+27&(XR42
i+35&XR42

i+42)⊕XR42
i+26⊕XL42

i+34⊕

k41
i+34)⊕F(XR42

i+28)⊕XL42
i+28⊕ k41

i+28⊕XR42
i+26⊕ k40

i+26)⊕XR42
i,i+4,i+8,i+16,i+20

⊕ k40
i,i+4,i+8,i+16,i+20⊕ k39

i+2,i+10,i+18⊕ ((XR42
i+2&XR42

i+9)⊕XR42
i+3⊕XL42

i+1⊕ k41
i+1&

XR42
i+9&XR42

i+16)⊕XR42
i+10⊕XL42

i+8⊕ k41
i+8)⊕ ((XR42

i+6&XR42
i+13)⊕

XR42
i+7⊕XL42

i+5⊕ k41
i+5&(XR42

i+13&XR42
i+20)⊕XR42

i+14⊕XL42
i+12⊕ k41

i+12)⊕ ((XR42
i+10&

XR42
i+17)⊕XR42

i+11⊕XL42
i+9⊕ k41

i+9&(XR42
i+17&XR42

i+24)⊕XR42
i+18⊕XL42

i+16⊕ k41
i+16)⊕

((XR42
i+18&XR42

i+25)⊕XR42
i+19⊕XL42

i+17⊕ k41
i+17&(XR42

i+25&XR42
i+32)⊕XR42

i+26⊕XL42
i+24

⊕ k41
i+24)⊕ ((XR42

i+22&XR42
i+29)⊕XR42

i+23⊕XL42
i+21⊕ k41

i+21&(XR42
i+29&XR42

i+36)⊕XR42
i+30

⊕XL42
i+28⊕ k41

i+28)⊕XL42
i+6,i+22⊕ k41

i+6,i+22⊕ (XR42
i+7&XR42

i+14)⊕ (XR42
i+23&XR42

i+30)⊕

XR42
i+8,i+24
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A.15 Extend the 4-round Linear Approximation by Partial Decryption

We add four rounds of encryption and two rounds of decryption to the 4-round linear

approximation. The linear approximation for the left half:

XL4
i ⊕XR8

i+3⊕XL8
i,i+2 = k7

i,i+2⊕ k6
i+1⊕ k5

i

XL4
i ⊕F(XR9

i+3)⊕XL9
i+3⊕ k8

i+3⊕XR9
i,i+2 = k7

i,i+2⊕ k6
i+1⊕ k5

i

XL4
i ⊕ (XR9

i+3&XR9
i+8)⊕XR9

i+4⊕XL9
i+3⊕ k8

i+3⊕XR9
i,i+2 = k7

i,i+2⊕ k6
i+1⊕ k5

i

XL4
i ⊕ (F(XR10

i+3)⊕XL10
i+3⊕ k9

i+3&F(XR10
i+8)⊕XL10

i+8⊕ k9
i+8)⊕F(XR10

i+4)⊕XL10
i+4

= k9
i+4⊕XR10

i+3⊕ k8
i+3⊕F(XR10

i,i+2)⊕XL10
i,i+2⊕ k9

i,i+2 = k7
i,i+2⊕ k6

i+1⊕ k5
i

(A.77)

Similarly for the linear approximation for the right half:

XR4
i ⊕XR8

i,i+2,i+4⊕XL8
i+3 = k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i

= F(XR9
i,i+2,i+4)⊕XL9

i,i+2,i+4⊕ k8
i,i+2,i+4⊕XR9

i+3 = k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i

XR4
i ⊕ (XR9

i &XR9
i+5)⊕ (XR9

i+2&XR9
i+7)⊕ (XR9

i+4&XR9
i+9)⊕XR9

i+1,i+3,i+5⊕XL9
i,i+2,i+4⊕

k8
i,i+2,i+4⊕XR9

i+3 = k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i

XR4
i ⊕ (XR9

i &XR9
i+5)⊕ (XR9

i+2&XR9
i+7)⊕ (XR9

i+4&XR9
i+9)⊕XR9

i+1,i+5⊕XR10
i,i+2,i+4 =

k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i

XR4
i ⊕ (F(XR10

i )⊕XL10
i ⊕ k9

i &F(XR10
i+5)⊕XL10

i+5⊕ k9
i+5)⊕

(F(XR10
i+2)⊕XL10

i+2⊕ k9
i+2&F(XR10

i+7)⊕XL10
i+7⊕ k9

i+7)⊕

(F(XR10
i+4)⊕XL10

i+4⊕ k9
i+4&F(XR10

i+9)⊕XL10
i+9⊕ k9

i+9)⊕

F(XR10
i+1,i+5)⊕XL10

i+1,i+5⊕ k9
i+1,i+5⊕XR10

i,i+2,i+4 =

k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i

(A.78)
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A.16 Derive 7-round Linear Approximations of SIMECK 32/64

The approximation for the left half:

PLi = XR4
i+3⊕XL4

i,i+2⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i

= F(XR5
i+3)⊕XL5

i+3⊕ k4
i+3⊕XR5

i,i+2⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i

= XR5
i,i+2,i+4⊕XL5

i+3⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= F(XR6
i,i+2,i+4)⊕XL6

i,i+2,i+4⊕ k5
i,i+2,i+4⊕XR6

i+3⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR6
i+1,i+3,i+5,i+5,i+3⊕XL6

i,i+2,i+4⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i

= XR6
i+1⊕XL6

i,i+2,i+4⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i

= F(XR7
i+1)⊕XL7

i+1⊕ k6
i+1⊕XR7

i,i+2,i+4⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i

= XR7
i,i+4⊕XL7

i+1⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

(A.79)

The approximation for the right half:

PRi = XR4
i,i+2,i+4⊕XL4

i+3⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= F(XR5
i,i+2,i+4)⊕XL5

i,i+2,i+4⊕ k4
i,i+2,i+4⊕XR5

i+3⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= XR5
i+1,i+3,i+5,i+5⊕XL5

i,i+2,i+4⊕ k4
i,i+2,i+4⊕XR5

i+3⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= XR5
i+1⊕XL5

i,i+2,i+4⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= F(XR6
i+1)⊕XL6

i+1⊕ k5
i+1⊕XR6

i,i+2,i+4⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR6
i+2⊕XR6

i,i+2,i+4⊕XL6
i+1⊕ k5

i+1⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR6
i,i+4⊕XL6

i+1⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= F(XR7
i,i+4)⊕XL7

i,i+4⊕ k6
i,i+4⊕XR7

i+1⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= XR7
i+1,i+5,i+5,i+1⊕XL7

i,i+4⊕ k6
i,i+4⊕ k5

i+1⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XL7
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i
(A.80)
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A.16.1 Derive 11-round Linear Approximations for SIMECK 32/64

The approximation for the left half:

PLi = XR7
i,i+4⊕XL7

i+1⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= F(XR8
i,i+4)⊕XL8

i,i+4⊕ k7
i,i+4⊕XR8

i+1⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR8
i+1,i+5,i+1,i+5⊕XL8

i,i+4⊕ k7
i,i+4⊕ k6

i+1⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i

= XR9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= F(XR10
i,i+4)⊕XL10

i,i+4⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR10
i+1,i+5,i+5⊕XL10

i,i+4⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= F(XR11
i+1)⊕XL11

i+1⊕ k10
i+1⊕XR11

i,i+4⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2

⊕ k2
i+1⊕ k1

i

= XR11
i,i+2,i+4⊕XL11

i+1⊕ k10
i+1⊕ k9

i,i+4⊕ k7
i,i+4⊕ k6

i+1⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2

⊕ k2
i+1⊕ k1

i

= F(XR12
i,i+2,i+4)⊕XL12

i,i+2,i+4⊕ k11
i,i+2,i+4⊕XR12

i+1⊕ k10
i+1⊕ k9

i,i+4⊕ k7
i,i+4⊕ k6

i+1⊕

k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i

= XR12
i+1,i+3,i+5,i+5,i+1⊕XL12

i,i+2,i+4⊕ k11
i,i+2,i+4⊕ k10

i+1⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4

⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR12
i+3⊕XL12

i,i+2,i+4⊕ k11
i,i+2,i+4⊕ k10

i+1⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4

⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i
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The approximation for the right half:

PRi = XL7
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= XR8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= F(XR9
i,i+4)⊕XL9

i,i+4⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= XR9
i+1,i+5,i+5⊕XL9

i,i+4⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= F(XR10
i+1)⊕XL10

i+1⊕ k9
i+1⊕XR10

i,i+4⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3

⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR10
i+2,i,i+4⊕XL10

i+1⊕ k9
i+1⊕ k8

i,i+4⊕ k6
i,i+4⊕ k5

i+1⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= F(XR11
i+2,i,i+4)⊕XL11

i+2,i,i+4⊕ k10
i+2,i,i+4⊕XR11

i+1⊕ k9
i+1⊕ k8

i,i+4⊕ k6
i,i+4⊕ k5

i+1

⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR11
i+3,i+1,i+5,i+5⊕XL11

i+2,i,i+4⊕ k10
i+2,i,i+4⊕XR11

i+1⊕ k9
i+1⊕ k8

i,i+4⊕ k6
i,i+4⊕ k5

i+1

⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR11
i+3⊕XL11

i,i+2,i+4⊕ k10
i+2,i,i+4⊕ k9

i+1⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3

⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= F(XR12
i+3)⊕XL12

i+3⊕ k11
i+3⊕XR12

i,i+2,i+4⊕ k10
i+2,i,i+4⊕ k9

i+1⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕

k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR12
i+4,i,i+2,i+4⊕XL12

i+3⊕ k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1⊕ k8

i,i+4⊕ k6
i,i+4⊕ k5

i+1

⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR12
i,i+2⊕XL12

i+3⊕ k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1⊕ k8

i,i+4⊕ k6
i,i+4⊕ k5

i+1

⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i
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A.16.2 Extend the 12-round Linear Trail by Partial Decryption

We append three rounds decryption at the end of the 12-round linear expressions A.81 and

A.82.

The approximation for the left half:

XL4
i = XR16

i+3⊕XL16
i,i+2,i+4

= F(XR17
i+3)⊕XL17

i+3⊕ k16
i+3⊕XR17

i,i+2,i+4

= (XR17
i+3&XR17

i+8)⊕XR17
i+4⊕XR17

i,i+2,i+4⊕XL17
i+3

= [F(XR18
i+3)⊕XL18

i+3⊕ k17
i+3&F(XR18

i+8)⊕XL18
i+8⊕ k17

i+8]⊕F(XR18
i,i+2)⊕XL18

i,i+2

⊕ k17
i,i+2⊕XR18

i+3

= [(XR18
i+3&XR18

i+8)⊕XR18
i+4⊕XL18

i+3⊕ k17
i+3&(XR18

i+8&XR18
i+13)⊕XR18

i+9⊕XL18
i+8

⊕ k17
i+8]⊕ (XR18

i &XR18
i+5)⊕ (XR18

i+2&XR18
i+7)⊕XR18

i+1,i+3⊕XR18
i+3⊕XL18

i,i+2⊕ k17
i,i+2

= [(F(XR19
i+3)⊕XL19

i+3⊕ k18
i+3&F(XR19

i+8)⊕XL19
i+8⊕ k18

i+8)⊕F(XR19
i+4)⊕XL19

i+4⊕

k18
i+4⊕XR19

i+3⊕ k17
i+3]&[(F(XR19

i+8)⊕XL19
i+8⊕ k18

i+8&F(XR19
i+13)⊕XL19

i+13⊕

k18
i+13)⊕F(XR19

i+9)⊕XL19
i+9⊕ k18

i+9⊕XR19
i+8⊕ k17

i+8]⊕ (F(XR19
i )⊕XL19

i ⊕

k18
i &F(XR19

i+5)⊕XL19
i+5⊕ k18

i+5)⊕ (F(XR19
i+2)⊕XL19

i+2⊕ k18
i+2&F(XR19

i+7)⊕XL19
i+7

⊕ k18
i+7)⊕F(XR19

i+1)⊕XL19
i+1⊕ k18

i+1⊕XR19
i,i+2⊕ k17

i,i+2⊕ k16
i+3⊕ k15

i,i+2,i+4⊕ k14
i+1⊕ k13

i,i+4⊕

k11
i,i+4⊕ k10

i+1⊕ k9
i,i+2,i+4⊕ k8

i+3⊕ k7
i,i+2⊕ k6

i+1⊕ k5
i
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The approximation for the right half:

XR4
i = XR16

i,i+2⊕XL16
i+3

= F(XR17
i,i+2)⊕XL17

i,i+2⊕ k16
i,i+2⊕XR17

i+3

= (XR17
i &XR17

i+5)⊕ (XR17
i+2&XR17

i+7)⊕XR17
i+1,i+3⊕XR17

i+3⊕XL17
i,i+2⊕ k16

i,i+2

= (XR17
i &XR17

i+5)⊕ (XR17
i+2&XR17

i+7)⊕XR17
i+1⊕XL17

i,i+2⊕ k16
i,i+2

= (F(XR18
i )⊕XL18

i ⊕ k17
i &F(XR18

i+5)⊕XL18
i+5⊕ k17

i+5)⊕ (F(XR18
i+2)⊕XL18

i+2⊕

k17
i+2&F(XR18

i+7)⊕XL18
i+7⊕ k17

i+7)⊕F(XR18
i+1)⊕XL18

i+1⊕XR18
i,i+2⊕ k17

i+1⊕ k16
i,i+2

= ((XR18
i &XR18

i+5)⊕XR18
i+1⊕XL18

i ⊕ k17
i &(XR18

i+5&XR18
i+10)⊕XR18

i+6⊕XL18
i+5

⊕ k17
i+5)⊕ ((XR18

i+2&XR18
i+7)⊕XR18

i+3⊕XL18
i+2⊕ k17

i+2&(XR18
i+7&XR18

i+12)⊕

XR18
i+8⊕XL18

i+7⊕ k17
i+7)⊕ (XR18

i+1&XR18
i+6)⊕XL18

i+1⊕XR18
i ⊕ k17

i+1⊕ k16
i,i+2

= [(F(XR19
i )⊕XL19

i ⊕ k18
i &F(XR19

i+5)⊕XL19
i+5⊕ k18

i+5)⊕F(XR19
i+1)⊕XL19

i+1⊕

k18
i+1⊕XR19

i ⊕ k17
i ]&[(F(XR19

i+5)⊕XL19
i+5⊕ k18

i+5&F(XR19
i+10)⊕XL19

i+10⊕ k18
i+10)

⊕F(XR19
i+6)⊕XL19

i+6⊕ k18
i+6⊕XR19

i+5⊕ k17
i+5]⊕ [(F(XR19

i+2)⊕XL19
i+2⊕ k18

i+2&

F(XR19
i+7)⊕XL19

i+7⊕ k18
i+7)⊕F(XR19

i+3)⊕XL19
i+3⊕ k18

i+3⊕XR19
i+2⊕ k17

i+2]&

[((F(XR19
i+7)⊕XL19

i+7⊕ k18
i+7&F(XR19

i+12)⊕XL19
i+12⊕ k18

i+12)⊕ (F(XR19
i+8)⊕XL19

i+8⊕

k18
i+8⊕XR19

i+7⊕ k17
i+7]⊕ ((F(XR19

i+1)⊕XL19
i+1⊕ k18

i+1&(F(XR19
i+6)⊕XL19

i+6⊕

k18
i+6)⊕F(XR19

i )⊕XL19
i ⊕ k18

i ⊕XR19
i+1⊕ k17

i+1⊕ k16
i,i+2⊕ k15

i+3⊕ k14
i+2,i,i+4⊕ k13

i+1⊕

k12
i,i+4⊕ k10

i,i+4⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i
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Here, we append four rounds of decryption to the expressions A.83 and A.84:

XL4
i = [((XR19

i+3&XR19
i+8)⊕XR19

i+4⊕XR20
i+3⊕ k18

i+3&(XR19
i+8&XR19

i+13)⊕XR19
i+9⊕

XR20
i+8⊕ k18

i+8)⊕ (XR19
i+4&XR19

i+9)⊕XL19
i+4⊕ k18

i+4⊕XR19
i+3,i+5⊕ k17

i+3]&

[((XR19
i+8&XR19

i+13)⊕XR19
i+9⊕XL19

i+8⊕ k18
i+8&(XR19

i+13&XR19
i+2)⊕XR19

i+14⊕

XL19
i+13⊕ k18

i+13)⊕ (XR19
i+9&XR19

i+14)⊕XL19
i+9⊕XR19

i+10k18
i+9⊕XR19

i+8⊕ k17
i+8]

⊕ [(XR19
i ⊕XR19

i+5)⊕XR19
i+1⊕XR20

i ⊕ k18
i &(XR19

i+5&XR19
i+10)⊕XR19

i+6⊕XL19
i+5

⊕ k18
i+5]⊕ [(XR19

i+2&XR19
i+7)⊕XR19

i+3⊕XL19
i+2⊕ k18

i+2&(XR19
i+7&XR19

i+12)⊕XR19
i+8

⊕XL19
i+7⊕ k18

i+7]⊕ (XR19
i+1&XR19

i+6)⊕XR19
i+2⊕XR20

i+1⊕XR19
i,i+2⊕ k18

i+1⊕ k17
i,i+2

= [((F(XR20
i+3)⊕XL20

i+3⊕ k19
i+3&F(XR20

i+8)⊕XL20
i+8⊕ k19

i+8)⊕F(XR20
i+4)⊕XL20

i+4⊕

k19
i+4⊕XR20

i+3⊕ k18
i+3&(F(XR20

i+8)⊕XL20
i+8⊕ k19

i+8&F(XR20
i+13)⊕XL20

i+13⊕

k19
i+13)⊕F(XR20

i+9)⊕XL20
i+9⊕ k19

i+9⊕XR20
i+8⊕ k18

i+8)⊕ (F(XR20
i+4)⊕XL20

i+4⊕

k19
i+4&F(XR20

i+9)⊕XL20
i+9⊕ k19

i+9)⊕XR20
i+4⊕ k18

i+4⊕F(XR20
i+3,i+5)⊕XL20

i+3,i+5⊕

k19
i+3,i+5⊕ k17

i+3]&[((F(XR20
i+8)⊕XL20

i+8⊕ k19
i+8&F(XR20

i+13)⊕XL20
i+13⊕ k19

i+13)⊕

F(XR20
i+9)⊕XL20

i+9⊕ k19
i+9⊕XR20

i+8⊕ k18
i+8&(F(XR20

i+13)⊕XL20
i+13⊕ k19

i+13&F(XR20
i+2)

⊕XL20
i+2⊕ k19

i+2)⊕F(XR20
i+14)⊕XL20

i+14⊕ k19
i+14⊕XR20

i+13⊕ k18
i+13)⊕

(F(XR20
i+9)⊕XL20

i+9⊕ k19
i+9&F(XR20

i+14)⊕XL20
i+14⊕ k19

i+14)⊕XR20
i+9⊕F(XR20

i+10)⊕

XL20
i+10⊕ k19

i+10⊕ k18
i+9⊕XR19

i+8⊕ k17
i+8]⊕ [((F(XR20

i )⊕XL20
i ⊕ k19

i &F(XR20
i+5)

⊕XL20
i+5⊕ k19

i+5)⊕F(XR20
i+1)⊕XL20

i+1⊕ k19
i+1⊕XR20

i ⊕ k18
i )&(F(XR20

i+5)⊕XL20
i+5⊕ k19

i+5

&F(XR20
i+10)⊕XL20

i+10⊕ k19
i+10)⊕F(XR20

i+6)⊕XL20
i+6⊕ k19

i+6⊕XR20
i+5[(F(XR20

i+2)⊕XL20
i+2

⊕ k19
i+2&F(XR20

i+7)⊕XL20
i+7⊕ k19

i+7)⊕F(XR20
i+3)⊕XL20

i+3⊕ k19
i+3⊕XR20

i+2⊕ k18
i+2&(F(XR20

i+7)

⊕XL20
i+7⊕ k19

i+7&F(XR20
i+12)⊕XL20

i+12⊕ k19
i+12)⊕F(XR20

i+8)⊕XL20
i+8⊕ k19

i+8⊕XR20
i+7⊕

k18
i+7]⊕ (F(XR20

i+1)⊕XL20
i+1⊕ k19

i+1&F(XR20
i+6)⊕XL20

i+6⊕ k19
i+6)⊕F(XR20

i+2)⊕XL20
i+2

⊕ k19
i+2⊕XR20

i+1⊕F(XR20
i,i+2)⊕XL20

i,i+2⊕ k19
i,i+2⊕ k18

i+1⊕ k17
i,i+2⊕ k16

i+3⊕ k15
i,i+2,i+4⊕ k14

i+1⊕

k13
i,i+4⊕ k11

i,i+4⊕ k10
i+1⊕ k9

i,i+2,i+4⊕ k8
i+3⊕ k7

i,i+2⊕ k6
i+1⊕ k5

i
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The approximation for the right half:

XR4
i = [(F(XR19

i )⊕XL19
i ⊕ k18

i &F(XR19
i+5)⊕XL19

i+5⊕ k18
i+5)⊕

F(XR19
i+1)⊕XL19

i+1⊕ k18
i+1⊕XR19

i ⊕ k17
i ]&

[(F(XR19
i+5)⊕XL19

i+5⊕ k18
i+5&F(XR19

i+10)⊕XL19
i+10⊕ k18

i+10)⊕

F(XR19
i+6)⊕XL19

i+6⊕ k18
i+6⊕XR19

i+5⊕ k17
i+5]⊕

[(F(XR19
i+2)⊕XL19

i+2⊕ k18
i+2&F(XR19

i+7)⊕XL19
i+7⊕ k18

i+7)⊕

F(XR19
i+3)⊕XL19

i+3⊕ k18
i+3⊕XR19

i+2⊕ k17
i+2]&

[((F(XR19
i+7)⊕XL19

i+7⊕ k18
i+7&F(XR19

i+12)⊕XL19
i+12⊕ k18

i+12)⊕

(F(XR19
i+8)⊕XL19

i+8⊕ k18
i+8⊕XR19

i+7⊕ k17
i+7]⊕

((F(XR19
i+1)⊕XL19

i+1⊕ k18
i+1&(F(XR19

i+6)⊕XL19
i+6⊕ k18

i+6)⊕

F(XR19
i )⊕XL19

i ⊕ k18
i ⊕XR19

i+1⊕ k17
i+1⊕ k16

i,i+2⊕ k15
i+3⊕ k14

i+2,i,i+4⊕ k13
i+1⊕

k12
i,i+4⊕ k10

i,i+4⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i

(A.86)

A.17 Improved 13-round Linear Expression Using Multiple Super-Rounds

PLi+3⊕PRi,i+2 = XR1
i+3⊕F(XR1

i,i+2)⊕XL1
i,i+2⊕ k0

i,i+2

= XR1
i+3⊕XR1

i+1,i+3⊕XL1
i,i+2⊕ k0

i,i+2

= XR1
i+1⊕XL1

i,i+2⊕ k0
i,i+2

= F(XR2
i+1)⊕XL2

i+1⊕ k1
i+1⊕XR2

i,i+2⊕ k0
i,i+2

= XR2
i+2⊕XL2

i+1⊕ k1
i+1⊕XR2

i,i+2⊕ k0
i,i+2

= XR2
i ⊕XL2

i+1⊕ k1
i+1⊕ k0

i,i+2

= F(XR3
i )⊕XL3

i ⊕ k2
i ⊕XR3

i+1⊕ k1
i+1⊕ k0

i,i+2

= XR3
i+1⊕XL3

i ⊕ k2
i ⊕XR3

i+1⊕ k1
i+1⊕ k0

i,i+2
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PLi+3⊕PRi,i+2 = XL3
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= XR4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= F(XR5
i )⊕XL5

i ⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= XR5
i+1⊕XL5

i ⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= F(XR6
i+1)⊕XL6

i+1⊕ k5
i+1⊕XR6

i ⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= XR6
i,i+2⊕XL6

i+1⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= F(XR7
i,i+2)⊕XL7

i,i+2⊕ k6
i,i+2⊕XR7

i+1⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= XR7
i+1,i+3⊕XL7

i,i+2⊕ k6
i,i+2⊕XR7

i+1⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= XR7
i+3⊕XL7

i,i+2⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= F(XR8
i+3)⊕XL8

i+3⊕ k7
i+3⊕XR8

i,i+2⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= XR8
i,i+2,i+4⊕XL8

i+3⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= F(XR9
i,i+2,i+4)⊕XL9

i,i+2,i+4⊕ k8
i,i+2,i+4⊕XR9

i+3⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1

⊕ k0
i,i+2

= XR9
i+1,i+3,i+5,i+5,i+3⊕XL9

i,i+2,i+4⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i ⊕ k2

i ⊕ k1
i+1

⊕ k0
i,i+2

= XR9
i+1⊕XL9

i,i+2,i+4⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i ⊕ k2

i ⊕ k1
i+1

⊕ k0
i,i+2

= F(XR10
i+1)⊕XL10

i+1⊕ k9
i+1⊕XR10

i,i+2,i+4⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i ⊕ k2

i

⊕ k1
i+1⊕ k0

i,i+2

= XR10
i+2,i,i+2,i+4⊕XL10

i+1⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1

⊕ k0
i,i+2

= F(XR11
i,i+4)⊕XL11

i,i+4⊕ k10
i,i+4⊕XR11

i+1⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i

⊕ k1
i+1⊕ k0

i,i+2
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PLi+3⊕PRi,i+2 = XR11
i+1,i+5,i+5⊕XL11

i,i+4⊕ k10
i,i+4⊕XR11

i+1⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕

k6
i,i+2⊕ k5

i+1⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= XL11
i,i+4⊕ k10

i,i+4⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= XR12
i,i+4⊕ k10

i,i+4⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= F(XR13
i,i+4)⊕XL13

i,i+4⊕ k12
i,i+4⊕ k10

i,i+4⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i

⊕ k1
i+1⊕ k0

i,i+2

= XR13
i+1,i+5,i+5⊕XL13

i,i+4⊕ k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i

⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= XR13
i+1⊕XL13

i,i+4⊕ k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

A.17.1 Extend the 13-round Linear Expression by Partial Decryption

We add two rounds decryption to the 13-round linear expression A.87:

XL4
i+3⊕XR4

i,i+2 = XR17
i ⊕XL17

i,i+4⊕ k16
i,i+4⊕ k14

i,i+4⊕ k13
i+1⊕ k12

i,i+2,i+4⊕ k11
i+3⊕ k10

i,i+2⊕

k9
i+1⊕ k8

i ⊕ k6
i ⊕ k5

i+1⊕ k4
i,i+2

= F(XR18
i )⊕XL18

i ⊕ k17
i ⊕XR18

i,i+4⊕ k14
i,i+4⊕ k13

i+1⊕ k12
i,i+2,i+4⊕ k11

i+3⊕ k10
i,i+2⊕ k9

i+1⊕ k8
i

⊕ k6
i ⊕ k5

i+1⊕ k4
i,i+2

= (XR18
i &XR18

i+5)⊕XR18
i+1⊕XL18

i ⊕ k17
i ⊕XR18

i,i+4⊕ k16
i,i+4⊕ k14

i,i+4⊕ k13
i+1⊕ k12

i,i+2,i+4

⊕ k11
i+3⊕ k10

i,i+2⊕ k9
i+1⊕ k8

i ⊕ k6
i ⊕ k5

i+1⊕ k4
i,i+2

= [F(XR19
i )⊕XL19

i ⊕ k18
i &F(XR19

i+5)⊕XL19
i+5⊕ k18

i+5]⊕F(XR19
i+1)⊕XL19

i+1⊕ k18
i+1⊕

XR19
i,i+4⊕ k18

i+1,i+5⊕ k17
i,i+4⊕ k16

i,i+4⊕ k14
i,i+4⊕ k13

i+1⊕ k12
i,i+2,i+4⊕ k11

i+3⊕ k10
i,i+2⊕ k9

i+1⊕ k8
i

⊕ k6
i ⊕ k5

i+1⊕ k4
i,i+2
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We extend the A.89 by one more round at the end:

XL4
i+3⊕XR4

i,i+2 = [(XR19
i &XR19

i+5)⊕XR19
i+1⊕XL19

i ⊕ k18
i &(XR19

i+5&XR19
i+10)⊕

XR19
i+6⊕XL19

i+5⊕ k18
i+5]⊕ (XR19

i+1&XR19
i+6)⊕XR19

i,i+2,i+4⊕XL19
i+1⊕ k18

i+1⊕ k18
i+1,i+5

⊕ k17
i,i+4⊕ k16

i,i+4⊕ k14
i,i+4⊕ k13

i+1⊕ k12
i,i+2,i+4⊕ k11

i+3⊕ k10
i,i+2⊕ k9

i+1⊕ k8
i ⊕ k6

i ⊕ k5
i+1⊕ k4

i,i+2

= [(F(XR20
i )⊕XL20

i ⊕ k19
i &F(XR20

i+5)⊕XL20
i+5⊕ k19

i+5)⊕

F(XR20
i+1)⊕XL20

i+1⊕ k19
i+1⊕XL19

i ⊕ k18
i &(F(XR20

i+5)⊕XL20
i+5⊕ k19

i+5&F(XR20
i+10)⊕XL20

i+10

⊕ k19
i+10)⊕XR19

i+6⊕XL19
i+5⊕ k18

i+5]⊕ (F(XR20
i+1)⊕XL20

i+1⊕ k19
i+1&F(XR20

i+6)⊕XL20
i+6

⊕ k19
i+6)⊕F(XR20

i,i+2,i+4)⊕XL20
i,i+2,i+4⊕ k19

i,i+2,i+4⊕XR20
i+1⊕ k18

i+1⊕ k18
i+1,i+5⊕ k17

i,i+4⊕

k16
i,i+4⊕ k14

i,i+4⊕ k13
i+1⊕ k12

i,i+2,i+4⊕ k11
i+3⊕ k10

i,i+2⊕ k9
i+1⊕ k8

i ⊕ k6
i ⊕ k5

i+1⊕ k4
i,i+2
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A.17.2 20-round Linear Approximation for SIMECK 48/96

The approximation for the left half:

PLi = XR11
i,i+4,i+2⊕XL11

i+1,i+5⊕ k10
i+1,i+5⊕ k9

i,i+4⊕ k7
i,i+4⊕ k6

i+1⊕ k5
i,i+2,i+4

⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= F(XR12
i,i+4,i+2)⊕XL12

i,i+4,i+2⊕ k11
i,i+4,i+2⊕XR12

i+1,i+5⊕ k10
i+1,i+5⊕ k9

i,i+4⊕ k7
i,i+4⊕ k6

i+1

⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i

= XR12
i+1,i+3,i+5⊕XR12

i+1,i+5⊕XL12
i,i+4,i+2⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5⊕ k9

i,i+4⊕ k7
i,i+4⊕ k6

i+1

⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i

= XR12
i+3⊕XL12

i,i+4,i+2⊕ k11
i,i+4,i+2⊕ k10

i+1,i+5⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1

⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i

= F(XR13
i+3)⊕XL13

i+3⊕ k12
i+3⊕XR13

i,i+4,i+2⊕ k11
i,i+4,i+2⊕ k10

i+1,i+5⊕ k9
i,i+4⊕ k7

i,i+4

⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR13
i+4⊕XR13

i,i+4,i+2⊕XL13
i+3⊕ k12

i+3⊕ k11
i,i+4,i+2⊕ k10

i+1,i+5⊕ k9
i,i+4⊕ k7

i,i+4

⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR13
i,i+2⊕XL13

i+3⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5⊕ k9

i,i+4⊕ k7
i,i+4

⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= F(XR14
i,i+2)⊕XL14

i,i+2⊕ k13
i,i+2⊕XR14

i+3⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5⊕ k9

i,i+4⊕

k7
i,i+4⊕ k6

i+1⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i

= XR14
i+1,i+3⊕XR14

i+3⊕XL14
i,i+2⊕ k13

i,i+2⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5⊕ k9

i,i+4⊕

k7
i,i+4⊕ k6

i+1⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i

= XR14
i+1⊕XL14

i,i+2⊕ k13
i,i+2⊕ k12

i+3⊕ k11
i,i+4,i+2⊕ k10

i+1,i+5⊕ k9
i,i+4⊕

k7
i,i+4⊕ k6

i+1⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2⊕ k2

i+1⊕ k1
i
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PLi = F(XR15
i+1)⊕XL15

i+1⊕ k14
i+1⊕XR15

i,i+2⊕ k13
i,i+2⊕ k12

i+3⊕ k11
i,i+4,i+2⊕ k10

i+1,i+5⊕

k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR15
i+2⊕XR15

i,i+2⊕XL15
i+1⊕ k14

i+1⊕ k13
i,i+2⊕ k12

i+3⊕ k11
i,i+4,i+2⊕ k10

i+1,i+5⊕

k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR15
i ⊕XL15

i+1⊕ k14
i+1⊕ k13

i,i+2⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5⊕

k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR15
i ⊕XL15

i+1⊕ k14
i+1⊕ k13

i,i+2⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5⊕

k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= F(XR16
i )⊕XL16

i ⊕ k15
i ⊕XR16

i+1⊕ k14
i+1⊕ k13

i,i+2⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5

⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR16
i+1⊕XL16

i ⊕ k15
i ⊕XR16

i+1⊕ k14
i+1⊕ k13

i,i+2⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5

⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XL16
i ⊕ k15

i ⊕ k14
i+1⊕ k13

i,i+2⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5

⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR17
i ⊕ k15

i ⊕ k14
i+1⊕ k13

i,i+2⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5

⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= F(XR18
i )⊕XL18

i ⊕ k17
i ⊕ k15

i ⊕ k14
i+1⊕ k13

i,i+2⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5

⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR18
i+1⊕XL18

i ⊕ k17
i ⊕ k15

i ⊕ k14
i+1⊕ k13

i,i+2⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5

⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= F(XR19
i+1)⊕XL19

i+1⊕ k18
i+1⊕XR19

i ⊕ k17
i ⊕ k15

i ⊕ k14
i+1⊕ k13

i,i+2⊕ k12
i+3⊕

k11
i,i+4,i+2⊕ k10

i+1,i+5⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i

= XR19
i,i+2⊕XL19

i+1⊕ k18
i+1⊕ k17

i ⊕ k15
i ⊕ k14

i+1⊕ k13
i,i+2⊕ k12

i+3⊕

k11
i,i+4,i+2⊕ k10

i+1,i+5⊕ k9
i,i+4⊕ k7

i,i+4⊕ k6
i+1⊕ k5

i,i+2,i+4⊕ k4
i+3⊕ k3

i,i+2⊕ k2
i+1⊕ k1

i
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PLi = F(XR20
i,i+2)⊕XL20

i,i+2⊕ k19
i,i+2⊕XR20

i+1⊕ k18
i+1⊕ k17

i ⊕ k15
i ⊕ k14

i+1⊕ k13
i,i+2

⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5⊕ k9

i,i+4⊕ k7
i,i+4⊕ k6

i+1⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2

⊕ k2
i+1⊕ k1

i

= XR20
i+1,i+3⊕XL20

i,i+2⊕ k19
i,i+2⊕XR20

i+1⊕ k18
i+1⊕ k17

i ⊕ k15
i ⊕ k14

i+1⊕ k13
i,i+2

⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5⊕ k9

i,i+4⊕ k7
i,i+4⊕ k6

i+1⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2

⊕ k2
i+1⊕ k1

i

= XR20
i+1⊕XL20

i,i+2⊕ k19
i,i+2⊕ k18

i+1⊕ k17
i ⊕ k15

i ⊕ k14
i+1⊕ k13

i,i+2

⊕ k12
i+3⊕ k11

i,i+4,i+2⊕ k10
i+1,i+5⊕ k9

i,i+4⊕ k7
i,i+4⊕ k6

i+1⊕ k5
i,i+2,i+4⊕ k4

i+3⊕ k3
i,i+2

⊕ k2
i+1⊕ k1

i

The approximation for the right half:

PRi = XR11
i+3⊕XL11

i,i+2,i+4⊕ k10
i+2,i,i+4⊕ k9

i+1⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1

⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= F(XR12
i+3)⊕XL12

i+3⊕ k11
i+3⊕XR12

i,i+2,i+4⊕ k10
i+2,i,i+4⊕ k9

i+1⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1

⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR12
i+4,i,i+2,i+4⊕XL12

i+3⊕ k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1⊕ k8

i,i+4⊕ k6
i,i+4⊕ k5

i+1

⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR12
i,i+2⊕XL12

i+3⊕ k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1⊕ k8

i,i+4⊕ k6
i,i+4⊕ k5

i+1

⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= F(XR13
i,i+2)⊕XL13

i,i+2⊕ k12
i,i+2⊕XR13

i+3⊕ k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1⊕ k8

i,i+4⊕ k6
i,i+4⊕ k5

i+1

⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i
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PRi = XR13
i+1,i+3,i+3⊕XL13

i,i+2⊕ k12
i,i+2⊕ k11

i+3⊕ k10
i+2,i,i+4⊕ k9

i+1⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1

⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR13
i+1⊕XL13

i,i+2⊕ k12
i,i+2⊕ k11

i+3⊕ k10
i+2,i,i+4⊕ k9

i+1⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1

⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= F(XR14
i+1)⊕XL14

i+1⊕ k13
i+1⊕XR14

i,i+2⊕ k12
i,i+2⊕ k11

i+3⊕ k10
i+2,i,i+4⊕ k9

i+1⊕ k8
i,i+4⊕ k6

i,i+4

⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= XR14
i+2,i,i+2⊕XR14

i+1⊕ k13
i+1⊕ k12

i,i+2⊕ k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1⊕ k8

i,i+4⊕ k6
i,i+4

⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= XR14
i ⊕XL14

i+1⊕ k13
i+1⊕ k12

i,i+2⊕ k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1⊕ k8

i,i+4⊕ k6
i,i+4

⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= F(XR15
i )⊕XL15

i ⊕ k14
i ⊕XR15

i+1⊕ k13
i+1⊕ k12

i,i+2⊕ k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1⊕ k8

i,i+4

⊕ k6
i,i+4⊕ k5

i+1⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR15
i+1,i+1⊕XL15

i ⊕ k14
i ⊕ k13

i+1⊕ k12
i,i+2⊕ k11

i+3⊕ k10
i+2,i,i+4⊕ k9

i+1⊕ k8
i,i+4

⊕ k6
i,i+4⊕ k5

i+1⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XL15
i ⊕ k14

i ⊕ k13
i+1⊕ k12

i,i+2⊕ k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1⊕ k8

i,i+4

⊕ k6
i,i+4⊕ k5

i+1⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR16
i ⊕ k14

i ⊕ k13
i+1⊕ k12

i,i+2⊕ k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1⊕ k8

i,i+4

⊕ k6
i,i+4⊕ k5

i+1⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= F(XR17
i )⊕XL17

i ⊕ k16
i ⊕ k14

i ⊕ k13
i+1⊕ k12

i,i+2⊕ k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1⊕ k8

i,i+4

⊕ k6
i,i+4⊕ k5

i+1⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR17
i+1⊕XL17

i ⊕ k16
i ⊕ k14

i ⊕ k13
i+1⊕ k12

i,i+2⊕ k11
i+3⊕ k10

i+2,i,i+4⊕ k9
i+1⊕ k8

i,i+4

⊕ k6
i,i+4⊕ k5

i+1⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i
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PRi = F(XR18
i+1)⊕XL18

i+1⊕ k17
i+1⊕XR18

i ⊕ k16
i ⊕ k14

i ⊕ k13
i+1⊕ k12

i,i+2⊕ k11
i+3⊕ k10

i+2,i,i+4

⊕ k9
i+1,i+5⊕ k8

i,i+4⊕ k6
i,i+4⊕ k5

i+1⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= XR18
i,i+2⊕XL18

i+1⊕ k17
i+1i⊕ k16

i ⊕ k14
i ⊕ k13

i+1⊕ k12
i,i+2⊕ k11

i+3⊕ k10
i+2,i,i+4

⊕ k9
i+1,i+5⊕ k8

i,i+4⊕ k6
i,i+4⊕ k5

i+1⊕ k4
i,i+2,i+4⊕ k3

i+3⊕ k2
i,i+2⊕ k1

i+1⊕ k0
i

= F(XR19
i,i+2)⊕XL19

i,i+2⊕ k18
i,i+2⊕XR19

i+1⊕ k17
i+1i⊕ k16

i ⊕ k14
i ⊕ k13

i+1⊕ k12
i,i+2⊕ k11

i+3

⊕ k10
i+2,i,i+4⊕ k9

i+1,i+5⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= XR19
i+1,i+3⊕XL19

i,i+2⊕ k18
i,i+2⊕XR19

i+1⊕ k17
i+1i⊕ k16

i ⊕ k14
i ⊕ k13

i+1⊕ k12
i,i+2⊕ k11

i+3

⊕ k10
i+2,i,i+4⊕ k9

i+1,i+5⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= XR19
i+3⊕XL19

i,i+2⊕ k18
i,i+2⊕ k17

i+1i⊕ k16
i ⊕ k14

i ⊕ k13
i+1⊕ k12

i,i+2⊕ k11
i+3

⊕ k10
i+2,i,i+4⊕ k9

i+1,i+5⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= XR19
i+3⊕XL19

i,i+2⊕ k18
i,i+2⊕ k17

i+1i⊕ k16
i ⊕ k14

i ⊕ k13
i+1⊕ k12

i,i+2⊕ k11
i+3

⊕ k10
i+2,i,i+4⊕ k9

i+1,i+5⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= F(XR20
i+3)⊕XL20

i+3)⊕ k19
i+3⊕XL19

i,i+2⊕ k18
i,i+2⊕ k17

i+1i⊕ k16
i ⊕ k14

i ⊕ k13
i+1⊕ k12

i,i+2⊕ k11
i+3

⊕ k10
i+2,i,i+4⊕ k9

i+1,i+5⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= XR20
i+4⊕XL20

i+3)⊕ k19
i+3⊕XR20

i,i+2⊕ k18
i,i+2⊕ k17

i+1i⊕ k16
i ⊕ k14

i ⊕ k13
i+1⊕ k12

i,i+2⊕ k11
i+3

⊕ k10
i+2,i,i+4⊕ k9

i+1,i+5⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

= XR20
i,i+2,i+4⊕XL20

i+3)⊕ k19
i+3⊕ k18

i,i+2⊕ k17
i+1i⊕ k16

i ⊕ k14
i ⊕ k13

i+1⊕ k12
i,i+2⊕ k11

i+3

⊕ k10
i+2,i,i+4⊕ k9

i+1,i+5⊕ k8
i,i+4⊕ k6

i,i+4⊕ k5
i+1⊕ k4

i,i+2,i+4⊕ k3
i+3⊕ k2

i,i+2⊕ k1
i+1⊕ k0

i

A.17.3 Extend the 20-round Linear Trail by Partial Decryption

A.17.3.1 Three rounds decryption

We add four rounds encryption and three rounds decryption to the 20-round linear approxi-

mation for the left half A.90:
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XL4
i = XR24

i+3⊕XL24
i,i+2⊕ k23

i,i+2⊕ k22
i+1⊕ k21

i ⊕ k19
i ⊕ k18

i+1⊕ k17
i,i+2⊕ k16

i+3⊕

k15
i,i+4,i+2⊕ k14

i+1,i+5⊕ k13
i,i+4⊕ k11

i,i+4⊕ k10
i+1⊕ k9

i,i+2,i+4⊕ k8
i+3⊕ k7

i,i+2⊕ k6
i+1⊕ k5

i

= F(XR25
i+3)⊕XL25

i+3⊕ k24
i+3⊕XR25

i,i+2⊕ k23
i,i+2⊕ k22

i+1⊕ k21
i ⊕ k19

i ⊕ k18
i+1⊕ k17

i,i+2

⊕ k16
i+3⊕ k15

i,i+4,i+2⊕ k14
i+1,i+5⊕ k13

i,i+4⊕ k11
i,i+4⊕ k10

i+1⊕ k9
i,i+2,i+4⊕ k8

i+3⊕ k7
i,i+2⊕ k6

i+1⊕ k5
i

= (XR25
i+3&XR25

i+8)⊕XR25
i,i+2,i+4⊕XL25

i+3⊕ k24
i+3⊕ k23

i,i+2⊕ k22
i+1⊕ k21

i ⊕ k19
i ⊕

k18
i+1⊕ k17

i,i+2⊕ k16
i+3⊕ k15

i,i+4,i+2⊕ k14
i+1,i+5⊕ k13

i,i+4⊕ k11
i,i+4⊕ k10

i+1⊕ k9
i,i+2,i+4⊕

k8
i+3⊕ k7

i,i+2⊕ k6
i+1⊕ k5

i

= (F(XR26
i+3)⊕XL26

i+3⊕ k25
i+3&F(XR26

i+8)⊕XL26
i+8⊕ k25

i+8)⊕F(XR26
i,i+2,i+4)⊕XL26

i,i+2,i+4

⊕XR26
i+3⊕ k25

i,i+2,i+4⊕ k24
i+3⊕ k23

i,i+2⊕ k22
i+1⊕ k21

i ⊕ k19
i ⊕ k18

i+1⊕ k17
i,i+2⊕

k16
i+3⊕ k15

i,i+4,i+2⊕ k14
i+1,i+5⊕ k13

i,i+4⊕ k11
i,i+4⊕ k10

i+1⊕ k9
i,i+2,i+4⊕ k8

i+3⊕ k7
i,i+2⊕ k6

i+1⊕ k5
i

= [(XR26
i+3&XR26

i+8)⊕XR26
i+4⊕XL26

i+3⊕ k25
i+3&(XR26

i+8&XR26
i+13)⊕XR26

i+9⊕XL26
i+8⊕ k25

i+8]⊕

(XR26
i &XR26

i+5)⊕ (XR26
i+2&XR26

i+7)⊕ (XR26
i+4&XR26

i+9)⊕XR26
i+1,i+3,i+5⊕XL26

i,i+2,i+4⊕XR26
i+3

⊕ k25
i,i+2,i+4⊕ k24

i+3⊕ k23
i,i+2⊕ k22

i+1⊕ k21
i k19

i ⊕ k18
i+1⊕ k17

i,i+2⊕ k16
i+3⊕ k15

i,i+4,i+2⊕ k14
i+1,i+5⊕ k13

i,i+4

⊕ k11
i,i+4⊕ k10

i+1⊕ k9
i,i+2,i+4⊕ k8

i+3⊕ k7
i,i+2⊕ k6

i+1⊕ k5
i

= [(F(XR27
i+3)⊕XL27

i+3⊕ k26
i+3&F(XR27

i+8)⊕XL27
i+8⊕ k26

i+8)⊕F(XR27
i+4)⊕XL27

i+4⊕ k26
i+4⊕

XR27
i+3⊕ k25

i+3&(F(XR27
i+8)⊕XL27

i+8⊕ k26
i+8&F(XR27

i+13)⊕XL27
i+13⊕ k26

i+13)⊕F(XR27
i+9)⊕

XL27
i+9⊕ k26

i+9⊕XR27
i+8⊕ k25

i+8]⊕ (F(XR27
i )⊕XL27

i ⊕ k26
i &F(XR27

i+5)⊕XL27
i+5⊕ k26

i+5)⊕

(F(XR27
i+2)⊕XL27

i+2⊕ k26
i+2&F(XR27

i+7)⊕XL27
i+7⊕ k26

i+7)⊕ (F(XR27
i+4)⊕XL27

i+4⊕ k26
i+4&

F(XR27
i+9)⊕XL27

i+9⊕ k26
i+9)⊕F(XR27

i+1,i+3,i+5)⊕XL27
i+1,i+3,i+5⊕ k26

i+1,i+3,i+5⊕XR27
i,i+2,i+4⊕

k25
i,i+2,i+4⊕ k24

i+3⊕ k23
i,i+2⊕ k22

i+1⊕ k21
i k19

i ⊕ k18
i+1⊕ k17

i,i+2⊕ k16
i+3⊕ k15

i,i+4,i+2⊕ k14
i+1,i+5⊕ k13

i,i+4

⊕ k11
i,i+4⊕ k10

i+1⊕ k9
i,i+2,i+4⊕ k8

i+3⊕ k7
i,i+2⊕ k6

i+1⊕ k5
i
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For the right half linear approximation, we add three rounds of decryption at the end of

Equation A.91:

XR4
i = XR24

i,i+2,i+4⊕XL24
i+3⊕ k23

i+3⊕ k22
i,i+2⊕ k21

i+1i⊕ k20
i ⊕ k18

i ⊕ k17
i+1⊕ k16

i,i+2⊕ k15
i+3

⊕ k14
i+2,i,i+4⊕ k13

i+1,i+5⊕ k12
i,i+4⊕ k10

i,i+4⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i

= F(XR25
i,i+2,i+4)⊕XL25

i,i+2,i+4⊕ k24
i,i+2,i+4⊕XR25

i+3⊕ k23
i+3⊕ k22

i,i+2⊕ k21
i+1i⊕ k20

i ⊕ k18
i

⊕ k17
i+1⊕ k16

i,i+2⊕ k15
i+3⊕ k14

i+2,i,i+4⊕ k13
i+1,i+5⊕ k12

i,i+4⊕ k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3

⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i

= (XR25
i &XR25

i+5)⊕ (XR25
i+2&XR25

i+7)⊕ (XR25
i+4&XR25

i+9)⊕XR25
i+1,i+5⊕XL25

i,i+2,i+4⊕

⊕ k23
i+3⊕ k22

i,i+2⊕ k21
i+1i⊕ k20

i ⊕ k18
i ⊕ k17

i+1⊕ k16
i,i+2⊕ k15

i+3⊕ k14
i+2,i,i+4⊕ k13

i+1,i+5⊕ k12
i,i+4

⊕ k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i

= (F(XR26
i )⊕XL26

i ⊕ k25
i &F(XR26

i+5)⊕XL26
i+5⊕ k25

i+5)⊕

(F(XR26
i+2)⊕XL26

i+2⊕ k25
i+2&F(XR26

i+7)⊕XL26
i+7⊕ k25

i+7)⊕

(F(XR26
i+4)⊕XL26

i+4⊕ k25
i+4&F(XR26

i+9)⊕XL26
i+9⊕ k25

i+9)⊕

F(XR26
i+1,i+5)⊕XL26

i+1,i+5⊕ k25
i+1,i+5⊕XR26

i,i+2,i+4⊕ k24
i,i+2,i+4

= ((XR26
i &XR26

i+5)⊕XR26
i+1⊕XL26

i ⊕ k25
i &(XR26

i+5&XR26
i+10)⊕XR26

i+6⊕XL26
i+5⊕ k25

i+5)⊕

((XR26
i+2&XR26

i+7)⊕XR26
i+3⊕XL26

i+2⊕ k25
i+2&((XR26

i+7&XR26
i+12)⊕XR26

i+8)⊕XL26
i+7⊕ k25

i+7)⊕

((XR26
i+4&XR26

i+9)⊕XR26
i+5⊕XL26

i+4⊕ k25
i+4&(XR26

i+9&XR26
i+14)⊕XR26

i+10⊕

XL26
i+9⊕ k25

i+9)⊕ (XR26
i+1&XR26

i+6)⊕ (XR26
i+5&XR26

i+10)⊕XR26
i+2,i+6⊕XL26

i+1,i+5⊕ k25
i+1,i+5

⊕XR26
i,i+2,i+4⊕ k24

i,i+2,i+4
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XR4
i = ((F(XR27

i )⊕XL27
i ⊕ k26

i &F(XR27
i+5)⊕XL27

i+5⊕ k26
i+5)⊕F(XR27

i+1)⊕XL27
i+1

⊕ k26
i+1⊕XR27

i ⊕ k25
i &(F(XR27

i+5)⊕XL27
i+5⊕ k26

i+5&F(XR27
i+10)⊕XL27

i+10⊕ k26
i+10)⊕

F(XR27
i+6)⊕XL27

i+6⊕ k26
i+6⊕XL26

i+5⊕ k25
i+5)⊕ ((F(XR27

i+2)⊕

XL27
i+2⊕ k26

i+2&F(XR27
i+7)⊕XL27

i+7⊕ k26
i+7)⊕F(XR27

i+3)⊕XL27
i+3⊕ k26

i+3⊕XR27
i+2

⊕ k25
i+2&((F(XR27

i+7)⊕XL27
i+7⊕ k26

i+7&F(XR27
i+12)⊕XL27

i+12⊕ k26
i+12)⊕F(XR27

i+8)⊕

XL27
i+8⊕ k26

i+8)⊕XR27
i+7⊕ k25

i+7)⊕ ((F(XR27
i+4)⊕XL27

i+4⊕ k26
i+4&F(XR27

i+9)⊕

XL27
i+9⊕ k26

i+9)⊕F(XR27
i+5)⊕XL27

i+5⊕ k26
i+5⊕XR27

i+4⊕ k25
i+4&

(F(XR27
i+9)⊕XL27

i+9⊕ k26
i+9&F(XR27

i+14)⊕XL27
i+14⊕ k26

i+14)⊕F(XR27
i+10)⊕

XL27
i+10⊕ k26

i+10⊕XR27
i+9⊕ k25

i+9)⊕ (F(XR27
i+1)⊕XL27

i+1⊕ k26
i+1&F(XR27

i+6)⊕XL27
i+6⊕ k26

i+6)

⊕ (F(XR27
i+5)⊕XL27

i+5⊕ k26
i+5&F(XR27

i+10)⊕XL27
i+10⊕ k26

i+10)⊕F(XR27
i,i+4,i+6)⊕XL27

i,i+4,i+6

⊕ k26
i,i+4,i+6⊕XR27

i+1,i+5⊕ k25
i+1,i+5⊕ k24

i,i+2,i+4⊕ k23
i+3⊕ k2

i,i+2⊕ k21
i+1⊕ k20

i ⊕ k18
i ⊕ k17

i+1

⊕ k16
i,i+2⊕ k15

i+3⊕ k14
i+2,i,i+4⊕ k13

i+1,i+5⊕ k12
i,i+4⊕ k10

i,i+4⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2

⊕ k5
i+1⊕ k4

i
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Also, we add one more round of decryption at the end of A.92:

XL4
i = [((XR27

i+3&XR27
i+8)⊕XR27

i+4⊕XL27
i+3⊕ k26

i+3&(XR27
i+8&XR27

i+13)⊕XR27
i+9⊕XL27

i+8

⊕ k26
i+8)⊕ (XR27

i+4&XR27
i+9)⊕XR27

i+5⊕XL27
i+4⊕ k26

i+4⊕XR27
i+3⊕ k25

i+3&((XR27
i+8&XR27

i+13)

⊕XR27
i+9⊕XL27

i+8⊕ k26
i+8&(XR27

i+13&XR27
i+18)⊕XR27

i+14⊕XL27
i+13⊕ k26

i+13)⊕ (XR27
i+9&XR27

i+14)

⊕XR27
i+10⊕XL27

i+9⊕ k26
i+9⊕XR27

i+8⊕ k25
i+8]⊕ ((XR27

i &XR27
i+5)⊕XR27

i+1⊕XL27
i ⊕ k26

i &

(XR27
i+5&XR27

i+10)⊕XR27
i+6⊕XL27

i+5⊕ k26
i+5)⊕ ((XR27

i+2&XR27
i+7)⊕XR27

i+3⊕XL27
i+2⊕ k26

i+2

&(XR27
i+7&XR27

i+12)⊕XR27
i+8⊕XL27

i+7⊕ k26
i+7)⊕ ((XR27

i+4&XR27
i+9)⊕XR27

i+5⊕XL27
i+4⊕ k26

i+4&

(XR27
i+9&XR27

i+14)⊕XR27
i+10⊕XL27

i+9⊕ k26
i+9)⊕ (XR27

i+1&XR27
i+6)⊕ (XR27

i+3&XR27
i+8)

⊕ (XR27
i+5&XR27

i+10)⊕XR27
i+2,i+4,i+6⊕XL27

i+1,i+3,i+5⊕ k26
i+1,i+3,i+5⊕XR27

i,i+2,i+4⊕ k25
i,i+2,i+4

⊕ k24
i+3⊕ k23

i,i+2⊕ k22
i+1⊕ k21

i ⊕ k19
i ⊕ k18

i+1⊕ k17
i,i+2⊕ k16

i+3⊕ k15
i,i+4,i+2

⊕ k14
i+1,i+5⊕ k13

i,i+4⊕ k11
i,i+4⊕ k10

i+1⊕ k9
i,i+2,i+4⊕ k8

i+3⊕ k7
i,i+2⊕ k6

i+1⊕ k5
i
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XL4
i = [((F(XR28

i+3)⊕XR28
i+3⊕ k27

i+3&F(XR28
i+8)⊕XR28

i+8⊕ k27
i+8)⊕F(XR28

i+4)⊕XR28
i+4

⊕ k27
i+4⊕XL27

i+3⊕ k26
i+3&(F(XR28

i+8)⊕XR28
i+8⊕ k27

i+8&F(XR28
i+13)⊕XR28

i+13⊕ k27
i+13)⊕

F(XR28
i+9)⊕XR28

i+9⊕ k27
i+9⊕XR28

i+8⊕ k26
i+8)⊕ (F(XR28

i+4)⊕XR28
i+4⊕ k27

i+4&F(XR28
i+9)

⊕XR28
i+9⊕ k27

i+9)⊕F(XR28
i+5)⊕XR28

i+5⊕ k27
i+5⊕XR28

i+4⊕ k26
i+4⊕F(XR28

i+3)⊕XR28
i+3⊕ k27

i+3

⊕ k25
i+3&((F(XR28

i+8)⊕XR28
i+8⊕ k27

i+8&F(XR28
i+13)⊕XR28

i+13⊕ k27
i+13)⊕F(XR28

i+9)

⊕XR28
i+9⊕ k27

i+9⊕XR28
i+8⊕ k26

i+8&(F(XR28
i+13)⊕XR28

i+13⊕ k27
i+13&F(XR28

i+18)

⊕XR28
i+18⊕ k27

i+18)⊕F(XR28
i+14)⊕XR28

i+14⊕ k27
i+14⊕XR28

i+13⊕ k26
i+13)⊕ (F(XR28

i+9)

⊕XR28
i+9⊕ k27

i+9&F(XR28
i+14)⊕XR28

i+14⊕ k27
i+14)⊕F(XR28

i+10)⊕XR28
i+10⊕ k27

i+10⊕XR28
i+9⊕

k26
i+9⊕F(XR28

i+8)⊕XR28
i+8⊕ k27

i+8⊕ k25
i+8]⊕ ((F(XR28

i )⊕XR28
i ⊕ k27

i &F(XR28
i+5)⊕XR28

i+5

⊕ k27
i+5)⊕F(XR28

i+1)⊕XR28
i+1⊕ k27

i+1⊕XR28
i ⊕ k26

i &F(XR28
i+5)⊕XR28

i+5⊕ k27
i+5&F(XR28

i+10)

⊕XR28
i+10⊕ k27

i+10)⊕F(XR28
i+6)⊕XR28

i+6⊕ k27
i+6⊕XR28

i+5⊕ k26
i+5)⊕ ((F(XR28

i+2)⊕XR28
i+2⊕

k27
i+2&F(XR28

i+7)⊕XR28
i+7⊕ k27

i+7)⊕F(XR28
i+3)⊕XR28

i+3⊕ k27
i+3⊕XR28

i+2⊕ k26
i+2&(F(XR28

i+7)

⊕XR28
i+7⊕ k27

i+7&F(XR28
i+12)⊕XR28

i+12⊕ k27
i+12)⊕F(XR28

i+8)⊕XR28
i+8⊕ k27

i+8⊕XR28
i+7⊕ k26

i+7)

⊕ ((F(XR28
i+4)⊕XR28

i+4⊕ k27
i+4&F(XR28

i+9)⊕XR28
i+9⊕ k27

i+9)⊕F(XR28
i+5)⊕XR28

i+5

⊕ k27
i+5⊕XR28

i+4⊕ k26
i+4&(F(XR28

i+9)⊕XR28
i+9⊕ k27

i+9&F(XR28
i+14)⊕XR28

i+14⊕ k27
i+14)⊕

F(XR28
i+10)⊕XR28

i+10⊕ k27
i+10⊕XR28

i+9⊕ k26
i+9)⊕ (F(XR28

i+1)⊕XR28
i+1⊕ k27

i+1&F(XR28
i+6)

⊕XR28
i+6⊕ k27

i+6)⊕ (F(XR28
i+3)⊕XR28

i+3⊕ k27
i+3&F(XR28

i+8)⊕XR28
i+8⊕ k27

i+8)⊕ (F(XR28
i+5)⊕

XR28
i+5⊕ k27

i+5&F(XR28
i+10)⊕XR28

i+10⊕ k27
i+10)⊕F(XR28

i+2,i+4,i+6)⊕XR28
i+2,i+4,i+6⊕

k27
i+2,i+4,i+6⊕XR28

i+1,i+3,i+5⊕ k26
i+1,i+3,i+5⊕F(XR28

i,i+2,i+4)⊕XR28
i,i+2,i+4⊕ k27

i,i+2,i+4⊕ k25
i,i+2,i+4⊕

k24
i+3⊕ k23

i,i+2⊕ k22
i+1⊕ k21

i ⊕ k19
i ⊕ k18

i+1⊕ k17
i,i+2⊕ k16

i+3⊕ k15
i,i+4,i+2⊕ k14

i+1,i+5⊕ k13
i,i+4⊕ k11

i,i+4

⊕ k10
i+1⊕ k9

i,i+2,i+4⊕ k8
i+3⊕ k7

i,i+2⊕ k6
i+1⊕ k5

i
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Similarly we add one more round of decryption for the right half linear approximation A.93:

XR4
i = (((XR27

i &XR27
i+5)⊕XR27

i+1⊕XL27
i ⊕ k26

i &(XR27
i+5&XR27

i+10)⊕XR27
i+6⊕XL27

i+5⊕

k26
i+5)⊕ (XR27

i+1&XR27
i+6)⊕XR27

i+2⊕XL27
i+1⊕ k26

i+1⊕XR27
i ⊕ k25

i &((XR27
i+5&XR27

i+10)⊕

XR27
i+6⊕XL27

i+5⊕ k26
i+5&(XR27

i+10&XR27
i+15)⊕XR27

i+11⊕XL27
i+10⊕ k26

i+10)⊕ (XR27
i+6&XR27

i+11)

⊕XR27
i+7⊕XL27

i+6⊕ k26
i+6⊕XL26

i+5⊕ k25
i+5)⊕ (((XR27

i+2&XR27
i+7)⊕XR27

i+3⊕XL27
i+2⊕ k26

i+2

&(XR27
i+7&XR27

i+12)⊕XR27
i+8⊕XL27

i+7⊕ k26
i+7)⊕ (XR27

i+3&XR27
i+8)⊕XR27

i+4⊕XL27
i+3⊕ k26

i+3

⊕XR27
i+2⊕ k25

i+2&(((XR27
i+7&XR27

i+12)⊕XR27
i+8⊕XL27

i+7⊕ k26
i+7&(XR27

i+12&XR27
i+17)⊕XR27

i+13

⊕XL27
i+12⊕ k26

i+12)⊕ (XR27
i+8&XR27

i+13)⊕XR27
i+9⊕XL27

i+8⊕ k26
i+8)⊕XR27

i+7⊕ k25
i+7)⊕

(((XR27
i+4&XR27

i+9)⊕XR27
i+5⊕XL27

i+4⊕ k26
i+4&(XR27

i+9&XR27
i+14)⊕XR27

i+10⊕XL27
i+9

⊕ k26
i+9)⊕ (XR27

i+5&XR27
i+10)⊕XR27

i+6⊕XL27
i+5⊕ k26

i+5⊕XR27
i+4⊕ k25

i+4&((XR27
i+9&XR27

i+14)⊕

XR27
i+10⊕XL27

i+9⊕ k26
i+9&(XR27

i+14&XR27
i+19)⊕XR27

i+15⊕XL27
i+14⊕ k26

i+14)⊕ (XR27
i+10&

XR27
i+15)⊕XR27

i+11⊕XL27
i+10⊕ k26

i+10⊕XR27
i+9⊕ k25

i+9)⊕ ((XR27
i+1&XR27

i+6)⊕XR27
i+2⊕XL27

i+1⊕

k26
i+1&(XR27

i+6&XR27
i+11)⊕XR27

i+7⊕XL27
i+6⊕ k26

i+6)⊕ ((XR27
i+5&XR27

i+10)⊕XR27
i+6⊕XL27

i+5⊕

k26
i+5&(XR27

i+10&XR27
i+15)⊕XR27

i+11⊕XL27
i+10⊕ k26

i+10)⊕ (XR27
i+2&XR27

i+7)⊕ (XR27
i+6&

XR27
i+11)⊕XR27

i+3,i+7⊕XL27
i+2,i+6⊕ k26

i+2,i+6⊕XR27
i+1,i+5⊕ k25

i+1,i+5⊕XR26
i,i+2,i+4⊕ k24

i,i+2,i+4⊕

k23
i+3⊕ k22

i,i+2⊕ k21
i+1⊕ k20

i ⊕ k18
i ⊕ k17

i+1⊕ k16
i,i+2⊕ k15

i+3⊕ k14
i+2,i,i+4⊕ k13

i+1,i+5⊕ k12
i,i+4

⊕ k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i

(A.95)

279



XR4
i = (((F(XR28

i )⊕XR28
i ⊕ k27

i &F(XR28
i+5)⊕XR28

i+5⊕ k27
i+5)⊕F(XR28

i+1)⊕XR28
i+1

⊕ k27
i+1⊕XL27

i ⊕ k26
i &(F(XR28

i+5)⊕XR28
i+5⊕ k27

i+5&F(XR28
i+10)⊕XR28

i+10⊕ k27
i+10)

⊕F(XR28
i+6)⊕XR28

i+6⊕ k27
i+6⊕XL27

i+5⊕ k26
i+5)⊕ (F(XR28

i+1)⊕XR28
i+1⊕ k27

i+1&F(XR28
i+6)

⊕XR28
i+6⊕ k27

i+6)⊕F(XR28
i+2)⊕XR28

i+2⊕ k27
i+2⊕XL27

i+1⊕ k26
i+1⊕F(XR28

i )⊕XR28
i ⊕ k27

i

⊕ k25
i &((F(XR28

i+5)⊕XR28
i+5⊕ k27

i+5&F(XR28
i+10)⊕XR28

i+10⊕ k27
i+10)⊕F(XR28

i+6)⊕XR28
i+6⊕

k27
i+6⊕XL27

i+5⊕ k26
i+5&(F(XR28

i+10)⊕XR28
i+10⊕ k27

i+10&F(XR28
i+15)⊕XR28

i+15⊕ k27
i+15)

⊕XR27
i+11⊕XL27

i+10⊕ k26
i+10)⊕ (F(XR28

i+6)⊕XR28
i+6⊕ k27

i+6&F(XR28
i+11)⊕XR28

i+11⊕ k27
i+11)

⊕F(XR28
i+7)⊕XR28

i+7⊕ k27
i+7⊕XL27

i+6⊕ k26
i+6⊕XL26

i+5⊕ k25
i+5)⊕ (((F(XR28

i+2)⊕XR28
i+2⊕ k27

i+2

&F(XR28
i+7)⊕XR28

i+7⊕ k27
i+7)⊕F(XR28

i+3)⊕XR28
i+3⊕ k27

i+3⊕XL27
i+2⊕ k26

i+2&(F(XR28
i+7)

⊕XR28
i+7⊕ k27

i+7&F(XR28
i+12)⊕XR28

i+12⊕ k27
i+12)⊕XR27

i+8⊕XL27
i+7⊕ k26

i+7)⊕ (F(XR28
i+3)⊕

XR28
i+3⊕ k27

i+3&F(XR28
i+8)⊕XR28

i+8⊕ k27
i+8)⊕F(XR28

i+4)⊕XR28
i+4⊕ k27

i+4⊕XL27
i+3⊕ k26

i+3⊕

F(XR28
i+2)⊕XR28

i+2⊕ k27
i+2⊕ k25

i+2&(((F(XR28
i+7)⊕XR28

i+7⊕ k27
i+7&F(XR28

i+12)⊕

XR28
i+12⊕ k27

i+12)⊕F(XR28
i+8)⊕XR28

i+8⊕ k27
i+8⊕XL27

i+7⊕ k26
i+7&(F(XR28

i+12)

⊕XR28
i+12⊕ k27

i+12&F(XR28
i+17)⊕XR28

i+17⊕ k27
i+17)⊕F(XR28

i+13)⊕XR28
i+13⊕ k27

i+13⊕XL27
i+12

⊕ k26
i+12)⊕ (F(XR28

i+8)⊕XR28
i+8⊕ k27

i+8&F(XR28
i+13)⊕XR28

i+13⊕ k27
i+13)⊕F(XR28

i+9)⊕XR28
i+9

⊕ k27
i+9⊕XL27

i+8⊕ k26
i+8)⊕F(XR28

i+7)⊕XR28
i+7⊕ k27

i+7⊕ k25
i+7)⊕ (((F(XR28

i+4)⊕XR28
i+4

⊕ k27
i+4&F(XR28

i+9)⊕XR28
i+9⊕ k27

i+9)⊕F(XR28
i+5)⊕XR28

i+5⊕ k27
i+5⊕XL27

i+4⊕ k26
i+4

&(F(XR28
i+9)⊕XR28

i+9⊕ k27
i+9&F(XR28

i+14)⊕XR28
i+14⊕ k27

i+14)⊕F(XR28
i+10)⊕XR28

i+10⊕ k27
i+10

⊕XL27
i+9⊕ k26

i+9)⊕ (F(XR28
i+5)⊕XR28

i+5⊕ k27
i+5&F(XR28

i+10)⊕XR28
i+10⊕ k27

i+10)⊕F(XR28
i+6)⊕

XR28
i+6⊕ k27

i+6⊕XL27
i+5⊕ k26

i+5⊕F(XR28
i+4)⊕XR28

i+4⊕ k27
i+4⊕ k25

i+4&((F(XR28
i+9)⊕XR28

i+9⊕ k27
i+9

&F(XR28
i+14)⊕XR28

i+14⊕ k27
i+14)⊕XR27

i+10⊕XL27
i+9⊕ k26

i+9&(F(XR28
i+14)⊕XR28

i+14⊕ k27
i+14

&F(XR28
i+19)⊕XR28

i+19⊕ k27
i+19)⊕F(XR28

i+15)⊕XR28
i+15⊕ k27

i+15⊕XL27
i+14⊕ k26

i+14)⊕

(F(XR28
i+10)⊕XR28

i+10⊕ k27
i+10&F(XR28

i+15)⊕XR28
i+15⊕ k27

i+15)⊕F(XR28
i+11)⊕XR28

i+11

⊕ k27
i+11⊕XL27

i+10⊕ k26
i+10⊕F(XR28

i+9)⊕XR28
i+9⊕ k27

i+9⊕ k25
i+9)⊕ ((F(XR28

i+1)⊕XR28
i+1
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⊕ k27
i+1&F(XR28

i+6)⊕XR28
i+6⊕ k27

i+6)⊕F(XR28
i+2)⊕XR28

i+2⊕ k27
i+2⊕XL27

i+1⊕ k26
i+1

&(F(XR28
i+6)⊕XR28

i+6⊕ k27
i+6&F(XR28

i+11)⊕XR28
i+11⊕ k27

i+11)⊕F(XR28
i+7)⊕XR28

i+7⊕ k27
i+7⊕

XL27
i+6⊕ k26

i+6)⊕ ((F(XR28
i+5)⊕XR28

i+5⊕ k27
i+5&F(XR28

i+10)⊕XR28
i+10⊕ k27

i+10)⊕F(XR28
i+6)

⊕XR28
i+6⊕ k27

i+6⊕XL27
i+5⊕ k26

i+5&(F(XR28
i+10)⊕XR28

i+10⊕ k27
i+10&F(XR28

i+15)⊕XR28
i+15⊕

k27
i+15)⊕XR27

i+11⊕XL27
i+10⊕ k26

i+10)⊕ (F(XR28
i+2)⊕XR28

i+2⊕ k27
i+2&F(XR28

i+7)⊕XR28
i+7

⊕ k27
i+7)⊕ (F(XR28

i+6)⊕XR28
i+6⊕ k27

i+6&F(XR28
i+11)⊕XR28

i+11⊕ k27
i+11)⊕F(XR28

i+3,i+7)

⊕XR28
i+3,i+7⊕ k27

i+3,i+7⊕XL27
i+2,i+6⊕ k26

i+2,i+6⊕XR27
i+1,i+5⊕ k25

i+1,i+5⊕XR26
i,i+2,i+4⊕

k24
i,i+2,i+4⊕ k23

i+3⊕ k2
i,i+2⊕ k21

i+1⊕ k20
i ⊕ k18

i ⊕ k17
i+1⊕ k16

i,i+2⊕ k15
i+3⊕

k14
i+2,i,i+4⊕ k13

i+1,i+5⊕ k12
i,i+4⊕ k10

i,i+4⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i
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A.18 20-round improved linear approximation for SIMECK 48/96

PLi+3⊕PRi,i+2 = XR13
i+1⊕XL13

i,i+4⊕ k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i

⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= F(XR14
i+1)⊕XL14

i+1⊕ k13
i+1⊕XR14

i,i+4⊕ k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3⊕

k6
i,i+2⊕ k5

i+1⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= XR14
i,i+2,i+4⊕XL14

i+1⊕ k13
i+1⊕ k10

i,i+4⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1

⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= F(XR15
i,i+2,i+4)⊕XL15

i,i+2,i+4⊕ k14
i,i+2,i+4⊕XR15

i+1⊕ k13
i+1⊕ k10

i,i+4⊕ k9
i+1⊕ k8

i,i+2,i+4

⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= XR15
i+1,i+3,i+5,i+5,i+1⊕XL15

i,i+2,i+4⊕ k14
i,i+2,i+4⊕ k10

i,i+4⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕

k6
i,i+2⊕ k5

i+1

= XR15
i+3⊕XL15

i,i+2,i+4⊕ k14
i,i+2,i+4⊕ k13

i+1⊕ k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4

⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= F(XR16
i+3)⊕XL16

i+3⊕ k15
i+3⊕XR16

i,i+2,i+4⊕ k14
i,i+2,i+4⊕ k13

i+1⊕ k10
i,i+4⊕ k9

i+1⊕

k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= XR16
i,i+2,i+4,i+4⊕XL16

i+3⊕ k15
i+3⊕ k14

i,i+2,i+4⊕ k13
i+1⊕ k10

i,i+4⊕ k9
i+1⊕ k8

i,i+2,i+4

⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= XR16
i,i+2⊕XL16

i+3⊕ k15
i+3⊕ k14

i,i+2,i+4⊕ k13
i+1⊕ k10

i,i+4⊕ k9
i+1⊕ k8

i,i+2,i+4

⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2
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PLi+3⊕PRi,i+2 = F(XR17
i,i+2)⊕XL17

i,i+2⊕ k17
i,i+2⊕XR17

i+3⊕ k15
i+3⊕ k14

i,i+2,i+4⊕ k13
i+1⊕

k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= XR17
i+1,i+3,i+3⊕XL17

i,i+2⊕ k17
i,i+2⊕ k15

i+3⊕ k14
i,i+2,i+4⊕ k13

i+1⊕ k10
i,i+4⊕ k9

i+1⊕

k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= XR17
i+1⊕XL17

i,i+2⊕ k16
i,i+2⊕ k15

i+3⊕ k14
i,i+2,i+4⊕ k13

i+1⊕ k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4

⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= F(XR18
i+1)⊕XL18

i+1⊕ k17
i+1⊕XR18

i,i+2⊕ k17
i,i+2⊕ k15

i+3⊕ k14
i,i+2,i+4⊕ k13

i+1⊕

k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4⊕ k7

i+3⊕ k6
i,i+2⊕ k5

i+1⊕ k4
i ⊕ k2

i ⊕ k1
i+1⊕ k0

i,i+2

= XR18
i+2,i,i+2⊕XL18

i+1⊕ k17
i+1⊕ k16

i,i+2⊕ k15
i+3⊕ k14

i,i+2,i+4⊕ k13
i+1⊕ k10

i,i+4⊕

k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= XR18
i ⊕XL18

i+1⊕ k17
i+1⊕ k16

i,i+2⊕ k15
i+3⊕ k14

i,i+2,i+4⊕ k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4

⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= F(XR19
i )⊕XL19

i ⊕ k18
i ⊕XR19

i+1⊕ k17
i+1⊕ k16

i,i+2⊕ k15
i+3⊕ k14

i,i+2,i+4⊕ k10
i,i+4

⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= XR19
i+1⊕XL19

i ⊕ k18
i ⊕XR19

i+1⊕ k17
i+1⊕ k16

i,i+2⊕ k15
i+3⊕ k14

i,i+2,i+4⊕ k10
i,i+4

⊕ k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= XL19
i ⊕ k18

i ⊕ k17
i+1⊕ k16

i,i+2⊕ k15
i+3⊕ k14

i,i+2,i+4⊕ k10
i,i+4⊕

k9
i+1⊕ k8

i,i+2,i+4⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2

= XR20
i ⊕ k18

i ⊕ k17
i+1⊕ k16

i,i+2⊕ k15
i+3⊕ k14

i,i+2,i+4⊕ k10
i,i+4⊕ k9

i+1⊕ k8
i,i+2,i+4

⊕ k7
i+3⊕ k6

i,i+2⊕ k5
i+1⊕ k4

i ⊕ k2
i ⊕ k1

i+1⊕ k0
i,i+2
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A.18.0.1 Extend the 20-round Linear Trail by Partial Decryption

We add four rounds of decryption at the end of the 20-round linear approximation Equation

A.96.

XL4
i+3⊕XR4

i,i+2 = XR24
i ⊕ k22

i ⊕ k21
i+1⊕ k20

i,i+2⊕ k19
i+3⊕ k18

i,i+2,i+4⊕ k14
i,i+4⊕

k13
i+1⊕ k12

i,i+2,i+4⊕ k22
i+3⊕ k10

i,i+2⊕ k9
i+1⊕ k8

i ⊕ k6
i ⊕ k5

i+1⊕ k4
i,i+2

= F(XR25
i )⊕XL25

i ⊕ k24
i ⊕ k22

i ⊕ k21
i+1⊕ k20

i,i+2⊕ k19
i+3⊕ k18

i,i+2,i+4⊕ k14
i,i+4⊕

k13
i+1⊕ k12

i,i+2,i+4⊕ k22
i+3⊕ k10

i,i+2⊕ k9
i+1⊕ k8

i ⊕ k6
i ⊕ k5

i+1⊕ k4
i,i+2

= (XR25
i &XR25

i+5)⊕XR25
i+1⊕XL25

i ⊕ k24
i ⊕ k22

i ⊕ k21
i+1⊕ k20

i,i+2⊕ k19
i+3⊕ k18

i,i+2,i+4

⊕ k14
i,i+4⊕ k13

i+1⊕ k12
i,i+2,i+4⊕ k22

i+3⊕ k10
i,i+2⊕ k9

i+1⊕ k8
i ⊕ k6

i ⊕ k5
i+1⊕ k4

i,i+2

= (F(XR26
i )⊕XL26

i ⊕ k25
i &F(XR26

i+5)⊕XL26
i+5⊕ k25

i+5)⊕F(XR26
i+1)⊕XL26

i+1⊕ k25
i+1⊕

XR26
i ⊕ k24

i ⊕ k22
i ⊕ k21

i+1⊕ k20
i,i+2⊕ k19

i+3⊕ k18
i,i+2,i+4⊕ k14

i,i+4⊕ k13
i+1⊕ k12

i,i+2,i+4

⊕ k22
i+3⊕ k10

i,i+2⊕ k9
i+1⊕ k8

i ⊕ k6
i ⊕ k5

i+1⊕ k4
i,i+2

= ((XR26
i &XR26

i+5)⊕XR26
i+1⊕XL26

i ⊕ k25
i &(XR26

i+5&XR26
i+10)⊕XR26

i+6⊕XL26
i+5⊕ k25

i+5)⊕

(XR26
i+1&XR26

i+6)⊕XR26
i+2⊕XL26

i+1⊕ k25
i+1⊕XR26

i ⊕ k24
i ⊕ k22

i ⊕ k21
i+1⊕ k20

i,i+2

⊕ k19
i+3⊕ k18

i,i+2,i+4⊕ k14
i,i+4⊕ k13

i+1⊕ k12
i,i+2,i+4⊕ k22

i+3⊕ k10
i,i+2⊕ k9

i+1⊕ k8
i ⊕ k6

i ⊕ k5
i+1⊕ k4

i,i+2

= ((F(XR27
i )⊕XL27

i ⊕ k26
i &F(XR27

i+5)⊕XL27
i+5⊕ k26

i+5)⊕F(XR27
i+1)⊕XL27

i+1⊕ k26
i+1

⊕XR27
i ⊕ k25

i &(F(XR27
i+5)⊕XL27

i+5⊕ k26
i+5&F(XR27

i+10)⊕XL27
i+10⊕ k26

i+10)⊕F(XR27
i+6)

⊕XL27
i+6⊕ k26

i+6⊕XR27
i+5⊕ k25

i+5)⊕ (F(XR27
i+1)⊕XL27

i+1⊕ k26
i+1&F(XR27

i+6)⊕XL27
i+6⊕ k26

i+6)

⊕F(XR27
i,i+2)⊕XL27

i,i+2⊕ k26
i,i+2⊕XR27

i+1⊕ k25
i+1⊕ k24

i ⊕ k22
i ⊕ k21

i+1⊕ k20
i,i+2⊕ k19

i+3

⊕ k18
i,i+2,i+4⊕ k14

i,i+4⊕ k13
i+1⊕ k12

i,i+2,i+4⊕ k11
i+3⊕ k10

i,i+2⊕ k9
i+1⊕ k8

i ⊕ k6
i ⊕ k5

i+1⊕ k4
i,i+2
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XL4
i+3⊕XR4

i,i+2 = (((XR27
i &XR27

i+5)⊕XR27
i+1⊕XL27

i ⊕ k26
i &(XR27

i+5&XR27
i+10)

⊕XR27
i+6⊕XL27

i+5⊕ k26
i+5)⊕ (XR27

i+1&XR27
i+6)⊕XR27

i,i+2⊕XL27
i+1⊕ k26

i+1⊕ k25
i

&((XR27
i+5&XR27

i+10)⊕XR27
i+6⊕XL27

i+5⊕ k26
i+5&(XR27

i+10&XR27
i+15)⊕XR27

i+11

⊕XL27
i+10⊕ k26

i+10)⊕ (XR27
i+6&XR27

i+11)⊕XR27
i+5,i+7⊕XL27

i+6⊕ k26
i+6⊕ k25

i+5)⊕

((XR27
i+1&XR27

i+6)⊕XR27
i+2⊕XL27

i+1⊕ k26
i+1&(XR27

i+6&XR27
i+11)⊕XR27

i+7⊕XL27
i+6

⊕ k26
i+6)⊕ (XR27

i &XR27
i+5)⊕ (XR27

i+2&XR27
i+7)⊕XR27

i+3⊕XL27
i,i+2⊕ k26

i,i+2⊕ k25
i+1

⊕ k24
i ⊕ k22

i ⊕ k21
i+1⊕ k20

i,i+2⊕ k19
i+3⊕ k18

i,i+2,i+4⊕ k14
i,i+4⊕ k13

i+1⊕ k12
i,i+2,i+4⊕ k11

i+3⊕

k10
i,i+2⊕ k9

i+1⊕ k8
i ⊕ k6

i ⊕ k5
i+1⊕ k4

i,i+2

= (((F(XR28
i )⊕XL28

i ⊕ k27
i &F(XR28

i+5)⊕XL28
i+5⊕ k27

i+5)⊕F(XR28
i+1)⊕XL28

i+1

⊕ k27
i+1⊕XR28

i ⊕ k26
i &(F(XR28

i+5)⊕XL28
i+5⊕ k27

i+5&F(XR28
i+10)⊕XL28

i+10⊕ k27
i+10)⊕

F(XR28
i+6)⊕XL28

i+6⊕ k27
i+6⊕XR28

i+5⊕ k26
i+5)⊕ (F(XR28

i+1)⊕XL28
i+1⊕ k27

i+1&F(XR28
i+6)

⊕XL28
i+6⊕ k27

i+6)⊕F(XR28
i,i+2)⊕XL28

i,i+2⊕ k27
i,i+2⊕XR28

i+1⊕ k26
i+1⊕ k25

i &((F(XR28
i+5)

⊕XL28
i+5⊕ k27

i+5&F(XR28
i+10)⊕XL28

i+10⊕ k27
i+10)⊕F(XR28

i+6)⊕XL28
i+6⊕ k27

i+6⊕XR28
i+5

⊕ k26
i+5&(F(XR28

i+10)⊕XL28
i+10⊕ k27

i+10&F(XR28
i+15)⊕XL28

i+15⊕ k27
i+15⊕F(XR28

i+11)

⊕XL28
i+11⊕ k27

i+11⊕XL27
i+10⊕ k26

i+10)⊕ (F(XR28
i+6)⊕XL28

i+6⊕ k27
i+6&F(XR28

i+11)⊕XL28
i+11

⊕ k27
i+11)⊕F(XR28

i+5,i+7)⊕XL28
i+5,i+7⊕ k27

i+5,i+7⊕XR27
i+6⊕ k26

i+6⊕ k25
i+5)⊕ ((F(XR28

i+1)

⊕XL28
i+1⊕ k27

i+1&F(XR28
i+6)⊕XL28

i+6⊕ k27
i+6)⊕F(XR28

i+2)⊕XL28
i+2⊕ k27

i+2⊕XR28
i+1⊕ k26

i+1

&(F(XR28
i+6)⊕XL28

i+6⊕ k27
i+6&F(XR28

i+11)⊕XL28
i+11⊕ k27

i+11)⊕F(XR28
i+7)⊕XL28

i+7⊕ k27
i+7

⊕XR28
i+6⊕ k26

i+6)⊕ (F(XR28
i )⊕XL28

i ⊕ k27
i &F(XR28

i+5)⊕XL28
i+5⊕ k27

i+5)⊕ (F(XR28
i+2)

⊕XL28
i+2⊕ k27

i+2&F(XR28
i+7)⊕XL28

i+7⊕ k27
i+7)⊕F(XR28

i+3)⊕XL28
i+3⊕ k27

i+3⊕XR28
i,i+2

⊕ k26
i,i+2⊕ k25

i+1⊕ k24
i ⊕ k22

i ⊕ k21
i+1⊕ k20

i,i+2⊕ k19
i+3⊕ k18

i,i+2,i+4⊕ k14
i,i+4⊕ k13

i+1⊕ k12
i,i+2,i+4

⊕ k11
i+3⊕ k10

i,i+2⊕ k9
i+1⊕ k8

i ⊕ k6
i ⊕ k5

i+1⊕ k4
i,i+2
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Moreover, we add one more round of decryption to the above expression:

XL4
i+3⊕XR4

i,i+2 = ((((XR28
i &XR28

i+5)⊕XR28
i+1⊕XL28

i ⊕ k27
i &(XR28

i+5&XR28
i+10)⊕

XR28
i+6⊕XL28

i+5⊕ k27
i+5)⊕ (XR28

i+1&XR28
i+6)⊕XR28

i+2⊕XL28
i+1⊕ k27

i+1⊕XR28
i ⊕ k26

i &

((XR28
i+5&XR28

i+10)⊕XR28
i+6⊕XL28

i+5⊕ k27
i+5&(XR28

i+10&XR28
i+15)⊕XR28

i+11⊕XL28
i+10⊕

k27
i+10)⊕ (XR28

i+6&XR28
i+11)⊕XR28

i+7⊕XL28
i+6⊕ k27

i+6⊕XR28
i+5⊕ k26

i+5)⊕ ((XR28
i+1&

XR28
i+6)⊕XR28

i+2⊕XL28
i+1⊕ k27

i+1&(XR28
i+6&XR28

i+11)⊕XR28
i+7⊕XL28

i+6⊕ k27
i+6)⊕F(XR28

i,i+2)

⊕XL28
i,i+2⊕ k27

i,i+2⊕XR28
i+1⊕ k26

i+1⊕ k25
i &((F(XR28

i+5)⊕XL28
i+5⊕ k27

i+5&(XR28
i+10&XR28

i+15)⊕

XR28
i+11⊕XL28

i+10⊕ k27
i+10)⊕ (XR28

i+6&XR28
i+11)⊕XR28

i+7⊕XL28
i+6⊕ k27

i+6⊕XR28
i+5⊕

k26
i+5&((XR28

i+10&XR28
i+15)⊕XR28

i+11⊕XL28
i+10⊕ k27

i+10&(XR28
i+15&XR28

i+20)⊕XR28
i+16

⊕XL28
i+15⊕ k27

i+15⊕ (XR28
i+11&XR28

i+16)⊕XR28
i+12⊕XL28

i+11⊕ k27
i+11⊕XL27

i+10⊕ k26
i+10)⊕
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⊕ k26
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i+6)⊕XR28
i+2⊕XL28

i+1⊕ k27
i+1&(XR28

i+6&XR28
i+11)⊕XR28
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⊕XL28
i+6⊕ k27

i+6)⊕ (XR28
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i+7)⊕XR28
i+3⊕XL28

i+2⊕ k27
i+2⊕XR28

i+1⊕ k26
i+1&((XR28
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&XR28
i+11)⊕XR28

i+7⊕XL28
i+6⊕ k27
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i+11&XR28
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i+11⊕ k27
i+11)

⊕ (XR28
i+7&XR28
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i+8⊕XL28

i+7⊕ k27
i+7⊕XR28

i+6⊕ k26
i+6)⊕ ((XR28

i &XR28
i+5)⊕XR28

i+1

⊕XL28
i ⊕ k27

i &(XR28
i+5&XR28

i+10)⊕XR28
i+6⊕XL28

i+5⊕ k27
i+5)⊕ ((XR28

i+2&XR28
i+7)⊕XR28
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⊕XL28
i+2⊕ k27

i+2&(XR28
i+7&XR28

i+12)⊕XR28
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i+7⊕ k27
i+7)⊕ (XR28

i+3&XR28
i+8)⊕XR28
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⊕XL28
i+3⊕ k27

i+3⊕XR28
i,i+2⊕ k26

i,i+2⊕ k25
i+1⊕ k24

i ⊕ k22
i ⊕ k21

i+1⊕ k20
i,i+2⊕ k19

i+3⊕ k18
i,i+2,i+4⊕

k14
i,i+4⊕ k13

i+1⊕ k12
i,i+2,i+4⊕ k11

i+3⊕ k10
i,i+2⊕ k9

i+1⊕ k8
i ⊕ k6

i ⊕ k5
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i,i+2
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XL4
i+3⊕XR4
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i )⊕XL29

i ⊕ k28
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i ⊕ k27
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k28
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i+1⊕F(XR29

i )⊕XL29
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i+7)⊕XL29

i+7⊕ k28
i+7⊕XL28

i+6⊕ k27
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i+6)⊕

F(XR29
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i+11)

⊕XL29
i+11⊕ k28
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i+7)⊕XL29
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i+7⊕XL28

i+6⊕ k27
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i &F(XR29
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A.18.1 Derive 25-round Linear Approximations for SIMECK 64/128

PLi = XR19
i,i+2⊕XL19

i+1⊕ k18
i+1⊕ k17

i

= F(XR20
i,i+2)⊕XL20

i,i+2⊕ k19
i,i+2⊕XR20

i+1⊕ k18
i+1⊕ k17

i

= XR20
i+1,i+3⊕XL20

i,i+2⊕ k19
i,i+2⊕XR20

i+1⊕ k18
i+1⊕ k17

i

= XR20
i+3⊕XL20

i,i+2⊕ k19
i,i+2⊕ k18

i+1⊕ k17
i
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i+1⊕ k17
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i+4,i,i+2⊕XL21
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i
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i
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The approximation for the right half:
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A.18.2 Extend the 25-round Linear Trail by Partial Decryption

We add four rounds at the end of Equation A.99:

XL4
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= ((XR31
i &XR31

i+5)⊕XR31
i+1⊕XL31

i ⊕ k30
i &(XR31

i+5&XR31
i+10)⊕XR31

i+6⊕

XL31
i+5⊕ k30

i+5)⊕ ((XR31
i+4&XR31

i+9)⊕XR31
i+5⊕XL31

i+4⊕ k30
i+4&(XR31

i+9&XR31
i+14)⊕XR31

i+10

⊕XL31
i+9⊕ k30

i+9)⊕XR31
i,i+4,i+2,i+6⊕ (XR31

i+1&XR31
i+6)⊕ (XR31

i+5&XR31
i+10)⊕XL31

i+1,i+5

⊕ k30
i+1,i+5⊕ k29

i,i+4

= [(F(XR32
i )⊕XL32

i ⊕ k31
i &F(XR32

i+5)⊕XL32
i+5⊕ k31

i+5)⊕F(XR32
i+1)⊕XL32

i+1⊕ k31
i+1

⊕XR32
i ⊕ k30

i ]&[(F(XR32
i+5)⊕XL32

i+5⊕ k31
i+5&F(XR32

i+10)⊕XL32
i+10⊕ k31

i+10)⊕F(XR32
i+6)

⊕XL32
i+6⊕ k31

i+6⊕XR32
i+5⊕ k30

i+5]⊕ [(F(XR32
i+4)⊕XL32

i+4⊕ k31
i+4&F(XR32

i+9)⊕XL32
i+9⊕ k31

i+9)

⊕F(XR32
i+5)⊕XL32

i+5⊕ k31
i+5⊕XR32

i+4⊕ k30
i+4]&[(F(XR32

i+9)⊕XL32
i+9⊕ k31

i+9&F(XR32
i+14)

⊕XL32
i+14⊕ k31

i+14)⊕F(XR32
i+10)⊕XL32

i+10⊕ k31
i+10⊕XR32

i+9⊕ k30
i+9]⊕ (F(XR32

i+1)⊕XL32
i+1

⊕ k31
i+1&F(XR32

i+6)⊕XL32
i+6⊕ k31

i+6)⊕ (F(XR32
i+5)⊕XL32

i+5⊕ k31
i+5

&F(XR32
i+10)⊕XL32

i+10⊕ k31
i+10)⊕F(XR32

i,i+4,i+2,i+6)⊕XL32
i,i+4,i+2,i+6⊕ k31

i,i+4,i+2,i+6

⊕XR32
i+1,i+5⊕ k30

i+1,i+5⊕ k29
i,i+4
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XL4
i = [((XR32

i &XR32
i+5)⊕XR32

i+1⊕XL32
i ⊕ k31

i )&((XR32
i+5&XR32

i+10)⊕XR32
i+6⊕XL32

i+5⊕

k31
i+5)⊕ (XR32

i+1&XR32
i+6)⊕XR32

i+2⊕XL32
i+1⊕ k31

i+1⊕XR32
i ⊕ k30

i ]&[((XR32
i+5&XR32

i+10)⊕

XR32
i+6)⊕XL32

i+5⊕ k31
i+5&((XR32

i+10&XR32
i+15)⊕XR32

i+11⊕XL32
i+10⊕ k31

i+10]⊕ (XR32
i+6&XR32

i+11)

⊕XR32
i+7⊕XL32

i+6⊕ k31
i+6⊕XR32

i+5⊕ k30
i+5]⊕ [((XR32

i+4&XR32
i+9)⊕XR32

i+5⊕XL32
i+4⊕ k31

i+4&

(XR32
i+9&XR32

i+14)⊕XR32
i+10⊕XL32

i+9⊕ k31
i+9)⊕ (XR32

i+5&XR32
i+10)⊕XR32

i+6⊕XL32
i+5⊕ k31

i+5

⊕XR32
i+4⊕ k30

i+4]&[((XR32
i+9&XR32

i+14)⊕XR32
i+10⊕XL32

i+9⊕ k31
i+9&XR32

i+14&XR32
i+19)⊕

XR32
i+15⊕XL32

i+14⊕ k31
i+14)⊕ (XR32

i+10&XR32
i+15)⊕XR32

i+11⊕XL32
i+10⊕ k31

i+10⊕XR32
i+9⊕ k30

i+9]⊕

((XR32
i+1&XR32

i+6)⊕XR32
i+2⊕XL32

i+1⊕ k31
i+1&(XR32

i+6&XR32
i+11)⊕XR32

i+7⊕XL32
i+6⊕ k31

i+6)⊕

((XR32
i+5&XR32

i+10)⊕XR32
i+6⊕XL32

i+5⊕ k31
i+5&(XR32

i+10&XR32
i+15)⊕XR32

i+11⊕XL32
i+10⊕ k31

i+10)⊕

XL32
i,i+4,i+2,i+6⊕ k31

i,i+4,i+2,i+6⊕ k30
i+1,i+5⊕ k29

i,i+4(XR32
i &XR32

i+5)⊕ (XR32
i+2&XR32

i+7)⊕

(XR32
i+4&XR32

i+9)⊕ (XR32
i+6&XR32

i+11)⊕XR32
i+3,i+7
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XL4
i = [(F(XR33

i )⊕XL33
i ⊕ k32

i &F(XR33
i+5)⊕XL33

i+5⊕ k32
i+5)⊕F(XR33

i+1)⊕XL33
i+1⊕ k32

i+1

⊕XR33
i ⊕ k31

i ]&[(F(XR33
i+5)⊕XL33

i+5⊕ k32
i+5&F(XR33

i+10)⊕XL33
i+10⊕ k32

i+10)⊕F(XR33
i+6)

⊕XL33
i+6⊕ k32

i+6⊕XR33
i+5⊕ k31

i+5]⊕ (F(XR33
i+1)⊕XL33

i+1⊕ k32
i+1&F(XR33

i+6)⊕XL33
i+6⊕ k32

i+6)

⊕F(XR33
i,i+2)⊕XL33

i,i+2⊕ k32
i,i+2⊕XR33

i+1⊕ k31
i+1⊕ k30

i ]&[(F(XR33
i+5)⊕XL33

i+5⊕ k32
i+5&

F(XR33
i+10)⊕XL33

i+10⊕ k32
i+10)⊕F(XR33

i+6)⊕XL33
i+6⊕ k32

i+6⊕XR33
i+5⊕ k31

i+5]&

[(F(XR33
i+10)⊕XL33

i+10⊕ k32
i+10&F(XR33

i+15)⊕XL33
i+15⊕ k32

i+15)⊕F(XR33
i+11)⊕XL33

i+11⊕ k32
i+11

⊕XR33
i+10⊕ k31

i+10]⊕ (F(XR33
i+6)⊕XL33

i+6⊕ k32
i+6&F(XR33

i+11)⊕XL33
i+11⊕

k32
i+11)⊕F(XR33

i+5,i+7)⊕XL33
i+5,i+7⊕ k32

i+5,i+7⊕XR33
i+6⊕ k31

i+6⊕ k30
i+5]⊕ [(F(XR33

i+4)⊕XL33
i+4

⊕ k32
i+4&F(XR33

i+9)⊕XL33
i+9⊕ k32

i+9)⊕F(XR33
i+5)⊕XL33

i+5⊕ k32
i+5⊕XR33

i+4⊕ k31
i+4&(F(XR33

i+9)

⊕XL33
i+9⊕ k32

i+9&F(XR33
i+14)⊕XL33

i+14⊕ k32
i+14)⊕F(XR33

i+10)⊕XL33
i+10⊕ k32

i+10⊕XR33
i+9⊕

k31
i+9]⊕ (F(XR33

i+5)⊕XL33
i+5⊕ k32

i+5&F(XR33
i+10)⊕XL33

i+10⊕ k32
i+10)⊕F(XR33

i+4,i+6)⊕

XL33
i+4,i+6⊕ k32

i+4,i+6⊕XR33
i+5⊕ k31

i+5⊕ k30
i+4]&[(F(XR33

i+9)⊕XL33
i+9⊕ k32

i+9&F(XR33
i+14)

⊕XL33
i+14⊕ k32

i+14)⊕F(XR33
i+10)⊕XL33

i+10⊕ k32
i+10⊕XR33

i+9⊕ k31
i+9&(F(XR33

i+14)⊕XL33
i+14

⊕ k32
i+14&F(XR33

i+19)⊕XL33
i+19⊕ k32

i+19)⊕F(XR33
i+15)⊕XL33

i+15⊕ k32
i+15⊕XR33

i+14⊕ k31
i+14]⊕
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(F(XR33
i+10)⊕XL33

i+10⊕ k32
i+10&F(XR33

i+15)⊕XL33
i+15⊕ k32

i+15)⊕F(XR33
i+9,i+11)⊕XL33

i+9,i+11

⊕ k32
i+9,i+11⊕XR33

i+10⊕ k31
i+10⊕ k30

i+9]⊕ [(F(XR33
i+1)⊕XL33

i+1⊕ k32
i+1&F(XR33

i+6)⊕XL33
i+6⊕ k32

i+6)

⊕F(XR33
i+2)⊕XL33

i+2⊕ k32
i+2⊕XR33

i+1⊕ k31
i+1&(F(XR33

i+6)⊕XL33
i+6⊕ k32

i+6&F(XR33
i+11)⊕XL33

i+11

⊕ k32
i+11)⊕F(XR33

i+7)⊕XL33
i+7⊕ k32

i+7⊕XR33
i+6⊕ k31

i+6]⊕ [(F(XR33
i+5)⊕XL33

i+5⊕ k32
i+5&F(XR33

i+10)

⊕XL33
i+10⊕ k32

i+10)⊕F(XR33
i+6)⊕XL33

i+6⊕ k32
i+6⊕XR33

i+5⊕ k31
i+5&(F(XR33

i+10)⊕XL33
i+10⊕ k32

i+10&

F(XR33
i+15)⊕XL33

i+15⊕ k32
i+15)⊕F(XR33

i+11)⊕XL33
i+11⊕ k32

i+11⊕XR33
i+10⊕ k31

i+10)⊕ (F(XR33
i )

⊕XL33
i ⊕ k32

i &F(XR33
i+5)⊕XL33

i+5⊕ k32
i+5)⊕ (F(XR33

i+2)⊕XL33
i+2⊕ k32

i+2&F(XR33
i+7)⊕XL33

i+7⊕

k32
i+7)⊕ (F(XR33

i+4)⊕XL33
i+4⊕ k32

i+4&F(XR33
i+9)⊕XL33

i+9⊕ k32
i+9)⊕ (F(XR33

i+6)⊕XL33
i+6⊕ k32

i+6&

F(XR33
i+11)⊕XL33

i+11⊕ k32
i+11)⊕F(XR33

i+3,i+7)⊕XL33
i+3,i+7⊕ k32

i+3,i+7⊕XR33
i,i+4,i+2,i+6⊕

k31
i,i+4,i+2,i+6⊕ k30

i+1,i+5⊕ k29
i,i+4⊕ k27

i,i+4⊕ k26
i+1⊕ k25

i+4,i,i+2⊕ k24
i+3⊕ k23

i,i+2⊕ k22
i+1⊕ k21

i ⊕ k19
i ⊕ k18

i+1

⊕ k17
i,i+2⊕ k16

i+3⊕ k15
i,i+4,i+2⊕ k14

i+1,i+5⊕ k13
i,i+4⊕ k11

i,i+4⊕ k10
i+1⊕ k9

i,i+2,i+4⊕ k8
i+3⊕ k7

i,i+2⊕ k6
i+1⊕ k5

i
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We do the same for the approximation for the right half:, and we add four rounds

decryption at the end of Equation A.100:

XR4
i = XR29

i+1,i+5⊕XL29
i,i+4⊕ k28

i,i+4⊕ k26
i,i+4⊕ k25

i+1⊕ k24
i,i+2,i+4⊕ k21

= F(XR30
i+1,i+5)⊕XL30

i+1,i+5⊕ k29
i+1,i+5⊕XR30

i,i+4

= (XR30
i+1&XR30

i+6)⊕ (XR30
i+5&XR30

i+10)⊕XR30
i,i+4,i+2,i+6⊕XL30

i+1,i+5⊕ k29
i+1,i+5

= (F(XR31
i+1)⊕XL31

i+1⊕ k30
i+1&F(XR31

i+6)⊕XL31
i+6⊕ k30

i+6)⊕

(F(XR31
i+5)⊕XL31

i+5⊕ k30
i+5&F(XR31

i+10)⊕XL31
i+10⊕ k30

i+10)⊕

F(XR31
i,i+4,i+2,i+6)⊕XL31

i,i+4,i+2,i+6⊕ k30
i,i+4,i+2,i+6⊕XR31

i+1,i+5⊕ k29
i+1,i+5

= (((XR31
i+1&XR31

i+6)⊕XR31
i+2)⊕XL31

i+1⊕ k30
i+1&(XR31

i+6&XR31
i+11)⊕XR31

i+7⊕

XL31
i+6⊕ k30

i+6)⊕ ((XR31
i+5&XR31

i+10)⊕XR31
i+6⊕XL31

i+5⊕ k30
i+5&(XR31

i+10&XR31
i+15)⊕

XR31
i+11⊕XL31

i+10⊕ k30
i+10)⊕XL31

i,i+4,i+2,i+6⊕ k30
i,i+4,i+2,i+6⊕XR31

i+1,i+5⊕XR31
i+1,i+3,i+5,i+7

⊕ k29
i+1,i+5⊕ (XR31

i &XR31
i+5)⊕ (XR31

i+2&XR31
i+7)⊕ (XR31

i+4&XR31
i+9)⊕ (XR31

i+6&XR31
i+11)

= [(F(XR32
i+1)⊕XL32

i+1⊕ k31
i+1&F(XR32

i+6)⊕XL32
i+6⊕ k31

i+6)⊕F(XR32
i+2)⊕XL32

i+2⊕

k31
i+2⊕XR32

i+1⊕ k30
i+1]&[(F(XR32

i+6)⊕XL32
i+6⊕ k31

i+6&F(XR32
i+11)⊕XL32

i+11⊕ k31
i+11)⊕

F(XR32
i+7)⊕XL32

i+7⊕ k31
i+7⊕XR32

i+6⊕ k30
i+6]⊕ [(F(XR32

i+5)⊕XL32
i+5⊕ k31

i+5&F(XR32
i+10)

⊕XL32
i+10⊕ k31

i+10)⊕F(XR32
i+6)⊕XL32

i+6⊕ k31
i+6⊕XR32

i+5⊕ k30
i+5]&[(F(XR32

i+10)⊕XL32
i+10

⊕ k31
i+10&F(XR32

i+15)⊕XL32
i+15⊕ k31

i+15)⊕F(XR32
i+11)⊕XL32

i+11⊕ k31
i+11⊕XR32

i+10⊕ k30
i+10]⊕

(F(XR32
i )⊕XL32

i ⊕ k31
i &F(XR32

i+5)⊕XL32
i+5⊕ k31

i+5)⊕ (F(XR32
i+2)⊕XL32

i+2⊕ k31
i+2

&F(XR32
i+7)⊕XL32

i+7⊕ k31
i+7)⊕ (F(XR32

i+4)⊕XL32
i+4⊕ k31

i+4&F(XR32
i+9)⊕XL32

i+9⊕ k31
i+9)⊕

(F(XR32
i+6)⊕XL32

i+6⊕ k31
i+6&F(XR32

i+11)⊕XL32
i+11⊕ k31

i+11)⊕F(XR32
i+3,i+7)⊕XL32

i+3,i+7

⊕ k31
i+3,i+7⊕XR32

i,i+4,i+2,i+6⊕ k30
i,i+4,i+2,i+6⊕ k29

i+1,i+5
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XR4
i = [(XR32

i+1&XR32
i+6)⊕XR32

i+2⊕XL32
i+1⊕ k31

i+1&(XR32
i+6&XR32

i+11)⊕XR32
i+7

⊕XL32
i+6⊕ k31

i+6]⊕ (XR32
i+2&XR32

i+7)⊕XR32
i+1,i+3⊕XL32

i+2⊕ k31
i+2⊕ k30

i+1]&[(XR32
i+6

&XR32
i+11)⊕XR32

i+7⊕XL32
i+6⊕ k31

i+6&(XR32
i+11&XR32

i+16)⊕XR32
i+12⊕XL32

i+11⊕ k31
i+11)⊕

(XR32
i+7&XR32

i+12)⊕XR32
i+6,i+8⊕XL32

i+7⊕ k31
i+7⊕ k30

i+6]⊕ [(XR32
i+5&XR32

i+10)⊕XR32
i+6

⊕XL32
i+5⊕ k31

i+5&(XR32
i+10&XR32

i+15)⊕XR32
i+11⊕XL32

i+10⊕ k31
i+10)⊕ (XR32

i+6&XR32
i+11)⊕

XR32
i+5,i+7⊕XL32

i+6⊕ k31
i+6⊕ k30

i+5]&[((XR32
i+10&XR32

i+15)⊕XR32
i+11⊕XL32

i+10⊕ k31
i+10&

(XR32
i+15&XR32

i+20)⊕XR32
i+16⊕XL32

i+15⊕ k31
i+15)⊕XR32

i+11&XR32
i+16)⊕XR32

i+10,i+12⊕XL32
i+11

⊕ k31
i+11⊕ k30

i+10]⊕ ((XR32
i &XR32

i+5)⊕XR32
i+1⊕XL32

i ⊕ k31
i &XR32

i+5&XR32
i+10)

⊕XR32
i+6⊕XL32

i+5⊕ k31
i+5)⊕ ((XR32

i+2&XR32
i+7)⊕XR32

i+1⊕XL32
i+2⊕ k31

i+2&(XR32
i+7

&XR32
i+12)⊕XR32

i+8⊕XL32
i+7⊕ k31

i+7)⊕ ((XR32
i+4&XR32

i+9)⊕XR32
i+5⊕XL32

i+4⊕ k31
i+4&

(XR32
i+9&XR32

i+14)⊕XR32
i+10⊕XL32

i+9⊕ k31
i+9)⊕ ((XR32

i+6&XR32
i+11)⊕XR32

i+7⊕XL32
i+6⊕

k31
i+6&(XR32

i+11&XR32
i+16)⊕XR32

i+12⊕XL32
i+11⊕ k31

i+11)⊕ (XR32
i+3&XR32

i+8)⊕ (XR32
i+7

&XR32
i+12)⊕XR32

i+8,i,i+2,i+6⊕XL32
i+3,i+7⊕ k31

i+3,i+7⊕ k30
i,i+4,i+2,i+6⊕ k29

i+1,i+5
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XR4
i = [(F(XR33

i+1)⊕XL33
i+1⊕ k32

i+1&F(XR33
i+6)⊕XL33

i+6⊕ k32
i+6)⊕F(XR33

i+2)⊕XL33
i+2

⊕ k32
i+2⊕XL32

i+1⊕ k31
i+1&(F(XR33

i+6)⊕XL33
i+6⊕ k32

i+6&F(XR33
i+11)⊕XL33

i+11⊕ k32
i+11)⊕

F(XR33
i+7)⊕XL33

i+7⊕ k32
i+7⊕XR33

i+6⊕ k31
i+6]⊕ (F(XR33

i+2)⊕XL33
i+2⊕ k32

i+2&F(XR33
i+7)⊕XL33

i+7

⊕ k32
i+7)⊕F(XR33

i+1,i+3)⊕XL33
i+1,i+3⊕ k32

i+1,i+3⊕XR33
i+2⊕ k31

i+2⊕ k30
i+1]&[(F(XR33

i+6)⊕XL33
i+6

⊕ k32
i+6&F(XR33

i+11)⊕XL33
i+11⊕ k32

i+11)⊕F(XR33
i+7)⊕XL33

i+7⊕ k32
i+7⊕XR33

i+6⊕ k31
i+6&

(F(XR33
i+11)⊕XL33

i+11⊕ k32
i+11&F(XR33

i+16)⊕XL33
i+16⊕ k32

i+16)⊕F(XR33
i+12)⊕XL33

i+12⊕

k32
i+12⊕XR33

i+11⊕ k31
i+11)⊕ (F(XR33

i+7)⊕XL33
i+7⊕ k32

i+7&F(XR33
i+12)⊕XL33

i+12⊕ k32
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A.19 Derive a 25-round improved linear approximation for SIMECK 64/128
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A.19.1 Extend the 25-round Linear Approximation by Partial Decryption

We add four rounds decryption at the end of Equation A.103:
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