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Abstract

Linear Cryptanalysis of Reduced-Round SiMON-like Ciphers Using Super Rounds

Embedded systems are deployed in domains as varied as environmental surveillance,
traffic control and medical monitoring. The limited resources of such systems have led to
a growing need for lightweight cryptographic primitives. In 2013, the National Security
Agency (NSA) of the United States presented two families of lightweight block ciphers:
SIMON and SPECK. SIMECK, which combines the strengths of SIMON and SPECK, was
proposed in 2015.

We analyze the security of SIMON-like ciphers—SIMON and SIMECK—and present
an efficient linear cryptanalysis of reduced-round versions of each. Our improvement of
classical linear cryptanalytic approaches arises from an important observation valid for
SIMON-like ciphers: after four rounds of encryption, one bit of the left half of the state
depends on only 16 key bits—the size of one round key in the smallest version of the cipher,
which is a fourth of the size of the master key. It is hence possible to perform four rounds of
encryption using only 16 bits of the key for each bit of state. This partitioning of the master
key reduces considerably the cost of trying every possible key and enables the efficient
application of Matsui’s second cryptanalysis. This, in turn, enables us to define the notion
of a super-round which is a generalization of four-round encryption in SIMON-like ciphers.

We validate the efficiency of our proposed linear attack by carrying out several experi-
ments on 8-round, 10-round and 12-round reduced-round SIMON and SIMECK ciphers. We
project improved linear attacks on a far larger number of rounds on all variants of SIMON
and SIMECK that use classical linear cryptanalysis. For some variants, we are able to attack
more rounds than any other approaches that use Matsui’s second linear cryptanalysis (except
for approaches relying on linear hulls). Finally, we complement our analysis by testing
different choices of parameters of the SIMON-like round function to understand how a

change in these parameters affects the success of our attack.
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Chapter 1:  Introduction

Lightweight cryptography is a rapidly growing area of research, emerging to fill the need
for securing highly constrained devices such as RFID tags and sensor networks. The limited
hardware and software resources require that the cryptographic primitives be highly efficient.

In 2013, the U.S. National Security Agency joined this ongoing research progress and
introduced two families of lightweight block ciphers: SIMON and SPECK. Since then, both
block ciphers have attracted the attention of researchers and have been the subject of many
security investigations. SIMECK was proposed in 2015; except for the rotation parameters,
the round function of SIMECK is very similar to that of SIMON. SIMON and SIMECK are
examples of SIMON-like block ciphers [19], which is a class of block ciphers using the same
design and round function of SIMON with different rotation parameters.

This dissertation presents an efficient application of Matsui’s second linear cryptanalysis
on SIMON-like ciphers. The efficiency of the attack arises from the observation that one can
perform four rounds of encryption by using only 16 key bits (of a 64-bit key) to get a single
intermediate bit. This observation is encapsulated in the notion of a super round. A super
round is a function that represents a few rounds of encryption to create a very small number
of bits of the ciphertext using a very small number of bits of the master key. This enables the
partitioning of the key into many smaller strings, allowing the exhaustive search to be much
more efficient. In the case of SIMON 32/64 and all variants of SIMECK, one super round
consisting of four rounds of encryption generates a single bit of left half state using only
one-fourth of the size of the master key. One is able to extend the super round by combining
it with effective linear approximations, leading to an efficient application of Matsui’s second
cryptanalysis. This approach extends to other variants of SIMON and SIMECK as well.

The efficiency of the proposed linear attack is verified by conducting a number of

experiments on reduced-round SIMON 32/64 and SIMECK 32/64 on 8 rounds, 10 rounds,



and 12 rounds. We are also able to determine all 64 master key bits of 8-round SIMON 32/64
and SIMECK 32/64 using a meet-in-the-middle attack with one super round of encryption
and one super round of decryption, with data complexity 2°->% and time complexity 23423,

Using capacity-based projections of the relationship of bias to the number of P/C pairs
[[L1]], we present attacks on 21-round SIMON 32/64, 21-round SIMON 48/96, 25-round
SIMON 64/128, 35-round SIMON 96/144 and 43-round SIMON 128/256. Also, we present
attacks on 20-round SIMECK 32/64, 27-round SIMECK 48/96, and 34-round SIMECK 64/128.

Table [[.1] presents a comparison of our results with those of Alizadeh et al [4] and
Bagheri [6] which are currently the best peer-reviewed attacks using the classical Matsui’s
second algorithm and multiple approximations (without resorting to linear hulls) on SIMON
and SIMECK respectively. The table is based on the average-case complexity in counting
guessed key bits, as used in their works. Key bits in a bitwise AND operation are counted as
half a bit each, whereas all other key bits are counted as a single bit each. Their argument is
that when we have an expression such as ko&k; if we guess kg as a zero, there is no need to
continue guessing the second bit because the ANDed value will be zero independent of the
value of k;. Using this computation of the time complexity, we are able to go deeper than
[4] and [6] for all SIMON and SIMECK versions. Note that we do not claim to go deeper

than approaches relying on linear hulls.



SIMON

Version N;mbe; of Data Complexity | Time Complexity | Presented In
ounds
21-round 232 259.23 5.5.3
32164 17-round 227 2373 4]
20-round 4542 2713 6.2.2
48172 19-round 23942 268 4]
21-round 4542 286 6.2.3
48196 20-round 23942 2845 [4]
23-round 24 292 6.4.2
64196 22-round 231 289 [4]
25-round 263 21095 6.4.3
647128 23-round 2’1 2106 [4]
35-round 29242 21315 6.6.3
P0r144 34-round 28642 1345 [4]
42-round 2128 2189 6.8.3
128/192 40-round 2120 1745 [4]
43-round 2128 2212 6.8.4
128/256 42-round 2120 22335 [4]
SIMECK
Version N;r:brzs()f Data Complexity | Time Complexity | Presented In
u
20-round 232 283 7.4
32/64 18-round 224 2605 [6]
29-round 4742 2923 7.6
48196 23-round 4142 293 [6]
34-round 263 21165 7.8
647128 27-round 24 2107 [6]

Table 1.1: Comparison of previous results using Matsui’s second algorithm and multiple

linear cryptanalysis on SIMON and SIMECK




This document is structured as follows. Chapter [2| provides the necessary information
on block cipher and linear cryptanalysis. In Chapter [3] we briefly review the relevant
literature on cryptanalysis. We focus on the most relevant work, that on linear cryptanalysis
of SIMON and SIMECK. In Chapter[d] we describe our main contribution and present our
proposed linear attacks on SIMON 32/64. In Chapter [5, we present our experimental results
on SIMON 32/64. We also present the complexity of proposed attacks for more rounds of
SIMON 32/64, as is common in the literature. We analyze the efficiency of our attack on the
other members of the SIMON family; results are described in Chapter [6] In Chapter[7] we
present our proposed attack on the SIMECK family and present the results on all variants of
SIMECK. Finally, we complement our analysis by testing the resistance of the SIMON-like
round function with different rotation constants against our proposed attack in Chapter [§]

We conclude in Chapter 9]



Chapter 2:  Background

Throughout history, there have been efforts to build new tools to enable secure communi-
cations among parties. Cryptography is the general research area, and Encryption a major
subfield.

This dissertation focuses on symmetric-key encryption, where two parties share a secret
key, which is used for both encryption and decryption functions. This was the only type
of encryption prior to 1973, when asymmetric-key (public-key) encryption, which uses a
public key and a secret key, was proposed.

Symmetric-key encryption schemes are in the form of one of: stream ciphers and block
ciphers. This dissertation focuses on block ciphers, which are important building blocks of

practical cryptography [17].

Encryption

!

Symmetric Ciphers

Asymmetric Ciphers

h 4 A 4

Stream Cipher Block Ciphers

Figure 2.1: Encryption Systems



2.1 Block Ciphers

In block ciphers, a plaintext block p is transformed as a whole into a ciphertext block ¢
under the action of a secret key K. Typically, 64 or 128 bits are used in practice as a block
size as in the data encryption standard (DES) and advanced encryption standard (AES)
ciphers. The key size k and the block size n are two important parameters for a block cipher.

A commonly used design for today’s block ciphers is the iterated cipher. As its name
implies, in such ciphers, an encryption function called a round function is applied iteratively

h round

for a number of rounds r. The round function F for round i takes two inputs: an i’
key k!, for 0 < i < r, and i’ round plaintext x’. Round keys are generated from the secret
key K by a key schedule algorithm. Thus, the cipher is defined by the specification of a

round function and a key schedule.

Definition 2.1.1. A symmetric block cipher with block size n consists of three algorithms

as follows:

e The encryption algorithm takes two inputs, an n-bit plaintext, and a round key and
returns an n-bit ciphertext.

C=Enc(Pk'),for0<i<r

e The decryption algorithm takes two inputs, an n-bit ciphertext, and a round key in
reverse order and outputs a plaintext.

P = Enc(C,ki), for0 <i<r

e The key schedule algorithm derives a set of round keys from a k-bit secret key.

[k0,k',...k"] = KSch(K)

There are two common structures for building block ciphers: the Substitution-Permutation

Network (SPN) and the Feistel structure.



Round Key

n bits l n bits

Block of Plaintext = BlockCipher L o giock of Ciphertext
Round Function

Figure 2.2: Block Cipher

2.1.1 SPN

An SPN is an example of an iterated block cipher. The round function in an SPN consists
of the consecutive application of a substitution function, F's, a permutation function, Fp,
and an xor with the round key. For a block size n, F's takes m bits as input, for m a factor
of n, and substitutes these with an output string. F p rearranges the n bit state. If n = mgq,
each round will consist of the application of g substitution operations using F's followed by

a permutation using F'p, as shown in Figure 2.3.

| Plaintext |

S

Substitution

Permutation

o

Substitution

Permutation

P

| Ciphertext |

Figure 2.3: Substitution-Permutation Network Structure



2.1.2 Feistel Structure

The Feistel network was first proposed by Horst Feistel in 1973. Figure 2.4 depicts the
structure used in this design. The input plaintext block of size n bits is divided into two
halves, LH? and RH®. The keyed round function F is applied to the right half RH®, and the
output is XOR-ed with the left half LH® to produce the right half of the output. On the other
hand, the right half of the input is output, without changes, as the left half of the output. The
application of the round function and the swapping of the two halves input to every round
play the roles of the substitution and permutation functions respectively.
RH' = F(RH' k') & LH'

@2.1)
LHH—I — RHl

This design may be implemented efficiently because the same algorithm is used for decryp-

tion, with the round keys used in reverse order. A well-known example of a Feistel network

is DES.
LH° K° RH°
b
LH! Kt RH!

Figure 2.4: Feistel Structure



2.2 Cryptanalysis of Block Ciphers

The field of cryptanalysis of block ciphers studies a block cipher design with the goal of
detecting a weakness that can be used to retrieve information about the key with a complexity
smaller than trying all possible values of the key.

We begin this section by describing the two most cryptanalytic approaches for block

ciphers—Ilinear and differential-and then briefly discuss other approaches.

2.2.1 Linear Cryptanalysis

Linear cryptanalysis was first introduced by Matsui in 1992 [21]]. The approach involves
identifying linear equations involving plaintext, ciphertext, and key bits, which occur with
high probability. To apply the linear attack on a block cipher, firstly we need to find an
effective linear expression that holds with probability p = % =+ € (over randomly chosen

plaintext for a fixed key) for € > 0:
Figjiyeovia @ Cj07j1>-~--jh =K1,z (2.2)

where ig,i1,....ia, jo » J0,J1;----jb, and 20,21,...zc denote fixed bit indices, and P, ;, . i,.

Cio.jr1,..jy and Ky - represent the exclusive-OR of the specified bits of plaintext, cipher-

text and key bits respectively.

For an "ideal" secure block cipher such linear relations should hold with probability
exactly 0.5. Thus, the larger the value of €, the greater the effectiveness of the approximation
of equation 2.2. Such an approximation may be obtained by repeatedly approximating a
round function. The following lemma, [21]], was introduced by Mastui to compute the bias

of a combination of linear approximations. It is quoted below verbatim.

Lemma 2.2.1. (Piling-up Lemma) "Let X; (1 < i < n) be independent random variables

whose values are 0 with probability p; or 1 with probability 1 — p;.



Then the probability that X, X, P .....X, = 0 is:

1/2+2"  TJ(pi—1/2)” (2.3)
i=1

Once a high bias linear expression is obtained, we can determine the parity of subkey bits
Ky z,,...z. by following Matsui’s first algorithm, which is first defined in [21]]. It is assumed
that the adversary knows N plaintext-ciphertext (P/C) pairs, where the plaintexts are chosen
uniformly at random, encrypted with the same unknown key K. The expression, for example

the one in 2.2, is tested for each of N P/C pairs. Matsui’s first algorithm is as follows.

Algorithm 1 Matsui’s First Algorithm
Step 1: Let T be the number of plaintexts such that the left side of equation 2.2 is equal

to zero.
Step 2:
if T > N/2 then
in case p > 0.5: then guess Kz¢,z21,...2c =0
in case p < 0.5: then guess Kzp,21,...2c = 1
else if 7 < N/2 then
in case p > 0.5: then guess Kz9,z21,...2c = 1

in case p < 0.5: then guess Kzg,z21,...2c =0

The number of P/C pairs needed is a small multiple of €72, depending on the desired
probability of success of determining the single parity bit. Table [2.1] list these, and is

verbatim from [21]].

N 2Bias—2 | 4Bias~% | 8Bias 2 | 16Bias™>

Success Rate | 48.6% 78.5% 96.7% 99.9%

Table 2.1: The Success Rate of Algorithm 2
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Matsui’s second algorithm uses a linear approximation of (r — 1) rounds, and an exact

computation of the last (or first) round. The linear approximation, in this case, is as follows:

Pyiris®F Y (CoK ) ayyny = K2y (2.4)

where the bits iy, iy, ..., jo, j1,---» X1,X2,... and Zg, 21, ... are not necessarily those identified
in the r-round approximation of equation 2.2.

In order to deduce the last round key K", we need to decrypt ciphertexts with all possible
candidates for K. We assume the wrong key hypothesis [REF], that decrypting ciphertexts
with the wrong key will result in a probability of 0.5 for equation 2.4. The following method

is used to retrieve K".

Algorithm 2 Matsui’s Second Algorithm

Step 1: For each candidate of K", let 7; be the number of plaintexts such that the left side
of equation 2.4 is equal to zero.
Step 2: Let 7,4, be the maximal value and 7;,;, be the minimal value of all 7;’s
if | Tyax — N/2| > [Tyin — N/2| then
adopt the key candidate corresponding to 7;,,, and guess Kzg,z1,...2c =0
else if |7,,;, — N /2| > |T,yax — N /2| then

adopt the key candidate corresponding to 7;,;, and guess Kzo,z1,...2c = 1

2.2.2 Differential Cryptanalysis

Differential cryptanalysis was introduced in 1990 by Eli Biham and Adi Shamir [10]. In
this model also the adversary obtains plaintext and their encryptions with a fixed, unknown
key. Unlike in linear cryptanalysis, however, where the plaintexts are chosen uniformly at
random, in differential cryptanalysis, the plaintexts are in pairs, with a chosen difference
between the plaintexts in a pair. As such, differential cryptanalysis is a chosen-plaintext

attacks, and linear cryptanalysis is considered more feasible because its adversarial model is

11



weaker.

Differential cryptanalysis aims to derive and exploit a high probability relationship
between the differences in plaintext pairs and the differences in the resultant ciphertexts.
In an ideal secure block cipher, the probability of occurrence of a particular ciphertext
difference for a given plaintext difference is 1/2", where n is the length of the plaintext. For
large n, this probability is close to zero.

Consider such a differential relation (equation (2.5)). The adversary chooses AP such

that equation (2.5) is true with non-negligible o for some AC.

Pr|Enc(P') ® Enc(P' ® AP) = AC] = § ,where § >0 (2.5)

The adversary then requests, for N values of P’ chosen uniformly at random and a
fixed, specified AP, P/, P” = AP and the corresponding ciphertexts encrypted with the fixed

unknown key. These can then be used to determine information on the key.

2.2.3 Differential-Linear Cryptanalysis

In 1994, Langford and Hellman [18]] introduced a technique that combines the linear and
differential approaches, termed differential-linear cryptanalysis. The block cipher is treated
as a cascade of two sub-ciphers and the adversary uses a differential expression for one
sub-cipher Ej and a linear approximation for the other Ey [9].

Given a linear approximation and a differential characteristic as the following:

1 1
Priop = ac] = 5 + B ,where B > 5 2.6)

PI’[AP = Ac] =1

In order to concatenate these two approximations, we need a linear approximation with
an input mask op that has a known difference Ac. So the sequence of the extended attack

looks like this Ap = Ac||ap = ac.

12



Given two chosen plaintexts with a difference Fy ® Pi= Ap, we can predict the output

difference after few rounds: Ac, and can write the input difference as:
OCP.E()(P()) = OCP.E()(Pl) 2.7)
As is explained earlier in section 2.1, a linear approximation can be expressed as follows:

ap(P) = acEj (P) (2.8)
Accordingly, we can rewrite these approximations in terms of the intermediate state as:

ap(Eo(Py)) = acE1 (Eo(R))
(2.9)

ap(Eo(Pr)) = acE(Eo(P1))

As a result of using the differential approximation for Ey, we can predict that ap.Ey(Py) =
op.Eo(Py), and ocCy = 0¢.Cy, where Cy and Cj are the corresponding ciphertexts for Py
and P respectively. Hence, this observation allows the building of a differential-linear

distinguisher that distinguishes between random data and ciphertexts.

2.2.4 Linear Hull

In 1994, Nyberg [22] extended the classical linear cryptanalysis and defined the linear hull,
which takes advantage of several linear approximations with the same input mask ¢ and

output mask f. The potential of a linear hull ALH (o, 3) is defined as:
ALH =Y e*(a-P®&B-CHY-K)=¢€>
Y

Combing multiple approximations—each with non-negligible bias, and each with a
different set of key bits—will increase the overall bias of a linear hull above that of any

individual linear approximation. The attack will hence require fewer plaintext-ciphertext

13



pairs. (Recall that the number of plaintext-ciphertext pairs is &' (8%2)). However, this is
conditioned on the use of an independent set of key bits. Therefore, the effect of combing

several approximations is not always advantageous; in some cases, it is disadvantageous.

2.2.5 Zero-Correlation Linear Hull

Besides bias &, the correlation C is another quantity that measures the efficiency of a linear
approximation. Assume there is a linear approximation : o -P@® 8 -C = 0. Denote the
probability of the approximation by py g = Pr(a-P®-C =0).

The correlation is defined as:

Ca,ﬁ = 2pa7B —1

Thus, pg g = % is equivalent to ¢, g = 0. In contrast to the linear hull, which is constructed
from linear approximations with non-negligible correlation, the zero-correlation linear hull
[12] is an extension of the linear hull that takes advantage of linear approximations with
zero correlation. Such a linear hull is constructed from an input mask o and output mask 8

such that there is no linear trail with non zero correlation.

2.2.6 Related-Key Attack

All attacks that have been described in this chapter so far require a large number of plaintext
and ciphertext pairs in order to recover the key. It is usually recommended to frequently
change the secret key to prevent the adversary from collecting the needed number of
ciphertext [8]].

When a weak random number generator is used to create multiple secret keys, a deter-
ministic relationship between keys can be used to obtain information about the keys even
when they are changed often. A more powerful adversarial model, allows the adversary to

choose the relationships among a set of unknown keys. In the statistical attacks such as

14



linear and differential cryptanalysis, their efficiency depends on the number of rounds they
attacked and the round function. On the other hand, the related-key attack has the feature of

not depending on such details.
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Chapter 3:  Related Work

3.1 The SimMON Block Cipher

SIMON is a family of lightweight block ciphers—designed by U.S. National Security Agency
(NSA) in 2013 [[7/]—aiming to provide security to lightweight resource-constrained devices.
It supports a variety of block and key sizes; SIMON2n/mn denotes the variant with word

size n, m key words and block size 2n. The following table lists the variants:

Block size 2n | Key size mn | word size n | key words m | Number of rounds
SIMON 32 64 16 4 32
72 24 3 36
SIMON 48
96 4 36
96 32 3 42
SIMON 64
128 4 44
96 48 2 52
SIMON 96
144 3 54
128 64 2 68
SIMON 128 192 3 69
256 4 72

Table 3.1: SIMON parameters

The specification of each block cipher is determined by the two main functions, the
round function, and the key schedule. SIMON is designed based on a Feistel structure with

the key-dependent round function F':

(XL XRTY) =R, (XL/ XR)) = (XR' @ F(XL)) & k/ X L)) (3.1)
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F consists of three operations: bitwise XOR @, bitwise AND &, and left circular shift by j

bits<< j and can be expressed as (see Figure [3.1)):

F(XL)) = [(XL/ < 1)& (XL <« 8)|® XL/ <« 2) (3.2)

i .
XL Input to i" round XR'

=]

\
r
=

Y

(]
ARAN

A\

XL Output of i round XR ™

Figure 3.1: SIMON Round Function

The key schedule takes the master key K as an input and generates r subkeys k%, k', ... k"1
The first w subkeys are initialized with the master key words, k,,_1...kyp. Depending on the

number of key words w, a different procedure is applied as follows:

For w=2:

K2 =k (kT s> 3) e (K > 4 aca(z))
For w=3:

P =k ek oE ™ >>3) ok > 1)o k> 4)0co (7))
For w=4:

K =Kok ok > 3) ek > D)ok > 4)aco(z)
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As shown above, the generated subkey is XOR-ed with a constant ¢ which is equal to
2" —4 = Oxff...fc and the ' bit of (z;), where the choice of (z;) depends on SIMON
versions. Thus, these constants are added to prevent slide attacks and eliminate circular shift
symmetries. There are five constant sequences (z9),(z1),(z2),(z3), and (z4), which take the

following values:

z = [z0,21,22,23,24]
=[11111010001001010110000111001101111101000100101011000011100110,
10001110111110010011000010110101000111011111001001100001011010,
10101111011100000011010010011000101000010001111110010110110011,
11011011101011000110010111100000010010001010011100110100001111,

11010001111001101011011000100000010111000011001010010011101111]

3.2 Linear Cryptanalysis of SIMON

Due to SIMON round function simplicity, it has been the subject of security investigations
and cryptanalytic works, especially using differential and linear cryptanalysis. In this section,
we will focus on linear cryptanalysis of SIMON using Matsui’s first algorithm and Matsui’s

second algorithm and will describe the most important works that have been published.

3.2.1 Using Matsui’s First Algorithm

The first work to look at is [2] by Abed et al., where they analyze the linear properties of
SIMON round function. Hence, they linearize the only non-linear part which is the bitwise
AND operation, and present this linear approximation: [F(x)) = (x < 2)], which holds
with probability 3/4, and bias € = 272, which is computed by applying the piling-up lemma.

They start with a toy cipher of 3-round, where they fix a single bit in the middle, and

try to reach the intermediate active bit from both directions backward and forward. More

18



importantly, they extend these linear trails by two rounds free of any extra approximations,
since the adversary knows the input to the round function from the plaintext and ciphertext.

Moreover, following this approach they generate linear trails to a larger number of
rounds to all SIMON versions. Hence, they successfully present linear cryptanalysis of
length 11, 14, 16, 20 and 23 on SIMON 32, SIMON 48, SIMON 64, SIMON 96 and SIMON
128 respectively. Since their attack is considered Matsui’s first algorithm, the required
number of plaintext and ciphertext pairs is what determines the complexity of the attack.
Accordingly, the required data complexities were 223, 247, 261 295 and 2! for SIMON 32,
SIMON 48, SIMON 64, SIMON 96 and SIMON 128 respectively.

Improved results covering more rounds have been presented by Alizadeh et al. in
[3]], where they exploit a direct connection between linear characteristics and differential
characteristics. Given an r-round differential characteristic, an equivalent r-round linear
characteristic can be constructed. Given this observation, they derived improved linear
trails and then mounted linear cryptanalysis using Matsui’s first algorithm with the success
probability of ‘0.997’ for 12, 15, 19, 28 and 35 rounds for STMON 32, SIMON 48, SIMON

64, SIMON 96, and SIMON 128 respectively.

3.2.2 Using Matsui’s Second Algorithm

In this work [4] by Alizadeh et al., they generalized the method of converting any differential
characteristic to a linear characteristic for SIMON [2], and present slightly better results.
Additionally, they consider the classical linear cryptanalysis and multiple linear cryptanalysis.
So, they extend the previous results to cover more rounds and launch key recovery attacks
using Matsui’s second algorithm. Thus, they have successfully introduced attacks on 17,
20, 23, 34, and 42 rounds for all versions of SIMON 32, 48, 64, 96, and 128, respectively.
Moreover, they attack more rounds using multiple linear cryptanalysis: 18, 20, 22, 33, and
39 rounds of block sizes 32, 48, 64, 96, and 128 bits, respectively.

The most recent results were presented in [5] by Ashur. They describe a new method to
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compute the bias of linear trails, which was then used to obtain longer linear approximations
than what previous works have achieved. The literature calls into question the correctness
of the results presented in this work. In particular, from [13], "it uses the correlation when
all the subkeys are zero as the expected correlation under random key situations, which is
not exact. Moreover, if the potential of each linear hull of the cipher is smaller than that of
random permutations, then the combination of these linear hulls can not distinguish between
the cipher and a random permutation." Table [3.2 summarizes the results on SIMON using

the classical Matsui’s algorithms.

3.3 Linear Hull of SIMON

Here, we describe the works that analyze the security of SIMON against linear hull. In the
same work [4], attacks are presented on 21, 21, 29, 36, and 50 rounds of reduced-round
SIMON 32/64, SIMON 48/96, SIMON 64/128, SIMON 96/144, and SIMON 128/256 using
linear hulls.

Shi et al. [20], by using the method of automatic enumeration of differential and linear
approximations—Mixed-integer Linear Programming presented in [26]—present linear hull
crytpanalysis on 21, 21 and 29 rounds of reduced-round SIMON 32/64, SIMON 48/96 and
SIMON 64/128 respectively.

Abdelraheem et al. [1]] proposed a time-memory trade-off method to search for highly
biased linear trails. Hence, they found 14-round and 17-round linear approximations for
SIMON 32 and SIMON 48 respectively. As a result, they present 24, 23 and 24 rounds of
SIMON 32/64, SIMON 48/72 and SIMON 48/96. Additionally, Sun et al. [26] present a
16-round linear hull for SIMON 48/96, which is used to break up to 23 rounds.

The best linear hull attacks presented in [[13] use a dynamic key-guessing technique first
proposed to improve differential cryptanalysis [27]. The dynamic- key-guessing method is

used to reduce the number of key bits required to be guessed.
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SIMON Cryptanalysis Attacked Data Time Reference
P y Rounds | Complexity | Complexity
11 2% 2% [2]
Matsui’s 1% algorithm 12 231 231 3]
32/64 15 23136 23136 5]
32 59.5
Matsui’s 2nd algorlthm i; 2?]36 226336 FSI-}
14 247 2% 2]
Matsui’s 1% algorithm 15 243 243 131
48/72 18 247.32 247.32 [5]
46 70
Matsui’s 2" algorithm ;8 237.32 222.32 E_q
14 27 247 2]
Matsui’s 1% algorithm 15 243 243 (3]
48/96 18 247.32 247.32 5]
76 86.5
Matsui’s 2nd algorithm ;g 235.32 2%47.32 FSI-}
16 261 261 2]
Matsui’s 1% algorithm 19 261 261 3]
64/96 21 263.04 26304 [5]
58 91
Matsui,s 2nd algorithm ;; 236.04 2?3.04 [E)SO]]
16 201 201 2]
Matsui’s 1% algorithm 19 261 261 3]
64/128 21 263.04 263.04 5]
58 T08
Matsui’s 2" algorithm ;2 256_04 2263_04 E_q
95 95
Matsui’s 1% algorithm 3(8) 393 593 g}
6/144 ez 136.5
? Matsui’s 2"¢ algorithm ?: 231.36 331.36 E_q
. . 23 2125 2128 2]
’ st
128/192 Matsui’s 1% algorithm 35 7123 7123 3]
Matsui’s 2" algorithm 40 2128 2176:5 [4]
. . 23 2125 2125 [2]
’ st
128/256 Matsui’s 1% algorithm 35 7123 7123 3]
Matsui’s 24 algorithm 42 2128 23535 [4]

Table 3.2: Summary of linear cryptanalysis results of SIMON
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3.3.1 Zero-Correlation Linear Hull of SIMON

There are other results using Zero-correlation linear cryptanalysis. Bogdanov et al. [12]
propose an extension of linear cryptanalysis based on linear approximations with correlation
Zero, called Zero-correlation linear cryptanalysis. [30] present Zero-correlation linear
cryptanalysis on all versions of SIMON. Hence, they successfully present attacks on 19, 20,
22,23, 25, 28, 33, and 34 rounds for SIMON 32/64, SIMON 48/72, SIMON 48/96,SIMON
64/96, SIMON 64/128, SIMON 96/144, SIMON 128/192 and SIMON 128/256 respectively.
Also, Wang et al [28]] present improved results using zero-correlation with the help of
a divide-and-conquer technique on 20, 21 and 21 rounds of SIMON 32/64, SIMON 48/72,
SIMON 48/96. Sun et al.[25] improve on [28] and apply zero-correlation linear cryptanalysis
to SIMON 32/64, SIMON 48/72, SIMON 48/96. They were the first to apply it to the larger
variants of SIMON. Hence, they attack 21, 21, 22, 23, 24, 28, 32 and 34 rounds of SIMON
32/64, SIMON 48/72, SIMON 48/96,SIMON 64/96, SIMON 64/128, SIMON 96/144, SIMON
128/192 and SIMON 128/256 respectively. Table[3.3]summarizes the results of linear hull

and zero-correlation linear hull attacks on SIMON.
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) Attacked Data Time Reference

SIMON | Cryptanalysis Rounds | Complexity Complexity
21 230.56 255.56 [4]
) 21 - - [20]
Linear Hull 73 £30.59 950 (]
32/64 23 231,19 261'84A—|—256E [13]
19 232 23 [30]
Zero-correlation 20 232 259.9 28]
21 232 259.4 [25]
20 244.11 270.61 [4]
Linear Hull 23 04778 262.10 [
48/72 24 247.92 267.89A —|—256E [13]
20 2% 230 [30]
Zero-correlation 20 248 259.7 28]
21 248 261.9 23]
21 244.11 270.61 [4]
21 - - [20]
Linear Hull 24 241.78 283.10 il
48/96 23 247.92 292.92 [26]
25 231,19 289'89A—|—280E [13]
22 2% 286 [30]
Zero-correlation 21 048 272.6 28]
22 248 280.5 [25 ]
] 27 262.53 288.53 [4]
64/96 Linear Hull 30 263.53 293624 4 288 [13]
Zero-correlation 23 2 2 [30]
23 264 290.4 23]
29 262.53 2123.53 [4]
Linear Hull 29 - - [20]
64/128 31 263,53 2119'62A—|—2120E [13]
Zero-correlation 26 2% 2 [30]
24 264 2116.8 [25]

94.2 98.94 136
Linear Hull gg 2 2 A+2F [[143]]

96/144 96 133

Zero-correlation 28 2 2 [30]
28 29 2141 23]
] 48 2126.6 2187.6 [4]
128/192 Linear Hull 51 2127.6 2155'77A—|—2184E [13]
Zero-correlation 33 2% 2% [30]
n | o= | o | g
) 50 210 25 (4]
128/256 Linear Hull 53 2127.6 2239774 4 2248 [13]
Zero-correlation 34 2 2% [30]
34 2128 2255.6 [25]

Table 3.3: Summary of linear hull and zero-correlation results

* 2> refers to not given, A refers to number of additions, E refers to number of encryptions
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3.4 The SIMECK Block Cipher

In contrast to the SIMON family, there are only three versions of SIMECK: 32/64, 48/96,
and 64/128. The number of rounds used is 32, 36, and 44, respectively, which are the same
numbers as the corresponding block ciphers in the Simon family.

SIMECK is designed based on a Feistel network, so one round of SIMECK can be

expressed :

(XL XRITY) = Ry (XL, XRY) = (XR) @ F (XL) @ K X L) (33)

The shift constants (1,8,2) used in the SIMON round function have been replaced by
(0,5,1) in order to improve the hardware efficiency and maintain a similar security level
against specific attacks. Figure [3.2]illustrates the round function of SIMECK, and it can be

expressed as follows:

F(XL) = [(XL)&(XL) <« 5)| @ XL/ <« 1) (3.4)
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XL Output of | round XRI*?

Figure 3.2: SIMECK Round Function

3.5 Linear Cryptanalysis of SIMECK

There have been a few works analyzing the security of SIMECK against linear cryptanalysis.
The designers of SIMECK evaluate the security against linear cryptanalysis [29] and describe
attacks on 12-round SIMECK 32/64, 15-round SIMECK 48/96, and 19-round SIMECK 64/128,
all with a success probability of 0.997. Moreover, Bagheri [6] presents linear attacks on
reduced round SIMECK using Matsui’s first algorithm on 14-round, 19-round and 22-round
SIMECK 32, 48 and 64, respectively. Moreover, they apply Matsui’s second algorithm to
attack a larger number of rounds and describe attacks on 18, 23 and 26 rounds of SIMECK
32, 48 and 64, respectively.

In addition to linear cryptanalysis, SIMECK was analyzed in [24]] against the distinguish-
ing attack, which tries to distinguish the encrypted data from random data. SIMECK 48
is not secure against this attack, and a distinguisher can be found. On the other hand, the
larger version of SIMECK, with the block size 64 and key size 128, is not vulnerable to the

particular attack described.
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3.6 Linear Hull of SIMECK

Due to the similarity between the design of SIMON and SIMECK, many cryptanalyses that
have been mounted against SIMON, can be applied on SIMECK as well. Hence, Qin et
al. [23] analyze the security of SIMECK against linear hull attacks using the method first
presented in [[13]]. They construct a linear hull distinguisher and then use the Guess, Split,
and Combine approach for key guessing, which reduces the time complexity. Therefore,
they present attacks on 23, 30, 37 rounds of reduced-round SIMECK 32, SIMECK 48 and

SIMECK 64 respectively.

3.7 Zero-correlation Linear Hull of SIMECK

One of the powerful attack methods is zero-correlational and Zhang et al. [31] evaluate
the security of SIMECK against such an attack. Hence, they present attacks on 20-rounds,
24-rounds and 27-rounds of SIMECK 32, SIMECK 48, and SIMECK 64 respectively. Table

summarizes the results of linear attacks on SIMECK.
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) Attacked Data Time Reference
SIMON | - Cryptanalysis Rounds | Complexity Complexity

15t Matsui 12 231 231 [29]

32/64 27 Matsui 18 231 2633 6]
Linear Hull 23 231.91 201784 4 23641 23]
Zero-correlation 20 232 276.65 [31]

15t Matsui 15 PAS 243 [29]

48/96 2" Matsui 24 24 294 (6]
Linear Hull 30 24766 29224 428804 23]
Zero-correlation 24 248 2915 [31]
15t Matsui 19 2123 23536 (29]

64/128 27 Matsui 27 261 21205 6]
Linear Hull 37 2063.09 244 4 o215 23]
Zero-correlation 27 27434 211279 [31]

Table 3.4: Summary of cryptanalysis results of SIMECK

* ¢ refers to not given, A refers to number of additions, E refers to number of encryptions
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Chapter 4:  The Cryptanalytic Model and Linear Approximations

In this chapter, we present our core ideas—the notions of super-rounds and super-keys—and
describe how they may be used for an efficient linear cryptanalysis of SIMON 32/64. In
particular, we examine linear attacks on reduced-round SIMON for 8, 10 and 12 rounds.
Experimental results for these attacks are presented in chapter[5] Sectiond.I]presents the
model and a simple 8-round attack that requires no approximations. Section i.2] presents
the representative linear cryptanalytic attack using super rounds. Section .3 describes the
linear approximations we use for the experiments of chapter 3]

Also, the application of the proposed cryptanalytic model on the larger variants of
SIMON is described in chapter [6] Similarly, chapter [7] presents the results of using our

proposed linear attack on SIMECK.

4.1 The Cryptanalytic Model

In this section we describe the idea of a super round and super key, and demonstrate how it

increases the efficiency of a brute force attack on eight rounds of SIMON 32/64.

4.1.1 Central Observation

We observe that, after four rounds of SIMON 32/64 encryption, one bit of the left half of
the state depends on only 16 key bits—the size of one round key. One bit of the right
half depends on only 7 key bits. On the other hand, the 32-bit state after four rounds of
encryption depends on all 64 master key bits. Thus, by focusing on a single bit of the state,
we are able to partition the key into smaller pieces. This enables us to more efficiently apply
exhaustive search, doing it 16 (or 7) bits at a time.

In Matsui’s second linear cryptanalysis, the first (or final) round key is determined by

encryption (or decryption) with all possibilities (exhaustive search), choosing the most likely

28



one. One would like to be able to use the same approach to determine all possible master
key bits, instead of only those in the final round key. Performing an exhaustive search by
encrypting multiple rounds is, however, prohibitively expensive. Using our observation, it is
possible to efficiently encrypt the four first rounds (not only the first round), by focusing on
a single bit of state at a time, and performing an exhaustive search over smaller pieces of the
key. To extend Matsui’s second linear cryptanalysis to four rounds in this manner, we would
need linear cryptanalytic expressions with only a single bit of input state. In this chapter, we
derive such expressions for SIMON 32/64, for 8, 10 and 12 rounds. The expressions and the
encryption are symmetric with respect to the single bit of super round output, and we are
hence able to perform this type of cryptanalysis on every bit of super round output.

An outline of the attack is as follows. For every bit of super round output, we guess all
possible combinations of the corresponding 16 key bits for the left half, or 7 for the right
half, to obtain the most likely one. We do this for all 32 bits of the block. This gives us 16
keys of size 16 each (left half) and 16 keys of size 7 each (right half), with considerable
overlap among the key bits, as there are only 48 independent master key bits. We obtain
368 related key bits representing 48 independent key bits, which allows for correcting
errors. The complexity of this attack is (16 x 2!6 416 x 27) x N where N is the number
of plaintext-ciphertext (P/C) pairs used. If our approach is more efficient than trying all
48-bit keys (2*¥)—that is, if our value of N is small enough—we have a valid attack. N is a
function of the bias of the linear cryptanalytic expressions, which itself decreases with depth.
The required value of N for a fixed estimation error increases with a decrease in bias, and

hence increases with depth. The deeper we are able to go, the more successful the attack.

4.1.2 The Super Round

We use the term super round to represent a generalization of the four-round encryption we

described above.
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Definition 4.1.1 (SUPER ROUNDS AND SUPER KEYS). A super round for a block cipher is
a function representing s-rounds of encryption of the cipher, for some s > 1. It takes as input
a full block of plaintext and the required key bits, and outputs ¢ bits of ciphertext, where
t 1s considerably smaller than the block size. The required key bits for a super round are

referred to as a super key.

Examples: For SIMON 32/64:

e A super round of the first four rounds requires a super key of length 16 and has as

output a single bit of left-half ciphertext.

e A super-round of the first four rounds requires a super key of length 7 key bits and

has as output a single bit of right-half ciphertext.

Figure .1 depicts these examples, where Fs represents the super round.

XL°| | XR® XL°| |XR °
Super Key Super Key
FS < 16 key bits F S € 7key bits
XL XR*,

Figure 4.1: The Super Rounds

We now demonstrate how the super rounds are constructed for the examples above.
Subscripts denote bits, numbered from left to right beginning at zero, and superscripts
denote round number, also beginning at zero. We denote by XL/ and XR/ the left and right
half inputs to the j cipher round (and hence the outputs of the (j — 1) round), by Z/ the

output of the j round function, by klj the i bit of the j'" round key, and by & the bitwise
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AND function. Left and right plaintext and ciphertext halves are denoted PL, PR, CL and
CR respectively.
Recall equation (3.1

(XL XRIHY) = Ry (XL, XR)) = (XR! & F(XL)) & k), X L)

which implies that:

XL =xR o7 ok
= XL 'oz] ok
= XL ez ekl P oz okl

And hence that:
XL} =XxL)ozlokleoZ ekl =PL ozl okl ©Z} ok}
Similarly,
" .
XRI™ =XL!
j—2 i—1 j—1
=XL "z ok

—XR oz o oz okl

and hence that:
XR'=XR'¢Z’ el e 2?0k’ =PR&Z) oK) 022 ok’
Now recall equation (3.2)):
F(XL/) = [(XL/ <« )&(XL’ <« 8)|® XL/ <« 2)

which implies that:

)BXL!

7/ = (XL &XL! /s

i+1 i+8
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giving us:

7 = (PL;iy | &PL;,g) ® PL; 5
7} =20, Dk ® PR 1)&(Z s kY, g ® PR 3)] @ (2D, DY, ®PRi )
i [ i+1 i+1 i+1 i+8 i+8 i+8 ] i+2 i+2 i+2
2 1 1 1 1 1 1 1 1 1
Z; =[(Ziy) Okiy) OXR 1 )&(Z g D ki s DXR3)] D (Ziig Dhipn DXR)
= [(Z!1 ® ki1 © PLi1)&(Z} s D ki g © PLiys)| @ (Z}, D kjy © PLita)

Zi3 = (vl&V2) Dv3

where:

2 2 2 2 2 | 2 0 0 2

vi =727, Dki 1 ®XRiy, =277, Bk ©XLi, =7, ©Z, Dk OPRi11 Dk
2 2 2 2 2 | 2 0 0 2

vy =Z 3 ®kiis®XR gy =Z gDkigDXLi g =Z gDZ gDk, gDPRi§Dkig

2 2 2 2 2 1 2 0 0 2
V3=Zi Dk s ®XRiy =Z i, ®kiyOXLiy =Zir,®Z,Dkir ®PRi12D ki

Finally,

XL} =7 ok oXR =Z'okoXL] =Z ok ez okl oPL;
XR}=XxL} XLl oZ? ok} =PRooZoZ?okl
4.1.3 The Super Key

As we described earlier, for each of the two super rounds, for each value of i, there are

corresponding 16-bit and 7-bit super-keys. The following table lists the components of the

super keys.
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Super-key of the left-half | Super-key of the right-half

kg @k 1o Do Dk g ks @k

ko @k s DR 3 Ok k10 @ kg
k12 @410 ko

kys DK, 3 K

¢,

0 1 0
ki1 @kiyo kito

Dk kO

ka @kl K

Table 4.1: Super Keys

4.1.4 8-Round Cryptanalysis Without Approximations

SIMON is designed based on the Feistel structure, and one of the important properties of
this design is that the same algorithm is used for encryption and decryption. Due to this
feature, an equivalent super-round of 4-rounds decryption is established as well. This allows
us to launch a meet-in-the-middle attack on 8-round linear cryptanalysis of SIMON 32/64

without any approximations. That is, instead of performing an exhaustive search over all
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48-bit master keys, we can focus on a single bit and perform an exhaustive search over 25
key bits at a time. This illustrates the power of the super round.

Meet-in-the-middle attack is a technique that was first developed by Diffie and Hellman
[14]. As its name implies, the adversary attempts to reach an intermediate state from both
ends. To do so, the adversary will encrypt the plaintext Enc(P,k; ), and decrypt the ciphertext
Dec(C,ky) for a number of rounds to reach the middle of the cipher.

Thus, the attacker computes Enc(P,k;) and Dec(C, k) for all possible values of k; and
ky, and if there isn’t a match between the two operations discards (k;,k;) as a possible
candidate or the correct key. As all expressions are exact, there is no need to keep a count of
how many times there was a match; a single mismatch disqualifies the key pair.

Since we have two super-rounds, one in the forward direction and the other in the
backward direction, we efficiently apply the meet-in-the-middle technique on SIMON 32/64
as shown in Figure 4.2] The first super-round F'sgp starts with a plaintext and 17 key bits
sk to produce a single bit of 4-rounds encryption X Lf. Then, the second super-round F'sp,,
takes the ciphertext and 8 key bits sk, and generates a single bit of 4-rounds decryption,

hence the following equivalence is obtained:

Algorithm 3 Meet-in-the-middle-attack Algorithm
for each P/C pair <— O, N do

for each candidate of x of sk; < 0,27 — 1 do

Compute Fsg,.(P,sk;) = XL} and store the result

for each candidate of y of sk, < 0,28 — 1 do
Compute Fspec(C,sky) =X L§4 and store the result
for XL} = XL* do

consider (x,y) as a candidate for the correct keys
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X O] X g°

Super Key

4-Round Encryption Fsy & 17-bit of K1

Super-round

X(0)

Super Key
Fs2 S gubitofk2

|

X P X

4-Round Decryption
Super-round

Figure 4.2: 8-Round Attack Without Approximations

4.2 Linear Cryptanalysis With Super Rounds

In this section we describe the general linear cryptanalytic attack using a super round, based
on Matsui’s second algorithm. The linear approximations we derive in section {.3| relate
one bit of the super-round output and multiple bits of the ciphertext. The super round
itself relates the plaintext to the single bit of super round output, and thus we obtain an
approximate relationship between plaintext, ciphertext and super key bits. By performing
an exhaustive search over the super key space, we obtain the super key bits. We repeat this
process for all bits of the super round output.

The values listed in Table [4.1] are those that would be determined as the super key for
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the i bit. Thus, if we determine the super keys corresponding to each of the 16 values of
i for the left half, we obtain 16 x 16 = 256 (related) bits of the master key. Similarly, on
determining the super keys corresponding to each of the 16 values of i for the right half,
we obtain 7 x 16 = 112 (related) bits of the master key. This corresponds to a total of 368
related key bits representing 48 independent key bits (sub-keys k%, k' and k? of the master

key).

0
i+m

We see that each super key for the left half contains nine bits from k°, in the form
form =1,2,3,4,5,8,10,11,12. Thus a particular bit of k°, say k¥ appears in the super key
of left half bits s —m, form =1,2,3,4,5,8,10,11,12. That is, if we determine the super
key for each value of i in the left half of the state, we will obtain nine copies of each bit of

k°. Similarly, the super key for the right half contains five bits of k°. Additionally, there are

other bits in the super key as well. Thus, over all sixteen bits of X L* and XR*, we obtain:
e 14 copies of k¥
e 7 copies of k¥ @ksl+2
e 2votes of k) DKV, , Dk}, , DkZ

fors=0,1,2,...,15.

The redundancy above allows us to better estimate the individual key bits, and we
estimate each of the 48 independent key bits by a majority vote from the corresponding
multiple copies. When the outcome is a tie, the bit is determined to be correctly guessed
with probability % (no better than at random, but better than guessing the bit wrong).

Finally, we will have 16 bits of k%, 16 bits of kY ®k; ,, and 16 bits of k ® kL, , Dk, , ®
kf, for a total of 48 independent key bits. We may use estimates of bits of k” to estimate
bits of k', and then to estimate bits of k2. We note that the error increases as we go from
k° through k%; not only because the number of copies of the required bits decreases, but

because the error is compounded (the error in determining &2 is increased due to errors in
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estimating k° and k'). See Algorithm @ for pseudocode for our attack on SIMON 32/64,

using the left half system of approximation.

Algorithm 4 Matsui’s Second Algorithm using multiple linear approximations

Let T be the number of plaintexts such that the linear approximation is True.
for i=0......,2" do > evaluate the linear approximation for the left word
for j=0......,.2'% do > try all 16-bit keys
Initialize T with zero
for all N plaintext—ciphertext pairs do > N plaintext—ciphertext pairs
calculate X Lf using super round
if linear approximation is True then
increment T

Calculate bias;=| (T —(N+2))+N |

output the candidate key j with the highest bias

4.3 Linear Approximations for SIMON 32/64

In this section we derive linear approximations for 8, 10 and 12-round attacks on SIMON
32/64. In chapter [5| we describe experimental results for the proposed attacks. We begin
with the linearization of the round function, and then use it repeatedly for multiple round

attacks that relate a single bit of input to multiple output bits.

4.3.1 A Natural Approximation of AND

We first describe a natural linear expression of the SIMON round function:

F(XL)) = [(XL) < N&(XL/ <« 8)|® XL/ <« 2)

The bitwise AND operation is the only non-linear operation. Because its output is zero

three-fourths of the time, we can replace the output by zero and approximate the round
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function as a left rotation by two, with a bias € = %:

PHF(x) = (x << 2)] = g @.1)
Recall the single-round encryption, equation (3.1)):
(XL XRITY =R, (XL/ . XR)) = (XR' @ F(XL)) ® k), XL/)
The left half is approximated as:
PriXLI™ = XRI @ XL] , ®kl] = %

There are equivalent approximations with similar bias of % can be used:

. . 3
Approximationl :Pr[F(XL{H) =XL! )] = 2
Approximation2 : Pr[F(XL{H) = XL{+2 @XL{H] =

W AW

Approximation3 : Pr[F(XL{+1) = XL{+2 @XL{+8] =

. , . , 1
Approximation4 Pr[F(XL{H) =XL!{ ,®XL] ®XL (| = 7l

4.3.2 8-Round Attack

We find two 4-round linear approximations, relating a single bit of the left and right half
inputs respectively to a few bits of output after four rounds. We can use a super round
to obtain exactly the single bit of input from the plaintext and the super key and then
concatenate it with the approximation, thus relating the plaintext, super key and ciphertext
bits of eight round encryption (see Figure 4.3). Detailed derivations of the two 4-round
linear expressions are presented in Appendix A (A.Tand[A.2).

Thus, we can extract a 4-round linear approximation for the left half, wtih bias 27> as
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the following:

PL;®CRi 6 ®CLi 14 =kj Okl , @ ki3,i+4 (4.2)

Now for an approximation of a single bit of the right half, we derive the following

4-round expression with bias 27:
PR ®CR; 4448 DCLiy6 =k Dk} r @ kz'2,i+4 Bk (4.3)

Given Equations (4.2) and (4.3)), we can add a super round (four rounds) at the beginning
to extend the attack up to eight rounds without reducing the bias further. Thus, PL above, the
input to the approximation, is the output of four rounds of encryption, or the input to round
i=4, XL*. Similarly, CL and CR represent the approximated left and right output of the
four round approximation following the four round encryption, XL® and XR®, respectively.

This gives us the following expressions:

XL} OXRY G DXLy = Bk Dk 1y (4.4)

4 8 8 415 6 7
XR; DXR; ;14118 DXL\ g =k ©kir Dkij 4 Dkiye (4.5)

Matsui [21] suggests using a small multiple a of €2 plaintext and ciphertext pairs in
an attack using an approximation with bias €. Further, in order to encrypt a single bit of
XL* and XR*, we need to perform an exhaustive search over the 16-bit and 7-bit super-keys
respectively. Therefore, the computational complexities to evaluate equations and
for all 0 < i < 16, are a x 2'0 x 24 x 219 and a x 212 x 2* x 27 respectively. The 8-round

attack is represented in Figure 4.3]
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XL} @XR+6®XL
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k@k Dk/

i+2 L,i+4

Bias =& =27

XLO|XR°

4-round Linear
Approximation

XR &

Fs |¢—— Super Key

XR!@®XRY. ,  OXL =

i,i+4,i+8

k@k DKk’

i+2 i,i+4

® ki+6

Bias=c=2"°

Figure 4.3: 8-Round Linear Attack

4.3.3 10-Round Attack

In this section, we extend the 8-round attack by adding two more rounds of decryption at the
end so we have a 10-round attack. The two rounds are added by decrypting the ciphertext
bits; this comes at the cost of exhaustive search over a few more key bits. Thus, extending

the 4-round linear approximation for the left half by two rounds (see[A.3|and [A.4]for more

details), we get:
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4 10 10 10 10
XL ©XRiy 510D XL s ;48D [(XLi7 ®F(XR)itq

0 0 9 0 0
Ok 7)&(XLY 14 B F(XR') 114 @k, 14)] ® (XRI9&XR]?)

10 10 5 7
@[ R I&XRH—S]@[ R S&XRH—IZ] k EBkt-i—Z@kl+4@k1+6@klt—i—4z—§—8

Note that two new key bits (in addition to the 16 required to obtain X Lf from the plaintext),
k9 ' 7 and kl - 14 are required for the decryption of the last two rounds.

Now for an approximation of a single bit of the right half, we have the following:

XR; SXR?, 4118 XLy ;110 ®F(XR')i12i010 0 (XL &
FXR')i @k} N&(XLg @ F(XR'"), 15 © k7, ¢)] @ [(XLYs@
F(XR')i15 Dk}, 5)&(XLE 1, O F(XR')in12 © k1)) © [(XLILo®
F(XR'") 110 @k, o) &(XLIY @ F(XR'); ® k7))

4 6 8 9
= ki O D g DL DK 114 108 D 410

In this case, six new key bits (in addition to the 7 required to obtain XR? from the

plaintext), k9 Kk . k) k?+9, kl - 12> are required for the decryption of the last two

i+1> %it50 %8

rounds (see Figure d.4).
Thus, the number of key bits affecting the approximation for the left side is 18, and that
for the right side is 13. Using the same numbers of P/C pairs as for the eight round attack,
and performing the cryptanalysis for all 16 bits of each half of the state, the complexity of

the 10-round attack is a x 210 x 2% x 218 and a x 212 x 2% x 213 respectively.
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FS &—— Super Key
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4 8 8 4 8 8
XL; ®XR @ XLi,i+4: XR; @ XR; a8 OXL, =
4-round Linear

5 6 7 . . 4 5 6 7
ki @k, EBki’i+4 Approximation k, @k, Dk, , Ok, g

Bias=¢=2" Bias=c=2°

2-rounds
Decryption

XLlO XRlO

Figure 4.4: 10-Round Linear Attack

4.3.4 12-Round Attack

To extend the linear attack of SIMON 32/64 to 12 rounds, we need to extract r-round linear

approximations for r > 4. Therefore, we derive two 7-round linear approximations (see

and for more details) for the left half and the right half, with biases 21l gnd 214
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respectively as follows. Thus we have the following 7-round linear approximations:

K'® K2, 0K,
2 +4
PL; ®CR; 18,112 ®CLjy2ir10 = o (4.6)

@K' ¢ OK, z+4 i+s ©K z+2 i+10

Kokl ok 4Ok,
PRi®CLjj48,i+12DCRi 14 = l " l (4.7)

4

DK} 14418 DR 1010 DK 1ys 112
As with the 8-round attacks, we can begin with a super round to obtain XL? and X Rf’ as a
function of 16 and 7 bits respectively, and then use the above approximation to link them

(and hence the key bits) to the ciphertext. We obtain the following expressions:

Kok, ,dk!
A 1 +2 i,i+4
XL & XLijs 100 XR] jigi412 =

8
Bk 6P k; itdirs D k1+2 i+10

kr ek z@k.ﬁ. 4@k7 6
XR} @XLI'I,}+8,i+12 DXRI 14 = P2 A T

8 9 10
Dki a8 Okiio 10 Pkiiigivin

As mentioned earlier, we can extend the attack by one decryption round free of any approxi-
mations, which enables us to attack 12 rounds (see Figure 4.5)).

Performing the cryptanalysis for all 16 bits of each half of the state, the complexity of
the 12-round attack is a x 222 x 2% x 216 and a x 228 x 2% x 27 for the left half and right half

respectively.
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Figure 4.5: 12-Round Linear Attack
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Chapter 5:  Experimental and Analytical Results on SIMON 32/64

To validate our proposed linear cryptanalysis of SIMON 32/64, we conducted a number of
experiments for the 8-round, 10-round, and 12-round linear attacks. We present our results
in this section, demonstrating that our proposed attack reveals a significant number of the
master key bits.

We will need some additional notation for this chapter. As mentioned before, the super-
key of the left-half is of size 16 bits, each bit being in one of three forms: k?, k? @ k}, or
k? @k?Jr4 &) k}+2 P k%. We denote the 16-bit strings of bits of this form (for j =0,1,2,...,15)

as Bit1, Bit2, and Bit3 respectively.

5.1 8-Round Experimental Results

In this section, we present the results of the 8-round linear attack. We carried out 14
experiments, each with keys chosen at random and 2'# plaintext and ciphertext pairs.
Table |5.1|lists the results obtained from carrying out the attack for only the 16 bits of the
left half. It lists the number of correctly determined keys bits of each type of string, as well
as the number of indeterminate key bits across the strings, and the total number of super
round key bits. We observe that fewer bits of the keystring Bit2 are correctly determined
than of keystring Bit1, and that Bit3 is the worst-estimated. This is because there are more
copies of Bit1 (nine) than of Bif2 (five), and Bit3 has the fewest copies (two) (see Table
[.1). Table [5.2] presents the results obtained by carrying out the attack on all 32 bits of state.
We observe that the results do not improve in spite of obtaining more copies of all three bit
strings. This is likely because the bias for the right hand side is smaller by a factor of % and

hence the information obtained from the right hand side is much noisier, (see Figure [5.]).
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Experiment | Bitl | Bit2 | Bit3 | Indeterminate | Super Key Bits
Key 1 16 16 14 1 47
Key 2 16 16 15 0.5 47.5
Key 3 16 15 9 3 43
Key 4 16 15 11 2 44
Key 5 16 16 11 2.5 45.5
Key 6 16 16 12 2 46
Key 7 16 16 15 0.5 47.5
Key 8 16 16 14 1 47
Key 9 16 16 16 0 48
Key 10 16 16 15 0.5 47.5
Key 11 16 16 15 0.5 47.5
Key 12 15 14 15 0.5 44.5
Key 13 16 16 16 0.5 47.5
Key 14 16 16 13 2.5 45.5

Table 5.1: 8-round attack: left-half super rounds
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Experiment | Bitl | Bit2 | Bit3 | Indeterminate | Super Key Bits
Key 1 16 15 14 1 46
Key 2 16 16 15 0.5 47.5
Key 3 16 16 9 3 44
Key 4 16 16 11 2 45
Key 5 16 15 11 2.5 44.5
Key 6 16 16 12 2 46
Key 7 16 16 15 0.5 47.5
Key 8 16 16 14 1 47
Key 9 16 16 16 0 48
Key 10 16 16 15 0.5 47.5
Key 11 16 16 15 0.5 47.5
Key 12 16 15 15 0.5 46.5
Key 13 16 16 16 0.5 47.5
Key 14 16 16 13 2.5 45.5

Table 5.2: 8-round attack: left and right-half super rounds
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From the retrieved 48 independent key bits presented in tables and we compute
the 48 master key bits (ko,k1 ,and k2) using equation Tables and summarize the
results. As expected, in both cases, k¥ is computed more accurately than k', which is more
accurately computed than k2. This is because the error compounds: k% is computed using

the values of k!, and k! from k°.

kY = Bit1(j), for 0 < j < 16
1 _ p: . . .
kj = Bir2(j) ®Bit1(j+2) (5.1)

2 e A e/
ki = Bit1(j) ® Bit2(j+2) @ Bit3(})
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Experiment | kX | k! | k2 | Master Key Bits
Key 1 16 | 16 | 16 48
Key 2 16 | 16 | 15 47
Key 3 16 | 15 | 11 42
Key 4 16 | 15 | 14 45
Key 5 16 | 16 | 13 45
Key 6 16 | 16 | 15 47
Key 7 16 | 16 | 15 47
Key 8 16 | 16 | 15 47
Key 9 16 | 16 | 16 48
Key 10 16 | 16 | 15 47
Keyll |16 1616 48
Key 12 1513 | 14 42
Key 13 16 | 16 | 15 47
Key14 |16 16 | 11 43

Table 5.3: Master key bits from left-half: 8-round attack
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Experiment | kX | k! | k2 | Master Key Bits
Key 1 16 | 15 | 15 46
Key 2 16 | 16 | 15 47
Key 3 16 | 16 | 12 44
Key 4 16 | 16 | 13 45
Key 5 16 | 15 | 12 43
Key 6 16 | 16 | 15 47
Key 7 16 | 16 | 15 47
Key 8 16 | 16 | 15 47
Key 9 16 | 16 | 16 48
Key 10 16 | 16 | 15 47
Keyll |16 1616 48
Key 12 16 | 15 | 14 45
Key 13 16 | 16 | 15 47
Key14 |16 16 | 11 43

Table 5.4: Master key bits from both halves: 8 round attack

5.2 10-Round Experimental Results

In this section, we present our results for the 10-round linear attack. We carried out 14
instances of the attack, each with a key chosen at random and 2'# plaintext/ciphertext pairs.
In addition to the super-keys (48 bits), we recover the last round key k° (16-bits), which is
denoted as Bir4, hence we retrieve a total of 64 key bits. We find that the last round key bits
are not independent, so we do not obtain 64 independent bits.

In contrast to the 8-round attack, we obtain better overall results by using super rounds

corresponding to all 32 bits (see Figure[5.2)) . The improvement is especially noticeable in
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k°. The reason is that we receive 96 bits (16 x 6) of k* from the right half and only 32 bits
(16 x 2) for the left-half. Thus, even though the right-half attacks have lower bias, having a

larger number of copies of k” bits results in better estimation.

Experiment | Bitl | Bit2 | Bit3 | Bit4 | Indeterminate | Super Key Bits

Key 1 16 16 14 16 1 63

Key 2 16 16 15 11 2.5 60.5
Key 3 16 14 9 15 3.5 57.5
Key 4 16 16 12 12 35 59.5
Key 5 16 16 12 12 2.5 58.5
Key 6 16 16 13 13 3 61

Key 7 16 16 15 14 1.5 62.5
Key 8 16 16 13 14 2.5 61.5
Key 9 16 16 14 13 2.5 61.5
Key 10 16 16 15 16 0.5 63.5
Key 11 16 16 14 14 2 62

Key 12 16 16 11 15 3 61

Key 13 16 16 15 14 1.5 62.5
Key 14 16 16 13 14 2.5 61.5

Table 5.5: 10-round attack: left-half super rounds
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Experiment | Bitl | Bit2 | Bit3 | Bit4 | Indeterminate | Super Key Bits

Key 1 16 16 14 16 1 63

Key 2 16 16 15 16 0.5 63.5
Key 3 16 14 9 16 3 58

Key 4 16 16 12 16 1.5 61.5
Key 5 16 15 12 16 1 60

Key 6 16 16 13 16 1.5 62.5
Key 7 16 16 15 15 0.5 62.5
Key 8 16 16 13 16 1.5 62.5
Key 9 16 16 14 15 1.5 62.5
Key 10 16 16 15 16 0.5 63.5
Key 11 16 16 14 16 1 63

Key 12 16 16 11 16 2.5 61.5
Key 13 16 16 15 16 0.5 63.5
Key 14 16 16 16 13 1.5 62.5

Table 5.6: 10-round attack: left and right-half super rounds
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From the tables and we determine the master key bits (k°,k', and k?) and the

subkey k° from the bits Birl, Bir2, Bit3, and Bir4 using equation || The results are

presented in Tables[5.7]and

kY = Bit1(j), for 0 < j < 16
kj = Bit2(j) & Bit1(j+2)

(5.2)
ks = Bit1(j) & Bit2(j+2) & Bit3(j)

9 peal

Experiment | kK | k! | k2 | ¥ | Round key bits
Key 1 16 |16 | 16 | 16 64
Key 2 16 | 16 | 16 | 13 61
Key 3 16 | 14 | 10 | 16 56
Key 4 16 | 16 | 14 | 16 62
Key 5 16 |16 | 13 | 12 57
Key 6 16 | 16 | 14 | 15 61
Key 7 16 | 16 | 15 | 16 63
Key 8 16 |16 | 15| 14 61
Key 9 16 | 16 | 15| 13 60
Key 10 16 | 16 | 15 | 16 63
Key1l |16 16|15 16 63
Key 12 16 |16 | 12 | 16 60
Key 13 16 | 16 | 15 | 16 63
Key14 |16 16|13 |16 61

Table 5.7: Round key bits computed from the super-keys of the left-half: 10-round attack
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Experiment | kK | k! | k2 | ¥ | Round key bits
Key 1 16 |16 | 16 | 16 64
Key 2 16 | 16 | 16 | 13 61
Key 3 16 | 14 | 10 | 16 56
Key 4 16 | 16 | 14 | 16 62
Key 5 16 | 15 | 12| 16 59
Key 6 16 | 16 | 14 | 15 61
Key 7 16 | 16 | 15| 16 63
Key 8 16 |16 | 15| 16 63
Key 9 16 | 16 | 15 | 15 62
Key 10 16 | 16 | 15 | 16 63
Key1l |16 16|15 16 63
Key 12 16 |16 | 12| 16 60
Key 13 16 | 16 | 15 | 16 63
Key14 |16 16|13 |16 61

Table 5.8: Round key bits computed from the super-keys of both halves: 10-round attack

5.2.1 The Deduction of k> from k°

The 64-bit master key is used directly for the first four rounds; thereafter, the SIMON key
schedule generates r-4 more round keys from the 64-bit master key. Therefore, we are able
to write the round keys in terms of the master key bits KO, k', k2, and K3.

k° is generated as in equation which is expressed in terms of the master key bits in

equation (5.4). Please see for details.

P=kakael®>3)a(k > 10U > 4)0cd (20)s (5.3)
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K may be expressed in terms of kO, k!, k%, and k° as follows:

Bal>4)="a(">3)ak" >4)a k"> 6)a (k> 7)a (k° > 8)
SU">>NeU"> 15k > Dae k! >3)a k! > 5 e k! > 06)

(5.4)
@K' >>10)0 Kk > 12)a (k! > 15k a (K> 1) (K2 >>9)

@ (k> >> 10) @ (K > 11) @ (K >> 13) @k’ ® constant

Equation [5.4|indicates that we can calculate two possible values for k>. Thus, in addition to
the 48 master key bits computed from the super-key, we are able to deduce two possible
values of k3. This itself appears to be another weakness: for a fixed value of k%, k! and &2,
two values of k3 give the same value of k2, which means that half of the values of k° are
not possible at all. Tables [5.9and [5.10|present the results of computing the master key bits
using the linear approximations of the left half and using the linear approximations of the

two halves.
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Experiment K0 | k' | k¥* | K | One Master Key k3 | Another Master Key
Key 1 16 | 16 | 14 | 12 58 4 50
Key 2 16 | 16 | 15| 8 55 8 55
Key 3 161419 |12 51 4 43
Key 4 16 | 16 | 12 | 10 54 6 50
Key 5 16 | 16 | 12 | 12 56 4 48
Key 6 16 [ 16 | 13 | 10 55 6 51
Key 7 16 [ 16 | 15 | 12 59 4 51
Key 8 16 [ 16 | 13 | 11 56 5 50
Key 9 16 | 16 | 14 | 11 57 5 52
Key 10 16 [ 16 | 15 | 11 58 5 52
Key 11 16 | 16 | 16 | 9 57 7 55
Key 12 16 | 16 | 15| 12 59 4 51
Key 13 16 | 16 | 14 | 12 58 4 50
Key 14 16 |16 | 13| 9 54 7 54

Table 5.9: Computing the round key bits from the super-round of the left-half
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Experiment K | k! | k* | K3 | One Master Key k3 | Another Master Key
Key 1 16 | 16 | 16 | 12 60 4 52
Key 2 16 | 16 | 15 | 10 57 6 54
Key 3 16 | 14 9 | 15 54 1 40
Key 4 16 | 16 | 12 | 10 54 6 50
Key 5 16| 1512 9 52 7 50
Key 6 16 [ 16 | 13 | 10 55 6 51
Key 7 16 [ 16 | 15 | 12 59 4 51
Key 8 16 [ 16 | 13 | 10 55 6 53
Key 9 16 | 16 | 14 | 11 57 8 55
Key 10 16 [ 16 | 15 | 11 58 5 52
Key 11 16 | 16 | 16 | 9 57 7 55
Key 12 16 | 16 | 15| 12 59 4 51
Key 13 16 | 16 | 14 | 12 58 4 50
Key 14 16 ({16 | 13| 9 57 7 52

Table 5.10: Computing the round key bits from the super-round of the left-half and the
right-half

5.3 12-Round Experimental Results

We present the experimental results for the 12-round linear attack: we performed two
instances of the attack using 2% plaintext and ciphertext pairs. Tables and |5.12|show

the number of super round key bits that are successfully recovered.
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Experiment | Bitl | Bit2 | Bit3 | Indeterminate | Super round key bits
Key 1 16 16 15 0.5 47.5
Key 2 16 16 11 2 45
Key 3 16 16 13 1.5 46.5

Table 5.11: Round key bits computed from the super-keys of the left-half: 12-round attack

Experiment | Bitl | Bit2 | Bit3

Indeterminate | Super round key bits

Key 1 16 16 15 0.5 47.5
Key 2 16 16 11 2 45
Key 3 16 16 13 L.5 46.5

Table 5.12: Round key bits computed from the super-keys of both halves: 12-round attack

We may compute master key bits from independent key bits:

kY = Bit1(j), for 0 < j < 16

1 s . . .
k; = Bit2(j) © Bit1(j+2)

2 e/ e . .
ki = Bit1(j) © Bit2(j +2) © Bit3( )

Tables [5.13] and [5.14] present the number of master key bits correctly computed.

Experiment | k% | k! | k2 | Master round key bits
Keyl |16/ 16|16 48
Key 2 16 | 16 | 13 45
Key 3 16 | 16 | 15 47

Table 5.13: Computing master key bits from the super-round of the left-half
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Experiment | kX | k! | k2 | Master round key bits

Keyl |16]16]16 48
Key2 |16 |16 |13 45
Key3 | 16|16 15 47

Table 5.14: Computing master key bits from the two super-rounds of the left-half and the
right-half

5.4 Experimental Results of 8-round Attack Without Approximations

Based on the Feistel symmetry of SIMON, we are able to establish a four-round decryption
super round in addition to the encryption super round we describe above. This allows us to
launch a meet-in-the-middle attack on 8-round SIMON 32/64 without any approximations.
Instead of performing an exhaustive search over a large number of master key bits, we can
focus on a single bit and perform an exhaustive search over fewer key bits at a time.

The encryption super round F's.,.; takes the plaintext and 16 key bits of super key
Kene,i to produce a single bit of 4-round encryption X Lf (modulo a single key bit). The
decryption super round Fisg,; takes the ciphertext and 8 key bits of super key Ky, to
generate a single bit of 4-round decryption, see Figure For every bit of intermediate
state i, the adversary computes F's¢,c ; and Fsg, ; for all possible values of encryption super
key Keyc; and decryption super key Ky, ; respectively. If there isn’t a match between the
two operations, the pair (Kenc,i, Kgec,i) is discarded as a possible candidate for the correct
key. As all expressions are exact, there is no need to keep a count of how many times there
was a match; a single mismatch disqualifies the key pair. In this meet-in-the-middle attack
on 8-round SIMON, we attempt to recover 112 key bits, consisting of 64 bits of one super
key and 48 more bits of the second super key. We are able to determine all 64 master key

bits using only 48 plaintext and ciphertext pairs. We carried out two instances of this attack.
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Figure 5.3: 8-Round Attack Without Approximations

5.5 Projected Results Using Multiple Linear Cryptanalysis

In this section we present projected result for the 20-round. As in the literature [11], we
are not able to implement these attacks, but their complexity is nevertheless interesting, to

determine how effective our approach can be.
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5.5.1 20-round Linear Attack

First, we extend the 7-linear approximations (Equations [4.6]and into 12-round linear

trails (see and for more details), with bias 2~ !° for the left-half and the right-half:

(

1
kK @kl Ok 4 Bk

PL;®CLj;g = (5.6)

5 6 7
Dk} 14148 K0 110 Phiirgivin
@kl+14 & kz+8 i1 DD Okilg
(

0 P 4
@kl Ok 4 Ok 6 Ohiigis

PR, ®CR; g = (5.7)

5 6 7
Bk 214010 Dk} itg. 12 PKip1a

69k1+8 i12 ©k 0 @k g

Because the derived 12-round linear approximation for the left-half has one active input
bit and one active output, we are able to append the super-round of the 4-round encryption at
the beginning and the super-round of the 4-round decryption at the end, giving us a 20-round
linear attack. The same is true for the right-half approximation.

The extended linear approximations are:

;

5
Ok, Ok 4 DR
4
XL; @XLH—S - ®k9z+4 i+8 o k! Ol+2 i+10 ®k! liit8,ivr12 (5.8)

@k T149D kH—S i+12D kit 1o® kH—S

and

¢

k4 ® kl+2 ® kl Ji+4 ©® k1+6 ©® kl J+4,i+8

XRI ©XR]]g = (5.9)

9 10 1
Dkio 110Dk iig 12 Dkifia

@kz+8 i+12D kH—lO D kitg
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To determine the computational complexity of the 20-round attack, first, we need to
determine the required number of plaintext and ciphertext pairs. To do so, we will use the
fact that in our proposed linear attack, we need to evaluate 16 linear approximations for the
left-half, and 16 linear approximations for the right-half, hence we have a system of multiple
approximations which enables us to apply multiple linear cryptanalysis.

Multiple linear cryptanalysis was first proposed in [[16], by Kaliski and Robshaw, where
they show how to exploit multiple linear expressions, all including the same key bits, to
reduce the required number of plaintext and ciphertext pairs. Then Biryukov et al.[11],
propose a more flexible framework for using multiple linear approximations, also defining

the capacity of a system of m-approximations to be:

c=4-Yci=4Y¢ (5.10)

A key recovery attack with a capacity of ¢> will require O(Eiz) plaintext and ciphertext

pairs. The system of the left-half approximations has a capacity of:
P =4.16.27192 = 90,9192 _ 92 (5.11)

Consequently, the data complexity of the 20-round linear attack is 2-271932 1y
addition to the data complexity, we need to add the cost of guessing the key bits of the
extended rounds to connect the plaintext and ciphertext with the left-half and the right-half
approximations. Evaluating the left half approximations requires guessing 16 key bits for the
super-round of 4-round encryption and another 7 key bits for the super-round of the 4-round
decryption, which results in a total time complexity of 2% x 232 x 216 x 27 = 259  In the case
of the right-half approximations, we need to brute force 7 key bits to append the super-round
of 4-round encryption, and 16 key bits for the super-round of 4-round decryption which

results also in 2°%, hence the overall computational complexity to evaluate the two halves is

2060
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In addition to the first three round keys (k°,k',k%), we recover the last three round keys
(k17,k18,k19). Due to the fact that the last three round keys are not independent keys, we
can deduce k> from these rounds keys, as described in the next section, which results in
recovering the full 64 master key bits in addition to 32 dependent key bits. Figure

illustrates the 20-round liner attack.
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Figure 5.4: 20-Round Linear Attack
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5.5.2 k3 Deduction from k'°

According to the key schedule algorithm used in SIMON k! is:

P =kP ok k> 3)a (k> 10 (k> 4)®cd (20)15 (5.12)

Hence, we can rewrite k2 in terms of the master key bits as follows:

P =a k> 2)a (> Nae > 9)a (k"> 11 e (k> 12)
A>3k s> 1) ekl ek > DHae k! >3)a k! > 4)

k!> 6) ek >Nk >8)a k! > 9 (k' > 11)® (k! > 12) 513
@ k!> 14) @ (k' >>15) @ (k2 >>3) D (2 >>5)@ (K >> 8) @ (k¥ >>9) |

® (k2> 10) @ (K2 >> 12) & (K2 >> 14) @ (k* >> 15)

@ k> @ constant

It is clear from equation that we are able to compute k>, given the first three round

keys (kO, k!, k2), and the last round key k1.

5.5.3 21-Round Linear Attack (Average-Case)

Here, we extend the 12-linear approximations into 13-round linear trails, with biases 2~ 1°

and 272 for the left-half and the right-half respectively (see and for more details):

ki ©kF oy ®K 4 Okl

: e 5 6 7
PLi© CRiss Ok 14448 Dk 1410 DK ipg ig12 (5.14)

8 9 10 1
\ Dy 14 Dk g1 Dki1o Dhitg
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0 2 4
k S¥) kl+2 Dk ii+4 S kl+6 82 ki7i+47i+8

PR;®CR; 110 B CLj1g = | (5.15)

5 6 7
Dk} 410 PR g 12 PKip1a

10
EBkH—s 12 Bk 10 Bk DT

Here, we consider the possibility of the linear attack in the average case computation,
which is the standard case in most of the cryptanalysis works on SIMON. Hence, each
guessed key bit involved in an AND is counted as half a bit, whereas all other key bits are
counted as a single bit each. The argument is that when we have an expression such as
ko&k if we guess kg as a zero there is no need to continue guessing the second bit because
the ANDed value will be zero independent of the value of k;. Using this computation of the
time complexity, we can present a 21-round linear attack on SIMON 32/64 as it is illustrated
in Figure[5.5]

Recall the construction of the super-round of the left half output:

Z) = (PLiy1&PLiys) ® PLiso
1 /0 0 0 0 0 0
Z; = [(Zii ®kiy) O PRi11)&(Z s © ki g D PRi13)| © (Zhn ©kip © PRit2)
7} =z} it+1 EBsz EBXR;H)&( i+8 @k1+8 @XRerS)] @ ( z+2@k1+2 @XRz‘lJrz)
= [(Zl\1 ®kiy1 B PRi1)&(Z} s @kl g S PRi13)| & (Z) B ki B PR y2)

Z? = (V[&Vg) Dv3

where:

vi =Zi ©ki ®XRiyy =Z ®ki @XLy =25, SZ Sk B PR @k,
0 0 2
vy =7} ki g ®XRi\y =Z s ®ki g ®XLj g =ZhgBZ s Bhiyy ®PRig kg

0 0 2
v3=Z1, Dkl ®XRYy =21, Bkl o ®XLiy =Z} 2 ®Z), Dkl ® PR Bk
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If we take vq:

Vi = i2+1 @Z?H @k?ﬂ © PRt EBki2+l

= [(Z}2 ®kis2 ® PRi12)&(Z} 9 © ki 1o ® PRi19)| & (Z}y 3 B kiy3 & PRiy3)®

(PLi12&PLiy9) ® PLiy3 BKY, | © PRy ©kE

= [(Z0y3 ©k}y3 ® PRi13)&(Z] 10 DK}y 10D PRi110)] @ (Z]y4 DK 4  PRia)
@kl ®PRi2)&

([(Z210 @ K10 © PRi10)&(Z)y | @K}y @ PRic1)] @ (2741 DK}y © PRiv1)
@ klo @ PRi10)]d

([(Z) 4 DKy 4 ® PR 4)&(Z) | B B PRij11)] © (20,5 DhJy s ® PRiys)

@kiy3 @ PR;y3)
(5.16)

As it is shown in Equation[5.16] the key bits that are directly involved in AND expression
are k bits. Therefore, appending the super round for the left half costs guessing 11.5 bits on

average:
e 9 bits of k¥ each counted as a half bit, results in 5 bits
e 5 bits of the sum k?+2 @ kl.l, each counted a one bit
e 2 bits of the sum kgl. 4P ki1 P kl-z, each counted a one bit

Also, the average case of appending the super round for the right half costs guessing 4.5
bits:
e 5 bits of the sum k?+2 @ kl.l, each counted as a half bit, results in 2.5 bits
i+2

e 2 bits of the sum k?l. 4P Koo kl-z, each counted a one bit
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As in the case of the 12-round expression, we are able to efficiently append the super-
round of the 4-round encryption at the beginning and the super-round of the 4-round
decryption at the end to the 13-round linear relation of the left-half which costs guessing 23
key bits in average, hence we have a 21-round linear attack represented in Equation

The time complexity of this attack is = 4 x 232 x 223 =2,

4
5 016 7 8
kP k), ®ki; g @k

4
XL &XR g = @k2i+47i+g Dk 042,410 Dk i its,iv12 (5.17)

@klzm DkiTs 10 Dkt 1o Dk

In the case of the right-half approximation, we append the super-round of the 4-round
encryption at the beginning with an average cost of guessing 4.5 bits, and two super-
rounds of the 4-round decryption at the end, with the cost of guessing 16 bits, hence we
have a 21-round linear attack represented in Equation [5.18] The total time complexity is

_4X232X2205 2565

¢

4 6
ki Ok, Ok iita®D Kl 6 @K i+4,it8

4
XR ©XRi] 10 XLijs = Bk 10 DKides i 12 D14 (5.18)

13 14
®k1+8 12 Bkl Dkiis @ ki

The capacity of this system is 4 x 16 x 2-192 _ =32 Hence, the data complexity is

232. The cost of evaluation of the two halves system is 2°° x 2765 = 25° The total time

complexity is 23923,
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Figure 5.5: 21-Round Linear Attack

We compare our results on SIMON 32/64 with those of Alizadeh ef al. [4], which
are currently the best work using linear cryptanalysis using Matsui’s second algorithm
and multiple linear cryptanalysis of SIMON. Alizadeh et al present two types of linear
cryptanalysis: one using Matsui’s second algorithm and the other using multiple linear
cryptanalysis. They do not use both attacks simultaneously as we do in this dissertation.
For a fair comparison with our work, we had to make changes to how the data complexity

was computed in their work. As we are using multiple linear approximations, we used
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the capacity model [11] for both our work and theirs. This generally helped improve their
numbers.

Additionally, they present the average-case complexity of their attacks: each guessed
key bit involved in an AND is counted as half a bit. In the literature, it is standard to count
each key bit guessed as a single bit, whether it is included only in an ANDed expression or
not. We hence present two sets of comparisons. Table [5.15|compares our results with the

results of [4] using the two cases. We are able to go deeper than [4] for SIMON 32/64 in

both cases.
Average Case Computations
Number of
Simon Data Complexity | Time Complexity | Presented In
Rounds
21-round 232 25923 5.5.3
32/64
17-round 2% 2373 4]
Worst Case Computations
Number of
Simon Data Complexity | Time Complexity | Presented In
Rounds
20-round 232 260 5.5.1
32/64
*17-round 2% 266 [4]

Table 5.15: Comparison of previous results using Matsui’s second algorithm and multiple
linear cryptanalysis on SIMON(* indicates that the complexity of [4] is worse than brute
force attack)
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Chapter 6:  Linear Cryptanalysis of the Other Nine Variants of SIMON

Although the larger variants of SIMON correspond to larger block and key sizes, we have
found that the size of the super-keys is only slightly larger than that for SIMON 32/64. After
4 rounds of encryption, a single bit of the left-half of the intermediate state is influenced
by only 18 key bits. On the other hand, the size of the super-key of the right half stays the
same, at 7 bits.

We start by describing linear attacks using a single super round as we did in SIMON
32/64, and we find that the bias of linear approximations with only a single active bit in the
input mask is very small. We improve these attacks through the use of approximations with
low hamming weight input masks and higher bias; this requires us to incorporate multiple
super rounds. Because we are restricted to low Hamming weight input masks, we may not
be using linear trails with the highest bias. On the other hand, too large a Hamming weight
will result in larger computational complexity because of the corresponding larger number
of super key bits. Most of the time, we successfully produce linear characteristics where the
cost of adding super-rounds (the size of multiple super-keys) is either equal to or smaller

than the size of one round key in the examined variants of SITMON.

6.1 Linear Cryptanalysis of SIMON 48 Using a Single Super-Round

In this section, we present two projected linear attacks of 18 and 19 rounds using a single

super round of SIMON 48.
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6.1.1 Linear Approximations for SIMON 48

We extend the 7-round linear approximation of Equation(#.6) to a 12-round approximation,

Equation|6.1] for the left half, with a bias of 2727 (see and for detailed derivations).

vpl2 12 1 10
PL; =XR; {6100 ®XLij1418i+16,+20 PKijta,i+8,i+16i+20 PKit2it10,i+18D
9 8 7 6 5 4 3
kit iv10,it14,i+18 Phip1aDkijygiv120Bkiisiv10Pkiivairs DkiveDkiia (6.1)

ki Ok
Similarly, for the right half, we extend the 7-round approximation of Equation to a

12-round approximation, Equation (6.2), with a bias of 272°:

vpl2 12 B 10 9 8
PR; = XR{4,i116,i+20 ®XLiT6 iy20 Dkire v PkiL12,i420 Dkit10i418 Pt it12,iv16
7 6 5 4 3 P | 0
Skip14 Dk g iv120Pkivo 110Dk a8 Dkiye Dkiia Dk Bk

(6.2)

6.1.2 17-round and 18-round Linear Attacks of SIMON 48/72

Here, we begin with the 4-rounds encryption super round,follow it with the 12-round linear

approximations of Equations and [6.2), and end with one round of decryption. This

gives us a 17-round linear attack of SIMON 48/72 (see|A.18|and |A.19|for more details).

The system of the left-half approximation has capacity:

2 — A w24 % D2TX2 _ 9658 (7272 _ 54742

The extra round of decryption is added free of any extra cost. Thus, the time complexity
of evaluating the left half approximation is 248 x 24742 x 218 = 270 For the right-half
approximation, we need to brute force 7 key bits for the super round—this results in a

complexity of 2°°. Thus, the overall time complexity to evaluate the full block and recover
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the full master key in the worst-case is 27°.

To compare our results with those presented in [4]], we compute the time complexity in
the average case, where key bits involved in the AND operation are counted as half a bit
each. In this case, we present an 18-round linear attack by using super rounds of 4-round
encryption and 2-round decryption with the 12-round linear approximation. The average
cost of appending the super rounds is 12.5 bits and 4.5 bits for the left half and the right half,
respectively.

Four additional unknown key bits are included on adding one more round of decryption

17

at the end of the left half approximations: k;/; ;. 14 ;.93 ;16

Because these four key bits are
directly involved in an AND expression, we count each of these bits as a half bit; hence the
additional cost in the average case is two bits.

For the right half, adding one more round of decryption requires guessing six key bits

k17

i45.i+12.0417.0.i421.i-+4 Which count as three additional bits for the average case cost (see

equations [A.20|and |A.2 1| for more details).

Therefore, the average time complexity of the left half system of approximations of
the 18-round linear attack is 248 x 24742 x 2123 5 22 = 2665 and for the right half it is is

24,58 % 247.42 % 24.5 % 23 — 259.5’ for a total of 266.5.

6.1.3 19-round and 20-round Linear Attacks of SIMON 48/96

Here, we extend the 12-round linear expressions Equations (6.1) and (6.2)) by appending
three rounds of decryption, obtaining a 19-round linear attack. Also, we can attack up to 20
rounds of SIMON 48/96, by adding up to four rounds of decryption.

Adding three rounds of decryption for the left half linear expression requires the guessing

of 16 key bits (see for more details):
e 11 bits of the last round key &8 for i = 8,15,22,0,7,14,5,12,17,21,4.

e 4 bits of the sum k%, & k!” for i =7,14,23,6.
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Thus, the worst-case time complexity to evaluate the left half approximation is 2*8 x
247.42 % 218 % 215 — 285.
For the right half approximation, appending three rounds of decryption requires the

guessing of 17 key bits (see for more details):
e 11 bits of the last round key k8 for i = 6,13,20,18,1,8,22,5,12,19,2.
e 6 bits of the sum k%, @ k}” for i =5,12,17,0,21,4.

The time complexity of evaluating the right half approximations is

24.58 o 94742 9T | 91T _ 776

The total time complexity to evaluate the two halves is 286-001,

If we consider average-case computations, we can extend the 12-round linear expressions
by appending the super round of four-round encryption and four-round- -decryption; thus,
we get a 20-round linear attack (see [A.24] for more details). The key bits required for

four-round- -decryption:

e 19 bits of the last round key k!° for i =9,16,23,10,17,6,0,1,8,15,2,13,20, 18,25,

22,5,12,19, each counted as a half bit.
e 11 bits of the sum &/, & k;® for i = 8,15,22,0,7,14,5,12,17,21,4
e 4bits of the sum k/7, , ®k;%, © k" fori =7,14,23,6

Hence, 24.5 key bits are required for the four rounds of decryption. The average time

complexity for the left half approximation is: 248 x 24742 5 2123, 2245 — 289,

The key bits required for the addition of four rounds of decryption to the approximation

for the right half are (see [A.25|for more details):

e 20 bits of the last round key k!° for i = 7,14,21,8,15,4,23,19,2,9,20,27,6,13,0,

3,10,5,12,17, each counted as a half bit.

e 11 bits of the sum k2, ® k/® for i = 6,13,20,18,1,8,22,5,12,19,2
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e 6 bits of the sum k/7, , © /%) © k7 fori =5,12,17,0,21,4

The time complexity to evaluate the approximations for the right half is

24.58 % 247.42 % 24.5 % 227 — 283.5'
Thus the overall time complexity for both halves is 2%°.

6.2 Improved Linear Attacks on SIMON 48 Using Multiple Super-Rounds

Here, we try to improve the linear attacks presented in section [6.1] by generating linear
approximations with higher biases. Thus, we are able to go deeper by at least two more

rounds for SIMON 48/72 and SIMON 48/96.

6.2.1 Improved Linear Approximations for SIMON 48

To generate linear expressions with higher bias than 2727, we need to use multiple bits of
the input mask which means using multiple super-rounds. Here, we generate 12-round,
13-round and 14-round linear trails Equations , and with biases=2"19,2-23
and 2729, respectively (see details in .

1 9
PLi 6 ® PR j+a ®XR7 5 11 12,116 DXLiT14a = k14 Ok Sig i 12Dk 424410 63)

8 4 2
@k H—41+8@k1+6®k1 l+4@kl+2@k @k 69kH—Z@kl i+4

13 13 2 1
PLi16 ®PRiita ®XR; 75 ;110418 DXLij48 412,416 = Kiit8,it12,i+16 DKiy1a o

6 4
ki) Q18 z+12€9k1+2 z+1o@kl i+4, z+8@kz+6@k it EBkH—ZEBk @kz@kz+z@kz 4
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14 14 13
PLiy6 ® PRiira DXR; 14018116420 DXLiT2 110,118 Dhit2iv10i+18D

10 7

12 1 9 8 6
kiiigiv12,i+16 DKit1aDkiivg it10@kiysir10DkiirairsOkite DK ira (6.5)

5 4,003 2 0
Bk @k ki Bkiir Dkiiyy

From Equations (6.3), (6.4) and (6.3) it is clear that the improved linear trails incorporate
three bits of the input instead of a single bit (one bit of the left half and two bits of the right
half). Therefore, evaluate these linear approximations for all 0 <i < 24 will include all bits
of the left and right halves, hence evaluating the trails for each half separately is not required.
The cost of appending three super rounds, each representing four rounds of encryption, is

the guessing of 24 key bits, the size of a single round key of SIMON 48.

6.2.2 Improved 18-round and 20-round Linear Attacks of SIMON 48/72

We start by extending the 12-round linear expression Equation(6.3)) into an 18-round linear
attack by appending six more rounds, four rounds of encryption and two rounds of decryption
(see for more details). The data complexity depends on the capacity of these multiple

approximations:

2 A x4 x D19 =658 7—192 _ 53142

Appending four rounds of encryption (three super-keys) comes at the cost of guessing

23 bits of subkeys:
e 13 bits of kY for i = 0,2,3,6,9,10,11,13,16,17,18,20,23.

e 8 bits of the sum kY

)@kl fori=1,5,8,15,22,12,9,16.

e 2 bits of the sum k), , ®k} , ® k7 fori=14,7.
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The cost of partial decryption for two rounds is the guessing of 8 more key bits, ki17 for
i=1,8,9,16,13,20,17,0. Thus, the total time complexity of this attack is 2+ x 23142 x
231 =267 with full recovery of the 72 master key bits.

In the average-case computation, we use the 14-round linear expression (Equation [6.5])
and extend it by adding four rounds of encryption and two rounds of decryption, to get a
20-round linear attack with data complexity 2442, This requires the guessing of 10 bits
of the last round key, kl-'9 fori=1,8,5,12,9,16,17,0,21,4, which costs 5 bits on average
(see [A.3T] for more details). The appending of multiple super-rounds costs, on average,
the guessing of 16.5 bits and 5 more key bits for the partial decryption. The overall time

complexity is 248 x 24342 x 2215 — 2715,

6.2.3 Improved 20-round and 21-round Linear Attacks of SIMON 48/96

We extend the 13-round linear trail Equation (6.4)) by seven more rounds, four rounds of
encryption and three rounds of decryption, to obtain a 20-round linear attack. The capacity

of the system of the 13-rounds linear approximations is:

2 A DA D-23X2 _ 1658 1232 _ 5-39.42

Appending three rounds of decryption at the end requires the guessing of 24 key bits

(see[A.30|for more details).
e 17 bits of k! fori = 4,11,18,12,19,2,20,3,10,1,8,5,9,16,17,0,21.
e 6 bits of the sum k7, & k;® for i = 11,18,3,10,19,2.

Hence the time complexity of this attack is 2#8 x 23942 x 223 » 223 =29,

In the average case computations, we can use the 14-round linear expression Equation
(6.5) and append four rounds of encryption and three rounds of decryption to get a 21-round
linear attack (see [A.32]for more details). Adding three rounds of decryption requires 29

additional key bits, corresponding to an average cost of 19.5 bits:
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e 19bits of k20 fori =2,9,16,10,17,0,18,1,8,6,13,20,7,14,22,5, 12,23, each counted

as a half bit
e 10 bits of the sum k72, ©k}° fori =1,8,9,16,17,5,0,12,21,4.

The time complexity of the attack is 248 x 24342 x 216:5 5 219:5 — 286,

Tables [6. 1] summarizes our results using average-case complexity as a measure of cost
and compares them with the results of [4]. We are able to go deeper by one round than they
are when we use multiple super-rounds.

Table [6.2] shows a comparison of worst-case time complexity, which is the standard in
the literature. Each key bit guessed is counted as a single key bit, and we recomputed their
numbers in order to accurately reflect this in both our work and theirs. Even though we
cryptanalyze the same number of rounds, the time complexity of the attacks of [4]] is worse

than that of brute force attacks.
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Average Case Computations

) Number of ] ] )
Simon Data Complexity Time Complexity

Rounds

Using a Single Super-Round as Presented in Section |6.1.2

18-round 247.42 266.5
Using Multiple Super-Rounds as Presented in Section [6.2.2
48/72
20-round 245.42 271 S5
Projections from Data in [4]
19-round 23942 268
Using a Single Super-Round as Presented in Section|6.1.3
20-round 24742 2%
48/96
Using Multiple Super-Rounds as Presented in Section|(6.2.3
21-round 24542 286
Projections from Data in [4]]
20-round 239.42 284.5

Table 6.1: Summary of the average case analysis of our results on SIMON 48
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Worst Case Computations

) Number of ] ] )
Simon Data Complexity Time Complexity

Rounds

Using a Single Super-Round Presented in Section [6.1.2

17-round 24742 270
Using Multiple Super-Rounds Presented in Section [6.2.2

48/72

18-round 23142 267

Projections from Data in [4]]

18-round 23942 278

Using a Single Super-Round Presented in Section|6.1.3

19-round 24742 286
48/96

Using Multiple Super-Rounds Presented in Section|6.2.3

20-round 239.42 290

Projections from Data in [4]

20-round 23942 297

Table 6.2: Summary of the worst case gnalysis of our results on SIMON 48

6.3 Linear Cryptanalysis of SIMON 64 Using a Single Super-Round

In this section, we describe linear attacks for two variants of SIMON 64: SIMON 64/96 and

SIMON 64/128 using a single super-round.

6.3.1 Linear Approximations for SIMON 64

We extend the 12-round linear characteristic for the left half, Equation (6.1)), with two more

rounds to obtain a 14-round linear trail for the left half, Equation , with bias=2"34.
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14 14 13 12
PLi®XR; 5 ;118,426 DXL 4i416,+20i+24 = Kij+a,i+16,i+20,i+24 PKiTe 120D
1 10 9 8 7 6
ki iva,i18,i+16,i+20 D kit2,i110,i+18 D hit2,i110,i+14,i+18 Phiv 14 B K48 i 12 DKy 2,iq10
5 4 3 2 |
Dk 1418 Dk 6 DK 4 D Dk;

(6.6)

Similarly for the right half, we extend the 11-round trail of Equation (6.2) to a 14-round

linear trail with bias=2"37, Equation (6.7) (see for detailed derivations for both halves):

14 14 Bk 12
PRi ®XR; i\ 16,124,428 DXLi{5 118,126 = kit,it+18,i+26 DKijta,it16,i+20,i+24

3 10 9 8 7 6 5
Dkir6ir22 PRiv12,i120 Pkit10,i418 DKy iv12,i416 PKiv14a Pk iyg i 12 Dkiya 110 (6.7)

4 3 2 i 0
DkiirairsDkie Dk qaDkipsDk;

6.3.2 20-round and 21-round Linear Attacks of SIMON 64/96

We obtain a 20-round linear attack by appending six rounds—four rounds of encryption

and two rounds of decryption—to the 14-round linear approximation of Equations (6.6]) and

(see[A.335]and [A.36|for details).

As we mentioned earlier, appending a single super round costs requires the guessing

of 18 key bits. Additionally, adding two rounds of decryption requires the guessing of six

additional key bits: k}fz’i 43.10,-419.i426.i+27" In order to compute the data required, need

to compute the capacity of the system of the left-half approximation:

2 =A% 32 x 2 Mx2 97 9342 _ 56l

Thus, the total time complexity of evaluating the left half approximations is 2> x 261 x

218 x 26 = 2%,
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For the right-half approximation, we need to brute force 7 key bits to append single super

19

round, and 8 additional key bits of the last round key:k; ;.| ;4 ;18117424 1425

resulting
in a time complexity of 28!, Thus, the overall time complexity to evaluate the full block is
290.002

For an average-case analysis of the attack, we can go deeper and obtain a 21-round
linear attack by appending four rounds of encryption and three rounds of decryption to the
14-round linear characteristic (Equation [6.6]and [6.7)). The super round costs, on average,
12.5 key bits and three rounds of partial decryption costs the guessing of 22 key bits (14 bits
on average) hence the time complexity for the left half is 2% x 26! x 2125 x 214 = 2925 The
right half requires guessing, on average, 4.5 key bits for appending four rounds of encryption
and 14.5 key bits for three rounds of decryption, for a total of 23> (see and for
more details).

Adding three rounds of decryption for the left half approximations requires the guessing

of:

e 16 bits of the last round key ki20 fori=4,11,19,20,27,2,28,3,10,1,8,25,0,29,17,

24, each counted as a half bit
e 6 bits of the sum k7Y, @ k!° for i = 3,10,19,26,27,0.

Adding three rounds of decryption for the right half approximations requires the guessing

of:

e 13 bits of the last round key k?° for i = 2,9,16,18,25,0,26,1,8,30,5,12,31,6, each

counted as a half bit, hence costs on average guessing 6 bits

e 8 bits of the sum k2, & k/° for i =1,8,17,24,25,0,29,4.

6.3.3 21-round and 22-round Linear Attacks of SIMON 64/128

SIMON 64/128 corresponds to a larger key size than SIMON 64/96; hence we use the same

21-round linear attack presented in section [6.3.2] without counting the key bits as a half
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bit. Thus, the time complexity of evaluating the left half approximations in this case is
25 261 918 922 _ 5106

For the right half system of approximations, we need to guess 20 key bits to add three
rounds of decryption in addition to the 7 bits for the super round. This results in a time
complexity of 23 x 261.27.220 =293 Thuys, the total computational complexity to evaluate
the two halves is 2106,

For the average-case complexity measure, we get a 22-round linear attack by appending
four rounds of encryption and four rounds of decryption to the 14-round linear trail of
Equations (6.6) and (6.7). The cost of adding four rounds decryption is 34 key bits on average
for the left half, which results in a time complexity of 2° x 261 .212:5.23% — 21125 A0,
there are 32 key bits required to be guessed when appending four rounds of decryption to the

approximations of the right half; hence the time complexity is 2° x 261 .245.232 = 21025

The total complexity is 2112

To append four rounds of decryption for the left half we guess the following key bits
(see[A.39|for more details):

e 24 bits of k?l for i =5,12,19,6,13,26,20,21,28,3,22,29,10,4,11,30,18,2,9, 16,
25,0,1,8, each bit counted as a half bit.

e 16 bits of the sum k7!, ® k7 for i =4,11,19,20,27,2,28,3,10,1,8,25,0,29,17,24.
e 6 bits of the sum k7},, ® k2, B k;° for i = 3,10,19,26,27,0.

To append four rounds of decryption for the right half we guess the following key bits
(see for more details):

e 22 bits of k7! for i = 3,10,17,4,11,24,19,26,2,20,27,1,8,9,28,16,31,6,12,0,7,

13, each bit counted as a half bit.
e 13 bits of the sum k7!, ® k2" for i = 2,9,16,18,25,0,26,1,8,30,5,12,31,6.

e 8 bits of the sum k?!

T4 @k, @k)® fori=1,8,17,24,25,0,29,4.
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6.4 Improved Linear Attacks on SIMON 64 Using Multiple Super-Rounds

In this section, we try to improve the results achieved using a single super round presented
earlier, by generating linear trails with higher bias. Consequently, the constraint of using
linear approximation with a single bit of input mask is relaxed. Even though we use multiple
super rounds that require guessing multiple super-keys, the cost is less than the exhaustive

search for one round key of size 32 bits.

6.4.1 Improved Linear Approximations for SIMON 64

We derive 16-round, 17-round and 18-round linear trails (see Equations (6.8), (6.9) and
(6.10)) with biases 2728, 2732 and 2733 respectively (for full derivations refer to|A.41|

and [A.43).

15 13
PLii14®PRij18i112®XR; S5 10116 DXLit1a = ki1 B kidis v 12 ®kitai10®

12 .11 8 16 4
kt+8 52 k1+6 ® kz i+4 D kl+2 ® k ® k & kl+2 ©® kz Ji+4 ® kl+6EB (6.8)

2 | 0
ki itair8 Dkiysivi0Dkiirg itz

17 17 16 15
PLi114®PR;i+8,i+12 D XRi {5 i 110418 DXL 48 iv12,i+16 = Kiit8it12,i+16 PKit14

14 12 11 8 . 16 4
D kz 48,412 D k1—|—2 i+10 D kH—S D k1+6 S kz i+4 D kH—Z D k D k S5 kH—Z D kz Ji+4 D kl+6@

2
k 4448 69k1+2 i+10 GBkz i+8,i+12

(6.9)
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18 18 17
PLit14 ® PR i48,i+12 B XR; i 418 i+16,i+20 D XLit2 110,418 = Kit2,i+10,i+18P

16 14 8
kiivgiv12,i+16D kit g k) i+8i+129D kl+2 10 S kits Bkl D kD i+a D kK p@k  (6.10)

6 4 2 | 0
Bh B Bk 4Bk 6 Ok iiairs Phivair10 DK s it

6.4.2 Improved 22-round and 23-round Linear Attacks of SIMON 64/96

By appending the super rounds of four rounds encryption and two rounds of decryption to
the 16-rounds linear characteristic Equation(6.8), we get a 22-round linear attack.

The capacity of the system of 16-rounds linear trail:

— 4 %322 2X2 0T p—62% _ 549

Appending four rounds of encryption to Equation [6.8] leads to use four super rounds
(one for each input mask bit) with the cost of guessing 31 key bits, in addition to guess 8
bits of k%! to add two rounds of decryption, k%lg 9.16,13.20,17 24(s€€ for more details).
Hence, the time complexity is 2° x 24 x 239 =293,

The components of four super-keys are:

e 19 bits ofk? fori=17,24,31,18,25,14,0,19,26,15,22,2,9,16,3,10,11,21,28
e 10 bits of the sum k/,, ® kY for i = 24,17,16,23,30,1,8,9,13,20

e 2 bits of the sum k; l+4@kl+2@kl~2 fori=22,15

In the average case complexity, we got a 23-round linear attack, which results from
appending seven rounds (four rounds of encryption and three rounds of decryption) to the
16-round linear trail Equation (6.8).

Adding the super rounds of four rounds encryption costs guessing 21.5 key bits on

average, and the three rounds of decryption requires guessing 16.5 key bits on average (see
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for more details):

e 17 bits of ki22 for i =2,9,16,10,17,24,14,21,28,18,25,31,3,11,18,19,26, these

bits are counted as a half bit

e 8 bits of the sum k72, & k?! fori=1,8,9,16,13,20,17,24

Thus, the time complexity of 23-round linear attacks is 2° x 249 x 2215 x 2165 =292,

6.4.3 Improved 24-round and 25-round Linear Attacks of SIMON 64/128

We present a 24-round linear attack of SIMON 64/128 by appending four rounds of encryption

and three rounds of decryption to the 17-round linear characteristic Equation (6.9).

P =4x32x2772 =27

Adding four rounds of encryption requires guessing 31 key bits, in addition to 24 key

bits for three rounds of decryption, a total of 55 key bits (see [A.46|for more details):
e 18 bits of k7* fori = 4,11,18,12,19,26,20,27,2,1,8,5,9,16,17,24,21,28

e 6 bits of the sum k7!, ® k> for i =3,10,11,18,19,26
Thus the time complexity is equal to 2° x 257 x 233 = 2117,

In the average-case complexity, we use the 18-rounds linear approximation Equation
(6.10) and append four rounds of encryption and three rounds of decryption. As a results,

we get a 25-round linear attack.

The capacity of the system of approximations is:

C=4x32x272 =270

Thus, data complexity is 2

. The cost of appending the super rounds of four rounds
encryption is guessing 21.5 key bits on average, and adding three rounds of decryption

requires guessing 20 key bits on average (see for more details):
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e 20 bits of kl-24 for i =2,9,16,6,13,30,10,17,24,18,25,0,22,29,4,7,14,8,23, 30,

these bits are counted as a half bit
e 10 bits of the sum 7}, ® k> fori=1,8,9,16,5,12,17,24,21,28

The time complexity of 25-round linear attack is 32 x 263 x 2415 = 21095,

Tables [6.3| compares our results of SIMON 64 in the average-case complexity with [4]
results. We are able to go deeper by one round and two rounds using multiple super-rounds
in SIMON 64/96 and SIMON 64/128 respectively.

Table [6.4] shows a comparison of worst-case time complexity. In SIMON 64/96, we
cryptanalyze the same number of rounds, the time complexity of their attacks is worse than
brute force attacks. In the case of SIMON 64/128, we are able to go deeper by one round

than [4]].
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Average Case Computations

) Number of ) ) )
Simon Data Complexity Time Complexity

Rounds

Using a Single Super-Round Presented in Section [6.3.2

21-round 261 2925

Using Multiple Super-Rounds Presented in Section [6.4.2

64/96
23-round 249 292
Projections from data in [4]
22-round 251 2%
Using a Single Super-Round Presented in Section |6.3.3
22-round 26! 2125
Using Multiple Super-Rounds Presented in Section (6.4.3
64/128

25-round 263 2109.5

Projections from data in [4]

23-round 251 2106

Table 6.3: Summary of the average case analysis of our results on SIMON 64
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Worst Case Computations

) Number of ) ) )
Simon Data Complexity Time Complexity

Rounds

Using a Single Super-Round Presented in Section [6.3.2

20-round 261 290

64/96 | Using Multiple Super-Rounds Presented in Section [6.4.2

22-round 249 293

Projections from data in [4]

22-round 251 2101

Using a Single Super-Round Presented in section |6.3.3

21-round 261 2106

Using Multiple Super-Rounds Presented in Section (6.4.3

64/128
24-round 257 2117

Projections from data in [4]

23-round 251 2123

Table 6.4: Summary of the worst case analysis of our results on SIMON 64

6.5 Linear Cryptanalysis of SIMON 96 Using a Single Super-Round

In this section, we introduce the linear attacks of SIMON 96/96 and SIMON 96/144 using the

special linear approximations with a single input mask bit.

6.5.1 Linear Approximations for SIMON 96

We extend the 14-round linear approximation into 15-round ,16-round and 19-round linear

trails, Equations [6.11] [6.12] and [6.13] (see [A.T1| for detailed derivation).
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The 15-round linear trails for the left and the right half with biases 2737 and 24!

respectively:

15 14
PL; ®XR;;16,i424,i+28 69XL:+2 i4+18,i+26 = Kit2,i118.i+26 Dk;? 4,i+16,i420,i4+24D
k'2 @kl @k ok Y Y 4
i+6,i+22 Pk jtai18,i+16,i+20 DKir2,i+10,i+18 Pkiy2i110,i414,i+18 Pkiy14 Dkiitg it12

1
D kH—Z i+10 D kz 44,48 D k1+6 S kl Ji+4 D kl+2 D ki

15 14 13 12
PR B XRE 30 BXLi7 1611040128 DKitri6i124i128 Dkitoiv1si126 BKitiait16i420i+24
10 9 8 7 6 5
D k1+6 i+22 DKit 12,000 Dhiy10,i418 Dhitgiv12,i+16 Pkiv1a Dkiiyg iv12 Dkipo 110D
4 1 0
kl i+4,i+8 D kl+6 D kl i+4® ki+2 S ki

(6.11)

The 16-round linear characteristics for the left and the right half with biases 2~*! and

2=4? respectively, as follows:

16 T 14 13
PL;&XR!%3, SXL; ;416,424,428 = Kiiv16,i+24.i+28 PKi2 118,426 DKiira it16i120i+24
B ki? T6,it22®D kii iit4,i+8,i+16,i+20 D kz+2 i+10,i+18 D kz+2 i+10,i+14,i+18 D kz+14 k] 48,12

|
@k1+2 10 Bk i+4,i+8 Dkl oDk it ki Bk

13
PR; ®XR|® i 16,i424,i428,i432 DXL 30 =k20®kii 161241128 D kit2,i118,i+26
12 1 10 9 8
DK i1 4ir16,i+20,i+24 Dkite,it00 DKit12,400 P kit10,i+18 PKitg it12,it16
okl 1, DK ek ok} Ok Dk Dk, DR
i114 DK ig i 12 PR 110 DK 1418 DKo DK i g DKo DE;

(6.12)
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2758

The 19-round linear approximations for the two halves with biases=2! and respec-

tively:

19 18

PL;i®XR; ;14 i116,i-420,i+24,i+32,i+36 EBXLH—2 i+18,i426,i+34 = Ki2 i118,i+26,i+34D

kT S kO Bk Dkt i 186 Bk @
i,i4+16,i+24i+28,i+32 i+30 1,i4+16,i+24,i+28 i+2,i+18,i4+26 i,i+4,i+16,i+20,i+24

k2 Dk} Dk i 100018 Divo iv10i014.i018 D14 Bk 118 i110®
i+6,i+22 i,i4+4,i+8,i4+16,i+20 i+2,i+10,i+18 i+2,i+10,i+14,i+18 i+14 i,i+8,i+12

6 1
kl+2 i+10 S kl J+40+8 S k1+6 > kl J+4 D kl+2 S ki

19 18
PR; @XRZ% i422,i4+38 DXLy 14 i116,i420,i4+24,i132,i436 = Kij+4,i+16,i120,i+24,i+32,i436
16 15 14 13

D k1+2 i+18,i426,i+34 DK; 2116 104 1128 i+32 PhiT30 DK 1 16,i24.i128 Dhito it18.i+26
o kL2 Dkl @ kL0 ok o kS

L i+4,i416,i+20,i+24 D Kite 122 DKir12,i420 DKi110,i+18 DKiy8ir12,i416
Bkl DkS ok @k Bk Bk, Dk, B

i+14 DK 18 412 DKo 110 DK 1418 DKL e DK 14 DKipr DK;

(6.13)

6.5.2 20-round and 22-round Linear Attacks of SIMON 96/96

Here, we present two linear attacks in the worst and the average case complexities for
SIMON 96/96. First, we get a 20-round linear attack by appending the super rounds of four
rounds encryption and one round decryption to the 15-round linear approximations Equation
6.11]

The capacity of the left system of approximations is:

4X48X2 37x2 2 66.42

Adding the super rounds of four rounds encryption requires guessing 18 key bits (the
size of super-key corresponding to the left half), and the one round decryption is added with

no extra cost (see for more details).
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The time complexity for evaluating the linear approximations for the left half is 258 x
218 5 26642 — 290 The time complexity for evaluating the right half approximations is
2338 5 27 % 20642 — 279 The total computational complexity to evaluate both halves is 2%,

In the case of average-case computations, we can attack up to 22-rounds of SIMON 96/96,
by using the 16-round linear trails Equation (6.12)) and append four rounds of encryption
and two rounds of decryption. Adding the two rounds decryption requires guessing 2
key bits k§}738 for the left half approximations (counted as a half bit) and 10 key bits of
kT8 17.24.25.32.29.36.33 40 for the right half approximations (counted as a half bit) (see
and for more details).

The capacity of the 16-round system of approximations is:

EZ — 4 X 48 X 2—41><2 — 2—74.42

Thus, the required data complexity is 27442

, and the time complexity to evaluate the left
half approximations is 238 x 27442 x 2125 » 21 = 2935 Ip addition to the complexity of

the right half approximations 28 x 27442 5 245 25 — 2893 hence the total complexity is

293.56

6.5.3 25-round and 26-round Linear Attacks of SIMON 96/144

In the case of SIMON 96/144, we can go deeper and describe a 25-round linear attack. We

append four rounds of encryption and two rounds of decryption to the 19-round linear trail
A58

The capacity of the left system of approximations is:

2 — 4 48 x 2—51%2 _ 9758 o 1512 _ —94.42

Thus, the number of plaintext and ciphertext pairs required for this attack is 2°442.

Appending two rounds of decryption to the approximations for the left half requires
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guessing 14 key bits of ki24 fori=1,8,5,12,17,24,21,28,25,32,33,40,37,44, and 6 key
bits for the approximation for the right half k** for i = 7,14,23,30,39,40 (see and
[A.59| for more details).

The complexity of evaluating the approximation for the left half is 2738 x 218 x 214 x
29442 — 2132 and for the right half is 258 x 27 x 26 x 29442 = 2113 Thuys, total complexity
to evaluate the two halves is 2132

In the case we consider the average-case complexity, we use the 19-round linear trail

and add four rounds of encryption and three rounds of decryption to get a 26-round linear

attack for SIMON 96/144 (see [A.60|and [A.61] for more details).

The key bits required guessing for adding three rounds of decryption for the left half

approximations (see [A.60|for more details):

e 26 bits of kl-25 for i =2,9,16,6,13,20,18,25,32,22,29,36,26,33,40,34,41,0,38,
45,7 ,14,23,30,39,46, these bits are counted as a half bit

e 14 bits of the sum k7, G k7 for i = 1,8,5,12,17,24,21,28,25,32,33,40,37,44

In average, adding three rounds of decryption costs guessing 27.5 key bits, hence the time
complexity to evaluate the left half approximations is 2798 x 2123 x 2275 x 29442 — 2140
The key bits required guessing for adding three rounds decryption for the right half

approximations (see for more details):

e 18 bits of k25 for i = 8,15,22,24,31,38,40,47,6,1,5,12,9,16,17,21,28,33, these

bits are counted as a half bit
e 6 bits of the sum k7, ® k?* for i = 7,14,23,30,39,40

In average, adding three rounds of decryption costs guessing 15 key bits. The time
complexity to evaluate the right half approximations is 238 x 243 x 215 x 29442 — 21195

The total complexity to evaluate both halves is 2140,
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6.6 Improved Linear Attacks on SIMON 96 Using Multiple Super-Rounds

Here, we improve the linear attacks presented in section [6.5] by generating and using linear
approximations with higher bias. As we mentioned earlier, the way to do so is to use multiple

bits of the input mask.

6.6.1 Improved Linear Approximations for SIMON 96

We derive a 28-rounds linear approximation, with bias=2">(see |A.62| for the full deriva-

tion).

PLH-14 @ PR;, 48,1412 EBXR, J+4,i+8 EBXL,+6 = k276 @k, i+4 S k252 S¥) k23 @kzz @k,+2

@kt Ji+4 @kH—ﬁ EBk +4.,i,i4+-8 EBkH—Z i+10 EBkl i+8,i+11,i+12 EBkl—i—8 J+9,i+14 69kz J+8,i+12

DhiDrir0.010 O hiTs Dhite Dhigyg Dkly DK OKF DAY DI D144

Dkl D ki2,i+4,i+8 D kil+2,i+10 SY kgi+8,i+12
(6.14)
6.6.2 Improved 22-rounds and 23-rounds Linear Attacks of SIMON 96/96

We introduce two linear attacks of SIMON 96/96, considering the two cases of complexities
the worst and average. We used the 16-rounds linear characteristic Equation (6.8)) presented
in section [6.4.2] and append four rounds of encryption and two rounds of decryption.

The capacity of the system of 16-rounds linear trail:

2= dx32x2 B2 9T 9622 _ 549

The four rounds of encryption costs guessing 31 key bits, in addition to 8 key bits required

; 21 ; ity je 0958 49 39 _
for adding two rounds of ky g g 16 13 20,1724~ Hence, the time complexity is 2°°% x 2% x 277 =
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293.58

In the average case complexity, we get a 23-round linear attack as a result of appending

four rounds of encryption and three rounds of decryption to the 16-rounds linear trail (see

for more details).

e 17 bits of k22 for i = 2,9,16,10,17,24,14,21,28,18,25,31,3,11,18,19,26, these

bits are counted as a half bit
e 8 bits of the sum k72, ® k7! fori=1,8,9,16,13,20,17,24

The average cost of extending the linear trail by four rounds encryption is 21.5 bits,

and for the three rounds of decryption is 17 bits. Thus, the average time complexity is

25.58 % 249 % 221.5 % 217 — 293,08

6.6.3 Improved 34-round and 35-round Linear Attacks of SIMON 96/144

We can attack up to 34-rounds of SIMON 96/144, by extending the 28-round linear trail
Equation (6.14) and append four rounds encryption and two rounds decryption.

The capacity of the system of approximations:
EZ — 4 % 25.58 % 2—50 X2 = 2—92.42

To append the super rounds of four rounds encryption, we need to guess four super-keys
(one for each bit of the input mask), a total of 31 key bits which is less than one round key

of size 48 bits in this case. The components of the super-keys are:
e 19 bits ofk? fori=17,24,31,18,25,14,32,19,26,15,22.2,9,16,3,10,11,21,28
e 10 bits of the sum k!, , ® kY for i = 24,17,16,23,30,1,8,9,13,20

e 2 bits of the sum k2i+4 EBk}Jrz EB/’ci2 fori=22,15
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Additionally, there are six more key bits of the last round key required guessing for
adding two rounds of decryption:ki33 fori=1,8,5,12,9,16 (see for more details).
Thus, the time complexity is 2728 x 29242 x 231 x 26 = 213

In the case of average-case complexity, we can extend the 28-round linear trail by adding
four rounds of encryption and three rounds of decryption and get a 35-round linear attack.
The four rounds encryption required guessing 21.5 key bits on average, and 16 bits for

adding three rounds of decryption (see [A.64] for more details).

e 12 bits of k?“ fori=2,9,16,6,13,20,10,17,24,3,11, 18, each counted as a half bit.

e 6 bits of the sum of k37, ® k3> for i =1,8,5,12,9, 16.

The time complexity is 2798 x 29242 x 2215 x 212 — 21315,

Tables [6.5]compares our results of SIMON 96 in the average-case complexity with [4]
results. They did not present linear attack for SIMON 96/96. In the case of SIMON 96/144,
we are able to go deeper by one round using multiple super-rounds.

Table 6.6 shows a comparison of worst-case time complexity. Even though we cryptana-
lyze the same number of rounds, the time complexity of their attacks is worse than brute

force attacks.
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Average Case Computations

) Number of ) ) )
Simon Data Complexity Time Complexity

Rounds

Using a Single Super-Round Presented in Section [6.5.2

22-round 266.42 293.5

96/96 | Using Multiple Super-Rounds Presented in Section [6.6.2

23-round 249 2938

Using a Single Super-Round Presented in Section 6.5.3

26-round 29442 2140

96/144 | Using Multiple Super-Rounds Presented in Section [6.6.3

35-round 292.42 2131.5

Projections from data in [4]

34-round 286.42 2134.5

Table 6.5: Summary of the average case analysis of our results on SIMON 96
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Worst Case Computations

) Number of ) ) )
Simon Data Complexity Time Complexity

Rounds

Using a Single Super-Round Presented in Section [6.5.2

20-round 20642 290

96/96 | Using Multiple Super-Rounds Presented in Section [6.6.2

22-round 249 293.58

Using a Single Super-Round Presented in section [6.5.3

25-round 29442 2132

96/144 | Using Multiple Super-Rounds Presented in Section [6.6.3

34-round 29242 2135

Projections from data in [4]

34-round 286.42 2149

Table 6.6: Summary of the worst case analysis of our results on SIMON 96

6.7 Linear Attacks on SIMON 128 Using a Single Super-Round

First, we introduce linear attacks using a single super round on the three variants of SIMON

128: SIMON 128/128, SIMON 128/192 and SIMON 128/256.

6.7.1 Linear Approximations for SIMON 128

We extend the 19-round linear approximation Equation(6.13)) into a 20-round linear trail
Equation(6.15)), for the left and the right half with biases=27>% and 27! respectively (see
A.65| and [A.67] for the derivation). Also, we generate 21-round linear trails Eq. ?? with

biases =271 and 27 for both halves respectively (A.66/and for detailed derivation).
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20 20 _ 19

PLi©XRi 61122138 DXLii14,i116,i420,i+24,i+32,i+36 = Kijit4.i+16,i+20,i424,i+32,i+36D
14

kityit18i126i 134 Dkiliiei0air28it32 DKis30 DKz 1611240128 Dhitaiyis.it26®

13
ki ait16.i420,i+24 D kit Y6422 D kl i+4,i+8,i+16,i+20 D kl+2 i+10,i+18 D kl+2 i+10,i+14,i+18D

kg DK 48,12 @kz+2 10 B K g irs ®kie @kl 4 E Kk Bk

20 19
PRiBXRY, 4 i18.i16i120132.036.1+40 DX L6 11201138 = Kivei20i138®
18 17 16 15
K; it a.i+16,i420,i+24,i+32,i436 P Kit2 i118,i426.i+34 DK 116,104 1128 i+32 P kit 30
14 13 12 1 10
Dk it 16,i+24,i+28 Dkita ir18,i+26 Dhiiraivi6,i+20i+24 PKite it Pkif12i400P

9 0
kii10it18 @kl+8 i+12,i+16 D kz+14 DI it8,it12D kz+2 410 @kz i+4,it8 @kz+6 Dk; ita D kl+2 ©k;

(6.15)

20
PLi®XRI], 4 108,016,420+ 32.i436.+40 DX LiL6 11200138 = = kit6it22,i138D
19 17 16
K; i14.i416,i420,i424,i432,i+36 D kl+2 i+18.i426.i+34 D Kiir16,i124,i128,i+32 Pkiy30P
15
k J+16,i+24i4-28 D kl+2 i+18,i+26 D kl J+4,i+16,i+20,i+24 D kl+6 i+22 D kl i+4,i+8,i+16, H—ZOEB

ki i+10,i+18 D kz+2 i4+10,i4+14,i+18 D S @kl i+8,i+12 D kl+2 i+10D kl it4,i+8 D kiy6®

ks ki Sk

(6.16)

100



21 21 _
PR ©XR; 5 i110,i418,i+34,i+42 DXLi i1 4 i18,i416,i420,i+32,i+36,i+40 =

20 19 18
K it 4.i48,i+16,i420,i4+32,i+36,i-+40 D Kit6.i+22.i438 DKiita it16,i+20,i+24,i4+32,i+36P

17 16 15 14 13
Ki{o i118,i+26,i+34 DK 16,i+24,i+28,i+32 P KiT30 DKiiy16,i404,i428 PKiTa i118,i+26P
12 1 10 9 8 7 6
ki it4.i416,i420,i+24 D Kite,it20 DKir12,i420 B kit10,i418 PKitg it12,i+16 PKip14a DK iygiv12

D k?+2,+ 10D k?,i+4,i+8 D ki3+6 D kz'2,i+4 D ki1+2 =1

(6.17)

6.7.2 24-round and 25-round Linear Attacks of SIMON 128/128

We get a 24-round linear attack by appending the super rounds of four rounds encryption
and one round of decryption to the 19-round linear approximations Equation [6.13]

The capacity of the left system of approximations is:

CZ — 4.64_2751><2 — 28 ‘27512 — 2100

Thus, the time complexity to evaluate the approximations of the left half is 26 x 2190 x
218 = 2124 We need to add the complexity to evaluate the right half approximations
26 % 2100 5 27 — 2113 hence the total complexity is 2124,

However, in the case of average time complexity, we present a 25-round linear attack.
This results from appending one more round to the 24-round linear attack which costs for
the left half 26 x 2190 x 2125 5 27 = 21195 The complexity for the right half is 26 x 2100 x
243 % 23 = 21135 The overall time complexity is 2'%°.

Appending two rounds of decryption at the end of the approximations for the left half
requires guessing 14 key bits of k** fori = 1,8,5,12,17,24,21,28,25,32,33,40,37,44, and
6 key bits for the approximation for the right half kl~24 fori=7,14,23,30,39,40 (see
and for more details).
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6.7.3 28-round Linear Attack of SIMON 128/192

We attack up to 28-round of SIMON 128/192 by extending the 21-round linear approxima-
tions Equations and|6.17) and append four rounds of encryption and three rounds of
decryption.

The capacity of the system of the left half approximations:

P =4 x 64 x2761X2 =98 p=617 _p-114

Thus, the number of plaintext and ciphertext pairs required is 24,
The cost of adding three rounds of decryption is to guess 46 key bits (see [A.69]for more

details)

e 30bits of k27 fori =2,9,16,6,13,20,10,17,24,18,25,32,22,29,36,34,41,48,38, 45,
52,42,49,56,3,50,11, 19,26, 35.

e 16 bits of the sum k?/, ®k? fori=1,8,5,12,9,16,17,24,21,28,33,40,37,44,41,48

The time complexity to evaluate the approximations for left half is 26 x 218 x 246 x 2114 —
2184 Also, the complexity to evaluate the right half approximations is 28 x 27 x 242 x 2114 =
2199 The total complexity is 2!83.

In the case we consider the average time complexity, we present the same 28-round

linear attack with lower complexity 26 x 212 x 231 x 2114 — 21635,

6.7.4 29-round Linear Attack of SIMON 128/256

Here, we can extend the 28-round linear attack presented in section and add one
more round decryption (a total of four rounds of decryption). In addition to the 46 key bits
required guessing for three rounds of decryption, there are 55 key bits of the last round key
k8 to append one more round. A total of 101 key bits required guessing for the decryption

rounds (see for more details).
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The time complexity for the left half evaluation is 26 x 218 x 2101 x 2114 — 2239 Addi-
tionally, the right half approximations has the complexity of 26 x 27 x 293 x 2114 = 2220 The
time complexity to evaluate both halves is 22%°. Considering the average-case complexity

will reduce the time complexity for this attack to 2201,

6.8 Linear Attacks on SIMON 128 Using Multiple Super-Rounds

In this section, we try to derive linear characteristics with higher bias; hence we can attack a
larger number of rounds than the attacks presented earlier. To do so, we allow using multiple

bits of the input mask.

6.8.1 Improved Linear Approximations for SIMON 128

This member of SIMON family has the largest block size, hence we are able to go deep
in rounds and generate a 35-round linear trail with bias = 278 (see for detailed

derivation).

35 35 32
PLi3i410,i+18 D PRi i138,i+12,i+16 D XRiT2 i 110,418 B XLi748 i+12,i416 P hiitg,i+12,i+16

31 30 29 28 1 0
B kit 14 Dkiiigiv12Dkiisip10 DK 1418 Dkip1a Okiirgit12it16

6.8.2 Improved 32-round and 34-round Linear Attacks of SITMON 128/128

SIMON 128/128 has the smallest key size among other members of SIMON 128; hence
we can not use the 35-round linear approximation. Therefore, we derive a similar linear
characteristic to the linear trail derived for SIMON 96. Thus we produce a 27-round linear
trail with bias = 27*°, and append four rounds of encryption (multiple super-rounds) and

one round of decryption.
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PLi114®PR;jisi412 D XR g ® XL, 0k, Ok, OkP kP @k, k2 okl
® ki1£4,i,i+8 ® killz,mo D kil,?+8,i+ll,i+l2 D kil—iS-S,i+9,i+14 D ki{?+8,i+12

B3y ir0ir10Dkitg Dkl ki 4Bk, Bk SR DD H Dk \4

By 6 Ok irairs Dkitaii10 Dk igirn

(6.18)

The capacity for the linear approximations:

— 4 x 64 x2 42 =08 9497 _ =90

The cost of extending the 27-round by appending the super rounds of four rounds
encryption requires guessing 31 key bits, but the one round decryption is added with no
extra cost (see for more details).

The components of the super-keys are:

e 19 bits of k? fori=17,24,31,18,25,14,32,19,26,15,22,2,9,16,3,10,11,21,28
e 10 bits of the sum k/,, ® kY for i = 24,17,16,23,30,1,8,9,13,20

e 2 bits of the sum k; z+4@kz+2@ki2 fori=22,15

The data complexity for this attack is 2°°. The time complexity is 64 x 290 x 231 = 2127,
In the average-case complexity, the cost for appending four rounds of encryption reduced
from guessing 31 key bits to 21.5 bits. Also, we add three rounds decryption, which costs

guessing 6.5 key bits on average (see for more details). Therefore, we can attack up to

34 rounds of SIMON 128/128.

e 8 bits of kf’3 fori=8,15,22,9,16,1,5, 12, these bits are counted as a half bit
e 2 bits of the sum k37, G k2 for i = 7,14
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The time complexity is 64 x 290 x 2215 x 26 = 21235,

6.8.3 Improved 40-round and 42-round Linear Attacks of SIMON 128/192

We extend the 35-round linear approximation and append four rounds of encryption and one
round decryption (see|A.74), as a results we get a 40-round linear attack.

The capacity of this system of approximations:

P =4 x64x2 8208 9682 _ o128

Therefore, the required data complexity is 2!?8. To append four rounds encryption, we

use seven super-rounds, and the components of the seven super-keys are:
e 30 bits ofk? fori=5,12,19,6,13,2,20,7,14,3,10,27,21,28,15,22,11,18, 35,29, 36,

23,30,26,9,16,17,24,25,32

e 19bits of the sum k!, &k? fori=12,5,4,11,18,20,13,19,26,28,21,27,34,1,8,9, 16,
17,24
e 6 bits of the sum kY, , @k}, ® k7 fori=10,3,18,11,26,19

Thus, there are 55 key bits required guessing to append the super rounds of four rounds
encryption. The time complexity in this case is 20 x 2128 x 235 = 2183,

In the average case, we get a 42-round linear attack from extending the 35-round linear
trail and add four rounds of encryption and three rounds of decryption (see[A.75).

e 18 bits of the sum k! fori=4,11,18,12,19,26,20,27,34,1,8,5,9,16,17,24,21,28,

each counted as a half bit
e 6 bits of the sum k!, ® k! for i =3,10,11,18,19,26

Counting the key bits on average reduces the cost of adding four rounds of encryption
from guessing 55 bits to 40 key bits. Also, appending three rounds of decryption costs 15

key bits on average, hence the time complexity 64 x 2128 x 240 5 215 — 2189
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6.8.4 Improved 43-rounds Linear Attack of SIMON 128/256

We can attack up to 43-rounds of SIMON 128/256, by appending four rounds of encryption
and four rounds of decryption to the 35-round linear trail. As we mentioned earlier, the
data complexity to evaluate the 35-round linear trail is 2'?8. The cost for appending the
encryption rounds is guessing 55 key bits (see section [6.8.3)). Additionally, adding more
rounds of decryption increased the number of key bits required guessing to 106 key bits.
To append four rounds decryption, there are 53 key bits required guessing (see for

more details):

e 28 bits ofkj‘2 fori=5,12,19,26,13,14,21,20,27,34,28,35,22,29,42,2.9,6,10,17,
24,18,25,32,39,36,7,23, each counted as a half bit

e 18 bits of the sum k}2, Bk} fori=4,11,18,12,19,26,20,27,34,1,8,5,9,16,17,24,
21,28

e 6 bits of the sum k2

4 @Ok, @k fori=3,10,11,18,19,26

The time complexity for this attack is 20 x 23 x 233 x 2128 = 2242 In the average
case complexity, we have the same 43-round linear attack with lower complexity. Thus,
appending four rounds of encryption and decryption costs guessing 40 and 38 key bits on
average, respectively. The time complexity is 26 x 278 x 2128 = 2212,

Tables [6.7| compares our results of SIMON 128 in the average-case complexity with the
results presented in [4]. They did not present linear attack for SIMON 128/128. For the
other two variants of SIMON 128, we attack one more round and two more rounds than [4]]
respectively.

Table [6.8] shows a comparison of worst-case time complexity. In the case of SIMON
128/192, even though we cryptanalyze the same number of rounds, we present a more

efficient attack with lower complexity. But we present a better attack than [4] for SIMON

128/256.
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Average Case Computations

Simon Number of Data Complexity Time Complexity
Rounds
Using a Single Super-Round Presented in Section [6.7.2
25-round 2100 2120
128/128 | Using Multiple Super-Rounds Presented in Section |6.8.2
34-round 2% 21233
Using a Single Super-Round Presented in section ??
28-round 2114 21633
128/192 | Using Multiple Super-Rounds Presented in Section |6.8.3
42-round 2128 2189
Projections from data in [4]
40-round 2120 21745
Using a Single Super-Round Presented in section |6.7.4
29-round 2114 2201
128/256 | Using Multiple Super-Rounds Presented in Section |6.8.4
43-round 2128 2212
Projections from data in [4]
42-round 2120 22333

Table 6.7: Summary of the average case analysis of our results on SIMON 128
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Worst Case Computations

Simon Number of Data Complexity Time Complexity
Rounds
Using a Single Super-Round Presented in Section [6.7.2
24-round 2100 2124
128/128 | Using Multiple Super-Rounds Presented in Section |6.8.2
32-round 2% 2127
Using a Single Super-Round Presented in section ??
28-round 2114 2189
128/192 | Using Multiple Super-Rounds Presented in Section |6.8.3
40-round 2128 2183
Projections from data in [4]
40-round 2120 2192
Using Single Super-Round Presented in section 6.7.4
43-round 2128 2242
128/256 | Using Multiple Super-Rounds Presented in Section |6.8.4
43-round 2128 2242
Projections from data in [4]
42-round 2120 2236

Table 6.8: Summary of the worst case analysis of our results on SIMON 128
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Chapter 7:  Linear Cryptanalysis of Reduced-Round SIMECK using Super Rounds

Lightweight block ciphers is a very active area, and several lightweight designs have
appeared that aims to work efficiently on constrained environments. Simon and Speck by
NSA get considerable attention and security analysis, hence inspired by these two designs
SIMECK was introduced in 2015 by Yang, Zhu, Suder, Aagaard, and Gong [29].

SIMECK is a family of lightweight block ciphers that combines design features from
SIMON and Speck, so it makes a slightly modified round function of SIMON and uses
Speck key schedule. Even though SIMECK uses a different set of rotation constants, our
cryptanalytic model using super rounds is still applicable.

In this chapter, we analyze the lightweight block cipher SIMECK regarding its resistance
against our linear attack model using super rounds. Hence, we prove the efficiency of
our model by conducting experiments on 8-round, 10-round and 12-round reduced-round
SIMECK. Additionally, we present our results of projected linear attacks of SIMECK 32,

SIMECK 48, and SIMECK 64.

7.1 Linear Cryptanalysis Using Super Rounds

Because SIMECK shares a similar round function design to the design of SIMON round
function, we have the same observation that enables us to construct the super-round. After
four rounds of SIMECK 32/64 encryption, one bit of the left half of the state depends on
only 16 key bits, which is equal to the size of one round key. In the case of the right half,
one bit of the state depends only on 7 key bits. Therefore, we are able to construct a super

round in a similar way to the case of SIMON.
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7.1.1 The Super Round

Similar to the construction of super-round in SIMON, we present here a similar construction
of super-round for SIMECK.

Recall equation (3.1):
(XL XRITY) = R;(XL/ XR)) = (XR' @ F(XL)) & K/, X L)
which implies that:
XL =xRl oz ek
=xL ' o7/ ok

=xL ozl ok ozl ok

And hence that:
XL =x@zl okl ez’ okl =PLozl okl 9 Z} ok}
Similarly,
» .
XRI" =XL]
i—2 i—1 i—1
=XL "aZ/” ¢k

=XR oz ooz oK

and hence that:
XR}=XRV o2l a2 @k} =PRioZ’ ol @2} o k?
Now recall equation (3.4):

F(XL)) = [(XL)&(XL) <« 5)| XL/ <« 1)
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which implies that:

7/ = (XLI&XL!

J
irs) ®XLi,

giving us:
Z) = (PLi&PL;,s5) ® PLiy
Z! = ((Z) &k © PR)&(Z}, s Dk} 5 ® PRiy5)| @ (Z D kg ® PRiy1)
7} =z okj ©XR)&(Z},s D kiys OXRY,s)| @ (Ziy O ki1 DXRE )

= (! ®kj ®PL)&(Z}\s® k!, 5B PLiys5)|® (Z}y ®ki1 ®PLi11)

Zi3 = (Vl&VQ) Dv3

where:

=7} &k DXR; = Z2 @k} O XL, — 2202’k e PR oK
0 0 2
vy =20 s ®kis®XRYs =Z} 5@kl s®XLl s =ZLsBZ) Dk sS PR 5Dk s

vy =72l Ok OXRY = Z0 Ok OXLL =77 ©Z Ok © PR Ok,

Finally,

XL} =Z okl ®eXR =Z'okleXl? =Z ek oZ ok ¢PL,

XR=XL} —XLlaZ} okl =PRaaZ’eZ? ek}

7.1.2 The Super Key

The following table lists the components of the left and the right super keys.
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Super-key of the left-half | Super-key of the right-half

k) Dk, Dkl Dk k) k]

0 10 1 g2 0 I
kiys Ok Okiye Okis kive ©kiys
K @k k!

Dk! K0

0
ki i+5

i+6
0 1 0

ki1 ©kiio kite
0 1 0

kito kg ki s

0 1 0
ki ®ki g ki 10

Table 7.1: Super Keys

There are equivalent approximations can be used:

Approximationl :Pr[F(XLle) :XL{H] = %
Approximation2 : PrlF (XL ™) = XL], | ®XL]] = %
Approximation3 : Pr[F(XLle) = XLljJrl @XL{H] = %
Approximation4 : PrIF(XLI™") =XL], | @ XL © XL, §| = %
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7.1.3 Experimental Attacks

In this section, we present our results of the implemented linear attacks on SIMECK 32/64

reduced to 8, 10, and 12 rounds.

7.1.3.1 8-round Linear Attack

To use the super rounds, first, we need to derive a 4-round linear approximation that relates
a single bit of the left half and right half inputs respectively to a few bits of output after four
rounds. Then we use the super rounds to obtain a single bit of input, and then concatenate it
with the approximation, thus relating plaintext, super key and ciphertext bits of eight rounds
encryption. Figure|/.1|depicts the 8-round attack.

Firstly, we extract a 4-round linear approximation for the left half with bias 27 as the

following:

PL; = XL? = XR!

=F(XR®); © XL} ®k;

~XRY, | ®XL} ok

= XR}, ® XL} &k

. < 3 2 3 071

=F(XR)i1 ®XL;, | @ ki ®XR; &k 7.1)

v p3 3 2 3] .
3 3 2 1

=XR; 2y OXLi Dhity Ok

= F(XR4),~7,~+2 EBXLé,urz @k?,i-i-z @XR?H D ki2+1 @k}
4 4 4 3 2 1

R XRi 11,3 DXR DXL o Dk Dhiy Dk

4 4 3 2 1
=XR/ 3 @XLi,i+2 D ki,i+2 Bk Dk
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Also, we extract a similar approximation for the right half input bit with bias=279:

PR; =XR? =F(XR"); o XL} & k!
~XR! | XL k)
= F(XR*) i1 ©XLY | ® kL OXRF D)
~XR, DXL, @kl OXRI DK
=XR}; , ®XLY Bkl Bk
= F(XR)i+2 ® XL}, D ki iy OXLE, Dkiyy DK
N XRY 1 i3 O XL 2 B OXRY D kiy DK
= XR} 3 XL} k1 Bkiy Bk
= F(XRY)i 3 ® XL} 30k 3 ®XR} 1, B ki ki DK

= XR} 110,14 B XL 30K 3Bk 0 Bk DK

XLO||XR®

FS &—— Super Key

/X

L2~ 4-round Linear
ok’ @k (—Dk @kﬁ1 @kmz Approximation K’

1,i+2 itl

XL @XR (-BXL XR ®XR?

i,i+2,i+4

0
i+3

k), @k

ok (-Bk @k ok (-Bk

1,i+2 i+l i+l

Bias=¢=2" Bias=£=2°

<

XL ® XR ®

Figure 7.1: 8-Round Linear Attack
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Now, we can append the super round to the 4-round approximations|/.1|and[7.2[to relate
the plaintext to the single bit of super round output, and thus we obtain an approximate
relationship between plaintext, ciphertext and super key bits. This extension enables up
to attack up to eight rounds without reducing the bias further. This gives us the following

expressions:

XL ®XR} 3O XLY 10 =k in ©kY OK (7.3)

4 8 8 7 6 5 g4
XR; OXR; 15114 ©XLi\3 = ki3 Okii Dkiyy Dk (7.4)

L

Evaluating the equations and [7.4{ requires using 2'* plaintext and ciphertext pairs,

1
2—5x2*

which is equal to a 2% x In addition to perform an exhaustive search over the 16-bit
and 7-bit super-keys respectively. Hence, the time complexity to evaluate [7.3| and [7.4] for all

0<i<16,are 2% x 24 x 216 and 214 x 24 x 27 respectively.
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Experiment | Bitl | Bit2 | Bit3 | Indeterminate | Super Key Bits

Key 1 16 16 12 1.5 45.5
Key 2 16 15 11 2.5 44.5
Key 3 16 16 13 1.5 46.5
Key 4 16 16 11 2 45

Key 5 16 16 14 0.5 46.5
Key 6 16 15 10 2 43

Key 7 16 16 15 0.5 47.5
Key 8 16 16 13 1.5 46.5
Key 9 16 16 15 0.5 47.5
Key 10 16 15 12 1.5 44.5
Key 11 16 16 14 1 47

Key 12 16 15 11 2 44

Key 13 16 16 15 0.5 47.5
Key 14 16 16 10 2.5 44.5

Table 7.2: 8-round attack using only left-half super rounds
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Experiment | Bitl | Bit2 | Bit3 | Indeterminate | Super Key Bits

Key 1 16 16 12 1.5 45.5
Key 2 16 15 13 1.5 45.5
Key 3 16 16 13 1.5 46.5
Key 4 16 16 11 2 45

Key 5 16 16 14 0.5 46.5
Key 6 16 15 10 2 43

Key 7 16 16 15 0.5 47.5
Key 8 16 16 13 1.5 46.5
Key 9 16 16 15 0.5 47.5
Key 10 16 14 12 1.5 43.5
Key 11 16 16 14 1 47

Key 12 16 15 11 2 44

Key 13 16 16 15 0.5 47.5
Key 14 16 16 10 2.5 44.5

Table 7.3: 8-round attack using both left and right-half super rounds

As shown in Tables and we observed that obtaining estimates of the super key
bits corresponding to the right half of the state does not improve the estimate over using
only those obtained from the left half state. This is likely because the bias for the right half

is half that of the left half, and hence the right half data is noisier and not particularly useful.
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Experiment | kX | k! | k2 | Master Key Bits
Key 1 16 | 16 | 15 47
Key 2 16 | 15 | 12 43
Key 3 16 | 16 | 15 47
Key 4 16 | 16 | 14 46
Key 5 16 | 16 | 14 46
Key 6 16 | 15| 12 43
Key 7 16 | 16 | 16 48
Key 8 16 | 16 | 15 47
Key 9 16 | 16 | 16 48
Key 10 16 | 15| 15 46
Key 11 16 | 16 | 15 47
Key 12 16 | 15 | 15 46
Key 13 16 | 16 | 16 48
Key14 |16 16 | 13 45

Table 7.4: Master key bits computed from the super-keys of the left-half: 8-round attack
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Experiment | kX | k! | k2 | Master Key Bits
Key 1 16 | 16 | 15 47
Key 2 16 | 16 | 15 47
Key 3 16 | 16 | 15 47
Key 4 16 | 16 | 14 46
Key 5 16 | 16 | 14 46
Key 6 16 | 15| 12 43
Key 7 16 | 16 | 16 48
Key 8 16 | 16 | 15 47
Key 9 16 | 16 | 16 48
Key 10 16 | 14 | 14 44
Key 11 16 | 16 | 15 47
Key 12 16 | 15 | 15 46
Key 13 16 | 16 | 16 48
Key14 |16 16 | 13 45

Table 7.5: Master key bits computed from the super-keys of both halves: 8 round attack

7.1.3.2 10-round Linear Attack

We extend the 8-round attack and add two rounds of decryption, which comes at the cost of
guessing a few bits of the last round key. Figure|/.2|depicts the 10-round linear attack.(see
A.77 and [A.78] for more details)
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XL ® XR},; ® XL, =

0
i+3
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Bias=¢=2"
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FS &—— Super Key
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!

XL%  XR%

4 8 8 _
4-round Linear XR; ®@XR; ;5,4 DXL 5=
i i 0 1 2 4 5 6 7
Approximation ki, @k Ok; Ok; Ok, Ok, Ok 5

X LlO

2-rounds

Decryption

XRlO

Figure 7.2: 10-Round Linear Attack

120

Bias=¢=2"°



Experiment | Bitl | Bit2 | Bit3 | Bit4 | Indeterminate | Super Key Bits
Key 1 16 15 10 14 35 58.5
Key 2 16 15 11 11 4.5 57.5
Key 3 16 16 14 14 1 61
Key 4 16 16 16 13 1.5 62.5
Key 5 16 16 11 12 4 59
Key 6 16 15 10 12 3.5 56.5
Key 7 16 16 11 11 5 59
Key 8 16 16 14 14 2 62
Key 9 16 16 16 15 0.5 63.5
Key 10 16 15 11 13 3 58
Key 11 16 16 14 16 1 63
Key 12 16 16 13 12 2.5 59.5
Key 13 16 16 14 13 2.5 61.5
Key 14 16 16 11 13 3.5 59.5

Table 7.6: 10-round attack using only left-half super rounds
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Experiment | Bitl | Bit2 | Bit3 | Bit4 | Indeterminate | Super Key Bits
Key 1 16 16 10 16 2.5 60.5
Key 2 16 15 11 16 2 60
Key 3 16 16 14 16 0.5 62.5
Key 4 16 16 16 16 0 64
Key 5 16 16 11 16 2.5 61.5
Key 6 16 15 10 16 1.5 58.5
Key 7 16 16 11 14 3.5 60.5
Key 8 16 16 14 15 1.5 62.5
Key 9 16 16 16 16 0 64
Key 10 16 14 11 14 2 57
Key 11 16 16 14 16 1 63
Key 12 16 16 13 15 1.5 61.5
Key 13 16 16 14 15 1.5 62.5
Key 14 16 16 11 16 2 61

Table 7.7: 8-round attack using both left and right-half super rounds

In contrast to the 8-round attack, we obtain better overall results by using super rounds
corresponding to both right and left halves, as compared to using only the left half. The
improvement is especially noticeable in the estimate of Bir4. The reason is that we receive
96 bits (16 x 6) of Bit4 from the right half and only 32 bits (16 x 2) from the left-half. Thus,
even though the right-half attacks have a lower bias, having a larger number of copies of k°
bits results in better estimation.

From the tables above, we determine the master key bits (ko,kl, and kz) and the subkey

k° from the bits Bit1, Bit2, Bit3, and Bit4 using equation 1} The results are presented in
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Tables[7.8land [7.9] :

kY = Bit1(j), for 0 < j < 16

kj = Bit2(j) ®Bit1(j+2)

k? = Bit1(j) ® Bit2(j +2) © Bit3(j)

9 g

Experiment | kX | k! | k2 | ¥ | Round key bits
Key 1 16 | 15| 15| 15 61
Key 2 16 15|12 |13 56
Key 3 16 | 16 | 15| 15 62
Key 4 16 | 16 | 16 | 15 63
Key 5 16 |16 | 13| 13 58
Key 6 161511 | 14 56
Key 7 16 | 16 | 16 | 14 62
Key 8 16 |16 | 15| 14 61
Key 9 16 | 16 | 16 | 15 63
Key 10 16 | 15|13 | 14 58
Key1l |16 16|15 16 63
Key 12 16 |16 | 15| 14 61
Key 13 16 |16 | 16 | 13 61
Key 14 16 | 16 | 14 | 15 61

(7.5)

Table 7.8: Round key bits computed from the super-keys of the left-half: 10-round attack
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Experiment | kK | k! | k2 | ¥ | Round key bits
Key 1 16 |16 | 14 | 16 62
Key 2 16 | 15 | 12| 16 59
Key 3 16 | 16 | 15 | 16 63
Key 4 16 | 16 | 16 | 16 64
Key 5 16 | 16 | 13 | 16 61
Key 6 16 | 15|11 | 16 58
Key 7 16 | 16 | 16 | 16 64
Key 8 16 |16 | 15| 15 62
Key 9 16 | 16 | 16 | 16 64
Key 10 16 | 14 | 10 | 14 54
Key 11 16 | 16 | 16 | 16 64
Key 12 16 |16 | 15| 15 62
Key 13 16 | 16 | 16 | 15 63
Key 14 16 | 16 | 14 | 16 62

Table 7.9: Round key bits computed from the super-keys of both halves: 10-round attack

7.1.4 The Deduction of k> from k°

SIMECK key schedule generates r-4 more round keys from the 64-bit master key. Therefore,
we are able to write the round keys in terms of the master key bits ko, k', k%, and k3.
k? is generated as in equation which is expressed in terms of the master key bits in

equation ([/.7)).

K =k®Fk)®ca (z0)s (7.6)
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Hence, k3 may be expressed in terms of kO, k!, k%, and k° as follows:

=k aoFI*)aFIPof)aCo(Z)1aCo (Z)2dCd (Z)s  (1.7)

Recall the round function f:

F(XL) = [(XL)&(XL/ < 5)| @ XL/ <« 1)

It is clear that f consists of the non-invertible bitwise AND, hence we assume the output

of f is Zero:

F(X)=(0"eXL «< 1)

(7.8)
=X« 1
where 0" denotes a zero vector of n-bits.
We can write the inverse function as:
FlX)=Xx«1 (7.9)
Therefore, to write k° in terms of the master key, we apply(7.9|in
K = k! @f_l (k2) @f‘l(kQ EBf_l (k3))C@ (Z0)1DC D (Zy) 2B C®(Zy)s .10

=kl x)e kK 2)aCoe(Z)®CH(Z),dCP (Z)s
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Experiment | K | k! | k2 | K3 | Master Key
Key 1 16 | 15 |15 | 11 57
Key 2 161512 9 52
Key 3 16 |16 | 15 | 10 57
Key 4 16 (16 |16 | 9 57
Key 5 16 | 16 | 13 | 10 55
Key 6 16 (15|11 9 51
Key 7 16|16 |16 | 4 52
Key 8 16 |16 | 15| 7 54
Key 9 16 |16 | 16 | 13 61
Key 10 16 | 15|13 | 10 54
Key 11 1616 | 15| 9 56
Key 12 16|16 [ 15| 9 56
Key 13 16 [ 16 | 16 | 12 60
Key 14 16|16 |14 | 9 55

Table 7.10: Computing the round key bits from the super-round of the left-half
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Experiment | K | k! | k2 | K3 | Master Key
Key 1 16 | 16 | 14 | 11 57
Key 2 16 | 15|12 | 12 55
Key 3 16 |16 | 15 | 11 58
Key 4 16 |16 | 16 | 8 56
Key 5 16 |16 [ 13| 9 54
Key 6 1615119 51
Key 7 16|16 |16 | 4 52
Key 8 16 |16 | 15| 8 55
Key 9 16 | 16 | 16 | 14 62
Key 10 16 | 14 | 10 | 12 52
Key 11 16|16 |16 | 9 57
Key 12 16 | 16 | 15 | 10 57
Key 13 16 [ 16 | 16 | 12 60
Key14 |16 16|14 |10 56

Table 7.11: Computing the round key bits from the super-round of the left-half and the
right-half

7.1.4.1 12-round Linear Attack

Here, we extend the 4-round linear approximations|/.1}and|/.2|into 7-round linear approxi-
mations for the left half and the right half with biases 27!° and 212 respectively. as
follows (see[A.79 and [A.80| for more details):
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6 2 1
PL; @XRz i+4 @XL,_H - k +1 EBkl 42,44 @kH—S @kz 42 @kH—l EBki

(7.11)

5 4 3 2 1 0

PRi®XL]; q =K1 g @K Bkl 10110 DK 3K Skl K
Appending the super round at the beginning of Equations and and we obtain

the following 11-round trails, for the left and right halves:

4 1 10 .9 8 5
XLI®XRI 4 OXLE = kY Ok 10 4 Bk Ok @k Bk (7.12)

4 8 7 4
XR; @XLz ira =Ky ita D ket @ kiiy2,iva@ki3® K 2 D k2 Bk (7.13)

We extend the 11-round trails by appending one round of decryption at the end of

Equations and[7.13] hence we obtain the following expressions:

4 10 .19 8 5
XL & XRIL 4 ® XL = ki) @K 110,44 Ok 3 Bk 1 Sk &K;

XL4€BF(XR1l+4)€BXth+4EBkzz+4€BXR l@k 1@k11+21+4@k 3@/(”_'_269]( IEBk5

XL} ® (XR*&XR}s5) ® (XR{7,&XR79) ©XRi s ® XL} 4= =k} s D@ ki Dk 2,04

@kl+3 @kl i+2 > k1+1 69kis
(7.14)

For the linear approximation for the right half:

. 4
XR; @XLl it4 = kz l+4@kl+l @kl i+2, l+4@kl+3@kl 1+2®kl+1@ki (7.15)

4 10 4
XR EBXRZZ+4_kll+4@k l@kll+21+4@kl+3@ku+2@k l@k
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Experiment | Bitl | Bit2 | Bit3 | Indeterminate | Super round key bits

Key 1 16 16 14 2 47
Key 2 16 16 15 1 47.5
Key 3 16 16 14 2 47

Table 7.12: Round key bits computed from the super-keys of the left-half: 12-round attack

Experiment | Bitl | Bit2 | Bit3 | Indeterminate | Super round key bits

Key 1 16 16 14 2 47
Key 2 16 16 15 1 47.5
Key 3 16. 16 14 2 47

Table 7.13: Round key bits computed from the super-keys of both halves: 12-round attack
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Figure 7.3: 12-Round Linear Attack

We may compute master key bits from independent key bits:

kY = Bit1(j), for0 < j < 16

kj = Bit2(j) ®Bit1(j+2)

k% = Bir1(j) @ Bir2(j +2) & Bir3( )

Tables and present the number of master key bits correctly computed.
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Experiment | kX | k! | k2 | Master round key bits

Keyl |16]16]16 48
Key2 |16]16 |16 48
Key3 | 16|16 15 47

Table 7.14: Computing master key bits from the super-round of the left-half

Experiment | k% | k! | k2 | Master round key bits

Key 1 16 | 16 | 16 48
Key2 | 16|16 |16 48
Key 3 16 | 16 | 15 47

Table 7.15: Computing master key bits from the two super-rounds of the left-half and the
right-half

7.2 Experimental Results of 8-round Attack Without Approximations

Since SIMECK is designed based on the Feistel structure, and one of the important features
of this design is that the same algorithm is used for encryption and decryption, hence an
equivalent super-round of 4-rounds decryption is established as well. Similar to SIMON, we
are able to launch a meet-in-the-middle attack on 8-round linear cryptanalysis of SIMECK
32/64 without any approximations. That is, instead of performing an exhaustive search over
all 48-bit master keys, we can focus on a single bit and perform an exhaustive search over
25 key bits at a time.

In this attacks, we attempt to recover 112 key bits, consisting of 64 bits of one super-key
and 48 more bits of the second super-key. Using only 48 plaintext and ciphertext pairs, we

can get two possible values, one of the candidates has all bits are correctly guessed, and the
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second candidate has 80 bit out of 112 are guessed correctly.

Since we have two super-rounds, one in the forward direction and the other in the
backward direction, we efficiently apply the meet-in-the-middle technique on SIMECK
32/64 as shown in Figure The first super-round Fy; starts with a plaintext and 17 key
bits K1 to produce a single bit of 4-rounds encryption X Lf. Then, the second super-round
Fy, takes the ciphertext and 8 key bits K2 and generates a single bit of 4-rounds decryption,

hence the following equivalence is obtained as shown in Figure

X %] [Xg°

Super Key

Fs1 & 17-bitof K1

4-Round Encryption
Super-round

X0

Super Key

Fs2 — 8-bit of K2

X 5] |Xg®

4-Round Decryption
Super-round

Figure 7.4: 8-Round Attack Without Approximations

7.3 Linear Cryptanalysis of SIMECK 32/64 Using a Single Super-Round

In this section, we present two projected linear attacks using a single super-round of SIMECK

32/64.
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7.3.1 Linear Approximations for SIMECK 32/64

We extend the 7-round linear characteristics Equation (/.11)) into the following 12-round

linear approximations for the left and the right sides with biases=2"13 and 2719 respectively

(see[A.79]and [A .80 for details):

12 10 9
PL; ® XR,; +3 ®XL1 JH2,i+4 — kz J2,i+4 69kH—l @ki,i+4 ¥ k Ji+4 ®kl+1 b kl i+2,i+4
1
@k1+3 @kl H-Z@kH-l @ki (7.17)
11 8 t
PR; @XRz J+2 EBXLI+3 kl+3 D kH—Z i,i+4 ©® kH—l ® ki7i+4 D k Ji+4 @ kH'l @ ki’i+2’i+4

B3 DK DR DK

7.3.2 19-round and 20-round Linear Attacks Using a Single Super-Round

We present a 19-round linear attack by extending the 12-round linear approximations
Equation (7.17) and append the super rounds of four rounds encryption and three rounds of
decryption.

To compute the data complexity, first we compute the capacity:

— 4% 16x218%2 =00, p—182 _ 530

There are 9 key bits required guessing to add three rounds decryption to the approxima-

tions for the left half (see [A.83|and |A.84| for more details):

e 7 bits of k}° for i = 3,8,13,0,5,2,7
e 2 bits of the sum: k191 @klg for i = 3,8.

There are 12 key bits required guessing to add three rounds of decryption to the approxi-

mations for the right half:
e 8 bits of k¥ fori = 0,5,10,2,7,12,1,6
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e 4 bits of the sum:kl.li1 @k}g fori =0,5,2,7.

The time complexity for this attack to evaluate the approximations for the left half
is 16 x 230 x 216 % 29 = 259 For the right side 16 x 239 x 27 x 212 = 233, The overall
complexity to evaluate the two halves is 2°°.

In the case we count the key bits involved in AND as a half bit each, we can attack up
to 20 rounds of SIMECK 32/64. Here we extend the 12-round Linear approximations by
appending four rounds of encryption and four rounds of decryption. Appending the super
rounds costs guessing 11.5 key bits for the left half and 4.5 for the right half on average.

Append four rounds decryption costs guessing on average 16 key bits and 18.5 key bits

for the left and right half approximations respectively (A.85]and [A.86] for more details).

There are 23 key bits (16 bits on average) required guessing for the left half approxima-

tions:
e 14 bits of k° fori = 3,8,13,4,2,7,9,14,0,5,10,12,1,6, each counted as a half bit
e 7 bits of the sum:k;y | ®k/'® fori=5,13,2,7,3,58.
e 2 bits of the sum:kl{?+2 @k}fl @ki”, fori=3,8

There are 25 key bits (18.5 bits on average) required guessing for the left half approxi-

mations:
e 13 bits of k? fori =0,5,8,10,1,6,15,11,2,7,12,3,13, each counted as a half bit
e 8 bits of the sum : k| ©k/® for i =0,5,10,2,7,12,1,6.

e 4 bits of the sum: k!?

1 @K ok, fori=0,5,2,7

Thus, the time complexity for evaluating the approximations for left half is 16 x 230 x
21155216 — 2615 Tp addition to the complexity to evaluate the approximations for the

right half = 16 x 230 x 245 x 2185 = 257 Thus, the total time complexity is 26!
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7.4 Linear Cryptanalysis of SIMECK 32/64 Using Multiple Super-Rounds

Here, we try to improve the previous results and use multiple super-rounds instead of one.

7.4.1 Improved Linear Approximations for SIMECK 32/64

The approximations Equation(7.17)) have a single bit of the input mask included (a single
super-round); hence we can derive expressions with higher bias using multiple super-rounds.
Therefore, we produce an improved 13-round approximation with bias=2"'3 (see for

the derivation).

PLiy3®PRi iy ©XRE | ®XL, 4 &k y Bk Ok 10,4 Bk Bk K Bk

Dk Dkiy DKo
(7.18)

7.4.2 19-round and 20-round Linear Attacks Using Multiple Super-Rounds

Here, we extend the 13-round linear trail into a 19-round linear attack by appending six
more rounds, four rounds encryption, and two rounds decryption.

The system of approximations has the capacity of:

P —4x16x2 182 =20 57182 _ =30
The data complexity for this attack is 230,
The components of three super-keys:
e 14 bits of the last round key k? fori=10,5,14,9,4,8,3,2,13,0,1,6,7,12
e 9 bits of the sum k?+1 @k} fori =9,4,13,8,3,0,5,2,7
e 2 bits of the sum k; , @k}, | ©k; fori=3,8
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The cost of appending three super-rounds (one for each input mask bit) is guessing 25
key bits. Additionally, there are 2 more key bits k(l)?s required guessing to append two rounds
of decryption (secfA.8§|for details).

The time complexity for this attack is 2 x 23 x 22 x 230 = 261,

In the average-case, we extend the 19-round attack further and add one more round
decryption; hence, we present a 20-round linear attack. There are 7 key bits required

guessing for adding three rounds of decryption (see[A.89]for details):

e 5bits of k¥ for i = 0,5, 10, 1,6, each counted as a half bit

e 4 bits of the sum:k}fl eBkilg fori=0,5.

The average cost for appending four rounds encryption is to guess 18 key bits, and three
rounds decryption costs guessing 6.5 key bits. The average time complexity for this attack
is 24 % 230 5 918 965 _ 9585

Tables [7.17]and [7.16| summarize our results of SIMECK 32/64 and compares it with the
best results presented in [6]. We are able to go deeper by two rounds, and one round in the

average-case complexity and worst-case complexity receptively.

Average Case Computations

Number of ] ] ]
SIMECK Data Complexity Time Complexity

Rounds

Using Single Super-Round Presented in Section|7.3

20-round 230 261.56

32/64 | Using Multiple Super-Rounds Presented in Section (7.4

20-round 230 2385

Projections from data in 6]

18-round 224 260.5

Table 7.16: Summary of the average case analysis of our results on SIMECK 32
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Worst Case Computations

Number of
SIMECK Data Complexity Time Complexity

Rounds

Using Single Super-Round Presented in section[7.3

19-round 230 259

32/64 | Using Multiple Super-Rounds Presented in Section (7.4

19-round 230 261

Projections from data in 6]

18-round 224 272

Table 7.17: Summary of the worst case analysis of our results on SIMECK 32

7.5 Linear Cryptanalysis of SIMECK 48/96 Using a Single Super-Round

In contrary to SIMON, the larger versions of SIMECK have the exact super keys with the

same size. Therefore, we can attack up to 27 rounds of SIMECK 48/96.

7.5.1 Linear Approximations for SIMECK 48/96

We extend the 12-round linear trail Equation(7.17)) into 20-round linear expressions, with
biases =227 and 2728 for the left half and the right half respectively (see and for

more details):

137



PL; @XR 3@XL1 i+2 — kl H—Z@k l@k”@kls@k I@kl ,+2@k,+3@
kg @K B Bk B By BB, Bk Bk
i,i+4,i42 i+1,i4+5 i,i+4 Ji+4 i+1 i,i+2,i+4 i+3 42 i+1 i

(7.19)

PR; ®XR11+2H-4EBXLH-3 k193@ku+2@k Liok® okt ok 1@ku+2@k1+3

Dy i1 a DKy s ORa DK g B B0 14 Bk Bk Bkl Ok

7.5.2 27-round and 28-round Linear Attacks of SIMECK 48/96

We can append four rounds encryption and three rounds decryption to the 20-round linear
trails, and we get a 27-round linear attack.
To determine the number of plaintext and ciphertext pairs required, we compute the

capacity:

—4x24 %2 27x2 26 x 2~ 272 2—47.4—2

The key bits required guessing to add three rounds of decryption to the left half approxi-

mations is 11 bits (see[A.92]for details):
e 9 bits of the last round key k?° for i = 3,8,13,0,5,2,7,4,9
e 2 bits of the sum Ic261 @kzs fori=23,8

The key bits required guessing to add three rounds of decryption to the right half

approximations is 17 bits (see[A.93|for details):
e 11 bits of the last round key k?° for i = 0,5,10,2,7,12,4,9,14,1,6
e 6 bits of the sum k7, @ k7 for i =0,5,2,7,4,9

The complexity to evaluate the approximations for the left half is 24 x 24742 x 216 x

21 =279 In addition to the complexity for evaluating the right half approximations which
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is 24 x 24742 % 27 x 217 = 280 Therefore the overall time complexity to mount a 27-round
linear attack is 2°3.
In the case of average-case computations, we append four rounds of decryption to the

20-round linear trail, hence we get a 28-round linear attack, The key bits required guessing

to add four rounds of decryption to the left half approximations is 18 bits on average(see
[A.94):
e 14 bits of k¥, for i = 3,8,13,4,7,18,9,14,0,5,10,2,6, 12, each counted as a half bit
e 9 bits of the sum k7], , ® k70, fori=3,8,13,0,5,2,7,4,9

e 2 bits of the sum k%’

i@k @k fori=3.8

The key bits required guessing to add four rounds of decryption to the right half approxi-

mations is 26 bits on average (see [A.95)):

e 18 bits of k77, fori =0,5,10,15,1,6,11,2,7,12,3,8,17,13,4,9,14, 19, each counted

as a half bit
e 11 bits of the last round key kl.26 fori=0,5,10,2,7,12,4,9,14,1,6
e 6 bits of the sum k7%, ® & for i =0,5,2,7,4,9

The complexity to evaluate the approximations for the left half is 24 x 24742 x 2115 %
218 = 2815 In addition to the complexity for right half approximations which is 24 x
24742 5 245 % 226 = 2825 Therefore the overall time complexity to mount a 28-round linear

attack is 2%3.

7.6 Linear Cryptanalysis of SIMECK 48/96 Using Multiple Super-Rounds

Here, we try to improve the previous results using multiple super-rounds instead of using a

single super round.
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7.6.1 Improved Linear Approximation for SIMECK 48/96

We extend the 13-round linear approximation Equation into a 20-round approximation

with bias=2"%7 (see for detailed derivation).

PL3® PR ®XR = kP Okl kS, @kl 0kt 4 Dk 4@ 720,

4 10 0
ki) K0 g DK 3Ok B, DK ®K Ok By

7.6.2 28-round and 29-round Linear Attacks of SIMECK 48/96

Here, we describe an improved linear attack of 28-round of SIMECK 48/96. We append the
super rounds of four rounds encryption and four rounds of decryption to the 20-round linear
approximation.

The system of approximations has the capacity of:

4 % 24 % 2 27x2 26 27272 — 2747.42

The components of three super-keys, a total of 26 key bits:

e 15 bits of the last round key k? fori=10,5,14,9,4,8,3,2,18,13,0,1,6,7,12
e 9 bits of the sum kY, | &k fori=9,4,13,8,3,0,5,2,7

e 2 bits of the sum kol+2@kl+l ®k? fori=3,8

There is a single bit of the output mask represents one bit of the right half, hence we can
use our super-round to add four rounds of decryption (see for more details). Therefore,

adding four rounds of decryption requires guessing 16 key bits:
e 9 bits of the last round key k}° fori =7,2,11,6,1,5,0,15,10
e 5bits of the sum k7, @ k;® fori =6,1,10,5,0
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e 2 bits of the sum kl-l? fl

L, Dk @kl fori=0,5
Thus, the time complexity for this attack is 24 x 24742 x 225 x 216 = 293,
In the average-case complexity, we can add one more round decryption to the 28-round

linear attack; hence we attack up to 29 rounds of SIMECK 48/96. The cost of adding five

rounds of decryption (see for more details), a total of 28 key bits (22 bits on average):

e 12 bits of the last round key kl.28 for i = 0,5,10,1,6,15,11,2,7,16,12,20, each

counted as a half bit
e 9 bits of the sum k3, @ k7’ fori=7,2,11,6,1,5,0,15,10

e 5 bits of the sum k28

2 @k @k fori=6,1,10,5,0

e 2 bits of the sum kl.zf3 @k.27+2 o kl.zil k> forsi =0,5

1,1

The cost of appending four rounds of encryption on average reduced to guess 18.5 key bits.
The average time complexity is 24 x 24742 x 218:3 5 2225 — 9925,
Tables and[7.19 summarize our results of SIMECK 48/96 and compares it with the

best results presented in [6]. We are able to attack seven more rounds, and five more rounds

in the average-case complexity and worst-case complexity receptively.
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Average Case Computations

Number of
SIMECK Data Complexity Time Complexity

Rounds

Using Single Super-Round Presented in Section|7.5

28-round 24742 283

48/96
Using Multiple Super-Rounds Presented in Section (7.6

29_round 247.42 292.5

Projections from Data in [6]

23-round 24142 295

Table 7.18: Summary of the average case analysis of our results on SIMECK 48

Worst Case Computations

Number of ) ] )
SIMECK Data Complexity Time Complexity

Rounds

Using Single Super-Round Presented in section [7.5

27-round 24742 293

48/96

Using Multiple Super-Rounds Presented in Section|7.6

28-round 24742 293

Projections from Data in [6]

23-round 241.42 2108

Table 7.19: Summary of the worst case analysis of our results on SIMECK 48

7.7 Linear Cryptanalysis of SIMECK 64/128 Using a Single Super-Round

Here, we present a 33-round linear attack of SIMECK 64/128.
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7.7.1 Linear Approximations for SIMECK 64/128

We extend the 20-round linear expressions Equation into 25-round linear trails for

the left and the right half with biases 273% and 273 respectively (see|A.99|and |A.100| for

details) :

PLi®&XR: 4Bk 4 Okit i ©kila; 0 O ki3 Okl Bkis ® kT @kl kit
69kzz—Q—Z@k 3@kll+4l+2@k1+l1+5@k11+4@k11+4@k 1@k11+21+4@k 3@klt+2

69k1+1 69kll

19
PR EBXRH—Il—i—5@Xl‘z1+4@kll—0—4@k1l-i—4EBk l@kll+2l+4@k @kll+2@kl+]
16 14 13 11 10
@ki @ki @k 1@k11+2@k1+3@k 211+4@k1+1l+5@k11+4@k11+4@k1+1

52 k4z+2 ira Ok 5B k21+2 @kl Bk
(7.21)

7.7.2 34-round Linear Attacks of SIMECK 64/128

We produce a 34-round linear cryptanalysis by appending four rounds of encryption and
five rounds of decryption to the 25-round linear approximations as follows:

The capacity of the 25-round linear trail is :

4 x32x 22206 32— p6
The key bits required guessing to add five rounds of decryption to the left half approxi-
mations is 43 bits (see [A.T0T] for details):
e 18 bits of k3> fori =0,5,10,1,6,11,2,7,20,16,12,4,9,14,19,24,3,8.
e 13 bits of the last round key k72 for i =0,3,10,1,6,15,11,4,9,14,5,19,2
e 8 bits of the sum k37, & k! fori =6,1,10,5,0,14,9,4
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e 4 bits of the sum k32

L@k @k fori=0,5,9,4

The key bits required guessing to add five rounds of decryption to the right half approxi-

mations is 53 bits (see [A.102] for details):
e 21 bits of k° fori = 15,20,10,5,6,11,2,7,1,12,8,13,4,9,14,19,16,21,3,17,0.
e 17 bits of the last round key &2 fori = 1,6,11,2,7,16,12,5,10,15,20,0,4,9,14,3,8

e 11 bits of the sum k72, ® k3! fori=7,2,11,6,1,15,10,5,0,4,9

e 4 bits of the sum k32

i@k, @k fori=6,1,10,5

i+1

Thus, the time complexity to evaluate the left half approximations is 2° x 216 x 23 x
261 = 2125 In addition to the complexity to evaluate the right half approximation is 2> x
27 x 293 x 261 = 2126 The overall time complexity is 2!26-3.

In the case of average time computations, we can reduce the complexity of the 34-round
linear attack and count some bits as a half bit. Thus, the time complexity to evaluate the left
half approximations reduced to 23 x 2113 x 23% 5 261 — 21115 " Additionally, evaluating the
right half approximations costs guessing 53 key bits, on average, reduced to 43; hence the
time complexity to evaluate the right half approximations is 23 x 24> x 2403 x 261 = p112,

The total complexity to evaluate the two halves is 2!'12.

7.8 Linear Cryptanalysis of SIMECK 64/128 Using Multiple Super-Rounds

In this section, we try to improve the results obtained using a single-super round by using

multiple super-rounds.
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7.8.1 Improved Linear Approximation for SIMECK 64/128
We extend the 20-round linear approximation into a 25-round linear approximation

with bias=2"3 (see|A.103|for derivation).

PLiy3® PR 12 ®XRY | SXLY ;14 =kiii0ia kit @ kit ©XRE @k &k/®
Dkl Ok? 2 ki @kl i+2,it4 ®k} Ji+4 @k @k§i+2,i+4 Dkl 3 DK 2 ek
Dk Dk Bkl B

(7.22)

7.8.2 33-round and 34-round Linear Attacks of SIMECK 64/128 Using Multiple Super-

Rounds

We extend the 25-round linear trail [7.22] and add four rounds of encryption and four rounds
of decryption, hence we are able to attack up to 33-round of SIMECK 64/128.

The capacity of the 25-round linear trail is:

— 4 x32 %2 35X2 =97 9357 _ 963

Thus, the required data complexity is 263.

The cost of adding four rounds of encryption, the components of three super-keys, a

total of 26 key bits:
e 14 bits of the last round key k? fori=10,5,14,9,4,8,3,2,18,13,0,1,6,7,12
e 9 bits of the sum kf, | &k fori=9,4,13,8,3,0,5,2,7
e 2 bits of the sum kol+2@kl+l ®k? fori=3,8

The cost of adding four rounds of decryption, a total of 22 key bits (see [A.104] for

details):
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e 13 bits of the last round key &2 for i = 7,2,11,6,1,5,0,15,10,14,3,4,9
e 7 bits of the sum k32, ® k! fori=1,6,11,0,5,4,9

e 2 bits of the sum k?lz+2 @k311 @k30 fori=1,6

The time complexity for this attack is 25 x 203 x 225 x 222 = 2115,

In the average-case complexity, we extend the 33-round attack by one more round and
present a 34-round linear attack. Thus, we add five rounds of decryption. The cost of adding

five rounds of decryption, a total of 39 key bits (30.5 bits on average):

17 bits of the last round key &3 fori=1,6,11,16,2,7,12,21,17,0,5,10,15,4,9,14, 19,

each counted as a half bit

13 bits of the sum k3; | ® k% for i =7,2,11,6,1,5,0,15,10,14,3,4,9

7 bits of the sum k7, , © &7 ® & fori =1,6,11,0,5,4,9

2 bits of the sum k333 @kl o @kﬁl @k forsi = 1,6

The average time complexity for this attack is 2° x 263 x 218 x 2305 — 21165

Tables [7.20] and [7.2T] summarize our results of SIMECK 64/128 and compares it with the
best results presented in [6]. We are able to attack seven more rounds, and six more rounds

more efficiently in both cases of time complexity receptively.
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Average Case Computations

Number of
SIMECK Data Complexity Time Complexity

Rounds

Using a Single Super-Round Presented in Section (7.7

34-round 261 2112

64/128
Using Multiple Super-Rounds Presented in Section [7.8

34-round 263 21165

Projections from Data in [6]

27-round 249 2107

Table 7.20: Summary of the average case analysis of our results on SIMECK 64

Worst Case Computations

Number of ) ] )
SIMECK Data Complexity Time Complexity

Rounds

Using a Single Super-Round Presented in Section|7.7

34-round 201 2126.58

64/128

Using Multiple Super-Rounds Presented in Section [7.8

33-round 263 2115

Projections from Data in [6]

27-round 253 2134

Table 7.21: Summary of the worst case analysis of our results on SIMECK 64
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Chapter 8:  Analysis of Different Parameter Sets

In this chapter, we complement the security analysis of SIMON and SIMECK against our
proposed cryptanalytic model by investigating all possible rotation constants with respect to
their resistance to the attack. The main aspect of this analysis is to look for the super key
sizes, and if there is another set of a parameter that has larger super key sizes, which makes
the application of the attack less efficient and more expensive.

In the case of SIMON, we do have 16 bits for the left half (7 bits for the right half) for
the 32-bits block size, and we have 18 bits (7 bits) for larger block sizes. On the other hand,
the super key size is the same in all variants of SIMECK, 16 bits, and 7 bits for the left and
the right halves, respectively.

Therefore, we try to understand the effect of different parameter sets on the applications

of our attack.

8.1 Expressing The Super-keys in Terms of Rotation Constants

To study all possible rotation constants, we need to express the components of the super
keys based on the three rotation constants (a,b,c). Recall the round function in SIMON-like

cipher:

F(XL)) = [(XI/ < a)&(XL/ <« b)|® XL <« c)
The super-round corresponding to the left half is expressed as follows:
XL} =Zokl ez okl ® PL;

From the above equation, there are two terms: Zi3 and Zil, and we need to express in

terms of plaintext and key bits.
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Z) = (PLi1a&PLi1p) ® PLijc
Z} = (20, s ® k), ® PRiya)&(Z, B k), B PR )| © (20, B K]\ PRiyc)
Z [(le—i-a b kH—a b PLi+a)&(Zi1+b ® kil—I—b 52 PLi+b)] b ( i+c @ kH—C ©® PLiJrc)

Z? = (V]&VQ) D3

where,

Vi _le—i-a D Zz()+a S5 kH—a @PRH-a ©® k,~2+a
V2 _Z b@ b®kl+b®PRl+b@kl+b (81)
2
_ZH-C DZ H—c ® kH—C ©® PRI+C D kz+c

Thus, we need to write the v terms v{,v;,v3 and Zi1 in terms of plaintext and key bits:

le-O-a ® Zto—i-a ® kH—a ©PRi1q D kl—i—a

2 1 1
Zi—l—a = [(Zz+a+a D kl+a+a b PLi+a+a)&(Zz+a+b ® kH—LH—b 52 PLi+a+b)]®

1
(Zl—i-a—l—c ©® kH—a—i—c > PLi+a+C)

Zzl+a+a - [(Zzo+a+a+a D kz+a+a+a ©P Ri+a+a+a)&(zzo+b+a+a b kz+b+a+a ©PRiybtata)l®
(22 crara @K i ara ® PRiverata)
Zhvais = (2 arars @K arars @ PRivararn)8(Z parv © Ky ary © PRivbratn)]®
(Z2, oo ®K i ai ® PRiscrar)
Ziare = (Brarare ®kirarare ® PRivatare)&( Ly are ki iare ® PRisbrare)®
(Z2:crare ®herare ® PRiscrare)

(8.2)
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Similarly we can write v;:

Vo) = Zi2+b @ZIQ_H, D k?+b @PRZ'-H? S kl2+b

2 I | 1 |
Zip =(Zipra Dkispra ®PLivb1a) &(Zisp oy ©kiy iy @ PLip1p)]®

1 1
(Zitpre Dkizpsc D PLitb1c)

Zibra =2 aibra®Karira © PRivatbra) 82y a @K pipia ® PRivbib1a)]®
(Zr csbra®kerpra® PRiverbra)
Zhvir = (2 asors @K arors @ PRivarn5)8(Zpip O K s S PRiyb1b10)] B
(Z?+C+b+b d k?+c+b+b © PR c1b1b)
Zi1+b+c = [(Z?+a+b+c & k?+a+b+c @ PRi+a+b+C)&(Zt(')+b+b+c ® k?+b+b+c S PRiyp1b+c)|D

(Z?+c+b+c © k?+c+b+c G PRy ctbic)
(8.3)

The same for vs:

V3 =2 B2y Bk ® PRivc Bk

2 1 1 1 1
Zive = (Zivera @ kivera © PLivera) &(Zi e @ ki i © PLivers)|®

(Zil—i-c—l—c S kl']+c+c @ PLi+C+C)
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Zhiia =2 arera R aicra ® PRivarera) &(Z b cia ® K2 pycra ® PRiybicra) |
(Zcrcra®hhcrcra®PRitcrera)

Zi]+c+b = [(Z?+a+c+b D k?+a+c+b ®P Ri+a+c+b)&<zlo+b+c+b @ k?+b+c+b D PR pictb)]D
(Z?+c+c+b @ k?+c+c+b © PR ctctb)

1 0 0 0 0
Zi+c+c = [(Zi+a+c+c ® ki+a+c+c D P Ri+d+6+6)&(zi+b+c+c b ki+b+c+c DP Ri+b+6+c)] b

(Z?+C+c+c & k?+c+c+c @S PRitcicte)
(8.4)

Also, we have Zi]:

7! = (220 © ko ® PRia)&(Z ) © Ky ® PRiy) © (20, Ok O PRivc)  (8:5)

Table 8.1]lists the distinct key bits included in equations [8.2] [8.3|8.4] and [8.5] which is in

this case represents the super key corresponding to the left half.
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Bitl Bit2 Bit3
k?+a+a+a k?+c+a+a D ki1+a+a k?—i—c—b—a—i—c D ki1+a+c & k?+a D k(%
k?+b+b+b k?+c+a+b D ki1+a+b k?+c+b+c b ki1+b+c ® k?+b ® kl%
le—I—b—Fa—O—a kl(')+c+c+a b kl'1+6‘+a
k?+b+a+b k?+c+c+b D kil+c+b
k?+a+a+c k?+c+b+b D kil+b+b
k?+b+a+c
k?+b+b+c
kz(')+a+c+c
k?+b+c+c
k?+a
kit

Table 8.1: The components of the left super key

In the case of the super key corresponding to the right half is expressed as follows:

XR} =PRI ® 70 & 72 @ k?
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There is only one term of Zl-z:

Z [(Zzl—l—a D kz—i—a 69XRH—a)gL(Z i+b D kl+b @XRz+b)] S (le—l-c S kH—c @XRH-C)

1 0 0
Zt—i—a [(Zl+a+a D kH—a—i—a D PRi+a+a)&(Zz+b—l—a D kl+b+a b PRi+b+a)]®
(Zlo—i-c—i—a b kl+c+a ©® PRi-i—c-Hl)
0
Z =20 O K psa ® PR a) & (20 DDy D PR )| D

(Zz+c+b D kl+c+b D PRi+C+b)

1 0 0
Zi [(ZH-C-HI @ kl—i—c—l—a D PRi+c+a)&(Zz+c+b ¥ kl+c+b D PRi+C+b)] D

0
(Zz+c+c b kl+c+c ©® PRi+C+C>

Thus, there are 7 distinct key bits in the super-key corresponding to the right half:

Bitl Bit2

0 0
kl+a+a kl+c+a ©® kH—a

0 0
kl+b+a k1+c+b D kl+b

0
ki+b+b

Table 8.2: The components of the right super key

8.2 Best and Worst Rotation Constants

We try all possible values for the rotation parameters (a,b,c), with the constraint that
a#b#c,0<a<n—1,0<b<n-—1,and 0 <c¢ <n-— 1 where n is the word-size.

From tables[8.T]and [8.2] it is clear that the largest possible size of the super key for the
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left half and the right half are 18 and 7 bits respectively. Hence, the smallest super key size
for 32-bits, 64-bits, and 128-bits block sizes is 10 bits for the left half and 6 bits for the right
half. In the case of 48-bits and 96-bits block sizes, the smallest possible super key is 8 bits
for the left half and 5 bits for the right half.

There are 204 rotation parameters that generate the largest super-key for SIMON-like
ciphers with a block size of 32-bits, here we show only 28 choices:

(1,2,5),(1,2,6),(1,2,7),(1,2,11),(1,2,12),(1,4,3),(1,4,5),(1,4,6),(1,4,13),
(1,5,4),(1,5,12),(1,6,2),(1,6,3),(1,6,13),(1,10,4),(1,10,5),(1,10,7),(1,10,11),
(1,10,14),(1,12,3),(1,12,5),(1,12,13),(1,12,14),(1,13,4),(1,13,12),(1, 14,3),
(1,14,10),(1,14,13).

It it clear that the necessary condition for these rotation choices is that one of the pa-
rameters is an odd number. This is true for all rotation parameters that produce the largest

super-keys.

The worst rotation parameters for SIMON-like ciphers with 32-bit block size:

(0,4,8),(0,4,12),(0,8,4),(0,8,12),(0,12,4),(0,12,8),(2,6,10),(2,6,14),(2,10,6),
(2,10,14),(2,14,6),(2,14,10),(4,8,0),(4,8,12),(4,12,0),(4,12,8),(6,10,2), (6,10, 14),
(6,14,2),(6,14,10),(8,12,0),(8,12,4),(10,14,2),(10,14,6).

The worst rotation parameters for SIMON-like ciphers with 48-bit block size:

(0,8,16),(0,16,8),(4,12,20),(4,20,12),(8,16,0),(12,20,4).

The worst rotation parameters for SIMON-like ciphers with 64-bit block size:

(0,8,16),(0,8,24),(0,16,8),(0,16,24),(0,24,8), (0,24, 16), (4,12,20), (4,12,28),
(4,20,12),(4,20,28),(4,28,12),(4,28,20),(8,16,0),(8,16,24),(8,24,0), (8,24, 16),
(12,20,4),(12,20,28),(12,28,4),(12,28,20),(16,24,0),(16,24,8),(20,28,4),(20,28,12)
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The worst rotation parameters for SIMON-like ciphers with 96-bit block size:

(0,16,32),(0,32,16), (8,24,40), (8,40,24), (16,32,0), (24,40,8).

The worst rotation parameters for SIMON-like ciphers with 128-bit block size:
(0,16,32),(0,16,48),(0,32,16),(0,32,48),(0,48,16),(0,48,32),(16,32,0),(16,32,48),
(16,48,0),(16,48,32),(32,48,0),(32,48,16),(8,24,40), (8,24,56),(8,40,24), (8,40, 56),
(8,56,24),(8,56,40),(24,40,8), (24,40,56), (24,56,8), (24,56,40), (40,56, 8), (40,56,24).

These different rotation constants produce the smallest super-key size ; hence our attack
is more powerful and efficient. The necessary condition for these rotation choices is that

ged(a—b—c,n) # 1.

Block | # of rotation constants | largest | # of rotation constants | smallest
generates the largest | super-key | generates the smallest | super-key
size super-key size size super-key size size
32 204 18,7 24 10,6
48 1648 18,7 6 8,5
64 6064 18,7 24 10,6
96 28352 18,7 6 8,5
128 82288 18,7 24 10,6

Table 8.3: The largest and smallest super-key size
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Chapter 9:  Conclusions and Future Work

9.1 Conclusions

This dissertation describes the novel notions of super-rounds and super-keys and demon-
strates their efficacy through both experimental and projected theoretical linear cryptanalysis
of SIMON-like ciphers: SIMON and SIMECK. The feature of our attack is that we are able to
apply Matsui’s second algorithm in an efficient manner, especially in the forward direction.

We were able to recover three-fourths of the master key in the 8-round and 12-round
linear attacks of SIMON 32/64 and SIMECK 32/64 with high accuracy, and we approximately
recover more than 80 percent of the master key in the 10-round key recovery attack. More-
over, we showed how to use multiple linear cryptanalysis to reduce the data complexity,
which enables us to extend the attack to more rounds.

For larger variants of SIMON and SIMECK, we describe linear attacks using a single
super-round. Then we improve these attacks by generating linear approximations with
higher bias; hence we are able to attack more rounds using multiple super-rounds. Even
though we brute force multiple super-keys, the total number of bits is less than the size of
one round key for each of these variants.

We present improved linear attacks on all variants of SIMON and SIMECK. For some
variants, we are able to attack more rounds than any other approaches that use Matsui’s
second linear cryptanalysis; we exclude non-classical approaches that rely on linear hulls.

Finally, we examine the possibility of our attack with different rotation constants. We
found that our proposed approach is still valid and efficient despite the rotation values. This
analysis was made taking into consideration only the size of the super-keys, and not the

general linear cryptanalytic approximation.
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9.2 Future Work

Many cryptanalytic approaches can be adapted with our notion of super-rounds and super-

keys; the following ideas could be tested:

e In our attack, we use multiple linear approximations that are statistically independent;
hence we used a limited number of approximations. Recently, multidimensional
cryptanalysis [15] is introduced, and the independence of approximations is no longer
a constraint. Thus, combining our model with multidimensional cryptanalysis may

produce a more powerful attack.

e Linear hull cryptanalysis of SIMON is able to attack more rounds than the classical
linear cryptanalysis. It is worth investigating the possibility of combining the idea of

super-rounds with the linear hull.

e Differential cryptanalysis results in the most powerful attacks of SIMON and SIMECKin
terms of the number of attacked rounds.Our approach relies on the use of linear crypt-
analysis; hence we could explore whether the combination of super rounds with

differential-linear cryptanalysis would result in a more efficient cryptanalysis.
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Appendix A:

A.1 4-round linear approximations for SIMON 32/64

Recall single-round encryption, Equation (3.1):
(XL XRTY) =R, (XL/, XR)) = (XR' @ F(XL)) & k/ , XL))
Hence, single-round decryption is:

XL/ = XR/!

XR =F(XL)oXLU' ok/ = FXRH)Y e XL gk

Beginning with a single bit of the left half plaintext, PL = XL°, we approximate a linear

relationship with bits from the output:

PL; = XLY = XR!

= F(XR?),® XL} ® k]

~XRl, DXL} k!

= F(XR)is2 ® XL, © ki XL G k)

= F(XR);j 12 ® XL}, , & ki 2 ®XR; &k &b
2 XR?+4 @XR? @XL?H @kiz+2 D kil

=XR} 4 ®XL} , Bk, Dk

— F(XRY)i 14 © XL 4 Bk O XL, @12, o k!

= F(XRY)ii14 XL} 4 K 1,y OXRE , ® k7, K]
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PLi=F(XR");isa ® XL} 4 ©XR} L © k) 4 Dk o Dk
1

~ XRH—Z i+6 EBXLI Ji+4 69XRI+2 SZ kl i+4 ® kl+2 ©® ki

_XR46€BXL11+4EBktH—4@k ZEBkil

Also, to produce 4-round linear approximation for the right half, we will start with a single

bit of right half PR = XRO:

PR, =XR’ = F(XR"); XL &k’
~XRl,®XL] ®k)
— F(XR®)i 12 O XL, ®kl, DXRZ B LY
~XR B XLE, & XK Gkl Bk
= XR} 4 & XL, kL, k!
(A.2)
— F(XR®)ij44) XL} 4 1 s XR kL, &K
RXR 6 ®XLY yOXR] Ok Bkl DR
=XR} ¢ EBXL,%,-H @kiz,i+4 ki DK}
=F(XRY)iy6 XL Ok ¢ BDXR 1, 4Bk 4 Okl BK)

~ 4 2 0
~ XR; i,i+4,i+8 EBXL!—I—6 ® k1+6 ©® kz Ji+4 ® kl+2 b ki

A.2 Extend the 4-round linear approximations by two rounds decryption

Recall single-round decryption:

XL/ = XR/T!

XR =F(XU)e XU o/ = FXRM Y o xU/ ar
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and hence two round decryption is:

XL/ =F(XRIT?) e XL/ g i/t!

XR = F(F(XRT) o XL el o XRIT2 g )/
which gives us:

XL =XxLY o F(XR") ok’

XRS=XRYoF(XLY o F(XR') k) pi®

Recall the 4-round linear approximation for the single bit in the left half:

4 5
XL} =XRY (@ XL} 40K &k, @kl 4

Substituting for X8, we get:
XL} = XRg®F (XL © F (XR'®) © k)i D ki 6 ©XLij, 4
EBF(XRIO)l i+4 @kz Ji+4 EBkS @k +2 EBkl Ji+4
or:
XL} = XRI6 @ [(XLI & F(XR'); 17 k2, ) &(XLL),
OF(XR'")it14 @k1+14)] eakz+6 @XLerS OF(XR'"); 30

10 10
k1+8 @XLz Ji+4 S [XR I&XRH—S] @XR +2 D [XRH—S

&XR1+12] @XR +6 69kl Ji+4 @ks @k +2 @kz i+4
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or:

XL} = XRi {6 ® [(XLi)7 © F(XR') i © k7, 7) & (XL 14
DF(XR')ir14 Bk 14)] B e © XLV © (XR{V&XR;")
DXR 10 Bk s DXL, ® [XRY &XR V] © XR}Y,

10 10 10 5
® [XRIVS&XR}) 1)) O XR )6 0k 4 O Ok} 2 K] 114

and finally,

4 10
XL =XRi%s 110 B XLi% 41

DXL O F (XR")ip7 © ki) &(X LD 14 ® F(XR')i 14 A3)

Dhiy14)] © (XRIYG&XR}®) @ [XRIY  &XR}D5]®

5 1 16
XRIVS&XR 15 Ok Bk 2 Bh] 11 Dhiy6 DK a4

Now recall the linear approximation for the single bit on the right side:
XR4 XR81+4 i+8 EBXLH—6 D k4 D kl+2 D kl Ji+4 & kl+6

Again, substituting the expressions for X® in terms of X'° we get:

XR! =XR°oF( XL o F(XR') o k) 0k ©XRV, @ F(XL'Y © F(XR'") 0 k") 144
ok ©XR S F(XLY @ F(XR') & k)i g @k s @ XL @ F(XR')i16 © K

4,5 6 7
Dk Dki'yy Dkijg Dkipe
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XR! =XR}%, 4 s ® XL & (XL, & F(XR'), 1

Dk &(XLIs & F(XR')ig @k} )| © XL & F (XR') 42

ki1 ® [(XL})s®F(XR')iys © k7, 5)&(XLIY 1, & F(XR'); 41 Ad)
Bk 1) XL ®F(XR') 16 D k6 ® (XL ®F (XR')i40

Dk o) &(XLIP D F(XRY); @ k) @ XLy D F(XR'") 110

10 475 6 7 8 9
ks 10 DF(XR') 6 Dh; Ok} DA 4 D] 6 DKy 118 DK

A.3 7-round linear approximations for SIMON 32/64

For the left half, we begin with the four round approximation used in the 8-round and

10-round attacks, and repeatedly apply the exact decryption:

XL/ = XR/H!

XR =F(XU)o XU o/ = FXRM Y o xU/ i

and the approximation:

PriF(x) = (x < 2)] = % (A.5)
Thus:

PLi~ XRl B XL 1 4Bk 4 ki Bk

= F(XR} ) DXL} g DXR} g ki 6 DA 4 DK DK

N XRY g O XL OXRY 4 Dk e DKy Ok B

=XR; 4,18 DXL 6 DKl 6Ok 14 DkTy D] (A.6)
= F(XR®)itai+8 DXLy 41 8 DXL 6 Dk i1 4i s DK s @K 4 DK, D]

R XRY 146,010 DXL a8 DXRY DK 11 g 145 DR DR g DT DK

6 5 4 |
= XRS5 10BXLY 114118 Ok 1408 Ok 6Bk 4 Bk 2 Bk
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PLi= F(XR7)i+2,i110 O XL]12110 D k{12,410 DX R 4108 O R i1
Dkiye® ki3,i+4 Dk, Bk
R XR 4110 O XL 1110 ©h 21410 O XR 4148 DK 441450
kiv6 Bk s ki Bk
=XR] 180 10OXL] 01100k 01110 Bk 1418 Dhive Ok 11 g DR 2 Dk
In addition to the four bits approximated for the four-round approximation we used, F (XR?);,
F(XR3)i12, F(XR*);, F(XR"); 14, we approximated six more bits: F(XR?%), F(XR®);,
F(XR%); 4, F(XR%); 3, F(XR");2, F(XR),, for a total of ten approximated bits, result-
ing in a bias of 2711,
For the approximation for the right half, we begin with the four round approximation

used in the 8-round and 10-round attacks, and repeatedly apply the exact decryption and

approximation used for the left half.

v 4 3 2 1 0
PRi = XR; 1448 ©DXLit 6 DkiyeOkiira ©kipn Ok
=F(XR)iiraisg ®XL) 4. o Bkt 41 g ®XR) Dk DK,
i,i+4,i+8 i,i+4,i+8 i,i+4,i+8 i+6 i+6 i,i+4
ki Bk
RXR 5610 DXL s ©K s s DXR DK o DT
~ i+2,i46,i+10 i,i+4,i+8 i,i+4,i+8 i+6 i+6 i,i+4
5 5 4 3 2 1 0
=XR; 12410 D XL 1448 Dkiiais ki e ®kiiiaDkir Dk; o
=F(XR 50 10) ©XLE 5,100k DXRS, 4, s Bk 4,
i+2,i+10 i+2,i+10 i+2,+10 i,i+4,i+8 i,i+4,i4+8
3 2 1 0
Dk 6 Dkija Dkipr Dk
~XRS, 4 ®XLS 5 10 ®XRS, 4 DK Bkt 4
i+4,i+12 i+2,i+10 i,i+4,i+8 i+2,+10 1,i+4,i4+8
3 2 1 0
D6 Dkiirq Dhir Ok
6 6 5 4 3
=XRi18i+10BXLP s i 10Dk 110D kiiyairs Dhie

2 1 0
Bk jpa Dkir®k;
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PR =F(XR]; ;1 12) BXL] ;151 100K 118010 BXR 01010 DK 10 110 DK ia s
DKy 6 Ok Dkl K
~XR] 100014 DXL g i 10 ® kg i 10 OXR] 91010 D Ko 410 DK airs
Dk} 6 DhG g Dy O
=XR] 1 OXL] g i 10®K 80120k 2 110Dk 14118 DKy 6 DK i1
ki Bk
In addition to the five bits approximated to obtain the four-round approximation we began
with, F(XR");, F(XR?);;2, F(XR%);), F(XR?)i14), F(XR*);16, we have approximated
eight more bits: F(XR?), F(XR?,,), F(XR} g), F(XR?,,), F(XR? ), F(XR]), F(XR].g).

F(XR! for a total of thirteen bits approximated resulting in a bias of 214,
i+12 pp g

A.4 12-round linear approximations for SIMON

Here, we use the 7-round linear approximations and produce 12-round linear expressions as

follows:

_vpl 7 6 5 4 3 2 1
PLi=XR;; g 10DXLi\5;110Dki\2,i110Dki 418 DKiye Dkiiq Dkiir Dk
= F(XR} ) e XL DK i+8,i+12BXRY 5, 0B 10Dk g
- i,i+8,i+12 i,i+8,i+12 ’ ) i+2,i+10 i+2,i+10 i,i+4,i+8
4 3 p I
Dkite DK 14 Do ©k;
~ XR} e XL @k ®XRS @ kS ok &kt
~XRi 0110114 ii+8,i+12 Dkiiygit12 i42,i110 Okiy2 110Dk 418 DKite
3 P |
Bk ;4 Dkiir Dk;
v p8 8 8 7 6 5 4
=XRi.2i410,i+14 BXR 2 1410 DXL 48 1112 PKiivg iv12 Pk i 10 Pk jga v Pkite
3 2 1
Bk 4 Dkiir Dk;
v p8 8 7 6 5 4 3 2 1
~XR 14 DXL g i 10Pki 18112 Do iv10 DK 1418 Bkite Dkiia ki, Bk

(A.8)
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PLi=F(XR?, 14) ® XL}, 14 Bk}, 14 BXR 115112 DK 118012 DKy 109K 14448
Dkiye @ k3z+4 ki, Dk

R XR, OXR 5110 DXLY 14Dk 14Ok 151010 D010 DK 1448 Okl
D4 DA Dh

R XRY gi4 10 DXL 14 Bk 14 D] 118110k 2i110 DK 1418 Ok 6 DK 114
Dhiip D]

= F(XRYg1012) B XLV 410 Bk} 5110 OXRI 1y &K 1y B 1y 110 B k10010
B4 Ok e B g Bk Bk

R XRY 10114 DXRD 14 OXLg 1410 Ok g i 12 DKy 14 Dk iy 012Dk 0110
By 48Ok e Ok 4 BhG2 BK

= F(XR}{10) ©XLi{ 1B XRlg ;1 100Kkis 100K 51010 B 1a DK 115011

@ ki6+2,i+10 b kz'5,i+4,i+8 Dkl @k i+a D ko @k

~XRI ®XL 0B XR] g 1o Bk 10 kH—S 12 DY 1, D kliigiin® ki6+2,i+10
® k?,i+4,i+8 Dkie® ki3,i+4 ki, k]

= XRUg® XL 10 @k 100K 5112 Bk 14 Bk g 1112 Bk 121010 DK 448

) SAPReeY SN Y o

~ F(XRiTg) ®XLiTg ®k' 1ips ®XRIZ 10O k{10 Bk} g1 12 DK 14 DK igiv12

B 211108k 14y DR 6 Bh g B R Bk

=XR{Z 10O XL Ok' 1iys OXR T 10D kit 10Dk} 5112 By 14 DK 115112

Dk 21010 DK jya s DR Dk g OhG o Dk

= XLi73 D kil Ok 1o ® kl+8 12 Ok g Ok g 110 @ kz+2 ir10 @K i+dit8 D ki
Bk g Bk Bk

In addition to the ten bits approximated for the 7-round approximation, we approximated

eight more bits: F(XR?, ¢, 1,).F(XR?,4), F(XR!Yg . 15), F(XRi! o), F(XR%g), for a
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total of eighteen approximated bits, resulting in a bias of 2~'°. For the approximation for

the right half: we have the following 12-round linear approximation:

7 0
PR; = XR], 1, ® XL, it8,ir12D kS i48,i+12D kH—Z L0 Dk i4,irs D ke @k s @ ki, &k
=F(XR} ) ®XL} |, ®k!, 1, ®XR} @ kS Dk @k} ek
= itr14 ir14 Dkiy1a Pit8,i+12 Dkijyg iv12Dkiio 110 DK 1418 Dhie
2 0
Dkiips® kiyo @k
~XREoXLY , ®XR} @kl  DkS ek @k Bk, D
~ it 14 Pi18,i+12 Phip1a®kiiigii120Pkiyo 110Dk 1418 Pkite
0
kl i+4 b kl+2 b ki
6 5 4 3
= XR1+8 12 OXLY Bk 14 @ kiirgiv12 Dkitr 110 DK a8 Bhive
Bk} g Dkl DK
= XR1+8 i+12 69XL;+14 D k1+14 kS i18,i+12D kz+2 +10D ki i+4,i+8 D kz+6 S5 kl i+4
ki Ok
9 9 8 9 7 6 5
=F(XR g,112) ®XLi g ;1120 Dkiigir12 DXR 14 Dk 1a DK 84129k 2 110
0
b kl 44,48 b kl+6 52 kl Ji+4 @ kz+2 ® ki
6 5
A XR 10114 DXRY, 14 DXL g 1410 Okog i 10 DK 14 DYy 814 10Dk 0 110D
4 3 2 1 0
Kiitairs Dkiie®kijpaDkir®k;
~XR) , ®XL] DK g1 Dk DK o DD Gkt 4 Bk
i+10 i+8,i+12 i+8,i+12 i+14 i,i+8,i+12 i+2,+10 i,i+4,i+8 i+6
2 0
©® kl Ji+4 ® kl+2 ® ki
= F(XR{Y10) DXL} 10D kjy 10D XR; g Q12 69kz+8 12 Dkl 14 DR i48,i+12
1 0
Bk 100K 11418 Dk 6Bk a Bk Bk
 vpl0 10 9 8 7 6 5
~XRID OXRIg 10 OXLY 10Dk 10 DK} g1 10 DA 14 DK g1 10 DK 5 4 10®
4 3 2 1 0
Kiivairs ®kiie®kijia®kir Sk
=XR o XL ok kS k! k8 K K
= AR g DXL 10 DK 10 DK 8112 DK 14 DK igir12 DKo 110 DKiiva,ivsD

kl+6 @ kl i+4 D k1+2 S k?
(A.9)
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PRi = F(XR}}s) DXLHs D kiys DXRL 10 © k1o © kg i1 O K14 DKL 1ys 12

DK} y0 410 DK 114148 DKo AT isa Bhly DK

~XRiL 10 OXRI 10 DXLl g Dk Y Dy 10 DkPyg 410 Dkly14® ki6,i+8,i+12 52 k?+2.,+10
Dk irairs DK 6 DK a Okl O K

= ®XLi s ®ki g Dk} 10D kirg iy 12Dk 14D kgi+8,i+12 By 10Dk 11418 Dhiye
D kz'2,i+4 ki DK

= OXR[ T3 Bk g B 1@ kl+8 12 Ok 14 Ok i+8,i+12D kz+2 L@k itd,i+8 D ks
Dhi iy s Dkl DI

In addition to the thirteen bits approximated to obtain the seven-round approximation, we
have approximated five more bits: F(XR§+]4), F(XR?+8 i12)> F(XR}J?]O) and F(XR}!g)

for a total of eighteen bits approximated resulting in a bias of 2719,

A.5 13-round linear approximations for SIMON 32/64

We extend the 12-round linear expression by one more round. Thus, we obtain a 13-round

linear approximation for the left half, with bias 271°, like the following:

12 8 7 6 5 4
PLi=XLi}s®kilg kil & k1+8 ir12 Pk 1a Ok g iv1o DKo 10 DK 14 iv8 Phite

DK 114 Ok Ok

= XRgDkijs @kl 10Dk ig 10Dk 14Ok 1512 kH—Z 110Dk 1418 Dk
DK 114 Ok Ok

(A.10)
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Moreover, we extract another 13-round linear expression for the approximation for the right

half:, with a bias of =220, as follows:

PRi = XRZg ki {s D10 kg 10 Do 14 O K15 1110 ©hn 110 O K s s DKy
ki1 a Bkl

= F(XR}}) ©XLiTs G kig @ ki) Ok} 10 Bk, i@kl ki6,i+8,i+12 Dk}yo 10

Dk 14148 Dk 6 I isg Dkl Ly DK

8 7 6 5
=XR} 0 XL gD kiTg k] 8@k1+10@ki+8,i+12@ki+14 Dkiiysit12Dkiia 110

4 3 0
Bk 1148 DK DK a Bkl Bk

(A.11)
A.6 The Deduction of k> from &°
Recall k” is generated as follows:
E=aklek>>3)a (k> 10k >>4)®cd (20)5 (A.12)

E=ai’>3)a(" >4k’ >6)0 k" > 7)o (k"> 8)a (k°>>9)
"> 15k > Dok >3Hek! >5ak! >6)a k! > 1000
(K'>>12)@ (k' >> 150k ® (K> 1)@ (k> >>9)® (2> 10)® (K >> 11)@

(k> >> 13) @ k> ® (k° >> 4) ® constant

(A.13)
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The constant in refers to|A.14} and the constant in the expression of k!9 refers to

.

(c®(20)0) ® ((c® (20)0) >>3) ® ((c B (20)0) >>4) D ((c D (20)0) >>6)
D((c® (20)0) >>T) B ((c® (20)0) >>8) B ((c® (20)0) =>>9)®
Constant — ((c®(20)0)=>>15)B((c®(20)1) > 12) D (c®(20)2) B ((c D (20)2) > 1)

D((c®(20)2) > 9)® ((c® (20)2) > 10) B ((c D (20)2) > 11D

((c®(20)2) > 12)B((c®(20)3) =>>6) D ((cD (20)3) > 8)D

((c®(20)4) >>3)D ((c®(20)a) >>4) D (cD(20)5)
(A.14)
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Constant = <

(

\

(c® (20)0) & ((c®(20)0) >>2) & ((c® (20)0) >>7) ® ((c B (20)0) >9)
D((c® (20)0) > 11) B ((c P (20)0) >> 12) B ((c D (20)0) > 13)@
((c®(20)0) > 14) D ((c®(20)1) >>2)D (cD(20)1) > 4D
((c®(20)1)=>>6)D(c®(20)1) > 10) D ((c D (20)1) > 12)®

((c®(20)1) > 14) B ((c D (20)2) >>2) D ((c D (20)2) > 4)D

((c®(20)2) > 6) @ ((c® (20)2) 3> 7) B ((¢ B (20)2) > 8)&

((c®(20)3) =>>9) D ((z0)2) > 11) D ((c¢ D (20)3) > 13) B (c D (20)3)®
(c®(20)4) B ((c®(20)4) >>5) @ (c @ (20)6) B ((c D (20)a) > 8)&
((c®(20)4) =>>10) D ((c® (20)a) > 11)B ((c D (z0)a) > 12)

S((c® (20)4) >> 15) @ (c B (20)5) © ((c B (20)5) >>2) & ((c B (20)5) > 4)
B((c®(z0)5) > 12) B (c D (20)6) D ((c® (z0)6) > 1) B ((c D (20)6) >>4)
D((c @ (20)6) > 5) D ((cD (20)6) > 6) D ((cD (20)6) >>T7)D

((c®(20)6) =>>8) D ((c®(20)6) >>9) D ((c D (20)6) > 11D

((c@(20)6) >>12) B (c ® (20)7) D ((c @ (20)7) >> 8) @ (¢ ® (20)7) > 12)
BS(c®(20)8) B ((c D (20)8) > 1) B ((c @ (20)8) > 3)®

((c®(20)8) > 4) D ((cD(20)8) >T7) D ((cD (20)8) > 8)D

((c®(20)8) > 8) @ ((c®(20)8) > 9) @ ((c® (20)8) > 10)D

((c@(z0)8) >> 11) & ((c @ (20)8) >> 13) & (¢ (20)9) B ((c @ (20)9) >>4)
B(c® (20)10) & ((c D (20)10) >>3) & ((c B (20)10) >> 4)®

((c®(20)10) > 6) ® ((c D (20)10) >>7) ® ((c B (20)10) >> 8)

D((c®(20)10) >>9)® ((c® (20)10) > 15)
(A.15)
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A.7 Linear Approximations for SIMON 48

A.7.1 12-Round Linear approximations

The linear approximation for the left half:

PLi=XR]; 311 10BXL] 15110 Bk 2,110 DK iraiis Bkive Bl g O ki Bk
=F(XR} g 12) DXL g i 10Dk 18012 OXRE 1410 D014 10 DK 14,18
ke @k 4Dk, ®k

R XR} 100014 DXL g i 10 Ok g i 10 OXRE ) 110 DA 1110 DK 145D
ko @k g @k, Ok

= XRY 10414 O XR 0110 O XL g 1012 O K g 1110 ©hln 410 DK 1a s
Dk DK g DRy O

RXRE 4 OXL] g 10Ok g 12 k210 DK iaivs DK e Ok 14

ki, Bk

= F(XRY, 14) O XL 14 Bk g BXR g 10Ok 151010 DK 00110 D K ivains
Dkiye DR ia Dk O

RXR), 16 OXLY 4 OXR g 10 Bk 12 Bk 80108k 011109k g
Bk Bl 4 DR, D]

~ XRz‘g,i+8,i+12,i+16 DXL, |, DK}, 14 ki7,i+8,i+12 D ki6+2,i+10 b kis,i+4,i+8 ®ki\
Bk 4 Bk, Dk

= F(XR;{i5i412,416) B XLithg v 12016 DR i 12,016 S XRi D14 O hE, 140

7 3 1
kiiig, z+12kl+2 i+10 D kl i+4,i+8 D kl+6 Dkiia® kz+2 ©k;

(A.16)
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10 9 8
PL; =~ XR}D5 ;1 104140018 DXRIV 14 BXL;i18i+12,i+16 PKiy2,it10i+14,i+18 PKit14
7 1
Bk g 12k 2,i410 O K iy i8 D K6 K g B K Bk
— F(XR!! )®XL! OXR! g 12016 DKy 11010189
- i+2,i+10,i+18 i+2,i+10,i+18 L,i+8,i+12,i+16 i+2,i4+10,i4+18
9 |
ki 2 i110,i4+14,i+18 D kP14 DK i+8,i+12 D kl+2 ir10D kl i+4,i+8D kiv6 ® kl iia OKT, Dk)
~ XR!! axL! OXR)! @ kL0 ok
R XRi 4412420 i+2,i4+10,i+18 48,412,416 DK 2 110,418 DKL 8 i 12
3 1
DY 14 DA 1gi412 DK 410 DK irairs Dk e O 4 Dk DK
_ vpll 1 10 9
=XR;i14i18i+16,+20 DXLi12,110i+18 Pkit2,i110i+18 Pkit2,it10,i+14,i+18
DS, 1, Dk! @ ke ok Dk} DI L DI, Dk}
it14 DK i1g 12 DK 2 110 DK i14,i18 DKy 6 DK j1g DKo DK,
= F(XR}? Y XL ®XR)? Dkl
i+4,i48,i+16,i+20 i i4,i48,i+16,i420 i12,i410,i+18 DK; i 14.18,i+16,i+20
10 9 8 7 6
D kit 2i10,i+18 Pkit2,it10,i+14,i+18 DKiv1a Pk 10 Pk ivi0
5 1
DK ia,i18D ke Bk it D kipo k)
= XR!? ®XL?2 Gk B k0 D
=AR{6i122 i+4,i+8,i+16,i+20 DK i+4,i+8,i+16,i+20 P Kit2,i110,i+18

9 1
kii2iv10i+14,i+18 D kz+14 D] it8,it12D kz+2 i+10 D k; it+4i+8 D k1+6 ek it4 D kz+2 Dk;

The linear approximation for the right half:

7 6 5 4 3 2 1 0
PR = XRl 14 ®XL]; 5 1010 Ok iys 1012 DKo 110 D Kiiia s Dhiye Dhiipa Dkiyr Bk
8 6 5 4 3
= F(XRY, 14) SXL 14 Bk 1 BXRY g 10Ok 15010 DK 0 110Dk 448 DK 1g
0
Dhii g Dki, Dk
~XRS, XL L OXRY o LDk Bk e Bk DkF 4. oD
i+16 i+14 i,i+8,i+12 i+14 i,i+8,i+12 i+2,+10 ,i+4,i+8
> 0
kl+6 @ k Ji+4 S kl+2 S5 ki
8 8 7 6 5 4 3
=XR;i18it12i116 DXL 14 Pk 14Dk 18110 P ki 110 Dkiiraivg Pkite

ki 14 Oy DK}
(A.17)
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PR; = F(XR?,i+8,i+12,i+16) @XL?,i+8,i+12,i+16 ®XR}, 1, ® k§i+8,i+12,i+16 Skly14®
kl6l+8 i+12 D kl+2 +10 @kl 44,48 @kl+6 69kl Ji+4 D k +2 D ko
NXRY 10414018 O XRE 1 O XLY g 12,0016 DK s 12,016 D K14 Bk g 1o
B0 110Dk i1ai18 DKo DR 4 Diyy DK
= XR, 2,110,118 DXLy 15 012,016 D ki s 124016 S k14 DK g i1
® kl+2 10Dk itd,it8 D k6 @ k; ira D kiyo @k
=F(XR{Y2 i1 100018) DXL{Ys 110,018 DXRI D18 4120416 K424 10,118 DKi g it 12116
B 14 Bk 112 DK 2 110 DK a1 DK 6 OKG 112 Bkl B
R XR;D 48016420 DXL 10,0018 B K21 10,4418
D k§+8,i+12,i+16 Bkl 1@ ki6,i+8,i+12 D k?+2,+10 7 k?,i+4,i+8 Bk, D kiz,i+4 Dkiyy Dk
= F(XR}} 4. i48,i116,420) DX Li; i+4,i48,i416,i420 DX Ry it10i118® kil,?+4,i+8,i+16,i+20@
ki9+2,i+10,i+18 SZ k?+8,i+12,i+ 16 Bkly 14 ki6,i+8,i+12 D ki5+2,+10 @ k?,i+4,i+8 By ® kz‘2,i+4
Dkl , ©KY
= XRi {61120 BXLi} 411801160420 O Kigiaivsit16i120 O k42110418
©® k§+87i+127i+16 Skl B ki6,i+8,i+12 D k?+2,+10 ©® k;ti+4,i+8 ©® ki3+6 ©® k1‘2,i+4 Dkiyy DK
= F(XR{%6,42) ©XLiT6 112 Okile 110 ®XRIT 411811160120 Dkit12i420 Ok 10,118
® kl+8 i+12,i+16 D kl+l4 52 kz i+8,i+12 @ kl+2 +109P kl 44,48 ® kl+6 52 kz Ji+4 ©® k 2D ko
= XR24 1160020 DX L6 100 Oktle 1100 ® kD10 1120 DK 104118 D k§+8,i+12,i+16 Skl\14

6 5 4
Dk 18412 Bh 0 110Dk 1418 Dhive Dkii 4 Dkl Bk
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A.7.2 Extend 12-round linear characteristic by partial decryption for SIMON 48
A.7.3 One Round Decryption

We append the super round of four rounds encryption and one round decryption at the end
of the 12-round linear trails for the left and the right halves

The approximation for left half:

4
XL; =F (XR1+6 i) ®XLil¢ i+22®D kl+6 i ®XR]] i+4,i+8,i+16,i+20 D ki3 44,i+8.i416,i+20D

14 10 9 8
kivoiv10i+18D kz+2 i+10,i+14,i+18 D kit ©k 48,412 Pkito 10 Pk a8 Bhite
7 5
Dk i,i+4 D kl+2 D ki
(A.18)

The approximation for right half:

4
XR; = F(XR1+4 i+16.i420) @XL1+4 i+16,i+20 D kl+4 i+16,i420 @XRI% i+22 D kl+6 i+22@

14 9 8 7
kit12,i+20 D kz+10 i+18 D kl+8 i+12,i+16 D kz+14 DY i+8it12 Pkiio 110Dk a8 Dkive
6 4
Bk its Dk} Bk;
(A.19)

A.7.3.1 Two rounds decryption

We add one more round of decryption at the end of the equations [A.18|and |A.19]
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4 vpl6
XL} = XR!% ;.00 ®XL}C Jit4,i18,i4+16,i+20 D ki3 44 i18,i+16,i+20 D kit2ii10118

D kl+2 i+10,i+14,i+18 D kz+14 k] it+8,i+12D kH—Z i+10 D k; 448D kz+6

17
=F(X Rt+6 i+22) ©X Lz+6 it22D kl+6 i+20 DXR; 1418 i+16,i+20D ki 44,i4+8.i116,i+20D

kit £2,i4+10,i+18 @kz+2 i+10,i+14,i+18 D kit 14 k| it8,i+12D kl+2 i+10 D k; i+4,ir8 D kl+6

DK 114 K DK

= (XRI;&XR}]14) ® (XR]3&XRi]¢) @XRers (XL i+22®D kl+6 i+22®

17 15 14 13 12
XR;i14i48i+16,i+20 Dkiiiaiv8i116,i4+20 Dkit2,i410,i+18 Pkif2it10,i+14,i+18 PKif14®

1 8 5
kitigiv12 ©ki Y2100k ipaiss Dkive Dkl iya Dk Ok

= (F(XRlS)i+7 DXL Ok l7&F (XR'®)it1a ©XLS 1, O kil 14) © (F(XR') 4239
XLi$y3 @ ki 3&F (XR')i6 ® XL} ® ki 6) & F (XR'™®)i 1 4,1116,420 @XL}—E47i+167i+20
17 16 15 14
BXR 6120 Dkilaii16i020 Dk D610 @ kiiiairs,iv16i+20 PKifoit10,i+18P

7 5
ki 12,i+10,i+14,i+18 D kz+14 Dk it8,it12D kl+2 i+10 D k; i+4.i+8 D kl+6 Dkijia® kz+2 ©k;

(A.20)
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Similarly for the approximation for the right half:

4 vpl6 15 13
XRY =XRi%4 16120 OXLiY6 1120 O kit o0 ®kit 12,020 O kit 10,418

4
D kz+8 i+12,i+16 D kz+14 DY it8,it12D k1+2 +10D K it4,i+8D kl+6 kL it4 D k1+2 Dk;

=F(XRi]4i116i+20) DXL 4 11160420 D kz+4 i+16,i+20 DX Rl+6 i+22 D k1+6 i+22®D
14 13 12 1 10 9 8 7
kil12i120 ©kit10i418 PKitgiv12,i+16 DKiv1a Dkiitg 1o Dkivo 110 Dkiira g Dkie
6 4
©® k Ji+4 ® kH—Z ® ki
= (XR!s&XR!! 1)) ® (XR'T;&XR!") ® (XR!], &XR}!,) DXR)] @
+5 i+12 +17 +21 i+4 i+6,i+18,i+22
18 16 17 15 14 13
XRi\ 4116420 Dkita ir16,i+20 DX Rite 00 BkiTe iy20 Dkit12,i400 Pkit10,i118P

12 4
kitsivizitie @kitia Bk 48,12 EBkz+2 110Dk iH4it+8 k] 6 B i a DI B

= (F(XR"®)i1s ®XLi}s @ k| s&F (XR'®)iy 12 6 XLiT 12 ki 12) ® (F(XR'®) 117
SXLY 1 &kl 17&F (XR'®); & XLI* & kl7) & (F(XR'®)i 121 @ XLy, @ k15 &
F(XR'™) 4 ® XL, @kll) OF(XR'™) 118 XL 1 © k1 @XRi1§4,i+16,i+20@
ki0a iv16420 D hie e DK 12,120 ©Kit 10418 Dhits 12,416 Dhit1a Ok frs v 12

6 4
©® k1+2 L0 @k iraivs Okl6 DR 4@ ko Bk
(A.21)
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A.7.3.2 Three Rounds Decryption

We append one more round to the equation[A.20]and [A.21]

The approximation for the left half:

XL} = (F(XR")ir7 © XL kil &F (XR'®)ip1a © XL 14 D ki 14) © (F(XR')i123

DXLy Dk 038 F (XR'®)i e @ XL kils) O F (XR') 4116120 DXL{T4 1 161120
15 14

@XRlJrs i+22 D kz+4 i+16,i+20 D kl+6 i+22 DK i18 16,1420 PKifoir10,i+18

13 12 1 5
Dkit2ir10i+14,i+18 Dkit14 DK jigip120D kz+2 i+10 D kl ira,ir8D kP 6 © k] ita® ko @k

= (XRIP&XR!D5) ©XRS © XL, ki1 &(XRE | s&XRIS5,) ©XRS g @ XLT 4@
kilig) @ (XRPB&XRE) @ XRIS, @ XLS, @ k!l &(XRIB&XR!S ) @ XREB o XL (@
ko) © (XRIES&XRIE15) © (XRIS17&XRI®) © (XR[S &XRIL,) © XRiT6 115,120
DXR 4 416120 D XR 61120 B hiLa 16,1020 D Ki L6 1422 KT ra ivs i 16,420
kiljr‘27i+10,i+18 S kil—i3-2,i+10,i+14,i+18 ® kilim ¥ kz'1711+8,i+12 D kilgz,mo ©® k?,i—i—47i+8 SZ k§+6
D] 4 Dk, DK

(A.22)
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XL} = (F(XR")is OXLY s @ k[ S&F (XR"); 115 © XL s Dkl 5) @ F(XRY)110®
XLiYo ®kite ®XRT7 D ki[7&(F(XR')ii15 XL s Gk} s&F (XR) i X LT ®
kitn) B F(XR™)i16 B XL 16 kit 16 DXRIL 14D hi{14) ® (F(XRY); & XL B k&
F(XRY)iy7 ©XL2; ©klY7) ©F(XRY)in @ XL ©kif @ XR o D ki 03&

(F(XR")i 7 & XL1); @ ki27&F (XR)i 14 ® XL |, ®kiP1y) ©F (XR")i g DXL
kits ®XR o ©kile) ® (F(XR)ins ®XLi)s ® kil s&F (XR")in12 @ XL 1 @ ki 1)@
(F(XRY)is17 ®XLiT 17 @kl 17&F (XRY)i @ XL @ k(%) © (F(XR') 21 ©XLiYo; Dkiyn
&F(XR")i 4 ®XL:, @kity) ©F(XRY)ip1s ®XLY g O kY s DXRIY 4 i 16,4200

k1+4 i+16,i+20 D kl+6 i+22 D kl i+4,i+8,i+16,i+20 D kH—Z i+10,i+18 D kz+2 i+10,i+14,i+18 D k1+14

1 10 9 8 5
Dkijig i1 Dkito 100Kk iiai8Dkiie Dkl Dk, DK
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The approximation for the right half:

XR} = ((F(XR")i16 ® XL @ ki S6&F (XR")i 13 O XLE 13 © kit 13) © F(XR")i17
DXLy Dkity O XRs O kL& (F(XR")ip13 ©XLiZ13 O kiL13&F (XR')i20 © XL
@kitr) OF(XRY)ip1a @ XL |, klY @ XRE |, & kil 1) & (F(XRY)ip 18 S XL
Dk g &F (XRY)ip1 @ XL, 6 k%) © F(XR")i110 ®XLEY 1o @kl 19 DXR] 17 Bk} 17&
(F(XR®)i1 @ XL, © kit 1 &F (XR"); 3 © XLV ©kiYg) @ F(XRY)ip2 & XLiY, © ki
OXLP o k)@ (F(XR)ipan ® XL 0 G k3 &F (XRY)ips XL s G kiLs)®

F(XR")i123 B XLiYoy @ kjyoy ©XR}Y o @ klly &((F(XR')iys © XLYs © ks
&F(XR")it12 @ XL} 1 @k} 12) ®F(XR)i 16 ®XLiY s ® kY @ XLS, @ k] 4) &
(F(XR®)ir19 ®XLT 10 D ki3 10&F (XR)in2 ©XLiTH © ki) O XRY 15 @ kil 15
F(XR™)i1ai116 ©XLiT 41016 DKisa 16 Dk Sa 16420 ©Kite 120 D Kig12,120®
kid10,018 B hits 124016 DRit1a D Kigys 12 Bk 410 DKy g s Dhle ORE 4D

kl+2 D k?
(A.23)

A.7.3.3 Four rounds decryption

We add one round decryption at the end of the equations[A.22]and [A.23]
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The approximation for the left half:

XL} = (XREo&XRE 1) DXR 10 DXL g ki e &(XRE | 6&X R 23) ©XRE 170
XLiY1s ©ki1s) ® (XRD 0&XRET 17) O XRD | © XL © ko ©XRY7 B hil7&
((XR;} 16&X R 23) ®XRT 17 O XL 15 O ki3 s&(XR3&X R 6) OXR © XL,
Dhitr) © (XRE 17 &XR”) OXRE 15 O XLE 16 D ki 16 O XRZ 14 Dk 14) © (KR,
&XR!g) DXRIY, © XL @ kP& (XR)g&XRY 15) ®XR}g © XL, © k1) D
((XRH&XRY9) ©XRY, © XL @k} ©XR 03 kil o3& (XRT3&XR}T )
DXRg DXL O kP& (XRE s&XRD ) O XRE 16 G XLE 14 Dk} 14) ® (XRZs
&XR}}16) OXR 10 DXL D ks ©XRD Dkile) ® (XRc&XR[213) © XR};
DXL s Dkl s&(XR 3&XR ) O XR 14 O XL 1, kL 1) @ (XRZ1g&X R} 5)
DXR 19 DXLE 17 D ki 17&(XRE | &XRYs) D XRED, DXL ©ki*) © (XR 2
&XR}(5) ©XRD 5y ® XL  © kS &(XRs&XRE 15) OXR g DXL, D klE,)®
(XR1 10&XR},) DXR )10 DXL 13 © kit 1s DXRI 4 11160420 D kit 4.4 161420
D622 DT aiis 16420 O Rt ie10,418 DK 10,4 14,018 D Kis14
Dhiligiv12 ©kita 10Ok s Dhipe Ok s Bk O

(A.24)
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XL} = (F(XR®)i 10 ® XL B k! & F (XRX) 1116 ® XL 16 @k 1) B F(XR2); 100
XL 10Dk 10 O XL g D kiPg)&(F(XR™)i116 DXL | D i} 16&F (XR™)i 1230
L3)y; ©kiy3) O F(XR?)ip17 O XL 1 @ kL 17 O XL 15 © ki 15) © (F(XR)i10®

XL 10 @k 10&F (XR? )it 17 @ XLiY 17 B ki 17) @ F(XR) iy © XL 1 @ k7 @

XL @kito®F(XR?)ip7 @ XL, ®kj}7 ® ki [7&((F(XR™)i116 © XL, ¢

ki 16&F (XR?) 1203 © XL 03 D ki 03) ® F(XR?)it17 G XLE) 17 B kit 17 B XL 5B

kit 15&(F (XR?)i103 B X L7 03 © ki 03 &F (XR™) 16 ® XL D kl)g) & F (XR); @ XL

kT BXLy @kiYy) & (F(XR?)ip 17 @ XLY 17 ® k) 17&F (XRY); 6 X L&

k") B F(XR)ip 18 B XL s @kl g DXL 1s @klY s B F(XR)i 14 @ XL 4@

kiv1a kil 1) @ (FXR)i @ XL @kl | &F (XR™) i s @ XL 15 B kiyg)®

FOXR®); 0 & XLP, @ kl?, ® XRP @ kI3 &(F(XR™); 13 ® XL B k12 &F (XR?), 1 15

DXL s ©hiL1s) D XR B XRE) D ki) @ (F(XR™)in2 ® XL, B kir&

F(XR®); 0@ XL @ k12) © F(XR™) 12 0 XL, @ k), © XRY, @ k!d @

F(XR?)i123 © XLy @k} o3 D ko3& (F(XR?) i3 © XL @ kY5 &F (XR) i1 5@

XL s @k 15) DF(XR™) i © XLy @ k[2o ® XRY; @ k3, & (F(XR™)1115®

XLE) 15 @ ki3 s&F (XR?) 1100 © XLy, B ki g) ® F (XR?) 16 DXL 16 B ki 16
XRD 14 @ kP 1,) ® (F(XR)ito ® XLy ® ko &F (XR™)i 116 D XL 16 DKL 16)D

F(XR®)ip10® XL 10 @k 10 O XRs © kiys ©XR s ©kile) & (F(XR™)i16®

XL Dkl e&F (XR)ip13 @ XL 13 B ki 13) O F (XR™) 7 ©XLY); k)70

XREs @ kil s&(XF(XR) 113 XL 13 B ki 13&F (XR™)i20 ® XLy © ki 20) B

F(XR?)ip1a @ XL 1, Ok 14 ©XRE 1 © k(2 10) © (F(XR?)ip 18 ® XL s Dk 15&

F(XR™)i105 ©XLios Dki}os) ® F(XR?)it19 © XLE) 1o D kit 10 XRY 17 D kil 17&

(F(XR?)is1 @ XL ® ki &F (XR?) i3 © XL ©kilg) ©XRD, ©XRY G k)@
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(F(XR™)i120 © XL 5 @ ki 0p&F (XR)i45 DX L5 D ki25) ©XRI 3 DXL{T5 ®

ki1 &(F (XR™)iy s © XI5 @ ks &F (XR™ )i 10 XL 1, D ki 15) © F(XR) 160
XL 6 @ kiZ6 O XRE, O ki3y) © (F(XR?)ip10 © XLE 1o D kL 19&F (XR?) 112D

XL, ®kiZn) O F (XR?)i120 © XLio0 D koo ©XLiT 15 © kit 15 ® F (XR)iai416i120

DX Lz+4 i+16,i+20 D ki i14,i+16,i+20 D kz+4 i+16,i+20 D kl+6 i+22D kil,?+4,i+8,i+l6,i+20

Bkl 010418 k2104414018 Dhitia Dkl tig 12 Ok 10 Bk iya s By 6D

k7l+4 D kl+2 52 k15
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The approximation for the right half:

XR} = ((XRIZ7&XR(14) © XRg ® XL 6 D ki e&(XRY 14&XR 1) D XRS5
19
XLiJ ;3 @ki013) @ (XRI&XRI 15) ®XRg © XL, Dkt & XR s ki s
&((XRID 14 &XRD ) B XRE s ©XLE |3 D kD 3&(XREH &XREL) © XR @
14 i+21 15 i+13Dkil13 21 it4 i4+22
19 19 19 9 18 19
XLiTh0 @ kitg) @ (XRL |s&XR0) B XRI 1o XL 1, Bk 148 (XRIY 13&
XR!50) ®XRY 1, @k 15) @ (XRE 10&XRE,) ©XRY 0 © XLY | 0 k'S s&
a0 it1a Dkl 19 it2 20 it18 Pkij1s
19
(XRI,&XRo) ®XRI) BXLEY @k )) & (XRE 20 &X R 27) BXRI ) ® XL
©kif1o DXR 17 © kil 17&(XRIDL&XR0) ©XRY; © XLiT | kil &(XRID &
19 19 19 18 19
XR{Y9) ©XR;3 B XL ®kiyg) BF (XRY)ip2 @ XL, ® ki, DXR®
ki) ® (XRE53&XR6) DXR) DXLy D ki pn&(XRIG&XRE 3) D XR7®
19 19
XL, S@kl+5)@(XR &XRZ+7)@XR I@XLZ+23@k,+23@XR,+21@k 21&

19 19 19 .18 19 19
(XRY6&XRI13) OXR ) DXL ® kil s&(XR 13&X Rizg) B XRi 14 O XL,
kB,) @ (XR2,&XR!Y ) ®XRg XL kS o XL ok XL}
©ki1p) ®(XRi1, it14) DAR (g DAL [c DK Lo DXL 4D z+4)@€9 i+19

19 19
DI} 10& (XR}3&XRI 10) O XRE 4 B XL, ©kit)) O XR}Y s @ ki ] 15D (XR}) &

19 19
XRY )@ (XR}|7&XR] >@XR1+61+18@XL1+41+16@1< L ir16 Dkioy 1614209
5 1
k; 6l+22@k1+121+20®k1+101+18@kz+8z+121+16@kl+14@k11+8t+12

4

S5 kz+2 +109D K} i+4i+8 D kl+6 Bk it4 D kz+2 ©k;

(A.25)
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XR} = (F(XR*)in7 ® XLi); ® k[)7&F (XR™)1 114 XL 1 B k17 14) © F (XR™) g
BXLYg Dk ® XRY D kS & (F(XR™) 114 ©XLY 1, Bk 4 &F (XR™) 101 © XL,
DkiLay) OF(XR?)i15 DXL s Okl ys OXREL 3 Dkl 13) © (F(XR™)i48 © XL ®
ki g &F (XR™) 115 O XLY s ® kD 15) DXR o D XREY, kL7 © F(XR™)i05 ®XLYs

S kiys Bk s&((F(XR?)i14 XL 1, S ki 14&F (XR?)i101 @ XL, @kl ))&
F(XR®)it15s © XL 15 D ki7 s XL 13 ® kil ;3&(F (XR?) 101 XL, ki Ly &
F(XR®)i14 @XL,+4 @ kl+4) DF(XR*) 112 @Xngzz Dk, {2 @XRerzo 57 kz+20)@
(F(XR*)i11s ®XLi) 5 @ ki s&F (XR) i1 © XL 0 S ki) & F (XR™) 16 XL 1
Bk 16 DXRY 14 Dkiy 14D (F(XR®) 113 8 XLY 30k} 13&F (XR™) 1420 DXL 0
kiv20) & F(XR)ii 14 © XL 1 k214 ® kil 12) © (F(XR?)ip10 ® XL 19 B k1Y 10&
F(XR?)i12 ® XLiY, ©kl)s) © F(XR™)i420 © XL 0 B ki D XRY 15 B kLS 5 &
(F(XR®)iy2 © XL, © kit h&F (XR*)ito © XL @ kD) & F(XR™);453 & XL}

kivs @ XR ©kit1) @ (F(XR)in00 © XL)00 ® ki a0 &F (XR*) 27 © X L) 57 ®

ki2o7) ©F (XR?)ii01 © XL ki © XL 19 D ki3 19 ®F (XR?)ip17 © XL 170

kid 17 @kl 178 (F(XR) 110 ® XLE, ® ki &F (XR™) 110 @ XL @ ko) © F(XR™) 143
OXLY Dk} O XRY, @ k% &(F(XR*)i10 @ XL, © ki &F (XR™) 110 © XL,
Dh1Yo) B F(XR®)i 3 0 XLY 0kl © XRYg k3 @ F(XRY)a © XL, o

kity ©XR S k1) @ ((F(XR?)i423 ®XLiY s B ki3 03 & F (XR™)i6 S XLV B ki)
DF(XR?); @ XL © k" © XL 5 © kil &(F(XR?)i16 ®XLE6 © kil o&F (XR™)i113

DXL 13 ®kiy13) OXR; ®XRY)s DkiYs) ® (F(XR?); @ XL @ k;°
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&F (XR*);17 ® XL}, ©k[Y7) O F (XR?)ip1 @ XLY) | @klY ) ®XLIY 03 DKLy D XRI,
ki1 &((F(XR?)i16 © XL7s Skl e&F (XR™ )iy 136 XL 13 B kiy13) © F (XR™) 178
XL B kit7 ©XRY s ® ki s&(F (XR™)i 13 ® XL 13 B ki 13&F (XR™)i120 © X L7
D ki) D F (XR?)i112 © XL 14 O k214 O XLL 1, Dkl 12) ® (F(XR)j47 © XLE 0
kiP7&F (XR)iea © XL, © ki 14) ©XRTs O XL © kil ® F(XR?)i1a © XL, ®
k2 k) ©XRY 1o @ k310 & (F (XR™) 113 @ XL @ k)2 &F (XR™)i 110 D XLY 10D
kid10) ®F (XR®) s O XL, @k} ©XRE, ® kL)) @ F (XR™) 1115 DXL 15

kit 1s ©kil1s® (F(XR®)is @ XLEs @k s&F (XR®) 10 @ XL 1 © ki) 1)@
(F(XR®); 117 XL, &k}, &F (XR?); 0 XLX @ k) © F(XR™) 116,118

DXL 115 O i+6,i+ 18DXRY s 116Dk 116 DR 4 116,020 D KiTe 422

® kz+12 i+20 D kz+1o it18D kl+8 i+12,i+16 D kilig @k i+8,i+12 D ki9+2,+10 D k?,i+4,i+8@

6 4
kl+6 @ k Ji+4 D kl+2 S ki

A.8 Improved linear approximations for SIMON 48

A.8.1 12-round, 13-round and 14-round improved linear expressions for STIMON 48

PLiy6®BPRij14=XRi s BF(XR")i 14 ®XLi; 4Bk 4

=XRl, 6 ®XR!\ 56 DXL ;1 4Bk 14

= XR} , BXL1; i34 DKy

=F(XR?)i2 ® XL, Bkl BXR; 1 4 Ok 4

=XR} 4 XL}, Bkl XR] 4 BK) (A.26)
= XR} BXLY,, &kl y k)4

=F(XR?); & XL} &k} & XL}, &kl , Bk

=XR} L OXR L, OXL] Dk} ki DKy

= XL} &k} @kl DKy
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PLiy6o® PR 4 =XRI Gk @kl n ®k)i 4

=F(XR); & XL &k} &k &kl , Bk 14

=XR, ®XL; &kl 0 kF ® ki, Dk 4

=F(XR®)in2 ®XLY, Bk, ®XRO Dk DI; Dkl DR 4

= XRS 4 DXL, DK, Dk DK Dkl DR

= F(XR)iira © XL 4 Ok 4 OXR DR 0 Bk ©IF O ki Bk 4

= XR]2 11640 OXL 1 4 Ok s ©IGyo DK DK D iy DKy

=F(XR®)is6 DXL} cOk] ¢ DXR} 4 DK 4 Ok, DK DI Dkl DK 14

— XRY 41y DXL 6 DK BKS B, Bk @I Bkl @k,

= F(XR)iitai+8 DXL 14, 8Dk 114118 DXR 6 Ok 6 Bk 4 DKL, OK @D

kiig Ky

XR;+2 i4+6,i4+10,i+6 DXL 415 O iiajns Ol DK g BR L Ok BI Dkl Ok
= XR}1216,1410,46 DXL a8 D heiia 4 Dklig DhYia DI DK Dk Ok DKy
= F(XR')i42,i110 DXLV 1110 O k0 1410 DXRIY 4 108 DK} a5 DRl DKE 144 DD
K ekl Dk, &k,
= XRY 510 DXL 110D K40 1110 B K a8 O U6 DK 10 BIGr B K ©IGD
kivo ®Kiyg
= F(XR")iiysit12®XL{ 51010 ®kigvs 1o DXRU 110 O k4o 1110 DK 11448 Dol
DK 144 DR K DI B iy DAy
= XRi 104414042410 DXLij g 012 DKiges 10 DKo 1110 O R g s O Rl DK 4

DK} Dk I Dk Bk iy

= XRIL14 B XL} 5 100Kki; i+8,i+12 D kz+2 ir10 DK i+di+8 D ko DK i+a® ko

Dk Dk} Dkl DKy

= F(XR")i 14 ®XLiT 140k 14O XL g 11108k ig i 100K 0100k 1148 Dhlie

Dk g DR Oh DI Dy DAy
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We extend the 12-round linear trail one more round to get a 13-round linear trail:

PLij6®PRijya=XRZ 16O XLiF 14 @kl s ®XRF g 12 ®kifig 10 Dk 210109

K iaivs Dkl y6 Dia O R OKF DT D ki DAYy

= XRi7.8i1120416 DXLit1a © kg O kL g1 12 O k712110 DK iya s ki e Okfiig
Bl LBk Bk Sk LBk 4

= F(XR);i+8,412,416 DXLi3 8 4 120416 Dk f1g.i1 12,0016 DXRIG 14 @ ki 14 Ok Nig i1
B 1110 DKk 48 Dk DK 4 OR LBk ®k Bk, Bk

= XRi}2110,+ 14,18 @XleJrs i+12,i+16 D kifisiti2iri6 DXR 14 Bk K g1

D 210Dk 114148 Dkl y6 DR 4 DK 2 DK O Okl DKy

= XRi%2 1104018 D XLiT g i 12016 D Ri s i 12,016 D Kit1a DKiges 1o

Bk 21410 K14 48 DR 6 OKS 4 O L DK Ok Okl DKy

(A.27)

We extend the 13-round linear trail one more round and get a 14-round linear approximation:

_ 14 14 13 14
PLiy6®PR;iva=F(XR{,110i418) DXLt 110,418 PKii2ir10i118 DXR 118 it12.i416

12 9 8 7 4
Skitigi12i016 Pk 14Ok g 112 Ok 2010 DK a8 Bk 6Ok 4 Bh Bk
2 1 0
Dki DkirDkijia
= XRi1 4120020 B XL 11100418 PR 2i1100418 O XRI 18 i 12.0016 O kit 1801124416
T 6 4 0
Bk 14 Bk g i1 12BK 2110 DK irais Bk 6Bk 4 DK LBk BI Bk Dk
vpld 14 13 12 1
=XR; 1 4i+8i+16,+20 DXLi{2 110,418 PKiT2 i110,i+18 DKiiys iv12,i+16 Dkiv14®
k9 ok ok okl @k Bl ke okl , ok
i,i+8,i+12 i+2,i+10 i,i+4,i+8 i+6 Ji+4 i+2 i+2 i,i+4

(A.28)
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A.8.2 Extend the 12-round improved linear attack by partial decryption

We append four rounds encryption and two rounds decryption to the 12-round linear trail

A.20

XRI g ii12.016 DXLi01s = FXRI 511 12.0016) @ XL g i 12,016 DKigrgit 12,1169
XRI 4kt 1 @k is 112 ® kDo 110 Bkl Fraivs Okl Dkig 4 O, DK I B I3,
Dk

=XRi 2104140018 XR 14 B XL 81112416 Dk g i 12,416D

(XR[ 1 &XRg) & (XRI]g&X R 1) & (XRI]1;&XR}]2) ® (XRi]17&XR]7)
@kits, z+12@k1+2 10Dk 08 Okile Ok z+4@k LY SCEY SRy IRy

= F(XR%21110i118) ®XLit2 1100418 O kil2,i010,0418 DXRIS g 1120116

DK g 120416 Dhidrsiv12 Dk 10 O kifia s Dhite Dkitia DIy Ok O LD
ko @iy

= (F(XR, o XL} okl | &F (XR3;o XL3 o klls) @ (F(XRE, o XL,

Sk o&F (XRI | B XLiY 16D ki 16) ® (F(XRIY 13 B XLY 13 @ ki 13&F (XR; Sy
BXLiT B hil20) ® (F(XRE 1, O XL 17 ® k[ 17&F (XRP S XL G k)

Dhitig i1 @k 10 © ki fia s ©hite DKt a BI BK OIS B, k144

(A.29)
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A.8.3 Extend the 13-round improved linear characteristic by partial decryption

We append four rounds encryption and three rounds decryption to the 13-round linear trail

Ll 6 O XRy g = XRU 100018 O XL s 12,016 DKiges 12,416 Dhit1a O kit i1
k32010 Bkifra s Bhile D kiL Ok OI DK B, Bk 14
=XRi1y;110i118D XL g 112016 kil,?+8,i+12,i+16 Bk} 14 Dkitigii®kitaiiio
Dkitiaivs Ohite Dkl a Dkl O OIS ©Iy Dk iy
=F(XRi$ i 1100118) DXL 110,018 DXRIT 8 11120016 DKit2ir10i118 Dhioig is 12416
D1 Dkitig i1 Ok 10 B kiTia s Bhite Bkl a Ok Ok OIS BIG 2 Bk s
= (XRD3&XR?10) @ (XRT | &XR P 1) B (XRIY 1 0&XRi$2) B XRIP 4 11811164420
@XLerz i+10,i+18 69kz+2 i+10,i+18 @kz i+8,i+12,i+16 69kz+14@kz i+8 l+12@ki1£2,l'+10®
kitiaivs ©kile O] l+4®ki9+2@k§@ki6@k 2 Bk

(A.30)

192



19 18 19
XL1+6@XR”+4—(F(XR1+3)@XL Ok &F (XRI o) ®XLE 1o Bk 10)&
(F(XRI ) BXLE | &kiP ) &F (XR 1g) BXLE s @ kit 1g) @ (F(XR 10) © XL 1
19
ki 10&F (XR}),) ®XLY, BkiS)) ® (F(XRz i+4,48.i+16,i+20) DXL i1 ai18i+16i+20D
XRY Dk S 411814160420 D it ir10.418 BKiorgivizivie Dkitia Dkis D
i+2,i+10,i+18 i,i+4,i+8,i+16,i4-20 i+2,i+10,i+18 i,i+8,i+12,i+16 +14 i,i+8,i+12
13 1 8 .6
kl+21+10€9k1 l+4l+8@kl+6@k1 1+4@k1+2@k EBk @k,+2@k, i+4
19
= (XRID4&XR) ) ©XRI)s DXL 3 @ ki3 3&(XRL || &XR)) 1g) ®XRIL 1, ®XLE
19 19 19 18 19
@ kit 10) @ (XRI) L&XR]Y 19) DXR]) 13 O XLY | kLY &(XR]) 10&XR}?,) &
19 21 19 18
XR{D 0 DXL 13 ©kiP1g) ® (XR[ )20 &XR13) ®XRiy ® XL 10 B ki 10&
(XRI?,&XR? 1)) ®XR?Y & XL, ®k!%,) & (XR!?,&XR V) ® (XR)s&XR}? |,)
+3 i+10 i+4 +2 i+2 +1 i+8 +5 i+12
19 19 19
® (XRD0&XR/? 16) ® (XR[} 1,&XRI%) & (X z+21&XR1+4)EB(F(XRi7i+4,i+8,i+l67i+20>@
19
XL;ji4i48i116i+20 @XR1+2 i+10,i+18 ki; it4,i+8.i416,i420 69kz+2 i+10, z+18@k1 i+8,i+12,i+16D
15 8 116
kifia® kz i+8,i+12D kz+2 i+10 D kl it4,i+8D kl+6 ki) ita D kz+2 ©k; ©k;

b k1+2 @ kl Ji+4
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XL o ®XR} ;4 = (F(XRYy) © XL, @ kL, &F (XRY 1)) © XL @kl 1)) & F (XRYs)

SXLY)s D kl)s O XRI ) Sk &(F(XRY ) @ XL @kl &F (XRY 1) © XL7Y 13

ki 1s) © F(XRE 15) @ XL 1, @k 10 O XL 10D ki3 10) @ (F(XRY 1) @ XL,
Bk} 12 &F (XR 19) @ XL 19 Dk} 19) © F (XR 13) @ XL 13 9k 13 XRY  @KF

@ (F(XR19) DXL 19 © k2 19&F (XRE)) © XL, ki) ®

F(XR20) © XLia0 ©ki20 ® XRE 15 D ki3 15) © (F (XR20) © XLi50 B kiag

&F (XR7)3) ©XL)3 ®kiy3) ®F(XRY5)) © XLy, ©kily @

XR 19 Dk} 198 (F(XRF) © XLy © ki3 &F (XRY 10) © XL 10 © kit 1)

©F (XRE,) O XL, Ok ®XL, ®kidy) © (F(XRY,) @ XLY, @k 1 &

F(XRYS) © XLy ® kis) ® (F(XRYs) ©XLY)s © ki s&F (XRE 15) © XL 5@

ki212) @ (F(XR2) © XLEg © ki 2o&F (XRY) 16) © XL 16 ® ki716) © (F(XR 7)®

XL 17 @kl 17&F (XR) @ XL @ k%) @ (F(XR)51) @ XLiYy) ki1 &F (XRY,)

DXL, ®kiZg) OF (XR26) O XLis D kL6 © F(XR)5) © XLy ® kL)

XR2Y 48416420 DKi a8, 1416420 D KiL 2,410,418 Dkigrs 12,416 D Kit 14D

14 8 6 5 4
kl 48,412 D kl+2 i+10 S kl 44,148 S5 kl+6 S5 kl J+4 @ kl+2 S¥ ki > ki S ki—|—2 D ki7i+4
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A.8.4 Extend the 14-round improved linear characteristic by partial decryption

We append four rounds of encryption and two rounds of decryption to the 14-round linear

trail

L6 ©XR} 4 =X R},§+4,i+8,i+16,i+20 DXL 4104418 Dkitai110i118D kil,?+8,i+12,i+16
Skilis ®kitig 12 Dkita 10k aics Dhite B higa Bk Bk Sk ©K Bk 14
= F(XR{%ai48,116+20) DXLi7 4 1181416420 DR traivs iv16420 DX R j410,1415P
klllz i+10,i+18 D kl i+8,i+12,i+16 D kifig @k 812D kz+2 i+10D kil,zz+4,i+8
Dkile Ohitia Dkl DI DK OIZy Dl iy
= XR{Vg 120 © (XREY | &XRYS) ® (XRTs&XRY 15) ® (XRLG&XR? 16) (XR} 17&
XRi724) © (XR2 &XRIT) ®XLIZ 4145 516,420 DKigyaies 160420 Dhil2, 410,418
kzlz6+8 i+12,i+16 D ki Dkitig i1 @ kz+2 10Okl fia s Dkl DA it+a D ko B
DRI, D14

= XR}V6 ;12 ® (XR}} | &XR}Tg) @ (XR[}s&XR]) 15) @ (XR[T9&XR}) ()

19 18
(XR[Y 178XR;% ) ® (X z+21&XRz+4)@XLzz+41+8z+16z+20®ki7i+4,i+8,i+l67i+20

Dki 12110418 DK g iv 12016 Dhit1s Dkitrg i 12D kiT2 i1 10Dkitiairg Dkite®
ki @k, @k ek k. ek,
=F (XR1+6 i+22) 69XL1+6 i+22 D ki14?6,i+22 EBXRz'Z,?+4,i+8,i+16,i+20 ® (F(XRY) ) @ XLY,
kiD 1 &F (XRE) @ XI5 ©kils) @ (F(XRS) © XLE)s © ks &F (XRE 1, XLE) 1
kivin) @ (F(XRi9) © X Lo ® ki g&F (XRY s © XL 1o Dk} 16) © (F(XRY 7)&
XL 17 ® ki1 17&F (XRP © XL @ k)”) © (F(XRa)) @ XLi)s) k0  &F (XRY),
SXLY k) Bhisiaiigir16i020 Bk 2i1100118 Bk prgiv12i116 Bkip15®
kii it8,it12D kz+2 10 ®ki7 it4,i+8 D kile K.Y ira® Ky K DK DIy, @ k?,i+4

(A31)
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We append one more round at the end of

XL g ®XRY g = (XRIZ&XRY 1) © (XRE 3 &XRY)6) © XR), 4 &

XR7Y 414804160420 © XL06 1020 B K 1100 B (XREL&XRY) DXRY3®

XL @ ki &(XRDG&XRY 1) ©XRTY 19 & XLy © ki) & (XR; ) &X R 3)
SXRI DXLY s D kD& (XRIY 3 &X R ) DXRE 14 ©XLY |, kL 10)D

(XR 10&X R 17) B XRE || @ XLE g @ ki Zo&(XRE) 17 &XRY) © XRE s DXL 16
Dkiy16) © (XR7 s &XREY) ©XRE) 19 © XL 17 Bkl 178 (XRE | &X R )&
XRY, o XL @ k) @ (XRD ), &XRYS) © XRY s @ XLy @k )y &
(XR)S&XR?) 1,) DXRY) ¢ XL, Dk, ©kY i4,it+8.i+16,i+20 D kit i110i118®

16 11 1
kiiigit12,i+16 Dkip1z @ kit it8,i+12D kl+2 ir10D ki? itaits Dkiie® ki9 ita® kz+2

Dk I Dk, D44

(A.32)
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A.9 Linear Approximation for SIMON 64

A.9.1 14-round linear approximation

The approximation for the left half:

12 1 10
PLi=XR{%6; 0 ®XLi7 4181160120 PKiivairgiri6ir20Dkitaiv10i118®
9 8 7 6 5 4 1
ki2i410,i+14,i+18 P ki 14 PR iyg iy 12 Dk i 10 PR 14148 B ki 6D k; ira® ki) ®k;
_ 13 1
= F(XR)ir6i122 B XL 61100 OXR;7 411801160120 Dhiteir2 Okitraigitieirao
10 9 8 7 6 5
Bki 2 i110,i+18 PKit2i110,i4+14,i+18 Dhit 14 Bk 18 ir12 D210 Dk 4 its
3 1
® kl+6 © k Ji+4 ® kl+2 Dk;
— XR!3 XL ®XR" B k2 Okl
= X118 104 i16,i422 [i4,i48,i4+16,i420 DKiT6i122 DKijvairs,it16,i+20
10 9 8 7 6 5
Dkitri110,+18 Pkit2,i410,i+14,i+18 Dkiv14 DK i1 1120 Pk 10 Dkiivaivs
Ok DI, DI, Dk
+6 i,i+4 i+2 i
 vpl3 13 12 1 10
=XR; 14116120424 DXLiT6 120 Pkile iv00 PKijtairgiti6ir20 PKitait10,i+18P
9 8 7 6 5 4 1
ki 2 i110,i414,i+18 Dkiv14 Bkijyg iv12 Bkio 110 Pk ita,ir8 Dkiye® k; ira® ki) ®K;
_ 14 14 13 14
=F(XR™)ii+4,i+16,i+20i+24 DXL 114 116,120,424 BKi 144 i116,420i+24 DXR L6 120
12 1 10 9 8 7
Bkiie it Dkiitaivsivi6,4+20 Dkiv2i+10,i+18 Pkit2,it10,i+14,i+18 DKip14 DKiigit12
1
® kz+2 10 Bk itd,it8 D ke @k ita D ki o DK/
=XR}}, 46,i418,i422,i426 ®XL;} i, i16,i420,i424 ®XR! +6,i+22 D ki 44, 116,i420,i4+24
® k2 Gkl ® kO ok Bk
i16,i+22 DKij14,i18i116,i+20 DKir2,i110,i+18 DKi12,i110,i+14,i+18 DKiy14
1
® kl 48,1412 @kH—Z i+10 69kl Ji+4,i48 ®kl+6 @kl i+a D k +2 @k
— XR! DXL o DB K D
- t+2 i+18,i+26 1,i+4,i4+16,i+20,i+24 i,i+4,i+16,i+20,i+24 i+6,i+22
1 10 9 8 7 6
Ki it4.i48,i+16,i420 DKit2 410,418 D4 2,i+10,i414,i+18 DKiv1a4 Dkijig 10 B kio 110D
5 3 1
k 44,48 G91{14—6 @kl i+4 @k+2@k

(A.33)
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The approximation for the right half:

PR = XRllg ;o0 ®XLi1ai18i116i420 Bk traigit16ir20 Dkipait104418®
k?—i—S i+12,i+16 D kg B i+8,i+12D kz+2 +109P kl i+4,i+8 D k6 @ kz pra ki Ok

= F(XR®)i16142 ®XL{T6 1120 ©kitei120 B XRIT 41184160120 D ki 12,4208
klg+10 i+18 D kl+8 i+12,i+16 D kg ® K i+8,i+12 D kl+2 110Dk i+4,i+8 D k6 B

b k1+2 ©® k?

= XRiTg 11000 14i18.i4160120 DXLiTe 120 Bkile im0 Bkt 12,120 DK 10,4185
k18+8 i+12,i+16 D kl+14 D kl i+8,i+12 D kH—Z +10 S kz J+4i+8 D kl+6 D k Ji+4 D kl+2 D k?

= XRi7 4011601200024 DXLiTe 120 ®kiteiinn ®kit 12120 DKkiy 10,1 18P

kl+8 i+12,i+16 D kl+14 D kl 48,412 D kH—Z +10 S kl J+4i+8 S k1+6 D kl Ji+4 D kz'l+2 D k?

= F(XR)ii14,416,4+20,+24 DXL 4 i1 16420,424 DXLiT6 1120®
ki1712+47i+167i+207i+24 @ kil—il—67i+22 @ ki9+10,i+18 S” k18+8,i+12.,i+16 Bkl 1P ki67i+8,i+12@

Kin 10 K] a4 Ohipe Dk g Dhilp Ok

= XRi%3 11180426 BXLiF1ais 1644204424 B Kt 16,420,424 B kide,i120 B kit 12,1420
B 104418 Ok rg.ir12i116 DR 14 Ok 12 B K2 110 DKy B hive

S2 k21+4 D kH—Z D k?

= F(XR"™)iy2.i1181426 ©XLith 18,1426 B kia 18,126 BXLi7 1444161204 24P
kil,%+4,i+16,i+2o,i+24 D kl+6 i+22 D kz+12 i+20 D ki9+10,i+18 & k§+8,i+127i+16 Skl 140
ki6,i+8,i+12 D k?+2,+10 @ kii+47i+8 @ ki3+6 ok ira® kiyy @K

= XRi 16,424,428 DXLi 118,426 D hita 18426 P ki ra is16,+20,42 Phile i
Dk 12i420® ki9+1o,i+18 ® k?+8,i+127i+16 D] 14 Bk g 1112 DK 2 110 DKy 118D
ko @ k121+4 Dkl Bk
(A.34)
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A.9.1.1 Extend the 14-round linear trail by partial decryption

We append four rounds encryption and two rounds decryption to the 14-round linear trail
and [A.34

The approximation for the left half:

4 ypl8 18 17 16
XL =XRi{5 118,426 DXL 14 i116,i420,i424 D ki jta,i1+16,i420,i+24 DKife 0P
10
ki i14,i+8,i+16,i+20 D k1+2 i+10,i+18 D kl+2 i+10,i4+14,i+18 D kitia @k 8,12 Dkigs 10

5
©® kz 44,48 & kl+6 ® k7l+4 SZ kt—|—2 52 ki

B 19 18 19
= F(XR} V21 18:426) OXLiYs i1 18426 Dkivaiv18ir26 DXRIT 4111604204249
17
Kiita,it16,i4+20,i+24 D k 16,422 D kl i+4,i+8,i+16,i+20 D kz+2 i+10,i+18 D kl+2 i+10,i+14,i+18D
5
ki 14 D kl J+8,i412 D kl+2 i+10 S kl J+4i+8 S kl+6 S kl i+4 D kl—l—Z S ki
= (XRi3&XR} 10) ® (XRI? 19&X R} 16) ® (XRI) 7,&XR}7,) e9XRz+4 14201428
®XRY o XxL® Dk @ k1O ®
iLi-+4,i416,i+20,i+24 i12,i+18.i+26 PKit2 118,426 DKive it22
k' @k @kl @ k2
i,i+4,i4+8,i+16,i+20 i+2,i4+10,i+18 i+2,i+10,i+14,i+18 i+14
1 9 5
D kl i+8,i+12 D kl+2 i+10 Dk; i,i+4,i+8 D kl+6 D kl Ji+4 D kl+2 D ki
_ 19
= (XR{73&XR;? o) ® (XRE 10&X R 56) ® (XRI) 7 &XR;?) XR]] iH16,i124,i428
19 18 16 15
DXL (5118126 PKiy2,iv18,i+26 PKiveivoo Bkijiaitsit16,i+20
10
Bkl 12i110i118DKi2i110i014.018 P14 Bk fig.im12 Dkiva.ii10Pkiisairs Bhiye
7 5
@ kl Ji+4 ® kl+2 b ki

(A.35)
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4 20 .19 20
XL} = (F(XR3) © XLY)3 © ki3 &F (XR719) © XL 10 © ki 10)  (F(XRE19) © XL
Dy 19&F (XR 26) © XL 26 ©klL26) B (F(XR27) ® XL 57 Dkl 7 &F (XRY)) &
20 20 20 19
XL, © ki) ©F(XR®); i1 16,424,428 DXLEY 16,124,428 DKi 14 1604240428
DXR?, . 1806 DkISy 181106 DKIC Bk
i+2,i+18,i+26 i+2,i+18,i+26 +6,i422 i,i4+4,i+8,i4+16,i+20
Bk ek Dk, Dk Y SATIINCY PPN Y
i+2,i+10,i+18 i+2,i+10,i+14,i+18 i+14 i,i+8,i+12 i+2,i+10 i,i+4,i4+8 i+6
Sk 4 Bk @ (F(XR?) i3 XL 3 ® k)3 &F (XR™); 110 ©XLEY 19 S ki 10)
@ (F(XR?)i410 © XL 1g D k17 19&F (XR*)1 426 © XL7D 56 D ki { o)
B (F(XR™)i427 DXL 57 ® ki 07 &F (XR?)i 2 @ XL, D k}},)

20 20 19
D F(XR™)it4,i+20,i+28 DXLi 4 100,428 BKiva 00,108
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The approximation for the right half:

XRY = XR%, 16,000,028 DXLiLo 4181426 Dkita 18,026 O ki trais 16,420,424 DKize 20
Dkt 12,120 D hiT 101418 D kit v 12,416 Dhitia ©kiteg 12 Do 110 kg ivs Okl
Bk 4 OK L, B
= F(XR}? 416,i4+24,1+28) @XL},?+16J+24,1’+28 S8 kil,18+16,i+24,i+28 @XRSEZ,HIS,H%
k12,020 © ki 10,018 DRl Zg i 12,416 i 1a Kl as 112 ko 110 B K g s Bkl
B DK, Bk
= (XR1 &XR}5) © (XR}D 17&XR}}4) @ (XR[?ps&XR}%) @ (XRLD9&XR}Y)
DXRY 418,426,430 DXRE 118,426 DXL 21161404148 Dhito16,4241428
k12,420 DK 101418 DhiTg v 12,016 D kit 14 Ohigas ir12 O hiyo 410 Dk g s Dhlys
D kl Ji+4 ® kz+2 ® k?
= (F(XR®)i1 @ XL, ®ki2 &F (XR?)i s © XL B kllg) ® (F(XR™)ip17 © XL,
Dk 17&F (XR*) 1104 ®XL7 g B kiy24) & (F(XR™)1 425 XI5 ® kj 05 &F (XRY);
OXL k") ® (F(XR™)i120 ® XL 50 Dk} 2g&F (XR™)i 4 ® XL, D ki3 ,)®
F(XR*)i130 XL 30 ki3 B X Rz i+16,i+24,i4+28 D k},§+16,i+24,i+28 kit 120120
ki 10,418 D Kirs i 12,016 D kit 14 Dkitig v 1o Dkl 410Dk g v Dkl DAYy

@ k1+2 & k?
(A.36)

Here, we append one more round at the end of [A.36] and [A.36] a total of three rounds

decryption:
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The approximation for the left half:

XL} = (XRFL&XRY 1) G XRY)s © XI5 @ k)3 & (XRE | &XRY 15) @ XRY 1, © XL
Dki710) © (XRI0&XRE7) D XRE) ) © XL 19 © kL 19& (XRE) 17 &X R, © X R g ®
X136 @k Da6) © (XRI 1 &XRI3) © XRY 50 DXL 7 @ k1 07 & (XRIS&XRE ) D
XRi)y & XL, k) & (XREY | &XRg) & (XRY) 178X R)4) & (XRF s &X R
(XRE20&XRE,) O XR) 30 DXL, 16,1104 1428 DK 1614241428 DKisa 18,126 Dhi e 2o

10
D714 ir8i0164120 DKit2i110i418 PKita 106014018 Pk 14Ok i1g 112 DKV iv10

ok 4,18 Dk} Lo @k ira® ko, ®K

= [(FXR)i1a © XL 4 © k) &(F(XR* )iy @ XL k7))

@ (F(XR)ips O XL s D ks O XR7 3 O k5 &[(F(XRM )it © XL @k )&
(FXR)i 18 0 XL g @ ki) & (F(XR) iy 12 S XRY 1 B hiy 12 B XRE 10 ki 10)]

B [(F(XR)i420 © XL 50 B ki 20&F (XR*) 1127 © XLiL 57 ©ki57) © F (XR) i1
BXLil o Bhifo ©XRY 1 @k 19&(F(XR?)i127 © XL 57 ® k57 &F (XR* )iy
DXL, B k) O F(XR*)iiag ® XLl D k7)ag © XR 56 B ki) & [(F(XR*) i1 28
X L7 os © ki s &F (XR?) i3 © XL 3 ®kiY3) © (F(XR)i20 © XL 5o D k709 © XRiLyg

Bk &(F(XR) i3 @ XL 3 © k3 & (F(XR*)ip 10 XL 10 @K 10) © (F(XR* )14

BXLY ok, ®XLY, &k}, @ (F(XR )i @ XL &k &F (XR)ips ® X L7 ¢
kils) @ (F(XR*)ip17 © XL 17 @K 178 F (XR?Y)i 124 © XLy © ki1oy) & ((F(XR* )25
BXLI s @ ks &F (XR*); @ XL @ k%) © (F(XR*) 1420 © XL 50 D k20 &

21 21 20
FIXR) s ® XL, @ k7,) ® XR; 30@XL1z+161+24z+28@k”+16z+24z+28@kz+21+181+26

16
B kileiron Bk Ji4,i48,i416,i420 D kit.i4100418 Dh32.0410i1 140018 DKit1a Bk g 12

5
Bk 110K 114 irs O K6 B g B, BK;

(A.37)
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The approximation for the right half:

XR = (F(XR)ip2 @ XL, @ k7 &F (XR* )9 © XL g © k7o) © F (XR* i3
OXLH Ok OXRH | Ok | &(F(XR*Y) 110 @ XL o kP& F (XR*);116®
XL7} 16 @ k)16 ©XRY 10) ©XR s ©kitg) © (F(XR)ip1s ®XLEY 15 D7 15&
F(XR™)i405s © XL}l 55 ©ki)ys) O F (XR* )i 10 @ XL 1o @k 1o DXRY |7 D kI3 17&
(F(XR?")iy25 DXL s D kiYos&F (XR*);i XL 0 k) © F(XR* )26 © XL 56
D7 s D XRI 5y Dl }y) ® (F(XR*) 1106 DXL} 56 D K706 &F (XR?Y) iy ® XL, ®
k) ©F (XR?) 427 X L7 07 © kY07 ® XRE 55 D kio5&(F(XR? )1 © XL © k22
&F(XR); s XL k%) & F(XR*) 1 @ X L2, k2, & XR?!

Ok”) B ((F(XR)ip30 O XLil30 © k) 30&F (XR*)ips XL s © k7))
DF(XRM)ir31 © XLii5) ©hi3) © XR7 20 Dk a0&(F(XRM)iys © XL 5

Sk s&F(XR )iy 12 ® XL 1 @k ,) @ F(XR? )i s X L7 s kg

DXRY 4 ©kiL) © (F(XR)it31 © XL @ k3 &F (XR )i © XL

Dke) B XR? 30 Dkl L30 DXRE 16,1104 1408 DKi i1 16,1004, 1428

(A.38)
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We append one more round at the end of [A.37| a total of four rounds decryption:

XL} = [(XR} s&XRY 15) © XRi g ® XL, ©k7)4) & (XREL 1, &XR7L19) © XRE 1368
XLy @k, © (XRH6&XRE 13) ®XR™ )i 7 XL s @ k)5 D XRY 3 B k3]
&[((XRE 1n&X R} 19) ©XREL 13 ® XL 1 @k 1) &(XR 19&X R} 56) © XRi L5
BXLi s Dk 15) © (XREL3&X R 0) ©XRIL 14 S XRL 1 & ki1, ©XR 10 S kit 19)]
B [(XRF 5 &XRiLog) © X R 50 © X L7 Lo k74 o0& (XR7 s &XREL3) © X R 9@
XL 57 @k )a7) & (XRY 00 &X R 59) @ XR*Y)i1 03 @ XL7 Lo @ kil B XRYL 1o DK 19
&(XR7{2s&XR73) © XRiL 59 B XL 07 D ki) p7&(XRES&X R 10) DXR?) 144D
XL7io @ ki) ® (XRE 20&XR7L4) B XR7 30 B XL {05 D ki3 ® XR7 6 D ki)
D [(XRF 20&X R 4) ©XR 30 D XLY{ 03 D ki) og & (XRE 4&XRE{ 1) D XR7 s DXL
Dk)3) © (XRH 30&XR7Ls) B XR7 51 © XL 09 B kitag ®XR7 27 B kiLpg
&((XRIL4&XRE 1)) ©XRiLs © XL D kD3 & (XREL 1 &X R 15) D XR7 30 B XLiL 1
@kl 10)  (XRY s&XRFL 1) G XRi L XLy Sk © XL, ® ki)
& ((XRL&XR} o) ©XR B XLYL | © k7Y &(XRILG&X R} 16) ®XRZY 10 © XL
®kils) @ (XRY 1s&X R} 5) ©XRiL 19 ® XL7L 17 B ki 17&(XR 55 &XR; ) & XR7 56
BXL7 0y &k )0g) & ((XRH 16&XR* )i 1) ®XR; o7 ©XL7Lps © k7105 &(XRY &
XRig) XRi, © XL @ k%) ® ((XRH30&XR7Ls) © XR7 31 B XLi 59 D kipo&
(XRF S&XR 12) ®XR | ® XLy ®k70y) @ XR) 30 B XL, 16412414285
ki 216,024,028 DKita 418,426 DKige o0 Dhiteaivs ivieie20 DKirair10,118®

13 5
kit iv10i+14,i+18 D kz+14 Dk} it8,i+12D kz+2 i+10 D kl i+4,i+8 D kl+6 k] ita D kz+2 ©k;

(A.39)
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We append one more round of decryption at the end of

XR} = (XRHS&XRH 19) ©XRH 4 © XL}, © ki, &(XREL 08X R 17) ©XRE | XL
DkiDo) ® (XRIL&XRIL 1) B XRI s XL 3 © ki3 © XRiL B kit 1 &((XRE 10 &X R} 17)
XRE 1) © X L7y @ k7 )g&(XRE 17&XR? 04) © XR7L 1 DXL 16 k716 D XREY 9) ©XRi g
©kivs) ® (XRH10&X Rl 56) B XR7 o ® XLiL 13 B k) 1s& (X R 26&X R ) B XRY 570
XL} o5 ®kias) & (XR2 20&XR7L27) XRE ) © XL 19 B ki 1o ®XREL 7 B k2 17&(XRE 56
&XRIL|) O XR} 27 © XL 55 D kiYos&(XRE &XREg) DXR, DXL G k%) © (XR} &
XR?{2) ©XRE 08 DXLE {26 D kitag ® XR7 124 ©kitas) © (XRE 7 &XRH,) O XRY 55 © XL 56
Ok 268 (XREH&XR} o) DXRY 3 B XL © k) © (XRi 3&XRi ) © X R} 190 B XL 57®
ki)ay © XRY s O ks &(XREL&X R L) X R 3 ® XL ki) &(XR0&XR? 16) B X R 19
DXLy Dks) O (XRIS&XRY 10) DXRIL, O XL, @k ©XRY © k%) @ (XRF 31 &
XRi o) ®XR; © XL 30 @ ki 30& (XRY 6&X R 13) B XR; L, © XL s & ki) © (XRY &
XR7) ©XRE | ©XLY {3 D k)3 ©XR 29 Bkl og&(XRE&XR?Y 13) B XR7 Y7 DXL s
Dk s&(XRE 13&X R} L50) DXRYL 14 XL 1 k1) © (XREZ&XRE 14) D XRE s O XL
Dk OXRI, D kL) © (XRP&XRIL) © XRI @ XL 5, @ k75 &(XRIL&XRH 14)®

21 21 21 19 18
XR g XL ¢ ®kis) DXRY 30 D30 @XR1+16 i4+24.i+28 DK 116,424 428
(A.40)
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A.10 Improved Linear Approximations for SIMON 64

A.10.1 16-round, 17-round and 18-round Linear Expressions for SIMON 64

The 16-round linear approximation:

1 1 1 0
PLi14® PR 18412 = XRija O F(XR;1484012) ©XLi 18012 Dkijig 12
| | 0
= XRi, 14 ®XRE 0 10414 DXL 110 Dkiigiinn
0
=XR} 510D XL} ;1500 10Dk g1
= F(XR? 5, 10) ® XL 5 i 10®k s i 10 ®XR? g 1n Bk g
i+2,i4+10 i+2,i+10 i+2,i+10 i,i+8,i+12 i,i+8,i+12
2 1 2 0
=XR} 4 12OXL 110Dk 10DXR: 48012 Bk iig i1
= XR? 418 DXL 510 P kin 10Dk s
1,i+4,i4+8 i+2,i4+10 i+2,i4+10 i,i+8,i+12
= F(XR} ., 4118) DXL} 4 i s ®kF g ins OXRY 5 110Dk 0 i 10 DK 1ig.s
i,i+4,i+8 i,i4+4,i+8 i,i+4,i+8 i+2,i+10 i+2,i+10 ,i+8,i+12
= XR 5610 XL g i g Ok g i s DXRY 5 10Dk 010 DK i g
i+2,i4+-6,i+10 i,i+4,i+8 i,i+4,i+8 i+2,i+10 i+2,i+10 i,i+8,i+12
3 2 1 0
= XRH—6 DXL i1 4i8DkiivairsDOkiiriv10Pkiiygivin
=F(XRl.¢) DXL} ¢k s DXR} 141 8Dk irairs Phivoivi0 Pk issis1
4 2 1 0
= XR} g ®XL} 60k s OXR 1141 8 Bkiiya s Okiya 109k iigiin
4 4 3 2 | 0
=XR; i a®XLi gDk 6 Dkii1air8Dkitoivi0DPkiitgivin
- F(XRI H—4) EBXL: 44 @kz Ji+4 @XR +6 @k +6 D kl J44,i+8 D kl+2 i+10 D kl J+8,i412
2 | 0
= XR1+2 16 DXL, 4Ok OXR (DK DK g 8Dhiya 10Dk iigit12
=XR L BXL) Dk Bk DK g @k 10Dk g
i+2 i,i+4 i,i+4 i+6 i,i+4,i4+8 i+2,i+10 i,i+8,i+12
5
- F<XRH-2> @XLH-Z D kH—Z @XRI i+4 D kl Ji+4 D kz+6 D kl J+4i+8 D kl+2 i+10
D kl i+8,i+12
2 1
=XRS 4 BXLY DK ®XRY K 4B DR 418D kiiai110

D kl J+8,i+12
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PLii14®PRjygi110=XR) O XL ) Ok 0 Ok 14 Bk 6 B K 114418 Bkivaii10
Dk jisii12

= F(XR)) & XL @k ®XR] , 0K 2 Ok 1 4 @k s Bhiia1 59
kiy2ir10®k g1

= XR],, OXL] Ok OXRL, DI}y Dk 4 DI DK i44145D
kivait10®kiigiii

=XL] Ok @k, Ok 4Ok ¢ @k 4Dkl ii0Dk g

= XR} &k @k Bk @k Bk a8 0kii2100K g1

=F(XR)) DXL} Ok ®kd Dk} Ok 1 4 ® k6 DKl ivaivs Dhiva 10Dk iigii
=XR}, ®XL] Gk} Ok} Ok, B 4 Bk 6 Dk ipai18 B ki i 10 Bk v
=F(XR') i ® XL, @k @ XRP Ok OK BK ) Bk 4 Ok 6 DR iiaisg
® kz'1+2,i+10 ® kgi+8,i+12

=XR) 4 OXLI, Bk Ok Sk Dk Bk 14 Dk 6 Dhliyairg

@ ki1+2,i+1o @ k?,i+8,i+12

= F(XR}j,4) ©XLi} 4 ®ki3 s ®XREL Bk, Ok Ok S Sk g ® K g

Bk iairg Dkivo 10Dk gt

=XRil 6 DXL 4Ok 4 BXRI L Ok O B @k, ki 4@k 6

Bk irairg Do 10Dk g1

= XRil6DXLij 4 Dkij 4 Dk Ok Ok ©I 2 Ok is DR

Dk irairs Dkirgir10DK gt

= F(XR{Z6) O XL @ kil ©XR 4 Bk g DK Sk OIS DK o Bk 14

2 1 0
k6D Kiivaiv8 Bkivoivi0Pkiiigivin
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PLij1a®PRijigis12 = XRi7 41 s DXL Okl Okl 4 Ok Bk Ok @I, DKy 4
DKo Ok iaivs Okl i10 @K g v

= F(XR[}4148) OXLi7ia 115 Ohizia s ©XRE Okl O ki) Ok B

DR D DK 4 B 6 DTy Dhliaii10 DK g 12

= XRiD2 160110 DXL 1418 Dkitg OXRE Okl © k)L 4 DK, DK

D) DI}y Ok g O DK iya s Dhiyo 10 DK i+8,i+12

= XRi%2 1010 DXLi7 14 18 Dkits D kit Dhit s DRy Dk

DK D, D k4z+4 Bk D kz'2,i+4,i+8 D ki1+2,i+10 D k2i+87i+12

= F(XR%51410) ©XLits 11109 kz+2 10 OXRIT 4 s Bk g Skl B k] i+a D ko
Dk Bk DI DK 14 Bl 6 Ok i aies Dhiya 10 Bhiiis it

= XR{1 410 ® XLt 110k 0,10 B XRIT 4 118 Bhirs Bkl Dk 4Ok 1o
Dk} DI DIy DRy a D6 OhG iy iis Dhiyn 10 © ks 12

= XRit 512 XL 10 DKo 110 D hits Dhile ©higia Dk o

DI DI Dk DA 4 DI 6 kz'2,i+4,i+8 Dkiigip10® k?,i+8,i+12

= F(XR{%5,412) ©XL{Y g4 10Okl tig i1 OXRID 1110 Bk 110 D ks © ki

By DI DR DR DI Dk Ok 6 DR 418 Dhiya 410Dk it8.112
= XRi72110,114 O XL{T g 410 DK ys 12 DXRDy 110 D kida 10 © kiTs D ki
Bk 4Bk Bk DK B Bk O DK a8 K210 DK issis12

= XR14OXL7 5 100kid 18412 0kingi010Dkits Bhils ®kiY g

DL Bk Sk B, D] 1 a Bk DTy a 8 Dkl 10D k2i+8,i+12

= F(XR}$1,) ®XL! ), &k} |, ®XR}S i+8.i+12 D kitigiti2 ®kity 10 OkiTg Dkiie®
kY I Ok Dk I DK g B 6 Ok 114108 Dhiya 10D klivs i1

(A.41)

208



14 13
PLij14®PRijygiv12 = XRS5 1101416 O XL 14 G kit 14 Dk tig 12 BhiDo 14108

8 6
k S@k 6@kll+4®k Z@k ®k 69]( 2®k11+4@k 6@kll+4l+8@kl+21+10@kll+8l+12

The 17-round linear approximation:

PLi 14 ®PR; 18412 = XR}S i8,it12,i+16 SXLO Dk} 14 ® kil,?+8,i+12 ® kilnEZ,i—HO@
kits ©kile @k z+4@k 2 OK OR DI, DKy DK R s i

@ ki1+2,i+10 @ k?,i+8,i+12

= F(XR] 5 i112,016) ©XLiLig 121416 Dkigrs ivi2,i016 DXRY 14 Bk 14

Dkidig 12 ® kz+2 10O kits ©kite Oy i+a D Kokl ek ek,

D k4z+4 kD ki2,i+4,i+8 @ ki]+2,i+10 D k?,i+8,i+12

= XRi 1211100018 DXL g i1 120416 @ Kivys v 120116 DKit1a B kidis 12Okt 110

BhiTg ki Dkl 4Ok LBk DR DK Ok B DK i1 g0

ki1+27i+10 @kgi+8,i+12

(A.42)

The 18-round linear approximation:

B 18 18 17
PLi1a® PR 18412 = F(XR 5 1110,418) D XLits i1 10,118 B Kit2,i410,i4189
XR}% 48,412,416 ko 48,412,416 Sk} 14Dk 48,12 69kz+2 110Dk Tg B kile @kl i-+4
8 6 4 3 2 | 0
D DI DR DK Dk 4 OK6 OK 114,18 D k2,110 DK irgis12
= XR;} 44 i+8.i416,i+20 6BXL1+2 i+10,i+18 69kz+2 i+10,i+18 B kio i48,i+12,i116 Dk 14D
8 16
kitigit12 ®kitaii100kitgDkils Dk 4Ok, Dk} DK OK D14
oK, DK @k @ kY
it6 Dkiirairs Dkitoiv10Pkiitgit12

(A.43)
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A.10.2 Extend 16-round Linear Attack by Partial Decryption

We append four rounds before and two rounds after to the 16-round linear trail [A .41}

XL 4 OXR g = XR%?+871'+1271'+16 SXLY 14 Bk 14 Bkt g 112 Dkiln 10 Dkisy
k156 Okii ira® ki © k> Dki° DK\, D kl 14 Okl 6D ki6.,i+4,i+8 @ k?+2,i+10 ® k?,i—i—&i—klz
= F(XR}} 5 i012,416) ©XLE g 12,416 DKigrs 12,016 O XRE 14 DKL 14D
kifig o2 @k 10 DKLy Ok DK T4 kit Bk Ok k@
ki8,i+4 ki, 6® kz'6,i+4,i+8 ©® k?+2,i+10 ® k?,i+8,i+12
= (XR | &XRig) © (XRI0&X R} 16) © (XRIL13&X R} 50) ® (XRFL 17&X R 154
XRH i410,+14418 D XLiiys 112,416 D XRE 14 © K ys 112,416 D i 14®
kifig i1 @ kil 10 DKLy Dk kit Ok, Ok Ok @k, ,®
kg @k 6 DK ing Ok 010D Kiipg i1

(A.44)
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XL?+14@XR;ti+87i+12:(F(XRH-I)EBXL | DI &F (XR) ©XL72g @ kilg)®
(F(XRZo) & XLTo & kilo&F (XR716) ® XL 16 © kil 16) & (F(XREZ13) © XL 3
k7L 13&F (XRiE20) © XLitog ki) © (F(XRE17) © XLiT 17 Bk 17&F (XRiE04)
DXL, Dhilog) OF (XRZ, 4 10i418) DXL 410,418 Dkito,i110,18D
XR7 812416 O kitigiiiniie® (F(XRiT) ©XLiY) @ kil &F (XR7g) ® XLt
@kilg) @ (F(XRiT9) XL o ® kil o&F (XR: 16) ®XLiT 1 Dkil16) @ (F(XRiZ13)®
XL 13 © kL3 &F (XRE20) © XLi00 © kilog) @ (F(XRE17) © XL 17 © kil &
F(XRiP24) ©XLiT 04 D kii24) ® (XRIZ&XRIE 1) © (XRIT |1 &XRT 15) © (XRPT 10&
XR7256) ®XRI 4 112,020 DXL 1100118 Dk 201100118 DXRI 718 10 12,04 169
kites 1216 O kivia ®hidis 1o O kilo 10 Dkl O kTe Dkity Dkt Ok Ok

8 6 5 4
Dk 2 Ok} 4 Oh] 6 Ry 18 DK 1110 DK g 412

We append one more round decryption to equation [A.44}

XL 4 OXR] g 10 = (XRIL&XRI)) DXRI @ XL kil &(XRI0&X R 16)®
XR 10 ®XLiTs ©kilg) ® (XRIF10&XRi217) O XR7T | ©XLTo D ki o&(XRTT 17&
XRi2os) ©XR g & XLiT 16Dk 16) © (XRIZ 4 &XRi o)) @ XR s S XL 13 0 kil 3 &
(XR7? 1 &X R 55) DXR 5y DXLiT o0 D kilng) ® (XRT 1s&XRiTp5) D XRiT 19 © XL7T 17D
kil 178 (X R s &XRiT31) © XR7F06 © X L4 D kilng) © (XRI&XR? 1) ®
(XR7 11 &XR;T15) © (XR7 10&XRiT26) ©XR7 110,418 Dhita.i10,118P

XR 418416420 Dhiorg 12016 Okit1a O kitrg.iv12 Dkilniv10Dkivg Dkive Dkitig
Dhi Dk Ok Ok o DR 4 DKo Okiya i1 Ok 25010 DKiis 2

(A.45)
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A.10.3 Extend 21-round Linear Attack by Partial Decryption

We append four rounds encryption and three rounds decryption to the 17-round linear trail

[A.42L

XLi s ®XRY gi10 =XRi 0 100018 DXL g v 12416 Dhivrgirinirie Dkip14®
kis i+8,i+12 D k}lz,mo Dkl Dh7s KT ita D kity ®ki> kO Dk}, @ k181+4 Skl 6®
kg ivg @k 100Kk s i1
= F(XR3 i 410,+18) ©XLiT0 110418 D Kita, 10,018 DX R T8 1412116

= (XR3&XRT10) © (XRiT 11 &XR;T 1g) ® (XR7Z 10&XRiT 26)
XLt 100418 B XR 4 412,020 BXR T g i 12,0016 Kt 2,010,018 B Kidygis 12,16
ki) 14Ok A48,it12 @kwrz 1100k 2g S ki @kl e @k, ok okl
Dy @ k?,i+4 Dklye® ki6,i+4,i+8 @ k?+2,i+10 D k?,i+8,i+12

(A.46)
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XL 14 @XR?,H&HH = (F(XR7;) ® XL @ k13 &F (XR7 10) ®XLE 1o © ki)
® (F(XRE 1) @ XL | © ki1 &F (XRE 15) © XL 13 © kit15) @ (F(XRE 19) © XL g
Dk 10&F (XR726) DXLT 56 D kita6) D XLiTo 104418 Dhitais 104418
XR7F 40481160420k 008, 12,16 DKis1a O Kivrg s D kil 10 DR g kg
Bl Ok, Dk Bk DIy OK B 6 DA 4 s DK 01110 DK 1812
= ((F(XRi;) O XL © ki &F (XRE 1) ©XLE 10 D kityo) © (F(XRE )
SXLE ) Bk &F (XR: 15) S XL 13 ©kit1s) & (F(XRY 19) B XL 19
DT 10&F (XR7 26) D XL7} 26 ® kitag) ® XL ) 110018 O F (XRI 4 i48.i416.0420)
@XLt'z,zS'+4,i+8,i+l6,i+20 @ kz'z,zz+4,i+8,i+16,i+20 D ki2+12,i+10,i+18 & ki2,?+8,i+12,i+16
ki3 14 DK;S Ji+8, z+12@k172 110 BkiYg B ki @kl Ok ek ek’
Dk ® k§i+4 Dkl D ki6.,i+4,i+8 & k?+2,i+10 D k2i+8,i+12
= (XRFL&XRE ) ©XRE s DX LT O k& (XRE || &XRE 15) OXRE 1 © XL
Dkit10) © (XRE p&X R 19) ©XRE 13 O XLE | D kit &(XRE 198X R 56) B X R 59
BXLT 15 BhiT15) © (XR20&X R 27) ©XR Yy B XL 19 © kit 19& (XRTY17&X R )@
XR7 08 ® XLihe © kitas) ® (XRE &XRG) © (XRES&XRE ) © (XRE0&XRF 16)®
(XRE 178X R 54) © (XRE 51 &X R 28) O XR; 6 1100 B XLT 4 118 1116,4420P
k21018 hites 12016 S kivia ©hidis 12 Bhila 410 ® kil @ kiTe © kit

6
Sk, Gki* Ok’ Bk, ® k181+4 Ok 6 Ok a8 DR 210Dk g v
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A.10.4 Extend 22-round Linear Attack by Partial Decryption

We append four rounds encryption and three rounds decryption to the 18-round linear trail

[A4TL

XL 4 OXRY g0 =XR 408160120 D XLiTo 010,118 D hita.i410418®
ks 12,016 Dhivia O kivis 1o ©kily 110 @ kils DAY D k4 D ki@
POk I Ok g O O R g 45 Do 110 © K ipg a1
= F(XR7 4i18.i1160120) ©XLiT 4181160420 D XRE2 14 10,i418D
Kiteaies 16,420 DKo 1110118 D Kiias i 12,016 DRiz1a Dkitig i 12®
17 12 1, 10
kil 10 DkiSs Dkl O kidig O kit Dk Ok Ok, (A4T)
@ k81+4 b kz+6 57 k6z+4 i+8 D kz+2 i+109D k?,i+8,i+12
= (XRZ | &XR75) © (XRZs&XR 1) ® (XRIG&XRT 16)®
(XRE 17&XR724) © (XR7 21 &X R 05) OXREY 116 10,i418,i+ 22D
XL i+4,i48,i+16,i+20 @XRerz i+10,i+18 D kiz,zz+4,i+8,i+16,i+20 @ ki2+12,i+10,i+18EB
kitisis 12416 Dkisia Dkitis 1o Ok 10 Dhits D ke D kit s © kil ®

12 1 110 8 7 4
kZ k' @k, ® kiiva®kie® K itaits D k1+2 i+10 B Kiiy8it12

214



XLY 4 OXR] g0 = (F(XRE ) © XL @k &F (XRiLg) © XLt ®
kilg) ® (XRiLs) @ XL s © ki) s&F (XRiE ) @ XL
Dk 12) (F(XRELG) ®XLily @k o&F (XRit6) O XLY 6
Dkl 16) @ (F(XRiL17) @ XLt 17 © kD17 &F (XRi )@
XLy ©kihas) ® (F(XREL)) @ XLily @ ki &F (XRithg)
DXL s Dhig) OXRIT 4 iigiv16120 O F (XRi g 1100) DXLt 11 00®
kit i44,i48,i4+16,i+20 D kH—Z i+10,i+18 D kiz,?+8,i+12,i+l6 kit 14 Dk} it8,ir129
kil—i7-27i+10 Dkiog Dk Dk itd Dty Ok* Dk DK,
b k81+4 Dkl 6® ki6,i+4,i+8 D ki5+2,i+10 D k?,i+8,i+12

= (XRIL&XRi L)) O XRE L @ XL @k &(XRE G &X R 6) © XREL 0
XL @ k2g) @ (XRY&XRY 3) ©XRY, @ XL @ kR &
(XR7Y 138XR20) ®XR 14 ®XLi 1, Ok 12) ® (XRY 0 &X R 17) @ XREY &
XLy © Ko & (XRI 17 &X R 04) O XRI g DXL 16 DK 16) @ (XRF 15&
XRilys) © XRE 1o © XLEL 7 @ k3 17 & (X R s &X R © X R 56 © XL 4@
kidas) © (XRE D &X R 29) DX R 53 © XLiL ) © ki  &(XR7 20 &X R, )®
XRi 30 © XLiths @ ki) O XR 15 164020 D XLiLs 1420 D ki 1100 © (XRE &
XR7}14) DXRy ® (XRY 53 &X R 30) © XRY 5 @57 4 118160020 DKilai 104418
B0 g iv12i416 Dkit1a Okitigir12 Dkl iy10Dkicg Dkire Dkitis Okt k> kO

6 5 4
Bk Bk s Ok Bk 48Ok 2109k 1180412
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A.11 Linear Approximation for SIMON 96

A.11.1 15-Round Approximation Using a Single Super Round

We extend the 14-round linear trails for the left and right halves (Eq. [A.33] Eq. [A.34) into

15-round linear approximation (EqJA.48|and |A.49) with biases=2737 and 274!,

PL;=XRj {5 118126 DXLiT 411161200124 DKiria it 164204424 Dkite 2P
kil,z!+4,i+8,i+16,i+20 S5 ki]+02,i+1o,i+18 S5 ki9+2,i+10,i+14.,i+13 b k18+14 @ ki77i+8,i+12 ©® ki6+2,i+1o@
kis,i+4,i+8 Bk, D ki3,i+4 ki D]

= F(XR}}1180426) DXL i1 181426 Dkito v 18,026 DXRI7 4111604200424
kil,?+4,i+167i+207i+24 ©® kilié,i+22 ©® kil,11+4,i+8,i+16,i+20 ® ki1+02,i+10,i+18 ® ki9+2,i+10,i+14,i+l8
DkYL 14 ® ki7,i+8,i+12 D ki6+2,i+10 ©® k?,i+4,i+8 Dkl D ki3,i+4 ki Ok

=XR}7 1651240128 DXL i 181126 DKitait18.i426 DKinrait16i4204424

©® ki1+26.,i+22 D kil,zl+4,i+8,i+ 16,i4+20 D kil—82,i+ 10,i+18 D ki9+27i+107i+14,i+18@
kP, 14 ® kZH—S,H—lZ D ki6+2,i+10 > k?,i+4,i+8 B kiy6® k?,i+4 ki DK

(A.48)

The approximation for the right half::

PR; = XR} %\ 16124028 DXLIT0 i 18,026 Dhitais 18426 Dkiteaiv16.020.i024 Okiteiim
Bk 12,420 DK 1104118 Dhryg it 12,0416 DK 114 Bheirg i1 Dho 10 DKiivairs DK g
D kl'2,i+4 ki B

= F(XR}7\ 16 124i128) DXL 16.1424.0428 DKitr16,024,028 DXLiT) 1118 026D
ki]43—2,i+18,i+26 SZ kz'l,zz+4,i+16,i+20,i+24 D ki]+16,i+22 D ki1+012,i+20 ® ki9+10,i+18 SZ k§+8,i+12,i+16@

7 6 5 4 3 2 1 0
kii14®kiivgiv12®kiis 10 Dkiirairs DkiieBkijpa Dkin®k;
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_ vpls 15 14 15
= XR;i 75 i118,i+26,i+30 D XLi 71 16,i+24,i+28 DK 11614241428 DXR; (2 118 i426D
ki 18,126 D kl i+4,i4+16,i+20,i+24 D kl+6 i+22 D kl+12 i+20D kH—lO i+18D k1+8 i+12,i+169D
7 6 5 4 3 2 1 0
kii1a®kiirgivio®kiin 110 Dkiirairg DkiteDkijpaDkivrDk;
= XRP,,® XL Gkl @k G k!?
=XR; 130 ii-416,i424,i+28 DK 116,124,128 DKit2 i118,i426 DK j44,i416,i420,i+24
Dk} 16,i+22D kz+12 i+20D kz+10 ir18D kH—S i+12,i+16 D k14
6 5 4 3 p I 0
©kiiygit12Dkiio 110Dk ivairs Dk Dkiia Dkir Dk

(A.49)

A.11.2 16-Round Approximation Using a Single Super Round

16 15 16
PL; = F(XR]? i116424.i+28) D XLi i 16,424 1428 Dki Ty 16,424,428 DXR2 1118.i126P
kM @kl @ kL2 @kl @kl ®

i42,i4+18,i+26 D Kijy4,i+16,i+20,i+24 PKite 120 DK i1 4.i18,i116,i+20 PKiy2,i110,i4+18

9 1
k1204104140118 DR 14 O K] 118 it 12 Ok 21110 DK 114,148 Dkive Dk iys Dhiyy Dk)

= XR!%,, ®»XL"® Dk @kl
= XR; 3 1i416,i+24,i+28 DK j116,i124,i+28 DKit2,i118,i426
13 12 1 10 9

©kijiair16,i120i+24 PKife 100 Pkijtaitgit16i+20 PKitniv10i418 PKit2,it10,i414,i4+18

7 6 5 4 |
DIy 14 DK 181112 Dk 2110 DK 4448 Dkl DK DRy D)

(A.50)
16 14
PR; = F(XR[%30) ©XL{%30 B ki730 S XRIC, 16.124.1428 P Ki 14 1644240428
9
©® k1+2 i+18,i+26 D kit Jib4,it16,i420,i+24 D kt+6 i+22®D kz+12 i+20 D kit 10418
8 7 6 5 4 3
Dkitgiri2,ir16 Pkip1a®kiiigiv12Dkiis 110 DKiirairs Dhite
Ok} Dk, DK
ii i i (A.S1)

=XR¢ i+ 16,i424,i128,i+32 DX Li%30 ©ki730 Dk 16i104i128
13 12 1 10 9
Dkiioiv18,i126 PKiitait16i+20,i+24 Dhive iy DKit12,i420 Pkiyi0,it18
8 7 6 5 4 3
Bkiigir12,i+16 Pkir1a Dk iysiv1o Dkivr 110 Pk 148 Pkiie

D kl Ji+4 D kl+2 D k?
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A.11.3 19-Round Approximation Using a Single Super Round

We extend the 16-round linear trails for the left and right halves Equations ([A.50JA.5T) into
19-round linear approximation Equations(A.52]and [A.53).

PL; = F(XR{]30) ® XL{]30® k030 B XR]] i+16,i4+24,i+28 D kz i+16,i424,i+28 D kH—Z i+18,i426
@k @k12 @kll @kl() @k9
Fitd,i16,i420,i4+24 DKite 120 DK ja i18i+16,i+20 DKiy2,i110,i+18 DKit2,i110,i+14,i+18
Bk Dk o k8 ok Dkt DI, L DI, Dk
i+14 DK; 18 i+12 PKig2 1410 DK 14,48 PKie DK s DKo DK;
_vpl? 17 16 15 14
=XR, i1 16,124,i+28,i+32 DXLi {30 Bk 30 Dkiji16,i124.i428 PKitoit18,i+26
13 12 1 10 9
Dk itait16i+20,i+24 Pkite iy DK itrairgit16,i+20 PKirait10,i+18 PKiyair10,it14,i118
DkS LDk o kS ok Okt cBI . DI, Dk
ir14 DK 18 i 12Dk 0 10 DK 14,48 DK 6 DK jpa DKo DK
= F(XR}} 116,424 i+28.i+32) B X L} i+16,i+24,i428,i432 D kz i+16,i+24,i+28,i+32 DX RI%30 D ki%3
D kz i+16,i+24,i+28 D kl+2 i+18,i+26 D ki? i44,i+16,i+20,i+24 D kit Y6,i+22D kl i+4,i+8,i+16,i4+20

D kiy 12,i410,i+18 69”%2 i+10,i+14,i+18 D kl+14 Bk] it8,it12D kl+2 i+10 D kl i+4,i+8 D kl+6
1
52 kl i+4 D kl+2 ® ki
(A.52)
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18 17 16
PLi=X Rz+2 i+18,i426,i4+34 DXLi i\ 16424428 1432 DKiip16,i124,i128,i+32 D ki 30D

15

k J+16,i+24 1428 D kl+2 i+18,i+26 D kl Ji44,i4-16,i+20,i4-24 D k +6,i+22 D kl i+4,i4+8,i+16,i+20

10 9 8 7 6 5

DKi 2 i110,i+18 P K2 i410,i+14,i+18 ki 14 PR 18 ip12 Dhiio i 10 Pk j14i48D
ek, ok}, k!

i+6 Ji+4 i+2 i

= F(XR}}s i1 18.4265434) DXLiY i1 1814260434 D kl+2 i-+18,i+26,i+34D

14

X Rz i116,i+24,i+28,i+32 D kil i416,i424,i428,i+32 D kz+3o 2 kl i416,i424,i+28 DKi{2 i1 18,i426D

13 11 10 9
Ki iy 4.i416,i420,i+24 P kl+6 i+22 DK i1 4 i18,i116,i420 D K2 i110,i+18 Phiy 210,414,118

8 7 6 5 4 3 2 |

Dk 1aDkijigiv12Dkiysiv10 DK i1airs Dhiye ks Dkio ®k;

_ xR XL @kl @

= AR 14,i416,i+20,i+24,i+32,i+36 i12,i118,i+26,i+34 DKi2i118,i126,i134
kz i+16,i+24,i+28,i+32D
kS @k @kl Dk @

i130 DK i116,i4+24,i428 DKi12,i118,i+26 P K i14.i116,i420,i+24
kit +6,i+22D kij it4,it8,i+16,i420D kz+2 i+10,i+18 D kH—Z i+10,i+14,i+18 D kP, 14 K] ir8,i+12D

|

k20110 O K i1aivs Bhie B K14 Ok 2 OK;

The approximation for the right half:

_ 17 17 16 16
PR; = F(XR; ;16 i124,428,i+32) DXLi 1 16,424,i428,i+32 DKif 16,424,128 i+32 DX Lij 30
D730 DKk 7 1161124128 PKingiv18.426 Dkirrait16i120ir24 DKiteiron DKiv1aiia0
D kz+1o i+18 D kH—S i+12,i+16 D kz+14 DL i18,i+12D k1+2 +109D kz it4,i+8D k1+6
Bk Dk, DR
i,i+4 i+2 i
= XR1+2 i+18,i-426,i+30,i+34 @XLz i+16,i4+24,i+28,i+32 D kio i416,i4+24,i428,i+32 DX LiS30® k730
10
Dk} i116,i124,i128 D kl+2 i+18,i+26 D kit Ji44,i116,i120,i+24 D k1+6 i+22 Bkit12.i420

9 8 7 6 5 4 3
Sk 10,118 Pkt it12,i+16 Pkiv14 kg 12 Dkiyo 110 DKiiraivs Dhite

Dk iy Dkl DK
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PR =XRi]y; 181260134 DXLi ] 1610001081132 D kil,?+16,i+24,i+28,i+32 @ ki3

® kllH-lG i+24,i+28 D kz+2 i+18,i+26 D kl i+4,i+16,i+20,i+24 D kil +6,i+22D kl+12 i+20

® ki9+10,i+18 SH k18+8,i+12,i+16 Bkl 1B ki6,i+8,i+12 D k?+2,+10 @ k?,i+4,i+8 Dkiyg

ok; ira D kiyo @K

=F(X Rz+2 i+18,i+26,i+34) DX Lz+2 i+18,i426,i+34 D kz'lJZZ,i+18,i+26,i+34@
XL{T 16,1240428.0432 B ki 16.42a428,32 D kina0 ki1 1614240028 B Rl 18,1426
ki7iaiv16i420424 Dkive 00 Ok 12,0420 B K 10,4118 DKi g iy 12,016 Dkl 12®
kz6l+8 i+12D k1+2 +109P kz i+4,i+8 D k6 ® kz ira @ ki DK

= XRi$ 4 112001280436 D XLi32 11811260434 DRI 21180426434 DXLi] 4 16,124 i428.1432
©® kil,?+16,i+24,i+28,i+32 D ki 30 D7 i116,i+24,i128 D kil—03—2,i+l8,i+26 SZ kz!,zz+4,i+16,i+20,i+24
D kz+6 i+22®D k3+012,i+20 SZ ki9+10,i+18 ® k§+87i+12,i+16 Skl B ki6,i+8,i+12 @ k?+2,+10

4 3 0
Bk iairs DK 6 DK ira D kivo ki
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18 17
PR; = XR}} b 4i16,i+20,i+24,i432,i+36 DX Li{2 1118 i126.i4+34 P Kit2,i118,i426,i+34
B kO Dk Dkt Gk ® k2
1i+16,i+24,i+28,i+32 DKi 130 DK; i1 16,i1+24,i+28 DKi12,i118,i426 DKij1a,it116,i420,i+24
10 9 8 7 6 5
©® k1+6 i+22 D kif12 1420 Dk 10,418 Dhiys v 12,416 DKip14 D hiigg i 120 B ko 110

D k4z+4 i+8 b k i+6 ©® kl Ji+4 ©® k11+2 ©® k?

_ 19 19
= F(XR; ;1 4i+16,i+20i+24.i+32,+36) DXLi i44,i116+20,i+24,i432.i+36
18 18 17 16
K; it 4.i416,i420,i4+24,i+32,i436 D XLi 2 118,i426,i+34 D Ki2,i+18,i426,i+34 P Ki i1 16,i424,i+28,i432
k3 130D kii i116,i+24,i+28 D kz+2 i+18,i+26 D kit Ji44,i+16,i+20,i+24 D kit 16,i+22D k1+12 i+20
9 8 7 6 5 4 3 2
D kit 10,118 Pkitgit12i116 PKir14 Pk i8ir10 Dkito 110 DKiiyaivs Dhite Pk a®
0
kl+2 S ki
= XR? ®XLY o
- +2,i4-6,i+18,i+22,i4+26,i+34,i+38 i,i+4,i+16,i+20,i+24,i+32,i+36
18 18 17 16
ki i i116,i420,i4+24,i+32,i+36 DXLit0 118 i126.i434 PKif2i118,i+26,i+34 PKijt16,i124,i+28,i+32
@ ki3 D7 i116,i+24,i128 D k1+2 i+18,i+26 D kit i14,i416,i420,i424 D kil 16,1229 k1+12 i+20
@k} i+10,i+18 @k1+8 i+12,i+16 Bkly14® kz i+8,i+12 G9k1+2 L10Dk; ira,irs D k6 DK it
Dkl , Bk
i+2 i
_ 19
XR:+6 i422,i+38 DXLj 14 i116,420,i424,i432,i+36D
18 17 16 15
Ki it it16,i420,i+24.i+32,i+36 DKiy2 i118,i426 i+34 DK 116,424,428 i+32 DKiT30
14 13 12 1 10 9
Dkt 16i+24,i+28 DKitaiv18.i+26 DKiitaivi6,i+20i+24 PKiteiroo Bkiti2i120 Pkit10i+18
2 1 0
Bkl g 120116 Dk 14D K i+8,i+12 D ko410 DKiirairs DKo Dk 4 Dhiyy DK

(A.53)

A.11.4 Extend the 15-round Linear Trail by Partial Decryption
A.11.4.1 One round decryption

Here, we append four rounds encryption and one round decryption to Equations[A.48]and

A.49
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XL} = XR11+16 i+24,i+28 @XL1+2 i+18,i+26 D kz+2 i+18,i+26 D kz i+4,i+16,i+20,i+24 D kz+6 i+22
k3 Ji44,i+8,i4+16,i+20 D kz+2 i+10,i+18 © kH—Z i+10,i+14,i+18 D kit ©kii i+8,i+12D kita it 10

©® k91+4 i+8 ©® kl+6 b k Ji+4 ©® kH—Z ©® k?

= F(XR ;i 16,i124i428) @XLiz,(i)+16,i+24,i+28 ® kil,?+l6,i+24,i+28 ®XRY)) i1 18.i126D

kits i+18,i126 D kil i+4,i+16,i+20,i+24 D ki +6,i+22 D kil,?+4,i+8,i+16,i+20 Dkiti110i118D

7 5
ki 21+101+14z+18@k 14@k1l+8z+12@k1+21+10@k1z+4l+8@k1+6@kll+4@kl+2®k'
(A.54)

4 18 17 16
XR} = XR}}3®XLj] 416,424,428 DKi it 16 i424,i+28 PKifo 118,426 PKi iy a.iv16,i420,i+24P

9 8
kil it22® kz+12 i+20D kH—IO i+18D k1+8 i+12,i+16 D kiliy® kl i48,i+12 B kito 10Dk 148

4
© kH—6 ® kl i+a D kl+2 ® ki

20
= F(XR})30) ® XL 30 @ kly 30 B XR; ii416,i424,i428 D kit 164240428 Dhit2 i1 18126

16

K; it 4.i416,i420,i424 P ki 16,422 D kz+12 20 Dk i110,i+18 D kl+8 i+12,i+16 D kif1s

@k, i+8,i+12 EBkz—l—Z +10 @kt J+4,i+8 EBkl—|—6 @k, i+4 EBk +2 @k4

(A.55)

A.11.5 Extend the 16-round Linear Trail by Partial Decryption

A.11.5.1 Two rounds decryption

We extend the 16-round linear approximation by four rounds encryption and two rounds

decryption:
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4
XL} = XR )30 & X LY i4+16,i424,i+28 D ki i+16,i4+24,i+28 D k1+2 i+18.i426
okl ® kLo Gkl Bk, s BkS
i,i+4,i+16,i+20,i+24 i+6,i+22 i,i+4,i+8,i+16,i+20 i+2,i+10,i+18 i+2,i4+10,i+14,i+18

@ kit 114D kil it8,i+12D kl+2 i+10 D k; it4,ir8 D kz+6 > k7z+4 D kH—Z ok

21
= F(XR}{30) DXL} {30 D k730 B XR; i416,i424,i+28 D kl i+16,i4+24,i+28 D kz+2 i+18,i426
Dk;] i4+4,i+16,i+20,i+24 D ki 16,i+22D ki3 i+4,i48,i+16,i+20 D kz+2 i+10,i+18 D kl+2 i+10,i+14,i+18

69szrl4 EBkl 48,412 69kl-i—Z i+10 @kz J+40+8 EBkl—|—6 @kl i+4 EBk +2 @ks

20
= [XR}| 31 &X R} 3g] ® XL 30 ® k7230 B XK i416,i+24,i+28.i+32D
19 15
ki it16,i+24,i428 D kl+2 i+18,i+26 D kil i+4,i+16,i+20,i+24 D kl+6 i+20 Bk jiaiv8 1160420
1
S kl+2 i+10,i+18 D k1+2 i+10,i+14,i+18 D kl+14 Dk;irgir12® kz+2 i+10 D k; i+4,it8

8 7 6 5
Dkit e Dkijra Dk K

= [F(XR¥3)) ©XLity © ki3 &F (XRI3g) © XLtz D ki) @ XRH 3
B kY30 @ F(XRY 16,424, 1428,i+32) B X L7 i416,i424,i428,i+32 D kit i416,i424,i+28,i+32D
19 15
ki iv16,i+24,i+28 D kz+2 i+18,i+26 D kl i-+4,i+16,i+20,i+24 D kl+6 i+22 DK 714 iv8 1164209

kH—Z i+10,i+18 @kz+2 i+10,i+14,i+18 @k1+14 Dk i18,i+12D kl+2 i+10 D k; it4it8 D k? 16 k] 4

Dkfr DK
(A.56)
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For the approximation for the right half::

XRE = XR? 16 iv24128.03 DXL D K230 K13y 16,1 24.1028 D ki 2 418,126
ok i+4,i+16,i420,i+24 D kil—€6,i+22 kit 12,5120 D kgilo,i+18 b kgn%87i+12,i+16
kil 14 DK i+8.i+12D kz'g+2,+10 @ kzg,i+4,i+8 Skl s Dk ita D iy ®k;
= F(XR?} 16 124i128i132) DXLI1 16,1241 28.432 k1‘2,9+167i+247i+28,i+32 XL 30 Bk Y30
©® k1‘1,§+167i+247i+28 ® kil—i7-2,i+1 8,i+26 D kil,?+4,i+167i+207i+24 ©® ki1367i+22 ©® kilflz,iuo
Dk 10,118 ©hiTs 12,016 O ks O kigis 12 B hin 110 DK 1 ies DKy
DY DR, DK
= [XRZ} &XRH 5] © [XRH 17&X R} 54] @ [XR7 55 &XRF{35] © [XRF 59 &XR7 3]
B [XRY 33 &X R} 40l DXRYL 514 1814260130134 DXLTi 1 1601240 128.1432 DRG0 16,0424.4428.0432
= [F(XRi2)) ® XLiT, @ kil &F (XRTg) © XLits @ kilg| ® [F(XRiZ17) © XL 17 © ki 17
&F (XRi724) © XL 04 © kil © [F(XR725) ®XLiTos © kil os&F (XRi30) © XLiT 3
kL3 ® [F(XRiE29) © XL 09 ® kil oo & F (XRi236) ® X LT 36 D kil 36 ® [F(XRiT33) ©XLi 33
Dk 33&F (XRiE40) DXL 40 © kilao) ® OXREL 5 1115 14261130434 © XRi{ 300
XL7i 4 1604240428.432 D KG oy 16,14241428.132
= [F(XR32)) @ XLiT @ ki &F (XRT) © XLt @ kils| @ [F(XRiT17) @ X LT 17 B ki 17
&F (XR7724) ©XLi 04 ©kii0g) © [F(XR705) ®XLiTos @ kL os&F (XRi250) @ XLit3, © ki)
& [F(XRi29) ©XL09 & kilLoo& F (XR36) © X L7736 © kit a6) @ [F (XRiZ33) © XLi253 B ki 33
&F (XRiT40) ® XL 30 B k7| 40 & F (XR%J%,Z,i+18,i+26,i+34) X Lz'zi,Z,i+l8,i+26,i+34@

21 2 20
ki 2 i118,i426,i4+34 DX R4 16,i424,i428,i+32 DKi iy 16,424, i428,i+32

(A.57)
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A.11.6 Extend the 19-round Linear Trail by Partial Decryption

We append four rounds encryption and two rounds decryption to the 19-round linear trails
[A.52]and

The approximation for the left half:

4 _ vp23 23 22

XL = XRi7\4,i416,i+20,i+24,i+32,i+436 DXLiT2 i 118,i4+26,i+34 D Kii2,i118,i+26,i+34D

K2l D kP Dk Bk, 8o BT 4 160001004 D
i,i+16,i4+24,i+28,i+32 i+30 i,i+16,i+24,i+28 i+2,i+18,i+26 i,i+4,i+16,i+20,i+24

ki 61+22€Bk11+4z+8l+16t+20€Bkl+2l+101+18@k1+2t+101+l4l+18€9k 14@k11+81+12@

5
kl+2 i+10 D kl J+4i+8 D kl+6 D kl i+4 D kl+2 D ki

_ 2% 2%
= F(XR; i1 4,i+16i+20.i+24,+32.i+36) D XLi 14 1416i+20.i+24,i+32,i+36D
23 2 2
K 4i116,i420,i424,i432,i+36 DXRID 118,426 i+34 P kil it18,i426,i+34D
21 18 17
ki it16,i+24,i428,i4+32 P k30 Bk 416,424,428 DKiy2 i1 18 1426 DKiira,it16,i420,i+24D

16
kile.ivon @kz i+4,i18,i+16,i+20 69kz+2 i+10,i+18 @k1+2 i+10,i+14,i+18 @kl+14 @kl i+8,i4+12

5
D k +2,i+10 D kl i+4,i+8 S¥ kH—6 S5 kl Ji+4 D kl+2 D ki

= [XR} | &X R} @ [XR}s&XR7 5] @ [XRFY 17&X R 5]
[XRZ 5 &X R 58] © [XRY s &XRY 3] ® [XRI 33 &X R 4] ®
[XR%,,&XR?} ]@XR24 ®XLH
e i144 I12,i46,i-+18,i422,i+26,i+34,i+38 i 4,i+16,i-420,i424,i4+32,i+36

23 24
Dk i1 4,i416,i+20,i+24,i+32,i436 DXRI2 118 i426,i434
kit 12,i+18,i+26,i+34 D kl i+16,i4+24,i428,i+32

18 17 16

B kis0 D kl i+16,i+24,i+28 P Kit2 118,126 DKiia.iv16,i420,i+24 PKite i12

15 14 13 12 1
Dk irair8.i+16i+20 PKit2,i+10i418 DKiT2 it 10,414,418 Dkit1a Dkijygivi2

7 5
kit 110Dk 148Dk gD g Ok, BK;
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XL} = [XR}! | &XR7 ] ® [XRYs&XRTE 5] © [XRF17&X R} 54] & [XR7L 5 &X R o]
B [XR 25 &X R3] © [X R 37&X R 4a] © XREY 11611 18.1422,0426,14 34,0438
XR) 1180126134 ©X Rz‘2,15'+4,i+16,i+20,i+24,i+32,i+36 D7 14i4161420,424.i432,i436D
kita 418,426,434 D kl i116,i+24,i+28,i+32 D kD30 ® kz i+16,i+24,i+28 D kilq§2,i+18,i+26@
ki1,17+4,i+16,i+207i+24 D ki1£6,i+22 @ kil,?+4,i+8,i+16,i+20 @ kilJiZ,i+10,i+18 ® kil-iz,i+107i+147i+18
Dhi1aDkitig 12 Dkivo 10 DK iia s Dhive Dk g Ok B
= [XRZ &XRiLS] & [XRF S&X R 1] & [XRE 17&X R 4] © [X R}y &XR7 5]
XR7 s &X R 3] @ [XRY 37 &XR7 44) © BIX R 3 &XRE 40l © XR 6 110 1138
DXRY414161+20,424,432,436 D Ki114.1116,1+20,1+24, 432,436 P KT 12,0-418,1-426,14 34D
k21+16 i1+24,i128,i+32 D k30 k5 416,424,428 D ki‘fz,i+18,i+26 b kil,17+4,i+l6,i+20.,i+24@
kl+6 it22D kl i+4,i+8,i+16,i+20 D kl+2 i+10,i+18 D kz+2 i+10,i+14,i+18 D kit14® kl i+8,i+12
D2 100K 110118 Ok 6 Ok g DR DK
= [F(XR?1) © XL © ki &F (XRs) XL s D kits) & [F(XREs) O XLEs D ki s&
F(XRE12) ©XLE 1, @ kit 1o] © [F(XRE 17) © XL 17 D ki 17&F (XR04) © XL 50 ® kit oy
B [F(XRE 1) © XL © kit &F (XR725) © X L7 03 & kitag] & [F(XRE 55) © XL 55 B ks
&F(XR73) ® XL 3 © ki) @ [F(XRE33) © XL 33 © ki 33 &F (XR7 49) © XL 4 B kL)
@ [F(XRY 37) XL 37 D kG378 F (XRE 1) DXLY 1y ® k4] © F(XR%£6,i+22,i+38)€B
XLE 6 iv20,i438 © kit i22,0138 O XRE L4 i16,1420,424,1+32,1+36 P K ,1116,1120,1424,1432,436
DKL 18,426,434 DKii116,1+24,1028,1+32 DKie30 O K 7y 16,124, 1+28 D kit 418,26
Bkl 1601200000 Dk ve it Okitiaiigit16i120 Bkitair10i418 ©Kitais10.i414.i118P

kit 0k 48,12 G9kz+2 10Dk} 4,8 D} LoD kl i Ok, Ok
(A.58)
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Similarly for the approximation for the right half:

XR} = XR7 61220438 O XL77 1404166420124+ 32,0436 DK T14,0116,1420,1+24.04 32,1436

D ki2+12,i+18,i+26,i+34 D ki?+l67i+247i+28,i+32 ki3 ® k37?+167i+24,i+28

ki, 18,426 D ki Ji+4,i+16,i420,i+24 D k1+6 it22D kililz,i+20 D kililo,ms

DkiTs 120016 O kit1a Bkl g i1 K2 110 DK 114 ivs Ok

D kz i+4 D kl+2 D k?

= F(XR 6 12.138) DXL 6 1121438 kizi6,i+22,i+38 DXRIT 41 161120.424.0432.0436
SZ kl i14,i116,i+20,i+24,i+32,i+36 D kl+2 i+18,i+26,i+34 D ki i416,i424,i+28,i+32 D ki?30

b kzl i116,i+24,i+28 D kz+2 i+18,i+26 D ki§ i+4,i+16,i+20,i+24 D ki 122D k1+12 i+20

ki 100118 Bhitsitiniiie Dkitia @kitig 12 Bka 110 Bk iraits

Bkl 6 DK DI DK

= (XR1,&XR7! 1) ® (XR} 538X R 30) ® (XRI 308X R 46) ©XRY g 1124 1140

BXL7L6 1200438 O hiv6.i1220138 DXRIT14.1116,i420,i+24,132,04365
kz'z,zz+4,i+167i+207i+24,i+32,i+36 ® ki2+12,i+18,i+26,i+34 ® kz'z,?+l6,i+24,i+28,i+32 ki3

kzl ?—1-16 i+24,i+28 D kz+2 i+18,i+26 D kz i-+4,i+16,i+20,i+24 D kz+6 it22D kililZ,i+20 D kililo,ms
D k1+8 i+12,i+16 D kilia @ k) it8,it12D ki9+2,+10 D kz'8,i+4,i+8 Skl 6Ok ira® ko ®k;

= (F(XRY,) ®XL7; © kL &F (XRE 4) ©XLE 1, ® ki 14) ® (F(XRE )3) ® XL 5

Bk &F (XRE 30) B XLE 30 ©k30) & (F(XRF39) © XL 30 ® kg 30& F (XRF 46) XL 46

@ ki) ®F(XRE T 4,i8,i+16,i-420,i432,i4+36,i+40) DX Liz,zs+4,i+87i+16,i+20,i+327i+36,i+40

DT a0 18.0416,420,+32.i436.140 DX R 6 11200138 D Kive 122,138

DT 141160200 1241132.0436 D Kita. i 18,1260 134 DK 16,1240 1280432 DKita0

Dk F16i120i028 PRIt 21181426 OKivraiv16i120i124 DKiteiran Dkiti2ii20Bkit10i118

4
EBkH—S i+12,i+16 @k1+14 DY 48,012 @k1+2 410 @kz i+4,i+8 @k1+6 @kl i+4 @k1+2 ©k;
(A.59)
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We append one more round at the end of

XL} = [(XRE,&XRE ) ©XRE; O XLE | © k| &(XRE&XRE ) ©XRE |0 DXL
Dhits) ® [(XRE6&XRE 13) ©XRY 7 © XL s © kil s& (X R 138X R} 50) @

XR7 14 BXLE 12 © kit 1] ® [(XRE 1&X R 55) ®XRY 19 XL 17 Dk} 17&

(XR725&X R 30) ©XR7 06 © XL 24 @k {0a] & [(XRE 1 &X R 29) B XRY 53

XLy @ kit &(XRE 20 &X 7 36) B XRE 30 © XL 05 D kitag] © [(XRI &

XR7)33) B XRY 7 ®XLT) 05 B kit hs& (XRE 338X R 40) B XRE 34 ® XL 3B

ki) @ [(XR7 34 &X R 41) ©XRE 35 DXL 33 © kil 33 & (XRE 4 &XRY) & XR7 4

BXLE 40 D ka0l © [(XRE 3s&X R 45) B XR7 39 © XL 37 © ki3 & (X R 45&

XR7 ) BXRE 46 DXL 44 D kit O X L6 i m.i138 O kit iinit3s®

XR 4.i416420432.0436.18.1+40 D (XRE7&X R 14) © (XRY 13 &XR7 30)®

(XR7 398X R 46) B ki 401161420+ 24.+320136 P hit2i 118426434 O Kii1164424.1428.1432

D30 kz i+16,i+24,i+28 D kil—is—z,i+18,i+26 D kil,17+4,i+16,i+20,i+24 D kz'l—i6—6,i+22@

ki7iaivgit16i420 Dkit2it10i018 DKt i11044 140418 DKit1a Dkiiigir1 ®kits 109

k; i14,it8 ek e@kz a @k, DK

(A.60)
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Also, for the right half, we append one more round at the end of Equation

XR} = ((XRE&XRE |5) ®XRE g © XL © kit & (XRE |s&XRE 5,) © XRE 16D
XLZ 14 © kit 1) © (XRE 04 &XRE31) @ XRE 55 ©XLE 53 @ ki 03 & (XRE 31 &X R 35)
DXRE 1 BXLE 30 Dk30) © (XRF 40&XRE 47) D XRE 1| ©XLE 39 D kTl 0&
(XRP&XR7 ) ©XRE | © XL 46 B hig) XL 4118, i1+16,i420,14+32,0436,-140
(XR3 | &XR}Tg) & (XREs&XRE) 15) @ (XR79&XRT 16) © (XRE 51 &XR 53)

& (XR353&XR 40) & (XRE 1 &XRY) & XRE 5 14 10,418,434, 142

©® kiz,?+4,i+8,i+16,i+20,i+32,i+36,i+40 ©® kizié,i+22,i+38 ©® ki2,%+4,i+16,i+20,i+24,i+32,i+36

©® ki2+12,i+18,i+26,i+34 ©® ki2,9+16,i+24,i+28,i+32 S ki3 B ki1,§+16,i+24,i+28

Dkils 118,426 B kS 4164201024 Dhidg 420 Dkt 12,1020 D hiT 10,1418

Dk 12,016 Ohit1a Dk trg o120 © ko 110 DK g iys Ohli6 Ok g DT, DK

(A.61)
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A.12 TImproved Linear Approximations for SIMON 96

A.12.1 28-round Linear Approximation
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A.12.2 Extend the 28-round Linear Trail by Partial Decryption

We append four rounds encryption and two rounds decryption to the 28-round linear trail

[A.62l
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Extend the above expression by one more round at the end:
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A.13 Linear Approximation for SIMON 128

We extend the 19-round linear approximation into 20-round linear trail with

bias=2"8,
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The approximation for the left half:
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The approximation for the right half:
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kiit16i+24,i+28 Dkitoir18.i126 OKiitait16i+20i+24 Dkite it DKiv12,420 DKiy10,i118
8 7 6 5 4 3 0
Dhiys 12,416 Ok 14 Ok iig 10 DKo 410 DK 114,148 Dhi 6 O AT g Dk r DK
19
= XR}) 4,048, 16,i420,i432,i+36,i+40 DX LY i+22,i438 PKifei122,i138D
18 17 16 15
K; it 4.i416,i420,i4+24,i+32,i436 D Kiy2,i+18,i-426,i+34 P Ki i'116,i+24,i+28,i-432 D kiZ30P
k4 Dkl ®kl2 Pkl ok ek @
1,i+16,i+24,i+28 i+2,i+18,i4+26 1,i+4,i+16,i+20,i+24 i+6,i+22 i+12,i+20 i+10,i+18
8 7 6 5 4 3 0
kitg it12it16 Pkiv1a Dkiirgit12Pkiir 110 Dkiiva s DkiieD k; ita® kiys @ k;

(A.67)
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For the right half, we extend the 20-round by one more round into a 21-round trail, with

bias=2"99:

v p20 20 19
PR = XR; [ 4 i18i+16,i+20,i+32,i+36,i+40 B XLie i+22 1438 Dkiteit22i438

18 17 16 15
DK, i1 4i416,i4+20,i+24,i+32,i+36 D Kit2 i418,i+26,i+34 DK i1 16,i+24,i428,i+32 P Kit30
14 13 12 1 10
Bk i1 16,i424,i+28 Dhito 118,426 DKijrait16,i+20i+24 Dhive v BkiL12,i420
9 8 7 6 5 4 3
Dkii10,i118 Pkitgit12ir16 Dkip1a kg 1o Dkiio 110 DKiiraivs Dhive

D ki2,i+4 ki Bk

= F(XR 1 4,148,i416,120,432.0+36,+40) DX LY (14 148 1416,1420,132.0436.+40F
K 4,i48,i416,420,i+ 32,136,140 DX RiLg 112,138 B kife122,1438

D a16,420,424,+32.0+36 P Kid2,i+18,126.434 B i1 16,1424, 1128.432 ki3
Bkt 160420.428 DKo i18.126 D Rifra i 160420424 D Kito 422 P Kig 12,1420
Bk y10i4018 DK it 12i116 DK 14 Ok 1yg 012 ko 110 DK ai4s D hirg

2 ! 0
Dk 4 Dkir®k;

= XR7 5 10184340142 B XLEL 4418 14 16.1420,132.0136.1140®

Koy, 8.i116,1420,132.0436.:+40 D ki v 122,438 DKl v14.i116420,1424.132,i436D
kz'lJZZ,i+l8,i+26,i+34 ©® ki17?+167i+24,i+28,i+32 ki3 P kil,?+16,i+24,i+28 @ k}$2,i+18,i+26®
ki1,12+4,i+16,i+20,i+24 D ki1+16,i+22 D ki1+012,i+20 ® ki9+10,i+18 ©® k18+8,i+12,i+16 Dkl\14®

6 5 4 3 2 | 0
kiv8.iv12 Dkiin 110 DK a8 Dkiie ©kiipa Dkipr Dk

(A.68)

A.13.1 Extend the 21-round Linear Approximation by Partial Decryption

We append four rounds encryption and three rounds decryption at the end of the 21-round

linear trail:
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The approximation for the left half:

XL} = XR 411804161204+ 32i436,440 DXL 6 422,138 D Kivo, 422,438 5
klz?+4 i116,i+20,i+24,i+32,i+36 D kz+2 i+18,i426,i+34 D ki?“,}+16,i+24,i+28,i+32 B k730D
kidsi6ir20i128 O Kisa iv18i126 BKitraiv16:420i124 BKiseirn BKityaivgit16is20®
kl+2 i+10,i+18 D kl+2 i+10,i+14,i+18 D kit1a ©k] it8,ir12D kz+2 ir10D kz i+4,i+8D kP, 6
ki7,i+4 D DK
=F (XRz‘Z,?+4,i+8,i+16,i+20,i+32,i+36,i+40) @XLiz,?+4,i+87i+16,i+20,i+32,i+36,i+40@
X R 61200 438K0 014,00 8.0116,0420,+32.0436.1+40 D Ki 16,122,438 P Kit14.i416,1120,+24,132.0436
® kligzlJrls i4+26,i+34 D kl i+16,i+24,i+28,i+32 D k30 @ kl i+16,i+24,i+28 D ki1+82,i+18,i+26@
k1117+4 i116,i+20,i+24 D kl+6 i+22D kil,?+4,i+8,i+16,i+20 ® kiliz,i+10,i+18 ® kil—i3-2,i+10,i+14,i+l8€9
ki 14 D k J+8,i+12 D kz+2 i+10 D kl J+4i+8 D kl+6 ® k i+4 D kH—Z S ki5
= (XR? | &XR}%5) @ (XRYOs&XRPD 1)) © (XRIP0&XRIS 16) ® (XRS5 &XR;g)

& (XRIY 178X R 4) @ (XRI 3 &X R 40) @ (XRIO37&X R 1) ® (XR7C 4 &X RO 1)

BXRYy i 1104 18.434,+42 B XL 411801 16420.i432.0136.140 D Ki e i122.i438P
K314t 16.020.01240432,0436 © kfi%,zi+18,i+26,i+34 D11 1612401280130 Dhirs®
kil,?—l—16,i+24,i+28 57 ki1§2,i+18,i+26 57 k11717+4,i+16,i+20,i+24 SZ k166 12 Bk itdi+8,it16,i+20P
kg—?—z,i+10,i+18 @ kgiZ,i+10,i+14,i+18 Bkif14® kZi+8,i+12 S2 ki1+02,i+10 @ kz'9,i+4,i+8 S~ k?+6
D k171+4 @ kz+2 Sk}

(A.69)

243



XL} = (F(XRH ) @ XL | @ K\ &F (XRI]g) © XLl @ k%) @ (F(XR?s) ®XLi s
B Vs&F (XRY] 1) B XL 1, ©ki0 1) ® (F(XRPg) © XLY g © ki o&F (XR7] 16)

SXLY 16Dk 16) © (F(XRF 1) @ XLi] o) @ K700  &F (XR7]2) © X L7 55 ® k7 sg)

& (F(XRY 17) © XL 17 © k2 17&F (XR ] 54) ® XL 04 © ki 024) & (F (XR 53) © X L7 33
k)33 8F (XR} 40) & XL7 49 @KV 49) ® (F(XR}37) & XL7] 37 © k7037 &F (XR7 ] 44)®
XLH 44 ©k04,) @ (F(XRH41) © XL 4 © K704 &F (XRY ] 43) XL 1g D k70 4) &
F(XR i1 10i418.01340142) O XL 1410011801340 042 O KEY2 010,418,434+ 42

XR T4 i48,16,420,+32,436,-140 B Ki1ad i8,1416,1420,432,-+36,i+40 D Kit6 122,138 D
D77 4 1416,420,424.1432.0436 DK 12.04 181261134 DKty 16,14 24,14 28,0432 B iy 30D
ki1719+16,i+24,i+28 @ k}EZ,i+18,i+26 @ ki],17+4,i+16,i+20,i+24 D kil—|6-6,i+22®

k37?+4,i+87i+167i+20 ® kz]—ﬁZ,i+10,i+18 D kgiz,i+1o,i+14,i+18@

7 10 9 8 5
kit1a® kiivgiv12@kiiri10Pkiirairs®kie® k! ita® ko @ k;
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XL} = [(XRIL&XR? ) © XRH XL | @20 &X R G&XR? ] 16) ©XR] |0 DXL
D) D (XRI (&XR 13) ®XRH; © XL © k20 &XRY] 3 &X R 50)

Ry O XL 1 &K 10) © (XRY] 0 &X R 17) ©XRY] | © XLy ® ki o&
XRi] 178X R 54) ®XR}] 1 B XLY] 16 @ K7 16) © (XRF |5 &XR7 ] 5) & XRY 196
XL7L 17 @ k20 17 &X R 05 &XR7L35) ®XRF 06 DXL 54 © kios) ® (XRE 0 &X R 59)
DXRY 3 ® XL ki &XR p0&X R} 36) © X R 30 XL 3 © ki) ®
(XR;34&X R 41) ®XR; 35 © XL 33 @ k7033 &XR; 41 &X R 4g) ©XR7 4o © XL 49
DkiPa0) ® (XRI 3 &XR7]45) D XR7 39 © X L7 37 D k7037 &XRY] 45 &X R} 55)®
XR;] 46 B XL 44 ®ki044) © (XR p&X R 49) ©XR} 43 & XL 4y K041 &

XR 40&X R 56) © XR7] 50 © XL 4 B kitag)]|  (XRIZ&X R 1) ® (XREL; | &X R 13)

® (XRI 10&X R 26) ® (XRI 35&X R 1) & (XRE 3 &X R 50)®

XR21+8 i+12,i4-16,i+32,i+40,i+-44 @XR1+2 i+10,i+-18,,i+34,i+42 D kz Ji+4,i4-8,i+16,i+20,i+32,i+36,i+40
Dk 611221438 D OKT 4 1116,1+20,424,-132,1436

& kéi%,zi+18,i+26,i+34 ©® kiz,}+16,i+24,i+28,i+32 ki3 kil,?+16,i+24,i+28 ©® ki14§27i+187i+26@

kilyaiv16i120i424 Bkl 6 120 Okitiaivgiri6ir20 Dkira 10418 Ditair10i414i118®

12 7 5
ki+14@k 18, l+12€9kl+2 l+1o€9k1 i+4, z+8€9kz+6 D kj z+4@kl+2@ki
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Here, we append one more round of decryption at the end of a total of four rounds

decryption:

XL} = [(F(XR%,) @ XL, @ ki L&F (XRg) @ XLg @ ki o) & F (XRY3) ©XLiY S k7 5
OXRE | ki) &F (XRY ) B XL DA o&F (XRF 16) XL 16 D ki 16) © F (XRE 19)®
XL 10 @ kil10 ®XR s B hils) © (F(XRE) XL ® kil g&F (XR 13) XL 13
©kil13) @ F (XR7) © XLt ©kil; ® XRYs Ok s&(F(XRE 13) @ XLE 1 © ki 13
&F(XR20) ®X LS00 ©kilag) © F (XR14) © XL 14 © ki1 DXRE 1 © kS 10)®
(F(XR10) © XL 10 © ki 10&F (XS 7) © XL 17 © ki1 17) © F(XRE ) O XL @k
@XRZ+9 B k 9&XF(XR,+17) @XLZ+17 @kl+17&F(XR,+24) @XLZ+24 @k,+24)

F(XR18) DXL s Ok 13 O XRE 16 D hiL16) © (F(XRE 15) DXL 15 Dk 15&F (XRE55)
DXL s DK 55) DF (XRE 19) DXL 19 Bkl 19 DXREY 17 D KD 17&F (XRFY )5) DXL 55
kilos&F (XR3) S XL 3 ©kil5) @ F(XR26) B XL 26 B kil o6 © X R 2 © K 0s)

D (F(XR ) © XL 5 Bk &F (XRi59) © XL ©kil2g) B F (XR23) G XLiEys

Dk L23 B XR 5y K01 &F (XR 29) B XL 29 @ ki ag& F (XRY 36) © XL 36 k7 36)

DF (XR30) DXL 30 © kil ® XRi 55 © ki lag) © (F(XRF ay) © XL 34 B kil 5u&
F(XRZ4) XLy @kily) ©F (XR35) @ XLitss ki35 DX R 3 Dk 33&
F(XR3} ) XL 4 B k1 &F (XRE 13) @ XL jg @ kil 4g) O F (XRE 13) ® XL 45 @ ki 4
DXR 49 Dki$40) D (F(XR738) DXL 35 © ki3 &F (XR L 45) O XL 45 D kil as)®
F(XRi39) © XL 59 ® kil30 O XRE 37 ® ki3 & (F (XRi 45) © XL 45 D ki a5

&F (XR55) © XL 5y ©i]55) @ (F(XRE40) © XL 4y © I L &F (XR 49) © XL 49
®kil40) BF(XRY 43) @ XL 13 0 k|43 @ XLY] 4y @ K041 &(F (XR7 49) S XL 4o B ki 49
&F (XRs6) ® XLi}se ®hilse) ®F (XRs0) © XL 5o B kilso B XR 45 D ki 45)| &
(F(XR3) @ XLt @ ki3 &F (XRE 1) @ XL 10 B ki1 10) & (F(XRE ) © XL @k

&F (XRY 1g) XL 1 O kF 13) @ (F(XR 1) XL 1o KT 19&F (XRE ) )

(A.70)
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XL 56 @K la6 ® (F(XRY 35) © XL 35 © ki35 &F (XR 40) @ XL 4y B kil 4p) & (XRY 413&
XR}[s)) ®F (XR%,§+8,1'+12,i+16,i+32,i+40,i+44) @XL;'2,18+8,1‘+12,i+16,i+32,i+40,i+44@
ki2,17+8,i+12,i+167i+327i+40,i+44 OXR 410,418,434, 142 D ki246-2,i+10,i+18,,i+34,i+42

b kiz,?+4,i+8,i+16,i+20,i+32,i+36,i+40 ©® kizi6,i+22,i+38 ® kiz,?+4,i+16,i+20,i+24,i+32,i+36

D klﬁzms i+26,i+34 D ki i+16,i+24,i+28,i+32 D ki @ kl i+16,i+24,i+28

kit i+18,i+26 D ki] i+4,i+16,i420,i+24 D k1+6 it22D kil,?+4,i+8.,i+l6,i+20@

14 13
ki{2.i110,i+18 PKit2,iv10,i+14,i+18 P kitia ®kii i+8,i+12 D kz+2 ir10 Dk, irairsD kP 6

7 6 5
kijra®kiiy Dk

XL} = [(F(XRE,) © XLE, © k7 ,&F (XRB,) © XLy @ k7] y) © F(XR,) o X LB,
Ok OXRE Ok &F (XRY ) © XL o © kilo&F (XRF 16) © XL 16 D k7] 16)®
F(XR10) XL 10 @ k10 D XRE s D hig) © (F(XR6) © XL D kil o&

F(XR13) XL} 30k 13) © F (XRY7) © XL, @kl © XRE s 0 ki )s&

(F(XR13) ©XLE 13 ® k] 13&F (XR20) B XL 00 ©ki{20) ® F (XR 14) ® XL 14
kil 14 O XRE 1, ©kiL12) © (F(XRE 10) DXL 10 D k] 10&F (XRE 17) © XL 17 ki 17)
OF(XRE ) O XL © ki1 O XRE © ki Lo&XF(XRE 17) © XL 17 0k 17&
F(XR54) O XLE 5y ©kil0g) ®F (XRE 15) O XL 15 D kL 15 DXRIY 16 DKL 16)D
(F(XRE18) © XL 15 D ki 1&F (XRE55) ©XLiths © kil os) © F (XRiY 10) B XL 1o®
kil ®XRE 17 © k7017 &F (XR755) © XL 05 @ k55 &F (XRE3) © XL, D ki)

O F(XR726) © XL 26 ® kila6 © XR 00 ©kitay) © (F(XRE ) XLy 9k &
F(XR759) © XL} 5o © kil20) ® F(XRE03) © XLty ® kila3 © XRiLy  ©ki0y &
F(XR59) © XLty ® ki Lag&F (XR36) © X L7t © kil 36) ® F (XR7S30) © X L3 ® kil 3
DXR 25 B hidag) © (F(XR3y) © XLy O kG 3y &F (XRE 41) © XL 41 Dkl 41)

O F (XR35) ©XLiT3s ®hil3s O XRi 33 © kP33 &F (XRE 41) © XLy

2
DI 4 &F (XRE 4g) DXL 4 ® k2 40) ®F(XR 40) D XLE 43 ® k2] 40 D XRT 40 DI 40) D
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(F(XRi55) ® XL 35 © ki35 & F (XR45) © XLiTas D kil 4s) O F (XR39) © XL 30®
kil @ XR Y37 @037 8(F (XRY 45) © XL 45 © kil 45&F (XR 5) © XL, € k7 55)
(F(XR10) ® XL 4o © kil 1n &F (XR 49) © XL 49 © kil 4o) © F (XRF}43) © XL 430
kilas O XRE 4 © 1241 &(F(XR49) © XL 49 B ki 4g&F (XR756) © XL 56 D k7 56)
B F (XR7s50) XL 50 B k7|50 © X R 45 @ ki248)|&(F(XRE3) @ XL @ ki 5
&F(XR10) © XL7} 10 © kil 10) ® (F(XRE ) XL @k &F (XRE 15) © XL g
®kilig) @ (F(XRI 1) © XL 19 B k] 19&F (XRY26) B XL 26 © ki 26)

@ (F(XR735) ©XLTY 35 Dk 35&F (XRY 45) @ XL 1 Dkl 47) @ (XRY 138X R} )

28
DF (XR} g it 12.i416,432,1440,i+44) O XLIS 18 i1 12,14 16,i432,i440,+44D
27 28 26
K i 18 i112,i+16,i+32,i-4+40,i+44 DXRD i110,i+18, i+34,i+42 DKiT2 i110,i418,i+34,i-+42
25 24 23
Dk 14,048,i+16,i4+20,i432,i4+36,i+40 P Kit6,i+22,i438 DK 714 i116,i420,i4+24,i432,i+36
22 21 20 18
Dkilni118,i+26,i+34 Dkiit16,i424,i+28,i+32 D kif30 P ki 161424128 PKito iy18,i126
ek kO ok @k ok
[ it4,i416,i420,i+24 D Kire i420 DK 714118 i116,i+20 PKi12,i110,i+18 PKi12,i410,i+14,i+18
1 10 9 8
SkiTi® Kiiy8,iv12Dkitr 10 Pk iairs Bk 6P

7 6 5
Kiira®@kiir DK
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XL} = (XRI&XRE 10) ©XRI, @ XL, @ kL& (XR 10 &X R 17) XRFY
BXL Y Dkg) ® (XRILL&XRY ) ©XRE s @ XL, @ kil S XRY @ k9 &
(XRE 10&X R 17) ©XRE | © XLy @ ki]o)&(XRE 17&X R 5y) © XRE 5@

XL 16 kil 16) © (XRE |1 &X RS 1) DXREY 1, © XL 10 B kL0 © XRE s © kg
@ (XR7&XR 1) O XRi g © XL s © ki o) & (XRI 14 &X RS ) O XRS5 G XL 13
Okil13) © (XRIS&XRE 5) D XR o DXL, Dk DXRE s © ks & (XRE |4 &X R 1)
DXRE 15 BXLE 13 B kil 13) &(XR &XRi2g) B X R 3 © XL ki 20) © (XRE 5&
XR:Y2) BXRY 1o ©XLiY 14 © kil 1 ®XRE 1 © K012 ® (XRD |1 &XRY 15) O XRS5
DXL 1o Dkl 10) 8 (XRE 1s&X RS 05) DXRE 19 D XLE 17 DAL 17) ® (XRE |, &X R 1)
DXRE 3 OXLE | @iy ©XRFL © k& (XREY s &X R 5) O XRE 19 © XL 17 © kil 17)
&(XR7LHs&X R 3)) D XR 56 ® XLy D kilay) © (XRE 19&X R 26) D XR: g XL 15
Dk 15 OXRY 16 D KD 16D (XREE 108X R 6) DX RS20 B XL7E 15 D ki 1) & (X R 6 &X R 33)
DXRY 7 B XL s © kil o5) ® (XRE 10 &X R 27) © XRS5 © XL 19 B kil 19 DXRY 17 B k215
&(XRFL 6 &X R 53) ©XRE 57 © XL s D k55 )& (X R &X R 49) ©XRE 3y
BXLE,, ®I25,) ® (XRP 1, &XR2,,) D XRP 1 © XL 36 © kP 56 ® XRS5, 0 k205,
(XRE 53 &X R 40) B XRZ04 © XLy, B ki) &(XRE 308X R 37) © XR 3 © XLE 0@
kilag) @ (XRD 2 &X R 31) S XR 55 @ XL 03 © ki oy @ XRD © k700 &(XR 30&X 7 37)
DXR 31 O XL 59 © kil 29) &(XR 37 &X R 44) B XR7 33 © XL 36 D ki 36) © (XRE 3 &
XRi35) ©XR; Y3 & XLi 30 D K730 B XR 55 @ ki 03 & (XRIY 358X R 40) © X R 36

DXL7 3 Bk 3) &(XRE 108X R 49) B XRE 43 D XL7T a1 D ila1) © (XRY 36&X R 13)

BXR 37 B XL 35 kT35 B XRI 33 B k03 &(XRE 1 &XRE 49) ®XRE 3 © XL 4 &
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kil 418 (XRY jo& X R 56) DXR 5o ® XL 1g D kil 1) © (XRE (3 &X R 50) © XRY 37D

XL 4y ®kiLan O XRE 40 B k7040 ® (XRE 30&X R 46) © XRS 40 © XL 35 © kil 35) &
(XRFP46&X R 53) B XRE 17 © XL 45 © ki Las) @ (XRFL40&X R 47) © XREE 4y © XL 300
kil30 DXR 37 O k03 & (XRE 46&X R 53) DXR 47 DXL 45 DI 45) & (X R 53 &X R )
BXR Y5, XL 5y Okl 55) & (XRIL 47&X R 54) B XR Y4 B XL 46 B kil 46 B XR 448
k& (XRE 3&X R 50) © XRE 4y XL 1 © K] 1) &(XRE 50&X R}V 57) ©XR7Ys,

DXL 49 B hilag) ® (XRILL&XR5)) BXRY 45 © XL 43 ® ki 4y D XR Ly DKS4y
&(XR50&X R 57) DXR 5y O XL 49 D ki 49) &(XR7 57 &XR7®) D X R 59 © XL 56D
kilse) ® (XRE s  &X R s5) © XR5) ® XL 5o D kil 50 D X R4 D k(S 4s & (X R &X R 1)
DXRYs O XL @k &(XRE || &XRE 15) ©XRE 1 © XL 10 ® ki 10) © (XRE &
XR:Y19) BXRI 3 & XL ) @ kil ) &(XRE 19&X R 16) & XRI 2 XL g B ki 15) @
(XRF0&X R 27) ® XR 01 © XL 19 B kil 10& (XRFY 7 &X RS 34) © XR 53 © XL 56 © ki 56)
D (XR3&X R 43) © XRE 37 © X735 D ki 35 & (X R &X R 50) B XRE 44 © XL
Dk 42) © (XRE y&XRE ) DXRE 45 DXLE 13 Dk 3 & (XRE 5| &X R 5g) © XRS5,
DXL 50 Bk 50) BF (XRS5 i1 1201 164432.040i144) B (XREY &XRYg) © XR7Y,
(XREG&XR 1) ©XRE 10 ® (XRIE 138X R 20) ©XREL 14 ® (XRE 17 &X R 54) © XRE 5

D (XR33&X R 40) © XRY 34 © (XRE 41 &XR45) DXRTL 1 @ (XRIL 458X R 5y) © XR 45
XL 48, 12,i416,i+32,i+40,i+44 D ki2,17+87i+127i+167i+32,i+40,i+44 DXRIY i1 10,118,i134i142P
ks Ji+10,i+18,,i+34,i+42 D ki A8 i16,i420,i+32,i+36,i+40 D kl+6 i+22,i+38D
kz'z,?+4,i+16,i+20,i+24,i+32,i+36 ©® kl+2 i1+18,i+26,i+34 D kii i416,i424,i128,i+32 D k30 ®
ki 2160024428 D2 180426 DKL a 16,420,104 O KiLe 422 BT aivs it 16,4208

14 12 9
kiv2it110i+18D kz+2 i+10,i+14,i+18 Dkif14 D kil 48,412 @k1+2 i410 Pk jvaiys B}, D

kll+4®k 2@k5
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A.13.2 Extend the 27-round by Partial Decryption

We append four rounds encryption and one round decryption to the 27-round linear approxi-

mation:

XL 4 OXR 51010 = XRU GO XL 4 Ok 4 Ok, Ok Ok Ok, Ok 4 0k 60
kz+4 ii+8 D kz+2 i+10 D k1‘2,9+8,i+117i+12 = k}38,i+9,i+14 D ki{?+87i+12

@kH-Z i+9,i+10 Dkirg Dkl Dkii i+4 ek, ok okl ok’ okl ek 4

Okl 6® kgi+4,i+8 D ki5+27i+10 D k?,i+8.,i+12

=F(XR}}6) XL ¢ @k s DXR 4Dk S 4 Ok, Bk @k DR, Bk 4®

ki © kiz—a4,i,i+8 SZ ki2+12,i+10 D kiz.,?+8,i+11,i+12 D ki149—8,i+9,i+14 57 kz!,§+8,i+12

Skilnii0i100kis hite B hifia®ki kT Ok Gk SISy

Skly6® ki6,i+4,i+8 ©® ki5+2,i+10 ® k?,i+8.,i+12

(A.71)

We add two more rounds at the end of the above equation:

4 32 3 32 30
XLi14 ©XR g 10 = (XRE&XRE 1) OXRE g O XL D kL6 O XRG4 DKL 4 DR

27 26
52 k 52 k 52 kH—Z ©® kl Ji+4 ® kl+6 b kl+4,l7l+8 b kl+2 i+109P

20
kiiigivi1,it12® kl+8 i+9,i+14 D kz i+8,i+12 D kz+2 i+9,i+10 D kH—S D kz+6@

kit ki, okl okl okl'ek ek ,
Dkl Pk Dk D
i+6 i,i+4,i+8 i+2,i+10 i,i+8,i+12

(A.72)
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XLy ®XRY g0 = (F(XRY,) ©XLY @ IGH&F (XRY ) @ XL 1, K 1,)@
XR 6Dl 6 OF (XR 4118) OXL 4113 Ok 714143 DRt s DK DK Ok DK,
Dk iraD ke ® k1+4 ii+8 D kiziz,iﬂo ® kiz,t(')+8,i+l 1it12D kz'l—ES,i+9,i+14 ® ki1,§+8,i+12@
ki ivo.im10 DKty Bhite G hita B ki, @k @kl 0k @kl L Ok 4
Dkl ® kz'(:i+47i+8 @ k?+27i+10 D k?,i+8,i+12
= (XRIS&XRY15) ©XREg © X177 ® I, &(XRY |s&XRE 5)) ©XRY 1 DXLE 1,
k71a) OXR 6 Dkl ® (XRY &XRY) ® (XRY)s&XR15) © (XRE9&X R} 1)
BXR ) v6.110DXLi0 14148 Dh g g
= (F(XRY) @ XLilg @ ks &F (XRYY 15) @ XL 150 k7 15) © F(XRYg) @ XL g ki
DXL, I &(F(XRY 5) DXL s © k) s&F (XRY ) © XLy, @ kily) © F(XRY 6)
DXL 1o @k 16 O XRY 1, k1) O F (XRY ) @ XLl @ kg o kGls @ (F(XRY) XL
DR &F (XRY ) © XLits @ k) © (F(XRYLS) © XL s © I3} s&F (XR?E ) © XL 1@
k2 12) @ (F(XR2LS) © XLio © ko &F (XRY 16) XL 16Dk 16) © F(XRE 1161410
@XLerz i+6,i+10 P kz+2 i+6,i+10 @XRz i+4i+8D k7 it4,i+8 D Ky i+4© kL ek ek ek,
ki 4 Oke Ok Ta s DKi2i110 Dhiteg iv11is12 OKizg ivo 14 Dhiteg iv12®
kil2 090110 @ kits ©ki7e KT ira D ki, @kl okl o kl® @kl e kl i+4

6 5 4
D]y 6D ki ivaiv8 DKo iv10 Dk ivi2
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A.14 TImproved Linear Approximations for SIMON 128

We extend the 28-round linear trail [6.14] by two more rounds at the beginning:

1 1

PLi2i110,i+18 D PR; 148 i+12,i+16 = XRij2 110,118 D F (XR; 18 1412.i416)D
XL! @ kY

i,i+8,i+12,i+16 DK 18 i+12,i+16
= XR! o XL! @ XR!
= ARG 12 i410,i+14,i+18 1,i+8,i+12,i+16 i+2,i+10,i+18

0
Bk igir12,it16
=XR! ,,®XL! @ kY
= ARGy 14 i,i+8,i+12,i+16 DK j18i+12,i+16
= F(XR? ;) ®XL}, |, Bk}, 14 DXR? Dk
= i+14 i+14 DKit14 1,i+8,i+12,i+16 D Kj 18 i+12,i+16

w2 > | 0
=XL 14 DXR; 1810 Dkip14aDkiirgir12it16
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Also, we extend it further and add eight rounds at the end, to get a 35-round linear trail:

PLi12,i410,i+18 D PR;i18,412,416 = XR7 414,118 DXLiYg
= F(XR7] 4148) DXL, 4118 O kit a8 ©XRE
= XR72i110 DXL 4 48 DKigra g
= F(XRY5 1110) O XL 1110 O kita 410 DX R 4 148 DKis 4 145
=XR}) 8 12DXLY 110D kiziz,iﬁo DY 418
= F(XR}ji51412) XL 51012 O K g1 XR 514109
kils 10D Ki S aiss
= XR 14 XL jys 012 O hides 12 hita 10 Dkisa ivs (A.73)
= F(XR}} 1) O XL 1, 8k 1 S XR g1 100K 0 50112
Dk 10Dk traivs
=XR}7 5112116 DXL 14 K14 O K g 110 Bk 10Dk trains
= F(XR 514 12,016) ©XLitvs i 12,016 DKo tos 12,016 DX R 140
ks ks 12 Ok 10 D kit s
=XR}) 110118 DXL} 8 i1 12,416 DK 8,112,016 DKit 14D

k) it8,i+12D kl+2 i+10 D kit 4,0t 8

A.14.1 Extend the 39-round by Partial Decryption

We append four rounds encryption and one round decryption to the approximation [6.14}

4 4 v p39 39
XLi5 110,418 DXR; 18 iv12,i416 = X2 i10,i418 DXL 1 g i 12,0416 A7)

_ 39 40
= F(XR!5 i1 100418) ® XLy 1 100118 Bk 110,418 PXR; 18 112,416
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Further, we add two more rounds at the end:

XL 100018 OXRY g 100116 = (XRI&XRI) 1 0) © (XRY | &XREY) 1) & (XR) 10&
XR56) ® XR}Y i+4,i+8,i+16,i+20 @XLerz i+10,i+18 D ki3—22,i+107i+18

= (F(XRH;) @ XLE; @ kL &F (XRH 10) © XL 10 © k1) © (F(XRY ) o XL @
ki &F (XRY 15) © XLl s Ok © (F(XRY 10) © XL 19 DK 10&F (XRY 56) © XL o
D 26) DF (XRY | 41 8i116i+20) DXLi 1 418,116,420 DKoy iss it16.ir20D
XLE) 100018 O K20t 10i418

= (XREL&XR}L11) ©XRs © XL 3 © k& (XRE [ &XRE 15) ©XRE , © XLH @
ki10) @ (XRLH&XRY 19) ©XRE 13 ©XLE @ K &(XRE 19&X R} 56) © XRE 0@
XL 5 @k 1s © (XRY 20&X R} 27) D XRE  © XL 19 Bk 98 (XRE 17 &X R} 34)®
XR g @ XL s ®kioe) DXLY] 411801161420 DKivyairsis16:420 DXRI 2110118
ki 10i018 D (XREL &XRY ) ® (XRY s&XREL 1) @ (XRE g &X R 16)

41 41
(XRH |7&X R y) ® (X z+21&XRz+28)@XRi+2,i+6,i+1o,i+18,i+22

(A.75)
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XL 100018 DXRY g1 10016 = (F(XRT,) © XL, @ kil &F (XRIT ) XL,

Dkii) ©XRYs O XL @ k)& (F(XRE ) © XL @ kil &F (XRE 15) @ XL 15
Dkilis) OXRE L ©XLH 10 Bk 10) & (F(XRE 1) ©XLE 1 @ kL 1n&F (XREZ 19)®

XL 19 @ kit1o) ®XRY 3B XL @ ki1 &(F (XRZ 1) © XLt 19 Bk 19&F (XR 6
Lit s ©kitog) © XRE 0 © XLH g ® kY s @ (F(XRH 20) © X L2 © ki 20 &F (X R 27)®

XLy ©kilar) O XRY ) ©XLiL g © k198 (F(XRi 27) © XLy @ ki 7 & F (XRiE34)

DXL, ®kil3q) OXRI )3 DXR 26 @ ki) OXRIT 41181160120 DKitiaiigitieita0®

kiyaiv10i018® (F(XRT)) @ XL © kL &F (XRiTg) @ XL D kilg)e

(F(XR{s) ©XLiTs @ kil s&F (XRH 1) © XL 1, © kil 1)@

(F(XREo) ©XLiZo © kil o&F (XR{16) ©XLZ 16 © kil 16)D

(F(XR{Z17) ®XLE 17 @ kL 17&F (XR{254) ©XLiT oy S ki o)

(F(XR{21) ®XLiT5 kil &F (XRiT05) @ XLiT g ® kil og)

F(XR1+6 t+22) 69XL1+6 i+22 S kl+6 i+22
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Here, we add one more round decryption to the expression

XL 10,018 OXRY g 10116 = (XRES&XRE 1)) ©XRE O XRE 0 ki, &
(XREF 1 &XRE 10) ©XRE 3O XRE | @ k1) @ (XRES&XRE 1) ©XRE g © XL s
DhiYs O XRIT OKEA&((XRE 1 &X R 19) OXRET 13 O XRE | kL1 &(XRT 10&
XRi?26) B XRIT 0 ®XRE 13 ® kil 15) ® (XRIT14&XRiT5)) @ XRS5 XL &
k1 O XRE 10k 10) © (KR 13&X R 50) O XRT 1 O XRE 1,0
Kt 28 (XRE 00 &X R 27) © XRE ) © XRE 19 Dk 19) © (XRE 14 &X R 5)
DXRI s OXLE 3 © ki3 O XRET | @KL &((XRE 20 &X R 7)
XRi o ©XRE 19 Dkt 10 &(XRE 17 &XRiE34) © XR 23 O XRE 56 kil a6) © (XREZ,
&XR{12g) ©XRI 00 © XL 50 @ kilog ®XRiE 15 B ki 15 S (XR{Z, &X R o)
DXR 2 ®XR 20 © kil 20 & (XRE 1 &X R 35) © XRE 29 © XRE 57 @ ki 57)
@ (XRE0n&XR29) O XREZ 03 ® XL, @ kil @ XREZ 19 © ki 10& (XR 25&
XR;735) B XRiT 09 ®XRE 27 ® kil o7 &(X R} 3s&XR40) © X R 06 © XL 34®
kilsy) ©F (XR0g) ® XLy @ kil og ®XRiT 96 D ki og) O XRIT1 4 11810 16.420
B airgitieir0®kiiaii0is® (XRIL&XRE) ©XRI; 0 XL okl &
XRIZ&XRE 16) © XREZ 10 O XLiTs Dkils) © (XRE6&XRF 13)®
XRi} & XL s @ kL s&(XRT 13&X R 00) ®XRE 14 © XL 1 @k 1) & (XRE 10&
XRi17) ©XREZ | ©XLito ©kHo& (XRE 17&X R 04) ©XRE s XL 16 © kil 1)
(XR{15&X R 55) © XRF 19 O XLT 17 Ok 17&(XRE 5 &X R 30) © X R 56 O XLE
Dkii4) © (XRZ n&X R 59) ©XRE 3 © XLy @kt &(XRI20&X R 36) © X R 5

) ) ) )
B XLiTrg Dk} 55) O XL; 6l+22@k1+61+22®( RIL&XRIE ) @ (XRI ;3 &X R 30)®

XRhLS 424

(A.76)
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A.15 Extend the 4-round Linear Approximation by Partial Decryption

We add four rounds of encryption and two rounds of decryption to the 4-round linear

approximation. The linear approximation for the left half:

XLE®XRY 3 XL =k in ©h OK;

XL} ®F (XR) 3) DXL} 3 ®kY 3 ®XR] 0 =kl Bk DK

XL} ® (XR} 3&XR) ) DXR] 4 DXL 3Ok 3 DXR] 10 =kl Bk DK

XL} & (F(XR3) ® XLy ki 3&F (XR%g) © XLis Ok} ) ® F(XRY,) © XL,

9 10 6 5
=k 4 ®XR!)3 DKY 3 O F (XR] z+2) SXL}? 2@ kz it2 = kz71+2 @k Dk;
(A.77)

Similarly for the linear approximation for the right half:

XRIOXR} 14014 ©XLE 3 = K3 kY0 DI Ok

= F(XRY 1211 4) OXL) 110114 Bk 110 a BXRY 3 =K 3 Bk Bk B

XR} @ (XR)&XR), ) D (XR] L&XR?,7) ® (XR) 4&XR, o) DXRY, | 13,45 DXL)110,,4®
K ir2ipa OXRY 3 = k3 Ok BR L B

XR} ® (XR}&XR] ) ® (XR) ,&XR} 1) ® (XR), J&XR] o) DXR), | ;s OXR) 5 114 =
k81+2 ira Okl 5@ k61+2 ek, ok

XR} ® (F(XR®) o XLI° ® k] &F (XR5) © XL & k] 5)®

(F(XR}Y,) © XL, @k h&F (XR!Y7) ® XL, K] 7)D

(F(XR[Y4) B XLy Bk 4 &F (XR}Dg) © XL Bk} )

F(XRY 115) ®XLY) 115Dk s OXRI D 010y =

8 4
Kiiiniva® kz+3 kL iiv2 D kH—l Dk;
(A.78)
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A.16 Derive 7-round Linear Approximations of SIMECK 32/64

The approximation for the left half:

PLi=XRY 3 XL, &k, ® ki Ok

= F(XR},3) B XL}, 3 G ki3 O XR) 2 ©k; 10 Bk, Bk

= XR 112144 DXL} 3 Bkl 3 DK 0 Ok Ok

= F(XR110,144) OXLY 11014 © K10 1 s OXRY 3 K3 DK 10 DG DK (AT9)
= XR\ 1 3045105043 DXL 110 144 Ok 110 11 g OKL 3 Ok 10 B DK

= XRY BXLY 11044 ®K 12,44 ki3 B2 DKT DK

=F(XR], ) OXL] | ®kd  OXR] 10, 4 ®K 10,4 DK DK 0 OKF Bk

= XR71—|—4 EBXLH—I D kH—l D kz i+2,i+4 D k1+3 D kl 42 69kz+1 EBki1

The approximation for the right half:

PRi = XR} 112,14 ©XLE 0k 30k 0 B ki Bk
= F(XR) 112 144) © XL} 110 114 DK} 110 s a OXRY 5 Ok 30K 40 S ki B
= XRY 1 305,05 DXL} 110 10 a DK 10 11 s DXRY 3Ok 3 BG40 Dkl K
=XR} DXL 104 ®K 110114 Ok 3@k Dkl BK)
=F(XRY, ) ©XLY  ©k OXRY 14 K 11014 Bk Bk 2 Dkl B
= XRY y &XRY 1 a BXLY B Bk 10 114 O 3 Bk DL DK
= XR0; 4 DXL DKy Dk} 1401404 O3 Ok Bk DA
=F(XR]; ) OXL] 4 K 4 ®XR] | Bk, k11014 K 3Dk, Bkl DK
= XR]\ 155 OXL g @K 4 @K Ok 0 0 @K 30K, &kl 6k

XLl i+4 ©® kl J+4 @k +1 ® kl 42,144 ® kl+3 ©® kl J+2 @k1+1 @ko
(A.80)
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A.16.1 Derive 11-round Linear Approximations for SIMECK 32/64

The approximation for the left half:

PL; XR171+4 ®XL],| kS 1@k1 it2, z+4@k1+3 ek z+2@k Ok
= F(XRY14) O XL}y Ok g OXRY © KLy B K0 114 DK 3 DKy DRy DG
= XR?+1,i+5,i+1,i+5 DXLY 4 Ok 4 O O 1102 k3 K2 DK K]
= XR 4 Ok 4 DK B0 s DK DK B B

=F(XR!},,) ®XL{},, ®k; ra ®k 4 ® K OK 0ia Dk DK 0 Ok Bk
=XR[)| 1155 DXL 4Ok 4 Bk g Ok K 10 s DK O, BK k]
= F(XR[L) B XL @k ®XR | 4 ®k 1 4 ®k] 1 g K Bh 014 k30K 140
ki Ok
= XR}} 12,14 ®XLi ®K K Ok g Bk BK 10a B 3Bk
ki Ok
=F(XR{7,244) ®XL{T 10, a®kij 0 4 BXRT kY| & ki9,i+4 Ok 4 Dk ®
K i+2,i+a D ki@ k 2D ki ki
=XRZ) jy3iisi5i1 BXLiG 04 @kl o i a Bk BK g Bk s Ok K004
Dhiy3 Ok Dk B
= XRF3OXLi7 004 Bk 04 Bk Bk s DK g Bk BK 0104

Okip3 ki Ok Bk
(A.81)
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The approximation for the right half:

PRi=XL{; 4 Ok 4 ©k Ok 10144 Ok 3 O R Okiyy Ok

= XRY 4 Bk g B DK 1 4 O3 B DL DK

= F(XR} 1 4) XL s ® K1 4 DK g Bk B 1010 Bh 3 Bk Bkl BK
= XR}, 11150105 DXL 4 Ok s OK 1 4 DK DK 1101 4 O 3K Bkl B
= F(XR{))) ®XLY, &k, O XRIY 4Bk 4 Ok s R DK 10,144 DKy 3
Bk, Bk DR

= XRiD2 104 DXL DKy Ok g Oh g O Dk i0104 OR 3 Dk Dkl O K
= F(XRUs 1 i04) OXLij0 1144 Dhity s OXRI OK ORG24 B4 B Ry
B0 a Bk i3 DK 2 By B

= XRH3 145,05 OXLo 1 1 a Dk 1 a DXRIL @K Ok g O Ok,
D21 @k Ok Okl B

= XR;!; @XLz i+2,i+4 D kloz ii+4® ki @ k18,i+4 Bk ita D Ky @ k41+2 i1a ®K 3
ki Bk DK

= F(XR}?;) ®XL{7; D kil @XRz i+2,i+4 D k1+2 ii+a®D ki Bk ita D K it D k1
kfﬁz ira Dk 5B k2l+2 ki Bk

= XRiZy 104 XL Bh Ok 1  OK GRS g DR g DR

Bk 112114 B 3Bk Bkl DR

= XR[7 2 ®XLI @kl kY 1 s K Ky B K4 By

4 3 2 0
Bk jrira Dk 3Dk ® ki) @k
(A.82)
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A.16.2 Extend the 12-round Linear Trail by Partial Decryption

We append three rounds decryption at the end of the 12-round linear expressions [A.81]and

[A.82

The approximation for the left half:

XL? :XR163 @XLz +2,i+4
= F(XR[3) O XL 0 ki3 O XRIL 114
= (XRI&XRI]) © XRI] 4 & XR}] 5 s ®XLI,
= [F(XRIE;) ©XLiT3 © ki 3&F (XRiE) O XLiYs ® kils] O F (XRi} ) ©XLi3,
ki, DXR,
= [(XRE,&XRE) O XRE, O XL, @ ki3 &(XRIF&XRE 5) ®XRP X L[S
kil (XRP&XRYs) © (XRH&XRY7) ©XRS) 113 ©XRF3OXLEG 5 Bhifis
= [(F(XR{)3) ®XLi)3 © ki3 &F (XRig) © X LTy ®kity) ® F(XR{Y,) XLy 4
kiva ® XRY3 © kil &[(F(XRYs) © XLiYs © kifs&F (XRY13) ©XLE 30
kifi3) © F(XREG) ©XLTo ©kily © XRg ki [s] © (F(XRP) © XL @
kIP&F (XREs) ©XLE s @ k[35) @ (F(XR),) ® XL, ® ki3 &F (XR7) ® XL,
kit ©F(XR ) S XL & kit SXR}Y k] @ kP30 ki3 0 1 a Bkl © ki3 4®

0 9 8 5
kil g @k K 0 a Ok DK DKLy O;
(A.83)
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The approximation for the right half:

XR! = XR;2,, © XL
_F(XR”H)@XL,HZ@IQZ+Z@XRZ+3

= (XR"&XR}]5) & (XRI,&XR}[7) ®XR}]| ;3 ®XR 3 ®XL]] , ®k/0 5

= (XR"&XR}]5) & (XRI],&XR}[;) ®XR}] | & XL] , k!0,
= (F(XR]®) © XL® © kl'&F (XR[S5) ®XL{}s © klls) © (F(XR}S,)  XL{%,®
K &F (XRiS7) © XL, ©kil7) © F(XRY)) ©XLiY | ©XRiF 0 O ki @ kS,

= (XRI®&XR}%) @ XRS  XLP 0 k" &(XRI3&XR]} () © XRB(  XL}Ss
Dkils) ® (XRIDL&XRT7) B XR3 © XLiLH © kil &(XRE&XR 1,)®
XREg @ XL, ©kll;) ® (XRE &XRS6) XL ©XR® © k[ © ki
=[(F(XR”) & XL° ©k{*&F (XR)5) XL s Dkis) ©F(XR ) © XL 1@
kit O XR] ®kiT|&[(F(XR;s) ©XLiYs @ kips&F (XRiT10) ©XLi 19 ©kit1o)
©F (XRJ6) XL} 6 D kite DXRs Ok [s|®[(F(XRL,) © XL, @ k&
F(XR1):) @ XL, ©k3) ®F(XRES) © XL @ ki @ XR, ©kll,)&
[(F(XRIY7) XL @ kit &F (XR}D 15) @ XL 1, ®kjY12) @ (F(XR;Yg) ®XLi g
kivs © XR, ©kil7] ® (F(XR,) ®XLE, @kl &(F (XRYs) ® XL s®
kite) @ F(XRP) O XLE 0 kf* O XRY @ kil @ kil Ok Okl s Ok ©

12 5 4
kl Ji+4 @ kl Ji+4 D k 19D kl Ji42,i+4 82 kl+3 52 kl 42 & ki+1 D ki
(A.84)
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Here, we append four rounds of decryption to the expressions [A.83| and [A.84}

XL = [((XRE;&XR!g) ®XRE, ©XRY, @ kB, & (XR})g&X R 13) ©XR o ®

XRY g @kit) ® (XRIV,&XRIYo) DXL, DK[F DXR3 1,5 DK 3]&

[(XRZG&XRiY15) B XRDg ©XLiYg ® kg &(XR3&X R ©XRZ 4@

XLiZ13 ©kit13) ® (XRIEZG&XR[214) ©XLZo O XRY10kito ®XR O ki)

S [(XR° ©XRY ) ©XRY, @ XRP © kP& (XR]s&XR}?10) DXR! ¢ DXL s

Sk O [(XREL&XRYY ;) ©XRE DXL, ® k% &(XR],&XRI) 1) ® XRE

SXLY, ®kY) @ (XRE &XR)e) ©XRI), XRY | ©XR}, k2 6k ],

= [((F(XR)3) ® XLY)3 © kiP5 &F (XRY)g) © XLi)s ®kiys) ® F (XRY,) © XL, ®

kiYa ® XR)3 @ kiP3 & (F (XR7)S) ® XL)s © ki) g&F (XRY 13) X LYY 13®

kil 13) ®F(XREo) © XL ©kilo © XRY s ® kily) © (F(XRY,) © XL

kil 4&F (XR0) XLy ®kilo) O XRE, @ ks ® F(XRY 1,5) ©XLY)5 1 5@

kit s © kil &((F(XRYg) © XLi)s © ki g&F (XRY 13) © XL 13 @ ki 13)@

F(XRY) @ XLYy D kg D XRY g @ k[ S& (F(XRY13) OXLY |3 ® k7 13&F (XRY,)

DXL, ®kiTy) OF (XRY ) OXLY |, @i} 14 OXRY 3 @ kT 3)®

(F(XR9) © XL © kiLo&F (XR714) XL 14 Bk 14) ©XRE g ® F(XRE19)®

XL 10 @ k10 @ kLo @ XRs D ki [s] © [(F(XR) © XL @ k" &F (XR?5)

SXLYs @ kl)s) OF (XRY ) o XLY | @kl @ XRP @ k!®)&(F(XRYs) © XLYs Dk} s

&F(XR710) @ XL 10 © kit 19) © F(XR; ) @ XL 6 @ kis ® XRES[(F(XRY,) © XLEY,
Dkip2&F (XR)7) ® XL D kiT7) © F(XRY)3) © XI5 D ki3 ®XR), © kP& (F (XRY7)

XL © kit &F (XRE 1) © XL 1 © ki 10) © F(XRY)g) © XL)s © klYs & XRY 7@

ki) © (F(XRE)) © XL @ ki  &F (XR6) © XL © kiLs) © F(XRE),) © XL,

kit ©XRY G F (XRY ) O XL O kifp @ kit © k] Ok kT g O kit ©

kl i+4 b kl Ji+4 @ kll—gl ® k 42,44 ©® kl+3 ©® k71+2 ©® kH—] ©® kzs
(A.85)
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The approximation for the right half:

XR} = [(F(XR®) © XL° @ k{S&F (XR!}5) DXL s Dk35)

F(XRY ) eXL: ok oXRP ok"|&

[(F(XR}Ys) XL s ®kiEs&F (XRIY 1) © XL 19 B kit 1)@

F(XRYg) o XLY o kl¥c o XRY skl 5|

(F(XREY,) @ XL}, ®klY)&F (XR}Y7) © XLiY; Dk7)@

F(XR)) e XL k3 o XRY, o kl]))& (A.86)
[((F(XRIY7) ®XLIY; @kl &F (XR[ 15) ®XLIY 1, Dkiy12)®

(F(XR}1g) ® XLy @ kilg @ XR); kll5]

(F(XRY ) © XL}, @ kit &(F(XRIYs) DXL s Dk L6)D
F(XRP)® XL & kP S XR © kil 0 kiS o S ki ®kits i a® kit @

4
kl Ji+4 2 kl Ji+4 D k1+1 D kl J42,i+4 82 kl+3 52 kl 42 D kH—l D ki

A.17 Improved 13-round Linear Expression Using Multiple Super-Rounds

PLi{3®PRij12=XR,3 & F(XR};10) B XL 12 Bk

= XR}; DXR], 143 OXLj s @kz i+2

=XRi, | ©XL} 11, ®K)iin

=F(XR}, ) ® XL} &kl ®XR} Bk AsT)
=XR; , DXL}, @k | DXR 2 Dk iss

=XR; ®XL} | ®kiy Ok,
=F(XR))OXL) ©k; ®XR}, | © ki, DK 1o

= XRH—I @XL3 @kz EBXRH—I 69szrl 69kz 2
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PLi\3® PRy = XL} ®k; ki1 Bk,
= XRI @k} O kiy Ok
=F(XR))oXL @ki ®k; &kl Bk,
=XR}, & XL} &ki 0k} ©kjy Dk 5
=F(XRY, ) ®XLY, &k, @ XR DK ©k; ©kly k) yn
=XRY, L, OXLY Bk, Bk &k ©kly K)o
= F(XR] ;1) ® XL, &k ®XR] @k, &kl @k ©kl @k,
=XR] ;3 ®XL] r ®K L ®XR] @k, K @k Okl ®k;,
=XR 3 ®&XL] &K@k, Ok Sk ekl &k,
= F(XR}3) OXLE 3 Ok 3 OXRY 5 DK 1n DRy DK ©IF Dkjyy DKo
= XR} 112,144 O XLY 3 Ok 3 DK © kT Gk Gk Bkl Bk
= F(XR} 1 12,114) O XL 140104 Ok g DXRY 3 O KL 3 DK 1o DI K DK © Ky
EBkl Ji+2
= XRY 1 i3 ies,05043 DXL 10104 O R iin 10 a O KL 3 DKo DI DK I Dk
EBkl Ji+2
=XR}, | OXL) 1014 ®Kiy0i1a Bk 3Dk LBk, Bk DK D]y
Dhiiso
= F(XRY) OXLY Ok OXRY 51 g Ok g O K3 DK B DK ©K
Dkiy DKo
= XRiD2 12,04 DXL Ok Ok iy 144 O3 Ok 0 OIE DK B K Ok
Dkiiso
= F(XR}}14) OXLij 4 ©kig 4 OXRL Ok DKo i g OK 3 DKo Bk Ok Ok

©® kl-l—l b kl i+2
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PLi 13D PR; ;2 —XR1+1 i15,i45 DXL} k7 4 DXR}}; By @k81+2 4 Ok 3@
ki @k Bk Bk Sy Bk

=XLjj 4 Ok} 4 Dk @kis,i+2,i+4 Dkl 3 Bk 42 Dk Ok K Skl Ok 42
—XRz]zz+4@kzz+4@k 1@kzz+2z+4@kz+3@kzz+2@ki§+1@kf@kiz@k l@ku+2
=F(XR, ) ®XLY 40k @k 4Ok Ok 01 4Ok 3Bk, Bk, Bk &k
Dkl DA 1o

= XR:+1 i+5,i+5 BXL 4 Bk g Bk Bk 10 a OK Bk Bk Sk

Dk Dkl Ok

13 8 7 6 4.2
=XR; 1@XLll+4®kll+4@kl+l@ki,i+2,i+4@ki+3 D k; z+2@kl+1@k Dk; @km@kmrz

A.17.1 Extend the 13-round Linear Expression by Partial Decryption

We add two rounds decryption to the 13-round linear expression [A.87}

XL 3 ®XRY o = XR] @ XL 4 Ok 4 O ki g Ok @ kifo s DRl B k)0
ki Ok Sk Dk, Sk,

=F(XRI*)oXLP okl @ XR}S 0k 40k 0kt 4Okl @k ek, ok
SE D, DKy

= (XRP&XR}5) O XRI} S XLIP okl @ XRIS 4ok 0kt @k ®k T4
Dk Bk DRy BK B B Bk o

= [F(XR®) ®XL}° ©k|*&F (XR}}s) ®XL}}s k55| O F(XRE ) ® XL, ® k3@
XR}] 4Ok K] Bk Bk Ok DT Dkl Bk, Bk, OK

Dk D @ k?,i+2
(A.88)
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We extend the by one more round at the end:

XLH—3 @XRI i+2 — [( ng&XRl+5) @Xngl @Xng le&( ngS&XRl—l-lO)@

19 19 19
XRE e ®XLYs ©kils| (XRY &XRY ) DXR o1 s ® XL ©klY Ok s

8 6
@kll+4®kll+4@kll+4@k 1®k1l+21+4®k1+3@k”+2@k1+1@k @k @kﬂrl@le—Z

= [(F(XR?) e XL* @ k[ &F (XRY)5) 8 XLi)s ® ki}'s)®

20 .19 19 . .18 20 .19
F(XRY ) ®XLY ki) & XL @k &(F(XRYs) ® XLY)s d kl} s &F (XRF o) B XLE 1

Dk 10) OXRE e ©XLYs O kiS5 ® (F(XREY) ©XLE @ kL &F (XR) © XL

EBkl—|—6)EBF(XRzH-Zt—M)EBXLZl—i—21—0—4€9k11+2H—4EBXR l@kt—i-l@k 11+569k”+4EB
6

kz Ji+4 EBkz Ji+4 EBkzl—03—1 EBkz 42, l+4€Bkl+3 EBkl i+2 EBkl—f—l EBkg @k EBkl—i—l EBkl 42

(A.89)
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A.17.2 20-round Linear Approximation for SIMECK 48/96

The approximation for the left half:

PL; = XRj; i-+4,i+2 @XLzH i+5 D kz+1 i+5 @kz ira Ok i Sk Bk 2,4

Skl @k Bk Bk

= F(XR}7 4,12) OXLIT 410 ®k ha g OXRIT | s DAY s Ok g DR g DS
B 12114 DK B DR B

= XR{Z 1 i3i45s OXRE | s DXL 40 Okl g Ok s DK a OK] 1 g Y
D114 Ok 3 DK DR D

= XRj}; & XL} itdit2 D ki itd,it2 D kz+1 i+sD k91+4 @ k! iita®D ke,

DK 12,104 DKy 3 O R Dk DA

= F(XR}};) ©XLi}y & ki3 S XR} 442 Dkijia o 69kz+1 45 Dk; 4 Dk i1
Dk DR 0 i4a DR DK 1 R DK

= XRD4OXR 4112 XL Ok T3 Ok a0 Bk s DK g Bk g

DL, D k51+2 e Ok @k 2D ki @k

= XR;7y ®XL Ok kg2 DKy 145 Ok pa Ok g

B B 10 a DK 3B Bk B

= F(XR}}0) © XLt @k} 0 @ XRIL S ML @kl a0 ki 15 Bk 4®

k! i+ @k1+1 @kz i+2,i+4 69kz+3 ok it2 Sk D]

= XRl, 43 ®XR}}; ®XL] 42 @kz L@k Ok 4,042 @kzﬂ i+5D ki9,i+469
Kia® Ky @ ki5,i+2,i+4 ki 0k 2D ki @k

=XR}}, ® XL} 42 @klz+2 kit ok i+dit2 D k1+1 s Ok i+a®

k7l+4 DAY, @kz i+2,i+4 @k @kz 2 Oki Bk
(A.90)
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PLi = F(XR} ) ®XL3 @ kit ©XRZ 0 O ki 12 kit ©hijia o Bk ips®
ki a @k a Ok BR i a B R3O R B A B

= XRE, OXRH OXLE | © kit @k 0 O kT3 Dkl 4 00 DY) 115D
kzgz+4@kzz+4@k l@kll+21+4@kl+3@kll+2®k | Dk

= XRPSXL, Ok ©ki7i2 @kits Okl a 0 BkY) 1158

kl'9,i+4 @ k! ita D kP @ k?,i+2,i+4 Bk 0k 2 @ ki @k

= XRP ©XLY, @kt @kz 2Ok k] b it2 @kzﬂ i+5D

kg ira @kl iy Dk @kl i+2,i+4 ®kis @kz 2 Ok Bk

= F(XR®) @ XL{® @k @ XRIY | ® kit @ kil O kP Bkl Ly o Ok 15
D g DK g Bk BK  OK DK DRy DK

= XR, & XL ok @ XRIS @ kit @ ki3, O3 Skl L a0 Ok iy s

D k9z+4 Ok 4 Dk Ok i+2,i+a D ki3 Bk Bk Bk

=XL{®® k> kil ok} 2 Bk Dk g0 DAL s

Dk} g OK g Y O 1214 DR 3 DK 0 DIGy DK
=XRTDkP Dkt Okl Bkt Dkijiai 2 BkiY ) irs

ok ita D kz a Bk DK 2,04 ki 0k 2 D ki @k

=F(XR{® ) oXLIP okl @k okl 0k}, @k Okl 40 ©kY) s

B g Bk g B BK s B Bk Bk B

=XR{} XL @k’ 0k Okl Ok, Dkt Okli g2 O s

b k?,i-i—4 Dk 1a® kPpy @ k?,i+2,i+4 ki ok i+2 D ki Bk
=F(XRY ) ®XLY &k} o XRP okl o kP> okll ekl , & klho

kit a2 Ok s Ok g OK g DK OR 0 s Ok 3 BK 1 Ok DA
= XR[}, ®XLY okl okl ok kit ok}, @kie

10 9 5 3 1
ki 2 Okiyriys Ok g Ok e Ok Bk 42, ekl Bk i+2 Dk D]
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PL;=F(XR},,) XL}, ®ki 7 ®XRY), kY Ok @k @ kit ®k7\o
Dkit3 Okijigii2® kH—l 45 Bk ita D Kia ©k @k 2,4 D ki ek 42
ki Sk

=XR) | 3 ©XLY Bk, ©XRY ©klY @kl @kl @kl @k,
DhiTs Okl fi g2 DK i s PR 4Bk 1 g Dk OK 0114 ORI 3K s
Dkt Ok}

= XRE 1 O XL kif Okt Ok Ok Skt ki3,

S5 kil—%3 ® kil,zl+47i+2 @ kilJ(gl 5D k?,i—i—4 ©® ki7,i+4 ©® ki6+l @ ki5,i+2,i+4 ©® k?+3 ® ki3,i+2
Okt Dk}

The approximation for the right half:

PR = XRU3®XLij 0 1 aBkita i1 ©hiy) Sk 4 Bk 4 DK
S0 DK 3 B Bk B
= F(XRZ;) XL Bk O XR 0 1 a @kl 14 K SR g BK g @K
Bkl 1044 OK3 Bk DL DK
= XRiZ4 1004 XL Bk k) 1 OISR g Bk gk
Dk i+2,i+4 D ks Bk 1 Dkl B
= XRi712 DXLt Okils Dkt 144 Okl Bk g O By
D k?,i+2,i+4 Dk} 3D kiz,i+2 Dkl DK
=F(XR}},2) OXL  Oki7 oy OXRE Okl kY1 s Dk Dk, O g DRy

ok 2,04 Ok Dk 2 ki Dk}
(A.91)

271



6 5
PR; = XR1+1 i43,i43 &XL}] 2 @ ki7 2 kils @kz+2 i,i+4 Dkiy D kl i+a Bk ipa DKL
4 3 0
Dk 112414 DK 3 DK 0 Bkl BK
= XRBI ®XLI i+2 @kz 42 @k}i3 ® klI—EZ ii+4 ® kH—l ® k81+4 @k Ji+4 ® kH—l
D k;ti+2,i+4 Dk 5 D kiz,i+2 Okiy Ok
=F(XR}{))®XLi}, &k} ®XR] z+2@k1 pYeYs 3@k1+2u+4@k 1@kz z+4€9k1 i+4
4 2 0
® kH—l 69kt 2,144 @kl+3 69kl 2 ® kl+l ® ki
=XRii i OXRIL Bk} | Dk Ok Bk g Dk DR DK
4 2 0
EBkl—l—l @k 2,144 ®kl+3 @k 2 69szrl @ki
=XRMoXLY okl ok? okl ok ok, kS, ok
=XR; i+1 DK DK 2 DK 3 DK 214 DK DK a DKy
4 3 2 1 0
B B 101 DK 3K Bkl Bk
15 15 . 114 15 13 1 10
=F(XR>) O XL ©k;" DXR;7 | ©kiiy @kl L0kl ek oy z+4@kz+1 Dk} 4
S kl Ji+4 ®k1+1 @kl i+2,i+4 G3kz+3 S kl i+2 EBkH—l @k?
=XRD,, oXLP okt ekl ok? ekl okl ok DL
- i+1,i+1 i i +1 i,i4+2 i+3 i+2,i,i+4 i+1 i,i+4
D k61+4 S kz+1 S kfz+2 i+4 D kz+3 @ k121+2 S kH—l k)
15 o 114 g 13 1 10 9 8
XLP okl* @k} &k 2Ok 3 Okips;ia Ok Okiiig
@kl z+4®k l@kz 42, l+4@kl+3@kl H—Z@k l@k0
16 . 114 8
:XRi @k,’ @k +1 69kl z+2@k 3@kl+2u+4@k1+1 @k Ji+4
B 4 DK B 1014 B Bk Dkl B
= F(XR) XL ok* O kj* ©ki} | ©kit 2 @kl @kiYs 10 Ok Ok iy
@kt Ji+4 @k +1 EBkl J+2,i+4 EBkl—i—3 @kz 42 EBkil+1 @k?
=XR!! o XL ok okt okl okl ke k! Ko ok
1—0—169 ©® ©® ©® 1EB llJr269 369 1—5—211—5—469 z+169 i,i+4

6 4 2 0
EBk 1+4@k1+1 @k 42, 1+4@k1+3@k i+2 69kz+1@ki
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PR =F(XRE ) ®XL} k] @ XRP Ok akl* okl @kl @kl &kl i
D kz+1 i+sD k§i+4 Dk iita®D Ky @ k?,i+2,i+4 Bk 3Ok 0 kiy B
=XR;}, ®XLE @kl jiak® ekt @k} @kli, Gkl Bkl

Dk, i+s D k81+4 ® kl s Ok @ k?,i+27i+4 Okl ki2,i+2 Dkl Bk

= F(XR}3,,) OXL » ©klS, ®XRY k] i®ki® okt ok} @ki7 , D kil
Dy i i1 a D1 iy s DK DK B B0 114 Bk Bk Bkl Ok
=XRi21 13 BXL7 0 Okifn OXRY @ kiLi®k® Okt kil ©kif, ©kifs
Bl a Ok s B g Bk s BK L B0 4Ok 3 Bk By DK
=XRI 0XLE Lok, ok]iok okt ekl ok, ok,

Bl 4Ok s PR g Bk s BK L B0 4Bk 3 Bk By B
=XROXL, Bk, k] i@k Dk Ok} @k, Dkils

DY i a ©R 1 15 Ok g BR g BI B K n 112 DR 3 BG4 Bkl B

= F(XRY)3) ©XLY)5) © kit ©XLi7 0 Okl Okl ik O ki* Gk ©kif o Dk
kzl+02 iita D kz+1 it5D k§i+4 kY it D Ky @ k?,i+2,i+4 B3 Bk Bkl Ok

= XR), O XLY)) Ok O XRY kG @k i 0k @kt @kl ©kif., © ks

Bk i a Dy s DR g DR 4 DIy DK 110 OKBK Dy K
= XR7 4 OXL) Ok ok ekl iek ekt okl @kli, ek

10 8 4 3 P 1 0
Dkitrira® kH—l i+s DKiips® kl 4@k ® Kiitoira®kiiz®kiir Dk Dk;

A.17.3 Extend the 20-round Linear Trail by Partial Decryption
A.17.3.1 Three rounds decryption

We add four rounds encryption and three rounds decryption to the 20-round linear approxi-

mation for the left half|A.90)
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XL} = XRI @ XL, @k, okt @k ok’ @kt kil , & kite
kl ita,it2D kit s D kz ba Ok ita D kit @k ir2,ira D kP, 3 @ k7z+2 Dk OK;
= F(XR23) O XLE; O kil OXRE, O kit O ki Ok Ok kit okl
D D2 Dk s Ok Ok L BKY Bk 0 DKk Ok B K
= (XRIZ&XRES) OXRI 5 114 OXLE Ok Ok, 0 kT ok ok @
ki Bk Ok OkiT g Bkt s Dk a Bkl g Ok Ok 40 14D
Ky k] Ok B
= (F(XR23) B XLy Bk &F (XRSg) @ XLy @ kivg) B F (XRiD 0114) XL 5 114
BXRI Ok 10104 OKH OKD L OKE 0K €k ok} @ k],
O ka0 kit s Ok g kg Ok Bk 014 Ok 3 O K 10 O RS DR
= [(XRP3&XR¥g) © XR¥, O X LY, @ k7 3 & (X RO &X R |3) ® XRPCy & XL D k]
(XRIP&XR?Y5) @ (XRIO,&XRIY,) ® (XR,&XRI0) BXRIY | 113005 DXL 0 114 DXRIY;
ki 2,4 ki ek i+2 ek Ok'k Bkt Bk 42 ki3 Bk i+4, z+2@kz+1 s Bk i+d
Dkl a Bk Bk 0 Bk Bk Ok, Bk
= [(F(XR3) © XL & ki &F (XRYg) @ XL s 0 kifs) © F(XR; L)) & XL b kg
XR3 © k3 &(F (XR?]g) © XLi]s © ki &F (XR 13) © XL 13 ©kiY13) O F (XR7])®
XLy @k © XRI g @ kg @ (F(XRY) @ XL © kM O&F (XRI5) @ XL s © k2%5)®
(F(XRE,) O XL, ® ki &F (XRi]7) © XLi]; © ki) @ (F(XRE,) © XL, D k9 4&
F(XR;L9) O XL g ®k09) ®F (XRY] | jy3.:15) B XL | 113105 DY) 4305 DXR 0 14®
kll+2l+4@k 3@ku+2@ki2f1@ki21ki19@k181@kmrz@k 3@kll+4l+2@kl+] l+5€9ku+4

Dkii g Dk DK 1011 a DR Ok DY DK
(A.92)
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For the right half linear approximation, we add three rounds of decryption at the end of

Equation[A.91}

XR =XR} 1 a OXLI L @k @ kit @k LDk @ kP Okl @K%, Dkl
D kz'liZ,i,i+4 ki3 irs D ki7 ira® ki ira D K ok it2,ira D k3 ®k) i ® Ky Dk
= F(XR710,104) DXL 0 114 O ki 0 1 a OXRE k3 G kit kL ik @ k)
Dk B Bk Bkl a Bk s Okl Bk g Bk Bk 0 1 a B 5
Ok ir R DK

= (XRP&XRY5) @ (XR7),&XR77) & (XR7 4 &XR7 o) BXRE | s DXL 511 4®
Dk kT Dk IOK Ok Ok Ok, Ok Dkt i a®kit) s kit
B g Bk K0 g BK Ok Bk, B
= (F(XR}®) @ XL{® & kP &F (XR(5) © XLi)s © ki) 5) @
(F(XR,) © XL, © ki, &F (XR;) @ X L7 ®kiq)®
(F(XRD4) ©XL7Y, © ki1 4&F (XR7D0) ©XLi0o D ki o)
F(XR) 1 5) ®XLY, 1 sk s OXR 1 4 ©hidia 4

= (XRP&XR?®5) ©XRY | O XL® @ kP &(XRIO&XR® () DXRI DXL @k 5) @
(XRIO,&XR;07) BXR3 & XL, k2 & (XRIO7&XRY 1) ©XR; %) XL, B ki 7) &
((XRZ4&XR729) DXR) s XL7Ly D k3 4&(XRIG&XRY 14) D XR7L 0
X7 kDo) ® (XRIY | &XR6) © (XRIOS&XR10) DXR 16 DXL 15 DK s

GBXRZ 42,44 D kl J+2,i4-4
(A.93)
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XR} = (F(XRI) @ XLY @ k°&F (XRH ) o XLH s @ k%) © F(XR?] ) ® X LY,
Dk OXRY © k7 &(F(XR5) © XL s © ki 2s&F (XRE 19) © XLE] 1o © ki 1)@
F(XRis) ©XL7]e D kil ®XLYs ©kiDs) ® (F(XRI,)®

XL, ® KO&F (XRY ) ©XLY; © ki) © F(XRY3) XL ki3 © XRY,
DI &((F(XRH]7) © XLi]; © G0 &F (XREL15) ©XLiL 1, ©kiL1,) © F(XRE5)®
XL7]s @ ki) B XRY]; ®kiyy) & (F(XRi,) © XLi]y @ k704 &F (XR}g)
XL7o ® ki) & F (XRi]S) @ XLils @ ki)s © XRL, @ ki, &
(F(XRo) ©XLilg @ ki 20&F (XRF]14) @ XLi] 14 ©k7014) @ F(XR7] 1)
XL 10 © k10 ®XR g ©ki29) @ (F(XREL,) @ XL @ k29 &F (XR;L6) © X L7l s © ki)
® (F(XRi]5) & X L[5 k0 s&F (XR7] 10) © XL 10 K0 10) © F(XRI ] 4 116) ©XLi] 4116
DK a6 DXRL 1 s ORT | 45 DRIt s ORI Ok Ok OK Ok @k
kS 2D ks kit iia® kH—l ies Okl 4 Bk} s D Ky © k§i+2,i+4 Skl 3@ ki6,i+2

69kl+1 @k?
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Also, we add one more round of decryption at the end of

XL} = [(XRI&XRg) © XRI 4 © XL 3 © ki3 &(X R s &XR7L13) ©XR o © XL
Dk;0s)  (XRI]4&XR7]o) O XRYs O XLE] 4 D204 © XR7]3 © ki3 & (XRF 3 &X R 13)
DXRH g DXL s ® ki Ps&(XRE] ;&X R 15) ©XRE] 14 © XL7] 13 9 K0 13) © (XRILG&XR?L 1)
SXRY 10 B XL @k D XRY  © k5] (XRY &XRI]5) ©XRY @ XL ©k7°&
(XRs&XR]10) DXRY] g © XLi]s © kis) © (XRTL&XR? L) © XRI 3 © XL, & k7,
&(XRI[,&XRi]15) O XRi]s ©XLi]7 ©kil7) © (XRYL&XR7L) ©XRY s O XL, 0 kS 4&
(XRE&XR]14) ®XRF] 10 O XYLy ® ko) & (XRE | &XRs) & (XRI;&XR5)

O (XRY]s&XR7L10) O XR ]y 114106 B XL 143,105 DKot 143045 DXR 21404 DA 72 s
DK O ki DA Ok @k Dty Dl Okl Okl

5
EBkH—l l+5@kl 1+4@k1 l+4€9k 1@kl 42, 1+4@k1+3@k1 H—Z@k 1@k

(A.94)
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XL} = [((F(XR2,) @ XRE @k, &F (XR2) © XRP s 0 k2] 5) © F(XRP ) O XR,

Dk 4 DXL B k3 &(F (XR) © XRi s D ki s&F (XRE 13) ©XRE 13D k7] 13)®

F(XRo) ©XR: o D kilo © XRI s DA;T5) ® (F(XREL,) ©XRE, © ki 4&F (XR7)

OXRYo ©kilo) DF (XR5) O XR s © kil s ©XRE, O k04 © F(XRY;) © XRE ki
Dk &((F(XRg) © XRYs © kil & F (XR 13) ®XRE 3 © kil 13) © F (XR7)

DXR Dko ©XR s © ki s & (F(XRIY 3) ©XRE |3 ® kL 13&F (XR7 5)

DXR 13 k] 15) ®F (XR 14) OXRE 14 B K14 BXRE 3 Dk 3) @ (F(XRY)

DXR o © kil o&F (XR 14) OXRE 14 O ki 14) O F (XRE 10) O XRE 19 O ki 19 ©XRE 9D

ki%o © F(XRE) ®XRE s D ks @ ki) © (F(XRP®) XRP® k7 &F (XR7Ys) © XR} s
Dkls) DF(XRE) OXRE @kl ©XRP® ©kF&F (XRs) O XRi s © kil s&F (XRE 1)
DXR 10Dk 10) DF (XR26) ©XRE s D ki1 DXRIYs D his5) © (F(XRZY,) ©XRD

ki &F (XR7Y7) O XRE ki) ® F(XRE3) © XRS5 © kil ©XRE, © ki &(F(XRE)
DXRY; O I &F (XR 1) ©XRE 1, @KL 15) ® F(XRs) © XREs @ kils © XRE ©kif7)

@ ((F(XR,) ©XRE, O kL4 &F (XR9) ®XR © k(L) O F (XREs) © XRs

il sBXR Ok, 8(F(XRiYo) B XRYg © kL& F (XRi 1) B XREY 14 Bk 14)®

F(XR10) ®XRE 10 Dk 10D XRE g D kL) © (F(XRE)) © XRE @KL &F (XR)

BXR @ kils) © (F(XRY;) B XR; Bk [3&F (XRIYg) @ XRiY g B ki) ® (F(XRiY5)

XRY s @k Ls&F (XREY 10) BXRY 10 Bkl 10) BF (XREY i 4i16) BXR ) 114 i16®

kz+2 i+4,i+6 @XR%—ELHM—#-S @ kz'z—i6-1,i+3,i+5 GF (XR?,§+2,1'+4) @XR?,§+2J+4 D kz'2717+2,i+4 @ kiz,?+2,i+4@

ki @k @kt @k kP Ok} Sk, Bk Bk 4 O s Ok 4Bk iy

10 9 8 5
Gk Dkijoia®ki3® k] i ® K, ©k;
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Similarly we add one more round of decryption for the right half linear approximation

XR! = ((XRY&XR?5) © XRH | © XLY @ ki*&(XRI s&XRH ) © XRH ¢ © XL 5@
k205) @ (XRI | &XRH ) ©XRH , XL | @ k2, © XRY © kP &(XRI]s&X R o) @

XR 6 ®XLiLs ® ki s&(XRE 10 &XR7Ly5) ©XRE 1y © XL 19 Dk 10) © (XREG&XRE 1))
BXR; & XL ki @ XLs 6 kiys) © (XRFL&XRY ;) @ XRY s @ XL, ki,
&(XR}[;&XR;] 1)) © XRi g XL, ©k07) ® (XR 3 &XRi]g) @ XRY ], © XLi] 3 B ki
DXR], © ki &((XRI,&X R 12) ©XR s © XLi]7 © ki & (XRE 1 &XR7]17) ©XR? 3
DXL 1, DkD10) © (XRYs&XRE]13) O XRE o © X L7 © ki05) D XRE]; ©ki17)®
((XRIL4&XRH9) ©XRY 5 © XL, © ki 2 & (X R g&XR7] 1) ©XRE] 1o © XL

DkDo) B (XRYs&XR7]10) ®XR; [ © XLi]s @ ks S XR 4 B k)4 & (XRE g&X R 14)
XRiL10 © XL @ ko8& (XRE] 148X R 19) O XRY] 15 O XLi] 14 © K 14) © (XRE &
XR1s) ©XRI ) @ XLiL 10 O kD10 D XR Ly D k) ® (XRE | &X R 6) O XRI, © XL @
k20 & (XRI (&XR7] 1) @ XRI L, ® XL © k%) @ (XRH s&XR7] o) ®XR ¢ XL 5@
ks &(XR7T 10&X R 15) O XREL | @ XLE] 10 kS 10) © (XREH&XR?] ) & (XR &

XRE 1) ©XR 3 119 XL 1 Dk 1 OXRIL s DRy o5 OXRD 0 10 Dhid 014D
ki kT, Ok Ok Ok Ok kS Ok Okl i Ok s Dkt

4
kl Ji+4 D kl+1 b kl 42,044 D kl+3 b kz 42 D kl+1 D ki
(A.95)
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XR! = (F(XRP®) @ XRP o k' &F (XRE5) O XRE s 0 kil s) O F(XRE ) ©XRE,
Ok OXLY @ kO&(F(XRBS) © XRP s @ ks &F (XRZ 1)) ©XRE Dk 1)
©F (XR}Lq) ©XR o kil XL Dk0s) ® (F(XRE)) © XRE, @k &F (XR7)
OXRB ki) OF(XRE) O XRE, ok, o XL | 0k, o F(XRP®) @ XRP o k'
DP&((F(XR5) @ XRE s © ki s&F (XR7 1) O XREY 10 © kil 10) © F (XRs) © XRE 6@
kLo ® XLY]s © ko5& (F(XRE 10) © XRE 19 D ki 10&F (XRE 15) © XRS5 DKLy 5)
SXR | OXLT] 10 ®kiD10) @ (F(XRiY6) @ XRIY g @ k7] (&F (XRI 1)) ©XRE | © K1)
O F(XRY) ©XRY; © kil © XL g © kil © XL s ©ks) © (F(XRE,) © XRE, © ki,
&F(XRE7) ©XRE,; ©kil7) © F(XRES) © XRE 0 ki3 © XL, © ki, &(F (XRE)
DXRE; © kil &F (XR 15) O XR 1, © kil 12) ©XRY s © XLE]; ©kil7) © (F(XRS)®
XRZ3 Ok &F (XRs) O XRi s ©kils) © F (XRE,) ©XRE 4 O k4 O XL 3 O k3D
F(XR) ®XRi, @kl ® k& (((F(XRE7) ©XRE © kil7&F (XRE 1)@
XRZ 1, © kil 12) O F (XR7Y5) O XRs D ki3 DX LY Dk &(F(XRE )
DXR 12 Ok 1 &F (XRS 17) ©XR;Y 17 B kil 17) ©F (XRY 13) ©XRE ;@ kil 3 XL,
©kiL1) ® (F(XRYS) ®XR} g © kil g&F (XRY 13) DXRE 13 © kil 13) © F(XRo) ©XR7o
ko B XL g ki) B F(XRY ;) @ XRY ki, 0 k) @ (F(XRE,) ©XRE,
@k &F (XRg) @ XR g @ kilo) ©F(XRYY5) @ XRY s kil s © XLy ki
&(F(XR9) ©XRg B kil o&F (XR14) ®XRE 14 kil 14) © F (XRE 10) ©XRE 10 B ki 19
XL @ ko) ® (F(XRS) ©XREs © k] s&F (XR 10) © XR 10 B kil 10) ® F(XRE6)®
XR 6 ®kile © XLils 0 kis O F (XRE,) © XRE, © ki © k4 &((F(XRE) © XRE g ® kil
&F (XRZ 14) ®XRE |, kil 14) BXRI 0 ® XL &k 0&(F(XRE ) @ XRY |, Bk 14
&F (XRF10) ®XRE 19 B k] 10) B F(XRE 5) ©XRE s @ k15 OXLY] 14 0 k214)®
(F(XRZ10) ©XRE 10 © ki 10&F (XRE 5) ©XRE s © kil 15) O F (XREY 1) © XR7

27 27 2 28 27
@kl BXL 10Ok 10 BF (XRE) ©XRE @ kilo @ ki) ® (F(XRE ) @ XRE
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DI &F (XRE ) XRE 6 ©kilg) © F(XRE,) O XRE, © ki, O XL @ kY
&(F(XR}q) ® XRY o ® kil g&F (XRE: 1)) ®XRE | ©kiLy)) © F(XRE,) ©XRY, 9k @
XLiLs ®kife) ® ((F(XRES) ©XREs © kil s&F (XR 10) ® XRE 10 ki 19) © F (XRE)
OXRY 6 ©kil6 O XL s Ok s&(F(XRE 10) DXRE 10 Bk 10&F (XRE 15) DXRE |50
kilis) ©XRE ) ©XLEL 1o @KL 1) @ (F(XRE,) © XRE, © kL &F (XRY;) © XR7,

Dki17) @ (F(XREG) ©XRE s Okl g&F (XRE ) O XRE | © ki 11) © F (XR3 117)
BXRY 17Dk 3 17 O XLY 16 Bk 116 DXRY] 1 s DK 11 s BXRS 51,4
ki1 a ©ki3 Ok Bk O Ok kil @ kiY, Ok,

14 13 8 7 4
ki i ia Ok s Ok Ok g ©I BK 10 1 a B3Ok Bk B
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A.18 20-round improved linear approximation for SIMECK 48/96

PLi3®PRij12 = XRI} @ XL 40K 4 0k K0 s Bk 30k L@k, &k
Sk kly By

=F(XRI) O XL @kt O XR L4 ©kidia © k. Ok} 140144 DA 3®
K0k Skl ekl okl &k,

=XR}15i 4 ®XL OkS Ok 4Ok Ok 01 g Bk 3 Ok Dk

Ok} DK D ki Bk

= F(XR{Y01404) ©XL{Y 0 114 ®kifin i a ®XRE | @ kD Sk Yy Ok Bk 144
Bk 3 DK, OK Bk Ok Okl Bk,

= XR 1 i3i45045001 OXLiT 40 i a Dkt iy a Okl g O R O g O I D
kll+2@k1+1

= XR153 69XL: i+2,i+4 D kz i+2,i+4 D kz+1 D kil,?+4 b ki9+1 S k?,i+2,i+4

Dkly3 @ k6z+2 ek ekl ek okl @ k?,i+2

= F(XRI%3) O XL ki3 OXRCp 14 ©hitin g O kD DKL 4 DI D
k§i+2,i+4 Ski3® ki6,i+2 Dk, DK Dk Dkjy @ k?,i+2

= XR;0 121141 a BXLI 3 Bk Bk 01 a Bkt Bk g B Ky BK a4

Bk 3Bk Bk, Bk DK Dk Bk,

= XR{SH OXLIO Ok Dk s DS ©higea Ok K 4014

Dk 3 Dk OR DI DR Okl DR
(A.96)
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PL,-+3@PR,~7,-+2:F(XR,,+2)@XLHH@k”H@XR 3@kl+3@ku+2l+4@kl+l@
kitra ®k Bk g O3 DR © K DK B K iy O Ky

= XRH | 133 XL Ok L Ok Okt g Ok Ok g Ok @

K i2ira Bk 3Bk LBk Bk &k Okl Bk,

= XR”l ®XxL!T 2 Dk 2 @k,lf3 @k, i+2,i+4 @le k7 i+ 69k?+1 @k§i+2,i+4
Bk 3Bk Bk, Bk DK Dk BK 1,

= F(XRE ) XL} @kl @XRz P ®ki] 42 ki3 Bk 2,4 Dk} B
kll?+4@k 1@ku+21+4@k1+3@ku+2@k 1@k4@k2@kz+1@kgi+z

= XRi%) 10 OXLY Bk Bk Ok kit 4 kS Ok 4@

k1 Bk 0 a Bk Bk B Bh BK B iy By

=XRPOXLE Ok, Ok, Ok Okt s Dk a0k Ok iy
DI 3 DKo B I DK Okl DI

= F(XR) o XLP o k* © XR, @kl @ kP Ok @k 0 ® ki
@k, B k1‘8,i+2,i+4 k] 3 B 2 D o Ok Ok ks Ok
=XR} ®XLP @kiPOXR) | Okl Ok, Ok Bkt a®kiDyy
DI DK} 1101 a DKL 3 DKo DI OK DI B B

= XL okl kil kit @k kit 0 Ok 4@
ket Ok 01 a Okl 3 Ok O K DK Bk Dk

= XRP Ok Ok kP O3 Ok 14 Ohijas Ok Ok i1

Bk 3Bk Bk, Bk DK Dk BK .,
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A.18.0.1 Extend the 20-round Linear Trail by Partial Decryption

We add four rounds of decryption at the end of the 20-round linear approximation Equation

A.96

XL 3 ®XR] 110 = XRP O Bk Bkt 2 Okl k004 Ok 1 4@
ki kit a Bk Bk, Ok B Sk Bk, Bk,
= F(XRP) ©XLY ©ki* © k> O kil ©kida © k03 ©kif s D hifa®
ki kit a Bk Bk, Ok B &k Bk, &k,
= (XRP&XRE ) XRE | @ XLP ek @ kP okl ok okl okt 1y
Okifa Ok O kit s Ok Dhigy OR Gk A ©k Bk
= (F(XRP®) D XL}° © kP &F (XR})5) ©XLYs D kirs) D F(XRIY)) DXL @kl @
XRP Gl @k kil @kl @kl kit a B kit @k ST
kL3 kit Dk OIE BR DI Ok o
= ((XRP&XR?5) DXRS, © XL7® D kP & (XRISS&X R 1)) DXR? e ® XL ® k7 5)D
(XR}) | &XR6) DXR, & XL k7 O XRO @k 9k @kl @k,
EBk193@kzz+2z+4@ku+4@kl3159]‘11+21+4@kzz359ku+2@k1+1@k8@k6@k1+1@kzz+2
= ((F(XRY) & XLY ©ki°&F (XR ) XL s 0 kX%5) © F(XRY ) © XL, @ kP,
SXR; @ kP &(F(XR;]5) XL s Bk 0s&F (XR] 1) X LY 1o k7 10) & F(XR7 )
OXLY Dk OXRY]sDIYs) @ (F(XRY ) DXL, © k0 | &F (XRY ) @ XL ® ki 0)
BF(XRi],0) O XL, @k OXR @k ekt ek kil @k, o ks

8 6
69klz—0—21—i-4@kz1—5—4@k 1@kzl+21+4@k 3@kll+2®k 1®k @k @k l@ktH-Z
(A.97)
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XL} 3 ®XR} ;5 = (XR&XRY5) ®XR7]| & XLY @ kj°&(XRY] s&XR7! 1)
BXR XL s 0k0s) @ (XR] | &XR? ) ®XRY] , DXL} | @k Dk
&((XR7[S&XR 10) DXR] 6 © XL s © ki s&(XRiL10&X R 15) © XRY )
SXLY] 10 Bk 10) & (XRIG&XRY] 1)) ©XR; s 1 7 XL7] 6 B k76 B hiT5)D
((XRY | &XR? ) ®XRI, © XL} ® k2% &(XRH (&XRH | |) ©XRI; © XL ¢
Bk 6) @ (XR&XRYs) ® (XRIL,&XRI] ) © XRi 3 & XLY] , B k0, k7
Bk Ok BRI DR Bk Bk b0 a Bk Dk Bkl Bk 3®
k)L Bk Bk Sk Bk Bk,
= (F(XR?®) XL} 0k} &F (XRYs) © XL} s © kils) O F (XRFY ) ©XLE,
Dk OXRP O IO&(F(XREs) O XLYLs Dk s&F (XR7E19) DXL 19 © kil 10)
F(XRZ) ® XL @ kilg ®XREs @ ki)s) © (F(XRE,) XL @ kil &F (XRE)
XL ®kile) DF(XR ) XL, ® k]2 G XRE Gk @ k7 &((F(XRs)
DXLEs O I s&F (XRE 0) © XL 1 ®kilyo) © F(XRg) © XLis © kile © XR s
Dk s&(F(XRE 10) ©XLTL 10 B AL 10&F (XRE 15) XL s @ kil 15 © F (XRE )
DXLE ) ki B XL 10 ©kif10) © (F(XRE6) XL Dk &F (XRE ) XL
DKL) OF (XREs 117) DXL 11 DK s 1 OXRE D K6 ©hiYs) @ (F(XRE)
SXLY, &k &F (XRYs) © XL @kl 6) F (XRY,) & XL, & ki1, © XREY B ki
&(F(XR6) © X L7l Ok 6&F (XREL 1) © XYL © kil 11) © F (XRE) © XL © kil
DXR DKL) © (F(XRP®) © XL @ k] &F (XR5) © XLPs @ kils) © (F(XR3)
DXL, O L&F (XRE) XL, © ki) © F(XRES) © XL 0 ki3 0 XRE
D KT Bk OI7 DR Ok Bk Ok 14 kit a Ok kT4

8 - 16 4
@kz+3@k1 L2 Bk Bk DK DR Bk
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Moreover, we add one more round of decryption to the above expression:

XL} 3 &XRY o = (XRP&XRES) @ XRE | & XL @ k' &(XRE s&XRF 10)&

XRE OXLE 0 kils) @ (XRE  &XRE ) D XRE, ©XLE | @kl | @ XRP @ ki°&
(XRFS&XRY o) ®XR s ® XL s @ ki] s&(XR} 108X R 15) BXRY | @ XL 10
kil10) ® (XREG&XRE 1)) © XRE; © XLl ® kil © XRE s D ki0s) © (XRE &

XR7L6) D XRE, XL, @kl &(XRYG&XRE ) ©XRY 7 © XL ©kils) © F(XRF, )
SXLY k], BXRE @kl @k &((F(XRs) © XL s @ kil s&(XRE |\ &X R} 5)®
XRE 1 @ XLE 10Dk 10) @ (XREG&XRE ) OXRE, @ XL @kl © XRY 5@

k20 s&((XRE10&X R 15) ©XRE || © XL 10 B ki 10&(XRF |s&X RiL50) DXRE 6
DXLE s Dk 15D (XRE [ &XRE 1) ©XRE 1o O XLy @ kil @ XL 10 ® ki 10)®
((XRPG&XRE ) ®XRE; B XL 6 © kil & (XRE | &X R 16) B XREL 1 © XL @
kil11) @ (XRS&XRTY o) @ (XRI&XRIY 1)) O XRY s 1 s DXLYs . 1 Ok ]s 1 7 BXR g
Dk Dk s) @ ((XRP | &XRE ) © XRE, O XLE | @ k7] | &(XREB&XRE ) © XRP,
DXLB Dkilo) © (XRIEL,&XRE ) S XRE, O XLE, © ki, ®XRE | @ k7% &((XRP
&XR: 1)) ©XRE O XL © kil g&(XRE | &X R 16) D XRE 1, XL Dk 1)

@ (XRP,&XRE L) O XRE g o X123, 0 121, @ XRE 0 k20,) @ (XRP&XRPS) © XRY,
OXLP Ok &(XRES&XR 10) DXR © XL s © ki s) © (XRIL&XRE7) © XR7
OXLE, k7L &(XRPZ,&XRE ) ©XRB O XL, © k7], © (XRE&XRES) ©XRZ,
BXLE Bk O XRE L Bk, ki Ok Bk kL k), Bkl Dkis i 4

3 8 6 5 4
kita Ok k704 Ok O kg Ok Ok O Ok Okl
(A.98)
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XL} 3 ®XRY ;o = (F(XRP) XL & kP &F (XREs) XL s kiys) & F(XRE )
OXLY Ok SXLP @ k) &(F(XRY5) © XLE)s ki3S &F (XRE 10) © XLE 10

ki¥10) O F (XR76) DXL D kife © XL7Es 0 kils) ® (F(XRE ) O XL D kiy  &F (XR; )
OXLY e @ ko) OF (XRE,) ©XLE, @ kB, o XLE | @ k], © F(XRP) o X LY @ k7
Ok &((F(XR75) ©XLi)s © kits&F (XRE 1) ©XLE 10 © ki 10 © F(XRE6) © XL 6@
kils ®XLiYs Dkl s&(F(XRY 10) © XL 10 D ki 108 F (XR 15) ® XL 5

Dkit1s) O F(XRZ 1) O XL @k ©XLE 10 © kil 10) @ (F(XRY)6) © XL

ki 6&F (XRE ) ®XLE @k ) ®F(XRE7) © XL © ki O XL kil © F(XRs)
DXL s ks DhiDs) © (F(XRE,) ©XLE) @ ki &F (XR7g) © XL s © kile)®
F(XR?) @ XL, kit @ L7 @ kil &(F(XRY)6) @ XLi) s B ki 6&F (XR )

DXL ki) ©F(XRE,) @ XL, ® kit © XL g o kils) © (F(XRY) @ XL
DEB&F (XRY ) ©XLE) s Dkivs) ® (F(XRE,) ©XLE, @ ki &F (XRE) ;) ® XL}, ®
ki7) @ F(XRE)) 143) OXLE) 13 Bk 13 O XL, Ok OXRE @k @ kP&
((F(XR2s5) © XLt s @ kil s&(F (XRE) 1) © XL 19 B kit 10&F (XRY 15) S XL 15 © ki 15)
OF(XRP 1)) OXLE ©kily ©XLE g ® ki 10) @ (F(XRg) © XLY s @k 3e&F (XRE )
OXLE 1 ©ki) O F (XRY7) © XL, © kil © XL © kil © F(XRYs) © XL
ks DR s&((F(XRTY 10) © XL 10 ®kis 10&F (XRY) 15) © XL s @k 15) © F (XRY 1))
DXL | Bk OXLE 10 @k 10&(F(XRY 15) ©XLY) s @ kiy 1s&F (XR720) © XL}
Dhita0) OXRE 16 B XL s ©hil1s © (F(XRE 1) ©XLE @k 1 &F (XRE6) © XL
Dk 16) DF (XRY) 1) O XL 1p Bkt 1, @ XLE | @k O XL 10D kS 10) © ((F(XR)
BXLY s Ok &F (XRY ) O XL kit 1) ©F(XRY) ;) & XL kit o XL s ki
&(F(XRE ) @ XLE  ® ki &F (XRE 16) © XL 16 © ki 16) © F(XRE 1) XL 1,

Bh 1, BXLE || Bk ® (F(XRYs) XL s ® ki s&F (XRF 10) B XLE 10 DK7Y 10)
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XL 3 @ XRY iy = &(F(XRE)7) ©XLY); © k737 &F (XRY 1)) © XL 1, © ki 10) @
F(XR6118) O XL 6148 D kLo s OXLYYs 117 © ks 117 O F(XRE6) DXL @ kil
ks DkDs) © (F(XRE) © XL ks &F (XRF ) © XL D kL) O F (XR7,)
DXL, Dkt ® XL @k &(F(XRY ) ®XLY) s D k7Y 6&F (XRY ) @ XL, kY yy)
DXR; OXLiY s ki) @ (F(XRE,) XL, ® ki3 &F (XR77) © X L7 ki)
DF(XR7)3) XL @ ki3 © XL, @ kil @XRE | @k &((F(XRYg) © XL s kit
&F(XR7) 1) XL © ks 1) ©F(XRY7) @ XLY)7 kit XLt © kil 6&(F(XR )
DXLE | Ok &F (XRE 16) DXL 16 D ki 16) O F (XRE 15) © XL 1, © kS 1 OXLE
DKL) @ (F(XRE) © XL D k37 &F (XRE 15) O XLE 1, © ki3 15) © F (XRs) XLy
Dkivs DXL, Dkl © F(XRE6) © XL s ©kils @ kife) © (F(XRY) O XLY 0 k&
F(XR)s) © XL s ©kils) © F(XRY) O XLE) | @ kit @ XL © k7 &(F(XR75) © XL
DL S&F (XRY) 10) DXLE 19 B kit 10) @ F (XRY6) B XL s @ kY6 © XL s bk 5)
((F(XRY,) © XL, @ kI, &XRE) © F(XRY,) © XL, kB o XL, okl &
(F(XRY)7) ©XLi) & kit &F (XRE 1) @ XL 1, ©k310) & F(XR7g) © XL g d kg
XLE, &kl)) & (XRE&XRE) ® XRE @ XL s ki3 @ XR , Dk, k7 @k
Bk Ok Bk DR Bk Bk Y s BBk kit 4Bk Bk Bk

S SR SRCCY SARECEY A
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A.18.1 Derive 25-round Linear Approximations for SIMECK 64/128

PL;=XR}} , XL} &k} &k’

= F(XR,,) © XL ® ki OXRY, Gk ok

= XRY\ 13 XL ©hij o OXRY @ ki Ok

= XRI3OXLY)  Dkifn OkiS Ok

= F(XR3) ©XLi3 kit ®XR 2 B ki Oki3 Ok;

= XR4 112 @ XL K ki, @k @kl

= F(XRi41042) OXLiT 41110 O hitaiiin OXRI; OIS Dkl Ly O ki3 Bk
=XR7) 43, i+5,i45,i43 DXLy 11100 Ohiia im0 DIy Ok i+2 D kit ok’

= XR XLy 140 Bk a2 Bk BhiT 2 @k Bk

= F(XRZ)) OXLE Ok OXRY, 100 Ohilg 40 O R DK7 0 O kL DK

= XR1+2 i14,0,i42 SXLY, kit @kzzh iit+2 ki kl; 42 kit ok

=XR 4 BXLE Ok Ok g0 Ok Bk @Y ®k

= F(XRi},4) ®XLi} 4 ®k 4 B XRI Gk ®k a2 @k Bk Ok @k
= XR1+1 i+5,i+5,i+1 SXLi} ki 4 Skt Bkila 2 Dk @kl t2 ©kit @kl

= XL 4 Bk 4 Ok Okt 0 Ok O ki kit Bk

_ xRS

17 1 115
”+4@ku+4@k 1@kz+4zz+2@k 3@ku+2@k Lokl ok ok 1@ku+2@k1+3@

1
kl J+4i+2 D k1+1 i+5 D kl J+4 D kl J+4 D kH—l D kl i+2,i+4 D kl+3 D kl i+2 D kH—l D ki
(A.99)
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The approximation for the right half:

PR =XRI} ;o XL okt okl iok® okt ekl ok, ok,
Dk i DR DK g OR g DR B jn 14 ©I 3 DRG0 ki D]
= F(XR})3) XL k" & XRYY),

=XRY 5 4 OXLI & k"

= F(XRi2,14) O XL} 110 144 DK 04 ®XRI; K

= XR2 i3 ivs,ies OXLi 10 na DKigio 1 DXRE ;DK

= XR2 © XL} 14014 ®hiiyn 0 ®K"

= F(XR7} ) ®XL @ kil ©XR7 0104 Bhitin 14 Bk

=XRi) OXLY | Okl ®XRE 5 4 Ok 004 DK

= XR;: 4 ®XLE ®kil @ kiin g K"

=F(XR}},4) XL} 4 ®kT 4 ®XR: | Okl KD 044Dk

= XR) | 11545 DXL 4@k, ®XRE | @k KT 0 4 B

= XL 4 kit Ok Ok 2,4 ek

= XR 4@k 4 Bk Bk 0 g Bk

= F(XRE,,) ®XLE, 0k} ok okt ek, 0k
=XRZ | | sOXLY Ok Ok Dk Ok g DK

kit Ok IOk Ok OkE © k7, ©kl;

8 4 3 0
ki) 12,ii+4 D kz+1 i+s Bkiipa® k ira® kH—l Skij2iaDki 3@ k; i@ kisy ©K
(A.100)
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A.18.2 Extend the 25-round Linear Trail by Partial Decryption

We add four rounds at the end of Equation[A.99}

4 29 21
XL XRlH—4@kll+4@k 1@kl+4ll+2@k 3@k”+2@k 1@](
30
_F(XRI l+4)@XL l+4@kl i+4
= (XRP&XR,) @ (XRY,&XRY) o XLY, , & XRO, , s k)
i+5 +4 i+9 i,i+4 +1,i+5 i,i+4
= (F(XR) @ XL @ k&F (XRY5) O XL} | s D k}Ys) © (F(XRY,) © XL @
30
ki), &F (XR} o) & XL} 9@kl+9>EBXR”+4€9F(XR,+1)@XL |OF(XR)|5) ® XL} 50

30
k +1,i45 D kl Ji+4

= ((XR''&XR} ) OXR | © XL k& (XRY [ s&X R 1) DXR; L ¢®
XL} s ®ks) & (XRLLEXRYLG) O XR) s O XL}, Bk &(XRILG&X R} 14) ©XRL 1
DXL Dkg) DXRY [ 412,46 (XRL EXRY ) ® (XR) s&XR 10) © XL} 415
@k301l+5@kz i+4
= [(F(XR?) o XL? @ k' &F (XR}5) ©X L5 © ki s) O F (XR ) © XL @k}l
DXR? S I\&([(F (XRY5) © XL s ® k| s&F (XR19) © XL 10 ® ki 1) & F (XR )
OXLE Dk OXRZs DI @ [(F(XRZ,) O XL, 0k 4 &F (XRZ9) XL DKL)
DF(XRY5) O XL s k) s © XR, @) &[(F(XR o) © XLiTo & o&F (XR 14)
DXLE 0k 1) ®F(XRE10) © XL 10 @kl 10 © XRE g © ki) ® (F(XRY,) © XL,
ok 1&F()(Rl+6)@XL 6eekl+6) (F(XRHS)EBXL s@kl+5
&F(XR}?10) ® XL} ©K! o) ®F(XR}? 4i42,i+6) @XL2%+4,1'+2,1‘+6 @k2}+4,i+2,i+6

32 30
DXRY | 45Ok 45 BT
(A.101)
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XL} = [(XRP&XR}Z5) © XR | XL 0 k) & (XRIZS&XRIE 1) D X R 2o © XLi2sD
kls)® (XRT | &XR ) ®XRD, ®XLT, ® k| @ XRP @ k%) &[(XR)}s&X R} 1)
XR}76) B XLTs I s&((XRIF 10&X R 15) ©XR} 1 © XL 10 B KL 10] ® (XRF6&XRT )
OXR?Z DXL @kl © XRIZ 0105 @ [(XRIZ,&XRZ)) © XR:Z s @ XL 0 k1, &
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We do the same for the approximation for the right half:, and we add four rounds

decryption at the end of Equation[A.T00}
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A.19 Derive a 25-round improved linear approximation for SIMECK 64/128
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= XRIOXLi} O kit Ok
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= XR) 1 13005015 DXL 0 14 ©hitin i a DXRI Bk ® kit DA
= XRE | BXLE 04 Ok s Ok kit @k ok okl @kl o

15 4 2
k1+3®kz i+2, 1—0—4@](1 z+4@k1+l@kz i+2, l+4@kl+3@kl 1+2®k1+1@k @k @k +1 @kl J+2
(A.103)

299



A.19.1 Extend the 25-round Linear Approximation by Partial Decryption

We add four rounds decryption at the end of Equation[A.T03}

XLi 3 ®XR} 10 = XRE | © XL 1.4
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