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Abstract of Praxis

Characterizing Risk in the United States Defense Industrial Base using Systemic
Centrality and Community Measures

This research quantifies fragility within the United States Defense Industrial Base
(DIB) and translates it into supplier risk. The proposed model validates the effectiveness
of network analysis methodologies for assessing traditional risk areas within the defense
industrial base using centrality and community. The output of this analysis is the
identification of systemically critical suppliers, where critically is characterized by the
supplier being highly coupled within the industrial base, operating in a limited
competition space, or owning a disproportionately large market share within a specific
commodity. A supplier’s influence or authority validates the effectiveness of network
measurement methodologies for assessing defense industrial base risk. Correctly
assessing critical suppliers in the defense base allows for a systematic approach to
addressing standard failure modes that typically result in material disruptions for critical
programs; additionally, these measures provide insight into the propagation of disruption
within a community of suppliers, thereby conveying the total impact of disruption within
the industrial base. Quantification of fragility within supply chains based on systemic
centrality and communities is a novel effort that provides an additional dimension of
‘vulnerability’ into the context of supply base risk. Direct application of this process
within the DIB fundamentally approaches assessing and strengthening our supply base
resiliency in a completely different manner. The end state is the illumination of the

defense industrial base, where points lacking robustness are identified and quantified.
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Chapter 1 — Introduction

1.1. Background

The United States Defense Industrial Base (DIB) comprises a massive network of
suppliers who, in totality, offer the capabilities and capacities required to meet and
sustain the demand for the raw material, components, subsystems, and end-item
deliverable weapon systems. Government agencies have focused on quantifying multiple
dimensions of supply base risk within the DIB. In general terms, risk in this context is the
uncertainty of events that disrupt the material flow or create system availability delays.
The United States Government Accountability Office (GAO) has provided multiple
reports to the House of Representatives Committee on Armed Services recommending
quantification methodologies and practices to manage supply base risk within the DIB
(United States Government Accountability Office, 2017). There is a two-part challenge in
undertaking the effective execution of supply chain risk management within this
environment. First, the DIB is supporting a range of diverse products and technologies.
Secondly, traditional supply-chain risk management approaches focus on programmatic
impacts versus systemic impacts (Sinha, Whitman, & Malzahn, 2004). The Department
of Defense (DOD) Critical Asset Identification Process (CAIP) quantifies Task Critical
Assets (TCA) annually (Department of Defense, 2008). For material considered defense
critical or task critical by the DOD, the rough cost and schedule impact to requalify a new
supply source is as high as $10M and nine months.

To illustrate the challenges of criticality assessment and program-centric supplier
risk focus. Consider a sole source of supply for precision machined parts. One of the

critical risk characteristics GAO identified is sole source dependencies (only one



qualified source). In this hypothetical scenario, suppose that our sole supply source was
to declare bankruptcy and immediately cease operations. Programmatic consequences
manifest as unfavorable impacts to cost, schedule, or both. The first realized consequence
manifests as a manufacturing limitation at the system level to the material on-hand
position. This degraded state persists until a qualified alternative source of supply can be
established. The total impact will directly correlate with the material’s complexity and
relative criticality to system-level operational requirements. Suppose this supply source is
limited to a single program. In that case, the impact is limited to the cost and schedule
associated with requalification. Identification of criticality and risk consequence is
program-facing in the example above; there is no accounting for more extensive
dependencies within the DoD.

In contrast, consider the same bankruptcy scenario with a tightly coupled supplier
within the DIB, meaning multiple programs provide manufacturing demand to the
supplier. Connecting demand amplifies the impact of supply loss across programs, prime
contractors, defense agencies, and ultimately throughout an entire commodity (North
American Industry Classification System (NAIC)). Government program offices have
limited information on single sources of supply. This research provides a pragmatic
approach to quantifying a supplier’s criticality within the defense industrial base relative
to their potential negative impact within the defense acquisition spectrum.

Fragility and System Risk within the Defense Industrial Base

The current defense industrial base is a fragile network, less conducive to

competition, challenged to scale quickly, grow or innovate (Aviles & Sleeper, 2016). In

this sense, fragility manifests as reliance on sole-sourcing, uncertainty in defense budgets,



and planned demand; that same uncertainty stifles industry investment and growth. While
not ideal from a resiliency standpoint, this is not quantifying the respective suppliers’ risk
(Lambert & Cooper, 2000), which means a critical supplier within the defense industrial
base and their dependencies are not necessarily a direct indication of a probability the
supplier may fail. However, tight coupling or high dependencies within the network are a
way to characterize the consequence of that respective supplier failing. Understanding the
potential magnitude of a supplier’s impact within a network serves as viable means to
build a strategy to modernize both the industrial base by commaodity type and the
procured weapon system solutions.
1.2. Research Motivation

The contraction of the U.S. defense industrial base and the responsible macro
forces is well documented (Department of Defense, 2018). As stated by the Interagency
Task Force responsible for a 2018 assessment of the Industrial Base’s current health, the
DIB faces an unprecedented threat of space driven by uncertainty in government
spending, lack of international competitiveness, and the unintended consequences of
additional scope and effort driven by DoD acquisition. In aggregate, these factors
establish a risk methodology but lack clarity as to critical providers. In effect, we
understand the macro forces impacting suppliers. However, we struggle to translate a
descriptive picture of the issues present in the DIB into predictive measures for the
impact of a specific supplier or commodity throughout the DoD. This research is
motivated by a desire to understand critical suppliers in the industrial base and offer a

methodology for focusing on industrial base spending. Targeted investments and supplier



development can strengthen industrial offerings in the form of more capable suppliers,
more competitive commodity markets, and a more agile supply chain.
1.3. Problem Statement

The U.S. DIB is a fragile and unpredictable multi-tiered supply chain, in which
material disruptions represent a direct threat to national security and result in $12

Billion annual appropriations waste.

The defense industrial base defines ‘fragility’ through two archetypes: financially
challenged or distressed suppliers and structurally deficient markets approaching
domestic extinction (Department of Defense, 2018). Failure is any disruption in material
flow (availability or capacity). These disruptions in material flow represent systemic risk,
where the impact of a supply chain cannot perform at total capacity or efficiency (Vivas,
Sant’ Anna, Esquerre, & Freires, 2019). The failure mode associated with disruption is
standard. The consequences, however, map to multiple dimensions; fragility
quantification must adequately discern these modes. In this view, the defense industrial
base is not dissimilar to a complex social network or a financial network. Specifically, in
financial network analysis quantifying critical firms is a pragmatic methodology for
defining critical suppliers and dependencies in a supply chain. There are inherently three
scenarios of particular importance: first, being a tightly coupled supplier within the
defense industrial base, meaning they have a high total number of connections where
their failure would pose a risk to their suppliers. The second scenario is a supplier who
owns a disproportionately large market share of a specific commodity. Competitive or
alternative sourcing options are prohibitive, notably supplier I.P., specialty processes, and

energetics. Finally, a supplier considered fundamentally “too-big-to-fail’; would be



causal to the total spend controlled by the supplier, coupled with their existing
infrastructure. Consider as an example a principal prime contractor, particularly in the

current state of defense where prime contractors have reduced through consolidation.

1.4. Thesis Statement
An analytical model is required to detect supply chain risks within the Defense

Industrial Base to improve materiel availability and reduce wasted defense spending.

This research aims to utilize graph theory to visualize and analyze the
dependencies within the defense industrial base. Existing principles, practices, and
analytic tools support this undertaking and allow for examining open-source spending
data to understand dependencies or connectedness and quantification of fragility in terms
of systemic risk. Quantification of fragility supports two novel approaches to assessing
and strengthening our industrial base. First, it measures the growing dependencies on
commercial providers, supporting risk management of items like obsolescence, capacity,
and availability (Gerber & Biggie, 2012). Secondly, this approach allows for a meta-level
view of the defense industrial base that supports modeling and simulation to evaluate
how failures propagate through the network.

This research reviews existing risk archetypes challenging the defense industrial
base. It argues that systemic risk can be better characterized using node centrality and
community detection, which would allow for a more targeted approach to developing and
strengthening the supply base if leveraged.

Leveraging graph theory techniques to model DIB relationships by total allocated
spend regardless of awarding agency, prime contractor, or material commodity, this level

of detail allows for centrality and commonality measures to quantify traditionally



qualitative risk areas. Doing so supports the application of forecasting budget allocations
over the DIB for future impact assessment or mitigation.
1.5. Research Objectives

Develop and validate a scalable risk management framework that leverages
quantification of fragility as the basis to support predictive and prescriptive defense
material procurement analysis. The output provides cognizant acquisition personnel the
supply-based visibility insights to act confidently in sourcing, lower-tier industrial
investment, and defense base industrial consolidation risk review. This research serves as
a critical component of a more comprehensive solution to the strategic development of
the U.S. industrial base strengthening effort currently being undertaken by the DoD
(United States Government Accountability Office, 2018).

Objective One: Provide acquisition agencies with lower sub-tier acquisition
visibility across systems and agencies. Facilitate alignment on points of fragility to
improve the efficiency and effectiveness of base development funding.

Objective Two: Detect and evaluate potential disruptions in defense material
supply and weapon system availability.

Objective Three: Support the development of a resilient defense industrial base.
1.6. Research Questions and Hypotheses

These defense industrial base analytics can help the DoD make more informed,
faster decisions. These analytics are outputs of building an architecture that matures data
usage from a disparate set of acquisition data detailing sources, historic dependencies,
and market contraction rates into a descriptive and ultimately predictive output that

provides visibility across the entire industrial supply chain.



RQ1: How does the Defense Industry measure supply chain failure?

RQ2: What network measures are associated with supply chain failure?

RQ3: How is network failure related to supply chain risk?

H1: Supplier centrality and community measures are associated with supply chain

risks.

H2: Comparative significance of supplier failure in a defense supply chain can be

quantified using open-source data.
1.7. Scope of Research

This research in fragility quantification within the DIB targets acquisition
professionals supporting the USG and prime contractors involved in DoD Supply Chain
Material Management (Department of Defense, 2019). The immediate focus is on first-
tier suppliers supporting prime contractor program execution to support unclassified
systems procured to support the national defense. Most supplier analysis is domestic to
the U.S. there is a component of foreign influence on the supply base, and therefore some
international supplier relations are explored. All major NAICs are in this analysis;
procurement is by acquiring agency. NAICs and PSC of first-tier material compose the
network supporting system-level procurement by the respective acquiring agency.

Subsequently, this research covers a range of unique commaodities, virtually all
first-tier material required to support system-level integration. Integration includes but is
not limited to circuit cards, energetics, electromechanical systems, composites, and
structures. Historical spend data is compiled from U.S. federal government fiscal year 14
(FY14) through fiscal year 20 (FY20). Fiscal year 21 (FY21) and beyond supports

planned acquisitions used to project or predict future sub-tier supplier spend.



1.8. Research Limitations

This research is limited to unclassified, open-source acquisition data, no prime
generated or propriety data is within the analysis. Therefore, the analysis is subject to
contractor reporting accuracy per the Federal Funding Accountability and Transparency
Act of 2006 (FFATA). FFATA requires disclosure and public access of any federal
contract, grant, or loan of more than $25 (109th Congress, 2006). Data reporting is
limited to first-tier suppliers; subcontract award information contains awardee, DUNS
information, parent company information, award date, program usage, and material type.
1.9. Organization of Praxis

This Praxis organization is as follows: the introductory section includes a
historical review of the efforts associated with defense base risk characterization.
Historical efforts augment a detailed literature review that also introduces the rationale
for the selected research methodology. This selected methodology is then thoroughly
described in a methodology overview containing numerical examples, use cases, and
foundational mathematics. These mathematical principles provide results illustrating the
application of fragility measurement using systemic centrality and systemic communities
in the U.S. defense industrial base. These measures map into traditional risk disciplines.
Historical data and trend analysis justify correlation to their respective risk archetypes
and where projected awards facilitate a view of predictive risk measures. Research
conclusions can be based on the output of risk analysis efforts and inform future research

recommendations.



Chapter 2 — Literature Review

2.1. Introduction

Learning more about the differences in risk quantification and management within
complex networks will help develop a more effective framework for addressing risk and
fragility in the United States DIB. This literature review’s key themes are assessing
fragility in the DIB, traditional risk management methodologies, characterization of risk
in supply chains, and utilizing centrality measures to identify systemic risk. A
summarization of identified sources illustrates the patterns shaping each theme’s
respective direction and state. Following these theme reviews is an overview of identified
debates, contradictions, and gaps within this literature set, of which this research provides
a set of solutions. Finally, a conclusion summarizes key findings and their respective

impact on the methodologies selected for this research.

2.2. United States Defense Industrial Base Fragility

Core to the current practices of identifying fragility within the U.S. DIB is the
concept that regardless of the manufacturing sector, there are generally accepted macro
forces that serve as market-shaping forces. These macro forces are well described and
data-backed in the 2018 Department of Defense report on strengthening and assessing the
U.S. DIB (Department of Defense, 2018). The report focuses on the following trends
causing erosion in U.S. manufacturing capacities and capabilities: uncertainty in spend
patterns and future demand forecasts, average annual base contraction rate of roughly
three percent, barriers to entry for new suppliers, competitive international industrial

strategies, and fading domestic interest and capability within STEM and trade skills.
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Figure 1 — Reductions in vendor count for critical procurement areas (2010-2017)

These macro forces influence risk factors within the DoD base assessment report
and drive consistent base contraction per Figure 1, but they are not direct risk categories.
The distinction of macro forces constraining the base as opposed to risk types is essential.
It serves as a foundation for understanding the direct U.S. concern of “fragility” within
the industrial base. These broad industrial-based trends generate an operational
environment where base contraction inherently narrows spending to a smaller subset of
capable providers. Consequently, fewer suppliers are responsible for more acquisition
demand while simultaneously being disincentivized to invest in internal capacities by the
uncertainty of long-term demand for weapon system material requirements. As a note,
supplier reductions can be a viable means to building a simplified and more sustainable
supply chain (Beamon, 1998). The challenge within the current state of the U.S. DIB is
that these supplier reductions are related to qualified providers leaving the market instead
of a strategic plan to simplify the supply chain. As stated by Sean Stackley (Former

Assistant Secretary of the Navy), “the difficult reality is today’s defense industrial base is

10



fragile, less competitive, has limited U.S. growth opportunities, and continues to face an

uncertain defense and national budget environment.”

The result is the realization of systemic DIB fragility. A state where large
consolidated and highly coupled prime contractors are procuring or reliant on material
solutions from fewer sourcing options at all base levels (Aitoro, 2020). The DoD loosely
aligns fragility with the criticality of a supplier. The basis of supplier criticality is the
DoD’s mission-based Critical Asset Identification Process (CAIP). Alternatively, specific
characteristics of procurement type, single supply sources, or considerable contract value
characterize critical suppliers or systems. Senate report 114-49 (2016) serves as an
example of applying this criticality assessment. The output compares ranked essential
programs in operational criticality compared against a listing of single-source suppliers
providing critical material. This view of critical programs and single failure supplier
points allows quantifying a dimension of base fragility (United States Government
Accountability Office, 2017). This approach essentially assigns a fragility measure based
on a supplier being either sole source or contracted for a considerable portion of the
program acquisition budget while also being a provider for a system or service deemed

critical by CAIP assessments.

Supply Chain Fragility outside of the U.S. Industrial Base

Few research efforts narrowed their scope onto quantification of fragility;
however, some attempts to measure the antithesis of fragility in the form of robustness
provide ordinal scales or traditional risk measurement methodologies (Krajnc & Glavic,
2005). Within the context of a global supply chain, the macro forces driving fragility into

a supply chain are fundamentally different from the forces challenging the U.S. DIB.
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Specifically, the increasing diversity and complexity of the material, international
distribution cycles, and the growing size and complexity of global supply chains. A few
novel approaches to quantifying fragility independently of risk are present in global

supply chain management practices:

Levner utilized an entropy-based optimization model to understand supply base
contraction’s impact in propagating economic loss throughout a supply chain (Levner &
Ptuskin, 2018). Levner et al. associate a “ripple effect” with realized risk in supply
chains, but their entropy-based approach supports quantification of material disruption
because of critical dependencies. This approach directly relates to the overarching idea of

measuring fragility in a supply chain.

Stonebraker et al. associated the macro forces responsible for creating weak links
in a supply chain as direct measures of fragility and sustainability. Their output was a
framework for a novel fragility modeling application where the output of a
sustainability/robustness assessment served as an indication of the need for a supply
chain professional to focus on fragility factors as means to improve the robustness of the

overall supply chain (Stonebraker, Goldhar, & Nassos, 2009).

2.3. Traditional DoD Materiel Risk Management

United States DoD risk management principles and guidelines align with both
domestic and international industry standards. One of the U.S. Defense Acquisition
System’s six fundamental tenets is establishing an operating policy facilitating active risk
management (Department of Defense, 2003). The framework supporting active risk
management within the DoD is DoD Instruction 5000.02, which incorporates risk

management practices throughout the entire acquisition lifecycle (Department of
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Defense, 2003). Program managers are responsible for managing weapon system
programmatic risk (Department of Defense, 2003). This lifecycle systems view facilitates
a holistic view of the cost, schedule, and technical risks and opportunities facing a
program regardless of the current development, execution, or acquisition stage. This risk
framework’s breadth, coupled with the criticality of effective risk management, requires
decomposing crucial risk management requirements into an executable architecture.
Many DoD resources are available to augment DoDD 5000.01 and DoDI 5000.02,
notably the DoD Risk Management Guide for Defense Acquisition Programs, which
provides a detailed execution-facing view of risk identification, analysis, and mitigation
processes (Defense Acquisition University, 2011). DoD directives distinguish mandatory
policies from recommended guidance; from an execution perspective, the DoD view of
risk management aligns with International Organization for Standardization (1SO) 31000.
Specifically, risk management is the process of identifying, assessing, and prioritizing
risks, issues, or opportunities (ISO 31000 Risk management, 2009). Risk refers to
uncertainties, and in line with traditional risk management, the net risk is viewed as the
quantified probability of an undesirable event occurring, coupled with its respective
consequence or impact (Hubbard, 2009).

DoDI 5000.02 requires a robust risk management system at all levels of the
acquisition process; this risk management framework flows to prime contractors and
subcontract suppliers (Department of Defense Instruction, 2013). As the system matures
from concept development through deployment, programs actively assess and manage
development, integration, schedule, and technical risk. Of these phases, the DoD

specifically mentions supplier management concerning sub-tier material procurement
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within the Engineering and Manufacturing Development (EMD) Phase, Production and
Deployment (P&D) Phase, and Operations and Support (O&S) Phase (Department of
Defense, 2014). Acceptable risk levels assume mitigation and favorable execution in the
following standard audits or gates: EMD — Production Readiness Review (PRR). Supplier
manufacturing processes, quality systems, material availability, and production systems
mature to support low-rate initial production (LRIP). P&D - Physical Configuration
Audit (PCA). Supplier risk management process audits quantify supplier manufacturing
risks, and manufacturing processes require statistical process control. O&S — In-Service
Review (ISR). DoD strategies shift primarily into a monitoring focus, specifically, part

availability, engineering change requests, obsolescence, and safety management.

To augment the fidelity of supplier risk management, DoDI 5000.01/.02 leverages
DoDI 4140.01 Supply Chain Material Management Policy. DoDM 4140.01 provides a
more direct supply base facing the risk management process. This instruction details
procedural guidance for material management beyond the risk and opportunity process,
requirements derivation, demand planning, and counterfeit material mitigation. However,
the core principles of identifying, assessing, and mitigating threats are maintained. This
policy establishes a requirement to proactively manage risks to improve materiel
availability by focusing on managing disruptions to the DoD supply chain from

beginning to end” (Department of Defense, 2019).

2.4. Characterization of Supply Chain Risk
This section will focus on traditional supply chain risk and the generally accepted
methodologies for quantifying and managing risk (Asbjarnslett, 2008). Supply chain risk

management (SCRM) relates to the strategic management approach of risks, issues, and
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opportunities impacting a supply chain based on an organizational approach to assessing
a respective event’s potential consequences (Hallikas, 2004). SCRM directly leverages
risk management tools in collaboration with supply chain professionals, both internally
and externally. They focus on translating uncertainties of logistic and material flow
efforts, material availability, or resources into an actionable plan for execution. Supply
chain networks are inherently complex and dynamic; therefore, SCRM frameworks
provide effective risk management over a broad operational environment. Fundamentally,
SCRM is the principle that an enterprise needs to prevent material disruptions throughout
its entire supply base or supply chain. Critical measures of effectiveness are a systematic
means to identify potential disruption sources. They are an enterprise approach towards
assessing internal supply chain risks and the assessment of sub-tier supplier risk. In this
model, supply chain professionals manage identified risks and systematically monitor
disruptions or disruption sources (Blackhurst, Scheibe, & Johnson, 2008).

By definition, a supply chain inherently relies on connected critical providers,
knowledge points, or handoffs, where a failure within the chain disrupts its coupled
partner. In each respective reliance, uncertainty manifests as vulnerability; SCRM
reduces vulnerability throughout a supply chain’s entire value stream (Hallikas, 2004).
Supply chain risk exists in multiple dimensions: natural disasters, raw material shortages,
market forces, distribution challenges, or product or part technical maturity. This broad
range of risks translates into a considerable exposure position that scales with the
enterprise’s size and complexity (Finch, 2004). SCRM typically incorporates the
following processes as part of the risk management framework: identification,

assessment, mitigation, acceptance, and monitoring of supply chain risks (Chopra &
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Meindl, 2009). It is a relatively heterogeneous literature base for SCRM. The majority
rely on traditional risk measures to influence action that can improve the agility or
robustness of a supply chain. Supply chain agility is the speed an enterprise can react
with should disruption or threat emerge within the supply base. Quantifying this measure
is the manufacturing lead time for supplier material, where minimizing the make-span or
procurement-span for the material is optimal. Also included in supply chain agility is the
responsiveness of changing to market needs. The organizational goal is to build a supply
base capable of transitioning to a different or modified material solution without
impacting delivery reliability. Supply chain robustness shares some similarities with
supply chain agility. The notable delta is not an organization’s ability to adapt, but the
quantified incurred disruption of a singular event. When a change occurs in a robust
supply chain, the supply base inherently provides more time to plan a course of action.
Additionally, a supply chain’s robustness measures its ability to perform its functions in a
degraded state. Using a major natural disaster as an example of a disruptor, if an
impacted supply base can maintain deliveries without a strategic shift in execution, it
would be fair to say that the base was robust and not impacted by a singular event.
Quantification of supply chain risk is the product of a consequence in terms of an
event’s cost impact or material disruption incurring schedule increase compared against
the events’ likelihood. This product approach prioritizes and characterizes the risk and
opportunity spectrum (Hubbard, 2009). This approach is the most popular methodology
for quantifying risk within a supply chain and in the broader sense of risk management.
Regardless of this approach’s debatable effectiveness, it is, as stated, widely accepted

within supply chain professional organizations (Manuj & Mentzer, 2008).
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Factors likely to disrupt a supplier, product, program, or service establish risk
archetypes; these archetypes help suggest the likelihood of impact realization (Outdot,
2010). Traditional supply chain measures supporting this quantification are a supplier’s
financial viability, operational capacity, or a quantifiable supplier resiliency score.
Additionally, certifications provided by compliance organizations such as 1SO or the
National Aerospace and Defense Contractors Accreditation Program (NADCAP) indicate
a low likelihood of an adverse event occurring via a supplier’s successful acquisition
retainment of certification. Finally, quantification of supply chain risk in customer value
is germane in industry practice, where the primary measure is on-time delivery and order
correctness. Supply chains with risk in a customer value dimension manage threats
associated with procuring the wrong or defective products within their demand portfolio
(Nishat, Banwet, & Shankar, 2006). This risk dimension aligns with traditional quality
management systems; defects per unit, the accuracy of an order, or rework cycles (Rao &
Goldsby, 2009).

2.5. Centrality and Community Measures of Criticality

Provided a sufficiently complex network exists, there will inherently be
relationships between highly connected nodes or tightly coupled nodes within a localized
area (Newman M. E., 2008). The well-defined principles and power laws that support
these concepts stem from social network analysis and are both long-standing and proven
(Bonacich, 1987). There is a nearly endless amount of research available where the
application of centrality measures supports critical nodes or vertices identification within
a network for a range of practical purposes. Most notably, the continued evolution of the

use case of modeling influence in a social network (Wang & Street, 2015). Beyond social
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networks, these methods are used in biology research to identify critical species in
pollination communities (Gonzélez, Gonzalez, Dalsgaard, & Olesen, 2010). They are
prevalent in health research to assess associations between network centrality measures
and health in a retirement community (Schafer, 2011). They are also extensively
leveraged within the financial industry to identify and assess financial firm risk (Chan-
Lau, 2018). The common link in each approach is a need to understand the internal
relationships of the network to support the characterization of node importance or
insignificance.

Centrality and community indices directly answer what is fundamentally
important to a node, vertex, or network. The output is a tangible function providing
absolute values for node and flow importance concerning the analyzed network. As stated
above, the word “importance” can relate to a range of actual definitions based on the
analysis’s intent. TWO general categories of “importance” have been proposed (Vivas,
Sant’ Anna, Esquerre, & Freires, 2019). First, centrality indices reflecting network flow;
these are critical nodes predicated on the classification of centrality based on the flow
considered vital to a network (Opsahl, Agneessens, & Skvoretz, 2010). For example, in
financial network analysis, the amount of money flowing from firm to firm, where the
out-strength of a node reflects its transfer of funds, and the in-strength represents receipt
or acceptance of funds (Chan-Lau, 2018). This example quantifies node importance in a
minimum of two dimensions; dependency on money distribution (out) and the total
holdings or receipts (in). Secondly, “importance” can be measured in terms of the
coupling of nodes within a network. For example, in the modeling of pollination

generalist species of plants, a tightly couple sub-network of nodes increases the

18



probability of cross-pollination among the subsets (Alvarez-Socorro, Herrera-Almarza, &

Gonzalez-Diaz).

Figure 2 — Visualization of dimensions of “importance ” within a network

This example quantifies node importance in terms of the impact or influence on
neighboring nodes. These concepts of “importance” are illustrated in Figure 2 (Ullrich &
Kamp, 2021). Node importance and quantification of systemic critical nodes will shift
based on the modeled network (Malliaros & Vazirgiannis, 2013).

2.6. Network modeling of supply chains

Modeling a supply chain system with network science techniques to establish
material and information flow relationships is an accepted commercial practice. The
earliest example of this application is Forrester’s supply chain model (Forrester, 1961).
Forrester’s supply chain used a multi-agent system to identify each involved entity's
structure and communication rules. As network science matured, the application within
SCN improved, basic network models trended towards three standards: random graphs
(Erdés & Rényi, 1959), small-world networks (Watts & Strogatz, 1998), and scale-free

networks (Barabasi, & Albert, 1999). Most real-world SCNs act as complex systems and
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tend to have power-law exponents that classify them as scale-free network topologies

(Perera, Bell, & Bliemer, 2018). The growth of the network drives this behavior; as new

suppliers join the existing SCN, there is a higher probability that new suppliers will link

with an existing node with many existing links. This emergent behavior establishes the

network topology and supports analytical measurement to characterize material and

information flow (Costa, Rodrigues, Travieso, & Villas Boas, 2007).

Table 1 — Measures of Centrality and Applicability

Item Basis Measure  Applicability Source
Prominence score In-degree and out- (Perera,
based on the number of Direct degree measures to Bell, &

Degree
edges connected to connections better understand the Bliemer,
each node flow of material 2018)
High betweenness
The number of times a (Estrada,
Network indicates critical
Betweenness  node lies on the Higham, &
efficiency  suppliers that are
shortest path between Hatano,
of flow highly active within
other nodes 2009)
the network
Suppliers with high
Time required
closeness centrality
to spread information
Shortest levels support
from a node to the (Buechel &
paths assessment of
Closeness other nodes in the Buskens,
between all  bullwhip effect
network. Identifies the 2013)
nodes impacts (Xu M; Liu

“gate-keepers” within

the network
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EigenCentrality

PageRank

Authority

Represents the relative

strength or influence

Node

over other nodes in the

influence
network
The assigned score
reflects influence
within the network, Node
PageRank also Influence
considers link direction
and weight
Proposed the notion of
“authoritative”
information sources as Link
the relationship Analysis

between a nodes link to

hubs

Quantifying the
propagation of failure (Ruhnau,
tied to disruption of a 2000)
supplier
The extent of failure
propagated through a

(Page,
community of

1998)
suppliers or across a
commodity
Quantifies the singular
importance of a node (Kleinberg,
without the bias of hub 1999)

criticality

Depending on the network under evaluation, implications at the node and

network-level may shift. Table 1 lists critical node-level metrics along with their

foundation principle and applicability within network modeling.

Table 2 — Measures of Community and Applicability

Item Basis Measure Applicability Source
Edge count of the Supports quantification
Network (Abd-El-Barr,
shortest path across Complexity  of local community
Diameter 2009)

the network
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The level of Higher density (Bendle &

Network
interconnectivity Connectivity  indicates a more robust Patterson,
Density
between nodes supply chain 2008)
The level of Assessing local node
Clustering Subsystem or (Brintrup, et
coupling nodes community
Coefficient neighborhoods al., 2016)
demonstrated dependencies
The strength of the
(Fortunato,
allocation of Subsystem or  Detecting community
Modularity Barthelemy, &
subsystems within neighborhoods  structure
yes, 2007)

a network

Table 2 lists network-level metrics used to analyze the network's topology similar
to the aforementioned node-level analysis. These network-level measures augment the
centrality measures previously discussed to quantify the relationships among nodes.

2.7. Supply Chain Robustness

Failures within an SCN occur as either ‘random’ or ‘targeted’ (Perera, Bell, &
Bliemer, 2018). In this context, ‘random’ corresponds with a probability of failure
associated with a supplier (Xu, Wang, & Zhao, 2014). In a practical application, this
would indicate disruption of supply through the loss of a supplier via failure modes align
with GAO risk areas for material sourcing: supplier financial viability, loss of skill,
obsolescence, or natural disaster. Counter to these failure modes, ‘targeted’ failures refer
to an adversary selecting a specific node to compromise (Cohen, Erez, Ben-Avraham, &
Havlin, 2000). In this case, the probability of selection is a function of the node’s degree
or connectedness, as a node with more connections impacts a more significant portion of

the network. This balance of the distribution of failure probabilities results in scale-free
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networks being resilient to ‘random’ failures but inherently more vulnerable to ‘targeted’

attacks than random or small-world networks (Ruj & Pal, 2014).

2.8. Debates, conflicts, contradictions, and gaps

This subsection contains identified debates, conflicts, and contradictions related to
this report's research objectives as detailed within Research Objectives. Reviewed
literature suggests over two hundred measures of centrality, each built on different
network analysis properties (Jalili, et al., 2015). This spectrum of centrality measures
means that the node ranking output is a function of the analysis measure utilized. The
value proposition or accuracy of an individual measure and the advantages of using
multiple centrality measures to define node importance is unclear (Oldham, et al., 2019).
Chan-Lau (2018) points out practical issues with dense and sparse networks, particularly
concerning community detection. Solution sets exist to either reduce network complexity
(Vincent D. Blondel, 2008); or mathematically support augmentation of the network in
support of computing centrality indices on large and sparse networks (Brandes, 2001).
Provided any network manipulation is required, a complete understanding of any impact
on centrality indices is necessary. The U.S. Department of Defense leverages total cost or
spend with a contractor or subcontract as a basis for criticality. This approach, coupled
with a focus on single-source suppliers, creates a challenge in the form of fragility points
in the DIB being effectively “hidden,” particularly for lower-tier suppliers providing
component-level material for subsystem integration.
Identified Literature Gaps

The following items reflect identified missing concepts within the reviewed

literature set and represent weaknesses as part of the subject research: Lack of baseline
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methodology for identifying the impact of a loss of supply in the U.S. DIB. Disclosed as

part of Senate Report 114-49, the report stated it “did not identify the severity of the

operational impact of the loss of (key) suppliers” (United States Government

Accountability Office, 2017):

Unquantified measures of effectiveness for centrality measures used for
prediction; specifically, computation of the centrality of a node is a snapshot in
time. In supply base modeling, financial analysis, and biology applications of
network analysis, we are also interested in knowing the potential importance of a
node or community in the future. The current centrality indices representing a
network are not automatically a valuable forecast of future centrality. (Yang,
Dong, & Chawla, 2015)

A case for an optimistic view of the future U.S. Defense Industrial Base due to the
DoD’s actions is taking on the recommendations of their 2018 assessment of the
industrial base resiliency. Specifically, there is a concerted effort to evaluate and
revise current industry base policies that dissuade supply base growth through
new nontraditional suppliers (Cox, Moore, & Grammich, 2014). The DoD is
providing direct to base funding through the Defense Production Act (DPA) Title
I11, Manufacturing Technology (ManTech), Small Business Innovation Research
(SBIR), and Small Business Technology Transfer (STTR) programs (Office of the
Secretary of Defense, 2021). Limited data or research is available to measure
these programs’ effectiveness and their approaches towards building a more

robust supply base.
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2.9. Summary and Conclusion

The reviewed literature suggests that there are advantages to using fragility
measures in supply chain risk management when fragility or “importance” is quantified
using centrality and community indices. The presence of these network analysis
techniques exists throughout the literature reviews; conceptually, the idea of
understanding critical nodes and their impact on the network is fundamentally accepted
and in practice. Furthermore, risk management principles and practices in the defense
industry accurately capture and quantify risk. Current research supports the application of
centrality measures to quantify fragility in the U.S. DIB and map those fragile suppliers

to traditional risk measures.
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Chapter 3 — Methodology

This section describes the application of graph theory methods utilized to model
relations within a supply chain network. Following model generation, traditional network
analysis methods characterize relationships between suppliers, respective source
criticality, and transport dependencies. These outputs’ characterization manifests as either
systemically central, tightly coupled, or a central and tightly bound node within a
community. These quantified centrality measures or communities facilitate a proposed
risk framework where relative systemic risk, network fragility, and imbalance are

assigned.

3. Introduction

Simply evaluating macro risk forces and imbalance in spending is insufficient to
capture the dimensions of risk present in defense acquisition. The defense industrial base
and supply chain acquisition is a complex and continuously evolving system; simple
metrics and macro risk forces cannot identify threats at a discrete level and cannot
provide insight into their discernible impact on the network’s entire state. Systemic risk
measures derived through this section’s methods provide a higher-fidelity analysis of the
industrial base and a more detailed understanding of the potential modes of network

stress and failure propagation.

This report's foundation for systemic risk measurement is predicated on network
analysis principles and practices related to social and financial network analysis
applications. Core to this methodology is firm or forecasted demand, capital spending,
and commodities. Any measure of defense industrial base risk must involve material or

system demand. These demands manifest as a material forecast or plan; inherently, the
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provided goods or services become an output of the respective entity supporting demand
fulfillment. Capital spend facilitates the contractual execution of this demand fulfiliment,
where spend to qualified suppliers or providers results in compliant material solutions
within the commodity or material type demanded. This demand execution materializes in
a network graph of the defense industrial base as nodes (organizations or entities) and
edges (direction of spend, material, or information). Network analysis highlights discrete
node to node dependencies (supplier and prime contractor contractual relationships). It
provides insight into individual supplier dependencies with larger community structures
or the entirety of the industrial base (macro-view). Within this context, each supplier or
organization is an aggregate of their distributed (received or provided) spend related to
the commodity analyzed; measuring or monitoring these contractual dependencies exists
as the basis for the derived systemic risk, fragility, local risk, or imbalance identified.
Contracts in the form of budget authorization, prime award, or discrete supplier purchase
orders establish node-to-node connections in the form of their natural awarder and

awardee structure. The respective value of the contract establishes the edge weight.

3.1. Data Aggregation and Network Structure

This research is limited to unclassified, open-source acquisition data supported
through FFATA,; this analysis does not contain prime contractor propriety data.
Supporting data is aggregated by fiscal year beginning in FY15 and continuing through
quarter one of FY21. This report contains public USG open-source spending regardless
of cognizant agency. For example, source data includes Department of Energy spending

that is not necessarily relevant to Department of Defense supply chain networks.
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Network Structure

A generative model provides the supply chain topology; this model intends to
generate an instance of the network topology. The resulting topology is a static model
comparing node-level and network-level measures against their respective trends over
time. Supply chain edges could include direction based on the analysis type, notably, the

intended directional flow of material, capital, and information.

Funding Organization
Example: Department of Defense,
Department of Transportation, Department
of Energy

Procuring Organization
Example: Department of the Army.
Department of the Navy, NASA. DCAA,
DCMA

Commodity Code
Example: NAICS or PSC (Aircraft,
Missiles, Shipbuilding)

Prime Contractor
Example: Raytheon Technologies,
Lockheed Martin, Boeing, MITRE, BAE

Sub-Contractor (Direct Spend)
This is the primary industrial supply base.
Examples: TTM. Aerojet, Ducommun,
Carleton, Cobham

Sub-Contractor Parent
Parent or controlling company (if
applicable). Example: Berkshire Hathaway,
Honeywell

Figure 3 — Network Structure Hierarchy

In this application, monetary award flows from the funding organization through
the sub-contract parent; Figure 3 illustrates this relationship and the comparative size and

influence of the lower tiers of the industrial base.

Table 3 — Network Structure Composition

Level Entity Contribution

Material: None
Funding Organization
1 Capital: Enterprise Level Allocated Budget
(Entity)
Information: Forecasted Demand, Compliance, and Regulation
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Procuring

Organization (Entity)

3 Commodity (Item)

4 Prime Contractor

5 Sub-Contractor

Sub-Contractor

Parent

To further decomposing this hierarchy of relationships within the network,

material, capital, or information demands on each entity, Table 3 lists the contributions of

Material: None

Capital: System-Level Allocated Budget

Information: Procurement Authorization, Constraint Analysis

Material: Classification

Capital: Aggregated Spend

Information: None

Material: System or Program Level

Capital: Prime Level Aggregate Spend
Information: System Demand Planning, System Cost
Material: Provided Commaodities

Capital: Direct supplier spend

Information: Material Availability, Material Cost
Material: None (unless direct to contract)
Capital: Aggregate of wholly-owned subsidiaries

Information: Coupling of sub-contractor dependencies

each entity, highlighting the nature of relationships between nodes.

3.2. Network Measures

Centrality measures allow for identifying systemically critical nodes within the
network. These systemically critical nodes quantify specific contributors within the

network and better understand a network’s health and ability to transfer information,

material, or capital. While practical, these measures alone cannot quantify the

dependencies and potential network impacts of connected nodes. Particularly notable, the
complexity and size of a macro-view of defense procurement require an approach capable

of accurately decomposing highly interconnected nodes into communities. Doing so
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supports the quantification of fragility in the multiple dimensions it can exist. The usage
of community detection allows for analysis of tightly coupled suppliers, further
facilitating quantification of likely common failure-mode points within the network. As
with the applicability of centrality measures, multiple methodologies of community

detection are germane in network science.

3.2.1. Node Level Measures

This section describes the methods utilized to calculate centrality measures
leveraged to identify systemically critical suppliers in the supplier base. Additionally,
detailed explanations and underlying mathematics for the following centrality measures:
degree, closeness, eigenvector centrality, and the PageRank measure.

Degree (k) indicates the total number of direct connections to a node. In a
network with interdependencies, the node with the highest degree will have the most
significant number of edges. Further delineation of degree for directed networks by
assessing either the cumulative edges incoming to a node (in-degree) or the cumulative
edges leave a node (out-strength). The degree ki of any node i is defined below (1):

ki =Xja; (1)

In-degree and out-degree measures are meaningful within supply chain
networks, mainly when modeling a logistic chain’s material flow. Perera et al. propose
that within directed networks, suppliers with high in-degree are ‘integrators’ with value-
added content while suppliers with high out-degree are ‘allocators’ generally responsible
for the distribution of demand or resources (Perera, Bell, & Bliemer, 2018). Provided

below are the ki in-degree and out-degree of any node i (2) (3), where the measure of
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node i is, respectively, the sum of either the inputs or outputs of the network’s adjacency
matrix.

ki = Xjziaj (2)

ki = Yjziai (3)

Betweenness centrality is the sum of the shortest paths within the network that
pass through the node, thereby quantifying how “in-between” a node is within a network
(Freeman, 1977). The betweenness centrality of any node n is defined below (4), where
o, 1S the total amount of shortest paths through s and t and o, (v) is the sum of the paths
that pass-through v. Betweenness was normalized within these analyses by dividing node
pairs not inclusive of v so that the resulting value would reside between zero and one (5)

(Barrat, Barthelemy, Pastor-Satorras, & Vespignani, 2004).

IW) = e 22 (4)

N

g(v)—min (g) (5)

normal(g (17)) = max(g)—min(g)

Closeness centrality measures the distance from a specific node to all other nodes;
in this capacity, the measure acts as the reciprocal of ‘farness’ (Lozares, Lopez-Roldan,
Bolibar, & Muntanyola, 2015). Meaning a node with a high closeness measure is
inherently more near to all nodes within the network. The normalized closeness centrality
of any node (x) is defined below (6), where the distance between nodes x and y (d(y,x)) is

divided by the N total number of nodes in the network.

C(x) = —— (6)

2y d(yx)

31



Eigenvector centrality is the weighted sum of the centrality of nodes-connected
neighbors (Ruhnau, 2000). It is a relative score of the influence a node has in a network,
where influence is a function of the weight or importance of its connections within the
network. If matrix X gives the centrality scores of nodes, and the network’s adjacency
matrix is A, then each row of matrix X, namely x, is defined below (7). The solution of
the matrix equation is a function of a chosen eigenvector that is the largest positive value
for A resulting in a positive score for all nodes (Perera, Bell, & Bliemer, 2018).

Ax = Ax (7)

PageRank measures the relative node importance within the network based on
the number and quality of nodes linked to a respective supplier. A node connected with
higher authority nodes receives a higher score than a similarly connected node composed
of lower authority contributions. The PageRank value is derived from the equation below
(8), where x is the centrality vector, D is a diagonal matrix with diagonal elements equal
to the node’s out-degree, and 1 is the vector. The formula contains a free parameter set to
0.85 for all analyses completed within this report; 0.85 is consistent with the value
utilized within the Google search engine (Brin & Page, 1998).

x=D(D—ad)"'1 (8)

Authority is utilized in complex hyperlinked environments to establish a small
set of the most “authoritative” relevant results. The genesis of Authority is a link-based
model to define a web page's relevance based on its relation to hubs. Authority uses an
iterative algorithm that assigns weights based on relationships between hubs and nodes

within the network (Kleinberg, 1999). Interested readers can find the source code along
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with a detailed walkthrough of the algorithm structure in Authoritative Sources in a

Hyperlinked Environment?.

3.2.2. Network Level Measures

This section describes the methods utilized to calculate network-level measures
leveraged to identify systemically critical communities inherent to the network.
Additionally, explanations and underlying mathematics for four network-level measures:
network diameter, network density, clustering coefficient, and modularity.

Network diameter measures the total distance across a network. The diameter is
defined below (9), where I is the number of edges traveled in the shortest path from node
i to j (Perera, Bell, & Bliemer, 2018).

diameter = max;; I(i,j) (9)

Network density measures the realized portion of the potential connections
within the network. Networks with increased density indicate connectivity that is
favorable for material or information flow. The formula for density (10) is a ratio of the
average degree of all nodes <k> and the total number of nodes N in the network

(Valente, 2010).

<k>

The clustering coefficient measures the propensity for nodes to group into tightly
coupled clusters. Increased clustering coefficient indicates a higher local dependency

among nodes. The formula for the average clustering coefficient (11) defines N as the

! Kleinberg, J. M. (1999). Authoritative Sources in a Hyperlinked Environment. Journal of the ACM, Vol.
46, No. 5, 604 —632.
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total number of nodes, and Ci is the local clustering coefficient, where the output is a

clustering centered around node i (Watts & Strogatz, 1998).
C=2%1.C (12)

Modularity measures the distribution of network nodes into communities. This
measures formulation (12) compares the percentage of edges allocated within a given
group less the expected percentage of edges allocated if assigned randomly (Newman &
Girvan, 2004). Networks with higher modularity display increased communications
within the subdivided modules but suffer from a lack of continuity.

Q=X - ()% (12)

3.3. Fragility and Criticality Assessment

"Too-important-to-fail"

Systemic Fragility - "Too-connected-to-fail"

Figure 4 — Mapping Risk to Centrality and Community

The relationship between fragile and critical suppliers is vital to the research goals
of this report. Figure 4 depicts this relationship, where systemic fragility is the assigned

Authority score on the x-axis. As the Authority score increases, the dependency on the
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node also increases. This high dependency on a specific node constitutes fragility within
our model. Systemic risk is conveyed on the y-axis using Eigenvector centrality,
indicating a supplier’s strength or influence over other nodes in the network. Systemic
risk in this context is a function of the relationship or influence of nodes in the network.
A supplier with a high Eigenvector centrality benefits from being connected to other
influential nodes in the network. In this sense, a failure within high connected neighbors
is more likely to carry more significant network-level consequences than the failure of a
less connected source of supply. Finally, the supplier node size represents the number of
unique program contracts awarded to each respective supplier. These program awards
map to the DoD-issued contract identification number as awarded by the procuring
subagency.

Four zones form using this analysis technique. First, High-Systemic Risk and
Low-Systemic Fragility, suppliers in this zone carry considerable network influence but
have a lower connection strength or community impact. This zone should be free of
qualifying nodes as a weakly connected supplier cannot carry a high influence ranking.
Second, suppliers in this zone reflect the lower influence and community coupling with
low-Systemic Risk and Low Systemic-Fragility. Meaning they pose a low systemic
threat; however, this is generally an indicator of a competitive commodity area where the
distribution of spend supports subcommunities that are not dependent on each other for
execution. Third, High-Systemic Risk and High-Systemic Fragility, these suppliers are
considered imbalanced. They are critical to the network from a community perspective.
They also have a disproportionally significant award of unique program contracts. Their

consequence of failure impacts many DoD programs while also posing disruption within
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their local communities. Fourth, Low-Systemic Risk and High-Systemic Fragility, these
suppliers represent the absence of network robustness. These are sole or single sources of
supply within limited program awards. Their disruption translates directly into local risk

for impacted programs versus more considerable network-level consequences.

These measures are relative to the scope of the network analysis completed. For
example, the Department of Army spending analysis will result in a different set of
identified risks, fragility, and imbalance than the same analysis focused on Department of
the Navy spending. Moreover, the combination of both agencies will again shift
quantification and output. Furthermore, analyzing modules or communities within an
analysis will provide a different set of focus suppliers. This dynamic nature is critical for
identifying the specific threats for a cognizant program office or prime contractor and

understanding the overlapping or shared risk.

3.4. Utilization of Gephi®?

Gephi®? is an open-source software package described as a platform built for
exploring and manipulating networks (Bastian, Heymann, & Jacomy, 2009). The core
software package supports using force-directed algorithms to visualize network structures
based on user imported nodes and edges. Force-directed algorithms stabilize the forces of
repulsion of each node and the spring attraction between pairs of connected nodes. The
repulsion of nodes is subject to Coulomb’s law. The magnitude of the force of repulsion
between two nodes is proportional to the product of the assigned weights and inversely

proportional to the square of the distance between them. Spring attraction is subject to

2 Gephi.org © All Rights Reserved 2008-2017
3 https://gephi.org/
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Hooke’s Law, where the relation of connected nodes is in terms of stress and strain based
on the network connectivity or dependencies within the nodal structure. These techniques
serve as the basis for the utilized force-directed algorithm. The output visualizes a
complex network of supports with uniform spacing between nodes, the radial distribution
of communities, and minimal edge crossing. In addition to visualization algorithms,
Gephi has native statistical processing features that allow users to calculate centrality,

density, path length, network diameter, authority, modularity, and clustering coefficients.
Data Manipulation from Federal Spending Databases

The raw output of federal spending data contains sub-contract award line-item
detail beginning with the awarding agency and carrying through the parent organization
of each respective subcontractor. A simple excel based workbook accepts the raw

subcontract data and performs the following tasks:

1. Subcontractor name and location are concatenated based on the supplier issues
DUNS number. This delineation allows the network to maintain unique locations
for common suppliers; for example, Ducommun in Joplin, MO, produces
harnesses, and Ducommun in Monrovia, CA, produces composite aerostructures.

2. All data populates an indentured list (Figure 5), forming the directed nature of the

supply chain network.

Row Labels ~ Sum of subaward_amoui = IDENT '~ CONCATE
Department of Defense (DOD) $43,561,429,441 0 Department of Defense (DOD)
DEFENSE CONTRACT MANAGEMENT AGENCY (DCMA) $1,507,289,878 1 (AGENCY) DEFENSE CONTRACT MANAGEMENT AGENCY (DCMA)
336411 $1,363,859,188 2 (NAIC) 336411
BELL BOEING JOINT PROJECT OFFICE $89,746,230 3 (PRIME) BELL BOEING JOINT PROJECT OFFICE
FORE MACHINE COMPANY, INC., HALTOM CITY, TX $2,725,082 4 FORE MACHINE COMPANY, INC., HALTOM CITY, TX
(blank) $2,725,082 5 (PARENT) (blank)
PATRIOT MACHINE, INC., SAINT CHARLES, MO $2,640,975 4 PATRIOT MACHINE, INC., SAINT CHARLES, MO
(blank) $2,640,975 5 (PARENT) (blank)
SIFCO INDUSTRIES, INC., CLEVELAND, OH $658,339 4 SIFCO INDUSTRIES, INC., CLEVELAND, OH
SIFCO INDUSTRIES, INC. $658,339 5 (PARENT) SIFCO INDUSTRIES, INC.
TIMKEN COMPANY, THE, RUTHERFORDTON, NC $209,150 4 TIMKEN COMPANY, THE, RUTHERFORDTON, NC
TIMKEN COMPANY, THE $209,150 5 (PARENT) TIMKEN COMPANY, THE

Figure 5 — Indentured Network Structure
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3. An aggregated list of all line-item suppliers in indentured form serves as an initial
network node listing. Duplicate entries are removed before nodal assignment,
facilitating common node points.

4. Each unique supplier and location are issued a node assignment (Figure 6).

Department of Defense (DOD) 43561429441 O 1 1 0 0 0 oo o 0o o 0o 0o 0o 0 100001
(AGENCY) DEFENSE CONTRACT MANAGEMENT AGENCY (DCMA) 1507289878 1 0 17 1 0 o0 o0 o "0 o "o o 20001
(NAIC) 336411 23395810240 2 0 1 7o 1 1 1 7o o "o o "o o "o 0 300001
(PRIME) BELL BOEING JOINT PROJECT OFFICE 8105517459 3 0 170 1 0 17 170 o "o o "o 0 400001
FORE MACHINE COMPANY, INC., HALTOM CITY, TX 11867564.04 4 0 170 1 0 170 17 170 o "o 0 500001
(PARENT) (blank) 15094120068 5 0 1 7o 1 0 1 7o 1 7o 1 7 1 7o 0 600001
PATRIOT MACHINE, INC., SAINT CHARLES, MO 30009433.16 4 0 170 1 0 170 17 2 "o 170 0 500002
SIFCO INDUSTRIES, INC., CLEVELAND, OH 837199236 4 0 170 1 0 170 17 3 "o 170 0 500003
(PARENT) SIFCO INDUSTRIES, INC. 837199236 5 0 170 1 4 170 170 3 7 2 "o 0 600002
TIMKEN COMPANY, THE, RUTHERFORDTON, NC 542184126 4 0 170 1 0 170 17 42 "o 2 "o 0 500004
(PARENT) TIMKEN COMPANY, THE 15244202 5 0 170 1 4 170 170 4 71 3 "o 0 600003
HONEYWELL INTERNATIONAL INC., PHOENIX, AZ 2895090713 4 0 170 1 0 1 7o 17 s "o 3 "o 0 500005
(PARENT) HONEYWELL INTERNATIONAL INC. 2809306151 5 0 170 1 4 1 7o 1 7o s T 42 "o 0 600004
EFW INC., FORT WORTH, TX 8424284559 4 0 170 1 0 1 7o 17 6 "o 42 "o 0 500006
(PARENT) ELBIT SYSTEMS LTD 1158119024 5 0 170 1 4 1 7o 1 7o 6 "1 s "o 0 600005
CEF INDUSTRIES, LLC, ADDISON, IL 291198195 4 0 170 1 0 1 7o 17 7 "o s "o 0 500007
(PARENT) Transdigm Group Incorporated 3392395223 5 0 1 7o 1 0 1 7o 1 7o 7 7 6 0 0 600006
ROYAL ENGINEERED COMPOSITES, INC., MINDEN, NE 804043061 4 0 170 1 0 1 7o 17 g8 "o 6 "o 0 500008
SAFRAN LANDING SYSTEMS CANADA INC, AJAX, 0 41453048.26 4 0 170 1 0 1 7o 17 9 "o 6 "o 0 500009

Figure 6 — Nodal Assignments issued to each supplier

5. The indentured structure assigns edges: the direction of funding allocation reflects
the network flow; the value field indicates the sum of the total subcontract awards
to the respective node.

6. Both the nodal and edge assignment outputs convert into a format that Gephi

readily imports.

Layout Algorithm is Applied

Layout algorithms serve to shape the graphical output. Our analysis uses force-
directed algorithms with the purpose is to position the nodes of the supply chain network
in a two-dimensional space in a manner that minimizes edge cross-over. Yifan Hu
Multilevel layout supported the analysis efforts contained in this report. Yifan Hu is an
efficiently executed algorithm with exceptional quality on large graphs. It leverages a
force-directed model with a multilevel algorithm to reduce the network complexity. A

Barnes-Hut calculation approximates the repulsive forces on one node from a cluster of
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eccentric nodes (Hu, 2005). The process for translating cleaned DoD data into Gephi® is

as follows:

1. Preassigned nodes and edges imported into Gephi®. In the directed graph

example shown in Figure 7, 4,538 nodes and 7,580 edges are present.

Figure 7 — Node and Edge Import

2. Yifan Hu Multilevel layout force-directed algorithm (Hu, 2005) applied in Figure

8.

Figure 8 — Yifan Hu visualization of Guided Missile spending
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3. Gephi® offers a package of statistics and metrics for network analysis. Figure 9

provides examples of the native output.

Closeness Centrality Distribution Eigenvector Centrality Distribution

500
450
100 : 400
350

300

Count
=]
Count

250

200 1|
. 150

30

0 - 3, - 100

10 : H 50
0 : e

Value 0 R 1

Figure 9 — Native Gephi(R) metric output examples

4. Appearance manipulation supports community structure analysis. Figure 10
shows nodes colorized using their modularity assignments. This color assignment

provides an immediate visual representation of the community structure.

Figure 10 — Aircraft SCN Visualization
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5. Gephi® Data Laboratory shown in Figure 11, results are exported for network

metric analysis and post-processing.

u label  Interval vabe InDe.. Outn. Degree Weighied.. Weighted .. Weght. Ecce... Closenes.. HamoricCose.. Betweemne... Auth.. Hub  Mockia.. Page.. Comp... StronglyC..
100001 [pepart... s486L... |t ] 10 [s486188L.. 109730327 [1695922.. 6.0 [0.210976 [0.228176 o0 oo o | 0.000352[0 1480
200001 _DEFEN... 1083... |1 g a 10430145... [5486516388.2/6529530... [5.0__[0.265044 [0.298177 pa7.0%563 00 0.0 |54 0.000385[0 1479
300001 336911 191%... 6 165|171 (11499931, [299918655... 1449511, |30 [0.350042 |0.4%703 471685594 00 0.0 |5+ 0.0012240 142
400001 _pLOGK... orra.., |1 1 2 2174901 477,30 [0.41767L_0.4353%3 220537 oo oo o 0.000358[0 1921
500001 _|NORT. 37, [0 [187 [« 46005455... 294000351, |4894545...[20 (0,714 0.800643 40175705953 0.0 0.816485[0 0.0%6 [0 3%
500001 _[CALCU. 380026 |1 1 2 W00%6.0  [3800%.0 [7600520 [10 |10 10 1310 03500 |1 0.000518[0 355
700001 (CALCU. 0026 |1 o f 0 po ®00250 0.0 0.0 0.0 b0 oo po |t 0.000752[0 =
600002_|COAST... 31410, |1 o 0 (28265723, 150.0 [2626972... 00 [p.0 0.0 0.0 0.0569350.0 o 0.000518[0 353
700002 _[(plark).. 61035... Jo o o 0.0 Joo joo 0.0 oo 0.0 oo 0.0 0.0 2 0.000352[ 1481
|s00003 fcop, s s |1 |5 [ssoovere. [1stsizenr.. [pssio.. [to |1 ) 7amcs  joomampe |3 poowsmo [
700003 _(UNITE s5007.. 15 o 15 [5605909... [0.0 505430, 0.0 0.0 0.0 b0 oo po |» 0.007383(0 =
500004 FARRI... 16223, [6 2 3 162235186.0[222317436 46 4552%6... [L0___ |10 10 se0s ot oo | 0.000774)0 £
700004 _iarrs o2 2o 2 185331719.6)0.0 5937, 0.0 0.0 o0 [ o o 0.000925 0 350
|so0005_emo, m. s 1[5 |mosss7i.. [sosss7ii. seissie. 1o 10 ) 7o om0 e poomsip |1

Figure 11 — Gephi(R) Data Laboratory Output

3.5. Dynamic Propagation of Systemic Risk

Provided network analysis results are limited to each node’s relative importance
within the network analysis instance analyzed, it becomes necessary to attempt to levy
“predictive causality”. Causality serves two functions to validate network contraction and
therefore validate the cause-effect relationships of the model. Secondly, to evaluate the
dynamic propagation of systemic risk. This analysis utilizes Granger causality: X event
is defined as “Granger-cause” Y if X’s initial values are factors that help predict Y to a
greater degree than the trend of Y alone (Lutkepohl). The mathematical formulation (13)
is:

P[Y(t+1) € A|I(t)] # P[Y(t + 1) € A|T_,(t)] (13)

Two underlying tenets support this assessment of the causal effect of X on Y (and
vice-versa). The event's cause must happen before its effect, and the cause must contain
unique information that informs the future values of the effect (Eichler, 2007). Granger
causality is based on an F-test of a null hypothesis assuming that X and Y are equal.

Granger—causality analysis is used dynamically over an eight-quarter (24 months)
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rolling fiscal year time span. These validated causalities allow for a specific analysis of

trends in discrete risk areas (impact of award on spend, or spending and supplier count).

3.6. Mapping Risk to Traditional Supply Chain Risk Areas Using Trend Analysis

It is reasonable to leverage centrality and community measures against traditional
risk areas. Table 4 provides GAO identified risk areas threatening the DIB (United States
Government Accountability Office, 2018). By selecting node-level measures with known

supply chain network implications, further evaluation of systemically risky or fragile

suppliers is achievable in terms of their local risk factors.

Table 4 — Mapping Network Measure to Traditional Risk Areas

Traditional  Traditional Concern Pf Measures Cf Measures
Risk Area Approaches (Likelihood) (Severity)
(GAO)
Financial Monitor — Shrinking Trending Subaward
Viability of ~ Monitor DUNs  defense eigenvector contractual spend,
Suppliers data as available industrial base, centrality, the total number of
inconsistent trending sub- dependent programs
demand award value
forecasting
Sole Source  Monitor — Single points Highest Authority — Total number of
Quantitative at  of failure measure withina  unique programs
the program network supported
level
Limited Avoid - Inability to Trending positive  Subaward
Production Qualitative, ramp quickly Eigenvector contractual spend,
Capacity supplier RFPs measure within a
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Disaster

Loss of Skill
or

Equipment

Foreign

Dependence

Monitor -
Quantitative
concerning risk
areas,
qualitative
regarding the
impact

Accept —
Difficult to
quantify. Highly
variable by

program

Mitigate -
Quantitively at
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subcontract

level

Risk by
geographic

location

Lack of
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expertise and
DIB
investment
funding
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dependencies
external to the
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Chapter 4 — Results

This section provides a systemic risk analysis of U.S. spending within the
following sectors: Aircraft, Munition and Missiles, Radar and Electronic Warfare,
Shipbuilding, Space, Electronics, and Materials. This selection represents a subset of
traditional and cross-cutting (enabling) sectors pulled directly from EO 013806 to support
the comparison of analytical outputs against a baseline risk architecture. Network
topologies were generated for FY2014-FY 2020, spending patterns were analyzed from
FY2008-FY2020. The result is a dynamic view of multiple supply chain networks that
support our research hypothesis in three ways. First, it quantifies base contraction by
measuring node reduction over time. The corresponding decrease in nodes relates to
increasing systemic centrality measures in top suppliers, supporting forecasting or
simulation of long-term risk positions. Second, rank-ordered systemically risky suppliers
are compared against traditional supply chain measures (research hypothesis one).
Finally, failure propagation within a network can be measured to quantify the
consequence at both a program and network-level (research hypothesis two).
4.1. Introduction

Measuring systemic risk within the DIB is particularly challenging because of a
lack of firm forecasted demand and gating dependencies required for a supplier to
provide compliant material within the network. Furthermore, subcontract performance
issues at the programmatic level will inherently be trivial when viewed at the macro-level
of base procurement. The reality of DIB procurement is creating a complex system of
interlinked suppliers, prime contractors, and program offices. Flow is mutual credit

obligations between sources, conflicting demand signals, steady base contraction, and
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challenging barriers to entry. This complex system of interrelated suppliers is subject to
contagious failure modes; these are failures prompted or causal to material disruption
from crucial providers within the network.

The supply chain network structure must be fully understood to get a dependable
evaluation of base risk for a defense-acquired commaodity. For DoD acquisition, there are
two primary reasons this output is of particular interest. First, procurement in its simplest
form manifests subcontract dependencies within a tightly coupled network backed with
government resources. Second, systemically critical nodes within the DIB represent
network vulnerabilities; these are highly leveraged providers with significant influence or
authority over the network, directly representing a market risk exposure where
consequence could be loss or delay in supply or the compromise of a trusted system.

4.2. Defense Industrial Base Risk Quantification

Consider hypothesis one: Supplier centrality and community measures are
associated with supply chain risks. The underlying assumption is that the network
topology of the DIB behaves like a network and can therefore be quantified in centrality

and community terms.

walized Degree)

Figure 12 — Degree (Aircraft): Degree and fitted power-law cumulative distribution
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A review of the network degree composition substantiated network behavior.
Figure 12 shows that the left tail of the degree follows a power-law distribution. This
observation aligns with empirical studies of SCN topologies, notably aerospace data, to
characterize the Airbus SCN (Brintrup, Wang, & Tiwari, 2015). The implication of this
topology is confirmation that the complex procurement structure of the DIB represents a
scale-free network composition. Provided this understanding of the dynamic relationship
of the SCN, it is reasonable to evaluate the association of centrality and community

measures against citied risk areas of EO13806%.

Table 5 — Baseline Risk Areas (Department of Defense, 2018)

Risk Financial Network
EO13806 Risk
Framework Measurement Approach  Centrality Parallel
Definition
Baseline
“Inconsistent Supplier Eigen centrality Systemic Risk
appropriations, rate of change, market (“Too-important-to-
Uncertainty
uncertainty about future  spending rate of change fail”)
of
budgets, macro-level (Prime and Subcontract)
Government
ambiguity in U.S.
Spending
Government
expenditures”
“A specific supplier is Supplier negative Systemic Risk
Fragile
financially centrality rate of change (“Too-important-to-
supplier
challenged/distressed.” fail”)

4 2018 Interagency Task Force report on Assessing and Strengthening the Manufacturing and Defense
Industrial Base and Supply Chain Resiliency of the United States
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“Structurally deficient Supplier Authority Systemic

Fragile industry economics; centrality, Local module Vulnerability

market potentially approaching  network (“Too-connected-to-
domestic extinction.” fail”)

Supplier Authority Systemic

“Only one supplier can

Single Source centrality, unique program Vulnerability
provide the required

of Supply award count (“Too-connected-to-
capability.”

fail”)

Table 5 provides the EO13806 risk area definitions and their respective
measurement approaches and financial network analysis parallels. This comparison
highlights a subset of E013806 risk drivers, each quantified in the following sections to
support research hypothesis one. Quantification is in terms of the centrality and

community measures attained through SCN modeling of the industrial base.

Measuring Systemic Risk “Too-important-to-fail”

Uncertainty in demand forecast and, more specifically, budget allocations to
critical agencies is one of the five macro forces creating risk within the DIB. U.S. DoD
research suggests that uncertainty in the defense budget and trending reductions in total
prime award spending led to contraction within the SCN. Figure 13 illustrates this
concept, where prime awards show a trending quarterly decline from FY2011-FY2020.
During the same period, the average total value of each supplier increased; this highlights
contraction of the base resulting in shifting demand within the subset of remaining

providers.
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Figure 13 — Time phased Prime Award vs. Supplier Award

The correlation of reduced spending to an over-reliance on suppliers does not
imply causality. This test intends to determine if a past event is a reasonable cause for a
present or future event. The Granger Causality test assumes that both the x and y variable

time-series are stationary. Visual inspection of Figure 13 shows that neither series is

stationary.

Prime Award Delta Supplier Delta
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Figure 14 — Differenced time series Prime and Supplier Awards
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Consequently, the first differences of each time series are calculated and provided

in Figure 14. The differences provided reflect the following time series: Prime award

delta is the difference in quarterly spend at the prime level. Supplier delta is the variation

in the total number of suppliers receiving an award. Supplier award delta is the difference

in total funding allocated or awarded to the supply base. The average supplier delta is the

difference between the total supply base awards averaged over all receiving suppliers.

Table 6 — ADF Test Results

Prime Receiving Supplier Average Supplier
Award Suppliers Award Award
tau-stat -5.2784 -5.2946 -8.6736 -8.9057
tau-crit -1.9504 -1.9503 -1.9503 -1.9503
stationary yes yes yes yes
aic 48.6439 12.0023 45.4903 32.3786
bic 48.8752 12.0467 45.5801 32.4684
lags 4 0 1 1
coeff -4.7448 -1.0594 -2.2741 -1.9070
p-value <.01 <.01 <.01 <.01

An Augmented Dickey-Fuller test confirmed that each series is stationary. Each

time series has a calculated test statistic provided in Table 6 lower than the critical value.

This conclusion rejects the null hypothesis of a present unit root and supports the required

assumption that the time series is stationary.
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Table 7 — Test for Granger Causality

Time p-value
Hy:B1=f2=...=Bp =0 Conclusion (o = 0.05)
Series (Lag 6)
A Null: Change in prime awards (x) granger-
Reject
causes change in subcontract base 0.0376
“x granger-causes y
spending (y)
A1 Null: Change in subcontract base spending
Fail to Reject
(x) Granger-causes change in prime awards | 0.8982
“x does not granger-cause y”’
v)
B Null: Change in prime awards (x) Granger- Fail to Reject
0.2071
causes change in awarded suppliers “x does not granger-cause y
B1 Null: Change in awarded suppliers (x) Fail to Reject
0.4685
Granger-causes change in prime awards (y) “x does not granger-cause y
C Null: Change in subcontract base spending
Reject
(x) Granger-causes change in awarded 0.0464
“x granger-causes y
suppliers (y)
C1 Null: Change awarded suppliers (x)
Reject
Granger-causes change in subcontract base 0.0135
“x granger-causes y”’
spending (y)
D Null: Change in prime awards (X) granger-
Fail to Reject
causes change in the average supplier 0.2342
“x does not granger-cause y”
award (y)
D: Null: Change in the average supplier award
Fail to Reject
(x) Granger-causes change in prime awards | 0.8319
“x does not granger-cause y
v)

Given confirmation that the time series is stationary, each hypothesis shown in
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Table 7 underwent Granger causality tests. Each time series operates against the null
hypothesis: prediction of y is improved by including past values of x. Regardless of if the
results demonstrate actual causality, this approach provides evidence that y is more
effective at predicting future values of x than simply forecasting from past values of x.
The results in Figure 7 conclude that it is reasonable to accept that time-series differences
in prime award spending granger-cause time-series differences in subcontract base
awards. The inverse of this position cannot be supported, meaning shifts in subcontract
base awards does not granger-cause prime awards. This output is a logical conclusion and
aligns with the expected baseline proposed by GAO and the DOD; changes in prime
award spending directly translate to changes in supply base spending. Meaning that as the
DoD shifts demand or purchasing priority, there is an impact on subcontracts awarded by
prime contractors. Prime awards do not granger-cause changes in the number of awarded
suppliers (and vice-versa). However, subcontract base awards do show granger-causality
against the total number of awarded suppliers. Simplified, this means changes in prime
award spending granger-cause shifts in subcontract base spending, which granger-cause
deltas in the number of awarded suppliers. This conclusion substantiates the baseline risk
assumption that uncertainty or reductions in prime awards translate to a change in
subcontract spending and ultimately to the number of suppliers within the DIB receiving

contract award within a given FY quarter.
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20 T TEST: Unequal Variances

15 T Groups Mean Variance
+ EIGEN | 13772880 | 1.48E+15
10 - -EIGEN | -893208 | 7.96E+13

One Tail Two Tail

* stderr | 5589001 | 5589001
0 : . t-stat | 2.6241 2.6241

Average Change in Subaward Value
h

+ EIGEN - EIGEN p-value | 0.0056 0.0113

-5 ] t-crit 1.6734 2.0047
sig yes yes

-10 effectr | 0.3356 0.3356

Figure 15 — Two Sample T — Portfolio Value versus Eigen Centrality Trend

These shifts in spending patterns within the SCN have a statistically relevant
impact on the composition of the base. Comparing the first derivative of the measured
eigenvector against the corresponding trend for spending patterns quantified changes in
supplier portfolios and their centrality score. Stated more plainly, this is a function of the
change in eigenvector because of changes in average supplier award. Figure 15 illustrates
a comparison of the change in portfolio award by suppliers with positive and negative
eigenvector trends for FY16-FY20. The results of this test indicate a statistically
significant difference in the sample means of portfolio awards for negative and positive
trending eigenvector centrality suppliers. Suppliers with positive eigenvector trends have

higher average subcontract awards than suppliers with negative eigenvector trends.
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Figure 16 — Two Sample T — Negative sub-award trend versus centrality trend

Shifts in prime contract demand result in changes to the composition of
subcontract awards within the SCN. These changes correspond to either positive or
negative trends in the eigenvector centrality measure of a supplier. Suppliers with a
negative centrality trend have a disproportionally large percentage of negative

subcontract award trend, as illustrated in Figure 16.

In summary, this approach results in a statistically significant quantification of
two traditional risk areas within the DIB: uncertainty of demand over time and a fragile
supplier. This quantification evaluates demand at a macro level as it transitions from
prime awards for systems or services into supplier requirements. Specifically, the time-
series differences in prime awards granger-cause time-series differences in subcontract
demand—these deltas in base demand awards granger-cause variance in supplier awards.
By time-phasing Eigenvector centrality, the risk of base loss becomes quantified at either
a macro base level or as a risk for an individual supplier. This quantification is in terms of
probability and consequence. Probability is a function of the instantaneous change in
award at the sub-prime level (spend). The consequence is the increasing or decreasing

systemic dependency on the supplier due to their network connections (eigenvector
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centrality). The dimension of risk is variable based on the trend of the supplier’s
eigenvector centrality. A supplier with a positive eigenvector is increasing in systemic
criticality. Where the relative importance of the suppliers they are coupled with shaping
the supplier's growth. This critical node coupling behavior is consistent with the “too-
important-to-fail” paradigm utilized in financial network analysis. A supplier with a
negative eigenvector trend is experiencing contraction. This node can still be critical
within the SCN, but its influence decreases, and risks center around supplier financial

viability.

Measuring Systemic Vulnerability “Too-connected-to-fail”

Both GAO and the DOD assessment on DIB risk cite concerns with a single or
sole source of supply awards. Single source procurement indicates that there is a limited
competition space to seek an alternative provider. Sole source procurement is causal to
not having a suitable sourcing material solution option, generally due to cost, schedule, or

capability constraints.

250 T TEST: Unequal Variances

Groups Mean Variance
FY16 61.7 1962.337
FY20 | 96.28 6907.92

200

150

One Tail | Two Tail

100 stderr | 13.3194 | 13.3194
t-stat | 6.8006 6.8006

50 i p-value | 0.0057 0.0113
t-crit | 1.6655 1.9922

0 ‘ : sig yes yes
FY16 FY20 effectr | 0.6182 0.6182

Figure 17 — Two Sample T — Unique Program Awards versus Fiscal Year
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The current assumption is that sole and single source dependencies are increasing
and a bias for sole sourcing. Figure 17 provides the output of comparing the average
number of unique programs awarded to a supplier. Open-source spending data indicates
the average number of program contract awards to individual suppliers has increased
from 62 to 96 dependencies throughout FY16-FY20. More importantly, that increase

appears to be statistically significant and confirms the assumption of increased coupling

within the SCN.
Spearman Kendal Tau
Raw Data Ranked Data
2500 450 r 0.5721 tau 0.4228
2 2000 . 9:‘:2 L . n 50 S.e. 0.0979
£ & e df 48 z 43176
g1 ¢ 5 250 . . . sr 0.1184 z-crit | 1.9600
£ 2 PR | E———————
B0 £ s St ey t 48329 | p-value | 16E-05
R AT Lo t-crit 20106 lower | 0.23086
. * 5 o .‘ S — |
I~ I ORI pvalue | 7.10436E-06 | upper | 0.61470
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Figure 18 — Correlation Tests — Subcontractor Award Portfolio and Unique Programs

In addition to the growth of single-source dependencies, there is also a correlation
between the awarded value to a single source supplier as the number of unique program
adopters increases, reference Figure 18 for correlation tests. These results align with both
GAO and DoD positions stating an increased reliance on critical suppliers. In addition to
confirming this bias for sole source, quantification of single-source dependencies within

an SCN allows the introduction of measurement using centrality.
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Spearman Kendal Tau
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Figure 19 — Correlation Tests — Unique Program Awards and Authority Measures

A node’s measure of authority within the SCN serves as a viable metric to
quantify single or sole source spending patterns. Figure 19 provides the output of
correlation tests, showing a positive correlation between authority and the number of
unique contracts awarded to a single supplier; as the number of unique contracts awarded

increases, the authority of the supplier increases.

In summary, this approach results in a statistically significant quantification of
two additional traditional risk areas within the DIB, a single source of supply and a
fragile market. This analysis is supported using the authority measure calculated as part
of network analysis. If procurement is biased towards a single supplier, their respective
authority increases along with network dependency. Furthermore, by leveraging
authority, the fragility of a supplier can be quantified at either a localized supplier level or
within shared modules (local network). Supplier criticality is in terms of the influence a
supplier has within the SCN. Their consequence is the number of programs dependent on
the supplier and their average subcontract award value. A supplier with an authority score
above the mean of the SCN is consistent with the “too-connected-to-fail” paradigm

utilized in financial network analysis.
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4.3. Defense Industrial Base Consequence Quantification

Consider hypothesis two: comparative significance of supplier failure in a defense
supply chain can be quantified using open-source data. Quantification of the comparative
significance of supplier failure occurs in two dimensions. First is the impact on
procurement obligations; this assumes an impact equal to the supplier's subcontract award
value. For example, a supplier with $35 Million on subcontract has a more considerable
impact on disrupting procurement obligations than a supplier with $3M in subcontract
demand. Secondly, impact to the base is the total impact on a local community within the
SCN regarding aggregate subcontract value and the total number of unique programs
impacted. It would be reasonable to assess qualitative measures such as disruption of
supply, lack of material availability, or risk to national security depending on the
commodity. For example, characterization of Missile Defense Agency spending
highlights critical dependencies within RF and microwave components and propulsion
system acquisition. Cost and schedule impacts for an interceptor will inherently be more
significant than comparative impacts tied to a program not constrained by the quality and
performance requirements levied by the MDA. The relative consequence of cost and
schedule is market readiness or availability, that is, the ability to compete or alternative
source material. The level of systems qualification required to accept new components or
subsystems into the end item deliverable. In support of research hypothesis two, the
Aircraft NAICs model consequence quantification will be in monetary terms along with a

listing of impacted programs.
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Figure 20 — Supplier Failure Propagation

As an example of failure propagation within the SCN, Figure 20 represents a
subgraph of the Aircraft SCN where all displayed edges have a degree of at least 5. This
filter simplifies the network structure to track impact propagation. Node A represents a
failing supplier, A has a direct connection to B and contributes to C. Connection strength
is the edge weight (subcontract value). In this hypothetical scenario node, “A”
corresponds to Rosemount Aerospace Inc®. Rosemount is a part of UTC Aerospace; in
2020, UTC and Raytheon merged into Raytheon Technologies. This merger forms a
tightly coupled and heavily leveraged module of suppliers falling under UTC (node C). A
failure of Rosemount represents a disruption in the supply of $24 Million in engine
systems sensors for 37 unique DoD programs and five acquisition sources. Notably,
Rosemount has open subcontract awards supporting the AH-64 Apache, F/A-18 Hornet,

MQ-25 Stingray, MV-22 Osprey, and the F-16 Falcon.

5 Engine Systems Sensors (collinsaerospace.com)
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Figure 21 — Module Dependencies and Failure Propagation

This example establishes the consequence of the event, not the probability of
failure. Consider the impact of this hypothetical failure beyond the impacted programs.
Rosemount Aerospace is a constituent of a module within the SCN composed of 118
suppliers shown in Figure 21. The dependency structure shown provides the network
topology for this community; information or material flow is limited to the module. A
failure impacts 68% of the module at Rosemount; all 140 of the unique program contracts
supported by the module have some relationship through Rosemount. The total

subcontract value of potentially impacted suppliers of $340 Million.

In summary, using open-source spending data for DoD acquisition of Aircraft,
Aircraft engines, and subcomponents comparative significance of a supplier’s failure can
be quantified. Quantification of failure is the total count of impacted programs, the total
number of impacted acquisition sources, and the impact within the supplier's respective

module.
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4.4. Systemic Centrality and Community Measures in U.S. Aircraft Spending
This section applies centrality and community measures for risk characterization
of a supply base and results in a comparative significance of consequence. The analyzed

SCN is associated with U.S. spending on Aircraft manufacturing and sustainment.

Table 8 — Commodity Code Focus

Classification Code(s) Description
System
North 336411 AIRCRAFT MANUFACTURING
American 336412 AIRCRAFT ENGINE AND ENGINE
Industry PARTS MANUFACTURING
Classification 336413 OTHER AIRCRAFT PARTS AND
System AUXILIARY EQUIPMENT
(NAICS) MANUFACTURING

1510, 1520, 1540, 1550, 1555, | AEROSPACE CRAFT AND

Product or 1560 STRUCTURAL COMPONENTS

Service Code | 1610, 1615, 1620, 1630, 1640, | AEROSPACE CRAFT COMPONENTS
(PSC) | 1650, 1660, 1670, 1675, 1677, | AND ACCESSORIES

1680

1710, 1720, 1725, 1730, 1735, | AEROSPACE CRAFT LAUNCHING,
1740 LANDING, GROUND HANDLING,

AND SERVICING EQUIPMENT

2620, 2630, 2640 TIRES AND TUBES

2810, 2830, 2840, 2845, 2850, | ENGINES AND TURBINES AND

2895 COMPONENT

2915, 2925, 2935, 2945, 2995 | ENGINE ACCESSORIES
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These results are an output of open-source U.S. spending for the commodity
codes identified within Table 8 for disclosed subcontracts issued in the timeframe of

FY16 through current FY21.

4.4.1. Data and Network Construction
The data sample consists of 86,243 unique subcontracts totaling $75.1 Billion in
value, comprising 4,876 suppliers representing a range of manufacturing competencies

from electronic connectors to complex titanium forgings.

Table 9 — Subcontract Awards: Country and Count

Subcontract Subcontract Subcontract
Country Country Country
Awards Awards Awards
United
Arab 29 Iraq 2 Spain 16
Emirates
Afghanistan 44 Iceland 1 France 113
Albania 1 Italy 212 United Kingdom 1753
Angola 1 Japan 40 Greece 104
Antarctica 1 Kenya 1 Israel 311
American
1 Korea 90 India 89
Samoa
Austria 32 Lithuania 2 Singapore 4
Australia 304 Mexico 191 El Salvador 1
Belgium 56 Malaysia 1 Turkey 244
Brazil 1 Netherlands 600 Taiwan 19
Tanzania,
Canada 1211 Norway 92 United Republic 1
of
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Switzerland

Colombia
Czechia
Germany

Djibouti

67

80

New
Zealand
Poland
Puerto Rico
Portugal

Denmark

38

United States of
America
Turkey
Algeria
Saudi Arabia

Sweden

80380

244

16

27

As presented in Table 9, roughly 7% of the awarded subcontracts go to a foreign

provider, the remaining 93% of subcontracts tie to a domestic supplier as the “place

performing work”; execution of work must align with the place of performance for the

subcontract as this supports risk characterize by manufacturing site versus owning

organization.

MONT, : |

NEBR \
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Figure 22 — Aircraft Subcontracts by Congressional District
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Figure 23 — Aircraft Bearing Subcontracts by Congressional District.

Place of performance is independent of parent foreign ownership. Figure 22
provides a mapped view of the distribution of awarded subcontracts by place of
performance for aircraft material and services by congressional district. By comparison,
consider the distribution of subcontract awards specifically for bearing procurement in
aircraft manufacturing shown in Figure 23. In this example, specific “hot spots” form
where procurement relates to a narrow set of suppliers in a handful of localized regions,

notably congressional districts in Wisconsin, Ohio, New Hampshire, and California.
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Figure 24 — FY16-FY20 Award Comparison

Before analyzing the current spending, this analysis benefits from an
understanding of the historical time-phasing of spending. Figure 24 shows prime and
subcontract awards for each fiscal year back to FY16. It is essential to recognize the time
offset between the prime contract award, subcontract award, and overall performance
period for a DoD acquisition program. FY16 through FY20 supports a dynamic analysis
of available nodes (suppliers) over time. Offset periods are closely related to the level of
maturity of the program; a six-quarter lag supported the granger causality analysis aiding
hypothesis one. This lag represents roughly eighteen months of offset between prime
award and subcontract award. The trends in Figure 24 follow this same logic; while
prime spending is trending negatively, subcontract award spending is benefiting from the

execution of prime demand from FY17 and FY18.
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1000 T TEST: Unequal Variances
900
00 Groups Mean Variance
FY16 1.3E+08 4.4E+16
700 FY20 4.0E+08 5.0E+17
600
300 7 One Tail Two Tail
400 x stderr | 1.0E+08 1.0E+08
300 — t-stat 2.6284 2.6284
200 —— p-value 0.0055 0.0110
100 4 & — tcrit| 16718 2.0021
0 — . ‘ sig yes yes
FY16 FY20 effect r 0.3276 0.3276

Figure 25 — Two Sample T — FY16 and FY20 Subcontract Spending

Within the data provided for subcontract awards, there appears to be a
considerable difference between supplier awards in FY16 and FY20. Figure 25 depicts
the average portfolio spend by the supplier, and the resulting p-values support the
position that the change in average spending is statistically significant. The trends in
spending responsible for this delta are spending patterns that cannot be assumed to
continue; network analysis is a snapshot in time these results cannot be assumed to

project forward.

Figure 26 — Network Visualizations (Left FY16, Right FY20)
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However, the trends in dependency can inform the specific supplier and
community risk positions tied to either systemically risky or fragile firms. Figure 26
illustrates a comparison of the network topologies for FY16 and FY20. Systemically
critical nodes contribute directly to the influence of their connections, depicted above by
the node size. Similarly, heavily leveraged suppliers and the modules they compose

contribute to network fragility and are therefore considered vulnerable.

4.4.2. Systemic Risk and Fragility Output

The output of network analysis is a rank-ordered list of centrality, community,
and weighting scores. This ordering alone does not complete the picture of imbalance
within the SCN. Systemic risk and fragility align with financial industry practices for

network modeling, identifying “connected” and “important” firms.

nportant-to-fail”

Risk - "Too-in

ector Centraility, Systemic

Eigenve

Authority, Systemic Fragility - "Too-connected-to-fail"

Figure 27 — Aircraft Base Analysis FY20 Output

Like the graphical view provided by a visualization of the network topology,

Figure 27 illustrates a comparison of the supplier's eigenvector, authority, and unique
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program awards. In this view, the X-axis is the assigned Authority score for all nodes
within the SCN. Fragility increases as Authority increases. The Y-axis maps to the
eigenvector centrality of each node within the SCN that provides direct material to either
prime or alternative subcontractors. Node size in this context reflects the count of unique
program contracts by the supplier. This graphical depiction leverages the output of both
research hypotheses to provide a single view of risk, fragility, and potential impact. It is
important to note that a supplier can be both systemically risky, fragile, and imbalanced.
In the Aircraft SCN case, 32 suppliers out of 1,855 are both systemically risky and

fragile.

250 T TEST: Unequal Variances

Groups Mean Variance
SET1 20 2.7T4E+02
SET2 92 1.14E+04

One Tail  Two Tail
std err 19 19
t-stat 3.7968 3.7968

200

150

100

50

p-value | 0.0003 0.0006

—— tcrit | 1.6940  2.0370
0 1 : . sig yes yes
SET1 SET2 effectr | 0.5576 0.5576

Figure 28 — Two Sample T — Critical suppliers versus unique programs

The 32 suppliers identified as both systemically risky and fragile have an average
of 92 unique program awards. Figure 28 evaluates this average against the subsequent 50
suppliers' eigenvector and authority scores. Note that there is a statistically significant
difference in the mean of each set; this highlights the concept of imbalance. These 32
suppliers have disproportionally considerable influence within the SCN; they are critical

from a community standpoint and at an individual supplier level. The consequence of
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failures in impacted programs averages considerably higher than the average of suppliers

within the SCN.

Table 10 — Systemically Risky Suppliers

EIGEN SPEND
SUPPLIER FY20 MODULE
TREND TREND
NORTH ATLANTIC INDUSTRIES, INC. 0.2312 21
KAMAN AEROSPACE CORPORATION 0.1811 7
ESSEX INDUSTRIES, INC. 0.1448 6
CMC ELECTRONIQUE INC 0.1454 8
AMI INDUSTRIES, INC. 0.1538 5
LUMINESCENT SYSTEMS, INC. 0.2159 6
KULITE SEMICONDUCTOR PRODUCTS 0.1553 13
TACTAIR FLUID CONTROLS, INC. 0.1602 63
TIMES MICROWAVE SYSTEMS, INC. 0.1553 6
PALL AEROPOWER CORPORATION 0.2159 6
EATON AEROSPACE LLC 0.2312 15
CDW GOVERNMENT LLC 0.1829 21
SKF USA INC. 0.1893 13
HEROUX-DEVTEK INC 0.1796 37
MPC PRODUCTS CORPORATION 0.1677 20
MASON ELECTRIC COMPANY 0.1796 63
SYMETRICS INDUSTRIES, LLC 0.1524 63
GLENAIR, INC. 0.1553 6
AAI CORPORATION 0.1524 39
TEVET, LLC 0.1831 6
GOODRICH CORPORATION 0.2507 5
SIMMONDS PRECISION INC 0.1796 5
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The consequence of failure for suppliers falling in the spectrum of high
eigenvector and authority is more significant than their peers. Therefore, the output of
hypothesis one will assess the probability of a failure within the top suppliers of the SCN.
Table 10 is a subset of the top systemically risky suppliers rank-ordered based on their
eigenvector scores. Systemic risk in terms of eigenvector centrality means that a supplier
has connections to suppliers with considerable influence. The score implies the relative
criticality of the supplier within the entire SCN. These are firms with a disproportionately
large impact relative to the supply chain network. The primary driver of the eigenvector
centrality in this SCN is the connections and proximity in terms of edge-weight a supplier
has with a prime contractor. This analysis presents two specific types of suppliers:
subdivisions of prime contractors and suppliers with an established subcommunity
module with limited competition space. For example, HEROUX-DEVTEK INC® has a
specific proficiency in the production of landing gear. There is a disproportionately large
spend and connective dependency from prime sources to HEROUX-DEVTEK. These
dependencies illuminate a bias in sourcing behavior. DoD programs favor HEROUX-
DEVTEK to procure landing gear systems; more specifically, 55 unique programs rely on
HEROUX-DEVTEK for this material demand and $96 Million in subcontract awards in

progress.

6 Héroux Devtek (herouxdevtek.com)
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Table 11 — Rank Ordered Systemic Risk Supplier Modules

Module  Supplier Average Unique Technical Area
Count Subaward  Programs

Value

5 117 $14,544,641 140 RAYTHEON TECHNOLOGIES

6 ELECTROMECHANICAL AND ENGINE
211 $14,887,856 463
NACELLE ASSEMBLIES

7 5 $26,310,459 43 KAMAN AEROSPACE CORPORATION

13 141 $30,090,218 157 SENSORS AND CONTROLS

15 7 $15,621,506 64 CONNECTORS AND HARNESSES

20 ELECTRO-HYDRAULIC PRESSURE
10 $13,460,137 45

AND FLOW CONTROL SERVO VALVES

21 NORTHROP GRUMMAN SYSTEMS
330 $17,248,584 435
CORPORATION

37 BEARINGS AND COMPLEX
28 $10,397,065 55
MECHANICAL ASSEMBLIES
63 METALLURGY AND POWER
41 $9,791,840 18

TRANSMISSION

Systemic risk is captured in terms of Eigenvector, as discussed. This metric
indicates that the influential power of the supplier comes from highly connected
neighbors. These neighbors compose the respective modules in Table 11. Module
analysis allows for consideration of the complete consequence of a supplier failure either
from a ‘random’ or ‘targeted’ attack. Two distinct modules form during network analysis,
which is a function of vertical integration in enterprises. These are primarily composed of
suppliers that support a single principal prime contractor or suppliers whom a prime
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contractor wholly owns. For example, Raytheon and United Technologies (leading to
their merger in 2020) composes a single module within this network structure. Secondly,
modules form around a commodity or technical solution; for example, there are modules
for complex machining, composites, RF components, and bearings. A systemically risky
supplier has higher connections within their modules and the global network, increasing
their exposure to unique programs and total subcontract spending. This community
structure reflects a tightly coupled group of suppliers; some are also systemically critical,
but they all share a dependency within their modules. In these terms, systemic risk is the
risk of the module being corrupted or failing. The risk of complete module failure for a
more extensive module like electromechanical assemblies is qualitatively low based on
community size. What is not improbable is the potential failure mode of a tightly coupled
supplier within the community, negatively impacting the performance of the entire

module.

Table 12 — Systemically Fragile Suppliers

AUTH PROGRAM PROGRAM
SUPPLIER FY20

TREND COUNT TREND

HONEYWELL INTERNATIONAL INC. 0.0760
HAMILTON SUNDSTRAND 0.0736
EATON AEROSPACE LLC 0.0727
GOODRICH CORPORATION 0.0718
GE AVIATION SYSTEMS LLC 0.0717
MEGGITT (ROCKMART), INC. 0.0714
LUMINESCENT SYSTEMS, INC. 0.0714

PALL AEROPOWER CORPORATION 0.0707
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BAE SYSTEMS INTEGRATION INC.
L3HARRIS TECHNOLOGIES, INC.
L3 TECHNOLOGIES, INC.
SIMMONDS PRECISION INC
EATON CORPORATION

MOOG INC.

MEGGITT DEFENSE SYSTEMS, INC.
WOODWARD HRT, INC.

NORTHROP GRUMMAN

NORTH ATLANTIC INDUSTRIES, INC.

ITT AEROSPACE CONTROLS LLC

TE CONNECTIVITY CORPORATION

HEROUX-DEVTEK INC

0.0691

0.0689

0.0689

0.0687

0.0686

0.0678

0.0671

0.0651

0.0643

0.0641

0.0637

0.0629

0.0617

19

157

70

15

14

19

27

86

30

45

17

15

55

Systemic fragility is in terms of authority; these are highly leveraged suppliers
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between significant hubs within the SCN, the key discriminator being Authority is
captured at the suppliers’ level. Supplier criticality is the supplier's influence within the
network versus a reflection of the strength of their neighbors. As discussed, this metric is
statistically significant in detecting single or sole source risks; or suppliers with a
disproportionally large amount of unique program awards. Table 12 provides a subset of
Aircraft suppliers, listing the current supplier authority score and trends for both authority
and unique programs. Suppliers with a positive authority trend are increasing in the
dependency of DIB execution. In cases where unique programs are trending positively, a
bias towards sole or single-sourcing practices exists. This point reliance on single

suppliers supports a review of the specific DoD impacts in the event of a failure. In these



terms, systemic criticality is the risk of the node failing and the corresponding disruption

to programs.

4.5. Aircraft Engine Network Analysis

The node output results detailed in the prior section highlight an exciting and
consistent result. The more aggregated the supply chain network, the more the
systemically critical suppliers trend towards service providers and integrators;
alternatively, if the analysis focuses on a specific technology type or extends below tier-

two of the industrial base, the critical suppliers trend towards producers of component-

level material.

Systemic Risk

Systemic Fragility
Figure 29 — Aircraft Engine Network Visualization and Systemic Risk versus Fragility

As an example, consider a subset of Aircraft spending for Aircraft Engines and
Engine components. Figure 29 presents the network visualization and a comparison of
risk and fragility by the supplier. The node identified in orange is SKF USA INC’. In this

core, SCN SKEF is a critical bearing and seal provider supporting 32 unique programs.

7 SKF USA Home | SKF (https://www.skf.com/us)
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Their systemic influence maps directly to the programs and integrators dependent on their

material deliveries to support next-level integration into engine assemblies.

Table 13 — Systemically Risky Suppliers

SUPPLIER PROGRAM CORE

COUNT
SKF USA INC. 32 BEARINGS
GOODRICH CORPORATION 27 ENGINE SATELLITE SYSTEMS
PARKER-HANNIFIN 24 FUEL INJECTORS
NEW ENGLAND AIRFOIL INC 12 COMPLEX STRUCTURAL
SARGENT AEROSPACE, LLC 11 REPAIR AND OVERHAUL
VDM METALS USA, LLC 9 SPECIALTY METALS
D-VELCO MANUFACTURING, INC. 9 COMPLEX STRUCTURAL
TURBOCOMBUSTOR, INC. 8 CASTING AND FABRICATION
HELIGEAR ACQUISITION CO. 8 GEARS AND TRANSMISSIONS
PATRIOT MACHINE, INC. 8 COMPLEX STRUCTURAL
TRIUMPH ACTUATION SYSTEMS, LLC 7 HYDRAULIC ACTUATION
EXOTIC METALS FORMING LLC 6 CASTING AND FABRICATION

In addition to bearings and seals, systemic risk is present with the procurement of
fuel injectors, sensing components, and specialty metal casting and fabrication. One
example is TURBOCOMBUSTOR TECHNOLOGY, INC; this supplier was rebranded
as “Paradigm Precision” in 2013. Paradigm Precision® falls within the top twenty in
systemic risk and fragility; they are a provider of complex titanium and nickel alloy parts

to Roll-Royce, General Electric, Safran, Pratt and Whitney, Honeywell, GKN, Lockheed

8 Paradigm Precision (https://paradigmprecision.com/)
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Martin, Mitsubishi, Siemens, and General Dynamics. Their casting, machining, and
fabrication specialization establishes Paradigm as one of only six providers in a small,
tightly coupled community. The company carries systemic risk due to its critical
dependencies and influence within the supply chain network. Additionally, they drive
systemic fragility in the form of a near single point failure for titanium and nickel

machining to support the production of complex engine components.

This analysis supports a view of critical dependencies within the industrial base at
a core technology level. Specifically, we have identified critical dependencies for
nacelles, titanium forgings, and machining in manufacturing gas turbine engines. The
reduced scope of this network analysis naturally filters out the heavy system-level

integration providers in the entire base view.

4.6.  Aircraft Industrial Base Conclusions

A comprehensive review of the Aircraft SCN demonstrated the applicability of
network modeling methodologies, and the output directly supports the comparative
significance of supplier failure. Of the nearly 5,000 suppliers that benefit from roughly
90,000 subcontract awards for goods or services, a relatively small subset was identified

and analyzed for their direct impact on the base in the event of a disruption in supply.
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Figure 30 — Aircraft Network Summary Diagram

Within the SCN, tightly connected modules contain critical suppliers, and various
unique programs rely on specific heavily leveraged suppliers. Figure 30 presents a few of
these modules and critical suppliers. Suppliers with these characteristics carry systemic
risk in two forms: network disruption impacting communities of suppliers and localized
risk of material disruption to a specific program. Despite the complexity of the network
and the abundance issue that is the number of subcontracts present, the analysis
determined that the base is fragile regarding dependencies on engine subsystem
component acquisition, specifically nacelle manufacturing and titanium forgings, and
electronic subsystem procurement.

4.7. Conclusions

This research applied centrality and community detection methods using open-
source data for a significant defense industrial base cross-cutting area. Supplier centrality
and community measures are associated with supply chain risks. There were two research

hypotheses established in advance of this effort:
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H1: Supplier centrality and community measures are associated with supply chain risks.

Testing hypothesis one began with establishing a baseline performance for two
generally accepted types of risk within the DIB: uncertainty in spending and single-
source dependencies. Statistical analysis showed a correlation between prime and
subcontract awards and demonstrated granger causation between deltas in prime awards
and shifts in subcontract award patterns. These patterns in spending supported the
discovery of corresponding statistically validated trends in Eigenvector centrality.
Additionally, evaluating single-source award habits between two distinct points in time;
provided statistically meaningful conclusions on the increase in sole source dependencies
and the correlation between single-source bias and the Authority measure. As a result, an
established baseline for comparison facilitated the characterization of the SCN in risk

terms consistent with financial network analysis.

H2: Comparative significance of supplier failure in a defense supply chain can be

quantified using open-source data.

Testing hypothesis two began by establishing an average subcontract value and
comparing systemically risky and fragile suppliers identified through network analysis
against their accompanying supplier network. This comparison found a statistically
significant delta in the average subcontract dependency between critical suppliers and
their peers, which confirmed a relationship between the average subcontract value and
the number of programs supported, allowing the relationship to be quantifiable in
monetary risk. Also completed in support of hypothesis two was a qualitative review of a
few identified sources of supply as critical via their eigenvector or authority scores—this

illuminated fragility and risk within critical core areas of procurement supporting the
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Aircraft industry, specifically with limited supply and tightly coupled suppliers providing

landing gear, titanium casting, engine manufacturing, and avionic assemblies.

These methods supported analysis at the global Aircraft procurement level and the
Aircraft engine and engine component level. This range of SCN focus highlighted the
differences in the systemic risk and fragility between a global and core perspective; and

provided insight into lower tiers of manufacturing demand.
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Chapter 5 — Discussion and Conclusions

5.1 Discussion

This research was motivated by a desire to understand critical suppliers within the
industrial base and quantify that criticality in measurable terms. Targeted base
investments and strategic supplier development actions can strengthen industrial
offerings, improve domestic capabilities, and foster competitive commodity markets. The
fundamental challenge is moving from qualitative measures in assessing risk and fragility
towards quantitative measures that can prescribe action. The crucial component of the
research objectives established in this report was to illuminate the defense industrial base
and provide visibility into the key characteristics that defined a critical supply source. In
support of this objective, the premise of measuring systemic risk, fragility, and the
comparative significance of failure became the focus. These defense industrial base
analytics can influence informed sourcing solutions at multiple levels of DoD acquisition.
This approach represents a shift in the traditional paradigm of assessing defense supply
chain risk at the subcontractor, prime contractor, and program execution office into a
solution that translates a disparate acquisition data set into visibility across the entire
industrial supply chain.
5.2 Conclusions

This research demonstrated that supplier centrality and community measures are
associated with supply chain risks (Hypothesis one). These risk profiles supported
quantification of the comparative significance of supplier failure in a defense supply
chain (Hypothesis two). Centrality and community measures help assess systemic risk

and fragility within the defense industrial base. Centrality measures directly measured
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supplier characteristics correlated with traditional risk measures of single-source
dependencies and uncertainty in demand profile. This analysis communicated the supply
chain network in terms of either heavily leveraged suppliers with a disproportionately
large set of unique programs or tightly coupled local communities of peer suppliers. To
illustrate the applicability of this analysis, a review of US DoD spending on Aircraft and
Aircraft Engine manufacturing and service provided a measurable output of critical
sources of supply and specific commaodities with dependencies that classified the sources
as critical, fragile, or a combination of both. This classification then evaluated the total
subcontract portfolio demand and analyzed the coupled dependent programs and prime
contractors. These contractual obligations translated into the consequences of supplier
disruption or failure.

Risk and fragility in the acquisition cycle are a function of procurement. As a
result, the composition of identified sources of risks results from the level of acquisition
modeled. Modeling completed at the core levels of a commodity area (Aircraft Engines)
identified risks in critical sub-component sourcing, engine nacelles, titanium castings,
and roller bearings. An analysis of the entire DoD spending profile identified risk in
network systems providers, the backbone of IT systems architecture providers facilitating
procurement and acquisition across the industrial base.

Baseline assumptions of the macro forces driving contraction and systemic risk
within the acquisition network proved quantifiable with open-source spending data.
Specifically, the impacts of uncertainty in prime contractual award translate directly into
shifts in subcontract award, trending centrality measures showed a correlation between

supplier contraction and a bias for single-source procurement.
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5.3 Contributions to Body of Knowledge

This research quantified traditional defense industry measures of supply chain
failure and risk into a measurable baseline capable of validating the effectiveness of
network measurement methodologies for assessing defense industrial base risk through
the use of centrality and community.

This research demonstrated that the network measures associated with supply
chain risk are the relative criticality of a supplier within an SCN in terms of eigenvector
centrality and the network dependency of a single source of supply in terms of the node
as an authoritative source. Moreover, the former measure provided further insight into
disruption propagation within a community of suppliers, thereby establishing true base
impact versus just a programmatic or prime contractor view of consequence.

Finally, this research translated the open-source spend data of the United States
Department of Defense into a visualization of supply chain dependencies and information
and material flow. As a result, this research illuminates the defense industrial base, where
points lacking robustness are identified and quantified.

5.4 Recommendations for Future Research

The main objective of this research was to show risk in quantifiable terms. The
achieved results communicate this risk in terms of systemic criticality and single-source
supplier dependencies. This research would benefit from additional time spent replacing
the force-directed algorithm with a geospatial algorithm. This methodology change
would add a dimension of risk characterization of mapping critical suppliers against
characteristics of the performing location such as population education, unemployment,

and natural disaster propensity.
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A future study would be to extend trend analysis of subcontract awards into the
execution space of the individual suppliers to localize specific types of risk further. For
example, a review of subcontract awards by a specific commodity type compared to the
distribution of spending between peer suppliers could offer insight into capacity
constraints. Additionally, comparisons between peer suppliers of a commodity can
translate into average cost/award metrics. Where costs trend analysis could help identify

obsolescence or supplier loss of expertise.

Further research into the individual subcontract awards could augment the NAICs
approach taken within this research. Within each subcontract is a description of the actual
procured material or service. Understanding the composition of material demand within
the larger NAICs would help identify fragility at a more granular level and further
illuminate dependencies within the base; this would be akin to taking the output from

“titanium castings and forgings” to “machined titanium turbine blades.”

Finally, future researchers should review the vulnerability of scale-free networks
to ‘targeted’ attacks. Identified network vulnerabilities in the IT infrastructure of the DoD
should influence a review of the probability and consequence of a compromised node

related to national security.
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Appendix A — Guided Missile Base Analysis
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Figure 31 — Award Comparison (Guided Missile)

Figure 31 illustrates prime award spending compared against subcontract awards
to the industrial base. Award structure behaves like the spending profiles observed in
Aircraft procurement. There is a significant and expected lag between prime contract
award and spending flow into the industrial base. Granger causality results suggest that
the downturn in prime awards following FY18 will increase systemic risk among critical

SCN providers.
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Figure 32 — Systemic Risk vs. Fragility (Guided Missile)
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The comparison of these risk and fragility measures highlights the same TITF and
TCTF behaviors captured in the Aircraft SCN analysis. A subset of critical suppliers
demonstrates an imbalance in acquiring electronic components, harnesses and
connectors, castings and forgings, and guidance and navigation subsets. Of nearly 4,000

suppliers, roughly 150 are both systemically risky and fragile.

Figure 33 — Guided Missile Network Visualization

Figure 33 depicts the SCN supporting the acquisition of guided missile systems.
Modules form around prime contractors (notably Raytheon and Lockheed Martin) or
large-cap subcontractors with limited competitive space (energetic manufacturers,
specialty metals, and electronic subsystems). A highly contested shared space of critical
suppliers exists; this is visually apparent by the large nodes shown in the overlapping
space between the centers of the alternatively colored modules. These nodes represent

the critical and fragile suppliers listed in Table 14.
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Table 14 — Rank Ordered Risk and Fragile (Guided Missile)

SYSTEMIC RISK

SYSTEMIC VULNERABILITY

POWELL ELECTRONICS INC.,
SWEDESBORO, NJ

GLENAIR, INC., GLENDALE, CA
TELETRONICS TECHNOLOGY
CORPORATION, NEWTOWN, PA

HERLEY INDUSTRIES, INC., LANCASTER,

PA

EAGLEPICHER TECHNOLOGIES, LLC,
JOPLIN, MO

HONEYWELL INTERNATIONAL INC.,
MINNEAPOLIS, MN

PACIFIC SCIENTIFIC ENERGETIC
MATERIALS COMPANY (CALIFORNIA)
LLC, CHANDLER, AZ

HAIGH-FARR INC., BEDFORD, NH
MICROPAC INDUSTRIES, INC.,
GARLAND, TX

MIDCON CABLES CO., INC., JOPLIN, MO

AGM CONTAINER CONTROLS, INC.,
TUCSON, AZ

TTI, INC., FORT WORTH, TX

POWELL ELECTRONICS INC.,
SWEDESBORO, NJ

GLENAIR, INC., GLENDALE, CA
TELETRONICS TECHNOLOGY
CORPORATION, NEWTOWN, PA
PACIFIC SCIENTIFIC ENERGETIC
MATERIALS COMPANY (CALIFORNIA)
LLC, CHANDLER, AZ

EAGLEPICHER TECHNOLOGIES, LLC,
JOPLIN, MO

HERLEY INDUSTRIES, INC., LANCASTER,
PA

AGM CONTAINER CONTROLS, INC.,

TUCSON, AZ

TTI, INC., FORT WORTH, TX

HAIGH-FARR INC., BEDFORD, NH

MICROPAC INDUSTRIES, INC.,
GARLAND, TX

MIDCON CABLES CO., INC., JOPLIN, MO

HONEYWELL INTERNATIONAL INC.,

CLEARWATER, FL
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ROCKWELL COLLINS, INC., CEDAR
RAPIDS, IA

HONEYWELL INTERNATIONAL INC.,
CLEARWATER, FL
ENSIGN-BICKFORD AEROSPACE &
DEFENSE COMPANY, SIMSBURY, CT

L3 TECHNOLOGIES, INC., SAN DIEGO, CA

AMETEK PROGRAMMABLE POWER,
INC., SAN DIEGO, CA

COBHAM MISSION SYSTEMS ORCHARD
PARK INC., ORCHARD PARK, NY
SPECTRUM MICROWAVE, INC.,
MARLBOROUGH, MA

PACIFIC SCIENTIFIC ENERGETIC
MATERIALS COMPANY (CALIFORNIA)
LLC, HOLLISTER, CA

EXCELITAS TECHNOLOGIES CORP.,
MIAMISBURG, OH

KAMAN AEROSPACE CORPORATION,
MIDDLETOWN, CT

TE CONNECTIVITY CORPORATION,
MIDDLETOWN, PA

CARLEY FOUNDRY, INC., MINNEAPOLIS,

MN

ENSIGN-BICKFORD AEROSPACE &
DEFENSE COMPANY, SIMSBURY, CT

L3 TECHNOLOGIES, INC., SAN DIEGO, CA

AMETEK PROGRAMMABLE POWER,
INC., SAN DIEGO, CA

COBHAM MISSION SYSTEMS ORCHARD
PARK INC., ORCHARD PARK, NY
SPECTRUM MICROWAVE, INC.,
MARLBOROUGH, MA

HONEYWELL INTERNATIONAL INC.,
MINNEAPOLIS, MN

MARCH ELECTRONICS, INC., BOHEMIA,
NY

PACIFIC SCIENTIFIC ENERGETIC
MATERIALS COMPANY (CALIFORNIA)
LLC, HOLLISTER, CA

EXCELITAS TECHNOLOGIES CORP.,
MIAMISBURG, OH

KAMAN AEROSPACE CORPORATION,
MIDDLETOWN, CT

TE CONNECTIVITY CORPORATION,
MIDDLETOWN, PA

CARLEY FOUNDRY, INC., MINNEAPOLIS,

MN
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Table 15 provides a rank-ordered by spend list of the parent companies providing
subcontract material to the DIB. The hierarchy of network analysis subdivided parent
organizations to show the relationships between “providing” and “owning” suppliers.
When a parent organization received a direct contract for goods or services, it allocated
two nodes within the network analysis. This approach allows for a separate evaluation of
the critical parent companies. Generally, this further highlights the criticality of the prime
contractors. However, it also showcases large holding companies with network influence,

notably the coupling of castings and forgings to Berkshire Hathaway or RF components

through Cobham.
Table 15 — Parent Corporation Portfolio (Guided Missile)
SUBCONTRACT
PARENT ORGANIZATION
PORTFOLIO VALUE

NORTHROP GRUMMAN CORPORATION 9.24E+09
L3HARRIS TECHNOLOGIES, INC. 2.11E+09
RAYTHEON TECHNOLOGIES CORPORATION 1.84E+09
UNITED TECHNOLOGIES CORPORATION 3.26E+09
BERKSHIRE HATHAWAY INC. 1.43E+09
TRANSDIGM GROUP INCORPORATED 4.63E+08
GENERAL DYNAMICS CORPORATION 2.69E+09
TTM TECHNOLOGIES, INC. 1.72E+08
EATON CORPORATION PUBLIC LIMITED COMPANY 2.71E+08
PARKER-HANNIFIN CORPORATION 1.86E+08
Al CONVOY HOLDCO LIMITED 3.53E+08
LOCKHEED MARTIN CORPORATION 70717022
HONEYWELL INTERNATIONAL INC. 5.57E+09
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COBHAM LIMITED 1.86E+08

AMETEK INC. 16285820

MERCURY SYSTEMS, INC. 40503919

ARROW ELECTRONICS, INC. 92784303
AMPHENOL CORPORATION 17642473
FORTIVE CORPORATION 1.99E+09

AEROJET ROCKETDYNE HOLDINGS, INC. 1.53E+10
APl TECHNOLOGIES CORP. 9276038

MOOG INC. 6.73E+08

DUCOMMUN INCORPORATED 1.63E+08
TELEDYNE TECHNOLOGIES INCORPORATED 58844839

Cross-Cutting — Adding Ammunition and Explosives into the Guided Missile Analysis

This analysis introduces additional NAICs associated with the manufacturing of
ammunition and explosives into the visualization. Doing so provides additional insight on
shared suppliers in adjacent NAICs and redefines risk and fragility against a higher level

of procurement.
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Figure 34 — Ammunition, Explosives, and Guided Missiles

Figure 34 illustrates the addition of cross-cutting NAICs within a single analysis.
This view expands on guided-missile SCN in the pure addition of contributing suppliers,
but the module structure remains unchanged. The lack of change in modules results from
an identical set of prime contractors; however, the network benefits from improved

dispersion of funding across the SCN and a reduction in shared sources of supply.
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Figure 36 — Systemic Risk vs. Fragility (Ammo)

Figure 36 provides context to the addition of cross-cutting NAICs; the guided-
missile fragility and risk comparison is shown directly above the analysis supporting the
addition of the ammunition and explosives. Note the reduction in program dependencies
for suppliers with low eigenvector and authority measures. However, the total count of
suppliers with high eigenvector and authority measures has increased along with the

severity of disruption impact (larger nodal structure).

Internal SCN Analysis
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Figure 37 — Major Prime Contractor Spending

Figure 37 illustrates subcontract spending for a single prime contractor. In this
example, NAICs do not influence the network analysis; the visualization reflects all
NAICs that the prime contractor supports. The formed modules correspond to the
divisions of the prime contractor. These are business units contained under the corporate
organization that specialize in specific markets or mission areas. The considerable
stratification relates to each division being relatively independent in supplier dependences

from their sister divisions. As a result, the systemic risk of a single supply source
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impacting the entire organization is qualitatively low, at the expense of a loss of coupled

procurement leverage and an increase in SCN complexity.

Figure 38 — Prime Contractor Internal Base
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Appendix B — Colonial Pipeline Incident

When writing this report, there was a significant ransomware attack on the natural
gas distributor colonial pipeline. The pipeline shut down out of an abundance of caution
for roughly six days; the impact was widespread gas station outages, specifically in North
Carolina, Virginia, and Georgia. Colonial operates the country's largest refrained
products pipeline and transports over 2.5 million barrels per day. Moreover, it serves as a
critical network connection between the US Gulf Coast and more than 50 million people
in the South and the east United States. EXisting legislation further complicated this
disruption by preventing international barges from transporting refined crude products to
offset the loss in network output. We can draw a similarity here to some of the inherent
challenges with industrial base suppliers trying to integrate within the existing

architecture of the defense industrial base.

Table 16 — Natural Gas Network — Systemic Risk and Vulnerability

SYSTEMIC RISK

SYSTEMIC VULNERABILITY

WASHINGTON GAS LIGHT COMPANY
DIRECT ENERGY BUSINESS, LLC
CONSTELLATION NEWENERGY - LLC
SAGE ENERGY TRADING, LLC
SYMMETRY ENERGY SOLUTIONS, LLC
TIGER NATURAL GAS, INC.

UGI ENERGY SERVICES, LLC

ENSPIRE ENERGY, LLC

WGL ENERGY SERVICES, INC.

GAS COMPANY, LLC, THE

GAS SOUTH LLC

WASHINGTON GAS LIGHT COMPANY
AIRGAS USA, LLC

DIRECT ENERGY BUSINESS, LLC
CONSTELLATION NEW ENERGY
SAGE ENERGY TRADING, LLC
SYMMETRY ENERGY SOLUTIONS
TIGER NATURAL GAS, INC.

UGI ENERGY SERVICES, LLC
ENSPIRE ENERGY, LLC

WGL ENERGY SERVICES, INC.

GAS COMPANY, LLC, THE



INTERCONN RESOURCES, LLC GAS SOUTH LLC
COLONIAL ENERGY, INC. INTERCONN RESOURCES, LLC

NORTHWEST NATURAL GAS COMPANY  COLONIAL ENERGY, INC.

PUGET SOUND ENERGY, INC. PROGRESSIVE INDUSTRIES, INC.
ONE GAS, INC. PRAXAIR DISTRIBUTION, INC.
PHILADELPHIA, CITY OF ROBERTS OXYGEN COMPANY, INC.
CENTERPOINT ENERGY RESOURCES AIRGAS USA LLC

ATMOS ENERGY CORPORATION PRAXAIR, INC.

FLORIDA POWER & LIGHT INC MATHESON TRI-GAS, INC.

The fiscal year 2020 and current year 2021 natural gas spending associated with
natural gas distribution and processing supported network analysis using the
methodology described for supply chain applications. While colonial is in the top twenty
of both categories (Table 16), twelve providers are more systemically critical within the
network of distributing natural gas. The impact of Colonial’s disruption was gas
shortages; extending similar impacts to a provider like Washington Gas Light Company
would result in supply disruption for more than 1.2 million customers. These customers
are primarily contained to the District of Columbia, Maryland, and Virginia area but

include a tight coupling of reliant federal agencies.
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Figure 39 — Federal Spending on Natural Gas Production and Distribution

Figure 39 illustrates the supply chain network for federal acquisition of natural
gas production and distribution using federal spending. Notably, the communities are
relatively sparse, and there is a homogenization of most gas providers where a few hubs
have considerable systemic influence. Again, this is a scale-free network that is not
resilient to targeted attacks, making the ransomware cause of the Colonial pipeline all the

more concerning.
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Appendix C — Department of Defense Aggregated Spend

The nature of the data we are processing provides a more macro view of
Department of Defense spending down to the second tier of their supply chain. As data
supports, the network model can go further into the industrial base. However, in the
current state of the open-source data, Tier 2 is the lower limit for network visualization.
In the performed runs that support this research, we started with high-level aggregated
Department of Defense spending. The output was less about suppliers who provided
material solutions and more closely linked with tightly coupled systemic network service
providers. As shown in the aircraft engine nodal assessment, if the technology aligns with
significant subsystems, the supplier output aligns more closely with our traditional supply
base risk expectations. Heavily leveraged suppliers provide specific material within their
network—these subsystem-level networks, from a visualization standpoint, align more
closely with a small world visualization. Small world network topologies have
considerably fewer or no central hub nodes.

In contrast, scale-free networks have a small number of highly connected hubs
and a more significant number of more weakly attached contributing suppliers. This
observation of a different topology depending on the scope of the supply chain network
supported a review of the Department of Defense aggregated spend where our focus
shifted from suppliers to tightly coupled service providers. The risk and vulnerability
assessments are similar to the output realized in the aircraft example; in the Department
of Defense network, different risk dimensions are present. They are more likely to be

susceptible to targeted attacks versus material flow disruption.
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Table 17 — Department of Defense Risk and Vulnerability

SYSTEMIC RISK

SYSTEMIC VULNERABILITY

CARAHSOFT TECHNOLOGY CORP.

DELL FEDERAL SYSTEMS L.P.

CDW GOVERNMENT LLC

HONEYWELL INTERNATIONAL INC.

NORTHROP GRUMMAN SYSTEMS
CORPORATION

INSIGHT GLOBAL, LLC

L3 TECHNOLOGIES, INC.

L3HARRIS TECHNOLOGIES, INC.
SCIENCE APPLICATIONS
INTERNATIONAL CORPORATION

PARKER-HANNIFIN CORPORATION

CARAHSOFT TECHNOLOGY CORP.
HONEYWELL INTERNATIONAL INC.
L3 TECHNOLOGIES, INC.

PARKER-HANNIFIN CORPORATION

GLENAIR, INC.

AVNET, INC.
NORTHROP GRUMMAN SYSTEMS
CORPORATION

CACI, INC. - FEDERAL

ARROW ELECTRONICS, INC.

CRYSTAL GROUP, INC.

Table 17 provides the top ten systemically risky and vulnerable firms at the

aggregate FY20 Department of Defense level. Note the presence of significant integrators

like Honeywell, Northrop Grumman, and L3. Also included in this analysis are

significant distributors like AVNET and ARROW. However, the most systemically risky

and systemically vulnerable node is CARAHSOFT. CARAHSOFT distributes software

products to federal agencies, and their partners offer data storage, cloud computing,

encryption, and artificial intelligence software capabilities. The network analysis is

pointing towards the tight coupling of all agencies to these providers. That coupling is not

necessarily the exact dimension of risk we see in a supply chain; for example, we would

not expect the software distributor to have the same types of capacity, obsolescence, or



loss of skilled employee issues that we see in manufacturing. However, they are tightly
coupled and highly integrated within the defense industrial base and, if nothing else,

suggests a weak point that could be exploited, not unlike the SolarWinds hack.
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Appendix C — Network Visualizations
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Figure 40 — US ARMY Program Executive Office Missiles and Space

This network diagram (Figure 40) captures the acquisition supply base for PEO

Missiles and Space out of Redstone Arsenal, AL; this analysis was unique; instead of

pulling by NAICs codes, the program explicitly compiled the data. The two distinct

nodes align with modules built around prime contractors Raytheon and Lockheed Martin;

the radial degree extending from the center of both nodes represents the supplier’s

relation to the prime. The purple and green modules intersection is the common space for

procurement within the PEO; these are suppliers utilized by both primes. The size of the

node reflects the EigenCentraility value (consistent with this report). Of interest, the

smaller modules formed (blue, orange, black) tie to critical energetic providers both in

terms of raw material and integration into energetic subassemblies.
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Figure 41 — Shipbuilding

This network diagram (Figure 41) illustrates NAICs associated with shipbuilding.
Shipbuilding has roughly half the number of suppliers (as compared with missiles). Five
significant modules compose the network, where the modules align primarily with the
prime contractors. This model was fascinating from the standpoint of containing an
evenly distributed shared space of providers (grey nodes). These supplies are similar in
terms of both average subcontract awards and unique dependency programs. As a result,
the systemically risky and fragile suppliers all share a similar composition of total risk (in
terms of negative impact to the base or programs). Shipbuilding has suffered considerable
contraction as a base. As a result, the remaining suppliers have all increased in total

criticality.
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Figure 42 — Rotational Detonation Engines

This network diagram (Figure 42) illustrates recent development spending on an
emerging technology within powered systems. Systemically critical firms are composed
of engineering service companies. In this network, prime contractors are (knowingly or
unknowingly) leveraging the same engineering service companies; this creates an

imbalance given the tight coupling and sparsity of constituents.
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