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Abstract of Praxis
Machine Learning for Malicious URL Classification with expanded Feature
Selection and Natural Language Processing: A Temporal Analysis

This praxis further investigates the research performed by Evan Wehr (2024),
who argued that URLs change over time, and that when Machine Learning (ML) is
applied to malicious URL classification, performance should decay over time. This
means that ML performance should decay over time when applied to malicious URL
classification. Wehr’s (2024) research does not include the use of natural language
processing for malicious URL classification, to which this praxis extends.

Traditional approaches to ML model training and testing assume static datasets,
neglecting the temporal dynamics inherent in URLs. By addressing this gap, the aim is to
determine the effectiveness of incorporating natural language-based features in enhancing
model performance and resilience to concept drift over time. The research performed
demonstrates the potential improvements or shortcomings of including natural language
processing in a temporal analysis over existing selections. To test the hypotheses, a
dataset comprising of 2,292,882 URLs, one of the largest in this domain, was used. The
temporal analysis revealed the presence of concept drift and indicated potential
performance decay. Models resistant to such decay, such as XGB, LR, and NB, with
normalization and standardization, exhibited the strong lasting power. This study
underscores the importance of considering temporal dynamics and feature selection in
designing robust ML solutions for malicious URL classification, providing valuable
insights for security engineers to make informed decisions in safeguarding against

evolving threats.
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Chapter 1: Introduction

1.1 Background

As stated by Wehr (2024), the rapid expansion of the internet since its conception
in the early 1990s has revolutionized society. This expansion has also given rise to new
forms of cybercrime, with phishing emerging as a prevalent threat vector (Wehr, 2024).
Phishing attacks involve deceiving users through emails that contain malicious links or
attachments, leading to various malicious activities such as malware distribution,
credential theft, and fraudulent schemes.

According to IBM’s Cost of a Data Breach Report 2024, the global average cost
of a data breach stands at $4.45 million which is a 2.3 increase from the average cost in
2022 (IBM, 2024). In this, the United States experienced an average cost of $4.76
million, driven significantly by phishing incidents (IBM, 2024). Phishing alone continues
to account for 16% of data breaches. Malicious links do extend beyond phishing;
however, security controls exist to counter the risks of phishing beyond those used in
emails.

Traditional security controls rely on blacklisting, anomalies-based detection, and
heuristic-based methods (Aljabri et al., 2022). However, these approaches have
limitations, including reliance on known threats, susceptibility to false positives, and
inability to adapt to emerging attack patterns.

Recent cybersecurity research has turned to Machine Learning (ML) as an
approach for classifying URLs as malicious or benign. ML algorithms utilize datasets to

learn patterns and make predictions. This allows the algorithm to enhance its



performance and efficiency for desirable outcomes, based on the algorithms predictions.
The dataset is split into two categories called ¢rain and test, when applied to an ML
model. Usually, this split is 70/30, but other ways to split the train and test data do exist.

Through the extension of Wehr’s (2024) existing research, this study also
implements a temporal analysis that serves to assess the performance of ML models over
time. Unlike many approaches that assume static datasets, this temporal analysis assumes
that malicious URLs do change over time, allowing for the detection of concept drift and
performance decay.

This study builds upon existing research by Wehr (2024) by incorporating natural
language-based features into ML models for malicious URL classification. Natural
language processing techniques enable the extraction of linguistic features from URLs,
which may change the overall temporal performance of ML algorithms. This introduction
of natural language-based features is one aspect novel to this praxis.

Inspired by previous research on temporal analysis in malware detection, this
study aims to identify ML models with lasting power—those resilient to performance
decay over time (Yang et al., 2021) (Bodmas: An open dataset for learning based). By
addressing these research questions and hypotheses, the study contributes to advancing
the effectiveness and resilience of ML-based security solutions in combating evolving

cyber threats.

1.2 Research Motivation

Past research suggests that most ML algorithms that target URL classification
retain the assumption that data does not change (though, researchers do admit concerns

for drift and decay), however, the overall population does change, meaning that the data



about the population should have some kind of effect over time. This population-based
data change can be referred to as “concept drift” (Singh, 2012, p. 81). Prior research
further suggests that the consequences of concept drift could result in performance decay
over time, for ML models.

In effort to understand which algorithms may experience performance decay,
extensive research has been performed to measure the performance of multiple
algorithms. In Wehr’s (2024) praxis, the findings did succeed in identifying which
models had strong lasting power; however, none of the research had included natural
language processing (NLP) or have measured model performance when NLP is also
applied to the datasets. Due to this, this praxis is focused on researching the effects of
NLP on URL classification and whether it improved, degraded, or had no effect on model

overall model performance, when used with data that can inherently change over time.

1.3 Problem Statement

Current research methodologies in the field of malicious URL classification
predominantly rely on the standard 70-30 split, when employing machine learning (ML)
algorithms. Despite acknowledged concerns about concept drift in prior research in this
context, there is a lack of research into the potential benefits or consequences of
incorporating natural language-based features, such as features facilitated by the Natural

Language Toolkit (NLTK), into ML models for malicious URL classification.

14 Thesis Statement

Insight from research on using a temporal analysis that includes natural language

processing will further serve to help engineers design for and select models with superior



lasting power for malicious URL classification. In this regard, NLTK is appropriate for

expanding natural language-based features of existing datasets, with Wehr’s (2024)

dataset appropriate for temporal analysis. Wehr’s (2024) dataset does not include natural

language processing for URL classification. A temporal analysis for malicious URL

classification with added features from NLTK will provide additional insight and will

reveal which ML algorithms struggle with performance decay when applied to the

malicious URL classification.

1.5

1.6

Research Objectives

The work of this praxis was focused on the following Research Objectives (RO).

RO1: Improve and incorporate additional features of an existing dataset for a
temporal analysis of URLs labelled as either malicious or benign.

RO2: Apply NLP to the machine learning model to further research the effects
that NLP will have on the URL classification process.

RO3: Record findings and provide further information into the effects of NLP on
multiple models, allowing for more informed decisions on which models
would have the best performances and lasting power with classifying

malicious URLs.

Research Questions and Hypotheses

RQ:1: Are there any natural language-based features with better desirability
compared to those selected in Dr. Wehr’s research?
RQ2: Over time, do ML models trained to classify malicious URLs exhibit decay

or drift in performance?



RQ3:

RQu4:

Hi-n:

Hi-a:

H2-n:

Hz-a:

H3.x:

H3.a:

Given enough time for a model’s performance to drift or decay, is there a
rank-ordering of performance change between models?

Does the introduction and selection of natural language-based features
improve or worsen the lasting power of machine learning models in terms of
Recall?

Incorporating additional features extracted from Dr. Wehr’s dataset did not
yield any newly desirable features for machine learning, as determined by
their correlation and variance.

Incorporating additional features extracted from Dr. Wehr’s dataset did
yield new, desirable features for machine learning, as determined by their
correlation and variance.

Of ML models created to lexically classify malicious URLSs, a temporal
analysis shows that all models exhibit no drift and no decay in performance
over time.

Of ML models created to lexically classify malicious URLSs, a temporal
analysis shows that there are models with drift or decay in performance over
time.

Of ML models created to lexically classify malicious URLSs, a temporal
analysis shows that all models do not change in their performance rank-
ordering.

Of ML models created to lexically classify malicious URLSs, a temporal

analysis shows that models do change in their performance rank-ordering



Ha-n: When NLP-based ML models are tested against Dr. Wehr’s original dataset,
the models yielded higher results, on average, than the non-NLP based
models that were tested in Wehr’s research.

Ha-n: When NLP-based ML models are tested against Dr. Wehr’s original dataset,
the models yielded did not yield higher results, on average, than the non-

NLP based models that were tested in Wehr’s research.

1.7 Scope of Research

This praxis focuses on a temporal analysis that incorporates lexical and NLP-
based features. The effects that NLP has on the ML model was evaluated to produce
further insight into the positive and/or negative effects that NLP has on different model
performance. The dataset that was used was created by Wehr (2024), with additional
NLP features added as a means of improvement to the dataset and evaluate their temporal
effect. The purpose of this research is to evaluate the performance of different models in
lexical temporal URL classification using NLP, particularly with non-stationary data that

is subject to concept drift.

1.8 Research Limitations

It is important to note that there were research limitations during the research of
this praxis. This includes the praxis being limited to a year’s worth of research and work,

which restricted the analysis to a one-year duration.

1.9 Organization of Praxis

Chapter 1 — Introduction: This chapter introduces the research topic, its
significance, research problem, objectives, and scope of the praxis.

6



Chapter 2 — Literature Review: The literature review surveys existing research
relevant to the topic, identifies gaps, and positions the study within the academic
discourse.

Chapter 3 — Methodology: This chapter describes the research design and
methods used, including data collection and analysis procedures.

Chapter 4 — Results: The results chapter presents the research findings
objectively, using tables, graphs, and other visual aids.

Chapter 5 — Discussions and Conclusions: This chapter interprets the results in
relation to the research questions and literature, discusses implications, and

suggests future research directions.



Chapter 2: Literature Review

2.1 Introduction

Machine Learning (ML) has continued to grow and capture the interest of
researchers globally, including in the field of cybersecurity. The focus of this literature
review is to: (a) review the existing research conducted by Wehr (2024) and additional
research on Al and common algorithms for classifying malicious URLs; and (b)
incorporate Natural language processing (NLP) to identified challenges of ML for URL

classification.

2.2 Review of Artificial Intelligence

In recent years, Artificial Intelligence (AI) and ML have revolutionized the field
of technology. To understand how Al has improved several aspects of technology, Al
must be understood at an overview. According to (Sheikh et al., 2023), Al is the ability
for a computer to imitate various complex skills that humans inherently have. Though
this could be a working definition, it is important to note that if the skills are not
identified, then the definition of Al remains open. A subset of Al, Machine Learning
(ML), can be defined as a set of computational algorithms that hold the ability to learn
from their surroundings and emulate human intelligence (Sheikh et al., 2023). For the
sake of this praxis, ML will be defined as the ability for a computer to perform intelligent
tasks, and the task for this praxis is to classify malicious URLs.

ML works by utilizing data, usually in the form of a dataset (whether structured or
unstructured). Depending on the type of data being used, an ML algorithm can be

selected to produce a model that will ultimately be trained with the data. The data used by
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this model is split into two sets (70/30 split), training and testing sets. In this regard, the
training dataset is the portion of the dataset used to fit the ML model while the testing
dataset is the portion of the dataset used to evaluate performance (Brown, 2021). This

split is common for machine learning datasets.

23 Review of Machine Learning Methods

Machine Learning models vary based on the specific ML algorithm used. These
algorithms fall into three main learning categories: supervised learning, unsupervised
learning, and reinforcement learning (Sheikh et al., 2023).

Supervised learning involves labeled datasets, where each element has an
associated label, and the model's task is to predict labels for unseen test data (Sheikh et
al., 2023). During training, the model learns to associate input data with correct labels.
This type of learner is generally used in tasks like email spam filtering, voice recognition,
and biometrics identification. The performance of a supervised learning model is
dependent on its ability to predict labels accurately. Though this type of learner is useful
in labeled datasets, providing labeled data might not be feasible for certain problems.

In contrast to supervised learning, unsupervised learning involves datasets without
labels, aiming to discover patterns or relationships within input data (Sheikh et al., 2023).
This type of learner is useful for tasks such as clustering similar data points or identifying
associations and/or patterns between different data elements. Evaluating unsupervised
models performance usually involves statistical comparisons between different models.
For example, unsupervised learning could help detect unusual patterns or outliers in data

(anomaly detection).



Reinforcement learning, another type of learner, is well-suited for scenarios
involving trial-and-error, where the algorithm interacts with an environment to maximize
rewards and minimize penalties (Sheikh et al., 2023). An example of this type of learner
is autonomous driving, where self-driving vehicles can learn driving policies by
interacting with simulated or real-world environments. Over time, reinforcement learning

algorithms improve their strategies based on the feedback received.

24 URL and Dataset Overview

URLs, as defined by RFC 1738 and RFC 3986, represent an important part of the
internet, providing a representation of internet resources. Essentially, a URL acts as a
web address, which facilitates access to websites. Often used interchangeably, the terms
URL and website are distinct; a URL points to a specific resource, while a website is a
collection of information presented visually using HyperText Markup Language (HTML)
and other programming languages.

Datasets for classifying malicious URLs can use a variety of approaches,
including HTML content analysis, network traffic characteristics, and statistical features
of URL text. However, relying on external sources like VirusTotal or Whois can be
challenging due to the nature of malicious websites in these sources, which could change
or disappear entirely. The dynamic nature of websites also poses a challenge for HTML-
based analysis, leading researchers to favor lexical URL analysis over malicious URL
classification. This approach involves examining the textual features of URLs, which are
more stable compared to the content of HTML pages.

The anatomy of a URL can be broken down into several components:
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URL conpaonents by name:

Host
{ . |

scheme:/faub-domain domain top-level-dom ain: pottfpathito’pageYparameters#anchor
Y J

-
Authonty

Figure 1: URL Syntax
(Wehr, 2024)

e Scheme: The scheme refers to a set of rules that dictate how data will be
transmitted over a network. It defines the syntax, semantics, and synchronization
of communication between devices.

¢ sub-domain: The subdomain is a part of a larger (main) domain in the Domain
Name System (DNS) hierarchy. It is used to organize and navigate to different
sections of a website or service.

e Domain: The domain is a name that is assigned to an IP address on the internet. It
forms part of a website's URL, such as example.com. Domains provide a more
memorable way to access websites instead of using numerical IP addresses.

e Port: The port is a communication endpoint in networking. It is used to identify
different services running on a device. Ports are numbered, and each port is
associated with a specific service or protocol. For example, HTTP typically uses
port 80, HTTPS uses port 443, FTP (File Transfer Protocol) uses port 21, and so

on.
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e Path: The path refers to the specific location of a resource on a web server. In a
URL like https://example.com/path/to/resource, /path/to/resource is the path. The
path reveals the specific file or directory on the server that the client is requesting.

e Parameter/Value: Parameters and values are used in URLs to pass information
to a web server. They are usually found after the path in a URL. For example, in
https://example.com/search?q=term, q is the parameter and ferm is the value.
Parameters are used to for generate content, process form submissions, and
customize user experiences.

e Anchor: The anchor (or fragment identifier) in a URL refers to a specific location
within a web page. It is indicated by a # followed by an identifier (e.g.,
#sectionl). When navigating to a URL with an anchor, the browser scrolls to the
corresponding section of the webpage. Anchors are usually used to link directly to

specific content within a webpage.

2.5  Machine Learning in Temporal URL Analysis

URLSs are dynamic in nature, meaning that they can change over time. The
analysis of this change over time is what this praxis refers to as a temporal analysis. The
content and purpose of a URL can change due to a variety of reasons, such as updates to
websites, changes in ownership, or alterations in the intended use of the URL. This
dynamic nature poses several challenges for static analysis techniques, which emphasizes
the need for a temporal analysis.

Temporal elements refer to the characteristics of URLs that change with time.
These elements can include Timestamps, Content Changes, and Behavioral Patterns. In

this context, Timestamps are the information about when the URL was first observed, last
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observed, or how frequently it changes. Content changes refer to the tracking of
modifications in URL content, such as page updates or redirects. Behavioral Patterns
involve analyzing URL patterns, temporally, to detect anomalies.

2.5.1 Temporal Analysis Techniques

Temporal analysis techniques exist that can be employed, which include a time
series analysis, change detection, and incremental learning techniques. Time series
analysis involves the use of statistics to examine patterns and/or trends in URL behavior
over a series of time. By analyzing historical data, security professionals can identify
changes or anomalies that may indicate malicious activities such as phishing or malware
distribution.

Change detection is another technique for a temporal analysis. This technique
focuses on utlizing algorithms to detect significant alterations in URL characteristics,
such as sudden spikes in traffic or modifications to domain registration information.
These changes could indicate the presence of new threats or the exploitation of
vulnerabilities.

Incremental learning techniques, another temporal analysis technique, utilizes
machine learning models to adapt to evolving URL patterns continuously, allowing the
models to update their knowledge base and improve their Accuracy over time. This
method of analysis enables continuous learning and adjustment of models as new data
becomes available, improving the Accuracy of systems over time. In addition to the
techniques mentioned for identifying URL patterns, the use of Natural Language
processing can be incorporated to further improve on the overall temporal analysis

process.
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2.5.2 Challenges of Temporal Analysis

It is important to note that while a temporal analysis is ideal for the scope of
research in this praxis, there are challenges with a temporal analysis overall that this
praxis seeks to address. One of the challenges with ML is data imbalance. Data
imbalance refers to the phenomenon where certain classes of URLs (e.g. benign vs
malicious) are more prevalent (for example, 4:1 ratio between benign and malicious).
Data imbalance also applies as URLs change. Additionally, another key challenge
involves the behavior of machine learning models as applied to evolving URL
characteristics. As URLs and their characteristics change over time, the effectiveness of
machine learning models also changes. Some of these models will experience
performance decay. To effectively overcome these challenges, NLP will be employed to
better track malicious URLs throughout the changes that may occur.

2.5.3 Features, Labels, and Label Accuracy

When utilizing an appropriate dataset, defining both Features and Labels is
necessary to correctly classify URLs as malicious or not malicious. A feature can be
defined as the input variables used to make predictions or decisions by the ML model
whereas a label can be defined as the dependent variables upon which the model is
trained. Features are generally defined throughout the dataset creation process, but labels
have to be chosen from the dataset to train the model. That said, there are reputable ways
to accurately label datasets for malicious URL classifications. One of the ways is to
consult experts to manually label the data, which can be time consuming and require
substantial human interaction. Labels can also be sourced from pre-existing work done on

datasets, but it is difficult to ascertain whether the labels are correct or not.
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To shorten the time and complexity of labelling data in the Malicious URL
dataset, the existing labels defined in Wehr’s praxis (Wehr, 2024) will be used. More
specifically, the available features can be improved when applying NLP to the overall
dataset, meaning that it may be possible to the label Accuracy.

2.5.4 Imbalance, Oversampling, and Undersampling, and SMOTE

To understand imbalanced learning, He and Ma (2013), states “as the learning
process for data representation and information extraction with severe data distribution
skews to develop 20 effective decision boundaries to support the decision-making
process” (He & Ma, 2013, p. 1). This is a phenomenon where the common class is less
than twice as common as the rarest class, or “marginally unbalanced” (He & Ma, 2013,
p. 1). In the context of the dataset of this praxis, the common class was defined as non-
malicious (e.g. benign) URLs, whereas the rare class was the malicious URLs. This
imbalance complicates the development of effective decision boundaries, as traditional
algorithms tend to prioritize the majority class while neglecting the minority class. Such
oversight can undermine the accuracy and reliability of classification models, particularly
in scenarios where the rare class—malicious URLs—is critical to identify accurately.

To mitigate the effects of imbalance, one option that can be employed is
oversampling. This would increase the representation of the rare class (malicious URLSs)
within the dataset. Oversampling can be defined as a data augmentation technique, used
on imbalanced datasets, that aims to increase the number of data points in the minority
class by either generating new points or duplicating existing ones (Pérez-Ortiz et al.,
2016). Oversampling can be useful to mitigate the effects of data imbalance, however,

indiscriminate oversampling can lead to overfitting, where the model becomes
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excessively attuned to the features of the minority class during training, potentially
degrading performance on unseen data.

Another way to mitigate the effects of imbalanced datasets is by undersampling.
Undersampling aims to address imbalance by reducing the number of instances in the
majority class (benign URLSs) to match the size of the minority class (malicious URLSs)
(de Morais & Vasconcelos, 2019). While this may be effective in rebalancing the dataset,
undersampling may discard valuable information and discriminative features from the
majority class. If this were to happen, then it can negatively impact the model's ability to
generalize and identify benign URLs accurately.

Synthetic Minority Oversampling Technique (SMOTE) is another way to mitigate
imbalanced datasets. SMOTE works by generating synthetic examples for the minority
class based on existing instances (Hassanzadeh et al., 2023). It essentially works by
creating new samples that represent the rare class without having to duplicate data points.
Though a popular method to mitigate the effects of data imbalance, SMOTE's
effectiveness can vary depending on the dataset's characteristics and the degree of class
imbalance. For this reason, it is important to evaluate the performance of the model after
applying SMOTE.

2.5.5 Lexical-based Research

Table 1 shows a plethora of research on the use of ML for Lexical-based URL
classification (Wehr, 2024). The research includes a contrast to this praxis but excludes

the use of natural language processing.
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Table 1: Survey of Relevant Research

Year of Author in
Publication Bibliography Data Models Best Performer
2024 Wehr 2,292,882 URLs GNB, DTC, BNB, LDA, SVM-1
SGD, LR, LSVC,
AdaBoost, RF, KNN,
Ensemble, SVM-rbf,
SVM-1
2023 Nowroozi, 3,980,870 URLs (Alexa, RF, AdaBoost, GB, XGB
Ehsan et al CrowdFlower, DMOZ, XGB
Phishtank, Phishtrom
2023 Vung, Cing 16,036 URLs (PhishTank) ANN, SVM, XGB XGB
Gel, and Yu Yu
Win
2022 Abuadbba et 100,000 (PhishTank, LR, DT, KNN, NB, RF, LR
al. OpenPhish, Alexa Topsites SVM
Amazon service)
2022 Aljabri et al. 66,506 URLs subset of NB, RF, LSTM, CNN NB
Malicious and
Benign Websites Dataset,
(A. K. Singh, 2020)
2022 Ghaleb et al. 651,191 URLs (Malicious Urls NB, LR, DT, RF, CNN, RF
Dataset SDL
on Kaggle, souring from
PhishTank and ISCX-
URL2016)
2022 Oshingbesan Over 2 million URLSs from LR, SVM, DT, RF, CB, KNN
etal. 16 pre- existing datasets. KNN, FFNN, NB, GMM,
KMeans
2022 Sabir et al. 193,386 URLs (Dmox, RF,DT, SVM, LR, Mixed results.
ISCXURL2016, Alexa KNN, XGB, LGBM, Varied
web-crawl, Phish-storm, CNN, LSTM performance
PhishTank, OpenPhish) based on
features.
2021 Aalla, et al. 420,000 URLSs (sourcing DT, LR LR
undeclared)
2021 Rupa et al. 32k URLs (PhishTank, LR, SVM, KNN, LDA LR
Github, Kaggle)
2021 El-Din et al. 63,191 URLSs (sourcing LR, DT, NB DT
undeclared)
2021 Hannousse et 11,430 URLSs (Alexa, Yandex, DT, RF, LR, NB, SVM RF
al. PhishTank, OpenPhish, &
Sahingoz et
al., 2019)
2021 Kumi et al. 1,200 URLs (Alexa, CBA, SVM, LR, NB CBA
OpenPhish, VxVault,
URLhaus)
2021 Fan 21,615 URLs (PhishTank, NB, SVM, LR, NN NN
others)
2021 Mitra & Raja 165,366 URLs (OpenPhish, KNN, RF, SVM RF
M.V. MBPI,
malware domain dataset,
WEBSPAM- UK2007, ISCX-
URL2016 (Mamun et
al., 2016))
2021 Shantanu et 450,000 URLs (Kaggle) LR, SGD, RF, SVM, NB, RF
al. KNN, DT
2021 Yuan et al. 65,927 URLs (Alexa, host- A new model, and NNs A new model
file.net, PhishTank) (Attention Mechanism, using an
CapsNet, CNN, LSTM, Bi- Attention
LSTM, IndRNN, Bi- Mechanism, Bi-
IndRNN) IndRNN, CapsNet
2020 Crisan et al. Undeclared volume of URLs CSNN, MLP, ET MLP
(an anonymous Romanian cyber
security company)
2020 Das et al. 194,798 URLSs (open data Simple RNN, Simple CNN-LSTM
sources) LSTM, CNN-LSTM
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Year of Author in
Publication Bibliography Data Models Best Performer
2020 Lietal. 331,622 URLs (PhishTank, KNN, RBF Network, KNN, RBF
360.com, Haol23, DMOZ) RBF Classifier, Classifier, and NB
Kernalized- SVM,
Linear-SVM, LDA,
LR, MLP (H1, H3, H7),
CNN, QDA, NB, VP, AB,
RILB
2020 Shahrivari et Apx 11,000 URLs LR, DT, RF, AdaBoost, XGB
al. (PhishTank and other non- KNN, NN, SVM (linear,
declared sources). poly, rbf, and sigmoid),
GB, XGB
2020 Shahrivari et Apx 11,000 URLs (PhishTank LR, DT, RF, AdaBoost, XGB
al. and other non-declared KNN, NN, SVM (linear,
sources). poly, rbf, and sigmoid),
GB, XGB
2020 Wei et al. 20,208 URLs (Common Crawl RF, SVM, LSTM, CNN, CNN
dataset, PhishTank, Moz Top CANTINA+, td-idf,
500, Alexa)
2020 Xuan et al. 470,000 URLs (PhishTank, SVM, RF RF
URLhas, Alexa,
Malicious_n_Non-
Malicious
URL)
2019 Brites & Wei 17,381 URLs (Alexa Top RF, KNN, SVC, DT, RF and MLP
Sites, PhishTank, MLP,
OpenPhish) GNB, Adaboost, LR
2019 Sahingo6z et 73,575 URLs (PhishTank, DT, AdaBoost, Kstar, RF
al. Yandex KNN, RF, SMO, NB
2018 Jiang et al. 7 million URLSs (Phish CNN CNN
Tank, Virus Total, Google,
DMOZ, and others)
2019 Sahingo6z et 73,575 URLs (PhishTank, DT, AdaBoost, Kstar, RF
al. Yandex KNN, RF, SMO, NB
2017 Bahnsen et al. 2 Million URLs (PhishTank, LSTM LSTM
CommonCrawl
2017 Bhattacharjee PhishMonger’s Targeted Brand Ridge Classifier, LR Mixed results
et al. Dataset
2017 Li & Wang 47,278 URLs (Alexa, BN, LR, DT, RF RF
PhishTank)
2016 Mamun et al. 114,400 URLs (Alexa, Heritrix, C4.5, KNN, RF RF
OpenPhish, DNS-BH, Zone-H,
and a
publicly available web spam
dataset)
2016 Masetic et al. 5,000 URLs (DMOZ, Yahoo, C45 C4.5
PhishTank, Spamscatter)
2014 Akanbi et al. 9,250 URLs PhishTank, Google C4.5, LR, KNN, SVM KNN
2014 Marchal et al. 96,018 URLs (Alexa, RF,RT,LMT, C4.5, RF
PhishTank) PART, JRip, SVM
2013 Chu et al. 46,145 URLs (Toaboa, SVM SVM
Yahoo, haol23.com)
2013 Eshete et al. 486,384 URLs (Google DT, RT, RF, NB, BN, RF
blacklist, SVM, LR
PhishTank, Alexa Top Sites,
Yahoo random URL
generation, DMOZ)
2011 Canali et al. 206,573 URLs (Alexa, RT, RF, NB, LR, J48, J48
Wepawet dataset) BN
As cited in Wehr, 2024

(Abbreviations can be found in List of Acronyms)

The review of notable works in machine learning for URL classification, with a

focus on lexical features, shows research efforts spanning over a decade. These studies
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leverage datasets sourced from OSINT (Open-Source Intelligence), private sources, and
public repositories like Kaggle and Alexa Web Crawls. PhishTank, OpenPhish, and
URLHaus as sources for malicious URL samples, yet there is no evidence that the
surveyed studies conduct a temporal analysis despite having access to timestamped data
from these sources. Notably, majority these works utilize traditional machine learning
algorithms such as Logistic Regression (LR), Decision Trees (DT), Random Forests
(RF), XGBoost (XGB) and Support Vector Machines (SVM), with some integrating
Neural Networks (NNs) like Convolutional Neural Networks (CNN) and Long Short-
Term Memory (LSTM) models for enhanced classification. However, few studies
explicitly address issues of dataset drift and decay, highlighting a gap in temporal
analysis methodologies within this area of research.

For this praxis, incorporating natural language processing (NLP) techniques could
either enhance or degrade the classification of malicious URLs. NLP enables the analysis
and understanding of textual data, which is necessary for identifying patterns and features
that may indicate malicious URLs. Techniques like tokenization, text embedding, and
sentiment analysis can be use to extract relevant features from URLs, which can enhance
the input data for machine learning models. Additionally, temporal analysis can provide
insights into how URL characteristics evolve over time, which could help classifiers in

adapting to URL behavior and improve model effectiveness.

2.6 Natural Language Processing (NLP) Overview

NLP can be defined as the enablement of automated processing and parsing of
natural language, by a wide range of techniques (Teufl et al., 2010). It began during the

1950s, as an early form of A7 and linguistics (Nadkarni et al., 2011). Though the original
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use did not include the retrieval of textual information, NLP now does includes these.
The usage of NLP in the scope of research for this praxis involves identifying malicious
words, patterns, and character sequences to further aid in the classification of malicious
URLSs. Additionally, NLP may also assist in identifying concept drift in datasets.

2.6.1 Natural Language Processing (NLP) Approaches

In the context of this research, automated processing (NLP) involves the lexical
parsing of words and characters. Given the growing sizes of datasets, it requires a
significant amount of time for a human to review language within a large dataset. An
example of this is the use of NLP for electronic participation (E-Participation), a process
that involves citizens that express their opinion on a specific topic. NLP enables the
ability to automate the analysis of the opinion data and extract important concepts from
this data (Teufl et al., 2010). For this reason, NLP has great importance in its ability to
analyze large datasets.

When applying NLP to URL classification, additional information can be
provided to aid in the decision-making process of the ML algorithm’s model. A word list
can be used to further train the NLP inclusive model on malicious and benign words or
characters. Malicious patterns can then be extracted from the analyzed wordlist. When a
trained model that uses NLP can be trained on a wordlist as stated, there may be an effect
on the model’s overall ability to detect changes (concept drift) in the data (within the
model’s dataset) over time. Furthermore, taking this approach may have an additional

effect on ML model’s performance in the classification of malicious URLs.
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2.6.2 NLP with NLTK

Several toolkits exist to process natural language-based data, including spaCly,
TextBlob, Stanford NLP, NLTK, fastText, and more. For the scope of this research,
NLTK will be the most used toolkit. NLTK is a very popular and powerful library toolkit
that allows programs to process data based on human language. An example usage of
NLTK is in Al chatbots, which are commonly created using NLTK libraries. In addition
to chatbots, NLTK can be used to apply text-based data to ML models (which is the use
case for this praxis). With this information, it is still important to note that NLTK is not
the only NLP based tool that can be used to aid in this research. As stated above, the
other mentioned tools can also be leveraged.

2.6.3 Concept Drift Detection Techniques using NLP

There have been several attempts to detect concept drift in datasets. Of these
attempts, two notable ones include Label Dependency Drift Detector (LD3), and Fuzzy
Formal Concept Analysis.
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Figure 2: Concept Drift Detection
(Gulcan & Can, 2022)
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Figure 2 outlines five types of concept drifts, and how they may occur over time.
In Figure 2, the vertical axis represents data distribution while the horizontal axis
represents time. The aim is to outline the change in data may be sudden, incremental,
gradual, or recurring, depending on the nature of the data being used by the ML model. It
is important to note that the Outlier (e) is not actually a drift type, but rather a form of
noise and will not be addressed in the scope of this research.

LD3 is an unsupervised concept drift detection algorithm that uses label
dependencies within the data for multi-label data streams (Gulcan & Can, 2022). This
works because traditionally, ML approaches utilize traditional data streams that assume
single-label outputs, meaning that each instance is assigned to a single output. Multi-data
streams allow instances to belong to multiple categories (or features) simultaneously,
allowing the algorithm to adapt to changes in data by leveraging the multi-data streams to
detect these changes over time. The research on LD3 demonstrates a solution to detecting
concept drift, that may also influence URL Classification as well.

The Fuzzy Formal Concept is an approach that focuses on the concept drift
detection index to predict when ML performance for text-stream classifiers is low (Fenza
et al., 2023). Research from Fenza suggests that ML in a concept drift environment
produces poor learning results if concept drift is not effectively handled. The detection
index utilizes lattice-based math to understand whether new facts are well represented in
the training data (e.g. fake news data). When this concept was applied against RF, NB,
and PA, the highest scoring algorithm PA held an Accuracy of 81%. The correlation for
the model performances suggests that the index used can avoid incorrect classifications

(to an extent) and help in retraining decisions.
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Chapter 3: Methodology

3.1 Dataset Construction

The foundation of this research builds upon the temporal URL dataset established
by Wehr (2024), which implemented a structured temporal segmentation approach,
utilizing 16 discrete test buckets spanning from January 29, 2023, to May 20, 2023. Each
test bucket represented one week of data collection, allowing for granular temporal
analysis while having avoided the limitations of daily segmentation or monthly
aggregation.

The updates made to Wehr’s (2024) dataset for this praxis included the addition
of natural language processing (NLP) based features. The base dataset, comprising
2,292,882 URLs (567,251 malicious and 1,725,631 benign), represented one of the
largest malicious URL datasets available for research. It is important to note that all data
in Wehr’s (2024) dataset comprised of information prior to January 28, 2023. This
chapter details the methodology for expanding Wehr’s (2024) dataset to include NLP-
based features, while maintaining the integrity of the original temporal stratification.

3.1.1 Baseline Dataset Architecture

The original dataset, developed by Wehr (2024), employed a temporal approach.
Data was segmented into training data (preceding January 28, 2023) and 16 discrete
weekly test buckets (January 29, 2023 - May 20, 2023). This temporal structure was used
to analyze concept drift and model degradation over time. The dataset aggregated URLs

from nine distinct sources, shared in Table 2, below.
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Table 2: Sources of Data

Source Citation Dataset Sources / Description
A (Wayback Machine, n.d.) An archive of hosts-file.net; a historic list of URLSs that should not be accepted
inbound, labeled as malicious.
B B (Marchal et al., 2014) Alexa, PhishTank
C (Xuan et al., 2020) Includes Malicious n_Non-Malicious URL from Kaggle
D (Hannousse et al., 2021) PhishTank, URLhas, Alexa, Malicious_ n Non-Malicious URL
E E (Ghaleb et al., 2022) Souring from PhishTank and ISCX-URL2016
F (URLhaus - API, n.d.) CTI of Public reporting of malicious URLs
G (A. K. Singh, 2020) Sourced from random web crawls from 11/2019 to 3/2020.
H (Tyagi, 2023) A Kaggle dataset released 1/2023
I (Mitra & Raja M.V, 2021) OpenPhish, MBPI, malware domain dataset, WEBSPAM-UK2007, ISCX-URL2016,
(Mamun et al., 2016)

As cited in Wehr, 2024

This diverse sourcing strategy minimized potential biases that might emerge from
reliance on a single data source or collection methodology. The original dataset
underwent preprocessing, including deduplication, malformed URL removal, and binary
classification standardization (0 for benign, 1 for malicious). The breakdown of URL

distribution from each source is described in Table 3, below.

Table 3: Dataset URL Counts by Source

Bucket | Label | Total Source

A B C D E F G H 1
train 1 454,144 45,733 | 2 66,332 5,712 | 162,259 126,542 | 31,691 3,954 | 11,919
train 0 1,725,631 | O 92 | 344,791 5,714 | 35,380 0 1,339,6 | 0 0
testl 1 9,282 0 0 0 0 0 9,282 34 0 0
testl 0 0 0 0 0 0 0 0 0 0 0
test2 1 6,887 0 0 0 0 0 6,887 0 0 0
test2 0 0 0 0 0 0 0 0 0 0 0
test3 1 6,939 0 0 0 0 0 6,939 0 0 0
test3 0 0 0 0 0 0 0 0 0 0 0
test4 1 3,643 0 0 0 0 0 3,643 0 0 0
test4 0 0 0 0 0 0 0 0 0 0 0
test5 1 7,789 0 0 0 0 0 7,789 0 0 0
testS 0 0 0 0 0 0 0 0 0 0 0
testo 1 8,327 0 0 0 0 0 8,327 0 0 0
test6 0 0 0 0 0 0 0 0 0 0 0
test7 1 9,919 0 0 0 0 0 9,919 0 0 0
test7 0 0 0 0 0 0 0 0 0 0 0
test8 1 8,018 0 0 0 0 0 8,618 0 0 0
test8 0 0 0 0 0 0 0 0 0 0 0
test9 1 8,350 0 0 0 0 0 8,350 0 0 0
test9 0 0 0 0 0 0 0 0 0 0 0

[\
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Bucket | Label | Total Source

A B C D E F G H 1
test10 1 8,731 0 0 0 0 0 8,731 0 0 0
test10 0 0 0 0 0 0 0 0 0 0 0
testl1 1 7,181 0 0 0 0 0 7,181 0 0 0
testl1 0 0 0 0 0 0 0 0 0 0 0
test12 1 5,858 0 0 0 0 0 5,858 0 0 0
test12 0 0 0 0 0 0 0 0 0 0 0
test13 1 4,819 0 0 0 0 0 4,819 0 0 0
test13 0 0 0 0 0 0 0 0 0 0 0
test14 1 5,335 0 0 0 0 0 5,335 0 0 0
test14 0 0 0 0 0 0 0 0 0 0 0
test15 1 5,213 0 0 0 0 0 5,213 0 0 0
test15 0 0 0 0 0 0 0 0 0 0 0
test16 1 6,216 0 0 0 0 0 6,216 0 0 0
test16 0 0 0 0 0 0 0 0 0 0 0

As cited in Wehr, 2024

3.1.2 Natural Language Processing Enhancement Framework

NLP features were added to extend the original dataset. This was accomplished
through the addition of word-based features that could help identify malicious URLs.
This was a straightforward but effective approach, using NLTK for text processing. Steps
included (a) handling of word list management, (b) extraction of NLP-oriented statistics,
and (c) generation of NLP features.

First, regarding the handling of word list management, the process involved
creating two distinct word lists for URL analysis. The first list focused on good words, or
common legitimate URL strings. The second list contained bad words, or strings that are
commonly associated with malicious URLs. These lists were compiled based on security
research and common patterns in URL structures.

Second, the process for extracting NLP-oriented statistics involved three steps.
The first of the three was splitting each URL into its constituent words. The next step was
to count the occurrences of words from both the good and bad word lists. Lastly, the total

character lengths of identified words were calculated.
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Third and lastly, the process for the generating NLP features involved adding four
new features to each URL entry in the dataset. These were good words count,
bad words count, good words length, and bad words length. The feature
good words count quantified the presence of known good words. This feature is used for
identifying legitimate service-related URLs. The feature bad words count tracked
potentially malicious terminology, or “bad words”. This feature helps identify common
phishing patterns. The feature good words length helped to identify normal URL
patterns and provides context about the complexity of legitimate terms. Lastly, the
feature bad words_length measured the textual footprint of potentially malicious terms
and aids in identifying manipulation attempts.

The new NLP-based features produced by this process were derived from a list of
good and bad words, as shown above. To create the list of good and bad words, words
(special character delimited strings) were extracted from URLs in Wehr’s (2024) dataset.
Then, the total sum of the extracted words was compared between good and bad URLs. If
a word appeared more in good URLs than bad, then the weight of the word would
indicate the word was good, and vice versa; if a word appeared more in bad URLs than
good, then the weight of the word would indicate the word was bad. This process was
integrated with Wehr's (2024) existing temporal analysis structure, maintaining the
original dataset's organization into training and 16 discrete test buckets.

This process of determining good and bad words was based exclusively on the
training portion of the dataset, leaving the 16 discrete buckets not considered in the

creation of the good and bad word lists. The new NLP-based features complemented the
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existing lexical features while preserving the temporal aspects necessary for analyzing
concept drift in URL classification patterns.
3.1.3 Feature Engineering and Integration
Building upon Wehr's (2024) established dataset, the feature engineering process
focused on integrating NLP capabilities through specific word-based features. This
process maintained the integrity of the original dataset while adding new features for
analysis. The following features were created and added to the dataset. They features
were then applied to the training and all testing buckets.
e good words count: Number of found benign words.
e bad_words_count: Number of found malicious words.
e good words length: Total character length of found benign words.
e bad_words_length: Total character length of found malicious words.
For whatever utility can be gained by any readers, the list of good words and bad
words can be found at the end of the Appendix.
3.1.4 Quality Assurance and Validation
Quality assurance and validation were necessary to ensure the reliability of the
newly added NLP features. The process focused on maintaining the integrity of Wehr's
(2024) temporal analysis while successfully incorporating the new NLP-based features.
This validation approach involved several methods for verification and testing.
The primary validation process began with data integrity checks. All NLP features
were verified to contain valid numeric values, with a focus on the Features
good words count, bad words count, good words length, bad words length. These

checks confirmed that no missing values existed in the feature columns and also ensured
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consistency of feature calculations across the entire dataset. In addition, the integration
with Wehr's (2024) existing features was validated to maintain the dataset's integrity.

The second layer of quality assurance involved statistical validation. This process
included a correlation analysis between both new and existing features to identify any
redundancies or unexpected relationships. Feature distributions were examined in detail,
with particular focus on the distributions of word counts and lengths. This analysis helped
to identify and investigate any outliers that might have impacted model performance.

3.1.5 Methodological Limitations and Considerations

While this research method provided insight into URL classification using NLP-
based features, several limitations and considerations must be acknowledged. These

limitations affect both the interpretation of results and the generalizability of the findings.

3.1.5.1 Temporal Constraints

The 16-week test period displayed limitations for long-term pattern analysis.
Though the dataset spans from January 29, 2023, to May 20, 2023, this timeframe may
not capture all variations in URL patterns or longer-term trends in malicious URLs.
Additionally, with the weekly bucketing approach, while this may be practical for

analysis, it can obscure temporal patterns that occur within shorter or longer timeframes.

3.1.5.2 Word List Limitations

The effectiveness of the NLP-based features relied on the predefined lists of good
and bad words (found at the end of the appendix). While these lists were created based on
common patterns, they cannot capture all possible malicious or benign terms. New attack
patterns may employ previously unseen terminology, and legitimate URLs might use
terms that incorrectly trigger malicious indicators. This limitation affected the
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good words count and bad words_count features, as well as their corresponding length

measurements.

3.1.5.3 Feature Engineering Constraints

The NLP feature engineering process focused on word-based analysis, which may
miss more sophisticated patterns or obfuscation techniques. The current implementation
did not account for (a) character substitutions in words, (b) multi-language variations, (c)

context-dependent word meanings, nor (d) advanced obfuscation techniques.

3.1.54 Computational Considerations

The addition of NLP-based features introduced additional computational time
during both training and testing. While the selected features maintained reasonable
processing efficiency, the increased computational requirements should be considered

when implementing these methods in real-time classification systems.

3.1.5.5 Generalizability Constraints

The findings from this research may be limited to URLs from (a) different time
periods, (b) URLs from different geographic regions, (c) URLs using no non-Latin
characters, and (d) new or emerging attack patterns.

These limitations and considerations do not invalidate the research findings but
provide additional context for interpreting the results and identifying areas for future
research. Understanding these constraints will help improve the direction of future

research in URL classification.
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3.2

Models for Classification

To ensure a variety of models were used for performance evaluation, this praxis

used several classification models that are commonly used for binary classification tasks,

listed below.

AdaBoost (Ada): From Scikit-Learn, AdaBoost is an ensemble learning
algorithm that combines multiple weak classifiers to create a strong classifier
(AdaBoostClassifier, 2025). The algorithm works iteratively, adjusting weights on
training samples based on previous classification errors. This gives more
importance to misclassified samples in each iterations. For URL classification,
AdaBoost's ability to focus on examples that are difficult to classify makes it
particularly effective at identifying malicious patterns.

Linear Discriminant Analysis (LDA): From Scikit-Learn, LDA is a supervised
algorithm based on dimensionality reduction (scikit-learn, 2025b). This algorithm
projects data into a lower-dimensional space while maximizing the separation
between classes. For URL classification, LDA's ability to find combinations of
features, that separate malicious and benign URLSs, provide insight into feature
importance.

Linear Support Vector Classification (LSVC): From Scikit-Learn, LSVC
implements linear classification using liblinear optimization (scikit-learn, 2025c.).
This algorithm uses a hyperplane that maximizes the margin between classes
while minimizing classification errors. In URL analysis, LSVC's efficiency with

high-dimensional data makes it a good model for processing URL characteristics.
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Support Vector Machine (SVM): From Scikit-Learn, SVM is a kernel-based
classification algorithm that maps input data into a higher-dimensional space
(scikit-learn, 2025a). Using the RBF kernel, it creates non-linear decision
boundaries to separate classes. For URL classification, SVM's ability to handle
non-linear relationships between features makes it effective at identifying
malicious patterns.

Random Forest (RF): From Scikit-Learn, RF is an ensemble learning method
that constructs multiple decision trees and combines their predictions (scikit-learn,
2025d). Each tree is built using a random subset of features and samples, reducing
overfitting. In URL classification, RF's feature importance scoring capability help
identify URL characteristics indicative of malicious intent.

Deep Residual Network (DR): From TensorFlow, DR implements skip
connections in deep neural networks to address the vanishing gradient problem
(TensorFlow, 2024f). This model allows direct feature propagation through the
network while learning residual functions. For URL analysis, this enables deeper
network training and better feature hierarchy learning.

Dense Inception Network (DI): From TensorFlow, DI adapts the Inception
architecture with dense connections (TensorFlow, 2024c¢). The network processes
features at multiple scales, simultaneously, through parallel dense layers. This
multi-scale processing captures both character-level and structural patterns in
URLs.

Hybrid Residual Attention Network (HRA): From TensorFlow, HRA

combines residual connections with attention mechanisms (TensorFlow, 2024f).
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This model incorporates both spatial and channel attention to focus on relevant
URL components. This hybrid approach helps identify patterns in malicious
URLs.

Multi-scale CNN (MCNN): From TensorFlow, MCNN implements parallel
convolutional layers with different kernel sizes (Tensorflow, 2024a). This model
includes batch normalization and pooling layers for handling varying URL
lengths. The design effectively captures patterns at different scales in URL
structure.

Bidirectional LSTM with Attention (BiLSTM_A): From TensorFlow,
BiLSTM_A processes sequences in both directions with attention mechanisms
(TensorFlow, 2024d). This model learns long-term dependencies while focusing
on significant URL components. This is very effective for analyzing sequential
patterns in URLs.

Character-level CNN (CharCNN): From TensorFlow, CharCNN operates
directly on character sequences rather than word-level features (TensorFlow,
2024a). This model uses multiple convolutional layers to learn hierarchical
patterns from raw character input. For URL classification, this approach is
effective at detecting character-level manipulations and encodings commonly
used in malicious URLs.

Deep Capsule Network (DCap): From TensorFlow, DCap implements capsule
networks with dynamic routing between capsules (Github, 2025). This model

preserves spatial hierarchies and relationships between features through iterative
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routing algorithms. In URL analysis, this helps maintain structural information
that might indicate malicious intent.

Dense Network (DNet): From TensorFlow, DNet implements a sophisticated
dense neural network with carefully designed layer connectivity patterns
(TensorFlow, 2024¢). This model uses multiple hidden layers with varying widths
and dropout regularization. This allows the model to learn different feature
interactions in URL patterns.

Wide and Deep Network (WAD): From TensorFlow, WAD combines wide
linear models with deep neural networks (Salama, 2025). The wide component
learns feature combinations while the deep component learns feature embeddings.
For URL classification, this model enables both memorization of specific patterns
and generalization to new variations.

Feature Cross Network (FCross): From TensorFlow, FCross focuses on
automated feature crossing through dedicated neural network layers (TensorFlow,
2023a). This model learns meaningful combinations of input features through
cross-layer connections. This helps to discover relationships between URL
components that might indicate malicious behavior.

Self-Attention CNN (SACNN): From TensorFlow, SACNN combines
convolutional layers with self-attention mechanisms (TensorFlow, 2024a). This
model focuses on relevant parts of the input while maintaining relationships. In
URL classification, this helps identify important URL segments while considering

their context.
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Hierarchical RNN (HRNN): From TensorFlow, HRNN implements a
hierarchical structure of recurrent neural networks (TensorFlow, 2023b). The
model processes input at multiple levels of abstraction through nested RNN
layers. This hierarchical approach helps capture both local and global patterns in
URL structure.

Dilated CNN (DCNN). From TensorFlow, DCNN uses dilated convolutions to
expand the receptive field without increasing parameters (TensorFlow, 2024a).
This model captures long-range dependencies efficiently. For URL analysis, this
helps identify patterns that span across different parts of the URL.

Advanced Autoencoder (AAuto): From TensorFlow, AAuto implements an
enhanced autoencoder architecture with skip connections (TensorFlow, 2024b).
This model learns compressed representations of input data while maintaining
important feature relationships. This helps identify anomalous URL patterns that
deviate from learned normal patterns.

Siamese Network (SNet): From TensorFlow, SNet implements twin networks
that share weights and learn similarity metrics (Essam & Valdarrama, 2021). This
mdoel processes pairs of inputs and learns to measure their similarity. In URL
classification, this helps identify similarities between known malicious patterns
and new URLs.

Multi-Branch Network (MBranch): From TensorFlow, MBranch processes
input through multiple parallel network branches (TensorFlow, 2025). Each
branch specializes in different aspects of the input features. This analysis helps

capture different aspects of URL structure simultaneously.
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e Hybrid CNN-LSTM (HCNN_LSTM): From TensorFlow, HCNN_LSTM
combines convolutional and LSTM layers in a single architecture (TensorFlow,
2024a). The CNN layers extract local features while LSTM layers capture
sequential patterns. This hybrid approach effectively analyzes both structural and
sequential aspects of URLs.

e Recurrent Neural Network (RNN): From TensorFlow, RNN implements basic
recurrent neural network architecture (TensorFlow, 2023b). This model processes
input sequences sequentially, maintaining an internal state. For URL
classification, this helps capture sequential dependencies in URL structure.

e Sequential Model (Seq): From TensorFlow, Seq implements a straightforward
sequential neural network architecture (TensorFlow, 2025). This model processes
inputs through a linear stack of layers. This provides a baseline for comparing

more complex approaches in URL classification.

3.3 Model Evaluation and Performance Metrics

A confusion matrix is a table that displays how well a classification model
performs (GeekforGeeks, 2025). This is done by comparing the model’s predicted labels
to actual labels. The confusion matrix organizes predictions into four categories:

e True Positives (TP): Bad URLs correctly identified as bad URLs.
e True Negatives (TN): Good URLs correctly identified as good URLs.
o False Positives (FP): Good URLs incorrectly classified as bad.
o False Negatives (FN): Bad URLs incorrectly classified as good.
From those four basic measures, several additional performance metrics can be

calculated, which are as follows, below.
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Accuracy: Accuracy represents the proportion of correct predictions among all
predictions made. While this metric does provide a measure of model
performance, it can be misleading in cases that involve imbalanced datasets,
where one class (good or bad) significantly outnumbers the other.

Equation 1: Accuracy

TP+ TN

Accuracy = (1)
TN+TP+ FP+FN

Precision: Precision measures the proportion of correctly identified bad URLs
among all URLs classified as bad. This metric is important in ML as it indicates
the model's ability to avoid false positives, which could lead to unnecessary
blocking of legitimate URLs.

Equation 2: Precision

TP
TP+FP

Precision =

2)
Recall (aka Sensitivity): Recall measures the proportion of actual bad URLs that
were correctly identified. In the context of URL classification, high Recall is

important as it indicates the model's ability to detect malicious URLs.

Equation 3: Recall

Recall = 3)

TP+FN

F1-Score: F1-Score provides a balanced measure between Precision and Recall.
This harmonic mean is useful in the context of malicious URL classification as it
penalizes extreme values, helping identify models that perform well in both

Precision and Recall rather than excelling in one at the expense of the other.

Equation 4: FI-Score
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recall x precision
fl1-Score =2 x - 4)
recall + precision

¢ ROC Curve and AUC: The Receiver Operating Characteristic (ROC) curve plots
the True Positive Rate (TPR) against the False Positive Rate (FPR) at various
classification thresholds. The Area Under the Curve (AUC) provides a single
scalar value which represents the model's ability to distinguish between good and
bad URLs. A perfect classifier would have an AUC of 1.0, while random guessing
would result in an AUC of 0.5. In URL classification, ROC-AUC provides insight
into model performance which helps the balance between true positive and false

positives.

3.3.1 Recall for Primary Consideration

These metrics were calculated for both the training data and each of the 16 test
buckets, allowing for the evaluation of both model performance and temporal stability;
however, Recall was selected as the primary performance metric of this praxis. As noted
by Wehr (2024), no benign samples exist naturally across the test buckets of the dataset
of his praxis (Wehr, 2024). To address that gap, a random sample of benign URLs were
moved from training into the test buckets before feature extraction and selection was
performed. That was deemed to be okay since Recall remains unaffected by benign URLs
classification, given that a malicious URL can only be counted as a TP or FN (the two
factors of Recall). The implications for this research, in this regard, is that the other
performance metrics have less temporal value in contrast to Recall, and that Recall has
temporal value for malicious URLSs, hence it’s selection for primary performance

consideration.
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3.4

Feature Extraction

Prior to extracting features, the dataset contained 73 columns with 68 independent

variables (Table 4). The addition of 4 rows were added that included good words count,

good words length, bad words count, and bad words_length. The dataset and excel

document used to comprise the additional columns are available upon request.

Table 4: Temporal URL Dataset Columns

scheme_is_permane

is permanent and not http, https,

Feature Name DataType | Description Comments Security Intuition
url string URL of the row.
label integer label malicious (1) & benign (0).
source string Represents the source of the This feature should not be
URL, using the same letter used during training or
abbreviation in Table 3. testing, as the model would
just assert that every URL
from source F is malicious. It
exists in the event a data
source needs to be removed
retrospectively. This feature
was not considered during
feature selection.
bucket string Denotes the buckets train, and N.A.
test1-16.
dateadded string Records from URLhaus (source This feature can be reused
F) came with the date that they to create an alternative
were reported, captured here. timewise segmentation. This
SourcesA,B,C,D,E,G,H,and| feature was not considered
in train were given the value of during feature selection.
"0", as well as the benign url
records migrated to test1-16.
scheme_https integer Binary check of 1 if the scheme 1.a - By heuristic,
of the url used https, and 0 if not. unsecure and
illegitimate websites do
not use https, suggesting
https could have a
negative correlation to
an illegitimate
destination.
scheme_http integer Binary check of 1 if the scheme 1.b - Alternate to
of the url used http, and 0 if not. intuition 1.a, usage of
http could have a
positive correlation to an
illegitimate destination.
scheme_ftp integer Binary check of 1 if the scheme 1.c - Alternate to
of the url used ftp, and 0 if not. intuition 1.a, usage of ftp
could have a positive
correlation to
maliciousness, as ftp
could be used to deliver
malware.
integer Binary check of 1 if the scheme
scheme_is_provision is provisional, and 0 if not, based
al on IANA.
integer Binary check of 1 if the scheme
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Feature Name DataType | Description Comments Security Intuition
nt_and_not_http_http or fpt, and 0 if not, based on
s_or_ftp IANA. Alternative to 1.a
scheme_is_historic integer Binary check of 1 if the scheme through 1.c, this check is
is historic, and 0 if not, based on included to cover
IANA. remaining types of
integer Binary check of 1 if the scheme schemes.
scheme_is_undeclare is undeclared, and 0 if not.
d
scheme_is_other integer Binary check of 1 if the scheme
is neither historic, provisional,
nor permanent, and 0 if not.
host_is_ip4 integer Binary check of 1 if host uses 2.a-UsageofanlP
ipv4, and 0 if not. address can be used to
host_is_ip6 integer Binary check of 1 if host uses obfuscate a website’s
ipv6, and 0 if not. destination and is
considered an indicator
for anillegitimate
destination.
integer Binary check of 1 if host declares 3.a - Legitimate websites
port_defined_and_10 a port number of 1024 or higher, need not rely on use of
24_or_more and 0if not. ephemeral ports, which
suggests that use of
ephemeral ports
indicates anillegitimate
destination.
integer Binary check of 1 if host declares 3.b - Legitimate
port_defined_and_10 a port number of 1023 or lower, websites need not rely
23_or_less and 0 if not. on declaring well-known
ports, although the
presence of ports such
as 443 are less
concerning than
ephemeral ports. Usage
of well-known ports
could indicate an
illegitimate destination,
although to a lesser
degree than intuition 3.a.
integer Binary check of 1 if host declares 3.c - Declaring non-
port_defined_but_not a non-numeric port, and 0 if not. numeric ports is
_number possible in URLs but
considered to be
abnormal. If normal
websites use numeric
ports, non-numeric ports
being used suggests an
illegitimate destination.
count_comma integer Count of ,
count_dollar integer Countof $
count_semicolumn integer Count of ;
count_space integer Count of single white space
count_and integer Countof & 4.3 - As arule of thumb,
count_bslash integer Count of \ since simpler urls are
generally safer, usage of
count_fslash integer Count of / excessive special
- — characters could
count_equal integer Count of = indicate an illegitimate
count_percentage integer Count of % destination.
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Feature Name DataType | Description Comments Security Intuition
count_question integer Countof?
count_underscore integer Countof _
count_hyphens integer Count of -
count_dots integer Count of .
count_colon integer Countof :
count_star integer Count of *
count_orbar integer Count of \
count_tilda integer Count of ~
integer Count of (
count_open_parenthe
ses
integer Count of )
count_close_parenth
eses
count_space_or_%20 integer Count of " " or %20
count_double_fslash integer Countof // 4.b - Double forward
slash should only occur,
atmost,onceina
legitimate URL, in
addition to intuition 4.a
count_https integer Count of https 4.c - Expanding on
intuitions 1.aand 4.b,
https should only be
seen, at most, onceina
legitimate URL.
count_http integer Count of http Calculates the count of http 4.d - Likewise to 4.c,
and subtracts counts of https should only be
https. seen, at most, onceina
legitimate URL.
count_dot_com integer Count of .com 4.e - Likewiseto 4.b
through 4.d, .com
should only occur, at
most, onceina
legitimate URL.
count_www_dot integer Count of www. 4.f-Likewiseto4.b
through 4.e, www.
should only occur, at
most, onceina
legitimate URL.
chars_in_url integer Counts the number of letter 4.g - Likewise to intuition
characters. 4.a and intuition set 5,
more characters could
correlate to an
illegitimate destination.
digits_in_url integer Counts the number of numeric 4.h - Likewise to intuition
characters. 4.a and 2.a, excessive
numbers could correlate
to an illegitimate
destination.
integer Counts all special characters. 4.i - Combines all
count_non_digits_and intuitions denoted as
_non_chars 4.a.
len_authority integer Length of the URL's authority. 5.a-Longer URLs are

suspected to have a
positive correlation to an
illegitimate destination,
with this feature serving
to capture that intuition
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Feature Name DataType | Description Comments Security Intuition
while also encoding the
positional information of
the authority.
len_post_authority integer Length of the URL after the 5.b - See 5.b, but for
authority. post-authority length.
len_anchor integer Length of the URL's anchor. 5.c-See 5.4, but for
anchor length.
len_params integer Length of the URL's parameters. 5.d - See 5.a, but for
length of parameters.
len_path integer Length of the URL's path. 5.e-See5.a, but for
path length.
integer Binary check of 1 if any of the 6.a - Combines the
commons_more_than following occur more than once: intuitions of 4.b through
_once WwWw., .com, http, https, // 4.f.
integer Binary check of 1 if the authority 6.b -.com should only
authority_ends_in_do endsin.com, and 0 if not occur at the end of the
t_com authority, seeks to
encode that positional
information, in addition
to intuition from 4.e, and
could correlateto a
legitimate destination.
integer Binary check of 1 if the authority 6.c - www. should only
authority_starts_www starts with www., and 1 if not occur at the start of the
_dot authority, seeks to
encode that positional
information, in addition
to intuition from 4.f, and
could correlate to being
benign.
ratio_chars decimal Count of letter characters 7.a - Seeks to encode
divided by URL length 4.g, relative to total URL
length.
ratio_digits_in_url decimal Count of numeric characters 7.b - Seeks to encode
divided by URL length 4.h, relative to total URL
length.
decimal Count of special characters 7.c - Seeks to encode
ratio_non_digits_and_ divided by URL length 4.i, relative to total URL
non_chars length.
ratio_authority decimal Length of ratio divided by length 7.d - Seeks to encode
of URL 4.a, relative to total URL
length
ratio_anchor decimal Length of anchor divided by 7.e - Seeks to encode
anchor 5.c, relative to total URL
length
ratio_params decimal Length of parameters divided by 7.f - Seeks to encode
anchor 5.d, relative to total URL
length
ratio_path decimal Length of path divided by path 7.8 - Seeks to encode
5.e, relative to total URL
length
count_words integer Counts the number of strings 8.a - Expanding on
separated by any special intuition sets 4 and 5,
character, %20, or:// this feature seeks to
encode the distribution
of special characters to
non-special characters.
len_longest_word integer The average length of strings
separated by any special
character, %20, or ://
average_word_len decimal The median length of strings

separated by any special
character, %20, or ://
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Feature Name DataType | Description Comments Security Intuition
median_word_len decimal Equal to the absolute value of 8.b -Considering the rule
the prior feature of thumb that simpler
decimal Counts the number of URLs could indicate a
absolute_skew_word parameters in the URL legitimate destination, a
_len high value for this
count_parameters integer Equal to the average parameter feature could indicate an
length illegitimate destination.
decimal Equal to the longest parameter
average_parameter_L length
en
longest_param_len decimal Is the average length of strings
minus the median string length
skew_word_len integer Binary check of 1 if any of the 8.c -This served as an
following strings are in the URL, alternate to
and 0 if not: config.bin, absolute_skew_word_le
dbsys.php, download.php, n
getlmage.asp, login.asp,
login.php, login.htm, mail.php,
viewer.php
integer Binary check of 1 if any of the
sensitive_destination following strings are in the URL,
_page_check and 0 if not: .bin, .cgi, .exe, .gif,
.Jjar, .jpg, .js, .rar, .swf, .zip
integer Binary check of 1 if any of the
sensitive_file_extensi following strings are in the URL,
on_check and 0 if not: .bin, .cgi, .exe, .gif,
.jar, .jpg, .js, .rar, .swf, .zip
integer Binary check of 1 if any of the 9.a -Seeks to capture
sensitive_word_check following strings are in the URL, terms suspected to
and 0 if not: abuse, account, correlate to suspicious
admin, banking, blog, confirm, or malicious
ebayisapi, files, link=, login, log destinations.
in, order, payment, paypal,
personal, plugins, secure, signin,
sign in, signon, sign on, shipping,
update, verification, webscr
random integer This is arandom integer between Was not considered in N.A.
1 and 10,000,000. The feature feature selection.
was used for migrating URLs from
train to test.

As cited in Wehr, 2024.

3.5 Feature Selection

The dimensionality of features in ML directly impacted both computational

efficiency and model performance. To optimize these factors, the feature selection

process involved identifying and retaining only the most significant predictive variables.

This process used variance and correlation analysis as the primary methods for feature

reduction, with priority given to introducing the new NLP components.
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Variance analysis examines the distribution spread of each feature relative to its
mean value (Wickramasinghe, 2024). Features exhibiting minimal variance provide little
discriminative power for classification, while those with zero variance indicate constant
values across all samples, making them irrelevant for prediction. Starting with Wehr's
(2024) dataset of 73 columns, variance analysis helped to exclude variables that weren’t
fit for classification.

Correlation analysis evaluates the relationship between features and their
association with the target classification label (Kumar & Chong, 2018). Strong
correlations between features indicate that there is some overlap for the same feature
space, which means that removal of the less predictive variable (determined by its
correlation strength with the target label) can be accomplished without effecting the
model’s performance. This process ensured each retained feature contributed a unique

predictive value to the classification task (Figure 3).
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The final feature set comprised 24 variables, carefully balanced between

Figure 3: Feature Heatmap

structural URL characteristics and linguistic indicators. This selection preserved the

temporal analysis capabilities while incorporating linguistic pattern detection for

enhanced URL classification Recall. The final set of selected features is summarized in

Table 5, which shares their contributions to model effectiveness.
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Table 5: Feature Selection

Feature Name Data Type | Description Security Intuition
label integer Label indicating Primary classification target
bad (1) or good (0)
URLs
scheme_https integer Binary check if By heuristic, unsecure and illegitimate websites
URL uses HTTPS typically don't use HTTPS, suggesting HTTPS
(1) or not (0) could have a negative correlation to illegitimate
destinations
scheme http integer Binary check if Usage of HTTP could have a positive correlation
URL uses HTTP (1) | to illegitimate destinations
or not (0)
scheme_is_undeclared integer Binary check if Missing scheme can indicate potential malicious
URL scheme is obfuscation
undeclared (1) or
not (0)
host_is_ip4 integer Binary check if Usage of IP addresses can be used to obfuscate a
host uses IPv4 (1) website's destination
or not (0)
port_defined_and 1023 or less integer Binary check if Usage of well-known ports could indicate an
URL specifies a illegitimate destination
well-known port
number < 1023
port_defined but not number integer Binary check if Non-numeric ports are abnormal and could
URL declares a suggest an illegitimate destination
non-numeric port
count_dots integer Count of periods (.) | Excessive dots can indicate subdomain abuse or
in URL obfuscation
len_post_authority integer Length of URL Longer post-authority sections can indicate
after the authority suspicious parameters or paths
section
count non_digits and non_chars integer Count of special High counts of special characters often indicate
characters obfuscation attempts
ratio_chars decimal Proportion of Unusual character ratios can flag suspicious URLs
alphabetic
characters to total
URL length
ratio_digits_in_url decimal Proportion of High proportion of digits often indicates generated
numeric characters malicious URLs
to total URL length
ratio_params decimal Proportion of Excessive parameters may hide malicious code
parameter content
to URL length
count_words integer Number of distinct Unusual word counts can indicate suspicious
words in URL URLs
authority ends in_dot com integer Binary check if Common TLD can indicate legitimate sites
domain ends in
.com
authority_starts www_dot integer Binary check if Standard prefix often indicates legitimate sites
domain starts with
WWW.
count_parameters integer Number of High parameter counts may indicate suspicious
parameters in URL activity
longest param_len integer Length of longest Very long parameters may hide malicious content
parameter
sensitive file extension_check integer Binary check for Certain extensions are commonly used in attacks
sensitive file
extensions (.exe,
.bin, etc.)
sensitive_word_check integer Binary check for Presence of sensitive terms may indicate phishing
sensitive keywords attempts
(login, admin, etc.)
*good_words_count integer Count of known Higher counts suggest legitimate URLs

benign words in
URL
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Feature Name Data Type | Description Security Intuition

*bad_words_count integer Count of known Higher counts may indicate malicious intent
suspicious words in
URL

*good_words_length integer Total character Measures prominence of legitimate terms
length of benign
words

*bad_words_length integer Total character Measures prominence of suspicious terms
length of suspicious
words

*New NLP-based features
As cited by Wehr, 2024

3.6 Normalization and Standardization

Prior to running the machine learning models, rescaling techniques were
considered, which included normalization and standardization. Standardization (or Z-
score normalization) transforms features to have a mean of 0 and a standard deviation of

1, described in Formula 5, below (Zach, 2021).

Equation 5: Standardization
z=(x-w/o (5)
Where (z) represents the standardized value, (x) represents the original value, (p)
represents the mean of the feature, and (o) represents standard deviation of the feature.
The normalization process scales features to a fixed range, typically [0,1],

described in Formula 6, below (Zach, 2021).

Equation 6: Normalization

x_normalized = (x - x_min) / (x_max - x_min) (6)
Where (x) represents the original value, (x_min) represents the minimum value of
the feature, and (x_max) represents the maximum value of the feature. These methods
allow an analysis of how well the ML models can classify the target label under the

condition of data scaled to different bounds.
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3.7 Feature Drift

The temporal evaluation of URL characteristics needs a systematic approach to
analyze feature drift. To effectively analyze changes over time, particularly in the context
of bad URLSs, a feature transformation was used to enable meaningful comparison across
different measurement scales and varying URL volumes.

Feature drift analysis began with the normalization of weekly measurements to
account for fluctuating URL volumes across test periods. Since the focus was in the
context of bad URLs, Recall was metric of choice, since it measures how well algorithms
have accurately identified the malicious URLs. For each feature, the transformations

were proportional, using the transforming features:

Equation 7: Transformed Value

T; = Ri/Max(R;-16) (7

In Formula 7, (T;) represents the transformed value calculated by dividing each
week's ratio (R;) by the highest ratio (Max(R;.s6)) found across all 16 test weeks. Using
the maximum ratio as the denominator ensures all transformed values fall between zero
and one, creating a standardized scale for comparison. These transformed values were
visualized over time to analyze feature drift patterns. The bad URL count underwent the
same transformation process to provide a comparative baseline for feature analysis. For
example, during weeks where the ratio value equals the maximum observed ratio, T;
equals 1. Conversely, weeks with lower ratios produce proportionally smaller
transformed values. This transformation preserves the relationships between weekly
measurements while standardizing the scale across all features, which serves to aid in the

temporal analysis of feature drift patterns.
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Equation 8: Ratio Calculated for Each Week
R;=S/Ci (®)

In Formula 8, (R;) represents the ratio calculated for each week (i), where (S;) is
the total sum of a feature's values in that week divided by (C;), the total number of bad
URLSs in that same week. The division by the weekly bad URL count compensates for the
varying number of bad URLs found across different weeks. This allows for a more
accurate temporal comparison. Additionally, the formula for transforming malicious label

counts can be represented as shown in Formula 9, below.

Equation 9: Total Count of Bad URLs
T: = Ci/Max(C-16) )]

In Formula 9, (C) represents the total count of bad URLs in week (7). Using the
maximum count across all test weeks (Max(Cj-15)) as the denominator scales these counts
to values between zero and one, which provides a standardized baseline for temporal
comparison.

The transformed data provided a detailed temporal analysis of how different
features behaved throughout the test periods. This analysis revealed patterns in both URL
characteristics and linguistic features, which provided insight into the temporal stability
of different feature types and their continued effectiveness for malicious URL
classification over time. Additionally, there was valuable in understanding how the newly
introduced NLP features performed compared to traditional features across the 16 test

buckets.
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3.8 Algorithm Selection

The algorithm selection process focused on evaluating both traditional ML
(models found in Wehr’s 2024 research) and neural network (NN) models for malicious
URL classification. The selection started with algorithms chosen from Wehrt's (2024)
research, discussed in Section 3.2, which included AdaBoost, Linear Discriminant
Analysis (LDA), Linear Support Vector Classification (LSVC), Logistic Regression
(LR), Multi-Layer Perceptron Classifier (MLPC), Support Vector Machine (SVM), and
Random Forest (RF).

To expand the analysis, with a focus on handling NLP features, additional
TensorFlow-based models were incorporated. This was also discussed in Section 3.2, and
included Deep Residual Networks (DR), Dense Inception Networks (DI), Hybrid
Residual Attention Networks (HRA), Multi-scale CNNs (MCNN), Bidirectional LSTM
with Attention (BILSTM_A), and Character-level CNNs (CharCNN). The NN models
were selected due to their ability to process text and recognize patterns.

The combination of traditional and NN algorithms allowed for an evaluation of
different models to malicious URL classification. Traditional algorithms provided
interpretable results and computational efficiency, while NN models offered pattern
recognition capabilities, with reference to the newly introduced NLP features. This
algorithm set allowed for a variety of comparisons for performance across different

models.

3.9 Model Generation

To manage computational resources while maintaining statistical significance,
model generation included a sampling of the dataset. A 3% fraction of the entire dataset
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was used to improve computational overhead. That 3% sample was then divided into
training and testing set using a random 70/30 split. This resulted in a training set of
approximately 9,537 bad URLs and 36,238 good URLs, providing sufficient data for
model training while maintaining the original class distribution ratios.

The models were implemented with an iteration strategy across three different
scaling approaches: no scaling, standardization, and normalization. Each scaler
underwent 20 complete iterations, resulting in a total of 60 experimental runs. This
approach enabled a statistical analysis of model performance across the three scalers,

while controlling for random variation in the results.

3.10 One-Way Analysis of Variance

One-Way Analysis of Variance (ANOV A), a statistical test, evaluates significant
differences between mean values across multiple categories. While ANOVA identifies
the presence of statistically significant differences, it does not specify which categories
differ from each other. When ANOVA detects significant differences, post hoc testing
determines specific category distinctions, grouping categories with statistically
insignificant differences while separating those with significant variations. The
fundamental hypotheses in ANOVA testing are:

e Null Hypothesis: All category means are equal
e Alternative Hypothesis: At least one category mean differs

ANOVA produces a p-value which, when less than the chosen significance level
a, is used to either reject or accept the null hypothesis. If the p-value exceeds a, the null
hypothesis stands, and a post hoc test becomes unnecessary. In this research examining

URL classification, ANOVA and subsequent post hoc tests provided statistical validation
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for comparing model performances and scaling technique effectiveness, though specific

assumptions needed verification for valid ANOVA implementation.

3.10.1 Assumptions Criteria for One-Way Analysis of Variance

The validity of ANOVA testing requires six fundamental assumptions to be met.

Each assumption underwent careful evaluation for this URL classification research.

Categorical and Random Sampling: This assumption requires that independent
variables are categorically separable, randomly selected and are of roughly equal
group size. This research achieved randomness through a diversly populated
dataset, leveraging numerous sources to avoid bias, further randomly analyzed
using a 70% slice of a randomly selected 3% fraction for each iteration. Group
size equality was maintained by ensuring the ratio between largest and smallest
category samples remained below 1.5.

Quantitative and Scale Requirements: This assumption specifies that dependent
variables must exist on a continuous scale. The performance metrics used in this
URL classification study (namely Recall) satisfied this criterion through their
interval-scale measurements.

Outlier Analysis: This assumption requires removal of outliers, which was
implemented using interquartile range fences. This process preserved the category
size requirements established in the first assumption while eliminating potentially
distortive data points.

Normality: This assumption requires that the dependent variables (i.e. Recall) be

normally distributed. This praxis employed the Jarque-Bera test after outlier
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removal to determine Normality, which confirmed normal distribution across all
categories, ensuring valid statistical analysis.

Independence: This assumption requires that the observations (i.e. Recalls)
between groups do not overlap between category subjects (i.e. each model). Each
model iteration produced unique results without cross-contamination between
categories, maintaining statistical independence of observations.

Homogeneity of variance: This assumption requires that variances remained
proportional across categories, which was assessed using the Levene's test with an
a threshold of 0.05. All data candidates showed Levene’s p-values below 0.05,
indicating a violation of this assumption and need of an alternative analysis
approach in place of ANOVA.

3.10.2 Welch’s ANOVA

Due to the violation of variance homogeneity in the performance results, Welch's

ANOVA provided an alternative analytical approach. While maintaining the first five

ANOVA assumptions, Welch's ANOVA assumes the data lacks homogeneity of

variances, making Welch's ANOVA suitable for this praxis. The consistent failure of

Levene's test across all data categories drove the need for this shift.

Welch's ANOVA maintains identical null and alternative hypotheses to traditional

ANOVA testing. The Games-Howell post hoc test, specifically designed for Welch's

ANOVA, provided appropriate grouping analysis for comparing model performances,

and uses the same assumptions as Welch's ANOVA. All statistical analysis was

performed using Minitab, ensuring computational consistency and result reliability in

evaluating the effectiveness of URL classification models with NLP features.
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Chapter 4: Results

4.1 Introduction

The analysis of URL classification incorporating NLP features produced
comprehensive results across multiple model architectures and preprocessing approaches.
This chapter presents the summarized findings from extensive testing of traditional
machine learning algorithms and neural networks, evaluated through both standard

performance metrics and temporal stability analysis.

4.2 Description of Graphs and Tables for Results

The results of this URL classification research, which incorporates NLP features,
are presented through a systematic analysis framework across multiple sections. The
analysis begins with Section 4.3.1, which shows an evaluation of features, by comparing
feature performance across different algorithms. Section 4.3.2 examines the behavior of
the two newly added features, bad words_count and good words count, focusing
particularly on how the NLP features perform alongside malicious URL characteristics.

The core performance analysis is detailed in Sections 4.3.3 through 4.3.4, each
respectively addressing a different preprocessing approach: non-rescaled data,
normalized data, and standardized data. Each section presents temporal performance
graphs accompanied by two analytical tables. The temporal graphs visualize model
performance across both validation data (traing) and sixteen consecutive test weeks (testi-
16). The inclusion of validation scores serves the purpose to provide direct comparison
between training performance and temporal test results, thereby offering insight into

potential overfitting patterns or concept drift manifestation in the URL classification task.
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Section 4.3.6 provided a recall rank order and confidence interval comparison
across the different models. Statistical validation continues through Sections 4.3.7 and
4.3.8 with Welch's ANOVA and Games-Howell Grouping results, culminating in the
hypothesis evaluation in Section 4.4. While Recall served as the primary metric of
interest for temporal analysis, additional performance metrics (Accuracy, F1-Score,
Precision, and AUC) are documented in Appendix A for completeness, providing a full

perspective on model performance across all evaluation criteria.

4.3 Performance Results

4.3.1 Feature Evaluation

Prior to examining the temporal plots of features in this section, it's important to
note several features were omitted from the plots of this section, including scheme_ftp,
scheme is provisional, scheme is permanent and not http https or fip,
scheme is_historic, scheme is other, and host is_ipv6. These features were excluded as
they had minimal correlation with malicious URL identification. The plots of this section
were made exclusively with the malicious URLs from each test bucket, with the benign
URLs excluded.

The remaining features were analyzed across four distinct plots to increase
readability. The features were not grouped in any particular order. Each plot includes the
transformed malicious URL count (T;) as a baseline reference, represented by a blue line
in each plot, enabling direct comparison between feature behavior and known malicious

URLs.
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Figure 4: Feature Plot A

Figure 4 displays features showing moderate temporal correlation but with
distinct behaviors during specific periods. The count_dots and count_words features
exhibited similar patterns, which suggested a relationship between URL structural
complexity and maliciousness. The ratio chars and ratio_digits_in_url features
demonstrated inverse relationships during certain periods, particularly in weeks 7-9,

indicating potential value as complementary indicators.
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Figure 5: Feature Plot B

Figure 5 provided insight into the temporal relationships between malicious URL
prevalence and the features malicious_url count, ratio_params, count words,
authority ends in_dot com, authority starts www_dot, and count_parameters. The
graph indicated that while structural URL characteristics generally correlate with
malicious URL prevalence, they demonstrate superior stability during periods of
volatility in malicious activity, a property that could prove invaluable for maintaining

robust classification performance across varying temporal conditions.
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Figure 6: Feature Plot C

Figure 6 examined the temporal relationships between malicious url count,
longest param_len, sensitive file extension check, and sensitive word_check across the
16-test-week period. The initial phase shows significant divergence, with
malicious_url count starting at 0.94 while sensitive file extension check and
sensitive_word check begin at lower values (0.55 and 0.45 respectively). An interesting
convergence occurs in test week 7, where 3 of the 4 features align at 1, representing the
highest correlation point in the dataset. Following this peak, the features demonstrate
distinct behavioral patterns. This temporal analysis demonstrated that while security
indicator features generally track with malicious URL patterns, they exhibit varying
degrees of stability and sensitivity, highlighting the importance of considering multiple

security indicators for robust classification performance.
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Figure 7: Feature Plot D Containing Added NLP Features

Figure 7 revealed insights into the temporal behavior of the newly added NLP
features (good words count, bad words count, good words_length, and
bad words length) in relation to the malicious URL count baseline. Most notably, the
plot revealed that all four NLP features show strong alignment with malicious URL
patterns, suggesting reliable initial predictive power. Additionally, from test weeks 13-16,
while malicious_url count showed volatility (ranging from 0.5 to 0.6), the NLP features
maintained more consistent values around 0.8. This stability in the latter period suggests
these features might offer more reliable classification signals during periods of malicious
activity.

This temporal analysis validated the inclusion of these NLP features, particularly
given their ability to maintain stable signals during periods of high malicious URL count

volatility. The consistent behavior of the length-based features especially suggests they
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might serve as reliable indicators for malicious URL classification across varying
temporal conditions.

4.3.2 Additional Features

The normalization patterns of the newly introduced NLP features demonstrated
relative temporal stability and coherence across the 16 test weeks. By applying
normalization and examining the behavior of bad words count and good words_count
independently, patterns can be observed that validated the features utility as reliable
classification indicators over time. As was the case in Section 4.3.1, the Figures of this

section were made exclusively with the malicious URLs from each test bucket, with the

benign URLs excluded.
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Figure 8: Normalized Bad Words Count
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Figure 9: Normalized Good Words Count

The bad words count normalization, depicted in Figure 8, exhibited consistent

values predominantly ranging between 0.8 and 1.0, with several notable characteristics. A
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peak normalization value of 1.0 occurs during test week 7, followed by a sustained period
of stability through weeks 8-12 where values maintain a narrow band between 0.88 and
0.92. The bad words count feature experienced its most significant deviation in test
week 3, dropping to 0.743, but demonstrated a sharp recovery, returning to baseline
ranges. This resilience suggests that the feature maintains reliable discriminative power
even during periods of temporal volatility.

When examining the good words count normalization pattern (Figure 9), there
were notably similarities with the bad words count behavior from Figure 8. This parallel
behavior mirrored not only in the overall value range (0.8-1.0) but also in the temporal
positioning of peaks and troughs. The peak in test week 7 (1.0) and similar recovery
patterns following deviations indicated a fundamental relationship between these
linguistic indicators. This coherence suggests that the normalization process effectively
preserves the intrinsic relationship with the malicious url count features.

4.3.3 Non-Rescaled Recall

The temporal analysis of non-rescaled Recall, presented in Figure 10 and
Figure 11 revealed significant patterns in model performance across the test period.
Traino demonstrated initial Recall performance, representing what would typically be
observed in a traditional 70-30 split approach. A notable performance increase occurred
between traing and test;, attributable to the distinct characteristics of URLSs in the training
data compared to those from the test periods.

The models demonstrated consistent rank-order stability across test weeks, with
WAD, DNet, and CharCNN maintaining top positions throughout the testing period. All

models exhibited synchronized performance patterns, sharing similar peaks and troughs
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across test weeks. Particularly notable are the performance dips in tests and testi3, where

Recall values decreased consistently across all models. This pattern appears to correlate

directly with the reduced frequency of malicious URLs reported during these periods, as

observed in the feature analysis of Section 4.3.2

The linear regression analysis of Recall trends across test weeks revealed slight

negative slopes for most models, potentially reflecting the decreased lasting power in

model performance over time. The Mean Squared Error (MSE) of these trend lines

provided additional insight into the consistency of each model's Recall performance, with

lower MSE values indicating more stable temporal performance.
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Figure 10: Non-Rescaled Recall, 1 of 2
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Figure 11: Non-Rescaled Recall, 2 of 2

The temporal analysis of non-rescaled Recall, as shown in Table 6 below,
provided insight into model performance rankings and their performance across the
testing period. SNet demonstrated remarkable improvement in rank position, advancing
from 7th in training to achieving the top position in test16 with a Recall of 0.999. This
progression suggests that the model is particularly adept at learning and maintaining
effectiveness and lasting power over time.

Among the ML models, HCNN LSTM showed consistently strong performance
and lasting power, maintaining high rankings across all periods (1st in training, 1st in
test1, and 3rd in testis) with Recall values consistently above 0.97. The stability of its
performance, coupled with its high Recall values, suggests robust feature extraction and
temporal pattern recognition capabilities, though this comes at the cost of higher

computational overhead (an average speed of 64.130 seconds).

62



In contrast, models such as DCNN and SVM showed poor lasting power, with
DCNN dropping from an initial Recall of 0.604 to 0.518 in testis, and SVM declining
from 0.630 to 0.612. These models' consistent ranking at the bottom (14th and 15th
positions) suggests fundamental limitations in their ability to maintain classification
effectiveness without rescaling intervention.

Computational efficiency varies significantly across models, with Ada having
demonstrated the fastest average speed (2.722 seconds) while maintaining competitive
Recall values. Conversely, HRNN and SVM showed the highest computational overhead
(181.463 and 209.125 seconds, respectively), though HRNN maintained relatively strong
Recall performance. This trade-off between computational efficiency and classification

performance represents consideration for practical deployment scenarios.

Table 6: Non-Rescaled Recall Rank-Order

Model train Recall | train testl Recall | testl testl6 testl6 Avg Delta Time
rank rank Recall rank

SNet 0.714759598 7 | 0.967051776 8 | 0.999418436 1 14.500
FCross 0.714553068 8 | 0.967028004 9 0.99907919 2 15.450
HCNN_LSTM | 0.748011448 1 | 0.970325203 1 | 0.998895028 3 64.130
DI 0.715002827 6 | 0.968089431 2 | 0.998618785 4 12.945
CharCNN 0.709217077 10 | 0.966576333 11 | 0.997851443 5 24.744
WAD 0.718111554 51 0.967886179 51 0.997237569 6 13.445
DR 0.726421197 3 | 0.968089431 3 | 0.996961326 7 18.775
RNN 0.707981961 11 | 0.962772785 12 | 0.995638267 8 54.674
Ada 0.675759986 13 | 0.967479675 6 | 0.994168201 9 2.722
HRNN 0.734009204 2 | 0.966837826 10 | 0.993021227 10 181.463
DNet 0.681161182 12 0.9563543 13 0.99214888 11 30.784
BIiLSTM_A 0.724412837 41 0.967073171 7 0.99198895 12 103.990
SACNN 0.713938915 9 | 0.967931346 4 | 0.976672805 13 52.100
SVM 0.630499975 14 | 0.86199187 14 | 0.612154697 14 209.125
DCNN 0.604199339 15 | 0.808536585 15 0.51878453 15 28.565
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4.3.4 Normalization Recall

The temporal performance patterns of normalized models, illustrated in Figure 12
and Figure 13, demonstrated the behavior across different models throughout the 16 test
weeks. The two figures were derived from the same set of performance models over the
16 test weeks. The figures were intentionally split into two groups, at random, to allow
for better readability.

The first group of models (Figure 12, below) exhibited relatively strong
performance stability through most of the testing period. MLPC, Ada, BILSTM A and
SVM maintained particularly consistent Recall values and demonstrated long lasting
power throughout the 16 test weeks. On the other hand, models like HRA and MCNN
showed poor lasting power compared to the other models towards the end of the test
weeks. Of the models that demonstrate long lasting power, there is a mix of TensorFlow
models incorporated, suggesting that NLP based models can maintain strong lasting
power with malicious URL classification.

The second group of models (Figure 13, below) revealed very similar patterns.
DNet and SACNN show stable performance and better lasting power throughout the
testing periods. HCNN LSTM exhibited initial strong performance but experience
degradation in later test weeks, particularly after test week 10. That suggests that
HCNN_LSTM exhibits poor lasting power compared to the other models. An interesting
sequence can be seen with RNN and Seq models, which demonstrated stability around
the Recall ranges of 0.80-0.90 through most of the testing period. That showed stable

performance, even though the models were not high performers.
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Another interesting observation was the behavior during test weeks 5-9, where

most models maintained similar Recall values around 0.95-0.97, showing that

normalization stabilizes during these periods. However, the performance in later test

weeks indicated varying levels of resilience to temporal lasting power across different

models.
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Figure 12: Normalization Recall, 1 of 2
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Figure 13: Normalization Recall, 2 of 2

A detailed review of the rank-order analysis presented in Table 7 provided
additional insights into model performance under normalization. MLPC demonstrated
consistent improvement, advancing from 19th position in test; to 1st in testis, while
maintaining efficient computational performance with an average speed of 42.812
seconds. This progression suggests that MLPC is particularly well-suited to normalized
feature spaces.

DCNN and SVM showed similar trajectories, moving from lower initial rankings
(18th and 10th respectively) to secure top positions (2nd and 3rd) in testis. Notably,
DCNN achieved this improvement with lower computational overhead (27.985 seconds
average speed), suggesting efficient adaptation to normalized features. SACNN
maintained consistent performance, ranking 17th in test; and securing 5th position in

testis, though with a moderate computational cost (45.558 seconds).
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Some models displayed a decline in performance under normalization. CharCNN

dropped from 5th in training to 20th in testis. Similarly, HCNN LSTM experienced a

significant rank decline, falling from a training rank of 2nd in test; to 23rd in test;s, with

a substantial computational overhead (66.720 seconds).

Table 7: Normalization Recall Rank-Order

Model train Recall | train testl Recall | testl testl6 testl6 Avg Delta Time
rank rank Recall rank

MLPC 0.795505404 2 | 0.967240555 19 | 0.997400065 1 42.812
DCNN 0.580797186 22 | 0.968495935 18 | 0.993922652 2 27.985
SVM 0.596254815 20 | 0.971544715 10 | 0.989502762 3 156.400
Ada 0.675875324 16 | 0.985365854 1 | 0.979834254 4 2.750
SACNN 0.667098891 18 | 0.969308943 17 | 0.975690608 5 46.935
HRNN 0.579057331 23 | 0.976219512 4 | 0.967955801 6 182.160
BIiLSTM_A 0.595167144 21 | 0.971138211 12 | 0.959668508 7 97.260
HRA 0.672435051 17 | 0.969512195 14 | 0.950828729 8 95.925
MBranch 0.716727516 11 | 0.973577236 8 | 0.929558011 9 46.360
SNet 0.722984128 8 | 0.967073171 20 | 0.907734807 10 15.020
FCross 0.721614918 9 | 0.971951219 9 | 0.870441989 11 17.020
AAuto 0.72810471 5 | 0.969308943 16 | 0.857458564 12 14.530
RNN 0.633171578 19 | 0.944308943 23 | 0.856077348 13 49.985
Seq 0.699003445 15 | 0.975158085 6 | 0.835174954 14 14.833
DNet 0.72355244 7 | 0.969512195 15 | 0.827900552 15 33.100
WAD 0.719539769 10 | 0.971341463 11 | 0.811878453 16 13.785
DI 0.729857485 4] 0.976829268 3 | 0.804696133 17 13.175
DR 0.725805627 6 | 0.965650407 21 | 0.790883978 18 19.350
MCNN 0.712729052 12 | 0.969512195 13 0.74198895 19 32.860
CharCNN 0.70262374 13 0.97601626 5 | 0.691160221 20 26.275
RF 0.980528283 1 0.975 7 | 0.675690608 21 1.145
DCap 0.700644841 14 | 0.96199187 22 0.65 22 219.640
HCNN_LSTM | 0.737498438 3 0.97804878 2 | 0.644475138 23 66.720

4.3.5 Standardization Recall

The temporal performance analysis of standardized models, depicted in Figure 14

and Figure 15, revealed another set of behavioral patterns across different models. Like

Section 4.3.4, the two figures are split into two groups, at random, for better readability.
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The standardization scaler produced a range in model performance, with some models
showing remarkable stability while others exhibited significant performance degradation.

In Figure 14, MLPC, LDA, and LSVC demonstrated robust performance stability,
having maintained consistent Recall values throughout most of the testing period.
However, models such as SVM and BiILSTM A showed an initial drop in performance,
with Recall values falling in the early test weeks before showing gradual improvement in
later weeks. This contrast in behavior to standardization shows differences in how
various models perform against standardized features.

Figure 15 displayed the performance patterns of additional models, where DCap,
DNet, and WAD maintained relatively stable performance. HCNN LSTM exhibited
particularly volatile behavior, showing the most severe performance degradation among
all models, with Recall values having dropped to approximately 0.27 during test weeks
8-9. However, HCNN_ LSTM demonstrated remarkable recovery capability, improving

significantly in later test weeks.
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Figure 14: Standardization Recall, 1 of 2
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The rank-order analysis presented in Table 8 provided deeper insight into model

performance under standardization. HCNN_ LSTM demonstrated visibly noticeable

improvement, advancing from Ist position in test; to claim the top position in testis,

though this came with a high computational cost (average speed of 71.858 seconds).

Similarly, RNN showed advancement from 5th to 2nd position, suggesting these models

particularly benefited from standardized features and performed well.

LSVC exhibited substantial improvement in ranking, moving from 17th position

during test; to 3rd in test;s, and maintained efficient computational performance (3.568

seconds average speed). DNet also maintained relatively consistent improvement,

moving from 14th to 4th position, with moderate computational requirements (35.450

seconds).

On the contrary, several models showed notable performance degradation under

standardization. Ada, despite its computational efficiency (2.700 seconds), ranked 25th at

test; and then dropped to 26th position by testis. SVM also performed poorly, having

started at 26™ position in test; and moved to 25th position by testie.

Table 8: Standardization Recall Rank-Order

Model train Recall train testl Recall testl test16 Recall testl6 Avg Delta
rank rank rank Time
HCNN_LSTM 0.765985606 4 0.862430466 4 0.985751672 1 71.858
RNN 0.723951336 15 0.855370133 5 0.97499273 2 57.000
LSVC 0.603186464 25 0.65203252 17 0.924033149 3 3.520
DNet 0.760672726 5 0.685365854 14 0.814364641 4 35.450
MCNN 0.740108633 11 0.89695122 1 0.798618785 5 33.125
CharCNN 0.72850493 14 0.880487805 2 0.793093923 6 28.035
SNet 0.742653252 10 0.702845529 13 0.7914364064 7 15.200
AAuto 0.775542302 3 0.850406504 6 0.789226519 8 15.305
LDA 0.571735764 26 0.635230352 18 0.773848987 9 0.200
MLPC 0.857017959 0.863821138 3 0.767127072 10 54.905
DR 0.755739886 0.684756098 15 0.738674033 11 19.320
LR 0.63718091 24 0.766840883 9 0.737569061 12 0.236
WAD 0.742746406 9 0.771747967 8 0.708563536 13 13.725
Seq 0.706928997 19 0.706910569 12 0.695027624 14 15.755
DI 0.751082168 8 0.818234611 7 0.693764799 15 12.957
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Model train Recall train testl Recall testl test16 Recall testl6 Avg Delta
rank rank rank Time
FCross 0.735408471 12 0.667950364 16 0.6917708064 16 14.679
HRA 0.716057837 17 0.632862644 19 0.681884269 17 97.958
MBranch 0.733344466 13 0.581300813 20 0.626243094 18 45.535
HRNN 0.720115244 16 0.553748871 21 0.611418048 19 182.817
DCap 0.755247473 7 0.732317073 10 0.586187845 20 205.070
BIiLSTM_A 0.697379601 21 0.371080139 23 0.571823204 21 104.221
SACNN 0.702561776 20 0.709242619 11 0.56731608 22 51.511
RF 0.98053321 1 0.321138211 24 0.539502762 23 1.165
DCNN 0.657290149 23 0.537302726 22 0.520636984 24 28.294
SVM 0.716011435 18 0.091869919 26 0.478176796 25 137.045
Ada 0.675875324 22 0.209349593 25 0.460220995 26 2.700

4.3.6 Recall Rank Order

The Recall rank-order analysis, presented in Table 9, provided insight into model

performance stability and relative effectiveness across the three different scalers. The

analysis encompassed all three scaling scenarios (non-rescaled, normalized, and

standardized) and examined rank transitions throughout the testing periods 1 and 16. The

models that are bolded in red represent the best performing scaler for the given model.

Non-rescaled scaler models demonstrated particularly strong performance, with

Snet, FCross, HCNN_LSTM, DI, CharCNN, WAD, DR, RNN, Ada, HRNN, DNET,

BiLSTM_A, and SACNN having non-rescaled scaler as the best performing in these

models. This suggests that the inherent feature distributions in the URL classification task

may already be well-suited for model learning without the need for scaling

transformations.

Normalized implementations showed moderate but less consistent performance.

While models like MLPC, DCNN, SVM, HRA, MBranch, AAuto, Seq, RF, and DCAP

displayed the best scalers as normalization, other models showed other scalers as the

highest performers.
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Standardization scalers demonstrated the poorest overall performance, with only
three models showing the dominant scaler as standardization. Models like HCNN LSTM
and BILSTM_ A experienced their worst performance with standardized scaler.

These findings suggest that for malicious URL classification tasks, the natural
feature distributions provide optimal input for model learning, and additional scaling
transformations may detract from model performance and temporal stability. This insight

had implications for practical deployment, indicating that simpler, non-rescaled

implementations might offer the most reliable solution for long-term URL classification

systems.
Table 9: Collective Recall Rank Order
Type Model train train testl testl test16 test16 Avg Time
Recall rank Recall rank Recall rank Delta

Non-Rescaled | SNet 0.714760 36 0.967052 28 0.999418 1 2.722
Non-Rescaled | FCross 0.714553 37 0.967028 29 0.999079 2 103.990
Non-Rescaled | HCNN_LSTM 0.748011 11 0.970325 13 0.998895 3 24.744
Non-Rescaled | DI 0.715003 35 0.968089 20 0.998619 4 28.565
Non-Rescaled | CharCNN 0.709217 40 0.966576 31 0.997851 5 12.945
Normalized MLPC 0.795505 4 0.967241 25 0.997400 6 14.530
Non-Rescaled | WAD 0.718112 31 0.967886 623 0.997238 7 30.784
Non-Rescaled | DR 0.726421 22 0.968089 21 0.996961 8 18.775
Non-Rescaled | RNN 0.707982 41 0.962773 33 0.995638 9 15.450
Non-Rescaled | Ada 0.675760 51 0.967480 24 0.994168 10 64.130
Normalized DCNN 0.580797 62 0.968496 19 0.993923 11 2.750
Non-Rescaled | HRNN 0.734009 17 0.966838 30 0.993021 12 181.463
Non-Rescaled | DNet 0.681161 48 0.956354 35 0.992149 13 54.674
Non-Rescaled | BiLSTM_A 0.724413 24 0.967073 26 0.991989 14 52.100
Normalized SVM 0.596255 60 0.971545 10 0.989503 15 97.260
Standardized HCNN_LSTM 0.765986 6 0.862430 40 0.985752 16 15.305
Normalized Ada 0.675875 49 0.985366 1 0.979834 17 26.275
Non-Rescaled | SACNN 0.713939 38 0.967931 22 0.976673 18 14.500
Normalized SACNN 0.667099 53 0.969309 18 0.975691 19 219.640
Standardized RNN 0.723951 25 0.855370 42 0.974993 20 2.700
Normalized HRNN 0.579057 63 0.976220 4 0.967956 21 27.985
Normalized BILSTM_A 0.595167 61 0.971138 12 0.959669 22 13.175
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Type Model train train testl testl test16 test16 Avg Time
Recall rank Recall rank Recall rank Delta

Normalized HRA 0.672435 52 0.969512 15 0.950829 23 33.100
Normalized MBranch 0.716728 32 0.973577 8 0.929558 24 19.350
Standardized LsvC 0.603186 59 0.652033 55 0.924033 25 104.221
Normalized SNet 0.722984 27 0.967073 27 0.907735 26 17.020
Normalized FCross 0.721615 28 0.971951 9 0.870442 27 66.720
Normalized AAuto 0.728105 21 0.969309 17 0.857459 28 95.925
Normalized RNN 0.633172 56 0.944309 36 0.856077 29 182.160
Normalized Seq 0.699003 46 0.975158 6 0.835175 30 46.360
Normalized DNet 0.723552 26 0.969512 16 0.827901 31 32.860
Standardized DNet 0.760673 7 0.685366 52 0.814365 32 28.035
Normalized WAD 0.719540 30 0.971341 11 0.811878 33 42.812
Normalized DI 0.729857 19 0.976829 3 0.804696 34 1.145
Standardized MCNN 0.740109 14 0.896951 37 0.798619 35 205.070
Standardized CharCNN 0.728505 20 0.880488 38 0.793094 36 28.294
Standardized SNet 0.742653 13 0.702846 51 0.791436 37 12.957
Normalized DR 0.725806 23 0.965650 32 0.790884 38 49.985
Standardized AAuto 0.775542 5 0.850407 43 0.789227 39 35.450
Standardized LDA 0.571736 64 0.635230 56 0.773849 40 19.320
Standardized MLPC 0.857018 3 0.863821 39 0.767127 41 14.679
Normalized MCNN 0.712729 39 0.969512 14 0.741989 42 46.935
Standardized DR 0.755740 8 0.684756 53 0.738674 43 71.858
Standardized LR 0.637181 55 0.766841 47 0.737569 44 97.958
Standardized WAD 0.742746 12 0.771748 46 0.708564 45 182.817
Standardized Seq 0.706929 42 0.706911 50 0.695028 46 0.200
Standardized DI 0.751082 10 0.818235 44 0.693765 47 0.236
Standardized FCross 0.735408 16 0.667950 54 0.691771 48 3.520
Normalized CharCNN 0.702624 43 0.976016 5 0.691160 49 14.833
Standardized HRA 0.716058 33 0.632863 57 0.681884 50 45.535
Normalized RF 0.980528 2 0.975000 7 0.675691 51 15.020
Normalized DCap 0.700645 45 0.961992 34 0.650000 52 156.400
Normalized HCNN_LSTM 0.737498 15 0.978049 2 0.644475 53 13.785
Standardized MBranch 0.733344 18 0.581301 58 0.626243 54 33.125
Non-Rescaled | SVM 0.630500 57 0.861992 41 0.612155 55 209.125
Standardized HRNN 0.720115 29 0.553749 59 0.611418 56 54.905
Standardized DCap 0.755247 9 0.732317 48 0.586188 57 1.165
Standardized BILSTM_A 0.697380 47 0.371080 61 0.571823 58 57.000
Standardized SACNN 0.702562 44 0.709243 49 0.567316 59 51.511
Standardized RF 0.980533 1 0.321138 62 0.539503 60 15.755
Standardized DCNN 0.657290 54 0.537303 60 0.520637 61 15.200
Non-Rescaled DCNN 0.604199 58 0.808537 45 0.518785 62 13.445
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Type Model train train testl testl test16 test16 Avg Time
Recall rank Recall rank Recall rank Delta

Standardized SVM 0.716011 34 0.091870 64 0.478177 63 137.045

Standardized Ada 0.675875 49 0.209350 63 0.460221 64 13.725

4.3.7 Welch’s ANOVA Results in Test Week 16

Welch's ANOVA was used to analyze the results and evaluate the effectiveness of
the different rescaling techniques across model performances in test week 16. Test week
16 was specifically chosen for analysis since that was the temporal endpoint, furthest in
time from the initial training period. The dataset comprised 20 iterations for each scaling-
model combination, encompassing MinMaxScaler (normalization), StandardScaler
(standardization), and non-rescaled (None) approaches.

Prior to analysis, the results data was validated for all but homogeneity of
variance, which the results did not have, as shown by the p-value of the Levene’s test

being less than a of .05 in Figure 16, below. Failing the Levene’s test justified the use of

Welches ANOVA.
Tests
Test
Method Statistic P-Value
Multiple comparisons — 0.000
Levene 12.91 0.000

Figure 16: Leven’s Test for Recall in Week 16

Welch's ANOVA’s p-value, shared in presented in Figure 17, being 0.000
indicates extremely strong statistical significance, well below the conventional a
threshold of 0.05, justifying a post hoc test, which was Games-Howell grouping analysis.
As a point of observation, the 95% confidence intervals for all tested models are shown in

Figure 18, below.
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Welch's Test
Source DF Num DFDen F-Value P-Value

Category 63 396702 5959.65 0.000

Figure 17: P-Value for Welch’s ANOVA
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95% Bonferroni Confidence Intervals for Standard Deviations

Category N StDev Cl
MinMaxScaler Aduto 20 071796 (0.113315, 0.313039)
MinMaxScaler Ada 20 0.027495 (0.010118, 0.089801)
MinMaxScaler BILSTM_A 20 0.061655 (0.019369, 0.235885)
MinMaxScaler CharCNN - 20 0.166933 (0.087919, 0.380945)
MinMaxScaler DCap 20 0161656 (0.087658, 0.358308)
MinMaxScaler DCNN - 20 0.008945 (0.002941, 0.032695)
MinMaxScaler DI 20 0170468 (0131716, 0.265164)
MinMaxScaler DMet 20 0.163965 (0.116542, 0.277255)
MinMaxScaler DR 20 0.163022 (0.123805, 0.253603)
MinMaxScaler FCross 20 0145981 (0.082352, 0.311014)
MinMaxScaler HCMN_LSTM 20 0111874 ({0.044947, 0.334669)
MinMaxScaler HRA 20 0.089731 (0.033763, 0.286619)
MinMaxScaler HRNN 20 0.048285 (0.021497, 0.130349)
MinMaxScaler MBranch 20 0.122401 (0.034141, 0.527428)
MinMaxScaler MCNMN 20 0.154281 (0.108351, 0.263544)
MinMaxScaler MLPC 17 0.006800 (0.000970, 0.059408)
MinMaxScaler RF 20 0.049872 (0.028120, 0.106305)
MinMaxScaler RNN 20 0144143 (0.087029, 0.257361)
MinMaxScaler SACNN 20 0.063688 (0.014355, 0.334931)
MinMaxScaler Seq 18 0.175729 (0.128408, 0.295668)
MinMaxScaler SMet 20 0127685 (0.0531089, 0.368954)
MinMaxScaler SVM 20 0.016123 (0.006859, 0.045545)
MinMaxScaler WAD 20 0.182126 (0.144298 0.276278)
Mone Ada 18  0.001302 (0.000160, 0.013071)
Mone BILSTM_A 20 0.006580 (0.002220, 0.0234386)
Mone CharCNN - 18 0.003855 (0.001386, 0.013182)
MNone DCNN 20 0.018271 (0.009878, 0.040617)
MNone DI 20 0.003938 (0.000688, 0.027368)
MNone DNet 19 0.010788 (0.004090, 0.034585)
MNone DR 20 0.0100536 (0.001422, 0.085495)
Mone FCross 18 0.003907 (0.000479, 0.039212)
MNone HCNN_LSTM 20 0.002890 (0.000659, 0.015248)
Mone HRNMN 19 0.007994 (0.002210, 0.035121)
MNone RWN 19 0.008943 (0.003144, 0.030903)
MNone SACNN 18  0.029574 (0.011903, 0.080338)
Mone SMet 19 0.002535 (0.000320, 0.024430)
Mone SVM 20 0.002820 (0.001587, 0.006408)
None WAD 20 0.008689 (0.001771, 0.051255)
StandardScaler AAuto 20 0132806 (0.089376, 0.213312)
StandardScaler Ada 20 0.057642 (0.0353813, 0.111508)
StandardScaler BILSTM_A 14 0.022908 (0.0092189, 0.074897)
StandardScaler CharCNN - 20 0158225 (0.118981, 0.256096)
StandardScaler DCap 20 0.053322 (0.018865, 0.181143)
StandardScaler DCNN - 17 0.012281 (0.004490, 0.041860)
StandardScaler DI 14 0.059058 (0.016283, 0.281819)
StandardScaler DMet 20 0.128304 (0.078853, 0.250593)
StandardScaler DR 20 0.157057 (0.109677, 0.270308)
StandardScaler FCross 19 0.133813 (0.068663, 0.326298)
StandardScaler HCMN_LSTM 19 0.011837 (0.006282, 0.027085)
StandardScaler HRA 19 0118256 (0.047467, 0.3578%96)
StandardScaler HRNN 18  0.032158 (0.016767, 0.075835)
StandardScaler LDA 15 0.011714 (0.006312, 0.027150)
StandardScaler LR 14 0.004196 (0.001489, 0.015561)
StandardScaler LSVC 20 0.014438 (0.008971, 0.027927)
StandardScaler MBranch 20 0.154595 (0.071364, 0.399707)
StandardScaler MCNN 20 0.135680 (0.098102, 0.225538)
StandardScaler MLPC 20 0.158485 (0.119019, 0.253640)
StandardScaler RF 20 0.037138 (0.023137, 0.0715649)
StandardScaler RNN 19 0.029659 (0.009446, 0.113123)
StandardScaler SACNN 19 0.034945 (0.022845, 0.064934)
StandardScaler Seq 20 0.121898 (0.065040, 0.274583)
StandardScaler SMet 20 0.176522 (0.121087, 0.309285)
StandardScaler SVM 20 0.022636 (0.015232, 0.040431)
StandardScaler WAD 20 0131476 (0.061611, 0.337202)

Figure 18: 95% Confidence Intervals for Recall in Week 16
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4.3.8 Games-Howell Grouping for Test Week 16

The Games-Howell method analysis at 95% confidence revealed distinct
performance groupings across scaling techniques and models (Figure 19, Figure 20, and
Figure 21 below). The grouping patterns provide insight into the statistical significance of
performance differences among the various implementations.

The highest performing group (Group A) was dominated by non-rescaled
implementations, with None-DNet leading at 0.99418, followed closely by None-FCross
(0.99907) and None-HCNN_LSTM (0.98895). This clustering of non-rescaled models at
the top tier statistically validates their superior performance, at least among top
performers. The close mean values and overlapping groupings (A-B) among these top
performers suggest statistically comparable levels of effectiveness.

The lower tiers (Groups N through BC) predominantly consist of StandardScaler
implementations, with models like StandardScaler-Ada (0.4602) and StandardScaler-
SVM (0.47818) showing significantly degraded performance. The extensive range of
groupings in these lower tiers (multiple letter designations) indicates statistically
significant performance differences, highlighting the impact of standardization on model
performance.

This statistical grouping analysis also provides strong evidence that non-rescaled
implementations consistently achieve superior performance in malicious URL
classification tasks, with normalization offering a potentially viable alternative in specific
cases, while standardization generally leads to statistically significant performance

degradation.
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Grouping Information Using the Games-Howell Method and 95% Confidence

Category N__ Mean Grouping

Nene SNet 19 0999418 A

None FCross 18 0999019 A B

None HCNN_LSTM 20 0998895 A B

None DI 20 0998619 A B

Nane CharCNN 18 0997851 A B C

MinMaxScaler MLPC 17 099740A B C

Mone WAD 20 099724 A B C

Nane DR 20 09%9%A B C

MNone RNMN 19 059964 A B C

Nane Ada 18 0994168 ¢

MinMaxScaler DCNN 20 089392 A B C

None HRNN 19 09932A B C

Nane DNet 19 099215A B C

None BILSTM_A 20 09919 B C

MinMaxScaler SVM 20 098950A B C D

StandardScaler HONNLSTM 19 098575 B C D

MinMaxScaler Ada 20 097983A B C D E

Nane SACNN 18 097667A B C D E

MinMaxScaler SACNN 20 09757TA B € D E F

StandardScaler RNN 19 0974%9A B C D E

MinMaxScaler HRNN 20 09%80A B C D EF G

MinMaxScaler BILSTM_A 20 08597A B C D EF G H

MinMaxScaler HRA 20 09508 A B C D E F G H 1

MinMaxScaler MBranch 20 092%A B CDEFGHIIJK

StandardScaler LSVC 20 092403 F G H I

MinMaxScaler Shet 20 09077A B CDEFGHIIKL

MinMaxScaler FCross 20 O08704A B C D EF G HIJKLM

MinMaxScaler Afuto 20 08575A B C D EF G H 1 JKLMNOFP

MinMaxScaler RNN 20 08%1A B CDEFGHIIJKLMN

MinMaxScaler Seq 18 08352A B C D EF G HIJKLMMNZOPQR

MinMaxScaler DNet 20 08279A B CDEFGHIJKLMNOPO R

StandardScaler DNet 20 08144 H1JKLMNOTPRQ R

MinMaxScaler WAD 20 O08119A B C D EF G H | JKLMNOPR R

MinMaxScaler DI 20 08BM7 DEFGHIJKLMNGOTPRO R

StandardScaler MCNN 0 07986 lJKLMNOPRA QR

StandardScaler CharCNN 0 o793 GHIJKLMNOTPR R

StandardScaler SNet 0 07914 EFGHIJKLMNOPA R

MinMaxScaler DR 20 07909 GHIJKLMNOTPRQ R

StandardScaler AAuto 20 07892 lJKLMNOPAR

StandardScaler LDA 15 077385 LMNO

StandardScaler MLPC 20 0767 lJKLMNOPRA R

MinMaxScaler MCNN 20 07420 KLMMNOVPAQR

StandardScaler DR 0 07387 JKLMNOTPAO QR

StandardScaler LR 14 073757 M N O Q

StandardScaler WAD 20 07086 M NOPAOQR

StandardScaler Seq 20 06850 M N O P QR

StandardScaler DI 14 06938 NoOPOQR

StandardScaler FCross 19 06918 M N O P Q R

MinMaxScaler CharCNIN 0 06912 M NOPA R

StandardScaler HRA 19 06819 M N O P QR

MinMaxScaler RF 20 06757 P R

MinMaxScaler DCap 20 08500 NOPQR

MinMaxScaler HCNNLSTM 20 06445 Q R

StandardScaler MBranch 20 06262 P QR
Figure 19: Games-Howell Groupings A through R
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Grouping Information Using the Games-Howell Method and 95% Confidence

Category N Mean Grouping

StanclardScaler SNet 20 0794 S T U VW X Y

MinMaxScaler DR 20 079098 S

StandardScaler Aduto 20 07892 S

StanclardScaler LDA 15 077385 5

StanclardScaker MLPC 20 0771 S T U V W X Y

MinMaxScaler MCNMN 20 07420 S T U V W X ¥ 7 AA AB

StandardScaler DR 20 07387 S T U V W X ¥ Z AA AB AC AD AE AF AG
StandardScaler LR 14 073757 S

StandardScaler WAD 20 07086 S T U V W X ¥ Z AA AB AC AD AE AF AG
StandardScaler Seq 20 06950 S T U V W X ¥ Z AA AB AC AD AE AF AG
StandardScaler DI 14 06938 § T U V W X ¥

StanclardScaker FCross 19 06918 S T U V W X ¥ Z AL AB AC AD AE AF AG
MinMaxSecaler CharCMNN 20 06912 5 T U VvV W X ¥ Z AA AB AC AD AE AF AG
StanclardScaler HRA 19 068319 S T U V W X ¥ Z AL AB AC AD AE AF AG
MinMaxScaler RF 20 06757 5§ v Y

MinMaxSealer DCap 20 06500 S T W V W X ¥ Z AA AB AC AD AE AF AG
MinMaxScaler HCNMN_LSTM 20 06445 S u v X Y I AA AB AC AD AE AF AG
StandardScaler MBranch 20 0662 S T U VW X ¥ I AL AB AC AD AE AF AG
Narna SVM 20 0.612155 w X Y AB

StandardScaler HRNN 18 061142 T UV W X ¥ Al AB AF AG
StandardScaler DCap 20 05862 L M AB AL
StandardScaler BILSTM_A 14 057182 AD  AE AG
StandardSealer SACNN 19 056732 AC AD AE AF AG

Figure 20: Games-Howell Groupings S through AK

Grouping Information Using the Games-Howell Method and 95% Confidence

Category N___ Mean Grouping

MinMaxScaler CharCNN 20 06912 AL AM AN AD AP AQ AR AS AT AU AV AW AX
StandardScaler HRA 19 06819 AL

MinMaxScaler RF 20 06757 AL

MinMaxScaler DCap 20 06500 AL AM AN AD AP AQ AR AT AU AV AW AX
MinMaxScaler HCNN_LSTM 20 06445 AL AQ AT AL AV AW AX
StandardScaler MBranch 20 06262 AL AM AN AOQ AP AQ AR AT AU AV AW AX
None SWVM 20 0612155 AL AX
StandardScaler HRNN 18 061142 AL AW AX
StandardScaker DCap 20 05862 AL AV AW AX
StandardScaber BILSTM_A 14 057182 AL A A AW AX
StandardScaler SACNN 19 056732 AL AN AP AT AU AV AW AX
StandardScaker RF 20 053950 AQ AR AS AT AU AV AW AX
StandardScaler DONN 17 052064 AD AP AS

None DCNN 20 051878 AM AN AD AR AS

StandardScaler SWM 20 047818

StandardScaler Ada 20 04602

Figure 21: Games-Howell Groupings AL through BC
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The mean analysis (Figure 22) provides statistical evidence of performance

variations across different scaling approaches. The results revealed patterns in model

behavior, with key insights emerging from the mean, standard deviation (StDev), and

confidence interval measurements.
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Non-rescaled implementations consistently demonstrated superior performance
metrics. Notable examples included None-FCross (mean: 0.999079, StDev: 0.003907)
and None-HCNN_LSTM (mean: 0.998895, StDev: 0.002890), both achieving
exceptionally high Recall values with minimal variation. The tight confidence intervals
for these non-rescaled models further suggests highly reliable and stable performance,
supporting previous findings.

StandardScaler implementations once again showed the poorest performance
metrics. Models like StandardScaler-Ada (mean: 0.4602, StDev: 0.05764) and
StandardScaler-SVM (mean: 0.47818, StDev: 0.02264) demonstrated significantly
degraded Recall values with higher standard deviations. The broader confidence intervals
in standardized implementations indicate less reliable performance predictions.

This statistical analysis strongly supports the conclusion that non-rescaled
implementations provide the most effective and stable approach for malicious URL

classification, maintaining high Recall values while minimizing performance variability.
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Means

Category N Mean StDev 95% ClI
MinMaxScaler Aduto 20 0.8575 01718 (07771, 0.9379)
MinhaxScaler Ada 20 0.97983 0.02749  (0.96657, 0.99270)
MinMaxScaler BILSTM_A 20 0.8597 0.0817 (0.9308, 0.9835)
MinhaxScaler CharCHN 20 0.6912 0.1669 (0.6130, 0.7693)
MinMaxScaler DCap 20 0.6500 01817 (0.5743, 0.7257)
MinMaxScaler DCNM 20 0.99352 0.00854  (0.98574, 0.99311)
MinhaxScaler DI 20 0.2047 0.1705 (0.7249, 0.8845)
MinhaxScaler DNet 20 0.8279 0.1640 (0.7512, 0.9046)
MinMaxScaler DR 20 0.7909 0.1830 (0.71486, 0.8672)
MinhaxScaler FCross 20 0.8704 0.1450 (0.8021, 0.9388)
MinhMaxScaler HCNMN_LSTM 20 0.5445 01118 (0.5921, 0.6968)
MinMaxScaler HRA 20 0.6508 Q.0897 (0.9088, 0.9928)
MinhMaxScaler HRNMN 20 0.9650 0.0453 (0.9454, 0.9906)
MinhaxScaler MBranch 20 0.9296 01224 (0.8723, 0.9868)
MinMaxScaler MCNN 20 0.7420 0.1543 (0.6698, 0.8142)
MinhaxScaler MLPC 17 0.99740 0.00680  (0.993%0, 1.00090)
MinhaxScaler RF 20 0.6757 0.0429 (0.6523, 0.6950)
MinMaxScaler RNM 20 0.8561 0.1441 (0.7886, 0.9235)
MinhaxScaler SACHNMN 20 0.9757 0.0837 (0.9459, 1.0055)
MinMaxScaler Seq 13 0.8352 01757 (0.7478, 0.9226)
MinhaxScaler Shet 20 0.8077 01277 (0.8480, 0.9675)
MinhaxScaler SVM 20 0.98950 0.01812  (0.981%5, 0.99703)
MinMaxScaler WAD 20 0.28119 01821 (0.7265, 0.8971)
MNone Ada 18 0994168 0.001302 (0.993521, 0.994818)
MNone BILSTM_A 20 0.99199 0.00658  (0.988%1, 0.99507)
Maone CharCMMN 18 0.997351 0.003855 (0.995934, 0.999769)
MNone DCNN 20 0.51878 0.01827  (0.531023, 0.52734)
MNaone DI 20 0993519 0.003958 (0.996767, 1.000471)
MNaone DNet 19 0.99215 0.01079  (0.98695, 0.99733)
MNone DR 20 0.99596 0.01006  (0.99225, 1.00167)
Mone FCross 18 0.99%079 0.003907 (0.997136, 1.001022)
Mone HCNMN_LSTM 20 0.998895 0.002890 (0.997542, 1.000248)
MNone HRNMN 19 0.99302 0.00799  (0.98917, 0.99587)
MNone RNM 19 0.99564  0.00894  (0.99133, 0.99995)
Mone SACNN 12 0.97667 0.02957  (0.96197, 0.99138)
MNone SNet 19 0.99%418 0.002535 (0.998167, 1.000640)
MNone SVM 20 0.812155 0.0028%0 (0.610802, 0.613507)
Mone WAD 20 0.99724 0.00869  (0.99317, 1.00130)
StandardScaler Aduto 20 0.7892 0.1328 (0.7271, 0.8514)
StandardScaler Ada 20 0.4802 0.0576 (0.4332, 0.4872)
StandardScaler BiLSTM_A 14 0.57182 0.02281  (0.55860, 0.58503)
StandardScaler CharCNN 20 0.7931 0.1592 (0.7185, 0.8676)
StandardScaler DCap 20 0.5862 0.0533 (05612, 0.6111)
StandardScaler DCMN 17 0.52054 0.01228 (0.531432, 0.52693)
StandardScaler DI 14 0.6938 0.0591 (0.6597, 0.7279)
StandardScaler DNet 20 0.8144 0.1283 (0.7543, 0.8744)
StandardScaler DR 20 0.7387 0.1571 (0.6652, 0.8122)
StandardScaler FCross 19 0.6918 01338 (0.6273, 0.7363)
StandardScaler HCNMN_LSTM 19 0.98575 0.01184  (0.98005, 0.99148)
StandardScaler HRA 19 0.6819 Q.1183 (0.624%, 0.7389)
StandardScaler HRNM 13 061142 0.03216  (0.59543, 0.62741)
StandardScaler LDA 15 0.77385 0.01171  (0.76736, 0.78034)
Standardscaler LR 14 0.73757 0.00420  (0.73515, 0.73599)
StandardScaler LSVC 20 0.92403 0.01444  (0.91728, 0.93079)
StandardScaler MEBranch 20 0.6262 0.1546 (0.5539, 0.6936)
StandardScaler MCNN 20 0.7986 0.1357 (0.7351, 0.8621)
StandardScaler MLPC 20 0.7671 0.1585 (0.6930, 0.8413)
StandardScaler RF 20 0.53950 0.03714  (0.52212, 0.55688)
StandardScaler RNN 18 0.57459 0.02966  (0.96070, 0.98529)
StandardScaler SACNMN 19 0.56732 0.03494  (0.55047, 0.58418)
StandardScaler Seq 20 0.6950 01219 (0.6380, 0.7521)
StandardScaler SNet 20 0.7914 0.1765 (0.7088, 0.8741)
StandardScaler SWM 20 047518 0.02264  (0.46738, 0.48877)
StandardScaler WAD 20 0.7086 0.1315 (0.6470, 0.7701)

Figure 22: Scaling-Model Pair Recalls for Testl6

81



The test for equal variances across model implementations, visualized through
multiple comparison intervals at o = 0.05 (Figure 23 and Figure 24), revealed
heterogeneity in performance stability across scaling approaches. The Levene's test
results (p-value of 0) confirmed differences in variances among categories. Both figures
were intentionally split into two groups for better readability but belong to the same
interval set.

The non-rescaled implementations demonstrated the narrowest comparison
intervals, particularly evident in models like None-HCNN LSTM, None-DNet, and
None-FCross. These tight intervals suggest stable performance with minimal variance in
Recall values during test week 16. The clustering of non-rescaled models' intervals in the
lower range of standard deviations (0.0-0.1) provides statistical evidence for their
superior stability.

MinMaxScaler implementations showed broader comparison intervals, with
models like MinMaxScaler-Auto and MinMaxScaler-CharCNN exhibiting notably wider
ranges (extending beyond 0.3 in some cases). This increased variance suggests that
normalization introduced additional performance instability. MinMaxScaler-DI and
MinMaxScaler-FCross demonstrate particularly large intervals, indicating less
predictable performance under normalization.

StandardScaler implementations displayed the widest comparison intervals, with
models like StandardScaler-MCNN and StandardScaler-WAD showing extensive ranges
(0.2-0.5). The broad intervals in standardized implementations, particularly evident in
StandardScaler-HRNN and StandardScaler-SACNN, indicate significant performance

variability and reduced reliability.

82



These variance patterns, supported by the significant Levene's test results, once
again provide strong statistical evidence that non-rescaled implementations offer the most

stable and reliable models for malicious URL classification.

Test for Equal Variances: recall-16 vs Category
Multiple comparison intervals for the standard deviation, o = 0.05

Minkiaacaler BLSTM A —
infaxScaler Bi T i i
Miiﬂmaﬁcaslﬂ P':ﬂ | . Multiple Comparisons
inMaxScaler D = — P-Value  0.000
. MinMax5caler DR - —— ,
MinMaxScaler HCNN_LSTM e —— Levene’s Test
MinMaxScaler HRNN-| @ ——
MinMaxScaler MCNN-|  _ —F P-Value  0.000
. MinMaxScaler RF ——
MinMax5Scaler SACMM = ——
MinMax5caler SMet-|
MinMaxScaler WAD =
Mone BIiLSTM_A-| -
MNone DCNMN-  —
Mone DNet| —
Mone FCross-| =

Mone HRMM -
Mone SACHNN
Mone SV -
StandardScaler Afuto - —
StandardScaler BiLSTM_A< —
StandardScaler DCap-| =
StandardScaler D -
StandardScaler DR <
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StandardScaler LR —
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StandardScaler MLPC =
StandardScaler RMM <
StandardScaler Seq -
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If intervals do not overlap, the corresponding stdevs are significantly different.

Figure 23: Test for Equal Variances: Recall-16 vs Categories 1 of 2
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Test for Equal Variances: recall-16 vs Category
Multiple comparisen intervals for the standard deviation, o = 0.05
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Standardicaler Ada
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If intervals do not overlap, the corresponding stdevs are significantly different.

Figure 24: Test for Equal Variances: Recall-16 vs Categories 2 of 2

4.4 Comparative Analysis with Wehr’s (2024) Research

A comparative analysis between Wehr's (2024) mean results and results of this
current research (Figure 25 and Figure 26) shows interesting patterns in model
performance across different feature sets. Wehr's (2024) models demonstrated mean
values that are consistently in the 0.9 range with mostly similar standard deviations from
the NLP-enhanced model results. It is important to note that None-Scaler was selected to

be used as a comparison since it was the higher performing scaler in this research.
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Some comparative insights include:

Table 10: Recall None-Scaler Comparison Between NLP-enhanced and Wehr’s (2024)

Results

ML Model Variant Mean StDev
SVM Wehr’s 0.98000 0.00137
NLP-enhanced 0.98183 0.00137
AdaBoost Wehr’s 0.96800 0.00185
NLP-enhanced 0.96852 0.00123
RF Wehr’s 0.96500 0.00274
NLP-enhanced 0.96544 0.00274
GNB Wehr’s 0.92900 0.00309
NLP-enhanced 0.92982 0.00309

LDA Wehr’s 0.96900 0.00151
NLP-enhanced 0.96948 0.00151

The scaling techniques also resulted in differences between the two figures,
Figure 25 and Figure 26. Wehr's (2024) models showed less sensitivity to scaling
choices, maintaining consistent performance across different scaling approaches. In
contrast, NLP-enhanced models demonstrated more variations in performance across
scaling approaches, though notably, non-rescaled implementations often showed standard
deviations closest to Wehr's (2024) original results.

This comparative analysis suggests that while NLP models introduce new features
for classification, they also have high potential for increased instability. The higher
variability in performance metrics indicates that NLP features might be most effectively
used alongside traditional features rather than as complete replacements. This insight
could guide future work in balancing the benefits of enhanced feature representation
against the need for stable, reliable model performance.

A collective recall rank-order comparison between Wehr’s results (Wehr, 2024)
and the results in this research is displayed in Table 11, below, sharing the top
performing recall’s of models, rank-ordered according to their performance in week 16.
The table is categorized by different models, their scaler type, variant (Wehr of NLP-
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Enhanced). The results are differentiated by the column ‘variant’, between NLP-

Enhanced models of this praxis versus the models used in Wehr’s research.

Wehr’s model, Normalized SVM-I1, was the best performer in terms of recall for

testl (week 1), and the top performing model of his praxis in test week 16; however, in

comparison to this praxis, Wehr’s Normalized SVM-I was initially of rank 1 in test week

1, and down in rank over the 16 test weeks, finishing off at position 17. The best

performing model of this praxis in test week 16 (see Table 11) was SNet, which started at

rank 53 for test1, and rose to rank 1 by the 16" week. This provides further insight into

the effects that a temporal analysis has on model lasting power, as SNET not only

demonstrated stable performance, but increased in recall over time, on average.

Interestingly, the top 10 performing models (as shown by their rank order) for test16

were NLP-enhanced models. These models all experienced similar behavior, having

increased in performance over the 16 test weeks, whereas Wehr’s top 10 models

decreased in performance over time. A pausible explanation for these trades in rank could

be overfitting by moels in Wehr’s research, better generalization among the NLP-

Enganced model’s of this research, drift or decay, or perhaps a combination of each of

these factors.

Table 11: Collective Recal Rank-Order (Wehr’s vs NLP-Enhanced)

Type Model Variant testl Recall testl | testl6 Recall | test16
rank rank
Non-Rescaled SNet NLP-Enhanced 0.967051776 53 0.999418436 1
Non-Rescaled FCross NLP-Enhanced 0.967028004 54 0.99907919 2
Non-Rescaled HCNN_LSTM NLP-Enhanced 0.970325203 37 0.998895028 3
Non-Rescaled DI NLP-Enhanced 0.968089431 44 0.998618785 4
Non-Rescaled CharCNN NLP-Enhanced 0.966576333 57 0.997851443 5
Normalized MLPC NLP-Enhanced 0.967240555 50 0.997400065 6
Non-Rescaled WAD NLP-Enhanced 0.967886179 48 0.997237569 7
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Non-Rescaled DR NLP-Enhanced 0.968089431 45 0.996961326 8
Non-Rescaled RNN NLP-Enhanced 0.962772785 60 0.995638267 9
Non-Rescaled Ada NLP-Enhanced 0.967479675 49 0.994168201 10
Normalized DCNN NLP-Enhanced 0.968495935 43 0.993922652 11
Non-Rescaled HRNN NLP-Enhanced 0.966837826 55 0.993021227 12
Non-Rescaled DNet NLP-Enhanced 0.9563543 66 0.99214888 13
Non-Rescaled BiLSTM_A NLP-Enhanced 0.967073171 51 0.99198895 14
Normalized SVM NLP-Enhanced 0.971544715 34 0.989502762 15
Standardized HCNN_LSTM NLP-Enhanced 0.862430466 78 0.985751672 16
Normalized SVM-| Wehr's 0.99059 1 0.98351 17
Normalized SVM-rbf Wehr's 0.99024 2 0.98312 18
Non-Rescaled SVM-1 Wehr's 0.98988 3 0.98183 19
Standardized SVM-{ Wehr's 0.9894 4 0.98081 20
Normalized Ada NLP-Enhanced 0.985365854 8 0.979834254 21
Non-Rescaled SVM-rbf Wehr's 0.98724 5 0.97676 22
Non-Rescaled SACNN NLP-Enhanced 0.967931346 47 0.976672805 23
Standardized SVM-rbf Wehr's 0.98591 6 0.97595 24
Normalized SACNN NLP-Enhanced 0.969308943 42 0.975690608 25
Standardized RNN NLP-Enhanced 0.855370133 80 0.97499273 26
Standardized LSvC Wehr's 0.9858 7 0.97244 27
Normalized LSVC Wehr's 0.98534 9 0.9719 28
Normalized SGD Wehr's 0.98371 10 0.97125 29
Non-Rescaled LDA Wehr's 0.98367 11 0.96948 30
Normalized LDA Wehr's 0.98367 12 0.96932 31
Standardized LDA Wehr's 0.9835 13 0.96932 32
Normalized AdaBoost Wehr's 0.98159 14 0.96857 33
Non-Rescaled AdaBoost Wehr's 0.98111 15 0.96852 34
Standardized AdaBoost Wehr's 0.98091 16 0.96817 35
Normalized HRNN NLP-Enhanced 0.976219512 28 0.967955801 36
Normalized RF Wehr's 0.9777 23 0.96552 37
Non-Rescaled RF Wehr's 0.97787 21 0.96544 38
Non-Rescaled Ensemble Wehr's 0.97784 22 0.96513 39
Standardized RF Wehr's 0.97752 24 0.96475 40
Normalized LR Wehr's 0.9797 18 0.96366 41
Normalized Ensemble Wehr's 0.97632 27 0.96335 42
Non-Rescaled LR Wehr's 0.97825 19 0.96282 43
Standardized Ensemble Wehr's 0.97636 26 0.96257 44
Standardized LR Wehr's 0.98069 17 0.96224 45
Normalized BiLSTM_A NLP-Enhanced 0.971138211 36 0.959668508 46
Normalized HRA NLP-Enhanced 0.969512195 39 0.950828729 47
Standardized KNN Wehr's 0.96804 46 0.9504 48
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Normalized KNN Wehr's 0.96679 56 0.94967 49
Non-Rescaled LSVC Wehr's 0.95922 64 0.94235 50
Standardized SGD Wehr's 0.9612 63 0.9406 51
Normalized GNB Wehr's 0.96121 62 0.93946 52
Standardized GNB Wehr's 0.95862 65 0.93548 53
Non-Rescaled GNB Wehr's 0.95548 67 0.92982 54
Normalized MBranch NLP-Enhanced 0.973577236 32 0.929558011 55
Non-Rescaled KNN Wehr's 0.96437 59 0.92662 56
Standardized LSVC NLP-Enhanced 0.65203252 94 0.924033149 57
Non-Rescaled DTC Wehr's 0.94725 68 0.92146 58
Standardized DTC Wehr's 0.94683 69 0.92103 59
Normalized DTC Wehr's 0.94654 70 0.9197 60
Normalized SNet NLP-Enhanced 0.967073171 52 0.907734807 61
Normalized BNB Wehr's 0.91903 72 0.88229 62
Non-Rescaled BNB Wehr's 0.91624 73 0.87853 63
Normalized FCross NLP-Enhanced 0.971951219 33 0.870441989 64
Normalized AAuto NLP-Enhanced 0.969308943 41 0.857458564 65
Normalized RNN NLP-Enhanced 0.944308943 71 0.856077348 66
Normalized Seq NLP-Enhanced 0.975158085 30 0.835174954 67
Normalized DNet NLP-Enhanced 0.969512195 40 0.827900552 68
Standardized BNB Wehr's 0.8651 76 0.82168 69
Standardized DNet NLP-Enhanced 0.685365854 91 0.814364641 70
Normalized WAD NLP-Enhanced 0.971341463 35 0.811878453 71
Normalized DI NLP-Enhanced 0.976829268 25 0.804696133 72
Standardized MCNN NLP-Enhanced 0.89695122 74 0.798618785 73
Standardized CharCNN NLP-Enhanced 0.880487805 75 0.793093923 74
Standardized SNet NLP-Enhanced 0.702845529 90 0.791436464 75
Non-Rescaled SGD Wehr's 0.83778 82 0.79117 76
Normalized DR NLP-Enhanced 0.965650407 58 0.790883978 77
Standardized AAuto NLP-Enhanced 0.850406504 81 0.789226519 78
Standardized LDA NLP-Enhanced 0.635230352 95 0.773848987 79
Standardized MLPC NLP-Enhanced 0.863821138 77 0.767127072 80
Normalized MCNN NLP-Enhanced 0.969512195 38 0.74198895 81
Standardized DR NLP-Enhanced 0.684756098 92 0.738674033 82
Standardized LR NLP-Enhanced 0.766840883 86 0.737569061 83
Standardized WAD NLP-Enhanced 0.771747967 85 0.708563536 84
Standardized Seq NLP-Enhanced 0.706910569 89 0.695027624 85
Standardized DI NLP-Enhanced 0.818234611 83 0.693764799 86
Standardized FCross NLP-Enhanced 0.667950364 93 0.691770864 87
Normalized CharCNN NLP-Enhanced 0.97601626 29 0.691160221 88
Standardized HRA NLP-Enhanced 0.632862644 96 0.681884269 89
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Normalized RF NLP-Enhanced 0.975 31 0.675690608 90
Normalized DCap NLP-Enhanced 0.96199187 61 0.65 91
Normalized HCNN_LSTM NLP-Enhanced 0.97804878 20 0.644475138 92
Standardized MBranch NLP-Enhanced 0.581300813 97 0.626243094 93
Non-Rescaled SVM NLP-Enhanced 0.86199187 79 0.612154697 94
Standardized HRNN NLP-Enhanced 0.553748871 98 0.611418048 95
Standardized DCap NLP-Enhanced 0.732317073 87 0.586187845 96
Standardized BiLSTM_A NLP-Enhanced 0.371080139 100 0.571823204 97
Standardized SACNN NLP-Enhanced 0.709242619 88 0.56731608 98
Standardized RF NLP-Enhanced 0.321138211 101 0.539502762 99
Standardized DCNN NLP-Enhanced 0.537302726 99 0.520636984 100
Non-Rescaled DCNN NLP-Enhanced 0.808536585 84 0.51878453 101
Standardized SVM NLP-Enhanced 0.091869919 103 0.478176796 102
Standardized Ada NLP-Enhanced 0.209349593 102 0.460220995 103
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Means

scalerModel N Mean StDev 95% Cl
AdaBoostMinMaxScaler() 20 0968570 0.001850 (0.960277, 0.976864)
AdaBoostNone 20 0968518 0002123 (0960224 0.976811)
AdaBoostStandardScaler() 20 0868166 0.002018 (0959873, 0.976460)
BemoulliNBMinMaxScaler() 20 0.88229 0.01530 (087399, 0.89058)
BernoulliNBMNone 20 087853 002166 (0.87024, 0.88683)
BemoulliNBStandardScaler() 20 0821683 0.003578 (0.813389 0.829970)
DecisionTreeClassifierMinMaxScaler]) 20 091970 0.00709 (0.91141, 0.92800)
DecisionTreeClassifierMone 20 0921460 0.003946 (0913166, 0.929753)
DecisionTreeClassifierStandardScaler() 20 092103 000485 (091274, 0.92932)
Ensemble-RF-DT-KNN3-LRMinMaxScaler() 20 0963348 0001765 (0955054, 0.971641)
Ensemble-RF-DT-KNMN3-LENone 20 0965131 0001897 (0956837, 0.973424)
Ensemble-RF-DT-KNMN3-LRStandardScaler) 20 0962575 0.002312 (0954281, 0.970868)
GaussianMBMinMaxScaler() 20 093246 000880 (093117, 0.94775)
GaussianMBNone 20 0229819 0.003909 (0921526, 0.938113)
GaussianMBStandardScaler() 20 093348 001007 (092718 094371
KMeighborsClassifier3MinMaxScaler() 20 0249667 0.002259 (0.941373, 0.957960)
KNeighbeorsClassifier3Mone 20 0926623 0.004280 (0918329 0.934916)
KMNeighborsClassifier3StandardScaler() 20 0050403 0.003354 (0942110, 0.958697)
LinearDiscriminantAnalysishMinMaxScaler() 20 0969316 0001365 (0961023, 0.977610)
LinearDiscriminantAnalysisMone 20 0969475 0.001517 (0961182 0.977768)
LinearDiscriminantAnalysisStandardScaler) 20 0.969323 0.001597 (0961030, 0.977617)
LinearSVCMinMaxScaler) 20 0971901 0.001435 (0262608 0.980195)
LinearSVCNone 20 0.9423 01083  (0.9341, 0.9506)
LinearSVCStandardScaler() 20 0972438 0001450 (0.964145, 0.980731)
LogisticRegressionMinMaxScaler() 20 0963662 0001294 (0955369, 0.971956)
LogisticRegressionNone 20 0962822 0001299 (0954529 0.971116)
LogisticRegressionStandardScaler() 20 0962242 0001007 (0953949, 0.970535)
RFMinMaxScaler() 20 0965516 0001831 (0957223 0.973810)
RFMone 20 0965436 0.002074 (0957143, 0.973730)
RFStandardScaler() 20 0964751 0003197 (0956458 0.973043)
SVM.SVC-linearMinhaxScaler() 20 02983509 0.001784 (0975215, 0.991502)
SVM.SVC-linearMone 20 0581326 0.001369 (0973533 0990120
SVM.SVC-linearStandardScaler) 20 02980809 0.001426 (0972515, 0.988102)
SVM.SVC-rofMinMaxScaler() 20 0283125 0.000911 (09745831, 0.991418)
SVM.SVC-rbfNone 20 0976759 0.000915 (0.968466, 0.985053)
SVM.SVC-rbfStandardScalar() 20 0975954 0.002127 (0967661, 0.984248)

Pooled 5tDev = 10188899

Figure 25: NLP-enhanced Model Scaler Means
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Means

Scaling Model Pair N Mean 5tDev 95% ClI
Non-Rescaled AdaBoost 20 0968518 0.002123 (0.967524, 0.969511)
MNon-Rescaled BNB 18 0.885568 0.000044 {0.885546, 0.8855590)
Non-Rescaled CTC 19 0.921999 0.003208 {0.920453, 0.923545)
Non-Rescaled Ensemble 20 0965131 0.001897 (0.964243, 0.966019)
Non-Rescaled GNB 19 0.929266 0.003107 {0.927768, 0.930763)
Non-Rescaled KN 20 0.926623 0.004280 (0.924620, 0.928526)
Non-Rescaled LDA 20 0.959475 0.001517 (0.968765, 0.970185)
Non-Rescaled LR 20 0952822 0.001299 (0.962214, 0.963430)
Non-Rescaled RF 20 0.965436 0.002074 (0.964466, 0.966407)
Non-Rescaled SGD 17 08548 0.0807 (0.8133, 0.8963)
Non-Rescaled Syhd-| 20 0.981826 0.001369 (0.981186, 0.982467)
Non-Rescaled SWM-r 20 0976759 0.000915 (0.976331, 0.977188)
Normalized AdaBoost 20 0968570 0.001850 (0.967705, 0.969438)
Normalized BNB 18 0.885584 0.000051 {0.885558, 0.885610)
Normalized CTC 19 092066 0.00582 (0.91785, 0.92348)
Normalized Ensemble 20 0963348 0.001765 (0.962522, 0.964174)
Normalized GNB 20 093946 000880 {0.93534, 0.94358)
Normalized KNMN 18 0.95017% 0.001700 {0.9459331, 0.951021)
Normalized LDA 20 0.959316 0.001865 (0.968444, 0.970189)
Normalized LR 18 0963963 0.000951 {0.953491, 0.954436)
Normalized LSWC 20 0.971801 0.001435 (0.971230, 0.972573)
Normalized RF 19 0965249 0.001423 (09545683, 0.955934)
Normalized SVM-| 17 0.983805 0.001191 {0.983192, 0.984417)
Normalized S¥M-r 19 0983260 0.000699 {0.982924, 0.9835497)
Standardized AdaBoost 20 0968166 0.002018 (0.967222, 0.969111)
Standardized BNB 20 0.821683 0.003578 (0.820008, 0.823357)
Standardized CTC 19 0.921840 0.003298 {0.920250, 0.923430)
Standardized Ensemble 19 0962955 0001591 (0.962192, 0.963725)
Standardized GNB 20 093548 001007 {0.93077, 0.94019)
Standardized KNN 20 0.950403 0.003354 (0.948834, 0.951973)
Standardized LDA 20 0989323 0.001591 (0.968578, 0.970068)
Standardized LR 20 0.952242 0.001001 (0.961774, 0962710}
Standardized LSVC 19 0972677 0.001007 {0.972192, 0.973162)
Standardized RF 18 0964871 0.001936 {0.953908, 0.955834)
Standardized SWh-| 20 0.980809 0.001426 (0.980141, 0.981478)
Standardized SVM-r 19 0.9756%9 0.001835 {0.974811, 0.976580)

Figure 26: Wehr’s Model Scaler Means
(Wehr, 2024)
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4.5 Addressing Research Questions and Hypotheses

4.5.1 Research Questions and Hypotheses, Set 1

RQ1: Are there any natural language-based features with better desirability
compared to those selected in Dr. Wehr’s research?

Hi-n: Incorporating additional features extracted from Dr. Wehr’s dataset did not
yield any newly desirable features for machine learning, as determined by
their correlation and variance.

Hi-a: Incorporating additional features extracted from Dr. Wehr’s dataset did
yield new, desirable features for machine learning, as determined by their
correlation and variance.

The features good words count, bad words count, good words length and
bad words length exhibited high stability during periods of fluctuating malicious URL
activity. Furthermore, all four NLP features showed strong correlation to malicious URL
patterns during stable periods. Most notably, the NLP features also demonstrated higher
stability when compared to Wehr's (2024) original features.

Based on this evidence, the null hypothesis (Hi.n) is rejected, and the alternate
hypothesis (Hi-a) is accepted. The incorporation of natural language-based features did
yield new, desirable features for machine learning, as demonstrated by their temporal
stability and strong correlation with malicious URL patterns. These features appear to
offer complementary signals that could enhance the robustness of URL classification

systems, particularly during periods of fluctuating malicious activity.
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4.5.2 Research Questions and Hypotheses, Set 2

RQ2: Over time, do ML models trained to classify malicious URLs exhibit decay
or drift in performance?

Hz-n: Of ML models created to lexically classify malicious URLs, a temporal
analysis shows that all models exhibit no drift and no decay in performance
over time.

Hz-a: Of ML models created to lexically classify malicious URLs, a temporal
analysis shows that there are models with drift or decay in performance over
time.

While some models performed very well, performance decay and drift did
manifest across multiple ML models, as shown in Figure 10 through Figure 15. These
figures show performance degradation and decay from the 15% to 16 test weeks. Table 6
also shows this potential evidence of decay or drift, quantitatively showing Recall
performance declining for some models over time, notably SVM and DCNN. These
findings are sufficient to reject the null hypothesis (H2-.n) and accept the alternative
hypothesis (Hz-a).

4.5.3 Research Questions and Hypotheses, Set 3

RQ3: Given enough time for a model’s performance to drift or decay, is there a

rank-ordering of performance change between models?

H3.n: Of ML models created to lexically classify malicious URLs, a temporal

analysis shows that all models do not change in their performance rank-

ordering.
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H3.a: Of ML models created to lexically classify malicious URLSs, a temporal

analysis shows that models do change in their performance rank-ordering

Based on the rank-order transitions between test; and testis, shown in Table 9,

clear patterns of performance ranking change temporally across different models and
scaling approaches. This shows that the models changed in rank order from test week 1 to
test week 16. These systematic rank-ordering changes between test; and testis provide
supporting evidence to reject the null hypothesis (Hs.n) and accept the alternative
hypothesis (H3-2). The data in Table 9 shows that ML models for malicious URL
classification do experience changes in their performance rank-ordering over time.

4.5.4 Research Questions and Hypotheses, Set 4

RQ4: Does the introduction and selection of natural language-based features

improve or worsen the lasting power of machine learning models in terms of
Recall?

Ha-n: When NLP-based ML models are tested against Dr. Wehr’s original dataset,
the models yielded higher results, on average, than the non-NLP based
models that were tested in Wehr’s research.

Ha-n: When NLP-based ML models are tested against Dr. Wehr’s original dataset,
the models yielded did not yield higher results, on average, than the non-NLP
based models that were tested in Wehr’s research.

When examining the rank-order analysis in test week 16, NLP-enhanced models

showed impressive performance metrics. However, looking at the lines of best fit and
MSE values yields different results. While some NLP-enhanced models showed strong

initial performance, they also exhibited greater performance variability in later test
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weeks. This is particularly evident in the performance dips observed during test weeks
11-16, where several NLP models showed more degradation compared to traditional
feature-based models.

Considering the collective evidence, there is insufficient support for hypothesis
Ha.n. The NLP-based models, while showing strong performance in certain aspects, did
not consistently outperform the non-NLP models from Wehr's (2024) research in terms of
lasting power. Therefore, the alternative hypothesis Has.a is accepted, acknowledging that
NLP models (while valuable additions to the feature set) did not yield higher results
compared to the baseline established in Wehr's (2024) research. This finding suggests
that while NLP features contributed meaningful signals for classification, their
integration should be carefully considered alongside traditional features rather than

viewed as direct replacements.
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Chapter 5: Discussion and Conclusions

5.1 Discussion

This section aims to review conclusions made, calls for contributions to this

research, and recommendations for future research.

5.2 Conclusions

In this study, temporal analysis with added NLP features were used to evaluate
malicious URL classification, building upon Wehr's (2024) research. The Welch's
ANOVA and Games-Howell analysis in Section 4.3.8 demonstrated that in testis, non-
rescaled implementations significantly outperformed both normalized and standardized
approaches for maintaining classification effectiveness. Section 4.3.8 further confirmed
that non-rescaled SNet (0.99907 + 0.003907) and non-rescaled FCross (0.99418 +
0.002890) emerged as the top performers, with notably smaller confidence intervals
indicating highly stable performance.

While SNet and FCross demonstrated superior performance capabilities, an
analysis of computational overhead revealed different variations. As documented in
Table 6, traditional architectures like Ada achieved remarkable computational efficiency
with average speed of 2.722 seconds, while complex neural architectures such as HRNN
and SVM required substantially more computational resources (181.463 and 209.125
seconds respectively). For scenarios where efficiency is necessitated, the research
identifies MLPC and LDA as potential alternatives, achieving strong classification

performance with moderate computational requirements.
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Regarding the potential for change of URLSs, or concept drift and decay, this
praxis provides clear evidence of both drift and decay, though this varies between ML
models. The performance dip for some models suggests that a drift has occurred.
Interestingly, the added NLP features appeared to have high stability during periods of
volatility, as evidenced by the sustained performance of good words count and
bad words count features, shown in Figure 9.

This research shows the results of integrating NLP features with a temporal
analysis and their influences on model performance, lasting power, and computational
overhead. These results provide guidance for security practitioners and researchers,
showing results of several learners, for determining the better performers. That said,

opportunities for improvement in further research remain.

53 Contributions to Body of Knowledge

This praxis contributes to the body of knowledge in the following key areas:

1. This research presents the first integration of NLP features in a temporal analysis
for malicious URL classification. The study extends Wehr's (2024) temporal
analysis by incorporating and evaluating linguistic features, providing insight into
how NLP-enhanced models perform over extended periods. The results offer
insight, for security engineers and researchers, about considerations with NLP-
based ML solutions for URL classification.

2. The research provides an evaluation of scaling approaches in temporal URL
classification, demonstrating that non-rescaled models performed better than the

other scaling methods in stability and lasting power.
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3. The research provides an evaluation of NLP feature stability in ML models
through temporal rank-ordering analysis. This revealed patterns in lasting power
and drift with the newly added features. The identification of good words count,
bad words count, good words length, and bad words length as features provide
a foundation for future research when incorporating NLP-based features with

Malicious URL Classification.

54 Recommendations for Future Research

The current study analyzed performance over a 16-week period. Future research
should consider extending this timeframe to 6-12 months to better understand long-term
drift and decay patterns. This extended analysis would provide deeper insights into

variations in URL patterns and the long-term stability of NLP features.
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Figure 42: Standardization Precision 2 of 2
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Figure 46: Normalization AUC 2 of 2
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Figure 49: Non-Rescaled AUC 1 of 2
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Table 12: Normalization and Best Fit Line MSE

Model m Recall m rank b Recall b rank MSE Recall MSE rank

DCNN 0.0071519 1 89.45660075 23 0.785873166 21
SVM 0.007091982 2 89.64135789 22 0.717867561 18
HRNN 0.006871733 3 89.73600182 21 0.802730984 22
BiLSTM_A 0.006548577 4 90.08486317 20 0.74086006 20
Ada 0.0047 5 92.42168 17 0.485111864 3
SACNN 0.004341185 6 91.36799757 18 0.487469051 4
HRA 0.003371355 7 92.50762328 16 0.509929544 5
RNN 0.001511438 8 91.11432041 19 0.651218141 16
MLPC -0.000938747 9 95.80533789 13 0.279262025 1
MBranch -0.003499384 10 95.57844347 14 0.514372403 6
CharCNN -0.00462396 11 96.52623072 11 0.733820051 19
SNet -0.004695133 12 95.93023812 12 0.526698662 8
MCNN -0.004727916 13 96.61650628 10 0.587012524 14
FCross -0.005141519 14 96.65909913 8 0.524802727 7
DNet -0.006064819 15 96.73461739 7 0.533962713 11
AAuto -0.006122897 16 96.87484954 6 0.536942457 12
DR -0.006334922 17 95.55313598 15 0.527032422 9
Seq -0.006375272 18 96.63031495 9 0.645480735 15
WAD -0.006813109 19 96.98646473 5 0.549754947 13
DI -0.007118512 20 97.67838995 4 0.531986774 10
HCNN_LSTM -0.00801818 21 97.78297176 3 0.684785148 17
RF -0.010290392 22 104.057855 1 0.338938195 2
DCap -0.010577126 23 97.98626036 2 0.80945831 23
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Table 12: Standardization Best Fit Line and MSE

Model m Recall mrank b Recall b rank MSE Recall MSE rank

BILSTM_A 0.018496603 1 23.78751414 24 4.139280442 25
Ada 0.0180 2 17.02628 25 3.450246937 23
LSVC 0.016463377 3 56.02885077 19 0.566086766 13
RF 0.016093126 4 29.66280373 23 6.29987391 26
SVM 0.015766005 5 11.84804007 26 3.793756431 24
HRA 0.013560984 6 50.41838737 20 2.135003562 20
LDA 0.01284724 7 56.91693026 18 0.580530166 15
HRNN 0.012342198 8 46.82788995 21 1.667615494 19
DCNN 0.01212137 9 41.23848642 22 2.43139413 21
DNet 0.009835631 10 65.11193256 15 0.373033791 8
HCNN_LSTM 0.007354275 11 82.43295683 8 0.241977101 3
SNet 0.006039758 12 70.66780016 13 0.311306123 5
RNN 0.005945804 13 83.38693188 7 0.571794651 14
MBranch 0.005780976 14 59.54020391 17 0.671296777 16
FCross 0.00436663 15 69.21860233 14 0.418350679 11
SACNN 0.004348267 16 63.23534699 16 2.799804678 22
DR 0.003804334 17 73.77932412 12 0.197821212 1
CharCNN 0.003727439 18 83.60707599 6 0.369528428 7
LR 0.003160606 19 78.24987513 10 1.009893138 18
Seq 0.002076509 20 74.52066176 11 0.315499234 6
MCNN 0.00199443 21 88.84426963 3 0.294687035 4
DI -0.000446079 22 85.38192548 4 0.40630638 10
WAD -0.001933081 23 85.09102874 5 0.455889719 12
DCap -0.002772651 24 78.26358491 9 0.821868291 17
AAuto -0.003617241 25 93.07339219 2 0.383419612 9
MLPC -0.005753431 26 94.66090693 1 0.224451329 2
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Table 13: Non-Rescaled Best Fit Line and MSE

Model m Recall mrank b Recall b rank MSE Recall MSE rank

Ada 0.0052 1 91.63111 14 0.477504224 12
RNN 0.005114032 2 92.04733421 12 0.368172415 10
WAD 0.004929048 3 92.49664293 7 0.3488245 5
DI 0.004873369 4 92.46964901 9 0.360157146 7
FCross 0.004849 5 92.47401856 8 0.362138232 8
CharCNN 0.00460078 6 92.33172545 11 0.381429822 11
HRNN 0.004585293 7 92.81824753 4 0.308745989 2
SNet 0.004568984 8 92.55031495 6 0.368075387 9
HCNN_LSTM 0.004414623 9 93.18854077 2 0.275503128 1
SACNN 0.004334494 10 92.43766758 10 0.357386474 6
BiLSTM_A 0.004275409 11 92.76686433 5 0.343379762 3
DR 0.004081357 12 92.97282023 3 0.345227776 4
DNet 0.003921915 13 91.87000731 13 0.487749267 13
SVM -0.008012194 14 93.691169 1 1.129833338 14
DCNN -0.010734762 15 91.59110972 15 1.33524027 15
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interfree, amr, emc, politica, iec, companion, bucs, cnu, horse, poru, heat, maps.htm, phpwebhosting, chineseculture, dsp, ghost,
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bar, f=1, tax, gda, 385, commercial, Event, page=8, iphone, new.html, 386, 295, 312, ici, 387, entrance.html, Business, 297, ais, 510,
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products.asp, translate, rx, pet, ilo, messenger, 24.html, 865, party, alien, subscribe, 641, 495, pta, steam, atm, sean, c.html, mf,
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255, resid, lang=en, 1, hash, e, cdn, flypage.tpl, flypage=flypage.tpl, live, includes, mx, contact, com_contact, attachments, year,
eu, cl, webdav, Itemid=2, gate.php, products_id, secure, option=com_contact, fontstyle, id=1, 2, ru, xyz, es, Itemid=3,
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Itemid=60, Itemid=29, logs, Itemid=61, view=item, option=com_k2, sharepoint, com_k2, com_rsgallery2, option=com_rsgallery2,
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new, arm, Itemid=75, index2.php, Itemid=12, Itemid=27, Itemid=71, no, tmp, Itemid=50, online, Itemid=14, ro, Itemid=64,
aig.cs.man, chase, rs, Itemid=58, sh, image, id=6, operation, q, type, db.aspx, Go, transfer, panel, Itemid=69, dbid, page, account,
Itemid=16, catid=1, properties, Itemid=65, Itemid=28, 12, export, ml, type=rss, com_wrapper, locale, forum, get, wrapper, rsid,
id=10, viewcategory, ead, id=7, TRUE, banners, libraries, fonts, view=wrapper, allianceleague, Itemid=70, option=com_wrapper,
_layouts, abyssinica, highlight, session, et, Itemid=13, pomo, category_id=1, firebaseapp, form, lang=it, Itemid=48, weblink, ke,
paypal, Itemid=74, Itemid=72, userid, bitbucket, id=8, pe, posting.php, com_eventlist, option=com_eventlist, methods, Itemid=43,
Itemid=26, a.htm, DHL, spc, lang=fr, verify, id=48, lang=es, service, upgrade, excel, Itemid=20, ae, mail, portfolio, ui, post.php,
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Itemid=82, feeder, v0, login.htm, maint, id=14, about-us, sobi2Task, fav, contact-us, mpp, downloads, test, classid, Archive,
Ttemid=128, zb, Itemid=39, dhl, Itemid=78, ind, colors, id=53, id=55, wam, inc, sparc, cli, catid=2, category id=6, id=54,
Ttemid=95, Support, Itemid=33, id=16, hotmail, sobi2Details, sobi2Task=sobi2Details, sobi2Id, Itemid=24, agenda, server,
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Itemid=36, id=35, host, tz, id=58, aos, box, ei, controller, wellsfargo, proposal, online.php, f-default, fontstyle=f-default, v1, uo,
bam, message.php, 1033, iu, Itemid=83, webstat, atendimento, tools, home.php, di, trc, Itemid=34, hbb, id=19, wr, token, pl, adm,
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option=com_seyret, adobe, up, p_id, jay, yarn, 3a, thumbs, languages, folder, empresa, de.html, Itemid=134, idcategory,
Itemid=99, bd, catid=7, LinkClick.aspx, one, mediafire, id=84, order.php, 21up, catid=37, task=view, en_US, arabic, 2a, banner,
webstore, ol, yh, Itemid=106, theme, clients, sl, ts, id=30, localhistory, secured, layout=item, start=10, ea, skins, sss, id=71, id=77,
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fabrik, showcat, op, over-blog, index.xhtml, abarth, search_category, category id=18, limitstart=0, access, mgs, clientes, catid=14,
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id=95, continue, func=view, customize, type=c, jemt, ti, gob, fox, cpc, widgets, xxx, p=6, start=8, wells.htm, paste, limitstart=2,
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novo, muzyka, Itemid=145, project.jsp, square, orderby, svc, id=94, id=98, showall, source.php, id=92, canalblog, size, billing,
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