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Abstract of Dissertation 
 
 

A MIXED METHODS STUDY OF INFORMATION SECURITY 
 TECHNOLOGY ADOPTION IN BANKING ORGANIZATIONS 

 

An investigation into the adoption of information security technology by banking 

organizations is conducted using a mixed methods approach that combines both 

quantitative and qualitative analyses techniques.  A theoretically-based security 

technology adoption model is proposed based on review and meta-analysis of relevant 

literature.  The proposed research model posits that the perceived compatibility of 

organizational security requirements with security technology characteristics positively 

affects security technology adoption and that perceived complexity, as determined by 

organizational security capabilities and security technology characteristics, negatively 

affects security technology adoption.  The model provides a basis for the development of 

hypotheses that are statistically tested using data collected via survey.  To supplement the 

analyses, a single case study of a large banking organization’s information security 

technology adoption process is also conducted to examine how banking organizations 

make decisions to adopt information security technologies.  Results from the quantitative 

analysis of data collected via the survey are triangulated with findings from the 

qualitative case study to identify a number of factors affecting the phenomena of 

information security technology adoption in banks.     
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Outline of Dissertation 

 

• Chapter One - The “Introduction” provides background on the general area of 

information technology adoption by organizations, narrowing the focus to specifically 

address the adoption of security technology by banking organizations.  Research 

questions are discussed and the purpose and significance of the study are identified.  

A brief outline of the research approach, a definition of key terms and assumptions, 

and the expected contribution of this research to the technology adoption literature are 

provided.  

• Chapter Two - The “Literature Review” provides a comprehensive review and meta-

analysis of the relevant literature identifying prior research done in the area to 

develop the theoretical context of the study. The development of a security 

technology adoption model for banks is supported by theories from the areas of 

diffusion of innovations, technology acceptance, information technology adoption 

and implementation, organizations, organizational learning, banking, and information 

security.  

• Chapter Three - The “Quantitative Research Methodology” presents the overall 

design of the quantitative research study. This chapter includes a description of the 

population sample, data collection methods, data analysis techniques, and the 

hypotheses or expected results. It concludes with the limitations of the research 

design. 

• Chapter Four - The “Qualitative Research Methodology” presents the overall design 

of the qualitative research study. This chapter includes a description of the selected 
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case, data collection methods, data analysis techniques, and expected results. It 

concludes with the limitations of the research design. 

• Chapter Five - The “Quantitative Results” present the findings of the quantitative 

study including statistical analysis of data obtained via the survey instrument.     

• Chapter Six - The “Qualitative Results” present the findings of the case study 

including analysis of information collected from interviews.  

• Chapter Seven - The “Overall Findings” summarize the findings by drawing 

conclusions based on results of both the quantitative and qualitative studies and 

identifying implications for academicians and practitioners adopting security 

technologies.   
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Abstract 

 

An investigation into the adoption of information security technology by banking 

organizations is conducted using a mixed methods approach that combines both 

quantitative and qualitative analyses techniques.  A theoretically-based security 

technology adoption model is proposed based on review and meta-analysis of relevant 

literature.  The proposed research model posits that the perceived compatibility of 

organizational security requirements with security technology characteristics positively 

affects security technology adoption and that perceived complexity, as determined by 

organizational security capabilities and security technology characteristics, negatively 

affects security technology adoption.  The model provides a basis for the development of 

hypotheses that are statistically tested using data collected via survey.  To supplement the 

analyses, a single case study of a large banking organization’s information security 

technology adoption process is also conducted to examine how banking organizations 

make decisions to adopt information security technologies.  Results from the quantitative 

analysis of data collected via the survey are triangulated with findings from the 

qualitative case study to identify a number of factors affecting the phenomena of 

information security technology adoption in banks.     
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Glossary of Terms 

 
Definitions of Key Terms 

Adaptation: modification of an existing implemented technology to meet the specific 
requirements of an organization 
 
Adoption: the decision to select, install, and implement a technology  
 
Availability: ensuring authorized parties have access to the data when needed 
 
Assimilation: the incorporation or absorption of a technology into the organizational 
culture or work processes 
 
Asymmetric Encryption Technology: An encryption technology first published by Diffie 
and Hellman in 1977 that uses asymmetric public and private key pairs based on a one-
way function to encrypt and decrypt data.  The keys operate as inverses wherein a 
message can be encrypted with the intended recipient’s public key, but can only be 
decrypted using the intended recipient’s private key.   
 
Authentication: the process of determining whether someone or something is, in fact, 
who or what it is declared to be 
 
Availability: the process for ensuring that assets are accessible to authorized parties 
 
Banks: financial intermediaries that transform funds from depositors and other investors 
into loans and other financial investments   
 
Basel II Accords: an agreement by an international body of central banks providing a 
framework for proposed bank supervisory and regulation standards addressing regulatory 
capital and risk management intended to enhance financial stability 
 
Boundary Layer Security: a layer of security used to describe the idea of protecting a 
self-defined network boundary such as with a firewall 
 
Compartmental Layer Security: a layer of security that would allow a person or object to 
operate within the confines of a specific area but prevents access to other areas without 
specific permission 
 
Compatibility: the extent that a technology is believed to be consistent with the 
organization’s existing architecture, business processes, and needs 
 
Complexity: the perceived difficulty of learning to use and understand a new system or 
technology 
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Comprehension: the act of understanding the capabilities of a technology such that it 
could be evaluated by an organization for potential adoption 
 
Computer Virus: software used to infect a computer that is concealed within an existing 
program that can be activated to copy itself to other programs 
 
Confidentiality: limiting the ability to view or execute certain processes to authorized 
parties including the protection of information from unauthorized disclosure and 
authentication of data sources  
 
Confirmation: reinforcement of a decision to implement a technology 
 
Construct Operationalization: the process of decomposing theoretical model constructs or 
concepts into observable and measurable variables 
 
Decision: a choice to adopt or not adopt a technology 
 
Deregulation: the process of removal of government controls or regulation from an 
industry or sector  
 
Diffusion of Innovations: the communication process by which an innovation is spread 
over time  
 
Dynamism: a measure of the amount of uncertainty faced by an organization as part of 
rational decision making processes 
 
Effectiveness: a measure of the ability of a technology or organization to produce a 
desired effect 
 
Efficiency: a measure of the ability of a technology or organization to act in a manner to 
avoid loss of energy and effort in producing a desired effect 
 
Effort Expectancy: a measure of the degree of ease associated with the use of a 
technology or system 
 
Electronic Data Interchange (EDI): a standard format for exchanging business data as one 
form of electronic commerce. The older ANSI X12 standard developed by the Data 
Interchange Standards Association is being merged with an international standard, 
EDIFACT.   
 
Embedded Knowledge: tacit knowledge existing in individuals and organizations that are 
a product of collective experiences and know-how that are impossible to explicitly 
describe 
 
Emergent Organizations: organizations that are constantly adjusting to shifting 
environments 
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Enforcement: the act or ability to carry out effectively, ensure, or urge an action through 
the actual use or threat of punishment, coercion, or undesirable consequence  
 
Enterprise Information Security Technology: an information security technology that is 
incorporated into the information system infrastructure such that there is no opportunity 
for individual discretionary use within the organization 
 
Environmental Uncertainty: a measure of the nature and volatility of change in an 
organizations environment 
 
Factors Research: technology innovation adoption or implementation research that 
focuses on a variety of individual, organizational, and technological issues that are 
important to technology implementation effectiveness 
 
Federal Financial Institution Examination Council (FFIEC): an umbrella agency 
consisting of representatives from the five U.S. federal banking regulators, including the 
Federal Reserve System (FED), Federal Deposit Insurance Corporation (FDIC), Office of 
the Comptroller of the Currency (OCC), Office of Thrift Supervision (OTS) and the 
National Credit Union Association (NCUA) 
 
Financial Instruments: an instrument having monetary value or recording a monetary 
transaction such as a derivative or asset securitization 
 
Financial Services: a type of service or industry that consumers use to conduct monetary 
or economic transactions 
Gramm-Leach-Bliley Financial Services Modernization Act of 1999: a federal law 
enacted in the United States to control the ways that financial institutions deal with the 
private information of individuals. The Act consists of three sections: The Financial 
Privacy Rule, which regulates the collection and disclosure of private financial 
information; the Safeguards Rule, which stipulates that financial institutions must 
implement security programs to protect such information; and the pretexting provisions, 
which prohibit the practice of pretexting (accessing private information using false 
pretenses). The Act also requires financial institutions to give customers written privacy 
notices that explain their information-sharing practices. 
 
Hacker: someone who tries to break into computer systems circumventing any security 
mechanisms 
 
Heterogeneity: a measure of the diversity and complexity of task environments 
characterized by numerous distinct but interrelated activities both within and across the 
boundaries of an organization   
 
High Speed Networking Technology: Networking technology that operates at speeds in 
excess of 100 Mbps to facilitate rapid exchange of data between networked sites  
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Hostility: a measure of an organizations business climate and competitiveness of the 
environment, the regulatory atmosphere, and the nature of profitable markets 
 
Hypercompetitive: a business environment characterized by varying degrees of 
dynamism, heterogeneity, and hostility  
 
Implementation: the process of an organization installing and using a technology 
 
Information Assets: valued assets that have been encoded and stored in a digital format 
 
Information Security Awareness: a measure of an organization’s collective consciousness 
regarding the importance of controls to address the existence of threats to information 
assets 
 
Information Security Technology: an information technology consisting of hardware and 
software used to protect the confidentiality, integrity, and availability of information 
resources and assets    
 
Information Security Policy: an overall statement of an organizations security guiding 
principles and specific course of actions regarding the protection of information assets 
 
Information Systems: refers to the combination of hardware and software used to input, 
process, and store information assets  
 
Information Technology: encompasses all forms of technology used to create, store, 
exchange, and use information assets in its various forms 
 
Information and Communication Technology: an umbrella term for any communication 
device or application including computer and network hardware and software, mobile 
devices, satellite systems, and various services 
 
Information Technology Adoption: the decision to invest resources necessary to 
accommodate a technological change due to organizational needs (pull) or technology 
itself (push)  
 
Infusion: the process of making an implemented technology part of an integral change to 
an organizations work processes 
 
Innovation: something perceived by the adopter as a new idea, methodology, process, 
tool, or technology  
 
Innovator: persons who are proactive in engaging new ideas and are the first to adopt an 
innovation 
  
Integrity: ensuring only authorized parties can modify code and data, and then only in 
authorized ways including addressing the validity of the data   
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Internal Rate of Return (IRR): a financial measure that corresponds to the rate of return 
that would make the present value of future cash flows plus the final market value of an 
investment or business opportunity equal the current market price of the investment or 
opportunity 
   
Interorganizational System Use: a measure of the extent that an organization participates 
in electronic commerce with other business organizations and consumers 
 
Intrusions: information security breaches or unauthorized assess to information assets 
 
Knowledge: the possession of information or the ability to quickly locate it. Knowledge 
tends to connote possession of experienced "know-how" as well as possession of factual 
information or where to get it.  In philosophy, the theory of knowledge is called 
epistemology and deals with such questions as how much knowledge comes from 
experience or from innate reasoning ability; whether knowledge needs to be believed or 
can simply be used; and how knowledge changes as new ideas about the same set of facts 
arise 
 
Knowledge Acquisition: the organizational process of acquiring information and 
assimilating it into knowledge 
 
Knowledge Barriers: obstacles to the organizational process of acquiring information and 
assimilating it into knowledge 
 
Knowledge Management: a process where an organization consciously and 
comprehensively gathers, organizes, shares, and analyzes it knowledge in terms of 
resources, documents, and people skills involving data mining and some method of 
operation to push information to users 
 
Linear Stage Models: two dimensional linear representations of a phenomena 
characterized by various states or stages of activity  
 
Net Present Value (NPV): a financial measure of the present value of an investment’s 
future net cash flows minus the initial investment 
 
Mobile Technology: information technology associated with wireless network 
connections allow for untethered movement such as cellular phones, personal digital 
assistances, and wireless local area networks  
 
Observability: the extent to which a technology’s benefits are visible to others 
 
Organizational Learning: the degree that an organization can apply new knowledge 
through information acquisition, dissemination and shared interpretation processes for 
gaining knowledge that is stored in individual memories, organizational routines, or 
activities 
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Organizational Learning Orientation: a measure of an organization’s posture or attitude 
towards activities necessary to foster and support organizational learning 
 
Organizational Security Capability: a measure of an organization’s technological 
capabilities to support the adoption and implementation of new and complex security 
technologies 
 
Organizational Security Task Requirement: a measure of the organizational need for 
information security based on its information assets, risk, and environment 
 
Organizational Sensemaking: ability of organizations to adapt to knowledge deficits 
through a process that transforms their base knowledge and involves identity 
construction, retrospection, enactment, social contact, ongoing analysis of events, cues, 
and the critical examination of plausibility explanation 
   
Organizational Theory: a coherent group of general propositions used as principles of 
explanation for organizational behavior 
 
Performance Expectancy: the degree to which an individual believes that using the 
system will help them to attain gains in job performance 
 
Persuasion: the act of helping an individual to form an opinion about the benefits of a 
technology 
 
Political Research: technology innovation adoption or implementation research that 
addresses the diverse vested interests of organization stakeholders, which can affect 
implementation efforts 
 
Process Research: technology innovation adoption or implementation research that 
addresses social change activities and suggests that implementation success is dependent 
on commitment to change, effort, project definition and planning, and management of 
procedures 
 
Productivity: the amount of output per unit of input (labor, equipment, and capital). For 
example, in the service sector productivity can be measured based on the revenue 
generated by an employee divided by his/her salary. 
 
Public Key Infrastructure (PKI): a security technology that enables users of a basically 
unsecured public network such as the Internet to securely and privately exchange data 
and money through the use of asymmetric encryption using a public and a private 
cryptographic key pair that is obtained and shared through a trusted authority. PKI 
provides for a digital certificate that can identify an individual or an organization and 
directory services that can store and, when necessary, revoke the certificates.  
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Rational Action Theory: a widely cited organizational theory that posits that 
organizations seek to alleviate major sources of uncertainty by sealing off their core 
technologies from environmental influences to the extent possible, and by seeking to 
anticipate and adapt to environmental changes which cannot be buffered or leveled 
 
Reductionistic Approach: an approach to quantitative data analyses that attempts to 
lessen the size, number or amount of variables studied to allow for the study of the effect 
of specific treatments or phenomena 
 
Relative Advantage: the extent that a technology is perceived to offer a benefit over the 
previous technology 
 
Resource Layer Security: a layer of security that would allow a person or object to 
operate within the confines of a specific resource but prevents access to other resources 
without specific permission 
 
Return on Investment (ROI): a financial measure of a business organization's 
profitability, equal to a fiscal year's income divided by common stock and preferred stock 
equity plus long-term debt 
 
Riegel-Neal Interstate Banking and Branching Efficiency Act of 1994: a federal law 
enacted in the United States that among other things allowed United States’ domestic 
bank holding companies to acquire banks in any one of the 50 states providing the ability 
for banks to diversify into different geographical markets   
 
Risk: the potential that a given threat will exploit vulnerabilities of an asset or group of 
assets to cause loss or damage to the organization 
   
Risk Aversion: a measure of an organization’s desire to avoid exposure of information 
assets to the chance or probability of information security breaches 
 
Risk Management: a process of planning, organizing, leading, and controlling the 
activities of an organization to minimize the effects of risk to an organization's assets.  
Risk management involves threat analyses to estimate the probability of an information 
security breach which is directly affected by the uncertainty of the risk environment.  
 
Risk Mitigation: activities undertaken by an organization to lessen the risk of exposure or 
breach of information assets 
 
Routinization: a technology that has been assimilated or infused to the extent that is no 
longer considered an innovation because it is a normal part of an organizations work 
processes 
   
Sarbanes-Oxley Act of 2002: legislation enacted to protect shareholders and the general 
public from accounting errors and fraudulent practices in business organizations. The Act 
contains three rules that affect the management of electronic records. The first rule deals 
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with destruction, alteration, or falsification of records. The second rule defines the 
retention period for records storage. The third rule refers to the type of business records 
that need to be stored, including all business records and communications, including 
electronic communications. 
 
Secure Sockets Layer: An Internet security standard from Netscape based on asymmetric 
encryption and used primarily for browser and server software.  This standard has 
recently been succeeded by Transport Layer Security. 
 
Security Breach: unauthorized access, disclosure, destruction, modification or denial of 
access to an organization’s information assets 
 
Security Technology Adoption: the selection, installation and implementation of a 
security technology 
 
Self-Efficacy: a believe in one’s ability to perform a task 
 
Strategic Partnerships: the increasing phenomena of organizations entering into 
relationships with other organizations that can be characterized as more long-term, 
mutually beneficial relationships that may not be driven by short term competitive factors 
 
Tacit Knowledge: the possession of information or understanding that is internal and 
difficult to express or explain 
 
Task-Technology Fit: a concept involving a theoretical measure of the ability of a 
technology to solve an organization’s business task 
 
Technology Acceptance: individual implementation and use of technology 
 
Technology Innovation: a technology that is perceived as new by an organization 
 
Technological Learning: the degree that an organization can apply knowledge of new 
technologies through information acquisition, dissemination and shared interpretation 
processes 
  
Trialability: the extent that a technology may be used by an organization to experiment or 
test its benefits prior to adoption 
  
User Lead Innovation: innovations that are brought about by “lead users” or users that 
face specific needs ahead of the general marketplace and offer solutions that benefit the 
specific needs 
 
USA Patriot Act of 2001: a law enacted to give controversial powers to the Justice 
Department in terms of domestic and international surveillance of American citizens and 
others within its jurisdiction including the ability to intercept Internet messages 
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CHAPTER 1:  INTRODUCTION 

Motivation 

Information Systems (IS) is an interdisciplinary field drawing on theory from multiple 

areas.  Within IS, the research areas of innovation diffusion and technology acceptance, 

adoption, and use can be classified as one of the most developed research streams 

(Venkatesh, Morris, Davis and Davis, 2003; Jasperson, Carter and Zmud, 2005).  There 

are a number of theoretical perspectives and adoption studies guided by proposed stage 

models which examine IT systems and applications as a collection of feature sets 

(Jasperson et al, 2005).  Information security, however, is one class of information 

systems where there has been a lack of empirical research within the technology 

acceptance, adoption, and use literature.  The challenge of securing information systems 

and assets in organizations is rapidly growing in complexity and importance, particularly 

as the overall number of incidents, the financial value of the losses associated with 

unauthorized access to information, and the publicity associated with information 

security breaches has increased.  A 2005 CSI/FBI Computer Crime and Security Survey, 

based on 2004 data, estimates over $130 million in losses for the 639 organizations 

willing to provide information on information security breaches and the average loss per 

respondent due to unauthorized access of information and theft of proprietary information 

was over $300,000 (Gordon, Loeb, Lucyshyn and Richardson, 2005).    

     

A well-known story attributes American bank robber Willie Sutton, who responded when 

asked why he robbed banks, with the famous quote “because that’s where the money is.”  
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Indeed, banks are financial intermediaries that transform funds from depositors and other 

investors into loans and other financial investments.  A study by Triplett and Bosworth 

(2002) indicates that banking is the most information technology-intensive industry in the 

United States (US) with banking organizations relying heavily on IT to collect, process, 

and disseminate information, services, and money.  Driving the adoption of new 

information technologies by banks are significant competitive challenges necessitating 

the incorporation of new financial instruments and production processes, in conjunction 

with shifting regulatory requirements and growing information security concerns.  

Additionally, compliance with international and domestic regulations such as the Basel II 

Accords, Sarbanes-Oxley Act of 2002, USA Patriot Act of 2001, Gramm-Leach-Bliley 

Financial Services Modernization Act of 1999, and the Riegel-Neal Interstate Banking 

and Branching Efficiency Act of 1994 have mandated that banks in the US continue to 

invest in IT.  At the same time, deregulation and new technologies have reduced market 

entry barriers and increased the competitive pressure for banks as new non-bank entrants 

are now able to invade traditional bank market segments and offer a variety of innovative 

financial services and products at increased convenience and lower cost to consumers 

(Gonzalez and Guerrero, 2004; Southard and Keng, 2004).  Research continues to be 

inconclusive on the relationship between IT investment and bank financial performance 

or market share although, in general, there is evidence that firms realize improvements in 

productivity and revenue growth when IT investments are matched with complementary 

investment in organizational capital including the restructuring of business processing 

and business strategy (Chan, 2000; Simmons, 1996; Brynjolfsson and Hitt, 2000; 

Dedrick, Gurbaxani and Kraemer, 2003).   
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As a class of information technologies, information security technologies differ in 

significant ways from other IT.  For the purposes of this study, information security 

technologies are defined as the hardware and software used to protect the confidentiality, 

integrity, and availability of information resources and assets.  Historically, the 

organizational adoption rates of information security technologies have lagged the 

adoption rates of other information technologies, such as high speed networking and 

mobile technologies (Gong and Sandhu, 2000).  Further, there is little evidence of 

competitive or economic advantages stemming from information security technology 

adoption; however, a significant number of organizations are beginning to evaluate 

information security in terms of return on investment, internal rate of return, and net 

present value (Gordon et al, 2005).  Even though information security technology 

adoption is not typically associated with productivity and revenue growth, organizational 

reliance on information and communications technologies is bringing about a shift in 

emphasis to protecting information resources and assets particularly as the direct and 

indirect costs of security breaches are recognized (Campbell, Gordon, Loeb and Zhou, 

2003).         

 

The objective of this mixed methods study is to examine security technology adoption in 

banking organizations.  A contextually-based security technology adoption model is 

developed and tested, and a single case study is performed to identify factors affecting 

the adoption of security technologies by banking organizations.  The proposed model 

posits that organizational security requirements influenced by both internal and external 
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factors, and information security capabilities influenced by organizational learning 

capabilities interact with security technology characteristics to affect security technology 

adoption and use in banking organizations through the intervening constructs of 

compatibility and complexity.  This model provides a conceptual framework for the case 

study.  

 

Proposed Model 

The importance of the compatibility of an information technology with the needs of an 

organization and its associated tasks has been shown to be a significant factor in 

successful technology implementations (Tornatzky and Klein, 1982; Cooper and Zmud, 

1990).  Kwon and Zmud (1987) identified factors addressed at each stage of 

implementation including characteristics of the user community, characteristics of the 

organization, characteristics of the technology, characteristics of the task to which the 

technology is being applied, and characteristics of the organizational environment.  In an 

examination of materials requirements planning systems at manufacturing firms, Cooper 

and Zmud (1990) empirically tested the model using the factors of task characteristics 

and its compatibility with the technology characteristics, and task complexity interaction 

with technology complexity.  The results of their research support the notion that rational 

decision models are useful in explaining information technology adoption.   

 

One mainstream theory of organizational research, the Theory of Rational Action, frames 

organizations as entities that act rationally to maximize value and minimize uncertainty.  

Information systems can provide an organization with a means to increase value and 
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reduce uncertainty by improving the efficiency and effectiveness of its operational, 

tactical, and strategic processes.  To implement complex technologies, like information 

systems, organizations need to overcome knowledge barriers, some of which are in the 

form of embedded and tacit knowledge (Attewell, 1992).  Organizations that exhibit 

positive organizational learning characteristics are able to lower knowledge barriers 

inhibiting the implementation of technology and more quickly implement new 

technologies (Fichman and Kemerer, 1997).  My proposed model for examining the 

adoption of security technologies is theoretically derived based on general information 

technology implementation model factors; however, it recognizes and incorporates the 

influence of organization sensemaking and learning on the adoption processes to better 

model the organic nature of organizations and the dynamic dimension of security 

technology (Weick, 1995).  The interaction of organizational, technological, and 

environmental factors provides a theoretical basis for the research model.   

 

The proposed information security technology adoption model is derived from synthesis 

of relevant literature.  The Cooper and Zmud (1990) information technology 

implementation model provides a theoretical framework for the proposed model 

suggesting that the compatibility of task characteristics with technology characteristics 

positively affect IT implementation adoption, and task complexity as mediated by 

technology complexity negatively affect IT implementation.  The Cooper and Zmud 

study, however, is conducted in the context of material requirements planning systems in 

support of manufacturing firms and hence the conceptualization of the variables is tied to 

that specific context.  Although, there is a similarity in the general overall constructs, 
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literature on information security technology and banking organizations support the use 

variables more closely tied to the context of security technologies and banking 

organizations.  Specifically, the proposed model posits that the compatibility of 

organization security requirements with security technology characteristics positively 

affects information security technology adoption and that complexity as determined by 

organizational capabilities and security technology characteristics negatively affects 

information security adoption.  Literature on organizational learning and sensemaking 

support the need to extend the original manifestation of the complexity construct, which 

was based on a materials requirements planning system factors, to account for 

organizational security capabilities including the role that learning orientation plays in the 

information security technology adoption decision.   

 

Figure 1 shows the proposed model, which provides a conceptual framework for the 

review of factors affecting security adoption in banking organizations. The model posits 

that organizational security requirements and security technology characteristics affect 

compatibility, information security capabilities and technology characteristics affect 

complexity, and that compatibility and complexity affect information security technology 

adoption.   
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Figure 1 Proposed Security Technology Adoption Model 
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Theoretical Foundations 

This research into information security technology adoption in banking organizations 

builds on a foundation of research conducted in the areas of technology innovation, IT 

adoption, information security, organizations, organizational learning, and banking.  

Literature from a number of theoretical areas that inform the research is reviewed.  Table 

1 outlines the theoretical areas and briefly describes their relevance to this study of 

information security technology adoption in banking organizations.  The theoretical 

concepts supporting the security technology adoption model for banking organizations 

are grounded in the intersection of technology innovation, IT adoption, information 

security research and practice with organizational, organizational learning, and banking 

research.   

 
 
Area Relevance 
Technology Innovation new security technology can be considered an 

organizational technology innovation 
IT Acceptance, 
Implementation, & 
Adoption 

information security technologies are expected to 
exhibit adoption characteristics similar to other 
information technologies 

Information Security security technology has unique characteristics that 
affect its adoption 

Organizational Theory an important component of an organization’s security 
requirements that affect adoption are the 
environmental characteristics of the organization 

Organizational Learning an important component of an organization’s security 
capabilities that affect adoption are its organizational 
learning capabilities  

Banking Banks have a number of unique organizational 
characteristics that affect adoption 

 
Table 1: Theoretical Foundations of Information Security Technology Adoption in Banking Organizations 
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Technology Adoption and Use 

Research into technology adoption, diffusion, and acceptance provides useful insight into 

factors affecting security technology adoption in banks.  Much of the research into IT 

acceptance and use is focused on the individual as the unit of analysis examining the 

effect of user attitudes and beliefs, social norms, self-efficacy, and task-technology fit 

(Rogers, 2003; Dasgupta, Agarwal, Ioannidis and Gopalakrishnan, 1999; Davis, 1989; 

Davis, Bagozzi and Warshaw, 1989; Fishbein and Ajzen, 1975; Compeau and Higgins, 

1995; Goodhue and Thompson, 1995).  While individuals ultimately drive organizational 

decisions, this research seeks to model the factors that affect security technology 

adoption and implementation using the organization as the primary unit of analysis.  

Specifically, the unit of analysis for this study is the U. S. domestic banking organization 

or banks that have been chartered in the U.S.  If a bank is involved in interstate or 

intrastate banking and has multiple locations, for the purposes of this study, each branch 

is considered a part of the overall single entity.  Only banks that are chartered in the 

United States of America (US) are included in the study.  Foreign chartered banking 

entities with a presence in the US are excluded.  Other non-bank financial institutions are 

also excluded from this study.   

 

Kwon and Zmud (1987) identify five major contextual factors addressed at each stage of 

an information system technology’s implementation including characteristics of the user 

community, characteristics of the organization, characteristics of the technology, 

characteristics of the task to which the technology is being applied, and characteristics of 

the organizational environment.  Research by Tornatzky and Klein (1982), and Cooper 
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and Zmud (1990) provide empirical support for the importance of technology 

compatibility with an organization and its tasks, and the complexity of technology was 

shown to inhibit implementation success (Tornatzky and Klein, 1982).  Further, research 

supports the importance of the relationship between these factors suggesting that the 

compatibility and economic advantage derived from the technology interacts with 

organizational and task characteristics to affect information system technology 

implementation (Ramamurthy, Premkumar and Crum, 1999; Lai and Guynes, 1997).  

Rogers (2003) concludes that perceptions of relative advantage, compatibility, 

complexity, trialability, and observability are correlated with the adoption of innovations.   

 

Much of existing implementation research characterizes the adoption and use of new 

innovations by organizations as a linear process of moving through various stages.  

Rogers (2003) proposes a five step process that organizations follow when choosing to 

adopt an innovation including the knowledge acquisition, persuasion, decision, 

implementation, and confirmation phases.  Swanson and Ramiller (2004) combine 

elements of Rogers (2003) to identify four processes: comprehension, adoption, 

implementation, and assimilation.  Cooper and Zmud (1990) propose a stage model for 

IT implementation that includes initiation, adoption, adaptation, acceptance, 

routinization, and infusion.  While these linear stage models have created a generic 

theoretical framework to support further advancement of knowledge within the 

technology implementation and adoption literature, they fail to adequately capture 

practice within the context of today’s banking organizations at the level of specificity 

needed to be theoretically applied to security technology adoption and implementation.      
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Sambamurthy et al. (2000) discuss the importance of developing more complex 

theoretical structures allowing research into the behavior of organizations to match the 

complexities of modern organizations.  This research supports the notion that information 

technology innovation adoption by organizations can be viewed as instances of multilevel 

technological learning and organizational sensemaking (D’Aveni, 1994; Weick, 1995; 

Seligman, 2000).  Attewell (1992) indicates that organizations may defer the adoption of 

complex information system technologies until they have assimilated enough technical 

knowledge on an individual basis to embody the knowledge in organizational routines 

and practices necessary to effectively use the technology.  The ability of organizations to 

sense and respond to knowledge deficits is a key factor in organizational survival and 

affects its strategic decisions on technology adoption.  Weick (1995) defines 

organizational sensemaking as a process that involves identity construction, 

retrospection, enactment, social contact, ongoing events, cues, and plausibility.  These 

theoretical underpinnings imply that organizations may need to transform their base 

knowledge to effectively consider implementation of new information system 

technologies.   Carayannis (2001), in a study of strategic management of technological 

learning, identifies three forms of technological learning: (1) learning by doing, (2) 

researching and developing (or learning by studying and developing, R&D), and (3) 

imitating others (diffusion between firms, or learning by imitating).   The study 

characterizes various levels of technological learning including operational or the ability 

to learn new things, tactical or the ability to learn how to learn, and strategic or learning 

to learn how to learn and posits that the ability of organizations to engage in higher levels 
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(tactical or strategic levels) of technological learning are core corporate competencies 

essential for sustained competitive advantage (Carayannis, 2001; D’Aveni, 1994).  

Security technology adoption is not a single, linear individual or organizational decision 

but instead is composed of a series of mini-decisions influenced by organizational 

learning and sensemaking cycles throughout the various stages of an adoption decision.  

This research seeks to empirically show that an organization’s learning orientation is an 

important aspect of an organization’s security capabilities that affect security technology 

adoption.   

 

Information Security as an Information Technology 

While IT diffusion and adoption research provides a solid theoretical framework for 

examining security technology adoption, there are unique characteristics of security 

technology that differentiate it from other information technologies.  More specifically, 

information security adoption and implementation in organizations can be a complex 

endeavor due to an ever changing threat environment, the need to address security at 

multiple levels, and the lack of a direct link to organizational performance or economic 

benefit.  Organizations trying to protect important information resources are involved in a 

constant cat and mouse struggle to stay one step ahead, or in a more likely scenario, 

closely behind would-be intruders and hackers looking to exploit any information 

security vulnerabilities.  The interconnectivity of today’s custom and off-the-shelf 

application software systems make it increasingly difficult to isolate important 

information assets introducing a multitude of potential new security vulnerabilities.  

Organizations can no longer reasonably expect to be able to address their security needs 
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by developing or purchasing and installing a security technology without constantly 

customizing, monitoring, and updating the technology to address a dynamically changing 

threat environment, and implementing complementary information security policies and 

procedures for appropriate application of the technology.  In addition, the “one size fits 

all” paradigm does not apply within the realm of information security technologies.  No 

single information security technology can effectively address all levels of a particular 

organization’s security needs.  In fact, although outside the scope of this study, the 

adoption of security technologies alone cannot effectively secure an organization’s 

information assets without a complement of appropriate security awareness, policy 

implementation, and enforcement.  Organizations need multiple levels of information 

security including boundary layer security at the network level, compartmental layer 

security at the application level, and resource layer security at the asset level.  Further, 

most users within organizations do not receive direct or immediate benefit or payoff from 

security technology adoption and implementation.  For example, it is difficult to envision 

security technologies as providing a competitive advantage, other than in specialized 

circumstances.  Although a number of recent studies have attempted to quantify the value 

of security technology investment and the cost of information security breaches, 

organizations tend to view security as a sort of insurance or risk-mitigation strategy 

versus a source of tangible competitive advantage (Campbell et al, 2003; Garg, Curtis 

and Halper, 2003; Cavusoglu, Cavusoglu and Raghunathan, 2004; Cavusoglu, Birendra 

and Raghunathan, 2004).  Many organizations have adopted a risk management approach 

that involves threat analyses to estimate the probability of an information security breach, 

which is directly affected by the uncertainty of the risk environment.  For example, 
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organizations engaged in electronic commerce (e-commerce), wherein its information 

systems are interconnected with outside entities, would have higher environmental 

uncertainty risk than organizations with closed information systems due to the increased 

exposure to externally attempted security attacks.    

 

Even though direct measurement of the competitive value of information security 

technology is elusive, the concept of its importance to organizations is not.  As Diffie 

(1998, p. 116) puts it, "commerce and security are inseparable."  Organizations buy, sell, 

trade, and rent goods because they have value, and valuable items, tangible or intangible, 

need to be protected.  Gong and Sandhu (2000) point out that historically there has been a 

large gap between state-of-the art security research and state-of-the-art security practice.  

Asymmetric encryption technology provides a good example of the security technology 

gap.  The innovative technology that supports Public Key Infrastructure technology was 

introduced in 1976; however, it was not until the early 1990s that portions of asymmetric 

encryption technology found its way into any broadly distributed products like 

Netscape’s Secure Sockets Layer (SSL) (Gong and Sandhu, 2000).  Some of this 

phenomenon may be attributable to the need for new security technologies to undergo 

intensive and extensive evaluation periods during which the security community, hackers, 

and others try to break or circumvent the technology to validate its robustness.  

Consistent with research on user led innovations, many of the better web-related security 

innovations evolve from open-source software communities where code is posted and 

made available for security professionals, hackers, and users to view, download, attempt 

to thwart, and post improvements (von Hippel, 2001).  The number of recent high profile 
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security events including the events of September 11, 2001, the increased incident of 

publicly announced intrusions, computer viruses, worm attacks, and other security 

breaches, as well as their subsequent affect on stakeholders and organizational reputation, 

has served to bring information security to the forefront of organizational concerns.  As 

such, we are beginning to witness a shrinking of the gap between security research and 

practice as anecdotal evidence indicates that the time to market for new security 

technologies is being significantly reduced.  Nonetheless, the complexity associated with 

PKI and many of the security technologies is a significant inhibiting dynamic affecting 

their adoption, implementation, and use.  As such, it is posited that an organization’s 

knowledge and learning capabilities, which affect its ability to effectively install, use, and 

support security products are positively associated with new security technology 

adoption.   
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Purpose and Research Questions 

The objective of this study is to identify factors affecting the adoption and use of security 

technologies by banking organizations.  A theory-based security technology adoption 

model is proposed and serves as a basis for subsequent hypothesis testing and casse study 

analyses.  The model posits that organizational security task requirements interact with 

security technology characteristics to affect security technology adoption and use in 

banking organizations through the intervening construct of compatibility.  The model also 

posits that bank security capabilities interact with the characteristics of the security 

technology to affect security technology adoption through the intervening construct of 

complexity.  It is proposed that a bank’s security requirements, which can be measured 

by the factors internet adoption level, risk, and risk management position, affect 

perceived compatibility with security technology, and this perceived compatibility 

positively affects security technology adoption.  It is also proposed that a bank’s security 

capabilities, which can be measured by organizational learning orientation, level of top 

management support, and security resource level including size, budget, information 

system and information security staffing, affect the organization’s perception of 

complexity of security technology, and this perceived complexity negatively affects 

security technology adoption.  The theoretical concepts supporting the development of 

the security technology adoption model for banking organizations are grounded in the 

intersection of technology innovation, IT adoption, and information security research and 

practice, with organizational theory, organizational learning, and banking research 

literature.  A case study is performed to allow for a more in-depth examination of the 

security technology adoption process in banking organizations and to allow for 
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triangulation of results.  This research contributes to the body of knowledge on 

technology adoption by presenting and testing a proposed model for security technology 

adoption and increasing the understanding of information technology adoption 

characteristics in the context of security technologies within the information intensive 

banking industry.    

  

This mixed methods study examines security technology in the context of the banking 

industry by focusing on the influence that various environmental, organizational, and 

technological factors associated with the financial services industry have on its 

implementation.  The primary research questions addressed in this study are as follows: 

 

• How do banks make decisions to adopt security technologies?   

• What organizational factors influence security technology adoption in 

banks? 

 

To addressing these primary questions, a number of ancillary questions will also be 

explored including the following:   

 

• How do organizational characteristics shape the information security 

technology adoption process?   

• What organizational factors influence the compatibility of organizational 

security requirements with information security technologies?   
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• To what extent does the compatibility of organizational security 

requirements with security technologies affect information security 

technology adoption? 

• How does the perceived compatibility of organizational requirements with 

security technologies affect security technology adoption?   

• What organizational factors influence the perceived complexity of 

information security technologies?   

• To what extent is the complexity of information security technologies 

affected by organizational security capabilities? 

• How does the perceived complexity of security technologies affect security 

technology adoption?   

 

Summary of Methodology 

 

The objective of this mixed methods research is to gain insight into the security 

technology adoption process in banks.  In the quantitative portion of this study, a number 

of factors believed to affect the adoption of security technologies by banking 

organizations are identified and a model of security technology adoption through the 

evaluation of these factors is tested.  The quantitative portion of this research is governed 

by post-positivists assumptions and uses a reductionistic approach to examine specific 

factors (causes) that affect (influence) the adoption of security technology by banks 

(outcomes).  In the case of the adoption of security technologies by banks, the proposed 

model creates a discrete set of hypotheses that are objectively tested through the 
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collection of measures of behavior that provide evidence that either supports or refutes 

the proposed theory.   

 

To adequately formulate the research problem and the associated research questions, a 

comprehensive literature review was conducted.  Literature from a number of areas 

including diffusion of innovations, technology acceptance and adoption, information 

technology adoption and implementation, organizations, organizational learning, security, 

and banking were reviewed.  Information that provides theoretical support for the 

proposed model and its key constructs was obtained.  Based on the literature review and 

the nature of the research questions, it was determined that the evaluation of the proposed 

security technology adoption model lends itself best to a quantitative approach consistent 

with the objective to perform hypotheses testing including construct operationalization, 

instrument development, sample identification, survey distribution, and results analyses.  

The hypotheses are generated directly from the proposed model based on information 

obtained from the literature review, in conjunction, with knowledge garnered from 

practical experience, observation, and discussion with subject matter experts.  The 

hypotheses are structured to predict the relationships between dependent and independent 

variables in a manner that provides information relevant to the research questions.   

 

Data is collected from randomly selected banks via a survey using a reliable and valid 

instrument, and distributed via multiple means including mail, web site, and through 

various banking and security professional organizations and affiliations.  Information 

gathered from the survey instrument allow for quantitative analyses of the data resulting 
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in an ability to address the hypotheses and research questions.  To the extent possible the 

variables and instrumentation used in this study include measures for items that have 

previously been validated and shown to be reliable in other research providing the ability 

to compare results of this research with previous studies, and to support subsequent 

research to allow extension of existing knowledge.  The population for this study is 

domestic banks in the United States.  As of May 2008, there are approximately 7,800 

domestic banks.   

 

In the qualitative portion of this study, a single case study method is used to examine the 

security technology adoption process in the context of a large domestic mega-banking 

organization with operations in multiple countries.  An initial conceptual framework is 

developed based on a theoretical perspective derived through review of existing literature 

and relevant theory, previous research assertions as outlined in my proposed model, and 

experience gained through working in the information systems field.  This conceptual 

framework is used to guide the research by outlining the areas to be studied, providing a 

basis for tentative theory or sensitizing concepts, and helping to formulate initial research 

questions (Maxwell, 2005).  The research questions facilitate the creation of an initial list 

of interview questions intended to collect information regarding the information security 

technology adoption process at a banking organization and allow for collection of 

information useful in answering the research questions.  It is fully expected in this 

method of inquiry that the list of interview questions, and potentially the research 

questions, will evolve over time as interviews are conducted and information is gathered.   

Interviews are conducted with bank personnel from a variety of functional areas to 
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provide a knowledgeable and varied perspective of the organization’s security technology 

adoption process.  Information obtained is recorded, transcribed, coded, and iteratively 

analyzed for patterns and themes related to an evolving conceptual framework.  The 

interview process continues as emerging relationships are evaluated against subsequent 

interviews until marginal improvement in conceptual relationships or theoretical 

saturation is obtained.  Information gathered from the case study allow for in-depth 

overall analyses to address the research questions.   

 

Limitations and Delimitations  

 

Although individuals clearly figure prominently into any organization’s decision, the 

purpose of this study is to examine the security technology adoption process at the 

organizational level.  Although surveys and interviews are conducted with individuals in 

the organization, measurement of all factors proposed and information gathered in this 

research is at the organizational level.  As such, any findings from this research could be 

generalized to the organizational, but not to the individual adoption process.   

 

This research focuses on enterprise security technologies, or security technologies that 

are in use throughout the organization.  Enterprise security technologies are built into the 

overall information system infrastructure such that organizational information system 

users have no latitude to determine whether and to what extent the security technology is 

used.  Security technologies that are not part of an organization’s information system 

infrastructure affecting all users are excluded.   
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Further, this study assumes that once a decision is made to adopt the technology at the 

organization level, individuals have no discretion as to whether or to what extent to use 

the technology.  As a result, there is some blurring of traditional distinctions between the 

adoption and implementation phases of technology typically addressed in the literature.  

As a result, there are instances in the study where it may be appropriate to apply concepts 

derived from implementation literature to the study of security technology adoption.   

 

This study does not take into consideration any post-adoption or use behaviors and, 

hence, none of the findings could be generalized to what happens to the security 

technologies after the decision has been made to purchase and install.   

 

The study explicitly looks at security technology adoption in United States-chartered 

domestic banks only.  Therefore any resulting findings may not apply to foreign 

institutions or bank holding companies.  The study also focuses its analyses and 

evaluation of security technology features to those that support the basic security 

concepts of confidentiality, integrity, and availability.  Any technologies or features 

outside of the realm of the basic security concepts are not addressed.     

 

Significance of the Study 

 

Information security is a growing concern to organizations, particularly in light of 

increased interconnectivity inherent in today’s software and the increased use of 
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interorganizational systems brought about by electronic commerce.  The rich stream of 

information technology innovation, adoption, implementation, and use literature is 

lacking in the number of contextually-based, explanatory studies.  A number of papers 

have called on researchers to conduct more context based studies to enhance the generic 

factors associated with IT implementation and to elicit specific factors associated with the 

implementation of specific technologies within specific organizational contexts (Kwon 

and Zmud, 1990; Venkatesh et al, 2003; Jasperson et al, 2005).  To date, there are limited 

theoretically-based empirical examinations of information security in organizations and 

this researcher is not aware of any empirical studies examining the factors associated 

with information security technology adoption, although researchers have identified the 

need for such studies (Gong and Sandhu, 2000; Ryan, 2004).  This mixed methods study 

answers the call for contextual adoption research and studies addressing security 

technology adoption by building on existing theoretical foundations, and enhancing and 

refining existing theories to more accurately reflect the nature of security technology 

adoption.   

 

Banking organizations operate in a uniquely hypercompetitive and heavily regulated 

environment that operates within the most IT intensive industry in the US.  Banks have 

one of the highest levels of information security risk concerns due to the nature of the 

direct financial value of their primary assets, and the high value and privacy requirements 

of the information that they collect.  In addition, banks are subject to severe market and 

regulatory consequences for lapses in information security.  Looking at security 

technology adoption within the banking industry provides a unique opportunity to isolate 
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constructs affecting security technology adoption since these environmental and 

regulatory factors would be expected to affect all banking entities.  Thus, the examination 

of security technology adoption within the context of banking organizations answers the 

call for more contextual adoption studies by focusing on the most information intensive 

industry in the US.       

 

Findings from this research have both academic and practical value in the areas of 

information technology adoption, information security, and banking research.  This study 

contributes to the information technology adoption research stream by extending existing 

theoretical frameworks to build upon and enhance the understanding of information 

technology adoption through better understanding of the factors influencing adoption of a 

specific class of information technologies, namely, security technologies.  In addition, the 

proposed model provides an ability to empirically test a framework that may be 

applicable to other information technologies and provide value to future researchers and 

practitioners.  This mixed methods study also enhances the information security and 

banking research literature by empirically investigating factors that go into an 

organization’s adoption decision, particularly, for banks, but allowing for the potentially 

extension to studying other types of organizations with high information security 

requirements.   
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CHAPTER II: LITERATURE REVIEW 

 

Technology Innovation, Adoption, and Implementation 

Technology Innovation 

It is important to examine theory on how and why technology is introduced, diffused, and 

accepted as a basis for studying security technology adoption in banks.  Many researchers 

suggest that the adoption of information technologies, like security technologies, is a 

subset of the study of diffusion of innovations and technology acceptance.  Kwon and 

Zmud (1987) introduce the notion of information system implementation as technological 

innovation, although prior research also suggests the existence of functional parallels 

between the IT adoption and implementation, and diffusion of innovation (Keen, 1981).  

Lyytinen and Rose (2003) define organizational innovation as the adoption of an idea, 

material artifact, or behavior that is new to the organization adopting it.  Organizations 

adopt technological innovations as part a continuous process to improve its efficiency and 

effectiveness.  Porter (1990) in his examination of innovation suggests that substantial 

competitive advantage is gained from innovation if it lowers costs or enhances 

differentiation and is sustainable, shifts costs or drivers in favor of the firm, translates 

into first-mover advantages, or improves overall industry structure.  Swanson (1994) 

identifies the employment of information technology as increasingly crucial to 

competitive survival and success.  IT is an acknowledged vehicle for enabling key 

business process changes that can provide a competitive edge for organizations (Drucker, 

1988).   
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IT adoption can be defined as the decision to invest resources necessary to accommodate 

a technological change due to organizational needs (pull) or the technology itself (push) 

(Kwon and Zmud, 1987).  In general, the adoption of new ideas and technologies, both 

within and across organizations, typically begin slowly, with only the most innovative 

and risk taking people or organizations using the new technology (Rogers 2003).  As 

others observe the benefits that the early adopters derive from the technology, the 

apparent risk is reduced and they begin to adopt it too. These generate the resultant S 

shaped curves observed when the number of users of a new technology is plotted against 

time.  Initial usage of the new technology is typically low increasing at an increasing rate 

until a plateau is reached and the rate of increase in users begins to decline resulting in a 

final rate of increase close to zero.   

 

It is suggested that five attributes of technological innovations correlate with their 

adoption including relative advantage, compatibility, complexity, trialability, and 

observability (Rogers, 2003).  Relative advantage is defined as the degree that a new 

innovation surpasses current practices; while compatibility is the extent that an 

innovation is believed to be consistent with the adopters' existing values, past 

experiences, and needs including both organizational and individual needs.  Complexity 

refers to the perceived difficulty of learning to use and understand a new system or 

technology, and trialability is the degree to which an innovation can be experimented 

with or used on a trial basis.  Finally, observability refers to the extent that the results of 

an innovation are easily seen and understood by stakeholders.  Figure 2 provides a 

representation of Roger’s diffusion of innovation adoption rate model.   
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Figure 2 Diffusion of Innovation Adoption Rate Model (Rogers, 2003) 

 

Stage models are a popular means of modeling the process of technological innovation 

adoption and implementation.  Rogers (2003) decomposes the process of adopting and 

implementing an innovation into a series of five stages.  In the first phase, the knowledge 

phase, individuals learn that a particular technology exists and that it can apply to an 

organization’s problem.  Key stakeholders in the organization are persuaded to adopt the 

technology in the persuasion phase.  In the decision phase, stakeholders decide to apply 

the innovation to their own situation and actually begin to apply the innovation in the 

implementation phase.  The confirmation phase provides for a review of whether the 
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innovation has been successful.  Swanson and Ramiller (2004) combine elements of 

Rogers (2003) to identify four processes: comprehension, adoption, implementation, and 

assimilation.  Table 2 provides a summary of some of the main ideas culled from meta-

analysis of technology innovation research.   

 

Author Main Idea 

Keen (1981) Drew functional parallels between IT implementation and adoption and innovation 
diffusion 

Kwon & Zmud 
(1987) 

Introduces idea of IT implementations as technological innovations 

Lyytinen and Rose 
(2003) 

Defines innovation as the adoption of an idea, material artifact, or behavior 

Porter (1990); 
Drucker (1988) 

Suggests that organizations gain competitive advantages from innovation 

Swanson (1994) Posits that IT is crucial to the competitive survival and success of organizations 

Rogers (2003) Develops the S-shape curves associated with user adoption of technological 
innovations over time 

Rogers (2003) Identifies 5 attributes of technological innovation correlated with their successful 
adoption including relative advantage, compatibility, complexity, trialability, and 
observability 

Rogers (2003) Identifies 5 stages of innovation adoption including the knowledge, persuasion, 
decision, implementation, and confirmation phases 

Swanson & 
Ramiller (2004) 

Combine elements of Rogers’ into 4 processes for adoption of an innovation 
including comprehension, adoption, implementation, and assimilation 

 

Table 1 Summary of Technology Innovation Research 

 

Information Technology Adoption 

Swanson (1994) suggests categorizing IT innovations into 3 subcategories and posits that 

based on the type of innovation different factors can have varying effects on an 

organization’s adoption practices.  Type I innovations are defined as innovations 

confined to the IT task, while Type II innovations support the administration of business, 
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and Type III innovations are embedded in the core technology of the business.  My focus 

on enterprisewide security solutions that are used to protect a banking organization’s 

information assets suggests that security technology innovation should be categorized as 

a Type I innovation under Swanson’s categorization scheme.  Swanson’s research 

suggests that adoption of Type I IT innovations are positively affected by the size and 

diversity of the IT department.  This theoretical proposition that the size and diversity of 

knowledge influence Type I technology adoptions suggests that the size and diversity of 

on organization’s information security function should have a positive affect on its ability 

to adopt information security technologies.     

 

IT Implementation 

Linear stage models also guide much of IT implementation research studies.  

Implementation is typically viewed as a follow-on stage to the adoption of information 

technologies and generally refers to actual usage of the technology by individual users.  

However, since enterprise security technologies are typically embedded in the 

organization’s information systems architecture and not subject to individual user choice 

of whether to use, once security technologies are adopted, for the purpose of this research 

they are assumed to be implemented.  Empirical research by Cooper and Zmud (1990) 

comprehensively evaluate IT implementation activities at various stages based on 

organizational change, innovation and technology diffusion literature while also 

addressing post adoption behavior.  These stages include initiation, adoption, adaptation, 

acceptance, and infusion.  Table 3 provides information on the processes and products of 

the various stages of the IT implementation model proposed by Cooper and Zmud (1990).  
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Stages Processes Products 
Initiation Active and/or passive scanning of 

organizational 
problems/opportunities and IT 
solutions are undertaken.  
Pressure to change evolves from 
either organizational need (pull), 
technological innovation (push), 
or both. 

A match is found between an IT 
solution and its application in the 
organization. 
 

Adoption Rational and political 
negotiations ensue to get 
organizational backing for 
implementation of the IT 
application. 

A decision is reached to invest 
resources necessary to 
accommodate the implementation 
effort. 

Adaptation The IT application is developed, 
installed, and maintained.  
Organizational procedures are 
revised and developed.  
Organizational members are 
trained both in the new 
procedures and in the IT 
application. 
 

The IT application is available for 
use in the organization. 

Acceptance Organizational members are 
induced to commit to IT 
application usage. 

The organization's governance 
systems are adjusted to account 
for the IT application; the IT 
application is no longer perceived 
as something out of the ordinary.   

Infusion 

 

Increased organizational 
effectiveness is obtained by using 
the IT application in a more 
comprehensive and integrated 
manner to support higher level 
aspects of organizational work.   

The IT application is used within 
the organization to its fullest 
potential. 

 
 

Table 2 Information Technology Implementation Phases (Cooper & Zmud, 1990) 

 

Research undertaken to better understand IT implementation issues can be categorized as 

factors research, process research, or political research (Kwon and Zmud, 1987).  Factors 

research focuses on a variety of individual, organizational, and technological issues 

important to IT implementation effectiveness.  Some of the factors found to have a 

significant effect include top management support of the implementation effort, good IT 
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design, and appropriate user-designer interaction and understanding (Ives and Olson 

1984).  Process research addresses social change activities and suggests that 

implementation success occur when there is a commitment to change, significant 

implementation effort, extensive project definition and planning, and management of the 

process is guided by organizational change theories (DeSantis and Courtney, 1983).  

Political research addresses the diverse vested interests of organization stakeholders and 

actors, which can affect implementation efforts, and suggests that successful 

implementations depend upon recognizing and managing this diversity (Markus 1983).    

 

Cooper and Zmud (1990) further synthesize research conducted by Kwon and Zmud 

(1987) to identify five major contextual factors that are addressed at each stage of a new 

information technology implementation including characteristics of the user community 

(job tenure, education, resistance to change), characteristics of the organization 

(specialization, centralization, formalization), characteristics of the technology 

(complexity), characteristics of the task to which the technology is being applied (task 

uncertainty, autonomy, responsibility of person performing task, task variety), and 

characteristics of the organizational environment (uncertainty, inter-organizational 

dependence).  Research by Tornatzky and Klein (1982), and Cooper and Zmud (1990) 

provide empirical support for the importance of technology compatibility with an 

organization and its tasks, and complexity of technology is shown to inhibit 

implementation success (Tornatzky and Klein, 1982).  Further, research supports the 

importance of the relationship between these factors suggesting that the compatibility and 

economic advantage derived from the technology interacts with organizational and task 
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characteristics to affect IT implementation (Ramamurthy, Premkumar and Crum, 1999; 

Lai and Guynes, 1997).  Although, Cooper and Zmud conduct an empirical study of an IT 

implementation model in the context of a material resource planning (MRP) application 

supporting manufacturing processes, the constructs used in the model are widely cited 

and provide a solid conceptual basis for examining security technology adoption.  The 

Cooper and Zmud (1990) IT Implementation research model is shown below in Figure 3.   

 

 

 

 

 

 

 

 

 

 

 

Figure 3 Information Technology Implementation Model (Cooper & Zmud, 1990) 
 

Other research has shown that certain organizational factors such as management support, 

control, and commitment correlate positively with successful information systems 

implementations (Leonard-Barton and Deschamps, 1988).  In fact, top management 

support is consistently identified as playing a key role in successful IT implementations 

due to the need to ensure the commitment of resources, provide signaling and support to 
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end users, and organize work processes to best exploit the technology (Jarvenpaa and 

Ives, 1991; Leonard-Barton and Deschamps, 1988; Mirchandani and Motwani, 2001).  

Congruently, research by Grover and Goslar (1993) indicate that organizations that 

exhibit higher IS maturity, which they conceptualize as top management knowledge of 

IT, top management involvement in IS planning, extent of infusion and diffusion of IT, 

and IS performance criteria based on organizational goals, do not necessarily initiate or 

adopt more information technologies, however, they do appear to implement more 

information technologies that they have adopted.  The nature of enterprise security 

technologies, including its non-voluntary use and infrastructure embeddedness, implies 

that certain organizational characteristics generally associated with successful IT 

implementation, such as top management support, knowledge, and involvement would 

also be applicable to successful security technology adoption.  These organizational 

characteristics are particularly relevant to the extent that their presence affects the 

provisioning of adequate security resources including budget and staffing.  Table 4 

provides a summary of some of the main ideas culled from meta-analysis of information 

technology implementation research.   

Author Main Idea 

Cooper & Zmud 
(1990) 

Finds that there are a number of IT implementation activities at various stages 
including the initiation, adoption, adaptation, acceptance, and infusion stages 

Kwon & Zmud 
(1987) 

Categorizes IT implementation research as factors, process, or political research 

Ives & Olson 
(1984) 

Identifies key factors for successful IT implementation including top management 
support, good IT design, and appropriate user interaction and design 

DeSantis & 
Courtney (1983) 

Identifies key organizational processes for successful IT implementation including 
commitment to change, significant implementation effort, extensive project definition 
and planning, and management of the process 

Markus (1983) Identifies key political factors including recognizing and managing the diverse 
interests of organizational stakeholders 

Cooper & Zmud Identifies 5 major contextual factors addressed at each stage of a new IT 
implementation including the characteristics of the user community, organization, 
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(1990) technology, tasks, and environment 

Tornatzky & 
Klein (1982); 
Cooper & Zmud 
(1990) 

Provides empirical support for the positive influence of technology compatibility with 
organizational tasks and negative influence of complexity on IT implementation 
success 

Ramamurty, 
Premkumar & 
Crum (1999); Lai 
& Guynes (1997) 

Posits that compatibility of economic advantage derived from the technology interacts 
with organizational and task characteristics to affect IT implementation 

Cooper & Zmud 
(1990) 

Introduces the IT Implementation model 

Leonard-Barton & 
Deschamps (1988) 

Identifies organizational factors such as management support, control, and 
commitment that correlate positively with successful information systems 
implementation 

Jarvenpaa & Ives 
(1999); Leonard-
Barton & 
Deschamps 
(1988); 
Mirchandani & 
Motwani (2001) 

Suggests that top management support plays key role in successful IT implementation 
by ensuring a commitment of resources, providing signaling and support for users, 
and facilitating appropriate organization of work processes to best exploit the 
technology  

Grover & Goslar 
(1993) 

Suggests that organizations that exhibit higher IS maturity implement more of the 
information technologies that they adopt.   

 

Table 3 Summary of Information Technology Implementation Research 

 

Technology Acceptance  

Analysis suggests that individual user acceptance is a key factor in the adoption by 

organizations of IT technologies.  As such, a review of research addressing factors that 

influence individuals to accept technology should shed some light on the individual 

thought process within organizations.  Davis’ (1989) Technology Acceptance Model 

(TAM) has been empirically tested in numerous studies and posits the usage of IT is 

based on an individual’s perceived ease of use, perceived usefulness, and attitude towards 

use (Dasgupta, Granger and McGarry, 2002; Lederer, Maupin, Sena and Zhuang, 2000; 

Adams, Nelson and Todd, 1992; Chau 1996).  TAM’s broad application and acceptance 
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across many studies warrants further examination of TAM for theoretical applicability to 

this study addressing the behavior of organizations regarding security technology 

adoption.   

 

TAM is an intention-based model developed specifically for explaining and/or predicting 

user acceptance of computer technology. The goal of TAM is to provide an explanation 

of the determinants of computer acceptance that is general, capable of explaining user 

behavior across a broad range of end-user computing technologies and user populations, 

while at the same time being both parsimonious and theoretically justified (Davis, 

Bagozzi, and Warshaw, 1989).  TAM suggest that usefulness and ease of use predict 

individual attitude toward use of a system which then influence intention to use and 

system usage.  Figure 4 shows the model.  The theoretical grounding for TAM is the 

theory of reasoned action (TRA).  The TRA posits that beliefs influence attitudes, leading 

to intentions that guide behaviors (Fishbein and Ajzen, 1975).   

 

 

 

 

 

Figure 4 Technology Acceptance Model (Davis, 1989) 
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Venkatesh et al. (2003) extended TAM to propose a unified theory of acceptance and use 

of technology (UTAUT) that integrates elements from eight previous models including 

TRA, TAM, the motivational model, the theory of planned behavior (TPB), the model of 

PC utilization, innovation diffusion theory, and the social cognitive theory, and a model 

that combines TAM and TPB.  The study’s findings indicate that performance 

expectancy, effort expectancy, and social influence are direct factors in the intention to 

use a technology and that intention and facilitating conditions are direct factors in actual 

usage behavior.  The moderating influences of experience, voluntariness, gender, and age 

are significant features of the UTAUT.  An empirical test of the model shows that the 

factors identified as the independent variables account for approximately 70 percent of 

the intention to use a technology (Venkatesh et al., 2003).  The UTAUT model is shown 

in Figure 5.   
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Figure 5 Unified Theory of Acceptance and Usage of Technology Model (Venkatesh et al, 2003) 

 

Tornatzky and Klein (1982) caution researchers to avoid making generalizations from the 

individual adoption process to the organizational innovation process, and identify the 

importance of using replicable and reliable measures.  Notwithstanding, this advice, it is 

important to acknowledge that an organizational decision to adopt a technology begins at 

the individual level.  Further, there are certain parallels between the individual acceptance 

and organizational adoption processes that should be recognized.  For instance, the 

UTAUT constructs of facilitating condition and experience, which are shown to be 

significant in individual technology acceptance research, are conceptually similar to 

constructs such as management support and existing knowledge shown to be significant 

in research using the organization as the unit of analysis.  Table 5 provides a summary of 

some of the main ideas culled from meta-analysis of technology acceptance research.   
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Author Main Idea 

Davis (1989) Introduces the Technology Acceptance Model (TAM)  

Davis, Bagozzi & 
Warshaw (1989) 

Identifies that the goal of TAM is to provide an explanation of the determinants of 
computer acceptance that is general, capable of explaining user behavior across a 
broad range of end-user computing technologies and user populations, while at the 
same time being both parsimonious and theoretically justified 

Fishbein & Ajzen 
(1975) 

Introduce Theory of Reason Action 

Venkatesh, 
Morris, Davis & 
Davis (2003) 

Extend TAM to introduce unified theory of acceptance and use of technology 
(UTAUT) which integrates elements from 8 previously related models 

Tornatzky & 
Klein (1982) 

Cautions researchers to avoid making generalizations from the individual adoption 
process to the organizational innovation process, and identifies the importance of 
using replicable and reliable measures 

 

Table 4 Summary of Technology Acceptance Research 

 

Implications for Security Technology Adoption  

Conceptualization of security technology adoption encompasses many of the tenets of 

innovation diffusion, technology acceptance, and IT implementation research.  For the 

purposes of this study, the assumption is made that once an organization purchases and 

installs enterprise security technology it becomes part of the architectural infrastructure, 

and thus, individual use is not optional.  The adoption of new security technology in an 

organization can be viewed as the adoption of an organizational innovation.  Rogers’ 

(2003) theory regarding how attributes of technological innovations correlate with their 

adoption suggests that characteristics of the security technology in relation to the banking 

organization directly affect its adoption including its relative advantage, compatibility, 

complexity, trialability, and observability.  Further, analysis suggests the security 

technology adoption process in banking organizations likely follows Rogers’ (2003) 
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proposed stage model consisting of the knowledge, persuasion, decision, implementation, 

and confirmation phases.  Individuals in banking organizations seek to maintain 

awareness of the availability of useful security technologies, convince the appropriate 

parties with approval authority to make a decision regarding their adoption, and follow up 

to ensure that the technologies are meeting bank security requirements.   

 

Analysis indicates that it is necessary to modify underlying constructs of the information 

technology implementation model when identifying contextual factors associated with 

each stage of a new security technology implementation.  Specifically, factors associated 

with the characteristics of the user community, including job tenure, education, and 

resistance to change, should have little bearing in the context of this study of non-

voluntary security technology adoption.  Organizational employees are involuntary users 

of the security technologies deployed at the organization and as such employee 

characteristics become embodied as part of organizational characteristics.  Information 

gathered from review of the security technology and banking literature suggests the need 

to develop more context-specific characteristics relevant to banking organizations, rather 

than the characteristics of specialization, centralization, and formalization used in the 

original study of a materials resource planning application by Cooper and Zmud (1990).  

Further, the variables associated with characteristics of the task in the context of a MRP 

system, including task uncertainty, autonomy, responsibility of person performing task, 

and task variety, while appropriate for MRP and other similar IT implementations, can be 

made more explicit in the context of security task requirements in banks.   Swanson’s 

examination of types of innovation and adoption practices suggests that the size and 
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diversity of banking organization’s information security function should have a positive 

affect on its ability to adopt information security technologies.   Additionally, senior 

management support, which is broadly and consistently identified as important for IT 

implementation success, would likely also be relevant to the security adoption process 

particularly to the extent that it affects the provisioning of adequate security support 

resources including budget and staff. 

 

Review and analysis of technology acceptance literature identifies a number of 

similarities between individual acceptance and use and organizational adoption constructs 

and processes.  For example, the technology acceptance model posits the usage of IT is 

based on an individual’s perceived ease of use, perceived usefulness, and attitude towards 

use.  It’s is plausible that TAM’s propositions indirectly influence organizational security 

technology adoption in that individual belief about the usefulness of a security 

technology influence individual attitudes which collectively create an organizational 

attitude, and subsequently affects the organizational decision to adopt the security 

technology.  Further, the Unified Theory of Acceptance and Usage of Technology 

suggests that performance expectancy, effort expectancy, and social influence are direct 

factors in individual intention to use a technology and that intention and facilitating 

conditions are direct factors in actual usage behavior.  The moderating influences of 

experience, voluntariness, gender, and age are significant features of the UTAUT.  It is 

plausible to expect that performance and effort expectancy would influence an 

organization’s intention to adopt security technology and that the UTAUT constructs of 

facilitating condition and experience shown to be significant in individual technology 
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acceptance research, are conceptually similar to constructs such as management support 

and existing knowledge shown to be significant in research using the organization as the 

unit of analysis.   

 

Analysis of innovation diffusion, technology acceptance, and IT adoption and 

implementation research literature identify a number of potentially important processes 

and factors influencing the security technology adoption process at banking 

organizations.  Examination of banking organizational research should provide additional 

perspective and insight on the process.   

 

 

Banking Organizational Research 

Organizational Theory  

Research on the characteristics of organizations, in general, and banks, in particular, can 

lend valuable insight into the study of security technology adoption in banks.  A number 

of researchers note the importance of relating IS research to organizational theories, 

particularly since organizations process information to reduce uncertainty and 

organizational effectiveness comes from the ability to match information processing 

capacities with the uncertainty they face (Daft and Lengel, 1986; Tushman and Nadler, 

1978; Orlikowski and Barley, 2001).  Coase (1937) and Williamson (1985) describe 

organizations in terms of transaction cost economics or the tradeoffs between the 

production cost advantages of outside procurement and the transaction cost advantages of 

internal production.  Thompson’s (1967) Theory of Rational Action provides a unifying 
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perspective on rational, closed-system strategies for complex organizations operating in 

an open system environment and forms a basis for much of mainstream traditional 

organization theory.  This theory essentially views the organization as chains of routines 

or value-linked activity sets (Opp, 1999; Nelson and Winter, 1982; McKelvey, 1999).  

According to Rational Action Theory, organizations seek to alleviate major sources of 

uncertainty by sealing off their core technologies from environmental influences to the 

extent possible, and by seeking to anticipate and adapt to environmental changes which 

cannot be buffered or leveled (Thompson, 1967).   
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In today’s hypercompetitive environment, banking organizations are increasingly 

susceptible to environment influences from hackers, competitors, regulators, and market 

conditions, and as such, are much less closed-ended than they have historically been 

(Sambarmurthy, 2000).  Dess and Beard (1984) identify organizational task environments 

as sources of uncertainty.  Karimi, Somers and Gupta (2004) posit that task 

environmental uncertainty can be conceptualized based on the dimensions of dynamism, 

heterogeneity, and hostility of an organization’s task environment.  In dynamic task 

environments, decision makers adjust to high rates of change and innovation in 

competitors, customers, and technologies by modifying and improving processes to 

position their organization to succeed.  Heterogeneous task environments are complex 

and characterized by numerous distinct but interrelated activities both within and across 

the boundaries of an organization.  Hostility refers to the business climate and 

competitiveness of the environment, the regulatory atmosphere, and the nature of 

profitable markets.    

 

Today’s banking organizations operate in a hypercompetitive environment characterized 

by varying degrees of dynamism, heterogeneity, and hostility requiring access to richer 

and more timely information.  The presence of interorganizational systems, which have 

also become more prominent due to the emergence of strategic partnerships and the 

Internet, is increasing the affect of environmental influences on organizations (Johnston 

and Lawrence 1988; Gubhaxani and Whang 1991).  Increased interorganizational system 

use increases the exposure of an organization to outside influences increasing the risk of a 

security breach (Chaudhury and Kuilboer, 2002).  Banks that are heavy users of 
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interorganizational systems over the Internet are likely more susceptible to environmental 

influences and hence the level of electronic banking would have a direct affect on a 

banking organization’s security requirements.   

 

A number of researchers investigate how the influence of a firm’s environment affect its 

information systems requirements (Allen and Boyton, 1991; Gordon and Narayanan 

1984; Sambamurthy 2000), its IS success (Sanders and Courtney 1985; Yaverbaum 

1988), and its technology-structure relationships (Miller, Glick, Wang and Hubey, 1991).  

The basis of Organizational Contingency Theory, another rational adaptation theory, is 

the assumption that a fundamental problem for complex organizations is the need to 

reduce uncertainty and coping with uncertainty is the essence of the administrative 

process (Lawrence and Lorsch, 1967).  Contingency Theory also maintains that 

organizations seek a fit between organizational structure and the environment and, when 

there is imbalance, managers make rational adaptive changes to move the organizations 

towards equilibrium also referred to as the “structure-adaptation-to-regain-fit model” 

(SARFIT) (Donaldson, 1995; Karlene, 1995).   Parsons (1960) suggests that 

organizations maintain 3 distinct levels of responsibility and control: technical, 

managerial and institutional.  Thompson (1967) posits that every organization has a sub-

organization focused on the technical function.  Daft and Macintosh (1981) suggest that 

as a result of the exchanges that take place between suborganizations within an 

organization, and with other organizational units, more and richer data is needed to 

support task assignments, task performance strategies, decision making, and performance 

feedback.  Consistent with these theories, my analysis suggest that every banking 
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organization has a unit, sub-organization, or outsourced function that focuses on 

information security.  This information security function may or may not be distinguished 

from the broader information technology unit, particularly in smaller banks; however, 

within the span of control of all banking organizations, including the potential for 

outsourcing, the functional responsibility for security exists.     

 

An organization’s operational and technological structure affects its ability to adjust to 

environmental influences, as well as the rate at which any technological changes to its 

existing infrastructure can be made.  Truex, Baskerville and Klein (1999) describe the 

need for emergent organizations or organizations that are constantly adjusting to shifting 

environments to have information systems and support that are easily adaptable.   

Information security systems must meet the challenge of securing information systems 

that operate in shifting threat and vulnerability environments suggesting the need for 

flexible, adaptable security solutions.  Decisions to implement new security technology 

must address the compatibility of the security technology with the existing information 

systems architecture, business operating environment, and support capabilities.  Effective 

management of security systems and technology requires a knowledgeable and diverse 

information security staff capable of handling the level of complexity of a given security 

solution.  Consistent with other streams of research, my analysis supports the plausibility 

that the size of a banking organization influences the size of its IT department and the 

number and diversity of personnel responsible for information security, and thus, should 

affect the number, type, and complexity of security technologies that could be considered 
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for adoption.  Table 6 provides a summary of some of the main ideas culled from meta-

analysis of organizational research.   

 

Author Main Idea 

Daft and Lengel 1986); 
Tushman & Nadler 
(1978); Orlikowski & 
Barley (2001) 

Notes the importance of relating IS research to organizational theories, 
particularly since organizations process information to reduce uncertainty and 
organizational effectiveness comes from the ability to match information 
processing capacities with the uncertainty they face 

Coase (1937); 
Williamson (1985) 

Describes organizations in terms of transaction cost economics or the tradeoffs 
between the production cost advantages of outside procurement and the 
transaction cost advantages of internal production 

Thompson (1967) Introduces the theory of Rational Action which posits that organizations seek to 
alleviate major sources of uncertainty by sealing off their core technologies from 
environmental influences to the extent possible, and by seeking to anticipate and 
adapt to environmental changes which cannot be buffered or leveled 

Opp (1999); Nelson & 
Winter, (1982); 
McKelvey (1999) 

Views the organization as chains of routines or value-linked activity sets 

Dess and Beard (1984) Identifies organizational task environments as sources of uncertainty 

Karimi, Somers & 
Gupta (2004) 

Posits that task environmental uncertainty can be conceptualized based on the 
dimensions of dynamism, heterogeneity, and hostility of an organization’s task 
environment 

Johnston & Lawrence 
(1988); Gubhaxani & 
Whang (1991); 
Chaudhury and 
Kuilboer (2002) 

Suggests that the presence of interorganizational systems potentially increases the 
affect of environmental influences on organizations 

Allen & Boyton 
(1991); Gordon & 
Narayanan (1984); 
Sambamurthy (2000); 
Sanders & Courtney 
(1985); Yaverbaum 
1988); Miller, Glick, 
Wang & Hubey (1991)  

Posits that the influence of a firm’s environment affect its information systems 
requirements, its IS success, and its technology-structure relationships  

Lawrence and Lorsch 
(1967) 

Introduces Organizational Contingency Theory which states that a fundamental 
problem for complex organizations is the need to reduce uncertainty and suggests 
that coping with uncertainty is the essence of the administrative process  

Cooper & Zmud 
(1990) 

Introduces Parsons (1960) suggests that organizations have 3 distinct levels of 
responsibility and control: technical, managerial and institutional 

Leonard-Barton & 
Deschamps (1988) 

Identifies organizational factors such as management support, control, and 
commitment that correlate positively with successful information systems 
implementation 

Truex, Baskerville & Describes the need for emergent organizations or organizations that are 
constantly adjusting to shifting environments to have information systems and 
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Klein (1999);  support that are easily adaptable 
 

Table 5 Summary of Organizational Research 

 

Organizational Information Security 

Risk Management 

Most organizations take a risk management approach to addressing information security 

requirements where risk can be defined as the possibility of suffering harm or loss (Ruhe 

and Greer, 2003).   Miller and Engemann (1996) provide a methodology for managing 

information-based risk that involves a preliminary risk assessment, followed by a detailed 

risk assessment, and concluding with controls implementation.  Carnegie Mellon’s 

Software Engineering Institute website (http://www.sei.cmu.edu/risk) explains that risk 

management is a discipline for living with the possibility that future events may cause 

adverse effects.  Risk management is an on-going process of identification, assessment 

and action.  Smith, McKeen, and Staples (2001) indicate that most assessment methods 

involve assigning a probability of occurrence and evaluating each individual risk factor 

on scales of impact.  One commonly used calculation of risk involves multiplying the 

probability of an incident occurring by the estimated cost or loss from the incident (US 

Commerce, 1979).  In a focused literature survey of recent research on risk, Alter and 

Sherer (2004, p 3) find information security risk literature is “a jumble of diverse risk 

models and partially overlapping, atheoretical lists of risk factors and risk components.”  

Further, they find that the literature uses several different conceptualizations of risk with 

most focusing on negative consequences and falling into three categories: 1) risk 

components that identify the different types of negative outcomes; 2) risk factors that 

http://www.sei.cmu.edu/risk�
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identify general or specific risk factors for assessing risk; and 3) probability distributions 

that measure risk as a probability of negative outcomes.  The researchers advocate the 

consideration of organizational goals and expectations in their conceptualization of risk 

and stress the temporal nature of risks (Alter and Sherer, 2004).  Analysis indicates that 

the on-going process of identification, assessment, and mitigation of risks is a key 

process in organizational risk management strategies and affect decisions on adopting 

information security technologies.   

 

The cost of a single security breach can be tremendous in terms of the damage to an 

organization’s operations, reputation, and credibility.  Further, organizations can suffer 

monetary damages, both direct and indirect, and in some cases may incur liability for any 

damages caused to customers or business partners.  A 2003 CSI/FBI survey indicated that 

75 percent of respondents had experienced financial losses directly as a result of security 

breaches (Richardson, 2003).  In addition, a number of studies examining market 

reactions suggest that organizations suffer indirect financial loss due to security breaches 

(Cavusoglu, Cavusoglu et al., 2004; Campbell et al., 2003; Garg et al., 2003).  Indirect 

financial losses may include the devaluation of intangible assets such as trust, brand 

name, and reputation and may also result in a loss of productivity and opportunity costs.  

Coincidently, information security companies tend to experience a positive increase in 

stock value when security breaches are announced (Cavusoglu, Birenda et al., 2004).  

Research indicates that information security breaches involving confidential information, 

in particular, create negative price reactions that are statistically significant, while 

breaches of non-confidential information do not appear to create the same reaction 
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(Campbell et al, 2003).  In fact, one study finds that publicly traded organizations lose on 

average approximately 2.1% of their market value within two days of the public release 

of information on security breaches (Cavusoglu, Cavusoglu, et al., 2004).  Further, the 

average market value of losses appear to be increasing over time suggesting that investors 

are becoming more sensitive to security issues and are more likely to penalize breached 

organizations.  Cavusoglu, Birendra, et al. (2004) notes that smaller firms and Internet-

based firms generally suffer greater negative reactions to announced security breaches 

than did larger, non-Internet based firms.  However, in a banking organizations, where 

security, trust, and privacy are at the core of the ability to attract and retain customers, the 

effect of security breaches are likely have an even more pronounced negative reaction.  

Hence, risk management is an important driver in the security technology adoption 

process.       

Interorganizational System Use  

A number of factors external to the organization can also influence the adoption of 

security technologies as with other information technologies.  For example, an 

organization’s choice of information technologies supporting interorganizational systems 

is particularly sensitive to influence of external parties.  In an empirical study of 

electronic data interchange (EDI) adoption, Chwelos, Benbasat and Dexter (2001) find 

that readiness, perceived benefits, and external pressure are significant predictors of 

intention to adopt, with external pressure and readiness being considered more important 

than perceived benefits.   In another study, power and trust are found to be significant 

factors affecting the adoption and use of EDI technology (Hart and Saunders 1997).  

Gallivan (2001), in a study of the individual adoption process, recognizes that the 
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decision to accept or adopt the technology may not be optional and develops a two-step 

contingent model to take into account authority adoption and subsequent assimilation of 

the technology.  For the purpose of this study, the assumption is that once a decision is 

made to adopt an enterprisewide security technology, it becomes part of the 

infrastructure, and as such, individual users have little leeway in determining whether to 

use it or not.  Further, some security technology adoptions are specifically mandated by 

supplier relationships or regulation.  Nonetheless, banking organizations utilizing 

interorganizational systems for conducting significant high-value transactions over the 

Internet open points of access to critical information assets and are more susceptible to 

external security threats (Chaudhury and Kuilboer, 2002).   

 

For banking organizations, as with most commercial enterprises, interorganizational 

system usage is characterized by its interconnection with other businesses and customers.  

One important business-to-business interconnection for banks are its connectivity with 

the Federal Reserve for use of central banking services such as funds wire and security 

transfers, automated clearinghouse (ACH), and the use of check and cash ordering 

systems.  A number of other private member-based organizations offer similar bank 

services including the Society for Worldwide Interbank Financial Telecommunication 

(SWIFT), New York Clearinghouse, and Visa.  All banks depend on some form of these 

services for conducting business regardless of whether the service provider is public or 

private, and the sponsoring organization generally dictates the connectivity and 

information security requirements to its participants.  Analysis suggests that a more 

differentiating measure of security technology adoption requirements at a bank would be 
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its level of participation in electronic banking.  Although today, most banks offer some 

form of online banking services, the extent to which online banking and electronic 

commerce with customers and other organizations is strategic to the banking 

organization, should have a significant affect on external risks.  In turn, the management 

of risks shapes an organization’s security posture and affects its security technology 

adoption.  Teo and Pian (2002) in a study of Internet adoption examine a number of 

approaches used to determine type and level of Internet adoption and provides a good 

proxy for examining the level of electronic commerce for banking organizations.  The 

researchers find that firms adopt the Internet for various purposes and at various levels, 

and created an instrument for measuring level of Internet adoption.  This instrument is 

shown below in Figure 6.   

 

Level Type Description 

0 e-mail 
adoption 

A company in level 0 is one that has an e-mail account but does not have a Web site. The 
inclusion of level 0 is based on research (Teo et al., 1997-98) which classified Internet 
adoption into three groups: non-adopters (those without Internet account), adopters without 
Web sites but with Internet account, and adopters with Web sites. 

1 Internet 
presence 

The first level of Internet adoption is Internet presence. At this level, companies have made 
the adoption decision but the implementation is still in process (similar to Category 2 
(planning to adopt) by Sohn & Wang (1998, 1999) and level 1 (Static) by AMS (1999)). 
The purpose of adoption may be to occupy a domain name or simply to have Internet 
presence. Generally, Web sites at this level provide mainly company information and 
brochures, therefore tending to be non-strategic in nature. 

2 Prospecti

ng 

The second level of Internet adoption is called prospecting, which involves the limited use 
of the Internet (similar to Category 3 (limited users) by Sohn & Wang (1998, 1999) and 
level 2 (Interactive) by AMS (1999). Usually, Internet adoption initiatives at this level are 
spearheaded by individual departments and are not tied to business strategy. Most firms at 
this level establish Web sites to provide customers with company information, product 
information, news, events, interactive content, personalized content, e-mail support, and 
simple search. This strategy is helpful in providing potential customers with access to the 
firm's products with minimal information-distributing cost. 

3 business 
integratio
n 

The third level, business integration, takes into account the integration of business 
processes marked by the incorporation of the Internet in to the business model. In other 
words, Internet strategy is integrated with firm's business strategy. At this level, the value 
proposition for a Web site is usually for cost reduction and business support, as well as 
cross-functional links between customers and suppliers. Note that compared to the first two 
levels, Web sites at this level are more complex with added features for interactive 
marketing/sales, online communities and secure transactions (similar to level 3 
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(Transactive) by AMS, 1999). Moreover, the features found in levels 1 and 2 are enhanced 
at this level, for example, the information provided is more comprehensive and the search 
function carries more advanced and powerful properties. 

4 business 
transfor
mation 

The fourth level aims to transform the business and represents the highest level of Internet 
adoption. The Internet is seen to transform the overall business model throughout the 
organization by focusing on building relationships and seeking new business opportunities 
(similar to level 4 (Intelligent) by AMS, 1999). Note that levels 3 and 4 are also similar to 
Category 4 (sophisticated users by Sohn & Wang, 1998, 1999) except that we split 
sophisticated users into two separate levels consistent with the maturity model (AMS, 
1999). 

 

Figure 6 Internet Adoption Level Scale (Teo & Pian, 2002)     

 

Regulation 

In the heavily regulated banking industry, it is reasonable to expect that regulatory 

guidance may be an external driver encouraging security technology adoption.  However, 

the regulatory environment for banks as a whole, while admittedly is robust, is a shared 

environment that affects all banking organizations such that regulations may not in and of 

itself explain any differences in security technology adoption within the bank industry.  

There are surprisingly few laws and regulations that mandate information security 

requirements in the banking industry.  Federal Financial Institution Examination Council 

(FFIEC) banking regulators issue guidance on information security controls, but do not 

mandate specific information security technology and tools.  In 2001, federal bank and 

thrift regulatory agencies adopted guidelines requiring financial institutions to establish 

an information security program and plan to identify and assess risks that may threaten 

customer information, develop policies and procedures to manage these risks, and to 

implement, test, and adjust the plan for changes in technology and other factors (Marlin, 

2001).  Again in 2005, the FFIEC issued guidance that banks should move beyond single-

factor access, such as simple passwords, for securing sensitive online banking 
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transactions.  Based on this guidance, some banks that were not previously doing so 

began offering strong two-factor authentication methods, including the use of a device 

such as a token, PC, smart card and readers, telephones or other device, in combination 

with a password or some other means to authenticate its users.  It should be noted, 

however, that the choice of whether and how to address banking regulator guidance is left 

to the discretion of individual banking institutions.  Bank examinations conducted by 

bank regulators look for and may cite control weaknesses, but these examinations do not 

specifically address the adoption of security technologies.  Table 7 provides a summary 

of some of the main ideas culled from meta-analysis of organizational risk management 

research.    

 

Author Main Idea 

Ruhe & Greer (2003) Defines risk as the possibility of suffering harm or loss  

Software Enterprise 
Institute (2004) 

Defines risk management as an on-going process of identification, assessment 
and action 

Campbell, Gordon, 
Loeb & Zhou (2003) 

Finds that information security breaches involving confidential information 
create negative price reactions that are statistically significant, while breaches of 
non-confidential information do not appear to create the same reaction  

Cavusoglu, Birendra & 
Raghunathan (2004) 

Finds that publicly traded organizations lose on average approximately 2.1% of 
their market value within two days of the public release of information on 
security breaches  

Chaudhury & Kuilboer 
(2002) 

Posits that organizations utilizing interorganizational systems open points of 
access to critical information assets and are more susceptible to external security 
threats  

Marlin (2001) Indicates that regulatory agencies adopted guidelines requiring financial 
institutions to establish an information security program and plan to identify and 
assess risks that may threaten customer information, develop policies and 
procedures to manage these risks, and to implement, test, and adjust the plan for 
changes in technology and other factors 

 

Table 6 Summary of Organizational Risk Management Research 
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Organizational Security Capabilities 

Organizational Learning  

In general, technology innovation adoption by organizations can be viewed as instances 

of multilevel technological learning and organizational sensemaking (D’Aveni, 1994; 

Weick, 1995; Seligman, 2000).  In a study of factors influencing the adoption of open 

systems, Chau and Tam (1997) find that organizations tend to focus more on their 

capability to adopt rather than on the benefits from adoption, and they tend to take a 

reactive versus a proactive posture.  A bank’s decision to adopt a security technology is 

not a single individual or organizational decision but instead is comprised of a series of 

smaller decisions influenced by organizational learning and sensemaking cycles leading 

to the adoption decision.  Carayannis (2001), in a study of firm strategic management of 

technological learning, identifies three forms of technological learning: (1) learning by 

doing, (2) researching and developing (or learning by studying and developing, R&D), 

and (3) imitating others (diffusion between firms, or learning by imitating).   

 

Attewell (1992) indicates that organizations may defer the adoption of complex 

information technologies until they have assimilated enough technical knowledge on an 

individual basis to embody the knowledge in organizational routines and practices 

necessary to effectively use the technology.  Acquired knowledge can reduce the 

variability in time required to accomplish tasks and the quality of task performance 

(March, 1991).   The ability of organizations to sense and respond to knowledge deficits 

is a key factor in organizational survival and affects its strategic decisions on technology 

adoption.  Weick (1995) defines organizational sensemaking as a process that involves 
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identity construction, retrospection, enactment, social contact, ongoing events, cues, and 

plausibility.  These theoretical underpinnings imply that organizations may need to 

transform their base knowledge to effectively consider implementation of new 

information technologies.   In fact, some researchers posit that existing knowledge can be 

an inhibitor or hindrance to more organizational innovation by creating a “core rigidity” 

or “dominant logic” that impedes the organization’s ability to develop or learn new 

insights or processes (Leonard-Barton, 1992; Bettis and Prahalad, 1995).  Hargadon and 

Fanelli (2002) identify the importance of looking at the organizational learning and 

innovation as complementary processes.  In the organizational learning perspective, 

organizations focus more on information acquisition, dissemination and shared 

interpretation processes for gaining knowledge that is stored in individual memories, 

organizational routines, or activities.  In the innovation perspective, organizations use 

existing knowledge as a basis for adapting this knowledge into new activities or 

processes.  An organization’s ability to adopt knowledge-intensive technology is linked 

to whether the organization has the existing knowledge or the process for gaining 

knowledge to mesh the technology with the adopter’s unique business contexts 

(Nambisan and Wang, 1999).  Further, the process for gaining knowledge is affected by 

the levels of technological learning at which an organizations operates whether it is first-

order operational learning (the ability to learn new things), second-order tactical learning 

(the ability to learn how to learn), or third-order strategic learning (learning to learn how 

to learn) (Carayannis, 2001).  The ability of an organization to engage in the higher levels 

of technological learning or meta-learning is essential to facilitating the adoption of 

various information security technologies needed to address an ever changing threat and 
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vulnerability environment.   Organizations that exhibit positive organizational learning 

characteristics are able to lower knowledge barriers inhibiting the implementation of 

technology and more quickly implement new technologies (Fichman and Kemerer, 

1997). 

 

Analysis suggests that organizations that develop a learning culture have embedded 

processes for more adeptly learning new security technologies including the ability to 

scan for problems, opportunities, and solutions.  Further, although technical know-how 

can be externally purchased in the form of consultants or outsourcing of activities, an 

organization that establishes a learning process can repetitively apply that experience 

across other security technologies and other applications.   Research indicates that 

organizations that perform better tend to learn better (Carayannis and Alexander, 2002).  

Organizational learning or the degree that an organization can learn and apply new 

knowledge is considered by some to be the only source of sustainable competitive 

advantage (Slater and Narver, 1995; DeGeus, 1988).  Security technology adoption and 

effective use, for the most part, requires tacit knowledge or knowledge that is “sticky” or 

embedded into an organization’s processes and may require an organization to change 

existing routines and processes (Edmondson, Bohmer and Pisano, 2001).  Tacit 

knowledge is better suited to deal with the complex nature of security technologies which 

need to be properly configured using a significant number of optional parameters that 

provide the customizability, configurability, and flexibility required to address a 

dynamically changing threat environment and allow for application of new technologies 

to a variety of organizations and their security needs.  Learning orientation is a construct 
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from marketing literature that embodies the essence of an organization’s commitment to 

learning and knowledge acquisition processes (Sinkula, 1994; Baker and Sinkula, 1999).  

Learning orientation influences the ability of an organization to support complex 

innovations, and reflects that the organization values knowledge, is open minded, and has 

a shared vision (Baker and Sinkula, 1999).  Analysis supports the proposition that 

banking organizations with a strong learning orientation are better positioned to adopt 

more complex security technologies and hence, a banking organization’s learning 

orientation provides some indication of its security capabilities which affects its security 

technology adoption.  Table 8 provides a summary of some of the main ideas culled from 

meta-analysis of organizational learning research.      

 

Author Main Idea 

D’Aveni (1994); 
Weick (1995); 
Seligman (2000) 

Suggest that technology innovation adoption by organizations can be viewed as 
instances of multilevel technological learning and organizational sensemaking  

Chau & Tam (1997) Posit that organizations tend to focus more on the capability to adopt open 
systems rather than on the benefits from adoption, and tend to take a reactive 
versus a proactive posture 

Carayannis (2001)  Identifies three forms of technological learning: (1) learning by doing, (2) 
researching and developing (or learning by studying and developing, R&D), and 
(3) imitating others (diffusion between firms, or learning by imitating)  

Attewell (1992) Suggests that organizations may defer the adoption of complex information 
technologies until assimilation of enough technical knowledge on an individual 
basis to embody the knowledge in organizational routines and practices necessary 
to effectively use the technology 

Weick (1995) Defines organizational sensemaking as a process that involves identity 
construction, retrospection, enactment, social contact, ongoing events, cues, and 
plausibility 

Leonard-Barton 
(1992); Bettis & 
Prahalad (1995) 

Posit that existing knowledge can be an inhibitor or hindrance to more 
organizational innovation by creating a “core rigidity” or “dominant logic” that 
impedes the organization’s ability to develop or learn new insights or processes 

Hargadon & Fanelli 
(2002) 

Identify the importance of looking at the organizational learning and innovation 
as complementary processes 

Nambisan & Wang 
(1999) 

Posit that an organization’s ability to adopt knowledge-intensive technology is 
linked to whether the organization has the existing knowledge or the process for 
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gaining knowledge to mesh the technology within its unique business context  

Carayannis & 
Alexander (2002) 

Suggest that organizations that perform better tend to learn better  

Slater & Narver 
(1995); DeGeus (1988) 

Posit that organizational learning or the degree that an organization can learn and 
apply new knowledge may be the only source of sustainable competitive 
advantage  

Edmondson, Bohmer 
& Pisano (2001) 

Suggests that technology adoption and effective use requires tacit knowledge or 
knowledge that is “sticky” or embedded into an organization’s processes and may 
require an organization to change existing routines and processes  

Baker and Sinkula 
(1999) 

Posit that an organization’s learning orientation influences its ability to support 
complex innovations, and reflects that it values knowledge, is open minded, and 
has a shared vision  

 

Table 7 Summary of Organizational Learning Research 

 

Organizational Size  

The Fifth Annual Information Security Magazine Survey conducted in 2002 appears to 

indicate that the size of an organization may be the single biggest barometer of IT 

security effectiveness and that organizations of different sizes adhere to distinct patterns 

of organizational behavior relative to IT security (Briney and Prince, 2002).  The 

researchers maintain that while very large organizations may have dozens of security 

professionals, the security administrators at small sized organizations (10-100 users) have 

a much easier time securing their digital infrastructure since small organizations tend to 

have a centralized IT model, relative higher security spending as a percent of IT budget, 

and make security decisions driven by management approved policies.   Medium sized 

organizations (100-1,000 users) are considered worst off as they generally have relatively 

less IT security budget as a percentage of IT spending, a single security administrator, 

and an overall higher rate of security-related incidents such that much of their efforts are 

focused on “firefighting”.  Large organizations (1,000-10,000 users) generally have 

institutionalized security policies, however funding and staffing are not commensurate 
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with their size, and security awareness across all levels of the organization is problematic.  

The study also finds that very large organizations (more than 10,000 users) generally 

have seen their information security budgets increase at a faster rate than the overall IT 

budget, but that the spending is spread across significantly more users resulting in less 

per user spending (the survey indicated that very large organizations spend roughly $300 

per user on security compared with $5000 per user in small organizations).  In a study of 

small business security technology tool use and experience, Ryan (2004) finds that the 

state of information security practice by small businesses in the US is spotty reflecting a 

relatively low use of available technologies.   
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Banking Organizations   

The retail banking industry has experienced major changes over recent years including a 

significant overall reduction in the number of banking organizations, increased 

competition among banks and nonbanks, increased customer preferences, and 

technological advances affecting distribution channels.  As bank mega-mergers continue 

to occur in the US and Europe and as the number of banks continues to decline, surviving 

banks have to compete vigorously by offering customers increased choice and 

convenience (DeYoung and Hunter, 2003).  As a result of the consolidation of the 

banking industry in the US, many small community banks have been acquired, merged or 

failed.  Researchers predict further polarization of the banking industry into very large 

banks and small niche banks (Dewan and Seidmann, 2001; Holland and Westwood, 

2001).   

 

Banks have generally been classified by either total asset size or line of business.  A 

number of total assets categories have historically been used in banking studies to 

segregate banks, however, in general, the FFIEC identifies small banks as institutions 

with total assets less than $300 million, medium banks as institutions that have total 

assets in the greater than $300 million and less than $1 billion range, and large banks as 

institutions that have total assets in excess of $1 billion (Ang and Straub, 1998; Strahan 

and Weston, 1996; Ely and Robinson, 2001).  An additional “mega-bank” category 

encompassing the Top 50 domestic banks (in terms of total assets) has recently emerged 

and taken on increased significance due to the accelerated consolidation of the industry 

resulting from an upturn in merger and acquisition activity (Berger and Mester, 1997).  
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According to the March 31, 2006, Banks Report of Condition and Income or “Call” 

reports, the current cut-off of the Top 50 category is for US banking institutions that have 

total assets in excess of $25 billion and it should be noted that the two largest US banks, 

Bank of America and J.P. Morgan, had total assets in excess of $1 trillion, respectively.  

A number of research studies have been conducted that segment the banking industry into 

a more simplified two-tiered classification using the benchmark dividing line of $1 

billion in total assets to differentiate small and large banks (Dewan and Seidmann, 2001; 

Holland and Westwood, 2001; Southard and Siau, 2004; Demsetz and Stahan, 1997; 

Sullivan, 2001).  This is in contrast to a number of information technology studies of 

other types of organizations that generally classify organizations by number of users, 

number of workstation, market share or total revenues.  Within the banking industry, total 

assets category is a good proxy for overall domestic market share and larger (in terms of 

total assets) multi-regional banking organizations can be expected to have a 

proportionately larger support staff, and hence a proportionately larger number of users 

and workstations to support the increased workload. Analysis indicates that the 

classification of banks by asset size may yield a useful differentiating category when 

examining security technology adoption in banks.   

 

When measured by the ratio of computer equipment and software to value added, the 

Depository and Non-depository Financial Institution sector is the most IT-intensive 

industry in the US (Triplett and Bosworth, 2002).  Berger (2003) notes that banks have 

adopted complex financial technologies and financial instruments, and are dependent on 

sophisticated information systems to collect, process, disseminate, and evaluate financial 
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data.  For instance, the trend towards significant increases in the notional values of credit 

commitments and interest rate swaps are indicative of the proliferation of new financial 

technologies in banks (Berger, 2003).   

 

In a study of bank holding companies, researchers find that large institutions are more 

diversified and thus have lower firm specific risks than smaller institutions.  Reduced 

firm specific risks allow these institutions to seek higher expected returns by taking on 

riskier loans and reducing equity ratios (Demsetz and Stahan, 1997).  In addition, higher 

ratios of equity capital are associated with greater resources devoted to managing risks, 

and large banks tend to have economies of scale that lower the cost for these resources 

(Hughes and Mester, 1998).  An empirical study of US banks participating in mergers 

and acquisitions appear to support this assertion as mergers and acquisitions are shown to 

improve the profit efficiency of the surviving banks, which the study suggests are linked 

to improvements in their ability to diversify risks (Hughes, Lang, Mester and Moon, 

1999).    

  

Schumpeter (1950) posits that larger firms, in general, tend to be more innovative due to 

economies of scale and their ability to pool risks.  Research conducted by Courchane, 

Nickerson, and Sullivan (2002) indicate that banks are more likely to be early adopters of 

new technology when they are strategically larger than their rivals, and when uncertainty 

about the demand for services produced with the new technology is low.  A 2004 survey 

of online E-banking initiatives indicate that large banks tend to have websites that offer a 

full range of financial services while many of the small banks use the websites to simply 
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provide information or in some cases to support very limited home banking capabilities 

(Southard and Siau, 2004).   Akhavein, Frame and White (2005), however, suggest that 

size is not as much an indicator as is organizational structure in assessing technology 

adoption rate and that banks that are more centralized with more branches tend to 

implement innovations earlier.    Frei, Harker, and Hunter (2000) find that banks that 

invest in IT labor, i.e., employees that specialize in IT hardware or software are more 

efficient than banks that did not.  The experience of banking organizations is consistent 

with the experience of non-bank organizations, hence, the decisions to implement a new 

technology needs to take into consideration the existing information systems architecture, 

business operating environment, and support capabilities of the organization.   

 

Banks are using Internet or electronic banking as a means to open up new markets and 

distribution channels for their services and to increase choice and convenience for its 

customers.  However, the penetration of Internet banking has had the effect of reducing 

the sunk costs for market entry, increasing banking market contestability, and yielding 

more favorable prices for customers (Corvoisier and Gropp, 2001).  Interestingly, in a 

study on the performance of Internet-based banks, DeYoung (2005) finds that Internet-

only start up banks are substantially less profitable than branching bank startups, 

however, so called “brick and click” banks that incorporate Internet banking as an 

optional distribution channel are more profitable than those that do not.  Furst (2002), in a 

study comparing banks that employed a hybrid Internet model versus the more traditional 

branch banking model, finds that banks that offer Internet banking as an optional 

distribution channel tend to outperform more traditional banking counterparts that rely on 
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branch banking to enhance its distribution channels.  Again, these results are generally 

consistent with studies of Internet-based businesses and hybrids in other industries.  

However, a contributing factor unique to the banking industry may be that Internet-only 

banks are subject to relatively more-stringent regulatory capital standards and, hence, are 

required to hold more equitable capital than traditional banks to fund rapid expected asset 

growth.  Internet banks are also found to be better suited for transactions lending 

(mortgage loans, auto loans and credit card loans), as opposed to relationship lending 

(small business loans or farm loans), where customers apply for loans online and risk is 

assessed via credit scoring models (DeYoung, 2005).  Moving away from the controlled 

access and security features of closed information systems and networks into the realm of 

the Internet for offering electronic banking and conducting high-value interorganizational 

e-commerce with business partners has inherent, increased security risks.  Hence, my 

analysis suggests that the level of electronic banking positively affects security 

technology adoption.   

 

Bank Security 

Research conducted by Ma (2004) finds that organizations tend to cluster into two 

distinct types which the researcher labeled as medium information-sensitive 

organizations and high information-sensitive organizations, respectively.  High 

information-sensitive organizations include financial institutions, insurance, healthcare 

and government organizations and tend to operate under a number of regulatory statues 

addressing information security and privacy requirements.  In addition, high information-

sensitive organizations are generally larger in terms of number of computer users, and 
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have older, more experienced information security professionals compared to the medium 

information-sensitive organizations (Ma, 2004).  One research study indicates that the 

financial services sector as a whole demonstrated a marked difference in its awareness of 

information security, implementation of policy and protective measures, and posits that 

the need to maintain customer confidence, corporate credibility and the integrity of 

valuable business information assets are key drivers (Mitchell, Marcella and Baxter, 

1999).  My analysis suggests that domestic banks operate as high-information sensitive 

organizations and hence would be expected to be at the high-end of information security 

awareness and technology adoption.  Further, a number of banking organizations 

outsource their information systems operations and/or their information security 

functions.  It would be expected that banks that outsource their security functions may be 

better positioned to more quickly adopt complex security technologies.  Table 9 provides 

a summary of some of the main ideas culled from meta-analysis of banking organization 

research.      

 

Author Main Idea 

DeYoung & Hunter 
(2003) 

Suggests that banks have to compete vigorously by offering customers increased 
choice and convenience  

Dewan & Seidmann 
(2001); Holland & 
Westwood (2001) 

Predicts further polarization of the banking industry into very large banks and 
small niche banks  

Dewan & Seidmann 
(2001); Holland & 
Westwood ( 2001); 
Southard & Siau 
(2004); Demsetz & 
Stahan (1997; Sullivan 
(2001) 

Segments the banking industry into two-tiered classification using the benchmark 
dividing line of $1 billion in total assets to differentiate small and large banks  

Triplett & Bosworth 
(2002) 

Classifies the Depository and Non-depository Financial Institution sector as the 
most IT-intensive industry in the US when measured by the ratio of computer 
equipment and software to value added 
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Berger (2003) Suggests that banks have adopted complex financial technologies and financial 
instruments, and are dependent on sophisticated information systems to collect, 
process, disseminate, and evaluate financial data. 

Schumpeter (1950) Posits that larger firms, in general, tend to be more innovative due to economies 
of scale and their ability to pool risks 

Nickerson & Sullivan 
(2002) 

Suggests that banks are more likely to be early adopters of new technology when 
they are strategically larger than their rivals, and when uncertainty about the 
demand for services produced with the new technology is low 

Akhavein, Frame & 
White (2005) 

Suggests that size is not as much an indicator as is organizational structure in 
assessing the technology adoption rate and that banks that are more centralized 
with more branches tend to implement innovations earlier 

Frei, Harker & Hunter 
(2000) 

Finds that banks that invest in IT labor, i.e., employees that specialize in IT 
hardware or software are more efficient than banks that did not 

Corvoisier & Gropp 
(2001) 

Suggests that the penetration of Internet banking has had the effect of reducing 
the sunk costs for market entry, increasing banking market contestability, and 
yielding more favorable prices for customers  

DeYoung (2005) Finds that Internet-only start up banks are substantially less profitable than 
branching bank startups, however, so called “brick and click” banks that 
incorporate Internet banking as an optional distribution channel are more 
profitable than those that do not 

Furst (2002) Finds that banks that offer Internet banking as an optional distribution channel 
tend to outperform more traditional banking counterparts that rely on branch 
banking to enhance its distribution channels 

Ma (2004) Finds that organizations tend to cluster into two distinct types which the 
researcher labeled as medium information-sensitive organizations and high 
information-sensitive organizations  

Ma (2004) Finds that high information-sensitive organizations are generally larger in terms 
of number of computer users, and have older, more experienced information 
security professionals compared to the medium information-sensitive 
organizations 

Mitchell, Marcella & 
Baxter (1999) 

Finds that the financial services sector as a whole demonstrated a marked 
difference in its awareness of information security, implementation of policy and 
protective measures, and posits that the need to maintain customer confidence, 
corporate credibility and the integrity of valuable business information assets are 
key drivers  

 

Table 8 Summary of Banking Organization Research 
 

Implications for Security Technology Adoption in Banking Organizations 

Organizations process information to reduce uncertainty and increase organizational 

effectiveness.  Organization task environments are shown to be sources of uncertainty 

and environmental influences affect information systems requirements, information 
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systems success, and technology structure.  For instance, the presence of 

interorganizational systems that open up the potential for external attacks from hackers or 

others, in conjunction, with competitors, regulators, and market forces drive the need for 

a proactive approach to address security protection of information assets. Organizations 

employ a risk management approach to identify, assess, and mitigate potential threats. 

Risks to banking organizations stem from the potential for both direct and indirect 

consequences of suffering harm or loss due to security breaches.  The cost of a breach 

can be significant and hard to repair in terms of damage to the banking organizations 

operations, reputation, credibility, and trust.  These costs justify the need to adopt new, 

innovative security technologies, particularly as banks seek to provide increased secure 

access to bank services over the Internet.  General regulatory guidelines, which provide a 

base of security controls, are not expected to spur security adoption for most banks, but 

do put in place a minimum expected level of controls that can be reviewed for 

compliance.   

 

Organizational readiness for security technology adoption is shown to be a function of 

their security capabilities.  It is expected that banking organizations with a strong 

organizational learning culture are better positioned to meet the challenges to a 

dynamically changing security threat environment through adoption of new, complex 

security technologies.  Further, the size and structure of the banking organization may be 

indicative of the types of innovative technologies they may be willing to adopt.  Banks 

are high-information sensitive operating in the most IT-intensive industry in the United 
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States.  Hence, banks would be expected to be at the high end of information security 

awareness and technology adoption.   

 

Security Technology  

Security Technology Research 

Pfleeger (1997) suggests that information security consists of three types of controls 

including confidentiality, integrity and availability.  Confidentiality refers to limiting the 

ability to view data or execute certain processes to authorized parties.  Integrity requires 

that only authorized parties can modify code and data, and then only in authorized ways.  

Availability requires that authorized parties have access to the data when needed.  

Banking organizations in their role as financial intermediaries, collect, process, and store 

a significant amount of sensitive financial and personal information.  The ability to access 

the information in support of business activities and protect the information from 

unauthorized activities including theft, exposure, misuse, and modification are essential 

to the bank’s business processes and are necessary to develop and maintain customer 

trust.     

 

There have been dramatic improvements in security technology over the last 30 years; 

however, widespread adoption of these technologies to secure information assets, 

electronic commerce and other applications has been lagging.  Gong and Sandhu (2000) 

indicate that this is a source of frustration among the computer security research 

community as there appears to be a large gap between state-of-the art security research 

and state-of-the-art security practice.  Some of this phenomenon may be attributable to 
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the need for new security technologies to undergo intensive and extensive evaluation 

periods during which the security community, hackers, and others try to break or 

circumvent the technology to validate its robustness.  Consistent with research on user led 

innovations, many of the better web-related security innovations evolve from open-

source software communities where code is posted and made available for security 

professionals, hackers, and users to view, download, attempt to thwart, and post 

improvements (von Hippel, 2001).   As the researchers point out, although asymmetric 

public key technology has been in existence since 1976, it was not until the early 1990s 

that PKI technology found its way into a broadly distributed product like Netscape’s 

Secure Sockets Layer (SSL).  SSL uses public-key cryptography for key distribution and 

authentication in conjunction with symmetric cryptography for data encryption and 

integrity.  Today, SSL is one of the most widely used and trusted protocols on the 

Internet securing e-mail, on-line banking, stock trading, and business to consumer 

electronic commerce (Gupta, Millard, Fung, Zhu, Gura, Eberle, Shantz, 2005).  

Nonetheless, broad based adoption of public key infrastructures by organizations for 

securing more heavy duty business to business transaction-oriented processing using a 

centralized certificate authority to date has been lacking (Carayannis and Turner, 2006). 

 

Information Security Standards 

A means for quantifiably measuring information security in organizations has been an 

objective of researchers and practitioners for years and yet remains elusive (Ma and 

Pearson, 2005).  The development of standards addressing information security began in 

the 1970s focusing primarily on government and banking, and largely geared towards the 
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standardization of architectures, protocols, and mechanisms to facilitate interoperability 

between various security vendor products (Ford, 1994).  In 1983, the US Department of 

Defense issued one of the first series of information security standards entitled “Trusted 

Computer Security Evaluation Criteria” and commonly referred to as the Orange Book 

standards.  Other security standards have been developed by standards making bodies 

such as the American National Standards Institute (ANSI), International Organization for 

Standardization (ISO), International Electrotechnical Commission (IEC), and the Joint 

Technical Committee on Information Technology (JTCIT) and these standards have 

focused mainly on data encryption and security techniques,.  Within the banking industry, 

the ANSI X9 and the ISO Technical Committee (TC) 68 on banking and financial 

services have provided the major banking security standards mostly focusing on 

protocols for message authentication, encryption, key management, and sign-on 

authentication (Ford, 1994).     

 

Information security standards provide a potential measuring stick for the evaluation of 

information security in organizations; however, standards focused on organizations have 

primarily addressed organizational policies.  One of the most widely used standards, 

ISO/IEC 17799 (formerly the BS7799 standard), provides ten “best practice” controls and 

procedures to achieve information security management in modern organizations.  Ma 

and Pearson (2005) attempted to empirically validate the standard and found that seven of 

the ten original dimensions were confirmed and derived an eighth dimension.  These 

eight dimensions address information security policy, organizational security, asset 

classification and control, business continuity planning, system access control, system 
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development and maintenance, communications and operations management, and 

external or business partner.  In addition to the ISO/IEC 17799 standards, a security 

engineering capability maturity model (SSE-CMM) has been created.  The SSE-CMM 

provides a framework for assessing the security of organizations into five capability 

maturity levels based on 60 best practices for security under 11 security process areas and 

11 project and organizational practices.  The SSE-CMM is derived from the concept of 

the Capability Maturity Model (CMM) for software development and although a number 

of empirical studies support the notion that system development performance 

improvements can be attained by moving from the initial to higher levels of the CMM for 

software development, no similar studies currently exist for the SSE-CMM (Herbsleb, 

Zubrow, Goldenson, Hayes and Paulk, 1999; Hayes and Zubrow, 1995).  Baskerville and 

Siponen (2002) advocate the use of an information security meta-policy that addresses 

how organizational information security policies are created, implemented and enforced.  

The meta-policy approach proposes that organizations identify and classify security 

objects, which are defined as the security relevant assets of an organization, and security 

subjects, defined as the different entities that operate on, or are associated with the 

security objects and assets.  This classification process is then used to determine the type 

of access to the security objects that particular subjects need.  The meta-policy approach 

also addresses the process for designing, implementing and testing security policies 

taking into account specific organizational requirements.  The process of identification 

and classification of security objects and subjects parallels the more traditional 

organizational risk analysis (identification) and risk assessment (determination of an 
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organizations exposure to risk) processes employed by most organizations (Gallegos, 

Richardson and Borthick, 1987).   

 

Review of the literature reveals only one current standard that specifically address a 

measurement of the functionality of security technology products.  The ISO/IEC 15408 

or the Common Criteria (CC) is a model developed by the international security 

community to standardize evaluation and comparison of all security products (Liu and 

Silverman, 2001).  A significant concern with the CC standard, however, is its objectivity 

since the assessments and evaluations are made by a commercial facility paid for by the 

security technology vendor (Anderson, 2001).  In addition to the fact that no testing of 

information security measures is done by an independent body, another issue is that the 

results of effectiveness testing done by vendors and their contractors are rarely published 

(Blakley, McDermott and Greer, 2002).   

 

Ryan (2004) conducted empirical research on small business use of security practices and 

tools using a survey instrument that offers a plausible means of quantifying security 

technology adoption in organizations.  This instrument examines the number and type of 

various security controls that organizations adopt.  Findings from the research suggests 

that restrictive access control practices work to reduce security problems and the use of 

security tools correlates to a higher incident rate of security problems.  This may simply 

infer that small businesses that experience security problems are more likely to invest in 

security tools and control mechanisms or that, due to the implementation of tools, small 

businesses are more likely to be aware of security incidents.   
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Gong and Sandhu (2000) suggest that three characteristics of security technology 

innovation support its commercial adoption including deployability, orientation towards 

solving a problem, and suitability for the Internet environment.  Although the 

deployability construct is not extensively elaborated on in their research, analysis 

suggests that technological and operational complexity are key factors affecting a 

security technology’s deployability and that these factors are consistent with the 

complexity construct suggested by Kwon and Zmud (1990) in their information 

technology implementation model.  Similarly, my analysis indicates that the 

compatibility between organizational security requirements and security technology 

characteristics affect security technology adoption.  Table 10 provides a summary of 

some of the main ideas culled from meta-analysis of banking organization research.      

       

Author Main Idea 

Pfleeger (1997) Suggests that information security consists of three types of controls including 
confidentiality, integrity and availability 

Gong & Sandhu 
(2000) 

Indicate that there appears to be a large gap between state-of-the art security 
research and state-of-the-art security practice  

Von Hippel (2001) Define user led innovations as innovations that evolve from open-source software 
communities where code is posted and made available for review and comment 
and users are able to post improvements 

Ma & Pearson (2005) Acknowledge that a means for quantifiably measuring information security in 
organizations has been an objective of researchers and practitioners for years and 
yet remains elusive  

Ford (1994) Indicates that the development of information security standards began in the 
1970s focusing primarily on government and banking, and largely geared 
towards the standardization of architectures, protocols, and mechanisms to 
facilitate interoperability between various security vendor products  

Liu and Silverman 
(2001) 

Indicate that the ISO/IEC 15408 or the Common Criteria (CC) standard is one of 
the only models developed by the international security community to 
standardize evaluation and comparison of all security products  

Blakley, McDermott & 
Greer (2002).   

Suggests that a significant concern with the CC standard is its objectivity since 
the assessments and evaluations are made by a commercial facility paid for by 
the security technology vendors with no independent testing and rare publishing 
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of results  

Gong and Sandhu 
(2000) 

Suggest that three characteristics of security technology innovation support its 
commercial adoption including deployability, orientation towards solving a 
problem, and suitability for the Internet environment. 

Akhavein, Frame & 
White (2005) 

Suggest that size is not as much an indicator as is organizational structure in 
assessing the technology adoption rate and that banks that are more centralized 
with more branches tend to implement innovations earlier 

Frei, Harker & Hunter 
(2000) 

Find that banks that invest in IT labor, i.e., employees that specialize in IT 
hardware or software are more efficient than banks that did not 

Corvoisier & Gropp 
(2001) 

Suggest that the penetration of Internet banking has had the effect of reducing the 
sunk costs for market entry, increasing banking market contestability, and 
yielding more favorable prices for customers  

DeYoung (2005) Finds that Internet-only start up banks are substantially less profitable than 
branching bank startups, however, so called “brick and click” banks that 
incorporate Internet banking as an optional distribution channel are more 
profitable than those that do not 

Furst (2002) Finds that banks that offer Internet banking as an optional distribution channel 
tend to outperform more traditional banking counterparts that rely on branch 
banking to enhance its distribution channels 

Ma (2004) Finds that organizations tend to cluster into two distinct types which the 
researcher labeled as medium information-sensitive organizations and high 
information-sensitive organizations  

Ma (2004) Finds that high information-sensitive organizations are generally larger in terms 
of number of computer users, and have older, more experienced information 
security professionals compared to the medium information-sensitive 
organizations 

Mitchell, Marcella & 
Baxter (1999) 

Finds that the financial services sector as a whole demonstrated a marked 
difference in its awareness of information security, implementation of policy and 
protective measures, and posits that the need to maintain customer confidence, 
corporate credibility and the integrity of valuable business information assets are 
key drivers  

 

Table 9 Summary of Security Technology Research 

 

Compatibility and Complexity 

Complexity and compatibility influence security technology adoption in banking 

organizations.  The issue of compatibility or fit between an organization and its 

technology is grounded in organizational and strategic management research (Lawrence 

and Lorsch, 1967; Thompson, 1967; Galbraith and Nathanson, 1979; Miles and Snow, 

1984: Drazin and Van de Ven, 1985; Venkatraman, 1989; Miller, 1991).  Fit is also an 
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important component in information systems adoption research (Gordon and Miller, 

1976; Ewusi-Mensah, 1981; Ein-Dor and Segev, 1982; Daft et al, 1987; Leifer, 1988; 

Iivari, 1992; Raymond et al, 1994; Goodhue and Thompson, 1995; Zigurs and Buckland, 

1998).  Goodhue’s (1995) widely cited task-technology fit (TTF) model provides support 

for the importance of the compatibility of task needs to system functionality for 

improving system performance impacts.  The TTF model, however, is geared towards 

individual user performance and evaluation focusing on managerial use of organization 

information for decision-making and, thus is not directly applicable in assessing 

organization fit.  Zigurs and Buckland (1998) developed a similar theory of task-

technology fit based on attributes of task complexity and their relationship to relevant 

dimensions for group support systems technology.  There is, however, less research in the 

area of task technology fit as it relates to organizations.  In general, information systems 

requirements are based on how an organization intends to use an information system.  

While acknowledging the difficulty in measuring fit and recommending an interpretive 

approach to measurement, one study finds that the inability of systems to respond to 

changes in organizational business cases and requirements results in overall poor fit 

(Kanellis, Lycett and Paul, 1999).  Because the fit between an organization’s 

requirements and how an information technology such as security technology is used to 

address those requirements is dynamic, attempting to create an objective measure of fit or 

compatibility is difficult (Kanellis and Paul, 2005).  In general, measurement approaches 

of technology fit and compatibility are dependent on a respondent’s perception (Kanellis 

et al., 1999; Ruppel, 2004).   
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The need for security technologies to be flexible enough to effectively address ever-

changing requirements generally comes at the cost of complexity.  The exponential 

increase in the speed, memory and capacity of information technologies creates new 

challenges and demands on security technologies (Mercuri, 2004).  Although, security 

technologies have traditionally been complex and difficult for organizations and 

individuals to configure and effectively use, research into usability as it relates to security 

systems is a relatively recent phenomenon.  Zurko and Simon (1996) are one of the first 

researchers to advocate the goal of user-centered design of security technologies that 

would take into consideration user needs as the primary motivator in designing security 

technologies.  Adams and Sasse (1999) in an empirical study of user behaviors and 

perceptions relating to password systems identify four major factors influencing effective 

usage including: 1) the need to maintain multiple passwords; 2) lack of knowledge of 

secure password content; 3) perceived compatibility with work practices; and 4) 

perceptions of organizational security and information sensitivity.  The research suggests 

that although top-down management support in the form of increased communications, 

awareness and threats of punishment is used to motivate users to practice effective 

security management, users may circumvent these practices unless the security 

technology is compatible with work practices, organizational strategies, and usability.  

Taking into consideration the proliferation of mobile computing devices, Smetters and 

Grinter (2002), while advocating the integration of security into applications, 

acknowledge that it may be more effective to provide a security service that can be 

packaged into flexible, reusable components as part of a common infrastructure that can 

be used by many diverse applications.   
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The importance of complexity is widely acknowledged as a primary adoption factor 

across many innovation and technology acceptance research streams (Rogers, 2003; 

Cooper and Zmud, 1990).  My analysis of the literature and practical experience, suggests 

posit that complexity is not solely a function of the technology complexity which 

mediates task complexity as shown in the IT implementation model, but instead is a 

function of the interplay between the security technology characteristics and 

organizational security capabilities.  To demonstrate the feasibility of this proposition, 

examine the case of a small child reading at the kindergarten level.  In the eyes of this 

child, reading a newspaper would be viewed as a complex endeavor due to their 

relatively low reading capabilities, while someone who has average adult reading 

capabilities would view the task of reading a newspaper as far less complex.  Hence, as 

an enhancement to the overall Cooper and Zmud (1990) framework, it is suggested that 

the extent that complexity affects security technology adoption would be a function of 

both the capability of the organization and the characteristics of the security technology.  

Further, both the compatibility of a security technology to organizational requirements 

and the complexity of a security technology relative to an organization’s capabilities are 

perceived notions, and hence should be determined through organizational perception.   

Table 11 provides a summary of some of the main ideas culled from meta-analysis of 

compatibility and complexity research.        

 

Author Main Idea 

Lawrence & Lorsch 
(1967); Thompson 
(1967); Galbraith & 
Nathanson (1979); 

Suggest that the compatibility or fit between an organization and its technology is 
grounded in organizational and strategic management research and is shown to be 
an important component in information systems acceptance and adoption 
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Miles & Snow (1984): 
Drazin & Van de Ven 
(1985; Venkatraman 
(1989); Miller (1991) 
Gordon & Miller 
(1976); Ewusi-Mensah 
(1981); Ein-Dor & 
Segev (1982; Daft, 
Lengel & Trevino 
(1987); Leifer (1988); 
Iivari (1992); 
Raymond, Pare & 
Bergeron (1994); 
Goodhue & Thompson 
(1995); Zigurs & 
Buckland (1998) 

research 

Kanellis, Lycett & 
Paul (1999) 

Finds that the inability of systems to respond to changes in organizational 
business cases and requirements results in overall poor fit  

Kanellis & Paul 
(2005); Kanellis, 
Lycett & Paul (1999); 
Ruppel (2004)  

Suggests that attempting to create an objective measure of organizational fit or 
compatibility with an information technology is difficult and measurement 
approaches of technology fit and compatibility tend be dependent on respondent 
perception   

Mercuri (2004) Indicates that the exponential increase in the speed, memory and capacity of 
information technologies has created new challenges and demands on security 
technologies driving complexity 

Zurko & Simon (1996) Advocates the goal of user-centered design of security technologies that take into 
consideration user needs as the primary motivator in designing security 
technologies to address compatibility 

Adams & Sasse (1999) Identifies four major factors influencing effective password usage including: 1) 
the need to maintain multiple passwords; 2) lack of knowledge of secure 
password content; 3) perceived compatibility with work practices; and 4) 
perceptions of organizational security and information sensitivity 

Smetters & Grinter 
(2002) 

Advocates the integration of security into applications while acknowledge that it 
may be more effective to provide a packaged security service as part of a 
common infrastructure that can be used by many diverse applications 

Rogers (2003); Cooper 
& Zmud (1990) 

Indicates that complexity is widely acknowledged as a primary adoption factor 
across many innovation and technology acceptance research streams  

 

Table 10 Summary of Compatibility and Complexity Research  

 
 
Implications for Security Technology Adoption in Banking Organizations 

IT security is not a “one-size-fits-all” proposition as each organization needs to determine 

which security technologies meet its requirements based on a complex mixture of 

organizational and technological factors.  The appropriate level of security protection 
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should be based on organizational requirements as determined by an assessment of the 

risk of intrusion and the value of assets, in conjunction with an assessment of 

organizational capabilities to effectively implement and support security infrastructures. 

My analysis indicates that characteristics of a security technology including its cost and 

complexity can be important factors affecting its adoption.  Fit between a banking 

organization’s security requirements and the security technology is essential to any 

adoption of security technology, however, there also needs to be some compatibility with 

the banking organizations support capabilities.  Organizations that have a strong existing 

knowledge and learning orientation, in conjunction, with the staffing and budgeting 

resources to manage the complexity of security technologies are in a better position to 

adopt them.  The complexity of the security technology is a function of the banking 

organizations security technology capabilities.  As such assessment of technology fit, 

compatibility, and complexity may be dependent on organizational perceptions. 

 

 

Literature Review Summary 

Meta-analysis of research into technology implementation, diffusion, and acceptance 

provides useful insight into factors affecting security technology adoption in banks.  The 

importance of the compatibility of an information technology with the needs of an 

organization and its associated tasks is shown to be a significant factor in successful 

technology implementations and hence would also affect adoption.  Kwon and Zmud 

(1987) identify factors addressed at each stage of a new technology implementation 

including characteristics of the user community, characteristics of the organization, 
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characteristics of the technology, characteristics of the task to which the technology is 

being applied, and characteristics of the organizational environment.  The results of their 

research support the notion that rational decision models are useful in explaining security 

technology adoption in banks.   

 

The Theory of Rational Action, frames organizations as entities that act rationally to 

maximize value and minimize uncertainty.  Information systems can provide an 

organization with a means to increase value and reduce uncertainty by improving the 

efficiency and effectiveness of its operational, tactical, and strategic processes.  Meta-

analysis of the literature provides support for the notion that the level of a bank’s security 

resources plays an important role in the implementation of security technologies.  

Analysis suggests that bank security capabilities are affected by the bank’s overall size, 

organizational learning characteristics, security resource levels, and top management 

support.  Support for size as a factor in security technology adoption is found universally 

across a number of organizational, banking, and security studies.   Bank security 

resources including size of the IT department and the size, diversity, and experience of 

information security staff are a primary determinant of their existing security capabilities, 

and hence interact with security technology characteristics to affect complexity.  Meta-

analysis suggests that to implement complex technologies, like security technologies, 

organizations need to overcome knowledge barriers, some of which are in the form of 

embedded and tacit knowledge.  Banking organizations that exhibit positive 

organizational learning characteristics are able to lower knowledge barriers inhibiting the 

implementation of security technology and more quickly adopt new innovative security 
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technologies.   The interaction of organizational, technological, and environmental 

theories provide a basis and conceptual framework for examining the factors affecting 

security adoption in banking organizations.   

 

Meta-analysis suggests that the perceived compatibility of organizational security 

requirements with security technology characteristics affects security technology 

adoption.  In addition, analysis suggests that the perceived complexity, as determined by 

organizational security capabilities and security technology characteristics, also affects 

security technology adoption.  Mainstream organizational and innovation literature 

support the notion that environmental uncertainty is a key variable when determining 

external factors affecting organizations and analysis confirms that in the banking industry 

a high degree of environmental uncertainty exists.  Increased interorganizational system 

use or more specifically, in today’s banking context, the level of electronic banking 

increases the exposure of a bank organization to outside influences increasing the risk of 

a security breach.  Analysis suggests that the level of electronic banking has a direct 

affect on risk and affect banking organizational security requirements.  Technology 

adoption, banking and information security literatures support the importance of risk in 

determining security requirements suggesting that a banking organization’s risk 

management position is an important component of the organization’s security 

requirements.   

  

While IT diffusion and adoption research provides a solid theoretical framework for 

examining security technology adoption, there are unique characteristics of security 
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technology that differentiate it from other information technologies.  Analysis suggests 

that information security adoption and implementation in organizations can be a complex 

endeavor due to an ever changing threat environment, the need to address security at 

multiple levels, and the lack of a direct link to organizational performance or economic 

benefit.  Organizations trying to protect important information resources are involved in a 

constant cat and mouse struggle to stay one step ahead, or in a more likely scenario, 

closely behind would-be intruders and hackers looking to exploit any information 

security vulnerabilities.  The interconnectivity of today’s custom and off-the-shelf 

application software systems make it increasingly difficult to isolate important 

information assets introducing a multitude of potential new security vulnerabilities.  

Organizations can no longer reasonably expect to be able to address their security needs 

by developing or purchasing and installing a security technology without constantly 

customizing, monitoring, and updating the technology to address a dynamically changing 

threat environment, and implementing complementary information security policies and 

procedures for appropriate application of the technology.  In addition, the “one size fits 

all” paradigm does not apply within the realm of information security technologies.  No 

single information security technology effectively addresses all levels of a particular 

organization’s security needs.  In fact, the adoption of security technologies alone cannot 

effectively secure an organization’s information assets without a complement of 

appropriate security awareness, policy implementation, and enforcement.  Organizations 

need multiple levels of information security including boundary layer security at the 

network level, compartmental layer security at the application level, and resource layer 

security at the asset level.  Further, most users within organizations do not receive direct 
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or immediate benefit or payoff from security technology adoption and implementation.  

Although a number of recent studies attempt to quantify the value of security technology 

investment and the cost of information security breaches, organizations tend to view 

security as a sort of insurance or risk-mitigation strategy versus a source of tangible 

competitive advantage.  Banking organizations adopt a risk management approach that 

involves threat analyses to estimate the probability of an information security breach, 

which is directly affected by the uncertainty of the risk environment.  Organizations 

engaged in electronic commerce (e-commerce), wherein its information systems are 

interconnected with outside entities, have higher environmental uncertainty risk than 

organizations with closed information systems due to the increased exposure to externally 

attempted security attacks.    

 

Even though direct measurement of the competitive value of information security 

technology is elusive, the concept of its importance to organizations is not.  Historically 

there has been a large gap between state-of-the art security research and state-of-the-art 

security practice.  The number of recent high profile security events including the events 

of September 11, 2001, the increased incident of publicly announced intrusions, computer 

viruses, worm attacks, and other security breaches, as well as their subsequent affect on 

stakeholders and organizational reputation, has served to bring information security to the 

forefront of organizational concerns.  As such, analysis indicates that we are likely 

beginning to witness a shrinking of the gap between security research and practice.  

Nonetheless, the complexity associated with the effective implementation of many of the 

information security technologies would seem to be a significant inhibiting dynamic 
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affecting their adoption.  As such, an organization’s knowledge and learning capabilities, 

which affect its ability to effectively install, use, and support security products, would be 

expected to positively affect new information security technology adoption.   
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This mixed methods study of security technology adoption employs both a quantitative 

approach using a survey and a qualitative methodological approach using case study 

design and methods.  This section discusses in detail the quantitative methodology 

employed.   

CHAPTER III:  QUANTITATIVE RESEARCH METHODOLOGY 

 

Methodological Overview  

The objective of the quantitative portion of this research is to test a model of security 

technology adoption through the evaluation of factors that affect its adoption in banks.  

This portion of the research is governed by post-positivists assumptions and uses a 

reductionistic approach to examine specific factors (causes) that affect (influence) the 

adoption of security technology by banks (outcomes).  In the case of the adoption of 

security technologies by banks, the proposed model creates a discrete set of hypotheses 

that are objectively tested through the collection of measures of behavior that provide 

evidence that either supports or refutes the proposed theory.   

 

To adequately formulate the research problem and the associated research questions, a 

comprehensive literature review was conducted.  Literature from a number of areas 

including diffusion of innovations, technology acceptance and adoption, information 

technology adoption and implementation, organizations, organizational learning, security, 

and banking were reviewed.  Information that provides theoretical support for the 

proposed model and its key constructs was obtained.  Based on the literature review and 

the nature of the research questions, it was determined that the evaluation of the proposed 
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security technology adoption model lends itself best to a quantitative approach to allow 

for hypotheses testing through a process of construct operationalization, instrument 

development, sample identification, survey distribution, data collection, and results 

analyses.  The hypotheses are generated directly from the proposed model based on 

information obtained from the literature review, in conjunction, with knowledge garnered 

from practical experience, observation, and discussion with subject matter experts.  The 

hypotheses are structured to predict the relationships between dependent and independent 

variables in a manner that provides information necessary to address the research 

questions.   

 

Data is collected from banks via survey instrument consisting of valid and reliable items, 

and distributed via multiple means including mail, web site, and through various banking 

and security professional organizations and affiliations.  Information gathered from the 

survey instrument allow for quantitative analyses of the data resulting in an ability to 

statistically test hypotheses and address the research questions.  To the extent possible the 

variables and instrumentation used in this study include measures for items that have 

previously been validated and shown to be reliable in other research providing the ability 

to compare results of this research with previous studies, and to support subsequent 

research to allow extension of existing knowledge.  The population for this study is 

domestic banks in the United States.  As of May 2008, there were approximately 7,800 

domestic banks chartered in the United States including a mixture of large banks (total 

assets greater than $300 million) and small banks.  The survey was distributed to over 

4000 randomly chosen domestic banks.  A combination of direct mail, e-mail, and a 
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website were used to distribute the survey and solicit responses in hopes of facilitating a 

higher response rate (Miller, 1991).  In addition, a number of banking trade associations, 

industry group websites, and professional contacts were utilized in attempt to achieve a 

sample size sufficient to support statistical analyses and generalization to the population 

of banks in the US.   

 

Research Model 

The proposed security technology adoption model is derived from synthesis of relevant 

literature.  The Cooper and Zmud (1990) information technology implementation model 

provides the theoretical framework for the proposed model suggesting that the 

compatibility of task characteristics with technology characteristics positively affect IT 

implementation adoption, and task complexity as mediated by technology complexity 

negatively affect IT implementation.  The Cooper and Zmud study, however, is 

conducted in the context of material requirements planning systems in support of 

manufacturing firms and hence the conceptualization of the variables is tied to that 

specific context.  Although, there is a similarity in the general overall constructs, the 

literature on security and banking organizations support the use of different variables 

more closely tied to the context of security technologies and banking organizations.  In 

addition, the literature on organizational learning and sensemaking support the need to 

extend the original manifestation of the complexity construct to account for the role that 

learning orientation plays in the security technology adoption decision.   
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The proposed research model further enhances the IT implementation model by 

supporting the notion that complexity is a function of security technology characteristics 

and organizational security capabilities.  Figure 7 provides a schematic of the model.          

 

Organizational
Security Task
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adoption
- risk management
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Security Technology
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Figure 7 Proposed Security Technology Adoption Research Model 
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Research Hypotheses 

The proposed security technology adoption research model, which is derived and 

supported based on a meta-analysis of relevant literature, suggests the following 

hypotheses.   

 

The importance of compatibility between the tasks to which the technology is being 

applied receives broad support across a number of researchers (Kwon and Zmud, 1987; 

Cooper and Zmud. 1990; Ramamurthy et al, 1999).  Consistent with Kwon and Zmud’s 

(1987) original conceptualization, the literature supports the contextual substitution of 

task characteristic with bank organizational security task requirements (Cooper and 

Zmud, 1990).  It is posited that a bank’s organizational security task requirements 

compatibility with security technology characteristics affect security technology 

adoption.   

H1: Bank organizational security requirements and security technology 

characteristics affect compatibility. 

 

H2:  The compatibility of bank organizational security requirements with 

security technology characteristics positively affects security technology 

adoption. 

 

The research model further enhances the Cooper and Zmud (1990) IT implementation 

model by supporting the notion that complexity is a function of the interaction between 

the security technology characteristics and organizational security capabilities.  
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Complexity is shown in a number of innovation studies to affect technology adoption 

(Rogers, 2003; Tornatzky and Klein, 1982; Kwon and Zmud, 1987).  It is posited that 

bank security capabilities and security technology characteristics affect complexity which 

then negatively affects security technology adoption. 

H3: Bank organizational security capabilities and security technology 

characteristics affect complexity. 

   

H4: Complexity as affected by bank security capabilities and the 

characteristics of security technology negatively affects security 

technology adoption.   

 

 

Research Design Strategy 

The quantitative portion of the research study develops a security technology adoption 

model and statistically tests the ability of the model to effectively capture the key factors 

of the adoption process.  Within the total population of approximately 7.800 banks 

chartered in the United States, a survey design is employed to obtain data.  The survey 

method of data collection is chosen due to its ability to gather consistent information 

from a cross section of respondents over a geographically diverse region in a relatively 

quick, efficient, and structured fashion (Creswell, 2003).  The survey is in the form of a 

structured questionnaire designed to gather data to support research objectives using valid 

instruments.  Survey questions are packaged in a fashion that is intended to be compact, 

easy to understand, and easy to complete by respondents.  The survey is self-administered 
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and designed to solicit information not generally available in the public domain and 

needed to address the research questions.  The target recipients of the survey are persons 

most knowledgeable about the organization’s information security technology adoption 

practices including the Chief Information Officer (CIO), Chief Information Security 

Officer (CISO), or Information Security Manager at the bank.  Although it is necessary to 

survey individuals, the instrument is designed to solicit information regarding the overall 

banking organization’s security technology adoption behavior.   Information collected via 

survey is supplemented with publicly available financial, structure, and web site 

information, where possible.   

 

The banks receiving the survey are randomly selected to ensure a sample that is a cross-

section of the population of banks in terms of key banking demographic characteristics 

including location, bank size, and target market (commercial versus retail).  A 

representative sample of domestic banking organizations is chosen such that it will be 

possible to generalize findings from this sample to the entire banking population and 

make inferences regarding bank security technology adoption behavior in banking 

organizations (Babbie, 1995).  The survey is distributed using a combination of direct 

mail containing a solicitation letter, consent form, and paper-based survey or via direct 

and electronically mailed solicitations inviting recipients to use their browser to enter a 

supplied uniform resource locator (URL) to link to a web-based version of the survey.  

The two methods were employed to take advantage of the strengths of each data 

collection procedure and to give respondents the convenience of choice in anticipation 
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that this would help to increase the response rates.  The target response rate for this study 

was 10 percent or better.   

 

Sampling 

A single stage sampling procedure is used based on random sampling within the 

population to ensure that the sample is representative of the overall banking population 

(Babbie, 2001).  The procedure consisted of generating a list of total population of all 

7,800 domestic banks, assigning a unique number to each, and using a random number 

generator to select each bank to be included in the sample.  Banking organizations 

selected via this sampling procedure were sent solicitations asking them to participate in 

the study.          

 

Data Collection  

The survey instrument used in this research is a questionnaire assembled primarily from 

components of previously validated and used instruments.  The questionnaire consists of 

50 individual questions and is designed to be relatively brief with a goal that the survey 

information can be completed by a respondent within 15 minutes.  Survey questions are 

designed to supplement bank financial and structure information readily available in the 

public domain.  Where possible, measures previously found to be reliable and valid were 

reused to allow for the potential for subsequent comparative statistical analyses based on 

data from other research.  The survey is closed-ended with responses to questions limited 

to nominal, categorical, or seven-point Likert scale data points.   
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Initially, 1000 packages were mailed directly to the CIOs of the banking organizations 

identified in my sample.  Each package consisted of a personalized cover letter with a 

handwritten signature that explained the purpose of the survey and requested their 

participation, a pre-addressed stamped envelope, the consent form, and survey.  In 

addition, a short solicitation was sent via electronic mail to another approximately 1000 

randomly selected banks also requesting their participation in the study.  E-mailed 

respondents interested in participating were given the option of completing a paper-based 

or web-based survey instrument.  The web-based option could be chosen by clicking on a 

link to the site embedded in the e-mail message.  If requesting the paper-based survey 

option, the survey and consent form were direct mailed including a personalized cover 

letter with handwritten signature and preaddressed return envelop with postage.  

Approximately two weeks after the initial solicitations, a follow-up reminder message 

was e-mailed to all respondents that failed to indicate whether they were interest in 

participating in the study.  After approximately six weeks with very low response rates, 

an additional 1000 surveys and consent forms were direct mailed to another set of 

randomly selected banking organization and their senior executives.  In addition, another 

1000 banks randomly selected from the pool of previously unsolicited banks were sent 

solicitations via electronic mail using the process as described above.  These were 

followed up with another 1000 direct mailed survey and consent forms sent out 

approximately four weeks later to previously emailed recipients.  After a number of 

weeks when the data collection procedures did not yield the 100-200 response sample 

size desired, the researcher sought assistance from banking trade and professional 
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associations using professional contacts.  Specifically, contact was made at the American 

Bankers Association (ABA), Independent Community Bankers Association (ICBA), and 

the Urban Financial Services Coalition (UFSC) to solicit sponsorship of the research 

study.  The ICBA declined to participate, however, the ABA and UFSC agreed to 

forward my solicitation and survey to select banking organizations.  In addition, another 

500 banks randomly selected from the pool of previously unsolicited banks were sent 

solicitations via electronic mail using the process described above.  The data collection 

process was expected to be conducted within an eight week period, however after six 

months only 35 banks had submitted survey responses.  The researcher followed up with 

phone calls to approximately 100 of the banks previously sent solicitations encouraging 

participation.  A number of banks verbally declined to participate citing various reasons 

including a general reluctance to disclose security practices to outside persons, non-

availability of knowledgeable personnel to answer the survey, and a saturation of other 

survey requests.  The follow-up phone calls and assistance from the ABA and USFC 

generated another 7 survey responses, resulting in a total of 42 completed surveys, a 

response rate of approximately one percent.      

 

Construct Operationalization 

The research model posits that the perceived compatibility of organizational security 

requirements with security technology characteristics positively affects security 

technology adoption and that perceived complexity, as determined by organizational 

security capabilities and security technology characteristics, negatively affect security 

technology adoption.  The focus of my research is on banking organizations and, hence, 
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contextual variables used to measure the constructs of bank organization security 

requirements and bank organizational security capabilities are derived from the literature 

appropriate for banking organizations.  The following briefly explains how each construct 

has been operationalized into measurable variables and the source and context of the 

various survey instrument items. 

 

The research model’s bank security requirements are measured using a mixture of 

theoretically supported factors.  Specifically, the variables level of internet adoption, risk 

management position, and perceived risk are used to provide a measure of the bank 

security requirement construct.  Mainstream organizational and innovation literature also 

support the notion that environmental uncertainty is a key variable when determining 

external factors affecting organizations; however, this research assumes that 

environmental uncertainty is constant across banking organizations, and hence, would not 

add to the predictive capabilities of the proposed model (Thompson, 1967; Lawrence and 

Lorsch, 1967).  The level of Internet adoption is a measure of interorganizational system 

usage which has been shown to be a factor in increasing the exposure of a bank 

organization to outside influences and hence increase the risk of a security breach 

(Chaudhury and Kuilboer, 2002; Gubhaxani and Whang, 1991).  Hence, the level of 

Internet adoption is included as a component of a banking organization’s security 

requirements.  Technology adoption, banking and information security literatures support 

the importance of risk in determining security requirements (Rogers, 2003; Courchane et 

al, 2002; Ruhe and Greer, 2003).  Risk is by definition a perceptual measure based on an 

Bank Security Requirements 
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organizations assessment and analysis of perceived potential threat scenarios 

(Baskerville, 1993; Miller and Engemann, 1996).  Perceived measures of risk have been 

used in a number of studies and respondents are asked to provide an assessment of the 

organizational security risk (Barki et al, 2001; Schmidt et al, 2001; Smith et al, 2001).  A 

banking organization’s risk management position is a measure of how the organization 

addresses risk and is an important component of the organization’s security requirements 

(Grover and Goslar, 1993).  For the purposes of this data analysis, the bank 

organizational task security requirements construct are determined by level of Internet 

adoption, perceived risk, and risk management position variables.     

  

Level of Internet Adoption 

The level of Internet adoption is a self-reported measure of the level that an organization 

uses the Internet to engage in electronic commerce (e-commerce) either with business 

organizations or directly with consumers, as is the case in Internet banking.  Teo and Pian 

(2003) developed a 5 level ordinal scale of Internet adoption that is employed as part of 

the survey instrument.  Where possible, an independent evaluation of the respondent’s 

web site was conducted to confirm that the self-reported level of Internet adoption was 

consistent with the respondent’s web site functional characteristics.     

 

Perceived Risk  

Perceived risk is measured via the extent of respondent perceived overall information 

security risks at the banking organization.  The overall information security risk is a 

perceptual measure generated through various assessment processes employed at each 
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individual banking organization and reported by each respondent in response to a single 

question concerning their perceived risk.  

 

Risk Management Position 

Risk management position is a validated and reliable measure previously used by Grover 

and Goslar (1993) to effectively determine an organization’s risk taking disposition as a 

component of organizational factors affecting adoption.  The previously validated item 

used in their study is used as a measure of risk management for this study. 

 

Bank security capabilities are determined using the variables of organizational learning 

orientation, top management support, and size.  Organizational learning literature support 

the notion that banks with a learning culture have embedded processes for more adeptly 

learning new security technologies including the ability to scan for problems, 

opportunities, and solutions, and hence this construct was hypothesized to positively 

affect security technology adoption (March, 1991; Nambisan and Wang, 1999).  This 

implies that banking organizations with a strong learning orientation are better positioned 

to adopt more complex security technologies.  It is proposed that a bank’s organizational 

learning orientation is a factor in determining a banking organization’s security 

capabilities.  The literature provides support for the notion that top management support 

plays an important role in the implementation of information technologies (Grover and 

Goslar, 1993; Briney and Prince, 2002).  Hence a measure of top management support is 

included as part of an overall determination of bank security capabilities.  Support for 

Bank Security Capabilities 
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size as a factor in security technology adoption is found universally across a number of 

organizational, banking, and security studies (Schumpeter, 1950; Courchane et al, 2002; 

Southard and Siau, 2004; Briney and Prince, 2002).  As a result of theoretical and 

practical considerations, a number of individual measures of size are obtained as 

responses to survey items measured on ordinal scales including number of information 

systems employees, annual information systems budget, number of information security 

employees, percentage of information systems budget used for information security, and 

number of networked workstations.   

 

Learning Orientation 

Learning orientation is measured using a reliable instrument previously validated and 

employed by organizational researchers to evaluate learning orientation affects on 

organizational performance (Baker and Sinkula, 1999).    

 

Size 

Size is measured as a combination of items including number of workstations, number of 

IT staff, and IT budget (Briney and Prince, 2002)   

 

The constructs of complexity for each of the proposed security technologies is measured 

based on their perceived values from respondents.  The perceived measures for each 

independent information security technologies are aggregated and normalized to provide 

an overall measure of perceived complexity.  The use of perceived measures for 

Complexity 
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complexity is common throughout literature and is justified as a means of capturing the 

effect of complexity on security technology adoption in banks (Grover, 1993; Marshall, 

Rainer and Morris, 2003).     

 

The dependent variable is measured based on self-reported usage of individual types of 

security tools.  A number of researchers have previously used this approach for 

measuring the adoption of information technologies.  Grover and Grosler (1993) applied 

this technique when studying adoption of telecommunications technology and Ryan 

(2003) also used a similar approach for measuring security technology use.  The selection 

of specific security technologies for which adoption is measured is derived from 

discussions with security technology subject matter experts, and relies on their expert 

knowledge of the security technology capabilities.  The collected data is aggregated to 

Compatibility 

The constructs of compatibility are measured based on perceived values from 

respondents.  The perceived measures for each independent information security 

technologies are aggregated and normalized to provide an overall measure of security 

technology compatibility.  The use of perceived measures for compatibility is common 

throughout literature and is justified as a means of capturing the affect of compatibility on 

security technology adoption in banks (Moore and Benbasat, 1991; Oh, Ahn and Kim, 

2003).   

 

Security Technology Adoption 
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ascertain support for the research model and disaggregated to allow for additional 

analyses.    

 

Table 11 provides the final construct table used in the model analysis including variable 

names, number of items per variable, number of response categories, and where 

applicable the source of the measure.  The mean of all aggregated variables is used as a 

measure of each construct.   
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Construct Measure/Variable # of Items # of 
Categories 

Source 

Organizational 
Security 
Requirements 

Internet Adoption Level 1 5 (Teo & Pian, 
2003) 

Risk Management 4 7 (Grover, 
1993) 

Perceived Risk 1 7 (Grover, 
1993) 

Organizational 
Security 
Capabilities 

Learning 
Orientation 

Commitment to 
Learning 

5 7 (Baker & 
Sinkula, 
1999) 

Shared Vision 6 7 
Open 
Mindedness 

6 7 

Security 
Resources 

IS Staffing 1 6 (Briney & 
Prince, 
2002; 
Hughes, 
Lang, 
Mester & 
Moon, 
1999) 

Budget 1 5 
InfoSec Staffing 1 6 
% IS Budget on 
InfoSec 

1 5 

Networked 
Workstations 

1 5 (Briney & 
Prince, 
2002) 

Top Management Support for 
Security 

3 7  (Grover, 
1993) 

Compatibility Perceived Compatibility 8 7 (Moore & 
Benbasat, 
1991; Oh, 
Ahn & Kim, 
2003) 

Complexity Perceived Complexity 8 7 (Grover, 
1993; 
Marshall, 
Rainer & 
Morris, 
2003) 

Security 
Technology 
Adoption 
(Dependent) 

(Individual) Adopt or Plan to Adopt  1 4 / 2 (Cooper & 
Zmud, 
1990) 

(Overall) # of Technologies Adopted 7 4 / 2 (Ryan, 
2004) 

 

Table 11 Security Technology Adoption Model Construct Table 
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Data Analysis 

The survey instrument for data collection is included in Attachment A.  The survey was 

distributed via multiple means including direct mail, electronic mail, web-based posting, 

and through professional organizations.  The constructs used in the model are 

theoretically based and justified, and the survey instrument is constructed to allow for 

measurement of variables that represent the various constructs in the model.  The survey 

method is chosen as most appropriate for this study due to: 1) the need to obtain a 

relatively large sample due to the number of constructs to be measured in the model; 2) 

the ability to build on existing case studies of security and theoretical considerations; and 

3) to permit replicability, generalizability, analyzability, and cross study compatibility 

(Grover, 1993).  Data is collected primarily by requesting that respondents respond to 

individual items written in the form of statements by agreeing or disagreeing on a 7-point 

Likert type scale.  Individual items are then combined to form continuous measures of 

variables.   Tornatzky and Klein (1982) support the use of perceptual measures in 

adoption studies.  The construct “Level of Internet Adoption” is measured using brief 

descriptions of five levels of adoption and respondents are asked to select the level that 

most closely fits their organization’s adoption level, similar to the approach adopted by 

Teo and Pian (2003).  A follow-up examination of each respondent organization’s web 

site was performed to verify their responses.  Most of the demographical data is collected 

in the form of categorical variables; however, this data is supplemented with data 

obtainable from public sources including total assets data for determining bank size.  The 

dependent variable, security technology adoption, is measured for each of eight 

individual security technologies and an overall measure of security technology adoption 
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level is derived as a ratio of number of security technologies adopted over the total 

number of security technologies included.  This approach is similar to an approach used 

by Ryan (2004) in study of information security tool practices in small businesses.  

Normalizing the dependent variable, overall security technology adoption, into a 

continuous variable allows for linear regression data analyses for determine the 

relationship between the variables in the model.  Statistical analysis to support testing of 

the proposed hypotheses is performed and determinations are made as to whether the null 

hypotheses could be reasonably rejected at the 95% confidence level for each of the 

hypothesis.  Correlation coefficients are determined for each independent variable to 

evaluate its relative strength as a factor affecting the dependent variable, security 

technology adoption.  This analysis of the data in conjunction with theory allows for 

some assessment of causal relationships and provides a method for assessing the 

correlation between constructs used to assess the hypotheses and test the theoretical 

model.   

 

Methodological Limitations 

The proposed survey methodology has a number of limitations.  First, the quantitative 

approach taken, while providing a measure of statistical significance used to assess the 

research hypotheses, does not necessarily provide for any theoretical or practical 

significance.  Theoretical justification for any observation is required for interpretation 

and use in any meaningful manner (Fornell, 1989).  In addition, the survey method does 

not allow for dialogue with the respondent to clarify any questions or concerns, increase 

the potential for more honest answers, and gain a richer understanding of the response.  
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The survey method also has limitations associated with the dependence on self-reported 

data and the potential for selection bias.  This negatively affects the overall 

generalizability of the study.  The constructs used in my model are based on theoretical 

considerations. In the process to operationalize these constructs, an attempt was made to 

use variables previously validated and use in other research studies.  Hence, the proposed 

instrument involves a combination of a number of items from previous research 

instruments, and the piecing together of the items from a variety of other studies may 

negatively affect the content validity and reliability of the items.  This selection of 

specific variables to the exclusion of other variables could negatively affect their 

reliability.  In spite of the limitations noted in the proposed research method, the selected 

approach represents the best overall means for addressing the guiding research questions 

and provides the most effective means of conducting the research given the constraints.  

Further, this quantitative analysis in conjunction theoretical considerations and the single 

case study qualitative analysis facilitates a richer understanding of security technology 

adoption processes in banking organizations.         
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This mixed methods study of security technology adoption employs both a quantitative 

approach using a survey and a qualitative methodological approach using case study 

design and methods.  This section discusses in detail the qualitative methodology 

employed.   

 

CHAPTER IV:  QUALITATIVE METHODOLOGY 

Methodological Overview  

In qualitative research, credibility is demonstrated through the transparency of the 

research process allowing the reader to assess the thoroughness of the design and the 

conscientiousness, sensitivity, and bias of the researcher (Rubin & Rubin, 2005).  The 

methodology is applied from a naturalistic-interpretive perspective recognizing that the 

process of data generation and analysis is subjected to researcher beliefs and values and, 

as such, this value-laden research is influenced by researcher epistemological and 

ontological positions (Maxwell, 2005).   For this portion of the study, I make every effort 

to take into account any prejudices, biases and preconceived positions formed through 

personal adaptation to life’s experiences that help provide a basis for my world view and 

define who I am as a researcher including over 25 years experience in the information 

systems field.  My ontology, which deals with assumptions about the nature and sense of 

things in the social world, is shaped by a strong belief that reality is a perceptive measure 

as determined through the eyes of the beholder.  I believe that truth, particularly in a 

social sense, is that which is created through ones point of view.  Further, I believe that 

the interpretations of the meaning of events or phenomena and how and what evidence is 
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used to generate these conclusions or knowledge is diverse.  As such, my epistemological 

position follows along the same line of reasoning of a naturalistic-interpretive perspective 

and I bring that perspective to qualitative portion of this research.  The qualitative portion 

of this research aligns with an analytic inductive logic of inquiry using interviews and 

limited public document analysis to collect information that is coded to identify patterns 

and generate data for further analysis.  The goal for qualitative research “is to learn from 

the data”, however, I acknowledge that I as the researcher am “the instrument of the 

research” and I bring my experience and perspective to the research process (Richards, 

2005 p 27; Maxwell, 2005 p.38).   

 

The qualitative methodology chosen for this case study recognizes that the research 

design is an on-going, reflexive process influenced by new information obtained during 

the research process (Maxwell, 2005).  A key component of the research design is the 

conceptual framework for the study which is derived from researcher experiential 

knowledge, existing theory, previous research, and thought experiments (Maxwell, 2005).  

My initial theoretical perspectives result from information systems experience, review of 

existing literature and relevant theory, and previous research assertions regarding the 

information security technology adoption process.   This theoretical perspective provides 

a conceptual framework used to guide the research by outlining the things to be studied, 

providing a basis for tentative theory or sensitizing concepts, and helping to formulate 

initial research questions (Maxwell, 2005).  The initial research questions facilitate the 

creation of an initial list of interview questions intended to collect information regarding 

the information security technology adoption process at a banking organization and allow 
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for collection of information useful in answering the research questions.  It is fully 

expected in a qualitative approach that the list of interview questions, and potentially the 

research questions, will evolve over time as interviews are conducted and information is 

gathered.    

 

Case Study as a Research Approach 

My qualitative study of security technology adoption in banking organizations is 

explanatory research of one aspect of the contemporary phenomenon of information 

security practice, specifically information security technology adoption, conducted in the 

context of a banking organization.  Yin (2003) states that, in general, case studies are the 

preferred approach for doing research when the researcher has little control over the 

events being studied and the focus is on a contemporary phenomenon within some real-

life context.  Lee (1989) demonstrated how a single case study in management 

information systems can satisfy the standards of the natural science model of scientific 

research.  This case study is being conducted as part of a mixed methodological 

investigation of security technology adoption in banking organizations and complements 

previously conducted quantitative survey-based research by allowing for the collection of 

information that provides rich detail and depth while offering a contrasting approach to 

understanding the security technology adoption phenomena.  Yin (2004) asserts that case 

study research may call on a combination of qualitative and quantitative data and that 

reliance on different types of evidence for convergence supports a stronger study.  The 

case study used for this research is a qualitative approach based on an analytic inductive 

process and incorporating a disciplined and rigorous logic of inquiry that is iterative, 
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participatory, and seeks to derive meaning.  Case study research has been shown to be 

very effective for answering the “how” and “why” type of research questions and have 

shown to be particularly useful in the information systems research (Markus & Lee, 

1999; Yin, 2003).   

 

Methods 

A single case study approach is taken to allow for open-ended, in-depth analyses of a 

single organization.  This provides the flexibility to address areas of theoretical interest as 

they emerge in a more iterative and dynamic fashion and to support subsequent theory 

building.  I employ a responsive interviewing technique to allow collection of 

information on interviewee interpretation of organizational experiences and their 

understanding of them.  The responsive interview process also provides for a great deal 

of flexibility and adaptability to pursue insights provided by interviewees during the 

interview process (Rubin and Rubin, 2005).  I attempt to triangulate my analysis 

somewhat through the use of multiple sources of evidence for this case study including 

interviews with varied participants in the adoption process and review of documentation 

obtained from public sources of information on the selected bank (data triangulation).  

Additionally, previous research informs this case study research (methodological 

triangulation) and should assist in gaining a more robust understanding of the phenomena 

of security technology adoption in banking organizations (Yin, 2003).    
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Telephone Interviewing 

 The primary source of data generated for this case study were obtained from interviews 

conducted via telephone over a two month period from January to February 2008.  The 

interviews were recorded and transcribed for further analysis.  Although telephone 

interviewing is not the preferred way to conduct depth interviews, the lack of availability 

of the participants for face-to-face interviews and the request by my primary contact and 

organizational advocate that interviews with staff be conducted by telephone made it the 

only viable option.   One limitation to telephone interviewing can be the difficulty in 

building trust through small talk and other interaction (Rubin and Rubin, 2005).  I argue 

that I was able to overcome this limitation and establish a certain level of trust by being 

introduced to the participants through a mutual associate, enjoying a high level of 

organizational support, and by taking time prior to each interview to relate and connect 

with interviewees including sharing some of my professional background and 

experiences, and discussing mutually interesting events relative to banking, information 

systems, and security.  I had multiple phone contacts with most participants both in 

attempting to schedule interviews and as follow-up on questions from previous 

interviews.  I also provided via email detailed information on my overall research 

interests including the purpose for this study, what had been achieved so far, and what I 

hoped to gain by speaking with them, as real-world practitioners in information security 

technology adoption.  Another limitation with telephone interviews can be the difficulty 

in determining when questions may be sensitive due to the inability to observe non-verbal 

clues or visual expressions.  My observation during the interviews was that sensitivity to 

questions was not an issue for this research, perhaps, due to the provision of a consent 
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form indicating that identification of the source of all interview responses and the 

organization would be held confidential.  Another plausible explanation for the perceived 

lack of sensitivity may be due to the use of the organization as the unit of analysis such 

that the majority of my questions dealt with how things were done within the 

organization versus more personal questions that may be common to other case studies.  

Many interviewees, particularly staff below the CISO level, had experience working at 

other organizations and would qualify their answers with statements such as “at this 

organization…”  It was also iterated a number of times throughout the interviews that 

there were no wrong answers and every perspective was encouraged and appreciated.  

Further, I believe each participant could sense my genuine interest and excitement in the 

research topic, and this was reciprocated in the interviewee’s genuine interest to help me 

to understand the process at their banking organization and to enlighten me with their 

experiences.  I made it clear that I was very appreciative of their time commitment and 

the information that they were sharing with me.  As a result, I did not sense any hesitation 

or anxiety due to the questions posed during the interview.  In fact, the interviewees 

appeared to be very comfortable and confident in relaying the information security 

practices at this organization and I argue that, given the limitations, the telephone 

interviewing process served this research very well by allowing for more frequent access 

to interviewees at this  banking organization than would otherwise have been possible.        

 

Public Documentation  

To better understand the overall context of the selected banking organization, I conducted 

a review of recent public financial statements, newspaper articles, industry publications, 
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and any other information including that obtainable from the banking organization’s web 

site.  This documentation provides another source of evidence relevant to the information 

security adoption process.  Information gathered from the review provides perspective on 

how the organization is view and reported on by various media outlets including industry 

journals and magazines addressing information systems, information security, and 

banking concerns.  Additional insight is gained through an assessment of information 

pertaining to how the organization is perceived by those outside of the organization as 

well as analysis of how the organization presents and markets its information security 

capabilities via its website.  Review of the documentation prior to the conducting the 

interviews facilitates and informs the discussions and allows for more probing follow-up 

questions providing an additional synergistic view of the evidence useful in the overall 

analyses.   

 

Sources of Bias and Error 

A number of potential sources of bias and error are recognized for this research.  Lee 

(1989) identifies four potential methodological problems in the information systems field 

regarding the study of a single case which he characterized as making controlled 

observations, making controlled deductions, allowing for replicability, and allowing for 

generalizability.  These problems as stated have a decidedly quantitative spin to them, but 

are useful in helping to explain this logic of inquiry to those that come from a positivist 

research perspective.  To address the controlled observations dilemma, he states that it is 

incumbent on the researcher to “scan the empirical material for the presence of natural 

controls”, which are the contextual factors in the selected case.  I have attempted to do 
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this through the recognition of limitations of the selected case and the analyses of 

potential implications.  Specifically, I acknowledge that the selected organization is a 

“mega-bank” with resources that exceed most banking organizations and I attempt to 

derive meaning from this context and reflect on how it could affect any theoretical 

generalizations.  The potential for researcher bias affecting the validity of deduction is 

acknowledged in this logic of inquiry; however, I felt the need to be especially cognizant 

of this influence due to my relative inexperience using this logic of inquiry and a 

tendency to revert to a quantitative approach look for “findings”.  I have sought to rely on 

information gathered from qualitative research methods text and feedback from 

experience qualitative researchers to help to address and mitigate this potential error.  The 

way interview questions are formulated and asked which are influenced by my 

perspectives and experience also has the potential to influence interviewing responses 

and follow up questions.  I was conscious of the effect that this may have during the 

coding process and sought through reflection to step outside of myself to better 

understand interviewee responses and the meaning they assign to the responses from their 

perspective.  Lee (1989) acknowledges that it may not be possible to replicate 

observations from a particular case study; however, it is possible and desirable for a case 

study to allow for confirmation or replication of the resulting theoretical propositions.  

This is addressed through rigor and the persistent application of the rules of evidence for 

this logic of inquiry.  These rules of evidence included selective sampling, consistency, 

transparency, and reflexivity.  The rigid application of these rules of evidence including 

constant reassessment and reflection provide a means to improve the generalizability of 

any theoretical propositions which then can be tested in subsequent studies.  Interviews 
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are recorded, transcribed and coded based on evolving coding categories to assist in 

identifying patterns and consistency across interviews in the information collected 

(Maxwell, 2005).   Information collected in each subsequent interview is used to examine 

the plausibility of alternative explanations and to check for consistency with previous 

analyses.  Follow-up interviews are used to reaffirm key understandings gained with the 

intent to grasp the perspective of the interviewees as key actors in the security 

technologies adoption process at this banking organization and to minimize the influence 

of my own viewpoint improving the internal validity of any observations.  Data collection 

and analyses continues until theoretical saturation is reached and no new patterns or 

inconsistencies affecting the analyses or theoretical framework are evident from 

additional interviews.  Since this is researcher-determined, the lack of enough interviews 

must be acknowledged as another possible source of bias and error and this source of 

error is address through the rigor and discipline exercised in the research approach.   

 

Interview Guide Questions 

Interview guide questions are the main questions structured to gather information to 

provide insights into addressing my research questions.  These guide questions are 

developed based on sensitizing concepts, which are ideas or areas of interests that I bring 

into the research process, derived from previous experience and research.  For this 

research, I was particularly interested in the role that organizational, technological, and 

environmental factors play in the security technology adoption process at this bank and 

how does banks organizational learning characteristics affect the process.  Investigation 

into organizational characteristics for security technology adoption lends itself to 
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qualitative methods since organizations, like individuals, are not alike but instead each 

possesses a unique blend of values, talents, and viewpoints.  How key individuals 

interpret their roles in the organization and the context in which this interpretation occurs 

provides an organizational personality reflected in its culture and likely affects its 

security technology adoption processes.  Organizational characteristics in combination 

with technological factors, such as cost and complexity, and environmental factors, such 

as competition and regulation, are additional areas of investigation reflected in the initial 

proposed interview guide questions.   Interview questions are broadly worded to draw out 

interviewee’s organizational experiences and to identify other potential areas of interest 

for probing and follow up questions.  These interviews guide questions provide a 

framework for conducting the interviews but do not reflect the explicit wording or 

ordering of questions asked.  The main questions evolve based on interviewee response 

and the flow of the conversations.  

 

Appendix IV provides a list of interview guide questions designed to provide a basis for 

soliciting responses and creating a rich dialogue to provide evidence needed to effectively 

answer my research questions.  Guide interview questions are grouped under the research 

question that the response are likely help to address.  In addition, assumptions behind the 

interview questions are outlined.   

 
Attributes of the Banking Organization Used in the Case Study 
 
To maximize the theoretical usefulness and value of the information obtained for 

addressing the research questions, I intended to select a banking organization that met 

criteria felt to be important in studying information security technology adoption.  The 
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criteria include sufficient size and resources to substantially engage in information 

security technology adoption, the presence of a centrally located security support function 

where adoption decisions are made, and an internally-managed network supporting 

extensive interorganizational system and electronic commerce including business 

conducted over a public network like the Internet.  To ensure an active and identifiable 

information security technology adoption it is important that the selected organization 

maintain its own centralized in-house information systems support staff and have a 

prominent and identifiable information security function.  Additionally, it is understood 

that most banking organization support many branches, offices, and locations, however, it 

is important for this study that the majority of information systems processing and 

security support and more importantly the information security technology adoption 

decision process take place from a geographically-centralized location and staff.  

Selection of a bank with a relatively centralized global security and information system 

infrastructure helps to ensure a degree of consistency in the organizational process for 

adopting security technologies and facilitate the practical ability to effectively conduct 

the case study.   It is also desirable to select a banking organization with a significant 

internally managed network, an Internet presence, and one that actively markets and 

supports on-line banking services and electronic commerce for both business and 

individual customers.  This ensures that the selected banking organization operates in an 

open-ended information systems environment with potential exposure to dynamic 

information security threats and vulnerabilities necessitating an active process for 

security technology adoption.  
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The entity selected to participate in this single case study was a very large multi-national 

domestic banking organization, amongst the top 50 in assets in this country, with banking 

operations in dozens of countries.  This mega-bank has global security operations 

centrally located in a large metropolitan area on the East Coast of the United States and 

the majority of adoption decisions regarding security technologies, including the overall 

security infrastructure, are made from this location.  Although security is applied and 

managed at locations all over the world, the overall security infrastructure including the 

actors making major security technology adoption decisions for all global locations are 

housed at this central location.  The enormous bank-managed network, significant 

Internet presence, and its integral electronic commerce and on-line banking business 

supporting both business and consumer customers are desirable attributes of the selected 

banking organization.  Given the large size of the selected case, I argue that this case 

study gives significant insight into the security technology adoption process in the 

context of a very large banking organization.  Further, this study allows for subsequent 

testing of resultant theoretical propositions at other mega-banks as well as at smaller 

banking organizations.  Although, it is clear that the precise extrapolation of theoretical 

propositions beyond the specific context is problematic, I posit that much of what is 

observed is likely applicable to other medium to large size banks meeting the criteria for 

inclusion in this study and performing similar functions, however, the scale and resources 

with which these activities are performed vary with the amount of available resources.   

 
Interview Participants 
 
Within the selected banking organization, I interview key organizational actors in the 

security technology adoption decision.  I define key organizational actors as experienced 
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and knowledgeable personnel with direct or indirect input into the security technology 

adoption decision.  Based on my own experience in information systems, I target 

selection of organizational personnel that I feel have the most direct influence on the 

security technology adoption process include experienced officers and managers 

responsible for developing and maintaining the information security infrastructure at the 

organization and for providing implementation and support of any adopted security 

technologies.  The list of targeted interviewees included the Chief Information Security 

Officer, Information Security Operations Managers, and senior information security staff 

or consultants involved in developing, testing, deploying or monitoring some aspect of 

network, workstation, and/or application level security.  In addition, I sought to interview 

select bank personnel that indirectly affect security technology adoption decisions 

including experienced and knowledgeable business area applications managers with 

responsibility for supporting business processes that are affected by security technology 

adoption.  The decision on what additional organizational staff to interview is driven by 

information gathered from previous interviews indicating other potential persons of 

interest that may directly or indirectly influence the security technology adoption 

decision.  Ensuring that I get a varied organizational perspective on the security 

technology adoption process is important to the research design by providing multiple 

sources of evidence used for pattern matching during data analysis (Yin, 2003).  

 

Over a two month period from January to February 2008, twelve telephone interviews 

and follow-up interviews with the selected bank’s Chief Information Security Officer, 

three middle information security operations managers, a senior security consultant, and 
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two senior business area managers are completed.  The person selected for interviewing 

are all participants in the bank’s information security technology adoption process at 

some level.  Interviewees provide a variety of perspectives on the banking organization’s 

security technology adoption processes based on their respective roles in it.    

     

Review of Documentation  

In addition to the evidence obtained via interview, I obtained available public information 

on the selected case including financial statements, relevant news and industry journal 

articles, and other documentation on the organizations relevant to this case study.  I was 

not able to obtain specific organizational documentation such as strategic or operational 

security plans or strategies, however, interviewees were willing to discuss the role that 

these plans have on the organization’s security technology adoption processes.  Although 

the intent was to use additional public documentation to corroborate and supplement 

information obtained from interviews and other sources, the primary role of this 

information was to provide the opportunity to asked informed questions.  
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Information Analysis 
 

Strategy for Analyzing Case Study Evidence  

The strategy for analyzing evidence from this case study, including evidence obtained via 

interview, documentation, or direct observation, emanate from a conceptual map derived 

from my personal experience, literature review, and theory as reflected in my research 

questions (Yin, 2003).  Specifically, my proposition that organizational characteristics, 

technological characteristics, and organizational learning shape the security technology 

adoption process at banking organizations mean that my focus in data collection, as 

reflected in my research questions and proposed interview questions, and data analysis is 

to provide explanations on “how” these factors relate to security technology adoption at 

banking organizations.  Yin (2003) identifies relying on theoretical propositions that led 

to the case study as the most preferred general analytical strategy.    

 

Process for Evaluating Interview Responses 

All initial interviews conducted as part of this research are recorded to allow for accurate 

transcription of responses and to facilitate further analysis of interview responses.  The 

recorded interviews are transcribed to ensure accuracy and to assist in the data analyses 

process.  Transcribed interview responses undergo an intensive and rigorous data analysis 

process with each transcribed interview carefully coded, reviewed, and synthesized to 

identify potential themes based on categories initially derived from my conceptual map 

and modified as needed to reflect new emerging themes.  The analytical coding process is 

used to identify and label any emerging patterns aided by computer technology to 

facilitate the storage, protection, retrieval, sorting, and grouping of the information for 
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further interpretation and analysis.  All of the information from the interviews is coded 

using an iterative coding process and structure.  This rigorous process is applied to 

validate the data analysis, reduce potential researcher bias, and improve internal validity.  

Coding the information also provides a means to organize the data allowing for reflexive 

review of information in search of deeper contextual meaning and understanding, 

including refining categories, linking concepts, and generating ideas and insights needed 

to answer my research questions.         

 

Coding  

The coding process is applied to all transcribed interviews to facilitate the identification 

of matching concepts or themes from the different interviews.  Initial coding categories 

and a coding schema were derived from theoretical considerations obtained from a 

review of relevant literature and my conceptual framework.  Using a responsive interview 

approach, coding categories are modified as necessary with each successive interview to 

reflect information obtained in interviews and reflections.  As interviews are conducted a 

final list of relevant categories began to evolve.  Final coding categories are included in 

Appendix V.   
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CHAPTER V: QUANTITATIVE RESULTS 

Analysis Overview 

To collect data for analysis in the quantitative portion of the study, surveys were direct 

mailed to Chief Executive Officer (CEO), Chief Information Officers (CIO), Chief 

Information Security Officers (CISO), Chief Risk Officer (CRO), Information Systems 

Managers, or Information Security Managers at over 3000 banking organizations.  

Another 1500 email solicitations were sent out soliciting participation via the web-based 

survey, and follow up phone calls were made to another 100 potential respondents.  

Support was also solicited from a number of bank trade industry groups including the 

American Bankers Association, the Independent Community Bankers of America, the 

Financial Services Roundtable BITS, and the Urban Financial Services Coalition.  

Despite these efforts, the overall responses rate was extremely poor as a total of 42 

surveys were completed for a response rate of approximately one percent.  Based on 

follow-up with a few non-respondents, primary reasons cited as potential factors in the 

poor response rates include a reluctance to disclose information on security technology 

practices, lack of trust regarding potential use of any disclosed information, relevance of 

the study to bank day-to-day activities, ant availability of knowledgeable staff to 

complete the survey.  With the concurrence of dissertation committee members, a 

decision was made to move forward with a limited statistical analysis using data from the 

42 respondents.  This analysis would be supplemented with information obtained from a 

subsequent qualitative case study.   
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Respondent Profile 

Of the 42 respondents completing the survey, 11 listed their job function as CIO/IT 

Director, 8 as CEO/President, 8 as Information Security Management/Staff, 5 as 

Information Systems Management/Staff, 5 as Chief Information Security Officer/Chief 

Risk Officer, and 4 as other.  Of the 42 responses received, 22 were received via use of 

the web survey tool and 20 mailed in paper copies of the survey.  In addition, only 5 of 

the respondents listed their organization name as anonymous and all except for one of the 

anonymous respondents submitted paper surveys.  25 of the 42 respondents had relatively 

small information systems departments indicated staffing of between 1-20 department 

employees with 6 indicated staffing from 21-100, 4 with staffing from 101-250, and 3 

had IS staffing over 251.  The remaining 4 had outsourced their information systems 

department function.  31 of the 42 respondents had 1-5 staff dedicated to information 

security, with 2 respondents indicating a staff of 6-10 people, and 4 respondents 

indicating a information security staff of over 20.  Additionally, 4 respondents indicated 

that they outsourced the information security function and 3 indicated that they did not 

have any staff dedicated to information security.  Note that respondents that had 

outsourced either the information systems department or information security function 

were asked to treat the outsourcers as part of the organization when responding to 

questions and thus their responses were retained and tabulated.   

 



123 
 

Statistical Analysis 

 
This section presents the results of the statistical analysis of the data collected from the 

42 respondents that complete the 50 item survey.  The items responses were closed-ended 

providing nominal, categorical or seven-point Likert scale data points.   The statistical 

analysis was conducted using the SAS Statistical Analysis Software and PLS Graph.  

SAS was used to perform factor, correlation, and some logistic regression analyses.  PLS 

Graph allowed for a partial least squares analysis of the overall model including path 

analysis.   

 

A number of steps were taken in this study to ensure the use of valid and reliable 

measures.  Most of the items used in the survey instrument are adapted from previously 

validated instruments.  The reliability and validity of these items is also assessed through 

performance of confirmatory factor analysis.  The results of the factor analysis are shown 

below in table 12.   These results confirm the use of the seven chosen first-order variables 

and indicate that the chosen variables account for approximately 80 percent of the 

variability.      
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                         Eigenvalues of the Correlation Matrix                                                                      
                                                                                                                                         
                          Eigenvalue    Difference    Proportion    Cumulative                                                           
                                                                                                                                         
                     1    12.7699193    7.5611789        0.3451        0.3451                                                           
                     2     5.2087404     1.0549873        0.1408        0.4859                                                           
                     3     4.1537531     1.8682468        0.1123        0.5982                                                           
                     4     2.2855062     0.2912774        0.0618        0.6599                                                           
                     5     1.9942288     0.4708140        0.0539        0.7138                                                           
                     6     1.5234148     0.2232008        0.0412        0.7550                                                           
                     7     1.3002141                              0.0351        0.7902                                                      
                                                                                                                    
       

Table 12 Results of the Factor Analysis  

 
 
 

Much of the data collected through responses to seven point Likert-like items were 

averaged across the number of items associated with each variable using Excel 

spreadsheets.   Although, each Likert-like item provides a discrete approximation of the 

continuous latent variable, proper analysis of single data items acknowledges that ordinal 

data is yielded from the individual items associated with each question response.  When 

individual items are combined to form composite variables, these variables are treated as 

continuous measures.  The assumptions of normality are checked for the variables to 

determine the applicability of parametric statistical procedures.  It should be noted that 

even in the event of non-normality, when the goal of the statistical analysis is to 

determine model fit to test theory, the use of parametric techniques may still be 

appropriate particularly when adjusting using techniques like bootstrapping or chi-square 

correction (Nunnally, 1978).   Treating ordinal data as interval data is common practice in 

social sciences research, and although this practice may bring into question the precision 

of results it usually does not alter substantive research conclusions (Kim, 1975).   
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Summary statistics including mean item response are calculated for each item over all 

respondents.  The Cronbach coefficient alpha, which provides a measure of internal 

consistency, had a calculated value of .9223 for the instrument.  Cronbach’s coefficient 

alpha estimates the reliability of the scale by determining the internal consistency of the 

test or the average correlation of items within the test (Cronbach, 1951).  The larger the 

overall alpha coefficient, the more likely that items contribute to a reliable scale.  All 

individual item alpha coefficients were greater than the .70 threshold prescribed by 

Nunnally (1978), thereby implying an adequate level of internal consistency.  Calculation 

of Cronbach coefficient alpha value with deleted variable indicated the removal of some 

items offers only marginal changes in the reliability coefficient, indicating that most 

items are not highly correlated with other items in the scale.  A correlation analysis of the 

resultant organizational constructs was performed and the results are included in Table 

13.                                                                                                                
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Pearson Correlation Coefficients, N = 42 
Prob > |r| under H0: Rho=0 

                                                                                                                                         
                                                              MgtRisk                      Lrng      TopMgt        Sec                                         
                        I_netLvl    Pcvd_Risk      Pos         Size           Orient         Sup       Rsources                                         
                                                                                                                                         
    I_netLvl        1.00000    0.09864     0.11666     0.36582     0.09287     0.07743     0.53852                                         
                                           0.5343       0.4619       0.0172       0.5586       0.6260       0.0002                                         
                                                                                                                                         
    Pcvd_Risk     0.09864   1.00000    -0.02343     0.11949    0.04439      0.74504     0.16636                                         
               0.5343                       0.8829      0.4510       0.7801       <.0001        0.2924                                         
                                                                                                                                         
    MgtRiskPos   0.11666    -0.02343   1.00000   -0.04390     0.54447     0.35242     0.01689                                         
                           0.4619       0.8829                        0.7825        0.0002       0.0221       0.9154                                         
                                                                                                                                         
    Size                0.36582     0.11949   -0.04390   1.00000    -0.19470    -0.04879     0.85505                                         
                            0.0172       0.4510      0.7825                         0.2166       0.7590       <.0001                                         
                                                                                                                                         
    LrngOrient     0.09287     0.04439     0.54447   -0.19470   1.00000      0.35559    -0.15573                                         
                            0.5586       0.7801      0.0002       0.2166                        0.0208       0.3247                                         
                                                                                                                                         
    TopMgtSup    0.07743     0.74504     0.35242   -0.04879    0.35559     1.00000     0.08261                                         
                             0.6260       <.0001      0.0221      0.7590      0.0208                             0.6030                                         
                                                                                                                                         
    SecRsources   0.53852     0.16636     0.01689     0.85505  -0.15573     0.08261     1.00000                                         

      .0002       0.2924      0.9154      <.0001       0.3247        0.6030          
 

Table 13 Organizational Constructs Correlation Matrix  
 

 

The correlation analysis indicates that there is a strong correlation between the variables 

size and security resources.  Conceptually this would be expected as larger organizations 

would be expected to have larger security resources and as such on would expect that 

their effect on the dependent components of the model would be similar.  As a result, the 

construct security resources was dropped from all subsequent analysis and size was used 

as an independent variable.  The correlation analysis also appears to indicate that 

perceived risk is correlated to top management support.  Conceptually this may be a 



127 
 

function of the possibility that organizations with top management support for security 

resources are well aware of the security threat environment and hence have a higher level 

of perceived risk.  These independent variables are used to predict different dependent 

variables in the model, i.e., perceived risk is used to predict compatibility of requirements 

with the security technology, and top management support is used to predict the 

complexity of the security technology.  Thus, the correlation of these variables should not 

affect the overall evaluation of the model.  Since the variables perceived risk and top 

management support are conceptually different and used to predict different dependent 

variables in the model, I believe that I am justified in retaining them at this stage of the 

analysis.   

 

Eight security technologies are selected for use in this study.  The selected technologies 

are derived from an initial list created through a review of security industry publications 

and articles, and subsequently refined through discussion with four information security 

professionals that are familiar with security technology practices.  The objective was to 

develop a comprehensive set of technologies that would cover the spectrum of security 

technology capabilities, could be effectively communicated to respondents, and 

considered collectively for analysis purposes.  The intent was to include security 

technologies that ranged from basic to more complex levels in order to allow for an 

assessment of differentiating organizational factors affecting their adoption.  To assess 

the proposed model, logistic regression analysis was performed using measures for each 

independent variable regressed against the dichotomous dependent variable measuring 

whether the individual security technology is adopted or not adopted.  The overall extent 
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of security technology adoption is measured as a simple ratio of the number of 

technologies adopted versus the eight technologies identified.  This procedure has been 

used effectively in the past by a number of researchers (Zmud, 1992; Grover & Goslar, 

1993; Ryan, 2004).   

 

Hypothesis Testing 

To test the proposed security technology adoption model, the four hypotheses that form 

the basis for the model are tested both through examination of the adoption of individual 

security technologies and overall security technology adoption.  For the individual 

technologies, linear and logistic regression techniques were used to evaluate the 

significance of model and variable coefficients. For overall security technology, partial 

least squared analysis was used to evaluate the overall model and each of the variable 

coefficients.  Partial least squares (PLS) is an ideal method of analysis for this study 

because of its ability to provide theory confirmation and hypothesis testing and its 

minimal demands on measurement scales, sample size, and residual distributions (Chin, 

2000).   The four hypotheses that form the basis for my proposed model are repeated 

below. 

 

H1: Bank organizational security requirements and security technology characteristics 

to affect compatibility. 

 

H2:  The compatibility of bank organizational security requirements with security 

technology characteristics positively affects security technology adoption. 
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H3: Bank organizational security capabilities and security technology characteristics 

affect complexity. 

 

 H4: Complexity as affected by bank security capabilities and the characteristics of 

security technology negatively affects security technology adoption.   

 

 

Individual Security Technology Adoption 

Logistic and linear regression analyses of various components of the model were 

completed to provide a means to assess the proposed models effectiveness in predicting 

individual security technology adoption.  The individual security technologies evaluated 

included the eight security technologies chosen to assess overall security technology 

adoption including common tools, nested network firewalls, intrusion detection, 

password strength testing, file integrity checking, penetration testing, workstation 

lockout, and workstation firewall technologies.  In the survey, respondents were asked to 

identify whether they had not considered, considered and rejected, planned, or already 

adopted each of these technologies.  Additionally, respondents were asked questions 

regarding the individual security technology’s compatibility with organizational 

requirements, compatibility with organizational support capabilities, and perceived 

complexity.  For the purposes of the logistical regression analyses, organizations that 

indicate that they had planned or already adopted the technology were coded as having 

adopted.  Organizations that indicated that they had not considered or rejected the 

technology were coded as not having adopted.  Thus, for each of the eight technologies I 
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had organizational data on their security requirements as determined by the risk, risk 

management position, and Internet level variables, and data of their organizational 

security capabilities as determined by the size, learning orientation, and top management 

support variables.  Linear regression was used to evaluate the models assertion that 

organizational security requirements affect compatibility with individual security 

technologies.  Additionally, linear regression was used to evaluate the effect of 

organizational capabilities on perceived complexity of individual security technologies.  

For each of the security technologies, a logistic regression was performed to evaluate the 

affect of the security requirements variables and compatibility with the security 

technology on adoption of that technology.  Similarly, a logistic regression was 

performed to evaluate the affect of the security capability variables and complexity of the 

security technology on adoption of that technology.   

 

Examination of the raw data indicates that there was very little variability in the adoption 

behavior for the five of the eight individual security technologies as most, and in some 

cases all, of the respondents had adopted the common tools, nested network firewalls, 

intrusion detection, penetration testing, and workstation lockout information security 

technologies.  When logistic regression analysis was attempted for these technologies, the 

statistical software was unable to satisfy convergence criteria for the relatively small 

sample.  The adoption behavior for the password strength testing, file integrity checking, 

and workstation firewall technologies exhibited a fair amount of variability across 

respondents, and the results from the linear and logistic analyses for these technologies is 

shown below in tables 14 and 15, respectively.   
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Results of the linear regression indicate that the portion of the model that tested 

hypothesis 1, i.e. that bank organizational security requirements affect compatibility with 

security technology characteristics was significant for the each of the individual security 

technologies of file integrity checking, password strength testing, and workstation 

firewall at the .99 level., respectively.  The perceived risk variable was significant for 

both the file integrity checking and password strength testing technologies, and 

management risk position was significant for the workstation firewall technology.  

However, statistical analysis was unable to validate hypothesis 3, i.e., that bank 

organizational capabilities affect the perceived complexity of security technology 

characteristics for the three individual security technologies.       
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Security 
Technology 

Dependent 
Variable 

R F-value 2 Independent 
Variable 

Coefficient T-value 

File 
Integrity 
Checking 

Perceived 
Compatibility 

.208 8.83 Internet 
Adoption 
Level 

*** .196 1.14 

Perceived 
Risk 

.508 4.75*** 

Risk 
Management 
Position 

.180 1.05 

Perceived 
Complexity 

.0887 1.23 Size .171 .83 
Learning 
Orientation 

.488 1.70 

Top 
Management 
Support 

.003 .01 

Workstation 
Firewall 

Perceived 
Compatibility 

.247 4.15 Internet 
Adoption 
Level 

*** .046 .34 

Perceived 
Risk 

.011 .13 

Risk 
Management 
Position 

.462 3.45*** 

Perceived 
Complexity 

.115 1.65 Size -.202 -.97 
Learning 
Orientation 

.467 1.61 

Top 
Management 
Support 

-..360 -1.27 

Password 
Testing 

Perceived 
Compatibility 

.418 3.33 Internet 
Adoption 
Level 

** .277 1.37 

Perceived 
Risk 

.336 2.66** 

Risk 
Management 
Position 

.067 .33 

Perceived 
Complexity 

.108 1.54 Size -.010 -.40 
Learning 
Orientation 

.268 .80 

Top 
Management 
Support 

.495 1.52 

** p-value<..01    ***p-value<.001 

Table 14 Linear Regression Analyses Results 
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Results of the logistical regression  

Security 
Technology 

Dependent 
Variable 

R F-value 2 Independent 
Variable 

Coefficient T-value 

File 
Integrity 
Checking 

Adopt   Perceived 
Compatibility 

  

Perceived 
Complexity 
 

  

Workstation 
Firewall 

Adopt   Perceived 
Compatibility 
 

  

Perceived 
Complexity 

  

Password 
Testing 

   Perceived 
Compatibility 

  

Perceived 
Complexity 

  

** p-value<.01    ***p-value<.001 

Table 15 Logistical Regression Analyses Results 

 

Overall Security Technology Adoption 

To evaluate the fit of all of the data to the overall information security technology 

adoption model, a partial least squares analysis was performed.  Partial least squares 

allows for a path analysis of data similar to structured equation model even without the 

sample size and normality assumptions (Chin et al.,1996).  Evaluation of the model when 

combining the suite of information security technologies reflects the theorized 

relationship between organizational characteristics and security technology 

characteristics in determining compatibility and complexity, and adoption.  A 

bootstrapping procedure was used to generate a sample size of 250 from the original 42 

responses.  The figure 8 below provides a graphical representation of the PLS analysis 

results. 
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Figure 8 Graphical Results of PLS Analysis  
  

 

Security technology adoption is modeled as a reflective second-order construct comprised 

of the first order constructs compatibility and complexity.  The path coefficients of the 

research constructs are expressed in standardized form with a rule of thumb that path 

coefficients should be greater than .3 to be meaningful and significant (Chin, 1998).  All 

of the model path coefficients are significant with the exception of the predicted affect 

that complexity has on security technology adoption (Hypothesis 4).  The composite 

reliability of the complexity and compatibility constructs were .510 and .794, 

respectively.  Details of the PLS analysis are included in Appendix III. 
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Summary of Quantitative Results 

Our survey of 42 banking organization’s allowed for collection of data on the security 

technology adoption process at these organizations.  Regression analyses at the individual 

information security technology level using SAS, in conjunction with use of the PLS 

Graph software for the overall suite of security technologies, provided a means to assess 

the proposed model and the associated hypotheses.  Results of the statistical analyses of 

the model and hypotheses indicate support for the assertion that organizational 

requirements as measured by perceived risk, management risk position, and Internet 

adoption level affect compatibility (Hypothesis 1), and compatibility positively affects 

security technology adoption (Hypothesis 2).  Additionally, the statistical analyses 

indicate support for the assertion that organizational capabilities affect complexity 

(Hypothesis 3), however, I was unable to statistically support the assertions I make 

regarding the negative effect of complexity on security technology adoption (Hypothesis 

4).  It is possible that we were unable to detect any effect due to the relatively small 

sample size.  Using the sample data, we were able to statistically show that the 

hypothesized individual variables of organization security requirements including 

Internet adoption level, risk management position, and risk did affect compatibility with 

security technologies.  We are also able to statistically show that the hypothesized 

individual variables of organization security capabilities including size and top 

management support did affect perceived security technology complexity, but we could 

not statistically justify the affect that learning orientation has on the perceived complexity 
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of security technologies.  Findings from the quantitative portion of the study are 

summarized in table below.   

 

Hypotheses Statistical Support 
H1: Bank organizational security requirements and security 
technology characteristics to affect compatibility. 

Yes 

H2:  The compatibility of bank organizational security 
requirements with security technology characteristics 
positively affects security technology adoption. 

Yes 

H3: Bank organizational security capabilities and security 
technology characteristics affect complexity. 

Yes 

H4: Complexity as affected by bank security capabilities 
and the characteristics of security technology negatively affects 
security technology adoption.   

No 

 

Figure 9  Summary of Quantitative Analysis Results 
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CHAPTER VI: QUALITATIVE FINDINGS 
 
 
 
Analysis Summary   
 
The data for this study are drawn from semi-structured, open ended interviews with seven 

people actively involved in the security technology adoption process at the selected 

banking organization.  A purposeful sampling process is employed to target interviews 

with key organizational actors, which I define as experienced and knowledgeable 

personnel with direct or indirect input into the security technology adoption decision at 

the organization.  Interview questions are derived initially from the pre-determined guide 

of questions (see Appendix I); however, subsequently the need for follow-up questions, 

discussions of relevant put not pre-conceived concepts, observations of what works in 

practice, and the flow of the interview guide the dialogue between the researcher and 

interviewee.  All interviews are conducted via telephone and a snow ball sampling type 

approach was used to identify additional potential interview candidates.  After each 

interview session, the information gathered is transcribed and coded based on the 

researcher’s sensitizing concepts.  Coding is the lynchpin of analysis for this logic of 

inquiry as it provides a means for identifying patterns in the data, and facilitates 

reflection and construction of relevant emerging themes.  The use of researcher memos, 

categorizing strategies, and connecting strategies are employed to iteratively perform 

reflective data analyses in order to address research questions and identify potential 

threats to validity (Maxwell, 2005).  Evidence obtained during the interview process is 

checked for validity by checking for alternative explanations, confirming perceptions 
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with interview respondents, searching for discrepant evidence and negative cases, and 

triangulation of interview responses within the case study, as well as with previously 

conducted survey research.   Interviews are conducted until the researcher felt that no 

new information relevant to the research questions was being generated from the 

interviews resulting in theoretical saturation.     

 

Discussion 
 
This section highlights observations from interviews with key organizational actors in the 

security technology adoption process at the selected banking organization.  Interviews 

include a lengthy discussion with the bank’s Chief Information Security Officer (CISO) 

responsible for global security operations across dozens of countries, in multiple regions 

around the world.  In addition, I also interview a number of global operations functional 

managers and several information systems managers that are key participants in the 

security technology adoption process.  I also speak to an information security consultant 

that recently supported the banking organization before leaving to pursue entrepreneurial 

interests.  Data analysis of information collected through the interview processes in 

conjunction with the review of relevant documentation yield a number of interesting 

patterns and observations.   

 

At a high level, the adoption process for security technologies at this banking 

organization is similar to the adoption process for all new technologies whether it is a 

consumer bank product, operation request, or other information systems technologies.  

The bank uses a multifold approach for approving new technology adoption with a key 
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factor being the “Ask process”.  All significant technology adoptions or acquisitions 

which have a major impact in terms of dollars, infrastructure, or business functions go 

through the Ask process.  This Ask process is a centralized risk review process performed 

at the very senior levels of the organization and involves senior management heads 

meeting with the CIO to determine whether projects should be done.  According to the 

CISO, last year “the request for new technologies for security was approximately 180 

projects”, so a significant number of the bank’s new security technology adoption 

decisions come through the Ask process.   

 

The approval process is more decentralized for adopting new security technologies that 

meet lower threshold criteria.  The approval process for adoption of these smaller impact 

technologies is handled on a more decentralized basis involving some level of delegated 

authority.  Either senior regional managers or global functional managers provide 

information to the CISO validating what issue the specific security technology is trying to 

solve and/or how the adoption of this new technology improves security management, 

lowers risks, reduces support costs, or provides some other benefit.  At some level each 

region and functional unit maintains and manages its own budget and is granted authority 

to make security technology adoption decision within that budget.  The authority is 

delegated from the regional and functional heads down the management chain depending 

on the impact of the proposed technology.     

 

Recommendations for the adoption of specific security technologies typically originate 

from functional areas within the overall global security operations.  However, areas of the 
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organization responsible for the overall information system and information security 

architectures also may propose new security technologies.  Security technology adoption 

requests also come from the various regions around the world.  The adoption process is 

the same regardless of where the recommendation comes from with the approval 

authority dictated by overall impact to the organization.  The adoption process for 

enterprise infrastructure technologies is the same as it is for workstation level 

technologies, particularly those implemented across the organization.  Recommendations 

for adoption of workstation level technologies, like other security technologies, originate 

from any of a number of different areas and work their way up or down the management 

chain.   

 

A key consideration in the security technology adoption decision process is the stability 

and reputation of the vendor of the security technology.  The research and development 

function housed within the engineering group at this banking organization conducts 

research into the potential use of security technologies developed outside of the 

organization; however, the function does not seek to develop new security technologies 

in-house.  The reliance on security technologies developed outside of the organization 

result in making individuals at the organization cautious and unwilling to risk investing, 

in any significant way, in security technologies that do not have the backing of a stable, 

reputable, and established vendor.  Vendors of security technologies are selected based 

on an expectation that they will “be around to provide any bug fixes, enhancements, and 

problem support” for the technology into the future.  This factor appears to be especially 

true for new information security technologies as compared to other information systems 
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technologies.  In fact, a number of the middle managers at the operational level indicate 

that the organization would limit itself when adopting any critical technology to only 

considering security technologies from established vendors with a stellar track record.  

Further, the vendors of these critical security technologies must be able to meet the 

organizations extensive support needs including continuous maintenance support and 

coverage across the bank’s global operations.  It is reiterated in a number of interviews 

that there is a strong reluctance to risk adoption of security technologies from small, un-

established “fly by night” or “mom and pop” vendors for organizational use, although 

historically this is from where much of the innovation in information systems 

technologies originates.  Reminiscent of the popular phrase from a few years back 

expressing that “No one ever got fired for recommending IBM”, interviewees accord a 

higher level of trust to larger, more established vendors of security technologies and this 

is a significant factor affecting the security technologies selected for adoption at this 

bank.   

 

Given the importance of protecting its information assets and maintaining the trust of its 

customers, the interviewees within this banking organization consistently re-iterate the 

desire to maintain the highest level of security attainable.  This desire is balanced against 

risk management considerations including an assessment of potential threats and the 

value of the assets being protected.  However, I come away with a sense that at this 

banking organization if the organization believes that a security technology or solution 

can help to protect its resources, then they will obtain it with minor regard for costs or the 

presence of in-house support resources.  This is reiterated by the CISO who states that 
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“cost is not a primary determining factor in whether to adopt most security technologies.”  

More consideration is given to whether a specific security technology can resolve some 

outstanding security threat or vulnerability.  The minimization of cost as a constraining 

factor for security technologies may be emblematic of the clout that a banking 

organization the size of the one selected for this case is able to wield as a number of 

interviewees mention that they enjoy favored status with the security technology vendors.  

“Companies want our business due our large volume requirements”, said one senior 

security operations manager.  The name recognition, stellar reputation, and prestige the 

organization holds among other banking organizations appear to result in favorable 

treatment with the vendors of information security technologies.  The vendors are willing 

to make significant price and/or support concessions in order to gain bank business.  In 

addition, many vendors are willing to customize commercial security technology 

solutions or create entirely new solutions to address areas of need that may be unique to 

this banking organization.   

 

Another distinct trend prevalent in this organization is the move away from using in-

house staff and resources to develop and support security technologies, operations, and 

products instead moving towards a model of managing a café of vendor-supported 

security technologies.  The idea behind this trend is that if something is not working or 

functioning properly the organization prefers to be able to point the finger at the 

offending technology vendor and say “fix it” as opposed to relying on in-house staff.  The 

strategy to purchase security technology from the marketplace versus engaging in the 

long turn around of development, test, implementation, and support required for 
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internally developed products is indicative of a common business axiom at the 

organization to “focus on core competencies or what we do best”.  One interviewee 

alluded to a past incident involving a potentially major security failure caused by a 

specific vendor-supported security technology, “Our global head of operations was on the 

phone with the (vendor) company’s CEO wanting to know what they were going to do to 

fix the problem and make us whole.  Long story short they fixed the problem in a patch 

with 24 hours and provided us with free maintenance for an additional year.”  This 

incident appears to demonstrate why the pattern toward vendor-supported security 

technologies is evident and a preferred practice as the organization is able to use its clout 

to demand immediate remediation and recoup financial damages from the technology 

vendor for any significant technology issues, thus lowering its overall security risks.  In 

general, in-house bank security technology support capabilities have less of an effect on 

security technology adoption than was originally expected at this bank because of the 

overwhelming reliance on the adoption of primarily vendor-supported security 

technologies.     

 

The information security function at the bank is segmented into multiple functional areas 

with respective responsibilities for different aspects of the bank’s security operations.  

Each of these functional areas is responsible for keeping abreast of developments that 

affect security technology adoption requirements in their area of responsibility.  For 

instance, one functional area is solely responsible for real-time monitoring of threats or 

intrusion attempts across the organizations vast global communications network.  This 

group employs intrusion detection and monitoring technologies to actively monitor 
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access ports and various logs, and relies on a number of automated and manual 

techniques including triggers configured to identify attempted intrusions before they 

progress very far.  A separate functional group, the engineering group, maintains a more 

strategic risk focus for protecting the organizations information assets including 

identifying and monitoring existing and potential threats and vulnerabilities at this and 

other organizations, and performing research, development, and testing activities to 

identify security technologies for use in mitigating these risks.  The bank maintains 

another function whose entire responsibility is in performing security risk assessments of 

the bank’s information assets.  This function is complemented by another function whose 

sole responsibility is to monitor the bank’s infrastructure to ensure compliance with risk 

mitigation procedures and practices identified in the risk assessments.  Hence, the 

responsibilities for the various information system security management tasks including 

active monitoring of threats, strategic planning of the security infrastructure, performing 

overall infrastructure risk assessments, implementing operational controls to address 

these risk assessments, and the monitoring of compliance with the controls are all 

performed within separate functional areas of the organization.  Each functional area is 

tasked with staying abreast of new security technology developments that may be of use 

in their individual areas of responsibility through staff involvement in security related 

industry groups, monitoring of information systems and security trade journals, and the 

scheduling of vendor presentations as needed to cover the full spectrum of security 

management, operations, and technology adoption.   
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Another pattern that emerges as a theme in a number of interviews is the apparent 

strategic move by the organization towards more separation of duties and segmentation of 

critical skills and functions using a more distributed approach.  This risk management 

strategy is designed to avoid concentrating too much information security administrative 

capabilities and security infrastructure access in a few key personnel.  Introducing more 

separation of duties reduces the ability of a single person or group of persons working 

together to intentionally or unintentionally compromise the bank’s multi-layered security 

schema.  Additionally, with staff dedicated to fewer or smaller tasks this creates the 

opportunity for development of a higher level of specialization, knowledge, and expertise 

within the functional areas.  The resultant effect on security technology adoption is the 

need for more highly specialized security technology to fit within a suite of security tools 

and automate specific aspects of an individual function’s responsibility.   

 

Critical information assets where the risk of any sort of security breach has the potential 

to cause severe damage to the bank’s reputation or may result in some monetary harm are 

generally isolated from other systems.  These critical information assets are further 

protected by limiting access to these assets except through certain controlled access 

points that are heavily monitored and located behind numerous layers of security.  The 

engineering group that focuses on identifying new security technologies and innovations 

works with business areas and security technology vendors to design specific 

technological solutions to meet specific business needs that fit within the banks overall 

security infrastructure.       
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Interviewees characterize the adoption posture of this banking organization as bleeding 

edge, meaning they are usually alpha and beta testing products and in some cases 

implementing select products before they may even be released to the general 

marketplace.  That the organization displays a willingness to be earlier in the security 

technology adoption lifecycle is tempered by their desire to use technologies provided by 

established vendors.  Much of innovation in information systems and information 

security emanate from smaller vendors and start up companies.  However, this banking 

organization typically waits until these technologies are either acquired by or 

incorporated into the products of the established vendor.  Vendors selling technology to 

the organization tend to use a two-pronged marketing approach.  One prong focuses on 

the senior managers of the organization, attempting to sell them on the business merits of 

the product.  A second focus is clearly designed to address the security technologists 

appealing to the “wow” or “cool factor” as one manager called it, to sell the technologists 

on the technical merits of the new technology.  Regardless of where the idea to 

investigate new technologies originated from, trialability was very important as the 

organization exhibited a “hands on” approach to adopting new security technologies and 

products taking advantage of the vendor’s willingness to provide free trials, customize 

security offerings, and grant generous support terms in an attempt to win the bank’s 

business.     

 

 Because the banking organization is involved in electronic commerce at many levels, a 

significant amount of attention is paid to vulnerabilities that may potentially occur as a 

result of someone coming through a business partner’s network.  The bank employs 
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numerous risk management techniques and security technologies to restrict access to 

certain ports, apply multi-level filtering of routers, servers, and applications, actively 

monitor traffic, and segment their infrastructure from exposure to business partners.     

 

The selected bank displays strong support for organizational learning, particularly in 

information security, and through active monitoring exhibits a high degree of 

organizational sensemaking capability.  It is observed that functional security areas of the 

bank are more interested in having their employees seek and maintain industry-accredited 

certifications like the Certified Information System Security Professional (CISSP) and 

Certified Information Security Auditor (CISA) than other functional information system 

areas of the bank.  In fact, data on the number of certifications is collected and tracked by 

senior bank management.  A number of interviewees feel that the demonstrated support 

for employee certifications is a means for bank senior management to maintain a certain 

level of assurance and comfort that staff is broadly knowledgeable and is aware of current 

security tools, techniques, practices and vulnerabilities for their respective areas of 

expertise.  The bank also employs a very proactive training program sponsoring 

numerous in-house training sessions, including training conducted by senior staff, as well 

as encouraging and supporting external training and degree programs.  The organization 

clearly recognizes the value of employee education and training in the information 

security area and could be characterized as being at the high end of support for 

organizational learning.  Even so, the pattern of “outsourcing” or hiring consultants as 

needed to support critical security technologies and components is observed to generally 

be preferable to providing support in-house for new security technologies.  Hence, 
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organizational learning is more a factor in security design, security awareness and threat 

monitoring, than it is in the ability of the organization to support new security technology 

adoptions.   

 

At this organization, overall security considerations tend to take precedence in any 

disagreement with business units regarding deployment of certain technologies.  There 

appears to be a strong commitment from the bank’s senior management that the 

organization will not put its infrastructure in harm’s way to accommodate individual 

business needs.  In most cases, solutions are found through the adoption of specialized 

security technologies or the implementation of procedures that isolate potential security 

vulnerabilities and accommodate whatever needs the business function has without 

jeopardizing the organization’s overall information security risk management framework.  

Any discrepancies in opinions on which technologies are most appropriate for the 

organization or other security technology adoption issues are generally resolved within 

the normal management structure of the bank.   

 

Data analysis identifies a growing focus on internal activity, particularly the monitoring 

of attempts by employees or contractors within the organization to access certain 

restricted IP addresses, change settings on certain servers, or circumvent some security 

standard or policy that could put the bank’s security infrastructure at risk.  Violations to 

the standards and policies were aggressively tracked and dealt with as employees are 

identified to their management, warned, disciplined, and in extreme cases terminated for 

any transgressions.  One interviewee from the functional security operations area 
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responsible for monitoring this activity indicated that they were known to employees 

around the bank as the “IP police”.   

 

The Bank employs elaborate intrusion detection and threat monitoring systems to notify 

various levels of security staff and management via e-mail and cell phone in the event of 

any potential network intrusions or attacks.  Information security management at this 

banking organization feel that it is an important risk management practice and 

architectural consideration to ensure that the security infrastructure is segmented into 

multiple layers such that even if an intruder were to successfully breach one layer, they 

are identified and isolated before they would be able to breach the numerous layers of 

security needed to disrupt anything of major significance.   

 

It is generally found that the effect of compliance with regulation, including oversight by 

the various banking regulators and compliance with new requirements, such as Sarbanes-

Oxley, generally does not drive bank requirements for security technology adoption at 

this organization.  Bank information security management maintains a very proactive risk 

management posture in addressing any potential security vulnerabilities and generally is 

way ahead of any new requirements for security technology adoption created as a result 

of legislation or regulatory oversight.  For example, the bank was already using a three-

factor authentication process for most of its key resources (i.e., who I am, what I know 

and what I have) at the time that banking regulators announced a requirement to move to 

two factor authentication for consumer services.     
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The bank leverages its enhanced information security risk management practices and 

capabilities indirectly for competitive advantages by being able to support business 

functions and products that otherwise may be too risky from a security perspective.   

Bank security management feels that it can provide adequate security to accommodate 

almost any business function requirement, but the deciding factor will always be the 

overall benefit to bank operations and the bottom line impact.   

 

One additional observation or theme that emerges as a result of the interview and data 

analysis process is the overall high level of risk aversion demonstrated by middle 

management at this banking organization.  This is manifest in both the manner in which 

business processes are conducted and individual roles in addressing organizational 

processes.  I posit that this high level of risk aversion, in part, may be what is driving the 

management desire to reduce reliance on in-house staff to assume responsibilities for any 

support issues.  This risk aversion posture is also evident in the nuances to the way 

questions are answered.  For instance, whenever middle managers speak about security 

incidents that occurred in the past, they are clear to remove their functional area from any 

form of responsibility for the incident.  Additionally, the respondents emphasize that they 

did not want their respective functional area to be responsible for any security lapses and 

because of that security technology adoption is primarily driven by need versus cost, 

support, or any other issues.      
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Summary of Qualitative Results 
 
In this segment of the study, the security technology adoption process is examined in the 

context of the banking industry using a qualitative single case study methodology.  An 

initial contextual concept is developed based on a review of existing literature, previous 

research, and researcher experience in information systems.  The following research 

questions are addressed including: 

• How do banks make decisions to adopt security technologies today?   

• How do organizational factors shape the security technology adoption process in 

banks?   

• How does organizational learning shape the security technology adoption process 

in banks?  

Overall analyses suggest that the stability and reputation of the technology vendor is a 

key factor in the information security risk management strategy and the information 

security technology adoption decision process at this Bank.  Further, the overall size of 

the bank selected for this case study is a major organizational factor allowing it to 

leverage its size and prestige to exert influence over the technology vendors including the 

ability to negotiate favorable pricing and contract terms, dictate superior support services, 

and obtain customized security technology solutions to address specific bank risk 

management needs.  The banking organization displays a high level of commitment to 

organizational learning encouraging the pursuit of industry standard certifications and 

advanced degrees.   Organizational learning is found to enhance the overall competence 

of bank staff improving the ability of the organization to effectively design its security 

infrastructure, monitor potential threats and vulnerabilities, and stay abreast of new 
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security technologies that could be adopted to address these issues.  However, 

organizational learning has less of an effect on support considerations for new security 

technology adoptions then was originally expected.  The trend toward having the vendors 

provide direct support for their security technologies reduce the reliance on in-house bank 

security technology support capabilities in the security technology adoption process.   

Similarly, technological factors such as complexity and cost are managed somewhat 

through passing the burden of support back to the vendors, many of whom were willing 

to make significant concessions to obtain the bank’s business.   Environmental factors 

such as regulation and competition do not directly drive the security technology adoption 

process as originally envisioned; however the bank is able to leverage its enhanced 

security capabilities indirectly for competitive advantage.  Overall, the security needs at 

this organization take precedence over considerations of cost, support, or other issues that 

may be expected to constrain the adoption of certain information security technologies.   

 

Research Questions Findings 
How do banks make decisions to adopt 
security technologies today? 

Banks employ risk management practices 
to access security requirements that affect 
security technology adoption decisions 
Requirements are identified at various 
levels of management throughout the 
organization 
Adoption decisions with broad impact are 
made through more formal processes 
Critical assets are subjected to multiple 
layers of security technology 
Outsourcing is an alternative to internal 
support for security technologies 
 

How do organizational factors shape the 
security technology adoption process in 
banks? 

Overall size can affect the adoption process 
by influencing the number and types of 
technologies that can be considered.  
Organizational size can also influence costs 
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and support considerations.   
Increased interconnection with outside 
entities increases risk to the bank 
influencing security requirements.  
An organization’s risk position can affect 
its security technology adoption process. 
 

How does organizational learning shape the 
security technology adoption process in 
banks? 

Organizational learning improves the 
bank’s ability to effectively assess its 
information security risks. 
Organizational learning improves the 
bank’s knowledge of information security 
vulnerabilities and technologies to mitigate. 
Organizational learning has minimal 
influence on the types of technologies that 
the bank is willing to adopt due to support 
considerations. 
 

 

Figure 10 Summary of Qualitative Analysis Results
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CHAPTER VI.  OVERALL FINDINGS 

Overview 
 
An investigation into the adoption of information security technology by banking 

organizations was conducted using a mixed methods approach combining both 

quantitative and qualitative analyses techniques.  The examination of the phenomena of 

information security technology adoption in banking organizations yields a number of 

interesting findings which can be attributed directly to contextual factors.  Information 

security technology can be categorized as an information system technology, however, 

there are characteristics of the technology that are unique to this class of technologies and 

affect its adoption.  Further, banking organizations, while having many of the 

characteristics of other types of commercial entities also exhibit unique behaviors.  These 

behaviors, particularly in the areas of risk management and information system security, 

directly affect the adoption of information systems security technologies.  Findings from 

this research confirm many of the expectations that the meta-analysis of the relevant 

literature would suggest regarding technology adoption behaviors, however, contextual 

factors are shown to influence overall results.   

 

Discussion 

A theoretically-based security technology adoption model was proposed based on review 

and analysis of relevant literature.  The proposed research model posits that the perceived 

compatibility of organizational security requirements with security technology 

characteristics positively affects security technology adoption and that perceived 

complexity, as determined by organizational security capabilities and security technology 
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characteristics, negatively affects security technology adoption.  The model provides a 

theoretical basis for the development of hypotheses that are statistically tested.  All of the 

model constructs are operationalized into variables that could be effectively measured 

through analysis of data collected from a random sample of respondents using the survey 

instrument.  The data are then analyzed using a variety of statistical techniques including 

logistical regression and linear regression using SAS statistical software, and partial least 

squared analyses using PLS Graph software.     

 

To enrich the obtained statistical results and triangulate findings, a large domestic mega-

banking organization with operations in multiple countries but with a significant centrally 

located security support function in the Eastern United States was selected to participate 

in the qualitative study.  Over a two month period from January to February 2008, twelve 

telephone interviews and follow-up interviews are conducted with the banking 

organization’s Chief Information Security Officer, three middle information security 

operations managers, a senior security consultant, and two senior business area managers.  

Interviewees are targeted from different functional areas to provide a knowledgeable and 

varied perspective of the organization’s security technology adoption process.  

Information obtained is recorded, transcribed, coded, and iteratively analyzed for patterns 

and themes related to an evolving conceptual framework.  The interview process 

continues as emerging relationships are evaluated against subsequent interviews until 

marginal improvement in conceptual relationships or theoretical saturation is obtained.  

Analyses provide evidence that organizational factors including organizational learning, 

size, and resources have a bearing on the security technology adoption process at this 
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banking organization, however not as originally conceptualized based on theory.  

Specifically, organizational learning affects the ability to design the security 

infrastructure and identify potential information security technologies for adoption by 

enhancing understanding of effective means for evaluating risks, monitoring threats and 

vulnerabilities, and improving awareness of technological solutions.  Further, the overall 

large organizational size and resources affect security technology adoption by allowing 

the banking organization to leverage this size to effectively dictate favorable vendor 

support and contract terms, and overcome cost or resource constraints; however, 

surprisingly, organizational learning did not appear to influence information security 

technology adoption through complexity management.  Instead, the pattern towards 

having vendors of information security technologies directly support specific security 

technologies reduces the reliance on in-house support capabilities and helps minimize the 

effect of technological factors such as complexity on information security technology 

adoption.     

 

Statistical justification for organizational security requirements affecting compatibility 

with security technologies and compatibility with security technologies affecting security 

technology adoption was demonstrated as hypothesized.  These findings are consistent 

with theory gathered from literature on organizational as well as individual technology 

adoption and acceptance behavior.  In the context of banking organizations, enhanced 

organizational security requirements are tied directly to the nature of the business and 

risk management practices.  Evidence of a risk-averse organizational culture was 

apparent during interview with key staff at the selected banking organization used in the 
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case study and, likely may have been a predominant factor affecting the apparent 

reluctance to respond to survey questions regarding information security technology 

adoption practices.  The advent and growth of electronic banking, which has increase the 

exposure of banks to external threats and potential vulnerabilities, also support the 

posited relationship that Internet adoption level is a component of bank security 

requirements.  The importance of safety and soundness and the potential effect of security 

breaches on reputation and customer trust appear to be a contextual aspect of banking 

organizations that heighten the importance of information assurance, influence perceive 

risk and risk management practices, and affect information security technology adoption.   

 

Results also appear to statistically validate the relationship between organizational 

security capabilities and complexity.  However, statistical analyses did not provide 

support for the theorized relationship of complexity affecting security technology 

adoption.  The findings appear to validate existing theory regarding the affect of size and 

top management support on organizational capabilities and the perceive complexity as it 

affects the adoption information security technologies.  However, learning orientation did 

not appear to be a significant factor affect information security technology complexity.  

Results of the case study provide some insight as to why the complexity of individual and 

collective security technologies may not affect adoption.  Support for information 

security technologies at the selected banking organization is largely the responsibility of 

the security technology vendor.  Hence, complexity and the effect that banking 

organizations capabilities have on complexity would not drive an information security 

technology adoption decision.  It is plausible that this scenario is generalizable to the 
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broader banking community at-large.  The selected banking organization for the case 

study is one of the largest domestic banking institutions with operations around the world 

and a significant amount of resources at its disposal.  Although the organization 

maintains a sizeable information systems and information security operations, the bank 

does not rely of its own staff to provide support for most of the information security 

technologies adopted.  In fact, they tend to limit their adoption of information security 

technologies to technologies that are supported by established vendors.  The risk-averse 

behavior exhibited at this bank is likely replicated across smaller institutions that would 

not be expected to have the same amount of information security resources available.   

 

Conclusion 

This dissertation research study proposes and validates a theoretical security technology 

adoption model developed to identify factors affecting the adoption and use of specific 

enterprisewide security technologies by banking organizations.  The model posits that 

organizational information security requirements and capabilities influenced by 

organizational learning interact with security technology characteristics to affect security 

technology adoption and use in banking organizations through the intervening constructs 

of compatibility and complexity.  The theoretical concepts supporting the development of 

the security technology adoption model for banking organizations are grounded in the 

intersection of technology innovation, IT adoption, and information security 

implementation and practice, with organizational theory, organizational learning, and 

banking research literature.   Organizational factors hypothesized to influence the 

compatibility of organizational requirements with information security technologies and 
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to influence the perceived complexity of information security technologies are derived, 

measured, and statistically tested.  Statistical support for three of the four hypotheses 

proposed as part of the research model was obtained.  Statistical support was not 

demonstrated for the hypothesized negative affect of security technology complexity on 

its adoption.  To maximize the theoretical and practical usefulness of the research and to 

obtain a richer understanding of the phenomena, a case study of a large domestic mega-

banking organization was performed.  Case study evidence confirmed the assertions 

regarding the effect of organizational factors on the security technology adoption process 

while providing some insight on how these organizational factors affect perceived 

compatibility and complexity, and shape and influence the security technology adoption 

process in banks.     

 

This research will contribute to the understanding of technology adoption, in general, as 

well as specifically increase the contextual understanding of the unique characteristics of 

security technologies and their adoption within the information intensive banking 

industry.   Findings from this research have both academic and practical value by 

extending existing theory and enhancing the understanding of information technology 

adoption through better understanding of the factors influencing adoption of a specific 

class of information technologies, namely, security technologies within a specific 

context, banking organizations.  In addition, the proposed model provides an ability to 

empirically test a framework that may be applicable to other information technologies 

and other types of organizations hence providing value to future researchers and 

practitioners.   
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Limitations 

The primary limitation in this study was the lack of valid responses necessary to create a 

large enough sample size to thoroughly assess the results using statistical methods for 

conducting the quantitative analysis.  The quantitative approach taken relies on the ability 

to have sufficient data points to perform statistical analyses.  Even so, limited statistical 

analyses were performed to provide some statistical validation of researcher assertions.  

The statistical validation while providing a means to assess the research hypotheses does 

not facilitate richer understanding of the security technology adoption process that a 

mixed methods approach provides (Babbie, 2001).  This limitation was addressed 

through the inclusion of a single case study.  Another limitation of the survey method is 

that it does not allow for dialogue with the respondent to clarify any questions or 

concerns, increase the potential for more honest answers, and gain a richer understanding 

of the response.  Again, I attempted to address this limitation by supplementing the 

analysis with the case study. The survey method also has a limitations associated with the 

dependence on self-reported data and the potential for selection bias.  This negatively 

affects the overall generalizability of the study.  The constructs used in my model are 

based on theoretical considerations. In the process to operationalize these constructs, an 

attempt was made to use variables previously validated and use in other research studies.  

Hence, the proposed instrument involves a combination of a number of items from 

previous research instruments, and the piecing together of the items from a variety of 

other studies may negatively affect the content validity and reliability of the items.  This 
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selection of specific variables to the exclusion of other variables could negatively affect 

their reliability.   

 

With regards to the case study, the primary limitations stem from the selected case and 

the analyses of potential implications.  Specifically, I acknowledge that the selected 

organization is a “mega-bank” with resources that exceed most banking organizations 

and I attempt to derive meaning from this context and reflect on how it could affect any 

theoretical generalizations.  Another limitation stems from the use of telephone 

interviewing.  Although telephone interviewing is not the preferred way to conduct depth 

interviews, the lack of availability of the participants for face-to-face interviews and the 

request by my primary contact and organizational advocate that interviews with staff be 

conducted by telephone made it the only viable option.   I was able to overcome trust 

issues that may evolve by connecting with interviewees personally by sharing some of 

my professional background and experiences, and discussing mutually interesting events 

relative to banking, information systems, and security.  In addition, the multiple phone 

contacts with most participants and email detailing the purpose for this study and why 

their participation was necessary appeared to engender a trust relationship.  Given the 

limitations, the telephone interviewing process served this research very well by allowing 

for more frequent access to interviewees at this banking organization than would 

otherwise have been possible.     One final limitation was the need to restrict my study to 

a single case study do to time considerations.  I hope to be able to address this in future 

research expanding the case study to include other types of banking institutions and 

perhaps other industries.    
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In spite of the limitations of the research methods employed, I believe that the selected 

mixed methods approach provided the best overall means for addressing the research 

questions and conducting this initial research into security technology adoption in 

banking organizations.     

 
 
Implications for Future Research 

A number of potential ideas for future research evolved during the conduct of this study.  

First, in the context of information security technology adoption in banking organizations 

I believe that it would be beneficial to expand this study to consider multiple additional 

cases including banking organizations of various size and resources.  Some of the 

analyses for this current study may have been affected by the overwhelming large size of 

the selected case.  A multi-case study would allow for some assessment of the effect of 

organizational size on the security adoption process.  In addition, future research could 

broaden the scope of the study to examine the security technology adoption process in the 

context of other financial organizations as well as organizations that operate in other 

industries.  This would shed some additional perspective and insight on the security 

technology adoption process and further advance theory within this important research 

area.   In addition, the collection of additional survey responses to increase sample sizes 

would facilitate a richer statistical analysis.  Future research should identify robust means 

for gathering more data.  The collection of more data will allow for a better overall 

assessment of model fit and provide more statistical power to any results.   
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Future research should expand the study to statistically test the model and evaluate the 

effect of organizational factors on information security technology adoption for other 

types of organizations and other industries.  The characteristics of different industries 

may yield interesting insight to the overall phenomena of information security technology 

and inform the research area of information technology adoption, in general.  New 

studies could also explore different means for gathering data on model constructs 

hopefully improving the measurement of variables making up these constructs.     
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Appendix I - Security Technology Adoption Survey 

 
 

A Survey on Adoption of Security Technologies in Banking 
Organizations 

 
This research is aimed at evaluating the adoption of Security technologies in the 
Banking Industry. We would like to evaluate factors affecting the adoption of specific 
security technologies for use in your particular organization. 
 
The principal researcher in this project is Ph.D. Candidate, Eric Turner of George 
Washington University, with advisory support from his advocate, Dr. Subhasish 
Dasgupta, and research advisory committee members, Dr. Elias Carayannis and 
Srinivas Prasad of George Washington University, Washington, DC. 
 
It will take you about ten to fifteen minutes to fill out this survey.   
 

• Please note your willingness to participate in this research study is implied if 
you proceed with completing and submitting the survey. 

 
• This survey is completely voluntary and there is no penalty for not completing 

it. 
 
• This survey does not require any organizational or personal identifying 

information and only collects data about your organization as it pertains to 
demographic information necessary to classify the types of organizations. 

 
• Your answers will be kept strictly confidential and will not be released in any 

form that can be identified with you individually or your organization. 
 

• This survey is only for employees in an organization who are at least 21 years 
of age. 

 
• This survey has been approved by the Institutional Review Board at the 

George Washington University (IRB#080654). 
 

• Results of the survey may be published in aggregate form only, without 
identifying any individual or organization.  

 
• It is important that you answer all questions honestly and accurately.  

 
 

 
 

Thank you for your time! 
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SECURITY TECHNOLOGY ADOPTION SURVEY 
 
General Information:  Please answer for all locations of your organization 
 
Organization Name (Optional):_______________________________________ 
 
Which job category best describes your job function in the company? 
(Please select one) 
____ CEO and/or President  ____ CISO/CRO 
____ CIO/IT Director   ____ Info Security Management/Staff 
____ Info Sys Dept Management/Staff Other (Please 
specify)___________________ 
 
Which of the following specific job functions exist within your organization? 
(Please select all that apply) 
____ Chief Information Officer/IT Director ____ Info Security Management 
____ Chief Information Security Officer  ____ Info Security Staff 
____ Chief Risk Officer     
 
How large is your information systems (IS) function (Please select one): 
__No IS Dept __1–20 __21-100 __100-250 __> 20 __Outsourced  
 
What is your annual budget (approx) for information systems? (Please 
select one): 
__<$500K  __$501K-$2M  __$2.1M-5M __$5.1-$100M
 __>$100M 
 
How large is your information security (InfoSec) function (Please select 
one): 
__No InfoSec Func __1–5  __6-10 __11-20 __> 20
 __Outsourced  
 
What percent of your annual IS budget is used for information security 
(approx)? (Please select one): 
__< 1% __1-2% __3-5% __5-7% __>7 % 
 
How many networked workstations including remote workstations (approx) 
does your organization support for employee use? (Please select one): 
__None __1–100 __101-1000 __1,001-10,000 __>10,000   
 
What type of computing services does your organization provide for 
employees? (Please select all that apply): 
___Mainframe ___Distributed ___Remote  ___Desktop ___Mobile   
 
What level of Internet adoption most closely characterizes your 
organization? (Please select one): 
___e-mail adoption: have e-mail but do not have a web site. 
___Internet presence: adopted an informational website but implementation is in 
process. 
___prospecting: have informational website addressing bank and product 
information, news/events, interactive content, personalized content, email support, 
and simple search.   
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___business integration: integrated with bank’s overall business strategy offering 
interactive marketing/sales, online banking, secure transactions, and comprehensive 
information and search capabilities. 
___business transformation: highest level of Internet adoption includes base 
business integration functions but aimed at transforming bank’s business model by 
focusing on building relationships and seeking new business opportunities enabled by 
the Internet.  We are electronically integrated with key suppliers and customers.  
 
 
 
Security Technology Adoption Level: 
Please rate the following statements based on your knowledge of your organization. 
(Key: NC-Not Considered; CR-Considered & Rejected; P-Planned; I-Installed) 

   Please circle or X your response 
1 My organization has adopted all 

of the following information 
security measures including 
workstation anti-virus, network 
firewall, access control, and 
encryption technologies 

  NC         CR         P            I 

2 My organization has adopted 
nested levels of network firewall 
protection 

  NC         CR         P            I 

3 My organization has adopted 
intrusion detection technology 
including active monitoring of 
exceptions 

  NC         CR         P            I 

4 My organization has adopted 
password strength testing 
technology tools 

  NC         CR         P            I 

5 My organization has adopted file 
integrity checker technology   

  NC         CR         P            I 

6 My organization has adopted 
vulnerability/penetration testing 
technology   

  NC         CR         P            I 

7 My organization has adopted 
workstation lock out after 
specified inactive periods on all 
workstations 

  NC         CR         P            I 

8 My organization has adopted 
workstation firewall technology 
on all workstations 

  NC         CR         P            I 

 
Security Technology Adoption Factors: 
Please rate the following statements based on your knowledge of your organization. 

  Strongly                              Strongly  
Disagree      Neutral             Agree 

 Management Risk Position   Please circle or X your response 
1 Top management is willing to 

accept changes in organizational 
structure, work force 
composition, skills, etc. that may 

  1   2     3 4   5      6      7 
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result from a decision 
2 Top management is willing to 

absorb new technologies, 
hardware and software, with 
which the organization is not 
familiar 

  1   2     3 4   5      6      7 

3 Top management is willing to 
commit large investments in new 
applications, technologies. or 
network designs 

  1   2     3 4   5      6      7 

 Top Management Security 
Support 

 

4 Top management is interested in 
security  

  1   2     3 4   5      6      7 

5 Top management considers 
security important to the 
organization 

  1   2     3 4   5      6      7 

6 Top management has effectively 
communicated its support for 
security 

  1   2     3 4   5      6      7 

7 Top management is committed to 
security 

  1   2     3 4   5      6      7 

8 The extent of perceived security 
risk at my organization is high 

  1   2     3 4   5      6      7 

 Learning Orientation   
9 Managers basically agree that the 

security function’s ability to learn 
is the key to our effectiveness 

  1   2     3 4   5      6      7 

10 The basic values of the security 
function include learning as key 
to improvement 

  1   2     3 4   5      6      7 

11 The sense around here is that 
employee learning is an 
investment, not an expense 

  1   2     3 4   5      6      7 

12 Learning in my organization is 
seen as a key commodity 
necessary to guarantee 
organizational survival 

  1   2     3 4   5      6      7 

13 The collective wisdom in this 
enterprise is that once we quit 
learning, we endanger our future 

  1   2     3 4   5      6      7 

14 My organization encourages its 
employees to pursue security 
certifications/accreditations  

  1   2     3 4   5      6      7 

  Strongly                              Strongly  
Disagree      Neutral             Agree 

15 There is a well-exposed concept 
of who we are and where we are 
going as a security function 

  1   2     3 4   5      6      7 

16 There is a total agreement on our 
security function vision across all 
levels, functions, and divisions 

  1   2     3 4   5      6      7 
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17 All employees are committed to 
the goals of the security function 

  1   2     3 4   5      6      7 

18 Employees view themselves as 
partners in charting the direction 
of the security function 

  1   2     3 4   5      6      7 

19 Top leadership believes in sharing 
its vision for the security function 
with the lower levels 

  1   2     3 4   5      6      7 

20 We do not have a well-defined 
vision for the entire security 
function 

  1   2     3 4   5      6      7 

21 We are not afraid to reflect 
critically on the shared 
assumptions we have about the 
way we do business 

  1   2     3 4   5      6      7 

22 Managers in the security function 
do not want their “view of the 
world” to be questioned 

  1   2     3 4   5      6      7 

23 Our security function places a 
high value on open-mindedness 

  1   2     3 4   5      6      7 

24 Managers encourage employees 
to “think outside the box” 

  1   2     3 4   5      6      7 

25 An emphasis on constant 
innovation is part of our 
corporate culture 

  1   2     3 4   5      6      7 

26 Original ideas are highly valued in 
this organization 

  1   2     3 4   5      6      7 

 Security Technology 
Adoption-Common Tools 

 

27 The information security tools 
above are compatible with my 
organization’s security 
requirements 

  1   2     3 4   5      6      7 

28 The information security tools 
above are compatible with my 
organization’s security capabilities 

  1   2     3 4   5      6      7 

29 My organization views use and 
maintenance of base information 
security tools above as complex 

  1   2     3 4   5      6      7 

 Sec Tech Adopt-Nested 
Network Firewalls 

 

30 Nested levels of network firewall 
protection are compatible with 
my organization’s security 
requirements 

  1   2     3 4   5      6      7 

31 Nested levels of network firewall 
protection are compatible with 
my organization’s security 
capabilities 

  1   2     3 4   5      6      7 

32 My organization views use and 
maintenance of nested levels of 
network firewall protections as 

  1   2     3 4   5      6      7 
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complex 
 Sec Tech Adopt-Intrusion 

Detection 
 

33 Intrusion detection technology is 
compatible with my organization’s 
security requirements 

  1   2     3 4   5      6      7 

34 Intrusion detection technology is 
compatible with my organization’s 
security capabilities 

  1   2     3 4   5      6      7 

35 My organization views use and 
maintenance of intrusion 
detection technology as complex 

  1   2     3 4   5      6      7 

 Sec Tech Adopt-Password 
Strength Testing 

 

36 Adoption of password testing 
technology is compatible with my 
organization’s security 
requirements 

  1   2     3 4   5      6      7 

37 Adoption of password testing 
technology is compatible with my 
organization’s security capabilities 

  1   2     3 4   5      6      7 

38 My organization views use and 
maintenance of password testing 
technology as complex 

  1   2     3 4   5      6      7 

 Sec Tech Adopt-File Integrity 
Checker 

 

39 File integrity checker technology 
is compatible with my 
organization’s security 
requirements 

  1   2     3 4   5      6      7 

40 File integrity checker technology 
is compatible with my 
organization’s security capabilities 

  1   2     3 4   5      6      7 

  Strongly                              Strongly  
Disagree      Neutral             Agree 

41 My organization views use and 
maintenance of file integrity 
checker technology as complex 

  1   2     3 4   5      6      7 

 Sec Tech Adopt-
Vulnerability/Penetration 
Tests 

 

42 Vulnerability/penetration testing 
technology is compatible with my 
organization’s security 
requirements 

  1   2     3 4   5      6      7 

43 Vulnerability/penetration testing 
technology is compatible with my 
organization’s security capabilities 

  1   2     3 4   5      6      7 

44 My organization views use and 
maintenance of 
vulnerability/penetration testing 
technology as complex 

  1   2     3 4   5      6      7 
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 Sec Tech Adopt-Inactive WS 
Lock Out 

 

45 Workstation lock out after 
specified inactive periods is 
compatible with my organization’s 
security requirements 

  1   2     3 4   5      6      7 

46 Workstation lock out after 
specified inactive periods is 
compatible with my organization’s 
security capabilities 

  1   2     3 4   5      6      7 

47 My organization views use and 
maintenance of workstation lock 
out after specified inactive 
periods on all workstations as 
complex 

  1   2     3 4   5      6      7 

 Sec Tech Adopt-WS Firewalls  
48 Workstation firewall technology is 

compatible with my organization’s 
security requirements 

  1   2     3 4   5      6      7 

49 Workstation firewall technology is 
compatible with my organization’s 
security capabilities 

  1   2     3 4   5      6      7 

50 My organization views use and 
maintenance of workstation 
firewall technology as complex 

  1   2     3 4   5      6      7 

 
 
Thank you for your time! If you have any question regarding this project or 
would like to request a copy of the results, please email Eric Turner at 
turnere@gwu.edu . 

mailto:turnere@gwu.edu�
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Appendix II – PLS Graph Results 

 
 
Outer Model Weights: 
=============================================================== 
                    Original    Mean of     Standard    T-Statistic 
                    sample      subsamples  error 
                    estimate 
Organizational 
Security  
Requirements: 
 
    InetLvl         0.5811      0.3222      0.4568      1.2722 
    MgtRiskP    0.4244      0.3201      0.4704      0.9023 
    PcvdRisk     0.6060      0.4564      0.3920      1.5458 
 
Organizational 
Security 
Capabilities: 
    Size             0.8575      0.3112      0.5378      1.5946 
    LrngOrie     0.0869     -0.1563      0.5503      0.1579 
    TopMgtSu -0.5240     -0.4284      0.4220      1.2417 
=============================================================== 
 
 
Outer Model Loadings: 
=============================================================== 
                    Original    Mean of     Standard    T-Statistic 
                    sample      subsamples  error 
                    estimate 
Organizational 
Security 
Requirements: 
(Composite Reliability =      0.640 , AVE =      0.377 ) 
    InetLvl         0.6904      0.4232      0.4104      1.6823 
    MgtRiskP    0.4780      0.3250      0.4611      1.0366 
    PcvdRisk     0.6534      0.5319      0.3670      1.7805 
 
Organizational 
Security 
Capability: 
(Composite Reliability =      0.595 , AVE =      0.369 ) 
    Size            0.8662      0.4032      0.4513      1.9195 
    LrngOrie   -0.2654     -0.3845      0.4433      0.5986 
    TopMgtSu -0.5349     -0.4947      0.4143      1.2911 
=============================================================== 
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Path Coefficients Table (Original Sample Estimate): 
=============================================================== 
                       Adoption  Complexi   Compatib    Requirements Capabilities   
Adoption         0.0000        0.1020        0.6810        0.0000            0.0000 
Complexi        0.0000        0.0000        0.0000        0.0000             0.6550 
Compatib        0.0000        0.0000        0.0000        0.5500             0.0000 
Requirements  0.0000        0.0000        0.0000        0.0000            0.0000 
Capabilities     0.0000        0.0000        0.0000        0.0000            0.0000 
=============================================================== 
 
 
Path Coefficients Table (Mean of Subsamples): 
=============================================================== 
                      Adoption   Complexi    Compatib   Requirements  Capabilities   
Adoption         0.0000      -0.0830         0.6003         0.0000           0.0000 
Complexi        0.0000        0.0000         0.0000         0.0000           0.6036 
Compatib        0.0000        0.0000         0.0000         0.6631           0.0000 
Requirements  0.0000        0.0000         0.0000         0.0000           0.0000 
Capabilities     0.0000        0.0000         0.0000         0.0000           0.0000 
=============================================================== 
 
 
Path Coefficients Table (Standard Error): 
=============================================================== 
                       Adoption   Complexi    Compatib  Requirements   Capabilities   
Adoption         0.0000        0.2509         0.1919         0.0000            0.0000 
Complexi        0.0000        0.0000         0.0000         0.0000            0.4277 
Compatib        0.0000        0.0000         0.0000         0.2377            0.0000 
Requirements  0.0000        0.0000         0.0000         0.0000            0.0000 
Capabilities     0.0000        0.0000         0.0000         0.0000            0.0000 
=============================================================== 
 
 
Path Coefficients Table (T-Statistic) 
=============================================================== 
                        Adoption   Complexi    Compatib  Requirements  Capabilities 
Adoption            0.0000      0.4065        3.5487           0.0000            0.0000 
Complexi           0.0000      0.0000         0.0000           0.0000            1.5314 
Compatib           0.0000      0.0000         0.0000           2.3134            0.0000 
Requirements     0.0000      0.0000        0.0000           0.0000            0.0000 
Capabilities        0.0000      0.0000        0.0000           0.0000            0.0000 
============================================================ 
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Appendix III - Interview Guide Questions 
 
Research Questions Assumptions Interview Questions 
1) How do banks make 
decisions to adopt security 
technologies?  
 

1) Banks are defined as 
financial entities that offer 
demand deposit services 
and are either nationally-
chartered or state-
chartered.   
2) Banks are intensive 
users of information 
technology and make 
extensive use of security 
technologies. 
3) Banks choose which 
security technologies to 
adopt.    
4) Bank’s have a decision-
making process for 
adopting security 
technologies. 

1) Walk me through this 
organization’s process for 
making decisions on which 
security technologies to 
adopt? 
2) Is the decision making 
process the same for 
workstation security 
technologies, such as, 
personal firewalls, as it is 
for enterprise security 
technologies like network 
firewalls? 
3) What factors do you 
consider important when 
deciding to adopt a certain 
security technology? 
4) Is the security technology 
adoption process different 
than the adoption process 
for other information 
technologies?  If so, in what 
ways? 

2) How do organizational 
factors shape the security 
technology adoption 
process in banks? 
 

1) Organizational factors 
affect security technology 
adoption? 
2) Banks monitor threats to 
its information resources 
and adopt security 
technologies to mitigate 
these threats? 
  
 

1) How does this 
organization keep abreast of 
developments that may 
affect its security 
requirements? 
2) How does this 
organization determine the 
level of security appropriate 
for adequately protecting 
your information resources? 
3) How are 
recommendations to adopt 
certain security 
technologies brought 
forward?  What is the 
communication process?  
Do specific functional areas 
bring forward security 
recommendations or are 
most recommendations 
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made by a centralized 
information security 
function?  Please explain.   
4) What is the process for 
reviewing and approving 
security technology 
adoption recommendations? 
5) What is your specific 
role in this process? 
6) Are there policies or 
guidelines that shape 
security technology 
adoption decisions?  
7) How are disagreements 
regarding which security 
technology to adopt 
resolved? 
8) What level of the 
organization has decision 
making authority for 
security technology 
adoption decisions?  Is it 
different for other 
information technologies? 
9) Would you characterize 
the adoption decision 
process as centralized or 
decentralized?  Please 
explain.  
10) How is the decision 
making authority granted, 
exercised, and enforced? 
11) What effect does the 
availability of information 
systems resources including 
staff and budget have on the 
security technology 
adoption decision process?  
12) How does that 
availability of information 
security resources affect the 
security technology 
adoption process?   
13) What organizational 
constraints influence the 
security technology 
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adoption decision? 
14) How is security 
technology adoption 
decisions justified?  Is there 
a cost-benefit analysis 
process for security 
technologies?         

3) How does organizational 
learning shape the security 
technology adoption 
process in banks?   

1) The decision to adopt 
certain security 
technologies is influenced 
by organizational learning. 
2) Bank’s have key 
organizational staff that 
provide input on the 
decision to adopt security 
technologies. 
3) The level of information 
security knowledge and 
awareness of staff is 
affected by organizational 
learning.   
4) The level of information 
security knowledge and 
awareness affects the 
security technology 
adoption process. 
    

1) What types of constraints 
affect the security 
technology adoption 
decision? 
2) What influence do 
learning activities have in 
monitoring potential, new, 
or existing security 
vulnerabilities or threats? 
3) How does your 
organization keep abreast of 
potential, new, or existing 
security technologies?  
4) How do you characterize 
the level of security 
technology knowledge of 
your security technology 
support staff?  On what do 
you base this 
characterization or 
assessment? 
5) To what extent does the 
knowledge level of your 
security technology staff 
influence your security 
technology adoption 
decision process? 
6) How would you 
characterize the level of 
security awareness across 
the organization? 
7) How does the level of 
security awareness across 
the organization influence 
the types of security 
technologies that the 
organization adopts?    
8) What steps does the 
organization take to ensure 
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appropriate knowledge of 
information security for 
information security 
function staff?   
9) How would you 
characterize the level of 
support for employee 
training in security?  Do 
you believe that this level is 
adequate?   
10) What is the level of 
importance given to 
continuing education 
including the pursuit of 
outside degrees and/or 
information security 
certifications for 
information security staff? 
11) Are previous security 
technology adoption 
decisions reviewed and 
assessed?  If so, how does 
this assessment process 
work?  What influence does 
it have on future adoption 
decisions?    

4) How do 
technological factors 
shape the security 
technology adoption 
process?  

 

1) Characteristics of 
security technologies affect 
the adoption process. 
2)  Banking organization’s 
act in a rational manner 
when making a decision on 
which security technologies 
to adopt. 
3) Banks consider 
technological factors when 
making security technology 
adoption decisions.   

1) What do you believe to 
be important considerations 
when evaluating security 
technologies for adoption? 
2) What technological 
attributes affect the security 
technologies that you 
consider for adoption?   
3) How do the technological 
attributes considered 
important for security 
technologies differ from the 
attributes important for 
other information 
technologies? 
4) How does the complexity 
of a security technology 
affect the security 
technology adoption 
decision?  
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5) How does the cost of a 
security technology affect 
the security technology 
adoption decision? 
6) How would you 
characterize your 
organization’s approach to 
adopting new information 
technologies?  Where on the 
spectrum of early or late 
adopters would you 
consider your organization 
to be for most information 
technologies?  What about 
security technologies?  
7) What is the process for 
scanning new applications 
or requests for new 
connections for security 
vulnerabilities?  

5) How do 
environmental factors 
shape the security 
technology adoption 
process?  
 

1) Characteristics of 
environment in which the 
bank operates affect the 
adoption process. 
2)  Banks monitor the 
security threat environment 
and these results affect the 
security technology 
adoption process. 
3) Banks consider 
environmental factors when 
making security technology 
adoption decisions.   

1) What factors influence 
the organization’s 
willingness to adopt new 
security technologies? 
2) How does your 
organization keep abreast of 
potential, new, or existing 
security vulnerabilities or 
threats? 
3) What effect does 
competition have on your 
organization’s security 
technology adoption 
process?   
4)  How does the adoption 
of security technologies 
influence the banks 
competitive position?   
5) Do you believe the 
adoption of security 
technologies directly or 
indirectly affect the bank’s 
bottom line?  If so, how?  
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Appendix V - Coding Categories 
 
 
Similarity to General Technology Adoption/Decision/Acquisition Process 
 
Differences of Security Technology Adoption Processes 

• Identification Processes 
• Recommendation Processes 
• Approval Processes 

 
Organizational Factors 

• Security Awareness  
o Threat Monitoring 

 Strategic-What will I need to worry about in the future?  
 Tactical-What threats exist today? 

o Knowledge of Security Technologies 
 Trade Journals 
 Vendor Relationships 
 Industry/Competitor Analysis  

o Level of Management Attention 
 

• Security Technology Support Resources 
o Budgeting 
o Staffing  
o Facilities 
o Training  

 
• Security Technology Adoption Decision Making 

o Autonomy  
o Delegated Authority 
o Oversight-All Adoption Decision Subject to Approval and Review Process 
 

• Business Unit Influence 
o Conflict Resolution 
o Reviewing New Technologies that may affect Security Architecture 
 

• Knowledge Level of Staff 
o Competency 
o Use of Consulting Services 

 
• Organizational Learning 

o Staff Training 
o Academic Assistance 
o Certification Training 
o In-house Training 
o External Training 
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o Research 
 

• Risk Management 
o Internet Presence 
o Electronic Commerce 
o Outside Connections 

 
Technological Factors 

• Meeting a need 
• Complexity  

o Support  
 Installation 
 On-going 

o Integration 
 

• Security Platform 
o Enterprise Level Security 
o Network Level Security 
o Workstation Level Security 

 
• Burden to Users 
 

Environmental Factors 
• Regulatory Requirements 
• Competition 
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