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Abstr ®csseftati on

Enhancemenht eRadi® dEme d sidemg | fRrcoacdsosn Capabil it
In the last decade, universities and the federal government have studied the use of
UnintendedradiatedEmissions(URE) for security applicationsThe published studies
haveshown multisecond and larger processing times, which are not suitable for many
security scenarios, which require fraction of a second responses. The staggering amount
of frequency spectrum data available for examination in a test object creates amgyocess
time challenge. Additionallyas the body of electronic threats gspalong with its
corresponding states or modes for each object, the database size required to store this
information, threatens the practicality of a URE system in terms of recgyiséein

memory and processing speeds.

This research will work with an existing set of URE d#@tppendix A), consisting of 166

test objects from 12 model/modes to study four URE issues related to processing speed
and system growthThe research will be divided intawo major parts, each part having

two sections. The first section Bfrt lof this researchvill determine if the input URE

data, from an unknown threat object to a threat identification system, can be reduced
while theURE system maintains identification accurachhe second section &fart |

will determine if the database of the URE threat identification can be reduced in
characteristic signajuantity andmaintain unknown identification accuracyhe first

section ofPart Il will use simulation to create nelareatmodels in the URE database, to
see if and how large the database can be expanded before the systeifhaitecond
section ofPart I will use simulation to expand the mode handling capability of thE UR

system to see how large the database can get before the system fails.
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Chapter 1 - Introduction

1.1  Background

This chapter starts with thagh-level discussiornof the problem domain and works
down to the research dédsa In Section 1.2Unintended Radiated EmissionsRE) is
examined, which is the threat detection phenomenon used in this research, followed by a
discussion on threat system processing speed and accuracy, whiclugsaf thés research
(Section 1.3 The remaining sections (Sectiond 10 1.9 cover the problem statement,
research objectives, questions, hypotheses, significance, scope, and limitations. The last

secton of this chapter (Section 1)IWill describe how the dissertation is organized.

1.2  Unintended Radiated Emissions

URE s an electromagnetic phenomenon tikatsefulfor threat detection. The URE
detection and identificatiosystem picks up the weak electromagnetic signals that all active
electronic devices emit. The signals da&reer med Auni ntendedod becau
intentionally being transmitted, like a radio communication signal. Figdres Eketch of
a frequency spectrum that resembles URE @gipendix A)that would be measured from
an electronic devigalso known aafimodel object Bhree signals are shown with center
frequencies identified by F1, F2, and F3. Each signal has a height, power, or amplitude
associated with it, represented by Al, A2, and A3. The shaded area in Figure 1 represents
the fluctuating noisyregion (noise floor)of a frequency spectrum display, where it is
difficult to identify unique signals. Signals must be discernably higher than the noise floor

in order to be identified (Friedel 2014).
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The URE threat detection process works because same model objects put out a unique
and matching frequency spectrum display, dep
components (Friedel 2014). Figur& Bhows two sets of frequency spectrums forsets
of models. On the left are frequency spectrum displays of eight same model cell phones.
On the right are the displays of five same model motion sensors for the same frequency
spectrum and capture antenna polarity as used for the cell phones. thosaailarity of
the same model spectrums and the spectrum differences between the two different models.
The two models are distinguishable by their differing number, location, and amplitude of
signals. As easy as it is for the human eye to identifjtrelmagnetic signatures of similar
and different modelsidentificationis even easier for a computer that can do so more
accurately and quickly.

This characteristic ofonsistentlectromagnetisignatures based om modelmakes
URE useful for many electronic circuit identification tasks. For exarntpdsesignatures
can be used in quality control of electronic products. In advertigiegglectromagnetic

signaturesould be incorporated in smart billboards that sehsestectronic products of



its audience. The focus of this research is using URE in threat detection to identify the

electronic trigger mechanism of a terrorist bomb.
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One design for such a URE system is shown in FiguBe An electromagnetic
receiving antenna is used to pick up the electromagnetic radiation framothedobject.
The antenna is connected to a radio receiver or similar frequency speltsplaying
device so that the signals described in Figurgé &an be identified by frequency and
amplitude. These spectrum details are run through a computer to determine if they match

a known device in the URE system database.
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1.3 Need for Speed and Accuracy

This research investigates improvements in URE processing techniques and database
size reductions using system speed and accuracy as the judgment criteria. If not intuitive,
the current texts on explosive detection techniques clearly state that fastliabte r
methods are required for success in fighting terrorism (NATO 2012). Obviously, 100%
accuracy is the goal of a threat detection system, but from earlier URE research (Friedel
2018; Morden 2015), system accuracy improves with increasing processiag t
Therefore, in URE threat system development, there is a tradeoff between processing time
and maximum possible accuracy, depending on the application of the threat system
(Schubert 2004).

Threat detector accuracy increases the chances of successhil leutralization

(Brodie, 2005; DeForest 1984), while false alarms in threat detection can lead to



unnecessary panic, leading to civilians being harmed (Herreria 2018). Significant false
alarm rates can desensitize the threat detection system oparatdhe public, leading to
ignored alarms (NRC 2004)r raise harassment or privacy concerns (Marshall 2009) and
cause the protecting agency or government embarrassment (Roth 2015).

The need for speed in threat detection is obvious, in the case of a terrorist, where he or
she must be stopped before reaching the intended target (Schubert 2004). However,
specific time limits can be referenced from expert texts or media reports dnribigents.

The National Research Council states that the response time for detecting a suicide bomber

is less than 10 seconds, in order to prevent him or her from reaching the target (NRC 2004).

Medi a reports indicat e tnteatagnanspoitatod Securitthp at i en
Administration airport screening system that processed each person in only seconds
(Halsey 2016; Mutzabaugh 2016). Clearly, if public transit screening took in the range of

minutes per person for an accurate threat detextion, the customers would complain

even more. However, the extreme need for threat response speed is for military jammers

that need to respond tmprovised Explosive Devicthreats in a millisecond timeframe

(Army Technology 2015). In such applicatgreven a response of a few seconds is too

slow.

1.4  Problem Statement

Current URE systems lack critical performance efficiencies making them suboptimal
in operational use putting some of their users in dangyeraverage electronic device can
have hundredsven thousands of identifying electromagnsignals, while conversely

there are conservatively thousands of models of electronic devices that pose security threats



in bombmaking, spying or intellectual theft, as well as the many states (on, off, sleep
mode, frequency channel, etc.The quantity of signals of an average electronic model,
stored in a many model database used for electronic threat identification raise the questions:
1) how large can the database of an electronic threat identificationrbedels and
modes, and still be effective in processing time and accuracy, since threat
identification time is proportional to the number of signals processedan
increasing model database increases the probability of shared characteristic signals
betwea model®
2) how far can the number of identifying signals in a threat database and collected on
an unknown emitter be reduced in order to speed up system processingritmes
still be accurate since reducing the number of identifying signals used in a threat
identification system reduces the certainty of threat identification
Effective and portable threat detection systems are critical for addressing the current
terrorist dangers in our societyn the last decade, universities (Morden 2015) and the
fedeml government (Friedel 2014) have studied the use of URE for security applications,
but the published studies have shown rsditond and larger (Friedel 2018) processing
times that are not suitable for many security scenarios that require fracttosemind
responses (Grover 2014The staggering amount of frequency spectrum data available for
examination in a test object, which, in a URE system, is compared against the frequency
data of a library of known objects, magnitudes larger than the test ,objeetes a
processing time challenge. Additionally, as the body of electronic threats grows, along with

its corresponding states or modes for each object, the required database size required to



store this information threatens the practicality of a UR&esy in terms of required

system memory and processing speeds (Friedel 2018).

1.5 Research Objectives

1.51 Objectives
Research objectives are shown in Figu#e T'hetwo higher levebbjectives(middle

row of Figure 14) of this research were

0 to determine if the signals in both those collected on an unknown threat object and
those stored in the URE system database could be methodically reduced in order to improve
systemprocessing timeg@niddle-left oval of Figure 14).

0 to test growth capabiltand limits of the URE systefor both database and mode
handling capability where mode is the statievice (on, off, volume setting, channel

setting, etc.pf an electronitmiddleright oval of Figure 44).

Original URE Threat

Identification System

Signal Reduction
in a URE System

URE System

Expansion

Increasing Modes

in the URE System

Characteristic
Signal Reduction

Collected Signal
Reduction

Increasing URE
Database Size

Hypothesis 1 Hypothesis2 Hypothesis3 Hypothesis 4

Figure 1-4: Research Objectives Tree



Testing growth limitdetermins the practicality of UREor commercial and military
applications and fifl gaps in theexisting UREknowledgebase In order for URE to be
useful in its many potential functions such as security, inventory, advertising, safety, etc.,
the system must have fast processing and a large database. The fast processing enables
functionality in security applicationsd other URE applications and is critical in safety

and potential security applications such as IED detection or responsive threat jamming.

1.5.2 Signal Reduction

The research is divided into two part§ Signal Reduction and Il) System Database
Growth. Each of thetwo research parts hasvo subsections. Part | examinessignal
reductionin a UREthreat identificatiorsystem. The first sectiorof Partl explores the

potential ofreducing the number of collected signals an unknown test objectThe

second section of Parhas the objectivef redudng the number of signalsf amodelthat

needto be storedn the URE database. The goal of the research in both sections bf Part

was toreducethe number o§ignals processed atm define theeducion processes The

signal reduction improves URE systems in two ways. First, the fewer signals in a URE
system result in faster processing times since unknown signals are compared against known
(database) signals, consuming processing time. Researshdws that average signal
processing speeds are proportional to the number of signals the URE system handles
(Friedel 2018). In the simplest of processing algorithms, every unknown is compared
against every known signal. Since an unknown data file cataicomultiple capture

signals, the same database signals are processed multiple times: once for each captured



signal. Significant signal reduction on either the captured (unknown), database (known),
or both sides can result in significant processingépaprovements (Friedel 2018).

The second improvement that signal reduction provides is reducing the URE burden on
memory, both fixed and virtual, enabling a larger model (known) database and faster
processing. For example, if database record sizel t@uteduced by 10%, on average, the
number of known models that the database could hold would increaggptonximately
10%, since there is a proportional relationship between number of model records and

database size.

1.5.3 Expanding the URE Threat Processingystem
1.53.1 Increasing the Database

The second part of the resea(€tart Il) studies the effect of growing the database on
processing speed, accuracy, and functionality. Section 1 ofi Raoks at increasinthe
number of models in the database and their associated signals. The number of unique
electronic devices with URE signatures is easily in the multitudes of thousands (watches,
radios, toys, computers, household items, industrial products, etc., and specialized
URE databas® e.g., recording devices for a security threat system) could number in the
hundreds, if not thousands, of unique models. The total memory space required to hold
these URE databases could definitely tax and potentially fill #re kdrives of most
common PCs.In a portable URE system, hard drive size is even more of a concern, for

shipping and carrying considerations.
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1.53.2 Increasing Mode Handling Capability
The second sectioof Partll examines the effects of growing the mode handling of a

URE system. Each of the previously mentioned models usualimultiple modes, which

had a URE signature that is similar but different from the basic or original state model. If
the URE identifyingsystemwas tasked with mode distinction, the required database size,
discussed in the prior paragrapies multiplied, andcould even increase ban orderof
magnitude For bothsections of Paril of the research, real URE collected detas
modified to simulate an expanding database. UBi@dasedautomationroutines the

goal was expanding URE model and mode databases until failure in functionality, or

memory capability or useful processing spesdsencountered.

1.6 Research Questions

1.6.1 Reduction of Number of Collected Signals of an Unknown

0 Can the number of signals collected on an unknown test object be redtived?
research will attempt to reduce the number of signals that need to be collected on an
unknown to accurately identifyand, if possible, derive an algorithm for achieving the

reduction.

1.6.2 Reduction of the Signals for a Model in the Database
0 Can the number of signals stored in the URE database for individual models be
reduced? This research will attempt to redudeetnumber of signals required in the

database for each model, while maintaining identification accuracy and speed. If there is a

11



consistent, repeatable process for database signal reduction, the algorithm for achieving

this reduction will be derived and cdamented.

1.6.3 Growth of the URE Database

0 Are there limitations to increasing the URE databasHtere are only 12
model/modes in the current databasd nemory size will be one limitation on maximum
size However oneresearchobjective isto determine if there is an upper limit &iRE

database size andtlss limit suitablefor URE system applications.

1.6.4 Growth on the Number of Modes
0 Are there limits on the number of modes that the URE database can hartuke?
research wilincreasehenumber oimodesin the URE database to see ifithésa quantity

limit in URE system mode handling aisdhis limit suitable fotJRE system applications.

1.7 Research Hypotheses
Refer to Figure 4 for the alignment of hypothesisresearch objectiveslhe test

of the hypotheses empirically determines whether the objectives have been met.

1.7.1 Hypothesis 1: Reduction of Number of Collected Signals of an Unknown
Hypothesis 1. The number of signals collected for an unknown tégect can be
methodically reduced by 10% or more without negatively affecting the identification and

accuracy.

12



Null Hypothesis 1The number of signals collected for an unknown test object cannot

be significantly reducefl O 1 ®y@ny means.

1.7.2 Hypathesis 2: Reduction of the Signals for a Model in the Database

Hypothesis 2The number of signals stored in a URE database of models can be
methodically reduced by 10% or more, for each model, without negatively affecting the
identification and accuracy.

Null Hypothesis 2:The number of signals stored in a URE database cannot be

significantly reduceqd O 1 y@ny means.

1.7.3 Hypothesis 3: Growth of the URE Database

Hypothesis 3The size of the URE database can be significantly giouh1 0 0 t i me s
present sizelp sizes that enable the URE threat identification system to be used with larger
and larger threat databases.

Null Hypothesis 3The size of the URE database cannot be significantly gfo@n 0 0

times present sizé&) be used folarger threat identification systems.

1.7.4 Hypothesis 4: Growth on the Number of Modes

Hypothesis 4:A significant number (at leasix modes and at least 100 times the
number of unknown objects) of modes can be added to the URE database and identified
unknown test objects, enabling a URE system to be effective (processing speed and

accuracy) in threat and mode identification.

13



Null Hypothesis 4Significant amounts (at leastx modes and at least 100 times the
number of unknown objects) of moddadaannot be effectively (in terms of processing

speed and accuracy) added to the URE database and correctly processed.

1.8 Significance of Research

There are several levels of significance to the research related to the discipline of
systems engineewgn On the top level, the research furthers the study of URE systems,
which has high commercial potential but has only been ratelg explored (Friedel
2017).

Part | of this researchwas a System Optimization efforSection 1 of Part |
demonstratea collected signal reduction concegtich can be used to optimize the data
collection process of other URE systems.

Section 2 of the System Optimizatistuded the reduction of characteristic signals in
the URE database. An optimization algorithm for URE database reduasieveloped
that canbe used in other URE systems. For both Section 1 and 2, the achieved signal
reductions can correspond to significardgessing speedprovements

Part 1l of this research project perfoemisystem analysit determine limits to URE
system expansion.The Part llresearch realizetechniquesHat canimprove system
database limits in the hardware and software desigiU&E systenand areapplicable to
other data processing systems.

ThePart llresults of this researdhowthe capabilityof URE systensto be used for

growing systems. The mode capability expansion st(flyction 2 of Part Il)of this

14



researchdemonstratea URE systemdés capability to handl

modern electronic products.

1.9Scope and Limitations
1.9.1 Scope

The scope issue for this section of the research was the nature of the data. The project
started with a databasé real data. The initial quantity of data was not sufficient for the
research tesgoals, so the additional required data wasnulated and generated by
computer. The existing real data was used to seed the newha@gpaovide realistic flaws
to the gnerated dataThe details of this proceasediscussed in Chapter Section 3.3.3

and Section 3.3.4

1.9.2 Limitations
1.9.2.1Data for Part I, Section1
To achieve the large amounts of data required to test the URE system, data simulation

was used.What was simplifiedn the data generation of this part of the research project

and broke from more realistic real datalectionwas that different models commonly are

close in collected URE signal frequencjégcause similar electronic components are used

for contemporary electronic equipment. In addition to characteristic signals of different

test object models being crowdedta the same frequency spectrum bands, different
model s6 characteristic signals wil/l occasi o
These two data complexities were avoided in the simulation method used but will be
suggested for future researchSection 5.4.4.1 See Section3.3.3and 5.3.1for more

details on the data generation process.
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1.92.2Data for Part Il , Section2

The technique used to multiply moding was to generate a psandom signal for
each simulated mode and add it to the reahrmoded data. This was realistic but a
simplification of the limited moding experience of the first URE research (Friedel 2018).
With the limited mode experience gained in the first URE research, it would be too
tangential a research project to moealistically simulate characteristic signal variance
between same model modes. This research will be suggested for furtherdolleark
in Section 5.4.4.1See Sections 3.3.4 and 5.3.1 for more details on how the data limitation

was treated.

1.10 Organization of Dissertation

Chapter 1 provides an overviewdRE, areas needing improvement, thigatiection
methodologiesand theprocess used in thresearch The problem statement is followed
by a discussion of the reseambjectives questionshypotheses, significance, scope, and
limitations

Chapter 2 reviews the current and recent literature on URE systems and analyzes these
systems for speed, accuracy, size limitations, mode handling, processing considerations,
algorithm generation, hardwareonfigurations technique variance, and future URE
research ideas.

Chapter 3 details the methods used in this resear€his includeshe processsfor
reducing the required number of signals of an unknanahin the characteristic signal
database Also covered ar¢he methods used to increase the unknown data quahsty

URE characteristic signal databagedmode handling capabilities.
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Chapter 4 describes the resditsm employing the methodologies trying to reduce
the collected signals on amknown test objecndprovides the results for the attempt at
reduction of the characteristic signal databaseditionally, the esults of the research on
URE systemand modehandlinggrowthare displaye@nd analyzed

Chapter 5provides conclusions terms of processing times, acagy, and system
effectiveness,based on the Chapter 4 analysiie salient contributions of this research

and opicsfor further research agdso providedn this chapter
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Chapter 27 Literature Review

2.1 Background

Based upon the literature reviewekllistchapter expands upon the summary of URE
provided in Chapter 1Because of the critical role played in the development and operation
of URE Systems, the methods of analyzing algorithms, sadgetocessing hardware, and
examining data structures used in the subject research are defdiednethodsan be
applied to URE system development, with the concern for processing speed and handling
of large databases. Coding development and pradbcesuch a fast/large data system are
discussedn Section 2. Section 2.2 will examine algorithmic and coding practices that
can improve programrocessing times.Section2.23 will examine and discuss possible
algorithms that may be useful in tesign of a URE threat identification systefirhis is
followed by hardware considerations for such a specialized syst8action 23. Section
24 summarizes 20ecent papers on URE, pulled for their relevance to the objectives of
this current researchvere studied for their choice of data structures and algorithms for
data processing, their experimentation with threat mode distinction, and their aimédysis

URE threat detection processing speeds and accuracies.

2.2 URE Algorithms Considerations
2.2.1 Algorithm Analysis

The heart of a URE threat detection system is the algorithm that determines if an
unknown emitter is a threat. To create the URE processing algorithm, the URE system
developer must consider how the digitized URE data will be stecttand through what
computer processes the data will go througgst processing speed and efficient use of

18



computer and system resources, which affect processing times (Walters 2001), are key to
large-data/fast response systems like the threat identifgystems discussed the work
of this dissertation

During theURE Systendesign phasedhe algorithms considered for a threat system
need to be analyzed for efficiency, in resource usage and processing time, since fast
processing times, along with agecy, are required for a threat identification system

(NATO 2012; Schubert 2004).

Measurenentsof an al gori thmés efficiency in exec
growth capability are referred to as the al
pg f or mance-ngpd wag e oing 66 Whi ch can provide an in

and execution time, while ignoring dependencies of programming language and target
machine (Horowitz 1984). The notation used is Q(ere fn is short for functionno

6 n Fab example, fn equal to 1 or a computing time of O(1) describes an algorithm that

always executes in the same time and resourceuBaigdasl i ke a fAnul | 0 stater
is a program statement that gets executed but does not perform anynfur@iN) where

N represents an increasing series of numbeescribes an algorithm that will grow
proportionally in execution time and memory usage with the size of the input data. An
exampl e would be a fFe&bdas-tlemmecrddmexantpledofh at pr oc
FOR statement in a MATLAB script is shown in Figurd.2 The second through fifth

elements of a skelement array are incremented by a value of one.
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% Assignment statements

Starting Point = 2; % Starting index

Stopping_Point = 3; % Stopping Index

My_Array = (1,2,3,4,5,6) % 6 element array

tor My_Variable = Starting Point:Stopping Point; % FOR statement

% Statement that modifies Array, below:
My_Array(My_Variable) = Array(My_Variable) + 1;

end; % End of FOR
My_Array % Display contents of My_Array
% end of program

% program output below

My_Array =
7 3 4 5 6 6 % Contents of modified array

FiguitExample of a FOR statement

O(N™) is representative of algorithms withe st ed st at ements, wher

the degree of nesting. If m equals 2, the performance of the algorithm in terms of memory
usage is proportional to the square of the input data size. If m equals 3, performance is
proportional to the cube of the mpdata set, and so on.

O(2") indicates an algorithm with an exponential growth in running time or memory
requirements as data input increases. For each additional data element to the input data
set, growth doubles. An example of such an algorithmavbelrecursive calculations.

O(Log N) would represent a function that spikes early and then flattens out in resource

usage, like a binary search (Bell 2019).
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n |log, n|Squareroot(n) logz n| n [n[Log(n)] n’ n’ 2"
2 1 1.41 1 2 2 4 8 4
4 2 2.00 4 4 8 16 64 16
8 3 2.83 9 8 24 64 512 256
16 4 4.00 16| 16 64 256 4096 65536
32 5 3.66 25 32 160 1024 3.28E+04 4294967296
64 6 8.00 36| 64 384 4096 2.62E+05 1.84E+19
128 7 1131 49| 128 896| L.64E+04 2.10E+06 340E+38
256 8 16.00 64| 256 2048| 6.50E+04 1.68E+07 1.1I6E+77
512 9 22.63 81| 512 4608) 2.62E+05 1.34E+08 1.34E+154
1024 10 32.00] 1100|1024 10240| 1.05E+06 1.07E+09|Too Large to Display
2048 11 45.25| 1212048 22528| 4.19E+06 8.59E+09| Too Large to Display
4096 12 64.00] 1444096 49152] 1.68E+07 6.87E+10|Too Large to Display
8192 13 9051 169|8192] 106496|6.71E+07 3.50E+11|Too Large to Display

TablleGr2owt h of Eight Different Functions

In algorithm design, especially in thregfstems, the goal is to have the lowest resource
usage footprint in order to maximize processing speed. As shown in Faptm&mon
functions can be ordered by resource usage growth rate: log n, Square Rodifn),log
n[log(n)], n?, i*, and 2. Thegoal in algorithm design would be to achieve correct and

repeatable results, using functions with the lowest possible O values (Goodrich 2002).

2.2.2 Useful Algorithms
2.2.2.1 Search
2.2.2.1.1 Sequential

The simplest search algorithm is Sequerfliearch. The program would start at the
top of the list, table, or whatever database structure is used, sorted or unsorted, and compare
the unknown parameter to each item in the database until a match is found. This is an easy
program to implement and f&i quick for short databases. However, for large databases,

Sequential Seardk inefficientfor applications in the URE SystenThe average number
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of comparisons needed to find a match in a database of n items is the sum of all possible
successful outcomes (1+2+3é+n) divided by th
%(n+1). Therefore, sequential search works on O(n) or linear thigarithms that are

more sophisticatedan solve search more efficiently (Kruse 1987).

2.2.2.1.2 Binary

Binary is another search method considered in the URE algorithm deSigen a
sorted list to search, binasgarchstarts at the middle and makes an assessiithe target
is in the left or right half of the list. Binary search continues, dividing the search list in half
and determining left or right, until the target list data is found. The run time is logarithmic
or O(log n), which is a considerable imgement over sequential search and noticeably
better the longer the data list. The binary tree structure discussgehjurential Search
works well with binary search, and the algorithms for implementing a software version are
readily available. The prossing time for binary tree search is better than without using a
tree, running in O(h) time, where h is the height in terms of levels of the search tree as

displayed in Figure-8 (Goodrich 2002).

2.2.2.1.3 Hashing
Hashing takes a variable list and @adt in a fixed smaller table. A function is created
to map a list item to its table location. Tkierk showed that objects are identifiable by a
few key signal frequencies of the objectdos U
hundreds, of billions of measurable frequencies. A URE identification system is interested

in only a small fraction of thiaspectrum, making it ideal for mapping with a hash function.
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The reward for using hashing is that the search time is only O(1), which is better than

binary tree search. TableZxompares the search methods discussed (Kruse 1987).

Method Search Processing| Rate of | Comparison to
# Technique Speed Growth | Predecessor
1 Sequential O(n) linear |  -----------
2 Binary O(log n) | logarithmic faster
3 Binary Tree O(h) constant faster
4 Hash Table 0(1) no growth faster
Tabl2Ca2mpari son of Search Met hods

2.2.2.2 Sorting
2.2.2.2.1 Insertion

Sorting algorithms are likely algorithms to be found in a URE system. URE data would
likely be added to a growing database of electronic devices used as #ugdtsls, spy
devices, etc;)as new threats are found and as showsettion2.2.3.2 search algorithms
commonly work off of a sorted list.

One of the most basic sort methods is Insertion Sort. TypicallyJRE threat
database wilalreadybe in a sorted state, and as new res@et added, they get sorted.
This involves comparing the new item to the list, one at a time, sequentially. If the database
is unsorted or many new items get added simultaneously, the comptexagyms of

program executiomncreasegO(r?)). However,the infrequent adding of a record to a

sorted database is a more realistic scenario. As newly identified and characterized threats
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are added to the fAknown object database, 0

The processing time is then a )mgnanageable O(n), since insertion sort just has te do n

1 comparisons for each new item (Kruse 1987).

2.2.2.2.2 Selection
Selection Sort is another very basic sort like Insertion. The database is searched for the
succeeding highest or lowest valuedords, sequentially, and these records;lmrene,
are put in their correct order. This sort method would be useful for an initial unsorted
database but would not be efficient for the expectedmeeardinsertion tasks of a URE

system. The processitigne of such a system is Gfr(Kruse 1987).

2.2.2.2.3 Merge-sort
A popular sort algorithm that uses the divattedconquer approach is Mergert. The
database list is divided, into at least two equal size groups, and then each group is sorted.
Then, the divided groups are merged together, until the database is teoagam. In
some implementations, the dividing is done down to single element records. The

processing time is O(n log n), which is better than Selection Sort (Brassard 1996).

2.2.2.2.4 Quick-sort
Quick-sort is another dividandconquer algorithm. The database is divided again into
at least two halves, but differing from Mergert, the divided halves amedependent of
each otheby beingpopulated based on the database center point. Thisdeettakes out

the need to sort the recombined database. After the lower and upper halves get sorted, they
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just need to be joined to complete the database. This process has the same average

processing time as Mergort, of O(n log n) (Goodrich 2002).

2.2.2.2.5 Heapsort
Heapsort is a data sorting method working with the heap structure in Section 2.2.3,
giving it efficiency in memory storade desirable trait for a URE systenih the heapsort
process, the largest element is placed on top of the biresgyand succeeding smaller
valued elements are branched below it, following the ordering rules of the heap structure.
The average processing time is the same as for Mengeand Quicksort: O(n log n).

Table 23 compares the discussed sorting methH&ksenna 2008).

Method Sort Processing| Rate of | Comparison to

# Technique Speed Growth | Predecessor

1 Insertion o(n) linear |  -----------

2 Selection oM squared slower

3 Merge O(n log n) n*log faster

4 Quick O(n log n) n*log same

5 Heap O(n log n) n*log same

Tabl3CaE2mpari son of Sorting Methods

2.3 Hardware Considerations

2.3.1 URE Processor Hardware
As URE system software affects URE system performance, the hardisaraffects
performance The major objectives of this currergsearch are to enable accurate threat

detectionwith the minimal data files possible, to expand the system database as large as
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possible, and to increase mea@ndling capability Mode-handling isthe ability to
distinguish between the different states.ohodel. The personal computer (PC) hardware
details are key to these goals because the PC hardware determines memory and processor
speed capabilities. The hardware analiysthis research project will be limited to tRE€
processinghe unknown emiérs The rest of the URE system hardware, specifically the
analog Radio Frequency data hardware, has been disands@dtionalityin a previous

research project (Friedel 2018).

2.3.2 Use of Computer Memory
Figure 22 displayshetypical computermemory organization. There are at least five
levels of computer memory, and the key concept is that the memory size is inversely

proportional to its processing speed (Loshin 1994).
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A URE system developer n#®to balance the large amounts of data involved in a URE
database versus the fast response time required in unknown identifidatigpical URE
database will a record for every identifiable model, and each record will contain a
characteristic signaldt with details of each signal (Friedel 2018)l computer memories
are accessible by computer software, but access to the faster CPU memory may require a
lower level languag® accesssuch as machine language or assembly language, therefore
adding corplexity to the programming task (Sololearn 2017). QRE systendesign
possibility would be to move the URE database to the fastest computer memory that can
accommodate its size, which is a motivation for streamlining the database as much as
possible. ©nversely, the analysis processing on the unknewni t t er sBGREc ol | ect
data should occur using the fastest computer memory that the developer has access to use.
In programming a URE system, the need for speed using fast memory should be meshed
with the large memory needed for the database, in order to get a fast threat identification

response without running out of memory.

Memory Type | Access Time| Cost/MB | Typical Size | Typical Cost
Registers 0.5ns High 2KB | -
Cache 520 ns $80 2 MB $160

MainMemory 4080 ns $0.40 512 MB $205
Disk 5ms $0.005 40 GB $200

Tabl4eMe&mory Hierarchy Properties (Murdocca 2

Table 24 provides more details on the different types of computer memory. As would
be expected, the faster the memory, the higher the cost. The access times are interesting to

note, varying from 0.5 nanoseconds (ns) to 5 milliseconds (ms). With URE data, a user
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could be dealing with hundreds or thousands of RF signals or URE known emitter signature
files that need to be compared to an unknown emitter. If the access time is in the
millisecond range, it can be understood how the practical time limits of an\effedRE

system can be reached (See Section 1.4). Multiplying the millisecond access time by the
hundreds or even thousands of repetitive iterations required for comparing an unknown to
the database files would result in a response that clocks in thedsecAs discussed in
Chapter 1, some URE applications require a fraetiba-second response, so hard disk

memory access would be too slow for implementation in such a system (Murdocca 2007).

2.3.3 Choice of Computer Hardware

Knowing that computeperformance in processing speed and memory size is critical
for a URE threat identification system, the system designer would specify the highest
performance computer the development budget would allow. CPU speed and PC memory
size would be maxed if theutdget allowed. The fastest possible CPU would enable the
fastest possible URE threat identification times, and the largest possible PC memory would

decrease the chances that URE would run out of memory and enable future system growth.
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Figure 23 shows the CPU speeds of common PCs for the last 27 years, while
Figure 24 shows CPU memory sizes for the same period. The CPU speeds went from the
kilohertz (KHz) range to well over 3 gigahertz (GHz) éarrent PCsand CPU memory
went from less than a kilobyte (KB) to 25 megabytes (MB). There is clearly an upward
trend in CPU rates, which benefits URE system development. However, another
observation of this data is the wide variance of computer peafoce of currently used
PCs. URE system designers will want the best PC they can get for threat identification

speed and large database handling ability (Computer Hope 2019).
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2.4 Related URE Studies
24.1 Scope
These studies provide additial valueadded insightsthat this dissertation
incorporated into research experiment and ultimate contriidionpandi ng t he wor
body of knowledge on URE threat detection and identificatidme papes were analyzed
for six topics that were central to thirk:

0 Data Structures

0 Algorithms

0 Data Reduction

0 Moding

0 Processing Speed

0 Accuracy
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For thesection on Accuracy (Section 274 since almost every paper showed high
accuracy succesas,subset of the studied papers, those that achieved 100% identification

accuracy, are studied more closely and compar#tketsubject of this dissertation

The papers reviewed are listedTiable 25 (A & B). Details are provided, if available,
on oveall accuracy, model database size, processing speed, detection range, and
classification between passive or active URE
research project refers to a URBiItting electronics product, identifiable by its

manufact r er 6 s part number .
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A A Passive,
D|L|D| |P|C Active, | Detection

Year | Author |[Title 5 |G|R M5 |C|#Models Accuracy| Speed |orBoth| Range |Summary
Fatal attraction: identifying mobile devices 175 | 98.9%, | L.6min, Identifying phones by their magnetic field
2019| Perez  |through electromagnetic emissions Y|Y[N|N[Y|Y | phones | 99.9% | 16 min |Passive|0, 20cm |readings.
Classification of unintended radiated Algarithm for increased resolution.
2018| Vann  |emissions in a multi-device environment Y |Y [N|Y [Y|Y| 9 100% | NA |Passive| NA  |Utilization of NN for multi-device captures.
Development, optimization, and validation 86.11- | 3.92to0
2018| Friedel |of unintended radiated emissions YIY|N[Y|YY| 11 100% |11.23ms|Passive| lin.  |Passive URE processing system.
E-Eye: hidden electronics recognition 2.5-100 Active technigue of threat detection,
2018 L through mmWave nonlinear effects YIY[N|N[Y|Y| 6 |97-99.6% ms | Active |20-100 cm |radiating target with millimeter waves.
A dimensionally aligned signal projection Algarithm for object identification using
for classification of unintended radiated 10s of harmonic, modulation, signal spacing, and
2017 Vonn  |emissions YIYINY|Y|Y| 14 | 98.90% |minutes|Passive| NA  [statistical feature extraction of URE data,

EM-ID: Tag-less identification of electrical
2016\ Yong  |devicesvia electromagnetic emissions Y|Y[N|NN|Y| 40 |72-100%| NA |Passive| close |Protype of a URERFID system

Detection and recognition of R/F devices
hased on their unitended electromagnetic

emmissions using stochastic and Four passive URE identification techniques
2015| Acharya |computational intelligence methods MY |N[N|N[Y| 2 |85-100%| NA | Both | 10feet |arecompared.

Passive detection of unintended radio
2015 Morden |emissions YIY[Y[N[Y|N| NA MA  |minutes|Passive| 10feet |Prototype design of a passive URE system.

EMI spy: harnessing electromagnetic

interference for low-cost, rapid 1 Low cost, portable electronics identifying
2015\ Zhoa  |prototyping of proxemic interaction YIY|N[N|Y|Y| NA 96% | second |Passive| 2meter |system, using EMI collection.

EM-Sense: touch recognition of Prototype system to identify and interact

uninstrumented, electrical, and with electronic objects through their EM
2015 Lloput  |electromechanical objects YIYNIY[Y|Y| 23 |96.10% | 65 |Passive|touch:0" |signature whentouching.

KEY: DS=Data StructuredLG= Algorithm;DR=Data ReductioriylI=Moding;PS=Processing SpedddCC=AccuracyY=CoveredN=Not Covered
Table 2-5A: Reviewed URErelated Paper@apers 1 to 10)
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A A Passive,
DIL(D| |P|C Active, | Detection
Year Author (Title 5|G|R|MS |C |#Models [Accuracy| Speed |orBoth| Range |Summary
A comparison of algorithms for detecting Known algorithms and one new, tested in
synchronous digital devices using their micropressor detection, for the purpose of
2014| Stagner |unintended electromagnetic emissions YY [N|N|N[Y | NA 100% MA |Passive| close |IED detection, with noise introduction.
Detecting and locating electronic devices Comparison of active to passive URE
using their unitended electromagnetic detection; threat position determination;
2013| Stagner |emissions MY |N|N[N|Y 2 0-100% | MNA Both MNA URE microprocessor-finding algorithms.
System for detection of malicious wireless The study uses hidden Markov models
2012| Acharya |device patterns Y Y |N|Y |N[Y 1 100% MA  |Passive| 5feet |(HMM)to identify radios used in IEDs.
Detection of unintended electromagnetic A Super-Regenerative Receiver processes
emissions from super-regenerative URE to determine model and location.
2011 | Hertenstein |receivers N|Y |N|N[N]Y 3 97.60% | NA |Passive| 25cm |Compared against 2 other passive methods.
ElectriSense: single -point sensing using Across
EMI for electrical event detection and large  |System that monitors EMI on power lines in
2010| Gupta  |classification in the home Y Y [N[Y|Y[Y 20 93.82% | =1s |Passive| home |homesto determine appliance activity.
Unmanned aerial vehicle-mounted high
sensitivity RF receiver to detect improvised
2009| Griffith  |explosive devices Y Y |Y [NJY [N 2 NA 1.345 |Passive| =500Ft |Using UAVs to locate IEDs by URE.
Detection of low cost frequency recivers Passive and active technique demo.
based on their unintended Development of a new active technigue
2003| Seguin  |electromagnetic emissions and an active  |Y |Y |N|N|Y [¥ 5 94-98% | 100us | Both | =100M |with greater than 100 meter range.
Matched filter detection and identification
of electronic circuits based on their Filter creation for identification of hidden
2006| Shaik  |unitentional radiated emissions Y Y [N|N]Y [N 3 MNA »15 |Passive| 10M |electronics by URE.
Detection and identification of vehicles on Using spectrum capture of URE with artificial
their unintended electromagnetic neural network (ANN) to identify
2006| Dong |emissions Y Y |[N|N|Y [Y 3 99% | 100us |Passive MNA automobiles.
Neural network detection and URE was collected from 3 different devices
identification of electronic devices based at 4 distances, and processed, and a Neural
2005| Weng |ontheir unintended emissions Y Y [N|NJY [Y 3 98-100%| 20us |Passive| 10M |Network was used to distinguish models.

KEY: DS=Data StructuredLG= Algorithm;DR=Data ReductionyI=Moding;PS=rocessing Spe&dzC=AccuracyY=CoveredN=Not Covered

Table 2-5B: Reviewed UREelated Paper§apers 11 to 20)
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24.2 Data Structures

There are very few URE papers to start vaitidleven fewewith data structure details.
Usually, the highlevel ability to identify objects gets the focus of the paper and audience.
However, forthe subject researclprocessing speed and large data handiugge
examined, so choice of data structwascritical. The goalvasto find data structures that
are suitable for the rigorous requirements of a URE threat determination system: the ability
to handle large data, quickly and accurately.

In Perez (2019), 1.6 to 30 minutes of magn@étd datawerecollected at a 10 hertz
(Hz) rate for up to 18,000 measurements, resulting in a magnetic field in microtesla, (uUT)
plot over time, providing strong features (signals) thate recorded. The data was
converted to the frequency domain, and the stnosig@alswererecorded. This study is
one of the fewer papers that looked at the magnetic field over the electric fieldlatéhe
collection for the dissertation observed much stroaggtric fieldscompared to magnetic
yet the Perez results in elsmtics identificationwereexcellent. The data size per emitter
object was larger than most other URE efforts with a minimum of 10,000 readings taken
per deviceand the recording time greatly exceeded the seconds response time required for
many threatsyt ems 6 pur poses.

The Perez papemn cell phoness significant in that it is one of the most recent studies
to demonstrate the Afingerprintingd qualitie
threat device. Measurements were taken with botphbees internal magnetometer and
a secondary phoneds sensor war thé disSeBatidh% | d e n't
research, the Perez work validated the concept of using the magnetic field data in the data

structure, which was less common in the mh#id work on URE.
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In theOak Ridge National Laboratory (ORNppapers (Vann 2017 & 2018), data was
collected in the time domain and converted to the frequency domain. Using frequency
harmonics, modulation alignments, and peak spacingdin@nsional projetion was
produced, called a dimensionally aligned signal projection (DASP). In the Vann (2018)
paper, the 2limensional structure was enhanced with algorithms into the harmonically
aligned signal projection (HASP) and other more complex projectioimsse are data
structures not used in the other examined URE stumheswere not adopted for the
dissertation research but would be interesting to examine for time and accuracy benefits in
the threat determination world.

In Friedel (IEEE 2018), the databasensisted of an array of records for each
characteristic signal. The record contained amplitude and frequency information,
variances, probability of occurrence, and a signal quality ranking from 1 to 5. For the
unknown object, up to 66 of the strongegnsils in the frequency spectrum were recorded
in a frequencyamplitude array.This is the data structure used in the URE processing for
this dissertation.

In the 2018 State University of New York (SUNY) paper (Li 2018), target data was
collected in thdime-domain and then transformed to the frequeticshain. The time
domain spectrum was processed, and the following features were extracted for model
identification: mean value, standard deviation, skewness, kurtosis, root mean square
(RMS) amplitude, antbwest and highest value. In the frequency domain, the following
features are extracted: mean value, standard deviation, skewness, kurtosis, crest factor, and
flatness. This study shows the many addition signal parameters that can derived be from

URE dda and may useful in improving system accuracy and processing speed.
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In the Disney paper (Yang 2016), the URE data was collected in thed¢imain,
digitized, and converted to the frequerdiymain, where noise was removed. From this
frequency data, thdrengest frequenegmplitude single pairs were stored in a file. The
number of pairs collected varied from 1000 to 2000, depending on deviceTltyisevork
has similarities to the dissertation project such as focusing on strong signals, providing
validaion totheprocesgesearched

In the 2015 Pennsylvania State University (PSU) URE project (Morden 2015), signal
frequencyamplitude data pairs were collected for the entire measurement spectrum, for
multiple objects of the same model for database bgldinCommon signal data was
extracted from the multiple sarmeodel testing. A third processing stage, by human
analysts, selected thE) most distinctive signals of the model. Thadke frequency
amplitude pairs became the database record, identifyirnigstesl modelThis PSU work
was connected to the dissertation research, having the same sponsor. However, the URE
data structures the two projects were developed independently, with their minimalist
similarities providing validation to each

In the 2015 Massachusetts Institute of Technology (MIT) paper (Zhoa 2015), RF
spectrum data was collected in the tid@main, up to 500 kilohertz (kHz), digitized, and
transformed to the frequencpmain. Signal peaks above a specified threshold were
recorded in frequency and amplitude, as the model databas€&Hikewas a concept used
in this dissertation research, providing a validation for the process.

In Stagner (2014), timdomain RF data was collected. The tispectrum data is

processed tdetermine key identifying parameters such as clock, pitch, and pértoal.
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additional parameters used over this dissertation research provide ideas of expanding the
URE system data structure.

In the CMU paper (Laput 2015), RF data was collected in the-domain and
converted to the frequendomain. The frequency band was desampled to 512
frequency bands. Based on a-getermined threshold, the weaker signals were removed,
and the stronger signals were amplified. About 200 features were germrsgeldon first
and second derivatives, minimum and maximum index, center of mass, standard deviation,
areaunderthe-curve, pairwise band ratios, spectral kurtosis, crest factor, and second order
fast Fourier transform (FFT)The magnitudes of additionphrameters in the CMU study,
compared to the dissertation research, provide ideas for data structure expansion in future
URE system development.

In Acharya (2012), data ag collected in the frequency spectrum with a spectrum
analyzer from 450 to 470 maiertz (MHz). Data astaken every 2(Hz. Thirty 100%
point samples (frequeng@mplitude pairs) and 30 44iint samples were collected.
Observation differences of center frequency amplitudes were mapped into five Breges.
Acharya amplitudenapping oncept was similar to this dissertation research handling of
signal amplitude, and not observed in the other URE papers, providing confirmation of this
process.

In Gupta (2010), RF data was collected in the time domain as gu@04t8/ector, over
500 kHz,and converted to the frequency domain. Noise was subtracted out. Peaks over a
pre-determined threshold were selegteddthe mean, amplitude, and variance, for each
peak were recordedGupta shared some of the processing concepts of the dissertation,

such as noise subtraction, providing confirmation to this process.
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In the 2007 NPS study (Griffith 20Q&yhere an IEBsensing receiver was mounted on
an Unmanned Aerial Vehicle (UAV), the collected data was a data file of peak signal
records. Each recobntained a record number, UAV speed, UAV heading, peak center
frequency in kilohertz, and peak amplitude in decibels (dB). The frequencies in the records
were compared against IED threat frequencies by graphs, plotting center frequency, peak
power spectl density, UAV heading, and IED distanc&he Griffith work was in the
same domain as this dissertation and shows the potential to reduce hazards-to threat
detection system operators.

In Seguin (2009)the URE of a potential threat was measured in biothe and
frequency domain. An ideal pulse was derived from measurements. Ideal pulse and key
pulse characteristics of the model were stored in the database for comparison to an
unknown. The Seguin work used different structures than this dissertatieearch
showing alternate solutions to URE threat detection.

In Shaik (2006)the URE was placed through filters associated with threats, resulting
in a pulse over time graphic. The graphic w
for verification. The pulse can also be converted to a sound signal for an audible threat
warning. The Shaik work was in the same domain as this research dissertation but utilized
very different data structures, showing the variability possible in URE thystgm
design

In Dong (2006) automotive vehicles were identified by the URE of their spark plug
ignition system. RF data was collected in the tirdemain and converted to frequency.

The time and frequenegomain datavere combined into a waterfall plot. The velsic

spark event became evident in the waterfall plot, and its frequency could be matched
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againsta library for threat identification. As many of the URE studies, Dong collected
data in the time domain and converted to frequency, while this dissertasiearcie
collected data in the frequency domain for speed and the availability -gfdde test
equi pment . This 2006 studyodés use of the wat
seen in other URE papers. Tohteasandduse ther t at i o
waterfall plot in a related study on unintended radiated acoustics (Friedel 2017).
In Weng (2005), data ascollected in the time and frequency domaidprocessed
into a time frequency plot. Unknown data was processed with knownodigkantify an
unknown. Again, this was the most common data collection used among the URE papers
studied and initially used by this dissertation research. This dissedtgimtessalso

adopted Wengds concept of building a databas

24.2.1 Data Structure Discussion

Capturing the time domain and then converting it to the frequency domain is a common
technique seen throughout these URE papers, espéhiadigthat are designing their own
hardware such as-Eye (Li 2018) and EMI Spy (Zh&#015). There are good reasons for
time-to-frequency domaimprocess choice. First, collecting RF data in the time domain is
more accurate (Kuisma 2017). Tirdeo mai n RF dat a-phasa sl o cal |
guadr atur eo ( I-doddinate data,apturescthe dimsgnahca of the RF
data, which the conventional frequerdymain or frequenegmplitude or polar
coordinate data does not. If the measurement is a constant signal, the two methods would

achieve the same results, but in the real world,oatnmall signals fluctuate: either
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intentionally like with data transmission or unintentionally, due to noise or electronics
instability.

The second reason for using thdemain circuitry is that the hardware is easier
(simpler) and cheaper to build (NI 28)1 This makes great sense for developers who are
designing their own URE data gathering system. Besides lower prototype cost, the simpler
design means lighter weight, which is ideal for the portable systems discussed like EMI
Spy (Zhoa 2015) or END (Y ang 2016). Additionally, URE system designers can exploit
the timedomain design to get model identifying characteristic features in both time and
frequencydomain like EEye (Li 2018). The technique of collecting information in two
domains has the beisfof providing more identifying data on an unknoemitterand
can be used for data verification.

The variety of data structures used in the URE studidsble 25 A&B showed the
variability possible in URE system desig®everal of the studies wssimilar structures
tot hi s di geseanch liketPEW (Mdrden 2015), GWU (Friedel 2018), and Disney
(Yang 2016), where the strongest signals were filtered out. Of great interest is the advanced
structures of the ORNL work (Vann 2018), which wobll interesting to test for URE
threat identification purposes and could be a future research topic.

The data structure work of this dissertation contributes to the URE data processing field
by showing another straightforward stronggiginal structure sicess. Additionally, the

prototyped URE system is greatly expanded, with simulated data, testing the limits of the

systemés data structures. URE system exami

other researched URE papers.
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2.4.3 Algorithms

The algorithmsin the Table 25 papers were examined for their suitability in a URE
system where the data is big, the need for 100% accuracy is urgent, and fast processing
times are required.

In Weng (2005), a sheterm fast Fourier transform (STFFT) was penied on time
domain data, resulting in a frequency versus time plot that was distinct for each model
tested. Crossorrelationwasalso used in processing, where the unknown data is verified
against known data measured in a sanechoic chambeiThe chaber was an RF
measuring room with fixed anechoic material on the walls and calntyemovable
anechoic material on the floor. A measuring antenna ardrppdifier werelocated in the
chamber while a spectrum analyzeas located outside the chambeiThe spectrum
analyzemwasconnected to the measurement antenna through a patch panel and filter. This
study also tested neural networks (NN) to learn and identify the test object patterns for
unknown identification. A neural network mimics the biologioguron in a brain,
enabling it to fAlearno from inpwWésgasdwombpr o
provided algorithm ideas that were considere
data collection originated in use of the Fourier ¢gfarm. However, processing was
determined to be faster by collecting data in the frequency domain and avoiding the
transform.

In Dong (2006), the STFFT was used again to transferdioneain electromagnetic
emissions data to frequendpmain. Key paramets were extracted from the frequency
data, normalized, and reduced further by principal component analysis (PCA). The

reduced data was fed to an artificial neural network for learning and identifying the
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unknown test objectsThe Dong work used the Foer transform like early data processing
in the dissertation research, but avoidance of the transform was found to speed up data
collection.

In Shaik (2006), URE data collected on threat electronic objects in theltimain
was converted to the frequendgmain using the FFT. It was then converted to a pulse
wave using a filter created from a known object. The frequency wave wascoowerted
to a sound wave to produce an audible thpeasence alarm.The Shaik work also used
time-domain collectionike early dissertation research, but the dissertation work found
frequency collection faster and adequate for data collection.

In Seguin (2009), the collected URE of an unknown object was digitized and filtered.
The filtered signals were matched to a putsgnal in the URE system database and
correlated. A second correlation process used a square wave, and the resultant pulse was
measured for power, where a threshold value, from the database of known models,
determines the presence of a knowhhe Sequi work gave alternate ideas for URE
processing, but these ideas were not utilized by the dissertation research. One reason was
the requirement of the dissertation project, by the sponsor, to develop a-joabgidRE
threatdetection system.

In Griffith (2007), areas of interest were selected from the UAV-toreain collected
RF data. The FFT was performed on this data, and power spectral density (PSD) was
calculated. PSDs above a threshold indicated a potential simulated threat. Recorded UAV
positionand known transmitter location data were used to correlate PSD data for successful
threat identification. The Griffith work also used FFT processing, as the research project

started in. However, the biggest contribution of the 2007 study was to deat®rike
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large offset distances that could be plugged into an algorithm and achieve threat
identification success.

In Gupta (2010), EMI data was collected in the tidoenain and converted to the
frequency domain using an FFT. Sliding window averaging wed tesreduce noise. A
feature extraction algorithm was used to find peaks above a predetermined threshold.
Commercial machine learning software was used to identify the processedltatupta
work identified algorithmic techniques utilized by thisskrtation research including
signal peak identification and noise reduction.

In Acharya (2012), the Hidden Markov Model (HMM) was used to detect IED threats
by their URE. RF data was collected in the frequeshmyain using a spectrum analyzer.
Five shtes for the HMM were determined based on RF amplitude. The Transitional
Probability Matrix was calculated using commercial softwdree Acharya research used
a very different algorithm than the dissertation research for the same domain and problem,
shawing the variability allowed in URE threadentification system design.

In Laput (2015), electromagnetic data was collected in thedoneain and transferred
to the frequencyglomain with the FFT. Noise was subtracted out of the data. Signals were
seleted above a prdetermined threshold and compared to knowns in a databapet
demonstrated algorithm techniques used in the dissertation research, such as noise
subtraction and signal amplitude thresholds.

In Stagner (2013), an autoregressive mod¢hefclock in IEDs was validated against
data of a real microcontroller. Performance of linear prediction, pgtimation, epoch
folding (EF) algorithms are compared. The pitch estimation algorithms included

harmogram (Fgram) and the harmonic prodwsgectrum (HPS). A new pitch estimation
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algorithm was developed, calleddflant, and tested. -grant was a combination of-H

gram and HPS. Pitch estimation techniques had measurable sensitivity improvement over
EF. Stagner used URE processing ideas nilized in the research project but
demonstrated the variability allowed in URE system design.

In Zhoa (2015), EMI was filtered, digitized, and then processed with the Discrete
Fourier Transform. The strongest signals were pulled from the frequencyuspeaird
machine learning was used to identify the unknown obje£hoa identified signal
amplitude as an important parameter in algorithm development, which was utilized by the
dissertation research project.

In Morden (2015), signals were selected fromthunknownds URE, basec
strength above mean. The researchers developed a scoring algorithm that evaluated the
extracted signals to determine the most likely match with a known databasélorden
project demonstrated that a passive URE procgsagorithm could be developed, at a
time when much of the URE research was using active processes. The 2015 study also
gave an acknowledgement to the importance of signal amplitude in the identification
algorithm.

In the 2016 Disney paper (Yang 201 RF URE data was collected in rectangular
I/Q form and converted to polar amplituffequency spectrum using the FFT with a
softwaredefined radio (SDR). Noise was handled and signals seldsteseting a
threshold level based on signals peaks andagest Up to 2000 signals were selected with
the highest frequency of 500 kHz. The signals were compared to models in a database using
cosine similarity. First, the category of the object was identified, followed by a finer

identification where the spe@fmodel and serial number was identifi@ithe Disney work
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shared the idea of I/Q processing with the dissertation research early data collection
methods, which was abandoned for the faster polar data collection. The importance Yang
placed on signal amiplde and noise handling was informative for the dissertation
research.

In the EEye system (Li 2018), a target was radiated with a continuous wave (CW) high
frequency (HF) signal, and the reflected signal was processed, by first filtering, then
demoduating. Parameters were calculated on theitdomain data including mean value,
standard deviation (SD), skewness, kurtosis, RMS amplitude, lowest value, and highest
value. The data was converted to frequetiagnain with the FFT, and the parameters of
mean, SD, skewness, kurtosis, crest factor, and flatness were calculated. The system had
a finetuning recognition algorithm that compared the extracted unknown parameter with
the database of knowndhe EEye system al so sharemethe dis
domain roots and FFT processing. However, most interesting to the dissertation research
project were the abundance of parameters Li showed could be used in a data processing
algorithm.

In Hertenstein (2011), a novel receiver detection method wesdtédsat used self
similarity analysis, spectrum capture, crossrelation, and receiver signal strength (RSS).
This detecti on mnfalls betwded,sthe éldrst pacametev and standard
deviation thresholdinghethods He r t e n st e i mdirated procesking deehmgues
that could be alternatively used, compared to the dissertation research. The Hertenstein
processing also provide directidinding of the threat, which is a desirable attribute of

threat detection.
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In Stagner (2013), passiaad active URE receiver detection methods were compared.

In the passive system, 2048int arrays were adjusted by a Hamming window for
sensitivity and then transformed to the frequency spectrum with the FFT, where peaks were
compared to a threshold fdetection determination. In the active technique, the target
was stimulated with narrowbasdodulated signal on the same channel as the target
receiver. The return signal was put through a matched filter, and the output was compared
against threshold fodetection determination. The active technique had a 5 to 10 dB
performance improvement over passiv@he Stagner research provided active URE
techniques that the dissertation research could use for comparison.

In Acharya (2015), the passive URE methotiBCA, HMM, Support Vector Machine
(SVM), and ANN were compared. The NN was trained using the Leveibemguardt
algorithm. The NN and SVM methods outperformed the HMM method for a single device.
For the detection of multiple devices, NN outperfornr®®M. Ac hur ads wor k gav
dissertation research team novel algorithms to consider.

In Friedel (IEEE 2018), a simple additive weighted (SAW) matrix was implemented
with the rows representing the models and the columns representing the characteristic
signals. Inputs were taken directly from the frequency spectrum. The characteristic signals
were weighted in importance and likelihood of detection. Signals collected on the
unknown were compared to a database of signals, with branching used to acteterat
search and the fAando function used to ampl.
frequency matches with the databaddwe 2018 Friedel study was the starting point for

this dissertation research, with a goal of improving the original processes
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In Perez (2019), the process used for magnetic field processing was data collection
using the phones sensor, followed by feature generation in both the time and frequency
domain and then analysis by comparison to a database of knowns. The analysisgihase
classification algorithms operating on records containing the phone identification and the
magnetic field dataThe Perez paper provided the current research a successful algorithm
example for electromagnetic data processing. The 2019 paper sibdny aitilizing
magnetic field data in the processing algorithm, which this dissertation research did also.

In Vann (2017, 2018) DASP was used to analyze URE data. The algorithms studied
for use with DASP were HASP, modulation aligned signal projectidx&RY), spectral
correlation aligned projection (SCAP), and the ciosslulation aligned signal projection
(CMASP) with convolutional neural networks (CNNYhe Vann studies provided this
dissertation research with alternate processing algorithms to congide use of neural
networks was an intriguing, repeated thread in the papers of Tables 2.6 and will be

discussed further in Chapter 5.

24.3.1 Algorithm Discussion
The variant of algorithms used in the recent URE was intriguing. Most studies used
the FFT conversion from time domain, which adds a delay and complexity that may not be
suitable and necessary in the EOD field. On the other hand, it is clearly a benefit for the
projects that designed their own collection hardware, like Yang (2016), ZB&8)( and
Li (2018), where timalomain data collection is more accurate (Kuisma 2017) and cost

effective (NI 2018).
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Algorithms that would be of interest to explore for URE system threat effectiveness
include Yango6s c o €asinessiniarity matHeraatidally gomgaeOtdios )
signal data sets for similarity, with resulting scores between 0 and 1, where the closer to 1
implies a bettermatchT he i nt er est bienc aYuasneg 6osf wohrek pirsoj e c
to thisd i s s e r resadrch ennt® ability to match down to the serial number of an
emitter. In addition, it would be interesting to investigate if the more complex structures of
the ORNL research (Vann 2018) provide any benefit for IED threat detection. These ideas
will be revisitedin the Chapter 5 future research discussion

The SAW matrix used in the currerdsearchand in the Friedel (2018) praxis is
straightforward and effective. It does not appear in the sthdresandwasan algorithm
worth investigating further for URE threat determination. The cumesgarchstress
testedhe SAW algorithm in simulations that expagdithesystem size and modeandling
capability The algorithm test methods used in this researaly be of interest to URE
system developermsoncerned with system growth and processing tiibs URE SAW
algorithmwould be of interest to URE identification system developers because of its

simplicity and demonstratezffectivenessor threat detection.

2.4.4 Data Reduction

Data reduction is critical in a URE thredgtection system because the quantity of data
requiring processing determines size and speed of the syBtdahe studied URE papers
of Table 25 (A & B), few address data reductiorihe absnce created an exploration
opportunity for this subject researdthis section will examine the two papers thatTloe

research discussion Bections 2.4.4.1 and 4.2.2\81 serve to fill a knowledge gap.
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In Griffith (2007), the URE system used a UA\bumted receiver, flying over a threat
area to map potential threats. In a test, the original spectral density plot of potential threats
measured and displayed 595 data records, each a potential individual threat. Filtering the
spectral input by adjustintpe display threshold level reduced the displayed data to 163
signals, achieving a 72.6% reduction. Setting the filter level was critical. If it was too
high, a potential threat could be missed. If it was too low, results in processing time were
wastedon false targets. The study did not elaborate further or provide an algorithm to
optimally set the threat threshold leveh this dissertation research, the objective was to
derive and document repeatable processes for URE system signal reductiSesirs
3.2.2and 3.2.3.

Morden (2015) probably has the most focus on data reduatimngthe Table 25
papers Data reduction occurred in building the library of known emitieseach model,
multiple sets or serial numbers of each model wested. Only the signals common to all
tested serial numbers of the same model were kept for model record building. In the next
stage of model record building, the 10 most significant signals were culled from the entire
set of common signals found in theevious step. This was a staggering reduction, since
the original common frequency list of each model is in the hundreds or thousands of
signals. The system builders provided a library of these 10 signal records to their
customers. The library can dam a large number of threat records, but the paper did not
specify this amount. The next data reduction occurred with the system openator
selected what portion of the entire threat library to use. This enablepédtaorto greatly

speed up datprocessing times. For EOD work, threats vary by geographic region, so a
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threat detection system used in one part of the world only needs the threat records for that

region.

24.4.1 Data Reduction Discussion

Several of the URE processesthe other paps use strongest signals or feature, but
their reduction processes are not discus3éet Griffith work was the earliest found URE
study with a focus on signal reduction. Howevbkg Morden workhad more profound
results, bringinghe gigabyte size of threat URE signature down to the staggering small
size of just 10 signals.

The currentd i s s e r resadrcicontriliutes significantly to the specialty of URE
data record reduction because it is the most detailed work on the topic found. It studies a
significant realdata database of 166 emitter objects over 12 model/modes and significantly
reduces both the collected signals on an unknown emitter and the characteristic signals in
a the URE system database. It develops and describes the algoritlatisiéomg these
signal reductions in both URE data acquisition and the URE database, in much greater

detail than the few URE papers that address this topic.

24.5 Moding
Surprisingly, there is little discussion o
this work refers to thestateof a UREe mi t t i ng model . Thge ter ms

referringt o a model 6s a b, willibe ysedt ictercltahgaablg | ¢hist at e
dissertation. For example, with an electronic watch, you could have states or modes such

as fAshowing current time, 0 Acountoi ndglhdkavwen i
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being little discussion about modes is surprising because it is rare, tyeséodand any
electronic device with just one state because of the increasing complexity and lowering
cost of modern electronics.

The reason for the lack of studies on moding may be due to the complexity of
distinguishing between modes of the same rho@enerally, URE requires the capture of
weak signals, with sophisticated equipment, in noisy environments. Moding adds the
complexity of distinguishing between similar frequency spectrums of the same object, but
in different states. The difficulty idistinguishing between modes of the same model
object is that the URE patteypan be very similar (Friedel 2018).

In the 2018 ORNL studywann (2017) lookdat t he URE data for
states for 14 different models and successfully distingdiskee we e n f On ®dhea n d
dissertation research was eager to identify any previous study ordatateination using
URE, for motivation to study the topic further. While determining On/Off states was
adequate for the ORNL application, the dissertatiesearch needed the ability to
determine a wider range of states for the purpose of threat detection and neutralization.

In the 2018 George Washington University (GWU) IEEE paper (Friedel 2018), a cell
phone was identified in two states (timer and airplaoee) with high accuract 00%)

The dissertation research built off of this work. One objectivihiefdissertation was to
see if adequate processing times could be achieved in a UREdateetion system, while
determining a threatds state.

The 205 Carnegie Mellon University (CMU) conference paper (Laput 2015) on a
touch recognition process called EB&nse experimented with moding. Laput used €lose

range URE capture to demonstrate electric drill speed distinction. This experiment mapped
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the drill speed into four states (off, low, mid, and high) and achieved a 92.5% state
classification accuracyThis CMU use of URE for mode determination was probably the
most advanced use out of the papers in Tablésadd provided motivation fothis
dissertabnd sesearch.

The 2012 Missouri University of Science and Technology (MS&T) paper (Acharya
2012) dealt with URE and states. However, the states were PreseiitrelNent, and
Noise. It does not distinguish between different modes on asmdel devie, such as a
cel | phone i n fAcl ock nHoweeedbasicethedMB&T wasaoner pl an e
of the early URE papers on state, and provided ideas to build on, for the dissertation
research.

In the 2010 University of Washington (UW) paper (Gupta 20%@)gutransient noise
electromagnetic interference from switch mode power supplies, a study successfully
showed the ability to monitor several states of household electronics. In addition to the
ability of distinguishing appliance On and Off states, thdystvas able to identify different
washing machine cycles and changing dimmer switch posiiite. 2010 UW paper was
one of the first URE studies on mode that went beyon@nd Off states, providing the

dissertation research a foundation to build on.

2.4.5.1 Moding Discussion
These recent works on URE mode distinction, although very basic, prove the ability of
determining electronic equipment modes through URE data collection and analysis. The
most relevant work tthe subject of this dissertatipnoject the GWU IEEE paper (Friedel

2018), which is using the same process as the current research. The 2015 CMU paper
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(Laput 2015) also shows the great potential of URE to distinguish states, the subtle
differences in a drill speed was distinguishe@bglysis of electromagnetic radiatiofhe
research in thislissertation is a great addition to the URE field of moding because of the
scarcity of study in the field and to its relevance by investigating if URE threat systems can

accurately and efficientlhandle an increasing database of URE mode data.

2.4.6 Processing Speed

Using URE for threat detection can require processing times of less than 10 seconds
(NRC 2004), such as for airport security. For military work, such as for celider
systems, therocessing speeds may need to be less than 1 second (Army Technology
2015). This section will look at URE papers froable 25 (A&B) that discuss processing
times of 10 seconds or less and examine each closer for relevance to the work done in this
resarch project.

In Li (2018), processing times tested ranged from 2.5 ms to 100 ms. At 2.5 ms, the
accuracy was 95.47%, and at 100 ms, the accuracy was 99.68%. The optimum time
determined in the Li studyas 13 ms. These times are good for military appbas. The
Li prototype is an active systeme(, radiates energyyo that could raise concerns for
public or IEDdetection use. In addition, it had an operating test distance of 2 to 100 cm,
finding 80 cm the optimum distance with 99.5% accuracyhatTis perfect for
transportation security but may require robots for IED work.

In the EMSense paper (Laput 2015), 6 seconds of data are stored as the noise

background, wupdating every 100 msandtake©Obj ect

a nNfeecwwongds. 0O These ti mes are fine for tran
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enough for countelED work. The accuracidsom speeding up the system would need to

be investigated. The object identification results for this study was 97.9% overatgvary
from a low of 85.6% to 100% depending on the object type. The touch measurement
distance could be adapted for transportation security work but would require unmanned
ground vehicles or UAVs for military work.

In the ElectriSense paper (Gupta 2010, BFT is updated 244 times per second, or
every 4 ms. That time is fine for threat work, but ElectriSense is a system that monitors
power supply transients, so it is not designed for transportation or IED threats. Its test
accuracy was good, with a meaccuracy of 93.82%

In Griffith (2007), the UAV sent data back to ground station, every 1.34 seconds, based
on a data size of 16,000 samples and a sample per second (sps) rate of 12,207.

The equipment the Griffith research used was capable of an engistfiaster data rate,
but then signal to noise ratio would increase. An accuracy versus processing time study
was not provided ithatpaper, so itould notbe determined if processing time can be sped
up while maintaining system effectiveness. Howewegen at the current data rate, the
processing time was adequate for transportation security. The current time may not be
adequate for countdED work, but the long standoff distance of the system (>500 feet)
may be able to compensate for the greater theecond processing time.

In Seguin (2009), one URE threat identification technique tested used a passive method
of measuring URE of an unknown and then used that data to develop a correlation pulse.
In a test of one object, the detection time was ¢ghowdown from 100 uS to 20 pS.
Detection distance was brought up from 3 meters to 40 meters. Area under the receiver

operator curve was 99%. The detection times in the microseconds exceed functional needs
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for commercial and military threat detectionteyss. The passive nature, long offset, and
detectionin-noise is suitable for IED work. However, this test did not get into model
distinction, which is an interest of the curreesearch

In Shaik (2006), a bank of filters was used to detect knowntthbyaheir URE. The
detection times used are in the 20na8ge. This time was adequate for commercial and
military threat use. However, the potential quantity of filters needed to cover all threats
may make this technique impractical.

In Weng (2005)a 20 uS data collection time was on three devices at 10 meters distance
with a greater than 98% identification rate using a neural network identifier. These
detection times, accuracies, and offset distances were good for commercial and military
applicatios. In the EOD community, a larger offset distance would be desired. However,
10 meters was fine for robotic work.

In Dong (2006), three model vehicles were identified with 99% accuracy, by their URE
using an artificial neural network. The data acquisitime of 100 uS is very good. Data
processing was done offline. Assuming the processing does not add much time to total
identification time, due to the extremely small database of three models, 100 puS was
suitable for commercial and military applicais. The offset distance was not discussed,
and that would be important to know for EOD applications.

In the EMI Spy paper (Zhao 2015), an inexpensive wearable EMI reader identifies and
interacts with electronics within 2 meters, with 96% accugacya pocessing timef less
than 1 second. This processing time and offset distance were suitable for commercial
applications. The processing time may not be fast enough for caitenilitary work,

and the short offset distance would only be suitablediootic military operations.
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In Friedel (IEEE 2018), the average processing times for different algorithms tested
were 4 to 11 ms, with 86% to 100% accuracies, andta &-inch test distance. The
processing times, accuracy potentiahd test distance arsuitable for commercial
applications. The processing time is also suitable for military applications, but the short

offset distance would only work with robotics.

24.6.1 Processing Speed Discussion

Most of the papers examined have suitable procesisieg for URE threat detection
work and thereby provided encouragement that the dissertation research could achieve
productuseful processing speed®ot any ofthe projectsn Tables 2.8 and B were
perfectfor EOD military work for various reasons: standoff distance (Zhoa 2015), active
versus passive URE techniques (Li 2018), and greater than 1 second processing times
(Griffith 2007).

The subject researchdds great benefit to the URE threat determinatiotesysield
because it examidgrocessing times in much greater detail than previously done. Itis the
only researchthat examind processing time down to the signal level. Additionally, it was
found to be the only study to run simulations to stressrtteepsing times needed for URE

system expansion.

24.7 Accuracy
Studies in 10f the paperaddressedireat or target identification accuracies, and those
accuracies were very good (>90%8ince 17 studies had high accuracy, only the papers

discussing BRE systems that achieved 100% accuracy will be comparethgo
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di ssert at nesearch $he shiettiyeasaa find processes useful to a URE threat
identification system that can achieve as close to 100% accuracy as possible.

In Acharya (2012), HMMwas used to distinguish one model radio from noise with
100% success. Spectrum analyzer measurements were takefoat diStance from the
radio. The HMM had five states, associated with spectrum amplifier power changes. The
experiment results are®ln in Table 26. All 20 tests were identified correctl$0 of the
inputs were correctly identified as URE from the test emited the other 10 inputs were

correctly identified as noise.

Test Results/Measurement| Noise Signal | Device Signal
# Deviceldentifications 0 10
# Noise Identifications 10 0

Table 2-6: HMM URE Test Results

This testwasfor one model observed for presence or no presence in the environment.
The ability to detect a targeted model has relevance to the IED threat world. In comparison,
thedi ssert at iwanconsernedendtteidentiication by model and discerning
multiple models.

In Stagner (2014), the URE detection method foduse the clock emissions
emanating from clocked digital devices that could be exploited for use in IEDs. A new
detection algorithm, Hyrant, was developed and tested by simulation, @iddwell,
compared to existing algorithms. All the algorithms achieve&d#¢ruracy, if noise was
low enough. This paper was relevant to IE®&@miningthreatdetection butthreat model

identificationwas not discussed
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In Yang (2016), accuracies variedfto/2% to 100% for identifying a specific serial
number of an emitter model. However, 100% accuracy was achieved in identifying model
type only (not considering serial number). That is very impressive and overlaps this
di s s e r resadrchnteresissinmodel identification of an unknown emitter, without
needing serial number distinction. The method used for matching was cosine similarity.
A total of 40 devices were tested from five models. While that was a small database of
models, the study stitlelivered promising results.

In Friedel (IEEE 2018), 36 items were tested for 12 model/modes. There was a quantity
of threesamemodel test articles representing each model/mode. A very simplistic SAW
matrix was used for model decision making, whichmgpressive for its simplicity and
accuracy, which started at 86% and achieved 100%, with system algorithm improvements.
However, signal importance weighting, which had a large bearing on the high accuracy,
was manually done. The weighting was done befoeetesting, based on repeatable
criteria (percentage of occurrence, signal amplitude, frequency stability), so it was not
adjusted for accuracy. However, for the technique proposed in(EHB) to be practical
for a commercial system, the signal weiggtwould have to be automated, which could
readily be done by writing an algorithm to process the inputs of perceftageurrence,
signal amplitude, and frequency stability.

The 2018 Friedel URE system program (IEEE 2018) was written with the dbility
widen or narrow the signal frequency identification range. This adjustment was added for
the purpose of using the system as an inventory system, where the URE emitters remain
the same (as in an office properréguyencnoni t or i

range allowed more signals to be identified correctly with their associated model number.
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Narrowing a signal és frequency range enabl ed

but different model signals. A collision is where a signal istiled with the wrong
emitter model.

The pass rate of the Friedel URE system (IEEE 2018) without frequency band
adjustment was 86%. With the fixed inventory system adjustment, 100% accuracy was
achieved. The accuracy rates and functionality of thitesysvere suitable for a fixed
inventory system but inadequate for a bomb threat system where 100% accuracy is the
goal.

In Vann (2018)ninemodels were tested, widevenDASP algorithms and the lowest
accuracy was 92.1%, buwto algorithms achieved 100%d.hesewereimpressive accuracy
results, but the application was for Rimirusive load monitoring and may not be applicable
to the IEDthreat topic of interest of the overarching research.

In Stagner (2013), a passive and active detector were compd@eth methods
achieved 100% accuracy if the noise was low enough. However, only one model radio was
used, and the objective was detection.

selectionofthel i s s e rrésaarch on 6 s

# of Radios in Test | Method | Distance (feet| Accuracy(%)
1 HMM 6 100
1 SVM 10 100
1 NN 10 100
2 HMM 3 90
2 SVM 6 100
2 NN 3 100

Table 2-7: Passive Detection Test Results
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In Acharya (2015), three passive URE detection methods were compared against one
model radio. The HMM, SVM, and NN techniques all achieved 100% accuracies. SVM
and NN worked at 10 feet. HMM dropped to 90% at 10 feet. When the techniques were
tested wih two simultaneous radios, the HMM method only achieved 90% accuracy. SVM
achieved 100% accuracy at 6 feet and NN at 3 feet. However, again, this test is only
covering detection and not identification. A ka&lyectiveof thed i s s e rrésaarciiso n 0 s
model distinction, which Acharyaaperdid not address. Peak test resutsm the

Acharya paper are summarized in Tablé 2

24.7.1 Accuracy Discussion

All the URE studies that discussed accuracy had all achieved 100% accuracy. The Yang
paperwas of i nterest because ovbrkandits abdity ®t e mo s
identify further than emitter model (serial number).

The benefit to the URE field of accurate systems timatsubject of thiglissertation

brings is a weldocumented and very simple system that is easy to implement.
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3.1 Background

Chapter 37 Methodology

3.11 Experiment Data Collection Methodology

URE data collection was done in previous research work by the author (Friedel 2018)

usingthe setup shown in Figurel3 URE data was collected in two anechoic chambers,

collecting data in two polarities simultaneously and storing the data on external drives. A

separate spectrum analyzer was used to measure the electromagnetic data for each

chamber. One computer controlled both analyzers.

Outer Shielding

Outer Shielding

Anechoic Material

Anechoic Material
Inner Shielding
Spectrum
Magnetic (H-Field) Analyzer
Rl i:[ EMC Probe <
DUT Computer
R1 @ EMC Probe >
Electric (E-Field)
Spectrum
Analyzer
Near-Field
Fi guit®RE Data Coll ection

Far-Field

Test Setup

Figure 32 shows the test setup for the current research. In the current project, all work

was done on

a

single

PC,

with t

he

original

In addition to the PC screen, two external monitors were used to extend the didpay.

details of the screen displays, which varied for the four segments of research (Collected
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Signal Reduction, Characteristic Signal Reduction, Increasing URE Database Size, and
Increasing Modes in the URE System) are discussed in Sections 3.2.23333and

3.3.4, respectively.

External Lxtemal
Digpalay
2

Processing
PC

Diisplay
1

Mouse

Figure 3-2: Current URE System Test Setup

3.2 Signal ReductiorExperiment Methodology
3.2.1Motivation for Signal Reduction

The ideato minimize URE signalsieeded for processing in a URE identification
systemcame out of previous research (Friedel 2018). TaldlesBows details for the 12
model/modes used in the URE system development and testing. Column 1 is the model
number (Model #). Column 2 describes the type of object (Description). Column 3 states
the mode setting if used for testing (Mode). Column 4 shows the number of same model
objects used to derive the characteristic signals for that model (Test Objects: Character).
Column 5 shows the quantity of each model, set aside to test as an unknavbféets:
Unknowns). Column 6 is the total number of same model objects used in URE testing

(Column 4 + Column 5; Test Objects: Total).
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1 2 3 4 b5 6 7 891011121314 15 16 17 18 19

Model|Deseription Moda| Test Objescts Frag Charactaristic Signals Dis- | mef  Hof Signal Collestion
' o e T ] YTt By S
1 | e 11 | 3 |14 03|0|2|3|0j0o/ 5|13 Very |5 | 2 | 3| 30
2 | goen 12 | 3 |15 0-14/0(3|3|1]0| 7 |19 Very | 6| 2 | 3| 36
3 | e 11 | 3 (14014 1|5(/0|04/20]31] Yes 6| 2 | 3| 36
g | "ooen 12 | 3 |15|0-142|2[2[1(2| 9 |26| Yes (10| 2 | 3

5 | e 11 | 3 |18014{2(8|8|1|4[23|66| No |9 | 2 | 3| 54
6 | oo 11 | 3 |14 014{3|4|4| 1|3 15|42 Very 2 | 3|54
7a | Phone |co| 8 | 3 |11 0-3/18(9|9|2(0/38[71] No 2 | 3| 36
7b| phone |2" 1 8 | 3 |11 |03|5|0|2|1f0] 8 [15|very (6| 2 | 3| 36
g | o 12 | 3 |15|0-14{1|4|0|3 (3|21 |36| Yes |21 2 | 3 | 66
- 7 | 3 |100-141|6/|20/20/6| 53 |183| No (16| 2 | 2 | 64
10 | Radie 15 3 |(22|0-3|0|2|15/5(5/27|94| No (6| 2 | 3 | 36
11 | e 8 3 |110-14/215/5/0(2(24|57| No | 1| 2 |24 48

Totals: 130 ] 166 I 60 W 33m 1M 30 653

Table 3-1: Model and signal details (Fried2018)
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Columns 7 through 14rovide details of the characteristic signals of each model.
Column 7 is the measurement frequency range in gigahertz (Freq. Range). Columns 8
through 12 (Characteristic Signals: Detectability Levél, B, 4,5) divide the characteristic
signals by increasingnportance The lower the Detectability Level, the more distinctive
(high amplitude, stable frequency for examples) for model identification that signal is.

Column 13 (Characteristic Signals: Totals: r&itg) is the total number of
Characteristic Signals for each mad€olumn 14 (Characteristic Signals: Totals: Value)
shows the total value of the characteristic sigifiat each model. The value is calculated
by adding the val umnals.fEadh aignél vatué cortespendsnmitd e | 6 s
Detectability Level (Level 1 is worth 5 points; Level 2 is worth 4 points, etc.).

Column 15 (Disadvantage Level) categorized each model by their characteristic signal
value into levels i®fi saNoaanbagadyantadedyVery
The Disadvantage concept relates to the number of characteristic signals associated with a
model. The Disadvantage Levelas used in several of the URE threat processing
algorithms for model determinatioBy observing Columns 8 through 14 in Tabld 3it
can be seen that some models had much fewer characteristic signals than others did.
Additionally, some models had few or no distinctive signals (Priority Level 1). The
Disadvantage Level gave more weighsignals of a disadvantaged model, to enable the
URE system to identify the disadvantage model in a noisy environment.

Columns 16 through 19 provide details on the unknown signals used for testing the
URE threat detection system. Column 16 (# of Bandgjeisiumber of frequency bands

of data collection for each model. Column 17 (# of Antenna Polarities) shows the number

of antenna polarities used for each model. Column 18 (Signal Collection: per Band) lists
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the number of signals collected for each baed olarity for each unknown object.

Column 19 (Signal Collection: Total) totals the number of signals collected on an unknown

of a specific model.

sawi fp sawz ] saws gy  TREE1Y

Test Object Processing Time (ms)
1

=
TestObject¥:r = 3 &4 &= & 7 B8 # &0 13 37 23 34 35 46 247 28 L9 F0 I3 23 23 4 IS 26 IF e IP A0 3E X A3 24 A5 M
MODEL #: 1 2 3 4 5 & Ta b 8 9 10 11

# of Signals: 30 36 36 60 54 54 36 36 BE 64 36 48

Figure 3-3: Processing Times for Six Algorithms (Friedel 2018)

Earlier URE researcHFriedel 2018)showed a clear correlation to the number of
characteristic signals of a model gspeed hi n
This observation provided the motivation for the current research to reduce the number of
signals that a URE threat igkification system is required to procesBigure 33 (Friedel
2018) shows a graph of Test Object Processing Times (from about 3 to 17 ms),-in the y
axis, versus Model Numbefréble 31, Column 1)n the xaxis. Also shown in the-axis
below Model Numbr is the number of signghsocessedor each specific mod€Table 3
1, Column 19jo process as an unknown. The identifying number of signals for each model

varied because signal collection was proportional to the number of ,baable 31,
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Column 16,(portions of the complete electromagnetic spectrum) used for each model. In

addition, the number of bands collected varied for each model since the data was collected

for a work project that occurred ptraceer to th
in Figure 33 represent six progressive algorithms used for processing the threat data.
Algorithms 1 through 6 are labeled SAW1, SAW2, SAW3, TREE1, TREE2, and FFA,
respectively. Table-2 (Friedel 2018pand Appendix Borovides details on the sirdted

URE algorithms. Algorithm 1 created the simple additive weighted (SAW) matrix for
determining an unknown threat objectdos ident
added semaphores on signal checking to avoid duplicate processing of an usigmain

and to make the system more accurate. Algorithm 3 added additional weighting to signals

of database models with few characteristic signals to improve system accuracy. Algorithm

4 added the first tree structure to the processing to determine tied ofithe unknown to

make the system faster. Algorithm 5 added a second tree structure to determine if a signal

was in the upper or lower half of the frequency spectrum of the URE system to speed
processing. Algorithm 6 added forfield-analysis (FFA)structures to process signal

amplitude data to make the system more accurate. In FigBrealBhough the six
algorithms process data at different speeds,
speed is related to t hsghals.mdaoded L bas thenfenedt er o f
collected signals (30) and shows the fastest processing times (2.7 to 7 ms) algorithm by
algorithm (SAW1, SAW2, etc.), while Models 8 and 9 have the most signals (66 and 64,

respectively) and show the slowest processingson averagg(5.5 to 17 ms).
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Average
Algorithm | Accuracy

3

Average Test Object
Processing Speod
ms

4

Average Signal
Processing Speed
Hs

5

Standard
Deviation
Hs

6

Decision
Structure
Added

7

Algorithm
Description

1 86.11

3.917027778

84.80412575

8.11494

SAW

SAW Matrix

2 96.67

11.20441667

241.0395708

42.6129

SAW Matrix
Semaphores
1 delto frequency bin widening
Extra Model 7 tests
Extra Weight for Dectectabity 4 & 5

3 100

11.23230556

241.8698577

46.4199

SAW Matrix
Semaphores
1 delta frequency bin widening
Extra Model 7 tests
Extra Welght for Dectectabity 4 & S
Extra Weight: Disadvataged Models

9 100

8.763777778

184.6763231

225.479

Tree

Ist Node Tree

SAW Matrix
Semaphores
1 delta frequency bin widening
Extra Model 7 tests
Extra Weight for Dectectabity 4 & S
Extea Weight, Disadvataged Models

5 100

6.062111111

128.8822201

123.711

Tree

1st Node Tree

2nd Node Tree

SAW Matrix
Semaphores
1 delta frequency bin widening
Extra Model 7 tests

Extra Weight for Dectectabity 4 & S
Extra Weight ! Dis.n!vala._zed Models

6 100

5.967361111

128.0634984

Table 3-2: Algorithm Testing Summaries (Friedel 2018)

104,442

67

FFA

1st Node Tree

2nd Node Tree

FFA (processing Amplitude)
SAW Matrix

Semaphores
Extra Weight for Dectectabity 4 & S
230 deltas 1or each frequency bin



Figure 34 shows the average individual signal processing times for the prototyped
URE Threat Processing system with the six different algorithms, taking into account both
the collected signals per model and the characteristic signals per model in the database.
Sigral processing times the time for the processing computer to prooegssignaln the
collected signal file of an unknown test object whdst object processing tinethe time
for the computer to procesdl the signals n t he unknovgnalfteeBhe obj ect
graphed average individual signal processing tifoeeach algorithnvaried from about
80 (SAW1)to 200 ugSAW3). This graph shows that as the six algorithms progressed in
development during earlier URE research (Friedel 2018), thegeesignal processing
time became more ndmear. This is an example of increasing algorithm complexity,

discussed in Section 2.2.2 of this dissertation.

Irs

sawip  sawz ] saws gy TREEDY
i
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Signal Processing Time (microseconds, us)
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M
- ‘\d"
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Teﬂﬂb]!éi"ﬂft 3 OB 4 5 & T @ f 40 44 4% 4§ 18 i3 44 47 & 40 35 3 33 3B M4 O3S e 3T M O35 8O B B3 BN M B N2
MODEL #: 1 2 3 4 5 ] 7a b 8 9 10 11
# of Signals: 30 36 E1 4] 54 54 36 36 &6 %] 3E 48

Figure 3-4: Signal Processing Time&Six Algorithms (Friedel 2018)
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Figures 34 and 35 showthat every (known model) characteristic signal added to the
database increases processing time of the system. Even though the signal processing time
is in the microsecond range, multiplying the signals collected on an unknown threat object
and their comarison to the corresponding signals in the URE database will have a
measurable effect on processing time, which is needed to be kept in the seconds or less
range.

Table 32 displays average threat processing times for the prototyped URE system for
different algorithms used. Column 1 states where the URE threat identification system
would be located. Column 2 describes the specific threat the URE system is looking for.
Column 3 lists the maximum required threat identification time. The start time BEa U
processing system occurs when the potential threat is scanned (its URE signal measured).
The stop time is when the system displays or indicates whether the scanned device is a
threat or not a threatColumn 4 provides a justification for the respotnse requirement
of Column 3. The system, with a 12 model/mode database, had processing speeds from
about 4 to 11 milliseconds (ms). Making the conservative estimate of the processing time
being proportional to database size, increasing the databasedyglanagnitudes would
make this current system inadequate for most of the applications ligiedlen33 because
the time to detect a threat would exceed the maximum useful timefrBabée (33,

Column 3). URE threat system processing time will als@ likely concern as the URE

database grows.
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1 2 3 4

. Required Justification of
Location/ : )
. Threat | Detection Required
Activity . . .
Time Detection Time
. ) Until the end of the
Movie Hidden }
Theater/ Recordine movie or concert
. . Devi = (Quora 2019; The
oncet evice Student Room 2012)
Airport Until  luggage gets
Boml Less than 1 ==re s
Checked-in ﬂom z h loaded o1l plane
our
Luggage 1ed (Quora 2011)
Until the terronst
Bomb i th raitis
Train Station Several Minutes | o T ?g
threat area or boards a tramn
(Amtrak 2019)
Time from  threat
Military/ Suicide | Lessthan 10 |observation to
Public Area Bomber seconds detonation (INRC
2004
Until passengers m a
Airport Gate Bomb Several long queue lose their
Check-in threat Seconds patience (Halsey 2016,
Mutzabaugh 2016)
Threat
ilitary IED conmnmicgtic-m-lin-k
IED lessthan 1 |needs to be identified
Counter
threat second and Dblocked before
Measures
convoy reaches threat
{Armv Technologr 2015

Table 3-3: Threat Processing Time Requirements

3.2.2 Collected Signal Reduction
This section starts with an overview picture of the collected signal reduction process,
followed by more detailed processidgscriptionsFigure 35 is a block diagranof the

Collected Signal Reduction tesdmputer and displaysA single DelD Precision laptop
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computer, Model M4800, was utilized with thragjoiningdisplays. The computaulb

displaysplus processing computdisplay, yielded total ofeightdisplays.

Antenna
Spreadsheet Record Polarity Processing
1
of Frequency, Program

Armiplitude
Key Test Results Deata Input Results
2

Display 1 Display 2

Data Log " Processing Program

of All p START Button Processing
Processing
Program C ‘
Outputs File of URE Data 7 -omputer
5 of All 36 Unknowns g
Frequency-Anplitnde Deta
Disnlav 3 Computer

Figure 3-5: Block Diagram of Collection Signal Reduction T€imputer and Displays

Observingrigure 35, the idea of collected signal reduction is to reduce the number of
frequencyamplitude pairs inthe input datdtop centeiSubdisplay 2(Antenna Polarity 1)
and Subdisplay 3(Antenna Polarity 2) as much as possible and still achieve a correct
model identification by the URE data processing program.

The measurement poteseadaycpai ssEuéelecthriab)
field and V (vertical) and H (horizontal) po
are taken for frequencies bands below 1 GHz
taken for the hiEk&H rarfer engeuaesnucrye do avnedrsy. c |l os e
t he -fnieealrd) whil e H&V measurements are taken 1

(in dhelfar
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Figure 36 shows real collected URE data for one of the 36 test cases used in this
research mject. Each frequencamplitude pair ifFigure 36 represents a collected signal.
The data input file to the URE identification system would be the frequeramplitude

columns on the right side of Figures3

Model #1 Serial Number 20
Antenna Polarity: H-Field
Measurement Band#  Signal # Frequency (herfz)  Amplitude (amp/max)
1 1 65788.46154 0.743031718
2 0 0
&) 0 0
2 1 0 0
2 0 0
3 0 0
3 1 1305480.769 1
2 5056923.077 0.88374355
S 0 0
4 1 65921153.85 0.978985556
2 20870192.31 0.687254313
3 453423076.9 1
5 1 453423076.9 1
2 0 0
3 0 1]
Antenna Polarity: E-Fiefd
Measurement Band#  Signal # Frequency (herfz)  Amplitude (amp/max)
1 1 0 0
2 0 0
& 0 0
2 1 178615.3846 1
2 0 0
3 0 0
3 1 9537019.231 1
2 0 0
3 0 0
4 1 65921153.85 1
2 47947115.38 0.97747259
3 93933653.85 0.830076773
5 1 171913461.5 1
2 607461538.5 0.857952258
3 0 0

Figure 3-6: URE SignalDataFile for Model #1, SN 20

The two topcenter boxesn Figure 35 (Subdisplays 2 and )3represent two unique
data sets, each collected on a separate antenna with a different pdlaistglata is shown
on the right side of Figure@(Frequency and Amplitude cohns). The blue shaded data
represents a data set of one polarity, while the gsbaded datéE-Field) was measured
in a second polarityEach of these datasets can vary from 1 to 33 frequampjitude

72



signal identificationgup tothreesignals colleted on 11 bands), but typically, there are
about 20 signals in a dataset.

Polarity does play a part in signal removal. Signals are removed one at(eotiaén
Figure 36), in the collectegsignal reduction process and notki H polarity pairs. One
polarity is given preference over anotha@sdiscussed in Section 3.2.2.1, where the signal
removal algorithm is detailed.

Figure 37 shows the output of the URE threat identification system. On the isght
the value points accumulated for each & 112 models in the database. Each unknown
input signal (a frequenegmplitude pair) that matches a database signal (the 230
characteristic signals of in Append® adds value for one of the database models. The
URE systemds i dent iirfputevid beithe natabake nodekewithutilek n o wn

highest value number. In Figurer3it is Model 11 with 15 value points.

Database Total Signal
Model ID Points/Model
0.000000
0.000000

0.000000 The Unknown

0.000000 '
1000000 Test Object

0.000000 1s Most Likely
0.000000
0.000000 M
0.000000
0.000000

15.000000
0.000000

M E S oo~ o g ba ba =

Figure 3-7: URE System Display Output

The signal reduction waserformedmanually by removing signals oitg-one and
then running the URE Threat Determination Program. When a wrong model determination
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was received from the URE data processing program, the lastiggrmatedvas returned
to the input data. An incorrect determination is obvious because thstaéénsgst cases,
used as unknowns to test the URE system, are labeled with their correct model number in
their corresponding filename. Thesultingset of signals was deemed the Minimal Input
Data Set required to achieve a correct threat determinafldms set of signals is the
smallest possible subset of the up to 66 signals collected on an unknown, needed to
correctly identify the unknown. Removal of any one signal out of the Minimal Input Data
Set will cause the URE threat detection system to mmsiigethe unknown test object.
Other tharknowing theremoval of anyurthersingle signal results in URE system failure,
this Minimal Input Data Set looks like any otregnal input data séor an unknown test
object Figure 36). The signal file forthe minimum data setontains up to 66 signals,
with each signal represented by a frequeaicyplitude pair, where the frequency is in hertz
and the amplitude is the ratio of the signal
measurement band.

The pra@essing for this phase of the research could have been automated, but the
researcher made the assessment that manual removal of signals would be quicker than
modifying the program for automation. This decision turned out to berbregbecause

time to perform manual signal reduction was much greater than expected.

74



Signal
Reduction
Repeat Until Algorithm

Unknown is Misidentified Remove Run
Signals from MATLAB
Input File W
. 3
Text File Input Data File Data File
Enter URE Data for . URE System
of . . 1s Used MAT P
URE Data mto Input File URE System by Program LLAB Program
MATLAB Program .
Program
Displays
Output
v
EXCEL Fil 6 Copv Derti Data Log ; Cut & Paste
of Pertinen: ]'C:g . I1ft1{§ 111111: of Output into MATLAB P'rogram
o ¢ Dat E XgCEL Fil MATLAB Data Log Output Display
utput Data © Output Displays

Figure 3-8: Process Flow of Collection Signal Reduction Test
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Figure 3-8 shows all the displays frorRigure 35 in one figure, with arrows and
sequenal numbers showing the Collected Signal Reduction process flow. Following the
large numbersadjacent to the arrowms Figure3-8, in Step 1, the twqpolarity signal data
for one of 36 test cases is moved into the input files of the URE procg@semmam. In
Step 2, one of the signals is removed, as part of the signal reduction goal. In Step 3, the
processing program is run. In Step 4, the output of the processing program appears on
screen and is copied into a log file (Step 5). In Step 6,pkegessing program output
results, like model selection and processing time, are entered into a data log. Steps 2t0 5
are repeated until the maximum Collected Signal reduction is achieved, which is one

iteration before the URE Threat Processing Progrlecs the model incorrectly.

Haorxzonial YWertical
Polarized Dy Polarized Data
—a—k i F1 =
Fz AZ T —
B - s - T
- F= Fane 4
LT LT -
& -
Paste Fn A

Text File of All
Unknowns' Dhata
FeAocle=1 1 S

FL i

Rermowve Signals
orre By one

rManual Algorithm
determining the

Frn W oo
MMiodasl A S 2

ri & A1l ramoval of fFregumnay-
= amplitude pairs

Fn g AN [collactead signals)
-
.

MMilodcl LZ SN2

Figure 3-9: Process Flow DetailsMinimum Collected Signals Determination
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Figures3-10 (Minimum Collected Signals Determinatipand 3-11 (Minimization
ProcessStep9 break up the process flow to show more detail. In Figt8gthe input data
Excel files are populated from the database of test data containing all signal sets (Frequency
T Amplitude pairs) for the 36 model/mode test cases collected for the earliarctese
(Friedel 2018). Signals in the input data Excel files are removed one signal at a time by an
algorithm that will be discussed in Section 3.2.2.1. Figg«H depicts the signal
minimization process steps of executing the URE Threat Identificatiogram, storing
key output data information in a spreadsheet and placing the entire output file into a text
| og. This stored data information is 1)
program, 2) the percentage of signals in the unknown digm#ilat are the selected model
signals, and 3) the percentage of signals from the selected model. These steps observe
whether the threat identification is correct (if n@guction process is finishedThe text
log (Subscreen 5 in Figure-3) recods all the input data and all the output displalsis
text logalso contains all the Minimal Input Datasets for all 36 tested unknoWwms.log
provides a history ofhe tedious process of testing the input files until failure and then

restoring the Ist removed signal to derive the Minimal Input Dataset.
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Figure 3-10: Process Flow DetailsMinimization ProcessSteps

3.2.2.1 Signal Removal Algorithm

In Figure3-9, the process flow for Minimum Collected Signals determination shows
an algorithm being used, depicted by a circle, that determines each succeeding signal to
remove from the up to 66 signals collected on an unknown device by the prototype URE
system. Figee 3-11 shows the process diagram of the algorithm developed for this task.
In Block 1, the weakest signal in amplitude, regardless of frequency, is removed. Signal
amplitude in the prototype system was measured in decibels and converted to a normalized
value, between 0 and 1, by dividing each amplitude in a frequency band by the strongest
amplitude in that band. This process of removing the weakest signal is repeated every
iteration of signal reduction until only signals of a normalized amplitude i leti. T h e
s

process i continpedcassi hgtakgtREt himr eail s

t h e u n kthecevwsman incorrect model selection before removing all the weak signals,
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the last signal pair is returned to unknown signal filgs, and that file is declared the

minimum signal file of the tested unknown that enables correct model identification.
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There i s a r atsiiognnaale rfeommo vtahhe owe aBkl oc k 1, a

signal reduction process. Weak RF signals a
overshadowing by stronger signal s, being bu
capabilityngf amldle proceistidIggeo mpogeakts ar e n
found, making them more i mportant i n mo d e |
signals are more | ikel ymdadelbet ametasabjeac ta,gasi

signals &re béadscked foom detection by noise.
were typically given a hdetherrmiweadtgihdn nagl g/arl iut
further reason to retain such signals in a s

Bl ock 2 preocesseng Bsoakt L heompligaiad sngof a

normali zed amplitude of 1. For every signal
frequency signal I's removed. The process i
algorithmreatlyg tdeoabify the unknown. Wh e n
identified signal collection is recorded as
correctly identify the tested object.

There is a rati onbadgi nfndiren gd i@agureat! . f rr eedjiwtelnico re
current technology, fewer signals exist in t
hi gher frequency components are more expens

there are fewer higher qureagyenmneyi cempar éd taa

is |l ess noise in the higher frequency spect
frequency signal, making them more desirabl
frequency signal. Heotw eovne rs, y sttheem UnRUES tt hbree aatb Ic
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| ow and high f rfergaigeinen ey , e miitntciend odvevi ces ar

i n t hgei vie nk lotedheeri rcost (Breed 2011) .

Bl ock 3 is executed i f two si gnreanlcsy ebxuitst
have different polarities. Polarity did not
because signal amplitude was the overriding
domi nant factor I n Bl ock 2ar tPyperaoft ymaasiwcrr
antenna used to collect the data. Pol ari ze

signals of theesame thel areiatsur ement antenna.

The occurrence of strong signalwd Bfioggunmad i n t
measurement in multiple polarities because a
pol arities (Mimosa 2019).

As an exampl e of-sBpmekudt iodnt alegocoiltllemt if
was done -fiinelteh eamidelald measur emetnhtesh eivelEe bdt ak er
measur ement I s -fkre@pd u eorvceya neprhde tfsdaseaesdH s i gn al
rationale for-filkilsd datea is moae Eommonly m
produces strongersisginganlasl shawintgh as threotntgeerr abi
object than a weaker signal (Physics Stack E

Similarlyfrefueheysmeasur ement was -done in
pol ar tfzieed dfsar( i nsftiealdd o) ,| Etsthey dvaedr tiisc &k ept ove
amplitude and frequency horizont al signal o
measured for a test object. This is because
more common than horijza&nttalansmi hceantbaendes

positioned vertically above the electronic p
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This algorithm for minimizing the number o

worked very well I n greatlyerasdhwainng nc Clhlagdad t
The algorithm was chosen for its simplicity
compl ex algorithms that are better I n reduc
di scussed in Chapter 5.

3.2.3 Characteristic Signal Reduction

The second signal reduction project of this research was to minimize the signals stored
in the URE system databaséhe goalof t hi s s e avastogemOve asrmearg/e ar ¢ h
of the characteristic signals from the database as possible, while maintdemtifijaation
accuracy on the 36 test objects (initially at 100%).

Data wasused from the prototyped URE threat identification system theoriginal
research project (Friedel 2018) that there was no need to generate simulated data for this
phase of the research. The same sestip, shown in Figure-3 was also used for
characteristic signal reduction. Figuel2 displays the three screen data sections for
characteristic signaeduction, with the process flow. Figugel3 provides a detailed

process flow in block diagram form.
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EXCEL file of Characteristic Signals

SIGNAL # | Model | Ant. Polarity| Frequency| Amplitude | Prebability| PRIORITY

1 1173 2] 3295.19231 1 100 3

21 1172C 1l 3667.06731] 0.76451746 100 5

] . . (] - ) |

. L] ] . [ ] . L]

L ] & ] [ ] [ ] 8

I 2304 1174 2] 1.2234E+10| 0.43363752 100 3

MATLAB Program: Algorithm 6 from Project 1
% SIGMAL 51
PROCESS: Comment out sach IF SIGNAL(50)=F ALSE;

SignalfCase, 1 by 1, & run Algorithm €

IF SIGNAL_ARBAY_HD:=4266537 462°DELA &&
SIGMAL_ABRAY_H(I)-=4166539 £62*DELB;

DUT2C=DUTICHF(6-3);
SIGNAL(SD=TRUE;
» - END;
Each Programmed "Case END;
she %  SIGMAL 54
. 1
represents a Characteristic E> % IF SIGNAL(54)—FALSE;
Signal % IF SIGNAL_ARRAY H(ID:-—4799999*DELA &&
o SIGNAL_ARRAY H(II)-=4800001*DELE;
G DUFIC=DUTIC1%(6-3);
G SIGNAL(54)=TRIIE;
Data Log of Key Test Results %o END:
- O F ™M
Projoct Il simplalg Simplalg Simplalg Simplalg Romowed Characteristic Slgnals
Time (%) sActualPts Min® Sig % Slg Rdoe MInSIgT () T botter | F 3 - ] &
108 119 220 110 141 100
& i 3 2 3 =
[+ N + 20+ ] 14 a Ea O OOy 388 [ S LA LSS B, L o LSS e
Qo007 EE i4 x e OO0 8 [ L A FASE
oG 13 1& 20 000 2 -
D01 EL ks FJ e 0000 ES TR ]
D3] A G 2 T O O 2 T8 BO 1
OG0 T 56 EL a =275 O OO0 2 56 o A ]
‘e
- - -
- - -
- - -
CooDTA T &0 =3 T (=R e e s b ] 2= M1 1i1S/44 158,24 155744 10F A A6 74
DOZFeET &1 13 o J O AT T 15545 29 1 G52 34 SO9 22 556 2T IS
OODISTE 531 F 3 or OO 341 =27 By fu ey 5F 5356 59 ZB5 57.081 48 BES 53 719
Fig@Bt2Characteristic Signal Reduction Process

84

Record
Key
Results.
If Passed:
REPEAT

Di spl ays



Text File of All Unknowns' Data
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rx ° Al
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On the left side of Figur8-13, thetan-colored blo&s representhe loading of input
URE data into the processing program. The metismticoped one unknowrpobject s

URE dataetinto the horizontal and vertical polarity CSV files that the URE processing

am

program used as data input.

process, describdatlow, before the next data seés entered.

| b hSggnalRemoval setion (Pinkshadedp i gulr3¥ t3he dat a
Sigmwabgsamined to deter mi whi
try to remove next The Tabl e of
threat i dentification system databgsaal s
were collected in the earlier URE
identi fied, with each signal assign-éd
Col umn 13, shows how the 230 sigodls.

File of All URE System Signals
Table of Signals
Signal# Priority#

Use Priority # fo
Derermine Removal

Algorithm for Signal Remov
in URE Processing Progra;

Comment ont Code

for Signal to Remov
[E\ <:] Program Execute
Button

Model 5
FCase 25
2300 Hz < f1 <2400 Hz
%% Case32
15,000 Hz<f2<<16,000 Hz
-

- -
- -
URE System Program

Spreadsheet of Key Results

Run# Model % Model %Data Speed

1 12 45 65 0.012

2 12 45 65 0.010

L ] L] L]

L] L] L]

. . @
Extract Key

Data Results
Text File of All Program Outputs

Copy & Paste

Model 1= 80
Model 2=21
-

-
Model N=5
Object is Model 1

2t Modell Char Signals
2¢of Data that is Model 1

Output of URE System Program

of

Signal Removal
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each signal, the Table of Signals also cont a
and amplitude range, measurement antenna pol
in the characterization dataf (Phebabiglniat y)t,
identification (Priority)

TabMseshdws the detaidat @aff oom mbélppamide xof
D) Column 1 is the signal number assigned
research had 23@® sgnoglred !/ snoadmosn g ot téhat t he sig
ranged from 1 to 230.

Column 2 is the model number for the 12 mode

For the curreMbdeéesdambbrpraéaj.ebtough 12 are

123 4 | 5 il 8§ | 9 [0 11 |15
Signal # Modclll’olmly [Frequency (Hz) Freq. Delta (Hz) Low Freq. (Hz) High Freq. (Hz) Amphitode Amp. Delta [Low Amp. High Amp. [Prob. (% [Priority

53 | 4 |E-field| 433245192 115384.616] 4217067.31] 4447836.54) 0.9871 0.05637| 09308 104351 100] 3

85 | 4 |E-field| 17339527.2 461298.075| 1687 h”‘)’ 17800825.3] 0.8539) 0.15452| 0.6994] 1.0084] 100, 3

183 fﬂlﬁl_}}g]d ‘\448'8703 _20125000| 8 M'Wth 86300370%‘ 0.9871 nn“z() 0.9098] 1.06446 100] 2

190 | 4 [Hosz. [1030232572] 414903844 988741988) 1071722756] 09628 0.08247 08803 1.u4azg 100, 5

201 | 4 |Hoiz | H()()(I()S'(h f)'m*”\mamm 1505801282 1] u 1) 1|50 4

202 4 |Honz. | 1473 "40#8 397 311"‘14140#8461 hlnﬂ%h‘ U.G{)S{ (.347 h 0, "»'”a u‘h’én 100 ’3

208 | 4 [Horiz, |2066394231| 664903846 19999«)»3_4(, °132qs4()16‘ 1 Q' 1) 711 500 4

216 | 4 |Honz | 3“494)‘)10 13221153.9|5761722756| 57 swnum‘ 1 0] I 1 100 1

218 | 4 Ven. f“thZIlb l‘a‘wo(mn 65072115/ 57 ‘)’w“'lh\ 1 0 ! i 100, 1
Table 3-4: Signal List for One Model

Column 3 indicated the polarity of the mea

in two polarity pairs, for a total of four

(Horana .Vevtetjitcoal EE@e cdlndd)cMagrAateilad ( H
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Columns 4 through 7 describe the frequenc)
describe the amplitude bDhetper cemmimade ofCot iu
showed up in the characteriszaseontobpettesmf
Signal Prioritsyhe SCglh@amnsPit3Bhoes hioamyp o rmthd cche o f

in i dentifying its associated model

% Signal 31 of Model 2000: IF Loop Embedded Comments indicated by Green Color

If Signal(31) == False % Signal 31 has not vet been identified in data of Unknown Test Object
If Array_of_all H_polarized_signals(1) >= Lowest_possible_frequency_for_Signal_31

&& %% and ixecutable Code indicated by Black Color
Array_of_all_H_polarized_signals(i) <= Highest_possible_frequency_for_Signal_31

% Actions to be taken if Signal 31 identified in Unknown's Data
Point_Total_for_D2000 = Point_Total_for_D2000 + Points_Assigned_to_Signal 31
Signal(31) = True; % Signal 31 1s now determined "Present”

End; %End of Inner IF Loop
End; %End of Outer IF Loop

%% Signal 49 of Model 2000: IF Loop

%|Lf Signal(49) == False % Signal 49 has not yet been 1dentified in data of Unknown Test Object
%| If Array_of_all H polarized_signals(t) >= Lowest_possible_frequency_for_Signal 49

% && % and

% Array_of_all_H_polanized_signals(t) <= Highest_possible_frequency_for_Signal_49

% Commenting Out a Section of Code by using "%" Symbols
% % Actions to be taken if Signal 49 identified in Unknown's Data

% Pomt_Total_for_D2000 = Point_Total_for_D2000 + Points_Assigned_to_Signal 49
% Signal(49) = True; % Signal 49 1s now determined "Present"

%

% End; %End of Inner IF Loop

%JEnd; %End of Outer IF Loop

FigBi#aSection of Code with Characteristic Si
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The complete Table of Signals is |l ocated
determine which signals to remove, based on
in Section 3.2.3.1.

When the determination is made to remove a characteristic figmathe URE threat
identification system (deeming the signal unnecessary for identifying an unknown threat
object), removal is achieved lgeletingthe program code associated with the specific
signal being removed from the URE threat identification @wog by turning it into a
comment statement MATLAB was the programing language used because it was a
popular scientific language (designed to be used with math formulas). Bigdrghows
a portion of the software code for the project URE system,seitie of the code disabled
to reflect the removal of Signal 49.

After removing a sigdahpwhheéenbREeadt®doam i
area ofl&Fdmdersaul 3 f1 dinsphay €A fsctrheee URE systen
the test model correctly, the signal removal
incorrectly identifying the test object, thi

previous signalmecdontfheguMianiimum i Ghadreaect er i st i

model bhembed

Atext file | og was kept of all progtram r uns
into a telxn d&ddieti on, key output values were
bootm secti o%l Po.f Flihgeusree val ues include Run Ti
Removed Signal record. This enabled the op

addition to providing a backup to thlkea test
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di scussed ton €Ehapeses Wjthout operator inter

algorithm discussed in Section 3.2.3.1.

3.2.3.1 Characteristic Signal Reduction A
Il n thei@rgoaens ¥ @ Ffigrurnei Bi mum charmchati ®ni C
a circle represents the reduction algorithm
to remove. The al g5 t hun liisk es htolwen a Ing ofFri igtuhrr
Signal Reduction, which wasandogprcaaMddy o uhooaeyd
t he Mi ni mum Characteristic Signal al gorith

coll ection.
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The al §bosiktolwm | Bl wngueeuted for each model

Threat Detection System database. I n Bl ock
of the test model . I n the research system
model / modes. The whdakeeXxtobftepts 0 wtdhedailigoc
object is determined by readingtthe system o

Figur&@&h8wanmaot ated exampteisubpuéenbaspbkmgnt
out put di s p-V,ayproofvoidei giign o Bmat i on about t he f
The data on the | eTt sihowihhmeg d9dame sagnhkil gwrad u
each database model . The top Iine on the | e
i nformati ono alrienegfheometxi®@hvevi nhgopédhieght eg®s.
numhier. 0i3s%)t he percentage of test object dat a
second (MBmMWesrw) he percentage of database thr
thahas been found in the test ,obfectusatan t
Characteristic Si,ppal tRedllowiecafdBr@ec enas ¢ lor

percent ages.

Model# Matching Points

1 0.0
2 00 The Unknown Test Object is Most Likely 2 Mlodel 11
3 0.0
4 0.0 The % of the Unknown's Signals that Match Model 11's Characteristic Signals is: 9.03%
5 1.0
6 0.0 The % of Model 11's Characteristic Signals in the Unknown's Signals is: 93.75%
7 0.0
8 0.0 The Program has been mmnming for 0.35 seconds
9 0.0
10 0.0 Processing Time for the Unknown's Data Set was 0.094 seconds
11 19.0
12 0.0 Enter 1 to Continue or 2 to Exit Program

Fi gBiteURE Threat Determination System Outoput
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Anot her reason for unused signals collectec
noi se. High noise | evels could interfere wi
the signal318s. 1 nElFicguroemnagnet i ¢ smaikee dowlrd
narrow signal s) duri ng3ldBt andolclobet¢ttdi dre, mEs!
recorded as a URE signal . Both types of noi

el ectromagnetic transmissions ofr measur ement

Noise mixed with Sgnals

Noise Appearing as Spikes
e NOISE—
Noise Floor B

Noise Floor

Fi gBt8Signal Noi se

Il n Blocks 3 th3ldughhe6 |efasEFi gurpeortant char

removebdyomae until the URE system fails, (
assessment) . Thé ©ehaoact grTiNsbirhitee r3snipdg i o Im
column) determines signal i mportance.

I f more than one signal exists with the san
signal i s . rsdmdviehd Ufnikrnsotwn Si gnal Coll ection

higher fgra@luenaye smoretthiestsigaotal vepolpeadaws ®n
frequency increases.
I f the frequency selected for removal has

the Vertical or Electrito pelmai mzed déahiea bsays e |
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over Hori zontlaé c aours eMavgemrdtiica l and Electric
common and typically stronger. (I'ntegrated P
After the chamaemoerei htaisc beiegnalet er mi ned an

Threat BPreagercamoins execut edmddBdlonlkker6)sel ddt &

the threat, the next weakest characteristic
Signals are removed wuntil the URE program
model as Wheen tthhraeetathappens, the |l ast charact

system by uncommeoatut ngotdbe( Bbomken#paddelThe r e

URE data files are tested against this redu
remai REnglala sets typically pass because tF
reduced characteristic signal database (Bl oc
fails to match the correct 4Hiyd®ine,vea&rnnne dret rc
order to their removal (more i mportant sign

comme-ntedprogram code associated with the
characteristic signal s, associ at edgwiatmh t he
become the Minimum Characteristic ®agnal fi
repeatédtmold@&in t he. dat abase

This section of the research was very successful in its goal of reducing characteristic
signals in a URE threat deteatisystem database. Reductions were very significant and
will be presented in Chapter 4. Additionally, the reduction technique derived was

repeatable and able to be put in algorithmic form as shown in Figle 3
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3.3 URE System Expansi on
3. Bakkground

The research objective tife URE System Expansion experimast® identify limits
tothet hr e at espgnsidielmedts may hinder the systemds vi
applications identifieéh Table 33. AURE sy st em ctasn tthertekartchuaat o on
speed r eglmibrt3mentss.several threat situations
from an associated threat detection system
processing (detection) tgamges,osuahplaneer mas;s
such as terrorist boodbeddhrreasmpgngse.quire a se

|l ncreasing the URE threat detection databa

it i s accuracy that i's cridi2z@05;t oDeaF arhesetat
Schubert 2004) . As threats are added to thi
signal col I Thsaitoni si,ncwheearsee sdi f fer ent mo d e | o f

i dent i fyi n gnréhRi&ta, similgrelectranics would have similar components,
producing matching frequencies between different models.
As the number of common signddstween different URE database models increases
the chance omisidentifying a threatbecomes great. Ad di ali,loymodi ng i s al
problematic to system accuracy because mode

identical URE signatures.

3.3.2 Software Structure Changes

I n this portion of the research, REw dat a

system in both model s -twandl inn Pleadcidlaittaya.asle a
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Sscheldoulteati ons, data needed to be simulated t
the I'imits (point of failure) of the URE sys
The current URE thrwat npt o @aenesiarbd e p rt g rtahr
expansion required for this phase of the re
| i wmé&csode) and its cognpdextiuryeg mugded)pl e Theebl

original WRB mprt dier 2edsleBa rGeWWU (iFsr i seldoew n32i0nl 81 g u

19
I*chqumcj.' Chac.
Unknown Test Ohject Spectrum Signal  Characteristic Signals
Frequency ~ Quarter # 12 tee n = odeld
LY v 4 1
Polarity 1 Mo et Spectrum fi 1 see 1
f1, al AR Half al
2, a2 1 u Iy >
* . P
* P
* ' e
.
£33, a33 r 5
m,2 . ]
(URE data) . vle R "
. 2 . . . .
Polarity 2 . 1 » sle . ale .
fl, al [ o
2, a2 * w
[~
* r
* m
* Tree 1 Tree 2 Tree 3
£33, a33 i :D_n
1 . (AN m
Data Files Tree Structures AND Gates SAW Matrix

Fi gGB180ri guREBRIProgram Bef @mces Releaw gn

Fi g3 2@®hows the structuipeoacfestshegnewodRE M. hr
gates amat rSeAMirmom t her epsresawircaiuFd gdMe 3T he

uni que information for each characteristic s
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into the programswkand méedadi ng a paragraph

as i n threespmrmexctAddsgor.i t hmny)added characteri

requires a new table entry into each tabl e,
structMordeesl aNuember, Polarity, Priority, Star:Ht
Frequenci es, and FrequenTli sasndevmptoguadam Ad

Al gor7i talmnd i s contained in Appendi x E

Unknown Ch tesisti
Test Characteristic Signal . aracteristic
. DataTabl Characteristic Signals E
Object ataTables _ Signal # 1,2 T .
Polarity 1 | RANGE  ADJUST | - .
- 1 fi ! ¢
[‘ﬂl-’ :é i a1 D- - 2
.
. S M , [ fTmrf m M
£33. a33 L | e I e A Y y °
(URE data) £ d Bl ey 1 'q 1 . 10 * ofe] d
- e . r i o j o 0 . sfe| 8 -
Polarity 2 4 1 ; i et e ¢ . *e . o 0 1
1, al I . Rhu Ny
2, a2 # cd ¢ ¢ #
- # oY ye 'y e
"
* 1
33, «33 2- s n TR m
s
Data Files Reference Tables And Gates SAW Matrix

FiggB2eModi UREdThr eat Det érrmigmatm on System

3.3.3 Increasing URE Database Size
Using the newprogram which is extremely modular and expandable, the URE threat
identificationdatabasevas increased in size by 2, then 5, &ndlly by 10 times. This

expansion was achieved by just adding entrie
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3-20) without any increase in program codeOn the next iteration,he system
multiplicationfactors becamg0, then50, and then 100 times. Thagpansion iteration of
2x10"n, 5x10"nand 10x10”n, where n equals 1, 2, 3, and onward, continued until the
URE system failed.

Failure was either identifying an unknown threat incorrectly, running out of computer
memory, processing a threat too slovdygeeding time limits ofable 33, Column 3), or
a system crash for any other reason. Processing time failure was set at 1 minute, which is
already too high for several of the proposed URE threat applications but still has some
threatprevention applicabn.

The UREsignal characteristic databagsas multiplied in both quantity of characteristic
signals and quantity of models. Just expanding the characteristic signal database, while
keeping the model count constant, would test the URE threat systets ¢apability to
grow in size. However, growing both the model and signal databemsealtaneously is a
more realistic method of simulating system growth, so this was the method of system
growth utilized for testing.

The technique used to create the exigaimodeldatabase is to use the originabdel
data and shift it in frequency for every new model added. A constant of 10 kilohertz is
iteratively added to the signal of every new madehe collected URE data set of 36 test
cases and the charactegsdignal library. The URE threat identificatiodatabasés being
increased x2, x5, x10, x20, x50, etc., until system failure. For example, if Model 1
originally had a signal of Hz in the database, the newly created Model 1A would have

a signal of 5.00 MHz when thelatabase sizéoubled. When thdatabase sizaultiplied
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(expanded)by five, new Models 1B, 1C, 1D, and 1E would have creaegditional

frequency signals of 5.02, 5.03, and 5.04, 5.05, respectivbire

f1+i =fi + i x 10,000hertz i =1, 2, 3, 4, & n Q)
Where n is the system multiplier: n

f is the signal frequencyj fs the original frequency

Since both the 36 unknown test cases and the charactesigtial database are
multiplied in each iteration, the first doubling of tHatabaseroduces 72 unknowns (2
times the original 36 cases), 24 database mModeles (2 times the original 12
model/males), and 460 signals (2 times the original 230 signdlsjs model and signal
information is stord in the URE system database files, shown in Figus20 3
(Characteristic Signal data Tableg)his pattern of URKlatabasgrowth is continued as
the datdbaseis multiplied 5 times, 10 times, 20 times, and so on. TalBdi&s the
increasing URE parameterse(, Models, Characteristic Signals, and Unknown Threat

Objects) as thdatabasés multiplied in size.
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URE Number Number of Number of
System | of Models Characteristic |Unknown Threat
Multiplier| in Database | Signals in Database| Objects to Test
1 12 230] 36
2 24 460| 72
5 60| 1150| 180
10| 120 2300 360
20| 240 4600| 720
50| 600| 11500 1800
100 1200 23000 3600
200 2400 46000 7200
500| 6000| 115000| 18000
1000 12000 230000 36000
2000 24000 460000) 72000
5000| 60000} 1150000} 180000
10000 120000 2300000 360000
20000/  240000| 4600000) 720000
50000  600000| 11500000] 1800000
100000/  1200000| 23000000) 3600000

Table 3-5: URE System Growth Parameters

This technique of data creation has several realistic bemeftgpared to real data
generation besides being completely automated and schedule and cost beneficial. The
realistic nature of signals (e.g., their flaassd randomness) present the original real
signaldata are copied and presenthe expanded datasetSor example, the original data
contains a high percentage of noise signals, which is inherent in RF data collection and
therefore a realistiteatureto the simulated data. Adionally, the created data follows
the original datads random pattern of being
to the gigahertz range, which adds more realism to the data.

One weakness of the simulated data is that frequency collisions, while not eliminated,
are reduced, compared to actual measured data. For the current research, the simulated

data was deemed satisfactory to the research objectives.
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Overall, this databasxpansion experiment was successful. The URE program design
proved capable of handling extremely large growth because the software does not increase
in size. However, most importantly, this experiment provided essential processing time
data that will le analyzed in Chapter 4 to determine the feasibility and limits of growing a

URE threat system.

3.3.4 Increasing Modes in the URE System

For this part of the research, data had to be simulated. Similae tdRE system
expansion, the original real URIata was used and expandedjive the new simulated
data the realism of measured data.

The researcherodos experience with URE modin
in the URE prototyped system (Friedel 2018). Friait case, mode distinction wa
difficult because the two URE test cases were so similar. However, that distinction was
possible because the new mode did have unique signals when compared to the original
model state.

Usingthatexperience, the simulation of moding was done by addingigue signal
for each new mode. For every iteration of
(simulated unknown input data) was created, and the new mode with its corresponding
characteristic signals added to the URStemdatabasef known model/mods The
initial system database started with 12 models with no additional modefter one
iteration, there were the 12 original models and nE2v modes, for a total of 24
model/modes in the system. After two iterations, there were the original 12sraode24

modes (two modes for each of the 12 original mogd#éds)a total 0f36 model/modes in
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the system. This pattern would continue until the system failed in accuracy, processing
time, memory failure, or any other problem.

Similar to Increasing UREDatabase Sizethis simulation decreased the expected
collision problems that would likely appear in real data collection of similar model RF data
collection. Howeveras beforethis simplification was deemed a reasonable compromise
to develop effectiveesearch data within budget and schedEkl®m experience on the
prototype URE system, there are successful techniques to control collisions (Friedel 2018).

Simulation effectiveness will be examined more closely in Chapter 5.

3.4 Methodology Conclusions

The methodology for reducing collected signals and database signals was successful,
along with the ability to derive signratducing algorithms for both efforts. Similarly, the
URE system software was able to be modified to systematically grow the $REEhe
database of the system; the processing software size remains candbait) increased
model and mode handling the ability. The data collection reantisatisfaction of the

four research objectgsereexamined in Chapter 4.
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Chapter 41 Findings

4.1 Organization of Findings

The findings for the respective research obyed]j discussed in Section 1vBere obtained
through the methodologies explained in Chapter 3. The findings are organized according to their
research objective dsllows: . The research methodology associated with the objectives are
[) Signal Reduction in a URE System (Section &gyl Il) URE System Expansion
(Section 3.3) Hypotheses test results are in Section 4.4.

Each of these major reseambjectiveshadtwo parts. For Signal Reduction:

1) Collected Signal Reductiai®ectiond.2.1)
2) Characteristic Signal Reduction (Sect@.2).

For System Expansion:

1) Increasing URE Database Size (Secddhl)

2) Increasing Modes in the URE System (Sect@12)

4.2 Signal Reduction
4.21 Reduction of Signals Collected on an Unknown Emitter
4.21.1 Algorithm for Collected Signal Reduction
4.2.1.11 Algorithm Overview
Figure 41 is the highlevel view of theprocess flowof Figure 38. This algorithm
workedwell, which will be shown in Section 4.2.2.2he signals were first removed by

strength of amplitude, with the weakest removed first. This was done because strong
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signals are more identifiable in a URE profile. Weak signals get hidden by the varying but
prevalent electromagnetic background noise in the environment from other electronics and
communication transmissions.

When only strong signals remained (amplitude value of 1), signals were removed by
frequency level, with the lowest values removed .firfhis removal approach was done
because higher frequency signals are more identifiable in an unknown emitter because the
frequency spectrum typically has less activity as frequency increases due to factors such as

increasing cost of components and tegtiement as frequency increases (Keysight 2019;

Rysavy 2012).
/"“"_"x\\
/ / v \V
frepesc | Romove il
Rr‘i:;:l ({ :::1. D lOWest Pfefef E/ v
it | (5 Weakes Frequeny ::) Polariy
Incotrectly | Remain 2
\R Signal Signal

e

Figure 4-1: Overview of Unknown URE Signal Reduction Algorithm

The last part of the algorithm gives preferencd wf the 2 polarities used for data
collection, in the case of having 2 signals with the same frequency and amplitude. Having

2 signals with the same frequency and amplitude is common in URE data collection
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because typically a strong signal of one polawill also show up in another polarity
measurement, too. The reason for showing preference to one polarity over the other was
that1 of the 2 polarities collected typically had stronger signals.

In all 3 parts of the algorithm, the determined lowegtanence signal was removed
first, and the processing algorithm was run. When the unknown emitter could no longer
be identified correctly by its remaining signal, the last passing data set was deemed the
Ami ni mal 06 set of URE wnkgowracorectiyn dieediaadsetfoo i den't
an unknown threat object in this research URE threat identification system consisted of 1
to 66 frequencyamplitude pairs, with each pair representing a measured or simulated URE
signal. The derivation of the 66 maxum signals is discussed in earlier research (Friedel
2018).

The algorithm could have been improved further, which will be discussed in Chapter
5, but the ass algorithm proved the research goal: the ability of consistently being able to

reduce the numbaf signals collected on an unknown emitter for a URE threat system.

4.21.1.2 Collected Signal Reduction Results
Tables 4-1 and 43 summarize the test resutiECollected Signal Reduction (Section
3.2.2). Table4-1 contains the test results for modelsdesl throughl2 (36 test cases)
The dark green highlights show test object signal files reduced by 90% or better, but with
more than one signal remaining (2 to 4 signals). The percentage of signals removed from
the reduced datasets ranged from addh%, in one dataset to a high of 98% in 6 datasets.

All datasets reduced by over 90% are also highlightdijliier green.Initial input data
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files were as large as 61 signals. In 14 of the 33 reduced URE datasets, the number of
signals remaining ithe dataset was only Those datasets are highlighted in light green.

In Table 41, 3 of the 36 models were not correctly identified by the URE threat
detection program (Model 3, SN 3; Model 4, SN 2; and Model 5, SN 1), so further dataset

reduction wasiot attempted. Thireetest objects are highlighted in yellow in Tabld 4

Model 7 Serial # Original # of| Reduced # | % of Signals
Signals of Signals Remowved
1 14 3 79
1 2 14 2 56
3 19 14 26
2 2 36 2
3 36 1 97
1 33 1 07
3 2 32 8 75
- 51 MNA ™A
4 2 55 ™A NA
3 57 1 g7
2 50 NA NA
5 2 45 2
3 49 3
! 46 1 I
6 2 45 1
2 44 13 70
1 33 19 17
Ta 2 25 1 96
3 32 1 g7
1 27 22 19
b 2 30 11 63
3 30 8 73
1 48 1 08
8 2 50 15 64
3 48 1 o8
O 2 61 13 =g
3 61 2 g7
1 34 1 07
10 2 34 1 07
3 36 1 g7
1 45 1 o5
11 2 48 1 98
3 48 1 o8

Table 4-1: Unknown Signal Reduction Results
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The problem causing the misidentification was found after data collection: the latest
versionof the processing algorithmas not being usedsincethe research projeatready
had enough succesases for validatingestresuls,addi t i onal data <coll e
required. With threetest objects not identified, the URE threat identification system had a
33 out of 36 testase success rate, which gave the tested system an impressive 92%

identification accuracy.

Original # of Signals|Reduced # of Signals] % Improvement
41 5 78
| Processing Time 1.6 ms 0.37 ms 77

Table 4-2: Summary Results for Unknown Signal Reduction Testing

Table 42 summarizes the test results for all 12 models/modes and 33 test cases
reduced. Starting with an average of 41 input signals, the datasets were reduced to 5
signals, on average, an average signal reduction%f 78he average processing times
dropped from 1.6 ms to 0.37 ms for the reduced datasets. This was a significant average

processindgime improvement of 77%.

4.21.1.3 Collected Signal Reduction Results Analysiand Implications
This signal reduction effort on URE data collection for an unknown object was very
successful for the prototyped system of 36 unknowns. All unknown dapasetssed
achieved significant collected signal reductions, from a low of 26% to a high of 98%.
Considering an average of dignalsinitially in an unknown emitter dataset, 14 out of the

33 processed datasets (42%) were reduced to a single signaR5wileof the 33 datasets
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(76%) were reduced to less than 10 input signdlkerefore only 5 URE signalson

average needed to be measured on an unknown threat object, compared to the average of
41 signals that were collectéar analysis with 42% of thetest objects only needirgne

signal. Thisreductionis profound because typically hundreds if not thousands of signals

get measured on an unknown thrgction 3.2.3.1)

This has very powerful implications for designing and fielding URE threat ta®tec
systems. The test results show thatunrentpractice, many more signals are collected
than needed for identifying an unknown object by its unintended radiated emissions.
Generally, the results indicatmly the strongest signals (highest signaipsitude) and
most distinctive signals (highest frequency) are needed.

The need to capture just a few of the strongestmost distinctive URE signals for
unknown threat identification reduces the burden on the required URE data processing
system. Signficantly, fewer signals to process equate to faster processing times and lower
memory requirements. This, in turn, lowers the cost in URE system design, if the user can
use a slower process speed and require less memory. Even if lzasaelarge URE
database for threat comparison, the potential requirement of only needing a few strong
identifying signals enables more model data g@ragemegabyte and fewer signal
comparisons, improving speed performance and reducing stress on computer resources.

These results also affect the RF measurement side of the URE threat detection system.
If only the strongest unknown signals are needed, data collection for the URE system
greatly simplified The costs of commercial spectrum reading instrumentation Vames

the $100s (EDN 2013) to over $100,000 (Keysight 2019) for the most sensitive equipment.
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Needing only to measure strong signals would greatly reduce the cost of a URE system,
with a $1000 spectrum analyzer being sufficient (EDN 2013).

Additionally, the measurement of strong signals allows for a ndidteoperational
data collection environment, which reduces system costs furBesides requiring the
more expensive spectrum measuring equipntieatmeasurement of weak signals requires
a quiet operational environment shielded frRfnoise. This could be implemented like
the current airport security systems where each passenger individually walks into a booth
that does Xray, microwave, or chemitacanning. An UREneasuring booth could be
shielded on the outside to reflect noise and have absorption material on the inside to further
quiet the RF environment, enabling weak signal measurement. A room like that would add
thousands of dollars of cogt a URE system. Needing only to measure strong signals
could totally remove the need for such a booth or room and just require passengers to walk
past a measuring antenna.

In the IED detection realm, the need for measuring only the strongest signadd»eou
very beneficial. Needing to process only a few signals means a faster respomsigicathe
in some URE threat applications. Additionally, fewer stronger sigagdsn means a
cheaper receiver can be used. However, more beneficial than cost nalitary, the
simpler receiver can mean smaller and lighter (Nuts About Nets 20b&h is a priority
for human or unmanned vehicleunted systems.

The resultsalso showed that the higher frequency signals were more useful in unknown
model identifcation. Implementing thiknowledgein URE system design would reduce

system costs even further since signal collection on the lower frequency bands could be
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eliminated. Although instrumentation costs go up in price with increasing frequency,
elimination of unnecessary measurement barelps offsetequired equipment costs.

The algorithm used for unknown collected signal reduction also favored collection of
one polarity data over anotheResultsindicate that multiple dateollection antenna
polariies may not be necessary. Collecting data in one polarity would be sufficient, again
saving great costs in measurement time, measurement equipment, and computer resources.
In the example of this URE research, millions of frequesityplitude data measuremts
wereactuallycollected, processed, and stored, alwaysvmantenna polarities. Moving
to one polarity would cut this effort into exactly half. That would be half the data storage
and data processing effort.

For this research project, datascollected for 166 test objects over an averafy8
frequency bands itwo polarities. Test time was approximately 15 minutes per band of
test data collection (not including setup time). So, multiplying all these numbers together
totaled 664 hours of tesbllection time. Removing of the 2 measurement polarities

would cut that collection time to 332 hours.

4.2 2 Reduction of Characteristic Signals in URE Database
4.22.1 Characteristic Signal Reduction Results
Characteristic SigndReduction(Section 32.3) results are shown for each model in
Table 43. The green highlighting indicates Characteristic Signal files reduced td only
signal or by greater than 90%he reduction process was extremely successful, reducing
all 12 model/mode characteristicsts to 10 signals or less from a starting average size of

19 signals. Ten of the 12 models were reduced3a&haracteristic signals or less aid
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models were even reduced locharacteristic signal. Reduction percentages or the

percentage of original characteristic signals removed varied from a lo@%@©t®a high

of 96%, with the average being 72%.

Original # of | Reduced # of % of
Model Characteristic | Characteristic | Signals
Signals Signals Removed

1 5 4 20
2 7 4 43
3 10 3 70
4 9 2 78
5 19 1 95
6 15 3 80
7a 8 3 63
7b 38 10 74
8 1 4 64
9 53 8 85
10 27 2 93
1 24 1 %
Averages: 19 4 72

Table 4-3: Summary of Characteristic Signal Reductions

4.22.2 Characteristic Signal Reduction Analysisand Implications
These results have positive implications for URE system deBigim Table 44, anly
19% of the original characteristic signals were used in the reduced signal désainases

column 3 divided by sum of asinn 2) That greatly improves PC storage utilization for
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the URE system design. Compared to the original Characteristic Sigriatisets more
model information could be stored in the URE database.

URE processing times would greatly improve, withyat®% of the original database
of signals to compar@able 44). That processing time savings would compound with the
combined impact of the unknown signal reduction discuss&ection 4.2.1 In the time
data collected in Figure-& signalprocessing times per test object were proportional to
the number of signals processed. Individual signal processing times averaged as high as
250 ps, depending on the processing algorithm used, with test object processing taking as
long as 17 ms.The 2% averageor better signal reductions achieved should have a
corresponding effect on the processing timeSimilarly, better thana 72% average
reduction on test object datasetSection 4.2.2.Wwould have a multiplying improvement
on processingimes.

Collecting 72% (or greater) fewer signédscharacterize a model for a URE database
would speed up the data collection time for the characterization process, reducing system
costs and making the data collection operation more efficient andiedfe&imilar to the
unknown data reduction results, the need for only the féameaverage of four signals for
the research URE identification systesirpng signals reduces the need for expensive test
equipment and RF environment noise reduction tectasiq Also similar toSection
4.2.1.1.3 the lower frequency test band collection could be dropped, since the higher
frequency signals are more important for unknown identification, saving more money in

URE instrumentation requirements.
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4.3 URE System Epansion

4.3.1Simulation Overview

Simulated data was created based on the original real data measured. The data
simulation process required rewriting the original system software to enable indefinite
(until system failure) growth. The system processimg tin Table 44 shows the average
time improvements due first to changing to a better PC and then by rewriting the processing
algorithm. The improved system processing time does not affect the objective of the URE
system expansion testing of this sectioHowever, the ability to improve processing
speeds of a URE system by changes to its software and hardware is examined in Section

4.3.3. of this chapter.

Algorithm ID PCID Average Processing Speed (is)|Time Improvement (%)
i} Inspiron I15R 5.97 MNA
6 Precision M4800 1.63 72.69681742
7 Precision MAB00 0.44 73.00613497

Table 4-4: URE Processing Time Improvements

4.3.2 Expansion of Characteristic Signals in URBPatabase
4.3.21 Simulation 1
4.3.21.1 Description

The theory behindSimulation 1 is found in Section 3.3.3In this first of three
simulations for URE system growth, the database size is multiplied in increments of N.
Only the 36 original data test sedse tested. New test cases aré¢ created. This
simulation was created to quickly gauge the memory and processing speed limits of the

URE system, before completing the programming required for full URE simulation
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4.3.21.2 Simulation 1 Results
Theresults of tle Simulation1 areshownin Figure 42. Processing time in seconds is
plotted against N, the URE system size multipli#h e r esponse to gr owi ng
database is clearly I|inear (sl ope oﬂ|6f200 sec:H
the system increasing processing time by about 1923ide 45 is extractedrom Table
3-5, which determined useful URE system processing times.Sifinglation 1 is used to

determine the expansion potential of the URE system.

Multiply Models & Signals & Test 36 Unknowns w/No Residual History
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Figure 4-2: Simuation 1Results

4.3.21.3 Simulation 1 Results Analysis andmplications
The results of this testrevery promising for the potential of URE in threat detection.
For example,ite 0.38 seconds response time data poinabie 45 shows the potential of

a URE systendatabase containingg@,000 threatswhich has to process| thosefiles to
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identify unknown objectswithin a fastenough processing time for military applications.

If an even faster response time was needed, thetmdtdatabase would be reduced
proportionally For example, using the ~5200 slope, if a response time of 0.1 seconds was
needed, the threat database could be as large as 520 (h2éats 0.1) applicable within

a geographic threategion. Region refes to the land area of coverage of a database of
threats. Threat dangers vary, region by region (ThreatSTOP 2019, ICAO Réd8ting
databaseaizefor faster response times could be accommodated by reducing the region of

threat coverage and producing moggionspecificdatabases.

Location/ | Threat| Required | Potential System Potential System

Activity Detect Time Multiplier Size
Military/ Suicide| Less than 1( 52,000 10 seconds
Public Area | Bomber| seconds 11.96M Signals

624,000 Models

Airport Gate] Bomb | Seconds 15,000 5 seconds
Checkin Threat 3.45M Signals

180,000 Models

Military IED | IED Less than 2,000 0.38 seconds
Counter Threat | second 460,000 Signals
measures 24,000 Models

Table 4-5: URE System Expansion Potential
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If the URE threat systeins a p pdanseppotta slower processing tim&able 4
5 shows a potential 624,000 model database with about 12 million signals aisé@ohd
response time.

Performance for this simulation could be improved by using a bettexit the
URE sysem Using a PC with a faster processing time should improve the processing
speed proportionally. Table@compares computgrrocessing speeds for the PC used
versus one of the fastest PCs currently available. Ta®kgb projects what the database
size improvement would be for the military IED countermeasur&alae 45. The yellow
coloring highlights the database size improvement with the better PC. With the continuous
trend to make PCs faster, it is likely that URE threat detection systeinbkewdlble to

continuously improve performance by upgrading the processing PC.

ProjectPC  |BetterPC  |% Improvement {Current URE DB Size (# of models) Projected URE DB Size (# of models)
Make Dell Intel {Intel 2018) 0.4 second time limit

Model Precision M40 |Core i7-8700K
Py Speed [GHZ] 28 5 78.57% 24,000 42,857

Table 4-6: URE SystenCPU Speed Potential (Intel 2018

4.3.22 Simulation 2
4.3.22.1 Description
In this simulation, not only is the database multiplied by an increasingerorpositive
integer, like in the previous simulation, but so are the number of unknown objects. The 36
unknowns, over 12 models (3 objects for each model) are multiplied lspithe value as

the database. For example, when the URE system is doubled in size, the number of
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unknowns increases to 72 datasets; when the URE system triples in size, the number of
unknown datasets increases to 108; and so on for each incrementalicatitiiplof the
URE system.

The new datasets are created from the original real data by adding 10 kHz to the original
frequency value. For example, a signal within an unknown dataset with the value of 5 kHz,
will 15 kHz (5 kHz + 10 kHz) when a second dagtis created from the original data,
when the URE system doubles in size. When the URE system triples in size, that original
5 kHz signal becomes 25 kHz (5 kHz + (2 x 10 kHz) when a third dataset is created from
the original data. This pattern is folled for each of the original unknown dataset signals

and for each incremental system increase.

4.3.22.2 Simulation 2 Results

The theory behin&imulation2 is found in Section 3.3.3The resultof Simulation 2

are graphed in Figure3
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Multiply Models and Signals with 36 Test Objects
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Figure 4-3: Simulation 2Results

4.3.22.3 Simulation 2 Analysis and Implications
In Figure 43, the processing times remain undmme second until the system
multiplication factor reaches 92. At that point, the system becomes linear with a slope of
26.2 ms. The gp@h displays a dip beloweroseconds processing time at 1000 models,
only because of the curve smoothing function of graphing software. All data processing

speeds are positive values.
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Location | Threat Required Potential New Potential
[Activity Detect Time | System | Unknowns | System Size
Multiplier Created
Military/ | Suicide | Less than 1{ (52,000) |4752 10 seconds
Public Bomber| seconds 133 30,590 Signa
Area 1,596 Modelg
Airport Bomb |Less than £ (15,000) | 3708 5 seconds
Gate Threat | seconds 104 23,920 Signal
Checkin 1,248 Modelg
Military | IED Less than { (2,000) 1764 0.4 seconds
IED Threat | second 50 11,500 Signal
Counter 600 Models
Measures

Table 4-7: Simulation 2 Results

The linear slope guarantees that the URE system will fail in procetssiagas the
system grows in size. Table74shows URE system sizes for useful processing times
Simulation 2 Comparative Simulation 1 results are shown in brackkta. half second
response is required, Simulation 2 shows that ani@fel systemauld be built, using the
design of the prototyped system. fiae second processing time is allowed, 48hodel
system could be bujltand if 10 seconds is tolerable, &96 model system could be
designed. These sized URE systems could still befuational, especially if regional
threat databases could be developed and maintained for the different regions of system use.
A requirement for smaller threat databases could require designating smaller threat regions.
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Although functionally sized (refamrg to the number of models in the database), the
projected URE system sizes are considerably smaller than those found in Simulation 1. For
example, for a processing time requirement of no greater than 0.4 seconds, the system in
Simulation 1(Figure 42) is 40 times larger than in SimulationR2gure 43). For a 10
second processing time, the SimulatiofFigure 42) system is almost 400 times larger
than Simulation ZFigure 43). The reason for this is the creation and storage of unknown
datasets, apart of the URE system growth simulation. Thousands of datasets were
created: for example, for the-s@cond processing demo, 4,752 new datasets were created
for testing the system. These datasets would be stored in the racdess memory
(RAM) for fast access by the technique used in the software development. The time
affecting difference between Simulation 1 and Simulation 2 would be the time to generate
and store the new unknown datasets. In a realgimoualated) URE threat system, new
data wouldbe collected one object at a time, without the need to generate data. For this
reason, Simulation 1 processing times may be closer to reality than Simulation 2 processing
times.

Simulation 2 performance would also benefit from a faster PC, like Simulatabd.

The faster PC would result in a faster URE system processing time, which, in turn, would
enable a larger database, which meets time requirements. Tasi®ws the URE system
memory improvement for Simulation 2. The yellow highlights the qutejd database
improvement with the faster processor. The URE database size for military applications

would increase by 79%.

120



PojectPC  [BetterPC  |%Improvement Current URE DB Sice (#o mocels) Projected URE DB Sze (#of modal)
Make Dell Intel(nfel 2018) 0.4 second fime fimit
Model Preciion MAB0 |Core i7-6700K
CPU Speed (GH:) 28 ] BT 600 101

Table 4-8: URE System CPU Speed Improvement Potential for Sim 2

4.3.23 Simulation 3
4.3.23.1 Description
Simulation 3differs from Simulation 2, in that only one test case at a time is tested.
Simulation 2 generated all new test cases, stored, and then processed them. Simulation 3
is more similar to how a URE threat detection system would work in the field: only one
potential (human) threat at a time would walk through a security gate or be tested with a

portable sensor.

4.3.23.2 Simulation 3 Results
The theory behindimulation 3is found in Section 3.3.3. Simulationr@sults are
graphed in Figure-4 and examinedi Table 49. For comparison, Table-4 also shows

Simulation 1 results in round brackets and Simulation 2 results in square brackets.
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Figure 4-4: Simulation 3Results

4.3.23.3 Simulation 3 ResultsAnalysis and Implications
URE system growth capacity was at least 50% better than in Simulation 2.  While

Simulation 2 proved the prototyped URE threat system adequate for itsdbteetion
purpose, Simulation 3 showed the system to be even stroigem Table 49, if 10

secads are allowed for processing, the model URE system can contain 2,400 models, and
if only 0.4 seconds are allotted for processing data, 1,500 models can be stored in the
prototyped system. These sized databases appear reasonable for a regional URE threat
system. If the URE global database of all potential threats is too large to provide an

adequate processing time (Tabi8,3olumn 3), then a solution for making the URE threat
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system effective is to make the threat regions smaller. Smaller regiauid have fewer
threats in the Threat Database.

Simulation 3 is still magnitudes slower than Simulation 1Tdble 49, a 18second
processing time in Simulation 3 permits a 2400 model database, whereas Simulation 1
enabled a 624,000 model system for tame processing time frame. The difference is
due to the time required to generate the new model database records. In hindsight, if testing
was redone, to be more efficient from lessons learned, the time to expand the URE threat
database with newly simu&d unknown datasets, would not be included in the processing

time. This is because in a real data system, the larger database would already exist, and

there would be no processing time associated with data generation.

Location/ Threat | Required | Potential System| Potential System Size
Activity Detect Multiplier
Time
Military/Public Suicide | Less than 1( (52,000) 10 seconds
Area Bomber | seconds [133 46,000 Signals
200 2,400 Models
Airport Gate Bomb | Less than § (15,000) 5 seconds
Checkin Threat | seconds [104 44,160 Signals
192 2,304 Models
Military IED CM IED Less than { (2,000) 0.4 seconds
Threat | second [50 28,750 Signals
125 1500 Models

Table 4-9; Simulation 3 Results
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Even with the inclusion of data generation in the processing time measurement, the
Simulation 3 results are still very valid and useful in URE processing time analysis because
data generation just takes a fraction of the time that unknown processing requires. From
Section 2.2.2, it can be seen that data generation complexity groWk)asi@ce the data
is generated by equation. On the other hand, the processing of an unknown emitter has the
much sloweito-process O(n) complexity because each unknown signal has to be put
through a search of the characteristic signal database fochingpsignal.

Simulation 2 is similar to Simulation 3 in that it starts with a flat fast processing time
(<2 seconds) and then moves to a | inear pr
processing time curve turns much later, at 2300 versus 1100 timesiginal database
size. The longer flat fast processing time of SimulaBas due to its lower use of PC
RAM by not storing the unknown datasets on
time is alsoclearly more jagged compared to Simulation @ne possibility is the noen
linearity is due to the much larger database that the unknown gets compared to in
Simulation 3 versus Simulation 2. Observing the-titelinear transition of the two
simulations (2300 times the database for Simulation 3 velfisfar Simulation 2), shows
that the Simulation 3 database is over twice the size of the Simulation 2 database during
the linear portion

Simulation 3 performance could benefit, like Simulations 1 and 2, from a faster PC.
Table 410 shows the projected tibase size improvement, if the project PC was replaced
by a currently available, much faster PC. The yellow highlights the 79% projected

improvement in database size (2,678,500 = 1,179 more models).
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ProjectPC  [BetterPC  |%Improvement Current URE DB Size (# of mode) Projected URE DB Size (# of mode)
Make Dell Intel {Intel 2018) 0.4 second time limit
Model Precision MAB0 |Core 7-8700K
CPU Speed (GHz| 28 3 3T 1,500 267

Table 4-10: URE System CPU Speed Improvementdptitll for Sim 3

Simulation 3 also failed by running out of memory due to using up the RAM memory
for storing newly simulated unknown datasets. Taiisire did not appear in Simulation 2
because not as many unknown datasets were craadadits slowe processing time.

The memory crash of Simulation 3 could be avoided by at teashethods. First, a
computer with more memory could be used. Takld 4hows a comparison between the
processing computer and the current computers available. Usegea PC, couldlso
improve RAM capacity by 500%. Whereas the currenbRIg€allowed a database of 3168
models in Simulation 3, the newer PC would enable a database of ((192/32) x 3,168
=)19,008 models, before crashing. The yellow highlights the 5009cted database size

increase with more RAM.

PojectPC  [BetterPC %lmprovement Cument URE DB ize Limitof madek] rojected URE D Size Liit (#f moves)

Make Dell Dell (Dell 2008)
Model Precision MAB0. |Precision T7500
RAM Size lGB] 1 152 500.00% 3,168 19,008

Table 4-11: URE System RAM Size Potential for Sim 3 (Newegg 2019)
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Second, the datasets generated could have been stored on external drives, thereby not
taxing the PC RAM. External data storage wouldeh@aeme at the cost of longer
processing times because data retrieval from external drives takes longer than data retrieval

from Internal PCstorage.

4.3.3 Expansion of Mode Handling Capability in URE Database
4.3.31 Expansion of Mode Handling Results
Thetheory behind the mode expansion simulatsdiound in Section 3.3.4The results

of the mode testingrecontained are graphed in Figur®4

Adding Modes and Unknowns:

P
r 36 Unknowns for Each New Mode
4500
o)
c 4000
€ 3500
S
s 3000
! 2500
n
g 2000
Out of Memory
T 1500 @ 1301 Models
. 46,872 Unknowns
[ 1000 1001, 12.302
m 521, 11.491
s00 | 9111566
e
(ms) 0
0 200 400 600 800 1000 1200 1400

# of New Modes

Figure 4-5: Mode Test Results
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4.3.32 Expansion of Mode Handling Analysisand Implications

As, Figured-5 displays, e simulation ran out of computer memory after creating 1301
modes and 46,872 unknown3he 1301 modes created in this test, and the theoretical
thousands of modes, discussedbaction 4.3.3.1greatly exceed moding requirements of
currentel ectroni cs. Mo st el ectronics just
Astandby, 06 and fiexecute. 0 Ot her wi se, it
electronics like a functictoaded watch or a cell phone could have several dozen modes
but still well below 100 or the mode capacity demonstrated in this research.

The test results of Section 8832 showa projected caghility to keep a flat processing
response (less than 1 second) after addiBiy rew mods to the URE threat database
Confirming the projection athe fastandflat processing timeis Figure 45, after creating
over 1301 modes These suitabkor-military application processing times, with a large
mode database (1B®nodes on the oldenodel research P@yovide greapromise for a
URE threat system that can handle, a large modeledatabase with adequaieocessing

times

ProjectPC  (BetterPC (% Improvement |Current Mode Handling Ability |Projected Mode Handling Ability

Make Dell Dell (Dell 2009)
Model Precicion M430 |Precision T7500
RAM Size [GB] 32 192 500,00% 1,301 7,806

Table 4-12: Improving Mode Processing by RAM Upgrade

Displayedin Figure 45, isa system failure after 1301 modes were created. an th

case,the computer ran out of memory. Thisemoryis the P C 6RAM, which is
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expandable Table 412 shows the effect of upgrading the RAM by using a better, higher
model PC. The yellow highlighting shows the memory improvement effect of increased
RAM size. The 500% larger memory of the newer model PC theoretically would enable

the current URE model database to reach 7,806 modes.

Memory Sizd& = #Max_Model Created 2
Memory_Siz@ #Max_Mode2_Created

32 x10°Bytes = . 1301 :
192x 10° Bytes  #Max_Mode2_Created

#Max_Mode2 Creaed = 192x 1¢° x 1301 = 7,806
32 x10°

Since the initial 1301 mode creation seemed excessive, the larger mode handling ability
is currently not required but may have applications in the future, when electronic systems
are likelyto be more complex.

Another method to improve the moding capacity of the URE system would be to write
thedatata h e P C0 bardidmvé @anextarhal drive. Both techniques would have
processing time consequences, with external memory beingrdioavethe internal hard
drive. Since the current moding capacity is sufficient for current threat identification, these
techniques may not be needed.

Another important point on memory utilization of a URE threat identification system
is that the simulatin done here could be different than a fielded system. In this demo, all
unknowns were stored in memory. Since this was simulated data, that was an efficient way

of representing and testing the data. A real system may opt not to store the data, in order

128



to not run out of memory. For threat detection of an unknown, all that is needed is the
dataset of the current unknosvthat is being analyzed for threat potenti@nly storing

the current dataset would greatndlgalarget end
mode database. If the URE system users wanted to keep a record of all potential threats
analyzed, which could have uses for threat learning and model improvement, then external

memory would be a better location for this data.

ProjectPC  [BetterPC % Improvement |Current Mode Creation Limit |Projected Mode Creation Limit
Mzke Dell Intel {Intel 2013) 1 secondtime limit

Model Precision MA30 |Core i7-8700K
CPU Speed (GHz) 28 3 18.5Th 197 39l

Table 4-13: Processor Speed Effect on Mode Handling

Although the mode capacity of the current prototyped URE system is more than
adequate for current electronic threats,dhieentmode handling ability could be greatly
enhanced by upgrading the processing speadeoPC. Table -43 shows the potential
mode handling improvement for the current URE system, if the processing system were
upgraded to a newer, better PC. The yellow highlights the increase (79%) in modes the
URE system would have with a faster CREiventhe 1-second processing limit example,
the better PC would increase the mode limit from 1,977 td03y&&les for the 1-2nodel

database.

Processor Speed #Model Processed In _3ec (©))
Processor Speed2 #Mode&_Processed_In_Bec
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2.8x10°Hz = . 1977 :
5.0 x10° Hz #Mode2_Processed _In_1 Sec

#Mode2_Processed In_1See 5.0x10 x 1977 = 3,530
2.8 x10°
4.4 Hypothesis Test Results
4.4.1.1 Hypothesis 1: Reduction of Collected Signals
Hypothesis 1.The number of signals collected for an unknown test object can be
methodically reducetly 10% or more without negatively affecting the identification and

accuracy.

4.4.1.2 Hypothesis 1 Test Results

In Tables 41 and 42, all 33 tested test objecthowed collected signal reductions
The boundary criteria set in Section 1.8.1 was J1i@8plying thatbetter than 10% would
be a positive hypothesis result. The minimum reduction of 19% was for Model 7b, SN1.
The best case was 98% reduction, which occurred for 6 of the 33 test cases. In3[able 4

the average reduction was 78%. Hypoth&sssupported

4.4.2.1 Hypothesis 2: Reduction of Characteristic Signals
Hypothesis 2:The number of signals stored in a URE database of models can be
methodically reduced by 10% or more, for each model, without negatively affecting the

identification and accuracy.
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4.4.2.2 Hypothesis 2 Test Results
In Section 4.2.1, Table 44, the minimum characteristic signal reduction for a
database model was a 20% reduction for Model 1. The maximum redugdtion
characteristic signais a database model was 9686 Model 11. The average reduction
value for all 12 model/modes was 72¥his significantly (100%) exceeds the minimum

hypothesis criteria of a 10% or better improvemeiypothesis 2 isupported

4.4.3.1 Hypothesis 3: Growth of the Database
Hypothesis 3: The si ze of the URE database <can
present size) grown to sizes that enable the URE threat identification system to be used

with larger and larger threat databases.

4.4.3.2 Hypothesis 3 Test Results
All three simulations exceethe passing criteria for Hypothesiso8 growing the

database by two orders of magnitude (about 100 times the prototype). Simulation 1 in
Section 4.3.2.2 performed without creating new models and showed a growth potential,
where a 10 multiplication on the current system would still have a processing time under
two seconds. Simulation 2 in Section 4.3.2.3, where new models were created with each
system multiplication, achieved the required hundredfold increase with a processing time
of 1.4 seconds. Simulation 3, which used memory more efficiently and realistically by
only storing one unknown at a time, achieved a system multiplication of about 200 times,

before processing time started increasing linearly. Hypothesisupported
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4.4.4.1 Hypothesis 4: Increasing Moding

Hypothesis 4A significant number (at least 6 modes and at least 100 times the
number of unknown objects) of modes can be added to the URE database and identified in
unknown test objects, enabling a URE system teffective (processing speed and

accuracy) in threat and mode identification.

4.4.4.2 Hypothesis 4 Test Results

The passing criteria for Hypothesis 4 was the ability to handle six modes per object, if
the unknowns could grow hundretbld. In the simuktion of Section 4.3.3, the system
failed at 3906 times the original unknowrodelquantity size, due to the PC running out
of memory. The number of modes created before failure wak d&80database model.
This number greatly exceeds the Hypothesigtérea Hypothesis 4s supported

The processing times are very flat as shown in Figu&s W is seen that the average
processing times vary from 11.4 to 12 ms, for an average of about 11.7 ms. Itis impressive
that mode creation (1301 modes formi@dels for a total of 15,612 unique states) did not
noticeablyincrease processing time. Assuming that the computer memory was available,
it can be calculatedy how many modes could be created before processing time reached

1 second can be calculated:

Y = mX +b (equation of a line) 4
m = slope of | i-Helt5ms)1@00MoaEs =( 11. 95
=0.5ms

b =Y intercept = 11.45 ms
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Solving for X, and setting Y to 1000 ms (1 second):

X =(Yib)ym=1977.1

This calculation estimates tha977 modes would be created, before the proogssi
time reached one second. This fraction of a second processing time meets all the scenarios

processing requirements of Tabl 3ncluding the fraction of a second needed for military

applications.

4.4.5 Hypotheses Summary

Hypotheses results fdnis research project are summarized in Takld.4Since all of

the hypotheses are supported, each of the research objectives has been met.

Hypothesis #| Hypothesis Subject Supported/Not Supported
1 Collected Signal Reduction Supported
2 Characteristic Signal Reductio Supported
3 Increase URE System Databa Supported
4 Increase Mode Handling Abilit Supported

Table 4-14: Hypotheses Summary
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Chapter 57 Conclusion

5.1 Findings and Recommendations
5.1.1 Memory Requirements

The first half of this research focused on reducing signals in bothab@Rscollecting
signals on an unknown ai2)) storing signals of a known within the URE system database.
In both cases, the research was very successful owittveragesignal fie reductions of
greater than 70% Clearly, this work has benefits in URE system design in showing
memory requirements are much lower than thought when designing therddB&rch
prototype systerbased on existing URE system designs

Achieving 78% improvement in memory storajeable 43) is a cost saver and
significant memoryusage extenderA 70+% reduction in memory is substantial. On the
unknown signal collection side, it lowers the measurement requirements on the
measurement reover, thus lowering equipment costs (Signal Hound 2018). In a URE
threat detection systerstoring measurement datanot required since the main concern
is to detect threats However, storing all URE measurement$or a finite period is
achievable, such as collecting data on eedggtronic objecéntering a theaterThis data
could be used for characterizing new electronics or for adjusting existing URE system
records. In the case of a rerploding threat, lik detection of espionage devices, the
systenb s URE det ect i ohistorpocoudd bé ahayaed forf missed threabsn

On the characteristic signal side of the URE system, the database memory is a limited
resource because new threats can be aomisly added, and the record size of an

individual threat object can be large (Friedel 201#)he research result of 72% database
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memory reduction were extended to commercial use, that memory savings would enable

storing 3.57 times the data of the @amntrnonreduced database.

5.1.2 Measurement Receiver

Typically, the RF receiver that measures and digitizes the URE signal is the largest
equipment cost of a URE system, not considering the measurement chdorbeither
lab or field measurementd.ab-grade, high frequency, optidoaded spectrum analyzers
can exceed $100,000 (Keysight Technologies 2019). The research resulthestRE
systemreceiverperformanceequiremerg arelower than the RF receivers used in this
research. Since only ther@bgest signals are required, a lower dynamic rarige.,
difference between the strongest and weakest s)jgealse@d For the same reason, the
sensitivity requirement for the receiver systérm., how weak a signal a receiver can
detecj can begreatly reduced. Since this research showed that significantly fewer signals
are needed in unknown collection and signal
be less than used in tihesearclprototype. The resolution is the accuracy of freoye
measurement and is set by the resolution bandwidth of the receiver. Reduced sensitivity,
dynamic range, and resolution bandwidth requirements for the URE system receiver can
significantly lower URE system costs. Whereas the spectrum analyzersnuesl i
prototype system cost in the $100K range, spectrum analyzers are available today that cost

below $1K and may be adequate for the research found requirements (Signal Hound 2018).
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5.1.3 Antenna Polarities

All the measurements taken in this research project were in dual polarity: two
measurement channels, for both characterization and unknown test object collection. Two
channels require two antennas, two receivers, two sets of transmission cables, and two
external data storage units. From the start of the project, only one computer was utilized
to control the two channels of data collection. However, initial data collection could only
process one channel at a time, so testing took twice as long. Witldiralitests as long
as6 hours each (Friedel 2014), dual channel collection involved a significant amount time
(i.e., double that of a single polarity test). Eventually, through efficient programming
techniques, the two different polarity channels ca@aollected simultaneously. Sttte
$100K+ receivers, expensive accessorig.(RF cables, antennas, and external data
drives) and the need for a second channel nearly doubled equipmenOobgthe PC
was shared.

The research resulteemonstatedin Sections 3.2.2.1 and 3.2.3Hat one channel of
data collection for both characterization and unknown test object collection may be
adequate. Since the research has shown that only a few of the strongest signals are needed
for test object identi€ation, a URE system designed with single channel characterization
and unknown signal collection may be adequateese design and collection changes
reduce the cost of a URE system desigad in this research by close to Hmtause the
prototyped UREsystemcollected data on two independent systems. Each of the two
measurement channels had their own receiver, antenna, RF cables, and data storage. The

only shared component was the control computer, directing the two receivers.
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5.1.4 Processing Times

As discussed in Section 3.2.1 and displayed in Figu#&s3d 35, every computer
controlled comparison of an unknown threat object signal with a URE database signal had
an associatedhicrosecongrocessingime.

Using Algorithm 6 (Section 3.2.1)the average collected unknown signal number
reduced by about a factor of eight while the average processing time reduced by a factor of
four, resulting ina significant processing time improvement.

The results for Algorithm TSection 3.3.2)not used in the fst half of the research,
would have been more dramaiti@n for Algorithm @because ats much smaller size and
corresponding processing time (Section 4.3.Blgorithm 7 is suggested as a URE
software system starting point because of its fastessing times and its expandable

design.

5.15 URE System Design Improvements

Improvements can be made to URE system design baseis oestharch A technique
to avoid the memory problems would be to write and read the added database models to a
larger external drive. This would avoid the problem of running out of memory, as in
Simulation 3(Section 4.3.2.3) However, external drives could be 100 times slower than
RAM (Table 25), making this solution impractical for many URE system applications
(Table 32).

URE system design can benefit from the faster and larger memory PCs that are now
available, compared to the older PC used in this research. Additionally, historic trends in

PC design show a constant improvement in PC memory and speed, wlochintied,
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would make larger URE databases more practical. In URE applications that do not require
speed, like airport luggage inspection, external drives would improve the capacity of URE

threat databases.

5.1.6 URE Algorithm Improvements
5.1.6.1 Insertion of Tree Branching

Software tree structures were removed from Algorithm 6 when creating Algorithm 7.
This was done to simplify the code to make it easier to run simulations for the second half
of the research, where the URE system was increased in size.

Adding tree structies to the URE processing software significantly improved average
processing times as in Algorithm 4 (21%) and Algorithm 5 (3IPaple 32 in Section
3.2.1 This was because the tree structures were used to reduce the signal search size
binaurally (by h#).

Reintroducing tree structures into the latest algorithm (Algorithm 7) would be expected
to have the same average processing time reduction effect, as in Algorithms 4 and 5. This
could be another technique, along with using a faster CPU, for improlRigy system

performance.

5.2 Limitations

The only limitation was with respect to simulated datGollected URE data was not
available for the second half of this research project, where the URE system was expanded
until failure. In place of this data, the original data was modified to cesiteional

datssets Thesimulation used was deemed appraie because the data simulation used
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still enabled addressing the objective of growing the URE database to test system memory

limitations and processing time usefulness.

5.3 Future Research

5.3.1 Automation of Processes

There is so much additionautomation that can be added to thetgyped URE
system used in order to brimgcloser to a commercial product. Signal selection in the
research was a hybrid automated and manual process, which could be completely
automatedhrough future researchSgnal selection is such a common process in signal
processing for commercial and military applications, so that a commeftitle-shelf
product could readily be found to integrate into the prototype system (Appgendix

This research experimented susfaly with prioritizing the characteristic signals
importance to emitter identification, and future projects could focus on that important issue.
This research showed that correctly prioritizing signals, enables minimizing the signals that
a URE system eeds to process for successful identification, which speeds up threat

identification times.

5.3.2 Projects with the Original Data Set
The original URE data set of URE data from of 166 test objects of 11 models is a
valuable URE study and developmentiage. Many useful projects could be started from
this data to advance URE development. Simultaneous reduction of Characteristic and
Colleciedsignalscould be done to gage processing time improvements and determine the
optimum balance between these twpes of signal. Still, another database could be used
to compare different processing algorithms and hardware configurations for speed and

memory size improvements.

5.3.3 Study Other Collected Signal Reduction Algorithms

The simple algorithm shown atethiop of Figure 8. proved very effective, reducing

unknown signals files about 78% on average.
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purpose, but with additional thought, the algorithm could be improvade expanded

utility andthereforemerits stidy.

R Remove Prefer
Simple \‘C?mlf Vi TLowest E/V Polarity Signals
p S.ea :is Frequency Over
([]‘Wd) A Signals H Polarity Signals
Based on Remove Signals
Input URE Data, that are not
Better What are ::> Likely Models'
Likely Models? Characteristic Signals
Remove
Inventory Cllie{nOVEZ . Lowest
SySt em non- ;z.nac;tlenstlc Priority
1gnals Signals

Figure 5-1: Reduction Algorithms fotJnknown Signal Files

A potentialimprovement to the first algorithm is the second algorithm in Figtkte 5
where the algorithm continuously tries to guess the model of the unknown, based on the
signals already found. The algorithm can do this because it knows all the known models
in theURE database. Based on its best guess of which model the unknown is, the algorithm
will recommend a signal reduction and then reevaluate its model guess. This algorithm
would converge on the minimal collected signal file quicker than the top algorittim a
maybe even achieve higher reduction.

If the URE system is an inventory system, where all the test objeckn@nas the
bottom algorithm woulghotentiallybe more efficient than the top. In the bottom algorithm,

all the noise signals get removed tfiittom the collected signal file. Then, the remaining
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signals get removed, based on the lowest value to model identification. This process is
continued until the URE systermisidentifies the model, at which point the last signal is
returned to the datalé, and that file configuration is deemed the minimal identifiable

collected signal file.

5.3.4 Can ProcessingTechniquesUsedin Other URE Studies Improve Passive
URE Processing®

ANN could mesh well with the prototype systamd could be studiezsinceother URE
researchers have had success with it (Weng 2005). The Disney (Yang 2016) work was
similar to thisd i s s e rrésaarchirousitigghe strongest URE signals of an emitter for
identification. Disneyhad success using cosine similarity, whichuttbbe tried with this
dissertatiots URE data collection. The ORNL research (Vann 2018) used very complex
structures with good URE identification succes¥ it would be interesting to investigate

if similar processing could help in IED detection.

5.4 Research Contributions

The researchn this dissertation contributes to the body of knowledge of URE detection
systems. This research identified more efficient and effective means to improve URE
system processing times and resource utilization by theegomences of software and
hardware system design decisions. The results yielded a very fast, compact, and
expandable software system desigihe developed URE processing algorithm (Appendix
E) is a public starting point for URE processing comparisons dawglopmentwith

published studies (Friedel 2017, 2018jdterence
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Signal reduction algorithms, to improve data processing times, were derived, tested,
and shown to be extremely effectiveew other URE papers (Table52 address signal
reduction algathms to improve data processing times in threat system developiftent.
research here, publicizes, demonstrates the importance and provides a starting point to take
this segment of URE development further.

Simulations were successfully designed and @etegtto demonstrate the ability and
limits of a URE threat detection system in handling a growing threat and mode database.
These simulationshouldbe used and developed further to project the future potential of
new URE technology, while reducing coatsociated with the RF data collection typically

associated with URE projects.
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