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Abstract of Dissertation 

 

 

Enhancement of Unintended Radiated Emissions Identification Process Capabilities 

 

In the last decade, universities and the federal government have studied the use of 

Unintended Radiated Emissions (URE) for security applications. The published studies 

have shown multi-second and larger processing times, which are not suitable for many 

security scenarios, which require fraction of a second responses.  The staggering amount 

of frequency spectrum data available for examination in a test object creates a processing 

time challenge.  Additionally, as the body of electronic threats grows, along with its 

corresponding states or modes for each object, the database size required to store this 

information, threatens the practicality of a URE system in terms of required system 

memory and processing speeds. 

This research will work with an existing set of URE data (Appendix A), consisting of 166 

test objects from 12 model/modes to study four URE issues related to processing speed 

and system growth.  The research will be divided into two major parts, each part having 

two sections.  The first section of Part I of this research will determine if the input URE 

data, from an unknown threat object to a threat identification system, can be reduced 

while the URE system maintains identification accuracy.  The second section of Part I 

will determine if the database of the URE threat identification can be reduced in 

characteristic signal quantity and maintain unknown identification accuracy.  The first 

section of Part II will use simulation to create new threat models in the URE database, to 

see if and how large the database can be expanded before the system fails.   The second 

section of Part II will use simulation to expand the mode handling capability of the URE 

system to see how large the database can get before the system fails.  
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measurement frequency. 

Fast Fourier Transform: Conversion of data from the time-domain to the frequency 

domain. 

Force Field Analysis: A Multi-Criteria Decision Making technique, where decision 

attributes are weighted in importance and either added or subtracted, depending on their 

bias in a binary decision.   

Frequency: In the signal realm, it is the number of times an energy wave passes a specific 

point in cycles per second or hertz. 

Frequency-Amplitude Pair: Hertz and decibel information corresponding to a single data 

point of a RF waveform. 

Frequency Bin: Imaginary frequency range of a characteristic signal based on the 

measurement system tolerance. 

Hertz: The unit of frequency in cycles per second. 

H-grant: pitch estimation algorithm that is a combination of H-gram and HPS 
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Hidden Markov Model: Statistical Markov model with hidden states. 

Homogeneous: Combinational data structure of a single type 

Horizontal Polarization: One of four measurement polarizations used in URE data 

collection for the prototyped system.  Distinguished by the horizontally oriented 

measurement antenna positioned in the far-field. 

Identification: Classifying an unidentified object from known attributes. 

Improvised Explosives Device: Home-made or other non-conventional bomb device. 

Improvised Explosives Device Countermeasures:  Techniques employed to detect and 

neutralize IEDs. 

Independent Verification and Validation: V&V process done by party independent of the 

developer. 

In-Phase and Quadrature: Rectangular coordinate representation of RF data 

Known Answer Testing: System validation using known inputs to verify expected 

outcomes. 

Known Model:  Model, identified by make and model number, with associated 

characteristic URE signals stored in the URE database. 

Leaf:  A tree node with any branches. 

Machine Learning: Artificial intelligence capability that enables computer systems to 

learn without requiring human programming. 

Magnetic Field: One of four polarities measured to acquire URE data for the prototyped 

system.  Collected in the near-field on an test object emitting electromagnetic energy. 

Mode: Operation settings of a Test Object, such as channel or function settings.  In this 

research, one model (Model 7) was tested in two modes. 
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Model Object: Refers to an electronic product that is identified by a manufacturer and 

model number.   In this research work, 155 items of 11 models were used to prototype 

and test a URE threat identification system.  One model was tested in two modes, and 

therefore this research will reference 12 model/modes. 

Moding: Changing of modes. 

Modularity: Characteristic of software where program is broken down into logical 

components 

Near-field: Refers to distance from URE measurement antenna to test object and is 

commonly measured in inches.  Far-field/near-field boundary is a function of the 

measurement frequency. 

Net Force: Resulting vector achieved by adding and subtracting opposing forces in a 

Force Field Analysis. 

Node: One state in a tree structure, graphically represented by a circle. 

Noise Floor: Imaginary line on an RF spectrum display that represents an averaging of 

the electromagnetic background noise 

Non-Homogeneous: Combinational data structure of multiple types 

North Atlantic Treaty Organization: Military alliance of North American and European 

countries. 

Normalize:  Process on the amplitude data during characterization of a model to create 

multiple spectrum graphs of equal height.   In prototyped URE system, each collected 

frequency band of RF data was divided by the peak amplitude of the band. 

Operations Research: field of applying analytical techniques to decision making, with the 

goal of improving the decision. 
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Orientation: Reference to polarity of the measurement antenna. 

Passive: Reference to a non-radiating electromagnetic field sensing system. 

Polarity: Orientation of measurement antenna, typically horizontal and vertical for a 

linear antenna.  

Pop: Removing objects from a stack 

Priority Level: Grade of 1 to 5, with 1 being the highest, on a signalôs ability to be used 

as a model identifier, based on amplitude, stability (frequency/amplitude variance) and 

consistency (probability of occurrence). 

Probability of Occurrence: Likelihood that an expected characteristic signal appears in 

the spectrum on a known test object. 

Prototyped System: refers to the SAW-algorithm based URE threat identification system 

developed for this dissertation work. 

Push: adding to a stack 

Quality Control: Processes used to ensure a product meets required standards. 

Queue: Data structure that adds and removes records by FIFO process. 

Radio Frequency: Frequencies in the range of 3000 to 300,000,000,000 Hertz. 

Remote Sensing: Acquiring information on a distant object without the physical handling 

of the object. 

Root: The first or top node of a tree structure. 

Signal Reduction: The process of removing unnecessary signals, required to for unknown 

object identification, from either the unknown object signal file or the URE system 

characteristic signal database. 
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Signature: Amplitude over frequency waveform for a test objectôs electromagnetic 

emissions, with same model and mode objects have similar and identifiable 

characteristics. 

Simple Additive Weighting: A simple Multiple-Criteria Decision Analysis method for 

evaluating multiple choices over multiple criteria.   

Signal Quality: Used interchangeably with Priority Level.  A signalôs ability to be used as 

a characteristic signal in a URE database, based on amplitude, probability, and variance. 

Spectrum: An amplitude over frequency display for a finite frequency range with 

specified start and stop points. 

Stand-off Distance: Ranges relative to an explosive device which define safety distances 

for the public and neutralization teams 

Test Object: In this research, refers to the 155 electronic items used to setup and test the 

prototyped URE threat identification system.  Part of the 155 objects (33 objects) were 

set aside as unknowns, to be used for testing.  Eleven of test objects had data collected in 

2 modes, and therefore there are 166 datasets. 

Threat Identification System:  Refers to system developed for threat identification, such 

as IED or other hazard, preferably sensing at a distance or robotically, providing a timely 

and accurate identification of the targeted hazard. 

Transportation Security Administration: Federal agency within the DHS with the mission 

to protect the countryôs transportation systems.  

Transpose:  Process on the amplitude data during characterization of a model to enable 

plotting of spectrum graphs on a single page. 
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Tree Structure: Software construct typified by branching based on decision criteria, used 

to decrease processing time on list-comparison tasks. 

Unintended Radiated Emissions: Electromagnetic fields emanating from an electronic 

device, while powered on, but not active. 

Unknown: Test Object whose identity will be determined by remote sensing.  There were 

33 out of the 155 test objects, used to develop the research prototyped URE system, set 

aside as unknowns: 3 for each of 11 models tested.  For 1 model, the 3 unknowns were 

tested in 2 modes.  That is why there are references in this research to 36 unknown 

datasets. 

Verification & Validation: Quality assurance process of checking specification and testing 

product 

Vertical Polarization: One of four measurement polarizations used in URE data collection 

for the prototyped system.  Distinguished by the vertically oriented measurement antenna 

positioned in the far-field. 

Waveform: Amplitude over frequency representation of electromagnetic emissions.
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Chapter 1 - Introduction  

 

1.1 Background 

This chapter starts with the high-level discussion of the problem domain and works 

down to the research details.  In Section 1.2, Unintended Radiated Emissions (URE) is 

examined, which is the threat detection phenomenon used in this research, followed by a 

discussion on threat system processing speed and accuracy, which is a focus of this research 

(Section 1.3).   The remaining sections (Sections 1.4 to 1.9) cover the problem statement, 

research objectives, questions, hypotheses, significance, scope, and limitations.  The last 

section of this chapter (Section 1.10) will describe how the dissertation is organized. 

 

1.2 Unintended Radiated Emissions 

URE is an electromagnetic phenomenon that is useful for threat detection.  The URE 

detection and identification system picks up the weak electromagnetic signals that all active 

electronic devices emit.  The signals are termed ñunintendedò because they are not 

intentionally being transmitted, like a radio communication signal.  Figure 1-1 is sketch of 

a frequency spectrum that resembles URE data (Appendix A) that would be measured from 

an electronic device, also known as a ñmodel object.ò Three signals are shown with center 

frequencies identified by F1, F2, and F3.  Each signal has a height, power, or amplitude 

associated with it, represented by A1, A2, and A3.  The shaded area in Figure 1 represents 

the fluctuating noisy region (noise floor) of a frequency spectrum display, where it is 

difficult to identify unique signals.  Signals must be discernably higher than the noise floor 

in order to be identified (Friedel 2014). 
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Figure 1-1: Spectrum display (Bienkowski 2012) 

 

The URE threat detection process works because same model objects put out a unique 

and matching frequency spectrum display, dependent on the modelôs individual electronic 

components (Friedel 2014).  Figure 1-2 shows two sets of frequency spectrums for two sets 

of models.  On the left are frequency spectrum displays of eight same model cell phones.  

On the right are the displays of five same model motion sensors for the same frequency 

spectrum and capture antenna polarity as used for the cell phones.  Notice the similarity of 

the same model spectrums and the spectrum differences between the two different models. 

The two models are distinguishable by their differing number, location, and amplitude of 

signals.  As easy as it is for the human eye to identify electromagnetic signatures of similar 

and different models, identification is even easier for a computer that can do so more 

accurately and quickly. 

This characteristic of consistent electromagnetic signatures based on a model makes 

URE useful for many electronic circuit identification tasks.  For example, these signatures 

can be used in quality control of electronic products.  In advertising, the electromagnetic 

signatures could be incorporated in smart billboards that sense the electronic products of 
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its audience.  The focus of this research is using URE in threat detection to identify the 

electronic trigger mechanism of a terrorist bomb. 

 

 

Figure 1-2: URE data of two different models 

 

One design for such a URE system is shown in Figure 1-3. An electromagnetic 

receiving antenna is used to pick up the electromagnetic radiation from the model object.  

The antenna is connected to a radio receiver or similar frequency spectrum-displaying 

device so that the signals described in Figure 1-1 can be identified by frequency and 

amplitude.  These spectrum details are run through a computer to determine if they match 

a known device in the URE system database.    
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Figure 1-3: The URE D&I system (Morden 2015) 

 

Like all threat detection technologies, URE has strengths and weaknesses, compared to 

other detection options.  It has a moderate cost, starting at about $1,000, not including the 

software, with one or two magnitude increases in prices by adding large system 

performance improvements.  The major cost is the receiver, with higher priced receivers 

providing higher accuracy in Radio Frequency (RF) readings.  

URE is more reliable than other detection technologies because of the maturity of the 

receiver technology.  Readings are easy to take and very repeatable, lending to automation 

of the analysis.  RF noise is the biggest problem but shielding and isolation techniques can 

be incorporated into the design of the URE system to mitigate this problem.  

One of the biggest negatives of URE detection is the need to get close to the model 

object in order to identify it.  Some RF signals can be picked up hundreds of meters away 

from the threat (Griffith 2007), but to get excellent detail, the measuring antenna needs to 

be several inches away.  This problem can be mitigated by using remoted sensors or 

Unmanned Ground Vehicles or Unmanned Arial Vehicles.  
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One of the greatest pluses of URE, especially compared to other Electro-Magnetic 

(EM) detection methods, is that it is passive: it does not bounce energy off the threat object.  

It measures the radiated energy from the threat object.  If the threat is an explosive, energy 

radiation can set it off (Berry 2009; Rawle 2015; Santis 2015). 

The subject URE system is a database system, where a threat object gets compared to 

known objects for the purpose of identification.  The larger and more complete the database 

of knowns, the more likely a successful threat identification.  However, the larger the URE 

system database, the longer the database search can take (Morden 2015).  In the next 

section, the importance and tradeoff of URE system processing time and accuracy will be 

discussed. 

 

1.3 Need for Speed and Accuracy 

This research investigates improvements in URE processing techniques and database 

size reductions using system speed and accuracy as the judgment criteria.  If not intuitive, 

the current texts on explosive detection techniques clearly state that fast and reliable 

methods are required for success in fighting terrorism (NATO 2012).  Obviously, 100% 

accuracy is the goal of a threat detection system, but from earlier URE research (Friedel 

2018; Morden 2015), system accuracy improves with increasing processing time. 

Therefore, in URE threat system development, there is a tradeoff between processing time 

and maximum possible accuracy, depending on the application of the threat system 

(Schubert 2004).  

Threat detector accuracy increases the chances of successful threat neutralization 

(Brodie, 2005; DeForest 1984), while false alarms in threat detection can lead to 
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unnecessary panic, leading to civilians being harmed (Herreria 2018).  Significant false 

alarm rates can desensitize the threat detection system operators and the public, leading to 

ignored alarms (NRC 2004), or raise harassment or privacy concerns (Marshall 2009) and 

cause the protecting agency or government embarrassment (Roth 2015).    

The need for speed in threat detection is obvious, in the case of a terrorist, where he or 

she must be stopped before reaching the intended target (Schubert 2004).  However, 

specific time limits can be referenced from expert texts or media reports on threat incidents.  

The National Research Council states that the response time for detecting a suicide bomber 

is less than 10 seconds, in order to prevent him or her from reaching the target (NRC 2004).  

Media reports indicate the publicôs impatience and annoyance at a Transportation Security 

Administration airport screening system that processed each person in only seconds 

(Halsey 2016; Mutzabaugh 2016).  Clearly, if public transit screening took in the range of 

minutes per person for an accurate threat determination, the customers would complain 

even more.  However, the extreme need for threat response speed is for military jammers 

that need to respond to Improvised Explosive Device threats in a millisecond timeframe 

(Army Technology 2015).  In such applications, even a response of a few seconds is too 

slow. 

 

1.4 Problem Statement 

Current URE systems lack critical performance efficiencies making them suboptimal 

in operational use putting some of their users in danger.  An average electronic device can 

have hundreds, even thousands of identifying electromagnetic signals, while conversely 

there are conservatively thousands of models of electronic devices that pose security threats 
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in bomb-making, spying or intellectual theft, as well as the many states (on, off, sleep 

mode, frequency channel, etc.).  The quantity of signals of an average electronic model, 

stored in a many model database used for electronic threat identification raise the questions: 

1) how large can the database of an electronic threat identification be in models and 

modes, and still be effective in processing time and accuracy, since threat 

identification time is proportional to the number of signals processed and an 

increasing model database increases the probability of shared characteristic signals 

between models? 

2) how far can the number of identifying signals in a threat database and collected on 

an unknown emitter be reduced in order to speed up system processing times and 

still be accurate since reducing the number of identifying signals used in a threat 

identification system reduces the certainty of threat identification?   

Effective and portable threat detection systems are critical for addressing the current 

terrorist dangers in our society.  In the last decade, universities (Morden 2015) and the 

federal government (Friedel 2014) have studied the use of URE for security applications, 

but the published studies have shown multi-second and larger (Friedel 2018) processing 

times that are not suitable for many security scenarios that require fraction of a second 

responses (Grover 2014).  The staggering amount of frequency spectrum data available for 

examination in a test object, which, in a URE system, is compared against the frequency 

data of a library of known objects, magnitudes larger than the test object, creates a 

processing time challenge. Additionally, as the body of electronic threats grows, along with 

its corresponding states or modes for each object, the required database size required to 
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store this information threatens the practicality of a URE system in terms of required 

system memory and processing speeds (Friedel 2018). 

 

1.5 Research Objectives 

1.5.1 Objectives 

Research objectives are shown in Figure 1-4.  The two higher level objectives (middle 

row of Figure 1-4) of this research were: 

ǒ to determine if the signals in both those collected on an unknown threat object and 

those stored in the URE system database could be methodically reduced in order to improve 

system-processing times (middle-left oval of Figure 1-4).  

ǒ to test growth capability and limits of the URE system for both database and mode 

handling capability, where mode is the state device (on, off, volume setting, channel 

setting, etc.) of an electronic( middle-right oval of Figure 1-4).   

 

 

   Hypothesis 1                 Hypothesis 2                     Hypothesis 3                Hypothesis 4 

Figure 1-4: Research Objectives Tree 
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Testing growth limits determines the practicality of URE for commercial and military 

applications and fills gaps in the existing URE knowledge base.    In order for URE to be 

useful in its many potential functions such as security, inventory, advertising, safety, etc., 

the system must have fast processing and a large database.  The fast processing enables 

functionality in security applications and other URE applications and is critical in safety 

and potential security applications such as IED detection or responsive threat jamming. 

 

1.5.2 Signal Reduction 

The research is divided into two parts:  I) Signal Reduction and II) System Database 

Growth. Each of the two research parts has two subsections.  Part I examines signal 

reduction in a URE threat identification system.  The first section of Part I explores the 

potential of reducing the number of collected signals on an unknown test object.  The 

second section of Part I has the objective of reducing the number of signals of a model that 

needs to be stored in the URE database.  The goal of the research in both sections of Part I 

was to reduce the number of signals processed and to define the reduction processes.  The 

signal reduction improves URE systems in two ways.  First, the fewer signals in a URE 

system result in faster processing times since unknown signals are compared against known 

(database) signals, consuming processing time.  Research has shown that average signal 

processing speeds are proportional to the number of signals the URE system handles 

(Friedel 2018). In the simplest of processing algorithms, every unknown is compared 

against every known signal.  Since an unknown data file can contain multiple capture 

signals, the same database signals are processed multiple times: once for each captured 
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signal.  Significant signal reduction on either the captured (unknown), database (known), 

or both sides can result in significant processing speed improvements (Friedel 2018).    

The second improvement that signal reduction provides is reducing the URE burden on 

memory, both fixed and virtual, enabling a larger model (known) database and faster 

processing.  For example, if database record size could be reduced by 10%, on average, the 

number of known models that the database could hold would increase by approximately 

10%, since there is a proportional relationship between number of model records and 

database size. 

 

1.5.3 Expanding the URE Threat Processing System 

 1.5.3.1 Increasing the Database 

The second part of the research (Part II) studies the effect of growing the database on 

processing speed, accuracy, and functionality.  Section 1 of Part II  looks at increasing the 

number of models in the database and their associated signals.  The number of unique 

electronic devices with URE signatures is easily in the multitudes of thousands (watches, 

radios, toys, computers, household items, industrial products, etc., and even a specialized 

URE databaseðe.g., recording devices for a security threat system) could number in the 

hundreds, if not thousands, of unique models.  The total memory space required to hold 

these URE databases could definitely tax and potentially fill the hard drives of most 

common PCs.  In a portable URE system, hard drive size is even more of a concern, for 

shipping and carrying considerations. 
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1.5.3.2 Increasing Mode Handling Capability 

The second section of Part II  examines the effects of growing the mode handling of a 

URE system. Each of the previously mentioned models usually had multiple modes, which 

had a URE signature that is similar but different from the basic or original state model.  If 

the URE identifying system was tasked with mode distinction, the required database size, 

discussed in the prior paragraph, was multiplied, and could even increase by an order of 

magnitude.  For both sections of Part II  of the research, real URE collected data was 

modified to simulate an expanding database.  Using PC-based automation routines, the 

goal was expanding URE model and mode  databases until failure in functionality, or 

memory capability or useful processing speeds was encountered.  

 

1.6 Research Questions 

1.6.1 Reduction of Number of Collected Signals of an Unknown 

ǒ Can the number of signals collected on an unknown test object be reduced? The 

research will attempt to reduce the number of signals that need to be collected on an 

unknown, to accurately identify, and, if possible, derive an algorithm for achieving the 

reduction. 

 

1.6.2 Reduction of the Signals for a Model in the Database 

ǒ Can the number of signals stored in the URE database for individual models be 

reduced?  This research will attempt to reduce the number of signals required in the 

database for each model, while maintaining identification accuracy and speed. If there is a 
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consistent, repeatable process for database signal reduction, the algorithm for achieving 

this reduction will be derived and documented. 

 

1.6.3 Growth of the URE Database 

ǒ Are there limitations to increasing the URE database? There are only 12 

model/modes in the current database and memory size will be one limitation on maximum 

size.  However, one research objective is to determine if there is an upper limit on URE 

database size and is this limit suitable for URE system applications.   

 

1.6.4 Growth on the Number of Modes 

ǒ Are there limits on the number of modes that the URE database can handle?  This 

research will increase the number of modes in the URE database to see if there is a quantity 

limit in URE system mode handling and is this limit suitable for URE system applications.   

 

1.7 Research Hypotheses 

 Refer to Figure 1-4 for the alignment of hypothesis to research objectives.  The test 

of the hypotheses empirically determines whether the objectives have been met. 

 

1.7.1 Hypothesis 1: Reduction of Number of Collected Signals of an Unknown 

Hypothesis 1: The number of signals collected for an unknown test object can be 

methodically reduced by 10% or more without negatively affecting the identification and 

accuracy.   
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Null Hypothesis 1: The number of signals collected for an unknown test object cannot 

be significantly reduced (Ó10%) by any means. 

 

1.7.2 Hypothesis 2: Reduction of the Signals for a Model in the Database 

Hypothesis 2: The number of signals stored in a URE database of models can be 

methodically reduced by 10% or more, for each model, without negatively affecting the 

identification and accuracy.   

Null Hypothesis 2: The number of signals stored in a URE database cannot be 

significantly reduced (Ó10%) by any means.   

 

1.7.3 Hypothesis 3: Growth of the URE Database 

Hypothesis 3: The size of the URE database can be significantly grown (Ó100 times 

present size) to sizes that enable the URE threat identification system to be used with larger 

and larger threat databases.   

Null Hypothesis 3: The size of the URE database cannot be significantly grown (Ó100 

times present size) to be used for larger threat identification systems.  

 

1.7.4 Hypothesis 4: Growth on the Number of Modes 

Hypothesis 4: A significant number (at least six modes and at least 100 times the 

number of unknown objects) of modes can be added to the URE database and identified in 

unknown test objects, enabling a URE system to be effective (processing speed and 

accuracy) in threat and mode identification.   
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Null Hypothesis 4: Significant amounts (at least six modes and at least 100 times the 

number of unknown objects) of mode data cannot be effectively (in terms of processing 

speed and accuracy) added to the URE database and correctly processed.   

 

1.8 Significance of Research 

There are several levels of significance to the research related to the discipline of 

systems engineering.  On the top level, the research furthers the study of URE systems, 

which has high commercial potential but has only been moderately explored (Friedel 

2017).   

Part I of this research was a System Optimization effort. Section 1 of Part I 

demonstrates a collected signal reduction concept which can be used to optimize the data 

collection process of other URE systems.  

Section 2 of the System Optimization studied the reduction of characteristic signals in 

the URE database.  An optimization algorithm for URE database reduction was developed 

that can be used in other URE systems. For both Section 1 and 2, the achieved signal 

reductions can correspond to significant processing speed improvements.   

Part II of this research project performed system analysis to determine limits to URE 

system expansion.  The Part II research realized techniques that can improve system 

database limits in the hardware and software design of a URE system and are applicable to 

other data processing systems.   

The Part II results of this research show the capability of URE  systems to be used for 

growing systems.  The mode capability expansion study (Section 2 of Part II) of this 
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research demonstrates a URE systemôs capability to handle the growing complexity of 

modern electronic products. 

 

1.9 Scope and Limitations 

1.9.1 Scope 

The scope issue for this section of the research was the nature of the data.  The project 

started with a database of real data.  The initial quantity of data was not sufficient for the 

research test goals, so the additional required data was simulated and generated by 

computer.  The existing real data was used to seed the new data, the provide realistic flaws 

to the generated data.  The details of this process are discussed in Chapter 3, Section 3.3.3 

and Section 3.3.4. 

 

1.9.2 Limitations 

1.9.2.1 Data for Part II , Section 1 

To achieve the large amounts of data required to test the URE system, data simulation 

was used.  What was simplified in the data generation of this part of the research project 

and broke from more realistic real data collection was that different models commonly are 

close, in collected URE signal frequencies, because similar electronic components are used 

for contemporary electronic equipment.  In addition to characteristic signals of different 

test object models being crowded into the same frequency spectrum bands, different 

modelsô characteristic signals will occasionally collide, i.e., share the same frequency.  

These two data complexities were avoided in the simulation method used but will be 

suggested for future research in Section 5.4.4.1.  See Sections 3.3.3 and 5.3.1 for more 

details on the data generation process. 
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1.9.2.2 Data for Part II , Section 2 

The technique used to multiply moding was to generate a pseudo-random signal for 

each simulated mode and add it to the real, non-moded data.  This was realistic but a 

simplification of the limited moding experience of the first URE research (Friedel 2018).  

With the limited mode experience gained in the first URE research, it would be too 

tangential a research project to more realistically simulate characteristic signal variance 

between same model modes.  This research will be suggested for further follow-on work 

in Section 5.4.4.1.  See Sections 3.3.4 and 5.3.1 for more details on how the data limitation 

was treated.  

 

1.10 Organization of Dissertation 

Chapter 1 provides an overview of URE, areas needing improvement, threat detection 

methodologies, and the process used in this research.  The problem statement is followed 

by a discussion of the research objectives, questions, hypotheses, significance, scope, and 

limitations. 

Chapter 2 reviews the current and recent literature on URE systems and analyzes these 

systems for speed, accuracy, size limitations, mode handling, processing considerations, 

algorithm generation, hardware configurations technique variance, and future URE 

research ideas.  

Chapter 3 details the methods used in this research.    This includes the processes for 

reducing the required number of signals of an unknown and in the characteristic signal 

database.  Also covered are the methods used to increase the unknown data quantity, the 

URE characteristic signal database, and mode handling capabilities. 
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Chapter 4 describes the results from employing the methodologies of trying to reduce 

the collected signals on an unknown test object and provides the results for the attempt at 

reduction of the characteristic signal database.  Additionally, the results of the research on 

URE system and mode-handling growth are displayed and analyzed.   

Chapter 5 provides conclusions in terms of processing times, accuracy, and system 

effectiveness,  based on the Chapter 4 analysis.  The salient contributions of this research 

and topics for further research are also provided in this chapter.   
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Chapter 2 ï Literature Review 

 

2.1 Background 

Based upon the literature reviewed, this chapter expands upon the summary of URE 

provided in Chapter 1.  Because of the critical role played in the development and operation 

of URE Systems, the methods of analyzing algorithms, selecting processing hardware, and 

examining data structures used in the subject research are detailed.  The methods can be 

applied to URE system development, with the concern for processing speed and handling 

of large databases.  Coding development and practices for such a fast/large data system are 

discussed in Section 2.2.  Section 2.2.2 will examine algorithmic and coding practices that 

can improve program-processing times.   Section 2.2.3 will examine and discuss possible 

algorithms that may be useful in the design of a URE threat identification system.  This is 

followed by hardware considerations for such a specialized system in Section 2.3.  Section 

2.4 summarizes 20 recent papers on URE, pulled for their relevance to the objectives of 

this current research, were studied for their choice of data structures and algorithms for 

data processing, their experimentation with threat mode distinction, and their analysis into 

URE threat detection processing speeds and accuracies. 

 

2.2 URE Algorithms Considerations 

2.2.1 Algorithm Analysis 

The heart of a URE threat detection system is the algorithm that determines if an 

unknown emitter is a threat.  To create the URE processing algorithm, the URE system 

developer must consider how the digitized URE data will be structured and through what 

computer processes the data will go through. Fast processing speed and efficient use of 
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computer and system resources, which affect processing times (Walters 2001), are key to 

large-data/fast response systems like the threat identifying systems discussed in the work 

of this dissertation.   

During the URE System design phase, the algorithms considered for a threat system  

need to be analyzed for efficiency, in resource usage and processing time, since fast 

processing times, along with accuracy, are required for a threat identification system 

(NATO 2012; Schubert 2004).   

Measurements of an algorithmôs efficiency in execution speed, usage of memory, and 

growth capability are referred to as the algorithmôs performance.  A useful algorithm 

performance gauge is óO-notation,ô which can provide an insight into the usage of memory 

and execution time, while ignoring dependencies of programming language and target 

machine (Horowitz 1984).  The notation used is O(fn), where fn is short for function on 

ón,ô. For example, fn equal to 1 or a computing time of O(1) describes an algorithm that 

always executes in the same time and resource usage. This is like a ñnullò statement, which 

is a program statement that gets executed but does not perform any function.  O(N), where 

N represents an increasing series of numbers, describes an algorithm that will grow 

proportionally in execution time and memory usage with the size of the input data.  An 

example would be a ñFORò statement that processes each data element.  An example of a 

FOR statement in a MATLAB script is shown in Figure 2-1.  The second through fifth 

elements of a six-element array are incremented by a value of one. 
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Figure 2-1: Example of a FOR statement 

 

O(Nm) is representative of algorithms with nested statements, where ñmò indicates 

the degree of nesting.  If m equals 2, the performance of the algorithm in terms of memory 

usage is proportional to the square of the input data size.  If m equals 3, performance is 

proportional to the cube of the input data set, and so on.   

O(2N) indicates an algorithm with an exponential growth in running time or memory 

requirements as data input increases.  For each additional data element to the input data 

set, growth doubles.  An example of such an algorithm would be recursive calculations. 

O(Log N) would represent a function that spikes early and then flattens out in resource 

usage, like a binary search (Bell 2019). 
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Table 2-1: Growth of Eight Different Functions 

 

In algorithm design, especially in threat systems, the goal is to have the lowest resource 

usage footprint in order to maximize processing speed.  As shown in Table 2-1, common 

functions can be ordered by resource usage growth rate: log n, Square Root(n), log2n, n, 

n[log(n)], n2, n3, and 2n.  The goal in algorithm design would be to achieve correct and 

repeatable results, using functions with the lowest possible O values (Goodrich 2002). 

 

2.2.2 Useful Algorithms  

2.2.2.1 Search 

2.2.2.1.1 Sequential 

The simplest search algorithm is Sequential Search.  The program would start at the 

top of the list, table, or whatever database structure is used, sorted or unsorted, and compare 

the unknown parameter to each item in the database until a match is found.  This is an easy 

program to implement and fairly quick for short databases.  However, for large databases, 

Sequential Search is inefficient for applications in the URE System.  The average number 
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of comparisons needed to find a match in a database of n items is the sum of all possible 

successful outcomes (1+2+3é+n) divided by the size of the search database (n) solving to 

½(n+1).  Therefore, sequential search works on O(n) or linear time.  Algorithms that are 

more sophisticated can solve search more efficiently (Kruse 1987). 

 

2.2.2.1.2 Binary 

Binary is another search method considered in the URE algorithm design.  Given a 

sorted list to search, binary search starts at the middle and makes an assessment if the target 

is in the left or right half of the list.  Binary search continues, dividing the search list in half 

and determining left or right, until the target list data is found.  The run time is logarithmic 

or O(log n), which is a considerable improvement over sequential search and noticeably 

better the longer the data list. The binary tree structure discussed in Sequential Search 

works well with binary search, and the algorithms for implementing a software version are 

readily available.  The processing time for binary tree search is better than without using a 

tree, running in O(h) time, where h is the height in terms of levels of the search tree as 

displayed in Figure 2-6 (Goodrich 2002).   

 

2.2.2.1.3 Hashing 

Hashing takes a variable list and places it in a fixed smaller table.  A function is created 

to map a list item to its table location.  This work showed that objects are identifiable by a 

few key signal frequencies of the objectôs URE data.  The EM spectrum contains tens, even 

hundreds, of billions of measurable frequencies.  A URE identification system is interested 

in only a small fraction of that spectrum, making it ideal for mapping with a hash function.  
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The reward for using hashing is that the search time is only O(1), which is better than 

binary tree search.  Table 2-2 compares the search methods discussed (Kruse 1987). 

 

Method 

# 

Search 

Technique 

Processing 

Speed 

Rate of 

Growth 

Comparison to 

Predecessor 

1 Sequential O(n) linear ----------- 

2 Binary O(log n) logarithmic faster 

3 Binary Tree O(h) constant faster 

4 Hash Table O(1) no growth faster 

 

Table 2-2: Comparison of Search Methods 

 

2.2.2.2 Sorting 

2.2.2.2.1 Insertion 

Sorting algorithms are likely algorithms to be found in a URE system.  URE data would 

likely be added to a growing database of electronic devices used as threats (e.g., IEDs, spy 

devices, etc.); as new threats are found and as shown in Section 2.2.3.2, search algorithms 

commonly work off of a sorted list.  

One of the most basic sort methods is Insertion Sort.  Typically, the URE threat 

database will already be in a sorted state, and as new records are added, they get sorted.  

This involves comparing the new item to the list, one at a time, sequentially.  If the database 

is unsorted or many new items get added simultaneously, the complexity in terms of 

program execution increases (O(n2)).  However, the infrequent adding of a record to a 

sorted database is a more realistic scenario.  As newly identified and characterized threats 
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are added to the ñknown object database,ò the database is typically maintained (sorted).  

The processing time is then a more manageable O(n), since insertion sort just has to do n-

1 comparisons for each new item (Kruse 1987). 

 

2.2.2.2.2 Selection 

Selection Sort is another very basic sort like Insertion.  The database is searched for the 

succeeding highest or lowest valued records, sequentially, and these records, one-by-one, 

are put in their correct order.  This sort method would be useful for an initial unsorted 

database but would not be efficient for the expected new-record-insertion tasks of a URE 

system.  The processing time of such a system is O(n2) (Kruse 1987).   

 

2.2.2.2.3 Merge-sort 

A popular sort algorithm that uses the divide-and-conquer approach is Merge-sort.  The 

database list is divided, into at least two equal size groups, and then each group is sorted.  

Then, the divided groups are merged together, until the database is complete again.  In 

some implementations, the dividing is done down to single element records.  The 

processing time is O(n log n), which is better than Selection Sort (Brassard 1996).   

 

2.2.2.2.4 Quick-sort 

Quick-sort is another divide-and-conquer algorithm.  The database is divided again into 

at least two halves, but differing from Merge-sort, the divided halves are independent of 

each other by being populated based on the database center point.  This technique takes out 

the need to sort the recombined database.  After the lower and upper halves get sorted, they 
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just need to be joined to complete the database.  This process has the same average 

processing time as Merge-sort, of O(n log n) (Goodrich 2002). 

 

2.2.2.2.5 Heapsort 

Heapsort is a data sorting method working with the heap structure in Section 2.2.3, 

giving it efficiency in memory storage (a desirable trait for a URE system).  In the heapsort 

process, the largest element is placed on top of the binary tree, and succeeding smaller 

valued elements are branched below it, following the ordering rules of the heap structure.  

The average processing time is the same as for Merge-sort and Quick-sort: O(n log n).  

Table 2-3 compares the discussed sorting methods (Skienna 2008). 

 

Method 

# 

Sort 

Technique 

Processing 

Speed 

Rate of 

Growth 

Comparison to 

Predecessor 

1 Insertion O(n) linear ----------- 

2 Selection O(n2) squared slower 

3 Merge O(n log n) n*log faster 

4 Quick O(n log n) n*log same 

5 Heap O(n log n) n*log same 

 

Table 2-3: Comparison of Sorting Methods 

 

2.3 Hardware Considerations 

2.3.1 URE Processor Hardware 

As URE system software affects URE system performance, the hardware also affects 

performance.  The major objectives of this current research are to enable accurate threat 

detection with the minimal data files possible, to expand the system database as large as 
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possible, and to increase mode-handling capability. Mode-handling is the ability to 

distinguish between the different states of a model.  The personal computer (PC) hardware 

details are key to these goals because the PC hardware determines memory and processor 

speed capabilities.  The hardware analysis in this research project will be limited to the PC 

processing the unknown emitters.  The rest of the URE system hardware, specifically the 

analog Radio Frequency data hardware, has been discussed in functionality in a previous 

research project (Friedel 2018). 

 

2.3.2 Use of Computer Memory 

Figure 2-2 displays the typical computer memory organization.  There are at least five 

levels of computer memory, and the key concept is that the memory size is inversely 

proportional to its processing speed (Loshin 1994). 

 

Figure 2-2: Memory Hierarchies (Loshin 1994) 
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A URE system developer needs to balance the large amounts of data involved in a URE 

database versus the fast response time required in unknown identification.  A typical URE 

database will a record for every identifiable model, and each record will contain a 

characteristic signal list with details of each signal (Friedel 2018).  All computer memories 

are accessible by computer software, but access to the faster CPU memory may require a 

lower level language to access, such as machine language or assembly language, therefore 

adding complexity to the programming task (Sololearn 2017).  One URE system design 

possibility would be to move the URE database to the fastest computer memory that can 

accommodate its size, which is a motivation for streamlining the database as much as 

possible.  Conversely, the analysis processing on the unknown emittersô collected URE 

data should occur using the fastest computer memory that the developer has access to use.   

In programming a URE system, the need for speed using fast memory should be meshed 

with the large memory needed for the database, in order to get a fast threat identification 

response without running out of memory. 

 

Memory Type Access Time Cost/MB  Typical Size Typical Cost 

Registers 0.5 ns High 2 KB ----- 

Cache 5-20 ns $80 2 MB $160 

Main Memory 40-80 ns $0.40 512 MB $205 

Disk 5 ms $0.005 40 GB $200 

 

Table 2-4: Memory Hierarchy Properties (Murdocca 2007) 

 

Table 2-4 provides more details on the different types of computer memory.  As would 

be expected, the faster the memory, the higher the cost.  The access times are interesting to 

note, varying from 0.5 nanoseconds (ns) to 5 milliseconds (ms).  With URE data, a user 
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could be dealing with hundreds or thousands of RF signals or URE known emitter signature 

files that need to be compared to an unknown emitter.  If the access time is in the 

millisecond range, it can be understood how the practical time limits of an effective URE 

system can be reached (See Section 1.4).  Multiplying the millisecond access time by the 

hundreds or even thousands of repetitive iterations required for comparing an unknown to 

the database files would result in a response that clocks in the seconds.  As discussed in 

Chapter 1, some URE applications require a fraction-of-a-second response, so hard disk 

memory access would be too slow for implementation in such a system (Murdocca 2007). 

 

2.3.3 Choice of Computer Hardware 

Knowing that computer performance in processing speed and memory size is critical 

for a URE threat identification system, the system designer would specify the highest 

performance computer the development budget would allow.  CPU speed and PC memory 

size would be maxed if the budget allowed.  The fastest possible CPU would enable the 

fastest possible URE threat identification times, and the largest possible PC memory would 

decrease the chances that URE would run out of memory and enable future system growth. 
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Figure 2-3: PC Processor Speeds (Computer Hope 2019) 

 

Figure 2-3 shows the CPU speeds of common PCs for the last 27 years, while 

Figure 2-4 shows CPU memory sizes for the same period.  The CPU speeds went from the 

kilohertz (KHz) range to well over 3 gigahertz (GHz) in current PCs, and CPU memory 

went from less than a kilobyte (KB) to 25 megabytes (MB).   There is clearly an upward 

trend in CPU rates, which benefits URE system development.  However, another 

observation of this data is the wide variance of computer performance of currently used 

PCs.  URE system designers will want the best PC they can get for threat identification 

speed and large database handling ability (Computer Hope 2019). 



30 
 

 

Figure 2-4: PC Processor Memory Size (Computer Hope 2019) 

 

2.4 Related URE Studies 

2.4.1 Scope 

These studies provide additional value-added insights that this dissertation 

incorporated into research experiment and ultimate contribution, expanding the worldôs 

body of knowledge on URE threat detection and identification.  The papers were analyzed 

for six topics that were central to this work: 

ǒ Data Structures 

ǒ Algorithms 

ǒ Data Reduction 

ǒ Moding 

ǒ Processing Speed 

ǒ Accuracy 
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For the section on Accuracy (Section 2.4.7), since almost every paper showed high 

accuracy success, a subset of the studied papers, those that achieved 100% identification 

accuracy, are studied more closely and compared to the subject of this dissertation.  

 

The papers reviewed are listed in Table 2-5 (A & B).  Details are provided, if available, 

on overall accuracy, model database size, processing speed, detection range, and 

classification between passive or active URE technique.  The term ñmodelò in this doctoral 

research project refers to a URE-emitting electronics product, identifiable by its 

manufacturerôs part number.   
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KEY: DS=Data Structure; ALG= Algorithm; DR=Data Reduction; M=Moding; PS=Processing Speed; ACC=Accuracy; Y=Covered; N=Not Covered 

Table 2-5A: Reviewed URE-related Papers (Papers 1 to 10) 
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KEY: DS=Data Structure; ALG= Algorithm; DR=Data Reduction; M=Moding; PS=Processing Speed; ACC=Accuracy; Y=Covered; N=Not Covered 

Table 2-5B: Reviewed URE-related Papers (Papers 11 to 20)
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2.4.2 Data Structures 

There are very few URE papers to start with and even fewer with data structure details.  

Usually, the high-level ability to identify objects gets the focus of the paper and audience.  

However, for the subject research, processing speed and large data handling were 

examined, so choice of data structure was critical.  The goal was to find data structures that 

are suitable for the rigorous requirements of a URE threat determination system:  the ability 

to handle large data, quickly and accurately.  

In Perez (2019), 1.6 to 30 minutes of magnetic-field data were collected at a 10 hertz 

(Hz) rate for up to 18,000 measurements, resulting in a magnetic field in microtesla, (µT) 

plot over time, providing strong features (signals) that were recorded.  The data was 

converted to the frequency domain, and the stronger signals were recorded.  This study is 

one of the fewer papers that looked at the magnetic field over the electric field.  The data 

collection for the dissertation observed much stronger electric fields compared to magnetic, 

yet the Perez results in electronics identification were excellent.  The data size per emitter 

object was larger than most other URE efforts with a minimum of 10,000 readings taken 

per device, and the recording time greatly exceeded the seconds response time required for 

many threat systemsô purposes.  

The Perez paper on cell phones is significant in that it is one of the most recent studies 

to demonstrate the ñfingerprintingò qualities of the electromagnetic signature of a potential 

threat device.  Measurements were taken with both the phones internal magnetometer and 

a secondary phoneôs sensor with 98.9% identification accuracy.  For the dissertation 

research, the Perez work validated the concept of using the magnetic field data in the data 

structure, which was less common in the published work on URE. 
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In the Oak Ridge National Laboratory (ORNL) papers (Vann 2017 & 2018), data was 

collected in the time domain and converted to the frequency domain.  Using frequency 

harmonics, modulation alignments, and peak spacing, a 2-dimensional projection was 

produced, called a dimensionally aligned signal projection (DASP).  In the Vann (2018) 

paper, the 2-dimensional structure was enhanced with algorithms into the harmonically 

aligned signal projection (HASP) and other more complex projections. These are data 

structures not used in the other examined URE studies and were not adopted for the 

dissertation research but would be interesting to examine for time and accuracy benefits in 

the threat determination world. 

In Friedel (IEEE 2018), the database consisted of an array of records for each 

characteristic signal.  The record contained amplitude and frequency information, 

variances, probability of occurrence, and a signal quality ranking from 1 to 5.  For the 

unknown object, up to 66 of the strongest signals in the frequency spectrum were recorded 

in a frequency-amplitude array.  This is the data structure used in the URE processing for 

this dissertation.  

In the 2018 State University of New York (SUNY) paper (Li 2018), target data was 

collected in the time-domain and then transformed to the frequency-domain.  The time-

domain spectrum was processed, and the following features were extracted for model 

identification: mean value, standard deviation, skewness, kurtosis, root mean square 

(RMS) amplitude, and lowest and highest value.  In the frequency domain, the following 

features are extracted: mean value, standard deviation, skewness, kurtosis, crest factor, and 

flatness.  This study shows the many addition signal parameters that can derived be from 

URE data and may useful in improving system accuracy and processing speed. 
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In the Disney paper (Yang 2016), the URE data was collected in the time-domain, 

digitized, and converted to the frequency-domain, where noise was removed.  From this 

frequency data, the strongest frequency-amplitude single pairs were stored in a file.  The 

number of pairs collected varied from 1000 to 2000, depending on device type.  This work 

has similarities to the dissertation project such as focusing on strong signals, providing 

validation to the process researched. 

In the 2015 Pennsylvania State University (PSU) URE project (Morden 2015), signal 

frequency-amplitude data pairs were collected for the entire measurement spectrum, for 

multiple objects of the same model for database building.   Common signal data was 

extracted from the multiple same-model testing.  A third processing stage, by human 

analysts, selected the 10 most distinctive signals of the model.  Those 10 frequency-

amplitude pairs became the database record, identifying the tested model.  This PSU work 

was connected to the dissertation research, having the same sponsor.  However, the URE 

data structures the two projects were developed independently, with their minimalist 

similarities providing validation to each otherôs work.   

In the 2015 Massachusetts Institute of Technology (MIT) paper (Zhoa 2015), RF 

spectrum data was collected in the time-domain, up to 500 kilohertz (kHz), digitized, and 

transformed to the frequency-domain.  Signal peaks above a specified threshold were 

recorded in frequency and amplitude, as the model database file.  This was a concept used 

in this dissertation research, providing a validation for the process.  

In Stagner (2014), time-domain RF data was collected.  The time-spectrum data is 

processed to determine key identifying parameters such as clock, pitch, and period.  The 
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additional parameters used over this dissertation research provide ideas of expanding the 

URE system data structure. 

In the CMU paper (Laput 2015), RF data was collected in the time-domain and 

converted to the frequency-domain.  The frequency band was down-sampled to 512 

frequency bands.  Based on a pre-determined threshold, the weaker signals were removed, 

and the stronger signals were amplified.  About 200 features were generated based on first 

and second derivatives, minimum and maximum index, center of mass, standard deviation, 

area-under-the-curve, pair-wise band ratios, spectral kurtosis, crest factor, and second order 

fast Fourier transform (FFT).  The magnitudes of additional parameters in the CMU study, 

compared to the dissertation research, provide ideas for data structure expansion in future 

URE system development.   

In Acharya (2012), data was collected in the frequency spectrum with a spectrum 

analyzer from 450 to 470 megahertz (MHz).  Data was taken every 20 Hz.  Thirty 1001-

point samples (frequency-amplitude pairs) and 30 401-point samples were collected. 

Observation differences of center frequency amplitudes were mapped into five states.  The 

Acharya amplitude-mapping concept was similar to this dissertation research handling of 

signal amplitude, and not observed in the other URE papers, providing confirmation of this 

process. 

In Gupta (2010), RF data was collected in the time domain as a 2048-point vector, over 

500 kHz, and converted to the frequency domain.  Noise was subtracted out.  Peaks over a 

pre-determined threshold were selected, and the mean, amplitude, and variance, for each 

peak were recorded.  Gupta shared some of the processing concepts of the dissertation, 

such as noise subtraction, providing confirmation to this process. 
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In the 2007 NPS study (Griffith 2007), where an IED-sensing receiver was mounted on 

an Unmanned Aerial Vehicle (UAV), the collected data was a data file of peak signal 

records.  Each record contained a record number, UAV speed, UAV heading, peak center 

frequency in kilohertz, and peak amplitude in decibels (dB).  The frequencies in the records 

were compared against IED threat frequencies by graphs, plotting center frequency, peak 

power spectral density, UAV heading, and IED distance.  The Griffith work was in the 

same domain as this dissertation and shows the potential to reduce hazards to threat-

detection system operators.  

In Seguin (2009), the URE of a potential threat was measured in both time and 

frequency domain.  An ideal pulse was derived from measurements.  Ideal pulse and key 

pulse characteristics of the model were stored in the database for comparison to an 

unknown.  The Seguin work used different structures than this dissertation research 

showing alternate solutions to URE threat detection. 

In Shaik (2006), the URE was placed through filters associated with threats, resulting 

in a pulse over time graphic.  The graphic was compared with the threatôs expected output 

for verification.  The pulse can also be converted to a sound signal for an audible threat 

warning.  The Shaik work was in the same domain as this research dissertation but utilized 

very different data structures, showing the variability possible in URE threat-system 

design. 

In Dong (2006), automotive vehicles were identified by the URE of their spark plug 

ignition system.   RF data was collected in the time-domain and converted to frequency.  

The time and frequency-domain data were combined into a waterfall plot.  The vehicle 

spark event became evident in the waterfall plot, and its frequency could be matched 
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against a library for threat identification.   As many of the URE studies, Dong collected 

data in the time domain and converted to frequency, while this dissertation research 

collected data in the frequency domain for speed and the availability of lab-grade test 

equipment.  This 2006 studyôs use of the waterfall data representation was original and not 

seen in other URE papers.  This dissertation researchôs data collection team did use the 

waterfall plot in a related study on unintended radiated acoustics (Friedel 2017). 

In Weng (2005), data was collected in the time and frequency domain and processed 

into a time frequency plot.  Unknown data was processed with known data to identify an 

unknown.  Again, this was the most common data collection used among the URE papers 

studied and initially used by this dissertation research.  This dissertationôs process also 

adopted Wengôs concept of building a database of knowns. 

 

2.4.2.1 Data Structure Discussion 

Capturing the time domain and then converting it to the frequency domain is a common 

technique seen throughout these URE papers, especially those that are designing their own 

hardware such as E-Eye (Li 2018) and EMI Spy (Zhao 2015).   There are good reasons for 

time-to-frequency domain process choice.  First, collecting RF data in the time domain is 

more accurate (Kuisma 2017).  Time-domain RF data, also called ñin-phase and 

quadratureò (I/Q), or rectangular-coordinate data, captures the time-variance of the RF 

data, which the conventional frequency-domain or frequency-amplitude or polar-

coordinate data does not.  If the measurement is a constant signal, the two methods would 

achieve the same results, but in the real world, almost all signals fluctuate: either 
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intentionally like with data transmission or unintentionally, due to noise or electronics 

instability. 

The second reason for using time-domain circuitry is that the hardware is easier 

(simpler) and cheaper to build (NI 2018).  This makes great sense for developers who are 

designing their own URE data gathering system.  Besides lower prototype cost, the simpler 

design means lighter weight, which is ideal for the portable systems discussed like EMI 

Spy (Zhoa 2015) or EM-ID (Yang 2016).  Additionally, URE system designers can exploit 

the time-domain design to get model identifying characteristic features in both time and 

frequency-domain like E-Eye (Li 2018).  The technique of collecting information in two 

domains has the benefits of providing more identifying data on an unknown emitter and 

can be used for data verification.    

The variety of data structures used in the URE studies in Table 2-5 A&B showed the 

variability possible in URE system design.  Several of the studies used similar structures 

to this dissertationôs research like PSU (Morden 2015), GWU (Friedel 2018), and Disney 

(Yang 2016), where the strongest signals were filtered out.  Of great interest is the advanced 

structures of the ORNL work (Vann 2018), which would be interesting to test for URE 

threat identification purposes and could be a future research topic.   

The data structure work of this dissertation contributes to the URE data processing field 

by showing another straightforward strongest-signal structure success.  Additionally, the 

prototyped URE system is greatly expanded, with simulated data, testing the limits of the 

systemôs data structures.  URE system examination in this direction was not found in the 

other researched URE papers. 
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2.4.3 Algorithms 

The algorithms in the Table 2-5 papers were examined for their suitability in a URE 

system where the data is big, the need for 100% accuracy is urgent, and fast processing 

times are required. 

In Weng (2005), a short-term fast Fourier transform (STFFT) was performed on time 

domain data, resulting in a frequency versus time plot that was distinct for each model 

tested.  Cross-correlation was also used in processing, where the unknown data is verified 

against known data measured in a semi-anechoic chamber. The chamber was an RF 

measuring room with fixed anechoic material on the walls and ceiling and removable 

anechoic material on the floor.  A measuring antenna and pre-amplifier were located in the 

chamber while a spectrum analyzer was located outside the chamber.  The spectrum 

analyzer was connected to the measurement antenna through a patch panel and filter.  This 

study also tested neural networks (NN) to learn and identify the test object patterns for 

unknown identification.  A neural network mimics the biological neuron in a brain, 

enabling it to ñlearnò from inputs and improve in accuracy (Lawrence 1994).  Wengôs work 

provided algorithm ideas that were considered but not adapted.  This dissertation researchôs 

data collection originated in use of the Fourier transform.  However, processing was 

determined to be faster by collecting data in the frequency domain and avoiding the 

transform. 

In Dong (2006), the STFFT was used again to transfer time-domain electromagnetic 

emissions data to frequency-domain.  Key parameters were extracted from the frequency 

data, normalized, and reduced further by principal component analysis (PCA).  The 

reduced data was fed to an artificial neural network for learning and identifying the 
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unknown test objects.  The Dong work used the Fourier transform like early data processing 

in the dissertation research, but avoidance of the transform was found to speed up data 

collection. 

In Shaik (2006), URE data collected on threat electronic objects in the time-domain 

was converted to the frequency-domain using the FFT.  It was then converted to a pulse 

wave using a filter created from a known object.  The frequency wave was down-converted 

to a sound wave to produce an audible threat-presence alarm.   The Shaik work also used 

time-domain collection like early dissertation research, but the dissertation work found 

frequency collection faster and adequate for data collection. 

In Seguin (2009), the collected URE of an unknown object was digitized and filtered.  

The filtered signals were matched to a pulse signal in the URE system database and 

correlated.  A second correlation process used a square wave, and the resultant pulse was 

measured for power, where a threshold value, from the database of known models, 

determines the presence of a known.  The Sequin work gave alternate ideas for URE 

processing, but these ideas were not utilized by the dissertation research.  One reason was 

the requirement of the dissertation project, by the sponsor, to develop a passive-only URE 

threat-detection system. 

In Griffith (2007), areas of interest were selected from the UAV time-domain collected 

RF data.  The FFT was performed on this data, and power spectral density (PSD) was 

calculated.  PSDs above a threshold indicated a potential simulated threat.  Recorded UAV 

position and known transmitter location data were used to correlate PSD data for successful 

threat identification.  The Griffith work also used FFT processing, as the research project 

started in.  However, the biggest contribution of the 2007 study was to demonstrate the 
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large offset distances that could be plugged into an algorithm and achieve threat-

identification success. 

In Gupta (2010), EMI data was collected in the time-domain and converted to the 

frequency domain using an FFT. Sliding window averaging was used to reduce noise.  A 

feature extraction algorithm was used to find peaks above a predetermined threshold.  

Commercial machine learning software was used to identify the processed data.  The Gupta 

work identified algorithmic techniques utilized by this dissertation research including 

signal peak identification and noise reduction.   

In Acharya (2012), the Hidden Markov Model (HMM) was used to detect IED threats 

by their URE.  RF data was collected in the frequency-domain using a spectrum analyzer.  

Five states for the HMM were determined based on RF amplitude.  The Transitional 

Probability Matrix was calculated using commercial software.  The Acharya research used 

a very different algorithm than the dissertation research for the same domain and problem, 

showing the variability allowed in URE threat-identification system design. 

In Laput (2015), electromagnetic data was collected in the time-domain and transferred 

to the frequency-domain with the FFT.  Noise was subtracted out of the data.  Signals were 

selected above a pre-determined threshold and compared to knowns in a database.  Laput 

demonstrated algorithm techniques used in the dissertation research, such as noise 

subtraction and signal amplitude thresholds.  

In Stagner (2013), an autoregressive model of the clock in IEDs was validated against 

data of a real microcontroller.  Performance of linear prediction, pitch estimation, epoch-

folding (EF) algorithms are compared.  The pitch estimation algorithms included 

harmogram (H-gram) and the harmonic product spectrum (HPS).  A new pitch estimation 
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algorithm was developed, called H-grant, and tested.  H-grant was a combination of H-

gram and HPS.  Pitch estimation techniques had measurable sensitivity improvement over 

EF.  Stagner used URE processing ideas not utilized in the research project but 

demonstrated the variability allowed in URE system design. 

In Zhoa (2015), EMI was filtered, digitized, and then processed with the Discrete 

Fourier Transform.  The strongest signals were pulled from the frequency spectrum, and 

machine learning was used to identify the unknown object.  Zhoa identified signal 

amplitude as an important parameter in algorithm development, which was utilized by the 

dissertation research project. 

In Morden (2015), signals were selected from the unknownôs URE, based on their 

strength above mean.  The researchers developed a scoring algorithm that evaluated the 

extracted signals to determine the most likely match with a known database.  The Morden 

project demonstrated that a passive URE processing algorithm could be developed, at a 

time when much of the URE research was using active processes.  The 2015 study also 

gave an acknowledgement to the importance of signal amplitude in the identification 

algorithm.   

In the 2016 Disney paper (Yang 2016), the RF URE data was collected in rectangular 

I/Q form and converted to polar amplitude-frequency spectrum using the FFT with a 

software-defined radio (SDR). Noise was handled and signals selected by setting a 

threshold level based on signals peaks and averages.  Up to 2000 signals were selected with 

the highest frequency of 500 kHz. The signals were compared to models in a database using 

cosine similarity.  First, the category of the object was identified, followed by a finer 

identification where the specific model and serial number was identified.  The Disney work 
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shared the idea of I/Q processing with the dissertation research early data collection 

methods, which was abandoned for the faster polar data collection.  The importance Yang 

placed on signal amplitude and noise handling was informative for the dissertation 

research.    

In the E-Eye system (Li 2018), a target was radiated with a continuous wave (CW) high 

frequency (HF) signal, and the reflected signal was processed, by first filtering, then 

demodulating.  Parameters were calculated on the timeïdomain data including mean value, 

standard deviation (SD), skewness, kurtosis, RMS amplitude, lowest value, and highest 

value.  The data was converted to frequency-domain with the FFT, and the parameters of 

mean, SD, skewness, kurtosis, crest factor, and flatness were calculated.  The system had 

a fine-tuning recognition algorithm that compared the extracted unknown parameter with 

the database of knowns.  The E-Eye system also shared the dissertation researchôs time-

domain roots and FFT processing.  However, most interesting to the dissertation research 

project were the abundance of parameters Li showed could be used in a data processing 

algorithm. 

In Hertenstein (2011), a novel receiver detection method was tested that used self-

similarity analysis, spectrum capture, cross-correlation, and receiver signal strength (RSS).  

This detection methodôs effectiveness falls between, the Hurst parameter and standard 

deviation thresholding methods.  Hertensteinôs work demonstrated processing techniques 

that could be alternatively used, compared to the dissertation research.  The Hertenstein 

processing also provide direction-finding of the threat, which is a desirable attribute of 

threat detection. 
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In Stagner (2013), passive and active URE receiver detection methods were compared.  

In the passive system, 2048-point arrays were adjusted by a Hamming window for 

sensitivity and then transformed to the frequency spectrum with the FFT, where peaks were 

compared to a threshold for detection determination.  In the active technique, the target 

was stimulated with narrowband-modulated signal on the same channel as the target 

receiver.  The return signal was put through a matched filter, and the output was compared 

against threshold for detection determination.  The active technique had a 5 to 10 dB 

performance improvement over passive.  The Stagner research provided active URE 

techniques that the dissertation research could use for comparison. 

In Acharya (2015), the passive URE methods of PCA, HMM, Support Vector Machine 

(SVM), and ANN were compared.  The NN was trained using the Levenberg-Marquardt 

algorithm.  The NN and SVM methods outperformed the HMM method for a single device.  

For the detection of multiple devices, NN outperformed SVM.  Achuraôs work gave the 

dissertation research team novel  algorithms to consider.   

In Friedel (IEEE 2018), a simple additive weighted (SAW) matrix was implemented 

with the rows representing the models and the columns representing the characteristic 

signals.  Inputs were taken directly from the frequency spectrum.  The characteristic signals 

were weighted in importance and likelihood of detection.  Signals collected on the 

unknown were compared to a database of signals, with branching used to accelerate the 

search and the ñandò function used to amplify the significance of signal amplitude and 

frequency matches with the database.  The 2018 Friedel study was the starting point for 

this dissertation research, with a goal of improving the original processes. 
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In Perez (2019), the process used for magnetic field processing was data collection 

using the phones sensor, followed by feature generation in both the time and frequency 

domain and then analysis by comparison to a database of knowns.  The analysis phase used 

classification algorithms operating on records containing the phone identification and the 

magnetic field data.  The Perez paper provided the current research a successful algorithm 

example for electromagnetic data processing.  The 2019 paper stood out by utilizing 

magnetic field data in the processing algorithm, which this dissertation research did also.  

In Vann (2017, 2018) DASP was used to analyze URE data.  The algorithms studied 

for use with DASP were HASP, modulation aligned signal projection MASP), spectral 

correlation aligned projection (SCAP), and the cross-modulation aligned signal projection 

(CMASP) with convolutional neural networks (CNN).  The Vann studies provided this 

dissertation research with alternate processing algorithms to consider.  The use of neural 

networks was an intriguing, repeated thread in the papers of Tables 2.6 and will be 

discussed further in Chapter 5.  

 

 2.4.3.1 Algorithm Discussion 

The variant of algorithms used in the recent URE was intriguing.  Most studies used 

the FFT conversion from time domain, which adds a delay and complexity that may not be 

suitable and necessary in the EOD field.  On the other hand, it is clearly a benefit for the 

projects that designed their own collection hardware, like Yang (2016), Zhoa (2015), and 

Li (2018), where time-domain data collection is more accurate (Kuisma 2017) and cost 

effective (NI 2018).   
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Algorithms that would be of interest to explore for URE system threat effectiveness 

include Yangôs cosine similarity (2016).   Cosine similarity mathematically compares two 

signal data sets for similarity, with resulting scores between 0 and 1, where the closer to 1 

implies a better match.  The interest in Yangôs work is because of the projectôs similarity 

to this dissertationôs research and its ability to match down to the serial number of an 

emitter. In addition, it would be interesting to investigate if the more complex structures of 

the ORNL research (Vann 2018) provide any benefit for IED threat detection.  These ideas 

will be revisited in the Chapter 5 future research discussion 

The SAW matrix used in the current research and in the Friedel (2018) praxis is 

straightforward and effective.  It does not appear in the other studies and was an algorithm 

worth investigating further for URE threat determination.  The current research stress-

tested the SAW algorithm in simulations that expanded the system size and mode-handling 

capability.  The algorithm test methods used in this research may be of interest to URE 

system developers concerned with system growth and processing times. The URE SAW 

algorithm would be of interest to URE identification system developers because of its 

simplicity and demonstrated effectiveness for threat detection.   

 

2.4.4 Data Reduction 

Data reduction is critical in a URE threat-detection system because the quantity of data 

requiring processing determines size and speed of the system.  In the studied URE papers 

of Table 2-5 (A & B), few address data reduction.  The absence created an exploration 

opportunity for this subject research. This section will examine the two papers that do. The 

research discussion in Sections 2.4.4.1 and 4.2.2.2 will serve to fill a knowledge gap. 
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In Griffith (2007), the URE system used a UAV mounted receiver, flying over a threat 

area to map potential threats.  In a test, the original spectral density plot of potential threats 

measured and displayed 595 data records, each a potential individual threat.  Filtering the 

spectral input by adjusting the display threshold level reduced the displayed data to 163 

signals, achieving a 72.6% reduction.  Setting the filter level was critical.  If it was too 

high, a potential threat could be missed.  If it was too low, results in processing time were 

wasted on false targets.  The study did not elaborate further or provide an algorithm to 

optimally set the threat threshold level.  In this dissertation research, the objective was to 

derive and document repeatable processes for URE system signal reduction as in Sections 

3.2.2 and 3.2.3. 

Morden (2015) probably has the most focus on data reduction among the Table 2-5 

papers.   Data reduction occurred in building the library of known emitters. For each model, 

multiple sets or serial numbers of each model were tested.  Only the signals common to all 

tested serial numbers of the same model were kept for model record building.  In the next 

stage of model record building, the 10 most significant signals were culled from the entire 

set of common signals found in the previous step.  This was a staggering reduction, since 

the original common frequency list of each model is in the hundreds or thousands of 

signals.  The system builders provided a library of these 10 signal records to their 

customers.  The library can contain a large number of threat records, but the paper did not 

specify this amount.  The next data reduction occurred with the system operator who 

selected what portion of the entire threat library to use.  This enabled the operator to greatly 

speed up data processing times.  For EOD work, threats vary by geographic region, so a 
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threat detection system used in one part of the world only needs the threat records for that 

region. 

 

 2.4.4.1 Data Reduction Discussion 

Several of the URE processes in the other papers use strongest signals or feature, but 

their reduction processes are not discussed.  The Griffith work was the earliest found URE 

study with a focus on signal reduction.  However, the Morden work had more profound 

results, bringing the gigabyte size of a threat URE signature down to the staggering small 

size of just 10 signals.  

The current dissertationôs research contributes significantly to the specialty of URE 

data record reduction because it is the most detailed work on the topic found.  It studies a 

significant real-data database of 166 emitter objects over 12 model/modes and significantly 

reduces both the collected signals on an unknown emitter and the characteristic signals in 

a the URE system database.  It develops and describes the algorithms for achieving these 

signal reductions in both URE data acquisition and the URE database, in much greater 

detail than the few URE papers that address this topic. 

 

2.4.5 Moding 

Surprisingly, there is little discussion of a URE emitterôs modes.  The term ñmodeò in 

this work refers to the state of a URE-emitting model.  The terms ñmodeò and ñstate,ò 

referring to a modelôs ability to change state, will be used interchangeably in this 

dissertation.  For example, with an electronic watch, you could have states or modes such 

as ñshowing current time,ò ñcounting down in time,ò and ñcounting up in time.ò  There 
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being little discussion about modes is surprising because it is rare, these days, to find any 

electronic device with just one state because of the increasing complexity and lowering 

cost of modern electronics.   

The reason for the lack of studies on moding may be due to the complexity of 

distinguishing between modes of the same model.  Generally, URE requires the capture of 

weak signals, with sophisticated equipment, in noisy environments.  Moding adds the 

complexity of distinguishing between similar frequency spectrums of the same object, but 

in different states.  The difficulty in distinguishing between modes of the same model 

object is that the URE patterns can be very similar (Friedel 2018). 

In the 2018 ORNL study, Vann (2017) looked at the URE data for ñOnò and ñOffò 

states for 14 different models and successfully distinguished between ñOnò and ñOff.ò  The 

dissertation research was eager to identify any previous study on mode-determination using 

URE, for motivation to study the topic further.  While determining On/Off states was 

adequate for the ORNL application, the dissertation research needed the ability to 

determine a wider range of states for the purpose of threat detection and neutralization. 

In the 2018 George Washington University (GWU) IEEE paper (Friedel 2018), a cell 

phone was identified in two states (timer and airplane mode) with high accuracy (100%).  

The dissertation research built off of this work.  One objective of this dissertation was to 

see if adequate processing times could be achieved in a URE threat-detection system, while 

determining a threatôs state. 

The 2015 Carnegie Mellon University (CMU) conference paper (Laput 2015) on a 

touch recognition process called EM-Sense experimented with moding.  Laput used close-

range URE capture to demonstrate electric drill speed distinction.  This experiment mapped 
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the drill speed into four states (off, low, mid, and high) and achieved a 92.5% state 

classification accuracy.  This CMU use of URE for mode determination was probably the 

most advanced use out of the papers in Tables 2-6 and provided motivation for this 

dissertationôs research.   

The 2012 Missouri University of Science and Technology (MS&T) paper (Acharya 

2012) dealt with URE and states.  However, the states were Present, Not-Present, and 

Noise.  It does not distinguish between different modes on a same-model device, such as a 

cell phone in ñclock modeò versus ñairplane mode.ò  However basic, the MS&T was one 

of the early URE papers on state, and provided ideas to build on, for the dissertation 

research. 

In the 2010 University of Washington (UW) paper (Gupta 2010) using transient noise 

electromagnetic interference from switch mode power supplies, a study successfully 

showed the ability to monitor several states of household electronics. In addition to the 

ability of distinguishing appliance On and Off states, the study was able to identify different 

washing machine cycles and changing dimmer switch position.  The 2010 UW paper was 

one of the first URE studies on mode that went beyond On and Off states, providing the 

dissertation research a foundation to build on.  

 

 2.4.5.1 Moding Discussion 

These recent works on URE mode distinction, although very basic, prove the ability of 

determining electronic equipment modes through URE data collection and analysis.  The 

most relevant work to the subject of this dissertation project the GWU IEEE paper (Friedel 

2018), which is using the same process as the current research.  The 2015 CMU paper 
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(Laput 2015) also shows the great potential of URE to distinguish states, the subtle 

differences in a drill speed was distinguished by analysis of electromagnetic radiation.  The 

research in this dissertation is a great addition to the URE field of moding because of the 

scarcity of study in the field and to its relevance by investigating if URE threat systems can 

accurately and efficiently handle an increasing database of URE mode data. 

 

2.4.6 Processing Speed 

Using URE for threat detection can require processing times of less than 10 seconds 

(NRC 2004), such as for airport security.  For military work, such as for counter-IED 

systems, the processing speeds may need to be less than 1 second (Army Technology 

2015).  This section will look at URE papers from Table 2-5  (A&B) that discuss processing 

times of 10 seconds or less and examine each closer for relevance to the work done in this 

research project. 

In Li (2018), processing times tested ranged from 2.5 ms to 100 ms.  At 2.5 ms, the 

accuracy was 95.47%, and at 100 ms, the accuracy was 99.68%.  The optimum time 

determined in the Li study was 13 ms.  These times are good for military applications.  The 

Li prototype is an active system (i.e.,  radiates energy), so that could raise concerns for 

public or IED-detection use.  In addition, it had an operating test distance of 2 to 100 cm, 

finding 80 cm the optimum distance with 99.5% accuracy.  That is perfect for 

transportation security but may require robots for IED work. 

In the EM-Sense paper (Laput 2015), 6 seconds of data are stored as the noise 

background, updating every 100 ms.  Object identification is done by a ñtouch,ò and takes 

a ñfew seconds.ò  These times are fine for transportation security but may not be fast 
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enough for counter-IED work.  The accuracies from speeding up the system would need to 

be investigated.  The object identification results for this study was 97.9% overall, varying 

from a low of 85.6% to 100% depending on the object type.  The touch measurement 

distance could be adapted for transportation security work but would require unmanned 

ground vehicles or UAVs for military work. 

In the ElectriSense paper (Gupta 2010), the FFT is updated 244 times per second, or 

every 4 ms.  That time is fine for threat work, but ElectriSense is a system that monitors 

power supply transients, so it is not designed for transportation or IED threats.  Its test 

accuracy was good, with a mean accuracy of 93.82% 

In Griffith (2007), the UAV sent data back to ground station, every 1.34 seconds, based 

on a data size of 16,000 samples and a sample per second (sps) rate of 12,207.    

The equipment the Griffith research used was capable of an eight times faster data rate, 

but then signal to noise ratio would increase.  An accuracy versus processing time study 

was not provided in that paper, so it could not be determined if processing time can be sped 

up while maintaining system effectiveness.  However, even at the current data rate, the 

processing time was adequate for transportation security.  The current time may not be 

adequate for counter-IED work, but the long standoff distance of the system (>500 feet) 

may be able to compensate for the greater than 1 second processing time.  

In Seguin (2009), one URE threat identification technique tested used a passive method 

of measuring URE of an unknown and then used that data to develop a correlation pulse.  

In a test of one object, the detection time was brought down from 100 µS to 20 µS.  

Detection distance was brought up from 3 meters to 40 meters.  Area under the receiver 

operator curve was 99%.  The detection times in the microseconds exceed functional needs 
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for commercial and military threat detection systems.  The passive nature, long offset, and 

detection-in-noise is suitable for IED work.  However, this test did not get into model 

distinction, which is an interest of the current research. 

In Shaik (2006), a bank of filters was used to detect known threats by their URE.  The 

detection times used are in the 20 µS range.  This time was adequate for commercial and 

military threat use.  However, the potential quantity of filters needed to cover all threats 

may make this technique impractical. 

In Weng (2005), a 20 µS data collection time was on three devices at 10 meters distance 

with a greater than 98% identification rate using a neural network identifier.  These 

detection times, accuracies, and offset distances were good for commercial and military 

applications.  In the EOD community, a larger offset distance would be desired.  However, 

10 meters was fine for robotic work. 

In Dong (2006), three model vehicles were identified with 99% accuracy, by their URE 

using an artificial neural network.  The data acquisition time of 100 µS is very good.  Data 

processing was done offline.  Assuming the processing does not add much time to total 

identification time, due to the extremely small database of three models, 100 µS was 

suitable for commercial and military applications.  The offset distance was not discussed, 

and that would be important to know for EOD applications. 

In the EMI Spy paper (Zhao 2015), an inexpensive wearable EMI reader identifies and 

interacts with electronics within 2 meters, with 96% accuracy and a processing time of less 

than 1 second.  This processing time and offset distance were suitable for commercial 

applications.  The processing time may not be fast enough for counter-IED military work, 

and the short offset distance would only be suitable for robotic military operations. 
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In Friedel (IEEE 2018), the average processing times for different algorithms tested 

were 4 to 11 ms, with 86% to 100% accuracies, and a 2- to 8-inch test distance.  The 

processing times, accuracy potential, and test distance are suitable for commercial 

applications.  The processing time is also suitable for military applications, but the short 

offset distance would only work with robotics. 

 

2.4.6.1 Processing Speed Discussion 

Most of the papers examined have suitable processing times for URE threat detection 

work and thereby provided encouragement that the dissertation research could achieve 

product-useful processing speeds.  Not any of the projects in Tables 2.6A and B were 

perfect for EOD military work for various reasons: standoff distance (Zhoa 2015), active 

versus passive URE techniques (Li 2018), and greater than 1 second processing times 

(Griffith 2007).   

The subject research adds great benefit to the URE threat determination system field 

because it examined processing times in much greater detail than previously done.  It is the 

only research that examined processing time down to the signal level.  Additionally, it was 

found to be the only study to run simulations to stress the processing times needed for URE 

system expansion. 

 

2.4.7 Accuracy 

Studies in 17 of the papers addressed threat or target identification accuracies, and those 

accuracies were very good (>90%).  Since 17 studies had high accuracy, only the papers 

discussing URE systems that achieved 100% accuracy will be compared to the 
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dissertationôs subject research.  The objective is to find processes useful to a URE threat 

identification system that can achieve as close to 100% accuracy as possible. 

In Acharya (2012), HMM was used to distinguish one model radio from noise with 

100% success.  Spectrum analyzer measurements were taken at a 5-foot distance from the 

radio.  The HMM had five states, associated with spectrum amplifier power changes.  The 

experiment results are shown in Table 2-6. All 20 tests were identified correctly: 10 of the 

inputs were correctly identified as URE from the test emitter, and the other 10 inputs were 

correctly identified as noise. 

 

Test Results/Measurement Noise Signal Device Signal 

   # Device Identifications     0    10 

# Noise Identifications   10      0 

 

Table 2-6: HMM URE Test Results 

 

This test was for one model observed for presence or no presence in the environment.  

The ability to detect a targeted model has relevance to the IED threat world.  In comparison, 

the dissertationôs research was concerned with identification by model and discerning 

multiple models. 

In Stagner (2014), the URE detection method focused on the clock emissions 

emanating from clocked digital devices that could be exploited for use in IEDs.  A new 

detection algorithm, H-grant, was developed and tested by simulation, and did well, 

compared to existing algorithms.  All the algorithms achieved 100% accuracy, if noise was 

low enough.  This paper was relevant to IEDs, examining threat detection, but threat model 

identification was not discussed. 
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In Yang (2016), accuracies varied from 72% to 100% for identifying a specific serial 

number of an emitter model.  However, 100% accuracy was achieved in identifying model 

type only (not considering serial number).  That is very impressive and overlaps this 

dissertationôs research interests in model identification of an unknown emitter, without 

needing serial number distinction.  The method used for matching was cosine similarity.    

A total of 40 devices were tested from five models.  While that was a small database of 

models, the study still delivered promising results. 

In Friedel (IEEE 2018), 36 items were tested for 12 model/modes.  There was a quantity 

of three same-model test articles representing each model/mode.  A very simplistic SAW 

matrix was used for model decision making, which is impressive for its simplicity and 

accuracy, which started at 86% and achieved 100%, with system algorithm improvements.  

However, signal importance weighting, which had a large bearing on the high accuracy, 

was manually done.  The weighting was done before the testing, based on repeatable 

criteria (percentage of occurrence, signal amplitude, frequency stability), so it was not 

adjusted for accuracy.  However, for the technique proposed in IEEE (2018) to be practical 

for a commercial system, the signal weighting would have to be automated, which could 

readily be done by writing an algorithm to process the inputs of percentage-of-occurrence, 

signal amplitude, and frequency stability.   

The 2018 Friedel URE system program (IEEE 2018) was written with the ability to 

widen or narrow the signal frequency identification range.  This adjustment was added for 

the purpose of using the system as an inventory system, where the URE emitters remain 

the same (as in an office property monitoring system).  Widening a signalôs frequency 

range allowed more signals to be identified correctly with their associated model number. 
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Narrowing a signalôs frequency range enabled the avoidance of collisions between similar 

but different model signals.  A collision is where a signal is identified with the wrong 

emitter model.   

The pass rate of the Friedel URE system (IEEE 2018) without frequency band 

adjustment was 86%.  With the fixed inventory system adjustment, 100% accuracy was 

achieved.  The accuracy rates and functionality of this system were suitable for a fixed 

inventory system but inadequate for a bomb threat system where 100% accuracy is the 

goal. 

In Vann (2018), nine models were tested, with seven DASP algorithms and the lowest 

accuracy was 92.1%, but two algorithms achieved 100%.  These were impressive accuracy 

results, but the application was for non-intrusive load monitoring and may not be applicable 

to the IED-threat topic of interest of the overarching research. 

In Stagner (2013), a passive and active detector were compared.  Both methods 

achieved 100% accuracy if the noise was low enough.  However, only one model radio was 

used, and the objective was detection.  Stagnerôs paper did not cover the interest in model 

selection of the dissertationôs research. 

 

# of Radios in Test Method Distance (feet) Accuracy (%) 
1 HMM 6 100 
1 SVM 10 100 
1 NN 10 100 
2 HMM 3 90 
2 SVM 6 100 
2 NN 3 100 

 

Table 2-7: Passive Detection Test Results 
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In Acharya (2015), three passive URE detection methods were compared against one 

model radio.  The HMM, SVM, and NN techniques all achieved 100% accuracies.  SVM 

and NN worked at 10 feet.  HMM dropped to 90% at 10 feet.  When the techniques were 

tested with two simultaneous radios, the HMM method only achieved 90% accuracy.  SVM 

achieved 100% accuracy at 6 feet and NN at 3 feet.  However, again, this test is only 

covering detection and not identification.  A key objective of the dissertationôs research is 

model distinction, which Acharyaôs paper did not address.  Peak test results from the 

Acharya paper are summarized in Table 2-7. 

 

2.4.7.1 Accuracy Discussion 

All the URE studies that discussed accuracy had all achieved 100% accuracy. The Yang 

paper was of interest because of the systemôs similarity to this work and its ability to 

identify further than emitter model (serial number).   

The benefit to the URE field of accurate systems that the subject of this dissertation 

brings is a well-documented and very simple system that is easy to implement.   
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Chapter 3 ï Methodology 

 

3.1 Background 

3.1.1 Experiment Data Collection Methodology 

URE data collection was done in previous research work by the author (Friedel 2018) 

using the setup shown in Figure 3-1.  URE data was collected in two anechoic chambers, 

collecting data in two polarities simultaneously and storing the data on external drives.  A 

separate spectrum analyzer was used to measure the electromagnetic data for each 

chamber.  One computer controlled both analyzers. 

 

 
 

Figure 3-1: URE Data Collection Test Setup (Friedel 2018) 

 

 

Figure 3-2 shows the test setup for the current research.  In the current project, all work 

was done on a single PC, with the original systemôs URE data stored on an external drive.  

In addition to the PC screen, two external monitors were used to extend the display.  The 

details of the screen displays, which varied for the four segments of research (Collected 
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Signal Reduction, Characteristic Signal Reduction, Increasing URE Database Size, and 

Increasing Modes in the URE System) are discussed in Sections 3.2.2, 3.2.3, 3.3.3, and 

3.3.4, respectively.  

 

Figure 3-2: Current URE System Test Setup 

 

3.2 Signal Reduction Experiment Methodology 

3.2.1 Motivation for Signal Reduction 

The idea to minimize URE signals needed for processing in a URE identification 

system came out of previous research (Friedel 2018).  Table 3-1 shows details for the 12 

model/modes used in the URE system development and testing.  Column 1 is the model 

number (Model #).  Column 2 describes the type of object (Description).  Column 3 states 

the mode setting if used for testing (Mode).  Column 4 shows the number of same model 

objects used to derive the characteristic signals for that model (Test Objects: Character).  

Column 5 shows the quantity of each model, set aside to test as an unknown (Test Objects: 

Unknowns).  Column 6 is the total number of same model objects used in URE testing 

(Column 4 + Column 5; Test Objects: Total).   
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Table 3-1:  Model and signal details (Friedel 2018)
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Columns 7 through 14 provide details of the characteristic signals of each model.  

Column 7 is the measurement frequency range in gigahertz (Freq. Range).  Columns 8 

through 12 (Characteristic Signals: Detectability Level 1, 2, 3, 4, 5) divide the characteristic 

signals by increasing importance  The lower the Detectability Level, the more distinctive 

(high amplitude, stable frequency for examples) for model identification that signal is.   

Column 13 (Characteristic Signals: Totals: Signals) is the total number of 

Characteristic Signals for each model.  Column 14 (Characteristic Signals: Totals: Value) 

shows the total value of the characteristic signals for each model.  The value is calculated 

by adding the value of each of the modelôs signals.  Each signal value corresponds to its 

Detectability Level (Level 1 is worth 5 points; Level 2 is worth 4 points, etc.).  

Column 15 (Disadvantage Level) categorized each model by their characteristic signal 

value into levels of ñNot Disadvantaged,ò ñDisadvantaged,ò and ñVery Disadvantaged.ò  

The Disadvantage concept relates to the number of characteristic signals associated with a 

model.  The Disadvantage Level was used in several of the URE threat processing 

algorithms for model determination.  By observing Columns 8 through 14 in Table 3-1, it 

can be seen that some models had much fewer characteristic signals than others did.  

Additionally, some models had few or no distinctive signals (Priority Level 1).  The 

Disadvantage Level gave more weight to signals of a disadvantaged model, to enable the 

URE system to identify the disadvantage model in a noisy environment. 

Columns 16 through 19 provide details on the unknown signals used for testing the 

URE threat detection system.  Column 16 (# of Bands) is the number of frequency bands 

of data collection for each model.  Column 17 (# of Antenna Polarities) shows the number 

of antenna polarities used for each model.  Column 18 (Signal Collection: per Band) lists 
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the number of signals collected for each band per polarity for each unknown object.  

Column 19 (Signal Collection: Total) totals the number of signals collected on an unknown 

of a specific model. 

 

 

Figure 3-3: Processing Times for Six Algorithms (Friedel 2018) 

 

Earlier URE research (Friedel 2018) showed a clear correlation to the number of 

characteristic signals of a model within a URE database and that modelôs processing speed.  

This observation provided the motivation for the current research to reduce the number of 

signals that a URE threat identification system is required to process.   Figure 3-3 (Friedel 

2018) shows a graph of Test Object Processing Times (from about 3 to 17 ms), in the y-

axis, versus Model Number (Table 3-1, Column 1) in the x-axis.  Also shown in the x-axis 

below Model Number is the number of signals processed for each specific model (Table 3-

1, Column 19) to process as an unknown.  The identifying number of signals for each model 

varied because signal collection was proportional to the number of bands, Table 3-1, 
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Column 16, (portions of the complete electromagnetic spectrum) used for each model. In 

addition, the number of bands collected varied for each model since the data was collected 

for a work project that occurred prior to this dissertationôs research project.  The six traces 

in Figure 3-3 represent six progressive algorithms used for processing the threat data. 

Algorithms 1 through 6 are labeled SAW1, SAW2, SAW3, TREE1, TREE2, and FFA, 

respectively.  Table 3-2 (Friedel 2018) and Appendix B provides details on the six tested 

URE algorithms.  Algorithm 1 created the simple additive weighted (SAW) matrix for 

determining an unknown threat objectôs identity from its URE measurement.  Algorithm 2 

added semaphores on signal checking to avoid duplicate processing of an unknown signal 

and to make the system more accurate.  Algorithm 3 added additional weighting to signals 

of database models with few characteristic signals to improve system accuracy.  Algorithm 

4 added the first tree structure to the processing to determine the model of the unknown to 

make the system faster.  Algorithm 5 added a second tree structure to determine if a signal 

was in the upper or lower half of the frequency spectrum of the URE system to speed 

processing.   Algorithm 6 added force-field-analysis (FFA) structures to process signal 

amplitude data to make the system more accurate.  In Figure 3-3, although the six 

algorithms process data at different speeds, what is apparent is that a modelôs processing 

speed is related to that modelôs number of collected signals.  Model 1 has the fewest 

collected signals (30) and shows the fastest processing times (2.7 to 7 ms) algorithm by 

algorithm (SAW1, SAW2, etc.), while Models 8 and 9 have the most signals (66 and 64, 

respectively) and show the slowest processing times on average, (5.5 to 17 ms).  
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Table 3-2: Algorithm Testing Summaries (Friedel 2018)
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Figure 3-4 shows the average individual signal processing times for the prototyped 

URE Threat Processing system with the six different algorithms, taking into account both 

the collected signals per model and the characteristic signals per model in the database.  

Signal processing time is the time for the processing computer to process one signal in the 

collected signal file of an unknown test object while test object processing time is the time 

for the computer to process all the signals in the unknown test objectôs signal file.  The 

graphed average individual signal processing time, for each algorithm varied from about 

80 (SAW1) to 200 us (SAW3).  This graph shows that as the six algorithms progressed in 

development during earlier URE research (Friedel 2018), the average signal processing 

time became more non-linear.  This is an example of increasing algorithm complexity, 

discussed in Section 2.2.2 of this dissertation.  

 

 

Figure 3-4: Signal Processing Times-Six Algorithms (Friedel 2018) 
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Figures 3-4 and 3-5 show that every (known model) characteristic signal added to the 

database increases processing time of the system.  Even though the signal processing time 

is in the microsecond range, multiplying the signals collected on an unknown threat object 

and their comparison to the corresponding signals in the URE database will have a 

measurable effect on processing time, which is needed to be kept in the seconds or less 

range.  

Table 3-2 displays average threat processing times for the prototyped URE system for 

different algorithms used.  Column 1 states where the URE threat identification system 

would be located.  Column 2 describes the specific threat the URE system is looking for.  

Column 3 lists the maximum required threat identification time.  The start time of a URE 

processing system occurs when the potential threat is scanned (its URE signal measured).  

The stop time is when the system displays or indicates whether the scanned device is a 

threat or not a threat.  Column 4 provides a justification for the response time requirement 

of Column 3.  The system, with a 12 model/mode database, had processing speeds from 

about 4 to 11 milliseconds (ms).  Making the conservative estimate of the processing time 

being proportional to database size, increasing the database by several magnitudes would 

make this current system inadequate for most of the applications listed in Table 3-3 because 

the time to detect a threat would exceed the maximum useful timeframe (Table 3-3, 

Column 3).  URE threat system processing time will also be a likely concern as the URE 

database grows. 
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Table 3-3:  Threat Processing Time Requirements 

 

3.2.2 Collected Signal Reduction 

This section starts with an overview picture of the collected signal reduction process, 

followed by more detailed processing descriptions. Figure 3-5 is a block diagram of the 

Collected Signal Reduction test computer and displays.  A single Dell0 Precision laptop 
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computer, Model M4800, was utilized with three adjoining displays.  The computer sub-

displays plus processing computer display, yielded a total of eight displays.    

 

 
Figure 3-5: Block Diagram of Collection Signal Reduction Test Computer and Displays 

 

Observing Figure 3-5, the idea of collected signal reduction is to reduce the number of 

frequency-amplitude pairs in the input data (top center Sub-display 2 (Antenna Polarity 1) 

and Sub-display 3 (Antenna Polarity 2)), as much as possible and still achieve a correct 

model identification by the URE data processing program.   

The measurement polarity pairs used in this research is E (electric) and H (magnetic) 

field and V (vertical) and H (horizontal) polarizations.  E and H (magnetic) measurements 

are taken for frequencies bands below 1 GHz and H (horizontal) and V measurements are 

taken for the higher frequency bands.  E&H are measured very close to the test object (in 

the near-field) while H&V measurements are taken 1 foot or more away from the test object 

(in the far-field). 
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Figure 3-6 shows real collected URE data for one of the 36 test cases used in this 

research project.  Each frequency-amplitude pair in Figure 3-6 represents a collected signal.  

The data input file to the URE identification system would be the frequency and amplitude 

columns on the right side of Figure 3-6. 

 

 

Figure 3-6: URE Signal Data File for Model #1, SN 20 

 

The two top-center boxes in Figure 3-5 (Sub-displays 2 and 3) represent two unique 

data sets, each collected on a separate antenna with a different polarity.  This data is shown 

on the right side of Figure 3-6 (Frequency and Amplitude columns).  The blue shaded data 

represents a data set of one polarity, while the green-shaded data (E-Field) was measured 

in a second polarity.  Each of these datasets can vary from 1 to 33 frequency-amplitude 
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signal identifications (up to three signals collected on 11 bands), but typically, there are 

about 20 signals in a dataset.  

Polarity does play a part in signal removal.  Signals are removed one at a time (rows in 

Figure 3-6), in the collected-signalïreduction process and not in E ï H polarity pairs.  One 

polarity is given preference over another, as discussed in Section 3.2.2.1, where the signal 

removal algorithm is detailed.  

Figure 3-7 shows the output of the URE threat identification system.  On the right, is 

the value points accumulated for each of the 12 models in the database.  Each unknown 

input signal (a frequency-amplitude pair) that matches a database signal (the 230 

characteristic signals of in Appendix C) adds value for one of the database models.  The 

URE systemôs identification of the unknown input will be the database model with the 

highest value number.  In Figure 3-7, it is Model 11 with 15 value points.   

 

 
 

Figure 3-7: URE System Display Output 

 

The signal reduction was performed manually by removing signals one-by-one and 

then running the URE Threat Determination Program.  When a wrong model determination 
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was received from the URE data processing program, the last signal removed was returned 

to the input data.  An incorrect determination is obvious because the 36 system test cases, 

used as unknowns to test the URE system, are labeled with their correct model number in 

their corresponding filename.  The resulting set of signals was deemed the Minimal Input 

Data Set required to achieve a correct threat determination.  This set of signals is the 

smallest possible subset of the up to 66 signals collected on an unknown, needed to 

correctly identify the unknown.  Removal of any one signal out of the Minimal Input Data 

Set will cause the URE threat detection system to misidentify the unknown test object.  

Other than knowing the removal of any further single signal results in URE system failure, 

this Minimal Input Data Set looks like any other signal input data set for an unknown test 

object (Figure 3-6).  The signal file for the minimum data set contains up to 66 signals, 

with each signal represented by a frequency-amplitude pair, where the frequency is in hertz 

and the amplitude is the ratio of the signalôs amplitude over the maximum amplitude in the 

measurement band. 

The processing for this phase of the research could have been automated, but the 

researcher made the assessment that manual removal of signals would be quicker than 

modifying the program for automation.  This decision turned out to be the wrong because 

time to perform manual signal reduction was much greater than expected.   
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Figure 3-8: Process Flow of Collection Signal Reduction Test
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Figure 3-8 shows all the displays from Figure 3-5 in one figure, with arrows and 

sequential numbers showing the Collected Signal Reduction process flow.  Following the 

large numbers, adjacent to the arrows, in Figure 3-8, in Step 1, the two-polarity signal data 

for one of 36 test cases is moved into the input files of the URE processing program.  In 

Step 2, one of the signals is removed, as part of the signal reduction goal.  In Step 3, the 

processing program is run.  In Step 4, the output of the processing program appears on 

screen and is copied into a log file (Step 5).  In Step 6, key processing program output 

results, like model selection and processing time, are entered into a data log.  Steps 2 to 5 

are repeated until the maximum Collected Signal reduction is achieved, which is one 

iteration before the URE Threat Processing Program selects the model incorrectly. 

 

 

Figure 3-9: Process Flow Details - Minimum Collected Signals Determination 
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Figures 3-10 (Minimum Collected Signals Determination) and 3-11 (Minimization 

Process Steps) break up the process flow to show more detail.  In Figure 3-9, the input data 

Excel files are populated from the database of test data containing all signal sets (Frequency 

ï Amplitude pairs) for the 36 model/mode test cases collected for the earlier research 

(Friedel 2018).  Signals in the input data Excel files are removed one signal at a time by an 

algorithm that will be discussed in Section 3.2.2.1.  Figure 3-10 depicts the signal 

minimization process steps of executing the URE Threat Identification program, storing 

key output data information in a spreadsheet and placing the entire output file into a text 

log.  This stored data information is 1) the unknownôs model identity determined by the 

program, 2) the percentage of signals in the unknown signal file that are the selected model 

signals, and 3) the percentage of signals from the selected model.  These steps observe 

whether the threat identification is correct (if not, reduction process is finished).  The text 

log (Sub-screen 5 in Figure 3-5) records all the input data and all the output displays.  This 

text log also contains all the Minimal Input Datasets for all 36 tested unknowns.  The log 

provides a history of the tedious process of testing the input files until failure and then 

restoring the last removed signal to derive the Minimal Input Dataset. 
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Figure 3-10: Process Flow Details - Minimization Process Steps  

 

3.2.2.1 Signal Removal Algorithm 

In Figure 3-9, the process flow for Minimum Collected Signals determination shows 

an algorithm being used, depicted by a circle, that determines each succeeding signal to 

remove from the up to 66 signals collected on an unknown device by the prototype URE 

system.  Figure 3-11 shows the process diagram of the algorithm developed for this task.  

In Block 1, the weakest signal in amplitude, regardless of frequency, is removed.  Signal 

amplitude in the prototype system was measured in decibels and converted to a normalized 

value, between 0 and 1, by dividing each amplitude in a frequency band by the strongest 

amplitude in that band.  This process of removing the weakest signal is repeated every 

iteration of signal reduction until only signals of a normalized amplitude of 1 are left.  The 

process is continued until the URE threat-processing algorithm fails to correctly identify 

the unknown.  If there is an incorrect model selection before removing all the weak signals, 
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the last signal pair is returned to unknown signal data files, and that file is declared the 

minimum signal file of the tested unknown that enables correct model identification. 
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Figure 3-11: Process for Reducing Signal Collected on an Unknown 
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There is a rationale for the weak signal removal of Block 1, as part of the collected 

signal reduction process.  Weak RF signals are inherent with repeatability problems due to 

overshadowing by stronger signals, being buried by noise floor levels, or stressing the 

capability of the receiving and processing components.  Stronger signals are more reliably 

found, making them more important in model identification (ACMA 2018).  Stronger 

signals are more likely to be measured again in a same-model test object, since weaker 

signals are easier to be blocked from detection by noise.  For this reason, stronger signals 

were typically given a higher weighting value in the model-determination algorithm, giving 

further reason to retain such signals in a signal reduction process. 

Block 2 processing starts after Block 1 completes on the remaining signals of a 

normalized amplitude of 1.  For every signal reduction iteration, at this point, the lowest 

frequency signal is removed.  The process is continued until the URE threat processing 

algorithm fails to correctly identify the unknown.  When this state occurs, the last correctly 

identified signal collection is recorded as the minimum collection of signals needed to 

correctly identify the tested object. 

There is a rationale for signal reduction beginning at the lower frequencies.  With 

current technology, fewer signals exist in the higher frequency spectrums.  This is because 

higher frequency components are more expensive, making them less common, and thus 

there are fewer higher frequency compared to lower frequency devices.  In addition, there 

is less noise in the higher frequency spectrums, making it easier to identify a higher 

frequency signal, making them more desirable as a test object identifier than a lower 

frequency signal.  However, the URE threat detection system must be able to handle both 
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low and high frequencies, since low-frequency emitting devices are more likely to be used 

in the field given their lower cost (Breed 2011).  

Block 3 is executed if two signals exist with the same amplitude and frequency but 

have different polarities.  Polarity did not play a factor in Blocks 1 and 2 of the algorithm 

because signal amplitude was the overriding factor in Block 1 and frequency value was the 

dominant factor in Block 2.  Polarity describes the orientation or type of measurement 

antenna used to collect the data.  Polarized antennas are designed to efficiently measure 

signals of the same polarity-type as the measurement antenna.   

The occurrence of strong signals found in two polarities is actually common with signal 

measurement in multiple polarities because a strong signal is commonly strong in multiple 

polarities (Mimosa 2019).   

As an example of Block 3 of the collect-signal-reduction algorithm, if the measurement 

was done in the near-field and E and H field measurements were taken, then the E-field 

measurement is kept over the same-frequency and same-amplitude H-field signal.  The 

rationale for this rule is that E-field data is more commonly measured and typically 

produces stronger signals, with stronger signals having a better ability to identify a test 

object than a weaker signal (Physics Stack Exchange 2014). 

Similarly, if the same-frequency measurement was done in the horizontal and vertical-

polarized far-fields (instead of E and H-fields), the vertical signal is kept over the same-

amplitude and frequency horizontal signal because vertical data is more likely to be 

measured for a test object.  This is because vertical polarization of electronic equipment is 

more common than horizontal, since the test objectôs transmit antenna typically is 

positioned vertically above the electronic product (Poole 2019). 



 

83 
 

This algorithm for minimizing the number of collected signals for an unknown object 

worked very well in greatly reducing collected signal files, as will be shown in Chapter 4.  

The algorithm was chosen for its simplicity and proven effectiveness.  However, more 

complex algorithms that are better in reduction can be developed, and these will be 

discussed in Chapter 5.   

 

3.2.3 Characteristic Signal Reduction 

The second signal reduction project of this research was to minimize the signals stored 

in the URE system database.  The goal of this sectionôs research was to remove as many 

of the characteristic signals from the database as possible, while maintaining identification 

accuracy on the 36 test objects (initially at 100%).   

Data was used from the prototyped URE threat identification system from the original 

research project (Friedel 2018) so that there was no need to generate simulated data for this 

phase of the research.  The same test setup, shown in Figure 3-5, was also used for 

characteristic signal reduction.  Figure 3-12 displays the three screen data sections for 

characteristic signal reduction, with the process flow.  Figure 3-13 provides a detailed 

process flow in block diagram form. 
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Figure 3-12: Characteristic Signal Reduction Process Displays



 

85 
 

 

 

Figure 3-13: Diagram of Characteristic Signal Reduction Process 

 

On the left side of Figure 3-13, the tan-colored blocks represent the loading of input 

URE data into the processing program.  The method used copied one unknown objectôs 

URE dataset into the horizontal and vertical polarity CSV files that the URE processing 

program used as data input.    Each test case data set was put through the signal reduction 

process, described below, before the next data set was entered. 

In the Signal Removal section (Pink-shaded) of Figure 3-13, the data from the Table of 

Signals was examined to determine which characteristic signal of the model-under-test to 

try to remove next.  The Table of Signals is the database of all known signals in the URE 

threat identification system database.  For the URE system used in this research, the signals 

were collected in the earlier URE research (Friedel 2018).  A total of 230 signals were 

identified, with each signal assigned to one of the 12 database model/modes.  Table 3-1, 

Column 13, shows how the 230 signals break down for each of the 12 model/modes.  For 
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each signal, the Table of Signals also contained the signal number (1 to 230), its frequency 

and amplitude range, measurement antenna polarity, percentage of time the signal appeared 

in the characterization data (Probability), and the importance of the signal to model 

identification (Priority).   

Table 3-4 shows the details of one modelôs data from the Table of Signals (Appendix 

D).  Column 1 is the signal number assigned to each signal.  The URE system in this 

research had 230 signals among the 12 model/modes so that the signal number assignments 

ranged from 1 to 230.   

Column 2 is the model number for the 12 model/modes in the URE threat system database.  

For the current research project, Model Numbers 1 through 12 are used.      

 

 

Table 3-4:  Signal List for One Model 

 

Column 3 indicated the polarity of the measurement antenna.  Signals were measured 

in two polarity pairs, for a total of four polarities.  The polarity pairs were Horizontal 

(Horitz.) and Vertical (Vert.) or Electric (E-field) and Magnetic ( H-field).  
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Columns 4 through 7 describe the frequency of the signal.  Columns 8 through 11 

describe the amplitude of the signal.  Column 12 is the percentage of times the signal 

showed up in the characterization objects for each model and is used to determine the 

Signal Priority.   Column 13 shows the Signal Priority, which is the importance of the signal 

in identifying its associated model.   

 

 

Figure 3-14: Section of Code with Characteristic Signal Removed 
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The complete Table of Signals is located in Appendix D.  The algorithm used to 

determine which signals to remove, based on the data from the Table of Signals, is detailed 

in Section 3.2.3.1.  

When the determination is made to remove a characteristic signal from the URE threat 

identification system (deeming the signal unnecessary for identifying an unknown threat 

object), removal is achieved by deleting the program code associated with the specific 

signal being removed from the URE threat identification program, by turning it into a 

comment statement.  MATLAB was the programing language used because it was a 

popular scientific language (designed to be used with math formulas).  Figure 3-14 shows 

a portion of the software code for the project URE system, with some of the code disabled 

to reflect the removal of Signal 49.  

After removing a signal, the URE program is runðshown in the color-blue-shaded-

area of Figure 3-13ðand results displayed on the PC screen.  If the URE system identifies 

the test model correctly, the signal removal process is repeated.  If the URE system fails by 

incorrectly identifying the test object, the last signal is returned to the program, and that 

previous signal configuration is deemed the Minimum Characteristic Signal file for the 

model number tested. 

A text file log was kept of all program runs by cutting and pasting the MATLAB output 

into a text file.  In addition, key output values were entered into a spreadsheet record (see 

bottom section of Figure 3-12).  These values include Run Time, Selected Model, and a 

Removed Signal record.  This enabled the operator to track test progress on one PC, in 

addition to providing a backup to the test data.  These processes could be automated, as 
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discussed in Chapter 5, to process without operator intervention, using the developed 

algorithm discussed in Section 3.2.3.1.   

 

3.2.3.1 Characteristic Signal Reduction Algorithm 

In the process diagram of Figure 3-13, for minimum characteristic signal determination, 

a circle represents the reduction algorithm used to determine the next characteristic signal 

to remove.  The algorithm is shown in Figure 3-15.  Unlike the algorithm for Unknown 

Signal Reduction, which was logically thought out before testing and proved successful, 

the Minimum Characteristic Signal algorithm evolved over several weeks of data 

collection.  



 

90 
 

 

 

Figure 3-15: Minimum Characteristic Signal Algorithm Flow  
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The algorithm flow shown in Figure 3-15 was executed for each model in the URE 

Threat Detection System database.  In Block 1, the URE system is run for each test object 

of the test model.  In the research system, there are three objects for each of the 12 

model/modes.  The weakest object is used in the next steps of the algorithm.  The weakest 

object is determined by reading the system output display for each test object.   

Figure 3-16 shows an annotated example output display.  It is an enhancement from the 

output display of Figure 3-7, providing more information about the threat identification.  

The data on the left is the same as Figure 3-7, showing the signal value accumulated for 

each database model.  The top line on the left identifies the unknown by model.   The new 

information are the next two lines on the left of Figure 3-16 showing percentages.  The first 

number (9.03%) is the percentage of test object data that matches the selected threat.    The 

second number (93.75%) is the percentage of database threat signals of the selected threat 

that has been found in the test object data.    The weakest test object, for use in the 

Characteristic Signal Reduction Process, has the lowest scores for both of data match 

percentages. 

 

 
 

Figure 3-16: URE Threat Determination System Output Display  
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After selecting the weakest test object, characteristic signals not used were removed 

from the URE program (Figure 3-15, Block 2), as discussed in Section 3.2.2.1 and 

displayed in Figure 3-14.  The code associated with the unused signals were then 

commented out. 

Signal selection criteria for an unknown threat object were examined closely in the 

earlier research (Friedel 2018).  There are several reasons why many of the collected 

signals on an unknown threat object did not get used by the URE threat system processing 

algorithm.  The top reason is that only the strongest signals got selected as characteristic 

signals for inclusion in the URE database, during URE system development.  Looking at 

the characteristic data for one model (Model 3) with 11 test objects shown (Figure 3-17), 

it can be seen there are potentially dozens of signals, just on one band.   

 

 

Figure 3-17: Characteristic Data: 1 model, 1 band, 11 test objects 



 

93 
 

Another reason for unused signals collected on an unknown object was electromagnetic 

noise.  High noise levels could interfere with signals, making it difficult to correctly select 

the signal as in Figure 3-18 A.  Electromagnetic noise could also appear as spikes (very 

narrow signals) during data collection, as in Figure 3-18 B and could be mistakenly 

recorded as a URE signal.  Both types of noise could be caused by interference from other 

electromagnetic transmissions or measurement equipment problems. 

 

 

Figure 3-18: Signal Noise 

 

In Blocks 3 through 6 of Figure 3-15, the least important characteristic signals are 

removed one-by-one, until the URE system fails, (i.e., makes an incorrect threat 

assessment).  The characteristic signalôs Priority Number (from Table 3-1, right-most 

column) determines signal importance.   

If more than one signal exists with the same priority (Block 4), then the lower frequency 

signal is removed first. As with the Unknown Signal Collection Reduction Algorithm: 

higher frequency signals are more distinctive because the signal population decreases as 

frequency increases. 

If the frequency selected for removal has two signals in different amplitudes (Block 5), 

the Vertical or Electric polarized signals have priority to remain in the system database, 
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over Horizontal or Magnetic, because Vertical and Electric measurements are more 

common and typically stronger. (Integrated Publishing 2013)  

After the characteristic signal-to-remove has been determined and removed, the URE 

Threat Detection Program is executed (Block 6).  If the correct model number selected as 

the threat, the next weakest characteristic signal is selected (back to Block 3).  

Signals are removed until the URE program fails by selecting the wrong database 

model as the threat.  When that happens, the last characteristic signal is returned to the 

system by uncommenting the commented-out code (Block 7).  The remaining same-model 

URE data files are tested against this reduced characteristic signal set (Block 8).  These 

remaining URE data sets typically pass because they are stronger matches to the pre-

reduced characteristic signal database (Block 1).  If one or more of the stronger test objects 

fails to match the correct model, reinsert characteristic signals, one-by one, in the reverse 

order to their removal (more important signals are returned first) by uncommenting the 

commented-out program code associated with the returned signals (Block 9).  The 

characteristic signals, associated with the tested model, that remain in the URE program 

become the Minimum Characteristic Signal file for the tested model.  This process was 

repeated for all 12 models in the database. 

This section of the research was very successful in its goal of reducing characteristic 

signals in a URE threat detection system database.  Reductions were very significant and 

will be presented in Chapter 4.  Additionally, the reduction technique derived was 

repeatable and able to be put in algorithmic form as shown in Figure 3-15. 
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3.3 URE System Expansion 

3.3.1 Background 

The research objective of the URE System Expansion experiments is to identify limits 

to the threat systemôs expansion that may hinder the systemôs viability across the range of 

applications identified in Table 3-3. A URE system can fail due to its threat-determination 

speed requirements.  Table 3-3 lists several threat situations and the response times needed 

from an associated threat detection system.  While some scenarios allow for long 

processing (detection) times, such as perhaps checking baggage on a plane, most threats, 

such as terrorist bomb threats, require a seconds-or-less response.   

Increasing the URE threat detection database size will also challenge its accuracy, and 

it is accuracy that is critical to a threat detection system (Brodie 2005; DeForest 1984; 

Schubert 2004).  As threats are added to the URE database, the chances of characteristic 

signal collision increases. That is, where different model objects share or have similar 

identifying URE signals.  In real data, similar electronics would have similar components, 

producing matching frequencies between different models.   

As the number of common signals between different URE database models increases, 

the chance of misidentifying a threat becomes greater.  Additionally, moding is also 

problematic to system accuracy because modes of the same model can have almost 

identical URE signatures.  

 

3.3.2 Software Structure Changes 

In this portion of the research, new data was required to test the growth of the URE 

system in both models within the database and mode-handling ability.  Due to cost and 
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schedule limitations, data needed to be simulated to achieve the quantities necessary to test 

the limits (point of failure) of the URE system. 

The current URE threat processing program was not amenable to the massive 

expansion required for this phase of the research because of the size of the code (>4000 

lines-of-code) and its complexity (multiple tree-structures used).  The block diagram of the 

original URE program from the 2018 GWU research (Friedel 2018) is shown in Figure 3-

19.  

 

 

Figure 3-19: Original URE Program Process Flow Before Redesign 

 

Figure 3-20 shows the structure of the new URE threat-processing program.  The AND 

gates and SAW matrix remain from the previous research version (Figure 3-19).  The 

unique information for each characteristic signal is stored in the tables shown and is pulled 
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into the program when needed, instead of having a paragraph of code for each new signal, 

as in the previous research version (Algorithm 6).  Any added characteristic signal just 

requires a new table entry into each table, making system expansion simple.  The new table 

structures are Model Number, Polarity, Priority, Start and Stop Frequencies, High and Low 

Frequencies, and Frequency and Amplitude Adjustment.  This new program is named 

Algorithm 7 and is contained in Appendix E. 

 

 

Figure 3-20: Modified URE Threat Determination System Program 

 

3.3.3 Increasing URE Database Size 

Using the new program, which is extremely modular and expandable, the URE threat 

identification database was increased in size by 2, then 5, and finally by 10 times.  This 

expansion was achieved by just adding entries into the URE programôs data tables (Figure 
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3-20) without any increase in program code.  On the next iteration, the system 

multiplication factors became 20, then 50, and then 100 times.  This expansion iteration of 

2x10^n, 5x10^n, and 10x10^n, where n equals 1, 2, 3, and onward, continued until the 

URE system failed.   

Failure was either identifying an unknown threat incorrectly, running out of computer 

memory, processing a threat too slowly (exceeding time limits of Table 3-3, Column 3), or 

a system crash for any other reason.  Processing time failure was set at 1 minute, which is 

already too high for several of the proposed URE threat applications but still has some 

threat-prevention application. 

The URE signal characteristic database was multiplied in both quantity of characteristic 

signals and quantity of models.  Just expanding the characteristic signal database, while 

keeping the model count constant, would test the URE threat system for its capability to 

grow in size.  However, growing both the model and signal databases simultaneously is a 

more realistic method of simulating system growth, so this was the method of system 

growth utilized for testing. 

The technique used to create the expanded model database is to use the original model 

data and shift it in frequency for every new model added.  A constant of 10 kilohertz is 

iteratively added to the signal of every new model in the collected URE data set of 36 test 

cases and the characteristic signal library.  The URE threat identification database is being 

increased x2, x5, x10, x20, x50, etc., until system failure.  For example, if Model 1 

originally had a signal of 5 MHz in the database, the newly created Model 1A would have 

a signal of 5.010 MHz when the database size doubled.  When the database size multiplied 
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(expanded) by five, new Models 1B, 1C, 1D, and 1E would have created additional 

frequency signals of 5.02, 5.03, and 5.04, 5.05, respectively, where: 

 

f1+i =fi + i x 10,000  hertz          i = 1, 2, 3, 4, é  n                                                                      (1) 

Where n is the system multiplier:  n = 2, 5, 10, 20, 50, 100 é 

f is the signal frequency; f1 is the original frequency 

 

Since both the 36 unknown test cases and the characteristic signal database are 

multiplied in each iteration, the first doubling of the database produces 72 unknowns (2 

times the original 36 cases), 24 database model/modes (2 times the original 12 

model/modes), and 460 signals (2 times the original 230 signals).  This model and signal 

information is stored in the URE system database files, shown in Figure 3-20 

(Characteristic Signal data Tables).  This pattern of URE database growth is continued as 

the database is multiplied 5 times, 10 times, 20 times, and so on.  Table 3-5 lists the 

increasing URE parameters (i.e., Models, Characteristic Signals, and Unknown Threat 

Objects) as the database is multiplied in size. 
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Table 3-5: URE System Growth Parameters 

 

This technique of data creation has several realistic benefits compared to real data 

generation, besides being completely automated and schedule and cost beneficial.  The 

realistic nature of signals (e.g., their flaws and randomness) present in the original real 

signal data are copied and present in the expanded datasets.  For example, the original data 

contains a high percentage of noise signals, which is inherent in RF data collection and 

therefore a realistic feature to the simulated data.  Additionally, the created data follows 

the original dataôs random pattern of being spread over a wide spectrum, from the kilohertz 

to the gigahertz range, which adds more realism to the data. 

One weakness of the simulated data is that frequency collisions, while not eliminated, 

are reduced, compared to actual measured data.   For the current research, the simulated 

data was deemed satisfactory to the research objectives.  
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Overall, this database expansion experiment was successful.   The URE program design 

proved capable of handling extremely large growth because the software does not increase 

in size.  However, most importantly, this experiment provided essential processing time 

data that will be analyzed in Chapter 4 to determine the feasibility and limits of growing a 

URE threat system.   

 

3.3.4 Increasing Modes in the URE System 

For this part of the research, data had to be simulated.  Similar to the URE system 

expansion, the original real URE data was used and expanded to give the new simulated 

data the realism of measured data.   

The researcherôs experience with URE moding was limited, with just one case studied 

in the URE prototyped system (Friedel 2018).  From that case, mode distinction was 

difficult because the two URE test cases were so similar.  However, that distinction was 

possible because the new mode did have unique signals when compared to the original 

model state. 

Using that experience, the simulation of moding was done by adding a unique signal 

for each new mode. For every iteration of mode test, a new modeôs unknown data set 

(simulated unknown input data) was created, and the new mode with its corresponding 

characteristic signals added to the URE system database of known model/modes.  The 

initial system database started with 12 models with no additional modes.   After one 

iteration, there were the 12 original models and 12 new modes, for a total of 24 

model/modes in the system.  After two iterations, there were the original 12 models and 24 

modes (two modes for each of the 12 original models), for a total of 36 model/modes in 
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the system.  This pattern would continue until the system failed in accuracy, processing 

time, memory failure, or any other problem. 

Similar to Increasing URE Database Size, this simulation decreased the expected 

collision problems that would likely appear in real data collection of similar model RF data 

collection.  However, as before, this simplification was deemed a reasonable compromise 

to develop effective research data within budget and schedule. From experience on the 

prototype URE system, there are successful techniques to control collisions (Friedel 2018).   

Simulation effectiveness will be examined more closely in Chapter 5. 

 

3.4 Methodology Conclusions 

The methodology for reducing collected signals and database signals was successful, 

along with the ability to derive signal-reducing algorithms for both efforts.  Similarly, the 

URE system software was able to be modified to systematically grow the URE system (the 

database of the system; the processing software size remains constant) in both increased 

model and mode handling the ability.  The data collection results and satisfaction of the 

four research objects were examined in Chapter 4.  
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Chapter 4 ï Findings 

 

4.1 Organization of Findings 

The findings for the respective research objectives, discussed in Section 1.5, were obtained 

through the methodologies explained in Chapter 3.  The findings are organized according to their 

research objective as follows:  . The research methodology associated with the objectives are 

I) Signal Reduction in a URE System (Section 3.2) and  II) URE System Expansion 

(Section 3.3).  Hypotheses test results are in Section 4.4. 

Each of these major research objectives had two parts.  For Signal Reduction: 

1) Collected Signal Reduction (Section 4.2.1) 

2) Characteristic Signal Reduction (Section 4.2.2). 

For System Expansion: 

1) Increasing URE Database Size (Section 4.3.1) 

2) Increasing Modes in the URE System (Section 4.3.2)  

   

4.2 Signal Reduction 

4.2.1 Reduction of Signals Collected on an Unknown Emitter 

4.2.1.1 Algorithm for Collected Signal Reduction 

4.2.1.1.1 Algorithm Overview  

Figure 4-1 is the high-level view of the process flow of Figure 3-8.  This algorithm 

worked well, which will be shown in Section 4.2.2.2  The signals were first removed by 

strength of amplitude, with the weakest removed first.  This was done because strong 



 

104 
 

signals are more identifiable in a URE profile.  Weak signals get hidden by the varying but 

prevalent electromagnetic background noise in the environment from other electronics and 

communication transmissions.   

When only strong signals remained (amplitude value of 1), signals were removed by 

frequency level, with the lowest values removed first.  This removal approach was done 

because higher frequency signals are more identifiable in an unknown emitter because the 

frequency spectrum typically has less activity as frequency increases due to factors such as 

increasing cost of components and test equipment as frequency increases (Keysight 2019; 

Rysavy 2012).     

 

 

Figure 4-1: Overview of Unknown URE Signal Reduction Algorithm  

 

The last part of the algorithm gives preference to 1 of the 2 polarities used for data 

collection, in the case of having 2 signals with the same frequency and amplitude.  Having 

2 signals with the same frequency and amplitude is common in URE data collection 
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because typically a strong signal of one polarity will also show up in another polarity 

measurement, too.   The reason for showing preference to one polarity over the other was 

that 1 of the 2 polarities collected typically had stronger signals.   

In all 3 parts of the algorithm, the determined lowest importance signal was removed 

first, and the processing algorithm was run.  When the unknown emitter could no longer 

be identified correctly by its remaining signal, the last passing data set was deemed the 

ñminimalò set of URE signals needed to identify the unknown correctly.  The data set for 

an unknown threat object in this research URE threat identification system consisted of 1 

to 66 frequency-amplitude pairs, with each pair representing a measured or simulated URE 

signal.  The derivation of the 66 maximum signals is discussed in earlier research (Friedel 

2018). 

The algorithm could have been improved further, which will be discussed in Chapter 

5, but the as-is algorithm proved the research goal: the ability of consistently being able to 

reduce the number of signals collected on an unknown emitter for a URE threat system.   

 

4.2.1.1.2 Collected Signal Reduction Results 

Tables 4-1 and 4-3 summarize the test results of Collected Signal Reduction (Section 

3.2.2). Table 4-1 contains the test results for models/modes 1 through 12 (36 test cases). 

The dark green highlights show test object signal files reduced by 90% or better, but with 

more than one signal remaining (2 to 4 signals).  The percentage of signals removed from 

the reduced datasets ranged from a low of 19%, in one dataset to a high of 98% in 6 datasets.  

All datasets reduced by over 90% are also highlighted in lighter green. Initial input data 
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files were as large as 61 signals.  In 14 of the 33 reduced URE datasets, the number of 

signals remaining in the dataset was only 1.  Those datasets are highlighted in light green.   

In Table 4-1, 3 of the 36 models were not correctly identified by the URE threat 

detection program (Model 3, SN 3; Model 4, SN 2; and Model 5, SN 1), so further dataset 

reduction was not attempted.  The three test objects are highlighted in yellow in Table 4-1.   

 

 

Table 4-1: Unknown Signal Reduction Results 
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The problem causing the misidentification was found after data collection: the latest 

version of the processing algorithm was not being used.  Since the research project already 

had enough success cases for validating test results, additional data collection wasnôt 

required.  With three test objects not identified, the URE threat identification system had a 

33 out of 36 test case success rate, which gave the tested system an impressive 92% 

identification accuracy. 

 

 

Table 4-2: Summary Results for Unknown Signal Reduction Testing 

 

Table 4-2 summarizes the test results for all 12 models/modes and 33 test cases 

reduced.  Starting with an average of 41 input signals, the datasets were reduced to 5 

signals, on average, an average signal reduction of 78%.  The average processing times 

dropped from 1.6 ms to 0.37 ms for the reduced datasets.  This was a significant average 

processing time improvement of 77%. 

 

4.2.1.1.3 Collected Signal Reduction Results Analysis and Implications 

This signal reduction effort on URE data collection for an unknown object was very 

successful for the prototyped system of 36 unknowns.  All unknown datasets processed 

achieved significant collected signal reductions, from a low of 26% to a high of 98%.  

Considering an average of 41 signals initially in an unknown emitter dataset, 14 out of the 

33 processed datasets (42%) were reduced to a single signal, while 25 out of the 33 datasets 
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(76%) were reduced to less than 10 input signals.  Therefore, only 5 URE signals on 

average needed to be measured on an unknown threat object, compared to the average of 

41 signals that were collected for analysis, with 42% of the test objects only needing one 

signal.  This reduction is profound because typically hundreds if not thousands of signals 

get measured on an unknown threat (Section 3.2.3.1).   

This has very powerful implications for designing and fielding URE threat detection 

systems.  The test results show that in current practice, many more signals are collected 

than needed for identifying an unknown object by its unintended radiated emissions.  

Generally, the results indicate only the strongest signals (highest signal amplitude) and 

most distinctive signals (highest frequency) are needed.   

The need to capture just a few of the strongest and most distinctive URE signals for 

unknown threat identification reduces the burden on the required URE data processing 

system.  Significantly, fewer signals to process equate to faster processing times and lower 

memory requirements.  This, in turn, lowers the cost in URE system design, if the user can 

use a slower process speed and require less memory.  Even if a user has a large URE 

database for threat comparison, the potential requirement of only needing a few strong 

identifying signals enables more model data per storage megabyte and fewer signal 

comparisons, improving speed performance and reducing stress on computer resources.  

These results also affect the RF measurement side of the URE threat detection system.  

If only the strongest unknown signals are needed, data collection for the URE system is 

greatly simplified.  The costs of commercial spectrum reading instrumentation varies from 

the $100s (EDN 2013) to over $100,000 (Keysight 2019) for the most sensitive equipment.  
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Needing only to measure strong signals would greatly reduce the cost of a URE system, 

with a $1000 spectrum analyzer being sufficient (EDN 2013).   

Additionally, the measurement of strong signals allows for a noisier RF operational 

data collection environment, which reduces system costs further.  Besides requiring the 

more expensive spectrum measuring equipment, the measurement of weak signals requires 

a quiet operational environment shielded from RF noise.  This could be implemented like 

the current airport security systems where each passenger individually walks into a booth 

that does X-ray, microwave, or chemical scanning.  An URE-measuring booth could be 

shielded on the outside to reflect noise and have absorption material on the inside to further 

quiet the RF environment, enabling weak signal measurement.  A room like that would add 

thousands of dollars of cost to a URE system.  Needing only to measure strong signals 

could totally remove the need for such a booth or room and just require passengers to walk 

past a measuring antenna. 

In the IED detection realm, the need for measuring only the strongest signals would be 

very beneficial.  Needing to process only a few signals means a faster response time critical 

in some URE threat applications.  Additionally, fewer stronger signals again means a 

cheaper receiver can be used.  However, more beneficial than cost to the military, the 

simpler receiver can mean smaller and lighter (Nuts About Nets 2019), which is a priority 

for human or unmanned vehicles-mounted systems.   

The results  also showed that the higher frequency signals were more useful in unknown 

model identification.  Implementing this knowledge in URE system design would reduce 

system costs even further since signal collection on the lower frequency bands could be 
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eliminated.  Although instrumentation costs go up in price with increasing frequency, 

elimination of unnecessary measurement bands helps offset required equipment costs.   

The algorithm used for unknown collected signal reduction also favored collection of 

one polarity data over another.  Results indicate that multiple data-collection antenna 

polarities may not be necessary.  Collecting data in one polarity would be sufficient, again 

saving great costs in measurement time, measurement equipment, and computer resources.  

In the example of this URE research, millions of frequency-amplitude data measurements 

were actually collected, processed, and stored, always in two antenna polarities.  Moving 

to one polarity would cut this effort into exactly half.  That would be half the data storage 

and data processing effort.   

For this research project, data was collected for 166 test objects over an average of 8 

frequency bands in two polarities.  Test time was approximately 15 minutes per band of 

test data collection (not including setup time).  So, multiplying all these numbers together 

totaled 664 hours of test collection time.  Removing 1 of the 2 measurement polarities 

would cut that collection time to 332 hours. 

 

4.2.2 Reduction of Characteristic Signals in URE Database 

4.2.2.1 Characteristic Signal Reduction Results 

Characteristic Signal Reduction (Section 3.2.3) results are shown for each model in 

Table 4-3.  The green highlighting indicates Characteristic Signal files reduced to only 1 

signal or by greater than 90%. The reduction process was extremely successful, reducing 

all 12 model/mode characteristics sets to 10 signals or less from a starting average size of 

19 signals.  Ten of the 12 models were reduced to 5 characteristic signals or less and 2 
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models were even reduced to 1 characteristic signal.  Reduction percentages or the 

percentage of original characteristic signals removed varied from a low of 20% to a high 

of 96%, with the average being 72%. 

 

 

Table 4-3: Summary of Characteristic Signal Reductions 

 

4.2.2.2 Characteristic Signal Reduction Analysis and Implications 

These results have positive implications for URE system design.  From Table 4-4, only 

19% of the original characteristic signals were used in the reduced signal database (sum of 

column 3 divided by sum of column 2).  That greatly improves PC storage utilization for 
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the URE system design.  Compared to the original Characteristic Signal set, 5 times more 

model information could be stored in the URE database.   

URE processing times would greatly improve, with only 19% of the original database 

of signals to compare (Table 4-4).  That processing time savings would compound with the 

combined impact of the unknown signal reduction discussed in Section 4.2.1.  In the time 

data collected in Figure 3-4, signal-processing times per test object were proportional to 

the number of signals processed. Individual signal processing times averaged as high as 

250 µs, depending on the processing algorithm used, with test object processing taking as 

long as 17 ms.  The 72% average, or better, signal reductions achieved should have a 

corresponding effect on the processing times.  Similarly, better than a 72% average 

reduction on test object datasets in Section 4.2.2.1 would have a multiplying improvement 

on processing times.  

Collecting 72% (or greater) fewer signals to characterize a model for a URE database 

would speed up the data collection time for the characterization process, reducing system 

costs and making the data collection operation more efficient and effective.  Similar to the 

unknown data reduction results, the need for only the fewer (an average of four signals for 

the research URE identification system) strong signals reduces the need for expensive test 

equipment and RF environment noise reduction techniques.  Also similar to Section 

4.2.1.1.3, the lower frequency test band collection could be dropped, since the higher 

frequency signals are more important for unknown identification, saving more money in 

URE instrumentation requirements. 
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4.3 URE System Expansion 

4.3.1 Simulation Overview 

Simulated data was created based on the original real data measured.  The data 

simulation process required rewriting the original system software to enable indefinite 

(until system failure) growth.  The system processing time  in Table 4-4 shows the average 

time improvements due first to changing to a better PC and then by rewriting the processing 

algorithm.  The improved system processing time does not affect the objective of the URE 

system expansion testing of this section.  However, the ability to improve processing 

speeds of a URE system by changes to its software and hardware is examined in Section 

4.3.3. of this chapter. 

 

 

Table 4-4: URE Processing Time Improvements 

 

4.3.2 Expansion of Characteristic Signals in URE Database 

4.3.2.1 Simulation 1 

4.3.2.1.1 Description 

The theory behind Simulation 1 is found in Section 3.3.3. In this first of three 

simulations for URE system growth, the database size is multiplied in increments of N.  

Only the 36 original data test sets are tested.  New test cases are not created.  This 

simulation was created to quickly gauge the memory and processing speed limits of the 

URE system, before completing the programming required for full URE simulation 
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4.3.2.1.2 Simulation 1 Results 

The results of the Simulation 1 are shown in Figure 4-2.  Processing time in seconds is 

plotted against N, the URE system size multiplier.  The response to growing the system 

database is clearly linear (slope ╢5200 seconds), with every incremental multiplication of 

the system increasing processing time by about 192 µs. Table 4-5 is extracted from Table 

3-5, which determined useful URE system processing times.  The Simulation 1 is used to 

determine the expansion potential of the URE system.   

 

 

Figure 4-2: Simulation 1 Results 

 

4.3.2.1.3 Simulation 1 Results Analysis and Implications 

The results of this test are very promising for the potential of URE in threat detection.  

For example, the 0.38 seconds response time data point in Table 4-5 shows the potential of 

a URE system database containing 24,000 threats, which has to process all those files to 



 

115 
 

identify unknown objects, within a fast-enough processing time for military applications.  

If an even faster response time was needed, the potential database would be reduced 

proportionally.  For example, using the ~5200 slope, if a response time of 0.1 seconds was 

needed, the threat database could be as large as 520 threats (5200 * 0.1), applicable within 

a geographic threat region. Region refers to the land area of coverage of a database of 

threats.  Threat dangers vary, region by region (ThreatSTOP 2019, ICAO 2018). Reducing 

database size for faster response times could be accommodated by reducing the region of 

threat coverage and producing more region-specific databases.   

 

Location/  

Activity 

Threat Required 

Detect Time 

Potential System 

Multiplier  

Potential System 

Size 

Military/ 

Public Area 

Suicide 

Bomber 

Less than 10 

seconds 

52,000 10 seconds 

11.96M Signals 

624,000 Models 

Airport Gate  

Check-in  

Bomb 

Threat 

Seconds 15,000 5 seconds 

3.45M Signals 

180,000 Models 

Military IED 

Counter-

measures 

IED 

Threat 

Less than a 

second 

2,000 

 

0.38 seconds 

460,000 Signals 

24,000 Models 

Table 4-5: URE System Expansion Potential 
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If the URE threat systemôs application can support a slower processing time, Table 4-

5 shows a potential 624,000 model database with about 12 million signals and a 10-second 

response time.   

Performance for this simulation could be improved by using a better PC within the 

URE system.  Using a PC with a faster processing time should improve the processing 

speed proportionally.  Table 4-6 compares computer-processing speeds for the PC used 

versus one of the fastest PCs currently available.  Table 4-6 also projects what the database 

size improvement would be for the military IED countermeasures of Table 4-5.  The yellow 

coloring highlights the database size improvement with the better PC.  With the continuous 

trend to make PCs faster, it is likely that URE threat detection systems will be able to 

continuously improve performance by upgrading the processing PC.  

 

 

Table 4-6: URE System CPU Speed Potential (Intel 2018) 

 

4.3.2.2 Simulation 2 

4.3.2.2.1 Description 

In this simulation, not only is the database multiplied by an increasing non-zero positive 

integer, like in the previous simulation, but so are the number of unknown objects.  The 36 

unknowns, over 12 models (3 objects for each model) are multiplied by the same value as 

the database.  For example, when the URE system is doubled in size, the number of 
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unknowns increases to 72 datasets; when the URE system triples in size, the number of 

unknown datasets increases to 108; and so on for each incremental multiplication of the 

URE system.  

The new datasets are created from the original real data by adding 10 kHz to the original 

frequency value.  For example, a signal within an unknown dataset with the value of 5 kHz, 

will 15 kHz (5 kHz + 10 kHz) when a second dataset is created from the original data, 

when the URE system doubles in size.  When the URE system triples in size, that original 

5 kHz signal becomes 25 kHz (5 kHz + (2 x 10 kHz) when a third dataset is created from 

the original data.  This pattern is followed for each of the original unknown dataset signals 

and for each incremental system increase. 

 

4.3.2.2.2 Simulation 2 Results 

The theory behind Simulation 2 is found in Section 3.3.3.  The results of Simulation 2 

are graphed in Figure 4-3. 

 



 

118 
 

Figure 4-3: Simulation 2 Results 

4.3.2.2.3 Simulation 2 Analysis and Implications 

In Figure 4-3, the processing times remain under one second until the system 

multiplication factor reaches 92.  At that point, the system becomes linear with a slope of 

26.2 ms.  The graph displays a dip below zero seconds processing time at 1000 models, 

only because of the curve smoothing function of graphing software.  All data processing 

speeds are positive values. 
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Location

/Activity  

Threat Required 

Detect Time 

Potential 

System 

Multiplier  

New 

Unknowns 

Created 

Potential 

System Size 

Military/

Public 

Area 

Suicide 

Bomber 

Less than 10 

seconds 

(52,000) 

133 

4752 10 seconds 

30,590 Signals 

1,596 Models 

Airport 

Gate  

Check-in  

Bomb 

Threat 

Less than 5 

seconds 

(15,000) 

104 

3708 5 seconds 

23,920 Signals 

1,248 Models 

Military 

IED  

Counter 

Measures  

IED 

Threat 

Less than a 

second 

(2,000) 

50 

 

1764 0.4 seconds 

11,500 Signals 

600 Models 

Table 4-7: Simulation 2 Results 

 

The linear slope guarantees that the URE system will fail in processing time, as the 

system grows in size.  Table 4-7 shows URE system sizes for useful processing times for 

Simulation 2.  Comparative Simulation 1 results are shown in brackets.  If a half second 

response is required, Simulation 2 shows that a 600 model system could be built, using the 

design of the prototyped system.  If a five second processing time is allowed, a 1248 model 

system could be built, and if 10 seconds is tolerable, a 1596 model system could be 

designed.  These sized URE systems could still be very functional, especially if regional 

threat databases could be developed and maintained for the different regions of system use.  

A requirement for smaller threat databases could require designating smaller threat regions. 
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Although functionally sized (referring to the number of models in the database), the 

projected URE system sizes are considerably smaller than those found in Simulation 1.  For 

example, for a processing time requirement of no greater than 0.4 seconds, the system in 

Simulation 1 (Figure 4-2) is 40 times larger than in Simulation 2 (Figure 4-3).  For a 10-

second processing time, the Simulation 1 (Figure 4-2) system is almost 400 times larger 

than Simulation 2 (Figure 4-3).  The reason for this is the creation and storage of unknown 

datasets, as part of the URE system growth simulation.  Thousands of datasets were 

created: for example, for the 10-second processing demo, 4,752 new datasets were created 

for testing the system.  These datasets would be stored in the random-access memory 

(RAM) for fast access by the technique used in the software development.  The time-

affecting difference between Simulation 1 and Simulation 2 would be the time to generate 

and store the new unknown datasets.  In a real (non-simulated) URE threat system, new 

data would be collected one object at a time, without the need to generate data.  For this 

reason, Simulation 1 processing times may be closer to reality than Simulation 2 processing 

times. 

Simulation 2 performance would also benefit from a faster PC, like Simulation 1 did.  

The faster PC would result in a faster URE system processing time, which, in turn, would 

enable a larger database, which meets time requirements.  Table 4-8 shows the URE system 

memory improvement for Simulation 2.  The yellow highlights the projected database 

improvement with the faster processor.  The URE database size for military applications 

would increase by 79%. 
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Table 4-8: URE System CPU Speed Improvement Potential for Sim 2 

 

4.3.2.3 Simulation 3 

4.3.2.3.1 Description 

Simulation 3 differs from Simulation 2, in that only one test case at a time is tested.  

Simulation 2 generated all new test cases, stored, and then processed them.  Simulation 3 

is more similar to how a URE threat detection system would work in the field: only one 

potential (human) threat at a time would walk through a security gate or be tested with a 

portable sensor. 

 

4.3.2.3.2 Simulation 3 Results 

The theory behind Simulation 3 is found in Section 3.3.3.  Simulation 3 results are 

graphed in Figure 4-4 and examined in Table 4-9.  For comparison, Table 4-9 also shows 

Simulation 1 results in round brackets and Simulation 2 results in square brackets. 
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Figure 4-4: Simulation 3 Results 

 

4.3.2.3.3 Simulation 3 Results Analysis and Implications 

URE system growth capacity was at least 50% better than in Simulation 2.   While 

Simulation 2 proved the prototyped URE threat system adequate for its threat-detection 

purpose, Simulation 3 showed the system to be even stronger.  From Table 4-9, if 10 

seconds are allowed for processing, the model URE system can contain 2,400 models, and 

if only 0.4 seconds are allotted for processing data, 1,500 models can be stored in the 

prototyped system.  These sized databases appear reasonable for a regional URE threat 

system.  If the URE global database of all potential threats is too large to provide an 

adequate processing time (Table 3-3, Column 3), then a solution for making the URE threat 
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system effective is to make the threat regions smaller.  Smaller regions  would have fewer 

threats in the Threat Database. 

Simulation 3 is still magnitudes slower than Simulation 1.  In Table 4-9, a 10-second 

processing time in Simulation 3 permits a 2400 model database, whereas Simulation 1 

enabled a 624,000 model system for the same processing time frame.  The difference is 

due to the time required to generate the new model database records.  In hindsight, if testing 

was redone, to be more efficient from lessons learned, the time to expand the URE threat 

database with newly simulated unknown datasets, would not be included in the processing 

time.  This is because in a real data system, the larger database would already exist, and 

there would be no processing time associated with data generation.  

 

Location/  

Activity 

Threat Required 

Detect 

Time 

Potential System 

Multiplier  

Potential System Size 

Military/Public 

Area 

Suicide 

Bomber 

Less than 10 

seconds 

(52,000) 

[133] 

200 

10 seconds 

46,000 Signals 

2,400  Models 

Airport Gate  

Check-in  

Bomb 

Threat 

Less than 5 

seconds 

(15,000) 

[104] 

192 

5 seconds 

44,160 Signals 

2,304 Models 

Military IED CM IED 

Threat 

Less than a 

second 

(2,000) 

[50] 

125 

0.4 seconds 

28,750 Signals 

1500 Models 

Table 4-9: Simulation 3 Results 
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Even with the inclusion of data generation in the processing time measurement, the 

Simulation 3 results are still very valid and useful in URE processing time analysis because 

data generation just takes a fraction of the time that unknown processing requires.  From 

Section 2.2.2, it can be seen that data generation complexity grows at O(1), since the data 

is generated by equation.  On the other hand, the processing of an unknown emitter has the 

much slower-to-process O(n) complexity because each unknown signal has to be put 

through a search of the characteristic signal database for a matching signal. 

Simulation 2 is similar to Simulation 3 in that it starts with a flat fast processing time 

(<2 seconds) and then moves to a linear processing duration curve.  Simulation 3ôs 

processing time curve turns much later, at 2300 versus 1100 times the original database 

size.  The longer flat fast processing time of Simulation 3 is due to its lower use of PC 

RAM by not storing the unknown datasets on the PC.  Simulation 3ôs linear processing 

time is also clearly more jagged compared to Simulation 2.  One possibility is the non-

linearity is due to the much larger database that the unknown gets compared to in 

Simulation 3 versus Simulation 2.  Observing the flat-to-linear transition of the two 

simulations (2300 times the database for Simulation 3 versus 1100 for Simulation 2), shows 

that the Simulation 3 database is over twice the size of the Simulation 2 database during 

the linear portion 

Simulation 3 performance could benefit, like Simulations 1 and 2, from a faster PC.  

Table 4-10 shows the projected database size improvement, if the project PC was replaced 

by a currently available, much faster PC.  The yellow highlights the 79% projected 

improvement in database size (2,679 ï 1,500 = 1,179 more models). 
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Table 4-10: URE System CPU Speed Improvement Potential for Sim 3 

 

Simulation 3 also failed by running out of memory due to using up the RAM memory 

for storing newly simulated unknown datasets.  This failure did not appear in Simulation 2 

because not as many unknown datasets were created due to its slower processing time.    

The memory crash of Simulation 3 could be avoided by at least two methods.  First, a 

computer with more memory could be used.  Table 4-11 shows a comparison between the 

processing computer and the current computers available.  Using a newer PC, could also 

improve RAM capacity by 500%.  Whereas the current PC only allowed a database of 3168 

models in Simulation 3, the newer PC would enable a database of ((192/32) x 3,168 

=)19,008 models, before crashing.  The yellow highlights the 500% projected database size 

increase with more RAM.  

 

 

Table 4-11: URE System RAM Size Potential for Sim 3 (Newegg 2019) 
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Second, the datasets generated could have been stored on external drives, thereby not 

taxing the PC RAM.  External data storage would have come at the cost of longer 

processing times because data retrieval from external drives takes longer than data retrieval 

from Internal PC storage. 

 

4.3.3 Expansion of Mode Handling Capability in URE Database 

4.3.3.1 Expansion of Mode Handling Results 

The theory behind the mode expansion simulation is found in Section 3.3.4.  The results 

of the mode testing are contained are graphed in Figure 4-5.   

 

 

Figure 4-5: Mode Test Results 
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4.3.3.2 Expansion of Mode Handling Analysis and Implications 

As, Figure 4-5 displays, the simulation ran out of computer memory after creating 1301 

modes and 46,872 unknowns.  The 1301 modes created in this test, and the theoretical 

thousands of modes, discussed in Section 4.3.3.1, greatly exceed moding requirements of 

current electronics.  Most electronics just have a few major states, like ñon,ò ñoff,ò 

ñstandby,ò and ñexecute.ò  Otherwise, it would be too complex for the consumer.  Complex 

electronics like a function-loaded watch or a cell phone could have several dozen modes 

but still well below 100 or the mode capacity demonstrated in this research. 

The test results of Section 4.3.3.2 show a projected capability to keep a flat processing 

response (less than 1 second) after adding 1977 new modes to the URE threat database.   

Confirming the projection are the fast and flat processing times in Figure 4-5, after creating 

over 1301 modes.  These suitable-for-military application processing times, with a large 

mode database (1301 modes on the older-model research PC) provide great promise for a 

URE threat system that can handle, a large model/mode database with adequate processing 

times. 

 

 

Table 4-12: Improving Mode Processing by RAM Upgrade 

 

Displayed in Figure 4-5, is a system failure after 1301 modes were created.  In that 

case, the computer ran out of memory.  This memory is the PCôs RAM, which is 
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expandable.  Table 4-12 shows the effect of upgrading the RAM by using a better, higher 

model PC.  The yellow highlighting shows the memory improvement effect of increased 

RAM size.  The 500% larger memory of the newer model PC theoretically would enable 

the current URE model database to reach 7,806 modes.   

 

Memory_Size1    =    #Max_Mode1_Created                                                                                 (2) 

Memory_Size2         #Max_Mode2_Created   

 

  32 x 109 Bytes    =  .             1301                 . 

192 x 109  Bytes         #Max_Mode2_Created   

 

 

       #Max_Mode2_Created   =   192 x 109    x   1301      =     7,806 

                                                      32 x 109   

 

 

Since the initial 1301 mode creation seemed excessive, the larger mode handling ability 

is currently not required but may have applications in the future, when electronic systems 

are likely to be more complex. 

Another method to improve the moding capacity of the URE system would be to write 

the data to the PCôs internal hard drive or an external drive.  Both techniques would have 

processing time consequences, with external memory being slower than the internal hard 

drive.  Since the current moding capacity is sufficient for current threat identification, these 

techniques may not be needed. 

Another important point on memory utilization of a URE threat identification system 

is that the simulation done here could be different than a fielded system.  In this demo, all 

unknowns were stored in memory.  Since this was simulated data, that was an efficient way 

of representing and testing the data.  A real system may opt not to store the data, in order 
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to not run out of memory.  For threat detection of an unknown, all that is needed is the 

dataset of the current unknowns that is being analyzed for threat potential.  Only storing 

the current dataset would greatly extend the current memoryôs ability to handle a large 

mode database.  If the URE system users wanted to keep a record of all potential threats 

analyzed, which could have uses for threat learning and model improvement, then external 

memory would be a better location for this data. 

 

 

Table 4-13: Processor Speed Effect on Mode Handling 

 

Although the mode capacity of the current prototyped URE system is more than 

adequate for current electronic threats, the current mode handling ability could be greatly 

enhanced by upgrading the processing speed of the PC.  Table 4-13 shows the potential 

mode handling improvement for the current URE system, if the processing system were 

upgraded to a newer, better PC.  The yellow highlights the increase (79%) in modes the 

URE system would have with a faster CPU.  Given the 1-second processing limit example, 

the better PC would increase the mode limit from 1,977 to 3,530 modes for the 12-model 

database. 

 

Processor Speed1  =  #Mode1_Processed_In_1_Sec                                                                   (3) 

Processor Speed2      #Mode2_Processed_In_1_Sec   
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2.8 x 109 Hz  =  .                   1977                   . 

5.0 x 109  Hz     #Mode2_Processed_In_1 Sec   

 

 

 

       #Mode2_Processed_In_1 Sec  =  5.0 x 109   x  1977      =     3,530 

                                                             2.8 x 109   

 

4.4 Hypothesis Test Results 

4.4.1.1 Hypothesis 1: Reduction of Collected Signals 

Hypothesis 1: The number of signals collected for an unknown test object can be 

methodically reduced by 10% or more without negatively affecting the identification and 

accuracy. 

 

4.4.1.2 Hypothesis 1 Test Results 

In  Tables 4-1 and 4-2, all 33 tested test objects showed collected signal reductions.  

The boundary criteria set in Section 1.8.1 was 10%, implying that better than 10% would 

be a positive hypothesis result.  The minimum reduction of 19% was for Model 7b, SN1.  

The best case was 98% reduction, which occurred for 6 of the 33 test cases.  In Table 4-3, 

the average reduction was 78%.  Hypothesis 1 is supported. 

 

4.4.2.1 Hypothesis 2: Reduction of Characteristic Signals 

Hypothesis 2: The number of signals stored in a URE database of models can be 

methodically reduced by 10% or more, for each model, without negatively affecting the 

identification and accuracy.   
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4.4.2.2 Hypothesis 2 Test Results 

In Section 4.2.2.1, Table 4-4, the minimum characteristic signal reduction for a 

database model was a 20% reduction for Model 1.  The maximum reduction of 

characteristic signals in a database model was 96% for Model 11.  The average reduction 

value for all 12 model/modes was 72%. This significantly (100%) exceeds the minimum 

hypothesis criteria of a 10% or better improvement. Hypothesis 2 is supported.   

 

4.4.3.1 Hypothesis 3: Growth of the Database 

Hypothesis 3: The size of the URE database can be significantly (Ó100 times 

present size) grown to sizes that enable the URE threat identification system to be used 

with larger and larger threat databases.   

 

4.4.3.2 Hypothesis 3 Test Results 

All three simulations exceed the passing criteria for Hypothesis 3 of growing the 

database by two orders of magnitude (about 100 times the prototype).  Simulation 1 in 

Section 4.3.2.2 performed without creating new models and showed a growth potential, 

where a 104 multiplication on the current system would still have a processing time under 

two seconds.  Simulation 2 in Section 4.3.2.3, where new models were created with each 

system multiplication, achieved the required hundredfold increase with a processing time 

of 1.4 seconds.  Simulation 3, which used memory more efficiently and realistically by 

only storing one unknown at a time, achieved a system multiplication of about 200 times, 

before processing time started increasing linearly. Hypothesis 3 is supported.  
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4.4.4.1 Hypothesis 4: Increasing Moding 

Hypothesis 4: A significant number (at least 6 modes and at least 100 times the 

number of unknown objects) of modes can be added to the URE database and identified in 

unknown test objects, enabling a URE system to be effective (processing speed and 

accuracy) in threat and mode identification.   

 

4.4.4.2 Hypothesis 4 Test Results 

The passing criteria for Hypothesis 4 was the ability to handle six modes per object, if 

the unknowns could grow a hundredfold.  In the simulation of Section 4.3.3, the system 

failed at 3906 times the original unknown-model-quantity size, due to the PC running out 

of memory.  The number of modes created before failure was 1301 per database model.  

This number greatly exceeds the Hypothesis 4 criteria. Hypothesis 4 is supported.  

The processing times are very flat as shown in Figures 4-8.  It is seen that the average 

processing times vary from 11.4 to 12 ms, for an average of about 11.7 ms.  It is impressive 

that  mode creation (1301 modes for 12 models for a total of 15,612 unique states) did not 

noticeably increase processing time.  Assuming that the computer memory was available, 

it can be calculated by how many modes could be created before processing time reached 

1 second can be calculated: 

 

  Y = mX +b (equation of a line)                                                                               (4) 

  m = slope of line = ȹY/ȹX =(11.95 -11.45 ms)/1000 modes 

                      = 0.5 ms                       

  b = Y intercept = 11.45 ms 
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  Solving for X, and setting Y to 1000 ms (1 second): 

  X = (Y ï b)/m = 1977.1                                                                                              (5) 

 

This calculation estimates that 1977 modes would be created, before the processing 

time reached one second.  This fraction of a second processing time meets all the scenarios 

processing requirements of Table 3-2, including the fraction of a second needed for military 

applications.   

 

4.4.5 Hypotheses Summary 

Hypotheses results for this research project are summarized in Table 4-14.  Since all of 

the hypotheses are supported, each of the research objectives has been met.   

 

Hypothesis # Hypothesis Subject Supported/Not Supported 

1 Collected Signal Reduction Supported 

2 Characteristic Signal Reduction Supported 

3 Increase URE System Database Supported 

4 Increase Mode Handling Ability Supported 

Table 4-14: Hypotheses Summary 
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Chapter 5 ï Conclusion 

 

5.1 Findings and Recommendations 

5.1.1 Memory Requirements 

The first half of this research focused on reducing signals in both tasks of (1) collecting 

signals on an unknown and (2) storing signals of a known within the URE system database.  

In both cases, the research was very successful, with on average signal file reductions of 

greater than 70%.  Clearly, this work has benefits in URE system design in showing 

memory requirements are much lower than thought when designing the URE research 

prototype system based on existing URE system designs. 

Achieving 78% improvement in memory storage (Table 4-3) is a cost saver and 

significant memory-usage extender.  A 70+% reduction in memory is substantial.  On the 

unknown signal collection side, it lowers the measurement requirements on the 

measurement receiver, thus lowering equipment costs (Signal Hound 2018).  In a URE 

threat detection system, storing measurement data is not required since the main concern 

is to detect threats.  However, storing all URE measurements for a finite period is 

achievable, such as collecting data on every electronic object entering a theater.  This data 

could be used for characterizing new electronics or for adjusting existing URE system 

records.  In the case of a non-exploding threat, like detection of espionage devices, the 

systemôs URE detection and identification history could be analyzed for missed threats.   

On the characteristic signal side of the URE system, the database memory is a limited 

resource because new threats can be continuously added, and the record size of an 

individual threat object can be large (Friedel 2014).  If the research result of 72% database 
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memory reduction were extended to commercial use, that memory savings would enable 

storing 3.57 times the data of the current non-reduced database.  

 

5.1.2 Measurement Receiver 

Typically, the RF receiver that measures and digitizes the URE signal is the largest 

equipment cost of a URE system, not considering the measurement chambers, for either 

lab or field measurements.  Lab-grade, high frequency, option-loaded spectrum analyzers 

can exceed $100,000 (Keysight Technologies 2019).  The research results show the URE 

system receiver performance requirements are lower than the RF receivers used in this 

research.  Since only the strongest signals are required, a lower dynamic range  (i.e., 

difference between the strongest and weakest signals) is needed.    For the same reason, the 

sensitivity requirement for the receiver system (i.e., how weak a signal a receiver can 

detect) can be greatly reduced.  Since this research showed that significantly fewer signals 

are needed in unknown collection and signal characterization, the receiverôs resolution can 

be less than used in the research prototype.  The resolution is the accuracy of frequency 

measurement and is set by the resolution bandwidth of the receiver.  Reduced sensitivity, 

dynamic range, and resolution bandwidth requirements for the URE system receiver can 

significantly lower URE system costs.   Whereas the spectrum analyzers used in the 

prototype system cost in the $100K range, spectrum analyzers are available today that cost 

below $1K and may be adequate for the research found requirements (Signal Hound 2018). 
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5.1.3 Antenna Polarities 

All the measurements taken in this research project were in dual polarity: two 

measurement channels, for both characterization and unknown test object collection.  Two 

channels require two antennas, two receivers, two sets of transmission cables, and two 

external data storage units.  From the start of the project, only one computer was utilized 

to control the two channels of data collection.  However, initial data collection could only 

process one channel at a time, so testing took twice as long.  With individual tests as long 

as 6 hours each (Friedel 2014), dual channel collection involved a significant amount time 

(i.e., double that of a single polarity test).  Eventually, through efficient programming 

techniques, the two different polarity channels could be collected simultaneously.  Still, the 

$100K+ receivers, expensive accessories (e.g., RF cables, antennas, and external data 

drives) and the need for a second channel nearly doubled equipment costs. Only the PC 

was shared.   

The research results demonstrated in Sections 3.2.2.1 and 3.2.3.1 that one channel of 

data collection for both characterization and unknown test object collection may be 

adequate.  Since the research has shown that only a few of the strongest signals are needed 

for test object identification, a URE system designed with single channel characterization 

and unknown signal collection may be adequate. These design and collection changes 

reduce the cost of a URE system design used in this research by close to half because the 

prototyped URE system collected data on two independent systems.  Each of the two 

measurement channels had their own receiver, antenna, RF cables, and data storage.  The 

only shared component was the control computer, directing the two receivers. 
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5.1.4 Processing Times 

As discussed in Section 3.2.1 and displayed in Figures 3-4 and 3-5, every computer-

controlled comparison of an unknown threat object signal with a URE database signal had 

an associated microsecond processing time.   

Using Algorithm 6 (Section 3.2.1), the average collected unknown signal number 

reduced by about a factor of eight while the average processing time reduced by a factor of 

four, resulting in a significant processing time improvement. 

The results for Algorithm 7 (Section 3.3.2), not used in the first half of the research, 

would have been more dramatic than for Algorithm 6 because of its much smaller size and 

corresponding processing time (Section 4.3.1).  Algorithm 7 is suggested as a URE 

software system starting point because of its fast processing times and its expandable 

design. 

 

5.1.5 URE System Design Improvements 

Improvements can be made to URE system design based on this research.  A technique 

to avoid the memory problems would be to write and read the added database models to a 

larger external drive.  This would avoid the problem of running out of memory, as in 

Simulation 3 (Section 4.3.2.3).  However, external drives could be 100 times slower than 

RAM (Table 2-5), making this solution impractical for many URE system applications 

(Table 3-2). 

URE system design can benefit from the faster and larger memory PCs that are now 

available, compared to the older PC used in this research.  Additionally, historic trends in 

PC design show a constant improvement in PC memory and speed, which if continued, 
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would make larger URE databases more practical.  In URE applications that do not require 

speed, like airport luggage inspection, external drives would improve the capacity of URE 

threat databases. 

 

5.1.6 URE Algorithm Improvements 

5.1.6.1 Insertion of Tree Branching 

Software tree structures were removed from Algorithm 6 when creating Algorithm 7.  

This was done to simplify the code to make it easier to run simulations for the second half 

of the research, where the URE system was increased in size.  

Adding tree structures to the URE processing software significantly improved average 

processing times as in Algorithm 4 (21%) and Algorithm 5 (31%), Table 3-2 in Section 

3.2.1.  This was because the tree structures were used to reduce the signal search size 

binaurally (by half).  

Reintroducing tree structures into the latest algorithm (Algorithm 7) would be expected 

to have the same average processing time reduction effect, as in Algorithms 4 and 5.  This 

could be another technique, along with using a faster CPU, for improving URE system 

performance.  

 

5.2 Limitations  

The only limitation was with respect to simulated data.  Collected URE data was not 

available for the second half of this research project, where the URE system was expanded 

until failure.  In place of this data, the original data was modified to create additional 

datasets.  The simulation used was deemed appropriate because the data simulation used 
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still enabled addressing the objective of growing the URE database to test system memory 

limitations and processing time usefulness.  

 

5.3 Future Research 

5.3.1 Automation of Processes  

There is so much additional automation that can be added to the prototyped URE 

system used in order to bring it closer to a commercial product.  Signal selection in the 

research was a hybrid automated and manual process, which could be completely 

automated through future research.  Signal selection is such a common process in signal 

processing for commercial and military applications, so that a commercial-off-the-shelf 

product could readily be found to integrate into the prototype system (Appendix E). 

This research experimented successfully with prioritizing the characteristic signals 

importance to emitter identification, and future projects could focus on that important issue.  

This research showed that correctly prioritizing signals, enables minimizing the signals that 

a URE system needs to process for successful identification, which speeds up threat 

identification times.  

 

5.3.2 Projects with the Original Data Set 

 The original URE data set of URE data from of 166 test objects of 11 models is a 

valuable URE study and development resource.  Many useful projects could be started from 

this data to advance URE development.  Simultaneous reduction of Characteristic and 

Collected signals could be done to gage processing time improvements and determine the 

optimum balance between these two types of signal.  Still, another database could be used 

to compare different processing algorithms and hardware configurations for speed and 

memory size improvements. 

 

5.3.3 Study Other Collected Signal Reduction Algorithms 

The simple algorithm shown at the top of Figure 5-1 proved very effective, reducing 

unknown signals files about 78% on average.  The simple algorithm served the researchôs 
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purpose, but with additional thought, the algorithm could be improved, have expanded 

utility and therefore merits study.  

 

 

Figure 5-1: Reduction Algorithms for Unknown Signal Files 

 

A potential improvement to the first algorithm is the second algorithm in Figure 5-1, 

where the algorithm continuously tries to guess the model of the unknown, based on the 

signals already found.  The algorithm can do this because it knows all the known models 

in the URE database.  Based on its best guess of which model the unknown is, the algorithm 

will recommend a signal reduction and then reevaluate its model guess.  This algorithm 

would converge on the minimal collected signal file quicker than the top algorithm and 

maybe even achieve higher reduction. 

If the URE system is an inventory system, where all the test objects are knowns, the 

bottom algorithm would potentially be more efficient than the top.  In the bottom algorithm, 

all the noise signals get removed first from the collected signal file.  Then, the remaining 
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signals get removed, based on the lowest value to model identification.  This process is 

continued until the URE system misidentifies the model, at which point the last signal is 

returned to the data file, and that file configuration is deemed the minimal identifiable 

collected signal file. 

 

5.3.4 Can Processing Techniques Used in Other URE Studies Improve Passive 

URE Processing? 

ANN could mesh well with the prototype system and could be studied since other URE 

researchers have had success with it (Weng 2005).  The Disney (Yang 2016) work was 

similar to this dissertationôs research, in using the strongest URE signals of an emitter for 

identification.  Disney had success using cosine similarity, which could be tried with this 

dissertationôs URE data collection.   The ORNL research (Vann 2018) used very complex 

structures with good URE identification success, and it would be interesting to investigate 

if similar processing could help in IED detection. 

 

5.4 Research Contributions 

The research in this dissertation contributes to the body of knowledge of URE detection 

systems.  This research identified more efficient and effective means to improve URE 

system processing times and resource utilization by the consequences of software and 

hardware system design decisions.  The results yielded a very fast, compact, and 

expandable software system design.  The developed URE processing algorithm (Appendix 

E) is a public starting point for URE processing comparisons and development with 

published studies (Friedel 2017, 2018) to reference. 
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Signal reduction algorithms, to improve data processing times, were derived, tested, 

and shown to be extremely effective.  Few other URE papers (Table 2-5) address signal 

reduction algorithms to improve data processing times in threat system development.  The 

research here, publicizes, demonstrates the importance and provides a starting point to take 

this segment of URE development further. 

Simulations were successfully designed and executed to demonstrate the ability and 

limits of a URE threat detection system in handling a growing threat and mode database.  

These simulations should be used and developed further to project the future potential of 

new URE technology, while reducing costs associated with the RF data collection typically 

associated with URE projects. 
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Model 3 (continued) 
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Model 3 (continued) 
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Model 3 (continued) 
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Algorithm 1 (SAW) Results 
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Algorithm 2, Improved SAW 
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Algorithm 3 (Further Improved SAW) Results 

 

 

 


