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Abstract of Praxis

Predicting Expected Budgets: Integrated Quality and Risk

If you were to ask any software development manager if quality is an essential
attribute for delivering a project on time and within budget, they would emphatically
answer "yes". If you were to ask these same managers if they incorporated existing
quality metrics into their baselining and budgeting processes, few managers would
answer in the affirmative. Although mid to large-sized software projects overrun
planned budgets at an alarming frequency, most projects fail to include quality data
in the estimation process. This study examines some of the most extensively adopted
estimation techniques and identifies how these techniques fail to utilize quality
measures. In addition, a new model is introduced that incorporates quality metrics,
which reduce variance between estimates and project actual expenditures. This
research illustrates how the incorporation of quality data into estimation and baseline

processes can potentially reduce software project failure rates.
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Chapter 1: Introduction

1.1 Statement of the Problem

Corporations increasingly rely on software for their business operations. In 2010, the
U.S. Department of Commerce Bureau of Labor Statistics reported that approximately
65% of all U.S. businesses used computers and software for business operations [1]. This
widespread demand puts pressure on both the companies that develop the software and
the companies that request the development. As the complexity of these requests
increases, the on-time, on-cost delivery rate of software plummets. In 2011,
approximately 30% of mid- to large-sized software projects were canceled or
significantly overran their allocated budgets [1]. In 2015, the number of projects was
estimated to have increased to between 30% and 65% [2]. Other more specific industries
indicate that the maximum percent of late or over-budget projects is 84% [3]. Even when
software was delivered on time and within budget, 40% of client-requested requirements
were not delivered in certain industries [3]. Regardless of the final percentage of over-
budget or late projects, a fundamental breakdown occurs within the software estimation
and baselining project lifecycle phases.

People typically associate software development costs solely with the development of
software code. However, the initial cost of this development is estimated to be only 10%
of the total cost of software development [4]. The most expensive portion of software
development occurs during testing and integration, which is when defects are identified
and the software is debugged. In certain industries 85% of projects fail their initial

integration and testing [3]. Resolving these issues accounts for up to 40% of the total



development costs [3]. Some studies have indicated that the cost of testing and resolving
defects is proportional to the relative quality levels achieved by the software [1].

Companies are consistently generating estimates that understate the level of effort
required to complete a project on time and within budget. Software reuse is a method by
which firms can leverage existing software and maximize their return on investment
(ROI). Poor quality control and careless practices represent two of the primary barriers to
reuse [5]. Although firms have quality metrics for software under reuse consideration,
very few firms apply this information during estimation and baseline phases, and even
fewer of these projects relate these metrics to likely monetary outcomes. This Praxis
proposes a method to integrate quality and risk into the budget process. Integrated
quality and risk models when utilized in the budget process reduce the variance between
predictions and actual expenditures, enabling the profitable delivery of software
systems.
1.2 Problem from a Corporate Viewpoint

An examination of current corporate budget practices can explain how corporations
cause extreme cancelation and overage rates. Engineering projects with large budgets
typically begin as a proposal by an entity to satisfy a need. After the requirements are
defined, firms that wish to compete for a project will submit bids to win the project
award. In this environment, competition to win the award generates pressure among
competing corporations to submit a very low bid.

This Praxis was undertaken to address budget overages in a U.S. based company that
provided data for this study. This corporation that provides data for this study uses linear

regressions of historical project outcomes to determine an expected budget. There is a



fixed profit margin then added to the budget. This corporation then builds a distribution
of possible outcomes given the expected budget of the project and determines the actual
historical outcomes at the 10" and 90' percentiles. The corporation ideally expects these
outcomes to have more than 20% variance from the expected budget outcome. Although
the corporation may not make a profit if the outcome aligns with the 90" percentile, if the
variance is reasonably guaranteed to not exceed 20% of the risk-adjusted budget, then the
corporation chooses to assume any risk and hopes that future opportunities will be
generated. When the outcomes exceed the anticipated variance, a project is abandoned if
possible. From a corporate viewpoint, the problem becomes an issue of adjusting
estimates of risk and having confidence that the upper limit of the cost outcomes will not

be exceeded. Figure 1 illustrates these corporate objectives.

Current Project
Fiscal Variance
+20% at 58t

percentile

A J

Desired Project
Fiscal Variance +

20% to fall at
90" percentile

-4 -3 -2 -1 0 1 2 3 4
Historical Project Fiscal Distribution

Figure 1 Current Project Fiscal vs Desired Project Fiscal



1.3 Overview of Proposed Bayesian Network Model & Budget Process

Integral to solving these problems is the proposed Bayesian network model (BNM),
which links quality and risk data to historical performances. The BNM is used to generate
risk probability predictions based on the historical occurrences of quality and risk.
Outlined in Figure 2 is a high-level view of the flow of data into the different components

of the budget estimation process.

Historical Data

Proposal Data Proposal Data

( e

Bayesian Network Model

Monte Carlo Prediction <

Risk Analysis

Project Overrun Analysis

Risk Prediction Historical Overrun of Similar
Elements Budget Size

Costs of Risk by Category Risk Probability by Category

Figure 2 High Level View of the Budget Estimation Process

The construction of the final quality and risk-adjusted budget estimation requires
knowledge of three main quantities. The first necessary information component is a basic
understanding of the historical overrun for the nearest set of similar projects by budget
size. This historical overrun captures all sources of overrun that occurred on similar
projects. The second component is the risk cost by driver category. This component is
necessary to assign a monetary value to different risk categories because all risks differ.
The third necessary information component is the risk probability prediction of the BNM.
After the model has been constructed, its primary risk prediction function is then
available for use when a set of proposed input assumptions is provided as shown in

Figure 2. In this case, any proposed risks and the known quality of components intended



for reuse or estimated quality that will be achieved are then entered and scored. Using the
BNM risk, probabilities are computed for each of six risk driver categories. The final
adjusted budget estimate is a combination of historical overrun and risk costs where such
cost are defined at the summation of each risk category probability multiplied by the
mean overrun of each risk category.
1.4 Research Questions and Hypotheses
The following two research questions were identified for consideration, and they
enable the proposed solution to verifiably satisfy corporate budget improvement goals.
1. What is the association between the risk predictions of the proposed Bayesian
Network Model (given a set of input quality and risk assumption) and the actual
project overrun expenditures?
This question produces the following null and alternate hypotheses:
H,: No association exists between the proposed Bayesian Network Model’s risk
predictions (given a set of input quality and risk assumptions) and the actual project
overrun expenditures.
H,: An association exists between the proposed Bayesian Network Model’s risk
predictions (given a set of input quality and risk assumptions) and the actual project

overrun expenditures.



2. Can the proposed estimate methodology reduce the variance between predictions
and actual project overrun expenditures?
This question produces the following null and alternate hypotheses:
H,: There is no difference between the mean error of the existing method and the
mean error of the proposed method.
H,: There is a difference between the mean error of the existing method and the mean
error of the proposed method.
1.5 Data Sources
Data for the BNM and Budget Estimate Process are obtained from four different
sources. While most of these data sources could not be associated with one another, a
mapping table that linked software components to the project on which they were
deployed enabled such associations. Although some of these sources had a considerable
amount of data, only the elements that were ultimately used by the BNM are listed in this
paper. Table 1 lists the raw input counts and refined linked counts of the record used for
the BNM. Raw Counts are the number initial number records before they have been
associated with elements from different data sources. Linked Counts are number of
records after association with other data sources. For example, there are 1,761 internal
quality observations of software components. Those components are subsequently
deployed on numerous projects where the linked count then grows to 21,914. The data

ranges reflect the date ranges of the Linked Count column



Table 1 Data Counts by Source

Data Source Raw Count Linked Count Date Range
Internal Quality Data 1,761 21,914 8/2016 — 1/2018
External Quality Data 6,004 914 10/2012 - 1/2018
Risk Data 385 211 3/2014 —1/2018
Discrete Bayesian Format N/A 5,690 N/A
Earned Value Data 3,063 914 12/2015 — 1/2018

The most important data for the budget estimation process was the Earned Value
Data. These data represent the financial outcomes of projects that were collected over a
period of approximately 2 years from 12/2015 to 1/2018. The data used for historical
budget outcomes encompassed 3,063 projects in North America and Europe. However,
only a subset of 914 projects had accompanying risk and quality data that could also be

used in the BNM probability calculations. Table 2 details the actual data elements.

Table 2 Earned Value Data Elements

Data Element

Unique Project Identifier

Approved Baselined Budget

Overrun Cost

Project Completed Percent

Estimated Total Expense of Project at Completion (EAC)

The second source of data for this praxis is Internal Quality Data. These data are
generated on a nightly basis for each component under source control that is designated
as part of a product line. A total of 1,761 quality records were generated for various
components, and this number increased to 21,914 when these observations were
distributed to the various projects in which the software component was deployed. Table

3 lists the data elements of the internal quality model.



Table 3 Internal Quality Data Elements

Data Element

Unique Component Identifier, Automate Metrics Are Run Against

Unique Project Identifier

Date of the Automate Metrics Run

Length Violation, Percentage of Functions with Length > 100 Lines

Cyclomatic Complexity, Percentage of Functions with Complexity > 20
Inheritance Violation, Percentage of Functions with Depth > 5 Layers of Inheritance
LCOMS Violation, Percentage of Classes with > 1 Purpose

Coupling Violation, Percentage of Classes with > 10 External References
Documentation Density, Combination of Class APl and Comment Documentation
Duplication Density, Percentage of Duplication in Component Code

Unit Test Coverage, Percentage of Classes with Unit Tests

Estimated Defect Density, Estimated Number of Unknown Defects

The third type of data in this praxis is external quality data. These data are obtained
from bug reports, in which a project has been fielded. Aggregate counts and detailed
remediation information of defects are maintained for each project. Table 4 lists the

external data elements in the BNM.

Table 4 External Quality Data Elements

Data Element

Unique Project Identifier
Defect Count, Number of Known Fielded Defects

The final type of data is obtained from project level risk registers. A total of 211
observations were recorded for linked projects. These observations detail a recorded
project risk at a point in time. Table 5 lists the data elements in the BNM that represent

risk.

Table 5 Risk Data Elements

Data Element

Unique Project Identifier
Date of Risk Observation
SEI Risk Category Selected by Project Staff at Time of Observation Entry




1.6 Scope and Scale of the Praxis

Although the underlying problems that drive the research questions apply to the entire
software industry, the data in this study were collected from a single division of a large
U.S. based corporation with worldwide branches. These branches address a single market
sector in which fixed upfront bidding is required. Project sizes range in size from tens of
thousands of dollars to less than a billion dollars. Specific models developed for this
corporation or industry may not be applicable to industries with entirely different
budgeting and revenue models.
1.7 Organization of the Praxis

With an overview of the problem and a proposed model to quantify the software
quality and risk costs, the remainder of this paper is organized into the following
sections:
Literature Review - Provides a discussion of the underlying theories and current
limitations and addresses software quality, software estimation, risk, drivers of risk and
Bayesian networks.
Methodology - The use of the described theories is translated into practical application,
including any adaptations that were necessary during the research and underlying the
gathered data.
Results & Discussion - Evaluates and discusses the results. It also presents some
information regarding data limitations. This section utilizes data that were gathered
throughout the course of experimentation.
Conclusion - Summarizes the main points and indicates how they support the larger goal

of enabling decision makers to understand the actual project costs associated with



software quality and risk and make better decisions. Additional experimental paths are

also discussed.
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Chapter 2: Literature Review

2.1 Elements of a Bayesian Networks Model Based on Risk & Quality

To determine whether a BNM can be constructed from software quality and risk,
which produce risk estimates that relate to actual project budget overrun, some
background information on the following topics should be discussed:
Software Quality Models
Software Quality Metrics
Risk Models
Bayesian Networks

2.1.1 Software Quality Models

Software quality is the sum of a set of characteristics that determine the effectiveness
of a piece of software for achieving its desired needs. The problem is that different
managers, software developers, or consumers will provide different feedback regarding
their needs. Each of these roles has different sets of concerns and different values.
Managers are responsible for delivering a product on time and within budget. Developers
must understand the product requirements and create a product by understanding how the
product will change over time. Consumers have a separate set of concerns, such as the
time-saving features of an application, simplicity, convenience, and reliability. For each
of these different viewpoints, competing ideas of quality and the expression of its value
are observed.

One of the first quality models to address this problem was proposed by Jim McCall

in 1977 [6]. In the McCall model, the two primary perspectives with competing ideas

11



about delivering value are developer and user perspectives. McCall divided these ideas

into three major areas of concern, for which different sets of factors were the desired

objectives. These concerns and factors are listed in Table 6.

Table 6 McCall Quality Model

Concerns

Factors

Product Revision

Maintainability

Flexibility

Testability

Product Operation

Correctness

Efficiency

Reliability

Integrity

Usability

Product Transition

Portability

Reusability

Interoperability

Over time, a few important refinements were added to the quality models. As

published by Robert Grady in his 1992 book “Practical Software Metrics for Project

Management and Process Improvement”, the requirements and metrics used to measure

the requirements can be divided into two different types: functional and nonfunctional

[7]. This concept was subsequently refined by the International Organization for

Standardization (ISO) 9126 Quality Model into Internally and Externally Visible Quality

Characteristics [8].

A recent study of several models concluded that ISO 9126 (subsequently revised to

1SO25010) was the only quality model that considered all identified viewpoints, and it

was determined to be the most applicable to general software quality engineering [9]

[10]. ISO 25010 considers software from several different viewpoints composed of many

different customizable dimensions. Figure 3 shows the topmost dimension of the model.
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Influences Influences Influences
— 5

Internal External
Quality Quality

Depends on Depends on

Figure 3 1ISO 25010 Software Quality Model

The primary goal of a software quality model is to produce software that satisfies its
requirements and can be used by customers to realize the intended value of the product.
The degree to which the customer recognizes this goal is measurable by Quality In Use
(QIU) metrics. Although metrics associated with satisfaction are important, they are
gathered after a product is delivered and do not directly influence the construction of
software; however, the ease of use functionality may be expressed as a requirement. A
recent study that gathered these metrics discovered that approximately 22% of large
government projects failed to deliver an acceptable quality of use [11]. The QIU value
chain begins with the rigor and quality of processes for a project. These processes
influence the internal quality of software, which influence the external software quality.
This value chain forms the basis on which the QIU metric ultimately realizes the value
that the software is intended to deliver.

Internal and external quality, which are the topmost elements shown in dark blue, can

be defined in terms of the achieved software characteristics. Metrics highly correlated to
these characteristics can be employed to gauge how well the characteristics are expressed

by the software. Internal quality is defined as the characteristics of software that are not
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directly visible to the end user, such as adaptability, maintainability, and testability.

Figure 4 provides an example decomposition of 1ISO 25010.

Internal Quality

Figure 4 Partial Decomposition of 1SO 25010

2.1.1.1 Internal Quality: Adaptability
Competing definitions of adaptability consider the nature of adaptable architecture or
adaptable software structure or adaptable behavior. A software system can encompass all
of these things; however, the underlying need is related to a desire to leverage existing
systems using cost-effective methods to satisfy the requirements [12]. According to the
majority of first-year computer science majors, data structures are intrinsically linked to
algorithms. When data are changed, the degree of coupling will determine the degree of
change that an algorithm must undergo to change. While development performance gains
can be achieved by coupling, these gains represent a trade-off between how easily change
is subsequently introduced into the code and the adaptability of the code. For these
reasons, coupling and cohesion metrics are core components of adaptability.
2.1.1.2 Internal Quality: Maintainability
Similar to adaptability, maintainability is focused on a different goal. Software
maintainability is defined by the Institute of Electrical and Electronics Engineers (IEEE)
as “The ease with which a software system or component can be modified to correct
faults, improve performance or other attributes, or adapt to a changed environment” [13].

Software development is expensive; thus, the desire to leverage existing code is a
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distinguishing factor of successful software development firms. As software code is
leveraged across new applications, new functionalities are introduced and change is
required. To effectively leverage existing software investments, developers must be able
to efficiently modify existing code. Early maintainability models seek to break down
these concepts into three areas of concern: the control structure, the information structure,
and the documentation levels [13]. Newer models leverage the same ideas but seek to
include object-oriented concepts by the addition of metrics that are aimed at the coupling
and cohesion of classes [14]. This study utilized the following metrics: documentation
density, comment density, code duplication, cyclomatic complexity, and syntactic
complexity.
2.1.1.3 Internal Quality: Testability

Another dimension of internal quality is testing, which can be defined as how easily
code can be validated and verified and whether the code satisfies its requirements after
any subsequent modifications. When defects are delivered to a customer, corporations are
subjected to lawsuits and loss of future revenue. In cases in which lawsuits arise, the cost
of expert witnesses, legal fees and executive time can surpass $2,000,000 for even minor
legal actions, while the cost to repair this defect can range from tens of thousands of
dollars to a few hundred dollars depending on the part of the life cycle that is detected
[1]. Therefore, effective defect detection and removal represent a highly valuable process
step in which quantifying measurements with verifiable evidence can prove to be more
cost-effective during planning and execution than the alternative.

Another concept of testability is complexity. As detailed in section 2.2.1, cyclomatic,

complexity and unit testing are related metrics. The greater complexity of a block of code
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corresponds to a greater likelihood of introducing errors and a greater difficulty of
testing. Software complexity is a mirror of the required test complexity to test a method
in its totality. The possibility of introducing an error in software due to complexity is
highly correlated with the possibility of a test error, which can produce false positives.
Another important concept to understand is that defect detection and removal will be
impacted by complexity. For these reasons, the metric is also included as a component of
testability.
2.1.1.4 External Quality

External quality is the second dimension of the ISO 25010 quality model, and it is
defined as quality characteristics that are visible to the end users. A visible aspect
pertains to defects, which are subsequently decomposed into the following metrics: defect
detection, defect removal, and estimated defect density. The underlying raw data for
these metrics are based on numerical counts and can substantially vary. Comparing and
understanding raw counts can be difficult without normalization, especially when used in
conjunction with a discrete Bayesian network (DBN). Normalization for this project was
achieved by constructing a series of distributions for each metric, in which counts were
converted to a percentile value that corresponds to its historical distribution in accordance
with rigorous metric collection practices [15]. In this way, the underlying defect
detection, defect removal, and estimated defect density metrics can be converted to
similar scales that a developer or manager can understand as good or bad without

memorizing historical counts for each of the metrics.
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2.1.2 Software Quality Metrics
2.1.2.1 Cyclomatic Complexity

As suggested by the theory of cognitive load, a greater amount of information that a
person must retain in memory corresponds to a greater likelihood that they will make
recall mistakes [16]. As the cognitive load increases, understanding the nuances of the
intended logical interactions in the code will prove more difficult. Code syntax can
trigger the execution of other code that is not directly visible to a developer, and such an
occurrence is referred to as indirection. For example, a line of code instantiates an object
as an argument to another line of code, which will cause the constructor and initialization
routines of an object to run. As a result, code in an entirely different location will run. To
prevent unintended interactions, these details must be understood and retained in
memory, which increases the cognitive load. This concept also extends to items for which
raw memory and program counters are manipulated in a nonvisible manner. Although
known to a developer, these interactions can have specialized code that may be
overlooked due to the total cognitive load required to track these unobserved interactions.
Developers may seek to condense the Source Lines of Code (SLOC) to a minimum
number of lines by introducing syntactic complexity, which may support the intended
functionality but disperses the complexity that future maintainers must unearth. The more
indirection that exists in the code, the more likely a reader of the code will misunderstand
the function of the code. Given the numerous methods for implementing the majority of
algorithms, some of which are logically or syntactically more complex than other

algorithms, measuring this complexity is important.
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In the early 1990s, a paper was published by Fred Pass that detailed a straightforward
process to measure cognitive load [16]. The supporting experimentation demonstrated
that test scores increased as cognitive load decreased. The larger was the number of items
that a test subject had to keep track of in their memory, the greater was the decrease in
their scores. Conversely, a smaller number of items that a person must retain in memory
corresponds to a greater increase in their scores. Translating this concept to software,
Thomas McCabe proposed a software metric in 1976 that can measure the complexity of
an algorithm by measuring the number of unique paths via a function. McCabe’s
algorithm counted logical decisions and their resulting branch paths through the code,
and for each logical decision point, the algorithm increments the complexity count. The
algorithm also counts the number of conditions within the decision point; thus, compound

combinations also increase the complexity.

Figure 5 Example Cyclomatic Complexity Calculation Resulting in 3 Paths

Figure 5 is an example of logic that can cause a function to take three different paths
through a function. The default path scores a one, and then the two different logical
branch conditions increment this score to three. A larger number of paths through a piece
of code corresponds to a greater number of items that a developer has to track and vice

versa. A study titled “Cyclomatic Complexity Density and Software Maintenance
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Productivity” suggested that productivity during maintenance declined as the complexity
density of the code increased [17]. To prevent this decline in efficiency due to an
overrun, a maximum complexity value has to be established and respected. Fortunately,
the MISRA C++ coding standard sets an acceptable threshold of ten for cyclomatic
complexity, and this threshold is repeated in other sources [18] [1]. Given that these
metrics are performed on a per method basis, the final score for a code base becomes the
ratio of the number of satisfactory methods to the total number of methods. This
percentage is converted to a value from 1 to 10 for the final recorded scoring.
2.1.2.2 Defect Density

This estimation technique relies on two basic principles: population estimation
and peer review, which are also referred to as code inspections. Code Inspection is a
reliable approach for defect detection and is estimated to capture from 35% to 65% of
defects when inspections do not exceed 30 minutes [1]. In practice, this approach yields
reviews of source code that do not exceed 250 source lines of code. Software Inspections
using multiple reviewers prevent bias and obtain two defect pools for the same set of code,
which enable the use of the well-known Lincoln-Peterson method, in which the true size

of a population can be estimated as shown in Equation 1.

N, x N,
R

Population =

where
N; is the number of defects in sample 1
N, is the number of defects in sample 2

R is the number of unique samples in sets 1 and 2

Equation 1 Lincoln-Peterson population estimation equation
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The Lincoln-Peterson method provides a statistical estimate of the number of defects
in code that was reviewed regardless of whether the defects were detected. Using linear
extrapolation, the defect rate for the surrounding code that was not reviewed can also be
estimated. For example, if 200 lines of code were reviewed, and the method indicated
that 20 defects were present, then a defect density of 100 defects per 1,000 lines of source
code is observed. If 20,000 lines of code exist, then the estimated defect count should be
approximately 2,000. Using a count of the number of detected automated defects and
other development tasks, the number of defects that have been removed from the code
can be estimated. Subtracting the estimated count from the actual count enables an
assessment of the effective defect detection and removal process and the need to continue
defect removal activities. A weakness of this method is that it relies on a software
developer to identify the defects, which enables bias or knowledge gaps to influence the
process [19]. The same studies purport that the bias significantly decreases when the
reviews are conducted by developers from different projects.

2.1.2.3 Dependency

A class that references other classes to accomplish its intended purpose is considered
to have a dependency on these classes. When changes to an interface or behavioral logic
occur in a dependent class, this change can ripple through the dependency chain. A larger
number of classes that require this change corresponds to a greater likelihood of missing
certain classes. Even when the changes are identified, the cost of making the modification
is likely not initially considered; thus, these costs enter the project performance outcome.
Scoring for dependency counts is performed on a class by class basis. When a class

references less than a defined maximum threshold, the outcome is considered to be
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satisfactory. The final score for the metric becomes the ratio of the number of satisfactory
methods to the total number of methods. This percentage is converted to a value from 1
to 10 for a final recorded score.
2.1.2.4 Documentation Density

Documentation density is a combination of the class level interface and comment
documentation. When a code indirectly achieves functionality or has other nondistinct
purposes for its use, it is helpful for developers to document this process. In this way,
future developers are aware of either the rationale or the presence of this complexity. A
limitation to this desire for algorithm documentation is that developers begin to disregard
comments as they approach cognitive overload when too many comments are present.
For large open source projects, such as FreeBSD, a distinct desired zone exists in which
the comment density is above the minimum value but falls below the value of complete
saturation [20]. The comment density is defined as the number of comment lines by the
length of the function. Each method in all classes receives a score based on the number of
comments vs the length of the method. If the score is above the minimum density value
and falls below the maximum density value, then it is considered to be satisfactory. The
final metrics for a project becomes the percentage of passing functions by the total

number of functions. The formal definition is shown in Equation 2.
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. xd
Documentation = T

Comment Density = Ef_p

where
d is a class with documentation
c is the total number of classes

p is a properly commented function
f is the total number of functions.

Equation 2 Documentation metric calculations

2.1.2.5 Duplication Density

The study entitled “Standardized Code Quality Benchmarking for Improving
Software Maintainability” identified code duplication as a major contributing factor
towards achieving maintainability [21]. When code is copied across many different
classes and methods, tracking across all locations where it is employed can become
difficult. When these duplicated sections require change, similar changes are likely
needed in all locations and some code locations may require updates. Regardless, a
certain level of duplication is acceptable, and previous studies have argued that the
elimination of all duplication is not economically feasible [22]. Another limitation of
duplication metrics is that code duplication detection algorithms can significantly vary,
with certain algorithms capable of producing 8% duplication and others running on the
same code reporting 73% duplication [22]. A single algorithm that was run on a class by
class basis was used in this study. When the duplication values did not exceed acceptable
levels, a class was deemed to be passing. The final duplication percentage became a
measurement of the number of passing classes divided by the total number of classes.

The resulting percentage was rounded to a score from 1 to 10.
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2.1.2.6 Lack of Cohesion

The underlying adaptability is accounted for by the lack of cohesion in methods
(LCOM) and dependency count metrics. These metrics are important because they
measure the degree of coupling in a class or method. In the case of the LCOMS5
algorithm, the metric connects internal private member variables to the messages that use
them. The LCOMS5 algorithm then searches for distinct groups of interactions between
variables and the methods that use them. Some studies have found that member variables
in an ideal class are related to the methods that use the variables. When this case is not
valid, multiple concepts have been encapsulated into the class, which hinders subsequent
change [23]. A class that is highly cohesive tends to have low LCOM scores. Each
method in all classes receives a score based on the LCOMS algorithm. If the score is
below the maximum score, it is considered to be acceptable. The final metrics for a
project are the percentage of passing functions by the total number of functions. The

formal definition is shown in Equation 3.

a—k
LCOMS = M
(¢ — ko)

where

@ is the number of class attributes

k is the number of methods in the class

a is the summation of distinct attributes that are accessed by each method in a class.

Equation 3 Calculation of LCOM5
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Figure 6 Example Class Resulting in Poor LCOM5 Score

An example of a class that exhibits poor LCOM scores is shown in Figure 6. The
class contains member variables that are not directly used in any of the class methods.
These member variables can be split into a separate class but are placed here because
another class expects them to be here. Thus, unrelated external dependencies are now
captured within the class.

2.1.2.6 Unit Test Coverage

Unit test coverage is a basic measurement of the volume of code to be tested by a
certain type of automated testing. Two well-known methods exist to count test coverage:
counting by line of code or by code branch. Branch testing is a method in which each
logical condition is tested. This testing consists of the most comprehensive level of
testing and is a requirement for projects with safety critical components. For example,
DO-278 mandates this type of testing [24] to achieve a desired failure rate of less than

10~%/h. Systems that do not require extreme reliability can use the line of code method.
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With this method, if a line of code is executed as part of any test, it is counted as tested
code regardless of whether all logical conditions that can lead to it are tested. This
approach is sufficient for most commercial applications of a nonsafety critical nature.

2.1.3 Risk

In 1997, Stan Kaplan published the paper entitled “The words of risk”, in which he
systematically defined the elements of risk. In Kaplan’s definition, the classic notion of
risk as a set of three questions is presented [25]. What can go wrong? What is the
likelihood of encountering problems? What are the costs of encountering such problems?
These questions constitute a triplet in which S is the scenario of what can go wrong, L is
the likelihood, and X are the consequences of the scenario unfolding. Thus, (S;, L;, K;)
represent a triplet of risk values. Over time, the triplet values change; for example,
consider the “Cone of Uncertainty”, where the range of outcomes are high at project
inception and decrease over time. As a project progresses, the probability of the
occurrence of various risk events changes. As programs progress, a project is likely to
achieve its budget estimates, which may increase or decrease the probability of overrun.
Risks are realized or mitigated, which also reflect changing risk triplet values over time.
Note the concept that the risk impact values are temporal; for example, the cost of
achieving a certain performance measurement can be high but may change over time if it
is dependent on another decency. As the National Aeronautics and Space Administration
(NASA) indicates in its guidelines, risk management is a continuous and iterative process
that spans the entirety of a project life cycle [26]. Risk triplets change over time.

Given that risks change over the course of a project, how are actual expenditures

associated with a captured risk triplet? How do different risks fit into historical cost
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models? To answer these questions, a larger view of risk that expands beyond the project
is necessary. In an article by Paul E. Proctor entitled “A Risk Hierarchy for Enterprise
and IT Risk Managers”, Proctor discusses this hierarchy, which is partially shown in

Figure 7 [27].

Reputation Risk
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Credit Risk

Market Risk Operational Risk

Interest Rates

Business Managers Product Mgmt.

Competition

Compliance

Finance

App Development

Legal Security

Finance

Marketi
arketing Compliance

Product Mgmt.

Supply Chain

Figure 7 IT Risk Hierarchy [27]

The hierarchy has several risk sources that appear both inside and outside the
Information Technology (IT) domain. This finding implies that the cost of mitigation can
be distributed across many departments and cost centers, whereas a risk can originate
from an IT source. How can costs associated with a risk be accurately captured when
expenditures span departments and cost centers?

2.1.4 Drivers of Risk

As demonstrated in the framework Proctor proposed in Figure 7, several items repeat
in different sections but contribute to varied parts of the hierarchy. What causes this
situation? Even with a holistic approach to understanding risk, what are the causes of risk

and how are these causes related? The description of risk as a triplet that requires a
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scenario indicates that risks are contextual in nature. To construct a repeatable and
reusable risk classification framework, the contextual should be abstracted to expose the
underlying reasons for risk. A report issued by Carnegie Mellon University (CMU)’s
Software Engineering Institute (SEI) entitled “A Framework for Categorizing Key
Drivers of Risk”, which undertook this task, reasoned that risks always exist to achieve a
desirable objective [28]. An objective is defined as an entity that will improve the
product, cost, or schedule and can also apply to a programmatic goal. Risk management
involves recording risk triplets, which enable risk practitioners to make decisions that
produce desirable outcomes. Decisions—constructed or deferred—have consequences
that often influence the need for other decisions, which forms a chain of connected events

and conditions that influence the outcome of a project, as shown in Figure 8.

Potential

~ Condition
Event
> Consequence \
Condition .~ \
\ Potential

Event ~—————— Impact on Objective
Potential Potential //
Event Event \\ /
% Consequence —» /} Consequence
Condition — Condition — Condition

Figure 8 Systemic Risk [28]

Acknowledging that risk decisions influence other risk events, conditions and
consequences, a proposed risk framework should capture the relation of positive and

negative risk relations as conceptually depicted in Figures 9 and 10. The SEI report
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produced a framework based on six main drivers of risk. The relationships and

descriptions are defined in Tables 7 and 8.

Key Objectives

|
l l l l

Driver 1 Driver 2 Driver 3 Driver N
- \

Positive Conditions and Negative Conditions and
Future Events Future Events

Figure 9 Relationships Among Drivers, Conditions and Events [28]

Environment

Preparation

Figure 10 Relation among SEI Key Drivers of Risk [28]

Objectives Resilience Execution Result

Similar to the definition of characteristics in the 1SO 25010 quality model, which are

then decomposed, SEI researchers have also defined six characteristics, which were

decomposed into twenty lower-level contributors. For each of these contributors, success

and failure criteria were defined. The criteria allow risk to be partitioned and quickly

classified. Table 7 is extracted from the SEI report that describes its risk categories. The

second table below Table 8 lists the drivers for the categories, which represent the
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conceptual components of the higher-level categories. As shown in Table 8, the number

of drivers per category may be few or many.
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Table 7 Definitions of SEI Key Drivers of Risk [26]

Driver Category

Description

Environment This category captures the organizational, cultural and political risk, including communications that occur

Objectives

Preparation

Resilience

Execution

Result

between two groups. Due to resource constraints, certain projects are prioritized or certain groups are ad hoc
in nature, and communication or other political conditions may affect program performance.

This category centers on the three most common concerns that arise in programs: (1) product, (2) cost, and
(3) schedule. The risk objectives that focus on these aspects are categorized as objective-based.

This category centers on the elements of a project that need to be established before a project begins. The
categories include project governance, requirements definition, process definition, system architecture, and
metrics. Preparation encompasses activities that are necessary to effectively execute.

At program inception, for a maximum number of projects, a multitude of events, both planned and
unplanned, may occur due to uncertainty. The ability of a program to handle these events and remain
resilient defines these types of risks.

This category is centered on program performance. Other categories of risk may have been identified with
different technologies. This category can capture the outcome of these decisions, including external entities,
such as the facilities in which work may be performed.

This category addresses how well the final product implementation satisfies the initial expectations. What
was requested of the product developer? Are the maintenance and other operational support goals met?
Have issues with adoption and acceptance of the system, such as certification or other barriers, been
identified?
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Table 8 SEI Risk Drivers by Category [26]

Driver Name

1. Program Objectives

. Plan

. Process

. Task Execution

. Coordination

. External Interfaces

. Information Management

. Technology

. Facilities & Equipment

Success State
Program objectives (product,
cost, and schedule) are
realistic and achievable.
Plan for developing and
deploying the system is
sufficient.

Process being used to
develop and deploy the
system is sufficient.

Tasks and activities are
effectively performed.
Activities within each team
and across teams are
appropriately coordinated.
Work products from
suppliers, partners, or
collaborators will satisfy the
program’s quality and
timeliness requirements.
Program’s information is
appropriately managed.
Program team has the tools
and technologies that it
needs to develop the system
and transition to operations.
Facilities and equipment are
sufficient for supporting the
program.
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Failure State
Program objectives (product, cost, and
schedule) are unrealistic or unachievable.

Plan for developing and deploying the
system is insufficient.

Process being used to develop and deploy
the system is insufficient.

Tasks and activities are ineffectively
performed.

Activities within each team and across
teams are not appropriately coordinated.

Work products from suppliers, partners, or
collaborators will not satisfy the program’s
quality and timeliness requirements.

Program’s information is not appropriately
managed.

Program team does not have the tools and
technologies that it needs to develop the
system and transition to operations.

Facilities and equipment are insufficient for
supporting the program.

Category
Objectives

Preparation

Preparation

Execution

Execution

Execution

Execution

Execution

Execution



10. Organizational
Conditions

11. Compliance

12.Event Management

13. Requirements

14. Design & Architecture

15. System Capabilities

16. System Integration

17. Operational Support

18. Adoption Barriers

Enterprise, organizational,
and political conditions
facilitate completion of
program activities.
Program complies with all
relevant policies, laws, and
regulations.

Program has sufficient
capacity and capability for
identifying and managing
potential events and
changing circumstances.
System requirements are
well understood.

Design and architecture are
sufficient for satisfying the
system requirements and
providing the desired
operational capability.
System will satisfactorily
satisfy its requirements.
System will sufficiently
integrate and interoperate
with other systems when
deployed.

System will effectively
support operations.
Barriers to customer/user
adoption of the system have
been appropriately managed.
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Enterprise, organizational, and political
conditions hinder completion of program
activities.

Program does not comply with all relevant
policies, laws, and regulations.

Program has insufficient capacity and
capability for identifying and managing
potential events and changing
circumstances.

System requirements are not well
understood.

Design and architecture are insufficient for
satisfying the system requirements and
providing the desired operational capability.

System will not satisfactorily satisfy its
requirements.

System will not sufficiently integrate and
interoperate with other systems when
deployed.

System will not effectively support
operations.

Barriers to customer/user adoption of the
system have not been appropriately
managed.

Environment

Environment

Resilience

Result

Result

Result

Result

Result

Result



19. Operation Preparedness  People will be prepared to People will not be prepared to operate, use, Result
operate, use, and maintain and maintain the system.

the system.
20. Certification & System will be appropriately  System will not be appropriately certified Result
Accreditation certified and accredited for and accredited for operational use.

operational use.
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2.1.5 Bayesian Networks

After understanding the underlying data and their relation to risk drivers, the
discussion progresses to the quantification of risk driver probabilities. In his book entitled
“Machine Learning”, P. Flach constructs a model of different machine learning
techniques and characterizes the types of problems that different machine learning
techniques are best at solving [29]. Given the goal of understanding the probability of
risk drivers that occur in a project and based on the achieved software quality and
recorded project risks, the chosen technique was the Bayesian network (BN). According
to the book devoted to BNs entitled “Bayesian Networks: An Introduction” by T. KoskKi
and J. M. Noble, BNs enable a domain space to be modeled in a way that allows for the
discovery of domain variable relations and the derivation of probabilistic outcomes for
different variable values [30]. A BN is composed of several joint probability tables,
where the variables of each joint table are represented as nodes in a directed acyclic
graph (DAG). Connected nodes define the variables of the joint tables via the input and
output relationship in the DAG. This ability to model relations and determine the
probability of the joint variable values is very helpful for modeling complex engineering
problems because it allows a cause and effect relation to be described.

In their simple forms, BNs model discrete variables, where variable values
correspond to fixed predefined states and ranges. These networks are referred to as
DBNs, which enable practitioners to model cause and effect; they are similar to the
previously discussed risk and quality models. BNs that are not limited to discrete data,
are referred to as Gaussian Bayesian networks (GBNSs). This type of model is needed

when the underlying data contain continuous variables [31]. With GBNSs, discrete and
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continuous data can be intermixed at the cost of computational complexity. When
modeling more than a few variables, this computational complexity quickly becomes
unrealistic given the time taken to determine these GBN probability models.

Researchers have recognized the problem that continuous data present to BNs. Rather
than address this added complexity, many researchers convert their continuous data into
discrete values that represent a range of continuous values, and this process is known as
discretization [32]. Numerous solutions are available to perform the conversion, such as
the use of expert knowledge to classify the values or the use of a heuristic [32]. Each
different conversion technigue has pros and cons, and the accuracy and ease of
transformation should be considered. In the case of this project, the underlying data were
percent-based; thus, converting these data to integer values that range from 1 to 10 was
relatively straightforward.

Due to the number of variables involved in the quality and risk models, the use of a
DBN is preferred. After the underlying data are discretized for DBN consumption, the
next logical step is to identify the variable relations within the DBN DAG. Regardless of
whether a pre-established model, such as the ISO 25010 or the SEI Risk Driver model, on
which to base a DAG exists, the DAG must be tested to determine the suitability of use
and the strength of the DAG variable relations. Two concepts are employed for this
testing: conditional independence testing and network scoring. The two models (1ISO
25010 and SEI Risk Drivers) are shown in Figures 11 and 12. Testing is required to
determine the proper relation of variables in the DAG based on the underlying data. A
third technigue—simple correlation of variables—can be applied when no a priori models

exist to merge.
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Figure 11 DAG Representation of the 1ISO 25010 Software Quality Model
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Figure 12 SEI Framework for Categorizing Key Drivers of Risk [28]
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Conditional independence testing expresses marginal linear dependencies among
variables [31], which is helpful for testing whether a particular node and its edges have
data that corroborates the relation as it is reflected in the DAG. When variables are
marginally independent, some relation to the variable is implied, although the strength of
the relation is not implied. When variables are conditionally independent, changes in one
variable do not influence the other variable. However, the two variables can depend on

another variable similar to that depicted in Figure 13.

Figure 13 Conditional Independence Example

A conditional independence test states that B and C are conditionally independent,
that is, the value of B does not change in relation to a change in the value of C. Both B
and C are conditionally dependent on A, which implies that changes to variable A will
produce a change in B and C. In the case of GBNs, these scores cannot be calculated
because a closed form cannot be derived from continuous data [31]. The formal equation

for conditional independence testing is given in Equation 4.

38



Using the log-likelihood ratio G2, where
E is probabablistically independent

I is not probabalistically independent.
Hy=B EC|A

H =B # C|A

n NpcaN
GZ(B,C |A) — ZZZ bca log bca'*++a
n Np+aNc+a

beB ceC aeA

where

+ denotes the sum over an index
n is the number of observations

Equation 4 Conditional independence test [31]

By performing a conditional independence test for each proposed arc in the DAG,
an understanding of whether the underlying data support the relationship is established.
Some nodes in the DAG have multiple variables that can influence them. In a DBN, each
arc between DAG nodes becomes a variable in a conditional probability table that will
need to be computed; thus, minimizing the number of arcs to only the strongest arc is
desirable. A conditional independence test determines the occurrence of a relation rather
than the strength of the relation. To determine the strength of the DAG relation, network
scoring is used. A conditional independence test is centered on a single arc, while
network scoring considers all nodes and arcs in the network.

Network scoring uses one of two different algorithms: Bayesian Dirichlet
equivalent uniform (BDEU) and Bayesian information criterion (BIC) [32]. Proper
employment of both algorithms requires the initial score to be calculated prior to the
modification of an arc and subsequent recalculation. Scores can be used to compare the
successive attempts of the DAG on the network and its relation to the data. This process

enables vastly different networks to be compared given the data. This study used the BIC
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algorithm. Although the larger BIC algorithm considers nodes in the network, it is a
summation of all individual nodes. For any node set and arc, the individual strength score
can also be computed. The formal definition of the BIC is given in Equation 5.
Given

Nodes {X, Y, Z}

Arcs {X-Z, Y-Z}

Then

D
BIC = logP(X,Y,Z) —ElogN

D D D
BIC = [logP(X) — flogN] + |logP(Y) — flogN + [logP(Z|X,Y) —ElogN]

where
D is the number of nodes in the network

N is the sample size of the underlying network data
BIC is the network score

Equation 5 Bayesian information criterion (BIC) test for network scoring [31]

With a DAG that reflects data relationships in a manner that best fits the available
information, the BN can be applied to generate a Maximum Likelihood Estimate (MLE)
by taking a BN variable and value and evaluating the conditionally dependent variable
values to maximize the likelihood of the variable and value [33]. This approach is useful
when a researcher wants to understand the conditions that will maximize the possibility
of achieving a desired outcome variable value.

At other times, researchers aim to predict values given the underlying joint
conditional probability tables in the BN. In these cases, the approximate inference
algorithm is the desired algorithm [31], and then Monte Carlo simulations are performed
to generate observations for the BN. The underlying observed data are compared with the

generated data and a probability is computed. This technique allows the researcher to
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determine at least one input value and enables the computer to calculate the probability of
an outcome variable and value. For example, given A==1 and B==2, what is the

probability that C==2? The formal definition of the probability is provided in Equation 6.

GivenB and Q
ar==<
A
where

B is a Bayesian network (DAG and data)

Q is a set of input assumptions and desired outcome events
Al is the approximate inference (probability)

G is the count of generated samples that match

A is the count of actual samples that match

Equation 6 Approximate Inference of event and outcome probability (risk probability prediction)
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2.2 Incorporating Risk Probability into a Budget Estimate Process

The second research question is posed. What is the current state of the software
estimation and how can it be used to include quality-based risk predictions. To answer
the first research question, i.e., whether a BNM can be constructed from software quality
and risk that produces risk estimates that relate to actual project budget overrun, some
background information about the following topics is needed:
Bayesian Networks
Software Quality Models
Software Quality Metrics
Risk Models

2.2.1 Software Estimation

Any developer, manager or executive will not argue with the notion that current
software estimation techniques are inaccurate. Books have cited that estimates may
present up to 100% differences from the actual outcomes [34]. When these estimates are
inaccurate, they either incur overruns or are canceled. In a recent journal article published
in 2015, the cancelation rates for mid- to large-size projects were estimated at between 30
percent and 65 percent as listed in Table 9 [2]. Cancelations are examples in which
inaccurate initial estimates are accepted as valid and become the cost basis upon which
flawed initial decisions to begin development are made. Additional work is needed to
reduce this finding to frequent outcomes, and initial estimates must improve to enable

better decisions that deliver increased profit and shareholder value.
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Table 9 Project Cancelation Rates by Size [2]

Size Canceled Project Percent

1 0.5%

10 1%

100 4%

1,000 12%
10,000 30%
100,000 42%
1,000,000 65%

Estimation processes fall into three distinct categories: expert judgment, parametric
estimation, or historical evidence. The categories are listed from most common to least
common. To explain why so many estimates are inaccurate, this section will present three
main techniques and their relative strengths and weaknesses. The popular Agile
estimation techniques and the lack of alignment of this emerging form of estimation with
firm fixed priced budgeting, in which work is spread around the globe, are also discussed
in this section. Other common concerns with SLOC-based estimates are discussed.

2.2.1.1 Expert Judgment

The most commonly used form of software estimate is expert judgment. Estimates
that rely on one or two developers to use their experience and judgment to guess the
number of hours needed to create some functionality fall into the Expert Judgment
category. A potential problem with this form of estimation is that the estimator’s personal
performance is often linked to this estimate, which incentivizes the estimator to produce
estimates that significantly overestimate the number of hours needed to complete the
task. The adage of “under promise and over deliver” is a manifestation of this finding.
When numbers consistently exceed the requirements, management will notice and their

trust in the estimates is undermined. Over time, management will seek to reduce the
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estimates, which may cause a catastrophe when they are accurate. Another problem with
expert judgment is related to probability. When an estimate is generated, it is often a
single estimate that is given with no confidence or at a level near 100%. Statistically, this
finding implies no chance that the actual costs will exceed or fall below the given
estimate. Unless the confidence levels are backed by a quantitative process, they are
equally unlikely to deliver. For example, a project will often yield a minimum confidence
level of 90%, which indicates that the estimate will be incorrect 10% of the time. Many
studies estimate that a maximum of 65% of software projects exceed their budgets [1]

2.2.1.2 Three-Point Estimation

A simple solution to the previously described problem is the use of three-point
estimates. In this system, estimates rely on expert judgment but provide best-case and
worst-case estimates for each item that is estimated. This approach enables the generation
of the standard deviation and variance. Assuming some distribution, estimates can be
generated with some degree of confidence.

2.2.1.3 Parametric Estimation

The second type of software estimate is based on parametric data. Parametric
models capture large data sets and require users to enter settings or values into a model,
where the tool generates an estimate based on the underlying data. Examples of
parametric estimation include Function Point Analysis (FPA) and the Constructive Cost
Model (COCOMO) by A.J. Albrecht [35] and B. Boehm [36], respectively. The FPA
establishes guidelines for the decomposition of a function into five types: external input

(ED), external output (EO), external query (EQ), internal logical files (ILF), and external
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interface file (EIF). Each of these types derive certain function points based on the

selection of a qualitative complexity factor, as indicated in Table 10.

Table 10 Function Point assignments by Type and Complexity

Quality
Function Type Low Average High
External Input 3 4 6
External Output 4 5 7
External Inquiry 3 4 6
Internal Logical File 7 10 15
External Interface File 5 7 10

The International Function Point Users Group (IFPUG) is a group dedicated to the
concepts of function points, and they maintain a certification process that ensures that
personnel trained in FPA analysis can consistently create duplicate estimates within a
small margin of error that does not exceed 20% [37]. Any two estimators should be able
to review a set of requirements and generate a function point estimate that falls within
20% of each other. Consistent estimates are an essential step for proper initial project cost
and baseline activities.

COCOMO is a parametric cost model that uses several attributes to gauge the
complexity of a program while performing counts of SLOC and data elements. Attributes
in the model also attempt to account for process and environmental factors, such as the
experience level of personnel who execute development and the level of rigor of the
development [36]. The most recent version has 63 attributes. The large number of
attributes causes high variance of the estimate values depending on the understanding of
the underlying model by the estimators. One study that compared the FPA with
COCOMO determined that the COCOMO model produced a considerably larger mean

error in generated estimates, particularly when applied at an early stage in a project life

45



cycle, when maximum uncertainty is observed [38]. The study concluded that in the early
phases of project estimation when uncertainty is high, the FPA provides more consistent
and accurate estimates of the actual effort necessary to complete a project.

2.2.1.4 Historical Estimation

When performing probabilistic predictions, one of the most common concepts is
the “cone of uncertainty”. In his paper on Software Economics that describes COCOMO,
Barry Boehm linked the cone to the project life cycle [36]. He proposed that maximum
uncertainty exists in the initial stages of a project and estimates generated in this phase
will have the largest variance. As project execution progresses, additional information
regarding the performance and requirements becomes available; thus, the variability of
possible outcomes decreases. When this information is gathered across many projects, the
development of historical execution models is feasible. Although a project is not
guaranteed to fall within the range of information, available statistics enable the
generation of fairly accurate estimates based on the Bayesian probability and execution
distribution. One problem with historical information is that years of information are
required to gather sufficient data to create historical performance models. Even when a
sufficient volume of information is gathered, it is often gathered using many different
methods that may prevent the construction of these historical models. The book Software
Metrics [15] indicates that metrics can include measurements of software lines of code,
which typically present problems compared with metrics between two projects. This
variance in measurements can introduce significant error into data when not captured in a

consistent manner. Other sources of error can include gathering data that may change
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depending on the phase of development. Software Metrics provides an example of

calculating the cost of quality in the preliminary stages, as shown in Equation 7.

., — Cost
Cost of Quality = %/\ymper of Errors

Equation 7 Cost of quality

In the early stages, the costs are low and the number of errors are high, and later
in the project life cycle, these values change, with the costs increasing to high values and
the number of errors reducing considerably. Without an understanding of the timepoint in
the life cycle when the metric was recorded, comparisons and or conclusions can be
erroneous. A well-known approach to ensuring that collected metrics achieve their
intended use is the Goal Question Metric (GQM) approach [39], which states that metrics
must be designed from the top down with a specific purpose and context to be effective.
This concept aligns with the ISO 25010 Quality model, in which a specific goal is
defined and then decomposed into its appropriate components with sufficient context to
answer the question.

2.2.1.5 Agile Estimation

Approximately 75% of software development projects are estimated to experience
schedule pressure [34]. These pressures create an incentive to reduce as many upfront
tasks as possible while accomplishing a sufficient number of tasks. A process that
embodies this manifesto is named Agile [40]. Agile removes a considerable amount of
the upfront estimations and definitions by employing iterative models that are adjusted to
the requirements that are created slightly before development is scheduled to begin.
Under Agile process control, high-level requirements are defined as epics, which are then

decomposed into user stories [41]. User Stories are the first point in the Agile process,
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where software estimates are generated. For each iteration of 2 to 4 weeks, teams will
assign an estimated number of story points to user stories and then commit to a fixed
number of story points based on the capacity of the team. This approach has the
advantage of deferring a considerable amount of the planning until it is needed, which
minimizes the replanning and enables priorities to shift depending on the perceived
values and importance to the project. A limitation to the Agile approach is that user
stories can be very broad depending on the developers’ understanding of the
requirements. This variation causes an explosion of user stories from the higher-level
epics and the perspective of management of an over-budget project. Large fixed-price
projects require that upfront estimations and schedules be given to the customer and
represent binding contracts. The Agile process does not support these activities, which
are often performed without any software engineering input beyond high-level expert
judgment. Depending on the size, complexity and financial vehicles of a project, pros and
cons should be considered.

2.2.1.6 SLOC Limitations

Several of the metrics that have been discussed utilize the number of source lines
of code (SLOC) in their computations. A discussion of the few limitations of SLOC-
based metrics and why the use of function points where possible is preferable would be
beneficial. Function points are formally defined in ISO 20926 as units of functional size
that measure the functionality of its requirements [42]. Function points measure the
complexity of requirements, and they are not dependent on the software development
language that is used to implement a project. Systems that contain multiple independent

subsystems will utilize different languages across subsystems, which prevent
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comparisons of the same metrics collected on different subsystems. While alternative
mechanisms are available for measuring size, such as the Agile method of story points,
they are estimated by individuals and the actual team that performs the work. At scale,
this finding indicates that different teams provide different numbers for the same work.
Successful planning relies on the successful calculation of consistently accurate
estimates.

Effective software metrics collection programs rely on the ability to establish
baselines, where recorded measurements are reliable and consistent [15]. Even within the
same project, different developers with different skills can implement the same
requirements using numerous methods that satisfy the requirements. Some
implementations require a minimal amount of code, while other implementations require
a significantly larger volume of code, which further complicates comparisons, even when
the same language is used across different components. Function points provide a
normalization of the requirements, enable comparisons of different projects and are the
base metric of most productivity and quality benchmarks due to the ability to compare
results from multiple projects.

Since the aspects of software quality models and mechanisms to normalize the
comparisons of size and complexity across projects have been discussed, the economic
implications of effective quality can be quantified. The following table provides
qualitative descriptions of software quality, such as low, medium or high, and the
quantitative cost and function point sizing are shown. The table demonstrates that the
need for effective software quality control becomes mandatory as complexity increases.

The underlying data in Table 11 are gathered from “The Economics of Software Quality”
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by C. Jones, which leverages annual data published by the Standish group, which consists

of more than 25,000 projects of varying function points [1].

Table 11 Mean Development Costs by Quality and Function Point Size [1]

Size Low Quality Medium High

10 $6,875 $6,250 $5,938

100 $88,561 $78,721 $74,785
1,000 $1,039,889 $920,256 $846,636
10,000 $23,925,127 $23,804,548 $18,724,012
100,000 $507,767,782 $433,989,557 $381,910,810

In these projects, the distribution is also interesting because as the size and
complexity of a project increases, the likelihood of achieving a high-quality outcome
significantly decreases while the likelihood of achieving a poor-quality outcome
significantly increases. When handling large projects, acceptable quality levels can
translate to the saving of hundreds of millions of dollars for a single project. Corporations
must understand the cost of quality. Table 12 provides a distribution extracted from
“Wastage: The Impact of Poor Quality on Software Economics” by C. Jones, and it

shows the distribution of projects by function point complexity [2].

Table 12 Quality Distribution by Function Point Size [2]

Size Low Quality Medium High

10 25% 50% 25%

100 30% 47% 23%
1,000 36% 44% 20%
10,000 40% 42% 18%
100,000 43% 45% 12%

2.3 Summary

These concepts are important factors to understand when constructing metrics

programs that can be used to solve the underlying research questions. After determining
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whether a risk prediction that uses quality data is associated with overrun, we must
identify risk and quality models. Once these issues are understood, the metrics that feed
these models must be identified. Understanding some of the strengths and weaknesses of
existing estimation techniques can help with the construction of estimates based on
historical data and quality-based risk predictions. Understanding the underlying BN

characteristics is important for generating probabilistic predictions.
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Chapter 3: Methodology

3.1 Overview & Break Down
After identifying the larger task of improving the software baseline budget accuracy,
two research questions were derived:

1. What is the association between the risk predictions of the proposed Bayesian
Network Model (given a set of input quality and risk assumption) and the actual
project overrun expenditures

2. Can the proposed estimate methodology reduce the variance between predictions
and actual project overrun expenditures?

This chapter is organized into six main sections. The first section discusses the process
and refinement of the Bayesian Network Model. The second section describes how the
probability prediction from the Bayesian Network Model is converted into a budget
prediction. The third section describes how error and the variance between the proposed
and existing methods are calculated. The fourth section describes the methodology for the
first research question and the associated null and alternate hypotheses. The fifth section
describes the methodology used to accept or reject the null and alternate hypotheses
associated with the second research question. It also describes the methodology used to
determine the level of any changes between the proposed estimate methodology and the
existing methodology. The sixth and final section presents some data supporting the

applicability of algorithms where normality is an assumption.
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3.2 Building the Bayesian Model

Fundamental to both research questions is the ability to predict probable risk
outcomes given a set of quality data. In practice, this task is accomplished by building a
BN that links quality models and data to probable risk outcomes. This section discusses
the methodology used in this praxis to construct such a model.

BNs build probability tables based on an acyclic graph that links different nodes that
represent problem space variables. With two different well-known models, i.e., ISO
25010 and the SEI risk drivers, the need to introduce arcs that link the two different
models was identified. Initially, the endpoints in the two models were linked, and
although this produced reasonable results in terms of probability predictions, whether
more accurate predictions could be generated had to be determined.

To determine the optimal DAG structure, conditional independence and BIC tests
were performed. The first test type was a conditional independence test, which
determined whether a relationship encoded in the DAG was reflected in the underlying
data [31]. This process was performed by computing the log likelihood ratio and either
accepting that the nodes were conditionally independent when low values were returned
or rejecting the hypothesis and stating that a probabilistic relation among the nodes

occurred when large values were returned.
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The second type of test was performed to establish the DAG employed network
scoring to determine how well all arcs in the DAG reflected any dependencies in the
underlying data. The BIC test computed a score for the connections in a network using
the previously discussed equation. By running this test for various sets of arcs, scores can
be compared and a result that best maximizes the score becomes the DAG shown in

Figure 14.
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With the DAG complete, underlying data can be converted to conditional probability
tables, which are based on the values of variables in underlying data observations. Once
this conversion is completed, the use of approximate inference to predict the probability
of an event given a set of input data is feasible. Using Monte Carlo simulations, data
samples of the domain can be generated. The number of generated samples that match the
input data and the desired outcome are compared to the count of the actual data samples
that also match. The ratio of the two values yields an approximation of the conditional
probability [31]. With the ability to compute this ratio for a given set of input
assumptions and desired outcomes, the total risk overrun can be computed.

Sufficient supporting data for the models are typically available from four sources:
software quality, Software Configuration Management (SCM), risk registers, and finance
databases. The information from these sources must be crosslinked because they are often
recorded in separate systems in which they have different identifiers. The introduction of
a preprocessing phase to link these identifiers across different systems is necessary
because the mismatched identifier problem occurred at the corporation where this
research was undertaken. Even after gathering and linking the raw inputs, the data will
contain many elements that are unnecessary and must be stripped. After obtaining and
linking the relevant information, the next step is to transform the data into mathematically
usable formats. An example is to convert character data to an integer or floating-point
format. This study utilized raw data from a single division of a large global corporation.

The transformation of data was divided into two phases: preprocessing and analysis.
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3.1.1 Data Preprocessing

The goal of the preprocessing phase is to obtain raw input data in formats that can be
manipulated and ingested into a DBN. Many of the fields in the raw input data are
continuous in nature. These values must be converted to formats that are easily processed
when constructing a DBN, which requires converting the data values into discrete values.
This process is known as discretization. As previously discussed, the underlying data are
derived from multiple different systems, where identifiers are not identical across all data
sources. This step requires the construction of a join table that enables the translation of
identifiers. With the translation of identifiers enabled, DBN data rows are constructed.

Another data aspect that must be addressed during preprocessing is spuriously
missing data. Although every company strives to uniformly enforce their processes, this
objective is not always achieved. Projects may experience problems that can cause the
automatic collection of metrics to fail. Projects can also decide to cut process corners at
times when they are under budget or during duress, which can also cause the automatic
collection of metrics to fail. In some cases, these data can be estimated, while the missing
data can be assigned missing values in other cases. The preprocess phase established the
rules for each metric as they are formatted for use in the DBN.

The joint probability models for the BNs require values for all variables in a data row;
thus, null values are not possible. For missing data, a simple decision must be made. Are
the data missing because of a lack of collection or because of an error that occurred at
some point in the project? In the first case, examples, such as projects that never
implemented unit testing, are readily obtained,. In this case, all records with missing

scores were set to 0% instead of null. In the case in which observed values and data were
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assumed to be randomly missing, Multivariate Imputation by Chained Equations (MICE)
was used to provide any missing data prior to discretizing any of the data to ensure that
continuous values could be estimated. MICE is a process in which the mean values are
determined, and regression analyses of each variable with respect to another variable are
performed to establish a set of predictions for missing values [43]. MICE assumes that
values are not dependent on any unobserved values, which aligns with the stated
assumption that they are spuriously missing.

3.1.2 Discretizing

The next logical step is to begin discretizing the data to construct a DBN. As
discussed in the Literature Review, DBNs enable the use of additional analysis
techniques to understand the strength of the network and simplify the construction of the
network [30]. The process of discretizing data involves taking a sample set and dividing
the continuous values into a set of quantiles that align with the range of values.
Discretizing values can also involve inverting quantiles as necessary to ensure that higher
scores are the better scores for all values. The following items were the attributes for the
ISO 25010 software quality model:
Internal Adaptability — This quality is an attempt to quantify how easily the code will
change, and it evaluates coupling and cohesion, duplicated code density and inheritance
depth violations. All metrics are percentages that range from 0 to 100. These values are
discretized, which converts them to a value from 1 to 10 depending on the quantile to
which their score belongs over the cumulative distribution of the data. The final

adaptability score is the mean value of the previous scores.
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Internal Maintainability — This quality seeks to quantify the maintainability of a code
base and the ease with which future maintainers will understand the role of the code and
introduce changes. This quality is composed of the documented API density, duplicated
line density, function length violation and cyclomatic complexity by SLOC and function
percentages. These metrics are percentages that range from 0 to 100, and the values are
discretized, i.e., they are converted to a value from 1 to 10 depending on the quantile to
which their score belongs over the cumulative distribution of the data. The final
maintainability score is the mean value of the previous scores.
Internal Testability — This metric is a measurement of how well a code base is tested
and the ease of testing. This quality is a combination of both code coverage and
cyclomatic complexity measured at the source code line and method level. The
continuous values here are percentages that range from 0 to 100. These values undergo a
transformation to discrete scores from 1 to 10 depending on the quantile to which their
score belongs over the cumulative distribution of the data. The final testability score is
the mean value of the previous two scores.
External Quality - This value is used to input the total quality of what is externally
visible. This score is based on the number of defects that are reported against a project.
The number of defects was used as the value range upon which the discretization was
based.

After discretizing the internal software quality metrics, the metrics had to be
associated with their external quality values, which involved joining data on the
component identifier for which the internal was based (unique for each code base) to the

projects on which they were deployed. Joining the data required linking SCM records
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with project and component identifiers since the underlying data originated from different
tools using different identifiers. After completing this step, the DBN had approximately
21,914 variable observation sets.

A commonly accepted definition of risk is that it contains three components: a
scenario, a probability of the scenario, and an impact value that would be incurred if the
risk is realized. When a risk observation is created in the corporate tools, it is assigned
one of the 20 SEI risk types and a scenario as well as probability and impact scores on a
scale from 1 to 5. In the DBN, each risk category is represented by a single variable. To
populate this value, the two dimensions of impact and probability need to be collapsed
into a single value. By multiplying these values, a single scored can be computed.
Although the score measures risk, it does not model the absence of risk, which is also
necessary to build the BN. A scoring system is established in which 0 is the absence of
risk, 1 represents minimal risk, 2 represents medium risk and 3 denotes substantial risk,
which is consistent with many risk models [27]. The scoring system shown in Figure 15
is not as complex as other scoring systems and only accounts for the cost of risk when a

risk is present, that is, the amount of overrun on the project for the risk type.
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Risk registries often document a single risk triplet that is associated with a single
driver. The DBN, however, has 20 variables that need to be populated for each record.
Because risk values can change over time, risk observations for a project should be
grouped to ensure that the DBN will have risk variables with different values at various
times, which is similar to the depiction in Figure 16. The DBN would not have data that
support risk relations if they are entered in isolation, which prevents a substantial
expansion of the computations required to construct the probability tables when
numerous records for the tables need to be considered.

3.3 Generating a Budget Prediction

Building a risk-adjusted budget prediction requires the introduction of two different

financial components: the cost of risk and the historical overrun. These values enable the

generation of the final risk-adjusted budget prediction.

3.3.1 Cost of Risk

As previously discussed, Bayesian Networks are an excellent method for predicting
probabilities given the correct inputs. The proposed Bayesian Network produces a
probability estimate for each of the six risk categories for a given project. Using historical
financial data, the mean values of risk can be determined for each of the six risk
categories.

One problem associated with the use of mean values for the cost of risk is that they
may correspond to a quantile that differs from the quantile for which the estimate is
targeted. As shown in Figure 17, the mean value corresponds to the 17th budget quantile
and thus may not correspond to the budget sizes under consideration. To remedy these

differences on a budgetary scale, a simple linear scaling factor based on the budget
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quantiles is introduced into the estimation process. This introduction yields equation 9 for

scaling the cost of risk to an appropriate level given the budget value ranges.
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Figure 17 Density of Risk Observations by Budget Quantile
EQ

Si = E Ci
where
S; is the scaled risk
C; is the mean cost of overrun by risk category
M; is the mean cost of overrun by risk category
EQ is the estimted budget quantile

M; is the mean budget quantile of the risk category
i is the risk category (6)

Equation 8 Modified equation for risk overrun

Although these techniques produce a scaled risk cost of risk value, they must be
combined with the risk probabilities to produce a single risk adjusted cost of risk value
for the project. Net present value (NPV) techniques are applied to reduce these
uncertainties to a single most likely cost [44]. For the NPV, the final cost of an entity is
the mean value of all possible outcomes multiplied by their probability of occurrence.
The caveat is that the sum of all probabilities must sum to 1. By expanding the
permutation of the six different risk types, each permutation of the probability that the six
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risks will occur is as likely as that of the other combinations. Therefore, the NPV values
are the summation of all permutation costs divided by the number of permutations, as

presented in equation 10.

R, = % SiP;
n

R 2(S1Py + S3Py + S3P3 4+ SuPy+ SsPs + SePe)

i

n

where

The binary permutation of the risk categories are 000000, 000001, 000010, ...

R; is the total risk cost

S; is the scaled risk cost for risk category

P; is the probability of risk category occurrence

n is number of permutations (6 = 64)

i is risk category (6)

Equation 9 Adjusted risk value for a given permutation of risks
3.3.2 Historical Overrun

After computing the adjusted risk value, a final risk-adjusted budget prediction can be
produced by integrating risk and historical overrun into the standard estimate. Although it
is relatively easy to determine, historical overruns in aggregate groups (shown in Table
13) present problems when addressing projects that align with the edges of these
boundaries. This finding is particularly evident at the higher budget level, where the

quantile ranges are substantially larger. The cumulative distribution of the project budgets

shown in Figure 18 illustrates the range of budget variance.
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Table 13 Project Budget Ranges by Quantile

Quantile Count Range (In multiples of $1,000)
1 46 1-156.25
2 46 156.26 - 386.70
3 45 386.71-673.95
4 46 673.96 —1,128.00
5 46 1,128.01 — 1,560.50
6 45 1,560.51 —2,192.90
7 46 2,192.91-2,811.55
8 47 2,811.56 — 3,696.00
9 46 3,696.01 — 4,930.70
10 46 4,930.00 - 6,175.50
11 46 6,175.51 —7,747.55
12 45 7,747.56 — 9,407.60
13 46 9,407.61 - 11,697.10
14 46 11,697.11 — 14,039.60
15 45 14,039.61 — 17,577.25
16 46 17,577.26 — 23,362.80
17 46 23,362.81 — 31,156.10
18 45 31,156.11 — 45,564.70
19 46 45,564,71 — 91,905.00
20 46 91,905.01 — 987,112
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The sources of overrun can vary among projects. Although all sources of overrun may be
captured in the financial information, the magnitude of the overrun varies among
projects. The key to understanding this variance is establishing a mechanism to group
similar projects for comparison. Comparing data from projects with extreme budget
differences is not helpful, as one project can overwhelm the other project. To prevent this
situation, historical outcomes need to be grouped by projects with similar budget sizes.
The historical overruns can be obtained by determining the mean overrun of a group of
projects above and below the budget under consideration. Given the data set size and the
desire to ensure statistical significance, these groups were set to include 50 samples. The
final proposed estimate can be calculated by Equation 11.

E,=R.+ H,+ B

where
E, is the proposed quality and risk adjusted prediction
R, is the risk cost for all risk categories

H,, is the mean historical overrun for the budget value under consideration
B is the project submitted budget estimate for the project

Equation 10 Predicted overrun equation

3.4 Calculating Error

Equation 12 shows the commonly accepted form for error calculation and the
application of this general form to the different sources of error that will be used when
detecting improvements in error variance. The specific arrangement follows a research

project that analyzed different error categories [45].
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Experimental Value — Accecpted Value
Error = x 100
Accecpted Value

o Actual Expenditure — Existing Budget
Existing Process Error = — x 100
Existing Budget

Actual Expenditure — Proposed Budget
Proposed Process Error = %X 100
Proposed Budget

Equation 11 Error calculations

3.5 Relation of Proposed Risk Probability and Expenditures

This section focuses on understanding whether the proposed risk probability based on
quality data is associated with project overrun expenditures. Given that both the proposed
risk predictions and project overrun expenditures are continuous values, correlation
techniques such as Pearson’s correlation can be used to answer this question.
Pearson’s correlation is a technique that produces the correlation value g, which ranges
from -1 to 1. This value reflects the strength of the relationship between two variables,
which are expressed using a monotonic function. The technique also computes the p-
value to assess the confidence of the correlation calculation. The p value allows
researchers to accept or reject hypothesis associated with the establishment of a relation
between two variables. The correlation value g is then used to determine the type of
relation and its strength. For negative values it implies as one variable increases the other
decreases, for positive it implies as one variable increases the other also does. A value of
0 would then imply there is no linear relation between the variables. The strength of

relation can also be implied from this value.
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Pearson’s correlation is formally defined as follows:

_ X =)y — ﬂy)
p= 0x 0y

where

o, 1S the standard deviation of x
gy is the standard deviation of y
U, IS the mean of x
1, is the mean of y

Equation 12 Pearson’s correlation coefficient.
3.6 Estimate Variance Reduction

This section outlines the steps in steps in determining if the proposed budget
prediction method can be used to improve the variance of error between predictions and
actual project overrun expenditures. The first step is to determine if there is a difference
in the mean errors of the existing and proposed methodology. The second step is to
determine the size of change. The final step is to ensure statistical confidence in the
underlying data.

3.6.1 Detecting Improvement of Error Variance

The first step in determining if the proposed prediction can be used to improve the
variance of budget error is to establish that there is a difference between the mean error of
the proposed and existing methods. Paired two-sided t-tests are conducted to establish if
there is a difference in the mean error of the experimental observations [46]. The paired t-
test is perhaps one the well-known and widely used hypothesis tests in use today [47].
The paired t-test is used when there is a desire to measure a before value against a
potentially changed value of the same subject group [48]. This t-testing is conducted

using a 95% confidence level.
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The equations for the t-tests are presented as follows:

Xp — )
t= ———

%)

Vn

where
Xp, is the mean of the difference between the existing process error and the
proposed process error
o is the the standard deviation of the difference between samples

u is the difference in the the means of the two samples to test for change
n is the number of paired observations

Equation 13 Paired T-Test

3.6.2 Determining the Size of Variance

The next step in answering the research questions is to establish the mean variance.
This is determined by establishing a confidence interval over which the variance can be
predicted to occur [49] [50]. There is also a 95% confidence level associated with the
effect sizes the technique produces. The confidence interval is constructed using the same
underlying data as the t-testing from the previous step.

The equation for the confidence interval is expressed as follows:

Cl=pu+Z

S1Q

where

u is the mean difference between the error sets

Z is the chosen Z — value for the confidence level
o is the standard deviation of the error difference
n is the number of paired observations

Equation 14 Confidence interval calculation

3.6.3 Ensuring Statistical Confidence
The final steps to be addressed are to ensure the data set has sufficient samples to
ensure statistical significance and to determine the minimum detectable change between
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the data sets. Sample size is addressed in Equation 15 and Power Testing is used for the

later.

Sample size equation for two-sided paired t-test:

&)
n=|—
E
where
n is the required number of samples
Z is the value from the standard normal distribution
o is the sandard deviation of the pair differences
E is the margin of error
Equation 15 Sample size equation for paired two-sided t-test
3.7 Normality and Data Assumptions
Both Pearson’s correlation and the paired t-test have assumptions that the underlying

data is normal. Presented in Figures 19 and 20 are the distributions of the Existing and

Proposed Error Variance.
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Figure 19 Histogram of Existing Error Variance
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Figure 20 Histogram of Proposed Error Variance

In addition to the observations regarding model performance, other limitations of the
model are worthy of discussion. For example, the model relies on data that can generate
estimate errors if not consistently gathered. Additionally, data that support this analysis
are gathered over the course of several years and many departments, which must measure
and gather data in the same manner. The time required to generate these data indicates
that the model cannot immediately solve problems without some foresight.

As shown in Figures 21-24, the distribution of the quality in the experimentally
observed data is consistent with the expected quality distribution from the literature
shown in Table 12. The costs by quality level in Table 11 and the expected cost values
and the actual costs by quality level in Table 20 reinforce the association between the two

data sets. These distributions are the discretized values that are directly used in the model.
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Understanding the limitations regarding the data used in this praxis is of value when
considering the conclusions that may be drawn from this praxis. First, the model that was
utilized for the probable risk outcomes represents only one method in which the
underlying quality and risk data can be utilized to improve the accuracy and reliability of
estimates. Another potential limitation of this study is that data were only collected for a
single industry. As each corporation measures quality differently, data from multiple
industries would need to be combined, which can complicate comparisons. This
particular integration of quality relies on historical perspectives, which would require

several years of data for the model.
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Chapter 4: Results

4.1 Overview & Break Down

This chapter presents the results of the calculations from the methodology and
describes the acceptance or rejection of the hypotheses. This chapter also translates the
results into the larger problem space. First the underlying calculations from probability
and risk cost are presented. This is followed by the results of relationship testing between
the risk probability results and project actual overrun expenditures. Next the results of the
Estimate Variance reduction are presented. Finally, observations regarding the use of the

proposed method are presented.

4.2 Predicted Risk Probabilities & Cost

Presented in Table 14 are the underlying risk probabilities generated by the proposed
Bayesian Network for each of the six risk categories. In table 15 the mean cost and
budget quantile of these risk categories are presented. These are the risk probability and

risk cost values used in all estimate prediction for the proposed method.
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Table 14 Predicted Risk Probabilities

Objectives  Preparation Execution Environment Resilience Result

0.1400 0.0365 0.0332 0.0652 0.0294 0.0190
0.1715 0.0470 0.0406 0.0784 0.0430 0.0204
0.1842 0.0468 0.0416 0.0820 0.0394 0.0370
0.1010 0.0286 0.0244 0.0454 0.0261 0.0241
0.1423 0.0336 0.0303 0.0661 0.0306 0.0173
0.1429 0.0434 0.0355 0.0695 0.0413 0.0398
0.1263 0.0365 0.0324 0.0561 0.0317 0.0233
0.0806 0.0487 0.0470 0.0263 0.0394 0.0328
0.1765 0.0352 0.0222 0.0742 0.0276 0.0268
0.1195 0.0366 0.0324 0.0572 0.0332 0.0183
0.1420 0.0410 0.0354 0.0637 0.0351 0.0308
0.1180 0.0344 0.0273 0.0529 0.0319 0.0271
0.1210 0.0342 0.0264 0.0566 0.0320 0.0264
0.1187 0.0322 0.0260 0.0578 0.0293 0.0251
0.1055 0.0252 0.0226 0.0543 0.0270 0.0222
0.1809 0.0492 0.0399 0.0757 0.0388 0.0401
0.0899 0.0255 0.0368 0.0375 0.0277 0.0157

Table 15 Mean Cost of Risk & Budget Quantile by Risk Category

Risk Type Mean Budget Quantile Mean Cost
Objectives 15.75 19,015
Preparation 16.36 24,757
Execution 15.48 16,551
Environment 18.43 61,081
Resilience 16.46 36,651
Result 15.72 19,578

4.3 Relation of Proposed Risk Probability and Expenditures

Applying the methodology described in section 3.5 Relation of Proposed Risk
Probability and Expenditures, to the first set of hypotheses results in the acceptance of the
alternate hypothesis. The detailed results are shown below in Equation 15. These results
indicate that there is a very strong relationship between the predicted risk probabilities
from the proposed Bayesian Network Model and project actual overrun expenditures.

Data from Table 16 were utilized for this calculation.
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X =)y — .uy)

Ox0y

p = .9931678,p — value = 2.066 x 10~1°
where

o, 1s the standard deviation of x
gy is the standard deviation of y
U, 1S the mean of x
1y, is the mean of y

The tested null hypothesis and alternate hypothesis are as follows:

H,: No association exists between the proposed Bayesian Network Model’s risk
predictions (given a set of input quality and risk assumptions) and the actual project
overrun expenditures.

H,: An association exists between the proposed Bayesian Network Model’s risk
predictions (given a set of input quality and risk assumptions) and the actual project
overrun expenditures.

Equation 16 Pearson’s correlation coefficient.

Table 16 Proposed Method Risk Probability vs Actual Project Overrun Expenditures

Proposed Bayesian Network Risk Actual Project Overrun
Prediction Expenditures
0.3246 12,192
0.3932 302,992
0.4474 299,784
0.2486 -3,839
0.3181 1,029
0.3644 89,565
0.3018 -713
0.2814 -1,166
0.3573 -3,261
0.2930 14,565
0.3407 49,774
0.2800 2,598
0.2860 -1,247
0.2916 46
0.2638 12,916
0.4279 556
0.2333 2,713
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4.4 Estimate Variance Reduction

Given the acceptance of the alternate hypothesis for the first research question, the
next question becomes even more important. Presented here are the results of the
methodology outlined in section 3.

4.4.1 Detecting Improvement of Error Variance

The resulting p-value is less than .05; thus, the null hypothesis is rejected in favor of
the alternate hypothesis, which states that the mean error of the budget estimates using
the proposed Bayesian Network Model is not the same as the existing mean budget
estimate error. The Existing Process Error, Proposed Process Error and Difference

columns from Table 17 were used to derive these values.
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The results of the t-tests are presented as follows:

= Xp — 1)
=

_ (4261)

= (19.81)
V17

(4261)

L= 8046

t = 8.869,df = 16, p —value = 1.43 x 1077
where

Xp, is the mean of the difference between the existing process error and the
proposed process error = 42.61

o is the the standard deviation of the difference between samples = 19.81

u is the difference in the the means of the two samples to test for change = 0
n is the number of paired observations = 17

This question produces the following null and alternate hypotheses:

H,: There is no difference between the mean error of the existing method and the
mean error of the proposed method.

H,: There is a difference between the mean error of the existing method and the mean
error of the proposed method.

Equation 17 Testing for error change
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Table 17 Existing and Proposed Error and Difference

Existing Method Error Proposed Method Error Difference
71.88 11.44 60.45
99.28 56.85 42.44
35.74 21.92 13.82
-12.91 -40.92 28.02
11.28 -29.45 40.73
56.07 7.54 48.53
-43.90 -89.19 45.29
-24.15 -62.62 38.48
-18.20 -51.36 33.16
33.32 12.06 21.25

5.45 -4.85 10.30
52.69 -20.92 73.60
-4.44 -40.69 36.25

3.62 -81.81 85.43

122.89 59.49 63.40

2.60 -39.14 41.74

19.44 -22.06 41.49

4.4.2 Determining the Size of Variance
The next step in answering the research questions is to establish the mean change.
Change is determined by establishing a confidence interval over which the change can
be predicted. This interval will be established with 95% certainty and uses the same

underlying data shown in Tables 17 and 18.
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The equation for the confidence interval is expressed as follows:

= +

Cl =42.61 +1.96 x 4.8046

Cl =42.61 +9.417

33.193 < Cl < 52.027
where
u is the mean difference between the error sets = 42.6
Z is the chosen Z — value for the confidence level = 1.960

o is the standard deviation of the error difference = 19.81
n is the number of paired observations = 17

Equation 18 Confidence interval calculation

The results of this calculation indicate that the proposed method shifted the mean
estimate by 42.61%. With 95% confidence, this change is not less than 33.193% and is
not greater than 52.027%. The mean error includes both positive (underestimation of
budget) and negative (overestimation of budget) error.

4.4.3 Ensuring Statistical Confidence

Although both of the null hypothesizes were rejected, whether these outcomes had a
sufficient number of samples to be considered statistically significant should be
determined. Many well-known formulas are available to evaluate this issue. The standard
form of the equation and the accepted values are shown in Equation 15. The values had a
desired confidence of 95% and a desired error of 10%. The 10% desired error value was
selected based on the corporate viewpoint that the median should be built with a 10%

margin. The results of this calculation indicate that the required sample size is 16 and a
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sufficient number of samples are provided in the study to consider the results to be
statistically sound.

Sample size equation for two-sided paired t-test:

=)
(1 96 x 19. 81)
= (T

38. 8276)

_ (38.8276)2
"m0

n = (3.88276)>
n = 15.07583 = 16
where
n is the required number of samples
Z is the value from the standard normal distribution 95% = 1.96

o is the sandard deviation of the pair differences = 19.81
E is the margin of error = 10%

Equation 19 Sample size equation for paired two-sided t-test

When conducting t-tests, understanding the confidence for the type 11 error is helpful.
Power testing can determine the sixth value given five input values. Given that the
previous test determined the required sample size, this test was performed to confirm
that type 11 errors cannot exceed 5% given the type of testing for the null hypotheses of
research question 2. The second purpose of this test was to determine how small of a
change this test could detect at these levels. The power test yielded a delta value of 25%,
which is considerably below the 33% obtained with the confidence interval. This finding
indicates that the results had at least a 95% chance of correctly determining the level of
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variance. The results of this testing are shown in Figure 25, where the command run
was shown in blue.

power.t.test(n=17, sd=sd(estimates$Difference),sig.level = 0.05,
power=.95, type="two.sample",alternative = "two.sided")

Two-sample t test power calculation

n =17
delta = 0.2539278
sd = 0.1990837
sig.level = 0.05
power = 0.95
alternative = two.sided

Figure 25 Power Testing in R
4.4.4 Fiscal Impact

Although the change in the mean estimate error has been established, understanding
how this error translates to real dollars is important. Using the data in Table 18, the mean
total fiscal overrun is reduced from 24% to about 9.85%. The proposed method reduction
in mean fiscal overrun expenditures represents a potential savings to the company of
$463.5 million dollars over two years. Results also indicated that 82% of estimates now
fell within the desired 20% variance maximum. This means that while not quite achieving
the 20% maximum at the 90" percentile, the proposed method resulted in a significant
improvement over the current rate of 58% that fall under the 20% fiscal overrun variance

as illustrated in Figure 26.
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Table 18 Existing & Proposed Estimates vs Actual Expenditures

Existing Estimate Proposed Estimate Actual Expenditure

16,961 26,161 29,153

305,175 387,739 608,167

838,758 933,807 1,138,542

29,740 43,844 25,901

9,119 14,383 10,148

159,725 231,810 249,290

1,624 8,427 911

4,829 9,800 3,663

17,918 30,132 14,657

43,718 52,009 58,283

913,814 1,012,739 963,588

4,931 9,520 7,529

28,069 45,226 26,822

1,272 7,246 1,318

10,510 14,688 23,426

21,384 36,049 21,940

13,958 21,389 16,671

Total $2,421,505 $2,884,969 $3,200,009
Overrun $778,504 $315,040
Fiscal Variance 24% 9.80%
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Proposed Method
Project Fiscal
Variance +20% at
82nd percentile

Current Project
Fiscal Variance
+20% at 58th

percentile

Desired Project
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20% to fall at
90t percentile

-4 -3 -2 -1 0 1 2 3 4

Historical Project Fiscal Distribution

Figure 26 Proposed Method's Change to Project Overrun

Fourteen of the 17 outcome predictions fell within the maximum 20% variance that
the corporation aims to achieve. Of the three predictions that did not meet this objective,
only two predictions had outcomes that significantly exceeded the desired variance limit.
Digging a little deeper into the first project highlighted in Table 19, the typical mean
overrun for this project was only $929,000 dollars. However, this project had an overrun
of $8,789,000 dollars, which is 946% above the historical mean and is well above the
90% distribution range that the corporation seeks to affix to the 20% maximum; thus, this
value would be considered an extreme outlier. Although the Bayesian Network predicts
risk probability, it does not resolve the case in which observations fall outside the

historical overrun distribution.
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Table 19 Mean Fiscal Performance

Estimate Actual Difference Error
26,161 29,153 2,992 11.44
387,739 608,167 220,428 56.85
933,807 1,138,542 204,735 21.92
43,844 25,901 -17,943 -40.92
14,383 10,148 -4,235 -29.45
231,810 249,290 17,480 7.54
8,427 911 -7,516 -89.19
9,800 3,663 -6,137 -62.62
30,132 14,657 -15,475 -51.36
52,009 58,283 6,274 12.06
1,012,739 963,588 -49,151 -4.85
9,520 7,529 -1,991 -20.92
45,226 26,822 -18,404 -40.69
7,246 1,318 -5,928 -81.81
14,688 23,426 8,738 59.49
36,049 21,940 -14,109 -39.14
21,389 16,671 -4,718 -22.06

The second type of error occurs when projects execute better than the historical
averages. The approach of using the mean overage for all other sources of error can
generate values that exceed the actual achieved overrun. In practical terms, the project
falls below the mean values but does not scale the values. The model can be adjusted to
account for certain issues by incorporating these results into the model, which would
adjust the mean value. Alternatively, the model can also be designed to scale other
sources of error.

4.7 Observations

In his seminal paper “Value-Based Software Engineering: Overview and Agenda”,
Barry Boehm argued that software development failures are common due to the value
neutral approach to these failures [51]. He argued that if the software engineering
discipline was going to improve, it had to begin assigning costs to the performed work

and obtain a method for valuing the delivered work. By constructing a model that can
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assign monetary impact values to well-known sources of overrun, corporate decision
makers and engineers can understand the value delivered by their decisions and work.

This section of the paper discusses the generated estimates and makes a few
observations regarding corporate performance based on the underlying data, and it also
discusses how the model can be adjusted to assume risk based on the corporate interest.

4.7.1 Company Performance & Sweet Spots

Although the historical costs are constructed from a sample set based on the estimate
under consideration, corporate performance trends become visible when the costs are
evenly grouped into quantiles. As illustrated in Table 20, a definitive set of quantiles

exists in which the mean corporate performance is excellent.

Table 20 Mean Historical Overrun by Budget Quantile

Overrun in Multiples of $1,000

Quantile Mean Confidence  Confidence Confidence
.68 .95 .997

1 1,517 3,747 9,359 14,617
2 457 9,41 2,155 3,294
3 4,259 13,723 37,542 59,859
4 1,198 4,090 11,367 18,185
5 1,818 4,608 11,628 18,206
6 2,074 5,787 15,131 23,886
7 1,588 6,528 18,959 30,607
8 1,074 3,200 8,550 13,562
9 1,719 4,409 11,179 17,521
10 419 2,169 6,573 10,698
11 66 2,410 8,309 13,836
12 -9 2,535 8,939 14,940
13 929 4,622 13,914 22,621
14 2,414 8,096 22,394 35,791
15 4,288 10,126 24,819 38,585
16 8,127 21,876 56,482 88,906
17 11,317 27,451 68,058 106,104
18 7,276 17,498 43,224 67,329
19 10,725 29,273 75,955 119,694
20 68,968 151,089 357,781 551,439
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4.7.2 Substituting a Known Quality Level for the Mean

When determining an estimate, several input assumptions will change certain
monetary values that have been discussed. Typically, estimates are generated using the
average overrun associated with the mean costs of projects that fall into the relevant
quantile. In this way, estimates use the most likely costs of overrun for their cost
components.

An estimator or decision-maker may want to use the costs associated with high or low
quality instead of the most likely costs. In these cases, the financial data are linked to
projects with associated quality data and then filtered via three general qualitative
assumptions: high quality, medium quality, and low quality. In some cases, the number of
samples is sufficient to determine these values. The availability is subject to the number
of historical samples with quality data that fall within the actual budget quantile. In these
cases, only the mean values, which are the most probable costs regardless of the quality

level, will be utilized.
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Table 21 Overrun Cost Associated with Various Quality Levels

Historical Overrun by Budget and Quality in Multiples of $1,000

Quantile Low Medium High
1
2
3 4,979 4,880 47
4 4,842 4,890
5 2,003 2,044 1081
6 433 -244
7 89 96
8 3,638 2,469 3,570
9 195 27,944
10 4,642 4,611
11 32,027 36,398 36,634
12 6,779 7,343 6,003
13 8,393 10,202 8,814
14 64,794 9,621
15 20,468 16,015 20,316
16 -2,088 -497 3,066
17 35,295 20,162
18 7,168 141,085 54,227
19 85,267 70,441 87,491
20 402,466 524,039 338,675

Table 21 lists the achieved overrun costs associated with various levels of quality.
The qualitative categories are derived from the quantitative ranges of values for the
underlying metrics. Where N/A is recorded, the number of samples were insufficient for
establishing costs. These values can be substituted into the estimate equations when an
estimator wants to substitute the probable costs for these known outcomes. In this
manner, estimators can determine the best case and worst case and the impact of quality
and risk on the estimates.

4.7.3 Computational Explosion

Although BNs have excellent adaptability to a wide variety of problems, they have
limitations. Many of the underlying probability calculations are greatly impacted by the

number of variables in the network and the number of nodes that are connected in the
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acyclic graph. For each connected set of nodes, a joint probability table is created, and
each connected variable is also included in the table. When too many nodes are
connected, the time required to create these tables dramatically increases. Additionally,
when using approximate inference techniques (Monte Carlo) to generate samples, a
greater number of variables corresponds to a longer time required for the calculations.

DAG tuning is extremely important for reducing the size of the internal table.
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Chapter 5: Conclusions

5.1 Implications

Large software projects are routinely overbudgeted or canceled. Limiting the variance
among the budget estimates and achieved results is one method of preventing these
common outcomes. Many techniques seek to improve these estimations and have unique
strengths and weaknesses. Such techniques do not leverage the large amounts of quality
data that are typically obtained by a corporation. This research proposed two important
questions. First, does a relation exist between the risk predictions of the proposed BNM
(given a set of input quality and risk assumptions) and the actual project budget overrun?
Second, can the risk predictions of the proposed BNM be used to reduce the variance of

budget estimate errors?

This study verified the relationship between risk predictions of the proposed BNM
(given a set of input quality and risk assumptions) and actual project budget overrun. The
strength of the relationship strongly supports the notion that quality and risk when
incorporated into the budgeting process can offer considerably insight regarding likely
project outcomes.

The study then verified that estimates generated from the proposed process did in fact
result in a reduction of budget error and fiscal variance. Experimentally, this research
determined the proposed Bayesian Network Model reduced fiscal overrun from 24% to
about 9.8% This error rate translates into a savings of $463.5 million dollars over two
years when considering real dollar values. Regarding the initial corporate vision, the
proposed method improved the existing acceptable project variance rate from 58% to
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about 82%. Although an individual project may exceed this range and still produce a
canceled or over budget project, the finding offers confidence that budget estimates using
the proposed method lead to reduced error and better fiscal variance performance than the
existing linear regression techniques in use. The answer to the second question is yes, i.e.,
the proposed Bayesian Network Model (when given quality and risk assumptions) can
reduce the variance between predictions and actual project overrun expenditures.

The model does not replace the existing estimation process but rather enables the
existing project estimation process to account for quality and its influence on risk within
a project. Regardless of whether risks are realized, some costs are associated with
remediating and managing risk, which are seldom part of any project’s budget model. By
establishing clear relations among quality, risk and overrun, typical unaccounted items
can have values assigned to them. Because the model improves existing failure rates
within a reasonable range, decision-makers can be confident that budgets will not

overrun.

Influences | Influences |

Risk Cost

Quality

Figure 27 Underlying Data Relations

This Praxis establishes some evidence for the basic relationship detailed in Figure 27.
Quality data is used to predict risks which in turn are used to predict costs. This basic
relation is important as it allows the proposed model to be adapted to different domains

and metrics that corporations may want to apply it to.
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5.2 Recommendations for Future Research
5.2.1 Integrating Other Domains

Some managers or directors may look at this Praxis and suppose that because the data
used is primarily associated with software that it does not apply to other domains. This
however misses the flexibility of the 1SO quality model. In the case of something like
Systems Engineering, process and even Requirements Quality metrics could readily be
integrated into the model as shown in Figure 28 below. Work to demonstrate the
applicability to the System Engineering or other domain should be undertaken to see just
how flexible the model is. This would help to establish the applicability of the proposed

methodology to a broader set of problems than just what is outline within this work.

Influences Influences Influences

A—— Internal External

Quality Quality

Figure 28 Integrating Additional Domains

5.2.2 Data Limitations and Scaling Costs

As shown in Table 15, a significant difference in overrun is possible when certain risk
categories are present. Techniques such as NPV are needed to derive a single value from
the different probabilistic outcomes. The table lists the mean budget quantiles for the risk
categories. Each different risk category is more likely for projects with slightly different
sizes. Projects often do not align with these same quantiles; when this situation occurs, a
scaling algorithm is appropriate. For this experiment, a simple linear scaling algorithm
was used. As the results in Table 21 indicated, the largest source of error was present in

very small projects, in which the estimates were considerably larger than the actual
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outcomes. With the exception of a few large projects in which the outcome was better
than the estimate, the majority of overestimates occurs for small projects. Linear scaling
is likely insufficient for reducing the cost of the different risk categories to these lower
levels. Future research is recommended to refine the scaling to these lower-budget
projects. Table 22 demonstrates that the greatest over generation was present on the

lowest budget quantiles.

Table 22 Quantile & Estimate Error

Quantile Propose Method Error
15 11.44
20 56.85
20 21.92
17 -40.92
12 -29.45
20 7.54

6 -89.19

9 -62.62
16 -51.36
18 12.06
20 -4.85
10 -20.92
17 -40.69

5 -81.81
13 59.49
16 -39.14
14 -22.06
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