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Abstract of Dissertation

A CONTINUOUS MONITOR ING FRAMEWORK TO MANAGE
CYBERSECURITY AGAINS T INSIDER THREATS

Il n t oda ySoosc i faffiepbrpisefacesnumerousCybersecuritychallenges
as Cybercriminals, hackers, and insidbreatsconstantly threaten to compromise the
Confidentiality, Integrity, and Availability (CIAPf the enterpriségs assets and data.

This researcpresenta Dynamic Framework systetimat hasa proactive security
conceptas opposed to the traditionedactiveapproach.This Dynamic Framework system
minimizes the risks that Cybercriminals, hacked,nd i nsi der threats pose
CIA.

The Dynant Framework systens mapped to the &tional Institute of Standards
andTe c hnol ogyRisk FramswoiR(RF), is designed baskon three functional
Controls Preventive, Detective and Correciveenables an enterpriseto develop a
healthier Cyber Hygiene (CH) through continuous monitoringtsaissetsandis capable
of ensuring a proper alignment between the business functionalty and Cybersecurity
missiors of an enterprise Furthermore, althoughh¢ Dynamic Framew& system was
developedbasedhe Financial ServicesSe ¢t or 6 s v lid funetionalitly iapplietoi e s ,
all enterprises.

This research recognizes that the current Cybersecurity practices are insufficient to
prevent a&CyberAttack, respond to @yberAttack, and, most importantly, remain resilient
during a CybeiAttack. The purpose of the Dynamic Framework system is to recommend
a new andearfuture CyberEcasystem (CE), whickan enterprisén the Rnancial Services

Sector, or other sectorgan use to improvés security posture
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List of Terms/Glossary

AES WPA2:Commonly used ofVi-Fi using Advanced Encryption Standard encryption.

Attack Vectorstactics, tools, and technologies ugethunch a @ber-Attack.

Availability: the property of being accessible and usable upon demand.

Asset(s):A person, structure, facilty, information and record&rmation technology
systems and resources, material, process, relationsbipseputation that has value.
Anything useful that contributes to the success of something, such as an organizational
mission; assets are things of value or properties to which value can be assigned.

Botne(s): A collection of computers compromised mmalicious codeand controlled
across a network.

Certificate Authority An entity T software or hardwaré responsible for issuing and
revoking digital certificates.

Certificate ParseA program that is generally a part of a compiler that receives input from
sequential sources.

CIA: SeeConfidentiality, Integrity,andAvailability.

Command and ControlA server that communicates with, and instructs, elements of the
Attack Vector in he various phases of a Cyb&ttack.

Computer Hacker: An individual or a group that explatsvulnerabilty of computer
systems or networks to gain unauthorized access.

Confidentiality.: A property that information is not disclosed to users, processdsyices
unless they have been authorizeca¢oesshe information.

Contro(s): Actions, processes, technology, devices, or systems that serve to prevent or
mitigate the effect of &yberAttack or aninsider threat

Cyber Analytics: he process of deriving meaningful information and discovering patterns
through auditing.

CyberAttack: An attempt by a Computer Hack&r exploit a Vulnerability within
computer systems and networks.

* Themajority of definitions used for this section are borrowed directly from the National Initiative For
Cybersecurity Careers and Stud{®$CCS) Cyber Glossary websitéhe Department of Defense, PC
Magazine, and the NATO Cooperative Cyber Defence Center of ExcelleGECOE)



CyberCrime: Crimes committed using the Internet.

CyberEcosystemA set of complex networks and/or interconnected systems utilitieg
appropriateprocesses and technologies

CyberEnvironment: Includes users, networks, devices, software, processes, information
in storage or transit, applicationservices, and systems that can be connected, directly or
indirectly, to networks.

CyberEspionage: The theft of the Digital Currency of an enterprise from a computer or
network.

CyberEvent: Changes that may have an impact on enterprise operations, mission,
capabilties, or reputation.

CyberResiience: Abiity to withstand and recover from deliberate attacks or naturally
occurring threats, disruptions, or incidents.

CyberSociety: A new paradigm of society that uses the Internet and Web 2.0 for
communications and the exchange of glea

CyberSpace: The environment formed by physical and smhtysical components,
characterized by the use of computers and elecégnetic spectrunto store, modify and
exchange data using computer networks

CyberPractitione(s): An individual, group, organization, or government that protects a
device, network, or other infrastructure frdrhreat Agents.

Database ServeA computer program thgirovides databaseervices to other computer
programs or computers.

Defense in Depth: Coordinating multipleontrols to protecatne nt er pri seds asset s

Demiltarized Zone or DMZ A mi ddl e ground between an ente
network and an untrusted, external network such as the Internet.

Denial of ServiceA condition in which a system can no longer respond to normal requests.

Digital Certificate:A cryptographicallysigned object that contains an identity and a public
key associated with this identityf y pi cal |y r@frarifed atte .as a 0

Digital Currency: Assets of an enterprise in the format of zeros and ones.
Distributed Denial of ServiceAn attack that can employ hundreds or even thousands of

computers that have been previously infectec
together to send out bogus messages, thereby creating huge volumes of phony traffic.



Digital Infrastructure: Digal systems and/or assets, both physical and virtual.

E-mail Server: A computer that works as your virtual post office.

Exploit: a tool designed to take advantage of a flaw in a computer system or software.

File Server: A computer responsible for entral storage and managementata files
so that other computers on the same network can access the files.

Firewal: A computer hardware or software with the capabilty to limit network traffic
between networks and/or information systems.

Framework Framework for Improving Critical Infrastructure Cybersecuptyblished by
NIST.

Hacktivist: a Computer Hacker whose activity is aimed at promoting a social or poltical
cause

High Impact:The expbit of a Vulnerability thatwould be unacceptable for an enterprise.
The impactwould significantly compromise the assets, CIA and the operations of the
enterprise.

Human Assetsthe intangible assets of an enterprise.

Identity Theft Af or m of s t esapérsonad iderdifbolen enformatién, such as
Social Security Numbetbank account informationor credit card informationjn which
the thiefassumeshe v i ddentitynd s

Impact Consequences of@yberAttack on an information system or netwo@enerally
classified into three categories: Low, Medium, and Higld_ow Impact, Medium Impact
andHigh Impact.

Insider: An individual in an organization with approved access, priviege, or knowledge of
information systems and networks. An insider n@ymalicious if s/he is motivated to
adversely impact the CIA of the organization

Integrity.: The property whereby information, an information system, or a component of a
system has not been modified or destroyed in an unautharizeuher.

Layered Security Different Controls with various tools utlized within the enterprise on
mul tiple levels to protect the enterpriseos

Low Impact: The exploit of a VWinerability that would be generally acceptablerfan
enterprise. The impact would have minimum effects on the enterprise assets, CIA, and

operations.

Malicious Softwareor Malware Software that compromises the operation of a system by
performing an unauthorized function or process.



Medium Impact.The exploit of a Minerabilty thatwould be marginally acceptable for an
enterprise. The impaatould have a noticeable effect amenterprisés assets, CIA, and
operations.

Mobie Device Management: Provides for tbentralized system securing, monita,
integrating, and controling of smartphones, tablets and other mobile devices, which
enables applications and configuration settings to be deployed to multiple devices in the
enterprise.

Network Printer: A printer connected to a wired or wirelagtvork.

Non-State Sponsored Players: Threat Agentwho engages in detrimental activities in
CyberSpace but who is not sponsored by a state.

Packet Fiter Firewal: A firewaltechnique to control network access by monitoring
outgoing and incoming paeks and allowing them to pass or stop based on the source and
destination Internet Protocol (IP) addresses, protocols and ports.

Pharming the fraudulent practice of directing Internet users to a fake website that mimics
the appearance of a legttimate oie,order to obtain personal information such as
passwords, account numbers, etc.

Phishing A digital form of Social Engineering to deceive individuals into providing
sensitive information.

Proxy Server: A dedicated computer or a software system rummng computer which
helps prevent an attacker from invading a private network.

Quick ResponseCode: A type of a two-dimensional barcodd¢hat can be read by
smartphonesand can bdinked directly to emails, phone numbemndotherinformation

Risk: The likelihood of loss when a threat expos&aimerability.
Role-Based Access ControAccess control basemin an individual 6s j ob
enterprise. Al employees within an enterprise are generally granted a default level of

access baskon previously established role classifications in the system.

Rule-Based Access ControlNarrowly tailored access authorized by the system
administrator or data custodian based on specific job requirements of employees.

Security Incident and EvenManagement A technical Control thatprovides the
capabilties to supportCyberPractitioners in managing CybEwvents.

Social EngineeringUsing deception to obtain confidential information from someone by
phone, email, or in person.

SpeafPhishing: A more targeted form of Phishing.
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State Sponsored State Playeksnationalist Threat Agenwho is sponsored by a state in
order to engage in detrimental activitesGyberSpace

State Sponsored Nddate PlayersA Threat Agentwho is sponsored by a state in order
to engage in detrimental activities @yberSpace.

SQL Injection: An Exploit that takes advantage of database query software that does not
thoroughly testa query statement for correctness.

Threat: An activity omction that represents a potential danger to an information system or
network.

Threat AgentAn individual, group, organization, or government that conducts or has the
capabilty to conduct detrimental activities in Cyb8pace or physicaly on computer
systems.

Threat Signature: Identifiable characteristidsa Threat.

Token: A hardwarerssoftware that authorizes user accessto network devices or resources.
User ID:User identification.

Vulnerability: A weakness.

Vulnerabilty Assessments: Cybersecurity techniques in which gerson condtts
assessments of threats andilnérabilties, determines deviations from acceptable

configurations, enterprise or local policy, and assesses the lensh.of

Web 2.0: A new web of global communicationsscommerce, social media, and the
exchange of ideas through computers and other mobile devices.

Web Server: A computer thedelivers content or services to emsers over the Internet. A
web server consists of hardware and software that facilitate cooations.

WEP: A securitystandardhatprovides aWi-Fi standard.

WPA: A security standard for users of computers equipped witlriVidonnectios. This
standard is replacing the original WEP.

WPA2-ENT: WPA2 Enterprise uses IEEE 802.1X, which offeesterprisegrade
authentication.

WPA2-PSK:WPA2with the use of the optional R&hared Key authentication.
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Zombie: A computer connected to the Internet that has been surreptitiously and/or secretly
compromised withmalicious logic © perform activities undethe remotecommand and
control of a remote administrator.



Chapter 1. Introduction

The Advanced Research Projects Agency Network (ARPAN&&} created by
the Defense Advanced Research Projdgsency (DARPA)during the late 1960grew
quickly, and became wedistablished throughout the glob&he result is an interconnected
world dependenton interconnected computenshich areusedfor all forms of business
and personal activitiesOver time, the flexibility of technology combined with consumer
demand for convenienlw ard@d s ythastkresdenctianalc ul t ur e
expediency over userinteraction and involvemenin the configuration of a system.

Essentially, individual users no longer require a technical background to install hardware
and software prior to using their devices.

The unique PRugadPbaliot whasoré@dsulted in a gl ¢
revolution for the entire human ra@nd hasreated an opportunity for exceptional new
threats t o 0.0rTo k& ableotd @mbat shese nes tthyptits concept of
security has been expanded to virtual spaesulting in the creation olewtermssuch as
ACyigeraceodo and Cybersecurity

The Department of Defense (Dol@pnsider<CyberSpace as fAa defining
modern life. Individuals and communities worldwide connect, socialize, and organize
themselves i n andDoD,HmR0ld).uAgdording yolthe Madirp Maoual, o
CyberSpace can be further defined as: -ithe en\
physical components, characterized by the use of computers and -glagtetic
spectrum, to store, modify and exchange dataung c o mp ut Schmith20i3wor ks . 0

What is Cybersecurity?



Cybersecurity is the collection of tools, policies, security concepts, security

safeguards, guidelines, risk management approaches, actions, training, best

practices, assurance and tealbgies that can be used to protect the cyber

environmentand organization and userds assets.

assets include connected computing devices, personnel, infrastructure,

applications, services, telecommunications systems, andtatadity of

transmitted and/or stored information in the cyber environm@ybersecurity

strives to ensure the attainment and maintenance of the security properties of

organization and usér assets against relevant security risks in the cyber

environmeh  The general security objectives comprise the following:

availability; integrity, which may include authenticity and wrepudiation;

and confidentiality [International Telecommunication Unip@015].

I n todaySoscife@wher wit lculjures, lzerdsland onescarene ct e

then e w ¢ ur rvietualccyrreng.o ICybérSpace has become a powerful component
of our societyresulting int he cr e at i o nnewoweb ofi giileabcormurticatipn a
e-commerce, social media, and the exchangdeafs. Cybefpace has also created a new
set of challenges, which threaten our privacy, way of life, and gibalrity. One way to
meetsuchchallengs is to protect the Confidentiality, Integrity, and Availability (CIA) of
resources. Figure 1 showsthe CIA triad o f  t h eirtual ewvendyy which must be

protected.
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Figurel.CIA Triad.

It is crucial that all industries, government entities, and people employ the
appropriate best security practices to protect themselves from malicious afteatksting
A me r iQritead frastructure (Cl}s one of the greatest security challenges facing the
country today. According to retiredDirector of the National Security AgengyGeneral
Keith Alexander , 1Giwinh 10 being strenglyedefentied, @ur eritical o
infrastruct urmeihsgandpardespuativeecybattack is about a three based
on my experiencé [Reuters2013].

Literature indicates that emerging Cyber threats wil use attack vectors such as
botnes, insider threatsSpearPhishing campaigns, and d&anced PersistentThreas
(APTs)to target CI such as Financial Services, Water, Nuclear, Energy, Government, and
Chemical sectors in the United States. According to forgearetary of Defense Leon
Panée t a, AOur mission is to defend the nation.
take decisive action to protect our citizens. Inthe past, we have done so through operations
on land and at sea, in the skies and in space. In this century, the Stated miltary must

help defend the nat jPanettai20l2l.c yber space as well

Whie securityt e c hnol ogi es are wi des|the fagtshatd i n t o

Asecur it yalones nohenaughotgroduceeffedive and efficientsecurity for an



entire organizatiol must be emphasized[Sherwood et 3l.2005. For an enterprise to
improve itssecurity posture it musthange its security approach from reactive to proactive,
andcombine technical anddministrative controls of sedatity.

OneoftheDepart ment of Ho mgilesgponsibitiSseictaecuret y 6 s ( D
CyberSpace.AWit h respect to the privadteprogdect or, ¢
information and othevise help companie$ criticakinfrastructure firms, inparticular
protect themselved [Wall Street JournaR011]. To achieve its responsibilities, tBHS
relies onthe United States Computer Emergency Readiness TearC&FST). To give
CyberSpace a better security posture,-GERT engages inmnformation sharing with C
sectors vialnformation Sharing Analysis Centers (ISACBY. collecting, analyzing and
distributing information abouhreats facingheir members, ISA€assist the Cl enterprises
in protecing themselves from Cyber threats andigating risks.

In 2013, thelndustrial Control Systems Cyber Emergency Response TEz®n
CERT) received 181 vulnerability reports from researchers and ICS vendors. According
to ICSCERT about 87%f thesevulnerabilties were explottable remotely and the other
13% required local access to exploit the vulnerabiitig®HS, 2014]. In one report,
FireEye, a private Cybersecurity company, found that both the frequency and
sophistication of attacks increased by 42% from 2010 to 2013, and the activity spread from
130 countries to 184 countries. [FireEye, 2013]. The company repattmtist Cyber
Espionage evensndCyberAttacks come from Eastern Europe and Asia and that 89% of
APT malware tools originate from China. [FireEye, 2013].

A list of additional CI sectordoy SectorSpecific Agencies (SSAs) gresented in

Table 1.

Tablel: Critical Infrastructure Sectors IectorSpecific Agencies



Sector Sector-Specific Agency
Chemical Department of Homeland Security
Commercial Facilities Department of Homeland Security
Communications Department of Homeland Security
Critical Manufacturing Department of Homeland Security
Dams Department of Homeland Security

Defense Industrial

Department of Defense

Emergency Services

Department of Homeland Security

Energy

Department of Energy

Financial Services

Department of the Treasury

= RISV ENIRI SRS

Food and Agriculture

Department of Agriculture and Department of Health

and Human Services

Department of Homeland Security and General
Services Administration

Department of Health and Human Services
Department of Homeland Security

Department of Homeland Security

Government Facilities

[a—
—

12 | Healthcare and Public Health

13 | Information Technology

14 | Nuclear Reactors, Materials, and
Waste

15 | Transportation Systems

Department of Homeland Security and Department of
Transportation
Environmental Protection Agency

16 | Water and Wastewater Systems

1.2 Research Contributions

This dissertation describes aresearchstudy that will contribute to the understanding
of how Cybersecurity is practiced within an enterprise. The Financial Services Sector
serves as the principal sector for this reseaifs research analyzes and itkgs the
vulnerabilities facing an enterprise in the Financial Services Seetttempts to quantify
them, and develops an effective framework to provide more significant security postures

nanci al Ser vi c e ses.Fatoet, bstudies and per at i o

for the Fi
identifies existing standards, frameworks, and best practices of Cybersecurity that are
applicable to improving the security of the Financial Services Sector against emerging
Cyber threats.

Additionally, it focuses on descrignthe Financial Services Sector Cybersecurity
practices. The scope of this research includes:
Cybersecurity

1. Describingthe Financial Services Seados c ur r ent

2. Discussing the existing best practices among enterprises.



3. Describing the types of Cybdittacks.
4. Determining how an enterprise can achieve better security.
5. Introducing a new Cybersecurity framework.

This research will begin by describing the current Cybersecurity posture and best
practices of enterprises within the Financial Services Sethereafter, it wil describe
Cyberattacks facing such industries. These attacks wil include relatively simple social
engineering attacks to more sophisticated Advanced Persistent Threats (APTs), and will
include both insider threats and threats origigatfrom outside the enterprise. Then, after
having discussed the existing vulnerabilities, this research will argue that the best method
for an enterprise to achieve better security wil be to adopt a proactive security concept as
opposed to the traditiah reactive approach.

Finally, this researchwill contribute to the field by introducing a new Cybersecurity
Framework the Dynamic Framework system which is mapped to the National Institute
of Standards and Technol oggdesgned bhseddnlhre®ki s k Fr
functional Controls (Preventive, Detective and Correctiv®nables an enterprise to
develop a healthier Cyber Hygiene (CH) through continuous monitoring of its asukts,
is capable of ensuring a proper alignment between tlndss functionalty and

Cybersecurity missions of an enterprise.

A very significant global and national question is: how can nation seffestively
safeguardheir Cl sectors and provide a comfort factortheir citizens that the C¢ectors

are secure iran era of insecurity, multtiple y®erAttacks, and global chalenges?



Cyber threatsare pervasive, growingand real,whetheran individual is dealng
with them professionally as a ®grPractitioner or hasbeen touched bZyberCrime in
his/her personal life. The Aidcyber threat is one of the most serious economic and national
security challenges we face as a nafidg®@bama 2009]. CyberAttacks such as Advanced
Persistent Threats (APTs), phishing, etaze on the rise and thare genuine, and we as
anindividual or company face the challenges of combating these aitfSkariatj 2014 .
The Researcher hadassified Threat Agentanto threecategories statesponsored state
players, state sponsored r&tate playersand norstate sponsored players.

A Threat Agenis one who has the capabilties to launc@yaer or physicahttack
on computer systemds~or a current, but perhaps not complete, lisTlofeat Agentsand
some of their capabilties ségpendix 1.

The ggnificance of thisresearch lies in identifying and managing particularly
malicious and welkoordinated attackagainst theFinancial Services Sectorinsider
threats or external Threat Agents can be the source of these attaSeptember 2R
report byt h ®ecdidedFutured website show attacks against the Bank of America
website from a hacker grogalled 1zz adDin al-Qassam Cyber FightefatQassam).Iln
the same month the grougttacked].P. MorganChase Bank and the website \&fells
Famgo, and engaged imumerousother attacks Figure 2 shows the aQassam attacks

landscape.



al-Qassam Cyber Fighters - September to December Timeline

11 - lzz ad- Din al-Gassam Gyber Fighters
listed PNC (NYSE: PNC} as one of the banks
ould ba targatad in oybe

Figure 2Al-Qassami\ttacksLandscape[Recorded Future, 2013].

The rise inthe frequency and extent ofyBerAttacks can be credited to a number
of factors,such as unfriendly natiestates, acktivists, and organized CybE€rime. A
black market for breached datlsoserves tancentivize CyberCrime syndicateto engage
in further attacks.

According to a reporteleased by thé&lew York State Department dfinancial
Servicesin May of 2014, a total of 154financial institutions were asked to complete a
security questionnaire, and most institutipmegardless of their sizdnave experienced
intrusions or attempted intrusions into thdirsystems over tharecedingthree yearsThe
attempted methodsncluded i ma |l i ¢ i o u gmawsare)f (22% )y phsshing (21%),
pharming (7%), and botnets or zombies (®0)The New York State Department of
Financial Services2014]. Furthermore according to the same report the most frequent

types of CybeiAt t a c k wer e Afaccount t ak €18%)e r

(7))

(46
telecommunication network disruptions (15%), alada integrity breaches (9.3%hird-
party payment processor breaches were also reported by 18% aral $6%l and large
institutions, respectively. [The New York State Department of Financial Servi@gd4].
OnJune 2, 2014, the FBI announced a multinational effort to disrupt the GameO

Zeus botnet.i Ga me Ov er Zeus is an extremely sophist



specffically to steal banking and other credentials from the computers it infécts.6 s
predominately spread through spamme i | or phi s [FBIN2014].rrguse8a ge s . 0

illustrates the GameOver Zeus Malware aBadtnet Architecture.

GameOver Zeus (GOZ) Malware and Botnet Architecture

BUILDING THE BOTNET COMMAND AMND BOTMET USE A QUIET THREAT
Cyber criminals create a network of CONTROL SERVERS Infected computers are Botnets typically
compromised computers by sending emails with At the core of the botnet organized together to operate without obvious
ermbedded malicious links or attachments or by e serrers which irete implement illigt orders visible evidence and can
enticing users to it infected websites. Once commands orchestrating frem the command and remain operational for
infected, covertly installed mabware connects wvarious criminal activities. control servers. wears.

computers to the botnetinfrastructure without
the cwners” knowledge.

_____

business integrity and public confidence and has the potential to threaten financial infrastructur

Figure3: GameOveZeusMalware andBotnet Architecture [FBI GOZ,2014].

Threat Agentxontinually develop aggressive and sophisticatszhniques whose
characteristics include excellent coordination, centralization, funding, and evasiveness.
One group inparticular known asin APT1 or Nt he HMHa®capi@eadtthe Cr ew, 0
attention of several U.Sybersecurity companies APT1 has been targetingoecific
industries, the majority of which have bedesignatedas strategic emerging industries in

Chinads 12t h Fdfdetais se¥ Eigard. P | an

o B 10 15 20
I T T T 1
Acrospace [N
Public Administration [N
Satellites and Telecommunications [ NI
Scientific Research and Consuiting [
Energy [
Transportation
construction and Manufacturing [
International Organizations [ NN
Engineerin g Services  [NNEGGGN
High-tech Electronics [N
Legal Services I
Media, Advertising and Entertainment [N
Novigation NS
chemicals [ N
Financial Services || R
Food and agriculture || NN
Metals and Mining  [NR
Healthcare [
Education [l
L 1 1 1 ]
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Figure4: Industries Targeted by APTIMandiant 2013].



Military Unit 61398 of Ch i nRaedesp | e ds Li ber hasalsolbeenAr my (P
inked to G/berAttacks targetingenterprises and Cl irEnglishspeaking countries

including, but not limited to, the United Statesigure 5 identifies some of APTA s
confirmed targets.

OBSERVED GLOBAL APT1 ACTIVITY

‘-&' 2 _Canad. niied
- I
- 1 Belgium
Y% SH-Y
\ B3
) 1ronee —
I () 3 tsrael -
2 switzerland —— Ind
% 115 United States o T - l.
c 1 uae o 2 Taiwan
I
R 5000
[—*Q}} 1 South Africa

Figure5: Geogr aphi c L¥ctns.t[Mandiant@Gl3.APT 16 s

Organized crime,Threat Agentsand others are using APT methods to acquire
information to help them gain a competitive advantage, and they are succeeding.
According to SANS:

We have found thathe phases of an attack can be described by 6 sequential
stages[see Figures]. Once again loosely borrowing vernacular, the phases of
an operation can be described & @ y kilechain.0 The importance here is

not that this is a linear flowsome phases may occur in parallel, and the order
of earlier phases can be interchangdulit rather how far along an adversary
has progressed in his or her attack, the corresponding damage, and

investgation that must be performedCloppert 2009].

10
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Figure6: The Attack Progression by SANECloppert 2009].

Whie APTSs, organized crime, and various attack methods scaiehandedly
compromise am nt e r pssdtssamydos these attacks would be significantly amplified
with the help of an insider threat, causiognsiderably more damage. Further, the
involvement of an insider that damages the reputation of an enterptigereby causing
unforeseeramages As evidenced by recent insider threats, such as Edward Snowden or
Bradley Manning,aninsider threat has the potential to lead to rising international tensions
and national security threatdrinally, while the cases of Snowden or Manning did not
involve the Financial Services Sector, there is no reasonto believe that this Sector is exempt

from insider threats.

Thelimitations for this research as are follows:

1. Lack of quantifiable Data: given theecuritysensitive and confidential nature of
cybersecurity, it is difficult to capture quantfiable research data from the Financial
Services Sector or enterprises within this sector.

2. Use of Surveys: thase of surveys for thisesearchis inappropriateEntties in
the Financial Services Sector wilot respond to a survey due to tbenfidential and
securitysensitive nature of their operations.

3. Use of theRe s e ar ¢ h e r Oirs othErrSactoes whe rrdsearch focuses

primarily on the Financial Serds Sector. The Researcher believes that proposed

11



Frameworkcan be successfully implementédany other Sector or industryNonetheless,
another potentialimitation of the research ishe Researcheis not ableto tailor the
proposedrFramework to the needs efich unique &ctor, and ensure that it is as effective
in the other sectors as the data suggests it will be in the Financial Services Sector.
Based on historical fact, the above discussion, the knowledge of Subject Matter
Expers ( SMEs), and t he thiRresearchs basdderr hStericabtrepds r t 1 s e,
that show thatthe Financial Services Sector hasulnerabilties, many of which are
exploited by Threat Agents using various Threat Vectors. For more information gges Fi

7.

Other, 17, 6%

Brute Force, 4, 1%
Abuse of Authorized Access, 7. 2% —_—

Weak Authentication, 18, 6%

Unknown, 110, 38%

Spear Phishing, 109, 37%

SQL Injection, 4, 1%

Figure 7:FY 2015 Incidents by Attempted Infection Vector, 2Z38al.
[ICS-CERT Monitor].

1.5 Organization of the Document

This research document has six chapters. The first chapter, Introduction, provides
the background and motivation foonducting this research. Chapter two covers the
iterature review of current existing standards, frameworks, and best practices of

Cybersecurity. The third chaptdiscusses the proposed Dynamic Framework system.

12



Chapter fourResearch Methodology, a@sses selected GéctorsSubject Matter Expert
(SME) selection and interviews, atioe process of collectinghformation Chapterfive
discusses the current state of Cybersecurity, and, fin@hapter six wil conclude with

recommendations and explorelevant topics for future research.

13



Chapter 2. Literature Review

2.1 Overview

The literature reviewvasperformed in the following areas:

1. Executive OrdefEO) 1363671 Improving Critical Infrastructure Cybersecurity;

2. Cybersecurity BstPractices inlndustry;

3. The National Infrastructure Protection PI@HIPP) (Financial Services Sector
Specific Plan)

4. National Institute of Standards and Technolgg¥/ST) Special PublicationSP)
80053 Revision 4;

5. Framework for Improving Critical Infrastructure Cybecurity (Framework) and

6. Relevant lterature from the private sector.

2.2 Executive Order 13636 T Improving Critical Infrastructure
Cybersecunty
The ObamaAdministration released its methodologyfor securing Critical
Infrastructure (Chin two parts. The first part is: he Presidential Policy Directive 21
Critical Infrastruc¢ure Security and Resiience (PR21), whichrequests an update to the
NIPP. AThis update is informed by significant evolution in the critical infrastructure risk,
policy, and oprating environments, as well as experience gained and lessons learned since
the NIPP was last issued in 2009DHS, 2013]. The updatedNIPPalsostresses a better
security posturéor Cl sectorsandiit o achieve these goadnd, cyber
the resiience of critical infrastrtre assets, systems, and networks are integrated into an

enterprise approach to risk managemeot ,ROD3H S

14



The secongbart of the ObamaAdministratio® s  p bemume th&Cbsectordn the
United States isEO 13636 i Improving Critical Infrastructure Cybersecurityln EO
13636 President Obama preserved the definitonCobfas defined in the USA PATRIOT
Act. In addition his administration consideresecuring theCl sectorsa higher priority
thanall previous administrations.In EO 13636 President Obamstated that:

it is the policy of the United States to enhance the security and resiience of

the Nationds critical infrastructure and

encourages efficiency, innovation, and economic prosperity while

promoting safety, security, busiesconfidentiality, privacy, and civil

berties [EO 13636 2013.

Further, through &ybersecurity riformation sharing proces&O 13636 artculates the

need for the U.S.gver nment to Aincrease the vol ume,
threat infornation shared with U.S. private sector entities so that these entities may better
protect and defend themselves against cyber theefE© 13636 2013].

The EO also mandates that the Attorney Genethé Secretary of Homeland
Security (the Secretary)land the Director of National Inteligenc€DNI) establish
processes for sharing Cybareat reports wit potentially targeted Clestors.

In order to maximize the utiity of cyber threat information sharing with the
private sector, the Secretary stedpand the use of programs that bring private
sector subjeematter experts into Federal service on a temporary basis. These
subject matter experts should provide advice regarding the content, structure,
and types of information most useful to criticalragtructure owners and

operators in reducing and mitigating cyber riskfO 13636 2013].

15



2.3 Current Cybersecurnty Practicesin Industry

Current security postures focus on utiizing multiple technolotesrotect against
Cyber-Attacks. Intrusion Detection Systems (IDS), Intrusion Prevention Systems (IPS),
and Firewallsare usedo prevent outsiders from accessing the networkicCumber
2004] Additionally, to provide aDefense in Bpthapproachto security supplementary
technologiesare incorprated, such as host based security solutions, auditing systems and

various network sensor$See Figure 8.

Redundancy Sphere of protection

Monitoring
systems

Patches and S Secur.ity
upgrades planning
Host IDPS UR.DR, BC)
Firewalls
Education
Network IDPS People and training
Proxy servers st
Encryption :
Policy and law
Backups Networks 8
Internet
Access controls -
- Technology ' People >

Figure8: Sphere of Securityjwhitman et al.2012].

Cyber threat detection techniques include signatased, anomalpased, and
specificatiorbased as shownn Figure 9. To provide a central method of managing all
this information, Security Incident and Event Management (SIE8stems have been

used The SIEM systems loaded with ugo-date threat signaturles, programmed to

16



identify patterns of attacks, ahdsthe abilty to alert theppropriateCyberPractitiones.
Despite being automated, this process typically alerts the ®ybetitioner after an attack
has been intiated aride systems comprosad.

The problem is further compounded since the Gyractitioners are limited by
the amount of information they are capable ofiyangy, and the fact tha&8IEM systems
must be configured and deployed properly to function effectivbMareover because
SIEM systenmay raise false positive and/or false negative ala®EM systemmay flag
CyberEvents that fall into the routine operations of the enterpridenetheless, current

Cybersecuritypolicies and solutions havedapendence on signattibased tools.

,- — ,
) s s

Figure9: Classification ofThreatDetection TechniquegVasumathi and Krishn2012].

The SANSInstitute conducted a survey in 2012oncluding that respondents are
looking at more data than ever befdie industry continues to maturand organizations
expect to get more meaningful and actionable results from log ddittually every
product that manages datadog now developedwith one or more buiin processes for
extracting, analyzingand alerting on data[Shenk 2013. In the survey, 58 percent of
respondentsepored that they use a log manager to colect and analyze ®gpercent
said they are using SIEM system in some capagciithough 22 percent are collecting the
logs and processing them entirely with theilERI systems. [Shenk 2012]. Security
Incident and Event Managemedata include the collection of log data as wel as

correlation of different log of CyberEvents from various sources, together with

17



suspiciousCyberEvent information. According to thes r v e y dataiis tcdrrelated and

presented through other features such as dashboard$imeeallerting and reports and

charts, depending on a ma[8henk20t2l ar vendor 6s i

The issue that ranked most challenging and also had the highest total number of

votes by the respondentsvas fil dentification of key

activity, o aB [Sherkwdl2.in Figur e

What are the top three challenges you face in integrating logs with other tools in
your organization's overall information infrastructure?

Identification of key events from normal background activity _

Correlation of information from multiple sources (e.g., _
multiple servers or multiple firewalls) to meet complex...
Lack of analytics capabilities

Data normalization at collection

Data reduction prior to forwarding the logs to tools, such as
SIEM

Managing agents that will forward logs to a log server .

Being able to access logs and/or analysis results without IT .
support

Lack of native visualization capabilities .

Inconsistent product updates supported by the vendor .

First = Second = Third

Figure1lO Top Challenges. [Shenk, 2012].

The 2012 survey responses indicate #aterprisesareattemptingto squeeze as
much actionable data as they can out of tbgimanagement systened;, firewalls, IDS,
and IPS)o the convergence with SIEM systemsinderstandahle However,enterprises
continue tostruggé with CyberAttacksand screening outackground noisée.g., false

positive and/or false negatiMeyberEvents)from actionable datan their networks.

18
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According to the respondents of the survegnt a technicapber specti ve,
Information Technology (IT) environments provide another security chalenge in
combatting CyberAttacks as well agletectingnew Attack Vectors (AVand preventing

incidents. See Figurell. [Shenk 2013.

How difficult is it for you to utilize the log data you collect for the
following reasons?

Prevent incidents
Support forensics analysis and correlation =
Detect/track suspicious behavior (e.g., unauthorized access, insider abuse) =
Manage/reduce costs for IT/security _—
Understand and derive information about customer behavior _—
Support internal business processes (e.g., reporting, chargeback) _—

s A
Monitor services levels/line of business application performance | —

=—
Meet/prove compliance with regulatory requirements 1 —

ie——=-—c-- |
Monitor and track application and system performance |

Support IT/network routine maintenance and operations I —

®3=Difficult m2=Moderate ®1=Easy

Figurell: Difficultiesin Using Log Data.[Shenk 201R

2.4 The NICE - Financial Services SecteSpecific Plan

TheFinancial Services Sectisrparamountor the economic stabilty of any nation.
| n t oda yEdcso sfiyGytbeemmd a n dthefFimancialaServicksaSeabasbezp e
a victim of numerousophisticated CybeAttacks by @ber criminals and organized crime
(see Figure 12). Furthermore, Cyber criminals and CybeCrime syndicates have

frequently targeted the Financial Services Seasorg different capabiltiesuch as APTs,
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spearphishing attacks, Distributed Denial of Service (DDoS) attaeks] Structured
Query Languag€SQL) Injections SeeAppendix 1 for a current and nowomprehensive

list of Threat Agentandsome oftheir capabiltie.

Cyber Theft Ring TN

Malware exploiters purchase malware and use it to ﬁ

steal victim banking credentials. They launch

attacks from compromised machines that allow them

to transfer stolen funds and deter any tracking of Malware
their activities. Exploiters

Money mule networks are comprised of
individuals engaged in the transfer of stolen
[ funds who retain a percentage for their Money Mules

services.

Malware coders develop
malicious software that is
sold on the black market.

Victims include individuals,

L] i i ) o o
U 11 businesses, and financial institutions. o
Victims

Figure12: Cyber Banking Fraud[FBI, 201Q.

2.4.1 SectoiSpecific Agency

The U.S. Department of the Treasumhich is theSectorSpecific Agency (SSA)
for the Financial Services Sectqgolays a vital role for both the financial regulators and the
private sector and Athese regul atBankisg and t h.
and Fi na naiieal iifrastuttarearidisey resource¢CIKR)par t ne[PShi p. o
2010]. The pivate sector element of this partnership is structured througherous
or gani z ach ia® thesinanciaii Services Coordinating Council for Infrastructure
Protection and Homeland Security (FSSCC), the Financial Services Information Sharing

and Analysis Center (FSSAC), and the regional coaltionso [DHS, 2010]. This
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partnership was established to identify the necessary security pastuteest practices
address the growing number of Cyber threats, antSAE® shares specific information
related o potential risks in thé&inancial Services Sector.

In 2010,the SSA approved thenancial Services Sect@pecific Plan (SSPJ T h e
Banking and FinanceSector islarge in both the number of assets and the number of
indi vi dual [DHS) 2010h Assagesudt,.the SSP was developegartnership
with two groups: 1) FSSCC, and 2) Members of Bigancial and Banking Information
Infrastructure Committee (FBIIC)which are represented by the Federal financial

regulators, and associations of Stamtaficial regulators For details seéigure B.

FBIIC Members

American Council of State Savings Supervisors (ACS53) National Association of State Credit Union Supervisors (NASCUS)
Board of Governors of the Federal Reserve System (FRE) National Credit Union Administration (NCUA)

Commodity Futures Trading Commission (CFTC) North American Securities Administrators Association (NASAA)
Conference of State Bank Supervisors (CSES) Office of the Comptroller of the Currency (OCC)

Farm Credit Administration (FCA) Office of Thrift Supervision (0TS)

Federal Deposit Insurance Corporation (FDIC) Securities and Exchange Commission (SEC)

Federal Housing Finance Agency (FHFA) Securities Investor Protection Corporation (SIPC)

Federal Reserve Bank of New York (FREBNY) U.S. Department of the Treasury

National Association of Insurance Commissioners (NAIC)

Figure B: FBIIC Members. [DHS, 2010].

2.4.2 Sector Goals and Objectives

The U.S.Department ofthe Treasury,in partnership with theprivate sectqr
overseesand encourages security fohe Financial ®rvices Sector Through this
partnership thd-inancial Services Sector haamp | e me nt e d a method Ato

and appropriately to detect, det efDHS,prevent

21



2010]. This capabilty supports and safeguards busicessinuity, as well as theperation
of the Financial Services Sector
Cybersecurityis atthe f or ef r ont o éctore Tor combad Cybern 6 s Cl
Attacks, theFinancial Services Sectors v i s i 018 as$oliovest e me n't
To continue to improve the resiience and availability of financial services,
the Banking and FinanceSector wil work through its publigrivate
partnership to address the evolving nature of threats and the risks posed by
t he s e cnidaty Gpen other priical sectordDHS, 2010].
In order to achieve its vision this sector has three primary goals:

1. To achieve the best possible position in the face of a myriad of intentional,
unintentional, manmade, and natural threats against thed ser 6 s physi c al
and cyber infrastructure;

2. To address and manage the risks posed by the dependence of the sector on
the Communications|T, Energy, and Transportation Systems Sectors; and

3. To work with the law enforcement community, financial regulatory
autlorities, the private sector, and our international counterparts to address

threats facing the financial services sec{®@HS, 2010].

The Financial Services Sector iepresented bythe following products and
services:fil) deposit, consumer credit, and payment systems; 2) credit and liquidity
products; 3) investment products; and 4) risk transfer products (including insudance)
[DHS, 2010]. The producdt of the Financial Services Sector amet physical n nature;

thereforeto conduct a risk assessment, the SSP process must foclesniiging critical
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processes bas endmberorganizdtiams rasherdhanofocdsimg on physical

assets SeeFigure 14 for detalils.

Figure X¥: Vulnerability Assessment MethodologjDHS, 2010].

To mitigate the risk of internal and externaliinerabilities, as well asexternal
dependencies, each organization corgluetrisk assessmerdf its critical business
functions such as information settyir The U.S. Departmentf the Treasurycollects
sectorspecific information via collaboration with the members of the FBIIC and the
private sector.

All of the assets, such as systems, databases, and networks, are part of the physical
assets of the oagization; the followingare also considered assets:

A Asset name, mailing addr ess, physical

A Function or 9 depositeandophymentystems ar crédi o n

and liquidity products, including investment and risk séer;

A Geographic region, financial center;

A - Number of people employed;
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