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Abstract of Dissertation  

A CONTINUOUS MONITOR ING FRAMEWORK TO MANAGE 

CYBERSECURITY AGAINS T INSIDER THREATS  

 
In todayôs ñCyber-Society,ò an enterprise faces numerous Cybersecurity challenges 

as Cybercriminals, hackers, and insider threats constantly threaten to compromise the 

Confidentiality, Integrity, and Availability (CIA) of the enterpriseôs assets and data.  

This research presents a Dynamic Framework system that has a proactive security 

concept as opposed to the traditional reactive approach.  This Dynamic Framework system 

minimizes the risks that Cybercriminals, hackers, and insider threats pose to an enterpriseôs 

CIA.   

The Dynamic Framework system is mapped to the National Institute of Standards 

and Technologyôs (NIST) Risk Framework (RF), is designed based on three functional 

Controls (Preventive, Detective and Corrective), enables an enterprise to develop a 

healthier Cyber Hygiene (CH) through continuous monitoring of its assets, and is capable 

of ensuring a proper alignment between the business functionality and Cybersecurity 

missions of an enterprise.  Furthermore, although the Dynamic Framework system was 

developed based the Financial Services Sectorôs vulnerabilities, its functionality applies to 

all enterprises. 

This research recognizes that the current Cybersecurity practices are insufficient to 

prevent a Cyber-Attack, respond to a Cyber-Attack, and, most importantly, remain resilient 

during a Cyber-Attack.  The purpose of the Dynamic Framework system is to recommend 

a new and near-future Cyber-Ecosystem (CE), which an enterprise in the Financial Services 

Sector, or other sectors, can use to improve its security posture. 
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Chapter 1. Introduction 

1.1 Overview 

The Advanced Research Projects Agency Network (ARPANET) was created by 

the Defense Advanced Research Projects Agency (DARPA) during the late 1960s, grew 

quickly, and became well-established throughout the globe.  The result is an interconnected 

world dependent on interconnected computers, which are used for all forms of business 

and personal activities.  Over time, the flexibility of technology combined with consumer 

demand for convenience has led to a culture of ñPlug and Play,ò that stresses functional 

expediency over user interaction and involvement in the configuration of a system.  

Essentially, individual users no longer require a technical background to install hardware 

and software prior to using their devices.  

The unique capability to ñPlug and Playò has resulted in a global communication 

revolution for the entire human race, and has created an opportunity for exceptional new 

threats to our ñglobal society.ò  To be able to combat these new threats, the concept of 

security has been expanded to virtual space, resulting in the creation of new terms such as 

ñCyber-Spaceò and ñCybersecurity.ò  

The Department of Defense (DoD) considers Cyber-Space as ña defining feature of 

modern life.  Individuals and communities worldwide connect, socialize, and organize 

themselves in and through cyberspace.ò  [DoD, 2011].  According to the Tallinn Manual, 

Cyber-Space can be further defined as: ñthe environment formed by physical and non-

physical components, characterized by the use of computers and electro-magnetic 

spectrum, to store, modify and exchange data using computer networks.ò  [Schmitt, 2013].  

  What is Cybersecurity?   
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Cybersecurity is the collection of tools, policies, security concepts, security 

safeguards, guidelines, risk management approaches, actions, training, best 

practices, assurance and technologies that can be used to protect the cyber 

environment and organization and userôs assets.  Organization and userôs 

assets include connected computing devices, personnel, infrastructure, 

applications, services, telecommunications systems, and the totality of 

transmitted and/or stored information in the cyber environment.  Cybersecurity 

strives to ensure the attainment and maintenance of the security properties of 

organization and userôs assets against relevant security risks in the cyber 

environment.  The general security objectives comprise the following: 

availability; integrity, which may include authenticity and non-repudiation; 

and confidentiality.  [International Telecommunication Union, 2015]. 

In todayôs ñCyber-Society,ò with globally connected cultures, zeros and ones are 

the new currency, or ñvirtual currency.ò  Cyber-Space has become a powerful component 

of our society, resulting in the creation of ñWeb 2.0,ò a new web of global communication, 

e-commerce, social media, and the exchange of ideas.  Cyber-Space has also created a new 

set of challenges, which threaten our privacy, way of life, and global security.  One way to 

meet such challenges is to protect the Confidentiality, Integrity, and Availability (CIA) of 

resources.  Figure 1 shows the CIA triad of the new ñvirtual currency,ò which must be 

protected.  
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Figure 1. CIA Triad. 

It is crucial that all industries, government entities, and people employ the 

appropriate best security practices to protect themselves from malicious attacks.  Protecting 

Americaôs Critical Infrastructure (CI) is one of the greatest security challenges facing the 

country today.  According to retired Director of the National Security Agency, General 

Keith Alexander, ñon a scale of one to 10, with 10 being strongly defended, our critical 

infrastructureôs preparedness to withstand a destructive cyber attack is about a three based 

on my experience.ò  [Reuters, 2013]. 

Literature indicates that emerging Cyber threats will use attack vectors such as 

botnets, insider threats, Spear-Phishing campaigns, and Advanced Persistent Threats 

(APTs) to target CI such as Financial Services, Water, Nuclear, Energy, Government, and 

Chemical sectors in the United States.  According to former Secretary of Defense Leon 

Panetta, ñOur mission is to defend the nation. We defend. We deter, and if called upon, we 

take decisive action to protect our citizens.  In the past, we have done so through operations 

on land and at sea, in the skies and in space. In this century, the United States military must 

help defend the nation in cyberspace as well.ò  [Panetta, 2012]. 

 

While security technologies are widely used in todayôs enterprises, the fact that 

ñsecurity technology alone is not enough to produce effective and efficient security for an 
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entire organizationò must be emphasized.  [Sherwood et al., 2005].  For an enterprise to 

improve its security posture it must change its security approach from reactive to proactive, 

and combine technical and administrative controls of security. 

One of the Department of Homeland Securityôs (DHS) responsibilities is to secure 

Cyber-Space.  ñWith respect to the private sector, currently the job of DHS é is to provide 

information and otherwise help companies ï critical-infrastructure firms, in particular ï 

protect themselves.ò  [Wall Street Journal, 2011].  To achieve its responsibilities, the DHS 

relies on the United States Computer Emergency Readiness Team (US-CERT).  To give 

Cyber-Space a better security posture, US-CERT engages in information sharing with CI 

sectors via Information Sharing Analysis Centers (ISACs). By collecting, analyzing, and 

distributing information about threats facing their members, ISACs assist the CI enterprises 

in protecting themselves from Cyber threats and mitigating risks. 

In 2013, the Industrial Control Systems Cyber Emergency Response Team (ICS-

CERT) received 181 vulnerability reports from researchers and ICS vendors.  According 

to ICS-CERT about 87% of these vulnerabilities were exploitable remotely and the other 

13% required local access to exploit the vulnerabilities.  [DHS, 2014].  In one report, 

FireEye, a private Cybersecurity company, found that both the frequency and 

sophistication of attacks increased by 42% from 2010 to 2013, and the activity spread from 

130 countries to 184 countries.  [FireEye, 2013].  The company reports that most Cyber-

Espionage events and Cyber-Attacks come from Eastern Europe and Asia and that 89% of 

APT malware tools originate from China.  [FireEye, 2013]. 

A list of additional CI sectors by Sector-Specific Agencies (SSAs) is presented in 

Table 1.  

Table 1: Critical Infrastructure Sectors by Sector-Specific Agencies 
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1.2 Research Contributions  

This dissertation describes a research study that will contribute to the understanding 

of how Cybersecurity is practiced within an enterprise.  The Financial Services Sector 

serves as the principal sector for this research.  This research analyzes and identifies the 

vulnerabilities facing an enterprise in the Financial Services Sector, attempts to quantify 

them, and develops an effective framework to provide more significant security postures 

for the Financial Services Sectorôs operations in the United States.  Further, it studies and 

identifies existing standards, frameworks, and best practices of Cybersecurity that are 

applicable to improving the security of the Financial Services Sector against emerging 

Cyber threats. 

Additionally, it focuses on describing the Financial Services Sector Cybersecurity 

practices.  The scope of this research includes: 

1. Describing the Financial Services Sectorôs current Cybersecurity posture. 

2. Discussing the existing best practices among enterprises. 
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3. Describing the types of Cyber-Attacks. 

4. Determining how an enterprise can achieve better security. 

5. Introducing a new Cybersecurity framework. 

This research will begin by describing the current Cybersecurity posture and best 

practices of enterprises within the Financial Services Sector. Thereafter, it will describe 

Cyber-attacks facing such industries. These attacks will include relatively simple social 

engineering attacks to more sophisticated Advanced Persistent Threats (APTs), and will 

include both insider threats and threats originating from outside the enterprise. Then, after 

having discussed the existing vulnerabilities, this research will argue that the best method 

for an enterprise to achieve better security will be to adopt a proactive security concept as 

opposed to the traditional reactive approach.  

Finally, this research will contribute to the field by introducing a new Cybersecurity 

Framework (the Dynamic Framework system), which is mapped to the National Institute 

of Standards and Technologyôs (NIST) Risk Framework (RF), is designed based on three 

functional Controls (Preventive, Detective and Corrective), enables an enterprise to 

develop a healthier Cyber Hygiene (CH) through continuous monitoring of its assets, and 

is capable of ensuring a proper alignment between the business functionality and 

Cybersecurity missions of an enterprise.   

1.3 Significance 

A very significant global and national question is: how can nation states effectively 

safeguard their CI sectors and provide a comfort factor to their citizens that the CI sectors 

are secure in an era of insecurity, multiple Cyber-Attacks, and global challenges? 
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Cyber threats are pervasive, growing, and real, whether an individual is dealing 

with them professionally as a Cyber-Practitioner or has been touched by Cyber-Crime in 

his/her personal life.  The ñócyber threat is one of the most serious economic and national 

security challenges we face as a nation.ô  [Obama, 2009].  Cyber-Attacks such as Advanced 

Persistent Threats (APTs), phishing, etc., are on the rise and they are genuine, and we as 

an individual or company face the challenges of combating these attacks.ò  [Shariati, 2014] .  

The Researcher has classified Threat Agents into three categories: state sponsored state 

players, state sponsored non-state players, and non-state sponsored players.   

A Threat Agent is one who has the capabilities to launch a Cyber or physical attack 

on computer systems.  For a current, but perhaps not complete, list of Threat Agents and 

some of their capabilities see Appendix 1. 

The significance of this research lies in identifying and managing particularly 

malicious and well-coordinated attacks against the Financial Services Sector.  Insider 

threats or external Threat Agents can be the source of these attacks.  A September 2013 

report by the ñRecorded Futureò website shows attacks against the Bank of America 

website from a hacker group called Izz ad-Din al-Qassam Cyber Fighters (al-Qassam).  In 

the same month the group attacked J.P. Morgan Chase Bank and the website of Wells 

Fargo, and engaged in numerous other attacks.  Figure 2 shows the al-Qassam attacks 

landscape.  
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Figure 2: Al-Qassam Attacks Landscape.  [Recorded Future, 2013]. 

The rise in the frequency and extent of Cyber-Attacks can be credited to a number 

of factors, such as unfriendly nation-states, hacktivists, and organized Cyber-Crime.  A 

black market for breached data also serves to incentivize Cyber-Crime syndicates to engage 

in further attacks.   

According to a report released by the New York State Department of Financial 

Services in May of 2014, a total of 154 financial institutions were asked to complete a 

security questionnaire, and most institutions, regardless of their size, have experienced 

intrusions or attempted intrusions into their IT systems over the preceding three years.  The 

attempted methods included ñmalicious software (malware) (22%), phishing (21%), 

pharming (7%), and botnets or zombies (7%).ò  [The New York State Department of 

Financial Services, 2014].  Furthermore, according to the same report the most frequent 

types of Cyber-Attack were ñaccount takeovers (46%), identity theft (18%), 

telecommunication network disruptions (15%), and data integrity breaches (9.3%). Third-

party payment processor breaches were also reported by 18% and 15% of small and large 

institutions, respectively.ò  [The New York State Department of Financial Services, 2014]. 

On June 2, 2014, the FBI announced a multinational effort to disrupt the GameOver 

Zeus botnet.  ñGameOver Zeus is an extremely sophisticated type of malware designed 
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specifically to steal banking and other credentials from the computers it infects.  Itôs 

predominately spread through spam e-mail or phishing messages.ò  [FBI, 2014].  Figure 3 

illustrates the GameOver Zeus Malware and Botnet Architecture.  

 

Figure 3: GameOver Zeus Malware and Botnet Architecture.  [FBI GOZ, 2014]. 

Threat Agents continually develop aggressive and sophisticated techniques, whose 

characteristics include excellent coordination, centralization, funding, and evasiveness.  

One group in particular, known as ñAPT1 or ñthe Comment Crew,ò has captured the 

attention of several U.S. Cybersecurity companies.  APT1 has been targeting specific 

industries, the majority of which have been designated as strategic emerging industries in 

Chinaôs 12th Five Year Plan.  For details see Figure 4.   

 

Figure 4: Industries Targeted by APT1.  [Mandiant, 2013]. 
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Military Unit 61398 of Chinaôs Peopleôs Liberation Army (PLA) has also been 

linked to Cyber-Attacks targeting enterprises and CI in English-speaking countries 

including, but not limited to, the United States.  Figure 5 identifies some of APT1ôs 

confirmed targets. 

 

Figure 5: Geographic Location of APT1ôs Victims.  [Mandiant, 2013]. 

Organized crime, Threat Agents, and others are using APT methods to acquire 

information to help them gain a competitive advantage, and they are succeeding.  

According to SANS:  

We have found that the phases of an attack can be described by 6 sequential 

stages. [see Figure 6]. Once again loosely borrowing vernacular, the phases of 

an operation can be described as a ñcyber kill chain.ò The importance here is 

not that this is a linear flow - some phases may occur in parallel, and the order 

of earlier phases can be interchanged - but rather how far along an adversary 

has progressed in his or her attack, the corresponding damage, and 

investigation that must be performed.  [Cloppert, 2009]. 
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Figure 6: The Attack Progression by SANS.  [Cloppert, 2009]. 

 While APTs, organized crime, and various attack methods can singlehandedly 

compromise an enterpriseôs assets, any of these attacks would be significantly amplified 

with the help of an insider threat, causing considerably more damage.  Further, the 

involvement of an insider threat damages the reputation of an enterprise, thereby causing 

unforeseen damages.  As evidenced by recent insider threats, such as Edward Snowden or 

Bradley Manning, an insider threat has the potential to lead to rising international tensions 

and national security threats.  Finally, while the cases of Snowden or Manning did not 

involve the Financial Services Sector, there is no reason to believe that this Sector is exempt 

from insider threats.  

1.4 Limitations  

The limitations for this research as are follows:   

1. Lack of quantifiable Data: given the security-sensitive and confidential nature of 

cybersecurity, it is difficult to capture quantifiable research data from the Financial 

Services Sector or enterprises within this sector.   

2. Use of Surveys: the use of surveys for this research is inappropriate.  Entities in 

the Financial Services Sector will not respond to a survey due to the confidential and 

security-sensitive nature of their operations.   

3. Use of the Researcherôs Framework in other Sectors - this research focuses 

primarily on the Financial Services Sector.  The Researcher believes that proposed 
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Framework can be successfully implemented in any other Sector or industry.  Nonetheless, 

another potential limitation of the research is the Researcher is not able to tailor the 

proposed Framework to the needs of each unique Sector, and ensure that it is as effective 

in the other sectors as the data suggests it will be in the Financial Services Sector.  

Based on historical fact, the above discussion, the knowledge of Subject Matter 

Experts (SMEs), and the Researcherôs expertise, this research is based on historical trends 

that show that the Financial Services Sector has Vulnerabilities, many of which are 

exploited by Threat Agents using various Threat Vectors.  For more information, see Figure 

7.  

 

Figure 7: FY 2015 Incidents by Attempted Infection Vector, 295 Total. 

[ICS-CERT Monitor]. 

1.5 Organization of the Document 

This research document has six chapters.  The first chapter, Introduction, provides 

the background and motivation for conducting this research.  Chapter two covers the 

literature review of current existing standards, frameworks, and best practices of 

Cybersecurity.  The third chapter discusses the proposed Dynamic Framework system.  
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Chapter four, Research Methodology, addresses selected CI sectors, Subject Matter Expert 

(SME) selection and interviews, and the process of collecting information. Chapter five 

discusses the current state of Cybersecurity, and, finally, Chapter six will conclude with 

recommendations and explore relevant topics for future research. 
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Chapter 2. Literature Review 

2.1 Overview 

The literature review was performed in the following areas:  

1. Executive Order (EO) 13636 ï Improving Critical Infrastructure Cybersecurity;  

2. Cybersecurity Best Practices in Industry;  

3. The National Infrastructure Protection Plan (NIPP) (Financial Services Sector-

Specific Plan); 

4. National Institute of Standards and Technology (NIST) Special Publication (SP) 

800-53 Revision 4;  

5. Framework for Improving Critical Infrastructure Cybersecurity (Framework); and 

6. Relevant literature from the private sector. 

2.2 Executive Order 13636 ï Improving Critical Infrastructure  

Cybersecurity 

The Obama Administration released its methodology for securing Critical 

Infrastructure (CI) in two parts.  The first part is: the Presidential Policy Directive 21 ï 

Critical Infrastructure Security and Resilience (PPD-21), which requests an update to the 

NIPP.  ñThis update is informed by significant evolution in the critical infrastructure risk, 

policy, and operating environments, as well as experience gained and lessons learned since 

the NIPP was last issued in 2009.  [DHS, 2013].  The updated NIPP also stresses a better 

security posture for CI sectors, and ñto achieve these goals, cyber and physical security and 

the resilience of critical infrastructure assets, systems, and networks are integrated into an 

enterprise approach to risk management.ò  [DHS, 2013]. 
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 The second part of the Obama Administrationôs plan to secure the CI sectors in the 

United States is: EO 13636 ï Improving Critical Infrastructure Cybersecurity.  In EO 

13636 President Obama preserved the definition of CI as defined in the USA PATRIOT 

Act.  In addition, his administration considered securing the CI sectors a higher priority 

than all previous administrations.  In EO 13636, President Obama stated that:  

it is the policy of the United States to enhance the security and resilience of 

the Nationôs critical infrastructure and to maintain a cyber environment that 

encourages efficiency, innovation, and economic prosperity while 

promoting safety, security, business confidentiality, privacy, and civil 

liberties.  [EO 13636, 2013].   

Further, through a Cybersecurity information sharing process EO 13636 articulates the 

need for the U.S. government to ñincrease the volume, timeliness, and quality of cyber 

threat information shared with U.S. private sector entities so that these entities may better 

protect and defend themselves against cyber threats.ò  [EO 13636, 2013]. 

The EO also mandates that the Attorney General, the Secretary of Homeland 

Security (the Secretary), and the Director of National Intelligence (DNI) establish 

processes for sharing Cyber threat reports with potentially targeted CI sectors.    

In order to maximize the utility of cyber threat information sharing with the 

private sector, the Secretary shall expand the use of programs that bring private 

sector subject-matter experts into Federal service on a temporary basis. These 

subject matter experts should provide advice regarding the content, structure, 

and types of information most useful to critical infrastructure owners and 

operators in reducing and mitigating cyber risks.  [EO 13636, 2013].   
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2.3 Current Cybersecurity Practices in Industry 

Current security postures focus on utilizing multiple technologies to protect against 

Cyber-Attacks.  Intrusion Detection Systems (IDS), Intrusion Prevention Systems (IPS), 

and Firewalls are used to prevent outsiders from accessing the network.  [McCumber, 

2004].  Additionally, to provide a Defense in Depth approach to security, supplementary 

technologies are incorporated, such as host based security solutions, auditing systems and 

various network sensors.  See Figure 8.  

 

 

Figure 8: Sphere of Security.  [Whitman et al., 2012]. 

 

Cyber threat detection techniques include signature-based, anomaly-based, and 

specification-based, as shown in Figure 9.  To provide a central method of managing all 

this information, Security Incident and Event Management (SIEM) systems have been 

used.  The SIEM system is loaded with up-to-date threat signature files, programmed to 
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identify patterns of attacks, and has the ability to alert the appropriate Cyber-Practitioners.  

Despite being automated, this process typically alerts the Cyber-Practitioner after an attack 

has been initiated and the systems compromised. 

The problem is further compounded since the Cyber-Practitioners are limited by 

the amount of information they are capable of analyzing, and the fact that SIEM systems 

must be configured and deployed properly to function effectively.  Moreover, because a 

SIEM system may raise false positive and/or false negative alerts, a SIEM system may flag 

Cyber-Events that fall into the routine operations of the enterprise.  Nonetheless, current 

Cybersecurity policies and solutions have a dependence on signature-based tools. 

 

Figure 9: Classification of Threat Detection Techniques.  [Vasumathi and Krishna, 2012]. 

The SANS Institute conducted a survey in 2012, concluding that respondents are 

looking at more data than ever before, the industry continues to mature, and organizations 

expect to get more meaningful and actionable results from log data.  Virtually every 

product that manages data logs is now developed with one or more built-in processes for 

extracting, analyzing, and alerting on data.  [Shenk, 2012].  In the survey, 58 percent of 

respondents reported that they use a log manager to collect and analyze logs; 37 percent 

said they are using a SIEM system in some capacity, although 22 percent are collecting the 

logs and processing them entirely with their SIEM systems.  [Shenk, 2012].  Security 

Incident and Event Management data include the collection of log data as well as 

correlation of different logs of Cyber-Events from various sources, together with 

Cyber Threat Detection Techniques

Signature-based Specification-basedAnomaly-based
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suspicious Cyber-Event information.  According to the survey, ñthis data is correlated and 

presented through other features such as dashboards, real-time alerting and reports and 

charts, depending on a particular vendorôs implementation.ò  [Shenk, 2012]. 

The issue that ranked most challenging and also had the highest total number of 

votes by the respondents was ñIdentification of key events from normal background 

activity,ò as shown in Figure 10.  [Shenk, 2012]. 

 

Figure 10: Top Challenges.  [Shenk, 2012]. 

The 2012 survey responses indicate that enterprises are attempting to squeeze as 

much actionable data as they can out of their log management systems (e.g., firewalls, IDS, 

and IPS) so the convergence with SIEM systems is understandable.  However, enterprises 

continue to struggle with Cyber-Attacks and screening out background noise (e.g., false 

positive and/or false negative Cyber-Events) from actionable data on their networks.   
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According to the respondents of the survey, from a technical perspective, todayôs 

Information Technology (IT) environments provide another security challenge in 

combatting Cyber-Attacks, as well as detecting new Attack Vectors (AV) and preventing 

incidents.  See Figure 11.  [Shenk, 2012]. 

 

Figure 11: Difficult ies in Using Log Data.  [Shenk 2012]. 

2.4 The NICE - Financial Services Sector-Specific Plan 

The Financial Services Sector is paramount for the economic stability of any nation.  

In todayôs ñCyber-Ecosystemò and threat landscape, the Financial Services Sector has been 

a victim of numerous sophisticated Cyber-Attacks by Cyber criminals and organized crime 

(see Figure 12).  Furthermore, Cyber criminals and Cyber-Crime syndicates have 

frequently targeted the Financial Services Sector using different capabilities such as APTs, 
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spear-phishing attacks, Distributed Denial of Service (DDoS) attacks, and Structured 

Query Language (SQL) Injections.  See Appendix 1 for a current and non-comprehensive 

list of Threat Agents and some of their capabilities. 

 

Figure 12: Cyber Banking Fraud.  [FBI, 2010]. 

2.4.1 Sector-Specific Agency 

 
The U.S. Department of the Treasury, which is the Sector-Specific Agency (SSA) 

for the Financial Services Sector, plays a vital role for both the financial regulators and the 

private sector and ñthese regulators and the private sector are committed to the Banking 

and Finance Sectorôs critical infrastructure and key resources (CIKR) partnership.ò  [DHS, 

2010].  The private sector element of this partnership is structured through numerous 

organizations, ñsuch as the Financial Services Coordinating Council for Infrastructure 

Protection and Homeland Security (FSSCC), the Financial Services Information Sharing 

and Analysis Center (FS-ISAC), and the regional coalitions.ò  [DHS, 2010].  This 
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partnership was established to identify the necessary security posture and best practices to 

address the growing number of Cyber threats, and FS-ISAC shares specific information 

related to potential risks in the Financial Services Sector.  

In 2010, the SSA approved the Financial Services Sector-Specific Plan (SSP).  ñThe 

Banking and Finance Sector is large in both the number of assets and the number of 

individual businesses.ò  [DHS, 2010].  As a result, the SSP was developed in partnership 

with two groups: 1) FSSCC, and 2) Members of the Financial and Banking Information 

Infrastructure Committee (FBIIC), which are represented by the Federal financial 

regulators, and associations of State financial regulators.  For details see Figure 13.  

Figure 13: FBIIC Members.  [DHS, 2010]. 

2.4.2 Sector Goals and Objectives 

 
The U.S. Department of the Treasury, in partnership with the private sector, 

oversees and encourages security for the Financial Services Sector.  Through this 

partnership the Financial Services Sector has implemented a method ñto respond quickly 

and appropriately to detect, deter, prevent, and mitigate intrusions and attacks.ò  [DHS, 
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2010].  This capability supports and safeguards business continuity, as well as the operation 

of the Financial Services Sector. 

Cybersecurity is at the forefront of our nationôs CI sectors. To combat Cyber-

Attacks, the Financial Services Sectorôs vision statement is as follows:  

To continue to improve the resilience and availability of financial services, 

the Banking and Finance Sector will work through its public-private 

partnership to address the evolving nature of threats and the risks posed by 

the sectorôs dependency upon other critical sectors.  [DHS, 2010].   

In order to achieve its vision this sector has three primary goals: 

1. To achieve the best possible position in the face of a myriad of intentional, 

unintentional, manmade, and natural threats against the sectorôs physical 

and cyber infrastructure; 

2. To address and manage the risks posed by the dependence of the sector on 

the Communications, IT, Energy, and Transportation Systems Sectors; and 

3. To work with the law enforcement community, financial regulatory 

authorities, the private sector, and our international counterparts to address 

threats facing the financial services sector.  [DHS, 2010].    

2.4.3 Asset, System, and Network Identification  

The Financial Services Sector is represented by the following products and 

services: ñ1) deposit, consumer credit, and payment systems; 2) credit and liquidity 

products; 3) investment products; and 4) risk transfer products (including insurance).ò 

[DHS, 2010].  The products of the Financial Services Sector are not physical in nature; 

therefore to conduct a risk assessment, the SSP process must focus on identifying critical 
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processes based on the sectorôs member organizations rather than focusing on physical 

assets.  See Figure 14 for details.  

 

Figure 14: Vulnerability Assessment Methodology.  [DHS, 2010]. 

To mitigate the risk of internal and external Vulnerabilities, as well as external 

dependencies, each organization conducts a risk assessment of its critical business 

functions such as information security.  The U.S. Department of the Treasury collects 

sector-specific information via collaboration with the members of the FBIIC and the 

private sector.   

All of the assets, such as systems, databases, and networks, are part of the physical 

assets of the organization; the following are also considered assets:  

Å Asset name, mailing address, physical location, owner/operator name; 

Å Function or type of transactionðdeposit and payments systems or credit 

and liquidity products, including investment and risk transfer; 

Å Geographic region, financial center; 

Å Number of people employed; 


