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Abstract

Expert Judgment Model to Assess Cyber-Attack Scenarios on Enterprise Architectures

Cyber-attackers exploit people, processes, and technologies to steal high-value
organizational data. The corresponding attacks are complex, cost organizations millions
of dollars to resolve, and require rapid-response, architecture-based mitigation.
Consequently, Cybersecurity strategies that focus only on technical security standards
compliance and vulnerability mitigation do not sufficiently protect organizational assets
against live, advanced, and persistent threat actors. Enterprise Architecture frameworks
are the key Systems Engineering methods used to describe the interactions of people,
processes, and technologies within enterprises that have been found to be effective in
planning Cybersecurity mitigations. Consequent on a thorough literature review, a
follow-on pilot study, and subsequent case study analysis, this research proposes a
rapidly deployable model that facilitates expression of cyber-attack scenarios via
Enterprise Architecture to develop Enterprise Attack Maps (EAMSs). An EAM describes
cyber-attack scenarios using architectural language, thereby providing a common
taxonomy that can be leveraged across the enterprise for swift architecture-based

Cybersecurity decision-making. Evaluations of model conducted, using SME
judgment and analysis leveraging two different types of decision-making methods—the
Multi-Voting methodology and the multi-criteria decision-making (MCDM) weighted
sum model (WSM) techniqgue—demonstrate its efficacy. Further this research
demonstrates how an EAM can be used to conduct Information Technology (IT) Portfolio
Management. Applying the EAM will inform decision makers on which areas of the

enterprise to focus people, processes, and technology to mitigate cyber-attacks.
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Glossary of Terms
Business Reference Model (BRM) — “One of six reference models of the Federal
Enterprise Architecture. The BRM is a classification taxonomy used to describe mission
sectors, business functions, and services that are performed within and between Federal
Agencies and with external partners. It provides a functional view rather than a structural
(organization chart) view of Federal Government organizations and their lines of
business, including mission and support business services. IT investments are mapped to
the BRM to identify opportunities for collaboration, shared services, and solution reuse.
The Exhibit 53 allows for one primary service and up to four secondary service codes to
be identified for each IT investment. BRM version 3.1 is the current version” (U.S.
Office of Management & Budget 2013, 5).
Cyber-attack — “An attack, via cyberspace, targeting an enterprise’s use of cyberspace
for the purpose of disrupting, disabling, destroying, or maliciously controlling a
computing environment/infrastructure; or destroying the integrity of the data or stealing
controlled information” (The National Institute of Standards and Technology 2013b,, 80).
Cybercrime — “An affected or pretentious term for criminal attacks using IT
infrastructure” (Walls, Perkins, and Weiss 2013, 3).
Cyber espionage — “Intrusions into networks to access sensitive diplomatic, military, or
economic information” (Clapper 2013, 1).
Cybersecurity — “The process of protecting information by preventing, detecting, and
responding to attacks” (The National Institute of Standards and Technology 20133, 37).
Cyberspace — “A global domain within the information environment consisting of the

interdependent network of information systems infrastructures including the Internet,
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telecommunications networks, computer systems, and embedded processors and
controllers” (The National Institute of Standards and Technology 2013b,, 80).
Cyberterrorism — “In a similar fashion to cyberwarfare, ‘cyberterrorism’ refers to the
use of Cybersecurity techniques as part of a terrorist campaign or activity” (Walls,
Perkins, and Weiss 2013, 3).

Cyberwarfare — “Although the definition of this term is still controversial, the consensus
is that ‘cyberwarfare’ refers to the use of Cybersecurity capabilities in a warfare context.
This is a complex area and should not be confused with physical attacks against
infrastructure (for example, destruction of property and machinery) and information
warfare (for example, applying propaganda and misinformation techniques)” (Walls,
Perkins, and Weiss 2013, 5).

Enterprise Architecture — “The explicit description and documentation of the current
and desired relationships among business and management processes and IT of an
organization. It describes the ‘current architecture’ and ‘target architecture.” An
Enterprise Architecture includes the rules and standards and systems life cycle
information to optimize and maintain the environment which the agency wishes to create
and maintain through its IT portfolio. An Enterprise Architecture must provide a strategy
that enables the agency to support its current state and provides a roadmap for transition
to its target environment. An Enterprise Architecture defines principles and goals and sets
a direction on such issues as the promotion of interoperability, open systems, public
access, end-user satisfaction, and IT security. The agency must support an Enterprise
Architecture with a complete inventory of agency information resources including:

stakeholders and customers, equipment, systems, services, and funds devoted to
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information resources management and IT, at an appropriate level of detail” (U.S. Office
of Management & Budget 2013, 7).

Federal Enterprise Architecture (FEA) — “A business-based documentation and
analysis framework for government-wide improvement. The FEA allows agencies to use
standardized methods to describe the relationship between an agency’s strategic goals,
business functions, and enabling technologies at various levels of scope and complexity.
The FEA is comprised of documentation in six domain areas (strategic goals, business
services, data and information, systems and applications, infrastructure, and security) that
includes required and elective artifacts. There are six reference models to support the six
domain areas that should facilitate standardized design; analysis; reporting; and the
identification of duplicative investments, gaps, and opportunities for collaboration within
and across Federal Agencies. More information about the FEA is available in The
Common Approach to FEA (OMB, May 2, 2012) and at FEA Reference Model
document library” (U.S. Office of Management & Budget 2013, 8).

Flowchart — “A basic quality tool that uses graphical representation for the steps in a
process. Effective flowcharts include decision, inputs and outputs as well as the sequence
of process steps. The flowchart is occasionally considered to be one of the seven basic
tools of quality” (Kubiak and Benbo 2009, 577).

Framework — “A framework provides a systematic taxonomy of concepts, and it
provides a way of viewing a system from many different perspectives and showing how
they are all related (Sowa and Zachman 1992)” (Pobiak, Mazzuchi, and Sarkani 2012, 2).
Information technology — “Any equipment or interconnected system or subsystem of

equipment that is used in the automatic acquisition, storage, manipulation, management,
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movement, control, display, switching, interchange, transmission, or reception of data or
information by an executive agency. IT is related to the terms capital asset, IT
investment, program, project, sub-project, service, and system” (U.S. Office of
Management & Budget 2013, 9).

IT Portfolio Management — “Managing IT as a portfolio of assets similar to a financial
portfolio and striving to improve the performance of the portfolio by balancing risk and
return” (Jeffery and Leliveld 2004, 2).

Lines of business — “Lines of business or areas of operation describe the purpose of
government in functional terms or describe the support functions that the government
must conduct in order to effectively deliver services to citizens. Lines of business relating
to the purpose of government and the mechanisms the government uses to achieve its
purposes tend to be mission-based. Lines of business relating to support functions and
resource management functions that are necessary to conduct government operations tend
to be common to most agencies. The recommended information types provided in NIST
SP 800-60 are established from the ‘business areas’ and ‘lines of business’ from OMB’s
BRM section of FEA Consolidated Reference Model Document Version 2.3” (The
National Institute of Standards and Technology 2008, 20).

Process — “A series of interrelated steps consisting of resources and activities that
transform inputs into outputs and work together to a common end. A process can be
graphically represented using a flowchart. A process may or may not add value” (Kubiak

and Benbo 2009, 587).

XVi



Reference architecture — “An authoritative source of information about a specific
subject area that guides and contains the instantiations of multiple architectures and
solutions” (Office of Management & Budget 2012Db, 49)

Risk — “The level of impact on organizational operations (including mission, functions,
image, or reputation), organizational assets, individuals, other organizations, or the
Nation resulting from the operation of an information system given the potential impact
of a threat and the likelihood of that threat occurring” (The National Institute of
Standards and Technology 2008, 22).

Security controls — “The management, operational, and technical controls (i.c.,
safeguards or countermeasures) prescribed for an information system to protect the
confidentiality, integrity, and availability of the system and its information” (The
National Institute of Standards and Technology 2008, 22).

Service consumer — “Means an agency or business unit that receives business or
technology services(s) from a Line of Business provider. A service consumer may be
either internal or external to the organization responsible for providing services (U. S.
Office of Management & Budget 2012b, 49)

Service Oriented Architecture (SOA) — “A set of principles and methodologies for
designing and developing software in the form of interoperable services” (Office of
Management & Budget 2012b, 49)

Service provider — “An agency or business unit that provides business or technology
services(s) as a Line of Business consumer(s). This includes a discrete set of personnel,

IT, and support equipment with the primary function of providing services(s) to more one
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or more other agencies or business units within or between organizations (U. S. Office of
Management & Budget 2012b, 49)

Shared service — “A mission or support function provided by one business unit to other
business units within or between organizations” (U. S. Office of Management & Budget
2012Db, 49).

Sub-functions — “The basic operations employed to provide the system services within
each area of operations or line of business. The recommended information types provided
in NIST SP 800-60 are established from the “business areas” and “lines of business” from
OMB’s BRM section of FEA Consolidated Reference Model Document Version 2.3”

(The National Institute of Standards and Technology 2008, 23).

Systems Engineering — “An interdisciplinary approach and means to enable the
realization of successful systems. It focuses on defining customer needs and required
functionality early in the development cycle, documenting requirements, then proceeding
with design synthesis and system validation while considering the complete problem,"” to
include: “Operations, Performance, Test, Manufacturing, Cost & Schedule, Training &
Support, Disposal. Systems Engineering integrates all the disciplines and specialty groups
into a team effort forming a structured development process that proceeds from concept
to production to operation. Systems Engineering considers both the business and the
technical needs of all customers with the goal of providing a quality product that meets

the user needs” (International Council on Systems Engineering 2013, 1).

Taxonomy — “From ancient Greek “arrangement” and ancient Greek nomia “method” —
the study of the general principles of scientific classification (Merriam-Webster 2011)”

(Pobiak, Mazzuchi, and Sarkani 2012, 2).

Xviii



Threat — “Any circumstance or event with the potential to adversely impact agency
operations (including mission, functions, image, or reputation), agency assets,
individuals, other organizations, or the Nation through an information system via
unauthorized access, destruction, disclosure, modification of information, and/or denial
of service” (The National Institute of Standards and Technology 2008, 23).
Vulnerability — “Weakness in an information system, system security procedures,
internal controls, or implementation that could be exploited or triggered by a threat

source” (The National Institute of Standards and Technology 2008, 23).
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Chapter 1 — Introduction

1.1 Problem Statement

Cyber-attackers are gaining access to networks worldwide, threatening stability of the
global economy. In 2014, over 110 million Americans were hacked with annualized
average cybercrime cost being $7.6 million (Ponemon Institute 2013). In the 2013
Worldwide Threat Assessment, U.S. Director of National Intelligence James Clapper
identified that cyber threats surpassed terrorist threats as the number one threat to the
United States (Clapper 2013). Live actors respond to changes in tactics and techniques in
real time, focusing on exploiting the weakest link in the Enterprise Architecture.
Enterprise Architecture frameworks are the key Systems Engineering methods used to
describe the interactions of people, processes, and technologies within enterprises that
have been found to be effective in planning Cybersecurity mitigations. Consequently,
Cybersecurity strategies that focus only on technical security standards compliance and
vulnerability mitigation do not sufficiently protect organizational assets against live,
advanced, and persistent threat actors.

This research proposes a rapidly deployable model that facilitates expression of a
cyber-attack scenario via Enterprise Architecture to develop an Enterprise Attack Map
(EAM). The EAM is a visual graphic that describes a cyber-attack scenario using
Enterprise Architecture language. That EAM provides the enterprise architecture
elements affected by a cyber-attack scenario, including people, processes, and
technologies. In the midst of real-world cyber-attacks organizational leadership must
make quick decisions on how cybersecurity mitigations fit into their existing Enterprise

Architecture and corresponding Information Technology (IT) Portfolio. Therefore, this



research demonstrates how an EAM can be used to conduct Information Technology (IT)
Portfolio Management providing leadership a swift Enterprise Architecture based
Cybersecurity decision-making approach to balancing risk and return.

This research integrates state-of-the-art practices from academia, government, and
industries in the fields of Cybersecurity, Enterprise Architecture, and IT Portfolio
Management. ldentifying impacts of a cyber-attack across the Enterprise Architecture
via an EAM provides a concise executive-level communication that enables decision
makers, such as Chief Executive Officers (CEQOs), Chief Information Officers (CIOs),
Chief Security Officers (CSOs), and Chief Financial Officers (CFOs), to identify
Cybersecurity resources and initiatives to best mitigate cyber-attacks.

1.2 Research Objectives & Value
The objects of the research are to answer two questions:
1. Can acyber-attack scenario be expressed via an Enterprise Architecture to
develop an EAM?
2. Can the EAM be leveraged to conduct IT Portfolio Management?

A pilot study tests and answers the question: Can a cyber-attack scenario be
expressed via an Enterprise Architecture to develop an EAM? The pilot study tests the
usability of the model to guide subject matter experts (SMES) in the fields of
Cybersecurity, Enterprise Architecture, Systems Engineering, and IT in completing an
exercise to evaluate whether a cyber-attack scenario can be expressed via Enterprise
Architecture to develop an EAM. In the pilot study SMEs use a set of exercises provided
by the researcher to map the cyber-attack scenario to the Federal Enterprise Architecture

(FEA) Business Reference Model (BRM). Further, the research evaluates the validity of



the model by analyzing SME judgment input and leveraging two types of decision-
making methods that include the Multi-Voting methodology and the multi-criteria
decision-making (MCDM) weighted sum model (WSM) technique.

The primary goal of the EAM is to support organizations in architecture-based
Cybersecurity decision making to mitigate cyber-attacks. Therefore, this dissertation also
presents a case study to answer the question: Can EAM can be used to inform IT
Portfolio Management? Specifically, the researcher analyzes the funding in the
Executive Office of the President of the United States Federal IT Dashboard (2014)
associated with the EAM. The Federal IT Dashboard was selected as cyber-attacks are
relevant to the U.S. government, the dataset is publically available, and IT investments in
the Federal IT Dashboard are mapped to the FEA BRM, which is the same Enterprise
Architecture framework used to create the EAM (U.S. Office of Management & Budget
2013). In the case study, 8,142 IT investments from 27 U.S. Federal Agencies made
publicly available through the Federal IT Dashboard were analyzed by the researcher
(Executive Office of the President of the United States 2014). IT investments associated
with the EAM developed in the pilot study were identified. The case study afforded
insights into how the EAM can be applied to IT Portfolio Management to inform
Cybersecurity architecture-based decision making.

From an academic standpoint, the research connects the fields of Cybersecurity,
Enterprise Architecture, and IT Portfolio Management and identifies opportunities for
future research and applications of new tools to connect these fields. From a practitioner
perspective, the model guides Cybersecurity, Systems Engineering, Enterprise

Architecture, and IT professionals in capturing and characterizing their organizations’



unique cyber-attack scenarios via their organizations’ Enterprise Architecture.
Specifically, this model enables CEOs, CFOs, CIOs, security personnel, and systems
engineers to communicate across organizations to identify where to focus Cybersecurity
resources and initiatives within their IT Portfolios to mitigate Cybersecurity attacks.
1.3 Dissertation Structure

This dissertation is divided into six chapters. This chapter, Chapter 1, introduces the
research problem. Chapter 2 discusses the background and motivations for the EAM
model via a literature review of three disciplines that include Enterprise Architecture
frameworks, Cybersecurity, and IT Portfolio Management. Chapter 3 discusses the
contributions to research that this effort was expected to produce and includes an
overview of the architectural products that were subsequently used in the EAM model.
Chapter 4 describes the execution of the pilot study conducted by using SME judgment to
evaluate the model and discusses the results obtained. Chapter 5 presents a case study
analysis that illustrates how the new architectural artifacts may be employed. Section 6

identifies possible follow-on areas for future work and conclusions.

Chapter 2 — Literature Review
In order to understand previous research related to elements of this topic, the author
examined the literature in the following three fields that include Cybersecurity, Enterprise
Architecture, and IT Portfolio Management. This chapter begins with a logical map of the
literature review, which shows how the three fields interconnect. The following sections
contain brief synopses of key pieces of literature in each field of study relevant to the
research. Gaps and problem areas of the current state of research are then identified,

which leads to a discussion on the need for new research.



2.1 Logical Map of Literature Review

Figure 2.1-1 provides a Venn diagram concept map of the literature review. The
approach taken is to: (a) examine the three primary fields related to this research (i.e.,
Cybersecurity, Enterprise Architecture, and IT Portfolio Management); (b) examine areas
in current literature where these fields overlap; and (c) examine areas where a gap

between the three fields exists in the literature.

2.5
Cybersecurity
2.2 2.6 2.7 2.3
2.8 )
Enterprise IT Portfolio

Architecture 4 Management

Figure 2.1-1: Logical Map of the Literature Review

The numbers in the Venn diagram correspond to this chapter’s subsections, which
explore the topic(s) contained in that area of the diagram. For example, Section 2.6
includes literature that relates to both Cybersecurity and Enterprise Architecture.

2.2 Enterprise Architecture

Enterprise Architecture frameworks utilize various textual and graphical artifacts
views and graphics to describe the interactions of people, processes, and technologies
within an enterprise (U.S. Office of Management & Budget 2013). Architectural
frameworks portray how technical capabilities support overall business goals and provide
a common taxonomy and construct that both IT and business professionals can exercise

to communicate and achieve goals. Enterprise Architecture frameworks are beneficial
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across government and industries as a repeatable construct to portray how technical
capabilities support overall business goals to transfer architectural data into actionable
information (Choi, Nazareth, and Jain 2013; Ge et al. 2013; Piaszczyk 2011; Zachman
1999).

The EAM model proposed in this research draws on the principles of the Enterprise
Architecture frameworks presented. Over the years, several architectural styles and
associated frameworks have emerged. In this section, the researcher will examine key
Enterprise Architecture concepts and frameworks relevant to this research, including the
Zachman Framework, the U.S. Department of Defense Architecture Framework, the
Service Oriented Architecture Framework, and the FEA Framework.

2.2.1 Zachman Framework

Zachman, an IBM researcher, identifies the need and value of an Enterprise
Architecture framework that tailors communication of the who, what, when, where, why,
and how of a system engineering initiative to stakeholders involved in each phase of the
Systems Engineering process. The Zachman Framework has been leveraged in numerous
industries as a simplistic means to communicate to a variety of stakeholders. (Zachman
1999)

The Zachman’s research is significant as it is the inaugural study that identifies the
need to tailor communication to meet the needs of stakeholders involved in each phase of
the Systems Engineering process to design systems that meet user and mission needs.
2.2.2 U.S. Department of Defense Architecture Framework

The U.S. federal government reinforces the need for architectures to support business

decisions through federal law. The Clinger-Cohen Act of 1996 mandates that U.S. federal



government agencies select and manage their IT resources by kleveraging Enterprise
Architectures (U.S. Office of Management & Budget 2013). Furthermore, the E-
Government Act of 2002 requires the development of Enterprise Architecture to promote
electronic government services (U.S. Department of Defense 2014). Architecture-based
decision making provides U.S. federal government agencies with a repeatable approach
to communicate IT business decisions that is scalable across organizational boundaries.

The U.S. Department of Defense Architecture Framework (DoDAF) is used by U.S.
Department of Defense agencies. The DoDAF communicates the Enterprise Architecture
through a variety of architectural viewpoints, including All Viewpoint, Capability
Viewpoint, Data and Information Viewpoint, Operational Viewpoint, Project Viewpoint,
Services Viewpoint, Standards Viewpoint, and Systems Viewpoint (U.S. Department of
Defense 2014). Piaszczyk (2011) demonstrates the value of leveraging an Enterprise
Architecture to enhance communications in Department of Defense Systems Engineering
initiatives.
2.2.3 Service-Oriented Architecture and Reference Architectures

Service Oriented Architecture (SOA) is “a set of principles and methodologies for

designing and developing software in the form of interoperable services” (Office of
Budget & Management 2012, 49). A shared service is a mission or support function
provided by one business unit to other business units. A service provider is an agency or
business unit that provides business or technology services(s) to one or more other
agencies or business units. A service consumer is an agency or business unit that
receives business or technology services(s). (U. S. Office of Management & Budget

2012Db)



SOA has gained popularity in recent years. For example the National Institute of
Standards and Technology (NIST) Cloud Reference Architecture consists of three service
models available to cloud consumers: cloud infrastructure as a service (laaS), cloud
platform as a service (PaaS), and cloud software as a service (SaaS) (The National
Institute of Standards and Technology 2011). The Open Group Architecture Framework
IS an open source business-driven architecture that provides a common lexicon to enable
capability-based business planning across the enterprise (The Open Group 2014).

2.2.4 Federal Enterprise Architecture

Federal Enterprise Architecture (FEA) is the architectural framework implemented by
27 U.S. Federal Agencies outside of the Department of Defense and Intelligence
Community, such as the Department of Homeland Security. FEA provides a common
taxonomy that enables stakeholders to communicate across organizational boundaries
using a common lexicon and supports business-based architecture analysis for
government-wide improvement (U.S. Office of Management & Budget 2013).

FEA refers to a business-based documentation and analysis framework for
government-wide improvement. It allows agencies to use standardized methods to
describe the relationship between an agency’s strategic goals, business functions, and
enabling technologies at various levels of scope and complexity. FEA comprises
documentation in six domain areas (strategic goals, business services, data and
information, systems and applications, infrastructure, and security) that include required
and elective artifacts. Six reference models support the six domain areas to facilitate
standardized design, analysis, reporting, and identification of duplicative investments,

gaps, and opportunities for collaboration within and across the 27 U. S. Federal Agencies.



The FEA business reference model (BRM) is one of six reference models of the FEA.
The BRM provides a functional view of Federal Government organizations and their
lines of business, including mission and support business services (U.S. Office of
Management & Budget 2013).
2.3 IT Portfolio Management

A portfolio is a group of related projects or programs, and portfolio management is
the centralized management and prioritization of projects or programs (Project
Management Institute 2013). IT Portfolio Management involves balancing the
performance of IT projects/programs with both risk and returns on investment (e.g.,
capital expenditures and operational expenditures), similar to that of financial assets
(Jeffery and Leliveld 2004). Nontechnical business managers and technical IT managers
should collaborate early and often on IT Portfolio Management, as organizations often
must balance the cost of security needs against competing priorities (Garfinkel 2012).

Businesses should tightly couple the overall Enterprise Architecture with their
business strategy and execution of IT solutions to achieve their goals (Burton 2013).
Business managers must understand how IT affects both the strategy and the bottom line;
IT professionals must understand how IT ties into their organization’s vision and business
strategies to achieve the specified goals. IT Portfolio Management includes identifying
which initiatives to fund and which ongoing initiatives to continue or terminate, as well
as addressing necessary portfolio adjustments. Systems architecting is a decision-rich
activity that involves a wide range of considerations across people, processes, and
technology solutions (Madni 2012). IT Portfolio Management often entails analyzing

alternatives to various IT investments (Smith et al. 2012).



IT Portfolio Management often entails analyzing alternatives to various IT investments.
Smith et al. (2012) stresses the importance of incorporating the opinions of key
organizational decision makers into the portfolio management process and they
developed an algorithm that leveraged decision makers’ opinions about portfolio
elements.
2.4 Enterprise Architecture and IT Portfolio Management

The U.S. federal government demonstrates the value of utilizing Enterprise
Architecture frameworks to inform IT Portfolio Management and fulfill mission needs.
The Clinger-Cohen Act mandates that 27 U.S. federal government agencies must report
their IT investment goals, costs, and statuses against enterprise architecture (U.S. House
of Representatives 1996). Every year, the U.S. Office of Management & Budget
regulates the process by which 27 U.S. Federal Agencies categorize IT investments
against the FEA in support of budget appropriations processes. As part of the Exhibit 53,
IT investments are mapped to the BRM to identify opportunities for collaboration, shared
services, and solution reuse. The Exhibit 53 allows for one primary service and up to four
secondary service codes to be identified for each IT investment. The FEA provides a
common taxonomy against which IT investments can be categorized and managed to
streamline and optimize the entire IT portfolio. (U.S. Office of Management & Budget
2013).

2.5 Cybersecurity

Cybersecurity is the ability to protect or defend an organization’s IT environment

against cyber-attacks (The National Institute of Standards and Technology 2014).

Countries worldwide are working to mitigate the impacts of cyber-attacks. In 2013,
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President Barack Obama signed an executive order to strengthen the United States’
critical infrastructure against cyber-attacks (Obama 2013). Abroad, the 27 nations of the
European Union (EU) released the EU’s Cybersecurity Strategy for “An Open, Safe and
Secure Cyberspace” (European Commision 2013).

Cyber adversaries exist both internal and external to organizations. Internal threats to
organizations include non-malicious, unintentional computer misuse and malicious,
intentional corruption, such as the insider threat at Saudi Aramco that resulted in three
quarters of organizational data loss (Perlroth 2012). Financial and political motivations
are key motives of both malicious insider threats and threats from groups external to the
organization. Financially motivated cyber-attacks are typically committed by cybercrime
groups, as demonstrated by the attacks on Target (Acohido 2014). Examples of
ideologically and politically motivated cyber-attacks include attacks conducted by
hacktivists against The New York Times (Pepitone 2013) and the Stuxnet, the cyber-
warhead directed at an Iranian nuclear facility (Langner 2011).

The organizational costs of data breach are estimated at $5.4 million and an average
of $188 per record, based on research conducted by Symantec (as cited in Ponemon
Institute 2013). In the 2013 Worldwide Threat Assessment, U.S. Director of National
Intelligence James Clapper identified that cyber threats surpassed terrorist threats as the
number one threat to the United States (Clapper 2013). An active security mitigation
posture, however, reduces the costs associated with a data breach. Organizations with an
incident response plan in place prior to a security breach reduce the average data loss by
$42 per record reduction. Strong security posture and the appointment of a Chief

Information Security Officer (CI1SO) reduces the average data loss by $34 per record.
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Additionally, obtaining outside security experts to assist with the breach response results
in a reduction of an average of $13 per record. (Ponemon Institute 2013)

Live actors respond to changes in tactics and techniques in real time, focusing on
exploiting the weakest link in the Enterprise Architecture. Current Cybersecurity
mitigation strategies focus on technical security standards compliance and vulnerability
mitigations, which are not sufficient to protect organizational assets against live,
advanced, and persistent threat actors. Cyber-attackers exploit people, processes, and
technologies to steal high-value organizational data; therefore, organizations must not
only address standards compliance and vulnerability mitigations, but they must also
address data security as it relates to people and their behavior, organizational processes,
and technologies to mitigate cyber-attacks.

2.5.1 Understanding the Cyber-Adversarial System

This section provides an overview of the cyber-adversarial system, describe the
anatomy of a cyber-attack, and introduce current key Cybersecurity mitigation strategies,
such as the NIST Framework for Improving Critical Infrastructure Cybersecurity (2014),
security standards, and secure development practices. Cyber adversaries exist both
internal and external to organizations. Internal threats to organizations include non-
malicious, unintentional computer misuse and malicious, intentional corruption (Willison
and Warkentin 2013). An internal organizational cyber adversary, often called an insider
threat, is an internal member of the organization with special access to organizational
data that persons outside the organization do not have (Willison and Warkentin 2013).
2.5.1.1 Non-Malicious Noncompliance

Non-malicious noncompliance is unintentional (e.g., accidental, forgetful oversights).
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Non-malicious noncompliance has a spectrum of negative consequences to the
organization, from minor violations, such as entering data incorrectly, to more volatile
consequences and impacts to business, such as failing to log off when leaving a
computer, resulting in delayed backups, or not changing passwords regularly. Although
harmful, non-malicious noncompliance would not be considered a cybercrime; rather,
training on organizational processes and baking security into Systems Engineering
initiatives could address it. (Willison and Warkentin 2013)

2.5.1.2 Malicious Noncompliance

Willison and Warkentin (2013) describe malicious noncompliance as intentional,
harmful computer abuse (e.g., sabotage, data theft or corruption, embezzlement, fraud,
deliberate policy). Malicious noncompliance can occur from individuals and groups both
internal and external to an organization (Willison and Warkentin 2013). Malicious
noncompliance is considered a form of cybercrime. Cybercrime refers to criminal attacks
using cyberspace (Choo 2008). The intent of cybercrime is typically referred to as cyber
espionage. Cyber espionage is an intrusion into a network in order to access or tamper
with sensitive political or economic information or processes (Clapper 2013).

In the August 2012 attack against the Saudi oil company Aramco, a malicious insider
rendered more than 30,000 computers unusable (Clapper 2013). The insider initiated a
virus that erased three quarters of Aramco’s corporate data, including documents,
spreadsheets, e-mails, and other files. The insider replaced the data with an image of a
burning American flag (Perlroth 2012).

According to Choo (2008), malicious cyber-attackers are typically motivated by

financial gain and political reasons. Financial and political motivations are key motives
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of both malicious insider threats and threats from groups external to the organization.
These threat vectors, cyber-attacker groups, and their motives are discussed next.
2.5.1.3 Financially Motivated Cyber-Attackers

Financially motivated cyber-attacks are typically more targeted, focusing on financial
institutions and top executives. Three key groups of financially motivated hackers exist:
(a) organized cybercrime groups motivated by financial gain, including traditional and
Internet-only crime groups; (b) traditional cybercrime groups, which typically operate
outside of the Internet, but augment their methods by exploiting and executing crime via
the Internet; and (c) Internet-only cybercrime groups, which exclusively leverage the
Internet for crime (Choo 2008).

In December 2013, cybercriminals stole 110 million customer records from the retail
chain Target. Records stolen included 40 million debit and credit card numbers and
personal information of 70 million more people. After the attack, Target announced that
the intruder stole a vendor’s credentials to access Target’s system (Acohido 2014).
2.5.1.4 Ideologically and Politically Motivated Attackers

Ideologically and politically motivated hackers comprise four key groups: (a)
ideologically and politically motivated cybercrime groups, (b) hacktivists, (c)
cyberterrorists and cybermilitias, and (d) nation-states. Choo (2008) states that over time,
cybercrime groups can develop ideological and political motivations to entice followers
and cover actions.

Hacktivists are ideologically and politically motivations hackers. Hacktivist groups
tend to be composed of geographically dispersed individuals who share similar beliefs

and work together to conduct illegal IT activity to target a single issue, person, or
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organization (Choo 2008). Hacktivists have targeted a wide array of industries and
organizations. Anonymous is a well-known hacktivist group. Tactics frequently
leveraged by hacktivists include short-term denial-of-service operations, exposure of
personally identifiable information, and more radically systematic impacts, such as
disrupting financial systems (Clapper 2013). In August 2013, a hacktivist group that
supports Syrian President Bashar al-Assad claimed responsibility for a cyber-attack that
crashed The New York Times website for several hours. The cyber-attackers rerouted
Internet traffic from The New York Times to other websites (Pepitone 2013).

Ideologically and politically motivated groups can become terroristic (Choo 2008).
Cyberterrorism is the use of cyberspace for terrorist activities (Clapper 2013).
Hacktivists, cyberterrorists, and cybermilitias can be used by nation-states to carry out
cyberwarfare in order to shield a nation from attribution and retribution (Applegate
2011). Cyberwarfare refers to the use of cyberspace for warfare by nation-states (Clapper
2013).

Applegate (2011) identifies that nation-states engaging in cyberwarfare include Iran,
Turkey, Israel, North and South Korea, People’s Republic of China, and the Russian
Federation. China and Russia are building cyberwarfare programs and have a large
volume of new doctrine and professional publications (Applegate 2011). Benefits of
cyber-attacks versus other traditional military attacks include: the element of surprise;
conducting the attack at the time an attacker chooses; easy modification of attack
techniques on short notice; and the legal ambiguity and lack of applicable international
law covering cyberwarfare, which mitigates retribution (Applegate 2011).

An example of cyberwarfare is Stuxnet, a cyberwarhead that manipulated and
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dismantled the controller that ran the physical production process at an Iranian nuclear
facility. Stuxnet was discovered in June 2010 and is believed to have been created by the
United States and Israel to attack Iran’s nuclear facilities reaching and disabling the
controller. Stuxnet targeted controllers from the manufacturer Siemens. (Langner 2011)
2.5.2 Anatomy of a Cyber-Attack

Cyber-attacks leverage a cyber-adversarial system with many players. One must
understand the cyber-adversarial system and the interaction of the key players within the
system in order to infiltrate and fragment such a system (Sood and Enbody 2013). This
section examines the cyber-adversarial system in order to better understand how to
infiltrate the system and mitigate the cyber-attack. Key concepts examined include the
players, motives, and methods.

Holt (2012) examines the social dynamics and business processes of the cybercrime
market by analyzing transactions between buyers and sellers in 909 threads from 10 open,
publically accessible online Russian Web forums that facilitate the distribution of
malware and attack tools. In this underground online cybercrime community, sellers post
malware and attack tools for purchase. Buyers and sellers then communicate online and
negotiate a price. The exploitation and payment are conducted online, typically via an
online currency. Price, trust, and customer service are important in the interaction
between the buyers and sellers. Hot items for sale in hacker forums include cybercrime
services, personal information, malware and related services, and stolen personal
information. (Holt 2012)

Sood, Bansal, and Enbody (2013) state that the underground cybercrime marketplace

is built e-currency, a form of digital currency. The general concept “is to start with an
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established national currency (known as a fiat currency) such as the USD or Euro and
convert these currencies to an intermediate digital currency until the transaction is over,
at which point the currency is converted back into a fiat currency” (Sood, Bansal, and
Enbody 2013, 62). Exploits purchased online are typically leveraged in targeted cyber-
attacks.

A targeted cyber-attack is directed toward a specific entity (individual, group,
business, government body) (Sood and Enbody 2013). The more sophisticated cyber-
attacks leverage a combination of cyber-adversarial “tools, social engineering tricks and
tactics” (Sood, Bansal, and Enbody 2013, 62). Sood and Enbody (2013) identify the
following three phases of a targeted cyber-attack:

1. Intelligence Gathering: The cyber-attacker gathers information on the target of

the attack from publically available sources, also known as open source
intelligence (OSINT).

2. Develop Attack Model: The cyber-attacker analyzes information gathered and

reconstructs the target environment to plan the attack. The cyber-attacker
identifies the most vulnerable employees and networks and takes the path of
least resistance.

3. Launch the Attack: The cyber-attacker launches the attack against the target.

The attack patterns vary, depending on information gathered and the
environment.
Security standards compliance and vulnerability mitigations are not sufficient to
protect organizational assets against live, advanced, and persistent attackers. Live

attackers respond to changes in tactics and techniques in real time, focusing on exploiting
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the weakest links in the Enterprise Architecture, which are often the people in the
organization (Sood and Enbody 2013). For example, a Pass-the-Hash attack is identified
as one of the top cyber threats by government, academia, and industries. The U.S.
Computer Emergency Readiness Team, the SANS Institute, McAfee, and Microsoft all
regard Pass-the-Hash as a commonly used technique for credential theft, see Figure 2.5-1

below.

Power:
Domain
Controllers

Figure 2.5-1: Pass-the-Hash Cyber-Attack (Simos and Jungles 2013)

In a Pass-the-Hash attack, the attacker targets workstations en masse via various
means, including phishing e-mails. A phishing e-mail is an e-mail that tries to trick a user
into providing personal information or access to his/her computer network by
impersonating a legitimate business. Once the unsuspecting user clicks on the e-mail, he
or she, running as the local administrator on his or her computer, is compromised and the
attacker harvests his or her credentials. The attacker can now impersonate this user. The
attacker uses the credentials for lateral movement and privilege escalation. Once the

attacker acquires domain administrator credentials, he or she can exercise full control of
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data and systems in the environment. (Simos and Jungles 2013)

For an organization to mitigate a Pass-the-Hash attack, the organization must teach its
employees how to identify a phishing e-mail and what to do when a phishing e-mail is
received. If an employee receives a phishing e-mail in his or her corporate e-mail
account, the attacker knows the employee’s business industry and company. The
employee should alert his or her company that he or she may be under attack. The
employee may also report phishing to the U.S. Federal Trade Commission (2013) and to
the U.S. Computer Emergency Readiness Team (2013).

Given the likelihood that some employees will eventually click on a malicious e-mail,
organizations should architect their infrastructure in a manner that best mitigates domain
administrator credentials from being stolen. For example, Microsoft provides publically
available mitigations in the “Mitigating Pass-the-Hash Attacks and Other Credential
Theft Techniques” (Microsoft 2014). Mitigations found in the whitepaper include
restricting and protecting high-privileged domain accounts and local accounts within
administrative privileges and restricting inbound traffic using Windows Firewall. More
sophisticated methods are also available for purchase from Microsoft consulting services
(Microsoft 2014). Cyber-attack-specific mitigations should be a component of a larger
Cybersecurity attack mitigation strategy. Such mitigations, security standards, and secure
development practices will be discussed in the following sections.

2.5.3 NIST Framework Improving Critical Infrastructure Cybersecurity

Under Executive Order 13636 “Improving Critical Infrastructure Cybersecurity”

(Obama 2013), NIST developed the “Framework for Improving Critical Infrastructure

Cybersecurity” (National Institute of Standards and Technology, 2014). The framework
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focuses on framing and adopting a Cybersecurity program for U.S. government

organizations with critical infrastructure (National Institute of Standards and Technology,

2014).

The framework spans five key Cybersecurity areas that include: (1) identifying

cyber risks, (2) protecting against cyber-attacks, (3) detecting cyber-attacks, (4)

responding to cyber-attacks, and (5) recovering from cyber-attacks (National Institute of

Standards and Technology, 2014). Table 2.5-1 provides an overview of the “Framework

for Improving Critical Infrastructure Cybersecurity.”

Table 2.5-1: Improving Critical Infrastructure Cybersecurity Overview

Area ‘ Description

Identify Develop the organizational understanding to manage Cybersecurity risk to systems,
assets, data, and capabilities.

Protect Develop and implement the appropriate safeguards to ensure delivery of critical
infrastructure services.

Detect Develop and implement the appropriate activities to identify the occurrence of a
Cybersecurity event.

Respond | Develop and implement the appropriate activities to take action regarding a detected
Cybersecurity event.

Recover | Develop and implement the appropriate activities to maintain plans for resilience and to
restore any capabilities or services that were impaired due to a Cybersecurity event.

2.5.4 Security Standards and Secure Development Practices

IT security standards and secure development practices play an important role in

Cybersecurity. System security must be considered when a new system is created or

functionality is added to an existing system (Bayuk and Mostashari 2013; Irvine and

Nguyen 2010). The need for technical and non-technical (managerial) IT security

standards and secure system development processes is recognized across industries by

academia, government, and private organizations. IT standards organizations, such as the

International Organization for Standards (ISO), the International Electrotechnical

Commission (IEC), and the NIST, identify the importance of secure systems

development lifecycle processes (ISO/IEC 2008; National Institute of Standards and

Technology 2010).
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The U.S. federal government has reinforced the need to implement security standards
through federal law. For example, the Federal Information Security Management Act
(FISMA) 2002 requires U.S. federal government agencies to assess their risks and
implement appropriate security requirements and security controls tailored to meet
organizational mission needs. The Federal Information Processing Standards (FIPS) are
the U.S. government minimum set of security controls for use in computer systems by
U.S. non-military government agencies and government contractors. A key part of the
certification and accreditation process for federal information systems is selecting and
implementing a subset of the controls relevant to the organizations needs from the NIST
Security Control Catalog (Security and Privacy Controls for Federal Information Systems
and Organizations: NIST Special Publication 800-53, Revision 4). The NIST Special
Publication 800-53 maps to the security controls in International Organization for
Standardization (ISO)/Institute of Electrical and Electronics Engineers (IEEE) 27001.
(The National Institute of Standards and Technology 2013b)

The NIST security controls are both technical and nontechnical (managerial) and cover
17 topics areas from Cybersecurity incident response to awareness and training. By way
of example, the "Awareness and Training" security controls are more managerial and deal
with items such as security training, security awareness, policies and procedures. (The
National Institute of Standards and Technology 2013b)

The NIST security control guidance also identifies that the successful implementation
of security controls are dependent on the successful implementation of organization-wide
program management controls. There are 16 Program management controls (located in

Appendix G of NIST 800-53). By way of example, the "Enterprise Architecture" program
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management control recommends that the organization develops an Enterprise
Architecture that is aligned with the FEA and considers information security and associated
security risks to organizational operations, individuals, and the nation. (The National
Institute of Standards and Technology 2013b)

The National Vulnerability Database (NVD) is the publically available U.S.
government repository for technical system vulnerabilities. The repository consists of
several databases that are updated in near-real time to provide thousands of vulnerability
notices, alerts, standards and security measures. The NVD is the U.S. government content
repository for the Security Content Automation Protocol (SCAP). SCAP are methods for
enabling automated vulnerability management, measurement, and policy compliance
evaluation (e.g., FISMA compliance). (The National Institute of Standards and Technology
2015)

The National Checklist Program (NCP), defined by the NIST SP 800-70 Rev. 2, is the
U.S. government repository of publicly available security checklists (or benchmarks) that
provide detailed low level guidance on setting the security configuration of operating
systems and applications. SCAP enables standards based security tools to automatically
perform configuration checking using NCP checklists. NIST has approved a list of labs
accredited by the NIST National Voluntary Laboratory Accreditation Program (NVLAP)
to perform SCAP validation testing that include: AEGISOLVE Inc., ATSEC, Booz Allen
Hamilton, COACT, EWA-Canada, and Leidos. (The National Institute of Standards and
Technology 2015)

In addition to following industry standards, Cybersecurity experts often create and

subsequently model the path cyber-attack scenarios promulgate throughout an enterprise
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system to more clearly define the attacker’s likely path to compromising a system.
Researchers employ various methods to document cyber-attack scenarios, including
graphical and textual methods. A threat model is a graphical technique used to document
potential cyber-attacks on an IT system (ISO/IEC 2011), whereas the Common Weakness
Enumeration (CWE) is an open source textual database of software vulnerabilities
(MITRE 2014).

Several researchers demonstrate that considering a cyber-attack scenario during the
Systems Engineering process is both beneficial and critical. Researchers assert that
Cybersecurity intrusion detection systems must be designed and constructed based on
architectural considerations in order to better mitigate cyber-attacks (Shameli-Sendi et al.
2014; Zhou et al. 2010). Jones and Horowitz (2012) demonstrate how, while designing
the system architecture, considering likely organizational Cybersecurity adversaries and
tactics can enable organizations to mitigate these types of attack. Furthermore, Zafar et al.
(2013) identify Cybersecurity requirements by exercising a smart grid system-of-systems
case study.

2.6 Enterprise Architecture and Cybersecurity

In the face of cyber-attacks, organizations must often make quick decisions with
imperfect data; however, cyber-attacks exploit vulnerabilities in people, processes, and
technologies. Therefore, it is essential that systems engineers improve how cybersecurity
is considered and addressed during the Systems Engineering lifecycle, such as in
Enterprise Architecture, to more effectively mitigate cyber-attacks; see Figure 2.6-1.

(Bayuk and Mostashari 2013; Furnell and Clarke, 2012)
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Figure 2.6-1: Security Metrics in the Vee Model (Bayuk and Mostashari 2013)

Bayuk and Mostashari (2013) and Bayuk and Horowitz (2011) highlight where
security principles should be inserted into traditional Systems Engineering. The authors
assert that integrating security requirements into the design phase of Systems Engineering
initiatives and producing security requirements at the system level is more effective in
mitigating cyber-attacks.

2.7 Cybersecurity and IT Portfolio Management

The “Economic-Benefit Returns on Cybersecurity Investments : The Table Top
Approach” provides an approach to calculate the economic return on investment for
cybersecurity mitigation investments. In this research the authors examined a few
specific cyber intrusion events and leveraged SMEs to rate the impact the intrusion
events had on the customers’ mission operations. The SME ratings were then categorized
in the areas of prevention, detection, and quarantine. The authors contend customers
should invest in the Cybersecurity mitigations associated with high impact intrusion
events. The research also stresses the need to capture required cybersecurity mitigation

investments in a timely manner. (Garvey, Moynihan, and Servi, 2012)
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Garvey, Moynihan, and Servi (2012) recognize a need for methods for capturing the
changes in dynamic Cybersecurity portfolios as technology and Cybersecurity
adversaries advance and enhance over time. Garvey, Moynihan, and Servi (2012)
examine various cyber intrusion events and leverage SME estimates to rate the impact
each intrusion has on a customer’s mission. Subject matter experts rate the impact of each
intrusion event against four areas that include operations, prevention, detection, and
quarantine (Garvey, Moynihan, and Servi 2012).

2.8 Need for Research

The literature review uncovered a lack of research that integrated Enterprise
Architecture, IT Portfolio Management, and Cybersecurity. For example, much of the
current cybersecurity literature focuses on implementation of technical security standards.
Cybersecurity strategies that focus only on technical security standards compliance and
vulnerability mitigation do not sufficiently protect organizational assets against live,
advanced, and persistent threat actors (Bayuk and Mostashari 2013; Furnell and Clarke,
2012; Irvine and Nguyen, 2010; Jones and Horowitz, 2012; Webb et al. 2014; Zafar et al.
2013; Zhou et al. 2010). Live attackers respond to changes in tactics and techniques in
real-time, focusing on exploiting the weakest link in the enterprise architecture. Cyber
attacks exploit people, process, and technology to steal high value organizational data;
therefore, organizations must address data security as it relates to people and their
behavior, organizational processes, and technologies to mitigate cyber attacks.

Additionally, while researchers have established that architecture artifacts are
effective in designing more secure systems, there is still a gap in empirical exercises to

facilitate information exchange on Cybersecurity across the enterprise (Franke and
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Brynielsson 2014). Furthermore, current methods do not integrate the documentation of
cyber-attack scenarios with Enterprise Architecture to facilitate architecture-based
decision-making. Due to the opportunity for financial gain, social effect, and business
impact, sophisticated criminal networks have evolved (Sood and Enbody 2013). With the
development of innovative Cybersecurity deterrence and mitigation tactics and
techniques, new and novel cyber-attack methods will also evolve. Methods to capture
necessary changes to the IT portfolio over time to meet these evolving Cybersecurity
needs are therefore essential (Garvey, Moynihan, and Servi 2012).
The EAM model aims to address three critical deficiencies found in existing

literature, to include:

= To further integrate Cybersecurity with Enterprise Architecture;

= To develop techniques that support rapid IT Portfolio Management decision

making; and
= To provide empirical research and exercises that support Cybersecurity
information exchange and decision making
The EAM model proposed in this research integrates the documentation of a cyber-
attack scenario with Enterprise Architecture to develop an empirically based repeatable
construct that portrays how upfront technical capability planning supports overall
business goals or mission needs. Additionally, the model developed in this research
applies the repeatable EAM model to an IT Portfolio Management case study to inform
Cybersecurity architecture-based decision making.
2.9 Chapter Summary

This chapter revealed the background and motivations for the EAM model via a
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literature review of three disciplines: Enterprise Architecture frameworks, Cybersecurity,
and IT Portfolio Management. This chapter started with a logical map of the literature
review, showing how the three fields studied interconnect. The subsections provided
synopses of key pieces of literature in each field of study relevant to the pilot study. Gaps
and problem areas of the current state of research were identified, which led to a
discussion on the need for the new EAM model. This new model is introduced in Chapter

3, further developed in Chapter 4, and refined in Chapter 5.
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Chapter 3 — Contribution to Research

Chapter 2 discussed several tools and techniques that can aid SMEs in the fields of
Cybersecurity, Enterprise Architecture, Systems Engineering, and IT in capturing and
characterizing their organizations’ unique IT Portfolio Management needs. This chapter
documents the maturation of the model used to capture and characterize an organization’s
unique IT Portfolio Management needs as well as the architectural products expected to
be produced by this model. This chapter also includes requirements that evolved from the
literature review and the pilot study objectives. These requirements were then
transformed into hypotheses and sub-hypotheses.

3.1 Purpose of the Pilot Study

The primary purpose of the pilot study was to test and answer the following
questions: Can a cyber-attack scenario be expressed via Enterprise Architecture to
develop an EAM? Can EAM be used to conduct IT Portfolio Management? The pilot
study simultaneously tested the usability the model to guide SMEs in the fields of
Cybersecurity, Enterprise Architecture, Systems Engineering, and IT in capturing and
characterizing their organizations’ unique IT Portfolio Management needs. The pilot
study also confirmed the usability of the model when facilitated by an experienced SME
in the fields of Cybersecurity, Enterprise Architecture, Systems Engineering, and IT.

3.2 Model Requirements

Knowledge gained from a literature review was used to derive a set of five

requirements (e.g., objectives) for the proposed model. Table 3.2-1 provides the model

requirements and motivations and influences from literature.

Table 3.2-1: Model Requirements and Motivations/Influences
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Requirements Primary Motivation/Influences

R1 | Map cyber-attack scenario to Enterprise = (Bayuk and Horowitz 2011)

Architecture, creating a Cybersecurity = (Bayuk and Mostashari 2013)
EAM
R2 | Capture with a small time investment = (Garvey, Moynihan, and Servi 2012)

R3 | Capture using how-to guides/instructions = (U.S. Office of Management & Budget

2013)
R4 | Capture using standard office automation = (U.S. Office of Management & Budget
tools 2013)
R5 [ Use an EAM to conduct IT Portfolio = (Garvey, Moynihan, and Servi 2012)
Management

The first requirement (R1) is derived from the need identified in the literature to
integrate Cybersecurity with Enterprise Architecture in order to successfully plan,
implement, and measure the effectiveness of Cybersecurity mitigations. The EAM model
builds on the concept of integrating Cybersecurity with Enterprise Architecture. Systems
engineers should integrate Cybersecurity into Systems Engineering processes, such as
Enterprise Architecture, to more effectively mitigate cyber-attacks (Bayuk and
Mostashari 2013; Furnell and Clarke 2012).

When faced with a cyber-attack, an organization must often make quick decisions
with imperfect data. Therefore, R2 is to capture the EAM with a small time investment,
this will be accomplished using SMEs. Leveraging SMEs has proven to be an effective
means to make faster, more informed Cybersecurity decisions (Garvey, Moynihan, and
Servi 2012). R3is to capture the EAM using how-to guides/instructions, therefore, the
model was constructed by leveraging how-to guides/instructions. R4 is to capture EAM
using standard office automation tools so the EAM was developed using standard office
automation tools to enable quick deployment by SMEs in the fields of Cybersecurity,

Enterprise Architecture, Systems Engineering, and IT.
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The final requirement (R5) is that EAM should be used to conduct a Cybersecurity-
related IT portfolio. Therefore, this dissertation also presents a case study where the
researcher analyzes the funding in the Executive Office of the President of the United
States Federal IT Dashboard (2014) associated with the EAM. The case study afforded
insights into how the EAM can be applied to IT Portfolio Management to inform

Cybersecurity architecture-based decision making.

3.3 Architectural Products
The overall goal of the research was to articulate cyber-attack scenarios in
architectural language through the creation of an EAM. This was realized by the
completion of an expert judgment EAM exercise. SMEs were provided with all materials
necessary to complete the expert judgment EAM exercise. These materials included:
= A reference cyber-attack scenario;
= A matrix of the 206 FEA BRM services that SMEs were to select from to
describe the cyber-attack scenario; and
= A demographic questionnaire
3.3.1 Reference Cyber-Attack Scenario
The cyber-attack scenario was provided in process flowchart view. Process flowchart
views are often leveraged in Systems Engineering initiatives to effectively communicate
who conducts what tasks and in which temporal order (Kubiak and Benbo 2009). The
Pass-the-Hash cyber-attack scenario was leveraged as the reference cyber-attack scenario
in the pilot study, as it has been identified as one of the top cyber threats across industries
by government, academia, and industry authorities. The U.S. Department of Defense,

U.S. Department of Homeland Security, the SANS Institute, McAfee, and Microsoft all
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regard a Pass-the-Hash attack as a commonly used technique for credential theft. Figure

3.3-1 illustrates the Pass-the-Hash reference cyber-attack scenario in a process flowchart
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Figure 3.3-1: Reference Cyber-Attack Scenario

In a Pass-the-Hash attack, the attacker targets workstations en masse by various
means, including phishing e-mails. Once the unsuspecting victim clicks on the e-mail, the
employee/user acting as the local administrator on his/her computer is compromised, and
the attacker harvests the employee/user credentials. The attacker can then impersonate the
employee/user to escalate credentials. Further, once the attacker acquires the domain
admin credentials, he or she can exercise full control of data and manipulation of the
systems in the IT environment.

Sixteen (16) SMEs were randomly divided into two groups of eight: Group 1 and
Group 2. Each group completed two different exercises, described in detail below,

involving mapping of the cyber-attack scenario to the reference Enterprise Architecture.

31



Each SME completed his/her respective exercise independently.

3.3.2 Group 1 Exercise

The SMEs of both Groups 1 and 2 mapped the reference cyber-attack scenario to the
FEA BRM services. Figure 3.3-2 is an abstract representation of the Microsoft Excel
mapping matrix provided to Group 1’s SMEs. The FEA BRM services are denoted as

architectural descriptors (ADs) below.

Column & Celuem B
Siep I Previde Timse to Complets
Entire Exercize

AD-1 Dedinition X

A0-1 Dedinition

AD-3 Dedinition X

AD-4 Dedinition

AD-5 Definition X

AD-6 Dedinition

AD-T Dedinition

AT Diefinision X

AT Dedinition

AD-110 Dedinitiom X

AD-... Dedinition

AD-1104 Dedinition

Figure 3.3-2: Group 1 Data Collection Form Sample Matrix

As noted in the literature review, service-oriented architecture (SOA) is effective in
driving IT and business alignment (Choi, Nazareth, and Jain 2013). Given the breadth of
application across organizations with different business and mission needs, the FEA was
considered an excellent reference architecture for the pilot study. SMEs would use the
206 servies in the FEA BRM to describe the cyber-attack scenario. The FEA BRM is a
classification taxonomy that provides a functional view of people, processes, and
technologies. For example, AD-1 is “649-Access Control” and defined as “the set of

capabilities to support the management of permissions for logging onto a computer,
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application, service, or network; includes user management and role/privilege
management” (U.S. Office of Management & Budget 2013).

Columns A and B represent the 206 ADs. Column A provides the AD name and
Column B provides the associated AD definition. Subject matter experts in Group 1
selected up to five ADs that best describe the reference cyber-attack scenario. The SMEs
then placed their responses in Columns C through G. In Column C, the SMEs indicated
the primary AD associated with the cyber-attack scenario with an X. Completion of this
field was required. In Columns D through G, the SMEs indicated up to four secondary
ADs associated with the cyber-attack scenario with an X. Completion of these columns
was optional; therefore, if an SME did not believe other ADs were applicable, then no
entry was required. The SMEs indicated the time, in minutes, taken to complete the
exercise in Column H. Appendix A provides the full content of the Group 1 exercise.
3.3.3 Group 2 Exercise

Figure 3.3-3 is an abstract representation of the mapping matrix provided to Group

2’s SMEs.

Coluzan: Columa H Colums I Columan J

D I L I r [ G

Secondary AD Step 1: Indicate Apreemsent  Step 2: Provide Alternative Step 3: Provide Timse to Complete
with Sample Mappimg Mapping(s) if mecessary Entire Exercize

X

Figure 3.3-3: Group 2 Data Collection Form Sample Matrix

The SMEs in Group 2 first reviewed the researcher’s mapping of the cyber-attack
scenario to the ADs. Then, each SME indicated whether he or she agreed with the

researcher’s mapping and to subsequently provide alternative mappings if he or she
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determined the original alternative mapping was incompatible. Column C indicates the
primary AD the researcher believed was associated with the cyber-attack scenario, and
Columns D through G depict the selections of the four secondary ADs. Each SME
reviewed the researcher’s mappings of the cyber-attack scenario to the ADs and then
indicated whether he or she agreed with it in Column H—indicating the selection with
“Yes” if he or she agreed with the mapping and “No” if he or she did not agree.

Group 2’s SMEs were also provided with a separate matrix containing the remaining
201 AD names and definitions. If a SME agreed with the researcher’s mapping(s), the
exercise was finished for that SME. Completion of Columns D through G was optional;
therefore, if a SME did not believe that other ADs were applicable, no entry was
required. For any of the researcher’s mappings that an SME did not agree with, he or she
selected one alternative mapping from the remaining list of ADs, and indicated his or her
choices in Column I. Finally, the SMEs indicated the time, in minutes, taken to complete
the exercise in Column J. Appendix B provides the full content of the Group 2 exercise.
3.3.4 Demographic Questionnaire

Collection and analysis of demographic information is important to be able to
characterize and quantify data, as well as to identify similarities and differences between
pilot Groups 1 and 2, as they could influence the results of the pilot study. Therefore, the
SMEs indicated the time, in minutes, taken to complete the exercise. Additionally, SMEs
indicated their fields of expertise from a list of four fields (i.e., Cybersecurity, Enterprise
Architecture, Systems Engineering, and IT). For the selected fields of expertise, they also
indicated the number of years of experience they had in each sector of expertise (e.g.,

government, private industry, and academia). This data enables the researcher to
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communicate the time and calculate cost, based on SME cost rates, of implementing this
construct and can thus be measured to communicate to leadership and for future planning
and budgeting purposes. Moreover, it enables future researchers to adjust the exercise and
measure improvements, in time or cost to complete the EAM, over time. Section 4.3
identifies the criteria used to select pilot study SMEs.

3.4 Model Overview

The EAM model builds on the concept of integrating Cybersecurity with Enterprise
Architecture. The EAM was designed as a rapidly deployable model that facilitates
expression of cyber-attack scenarios via Enterprise Architecture to enable swift
Cybersecurity decision-making. The model was constructed by leveraging how-to
guides/instructions and standard office automation tools to enable quick deployment by
SMEs in the fields of Cybersecurity, Enterprise Architecture, Systems Engineering, and
IT.

Franke and Brynielsson (2014) identify the need for empirical research and exercises
that support Cybersecurity information exchange and decision-making. Researchers
identify the leveraging of expert judgment of SMEs to test the feasibility of a model as
invaluable (Garvey, Moynihan, and Servi 2012; Georgiadis, Mazzuchi, and Sarkani 2013;
Wood et al. 2012). As a consequence, the pilot study was conducted, detailed statistical
analysis, and subsequent case study to test the usability and validity of the EAM model.
The pilot study tested the feasibility of the model by leveraging SMEs in the fields of
Cybersecurity, Enterprise Architecture, Systems Engineering, and IT.

The primary goal of the EAM is to support organizations in architecture-based

Cybersecurity decision making to mitigate cyber-attacks; therefore, the researcher
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conducted a case study to exercise application of the EAM using publicly available

information. The case study afforded insights into how the EAM can be applied to IT

Portfolio Management to inform Cybersecurity architecture-based decision making.

3.5 Comparable Models

Two other models documented in the literature meet some of the EAM model

requirements as outlined in Section 3.2, to include:

1. “A Macro Method for Measuring Economic-Benefit Returns on Cybersecurity

Investments: The Table Top Approach” (Garvey, Moynihan, and Servi 2012)

(Discussed in Section 2.7); and

“Guidance On Exhibits 53 and 300 — Information Technology and E-

Government” (U.S. Office of Management & Budget 2013) (Discussed in

Section 2.4)

Table 3.5-1 provides the researcher’s assessment on the degree to which each model

meets the EAM model requirements as outlined in Section 3.2.

Table 3.5-1: Comparison of Related Models

Requirements

Map cyber-attack scenario to Enterprise
Architecture, creating a Cybersecurity EAM

The Table  Guidance Proposed
Top On Exhibits EAM
Approach 53 and 300 Model

R2 Capture with a small time investment

R3 Capture using how-to guide/instructions

R4 Capture using standard office automation Unknown
tools

R5 Use an EAM to conduct Cybersecurity Partially

related IT Portfolio Management

Green denotes the requirement can be fully satisfied. Yellow denotes the requirement

can be partially satisfied, addressing some but not all of the EAM model requirements.

Red denotes the requirement that cannot be satisfied. White denotes that it is unknown
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whether the requirement can be satisfied (either fully or partially).

In “A Macro Method for Measuring Economic-Benefit Returns on Cybersecurity
Investments: The Table Top Approach” the scholars recognize that methods are needed
for capturing the changes in dynamic Cybersecurity portfolios as technology and
Cybersecurity adversaries advance and enhance over time (Garvey, Moynihan, and Servi
2012). Garvey, Moynihan, and Servi (2012) examine various cyber intrusion events and
leverage SME estimates to rate the impact each intrusion has on a customer’s mission.
Subject matter experts rate the impact of each intrusion event against four areas that
include operations, prevention, detection, and quarantine (Garvey, Moynihan, and Servi
2012). While the authors consider the costs to the organization in planning Cybersecurity
mitigations with a relatively small time investment, the model is not based on a
repeatable taxonomy, such as Enterprise Architecture, that would enable users to
prioritize investments over time as technology changes.

In “Guidance On Exhibits 53 and 300 — Information Technology and E-Government”
SMEs whose qualifications are undefined map key organization IT investments to
Enterprise Architecture (U.S. Office of Management & Budget 2013). The concept of
providing SMEs instructions on how to capture the mapping is also present in this model.
However the approach does not address the concept of mapping a cyber-attack scenario
to the Enterprise Architecture in order to identify vulnerabilities across people, processes,

and technologies in the enterprise to conduct IT Portfolio Management.

3.6  Selection of Hypothesis and Sub-Hypothesis
The following are the two hypotheses tested in this dissertation:

= H1: A cyber-attack scenario can be expressed via Enterprise Architecture to
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develop an EAM.
= H2: An EAM can be used to conduct Cybersecurity-related IT Portfolio
Management.

The first hypothesis (H1) was derived from requirement R1. H1 was further divided
into sub-hypotheses that were derived from requirements R2 through R4 and relate to the
manner in which the EAM is captured:

= Hla: An EAM can be captured through the use of how-to guides/instructions.
= H1b: An EAM can be captured with a small time investment.
= Hilc: An EAM can be captured with standard office automation tools.

These requirements relate to how the EAM is created and support the second goal of
these efforts, which is to develop a model to guide Cybersecurity, Systems Engineering,
Enterprise Architecture, and IT professionals in capturing and characterizing their
organizations’ unique cyber-attack scenarios via their organizations’ Enterprise
Architecture. The pilot study tested H1 and its associated sub-hypotheses. The second
hypothesis (H2) was tested via the case study analysis (see Chapter 4) and answers the
question: Can an EAM be used to conduct IT Portfolio Management?

3.7 Reliability and Validity Considerations

Reliability and validity concerns were associated with the hypotheses and sub-
hypotheses. It was straightforward to determine whether a cyber-attack scenario could be
mapped to Enterprise Architecture (creating an EAM) and that the EAM could be used to
conduct Cybersecurity-related IT Portfolio Management. These concepts, artifacts, and
related mappings, however, may not be obvious to someone outside of the fields of

Cybersecurity, IT, Enterprise Architecture, and Systems Engineering. For this reason, this
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study relied on the expert judgment of SMEs in the fields of Cybersecurity, IT, Enterprise
Architecture, and Systems Engineering.

Reliability concerns also existed related to a small time investment and standard
office automation tools. An organization’s Enterprise Architecture maturity and IT
Portfolio Management practices range widely in terms of size and scope across
organizations and industries. For this pilot study, this small amount of time was further
defined to be less than two hours.

This study also initially considered tools to be standard office automation tools. The
term standard office automation tools was further refined to mean Microsoft Office
products. Subject matter expert exercises were provided in commonly available
Microsoft Office products, including PowerPoint and Excel. Should the SME not have
access to Microsoft PowerPoint or Excel, a hard copy exercise would have been
provided; however, this was not needed, as all SMEs had access to these Microsoft Office

tools.
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Chapter 4 — Study and Results

This chapter details the execution of the pilot study performed to answer the
questions:
= Can a cyber-attack scenario be expressed via Enterprise Architecture to
develop an EAM?
= Can an EAM be used to conduct IT Portfolio Management?

This study also tested the usability of the model by SMEs in capturing the cyber-
attack via Enterprise Architecture. The chapter concludes with a summary of lessons
learned from this pilot study.

4.1 Artifacts for Hypotheses & Sub-Hypotheses
Table 4.1-1 lists the anticipated (and later successfully produced) artifacts that will be

produced to support hypotheses and sub-hypotheses

Table 4.1-1: Artifacts Anticipated to Support the Hypothesis and Sub-Hypothesis

Hypothesis or Sub-Hypothesis Artifact to Support the Hypothesis or
Sub-Hypothesis
H1 | A cyber-attack scenario can be Visual graphic of cyber-attack scenario
expressed via Enterprise expressed via the enterprise reference
Architecture to develop an EAM architecture (i.e., an EAM)

Hla | An EAM can be captured through the | An EAM produced using the instructions
use of how-to guides/instructions provided in the exercise

H1b | An EAM can be captured with a small | An EAM produced in less than two hours
time investment

Hlc | An EAM can be captured with An EAM produced via Microsoft Office
standard office automation tools products (Excel and PowerPoint)

H2 [ EAM can be used to conduct IT An analysis of funding in the Federal IT
Portfolio Management Dashboard (8,142 investments)

associated with the pilot study EAM

4.2 Privacy Considerations

Every effort was made to keep SME information confidential. Steps to ensure
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confidentiality and privacy included:
= Collecting no personally identifiable information;
= Allowing no SMEs to view responses from other participants;
= Using password protection to collect data;
= Maintaining anonymity for the SMEs;
= Ascribing no comments to SMEs by name in any written document or verbal
presentation; and

= Allowing no data that might identify an SME to be given to a third party.

4.3 Participating Subject Matter Experts
The pilot study consisted of 16 SMEs in the fields of Cybersecurity, Enterprise
Architecture, Systems Engineering, and IT who were asked to participate. The SME
population comprised both male and female adults at least 18 years of age.
SME enrollment criteria for the pilot study was based on the following expertise in
the field of the research:
= Cybersecurity SMEs required at least five years of Cybersecurity experience
= Enterprise Architecture SMEs required at least five years of Enterprise
Architecture experience
= Systems Engineering SMESs required at least five years of Systems
Engineering experience
= |IT SMEs required at least five years of IT experience
Pilot study recruitment was conducted through e-mail based on the aforementioned
enrollment criteria. Study SMEs included colleagues and extended professional networks.

The researcher informed colleagues who were Cybersecurity, Enterprise Architecture,
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Systems Engineering, and IT experts about the study and inclusion criteria. The informed
colleagues could approach a potential SME, and if the potential study SME was willing
to be contacted by the researcher, the colleague would pass on the recruitment e-mail
with the researcher’s contact information. The colleague also let the researcher know that
the potential SME was willing to be contacted; an e-mail (see Appendix E) was sent to
the referred SME.

Subject matter experts were not required to obtain any facilities or equipment in order
to participate in the study. The research was conducted virtually (e.g., leveraging media,
such as phone, e-mail, and online meeting software such as Microsoft Skype) or in person
(e.g., at a date, time, and location of the SME’s convenience), whichever was most
conducive for each SME. Subject matter expert exercises were provided in commonly
available Microsoft Office products, including Microsoft PowerPoint and Excel. Should
the SME not have access to Microsoft PowerPoint or Excel, a hard copy exercise would
have been provided.

4.4 Research Design and Methods

The researcher conducted a pilot study, detailed statistical analysis, and a subsequent
case study to test the usability and validity of the EAM model. The purpose of this pilot
study was to demonstrate how a cyber-attack scenario can be expressed via Enterprise
Architecture to develop an EAM. The subsequent case study analysis was to demonstrate
how the EAM can be used to conduct Cybersecurity related IT Portfolio Management.

To test the validity of the model, the Researcher also conducted an analysis of pilot
data by leveraging two decision-making methods that include the Multi-Voting

methodology and the multi-criteria decision-making (MCDM) WSM. Both the Multi-
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Voting methodology and MCDM WSM have proven to be effective techniques for
determining priorities and the best alternative from an extensive list of options
(Georgiadis, Mazzuchi, and Sarkani 2013; Kubiak and Benbo 2009; Triantaphyllou and
Rouge 1997). As a check for consistency to compare ranking results, two subsequent
sensitivity analyses that include identification of the critical criterion and critical measure
of performance were also conducted. The ensuing subsections explain the EAM model
and its evaluation via the pilot study and subsequent case study analysis. This in turn
provides a template for the execution of the EAM model.
4.5 Expert Judgment Exercise Administration
The overall goal of both exercises was to articulate cyber-attack scenarios in

architectural language through the creation of an EAM. This was realized by the
completion of expert judgment EAM exercises (see the architectural artifacts in
Appendices A and B). SMEs were provided with all materials necessary to complete the
expert judgment EAM exercises, including:

= A cyber-attack scenario;

= A matrix of ADsfrom which SMEs selected to describe the cyber-attack

scenario; and
= A demographic questionnaire.
4.6 Findings
The following subsections detail the pilot study findings with regard to the hypothesis

and sub-hypotheses.
4.6.1 Hypothesis 1 and Sub-Hypotheses

The first hypothesis (H1) was that a cyber-attack scenario can be expressed via
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Enterprise Architecture to develop an EAM. H1 was confirmed due to the ability of all
SMEs in Groups 1 and 2 to produce the EAM. The pilot study evaluated and confirmed
the usability of the model to guide the SMEs in the fields of Cybersecurity, Enterprise
Architecture, Systems Engineering, and IT in capturing and characterizing a cyber-attack
scenario in architectural language. Specifically, the SMEs mapped the Pass-the-Hash
cyber-attack scenario to the FEA BRM V3.0 to create the EAM.

The results of the pilot study confirmed H1, thus, the sub-hypotheses to H1 were also
evaluated. The study proved the sub-hypotheses, whereby the EAM can be produced with
how-to guides/instructions (H1a) using commonly available Microsoft Office products
such as Excel and PowerPoint (H1c).

Statistical tests identified that an EAM can be captured with only a small time
investment (H1b), less than 2 hours. The distribution of trial completion times for all
Groups range from 10 minutes to 105 minutes. On average, the SMEs participating in
the pilot study took 39 minutes to complete their respective exercises. Group 1
completed the exercise in 40 minutes and Group 2 completed the exercise in 38 minutes.
There was no statistically significant difference found in exercise completion time
between groups or in the ADs selected.

Sixteen independent trials by the SMEs demonstrated the repeatability of the model.
Furthermore, the pilot study confirmed the usability of the model when facilitated by
experienced SMEs in the fields of Cybersecurity, Enterprise Architecture, Systems
Engineering, and IT.
4.6.1.1 Subject Matter Expert Demographic Data

The results indicate that the SMEs participating in the pilot study had significant
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expertise in the fields of Cybersecurity, Enterprise Architecture, Systems Engineering
(other than Enterprise Architecture), and IT (other than Cybersecurity). Seventy-five
percent of the SMEs who participated in the pilot study had experience in all four fields
of expertise. The average years of experience by fields of expertise were as follows:
Cybersecurity (14.7); Enterprise Architecture (16.2); Systems Engineering, other than
Enterprise Architecture (16.6); and IT (7.9).

On average, the SMEs participating in the pilot study had expertise in all sectors of
government, private sector, and academia. The average years of experience by industry
were as follows: private sector (9.02); government (8.6); and academia (2.75). The
averages for government and academia are reflective of the smaller population of SME
participants from these sectors.

Mann-Whitney U tests were also conducted to determine the degree to which Groups
1 and 2 were equivalent in their respective fields of expertise. The null hypothesis is p #
x and the alternative hypothesis is p = x. The significance values is at o = .05.

The results of the Mann-Whitney U Tests for are greater than a = .05; therefore, we
fail to reject the null hypothesis. This implies that there is no significant difference
between Exercise Group 1 and Exercise Group 2 on Years of expertise in the areas of
experience (Cybersecurity, Enterprise Architecture, and IT) or sector (Private,
Government, Academia). See results of Mann-Whitney U tests below in Figure Table

4.6-1.

Table 4.6-1: Results of Mann-Whitney U Test Comparing Group 1 & Group 2

Exercise N Mean Sum of | Mann- Sig
Group Rank Ranks |Whitney (2-
U tailed)
Time to Complete.Exercise Group 1 8 8.69 69.50 30.50 0.875
Group 2 8 8.31 66.50
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Exercise Sum of | Mann- Sig

Group Ranks |Whitney (2-
U tailed)

Years Expertise in Cyber &Gov o018 1031 8250  17.50  0.111
Group 2 8 6.69 53.50

Years Expertise Cyber & Group 1 8 8.13 65.00 29.00 0.728

Private Sector Group 2 8 8.88 71.00

Years Expertise.Cyber & Group 1 8 9.25 74.00 26.00 0.442

Academia Group 2 8 7.75 62.00

Years Expertise.Enterprise Group 1 8 10.06 80.50 19.50 0.169

Architecture & Gov Group 2 8 6.94 55.50

Years Expertise.Enterprise Group 1 8 10.19 81.50 18.50 0.102

Architecture & Private Sector Group 2 8 6.81 54.50

Years Enterprise Architecture & Group 1 8 7.50 60.00 24.00 0.144

Academia Group 2 8 9.50 76.00

Years Expertise Systems Group 1 8 8.75 70.00 30.00 0.829

Engineering & Gov Group 2 8 8.25 66.00

Years Expertise.Systems Group 1 8 8.75 70.00 30.00 0.815

Engineering & Private Sector Group 2 8 8.25 66.00

Years Expertise.Systems Group 1 8 9.00 72.00 28.00 0.610

Engineering & Academia Group 2 8 8.00 64.00

Years Expertise.IT & Gov Group 1 8 9.19 73.50 26.50 0.545
Group 2 8 7.81 62.50

Years Expertise IT & Private Group 1 8 9.00 72.00 28.00 0.642

Sector Group 2 8 8.00 64.00

Years Expertise IT & Academia  Group 1 8 7.00 56.00 20.00 0.064
Group 2 8 10.00 80.00

4.6.1.2 Multi-Voting Matrix
The Multi-Voting methodology leverages SME input to determine priorities and the
best alternative from an extensive list of options (Kubiak and Benbo 2009). Table 4.6-2

illustrates the Multi-Voting matrix resulting from the pilot study.

Table 4.6-2: Multi-Voting Matrix

AD # #Times PorS #Times Weighted # Times Weighted Total

Selected Selected P Value P Selected S Value S Weighted
Value

AD-1 11 P&S 7 14 4 4 18
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#Times PorS #Times Weighted # Times Weighted Total

Selected Selected P Value P Selected S ValueS Weighted

AD-2 12 P&S 3 6 9 9 15
AD-3 13 P&S 1 2 12 12 14
AD-4 12 P&S 1 2 11 11 13
AD-5 8 S 0 0 8 8 8
AD-6 3 S 0 0 3 3 3
AD-7 2 P&S 1 2 1 1 3
AD-8 2 S 0 0 2 2 2
AD-9 2 S 0 0 2 2 2
AD-10 1 P 1 2 0 0 2
AD-11 1 P 1 2 0 0 2
AD-12 1 P 1 2 0 0 2
AD-13 1 S 0 0 1 1 1
AD-14 1 S 0 0 1 1 1
AD-15 1 S 0 0 1 1 1
AD-16 1 S 0 0 1 1 1
AD-17 1 S 0 0 1 1 1
AD-18 1 S 0 0 1 1 1
AD-19 1 S 0 0 1 1 1
AD-20 1 S 0 0 1 1 1
AD-21 1 S 0 0 1 1 1
AD-22 1 S 0 0 1 1 1

In Multi-Voting methodology, a value is assigned to each level of the variable to
indicate a preference in choice by the rater. The Multi-Voting results were recorded by
representing each individual count next to each selected AD. Each weighted ranking was
then totaled next to the relevant AD. The results were consolidated and assigned
weighted values to the ADs selected as either Primary or Secondary to indicate the degree
to which the raters believed the AD was representative of the attack scenario.
Specifically, the following values were assigned to each ranking:

e Two points = Primary choice.
e One point = Secondary choice.
Column A identifies the AD selected. Column B identifies the total number of times

SMEs selected the AD. Column C identifies whether the AD was selected as Primary or
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Secondary, respectively. Note, in some cases, the AD was selected as both Primary and
Secondary, which is indicated by “P & S.” Column D provides the number of times the
AD was selected as Primary. Column E provides the number of times the AD was
selected as Primary multiplied by a weight of 2. For example, if AD-1 was selected as
Primary seven times and subsequently multiplied by a weighted value of 2:

AD-1 “Weighted Value Primary AD” 27 x2 =14

(4.1)

Column F provides the number of times the AD was selected as Secondary. Column
G provides the number of times the AD was selected as Secondary multiplied by a weight
of 1. For example, if AD-1 was selected as Secondary four times and subsequently
multiplied by a weighted value of one:

AD-1 “Weighted Value Secondary AD” 2>4x1=4

4.2)

Column H tallies the Total Weighted Value and is the result of “Weighted Value Primary
ADs Selected” + “Weighted Value of Secondary ADs Selected:”

AD-1 “Total Weighted Value” 214 + 4 =18

4.3)

4.6.1.3 Enterprise Attack Map (EAM)

Table 4.6-3 below illustrates the EAM. As described above, SMEs mapped the Pass-
the-Hash cyber-attack scenario to the FEA BRM V3.0 to create the EAM. The pilot
study identified the top four ADs from the FEA BRM believed by the SMEs to be most
descriptive of the reference cyber-attack scenario. The EAM describes the cyber-attack

scenario in architectural language based on results of the Multi-Voting Method (Table
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4.6-2).

Table 4.6-3: EAM

AD#  Service Name Service Definition
AD-1 | 649-Access The set of capabilities to support the management of permissions
Control for logging onto a computer, application, service, or network;

includes user management and role/privilege management.

AD-2 | 648-Identification | The set of capabilities to support acquisition of information about
and those parties attempting to log on to a system or application for
Authentication security purposes and the validation of those users.

AD-3 [ 337-Credential The researching, tracking and providing of user access

Issuance and credentials (logical and physical) and associated security features
Management for the protection of federal information and information systems
from unauthorized access, use, disclosure, disruptions,
modification, or destruction, as well as the creation and
implementation of related security policies, procedures, and
controls. This includes background checks and related personnel
security management services.

AD-4 | 315-Threat and | All functions pertaining to the protection of federal information and
Vulnerability information systems from unauthorized access, use, disclosure,
Management disruptions, modification, or destruction, as well as the creation
and implementation of security policies, procedures, and controls.
It includes all risk and controls tracking for IT systems.

The Multi-Voting method results displayed in Table 4.6-2 indicated that SMESs
believed the top four ADs were most descriptive of the reference cyber-attack scenario,
with a natural break in the data between AD-4 and AD-5. Therefore, on the basis of
expert judgment, the EAM was created based on the top four ADs that SMEs believed
best described the cyber-attack scenario.

The EAM is a weighted and prioritized list of ADs from the Enterprise Architecture
that best describes the reference cyber-attack scenario. The EAM describes the reference
cyber-attack scenario using architectural language, thereby integrating cyber-attack
modeling with Enterprise Architecture. Further, it describes the reference cyber-attack
scenario via a common Enterprise Architecture taxonomy that can be leveraged across
the enterprise for architecture-based, Cybersecurity decision-making initiatives across an

organization.
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4.6.1.4 Multi-Criteria Decision Making

MCDM derives optimum solutions from mathematical models. It has proven benefits
in merging qualitative data with quantitative data when performing an analysis of
alternatives where numerous criteria must be considered from a wide range of options
(Triantaphyllou and Rouge 1997). This analysis ranks each alternative using MCDM
Weighted Sum Model (WSM). WSM is one of the most commonly used MCDM
approaches.

When applying WSM, let Preference Px (for x =1, 2, 3, ..., 22) represent the final
preference of alternative Ax (for x =1, 2, 3, ..., 22) when all the normalized values of
AD-1 through AD-22 are calculated and multiplied by the respective weights of W1 =

0.6667 and W> = 0.3333 producing the Criterion, C1 and C,. Preference Py is calculated

in accordance ¢y with the following formula:
Preferences Z axyWy =py=forx=1,2,3, .., 22 (Alternatives) (4.4)
y=1

In this case, the higher the Preference Py, the initial relative importance is depicted;
therefore, the most preferred alternative of AD-1 through AD-22 is the one that
corresponds to the highest Preference Px. The number of times alternatives AD-1 through
AD-22 were specifically selected as either Primary or Secondary was normalized relative
to the total number of times all of the alternatives AD-1 through AD-22 were selected as
either Primary or Secondary. For example, for AD-1 the normalized values are:

=  Ax=(#Times AD-1 is Selected P (Primary)) / (Total # of ADs Selected as P

(Primary)) = 7/16 = 0.4375
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= Ay =(#Times AD-1 is Selected S (Secondary)) / (Total # of ADs Selected as S

(Secondary) = 4/62 = 0.0645

Table 4.6-4 provides the normalized values of the Primary and Secondary ADs.

Table 4.6-4: Normalized Values of Primary and Secondary ADs

ADs Service Name # Times P # Times S
Selected Normalized Selected @ Normalized
P Ay

AD-1 649-Access Control 7 0.4375 4 0.0645

AD-2 | 315-Threat and Vulnerability 3 0.1875 9 0.1452
Management

AD-3 | 337-Credential Issuance and 1 0.0625 12 0.1935
Management

AD-4 | 648-Identification and 1 0.0625 11 0.1774
Authentication

AD-5 650-Cryptography 0 - 8 0.1290

AD-6 | 316-Continuous Monitoring 0 - 3 0.0484

AD-7 | 263-System and Network 1 0.0625 1 0.0161
Monitoring

AD-8 655-Audit Trail Capture and 0 - 2 0.0323
Analysis

AD-9 654-Incident Response 0 - 2 0.0323

AD-10 | 012-Intellectual Property 1 0.0625 0 -
Protection

AD-11 | 034-Key Asset and Critical 1 0.0625 0 -
Infrastructure Protection

AD-12 | 326-IT System Development/ | 1 0.0625 0 -
Integration Support

AD-13 | 351-Defense Nuclear Security | O - 1 0.0161

AD-14 | 103-Enterprise Architecture 0 - 1 0.0161

AD-15 | 121-Security Management 0 - 1 0.0161

AD-16 | 279-Battlespace Networks 0 - 1 0.0161

AD-17 | 305-Counter-Intelligence 0 - 1 0.0161

AD-18 | 317-Data Integrity and Privacy | O - 1 0.0161
Management

AD-19 | 323-Intelligence, Surveillance, | 0 - 1 0.0161
and Reconnaissance

AD-20 | 329-Continuity of Operations 0 - 1 0.0161

AD-21 | 341-Web Infrastructure 0 - 1 0.0161

AD-22 | 344-Web Content 0 - 1 0.0161

Management
Totals 62.0000 1.0000

In order to determine the preference ranking of the alternatives AD-1 through AD-22,

the previously calculated normalized factors depicted in Table 4.6-5 were multiplied by
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the weight to determine the respective ADs’ Criterion 1 (C1) and Criterion 2 (Cz). For
example, for AD-1:
=  The Primary normalized value of AD-1 times the Primary Weight provides
Primary Criterion 1 (C1) (0.4375 x 0.6668 = 0.2917)
=  The Secondary normalized value of AD-1 times the Secondary Weight provides

the Secondary Criterion 2 (C2) 0.0645 x 0.3334 = 0.0215

Table 4.6-5: Decision Matrix & Current Final Preferences

Decision Matrix Current Final Preferences
Alternatives | Criterion 1 (C,) | Criterion 1 (Cz) -  Alternatives Preferences (Px)
- "Primary" "Secondary"

Weight = ‘ 0.6668 ‘W—W
AD-1 0.2917 0.0215 AD-1 0.2017
AD-2 0.1250 0.0484 AD-2 0.0995
AD-3 0.0417 0.0645 AD-3 0.0493
AD-4 0.0417 0.0592 AD-4 0.0475
AD-5 - 0.0430 AD-5 0.0143
AD-6 - 0.0161 AD-6 0.0054
AD-7 0.0417 0.0054 AD-7 0.0296
AD-8 - 0.0108 AD-8 0.0036
AD-9 - 0.0108 AD-9 0.0036
AD-10 0.0417 - AD-10 0.0278
AD-11 0.0417 - AD-11 0.0278
AD-12 0.0417 - AD-12 0.0278
AD-13 - 0.0054 AD-13 0.0018
AD-14 - 0.0054 AD-14 0.0018
AD-15 - 0.0054 AD-15 0.0018
AD-16 - 0.0054 AD-16 0.0018
AD-17 - 0.0054 AD-17 0.0018
AD-18 - 0.0054 AD-18 0.0018
AD-19 - 0.0054 AD-19 0.0018
AD-20 - 0.0054 AD-20 0.0018
AD-21 - 0.0054 AD-21 0.0018
AD-22 - 0.0054 AD-22 0.0018

ota 0.6668 0 i

52



The AD preferences are then listed in rank order and is the sum of the product of the
normalized AD-selected-as-Primary multiplied by the Primary weight of 0.6668 plus the
product of the normalized AD-selected-as-Secondary multiplied by the Secondary weight
of 0.3334. For AD-1, the Primary Criterion 1 (Cy) times the Primary Weight plus
Secondary Criterion 2 (C.) times the Secondary Weight provides the WSM ranking, or
rather Preference, for AD-1 of 0.217 [(0.2917 x 0.6668) + (0.0215 x 0.3334) = 0.217].

A comparison of the ranking of alternatives received via the Multi-Voting (MV)
(reference Table 4.6-2) method and WSM is provided in Table Table 4.6-6 The top four
alternatives (i.e., AD-1 through AD-4) are identical regarding Multi-Voting and WSM
rankings and Preferences, with a natural break between the fourth and fifth alternatives.
When the measures of performance are normalized and the WSM applied, the Preference
of alternatives in the middle of the list changes such that architecture descriptors (i.e.,
alternatives Ax) selected as only Primary rank higher than those descriptors selected as
only Secondary.

Specifically, descriptors selected as Primary once (i.e., AD-7, AD-10, AD-11, and
AD-12) have a higher Preference than descriptors selected as Secondary multiple times
(i.e., AD-5, AD-6, AD-8, and AD-9). Finally, the bottom 10 alternatives (i.e., AD-13
through AD-22) are identical between the models. Overall, the analysis indicates that

there is consistency in alternative rankings between the two models.

Table 4.6-6: Ranking of Alternatives Comparison (MV & WSM
Service Name MV [\ WSM WSM

Score Rank Preference Rank

AD-1 649-Access Control 18 1 0.2017 1

AD-2 | 315-Threat and Vulnerability 15 2 0.0995 2
Management

AD-3 337-Credential Issuance and 14 3 0.0493 3
Management
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Alt. Service Name MV MV WSM WSM
Score Rank Preference Rank

AD-4 | 648-ldentification and 13 4 0.0475 4
Authentication

AD-5 | 650-Cryptography 8 5 0.0143 9

AD-6 | 316-Continuous Monitoring 3 6 0.0054 10

AD-7 | 263-System and Network 3 7 0.0296 5
Monitoring

AD-8 | 655-Audit Trail Capture and 2 8 0.0036 11
Analysis

AD-9 | 654-Incident Response 2 9 0.0036 12

AD-10 | 012-Intellectual Property 2 10 0.0278 6
Protection

AD-11 | 034-Key Asset and Critical 2 11 0.0278 7
Infrastructure Protection

AD-12 | 326-IT System 2 12 0.0278 8
Development/Integration Support

AD-13 | 351-Defense Nuclear Security 1 13 0.0018 13

AD-14 | 103-Enterprise Architecture 1 14 0.0018 14

AD-15 | 121-Security Management 1 15 0.0018 15

AD-16 | 279-Battlespace Networks 1 16 0.0018 16

AD-17 | 305-Counterintelligence 1 17 0.0018 17

AD-18 | 317-Data Integrity and Privacy 1 18 0.0018 18
Management

AD-19 | 323-Intelligence, Surveillance, and 1 19 0.0018 19
Reconnaissance

AD-20 | 329-Continuity of Operations 1 20 0.0018 20

AD-21 | 341-Web Infrastructure 1 21 0.0018 21

AD-22 | 344-Web Content Management 1 22 0.0018 22

4.6.1.5 Sensitivity Analyses

A sensitivity analysis was conducted to strengthen the recommended alternatives (i.e.,
ADs). A sensitivity analysis is the exploration of model input parameter changes and the
impact of those changes on model results (Georgiadis, Mazzuchi, and Sarkani 2013). The
choice of MCDM or number of alternatives has little influence on the sensitivity results
(Triantaphyllou and Rouge 1997). It is important to conduct a sensitivity analysis to
investigate potential changes within the MCDM WSM parameters that may affect the
conclusions drawn from the model. Two sensitivity analyses were conducted on the

WSM ranking in this study, this includes identification of the (1) critical criterion and (2)
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critical measure of performance.

4.6.1.5.1 Critical Criterion

The critical criterion is not the criterion that corresponds to the highest weight; rather,
it is directly related to the minimum change in the weight W of criterion Ck in that the
ranking (i.e., preferences Px) of alternatives Ax and Ay is reversed. The critical criterion
can be defined and calculated in terms of the: 1. Absolute-Top, 2. Absolute-Any, 3.
Percent-Top, and 4. Percent-Any critical criterion. In the WSM example, the criteria are
Criterion 1 (C1) = W1 = 0.6667 and Criterion 2 (Cz) = W> = 0.3333. The relative (%)
change in criterion weight and feasibility change in criterion weight are calculated
according to the following formulas:
Absolute-Top & Absolute-Any Critical Criterion (4.5)
Py P

Absolute quantity change in criterion weight =
Ayk— Axk

Where in absolute terms the condition % < Wxmust be satisfied in order for
yk— Uxk

the ranking, i.e., preference, changes in criterion to be feasible

Percent-Top & Percent-Any Critical Criterion (4.6)

. . . . . Py— P. 100
Percent quantity change in criterion weight = —2——* —
Ayg— axx Wk

Py = Preference value of Ay (all other alternatives being compared to Ax)
Px = Preference value of Ax (the comparative alternative under consideration)
ayk = Measure of performance of Ay in terms of criterion Cy
axk = Measure of performance of Ay in terms of Cy
Wi = Weight of criterion under consideration

The Absolute-Top and Percent-Top analyses provide insights to see when a
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change in the data causes only the most preferred alternative to switch preferences, i.e.,
ranking, with its corresponding alternative. Table 4.6-7 below provides the Absolute-Top
and Percent-Top critical criterion. The Absolute-Top critical criterion is the smallest
value of change related to AD-1. The smallest such value is 0.6094, corresponding to
Criterion 1 (C1) when the pairs of alternatives AD-1 and AD-3 are considered [(0.0493 —
0.2017) / (0.0417 - 0.2917) = 0.6094] by solving for the above solutions. In absolute
terms for Criterion 1 (C3), a reduction of 0.6094 of the respective Weight (W1) will make
AD-3 the most preferred alternative, rather than AD-1, as this change is unlikely, the
results of the sensitivity analysis indicate stability in the result.

The Percent-Top critical criterion is the smallest relative value related to AD-1. The
smallest such percentage is 91.3978%, corresponding to Criterion 1 (C1) (See Table
4.6-7), when the pairs of alternatives AD-1 and AD-3, the same pair of alternatives as the
Absolute-Top critical criterion result, are considered [(0.0493 —0.2017) / (0.0417 -
0.2917) * (100/0.6667) = 91.3978] by solving for the above solutions. For Criterion 1
(Cy), a reduction of the current Weight (W1) by 91.3978% will make AD-3 the most
preferred alternative, rather than AD-1, as this change is unlikely, the results of the

sensitivity analysis indicate stability in the result.

Table 4.6-7: Absolute-Top and Percent-Top Critical Criterion

Criterion 1 (Cy) - "Primary" Criterion 2 (Cy) - "Secondary"
Absolute  _Py=Px o | Percent Absolute _Ey=Px o  Percent Top
Top Ayk— Axk Top Top Ayk~ Gxk Critical
Critical W Critical Critical Wi Criterion
Criterion Criterion  Criterion
Pair of
Alternatives
Considered
AD-1- | AD-2 | 0.6130 0.6130 91.9355 -3.8008 -3.8008 -1140.0000
AD-1- | AD-3 | 0.6094 0.6094 91.3978 -3.5424 -3.5424 -1062.5000
AD-1- | AD-4 | 0.6166 0.6166 92.4731 -4.0961 -4.0961 -1228.5714
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Criterion 1 (Cy) - "Primary"

Criterion 2 (Cy) - "Secondary"

Absolute  _Py=Px o | Percent Absolute _Py=Px o  Percent Top
Top Ayk~ Axk Top Top Ayk~ Axk Critical
Critical Wi Critical Critical Wi Criterion
Criterion Criterion  Criterion
Pair of
Alternatives
Considered
AD-1 - | AD-5 0.6422 0.6422 96.3134 -8.7101 -8.7101 -2612.5000
AD-1 - | AD-6 0.6729 No Change | 100.9217 | 36.5073 No Change | 10950.0000
AD-1 - | AD-7 0.6883 No Change | 103.2258 | 10.6688 No Change | 3200.0000
AD-1- | AD-8 | 0.6791 No Change | 101.8433 | 18.4204 | No Change | 5525.0000
AD-1- | AD-9 0.6791 No Change | 101.8433 | 18.4204 No Change | 5525.0000
AD-1- | AD-10 | 0.6955 No Change | 104.3011 | 8.0850 No Change | 2425.0000
AD-1- | AD-11 | 0.6955 No Change | 104.3011 | 8.0850 No Change | 2425.0000
AD-1- | AD-12 | 0.6955 No Change | 104.3011 | 8.0850 No Change | 2425.0000
AD-1- | AD-13 | 0.6852 No Change | 102.7650 | 12.3914 No Change | 3716.6667
AD-1- | AD-14 | 0.6852 No Change | 102.7650 | 12.3914 No Change | 3716.6667
AD-1 - | AD-15 | 0.6852 No Change | 102.7650 | 12.3914 No Change | 3716.6667
AD-1- | AD-16 | 0.6852 No Change | 102.7650 | 12.3914 No Change | 3716.6667
AD-1- | AD-17 | 0.6852 No Change | 102.7650 | 12.3914 No Change | 3716.6667
AD-1- | AD-18 | 0.6852 No Change | 102.7650 | 12.3914 No Change | 3716.6667
AD-1- | AD-19 | 0.6852 No Change | 102.7650 | 12.3914 No Change | 3716.6667
AD-1 - | AD-20 | 0.6852 No Change | 102.7650 | 12.3914 No Change | 3716.6667
AD-1 - | AD-21 | 0.6852 No Change | 102.7650 | 12.3914 No Change | 3716.6667
AD-1 - | AD-22 | 0.6852 No Change | 102.7650 | 12.3914 No Change | 3716.6667

There are instances where one would like to determine when a change in the data

causes any alternatives to switch preferences, i.e., ranking, and this is represented by the

Absolute-Any and Percent-Any analysis. The Absolute-Any and Percent-Any critical

criterion are Criterion (C1), 0.3226 and 48.3871% respectively, and Criterion (C>)

0.3126 and 93.7500% respectively, affecting alternative pairs AD-5 with A-10, AD-5

with A-11, and AD-5 with A-12 (See Appendix H).

From the below Table 4.6-8 one can determine the criticality degree for each

criterion, shown as CD'k in relative Percent-Any terms for all alternatives, as the smallest
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percent where the current value of weight Wk must change in order for the ranking of the
respective alternatives to change and the following to be true:
CD'k = mink { | &k | } for all N >K>1

The criticality degrees of the two criteria are: CD'1 =|48.39 | =48.39 and CD'; = |

93.75 | = 93.75.
Table 4.6-8: Criticality Degrees for Each Measure of Performance
Alternative (Ay) Criterion 1 (Cy) Criterion 2 (Cy)

AD-1 91.40(AD-3) 1062.5(AD-3)

AD-2 90.32(AD-3) 444.44(AD-10, -11, -12)
AD-3 90.32(AD-2) 100.00(AD-7, -10, -11, -12)
AD-4 92.47(AD-1) 100.00(AD-7, -10, -11, -12)
AD-5 48.39(AD-10, -11, -12) 93.75(AD-10, -11, -12)
AD-6 80.65(AD-10, -11, -12) 100.00 (AD-5, -8, -9, -13-22)
AD-7 54.84(AD-5) 100.00(AD-3, -4, -10-12)
AD-8 87.10(AD-10, -11, -12) 100.00(AD-5, -6, -13-22)
AD-9 87.10(AD-10, -11, -12) 100.00(AD-5, -7, -13-22)
AD-10 48.39(AD-5) 93.75(AD-5)
AD-11 48.39(AD-5) 93.75(AD-5)
AD-12 48.39(AD-5) 93.75(AD-5)

AD-13 93.55(AD-10, -11, -12) 100.00(AD-5, -6, -8, -9)
AD-14 93.55(AD-10, -11, -12) 100.00(AD-5, -6, -8, -9)
AD-15 93.55(AD-10, -11, -12) 100.00(AD-5, -6, -8, -9)
AD-16 93.55(AD-10, -11, -12) 100.00(AD-5, -6, -8, -9)
AD-17 93.55(AD-10, -11, -12) 100.00(AD-5, -6, -8, -9)
AD-18 93.55(AD-10, -11, -12) 100.00(AD-5, -6, -8, -9)
AD-19 93.55(AD-10, -11, -12) 100.00(AD-5, -6, -8, -9)
AD-20 93.55(AD-10, -11, -12) 100.00(AD-5, -6, -8, -9)
AD-21 93.55(AD-10, -11, -12) 100.00(AD-5, -6, -8, -9)
AD-22 93.55(AD-10, -11, -12) 100.00(AD-5, -6, -8, -9)

Criticality degree CD'; affects AD-5 relative to AD-10, AD-11, and AD-12.
Coincidently, criticality degree CD"; affects the same pairs of ADs. Note the affected
ADs are analyzed as a lesser preference and thus would not have as large as an effect on

the EAM should these ADs switch rankings. As a reminder, criticality is not the same as
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importance. Criticality merely denotes that a small change in the criterion, and the
subsequent weight, may lead to a switch of AD ranking.

One can further assess the criticality degrees of the criteria by determining the
sensitivity coefficient, and the below Table 4.6-9 represents the sensitivity coefficient,
Sxy, for Alternatives (Ak) where:

Sxy = 1/Cyy for any Alternatives (Ax)>x>1, and Criterion (Ck)>y>1

Table 4.6-9: Sensitivity coefficients for each measure of performance

Alternative (Ay) Criterion 1 (Cy) Criterion 2 (Cy)
AD-1 0.0109 0.0009
AD-2 0.0111 0.0023
AD-3 0.0111 0.0100
AD-4 0.0108 0.0100
AD-5 0.0207 0.0107
AD-6 0.0124 0.0100
AD-7 0.0182 0.0100
AD-8 0.0115 0.0100
AD-9 0.0115 0.0100
AD-10 0.0207 0.0107
AD-11 0.0207 0.0107
AD-12 0.0207 0.0107
AD-13 0.0107 0.0100
AD-14 0.0107 0.0100
AD-15 0.0107 0.0100
AD-16 0.0107 0.0100
AD-17 0.0107 0.0100
AD-18 0.0107 0.0100
AD-19 0.0107 0.0100
AD-20 0.0107 0.0100
AD-21 0.0107 0.0100
AD-22 0.0107 0.0100

The sensitivity coefficients of the two decision criteria are: S(C1) = (1/48.39) =
0.0207 and S(C2) = (1/93.75) = 0.0107. In this instance, the most sensitive decision
criterion is the one with the highest weight (in this example, Criterion C1). These results

are consistent with the findings of Triantaphyllou and Rouge (1997) in that the most
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sensitive decision criterion is the one with the highest weight. The results of the

sensitivity analysis indicate stability in the result.

As monetary resources are finite, the focus is to determine the primary areas in the
Enterprise Architecture to focus major IT assets to prevent and mitigate Cybersecurity
attack events. Leaders in developing business needs, and the IT infrastructure to support
such needs, have a responsibility to deter Cybersecurity attacks and can thus leverage

SME in aligning their IT Portfolio on the most preferred ADs selected.

4.6.1.5.2 Critical Measure of Performance

The critical measure of performance is the change that occurs on the current value of
the measure of performance axy of alternative Ax relating to criterion Cx such that the
ranking of alternatives Ax and Ax (i.e., preferences Py) is reversed. The critical measure of

performance is determined by calculating the threshold values in relative terms:

Pi= Py . 100

Threshold Values in Relative Terms (Cuyk) = ” "
x Xy

4.7

Where:
Pi = Preference value of Ay (the comparative alternative under consideration)
Px = Preference value of A« (all other alternatives being compared to Ax)
axy = Performance measure of the alternative under consideration in terms of its
respective Criterion Cyy
Wy = Weight of criterion Cxy under consideration
The critical measure of performance, cxy, Of the Alternatives (Ax) as a function of the
threshold value, Cxyk, Where the smallest change in weight W1 or W> of each respective

Criterion C1 or C; would change the Alternatives’ preference. Table 4.6-10 below
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represents the criticality degree, cxy, Where:

Table 4.6-10: Threshold Values in Relative Terms

Cxy = Minkx {|&yk|}, for all Alternatives (Aw>x>1, and Criterion (Cx)=>y>1

A econda
0.6668 0 4
A A 00 0C A A
AD-1 52.53 No Change AD-2
AD-1 78.34 No Change AD-3
AD-1 79.26 No Change AD-4
AD-1 96.31 No Change AD-5
AD-1 No Change No Change AD-6
AD-1 88.48 No Change AD-7
AD-1 No Change No Change AD-8
AD-1 No Change No Change AD-9
AD-1 89.40 No Change AD-10
AD-1 89.40 No Change AD-11
AD-1 89.40 No Change AD-12
AD-1 No Change No Change AD-13
AD-1 No Change No Change AD-14
AD-1 No Change No Change AD-15
AD-1 No Change No Change AD-16
AD-1 No Change No Change AD-17
AD-1 No Change No Change AD-18
AD-1 No Change No Change AD-19
AD-1 No Change No Change AD-20
AD-1 No Change No Change AD-21
AD-1 No Change No Change AD-22

Because the goal is to identify the AD most representative of deterring, preventing,
and mitigating the reference cyber-attack scenario, the focus is on the best, or most
preferred AD, in this case AD-1, and the ranking of all alternative ADs may be of
secondary interest. When solving for the above solution, the threshold value is 52.53%
and signifies that the measure of performance for AD-1 must be decreased by 52.53%

from its current value (i.e., 0.2917; See Table 4.6.4) to (1 — 0.5253) x 0.2917 = 0.1385 in
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order for AD-2 to become the more preferred alternative. In order to decrease alternative
AD-1’s measure of performance by 52.53% from 0.2917 to 0.1385, half of the SMES in
the pilot study would have had to change their selection of AD-1 from Primary; therefore,
because such a large percentage change is unlikely, the model is strong. This
interpretation can be carried throughout the table. In instances where "No Change" is
noted, this is due to the fact that the threshold value violates: {xyk < 100. See Appendix |
for all respective critical measures of performance comparative analysis of all alternatives
AD-1 through AD-22.
4.6.2 Hypothesis 2

The primary goal of the EAM is to support organizations in architecture-based
Cybersecurity decision-making to mitigate cyber-attacks. The second hypothesis (H2)
was that the EAM can be used to conduct Cybersecurity-related IT Portfolio
Management; therefore, a case study to exercise application of the EAM was also
conducted using publicly available information. The case study afforded us insights into
how the EAM can be applied to IT Portfolio Management to inform Cybersecurity
architecture-based decision making. H2 was confirmed due to the ability of the
researcher to analyze the funding in the Executive Office of the President of the United
States Federal IT Dashboard (FY2015 Edition) associated with the EAM. The U.S.
Office of Management & Budget requires U.S. Federal Agencies to annually map IT
investments to the FEA BRM ADs (i.e., those leveraged in the pilot study to create the
EAM) (U.S. Office of Management & Budget 2013). In the case study, 8,142 IT
investments from 27 U.S. Federal Agencies made publicly available through the Federal

IT Dashboard were analyzed by the researcher (Executive Office of the President of the
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United States 2014). IT investments associated with the four ADs that comprise the
EAM developed in the pilot study were identified.
Table 4.6-11 identifies the total number of IT investments associated with each EAM

AD, as well as the funding associated with these investments.

Table 4.6-11: EAM IT Portfolio
Service Name Total Total No. of Major Total No. of

FY2014 Investments FY2014 Investments
Spending Spending
N (M)
AD-1 [649-Access Control 1.95 2 0 0
AD-2 |648-Identification and 786.07 40 458.38 4
IAuthentication
AD-3 [337-Credential Issuance 193.96 22 156.85 11
and Management
AD-4 [315-Threat and 85.62 13 68.37 6
\Vulnerability Management
Total $1067.60M 77 $683.61M 21

Seventy-seven (77) investments totaling over $1067.60 million were mapped to
the four ADs used in the pilot study EAM. Twenty-one (21) of these investments, which
were considered major, totaled $683.61 million. Major IT investments are determined by
each agency in conjunction with OMB and are typically over $10 million dollars.

Investments associated with the EAM should be further analyzed, as they may
indicate duplication in spending solutions that could mitigate the reference cyber-attack
scenario. Figure 4.6-1 below provides an abstract representation of a Microsoft Excel
mapping matrix that may be leveraged to further investigate investments that address
aspects of the cyber-attack scenario. Investments with multiple mappings to the EAM
ADs are likely investments applicable to mitigating the cyber-attack scenario. For

example, in Figure 4.6-1, Investments 2, 5, and 9 are associated with multiple EAM ADs.
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Enterprise Investments

2 3 4 5 6 7T &8 9 10
AD 1 X | X
AD 2 X X
AD 3 X X X
AD 4 X X X
AD 5 X X X

Figure 4.6-1: EAM IT Portfolio Management Use Case

As time, technology, and Cybersecurity adversaries’ progress and advance, the threat
landscape is expected to change. As new Cybersecurity preventative and mitigation
tactics and techniques evolve, new cyber-attack scenarios will evolve. As an
organization’s missions grow and progress, the organization’s threat landscape may also
change. Consequently, the EAM developed through the use of this model should be
reevaluated and updated in conjunction with major architectural changes in support of an
organization’s enterprise IT investments.

4.7 Summary of Findings

Based on the artifacts created, all hypotheses and sub-hypotheses were confirmed.

Table 4.7-1 lists the hypotheses and sub-hypotheses and the artifacts identified previously

in this chapter that were used to confirm the hypotheses and sub-hypotheses.

Table 4.7-1: Evaluation of Hypotheses and Sub-Hypotheses

ID Hypothesis or Sub-Hypothesis Artifact to support the Confirmed?
Hypothesis or Sub-
Hypothesis
H1 A cyber-attack scenario can be A visual graphic of a cyber- Yes
expressed via Enterprise attack scenario expressed via

Architecture to develop an EAM | the enterprise reference
architecture (i.e., an EAM).

Hla | An EAM can be captured through An EAM produced using the Yes
the use of a how-to instructions provided in the
guides/instructions exercise

H1lb | An EAM can be captured with a An EAM produced in less than 2 Yes
small time investment hours
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Hypothesis or Sub-Hypothesis Artifact to support the Confirmed?

Hypothesis or Sub-

Hypothesis
Hlc | An EAM can be captured with An EAM produced via Microsoft Yes
standard office automation tools Office products (Excel and
PowerPoint)
H2 EAM can be used to conduct IT | An analysis of funding in the Yes
Portfolio Management Federal IT Dashboard (8,142

investments) associated with
the pilot study EAM

This pilot study confirmed that the EAM model can be used to describe a cyber-attack
scenario in architectural language. The case study demonstrated that the EAM could be
leveraged to conduct IT Portfolio Management.

The most important result was that a cyber-attack scenario, such as Pass-the-Hash
attack, can be expressed via Enterprise Architecture, specifically the FEA BRM V3.0, to
develop an EAM. When applied and completed by industry SMEs in the fields of
Cybersecurity, Enterprise Architecture, Systems Engineering, and/or IT in each sector
(e.g., government, private industry, and academia), the proposed model produced
architectural products that provided an insight into how a cyber-attack scenario could be
captured by leveraging Enterprise Architecture and used for IT budget analysis that had
not been available prior. This pilot study also provided insight into areas of the initial

model exercises that could be improved.

4.8 Model Limitations

The research successfully confirmed all hypotheses and sub-hypotheses. Despite
these successes, the research uncovered one area where the initial EAM model could be

improved, as well as, some limitations to the EAM model. Both areas of improvements
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to the initial EAM model and model limitations will be addressed in this section.

The research provided insight into one area where the initial EAM model could be
improved. In the pilot study, subject matter experts in Group 2, who validated the
researcher’s mappings, took slightly less time to complete the exercise than subject
matter experts in Group 1, who did not have the researcher’s mapping. On average,
Group 1 completed the exercise is 40 minutes and Group 2 completed the exercise in 38
minutes. As providing SMEs with a draft EAM to validate may be an effective way to
speed up EAM creation; the Researcher has updated the final model presented in Chapter
5.4 to reflect this change.

Additionally, there was one limitation identified that could not be addressed by
modifying the model itself. This limitation is that the model assumes that the organization
has Enterprise Architecture. Although this limitation cannot be mitigated by modifying
the model itself, there are alternative means to mitigate this weakness. If an organization
does not have Enterprise Architecture, it is possible that it may be able to leverage the
FEA, which is leveraged by a diverse group of U.S. Federal Agencies. Twenty-seven
agencies across the U.S. federal government leveraged the FEA as their Enterprise
Architecture in fiscal year 2014 (Executive Office of the President of the United States
2014).

Finally, it is also important to note that production of the EAM is initial research.
The EAM a first of a kind model that describes a cyber-attack scenario via an Enterprise
Architecture framework. As such results of the research cannot be generalized to all
cyber-attack scenarios and all enterprise architecture frameworks. For example, different

cyber-attack scenarios would have different flowchart views, some smaller, some larger
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which may necessitate a change to the EAM model to better accommodate a more
complex flowchart. Additionally, although many cyber-attack scenarios are prevalent
across industry, such as the Pass-the-Hash attack, some cyber-attack scenarios may be
industry specific and require the EAM model to be modified. Given these limitations,
areas for future work are addressed in Section 6.2 of this dissertation and include: 1.
Application of the EAM model to various cyber-attack scenarios, 2. Application of the
EAM model to other Enterprise Architecture frameworks, 3. Development of the EAM

using industry threat modeling tools, 4. Use of the EAM to enable other enterprise

processes.
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Chapter 5 — Detailed Model for Capturing an EAM

The model presented in this chapter represents the results of efforts described in this
dissertation. This model was developed to guide experienced SMEs in the fields of
Cybersecurity, Enterprise Architecture, Systems Engineering, and IT in capturing and
characterizing their organization’s unique Cybersecurity needs via the Enterprise
Architecture. The model was purposely designed to be applicable to any organization
with Enterprise Architecture.

5.1 Model Prerequisites

Two prerequisites exist for organizations to leverage the model. The first prerequisite
is that the organization has Enterprise Architecture framework. If an organization does
not have Enterprise Architecture, it is possible that it may be able to leverage an existing
Enterprise Architecture model. For example, the FEA may be a viable option, as it is
leveraged by a diverse group of U.S. Federal Agencies. The second prerequisite is that
the organization must identify its most relevant top cyber-attack scenarios.

5.2 Step 1: Administer an Expert Judgment Exercise

Once a willing team of experts in the fields of Cybersecurity, Enterprise Architecture,
Systems Engineering and IT is assembled, the facilitator should briefly describe the goals
of the exercise. The overall goal of the exercise is to articulate the cyber-attack scenario
in architectural language through the creation of the EAM. This will be realized by the
completion of the expert judgment EAM exercise.

The facilitator should provide the SMEs all materials necessary to complete the
expert judgment EAM exercise, including:

e A cyber-attack scenario, and

68



e A matrix that contains ADs for SMEs to indicate preferences.

The SMEs will review and become familiar with the provided exercise material.
Next, the SMEs will map the cyber-attack scenario to the Enterprise Architecture ADs to
create an EAM that leverages the template in Figure 5.2-1. To speed up the development
of the EAM, the facilitator could provide a draft EAM to the SMEs for validation, as in

the pilot study.

Column A Column B Columns Columm H Column I Column J
Step 1: Indicate Step 1: Provide Step 3: Provide Time to
Agreement with Sample  AMernative Mapping(s)if Complete Enfire Exercise

ping BECEYIATY

|AD-1 Defnition X

|AD-2 Defimition X

|AD-3 Defmition X

|AD-4 Definition X

|AD-5 Definition X

Figure 5.2-1: Expert judgment EAM and Exercise Contract

Should the facilitator choose to provide a draft EAM, he or she should map each
cyber-attack scenario to up to five ADs, or as many as he or she deems appropriate in
accordance with his or her SMEs to achieve the business goals. Specifically, the
facilitator should at least indicate one Primary AD associated with the cyber-attack
scenario and exactly four (no less than four and no greater than four) Secondary ADs
associated with the cyber-attack scenario, at the facilitator’s discretion. Selection of
Secondary ADs will be optional; therefore, if the facilitator does not believe other
services are applicable, no entry is required. Assuming the facilitator is also an SME, it
should be known that cyber-attackers and methods of attack are dynamic and thus fluid
and flexible. Enterprise Architecture provides the insight of the architecture as a whole;
thus, cyber-attackers would not merely focus on one area of the architecture—a holistic,

yet IT-focused, approach should be assumed.
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The facilitator should indicate the Primary ADs he or she believes are associated with
the cyber-attack scenario in Column C and the four Secondary ADs in Columns D
through G. Subject matter experts will then review the facilitator’s mappings of the
cyber-attack scenario to the AD selected and indicate whether he or she agrees with the
mappings in Column H. Subject matter experts will indicate “Yes” for agreement with
the mapping and “No” for disagreement with the mapping.

Subject matter experts should also be provided with a separate matrix of the
alternative AD names and AD definitions if they choose to select different ADs. If the
SME agrees with the facilitator’s mapping(s), he or she will be finished with the exercise.
For any of the facilitator mappings that the SME does not agree with, he or she will select
one alternative mapping from the remaining list of ADs. Subject matter experts may
indicate the results in Column 1.

Last, the SME will indicate the time, in minutes, taken to complete the exercise in
Column J. This data will allow the facilitator to communicate the costs of implementing
this construct and thus communicate to leadership for future planning and budgeting
purposes. Moreover, it will enable the facilitator to adjust the exercise and measure
improvements over time.

5.3 Step 2: Create an EAM

Should the facilitator choose to have each SME complete the exercise independently,
he or she will need to compile the EAM exercise data received from SMEs. The
facilitator may leverage Multi-Voting methodology and the associated matrix provided in
the pilot study to compile this data. The facilitator will compile:

e The ADs selected by each SME;
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e The total number of votes for each AD selected,
e The AD selection of Primary or Secondary; and
e The weight application to ADs selected as Primary.
The total weighted value sum of all ADs selected will then be calculated using the
following formula:
“Weighted Value P” + “Weighted Value S” = “Total Weighted Value”
(5.1)

The approach of having SMEs independently create the EAM by leveraging the
architectural templates provided is optimal if scheduling a time for all SMEs to meet as a
group is challenging. Alternatively, the facilitator may choose to have the SMEs work
together as a team to create the EAM. Subject matter experts could meet in person or
virtually by leveraging teleconference or virtual online meetings, such as Microsoft
Skype. Results of the pilot study suggest that SMEs will come to similar results;
however, any effects of groupthink or peer structure pressure would need to be
considered or controlled.

5.4 Completed Model

The EAM describes the cyber-attack scenario in architectural language. The pilot
study successfully confirmed that a cyber-attack scenario can be expressed via Enterprise
Architecture to develop an EAM. Additionally, the EAM can be captured with a small
time investment, leveraging commonly available Microsoft Office tools. The EAM
provides a common taxonomy that can be leveraged by leaders across organizations to
inform the IT Portfolio Management decision-making process. This model will enable

systems engineers, Cybersecurity personnel, and business leaders to communicate across
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organizations to identify where to focus Cybersecurity resources and initiatives to
mitigate cyber-attacks.

As time, technology, and Cybersecurity adversaries’ advance, the threat landscape is
expected to change. With new tactics and techniques, new cyber-attack scenarios will
evolve. As organizational missions grow and progress, the threat landscape may change.
For these reasons, the EAM developed through the use of this model should be
reevaluated and updated on a recurring basis. This reevaluation can occur annually or, at
a minimum, in conjunction with major architectural changes.

The completed model addresses people, processes, and technologies by applying
attack model methodology to Enterprise Architecture in order to reduce the attack space
and identify and prioritize mitigations. This research introduced a repeatable model that
produced architectural products to accurately characterize the cyber-attack scenarios via
the Enterprise Architecture to inform IT Portfolio Management benefits for both

academia and industries.

72



Chapter 6 — Conclusions and Future Work

This chapter provides the final conclusions related to the efforts documented within

this dissertation. It also provides suggestions for areas of future research.
6.1 Conclusions

This model will enable chief executive officers, chief financial officers, chief
information officers, security personnel, and systems engineers to communicate across
organizations to identify the areas on which to focus Cybersecurity resources and
initiatives to mitigate Cybersecurity attacks. This dissertation proposed an expert
judgment model that facilitates the assessment of cyber-attack scenarios against
Enterprise Architecture through the creation of an EAM to inform rapid, architecture-
based, Cybersecurity decision making. The EAM model makes a contribution to theory
and practice by addressing three critical deficiencies reported in literature. The model
also builds on the concept of integrating Cybersecurity with Enterprise Architecture
through the creation of an EAM that describes cyber-attack scenarios through
architectural language. Further, the pilot study demonstrates that the model can be
executed by SMEs in under 2 hours.

The pilot study conducted to evaluate the efficacy of the model in the guiding of
SMEs to capture cyber-attack scenarios in architectural language confirmed that such
scenarios can be expressed via Enterprise Architecture to develop an EAM. The EAM is
captured through the use of how-to guides/instructions with standard office automation
tools and only a small time investment. The case study analysis exercised the application
of the EAM and confirmed that the EAM can be used to inform IT Portfolio

Management.
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Analysis of the expert judgment input through leveraging two types of decision
making methods [i.e., the Multi-Voting methodology and multi-criteria decision-making
(MCDM) weighted sum model (WSM) technique] supported the validity of the model.
Overall, the analysis indicates that there is consistency in alternative rankings between
the two methods. Furthermore, the results of the sensitivity analysis indicate stability in
the result.

The EAM model is now available to assist SMEs in the fields of Cybersecurity,
Enterprise Architecture, Systems Engineering, and IT in capturing and characterizing
their organizations’ unique Cybersecurity needs. This model can be leveraged as a
repeatable method to document cyber-attack scenarios in architectural language.
Leveraging architectural language provides a common taxonomy that can be employed to
inform decision making across the enterprise.

The Enterprise Architecture framework used in conjunction with the EAM also
provides a common taxonomy that can be leveraged by leaders across organizations to
inform the IT Portfolio Management decision-making process. Through the application
of this architectural model, it is anticipated that systems engineers, Cybersecurity
personnel, and business leaders will be able to more effectively communicate where to
focus people, processes, and technologies to mitigate cyber-attacks.

6.2 Future Work

Four key areas of future work were identified during the efforts to document this
dissertation. These four areas include: 1. Application of the EAM model to various
cyber-attack scenarios, 2. Application of the EAM model to other Enterprise Architecture

frameworks, 3. Development of the EAM using industry threat modeling tools, 4. Use of
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the EAM to enable other enterprise processes.

Application of the EAM model to other cyber-attack scenarios, could be performed.
For example, the National Vulnerability Database (NVD) is the publically available U.S.
government repository for technical system vulnerabilities. Additionally, the SANS
Institute and commercial organizations often release lists of the “top” cyber-attack
scenarios exploited by cyber-attackers. Applying the EAM model to other cyber-attack
scenarios would begin to build out of a repository of organizational and community
relevant cyber-attack scenarios in a common architectural taxonomy.

Future research should be conducted to test the application of the EAM model to
other Enterprise Architecture frameworks. For example, the EAM model could be
applied to the Open DoDAF or the Open Group Architecture Framework. The DoDAF is
used by U.S. Department of Defense agencies and communicates the Enterprise
Architecture through a variety of architectural viewpoints (U.S. Department of Defense
2014). The Open Group Architecture Framework is an open source business-driven
architecture (The Open Group 2014).

While the pilot study successfully showed that an EAM can be captured in under 2
hours and with standard office automation tools, future work should explore creation of
the EAM using other industry threat modeling tools. This research could examine the
effectiveness of the threat modeling tools in presenting cyber-attack scenarios in
architectural language.

Last, leveraging Enterprise Architecture framework language in conjunction with the
EAM provides a common taxonomy that can be employed to communicate

organizationally relevant cyber-attack scenarios to inform decision making across the
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enterprise. As such, the EAM model may have many applications across the enterprise,
such as Cybersecurity mitigation planning, Cybersecurity incident response, acquisition

planning, requirements analysis, and other Systems Engineering initiatives.
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Appendix A — Subject Matter Expert Group 1 Exercise

Appendix A provides the exercise that was given to SME Group 1. This exercise
consists of two items:
e Group 1: SME Exercise Overview PowerPoint Presentation — The researcher
met with the SME to review this presentation.
e Group 1: SME Microsoft Excel Data Collection Form — After the SME
Exercise Overview PowerPoint Presentation was reviewed, the SME entered

his or her responses to the exercise on this form.
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A-1: Group 1 SME exercise overview PowerPoint presentation

' s The Strategic Cybersecarity

) Theeat Analysis Framework
i ¥ Kkn Your Eneiny, to Defeat YourEEnemy
- % o :

. :
Groui) 1S ercise Overview: :
“*Map Cybe y Atta€k Scenario to FEA

0

Michele Myauo

George Washington University, PhD Candidate

Microsoft Director of Cybersecurity

melehcim@nyahoo.com, 410-258-6081 1

The following presentation reflects research conducted
in conjunction with my dissertation work at the George
Washington University.
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» Background

= Research Qverview
= Study Overview

= Exercise Overview

= ﬂ'}FhEFSEEurit}FAttEEI{ Scenario
v Dverview
» FlowchartView

= SME Exercise
» Tab 1-3ME Mapping Form Instructions
» Tab 2 - 3ME DemographicData

= Next Steps
= Q&A
= References 3

Background

» George Washington University Doctoral Candidate

* Program Requirements
M5 + 30 credithours of Coursewaork
~ Presentat a Professional Conference
~ Publishin a AcademicJournal
~ Successfully Defend Dissertation

» Request assistance in pilot study
~ Results will be presented in Academic Journal Article
~ Programname and paricipants will be kept
confidential
~ Explores the merger of Enterprise Architecture and
Cybersecurity
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» Cyber attackers are successfulhy gaining 3ccess to corporse and government
netarorks worldwide, threatening the global economy and secuwrity of the
Mation

v Cwrrent Cybersacurnty mikgation strategies focus on technical securty
=sizndards compliznce and vwdnersbilily mifigaiions which are not sufficientin
protecting organizational asssts against live, advanced, and persisEnt threat
sctors

» Live sttackers respond to changesin tactics and techniguess in real-tims,
focusing on exploiting the wasksst link in the enterprise architecturs

v Cyber attacks exphoit people, process, and technology to st2al high valus
arganizationsl dats; thersfore, organizations must address dats security s it
relates to people and their behawvior, organzational processas, and
t=chnologies to mitigate cyber attacks

* This Research will demonstrate how a Cybersecurity Attack Scenario
can be expressed via Enterprise Architecture to develop an Enterprize

Attack Map (EAM) and how EAM can be used to conduct IT Budget
Analysis

Research 5tudy Overview

1. iantity Cybsrsscurtty attsck Scanario 2. Documant Cybsrescurty  Attsck Scanario
Famz e Hash (P 5 akey Cybarseourty ASad Expres= P Scanarko via a8 Flowdar kayeraging
il In academic, poyemment, & indusTy coemmonily avaliainke Migoso Cffice moducs

% Map Cybsrsscurtty attack Zcanario to 4. lganttty Funding Gaps

Fadaral Enterpriss drchitscturs (FEA) U EAM 0 analyze Invesimens 5o idartHy e
Swinject Mater Eqpers (SMES) will map The PH Cumen: poriodio of funding InShe Faberal IT
Saoamario W0 The FEA, Business Radaranos Mode DCraeininoord semocianad wikh The P Somnarko

ERM) 30 oeating & Enterri=se ATack Map (EAN

|
Mosse0s
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Exercise Overview

The following slides provide instructions formappingthe
Cybersecurity Attack Scenarioto the FEA BRM 3.0 Services

This will include:

= Reviewing the Cybersecurity Attack Scenario

= Reviewing the 206 Services and Service definitions ofthe FEA
BRM

= Mapping the Cybersecurity Attack Scenario to the FEA BREM 3.0
Services:

- SMEswill indicate the Primary Service assccoiatedwith theattadk
scenaric and up to four Secondany Services

Cybersecunty Attack Scenario Overview

» The Pass the Hash attack scenario is identfisd in academis, government and
industry literature 3= 3 commaon atecktechnigus

Figure 3. Pass the Hash Technbgus
{ungles £ 5imos, 2013)

1.ARacker tEngets wonksiElions on
Tass

2 User numning 35 local admin ks
oompromised, aRacker FEnests
credentials

3. ARacker uses Credenilals for
2%eral mowement  ar privilege
escalation

4 ARacker aoouires domaln admin
credentiak

S.ARacker sians exerclsing wils full
ocorinol of daa and syslems I
e eminonment

=g
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Cybersecunty Attack Scenario Flowchart View

muEraEras s dpp Rk

-

Tab 1 - SME Mapping Form Instructions

Step 1. Map the Attack Scenarioto the FEA
*  Map the sttack scenario to the Federsl Enterprise Archiecturs [FEA) Business
Referance Model (BRM) 2.0 Sarvices
v |noyowr packet you will find an Excel spreadshest mapping template
» The FEABRMZ.0 Services and Service are located in Columns A & B:
Coolumn A provides the Sarvice nams
Column B provides the Sarvice definifon
*  Review the provided sttackscenario. Map the attack scanario to the FEABRM
3.0 Services:
= In Column Cindicate the Primany Service sssocized with the attack
scenano. Sslect one servioe, indicake selecton with an "X, Completion of
thiz field is reguired.
= Inthe Columins O through G indicate up to four Secondany Services
sssocisted with the sttack scenarnio. Select one sarvice per column,
Indicate selection]s) with an "X, Completion of Columns D throwgh Gis
optionsl; therefore, if you do not feel other services are spplicable no
entryies) is/ars nesded.

Step 2: Prowvide Time to Complete Exercise
* In Colummn J indicate the time it took you to complete the exercse. Please provide
tim= to the nearest minute. For example 1 howr S minwtes 12
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Tab 2 - SME Demographic Data

All SME= will remainanonymous. In order tocharacterize the data,

you are askedto complete a few demographic questions:

| Column & youwill find Areas of Expertise {i.e., Cybersecurity; Enterpriss
Architecturs; Systems Enginesrning other than EA; Information Technolegy
other than Cybersecurity)

- Associated definitions of these Arsas of Expertise are in Column B. In
Column C please indicate each ares you have expertise in.  Indicate your
salention with an "X

* By placing an X" in Column C, you have indicated that you have expertise in
this ara3

= For the sslected ares of expertise, plesse indicats the numbsr of years of
expenience you have in 2ach sector {i.e., Government, Privats, and
Academis) lecated in Columns ), E, and F

"

* Complete the SME Exercise

» Tab 1- SME Mapping Form Instructions
* Tab 2 - SME Demographic Data

» Arrange Exercise Pick-Up Logistics
» Email completed forms to melehcim@vyahoo.com OR
» | can pick them up a location of your convenience
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A-2: Group 1 Microsoft Excel Data Collection Form
Map Cyber-Attack Scenario to FEA

Instructions

In this exercise, you will be asked to map the provided cyber-attack scenario to up to FIVE of the Federal
Enterprise Architecture (FEA) Business Reference Model (BRM) 3.0 services.

=  The cyber-attack scenario is located on Slides 8 and 9 of the provided PowerPoint presentation.

=  The FEA BRM 3.0 services are located in the table below.

Step 1: Map the attack scenario to the FEA.
=  Review the cyber-attack scenario on Slides 8 and 9 of the provided PowerPoint presentation.
=  Map the cyber-attack scenario to up to FIVE of the FEA BRM 3.0 services. The FEA BRM 3.0 Services (206
in total) from which you may select are located in the table below:

Column A provides the service name.

Column B provides the service definition.
=  You may map the cyber-attack scenario to up to FIVE of the FEA BRM 3.0 services:
~ In Column C, indicate the Primary service you believe is associated with the attack scenario. Select
one service and indicate the selection with an "X." Completion of this field is required.
In Columns D through G, indicate up to four Secondary services you believe are associated with the
attack scenario. Select one service per column. Indicate the selection(s) with an "X." Completion of
Columns D through G is optional; therefore, if you do not believe other services are applicable, no
entry is needed.

Step 2: Provide time to complete the exercise.
= |n Column J, indicate the time it took you to complete the exercise. Please provide the time to the
nearest minute. For example, you could enter 1 hour 5 minutes.

Step 3: Complete demographic information.
=  Please complete the demographic information located in Tab 2 of this Excel file.

Column A Column B Columns Column H
D ‘ E ‘ F ‘ G
Service Name Service Definition Primary Secondary PLEASE
Service Services ENTER
1123 |4 RESPONSE
HERE
001- Homeownership Promotion includes
Homeownership activities devoted to assisting citizens
Promotion interested in buying homes and

educating the public as to the benefits of
homeownership.

002-Community Community and Regional Development
and Regional involves activities designed to assist
Development communities in preventing and
eliminating blight and deterioration, to
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assist economically distressed
communities, and to encourage and
foster economic development through
improved public facilities and resources.

004-Postal
Services

Postal Services provides for the timely
and consistent exchange and delivery of
mail and packages between businesses,
organizations, and residents of the
United States or between businesses,
organizations, and residents of the
United States and the rest of the world. It
also includes the nationwide retail
infrastructure required to make Postal
Services easily accessible to customers.

005-Criminal
Incarceration

Criminal Incarceration includes activities
associated with the housing, custody,
and general care of criminals serving
time in penitentiaries, including self-
improvement opportunities.

006-Criminal
Rehabilitation

Criminal Rehabilitation includes all
government activities devoted to
providing convicted criminals with the
educational resources and life skills
necessary to rejoin society as responsible
and contributing members, including
work and treatment opportunities.

008-Disaster
Preparedness and
Planning

Disaster Preparedness and Planning
involves developing response programs
to be used in case of a disaster as well as
pre-disaster mitigation efforts to
minimize the potential for loss of life and
property. This involves developing
emergency management programs and
activities, staffing and equipping regional
response centers, and mitigating focused
construction and preparation.

009-Disaster
Repair and
Restore

Disaster Repair and Restore involves the
immediate actions taken to respond to a
disaster and the cleanup and restoration
activities that take place after a disaster.
These actions include, but are not limited
to, providing mobile
telecommunications, operational
support, power generation, search and
rescue, and medical life-saving actions. It
also involves the cleanup and rebuilding
of homes, buildings, roads,
environmental resources, or
infrastructure that may be damaged due
to a disaster.
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010-Emergency
Response

Emergency Response involves the
immediate actions taken to respond to a
disaster. These actions include, but are
not limited to, providing mobile
telecommunications, operational
support, power generation, search and
rescue, and medical life-saving actions.

011-Business and
Industry
Development

Business and Industry Development
supports activities related to creating
economic and business opportunities and
stimulus, and promoting financial and
economic stability for corporations and
citizens involved in different types of
business.

012-Intellectual
Property
Protection

Intellectual Property Protection involves
all activities to protect and promote the
ownership of ideas and control over the
tangible or virtual representation of
those ideas, including inventions and
discoveries; literary and artistic works;
and symbols, names, images, and designs
used in commerce.

013-Financial
Sector Oversight

Financial Sector Oversight involves
regulating private sector firms and
markets (e.g., stock exchanges and
corporations) to protect investors from
fraud, monopolies, and illegal behavior.
This also includes deposit protection.

014-Industry
Sector Income
Stabilization

Industry Sector Income Stabilization
involves all programs and activities
devoted to assisting adversely impacted
industrial sectors (e.g., farming and
commercial transportation) to ensure the
continued availability of their services for
the American public and the long-term
economic stability of these sectors.

015-Elementary,
Secondary, and

Elementary, Secondary, and Vocational
Education refers to the provision of

Vocational education in elementary subjects (e.g.,

Education reading, writing, and arithmetic);
education provided by a high school or
college preparatory school; and
vocational and technical education and
training.

016-Higher Higher Education refers to education

Education beyond the secondary level; specifically,

education provided by a college or
university.

017-Cultural and
Historic
Preservation

Cultural and Historic Preservation
involves all activities performed by the
federal government to collect and
preserve information and artifacts
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important to the culture and history of
the United States and its citizenry and
the education of U.S. citizens and the
world.

018-Cultural and

Cultural and Historic Exhibition includes

Historic all activities undertaken by the U.S.

Exhibition government to promote education
through the exhibition of cultural,
historical, and other information,
archives, art, etc.

019-Energy Energy Manufacturing involves all

Manufacturing

activities devoted to ensuring the
availability of an adequate supply of
energy for the United States and its
citizens. It includes all types of mass-
produced energy (e.g., hydroelectric,
nuclear, wind, solar, or fossil fuels) and
oversight of private industry.

020-Energy Energy Conservation and Preparedness

Conservation and | involves protecting energy resources

Preparedness from overconsumption to ensure the
continued availability of fuel resources
and to promote environmental
protection. This line of business also
includes measures taken to ensure the
provision of energy in the event of an
emergency.

021-Energy Energy Resource Management involves

Resource managing and overseeing energy-

Management producing resources, including facilities,
dams, land, and offshore resources.

022-Energy Energy Production involves transforming

Production raw energy resources into useable,
deliverable energy.

023- Environmental Monitoring and

Environmental
Monitoring and
Forecasting

Forecasting involves observing and
predicting environmental conditions. This
includes, but is not limited to, the
monitoring and forecasting of water
quality, water levels, ice sheets, air
quality, regulated and nonregulated
emissions, as well as the observation and
prediction of weather patterns and
conditions.

024-
Environmental
Remediation

Environmental Remediation supports the
immediate and long-term activities
associated with correcting and offsetting
environmental deficiencies or
imbalances, including restoration
activities.
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025-Pollution
Prevention and
Control

Pollution Prevention and Control includes
activities associated with identifying
appropriate pollution standards and
controlling levels of harmful substances
emitted into the soil, water, and
atmosphere from man-made sources.
Environmental mitigation projects are
also included in this business line.

026-Scientific and
Technological
Research and
Innovation

Scientific and Technological Research and
Innovation includes all federal activities
that have a goal to create new scientific
and/or technological knowledge, without
a specific link to the other LoBs or
Services of the BRM. NOTE: Research and
development programs that directly
support another service for citizen
should not be included here.

027-Space
Exploration and
Innovation

Space Exploration and Innovation
includes all activities devoted to
innovations directed at human and
robotic space flight and the development
and operation of space launch and
transportation systems, and the general
research and exploration of outer space.

033-Border and
Transportation
Security

Border and Transportation Security
includes appropriately facilitating or
deterring entry and exit of people, goods,
and conveyances at and between U.S.
ports of entry. This also includes ensuring
the security of transportation and
infrastructure networks, facilities,
vehicles, and personnel within the United
States.

034-Key Asset
and Critical
Infrastructure
Protection

Key Asset and Critical Infrastructure
Protection involves assessing key asset
(e.g., bridge, power grid, dam, and
subway) and critical infrastructure
vulnerabilities and taking direct action to
mitigate vulnerabilities, enhance
security, and ensure continuity and
necessary redundancy in government
operations and personnel.

036-Retirement

Retirement and Disability Benefits

and Disability involves developing policies and

Benefits managing retirement benefits, pension
benefits, and income security for those
who are retired or disabled (excluding
veteran benefits).

037- Unemployment Compensation provides

Unemployment
Compensation

income security to those who are no
longer employed while they seek new
employment.
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038-Housing
Assistance

Housing Assistance involves developing
and managing programs that provide
housing to those who are unable to
provide housing for themselves,
including the rental of single-family or
multifamily properties, and managing
and operating federally supported
housing properties.

039-Food and
Nutrition
Assistance

Food and Nutrition Assistance involves
developing and managing programs that
provide food and nutrition assistance to
those members of the public who are
unable to provide for such needs
themselves.

040-Survivor
Compensation

Survivor Compensation provides
compensation to the survivors of
individuals currently receiving or eligible
to receive benefits from the federal
government. This includes, but is not
limited to, survivors, such as spouses or
children of veterans, or wage earners
eligible for social security payments.

041-Foreign
Affairs

Foreign Affairs refers to those activities
associated with the implementation of
foreign policy and diplomatic relations,
including the operation of embassies,
consulates, and other posts; ongoing
membership in international
organizations; the development of
cooperative frameworks to improve
relations with other nations; and the
development of treaties and agreements.

043-Global Trade

Global Trade refers to those activities the
federal government undertakes to
advance worldwide economic prosperity
by increasing trade through the opening
of overseas markets and freeing the flow
of goods, services, and capital.

044-Fugitive and
Criminal
Apprehension

Criminal Apprehension involves activities
associated with the tracking, arrest,
detention, and transportation of groups
or individuals responsible and believed to
be responsible for committing federal
crimes.

045-Criminal Criminal Investigation and Surveillance

Investigation and | includes collecting evidence required to

Surveillance determine responsibility for a crime. This
also includes monitoring and questioning
affected parties.

047-Crime Crime Prevention entails all efforts

Prevention designed to create safer communities

through the control and reduction of
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crime by addressing the causes of crime
and reducing opportunities for crimes to
occur.

048-Leadership
Protection

Leadership Protection involves all
activities performed to protect the health
and well-being of the president, vice
president, their families, foreign leaders
and dignitaries, federal judges, and other
high-level government officials.

050-Substance
Control

Substance Control supports activities
associated with the enforcement of laws
regarding legal substances (i.e., alcohol
and tobacco) and illegal narcotics,
including trafficking, possession, sale,
distribution, and other related activities.

051-Judicial Judicial Hearings includes activities

Hearings associated with proceedings (usually by a
court of law) where evidence is taken for
the purpose of determining an issue of
fact and reaching a decision based on
that evidence.

052-Legal Legal Defense includes those activities

Defense associated with the representation of a
defendant in a criminal or civil
proceeding.

053-Legal Legal Investigation includes activities

Investigation

associated with gathering information
about a given party (government agency,
citizen, or corporation) that would be
admissible in a court of law in an attempt
to determine a legal question or matter.

054-Legal
Prosecution and
Litigation

Legal Prosecution and Litigation includes
all activities involved with presenting a
case in a legal proceeding, both in a
criminal or civil court of law, in an
attempt to prove guilt/responsibility.

055-Resolution
Facilitation

Resolution Facilitation refers to those
activities outside a court of law, such as
mediation and arbitration, which may be
used to settle a dispute between two or
more parties (e.g., government agency,
citizen, or corporation).

056-Water
Resource
Management

Water Resource Management includes
all activities that promote the effective
use and management of the nation’s
water resources. NOTE: Environmental
protection of water resources is also
included.

057-
Conservation,
Marine, and Land
Management

Conservation, Marine, and Land
Management involves surveying,
maintaining, and operating public lands
and monuments, as well as activities
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devoted to ensuring the preservation of
land, water, wildlife, and natural
resources, both domestically and
internationally. It also includes the
sustainable stewardship of natural
resources on federally owned/controlled
lands for commercial use (e.g., mineral
mining, grazing, forestry, fishing, etc.).

058-Recreational
Resource
Management and
Tourism

Recreational Resource Management and
Tourism involves managing national
parks, monuments, and tourist
attractions, as well as visitor centers,
campsites, and park service facilities.

060-Air
Transportation

Air Transportation involves activities
related to the safe passage of passengers
or goods through the air. It also includes
command and control activities related
to the safe movement of aircraft through
all phases of flight for commercial and
military operations.

061-Ground
Transportation

Ground Transportation involves the
activities related to ensuring the
availability of transit and the safe
passage of passengers and goods over
land.

062-Water
Transportation

Water Transportation involves the
activities related to ensuring the
availability of transit and the safe
passage of passengers and goods over
sea and water.

063-Space
Operations

Space Operations involves the activities
related to the safe launches/missions of
passengers or goods into aerospace,
including commercial, scientific, and
military operations.

064-Training and
Employment

Training and Employment includes
programs of job or skill training,
employment services and placement,
and programs for nonfederal employees
to promote the hiring of marginal,
unemployed, or low-income workers.

065-Labor Rights
Management

Labor Rights Management refers to those
activities undertaken to ensure that
employees and employers are aware of
and comply with all statutes and
regulations concerning labor rights,
including those pertaining to wages,
benefits, safety and health,
whistleblowers, and nondiscrimination
policies for nonfederal employees.

066-Worker
Safety

Worker Safety refers to those activities
undertaken to save lives, prevent
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injuries, and protect the health of
America's workers.

070-General
Purpose Data and
Statistics

General Purpose Data and Statistics
includes activities performed to provide
empirical, numerical, and related data
and information pertaining to the current
state of the nation in areas such as the
economy, labor, weather, and
international trade.

077-Inspection
and Auditing

Inspection and Auditing involves
methodically examining and reviewing
regulated activities to ensure compliance
with standards for regulated activity. This
can include (but does not have to
include) firearms, explosives, and
controlled substances inspections and
auditing.

079-Permits and

Permits and Licensing involves activities

Licensing associated with granting, revoking, and
managing the documented authority
necessary to perform a regulated task or
function.

101-Budget Budget Formulation involves all activities

Formulation undertaken to determine priorities for

future spending and to develop an
itemized forecast of future funding and
expenditures during a targeted period of
time. This includes collecting and using
performance information to assess the
effectiveness of programs and develop
budget priorities.

103-Enterprise
Architecture

Enterprise Architecture is an established
process for describing the current state
and defining the target state and
transition strategy for an organization’s
people, processes, and technologies.

104-Strategic

Strategic Planning entails determining

Planning annual and long-term goals and
identifying the best approach for
achieving those goals.

105-Budget Budget Execution involves the legal

Execution (apportionment) and managerial

(allotment and sub-allotment)
distribution of budget authority to
achieve results consistent with the
formulated budget.

106-Workforce
Planning

Workforce Planning involves the
processes for identifying the workforce
competencies required to meet the
agency’s strategic goals and for
developing the strategies to meet those
requirements.
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108-Customer

Customer Services supports activities

Services associated with providing an agency’s
customers with information regarding
the agency’s service offerings and
managing the interactions and
relationships with those customers.

113-Public Public Comment Tracking involves

Comment soliciting, maintaining, and responding to

Tracking public comments regarding proposed
regulations.

115-Rule Rule Publication includes all activities

Publication associated with the publication of a
proposed or final rule in the Federal
Register and Code of Federal
Regulations.

116-Debt Debt Collection supports activities

Collection associated with collection of money

owed to the U.S. government from both
foreign and domestic sources.

118-Federal Asset
Sales

Federal Asset Sales encompasses the
activities associated with the acquisition,
oversight, tracking, and sale of non-
internal assets managed by the federal
government with a commercial value and
sold to the private sector.

119-Facilities,
Fleet and
Equipment
Management

Facilities, Fleet, and Equipment
Management involves maintaining,
administrating, certifying, and operating
office buildings, fleets, machinery, and
other capital assets that are the
responsibility of the federal government.

120-Help Desk
Services

Help Desk Services involves managing a
service center to respond to government
and contract employees' technical and
administrative questions.

121-Security
Management

Security Management involves the
physical protection of an organization’s
personnel, assets, and facilities (including
security clearance management). NOTE:
Activities related to securing data and
information systems are addressed
under additional services in the "810-
Cyber Security Services" Function.

122-Travel

Travel involves the activities associated
with planning, preparing, and monitoring
of business-related travel for an
organization’s employees.

124-Accounting

Accounting entails accounting for assets,
liabilities, fund balances, revenues, and
expenses associated with the
maintenance of federal funds and
expenditure of federal appropriations
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(e.g., salaries and expenses, operations
and maintenance, procurement, working
capital, and trust funds) in accordance
with applicable federal standards (e.g.,
FASAB, Treasury, OMB, and GAO).

126-Payments

Payments includes disbursing federal
funds, via a variety of mechanisms, to
federal and private individuals, federal
agencies, state, local and international
governments, and the private sector, to
effect payment for goods and services or
distribute entitlements, benefits, grants,
subsidies, loans, or claims.

127-Collections
and Receivables

Collections and Receivables includes
providing deposits, fund transfers, and
receipts for sales or service.

129-Reporting
and Information

Reporting and Information includes
providing financial information and
reporting and analyzing financial
transactions.

139-IT
Infrastructure
Maintenance

IT Infrastructure Maintenance involves
planning, designing, and maintaining an
IT infrastructure to effectively support
automated needs (e.g., platforms,
networks, servers, and printers).

143-Goods and
Services
Acquisition

Goods and Services Acquisition involves
procuring physical goods, products, and
capital assets to be used by the federal
government and overseeing and/or
managing contractors and service
providers from the private sector.

144-Inventory
Control

Inventory Control refers to tracking
information related to procured assets
and resources with regard to quantity,
quality, and location.

145-Logistics
Management

Logistics Management involves planning
and tracking personnel and their
resources in relation to their availability
and location.

176-Legislative
Functions

Legislative Functions includes the
processes associated with the legislative
branch (i.e., Congress), except for the Tax
Court, the Library of Congress, and the
Government Printing Office revolving
fund.

180-Taxation
Management

Taxation Management includes activities
associated with the implementation of
the Internal Revenue Code and the
collection of taxes in the United States
and abroad.
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211-Operational
Defense

Operational Defense involves linking
tactics and strategy by establishing
operational objectives needed to
accomplish the strategic objectives,
sequencing events to achieve the
operational objectives, initiating actions,
and applying resources to bring about
and sustain these events.

212-Tactical
Defense

Tactical Defense involves focusing on the
ordered arrangement and maneuver of
combat elements in relation to each
other and to the enemy to achieve
combat objectives.

217-Access to
Care

Access to Care focuses on access to
appropriate care. This includes
streamlining efforts to receive care;
ensuring care is appropriate in terms of
type, care, intensity, location and
availability; providing seamless access to
health knowledge; enrolling providers;
performing eligibility determination; and
managing patient movement. It can
include aid to families with children,
immunization programs, and child
support enforcement.

228-Labor
Relations

Labor Relations manages the relationship
between the agency and its unions and
bargaining units. This includes
negotiating and administering labor
contracts and collective bargaining
agreements; managing negotiated
grievances; and participating in
negotiated third-party proceedings.

247-Healthcare
Administration

Healthcare Administration assures that
federal healthcare resources are
expended effectively to ensure quality,
safety, and efficiency. This includes
managing healthcare quality, cost,
workload, utilization, and fraud/abuse
efforts.

248-Healthcare
Delivery Services

Healthcare Delivery Services provides
and supports the delivery of health care
to its beneficiaries. This includes
assessing health statuses; planning
health services; ensuring quality of
services and continuity of care; and
managing clinical information and
documentation. It can include aid to
families with children, immunization
programs, and child support
enforcement.
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249-Healthcare
Research and
Practitioner
Education

Healthcare Research and Practitioner
Education fosters advancement in health
discovery and knowledge. This includes
developing new strategies to handle
diseases; promoting health knowledge
advancement; identifying new means for
delivery of services, methods, decision
models, and practices; making strides in
quality improvement; managing clinical
trials and research quality; and providing
for practitioner education.

251-Staffing and
Recruiting

Staffing and Recruiting establishes
procedures for attracting and selecting
high-quality, productive employees with
the right skills and competencies, in
accordance with merit system principles.
This includes establishing an applicant
evaluation approach (which may include
drug and alcohol testing); announcing
the vacancy; sourcing and evaluating
candidates against the competency
requirements for the position; initiating
pre-employment activities; and hiring
employees.

254-Employee
Benefits and
Compensation

Employee Benefits and Compensation
involves designing, developing, and
implementing benefits and
compensation programs that attract,
retain, and fairly compensate agency
employees. This service includes
establishing and communicating benefits
programs; processing benefits actions;
and interacting as necessary with third-
party benefits providers. It also includes
developing and implementing
compensation programs; administering
bonus and monetary awards programs;
administering pay changes; managing
time, attendance, leave, and pay; and
managing payroll. In addition, it involves
designing, developing, and implementing
pay-for-compensation programs to
recognize and reward high performance,
with both base pay increases and
performance bonus payments.

255-Employee
Performance
Management

Employee Performance Management
involves designing, developing, and
implementing a comprehensive
performance management approach to
ensure agency employees are
demonstrating competencies required of
their work assignments. It includes
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designing, developing, and implementing
a comprehensive performance
management strategy that enables
managers to make distinctions in
performance and links individual
performance to agency goals and
missions. This service also includes
managing employee performance at the
individual level and evaluating the overall
effectiveness of the agency’s employee
development approach.

256-Employee
Relations

Employee Relations includes designing,
developing, and implementing programs
that strive to maintain an effective
employer—employee relationship that
balances the agency’s needs against its
employees’ rights. This service includes
addressing employee misconduct;
addressing employee performance
problems; managing administrative
grievances; providing employee
accommodation; administering
employee assistance programs;
participating in administrative third-party
proceedings; and determining candidate
and applicant suitability.

257-Separation
Management

Separation Management includes
conducting efficient and effective
employee separation programs that
assist employees in transitioning to
nonfederal employment; facilitating the
removal of unproductive, nonperforming
employees; and assisting employees in
transitioning to retirement.

259-Budget and
Performance
Integration

Budget and Performance Integration
involves aligning federal resources
allocated through budget formulation,
execution, and management actions with
examinations of program objectives,
performance, and demonstrated results,
such as Program Performance
Assessments, Government Performance
Results Act (GPRA) plans and reports,
performance-based agency budget
submissions, and Financial Management
Cost Accounting and Performance
Measurement data.

260-Tax and
Fiscal Policy

Tax and Fiscal Policy encompasses
analyzing the implications for economic
growth and stability in the United States
and the world of federal tax and
spending policies. This includes assessing
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the sustainability of current programs
and policies, the best means for raising
revenues, the distribution of tax
liabilities, and the appropriate limits on
debt.

263-System and
Network
Monitoring

System and Network Monitoring
supports all activities related to the real-
time monitoring of systems and
networks for optimal performance.

271-Promote

Promote Educational Excellence refers to

Educational activities undertaken by the U.S.
Excellence government to evaluate educational
NEW IN 2012 programs, collect data on America’s
schools, and disseminate information
and research.
272-Energy Energy Technology Development
Technology encompasses the activities that apply the
Development results of scientific research in order to
NEW IN 2012 design, develop, and test new

technologies, components, and
processes. This function focuses on the
development of prototypes and pilots for
wide-scale technologies and components
that can be mass produced by private-
sector partners. The fabrication of one-
time components used in very specific
research techniques is an activity within
the General Sciences and Innovation
LOB.

279-Battlespace
Networks
NEW IN 2012

Battlespace Networks includes activities
that extend “commercial-like” IT
infrastructure to meet the connectivity
and interoperability needs of deployed
and mobile war-fighting capabilities. This
function focuses on information
transport and computing and enterprise
services capabilities for the tactical edge
users. It includes tactical edge networks
and gateways to enable end-to-end
connectivity between battlespace
networks and IT infrastructure
capabilities.

280-Command
and Control
NEW IN 2012

Command and Control includes activities
that facilitate the exercise of authority
and direction by a properly designated
commander or decision maker over
assigned and attached forces and
resources in the accomplishment of the
mission. It includes aligning or
synchronizing interdependent and
disparate entities to achieve unity of
effort; understanding information about
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the environment and situation to aid in
decision making; establishing a
framework and selecting a course of
action to employ resources to achieve a
desired outcome/effect; and observing
and assessing events/effects of a
decision.

281-Force
Application
NEW IN 2012

Force Application includes activities that
integrate the use of maneuver and
engagement in all environments and
create the effects necessary for achieving
DoD mission objectives. Maneuver is the
ability to move to a position of advantage
in all environments in order to generate
or enable the generation of effects in all
domains and information environments.
Engagement is the ability to use kinetic
and non-kinetic means in all
environments to generate the desired
lethal and/or nonlethal effects from all
domains and information environments.

282-Protection
NEW IN 2012

Protection involves protecting citizens,
leadership, and property; protecting the
general population of the United States,
president, vice president, their families,
foreign leaders and dignitaries, and other
high-level government officials from
criminal activity; and ensuring the
security of civilian and government
property as well as foreign diplomatic
missions.

284-Force
Training
NEW IN 2012

Force Training includes developing,
enhancing, adapting, and sustaining the
capacity to perform specific functions
and tasks, during and in preparation for
wartime and conflicts, in order to
improve the individual or collective
performance of personnel, units, forces,
and staffs. These activities include, but
are not limited to, training in unit force
and operations of weapon systems. This
does not include general professional
development or training.

301-Force
Allocation
NEW IN 2012

Force Allocation includes application and
management. It involves integrating the
use of maneuver and engagement in all
environments to create the effects
necessary for achieving mission
objectives and integrating new and
existing human and technical assets from
across the total force and its mission
partners, during and in preparation for
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wartime and conflicts, to make the right
capabilities available at the right
time/place to support national security.

302-Nuclear Nuclear Weapons Stockpile and
Weapons Oversight includes all processes around
Stockpile and counting, tracking, transferring, securing,
Oversight and decommissioning various weapons
NEW IN 2012 that contain nuclear materials.
303-Social Social Security Benefits includes all direct

Security Benefits

transfers to individuals and involves
disbursing funds from the federal
government directly to beneficiaries who
satisfy federal eligibility requirements
with no restrictions imposed on the
recipient as to how the money is spent.
Purposes include retirement, survivors,
and old age/supplemental security
income (needs-based).

304-Immigration
and
Naturalization

Immigration and Naturalization includes
all activities for tracking and granting
official status to all nonnative, non-U.S.
citizens, including refugees, naturalized
citizens, and legal and illegal immigrants.

305-
Counterintelligen
ce

Counterintelligence includes planning,
collecting, processing, analyzing,
producing, and disseminating contrary
intelligence.

306-Arms Control

Arms Control includes all activities for
managing both legal and illegal weapons
in accordance with state, federal, and
international law.

308-
Environmental
Waste
Management

Environmental Waste Management
includes activities associated with
identifying appropriate pollution
standards and controlling levels of
harmful substances emitted into the soil,
water, and atmosphere from man-made
sources. Environmental mitigation
projects are also included.

309-
Environmental
Site Stewardship

Environmental Site Stewardship supports
the immediate and long-term activities
associated with correcting and offsetting
environmental deficiencies or
imbalances, including restoration
activities at facilities under the
stewardship of the federal government.
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310-Food and
Drug Quality and
Safety

Food and Drug Quality and Safety
assesses quality indicators and safety
metrics as a means to protect and
promote the health of the general
population. This includes monitoring
humans, animals, animal products, and
plants, as well as tracking the spread of
diseases and pests. It also includes
evaluating food- and drug-related
incidents to assess the potential risks and
dangers; educating the consumer and
the general population; and facilitating
health promotion and disease and injury
prevention.

311-Vocational
Rehabilitation

Vocational Rehabilitation includes all
government activities devoted to
providing educational resources and life
skills necessary to rejoin society as
responsible and contributing members.

312-Navigation

Navigation includes all means for the
representation of position information
through the use of attributes, such as
elevation, latitude, and longitude
coordinates. This includes land-based
and space-based geo-positioning
technologies and services.

313-Population
Health
Management

Population Health Management assesses
health indicators as a means to protect
and promote the health of the general
population. This includes monitoring the
health, health planning, and health
management of humans, animals, animal
products, and plants, as well as tracking
the spread of diseases and pests. It also
includes evaluating consumer products,
drugs, and foods to assess the potential
risks and dangers; educating the
consumer and the general population;
and facilitating health promotion and
disease and injury prevention.

314-Assistive
Technology
Services

Assistive Technology Services includes
hardware and software that helps people
who are physically or visually impaired,
as well as ensuring that electronic and
information technology is accessible to
people with disabilities, including
employees and members of the public
(i.e., 508 Compliant). This includes
developing standards for all electronic
and information technology, upon which
assistive technology services depend,
regardless of whether there is an
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individual with the need for assistive
technology services.

315-Threat and
Vulnerability
Management

Threat and Vulnerability Management
involves all functions pertaining to the
protection of federal information and
information systems from unauthorized
access, use, disclosure, disruptions,
modification, or destruction, as well as
the creation and implementation of
security policies, procedures, and
controls. It includes all risk and controls
tracking for IT systems.

316-Continuous

Continuous Monitoring includes all

Monitoring activities related to the real-time
monitoring of security controls employed
within or inherited by a system (see
Appendix G of NIST Special Publication
800-37).

317-Data Data Integrity and Privacy Management

Integrity and involves coordinating data collection,

Privacy storage, dissemination, and destruction

Management as well as managing the policies,

guidelines, and standards regarding data
management, so that data quality is
maintained and information is shared or
available in accordance with the law and
best practices.

318-Business
Analytics

Business Analytics includes all forms of
data analysis of extremely large, complex
data sets (big data) that are manipulated
for business (mission) consumption.

319-Regulatory
Compliance

Regulatory Compliance includes activities
associated with the direct monitoring
and oversight of a specific industry or
mission sector participating in a
regulated activity, including sector-
specific standard setting/reporting
guideline development. It also includes
developing sector-specific regulations,
policies, and guidance to implement
laws, including public comment and
tracking, regulatory creation, and rule
publication.

320-Credit and
Insurance

Credit and Insurance includes providing
protection to individuals or entities
against specified risks, loan guarantees,
and direct loans. The specified protection
generally involves risks that private
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sector entities are unable or unwilling to
assume or subsidize and where the
provision of insurance is necessary to
achieve social objectives.

321-Regulatory
Enforcement

Regulatory Enforcement includes
activities associated with the direct
enforcement of a specific industry or
mission sector participating in a
regulated activity using inspections and
auditing. It also includes activities
associated with developing sector-
specific regulations, policies, and
guidance to implement laws, including
public comment and tracking, regulatory
creation, and rule publication.

322-Public
Communications
Infrastructure

Public Communications Infrastructure
includes the management and
stewardship of a type of information by
the federal government and/or the
creation of physical communication
infrastructures on behalf of the publicin
order to facilitate communication. This
includes managing the nation’s spectrum
assets.

323-Intelligence,
Surveillance, and
Reconnaissance

Intelligence, Surveillance, and
Reconnaissance (ISR) refers to the ability
to understand dispositions and
intentions as well as characteristics and
conditions of the operational
environment that bear on national and
military decision making. ISR also defines
the ability to conduct activities to meet
the intelligence needs of national and
military decision makers. It includes ISR
planning/direction, collection,
processing/exploitation, analysis,
production, and dissemination.

324-Adjudicate
Nonjudicial
Requests

Adjucate Nonjudicial Requests includes
determining the applicability of relevant
statutes, regulations, standards, or
policies to a specific individual or
organization’s actions or requests. It also
includes those activities outside a court
of law, such as mediation and arbitration,
which may be used in an attempt to
settle a dispute between two or more
parties (e.g., government agency, citizen,
or corporation).

325-Information
Discovery

Information Discovery consists of all
activities used to obtain information that
is not readily obtainable.
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326-IT System
Development/Int
egration Support

IT System Development/Integration
Support includes software services
enabling elements of distributed
business applications to interoperate and
the software development necessary to
facilitate such integration. These
elements can share function, content,
and communications across
heterogeneous computing environments.

327-Enterprise
Licenses and
Software

Enterprise Licenses and Software
includes license management and
software distribution. It supports the
purchase, upgrade, and tracking of legal
usage contracts for system software and
applications. It also supports the
propagation, installation, and upgrade of
written computer programs,
applications, and components.

328-Collect
Revenues and
User Fees

Collect Revenues and User Fees supports
activities associated with the collection
of money owed to the U.S. government
from both foreign and domestic sources
and also involves the collection of fees
assessed on individuals or organizations
for the provision of government services
and for the use of government goods or
resources.

329-Continuity of
Operations

Continuity of Operations involves the
activities associated with the
identification of critical systems and
processes, and the planning and
preparation required to ensure that
these systems and processes will be
available in the event of a catastrophic
event. It also involves the internal actions
necessary to develop a plan for resuming
operations after a catastrophic event
occurs. This can include contingency
planning, continuity of operations, and
service recovery work.

330-Legislative
Relations

Legislative Relations involves activities
aimed at the development, tracking, and
amendment of public laws through the
legislative branch of the federal
government. It includes tracking,
testimony, proposal development, and
congressional liaison operations.

331-International
Security
Assistance

International Security Assistance involves
activities taken abroad to protect and
advance U.S. interests and, if deterrence
fails, decisively defeat threats to those
interests.
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332-Hospital and
Medical Care for
Veterans

Hospital and Medical Care for Veterans
assures that federal healthcare resources
for veterans are expended effectively to
ensure quality, safety, and efficiency and
to support the delivery of health care to
veterans.

333-Veteran
Benefits and
Services

Veteran Benefits and Services involves
developing and managing retirement
benefits, pension benefits, and income
security for veterans.

334-Emergency
Energy
Preparedness

Emergency Energy Preparedness involves
developing and implementing policies to
ensure the availability and provision of
energy in the event of an emergency.

336-Seized Asset
Management

Seized Asset Management involves the
seizure, storage, administrative tracking,
and management of property seized
from individuals responsible or believed
to be responsible for committing federal
crimes.

337-Credential
Issuance and
Management

Credential Issuance and Management
involves researching, tracking, and
providing user access credentials (logical
and physical) and associated security
features for the protection of federal
information and information systems
from unauthorized access, use,
disclosure, disruptions, modification, or
destruction, as well as the creation and
implementation of related security
policies, procedures, and controls. This
includes background checks and related
personnel security management services.

338-Enterprise
Search

Enterprise Search includes query
capabilities, precision/recall ranking,
classification, and pattern matching.

339-Information
Mapping/
Taxonomy/Categ
orization

Information
Mapping/Taxonomy/Categorization
defines the capabilities to support the
creation and maintenance of
relationships between data entities,
naming standards, and categorization
and allows classification of data and
information into specific layers or types
to support an organization.

340-Collaboration
Tools

Collaboration Tools are systems that
allow multiple parties to interact and
share documents or data through a
shared work space or environment.
Multiple parties contribute or update the
shared environment and view, update,
edit, and share the files. This includes
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systems such as SharePoint, MAX, Web
Conferencing, Cisco, and TelePresence.

341-Web
Infrastructure

Web Infrastructure includes
equipment/services to support delivery
of services over the Internet or similar
networks. These include supporting
network services, which consist of
protocols that define the format and
structure of data and information either
accessed from a directory or exchanged
through communications, and service
transport, which consists of protocols
that define the format and structure of
data and information either accessed
from a directory or exchanged through
communications.

342-Energy
Transportation
and Transmission

Energy Transportation and Transmission
includes energy supply and energy
production, which involves all activities
devoted to ensuring the availability of an
adequate supply of energy for the United
States and its citizens, as well as the
transformation of raw energy resources
into useable, deliverable energy.

343-Audio/Video
Conferencing

Audio/Video Conferencing entails
communication across long distances
with audio and/or video contact, which
may also include graphics, data
exchange, and all necessary equipment,
software, hardware, and networks to
perform these functions.

344-Web Content
Management

Web Content Management includes
content authoring, content review and
approval, tagging and aggregation,
content publishing, and delivery and
syndication management.

345-Management
of Government
Records

Management of Government Records
involves the management and
stewardship of a type of information by
the federal government in order to
facilitate communication and
information archival.

346-Criminal and
Terrorist Threat

Criminal and Terrorist Threat Mitigation
involves counter activities to prevent,

Mitigation disrupt, weaken, eliminate, and bring to
justice threats from organized crime
groups, terror networks, gangs, and drug
cartels.

347-Criminal Criminal Management includes various

Management functions associated with administering
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sentences of imprisonment, such as
sentence computations, transportation
of criminals, and interaction with the
public.

348-Execute
Court Orders

Execute Court Orders involves executing
civil, criminal, and foreign orders as
directed by the court.

349- Nonproliferation and Threat Reduction
Nonproliferation encompasses the activities necessary to
and Threat limit or prevent the spread of materials,
Reduction technology, or expertise relating to
weapons of mass destruction; advance
technologies to detect the proliferation
of weapons of mass destruction
worldwide; and eliminate or secure
inventories of surplus fissile materials
and infrastructure usable for nuclear
weapons, while working closely with its
federal, international, and regional
partners.
350-Nuclear Nuclear Emergency Management and
Emergency Response needs to be aligned with
Management and | defense and national security and is a
Response significant function at DOE/NNSA. It

encompasses the services associated
with the planning, management, and
response to facility emergencies and
nuclear or radiological incidents within
the United States or abroad, as well as
operational planning and training to
counter domestic and international
nuclear terrorism.

351-Defense
Nuclear Security

Defense Nuclear Security needs to be
aligned with defense and national
security and is a significant function at
DOE/NNSA. It also encompasses the
services associated with providing
engineering, technical, operational, and
administrative security support and
oversight to assure effective security,
including the physical, personnel,
materials control and accounting,
classified and sensitive information
protection, and technical security for
defense nuclear weapon programs.

352-Witness
Protection

Witness Protection involves securing,
relocating, and giving federal witnesses
(and their families) new identities.

353-Information
Exchange and
Transformation

Information Exchange and
Transformation includes the tools and
systems used to search, link, analyze,
share, and transport information, such as
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reports or critical mission data (i.e.,
NIEM, UCOR, N-DEx, SOA, and ESB).

354-IT Strategy
and Innovation

IT Strategy and Innovation includes all
activities outside of normal strategic
planning that focus on trying new
approaches and new systems and
thinking about/planning IT investments
in different ways.

355-Medicare

Medicare involves all activities related to
the disbursement of Medicare funds
from the federal government directly to
beneficiaries (individuals or
organizations) who satisfy federal
eligibility requirements.

356-Medicaid

Medicaid involves all activities related to
the disbursement of Medicaid funds
from the federal government directly to
beneficiaries (individuals or
organizations) who satisfy federal
eligibility requirements.

358-Healthcare
and Regulatory
Science Research

Healthcare and Regulatory Science
Research includes the application of
advanced technology and science-based
standards in a regulatory framework to
support pre-market and post-market
evaluation and approval of new
technologies, products, services, and
manufacturing practices.

359-Children's
Health Insurance
Program

Children's Health Insurance Program
(CHIP) involves all activities related to the
disbursement of CHIP funds from the
federal government directly to
beneficiaries (individuals or
organizations) who satisfy federal
eligibility requirements.

360-Hospital and
Medical Care for
American Indians
and Alaska
Natives

Hospital and Medical Care for American
Indians and Alaska Natives assures that
federal healthcare resources for tribes
and tribal members are expended
effectively to ensure quality, safety, and
efficiency and provide and support the
delivery of health care to American
Indians and Alaska Natives.

361-American
Indian and
Alaskan Native
Relations

American Indian and Alaskan Native
Relations involves all activities related to
working with tribal governments, in tribal
trust relationships, or supporting tribal
nations through treaties and/or other
legal agreements.
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362-Federal
Financial
Assistance

Federal Financial Assistance refers to the
transfer of money, property, services, or
anything of value, the principal purpose
of which is to accomplish a public
purpose of support or stimulation
authorized by federal statute. Assistance
includes, but is not limited to, grants,
loans, loan guarantees, scholarships,
mortgage loans, insurance, and other
types of financial assistance, including
cooperative agreements; property,
technical assistance, counseling,
statistical, and other expert information;
and service activities of regulatory
agencies.

363-Federal
Funds to States
and Local
Governments

Federal Funds to States and Local
Governments includes formula grants,
project/competitive grants (which can
include fellowships, scholarships,
research grants, training grants,
traineeships, experimental and
demonstration grants, evaluation grants,
planning grants, technical assistance
grants, survey grants, and construction
grants), state loans, and other direct
payments to state or local jurisdictions
by the federal government.

364-Counter-
Proliferation and
Counterterrorism

Counter-Proliferation and
Counterterrorism encompasses counter-
proliferation, counterterrorism, and
nuclear threat response, domestically
and internationally, including nuclear
threat identification, nuclear forensics,
and the neutralization of improvised
nuclear and radiological devices.

365-Nuclear Nuclear Propulsion encompasses
Propulsion research, design, development,
production, fuel supply, and operational
support for nuclear propulsion plants.
366-Biomedial Biomedical Research includes basic,
Research clinical, and translational research

concerned with the application of
biological, physiological, sociological
principles to clinical medicine to improve
human health.

367-International
Development

International Development refers to
those activities related to the
implementation of development
assistance programs to developing and
transitioning countries throughout the
world. Development may include
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technical assistance (the transfer of
knowledge and expertise) and the
delivery of equipment and commaodities.

368-

Humanitarian Aid

Humanitarian Aid refers to those
activities related to the implementation
of humanitarian assistance programs to
developing and transitioning countries
throughout the world. Aid may include
technical assistance (the transfer of
knowledge and expertise) and the
delivery of equipment, commodities, and
urgent humanitarian assistance,
including food aid.

517-External
Partner
Relationship
Management

External Partner Relationship
Management provides a framework to
promote the effective collaboration
between an organization and its business
partners, particularly members of the
distribution chain (e.g., channel and
alliance partners, resellers, agents,
brokers, and dealers) and other third
parties that support operations and
service delivery to an organization’s
customers. It also includes performance
evaluation of partners, if necessary.

518-Customer
Feedback

Customer Feedback includes collecting,
analyzing, and handling comments and
feedback from an organization's
customers, both before and after a
product or service is offered.

530-Process

Process Tracking defines the capabilities

Tracking to manage business processes, including
business process mapping, remapping,
reengineering, and business process
improvement efforts.

531-Case Case Management includes managing

Management the lifecycle of a particular claim or
investigation within an agency to include
creating, routing, tracing, assigning, and
closing a case. It also includes monitoring
activities within the business cycle and
supporting the conclusion of contention
or differences within the business cycle.

533- Correspondence Management defines

Correspondence the capabilities used to manage

Management externally and internally initiated
communication between an organization
and its stakeholders.

538- Program/Project Management defines

Program/Project | the capabilities to manage and control a

Management particular effort of an organization,

including intra-agency work.
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546-Portfolio
Management

Portfolio Management defines the
capabilities to support the administration
of a group of investments held by an
organization.

547-Performance
Management

Performance Management defines the
capabilities to measure the effectiveness
of an organization's financial assets and
capital, including corrective action,
program evaluation, and program
monitoring.

576-Knowledge
Capture

Knowledge Capture defines the
capabilities to facilitate collection of data
and information.

577-Knowledge
Distribution and

Knowledge Distribution and Delivery
defines the capabilities to support the

Delivery transfer of knowledge to the end
customer.
579-Record Record Linking/Association defines the

Linking/Associatio
n
NEW IN 2012

capabilities to support the correlation
between logical data and information
sets.

590-
Mapping/Geospa
tial

Mapping/Geospatial provides for the
representation of mapping and
geospatial information through the use
of attributes, such as zip code, country
code, elevation, natural features, and
other spatial measures.

592-Data Mining

Data Mining defines the capabilities to
provide for the efficient discovery of
nonobvious, valuable patterns and
relationships within a large collection of
data.

601-Data Data Exchange supports the interchange

Exchange of information between multiple systems
and applications. It also includes verifying
that transmitted data was received
unaltered.

603-Data Data Warehouse defines the capabilities

Warehouse to support the archiving and storage of

large volumes of data.

604-Metadata

Metadata Management supports the

Management maintenance and administration of data
that describes data.

605-Data Data Cleansing defines the capabilities to

Cleansing support the removal of incorrect or
unnecessary characters and data from a
data source.

608-Data Data Recovery defines the capabilities to

Recovery support the restoration and stabilization

of data sets to a consistent, desired
state.
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613-Time
Reporting

Time Reporting defines the capabilities to
support the submission, approval, and
adjustment of an employee's hours.

618-Employee
Development and
Training

Employee Development and Training
designs, develops, and implements a
comprehensive employee development
and training approach to ensure that
agency employees have the right
competencies and skills for current and
future work assignments. This includes
conducting employee development
needs assessments; designing employee
development programs; administering
and delivering employee development
and training programs; and evaluating
the overall effectiveness of the agency’s
employee development approach.

624-Payroll

Payroll defines the capabilities to involve
the administration of employee
compensation.

644-Workforce
Directory/Locator

Workforce Directory/Locator defines the
capabilities to support the listing of
employees and their whereabouts.

648-ldentification
and
Authentication

Identification and Authentication defines
the capabilities to support obtaining
information about those parties
attempting to log on to a system or
application for security purposes and the
validation of those users.

649-Access
Control

Access Control defines the capabilities to
support the management of permissions
for logging onto a computer, application,
service, or network. It also includes user
and role/privilege management.

650-Cryptography

Cryptography defines the capabilities to
support the use and management of
ciphers, including encryption and
decryption processes, to ensure
confidentiality and integrity of data.

651-Digital Digital Signature Management defines
Signature the capabilities to use and manage
Management electronic signatures to support
654-Incident Incident Response defines the
Response capabilities to provide active response

and remediation to a security incident
that has allowed unauthorized access to
a government information system.

655-Audit Trail
Capture and
Analysis

Audit Trail Capture and Analysis defines
the capabilities to support the
identification and monitoring of activities
within an application, system, or
network.
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656-Certification
and Accreditation

Certification and Accreditation defines
the capabilities to support the
certification and accreditation of federal
information systems, as described in NIST
SP800-37.

659-E-mail

E-mail defines the capabilities to support
the transmission of memos and
messages over a network.

661-Document
Library

Document Library defines the capabilities
to support the grouping and archiving of
files and records on a server.

666-Classification

Classification defines the capabilities to
support the selection and retrieval of
records organized by shared
characteristics in content or context.

673-Community

Community Management defines the

Management capabilities to support the administration
of online groups that share common
interests.

674- Computer/Network Integration defines

Computer/Netwo | the capabilities to support the

rk Integration

connectivity between server hardware,
software, and telecommunications
equipment into a single, logical system.

675-Voice
Communications

Voice Communications defines the
capabilities to provide telephony or other
voice communications.

678-System
Resource Usage

System Resource Usage supports the
balance and allocation of memory,
usage, disk space, and performance on
computers and their applications.

680-Issue Issue Tracking defines the capabilities to

Tracking receive and track user-reported issues
and problems when using IT systems,
including help desk calls.

681-Forms Forms Management defines the

Management capabilities to support the design,
generation and maintenance of
electronic or physical forms and
templates and their respective elements
and fields used by the government in
information collection requests.

Reference

U.S. Office of Management & Budget. 2012. “Business Reference Model Version 3.”

http://www.whitehouse.gov/omb/e-gov/fea/.
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Appendix B — Subject Matter Expert Group 2 Exercise

Appendix B provides the exercise that was given to SME Group 2. This exercise
consists of two items:
e Group 2: SME Exercise Overview PowerPoint Presentation — The researcher met
with the SME to review this presentation.
e Group 2: SME Microsoft Excel Data Collection Form — After the SME Exercise
Overview PowerPoint Presentation was reviewed, the SME entered his or her

responses to the exercise on this form.
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B-1: Group 2 SME Exercise Overview PowerPoint Presentation

o
o
5
’

Strategic Cybersecurity
at Analysis Framework
Kn Your Ene}ny, to Defeat YouE Enemy

ercise Ovennew !
& e Res@rchers Mapping of
ity Attagk Scenario fo FEA
Michele Myauo

George Washington University, PhD Candidate
Microsoft Director of Cybersecurity
melehcim@vzhoo.com, 410-258-8081 1

The following presentation reflects research conducted
in conjunction with my dissertation work at the George
Washington University.

L]
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= Background

» Research Overview
= Study Overview

= Exercise Overview

» Cybersecurity Attack Scenario
= Dwverview
* FlowchartView

= SME Exercise
* Tab1-5ME Mapping Form Instructions
* Tab 2 - 5SME Demaographic Data

= Next Steps
= Q&A
= References

Background

» George Washington University Doctoral Candidate

* Program Requirements
~ M.S + 30 credithours of Coursework
~ Presentat a Professional Conference
~ Publishin a Academic Journal
~ Successfully Defend Dissertation

» Request assistance in pilot study
~ Results will be presentedin Academic Journal Article
Programname and participants will be kept
confidential
Explores the merger of Enterprise Architecture and
Cybersecurity
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o Cyber sttasckers are successfully gsining acoess to corporste and government

networks worldwide, threatening the global economy and security of the
Mation

o Current Cybersacurity mitigation strategies focus on technicsl security
=standards compliznces and vulnersbiliiy mitigations which ars not sufficientin
protecting organizationsl asssts against live, advanced, and parsisient threst
asctors

» Live attackers respond to changesin tactics and technigues in real-time,
focusing on exploiting the waakest link in the entenprise architecturs

» Cyber attacks exploit people, process, and technology to sEal high valus
organizations| dats; thersfors, organizations must sddressdats secwrity 3= it
relates to people and their behavior, organizations| prosesses, and
technologies to mitigate cyber attacks

* This Research will demonstate how a Cybersecurity Attack Scenario
can be expressed via Enterprise Architecture to developan Enterprize
Attack Map (EAM) and how EAM can be used to conduct IT Budget
Analysis -

Research Study Overview

1. ksantify Cybsrsscurty attsck Scanario 2. Documsant Cybsrsscurty Attsck Scanario
Fags e Heasi (PTD IS akey Criterseourtsy Asad Evpress 9 Sosmario via & Flowwonar heyereging
e I oAt EoMeTETISTY. & sy oorrnionily anallainls Mkoroso® Oifoe moducs

»! =

3. Map Cybsreacurity attsck Zosnario to 4. idantity Funding Gaps

Fadaral Entarpriss architscturs [FEL) Uss AN 0 arialyze Irpassrnans 3o ety the
Suinpect Mamer Sxngers (SMES) will mag Te B ourmanit porsiolio of furding e Faderal T
Scanari 10 e FEA Susnms Satiranos Moo [Dasmriooan associa Wi e ST Smner

(BRM) 2.0 oesting & Enterprise ATsck Map (EARY
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Exercise Overview

The following slides provide instructions forreviewing and
validating the researcher's mapping of the CyberAttack
Scenariotothe FEA BRM 3.0 Services

Thi= willinclude:
» Reviewing the Cybersecurity Attack Scenario
» Reviewing the 206 Services and Service definitions ofthe FEA
BRM
» Reviewing the Researcher's Mapping ofthe Cybersecurity Aftack
Scendrio to the FEA BRM 3.0 Services:
= SMEs are asted to indicate whether or not hel/she agrees with the
Researcher's mappingand to provide alternative mappings if
appropriate

Cybersecurity Attack Scenario Overview

* The Pass the Hash Attack Scenanio is identifisd in academis, government and
industry litersturs 35 3 common ateck technigus

Figure 3: Pass the Hash Technbqus
firagdax £ S'mos, 3T

1 AZacker tErgsts wonshElons o0
=

2 Usar noniing =5 locsl 3dmn
COTEROMEed, Shader MEness
creseiEk

3 Afacksr uses crecenilals for
lZ=ral mosment  or pridiege
escalation

4 ASacker 3cguires domaln admin
creteniiEks

5 AZzcker sians swercking Tl
cortrol of dat3 and sysEms
e ennircrrmeg

=g
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» The Pass the Hash Attack Soenanio is provided in 3 Flowchart View

Cybersecurity Attack Scenario Flowchart View

Iaaiagr
S A e

i frwr

s b s

Tabs 1 & 2 - SME Mapping Form Instructions

Step 1: Indicate Agreement with Researcher Mapping

Servicesin Tab f

» Tha FEABRM 3.0 S=rvices and Service ars located in Columns A & B:
= Column A provides the Service nams
Ciolumn B pravides the Service definition

Service associated with the attagk scenario.

are inno particulsr order

»  Foreachrow, in Column H indicats whether or not you agres with the
researchers mappings of Primany and Secondany FEABRM 2.0 Sarvices.
Indiicate your selection with:

T TYesTif you sgres with the mapping
"M if you do not agree with the mapping

* Review the Ressarcher's mapping of the attack scenano to the FEABRM 1.0

= The "X in Column C indicates the Ressarchers mapping of the Primany

T The "X in Colwmns 0 throwgh G indicate up to fowr Secondany Services
the Rlessarcher believes are associzted with the attack scenarnio. Thess

10
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Tabs 1 & 2 - SME Mapping Form Instructions (Cont.

Step 2: Provide Alternative Mapping(s}
I youw agreed with the Researcher's mapping(s) in Column H by indicaiing “Yes, " yow
do not nesd fo complefe Column | for that row. For any rows in which pow indicaied
“Mo® in Column H plesss complefe Column |
» By indicating "Mo” in Column H you have indicated thatyow do MOT agres with the
ressarchar's mapping and would like to sslect an slternative FEABRM 2.0 Sarvice]
Mappingg.
»  Alternative FEA BRM 2.0 Services ars provided Tab 2
= | Ciolumin |:
= Indicats the Primany Service associsted with the attack scenano. Sslect ons
sarvice, indicste selection by typing the “Service Mame” located in Column |
Completion of this fisld is reguirsd
Indicate up to fowr Secondany Services assocised with the attack scanario.
Select one service per column, Sslection of Secondan Services ars optionsl;
therefors, if you do not f2el other servioes are applicable no entryfizs) isans
nesded

Step 3: Prowvide Time to Complete Exercise
* |n Column J indicats the time it took you to complete the sxercze. Pleasse provids

time to the nearest minute. For example 1 howr 5 minwtes -

Tab 3 - SME Demographic Data

All SMEs will remain anocnymous. Inorder to characterize the data,

you are asked to complete a few demegraphic guestions:

v |pCodwmn A youw will find Aress of Expartize {i.e., Cybersecurnity; Enterprise
Architecture; Systems Enginssring other than EA; Information Technology
other than Cybersecurity)

= Asspristed definitions of these Areas of Expertize ars in Column B. In
Coodumn C plesss indicate each ares you have expertise in. Indicats your
salaction with an "X

» By placing an "X in Column &, you have indicated thatyow hawve expertise in

this are3

= Forthe selected ares of expertise, please indicat the number of years of
experience you have in 2ach sector {i.e., Gowvernment, Private, and
Academia) bocated in Columns O, E, and F
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* Complete the SME Exercise
= Tabs 1 & 2 - SME Mapping Form Instructions
* Tab 3 - SME Demographic Data

* Arrange Exercise Pick-Up Logistics
» Email completed forms to melehcim@yahoo.com OR
» | can pick them up a location of your convenience

1z

= Simos, Mark, and Patrick Jungles. 2013. “Passthe Hash and Other
Credential Theft and Reuse: Mitigating the Risk of Lateral Movement and
Privilege.” Paper presented at Blackhat US4 Las Vegas, NV, July 27-
August 1, 2013, Accessed September 20, 2013.
https- e blackhat. com/us-13/archives. htmBESimos
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B-2: Group 2 Microsoft Excel Data Collection Form
Review & Validate the Researcher’s Mapping of the Cyber-Attack Scenario to
FEA

Instructions

In this exercise you will be asked to review and validate the researcher's mapping of the provided

cyber-attack scenario to the Federal Enterprise Architecture (FEA) Business Reference Model

(BRM) 3.0 Services.

=  The cyber-attack scenario is located on Slides 8 and 9 of the provided PowerPoint
presentation.

=  The researcher's mapping of the cyber-attack scenario to FEA BRM 3.0 services is provided
in the table below.

Step 1: Indicate your agreement with the researcher’s mapping.
= Review the cyber-attack scenario on Slides 8 and 9 of the provided PowerPoint
presentation. The researcher has mapped the cyber-attack scenario located in the provided
PowerPoint presentation to FIVE of the 206 FEA BRM 3.0 services. The researcher's mapping
is provided in the table below:
~ Column A provides the service name.
Column B provides the service definition.
The “X” in Column C indicates the Primary service the researcher believes is associated
with the attack scenario.
The “X” in Columns D through G indicates up to four Secondary services the researcher
believes are associated with the attack scenario. These are in no particular order.
=  Please review the researcher’s mapping provided in the table below. For each of the five
rows, in Column H, indicate whether you agree with the mappings. Indicate your selection
with:
“Yes” if you agree with the mapping, or
“No” if you do not agree with the mapping.

Step 2: Provide alternative mapping(s).

= If you agreed with the researcher’s mapping(s) in Column H by indicating “Yes,” you do not
need to complete Column | for that row. For any rows in which you indicated “No” in
Column H, please complete Column I.

=  You may select ONE alternative BRM service for each row in which you have "No" in Column
H. Depending on your response in Column H, you may select up to FIVE total alternative
BRM services. In Tab 2, "Alternative BRM Services," you will find the list of alternative BRM
3.0 services that you may choose from to map to the cyber-attack scenario. Please indicate
the alternative BRM 3.0 service you believe maps to the attack scenario below in Column I.

~ Indicate the Primary service associated with the attack scenario. Select one service and

indicate the selection by typing the service name located in Column I.

Indicate up to four Secondary services associated with the attack scenario. Select one

service per column. Selection of Secondary services is optional; therefore, if you do not

believe other services are applicable, no entry is needed.

Step 3: Provide time to complete the exercise.
= |n Column J, indicate the time it took you to complete the exercise. Please provide the time

to the nearest minute. For example, you could enter 1 hour 5 minutes.

Step 4: Complete demographic information.
=  Please complete the demographic information located in Tab 3 of this Excel file.
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Column A

Service
Name

649-Access
Control

Column B

Service
Definition

Access Control
defines the
capabilities to
support the
management of
permissions for
logging onto a
computer,
application,
service, or
network. It also
includes user and
role/privilege
management.

Primar

% y Services
Service

Secondar

Column H

Step 1:
Indicate
Agreement
with
Researcher
’s Mapping

Column |

Step 2:
Provide
Alternativ
e
Mapping(
s) if
Necessary

Column

Step 3:
Provide
Time to
Complet
e the
Entire
Exercise

Please
enter
response
here

648-
Identification
and
Authenticati
on

Identification
and
Authentication
defines the
capabilities to
support
obtaining
information
about those
parties
attempting to log
on to a system or
application for
security
purposes and the
validation of
those users.

337-
Credential
Issuance and
Management

Credential
Issuance and
Management
includes
researching,
tracking, and
providing user
access
credentials
(logical and
physical) and
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associated
security features
for the
protection of
federal
information and
information
systems from
unauthorized
access, use,
disclosure,
disruptions,
modification, or
destruction, as
well as the
creation and
implementation
of related
security policies,
procedures, and
controls. This
includes
background
checks and
related
personnel
security
management
services.

315-Threat
and
Vulnerability
Management

Threat and
Vulnerability
Management
involves all
functions
pertaining to the
protection of
federal
information and
information
systems from
unauthorized
access, use,
disclosure,
disruptions,
modification, or
destruction, as
well as the
creation and
implementation
of security
policies,
procedures, and
controls. This
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includes all risk
and controls
tracking for IT

systems.
650- Cryptography
Cryptography | defines the

capabilities to
support the use
and
management of
ciphers, including
encryption and
decryption
processes, to
ensure
confidentiality
and integrity of
data.
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Below is the list of alternative BRM 3.0 services from which you may choose to map to the cyber-
attack scenario.

Service Name ‘ Service Definition
I
001-Homeownership Homeownership Promotion includes activities devoted to assisting
Promotion citizens interested in buying homes and educating the public about the
benefits of homeownership.
002-Community and Community and Regional Development involves activities designed to
Regional Development assist communities in preventing and eliminating blight and

deterioration, to assist economically distressed communities, and to
encourage and foster economic development through improved public
facilities and resources.

004-Postal Services Postal Services provide for the timely and consistent exchange and
delivery of mail and packages between businesses, organizations, and
residents of the United States or between businesses, organizations,
and residents of the United States and the rest of the world. It also
includes the nationwide retail infrastructure required to make Postal
Services easily accessible to customers.

005-Criminal Incarceration Criminal Incarceration includes activities associated with the housing,
custody, and general care of criminals serving time in penitentiaries,
including self-improvement opportunities.

006-Criminal Rehabilitation | Criminal Rehabilitation includes all government activities devoted to
providing convicted criminals with the educational resources and life
skills necessary to rejoin society as responsible and contributing
members, including work and treatment opportunities.

008-Disaster Preparedness Disaster Preparedness and Planning involves developing response

and Planning programs to be used in case of a disaster as well as pre-disaster
mitigation efforts to minimize the potential for loss of life and property.
This involves developing emergency management programs and
activities, staffing and equipping regional response centers, and
mitigating focused construction and preparation.

009-Disaster Repair and Disaster Repair and Restore involves the immediate actions taken to
Restore respond to a disaster and the cleanup and restoration activities that
take place after a disaster. These actions include, but are not limited to,
providing mobile telecommunications, operational support, power
generation, search and rescue, and medical life-saving actions. It also
involves cleaning up and rebuilding homes, buildings, roads,
environmental resources, or infrastructure that may be damaged due to
a disaster.

010-Emergency Response Emergency Response involves the immediate actions taken to respond
to a disaster. These actions include, but are not limited to, providing
mobile telecommunications, operational support, power generation,
search and rescue, and medical life-saving actions.

011-Business and Industry Business and Industry Development supports activities related to
Development creating economic and business opportunities and stimulus, and
promoting financial and economic stability for corporations and citizens
involved in different types of business.

012-Intellectual Property Intellectual Property Protection involves all activities to protect and
Protection promote the ownership of ideas and control over the tangible or virtual
representation of those ideas, including inventions and discoveries;
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literary and artistic works; and symbols, names, images, and designs
used in commerce.

013-Financial Sector
Oversight

Financial Sector Oversight involves regulating private sector firms and
markets (e.g., stock exchanges and corporations) to protect investors
from fraud, monopolies, and illegal behavior. This also includes deposit
protection.

014-Industry Sector Income
Stabilization

Industry Sector Income Stabilization involves all programs and activities
devoted to assisting adversely impacted industrial sectors (e.g., farming
and commercial transportation) to ensure the continued availability of
their services for the American public and the long-term economic
stability of these sectors.

015-Elementary, Secondary,
and Vocational Education

Elementary, Secondary, and Vocational Education refers to the
provision of education in elementary subjects (e.g., reading, writing,
and arithmetic); education provided by a high school or college
preparatory school; and vocational and technical education and
training.

016-Higher Education

Higher Education refers to education beyond the secondary level;
specifically, education provided by a college or university.

017-Cultural and Historic
Preservation

Cultural and Historic Preservation involves all activities performed by
the federal government to collect and preserve information and
artifacts important to the culture and history of the United States and
its citizenry and the education of U.S. citizens and the world.

018-Cultural and Historic
Exhibition

Cultural and Historic Exhibition includes all activities undertaken by the
U.S. government to promote education through the exhibition of
cultural, historical, and other information, archives, art, etc.

019-Energy Manufacturing

Energy Manufacturing involves all activities devoted to ensuring the
availability of an adequate supply of energy for the United States and its
citizens. It includes all types of mass-produced energy (e.g.,
hydroelectric, nuclear, wind, solar, or fossil fuels) and oversight of
private industry.

020-Energy Conservation
and Preparedness

Energy Conservation and Preparedness involves protecting energy
resources from overconsumption to ensure the continued availability of
fuel resources and to promote environmental protection. This line of
business also includes measures taken to ensure the provision of energy
in the event of an emergency.

021-Energy Resource
Management

Energy Resource Management involves managing and overseeing
energy producing resources including facilities, dams, land, and offshore
resources.

022-Energy Production

Energy Production involves transforming raw energy resources into
useable, deliverable energy.

023-Environmental
Monitoring and Forecasting

Environmental Monitoring and Forecasting involves observing and
predicting environmental conditions. This includes, but is not limited to,
monitoring and forecasting water quality, water levels, ice sheets, air
quality, regulated and nonregulated emissions, as well as the
observation and prediction of weather patterns and conditions.

024-Environmental
Remediation

Environmental Remediation supports the immediate and long-term
activities associated with correcting and offsetting environmental
deficiencies or imbalances, including restoration activities.

025-Pollution Prevention
and Control

Pollution Prevention and Control includes activities associated with
identifying appropriate pollution standards and controlling levels of
harmful substances emitted into the soil, water, and atmosphere from
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man-made sources. Environmental mitigation projects are also included
in this business line.

026-Scientific and

Technological Research and

Innovation

Scientific and Technological Research and Innovation includes all federal
activities that have a goal to create new scientific and/or technological
knowledge, without a specific link to the other LoBs or Services of the
BRM.

NOTE: Research and development programs that directly support
another service for citizen should not be included here.

027-Space Exploration and
Innovation

Space Exploration and Innovation includes all activities devoted to
innovations directed at human and robotic space flight and the
development and operation of space launch and transportation
systems, and the general research and exploration of outer space

033-Border and
Transportation Security

Border and Transportation Security includes appropriately facilitating or
deterring entry and exit of people, goods, and conveyances at and
between U.S. ports of entry, as well as ensuring the security of
transportation and infrastructure networks, facilities, vehicles, and
personnel within the United States.

034-Key Asset and Critical
Infrastructure Protection

Key Asset and Critical Infrastructure Protection involves assessing key
asset (e.g., bridge, power grid, dam, and subways) and critical
infrastructure vulnerabilities and taking direct action to mitigate
vulnerabilities, enhance security, and ensure continuity and necessary
redundancy in government operations and personnel.

036-Retirement and
Disability Benefits

Retirement and Disability Benefits involves developing policies and
managing retirement benefits, pension benefits, and income security
for those who are retired or disabled (excluding veteran benefits).

037-Unemployment
Compensation

Unemployment Compensation provides income security to those who
are no longer employed, while they seek new employment.

038-Housing Assistance

Housing Assistance involves developing and managing programs that
provide housing to those who are unable to provide housing for
themselves, including the rental of single-family or multifamily
properties, and managing and operating federally supported housing
properties.

039-Food and Nutrition
Assistance

Food and Nutrition Assistance involves developing and managing
programs that provide food and nutrition assistance to those members
of the public who are unable to provide for such needs themselves.

040-Survivor Compensation

Survivor Compensation provides compensation to the survivors of
individuals currently receiving or eligible to receive benefits from the
federal government. This includes, but is not limited to, survivors, such
as spouses or children, of veterans or wage earners eligible for social
security payments.

041-Foreign Affairs

Foreign Affairs refers to those activities associated with the
implementation of foreign policy and diplomatic relations, including the
operation of embassies, consulates, and other posts; ongoing
membership in international organizations; the development of
cooperative frameworks to improve relations with other nations; and
the development of treaties and agreements.

043-Global Trade

Global Trade refers to those activities the federal government
undertakes to advance worldwide economic prosperity by increasing
trade through the opening of overseas markets and freeing the flow of
goods, services, and capital.

044-Fugitive and Criminal
Apprehension

Criminal Apprehension involves activities associated with the tracking,
arrest, detention, and transportation of groups or individuals
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responsible and believed to be responsible for committing federal
crimes.

045-Criminal Investigation
and Surveillance

Criminal Investigation and Surveillance includes collecting evidence
required to determine responsibility for a crime. This also includes
monitoring and questioning affected parties.

047-Crime Prevention

Crime Prevention entails all efforts designed to create safer
communities through the control and reduction of crime by addressing
the causes of crime and reducing opportunities for crimes to occur.

048-Leadership Protection

Leadership Protection involves all activities performed to protect the
health and well-being of the president, vice president, their families,
foreign leaders and dignitaries, federal judges, and other high-level
government officials.

050-Substance Control

Substance Control supports activities associated with the enforcement
of laws regarding legal substances (i.e., alcohol and tobacco) and illegal
narcotics, including trafficking, possession, sale, distribution, and other
related activities.

051-Judicial Hearings

Judicial Hearings includes activities associated with proceedings (usually
by a court of law) where evidence is taken for the purpose of
determining an issue of fact and reaching a decision based on that
evidence.

052-Legal Defense

Legal Defense includes those activities associated with the
representation of a defendant in a criminal or civil proceeding.

053-Legal Investigation

Legal Investigation includes activities associated with gathering
information about a given party (e.g., government agency, citizen, or
corporation) that would be admissible in a court of law in an attempt to
determine a legal question or matter.

054-Legal Prosecution and
Litigation

Legal Prosecution and Litigation includes all activities involved with
presenting a case in a legal proceeding, both in a criminal or civil court
of law, in an attempt to prove guilt/responsibility.

055-Resolution Facilitation

Resolution Facilitation refers to those activities outside a court of law,
such as mediation and arbitration, which may be used to settle a
dispute between two or more parties (e.g., government agency, citizen,
or corporation).

056-Water Resource
Management

Water Resource Management includes all activities that promote the
effective use and management of the nation’s water resources. NOTE:
Environmental protection of water resources is also included.

057-Conservation, Marine,
and Land Management

Conservation, Marine, and Land Management involves surveying,
maintaining, and operating public lands and monuments, as well as
activities devoted to ensuring the preservation of land, water, wildlife,
and natural resources, both domestically and internationally. It also
includes the sustainable stewardship of natural resources on federally
owned/controlled lands for commercial use (e.g., mineral mining,
grazing, forestry, fishing, etc.).

058-Recreational Resource
Management and Tourism

Recreational Resource Management and Tourism involves managing
national parks, monuments, and tourist attractions, as well as visitor
centers, campsites, and park service facilities.

060-Air Transportation

Air Transportation involves the activities related to the safe passage of
passengers or goods through the air. It also includes command and
control activities related to the safe movement of aircraft through all
phases of flight for commercial and military operations.
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061-Ground Transportation

Ground Transportation involves the activities related to ensuring the
availability of transit and the safe passage of passengers and goods over
land.

062-Water Transportation

Water Transportation involves the activities related to ensuring the
availability of transit and the safe passage of passengers and goods over
sea and water.

063-Space Operations

Space Operations involves the activities related to the safe
launches/missions of passengers or goods into aerospace, including
commercial, scientific, and military operations.

064-Training and
Employment

Training and Employment includes programs of job or skill training,
employment services and placement, and programs for nonfederal
employees to promote the hiring of marginal, unemployed, or low-
income workers.

065-Labor Rights
Management

Labor Rights Management refers to those activities undertaken to
ensure that employees and employers are aware of and comply with all
statutes and regulations concerning labor rights, including those
pertaining to wages, benefits, safety and health, whistleblowers, and
nondiscrimination policies for nonfederal employees.

066-Worker Safety

Worker Safety refers to those activities undertaken to save lives,
prevent injuries, and protect the health of America's workers.

070-General Purpose Data
and Statistics

General Purpose Data and Statistics includes activities performed to
provide empirical, numerical, and related data and information
pertaining to the current state of the nation in areas such as the
economy, labor, weather, and international trade.

077-Inspection and Auditing

Inspections and Auditing involves methodically examining and reviewing
regulated activities to ensure compliance with standards for regulated
activity. This can include (but does not have to include) firearms,
explosives, and controlled substances inspections and auditing.

079-Permits and Licensing

Permits and Licensing involves activities associated with granting,
revoking, and managing the documented authority necessary to
perform a regulated task or function.

101-Budget Formulation

Budget Formulation involves all activities undertaken to determine
priorities for future spending and to develop an itemized forecast of
future funding and expenditures during a targeted period of time. This
includes collecting and using performance information to assess the
effectiveness of programs and develop budget priorities.

103-Enterprise Architecture

Enterprise Architecture is an established process for describing the
current state and defining the target state and transition strategy for an
organization’s people, processes, and technologies.

104-Strategic Planning

Strategic Planning entails determining annual and long-term goals and
identifying the best approach for achieving those goals.

105-Budget Execution

Budget Execution involves the legal (apportionment) and managerial
(allotment and sub-allotment) distribution of budget authority to
achieve results consistent with the formulated budget.

106-Workforce Planning

Workforce Planning involves the processes for identifying the workforce
competencies required to meet the agency’s strategic goals and for
developing the strategies to meet those requirements.

108-Customer Services

Customer Services supports activities associated with providing an
agency’s customers with information regarding the agency’s service
offerings and managing the interactions and relationships with those
customers.
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113-Public Comment
Tracking

Public Comment Tracking involves soliciting, maintaining, and
responding to public comments regarding proposed regulations.

115-Rule Publication

Rule Publication includes all activities associated with the publication of
a proposed or final rule in the Federal Register and Code of Federal
Regulations.

116-Debt Collection

Debt Collection supports activities associated with the collection of
money owed to the U.S. government from both foreign and domestic
sources.

118-Federal Asset Sales

Federal Asset Sales encompasses the activities associated with the
acquisition, oversight, tracking, and sale of non-internal assets managed
by the federal government with a commercial value and sold to the
private sector.

119-Facilities, Fleet and
Equipment Management

Facilities, Fleet, and Equipment Management involves maintaining,
administrating, certifying, and operating office buildings, fleets,
machinery, and other capital assets that are the responsibility of the
federal government.

120-Help Desk Services

Help Desk Services involves managing a service center to respond to
government and contract employees' technical and administrative
questions.

121-Security Management

Security Management involves the physical protection of an
organization’s personnel, assets, and facilities (including security
clearance management). NOTE: Activities related to securing data and
information systems are addressed under additional services in the
"810-Cyber Security Services" Function.

122-Travel

Travel involves the activities associated with planning, preparing, and
monitoring of business-related travel for an organization’s employees.

124-Accounting

Accounting entails accounting for assets, liabilities, fund balances,
revenues, and expenses associated with the maintenance of federal
funds and expenditure of federal appropriations (e.g., salaries and
expenses, operations and maintenance, procurement, working capital,
and trust funds) in accordance with applicable federal standards (e.g.,
FASAB, Treasury, OMB, and GAO).

126-Payments

Payments includes disbursing federal funds, via a variety of
mechanisms, to federal and private individuals, federal agencies, state,
local and international governments, and the private sector, to effect
payment for goods and services, or distribute entitlements, benefits,
grants, subsidies, loans, or claims.

127-Collections and

Collections and Receivables includes providing deposits, fund transfers,

Receivables and receipts for sales or service.
129-Reporting and Reporting and Information includes providing financial information and
Information reporting and analyzing financial transactions.

139-IT Infrastructure
Maintenance

IT Infrastructure Maintenance involves planning, designing, and
maintaining an IT infrastructure to effectively support automated needs
(e.g., platforms, networks, servers, and printers).

143-Goods and Services
Acquisition

Goods and Services Acquisition involves procuring physical goods,
products, and capital assets to be used by the federal government and
overseeing and/or managing contractors and service providers from the
private sector.

144-Inventory Control

Inventory Control refers to tracking information related to procured
assets and resources with regard to quantity, quality, and location.

145-Logistics Management

Logistics Management involves planning and tracking personnel and
their resources in relation to their availability and location.
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176-Legislative Functions

Legislative Functions includes the processes associated with the
legislative branch (i.e., Congress), except for the Tax Court, the Library
of Congress, and the Government Printing Office revolving fund.

180-Taxation Management

Taxation Management includes activities associated with the
implementation of the Internal Revenue Code and the collection of
taxes in the United States and abroad.

211-Operational Defense

Operational Defense involves linking tactics and strategy by establishing
operational objectives needed to accomplish the strategic objectives,
sequencing events to achieve the operational objectives, initiating
actions, and applying resources to bring about and sustain these events.

212-Tactical Defense

Tactical Defense involves focusing on the ordered arrangement and
maneuver of combat elements in relation to each other and to the
enemy to achieve combat objectives.

217-Access to Care

Access to Care focuses on access to appropriate care. This includes
streamlining efforts to receive care; ensuring care is appropriate in
terms of type, care, intensity, location, and availability; providing
seamless access to health knowledge; enrolling providers; performing
eligibility determination; and managing patient movement. It can
include aid to families with children, immunization programs, and child
support enforcement.

228-Labor Relations

Labor Relations manages the relationship between the agency and its
unions and bargaining units. This includes negotiating and administering
labor contracts and collective bargaining agreements; managing
negotiated grievances; and participating in negotiated third-party
proceedings.

247-Healthcare
Administration

Healthcare Administration assures that federal healthcare resources are
expended effectively to ensure quality, safety, and efficiency. This
includes managing healthcare quality, cost, workload, utilization, and
fraud/abuse efforts.

248-Healthcare Delivery
Services

Healthcare Delivery Services provides and supports the delivery of
health care to its beneficiaries. This includes assessing health statuses;
planning health services; ensuring quality of services and continuity of
care; and managing clinical information and documentation. It can
include aid to families with children, immunization programs, and child
support enforcement.

249-Healthcare Research
and Practitioner Education

Healthcare Research and Practitioner Education fosters advancement in
health discovery and knowledge. This includes developing new
strategies to handle diseases; promoting health knowledge
advancement; identifying new means for delivery of services, methods,
decision models, and practices; making strides in quality improvement;
managing clinical trials and research quality; and providing for
practitioner education.

251-Staffing and Recruiting

Staffing and Recruiting establishes procedures for attracting and
selecting high-quality, productive employees with the right skills and
competencies, in accordance with merit system principles. This includes
establishing an applicant evaluation approach (which may include drug
and alcohol testing); announcing the vacancy; sourcing and evaluating
candidates against the competency requirements for the position;
initiating pre-employment activities; and hiring employees.
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254-Employee Benefits and
Compensation

Employee Benefits and Compensation involves designing, developing,
and implementing benefits and compensation programs that attract,
retain, and fairly compensate agency employees. This service includes
establishing and communicating benefits programs; processing benefits
actions; and interacting as necessary with third-party benefits
providers. It also includes developing and implementing compensation
programs; administering bonus and monetary awards programs;
administering pay changes; managing time, attendance, leave, and pay;
and managing payroll. In addition, it involves designing, developing, and
implementing pay-for-performance compensation programs to
recognize and reward high performance, with both base pay increases
and performance bonus payments.

255-Employee Performance
Management

Employee Performance Management involves designing, developing,
and implementing a comprehensive performance management
approach to ensure agency employees are demonstrating competencies
required of their work assignments. It includes designing, developing,
and implementing a comprehensive performance management strategy
that enables managers to make distinctions in performance and links
individual performance to agency goals and missions. This service also
includes managing employee performance at the individual level and
evaluating the overall effectiveness of the agency’s employee
development approach.

256-Employee Relations

Employee Relations includes designing, developing, and implementing
programs that strive to maintain an effective employer—employee
relationship that balances the agency’s needs against its employees’
rights. This service includes addressing employee misconduct;
addressing employee performance problems; managing administrative
grievances; providing employee accommodation; administering
employee assistance programs; participating in administrative third-
party proceedings; and determining candidate and applicant suitability.

257-Separation
Management

Separation Management includes conducting efficient and effective
employee separation programs that assist employees in transitioning to
nonfederal employment; facilitating the removal of unproductive,
nonperforming employees; and assisting employees in transitioning to
retirement.

259-Budget and
Performance Integration

Budget and Performance Integration involves aligning federal resources
allocated through budget formulation, execution, and management
actions with examinations of program objectives, performance, and
demonstrated results, such as Program Performance Assessments,
Government Performance Results Act (GPRA) plans and reports,
performance-based agency budget submissions, and Financial
Management Cost Accounting and Performance Measurement data.

260-Tax and Fiscal Policy

Tax and Fiscal Policy encompasses analyzing the implications for
economic growth and stability in the United States and the world of
federal tax and spending policies. This includes assessing the
sustainability of current programs and policies, the best means for
raising revenues, the distribution of tax liabilities, and the appropriate
limits on debt.

263-System and Network
Monitoring

System and Network Monitoring supports all activities related to the
real-time monitoring of systems and networks for optimal performance.
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271-Promote Educational
Excellence
NEW IN 2012

Promote Educational Excellence refers to activities undertaken by the
U.S. government to evaluate educational programs, collect data on
America’s schools, and disseminate information and research.

272-Energy Technology
Development
NEW IN 2012

Energy Technology Development encompasses the activities that apply
the results of scientific research in order to design, develop, and test
new technologies, components, and processes. This function focuses on
the development of prototypes and pilots for wide-scale technologies
and components that can be mass produced by private-sector partners.
The fabrication of one-time components used in very specific research
techniques is an activity within the General Sciences and Innovation
LOB.

279-Battlespace Networks
NEW IN 2012

Battlespace Networks includes activities that extend “commercial-like”
IT infrastructure to meet the connectivity and interoperability needs of
deployed and mobile warfighting capabilities. This function focuses on
information transport and computing and enterprise services
capabilities for the tactical edge users. It includes tactical edge networks
and gateways to enable end-to-end connectivity between battlespace
networks and IT infrastructure capabilities.

280-Command and Control
NEW IN 2012

Command and Control includes activities that facilitate the exercise of
authority and direction by a properly designated commander or
decision maker over assigned and attached forces and resources in the
accomplishment of the mission. It includes aligning or synchronizing
interdependent and disparate entities to achieve unity of effort;
understanding information about the environment and situation to aid
in decision making; establishing a framework and selecting a course of
action to employ resources to achieve a desired outcome/effect; and
observing and assessing events/effects of a decision.

281-Force Application
NEW IN 2012

Force Application includes activities that integrate the use of maneuver
and engagement in all environments and create the effects necessary
for achieving DoD mission objectives. Maneuver is the ability to move to
a position of advantage in all environments in order to generate or
enable the generation of effects in all domain and information
environments. Engagement is the ability to use kinetic and non-kinetic
means in all environments to generate the desired lethal and/or
nonlethal effects from all domains and information environments.

282-Protection
NEW IN 2012

Protection involves protecting citizens, leadership, and property;
protecting the general population of the United States, president, vice
president, their families, foreign leaders and dignitaries, and other high-
level government officials from criminal activity; and ensuring the
security of civilian and government property as well as foreign
diplomatic missions.

284-Force Training
NEW IN 2012

Force Training includes developing, enhancing, adapting, and sustaining
the capacity to perform specific functions and tasks, during and in
preparation for wartime and conflicts, in order to improve the individual
or collective performance of personnel, units, forces, and staffs. These
activities include, but are not limited to, training in unit force and
operations of weapon systems. This does not include general
professional development or training.

301-Force Allocation
NEW IN 2012

Force Allocation includes application and management. It involves
integrating the use of maneuver and engagement in all environments to
create the effects necessary for achieving mission objectives and
integrating new and existing human and technical assets from across
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the total force and its mission partners, during and in preparation for
wartime and conflicts, to make the right capabilities available at the
right time/place to support national security.

302-Nuclear Weapons
Stockpile Oversight
NEW IN 2012

Nuclear Weapons Stockpile and Oversight includes all processes around
counting, tracking, transferring, securing, and decommissioning various
weapons that contain nuclear materials.

303-Social Security Benefits

Social Security Benefits includes all direct transfers to individuals and
involves disbursing funds from the federal government directly to
beneficiaries who satisfy federal eligibility requirements with no
restrictions imposed on the recipient as to how the money is spent.
Purposes include retirement, survivors, and old age/supplemental
security income (needs-based).

304-Immigration and
Naturalization

Immigration and Naturalization includes all activities for tracking and
granting official status to all nonnative, non-U.S. citizens, including
refugees, naturalized citizens, and legal and illegal immigrants.

305-Counterintelligence

Counterintelligence includes planning, collecting, processing, analyzing,
producing, and disseminating contrary intelligence

306-Arms Control

Arms Control includes all activities for managing both legal and illegal
weapons in accordance with state, federal and international law.

308-Environmental Waste
Management

Environmental Waste Management includes activities associated with
identifying appropriate pollution standards and controlling levels of

harmful substances emitted into the soil, water, and atmosphere from
man-made sources. It also includes environmental mitigation projects.

309-Environmental Site
Stewardship

Environmental Site Stewardship supports the immediate and long-term
activities associated with correcting and offsetting environmental
deficiencies or imbalances, including restoration activities at facilities
under the stewardship of the federal government.

310-Food and Drug Quality
and Safety

Food and Drug Quality and Safety assesses quality indicators and safety
metrics as a means to protect and promote the health of the general
population. This includes monitoring humans, animals, animal products,
and plants, as well as tracking the spread of diseases and pests. It also
includes evaluating food- and drug-related incidents to assess the
potential risks and dangers; educating the consumer and the general
population; and facilitating health promotion and disease and injury
prevention.

311-Vocational
Rehabilitation

Vocational Rehabilitation includes all government activities devoted to
providing educational resources and life skills necessary to rejoin society
as responsible and contributing members.

312-Navigation

Navigation includes all means for the representation of position
information through the use of attributes such as elevation, latitude,
and longitude coordinates. This includes land-based and space-based
geo-positioning technologies and services.

313-Population Health
Management

Population Health Management assesses health indicators as a means
to protect and promote the health of the general population. This
includes monitoring the health, health planning, and health
management of humans, animals, animal products, and plants, as well
as tracking the spread of diseases and pests. It also includes evaluating
consumer products, drugs, and foods to assess the potential risks and
dangers; educating the consumer and the general population; and
facilitating health promotion and disease and injury prevention.
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314-Assistive Technology
Services

Assistive Technology Services includes hardware and software that
helps people who are physically or visually impaired, as well as ensuring
that electronic and information technology is accessible to people with
disabilities, including employees and members of the public (i.e., 508
Compliant). This includes developing standards for all electronic and
information technology, upon which assistive technology services
depend, regardless of whether there is an individual with the need for
assistive technology services.

316-Continuous Monitoring

Continuous Monitoring includes all activities related to the real-time
monitoring of security controls employed within or inherited by a
system (see Appendix G of NIST Special Publication 800-37).

317-Data Integrity and
Privacy Management

Data Integrity and Privacy Management involves coordinating data
collection, storage, dissemination, and destruction, as well as managing
the policies, guidelines, and standards regarding data management, so
that data quality is maintained and information is shared or available in
accordance with the law and best practices.

318-Business Analytics

Business Analytics includes all forms of data analysis of extremely large,
complex data sets (big data) that are manipulated for business (mission)
consumption.

319-Regulatory Compliance

Regulatory Compliance includes activities associated with the direct
monitoring and oversight of a specific industry or mission sector
participating in a regulated activity, including sector-specific standard
setting/reporting guideline development. It also includes developing
sector-specific regulations, policies, and guidance to implement laws,
including public comment and tracking, regulatory creation, and rule
publication.

320-Credit and Insurance

Credit and Insurance includes providing protection to individuals or
entities against specified risks, loan guarantees, and direct loans. The
specified protection generally involves risks that private sector entities
are unable or unwilling to assume or subsidize and where the provision
of insurance is necessary to achieve social objectives.

321-Regulatory
Enforcement

Regulatory Enforcement includes activities associated with the direct
enforcement of a specific industry or mission sector participating in a
regulated activity using inspections and auditing. It also includes
activities associated with developing sector specific regulations, policies,
and guidance to implement laws, including public comment and
tracking, regulatory creation, and rule publication.

322-Public Communications
Infrastructure

Public Communications Infrastructure includes the management and
stewardship of a type of information by the federal government and/or
the creation of physical communication infrastructures on behalf of the
public in order to facilitate communication. This includes managing the
nation's spectrum assets.

323-Intelligence,
Surveillance, and
Reconnaissance

Intelligence, Surveillance, and Reconnaissance (ISR) refers to the ability
to understand dispositions and intentions as well as characteristics and
conditions of the operational environment that bear on national and
military decision making. ISR also defines the ability to conduct activities
to meet the intelligence needs of national and military decision makers.
It also includes ISR planning/direction, collection,
processing/exploitation, analysis and production, and dissemination.
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324-Adjudicate Nonjudicial
Requests

Adjucate Nonjudicial Requests includes determining the applicability of
relevant statutes, regulations, standards, or policies to a specific
individual or organization’s actions or requests. It also includes those
activities outside a court of law, such as mediation and arbitration,
which may be used in an attempt to settle a dispute between two or
more parties (e.g., government agency, citizen, or corporation).

325-Information Discovery

Information Discovery consists of all activities used to obtain
information that is not readily obtainable.

326-IT System
Development/ Integration
Support

IT System Development/Integration Support includes software services
enabling elements of distributed business applications to interoperate
and the software development necessary to facilitate such integration.
These elements can share function, content, and communications
across heterogeneous computing environments.

327-Enterprise Licenses and
Software

Enterprise Licenses and Software includes license management and
software distribution. It supports the purchase, upgrade, and tracking of
legal usage contracts for system software and applications. It also
supports the propagation, installation, and upgrade of written
computer programs, applications, and components.

328-Collect Revenues and
User Fees

Collect Revenues and User Fees supports activities associated with the
collection of money owed to the U.S. government from both foreign
and domestic sources and also involves the collection of fees assessed
on individuals or organizations for the provision of government services
and for the use of government goods or resources.

329-Continuity of
Operations

Continuity of Operations involves the activities associated with the
identification of critical systems and processes, and the planning and
preparation required to ensure that these systems and processes will be
available in the event of a catastrophic event. It also involves the
internal actions necessary to develop a plan for resuming operations
after a catastrophic event occurs. This can include contingency planning,
continuity of operations, and service recovery work.

330-Legislative Relations

Legislative Relations involves activities aimed at the development,
tracking, and amendment of public laws through the legislative branch
of the federal government. It includes tracking, testimony, proposal
development, and congressional liaison operations.

331-International Security
Assistance

International Security Assistance involves activities taken abroad to
protect and advance U.S. interests and, if deterrence fails, decisively
defeat threats to those interests.

332-Hospital and Medical
Care for Veterans

Hospital and Medical Care for Veterans assures that federal healthcare
resources for veterans are expended effectively to ensure quality,
safety, and efficiency and to support the delivery of health care to
veterans.

333-Veteran Benefits and
Services

Veteran Benefits and Services involves developing and managing
retirement benefits, pension benefits, and income security for veterans.

334-Emergency Energy
Preparedness

Emergency Energy Preparedness involves developing and implementing
policies to ensure the availability and provision of energy in the event of
an emergency.

336-Seized Asset
Management

Seized Asset Management involves the seizure, storage, administrative
tracking, and management of property seized from individuals
responsible or believed to be responsible for committing federal crimes.

338-Enterprise Search

Enterprise Search includes query capabilities, precision/recall ranking,
classification, and pattern matching.
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339-Information Mapping/
Taxonomy/Categorization

Information Mapping/Taxonomy/Categorization defines the capabilities
to support the creation and maintenance of relationships between data
entities, naming standards, and categorization and allows classification
of data and information into specific layers or types to support an
organization.

340-Collaboration Tools

Collaboration Tools are systems that allow multiple parties to interact
and share documents or data through a shared work space or
environment. Multiple parties contribute or update the shared
environment and view, update, edit, and share the files. This includes
systems such as SharePoint, MAX, Web Conferencing, Cisco, and
TelePresence).

341-Web Infrastructure

Web Infrastructure includes equipment/services to support delivery of
services over the Internet or similar networks. These include supporting
network services, which consists of protocols that define the format and
structure of data and information either accessed from a directory or
exchanged through communications, and service transport, which
consists of protocols that define the format and structure of data and
information either accessed from a directory or exchanged through
communications.

342-Energy Transportation
and Transmission

Energy Transportation and Transmission includes energy supply and
energy production, which involves all activities devoted to ensuring the
availability of an adequate supply of energy for the United States and its
citizens, as well as the transformation of raw energy resources into
useable, deliverable energy.

343-Audio/Video
Conferencing

Audio/Video Conferencing entails communication across long distances
with audio and/or video contact, which may also include graphics, data
exchange, and all necessary equipment, software, hardware, and
networks to perform these functions.

344-Web Content
Management

Web Content Management includes content authoring, content review
and approval, tagging and aggregation, content publishing, and delivery
and syndication management.

345-Management of
Government Records

Management of Government Records involves the management and
stewardship of a type of information by the federal government in
order to facilitate communication and information archival.

346-Criminal and Terrorist
Threat Mitigation

Criminal and Terrorist Threat Mitigation involves counter activities to
prevent, disrupt, weaken, eliminate, and bring to justice threats from
organized crime groups, terror networks, gangs, and drug cartels.

347-Criminal Management

Criminal Management includes various functions associated with
administering sentences of imprisonment, such as sentence
computations, transportation of criminals, and interaction with the
public.

348-Execute Court Orders

Execute Court Orders involves executing civil, criminal, and foreign
orders as directed by the court.

349-Nonproliferation and
Threat Reduction

Nonproliferation and Threat Reduction encompasses the activities
necessary to limit or prevent the spread of materials, technology, or
expertise relating to weapons of mass destruction; advance
technologies to detect the proliferation of weapons of mass destruction
worldwide; and eliminate or secure inventories of surplus fissile
materials and infrastructure usable for nuclear weapons, while working
closely with its federal, international, and regional partners.
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350-Nuclear Emergency
Management and Response

Nuclear Emergency Management and Response needs to be aligned
with defense and national security and is a significant function at
DOE/NNSA. It encompasses the services associated with the planning,
management, and response to facility emergencies and nuclear or
radiological incidents within the United States or abroad, as well as
operational planning and training to counter domestic and international
nuclear terrorism.

351-Defense Nuclear
Security

Defense Nuclear Security needs to be aligned with defense and national
security and is a significant function at DOE/NNSA. It also encompasses
the services associated with providing engineering, technical,
operational, and administrative security support and oversight to assure
effective security, including the physical, personnel, materials control
and accounting, classified and sensitive information protection, and
technical security for defense nuclear weapon programs.

352-Witness Protection

Witness Protection involves securing, relocating, and giving federal
witnesses (and their families) new identities.

353-Information Exchange
and Transformation

Information Exchange and Transformation includes the tools and
systems used to search, link, analyze, share, and transport information,
such as reports or critical mission data (i.e., NIEM, UCOR, N-DEx, SOA,
and ESB).

354-IT Strategy and
Innovation

IT Strategy and Innovation includes all activities outside of normal
strategic planning that focus on trying new approaches and new
systems and thinking about/planning IT investments in different ways.

355-Medicare

Medicare involves all activities related to the disbursement of Medicare
funds from the federal government directly to beneficiaries (individuals
or organizations) who satisfy federal eligibility requirements.

356-Medicaid

Medicaid involves all activities related to the disbursement of Medicaid
funds from the federal government directly to beneficiaries (individuals
or organizations) who satisfy federal eligibility requirements.

358-Healthcare and
Regulatory Science Research

Healthcare and Regulatory Science Research includes the application of
advanced technology and science-based standards in a regulatory
framework to support pre-market and post-market evaluation and
approval of new technologies, products, services, and manufacturing
practices.

359-Children's Health
Insurance Program

Children's Health Insurance Program (CHIP) involves all activities related
to the disbursement of CHIP funds from the federal government directly
to beneficiaries (individuals or organizations) who satisfy federal
eligibility requirements.

360-Hospital and Medical
Care for American Indians
and Alaska Natives

Hospital and Medical Care for American Indians and Alaska Natives
assures that federal healthcare resources for tribes and tribal members
are expended effectively to ensure quality, safety, and efficiency and
provides and supports the delivery of health care to American Indians
and Alaska Natives.

361-American Indian and
Alaskan Native Relations

American Indian and Alaskan Native Relations involves all activities
related to working with tribal governments, in tribal trust relationships
or supporting tribal nations through treaties and/or other legal
agreements.

362-Federal Financial
Assistance

Federal Financial Assistance refers to the transfer of money, property,
services, or anything of value, the principal purpose of which is to
accomplish a public purpose of support or stimulation authorized by
federal statute. Assistance includes, but is not limited to, grants, loans,
loan guarantees, scholarships, mortgage loans, insurance, and other
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types of financial assistance, including cooperative agreements;
property, technical assistance, counseling, statistical, and other expert
information; and service activities of regulatory agencies.

363-Federal Funds to States
and Local Governments

Federal Funds to States and Local Governments includes formula grants,
project/competitive grants (which can include fellowships, scholarships,
research grants, training grants, traineeships, experimental and
demonstration grants, evaluation grants, planning grants, technical
assistance grants, survey grants, and construction grants), state loans,
and other direct payments to state or local jurisdictions by the federal
government.

364-Counter-Proliferation
and Counterterrorism

Counter-Proliferation and Counterterrorism encompasses counter-
proliferation, counterterrorism, and nuclear threat response,
domestically and internationally, including nuclear threat identification,
nuclear forensics, and the neutralization of improvised nuclear and
radiological devices.

365-Nuclear Propulsion

Nuclear Propulsion encompasses research, design, development,
production, fuel supply, and operational support for nuclear propulsion
plants.

366-Biomedial Research

Biomedical Research includes basic, clinical, and translational research
concerned with the application of biological, physiological, sociological
principles to clinical medicine to improve human health.

367-International
Development

International Development refers to those activities related to the
implementation of development assistance programs to developing and
transitioning countries throughout the world. Development may include
technical assistance (the transfer of knowledge and expertise) and the
delivery of equipment and commodities.

368-Humanitarian Aid

Humanitarian Aid refers to those activities related to the
implementation of humanitarian assistance programs to developing and
transitioning countries throughout the world. Aid may include technical
assistance (the transfer of knowledge and expertise) and the delivery of
equipment, commodities, and urgent humanitarian assistance, including
food aid.

517-External Partner
Relationship Management

External Partner Relationship Management provides a framework to
promote the effective collaboration between an organization and its
business partners, particularly members of the distribution chain (e.g.,
channel and alliance partners, resellers, agents, brokers, and dealers)
and other third parties that support operations and service delivery to
an organization’s customers. It also includes performance evaluation of
partners, if necessary.

518-Customer Feedback

Customer Feedback includes collecting, analyzing, and handling
comments and feedback from an organization's customers, both before
and after a product or service is offered.

530-Process Tracking

Process Tracking defines the capabilities to manage business processes,
including business process mapping, remapping, reengineering, and
business process improvement efforts.

531-Case Management

Case Management includes managing the lifecycle of a particular claim
or investigation within an agency to include creating, routing, tracing,
assigning, and closing a case. It also includes monitoring activities within
the business cycle and supporting the conclusion of contention or
differences within the business cycle.
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533-Correspondence
Management

Correspondence Management defines the capabilities used to manage
externally and internally initiated communication between an
organization and its stakeholders.

538-Program/Project
Management

Program/Project Management defines the capabilities to manage and
control a particular effort of an organization, including intra-agency
work.

546-Portfolio Management

Portfolio Management defines the capabilities to support the
administration of a group of investments held by an organization.

547-Performance
Management

Performance Management defines the capabilities to measure the
effectiveness of an organization's financial assets and capital, including
corrective action, program evaluation, and program monitoring.

576-Knowledge Capture

Knowledge Capture defines the capabilities to facilitate collection of
data and information.

577-Knowledge Distribution

Knowledge Distribution and Delivery defines the capabilities to support

and Delivery the transfer of knowledge to the end customer.

579-Record Record Linking/Association defines the capabilities to support the
Linking/Association correlation between logical data and information sets.

NEW IN 2012

590-Mapping/Geospatial

Mapping/Geospatial provides for the representation of mapping and
geospatial information through the use of attributes such as zip code,
country code, elevation, natural features, and other spatial measures.

592-Data Mining

Data Mining defines the capabilities to provide for the efficient
discovery of nonobvious, valuable patterns and relationships within a
large collection of data.

601-Data Exchange

Data Exchange supports the interchange of information between
multiple systems and applications. It also includes verifying that
transmitted data was received unaltered.

603-Data Warehouse

Data Warehouse defines the capabilities to support the archiving and
storage of large volumes of data.

604-Metadata Management

Metadata Management supports the maintenance and administration
of data that describes data.

605-Data Cleansing

Data Cleansing defines the capabilities to support the removal of
incorrect or unnecessary characters and data from a data source.

608-Data Recovery

Data Recovery defines the capabilities to support the restoration and
stabilization of data sets to a consistent, desired state.

613-Time Reporting

Time Reporting defines the set of capabilities to support the
submission, approval, and adjustment of an employee's hours.

618-Employee Development
and Training

Employee Development and Training designs, develops, and
implements a comprehensive employee development and training
approach to ensure that agency employees have the right competencies
and skills for current and future work assignments. This includes
conducting employee development needs assessments; designing
employee development programs; administering and delivering
employee development and training programs; and evaluating the
overall effectiveness of the agency’s employee development approach.

624-Payroll

Payroll defines the capabilities to involve the administration of
employee compensation.

644-Workforce
Directory/Locator

Workforce Directory/Locator defines the capabilities to support the
listing of employees and their whereabouts.

651-Digital Signature
Management

Digital Signature Management defines the capabilities to use and
manage electronic signatures to support.
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654-Incident Response

Incident Response defines the capabilities to provide active response
and remediation to a security incident that has allowed unauthorized
access to a government information system.

655-Audit Trail Capture and
Analysis

Audit Trail Capture and Analysis defines the capabilities to support the
identification and monitoring of activities within an application, system,
or network.

656-Certification and
Accreditation

Certification and Accreditation defines the capabilities to support the
certification and accreditation of federal information systems, as
described in NIST SP800-37.

659-E-mail

E-mail defines the capabilities to support the transmission of memos
and messages over a network.

661-Document Library

Document Library defines the capabilities to support the grouping and
archiving of files and records on a server.

666-Classification

Classification defines the capabilities to support the selection and
retrieval of records organized by shared characteristics in content or
context.

673-Community
Management

Community Management defines the capabilities to support the
administration of online groups that share common interests.

674-Computer/Network
Integration

Computer/Network Integration defines the capabilities to support the
connectivity between server hardware, software, and
telecommunications equipment into a single, logical system.

675-Voice Communications

Voice Communications defines the capabilities to provide telephony or
other voice communications.

678-System Resource Usage

System Resource Usage supports the balance and allocation of memory,
usage, disk space, and performance on computers and their
applications.

680-Issue Tracking

Issue Tracking defines the capabilities to receive and track user-
reported issues and problems when using IT systems, including help
desk calls.

681-Forms Management

Forms Management defines the capabilities to support the design,
generation and maintenance of electronic or physical forms and
templates and their respective elements and fields used by the
government in information collection requests.

Reference

U.S. Office of Management & Budget. 2012. “Business Reference Model Version 3.”
http://www.whitehouse.gov/omb/e-gov/fea/.
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Instructions

Appendix C — Subject Matter Expert Demographic Form

= Column A presents the areas of expertise (i.e., Cybersecurity; Enterprise Architecture (EA);
Systems Engineering other than EA; and information technology other than Cybersecurity), and
Column B presents the associated definitions of these areas of expertise. In Column C, please
indicate each area in which you have expertise. Indicate your selection with an "X."

= By placing an "X" in Column C, you have indicated that you have expertise in this area. For the
selected area of expertise, please indicate the number of years of experience you have in each
sector (i.e., government, private, and academia), located in Columns D, E, and F.

Column A

Area of Expertise

Area of
Expertise

Column B

Description

Cybersecurit
y

Cybersecurity is “the process of
protecting information by preventing,
detecting, and responding to attacks”
(The National Institute of Standards and
Technology 2013a, 37). Cyberspace is
“a global domain within the information
environment consisting of the
interdependent network of information
systems infrastructures including the
Internet, telecommunications networks,
computer systems, and embedded
processors and controllers”(The
National Institute of Standards and
Technology 2013c, 80). A cyber-attack
is “an attack, via cyberspace, targeting
an enterprise’s use of cyberspace for
the purpose of disrupting, disabling,
destroying, or maliciously controlling a
computing environment/infrastructure;
or destroying the integrity of the data
or stealing controlled information” (The
National Institute of Standards and
Technology 2013c, 80).

Column
C
Indicate
selection
with an
ny "
select All

that
apply

Column Colum Column
D nE F
Sector & Years of Experience
Governme | Private | Academi
nt a

Enterprise
Architecture
(EA)

Enterprise Architecture refers to “the
explicit description and documentation
of the current and desired relationships
among business and management
processes and IT of an organization. It
describes the ‘current architecture’ and
‘target architecture.” An EA includes the
rules and standards and systems life
cycle information to optimize and
maintain the environment which the
agency wishes to create and maintain
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through its IT portfolio. An EA must
provide a strategy that enables the
agency to support its current state and
provides a roadmap for transition to its
target environment. An EA defines
principles and goals and sets a direction
on such issues as the promotion of
interoperability, open systems, publics
access, end-user satisfaction, and IT
security. The agency must support an
EA with a complete inventory of agency
information resources including:
stakeholders and customers,
equipment, systems, services, and
funds devoted to information resources
management and IT, at an appropriate
level of detail" (U.S. Office of
Management & Budget 2013, 7).

Systems
Engineering
Other than
EA

Systems Engineering is “an
interdisciplinary approach and means to
enable the realization of successful
systems. It focuses on defining
customer needs and required
functionality early in the development
cycle, documenting requirements, then
proceeding with design synthesis and
system validation while considering the
complete problem," to include:
“Operations, Performance, Test,
Manufacturing, Cost & Schedule,
Training & Support, Disposal. Systems
Engineering integrates all the disciplines
and specialty groups into a team effort
forming a structured development
process that proceeds from concept to
production to operation. Systems
Engineering considers both the business
and the technical needs of all customers
with the goal of providing a quality
product that meets the user needs”
(International Council on Systems
Engineering 2013, 1).

Information
Technology
Other than
Cybersecurit
y

Information technology refers to “any
equipment or interconnected system or
subsystem of equipment that is used in
the automatic acquisition, storage,
manipulation, management,
movement, control, display, switching,
interchange, transmission, or reception
of data or information by an executive
agency. IT is related to the terms capital
asset, IT investment, program, project,
sub-project, service, and system" (U.S.
Office of Management & Budget 2013,
9).
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Appendix D — Subject Matter Expert Recruitment E-mail Colleague

Hi [ENTER SME’S NAME],
I hope you are doing well!

I am working on my PhD in Systems Engineering at George Washington University and
am in my dissertation phase. My dissertation is focused on the intersection of Enterprise
Architecture and Cybersecurity investment. As you are an expert in [ENTER AREA OF
EXPERTISE — CYBERSECURITY, ENTERPRISE ARCHITECTURE, SYSTEMS
ENGINEERING, OR IT], [ am e-mailing to ask if you are interested in participating as a
subject matter expert in my dissertation research.

If you are interested in participating, I can speak with you at your convenience. All
participation is anonymous. You can reach me at (410) 258-6081 or via e-mail at
melehcim@yahoo.com.

Thank you and I look forward to speaking with you.

Regards,

Michele Myauo



Appendix E — Subject Matter Expert Recruitment E-mail Colleague Referral
Hi [ENTER SME’S NAME],

I received your name as a referral from [ENTER REFERRER’S NAME]. It is nice to meet
you virtually!

I am working on my PhD in Systems Engineering at George Washington University and
am in my dissertation phase. My dissertation is focused on the intersection of Enterprise
Architecture and Cybersecurity investment. [ENTER REFERRER’S NAME] mentioned
that you have expertise in [ENTER AREA OF EXPERTISE — CYBERSECURITY,
ENTERPRISE ARCHITECTURE, SYSTEMS ENGINEERING, OR IT]; therefore, I am
e-mailing to ask if you are interested in participating as a subject matter expert in my
dissertation research.

If you are interested in participating, I can speak with you at your convenience. All
participation is anonymous. You can reach me at (410) 258-6081 or via e-mail at
melehcim@yahoo.com.

Thank you and I look forward to speaking with you.

Regards,

Michele Myauo
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Appendix F — Information about the Research Study

You are invited to participate in a research study under the direction of Dr. Thomas
Mazzuchi of the Department of EMSE School of Engineering & Applied Science at George
Washington University (GWU). Taking part in this research is voluntary.

The purpose of this study is to demonstrate how a cyber-attack scenario can be
expressed via Enterprise Architecture to develop an Enterprise Attack Map (EAM) and
how the EAM can be used to conduct an IT budget analysis. The research will be conducted
virtually or in person at a date, time, and location of your convenience. You will be one of
approximately 16 participants in this study. The total amount of time you will spend in
connection with this study is approximately 2 hours. If you choose to take part in this study,
you will be asked to:

e Review a cyber-attack scenario

e Review the Federal Enterprise Architecture (FEA) Business Reference Model
(BRM)

e Complete an exercise; there will be two groups with different exercises:

o Group 1 will map the cyber-attack scenario to the FEA BRM 3.0 services; and

o Group 2 will review the researcher’s mapping of the cyber-attack scenario to
the FEA BRM 3.0 services. Subject matter experts will be asked to indicate
whether they agree with the researcher’s mapping and to provide alternative
mappings if appropriate.

e Complete demographic information. All subject matter experts will remain
anonymous. In order to characterize the data, the subject matter experts will be
asked to complete a few demographic questions, including:

o Areas of expertise from a list of four areas (i.e., Cybersecurity, Enterprise
Architecture, Systems Engineering, and/or information technology); and

o For the selected area(s) of expertise, the number of years of experience they
have in each sector (i.e., government, private industry, and academia).

There are no physical risks associated with this study. There is, however, the possible
risk of loss of confidentiality. Every effort will be made to keep your information
confidential, however, this cannot be guaranteed. You may stop your participation in this
study at any time.

You will not benefit directly from your participation in the study. The benefits to
science and humankind that might result from this study are to demonstrate how a cyber-
attack scenario can be expressed via Enterprise Architecture to develop an EAM and how
the EAM can be used to conduct an IT budget analysis. You will not be paid for taking part
in this study.

The investigator can decide to withdraw you from the study at any time. If results of
this research study are reported in journals or at scientific meetings, the participants in this
study will not be named or identified. GW will not release any information about your
research involvement without your written permission, unless required by law.

158



The Office of Human Research of George Washington University, reachable at (202)
994-2715, can provide further information about your rights as a research participant. If
you believe you have been harmed in this study, please report this to the principal
investigator of this study or call the Office of Human Research immediately.

Further information regarding this study may be obtained by contacting:

e Michele Myauo, the researcher, by e-mail at melehcim@yahoo.com or by
telephone at (410) 258-6081.

e Dr. Thomas Mazzuchi, by e-mail at mazzu@gwu.edu or by telephone at (202)
994-7541.

To ensure anonymity, your signature is not required in this document, unless you
prefer to sign it. Your willingness to participate in this research study is implied if you
proceed with completing the exercise.

*Please keep a copy of this document in case you want to read it again.
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Appendix G — Pilot Study Artifacts

Table G-1: Group 1 SME Exercise Results

Services Selected

Time to Primary Secondary 1 Secondary 2 Secondary 3 Secondary 4
complete
exercise
(in
minutes)
1 60 315-Threat 337- 648- 344-Web 649-Access
and Credential Identification Content Control
Vulnerability Issuance and | and Management
Management Management | Authentication
2 35 326-IT System | 315-Threat 316- 337- 341-Web
Development/ | and Continuous Credential Infrastructure
Integration Vulnerability | Monitoring Issuance and
Support Management Management
3 20 315-Threat 316- 317-Data 329- 648-
and Continuous Integrity and Continuity of | Identification
Vulnerability Monitoring Privacy Operations and
Management Management Authentication
4 10 263-System 655-Audit 654-Incident 315-Threat 305-Counter-
and Network Trail Capture | Response and intelligence
Monitoring and Analysis Vulnerability
Management
5 20 012- 263-System 648- 649-Access 650-
Intellectual and Network | Identification Control Cryptography
Property Monitoring and
Protection Authentication
6 12 034-Key Asset | 337- 121-Security 103- 654-Incident
and Critical Credential Management Enterprise Response
Infrastructure Issuance and Architecture
Protection Management
7 105 337-Credential | 351-Defense 323- 279- 650-
Issuance and Nuclear Intelligence, Battlespace Cryptography
Management Security Surveillance, Networks
and Re-
connaissance
8 60 648- 649-Access 337-Credential | N/A N/A
Identification Control Issuance and
and Management
Authentication
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Table G-2: Group 1 Demographic Data Experience in Years

SME Cybersecurity Enterprise Systems Engineering Information
# Architecture Other than Technology Other
Enterprise than Cybersecurity
Architecture
P G P A G P A G P A
1 0 0 0 4 2.5 0 5 0 2.5 0 0
2 30 0 15 15 0 0 19 0 5 30 0 0
3 0 0 10 0 5 0 0 35 0 0 35 0
4 2 0 0 8 1 0 0 0 0 5 2 0
5 18 7 0 0 0 0 0 0 0 8 0 0
6 3 3 0 5 5 0 14 14 0 17 17 0
7 12 25 2 2 5 0 12 20 3 0 0 0
8 3 0 0 5 0 0 8 0 0 8 0 0
Legend
e G =Government
e P =Private
e A=Academia

Table G-3: Group 2 SME Exercise Results
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Services Selected

SME Time to Primary Secondary 1 Secondary 2 Secondary 3 Secondary 4
complete
exercise
(in
minutes)
9 75 649-Access 648- 337- 315-Threat 650-
Control Identification Credential and Cryptography
and Issuance and | Vulnerability
Authentication | Management | Management
10 45 649-Access 648- 337- 315-Threat 650-
Control Identification Credential and Cryptography
and Issuance and | Vulnerability
Authentication | Management | Management
11 15 649-Access 648- 337- 315-Threat 650-
Control Identification Credential and Cryptography
and Issuance and | Vulnerability
Authentication | Management | Management
12 80 649-Access 648- 337- 315-Threat 650-
Control Identification Credential and Cryptography
and Issuance and | Vulnerability
Authentication | Management | Management
13 10 649-Access 648- 337- 315-Threat 655-Audit
Control Identification Credential and Trail Capture
and Issuance and | Vulnerability and Analysis
Authentication | Management | Management
14 19 649-Access 648- 337- 315-Threat 316-
Control Identification Credential and Continuous
and Issuance and | Vulnerability Monitoring
Authentication | Management | Management
15 16 649-Access 648- 337- 315-Threat 650-
Control Identification Credential and Cryptography
and Issuance and | Vulnerability
Authentication | Management | Management
16 44 315-Threat 337-Credential | 649-Access 648- 650-
and Issuance and Control Identification Cryptography
Vulnerability | Management and
Management Authentication

Table G-4: Group 2 Demographic Data Experience in Years
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Enterprise
Architecture

Information
Technology Other
than Cybersecurity

G P A G P A
9 2 0 0 0 0 0 12 10 0 0 0
10 0 0 0 9 0 0 9 0 0 15 0 0
11 5 10 2 5 10 2 5 10 2 5 10 2
12 9 7 2 2 0 0 0 0 0 9 10 2
13 0 0 0 0 0 0 0 10 0 0 0 0
14 0 1 0 0 0 0 8 0 0 8 0 0
15 0 0 0 0 0 0 16 10 0 0 10 0
16 0 7 0 0 0 1 0 0 12 0 0 12
Legend

e G=Government

e P =Private

e A=Academia
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Appendix H — Sensitivity Analysis Absolute & Percent-Any Critical Criterion
It can be shown from the below table that the ranking of the Alternatives AD-1 through
AD-22 does not dominate for the current Weight (W) of Criterion (Ck); meaning there are

instances where the minimum change values, dxyk, as determined by:

P,— P, ]
— = < is true
Ayk— Axk

Therefore, we need to apply the above equation for all pairs of Alternatives (Ax) to
determine if a Critical Criterion exists.

Here we determine the most critical Criterion (Ck), i.e., either Criterionl (C1) or

Criterion 2 (C2). Neither Criterion are robust as not all cases of D% and

Ayk— Qxk

Py— Py

——= j are feasible, meaning there can be instances where ranking of the alternatives
yk— Uxk

AD can be reversed. NOTE: that negative changes indicate increases, while positive
changes indicate decreases.

The Percent-Top critical criterion (where only the Alternative with the highest
Preference is analyzed, i.e., AD-1) can be found by looking at the Smallest relative value
(in bold purple) in all rows which are only related to AD-1. The smallest such percentage
is 91.3978%, corresponds to Criterion (C1) when the pairs of Alternatives AD-1 and AD-
3 is considered. For Criterion (C1), this means a reduction of the current Weight (W1) by
91.3978% will make AD-3 the most preferred alternative and no longer AD-1. As this is
unlikely the model is stable. The Percent-Any critical criterion (where all Alternatives are
analyzed) can be found by looking at the smallest relative value (in bold) throughout all
alternative pairs. The smallest such percentage is 48.3871% and corresponds to Criterion

1 (affecting Alternative pairs: AD-5 with -10, -11, and -12).
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The Absolute-Top and Absolute-Any criterion (both in bold) are Criterion (Cy)
(affecting the pair of Alternatives AD-1 and AD-3) and Criterion (C2) affecting the
Alternative pairs: AD-5 with -10, -11, and -12), respectively. In absolute terms Weights
W1 and W- of Criteria C1 and C, would have to be revised to 0.0574 (0.6668 - 0.6094 =

0.0574) and 0.6460 (0.333 - (-0.3126) = 0.6460), respectively, in order for the

aforementioned alternatives to be affected.

Table H-1: Absolute Top & Absolute Any Critical Criterion
Criterion 1 (C4) - "Primary"

Criterion 1 (Cy)- "Secondary"

Absolut _Py=Px o | Percent Absolut _Py=Px . Percent Top
e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical ~ Critical Wi Criterion
Criterio Criterion  Criterio
n n
Pair of
Alternatives
considered
AD-1 | AD-2 | 0.6130 | 0.6130 91.9355 | -3.8008 | -3.8008 -1140.0000
AD-1 | AD-3 | 0.6094 | 0.6094 91.3978 | -3.5424 | -3.5424 -1062.5000
AD-1 | AD-4 | 0.6166 | 0.6166 92.4731 | -4.0961 | -4.0961 -1228.5714
AD-1 | AD-5 | 0.6422 | 0.6422 96.3134 | -8.7101 | -8.7101 -2612.5000
AD-1 | AD-6 | 0.6729 | No 100.921 | 36.507 | No Change | 10950.0000
- Change 7 3
AD-1 | AD-7 | 0.6883 | No 103.225 | 10.668 | No Change | 3200.0000
- Change 8 8
AD-1 | AD-8 | 0.6791 | No 101.843 | 18.420 | No Change | 5525.0000
- Change 3 4
AD-1 | AD-9 | 0.6791 | No 101.843 | 18.420 | No Change | 5525.0000
- Change 3 4
AD-1 | AD- 0.6955 | No 104.301 | 8.0850 | No Change | 2425.0000
- 10 Change 1
AD-1 | AD- 0.6955 | No 104.301 | 8.0850 | No Change | 2425.0000
- 11 Change 1
AD-1 | AD- 0.6955 | No 104.301 | 8.0850 | No Change | 2425.0000
- 12 Change 1
AD-1 | AD- 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
- 13 Change 0 4
AD-1 | AD- 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
- 14 Change 0 4
AD-1 | AD- 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
- 15 Change 0 4
AD-1 | AD- 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
- 16 Change 0 4
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Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical ~ Critical Wi Criterion
Criterio Criterion  Criterio
n
Pair of
Alternatives
considered
AD-1 | AD- 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
- 17 Change 0 4
AD-1 | AD- 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
- 18 Change 0 4
AD-1 | AD- 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
- 19 Change 0 4
AD-1 | AD- 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
- 20 Change 0 4
AD-1 | AD- 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
- 21 Change 0 4
AD-1 | AD- 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
- 22 Change 0 4
AD-2 | AD-1 | 0.6130 | 0.6130 91.9355 | -3.8008 | -3.8008 -1140.0000
AD-2 | AD-3 | 0.6023 | 0.6023 90.3226 | -3.1117 | -3.1117 -933.3333
AD-2 | AD-4 | 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
AD-2 | AD-5 | 0.6811 | No 102.150 | 15.836 | No Change | 4750.0000
- Change 5 5
AD-2 | AD-6 | 0.7528 | No 112.903 | 2.9173 | No Change | 875.0000
- Change 2
AD-2 | AD-7 | 0.8389 | No 125.806 | 1.6253 | No Change | 487.5000
- Change 5
AD-2 | AD-8 | 0.7672 | No 115.053 | 2.5481 | No Change | 764.2857
- Change 8
AD-2 | AD-9 | 0.7672 | No 115.053 | 2.5481 | No Change | 764.2857
- Change 8
AD-2 | AD- 0.8604 | No 129.032 | 1.4818 | No 444.4444
- 10 Change 3 Change
AD-2 | AD- 0.8604 | No 129.032 | 1.4818 | No 444.4444
- 11 Change 3 Change
AD-2 | AD- 0.8604 | No 129.032 | 1.4818 | No 444.4444
- 12 Change 3 Change
AD-2 | AD- 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
- 13 Change 3
AD-2 | AD- 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
- 14 Change 3
AD-2 | AD- 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
- 15 Change 3
AD-2 | AD- 0.7815 No 117.204 | 2.2713 | No Change | 681.2500
- 16 Change 3
AD-2 | AD- 0.7815 No 117.204 | 2.2713 | No Change | 681.2500
- 17 Change 3
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Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical ~ Critical Wi Criterion
Criterio Criterion  Criterio
n n
Pair of
Alternatives
considered
AD-2 | AD- 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
- 18 Change 3
AD-2 | AD- 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
- 19 Change 3
AD-2 | AD- 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
- 20 Change 3
AD-2 | AD- 0.7815 No 117.204 | 2.2713 | No Change | 681.2500
- 21 Change 3
AD-2 | AD- 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
- 22 Change 3
AD-3 | AD-1 | 0.6094 | 0.6094 91.3978 | -3.5424 | -3.5424 -1062.5000
AD-3 | AD-2 | 0.6023 | 0.6023 90.3226 | -3.1117 | -3.1117 -933.3333
AD-3 | AD-4 | -- - - 0.3334 | No Change | 100.0000
AD-3 | AD-5 | 0.8389 | No 125.806 | 1.6253 | No Change | 487.5000
- Change 5
AD-3 | AD-6 | 1.0540 | No 158.064 | 0.9076 | No Change | 272.2222
- Change 5
AD-3 | AD-7 | -- -- -- 0.3334 | No Change | 100.0000
AD-3 | AD-8 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
- Change 1
AD-3 | AD-9 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
- Change 1
AD-3 | AD- - - - 0.3334 | No 100.0000
- 10 Change
AD-3 | AD- - - - 0.3334 | No 100.0000
- 11 Change
AD-3 | AD- - - - 0.3334 | No 100.0000
- 12 Change
AD-3 | AD- 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
- 13 Change 7
AD-3 | AD- 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
- 14 Change 7
AD-3 | AD- 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
- 15 Change 7
AD-3 | AD- 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
- 16 Change 7
AD-3 | AD- 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
- 17 Change 7
AD-3 | AD- 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
- 18 Change 7
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Criterion 1 (Cy) - "Primary"

Criterion 1 (Cy)- "Secondary"

Absolut _Py=Px . | Percent Absolut _Py=Px o Percent Top
e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical ~ Critical Wi Criterion
Criterio Criterion  Criterio
n n
Pair of
Alternatives
considered
AD-3 | AD- 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
- 19 Change 7
AD-3 | AD- 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
- 20 Change 7
AD-3 | AD- 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
- 21 Change 7
AD-3 | AD- 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
- 22 Change 7
AD-4 | AD-1 | 0.6166 | 0.6166 92.4731 | -4.0961 | -4.0961 -1228.5714
- AD-2 | 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
AD-3 | -- - - 0.3334 | No 100.0000
Change
AD-5 | 0.7959 | No 119.354 | 2.0560 | No Change | 616.6667
Change 8
AD-6 | 1.0110 | No 151.612 | 2.0560 | No Change | 616.6667
Change 9
AD-7 | -- - - 0.9794 | No Change | 293.7500
AD-8 | 1.0540 | No 158.064 | 0.3334 | No Change | 100.0000
Change 5
AD-9 | 1.0540 | No 158.064 | 0.9076 | No Change | 272.2222
Change 5
AD- -- -- -- 0.9076 | No Change | 272.2222
10
AD- - - - 0.3334 | No 100.0000
11 Change
AD- - - - 0.3334 | No 100.0000
12 Change
AD- 1.0970 | No 164.516 | 0.3334 | No 100.0000
13 Change 1 Change
AD- 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
14 Change 1
AD- 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
15 Change 1
AD- 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
16 Change 1
AD- 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
17 Change 1
AD- 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
18 Change 1
AD- 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
19 Change 1
AD- 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
20 Change 1
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Criterion 1 (Cy) - "Primary"

Criterion 1 (Cy)- "Secondary"

Absolut _Py=Px . | Percent Absolut _Py=Px o Percent Top
e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical ~ Critical Wi Criterion
Criterio Criterion  Criterio
n n
Pair of
Alternatives
considered
AD- 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
21 Change 1
AD- 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
22 Change 1
AD-5 | AD-1 | 0.6422 | 0.6422 96.3134 | -8.7101 | -8.7101 -2612.5000
- AD-2 | 0.6811 | No 102.150 | 15.836 | No Change | 4750.0000
Change 5 5
AD-3 | 0.8389 | No 125.806 | 1.6253 | No Change | 487.5000
Change 5
AD-4 | 0.7959 | No 119.354 | 2.0560 | No Change | 616.6667
Change 8
AD-6 | -- -- -- 0.3334 | No Change | 100.0000
AD-7 | 0.3657 | 0.3657 54.8387 | -0.4048 | -0.4048 -121.4286
AD-8 | -- - - 0.3334 | No Change | 100.0000
AD-9 | -- - - 0.3334 | No Change | 100.0000
AD- 0.3226 | 0.3226 48.3871 | -0.3126 | -0.3126 -93.7500
10
AD- 0.3226 | 0.3226 48.3871 | -0.3126 | -0.3126 -93.7500
11
AD- 0.3226 | 0.3226 48.3871 | -0.3126 | -0.3126 -93.7500
12
AD- - - - 0.3334 | No Change | 100.0000
13
AD- - - - 0.3334 | No Change | 100.0000
14
AD- -- -- -- 0.3334 | No Change | 100.0000
15
AD- -- -- -- 0.3334 | No Change | 100.0000
16
AD- -- -- -- 0.3334 | No Change | 100.0000
17
AD- -- -- -- 0.3334 | No Change | 100.0000
18
AD- -- -- -- 0.3334 | No Change | 100.0000
19
AD- - - - 0.3334 | No Change | 100.0000
20
AD- - - - 0.3334 | No Change | 100.0000
21
AD- - - - 0.3334 | No Change | 100.0000
22
AD-6 | AD-1 | 0.6729 | No 100.921 | 36.507 | No Change | 10950.0000
- Change 7 3
AD-2 | 0.7528 | No 112.903 | 2.9173 | No Change | 875.0000
Change 2

169




Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical ~ Critical Wi Criterion
Criterio Criterion  Criterio
n
Pair of
Alternatives
considered
AD-3 | 1.0540 | No 158.064 | 0.9076 | No Change | 272.2222
Change 5
AD-4 | 1.0110 | No 151.612 | 0.9794 | No Change | 293.7500
Change 9
AD-5 | -- -- - 0.3334 | No 100.0000
Change
AD-7 | 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
AD-8 | -- -- - 0.3334 | No 100.0000
Change
AD-9 | -- -- - 0.3334 | No 100.0000
Change
AD- 0.5377 | 0.5377 80.6452 | -1.3892 | -1.3892 -416.6667
10
AD- 0.5377 | 0.5377 80.6452 | -1.3892 | -1.3892 -416.6667
11
AD- 0.5377 | 0.5377 80.6452 | -1.3892 | -1.3892 -416.6667
12
AD- - - - 0.3334 | No 100.0000
13 Change
AD- - - - 0.3334 | No 100.0000
14 Change
AD- - - - 0.3334 | No 100.0000
15 Change
AD- - - - 0.3334 | No 100.0000
16 Change
AD- - - - 0.3334 | No 100.0000
17 Change
AD- - - - 0.3334 | No 100.0000
18 Change
AD- - - - 0.3334 | No 100.0000
19 Change
AD- - - - 0.3334 | No 100.0000
20 Change
AD- - - - 0.3334 | No 100.0000
21 Change
AD- - - - 0.3334 | No 100.0000
22 Change
AD-7 | AD-1 | 0.6883 | No 103.225 | 10.668 | No Change | 3200.0000
- Change 8 8
AD-2 | 0.8389 | No 125.806 | 1.6253 | No Change | 487.5000
Change 5
AD-3 | -- - - 0.3334 | No 100.0000
Change
AD-4 | -- - - 0.3334 | No 100.0000
Change
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Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical ~ Critical Wi Criterion
Criterio Criterion  Criterio
n
Pair of
Alternatives
considered
AD-5 | 0.3657 | 0.3657 54.8387 | -0.4048 | -0.4048 -121.4286
AD-6 | 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
AD-8 | 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
AD-9 | 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
AD- - - - 0.3334 | No 100.0000
10 Change
AD- - - - 0.3334 | No 100.0000
11 Change
AD- - - - 0.3334 | No 100.0000
12 Change
AD- 0.6668 | No 100.000 | -- - -
13 Change 0
AD- 0.6668 | No 100.000 | -- - -
14 Change 0
AD- 0.6668 | No 100.000 | -- - -
15 Change 0
AD- 0.6668 | No 100.000 | -- - -
16 Change 0
AD- 0.6668 | No 100.000 | -- - -
17 Change 0
AD- 0.6668 | No 100.000 | -- - -
18 Change 0
AD- 0.6668 | No 100.000 | -- - -
19 Change 0
AD- 0.6668 | No 100.000 | -- - -
20 Change 0
AD- 0.6668 | No 100.000 | -- - -
21 Change 0
AD- 0.6668 | No 100.000 | -- - -
22 Change 0
AD-8 | AD-1 | 0.6791 | No 101.843 | 18.420 | No Change | 5525.0000
- Change 3 4
AD-2 | 0.7672 | No 115.053 | 2.5481 | No Change | 764.2857
Change 8
AD-3 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
Change 1
AD-4 | 1.0540 | No 158.064 | 0.9076 | No Change | 272.2222
Change 5
AD-5 | -- - - 0.3334 | No 100.0000
Change
AD-6 | -- - - 0.3334 | No 100.0000
Change
AD-7 | 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
AD-9 | -- - - - - -
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Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical ~ Critical Wi Criterion
Criterio Criterion  Criterio
n n
Pair of
Alternatives
considered
AD- 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
10
AD- 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
11
AD- 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
12
AD- - - - 0.3334 | No 100.0000
13 Change
AD- - - - 0.3334 | No 100.0000
14 Change
AD- - - - 0.3334 | No 100.0000
15 Change
AD- - - - 0.3334 | No 100.0000
16 Change
AD- - - - 0.3334 | No 100.0000
17 Change
AD- - - - 0.3334 | No 100.0000
18 Change
AD- - - - 0.3334 | No 100.0000
19 Change
AD- - - - 0.3334 | No 100.0000
20 Change
AD- - - - 0.3334 | No 100.0000
21 Change
AD- - - - 0.3334 | No 100.0000
22 Change
AD-9 | AD-1 | 0.6791 | No 101.843 | 18.420 | No Change | 5525.0000
- Change 3 4
AD-2 | 0.7672 | No 115.053 | 2.5481 | No Change | 764.2857
Change 8
AD-3 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
Change 1
AD-4 | 1.0540 | No 158.064 | 0.9076 | No Change | 272.2222
Change 5
AD-5 | -- - - 0.3334 | No 100.0000
Change
AD-6 | -- - - 0.3334 | No 100.0000
Change
AD-7 | 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
AD-8 | -- - - - - -
AD- 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
10
AD- 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
11

172



Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical ~ Critical Wi Criterion
Criterio Criterion  Criterio
n
Pair of
Alternatives
considered
AD- 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
12
AD- -- - - 0.3334 | No 100.0000
13 Change
AD- -- - - 0.3334 | No 100.0000
14 Change
AD- -- - - 0.3334 | No 100.0000
15 Change
AD- - - - 0.3334 | No 100.0000
16 Change
AD- - - - 0.3334 | No 100.0000
17 Change
AD- - - - 0.3334 | No 100.0000
18 Change
AD- - - - 0.3334 | No 100.0000
19 Change
AD- - - - 0.3334 | No 100.0000
20 Change
AD- -- - - 0.3334 | No 100.0000
21 Change
AD- -- - - 0.3334 | No 100.0000
22 Change
AD- AD-1 | 0.6955 | No 104.301 | 8.0850 | No Change | 2425.0000
10 - Change 1
AD-2 | 0.8604 | No 129.032 | 1.4818 | No Change | 444.4444
Change 3
AD-3 | -- -- -- 0.3334 | No 100.0000
Change
AD-4 | -- - - 0.3334 | No 100.0000
Change
AD-5 | 0.3226 | 0.3226 48.3871 | -0.3126 | -0.3126 -93.7500
AD-6 | 0.5377 | 0.5377 80.6452 | -1.3892 | -1.3892 -416.6667
AD-7 | -- - - 0.3334 | No 100.0000
Change
AD-8 | 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
AD-9 | 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
11
12
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
13
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
14
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Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

eTop @k~ axk Top eTop k= %k Critical
Critical W Critical  Critical Wi Criterion
Criterio Criterion  Criterio
n n
Pair of
Alternatives
considered
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
15
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
16
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
17
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
18
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
19
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
20
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
21
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
22
AD- AD-1 | 0.6955 | No 104.301 | 8.0850 | No Change | 2425.0000
11 - Change 1
AD-2 | 0.8604 | No 129.032 | 1.4818 | No Change | 444.4444
Change 3
AD-3 | -- -- -- 0.3334 | No Change | 100.0000
AD-4 | -- -- -- 0.3334 | No Change | 100.0000
AD-5 | 0.3226 | 0.3226 48.3871 | -0.3126 | -0.3126 -93.7500
AD-6 | 0.5377 | 0.5377 80.6452 | -1.3892 | -1.3892 -416.6667
AD-7 | -- -- -- 0.3334 | No Change | 100.0000
AD-8 | 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
AD-9 | 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
10
12
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
13
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
14
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
15
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
16
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
17
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
18
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Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

eTop @k~ axk Top eTop k= %k Critical
Critical W Critical  Critical Wi Criterion
Criterio Criterion  Criterio
n n
Pair of
Alternatives
considered
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
19
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
20
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
21
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
22
AD- AD-1 | 0.6955 | No 104.301 | 8.0850 | No Change | 2425.0000
12 - Change 1
AD-2 | 0.8604 | No 129.032 | 1.4818 | No Change | 444.4444
Change 3
AD-3 | -- -- -- 0.3334 | No Change | 100.0000
AD-4 | -- -- -- 0.3334 | No Change | 100.0000
AD-5 | 0.3226 | 0.3226 48.3871 | -0.3126 | -0.3126 -93.7500
AD-6 | 0.5377 | 0.5377 80.6452 | -1.3892 | -1.3892 -416.6667
AD-7 | -- -- -- 0.3334 | No Change | 100.0000
AD-8 | 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
AD-9 | 0.5808 | 0.5808 87.0968 | -2.2505 | -2.2505 -675.0000
10
11
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
13
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
14
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
15
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
16
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
17
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
18
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
19
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
20
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
21
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
22
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Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical  Critical Wi Criterion
Criterio Criterion  Criterio
n n
Pair of
Alternatives
considered
AD- AD-1 | 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
13- Change 0 4
AD-2 | 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
Change 3
AD-3 | 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
Change 7
AD-4 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
Change 1
AD-5 | -- - - 0.3334 | No 100.0000
Change
AD-6 | -- - - 0.3334 | No 100.0000
Change
AD-7 | 0.6668 | No 100.000 | -- - -
Change 0
AD-8 | -- - - 0.3334 | No 100.0000
Change
AD-9 | -- - - 0.3334 | No 100.0000
Change
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
10
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
11
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
12
14
15
16
17
18
19
20
21
22
AD- AD-1 | 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
14 - Change 0 4
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Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical  Critical Wi Criterion
Criterio Criterion  Criterio
n n
Pair of
Alternatives
considered
AD-2 | 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
Change 3
AD-3 | 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
Change 7
AD-4 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
Change 1
AD-5 | -- - - 0.3334 | No 100.0000
Change
AD-6 | -- - -- 0.3334 | No 100.0000
Change
AD-7 | 0.6668 | No 100.000 | -- - -
Change 0
AD-8 | -- - -- 0.3334 | No 100.0000
Change
AD-9 | -- - -- 0.3334 | No 100.0000
Change
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
10
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
11
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
12
13
15
16
17
18
19
20
21
22
AD- AD-1 | 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
15 - Change 0 4
AD-2 | 0.7815 No 117.204 | 2.2713 | No Change | 681.2500
Change 3
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Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical  Critical Wi Criterion
Criterio Criterion  Criterio
n n
Pair of
Alternatives
considered
AD-3 | 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
Change 7
AD-4 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
Change 1
AD-5 | -- - - 0.3334 | No 100.0000
Change
AD-6 | -- - - 0.3334 | No 100.0000
Change
AD-7 | 0.6668 | No 100.000 | -- - -
Change 0
AD-8 | -- - -- 0.3334 | No 100.0000
Change
AD-9 | -- - -- 0.3334 | No 100.0000
Change
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
10
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
11
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
12
13
14
16
17
18
19
20
21
22
AD- AD-1 | 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
16 - Change 0 4
AD-2 | 0.7815 No 117.204 | 2.2713 | No Change | 681.2500
Change 3
AD-3 | 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
Change 7
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Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical  Critical Wi Criterion
Criterio Criterion  Criterio
n
Pair of
Alternatives
considered
AD-4 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
Change 1
AD-5 | -- - - 0.3334 | No 100.0000
Change
AD-6 | -- - - 0.3334 | No 100.0000
Change
AD-7 | 0.6668 | No 100.000 | -- -- --
Change 0
AD-8 | -- - - 0.3334 | No 100.0000
Change
AD-9 | -- - - 0.3334 | No 100.0000
Change
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
10
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
11
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
12
13
14
15
17
18
19
20
21
22
AD- AD-1 | 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
17 - Change 0 4
AD-2 | 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
Change 3
AD-3 | 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
Change 7
AD-4 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
Change 1
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Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical  Critical Wi Criterion
Criterio Criterion  Criterio
n
Pair of
Alternatives
considered
AD-5 | -- - - 0.3334 | No 100.0000
Change
AD-6 | -- - - 0.3334 | No 100.0000
Change
AD-7 | 0.6668 | No 100.000 | -- -- --
Change 0
AD-8 | -- - - 0.3334 | No 100.0000
Change
AD-9 | -- - - 0.3334 | No 100.0000
Change
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
10
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
11
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
12
13
14
15
16
18
19
20
21
22
AD- AD-1 | 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
18 - Change 0 4
AD-2 | 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
Change 3
AD-3 | 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
Change 7
AD-4 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
Change 1
AD-5 | -- - - 0.3334 | No 100.0000
Change
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Criterion 1 (Cy) - "Primary"

Criterion 1 (Cy)- "Secondary"

Absolut _Py=Px . | Percent Absolut _Py=Px o Percent Top
e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical ~ Critical Wi Criterion
Criterio Criterion  Criterio
Pair of
Alternatives
considered
AD-6 | -- - - 0.3334 | No 100.0000
Change
AD-7 | 0.6668 | No 100.000 | -- - -
Change 0
AD-8 | -- - - 0.3334 | No 100.0000
Change
AD-9 | -- - - 0.3334 | No 100.0000
Change
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
10
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
11
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
12
13
14
15
16
17
19
20
21
AD- - - - - -
22
AD- AD-1 | 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
19 Change 0 4
AD-2 | 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
Change 3
AD-3 | 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
Change 7
AD-4 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
Change 1
AD-5 | -- - - 0.3334 | No 100.0000
Change
AD-6 | -- - - 0.3334 | No 100.0000
Change
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Criterion 1 (Cy) - "Primary" Criterion 1 (Cy)- "Secondary"

Absolut _P~Px o | Percent Absolut _P»Px .  Percent Top

e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical  Critical Wi Criterion
Criterio Criterion  Criterio
Pair of
Alternatives
considered
AD-7 | 0.6668 | No 100.000 | -- -- --
Change 0
AD-8 | -- -- -- 0.3334 | No 100.0000
Change
AD-9 | -- -- -- 0.3334 | No 100.0000
Change
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
10
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
11
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
12
13
14
15
16
17
18
20
21
22
AD- AD-1 | 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
20 - Change 0 4
AD-2 | 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
Change 3
AD-3 | 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
Change 7
AD-4 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
Change 1
AD-5 | -- - - 0.3334 | No 100.0000
Change
AD-6 | -- -- -- 0.3334 | No 100.0000
Change
AD-7 | 0.6668 | No 100.000 | -- -- --
Change 0
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Criterion 1 (Cy) - "Primary"

Criterion 1 (Cy)- "Secondary"

Absolut _Py=Px . | Percent Absolut _Py=Px o Percent Top
e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical ~ Critical Wi Criterion
Criterio Criterion  Criterio
n
Pair of
Alternatives
considered
AD-8 | -- - - 0.3334 | No 100.0000
Change
AD-9 | -- - - 0.3334 | No 100.0000
Change
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
10
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
11
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
12
13
14
15
16
17
18
19
21
22
AD- AD-1 | 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
21 - Change 0 4
AD-2 | 0.7815 | No 117.204 | 2.2713 | No Change | 681.2500
Change 3
AD-3 | 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
Change 7
AD-4 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
Change 1
AD-5 | -- - - 0.3334 | No 100.0000
Change
AD-6 | -- - - 0.3334 | No 100.0000
Change
AD-7 | 0.6668 | No 100.000 | -- - -
Change 0
AD-8 | -- - - 0.3334 | No 100.0000
Change

183




Criterion 1 (Cy) - "Primary"

Criterion 1 (Cy)- "Secondary"

Absolut _Py=Px . | Percent Absolut _Py=Px o Percent Top
e Top Ayk~ Axk Top e Top Ayk~ Axk Critical
Critical Wi Critical ~ Critical Wi Criterion
Criterio Criterion  Criterio
n
Pair of
Alternatives
considered
AD-9 | -- - - 0.3334 | No 100.0000
Change
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
10
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
11
AD- 0.6238 | 0.6238 93.5484 | -4.8343 | -4.8343 -1450.0000
12
13
14
15
16
17
18
19
20
22
AD- AD-1 | 0.6852 | No 102.765 | 12.391 | No Change | 3716.6667
22 - Change 0 4
AD-2 | 0.7815 No 117.204 | 2.2713 | No Change | 681.2500
Change 3
AD-3 | 1.1400 | No 170.967 | 0.8032 | No Change | 240.9091
Change 7
AD-4 | 1.0970 | No 164.516 | 0.8502 | No Change | 255.0000
Change 1
AD-5 | -- - - 0.3334 | No 100.0000
Change
AD-6 | -- - - 0.3334 | No 100.0000
Change
AD-7 | 0.6668 | No 100.000 | -- - -
Change 0
AD-8 | -- - - 0.3334 | No 100.0000
Change
AD-9 | -- - - 0.3334 | No 100.0000
Change
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Appendix I— Sensitivity Analysis: Critical Measure of Performance
This Appendix provides the respective critical measure of performance comparative
analysis of all alternatives AD-1 through AD-22. The critical measure of performance is
the change that occurs on the current value of the measure of performance axy of
alternative Ay relating to criterion Cx such that the ranking of alternatives Ax and Ax (i.e.,
preferences Py) is reversed. The critical measure of performance is determined by

calculating the threshold values in relative terms:

i i Pi—P 100
Threshold Values in Relative Terms ({uyk) = —lW k % —
X Xy

(4.8)

Where:

Pi = Preference value of Ay (the comparative alternative under consideration)

Px = Preference value of A« (all other alternatives being compared to Ax)

axy = Performance measure of the alternative under consideration in terms of its

respective Criterion Cyy

Wy = Weight of criterion Cxy under consideration

Here we determine the critical measure of performance, pxy, Of the Alternatives
(Ax) such that the threshold value, (xyk, of the measure of performance, pxy, affects the
minimum change that occurs on the current value of the measure of performance, pxy,
such that the rankings of alternatives Ax and Ax will change. The boldfaced entries in the

below table represents the criticality degree, cxy, where:

Cxy = MiNkx {|Gyklt for all Alternatives (Ak)>x>1, and Criterion (Ck)>y>1
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of Alternatives (Ax and Ax). To elaborate further, the boldfaced criticality degrees are the
smallest entry per Criterion column in each row section (i.e., AD-1, then AD-2, then AD-

3, and so on). The criticality degrees are better summarized in the next table.

To best interpret the below table, consider threshold value entry for Row 1, Column 1,
i.e., 52.53. This indicates the threshold value (1,1,1 = 52.53%, which signifies that the
measure of performance, pl,1, must be decreased by 52.53% from the current value of
0.2917 to [(1 - 0.5253) x 0.2917] = 0.1385 in order for Alternative A2 to become the
more preferred Alternative (remember that a positive threshold value indicates a decrease
while a negative value indicates an increase and currently Alternative Al is more
preferred than A2). This interpretation can be carried throughout the table. In instances
where "No Change" is noted, this is due to the fact that the threshold value violates: (i«

<100

Table I-1: Threshold Values (Cxy«) (%) in Relative Terms for All Alternatives AD-1 through AD-22

Criterion Criterion 2 Criterion 1 (Cy)

1(Cy) - (C2) - - "Primary"

"Primary" @ "Secondary"

0.6668 ‘ 0.3334 ‘ 0.6668

Cxyk £100 Cxyk £100 Alt. (Ax) Alt. (Ay) Cxyk £100
AD-1 52.53 52.53 1,425.00 No Change AD-2
AD-1 78.34 78.34 2,125.00 No Change AD-3
AD-1 79.26 79.26 2,150.00 No Change AD-4
AD-1 96.31 96.31 2,612.50 No Change AD-5
AD-1 100.92 No Change | 2,737.50 No Change AD-6
AD-1 88.48 88.48 2,400.00 No Change AD-7
AD-1 101.84 No Change | 2,762.50 No Change AD-8
AD-1 101.84 No Change | 2,762.50 No Change AD-9
AD-1 89.40 89.40 2,425.00 No Change AD-10
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Criterion Criterion 2 Criterion 1 (Ca)
1(Cy) - (A - "Primary"
"Primary" | "Secondary"
0.6668 ‘—7 0.6668
Alt. (Ay) Tk 100 | Alt. (AW Alt. (Ax) Oxyk £ 100
AD-1 89.40 89.40 2,425.00 No Change AD-11
AD-1 89.40 89.40 2,425.00 No Change AD-12
AD-1 102.76 No Change | 2,787.50 No Change AD-13
AD-1 102.76 No Change | 2,787.50 No Change AD-14
AD-1 102.76 No Change | 2,787.50 No Change AD-15
AD-1 102.76 No Change | 2,787.50 No Change AD-16
AD-1 102.76 No Change | 2,787.50 No Change AD-17
AD-1 102.76 No Change | 2,787.50 No Change AD-18
AD-1 102.76 No Change | 2,787.50 No Change AD-19
AD-1 102.76 No Change | 2,787.50 No Change AD-20
AD-1 102.76 No Change | 2,787.50 No Change AD-21
AD-1 102.76 No Change | 2,787.50 No Change AD-22
(122.58) (122.58) (633.33) (633.33) AD-1
AD-2 60.22 60.22 311.11 No Change AD-3
62.37 62.37 322.22 No Change AD-4
102.15 No Change | 527.78 No Change AD-5
112.90 No Change | 583.33 No Change AD-6
83.87 83.87 433.33 No Change AD-7
115.05 No Change | 594.44 No Change AD-8
115.05 No Change | 594.44 No Change AD-9
86.02 86.02 444.44 No Change AD-10
86.02 86.02 444.44 No Change AD-11
86.02 86.02 444.44 No Change AD-12
117.20 No Change | 605.56 No Change AD-13
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Criterion Criterion 2 Criterion 1 (Ca)
1(Cy) - (A - "Primary"
"Primary" | "Secondary"
0.6668 ‘—7 0.6668
Alt. (Ay) Tk 100 | Alt. (AW Alt. (Ax) Oxyk £ 100
117.20 No Change | 605.56 No Change AD-14
117.20 No Change | 605.56 No Change AD-15
117.20 No Change | 605.56 No Change AD-16
117.20 No Change | 605.56 No Change AD-17
117.20 No Change | 605.56 No Change AD-18
117.20 No Change | 605.56 No Change AD-19
117.20 No Change | 605.56 No Change AD-20
117.20 No Change | 605.56 No Change AD-21
117.20 No Change | 605.56 No Change AD-22
AP (548.39) (548.39) (708.33) (708.33) AD-1
(180.65) (180.65) (233.33) (233.33) AD-2
6.45 6.45 8.33 8.33 AD-4
125.81 No Change | 162.50 No Change AD-5
158.06 No Change | 204.17 No Change AD-6
70.97 70.97 91.67 91.67 AD-7
164.52 No Change | 212.50 No Change AD-8
164.52 No Change | 212.50 No Change AD-9
77.42 77.42 100.00 100.00 AD-10
77.42 77.42 100.00 100.00 AD-11
77.42 77.42 100.00 100.00 AD-12
170.97 No Change | 220.83 No Change AD-13
170.97 No Change | 220.83 No Change AD-14
170.97 No Change | 220.83 No Change AD-15
170.97 No Change | 220.83 No Change AD-16
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Criterion Criterion 2 Criterion 1 (Ca)
1(Cy) - (A - "Primary"
"Primary" | "Secondary"
0.6668 ‘—7 0.6668
Alt. (Ay) Tk 100 | Alt. (AW Alt. (Ax) Oxyk £ 100
170.97 No Change | 220.83 No Change AD-17
170.97 No Change | 220.83 No Change AD-18
170.97 No Change | 220.83 No Change AD-19
170.97 No Change | 220.83 No Change AD-20
170.97 No Change | 220.83 No Change AD-21
170.97 No Change | 220.83 No Change AD-22
(554.84) (554.84) | (781.82) (781.82) AD-1
(187.10) (187.10) (263.64) (263.64) AD-2
(6.45) (6.45) (9.09) (9.09) AD-3
119.35 No Change | 168.18 No Change AD-5
151.61 No Change | 213.64 No Change AD-6
64.52 64.52 90.91 90.91 AD-7
158.06 No Change | 222.73 No Change AD-8
AD-4 158.06 No Change | 222.73 No Change AD-9
70.97 70.97 100.00 100.00 AD-10
70.97 70.97 100.00 100.00 AD-11
70.97 70.97 100.00 100.00 AD-12
164.52 No Change | 231.82 No Change AD-13
164.52 No Change | 231.82 No Change AD-14
164.52 No Change | 231.82 No Change AD-15
164.52 No Change | 231.82 No Change AD-16
164.52 No Change | 231.82 No Change AD-17
164.52 No Change | 231.82 No Change AD-18
164.52 No Change | 231.82 No Change AD-19
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Criterion Criterion 2 Criterion 1 (Ca)
1(Cy) - (A - "Primary"
"Primary" | "Secondary"
0.6668 ‘—7 0.6668
Alt. (Ay) Tk 100 | Alt. (AW Alt. (Ax) Oxyk £ 100
164.52 No Change | 231.82 No Change AD-20
164.52 No Change | 231.82 No Change AD-21
164.52 No Change | 231.82 No Change AD-22
(674.19) (674.19) (10,450.00) (10,450.00) AD-1
(306.45) (306.45) (4,750.00) (4,750.00) AD-2
(125.81) (125.81) (1,950.00) (1,950.00) AD-3
(119.35) (119.35) (1,850.00) (1,850.00) AD-4
32.26 32.26 500.00 No Change AD-6
(54.84) (54.84) (850.00) (850.00) AD-7
38.71 38.71 600.00 No Change AD-8
38.71 38.71 600.00 No Change AD-9
(48.39) (48.39) (750.00) (750.00) AD-10
(48.39) (48.39) (750.00) (750.00) AD-11
AD-S (48.39) (48.39) (750.00) (750.00) AD-12
45.16 45.16 700.00 No Change AD-13
45.16 45.16 700.00 No Change AD-14
45.16 45.16 700.00 No Change AD-15
45.16 45.16 700.00 No Change AD-16
45.16 45.16 700.00 No Change AD-17
45.16 45.16 700.00 No Change AD-18
45.16 45.16 700.00 No Change AD-19
45.16 45.16 700.00 No Change AD-20
45.16 45.16 700.00 No Change AD-21
45.16 45.16 700.00 No Change AD-22
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Criterion Criterion 2 Criterion 1 (Ca)

1 (Cy) - (C2) - - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 - 06668 |
Alt. (Ay) Cxyk =100 Cxyk £ 100 Alt. (Aw) Alt. (AY) Gk £100
- - (1,368.75) (1,368.75) AD-1
-- -- (656.25) (656.25) AD-2
-- -- (306.25) (306.25) AD-3
-- -= (293.75) (293.75) AD-4
- -- (62.50) (62.50) AD-5
- - (168.75) (168.75) AD-7
-- -- 12.50 12.50 AD-8
-- -- 12.50 12.50 AD-9
- - (156.25) (156.25) AD-10
-- -- (156.25) (156.25) AD-11
AD-6 -- -- (156.25) (156.25) AD-12
-- -- 25.00 25.00 AD-13
-- -- 25.00 25.00 AD-14
-- -- 25.00 25.00 AD-15
-- -- 25.00 25.00 AD-16
-- -- 25.00 25.00 AD-17
- -- 25.00 25.00 AD-18
- -- 25.00 25.00 AD-19
-- -- 25.00 25.00 AD-20
-- -- 25.00 25.00 AD-21
-- -- 25.00 25.00 AD-22
AD-7
(619.35) (619.35) - - AD-1
(251.61) (251.61) - - AD-2
(70.97) (70.97) - - AD-3




Criterion Criterion 2 Criterion 1 (Ca)
1(Cy) - (A - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 ‘—7W
Alt. (Ay) Oxyk < 100 Tk $100 | Alt. (AY) Alt. (Ax) xyk < 100
(64.52) (64.52) - - AD-4
54.84 54.84 -~ -- AD-5
87.10 87.10 -~ -- AD-6
93.55 93.55 -~ -= AD-8
93.55 93.55 -- -- AD-9
6.45 6.45 -- -- AD-10
6.45 6.45 -- -- AD-11
6.45 6.45 -- -- AD-12
100.00 100.00 -- - AD-13
100.00 100.00 - -- AD-14
100.00 100.00 -- -- AD-15
100.00 100.00 -- -- AD-16
100.00 100.00 -- -- AD-17
100.00 100.00 -- -- AD-18
100.00 100.00 -- -- AD-19
100.00 100.00 -- - AD-20
100.00 100.00 - -- AD-21
100.00 100.00 - -- AD-22
AD-8
(712.90) (712.90) - - AD-1
(345.16) (345.16) - - AD-2
(164.52) (164.52) - - AD-3
(158.06) (158.06) - - AD-4
(38.71) (38.71) - - AD-5
(6.45) (6.45) - - AD-6
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Criterion Criterion 2 Criterion 1 (Ca)

1(Cy) - (A - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 ‘ 0.6668
Alt. (Ay) Oxyk < 100 Tk $100 | Alt. (AY) Alt. (Ax) xyk < 100
(93.55) (93.55) - - AD-7
- - -~ -- AD-9
(87.10) (87.10) - - AD-10
(87.10) (87.10) - - AD-11
(87.10) (87.10) - - AD-12
6.45 6.45 -- -- AD-13
6.45 6.45 -- -- AD-14
6.45 6.45 -- -- AD-15
6.45 6.45 -- -- AD-16
6.45 6.45 -- -- AD-17
6.45 6.45 -- -- AD-18
6.45 6.45 -- -- AD-19
6.45 6.45 -- -- AD-20
6.45 6.45 -- -- AD-21
6.45 6.45 -- -- AD-22
AD-9 (712.90) (712.90) - - AD-1
(345.16) (345.16) - - AD-2
(164.52) (164.52) - -- AD-3
(158.06) (158.06) -- -- AD-4
(38.71) (38.71) - -- AD-5
(6.45) (6.45) - - AD-6
(93.55) (93.55) - - AD-7
- - - - AD-8
(87.10) (87.10) - - AD-10
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Criterion Criterion 2 Criterion 1 (Ca)
1 (Cy) - (C2) - - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 ‘ - 06668 |
Alt. (Ay) Oxyk < 100 Tk $100 | Alt. (AY) Alt. (Ax) xyk < 100

(87.10) (87.10) - - AD-11
(87.10) (87.10) - - AD-12
6.45 6.45 -~ -- AD-13
6.45 6.45 -~ -= AD-14
6.45 6.45 -- -- AD-15
6.45 6.45 -- -- AD-16
6.45 6.45 -- -- AD-17
6.45 6.45 -- -- AD-18
6.45 6.45 -- -- AD-19
6.45 6.45 -- -- AD-20
6.45 6.45 -- -- AD-21
6.45 6.45 -- - AD-22

- - (3,233.33) (3,233.33) AD-1

AD-10 -- -- (1,333.33) (1,333.33) AD-2

-- -- (400.00) (400.00) AD-3

-- - (366.67) (366.67) AD-4

-- -- 250.00 No Change AD-5

-- -- 416.67 No Change AD-6

-- - (33.33) (33.33) AD-7

- -- 450.00 No Change AD-8

-- -- 450.00 No Change AD-9

-- - - - AD-11

-- - - - AD-12

-- -- 483.33 No Change AD-13
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Criterion Criterion 2 Criterion 1 (Ca)
1 (Cy) - (C2) - - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 0.6668
Alt. (Ay) Cxyk =100 Cxyk £ 100 Alt. (Aw) Alt. (AY) Gk £100
- -- 483.33 No Change AD-14
- -- 483.33 No Change AD-15
- -- 483.33 No Change AD-16
-- -- 483.33 No Change AD-17
- - 483.33 No Change AD-18
- - 483.33 No Change AD-19
- - 483.33 No Change AD-20
-- -- 483.33 No Change AD-21
-- -- 483.33 No Change AD-22
-- - (4,850.00) (4,850.00) AD-1
- - (2,000.00) (2,000.00) AD-2
-- -- (600.00) (600.00) AD-3
-- -- (550.00) (550.00) AD-4
AD-11 - -- 375.00 No Change AD-5
-- -- 625.00 No Change AD-6
-- - (50.00) (50.00) AD-7
-- -- 675.00 No Change AD-8
-- -- 675.00 No Change AD-9
-- -- - - AD-10
-- -- - - AD-12
-- -- 725.00 No Change AD-13
-- -- 725.00 No Change AD-14
-- -- 725.00 No Change AD-15
-- -- 725.00 No Change AD-16
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Criterion Criterion 2 Criterion 1 (Ca)
1 (Cy) - (C2) - - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 0.6668
Alt. (Ay) Cxyk =100 Cxyk £ 100 Alt. (Aw) Alt. (AY) Gk £100
- -- 725.00 No Change AD-17
- -- 725.00 No Change AD-18
- -- 725.00 No Change AD-19
-- -- 725.00 No Change AD-20
-- -- 725.00 No Change AD-21
-- -- 725.00 No Change AD-22
-- - (4,850.00) (4,850.00) AD-1
-- - (2,000.00) (2,000.00) AD-2
-- -- (600.00) (600.00) AD-3
-- -- (550.00) (550.00) AD-4
- -- 375.00 No Change AD-5
- -- 625.00 No Change AD-6
-- -- (50.00) (50.00) AD-7
AD-12 - -- 675.00 No Change AD-8
-- -- 675.00 No Change AD-9
- -- - - AD-10
- -- - - AD-11
-- -- 725.00 No Change AD-13
-- -- 725.00 No Change AD-14
-- -- 725.00 No Change AD-15
-- -- 725.00 No Change AD-16
-- -- 725.00 No Change AD-17
-- -- 725.00 No Change AD-18
-- -- 725.00 No Change AD-19
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Criterion Criterion 2 Criterion 1 (Ca)

1 (Cy) - (C2) - - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 0.6668
Alt. (Ay) Ok £100 Oxyk 100 Alt. (Aw) Alt. (Ay) Cxyk <100

- -- 725.00 No Change AD-20

- -- 725.00 No Change AD-21

- -- 725.00 No Change AD-22

- - (11,150.00) (11,150.00) AD-1

- - (5,450.00) (5,450.00) AD-2

- -- (2,650.00) (2,650.00) AD-3

-- -- (2,550.00) (2,550.00) AD-4

- -- (700.00) (700.00) AD-5

- -- (200.00) (200.00) AD-6

-- - (1,550.00) (1,550.00) AD-7

-- -- (100.00) (100.00) AD-8

-- -- (100.00) (100.00) AD-9

-- -- (1,450.00) (1,450.00) AD-10

AD-13 -- -- (1,450.00) (1,450.00) AD-11
-- -- (1,450.00) (1,450.00) AD-12

- -- - - AD-14

- -- - - AD-15

- -- - - AD-16

-- -- - - AD-17

-- -- - - AD-18

-- - - - AD-19

-- - - - AD-20

-- - - - AD-21

-- - - - AD-22
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Criterion Criterion 2 Criterion 1 (Ca)

1 (Cy) - (C2) - - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 0.6668
Alt. (Ay) Cxyk =100 Oxyk 100 Alt. (AW Alt. (Ay) Cxyk <100

-- -- (11,150.00) (11,150.00) AD-1

- - (5,450.00) (5,450.00) AD-2

-- -- (2,650.00) (2,650.00) AD-3

-- -- (2,550.00) (2,550.00) AD-4

-- - (700.00) (700.00) AD-5

-- - (200.00) (200.00) AD-6

-- - (1,550.00) (1,550.00) AD-7

- - (100.00) (100.00) AD-8

- - (100.00) (100.00) AD-9

- - (1,450.00) (1,450.00) AD-10

AD-14 -- -- (1,450.00) (1,450.00) AD-11
- - (1,450.00) (1,450.00) AD-12

- - - - AD-13

- - - - AD-15

- - - - AD-16

- -- - - AD-17

- -- - - AD-18

- -- - - AD-19

-- -- - - AD-20

-- -- - - AD-21

- - - - AD-22

AD-15

-- -- (11,150.00) (11,150.00) AD-1

-- -- (5,450.00) (5,450.00) AD-2

-- -- (2,650.00) (2,650.00) AD-3
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Criterion Criterion 2 Criterion 1 (Ca)

1 (Cy) - (C2) - - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 0.6668
Alt. (Ay) Cxyk =100 Oxyk 100 Alt. (AW Alt. (Ay) Cxyk <100
-- -- (2,550.00) (2,550.00) AD-4
- - (700.00) (700.00) AD-5
- - (200.00) (200.00) AD-6
-- -- (1,550.00) (1,550.00) AD-7
- - (100.00) (100.00) AD-8
- - (100.00) (100.00) AD-9
- - (1,450.00) (1,450.00) AD-10
- - (1,450.00) (1,450.00) AD-11
- - (1,450.00) (1,450.00) AD-12
- -- - - AD-13
- - - - AD-14
- - - - AD-16
- - - - AD-17
- - - - AD-18
- - - - AD-19
- -- - - AD-20
- -- - - AD-21
- - - - AD-22
AD-16
-- -- (11,150.00) (11,150.00) AD-1
-- -- (5,450.00) (5,450.00) AD-2
-- -- (2,650.00) (2,650.00) AD-3
-- -- (2,550.00) (2,550.00) AD-4
-- -- (700.00) (700.00) AD-5
-- -- (200.00) (200.00) AD-6
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Criterion Criterion 2 Criterion 1 (Ca)

1 (Cy) - (C2) - - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 0.6668
Alt. (Ay) Cxyk =100 Oxyk 100 Alt. (Aw) Alt. (Ay) Cxyk <100

-- -- (1,550.00) (1,550.00) AD-7

- - (100.00) (100.00) AD-8

- - (100.00) (100.00) AD-9

- - (1,450.00) (1,450.00) AD-10

- - (1,450.00) (1,450.00) AD-11

- - (1,450.00) (1,450.00) AD-12

- -- - - AD-13

- -- - - AD-14

- -- - - AD-15

- -- - - AD-17

- - - - AD-18

- - - - AD-19

- - - - AD-20

- - - - AD-21

- - - - AD-22

AD-17 ~ - (11,150.00) (11,150.00) AD-1
-- -- (5,450.00) (5,450.00) AD-2

-- - (2,650.00) (2,650.00) AD-3

-- -- (2,550.00) (2,550.00) AD-4

- - (700.00) (700.00) AD-5

-- -- (200.00) (200.00) AD-6

-- -- (1,550.00) (1,550.00) AD-7

-- -- (100.00) (100.00) AD-8

-- -- (100.00) (100.00) AD-9
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Criterion Criterion 2 Criterion 1 (Ca)

1 (Cy) - (C2) - - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 0.6668
Alt. (Ay) Cxyk =100 Oxyk 100 Alt. (AW Alt. (Ay) Cxyk <100

- - (1,450.00) (1,450.00) AD-10

- - (1,450.00) (1,450.00) AD-11

- - (1,450.00) (1,450.00) AD-12

- - - - AD-13

- -- - - AD-14

- -- - - AD-15

- -- - - AD-16

- -- - - AD-18

- -- - - AD-19

- -- - - AD-20

- - - - AD-21

- - - - AD-22

-- -- (11,150.00) (11,150.00) AD-1

AD-18 -- -- (5,450.00) (5,450.00) AD-2
-- -- (2,650.00) (2,650.00) AD-3

-- -- (2,550.00) (2,550.00) AD-4

-- - (700.00) (700.00) AD-5

- - (200.00) (200.00) AD-6

-- - (1,550.00) (1,550.00) AD-7

- - (100.00) (100.00) AD-8

-- -- (100.00) (100.00) AD-9

-- -- (1,450.00) (1,450.00) AD-10

-- -- (1,450.00) (1,450.00) AD-11

-- -- (1,450.00) (1,450.00) AD-12

202



Criterion Criterion 2 Criterion 1 (Ca)

1 (Cy) - (C2) - - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 0.6668
Alt. (Ay) Cxyk =100 Oxyk 100 Alt. (AW Alt. (Ay) Cxyk <100

- - - - AD-13

- - - - AD-14

- - - - AD-15

- - - - AD-16

- -- - - AD-17

- -- - - AD-19

- -- - - AD-20

- -- - - AD-21

- - - - AD-22

-- -- (11,150.00) (11,150.00) AD-1

- - (5,450.00) (5,450.00) AD-2

-- -- (2,650.00) (2,650.00) AD-3

-- -- (2,550.00) (2,550.00) AD-4

AD-19 -- -- (700.00) (700.00) AD-5
- - (200.00) (200.00) AD-6

-- - (1,550.00) (1,550.00) AD-7

-- - (100.00) (100.00) AD-8

-- - (100.00) (100.00) AD-9

- - (1,450.00) (1,450.00) AD-10

- -- (1,450.00) (1,450.00) AD-11

-- -- (1,450.00) (1,450.00) AD-12

- - - - AD-13

- - - - AD-14

- - - - AD-15

203



Criterion Criterion 2 Criterion 1 (Ca)

1 (Cy) - (C2) - - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 0.6668
Alt. (Ay) Cxyk =100 Oxyk 100 Alt. (AW Alt. (Ay) Cxyk <100

- - - - AD-16

- - - - AD-17

- - - - AD-18

- - - - AD-20

- -- - - AD-21

- - - - AD-22

-- -- (11,150.00) (11,150.00) AD-1

-- -- (5,450.00) (5,450.00) AD-2

-- - (2,650.00) (2,650.00) AD-3

-- -- (2,550.00) (2,550.00) AD-4

- - (700.00) (700.00) AD-5

- - (200.00) (200.00) AD-6

-- -- (1,550.00) (1,550.00) AD-7

AD-20 -- -- (100.00) (100.00) AD-8
- - (100.00) (100.00) AD-9

- - (1,450.00) (1,450.00) AD-10

- -- (1,450.00) (1,450.00) AD-11

- - (1,450.00) (1,450.00) AD-12

-- -- - - AD-13

-- -- - - AD-14

- - - - AD-15

- - - - AD-16

- - - - AD-17

- - - - AD-18

204



Criterion Criterion 2 Criterion 1 (Ca)

1 (Cy) - (C2) - - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 0.6668
Alt. (Ay) Cxyk =100 Oxyk 100 Alt. (AW Alt. (Ay) Cxyk <100

- - - - AD-19

- - - - AD-21

- - - - AD-22

-- -- (11,150.00) (11,150.00) AD-1

-- -- (5,450.00) (5,450.00) AD-2

-- - (2,650.00) (2,650.00) AD-3

-- -- (2,550.00) (2,550.00) AD-4

- - (700.00) (700.00) AD-5

- - (200.00) (200.00) AD-6

-- - (1,550.00) (1,550.00) AD-7

- - (100.00) (100.00) AD-8

- - (100.00) (100.00) AD-9

- - (1,450.00) (1,450.00) AD-10

AD-21 -- -- (1,450.00) (1,450.00) AD-11
- - (1,450.00) (1,450.00) AD-12

- -- - - AD-13

- -- - - AD-14

- -- - - AD-15

-- -- - - AD-16

-- -- - - AD-17

- - - - AD-18

- - - - AD-19

- - - - AD-20

- - - - AD-22

205



Criterion Criterion 2 Criterion 1 (Ca)

1 (Cy) - (C2) - - "Primary"
"Primary" | "Secondary"
0.6668 0.3334 0.6668
Alt. (Ay) Cxyk =100 Oxyk 100 Alt. (AW Alt. (Ay) Cxyk <100

-- -- (11,150.00) (11,150.00) AD-1

- - (5,450.00) (5,450.00) AD-2

-- -- (2,650.00) (2,650.00) AD-3

-- -- (2,550.00) (2,550.00) AD-4

-- - (700.00) (700.00) AD-5

-- - (200.00) (200.00) AD-6

-- - (1,550.00) (1,550.00) AD-7

- - (100.00) (100.00) AD-8

- - (100.00) (100.00) AD-9

- - (1,450.00) (1,450.00) AD-10

AD-22 -- -- (1,450.00) (1,450.00) AD-11
- - (1,450.00) (1,450.00) AD-12

- - - - AD-13

- - - - AD-14

- - - - AD-15

- -- - - AD-16

- -- - - AD-17

- -- - - AD-18

-- -- - - AD-19

-- -- - - AD-20

- - - - AD-21

206



