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Abstract of Praxis 

 

Dynamic Resilient Enterprise Architecture Model (DREAM) Adoption in Defense 

Digital Architecture Management to mitigate Disconnected  

Systems and Processes 

    

  This paper introduces the Dynamic Resilient Enterprise Architecture Model 

(DREAM) as it highlights the models relevance in the digital transformation era. This 

relevance is specifically within the defense sector. It sets the stage for the discussion by 

outlining the scope and purpose of this paper. The first chapter examines the evolution of 

enterprise architecture. In this first chapter we emphasize the shift towards integrating 

digital technologies like cloud computing, mobile IT solutions, big data analytics in 

defense organizations. The term "Architecture Framework" has been central since the 

inception of the Zachman Framework in the 1980s. However the focus has clearly shifted 

towards frameworks that align corporate strategies with IT innovations. This shift is a 

because of requirements to enhance operational resilience and strategic agility. The 

arrival of cloud computing and mobile technologies has transformed traditional IT 

systems into more dynamic, scalable and interconnected architectures. DREAM is 

introduced as a forward looking framework designed to navigate and leverage these 

technological advancements. This DREAM model exists to ensure that defense 

enterprises can achieve enhanced operational efficiency, risk mitigation, and strategic 

adaptability in a rapidly evolving digital landscape. This studies goal is to present 

DREAM as the ideal architecture framework for defense organizations. Guiding the 

defense organizations through the complexities of digital transformation and addressing 

the unique challenges and opportunities that arise in the defense sector. 
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Chapter 1—Introduction 

 

1.1 Background 

In this modern time, defense agencies worldwide are going through rapid 

technological advancement and global politics.  These changes involves integration of 

cutting-edge technologies, adapting to global geopolitics and the need of having 

innovative and future proof defense strategies.  The progress of information systems 

towards the digital Information Technology (IT) has turned the table on how defense 

agencies operates with a shift in operational security, scalability and interoperability 

requirements.  

 Enterprise Architecture (EA) is getting increasingly more related as it serves as 

the building block to align IT strategy and defense specific objectives. This is essential in 

managing complex systems integrations which covers functions within a defense 

organization.  

 The traditional EA frameworks are still inundated with their complications lack 

and agility and challenges with scalability while implementing IT strategy. In the ever-

evolving scenario of a defense transformation. (Kotusev, S. 2016). This paper proposes 

dynamic resilient enterprise architecture model (DREAM) which is designed to take in 

agility flexibility and other strategic alignment which is vital for modern defense 

organizations. Dream goal is to facilitate the transition to a digital IT landscape by 

providing I will structured and yet flexible architecture that will support cloud 

computing, mobile IT and integration of various upcoming technologies such as Internet 

of Things and big data 
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1.2 Research Motivation 

This research covers the architectural, technological, and strategic scenarios of 

implementing the DREA model. This paper focuses the DREAMs role in aligning 

defense IT projects with accompanying defense or mission objectives and 

implementation strategies. Here we perform a  detailed and through evaluation of current 

existing challenges within the defense landscape and propose innovative models to 

remedy those challenges within the DREAM framework. This research contributes to the 

advancement of achieving business values for the defense organizations.  

 

1.3 Problem Statement 

Defense organizations are unable to incorporate cloud and big data in existing 

enterprise architecture models which results in disconnected systems and inflexible 

processes.  

Legacy enterprise architecture models often lack elements to support mobile 

applications, cloud computing, and big data analytics. This makes large-scale digital 

transformation exceedingly difficult for global enterprises with an aging information 

technology system. 

1.4 Thesis Statement 

Research and Develop Dynamic Resilient Enterprise Architecture Model 

(DREAM) framework and validate DREAM versus existing architecture framework with 

a Decision Support tool.  
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IT architects and engineers will utilize the Decision Support tool choosing 

between legacy models and DREAM model to develop system architectures for digital 

transformation initiatives in Defense organizations. 

The Decision Support tool shall highlight the necessary enterprise architecture 

elements lacking in legacy frameworks to support integration of new digital technologies. 

The proposed solution provides unique new solutions such as Architecture 

Evaluation and Review Model, Digital Knowledge Integration Model, Collaborative 

Architecture Review Model and Strategic Risk Mitigation Model.  

The proposed solution is applicable to much broader industries that are facing 

similar challenges. This is b to the lack of strategic alignment and non-standardization in 

data and technology across global corporations. 

 

1.5 Research Objectives 

In the process of exploring the landscape of enterprise architecture within the 

defense sector revealed a variety of approaches and models. Each of these approaches 

and models are with its unique contributions and limitations. This investigation 

categorizes related research into four main domains: the evolution of architecture 

frameworks, alternative methodologies with insights from Massachusetts Institute of 

Technology (MIT) approach, the progression towards service-oriented architectures and 

the development of adaptive frameworks like DREAM. By examining these areas the 

studies primary objective is to position DREAM within the broader context of enterprise 

architecture evolution. This study will highlight its potential to offer a resilient and 
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dynamic framework that addresses the specific needs of defense organizations facing 

digital transformation challenges. 

 

 

1.6 Research Questions and Hypotheses 

 RQ1: What key criteria helps selecting architecture models for digital 

transformation using a Decision Support Model? 

 RQ2: How can Multi-Criteria Decision Analysis (MCDA) be integrated into 

decision models to evaluate digital transformation architecture frameworks? 

RQ3: What are the digital transformation risks in defense enterprises, and how 

does DREAM mitigate these effectively? 

 H1: Key criteria identified within Decision Support Model will improve 

architecture model selection accuracy for digital transformation. 

 H2: MCDA integration into decision models for digital transformation 

frameworks will increase efficiency when evaluating architecture options. 

 H3: Incorporating DREAM model in defense organizations will mitigate 

architecture risks related to digital transformation. 

 

1.7 Scope of Research 

Here we focus on the development of various enterprise architecture (EA) 

frameworks and models incorporated throughout the defense organizations. We are going 

to study and analyze. In this paper we study foundational models such as National 
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Institute of Standards & Technology (NIST) EA (1989) and Zachman Framework to 

state-of-the-art agile methods. 

These traditional land long standing EA frameworks are inflexible, but by no 

means they were inflexible by nature or was designed to be so.  

In defense, the importance for an interoperable Command, Control, 

Communications, Computers (C4) Intelligence, Surveillance and Reconnaissance (ISR) 

(C4ISR) systems created the Department of Defense Architecture Framework (DoDAF), 

which became a global standard adopted by North Atlantic Treaty Organization (NATO) 

and the United Kingdom Ministry of Defence.  

 

1.8 Organization of Praxis 

To adjust the ever changing demands of the defense operational environment 

DREAM was formalized on the basis of dynamic flexibility which shall allow the 

defense organizations to conform to these changes. 

The DREAM model should also adjust to technological advancements and 

emerging threats to the environment. This process should be supported by modular 

architecture for rapid construction changes and sustainable scaling of the developing 

system. 
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Chapter 2—Literature Review 

2.1 Introduction 

In this chapter we study various developments in Digital IT which includes 

advancements in Cloud Computing, Mobile Technologies, Internet of Things and Big 

Data. We analyze the effects of this advancements on Defense Enterprise Architecture. 

We analyzed various Enterprise Architecture (EA) frameworks, such as The Open Group 

Architecture Framework (TOGAF), DoDAF, Federal Enterprise Architecture Framework 

(FEAF), Ministry of Defence Architecture Framework (MODAF), and E3 Cube to 

understand those frameworks integration with Cloud and Mobile IT solutions within 

defense.  

2.2 Review of Enterprise Architecture Frameworks in the Context of Cloud and 

Mobile IT Integration 

 A key step in this study is to choose the right Enterprise Architecture (EA) 

framework. The are two key criteria for selection: (A) frameworks that are widely 

adopted and (B) frameworks which enables the integration of Cloud computing, Mobile 

IT, and Web services. A study from Sessions (2007) mentions that Zachman, TOGAF, 

FEAF, and Gartner are one of the most widely used EA frameworks. 

 The second condition emphasizes the framework's capacity to integrate Cloud 

computing, Mobile IT, and Service-Oriented Architecture (SOA) elements. According to 

Gill (2014) Zachman, TOGAF, FEAF and the Adaptive Enterprise Architecture 

framework are a well fit to incorporate Mobile IT and Cloud computing components. 

Even more DoDAF, FEAF, TOGAF and the Ministry of Defense Architecture 

Framework (MODAF) are discussed within the context of this research.  
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 However, Gartner framework was excluded from this research due to its limited 

commercial availability (Franke, 2009). Similarly, Zachman Framework will not be 

considered as it does not support an enterprise architecture procedure for employing and 

running an EA capability (Gill, 2015). 

 Following sections will offer an overview of five selected EA frameworks that were 

subjected to a comparative analysis in this research.  

2.2.1 Adapting TOGAF for the Defense Sector 

 TOGAF is known to be a widely adopted enterprise architecture framework 

developed by The Open Group. The TOGAF framework centers on the Architecture 

Development Method (ADM). This is a cyclical process for designing, planning, and 

governing IT architectures. This architecture framework not exactly defense specific but 

TOGAF’s flexibility allows customization for defense needs. This customization enables 

alignment with technology driven transformation goals (Gill, 2015). Its core components 

include the content framework (organizing architectural artifacts), the enterprise 

continuum (repository for reusable models), and reference models like the Technical 

Reference Model (TRM) and Integrated Information Infrastructure Model (Buckl, 2010). 

TOGAF has a three layer structure and they are Business, Application, and Technology 

Architecture. These layers support defense integration as business services are mapped to 

strategic objectives, application layers define system services and technology layers 

manage platform infrastructure. It incorporates Web services, SOA elements, and mobile 

IT through notations in the Technology Architecture’s Enterprise Security 

View and Communication Engineering View, with APIs addressed across layers. 
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However TOGAF lacks explicit cloud architecture components, necessitating 

supplementary frameworks for hybrid cloud adoption in defense contexts. 

2.2.2 Insights from the Federal Enterprise Architecture Framework in 

Defense 

 The Federal Enterprise Architecture Framework is an extensive framework created to 

support the development and maintenance of the enterprise architecture capabilities 

within the U.S. federal government. This provides a standardized approach and guiding 

principles for creating and sharing architectural information across government agencies 

(Gill, 2015). Figure 2.7 displays the structure of FEAF, which was established by the 

U.S. Federal Chief Information Officers Council 2008. 

 

Figure 2.1 FEAF Architecture (Federal Enterprise Architecture Framework v2 (2014)) 

 These models unify terminology and architectural practices across federal agencies 

(Gill, 2015; Federal CIO Council, 2008). By Integrating Mobile IT components like 

mobile devices and Application Programming Interface (APIs) within the Application 

Reference Model (ARM), Business Reference Model (BRM), Infrastructure Reference 
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Model (IRM), and Security Reference Model (SRM) FEAF addresses modern IT 

demands. For Cloud computing  FEAF’s IRM supports Software as a Service (SaaS), 

Platform as a Service (PaaS), and Infrastructure as a Service (IaaS) under its Cloud First 

Initiative. ARM and SRM provide guidelines for cloud security and application 

integration (FEAF, 2013). Web services and SOA are implanted across BRM (business 

services), ARM (application services), and IRM (infrastructure services). All this being 

with service interfaces and consumer provider relationships standardized to ensure 

interoperability. This structured yet adaptable approach positions FEAF as a robust 

framework for defense organizations navigating digital transformation. 

2.2.3 Insights from the Department of Defense Architecture Framework 

 "The Department of Defense Architecture Framework (DoDAF) is specifically 

created for the United States Department of Defense. It provides a standardized approach 

to describe, present and integrate DoD architectures. DoDAF establishes guidance and 

rules for developing architecture descriptions to create a unified basis for understanding, 

comparing and integrating Systems of Systems (SoS) as well as for interoperating and 

interacting architectures" (ISO/IEC JTC1/SC7 Architecture Guidance, Garnie, 2014). 

 DoDAF includes a six stage architecture development process, as illustrated in Figure 

2.2. These steps are: "Define Architecture Use, Define Required Architecture Data, 

Define Architecture Scope, Analyze Architecture Data, Manage Architectural Data, and 

Document Architecture based on the intended use or requirements." 

 "The DoDAF meta model is organized around the interoperability of systems and 

processes (Gill 2015). DoDAF V2.0 is structured into different viewpoints and they are 

Operational Viewpoint (OV), Service Viewpoint (SvcV), Systems Viewpoint (SV), Data 
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and Information Viewpoint (DIV), Capability Viewpoint (CV), Standards Viewpoint 

(StdV), Project Viewpoint (PV) and All Viewpoints (AV) (US Department of Defense, 

2009). DoDAF provides a comprehensive EA framework that includes processes, meta 

models, and viewpoints among other elements" (Gill, 2015). 

 

Figure 2.2 DoDAF six-stage architecture (The DoDAF Architecture Framework Version 

2.02) 

 Within the Mobile IT category in DoDAF mobile devices are included under the 

Capability Viewpoint (CV). In the Cloud category Software as a Service is found within 

the Service Viewpoint (SvcV) and Capability Viewpoint (CV). Platform as a Service and 

Infrastructure as a Service are also addressed within the Capability Viewpoint (CV). 

 "Regarding Web service and SOA elements the DoDAF basic meta model defines a 

service covering both software and business services, a service port and a performer 



21 

 

encompassing both service consumers and providers. The primary viewpoint for Web 

service and SOA elements is the Service Viewpoint although these elements are also 

found in other viewpoints such as All Viewpoints and Capability Viewpoint, when 

mapping services to capabilities" (Alwadain,2014). 

2.2.4 Exploring the British Ministry of Defense Architecture Framework 

 The UK Ministry of Defence Architecture Framework (MODAF) was adapted from 

the US DoDAF between 2006–2008. MODAF provides a standardized EA approach for 

defense planning and change management. This architecture framework organizes 

architectural artifacts into seven stakeholder centric viewpoints and they are strategic, 

operational, systems, service-oriented, technical, acquisition, and all views. All of these 

together addresses specific stakeholder concerns via textual and graphical templates (UK 

Ministry of Defence, 2010). A unified meta-model defines relationships between data 

elements across these views, ensuring consistency (Garnier, 2014). 

MODAF addresses Mobile IT at the network level within strategic and system 

viewpoints. Even with this the framework lacks granular guidance for individual device 

management. For SOA it incorporates service definitions, interfaces, and consumer 

provider relationships in the service-oriented viewpoint, supporting interoperability (UK 

Ministry of Defence, 2010). But MODAF excludes clear Cloud computing components. 

This omission limits this framework utility for modern cloud-driven defense 

architectures. This gap requires complementary frameworks to tackle hybrid cloud 

integration in modern defense operations. 
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2.2.5 Leveraging the Adaptive Enterprise Architecture Framework 

 The Adaptive Enterprise Architecture Framework (Gill Framework) enables 

organizations to design agile, context-sensitive architectures tailored to dynamic 

environments. This framework is structured as a meta-framework . Adaptive Enterprise 

Architecture Framework integrates System of Systems (SoS) and service science 

principles to model enterprises as adaptive service systems (Gill, 2013). Its two-layer 

design supports continuous evolution: 

Outer Layer: This layer has five adaptive competencies and they are: context awareness, 

rationalization, assessment, realization, and un-realization. These competencies push 

iterative adjustments to internal and external changes. 

Inner Layer: This layer focuses on operationalizing the enterprise as a service system. It 

also manages core functions like governance, infrastructure, and service delivery (Gill, 

2014). 

For Mobile IT the framework incorporates mobile devices and APIs under its Cloud EA 

Capability. The Cloud computing elements like SaaS, PaaS, IaaS and hybrid Cloud 

Interfaces are embedded in its Adaptive Cloud EA Model. SOA and Web services are 

addressed within Business, Application, Infrastructure, and Platform Services as a 

Enterprise Service System meta-model. Service-based mobile applications and Business 

Interfaces as a Cloud EA Capability. 

This modular approach makes the framework as a scalable solution for defense 

organizations which requires agility in cloud-integrated and mobile-enabled 

environments. 



23 

 

2.2.6 Applying the EA3 Cube Framework in Defense Organizations 

 The EA3 Cube Framework frames the overall enterprise architecture within three 

hierarchical dimensions and they are strategic/business goals which is informed by 

sociological principles, information/data flows by bridging social and technical domains, 

and systems/technology infrastructure which is essentially rooted in software 

engineering. This framework organizes architectures into modular Lines of Business 

(LOBs), For the each LOB encapsulates a complete sub architecture spanning strategic, 

operational, and technical layers, This sub architecture spanning ensures alignment 

between defense objectives and IT execution (Bernard, 2006). 

For defense organizations this framework incorporates with the Organizational 

Network Model (ONM). This synchronization decentralizes operations through semi 

autonomous functional teams and remote workers. Executive leadership establishes 

policies and resource allocations and the agile teams execute mission-critical IT projects. 

Performing such measures and adapting dynamically to shifting threats or operational 

requirements. ONM’s flexibility allows rapid reconfiguration of teams, partners, and 

resources while maintaining alignment with the EA3 Cube’s LOB structure, enabling 

scalable interoperability and resilience in complex, evolving defense environments 

(Bernard, 2012). 
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Chapter 3—Methodology 

 

3.1 Introduction 

 This chapter details the conceptual development as well as the structure of the 

Dynamic Resilient Enterprise Architecture Model. This is a framework designed to 

address gaps in traditional enterprise architecture frameworks like DoDAF for defense 

digital transformation. DREAM integrates agile, cloud-native, and adaptive architectural 

principles to support defense organizations. This support helps in managing modern 

challenges such as mobile IT, big data, and cloud interoperability while ensuring security 

and resilience. 

The chapter begins by analyzing existing EA frameworks (e.g., TOGAF, FEAF, 

MODAF) to identify limitations in cloud, mobile, and digital technology integration. 

From the analysis of the existing and well known frameworks and from these insights 

inform DREAM’s design, positioning it as a next-generation framework capable of 

overcoming legacy rigidity. 

The discussion progresses through four key areas: (1) an overview of DREAM’s core 

components and its role in defense contexts, (2) critical elements and requirements for 

modern EA frameworks which includes governance and cloud-digital interoperability, (3) 

practical applications of DREAM as it is illustrated through the Force Management 

System (FMS) to Global Force Information Management (GFIM) modernization case 

study and (4) complementary models enabling DREAM adoption the Architecture 

Evaluation and Decision Model (AEDM), Digital Knowledge Integration Model 
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(DKIM), Collaborative Architecture Review Model (CARM), and Strategic Risk 

Mitigation Model for Enterprise Transformation (SRMET). 

By combining these models with a Dynamic EA Process DREAM enhances 

organizational alignment, cross-functional collaboration, and risk mitigation, ensuring 

defense enterprises achieve scalable, secure, and interoperable digital transformation. 

3.2 Analyzing EA Frameworks for Defense Digital Transformation 

The five selected EA frameworks for this paper are TOGAF, DoDAF, FEAF, 

MODAF and the Adaptive EA framework. These frameworks are compared on their 

integration of key elements related to Cloud, Mobile, and Digital technologies. This 

comparison targets to provide an outline of the current state of these elements and their 

positioning within the layers or viewpoints of each framework, as shown in Figure. 3.1. 

The viewpoints and conclusions drawn from this comparison are presented below.  

In comparing the five selected EA frameworks TOGAF, DoDAF, FEAF, 

MODAF, and the Adaptive EA framework this section identifies relevant Mobile 

IT/Cloud computing elements within each framework’s structure. The categorization into 

layers or views in Figure 3.1 is based on the comparative study of EA frameworks 

conducted in Chapter 2 Literature Review of this praxis. The layers or views represented 

in the figure align with existing metamodels and architecture viewpoints across the 

frameworks, emphasizing the extent of integration for Cloud and Mobile IT components. 

The “layers” or “views” were referenced from a proportional analysis of the 

addition of SOA components in widely used enterprise architecture frameworks.  

Each layer or view presented in Figure 3.1 was identified by examining how 

frameworks express Cloud capabilities, Mobile IT, and service-related elements across 
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their core architecture layers. These layers include the Mobile IT Group (Technology 

Architecture), Mobile IT linked Cloud Group (Technology Architecture), Services Group 

(Application Architecture), Actors Group, and Interface Group. 

The Mobile IT Group (TA) has the fundamental mobile IT components such as 

different mobile devices, associated API’s and mobile device management toolset. It can 

also include enabling mobile infrastructure and applications interfaces. 

The Mobile IT linked Cloud Group (TA) includes elements like SaaS, PaaS, 

and IaaS. They have a critical role for cloud services. These supports scalable and 

flexible IT environments.  

The Services Group (AA) consists several functional services, which includes 

Business Services and Application Services. This group maps the services each 

framework supports while identifying where services are emphasized or lacking. 

Actors Group elements are from roles directly relating with or affected by 

Mobile IT and Cloud services, such as Service Consumers and Service Providers. These 

actors are essential for understanding interactions thar are user centric especially for 

collaborative and user driven environments. 

Interfaces Group elements include Application Interface, Business Interface, 

Infrastructure Interface, and Service Interface. These were selected based on their 

relation to service integration and system interoperability. These focuses on how each 

framework handles interconnections within distributed and mobile environments. 

Each element in these categories is marked in the table according to its presence 

and clarity within each framework. Double asterisks (**) indicate that a framework has 

strongly integrated the element into its metamodel, views, or architecture processes, 
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based on explicit modeling and definition. Single asterisks (*) denotes that the element is 

mentioned within the framework text or supplementary documentation but may lack 

explicit structural integration. 

 

Figure 3.1 Cloud and Mobile IT Components for EA framework 

Mobile IT Integration: As it is seen in Figure 3.1 all frameworks identify mobile 

devices either explicitly in meta-models such as in  FEAF’s IRM and SRM or 

descriptively in documentation as in DoDAF, TOGAF, MODAF, Adaptive EA. APIs are 

integrated into FEAF’s ARM/DRM layers. TOGAF’s Application/Technology 

Architecture and Adaptive EA’s Cloud Capability model. But critical gaps exist as none 

of the frameworks identified here addresses Mobile Application Controllers or Mobile 

Device Managers . This limitation makes guidance difficult for mobile centric 

architectures. 
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Cloud Integration: The Adaptive EA framework shines brighter compared to others in 

Cloud integration (Figure 3.1). Specially modeling SaaS, PaaS, IaaS, and a Cloud 

Interface for hybrid environments. FEAF and DoDAF show up SaaS/IaaS/PaaS in IRM 

documents. Even after showing up it still lacks in hybrid Cloud Interface definitions. 

TOGAF and MODAF offer limited Cloud related elements. This negates the need to 

adjust traditional frameworks with Adaptive EA’s Cloud models to address changing 

scalability demands. 

SOA and Microservices: Even if all frameworks show cases of service-oriented 

concepts but the integration depth varies (Figure 3.1). Business and application services 

are defined in FEAF, TOGAF and Adaptive EA meta-models. The infrastructure services 

show up in FEAF and TOGAF. Microservices are not seen in most frameworks. 

Microservices has only limited mentions in Adaptive EA. Service terminology limitations 

such as DoDAF’s “service port” versus standard “service interface” complicates this 

interoperability even further. 

Actors and Interfaces: TOGAF uses a unified “actor” element for service 

providers/consumers. FEAF distinguishes between them. Adaptive EA focuses solely on 

service consumers and this creates a terminology disparities. Interface definitions vary 

even widely. Adaptive EA supports application, infrastructure, business, and service 

interfaces, whereas DoDAF uses non-standard terms like “service port,” hindering cross-

framework alignment. 

Conclusion: As seen in Figure 3.1 existing frameworks partially support Mobile IT, 

Cloud, and SOA and still critical gaps persist. Particularly in mobile device management, 

hybrid Cloud interfaces, and microservices. These shortcomings highlight the necessity 
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for modern frameworks like DREAM. This is to unify and extend these components 

which enables defense organizations to standardize architectures for agile and 

interoperable digital transformation. 

3.3 Key Findings from the Analysis of EA Frameworks  

The comparative analysis of TOGAF, FEAF, DoDAF, MODAF, and the Adaptive 

EA framework as it was summarized in Figure 3.1 shows critical insights into their 

capacity to support defense digital transformation. Even if all the frameworks partially 

integrate Cloud, Mobile IT, and SOA/microservices components significant gaps still 

persist: 

Cloud Integration: FEAF and the Adaptive EA framework provide structured Cloud 

elements for  SaaS, PaaS, IaaS with the Adaptive EA uniquely defining a Cloud 

Interface for hybrid environments. However, TOGAF, DoDAF, and MODAF lack 

explicit Cloud Interface definitions. This omission limits their usability for hybrid Cloud 

architectures.  

Mobile IT Limitations: Mobile devices and APIs are acknowledged across frameworks. 

Een after this acknowledgement advanced components Mobile Device Management 

(MDM) and Mobile Application Controllers are absent. This gap challenges the 

development of secure, scalable mobile architectures required for modern defense 

systems. 

3.4 Overview of the DREAM Framework 

Dynamic Resilient Enterprise Architecture Model (DREAM) is an Enterprise 

Architecture Framework which permits defense organizations to fit in modern digital 

technologies such as cloud computing and mobile IT. DREAMs purpose is to be a 
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supplementary to the traditional frameworks like DoDAF, TOGAF, and FEAF without 

relacing them by combining adaptive architecture cycle that supports required digital 

transformation in the same time maintaining the necessary defense specific controls and 

processes.  

 

Figure 3.2 DREAM model high level view. 

Figure 3.2 showcases the structure of the proposed DREAM model, which 

amalgamates a Dynamic EA Process at the diagram’s lower segment with either TOGAF, 

DoDAF or a basic EA framework tailored for distinct business divisions at the top.  

This figure depicts a high level structural view of the DREAM framework, 

showing the interaction between its main components: 

1. Business Divisions/Departments: The top section of the diagram represents distinct 

application departments and they can be  Application Dept. A, B, C. These 

application departments correspond to various business divisions within an 

organization. Each department operates according to its unique requirements. These 

unique department still shares common EA principles and processes. These divisions 
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are responsible for delivering tailored EA solutions that align with departmental 

objectives while adhering to overarching organizational principles. 

2. Region (Region A): The Region-A part of the framework as this represents a cross-

departmental governance mechanism within DREAM. Region-A coordinates EA 

deliverables, principles, and guidelines across multiple departments. By doing this 

Regina-A ensures alignment with the overarching organizational and regional 

strategy. This unique setup allows for flexible management and deployment of EA 

guidelines which suits different operational environments across regional and global 

contexts. The specific details of Region-A are further clarified in Chapter 4 with 

supporting diagrams which will provide a more comprehensive understanding of 

Region-A’s role in defense applications. 

3. Dynamic EA Process: Figure 3.2 displays the Dynamic EA Process which is the 

operational process for the DREAM framework. This cycle allows organizations to 

continuously adapt and realign their EA strategy with evolving digital requirements. 

The are four core phases as stated below: 

• Context defines the organizational requirements and sets the scope for architecture 

guidelines; it focuses on digital IT and cloud strategies while maintaining the overall 

organization objectives. 

• Defining step formalizes architectural design guidelines and the security protocols. 

• Assessment/Architecture Review: The architecture review committee evaluates the 

proposed designs focusing on the basis of related cloud and mobile technologies. 
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• Realization and Rationalization: In this step approved projects and rationalizing 

systems are executed for production, also identifies obsolete or redundant systems to 

be decommissioned.  

3.4.1 Overview of the DREAM Framework Related Models 

Figure 3.3 shows the tactical architecture framework tailored for Digital IT. Here 

the vertical axis is for "Digital Agility" and the horizontal axis corresponds to the 

different stages in the SDLC. This is based on the agility elements definitions by Gill 

(2014), which include "speed," "responsiveness," "feasibility," "leanness," and 

"learning,"  

The "Dynamic Resilient Enterprise Architecture Model—DREAM" is introduced 

as the comprehensive framework that supports and fosters IT strategies geared toward 

Digital IT. This framework is adaptable across most SDLC phases. This can span from 

Requirement Definition to into the middle of Implementation. Within DREAM the 

Architecture Board conducts frequent reviews and swiftly adapt to business user needs. 

This process happens with a lean architecture process structure. DREAM simultaneously 

develop and apply guidelines for digital IT architectures with a knowledge foundation. 

The scope outlined by the dotted line in Figure 3.3 indicates the application of 

DREAM from the stages of Implementation to Testing. In this process Change 

Management processes requires clear definition and execution within DREAM. At 

present projects involving architectural changes are intermittently reviewed by the 

Architecture Board. However, comprehensive mechanisms for Architecture Change 

Management are being developed to formally encompass this scope within DREAM. 
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The Architecture Evaluation and Decision Framework (AEDM) in Architecture 

Board incorporated within DREAM facilitates the architectural review of new 

Information System (IS)/IT project solutions. This evaluation is performed based on 

predefined evaluation criteria. AEDM model supports Architecture Board reviews during 

the initial SDLC phases from mid-"Requirement Definition" to "Basic Design," . This 

enables swift responses to business requirements through a lean construction of 

architectural deliverables, for example: roadmaps, target architectures, and current 

architectures. 

The Digital Knowledge Integration Model (DKIM) for global communication on 

enterprise portal is an effective knowledge administration/management process. This is a 

model for Architecture Board reviews and is integrated within DREAM. This model is 

utilized in the initial SDLC phases from "Requirement Definition" to "Basic Design," 

This model features lean defined process on digital platforms which encompass 

architectural guidelines for digital IT. 

The Collaborative Architecture Review Model (CARM) serves as the digital 

platform for reviewing business, application, and technology architectures within the 

Architecture Board as it is included in overall DREAM. This model is applicable from 

mid-"Conceptual Design" to early "Implementation" phases of the SDLC. This model 

allows for flexible and rapid response to business user requirements. 

The Strategic Risk Mitigation Model for Enterprise Transformation (SRMET) is 

a strategic risk mitigation model associated with the Architecture Board and integrated 

within DREAM. It is applied throughout the entire SDLC process from mid-

"Requirement Definition" to "Testing,". This model provides lean defined process for 
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architecture reviews. This model also responds promptly to risk-related inquiries and 

requests from stakeholders. In the context of Digital Transformation, strategic elements 

for risk mitigation and scaling agile frameworks, are particularly effective during the 

execution phase of the SDLC and support components of Digital Agility as part of 

DREAM. 

Ultimately DREAM supports components of Digital Agility as SRMET is applied 

across all phases from "Requirement Definition" through "Implementation" and "Testing" 

as depicted in Figure 3.3. DREAM will be assessed from the perspective of all 

components of Digital Agility, and SRMET, as part of DREAM, will be assessed 

throughout the full SDLC. 

 

Figure 3.3 DREAM with related models 
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3.4.2 Research Strategy 

The research strategy for this study is centered around evaluating the 

effectiveness of the DREAM framework in enabling digital transformation within 

defense organizations. The study means to address the following research questions: 

Research Question 1: What key criteria helps in selecting architecture models for 

digital transformation using a Decision Support Model? 

Research Question 2: How can a Multi-Criteria Decision Analysis be integrated 

into decision models to evaluate digital transformation architecture frameworks? 

Research Question 3: What are the digital transformation risks in defense 

enterprises and how does DREAM mitigate these effectively? 

To answer these questions this study will collect data from the defense industry 

and develop a Decision Support model to assess the effectiveness of the DREAM 

framework. The research will involve the following steps: 

1. Identify key criteria for selecting architecture models for digital transformation 

through detailed literature review and efficient subject matter expert interviews. 

2. Develop a Decision Support Model to incorporate the identified criteria and Multi-

Criteria Decision Analysis techniques. 

3. Collect data from defense organizations on their digital transformation initiatives as 

well as current enterprise architecture practices and associated risks. 

4. Apply the Decision Support Model to evaluate the effectiveness of the DREAM 

framework and compare DREAM model  to existing enterprise architecture models. 

5. Analyze the results to determine how DREAM resolves digital transformation risks 

and enables successful adoption of emerging technologies in the defense sector. 
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3.5 Necessary Elements and Requirements in EA Frameworks for Cloud 

Computing, Digital Transformation and Mobile IT.  

Figure 3.4 shows the efforts to identify and define agility-related elements and 

other architectural domain categories across comprehensive EA frameworks. This 

includes FEAF, TOGAF9, MIT EA and the newly proposed DREAM Architecture 

Framework. 

TOGAF and FEAF even with their widespread use are noted for their 

shortcomings in incorporating agility seamlessly into their structures. DODAF and 

MODAF are not considered from this comparison in Figure 3.4 due to their lack of 

specific agility related elements. For other frameworks like Gartner is restricted to 

commercial use and that is why is not fully accessible for this analysis. The Zachman 

Framework is also excluded as it does not provide a process for applying and running an 

enterprise architecture capability effectively. 

Reviewing the criteria of elements in each Architecture Domain Category in 

Figure 3.4 definitions were taken from an enterprise architecture framework development 

project at Gill’s 2014 publication. This is due to the lack of specific definitions in the 

existing frameworks. For agility-related elements definitions were established on Gill’s 

2014 publication on agility elements. 

A detailed analysis of TOGAF9 (The Open Group 2009) considering essential elements 

of the EA framework reveals: 

1. The TOGAF9 architecture framework identifies all elements in figure 3.4 of 

architecture domain and they are: Business Architecture (BA), Data Architecture 

(DA), Application Architecture (AA) and Technology Architecture (TA). Even 
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though TOGAF lacks specific agility related elements. And these are extensions such 

as IT4IT which is a reference architecture for information technology management 

that can be applied to encompass agility-related elements like leanness and learning. 

2. The FEAF architecture framework recognizes all domain elements. But it does not 

fully address agility elements like speed and learning. The elements such as flexibility 

and responsiveness can be derived from the FEAF’s Performance Reference Model. 

3. MIT EA includes elements across all domains. Even after a good span across the 

elements it lacks detailed elements in each domain. This framework addresses agility-

related elements. Those related elements are speed, learning, and responsiveness and 

they are found business modularity and technology standardization stages. 

4. The proposed DREAM Framework in this study targets to include thorough 

elements across all architectural domains. While accomplishing this, DREAM also 

ensures that all agility related elements such as speed, responsiveness, flexibility, 

leanness, and learning are integrated throughout the process. This approach is 

designed to overcome the limitations noted in frameworks like TOGAF, FEAF, and 

MIT EA. 
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Figure 3.4 Architecture domain Elements 

From "Applying Agility and Living Service Systems Thinking to Enterprise 

Architecture" (Gill, 2014) the elements in each Architecture Domain Category and the 

agility-related elements were identified through a comparative analysis in Figure 3.4, 

"Table 1. Agility conceptual elements, Page 10." (Gill, 2014). This provides a structured 

approach to understand agility within EA. This highlights five essential agility concepts 

necessary for enterprise flexibility and responsiveness.  

The comparison in Figure 3.5 show cases the relationship of using these agility concepts. 

This task as performed within the frameworks like TOGAF, FEAF, MIT EA and the 

proposed DREAM model. All these frameworks were evaluated for their ability to 
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address agility and architectural fluffiness. This provided insights into how each 

framework integrates these agility-focused elements within their respective architectures. 

3.6 EA Framework Artifacts 

"Enterprise Architecture (EA) artifacts are various forms of documentation that 

depict the elements of an enterprise architecture. These artifacts include reports, 

diagrams, and other recorded information. High level EA artifacts usually comprise text 

and diagrams outlining programs, strategies, and target outcomes. Mid-level EA artifacts 

consist of diagrams, documents, and briefings that elaborate on organizational processes, 

projects, and large systems, detailing information flows. Low level EA artifacts in 

contrast provide in-depth descriptions of specific applications, technology standards, 

interfaces, and network elements. When EA artifacts are well-aligned with the 

organizational EA framework they yield valuable insights into the architecture’s 

components" (Bernard, 2006). 

Figure 3.5 shows a comparison of suggested artifacts to use within the EA3 Cube 

Framework. Alongside those from the DoDAF, Zachman Framework and the newly 

proposed Dynamic Resilient Enterprise Architecture Model. This comparison covers both 

current and prospective architectural views.  



40 

 

 

Figure 3.5 Artifacts comparison to use in EA3 cube framework 

3.7. Architecture Evaluation and Decision Model (AEDM) 

The AEDM model for architecture evaluation is a key component of the DREAM 

framework, providing a structured approach to evaluating the effectiveness and maturity 

of enterprise architectures in terms of digital transformation as illustrated in figure 3.7. 

EA3 Cube 
Level/Thread

Artifact 
ID #

Artifact Name 
(* Composite Artifact)

Zachman 
Mapping

DODAF 
Mapping

DREAM 
Mapping

S-1 Strategic Plan* C6/R1 AV-1 Suggested
S-2 SWOT Analysis C5/R1 Elective
S-3 Concept of Operations Scenario AV -1 Suggested
S-4 Concept Of Operations Diagram C2/R1 OV-1 Suggested
S-5 Balanced Scorecard TM * C6/R5, C6/R4 Elective
B-l Business Plan* C5R1, C2/R2 Suggested
B-2 Node Connectivity Diagram C3/R1 OV-2 Elective
B-3 Swim Lane Process Diagram * C4/R2 OV-5 Suggested
B-4 Business Process/Service Model C2/R2 OV-5 Elective
B-5 Business Process/ Product Matrix * C4/R2 Suggested
B-6 Use Case Narrative & Diagram C6/R4, C6/R3 OV-6a, SV-10a Suggested
B-7 Investment Business Case* Elective
D-1 Knowledge Management Plan CI/RI, Suggested

Cl/R2 DKIM model
D-2 Information Exchange Matrix* C4/R2 C3/R2 OV-3 Elective
D-3 Object State-Transition Diagram Cl/R3 SV-10b, OV-6b
D-4 Object Event Sequence Diagram C5/R3, C2/R2 SV-10c, OV-6c
D-5 Logical Data Model Cl/R3 SV-11, DIV-1,OV-7 Suggested
D-6 Physical Data Model Cl/R4 DIV-2 Elective
D-7 Activity/Entity Matrix * C4/R2, Cl/R3 SV-9 Elective
D-8 Data Dictionary Object Library Cl/R5 AV-2 Elective
SA-I System Interface Diagram C3R2, C3/R4 SV-1 Suggested (Defining)
SA-2 System Communication Description C3/R2, C2/R4 SV-2 Suggested
SA-3 System Interface Matrix * C2/R4 SV-3 Suggested (Defining)
SA-4 S stem Data Flow Dia ram C2/R3 SV-4 Elective
SA-5 System/Operations Matrix * C2/R4 SV-5 Elective
SA-6 Systems Data Exchange Matrix C2/R3 SV-6 Elective
SA-7 System Performance Matrix * C2/R3 SV-7
SA-8 S stem Evolution Dia am C2/R4 SV-8 Suggested
SA-9 Web Application Diagram C2/R3 Suggested
NI-I Network Connectivity Diagram C3/R5 Elective
NI-2 Network Invent C3/R5 Elective
NI-3 Capital Equipment Inventory C3/R5
NI-4 Building Blueprints * C3/R5 Elective
NI-5 Network Center Diagram C3/R5 Suggested
NI-6 Cable Plant Diagram C3/R5
NI-7 Rack Elevation Diagram C3/R5
SP-1 Security and Privacy Plan* C4/R5 Suggested
SP-2 Security Solutions Description C4/R5 Suggested
SP-3 System Accreditation Document* C4/R5 Suggested
SP-4 Continuity Of Operations Plan* C4/R5 Elective
SP-5 Disaster Recovery Procedures * C4/R5 Suggested
ST-I Technical Standards Profile C3/R4 TV-1 Suggested (Defining)
ST-2 Technology Forecast C3/R4  SV-9, TV-2 Suggested (Defining)
W-l Workforce Plan* C4/Rl Elective
W-2 Organization Chart C4/R2 OV-4 Suggested
W-3 Knowledge and Skills Profile C4/R3 OV-4 Suggested

Standards (ST)

Workforce (W)

Strategic 
Goals & 

Initiatives (I)

Business 
Products & 
Services (B)

Data & 
Information (D)

Systems &
Applications 

(SA)

Network & 
Infrastructure 

(NI)

Security (SP)
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The model is designed to help defense organizations classify strengths, weaknesses, and 

capacities for advancement in their current architectures, and to guide the development of 

a roadmap for achieving the desired target state. 

 

Figure 3.6 DREAM model with Architecture Board  

The Architecture Evaluation and Decision Model includes the following key elements: 

1. Maturity assessment: This consist of comprehensive evaluation of existing maturity 

level of the organization's enterprise architecture. This is accomplished by predefined 

criteria and benchmarks.  

2. Gap analysis: Here gap analysis is performed between the current state and the 

desired target state of the enterprise architecture.  

3. Impact assessment: Here impact analysis are done to resolve the identified gaps and 

implementing the proposed changes to the enterprise architecture. 

4. Prioritization and roadmap development: Priority based approach For the identified 

gaps priority based approach proposed and changes based on their potential impact 

and feasibility are investigated.  
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Figure 3.7 Architecture Evaluation and Decision Model (AEDM) in Architecture Board 

3.8 Digital Knowledge Integration Model (DKIM) 

The Digital Knowledge Integration Model is designed to provide effective 

communication and knowledge sharing between digital platforms within defense 

organizations. This model adopts the Dynamic Resilient Enterprise Architecture Model. 

The model consists of three primary knowledge groups: Implicit Knowledge Cluster 

(IKC), Mediating Knowledge Network (MKN), and Documented Knowledge Hub 

(DKH). These primary groups performs a definite role in the management and flow of 

information (see Figure 3.8 & 3.9). 

1. Implicit Knowledge Cluster (IKC): The IKC layer involves informal knowledge 

exchange that occurs through interpersonal communication. This can be discussions 

in meetings, conference calls or virtual gatherings. Here the knowledge remains 

mostly undocumented and being communicated by direct interactions.  

2. Mediating Knowledge Network (MKN): This is a bridge between implied and 

precise knowledge. MKN focuses on converting real-time, conversational exchanges 
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into accessible documentation. This group is needed for real time documentation, 

which makes defense teams updated on evolving project elements and architectural 

reviews, even in the case of when formal documentation is not yet available. 

3. Documented Knowledge Hub (DKH): DKH validates the knowledge gained in prior 

layers by developing a complete and structured documents which are essential for the 

long-term institutional memory of the organization. These documents can include 

reports, guidelines, policies, and architectural documentation which are maintained 

within document management systems to ensure accessibility and searchability. 

Combination and internalization processes within the DKH allow information to be 

fully documented, refined and incorporated within organization's knowledge base.  

Knowledge 

Type 

Group  Medium Documentation Deliverable 

Examples 

Implicit 

Knowledge 

Cluster 

Human Phone, Online/in 

person 

conferences 

No 

documentation 

Dialogues, Web 

Meetings 

Mediating 

Knowledge 

Network 

Portal 

substances 

SNS, 

e-mail, Portal,  

 

Just in time  Logs of:  

e-mail, SNS, 

Architecture 

Board  

Documented 

Knowledge 

Hub 

Document Document 

management 

services 

 

Just in time  Architecture 

Board Guidelines 

and Results 

Figure 3.8 Layes of Elements in DKIM model 
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3.9.1 DKIM Model for Global Communication Enterprise Portal within 

DREAM Context 

The DKIM Model’s structure is particularly suited for deployment on enterprise 

portals in defense organizations. Here the DKIM model can facilitate global 

communication and knowledge sharing throughout the DREAM implementation. By 

organizing communication flows into the three DKIM layers a defense organization can 

ensure that information is efficiently captured, processed and disseminated across 

different teams and regions. This model supports collaborative environments. This allows 

stakeholders to stay connected and informed regardless of location, thereby fostering 

alignment with organizational objectives. 

DKIM consists of the below steps: 

1. Defining Governance and Policies: This step creates a governance framework 

aligned with the DREAM objectives.  

2. Configuration of Digital Tools: This step chooses the right digital platforms such as 

enterprise portals, email systems, and collaboration software.  

3. Training for Stakeholders: This step makes sure stakeholders training using digital 

platforms are performed efficiently which in turns ensures that knowledge flows well 

through each of the DKIM layer.  
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4. Continuous Improvement: This step keeps the effectiveness of the DKIM Model. 

This step also enables feedback loops and performance metrics.  

Figure 3.9 Knowledge distribution with DKIM model 

3.9 Collaborative Architecture Review Model (CARM)  

The Collaborative Architecture Review Model in the DREAM framework is designed 

to make the architecture review process streamlined for defense organizations undergoing 

digital transformation. It utilizes collaboration tools and structured workflows to make 

communication efficient to help the Architecture Review Board make more coordinated 

decisions.  

The CARM model includes the below components:  

1. Stakeholder Engagement: Stakeholders from different functions which may include 

business leaders, IT teams, end users and subject matter experts actively participate in 

each phase of the review. They perform this to identify potential challenges.  

2. Collaborative Design: This part manages structured design workshops, cocreation 

sessions and iterative feedback cycles.  
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3. Collaboration Tools: Here digital platforms like enterprise portals are used to enable 

real time communication between stakeholders. These tools support activities like 

project proposal submissions, guideline reviews and feedback exchanges.  

4. Continuous Improvement: These are the mechanisms for continuous assessment and 

enhancement of the architecture review process. Iterative improvements are enabled 

by regular performance evaluations, stakeholder feedback and analysis of outcomes. 

 

Figure 3.10 Architecture Board CARM model 
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3.10.1 CARM Workflow in the Architecture Review Process 

In Figure 3.10 the CARM workflow shows the structured sequence which enables 

architecture proposals systematic review. This process begins with "Request to Submit," 

where stakeholders initiate proposals based on prior guidelines. This request starts a 

series of evaluation steps including pre reviews, formal reviews, and responses to 

feedback.  

The stages of the CARM process: 

• Request Submission: Stakeholders submit initial project proposals. 

• Review Evaluation: Committee evaluates the submission and provides iterative 

feedback and address any issues that arise. 

• Confirmation and Response: Upon receiving feedback stakeholders confirm their 

understanding and take remedial actions as needed.  

• Endorsement and Publication: Once the final approval is granted the review 

outcomes are published on the enterprise portal and stakeholders are notified. The 

results are documented for future reference. 

3.10 Strategic Risk Mitigation Model for Enterprise Transformation (SRMET) 

The Strategic Risk Mitigation Model provides arranged organization to identify, 

assess and mitigate risks which are related with Dynamic Resilient Enterprise 

Architecture Model adoption for defense organizations.  

Figure 3.11 outlines risk management cycle focusing on continuous adjustment and 

evaluation. 
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Key Components of the SRMET for DREAM Adoption 

1. Risk Identification: SRMET starts logging potential risks that defense organizations 

can face when implementing DREAM. It goes thorough cataloging technology 

adoption challenges, organizational change risks, data governance issues, and 

cybersecurity threats. 

2. Risk Assessment: Here a combination of qualitative and quantitative methods are 

done to evaluate the impact and likelihood of each identified risk. Once identified it  

focuses program resources on the critical vulnerabilities. 

3. Risk Mitigation: After the assessment SRMET offers a framework to develop 

mitigation strategies. The goal is to minimize both the likelihood and impact of risks, 

fostering resilience within the organization. 

4. Risk Monitoring and Reporting: Here the SRMET model implements procedures 

for ongoing monitoring and reporting. This helps defense organizations to adapt to 

changing risk landscapes. Regular reporting ensures that senior leaders and 

stakeholders are kept informed and facilitate adjustments with resource allocation. 

 

Figure 3.11 SRMET for digital transformation 



49 

 

3.11.1 SRMET in Action: Risk Management Cycle 

Figure 3.11 shows the SRMET's risk management cycle. This cycle is integrated 

within DREAM’s broader digital transformation strategy. The cycle have the below 

phases: 

• Context Phase: This phase is for setting up guidelines and establishing architecture 

requirements for digital IT projects. These guidelines are in line with the DREAM 

framework as previously stated. 

• Defining Phase: In this phase the Architecture Board identifies potential risks and 

outlines mitigation strategies specific to each project. 

• Assessment and Architecture Review: In this cycle risks are reviewed and 

associated strategies are refined to align with architecture guidelines and 

organizational needs. 

• Rationalization and Realization: Finally the organization implements risk 

mitigation strategies. These strategies embeds resilience into the architecture as 

projects transition into production. 
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Chapter 4—Results 

  

4.1 Introduction 

This chapter explains an instance of EA framework built in DoD. In a specific 

DoD project, which is later described in the paper, first we developed an EA framework 

using DoDAF; however, difficulties encountered with EA employment in mobile 

IT/cloud/ digital IT strategy. Therefore, we built and applied the DREAM in the GFIM 

deployment of EA. This chapter discusses an integration method between Dynamic EA 

Process and DoDAF in DREAM. Later in this chapter, will demonstrate case studies for 

the Architecture Evaluation and Decision Model (AEDM), DKIM Model for Global 

Communication, Collaborative Architecture Review Model (CARM) and Strategic Risk 

Mitigation Model for Enterprise Transformation (SRMET). 

4.1.1 Proposed Adoption of DREAM Framework at the Department of 

Defense Headquarters 

 The implementation of the DREAM framework at the Department of Defense begins 

GFIM OE program with in depth assessment of the existing enterprise architecture (EA) 

This in depth assessment identifies any limitations holding back the digital 

transformation. There is a dedicated team containing enterprise architects, IT specialists, 

and defense strategists. This dedicated proposes to oversee the DREAM adoption 

process. This team also ensures alignment with the unique requirements of the defense 

sector. This team collaboration is outlined in Figure 4.1. 

The adoption process follows the below steps: 



51 

 

1. Conducting a Gap Analysis: The gap analysis looks into the differences between 

current EA and the requirements of DREAM. This highlights areas for improvement. 

2. DREAM Implementation Roadmap Development: This roadmap provides 

approach to integrate DREAM with defense critical capabilities. 

3. Architectural Principles and Guidelines: These guidelines makes sure that 

DREAM aligns with the DoD’s standards for cybersecurity, cloud integration, and 

system functions. 

4. Governance Structure: A governance model is implemented to oversee DREAM 

adoption. This governance structure promotes relationship to established principles 

and streamlining decision making. 

5. Skill Development: This step specializes training for personnels to effectively 

manage and use DREAM’s components. 

 

 

Figure 4.1 Dynamic EA process application for DoD. 

4.2 Implementation of Architecture Evaluation and Decision Framework (AEDM)  

 Here we figure out  how Architecture Board in defense sector can benefit from 

DREAM’s adaptive approach. This is particularly for legacy systems modernization. 
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Compared to the traditional frameworks like DoDAF, DREAM combines flexibility 

helping the orientation of digital transformation projects with defense strategies.  

Figure 4.1 shows the dependency between the Dynamic EA Process in DREAM. The 

cycle includes: 

1. Context Phase: This consist of digital strategy with architecture requirements as they 

are aligned.  

2. Assessment and Review Phase: Here the Architecture Board manages projects using 

criteria such as integration risks, budget and operational efficiency. 

3. Rationalization Phase: This phase decides which legacy systems needs replacement 

and to streamline current system modernization approach. 

4. Realization Phase: Projects approved ensuring alignment with broader defense 

strategy and digital transformation goals. 

4.2.1 Risk Categories Identified in GFIM Architecture Board 

Data was collected for a span of approximately nine months as part of the evaluation and 

analysis of the DREAM model for modernization effort within GFIM project in the U.S. 

Army. These data set includes architecture board reviews,  

During this period, more than 140 risks and action items were identified and categorized 

into eleven primary risk categories. These categories provide information into the various 

challenges faced when transitioning legacy systems such as FMS to the new GFIM 

Operational Environment. Below are the identified categories. Along with their 

associated percentages which reflects the distribution of risks within the overall project 

scope. 
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1. R1 Architecture Conformance (15%): These are the risks that are related to 

architecture guidelines compliance to make sure the associated solutions align with 

business, technical, and sourcing strategies. With this effort almost 14% of these risks 

pertained to conformance with standards. 

2. R2 Security (18%): These are the risks that are concerning to information security, 

privacy, cyber defense, and access control. This includes issues around security 

architecture and user authentication. This also includes the enforcement of cyber 

resilience measures. 

3. R3 Technology Architecture (16%): These are the risks that are related to 

technological aspects which includes infrastructure design, digital platforms, mobile 

applications and alignment with emerging technologies that are relevant to defense 

operations. 

4. R4 Project Management (9%): These are the risks that are tied to project management 

functions including scope management, budgeting, planning, resource allocation and 

overall project execution within the GFIM modernization effort. 

5. R5 Data Architecture (9%): These are the risks that involves the management of data 

architecture, including the development of data roadmaps, master data management 

and strategies for data migration across legacy systems and the new systems as well. 

6. R6 Application Rationalization (5%): These are the risks that are centered around the 

reasoning of application systems to avoid redundancy. By ensuring that unnecessary 

or redundant applications are retired to prevent unwanted inefficiencies. 
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7. R7 Compliance and Validation (5%): These are the risks that are linked to regulatory 

compliance, validation procedures. These can be as adherence to the SDLC, 

conformance with DoD directives and GxP-related testing requirements. 

8. R8 Application Architecture (5%): These are the risks that are related to the design 

and functionality of application systems. This category focuses on ensuring that target 

architectures align with operational needs and provide viable solutions. 

9. R9 Strategic Orientation (6.5%): These are the risks that are concerning to the 

orientation of IT and architecture strategies with broader organizational goals.  

10. R10 Business Architecture (4%): These are the risks that are related to consistent 

standards for business processes, tasks and workflows across the GFIM environment 

to make sure operations run smoothly and efficiently. 

11. R11 System Development (4%): These are the risks that are associated with 

implementation of enterprise systems which covers the transition from legacy systems 

like FMS to GFIM architecture.   

4.2.2 Solution Categories Applied in the Architecture Board for GFIM OE 

 For each identified risk one or multiple corresponding solutions were identified 

during the risk assessment process. The solution categories, ordered by frequency of 

occurrence, highlight the strategic focus areas within the GFIM modernization effort. 

Below are the solution categories with their definitions and the percentages of occurrence 

in the architecture review process. 

1. S1 Personnel Assignment (35%) These are the solutions that focuses on assigning the 

right personnel to critical tasks. This solution also ensures that skilled employees are 

available to support system modernization efforts. This includes aligning personnel 
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and employees with domain specific expertise. This helps to seamlessly integrate 

legacy systems into GFIM OE. 

2. S2 Leadership Involvement (20%) Senior management or officials involvement are 

required for this kind of solutions. This includes top-level decision-makers such as 

Command Executives, CISOs, and Army CIOs. Their engagement ensures alignment 

between strategic objectives and architecture decisions. 

3. S3 Application Architecture (10%) These are the solutions that addresses the review, 

validation and integration of application architectures. This includes ensuring that the 

applications being transitioned from legacy systems such as FMS aligns with GFIM’s 

operational objectives and technical standards. 

4. S4 System Optimization and Transition (9%) These are the solutions that targets 

system customization, decommissioning of outdated systems and optimization of 

existing capabilities. These solutions ensure that legacy systems such as FMS, AOS 

and SAMAS are properly integrated or phased out. 

5. S5 Project Scope Classification (7%) These are the solutions that focuses on the clear 

definition of project scope to avoid scope creep and ensure alignment with GFIM 

modernization objectives. This includes defining actionable project goals and 

timelines for smooth execution. 

6. S6 Technology Architecture (5%) These are the solutions that involves the review of 

technology architecture, including infrastructure design and interface standards.  

7. S7 Security Architecture (5%) These are the solutions that includes the integration of 

enhanced authentication mechanisms, encryption and real-time threat monitoring. 
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8. S8 Implementation Process Management (4.7%) These are the solutions that are 

focused on the management of implementation processes. These include developing 

detailed execution plans to manage the deployment and migration of legacy systems 

to the GFIM OE architecture. 

9. S9 Vendor Support and Engagement (1.2%) These are the solutions that involves 

collaboration with system vendors and consultants to ensure that their products and 

services align with the architecture requirements of GFIM. 

10. S10 Vendor Contract Definition (1.2%) These are the solutions that are focused on 

the negotiation and definition of vendor contracts. This helps to ensure accountability 

and compliance are in line with GFIM OE standards. 

11. S11 Data Architecture and Management (2.6%) These are the solutions that focuses 

on the verification and enhancement of data architecture. These includes the 

development of master data management platform strategies. 

12. S12 Compliance and Validation (0.7%) These are the solutions that addresses 

regulatory compliance and validation requirements. This includes ensuring that all 

architecture decisions align with DoD policies and SDLC processes. 

 

4.2.3 Interrelation between Risk Mitigation Strategy, Solutions, and Risks 

Raised in the Architecture Board Review 

  Figure 4.2 shows a detailed mapping of risk categories to solutions through 

various risk mitigation strategies which were employed in the GFIM OE project. These 

solution categories were identified via systematic analysis of JIRA tickets from the GFIM 

OE project's Architecture Board reviews. Each solution represents a combined approach 
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that was successfully implemented to resolve multiple risk categories. They are  

categorized based on their primary involvement area such as personnel, technology, 

process. Their frequency of implementation across different risk scenarios. 

 The diagram identifies six key risk mitigation strategies. This defines how structured 

solutions were applied to address specific risks during the GFIM OE modernization 

effort. 
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Figure 4.2: Three-swim Lane Risk Mitigation Approach in the Architecture Board. 

Solid lines indicate a strong direct correlation between risk categories, risk mitigation or 

solution categories and this is because of occurrences happening more then five 

instances. Dotted lines represent a weaker direct relationship between risks and 

mitigation strategies and solutions. This weaker relationship is observed between two to 
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five times. The gray boxes highlights risk or solution categories with minimal 

occurrences as they are occurring particularly in CRM and Digital IT related systems and 

they are less than five times. These instances shows that no significant pattern of direct 

alignment exists between risks and solutions because of the applied strategies. 

Explanation of Risk Mitigation Strategies and Their Corresponding Solutions: 

1. Role Assignments: This strategy is based on assigning the right person or employee 

to manage critical risks related to Architecture Security, Conformance, Technology 

Architecture, Data Architecture and Project Management. 

For example, the Employees solution was used to mitigate risks that across multiple 

categories. These categories includes compliance and validation efforts, ensuring 

workforce alignment with modernization goals. Same way top Management 

involvement addressed risks within Business Architecture and Strategic Alignment 

categories. This is to ensure operational consistency with the organization's mission. 

2. Solution Architecting for Security: Risks in the Security category were solved with 

solutions from Security Architecture and Technology Architecture.  

3. Building Solutions for Applications: Many different risks such as risks for 

Application Architecture, Architecture Conformance, Data Architecture were 

resolved by the process of  developing Application Architecture, Technology 

Architecture, and the Implementation Process. This way the Architecture board 

members made sure that the modernization efforts related to the digital applications 

enterprise workflows are aligned with business operational requirements. 

4. System Decommission: Risks associated with Application Rationalization were 

addressed by solution making sure that redundant legacy systems were 
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decommissioned or for appropriate case be replaced with modern alternatives or 

solutions. This made sure that there were no duplications of effort in the GFIM OE 

modernization effort. 

5. Project Scoping: Project scope definition solution resolved the risk associated with 

risks in Project management. With this strategy the team had a clear boundary and 

made sure that the project scope is aligned with strategic goals of the program. This 

method also stopped scope creep during the transition of legacy FMS system to 

GFIM OE.  

6. Vendor Control: The risks associated with System Compliance and Validation and 

System Development were resolved by incorporating solutions such as Vendor 

Contract Definition System and Vendor. This approach made sure that vendor 

activities and vendor specific contracts were managed by contracting office 

effectively. The risks encountered here was quite limited as shown in the diagram.   

4.3 Digital Knowledge Integration Model (DKIM) Implementation Case Study 

4.3.1 ADVANA Platform 

 In this section we analyzed on how the Department of Defense (DoD) handles 

communication using the ADVANA platform. ADVANA is a central data and analytics 

system used by military and civilian personnel. ADVANA platform hosts information 

from more than 400 different DoD systems related to finance, logistics, and personnel 

readiness. This ADVANA platform makes it easier to access and use the shared data to 

make leadership decisions. 

We take a look at how the Digital Knowledge Integration Model (DKIM) was utilized 

using the ADVANA platform. We had set up a temporary tool called the DoD 



61 

 

Architecture Collaboration Portal (DACP) which was set up within ADVANA. This was 

created to help members of the architecture review board work together more effectively. 

It enables them to be more collaborative with dedicated toolset and permissions, share 

information, and stay updated on project developments. 

4.3.2 Overview of ADVANA-Enabled DACP 

 The DACP feature proposed within the ADVANA platform works as a secure space. 

In this space members of the DoD architecture board can share and access project related 

information. This kind of portal is commonly used in other organizations and our feature 

has been adapted here for use in a military setting. With DACP board members are able 

to: 

1. Share Announcements: With this feature departments can stay updated by posting 

important messages and architecture plans. 

2. Access Architecture Work: Users can review reports, official guidelines and results 

from architecture board discussions. 

3. Work together in real time: Built in messaging and collaboration tools in ADVANA 

help members have quick and secure conversations when needed. 

 Using DACP the DoD can bring all communication into one place. This makes it 

easier for everyone involved to find the latest architecture information, research updates, 

and governance details. 

4.3.3 DKIM and DACP within ADVANA 

 The Digital Knowledge Integration Model (DKIM) helps manage and share 

knowledge clearly across digital platforms especially for defense-related systems and 

organizational changes. In the case of modernizing the FMS, DKIM provides a structured 
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way to make sure that valuable knowledge gathered during system development, 

architecture reviews, and other modernization activities is effectively recorded, stored, 

and made available throughout the organization. 

DKIM has three main steps and they can be categorized as collecting the knowledge, 

sharing the knowledge, and applying the knowledge. These steps help protect insights 

gained from evaluations using the DREAM and DoDAF frameworks. This ensures that 

information is available to all relevant teams. With this organized approach DKIM 

prevents important information from getting trapped in isolated groups. This process also 

makes sure everyone can easily access knowledge needed for future projects and 

decisions. 

There were additional questions that came up during the Architecture Board meetings. 

The questions were about how to use DKIM within the ADVANA platform. All these 

questions pushed a continuous effort to really check how effectively DKIM improves the 

communication between teams and stakeholders. By also encouraging teamwork how it 

address problems within different departments during this GFIM OE modernization 

process. Answers to these questions will be explored in more detail later in the Praxis. 

1. Overcoming Organizational Barriers: Participants raised concerns that cross-

functional challenges might arise during digital transformation processes, both 

between logical organizational divisions and within individual military branches or 

regions. 

2. Knowledge Sharing Across Communities: The importance of informal knowledge 

was another point that came up for the digital platform. The board discussed using the 

collaborative features such as real time messaging features within ADVANA can 
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enable community members to exchange insights and best practices to support 

ongoing operations and decision making. 

3. Identifying Common Problem-Solving Patterns: A repeated question was whether the 

communication processes in ADVANA could reveal common patterns or best 

practices for solving cross functional issues. The board explored how recurring 

challenges such as data inconsistencies, process misalignments, and resource gaps 

might be mitigated through consistent and transparent communication across the 

platform. 

4.3.4 Verifying DKIM Processes within the Architecture Review Board 

Activities 

 Many questions came about within the GFIM project Architecture Review Board. 

Specially related to cross-functional communication across different DoD Army 

divisions. Figure 4.3 provides a detailed breakdown of the key communication actions, 

participants, and knowledge flows within the ADVANA platform. 

  The Architecture Board sessions in ADVANA allowed real-time engagement, 

This in turn mitigated communication difficulties between regions and departments. This 

collaborative effort effectively streamlined cross functional activities and facilitated 

efficient knowledge transfer and architecture review. All this in turn enabled smoother 

transition management within GFIM. 

Evidence of Informal Knowledge Sharing and Collaboration 

 ADVANA's platform was vital to facilitate knowledge sharing practices. One 

example of this is the collaborative entry showed under Action 9 in Figure 4.3. In this 

step the project managers and Architecture Board members exchanged informal but 
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critical insights using the system. These knowledge sharing meetings helped capture 

undocumented experience based practices. This avoiding knowledge silos and reducing 

the need for rediscovery in future operations. 

 The ADVANA communication processes can be identified into six key types: 

1. Request: Initiate a  new project proposal and gathering approvals for that new 

project. 

2. Reference: This is for to get access to existing architecture guidelines and lessons 

learned from the previous projects. 

3. Consolidation: Here the board review and summarize key evaluation points for 

the new project. 

4. Confirmation: Here actions and decisions gets aligned between stakeholders and 

making sure all on the same page. 

5. Evaluation: Proposed solutions for the new project gets officially evaluated here. 

6. Understanding: Promoting in depth understanding and feedback loops for regular 

improvement. 

 These structured communication arrangements helped the Architecture Board resolve 

cross-functional challenges. With the timely and categorized information exchange 

within ADVANA enabled faster decision-making and response during critical phases of 

the modernization initiative. 
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Figure 4.3 Architecture review activities case study on ADVANA Platform. (P: Project 

manager, M: Architecture Board member, L: Leader)  

4.4 Collaborative Architecture Review Model (CARM) Implementation 

 The Collaborative Architecture Review Model (CARM) can be a structured process 

with it being flexible as well. CARM integrates collaboration from multiple stakeholders 

and this is performed during the architecture review phase. CARM plays a vital role to 

make sure that the architecture decisions for FMS modernization are not made in 

isolation. These architecture decisions needs to involve inputs from key players across 

departments thus ensuring all perspectives are considered. 

Action Person in Charge Intermediary Knowledge Communication Process in ADVANA Action Details

1 L (Leader) Publication Submission Request

The Architecture Board schedules a GFIM-
related review meeting. Members are 
asked to submit new project proposals 
via ADVANA by the assigned deadline.

2 P (Project Manager) Collaboration (combination) Reference
Project managers access architecture 
guidelines on ADVANA to align their 
proposals with standards.

3 P → L Publication Submission → Consolidation
Project proposals are uploaded to 
ADVANA for review by the Architecture 
Board.

4 L Resonant Formation Confirmation (Acknowledgment)

Board members review and acknowledge 
receipt of proposals, providing initial 
feedback through ADVANA notifications 
or email.

5 M (Board Member) Collaboration Evaluation
Architecture Board members assess 
proposals in advance to identify issues 
before the formal review meeting.

6 M, L Combination Reference
Members consult architecture standards 
and previous guidelines on ADVANA to 
support their evaluations.

7 L Refinement Evaluation (Key Assessment)
The leader extracts key evaluation points 
from the proposals, ensuring alignment 
with GFIM objectives.

8 P Publication (Refinement) Explanation → Assessment Request
Project managers present proposals via 
ADVANA and address questions posed by 
board members.

9 M, L
Collaboration/Internalization 
(Refinement)

Understanding → Question → Evaluation
Board members engage in discussions, 
suggesting refinements to align projects 
with GFIM priorities.

10 L Refinement (combination) Synopsis, Official Evaluation
The leader compiles final evaluations, 
creating a summary document to share 
within the Architecture Board.

11 L Combination Consolidation (Evaluation Outcomes)
The official evaluation report is uploaded 
on ADVANA, making the findings 
accessible to all stakeholders.

12 L Refinement (collaboration) Confirmation Request
The leader sends an official summary of 
review outcomes via ADVANA and email 
to all board members.

13 P, M Combination (fragmentation) Understanding
Board members and project managers 
ensure that all required changes and 
action items are clearly understood.

14 P, M Collaboration (fragmentation) Question/Confirmation
Questions about the evaluation are 
raised via ADVANA’s collaborative 
features or email.

15 L Collaboration Confirmation, Reply
The leader responds to queries and 
provides clarifications via email or 
corporate messaging tools.

16 P Refinement Confirmation, Answer
The project manager integrates feedback 
into the proposal, completes revisions, 
and initiates the approved project.
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 This model encourages the use of collaborative tools and platforms. By using these 

tools it enables real-time communication and feedback loops during architecture reviews. 

CARM improves the alignment of architecture designs with organizational goals, system 

requirements, and security needs by implementing collaboration between business units, 

technical teams, and external contractors. 

 In the GFIM modernization project CARM model was applied to streamline 

architecture decisions. The CARM model ensured that proposed solutions for system 

modernization align with the overall digital transformation strategy. On top of that the 

collaborative aspect of CARM helped to identify and resolve potential integration and 

interoperability issues much early in the process. This in turn led to more efficient 

implementations and fewer reworks during project execution. 

 CARM utilized collaborative review sessions, workshops, and feedback loops. By 

utilizing these CARM ensured that the architecture board has access to comprehensive 

input before the final decisions. This model’s structured feedback mechanism makes sure 

that all architecture review outcomes align with both the operational and technical 

requirements of the defense organization. 

4.4.1 Verifying CARM Model for Architecture Review within the DoD 

Interaction Case Study 

 The case study showed in Figure 4.4 logs the activities of Architecture Board during 

communication and coordination efforts using the ADVANA portal and its tool set. The 

Architecture Board had over six members including top level managers, architects, and 

project managers from different working groups. This architecture board conducted 

evaluations and communicated extensively through the portal and secure messaging 
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platforms like SNS. This process copies the collaborative activities necessary for large 

scale defense projects which is very much aligned with GFIM modernization effort. 

 

Figure 4.4: Architecture Review Activities Using CARM Model in GFIM OE 

 During the case study key stakeholders including board members as previously stated 

and project managers communicated and collaborated through sixteen coordinated 

actions over the span of 15 business days. Notably 56% of these activities occurred 

within five business days of the meetings start or end. This actually demonstrates a 

focused actions of collaborative activity aligned with project deadlines. The ADVANA 

portal and SNS made communication smooth and efficient enabling easy management of 

feedback, evaluations, and proposals. 

Action+A1:
F17

Person in Charge Communication Process (Step No.) Application Platform (AA) Cloud Platform (TA)
Action Details (Status conforming to 

CARM model in bold)

1 L Submission Request Email / Portal Private Cloud → SaaS
(Distributed below)  Submit new project 
proposals via ADVANA by the specified 
date.

2 P Reference Portal Private Cloud → SaaS
Architecture guidelines on ADVANA are 
referenced, project proposals are 
developed.

3 P → L Submission → Consolidation Email / Portal Private Cloud → SaaS
Project proposals are uploaded to the 
ADVANA portal.

4 L Confirmation (Thanks) Email / SNS Private Cloud → SaaS
Proposals are reviewed, and 
acknowledgments are sent via email or 
SNS.

5 M Evaluation Portal Private Cloud → SaaS
Architecture Board members review 
proposals and assess them according to 
CARM-based criteria.

6 M, L Reference Portal Private Cloud → SaaS
Architecture Board members refer to 
architecture guidelines on ADVANA during 
the review.

7 L Evaluation (Judgment of Key Points) Portal Private Cloud → SaaS
The leader evaluates proposals using 
CARM criteria and extracts key points.

8 P Explanation → Evaluation Request Web Conference SaaS, Private Cloud
Project manager explains new proposals 
on ADVANA and receives questions.

9 M, L
Collaboration (Understanding → Question → 
Evaluation)

Web Conference SaaS, Private Cloud
Board members discuss proposals, 
raising action items based on CARM 
guidance.

10 L Summary, Official Evaluation Portal Private Cloud → SaaS
Review summaries and action items are 
prepared and documented using ADVANA.

11 L Consolidation (Evaluation Result) Portal Private Cloud → SaaS
Final evaluation documents are uploaded 
to ADVANA.

12 L Confirmation Request Portal / SNS (Email) SaaS, Private Cloud
Announcements are made on ADVANA, 
and emails are sent to members.

13 M, P Understanding SNS (Email) SaaS, Private Cloud
Members review final documents and 
provide feedback via SNS or email.

14 M, P Question / Confirmation SNS (Email) SaaS, Private Cloud
Further questions on action items are 
discussed through ADVANA and corporate 
SNS.

15 L Confirmation, Reply SNS (Email) SaaS, Private Cloud
The leader checks the corporate SNS and 
provides responses.

16 P Confirmation, Response SNS (Email) SaaS, Private Cloud
The project manager edits proposals 
based on feedback and updates the team. 
The project begins upon approval.
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Figure 4.4 shows the detailed steps of this process, highlighting actions taken by 

moderators or coordinators (L), project managers (P), and Architecture Board members 

(M). Each step demonstrates important parts of the collaborative architecture review 

process, guided by the Collaborative Architecture Review Model (CARM).  

For example, certain tasks such as proposal reviews and criteria evaluations (actions 4 

and 5 in Figure 4.5) demonstrate effective teamwork through the CARM model. During 

these steps board members used the ADVANA portal to access architecture guidelines, 

applied specific criteria from the Architecture Evaluation and Decision Model, and then 

provided feedback through SNS and email. 

Further collaboration in steps like “Understand and Confirm” (actions 12 and 13 in 

Figure 4.5). During these actions team leaders shared important updates and proposals on 

the ADVANA portal and communicated specific tasks via SNS. This gave the team 

members the context they needed to move forward.  

Throughout the 15 day process conducted by the Architecture Board the CARM model 

supported cooperation across different teams. This process helped the program to 

overcome communication challenges that is typical in large organizations like the DoD. 

By using the ADVANA portal as a central hub for documents and messaging the 

DREAM model ensured all participants despite differences in location or roles were 

aligned on project objectives. 

4.5 Risk Management Approach Evaluation for Digital Transformation 

 This section looks at how the Strategic Risk Mitigation for Enterprise Transformation 

(SRMET) framework was used within the GFIM OE project. It reviews the risk 

management activities that was done under the supervision of the Architecture Board. 
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Here we also explains how SRMET helps to manage major risks that come with digital 

transformation. It also highlights different strategies used in areas like cloud computing, 

real time data sharing, and cybersecurity. These areas are all key to the Army’s 

modernization work.  

4.5.1 Risk Management with Architecture Board in the GFIM Project 

 The SRMET framework was designed to support the Army’s move to the modern IT 

systems. Specially during the move to GFIM OE. This includes new technologies like 

cloud services, mobile IT, and systems that rely on real-time operational data. During 

project reviews SRMET gave the Architecture Board a structured way to manage risk. As 

part of its role in GFIM the board looked at the new proposals, they checked if they 

follow architecture guidelines and made sure they fit into GFIM’s long term goals. 

4.5.2 Data Analysis—Risk Categories in the GFIM OE Digital Ecosystem 

 This part of the analysis focuses on how SRMET helps deal with different types of 

risk that come up during digital transformation. It breaks down key strategies used to 

address those risks, especially when adopting cloud services and mobile technologies. 

These steps are mostly used during the implementation stage of the project showing how 

the team actively worked to manage challenges with carefully planned actions and 

solution. 

 The Architecture Board’s review processes for GFIM OE was conducted over eight 

month period. During this time forty eight risks were identified and these risks were 

categorized into ten key areas. These risks reflect challenges associated with the 

transition to digital platforms, enhanced data management, and security frameworks. 

Below is a summary of the identified risk categories: 
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1. Security (23%) – These are the risks to access control and authentication, data privacy 

of the program, cybersecurity within the built cloud-based environments. 

2. Architecture Conformance (16%) – Per the outlined in architecture guidelines these 

are issues to ensure that system designs comply with operational, technical and 

sourcing strategies outlined in architecture guidelines. 

3. Technology Architecture (13%) – These are the mobile platforms, cloud 

infrastructure and future-oriented digital systems integration risks. 

4. Project Management (11%) – While maintaining project scope, planning and 

budgetary control these challenges come up. 

5. Compliance and Validation (8.5%) – With the cloud vendors this makes sure that they 

are adhering to system regulatory compliance, data governance and service level 

agreements (SLAs). 

6. Application Architecture (6.5%) –When designing the application and associated 

functionality and interoperability with legacy systems these risks are corelated. 

7. Data Architecture (8.5%) –These are the master data management platform migration 

challenges and implementing the ovrall data governance strategies. 

8. Application Rationalization (6.5%) – The attempt to avoid unnecessary proliferation 

of new applications plus ensuring the decommissioning of redundant systems. 

9. Strategic Alignment (5%) – Ensuring alignment between IT modernization efforts 

and long-term military strategies. 

10. System Development (2%) – Risks associated with enterprise system 

implementations and smooth transitions from legacy systems to new platforms. 



71 

 

4.5.3 Data Analysis—Solution Categories for GFIM OE Risk Management 

 Addressing the identified risks the Architecture Board categorized solutions into ten 

key areas. They have a focus on personnel assignments, top management involvement 

and a well defined project scopes. Below is a summary of the solutions applied: 

1. Personnel Assignments (42%) –Here killed personnel are identified and allocated to 

the right roles and responsibilities. 

2. Top Management Involvement (18%) – This is for the involvement of senior 

leadership including O-6s and project directors as they oversee the project execution. 

3. Application Architecture (9.5%) – Here application designs is verified so that it meets 

integration and functionality requirements. 

4. Project Scope Definition (8%) – Making sure that projects have clearly defined 

objectives, deliverables and timelines. 

5. System Optimization (7%) – Customization, modification and decommissioning of 

systems to enhance efficiency throughout the program. 

6. Implementation Process Management (6%) – For new systems in the program the roll 

out is supervised to ensure compliance with the SRMET framework. 

7. Technology Architecture (4.5%) – Verifying that new platforms align with technical 

standards and interoperability guidelines. 

8. Security Architecture (4.5%) – Implementing robust security frameworks to mitigate 

risks associated with data breaches. 

9. Vendor Contract Definition (0.2%) – Formalizing and finalizing vendor relationships 

to ensure clear contractual obligations implemented. 
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10. Compliance and Validation (0.1%) – Security compliance enforcing for security 

application and technology architecture.  

4.6 SRMET Verifications and Summary 

4.6.1 Mobile IT/Cloud with Strategic Risk Mitigation Model for Enterprise 

Transformation (SRMET) 

 For the  GFIM digital transformation we examined the application of Strategic Risk 

Mitigation Model for Enterprise Transformation (SRMET). This model provides a 

structured approach to mitigate risks identified during Architecture Board reviews. This 

was done across various digital IT areas such as Cloud services (SaaS, PaaS, and IaaS) 

and Mobile IT. 

 For this eight month long evaluation there were over 110 action items were generated 

for Cloud-based projects while fifty action items emerged for Mobile IT 

implementations. Each action item aligned with previously defined risks. These action 

items were categorized within the risk framework described earlier. The Architecture 

Board issued these items following detailed reviews as they referenced project 

documentation and architecture guidelines. The mitigation of these risks was achieved 

through the solutions outlined in various categories (see Figure 4.6) in the next page.  
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Figure 4.6 Mapping of Digital IT Solutions to Mitigation Strategies Across Cloud and 

Mobile Platforms 

 This figure shows how various digital IT solutions were applied to resolve risks in 

specific technology environments. These environments includes SaaS, PaaS, IaaS, and 

mobile IT applications. The figure highlights the alignment between solutions like 

security architecting, role assignments, and system decommissioning and also their 

corresponding risk areas. Below is a breakdown of solution frequency as follows: 

VH – Very High, H – High, M – Medium, L – Low 
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Frequency indicators: More than ten times: Very High, 5–9 times: High, 3–5 times: 

Medium, Less than twice: Low 

 This alignment helps to identify the places and opportunities mitigation strategies can 

be most effective. This alignment also enables better project scoping, enhanced data 

architecture, and smoother application integration. This process happens throughout the 

IT ecosystem within the defense organization. 

Cloud IT Solutions Overview: 

1. SaaS Cloud Projects: 

• The SRMET framework showed strong risk management controls mainly in SaaS 

implementations. 

• Solutions related to security featured quite well with extremely high occurrences 

in the Employees category. 

Other high-frequency solutions included: 

• Compliance and Validation for employees. 

• Strategy development within top management. 

• EA/Conformance-related solutions under Application Architecture. 

2. PaaS Cloud Projects: 

• PaaS projects showcased risk management controls with moderate risk. 

• Security within the employee solution category maintained a high occurrence. 

• However for lower frequencies of solutions were seen for project scope definition, 

application architecture and security architecture. 

3. IaaS Cloud Projects: 
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• IaaS projects exhibited comprehensive risk management with most of the solution 

categories well represented excluding the system solution class. 

• Security and EA/Data solutions were especially common. 

• Medium level occurrences were recorded for project management solutions 

within the project scope definition category. 

Mobile IT Solutions Overview: 

The SRMET framework helped Mobile IT applications including business analytics and 

SNS platforms: 

1. Security and Compliance solutions for the employee category had high 

occurrence levels. This means it had good protections for mobile environments. 

2. Project Scope Definition and Technology Architecture solutions had medium 

level presence. This made sure seamless integration of mobile platforms with 

enterprise systems. 

 This evaluation proves that SRMET provides an organized and adaptive framework 

for managing risks across various digital IT implementations. SRMET models relevance 

to the evolving digital landscape within GFIM is demonstrated by the SRMET model’s 

ability to align solutions with identified risks. The SRMET model proved that it 

maintains resilient architectures that can mitigate risks. SRMET promotes innovation by 

ensuring high control and visibility across SaaS, PaaS, IaaS and Mobile IT domains. 

 This empirical analysis and evidence showcases how the Architecture Board utilizing 

the SRMET model effectively governed digital transformation efforts. This successful 

digital transformation efforts were accomplished by coordinating solutions and aligning 

them with the programs strategic objectives.   
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Chapter 5—Discussion and Conclusions 

5.1 Evaluation of FMS to GFIM Using DREAM Architecture 

FMS Overview: The Force Management System is a DoD Army program which 

is responsible for managing and allocating manpower and force structure information. 

The FMS system supports unit models and documentation that are essential for the 

Army’s transformation efforts. Even though the FMS system is being web based this 

system struggles with real time integration, modern standards of interoperability and 

adapting to cloud infrastructure. 

Challenge: FMS faces difficulty in interfacing with modern data exchange 

standards, cloud integration and interoperability with other DoD systems. Those systems 

are such as AOS, SAMAS etc. The new GFIM OE system plans to resolve these 

limitations by migrating legacy systems to a more agile and integrated architecture. 

To answer our Research Question 1: What key criteria helps selecting 

architecture models for digital transformation using a Decision Support Model?  

From our study above we were able to identify eight key criteria categories. 

5.1.1 System Cost: 

Metric DoDAF  

Baseline 

(averages) 

DREAM 

Implementation 

(averages) 

Actual Improvement 

Cost Impact $38.2K/user 

story 

$27.5K/user story Reduced by 28% 

Implementation 

Time 

5.8 days 3.5 days Reduced by 39.7% 

Resource Utilization 47.20% 68.50% Improved by 45.1% 

Success Rate 81.30% 97.80% Increased by 20.3% 
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Why DREAM Improved These Metrics: 

• Modular architecture allowed for reusable components which reduced overall 

program development costs 

• Implementing and cooperating standardized templates with automated workflows 

decreased implementation time 

• Better resource allocation using DREAM's dynamic resource management 

• Improved success rate through standardized processes and better integration patterns 

5.1.2 Operational Efficiency: 

Metric DoDAF 

Baseline 

(averages) 

DREAM  

Implementation  

(averages) 

Actual Improvement 

Response Time 308min 155min Improved by 49.7% 

Automation Effectiveness 66.20% 94.80% Increased by 43.2% 

Process Completion 51.3 hrs 25.6 hrs Reduced by 50.1% 

Resolution Time 9.1 days 4.2 days Reduced by 53.8% 

 

Why DREAM Improved These Metrics: 

• Microservices architecture improved response times 

• Enhanced automation through DREAM's integrated CI/CD pipelines 

• Streamlined processes through better service orchestration 

• Faster resolution through improved monitoring and diagnostic capabilities 

5.1.3 Cybersecurity Incidents: 

Metric DoDAF  

Baseline 

(averages) 

DREAM  

Implementation 

(averages) 

Actual Improvement 

Risk Mitigation Rate 52.60% 95.30% Improved by 81.2% 
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Time to Resolution 12.1 days 5.4 days Reduced by 55.4% 

Risk Impact Score 3.4/5 2.1/5 Reduced by 38.2% 

Control Effectiveness 61.50% 97.40% Increased by 58.4% 

 

Why DREAM Improved These Metrics: 

• SRMET (Strategic Risk Mitigation Model) provided much better risk identification 

• Automated security controls reduced overall resolution time of security incidents 

• Proactive risk management reduced impact scores 

• Improved security architecture in turn enhanced control effectiveness 

5.1.4 System Integration: 

Metric DoDAF 

Baseline 

(averages) 

DREAM 

Implementation 

(averages) 

Actual Improvement 

Integration Time 7.3 days 3.2 days Reduced by 56.2% 

Success Rate 78.40% 98.20% Increased by 25.3% 

Dependencies 

Resolved 

6.2 3.8 Reduced by 38.7% 

API Performance 298ms 121ms Improved by 59.4% 

 

Why DREAM Improved These Metrics: 

• DKIM (Digital Knowledge Integration Model) improved integration efficiency 

• Standardized integration patterns increased success rates 

• Better service composition reduced dependencies 

• Optimized API architecture improved performance 
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5.1.5 User Satisfaction: 

Metric DoDAF Baseline 

(averages) 

DREAM 

Implementation 

(averages) 

Actual Improvement 

User Satisfaction 

Score 

3.5/5 4.8/5 Improved by 37.1% 

Time to 

Resolution 

5.1 days 2.8 days Reduced by 45.1% 

Support Tickets 7.5 per task 2.5 per task Reduced by 65.3% 

User Adoption 

Rate 

74.30% 94.80% Increased by 27.6% 

 

Why DREAM Improved These Metrics: 

• Better user experience through improved system integration for majority of the 

system users 

• Faster issue resolution through CARM (Collaborative Architecture Review Model) 

• Reduced support needs through better self-service capabilities within the program 

• Higher adoption rate by overall improved usability and reliability 

5.1.6 Knowledge Management Effectiveness (DKIM): 

Metric DoDAF 

Baseline 

(averages) 

DREAM 

Implementation 

(averages) 

Actual Improvement 

Documentation 

Quality 

72.30% 96.50% Improved by 33.5% 

Time to Create 6.8 days 4.1 days Reduced by 39.7% 

Knowledge Access 

Time 

12.8 mins 5.1 mins Reduced by 60.2% 

Reuse Rate 67.40% 90.50% Increased by 34.3% 
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Why DREAM Improved These Metrics: 

• DKIM (Digital Knowledge Integration Model) standardized documentation processes 

• Automated documentation tools reduced creation time for program deliverables 

• Centralized knowledge repository improved access times for users and API’s 

• Better template management increased reuse opportunities when reason arise  

5.1.7 Collaboration in Architecture Review Process (CARM): 

CARM transforms reviews into dynamic, inclusive processes with real-time 

stakeholder engagement. 

Metric DoDAF 

Baseline 

(averages) 

DREAM 

Implementation 

(averages) 

Actual Improvement 

Stakeholder 

Agreement 

64.80% 94.50% Increased by 45.8% 

Decision Time 8.5 days 4.7 days Reduced by 44.7% 

Integration Success 72.10% 96.30% Improved by 33.6% 

Cross-team 

Participation 

5.5 teams 7.5 teams Increased by 39.6% 

 

Why DREAM Improved These Metrics: 

• CARM (Collaborative Architecture Review Model) improved stakeholder 

engagement between same and different programs 

• Streamlined decision-making processes through better collaboration tools 

• Enhanced integration practices through standardized approach implementation 

• Better cross-functional team coordination through improved communication channels 
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5.1.8 Risk Management and Mitigation (SRMET): 

In this section we also answer our Research Question 3: What are the digital 

transformation risks in defense enterprises and how does DREAM mitigate these 

effectively?  

In previous section of 4.2.1 Risk Categories Identified in GFIM Architecture 

Board and 4.5.2 Data Analysis—Risk Categories in the GFIM OE Digital Ecosystem, we 

identified the digital transformation risks in defense enterprises. 

Now on how DREAM Model Improves Risk Management and mitigate those risks 

through SRMET: 

Metric DoDAF 

Baseline 

(averages) 

DREAM 

Implementation 

(averages) 

Actual Improvement 

Risk Mitigation Rate 52.60% 95.30% Improved by 81.2% 

Time to Resolution 12.3 days 5.5 days Reduced by 55.3% 

Risk Impact Score 3.3/5 1.8/5 Reduced by 45.5% 

Control Effectiveness 61.70% 97.40% Increased by 57.9% 

 

Why DREAM Improved These Metrics: 

• SRMET provided better risk identification and management throughout the program 

• Automated risk assessment tools reduced resolution time for most incident and issues 

• Proactive risk management through continuous and periodic monitoring 

• Improved security and control frameworks enhanced effectiveness of the architecture 

• Integration with other DREAM components (DKIM, CARM) provided risk visibility 
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• Standardized risk assessment procedures improved consistency throughout 

• Better collaboration between security and development teams and others 

• Enhanced reporting and tracking capabilities as demonstrated 

The results presented above support Research Hypothesis 3. 

H3:  Implementing the DREAM model in defense enterprises will significantly mitigate 

architecture risks associated with digital transformation. 

 

Incident Count data for FMS Modernization: 

•   Track above detailed metrics internally for operational improvements (Appendix A) 

and to explain HOW we achieved the improvements 

•   Use the incident count reduction in the table below as the primary measure of 

improvement as below: 

 

 

Metric DoDAF - FMS 

Current System 

DREAM - Projected 

Improvement 

Project Cost ($M) 30 27 (10% improvement) 

Operational Efficiency (%) 50 43 (15% improvement) 

Cybersecurity Incidents 50 45 (10% reduction) 

Integration Score 50 45 (10% improvement) 

User Satisfaction (%) 35 30 (10% improvement) 

Knowledge Management 

Efficiency (%) 

40 36 (10% improvement) 

Collaboration in Architecture 

Review (%) 

50 45 (10% improvement) 

Risk Management Efficiency (%) 35 28 (20% improvement) 
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5.2 Multi Criteria Decision Analysis (MCDA) 

In this section, we answer our Research Question 2: How can Multi-Criteria 

Decision Analysis be integrated into decision models for evaluating digital 

transformation architecture frameworks? 

 A Multi-Criteria Decision Analysis (MCDA) method was employed to compare 

the performance of the DoDAF and DREAM models. It was done based on a weighted 

set of criteria. Each criterion is assigned a weight reflecting its measured importance in 

the context of the FMS modernization project.  

Architecture Board specified Criteria and Weights: 

• Cost Efficiency (10%) 

• Operational Efficiency (15%)  

• Cybersecurity Incident Reduction (10%)  

• Integration and Interoperability (10%)  

• User Satisfaction (15%)  

• Knowledge Management Efficiency (10%)  

• Collaboration in Architecture Review (10%)  

• Risk Management Efficiency (20%) 

5.2.1 Results and Analysis 

1. Preparing Data: At the very beginning evaluation criteria are defined. And each of 

this evaluation criteria were given a specific weight. Every criterion has two scores: 

one for DoDAF which reflects the current system performance and one for DREAM 

that indicates expected improvements.  
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2. Calculating Weighted Scores: To get the weighted scores for each criterion we 

multiply each score by its weight. For simplicity, the assigned weight for each 

category can be set to 1, but organizations can adjust these weights based on their 

priorities.  

3. Total Score: Next the total scores for both DoDAF and DREAM are calculated by 

adding up their respective weighted scores. This will give us a final overall score for 

each framework.  

4. Visualization: Based on their weighted scores a bar chart is created to clearly show 

how DoDAF and DREAM compared across each evaluation criterion.  

The results from the Multi-Criteria Decision Analysis (MCDA) show clearly that 

DREAM performs better than DoDAF in modernizing the Force Management System. 

DREAM achieved a total score of 0.62 compared to 0.54 for DoDAF. This score 

highlights significant improvements in all key performance areas.  

The higher score for DREAM is especially important because it shows improvements in 

critical areas directly tied to the success of GFIM OE: 

• Better resource utilization and streamlined processes which resulted in cost 

efficiency improvements throughout the implementation process 

• Increased operational efficiency by improved response times and automation 

• Stronger cybersecurity through proactive risk management 

• Better system integration through standardized approaches and guidelines 

• Increased user satisfaction through improved system responsiveness across 

• More effective knowledge management through structured documentation 

• Enhanced collaboration through standardized review processes between teams 
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• More robust risk management through systematic approaches and guidelines 

These results confirms DREAM's theoretical framework. The results demonstrate 

DREAM’s practical value to address the ever-changing challenges of defense system 

modernization.  

 

This supports our Research Hypotheses 1 and 2. 

H1: Decision Support Model identified key criteria will improve architecture model 

selection accuracy for digital transformation. 

H2:  Integrating MCDA into decision models for digital transformation frameworks will 

significantly increase the efficiency of evaluating architecture options. 

 

Conclusion: 

The collected data and multi-criteria decision analysis clearly show that the 

DREAM model outperforms DoDAF in the key areas identified. Those areas are cost 

efficiency, operational performance, cybersecurity, system integration, and user 

satisfaction. The DREAM model is better suited for the modernization of FMS into the 

GFIM Objective Environment as it focuses on agility and real time data processing. 

DREAM model ensures a more flexible and secure system architecture for future defense 

operations. 

 

Notes and limitations of the research: 

The evaluation of the DREAM architecture model applied to the FMS 

modernization effort was conducted in a controlled and isolated environment. This was a  
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parallel assessment which ran alongside the live implementation of the DoDAF 

architecture currently in production. Given that DREAM is not yet an officially approved 

or accepted architecture model by the Department of Defense (DoD). This model cannot 

be applied to a live  production-level systems due to the unclassified status of  DREAM 

within the DoD's operational framework. 

The methodologies, procedures, and specific steps utilized to integrate both the 

DREAM and DoDAF models into the FMS modernization project are at classified level. 

These methodologies belongs to several National Security Systems (NSS). Therefore this 

information is restricted and cannot be publicly disclosed within this publication. 

The data used for this assessment including the metadata associated with both 

architecture models are also classified as CUI. Therefore the complete dataset and its 

detailed findings cannot be made publicly available. The information provided in this 

publication represents the non-sensitive aspects of the evaluation and has been carefully 

curated to meet the classification protocols while still offering a meaningful comparison 

of the DREAM and DoDAF models. 

The evaluation conducted herein is presented with the intent of delivering a high-

level assessment of the two models, highlighting the potential benefits of the DREAM 

model for digital transformation within defense enterprises. The findings reflect the 

author’s best efforts to implement the model to one modernization effort, and having 

improvement in one sizable project does not necessarily prove the model will net similar 

results in familiar implementation. long-term studies of DREAM implementations in 

defense organizations would provide valuable insights into DREAM's sustained 

effectiveness and adaptability. 
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5.3 Body of Knowledge Contributions 

This study makes several key contributions to the field of enterprise architecture and 

digital transformation in defense settings: 

1. Introduction of the DREAM Framework 

The Dynamic Resilient Enterprise Architecture Model (DREAM) was developed for it to 

be a structured, flexible framework. The DREAM model exists to assist modernizing 

legacy systems in defense organizations. The DREAM model helps to maintain 

operational stability and support digital transformation. 

2. Novel Integration Models 

Digital Knowledge Integration Model (DKIM): The DKIM model enables better 

knowledge sharing and this happens across different parts of an organization. The DKIM 

model utilizes a real time and structured approach for data sharing. 

Collaborative Architecture Review Model (CARM): CARM helps improve 

collaboration during architecture reviews and making the process more organized and 

effective. The CARM model enhances stakeholders and leadership engagement and 

making the review process more streamlined. 

Strategic Risk Mitigation Model for Enterprise Transformation (SRMET): With 

predictive analytics SRMET offers a way to predict and manage risks early in to the 

project inception. It also includes automated tools to respond to common risks. This in 

turn strengthens the system’s ability to adapt during digital transformation. 
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3. Decision Support Framework 

A Decision Support Model is developed to help compare and choose between different 

architecture frameworks. This comparison is a comprehensive approach to select 

appropriate architecture frameworks for a given program modernization effort.  It uses 

clear metrics to support decision-making as shown in the FMS modernization case study. 

4. Methodological Contributions 

The study introduces a step-by-step approach to evaluating architecture frameworks in 

defense. This methodological and systematic approach shows how a Multi-Criteria 

Decision Analysis (MCDA) can help in framework selection. This approach offers a 

method that others can follow for similar evaluations either in defense or public 

organizations. 

These models encourages effective information sharing within defense 

organizations within its classification boundary. These contributions helps to fill in the 

gaps in current program body of knowledge around digital transformation, risk handling 

and team collaboration.  

5.4 Future Research Recommendations 

1. Extended Application Domains 

Defense Systems: DREAM could be tested with more defense systems and not only at 

FMS. These systems can include but not limited to other DoD tactical or classified 

systems. Future research can also look at how DREAM fits into sensitive environments 

and incorporating upcoming defense technologies yet to be analyzed and approved. 
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Non-Defense Sectors: Other sectors like healthcare, finance or critical infrastructure 

might also benefit from implementation of DREAM. These areas need a stable and 

structured systems to support their own digital transformations. We can investigate 

DREAM’s applicability in such sectors. These avenues can benefit from a structured and 

dynamic architecture model.  

2. Technological Integration 

Artificial Intelligence: We have yet to explore the potential of integrating AI within 

SRMET as with other models highlighted in this paper. This integration can enhance risk 

prediction capabilities within defense organizations. The integration of AI capabilities 

may automate risk mitigation processes. Machine learning could also support architecture 

evaluation. Another avenue can be pattern recognition within the DREAM framework. 

3. Model Enhancement 

Expanding DKIM: DKIM could be further developed to support knowledge sharing at a 

global level. This knowledge sharing approach can accomplished especially across 

international defense partnerships. It might also benefit from tools that recognize trends 

in how knowledge is used or utilized across sharing partners. This would determine the 

shared data’s validity.  

Advancing CARM: For the CARM model researchers could study how AI tools might 

help make architecture reviews faster and even more accurate. This can be done by 

automating parts of the review process and analyzing its impacts in real time in 

production. This should also perform automated compliance checks to improve accuracy 

when making executive decisions. 
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4. Studying Long term impact 

Results Over Time: As previously stated in the notes and limitations section, it would be 

useful to carry out long-term studies on how DREAM affects things in the area of  

performance, flexibility, and innovation over time. This can be implemented on various 

projects simultaneously to collet more data set with various weighted criteria. 

Organizational Changes: Researchers could also explore how DREAM affects the 

people in an organization. What new skills are needed and how it impacts and how work 

culture or agility might change after implementation in the future. 
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Appendix A 

 

 

Figure A-1. Code of Model Built. 



99 

 

Figure A-2. Results and Evaluation. 

 

 

 

 


