
  

 

A Comparative Analysis of Supply Chain Predictive AI in the Defense Industrial 

Base 

 by Destinee Batson 

 

 

B.S. in Computer Engineering, May 2018, Northeastern University 

M.S. in Information Systems Engineering, May 2020, Johns Hopkins University 

 

 

A Praxis submitted to 

 

 

The Faculty of 

The School of Engineering and Applied Science 

of The George Washington University 

in partial fulfillment of the requirements 

for the degree of Doctor of Engineering 

 

 

 

January 9, 2026 

 

 

Praxis directed by 

 

Mohamed Nour 

Professorial Lecturer in Engineering and Applied Science 

 

 

 



 

ii 

 

The School of Engineering and Applied Science of The George Washington 

University certifies that Destinee Batson has passed the Final Examination for the degree 

of Doctor of Engineering as of  January 9, 2026.  This is the final and approved form of 

the Praxis. 

 

 

A Comparative Analysis of Supply Chain Predictive AI in the Defense Industrial 

Base 

 

Destinee Batson 

 

 

 

 

Praxis Research Committee 

Mohamed Nour, Professorial Lecturer in Engineering and Applied Science, Praxis 

Director 

 

John Fossaceca, Adjunct Professor of Engineering and Applied Science, Praxis Chair 

 

Domingo Rivera, Professorial Lecturer in Engineering and Applied Science, Committee 

Member 

 

 

 

 

 

  



 

iii 

 

 

 

 

 

 

 

 

 

 

 

© Copyright 2026 by Destinee Batson 

All rights reserved  



 

iv 

 

Dedication 

This work is dedicated to my family and to all those who have encouraged me along the 

way.  



 

v 

 

Acknowledgements 

I wish to thank my family, friends, and academic advisors for their support.   



 

vi 

 

Abstract of Praxis 

 

A Comparative Analysis of Supply Chain Predictive AI in the Defense Industrial 

Base  

    

  Recent studies such as those by Osamor et al. (2025) confirm that supply chain 

security is a critical indicator of cybersecurity resilience for organizations that have 

successfully mitigated security risks. Cyber resilience has become especially relevant in 

the United States defense sector, where supply chain security has become a focal point in 

recent legislation such as Executive Order 14017 (The United States Government, 2021). 

Global imports and exports dropped to the levels of the 2008 Financial Crisis due to 

supply chain disruptions during the COVID-19 pandemic (Giovanni et al., 2022). 

According to Statista's Cybercrime Statistics, supply chain attacks have steadily increased 

from 69 in 2020 to 242 in 2023 (Identity Theft Resource Center, 2024). The impact of 

these disruptions has been significant for the United States Defense sector (The United 

States Government, 2021). In response, this research aims to compare machine learning 

models to detect malware in the cyber supply chain and enhance the security of the 

Defense Industrial Base (DIB). Additionally, it identifies critical cyber supply chain 

features to inform DIB technology purchases to aid in the federal acquisition process. 

Selecting the appropriate machine learning model for effective detection and prevention 

of cyber supply chain attacks can support federal procurement strategies within the 

Defense Industrial Base (DIB). Ultimately, the findings from this research will provide 
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concrete recommendations to improve strategic decision-making and enhance 

cybersecurity in federal acquisitions. 

This research integrates the Cyber Threat Intelligence (CTI) identified in the 

literature review to provide context for interpreting the classification results after 

applying the chosen models to the Classification of Malware (CLAMP) dataset. The 

information in the dataset comes from the header field values of Portable Executable (PE) 

files provided by Microsoft which is a key member of the DIB’s cyber supply chain. 

Kumar (2020) used the dataset to generate derived features which serve as an input to this 

research analysis. The most critical features identified are used to mitigate the risks in the 

cyber supply chain of DIB to improve its overall security and resilience. 

This research applies supervised feature selection ANOVA, Kruskal-Wallis, Chi-

Squared, and Correlation-based Feature Selection (CFS), to determine which features are 

most influential in malware classification. The study also evaluates the performance of 

eight types of supervised machine learning models in predicting malware threats, which 

are tree-based, kernel-based, instance-based, linear, logistic, subspace-based, gradient 

boosting, and neural network, along with two unsupervised methods, K-Means, and 

hierarchical clustering. To reduce the risk of overfitting, this study evaluates the 

performance of seventeen specific machine learning models from the eight groups 

mentioned above using 10-fold cross-validation. 

After comparing and evaluating the models using the following performance 

metrics: accuracy, precision, recall, speed, and F1-score, the Bagged Decision Tree 

model showed the highest accuracy. Moreover, the supervised models outperform the 

unsupervised models in identifying malware. The overall efficiency of supervised models 
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proves that machine learning can be helpful for early threat detection and risk mitigation. 

While this research is specific to PE malware threats, the models can also contribute to 

developing broader DIB strategies to improve cybersecurity defenses and support 

increased resilience. This proactive approach enhances individual organizations' security 

postures and contributes to the broader protection of national defense infrastructure.  
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Chapter 1—Introduction 

 

1.1 Background 

The 2020 global pandemic revealed the consequences of supply chain disruptions 

in key sectors of the United States, its healthcare, economy and national security (‘Global 

Supply Chain Pressure Index’ (GSCPI), n.d.; ‘Global Supply Chain Volatility Index’, 

n.d.). The global trade was drastically disrupted, which led to the reduction of both world 

imports and exports and the Gross Domestic Product of the United States (Giovanni et 

al., 2022). Prices of shipping increased to over 1000 percent of pre-pandemic rates, and at 

least a quarter of overall GDP deterioration in 64 countries was directly linked to the 

disruption of the supply chain (‘Issue Brief: Supply Chain Resilience | CEA’, 2023). The 

federal government in the U.S responded to this situation by encouraging organizations to 

protect key supply chains. The National Institute of Standards and Technology Computer 

Security Resource Center (NIST CSRC, n.d.) defines the supply chain as a collection of 

suppliers, procedures, and technologies that provide a product or service. In contrast, a 

cyber supply chain (CSC) is a type of supply chain that is especially susceptible to cyber 

threats. The concept of cyber supply chain risk management (C-SCRM) aims to 

determine and prevent such threats in the supply chain (NIST SP 800-37 Rev. 2, 2018). 

Suppliers of the federal government have been experiencing more and more 

operational frustrations due to supply chain attacks since the pandemic. A 2021 survey 

conducted by CrowdStrike revealed that 45% of people surveyed had experienced at least 

one attack on their supply chain in the past 12 months (CrowdStrike, 2022). In light of 

those increasing threats, the U.S. government issued an Executive Order in 2021 to 
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enhance the overall cybersecurity of the country, specifically in relation to supply chain 

security (‘The United States Government’, 2021).  

The Cybersecurity and Infrastructure Security Agency (CISA, n.d.) defines the 

Defense Industrial Base (DIB) as a vital sector comprising businesses involved in the 

research, development, and manufacturing of military weapon systems. The interruptions 

in this regard are instances that affect the flow of products or interfere with the status of 

those systems. The supply chain of the DIB is intricate since multiple technology fields 

are covered by the products and services provided by the DIB, and includes 

programmatic risks and technical risks. The Defense Industrial Base (DIB) companies are 

classified as high-risk targets of supply chain attacks by the Department of Defense 

(DoD) because they are sources of critical products and services to the U.S government 

and military (Securing Defence-Critical Supply Chains - An Action Plan Developed in 

Response to President Biden's Executive Order 14017, 2022). Thus, any weaknesses in 

the supply chain are a great national security threat. 

 

1.2 Research Motivation 

This research is driven by the increasing vulnerability of the cyber supply chain in 

the United States defense sector (Fortifying the Defense Industrial Base (DIB) Supply 

Chains Counterintelligence Risks, 2022). Timely responsiveness of the federal 

government to cyber supply chain disruption is vitally important in ensuring continuity of 

operations. Therefore, by forecasting such disruptions, the government will be in a 

position to develop ways of reducing risks in advance. In the past, the majority of supply 

chain risk management strategies have been reactive, so recently, it was investigated how 
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predictive artificial intelligence can be used to predict cyberattacks (Johora et al., 2024; 

Johnstone, 2020). These studies indicate that machine learning models can be inefficient 

because of the constraints to data quality (Johora et al., 2024; Johnstone, 2020).  

Recently experienced public incidents such as the SolarWinds attack, the Log4j 

vulnerability, and the Okta breach have shed light on the extent of cyber vulnerabilities in 

the defense sector. In 2020, the SolarWinds supply chain attack happened when a set of 

attackers introduced malicious code into a popular software utilized by multiple defense 

agencies known as SolarWinds (SolarWinds Cyberattack Demands Significant Federal 

and Private-Sector Response, 2021). This was a breach that enabled attackers to have 

unauthorized access to confidential data in critical systems. In 2021, a major bug in the 

Apache log4j logging library allowed intruders to compromise systems and remotely 

execute malicious code on important servers and networks (Cyber Safety Review Board, 

2022). The Apache software is widespread, and most defense agencies and firms in the 

Defense Industrial Base (DIB) use the system, subsequently leading to increased 

cyberattacks with this vulnerability (IBM, 2022). More recently, in 2023, Okta, a 

renowned service provider of identity management to organizations in the defense sector, 

disclosed a breach that enabled attackers to gain access to private customer information 

(Okta, 2023). It is these highly visible cases that demonstrate how the threats of cyber 

supply chains within the defense sector are developing. These vulnerabilities can be 

addressed with AI-based malware detection and supply chain analytics that will provide 

predictive support, detect anomalies and possible paths of exploitation, and detect 

malicious activity before it brings extensive disruption. Machine learning models that 
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have been supplied with DIB-specific knowledge are able to anticipate risk, better 

respond, and assess the resilience of the entire cyber supply chain. 

The federal government has issued guidance on the use of Software Bills of 

Materials (SBOMs) in procurement to respond to the increasing threats to the supply 

chain and to improve cyber supply chain security, as well as by mandating practices that 

are more resilient and transparent when developing software. The ‘Cybersecurity and 

Infrastructure Security Agency’ (CISA SBOM, n.d.) defines an SBOM as a list of those 

components that constitute software solutions. Nonetheless, when timely data is gathered, 

the organizations usually lack guidance for how to use it in their risk management 

procedures (Baldwin, 2022).  

This research adds value to the literature by comparing different machine learning 

models to specifically determine important characteristics that best predict potential 

disruptions in the cyber supply chain. Since portable executable (PE) files are native to 

the Microsoft windows systems, and with Microsoft being an established and trusted and 

integral mission partner within the DIB (National Defense Information Sharing and 

Analysis Center [ND-ISAC], MS Cloud Working Group, and Wakeman, 2023), removal 

of malware that may be concealed in PE files can provide important intelligence on 

possible cyber supply chain threats to the DIB. 

 

1.3 Problem Statement 

Cyber vulnerabilities in the Defense Industrial Base (DIB) supply chain 

jeopardize national security by disrupting operational readiness and strategic 

capabilities (Department of Defense, 2022; The United States Government, 2021).  
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Vulnerabilities that expose critical military and defense resources to risks 

negatively influence national defense operations, disrupting the flow of critical services 

and materials. 

 

1.4 Thesis Statement 

An accurate classification model is essential for detecting malware and 

enhancing the cybersecurity of the Defense Industrial Base (DIB) supply chain. 

The recent publications have discussed different machine learning (ML) 

algorithms for predictive analysis in supply chain management. However, according to 

these prior studies (Macdonald et al., 2018; Lee et al., 2014; Sahin et al., 2020; Ojha et 

al., 2017; Shahed et al., 2021), the performance of the algorithms is also highly reliant on 

the quality of the training data. This research will also determine the most applicable ML 

algorithm that can be applied to detect malware and reduce disruptions in the supply 

chain of the defense industry. The supply chains within the defense sector are very 

complex because they’re subject to foreign influence and could pose significant financial 

and security risks in the event of disruptions. Therefore, it is important to create new 

methods of identifying and preventing disruptions, including the use of machine learning. 

Such issues could be preempted by a more accurate classification model, so overall 

resiliency and security of the supply chain by the defense sector can be improved. 

 

1.5 Research Objectives 

The main objective of the study is to design and compare machine learning (ML) 

models aimed at finding an effective means to forecast and mitigate the supply chain 
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disruptions in the Defense Industrial Base (DIB). Cyber Threat Intelligence (CTI) is a 

term meaning the collection, analysis, and sharing of information about cyber threats and 

countermeasures to prevent them. The information comprises the tactics, techniques, and 

procedures, abbreviated as TT&P, of attackers who attempt to exploit the vulnerabilities.  

The aim of the research is to evaluate the performance of seventeen machine learning 

algorithms using malware data as cyber threat intelligence (CTI), as well as to give 

interpretations of the outcomes related to the defense domain. This work uses the 

algorithms to define key factors affecting the cyber supply chain. This study also 

compares the models to identify the best model to detect malware in DIB operations. 

Thus, the study will aid in the development of evidence-based strategies to proactively 

control risks within the cyber supply chain of the DIB. This work helps to reinforce the 

resilience of the supply chain of the defense sector by providing a viable understanding of 

the potential of machine learning based solutions. 

 

1.6 Research Questions and Hypotheses 

To achieve the research objectives outlined above, the following research 

questions will be addressed. 

RQ1: Which machine learning predictive model has the highest classification 

accuracy for detecting malware? 

RQ2: Do ensemble models outperform neural network models in malware 

classification? 

RQ3: Do supervised ML models outperform unsupervised models in malware 

detection? 
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RQ4: Which features are the most significant for detecting malware in the DIB 

cyber supply chain? 

H1: The Bagged Tree model provides the highest prediction accuracy for 

malware detection within the cyber supply chain, with at least 90% accuracy. 

H2: Ensemble models will outperform neural network models across the five 

metrics. 

H3: The supervised models will perform better than the unsupervised K-Means 

model for malware detection in supply chain attacks. 

H4: Fileinfo significantly impacts the accuracy of malware detection in the DIB 

supply chain. 

 

1.7 Scope of Research 

Despite many environmental and systemic forces affecting supply chains, this 

research focuses on the cyber supply chain of the United States Defense Industrial Base 

(DIB). The study will compare various machine learning models, to determine the most 

efficient method of anticipating malware threats that could disrupt the cyber supply 

chain. The feature selection techniques and model comparison methods chosen were 

chosen based on insights gained from the literature review.  In this study, the feature 

selection of the supervised models is done using Linear Discriminant Analysis (LDA) 

and Correlation-based Feature Selection (CFS), whereas the feature selection of the 

unsupervised models is done using PCA. To compare the models, the study observes 

Tree-based, kernel-based, instance-based, linear, logistic, subspace-based, gradient 

boosting, and neural network algorithms, namely, Decision tree, ANN, support vector 
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machine (SVM), KNN, logistic Regression, naive bayes, and unsupervised models, K-

Means, and hierarchical clustering. These methods were given priority because of their 

relevance and effectiveness in all the studies conducted on the topic, since a broader 

comparison of methods was not possible. 

 In this study, we chose the Classification of Malware with PE Headers (CLAMP) 

dataset for binary classification because it is relevant to the DIB. The dataset, produced 

by Ajit Kumar in 2020 (Kumar, 2020): it consists of both raw and derived features as 

described in section 3.3. The models are evaluated by five performance indicators, such 

as accuracy, precision, recall, speed, and F1-score, with a particular focus on accuracy, 

recall, and speed for the DIB domain. Annex A-2 contains a sample of the dataset.  

 

1.8 Research Limitations 

Since the Defense Industrial Base (DIB) is a sensitive domain there are few 

sources of information that can be used to research its supply chains publicly. Also, even 

though the application of Software Bills of Materials (SBOMs) is rapidly growing, there 

is a lack of data, in particular, on cyber supply chains within the defense field. 

Consequently, not all the DIB suppliers were represented in the dataset, but only the file 

headers of Microsoft, so the results are interpreted in the context of the Windows-based 

environments.  

 

1.9 Organization of Praxis 

The praxis is divided into five chapters. In Chapter 1, the introduction and 

background of the research are described, as well as the justification and motivation 
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behind conducting the research. Chapter 2 provides a full literature review covering the 

existing works that have applied machine learning methods in predicting supply chains 

and identifying gaps in the research. Chapter 3 specifies the sources of data and 

methodological framework to answer the research questions along with data collection, 

preprocessing, and the analysis process used to construct and test the final machine 

learning models. Chapter 4 is dedicated to the analysis and interpretation of the research 

outcomes, whereas Chapter 5 provides the summary of the conclusions made in the 

research and the recommendations to further the existing knowledge in the area.  
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Chapter 2—Literature Review 

 

2.1 Introduction 

Due to the increased complexity and interconnection between supply chains, 

novel methods in managing them and assessing threats are needed. These vulnerable 

areas that can be exploited at any point of the supply chain make security in the supply 

chain a difficult task. Sensitive information systems also pose significant problems in 

supply chain management. Such challenges are global reach, aging and legacy systems, 

interfacing with multiple agency systems, replicating efforts leading to ordering 

unnecessary products, and high maintenance costs caused by the need to provide 24/7 

availability and reliability. 

Machine learning (ML) is capable of effectively resolving these issues by offering 

prediction, outlier detection, and optimization functionality. Nonetheless, the use of ML 

in this area has some gaps in research that need to be filled to improve the performance 

and scalability of the models and their interpretability. According to the Office of the 

Director of National Intelligence (2022), the cyber posture of the DoD networks is one of 

the key counterintelligence risks (National Counterintelligence and Security Center). The 

strength of Cyber Threat Intelligence (CTI) is needed in this environment as it offers data 

on reported cyberattacks, which can be used to prevent other attacks. CTI is useful not 

only for what is known about the attacks but also in identifying a great number of 

unknown vulnerabilities, thus proactive actions can be taken. CTI is used to detect new 

threats at a quicker rate, and reduce the time to mitigate the threats as it provides 

actionable intelligence. 
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By demonstrating solutions tailored to the challenges unique to the sector and 

identifying gaps, the literature review presents further research opportunities.  It offers 

valuable information toward the implementation, flexibility, and performance efficiency 

of machine learning in high-risk settings with complicated risk evaluation and operational 

decision making and bridges the gap between theoretical innovations and practical 

applications.  

 

2.2 Effects of Supply Chain Disruptions in the Defense Sector 

 The inability to successfully address a disruption in the supply chain threatens 

business continuity, which leads to decreased operational efficiency of other operations, 

including the demand forecasting, security, and technological adaptability (Bahrami, 

2022; Clements, n.d.). Due to the high volume of these disruptions, resilience has become 

a critical factor in their management. The increasing complexity of supply chains and 

their reliance on third-party integrations make it virtually inevitable for defense 

organizations to experience supply chain attacks. 

 A 2021 study that has associated supplier risk with the vulnerability of the DIB 

(Ullrich, 2021) identifies critical suppliers based on high interdependence in the industrial 

base, low competition, or market share of certain commodities. These characteristics have 

been quantified and represented using centrality and community detection algorithms, 

and modeled through network topology to estimate the risk between the supplier and their 

communities. The node connections of risky suppliers are numerous, which enhance their 

impact. The model introduced by Ullrich connects the correlation between third-party 

suppliers and the general cyber risk of the DIB. The way he does this is by intercepting 
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critical suppliers who are urged to actively eliminate the node connections that have 

brought about severe disruptions in the recent past. Through this, he devised a new 

process to measure the vulnerability of the supply chain by means of network community 

modeling to enhance the resilience of the supply chain.  

 In order to evaluate risk, the Risk Management Framework (RMF) is extensively 

used in the Department of Defense (DoD). Nevertheless, traditional risk management 

models do not understand the relationship between different risks, resulting in 

inaccuracies (Hensiek, 2024). Machine Learning can aid in the defense acquisition 

process and enhance cost-risk management as a supplement to current frameworks. To 

illustrate this, Hensiek (2024) tested a Random Forest algorithm with past cost data, as 

reported by a DoD acquisition, to designate the major cost risk factors. This method 

exceeded the traditional statistical models and gave the project managers helpful 

information on which to act to eliminate cost risks. His results reveal how machine 

learning can be used practically in improving the cost-risk management of defense 

acquisition programs. This praxis addresses a gap highlighted by Hensiek regarding the 

use of machine learning in reducing software supply chain risks in DoD projects. 

 Even though there are difficulties in data sharing within the defense sector, another 

aspect that provides a more effective solution is the collaboration in the supply chain, 

which helps achieve a better alignment between supply and demand (Khanuja, 2023). 

Both the supplier and the customer depend on integration, which has upstream 

operational and manufacturing flexibility and downstream logistics, distribution, and 

service flexibility. This research study measures the supply chain flexibility of firms on 

two dimensions: range and response. The study also develops a three-tier framework for 
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supply chain integration of firms to improve flexibility. The findings indicate that better 

integrated firms are flexible when it comes to satisfying customer needs compared to less 

integrated firms. According to Siagian (2021), the concept of supply chain integration 

states that internal and external business activities are coordinated to minimize 

redundancies and enhance efficiency. A clear example is the Project Maven by the 

Pentagon, a project to use AI in military activities. Also, the National Geospatial 

Intelligence Agency (NGA) relies on a platform to visualize all vendor interconnections 

between each other to understand possible problems in a vendor network (Gill, 2023). 

The reason behind doing so is to evaluate supply chain risks in an environment where 

there is a tendency to have limited visibility of the vendors and suppliers. Being a combat 

support agency, a sound supply chain risk management is needed. According to Sreedevi 

(2017), supply chain flexibility is important for reducing uncertainty and risk, resulting in 

more reliable and stable business. A flexible supply chain is in a better position to 

manage disruptions and this enables organizations to respond to arising cyber supply 

chain issues and stable operations (Sreedevi, 2017). 

 Supply chain risk describes the disruption of materials flow, the product availability, 

changes in industrial capacity, technological shifts, labor market volatility, and supplier 

financial instability (Sreedevi, 2017). The use of other software and hardware products 

across the different suppliers has also added more complexity to federal information 

systems and their supply chains. Although diversity among suppliers is a widespread 

defense method (Adobor & McMullen, 2007), it can also pose a greater risk to the 

security of the software, such as the foreign access to sensitive information, the quality 

control problems, and the problem of availability (Sachs, 2024). The solution to these 
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vulnerabilities can be created via the recent legislation of the federal government (The 

United States Government, 2021), which instructs organizations to focus on creating 

resilience in supply chains. O'Connell (2021) confirms that a body of research by the 

National Institute of Standards and Technology (NIST) has discovered that 

diversification of suppliers, redundancy in general, and complementary Cyber Supply 

Chain Risk Management (C-SCRM) can be used to enhance organizational supply chain 

security.  

 Kling (2018) examined critical material supply chains and found deficiencies in the 

global supply chain of critical materials used in energy, technology, and defense. 

Geopolitical disagreements, trade prohibitions, and natural catastrophes enhance those 

weaknesses and make the security concerns of the country even more dangerous (Kling, 

2018). The critical material supply chain analysis conducted by Kling gives a detailed 

evaluation of risks that come with such networks, which can be utilized in the 

management of their security. In the same vein, a MITRE report revealed that the DoD 

supply chain is inefficient, with the government agencies not being synchronized, not 

accounting for risk threats, and not being proactive in mitigating risks (Nissen et al., 

2018). 

 In a study on cyber supply chain risk management, Baldwin (2022) reviewed the 

implementation of the NISTIR 8276 key practices throughout the DIB. The research 

examined the manner in which practices were applied in the DIB companies to address 

cyber supply chain risk. Based on findings, even though most organizations acknowledge 

the significance of Cyber Supply Chain Risk Management (C-SCRM), they do not have a 

uniform standard for its implementation. Also, they depend on other organizational 
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characteristics like size, resources, and criticality of the system. This absence of standard 

procedures demonstrates the necessity of the standard approach to C-SCRM in order to 

improve resilience to cyber threats to the defense supply chain.  

 Also, in support of this approach, another study published in 2020 assessed the 

occurrence of open-source software supply chain attacks during November 2015 to 

November 2019, as well as 174 malicious packages in the npm repository, the PyPI 

repository, and the RubyGems repository (Ohm, 2020). The behavior of the malicious 

packages was classified, and various attack vectors were identified through the analysis. 

It was discovered that 56% of the packages did damage during installation, and 41% 

needed extra conditions to be executed. The most common attack group was 

typosquatting, which was used in 61 percent of cases. The main goal in 55% of the 

attacks was to exfiltrate data, where 49% of the packages were encrypted via obfuscated 

packages. The two general attack trees introduced by the authors provide an overview of 

the different ways malicious code can be injected into the dependencies of end users and 

executed under any condition. The categorization of these methods assists in the 

development of the supervised learning model that focuses on identifying the malicious 

packages within the software supply chain. 

 

2.3 Supply Chain Disruption Mitigation Efforts 

Kenneth Sachs has observed how supply chain risks have become more and more 

crucial to manage, especially when it comes to national security (Sachs, 2024). Sachs 

emphasizes that the global supply chain is particularly vulnerable to information and 

communication technologies (ICT) threats, including tampering, counterfeiting, and 



 

16 

adversarial attacks. The risks are magnified by the growing complexity and globalization 

of the supply chain. 

 Additionally, the article explains that the National Institute of Standards and 

Technology (NIST) and the National Counterintelligence and Security Center (NCSC) 

are relevant in shaping the policies and structures that can limit such risks (Sachs, 2024). 

As an example, the C-SCRM guidelines suggested by NIST offer to integrate 

cybersecurity-related principles and supply chain risk management processes within an 

organization. This strategy identifies key systems and assesses the risks, followed by 

enterprise-wide mitigation methods to handle any unexpected consequences. NIST also 

collaborates with industry and academia to exchange information on effective 

countermeasures to supply chain attacks (NIST, 2018). 

 The article by Sach encourages both the government and the corporate sectors to 

collaborate on securing the supply chains against the growing number of cyber threats 

and attacks, which are increasingly targeting critical infrastructure. Such threats have led 

the NCSC to produce risk management guidance to counter foreign exploitation of U.S. 

supply chains (Office of the Director of National Intelligence, 2022). The guidance will 

raise awareness, provide individuals with the relevant tools to protect against supply 

chain attacks, and promote the continuous evaluation of vulnerabilities. Overall, effective 

C-SCRM is presented as an essential component to protect national security in this day 

and age (NIST Computer Security Resource Center). 

 To further strengthen the cyber supply chain, the MITRE Corporation, which operates 

federally funded research and development centers (FFRDC), developed a Threat 

Assessment and Remediation Analysis or TARA methodology that helps the users to 
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visualize the positive responses to threats in the supply chain (Miller, 2013). The 

following countermeasures from the TARA list are particularly relevant to securing the 

cyber supply chain: 

● “Secure software configuration management  

● Prevention and detection of component tampering 

● Programming languages 

● Security-focused design reviews and coding requirements 

● Supply chain “red teaming” 

● Establishing pedigree across the supply chain 

● Engaging multiple suppliers 

● Relying on trusted suppliers 

● Restricting network traffic 

● Employing cryptographic techniques 

● Ensuring supply chain visibility 

● Securing software updates” 

 These particular countermeasures are in response to the key vulnerability areas within 

the cyber supply chain, including procurement, transportation, component integrity, and 

data security. These countermeasures are used in this research as insights in determining 

which features are potentially required in determining the cyber supply chain risk 

estimation, and to help understand the rationale behind their relevance. 

While many disruptions can be addressed through such technical and procedural 

safeguards, others, such as those brought about by natural disasters, might not be 

avoided. In such instances, controlling the ripple effect, or the resulting consequences of 



 

18 

a disruption in the chain of supply, is crucial. To cope with this phenomenon, Xu et al. 

(2020) suggest that resilience, redundancy, robustness, and flexibility should be included 

as a control framework of ripple effects. Supply chain resilience refers to the ability to 

prepare for and recover from disruptions. It is a known fact in the literature that 

disruptions create the most significant effect when they occur in the middle range of the 

supply chain (Scheibe & Blackhurst, 2017). The article by Kevin Scheibe and Jennifer 

Blackhurst (2017) explores this theory, focusing on the effects of disruption in a single 

component of a supply chain resulting in chain reaction failures in the entire supply 

chain. Their study has shown the importance of understanding the complexity and 

interdependencies in the supply chains to prevent the domino effect of failures. Scheibe 

and Blackhurst (2017) suggested decoupling and simplifying the supply chain in order to 

make the supply chain more resilient. To support this goal, this praxis research will 

compare different feature selection techniques in order to determine which aspects have 

the most impact on malware detection, to decrease the complexity of the data collection 

process and enhance the efficiency of supply chains. 

 The 2020 semiconductor supply chain crisis caused by COVID-19 served as a real-

life example of the concepts of Scheibe and Blackhurst. These resulting shortages were 

felt worldwide, prompting the need for proactive mitigation.  Critical interdependencies 

for the production, inventory stock, logistics, and market demand were analyzed using 

machine learning models (Grama, 2019). To reduce the risk of future disruption, the 

federal government suggested diversifying the supplier network and reliance on specific 

regions and enhancing coordination and transparency in the participants of the supply 

chain (The White House, 2021).  
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 Schroeder (2022) also states that machine learning applications have three underlying 

functions designed to improve risk management in the supply chain: 

● Risk Identification: Using ML technologies, including anomaly detection, text 

mining, and data clustering.  

● Risk Assessment: The use of predictive analytics to estimate the likelihood and 

potential effect of risks identified. 

● Risk Mitigation: Using optimization models developed with the help of ML to 

design risk response/mitigation strategies. 

  This praxis combines machine learning with feature engineering strategies in 

making comparisons and evaluations of applying ML to curtail risks in the cyber supply 

chain of Defense Industrial Base (DIB). This study shows that it can be used to 

strengthen the effectiveness of risk management on a wide basis and resilience. 

 

2.4 Machine Learning for Supply Chain  

 Zage et al. (2013) notes that the applications of machine learning (ML) to predictive 

modeling inevitably present serious problems, including those of data quality, data 

privacy, and bulk analytics. For example, a study of supply chain forecasting has 

suggested that a tradeoff between model results and the understandability of its results is 

frequently necessary (Baryannis, 2019). It was also shown in the analysis that the risk 

prediction can be informed by the application of classification methods to data product 

delivery. Most current research on the topic only takes into consideration the measures of 

performance, but interpretability is equally crucial. It enables security experts to be in a 

position to make informed decisions, and reduce supply chain risks successfully.  
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 In a proposal to improve supplier evaluation mechanisms, Yuh-Jen Chen (2011) 

introduced a model that considers the identification of criteria, data collection, and Multi-

Criteria Decision Making (MCDM) systems, including the Analytic Hierarchy Process 

(AHP) and the Technique of Order Preference by Each Similarity to Ideal Solution 

(TOPSIS) (Chen, 2011). This approach prioritizes suppliers and constantly evaluates their 

performance to be more effective and exercise decision-making authority. Likewise, 

Hendricks (2021) explored the use of different forecasting methods to estimate the 

demand for repairable components in the military training systems (Hendricks, 2021). 

His work worked in contrast between traditional techniques and modern machine 

learning techniques to define the most accurate and reliable ones to predict the demand 

for spare parts. The results of the Hendricks study indicate that machine learning models 

provide more precise predictions compared to statistical processes and result in 

significant advances in prediction accuracy. According to these studies, the application of 

machine learning to DIB logistics is likely to encourage greater supply chain efficiency 

and help reduce costs. 

 A decade after that article, Babaee Tirkolaee (2021) introduced a viable framework to 

evaluate the ML contributions across supply chains, such as selection of suppliers, risk 

forecasting, demand forecasting, production planning, and distribution management. 

Such issues like data quality concerns, specialized expertise, and the inability to align 

modern ML systems to the old supply chain infrastructure were identified prom which 

prompted concerns in this study. The findings of their research contribute to the theory 

that the Potential Support Vector Machine and Decision Tree (P-SVM-DT) based method 

is better than both MCDM and SVM. It was a hierarchical model that minimized the 
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number of binary classifiers, maximized precision, minimized the amount of computation 

time, and maximized feature selection procedures. This praxis is based on these findings, 

using the strengths of the various classification ensembles as model types to compare 

their performance and interpretability.  

 A significant portion of the available literature finds that some models are functional 

in controlled conditions, but that there is difficulty in working with real-world data and 

the changing types of attacks, which are developing very rapidly. It is recommended to 

streamline such ML approaches further and conduct research on more advanced AI 

approaches to enhance the identification of various and complex intrusion attacks (Fodja, 

2023). The optimization models have advanced in an effort to mitigate supply chain 

network disruptions. Shahed et al. (2021) developed an optimization model and a renewal 

reward theory to prevent the disruption in the supply chain networks composed of 

suppliers, manufacturers, and vendors. The experiment involved pattern search (PS) and 

genetic algorithm (GA) using heuristics, where PS was found to be more successful in 

addressing the issue. The strategy allows supply chain managers to develop new 

inventory policies to maximize profit. Research forecasting Navy procurement (Dehlavi, 

2020) suggests introducing hybrid models and demand forecasting in the supply chain as 

new opportunities to improve and optimize its purchases. This research is based on the 

discoveries of the authors and employs hyperparameter optimization to determine the 

optimal performance of a model, as measured by the evaluation metrics, to rigorously 

compare all of the models.  
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This is expanded by Aljohani (2023), who introduces supervised models, 

including Random Forest and Gradient Boosting, on top of unsupervised clustering 

algorithms to eliminate supply chain risk in real-time with significant accuracy with 

Support Vector Machines (SVMs). The study found substantial risk factors, such as those 

reported in earlier studies, and these were supplier reliability, transportation delay, and 

supply-demand mismatch. Aljohani (2023) optimized real-time decision-making 

processes through reinforcement learning. To prove the efficacy of these models, the 

assessments were done in terms of precision, recall, F1-score, and MAE (Aljohani, 

2023). SVM was found to have the best accuracy of 89%. However, identification and 

ranking of the risk factors were performed only using the CFS method; no comparison 

was made with other feature selection methods. The absence of the comparison 

constrains the awareness of the way various approaches may affect the selection and 

prioritization of critical risk factors. Yeboah-Ofori et al. (2021) have earlier introduced a 

hybrid ontology-ML structure, which combined semantic reasoning and data-driven 

reasoning to achieve greater results in cyber supply chain threat analysis. The research 

employed a balanced method combining machine learning (ML) and ontology-based 

modeling to amplify the process of threat identification, which predicts the behavior in 

the cyber supply chain (Yeboah-Ofori et al., 2021). It found that the mixed method with 

the application of both Random Forests and Gradient Boosting (gBoost) was more 

efficient, compared to individual strategies that were based on either ontology or ML. 

The hybrid model is more reliable and effective in threat analysis by integrating ontology 

as a profile of semantic reasoning with ML (Yeboah-Ofori et al., 2021). However, one 

weakness of the study was that there was no comparison with unsupervised learning 
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models, which could have shown other insights and unique patterns that were not realized 

with the supervised model. 

As a part of a multi-interest attack detection system, Fodja in 2023 employed 

lightGBM models with 99.2% accuracy (Fodja, 2023). Fodja’s study revealed the 

effectiveness of the ensemble models in the presence of additional Trees and XGBoost 

with an accuracy of 98.5%. It was found that ensemble models were best able to detect 

multi-intrusion attacks, with reasonable performance rates on complex network threats 

and increased recall, precision, and F1 scores (Fodja, 2023). A weakness of this research 

was, however, that it used only Gradient Boosting and Random Forest-based models and 

did not compare them with other model types that could present competitive and 

complementary performance. In another study, Thompson (2024) applied machine 

learning to detect and measure the most significant contributors to ransomware and data 

breaches in cyber systems. The paper identifies and rates four machine learning models, 

such as the Logistic Regression (LR), Voting Ensemble, Random Forest (RF), and Light 

Gradient Boosting Machine (LightGBM), to estimate risk-related factors to cyberattacks 

(Thompson, 2024). The study was to develop a classification model that would use the 

historical data to determine significant factors of the organization that rendered it 

susceptible to cyberattacks. This examination process highly depends on feature 

engineering, which detects relevant features and eliminates irrelevant features, which 

improves the accuracy of the model as well as reduces the time spent on training the 

model. This also helps to reduce overfitting and enhance the model's capability in terms 

of identifying trends or patterns in the data. Moreover, the research expands on the 

previous literature employing a logistic regression model to predict data breaches 
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according to business characteristics, which supports the framework of analyzing data 

security threats (Sarabi et al., 2016). This praxis goes a step further, where the various 

methods used in feature selection are compared with a logistic regression model in order 

to determine their capability of detecting malware.  

A novel design by Brintrup and Mittal (2019) to examine the performance of 

various algorithms to choose helpful predictors of disruptions, incorporated engineered 

features in the dataset which performed better than the rest of the experiments. The 

outcome of the analysis below indicates that the Random Forest algorithm was most 

effective. 

Figure 2.1 Model Performance before Feature Engineering (Brintrup & Mittal, 2019) 

 

A novel design by Brintrup and Mittal (2019) to examine the performance of various 

algorithms to choose helpful predictors of disruptions, incorporated engineered features 

in the dataset which performed better than the rest of the experiments. The outcome of 

the analysis below indicates that the Random Forest algorithm was most effective. 
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Figure 2.2 Bayesian Hierarchical Model (Ali et al., 2022) 

 

Since quantum computing has become relevant in machine learning, Akter et al. 

(2022) compared classic neural networks against quantum neural networks (QNNs). Even 

though QNNs were slower than ordinary neural networks, they were less vulnerable to 

adversarial attacks, indicating QNNs were better as detectors rather than classifiers to 

address the complexity of malware or botnets. Although the traditional machine learning 

algorithms are more effective with existing data sources, the Logistic regression and 

Support Vector Machine were identified to give the best results in forecasting the threats 

(Akter et al., 2022). A key finding from the study is that quantum models are more 

resilient to adversarial attacks on accuracy and recall, which means that they are more 

effective in detecting real threats in security applications. Future research is also 

discussed in this study, particularly the need to increase the speed and accuracy of QML 

in exploiting its benefits. The fact that quantum systems are slower in this experiment 
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contradicts the nature of quantum systems. Nevertheless, with the ongoing development 

of quantum computing infrastructure, QML models, such as QNNs, will play a vital role 

in the improvement of software supply chain security (Akter et al., 2022). This study 

once again highlights the strong performance of logistic regression and support vector 

machines, which demonstrated higher accuracy even when compared to quantum-based 

methods. Consequently, both models are included in the comparative analysis conducted 

in this praxis. 

 

2.5 Machine Learning Analysis for Malware/Threat Detection 

The majority of machine learning (ML) studies in supply chain management are 

concentrated on demand predictions to enhance logistics planning. Nonetheless, there is a 

limited number of studies investigating malware prediction on cyber supply chains. 

Although research has been conducted to compare ML models in other settings, including 

those of IoT and Windows operating systems in detecting malware, few studies have 

been conducted by cyber supply chains. Esnaashari and Moradi explore advanced ML 

models to predict malware vulnerabilities in the Microsoft Windows systems in a study 

on Microsoft machines (Esnaashari, M., & Moradi, N., 2025). Using detailed datasets 

from Windows Defender, the research aims to develop an accurate ML model that detects 

malware by analyzing the unique conditions of individual machines. Another focus of the 

study is the creation of flexible models in enterprise settings with the intention of being 

proactive in securing networks against changing threats. The findings indicate that 

ensemble classifiers are more effective than single classifiers such as Naive Bayes, 

Decision Tree, and Logistic Regression (Esnaashari, M., and Moradi, N, 2025). Also, the 
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study demonstrates the usefulness of feature analysis to determine valuable malware 

indicators and to render the predictive model more dependable in a commercial 

environment. 

There are recent works dedicated to the identification of APTs using two-stage ML 

models (Abdul et al., 2024; Saini et al., 2023; Dorsky, 2024). The APT detection is 

crucial to detecting and addressing the risk of the supply chain, as the opponent takes 

advantage of the vulnerabilities present in the supply chain to gain unauthorized access to 

critical systems and take control over them (Tan et al., 2025). In their proposal, Saini et 

al. (2023) suggested identifying APTs with the help of a two-step classification model. It 

is a model that integrates controlled systems of managing instances of learners with 

uncontrolled isolation forest methods of detecting anomalies. The performance of any 

model heavily depends on the types of data used. Realistic data will lead to a more 

accurate prediction, but is very difficult to collect. On the other hand, synthetic data is 

generated artificially, thus it tends to be noise-free. Semi-synthetic data are more capable 

of creating an improved model than either of the former types, but may be oversimplified 

and biased. In response, a 2024 study evaluates three options, including a single-stage 

supervised ML model (three-label classification), a two-stage supervised ML model, and 

a hybrid two-stage model, in which establishes the second stage is an unsupervised 

learning model to improve the detection capabilities (Abdul et al., 2024). A similar 

approach was applied by Dorsky (2024), where the supervised K-Nearest Neighbor 

(KNN) and unsupervised isolation forest models gave an improvement of between 5 and 

40% in detecting anomalies. Each of the three techniques used a mix of supervised 

learning to classify and unsupervised models to further detect and succeeded in 
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improving accuracy and precision significantly. A sequence of these machine learning 

and deep learning algorithms is employed in the early detection of APTs so that there is 

minimal use of data, hence increasing the resilience of the supply chain to cyberattacks. 

Kumari and Lee (2023) implemented a new hybrid algorithm in the identification 

of APTs to combine Particle Swarm Optimization (PSO) and Genetic Algorithm (GA) 

methods using Random Forest classifiers. They established that the methodology 

performed well in a real-time environment. This method uses genetic algorithms to 

minimize the parameters of the Random Forest machine learning classifier. Crossover, 

mutation, and selection are the algorithm processes that are applied to produce solutions 

that are more effective over time. Random Forest is not a mandatory algorithm, but it is 

commonly chosen to identify possible APTs. As a hybrid method, it uses PSO to identify 

the optimal features and GA to optimize the parameters of the Random Forest classifier 

to enhance the overall performance of the model. This combination helps the system 

recognize the best attributes to detect APTs and readjust the parameters of the model to 

enhance its detection ability in real-time (Kumari & Lee, 2023). A second study that 

examined machine learning methods to detect malware again concluded that the best 

classifier was the Random Forest, with an accuracy of more than 97% (Azeem, 2023). 

The study was based on the publicly accessible UNSW-NB15 dataset that consists of 

diverse types of widespread attacks, including Backdoors, Fuzzers, Exploits, DoS, DDoS, 

Worms, and Shellcode. The authors took the smallest set of features most relevant based 

on entropy to prepare the data, and transformed all the attributes to numerical values 

using feature encoding. The experiments compared the results of a number of machine 

learning algorithms, such as Extra Trees (ET), Decision Tree (DT), K-Nearest Neighbors 
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(KNN), Logistic Regression (LR), Random Forest (RF), and Neural Network Multilayer 

Perceptron (nnMLP). Although the Random Forest was the most effective model, the 

Decision Tree algorithm also showed similar results. In another study, five machine 

learning algorithms were compared to detect malware in PDF files, including Naive 

Bayes, Random Forest, K-Nearest Neighbors (KNN), Average One Dependency 

Estimator (A1DE), and SVM (Khan, 2023). This research has established that KNN 

performed best, and it had a 99.9% percent accuracy with 10-fold cross-validation. 

Moreover, the authors observed that model performance was greatly affected by the 

chosen evaluation procedure. To be more specific, they discovered that 10-fold cross-

validation is a more stable and comprehensive evaluation tool compared with the 

standard split of the data using percentages (Khan, 2023). Khan, in his review, points out 

how ensemble learning techniques can go further to employ cybersecurity defense against 

emerging malware attacks. 

Another study models attack types and uses Trusted Third Parties (TTPs) as an 

input and vulnerabilities and Indicators of Compromise (IoCs) as an output (Herreros-

Martinez, 2024). The research aimed to improve the cybersecurity of Cyber-Physical 

Systems (CPS) through an adequate integration of Cyber Threat Intelligence (CTI) and 

various approaches to predict attack patterns and recommend effective mitigations. To 

achieve the maximum efficiency and accuracy of the responses, the study applied various 

classification algorithms: Support Vector Machine (SVM), Random Forest (RF), Logistic 

Regression (LR), and Decision Tree (DT). The results suggest that Logistic Regression 

was the most precise in recognizing malware attacks with an accuracy of 83%. Moreover, 

the Logistic Regression and the Random Forest brought about 87% accuracy in 
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determining the chance of the occurrence of exploits in network nodes. A corresponding 

paper considers the use of supervised and unsupervised approaches, random forests, 

support vector machines (SVM), decision trees, and k-means clustering to contrast the 

effectiveness of models in the detection of anomalies in the context of enterprise 

purchasing (Li, Chen, and Wang, 2021). These models perform better than the 

conventional rule-based systems and are more scalable, and can accommodate new types 

of fraud or errors that were previously unseen.  

 Previous works produced different outcomes within a range of machine learning 

algorithms, but the Defense Industrial Base (DIB) represents another operational context 

in which a relatively greater number of data safety and privacy issues have to be considered. 

This will demand more resources to identify malware in DIB systems because the data 

processed is usually encrypted. As a way to address the issue, Alshehri et al. (2025) turned 

their attention to the Internet of Things (IoT) that also encrypt information and are limited 

in resources. The researchers used the EDGE-IIoTSET dataset to analyze five machine 

learning algorithms, such as Logistic Regression, Decision Tree, K-Nearest Neighbors 

(KNN), Naive Bayes, and Random Forest detection, to detect malware. Among those, the 

Decision Tree algorithm scored 100% accuracy, with random forest scoring 99.9%. The 

performance of Logistic Regression, Naive Bayes, and KNN was lower in comparison 

(Alshehri et al., 2025). The research can offer insights to cyber policy authors and cyber 

engineers to gain an understanding of how to implement strong systems to withstand the 

evolving malware patterns in sensitive settings like the DIB. 

2.6 Summary and Conclusion 
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 Recent progress in machine learning in supply chain management and in cybersecurity 

highlights the potential transformative nature of integrating powerful algorithms, 

interpretability, and optimization solutions. The issue of balance between model 

performance and interpretability has proven to be difficult, especially in high-stakes 

environments where accuracy and transparency is needed.  

 Overall, the literature has some critical gaps: (1) no systematic comparison between 

methods of feature-selection in the isolation of critical attributes in a malware detector; (2) 

insufficient focus on tree-based models without considering neural network architecture; 

(3) a limited volume of studies that examine the methods of unsupervised models in this 

area; and (4) no comparison of all significant model families. To complete these gaps in 

the research literature, this praxis will seek to: 

● Determine important software issues that lead to cyber disruption of supply chains 

via malicious software. 

● Compare the performance of ensemble models and neural networks along with their 

skills to enhance accuracy of malware predictions in the supply chain security 

domain. 

● Compare and contrast 15 supervised and 2 unsupervised machine learning models 

on their efficiency in forecasting malware threats along the cyber supply chain. 

This praxis addresses such challenges by validating the models using the accuracy, 

precision, recall, F1-score, and Rand index metrics. These models would handle complex 

looms like APTs due to their capacity to combine machine learning and domain-specific 

context. This praxis will enhance the model performance and the interpretability by adding 
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domain-specific knowledge to take advantage of actionable insights for the benefit of  DIB 

stakeholders. 

 The use of artificial datasets, fluctuating operation conditions, and dynamic 

adaptability requirements usually constrain systems scalability in real-world conditions. 

Also, past studies have established that predictive techniques that utilize many factors are 

more interpretable than those that rely on fewer factors (Gunasekaran, 2016). To counter 

such problems, this praxis will impose strong data pre-processing and feature engineering 

methods to ensure that noisy and incomplete data will not hinder the performance of the 

model. The research will help address the gaps identified above to create more flexible and 

efficient cybersecurity frameworks. 
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Chapter 3—Methodology 

 

3.1 Introduction 

Various machine learning models have been investigated to detect malware in the 

supply chain. More specifically, an influential study by Kumar (2020) performed a series 

of experiments on the CLAMP dataset through the use of statistical analysis and feature 

correlation to compare the classification models. This praxis is an extension of the work 

of Kumar in that models are further compared, supervised learning models are added, and 

unsupervised learning is introduced to provide a more detailed analysis. Moreover, it also 

consists of an assessment of different feature engineering methods in order to enhance the 

accuracy of the chosen models in detecting malware. The chapter starts with an overview 

of the research methodology, including the framework of the methodology used to design 

and test the model. It subsequently shows a summary of the CLAMP data, and an 

exploratory analysis is provided to identify patterns, distributions, and possible data 

quality problems. Lastly, section 3.6 details the models and feature engineering plans 

used to enhance their performance. 

 

3.2 Research Approach 

 Various machine learning models have been investigated to detect malware in the 

supply chain. More specifically, an influential study by Kumar (2020) performed a series 

of experiments on the CLAMP dataset through the use of statistical analysis and feature 

correlation to compare the classification models. This praxis is an extension of the work 

of Kumar in that models are further compared, supervised learning models are added, and 
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unsupervised learning is introduced to provide a more detailed analysis. Moreover, it also 

consists of an assessment of different feature engineering methods in order to enhance the 

accuracy of the chosen models in detecting malware. The chapter starts with an overview 

of the research methodology, including the framework of the methodology used to design 

and test the model. It subsequently shows a summary of the CLAMP data, and an 

exploratory analysis is provided to identify patterns, distributions, and possible data 

quality problems. Lastly, section 3.6 details the models and feature engineering plans 

used to enhance their performance. 

To minimize noise and mitigate overfitting, the study applied feature-engineering 

techniques, followed by using Shapley values to identify and validate the most influential 

features. Section 3.5 and Figure 3.3 describe the six feature-engineering methods that 

were compared by training all models using the resulting feature sets of each method and 

evaluating their accuracy. The six methods are: 

● Principal Component Analysis (PCA) 

● Linear Discriminant Analysis (LDA) 

● Chi-Square 

● Kruskal-Wallis 

● Analysis of Variance (ANOVA) 

● Correlation-based Feature Selection (CFS) 

Then, the eight machine- learning models in Table 3.1 were hypertuned and 

trained, which were assessed through 10-fold cross-validation. The top 10 highest-

ranking features identified during the previous feature engineering step and used to train 



 

35 

the models to enable a standard comparison between feature-engineering strategies. The 

models were then validated and compared based on several performance metrics, 

including accuracy, speed, cost, recall, precision, and F1 score. 

 

Figure 3.1 Methodology Map 

 Using Matlab software, 20% of the dataset was reserved as the test set, while the 

remaining 80% was used for training and cross-validation. Hyperparameter tuning and 

feature selection during training were done using a cross-validation process and not by 

modifying the test set directly to avoid the risk of contaminating the evaluation process. 

To ensure that model performance measures reliably predict generalization in 

unexplainable data, there must be a data separation to eliminate overfitting. In order to 

avoid the performance evaluation being biased, no data was used in the test set in either 

the tuning or feature selection steps. This approach made the most of the limited data, 

enabling more effective and reliable model training, tuning, and evaluation. 

 Although k-fold cross-validation can increase computational time with complex 

models and large datasets (Lumumba et al., 2024), it proved to be an effective approach 

for this smaller CLAMP dataset. This approach utilized the available information in the 
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best manner and reduced the variation across the validation folds in order to create a 

more reliable and more consistent performance estimate. 

3.3 Dataset Description 

 The Classification of Malware with PE Headers (CLAMP) dataset contains 5,184 

samples, including 54 raw features and 11 derived features. This dataset can be 

downloaded from Kaggle and GitHub (Kumar, 2020). According to the PE format 

specification, Windows requires Portable Executable (PE) headers metadata to load and 

execute an executable file properly. These headers define how the file is organized and 

provide the required information for execution. The size of the individual header field 

varies from 4 bytes to 64 bytes depending on file type.  An example of a PE File header 

may be seen in Appendix section A-6 (Salgueiro, 2022). 

 This dataset’s features include headers such as MajorImageVersion, SizeOfImage, 

CheckSum, SizeOfHeapReserve, AddressOfEntryPoint, and MajorSubsystemVersion. The 

features have been fully described in Appendix A-4. There is also a feature in the dataset 

called class, which is a binary classification of the samples as either malware or non-

malware. Supervised and unsupervised machine learning algorithms were applied to the 

dataset and then tested on how well they could classify the instances under the class 

column. 

 

3.4 Exploratory Data Analysis & Pre-processing 

 Initially, Minitab was used to explore the dataset and plot visualizations. 

Visualizations make it easier to see patterns in the data and better understand how the 

target variable and the features relate to each other. The visualizations prove to be useful 
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in that they make it easier to see the trends in the data and, more specifically understand 

the relationship between the target variable and the features. The first step is the 

exploratory data analysis (EDA) to analyze the data used for modelling. During EDA the 

data is analyzed to detect anomalies, inconsistencies, or other changes that may be 

needed. To perform data operations such as transformation, duplication handling, and 

class balancing, it is essential to understand the dataset fully. Notably, the missing or null 

values can be biased and lead to a change in the model results. As a result, they must be 

addressed before model training can begin. The null values were discarded in this work, 

and the data was standardized to maintain consistency and reliability. Chapter 4 will 

discuss the findings of the exploratory data analysis in more detail. 

 The CLAMP integrated feature set used in this research includes derived features that 

were generated from the raw values of the PE (Portable Executable) headers. Kumar 

(2020) already transformed these raw values into either a Boolean or an integer format, as 

shown in Figure 3.2.  
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Figure 3.2 Raw and Derived Features (Kumar, 2020) 

 As the dataset contained both raw features and their derived features, there was a 

need to verify the multicollinearity between independent variables. Multicollinearity may 

lead to compromised interpretability of the model and overfitting, as the redundant 

information is included in the model to raise the model's complexity. In addition, it may 

cause results interpretation to be difficult by incorporating unhelpful data that was not 

instrumental in classifying the model. In order to control this problem, Pearson 

correlation coefficients were calculated for all pairs of features to determine the direction 

and strength of their linear relation. There was also a correlation matrix heatmap that was 

applied to locate highly correlated variables swiftly. When there is a high correlation 
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between two characteristics, the one that is less directly correlated with the target variable 

will be dropped from the model to create less redundancy in the model and increase its 

efficiency. The outcome of the multicollinearity test is presented in Section 4.4. 

3.5 Feature Engineering  

 This study examines six feature engineering methods to select and reduce the number 

of data attributes. To begin, Linear Discriminant Analysis (LDA) and Principal 

Component Analysis (PCA) were compared and evaluated to determine the 

dimensionality reduction. The feature extraction methods are the LDA and PCA, which 

group two features into one feature that is more informative. On the other hand, feature 

selection methods only select a part of the relevant features in the data. LDA is a 

supervised algorithm, whereas PCA is an unsupervised dimensionality reduction method, 

which describes new variables that have the most notable variance (Li et al., 2018). 

Statistical tests, Chi-Squared, Kruskal-Wallis, ANOVA, and Correlation-based Feature 

Selection (CFS) were then applied to rank and select the most relevant features based on 

their relationship to the ‘class’ target variable. 

 

Figure 3.3 Feature Engineering Process 
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The feature selection algorithms rank the features according to their importance 

thereby reducing the number of features used to train the model. CFS eliminates subsets 

of features that have a high degree of correlation with the target variable and very low 

correlation among themselves to eliminate multicollinearity. CFS aims to determine the 

most helpful features to predict the target variable and also reduce redundancy and 

overlapping of the features. This approach is known as a filter based feature selection 

technique. 

Kruskal-Wallis is a non-parametric test used to compare the distributions of each 

feature across different classes of data, and it is applied to assess the relevance of features 

based on the following formula: 

 

𝐻 =
𝑛−1

𝑛
∗ ∑𝑘

𝑖=1
𝑛𝑖(𝑅  − 𝐸𝑅)2

𝜎2
  . 

In the formula above, n represents the total sample size, 𝑛𝑖 denotes the number of 

observations within group i, 𝑅 is the mean rank sum for group i, 𝐸𝑅 refers to the expected 

rank value, and 𝜎 represents the rank variance. In this method, the p-value of each feature 

is computed, and this identifies those features whose distributions vary across classes, 

serving as a strong discriminator. Most of the recent studies have utilized the Kruskal-

Wallis test to select features in various disciplines. Specifically, according to one of the 

recent studies, datasets with various features selected using the Kruskal-Wallis test 

yielded better outcomes when machine-learning classifiers are used to capture relevant 

class-specific characteristics (Jamil & Khanam, 2024). Analysis of Variance (ANOVA), 

on the other hand, is a parametric statistical technique that is utilized to evaluate the 
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difference in variance of the means of the various groups. It achieves this by calculating 

an F-statistic and comparing the variance between groups (Mean Between Groups or 

MBE) to the variance within groups (Mean Squared Error or MSE) (Jamil & Khanam, 

2024). A higher F-statistic indicates that the MBE is greater than the MSE. This is to say 

that the null hypothesis of equality of group means is rejected, meaning there is a high 

level of statistical difference that may be a consequence of an effect of a feature other 

than just by chance. 

The other method of feature selection is chi-squared, which demonstrates the level of 

significant differences between the frequency distributions of the feature categories and 

the desired variable. The Chi-square statistic is determined via the following formula, and 

the associated p-value is obtained to test the significance of the relationships (Sikri et al., 

2023). 

𝑋2  =  ∑
(𝑂𝑖 −𝐸𝑖)

2

𝐸𝑖
 

In the above equation, c represents the degrees of freedom, O denotes the 

observed value (s), and E denotes the expected value (s).  

 

3.6. ML Development 

The machine learning experiments conducted as a part of this study apply 

algorithms in MATLAB, where both the in-built applications are used as well as some 

custom Python scripts. In accordance with the results of the literature analysis, the 

following classes of algorithms were selected among the entire library of machine 

learning algorithms in MATLAB. The specific Types of models used were tree-based, 
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kernel-based, instance-based, linear, logistic, subspace-based, gradient boosting and 

neural network models. 

 

3.6.1 Model Selection 

The specific algorithms chosen for this research are Decision Tree, Logistic 

Regression, ANN, Support Vector Machine (SVM), KNN, Naive Bayes, unsupervised K-

Means, and hierarchical models.  

 

Table 3.1 Model Types & Chosen Algorithms 

Model Type Algorithm 

Tree Bagged Tree 

Decision Tree 

RUSBoost Tree 

Kernel Gaussian SVM 

Naive Bayes 

Instance Fine KNN 

Weighted KNN 

Linear Linear SVM 

Linear Discriminant 

Logistic Logistic Regression 

Subspace Subspace KNN 
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Subspace Discriminant 

Gradient boosting AdaBoost Tree 

Neural Network Medium ANN  

ANN Optimized 

 

3.6.1.1 Bagged Tree 

 A Bagged Tree is a particular model of decision tree that applies the bagging method, 

also referred to as bootstrap aggregating. Decision trees under this model are 

independently trained on dissimilar random subsets of information referred to as bags. 

Individual predictions of each bag are then summed up into a single prediction. Being an 

ensemble technique, this method builds on the concept of using several decision trees, 

each created on bootstrap samples of the data.  The decisions made by these decision 

trees are combined and averaged to produce the overall prediction (Mahirwe et al., 2020). 

 

3.6.1.2 AdaBoost Tree 

 The AdaBoost boosting algorithm is used in a decision tree to leverage several weak 

classifiers to produce a stronger classifier. This is done by weak learners, or shallow 

decision trees, which make simple and single-split decisions and are repeatedly trained 

and weighted on their abstract performance. All the weak classifiers have a weight 

assigned to them based on their contribution to the model, with the more effective ones 

having a higher weight. The training proceeds with one learner correcting the mistakes 

made by the previous learner, and hence, the new learner is trained. The advantage of the 

process is iterative, a strength that is attributed to the fact that the final learner is a 
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weighted sum of all the weak learners. The AdaBoost method enhances weak classifiers 

by assigning high weights to those cases that are more difficult to classify and, 

consequently, reduces bias (Almseidin et al., 2017). 

 

3.6.1.3 ANN  

 An artificial neural network (ANN) is based on mimicking the behavior of the human 

brain and the way it processes information. A layered neural network is made up of 

numerous structured nodes that pass and send information to other nodes. A neural 

network consists of three layers, namely, the input layer, the hidden layer, and the output 

layer. Neurons are used in hidden layers where the input information is extracted during 

the passage through networks. In the last layer of the network, the final output is 

produced. With ANN learning, connections among neurons are determined by the change 

in weight of the nodes being altered in the course of the learning process. During training, 

different categories of weight mismatches are reduced and revised in different ways. An 

example of such is in backpropagation, where the error is backpropagated starting at the 

output layer to modify the weights in the preceding layer (Khraisat et al., 2019). This 

loosening of weights helps the network to detect complex patterns in a set of data and 

predict or label according to the trends. ANNs are also easily implemented in 

classification, regression, and pattern recognition activities, therefore, they can be utilized 

particularly well due to their flexibility and their capability to learn (Yaokumah & Wiafe, 

2020). 

 

3.6.1.4 SVM 
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 The support vector machine is a classification algorithm that manipulates the data in 

another space to ascertain the most suitable separation between classes of information. 

The data shows that the algorithm can utilize a broad variety of kernel functions, which 

include Radial Basis Function (RBF), polynomial, Gaussian, linear, and sigmoid. The 

flexibility of SVM enables it to classify non-linearly separable data, thus the ability to 

learn more complex non-linear patterns and outperform most other classification tools 

with complex data (Shanei et al., 2023). 

 

3.6.1.5 Logistic Regression 

 Logistic Regression is a statistical predictor designed to estimate one of two 

alternatives based on input characteristics, designed to perform binary classification. The 

logistic regression estimates a probability of an event occurring, unlike the linear 

regression, which gives continuous results, i.e. determining whether a data point belongs 

to a particular class (Khraisat et al., 2019). It uses a logistic (sigmoid) curve to give 

weights to the input variables, where the probability of belonging to a particular class is 

between 0 and 1 (Yaokumah & Wiafe, 2020). The logistic is the mathematical 

description of the logistic as follows: 

 

3.6.1.6 Naive Bayes 

 Naive Bayes is a supervised machine learning algorithm that uses Bayes Theorem to 

explain the probability of an event given the occurrence of another event (Yaokumah & 

Wiafe, 2020). The algorithm is called “naive” because it assumes that the features are 
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conditionally independent. This simple assumption makes the algorithm computationally 

efficient and effective for high-dimensional datasets with a large number of features. 

Bayes' Theorem is mathematically expressed as: 

 

In terms of malware classification, Naive Bayes can be used to efficiently classify data by 

comparing the class probability and selecting the one with the highest probability. 

 

3.6.1.7 KNN 

 K-Nearest Neighbors (KNN) is a supervised learning model that can be used to make 

a prediction on whether a single piece of data was in an appropriate group based on its 

distance to other data points. The instance is given a class label based on the nearest k 

training instances. KNN is based on the distance that exists between a newly occurred 

case and the type of group to which the case belongs (Khraisat et al., 2019). The 

Euclidean formula is normally used to define the two-dimensional distance between the 

points in the data set: 

 

 KNN can have high computation costs for large datasets because it stores the entire 

training set and performs computations only when a prediction is needed.  Lack of a 

training stage makes the model incapable of scaling as the number of instances increases. 

The quality of the features that are picked, the distance metric, and the algorithm 
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performance greatly rely on the selection of k in the algorithm. Furthermore, irrelevant 

and noisy features lead to the failure of the assumption that similar points belong to the 

same class (Ma et al., 2021). These irrelevant features can distort distance calculations 

and impact classification accuracy,  making KNN less effective in high-dimensional or 

unrefined datasets. 

 

3.6.1.8 Discriminant Analysis 

 Discriminant analysis is a well-known dimensionality reduction and classification 

method, which classifies attributes and distinguishes between classes. Class 

distinguishing is done through identifying a subspace of features that best separates 

classes. It basically makes a comparison of the subspace and the original sample space in 

order to enhance better classification of the classes. The main goal is to project high-

dimensional data to the space in which the variance between classes is maximized, and at 

the same time, the variance within the classes is minimized. 

 Linear Discriminant Analysis (LDA) is a particular type of discriminant analysis that 

identifies a linear transformation of the features to maximize the separation between 

classes. LDA achieves this objective by maximizing the variance between classes to the 

variance within classes. Consequently, the data of various classes should be separated 

widely, and those of the same class should be separated by a narrow gap. This means that 

when conducting Linear discriminant analysis, a linear connection is located between the 

feature set when distinguishing them, whereas with a subspace discriminant analysis, an 

equivalent subspace is found, which delivers a better distinction of two or more classes of 

observations (Zhou et al., 2023). 
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3.6.2 ML Model Hyperparameters 

 Hyperparameters refer to that special set of parameters that have been established 

before the training and can affect the performance of the machine learning model. Neural 

networks learning rates and decision trees depths of the trees are examples of 

hyperparameters (Aljohani, 2023). The process of finding the optimal parameter values 

that can be applied to the machine learning model to improve its performance is known 

as hyperparameter tuning (Khan, 2024). In this work, a grid search was performed using 

the optimization function provided by MATLAB that locates parameters that would 

result in the best performance. In order to maintain the reliability and generalizability of 

the chosen hyperparameters, cross-validation was conducted, following the grid search so 

as to confirm the findings. In this study, the following hyperparameters were utilized: 

 

Table 3.2 Hyperparameters 

Model Type Hyperparameter 

Decision Tree tree depths 

Decision Tree number of learners 

Neural Network layer size 

Neural Network number of layers 

Neural Network activation function 

KNN distance metric 

KNN distance weight 

KNN number of neighbors 

SVM kernel function 
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 Hyperparameters of each machine learning model were also optimized. Appendix A-

5 presents the hyperparameters involved in this study. To arrive at the model results 

given in Table 4.9, the following hyperparameter settings were manipulated: 

● Decision Trees: The hyperparameter of tree depth was defined which controls the 

extent of the depth that the tree reaches using leaf nodes. Furthermore, the number 

of trained learners that were trained on labeled data to make decisions and 

produce branch results was specified. It is worth noting that although the number 

of trees can be used to improve the performance of the models, there is also an 

increased computational cost. 

● Neural Networks: The network depth was configured to either fine, medium, or 

deep. The fine network is sparsely connected, with fewer layers and fewer neurons. 

Compared to it, a deep network possesses additional layers that are used to enhance 

performance, consequently increasing the complexity of the model and possibility 

of overfitting. A well-defined depth is needed to achieve an appropriate trade-off 

between accuracy and computational resources with the desired depth to prevent 

overfitting (Khan Raiaan et al., 2024). 

● K-Nearest Neighbors (KNN): Hyperparameters were established to regulate the 

effect of the nearby data points in the classification process. These settings 

influence the choice of neighbors to be used and how much they are considered in 

the prediction of a class. The parameter 'k' is used to determine the number of 

neighbors to use during the classification of new data. When 'k' is smaller, that may 

cause overfitting, and when 'k' is bigger, it may cause underfitting. According to 

Ma, Yang, Chen, and Liu (2021), the selection of ‘k’ is the most vital to the model. 
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● Support Vector Machines (SVM): One of the main functions of SVM is called a 

kernel, which takes an input of data in one dimension and transforms it into another 

dimension, enabling the SVM to arrive at an optimum decision boundary. This 

study used both Gaussian and linear kernels. The choice of kernel has a significant 

effect on the model to accurately separate classes and contributes to the 

performance and accuracy of the model (Shanei et al., 2023). 

 

3.6.3 ML Model Validation 

 The models are implemented using MATLAB, which provides built-in cross-

validation functions for model evaluation. The dataset is split into training and testing 

subsets using the cross-validation functionality of MATLAB for a consistent and efficient 

approach. Each Machine Learning model is trained on the reduced feature set and the 

models are tested using the test set. A comprehensive analysis of the model evaluation 

results is presented in Chapter 4 of this praxis. 

 

3.7 ML Model Comparison 

To evaluate how well the models classify malware in the dataset, a number of 

metrics are used; speed, cost, precision, recall, F1-score and accuracy. Of these metrics, 

accuracy is the most critical metric in this context, as it reflects the ratio of correctly 

predicted to total predictions. Nevertheless, accuracy alone does not fully demonstrate 

model performance, especially in the case of data imbalance and class divergence. In 

these cases, it is particularly important to add other metrics, such as precision and Recall. 
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The ratio of correctly classified data is expressed in the following equation (Juba & Le, 

2023): 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 

=  
(𝑇𝑟𝑢𝑒𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 +  𝑇𝑟𝑢𝑒𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒)

(𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝑇𝑟𝑢𝑒𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒 +  𝐹𝑎𝑙𝑠𝑒𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝐹𝑎𝑙𝑠𝑒𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒)
 

 

 To assess the speed of the algorithms, the time taken for classification was recorded 

in milliseconds. Within the DIB environments, limited network resources make rapid 

speed essential. Moreover, each environment handles the additional burden of 

cryptographic operations and network security in overhead costs. As a result, resource 

and time efficiency in processing to respond to operational demands is invaluable. 

The term “precision” describes a model’s capability to determine only the positive 

class accurately. Within the model’s classified malware context,  precision refers to the  

number of correctly classified malware in the sample size. A significant value for 

precision indicates the model successfully minimized the probability of false-positive 

instances which demonstrate that the identified instances of malware are malicious rather 

than benign misclassified instances (Juba & Le, 2023). The false-positive probability is 

significant since erroneous classification can result in overprotective countermeasures 

and misappropriated resource allocation. Precision is calculated by the following 

formula: 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
(𝑇𝑟𝑢𝑒𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 )

(𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝐹𝑎𝑙𝑠𝑒𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒)
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Recall assesses how many of the positive class instances the model successfully 

classifies. For instance, in the context of malware classification, recall accesses the 

proportion of malware samples in the dataset that were successfully identified. An ideal 

recall score means the model successfully identifies most types of malware and 

minimizes the chances of undetected malware. This metric is especially important in 

cybersecurity and DIB contexts, where undetected malware can lead to serious breaches 

and failures. Recall is defined as follows (Juba & Le, 2023): 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =  
(𝑇𝑟𝑢𝑒𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 )

(𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝐹𝑎𝑙𝑠𝑒𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒)
 

 

 For misclassification, a penalty of 1 was assessed for misclassifications and a 

penalty of 0 was assessed for classifications that were correct. The penalty assessed was 

to indicate the recall of the model as described in the above section, or the ability to 

identify the majority of the malware samples. In this context, the negative effects of false 

negatives greatly outweigh the negative effects of false positives. The malware that is 

unrecognized causes large risks to the cyber security of the DIB’s core networks. The 

total cost shown in Tables 4.8 and 4.9 represent the total misclassifications that were 

logged during the validation phase. 

Test accuracy can be measured using the F-1 score, which accounts for false 

positives and false negatives. Using the formula below, it integrates both precision and 

recall (Juba & Le, 2023): 

𝐹1 𝑆𝑐𝑜𝑟𝑒 =  
2 ∗  𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗  𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 +  𝑅𝑒𝑐𝑎𝑙𝑙
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 In terms of classifying malware, a high F1 score reflects that the model 

successfully identifies malware (high recall) and certifies with a high degree of 

confidence that the identified malware is true (high precision) (Chicco & Jurman, 2020; 

Sharma, 2023). The F1 score becomes very useful when there is class imbalance, since 

this metric captures the performance in a more reliable way than using accuracy alone.  
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Chapter 4—Results 

 

4.1 Introduction 

Well performing machine learning models enable efficient malware detection. 

This section analyses the performance of supervised and unsupervised classifiers for 

malware classification on the CLAMP dataset. For the supervised models, the training 

and validation are performed in the MATLAB Statistical Software environment and the 

performance evaluation done using accuracy, recall, precision and F1 score. The use of 

clustering techniques also helped to identify potential hidden structures and patterns that 

the supervised techniques may not identify in the dataset. Also, a feature selection 

process was conducted to identify the most relevant attributes for improving the 

efficiency and interpretability of the models. This work identifies effective malware 

classification techniques in DIB environments. 

 

4.2 Exploratory Data Analysis Results 

 An initial analysis of the dataset revealed several features that exhibited a constant 

value of “0” across all instances, including e_crlc, e_ss, e_csum, e_ip, e_cs, e_oemid, 

e_oeminfo, PointerToSymbolTable, NumberOfSymbols, and LoaderFlags. These features 

were deemed irrelevant for further analysis due to their lack of variability and were 

subsequently discarded. Additionally, the features e_res and e_res2 contained NULL 

values throughout the entire dataset, which made these attributes unfit for a classification 

problem, thus, they were discarded. 
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Table 4.1 Removed Data Points 

Feature Value 

e_crlc 0 

e_ss 0 

e_csum 0 

e_ip 0 

e_cs 0 

e_oemid 0 

e_oeminfo 0 

PointerToSymbolTable 0 

NumberOfSymbols 0 

LoaderFlags 0 

e_res NULL 

e-res2 NULL 
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 Eliminating redundant entries and addressing discrepancies within the dataset were 

part of the data cleaning process. Some features, as described in Table 4.1, demonstrated 

no variation in their measurements, and were omitted, leaving a total of 43 features to be 

analyzed. Regarding the dataset, some features needed to be normalized. Therefore, these 

features were subject to z-score normalization, where the mean of each feature is 

subtracted and the value is divided by the standard deviation, resulting in a completely 

normalized dataset. 

 

Figure 4.1 Standardization of Feature Set 

 

In order to reduce class imbalance and bias, the class distribution of the training 

and test sets was maintained to reflect that of the original dataset. Figure 3.2 shows the 

distribution of the labels for the target variable used in this study. 
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Figure 4.2 Distribution of “class” Variable 

 The CLAMP dataset consists of only 5,184 samples making it very small which is 

why a combined approach of a training-test split and k-fold cross-validation was used to 

guarantee both robustness and efficiency. This approach worked best since the integrated 

dataset was balanced. Kumar, (2020) used oversampling to create the integrated feature 

set, which mitigated class imbalance within the raw data. 

4.3 Feature Selection 

To promote balanced training of the model, categorical features initially stored as 

string values were converted into binary numerical representations (0 or 1) based on their 

presence or absence. Such encoding is important to ensure compatibility with machine 

learning algorithms and to optimize model accuracy (Das, 2024). 

For feature selection, subsets with the top 5, 10, and 20 ranked features were used 

and each configuration was evaluated across 10 iterations with the highest 10 features 
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showing the most balanced performance. This included balanced accuracy, precision, and 

computational efficiency. 

Correlation based feature selection (CFS) selects features which strongly correlate 

with the target variable and removes features which correlate highly with each other. For 

visualization purposes, a pearson correlation heatmap with a threshold of |r|>0.7 was used 

(see Figures 4.8 and 4.9). To mitigate the impacts of multicollinearity, one feature was 

eliminated of each highly correlated pair. Following this approach, the following features 

were removed: BaseOfCode, BaseOfData, SizeOfCode, MajorImageVersion, 

NumberOfSections, MajorOperatingSystemVersion, MajorSubsystemVersion, filesize, 

and E_text. After the above steps a comparison of the training and validation results was 

performed which is included to demonstrate the absence of overfitting (see Table 4.2). 

Less than 5% delta was observed between the testing and validation F1 scores, indicating 

that the model generalized well and did not overfit. 
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Figure 4.3 Pearson Correlation for False Class 
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Figure 4.4 Pearson Correlation for True Class 
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Table 4.2 Results of Overfitting Test 

 

Model Type F1 Score % 
(Validation) 

F1 Score % (Test) Δ Score % 

Bagged Trees 96.69373829 95.38590093 1.307837355 

Medium ANN 95.5856971 94.81604998 0.769647126 

Boosted Trees 95.54288518 95.19450154 0.348383638 

Weighted KNN 95.37304945 95.77650894 -0.40345949 

Fine Gaussian SVM 95.28601604 95.1975607 0.088455341 

Fine KNN 95.05286535 95.39030634 -0.337440983 

Fine Tree 94.77552384 95.0061652 -0.230641354 

Logistic Regression 
Kernel 

92.78892401 92.31717723 0.471746787 

RUSBoosted Trees 92.68864028 91.75206504 0.946575232 

Subspace KNN 81.15314439 83.68864438 -2.48549999 

Subspace Discriminant 80.255647 78.88614001 1.429506997 

Linear Discriminant 79.45110417 78.47503472 0.976069453 

Linear SVM 78.89361124 79.45932077 -0.545709528 

Kernel Naive Bayes 82.23924204 80.99218326 1.247058787 
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In Tables 4.3 to 4.5, the twenty highest-ranking features according to the Chi-

squared, Kruskal-Wallis, and ANOVA scores are listed. Notably, the "checksum" feature 

possessed an infinite Chi-squared score. This is due to the feature having a frequency of 

zero in one of the classes that were tested. As a consequence, a division by zero was 

encountered in the Chi-squared calculation. Even though the dataset was balanced, its 

smaller size would cause such instances to be more likely due to under-representation of 

certain feature values. 

Table 4.3 Top 20 Features Ranked using Chi2 Scores 
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Table 4.4 Top 20 Features Ranked using Kruskal-Wallis Scores 
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Table 4.5 Top 20 Features Ranked using ANOVA Scores 
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Table 4.6 Accuracy Results of Feature Engineering 

 

Feature engineering techniques were compared using the accuracy metric 

illustrated in Table 4.6. The results showed that out of the techniques, Chi-squared 

yielded the highest accuracy in detecting malware.   

The Shapley graphs indicate that ‘fileinfo’ is the only feature that distinguishes 

malware from non-malware samples, essentially splitting the two groups. This means that 

the information in the ‘fileinfo’ header is of paramount importance in determining the 

presence or absence of malware. The need for interpretability in mission critical 
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environments is important as it facilitates the justification of decisions, from acquisition 

to setting security alert thresholds. As a derived feature, fileinfo includes key elements 

from the PE header, such as FileVersion, ProductVersion, ProductName, and 

CompanyName (Kumar, 2020). In a DIB cyber supply chain context, because these 

values can be modified by an attacker without disrupting the program’s execution, 

fileinfo becomes a prime target for malware injection and evasion confirming its 

importance in threat detection.  
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Figure 4.5 Shapley Summary for Medium ANN Model 

Figure 4.6 Shapley Summary for Bagged Tree Model 
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Figure 4.7 Shapley Summary for AdaBoost Model 

Figure 4.8 Shapley Summary for Subspace Discriminant Model  
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Figure 4.9 Shapley Summary for Weighted KNN Model 

Figure 4.10 Shapley Summary for Linear Discriminant Model 
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Figure 4.11 Shapley Summary for RUSBoosted Tree Model 

Figure 4.12 Shapley Summary for Decision Tree Model 
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Figure 4.13 Shapley Summary for Optimized ANN Model 

Figure 4.14 Shapley Summary for Subspace KNN Model 
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Figure 4.15 Shapley Summary for Logistic Regression Model 

Figure 4.16 Shapley Summary for Fine KNN Model 
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Figure 4.17 Shapley Summary for Linear SVM Model 

Figure 4.18 Shapley Summary for Naive Bayes Model 
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4.4 Supervised Model Performance on Malware Detection 

  A series of classification models were trained utilizing the Classification Learner 

Application within MATLAB. The analysis specifically focused on the "class" feature of 

the CLAMP dataset. The dataset was split into training and validation sets to assess 

model performance. A summary of the training performance before and after hypertuning 

with k-fold cross-validation is provided in Tables 4.8 and 4.9.   

 

Table 4.7 Testing performance of ML Models 

Model Type Accuracy (Test) 

Bagged Tree 95.78% 

ANN - Medium 95.59% 

AdaBoosted Tree 95.39% 

ANN - Optimized 95.39% 

Weighted KNN 95.20% 

SVM 95.20% 

Fine KNN 95.01% 

Decision Tree 94.82% 

Logistic Regression 92.32% 

RUSBoosted Tree 91.75% 

Naive Bayes 83.69% 

Subspace KNN 81% 

Subspace Discriminant  79.46% 

Linear Discriminant 78.89% 

Linear SVM 78.50% 
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Table 4.8 Validation Results Without Hypertuning 

 

   

 Tables 4.8 and 4.9 summarize the validation results, indicating that the Bagged 

Decision Tree model achieved the highest accuracy, recall, precision, and F1-score. 

Furthermore, it exhibited the lowest total misclassification cost. 

 

Table 4.9 Validation Results with Hypertuning 
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 In Chapter 3, Table 3.2 indicates the ‘hyperparameters’ which yielded the most 

consistent results across the various models evaluated. In contrast, hyperparameter tuning 

and its effects on model performance is shown in Tables 4.8 and 4.9. Of the tree-based 

models, performance was least impacted by changes in the number of learners relative to 

adjustments made to the tree depth. Even though the number of learners was 

progressively increased by five in order to find the ideal configuration, the most accurate 

result on this dataset was consistently achieved with thirty learners. 

 When assessing predictive performance across different models, for neural networks, 

the selection of an activation function proved to be the most prominent variable. For K-

Nearest Neighbors, the most influential component for determining classification 

accuracy modifiers was the distance function. Likewise, for Support Vector Machines, 

the most influential hyperparameter was the choice of kernel. It is also worth noting that 

the linear SVM model was the weakest performer, which coincides with results from the 

linearity assessment conducted in the preprocessing phase, which concluded that the data 

is not linearly separable. However, the linear kernel was part of the assessment, as 

multiple pairs of features contained relationships that were linear, thus warranting such 

an evaluation. 

 The results described above provide the foundation for assessing Hypothesis 1 in 

relation to Research Question 1, namely, which model can attain the greatest level of 

predictive accuracy. 

 The three decision tree models all accurately recognized most instances of malicious 

software with an accuracy performance level over 90. However, the Bagged Tree model 
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was superior in terms of predictive accuracy at 96.69%. This demonstrates the effective 

decision-making process used in Bootstrap Aggregation, which performs better in 

constructing and averaging several decision trees trained on random portions of the 

training data (Malek et al., 2022). Consequently, this ensemble method lessens the 

variance and results in improvements on the stability and accuracy of the classification. 

In contrast, CART-based decision trees are likely to experience high variance, which is 

attributable to their sensitivity to training data fluctuations. To the same extent, the 

RUSBoosted Tree model with random under sampling (RUS) and boosting is another 

example of amplified sensitivity to training data (Malek et al., 2022). As opposed to 

Bagged Trees which are trained on different subsets of the data distribution, RUSBoosted 

Trees substantially reduce the majority class in each iteration to achieve a balanced 

dataset resampling. This activity could lead to information being discarded, especially in 

small datasets, which is likely to bias the model and reduce its effectiveness. RUSBoost 

was developed for specific situations concerning extreme class imbalance (Malek et al., 

2022), which was not true for this dataset. 

 Figure 4.3 below shows the performance of each decision tree model across the 

various classes. Here, Model 9.2 refers to the Bagged Tree Model; 9.1 is the CART-based 

Decision Tree; and Model 9.5 is the RUSBoosted Model. 
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Figure 4.19 Confusion Matrix for Decision Tree Models 

 

The confusion matrix is a visualization of the model’s classification accuracy.  

The top row represents how accurately the model identifies non-malware data, 

while the bottom row shows its accuracy in detecting malware. The low values 

along the off-diagonal (top-right and bottom-left) appears to be a low miss 

classification rate which can be described as false-negative classifications. 

Despite the fact that the results for the decision tree models show a 

classification accuracy of over 90%, it should be stated that the results for the neural 

network models and the models for Gaussian SVM also show consistent accuracy 

results over 90%. In a DIB environment, the model with the fastest classification 

times offers the most value, as other variables become far less important in the 

decision making process, especially in tightly integrated defense systems. The 

neural network models classified data more rapidly, which increases the value in 

such environments where quick decisions are required. 
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Figure 4.20 ROC Curve for Bagged Tree Model 

 

 The Bagged Tree classifier model performed near perfectly achieving a ROC AUC 

score of 0.99137, as illustrated in Figure 4.20. The Bagged Tree model scored the highest 

in Recall, Accuracy, Precision, and F1 Score, although it was the slowest in classification 

speed. Bagged Tree did not outperform the medium sized ANN model significantly, as 

table 4.9 shows the difference between the two models to be only 1%. These 

observations, albeit not definitive, can be used as a starting point for the evaluation of the 

second hypothesis. 

 The ensemble model utilizing bagged trees showed the highest accuracy; however, 

the two neural network models showed similar results as the accuracy levels for both 

models were above 95%. Performance metrics for the predictive models consisted of the 
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following metrics: recall, prediction speed, misclassification cost, accuracy and precision. 

In the defense environment, and especially considering the modes in which the data is 

classified, operational efficiency demands that prediction speed is critical. Threats can be 

detected and responded to in real time, allowing deployed cyberattack efforts to be 

reduced immediately. Such operational efficiencies increase resilience to and limit the 

threat of cyberattack on the DIB sectors. Overall, as seen in Tables 4.5 and 4.6, the 

performance of the two neural network models was greater than the performance of the 

two decision tree ensemble models in every metric by which they were evaluated. 

 

Table 4.10 Ensemble & Neural Networks Supervised Model Results 

 

 

 

 

 

 

 

Table 4.11 Average Ensemble Vs ANN Metrics 

Metric Ensemble AVG Neural Network Average 

Accuracy 96.12% 95.51% 
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Cost 182 210.5 

Precision 96.12% 95.52% 

Recall 96.12% 95.52% 

F1 Score 96.12% 95.52% 

Prediction Speed 19720.54 obs/sec 70393.22 obs/sec 

 

4.5 Unsupervised Model Performance 

 Apart from supervised learning models, the application of ‘unsupervised clustering 

techniques to the dataset was also performed. Prior to the execution of these techniques, 

all labels were eliminated to facilitate an impartial clustering approach. Evaluations of the 

clusters were conducted using both city block and squared Euclidean distance measures. 

The results obtained from K-Means clustering are presented below. 

 

Table 4.12 K-Means Clustering Results 

Number of 

Clusters 

Avg Silhouette 

Score 

RI ARI 

2 0.9986 0.9992 0.7497 

3 0.9997 0.9993 0.7452 

4 0.6979 0.8834 0.0282 

5 0.6982 0.8834 0.0282 

6 0.8489 0.8827 0.0280 

7 0.8313 0.8906 0.0302 
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Figure 4.21 Graph of K-Means Clustering 

 

The following expression depicts the calculation of the Rand index as a measure of 

clustering quality: 

 

where: 

a represents the number of element pairs that belong to the same cluster in both 

clustering methods. 

b is the number of pairs of elements that are in different clusters for both the 

clusterings 
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reflects the total number of element pairs in the data, also known as the 

binomial coefficient. 

The formula for Adjusted Rand Index (ARI) is below: 

 

where: 

R: is the value of the Rand index. 

E: is the expected value of the Rand index for random clusters 

𝑀𝑎𝑥(𝑅): is the maximum value of the Rand index. 

The K-Means with 2 clusters is more accurate compared to other configurations 

as seen in Table 4.12 and Figure 4.21. This configuration produces a silhouette score of 

0.9986, a Rand Index (RI) of 0.9992 with the ground truth and the highest Adjusted Rand 

Index (ARI) of 0.7497, illustrating that it is statistically and practically valid for further 

analysis. 

The silhouette score measures the degree of clustering of a single data point into 

its assigned cluster with scores approaching 1 showing high separation with border 

clusters. RI, on the other hand, shows the degree of correspondence between clustering 

and the actual labels.    

All three measures provide comparable results with the 3-cluster solution, 

suggesting a potential plateau in clustering improvement, although the ARI shows a small 

decline. This suggests overfitting of the model to the data thus leading to divergence from 

the true classes. Opting for the 2-cluster solution remains appropriate from a practical 
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point of view as it aligns directly with the two ground truth categories present in the 

dataset, namely malware and non-malware. This ensures that the resultant clusters are 

interpretable and that the primary objectives of cybersecurity are met. 

Figures 4.22 and 4.23 below, illustrate another method of cluster analysis, 

hierarchical clustering. The hierarchical clustering method of cluster analysis combines 

or splits the data points based on similarity. The point at which the branches of a 

dendrogram join represents the clusters that have been merged along with the distance 

(similarity) between the merged clusters.

 

Figure 4.22 Three Cluster Hierarchical Dendrogram 
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Figure 4.23 Five Cluster Hierarchical Dendrogram 

 

Hierarchical clustering results before and after Principal Component Analysis 

(PCA) are depicted in Figures 4.22 and 4.23. The results of clustering after standard 

preprocessing that does not include any feature engineering are shown in Figure 4.6. In 

contrast, Figure 4.7 shows the clustering results after applying PCA to the remaining 

features.  

Malik and Tuckfield (2019) demonstrate how using PCA before clustering is 

especially effective in high-dimensional, noisy datasets such as those used for malware 

detection. PCA helps eliminate noise and multicollinearity, and reduce PCA's redundant 

variation so the clustering algorithm can focus on the more meaningful elements of the 

dataset's underlying patterns. Hence, Figure 4.7 shows more compact and clearly 

distinguished clusters with strongly correlated features, unlike Figure 4.6. 
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The clustering with PCA effectively identifies the primary characteristics that 

explain the most variance in the dataset, many of which are likely to be the most 

impactful in classification tasks. PCA uncovers influential patterns, thereby aiding the 

reduction of feature selection and overfitting, and improves result interpretability, which 

is particularly beneficial in resource-limited and mission-critical DIB environments. 

The results from the clustering methods provide the foundation for assessing 

Hypothesis 3. Supervised models that achieved an accuracy of over 95% outperformed 

the clustering methods in identifying the presence of malware. To facilitate a meaningful 

comparison, redundant and highly similar features were first removed, as identified 

through K-means and hierarchical clustering analyses. Thereafter, ground truth labels 

were added to the clustered assignments in which a majority voting mechanism mapped 

the cluster IDs to class labels. The final step involved assessing the clustering results 

through the lenses of standard metrics of evaluation (i.e., accuracy, recall, precision, F1 

score) to argue a comparative position against the results from the supervised models. 

 

Table 4.13 Unsupervised Model Evaluation Metrics 
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Chapter 5—Discussion and Conclusions 

5.1 Discussion 

This section provides a practical overview of the research findings in the context 

of cyber threat intelligence (CTI) and its application in supporting the DIB supply chain 

security decision-making process. This section also addresses the study’s research 

questions and provides a summary of the results.  

RQ1: Which machine learning predictive model has the highest classification 

accuracy for detecting malware? 

  H1: The Bagged Tree model provides the highest prediction accuracy for 

malware detection within the cyber supply chain, with at least 90% accuracy. 

 

According to the research, the most accurate model for malicious code 

identification was the Bagged Tree model for CLAMP dataset. This model performed 

well because of bagging, which builds many trees on random subsets of the data and then 

averages the predictions, and helps to reduce variance. Due to the preservation of the 

distribution in both classes and the stabilization of the predictions, the model is less likely 

to overfit, which is a common issue with individual decision trees (Malek et al., 2022). 

On the contrary, the boosted models AdaBoost and RUSBoost may have 

overcompensated to correct the misclassified instances in the relatively balanced CLAMP 

dataset which then resulted in lower accuracy. Since boosted models focus on wrongly 

classified examples, they may have overcorrected the misclassification error and added 

excess noise (Napoles et al., 2020).  Additionally, as shown in the results in Chapter 4, 
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Bagged Trees do not respond as dramatically to hyperparameter changes as other 

algorithms do. This is why optimized and non-optimized Bagged Trees gave the same 

results. Also, Bagged Trees performed well for the given dataset because, unlike neural 

networks, they are not resource heavy and do not require large amounts of data. Neural 

networks need to be trained on large data sets, and they tend to underperform when there 

is scarce data (Sun et al., 2017). Additionally, it has been proven that ensemble methods 

tend to outperform neural networks on structured or tabular data (Shwartz-Ziv et. al, 

2022), such as the metadata and PE header-derived features common in malware 

detection. When data is clean and the class distribution is not skewed, non-decision tree 

methods can cause the model to overfit. In contrast, the boosting methods provide less 

interpretability and may introduce more distortion or eliminate useful information. In 

those instances, Bagged Trees are a more robust and interpretable out-of-the-box model 

that can outperform more complex boosting methods. 

RQ2: Do ensemble models outperform neural network models in malware 

classification? 

  H2: Ensemble models will perform better than neural network models across the 

five metrics. 

 

 While the results demonstrated that ensemble methods achieved slightly higher 

accuracy, recall, precision, and F1 scores compared to neural networks, these 

performance gains came at a significant computational cost. Ensemble models, by design, 

combine the predictions of multiple base learners, which substantially increases 

prediction time. In contrast, although neural networks in this study resulted in slightly 
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less accurate predictions, they provided considerably faster predictions post-training. In 

operational environments such as those in the Defense Industrial Base (DIB), where 

speed, efficiency, and real-time response are critical, the slightly better predictions 

produced by ensemble methods can be considered less valuable. In this context, an 

ensemble model's marginal gains in accuracy become irrelevant to a DIB scenario of 

time-sensitive malware detection. Moreover, neural networks tend to achieve higher 

performance standards with increased dataset sizes, suggesting that future research using 

expanded data may improve their performance. 

 RQ3: Do supervised ML models outperform unsupervised models in malware 

detection? 

 H3: The supervised models will perform better than the unsupervised models for 

malware detection in supply chain attacks.  

 

The analysis established that supervised models are far more proficient than 

unsupervised models in identifying malware. Supervised models utilize labeled data, 

which enables them to identify patterns more accurately and perform more precise 

classification. This makes them more adaptable to emerging threats, as they can be 

retrained with new and updated data. Unsupervised methods, while important for 

exploratory analysis, anomaly detection, and more, are extensive in their need for 

validation and interpretation which can limit their usefulness in rapid-decision-making 

contexts, such as the DIB. 

RQ4: Which features are the most significant for detecting malware in the DIB 

cyber supply chain? 
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H4: Fileinfo significantly impacts the accuracy of malware detection in the DIB 

supply chain. 

 

 Chapter 3 Shapley value summaries allowed us to evaluate the validity of 

Hypothesis 4. As noted in the summaries, the ‘fileinfo’ feature was the most important 

factor in distinguishing malware from benign samples in all supervised models.    

A noteworthy takeaway from this study is that the accuracy of the models was 

predicated on the malware classification features. As is most relevant to current practices 

in CTI, the detection of threats revolves around certain indicators and attributes. In the 

cyber supply chain context, feature selection focuses on key software features that 

determine the extent of the cyber and operational resilience of the supply chain. The 

fileinfo feature, which consists of metadata like product version and company name, was 

significant, as noted in the literature review pertaining to the MITRE TARA 

countermeasures (e.g., secure software management, cryptographic protections, supplier 

diversity). Due to the metadata, ‘fileinfo’ is a prime attack vector for adversaries to gain 

control of compromised systems to exploit in a software supply chain attack. These 

manipulations must be accurately identified to detect and prevent malware infiltration as 

they can be extremely effective in enabling malware. 

 

5.2 Conclusions 

This study looks at hyperparameter optimization and other ML techniques to 

solve, analyze, and predict cyber supply chain risks. While the findings offer valuable 

insights, the dataset used consisted only of Microsoft Portable Executable (PE) headers. 



 

91 

Therefore, it does not represent the diversity of software components across the full 

Defense Industrial Base (DIB). Although the findings are specific to the windows 

environments, the findings provide a foundation to conduct further studies on developing 

resilience in cyber supply chains. The insights generated through this research, in 

combination with cyber threat intelligence (CTI), can serve as an effective decision-

making tool for DIB stakeholders. Combined with model output, it can support risk 

mitigation strategies, procurement policy decisions, and strengthen the overall security 

posture of the cyber supply chain. The DIB’s detection, prediction, and response 

capabilities to malware embedded in the cyber supply chain are enhanced through the use 

of accurate feature selection, ensemble learning, and supervised models. The combination 

of machine learning and threat intelligence enables the DIB to transition from reactive 

defense to proactive risk management, ensuring operational continuity across critical 

missions. 

 

5.3 Contributions to Body of Knowledge  

This research contributes to the body of knowledge by addressing several critical 

gaps identified in the existing literature on malware detection within the cyber supply 

chain. To begin, the research offers a systematic analysis of the different techniques in 

feature selection to determine the most critical software features that contribute to cyber 

supply chain disruptions. Second, the research broadens the evaluation beyond integrated 

methods to include neural networks for a wide-ranging assessment of performance. 

Third, the research offers a direct comparison of unsupervised methods of learning with 

their supervised counterparts, which has previously received minimal focus. Finally, this 
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research provides a comparative analysis of seventeen models across a total of six 

supervised and two unsupervised machine learning model types, thereby offering a more 

holistic understanding of the predictive effectiveness of various models in detecting 

malware threats in the Defense Industrial Base. 

 

5.4 Recommendations for Future Research 

Although the findings of this study are based on data from the CLAMP dataset, 

future research should investigate whether the findings of this study can scale to larger 

sets of malware datasets. To find out which machine learning models are capable of 

consistently achieving high malware detection accuracy, different and diverse datasets 

should be used for a comparative analysis. There needs to be more studies to measure the 

subset of key features that most affect the model’s ability to correctly classify malware in 

order to make it more interpretable. While the analysis centers on a dataset sourced from 

Windows platforms, inclusion of datasets from other platforms and a wider variety of 

DIB suppliers would yield a fuller picture of cyber supply chain cyber risks. Along with 

that, adding more file types and more data will help in seeing the scale and generalization 

of the models. Moreover, it may show new threat patterns as well as feature dependencies 

for a stronger cyber-defense strategy. 

Also, future research should explore advanced feature engineering methods 

capable of capturing more complex malware behaviors. This may involve developing 

hybrid models that combine ensemble and deep learning architectures, such as neural 

networks or transformer-based architectures, for improved adaptability and effectiveness. 

Ultimately, testing the current performance of the top models with threat intel feeds and 
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SBOMs will help generate more useful insights into the long-term performance, 

robustness, and resilience of these models as malware evolves.  
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Appendix A 

A-1 Software & Hardware Libraries & Tools 

Software/Hardware Version Function 

Matlab R2024b Update 5 Model Training & 

hypertuning 

Minitab 22.1.0 Visualizations 

Python 3.12 Metrics calculation & 

verification 

Scikit-learn 1.6.1 Data preprocessing 

Pandas 2.2.3 Data preprocessing 

HP Envyx360  AMD Ryzen 7 4700U with 

Radeon Graphics 

Laptop 

 

A-2 Dataset Sample 
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A-3 Dataset Statistics 

Variable N N* Mean SE Mean StDev Min Q1 Median Q3 Max 

e_cblp 
521

0 
0 

152.65

9 
8.54110 

616

.49

9 

0 144 144 144 37008 

NumberOfSections 
521

0 
0 

4.6629

6 
0.0266400 

1.9

228

8 

1 4 5 5 34 

MajorLinkerVersion 
521

0 
0 

7.6040

3 
0.102475 

7.3

966

4 

0 6 8 9 255 

MinorLinkerVersion 
521

0 
0 

5.4382

0 
0.149557 

10.

795

0 

0 0 0 10 255 

SizeOfCode 
521

0 
0 

15475

13 
839459 

605

924

57 

0 11776 37376 
13529

6 

3590647

212 

SizeOfInitializedData 
521

0 
0 

10126

04 
521579 

376

477

49 

0 12800 57344 
10291

2 

1918988

898 

SizeOfUninitializedDat

a 

521

0 
0 

26354

1 
142232 

102

663

40 

0 0 0 0 
5221253

12 

AddressOfEntryPoint 
521

0 
0 

15782

1 
13425.8 

969

077 
0 7040 19006 

74583.

8 

4240387

2 

BaseOfCode 
521

0 
0 

46698.

3 
11794.5 

851

330 
0 4096 4096 4096 

4222566

4 

BaseOfData 
521

0 
0 

22682

9 
14953.7 

107

936

2 

0 16384 45056 
15974

4 

4240588

8 
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ImageBase 
521

0 
0 

0.8679

46 
0.0046908 

0.3

385

82 

0 1 1 1 1 

MajorOperatingSystem

Version 

521

0 
0 

4.6126

7 
0.0137304 

0.9

910

68 

0 4 4 5 10 

MinorOperatingSystem

Version 

521

0 
0 

0.4136

28 
0.0120423 

0.8

692

21 

0 0 0 1 23 

MajorImageVersion 
521

0 
0 

107.13

9 
21.5057 

155

2.2

9 

0 0 0 4 40386 

MinorImageVersion 
521

0 
0 

97.844

0 
21.3594 

154

1.7

3 

0 0 0 0 51126 

MajorSubsystemVersio

n 

521

0 
0 

4.5886

8 
0.0101855 

0.7

351

96 

1 4 4 5 6 

MinorSubsystemVersio

n 

521

0 
0 

0.3541

27 
0.0116504 

0.8

409

33 

0 0 0 0 20 

CheckSum 
521

0 
0 

23103

37 
1167662 

842

822

01 

0 0 
77466.

5 

20724

8 

4294967

295 

Subsystem 
521

0 
0 

2.1426

1 
0.0072616 

0.5

241

42 

1 2 2 2 16 

SizeOfStackReserve 
521

0 
0 

19873

31 
63678.2 

459

631

3 

0 
10485

76 

10485

76 

10485

76 

3355443

2 

SizeOfStackCommit 
521

0 
0 

10375.

9 
1034.12 

746

43.

2 

0 4096 4096 8192 2097152 
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SizeOfHeapReserve 
521

0 
0 

20870

40 
61135.6 

441

278

6 

0 
10485

76 

10485

76 

10485

76 

3355443

2 

SizeOfHeapCommit 
521

0 
0 

5750.9

1 
94.5684 

682

5.9

8 

0 4096 4096 4096 131072 

sus_sections 
521

0 
0 

1.3608

4 
0.0224988 

1.6

239

7 

0 1 1 2 31 

non_sus_sections 
521

0 
0 

3.3021

1 
0.0158901 

1.1

469

6 

0 3 4 4 8 

packer 
521

0 
0 

0.1564

30 
0.0050332 

0.3

632

97 

0 0 0 0 1 

E_text 
521

0 
0 

4.9395

9 
0.0349373 

2.5

217

9 

0 
3.8860

1 

6.1482

1 

6.5071

0 
7.99986 

E_data 
521

0 
0 

2.5235

5 
0.0372111 

2.6

859

1 

0 0 
1.5559

7 

4.6863

1 
7.99962 

filesize 
521

0 
0 

78757

2 
73336.3 

529

344

0 

1536 61440 
12185

6 

30593

2 

1657080

80 

E_file 
521

0 
0 

6.3647

6 
0.0155150 

1.1

198

8 

0.9396

26 

5.6953

7 

6.3906

2 

7.3149

4 
8.00000 

fileinfo 
521

0 
0 

0.5441

46 
0.0069007 

0.4

980

95 

0 0 1 1 1 

class 
521

0 
0 

0.5224

57 
0.0069208 

0.4

995

43 

0 0 1 1 1 
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final 
521

0 
0 

2.9833

0 
0.0040427 

0.2

918

05 

1 3 3 3 5 

 

Note. Where N represents the number of non-missing data points and N* represents the 

number of missing data points.   

A-4 Feature Descriptions 

 

Feature Description 

checksum hash for file validation 

sus_sections contains section names of the file 

fileinfo contains file metadata 

E_file  contains executable code 

SizeOfStackReserve size of reserved memory for software stack 

MajorLinkerVersion version of the link method to image file 

MajorOSVersion primary OS version 

E_data contains initialized application data 

E_text contains executable code 
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MajorSubsystemVersion subsystem version 

ImageBase This field holds the preferred address of the first 
byte of image when loaded into memory (the 
preferred base address); this value must be a 
multiple of 64K.  

SizeOfHeapCommit Size of memory space committed for the Heap 

MinorImageVersion The minor version number of the image  
 

MinorOperatingSystemVersion The minor version number of the required operating 
system  

NumberOfSections This indicates the size of the section table, which 
immediately follows the headers.  

SizeOfStackCommit Size of memory space committed for the Stack 

SizeOfCode This field holds the size of the code (.text) section, or 
the sum of all code sections if there are multiple 
sections.  
 

SizeOfImage The size of the image file (in bytes), including all 
headers. It gets rounded up to a multiple of 
SectionAlignment because this value is used when 
loading the image into memory. 

Subsystem This field specifies the Windows subsystem that is 
required to run the image.  
 

packer Software used to pack and unpack executables 

SizeOfHeapReserve Reserved memory space allocated for the Heap 
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A-5 Model Hyperparameters 

 

Model Hyperparameter Value 

Bagged Tree tree depths, learners 4690, 30 

Ada Boosted Tree tree depths, learners 20, 30 

RUSBoosted Tree tree depths, learners 20, 30 

ANN - Medium layer size, layers, activation 

function 

25, 1, ReLU 

ANN - Optimized layer sizes, layers, activation 

function 

(50, 5), 2, sigmoid 

KNN - Fine distance, weight, neighbors euclidean, equal, 1 

KNN - Weighted distance, weight, neighbors euclidean, squared inverse, 

10 

KNN - Subspace learners 30 

SVM  kernel function Gaussian, Linear 

 

A-6 PE File Headers Example 
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Figure 3.1 Example of PE File Headers in Hex Format 


