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Abstract

Distributed Intelligence for Online Situational Awareness and
Resilience in Power Grids

Electric power grids constantly confront potential fast- and slow-dynamic

disruptions ranging from unpredictable faults, weather-driven disasters,

malicious cybersecurity attacks, load variations, among others. With the

growing demand to ensure electricity with higher quality to the end-use

customers and mission-critical systems and services, enhancing the re-

silience and operational endurance of the power delivery infrastructure

against disruptive events and reducing and mitigating such threatening

risks is urgently needed. This calls for fundamental advancements of new,

fast, and efficient analytical frameworks for online situational awareness

in power grids that can accurately measure and effectively monitor, detect,

adapt and respond to a wide range of threats.

We first propose an inclusive next-generation smart sensor technology

embedded with novel and sophisticated data-driven analytics for online

surveillance and situational awareness in power grids. The proposed ana-

lytics take the electrical signals as the input and unlock the full potential

in advanced signal processing and machine learning for real-time pattern

recognition, event detection and classification. A robust measurement

mechanism is housed within the proposed sensor technology that will be

triggered following a detected event and guides on the adaptive selection of

the best-fit and most accurate synchrophasor estimation algorithms at all

times. Embedding such analytics within the sensors and closer to where

the data is generated, the proposed distributed intelligence mechanism

mitigates the potential risks to communication failures and latencies, as
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well as malicious cyber threats, which would otherwise compromise the

trustworthiness of the end-use applications in distant control centers. Our

experiments demonstrate that the introduced sensor technology achieves a

promising event detection and classification accuracy with improved qual-

ity of measurements, collectively resulting in enhanced online situational

awareness in power grids. Also, the performance of the proposed smart

sensor analytic is tested and verified in several event detection applications

in the power grid.

vi



Table of Contents

Acknowledgments iv

Abstract v

List of Figures xii

List of Tables xiii

Chapter 1: INTRODUCTION 1
1.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 An Introduction to Synchrophasor Technology . . . . . . . . 3
1.3 Problem Statement . . . . . . . . . . . . . . . . . . . . . . . . 6
1.4 Research Objectives . . . . . . . . . . . . . . . . . . . . . . . 7
1.5 Dissertation Outline . . . . . . . . . . . . . . . . . . . . . . . 9

Chapter 2: LITERATURE SURVEY 12
2.1 Electric Power Grid Resilience . . . . . . . . . . . . . . . . . 12
2.2 Event Detection in Power Grids . . . . . . . . . . . . . . . . 15

2.2.1 Event Detection without Synchrophasor Measurements 15
2.2.2 Event Detection with Synchrophasor Measurements 17

2.3 Synchrophasor Estimation Algorithms (SEAs) . . . . . . . . 19
2.3.1 Time Domain SEAs . . . . . . . . . . . . . . . . . . . 19
2.3.2 Frequency Domain SEAs . . . . . . . . . . . . . . . . 20

Chapter 3: Proposed Smart Sensor Technology 22
3.1 Abstract . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
3.2 Big picture of the Proposed Sensor Technology . . . . . . . 22
3.3 Technical Background . . . . . . . . . . . . . . . . . . . . . . 25

3.3.1 Electrical Waveforms . . . . . . . . . . . . . . . . . . . 25
3.3.2 CWT and Pseudo-CWT . . . . . . . . . . . . . . . . . 26
3.3.3 Convolutional Neural Networks (CNNs) . . . . . . . . 30

3.4 Proposed Analytics within the Smart Sensor . . . . . . . . . 31
3.4.1 The Proposed PCQ-WT for Online Feature Extraction 31
3.4.2 The Proposed CNN for Event Detection & Classification 34
3.4.3 The Proposed Mechanism for Adaptive Phasor Estima-

tion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
3.4.4 The Proposed P-Class and M-Class SEAs . . . . . . . 36

3.5 Numerical Study . . . . . . . . . . . . . . . . . . . . . . . . . 41
3.5.1 Waveform Specifications, Configurations, and Assump-

tions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42
3.5.2 Stage One: Feature Extraction . . . . . . . . . . . . . 44
3.5.3 Stage Two: Event Detection and Classification . . . . 51
3.5.4 Sensitivity Analysis . . . . . . . . . . . . . . . . . . . 57

vii



3.5.5 Stage Three: Adaptive SEA Selection . . . . . . . . . 61
3.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

Chapter 4: Smart Sensor Technology for High-Impedance Fault
(HIF) Detection 77

4.1 Abstract . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77
4.2 Background of High Impedance Fault . . . . . . . . . . . . 78
4.3 Proposed HIF Detection Technology . . . . . . . . . . . . . . 85
4.4 Improved HIF Modeling . . . . . . . . . . . . . . . . . . . . . 87
4.5 Feature Extraction and HIF Detection by CNNs . . . . . . . 88

4.5.1 PCQ-WT Based Feature Extraction for HIF Events . 89
4.5.2 CNN Con�guration for HIF Detection . . . . . . . . . 90
4.5.3 PCQ-WT and CNN Parameter Setting . . . . . . . . . 90

4.6 Case Study and Numerical Experiments . . . . . . . . . . . 92
4.6.1 Test Scenarios Con�guration . . . . . . . . . . . . . . 92
4.6.2 Experimental Results and Analysis . . . . . . . . . . 93

4.7 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

Chapter 5: Smart Sensor Technology for Detection of Geomag-
netically Induced Currents (GIC) 99

5.1 Abstract . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99
5.2 Introduction to GICs . . . . . . . . . . . . . . . . . . . . . . . 99
5.3 GIC Impact Modeling . . . . . . . . . . . . . . . . . . . . . . 102

5.3.1 Transformer Half-cycle Saturation . . . . . . . . . . . 102
5.3.2 GIC Waveform Modeling . . . . . . . . . . . . . . . . . 104

5.4 Feature Extraction and GIC Detection by CNNs . . . . . . . 105
5.4.1 PCWT-based Feature Extraction during Transformer

Half-Cycle Saturation . . . . . . . . . . . . . . . . . . 106
5.4.2 GICs Detection by CNNs . . . . . . . . . . . . . . . . . 108
5.4.3 PCWT and CNN Parameter Setting . . . . . . . . . . . 110

5.5 Case Study and Experiments . . . . . . . . . . . . . . . . . . 111
5.5.1 Test Scenarios Con�guration . . . . . . . . . . . . . . 111
5.5.2 Experimental Results and Analysis . . . . . . . . . . 113

5.6 Discussion and Conclusion . . . . . . . . . . . . . . . . . . . 115

Chapter 6: Smart Sensor Technology for Power Grid Topology
Change Detection 116

6.1 Abstract . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116
6.2 Feature Extraction for Topology Change . . . . . . . . . . . 116

6.2.1 Theoretical Foundation . . . . . . . . . . . . . . . . . 116
6.2.2 Transformation of 1-D PCWT to the PCQ-WT . . . . 119

6.3 Numerical Case Studies . . . . . . . . . . . . . . . . . . . . . 120
6.3.1 Critical Assumptions . . . . . . . . . . . . . . . . . . 120
6.3.2 Test System and Test Cases . . . . . . . . . . . . . . . 120
6.3.3 Results and Discussions . . . . . . . . . . . . . . . . 122

viii



6.4 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

Chapter 7: Dissertation Conclusion 126
7.1 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 126
7.2 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . 127
7.3 Suggestions for Future Research . . . . . . . . . . . . . . . . 129
7.4 Publications . . . . . . . . . . . . . . . . . . . . . . . . . . . . 130

Bibliography 134

Appendix A: Appendix 156
A.1 Derivations of the Gaussian Wavelet Transform . . . . . . . 156
A.2 Derivations of the Morlet Wavelet Transform . . . . . . . . 157

ix



List of Figures

1.1 Block diagram of a typical phasor measurement unit (PMU). . . 3
1.2 PMU System Architecture in Power Systems [1] . . . . . . . . . . 4

2.1 General representation of power system resilience to an extreme
event over time . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

3.1 Big picture of the algorithmic process within a smart sensor. . 23
3.2 Architectural design of the proposed smart sensor technology. . 25
3.3 Comparison of the STFT vs. Morlet CWT & DB4 CWT on quadra-

ture signals during: (a),(c),(e) -2Hz frequency jump; (b),(d),(f) 40 �

phase jump. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
3.4 Architecture diagram of the developed SEA selection module. . 36
3.5 The proposed P-Class and M-Class SEAs within a smart sensor. 37
3.6 Functional diagram of the proposed QDSC n algorithm. . . . . . 38
3.7 Frequency response of the cascaded QDSC k with k=[4, 4, 4, 8,

16, 32, 64]. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39
3.8 The Gaussian window operation and actual observation in the

bu�er. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
3.9 Architecture of the proposed analytics within a smart sensor. . 42
3.10 Extracted features from ab -frame waveform during fast-dynamic

transient events: (a) magnitude step change of 0.2pu at t = 10ms;
(b) frequency step change of -2Hz at t = 10ms; (c) phase step change
of -10 � at t = 10ms. . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

3.11 Extracted features from simulated single-phase waveforms during
fast-dynamic transient events: (a) magnitude step change of 0.2pu
at t = 10ms; (b) frequency step change of -2Hz at t = 10ms; (c) phase
step change of -10 � at t = 10ms. . . . . . . . . . . . . . . . . . . . 46

3.12 Extracted features from simulated ab -frame waveform during
slow-dynamic steady-state events: (a) out-of-band interference of
100Hz at t = 0:01s; (b) amplitude modulation with magnitude of
0.05pu and frequency of 5Hz at t = 0:04s; (c) phase modulation
with magnitude of 0.1pu and frequency of 5Hz at t = 0:04s. . . . 49

3.13 Extracted features from simulated single-phase waveform during
slow-dynamic steady-state events: (a) out-of-band interference of
100Hz at t = 0:01s; (b) amplitude modulation with magnitude of
0.05pu and frequency of 5Hz at t = 0:04s; (c) phase modulation
with magnitude of 0.1pu and frequency of 5Hz at t = 0:04s. . . . 50

3.14 Architectural diagram of the proposed CNN con�guration with
indicated parameters. . . . . . . . . . . . . . . . . . . . . . . . . 51

3.15 Test results of the proposed CNN engine; detection accuracy is
presented in two confusion matrices for the ab -frame and single-
phase waveforms. . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

x



3.16 Online event classi�cation test results: phase step event occurs
at t = 0ms; the Event Index is listed in Fig. 3.15(c). . . . . . . . 55

3.17 Online event detection simulated on a single-phase voltage wave-
form: detected result (top) and original waveform (bottom). . . . 57

3.18 Wavelet scaling factor redundancy vs event detection accuracy. 59
3.19 Background noise intensity vs event detection accuracy. . . . . 60
3.20 Performance evaluation of di�erent SEAs under Frequency Sweep-

ing tests. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63
3.21 Performance evaluation of di�erent SEAs under Frequency Ramp

tests. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69
3.22 Performance evaluation of di�erent SEAs under Magnitude Step

test of 0.1pu. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72
3.23 Performance evaluation of di�erent SEAs under Phase Step test

of p/18. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73
3.24 An example of the online event classi�cation (Stage 2) jointly with

the SEA selection (Stage 3) during a harmonic distortion event. 75

4.1 A single-phase diagram for the HIF model in [2,3] . . . . . . . . 80
4.2 Simulated voltage and current waveforms (with per unit values)

captured at the sending-terminal based on [3]. . . . . . . . . . . 83
4.3 Comparison of the STFT vs. WT with: HIF-a�ected waveform

and harmonic-injected waveform starting at t=20ms with har-
monic orders h= 3 and 5 and magnitudes of 0.08pu and 0.08pu,
respectively. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

4.4 Series of integrated functions in the proposed HIF detection system. 86
4.5 The proposed improved HIF model. . . . . . . . . . . . . . . . . 87
4.6 Test waveform simulation results: (a) HIF event; (b) Load increase

event; both simulated events start at t=20ms. . . . . . . . . . . 94
4.7 Test results of the proposed CNN framework for online HIF detec-

tion and classi�cation . . . . . . . . . . . . . . . . . . . . . . . . 95
4.8 Online HIF detection on a simulated single-phase current wave-

form: detected result (top) and original waveform (bottom). . . . 96
4.9 Comparison of the proposed approach with conventional protec-

tive relay during an HIF event. . . . . . . . . . . . . . . . . . . . 97

5.1 Half-cycle saturation of a single-phase transformer due to GICs. 103
5.2 Excited harmonic current components in di�erent levels of GICs. 104
5.3 Frequency coverage comparison of the Wavelet transform between

Gaussian wavelet and Morlet (normalized frequency fh is used). 109
5.4 The general architecture of the proposed framework for GIC de-

tection in power grids. . . . . . . . . . . . . . . . . . . . . . . . . 110
5.5 Test waveform simulation results: (a) polluted with random har-

monics; the AC (b) and DC (c) saturation level is 0.01 pu; all
events start at t=10 ms. . . . . . . . . . . . . . . . . . . . . . . . 113

xi



6.1 Spectrum of the proposed wavelets for online feature extraction;
(a) Fc = 0:375=Ts, m= 8 (b) Fc = 0:5=Ts, m= 8 (c) Fc = 0:5=Ts, m= 4 (d)
Fc = 0:6=Ts, m= 4. . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

6.2 Spectrum of the proposed wavelet bank, where the scaling factor
is plotted by log2. . . . . . . . . . . . . . . . . . . . . . . . . . . . 121

6.3 Single line diagram of IEEE 30 Bus system. . . . . . . . . . . . . 122
6.4 Simulation results in Test Case 1 where (a) TL2-4 is switched-o�

at t = 30ms, (b) TL2-5 is switched-o� at t = 30ms. . . . . . . . . . 123
6.5 Simulation results in Test Case 2 where 3-phase fault happens

at t = 30msat Bus 15 (a) during normal operation; (b) after TL 2-4
is switched-o�; (c) feature di�erence. . . . . . . . . . . . . . . . 124

xii



List of Tables

3.1 Speci�cations of the Input Test Waveform Parameters . . . . . . 43
3.2 Amplitude Modulation (AM) Test Results . . . . . . . . . . . . . . 65
3.3 Phase Modulation (PM) Test Results . . . . . . . . . . . . . . . . 66
3.4 Harmonic Distortion Test Results . . . . . . . . . . . . . . . . . . 67
3.5 Out-of-band Interference Test Results . . . . . . . . . . . . . . . 67
3.6 Best-Fit SEAs for Phasor Measurement under Di�erent Test Sce-

narios and Operating Conditions . . . . . . . . . . . . . . . . . . 74

4.1 Parameter Speci�cations for Generating the Test Waveforms . . 91

5.1 Simulated Test Waveform Parameter Speci�cation for GIC Experi-
ment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

5.2 Accuracy Performance of the Test Results . . . . . . . . . . . . . 115

xiii



Chapter 1: INTRODUCTION

1.1 Background

New North American Electricity Reliability Corporation (NERC) power

system planning performance standard TPL-0014/0040a enforced in 2016

states that � studies shall be performed to assess the impact of the extreme

events [4].� The electricity grid is constantly exposed to potential hazards

ranging from weather-driven natural disasters to malicious cybersecurity at-

tacks [5]. Due to numerous factors such as rapid deployment of intermittent

renewable generation, growing demand to ensure higher quality electricity

to end customers, and intensi�ed public focus and regulatory oversights,

safeguarding the nation's electric power grid and ensuring a continuous,

reliable, and a�ordable supply of energy are among the top priorities for

the electric power industry. Hence, resilience of the electricity grid and its

capacity to withstand unexpected extreme events has become more and

more critical for peoples' well-being and every aspect of our economy [6 � 8].

To improve the resilience of the electricity grid, situational awareness of

the power grid to support decision making under uncertainty and quantify

the corresponding impacts become signi�cantly crucial. The fundamental

de�nition of the term "situational awareness" in the context of power grid

operation is " understanding the current environment and being able to ac-

curately anticipate future problems to enable e�ective actions " [9]. Due to

the increasing size and operational complexity of modern power systems,

system operators often have di�culties forming a complete and accurate

picture of the state of (the part of) the system for which they are responsible.

These di�culties may prevent them from achieving the level of situational
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awareness that is needed to make the right decisions and respond e�ectively

to an incident. Inadequate situational awareness has indeed been identi�ed

as one contributing factor in several recent large electrical disturbances

and black outs worldwide.

With the rapid proliferation of distributed energy resources in the power

grid, more observability and control systems will be needed to accurately

monitor the more-than�ever sophisticated cyber-physical power grid. In

1988, the invention of the Phasor Measurement Units (PMU) by Dr. Arun G.

Phadke and Dr. James S. Thorp at Virginia Tech transformed the situational

awareness of the power grid into a new level. With the nowadays widespread

deployment of synchrophasor technology in modern power grids, system

monitoring and control settings have been revolutionized into a new era

with high-resolution measurements [10 � 15]. Synchrophasor measurements,

captured across the network via PMUs, have transformed many applications,

e.g., power system model validation, state-estimation, dynamic stability,

online monitoring, protection and control functions, and post-event analysis

[16,17]. In Figure. 1.1, a block diagram of a typical PMU is demonstrated;

this device measures the electrical waveforms in an electric power grid where

a common time source, usually from GPS, is used for synchronization. The

measurements from PMUs across the power network are gathered at the

control center through communication channels.

With the growing demand to ensure electricity with higher quality to the

end-use customers and mission-critical systems and services, enhancing

the power delivery infrastructure resilience and operational endurance

against disruptive events while reducing and mitigating such threatening

risks is urgently needed. This calls for fundamental advancements of new,

fast, and e�cient analytical frameworks for online situational awareness
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Figure 1.1: Block diagram of a typical phasor measurement unit (PMU).

in power grids that can accurately measure and e�ectively monitor, detect,

adapt and respond to a wide range of threats.

This rest of this chapter is organized as follows. Section 1.2 o�ers an

introduction to PMUs and details of this sensor technology. Problems and

challenges with the existing PMUs are presented in Section 1.3. Aiming at

e�ectively dealing with the challenges and issues in the existing technologies

and state-of-the-art solutions from the literature, Section 1.4 lists the

research objectives of this dissertation. At last, the dissertation outline is

presented in Section 1.5.

1.2 An Introduction to Synchrophasor Technology

The PMU network is built to be a data gathering system in power grids and

signi�cantly improves the monitoring capabilities of the grid and analyzing

power system dynamics. As PMUs are installed throughout the electricity

system, the Phasor Data Concentrators (PDCs) are used to collect the infor-

mation and a Supervisory Control And Data Acquisition (SCADA) system

at the central control facility utilizes the data for protection, control, and

3



Figure 1.2: PMU System Architecture in Power Systems [1]

operation of the power grid. The existing monitoring and control paradigms

in power systems are primarily based on centralized architectures. As it

is demonstrated in Figure 1.2, the sensing landscape consists of locally

distributed PMU sensors, the measurements from which are collected in

distant control centers for monitoring and control decision making [18].

Additionally, the trustworthiness of the control center functions heavily

relies on accurate synchrophasor measurements from PMU sensors; these

outputs are obtained from synchrophasor estimation algorithms (SEAs)

embedded within the PMUs which are primarily driven by mathematical

approximations. For instance, Discrete Fourier Transform, Kalman Filter-

ing, Adaptive Filtering, Newton approximations, Phase-Locked Loops, and

many other variations exist [19 � 24]. IEEE standard C37.118.1-2011 [25]

has de�ned the expected outputs�i.e., magnitude, phase angle, frequency,

and rate of change of frequency (ROCOF)�and their corresponding desir-

able accuracy. This current practice relies heavily on reliable and secure

communication gateways: if the communication channels are lost (due

to failures, natural disasters, or man-made cyber-attacks) or have delays

(due to network congestion, poor channel quality, etc.), the control center

4



analytics' accuracy and application trustworthiness will be compromised or

will be attributed a latency [26,27]. In most cases, and irrespective of the

focused end-use application utilizing the measurements, marketplace PMUs

are typically furnished with �only one� SEA tool, each unleashing distinctive

advantages and limitations, and are solely accurate for one or a few certain

applications [28,29]. This is because the waveforms fed into such sensors

have typically variant behaviors (e.g., during faults, unbalanced loads, volt-

age surge or sag, harmonics, etc) [30,31]. Also, di�erent applications may

enforce di�erent response time and accuracy requirements. Some research

e�orts proposed a single PMU equipped with only one sophisticated SEA,

which is deemed to respond to variant conditions in the grid [32,33].

From a practical perspective, large deployment of PMU sensors brings

about a few concerns: (i) the massive PMU data in wide-area power systems

is hard to process and store in real time, (ii) communication availability and

reliability is hard to maintain for wide area measurement systems (WAMS),

(iii) power system monitoring requires high-resolution data, which could

be compromised by communication latencies. Approaches for PMU data

dimensionality reduction have been introduced in [34 � 36] to mitigate the

high computational burden of the control center applications in processing

large volumes of data. Also, di�erent techniques for PMU data compression

are reported in [37 � 40]. Also, to deal with the data loss or delays in PMU

WAMS, researchers explored di�erent methods to evaluate and quantify

the sensing and monitoring accuracy performance under scenarios with

missing PMU data [41�43].
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1.3 Problem Statement

The electricity grid is constantly exposed, and yet vulnerable, to a wide

range of threats, some foreseeable and some unpredictable random in nature.

PMUs should be able to provide accurate and timely measurements under

various grid operating conditions. However, it has been demonstrated in

the literature that:

� A pre-installed synchrophasor estimation algorithm (SEA) inside the

PMU sensors needs to be chosen carefully or tuned at times to meet

the performance requirements of the end-use applications employing

the measurements [32,33].

� While exposed to di�erent operating conditions in the power grid, a

particular SEA may best �t one certain type of event and not all.

� PMUs do not have the capability to provide event detection functionali-

ties based on the phasor measurements or input electrical waveforms.

� An SEA can be tuned with distinct parameters, making it extremely

di�cult to achieve the desired accuracy at all times.

To archive adequate grid monitoring performance, the PMU synchrophasor

measurement quality should always meet the standard requirements; how-

ever, laboratory tests and �eld observations have revealed the ine�ciency of

the existing PMU measurements. Even if �one-size-�ts-all� SEA is installed

into one PMU to capture both static and dynamic features and peculiarities

in power systems, the measurements are very hard to meet the standard

requirements when facing di�erent operating states [44,45]. To meet the

growing demand for high-speed, low-latency, and yet absolutely accurate
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measurements, a more e�cient mechanism which adaptively, and in an

automated manner, selects the right SEA at the right time is desired.

In all, to address various multi-dimensional challenges in the power grid,

solutions that can help in detecting and monitoring variant types of events

or unfolding threats in or near real-time, meanwhile, enhance situational

awareness, are of signi�cant importance and in urgent demand.

1.4 Research Objectives

This dissertation focuses on developing a next-generation smart sensor

solution in power grids that enables (1) a paradigm shift from sensing-only

to sensing-and-actuating mechanisms�i.e., distributed intelligence�that

can achieve online event detection and classi�cation, and (2) high-�delity

measurements in power grids under various prevailing conditions at nearly

all time. The latter is achieved through an SEA selection scheme embed-

ded within the smart sensor that adaptively selects the most promising

algorithms installed within the smart sensor.

The proposed smart sensor solution aims to shift the centralized sensing

and monitoring paradigm into a distributed system using an edge computing

technology, in which

� Each PMU pre-processes the synchrophasor data, gathers the infor-

mation at the location where power waveforms are obtained and then

reports the detected event to the distant and local control centers.

� Electrical waveforms are directly processed using the computing ca-

pability at the point where the waveforms is captured; the raw PMU

input signals, e.g., currents and/or voltage, are sampled in real time

and contain very important information on the events in the grid. In
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such a way, the real time processing requirement of the data could be

ensured and the communication burden as well as the risk of potential

cyber intrusions can be reduced.

� As the PMU's local computing capability is fully utilized and/or cost-

e�ectively improved, the performance of the entire PMU WAMS can be

strengthened.

� The measurement performance of the PMU sensor would be improved

as the event type could be detected in real-time and, accordingly,

a proper SEA is selected in an automated manner for high-�delity

measurements.

The main contributions of this dissertation is to design, develop, and

test the next-generation smart sensors in power grids enabling distributed

intelligence [46 � 52]. Such an edge computing approach could transform

the way that PMU data is being handled, processed, and delivered across

the grid. This type of smart sensor technology will be embedded with the

following analytical modules:

� A pseudo-continuous quadrature wavelet transform (PCQ-WT) will be

developed to process the single and/or three-phase (voltage and cur-

rent) waveforms and e�ectively performs an online pattern recognition

and feature extraction.

� Built on the PCQ-WT-extracted features, a machine learning mech-

anism, i.e., the convolutional neural network (CNN), is developed to

detect and classify di�erent events based on the scalograms obtained

from PMU's input waveforms in real-time.

� Founded on the Quadrature Delayed Signal Cancellation (QDSC) and
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Gaussian Weighted Taylor series (GWT) principles, two fast and ac-

curate SEAs, that meet the majority of IEEE standard requirements

respectively for the Protection (P)-class and Measurement (M)-class

applications, will be developed.

� An e�cient SEA selection scheme is developed to be housed within

the smart sensor that adaptively selects the most promising SEA algo-

rithm which best suites the detected event and ensures high-�delity

measurements at all times.

Additionally, two fast and accurate SEAs are proposed, that meet the IEEE

standard requirements respectively for the P-class and M-class applications

and can be implemented for improving the synchrophasor measurements

under various conditions. In this dissertation research, the performance of

the proposed distributed intelligence framework is tested and veri�ed on

several event detection applications in power grids.

1.5 Dissertation Outline

The remainder of this dissertation is organized as follows:

� Chapter 2 reviews the existing literature on power grid resilience, as

well as the event detection and monitoring services for online situa-

tional awareness. These approaches are classi�ed and reviewed in

two categories of (i) with assistance of PMU sensors and (ii) with con-

ventional measurements. Meanwhile, the synchrophasor estimation

algorithms through time domain and frequency domain approaches

are reviewed.

� Chapter 3, �rst introduces an overview of the proposed smart sensor

technology and its con�guration. Then, a background on the wavelet
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transforms and the CNN machine learning mechanism is given. The

proposed analytical advancements that are embedded within the smart

sensor technology are elaborated next, which include (i) the suggested

PCQ-WT signal processing algorithm for online pattern recognition and

feature extraction on electrical waveforms; (ii) proposed CNN machine

learning algorithm for real-time event detection and classi�cation in

power grids; (iii) the developed adaptive SEA selection scheme and the

proposed estimation algorithms for high-�delity synchrophasor mea-

surements. The performance of each module is extensively analyzed

and numerically investigated under variant conditions.

� Chapter 4 presents the existing High Impedance Fault (HIF) event

modeling techniques, and accordingly, the proposed HIF event detection

schemes are introduced. Detailed information on the proposed HIF

model and a modi�ed detection engine based on the proposed smart

sensor solution for HIF detection are presented next. At last, case

studies and numerical results are conducted and the performance of

the suggested HIF detection technology is analyzed and validated.

� Chapter 5 introduces the modeling of Geomagnetically Induced Current

(GIC) and its impacts on the power grid. Then, a GIC event detection

scheme, which is based on a modi�ed smart sensor event detection

engine and a hybrid feature extraction tool by using WT and Short

Time Fourier Transform (STFT), is proposed. The performance of this

hybrid GIC detection mechanism is tested and veri�ed under various

grid operation conditions.

� Chapter 6 presents an innovative approach of using one single smart

sensor solution to detect, identify, and di�erentiate the power grid
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topology changes that might happen due to faults or manual operator

interventions. Numerical case studies are performed to verify this

proposed solution and experiments show that the suggested sensor

technology can provide promising outcome in detecting the network

topology changes under di�erent triggering conditions.

� Chapter 7 summarizes this dissertation research and highlights the

the contributions of this research work. Recommendations for the

future work on the use and applications of the proposed smart sen-

sor technology are also provided. At last, publications during this

dissertation e�ort are listed,
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Chapter 2: LITERATURE SURVEY

2.1 Electric Power Grid Resilience

Well-known reliability principles have been widely adopted in practice to

have the power grid operate securely and reliably under normal conditions

and safely withstand credible contingencies (e.g., N-1 criterion). Neverthe-

less, traditional reliability metrics do not focus on the High Impact Low

Probability (HILP) incidents in the power grid [8]. While not-frequently experi-

enced, one single HILP event can cause widespread power outages that a�ect

a large number of customers, or even result in a total blackout [53 � 56]. Once

the electricity outages occur, billions of dollars economic loss can be caused

and human lives can be threatened or even lost. Therefore, enhancing the

resilience of the electric power grid is of critical importance. Consequently,

less frequent major outages would be ensured and the negative impacts on

our society are reduced. On the other side, the concept of Resilience to a

wide variety of HILP events has been quite discussed in the literature in

recent years and solutions have been proposed [5,46 � 48,55 � 68]. However,

its de�nition is unclear and not standardized so far. Meanwhile, the concept,

de�nitions, and quanti�cation measures of the �power grid resilience� has

remained less clari�ed and unfocused. The word �resilience� is derived from

the Latin word " resilire " highlighting �the ability to rebound� [69] and can

be de�ned from many di�erent perspectives.

For instance, the National Infrastructure Advisory Council (NIAC) pro-

posed a universal de�nition of infrastructure resilience in 2010: � the ability

to reduce the magnitude and/or duration of disruptive events. The e�ective-

ness of a resilient infrastructure depends on its ability to anticipate, absorb,
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adopt to and/or rapidly recover from a potentially disruptive event.� [70].

In the context of the power grid, the Electric Power Research Institute

(EPRI) [71] describes the resiliency including the ability to harden the sys-

tem against�and quickly recover from HILP events such as extreme weather

events�hurricanes, earthquakes and tsunamis. National Academies of

Sciences, Engineering, and Medicine provided a similar and more speci�c

de�nition of power grid resilience as follows:" Resilience is not just about

lessening the likelihood that these outages will occur; it is also about limiting

the scope and impact of outages when they do occur, restoring power rapidly

afterwards, and learning from these experiences to better deal with events in

the future." [72].

A typical power system performance evaluation framework following a

disturbance is illustrated in Figure 2.1, where the vertical axis represents the

power grid performance over a period of time captured in the horizontal axis.

A transitional power system operation (red dash line) with resilience-assured

performance should possess the following features and principles [46,73,74]

Figure 2.1: General representation of power system resilience to an extreme
event over time
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1. Normal Operation Stage : Between the starting point t0 and the point

when a disturbance occurs at t1, advanced forecasting systems and

decision-making strategies are deployed to anticipate and e�ectively

deal with the upcoming disruption (e.g., an approaching hurricane).

Meanwhile, at this stage, power system always operates in the de-

sired and optimal state facilitated by timely maintenance and asset

management of the grid and its components [75�83].

2. Surviving Stage : As the system is equipped with adequate survivability,

the initial impacts of the disruptive event is a a degradation of the

system performance to some extent starting from t1, until it reaches to

a minimum at t2.

3. Reparation Stage : With the help of robust and resistant con�gurations,

settings, and technologies as well as the available emergency man-

agement resources, the preparation and recovery process begins at t2,

at which the collapsed infrastructures start restoring, and damaged

equipment and devices get repaired and replaced [84 � 89]. Segments

with outages are ready to be re-energized in the next stage at t3.

4. Recovery Stage : Following the previous stage, the impacts of the dis-

ruptive event are mitigated and the system performance elevates at t3

until it reaches its full functionality at t4.

This dissertation focuses on enhancing the resilience of the power grid

by providing fast event detection and classi�cation functions, which can ac-

curately and timely assist the power grid to better resist the disturbances by

taking corresponding hardening and adaptive responsive strategies before or

quickly following their occurrence. As a result, with the enhanced resilience

in the power grid (blue line), the performance degradation is reduced and
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the preparation, as well as the recovery process can take place earlier than

the traditional settings.

2.2 Event Detection in Power Grids

2.2.1 Event Detection without Synchrophasor Measurements

Event detection has been one of the long-lasting research topics among

researchers as it is one of the extremely crucial elements for reliable on-

line surveillance and secure operation of the power system. Before the

widely-installed PMU networks appear, many research and methods have

been proposed for enhancing the situational awareness in power grids. The

authors in [90] proposed a power quality disturbance feature extraction

approach. This approach calculates and analyzes o�ine using synthetic

waveforms/signals and is subsequently validated using �eld measurements.

This research proves that the feature extraction step is necessary to clas-

sify disturbances e�ectively and with low computational e�ort. In [91], a

method for detection and classi�cation of power disturbances using a sparse

signal decomposition approach on over-complete hybrid dictionary matrix

is presented. This method �rst decomposes the power signal into detail

and approximation signals that contain impulse and sinusoidal elemen-

tary waveforms. The detail signal captures transient features (impulsive

and oscillatory) and waveform distortions (harmonics and notching); mean-

while, the approximation signal contains fundamental power features of

short- and long-duration variations (e.g., sags, swells, and interruptions).

Finally, a hierarchical decision-tree algorithm is used for classi�cation of

disturbances. In [92], an intelligent protection scheme for microgrids using

combined wavelet transform and decision tree is introduced. This scheme
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retrieves current signals at the relaying point and uses wavelet transform to

derive e�ective features such as the change in energy, entropy, and standard

deviation through wavelet coe�cients. The decision tree is developed for the

fault classi�cation task by processing the wavelet based features derived

from sequence components and the features derived from the current sig-

nals. Using the extracted features based on tunable-Q wavelet transform,

Reference [93] proposed an automated recognition approach through a dual

multi-class support vector machine (SVM) for detection of power quality

disturbances. The wavelet is tuned for decomposition of signal into funda-

mental and harmonic components, where the presence of low-frequency

inter-harmonics is also analysed. Then, the power quality disturbances are

categorized into two groups, and for each group, disturbances are recog-

nized by employing a dual multi-class SVM. To mitigate the adverse e�ects

of power swing on the conventional distance relays and avoid relays' mal-

operations (mistaken relay tripping), authors in [94] presented a frequency

domain approach which can distinguish faults and the power swing phe-

nomena; a wavelet-neuro-fuzzy combined approach is also proposed for

fault location applications. The wavelet transform captures the dynamic

characteristics of the fault signals, where a fuzzy inference system and the

adaptive-neuro-fuzzy inference system are both used to extract important

features and thereby to provide detection and classi�cation for a consequent

fault location. A conceptual framework for power grid multi-event detection

and unmixing is presented in [95], where events are treated as mixtures

of more than one constituent root event. This framework aims to analyze

events that go beyond what are immediately detectable in a system and

provides high-resolution data for an improved situational awareness. In this

framework, the event formation process is considered as a linear mixing;
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also a non-negative sparse event unmixing algorithm for multiple event

separation and temporal localization using data collected from frequency

monitoring network is proposed.

2.2.2 Event Detection with Synchrophasor Measurements

With the synchrophasor measurements available from PMUs installed

in electric substation across the power grid, the situational awareness and

the resiliency of the grid can be further enhanced. Many research has

been done on power system real-time event detection using synchrophasor

measurements, which improves the operators' ability to predict, prevent and

mitigate the undesired impacts on the power grid and to timely avoid cascad-

ing outages. Utilizing the information extracted from the PMU datasets, [96]

introduced a backup protection technique for wide area power transmission

grid. This protection scheme compares positive sequence voltage magni-

tudes at each bus during fault conditions and locates the nearest bus to

the fault. Then, the di�erences in the positive sequence current angles

are used to detect the faulted line. [97] proposed a PMU based protection

scheme for transposed and un-transposed parallel transmission lines. This

scheme is based on the distributed line model and the synchronized phasor

measurements at both ends of the transmission lines. By using eigen-

value/eigenvector theory to decouple the mutual coupling e�ects between

parallel lines, the fault detection and location indices are derived for the pro-

tection applications. In [98,99], di�erent line outage detection techniques

using phasor measurements from PMUs are presented. Reference [98] devel-

oped an algorithm which uses known system topology information, together

with PMU phasor angle measurements, to detect system line outages. Addi-

tionally, an estimation method for the pre-outage �ow on the outage line is
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proposed. In [99], a combination of pre-outage topology information and

real-time phase angle measurements from PMUs is used for double line

outage detection. A real-time event detection method and data archival

reduction based on synchrophasor measurements from PMUs are proposed

in [100] to identify the voltage magnitude events and real power events for

a small-scale microgrid application. This method is based on principal

component analysis (PCA) and a second order di�erence method with a hier-

archical framework. [101] presented a data-driven algorithm based on local

outlier factor to detect and locate events in power systems using reduced

PMU data. In [101], the unequal-interval reduction method is presented to

reduce the scale of PMU data. Then, a PCA-based similarity search method

is applied to compare the di�erences of the operation state between any

two buses. At last, local outlier factor is used to detect the abnormal events

in power systems and to determine the region where the event is originally

triggered from.

Synchrophasor measurements from PMUs can also be used for power

grid fault detection: [102] employs PMU measurements recorded during

the fault for determination of the fault currents �owing on the faulted line

and locating the fault through a weighted least squares estimator. This

method reduces the required number of measurements for the solution of

the fault location problem by making use of the fast refresh rates of the

PMUs. [97] developed an algorithm to identify high impedance fault using

statistical analysis of the utility PMU measurements at substations. Fault

thresholds used in rules are determined based on theoretical values and

real-world recorded PMU data during fault events. A rule-based data-driven

approach to detect fault location and perform fault classi�cation is proposed

in [103]; this approach relies on rules created using PMU measurement
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data without the knowledge on the power system's topology and its physical

characteristics. Synchrophasor data from PMUs can also be used to cluster

the most coherent generating units [11] and then applied for detecting and

predicting the critical generating units in the grid [104].

2.3 Synchrophasor Estimation Algorithms (SEAs)

There are many di�erent types of algorithms for phasor measurements.

Typically, the existing phasor estimation methods can be mainly categorized

into time-domain and frequency-domain methods.

2.3.1 Time Domain SEAs

Reference [105] proposed a hybrid adaptive �lter based on a modi�ed

Gauss-Newton adaptive linear element to estimate the fundamental and

harmonic phasors along with the frequency change of non-stationary power

system signals. An objective function based on the weighted square error

is minimized where the computational load and time are reduced.In [106],

an estimator based on the combination of harmonic components is intro-

duced to provide accurate phasor as well as harmonic measurements in

o�-nominal power frequency conditions.The authors in [107] estimate the

phasor under the grid dynamic conditions using a Double Suboptimal-

scaling-factor Strong Tracking Kalman Filter (DSTKF)-based algorithm and

a linearized complex exponential of the signal using a K th Taylor polyno-

mial.An approach for estimation of alternating current signal fundamental

phasor under dynamic conditions is introduced in [108]. A model-order

estimation method is used to separate the signal space and the noise space

in the signal correlation matrix. Then, the Vandermonde matrix obtained

from the signal parameters' total least square estimation through rotational
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invariance techniques is extended to second-order Taylor's series approx-

imation and used to estimate the dynamic phasor of the current signal.

Reference [109] proposed a dynamic phasor estimation method for protec-

tive relays, which captures the fundamental frequency component with

time-variant amplitude. The fault current is treated as a combination of

a decaying dc o�set, a decaying fundamental frequency component and

harmonics with constant amplitudes. Least square technique is used to

estimate the magnitudes and the time constants of each decaying compo-

nent. Authors in [32] proposed adaptive cascaded �lter algorithms for both

P- and M-class PMUs.

2.3.2 Frequency Domain SEAs

The frequency-domain methods have been widely used, which are com-

monly featured with the calculation simplicity and stable performance.

The frequency approaches develop �lters centered at the fundamental fre-

quency to extract the phasor of interest. For example, [110] uses a classic

Kalman �lter on Taylor series polynomial to form �at magnitude and phase

responses. This approach provides phasor estimates without magnitude

or phase distortion.Reference [111] presented a dynamic phasor estima-

tion approach through a second-order Taylor polynomial. This estimation

approach approximates the phasor by a state vector, which contains the

estimate of the dynamic phasor and the estimates of its derivatives as

well. The authors in [112] proposed a phasor measurement solution by a

weighted least squares of Taylor approximation. This approach provides

a �lter with frequency response around the fundamental frequency and

low sidelobe level over the stopband. Also, a linear phase response is ob-

tained, and their estimates are free of amplitude and phase distortion.The
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phasor parameter estimates in [113] are achieved through the Taylor-based

weighted least-squares (TWLS) approach. This presented phasor estimator

and its derivatives are expressed as weighted sums of the discrete-time

Fourier transform (DTFT) of the analyzed waveform and its derivatives. The

phasor estimation approach from [114] consists of the interpolated discrete

Fourier transform (DFT) and the Taylor-Fourier transform. The authors

further reduced the computational complexity and improved the e�ciency

of this combined approach; moreover, a promising accuracy in the main

testing conditions is ensured.In [33], an enhanced Interpolated DFT for

synchrophasor estimation in FPGAs is proposed and validated.A symmetric

TWLS (STWLS) �lter to iteratively estimate the parameters of the positive

image of the fundamental component is also proposed in [115].In [116],

an instantaneous oscillating phasor estimation algorithm using Taylor K-

Kalman �lters is proposed, where a state-transition matrix with a sinusoidal

signal model obtained by Taylor polynomial is used to capture the ampli-

tude and phase �uctuations between one signal sample and the next with

the Kalman procedure. This method allows the Kalman �lter to estimate

both phasor and its derivatives. Reference [117] proposed a compressive

sensing Taylor-Fourier multi-frequency joint approach for synchrophasor

measurements. In this approach, the most relevant components of the

signal are identi�ed and the impacts of dynamic conditions, harmonic and

inter-harmonic interferences are suppressed.
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Chapter 3: Proposed Smart Sensor Technology

3.1 Abstract

An innovative smart sensor technology with distributed event detection

functionality and adaptive SEA selection mechanism for online surveillance

is presented in this chapter. In the proposed smart sensor technology, the

waveform patterns and signatures are extracted via a time-frequency do-

main analytic�wavelet transform (WT) [48,51]. Built on the WT-extracted

features, i,e. scalograms, a machine learning mechanism based on convolu-

tional neural networks (CNNs) [49,118] is employed to detect and classify the

events through a pattern recognition process. This proposed solution could

eliminate the potential risks to communication failures, delays/latencies,

and cyber-attacks, system monitoring and control paradigms should enable

fusing the online measurements in a distributed manner; that is building

in distributed intelligence and translating the data to valuable information

closer to where the data is generated (i.e., in substations).

3.2 Big picture of the Proposed Sensor Technology

Voltage and current waveforms in power grids reveal a certain pattern

with unique features and peculiarities driven by the system operating con-

ditions. For instance, waveform magnitudes and angles can go through

step changes during faults; measurements can be noisy; unbalanced load,

voltage surge or sag, harmonics, and frequency drift are also common phe-

nomena. The event classi�cation problem in power grids could be then

decomposed into two steps. First, the signatures and dominant patterns
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from the electrical waveforms, which convey valuable information on the

underlying events, are extracted. Second, a classi�er is employed for event

detection and classi�cation based on the extracted features. Motivated

by these concepts, the proposed smart sensor is developed. Figure 3.1

illustrates the algorithmic process proposed to be embedded within the

smart sensors, which is achieved through the following four steps: (i) Sig-

nal Acquisition; (ii) Feature Extraction; (iii) Event Detection; and (iv) SEA

Selection.

Figure 3.1: Big picture of the algorithmic process within a smart sensor.

The proposed technology shares exact same input signals (voltage and
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current) as the existing PMUs in power grids, with no additional device nor

investment for data acquisition. First , the sampled three-phase waveforms

captured by the Analog to Digital (A2D) converter within the proposed sensor

are loaded into the bu�er. Second , the original and the Clarke-transformed

waveforms are individually processed and features (scalograms) are extracted

using the proposed PCQ-WT signal processing algorithm. To accelerate the

consequent event classi�cation, the scalograms are converted into images.

The event classi�cation in the Third step is, therefore, recast as an image

classi�cation process, where the scalograms are fed into several parallel

CNN machine learning modules embedded within the Graphical Processing

Unit (GPU) for event detection and classi�cation. Since the processing time

must be su�ciently low for online applications, a simple CNN architecture is

proposed that also meets a designated accuracy requirement under a wide

range of fast- and slow-dynamic events in power grids. The machine learning

mechanism will �nally detect and classify the event, attributed with a

con�dence level. Under certain circumstances, the patterns/features in the

scalograms could be extremely similar for di�erent types of events, and the

predicted event (with the highest con�dence level) could interchange between

several types in a short period of time. Hence, a threshold criterion for the

output con�dences is established to make a solid decision on event detection

and classi�cation. Following the detected event (with the con�dence level

above a threshold), an adaptive SEA selection mechanism is devised in the

fourth step that will adopt the most promising SEA outputs among a suite

of embedded SEAs (high-speed and high-accuracy algorithms) for online

measurements. If the con�dence level is reported lower than the designated

threshold, the system is concluded to be in its normal operating condition

and the default SEA output will be used for accurate measurements.
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Figure 3.2: Architectural design of the proposed smart sensor technology.

The overall hardware architecture of the proposed smart sensor tech-

nology is illustrated in Fig. 3.2. One GPU is the only additional hardware

required in the proposed system con�guration compared to the conventional

PMUs, where the GPU shares the same inputs of the phasor processor. All

core operations described in Fig. 3.1�which are in fact the high-speed

matrix operations�are performed in the GPU. This minimal hardware mod-

i�cation makes it viable for the proposed functionalities to be deployed in

stand-alone smart sensor units or embedded within the existing PMUs.

3.3 Technical Background

3.3.1 Electrical Waveforms

The three-phase time-domain sinusoidal waveforms fed into the PMUs

can be mathematically represented as follows:

xph(t) = Aph(t)cos
�
2pFh(t) + f ph(t)

�
; (3.1)
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where xph(t) is a one-dimension (1-D) waveform measured at each phase;

Aph(t), Fh(t), and f ph(t) are the instantaneous magnitude, fundamental fre-

quency, and phase angle in each phase, respectively. The waveform in each

phase can be expressed by a summation of di�erent orders of harmonic

components, as presented in (3.2):

xph(t) =
H

å
h= 1

Aph;h(t)cos
�
2pFh(t) + f ph;h(t)

�
; (3.2)

where h is the order of harmonics, and H is the maximum order of harmonic

of interest. In di�erent grid operating conditions, di�erent values of Aph;h(t),

Fh(t), f ph;h(t) will appear in the three-phase power signal, resulting in dif-

ferent patterns and peculiarities. To simplify the time-domain sinusoidal

signal analysis and relaxing the need to acquire the rotating reference frame

in the Park transformation [119], Clarke transformation is applied to convert

the three-phase signal from ABC- to ab -frame, as presented in the following:

xab (t) = xa (t) + jxb (t); (3.3)
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3.3.2 CWT and Pseudo-CWT

Since power waveforms contain various frequency components, multi-

resolution waveform analytics are suitable to extract the signal signatures

and dominant features, i.e., amplitude, frequency, and phase angle. The

most commonly-used technique is the short-time Fourier transform (STFT)

[110, 120] and the wavelet analysis [48, 121]. Studies show that STFT
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is attributed a higher computational burden and time, which leads to a

lower time resolution than the wavelet analysis in time-frequency domain

[122, 123]. Meanwhile, when comparing the STFT spectrogram in Fig.

3.3(a)(b) and the scalogram of the continuous wavelet transform (CWT) in

Fig. 3.3(c)(d)(e) and (f), one can notice that even though STFT provides higher

frequency accuracy, CWT o�ers more conspicuous performance for feature

extraction. Furthermore, the event detection module would bene�t from

the waveform features rather than an accurate frequency measurement.

In this dissertation, therefore, wavelet analysis is selected as the main

mathematical tool for online feature extraction and waveform monitoring.

The wavelet transformation is achieved via the cross-correlation between

the signal of interest x(t) and designated wavelets, as follows:

X(wja;b) =
1

p
jaj

Z ¥

� ¥
x(t)Y*(

t � b
a

)dt (3.5)

where Y(t) is a mother wavelet; * denotes the complex conjugate; a and

b are scaling factors and time shift, respectively; and Y( t� b
a ) is one of the

�daughter wavelets� of Y (t) [124,125]. With di�erent selections of a and b,

a wavelet bank is then determined. By selecting proper intervals for the

continuous scaling factor along with the time shift, a CWT is achieved [126].

In a smart sensor, the real-time signals are sampled and discrete signal

processing is applied. The continuous-time to discrete-time (C2D) conver-

sion will, however, sabotage the continuity of the signal. Mathematically,

the daughter wavelets' length, so called the �wavelet window size�, is limited

and the scaling factor is �nite due to the processing capacity limitations of

the computing hardware. For all these reasons, the actual behavior of the

conventional CWT within the processor is discrete WT with a set of discrete
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(a) STFT (b) STFT

(c) Morlet (d) Morlet

(e) DB4 (f) DB4

Figure 3.3: Comparison of the STFT vs. Morlet CWT & DB4 CWT on
quadrature signals during: (a),(c),(e) -2Hz frequency jump; (b),(d),(f) 40 �

phase jump.

scaling factors ai , wherein, i is an integer. In the proposed Pseudo -CWT, i is

chosen from a set of linearly-increasing real numbers instead of integers.

Similar to the discrete WT, the PCWT with one discrete scaling factor is

de�ned as follows:

X[wjak;bk] =
1

p
jakj

W� 1

å
n= 0

x[n]Y � [
nTs � bk

ak
] (3.6)
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where, Ts denotes the sampling interval, and W stands for the window

(bu�er) length. In a CWT, each daughter wavelet needs to cover a designated

frequency range that re�ects the features in time-frequency domain. The

central frequency of the daughter wavelets can be approximated by the

following relationship with the scaling factor:

f = Fc=ak (3.7)

where, Fc is the central frequency of the mother wavelet [127]. When a

vector of scaling factors with length K is chosen, the wavelet bank 	 and the

extracted features at time instant n are expressed by the following equation:

	 K� W=
�

Y [nTs� b1
a1

]; � � � ;Y [nTs� bk
ak

]; � � � ;Y [nTs� bK
aK

]

� T

;

XK� 1
w [n]=

�

Xw1(a1;b1); � � � ;Xwk(ak;bk); � � � ;XwK(aK ;bK)

� T

:

(3.8)

Where, T is the conventional transpose. To cover a su�ciently wide range

of frequency and provide adequate pattern information for time-frequency

analysis in any given operating condition, the central frequency of mother

wavelets Fc and the largest scaling factor aK must satisfy the following

condition:
Fc

aK
< f0 < Fc; (3.9)

where, f0 is the frequency of the signal of interest. Fc needs to be chosen from

a higher frequency range than the maximum frequency of interest and scaled

down by ak. Hence, as ak increases, the corresponding frequency of the

PCWT output decreases in the frequency domain. Once the scaling factors

are chosen, then (3.8) is able to generate the wavelet bank and a series time

bin of XK� 1
w along the time instants, i.e. the PCWT scalograms are achieved.
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During the feature extraction process, both transforms require a window

(bu�er) of samples and, thus, a latency e�ect indeed exists. Selection of

a proper window size could minimize the latency e�ect, but at the cost of

trading o� the frequency resolution.

3.3.3 Convolutional Neural Networks (CNNs)

At this stage, we consider the obtained scalograms as 2-D images, and

the event classi�cation problem turns into a supervised image classi�cation

process. The conventional paradigm for image classi�cation is to manually

design the feature extractor and then reduce the dimensionality of the

data, where the second phase is to employ a classi�er to classify the lower

dimensional features. This paradigm highly depends on the e�cient design

of the feature extractor; manually designing features for a complex task

requires a great deal of human time and e�ort; it can take decades for an

entire community of researchers [128]. In contrast, Convolutional Neural

Networks (CNNs) are able to learn the extracted features automatically

and have been proven very successful in the broad range of image-related

tasks [129�131]. By de�nition, CNNs are simply neural networks that use

convolution in place of general matrix multiplication in that least one of

their layers [128]. In general, the implementation of the convolution is

through cross-correlations as de�ned by

sp(m;n) = å
u

å
v
å
w

I u(m+ v;n+ w)K p(v;w); (3.10)

where sp(m;n) is the output of the convolutional layer at position (m;n) and

p�th channel; I u is the u�th channel of the image/data volume, and K p is

the p�th convolutional kernel. A complex convolutional layer is composed
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of a small number of simple layers [128] expressed by the following:

I l = pool(s (s)) ; (3.11)

where, I l represents the output volume of the l �th layer, s (�) is the non-

linearity of the neurons, and pool(�) is a down sampling procedure. By

stacking the convolutional layers, the abstraction capacity of the network

generally increases [132].

The representations of the last convolutional layer are expanded to vectors

and processed by the general fully-connected layers; this transform the

representations with more nonlinearities into spaces with di�erent (higher

or lower) dimensions. The �nal layer of a CNN reduces the dimensionality of

the representations to the number of classes; cross-entropy is then employed

to measure the �goodness� of the classi�cation (Kullback-Leibler divergence

between the predicted distribution and the target distribution) [133]. Finally,

gradients of the cross-entropy loss function with respect to the parameters

would help train the CNN by back-propagation.

3.4 Proposed Analytics within the Smart Sensor

3.4.1 The Proposed PCQ-WT for Online Feature Extraction

To identify an event in each phase, the corresponding features need to be

observed over time. As the positive-sequence frequency and phase angles

are of interest for both xab (t) and xph(t) during synchrophasor measurements,

we propose a quadrature PCWT to extract the waveform features and signal

signatures. Meanwhile, the waveform captured in each phase is real, and

the 1-D waveform (3.2) can be expanded by the Euler's formula to adopt
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the quadrature wavelet transform:

xph(t) =
1
2

H

å
h= 1

Aph;h(t)ej f ph;h(t) � ej2pFh(t)

+
1
2

H

å
h= 1

Aph;h(t)e� j f ph;h(t) � e� j2pFh(t):

(3.12)

The next step is to select an appropriate wavelet and investigate its feasibility

for waveform feature extraction. Gabor wavelets have been widely used in

two-dimension (2-D) pattern recognition [134 � 136]. In order to simplify the

design and enhance the computational e�ciency, a modi�ed complex Gabor

wavelet is adopted in this research work as written below

Y(t) = exp( jwc(t � b))
| {z }

Periodic

Component

� exp
�

�
(t � b)2

a 2
0

�

| {z }
Gaussian

Envelope

; (3.13)

where, wc is the central frequency. The Fourier transform of this Gabor

wavelet is

FY (w) = a0
p

p � exp(� jwb) � exp(�
a 2

0

4
(w � wc)2): (3.14)

One can see that the Fourier transform of the Gabor wavelet is also a

function on the theme of the Gabor wavelet, although the Gabor wavelet

transforms do not follow the orthogonal property since

jFY (wc � e)j 6= 0; (3.15)

where, e is a small value. According to (3.14), this Gabor wavelet possesses

a characteristic of predictable narrow bandwidth. By properly selecting

a0, one of the Gabor WT can cover a desired range of frequencies and the

time shift b plays no magnitude impact on (3.14) and (3.15). To ease the
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derivation, let b = 0; then the CWT using the Gabor wavelet for a unit-length

phasor with frequency w0 > 0 turns into

X+ (w0ja;b = 0) =
Z ¥

� ¥
x(t)Y*(

t
a

)dt

=
Z ¥

� ¥
exp

�
j(wo �

wc

a
)t �

t2

a2a 2
0

�
dt:

(3.16)

According to the Hubbard�Stratonovich transformation [137],

exp(�
a
2

x2) =

r
1

2pa

Z ¥

� ¥
exp

�
� y2

2a � jxy
�

dy; (3.17)

the CWT using the Gabor wavelet in (3.16) becomes

X+ (w0ja;b = 0) = aa0
p

pexp
�

�
a 2

0

4
(aw0 � wc)2

�
: (3.18)

It can be seen that when w0 = wc=a, (3.18) reaches its maximum and the

dominant feature of the expected frequency is revealed. In order to make

each frequency of interest share an equivalent maximal magnitude, we make

a0 = wc=(ga); (3.19)

where, g is a constant. Hence, in (3.13), the Gaussian envelope in the

Gabor wavelet is adaptive to di�erent frequencies. While applied to the

1-D waveform, the feature corresponding to a unit phasor with negative

frequency ( � w0) is always suppressed, because the CWT of the negative

frequency in (3.20) decreases as w0 increases.

X� (-w0ja;b = 0) = aa0
p

pexp
�

�
a 2

0

4
(aw0 + wc)2

�
: (3.20)

The discrete form of the Gabor wavelet that is used in a smart sensor is
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presented as

Y[njak;bk] = exp
�

j wcTs(n� bk)
ak

�
exp

�
� T2

s (n� bk)2

a2
ka 2

0

�
: (3.21)

When applying the complex Gabor wavelet with a set of discrete scaling

factors, the proposed PCQ-WT is achieved as follows:

X(wkjak;bk = 0) =
W� 1

å
n= 0

x[n]Y*
�
�

Tsn
ak

�

=
W� 1

å
n= 0

x[n]exp
�

� j
wc

ak
Tsn�

T2
s n2

a2
ka 2

0

�
:

(3.22)

If one determines the frequencies of interest and designs the Gabor wavelet

bank properly, a vector Xw consisting a set of PCQ-WTs is achieved, and

the PCQ-WT is able to extract the waveform signatures in frequencies of

interest via time-frequency analysis, i.e., scalograms are generated.

3.4.2 The Proposed CNN for Event Detection & Classi�cation

Pursuing development of an online event detection and classi�cation

mechanism, and built on the PCQ-WT extracted features corresponding

to various types of events, a machine learning algorithm, i.e., the CNN, is

designed. As discussed earlier, the process of event detection is converted to

a supervised classi�cation process on the scalograms. However, the classi�-

cation on the 2-D scalograms is challenging due to the high dimensionality.

Speci�cally, every frame of the obtained scalogram has scales� time bins

dimension (usually hundreds by hundreds); such high-dimensional data

is prohibitive in most conventional pattern classi�cation approaches. We

treat the PCQ-WT scalograms as 2-D images and propose a CNN-based

architecture to classify the events concealed in the scalograms (images).
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As the scalogram classi�cation is not with very high abstraction level, the

proposed CNN has a simple architecture that meets the requirements of a

synchrophasor, yet with very fast test speed. Our proposed CNN contains

�ve layers: three convolutional (Conv.) layers and two fully-connected (FC)

layers. This framework can be either a standalone tool for event detection

and classi�cation or can be functionally embedded within PMUs to assist

the phasor processor in selecting a proper SEA in real-time.

3.4.3 The Proposed Mechanism for Adaptive Phasor Estimation

The event detection and classi�cation module introduced in Section 3.4.2

provides valuable information on the grid operating conditions. We aim to

demonstrate that the one-size-�ts-all algorithm within the existing PMUs

may neither be su�cient nor accurate in e�ectively dealing with all types of

signals corresponding to di�erent events and operating conditions in power

grids. There are several solutions that can be thought in response to this

challenge: (i) one very costly solution would be to install several di�erent

sensors (each with one di�erent SEA) in each substation for di�erent end-

use applications that use the measurements; (ii) the other approach can

be to design one very accurate SEA that can work very e�ectively under all

system operating conditions meeting all measurement accuracy and speed

requirements, which is extremely hard to achieve considering the hardware

limitations as well as the ever-existing trade-o� between the speed-accuracy

performance requirements for di�erent applications; (iii) one promising

and viable approach in line with today's and tomorrow's infrastructure

and computing technologies�which we focus on within the proposed smart

sensor�, is to host a suite of SEAs that work in parallel within the sensor and

are selectively and adaptively activated in an automated manner depending
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on the unfolded system operating condition.

The detailed architecture of the proposed SEA selection module is shown

in Fig. 3.4. For every detected event and identi�ed operating condition,

the best-�t measurements�phasor, frequency and ROCOF�are selected

in real-time; therefore, the output selector should be equipped with an

optimized strategy that dynamically switches between one or multiple SEAs.

Among SEAs within the smart sensor, we propose two novel SEAs, one P-

Class with promising estimation speed and one M-Class with high-accuracy

measurements.

Figure 3.4: Architecture diagram of the developed SEA selection module.

3.4.4 The Proposed P-Class and M-Class SEAs

The overall architecture for the proposed P-Class and M-Class SEAs

within a smart sensor is presented in Fig. 3.5. The sampled waveform

is sent into the Quadrature Delay Signal Cancellation (QDSC) module to

estimate the P-Class phasor magnitude ( Ap). A functionally-programmed
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Figure 3.5: The proposed P-Class and M-Class SEAs within a smart sensor.

digital quadrature oscillator is used to assess the P-Class phase angle ( F p)

and frequency ( Fp) through eliminating the phase di�erence ( DF) between the

fundamental waveform and the quadrature oscillator. At last, the ROCOF p

is estimated through the derivative of the measured frequency Fp. The M-

Class phasor magnitude ( Am), phase angle ( F m), frequency ( Fm), and ROCOF m

are estimated from the Gaussian-Weighted Least Square Taylor Series SEA.

Here, we abbreviate the proposed M-Class SEA as �GWT-M�; meanwhile, the

GWT-M provides the deviation of the waveform's nominal period ( DT) to the

QDSC module. This, in turn, makes the proposed P-Class measurement

adaptive to designated operating conditions. In our proposed framework,

the timing synchronization is employed to drive the digital oscillator and

to ensure an accurate measurement. The nominal fundamental frequency

(FN) and the period ( TN) is determined by the system frequency, i.e., 50Hz or

60Hz.

3.4.4.1 The Proposed P-Class SEA: Dynamic QDSC Filter Algorithm

The structure of the proposed QDSC algorithm is presented in Fig. 3.6.

The discrete sampled waveform xin is �rst cached in the bu�er; a data

selector selects the cached data by the index obtained through calculating
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the closest integer value of Fs(TN + DT)=n, wherein Fs is the sampling rate and

k is the delay factor. The selected data is then outputted from the bu�er

and multiplied by a unit static vector ( ej2p=k). Finally, the multiplication

result and the original sampled input waveform at the current timestamp

are summed and the output ( xout) of the QDSC module is reported.

Figure 3.6: Functional diagram of the proposed QDSC n algorithm.

The transfer function of a QDSC �lter is de�ned by

H( f ) =
1
2

�
1+ exp

�
j
2p
k

�
1� (TN + DT) f

� � �
; (3.23)

The value of k directly a�ects not only the bu�er length and consequently

the speed of the algorithm's dynamic response, but also the phasor mea-

surement accuracy. We choose QDSC k in octave with k = [ 4;4;4;8;16;32;64]

connect all QDSC modules in cascade; as shown in the frequency response

diagram presented in Fig. 3.7, all odd harmonics except the positive fun-

damental frequency ( h = 1) would be eliminated, the gain for h = 1 is one,

and no phase shift exists. Hence, this con�guration could extract the

positive-sequence fundamental phasor of one single-phase waveform in

(3.12).
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Figure 3.7: Frequency response of the cascaded QDSC k with k=[4, 4, 4, 8,
16, 32, 64].

3.4.4.2 The Proposed M-Class SEA: Dynamic Gaussian-Weighted Least

Square Taylor Series (GWT-M)

Inaccurate estimation of DT in QDSC could potentially hinder a stable

frequency response and desired performance in (3.23). Therefore, we intro-

duce a simpli�ed Gaussian-weighted least square Taylor Series SEA. We

here express the cached fundamental waveform by (3.12) as follows:

xph;1[n] , xph;1(nTs) =
1
2
~Aph;1[n]ej2pFNnTs+

1
2
~A�

ph;1[n]e� j2pFNnTs; (3.24)

where � � � denotes the conjugate operation, and ~Aph;1[n] is the static vector

of the fundamental positive sequence at time slot n in the bu�er, and

n = 0 indicates the current time slot. With n = 0;1;2; � � � ;Nd-1;Nd, a queue of

sampled xph with length Nd+1 is obtained in the bu�er at the current time

slot. Nd needs to be an even number that guarantees an odd number of time

slots in the bu�er to estimate the phasors through Taylor series. Meanwhile,

the peak of the Gaussian window is located in the middle of the cached

waveform. Therefore, the phasor estimation physically has a constant delay

with Nd=2 time slots. To compensate the phase shift caused by this delay,
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the evaluation in (3.24) turns to be

xph;1[n] = P[n]+ P� [n]

P[n] = ej2pFN
Nd
2 Ts �

1
2
~Aph;1[n]ej2pFNnTs

(3.25)

The second-order Taylor polynomial of ~Aph;1[n] is

~Aph;1[n] = ~A(0)
ph;1+~A(1)

ph;1�(n� Nd
2 )Ts+~A(2)

ph;1�
(n�

Nd
2 )2T2

s
2

(3.26)

~A(0)
ph;1, ~A(1)

ph;1, and ~A(2)
ph;1 are the static vectors of the fundamental positive se-

quence, the �rst, and the second derivative of the static vector, evaluated at

point Nd
2 , respectively. The derivative of (3.26) gives out

~A0
ph;1[n] = ~A(1)

ph;1 + ~A(2)
ph;1(n� Nd

2 )Ts: (3.27)

Applying the Gaussian window, the three phasors and their conjugates

are evaluated via the weighted least square as

~A = ( BH GB)� 1BH (G � C); (3.28)

~A = [ ~A(2)
ph;1;~A(1)

ph;1;~A(0)
ph;1;~A� (0)

ph;1;~A� (1)
ph;1;~A� (2)

ph;1]T ; (3.29)

C =
�
xph[0]; xph[1]; xph[2]; � � � ; xph[Nd]

� T ; (3.30)

where B is a constant matrix of size (Nd + 1) � 6 [138], and C is the cached

original waveform samples in the proposed M-Class SEA bu�er. G is the

Gaussian weight of length Nd + 1. H is the Hermitian transpose. The

operation of Gaussian weighted window and the actual observed data in

the bu�er is demonstrated in Fig. 3.8.

With ~A achieved in (3.29), the output of the suggested GWT-M algorithm
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Figure 3.8: The Gaussian window operation and actual observation in the
bu�er.

can be assessed via (3.31)�(3.34):

Am = j~A(0)
ph;1j; (3.31)

F m = \ ~A(0)
ph;1; (3.32)

Fm = FN � Dfm; (3.33)

ROCOFm =
� Dfm[n]+ Dfm[n� 1]

Ts
; (3.34)

Dfm =
Imf ~A(1)

ph;1 � e� j \ ~A(0)
ph;1g

2pAmTs
: (3.35)

At this stage, DT can be evaluated in (3.36) and can be directly sent to the

QDSC module.

DT =
Dfm

F2
N� DfmFN

(3.36)

As ROCOF from the proposed P-Class and M-Class SEAs is achieved

through assessing the frequency derivatives, a low-pass �lter (LPF) is needed

to smoothen both the ROCOF m and ROCOF p estimation during disturbances.

3.5 Numerical Study

This innovative framework for distributed intelligence can be divided into

three stages illustrated in Fig. 3.9: (i) online feature extraction and pattern

recognition, (ii)real-time event detection and classi�cation, and (iii) adaptive
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selection of synchrophasor estimation algorithms (SEAs). The performance

of each module is extensively analyzed and numerically investigated under

variant conditions in this section.

Figure 3.9: Architecture of the proposed analytics within a smart sensor.

3.5.1 Waveform Speci�cations, Con�gurations, and Assumptions

All the proposed modules share a sampling rate of 9.6 kHz at power grid

nominal frequency of 60 Hz, where up to 50 th order (3 kHz) of harmonics

is considered in the simulations [25]. According to the Nyquist sampling

theorem, the sampling rate used here has a maximum 4.8 kHz coverage as

desired. We assumed no congestion during data transfer or Analog to Digital

(A2D) conversion. Mathematically, the wavelet transform (WT) should be able

to cover the frequency range from 1Hz to 3 kHz; the computing complexity of

extracting such a frequency range could be reduced while su�cient feature

extraction performance is ensured. In the proposed pseudo-continuous

quadrature WT (PCQ-WT) design, we chose the scaling factor ak ranging

from 1 to 256 and in a dyadic dilation manner, i.e., ak = 2i, wherein the

exponent i is equally sampled within [0;8], i.e., pseudo-continuous. Through

this design, the frequency resolution is reduced at the high-frequency

range since the harmonics are usually sparse along the spectrum that

requires less resolution. Meanwhile, at the low-frequency range including

the fundamental frequency, the frequency resolution is enhanced since the

60 Hz waveform is of most interest. When considering the feature exaction
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performance (accuracy and speed), we chose the wavelet transform window

size of 0.02 second in real-time, and time bins W=192 in (3.6) Section 3.3.2.

For simplicity, we use a �xed time shift factor bk=96.

Table 3.1: Speci�cations of the Input Test Waveform Parameters

The speci�cations of the test power waveforms are selected according

to [25,44] as detailed in Table 3.1. In total, twelve types of waveforms are

simulated corresponding to various grid operating conditions: (i) frequency

step change, (ii) magnitude step change, (iii) phase step change, (iv) harmonic

distortion, (v) out-of-band interference, (vi) amplitude modulation (AM), (vii)

phase modulation (PM), (viii) frequency ramp, (ix) single-line-to-ground (SLG)

fault, (x) line-to-line (LL) fault, (xi) line-to-line-to-ground (LLG) fault, and

normal operating condition. All test waveforms have a Gaussian background

noise with 40dB signal to noise ratio (SNR).
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3.5.2 Stage One: Feature Extraction

3.5.2.1 Waveform Feature Extraction under Transient Events

Several transient events are simulated and analyzed as follows: the

magnitude step (Figs. 3.10a and 3.11a), the frequency step (Figs. 3.10b

and 3.11b), and phase step (Figs. 3.10c and 3.11c).

During the magnitude step change event, the intensity/height of the

main tune decreases in the scalogram of ab -frame in Fig. 3.10a and similar

behavior can be seen in Fig. 3.11a. However, the low frequency portion

(160 to 256) is still discontinuous. Comparing features of the frequency

step which are shown in Fig. 3.10b and the phase step in Fig. 3.10c, the

patterns emerging during 10ms to 30ms in the ab -Frame are quite similar,

i.e., both of them show a valley in the main tune (highest portion) after

10ms of the events, but the pattern in Fig. 3.10b representing a frequency

step change is more intermittent than that in phase step shown in Fig.

3.10c, especially between the scale values from 64 to 128. In contrast,

when observing patterns during 15ms to 25ms from the features extracted

from the single phase waveform, the di�erences are obvious; in Fig. 3.11b,

the pattern from frequency step change event is symmetric around 20ms,

which is 10ms after the time when the event happens; In Fig. 3.11c, the

pattern corresponding to the phase step change is disorganized. However,

unlike the magnitude step change event, both main tunes (dark red) dim at

time t = 20ms, which is 10ms after the events occur. One can see that the

proposed PCQ-WT pattern recognition algorithm has successfully recognized

the unique peculiarities in the signals originated from fast-transient events.

Also, the signal signatures have appeared almost immediately as the events

happen, making them suitable for online monitoring applications.
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(a) Magnitude Step

(b) Frequency Step

(c) Phase step

Figure 3.10: Extracted features from ab -frame waveform during fast-
dynamic transient events: (a) magnitude step change of 0.2pu at t = 10ms;
(b) frequency step change of -2Hz at t = 10ms; (c) phase step change of -10 �

at t = 10ms.
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(a) Magnitude Step

(b) Frequency Step

(c) Phase Step

Figure 3.11: Extracted features from simulated single-phase waveforms
during fast-dynamic transient events: (a) magnitude step change of 0.2pu at
t = 10ms; (b) frequency step change of -2Hz at t = 10ms; (c) phase step change
of -10 � at t = 10ms.
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