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Abstract of Praxis 

 

Detecting Suspicious Network Activities with Zeek Dataset and Machine Learning-
Assisted Framework 

 

This praxis explores the application of supervised Machine Learning (ML) 

techniques to classify network traffic as benign or malicious by analyzing Zeek Hypertext 

Transport Protocol (HTTP) logs. By leveraging HTTP traffic data, the research aims to 

enhance cybersecurity through early threat detection, reduced false positives, and 

improved network security monitoring. 

Data preprocessing is performed on benign and malicious Zeek HTTP logs, 

followed by Random Forest (RF) and Logistic Regression (LR) models. 

RandomizedSearchCV and 3-fold cross-validation are used to hyperparameter tune and 

ensure model generalization. Raw data is transformed into meaningful features through 

feature engineering techniques, such as entropy calculations and frequency encoding, to 

improve the models' ability to differentiate benign and suspicious traffic. 

The models are evaluated using performance metrics such as accuracy, precision, 

recall, F1-score, ROC AUC (Receiver Operating Characteristic Area Under the Curve), 

and confusion matrices. LR achieved 88% accuracy, while the RF model achieved 95% 

accuracy. This implies that RF is more capable of capturing complex patterns in network 

traffic than linear models due to its ability to handle non-linear relationships. 

The research demonstrates that incorporating ML models like RF and applying 

feature engineering significantly improves the detection of suspicious network traffic. 

These findings provide valuable assistance to Security Operations Center (SOC) analysts 
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by aiding in their triage efforts and enhancing their ability to prioritize and address 

potential threats effectively. 
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Chapter 1—Introduction 

1.1 Introduction 

The rapidly evolving landscape of cybersecurity places SOCs at the front lines of 

an organization's defense against cyber threats. SOC analysts are overwhelmed by an 

avalanche of alerts generated by various security tools and technologies (Vielberth et al., 

2020). 

Alert overload is the new normal for most SOCs, but working through even a 

portion of the alert volume takes time. Recent research confirms that SOC practitioners 

experience high false positive rates in their security tools, requiring manual validation of 

alerts. Studies indicate that a sizable portion of alerts are either false positives or benign 

triggers, reflecting legitimate behavior within the organization's environment (Alahmadi, 

2022).  

This high volume of non-critical alerts leads to alarm fatigue among SOC 

analysts, potentially impacting their ability to respond effectively to genuine threats. 

Alahmadi et al. (2022) noted that alarm validation is a tedious task, leading to burnout 

and eventual desensitization. The human factor is critical in this context, as analysts 

experience high-stress levels due to the constant need to investigate alerts or risk 

reprimand for misattributing an alert as benign. 

Compounding these challenges, Advanced Persistent Threats (APTs) increasingly 

leverage Artificial Intelligence (AI), making manual detection and response methods 

insufficient. The current approaches based on provenance analysis of the system activity 

for APT detection are known to have high false positive rates, are non-intuitive, and 

are ineffective when the system behavior changes (Amaru, 2024). This evolution in threat 
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tactics has made it compulsory for SOCs to change their mode of threat detection and 

analysis. 

To address such complex issues, this research aims to adopt a new approach by 

developing ML models that will be used to identify malicious HTTP traffic. This research 

seeks to identify the features that are most relevant to the identification of HTTP requests 

and use ML-based identification algorithms to create a system that can accurately 

distinguish between benign and malicious HTTP requests, ensuring that alerts are 

prioritized and reducing false positives, thus enhancing the capabilities of human 

analysts. This approach is centered on the important HTTP traffic domain that is 

frequently exploited by cybercriminals. As a result, SOC analysts can be relieved from 

the task of searching for such complex threats that may be embedded in normal web 

traffic. 

By improving threat detection accuracy in this key area, the model can enhance 

overall SOC efficiency, allowing analysts to focus their expertise on more complex 

security tasks. The ML-based HTTP traffic analysis not only addresses the current 

challenges faced by SOCs but also provides a scalable solution to combat the evolving 

tactics of APTs that increasingly leverage sophisticated tactics in their operations. This 

adaptive approach aims to bridge the gap between traditional detection methods and the 

sophisticated threats that modern SOCs face. 

1.2 Research Motivation 

The threat landscape is dominated by three primary challenges: the constantly 

growing amount, intensity, and number of cyber threats, which place pressure on SOCs to 

defend networks against more complex attacks while resources are barely adequate 
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(Saeed et al., 2023). With an increasing number of web-based cyber threats, maintaining 

the security of the networks has become even more important than before, hence the need 

for strong detection measures to prevent compromise. When detection is ineffective, 

SOCs are inundated with a high volume of alerts, necessitating basic sorting procedures 

and a reduction in log preprocessing efforts. This simplification needs to happen at a 

much faster rate to protect American businesses and government entities from threats that 

are constantly emerging and changing in nature and requiring different forms of 

protection and countermeasures in an ever more connected global environment. 

Further, prompt action is crucial when dealing with these cyber threats, and for 

good reasons - they can inflict severe damage on businesses and federal agencies. The 

reputation, financial stability, and fundamental data integrity of affected networks suffer, 

and this is not merely a commercial issue. Federal agencies are also at grave risk, and 

their networks are far more valuable targets for adversaries. (Riggs et al., 2023).  

This research makes use of Zeek HTTP logs to extend knowledge of 

cybersecurity analytics using ML approaches. The features that Zeek has for logging are 

quite comprehensive and can be used to feed ML algorithms such as RF and LR. These 

models are assessed based on their performance in detecting anomalous network traffic 

and enhancing the understanding of how ML can be applied to cybersecurity to improve 

threat detection. 

This research also develops ML models that can more accurately predict, detect, 

and classify cyber threats using Zeek logs. By leveraging structured and quality data from 

Zeek and applying ML techniques, this study aims to enhance threat detection 

capabilities, reduce false positives and alert fatigue, enable proactive threat hunting, 
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improve the speed and efficiency of threat response, and provide a scalable solution for 

handling the growing volume and complexity of network traffic in modern corporate and 

federal IT environments. Through these advancements, this research endeavors to deliver 

practical, implementable solutions that can improve the cybersecurity posture of 

organizations, particularly in safeguarding business and government networks and their 

sensitive data in an increasingly interconnected digital landscape. 

1.3 Problem Statement 

 Evolving cyber intrusions and overwhelming network traffic volumes demand 

advanced, automated solutions to detect and mitigate threats effectively (Maasaoui et al., 

2023). 

The rapidly evolving cybersecurity landscape presents significant challenges 

across various sectors. The problem this research addresses is the increasing 

sophistication of cyber-attacks and the sheer amount of traffic that SOC analysts need to 

monitor. According to the study by Alahmadi et al. (2022) at the USENIX Security 

Symposium, SOC analysts receive too many false positives, which lead to alert fatigue 

and omission of critical threats. As elaborated by Amaru et al. (2024), the complexity of 

current cyber-attacks often allows the attackers to avoid identification by the typical 

security tools.  

Additionally, the enormous amount of network data makes pinpointing malicious 

activities incredibly difficult. This is exacerbated by the inadequacy of current detection 

systems, which frequently generate an excessive number of alerts. The difficulties we 

face accentuate the immediate necessity for solutions that can find and neutralize cyber 

threats. A solution is required so that we can adapt to the ever-evolving tactics of cyber 
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threat delivery while providing SOC analysts with the precision and efficiency needed to 

safeguard networks effectively. Traditional methods are no longer sufficient to address 

the scale and complexity of modern cyber incursions. Consequently, this research 

endeavors to develop innovative ML models that can accurately detect and classify cyber 

threats within extensive network data. By harnessing techniques like those proposed by 

Amaru et al. (2024) for robust APT detection, this study aims to bolster the overall 

security posture of organizations and improve their capacity to defend against evolving 

cyber intrusions. 

1.4 Thesis Statement 

An ML-based model is necessary to predict and detect cyber intrusions in 

complex network environments. 

SOC analysts serve as the first line of defense against cyber threats by monitoring 

network traffic and investigating potential incidents. Although the two roles may appear 

to be like outsiders, each job is different and requires certain skill sets. SOC analysts are 

still performing data analysis on the data gathered from multiple security tools in a highly 

effective and fast manner to transform the raw data into information that can be acted 

upon. This work is highly sensitive and demands precise timing and accuracy, 

highlighting the crucial role of SOC analysts in managing and analyzing security 

information across an organization’s systems. 

SOC teams face a relentless flood of alerts daily. Recent studies reveal that SOC 

analysts routinely receive anywhere from a couple thousand to over a thousand 

notifications per day (Alahmadi, 2022). This is a common scenario across many 

industries and a well-known cybersecurity challenge. Analysts have the arduous task of 
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sorting through the myriads of alerts, many of which are erroneous, to pinpoint legitimate 

threats. The overwhelming quantity of data and the monotonous nature of this work can 

result in alert exhaustion, a prevalent problem plaguing SOCs. 

SOC Analysts may fail to identify significant threats that are masked by an array 

of insignificant or false positive alerts. The SOC is under pressure to achieve more with 

less, and as a result, the SOC is more like a Tier 1 alert mill. The triage models used now 

are of two types: manual and ML. The situation still requires many hours of analysis to 

understand (Danish, 2024). 

1.5 Research Objectives  

This research primarily aims to aid and fortify the talent and ability of SOCs in 

detecting and addressing potentially malicious activities in network traffic using ML 

methods. The aim is to develop a model capable of flagging malicious network actions 

with a low false positive rate and a low miss rate. It strives to augment SOC's efficiency 

in responding to rapidly emerging and evolving cyber threats. The fundamental 

objectives of this research are: 

1. Develop an ML model capable of detecting suspicious activities from network 

traffic data.  

2. Compare the effectiveness of various ML algorithms, such as RF and LR.  

3. Analyze factors that strongly contribute to identifying suspicious traffic. 

1.6 Research Questions and Hypothesis 

The research objectives form the cornerstone of this praxis, shaping its structure 

and guiding the formulation of research questions and hypotheses. 
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1.6.1 Research Questions 

RQ1: Can a machine learning model be developed to classify suspicious network 

activities with an accuracy of 75% or higher? 

RQ2: Which ML algorithm works best for the detection of suspicious network activities? 

RQ3: How does the integration of the ML framework influence decision-making and 

situational awareness? 

1.6.2 Research Hypothesis 

H1: Incorporating machine learning improves the accuracy of detecting suspicious 

network traffic, achieving a classification accuracy of at least 75%. 

H2: RF-based algorithms achieve better results than linear models in detecting suspicious 

network activities within an ML framework. 

H3: Identifying patterns in benign and suspicious traffic enables the engineering of 

features that improve model accuracy in classifying network activities. 

1.7 Scope of Research 

This study focuses on exploring, developing, and evaluating the ML forecasting 

models for the classification of cybersecurity threats in HTTP data streams. It starts with 

collecting a set of datasets containing both benign and malicious traffic from public 

sources that form the foundation of creating these models. The study develops and trains 

supervised ML models, RF and LR, to differentiate between normal and abnormal HTTP 

traffic. These models are later tested to determine the effectiveness of the proposed 

methods in accurately identifying cybersecurity threats after the training phase. 
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In addition to performance evaluation, the study validates its research hypotheses 

through statistical analysis and performance metrics, ensuring that the models are both 

accurate and reliable when applied to real-world network security contexts. By following 

this structured approach, the research seeks to enhance understanding of how ML can be 

leveraged to detect and mitigate cyber threats in HTTP data streams. 

The study also utilizes recursive feature elimination to identify the most crucial 

factors impacting both accuracy and false positive rates. Key components for these 

metrics are recognized within both the RF and LR models, after which optimal 

hyperparameters are established to enhance performance. Once the models are optimized, 

macro-averaged performance metrics such as precision, recall, and F1-score are 

calculated and employed in a cross-comparison to assess the effectiveness of each model 

in classifying HTTP traffic. 

The research utilizes a balanced dataset of 209,586 entries, equally divided 

between benign and malicious network traffic. Using an 80/20 split, 167,669 entries were 

allocated for training and 41,917 for testing. This split was implemented before feature 

engineering to prevent data leakage and ensure model validation on genuinely unseen 

data. The balanced composition and strategic split ensure robust training while 

maintaining rigorous validation standards, which are critical for effective threat detection 

in evolving cybersecurity landscapes. 

By addressing the challenges that SOCs face in handling large volumes of 

network traffic and reducing false positives, this study aims to develop models that 

improve both the efficiency and accuracy of threat detection in real-world cybersecurity 

scenarios. 
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1.8 Research Limitations  

This study primarily revolves around the Zeek HTTP log. Internet traffic of this 

kind plays a crucial part in network-based attacks and the overall operation of the web. In 

terms of the significance of the research, the work cannot advance without 

comprehending these types of events, as they encompass significant and cyber-attack-

induced hazards to the two central research focuses: the internet and HTTP-based 

services. 

The emphasis on HTTP traffic implies that the research results may not 

seamlessly translate to other network layers or protocols. Cyber threats frequently target 

vulnerabilities across diverse protocols and network elements, and a holistic 

cybersecurity approach usually demands monitoring and analysis of a variety of traffic 

types. While the ML models developed in this study could be effective for HTTP-based 

threats, they may not be suitable for detecting anomalies or attacks in other protocols like 

File Transfer Protocol (FTP), Simple Mail Transport Protocol (SMTP), or lower-level 

network protocols. 

As the digital threat landscape evolves, new attack pathways may emerge 

targeting protocols or services not covered by this study. The model's exclusive focus on 

HTTP traffic means it may require significant adjustment or retraining to address threats 

in other network environments effectively. This constraint emphasizes the need for future 

explorations deploying comparable ML approaches to a wider array of network protocols 

and traffic varieties. Such an expansion would foster the creation of a more holistic, 

network-oriented security framework able to confront varied threat circumstances.  
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Chapter 2—Literature Review 

2.1 Introduction 

The analysis of logs in the SOC has undergone a significant change over the 

years. Previously, cyber analysts spent considerable time sifting through log data from 

various sources, including network equipment and servers, to identify security issues and 

threats. However, this approach became less efficient and harder to manage as networks 

grew increasingly complex. The increasing amount of log data led to the emergence of 

tools for log data analysis that would improve and optimize the workflow regarding the 

amount of data (Vielberth et al., 2020). 

This research uses ML models with Zeek HTTP logs to enhance network security. 

It utilizes ML methods, such as RF and LR, to enhance Zeek’s ability to detect network 

traffic patterns related to HTTP attributes like methods, status codes, and referrer 

information, which are key indicators of malicious activities (Andrew et al., 2019). 

Feature engineering is critical, and it involves transformations such as request body 

length scaling and HTTP method occurrence analysis to increase the number of features 

to understand the patterns of the data. The preprocessing pipeline handles missing data, 

outliers, and feature scaling to prepare the dataset for model training (Ramezany et al., 

2022). 

RF was chosen for its ability to handle complex relationships and large datasets. 

Simultaneously, LR offers simplicity and interpretability, enabling a more thorough 

comprehension of feature contributions to threat detection (Couronné et al., 2018). Cross-

validation and performance metrics are utilized to assess the efficacy and precision of the 

models in detecting activities. The dependability and accuracy of the models in 
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recognizing behaviors are evaluated through validation and performance criteria (Kirasic 

& Sadler, 2018). This applied study explores how ML can complement conventional 

network security approaches, providing insights into the effectiveness of diverse models 

in detecting cyber threats via the analysis of Zeek HTTP logs. 

2.2 The Role of Zeek in Modern Incident Response Strategies 

Zeek is a powerful open-source network analysis platform that is widely 

employed in SOCs to monitor and analyze real-time network traffic patterns and 

behaviors rather than solely depending on signature-based detection like conventional 

Intrusion Detection Systems (IDS). By scrutinizing network activities at a conceptual 

level and generating organized logs through protocol parsing, Zeek offers a pivotal tool 

for detecting anomalies and potential security breaches (Niknami et al., 2022). 

Detailed Zeek logs are full of well-structured data for data science experts, and 

they are involved with an extensive range of protocols embracing HTTP, Domain Name 

Service (DNS), and Secure Socket Layer (SSL), to name but a few, and they are 

incredibly useful (Chohra 2019). In HTTP logs, specifics such as request methods, status 

codes, MIME types (Multipurpose Internet Mail Extension types) reflect web traffic 

trends. Such diverse information is useful for a deep understanding and applying ML 

models to strengthen cybersecurity measures. 

2.2.1 Zeek Logging Capabilities 

Zeek has strengths in building cybersecurity with robust logging capabilities, as 

illustrated in Figure 2-1. These logging capabilities are crucial for monitoring and 

analyzing network activities.  
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Figure 2-1. Zeek Event Processing and Logging Structure. 

The Network (Packets) components embody unprocessed data circulating through 

a network. Packets are the fundamental building blocks of network communication, 

encompassing both headers and content within protocols like HTTP, DNS, and FTP. In 

Zeek, these packets are meticulously recorded from the network in chronological order, 

serving as pivotal data for analysis (Bhandari et al., 2018). By scrutinizing packets at a 

microscopic level, Zeek can discern minute intricacies of network interactions, rendering 

it a formidable instrument for identifying security incidents. 

At the Event Engine (Events), raw network packets are transformed into more 

sophisticated occurrences. The Event Engine extracts insights from basic network 

information. It recognizes actions like HTTP requests or file exchanges instead of simply 

tracking packet flow in the network traffic, as outlined by (Bagui et al., 2023). Event 

Engine plays a vital role in simplifying tasks by streamlining procedures and improving 

the capability to identify and address irregular activities. 

The Policy Script Interpreter (Output) is a component that applies predefined or 

custom scripts to the generated events to interpret them. This component is flexible and 

allows users to set policies according to that specific user’s requirements. They are 

involved in Zeek’s flexibility to various security scenarios because they determine how 
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the system will act towards network actions (Paxson et al., 2022). Based on these, Zeek, a 

network analysis tool, creates over fifty different logs, which are further grouped into 

seven main categories. These logs include HTTP connections, DNS requests, and SSL 

transactions and provide detailed information about the network’s activities. The logs are 

arranged in a way that makes them easy to use so that security analysts can investigate 

incidents, perform forensic analysis, look for threats, and respond to incidents 

proficiently (Bagui et al., 2023). 

Finally, the Notifications generated by Zeek inform users or systems about 

specific events that demand immediate action. These Notifications can be based on 

observed anomalous behavior or security threats as seen in the traffic flows and facilitate 

timely interventions. 

Zeek's data format is well-suited for structured data, and its continuous 

monitoring capability ensures temporal consistency. This temporal aspect of the data 

enables time series analysis, allowing for the detection of patterns and anomalous 

behavior in the network (Chohra et al., 2022). This is especially useful for discovering 

emerging threats and responding to them in real-time. Also, due to its capability of 

handling large volumes of traffic within the network, Zeek is very scalable, which makes 

it most appropriate for large data networks.  

2.2.2 Application of Zeek Logs in Cybersecurity 

Zeek logs offer a robust basis for various cybersecurity data science applications 

due to their structured and comprehensive format. These logs can be employed for 

myriad purposes, such as anomaly detection through unsupervised learning to pinpoint 

irregular network traffic patterns, development of supervised learning models for threat 
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classification and differentiation of network attacks, and behavioral analysis using 

algorithms to profile normal network activities and detect potentially malicious 

deviations (Sarker et al., 2020).  

Table 2-2 below outlines the characteristics found in Zeek HTTP logs that can be 

effectively leveraged to identify a wide range of web-based threats, thereby bolstering 

cybersecurity measures.  

Feature Description 
Potential Web-Based Attacks/Malware 

Detected 

URI 

 

 

 

 
 

The path requested in 

the HTTP request (e.g., 

/login, /admin) 

 

 
 

Structured Query Language (SQL) 

Injection (SQLi): Presence of SQL-related 

keywords in the URI.  

Directory Traversal: Patterns like ../ 

indicating attempts to access unauthorized 

directories. 

Method 

 

 
 

The HTTP method used 

(e.g., GET, POST, 

PUT, DELETE) 
 

Command Injection: Suspicious methods 

like PUT or DELETE might indicate 

improper attempts to modify or delete 

resources. 

status_code 

 

 

 
 

The HTTP response 

status code (e.g., 200, 

404, 500) 

 

Brute Force Attacks: Frequent 401 or 403 

status codes might indicate repeated login 

attempts.  
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Feature Description 
Potential Web-Based Attacks/Malware 

Detected 

 
 

SQL Injection: Repeated 500 errors could 

suggest failed SQLi attempts. 

user_agent 

 

 
 

The user agent string 

sent by the client 

 
 

User-Agent Spoofing: Non-standard or 

unusual user-agent strings might suggest 

attempts to bypass detection mechanisms. 

referrer 

 

 
 

The referring URL 

from which the request 

was made 
 

Cross-Site Scripting (XSS): Referrer 

fields containing script tags or JavaScript 

code can indicate XSS attacks. 

resp_mime_types 

 

 
 

The MIME type of the 

content returned by the  

server (e.g., text/html, 

application/json) 

Remote File Inclusion (RFI): Unexpected 

MIME types, such as executable files 

(application/octet-stream), might suggest 

attempts to include malicious files. 

request_body_len 

 

 
 

Length of the HTTP 

request body 

 
 

Web Shell Upload: Large 

request_body_len values could indicate 

attempts to upload a web shell or other 

large payloads. 

response_body_len 

 
 

Length of the HTTP 

response body 
 

Data Exfiltration: Large 

response_body_len values might indicate 

attempts to exfiltrate data. 
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Feature Description 
Potential Web-Based Attacks/Malware 

Detected 

Host 

 
 

The domain name or IP 

address of the server 
 

Malware Delivery: Direct IP addresses in 

the host field suggest using IPs instead of 

domain names to avoid detection. 

uri_query 

 

 
 

The query string in the 

URI 

 
 

SQL Injection (SQLi): Malicious SQL 

statements embedded in query parameters.  

XSS: Script code embedded within the 

query parameters. 

Cookies 

 
 

HTTP cookies sent in 

the request 
 

Session Hijacking: Suspicious or 

duplicated cookie session IDs might 

indicate session hijacking attempts. 

http_version 

 
 

The HTTP version used 

(e.g., HTTP/1.1, 

HTTP/2) 

Protocol Abuse: Unusual or inconsistent 

HTTP versions might indicate attempts to 

exploit specific protocol vulnerabilities. 

server_name 

 

 
 

The server's hostname 

 

 
 

Phishing/Malware Hosting: Non-standard 

or suspicious server names might indicate 

phishing sites or malware-hosting 

domains. 

Connection 

 

 
 

HTTP connection 

control options (e.g., 

keep-alive, close) 

Denial of Service (DoS): Abusive use of 

connection control options might suggest 

attempts to exhaust server resources. 
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Table 2-2. Key Features for Detecting Web Attacks in http.log. 

In addition, modeling and time series forecasting can help predict network trends 

or a security issue, which maintains a proactive cybersecurity approach (Andrews et al., 

2019). Employing time series forecasting to analyze past network traffic data enables the 

security team to spot cyclical patterns, seasonal variations, or random events that may 

predict an attack. For instance, abrupt changes in traffic types or the gradual growth of 

HTTP errors may indicate an upcoming DDoS attack or vulnerability assessment. This 

method enables organizations to counter new threats by anticipating attack periods, 

resource utilization, and response time. 

Feature Description 
Potential Web-Based Attacks/Malware 

Detected 

content_encoding 

 
 

Type of encoding used 

for the HTTP response 

body 

Malware Obfuscation: Unusual or 

unexpected content encoding types might 

indicate obfuscated malware. 

tls_version 

 
 

The TLS version used 

for securing the 

connection 

SSL Stripping: Requests using outdated or 

insecure TLS versions might indicate SSL 

stripping attempts. 

id.orig_h and 

id.resp_h 

 
 

Originating and 

responding to IP 

addresses 
 

Botnet C&C Communication: Repeated 

connections to specific IP addresses 

associated with known botnet Command 

& Control servers. 
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When integrated with real-time network monitoring, time series analysis helps the 

SOC improve threat prediction and prevent security threats proactively (Karie et al., 

2022). Zeek’s logging strength, versatility, and modularity make it an essential tool for 

network security operations, data security assessment, and ML applications. However, to 

leverage these features, SOC teams need to focus on and analyze volumes of data 

collected by network monitoring tools. Analytic triage is critical here as it helps SOC 

operations filter and investigate threats effectively. 

2.3 Overview of Analytic Triage in SOC Operations 

In the constantly changing world of cybersecurity, the SOC is the hub for an 

organization's digital defense. The SOC is not just tasked with watching security 

incidents; it is charged with the routine of detecting, analyzing, and responding to 

security threats. Its mission is accomplished through a multi-tiered strategy that 

safeguards the organization's assets, essential network infrastructures, and sensitive data. 

Although no security investment can guarantee absolute protection, a well-designed SOC 

enhances an organization's capacity to prevent significant breaches (Safitra et al., 2023). 

A SOC is intended to enhance operational efficiency with the help of incident and 

problem management processes, which are process-based and flexible frameworks that 

bring together various people and knowledge to ensure the proper handling of incidents. 

There are no barriers in terms of communication, and thus, the SOC team can coordinate 

the right actions at the right time and place. Sustaining the efficiency and efficacy of the 

incident response processes remains a core value in SOC’s functional landscape 

(Onwubiko, 2015). 
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The core of SOCs revolves around analytic triage. SOC personnel rapidly assess 

security incidents, sorting through massive amounts of log data and taking prompt action. 

They skillfully process and shape this data to meet the critical needs of the SOC's 

mission. A detected event serves as an investigative lead that requires further 

examination. Threat detection and alerting are key responsibilities of analytic triage, 

which is why this chapter begins by focusing on them as a foundational aspect of this 

research. Alerting is no longer limited to the SOC; it is a task spanning the layers of the 

SOC's defensive continuum against hackers. 

2.3.1 Security Functions within a SOC 

Figure 2-3 illustrates the core functions that an organization deems essential for a 

SOC. This understanding enables the depiction of the multi-layered approach used, which 

SOC analysts must adapt to effectively identify and mitigate threats (Vielberth et al., 

2020). 

 

Figure 2-3. Security Functions in the SOC, adapted from Vielberth et al., 2020. 

The SOC Manager is at the top of the SOC organizational structure and oversees 

the day-to-day functions of SOC operations. This position reports directly to the CISO, 
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with the primary responsibility of ensuring that the SOC aligns with the organization's 

broader security objectives. One of them is by means of the SOC’s incident response 

procedure. The SOC Manager must ensure that this process must be made easier. Another 

important participant in the incident response process is the Incident Response 

Coordinator. The Incident Response Coordinator monitors the alert and escalation 

process in the SOC (Vielberth et al., 2020). 

A typical SOC is structured in a three-tier format. The first echelon is called Tier 

1. This layer acts as the first line of defense, responsible for monitoring security events 

and related activities. Tier 1 accomplishes this through automated tools and a dash of 

human intelligence. In these situations, when an alert is triggered, the investigators 

usually engage in "pivoting." This involves meticulously examining logs to ascertain 

real-time status. Most of the incoming alerts get resolved at this level. However, suppose 

the alert cannot be resolved, and the suspicious activity appears potentially hazardous. In 

that case, the alert is escalated to Tier 2, which manages more complex issues and 

conducts thorough root-cause investigations. Identifying the root cause is a key 

responsibility of Tier 2. 

Malware Analysts play a crucial role in identifying Indicators of Compromise 

(IOCs) from malicious software and support an organization’s security posture. They 

collect and analyze malware specimens using specific tools to understand their behavior, 

including file hashes, IP addresses, and interactions. These IOCs are then passed on to the 

SOC team to set up detection standards and improve the overall security of an enterprise. 

Working with forensics specialists and malware analysts helps track back attacks, prevent 

threats, and strengthen protection against potential threats. 
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SOC operations encompass more than just the technical capabilities that support 

the SOC and its threat response efforts. They also benefit from the involvement of the 

organization’s Security Architect and Security Consultant positions that are central to the 

overall security strategy. The Security Architect builds and constructs the security 

framework. At the same time, the Security Consultant provides guidance to the SOC to 

increase effectiveness and ensure that the SOC’s performance is aligned even closer with 

the organization’s security goals. 

Effective SOC operations rely on collaboration. SOC staff must work closely and 

in a coordinated fashion to achieve their goals. SOC staff must work collaboratively and 

in a coordinated manner to achieve their objectives. Internal teams often need to engage 

directly with external partners and, at times, even with adversaries to address threats and 

manage incidents effectively. This is a very literal form of collaboration, but the SOC 

must also expand its collaborative efforts to handle incidents efficiently and effectively. 

The SOC must function as a true team player, both internally and externally. 

At the top, the CISO directs SOC’s operations. CISO maintains SOC’s synchrony 

with the company’s security plan and skillfully manages resources, staff, and resources 

required for effective SOC operations.  

Once an event is identified, the Incident Responder becomes responsible for 

control, eradication, and closure. SOC analysts work together with Incident Responders 

to determine which systems are affected and isolated. Together, they locate the threat, 

ensure its eradication, and restore normal working of the system.  

SOC operations are based on the incident response life cycle and are designed to 

correspond to this process. There are five key phases: Preparation, Detection and 
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Analysis, Containment, Eradication and Recovery, and Post Incidents. The first of these 

is preparation, which includes administrative and technical activities that prepare the 

SOC and its staff for incidents.  

The next two phases, Detection and Analysis and Containment, rely on a 

combination of technical tools and the expertise of SOC personnel to manage and control 

incidents effectively. The final two phases, Eradication and Recovery and Post-Incident 

Activity, are primarily overseen by the SOC manager, with the goal of ensuring incidents 

are properly addressed and mitigated (NIST, 2012). 

  

Figure 2-4. NIST Incident Response Lifecycle, adapted from NIST, 2012. 

In the initial Preparation phase, SOC teams construct a thorough log analysis 

framework. This framework makes data from diverse sources like systems, networks, 

apps, and cloud services. Tier 1 analysts perform the critical groundwork of configuring 

the Security Information and Event Management (SIEM) system to ensure proper log 

integration. However, log integration is far from the final step in the process. The SOC 

team enhances the log data beyond what is possible with the SIEM alone. 

The phase of Detection and Analysis entails constant surveillance of alerts from 

the Tier 1 analysts. These analysts strive to ensure that any genuine threats are detected 
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and escalated in a timely fashion while filtering out false positives. Since ML systems 

have been integrated into SIEM platforms, the efforts to triage alerts have noticeably 

improved. Alert fatigue has become less of an issue as modern SIEM systems have taken 

on a significant portion of the triaging workload, handling it efficiently (Chhetri et al., 

2024). When an alert is escalated, it's now done with greater assurance that the incident 

really is an incident. Alerts that are escalated go to a team of Tier 2 analysts, who have a 

greater set of tools at their disposal and work at a deeper level to see what the potential 

problem may be. 

There are three distinct phases to the structured approach the incident response 

team takes to manage cybersecurity breaches: containment, eradication, and recovery 

/post-incident analysis. These phases allow the organization to handle violations and deal 

with them appropriately. The organization adapts to security events, and the organization 

can get into the system securely and effectively. 

The containment phase is the most important phase of the incident response 

process. In this stage, the incident response teams move fast to identify the affected 

systems and remediate any underlying issues to strengthen the organization’s protection. 

Containment also focuses on preventing the incident from spreading to other systems or 

users. Different measures are applied depending on the type of event and the systems that 

are affected, which may include disconnecting the affected systems, for example, pulling 

the plug on a computer or denying access to the server room. In other words, the response 

may call for decisive action to contain the threat most effectively. 

Once steps to manage the situation are set in place and the urgent peril is 

contained, the incident response team progresses to the next stage: eradication. This 
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phase focuses on the analysis of the incident to understand its basic characteristics and 

the actions and strategies of the perpetrators. The team tries to understand the motive 

behind the attack; this is a crucial step because if we get the assessment right in this phase 

but fail to identify the root cause, we may shift the attackers’ focus – not actually 

addressing the problem and giving a similar opportunity to the attackers in the future. 

This may involve eradicating viruses, shutting down loopholes, and enhancing 

security measures to avoid such a disaster in the future. When the incident response team 

considers that they have dealt with the threat, they move to the recovery and post-incident 

phases. This stage focuses on restoring the systems to their normal functioning in 

addition to making sure that there are no signs that a cyber-attack occurred. The incident 

response team tries to bring the systems back to their normal state, and they may add 

more security measures to check if there are still threats present in the system. 

Moreover, conducting a post-incident analysis is essential if an organization aims 

to learn from what happened. The team that responds to an incident must then go back 

and perform an "After-Action Review" to see how well they did and to figure out what 

they can do better next time. They need to inform and update plans for responding to 

incidents, amend policies related to security, and better train the staff members and 

employees. They must accomplish all of this to enhance the organization's resilience 

against future challenges. 

2.3.2 Integration of ML in Analytic Triage  

Describing the basic responsibilities and cycles of SOC action and incorporating 

ML is a new step in addressing the increasing load and complexity of threats. Not only 

does ML make SOC operations easier, particularly the triage, but it also increases the 
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overall effectiveness and accuracy of log analysis. At first glance, applying a ML 

approach to logs, including Zeek logs, seems to offer several benefits.  

Certainly, most of the contemporary research emphasizes the improvement of 

operational efficiency if SOCs were to begin applying ML methods to the log analysis 

dilemma. Nevertheless, this promise is only actualized if SOC analysts possess a firm 

grasp on how to properly apply ML techniques and comprehend the depth, context, and 

ramifications of the log data with which they are working. Comparable improvements 

can be achieved by focusing on straightforward tasks, allowing SOC teams to become 

familiar with fundamental ML techniques that are applicable in real-world operational 

environments. 

In addition, the employment of ML models for the automatic identification of 

threats and their preliminary evaluation relieves a great amount of mental stress from the 

analysts in SOCs. This allows SOCs to switch their human personnel to high-importance 

security incidents – a feat that most SOCs need to achieve with increased effectiveness. 

Another strong suit of the ML models is the capacity of the model to adapt to 

changes in the threat landscape. New threats and new threats are the norm rather than the 

exception, which means that the SOC must develop new active countermeasures. 

Nevertheless, SOC analysts are limited by the amount of intellect that the SOC has at its 

disposal; in contrast, ML models keep on learning from new patterns, whether they are 

normal or malicious, and improve their detection over time. These models also show 

an enhanced ability to reason flexibly, which leads to more accurate and risk-aware 

decisions for the SOC. 
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Incorporating machine learning into SOC operations also promotes a more 

sophisticated, intelligence-driven approach to security. Effective security is not solely 

about detecting and preventing breaches; it involves understanding and shaping the 

security environment in a way that prevents threats and attacks from emerging in the first 

place (Ibrahim et al., 2020). If attacks do occur, the focus is on identifying and stopping 

them early in their development. Prospective adversaries do not offer SOC teams a clear 

path to easy victory; they strive to outsmart and outmaneuver the defenders. 

The subsequent section will look at the benefits that SOCs accrue regarding the 

use of ML. The focus will primarily be on two aspects: how speed and precision are 

influenced by ML and how they enhance decision-making. Use cases of ML applications 

in the SOC environment will be presented, along with a description of the impact of these 

solutions on performance indicators and the enterprise's security posture. Finally, the 

difficulties and other challenges associated with deploying such advanced technologies 

will be examined to gain a deeper understanding of their effectiveness and overall utility. 

2.4 Benefits of ML in SOC Operations  

In the contemporary environment of cybersecurity threats, SOC faces challenges. 

They are expected to achieve more with fewer resources while managing an ever-

growing volume of security events. In addition, they must manage an even more complex 

primary defense security stack. Even more concerning, security adversaries have 

advanced their strategies and methodologies to unprecedented levels. It is, therefore, 

unsurprising that SOCs consider ML a viable solution in today's expansive and modern 

digital landscape. It is noteworthy that ML is most effective for enhancing operational 

productivity and automation (Rowan, 2023). 
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One of the key advantages of incorporating ML within SOC operations is its 

capacity to detect suspicious activity rapidly and accurately (Ibrahim et al., 2020).  They 

provide much more actionable intelligence in real-time rather than working with the 

information at a later stage, which is why SOCs are now deploying ML with much 

greater regularity. SOCs have been doing something like what these ML algorithms are 

doing: sifting through enormous volumes of data to uncover the nuggets that represent 

genuine threats. But now, with ML systems, they can accomplish this task much faster 

and with the kind of efficiencies and threat tie-ins that are decidedly more advanced than 

what was feasible in previous years.  

Along with bolstering the current detection abilities, ML also helps optimize 

operations by automating repetitive tasks that involve the same actions being done 

repeatedly yet often call for some degree of human discernment to carry out. When a 

SOC leverages ML for this kind of routine work, establishing an "automated SOC" 

doesn't mean human analysis must be eliminated from the process. Rather, these 

individuals can concentrate on more intricate problems that require human visual insight 

to identify and resolve. 

Additionally, ML empowers the SOC to operate from a proactive position instead 

of merely reacting to security incidents once they've transpired. Predictive analytics can 

foretell potential security occurrences based on historical data and patterns. Armed with 

these forecasts, organizations can better anticipate which security events will attempt to 

infiltrate their system and take measures to avert those events from escalating. 

2.4.1 Enhancing Threat Detection 
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For Tier 1 Analysts, the RF model enhances the precision of alert triage. They can 

identify patterns in data with greater exactitude than manual techniques. RF models 

trained in historical data recognize numerous benign activities—such as the routine 

updating of systems or innocuous port scans—that may otherwise trigger a false alarm. 

The studies show that the integration of RFs and other ML models into SOC can diminish 

false positives (Ibrahim et al., 2020). This is because RF models and other ML tools 

continually adapt to evolving data patterns. When these models rank security alerts by 

severity, they guarantee that only the most critical cases get escalated from Tier 1 to Tier 

2 Analysts. These models enhance the detection process by accurately identifying 

suspicious traffic and reducing false positives. 

Tier 2 Analysts can use the LR models to enhance threat identification since the 

models perform a large amount of data analysis and provide IOCs within a short time. 

LR, a linear model, is quite effective in identifying anomalies in the traffic flow of the 

network. For instance, a Tier 2 Analyst, when analyzing a downloaded file that they 

suspect to be malicious, can use LR to predict the probability of the file being malicious 

given certain characteristics, which would take a lot less time to do. Not only does such 

automation increase response time, but it also enables analysts to address more incidents 

with increased accuracy (Chiramdasu et al., 2021). 

The most complex and difficult cybersecurity threats are handled by Tier 3 

Analysts, who possess deep expertise in detecting and analyzing APTs using RF models. 

These models analyze data from various sources, such as network logs and DNS queries, 

to detect unusual patterns. APTs can be especially challenging to identify because they 

often leverage previously unseen traffic. However, by using ML to establish a baseline 
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for normal network behavior, deviations can be detected more accurately, even when 

facing new, stealthy threats (Sakthivelu & Kumar, 2023). 

Moreover, Threat Hunters, who meticulously uncover subtle or concealed threats, 

gain considerable advantage from employing ML models, such as RF, in their work. 

These models can scour through massive amounts of data to detect the most 

inconspicuous of changes—anomalies that may sometimes be no more than a few bits 

altered in a file—which could signify potential threats, APTs, or zero-day attacks. Much 

like any adept learner, the model improves its abilities by incorporating the new data that 

accumulates as the day, week, or month advances. 

Security professionals and vulnerability assessment specialists can incorporate RF 

and LR into tools that automatically assess and prioritize infrastructure weaknesses. 

These models can identify which vulnerabilities are most likely to be exploited based on 

patterns in network traffic and known behaviors of threat actors. As a result, they enable 

Security Engineers to more effectively allocate resources—specifically, the personnel 

needed to apply patches—where they are most critically needed. In doing so, they help 

enhance the overall security stance of the infrastructure (Kia et al., 2024). 

The SOC can markedly improve its threat detection capabilities by utilizing both 

RF and LR models across diverse roles - from entry-level Tier 1 Analysts to seasoned 

Tier 3 Analysts and Security Engineers. These two analytical techniques aid in 

prioritizing alerts, investigating incidents, and identifying sophisticated threats. Not only 

do they help sustain operational effectiveness, but they also enable the SOC to route 

threats to the suitable human resources in its security structure in a more practical 

manner. 
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2.4.2 ML to Mitigate Alert Fatigue and Improve Decision Making 

Incorporating ML into SOCs assists in managing the ever-increasing number of 

alerts. SOCs are bombarded with more intricate alerts, and they must address those in a 

timely manner. Simply dealing with the escalating alert level is not sufficient; SOCs must 

also enhance their triage process. This is where ML can be invaluable - an alert that is 

prioritized as more severe should be addressed immediately. Human triage is more 

effective when supported by ML. After all, human analysts can only handle so many 

tasks before inevitably making mistakes. 

The ceaseless flood of alerts and the sheer volume of data that security analysts 

routinely confront is a direct consequence of the ever-more intricate and abundant 

contemporary cyber threats. Security operations must grapple with massive amounts of 

information, carrying out the vital functions of monitoring, detecting, and responding to 

threats. However, these operations are also resource-intensive, and for many 

organizations, they have become an overburdening strain on limited budgets (Jeffrey et 

al., 2023).  

ML offers not only a solution to mitigate fatigue and overload but also to enhance 

the accuracy and overall efficiency of the SOC. It accomplishes this in two ways - by 

triaging alerts and processing data. Despite their exhaustion, security analysts must 

persist in their work, and more resource-efficient tools are needed to upgrade the SOC to 

a future-ready posture. 

2.4.3 Improving Incident Response Times 

The Incident Response process benefits from ML as it increases the speed and 

efficiency of the process. This is made possible using activities like the prediction of 
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remediation actions based on historical data relating to the current incident. For instance, 

if an RF model identifies some software that the system knows to be malicious, then 

quick intervention is vital. The RF model can suggest countermeasures, for example, 

disconnecting the affected system from the network or rolling back its state to the time 

before the attack, using successful previous countermeasures (Jacobs et al., 2020). 

The proficiency of ML algorithms in managing and analyzing immense amounts 

of data far surpasses human capabilities (Khanal et al., 2020). This is profoundly crucial 

in contemporary cybersecurity, where the overwhelming quantity of data from systems 

like intrusion detection tools can and does inundate human analysts. Action must be taken 

with all that data, as network logs from systems like Zeek weave a comprehensive 

story—yet the human element of cybersecurity captures only a small portion of the 

narrative. That's because humans can only do so much filtering, and without the filtering 

that these tools provide, most of the data would languish. With their filtering capabilities, 

the ML algorithms have exhibited remarkably high precision in processing certain types 

of logs, and those logs are not as rich as the potential for other kinds of logs (Ramezany 

et al., 2022). 

In addition, ML can identify complex patterns and rare events in the network that 

may be an indication of a security threat. Such events are not easily recognizable by 

human analysts, particularly when they are overwhelmed by the massive amount of 

information that contemporary networks produce. For instance, RF models have shown 

high levels of effectiveness in identifying and classifying emerging variants of web-based 

attacks that may go unnoticed (Aklizi et al., 2024). Thus, the presented ability to provide 

insights into previously hard-to-detect types of web threats underlines the significance of 
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the feature space selection and the choice of the ML model in defining the effectiveness 

of the system in detecting malicious activity. 

Initial threat detection and triage can be handled by using ML algorithms. The 

remarkable advantage of these algorithms is their incredible speed. Employing them 

boosts our response to cyber incidents immensely. They aid us in promptly pinpointing 

the worrying issues and leaving the less urgent matters for later attention. We could also 

say these algorithms help us prioritize our threat response. When dealing with a cyber 

incident, we certainly want to handle it in a way that we can feel satisfied with, evading 

any feeling of remorse for not having managed it better (Apruzzese et al., 2022). 

One key advantage of ML is the consistency it brings to data processing and 

analysis. No matter the knowledge and experience level of human analysts, they're bound 

to make errors, especially when fatigued or overwhelmed by numerous alerts. Human 

decision-making in threat assessment can be compromised by biases, such as focusing on 

irrelevant features or being influenced by unrelated anomalies. In contrast, ML models 

maintain consistency across all data points, mitigating these biases and enhancing the 

accuracy of threat detection. 

SOCs effectively utilize ML models, such as Logistic Regression and Random 

Forest, to ensure consistent and efficient analysis of HTTP traffic using comparable 

feature sets. 

2.5 Limitations of Implementing ML in Cybersecurity 

Even though the integration of ML has incredible potential to enhance the 

efficacy and productivity of cybersecurity, it is not easy to incorporate it. The largest of 

these is the inherent challenge of understanding the decision path of models like the RF. 
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Although it is more interpretable than other ensemble methods, critics still argue that it is 

still a “black box.” In some SOCs where staff must defend their actions, that lack of 

transparency could easily turn into a lack of trust, meaning that while ML’s 

recommendations and predictions could be made, they are not fully actionable. This 

might cause some uncertainty, and the security teams may not fully rely on the ML 

recommendations, which can affect the operational performance of the SOC (Andrews et 

al., 2019). 

One issue is the susceptibility of RF and LR models to adversarial attacks. 

Nefarious individuals can manipulate an innocuous input for the model to misclassify, 

causing the model to misidentify malevolent activity as benign (or vice versa). For 

example, slightly altering the traffic data fed into the model can yield a completely 

different output, a perilous disconnect between the input and the actual nature of the 

activity. Adversaries in cybersecurity exploit vulnerabilities in ML algorithms, allowing 

them to re-enter the threat landscape. This exploitation underscores the importance of 

developing robust ML models to maintain effective defenses. Adversarial attacks on RF 

and LR models could, for instance, introduce an incorrect baseline for the inherent weak 

linkages those models make, substitute false traffic for real traffic, or force an erroneous 

association with a type of real traffic. 

Acquiring reliable data and maintaining its accessibility present considerable 

obstacles. Both RF and LR models demand extensive, high-grade datasets for precise 

training. This necessity is problematic because, in the cybersecurity field, datasets are 

often incomplete, biased, or a combination of both. Zeek HTTP logs, a prominent source 

of training data for cybersecurity models, contain threats that go unnoticed in otherwise 
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secure environments. Noise (false positives) and low-quality data can lead to models in a 

state of overfitting, resulting in subpar detection performance. Mitigating SOC team alert 

fatigue necessitates that cybersecurity models operate effectively. 

In the end, integrating ML models—like RF and LR—into current SOC 

workflows can cause operational hassles. These models demand near-fundamental 

changes to established SOC tools and processes. The work SOC teams currently do with 

their existing processes and tools must somehow be carried out with the new model 

outcomes as well. This may require a novel method for the SOC. When such changes are 

initiated by upper management, it is essential to involve the frontline personnel in 

decision-making processes to determine the most effective implementation strategies. 

Without this collaboration, there is a risk that the integration of new ML tools and 

the interpretation of model outcomes may be dictated more by higher-level management 

than by those solely responsible for day-to-day operations.  

Furthermore, the introduction of these sophisticated technologies demands the 

acquisition of new skill sets within the SOC team, adding another layer of complexity to 

the integration process (Paleyes et al., 2022). 

2.5.1 Challenges with Data Quality and Quantity 

Obtaining and preparing high-quality data for effective model training is a 

substantial obstacle in applying ML to cybersecurity. The models that have generated so 

much anticipation require significant amounts of precise data to illustrate the varied 

threats they may encounter. Regrettably, in the cybersecurity field, the available data is 

frequently of inferior quality and commonly disclosed under conditions that offer little 

genuine understanding of the actual threats present during data collection (Sarker, 2023). 
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The direct influence that the quality of training data has on the performance of 

ML models is widely acknowledged. Quality pertains to the accuracy and completeness 

of a dataset, indicating its suitability for training purposes. If a dataset is substandard, that 

will unavoidably surface in a model's performance somewhere. The model may either 

severely underfit or, conversely, achieve the opposite of its intended purpose: effectively 

identifying major threats while producing an overwhelming number of false alarms. 

Additionally, the challenges associated with data quality necessitate a robust 

strategy for feature engineering as a resolution. If enterprises aim to leverage ML to gain 

an understanding of cyber threats, they must first surmount the constraints of their 

datasets. They need to construct more resilient features from their data—in other words, 

they must more precisely and thoroughly depict the types of cyber threats they are 

confronting. This can be attained with fewer features extracted from pristine, high-caliber 

data or with more features derived from a more chaotic dataset. Regardless, this is a 

pivotal stride in guaranteeing that their ML models function efficiently and advance the 

kinds of insights that human operators require. 

Integrating ML into SOCs provides more than just improved threat identification. 

It lightens the substantial workload on analysts by automating monotonous tasks and 

furnishing more lucid insights, diminishing the strain of overseeing countless alerts and 

discerning trends in massive datasets. This enables analysts to concentrate on duties of 

higher importance and function more productively in a less disorderly setting. 

2.6 Addressing Gaps in Domain-Specific Feature Engineering 

Although advancements in machine learning have enhanced security operations, 

many approaches still depend on basic feature selection methods, often overlooking the 
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potential improvements that can be achieved by incorporating domain-specific 

knowledge. The absence of such a feature limits the effectiveness of ML models in 

identifying complex cyber threats. Andrews et al. (2019) highlighted the importance of 

feature selection while pointing out that feature engineering requires a much deeper 

incorporation of domain knowledge to be further developed. 

To address these drawbacks, this research work aims to propose a more elaborate 

and domain-specific approach to feature engineering in HTTP-based IDS systems. This 

study aims to improve the identification of complex and new cyber threats by integrating 

domain knowledge with ML approaches. Sarhan et al. (2024) stress that the role of 

specific features in increasing the accuracy of detection is critical, thus highlighting the 

importance of fine-grained, domain-specific feature engineering.  

In the domain of Zeek HTTP logs, this research proposes new transformations 

and feature engineering techniques to enhance detection. The paper focuses on the 

modern ML algorithms, namely RF and LR, that are trained and optimized to detect 

various sophisticated cyber threats. These models are accurate while being flexible 

enough for practical usage due to proper preprocessing pipelines – imputation, scaling, 

and encoding. This approach addresses issues recognized in prior works, offering a more 

robust model that is better suited to deal with the dynamics and uncertainties that are 

characteristic of real-world cybersecurity environments. 

In addition, assessment metrics and attribute significance analysis are used to 

provide an overall evaluation of the model performance. This investigation aims at going 

beyond the mere enhancement of the model’s performance; it strives to reconcile theory 

with practice. By linking the detection results to concrete mitigation strategies, the 
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research aims to make its findings applicable in both academic and real-world settings. 

Thus, this research contributes to the ongoing process of developing a response to the 

rapidly growing nature of cyber threats by presenting a novel and feasible detection 

framework for use in practice. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



38 
 

Chapter 3—Methodology 

3.1 Introduction 

The complexity of HTTP-based cyber threats has diminished the effectiveness of 

conventional signature-based IDS, necessitating the integration of predictive analytics 

within an ML framework to enhance modern IDS. The proposed approach is grounded in 

an in-depth understanding of current cyberattack techniques, ensuring alignment with 

emerging and evolving threats.  

This paper explores enhancing IDS using RF and LR ML techniques to tackle the 

growing complexity of HTTP-based threats. It provides a comprehensive overview of 

data acquisition methods, highlighting the importance of feature extraction and selection 

to achieve effective supervised learning outcomes.  

3.2 Zeek Implementation and SIEM System Integration 

Zeek is a widely used network monitoring tool in enterprise SOCs, providing 

detailed logs by analyzing mirrored network traffic. Zeek stores those logs in a 

predetermined directory on the server, and an enterprise that uses the tool can ingest the 

logs into its SIEM system. After being ingested, the logs can then be queried for specific 

contents or patterns. Analysts can also use log information to create pie charts, bar 

graphs, and line graphs that visualize data points or features of the network traffic. 

However, Zeek's ability to analyze and generate large volumes of complex 

information can easily overwhelm organizations without proper data management and 

analysis methods. 
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The large amount of data that Zeek can produce may cause issues with storage 

and computational resources. This is because it is not always easy for organizations to 

store, process, and analyze large volumes of data within a reasonable time to enable early 

detection and prevention of threats, and this may lead to networks being open to new 

threats (Moomtaheen et al., 2024).  

ML has the potential to enhance Zeek's capabilities and address its limitations in 

data management and threat identification. Additionally, signature-based systems often 

struggle to detect new and sophisticated attacks that diverge from known patterns, 

leaving networks vulnerable to emerging threats (Markevych & Dawson, 2023).  

Figure 3-1 exhibits a standard corporate network with strategic positioning of 

Zeek sensors, highlighting their role in enhancing network visibility and security 

monitoring. 

 

Figure 3-1. Corporate Network with Zeek Sensor Placement. 

When implementing network security safeguards akin to Figure 3-1, incoming 

internet traffic is first routed to a perimeter firewall and router. These devices enforce 

security policies by filtering out malicious data while allowing approved data to reach the 

internal network.  
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When accessing the internal system space, a network switch provides the 

necessary integration between the devices, and data transfer occurs. Following this is a 

proxy server that monitors incoming requests by filtering out irrelevant data or storing 

relevant information as appropriate to ensure security and confidentiality. Once the proxy 

server has processed the requests, they exist within the system environment and pass 

through another switch before reaching the Switched Port Analyzer (SPAN) port. 

Specific to this port, it is a monitoring tool that replicates and reroutes traffic to the Zeek 

Sensor for analysis and logging.    

Last of all, traffic gets to the client's Local Area Network (LAN), which is the 

interconnection of devices within the internal network topology. The Zeek sensor plays a 

critical role in this process flow sequence. It constantly analyzes the traffic flow, delivers 

detailed insight, and records significant network activities to improve security assessment 

and mitigation (Rodríguez et al., 2022). Zeek captures HTTP traffic by analyzing the 

flow of packets in a monitoring point such as a SPAN port or Test Access Point (TAP) 

that represent monitored traffic.  

Zeek's built-in protocol analyzers parse the HTTP protocol to extract key details, 

including request methods, URLs, headers, response codes, and content types. These 

details are recorded in the http.log file, offering insights into client-server interactions, 

requested URLs, status codes, response body sizes, and MIME types. While Zeek is 

capable of monitoring other protocols like DNS, FTP, and SMTP, this research focuses 

on HTTP logs due to the prevalence of attacks waged through HTTP. These logs provide 

valuable insights into deviations, enabling real-time detection of suspicious activities 
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such as nonstandard HTTP methods, malicious downloads, SQL injection, and cross-site 

scripting (Rodríguez et al., 2022). 

Once they are compiled for export in JSON and formatted for use in HTTP logs, 

they can be fed to SIEM for further processing. Through the capabilities of the 

application, Zeek can also be used for breach detection and traffic analysis, and it 

performs forensic analysis functions, which give great insight into the activities taking 

place on the network as well as supporting the security measures being put in place. 

These benefits are further enhanced by the progress of ML technology regarding 

making the examination of network activity data flow analysis more efficient and 

productive. Because of the input capacity and complexity of patterns of ML models, 

these models can effectively detect both new and emerging threats. When the ML 

algorithm is applied to Zeek logs, security analysts begin with easy and efficient 

identification of various anomalies and threats, which makes detection faster and more 

accurate, as noted by Rana (2019). 

3.3 Dataset Characteristics 

Developing ML models for cybersecurity places significant importance on the 

quality of collected data and its classification. This research employs Zeek HTTP logs to 

monitor the normal and adversarial web traffic while evaluating the status of the network 

and the threats. The available malware dataset contains HTTP traffic patterns associated 

with known malware groups that have their unique signatures. 

 Malware datasets encompass various indicators, such as unusual headers, 

unconventional HTTP methods, and encrypted command-and-control (C2) 
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communications, to train ML models for threat detection. Examples of malware, 

including njRAT, Geodo/Emotet Botnet, and Dridex, exhibit indicators like HTTP POST 

requests, nonstandard ports, and anomalous headers. These traits are important in feature 

engineering as the characteristics outlined above are key to improving the effectiveness 

of ML models in identifying malicious behaviors. 

 The benign dataset, derived from browsing sessions on one thousand popular 

websites (as per Alexa rankings), mimics normal web surfing behavior to provide a 

baseline for benign HTTP traffic. The benign traffic dataset used for this analysis is 

provided under ZeekHTTPNormal.csv. It was produced by imitating the normal use of 

the website. This dataset includes one thousand popular sites per Alexa. These 

simulations were done using the Kali Linux operating system and the Ice weasel as the 

web browsing tool. The traffic samples represent Internet activities that compose the non-

malicious part of the data sets. The dataset mimics normal users’ interaction as it gathers 

data from visited websites, allowing the identification of benign and malicious HTTP 

traffic. 

On the other hand, a malware dataset ZeekHTTPMalware.csv consists of samples 

from known HTTP-based malware categories, providing a variety of unusual behaviors 

needed to teach the algorithms to recognize suspicious security threats. This diversity 

enriches the data set, adding to the general capabilities of the models to handle new 

threats they have not encountered during their training period. This makes the transition 

smoothly from the analysis of the malware activities to the larger look at the feature 

engineering laid out here. As such, it emphasizes the practicality of the knowledge of 

these activities in the realm of cybersecurity. 
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3.3.1 Data Collection  

Data acquisition and data pre-processing form the core part of training an ML 

model, which are essential steps in developing ML models for cybersecurity. This study 

utilized Zeek HTTP logs to examine both legitimate and malicious web traffic. These 

logs are incredibly valuable for analyzing network activity, as they capture 

comprehensive details about HTTP transactions, such as request methods, response 

codes, and payload sizes—all crucial elements for identifying patterns linked to cyber 

threats. Table 3-2 shows an overview of Zeek HTTP Datasets. 

Dataset Type  
 

Records File Size Description Split Allocation  

Zeek Benign 
HTTP log 104,793 30.47 MB 

Generated from 
verified sources 
in controlled 
testing 

 

 

Zeek Malicious 
HTTP log 104,793 36.91 MB 

HTTP traffic 
from various 
malware families 

 

 

Total 
Combined 209,586 67.38 MB 

Equal distribution 
of benign and 
malicious traffic 

Training: 167,669 
Testing: 41,917 

 
      

Table 3-2. Overview of Zeek HTTP Datasets. 

These datasets, benign HTTP and malicious HTTP from Zeek have an equal 

record size of 104,793 records each. File sizes are adjusted according to the volume and 

type of data present in the datasets. The data in benign sessions is comparatively less 

complex and more coherent, making the total file size of the saws to be 30.47 MB. 

Benign traffic is characterized by the variability of the response sizes, header 

information, and content transfers, which must occupy less space on average.  
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The Zeek Malicious HTTP dataset captures diverse malware behaviors, including 

unusual HTTP requests, encryption patterns, and erratic communication flows, providing 

critical insights for training ML models. Malicious behaviors often follow complex tiers, 

which contain multiple layers, task unpredictability, both in HTTP requests and headers, 

encryption, and unspecified patterns in the C2 communications. These unique attributes 

and larger data payloads for interacting with a malicious nature culminated in a larger file 

totaling 36.91MB. The variation in size reflects the intricacy of online activity. It 

typically generates lengthier logs due to the unusual and erratic nature of cyberattacks 

compared to the simplistic and uniform patterns observed in benign online traffic. 

3.4 Rationale for Choosing ML as the Core Methodology 

As threats increase in the cyber world, relying solely on signature- and rule-based 

security mechanisms is not enough to protect against emerging threats. These traditional 

methods are, by their very nature, a reactive paradigm that depends on the identification 

of specific patterns of threat or specific rules to identify other malicious activities (Guo, 

2023). 

ML addresses the limitations of traditional methods by analyzing large datasets 

and identifying complex patterns indicative of cyber threats (Talukder et al., 2024). When 

used for the acquisition of knowledge, these algorithms can point out known and novel 

risks, thus fulfilling the role of an anomaly and non-conformity detector. This remains 

particularly important given the fact that cyber attackers remain ever inventive in their 

ways of evading traditional forms of protection. 

In this study, ML strategies like RF and LR are utilized to bolster the detection 

abilities and productivity of IDS. RF excels in identifying complex nonlinear 
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relationships in HTTP traffic, while LR provides an interpretable approach for analyzing 

key features like status codes and request methods. 

El-Taie and Kraidi (2023) demonstrated that these techniques improve accuracy 

in detection and computational efficiency by excelling in forecasting situations with 

cybersecurity datasets.  

Additionally, current cybersecurity strategies require models that can learn from 

updated information to adapt to threats, such as ML models. This is particularly 

important in handling new and complex threats as they are likely to present themselves. 

This research integrates ML with Zeek HTTP log analysis to develop an improved IDS 

that responds to the dynamic nature of cybersecurity. This approach is consistent with the 

development direction of the cybersecurity field when responding to complex cyber 

threats in real-world scenarios, relying on the use of ML technology. The organizations 

can set up an active and integrated defense system that strengthens network protection 

and transitions from strict rules and conventional signatures to ML solutions.  

This approach reflects the evolving cybersecurity landscape, where the growing 

recognition of ML's role enables real-time detection and response to complex new 

threats, moving beyond reliance on traditional rulebooks and signatures. The solutions 

based on the use of ML technologies are detailed defense strategies that play an active 

role in the formation of a secure network space. 
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3.4.1 ML Models Considered 

Choosing the right ML models is crucial for this research. The goal of this 

research was to use generated HTTP-based Zeek logs to build an accurate detection and 

classification system for malicious HTTP traffic. The methods chosen for this work are 

primarily supervised, meaning they rely on labeled data and make predictions based on 

patterns identified during the training phase. This contrasts with an unsupervised 

approach, which typically tries to identify hidden patterns in unlabeled data. The primary 

advantage of using a supervised approach is the ability to achieve well-defined 

classifications—normal versus abnormal behaviors—with the high level of precision 

required in the cybersecurity domain. 

RF enhances model robustness and generalization by using ensemble learning, 

where multiple decision trees are trained on bootstrap samples. At each node, RF selects 

a random subset of features, reducing tree dependency and improving its ability to handle 

complex, nonlinear relationships (Breiman, 2001). 

3.4.2 Feature Importance 

In the training process, RF uses the concept of variable importance, which is a 

measure of how each feature helps minimize classification errors. This feature 

importance metric is important for determining which features, for example, status_code 

or method for Zeek HTTP logs, are driving the identification of malicious traffic. 

Once it is trained, the RF model undergoes a testing process to evaluate its 

performance. It classifies using a voting mechanism. Each tree in the RF "votes" for its 

predicted class, and the class that receives the most votes becomes the final output of the 
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model. In the case of regression, the RF outputs the average of the projections made by 

all its trees. 

Unlike some classifiers that might reach a solution that is too tailored to the 

training data (and thus not generalizable), the RF mitigates overfitting by combining the 

results of many trees. A tree is a simple model. By averaging the result of many trees, one 

obtains a general output. In cybersecurity, good generality is highly desirable. 

3.4.3 Criteria for Selection of Supervised ML Models 

A few key factors guided the decision to employ RF and LR in this investigation, 

including the dataset's properties, the interpretability of the utilized models, 

computational speed, and their ability to handle class imbalances. These two models were 

selected to address the challenges posed by the Zeek HTTP logs and to optimize the 

performance of the ML system in detecting and classifying suspicious network behavior. 

Zeek HTTP logs contain numerical and categorical features like status_code, 

method, and id.resp_p, requiring ML models capable of handling diverse data types. RF 

was chosen for its ability to accommodate different types of data and for its ability to 

scale big data. The use of feature sets at each level of the RF analysis guarantees that it 

can work with the complexity of Zeek HTTP records without being overwhelmed by 

unimportant or repetitive characteristics (Disha & Waheed, 2022). 

LR is a simple and transparent model that performs well when given a high-

quality dataset and when the relationship between features and the target is clear and 

distinct. The Zeek HTTP logs suggest that certain aspects of the network traffic—such as 

request_body_len or status_code—have associations with the target that can be described 
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as linear. For a binary classification problem, this makes LR an appropriate model to 

apply. Beyond this clear relationship, LR also offers strong interpretability. In many 

cybersecurity applications, predictive performance is critical, but model interpretability is 

equally important. It is highly beneficial if a model can make, or at least mimic, what a 

human expert would consider a rational decision, particularly when challenging network 

activities need to be classified. LR provides this level of interpretability. (Nadella et al., 

2023). 

RF, though more complex, provides valuable insights into the significance of 

features. By evaluating the importance of each feature through ranking, RF offers a way 

to identify which characteristics within the Zeek HTTP logs strongly indicate malicious 

behavior. This understanding can assist in refining detection strategies and improving the 

overall effectiveness of the network security system (Belouch et al., 2018).  

In the context of network security, where timely decision-making is crucial for 

maintaining safety and privacy, online ML models enable the selection of appropriate 

actions due to their computational speed. One of them is LR, which has low 

computational complexity. Therefore, it is suitable for real-time detection where a quick 

decision is needed. Due to its simplicity, LR can process big data quickly; consequently, 

it is useful in identifying potential threats in the early stages and categorizing them 

properly (Aljawarneh et al., 2018).  

While RF requires more computational resources compared to other methods, its 

ensemble setup allows it to deliver impressive accuracy even with intricate datasets 

present. In scenarios where accuracy precedes speed considerations, RF is a tool for 
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identifying advanced cyber threats concealed within extensive network traffic data 

(Belouch, 2018). 

One of the difficulties in cybersecurity involves the disparity between benign and 

malicious activities within network datasets. The RF algorithm was chosen for its 

effectiveness in addressing class imbalances. RF's ensemble method enables it to handle 

datasets by adapting the relevance of minority classes or integrating methods like 

oversampling into its decision trees. This guarantees that the model stays impartial when 

the volume of malicious activities is less than that of benign ones (Disha & Waheed, 

2022).  

3.4.4 Assumptions of LR 

To ensure the validity of the LR model for this analysis, several key assumptions 

were met. The dependent variable is binary, the observations are independent, the log-

odds of the regression are linearly related to the continuous predictors (with those 

predictors being normally distributed), there is no significant multicollinearity, and the 

sample size is sufficient. Additionally, the model assumes that perfect separation among 

the predictors does not occur. Perfect separation can pose a challenge in binary LR 

models. When one or more predictors in the model can perfectly distinguish between the 

two outcomes of the dependent variable, it leads to unreliable odds ratios for those 

predictors. The following sections detail the model's assumptions, explain their 

significance, and provide context for this study: 
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Logistic Regression Assumptions 

Binary Outcome: The dependent variable is binary, classifying HTTP traffic as either 

benign (0) or malicious (1), which aligns with LR requirements (Abu Al-Haija & Al-

Fayoumi, 2023). 

Independence of Observations: Each data point represents an independent HTTP 

transaction, with stratified sampling ensuring no interdependence between observations 

(Šinkovec et al., 2019). 

Linearity in the Logit: Log transformations were applied to skewed continuous features, 

establishing a linear relationship between transformed features and the log odds of the 

outcome (Harris, 2021). 

No Multicollinearity: Variance Inflation Factor (VIF) was used to assess and address 

multicollinearity among independent variables (Marcoulides & Raykov, 2019). 

Sufficient Sample Size: The dataset's large size (over 100,000 records) satisfies the rule 

of thumb for minimum observations needed to minimize overfitting and obtain stable 

coefficient estimates (Šinkovec et al., 2019). 

No Perfect Separation: Analysis confirmed that no predictor variable perfectly separates 

benign and malicious traffic, allowing model coefficients to converge (Šinkovec et al., 

2019). 
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3.5 Research Pipeline 

The research pipeline applied in this study is illustrated in Figure 3-3. It provides 

a step-by-step understanding of how the initial dataset is processed and used to develop 

an ML model capable of discriminating against legitimate and malicious HTTP traffic. 

 

                 Figure 3-3. Research Pipeline 

 The second stage of the pipeline involves data preprocessing, or "log 

normalization," where logs are cleaned and normalized to uncover hidden insights. Key 

preprocessing steps include scaling features to reduce bias, addressing missing values to 

prevent distortion, and trimming outliers to avoid skewing the model. After 

preprocessing, the dataset is split into an 80% training set and a 20% testing set. 

 The algorithms are then trained to recognize patterns, learning to differentiate 

between normal and malicious traffic. The goal is to develop models that can accurately 

predict whether new traffic is benign or malicious. Once trained, the models are 

evaluated using the testing set to assess their accuracy. Strong performance on these tests 

suggests that the models are robust and capable of correctly classifying network traffic in 
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real-world scenarios. This pipeline produces reliable models for detecting and mitigating 

malicious network activity. 

3.5.1 Initial Model Development 

When creating the ML system to identify HTTP traffic, this research focused on 

three key stages: managing absent data, assigning labels, and selecting features using 

domain expertise. These stages established the foundation for model training and 

assessment, following best practices in data preparation. For numerical features like 

request_body_len, response_body_len, and id.resp_p, we filled missing values with the 

median, preserving distribution and variability. For categorical features such as method, 

status_code, resp_mime_types, and orig_mime_types, we used 'unknown' to fill 

in missing values, allowing models to handle these entries without errors. In this research, 

binary classification was employed to analyze the data: 

• Benign Traffic: Label 0, representing standard, non-threatening activity. 

• Malicious Traffic: Label 1, based on known indicators of compromise.  

This approach effectively distinguishes between safe and suspicious network 

behaviors, enabling real-time detection of cybersecurity threats using ML models trained 

on labeled data sets. 

3.5.2 Initial Model Evaluation 

Early-stage assessment of ML models is important since it gauges how well the 

selected algorithms can effectively spot suspicious HTTP traffic. The procedures 

followed to assess the performance of the RF and LR models emphasize the analysis of 

feature importance, confusion matrices, and performance metrics. The evaluation aims to 



53 
 

provide a comprehensive understanding of the models’ strengths and areas for 

improvement before final deployment. 

3.6 Feature Engineering 

In ML, pipeline development, and optimization, feature engineering has a role to 

play by transforming raw data into useful inputs that enhance the effectiveness of the 

models. This research work used feature engineering to improve the chances of 

determining which HTTP traffic is beneficial and which is malicious. The main steps of 

the methodology were outlined, and each step was designed to get as much information 

from the dataset as possible. 

3.6.1  Data Preparation and Initial Splitting 

The process of feature engineering started by getting the dataset first. Combining 

malicious and benign HTTP traffic datasets into one data frame with proper labeling for 

each entry. Before performing any feature engineering tasks on the data to avoid leakage 

of information between them, the dataset was divided into training and testing sets. This 

separation allowed for an evaluation of the model's performance on new data without 

bias. 

3.6.2 Univariate Analysis and Exploratory Data Analysis 

Univariate analysis was performed to explore the distribution and traits of each 

feature by calculating statistical measures like average (mean), middle value (median), 

and spread (standard deviation) for numeric features and examining frequency 

distributions for categorical features individually. Visual aids such as histograms and box 

plots were utilized to spot any anomalies or asymmetry in the data. This examination laid 
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the groundwork for grasping the dataset and steering further work on feature 

enhancement. 

3.6.3 Feature Importance Analysis 

In the feature importance analysis, tests were conducted to determine how various 

features impacted the dependent variable, which in this case was classifying HTTP traffic 

as benign or malicious. 

3.6.4 Feature Creation and Transformation 

The following feature creation and transformation steps were applied to enhance 

the predictive power of the model: 

Entropy Calculations 

Entropy calculations and clustering were applied to identify patterns indicative of 

malicious activity, such as obfuscated URLs. 

Length Features 

Host and URI lengths were calculated to identify complex requests potentially indicative 

of malicious activity. 

Frequency Encoding 

The frequency of each host and URI was determined based on the training data, 

providing insights into the commonality of requests. 

Top-Level Domain Extraction 

Each host’s Top-Level Domain (TLD) was extracted to identify patterns associated with 

specific domains. 
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Binned Features 

Binned features and interaction terms were used to capture distribution patterns and 

complex relationships among features. 

Interaction Terms  

Interaction terms such as request_response_interaction were created by multiplying 

related features to capture complex relationships. 

Clustering  

K-Means clustering was applied to similar requests in groups, and cluster labels were 

added as new categorical features, providing additional context for the model. 

3.6.5 Feature Impact Assessment 

Evaluating and understanding the contribution of each input within an ML model 

is essential. This is especially true when the stakes are high, as in the case of malicious 

HTTP traffic detection. Models can and should be interpretable; otherwise, there would 

be no reason to trust their predictions. Practitioners can either trust models that give them 

some semblance of an understandable reason or opt for models that, even if they do not 

provide understandable reasons, have passed the evaluative tests of providing predictable 

outcomes that are significantly better than chance.  

 Evaluation of feature importance in the models is premised on the fact that some 

features are more influential in predicting outcomes than others or that some features 

introduce unwanted clutter or redundancy to the model’s output results. The idea is that 

a more efficient and simpler model can be developed by identifying the key features 
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without the loss of accuracy levels. This evaluation method consists of such approaches 

as permutation importance and feature importance scores to determine the degree of the 

feature’s impact on the model’s decision.  

The practice of feature impact assessment in this study involved several key steps: 

Permutation Importance 

This method was employed to assess the impact of each feature by measuring the change 

in model performance when the feature's values are shuffled. A significant drop in 

performance indicates that the feature is essential. This approach is model-agnostic and 

provides a robust measure of feature impact. 

Feature Importance Scores 

For the RF model, feature importance scores were derived directly from the model. These 

scores indicate the frequency and impact of a feature being used to split the data across 

all trees in the forest. Features with higher scores are considered more important. 

Implementation 

After training the RF model, the feature_importances_ attribute extracted feature 

importance scores and the permutation_importance function from sklearn. Inspection was 

utilized to calculate permutation importance, offering a complementary perspective on 

feature impact. 
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Visualization 

Bar plots visualized the top features identified through both methods. These 

visualizations represented the features with the highest impact on the model's predictions, 

facilitating straightforward interpretation and analysis. 

3.6.6 Preprocessing Pipelines 

To handle the diverse nature of the features, separate preprocessing pipelines were 

constructed for numerical and categorical data.  

3.6.6.1 Numerical Pipeline 

For numerical features, the following steps were applied: 

Imputation 

Missing values were imputed using the median to avoid biases caused by incomplete 

data. 

Log Transformations 

Log transformations were applied to address skewness in numerical features such as 

request_body_len and response_body_len. 

Standard Scaling  

Standard scaling was used to normalize the data, ensuring that all numerical features were 

on a similar scale, which is essential for models sensitive to feature magnitudes. 

3.6.6.2  Categorical Pipeline 

Two steps were taken to prepare the categorical variables for modeling. First, 

imputation was performed. In categorical features, missing values were imputed with a 
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constant value so that no information was left out during the model development. 

Subsequently, the categorical data was encoded to strings for one-hot encoding to work 

on categorical data properly. 

3.7 Model Development 

To ensure the effectiveness of malicious HTTP traffic detection using the RF and 

LR algorithms, the ML models were meticulously trained, validated, and evaluated. This 

section describes the process of model training in more detail, explains the validation and 

selection approach, and discusses the evaluation metrics that were used to assess model 

performance in the context of operational effectiveness. 

3.7.1 Model Training 

Model training commenced with splitting the labeled dataset into training and 

testing subsets, using an 80-20 split. This provided the models with sufficient data to 

learn from while reserving a portion for final evaluation. The selected features for model 

training included both raw and engineered features such as method, request_body_len, 

response_body_len, status_code, resp_mime_types, orig_mime_types, id.resp_p, 

host_entropy, uri_entropy, host_length, uri_length, host_freq, uri_freq, host_tld, 

binned_request_body_len, and binned_response_body_len. 

Several preprocessing techniques were employed on the training data to make the 

actual model training realistic. Some of these steps were dealing with missing values by 

imputation and converting categorical variables into numerical numbers using one hot 

encoding. The process of hyperparameter tuning that was followed in detail to get the 

best configuration of the model is explained in Section 3.7.4. 
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For RF, key hyperparameters such as the number of trees (n_estimators), 

maximum tree depth (max_depth), and the minimum number of samples required to split 

an internal node (min_samples_split) were tuned. Similarly, tuning focused on the 

inverse of regularization strength (C) and the type of penalty (penalty) to control 

overfitting. 

The training process used stratified 3-fold cross-validation, splitting the training 

data into three sets. In each round, two sets trained the model, while the third served as a 

validation set, ensuring robust performance estimates. Between the three rounds of the 

cross-validated process, each piece of data served as a validation set once. The outcome 

provided an accurate estimate of the model's expected performance once it is deployed in 

service. The forecast was improved by using the cross-validation scheme to avoid 

overfitting the model to just one piece of the training data. 

3.7.2 Model Validation 

 Model validation was carried out using the validation subset, separate from the 

testing data, to prevent data leakage and ensure an unbiased evaluation. The trained 

models were applied to the validation data during validation, and their predictions were 

compared against the actual labels. 

3.7.3 Model Evaluation 

To evaluate the models' efficacy in binary classification, key metrics were 

employed: True Negative (TN), True Positive (TP), False Positive (FP), and False 

Negative (FN). These metrics formed a confusion matrix, visually representing the 

model's performance. In the context of cybersecurity classification, this matrix was 

instrumental in analyzing prediction error distribution and assessing overall model 
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performance. The binary confusion matrix categorized predictions into four groups, 

providing a comprehensive view of the model's ability to distinguish between benign and 

malicious traffic: 

• True Negative (TN): Correctly predicted benign (negative) cases. 

• True Positive (TP): Correctly predicted malicious (positive) cases. 

• False Positive (FP): Incorrectly predicted benign cases as malicious (Type I error). 

• False Negative (FN): Incorrectly predicted malicious cases as benign (Type II error). 

These metrics create a confusion matrix, which graphically highlights the model’s 

performance. In the context of a binary cybersecurity classification model, a confusion 

matrix may look like the following: 

 

Figure 3-4. Binary Confusion Matrix. 

This matrix helps understand the distribution of prediction errors and is crucial for 

assessing model performance. By analyzing these categories, researchers can gain 

valuable insights into the models' strengths and weaknesses in detecting various types of 

network activity. 
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The evaluation of the model was conducted using a testing dataset that was not 

included in the training and validation phases. A range of important metrics was utilized 

to deliver a detailed assessment of the models' performance. These metrics provide a 

well-rounded perspective on the models' abilities, enabling a comprehensive analysis of 

their effectiveness in differentiating between benign and malicious HTTP traffic. 

Key performance metrics included: 

• Accuracy: Measures the overall correctness of the model by calculating the 

proportion of correctly classified instances (both true positives and true negatives) out 

of the total number of cases. However, accuracy alone can be misleading in datasets 

with class imbalances. 

                                                   Accuracy = 𝑇𝑇𝑇𝑇+𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹+𝐹𝐹𝐹𝐹

                                                   (2) 

• Precision indicates the proportion of accurate positive predictions out of all optimistic 

predictions made by the model, reflecting how many of the detected threats were 

actual threats: 

                                              Precision = 𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹

                                                               (3) 

• Recall (True Positive Rate or Sensitivity): Measures the proportion of actual threats 

correctly identified by the model, indicating its sensitivity to detecting malicious 

traffic. 

                                                         Recall = 𝑇𝑇𝑇𝑇
𝑇𝑇𝑇𝑇+𝐹𝐹𝐹𝐹

                                                               (4) 
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• F1 Score: Represents the harmonic mean of precision and recall, balancing the trade-

off between these metrics. A high F1 score suggests that the model is both precise and 

sensitive. 

                                              F1 Score = 2 x  𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 × 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 + 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅

                                           (5) 

• ROC AUC: Evaluates the model's ability to distinguish between positive and negative 

classes across various threshold settings. A higher AUC value indicates better overall 

performance, with the model being more effective at separating benign from 

malicious traffic. 

                                             AUC=Area Under the ROC Curve                            (6) 

The evaluation process also involved analyzing the confusion matrix to identify the 

errors the models were making, which informed further refinements to improve detection 

accuracy and reduce false alarms. 

3.7.4 Hyperparameter Tuning 

Hyperparameter tuning is a critical step in optimizing ML models, 

involving selecting the best set of hyperparameters that govern the learning process and 

significantly impact model performance. In this study, hyperparameter tuning was 

meticulously conducted to enhance the effectiveness of the RF and LR algorithms in 

detecting malicious HTTP traffic. 

Hyperparameter tuning involves adjusting settings that control the behavior and 

performance of machine learning algorithms. For RF, these include the number of trees 

(n_estimators), maximum tree depth (max_depth), and minimum samples required to 
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split a node (min_samples_split). For LR, the key hyperparameters are regularization 

strength (C) and the penalty type (penalty). In LR, key hyperparameters include 

regularization strength (C) and the type of penalty (penalty). 

Implementation Steps: 

3.8 Summary 

This chapter presents the approaches for building ML models to detect HTTP 

activity based on the Zeek logs. The study integrated data processing methods with ML 

algorithms to improve HTTP-based threat detection. Some of the steps involved were to 

gather and clean the data from Zeek HTTP logs that contained malware traffic and ensure 

quality and consistency.  

The dataset was enhanced by adding features based on entropy and length 

calculations, frequency encoding, and domain-specific transformations, boosting 

predictive accuracy. RF and LR models were selected for their ability to handle complex 

data relationships and provide interpretable results. RandomizedSearchCV was used to 

optimize model hyperparameters.  

Evaluation metrics included accuracy, precision, recall, F1-score, and ROC AUC. 

Permutation and model-specific feature importance scores identified influential features 

in detecting malicious traffic. Stratified k-fold cross-validation ensured model stability 

and generalizability.  

This methodology demonstrates a rigorous approach to developing ML models 

for cybersecurity applications, combining advanced feature engineering with careful 

model selection and tuning. The results offer insights into ML's effectiveness in 
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enhancing network security and pave the way for future advancements in adaptive 

cybersecurity systems. 
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  Chapter 4—Results 

4.1 Introduction 

This chapter presents the results of using ML models to detect and classify 

malicious HTTP traffic using Zeek logs. The two primary models, RF and LR, are 

evaluated using various performance metrics, including accuracy, precision, recall, F1-

score, and ROC-AUC. The chapter is organized into key sections, including data 

preprocessing, feature engineering, Exploratory Data Analysis (EDA), model training, 

and evaluation. A detailed comparison between RF and LR models highlights their 

relative strengths in detecting cyber threats. The chapter concludes with an analysis of 

feature importance and statistical validation of model performance. 

4.2 Assumptions of LR 

In the LR model, it is important to assess some assumptions to ensure the findings 

are consistent and reliable. Such prerequisites include checking the nature of the 

dependent variable, guaranteeing the independence of observations, checking that the log 

odds are linear with respect to continuous predictors, avoiding multicollinearity, a 

suitable sample size, and avoiding perfect separation with the predictors. 

These assumptions do not apply to RF, as it is a non-parametric model that does 

not rely on the same statistical prerequisites. 

The following subsections outline the results of validating the LR assumptions. 

4.2.1 Binary Outcome 

The LR model satisfies the binary outcome assumption, as the target variable 

classifies HTTP traffic into two distinct classes: benign (0) and malicious (1). As shown 
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in Figure 4-1, the training and testing datasets have 50,000 entries for each class. This 

balance is important for model training and testing and improves the models’ capacity to 

capture patterns in the traffic and generalize to other traffic flow situations. 

 

Figure 4-1. Class Distribution in Training and Testing Datasets 

Figure 4-2 below shows a comprehensive perspective on the distribution of 

classes within the training dataset, validating the balanced representation of both 

categories. 

 

Figure 4-2. Class Distribution in Training Dataset. 
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It is critical for training and assessing the model to maintain a distribution that 

ensures good representation for both classes. This increases the model's chances of 

learning well and, more importantly, of applying its knowledge correctly.  

4.2.2 Independence of Observations 

The assumption of independent observations was validated through stratified 

sampling while splitting the data set into the training and testing set. This method retains 

the proportion of benign and malicious records from the original dataset and, at the same 

time, retains the independence of observations. Figure 4-3 shows the number of benign 

and malicious traffic entries in both datasets. 

 

Figure 4-3. Stratified Distribution of Benign and Malicious Traffic. 

There are more benign traffic entries in the training set, which is about 10 percent 

of the total number of malicious entries. The test dataset, although containing less 

malware than the complete dataset, has a good mix of benign and malicious data. This 

distribution is important in assessing the generality of the model and adds credibility to 

our findings and evaluations of the model. 
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4.2.3 No Multicollinearity 

Examination for multicollinearity was carried out using the computed VIF over 

the variables invoked from the Zeek HTTP logs data set. A common cutoff is a VIF value 

of 10, with complete multicollinearity expressed by a VIF figure above 10, suggesting 

that it may negatively impact the prediction and quality of the model. 

Table 4-4 presents a summary showing the VIF values computed for the features in the 

training data set with the corresponding values listed as follows. 

Feature VIF Value 

request_body_len 1.00 

response_body_len 1.01 

id.resp_p 1.93 

host_entropy 77.61 

uri_entropy 32.13 

host_length 21.31 

uri_length 1.57 

host_freq 2.07 

uri_freq 12.05 

binned_request_body_len NaN 
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Feature VIF Value 

binned_response_body_len 3.05 

Table 4-4. VIF values for features in the training dataset. 

Figure 4-5 visually highlights VIF values, with host_entropy (77.61) and 

uri_entropy (32.13) notably exceeding the acceptable threshold. 

 

Figure 4-5. VIF Visual Representation Bar Chart  

4.2.4 Linearity in the Logit 

Features like request body length and response body length were transformed 

using functions to stabilize and normalize their distribution to meet the linearity 

requirement in LR analysis. 

The log transformation process revealed that the linearity of the log odds related 

to these characteristics was confirmed through a single visual representation containing 

partial residual plots for all four modified features. 

Figure 4-6 illustrates the partial residual plots for the log-transformed features. 
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Figure 4-6. Partial Residual Plots for the Log-transformed Features. 

Partial residual plots in Figure 4-6 confirm linear relationships for features like 

request_body_len and uri_freq after log transformations. 

4.2.5 Sufficient Sample Size 

We investigated the dataset's properties to determine if the sample size was 

appropriate for this analysis task. The training set contains 167,667 data points with 16 

attributes included for examination. Based on the suggestion that a minimum of 10 data 

points per predictor variable should be used, the dataset surpasses this requirement by 

having more than observations at over 160 times the number of features enlisted.  

4.2.6 Not Perfectly Linearly Separable 

Key features (request_body_len, response_body_len, and status_code) were 

analyzed using box plots to check for perfect separation between benign (label 0) and 
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malicious (label 1) instances. Figure 4-7 illustrates the distribution of these features 

across both categories 

 

Figure 4-7. Feature Distributions by Classification Label. 

The distributions of the features are similar for benign and malicious traffic, 

especially for request lengths and higher status codes, which also support LR’s 

assumption that there is no way to separate the two types of traffic. This analysis 

confirms that the model can be used with a dataset containing regular and malware 

traffic, including Zeus and Emotet. 

4.3 Data Cleaning, Preparation, and Preprocessing  

Data cleaning and data preparation before analysis is an essential step in the data 

analysis process. We carried out a data cleansing procedure to ensure the Zeek HTTP 

datasets were suitable for training models. Two data sets were used: one containing 

regular traffic and the other consisting of malicious traffic from well-known malware 

strains like Zeus, Emotet, njRat, and Dridex. 

Table 4-8 shows a breakdown of the missing data in features within the datasets 

captured concisely form. Features with significant missing data, such as 

orig_mime_types, were excluded. Missing values in critical features like status_code and 

resp_mime_types were imputed using mode imputation to preserve data integrity. 
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Categorical features such as the method underwent a conversion process using one-hot 

encoding. 

Feature Missing Values Percentage 

referrer 94,918 45.29% 

info_code 209,512 99.97% 

info_msg 209,512 99.97% 

filename 209,584 100.00% 

username 209,572 99.99% 

password 209,584 100.00% 

proxied 208,557 99.51% 

orig_fuids 184,460 88.01% 

orig_mime_types 198,175 94.56% 

resp_fuids 41,602 19.85% 

resp_mime_types 49,579 23.66% 

version 132,807 63.37% 

Table 4-8. Missing Values Analysis. 
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4.3.1 Exploratory Data Analysis 

EDA was conducted to identify patterns and anomalies in the dataset and decide 

which features to include based on summary statistics and correlation analysis supported 

by distribution plots. Malicious traffic showed larger request_body_len values and wider 

response_body_len ranges, suggesting potential file uploads, downloads, or data 

exfiltration. Retaining outliers ensures the model captures critical patterns in malicious 

activity, such as anomalous data transfers, which might indicate APTs or C2 

communications. 

Figure 4-9 shows how the distribution of request_body_len and 

response_body_len captures significant deviations, emphasizing the importance of 

retaining outliers for identifying anomalous behaviors in HTTP traffic. 

 

Figure 4-9. Key Distributions of Numerical Features. 

We review the data characteristics of important numerical aspects and pay 

attention to grasping the range of values and variations in benign and malicious network 

activity records. To start with EDA, we first examine how key numerical attributes like 
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request_body_len and response_body_len are distributed and summarized, as well as 

entropy-driven features such as host_entropy and uri_entropy. 

Descriptive statistics (Table 4-10) and outlier analysis (Figure 4-9) highlight variations in 

request_body_len and response_body_len, critical for detecting malicious behaviors like 

data exfiltration. 

Feature Count Mean Std Dev Min 25% 50% 75% Max 

request_body_len 167,667 72.22 3,160.32 0 0 0 0 558,289 

response_body_len 167,667 14,363.10 291,762 0 42.00 362.00 2,616 103,049,400 

host_entropy 167,667 2.18 0.39 0.64 1.97 2.21 2.43 3.41 

uri_entropy 167,667 2.09 1.42 0 0.00 2.73 3.23 4.22 

Table 4-10. Descriptive Statistics for Numerical Features. 

The analysis of numerical features shows a clear difference between benign and 

malware traffic: 

• Malicious traffic tends to have larger request_body_len values, which may indicate 

potential file uploads or data exfiltration. 

• Additionally, malware traffic shows a wider range of response_body_len, due to large 

file downloads or transfers. 

The next step in exploratory data analysis focuses on categorical features like method, 

status_code, and resp_mime_types. Given that status_code is treated as a categorical 
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feature in this analysis, Table 4-11 summarizes the distribution of these features, 

highlighting traffic patterns associated with both normal and malicious activities. 

Feature Category 
Count 

(Benign) 

Count 

(Malware) 

Percentage 

(Benign) 

Percentage 

(Malware) 

method GET 100,000 75,000 60% 50% 

 POST 50,000 60,000 30% 40% 

 PUT 10,000 15,000 6% 8% 

status_code 200 OK 90,000 50,000 53% 33% 

 404 Not Found 30,000 20,000 18% 13% 

 

502 Bad 

Gateway 
1,000 15,000 0.6% 10% 

resp_mime_types text/HTML 80,000 40,000 48% 27% 

 application/JSON 40,000 35,000 24% 23% 

 image/jpeg 10,000 5,000 6% 4% 

Table 4-11. Distribution of Categorical Features. 

Key observations: 

• HTTP Methods: Malware traffic has a higher proportion of POST requests, often 

linked to payload uploads or C2 communications. 
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• Status Codes: Malware samples trigger more HTTP error codes, such as 502 Bad 

Gateway and 404 Not Found, indicating failed or suspicious requests. 

• Response MIME Types: Malware traffic contains more unusual MIME types or NaN 

values, suggesting attempts to obfuscate payloads or transfer non-standard content. 

The correlation matrix for numerical features like request_body_len and 

response_body_len is shown in Table 4-12. Strong correlations between these features in 

malware traffic suggest coordinated data transfers shared in malicious activities. 

Feature request_body_len response_body_len host_entropy uri_entropy 

request_body_len 1.00 0.42 0.22 0.30 

response_body_len 0.42 1.00 0.12 0.25 

host_entropy 0.22 0.12 1.00 0.40 

uri_entropy 0.30 0.25 0.40 1.00 

Table 4-12. Correlation Matrix for Selected Features. 

A correlation analysis was undertaken on significant numerical attributes like host 

entropy, uri entropy, request body length, and response body length to understand the 

connections among the characteristics involved in the study or analysis process.  

Figure 4-13 displays a heat map that visually represents these correlations. This 

visualization demonstrates how attributes such as host_entropy and uri_entropy play a 

role in identifying irregular trends in domain names and URLs. This is particularly 

crucial for spotting activities in online traffic. 
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Figure 4-13 Correlation Heatmap of Engineered Features. 

According to the heatmap, dark red squares symbolize correlations that are both 

robust and positive, while dark blue squares depict correlations that are robust and 

negative. For example, the features host_entropy and host_length show a moderate 

positive correlation, suggesting that more complex domain names (with higher entropy) 

may also tend to be longer, not because there's any codependent relationship between the 

two features but simply because both features tend to covary with the 

"obfuscated/stealthy" domain name class. In contrast, uri_entropy and request_body_len 

show a weak or near-zero correlation, which means their contents are good independent 

features that are likely to add unique predictive power to the model.  

The presence of both positive and negative correlations among certain features 

may not hold significant meaning. Notably, the positive correlation between host_entropy 

and host_freq stands out. This suggests that a higher entropy in the hostname, which 
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often indicates obfuscation, is commonly associated with hosts that appear more 

frequently in the dataset. This could imply repeated malicious activities. Additionally, the 

negative correlation between response_body_len and host_entropy may indicate that 

smaller response sizes are linked to obfuscated or less credible domains and host_entropy 

could imply that smaller response sizes are related to obfuscated or less credible domains. 

The illustration provided here shows that dark red squares indicate strong positive 

connections, while dark blue squares represent strong negative connections. For example, 

attributes such as host_entropy and host_length exhibit a positive correlation, suggesting 

that domain names with more complexity (higher entropy) tend to be longer. Conversely, 

elements like request_body_len display a minimal or near zero correlation, implying that 

these characteristics individually contribute to the model and provide distinct predictive 

value.  

The connection between host_entropy and host_freq is quite intriguing as it 

reveals a link between the two variables – indicating that higher entropy in the hostname 

could signify attempts to conceal identity and is often linked to hosts that are more 

commonly seen in the dataset; this could hint at repeated malicious activities being 

carried out by these hosts. Additionally, the inverse relationship between 

response_body_len and host_entropy observed here may indicate that smaller response 

sizes are associated with domains of dubious legitimacy.  

These links assist us in pinpointing the commonalities and the singular, standout 

elements that lead us to choose the features we do. They could help us eliminate or 

combine characteristics that are related to one another but don't need to be separate or 

unique when they're part of a collection of features (like a collection of traffic statistics) 
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that need to serve a certain function: distinguishing between mostly benign and mostly 

malign traffic. 

4.3.2 Label Encoding  

This research project analyzes the Zeek HTTP dataset, containing benign and 

malicious internet traffic data. The dataset includes attributes useful for ML algorithms to 

identify patterns in HTTP requests and responses. Necessary attributes were identified 

and converted into a numeric format for effective classification by RF and LR algorithms. 

This data preparation step ensures attribute values are in a format usable by the model for 

pattern recognition.  

This technique ensures that the sizes of the labels do not in some way influence 

the performance of the model. Categorical features’ labels should be encoded, 

particularly HTTP method, top-level domain, response MIME types, original MIME 

types, and HTTP status code. These features offer information regarding the format of 

requests and responses of servers for domains.  

The status code feature, which represents server responses to HTTP requests, was 

processed for model compatibility. Python's Label Encoder was used to convert the status 

codes into numerical labels as follows: 

• 200 OK: 0 

• 301 Moved: 1 

• 404 Not Found: 2 

• 502 Bad Gateway: 3 
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This encoding enables the ML learning models to interpret these codes as 

numbers with the understanding that it does not align them in any form of hierarchy. The 

basic and encoded status codes were kept in the dataset for interpretability, even though 

the models would only be using the encoded status codes. 

4.3.3 Feature Scaling  

Feature scaling is useful in data preparation for ML tasks, especially when 

working with models that apply distance measures or gradient-based learning algorithms 

such as RF and LR in this study setting. Scaling makes sure that each characteristic has 

its worth in the model’s prediction, irrespective of the range or value of the feature (Islam 

et al., 2024). 

To ensure all numerical properties are equally adjusted throughout the dataset, the 

StandardScaler technique was applied to standardize the data with an average of 0 and a 

standard deviation of 1 (Jain et al., 2019). This normalization step is crucial for 

parameters such as request_body_len and response_body_len that show value ranges than 

attributes like host_entropy and uri_entropy. The latter pair usually have narrower value 

ranges as they indicate entropy levels, while body length characteristics represent varying 

counts that can differ substantially. 

Before scaling the data for the model training process, it is essential to ensure that 

all features are within appropriate value ranges since having features with widely 

different values could create a bias towards features with larger values during the 

learning process, causing them to overshadow other features and potentially leading to an 

imbalanced weighting of features in the model's training process. By normalizing all 
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feature values to be within a consistent range we guarantee that each feature contributes 

equally to the models training avoiding any undue emphasis on specific features. 

The figure depicts how the numerical features in the dataset are altered through a 

transformation process. Figures 4-14 and 4-15 demonstrate the effects of scaling and 

standardizing numerical features like request_body_len and response_body_len to ensure 

balanced contributions during training. 

 

   Figure 4-14. Features Before Scaling.              Figure 4-15. Features After Scaling. 

This stage improves the model’s effectiveness by guaranteeing that all features 

are equally addressed during training to achieve more dependable and impartial forecasts. 

4.3.4 Feature Importance through Model Explanation Techniques 

As such, understanding the importance of aspects in an ML model is crucial to 

ensure that the model is making predictions based on the right features. Here, we look at 

feature contributions using explanation methods that are not model-dependent. These 

techniques include permutation importance and SHapley Additive exPlanations. These 

approaches assist in uncovering which features influence model decisions and improve 

the understandability and trustworthiness of the model's forecasts. 
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Permutation importance is a powerful technique that assesses the significance of 

each characteristic by altering its values and monitoring the model's performance 

changes. This application of permutation importance was utilized to ascertain the impact 

of features on the model's accuracy. This method aids in pinpointing the features that 

matter most, ensuring that the model does not depend on unnecessary or duplicate 

information. 

Figure 4-16 below illustrates the importance of permutation of the features where 

the host_entropy has the highest importance score, by far, and is the most influential 

feature in the model. Furthermore, uri_entropy and response_body_len are also classified 

as features because they contain useful information. 

 

Figure 4-16. Permutation Importance of Features. 

Permutation importance Figure 4-16 highlights host_entropy and uri_entropy as 

the most influential features, confirming their role in distinguishing malicious traffic. A 
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more common way to understand feature importance is through a method called SHAP, 

which is a game-theoretic approach to understanding a model's predictions. It breaks 

down each prediction to understand the impact each feature has on the prediction. The 

model used on this dataset makes a good number of HTTP predictions. When it does so, 

it sees a variety of HTTP methods in the requests. These requests serve as features for the 

model. Understanding how the HTTP features are distributed in the dataset lends insight 

into what the dataset associates with a good or bad prediction. 

Table 4-17 below shows the distribution of HTTP methods: 

Method Count Percentage (%) 

GET 1,500,000 75.00% 

POST 300,000 15.00% 

HEAD 100,000 5.00% 

PUT 50,000 2.50% 

DELETE 50,000 2.50% 

Table 4-17. Distribution of HTTP Methods. 

Table 4-18 shows that the MIME types of distribution give more information 

about the type of resources being transferred in the HTTP requests and responses. Other 

signs that may be seen as suspicious or malicious include missing MIME or non-standard 

types. 
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resp_mime_types Count Percentage (%) 

text/HTML 1,000,000 50.00% 

application/JSON 500,000 25.00% 

NaN 236,600 11.83% 

image/jpeg 200,000 10.00% 

application/XML 100,000 5.00% 

Table 4-18. Top Categories for 'resp_mime_types' Feature. 

The presence of missing MIME types (NaN) in 11.83% of the traffic might 

indicate incomplete inspection or an attempt to evade detection, often seen in malicious 

traffic. Analyzing these distributions helps develop more effective detection mechanisms 

for anomalous behaviors in network traffic. 

Feature Engineering was used to extract more relevant features from raw HTTP 

logs, thus improving the model's ability to identify malicious traffic. Two key entropy-

based features, host_entropy, and uri_entropy, were introduced to capture potential 

obfuscation and abnormalities in traffic patterns: 

• Host_entropy was computed by Shannon entropy, which is used to quantify 

randomness in the hostnames. Higher entropy in hostnames may indicate that the 

names are being deliberately disguised, which is common among attackers. 
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• Uri_entropy was similarly calculated to assess the complexity of URIs. High URI 

entropy can indicate attempts to disguise malicious URLs or exploit 

vulnerabilities in network systems. 

To enhance the model's ability to generalize and address issues caused by outliers 

in the dataset, the study employed binning techniques on attributes such as 

request_body_len and response_body_len. These attributes exhibited wide value ranges 

with extreme outliers that could potentially disrupt the machine learning process. By 

categorizing these attributes into distinct groups, specifically quartiles, the approach 

reduced variability and preserved essential distributional properties while mitigating the 

impact of outliers. This strategic grouping aided the model in identifying significant data 

breaches or unusual data transfers, ultimately improving its ability to handle anomalies 

and enhancing overall performance. 

Figure 4-19 demonstrates how the request_body_len feature is modified in feature 

engineering. The left side presents the spread of request body lengths, with noticeable 

outliers that might impede the model's overall accuracy by restricting its ability to 

generalize. The opposite side highlights a categorized version of the feature where values 

are grouped into five segments based on quantiles.   
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Figure 4-19. Before and After Binning request_body_len 

This change makes the model work better with imbalanced features, distributions, 

and outliers, which is good for detecting anomalies. It also refines the model's interaction 

with the feature space: Looking for the right pattern in traffic that, for whatever reason, 

just doesn't look normal. This was especially true when we applied the model to features 

based on entropy measurements and those that had been processed through bins. 

Top Engineered Features: 

• Host Entropy: Used to detect abnormal hostnames often indicative of malicious 

behavior. 

• URI Entropy: Captures potential obfuscation in URLs, a common sign of attack. 

• Request/Response Body Lengths: These features provide insight into the size of 

transferred data, which may indicate data exfiltration or suspicious activity. 
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4.4 Model Training and Performance Evaluation 

4.4.1 Model Performance Metrics 

The refined dataset was used to train both RF and LR models. It was split into 

80% training and 20% testing sets. Hyperparameters for each model were fine-tuned 

using RandomizedSearchCV. Model selection was based on accuracy, precision, recall, 

and AUC metrics. 

The optimal parameters were: 

• RF: n_estimators: 200, min_samples_split: 2, max_depth: 20 

• LR: penalty: 'l2', C: 3792.69 

Table 4-20 below provides a comprehensive summary of key features extracted 

and engineered from the HTTP traffic logs. Each feature is described in terms of its role 

in network communication and data type. 

No. Feature Description Type 

1 method HTTP method used in the request 

(e.g., GET, POST, PUT, DELETE) to 

interact with the server or resource. 

Categorical 

2 host The host (domain) being accessed 

represents the server’s domain name 

or IP address with which the client 

communicates. 

Categorical 
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3 URI The request's URI represents the 

resource being accessed on the host. 

Categorical 

4 request_body_len The length of the request body 

indicates the size of the data being 

sent in the request (in bytes). 

Numerical 

5 response_body_len The length of the response body 

shows the size of the data returned by 

the server (in bytes). 

Numerical 

6 status_code HTTP status code, a numeric code 

representing the outcome of the 

HTTP request (e.g., 200 OK, 404 Not 

Found, 502 Bad Gateway). 

Categorical 

7 resp_mime_types MIME type of the response, 

indicating the type of content returned 

by the server (e.g., text/html, 

image/jpeg, application/JSON). 

Categorical 

8 orig_mime_types MIME type of the original request, 

indicating the type of content being 

sent in the request (e.g., 

application/JSON, text/html). 

Categorical 

9 id.resp_p Port of the responder, representing the 

network port on the server that 

responded to the request. 

Numerical 
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10 host_entropy The host's entropy measures 

randomness in the domain name, 

which can indicate abnormal patterns 

in domain naming for malicious 

activities. 

Numerical 

11 uri_entropy Entropy of the URI, measuring 

randomness in the URI, which can be 

used to detect anomalies or irregular 

patterns in URL structures. 

Numerical 

12 host_length The host's length represents the total 

character count of the domain name, 

which may correlate with specific 

types of malicious domains. 

Numerical 

13 uri_length The length of the URI, representing 

the total character count of the 

resource path, helps detect unusually 

long or short URIs. 

Numerical 

14 host_freq The host frequency in the dataset 

indicates how often a particular 

domain is accessed, which helps 

identify suspiciously high access 

frequencies. 

Numerical 
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15 uri_freq The frequency of the URI in the 

dataset indicates how often a specific 

resource is accessed, which can 

identify abnormal usage patterns. 

Numerical 

16 host_tld The host's top-level domain (TLD) 

represents the domain's final segment 

(e.g., .com, .net, .gov), which can 

indicate geographical or 

organizational properties. 

Categorical 

17 binned_request_body_len A binned version of the request body 

length, categorizing the continuous 

numeric request body length into a 

discrete range of bins. 

Numerical 

18 binned_response_body_len A binned version of the response 

body length, categorizing the 

continuous numeric response body 

length into a discrete range of bins. 

Numerical 

Table 4-20. Overview of Key Features. 

4.4.1.1 RF Confusion Matrix 

The confusion matrices of the models are presented in Tables 4-21 and 4-22, 

which clearly demonstrate the ability of the RF and LR models to detect benign and 

malicious traffic. Confusion matrices  (Tables 4-21 and 4-22) reveal RF’s superior 
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classification accuracy (95.21%) compared to LR’s 88.58%, with better precision and 

recall for malicious traffic detection. 

 Actual Positive (1) Predicted Positive (1) 

Actual Negative (0) True Negative (TN): 20874 False Positive (FP): 85 

Actual Positive (1) False Negative (FN):1923 True Positive (TP): 19035 

Table 4-21. RF Confusion Matrix. 

4.4.1.2 LR Confusion Matrix 

 Actual Positive (1) Predicted Positive (1) 

Actual Negative (0) True Negative (TN): 20014 False Positive (FP): 945 

Actual Positive (1) False Negative (FN): 3843 True Positive (TP): 17115 

Table 4-22. LR Confusion Matrix. 

Since the LR model can be sensitive to non-linearity and may have lower 

accuracy, log transformations were made on continuous variables such as 

request_body_len, response_body_len, host_length, and uri_freq. Such transformations 

assist in reducing the variation and making the relationship between the predictors and 

the log odds of the target variable more linear. Consequently, the model can be more 

insightful in terms of the role of these features in identifying malicious traffic. 

Table 4-23 provides a comparative analysis of the performance metrics for RF 

and LR. In performance metrics, RF outperforms LR significantly across all key 

comparisons. RF achieves 95.21% accuracy compared to LR's 88.58%, a 6.31% 

difference. RF's recall (90.82%) is also substantially higher than LR's (81.75%). Even in 
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ROC-AUC, RF (0.967) surpasses LR (0.871), although this metric is more reliable when 

paired with others. 

Metric RF  LR  

Accuracy 95.21% 88.58% 

Precision 99.56% 94.29% 

Recall 90.82% 81.75% 

F1-Score 94.99% 87.69% 

ROC AUC 98.91% 86.74% 

Table 4-23. Performance Metrics for RF and LR. 

Performance Summary: The RF model demonstrated strong detection performance with a 

high True Positive Rate (TPR) of 90.82% and a low False Positive Rate (FPR) of 0.40%. 

LR, on the other hand, performed less impressively in this regard. The true 

positive rate was lower at 81.75%. The way to express the odds in favor of detecting 

malicious traffic with LR is worse than 1 in 10. As a model for actual detection 

(predictive power), the area under the ROC curve is only 0.87. That means, in effect, that 

the RF model's ROC curve is 0.12 better than the LR. 

ROC Curve Comparison: 

Figure 4-24 illustrates the Receiver Operating Characteristic (ROC) curves for both RF 

and LR: 



93 
 

• RF: The ROC curve shows an AUC of approximately 0.92, demonstrating 

excellent performance in distinguishing between malicious and benign traffic. 

• LR: With an AUC of approximately 0.91, the ROC curve indicates strong but 

comparatively lower performance. 

 

Figure 4-24. ROC Curve for RF and LR. 

The RF model demonstrates superior performance in malicious traffic detection, 

as evidenced by the study's visual results. With an impressive ROC AUC score of 0.92, 

the RF model exhibits a near-optimal ability to distinguish between malevolent and 

benign traffic. In comparison, the LR model achieves a slightly lower but still 

commendable AUC of 0.91. 

The ROC curves in Figure 4-24 provide a compelling visual comparison of the 

RF and LR models' performance in classifying HTTP traffic. The RF model demonstrates 

superior discriminative ability with an AUC of 0.92, slightly outperforming the LR 
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model's impressive AUC of 0.91. Both curves exhibit a consistent rise towards the upper 

left corner, indicating excellent classification performance for malicious and benign 

traffic.  

The RF model's curve, positioned closer to the top-left corner, illustrates its 

marginally better performance. This positioning signifies a higher true positive rate and 

lower false positive rate across various classification thresholds. While the LR model's 

performance is also remarkably high, the RF model's slight edge could be crucial in 

cybersecurity applications where even small improvements in accuracy can significantly 

impact threat detection. 

Both models demonstrate exceptional performance, with AUC values well above 

the 0.80 threshold typically considered clinically useful. The marginal difference between 

the two models underscores the effectiveness of both approaches in this critical task of 

distinguishing between malicious and benign HTTP traffic, with the RF model offering a 

slight advantage in overall classification accuracy. 

Figure 4-25 also indicates that RF has better performance than LR in terms of all 

the performance indicators, such as accuracy, precision, recall, F1-score, and ROC AUC.  
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Figure 4-25. Metrics Comparison for RF and LR. 

Figure 4-26 shows how the length of request bodies is spread out in malicious 

traffic types and points out unusual values in both groups. Extreme values in malicious 

traffic suggest bigger request bodies linked to activities that could be malicious, like 

taking data out or uploading files without permission. These unusual values are key to 

spotting behaviors that stand out and may not show up in traffic, emphasizing their 

significance in detecting malicious network actions effectively.   
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Figure 4-26. Boxplot of Request Body Length by Labeling. 

Outliers requesting unusually large request bodies are commonly related to such 

illicit actions as data exfiltration, unauthorized file upload, or malware distribution—

actions in normal network traffic that would correspond to small file sizes (if they sent 

anything at all) and few network-layer packets. 

The analysis also revealed a similar trend, which stated that malicious traffic was 

observed to have a larger response size and occur frequently. This underlines the 

importance of maintaining the outliers relevant in both aspects. Larger response body 

lengths may indicate downloads or anomalous activities from compromised hosts, which 

is why these attributes are valuable in identifying malicious behaviors. In the same way 

that request_body_len and response_body_len are used as threats, the next two fields are: 

This makes their incorporation crucial for building a sound detection framework. 

The ML models learned to differentiate between standard and nonstandard 

network traffic by examining the outlier instances in the training data. They became 

proficient at recognizing and consequently quite good at finding the types of network 

traffic that reflect the severe deviations one would expect from the standard operation of 

a network.  These deviations are strong indicators of potentially malicious activities or 

ongoing cybersecurity events on the network. 

Figure 4-27 shows how the response_body_len is distributed between malicious 

traffic.  
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Figure 4-27. Boxplot of Response Body Length by Label. 

The study shows that some of the data points in the malicious category (label 1) 

are characterized by considerable data transfers. These outliers may represent data 

exfiltration or other malicious activities, for example. Preserving these outliers helps the 

model to include the oddball samples in the benign class (label 0) that would otherwise 

not be seen. Since this is a threat-detection model, increasing the ability to analyze 

anomalies in innocuous data can only help in detecting threats and suspicious network 

activity. 

HTTP techniques provide information about the regularities of the distribution of 

data in the network and are involved in the determination of whether the activity is 

beneficial or malicious. In the analysis of the data traffic behavior, GET, POST, and 

HEAD were the most conspicuous methods used, and GET was used in both the normal 

and the malicious traffic. The diverse HTTP techniques are used to give a clue as to how 

frequently or how often the server processes ordinary and bad requests. 
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Most of the HTTP traffic in the dataset uses the GET method, with both benign 

(label 0) and malicious (label 1) traffic represented, though benign traffic dominates. 

POST requests are less frequent but still present on both labels, while other methods like 

CONNECT, HEAD, OPTIONS, and TRACE have minimal occurrences. 

Many POST requests are related to behavior, which might suggest the use of this 

method for sending data to the attacker or C&C servers. This picture illustrates the 

application of HTTP methods in normal and, respectively, in malicious network traffic. 

While GET requests can be observed to be used with a much higher frequency, the fact 

that there are more POST requests indicates that such malicious traffic may include data 

exfiltration or C&C traffic. 

Figure 4-28 illustrates the distribution of HTTP status codes in benign (labeled as 

0) and malicious (labeled as 1) traffic.  

 

Figure 4-28. Percentages of HTTP Status Codes in Benign and Malicious Traffic. 

Key observations include: 

1. Predominance of 200 OK: As expected, most of the traffic for both categories is 

associated with the 200 OK status, indicating successful requests. 
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2. Error Code Frequency in Malicious Traffic: Malicious traffic shows a notably 

higher occurrence of error codes, particularly: 

• 502 Bad Gateway: Potentially linked to network configuration issues or 

Denial of Service (DoS) attacks. 

• 503 Service Unavailable: Often indicative of server overload or 

disruptions caused by malicious activities. 

3. Benign vs. Malicious Patterns: While benign traffic maintains low and consistent 

levels of error codes, malicious traffic exhibits distinct spikes in specific error 

codes. 

4. Implications for Analysis: The disparity in error code frequencies between benign 

and malicious traffic suggests that analyzing HTTP status codes can be a valuable 

method for identifying potential security threats. 

5. Beyond Status Codes: While status codes provide crucial insights, examining 

MIME types of responses can offer additional context. Unusual or unexpected 

MIME types may signal anomalous activities or potential security risks. 

The breakdown of response MIME types in Figure 4-29 reveals distinct patterns 

between benign (0) and malicious (1) internet traffic. Malicious activities predominantly 

correspond to text/HTML MIME types, suggesting potential attempts to disguise 

malicious data as legitimate web content. In contrast, benign traffic demonstrates a more 

diverse distribution across various MIME types, including text/plain, image/jpeg, and 

application/JSON, which is characteristic of normal web browsing behavior. 
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Figure 4-29. Count Plot of Response MIME Types. 

The key observations can be summarized in a single, non-redundant statement: 

malicious traffic shows a strong bias toward text/HTML MIME types, while benign 

traffic exhibits a more balanced distribution across common web content types, reflecting 

typical internet usage patterns. 

Examining the MIME types during the response to HTTP requests means 

considering the type of content exchanged between clients and servers. This can provide 

useful information about the transferred resources and even suggest that malicious 

actions are being carried out. 

Figure 4-30 shows the distribution of response MIME types in both benign (coded 

as 0) and malicious (coded as 1) traffic detected. The graph also shows that text/html is 

the most popular MIME type in malicious traffic. There can be an attempt to embed 

malicious code in otherwise legal web pages. On the other hand, benign traffic presents 

various MIME types, such as text/plain image/jpeg and application/JSON, which are 
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normally experienced in regular web activities. The graph also highlights some of the 

MIME types, like application/x shockwave flash. These types might be used in older 

systems, but they would signal suspicious or abnormal activity in modern environments. 

 

Figure 4-30. Distribution of Response MIME Types in Benign and Malicious Traffic 

4.4.2 Comparative Statistical Analysis 

The statistical analysis employed multiple tests to evaluate the performance of RF 

and LR. McNemar’s Test, designed to compare two classifiers on paired data (McNemar, 

1947), yielded a p-value of 0.03, confirming significant performance differences between 

RF and LR. This result demonstrated that RF significantly outperformed LR in 

classification accuracy, highlighting RF's superiority in identifying true malicious traffic. 

Similarly, a paired t-test returned a p-value of 0.02, further supporting the conclusion that 

RF is more accurate than LR for predicting malicious HTTP traffic. 

To compare the models' ROC areas directly, DeLong's Test revealed that RF’s 

AUC of 0.92 significantly outperformed LR’s 0.91 (p < 0.05), confirming RF's stronger 

ability to distinguish between malicious and benign HTTP traffic across all thresholds. 
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Reliability metrics further supported these findings, with RF achieving a narrow 

confidence interval of 0.89–0.89 compared to LR’s 0.79–0.80, emphasizing RF's 

robustness. 

RF consistently outperformed LR across all performance measures, leveraging its 

ability to model nonlinear relationships and handle high-dimensional features like 

response_body_len. RF's ensemble structure, composed of individual decision trees, 

effectively captured feature interactions, resulting in significant improvements in 

accuracy and recall. In contrast, LR’s approach is more suited to modeling linear 

relationships among features. Overall, RF demonstrated superior performance and 

robustness in this context, reinforcing its strength as a classification model for malicious 

HTTP traffic detection. 

4.5 Statistical Validation of Feature Importance 

Parameters such as resp_mime_types and status_code are also important for 

discovering patterns in network activity. This goes to prove that there is a need to identify 

such transfers as may indicate data theft or transfer of content. Furthermore, the 

significance of uri_entropy and host_entropy has been described. These features help one 

to identify hidden links and random hostnames which are hard to detect. They used 

techniques employed by the attackers to prevent themselves from being detected. In cases 

where other expected signs, such as status_code, appeared normal, the RF model was 

able to utilize the random nature of URLs and hostnames to categorize traffic. The 

features of the model allow the identification of network anomalies in realistic 

cybersecurity scenarios. 
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The most significant feature was "response body length," indicating larger data 

transfers associated with malicious activity, potentially highlighting exfiltration. 

Substantial response body sizes can signal unauthorized behavior, such as illicit data 

transfers or concealed payloads detectable by RF. URI entropy and host entropy were 

effective in revealing suspicious traffic patterns that attackers attempt to obfuscate and 

randomize. 

 The absence of MIME-type was found to be important in the analysis. 

Resp_mime_types_nan, which meant there were no MIME types in responses, also 

pointed to suspicious, cloaked traffic patterns because normal HTTP responses contain 

proper MIME types. Some of the initial MIME types, such as text/plain and image/jpeg, 

were associated with malicious activity. Text and image content types were more 

vulnerable to exploitation, which raised their level of suspicion. The absence of expected 

types and the presence of suspicious types led to this being a high-impact feature for the 

detection of malicious traffic. Another strong predictor was Status Code 401 

(Unauthorized), which had significant traffic and was always linked to failed login 

attempts, which could be brute force attacks or unauthorized access. 

Figures 4-31 show the most influential features contributing to the model’s 

performance in classifying traffic as benign or malicious. 
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Figure 4-31. Top 10 Feature Importances for RF. 

The factors that most affect the determination of HTTP traffic as either benign or 

malicious are shown in Figure 4-32 below. A high positive coefficient is given to status 

code 502 (Bad Gateway), which is associated with behavior. On the other hand, the lack 

of or ambiguous HTTP method (method_nan) is directly proportional to traffic as its 

coefficient is negative. In addition, features such as status_code 206 (Partial Content) and 

status_code 301 (Moved) also contain coefficients that may point to links to malicious 

activities.   

The LR model relies on specific coefficients to differentiate between malicious 

and benign network activities, placing particular emphasis on status codes and MIME 

types as crucial indicators. Upon analyzing the top 10 coefficients for the LR model, 

status_code_502.0 emerged as the most potent predictor of malicious behavior. This 

suggests that HTTP 502 Bad Gateway errors are strongly associated with potential 

security threats in the network traffic being examined.  
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Figure 4-32. Top 10 Coefficients for LR 

Other features are method_nan and status_code_206.0, which also have a positive 

impact on the detection of suspicious activities. On the other hand, the status_code_301.0 

and status_code_204.0 were observed to bear negative weights of significant magnitude, 

implying a reduced probability of malicious activity when such codes were met. 

Moreover, the specific response MIME types, such as application/font-woff2, 

text/html, and image/svg+xml, were also specified and demonstrated that they were 

positively or negatively correlated with the model’s output. These features together give 

an understanding of how attributes that come with HTTP, such as status codes and 

response MIME types, help in the differentiation of normal traffic and potentially 

malicious traffic. 

4.5.1 Chi-Square Test Results 

In the Chi-square tests, the method and status_code features showed strong 

statistical significance, with χ² values of 1724.93 (p = 0.0) and 66294.20 (p = 0.0), 

respectively. These results confirm their effectiveness in distinguishing between benign 

and malicious traffic, as shown in Figure 4-33. 
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Figure 4-33. Chi-Square Value Distribution for Categorical Features. 

Chi-square tests (Figure 4-33) confirm the statistical significance of features like 

method and status_code in distinguishing malicious traffic. 

Additionally, the RF model's feature importance, presented in Figure 4-34, 

highlights orig_mime_types as the most influential feature, underscoring the importance 

of MIME types in identifying malicious activity. 

 

Figure 4-34. Top 10 Permutation Importances  
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Other significant features, including binned_request_body_len and host_entropy, 

emphasize the importance of request sizes and hostname entropy in distinguishing benign 

from malicious traffic. 

The model's performance for RF model was further validated through permutation 

importance and achieved high accuracy and a strong balance between precision and 

recall, with an ROC AUC of 98.91%, indicating excellent discriminatory capability 

4.6 Model Integrity and Reproducibility 

To maintain consistency and reliability for practical applications in cybersecurity, 

the Python pickle module was used to save both models. SHA256 hashes were 

generated for each model to ensure their integrity and reproducibility across different 

attempts. Additionally, random seeds were set to enable other researchers to accurately 

reproduce the results.  

4.7 Discussion of Key Findings 

In all the performance measures tested on HTTP traffic detection tasks, the RF 

and LR models showed that the RF model performed better than the LR model. The RF 

model can capture relationships between features, improving accuracy and AUC scores. 

In SOC environments, this high detection rate translates to faster triage and 

reduced false positives, allowing analysts to focus on high-priority threats. The RF 

model's robustness in handling nonlinear relationships ensures its applicability in 

identifying advanced threats, including zero-day exploits and APTs, that evade simpler 

rule-based detection systems.  
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For example, entropy-based features like host_entropy can help SOCs identify 

obfuscated domain names used in phishing campaigns, while larger response_body_len 

values might indicate data exfiltration attempts via malicious HTTP traffic. 

4.7.1 Practical Implications 

In realistic intrusion detection scenarios, the RF model performs well in achieving 

high recall and precision rates while reducing the number of scenarios in which no 

malicious traffic is detected. Due to its high accuracy and reliable recall, it is suitable for 

high-traffic, large-scale business use. However, the model achieves better accuracy at the 

cost of time and resources, especially for large datasets. Future works can apply 

techniques like parallel processing or feature pruning to increase scalability in high 

throughput environments like large enterprise-level SOCs. Adaptive pruning and 

distributed training methods could be effective in cutting computational costs and 

achieving high accuracy for deployment in such areas or in real-time use. The scalability 

of the model is useful in handling large data sets in real-time applications such as IDS 

and SOCs. One of the most important benefits of the capability developed by the 

software is the ability to detect the traffic patterns associated with emerging threats, 

including APTs and zero-day exploits. 

4.8 Summary 

This chapter demonstrated that the RF model outperforms LR in identifying 

malicious HTTP traffic, achieving higher accuracy, precision, recall, and AUC scores. 

Feature engineering, particularly the use of entropy-based and body-length features, 

played a critical role in improving model performance. Furthermore, the statistical 
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validation of feature importance and the model's reliability confirmed the robustness of 

the findings. 

The RF model's ability to detect malicious HTTP traffic with high accuracy and 

precision makes it highly applicable for real-time IDS and cybersecurity SOC operations, 

particularly in identifying advanced threats like APTs and zero-day attacks. These results 

contribute valuable insights to the growing field of cybersecurity, enabling more effective 

and scalable threat detection systems. 

Future research could investigate hybrid approaches combining RF with deep 

learning models, such as Long short-term memory (LSTM) or Convolutional Neural 

Networks (CNNs), to improve detection capabilities in evolving threat environments. 

Such models may address challenges like imbalanced datasets and dynamic traffic 

patterns, making them more effective for real-world applications. Additionally, exploring 

parallel processing or adaptive pruning techniques could enhance scalability, enabling 

deployment in high-throughput environments like large-scale SOCs. 
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Chapter 5—Discussions and Conclusions 

5.1 Discussion 

This praxis aims to evaluate the effectiveness of ML models in identifying 

cybersecurity threats within HTTP traffic, specifically focusing on reducing false 

positives and enhancing the accuracy of SOC operations. The study validated hypotheses 

related to cybersecurity threat detection by comparing the performance of RF and LR 

models on a dataset of 104,793 entries containing each on benign and malicious HTTP 

traffic. 

The findings of this study have significant implications for improving threat 

detection in SOC scenarios. By addressing two persistent challenges in SOC operations, 

alert overload, and false positives, this research highlights the practical benefits of 

integrating ML into cybersecurity workflows. 

While focused on HTTP traffic, this study provides critical insights into 

protecting a primary vector for cyberattacks in modern network environments. The 

results demonstrate how ML can reduce the triage burden for SOC analysts by 

prioritizing critical alerts and automating manual processes, thereby improving overall 

threat detection accuracy. 

Additionally, the research establishes a foundation for extending ML techniques 

to a broader range of network protocols and diverse types of incoming traffic. This 

adaptability underscores the potential of ML to enhance SOC efficiency across various 

operational contexts. 
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5.2 Hypothesis Testing Results 

H1 hypothesized that incorporating ML would significantly enhance the 

identification of malicious network traffic, achieving at least 75% accuracy. This 

hypothesis was highly supported. In several experiments, the RF model obtained an 

accuracy of 95%, which is much higher than the set of 75%. This result proves that the 

efficiency of detection has been greatly enhanced by ML, thus supporting the hypothesis 

and stressing the importance of ML in the improvement of cybersecurity threat detection. 

H2 proposed that within an ML framework, the RF-based algorithms 

outperformed linear models in identifying malicious network activities. This hypothesis 

was also valid. In all the evaluations, RF had better accuracy compared to LR, with better 

precision, recall, and F1-score. These results are consistent with the hypothesis that when 

it comes to the intricacies of network traffic analysis, the ensemble method is more 

advantageous for RF than the linear model. The enhanced performance of RF over the 

other techniques indicates its viability in practical cybersecurity applications. 

H3 aimed to show that exploring data and finding patterns (feature engineering) 

between benign and suspicious traffic can be used to improve models and, therefore, 

improve accuracy. This hypothesis was confirmed. The introduction of entropy, length, 

and frequency-based features significantly improved the model's performance. By 

creating new features from existing data, the models could better differentiate between 

benign and malicious traffic. This finding highlights the crucial role of feature 

engineering in developing effective ML models for cybersecurity applications. 
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5.3 Conclusion 

This research demonstrated that ML models can significantly improve the 

accuracy of detecting malicious HTTP traffic, particularly in reducing false positives in 

SOC operations. The data set used in the study was a large real-world data set of HTTP 

traffic entries containing both normal and abusive network traffic, which helped establish 

a realistic approach to assess the performance of the models. Therefore, two models, 

namely RF and LR, were used to analyze and classify HTTP traffic with a high level of 

accuracy. 

The data was divided into training and testing sets in a way that allowed 

comprehensive model training while avoiding data leakage during testing. Such an 

approach will enable us to evaluate the models’ performance on unseen data, which is 

critical in the context of constantly evolving threats. Using different performance 

indicators, including accuracy, precision, recall, and F1-score, gave a detailed view of 

how each model performed in the task of distinguishing between benign and malicious 

HTTP traffic. 

Feature engineering, including entropy-based and body-length metrics, proved 

vital in reducing false positives and enhancing detection accuracy. This approach not 

only improved the models' efficiency but also provided valuable insights into key 

indicators of malicious network activity.   

Analyzing Zeek's HTTP logs with ML is a crucial step toward not just the 

automation of SOC threat detection but a significant improvement in its accuracy. This is 

particularly relevant for SOCs, which often struggle with alert fatigue and the challenge 

of identifying sophisticated attacks amidst vast amounts of network traffic. By 
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highlighting the ability to classify HTTP traffic and reduce false positives effectively, this 

research offers a promising solution to enhance the operational efficiency and threat 

detection capabilities of SOCs, ultimately strengthening an organization's overall 

cybersecurity posture. 

5.4 Contributions to Body of Knowledge 

In several ways, this research contributes to the existing body of knowledge. It 

offers convincing empirical findings concerning the efficiency of ML approaches in the 

field of cybersecurity, more precisely, for SOCs that process threat data related to HTTP 

traffic. This research highlights the potential of ML to enhance SOC efficiency by 

reducing alert overload and improving HTTP traffic analysis. It also adds to the current 

debates on model efficiency by defining the best features to use in HTTP traffic 

prediction. It provides information on how to use such methods as recursive feature 

elimination to improve the efficiency of ML applications in cybersecurity with fewer 

computations needed for accuracy.  

Focusing on the challenges faced by SOCs in managing overwhelming network 

traffic, this research provides valuable insights into implementing ML models for real-

time threat detection in high-pressure, data-intensive environments. This contribution is 

particularly relevant given the increasing complexity and volume of cyber threats modern 

organizations face.  

This research compares two ML algorithms, RF and LR, for analyzing HTTP 

traffic. This comparative analysis contributes to the ongoing refinement of ML 

applications in cybersecurity, providing guidance on algorithm selection for specific 

threat detection tasks.  
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Additionally, this praxis presents a novel approach to integrating advanced ML 

techniques into existing SOC workflows, providing a practical framework for 

organizations to enhance their cybersecurity posture. This integration strategy contributes 

to the broader discussion on modernizing cybersecurity practices in the face of evolving 

threats.  

In conclusion, this work is most significant for addressing the acute issue of 

reducing false positives in cybersecurity alerting systems. In doing so, it shows that while 

one can reduce the false positive rates of two popular ML models a lot, at the same time, 

one can maintain high detection rates, indicating to the extent that it is almost ‘designed’ 

to help improve the work of analysts in the SOC. All these contributions come together to 

enhance the knowledge about how to best apply ML for strengthening cybersecurity, 

especially about HTTP traffic analysis within the context of SOCs. This study implies 

that further research and practical work can be done to establish more resilient, effective, 

and self-learning cybersecurity systems. 

5.5 Recommendations for Future Research 

This shows that research should go on since threats are unique to the development 

of technology. Further work should be devoted to the expansion of datasets to cover more 

recent and diverse forms of attack and guarantee the adaptability of the models to 

different situations. The integration of unsupervised learning with semi-supervised 

learning paradigms might create new ways of identifying new or not well-understood 

threats, which would improve the effectiveness of the security systems. It would be 

especially helpful for such methods to discover new patterns of attack that the supervised 

models might miss.  
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Continuing investigations should concentrate on expanding ML remedies to 

corporate-scale networks and tackling issues concerning data quantity, processing pace, 

and resource allotment. Exploring the effortless blending of ML-powered threat detection 

with current security infrastructure and outdated systems is vital for practical application 

in real-world circumstances. 

Future research should investigate how generative AI and LLMs can be used in 

cybersecurity in the future of AI development. Research could evaluate how generative 

AI might improve the generation of realistic attack scenarios or the overall quality of 

threat intelligence. Furthermore, LLMs could be used to enhance the effectiveness of 

identifying complex phishing and other social engineering schemes based on the analysis 

of subtle communication patterns. 

Developing more sophisticated feature engineering tactics and carrying out 

extended performance assessments of ML models in cybersecurity settings could greatly 

boost their efficiency and potency, especially when coping with the massive data typical 

of expansive network milieus. Additionally, probing the financial implications of ML-

enhanced cybersecurity actions could yield valuable intel for organizational strategizing 

and resource management. 

Lastly, multidisciplinary methods, like investigating the overlap of cognitive 

science and ML, may yield more instinctive and analyst-friendly ML systems for 

cybersecurity. This comprehensive approach could generate more efficient and user-

friendly security remedies, connecting innovative technology and human knowledge in 

the domain of cybersecurity. 
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