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Abstract

Unification of Randomized Response Designs and Certain Aspects of

Post-Randomization for Statistical Disclosure Control

This dissertation deals with two closely related topics - randomized response (RR)
surveys and post-randomization - that are concerned with survey respondents’ privacy
protection and confidentiality. First, we present a common framework for discussing
various RR surveys of dichotomous populations with polychotomous responses. The
unified approach addresses both respondents’ privacy and statistical efficiency and is
helpful for fair comparison of various procedures. We describe a general technique for
constructing unbiased estimators of the proportion (7) of the population that belongs
to a sensitive or stigmatized group based on arbitrary RR procedures, from unbiased
estimators based on an open or direct survey with the same sampling design. The
technique works well for any sampling design p(s) and also for variance estimation. We
develop an approach for comparing RR procedures, taking both respondents’ protection
and statistical efficiency into account. For any given RR design with three or more
response categories, we can find RR procedures with a binary response variable which
provide the same respondents’ protection and at least as much statistical information.
This result suggests that RR surveys of dichotomous populations should use only binary
response variables.

In many situations there may be more than two natural population categories, so we
also investigate RR surveys for polychotomous populations, with k categories of which at
least one is sensitive or stigmatized. We extend the theory and framework for RR surveys
of dichotomous populations to RR surveys of polychotomous populations, including

estimation in finite population settings. We also discuss comparison of polychotomous
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RR designs where only one category is sensitive.

The second topic is post-randomization (PRAM), which is a statistical disclosure
control technique for categorical variables. The PRAM stochastically transforms each
record in a microdata set using pre-selected probabilities. We demonstrate that any
PRAM procedure can be regarded as a PRAMing of the cross-classification of all the
variables in the data set. We discuss some connections to RR surveys and note that
the estimators developed for RR surveys are applicable for estimation from PRAMed
data. We focus on a special case of PRAM, known as invariant PRAM and introduce
the notion of a strongly invariant PRAM. The invariant PRAM is attractive in that
in the strong situation, the PRAMed data can be analyzed without adjustment for
post-randomization. We review methods for constructing invariant PRAM matrices,
clarify certain misconceptions about invariant PRAM, and discuss estimation from an
invariantly PRAMed microdata set. Finally, we examine the effectiveness of PRAM for

limiting statistical disclosure.
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Chapter 1

Introduction

This dissertation is about two closely connected topics that deal with data protection and
confidentiality: The first topic is randomized response (RR) designs where we present a
unified framework for the analysis of and comparison of RR surveys of binary and poly-
chotomous characteristics. The second topic is post-randomization (PRAM), which is a
statistical disclosure control technique. The following sections of this chapter introduce

RR designs and the PRAM, and provide an outline of the dissertation.

1.1 Randomized Response Designs

In most surveys, the individuals selected in the sample are asked to answer direct ques-
tions relating to the survey variables. However, for questions on sensitive or stigmatizing
characteristics such as criminal history, tax evasion, drug abuse, gambling and abortion,
many respondents are unwilling to give honest answers, if at all they respond in the first
place. The refusals and false answers lead to biased and unreliable estimates. The main
reason for lack of respondents’ cooperation is the lack of privacy.

To increase truthful respondent participation, Warner (1965) proposed the first ran-
domized response (RR) procedure for a binary characteristic, which allowed respondents
to respond truthfully to questions without revealing their personal information in the

course of the survey. RR generates misclassified categorical variables with known mis-



classified probabilities. It is this misclassification that protects the privacy of the per-
sonal information of each individual respondent. Of the different types of surveys used
in practice, such as mail, telephone, internet, etc., RR methods work only for personal
visits which are otherwise known as face-to-face interviews.

Consider a dichotomous population where each person belongs either to a sensitive
group A or to its complement A¢. The objective is to estimate the true proportion (7) of
the population that belongs to group A. In Warner’s (1965) method, each interviewee
first selects one of the two questions:

Q@1: Do you belong to A?

Q2: Do you belong to A¢?
with respective probabilities p and (1 — p), by performing a random experiment, un-
observed by the interviewer. One example of a random experiment that implements
RR surveys involves supplying each respondent with a deck of cards. The cards bear
questions regarding membership in group A or A€ (i.e.,, @1 and @2) in proportions p
and (1 — p) respectively. The respondent is asked to draw a card after shuffling the deck
and reply to the question inscribed on the selected card. The respondent then truth-
fully replies “Yes” or “No” to the selected question without disclosing the question and
thereby protecting his/her privacy. The process of selecting the question is unobserved
by the interviewer. Also, the respondent does not disclose the question to which his/her
answer applies. So, even though the interviewer gets a truthful “Yes” or “No” response
from each respondent, the randomization procedure ensures that personal information
regarding whether the respondent belongs to group A or A€ cannot be retrieved by the
interviewer. With this understanding of the privacy protection provided by RR designs,
the respondents are expected to respond truthfully to an RR survey. The probability p
is chosen by the interviewer in designing the RR survey. The choice of p plays a dual

role in determining the extent of privacy protection and the efficiency of estimates of 7



obtained from the RR design.

There are two main types of variations to RR designs in the literature:

1. Change in the randomization process

2. Change in the question set

An example of a change in randomization process can be found in Mangat and Singh
(1990) where they proposed the following two-stage randomization procedure: At the
first stage, a binary experiment with P(S) = T and P(F) = 1 — T is performed. If the
outcome is S then the respondent answers (1; otherwise, the respondent goes to the
second stage and follows the Warner’s method as described above.

An example of a change in question set is found in Greenberg et al. (1969) which
discussed a related procedure, called Simmons’ unrelated question method, in which the
question (2 in Warner’s method is replaced by an unrelated nonsensitive question:

Q3: Do you belong to B?

An example of an unrelated question is: were you born in the month of June? The
probabilities of “Yes” (Y') and “No” (IN) responses to Q3 may be known, in which case, a
method of moments estimator (7y7) of m can be derived easily. Greenberg et al. (1969)
compared the variances of the estimates from their method to that of Warner. They
showed that their design was more efficient when the probability (p) of asking the direct
question ()7 is the same in the two methods.

Some of the comparisons of various methods that have been done in past papers
have not been fair, as noted by Leysieffer and Warner (1976) and Fligner et al. (1977),
because competing procedures with a common value of p offer different degrees of pri-
vacy to the respondents. In particular, due to the variations in various RR designs,
although two designs may have common parameter p, they may afford different degrees

of privacy protection. For fair comparison, the two procedures should be required to



offer equal respondents’ protection. Some unfair comparisons stemmed from considering
two procedures with a common randomization parameter, but with disparate impact on
respondents’ protection, and then comparing variances of the estimators proposed under
the two procedures. We believe, misleading comparisons could be avoided by discussing
various RR procedures within a common framework.

Some RR procedures proposed in the literature use polychotomous responses (e.g.,
Leysieffer and Warner, 1976; Kuk, 1990; Christofides, 2003). Most of these procedures
were compared to, say, Warner’s original procedure without finding a way to hold the
respondent’s protection constant. This often led to unfair comparisons.

In this research, we developed theory and framework for other RR designs beyond
those of dichotomous populations with binary response variables introduced above. We
adopt an incremental approach by first examining RR surveys of dichotomous popula-
tions with polychotomous response variables. Overall, we present a unified framework
for analysis and comparison of randomized response surveys of binary characteristics and
clarified certain issues relating to statistical estimation and comparison of RR surveys.
Next, we examined a general framework for analyzing RR surveys of polychotomous
populations with polychotomous response variables. For both binary and polychoto-
mous RR designs, we began our development under an infinite population setting and
then extend our results to situations in finite population settings. Most of the results
obtained in this part of the dissertation research have been presented in Nayak and

Adeshiyan (2009).

1.2 Post-Randomization

Statistical agencies around the world apply Statistical Disclosure Control (SDC) tech-
niques before releasing public data products in order to protect the confidentiality of

respondents to their various surveys and censuses. In particular, federal agencies in



the United States are bound by federal laws to protect the data that they collect from
individuals and businesses. The US Census Bureau, for instance, is bound by Title 13
of the United States Code. There are other federal laws including the Confidential In-
formation Protection and Statistical Efficiency Act and the Privacy Act that reinforce
protections of data. As a result, federal agencies use SDC techniques ranging from simply
stripping off identifying information from the data to more sophisticated data masking
techniques such as adding noise, grouping, cell suppression, data swapping, multiple im-
putation/generation of synthetic data, etc. See Doyle et al. (2001) and Willenborg and
De Waal (2001) for more detailed discussions of various disclosure control techniques.
We are particularly interested in examining the post-randomization method (PRAM)
for controlling statistical disclosure.

The PRAM method for controlling statistical disclosure, introduced by Kooiman et
al. (1997) and further discussed by by Gouweleeuw et al. (1998), is concerned with
protecting respondents’ privacy while releasing microdata (for data already collected)
for public use. PRAM stochastically transforms the values of categorical variables in
a microdata using a known transition probability matrix. This deliberate misclassifica-
tion of original response variables introduces uncertainty about the true category of any
participant in the survey. On the other hand, since transition (or misclassification) prob-
abilities are known and will be provided to an external legitimate user, valid statistical
analyses can still be performed with suitable adjustment of standard methods.

As noted by Van den Hout and Van der Heijden (2002), mathematically, the PRAM
is equivalent to a randomized response (RR) design procedure. Both are concerned with
protection of respondents’ privacy and statistical efficiency. One difference is that in
RR surveys, the responder randomizes the response at data gathering stage; whereas,
in PRAM, randomization is carried out by the surveyor after the data are collected.

Thus, theoretical results developed for RR surveys can be used beneficially in SDC.



This suggests a link between polychotomous RR and PRAM. In fact Warner (1971)
suggested that the idea of RR can also be used to protect data that has already been
collected. Similar to the argument made for RR above, with this understanding of
the privacy protection provided by SDC, the respondents’ participation in surveys or
censuses is expected to improve.

A variant of PRAM, known as an invariant PRAM, have been proposed to allow
data users to perform statistical analysis without the need to perform any adjustments to
standard methods. Invariant PRAM is attractive because it may not require a statistical
agency to provide misclassification probabilities to an external user of the data.

Several European statistical agencies have investigated the use of PRAM as a SDC
method. Notably, PRAM was used in the 2001 Individual Samples of Anonymised
Records (SAR) drawn from the UK Census by the Office of National Statistics (ONS)
in the UK (Gross, et al 2004). The authors discuss practical implementation of an in-
variant PRAM with special emphasis on how to apply PRAM while maintaining edit
consistencies. Typically at the ONS, the main disclosure control method used is re-
coding; however, at the point where further recoding causes a large decrease in the
information released for little decrease in disclosure risk, they were faced with choice of
either removing the remaining high risk records, or alter one or more of their charac-
teristics, in order to protect the records. Thus, ONS developed a method based on the
PRAM (Bycroft and Merrett, 2005).

A lot of developmental work on PRAM has been carried out by Statistics Nether-
lands, but we could not find any documentation where PRAM has been implemented
for production in the Netherlands statistical agency. Several papers, however, provide
evaluation studies on how well PRAM performs on real survey data. One of such papers
evaluates an application of PRAM on the Dutch National Travel Survey (Gouweleeuw,

et al, 1998). Statistics Finland has also studied the use of PRAM for the Finnish Lon-



gitudinal Employer-Employee Data (Konnu 2005) while Shlomo and De Waal (2008)
describe a PRAM study using data drawn from the 1995 Israel Census sample.

In RR, knowledge of each respondent’s identity is not an issue; whereas in PRAM, the
respondents’ identities are typically protected. We shall elaborate on this difference in a
formal manner. Also, aside from identity disclosure, we shall formally discuss statistical
disclosure issues. We intend to give practical suggestions and guidelines about when and
how to choose PRAM procedures that provide adequate privacy protection and public
data releases on which we can perform meaningful statistical analyses. However the
choice of the misclassification probabilities to reach a reasonable compromise between
respondents’ privacy protection and data utility is quite challenging and deserves further

investigation.

1.3 Outline of Subsequent Chapters

In Chapter 2, we begin by reviewing in more detail the two early RR procedures men-
tioned in Section 1.1, and we discuss past unfair comparisons of the two procedures. We
also review Nayak’s (1994) work on the unification of binary response RR surveys of
dichotomous populations. Subsequently, we develop a unified framework for RR surveys
of dichotomous populations with polychotomous response variables and clarify certain
issues relating to statistical estimation and comparison of RR surveys. We also develop
some results relating to unbiased estimation of m and standard errors of estimators under
any sampling design p(s).

In Chapter 3, we discuss RR designs for polychotomous populations. Here we extend
the theory and framework for RR surveys of dichotomous populations to RR surveys
of polychotomous populations. Several of these RR methods have been proposed and
investigated in the literature. We shall start with k& population categories and k response

categories under an infinite population setting as presented in Chaudhuri and Mukerjee



(1988), where they give an overview of relevant works by Bourke and Dalenius (1976),
and Liu and Chow (1976). Next, we shall extend our results to situations in finite
population settings. We also discuss comparisons of a class of polychotomous RR designs
where only one category is sensitive. In particular, we derive conditions for which one
can construct better polychotomous RR designs of a specified structure.

In Chapter 4, we start by describing several variations of the PRAM procedure. We
demonstrate that, conceptually, any PRAM procedure can be regarded as a PRAMing
of a derived variable which is the cross-classification of all the variables. We discuss
the connection of PRAM and RR and note that the estimators developed for RR. of
polychotomous populations in Chapter 3 can be used for PRAM. Next, we discuss a
special case of PRAM known as invariant PRAM and introduce the notion of a strongly
invariant PRAM. We review methods for constructing invariant PRAM matrices, and we
clarify certain perceptions of invariant PRAM that are not fully justified. We also discuss
estimation from an invariantly PRAMed data. Finally, we examine the effectiveness of
PRAM for limiting statistical disclosure.

Chapter 5 concludes this dissertation. There, we summarize our findings and discuss
some questions and possible future research topics. We hope to continue our research

and make further contributions to both RR surveys and PRAM.



Chapter 2

Randomized Response Designs for
Binary Characteristics

2.1 Introduction

In this chapter we present a unified theory of randomized response (RR) designs for
binary characteristics with polychotomous responses variables. We also discuss unbiased
estimation under general sampling designs and compare RR surveys, paying attention to
both respondents’ protection and statistical efficiency. In the next section we review two
of the earliest RR procedures, the Warner and Simmons’ Unrelated Question methods,
respectively. In Section 2.3, we discuss previous unfair comparisons that have been made
between the two methods. We review Nayak’s (1994) general RR design for binary
characteristic with binary response in section 2.4.

In section 2.5, we lay out a unified framework for binary characteristics with poly-
chotomous responses and express privacy measures and some basic statistical entities in
terms of the randomization parameters. We hope the proposed framework will be helpful
for thinking in a principled way about privacy and statistical efficiency. Most papers
present estimators for simple random sample with replacement (SRSWR), but many
surveys employ unequal probability sampling, e.g., stratified and multi-stage sampling.
In Section 2.6, we discuss unbiased estimation of 7 and variances of estimators under a

general sampling design p(s). Following Padmawar and Vijayan (2000) and Chaudhuri



(2001, 2004), we present a technique for modifying a linear unbiased estimator under an
open or direct survey to obtain an unbiased estimator for an RR survey. We investigate
RR setups where the randomization process could vary from respondent to respondent.
This general view of the application of RR may be useful in stratified SRS designs, in
which case, the RR process can vary by strata. We also uncover and discuss an ar-
bitrariness inherent in that approach. In Section 2.7, we compare RR surveys taking
both respondents’ protection and statistical information into account. We find that use
of polychotomous responses is not really helpful for sampling dichotomous populations.
Specifically, given any RR procedure with a polychotomous response variable, we can
devise a better RR procedure using a dichotomous response variable. Finally in Section

2.8, we discuss admissibility results for binary response RR designs.

2.2 Two Early Procedures

Following the setup in the previous chapter, we begin with the first RR procedure for a
binary characteristic, as proposed by Warner (1965). Consider a dichotomous population
where each person belongs either to a sensitive group A or to its complement A¢. The
objective is to estimate the true proportion (7) of the population that belongs to group
A. In Warner’s (1965) method, each interviewee first selects one of the two questions:
Q1: Do you belong to A?
Q2: Do you belong to A¢?
with respective probabilities p and (1 — p), by performing a random experiment, unob-
served by the interviewer. The respondent then truthfully replies “Yes” or “No” to the
selected question without disclosing the question and thereby protecting his/her privacy.
The probabilities p and (1 —p) are known and are embedded in the randomization mech-
anism. Here, p is a design parameter, and not to confuse it with design parameters of

other procedures, we shall denote it by p,,, .
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Consider a simple random sample with replacement (SRSWR). Then, the probability

of the “Yes" response is:

PW(YeS) = Ay =TDy + (1-m(1 _pw) =(1 _pw) + (2pw — D)m. (2.1)

Let n denote the sample size and X denote the number of “Yes” responses. Then,
X ~b(n, A, ). Forp, # 0.5, Warner (1965) proposed the following method of moments

estimator of 7 :

~

W 2p, —1

where 5\W = X/n. The estimator 7, is obtained by first writing 7 in terms of A, using
(2.1), and then replacing A, with X, .

The variance of 7, is

R Aw (L= Ay, m(l—m w1l =Dy
Var(ww):n(zéw_l)g: (n )+£(2;W _pl))Q. (2.2)

The last two terms of (2.2) represent, respectively, the variance of the minimum variance
unbiased estimator of 7 from an open (or direct) survey and the additional variance due
to randomization. Both the variance of 7, and the degree of respondents’ privacy
depend on the value of p,,.

Greenberg et al. (1969) discussed a related procedure, called Simmons’ unrelated
question method, in which the question ()2 in Warner’s method is replaced by an unre-
lated nonsensitive question:

Q@3: Do you belong to B?

An example of an unrelated question is: were you born in the month of June? Here, let
p,, denote the probability of asking the direct question @)1, and hence the probability
of asking the unrelated question Q3 is 1 — p,,. The probabilities of “Yes” (Y) and “No”

(N) responses to Q3 may be known to be, say, § and (1 — [3) respectively. Then, the

11



probability of responding “Yes” overall is given by:

P, (Yes) = Av =7p, + (1 _pU)IB' (2.3)

Thus, a method of moments estimator (7,,) of 7 is given as

~

A Ay — (1 —p,)B

Ty .

Py
Greenberg et al. (1969) derived that
Ay (T=X,)
V - — 1% u
a’l"(Tl'U) npU2 )

which increases as p,, decreases.

2.3 Unfair Comparisons

Greenberg et al. (1969) also illustrated numerically that Var(#,) is smaller than
Var(w,, ) when the probability of asking the direct question () is the same in the two
methods, that is, p, = p,,. They considered the case where p, = p,, = 0.8, 5 = 0.1
and n = 1000. For 7 = 0.05, Var(w,,) = 0.000492 and Var(7,) = 0.000088; and for
m=0.2, Var(n,,) = 0.000604 and Var(w,) = 0.000231.

As noted by Leysieffer and Warner (1976) and Fligner et al. (1977), that comparison
is not fair because the two procedures, with a common value of the probability of asking
the direct question )1, offer different degrees of privacy to the respondents. Since
membership in the sensitive group A is considered a privacy disclosure issue; whereas,
membership in A€ is not, the larger the conditional probability of belonging to A, given
a certain response, the greater the privacy disclosure caused by giving that response.
The conditional probabilities of belonging to A under Warner’s design can be expressed

as

_ TPw _ (1 _pw)
P, (AlYes) = T E— and P, (A|No) = b= @py —

12



For Simmons’ procedure, the conditional probabilities of belonging to A are

71—[pU —+ (1 — pu)ﬁ]
PyT™ + (1 - pU)/B

m(1 = py)(1 = B)
(1 - W)pU + (1 _pU)(l - /8)

P (AlYes) = and P(A|No) =

Using the same numeric example above, we can see that for 7 = 0.05, and given
a “No” response, the two procedures are about equally protective since P, (A|No) =
0.01 and P, (A|No) = 0.01. However, P, (A|Yes) = 0.22 and P, (A|Yes) = 0.68 which
suggests that, for this example, Warner’s procedure is more protective of respondents
in group A given a “Yes” response. Following Lanke (1976), a single measure of degree
of privacy is maz{P(A|Yes), P(A|No)}. Thus, we see that Warner’s procedure, which
has the smaller value of Lanke’s measure, is more protective than Simmons’ procedure.

For fair comparison, the two procedures should be required to offer equal respondents’
protection. Under the assumption that P(A|Yes) > P(A|No), so that
mazx{P(A|Yes), P(A|[No)} = P(A|Yes), Lanke (1976) derived conditions for Warner’s
and Simmons’ methods to be equally protective for a given =, that is, P, (A|Yes) =
P (A|Yes). He showed that for every p, and [ there is a unique value of p,, = % +
%_&7({_1%])5 for which P, (A|Yes) = P, (A|Yes).

Several other RR methods have been proposed and investigated in the literature, e.g.,
Kuk (1990), Mangat and Singh (1990), Mangat (1994) and Kim and Warde (2004); see
Chaudhuri and Mukerjee (1988) for a detailed discussion of many of these procedures.
However, some of the efficiency comparisons, e.g., Greenberg et al. (1969), Mangat and
Singh (1990) and Mangat (1994), are flawed as they do not hold respondents’ protection
at the same level.

In summary, various RR methods can be found in the literature, but each RR pro-
cedure has usually been discussed using features (parameters) that are specific to its
randomization mechanism. Often the randomization mechanisms of two procedures

share a common element, but with different effect on privacy and efficiency of the two
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procedures. For example, the question ()1 is common to Warner’s and Simmons’ pro-
cedures, but the probability of asking )1 affects respondents’ protection and statistical
efficiency differently for the two procedures; also see Fligner et al. (1977) for additional
discussion and numerical illustrations. The unfair comparison of Warner’s and Simmons’
methods, discussed above, stemmed from considering two procedures with a common
randomization parameter, but with disparate impact on respondents’ protection, and
then comparing variances of the estimators proposed under the two procedures as dis-
cussed above. This is a fairly common mistake in RR designs literature, e.g., Greenberg
et al. (1969), Mangat and Singh (1990) and Mangat (1994). We believe, misleading
comparisons could be avoided by discussing various RR procedures within a common
framework. A general framework is also important for identifying and placing the sub-

stantive logical issues at the forefront.

2.4 General Binary Response Design

For binary response RR surveys of dichotomous populations, Nayak (1994) proposed a
unified framework, which we now briefly discuss. Let Y be an indicator of the sensitive
characteristic, viz., Y = 1 if the respondent belongs to the sensitive group A and Y =0
otherwise. Let Z = 0 and Z = 1 label the two response categories. For example, in
Warner’s and Simmons’ procedures, the “Yes” and “No” responses may be recorded as
Z =1 and Z = 0, respectively. Let, a and b denote P(Z =1|Y =1) and P(Z = 1Y =
0), respectively. Then, the posterior probabilities of ¥ = 1, which determine the level
of respondents’ privacy, are:
arm
am +0(1 —7)

(1—a)r
l—a)r+(1-0b)(1—-m)

PY =1Z=1)=

P(Y =1Z=0) =

14



Note that these two probabilities depend on the randomization only through a and b.
Let n denote the sample size and X denote the number of respondents reporting

Z = 1. Then, under the common assumptions of SRSWR and truthful answering,

X ~ b(n,0), where § = am + b(1 — 7). Since % is the uniformly minimum variance

unbiased estimator (UMVUE) of 0, if a # b, the UMVUE of 7, based on X, is given by

F= (b)) (2.4)
and its variance is
V#) =V —b)/(a by
_VX)
RCEDE

Thus, V(7) = 0(1 — 0)/[n(a — b)?].

If a and b are known and are determined only by the randomization mechanism, as
is the case for most binary response RR procedures, all statistical properties, including
protection of privacy and accuracy of statistical inferences, depend on the randomization
step only through the values of a and b. So, such procedures can be characterized by a
and b, taking them as the RR design parameters. Thus, a unified approach ensues from
discussing various binary response RR procedures in terms of their design parameters a

and b.

Remark 2.1. Any one-to-one transformation of (a,b) can also be used as the RR de-
sign parameters for developing a unified framework. In particular, Nayak (1994) used
P(Yes|A) and P(No|A€) as the RR design parameters, which correspond to our a and
1-bif Z =1 and Z = 0 represent the “Yes” and “No” responses, respectively. Leysieffer
and Warner (1976) expressed respondents’ protection and Var(7) in terms of v = a/b

and v = (1 = b)/(1 — a). As the transformation {a,b} — {u,v} is one-to-one, a unified
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framework can also be developed in terms of u and v.

Remark 2.2. As it was noted in Nayak (1994), the interchanging of the two responses
“Yes” and “No” (or equivalently Z = 1 and Z = 0) does not alter any statistical property
of a procedure, which implies that for any 0 < a,b < 1, the two RR procedures with
RR design parameters (a,b) and (1 — a,1 — b), respectively, are equivalent. For unique
representation, we may impose the restriction a > b and take {(a,b) : 0 < a,b < 1,a > b}
as the RR design space. In this framework, Nayak (1994) showed that respondents’
protection and statistical efficiency do not necessarily move in opposite directions and
an RR design (a,b) is admissible if and only if a = 1. We shall present a stronger result

in Section 2.8 below.

Remark 2.3. The general framework presented above covers all binary response RR
procedure for which the randomization probabilities a and b are known. It does not
cover Simmons’ two sample procedure, where the probability of the “Yes" answer to
Q3 is unknown and the sampled individuals are divided into two groups to receive the

questions @1 and Q3 with different but known probabilities (Greenberg et al., 1969).

2.5 A Unified Framework

Some RR procedures proposed in the literature use polychotomous responses (e.g., Leysi-
effer and Warner, 1976; Kuk, 1990; Christofides, 2003). In Chow’s procedure, discussed
in Leysieffer and Warner (1976), each respondent selects k balls at random, without re-
placement and unobserved by the interviewer from an urn containing L red and M blue
balls, where L and M are known and k < min{L, M }. The respondent then reports the
number of red balls if he/she belongs to the sensitive group A; otherwise he/she reports
the number of blue balls. Christofides (2003) proposed a similar, albeit more general,
procedure where each person in the sample is provided with a device which produces

the integers 1, --- , k with known probabilities p1, - - - , pg, respectively. Each respondent
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uses the device, in the absence of the interviewer, to produce one integer J and then
reports the value of (k + 1 — J) if he/she belongs to A; otherwise, he/she reports the
value of J. In Kuk’s (1990) repeated trials design, each respondent is given two decks
of cards. Both decks comprise of cards of two colors, say red and blue, but with dif-
ferent proportions. A respondent selects k cards at random and with replacement from
deck 1(2) if he/she belongs to A(A€) and reports the number of red cards selected. In
all of these procedures, the response variable Z is integer valued and the probabilities
{P(Z = z|A)} and {P(Z = 2| A°)} are known and specified by the randomization device.

Here we shall present a unified framework for RR surveys of dichotomous populations
using polychotomous response variables. As before, let Y = 1 if the respondent belongs
to the sensitive group A and Y = 0 if the respondent belongs to A° and let 7 = P(Y = 1)
be the unknown parameter of interest. We shall denote the response variable by Z, the
number of response categories by k(k > 2) and the possible responses by ¢y, -, ¢k,
satisfying ¢; # ¢; for i # j. Further, let o; = P(Z = ¢|Y =1),8; = P(Z = ¢|Y =0)
fori =1,--- k, a = (aq,...,ax) and 8 = (f1, ..., Bk). For uniqueness of k, we shall
require that min(ay, 8;) > 0,7 = 1,--- , k. We shall call a RR survey with k response
categories a (2 — k) RR survey. The binary response surveys, as considered in Nayak
(1994), correspond to k = 2. We shall consider all (2 — k) RR surveys with known
a and B, noting that for protecting respondent’s privacy it is not necessary to use a
randomization device for which a and 3 are unknown.

Let 0; denote P(Z = ¢;), i.e., 0; = a;m + f;i(1 — ). Then, the posterior probabilities

which determine the level of respondents’ privacy are:
oy T

PAIZ =6) = s = Ty b (2.5)

Fori=1,---  k, let X; denote the observed frequency of the response ¢;. Then, under
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SRSWR, (X1,---,Xk) ~ mult(n;601,--- ,0) with probability mass function

|
Fa(@i, - mp) = P(Xy =1, , Xp = @) = nigﬂfl L0k,
xl' Z‘k

The log likelihood is given by
1(0) = constant + Z zilnjogm + B;(1 — m)]

Hence, the maximum likelihood estimate (MLE) of m, based on (Xi,---,X}), is the

solution of
k

o - zi(oy — Bi)
87r1nf7r(l‘1a o) =0 or Z;am—l—ﬁi(l_”)_oj

provided that the solution is in [0, 1]. In the case of sampling from an infinite population,

the Fisher information in a single response is

k

;am%-ﬁz 1—71')

and the asymptotic distribution of the MLE (7psz,) is normal:

V(@ — ) N N(0,i (7)) as n — oo,

which can be used to construct large sample confidence intervals for 7.

Note that the posterior probabilities in (2.5), the distribution of (Xi,---, X) and
the Fisher’s information depend on the randomization mechanism only through o and
B. Thus, all (2 — k) RR procedures can be characterized by the values of a and 3. This
implies that for designing a (2 — k) RR survey we should first determine the values of
and B and then devise a mechanism for implementing them. For a unified approach, we
suggest to take (e, 3) as the RR design parameters and discuss and examine all (2 — k)

RR procedures through them.
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Remark 2.4. The ordering of the k response categories should have no bearing on the
substantive properties of a (2 — k) RR design. A (2 — k) RR design essentially remains

unchanged under any permutation of the response categories and corresponding permu-

tations of the components of a and 3. Thus, for any («,3) = (a1, , ak, b1, , Bk)
and any permutation (i1, ---i) of (1,--- , k), the two (2 — k) RR designs with random-
ization probabilities (o, B) and (o, - , oy, Biy, - -+, Bi,, ), respectively, are equivalent.

This implies that any (2 — k) RR design can be characterized by many different sets of
values of the RR design parameters (a, 3), generated by permutations of the response
categories. So, for unique characterization of a (2 — k) RR design by («, 3), we need a
convention for ordering the response categories. One possibility is to order the categories
first by the values of {c;} and then by the 8 values, i.e., require that a; > -+ > ay and
it aj = --- = ajqy for any j and m, then §; > --- > B;4,,. Noting that the posterior
probability P(A|Z = ¢;) in (2.5) depends on a and 3 only through the ratio (a;/3;) and
P(A|Z = ¢j) is an increasing function of (c;/;), we believe a more meaningful approach
would be to order the categories first in decreasing order of magnitude of («;/f;), i.e., in
decreasing order of the probability of being classified in the sensitive group A, and then
by decreasing order of magnitude of {a;}. Thus, to make (e, 3) unique we suggest to
require (a1 /81) > - > (a/By) and if (a;/8;) = - = (Qy/Byim) for any j and m,

then o; > -+ > ajqim.

2.6 Estimation of 7w

While most authors discussed statistical analyses of RR data assuming random sampling
from an infinite population or SRSWR, practical surveys often involve complex survey
designs and many variables, only a few of which may be sensitive. Thus, it is impor-
tant to derive estimators based on RR data and unequal probability sampling. For a

quantitative response variable, Padmawar and Vijayan (2000) discussed linear unbiased
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estimation of a finite population total based on RR data obtained under a general sam-
pling design. Analogously, Chaudhuri (2001, 2004) presented linear unbiased estimators
of a population proportion (7) based on certain RR procedure including the Christofides’
(2003) procedure. Specifically, they showed how a linear unbiased estimator based on an
open survey can be modified to obtain an unbiased estimator under an RR survey. They
also discussed unbiased estimation of the variance of the estimators from RR survey
data. In this section, we first develop similar results for a general (2 — k) RR procedure
and then discuss an arbitrariness of the approach.

Consider a finite population of N units, labeled ¢ = 1,--- , N, and let Y; denote the
value of Y (an indicator of the sensitive variable) for unit i. Let Z; denote the response of
unit ¢ and suppose the sample is selected using a non-informative sampling design p(s).
So, the data can be represented as {(i, Z;);i € s}, where s is a subset of {1,---, N},
and our goal is to estimate m = (Zfil Y;)/N. Note that while Y; are fixed, Z; are
random variables, and estimation of 7 is equivalent to estimation of the population total
T(Y) =Y, Y

Suppose

e(s,y) = wso + Y wsY; (2.6)

1€ES

is a linear unbiased estimator of T'(Y'), i.e.,

N
Byle(s,y)] =Y e(s,y)p(s) =Y Y; for allYy,--- Yy

s =1
that is,
N
DN Vi= (weo+ Y weYi)p(s)
i=1 s €S
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= Zwsop +Zzwsz zp

s 1€Es

= Zwsop +ZY Zwslp

§31

Thus,
ZwSOp(S) =0 and Zwsip(s):L Z:]_7 7N‘
s $31
To extend Chaudhuri’s (2001, 2004) results, in this section we shall require ¢1, -+, ¢x to

be real numbers. Then, since P(Z = ¢;|Y = 1) = a; and P(Z = ¢;|Y = 0) = §;, we
have

E[ZlY =1] = Za]c] and E[Z|Y =0] = Zﬁjc]
7=1

or

Ea

E[Z|Y] = Z/B]c] Z — Bj)glY =di + doY,  say,

where d; = Z;?:l Bjcj and dy = Zle(aj—ﬁj)cj. So, if dy # 0, i.e., (a—/3) is not orthog-
onal to ¢ = (c1,- -+ ,ck), letting U = (Z —dy)/da, it follows that Er(U) = E(U|Y) =

where F'r denotes expectation with respect to the randomization mechanism. Let
e*(s,z) = wiy + Z wy; Zi, (2.7)
1ES
where w}; = ws — (d1/d2) e, Wsi and w}; = ws;/da. Then,

Ele*(s,2)] = E,Erlwly + Y _ w},Zi]

€S

= EPER[wS() — (di/d2) Zwsi + Z(wsi/d2)zi]

1€Es 1€S
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= E,ERlwso + Z(wsi/d2)(zi —d1)]

1€ES

==1?p133[uk0 +‘§£:7Usila]

€S

::laphUSO +’z£:/u%i12]

€S

= Byle(s,y)] = T(Y).

Thus, we have the following:

Theorem 2.1. For any given sampling design p(s), if e(s,y) in (2.6) is a linear design
unbiased estimator of the population total T(Y) = Zfil Y; based on the open survey,
then the estimator e*(s,z) in (2.7) is a linear design unbiased estimator of T(Y') based

on the RR survey with RR design (o, 3) and sampling design p(s).

Conversely, from any given linear unbiased estimator for an RR survey we can derive
a linear unbiased estimator for an open survey. Specifically, suppose e*(s, z) = bsy +

Y ics DsiZ; is an unbiased estimator of T'(Y') based on an RR survey, i.e.,

Ee*(s,z) = T(Y) = EyEr[bso + Y _ bsiZi] = Ep[bly + Y b5V, (2.8)

1€s i€s

where b¥) = bso + d1 Y, bsi and b%;, = dabs;. Then, (2.8) shows that e(s,y) = b}, +

i€s
> ics 0% Yi is alinear unbiased estimator of T'(Y") based on the corresponding open survey.
Thus, for a given sampling design p(s), there is a one-to-one relationship between the

two classes of all linear unbiased estimators of m based on an open survey and an RR

survey, respectively.
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2.6.1 Variance Estimation

We shall now focus on the variance of the estimator e*(s, z), defined in (2.7). First note

that

VIZIY =1] = Zaj]— Z%CJ =wv; and
VIZIY =0] = ZB“ (Zﬁj%’)zzvo
j=1

and hence we can write

V[Z’Y] =g + (’1}1 - 'U(])Y (2.9)

Using (2.9), the variance of e*(s, z) can be written as

V(e*(sa Z)) = EPVR(€*<3a Z)‘Sa Y) + V;?ER(Q*(& Z)’S,Y)

,w2
= Ep[z 2 “(vo + (01 — v0)Ya)] + Vi(e(s, y))]- (2.10)

The first term in (2.10) is the extra variation due to randomization. Noting that in our

application YZ-2 =Y,

Vo(e(s,)) = Eple(s, )} — {Ep(e(s,9))}?
= p{wso + Zwsi}/i}2 - {Ep[ws() + Z wSZY;]}

€8 €8
= P{wgo +2 Z ws()wsz’Yi + (Z ’wlez + Zwsiwsjl/'i}/})}
€8 €S i,jes

i7#j
- {Ep[wsﬂ + Z wsiYi]}2

€S
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= Z wsop )+ Z Y; Z wWy; + 2w30wsi)p(3)

521
N
+ Z YY Z wmwsgp (ZY)Z
i,j=1 $31,j i=1
i#]
_ Z wiop(s) + Z Y: > (w + 2wsowsi)p(s)
31
—|—ZYY Zwszwsjp ZY+ZYY
= go —+ Zgly + Z gz] say,

i,7=1

i#]

where,

go = ngop(s), gi = Z(w; + 2wgowsi)p(s) — 1, and g5 = Z wsiwg;p(s) — 1.
S

521 5$31,]

Now we discuss how an unbiased estimator of V' (e*(s, z) can be obtained from an unbi-

ased estimator of Vj,(e(s,y) based on an open survey. Let dg; and dg;; be such that

stip(s) =g; and Z dsijp(s) = gij,

53 531
so that
t(s,y) =go+ Y dVi+ Y duijVi; (2.11)
1€8 i,JES
1#£]

is an unbiased estimator of V,(e(s, y)) based on the open survey data. A specific unbiased
estimator of V,(e(s,y)) is obtained by using ds; = g;/m and dg; = gij/mi;, where
T =D 55 P(s) and m; = > o, p(s). From (2.11) and (2.10) the following result can

now be established using the fact that Er(U]Y) =Y.
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Theorem 2.2. An unbiased estimator of V(e*(s, z)), based on RR survey data, is given
by

(s,2) =go+ Y_dalUi+ > dsi;UilU; +Z L (0o + (01 — vo) ).
1€8s i,jEs 1€S

i#j

Remark 2.5. So far we have assumed that the randomization probabilities {c;, 5;} are
the same for all population units. However, in some situations, especially in stratified
sampling, as discussed in Kim and Warde (2004) and Christofides (2005), the randomiza-
tion probabilities may vary over the populations units. We note that the above discussed
technique for deriving unbiased estimators based on a RR survey from unbiased estima-
tors based on an open survey also works for varying randomization probabilities. Suppose
the randomization probabilities for unit i are (ev;, 3;) = (u1, -+, @ik, Bit, -+, Bik), @ =
1, ,N. Then letting diy = YF_; Bijcj, dio = Y5, (i —Bij)ej and Uy = (Zi—din) /dia,
it can be seen that e*(s, z) = wso + ;e wsU; is an unbiased estimator of T'(Y’). Fur-

thermore, letting
k
Vi0 = Z |Y = O ZB” J (Z 517‘0]‘)2 and

vi1 = VI[Z;|Y; = 1] Za” c5 Zawcj ,

we can verify that the variance of e*(s, z) is

w2,
Vi(e* (s, 2)) = Ep[z sz(vio + (vt — vi0)Y3)] + Vyp(e(s, ). (2.12)

and an unbiased estimator of (2.12) is

t'(s,2) =go+ Y dsiUi + Y dsi;UiU; +Z “ (vio + (vi1 — vio)Us ).
1€S i,j€s 1€S 22

i#]

We may also mention that following Chaudhuri (2001, 2004), one can express V (e*(s, z))
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in other forms and thence obtain other unbiased estimators of it.

2.6.2 An Arbitrariness of e*(s, z).

We note that the construction of e*(s, z) from a given open survey estimator e(s,y),
discussed above, depends on the numerical values cy,--- , c; used to label the response
categories of the RR procedure. For a given sampling design p(s) and a given unbiased
estimator for the open survey, the technique yields many unbiased estimators for an
RR survey (with k& > 3), by associating different sets of numbers to the response cate-
gories. To put this in another way, let ¢f = ¢(¢;),i = 1,--- ,k be a transformation of
{c1, -+ ,cx}. Then it can be seen that E[¢(Z2)|Y] = df +d3Y, where d} = E?:l Biv(c;)
and d5 = Z§:1(O‘j — Bi)¢(cj) and if d5 # 0, letting U* = (¢(Z) —d7)/d5, it follows that

Er(U*|Y) =Y, and

e (s, z) = wso + Z we U = wiy + Z wg; v(Zi),

i€s €S

where wj; = wso — (d7/d3) D ;e wsi and w}f = ws;/d3, is an unbiased estimator of T'(Y")
based on the RR survey. Thus, from a given e(s,y), we can construct many unbiased
estimators of T'(Y') based on the RR survey, by employing different transformations (.).

In view of the above discussion, we may choose ¢y, - - - , ¢t to minimize the variance in
(2.10). Since the second term of (2.10) does not depend on ¢y, - - - , ¢ we need to consider
only the first term. First, we note that (Z — dy)/dy and e*(s,y) are invariant under
location and scale transformations of ¢1,--- , ¢k, i.e., under ¢; = v¢; + 6,1 = 1,--- , k,

for all +, 4. This follows from the fact that

k k

(Z —dv)/dy = [VZ+3 =) Bi(ve; + )1/ Y _(aj = B)(ve; +6) (2.13)

J=1 J=1
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k

k
=[Z+6- VZBJCJ_(SZ@ 72(0@-@)@—%52(0@-
Jj=1 Jj=1 Jj=1 j=1

k
=NZ+6— 725;’03' —8)/[v D (e = By)e; +6.0]
j=1

j=1
k
=[Z- ’yZﬁjcj Z(O‘j = Bj)gj]
1 =1
. k
ZBJCJ /7l Z - Bj)gil
J=1 Jj=1

k
Z — Bj)ej]

J=1

IIMw

= (Z —di)/da,

and, from (2.7),

using (2.13). From this, it can also be seen that for k = 2, i.e.,

design, e*(s,z) is unique, independent of the choice of ¢; and cs.

for a (2 — 2) RR

So the estimation

methods discussed earlier is well defined for (2 — 2) RR designs. For k& > 3, without

loss of generality (in view of the above mentioned invariance under location and scale

transformations), we impose the restrictions:

k k
Z ajc; =1 and Z Bic; = 0.
i=1 i=1
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Then, di = 0,dy = 1,v9 = Z,’f:l 2B and vy = Zle c?ai — 1, and the first term of

(2

(2.10) reduces to

w2. N
EP[Z d%z (vo + (v1 — v9)Y;)] = wo Z{Z w2 }p(s) + (v1 — vo) Zl Y; ngip(s)
k k
=AY cai = 1)+ A eiB), (2.15)
=1 i=1

where
N
A = Z Y; Z w?p(s) and Ay = Z{Z w2 p(s) — Ay
i=1 531 s i€s

Now, using Lagrangian multipliers, it can be seen that (2.15) is minimized, subject to

(2.14), by

Doa; — D3 p; .
= , i1=1,---,k, 2.16
(01D — D3)(Are + Az5,) (216)

where,

. a7 : B; a ;i3
Dy = — = D= ——*—— and Ds3= e —
! Zz; Ara; + Aaf; ? ; Ara; + Az ’ ; Arai + A
The optimum values in (2.16) depend on the sampling design p(s), the estimator e(s,y)
for the open survey and also on Y7, -+, Yy, which are unknown. However, the {¢;} in
(2.16) depend on Y7, .-+, Yy only through A;, which may be approximated by

N
Ai~m Z Z w2 p(s).

=1 s>t
2.7 Comparison of RR Procedures

For comparing two RR procedures one should examine both statistical information and
respondents’ privacy offered by the two procedures. Several authors, including Leysieffer
and Warner (1976), Lanke (1976) and Fligner et al. (1977), suggested to compare

statistical efficiency, e.g., variances of the estimators, of competing procedures while
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requiring them to offer the same degree of respondents’ protection. We shall adopt this
approach. The variance of an estimator depends not only on the RR design but also on
the choice of the estimator. So for comparing statistical efficiency of two designs, it may
be more appropriate to compare some measure of “statistical information" afforded by
the two designs. In the following, we shall use Fisher information to compare statistical
efficiencies of two RR designs.

We now suggest a criterion for controlling respondents’ protection. We start our
deliberation with the posterior probabilities in (2.5), which are the determinants of
respondents’ privacy. The response c; alters the probability of the respondent’s belonging
to A by the factor r; = P(A|Z = ¢;)/m. The ratio r; may be taken as a measure of
respondents’ hazard yielded from reporting the response c;. Clearly, the respondents’
hazards ri,---,r, corresponding to the responses ci,---,c¢p may be different and a
response ¢; is hazardous only if 7; > 1. Logically, a (2 — k) RR design is totally non-

hazardous if all posterior probabilities equal the prior probability (7), i.e.,, 11 = ---

rp = 1. However, it can be seen that ry = --- = 7, = 1 if and only if a; = 3; for
j =1,---,k, in which case, 0; = P(Z = ¢;),j = 1,--- , k, are independent of 7 and
hence the data do not contain any information on w. Thus, to be statistically useful,
the design cannot be totally non-hazardous and some r; must be greater than one. Let
(a1, Gk, Bits -+ 5 Bik)y i = 1,2 be two (2 — k) RR designs with respondents’ hazards
(ri1, -+ ,mik),7 = 1,2. Strictly speaking, these two RR designs offer equal respondents’
protection if and only if 7; = r9;,j = 1,--- , k. However, this can be satisfied if and
only if ay1j = a; and fi; = fo; for j = 1,--- |k (assuming that the design parameters
are specified uniquely following a convention, as discussed in Remark 2.4), i.e., the two
designs are the same. Thus, to proceed further we need to employ a weaker criterion for
defining equal respondents’ protection.

It seems sensible to work with the maximum respondents’ hazard:
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MRH = max{P(A|Z = ¢1)/m,--- ,P(A|Z = ¢)/7} = max{r1,---,r}. This MRH
measure is similar to the “primary protection” measure of Fligner et al. (1977). Two
RR designs will be considered to offer equal respondents’ protection if they have the
same M RH value. For controlling respondents’ protection, it seems sensible to require
the M RH value to be less than a pre-specified number. Several authors, e.g., Anderson
(1976), Lanke (1976), Leysieffer and Warner (1976) and Fligner et al. (1977), essentially
suggested this approach. However, the values of r; and hence M RH depend on the
unknown parameter w. Thus, in practice, we would need to put an upper bound on
MRH for a specific value of m. Since P(A|Z = ¢;)/n is an increasing function of
(cj/B;), putting an upper bound on M RH, for a specific value of 7, is equivalent to
putting an upper bound on max{a; /81, - ,ar/Br}. Thus, we shall take

1823

R(Oé,,@) = maX{%? T E

(2.17)

as our measure of the degree of privacy afforded by the (2 — k) RR design (&, E) It
can be seen that two RR designs (&1, §1) and (a2, 52) have a common value of M RH if
and only if they have same value for R, i.e., R(a1,3;) = R(a2,3;5). Noting that

o P(Z=cj|A)  P(A|Z =¢;)/P(A)
Bj  P(Z=cj|lA°)  P(A°|Z =c;)/P(A°)’

j:]-a"'ak7

the ratios {c;/B;} may be regarded as Bayes factors. They were used by Leysieffer and
Warner (1976) in their discussion of respondents’ protection.

In summary, for comparing two procedures, we suggest to hold the privacy measure
in (2.17) equal for the two procedures and then compare statistical efficiency, measured
by Fisher information. Using this approach, we shall next show that for any (2 — k)
design with k > 3, there exists a better (2 — 2) design. The result also helps us to

identify the most efficient RR design at any given level of privacy protection.
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Theorem 2.3. Let D be any (2 — k) RR design with k > 3 and randomization pa-
rameters (o, 3). Then, there exists a (2 — 2) RR design Dy which provides the same
respondents’ protection, measured by (2.17), as D and at least as much statistical infor-

mation as D.

Proof. For notational simplicity, without loss of generality suppose that

a1/f1 = max{a;/B;}. If (an/B1) = 1, the data do not contain any information on .
So, we shall only consider the case of (a;/81) > 1. Let by = 1/a1(< 1) and Dy be the
(2 — 2) RR design with response variable V and P(V = 1|A) = 1 and P(V = 1|A°) = by.
It is easy to verify that Dy and D offer the same degree of respondents’ protection, as
measured by (2.17).

Next, we shall show that D is equivalent to post-randomizing the data generated by
Dy. Let v = (71, -+ ,v) = (B—boar)/(1 —by), and randomly transform V to cq,--- , ¢
according to the probabilities P(c;|V =1) = a; and P(c¢j|V =0) =~; for j =1,--- ,k,
and denote the resulting variable by Z. From the fact that o1 /81 > «;/Bi,i = 1,--- |k,
it can be checked easily that v; > 0,7 =1,--- ,k and Zle v; = 1, i.e., 4 is a probability
vector. We may also note that the transformation of V' to Z is performed without using
the true category of the respondent or the true value of m. Now, it follows easily that

fori=1,--- k,

P(Z = ci|A) = P(Z = ¢)|V = 1)P(V = 1|A) + P(Z = ;|V = 0)P(V = 0|4) =
(2.18)

and

P(Z = ¢;|A°) = P(Z = &;|V = 1)P(V = 1|A®) + P(Z = &;|V = 0)P(V = 0|A°) = ;.
(2.19)

So, generating data using D is equivalent to first generating data using Dy and then
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randomizing them using the known probabilities {c;} and {v;}.

In effect, D adds “random noise” to the data generated by Dy, from which it is
quite intuitive that Dg is more informative than D. This can be established formally
following Anderson (1977), as discussed below. Let Iy (w),Iz(m) and Iyz(7) denote
Fisher’s information on 7 contained in V, Z and (V, Z), respectively. Then from general

properties of Fisher’s information it follows that

Ivz(ﬂ'):Iv(ﬂ')—i-IZ“/(’/T):Iz(ﬂ')—l—fwz(ﬂ), (2.20)

where Iz, (7) is the average conditional information in Z given V' and Iy ;(7) is de-
fined similarly. Since the conditional distribution of Z given V' does not depend on m,

Iz (m) =0 and (2.20) implies that

Iy (m) — Iz(m) = Iy z(m) > 0,

which completes the proof of the theorem. O

The proof of Theorem 2.3 shows that D is as informative as Do only when Iy () =
0, or equivalently, the conditional distribution of V' given Z is independent of w. Note

that

a;m 4 aj(Br/o1)(1 —7)
o + Bj(l — 7T)

P (V=1Z =¢;) =

is independent of 7 if and only if o (81 /1) = pBj, i.e., /B = a1/B1. So, the conditional
distribution of V' given Z is independent of 7 if and only if oy /81 = -+ = g/ Bk, i.e.,
aj = fj for j =1,---  k, in which case D is non-informative. Thus, for any informative
design D, Iy z(7) > 0 and hence Dy is more informative than D.

Our proof of Theorem 2.3 is constructive; we not only show existence of a better

design Dy but also provide a recipe for finding one. The main implication of Theorem
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2.3 is that for surveying dichotomous populations one should use only binary response
variables, i.e., use only (2 — 2) RR designs. Then, Nayak’s (1994) admissibility re-
sult (see, Remark 2.2) suggests that one should use only (2 — 2) RR designs with
P(Yes|A) = 1. The design Dy, constructed in the proof of Theorem 2.3, is an admissi-
ble design. From Nayak (1994) and our Theorem 2.3 it can be seen that the best RR
design at a specified level (r > 1) of the privacy measure R(cx, 3) is the (2 — 2) design

with oy = 1,0 =0,51 =1/rand fo =1—1/r.

Remark 2.6. Information domination of Dy over D can also be seen using Blackwell’s
(1951) ideas for comparing statistical experiments. Equations (2.18) and (2.19) show
that Dy is sufficient for D, by Blackwell’s definition of sufficiency. Then, from Blackwell
(1953) it follows that for every loss function L(7,7) and any estimator 7p based on
D, there exists an estimator 7, based on Dy such that E[L(rw,7.)] < E[L(m, )] for all

0<nm<1.

Remark 2.7. We may note that some papers, e.g., Greenberg et al. (1969) and Mangat
and Singh (1990), compared variances without holding respondents’ protection equal.
Similarly, Christofides (2003) compared the variances of Warner’s estimator and his
estimator, based on his (2 — k) procedure, not taking respondents’ protection into
account. In his design, 8; = a(;_i41),7 =1, -+ , k, and he showed that for any Warner’s
design with given p, one can find suitable values of the parameters {«;} of his design,
with £ > 3, such that the variance of his estimator is less than that of Warner’s estimator.
Thence he concluded that his RR technique improves upon Warner’s procedure. As an

illustrative example, he took the Warner’s estimator with p = 0.6, in which case

Var(fw) = W(ln_w) + % (2.21)

Then he showed that his estimators, with £ = 6 and
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(a1, ,a6) = (0.38,0.02,0.19,0.1,0.05,0.26), has variance

1—7) 376
+

. ™
Var(fc) = ( - -

Y

which is clearly less than Var(wwy) in (2.21) for all 0 < 7 < 1. However, we find
Christofides’ (2003) argument and his conclusion to be flawed. First, he did not take
respondents’ protection into account. Second, if only the variances are compared, the
fact that for any Warner’s estimator, with given p, there exists a Christofides’ estimator
with smaller variance does not validate the conclusion that Christofides’ procedure is
better than Warner’s procedure. This is because it can also be seen that for any given
Christofides’ estimator, there exists a Warner’s estimator, with suitable choice of p, with
uniformly smaller variance; note that the last term of (2.2) can be made arbitrarily small
because it approaches 0 as p tends to 1 (or 0). For example, the Warner’s estimator with
p = .65, in which case the last term of (2.2) is 2.528 /n < 3.76/n, is better (in terms of

variance) than the Christofides’ estimator considered in the illustrative example.

2.8 Admissibility Results for (2 — 2) RR designs

For comparing (2 — 2) RR designs, Nayak (1994) used the posterior probabilities
P (Y =1|Yes) and P (Y = 1|No) under the given design to determine the level of re-
spondents’ privacy afforded by a design, and the variance of the UMVUE of 7 as a

measure of efficiency of the design. With this approach he showed that a design D
o g

with transition probability matrix , where a = Pp(Yes|Y = 1) and
l—-a 1-0
B = Pp(Yes|Y =0), is admissible if and only if o = 1.

While posterior probabilities P (Y = 1|Yes) and P (Y = 1|No) seem appropriate for
assessing respondents’ privacy, measuring efficiency by the variance of the UMVUE is a

specific approach. First, this approach is specific to the choice of a particular estimator.
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Second, the approach is tied to variance as a measure of statistical efficiency. A broader
approach may come from using Blackwell’s (1951) sufficiency principle for comparing
experiments. However, for simplicity we generalize the comparison by taking the Fisher
information as an efficiency measure, where Ip(m) denote the Fisher’s information on
7 contained in one observation using D. Thus, our approach does not depend on the

choice of the estimator.

Definition 2.1. An RR design D is said to be inadmissible if there exists another RR
design Dy such that Pp, (Y = 1|Yes) < Pp (Y = 1|Yes),
Pp, (Y =1|No) < Pp (Y =1|No) and Ip,(m) > Ip(n) for all me[0,1] and at least one

strict inequality holds for some .

Theorem 2.4. Let D be a given design with Pp (Yes|Y = 1) =« and
Pp (Yes|Y =0) =p. If a« < 1, then D is inadmissible.
o B

l—-a 1-0
where o < 1. Since the design space is {(«,3):0 < «,5 <1,a >}, this implies

Proof. Let D be a given design with transition probability matrix T' =

0 < B < a < 1. The conditional probabilities of Y = 1 under D are:

Pp(Y = 1Yes) = —— ;‘7(71 —
- [1 + 5(1;”)] B (2.22)
Pp (Y =1INo) = = a)w(i (_10‘);) = (2.23)
-1
_ [H 8:3 “;”)} .

In the following, we present a design Dy such that Pp, (Y = 1|Yes) < Pp (Y = 1|Yes)
and Pp, (Y =1|No) < Pp (Y =1|No). We shall also show that D is equivalent to
a random transformation of the outcome of our Dy, which implies that Dy is more

informative than D.
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Specifically, let Dy be the design whose transition probability matrix is given by

1 8
S = @ . Then, the conditional probabilities of ¥ = 1 under Dy are
0 1-—

Rl

™

Pp, (Y = 1|Yes) = [1 + g“ﬂ ~and Pp, (Y = 1|No) = 0. Tt is casy to that
Pp, (Y =1|Yes) = Pp (Y =1|Yes) and Pp, (Y =1|No) =0 < Pp (Y = 1|No) for all
0 <m < 1. Thus, Dy provides greater respondents’ privacy protection than D.

Next, we shall show that D is equivalent to a random transformation of the outcome
of Dg. Thus, if we are given T and S as defined above, we shall show that there exist
a transition probability matrix R such that T'= RS. Obviously, since S is invertible by
construction, R = T'S~! satisfies the equation 7' = RS. However, we also need to verify
that R is also a probability transformation matrix, that is, 1'R = 1, and individual
entries of R are probabilities with values between zero and one. Here,

-1

r-rsi=| © 7 Loa
l-a 1-5 01-2
1 a B -2 -2
B A 1-8 0 1
o a(l-2) 0
=D\ a-aa-2 a-8-201-a)

= . (2.24)
(1-—a) 1
It is easy to verify from (2.24) that 1'R = 1. If we consider the individual entries of R,
we note that 0 < a <1 by construction. Thus, R is a transition probability matrix.
In effect, D adds ‘random noise” to the data generated by Dy, from which it is
intuitive that Dg is more informative than D. Let V be the response variable for Dy.
Noting that Ip(w) = Iz(7) and Ip,(7w) = Iy(w), let Iy (), Iz(7) and Iy z(w) denote

Fisher’s information on 7 contained in V', Z and (V, Z) respectively. Then following
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the arguments used in the proof of Theorem 2.3, we get:

Ip,(m) — Ip(m) = Iy (m) = Iz(7) = Iy z(7) = 0,

which completes the proof. O

Therefore, a necessary condition for D to be admissible is that Pp(Z = 1Y =1) = 1.
We shall now prove that Pp(Z = 1|Y = 1) = 1 is also a sufficient condition for the

admissibility of D.
Theorem 2.5. For a given D, if Pp(Yes|Y =1) =1 then D is admissible.

Proof. Let D be a design with Pp(Yes|Y = 1) = 1. So, the transition probability matrix
g

of DisT = , for some B < 1. We shall show that there cannot exist any
0 1-p

a b
other design D*, with transition probability matrix , such that all

1—a 1-0b
three following conditions hold: Pp« (Y = 1|Yes) < Pp (Y = 1|Yes), Pp« (Y = 1|No) <

Pp (Y =1|No) and Ip«(7) > Ip(n) for all e [0, 1] and at least one strict inequality holds
for some 7. We do this by showing that if D* satisfies the first two conditions then it
cannot satisfy the third condition. Let D* satisfy the first two conditions. The inequality
Pp+« (Y =1|No) < Pp (Y =1|No) =0 for all 7 implies

(1—a)r
(I—-a)mr+(1-0b)(1—m)

<0 for all 0<7w <1,

which holds if and only if a = Pp«(Yes|Y = 1) = 1. Then, Pp- (Y =1|Yes) <

Pp (Y = 1|Yes) implies

—1 —1
{1+b(1_ﬂ)] < [1+5(1_7T)] for all 0<m <1,
™ ™

37



or b > . Thus, D* must have a transition probability matrix of the form S =

0 1-b
where b > 8 . To examine the third condition, we first note that
_ (1-pp (1-p)?
b= T - a-n
12 1 1
S i s Ta-aa—n
_ 1-5 (2.25)

(1 =m)fr+B(1—m)]

It is easy to see that (2.25) is a decreasing function of . This implies Ip«(7) < Ip(mw),
because S and T have the same structure but with b > 5. Thus, D cannot be dominated

by another design D* and consequently D is admissible. O
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Chapter 3

Randomized Response Designs for
Polychotomous Characteristics

3.1 Introduction

In the previous chapter, we dealt with (2 — 2) RR designs involving a dichotomous pop-
ulation with one sensitive or stigmatizing category. However in many situations, there
may be more than two natural population categories of which at least one is sensitive.
In this chapter, we shall use examples to illustrate how RR designs for polychotomous
characteristics arise and examine how the previous results for (2 — 2) RR designs for
dichotomous populations extend to (k — k) RR designs for polychotomous popula-
tions. Chaudhuri and Mukerjee (1988) gave an overview several methods that have been
proposed and investigated to handle (k — k) RR designs. Two of the methods, as de-
scribed in Abdul-Ela et al. (1967) and Greenberg et al. (1969), are extensions of the
Warner’s and Simmons’ unrelated question methods respectively. These methods utilize
dichotomous response categories to analyze RR designs for polychotomous characteris-
tics, and they require the surveyor to select multiple samples for unbiased estimation
of the proportions of the polychotomous characteristic. In this chapter, we adopt using
polychotomous response categories as suggested by Bourke and Dalenius (1976). They
argued that, using polychotomous response, a single sample is sufficient for estimation

the distribution of the polychotomous characteristic.
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Example 3.1. In a study of the prevalence of tax evasion, consider the problem of
estimating the true population proportions 71 and my (and w3 = 1 — 71 — 72) in three

mutually exclusive and exhaustive categories consisting of

1. Never filed
2. Filed before the April 15 deadline

3. Sought an extension and filed before the October deadline

Category 1 is clearly sensitive while the other two categories can be regarded as innocu-
ous. Since asking such sensitive questions directly could lead to respondents giving false
answers, it makes sense to adopt an RR survey approach. To achieve this, an interviewer
first selects a sample and then uses a randomization device such the one described by
Liu and Chow (1976). The device consists of a jar containing, say, red and white balls.
Each of the white balls is labeled ¢ = 1, ..., k; In our Example 3.1, £ = 3. The proportion
of the red balls is p, while that of the white balls labeled j is p;. The proportions are
chosen such that p+ Z§:1 pj = 1. The jar’s neck is transparent so that only one ball can
stand when the jar is turned upside down with a cork holding the balls up. Using this
randomization device, the respondents are requested to shake the jar thoroughly, turn
the jar upside down; thereby, allowing a ball to appear in the neck. If this ball is red,
the respondent is requested report their true category. Otherwise, if the ball is white,
the respondent will simply report the labeled number on the ball. This randomization
experiment is unobserved by the surveyor, and the probability of getting the randomized
response ¢ is given by

Ai = pmi + ;.

Another way in which a (k — k) RR design may arise is when starting with several

independent (2 — 2) RR surveys of several binary variables, one wants to estimate the
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joint probabilities arising from the cross classification of those variables. We illustrate

this concept in the following example.

Example 3.2. Consider a population with two sensitive characteristics, such as drug
use and gambling. Let the subset of the population who use drugs be classified as group
A, while those who gamble be classified as group D. There are four population categories
{AND,AN D¢ A°N D, A°N D} and we are interested in estimating all or some of the
joint probabilities. Here the respondents are given a questionnaire where they are asked

to answer one question from each of the following two pairs of questions :

R1: Do you belong to group A? or Rllz Do you belong to group A¢?

Rs: Do you belong to group D? or RIQ: Do you belong to group D¢?
Suppose the survey questions on these two variables are randomized independently via
two separate (2 — 2) RR design experiments. We have four response categories given
by {YY,YN,NY, NN}, and we can estimate the marginal probabilities, m4 and 7p
by applying methods described in chapter 2. Using the independence property of the
two separate RR design experiments, we can also estimate joint probabilities such as
the proportion of the population that belongs to both groups A and D, map. To do
that, we need to analyze the two responses jointly by considering a (4 — 4) RR design.
We can construct the 4 x 4 transition probability matrix P in terms of two 2 x 2
transition probability matrices as follows: Let the probability of answering R; be §
so that the probability of answering Rl1 is (1 — §). Likewise, let the probability of

answering Rs be v so that the probability of answering R/2 is (1—=). Then, the transition

4] 1-90
probability matrices for the two separate RR designs are P} = and
1—6 0

v l-y
P, = respectively. Due to the independence of the two Warner RR
L=y v
designs, the transition probability matrix of the resulting (4 — 4) RR design is given by

the Kronecker product
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6y 6(1—7) (1=6)y (A-=6)0-7)

6(L =) oy (1=06)(1—7) (1—29)y
PP =
(1=0)yy (A=0)(1-79) oy 6(1 =)
(1-=0)(1—1) (1—0)y 6(1—7) &y

In the next section, we present a general framework for polychotomous RR designs.
In Section 3.3, we discuss estimation under an infinite population setting and extend our
results to situations in finite population settings. In Section 3.4, we discuss comparisons
of a class of polychotomous RR designs where only one category is sensitive. Specifically,
we derive conditions for which one can construct better polychotomous RR designs of a

specified structure.

3.2 General Framework

Consider a polychotomous population with & mutually exclusive and exhaustive cate-
gories labeled j = 1,2,...,k, of which at least one category is sensitive. The unknown
population proportions 7; = P(Y = j), are the parameters of interest. Also, consider a
RR survey where the response variable Z is also categorical with k categories. The ran-
domization device is such that a respondent belonging to the jth category represented
by Y = j reports Z = i with probability p;; = P(Z = i|Y = j) so that P = ((pi;))
denotes a transition probability transition matrix. We shall consider all (k — k) RR

surveys with known P such that the probabilities in each column add up to 1.

k
Zpij =1
i=1
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The response variable is Z with possible values 1,--- |k, and the probability A; of the

randomized response being i is given by

k
Ni=P(Z=i)= piym
j=1

k—1 k—1
= vy +pw(l =) 7))
j=1 J=1
since Z?:l m; = 1. In matrix notation, we have A = Pm where P is a nonsingular

transformation probability matrix. Then, the following posterior probabilities determine

the level of respondents’ privacy:

P(Y =jlz=i)="24"

i
pijﬂ'j .
= - fo— ) Z:17'”7k (31)
51 pigmy + pa(l = Y2501 7)

Let X; denote the frequency of the response i in the sample, and let n denote the
sample size. Then, under SRSWR, (X1, -+, Xg) ~ Mult(n, Ay, - -+, \x) with probability

mass function

flxr, - ap) =P(X =21, , X, = ap)

= 7!>\11 RD Vb (3.2)

x!- g

Note that the posterior probabilities in (3.1), the distribution of (Xi,---, X) and
the Fisher’s information depend on the randomization mechanism only through ((ps;)).
Thus, all (k — k) RR procedures can be characterized by the values of {p;;}. This
implies that for designing a (kK — k) RR survey we should first determine the values of
{pij} and then give a mechanism for implementing them. For a unified approach, we

suggest to take {p;;} as the RR design parameters and discuss and examine all (k — k)
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RR procedures through them.

The ordering of the k true categories and k response categories has no bearing on
the substantive properties of a (k — k) RR design. Evidently, a (k — k) RR design
remains essentially unchanged under any permutation of the categories and responses,
that is, permutations of the rows and columns of P. So, for unique characterization of
a (k — k) RR design by P = (p;j), we need a convention for representing the matrix.
One possibility is to order the population categories first by their level of sensitivity.
Essentially, we propose ordering the categories 1,..., &k with category 1 being the most
sensitive and category k is not sensitive. Next, for the most sensitive category 1, order
the transition probabilities in decreasing order of magnitude as follows: pi1 > pio >
... > p1x. This gives a unique representation of the RR design provided there are no
ties. If there are ties, simply order the transition probabilities for the next most sensitive

category to determine the tie breaker.

3.3 Infinite Population Estimation

In this section, we discuss the maximum likelihood and method of moments estimators
under an infinite population setting. Then, for a finite population setting, we show how
to modify homogeneous linear unbiased estimators (e.g., Horvitz-Thompson estimator)
based on an open survey can be modified to obtain an unbiased estimator under a

polychotomous RR survey.

3.3.1 Maximum Likelihood Estimator

The maximum likelihood estimate (MLE) of ® =(my, ..., ;) based on (Xi,---,Xy) is

the solution of the set of likelihood equations %ln flxy, - yx,) =0,i=1,..,k—1,
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k
with m, =1 — Zf;ll mj. In particular, In f(zq, - ,2%) = inln Ai + constant, and

=1
iln flx x Z$ An
871'7; 1, ) k‘ 67[‘1 v i
k—1
(97[‘1 szln sz]ﬂ'j +pzk Z )
=1 7j=1
_ Z Zi pZ] pzk) —0. (3.3)

-
-1 pzy”ﬂ +pik(1 =225 1179)

We are interested in a solution of (3.3) provided that it is in the parameter space, m; > 0
and Z;?:l mj = 1. Van den Hout and Van den Heijden (2002) suggests to calculate the
maximum likelihood estimator via the EM algorithm.

Since (j,_1) = 71, ..., T—1 are the only parameters free to vary, for [,m € {1, k—
1}, the (I,m)-th entry of the Fisher information matrix for 7 ;) with dimension (k—1)

by (k — 1), is given by

I (T (k— 1) -FE |:87Tl77 log f(x1,--+ ,Txp—1)

k—1

_ o E@i)(pyj — prj) (Pmj — Pij)

— v
i=1 i
k—1

APy — Prj) (Pmj — Prj)

o Z 22
i=1 i
k—1

_ n(pl] pkj)<pmj _pkj> (3.4)

" ) )

=1

We can estimate (3.4) by

k-1
Z n(py; — pk; (Pmj — Pkj)

=1 l
where \; = i The information matrix I(m(,_1)) = ((Im(7x-1)))) -

The asymptotic distribution of the MLE is normal, so

~ L _
V(& -1y = T 1)) = N(0, I (w_1))) as n — oc.
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Noting that ) = (0,...,0, D+ J'w(k,l), and then applying the delta method, the

asymptotic distribution of the MLE 7 is normal with
Vald —m) B N, JT (7))

where

()| oo

This asymptotic distribution can be used to construct large sample confidence intervals

for .

3.3.2 Method of Moments Estimator

The MLE of 7 has been discussed above. Since A = (%, s %) is unbiased for A it can

be seen using method of moments (MOM) that an unbiased estimate of 7 is given by

7 =P'X
The variance-covariance matrix is given by

!

V(@) = PlvQ)P

/

= n'P YDy = AX) (P

’

_ %(D,, S %p—l(pA — PDLP) (P (3.5)

where D), is a diagonal matrix with diagonal elements being A1, ..., A and D is defined
similarly. The first term on the right side of (3.5) is the variance due to the multinomial

scheme and under no randomization, and the second part represents the additional
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variance induced by randomization.

Van den Hout and Heijden (2002) showed that the MLE and the MOM estimates
coincide when both are in the interior of the parameter space of w. However, since the
MLE is one-to-one under transformation and the MOM estimator is not, the MOM
estimates m; can sometimes take on negative values which fall outside the parameter

space.

3.4 Finite Population Estimation of 7

In this section we derive estimators based on polychotomous RR data from a finite
population and unequal probability sampling. Specifically, we shall show how a linear
unbiased estimator based on an open survey can be modified to obtain an unbiased
estimator under an RR survey. We also discuss unbiased estimation of variance of the
estimators from polychotomous RR survey data.

We shall represent each true category and each randomized response using a k-
dimensional vector Y. Specifically, if the true category is j then Y =
e; =(0,0,...,1,... 0)’; the jth element of e; is 1 and the other elements are zeroes. Thus
Ye{er,ea,...,ex} = Q. Consider a finite population of N units, labeled i = 1,--- | N,
and let Y; denote the value of Y, which is an indicator vector of the sensitive variable,
for unit 7. If Y; = e; then unit ¢ belongs to the jth category. Let Z; denote the
response of unit ¢. Note that Z;e ) and suppose that the sample is selected using a non-
informative sampling design p(s). So, the data can be represented as {(i, Z;);i € s},
where s is a subset of {1,--- , N}. Our goal is to estimate the vector m = (Zfil Y,)/N.
Note that while Y; are fixed, Z; are random variables, and estimation of 7 is equivalent
to estimation of the population vector T(Y) = SN Y.

A common approach to estimation from survey data is to apply survey weights to

survey data. These weights, ws;, are values assigned to each record ¢ in the data file,

47



and they are normally used to make statistics estimated from the survey data more

representative of the population. Suppose
6(57 y) = Z W Y (3.6)
€S

is a homogeneous linear unbiased estimator of T(Y'), i.e.,

N
E,le(s,y)] = Ze(s,y)p(s) = ZYZ- for allYy,---,Yn

s =1
that is,

N
D Yi=) O wa¥ip(s)
i=1

s  i€s

=> > waYip(s)

S i€s
N

= Z Y; Z weip(s).

=1 531

Thus

Since P(Z = e,|Y = e;) = pp; , we have
k
EIZ|Y =e;] =) prje; =p;
h=1
where p; is the jth column vector of P. So we have,
E[Z|Y]| = PY (3.7)

Since P is nonsingular, it follows that Egr(P~'1Z) = P~'E(Z|Y) = P"'PY =Y, where
EpR denotes expectation with respect to the randomization mechanism. Thus, P~1Z is

an unbiased recovery of Y. Using the same weights wg; via a natural deperturbation
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approach, let

Then,

Ele*(s, z)] = EpER[Z wsi (P71 Z)]
= EP[Z wsi ER (P_lzi)]

= Eple(s,y)] = T(Y).

Thus, we have the following:

(3.8)

Theorem 3.1. For any given sampling design p(s), if e(s,y) in (3.6) is a homogeneous

linear design unbiased estimator of the population total T(Y') = S\ | 'Y based on the

open survey, then the estimator e*(s,z) in (3.8) is a design unbiased estimator of T(Y")

based on the RR survey with RR design matriz P and sampling design p(s).

3.4.1 Variance Estimation

We shall now focus on the variance of the estimator e*(s, z), defined in (3.8). First note

that

VIZ|Y =ej] = E|[ZZ'|Y =e;] — E[Z|Y = ¢;]E|Z'|Y = €]

We can express E[ZZ'|Y = ¢j] as

k
!
) " enelpn; = Dp,
h=1
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where Dp, is the diagonal matrix formed by elements of the column vector p,;. We note

that Dp = Dpy for (Y = e;). Hence from (3.7) and (3.9),
V[Z|Y] = Dpy — (PY)(PY) = Dpy — PYY'P. (3.10)
Using (3.10), the variance-covariance of e*(s, z) can be written as

V(e*(s,z)) = EyVr(e*(s, 2)|s,Y) + V,Eg(e*(s, 2)|s,Y)

= B[y wiP T H{VIZi|Yi]} P + Vyle(s,p))]

€S

= B,[>_wiP " {Dpy, - PY:Y[P'} P+ Vy(e(s,9))]
1€S

= B>t {P ' Dpy P YY)+ Vlelsy)]  (3.11)
1€S

The first term in (3.11) is the extra variation due to randomization. Noting that in our

application YiY; = Dy;, we can rewrite (3.11) as

V(e* B> w {P"'Dpy,P'"'} = Dy,] + Vy(e(s,9))]

€S

Also,

Vo(e(s, 1)) = Ep{le(s, 9)] [e(s,9)] } = {Bp e(s, 9) ] HEp [e(s, )]}
= p{[z ws Y Zwsz } {E Zwsz z p[z wsiYVi}/}

€8 1€8 1€8 1€8
N
- p{z wszY Y/ + Z wSZwSJY Y, )} {(Z )(Z Yi)/}Q
€S ZZJ;ZJS =1 =1
—ZDY > wip(s +ZYY’ZwSle]p ZYY’+ZYY’
EEY) i,j=1 531, 4,j=1
i;éj Z#J
—ZDY Zwszp —i—ZYY Zwszwsjp ZDY —|—ZYY’
st Zi;éjl $21,7 Zzgéjl
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N N

= Z%Dyi + Z 9i;Y Y j,  say,

=1 i,j=1
1#]

where,

gi = Zw;p(s) —1, and Gij = Z wsiwsjp(s) -1

$31 $31,7
Now we discuss how an unbiased estimator of V(e*(s, z) can be obtained from an unbi-

ased estimator of Vj,(e(s,y) based on an open survey. Let dg; and dg; be such that

D dap(s)=g; and > dsijp(s) = gij,

8§31 51,7
so that
t(s,y) =Y daDy, + Y _ du; YY) (3.12)
1€8 ,JEs
i#]

is an unbiased estimator of Vj,(e(s, y)) based on the open survey data. A specific unbiased
estimator of V,(e(s,y)) is obtained by using dy; = ¢;/m and dgj; = gij/mij, where
T =D 55, P(s) and m; = > o, . p(s). From (3.12) and (3.11) the following result can

now be established using the fact that Ex(P~1Z|Y) =Y.

Theorem 3.2. An unbiased estimator of V(e*(s, z)), based on RR survey data, is given
by
t*(s,2) =Y dsP 'Dz, + Y dujZiZ;+ (> wi{P 'Dz,P"'} —P Dy

<] i,j€Es €S

i#]

3.5 Comparison of (k — k) RR Designs

For comparing two (k — k) RR procedures one should examine both the respondents’
privacy and statistical efficiency afforded by the two procedures. In particular, we should
hold some privacy measure at the same level for the two procedures and then compare

their statistical efficiencies. Let Y be the true variable with categories 1,---,k. As
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a starting point, we shall consider the situation where only one category is sensitive.
Without loss of generality, suppose the first category (i.e., Y = 1) is sensitive. See
Example 3.1 above where only the first answer is sensitive. Let Z be the response
variable also with categories 1,--- , k. Further suppose the transition probabilities are
given by p;; = P(Z = i|Y = j), and let P = ((p;;)) denote the transition probability
matrix. By construction, the columns add up to 1, that is, 1’P = 1.

We shall use posterior probabilities to provide a basis for comparing the privacy
protection afforded by two designs. Since only category 1 is sensitive for discussing
(or controlling) respondents’ protection, we only need to consider P(Y = 1|Z = i) for
i=1,--- k. For a general design with transition probability matrix P, assumed to be

nonsingular, these probabilities are:

P(Y =1|Z2 = i) = — 1
Zl:ﬂrlpz‘l
T+ Efzﬂl {%}
= h;, say. (3.13)
We note that:
e h; depends on 7 = (7,72, -+ ,m) and the ith row of P and

e h; =0if p;; =0 (and p; > 0 for some [ > 2).

Definition 3.1. (Comparison of respondents’ privacy): An RR design D; is at least
as protective as another design Dj if Pp, (Y = 1|1Z = i) < Pp,(Y = 1|Z = i) for

i=1,... k.

Next, we consider the efficiency of competing designs. There are many possible

approaches for comparing the statistical efficiency. One method discussed by Anderson
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(1977) is to compare Fisher’s information matrices from designs D; and Dj. If the
difference of the information matrices Ip, (7) — Ip, (7) is non-negative definite then D
contains more information than Ds. Another method, which we adopt, is based on the

sufficiency principle using Blackwell’s (1951) ideas for comparing statistical experiments.

Definition 3.2. (Comparison of efficiency): An RR design D; is more efficient than
(or sufficient for) another design Do if the outcome of Dy is statistically equivalent to

randomizing the outcome of Dj.

Comparing (k — k) RR designs is a difficult problem since it requires satisfying many
conditions. Definition 3.1, for instance, has k conditions. Recall that Nayak’s (1994)
admissibility result for (2 — 2) RR designs we have an admissible design if all the “Yes”
responses stay as “Yes” and some “No” responses are transformed to “Yes” (see Remark
2.2). That is, we protect privacy by introducing false “Yes” responses. We want to
explore if this phenomenon holds for (K — k) RR designs with exactly one sensitive
category (category 1). As an analogy, we want to know what happens if all sensitive
category 1 cases remain as category 1, and we only randomize the nonsensitive cases;
thereby, introducing false category 1 cases. Based on what we know for (2 — 2) RR

designs, we might do the following:

1. Make p11 = 1 and set the remaining probabilities on the first column of the tran-

sition matrix, i.e., p;1 = 0 for ¢ > 2.

2. Randomize each of the other categories with just the sensitive category 1 (or rather
response category 1 which is the only response for individuals in the true category

1).

The transition probability matrix for designs with the preceding features have the struc-
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ture

1 as ay,
0 1—a2 0

p=| | (3.14)
0 0 e 1 —ay

Here we want to explore if designs with a transition probability of the form (3.14)
are sufficient. Specifically, given P, the transition probability matrix for a general design
D, we want to find out if there exist a design D* with transition probability matrix
P, = <(pfj)) with suitable values as,--- ,ar such that D* is better. For Py, the
conditional probabilities in (3.14) reduce to

0 if i1
hi=Pp(Y =1|Z=1) =

T ifi=1
T+ lezﬂ'lal

From Definition 3.1, D, is at least as protective as D when Pp, (Y =1|Z =1i) < Pp(Y =
11Z =1i),i =2,--- ,k; or hy < h;. We note that p}; = 0 implies h} = 0 < h; for i > 2.
So, we just need to make sure that h} < h;. Let us denote pj; by a; (I > 2). Then

k k
hi < h <:>Z7Tlal 22717@ (3.15)
1=2 = Pu

We note that (3.15) needs to be true for all 7;,i = 1,...,k, which implies a; > g—ﬂ.
Consider P with % < 1 for all 1. While this is a mathematical restriction, it is common

in practice that transition probability matrices typically have p1; > 0.5. We can choose

any q; satisfying (3.15), and one choice is to take a; = %. For i > 2 and j > 2, define

l—a; ifi=3j
*

0 if i j.

The choices of the elements of P, satisfy (3.15) and guarantee that h} < h; for all 4, so
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D, is at least as protective as D.

In applying Definition 3.2, we shall examine conditions for which data generated by D
is equivalent to further randomizing the data generated by D,. These are conditions for
which the data generated by applying transition probability matrix P can be produced
by using a known randomization of the data generated by P,. Let U denote the response
variable for P,. Also, let R = ((r;)) be a transition probability matrix and consider
applying R after applying P,. Let W be the resulting response variable. Then, r; =
P(W =4|U =1) and

k

PW =iy =j)=> P(W=ilU =1)P(U =1|Y =)
=1

k
= Zmp?} = \ij

=1
In matrix form this can be expressed as A = RP,. We shall now investigate if there
exists a transition probability matrix R such that A = P, that is P = RP,. In R exists
then P adds “random noise” to the data generated by P, from which it follows that P,
is more informative than P.

Since P, is nonsingular by construction, R = PP, ! is unique. R is a transition matrix

onlyif 1'R =1"and 0 < r; < 1 for every ,i. We note that 1'R = 1/PP,:1 = 1/P,:1, but
since 1P, =1 = 1P,P7" =1P- " or1' =1'P; !, we can conclude that 1'R = 1.

We shall now examine when the conditions 0 < r;; < 1 are satisfied:

-1

P11 P12 ... Dik 1 az e ay

P21 P22 ... D2k 0 1—as ... 0
R =

Dk1 DPk2 --- DPkk 0 0 v 1—ay
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—a2 —ag
P11 P12 --- Plk L =% - 1
1
| Pz P22 P2 0 — - 0
0 0 1
Pk1 Pk2 --- Dkk SER ey
Pi2—a2pi1 P1k—AkP11
b 1—as 1—ayp
p22—a2zp21 P2k —0kP21
o b21 1—a2 1—ay
Pk2—02Pk1 Pkk —QkPk1
Y 1—az 1—ayp

For R to be a transition probability matrix, 0 < 7; <1 =0 < % <1l,ora < %

and a; < 11:% . Thus, we need
T

)
. 0 1—p; .
min; {%, —l_f)’ii } if 0<pi1<1

ap < §1-— bi if p1 =0 ) (3'16)

\pil if pj1 =1

fori=1,...,kand [ =2,..., k. If we take a; = % then (3.16) reduces to

PU < i {pd, Pi } . (3.17)
D11 pit 1 —pi

We can summarize the above discussion with the following theorem:

Theorem 3.3. Let D be a given design whose transition probability matriz P satis-
fies conditions (3.17), then we can find a better design D,, with transition probability
matrix P, which provides at least the same level of respondent protection as D, and

simultaneously yields more information than D .

One consequence of theorem 3.3 is that if the original transition probability matrix
P satisfies conditions (3.17) then it is not admissible. In examining conditions (3.17)

and attempting to characterize P that satisfy them, we note that (3.17) imposes the

56



following restrictions

e The ratio % needs to be sufficiently small. That is, matrix P should be such
that p1; is large (but less than 1) and py; (I > 2) should be small. Having a large
p11 makes sense since we are typically interested in introducing minimal random
noise that is necessary to protect respondents’ privacy but simultaneously preserve

much of the statistical information.

e For | > 2, if at least one p; is zero, % will have to be zero to satisfy (3.17).
Example 3.3. The (3 — 3) RR design D with the following transition probability ma-

trix

0.8 0.2 0.1
P=1 01 07 03
0.1 0.1 0.6

satisfies (3.17), since

2712:2<min{p22 1= p2 P32 1_p32}:min{7 § 1 1}:3 and
pu 87 pa1’ 1 —pai’ ps1’ 1 —ps 1’9’1’1 9
p13_1< . {p23 1 —po23 p33 1—p33}_ . {3 76 4}_4
—— =g >Smingy —, s T =Tns -, 53 - a
pi1 8 P21 1 —p21 p31 1 —pa; 1'9°1°9 9

Thus, D is not admissible and is dominated by D, whose transition probability matrix

is

e
Il
[en}
O oy ol
O ool

00|~y

Example 3.4. Consider another (3 — 3) RR design with the following transition prob-

ability matrix

o7



0.7 0.1 0.1
P=1 02 09 01
01 0 08

This matrix does not satisfy (3.17), since

D11 P21’ 1 —par pa’ 1 —pa

So we cannot construct a better design using Theorem 3.3.
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Chapter 4

Post-Randomization Technique for
Limiting Statistical Disclosure

4.1 Introduction

The Post Randomization Method (PRAM), introduced by Kooiman et al. (1997) and
further discussed by Gouweleeuw et al. (1998), Willenborg and De Waal (2001) and oth-
ers, is an important disclosure control technique for categorical variables. The PRAM
stochastically transforms each record in a data set using pre-selected probabilities. This
deliberate misclassification of the original responses introduces uncertainty about the
true category of any respondent. On the other hand, since the misclassification prob-
abilities are known, valid statistical inferences can be derived from the PRAMed data
with suitable adjustment of standard methods. In practice, a data agency should release
the PRAMed data along with the transition probability matrix P to the public, so that
users can derive valid statistical inferences from the released data.

As noted by Gouweleeuw et al. (1998) and Van den Hout and Van der Heijden
(2002), mathematically, the PRAM is similar to randomized response (RR) surveys
(e.g., Warner, 1965; Chaudhuri and Mukerjee, 1988; Nayak, 1994). So, many concepts,
theoretical results and methods developed for RR surveys can also be used in the con-
text of PRAM. Both methods are concerned with respondents’ privacy protection and

statistical efficiency. One difference is that in RR surveys, the responder randomizes his
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response at data gathering stage, whereas in PRAM, randomization is carried out by
the surveyor after the data are collected.

In Section 4.2, we describe several variations of the PRAM procedure and give ex-
amples. We demonstrate that any PRAM procedure can be regarded as a PRAMing the
cross-classification of all the variables in the microdata set. In Section 4.3, we discuss
the connection of PRAM and RR and note that the estimators originally developed in
the previous chapter, for RR of polychotomous populations, can be used for PRAM.
Next, in Section 4.4, we discuss a special case of PRAM known as invariant PRAM and
introduce the notion of a strongly invariant PRAM. We review methods for constructing
invariant PRAM matrices in Section 4.5, and we clarify certain perceptions of invari-
ant PRAM that are not fully justified. We also discuss estimation from an invariantly
PRAMed data in Section 4.6. Finally in Section 4.7, we examine the effectiveness of

PRAM for limiting statistical disclosure.

4.2 The PRAM Procedure

Let X be a categorical variable with categories ¢y, -+ ,cx. The basic ideas of PRAM
are: (i) select a transition probability matrix, also known as PRAM matrix, P = ((pi;)),
where > . pj; = 1 for j = 1,--- ,k, and then (ii) randomize each record on X in such
a way that if an original category is ¢j, (j = 1,---,k), then it changes to ¢; with
probability p;;. The randomization step is performed for each record in the data set,
independently of the other records. We shall denote the transformed variable by Z, in
which case P(Z = ¢| X = ¢j) = pij.

Operationally, PRAM can be applied in several ways. For example, one may
1. PRAM some of the variables independently (see Example 4.1), or

2. PRAM certain variables conditionally within each category of other variables (see
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Example 4.3).

Example 4.1. Consider Case 1 and suppose we have a data set containing two variables
(X,Y) and we PRAM only X, where X has two categories and Y has three categories.
And, let X be the variable resulting from PRAMing X. Let x; and x5 denote the
categories of X and X ; and, let y1,y2 and y3 denote the categories of Y. If we define
Qi = P()N( = i|X = j) so that 23:1 a;j = 1, the transition probability matrix of X to
X is given by
P - o1 012
Q21 (22
Since only X is being PRAMed, this is equivalent to PRAMing a new variable (with

2 x 3=6 categories) obtained by cross classifying X and Y. The transition probability

matrix for this new variable is given by

0 0 a1 0 0 192
a1 0 0 a929 0 0
0 aop O 0 a9 O

0 0 a1 0 0 922
Thus, we can write a single transition probability matrix by cross classifying variables

X and Y as P = P; ® I3, where I3 is the identity matrix of dimension 3.

Example 4.2. In a more general case of the previous example, the PRAM procedure
can be applied independently to more than one variable, where there is a transition
probability matrix for each variable. If in addition to PRAMing X as in above, we also

PRAMed Y using

Bir B2 B3
Py=| Bor Baa Pos
B31 P32 P33

61



Then, this is equivalent to PRAMing a new variable obtained by cross classifying X and

Y, whose transition probability matrix is given by

a1 anfiz anfiz afu afiz o123
a11f21 a11fa2 a1z 1B By anfas3
a11f31 a1z a11f33 a12f31 ai12f32 an2f333
P P,=

a21811 21812 21813 o a2 afi3

1821 o122 o123 aafo1 aafan  anfa3

21331 01832 21033 2231 o232 22033

By the independence property, we can also estimate joint probabilities of X and Y by
using P} ® P, for analysis of the cross-classified variable. Also the transition probabilities

of the cross-classified variable can be decomposed as

P(X =2;,Y =y;, | X = 2;,Y = y;) = P(X = 4] X = 2;)P(Y =y Y = ;).

We noted a similar result for RR designs in Example 3.2 from Chapter 3.

Example 4.3. In Case 2, let 21 and z9 denote the categories of X (which is either one
variable or a cross-classification of several variables); and, let y1,y2 and y3 denote the
categories of Y. Let the transition probability matrix of X to X when Y = y1 be given
by P;. Similarly let the transition probability matrices of X to X when Y = yo and

when Y = y3 be given

011 012
P =
do1 022
and
Y11 Y12
P, =
Y21 Y22

respectively. Then if we PRAM the categories of X within each category of Y, the
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transition matrix of a new variable W, with categories x1y1,x2y1,21Yy2,T2Y2, T1Y3, T2Y3,

derived from crossclassifying X and Y is given by

ai; O 0 a2 O 0
0 017 0 0 62 O
P 0 0 71 0 0 72 (4.1)
a1 O 0 axp O 0
0 dy O 0 dog O
0 0 721 0 0 72

In summary, the PRAM procedure can be applied to more than one categorical vari-
able, independently or jointly on the cross-classification of all variables (see, Gouweleeuw
et al., 1998). Conceptually, any PRAM procedure can be regarded as being applied to
the combined variable created by cross-classifying all variables. The structure of the
transition probability matrix is determined by the specific PRAMing procedure. If the
variables are PRAMed independently, the transition probability matrix for the combined
variable can be expressed as a Kronecker product of the transition probability matrices
for the individual variables. For estimating the joint probabilities, it is both conve-
nient and appropriate to think in terms of the PRAM procedure for the cross-classified

variable.

4.3 Estimation from PRAM

Let mi(i = 1,--- ,k,) denote the proportion of population units with X = ¢; and let
m = (m, -+ ,7). Let n denote the sample size and N; denote the sample frequency
of category i. Most papers on PRAM assume multinomial sampling, i.e., the origi-
nal data are collected by random sampling from an infinite population or by simple

random sampling with replacement (SRSWR) if the population is finite. Under multi-

nomial sampling, N = (Ny,---,Ng) ~ Mult(n,7), but note that Ni,---, Nj are not
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computable from the PRAMed data. Let, M; denote the frequency of category i in
the PRAMed data set, \; = P(Z = ¢;),i = 1,--- ;k and A = (A1, -+, \;)’. Then,

M = (M, -, My) ~ Mult(n, \), where

A= Pm, (4.2)

and it follows easily that if X is an unbiased estimator of A and P is nonsingular, then
# = P~!'X is an unbiased estimator of 7v. The MLE (and UMVUE) of X is A = M /n

and it leads to the following estimator of 7r:

f=P 1 A=P 1 (M. (4.3)

Obviously, 7 is an unbiased estimator of 7 and it can be seen that

n n

(4.4)

where D, is a diagonal matrix with diagonal elements being 71, - - - , 7 and D) is defined
similarly (see Chaudhuri and Mukerjee, 1988, p. 43). The first term on the right side of
(4.4) is the variance under no randomization and the last term is the additional variance
due to PRAMing.

Note that (4.4) is the same as (3.5) from Chapter 3. Other estimators, under infinite
and finite population settings, developed for RR in sections 3.3 and 3.4 also apply to

PRAM.

4.4 Invariant PRAM

Without any PRAMing, i.e., based on the original data, the MLE (and the UMVUE)

of mis 7p = f = N /n and the estimator 7 in (4.3) can be thought of an unbiasedly
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recovered version of 7o, as E[P~'M|N] = N. However, if E[M|N] = N, i..,

PN = N or equivalently P#y= 7o (4.5)

then M /n is also an unbiased estimator of 7, which does not involve P or its inverse.
Also, M /n is always a probability vector, while 7 in (4.3) may not be so. These facts mo-
tivated Gouweleeuw et al. (1998) to call such procedures invariant PRAMs. Specifically,
a PRAM is called an invariant PRAM if P satisfies (4.5). We note that (4.5) ensures
invariance of a specific estimator, viz., unbiasedness of the observed relative frequency
vector (M /n) for estimating 7, but not necessarily of all estimators. In particular, N
and M may not have a common distribution (unless P = I), and consequently (i) the
covariance matrices of (N /n) and (M /n) may be different and (ii) unbiased estimation
of some functions of 7 (e.g., 77) may not be possible if P is not given.

For broader validity of standard inferences, one may wish to choose P suitably so
that all inferential methods remain invariant under PRAMing of the data using P, i.e.,
for making inferences about 7, one can legitimately treat the PRAMed data set as the
original data set. Then, an user would not need to know or use the transition probability
matrix P and would be able to simply use any procedure that is valid for the original
data. This goal requires the frequency counts based on original and PRAMed data,
respectively, i.e., (N1, -+, Ng) and (M, --- , M), to have the same distribution, viz.,

Mult(n,m). This condition holds if and only if P satisfies the condition

Pr =m. (4.6)

We shall call a PRAM a strongly invariant PRAM if P satisfies (4.6). For such a
procedure, there would be no loss of statistical information and the PRAMed data could

be analyzed without any adjustment for post-randomization, i.e., PRAMing would have
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no effect on either data utility or data analysis. However, such a strong situation is
usually unattainable in practice because typically m, being the population probability
vector, is unknown and so (4.6) cannot be solved for P (except for P = I). One
situation where the true 7 is known is when the data come from a census. Thus, a
strongly invariant PRAM is applicable when releasing a random subset census data for
a large population.

In Section 4.5, we review two general classes of solutions of equations (4.5) and (4.6)
and present a new approach. We may also note that if a data set contains several
variables and they are PRAMed independently and invariantly, the marginal probabili-
ties can be estimated from the PRAMed data without any further adjustment, but not
the joint probabilities. This is because, independent invariant PRAMing of individual
variables does not imply invariant PRAMing of the cross-classified variable, unless the
variables are independently distributed. So, for estimating the joint probabilities, we
would need to obtain the transition probability matrix for the combined variable and
use its inverse. For a full invariant PRAM, one would need to apply an invariant PRAM
to the combined variable, which is cumbersome when the total number of cells is large.
As we discuss the next section, invariant PRAMing of a subset of variable within the

cells of remaining variables may be a convenient approach.

4.5 Construction of Invariant PRAM

For constructing an invariant PRAM, one needs to solve (4.6) for P. The first relevant
practical issue for a surveyor is to determine what to use in place of an unknown 7 in
(4.6). Then, the surveyor can use various techniques to find an appropriate invariant

PRAM matrix P based on the chosen 7. Common methods for estimating 7 include:

e Prior estimates assuming a survey is performed periodically
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e Estimate 7 from original data

To construct a strongly invariant PRAM, for a given 7, one needs to solve (4.6) for P
and choose a solution. Similarly, constructing an invariant PRAM requires solving (4.5).
However, since (4.5) and (4.6) are very similar in nature, we shall discuss solutions of
only (4.6). Note that for given 7, (4.6) may have many solutions for P, the identity

matrix being an obvious solution. Another solution is

7"'1 7'('1 - 7'['1
P = , (4.7)
7Tk 7"'k “ e ﬂ-k

from which it can be seen easily that Pr = 7. In general, if P, and P; satisfy (4.6), then
aPy + (1 —a)P; also satisfies (4.6) for all 0 < a < 1 and hence the solutions of (4.6) form
a convex set.

Applying P on a microdata set to obtain an invariantly PRAMed dataset is akin
to creating a synthetic dataset without any covariates. This approach for generating
synthetic data was presented in a general framework by Fienberg et al. (1998). Their
framework discusses generating synthetic datasets for categorical data from cumulative
distribution functions derived from the original microdata set. The idea of creating
synthetic microdata for public releases is appealing to statistical agencies. The propo-
nents of this method claim that the released data is simulated data and not the actual
data, but it preserves the analytical properties of the data. Currently, the most popular
approach for generating synthetic data is via imputing microdata unit-level data using
models fit with covariates from the original microdata. This method was proposed by
Rubin (1993) and it uses appropriate estimation methods based on the concepts of mul-

tiple imputation (Rubin, 1987). Other papers on this topic include Reiter (2002) and
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Raghunathan et al. (2003).
For generating other solutions (4.6), Gouweleeuw et al. (1998) presented two meth-

ods, which are briefly reviewed next.

Method 1

The first method is direct and involves setting up several simultaneous equations. If we

write (4.6) in long form,

sz'jﬂj =T
J
Zpij =1
i

where i =1,...,k, 0 < p;; <1, we can see that we have more unknown quantities than
equations. This non-uniqueness property allows for flexibility in choosing P.

Let us look at the simplest case of k = 2, so that mo = 1 — m;. Noting that

P11 P12
P =

P21 P22

and m = (71,1 — m)’, here, (4.6) reduces to:

p1im + pi2(l — 7)) =7, and

pami + pao(l —m) = (1 —m). (4.8)

We also have:

pi2+p22 =1 and pi1+pa=1
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Note that (4.8) follows from other equations. Thus we have three independent equations

with four unknowns which yields many solutions and, hence, flexibility in the choice of

0(1—m1)

1

0(1—m1)

P. If we fix p1o = 60, then p1; =1 — P21 = Tt P2 = 1 — 6. Let categories

1 and 2 be the minority and majority categories respectively. We can interpret 6 as

the proportion of the no cases of category 2 that is swapped to category 1. Likewise

0(1—m71)

1

P21 = is the proportion of nj category 1 cases that is swapped into category 2. In
the next section we provide more guidance for choosing 6 in a beneficial way, considering
privacy protection.

The results above for k = 2 has been extended for k£ > 2 categories (Gouweleeuw et.

al., 1998). Suppose all cell probabilities are positive and for notational simplicity assume

that 0 < mp, < m; fori=1,...,%. Then, let p;; =1 —9(%), and p;; = 0[(1436)7”] if i # 7,
where 0 < # < 1. The resultant P can be seen to satisfy (4.6) for all 0 < 6 < 1. These
solutions can be interpreted easily. Here, P(Z # ¢;|X = ¢;) = 9(%),]’ =1,--- k. So,
P(Z # cx| X = ¢x) = 6, i.e., 0 is the probability of changing the true response when it is
cg. If the true response is ¢; and j # k, it changes to another category with probability
0(%) Moreover, it follows easily that for ¢ # j, P(Z = ¢;|X # Z) = 1/(k — 1), which
means that when a true response is changed, the perturbed value is selected at random
form one of the remaining (k — 1) categories. We may note that this method, as stated
above, requires the smallest cell probability to be positive, which may not hold in case
of a cross-classified variable due to structural zeroes, i.e., theoretically empty cells. In
such cases, one can apply the basic idea to the nonempty cells to obtain solutions of
(4.6). Without loss of generality, suppose, m; > -+ > m > 0 = M4 = -+ = 7.
Then, taking m;; = 1,4 =104+ 1,--- ,k (and hence p;; =0if i =1+ 1,--- ,k and i # j),
py =1 —9(%),z’ =1,---,1, and p;; = Q[Uffl)ﬂj] for i # jand 4,5 = 1,--- .1, it can

be seen that the resulting P satisfies (4.6) for all 0 < # < 1. We can interpret 6 here

as the proportion of cases in the minority category, say k, that will be swapped to into

69



categories 1,...,k—1. Since p;; is the proportion of n; category j cases that is swapped
into category i, 8 = Zf:_ll pir- We note that for a given 7, the invariant transition matrix

P, satisfying (4.6), is not unique since it could vary depending on the choice of 6.

Method 2

Another method for solving (4.6) is as follows (see De Waal et al., 1998; Willenborg and
De Waal, 2001). Start with any transition probability matrix R = ((r;;)) such that all
components of R are positive. Let ¢;; = [rjm]/[>_;mum] and @ = ((gi;)). Then, it
can be verified that P = QR satisfies the equation Pm = w. We can show that this
procedure produces an invariant matrix as follows:

Starting with r;; = P(Z = i|X = j), where X is the original category and Z
represents the PRAMed variable. The problem now reduces to finding @ such that
QRm = m. Then, P = @R, the invariant matrix we are interested in, is invariant.

We derive @Q as follows:

r r2 ... Tk ™1 Zz T
rol Toa v T2 o > T
Rr = =
TRl Th2 Tk " > TR
and
Q1 Q2 .- Qik Yo rum 2o q15 D T
@1 @2 Qo > ram D42 Dy T
QRT( == frnd
1 Qk2 cc Gkk > 1 TR D Qg Dy T

If we set ¢;; = Z(i)jrj;m’ where 0 < ¢; < 1 and >, ¢; = 1, we get QRm = 7. So,
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D Qig Doy T = $ii doram = > ¢ymi = mi. De Wolf et al., 1997 presented

J 2T
this result in a elegant form by choosing ¢; = 75 , and since ), rym = >, M,
¢ij = erf;, = P(X = i|Z = j). Thus, they chose @ to be a matrix of posterior
i TjiTi

probabilities. This method can be viewed as a two stage procedure. The preceeding
discussion shows that at the first stage an arbitrary transition probability matrix, R,
can be applied to the original microdata set. Then, a suitable transition probability
matrix () can be applied at the second stage, to make the final outcome an invariant
PRAM.

We note that here R need not be a square matrix, i.e., for any transition probability
matrix R of order m x k with all components of Rm being positive, the final matrix
P is a strongly invariant PRAM matrix. However, P would be singular, if m < k or
rank(R) < k.

When there are several variables, independent invariant PRAMing of the variables
may not yield an invariant PRAM of the compounded variable as we demonstrate in
below in Section 4.5.1. So, the two methods discussed above need to be applied to the
cross-classification of all variables, which may be unwieldy when the total number of

cells is large.

4.5.1 Invariantly PRAMing Several Variables Separately

Here, we shall examine some special cases or procedures under which PRAMing variables
separately could yield an invariant PRAM of the compounded variable. Let X and
Y be two categorical variables that are PRAMed invariantly and independently. We
show below that the transition matrix P of a cross classified variable is invariant if the
variables X and Y are themselves independent. In this case (of independence) we would
not require P for estimating joint probabilities. Otherwise, P is needed.

Let mxy represent a vector of joint probabilities of X and Y categories. Then, the
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cross classified variable is invariant if (4.6) is satisfied, i.e., Prxy = mxy. Further, let
Px and Py be the transition probability matrices to be applied to variables X and Y

respectively. If

P11 P12 ... Dik
P21 P22t D2k
Px =
Dkl Pk2 ° Dkk
then
pi1Py piPy ... pubPy
pa Py paPy - puPy
Px @ Py =
PPy prePy - prePy

We note that, in general, (Px ® Py )mxy # mxy. One exception is when X and Y are
independent, so that mxy = mx ® my. In this case, (Px ® Py)nxy = (Px ® Py)(nx ®
my) = (Px @ mx)(Py @ my) = (nx ® my) = wxy. Thus if the original variables
themselves are independent, invariantly PRAMing each variable separately yields an
invariant PRAM of the compounded variable. However, if X and Y are not independent
then Px ® Py may not be an invariant PRAM of the cross classified variable.

In the next subsection, we shall present a new approach procedure where invariantly
PRAMing X and Y separately will yield an invariant PRAM of the two variables jointly

even if the variables are not independent.

4.5.2 A New Approach for Designing Invariant PRAM

The following results provide another mechanism for devising strongly invariant PRAMs

of several variables jointly.

Theorem 4.1. Consider two categorical variables X and Y and suppose X is strongly

invariantly PRAMed within each category of Y, gemerating a transformed variable Z
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where Y is kept unchanged. Then, the stochastic transformation from (X,Y) to (Z,Y)

is a strongly invariant PRAM of the cross classification of X and Y .

Proof. Suppose X and Z have k categories denoted ci,--- , ¢ and Y has m categories
labeled dy, - - -, dy,. Since X is strongly invariantly PRAMed within each category of Y,
we have P(X =¢|Y =d;) = P(Z =¢|Y =d;) foralli=1,--- k,j=1,--- ,m. Then

considering the joint probabilities, we get

P(Z:Ci,Y:dj) = P(YIdj)P(ZZCﬂYZdj)

foralli=1,--- ,kand j =1, ---,m, which completes the proof. O

Similarly, strongly invariant PRAMing of Y within the categories of X also yields
a strongly invariant PRAM of (X,Y). Also, if P, and P, are two strongly invariant

PRAMSs, then Py P; is also a strongly invariant PRAM. Using these we get the following.

Theorem 4.2. Consider two variables X and Y and suppose X is transformed to Z as
in Theorem 4.1, creating (Z,Y ). Suppose then'Y is strongly invariantly PRAMed within
each category of Z. Let W denote the transformed version of Y. Then, the stochastic

transformation from (X,Y') to (Z, W) is a strongly invariant PRAM.

Remark 4.1. We note that the process in theorems 4.1 and 4.2 can be repeated several
times. For instance, after several applications of the procedures to (X,Y), we obtain

the following stochastic transformations:

(X,Y) = (Z2,Y) = (Z,W) = (Z*W) = (Z*,W*) = (U,V) and so on.

At every stage we would still have an invariant PRAM. This is a mathematical result,
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but in practice, we do not see a need for repeating this step more than twice.

Theorem 4.1 would suffice in most applications. The theorem also reduces construct-
ing an invariant PRAM with many cells to construction of several invariant PRAMs, each
with a much smaller number of cells. Both X and Y may be compound variables. So,
when there are several variables in a data set, each variable must be a part of either X
or of Y.

In some applications of Theorem 4.1, one does not want the Y variable to be per-
turbed, so that there is no information loss for the marginal distribution of Y. In such
situations, we can think of Y as a control variable and X as a randomization variable.
This type of requirement should be taken into account when assigning each variable
to either X or Y. Shlomo and De Waal (2008) discuss an evaluation of PRAM while
preserving edit constraints, such as verifying that only people of legal age are married.
Their evaluation data set is drawn from the Israel Census sample data which include two
categorical variables age (X) and marital status (Y). They are interested in methods
for implementing PRAM that will place controls on the perturbation process such that
edit failures and information loss are both minimized. If no controls are incorporated
into the PRAMing process, edit failures resulting in inconsistent combinations such as
married small children may occur. The controls in the PRAM process are defined by cat-
egorical variable, Y, whose cells or categories define groupings within which PRAMing
is allowed. That is, age is PRAMed within marital status, which is the control variable.
Specifically, the X is invariantly PRAMed within each category dj of Y, j =1,--- ,m,

using an invariant transition probability matrix ;. Each Py, is then placed in the main
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diagonal of the overall transition probability matrix P for the data set:

Py 0 0
0 P 0
j @
0
0 0 Py

In practice, there may be many edit constraints and it is often difficult to address all of

them.

4.6 Estimation from Invariant PRAM

As noted in Section 4.4, under multinomial sampling all analytical methods for the
original data are equally valid for the perturbed data when a strongly invariant PRAM,
as defined by (4.6) is used. However, a strongly invariant PRAM cannot be constructed
in most practical situations as 7 is unknown. So, here we shall discuss estimation based
on invariantly PRAM data, as defined by (4.5). Let P = [Py : --- : Pi] be an invariant
PRAM matrix, which depends on IN and hence is a random matrix. Also note that (4.5)
implies that

k
> NiP,=N (4.9)
=1

From (4.9), note that if N; = 0 (for any ¢), then P; can be arbitrary and p;; must be 0 for
all j with IN; # 0, in which case M; = 0. This implies that if a cell has zero frequency in
the original data, it will also have zero frequency in any invariantly PRAMed data. Let
F;; denote the number of units with original category 7 and perturbed category j, and let
F; = (Fy, - ,Fy). Then, M = EfFl and given N, F; ~ Mult(N;, P;),i =1,--- |k
and they are independent. Thus, the distribution of the frequency vector (M) based on

the perturbed data, is a mixture of multinomial distributions. Then, letting ., = M /n,
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we get

k
. 1 1 .
EQMW—HEQMR—HN:wO (4.10)
1=
by (4.9), and
1 1 "N,
V(7 |N) = ;Z [Dp, = BiPl] = —[Ds, - ;wapﬂ, (4.11)
: 1=

Under multinomial sampling, i.e., when N ~ Mult(n, ), it follows that E(7.) = 7, so

that 7, is an unbiased estimate of w, and

V(i) = VE(7N) + EV(7.|N)
k

= V(@) + — {Z

=1

3\?

PP} (4.12)

where V(7g) = [Dr — 7’| /n. Thus, the relative frequency vector 7, from invariantly
PRAMed data is an unbiased estimator of m and the second term on the right side of
(4.12) is the variance inflation matrix, which is different from the second term on the
right side of (4.4).

Estimation of V' (7,) poses certain challenges. First, the transition probability matrix
P depends on N, through (4.5), but it is not a function of IN, and consequently the
expectation in (4.12) cannot be calculated unless the specific algorithm for obtaining P

from (4.5) is given. If P is reported along with the perturbed data, one may estimate

. 1 1 N;
V(i) = ~[Da, = #ul] + = [Ds. = Y (S5)PP).

However, the reporting of P is problematic from disclosure perspective. As Gouweleeuw
et al. (1998) noted, IN is an eigenvector of P corresponding to the eigenvalue 1 and
one might be able to deduce the original frequencies from P without any error. In the

following we present bounds on the variance of any linear combination of 7, and also
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provide some suggestions about the choice of P.

A natural estimator of a linear combination a’7 of 7 is a/7, and its variance is

V(a/ﬁ*)—%a,[QD — T a—E{ZN (aP) }

(4.13)

Now using (4.5) and the Cauchy-Schwarz inequality, (2'y)? < (2/Ax)(y'A~ly), with

= (N1, - ,Ng),y' = (d'Py, -+ ,d'P) and A = diag(1/Ny,--- ,1/Ny), we get

[Zki (ZN) ; a'P)?)

= n[z Ni(d'P;)?)

We note that

Using (4.15) in (4.14), taking expectations and dividing by n3, we get

~

BN
3|2
:‘2

K

1 k
E {Z Ni(a’Pi)Q} >
i=1

a [E(foT)]a

SI=3I~3|= 3=

7

(4.14)

(4.15)

(4.16)



Then, using (4.16) in (4.13), we get
(4.17)

The upper bound in (4.17) can be estimated by replacing 7 by 7. Also note that the
upper bound equals (2 — 1/n)V (a'7y) ~ 2V (a'g) for large n. An obvious lower bound
for V(a'wy) is V(a'm) = o/ [{ Dy — 77’} /n]a. Thus, if an invariant PRAM is used and the
PRAM matrix is not released, a user can estimate any linear combination a'm, without
any adjustment, and lower and upper bounds for its variance.

Given a, V(a'7,) = V(a'7g) or equivalently V(a'M) = V(a'N) if and only if o’ M =
a’ N with probability 1. We can see this from the fact that V(o' M) = E[V (a’ M|N)] +
VIE(dM|N)] = E[V(d/M|N)| + V(a’N). But, E[V(a’M|N)] = 0 if and only if
o M|N is degenerate for IN. This implies that given N, a' M = constant(—c) w.p. 1,
and E(a' M) =d'E(M) = ¢ or d N = ¢. That is, for each N, ¢’ M = a'N w.p.1 or
a(M—N)=0wp.l.

Let e = (e1,--- ,en)/ = (M — N), then ¢; = 0,£1,+2,... We want to make sure
that for certain marginal totals or total frequencies of a subgroup, o M =d N. That
is,d (M —N) = Zfil e; = 0 for each subgroup d; w.p.1, and consequently > 7" ; e; =0
where Z?:l d; = n. We can achieve this by choosing an invariant PRAM matrix of the

following structure

Dy O 0
0 Dy --- 0
p_ (4.18)
. 0 . .
0 0 Dy

where Dj is itself an invariant PRAM matrix for the records in subgroup d;. If we set

b/1 =(1,---,1,0,---,0) where the first d; elements are 1’s, and set
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by, = (0,---,0,1,---,1,0,---,0) where the first d; elements are 0’s and the next d
elements are 1’s, and so on. Then, V(bje) = 0 = V(bye) = ... = V(b,e). Therefore,
given constants ¢y, , ¢, for any a = ¢1by + cabg + ... + cxby, V(a'e) = 0 w.p.1. This
implies that if P is block diagonal (possibly after reordering the cells), then the frequency

of all cells within any given block remains unchanged under invariant PRAMing.

4.7 Disclosure Protection

As mentioned earlier in Section 4.1, the statistical inferential issues and methods are
similar for RR surveys and PRAM. However, the physical processes of RR surveys and
PRAM are different. In RR surveys, it is the responder who randomizes his or her
true category during the data gathering stage; whereas, in PRAM, it is the data agency
that randomizes the data after the data are collected. It is this difference in the RR
and PRAM physical processes that in turn creates differences in their confidentiality or
privacy protection issues.

In RR, the responders do not reveal their true category to the surveyor, so the
surveyor knows who the respondents are but not their true categories. Also, the surveyor
is typically honest in that he or she is only interested in statistical information and not
in the private data of respondents. In RR context, the posterior probabilities are logical
determinants of the level of respondents’ privacy as discussed in sections 2.3 and 2.8.

In PRAM, the surveyor or statistical agency knows the true values of all respondents.
The issue for the statistical agency is in the determination of what information from the
survey can be released to the public without revealing private information about any

survey participant.
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4.7.1 Privacy Matters in Data Release

Statistical agencies disseminate information primarily using summary or tabular data
products. For instance, the U.S. Census Bureau’s American Factfinder is a web query
application that mostly generates tables based on users’ data requests. However, experi-
enced users and researchers also need access to microdata sets to allow them to perform
various types of data analysis that may be different from the analysis performed by the
statistical agency in producing the tables in standard reports.

In the context of SDC, tabular data are classified into two categories: tables of fre-
quency (or count) data and tables of magnitude data (Federal Committee on Statistical
Methodology, 2005). Tables containing frequency data show the percent of the popu-
lation with certain characteristics, or equivalently, the number in the population with
certain characteristics. If a cell has only a few respondents whose characteristics are
sufficiently distinctive, then it may be possible for an intruder to identify the individuals
in the population. For tables of frequency data, SDC methods are applied to cells with
fewer than a specified threshold number of respondents in order to minimize the risk
that individuals can be identified from the microdata set. SDC may be applied before
or after tabulation. Methods that can be applied after tabulation include controlled
rounding and cell suppression. Methods can also be applied before tabulation using
SDC techniques such as data perturbation and data swapping. In tables of magnitude
data, the survey items published are aggregates of nonnegative reported values. The
values reported by respondents may vary widely, with some extremely large values and
some small values. Here, the disclosure issue relates to ensuring that an intruder cannot
use the published cell totals and other publicly available data to estimate an individ-
ual respondent’s value too accurately. SDC methods are applied to cells for which a
linear sensitivity measure (Cox, 1981) indicates that some respondent’s data may be

estimated too closely. For tables of magnitude data, cell suppression is the most widely
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used method after tabulation, while microdata protection techniques such as noise ad-
dition can be applied before tabulation. Although tabular data has many interesting
disclosure issues as mentioned above, our main focus in this section is to examine the
effectiveness of PRAM in limiting disclosure risk in a publicly released microdata set.

A microdata set consists of a series of records, each containing information about
an individual unit. In its basic form, it may be represented as a two dimensional data
matrix, where the rows correspond to the units and the columns to the variables. Typi-
cally, a microdata set contains records of n individuals (or sampling units) on k variables,
some of which are confidential or sensitive. For privacy protection, all obvious direct
identifiers, such as full name, passport number, and social security number, must be
removed prior to data release.

However, simply removing direct identifiers is not sufficient for disclosure avoidance
as it may be possible to identify the record of a survey participant by matching the
values of variables such as gender, birth date and zip code, that are easily available from
other sources. Such variables are generally non-sensitive and will be called key variables,
following Bethlehem et al. (1990), and are useful attributes for identification. Broadly
speaking, disclosure occurs when the values of some confidential variables for a specific
unit can be predicted too accurately based on the values of the key variables. Therefore,
the original microdata need to be further modified or masked for protection against
disclosure. With PRAM, values of variables for many units of the original microdata
are usually perturbed.

The most serious type of disclosure is identity disclosure, which happens when the
intruder can identify the record of a unit, by matching his or her independent informa-
tion with values of the key variables on the dataset. Identity disclosure reveals the values
of all confidential variables of an identified subject. Identity disclosure is closely related

to a unit being unique in the population (or sample) with respect to the key variables
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(Bethlehem et al., 1990; Greenberg and Zayatz, 1992). If a unit is not unique in the
sample, its identity cannot be ascertained with certainty. Measures of identity disclosure
are typically based on the proportion of sample or population units whose records can
be identified by matching on the key variables. Assessment of identity disclosure risk has
been discussed by Bethlehem et al. (1990), Greenberg and Zayatz (1992), Willenborg
and De Waal (2001), Skinner and Elliot (2002), Reiter (2005) and others. In particular,
Skinner and Elliot (2002) discussed three measures and recommended using the pro-
portion of correct matches among those population units which match a sample unique
microdata record for assessing identity disclosure risk.

Another type of disclosure is predictive disclosure, which occurs if the released data
enable the intruder to infer a respondent’s value of a confidential variable with high
accuracy. This type of disclosure is subject to some uncertainty. It is assumed that
the intruder undertakes prediction by combining prior information with the released in-
formation in the microdata, and the prediction is usually represented by a prediction
interval within which the intruder infers that the true value must lie. An extreme case
of predictive disclosure is attribute disclosure, where a confidential variable value can
be predicted completely accurately. Attribute disclosure can occur without identity dis-
closure. For example (cf., Nayak, 2008), suppose in a data set, a confidential variable
has the same value, say Xy, for all respondents with a specific value, say Yy, of the key
variables. Then, if the original data are released, an intruder would know surely the
confidential variable value (Xg) of any respondent with Y = Y}, , but not the identity
of the respondent in the data set. The essence of predictive disclosure is: an intruder
gaining too much new information about specific respondents from the released data. So,
predictive disclosure depends not only on the released data set but also on the intruder’s
prior knowledge, and hence predictive disclosure risk can be assessed appropriately by

comparing the intruder’s knowledge before and after data release; see Duncan and Lam-
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bert (1986, 1989), Lambert (1993) and Keller-McNulty et al. (2005) for measures of
predictive disclosure risk, based on the predictive distribution of X given Yj.

The main issue of disclosure avoidance for many statistical agencies like the U.S.
Census Bureau is the identification of the record of one unit based on known values
of certain key variables. A lot of research has focused on identity disclosure which is
the worst kind of disclosure. Since the knowledge of values of key variables could vary
substantially by intruder, this makes disclosure avoidance a difficult topic (cf., Lambert,
1993). This is because the intruder’s information can occur in various forms associated
with different disclosure scenarios (cf., Willenborg and De Waal, 2001).

The application of any SDC method will lead to some loss in data quality or statistical
information even for a legitimate user of the masked microdata set. In SDC, there is no
distinction between a legitimate user and an intruder, unlike in cryptography where a
legitimate user is given an encryption key to unlock the masking done on a microdata set.
In general, SDC methods may change the information in the microdata set causing some
dilution and introduction of bias. While the user can still obtain unbiased estimates from
a data set modified by PRAM, the additional noise in the data may introduce variance
inflation in such estimates as discussed in Section 4.6. Thus, the statistical agency has a
difficult problem of balancing privacy protection and maintaining accuracy of statistical

inferences that can be made from the masked microdata set.

4.7.2 A Similarity Between RR disclosure and PRAM disclosure

We mentioned above that the privacy issues of RR and PRAM are different. In this
subsection, we note a special case where their privacy issues are similar though not
exactly the same. Suppose an intruder has already identified or can identify the unit of
interest by matching on values of key variables (some of which could be quantitative)

in the microdata. Then if the sensitive variable X is not perturbed, the intruder knows
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the value of X. However, if X is PRAMed, the intruder knows both the identity of the
unit and PRAMed X which we shall denote as Z. This disclosure scenario is the same
as the one encountered in an RR design setup; in both cases an outsider (interviewer or
intruder) knows the perturbed value of a variable for a specific unit and may use it to
predict the true value. Unlike in RR surveys, the microdata set to be PRAMed may not
have a sensitive group. However, we may still want to protect private information such
as income categories of the survey participants.

As with RR, the issue is how accurately one can predict the value of X from the
values of Z. The accuracy of a prediction is loosely related to how concentrated are the
predictive distribution P(X = i|Z = j),j = 1,--- ,k. If the predictive distribution is
not concentrated or the largest predictive probability is not too large then predictive
disclosure is limited. Therefore, posterior probabilities are relevant as a criterion for
determining the level of disclosure.

Typically, p; > 0.5 and P(X = i|Z = i) > P(X = j|Z = i) for all j # i, so we
want to keep P(X =i|Z =1),i =1,--- , k small. Also, some intruders may not know or
use conditional probabilities and will simply choose X = ¢ whenever Z = i. As Nayak

(2008) suggested, we will keep

P(X =i|Z =1) < B. (4.19)

Since P(X =i|Z =1i) = P(Z:iﬁi;i)g(xzi) = P(Z:i)‘f:i)m, (4.19) implies that
%)f:i)m < B. Both m; = P(X = i) and \; = P(Z = i) can be estimated from
the original data. Thus, we can choose the p;; element of PRAM transition probability
matrix satisfying p; = P(Z = i|X = i) < 2.

Another criterion suggested by Gouweleeuw et al (1998) is to keep the posterior odds
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lower than a selected value, say (. We note that if { = % then (4.20) and (4.19) are

equivalent.

4.7.3 One Approach to Choosing an Invariant PRAM

Here, we will continue with the scenario described in the previous section where the
intruder already knows the identity of a unit. Typically, an intruder identifies the unit
of interest by matching on key variables which can be either continuous or a cross
classification of many variables on the microdata set, and he or she is trying to predict
the value of a sensitive variable X. Since X is sensitive, we want to transform X
into another categorical variable Z with same exact categories via an invariant PRAM
transition probability matrix. So, the intruder will have to predict the value of X based
on the value of Z, and the natural issue here is how we can design a PRAM matrix to
make his prediction difficult.

Suppose an intruder picks a unit from the invariantly PRAMed dataset at random,
observes its value of (Z = z), and then attempts to predict the true category (X = x)
of that unit using a prediction rule based on only Z. In order to protect the privacy of
the respondents, we would like to make the intruder’s probability of correct prediction,
P(correct prediction), as small as possible. This P(correct prediction) depends on m =
P(X = z), the prediction rule, and a fixed PRAM transition probability matrix. So,
we want to choose a PRAM transition probability matrix that minimizes the P(correct

prediction) for an optimum rule, as defined below.

Definition 4.1. For a given invariant PRAM transition probability matrix P, the op-

timum prediction rule maximizes the probability of correct prediction, Dp.
Definition 4.2. The optimum PRAM rule minimizes the probability of correct predic-
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tion yielded by the optimum prediction rules. Thus, the optimum PRAM rule yields

minpDp.

Case of a Binary Sensitive Variable

We present some results for a binary sensitive variable X. Suppose for a given value
of Y we could have several units with different values of binary sensitive characteristic
X. These sensitive X values are then transformed into Z values. The context under
which we discuss disclosure or privacy protection is as follows: Suppose we apply an
invariant PRAM procedure to the microdata set using Method 1 of Section 4.5. Recall
that m = P(X = z1) where m; > m = 1 — 71, and P is characterized by 6. So, the
probability of a unit’s X value being transformed from category 2 to category 1 is 6, and
with probability 9(1%17”) a unit’s X value is transformed from category 1 to category 2.
Suppose that the intruder chooses one unit at random and then predicts the value of X
based on the transformed value Z using a nonrandomized or deterministic rule R such
that all units with Z = 0 are assigned to the same X value. Likewise, all units with
Z =1 are assigned to a single, but different, X value. The four possible rules Ry, Ro, R3

and Ry for predicting X based on only Z are defined in Table 4.1 below.

Theorem 4.3. An optimum invariant PRAM rule, indexed by 0, is such that

1

1).

N | =

Proof. The probability of correct prediction P(correct prediction) = P(C|X = 1)P(X =
1) + P(C|X = 0)P(X = 0). Using the nonrandomized rules, the P(correct prediction),
Dp = Dy, is summarized in Table 4.1 below.

The maximum P(correct prediction) is given by
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Table 4.1: Probabilities of Correct Prediction Under Four Nonrandomized Rules

Prediction Rule | Description: (Z — X ) Dy
Ry 0—-0,1—1 mip11 + (1 —m1)po2 =1 —260(1 — mq)
Ry 0—-1,1-0 mip21 + (1 — m)p1z = 20(1 — m)
Rs 0—-0,1—0 TPl + T1P21 = 71
Ry 0—1,1—1 (1 —m)p1a+ (1 —m)p2o = (1 — my)

Dy =max {1 —20(1 —m1),20(1 —mq),m, (1 —m)}

= maw{l — 29(1 — 7T1),20(1 — 7T1),7T1}

if we assume, without loss of generality, that w1 > (1 — ;). Therefore,

1-20(1-m) if0<6<]
Dy = m if % <0< min(ﬁ, 1)
20(1 — m) if min(ﬁ,l) <9#<1
and, Dy attains minimum value when % << mm(Q(Ifilm)l) O

If # = 1/2, the resulting invariant PRAM transition probability matrix is

1—
. 1-145m 12
12;’;1 1/2

where 71 can be estimated from the original data as 7.
This minimax approach for designing a PRAM transition probability matrix pro-
tects against disclosure by limiting an intruder’s probability of correct prediction to

ming[max Dg] = m1. We can achieve the same level of protection if we choose (see (4.7))
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T m

pP=

Ty T
or if the intruder simply predicts X = 1, without using Z, since category 1 is dominant.
We note that if the original microdata set was released without PRAMing then the
intruder’s probability of correct prediction is one. So, if 7; is large (close to one) implying
that the intruder can predict the value of X too accurately then, in such a situation,

invariant PRAM would not be effective in protecting against disclosure.

Case of a Polychotomous Sensitive Variable

Here, we would like to investigate the minimax approach discussed above for limiting dis-
closure when an intruder tries to predict the value of a sensitive polychotomous variable.

If we take the invariant PRAM solution (4.7),

P = )

then P(Z = i|X = j) = m; and X and Z are independent. Suppose that the prediction
rule is to classify all records belong to the cell that has the highest probability. Then

[mazx Dp] = 71y, which is sufficient to justify that

minp[mar Dp] < m(y) (4.21)

where 7(1) is the largest cell probability. On the other hand, for any given invariant P,

max Dp > 7(y) (4.22)
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if the category for which the frequency is largest remains the same. Therefore, combining
(4.21) and (4.22), we have

minp[maz Dp| = (). (4.23)

This minimum may be attained by many PRAM transition probability matrices. A full
characterization for a general k-category PRAM, like we did in the binary case above,
would require minimizing the maximum probability of correct prediction of k¥ different
possible rules. This is a difficult problem as the number of rules may be unwieldy when
k is large. While the transition probability matrix from (4.7) is invariant and achieves
the minimax, it is not attractive because it is singular. In addition, since X and Z
generated from this matrix are independent, the desired dependence structure between
X and other variables in the microdata set may be very difficult (if not impossible) to
recover from the PRAMed microdata set. In the following example we shall show another

PRAM transition probability matrix, different from (4.7), that also attains (4.23).

Example 4.4. Suppose X has three categories with ny = 12, ng = 8 and ng = 3
units respectively. From Section 4.7.2, we mentioned that the accuracy of a prediction is
loosely related to how concentrated are the predictive distribution P(X =i|Z = j),j =
1,--- k. If the predictive distribution is not concentrated or the largest predictive
probability is not too large then predictive disclosure is limited. So, to achieve maximum
privacy protection, we would want to PRAM the microdata such that each category has
a uniform mix of the true original category and each of the other categories. That is,
in this example case we would want 71, 7o and 73 to each be around % Clearly for our
example, it is impossible to achieve this kind of uniform distribution in each category
since the categories are not equally populated. So, we suggest starting by ensuring
uniformity in the smallest or minority category, and then sequentially getting as close

to uniformity as possible in the remaining categories. We provide a simple algorithm to
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achieve this as follows:

e Start by PRAMing the units from the minority category 3 into categories 1 and 2
in a uniform manner. That is, we expect about two-thirds of category 3 units are

transformed evenly into category 1 and 2.

e Of the remaining unperturbed units in the next minority category 2, about half of

them are expected to be transformed into category 1 via PRAMing.

We can demonstrate that the suggested algorithm will decrease disclosure by observ-
ing that the maximum probability of correct prediction is given by % with optimum

prediction rule 1 — 1, 2 = 1, 3 — 1. The resulting PRAM matrix is

7/12 4/8 1/3
Px =1 4/12 3/8 1/3
1/12 1/8 1/3

With 7 = (12/23,8/23,3/23) we can easily check that Pr = 7. That is, P is invariant
while yielding maximum protection possible.

We would like to note here that the class of solutions for an invariant PRAM sug-
gested by (Gouweleeuw et. al., 1998) will not always provide maximum privacy protec-
tion. Recall that p; =1 —67F , and p;; = H[ﬁ] if i # j, where 0 < # < 1. For our

working example, setting § = 2/3 guarantees that only units in the minority category

are maximally protected yielding a transition probability matrix

10/12 1/8 1/3
Py =\ 1/12 6/8 1/3
1/12 1/8 1/3

However, overall the microdata does not have maximum protection since a simple rule

1—1,2— 2,3 — 3 yields a probability of correct prediction of 17/23 which is higher
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than that of our algorithm.
Applying the method akin to a synthetic data set but with no covariates solution via

the transition probability matrix in (4.7) (see Section 4.5),

12/23 12/23 12/23 6.26/12 4.17/8 1.57/3
PY =1 8/12 8/23 8/23 | =| 4.17/12 2.78/8 1.04/3
3/23  3/23 3/23 1.57/12 1.04/8 0.39/3

Using optimum prediction rule 1 — 1, 2 — 1, 3 — 1, the maximum probability of
correct prediction (12/23) is the same as that of our suggested method above. However,
the resulting masked microdata are not PRAMed such that each category has a uniform

mix of the true original category and each of the other categories.

4.7.4 Effect of PRAM on Identity Disclosure

We shall discuss identity disclosure in the context of a single categorical variable. Let us
suppose a microdata file contains a simple random sample of n records. Further, let X be
a categorical variable with categories and suppose that an intruder knows that his or her
target unit is in the sample and has value X = x. Suppose the original microdata were
released and the intruder selects at random one of the units in the original microdata
for which X = x and attributes it to the target unit. If the data set has n, such units
then the probability of correct match is

1
P(correct match) = —.
Ny

If there are many units having the value X = z, i.e., n, is large, then the probability of
getting the correct match will be low. In this case a surveyor can justify releasing the
original microdata file without applying any masking technique to protect disclosure.

On the other hand, if n, is small then the category X = x is considered sensitive, since
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the probability of getting a correct match would be high. In this case, it is necessary
to mask the microdata before it is released in order to minimize the probability of an
intruder correctly identifying the target unit.

In order to evaluate the effect of PRAM on the identification of a target unit for
which X = z, we shall consider masking the data set by applying the PRAM method

on variable X using a transition probability matrix P

pi1 P12 ... Dik

P21 P22 - P2k
P =

Pk1 Pk2 - DPkk

Let Z be the variable that results from PRAMing X. Typically, p;; > 0.5 and often close
to 1. So, with large probability, the original category remains unchanged. Naturally, if
an intruder knows that X = x then he or she selects one of the records with Z = z. We
shall assume that at least one record has Z = z.

In the masked data, Z is released in place of X, and let T' denote the number of units
for which Z = x. Note that 7" is a random variable and its value depends on each realized
application of PRAM. If m; is the number of units which are transformed from another
category j to category X = x due to PRAMing, then T = Z§:1 mj. So, {T =t} =
{(ml, ce, M) Z§:1 mj = t} and P(T =t) = Z(ml,...,mk):ijzt P(my,...,my) where
P(my,...,my) is made up of independent binomial models. For identification of the tar-
get unit, suppose the intruder selects one of the T records for which Z = z in the masked

data. Then, the probability that the intruder gets a correct match, given that T'=1¢ > 0,

is:

P(correct match, T = t)

P(correct match|T =t) = P(T =1t)
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The numerator is
P(correct match, T' = t, E) + P(correct match, T' = t, E°),

where F is the event that the target unit remains in its original category x after it
has been perturbed. We note that P(correct match,T' = t, E) = 0 since there cannot
be a correct match if the target unit does not remain in its original category. Now,
P(correct match, T' = t, E) = P(correct match|T = t, E)P(T = t,E) = 1P(T = t,E).

So,

1P(T =t,E)
CP(T=t)
iP(B)P(T = t|E)

P(T =1t)
iP(B)P(T = t|E)

P(T =1t)
LP(B)P(S,m; = 1)

P(T =1t)
iP(E) doa, Plma, ... my)
P(T =1t)
iP(E) >4, P(m1)P(mz). .. P(my)
P(T =1t)

P(correct match|T =t) =

U
P (1 = pag)e 17 Hljzl

‘ Py (1= )™ ™™}
mg — 1 372\ m,

k nj : e
ZAt Hj:l p;nj(l —p;)Tm
(4.24)
where A; = {(mq,...,my) : Z?zl m; =t} and P(E) = py, = P(Z = 2|X = x) is the

probability that category X = z remains unchanged after PRAMing.
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For very large t, the value of (4.24) could be small, depending on the other terms in
the numerator, and there would be low disclosure risk. However, a small ¢ could result
in a higher disclosure risk.

As Nayak (2008) observed, the value of ¢, which determines the disclosure risk,
depends on a specific realization of the PRAM procedure. On the other hand, at the
time of selecting the transition probability matrix P, the value of ¢ is unknown. So, for
evaluating and constructing a P, we should consider both the probability distribution of
T and the conditional probabilities of the correct match. Our approach is to consider
the likely values of ¢t within a 95% confidence interval. That is, we consider values t for
category X = z such that P(t; <t < t,) = 0.95 and calculate P(correct match|T" = t).
Now given P(t; < t < t,) = 0.95, if Py = max;P(correct match|T' = t) > v, where v
is a fixed threshold value for an acceptable level of disclosure risk, then we shall reduce
Pz accordingly in order to protect the privacy of the target unit. This process needs to
be carried out for all categories of X, or at least for all the sensitive categories of X, in

order to specify the entries of a PRAM transition probability matrix P .

4.7.5 Effect of PRAM on Predictive Disclosure

Predictive disclosure can occur under several scenarios. We shall consider two scenarios

of predictive disclosure: with or without covariates.

4.7.5.1 Predictive Disclosure Without Covariates

Let X be a sensitive categorical variable of interest with categories, i = 1,--- , k. Let us
further suppose that there are no covariates or additional information on our dataset.
The issue is this: An intruder knows that a unit of interest is a record in the data set or
in sample, and he or she wants to know which category the unit belongs to. Assuming
no identity disclosure has occurred, the best an intruder could do is to predict that a

unit of interest belongs to the mostly likely category determined by the category with

94



the largest estimated proportion. The intruder is likely to predict that X = i with 7,
which is the relative frequency of X = i. Suppose max{71, -, 7} = 71y = 7j, ie,
the jth category has the highest relative frequency, the intruder may conclude that the
most likely category is j and his confidence in this conclusion (X = j) increases with
;. We would like to emphasize that in order to limit disclosure, we want to make not
just the intruder’s prediction difficult but also lower the confidence level of his or her
prediction.

After the data has been PRAMed, the intruder will not have access to the actual
frequency counts for the different categories. Instead the intruder obtains 7 from the
PRAMed data set, and he or she should recognize that 7 is an estimate of 7 (and also
of 7) and it would be wrong to conclude that X = ¢ simply based on 7;. However,
based only on the knowledge that the unit of interest is in the microdata set and that
the true probability that X = ¢ is m;, the intruder may calculate a confidence interval
(CI) around m;, say (7, Tin). Then, he or she may conclude that X =i, with a certain
confidence level, is between 7;; and 7;,. Thus, PRAM adds uncertainty to the intruder’s
prediction.

Since 7 is an unbiased estimate of 7, the most likely category shown by 7 and 7 may
be the same. Suppose, 71 = maz {71, -+, 7} and 71 = max {7, -+ ,7}. Then, in
both cases, based on the original and PRAMed data, the intruder will conclude that the
most likely category for the unit is X = 1. Even in this case, the intruder’s confidence
in the conclusion will be different depending on whether the original or PRAMed data
are released. For actual data, he knows that the conclusion that X = 1 is correct
with probability 71, whereas for PRAMed data, the probability of the conclusion being
correct may be believed to be between 71; and 71,,. The CI for the components of 7w may
overlap and this also complicates an intruder’s finding of the most likely category. For

the actual data set, the category with the largest proportion of units may be category
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1. However, in the PRAMed data, if the confidence intervals around 71 and 75 overlap
then the intruder cannot be confident in predicting that the unit of interest belongs to

category 1 even with 7 > 9.

Remark 4.2. Suppose the intruder does not know if the unit is in the sample or not. So
even if the original data are released, the probability that X = ¢ is not ;. The true
probability, 7;, is unknown. One should recognize 7 as an estimate of w. Then, the CI
for m; is (7, Ty ). Naturally, the intruder can make more precise predictions if the unit

is in the sample and he or she knows that.

4.7.5.2 Predictive Disclosure With Covariates

In general, suppose we have two variables X and Y. Let X be the sensitive variable
and Y the nonsensitive identifying variable. In a more general case, X could be the
cross-classification of all sensitive variables and Y could be the cross-classification of all
nonsensitive variables. For our purposes of examining the effect of PRAM on privacy

protection, 7;; = P(X =i|Y = j) is of direct relevance.

|7
Consider the case where the intruder is interested in one unit in the microdata set,

and the intruder knows that Y = j. The intruder does not know m;;; however, from

~ i A s .
from 7r; =, where 7.; is the marginal
*J

the actual data set, he or she can predict m; =z

|7
proportion of Y = j.

After the microdata set is PRAMed, an intruder can estimate @ = {7;;} from the

publicly released data. Subsequently, he or she can obtain estimates for predicting

X =1, ™), as Ty; = %’ All previous discussion items in Section 4.7.5.1 are applicable
here to the conditional relative frequency. So, even if the most likely categories match
before and after PRAMing, the uncertainty levels would be different. That is, PRAM
introduces uncertainty about 7. We also note that there are two sources of variation in

the estimate from the PRAMed data:
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e Variation from the actual sampling

e Variation from the randomization process (PRAMing) based on sample data

Only Sensitive Variable is PRAMed

We can estimate P(X = i]Y = j) = 22 by Z# from the PRAMed data and compare
J J
s

with 22 from the original data. If their distributions are different then some uncertainty
J

is introduced in the estimates derived from the PRAMed data, and subsequently limiting
disclosure. We shall examine their expectations. If only X is PRAMed (and Y is left

unchanged) then 7; = 7;, so

BTy = Brlfi) _ 7 (4.25)
Ty 5 Ty

. We note

provided 7; # 0, say. From (4.25), 7;’; is an exact unbiased estimate of 7:;

that this case is similar to predictive disclosure with no covariates since X is PRAMed

within Y.

Only Nonsensitive Variable is PRAMed

On the other hand when Y is the PRAMed variable, ER(ﬁij ) cannot be reduced further

5

without knowing the distribution of the ratio. Thus, unlike in (4.25) above,

2y, (4.26)

Here, Z’JJ is not exactly unbiased for :rrlj’ from (4.26). Apart from the uncertainty in the

estimates of the conditional relative frequencies as discussed in Section 4.7.5.1, there

may be additional uncertainty introduced by the bias ER(%) - (%) This indicates
J J

that for protection of privacy with PRAM, the statistical agency may want to consider

PRAMing nonsensitive variables over PRAMing only sensitive variables.
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Both Sensitive and Nonsensitive Variables are PRAMed

The comments above when “Only Nonsensitive Variable is PRAMed” would apply if

both X and Y are PRAMed.
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Chapter 5

Conclusions and Future Research

5.1 Summary of the Dissertation

In this dissertation, we studied two connected research topics in the area of survey re-
spondents’ privacy protection and confidentiality. In our first topic, we presented a
unified framework for discussing RR surveys of dichotomous populations with multiple
response categories. Several RR procedures have appeared in the literature, but typi-
cally, each procedure has been discussed within its own framework. We believe this has
hindered systematic thinking about the core statistical issues and has led to erroneous
conclusions. A common framework is helpful, and perhaps necessary, for abstraction
and formalization of the key elements relating to respondents’ privacy and statistical
efficiency and comparison of various procedures. We hope the ideas put forward in this
dissertation will be helpful in developing a unified theory of RR surveys, comparing
various procedures and reaching valid conclusions.

We also studied RR designs for polychotomous populations. We extended the theory
and framework for RR surveys of dichotomous populations to RR surveys of polychoto-
mous populations, including to situations under finite population settings. We compared
a class of polychotomous RR designs where only one category is sensitive, and we derived
conditions for which one can construct better polychotomous RR designs of a specified

structure. While we discussed only polychotomous response variables, we believe our
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ideas can be extended to RR surveys of dichotomous and polychotomous populations
with quantitative response variables, such as the procedures discussed in Franklin (1989)
and Chua and Tsui (2000). Other RR design analogues for quantitative data involve
noise addition or multiplication (see Warner (1971), Pollock and Bek (1976), and Duffy
and Waterton (1984)). An RR technique based on a multiplicative model is described
by Poole (1974) where the responder is asked to multiply his or her true response X by
a random number Y and report only the product (or randomized response) Z = XY to
the surveyor. Let F(.) and W (.) represent the cummulative distribution functions of X
and Z respectively, and let w(.) be the density of Z. If Y is uniformly distributed on |0,
1], say, then

F(z) = W(z) — zw(x). (5.1)

Using (5.1) an estimate of F' can be obtained once W and w are estimated from sample
observations of Z. This result was extended to estimate the multivariate distribution
of a k-dimensional vector of continuous variables (see Poole and Clayton, 1982). Other
papers such as Kim and Flueck (1987) and Poole and Clayton (1982) provide solutions
for RR techniques based on an additive model.

A unified theory is also helpful for recognizing connections of RR surveys to other
areas of statistics, such as comparison of experiments (see Remark 2.6) and estimation
from open surveys. RR surveys are closely related to our second research topic - The
PRAM for controlling statistical disclosure. This method is concerned with protecting
respondents’ privacy while releasing microdata (already collected) for public use. It
stochastically transforms the values of categorical variables in a data set using a known
Markov matrix. As noted by Van den Hout and Van der Heijden (2002), mathematically
the PRAM is equivalent to an RR procedure. Both are concerned with protection of
respondents’ privacy and statistical efficiency; only difference is that in RR surveys, the

responder randomizes the response during the data gathering stage whereas in PRAM
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randomization is carried out by the surveyor after the data are collected. Thus, the
results for RR surveys can be used beneficially in statistical disclosure control.

We described several variations of the PRAM procedure, and we demonstrated that
any PRAM procedure can be regarded as a PRAMing of the cross-classification of all
the variables in a data set. We studied he connections of PRAM and RR and noted that
the estimators developed for RR of polychotomous populations can be used for PRAM.
We contributed some theory to a special case of PRAM known as invariant PRAM and
introduced the notion of a strongly invariant PRAM. We developed a new approach for
constructing invariant PRAM matrices, and we clarified certain perceptions of invariant
PRAM that were not fully justified in past literature. We presented estimation results
from an invariantly PRAMed data, and finally we examine the effectiveness of PRAM

for limiting statistical disclosure.

5.2 Future Research

There are several topics that we identified in the course of this research that are either

connected to our work, or that we did not have time to complete.

1. In Section 2.6.1, we mentioned that following Chaudhuri (2001, 2004), one can
express V(e*(s, z)) in other forms and thence obtain other unbiased estimators of
it. One undesirable feature of V(e*(s,z)) is that it may be negative. Another
form of variance estimator is the nonnegative estimator introduced in Rao (1979)
and extended in Chaudhuri and Pal (2002). We would like to explore expressing

V(e*(s, 2)) in this form.

2. We presented a limited result in our comparison of (k — k) RR designs in Section
3.5. Developing a general framework for comparing (k — k) RR designs is an

important issue, and we would like to look into it further.
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3. Data swapping (Dalenius and Riess, 1982) resembles PRAM. It is another method
for limiting disclosure in microdata sets that contain categorical variables. The
main underlying idea of data swapping is to transform or mask a microdata set
by exchanging values of senstitive variables among individual records in such a
way that marginal frequency counts are preserved. Like in the PRAM, such mask-
ing limits disclosure by introducing uncertainty about the sensitive data and at
the same time maintaining accuracy of statistical inferences by preserving certain
summary statistics of the microdata. Several variants of data swapping have been
proposed and investigated in the literature, e.g., Rank-based Swapping (Moore,
1996), Data Shuffling (Muralidhar and Sarathy, 2006), and others; see Fienberg
and McIntyre (2005) for a discussion of many of these procedures. We would like to
explore the connections between data swapping and PRAM, and develop a general

framework that encompasses both methods.

4. In section 4.6, we only consider estimation from invariant PRAM under an infinite
population setting. We would like to extend our results to probability sampling

designs under a finite population setting.

5. In Section 4.7, we discussed the effect of PRAMing on a microdata set under
several disclosure scenarios. In particular, we discussed the impact of PRAM on
an intruder’s ability to accurately predict the value of a sensitive charateristic of a
given unit with or without covariates, and we developed some asymptotic results
to determine the extra variance from PRAMing variables in a data set when there
are covariates. We would like to consider real applications of our findings on
survey data so as to gain further insight into how well this variance inflation due

to randomization can help with preventing disclosure.
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