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Abstract

Hardware-in-the-Loop Simulation for Smart Grid Applications:
Advancements in Transmission and Distribution Systems

Hardware-in-the-Loop (HIL) simulation plays a pivotal role in advanc-
ing modern power systems by enabling real-time, high-fidelity emulation of
complex electrical network behaviors. Unlike traditional offline simulations
that often involve trade-offs between speed and accuracy, HIL combines the
benefits of physical modeling with real-time execution, offering a powerful
platform for validating control algorithms and hardware components un-
der realistic operating conditions. These capabilities make HIL particularly
valuable for smart grid applications, where precise temporal coordination,
accurate waveform reproduction, and rapid system response are essential.
This thesis systematically investigates the capabilities and limitations of
HIL in both transmission and distribution domains, with the overarching
goal of enhancing grid resilience, operational intelligence, and technologi-
cal readiness for future power infrastructure.

To this end, a series of practical HIL-based applications are presented
and analyzed. First, the thesis addresses time synchronization challenges
in International Electrotechnical Commission (IEC) 61850-based digital
substations by developing the first real-time co-simulation framework that
integrates heterogeneous time references—namely, a satellite-synchronized
Global Positioning System (GPS) clock and a terrestrial-based Precision
Time Protocol (PTP) source—across multiple HIL platforms connected via
a shared local area network. This framework enables a direct, side-by-
side evaluation of timing resilience and supports a cost-effective post-fault

reconfiguration algorithm using only current transformer (CT) measure-
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ments.

The investigation then extends to transmission-level protection, demon-
strating for the first time how heterogeneous timing sources influence time-
domain relay coordination and fault location accuracy. A comparative
study between rate-of-change (ROC) and traveling-wave (TW) methods un-
der varying GPS outage durations reveals the trade-off between sensitivity
and tolerance to desynchronization.

For power quality analysis, an adaptive harmonic power flow (HPF) al-
gorithm is proposed for hybrid AC/DC transmission networks with volt-
age source converter (VSC)-based high-voltage direct current (HVDC) links.
Unlike conventional fixed-parameter approaches, the algorithm employs a
two-layer iterative initialization process that remains stable under vary-
ing converter firing angles and extends harmonic analysis up to the 15th
order. The method is further stress-tested by incorporating geomagnetic
disturbances (GMDs) to assess its applicability under extreme operating
conditions.

Finally, the thesis develops a cyber-physical digital twin (DT) prototype
by coupling HIL with a physical diorama of an urban distribution network.
This framework uniquely leverages high-resolution time-series transient
waveforms—including voltage, current, and phase angle data—to train a
graph-based deep learning model integrating graph convolutional networks
(GCNs) and recurrent neural networks (RNNs). A transfer learning mecha-
nism enables rapid adaptation to network topology changes by simply up-
dating the adjacency matrix, eliminating the need for retraining. This rep-
resents the first demonstration of a fully integrated HIL-DT platform that
combines physical visualization, Al-driven fault diagnosis, and resilience

evaluation under both cyber and physical attack scenarios.



Collectively, these contributions advance the state-of-the-art in HIL re-
search by bridging physical-layer simulation with data-driven intelligence,
offering scalable, adaptive, and high-fidelity solutions for the design, vali-

dation, and operation of next-generation smart grids.
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Chapter 1: Introduction

1.1 Background on System Modeling

In power system studies, the complexity of the involved components
makes it impractical to use fully real objects for simulation research. As
the complexity of controlling power electronics, microgrids, and power
systems increases, the ability to reduce development time and costs becomes
crucial. Delaying system performance testing until the later stages of a
project limits flexibility and significantly extends both development time
and expenses [13]. Hence, in addition to traditional virtual simulation
software such as MATLAB Simulink [14], PSCAD [15], PSS/E [16], CYME
[17], PowerWorld [18], ETAP [19], PSIM [20], and DIgSILENT [21], hardware-
in-the-loop (HIL) simulation Kits are increasingly being adopted by electric
utility companies. Common HIL equipment includes RTDS [22], OPAL-
RT [23], Typhoon HIL [24], dSPACE [25], and Speedgoat [26]. These systems
allow devices under test to be directly connected to real-time simulations,
enabling efficient closed-loop, model-based automated testing [2].

For example, consider a sufficiently complex distributed energy resource
(DER) circuit. If you want to obtain a 1-second waveform time series for
electromagnetic transient (EMT) analysis, PSCAD—relying entirely on its
mathematical solver—may take around 20 minutes to simulate. In contrast,
Typhoon HIL completes the same simulation in exactly 1 second, reflecting
real-time performance, with results generated by physical electronic logic
gates. In general, HIL is more commonly adopted in control systems due to
its high sampling frequency [27].

In industrial practice, the V-model of the software development process



is commonly employed to guide controller development. As shown in Fig.
1.1, the process begins with the analysis of control system requirements and
the design of control strategies, followed by computer-based modeling. The
designed control algorithm is then verified through rapid control prototyping
(RCP), enabling the tuning of optimal code parameters. Subsequently, the
tuned algorithm is deployed on a physical controller and evaluated under
various extreme scenarios using HIL simulation, allowing further refinement.
Finally, the optimized controller is integrated into the actual system to

validate its performance and perform final calibration [1].

System Requirement & Design System Integration & Calibration

13y Irzg Y
ikia susy 1115 S35

Code Generation Validation

S

Figure 1.1: The V-model for controller development [1].

It is worth noting that RCP and HIL are distinct concepts when it comes
to system simulation. With RCP, as shown in Fig. 1.2(a), the plant—serving
as the controlled object—is real, such as an actual electric motor, while

the control algorithm runs on a virtual simulator. The host computer



functions as the prototype controller, directly connected to the plant via
input/output (I/O) interfaces. This setup enables rapid testing of various
control algorithms without concern for the specific controller platform
used [28]. With HIL, as shown in Fig. 1.2(b), the controller is real, while the
plant is emulated in the field programmable gate array (FPGA) embedded
hardware testbed. This approach enables testing of control schemes on

various systems without concerns about cost and safety.

Plant

Model Files ‘?*4/.'
Contrgl l )é\\\f@z
Algorithm :
> 1/Os e
8- ="
= :
Prototype Controller .ﬂ‘ ’

(@) Rapid control prototyping (RCP).

Model Files
= 1/0s

11001010
Il . pE <=
E <:_:11001010> : |

Physical Controller

(b) Hardware-in-the-loop (HIL) testing.

Figure 1.2: The difference between RCP and HIL in control system simula-
tion.

This thesis focuses on the technical discussion of HIL simulation. Re-
garding system modeling approaches, HIL is typically categorized into three
stages—Virtual HIL (VHIL), Controller HIL (CHIL), and Power HIL (PHIL)—
ranging from fully virtual implementations to fully physical integrations [2],

as illustrated in Fig. 1.3.



Figure 1.3: The classi cation of HIL simulation in system modeling [2].

The model-in-the-loop (MIL) simulation, also known as model-based
testing, is a systematic approach for generating test cases from models
representing system requirements [29]. The software-in-the-loop (SIL) simu-
lation involves compiling the generated source code (typically in C) from the
controller and executing it as a separate process on the host computer [30].
The SIL step typically occurs between code generation and HIL testing, as
shown in Fig. 1.1. Both MIL and SIL are simulated within the VHIL envi-
ronment, meaning that both the controller and the plant are modeled and
tested on the host computer.

There is another step known as processor-in-the-loop (PIL) or FPGA-
in-the-loop (FIL) [31,32], in which the generated controller code is cross-
compiled and executed on the target hardware, typically a printed circuit
board (PCB). The controller can be implemented either as physical hardware,
such as a relay, or as a virtual relay emulated on an FPGA. Since the
controller operates as physical hardware while the plant remains simulated
in the virtual environment, PIL and FIL are categorized as CHIL.

In PHIL, power ampli ers are used to connect the real-time simulator to
the actual power hardware device under test through analog 1/O signals
or communication protocols [33]. The most notable feature of the PHIL

process is its requirement for connection to a high-voltage power supply.



For example, our PHIL testbed is connected to 480 V and 240 V three-phase,
ve-wire systems. PHIL devices can be co-simulated with CHIL equipment
for instance, PHIL provides the power source, while CHIL handles the
controller simulation. The most extreme example is a fully hardware-based
simulation, in which both the controller and the plant are implemented
on physical hardware. Although incorporating more hardware devices can
lead to more accurate simulation results, it also raises concerns about
signi cantly increased costs.

In summary, the HIL approach not only enhances simulation accuracy
through real-time physical emulation and testing but also reduces the cost of
real-world veri cation and o ers greater exibility with lower risk. At George
Washington University, we have two Typhoon HIL testbeds for conducting

power system simulations, as shown in Fig. 1.4.

(a) CHIL testbed. (b) PHIL testbed.
Figure 1.4: The physical HIL testbeds for the simulation environment.



1.2 Problem Statement and Research Motivation

Electric power systems typically consist of power generation, transmis-
sion systems, distribution systems, and end-user consumption loads [34].
Due to the sheer number of components and the complexity of intercon-
nections in modern grids, conducting physical experiments or eld-scale
simulations is often impractical especially for even moderately sized Electri-
cal and Electronics Engineers (IEEE) test feeders [35]. Consequently, virtual
software-based simulation platforms have become the standard approach
for modeling and analyzing power system behavior.

However, as discussed in the previous section, MIL and SIL simulations
are inherently limited in their ability to produce high- delity data particularly
when it comes to capturing fast EMTs and replicating hardware behavior
under dynamic conditions. These limitations become especially evident
in scenarios involving power electronic devices, inverter-based resources
(IBRs), and real-time control coordination. In such cases, the inability of
MIL/SIL to capture ne-grained temporal details or interface with physical
hardware can result in misleading or insu cient simulation outcomes.

In response to these challenges, HIL simulation has emerged as a critical
tool in the domain of power systems research. HIL enables closed-loop
testing by interfacing real-time simulated models of power networks with
actual control and communication hardware [36]. This unique capability
allows researchers to validate not only the algorithmic correctness of control
schemes but also their practical response timing, signal integrity, and
robustness under varying operating conditions.

Figure 1.5 presents a spectrum of simulation time-scale requirements.

It is evident that while steady-state analyses may not demand high temporal



resolution, transient studies particularly those involving fast-switching
converters, fault scenarios, and inverter-dominated microgrids require
microsecond-level sampling precision. Traditional SIL methods often fall
short in such settings due to their limited time resolution and lack of
real-time interaction. In contrast, HIL provides high- delity modeling by
executing electromagnetic transient simulations at sub-millisecond time

steps, capturing waveform-level dynamics with high accuracy.

Figure 1.5: Time scale requirements for di erent simulation purposes [2].

Moreover, HIL o ers a timeliness advantage by producing real-time out-
puts that comply with strict latency constraints, such as those imposed
by IEC 61850 or synchrophasor-based control standards. This real-time
capability not only facilitates closed-loop control testing but also enables
seamless integration with digital substations, phasor data concentrators
(PDCs), and hardware-based protection relays.

In summary, the two-fold strengths of HIL high- delity simulation of

EMT behavior and timely generation of real-time data streams make it an



indispensable platform to study complex control-oriented power systems. As
modern grids evolve to incorporate more decentralized, digitally coordinated,
and fast-reacting assets, the role of HIL in ensuring accurate, responsive,

and scalable testing environments is becoming increasingly vital.

1.3 Dissertation Outline

The rest of this dissertation is organized as follows:

" Chapter 2 presents a novel terrestrial-based Precision Time Protocol
(PTP) synchronization framework and compares its performance with
conventional satellite-based Global Positioning System (GPS) timing
solutions. This chapter proposes a post-fault recon guration algorithm
for a three-feeder distribution network that minimizes power loss and
voltage deviation. Through hardware-in-the-loop (HIL) co-simulation,
the study evaluates the e ectiveness of the algorithm under asyn-
chronous time conditions. Speci cally, it determines the maximum
tolerable time desynchronization that does not alter the recon gura-
tion decision in the distribution network or disrupt the relay tripping

sequence in the transmission system.

Chapter 3 proposes an adaptive frequency-domain-based harmonic
power ow (HPF) algorithm tailored for high-voltage direct current
(HVDC) transmission systems using voltage source converters (VSCSs).
The term adaptive refers to a two-loop iterative structure, in which
the outer loop uses a continuation power ow (CPF) to estimate initial
modulation variables of the VSC, which are then used in the inner
loop to ensure reliable convergence of the Newton-Raphson-based HPF

computation under varying ring angles. A hybrid nonlinear model is



formulated to evaluate both fundamental and harmonic power ows,
including scenarios involving geomagnetic disturbances (GMD). The
e cacy of the proposed algorithm is validated using a modi ed IEEE

30-bus test system with a PWM-controlled bi-terminal VSC-HVDC link.

Chapter 4 introduces a digital twin (DT) framework for cyber-physical
power distribution systems, integrating hardware-in-the-loop (HIL)
simulation with a scaled physical diorama to emulate a wide range of
fault conditions. The framework models both physical-layer attacks
such as intentional topology changes and cyber-layer attacks, where
Gaussian white noise is injected into selected or all synchrophasor mea-
surements to simulate data corruption. High-resolution synchropha-
sor data, including voltage, current, and phase angle waveforms, are
collected across the network to train deep learning models for fault
classi cation and localization. Graph convolutional networks (GCNSs)
are used to incorporate network topology, and transfer learning tech-
niques are applied to enhance model scalability and generalization

across di erent con gurations.

Chapter 5 summarizes the key contributions of this dissertation and
outlines the major ndings from each chapter. It also o ers recom-
mendations for future research directions, particularly in extending
HIL applications in smart grid contexts. Finally, a list of publications

resulting from this dissertation e ort is provided.



Chapter 2:  PTP-Based Time Synchronization in Power Systems

2.1 Abstract

Time synchronization is critical for the reliable and e cient operation
of modern power systems. This chapter presents a precise, reliable, and
traceable terrestrial-based Precision Time Protocol (PTP) synchronization
solution and compares its performance against the widely used Global
Navigation Satellite System (GNSS)-based Network Time Protocol (NTP).
Although GNSS-based methods are prevalent, they are vulnerable to signal
interruptions, susceptibility to spoo ng or jamming, and lack traceability,
making it di cult to diagnose and correct timing discrepancies.

A key novelty of this work lies in the development of a hardware-in-the-
loop (HIL) testbed that integrates both PTP and GPS-based timing sources
into a real-time co-simulation environment, enabling direct, side-by-side
evaluation of their performance under realistic operating conditions. This is,
to the authors' knowledge, the rst implementation of a multi-time-reference
co-simulation platform capable of dynamically switching between heteroge-
neous timing sources in both distribution and transmission systems.

Two representative use cases are examined: (i) a three-feeder distribution
system, where a cost-e ective post-fault recon guration algorithm relying
solely on current transformer (CT) magnitude and phase of measurements is
evaluated under various GPS outage durations, and (ii) a single-machine
two-bus transmission system, where di erent time-domain relay protection
schemes are tested to quantify the sensitivity of fault location and timing
estimation to synchronization errors. The HIL platform connects to a re-

mote PTP master clock to assess synchronization performance and to a

10



satellite-synchronized GPS clock for comparative analysis.

Results show that desynchronization can signi cantly degrade both
protection and restoration performance in transmission and distribution
networks. The proposed PTP-based approach consistently outperforms
conventional GNSS-based NTP synchronization in both accuracy and re-
liability, o ering enhanced resilience against timing disruptions. These
ndings provide practical insights into the design of robust, traceable, and
interference-resistant time synchronization architectures for future power

grid applications.

2.2 Introduction

Time mechanism plays an important role in modern systems. A no-
table historical event is the Year 2000 bug, which resulted from con icts
in formatting and storing calendar data. It posed a signi cant threat to
computers in critical industries and essential societal infrastructure, with
the most severe scenarios potentially leading to accidents at nuclear power
plants [37]. To ensure time synchronization, a common method is to use
Global Navigation Satellite System (GNSS) signals, which consists of satellite
constellations operated by di erent countries [38]. GNSS includes several
regional systems, such as the Global Positioning System (GPS) operated by
the United States, Galileo by the European Union, and BeiDou by China. A
2013 report from the U.S. Government Accountability O ce revealed that
GPS receivers have become essential for the seamless functioning of most
of the 16 critical infrastructure sectors identi ed as crucial to the nation's
security, economy, and health [39]. However, GPS signals can be jammed.
In 2016, an issue with the GPS satellite timing signal set o alarms led to

an unspeci ed number of outages, including disruptions to certain features

11



of critical infrastructure [40]. In July 2019, an incident within the Galileo

ground infrastructure led to a six-day unprecedented disruption of the
initial navigation and timing services [41]. This implies that infrastructures
dependent on GPS signals cannot be considered absolutely reliable.

In the electric power sector, accurate time synchronization is crucial

for reliable operation of the electrical grid. For instance, the International
Electrotechnical Commission (IEC) Standard 61850-5:2013 highlights the
critical need for sub-microsecond time synchronization in the implementa-
tion of wide area monitoring, protection, and control (WAMPAC) systems [42].
Equipment like protective relays depend on timestamps for their operation.
In North America, protective relays are generally identi ed by standard
device numbers. The American National Standards Institute (ANSI) and the
Institute of Electrical and Electronics Engineers (IEEE) provide a standard-
ized set of relay speci cations under IEEE Standard C37.2-2008, known
as ANSI/IEEE codes, which assist in identifying and troubleshooting relay
functions [43].

At the transmission level, according to IEEE Standard C37.118 [44],
phasor measurement units (PMUSs) require access to reliable Coordinated
Universal Time (UTC) to enable synchrophasor applications to time-align
voltage and current time series data [10, 45 54]. This alignment facilitates
analysis and coordinated decisions across broad geographical areas. The
IEC/IEEE Standard 60255-118-1:2018 speci es a 1% total vector error
(TVE) for synchrophasors [55,56]. From a timing accuracy perspective, this
requires the time to be accurate within 26.5 ms for a 60 Hz system, assuming
only angle error. Discrepancies in time between the primary and secondary
sides can unintentionally trigger reclosing mechanisms, potentially resulting

in power outages [57]. Hence, some works have proposed new methods, such
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as using an independent ber-optic link, to build a local UTC framework
based on the White Rabbit protocol [58], to accurately disseminate reference
signals to the end user. However, this approach clearly needs to consider
the cost issue. Additionally, an incorrect relay tripping sequence during
fault clearance can negatively impact the recovery process [59, 60].

At the distribution level, there are di erent types of intelligent electronic
devices (IEDs) that require synchronization within and between substations
[9], including protective relays, digital fault recorders, and synchrophasors.
Synchrophasor units are devices that measure the real-time phase angle and
magnitude of the voltage and current signals at di erent points on the grid,
such as micro-PMU ( mPMU) [61]. These measurements are used to monitor
the stability and performance of the power system. To ensure accurate time
synchronization for mPMUs and other devices, GPS receivers are installed
at mainly primary substations and some secondary substations. The GPS
receiver receives the satellite signals and calculates the time di erence
between the received signal and the GPS time standard [62]. This time
di erence is then used to adjust the clock on the device, ensuring that it is
synchronized with the GPS time standard.

In addition to the traditional Network Time Protocol (NTP), which is widely
used in modern power systems for time transfer over data networks, some
systems also employ Precision Time Protocol (PTP) for synchronization [63].
PTP is based on the IEEE 1588 Standard and is designed to synchronize
clocks over a network with higher accuracy [64,65]. PTP uses a master-slave
architecture where one device acts as the master clock and the other devices
act as slave clocks. The master clock sends synchronization messages to the
slave clocks over the network, which contain the precise time information.

The slave clocks adjust their internal clocks based on the received synchro-
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nization messages, ensuring that they are synchronized with the master
clock [10]. PTP can achieve sub-microsecond accuracy and is often used in
applications or for devices where local GPS signals are not available [66].
Since the PTP scheme ensures that the boundary clock can still synchronize
with the master clock to maintain time accuracy when disconnected from
GPS signal, some studies have demonstrated the possibility of using the
PTP framework in data centers [67].

Today, both PTP and NTP are used for time synchronization in power
systems across several countries, including the United States and United
Kingdom. However, their speci ¢ usage may vary depending on the network
and its requirements. Some networks may rely more heavily on NTP, while
others may adopt PTP as the primary synchronization method. Given the
example above demonstrates the unreliability of GPS signal, the resilience
challenge of using NTP for time synchronization in distribution systems is
that the signals can be easily disrupted or jammed. This can occur due
to a variety of reasons, such as solar ares, intentional interference, or
unintentional interference. Disruption or jamming of GPS signals can result
in loss of time synchronization, which can lead to issues with grid stability,
power quality, and even equipment damage. Additionally, if a large-scale
disruption or jamming of GPS signals occurs, it can impact multiple loca-
tions and cause widespread outages [9]. Therefore, the algorithm proposed
in this chapter is developed using the PTP scheme.

In this chapter, a novel time synchronization solution for power grid is
introduced, which potentially outperforms most of existing methods. The

main contributions presented in this chapter include:

1) A new solution proposed for time synchronization in power grids based

on terrestrial-based PTP scheme;
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2) A hardware-in-the-loop (HIL) real-time co-simulation testbed created
as a basis to test and validate time synchronization methods in both
distribution and transmission grids (e.g., comparing di erent timing

sources like GPS and terrestrial time synchronization);

3) A recon guration algorithm developed using low-cost metering devices
and precise timing, restoring power supply to interrupted customers

after faults while minimizing voltage deviation and power loss;

4) A current-only time-domain protection strategy based on high-pass
Itering was implemented in a transmission system and evaluated

against a phase angle-based scheme under GPS signal loss conditions.

Time-sensitive use cases in power grids with their time synchronization
requirements are reviewed and as an example, fault recording and post fault

recon guration applications are detailed for demonstration purpose.

2.3 Time Synchronization in Power Systems

Current applications of time synchronization in electric power sector
are predominantly focused on the transmission systems. Because the
reliable transport of large power volumes between regions depends on stable
delivery quality, there is signi cant investment in smart sensors, such as
PMUs. This section concentrates on exploring the feasibility of applying
time synchronization techniques within distribution systems, while looking

at main use cases in power grids requiring time synchronization.

2.3.1 Time Synchronization and Use Cases

The majority of current applications for precise timing on the electric grid

do not impact its security or reliability [10]. At the transmission level, IEDs
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such as PMUs sample at rates ranging from 30 to 120 samples per second,

achieving time synchronization to UTC with microsecond precision. At the

distribution level, relays serve as the cornerstone devices in power system

protection. They meticulously monitor local grid conditions down to the

microsecond and initiate control operations, including breaker operations,

for line trips and various system protection measures.

Below are some of the most illustrative examples of precise timing appli-

cations within the power grid.

1)

2)

3)

Digital fault recorders (DFRs) : Usually, protective relays do not depend
on precise timing to make decisions for tripping circuit breakers and
clearing faults from the system. However, nearly all modern substation
equipment now accepts a time synchronization signal and utilizes

it to timestamp data. This use of precise timing on recorded data
signi cantly simpli es post-event analysis [68]. A practical example

is the PredictiveGrid — platform by PingThings [69], which utilizes the
collection of high-density time series data to facilitate power system

data analysis.

Lightning correlation : A lightning strike is recorded with a timestamp
of one millisecond or less, allowing a utility to compare this data from
a lightning service with the fault onset time measured from a point on
the DFR or relay's waveform timestamp [70]. This comparison provides
the utility with a precise starting point for investigations, enabling

them to understand what to look for depending on the strike's impact.

Traveling wave (TW) fault location : Traveling wave fault location is
a technique used to identify faults on transmission lines [71]. This

method involves generating a traveling wave originating from the fault
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4)

5)

6)

point and accurately locates the fault within a few hundred feet by

utilizing a timestamp with a precision of 0.1 microsecond.

Synchrophasor data : The growing integration of renewable-based and
distributed energy resources is anticipated to lead not only to abrupt
uctuations in power supply and demand but also to oscillations in
voltage amplitude and frequency. Key to addressing these challenges
are PMUs, which are instruments capable of measuring the amplitude,
phase, frequency, and rate of change of frequency (ROCOF) of AC voltage

or current waveforms [9, 72]. For distribution system, [73] proposed

a fault identi cation method that utilizes mPMU data to identify grid
topology.
Power quality (PQ) monitors : Power quality monitors are commonly

used in the distribution systems, monitoring the power delivered to

customers by correlating events with the customer's measurements
and events that recorded from multiple PQ monitors [74]. At the
transmission level, the availability of time-synchronized data from PQ

monitors enables correlation with events documented by transmission

DFRs or protective relays, in accordance with the IEC Standard 61000-
4-30 [75].

Supervisory control and data acquisition (SCADA) measurements : SCADA
systems furnish grid operators with data regarding the status and con-

dition of eld equipment. The scan time for SCADA systems can range

from one or two seconds to over ten seconds [76]. Given the rapid
pace at which conditions can change between scans, it's bene cial to
pinpoint the time of each event, rather than just the time the data was

received.

17



2.3.2 Existing Solutions

Due to the pivotal roles Internet of Things (loT) sensors and actuators play
in real-time monitoring and control applications across various industries,
time synchronization methods such as the PTP, Network Time Protocol
(NTP), and GPS are under consideration for integration into the IEEE 1451
family of standards [77]. These standards, which are designed for smart
transducer interfaces for sensors and actuators, apply to both wireless and
wired sensor networks and include provisions for connectivity to local area
networks (LANSs), wide area networks (WANSs), and the Internet [78].

In the power distribution system, substation plays a signi cant role since
it is directly connected to the end-users and is crucial for maintaining power
quality. In the substation, the monitoring, control, protection and other
automation functions are provided by the substation automation system
(SAS) [79]. IEC 61850 speci es the communication network for protection
and automation within substations. The communication network within the
substation is segmented into three levels: Process, Bay, and Station [80].

Figure 2.1 shows a typical IEC 61850 digital substation [3]. In process
level, Sampled Values (SV) remove the necessity for analog to digital con-
version at each IED connected to current transformers (CT) and voltage
transformers (VT) [81]. This approach delegates the task of converting
analog signals into digital format to the instrument transformer itself or to a
device known as a merging unit (MU). The bay level encompasses protection
and control IEDs for various bays. Synchronized data from multiple bays
are processed and implemented at the station level. The generic object-
oriented substation event (GOOSE) protocol facilitates the transmission of
data across bay and station levels within milliseconds. The manufacturing

message speci cation (MMS) is a client/server-based protocol designed for
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Figure 2.1: The IEC 61850 substation architecture [3].

communication between IEDs and higher-level entities like remote terminal
units (RTUs) and SCADA systems, utilizing Ethernet for connectivity.

Table 2.1 shows the time synchronization requirements for di erent
power systems applications ruled by the IEC Standard 61850-5:2013 [9].
For instance, identifying faults like voltage dips within one power line cycle
(i.e., 20 ms for a 50 Hz AC system) necessitates a time accuracy of Class D
or higher. In addition, some works have also compared the time accuracy
requirements of hardware and software time-stamping [82].

While some references have discussed using machine learning to reduce
the interval error of PTP [83], the primary di erence in accuracy largely
depends on the time sources themselves. Table 2.2 provides a summary of
essential details regarding the main sources of precision timing signals [10].

Through observation, it is determined that the accuracy of timing sources
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Table 2.1: Time Synchronization Accuracy Classes [9]

Class Accuracy Power Systems Applications

ClassA 1 ns Phasor and distributed measurements

Class B 100 ns Automated fault recording

ClassC 1ms Time tagging of fast/transient events

ClassD 10 ms Power quality monitoring

Class E 100 ms Slow event monitoring and logging

ClassF > 1s Other no time-critical monitoring applications

is at least 100 ms, which meets or exceeds Class B as outlined in Table 2.1.

Table 2.2: Overview of Timing Source Characteristics [10]

Reference Accuracy Signal delivery method

GNSS 60 80 ns Wireless / satellite

eLoran 1 ns Wireless / terrestrial tower
NIST WWVB 100 ms Wireless / terrestrial tower
Iridium STL 100 ns Iridium satellite

The substation clock, essentially an ordinary clock equipped with a GPS
receiver chip and an oscillator, decodes the GPS signal and converts it into
various protocols, such as Inter-Range Instrumentation Group Time Code B
(IRIG-B), NTP, PTP, or pulse per second (PPS), for use within the substation
[10]. Figure 2.2(a) demonstrates the fundamental NTP framework for time
synchronization utilizing the GPS clock signal. In power systems, NTP is
widely used in applications that require millisecond-level accuracy [84].
Once the GPS signal is interrupted, all IEDs relying on that NTP server
would lose synchronization.

Figure 2.2(b) illustrates the basic framework of time synchronization
based on the PTP architecture. The IEEE 1588 standards de ne a master-
slave architecture for clock distribution, involving a time distribution system

with communication media and clocks. An ordinary clock, linked to a single
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(@) The satellite-based NTP scheme [84].

(b) The work ow of PTP scheme [85].

Figure 2.2: The framework of time references in a substation.

network, acts either as a source (master) or target (slave) for synchroniza-
tion. A boundary clock, with multiple connections, synchronizes di erent
network segments. Each segment selects a synchronization master, with
the grandmaster at the top, disseminating synchronization details to its seg-
ment's clocks [85]. Therefore, if the signal from Time Source 2 is inaccurate
or lost, the IED can still achieve time synchronization and calibration using
the signal from Time Source 1 (Grandmaster).

Some studies have compared the time synchronization performance
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between NTP and PTP [86]. However, considering the sampling frequency,
using GPS signals as a time reference remains the mainstream approach.
The reason for choosing PTP, as mentioned above, is its reliability; PTP
can better ensure the accuracy of time for some crucial infrastructures.
Especially for some distributed power substations that require remote data

interconnection, PTP can provide a reliable time reference.

2.3.3 Terrestrial Time Synchronization

Loss of time synchronization in the power, communications and trans-
portation sectors would quickly become catastrophic. As required by the US
Executive Order 13905 [87], all critical national infrastructure must seek
alternatives to navigational satellite sources such as GPS. This is because
such systems are increasingly vulnerable to interference, jamming and
spoo ng. Additionally, a coronal mass ejection on the scale of the 1859
Carrington Event [88] would be expected to destroy most satellites. This
threat is real. Today, in much of Eastern Europe and the Middle East, GNSS
is denied due to con ict [89], and it would not be di cult for a hostile agent
to provide similar GNSS denial in the United States. The impact on the
power industry is clear from its impact on the Ukraine's power systems [90].

Low earth orbit satellite alternatives to GPS are available, but ultimately, a
terrestrial solution to dissemination of UTC is required. Numerous technolo-
gies exist for terrestrial time dissemination, but wide-scale industrialization
requires trade-o s between cost and accuracy requirements (Table 2.1).
In this context, PTP o ers a compelling advantage by providing su cient
synchronization accuracy at a signi cantly lower cost compared to satellite-
based methods. Figure 2.3 illustrates the traceability, i.e., continuous chain

of comparisons, of the proposed terrestrial-based PTP timing network to
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UTC. The UTC time reference is distributed to ground servers in various
countries and regions across the global network to synchronize devices. In
the US, the time network is terrestrially connected to National Institute of

Standards and Technology (NIST) at both its Boulder, CO and Gaithersburg,
MD timescales. Time distribution to single-digit microseconds is being

achieved over dual redundant paths direct to customers.

Figure 2.3: Hoptro timing network traceability to UTC.

Cyberattacks such as spoo ng and jamming pose growing threats to
communication systems, and the proposed terrestrial-based PTP scheme
has proactively addressed these cybersecurity concerns. Its global time
distribution network provides a resilient, private, terrestrial alternative to
traditional satellite-based systems, e ectively eliminating dependence on
GPS. PTP synchronization to UTC can degrade as network tra c increases or
is frequently rerouted. However, e ective packet lItering techniques such
as the Lucky Packet method [91] and the use of local boundary clocks can
help mitigate these e ects. Field experience shows that traceability to UTC
may deteriorate to 10 20 s under such conditions, which remains within
the tolerance speci ed by most IEC 61850-5 requirements for applications
like fault recording, transient event detection, power quality monitoring,
and slow event processing. Although the standard species a 1 ms target for
synchrophasor sensing, this refers to relative synchronization rather than

absolute traceability to UTC.
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Since 2015, a global time dissemination framework has been developed
using PTP over existing IP networks [92]. It was initially developed for the
nance sector as a way of lowering costs, but its inherent resilience is in-
creasingly seen as its greatest strength. It maintains timescales in New York,
London, Tokyo and Sydney which source time from both satellite sources
and direct connections to national measurement institutes including NIST
in North America and Research, Innovation and Science Policy Experts
group (RISE) in Europe. Time can be distributed globally using Layer 2
IP, Layer 3 IP, and Internet Protocol Security (IPsec) Virtual Private Net-
work (VPN) technologies. Trade-0 s between accuracy and cost naturally
exist, but sub-microsecond traceability to UTC can be achieved. The PTP
scheme proposed in this study further enhances resilience by reducing
dependency on satellite signals and introducing a robust terrestrial-based
synchronization alternative with multiple redundant timescales.

Figure 2.4(a) shows the PTP time feed being integrated into a HIL setup
with Time Suite ® Enterprise (TSE) software [93] for interoperability with an

industry-standard SEL-2407 satellite-synchronized GPS clock.

2.4 Recon guration Algorithm in the Distribution System

To assess the in uence of time reference within the distribution system,
a series of experiments is conducted using controller hardware-in-the-loop
(CHIL) technology [94]. Using the Typhoon HIL digital real-time simulator
(DRTS), speci cally the Typhoon HIL Control Center (THCC) software [95],
fault identi cation and network recon guration are simulated based on a
proposed co-simulation distribution system to emphasize the importance of
time-synchronized measurements for optimal restoration. A novel scheme

for fault detection, isolation, and restoration (FDIR) is developed to evaluate
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functionality, highlighting the critical role of communication and interoper-

ability among diverse functions and devices.

2.4.1 Hardware Co-Simulation Environment

In practical substation, the merging unit (MU) typically gathers the
operating data of the power grid, forwards it to each IED, and eventually, the
regional RTU compiles it for the SCADA system. The hardware simulation
environment constructed for this topic comprises one TP-Link ER605 V2
Wired Gigabit VPN Router, one Typhoon HIL 402 device (HIL1), one Typhoon
HIL 604 device (HIL2), and one SEL-2407 GPS satellite clock (including the
SEL-9524 GNSS Antenna), three computers, and a remote PTP time server
from Hoptro located in New Jersey, USA.

As depicted in Fig. 2.4, HIL1 and HIL2 are connected to the same
LAN with the router. Since TSE only supports CentOS-based operating
systems (OS), while THCC does not, the PTP time signal is rst received
and stored in a database on a Rocky Linux 8.10 OS desktop (PC3) from the
remote Hoptro PTP server through an IPsec VPN. It is then synchronized
to an Ubuntu 24.04.1 Long-Term Support (LTS) OS desktop (PC1), which is
connected to HIL1 via a Transmission Control Protocol (TCP) socket for DN1
simulation. While HIL devices can only function as ordinary clocks [96],
adding PC3 enables the unicast PTP time signal to be transferred to HIL1
and synchronized with HIL2. Meanwhile, the unmodulated IRIG-B GPS
time signal is received on a Windows 10 Education 22H2 OS desktop (PC2)
from the SEL-2407 GPS clock. Two separate distribution networks (DN1
and DN2) were modeled using THCC on PC1 and PC2, respectively, with real-
time interaction of power grid operating parameters enabled through the

Ethernet Variable Exchange (ETH VE) protocol integrated into the software.
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