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Abstract of Praxis 

 

The Effectiveness of Machine Learning Techniques in the Detection of Multi-

intrusion Attacks 
 

  The development of new adversarial technologies is making networks vulnerable 

to attacks. The increased sophistication of network intrusion techniques is also posing 

challenges for detection. Artificial intelligence (AI) based networks and cyber security 

management tools are becoming more available and gaining prominence. Machine learning 

algorithms are an essential part of AI systems. This praxis explores the effectiveness of 

machine learning techniques in the detection of intrusion attacks. 

In order to measure the effectiveness of ML techniques, the dataset went through a 

process. We removed from the original dataset features that exhibited no variability in 

measurement. To have equal weights for each class, sampling was performed. In order to 

account for the various distributions and factors, normalization was performed. Four 

techniques were found to perform well. The LightGBM model has a performance of 0.992 

and a precision of 0.99. The Extra Gradient Boost (XGBoost) model and the extra three 

models both display an accuracy of 0.985 and a precision of 0.99. The CatBoost model has 

an accuracy of 0.975 and a precision of 0.98.  

The results we obtained surpass those documented in the literature for the same 

dataset and demonstrate comparability to results achieved with similar datasets. These 

satisfactory performances suggest a potential for these ML models to be deployed in 

cybersecurity management. Our study also shows that intrusion attacks of the “Overflow”, 

‘PortScan” are more likely to be detected by the models than “TCP-SYN”.   
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Areas for futures research concern the consideration of more intrusion types. Also, 

new revolutionary AI methods could be explored. 
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Chapter 1—Introduction 

 

In the past few decades, a significant amount of technological and scientifical 

advancement has impacted diverse aspects of human life. Notably, major breakthroughs 

have occurred in fields like health, physics, biology and chemistry. New discoveries and 

advancements in existing techniques and methodologies continue to unfold as a result of 

digitalization and computerization.   

The widespread use of computers has created a demand for software and the 

necessity to interconnect them. Consequently, there has been a substantial increase in data 

production, which calls for more computer power, advanced software, and  powerful 

algorithms. This ongoing process has given rise to the fourth industrial revolution (Schwab, 

2017) and the field of artificial intelligence (AI) (Das, Dey, Pal, & Roy, 2015). Numerous 

domains were affected, including robotics (Gawli, Karande, Belose, Bhadirke, & 

Bhargava, 2017), the internet of things (IoT) (Solfa, 2022), autonomous vehicles (UAV) 

(Ma, Wang, Yang, & Yang, 2020), biotechnology (Holzinger, Keiblinger, Holub, 

Zatloukal, & Müller, 2023), nanotechnology, and quantum computing, as illustrated in 

Figure 1.1 (Gupta et al., 2022).   
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Figure 1-1. Taxonomy of artificial intelligence 

 

Modern economies rely heavily on the proper functioning of computer networks 

(Jang-Jaccard & Nepal, 2014). The ability to access information, process data, conduct  

accurate computations, verify, and settle transactions, pay suppliers, authenticate 

documents, respond to inquiries, and perform various other critical tasks depends on the 

quality of computer networks.   

Computer networks can be accessed by entities that operate outside existing laws 

and regulations. Intrusion becomes effective once an attack is successful. These intruders, 

also known as attackers, employ different methods to gain access to computer network 

systems. Some of these methods include address resolution protocol (ARP) poisoning 

(Jamil, Jamil, & Ali, 2022), spoofing, internet protocol (IP) spoofing (Sharma & Tyagi, 

2021), port scanning, man-in-the-middle attacks (Nam, Kim, & Kim, 2010), routing 

information protocol (RIP) attacks(Kumar, Bhushan, & Kumar, 2012), denial of service 

(DoS), and distributed denial of service (DDoS) (Varghese & Muniyal, 2021).   



3 

 

There are three major intrusion techniques observed and applicable in today’s 

attack environment (Kene & Theng, 2015):  

• Signature-based techniques  

• Anomaly-based technique  

• Hybrid techniques  

1.1 Background 

The combination of data collection and the widespread availability of digital assets 

in almost all industries is creating cybersecurity risks for the systems in use. While access 

to computing devices and interconnected machines benefits the IoT, it also poses a security 

risk to the interconnected network (Solfa, 2022). This risk is observed  across industries, 

schools, and government infrastructures. Protecting against cyber-attacks has become a 

crucial aspect of every industry, with companies and corporations allocating a significant 

portion of their budget to combat attacks, insider threats, and information theft. Network 

security specialists have also witnessed the proliferation and sophistication of 

cybersecurity attacks. Over the past few decades, nearly two-thirds of companies have 

experienced financial losses due to damages caused by cybersecurity activities and threats, 

leading to the implementation of new software and technologies (Mishra et al., 2019). The 

nature of these intrusions is leading to the addition of two types of intrusion detection: host-

based and network-based (Das & Sarkar, 2014). Both types are distinguished by the nature 

of the data stored on computing systems or exchanged through the network.  

Network intrusion detection systems (NIDS) are employed to preserve the dependability 

of companies’ networks in case of cybersecurity attacks (Albasheer et al., 2022). The 

monitoring of the network traffic against skeptical schemes is established by the Intrusion 
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detection systems (IDS) and alerts are issued when such activities are confirmed. They 

utilize an operating system or program that scans and examines the network for potential 

threats (NIST SP 800-94). Various techniques are employed within IDS, including data 

mining (Puthran & Shah, 2020), machine learning (ML) (Ayub, Johnson, Talbert, & 

Siraj, 2020), hidden Markov models (Kalnoor & Gowri Shankar, 2022), honeypots (Negi, 

Garg, & Lal, 2020), genetic algorithms (Jain & Agrawal, 2020), fuzzy algorithms 

(Masdari & Khezri, 2020), and deep learning (Gamage & Samarabandu, 2020). 

Additionally, other types of IDS have been developed, such as host-based IDS (Das & 

Sarkar, 2014), Stack-Based IDS (Thajeel, 2017), protocol-based IDS (PIDS) (Petersen, 

2014), and graph-based IDS (Albasheer et al., 2022).  

1.2 Research Motivation 

Cybersecurity threats are increasing, prompting many organizations to turn to AI 

and ML methods to assist human analysts in protecting against them. It is important to 

evaluate the available methods, as the selection of an ML classifier can significantly impact 

the results. Various factors are considered when choosing algorithms, with most of them 

relating to the data's structure, complexity, and the desired accuracy of  results. 

Additionally, the processing speed of calculations is also taken into account. The analysis 

outcomes will ultimately contribute to improved risk management and cost savings for 

enterprises.  

1.3 Problem Statement 

Cyber-attacks have increased by over 50% in the past few decades, attributed to 

the introduction of new computing systems and technologies. As a result, the monetary 

losses incurred reached $3 trillion in 2021 (Thakkar & Lohiya, 2020).  
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To address this issue, there is a clear need for effective methods to identify and propose 

mitigation strategies for the incursions. This study will specifically focus on the application 

of ML methods. ML techniques have witnessed a significant rise in usage across various 

fields (as depicted in Figure 1.2). Therefore, it is crucial to explore how ML tools can be 

effectively utilized in the domain of cybersecurity (Sarker, 2021). 

 

Figure 1-2. Popularity approaches of machine learning over the years 

1.4 Thesis Statement 

The implementation of effective intrusion detection techniques can significantly 

enhance the security of computing and network systems, providing robust protection 

against a substantial majority, at least 96% of UNR-IDD intrusion attacks.  

Hackers continuously improve the prevalence and sophistication of their attacks. It 

is important that techniques to prevent or identify attacks improve over time. This thesis 

attempts to improve the performance of currently available ML techniques. The 

implementation of effective intrusion detection techniques is important as we are 

witnessing significant attacks on the network architecture of many corporations and  
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organizations. Efficient detection techniques should account at the highest level to the 

cybersecurity expert when they are looking to implement counter attacks and detection on 

companies’ network systems.   

1.5 Research Objectives 

There are two research objectives: 

• Develop predictive models that accurately detect and identify the presence of 

attacks on a network system. 

• Develop novel models that outperform existing literature models in terms of 

performance and effectiveness. 

1.6 Research Questions and Hypotheses 

This dissertation presents the expertise of an ensemble of supervised ML methods 

that employ Python tools to enhance the performance of ML classifiers. 

RQ1: Which machines learning techniques are most effective in detecting multi-

intrusion attacks? 

RQ2: How have the performance metrics of the LightGBM techniques changed 

when applied on Reduced UNR-IDD Dataset compared to Maling Dataset? 

RQ3: Are there variations in the likelihood of detection among different intrusion 

methods? 

H1: The top four machine learning techniques yielding an accuracy greater or equal 

to 96% of UNR-IDD intrusion attacks are LightGBM, CatBoost, Extra tree and XGBoost. 

H2: The LightGBM technique demonstrates improved performance on our 

Reduced UNR-IDD dataset compared to its performance on Maling dataset. 
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H3: Overflow and Port Scan are more likely to be detected with higher accuracy 

by the machine learning models than other intrusions. 

1.7 Scope of Research 

This study scrutinizes the performance metrics of popular ML techniques that are 

employed to predict the success of intrusion attacks. The research is conducted using the 

University of Nevada, Reno Intrusion Detection Dataset (UNR-IDD) (Das, Abu Hamdan, 

Mani Shukla, Sengupta, & Arslan, 2022). ML software is utilized to predict the detection 

of intrusions, and the effectiveness of the detection is assessed, while putting in evidence 

the performance metrics like the accuracy, the precision, the Recall and the F1 score 

1.8 Research Limitations 

The UNR-IDD dataset is generated through the simulation of various types of 

intrusions. However, it is important to acknowledge that this simulated nature introduces 

certain limitations, particularly regarding the scope of the attacks being considered (Das, 

Abu Hamdan, Mani Shukla, Sengupta, & Arslan, 2022).  

1.9 Organization of Dissertation 

This praxis is assembled using the following structure: 

• Chapter 2 provide a review of existing studies on classifiers and other 

algorithm-based IDS. 

• Chapter 3 gives the recapitulation of the methodologies used, the algorithms 

applied, the concepts, and steps of the experiments conducted. 

• Chapter 4 will present the findings and results of the conducted experiments. 

• Chapter 5 includes a discussion of our results, the concluding remarks, the 

contribution of this research, and the recommendations for future research.
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Chapter 2—Literature Review 

 

2.1 Introduction 

Cybersecurity is a rapidly evolving field due to the advancements in information 

technology. Regarding technology, the National Institute of Standards and Technology 

(NIST) oversees the cybersecurity framework, which undergoes regular updates to address 

the evolving challenges in the cyber environment. The framework, consisted of the 

functions of “identify”, “protect”, “detect”, “respond”, and “recover” has various models 

and versions that emphasize different categories, including prevention, detection, response 

and recovery, and active defense (Musser & Garriott, 2021). The updates to the NIST 

framework are driven by the evolving understanding of cyber-attacks.   

The field of computing has also experienced significant growth in recent decades. 

With the increasing prevalence of network connections in homes and businesses, there is a 

growing awareness of the vulnerabilities associated with connecting multiple devices to 

networks. The widespread use of network connections, particularly wireless connections, 

has led to an escalation in cybersecurity risks. This, in turn, has given rise to sophisticated 

cyber-attacks conducted by state-sponsored actors and other criminals (Jang-Jaccard & 

Nepal, 2014). These attackers employ various methods, including malware attacks (A. 

Walker & S. Sengupta, 2020), password attacks (Raza, Iqbal, Sharif, & Haider, 2012), 

phishing attacks (S. Gupta, A. Singhal, & A. Kapoor, 2016), and SQL injection attacks 

(Lawal, Sultan, & Shakiru, 2016). Their objective is often to gain control over as many 

assets as possible within the network. While the utilization of smart components is seen as 

a solution, it also introduces vulnerabilities, making networks increasingly susceptible to 

malware and intrusion attacks. In 2021, the Federal Bureau of Investigation (FBI) 
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published the “Internet Crime Complaint Center (IC3)” report, which documented nearly 

2.76 million complaints of suspected internet crimes and losses exceeding $18.7 billion 

between 2017 and 2021. 

ML has its roots in the early days of AI when Arthur Samuel introduced the concept 

of ML and game-playing techniques with his checker-playing program (Samuel, 1959, 

1967). As systems became more interconnected, intrusions became a means for scientists 

and competitors to access without the proper approval of login into the systems, with the 

intend solely to steal and sabotage their rivals’ work. 

Researchers have reviewed DDoS attack detection systems based on deep learning 

parameters (Mittal, Kumar, & Behal, 2022).  The classification of these systems is typically 

carried out into distinct categories, which include but are not limited to, "Denial of Service 

(DoS), User to Root (U2R), Remote to Local (R2L), and Probing instances" (Mittal, 

Kumar, & Behal, 2022). Anomaly intrusion detection techniques applied to the KDD-

CUP99 dataset have successfully identified attacks using passive monitoring, with each 

record labeled as normal or a specific type of attack (Louati & Ktata, 2020). The 

researchers employed a multi-agent system that depends on deep learning method. 

Additionally, it utilized the autoencoder (AE) feature reduction method to address the 

multi-class intrusion detection problem. They experimented with multilayer perceptron 

(MLP) and K-nearest neighbor (KNN) algorithms (de Mello & Stemmer, 2015). The 

evaluation of these approaches demonstrated a performance metric of 97.5% accuracy, an 

improvement over previous works that used K-means (90%). The study also achieved 

better detection rates. 

2.2 Economic Impact of Cybersecurity 
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 The escalating cybersecurity threats worldwide have become a significant concern. 

According to the FBI Internet Crime Complaint Center (IC3) report for 2022, the reported 

monetary losses exceed $10.3 billion, with over 2,175 daily complaints received (IC3, 

2022). As a result, protecting digital content has become a top priority across both public 

and private sectors. Figure 2-1 illustrates the total number of complaints and monetary 

losses reported over the past five years, from 2018 to 2022. The extracted data from the 

IC3 report reveals the increasing trend of complaints and losses attributed to cybercrime 

during this period. This rise can be attributed to the continuous advancement of technology, 

which provides hackers with new tools and opportunities to engage in illicit activities.  

 

Figure 2-1. IC3 report: Complaints and losses over the last five years (2018–2022) 

Intrusion detection serves as a crucial tool for identifying and monitoring suspicious  

activities within a network system. It plays a vital role in triggering alarms or notifying 

security administrators about potential harmful access attempts. Given the persistent nature 

of attacks on computing systems, it has become imperative for system administrators and 
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Chief Technology Officers (CTOs) to implement effective mechanisms for safeguarding 

their systems against malware and intrusion attacks of all kinds. 

2.3 Machine Learning Techniques and Methods 

The detection of intrusion, malware, and spam within a system can benefit from the 

application of ML or structured mechanisms. Two main methods can be distinguished: 

“supervised learning and unsupervised learning” (R. Saravanan & P. Sujatha, 2018). In the 

case of supervised learning, datasets with labels are available to train the models. The 

primary idea behind supervised learning is to familiarize the models with known use cases, 

which enhances their predictive ability (R. Saravanan & P. Sujatha, 2018). On the other 

hand, unsupervised learning invokes the utilization of unlabeled datasets to uncover hidden 

patterns within the data (Gupta et al., 2022). 

In addition to these two main ML methods, there are two other methods: semi-

supervised learning (Learning, 2006) and reinforcement learning (Hady & Schwenker, 

2013). Supervised and unsupervised learning are significantly apart when it comes to their 

characteristics. Semi-supervised learning covers the part of supervised learning that deals 

with unlabeled data. It finds applications in computer-aided diagnostics, such as 

mammograms and X-rays in the healthcare industry for certain cancer screenings. This 

methodology is crucial in training images (Hady & Schwenker, 2013). Semi-supervised  

learning is also applicable in studies with large amounts of data, particularly in the area of 

study which is close to solid-state physics domain, as well as the field of biophysics, and 

biochemistry. Those studies involve nano particles and modular metaphysics (Glielmo et 

al., 2021). Reinforcement learning, on the other hand, utilizes reward and punishment 

mechanisms and finds applications in robotics, autonomous cars, healthcare, and natural 
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language processing (NLP) (Sutton & Barto, 2018). It is primarily related to model-based 

engineering, as it enables the construction of system architectures through complex 

interactions of mechanics and robotics within a dynamic environment (Polydoros & 

Nalpantidis, 2017). 

The goal is to detect and manage intrusions into a network system. In the early days 

of the internet, spam was a major concern, and detection primarily relied on email screening 

and identification of known malicious IP addresses. Software or network engineers would 

often send specific words to users, which constituted phishing attempts to infect unaware 

users (Ferrara, 2019). Network administrators would search for keywords to track, 

investigate, and remove unwanted or malicious emails from their traffic. Unfortunately, 

these methods proved to be unreliable as they often disrupted legitimate and important 

communication, leading to miscommunication between peers or one-sided communication 

without feedback. Regardless of the approach taken in research to develop efficient 

methodologies for multi-intrusion detection, a good understanding of the algorithms is 

necessary.   

Section 2.1 has defined different types of ML techniques available in AI. 

Algorithms exist for diverse types of datasets, depending on the specific problems being 

investigated. In some cases, a single model may not perform well, and it becomes important 

to build an ensemble classification or employ techniques such as bagging or boosting. 

These techniques are valuable when data scientists aim to improve accuracy through 

variance reduction and/or repetition of combinations.  
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2.3.1 Random Forest 

Random forest (RF) in ML is composed of multiple individual decision trees that  

function as an ensemble. The determination of the class prediction will associate the result 

of individual trees, then will form the ensemble, resulting in the most commonly agreed-

upon view (see Figure 2-2) (Wu, Jennings, Terpenny, Gao, & Kumara, 2017). RF possesses 

the unique characteristic of achieving high performance on large datasets with many 

features (up to 400). RF is a versatile classifier used in both ML and deep learning. It is 

often the algorithm of choice for initial attempts on any dataset (Chen, Wu, Chen, Lu, & 

Ding, 2022). The decision about which algorithm is utilized for application depends 

primarily on the characteristics of the dataset, as well as the problem statement being 

addressed. In the case of intrusion detection using the NSL-KDD dataset (Tavallaee, 

Bagheri, Lu, & Ghorbani, 2009), comparative analysis is performed using classification 

techniques to differentiate between normal and anomalous records within the network. The 

research aims to conduct a comparative analysis of these classification techniques (U. 

Ahmad, H. Asim, M. T. Hassan, & S. Naseer, 2019). 
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Figure 2-2. Prediction using a random forest algorithm 

RF has several strengths that make it a valuable algorithm in ML. Firstly, it is 

known for its speed and efficiency, allowing for rapid processing of data. Additionally, RF 

has the capability to handle unbalanced and missing data effectively, resulting in high 

prediction accuracy. The use of multiple trees in the ensemble helps the algorithm avoid 

and mitigate the impact of outliers, improving its robustness. However, there are some 

limitations to consider. One drawback of RF is the complexity associated with accessing a 

larger sampling population, as it can introduce bias into the model. Furthermore, the 

advancements in computing programming and the availability of libraries such as sklearn 

in Python (Adugna, Xu, & Fan, 2022) have reduced the reliance on manual mathematical 

calculations. These libraries, especially when utilized on graphic processing units (GPUs), 

offer enhanced performance, and contribute to the ongoing shift toward deep learning 

algorithms.  
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2.3.2 Extra Trees  

The utilization of extra trees involves an algorithm that closely resembles individual 

decision tree nodes, resulting in reduced variance. Unlike RF, which employs 

bootstrapping to reduce bias, the extra trees model uses the entire dataset as a packet  for 

classification (Chu, Yu, & Hamdulla, 2021). Reducing bias is crucial for the algorithm as 

it helps prevent underfitting or overfitting of the model (Pierre, Damien & Louis, 2006). 

As ML continues to advance, the demand for more powerful hardware, specifically GPUs, 

has increased. GPUs provide higher performance scores compared  to regular central 

processing units (CPUs), which were originally designed for servers and personal 

computers. The amount of GPU memory available is also influenced by the number of 

connected computers in use on the network. Figure 2-3 presents the architectures of extra 

trees with a number of trees that will utilize the learning algorithm and performances. 

 

Figure 2-3. Extra tree architecture 

2.3.3 Decision Tree  

The decision tree algorithm finds application on classification methodologies. This 

technique associates a multitude of covariances and therefore develops the prediction of 

algorithms and variables which are similar to them (Song & Ying, 2015). Its simplicity 

makes it easy to understand and visualize. Regression problems is an example of its 

application scenario. However, the algorithm’s downsides include the risk of overfitting 
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and high variance when dealing with large datasets. The noise generated by the dataset size 

can also lead to incorrect predictions or large errors (Figure 2-4; Figure 2-5) (Sindhu, 

Geetha, & Kannan, 2012). The decision tree algorithm has unique characteristics such as 

its combination of regression and classification tasks and its hierarchical structure. It has 

been successfully applied in analyzing multidimensional IoT profiling datasets. For 

example, in a lab experiment conducted at the Canadian Institute for Cybersecurity (CIC), 

the behavior of 60 IoT devices was analyzed using the decision tree algorithm. On this 

study, data collection was performed using chronological scenarios with the utilization of 

a microcosm device. the network activities were performed at different stages (Dadkhah et 

al., 2022). The collected data was then subjected to statistical analysis and performance 

metrics, comparing the results of several algorithms, including the decision tree algorithm, 

on the IoT devices. 

 

Figure 2-4. Performance comparison of various decision tree classifiers 1 

      

Figure 2-5. Performance comparison of various decision tree classifiers 2 
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Additionally, the CSE-CIC-IDS2018 dataset consisted of a data frame with over 

5,138,535 instances and 80 features. Due to the large number of observations associated 

and the unique nature of the intrusions, several algorithms were applied. The dataset 

included seven attack labels: “Benign”, “Botnet”, “FTP-Brute Force”, “SSH-Brute force”, 

“Infiltration”, “Brute Force -Web”, “Brute Force -XSS”, and “SQL Injection” (Das & 

Sunitha, 2022). The utilization of this dataset was based on the collection of  raw data from 

various computers with different identification features such as IP addresses, port numbers, 

and transport port protocol (TCP) flags. The “TCP flags”, in combination with “FIN”, 

“SYN”, “PSH”, and “ACK” were used to recognize other types of traffic attack flags. Port 

scanning attacks also utilized TCP, user datagram protocol (UDP), and internet control 

message protocol (ICMP) (Das & Sunitha, 2022).  The purpose was mainly to identify the 

accessibility of intruders in the network (Das & Sunitha, 2022). The Python Scikit-Learn 

software was applied to train observations assembled in the dataset and then a portion will 

be used for testing. The results will achieve an average accuracy of 77% using both raw 

and constructed features. However, it was recognized that accuracy alone was not the only 

performance metric for this analysis. Other metrics such as precision, F1 measure, and 

ANOVA test were performed on individual attacks, revealing variations in performance. 

This was expected due to the diverse nature and proportions of the dataset’s different attack 

types.  

2.3.4 Gradient Boosting and Extra Gradient Boosting  

Gradient boosting and extreme gradient boosting (XGBoost) utilize the same boosting 

algorithm (a), which is used to minimize the loss function (b) as shown in the mathematical 

functions below:  
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(a)                                                                       (b) 

The boosting approach involves creating multiple weak models and combining them to 

enhance performance. Both gradient boosting and XGBoost utilize the principle of  gradient 

boosting, which improves the capabilities of the models. These classifiers are supervised 

learning techniques like other techniques in the field. In modern technologies, they are 

often implemented on multicore computers using Python software, although they can also 

run on other programming languages. Typically, the dataset is split into an 80/20 

distribution for training and testing data. The intrusion attacks described in the CSE-CIC-

IDS2018 dataset are well-suited for analyzing these techniques. 

  The utilization of these algorithms enhances the classification performance, 

particularly when applied to trained and test datasets. In the case of IoT devices, a 

performance evaluation was conducted on a dataset in the laboratory at the CIC. The 

researchers evaluated a series of classifications, using different sets of devices in order to 

build the dataset and to present the receiver operating characteristic (ROC) curve, along 

with the RF classifier (Dadkhah et al., 2022). 

In general, gradient boosting offers important features such as parallelization, 

regularization, non-linearity, cross-validation, and scalability. 

2.3.5 K-Nearest Neighbors 

KNNs is a non-parametric supervised learning model from which the likelihood of 

a data point on becoming a member of a particular group is based on its proximity to other 
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data points. It assesses the closeness of the data point to make classifications and 

predictions based on the group to which it belongs. KNN is considered one of the popular 

ML algorithms due to its coherence and its applicability to various intrusion detection 

problems (Asharf et al., 2020). With the appropriate dataset, the algorithm can effectively 

separate multiple classes, making classification and prediction straightforward (see Figure 

2-6), particularly when using the train/test distribution in Python software. Similarly, like 

the previous algorithms discussed, the sklearn Python library (Adugna, Xu, & Fan, 2022) 

is suitable for use on GPUs, thanks to its enhanced performance, which is especially 

valuable in today's high-speed computer and server environments. For the classification 

performed by the KNN algorithm, three factors play roles in influencing the outcome: the 

setting of the k value, the method used for distance measurement, and the decision rules 

applied. The choice of the k value is crucial as it directly affects the prediction outcome 

(Liu et al., 2022). In most cases, Euclidean distance is used as the measure of distance 

between data points, calculated using Equation (1) below: 

                            (1) 

 

Figure 2-6. KNN principle 



20 

 

On the KDD-CUP99 dataset, performance evaluation metrics relating to the 

accuracy rate, the detection rate, the FPR, and the TPR have been recorded and analyzed 

(Pathak & Pathak, 2020). 

2.3.6 Linear Discriminant Analysis 

Linear discriminant analysis (LDA) is a data analysis methodology that focuses on 

identifying a lower-dimensional subspace and comparing it to the original sample space. 

The objective is to find a linear relationship in data categorical features which effectively 

separates them. It is important for the data space to be separable, as applied in Figure 2-7 

(Xanthopoulos et al., 2013):  

 

Figure 2-7. Linear discriminant analysis 

The application of LDA is particularly relevant in the context of network and port  

attacks on computing systems. An analysis conducted on the KDD-CUP dataset, which 

includes various attacks such as DDoS, DoS/DDoS, intrusion, and  anomaly detection, 

reveals that the combination of LDA with PCA performs exceptionally well. The ensemble 

achieved an FPR of 0.0196 and an average accuracy of 98.33%, while RF achieved an 

accuracy of 99.65%. Therefore, LDA proves to be a crucial ML algorithm in the fight 

against intrusion detection. The research involved analyzing multiple groups of trained and 
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untrained data and applying ML techniques to compare the results for decision-making 

purposes (Lee, 2016). One advantage of using LDA is its ability to infer and apply normal 

distribution assumptions to features and predictions. However, it may not work effectively 

with categorical variables.  

2.3.7 Quadratic Discriminant Analysis 

Quadratic discriminant analysis (QDA) follows the same characteristics of LDA. 

Nevertheless, it allows different covariance matrices depending on the classification. The 

mathematical function of the quadratic discriminant function is as follows: 

 

Note: The covariance matrix is separate for each class k. Class varies as k = 1, 2, ..., K. 

  The QDA classifier is derived from Bayesian discriminant analysis and has 

applications in various fields, including healthcare for analyzing blood cell images to 

distinguish between healthy and non-healthy blood samples. It is also used in ML for 

identifying port scan and DoS slowloris attacks. The efficiency of dimensionality 

approaches was compared using the CIC-IDS-2017 dataset, where RF, Bayesian Network, 

LDA, and QDA were applied for “binary” and “multi-class” classification (Abdulhammed, 

Musafer, Alessa, Faezipour, & Abuzneid, 2019). 

The results showed that pattern representation and dimensionality were successful 

in intrusion detection. Notably, for small sample sizes, there can be significant differences 

between LDA and QDA models as shown in Figure 2-8 (a) and (b). Therefore, when 

running this algorithm for intrusion detection, the sample size of the data is an important 

consideration (Ghojogh & Crowley, 2019).  
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Figure 2-8. Experiments with different class sample sizes 

(a) LDA for two classes, (b) QDA for two classes 

2.3.8 Naive Bayes 

 Naive Bayes is a widely utilized probabilistic machine learning algorithm 

commonly employed for classification task  

 

Under Bayes’ theorem, the formula above expresses “the probability of event A 

occurring given that event B has occurred” (Shafer, 1985). In this context, A represents a 

hypothesis and B represents the evidence. The naive Bayes algorithm is relevant in 

intrusion detection problems because it aims to determine the probability of an attack 

occurring or having occurred in each computer network, based on observable system 

parameters.  

This classification technique is particularly important in binary scenarios especially 

if the network traffic classification as either normal or an attack is effective. In a research 

study conducted on the KDD99 dataset, which applies Bayes’ theorem, the evaluation 
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yielded an accuracy rate of approximately 85% for attacks grouped into categories: 

“normal”, “DoS”, “probe”, “R2L”, and “U2R” (B. S. Sharmila & R. Nagapadma, 2019).  

As a supervised learning technique applied to a set of computing systems, the 

implementation of Bayes’ theorem with feature independence can be experimented using 

the Python programming language, particularly through the Scikit-Learn software. The 

sklearn Python library (Adugna, Xu, & Fan, 2022) is a popular choice and can be run on a 

GPU to enhance performance. 

2.3.9 Support Vector Machine 

The support vector machine (SVM) is based on statistical learning theory (Hao, 

Leixiao, & Hui, 2020). This algorithm is commonly used for multi-class and binary 

classification problems. The SVM algorithm aims to minimize risk and make 

classifications based on two-dimensional representations of data (Zhang, 2012). Figure 2-

9 present an example of the SVM hyperplane. The hyperplane presents the decision 

boundary, which also shows the different classes. 

 

Figure 2-9. Support vector machine hyperplane 

The SVM technique offers several benefits that include handling high-dimensional 

spaces effectively. This method is particularly useful when there is a clear separation 



24 

 

between classes, as it can accurately classify data points. SVM is versatile. The SVM is 

useful when the scientist is dealing with classification and regression tasks. However, it 

may not perform well when the separation between classes is not well defined, and 

selecting the appropriate kernel function is crucial for optimal performance. Interpreting 

the SVM plane can also pose challenges. The Scikit-Learn software, a popular Python 

library, provides comprehensive support for SVM implementation, and utilizing the 

algorithm on a GPU can further enhance its performance. 

2.3.10 Neural Networks 

Neural networks are AI’s method that trains computers to simulate human brain 

functions. Deep learning, a branch of ML, focuses on applying neural networks to solve 

complex problems. The application of neural networks is widespread, including in IoT 

devices, industrial sectors, and healthcare industries, where they are used to automate tasks 

that were once time-consuming and complex (E. Hodo et al., 2016).  One significant benefit 

of neural networks lies in their capacity to constantly monitor networks and predict 

potential intrusions in computing systems, a critical aspect in today's highly interconnected 

environment with a multitude of assets. These models demonstrate the ability to identify 

diverse types of attacks, including malware, DoS attacks, data breaches, and network 

service breaches. However, the performance of neural network models on training systems 

may sometimes exhibit deficiencies, often due to issues with network training (Li et al., 

2018). Achieving high accuracy performance can be challenging, with reported accuracies 

typically in the range of 95% (Li et al., 2018). Overfitting of the dataset and poor 

generalization ability are common reasons behind these lower performance metrics. To 
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address these challenges, combining neural networks with other models can often lead to 

improved performance and optimal results. 

2.3.11 AdaBoost  

AdaBoost is a prominent boosting algorithm that is used to create ensembles by 

adapting and combining weak classifiers. The unique characteristic of this algorithm is its 

ability to form a strong classifier by consolidating an important number of weak learners. 

In AdaBoost, weak learners are typically decision trees that make single-split decisions. 

Each weak learner is assigned a weight that influences its contribution to the ensemble 

model. The overall prediction of the ensemble is determined through a process known as 

“soft voting.” However, there are cases where the result may deviate from the expected 

outcome, and in such situations, the weights of the weak learners are equally distributed, 

leading to what is known as “hard voting” (Peppes, Daskalakis, Alexakis, Adamopoulou, 

& Demestichas, 2021).  

2.3.12 Others Ensemble Models 

An ensemble is defined as “a collection of models whose predictions are combined 

by weighted averaging or voting” (Caruana, Niculescu-Mizil, Crew, & Ksikes, 2004). ML 

ensemble methods are used to improve algorithm performances metrics. The approach is 

to combine one or more models, known as base models, with the expectation that the 

ensemble will surpass the individual models’ results. Various combination techniques are 

employed in the intrusion detection domain. During the training of an ML algorithm, 

challenges arise, especially concerning the quality of the dataset, which can introduce bias 

and/or high variances. To address this, techniques are used to reduce variance and restrain 

overfitting. ML ensemble models can be used in two ways: heterogeneous ensembles, 
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where a single learning algorithm is applied across different models, or homogeneous 

ensembles, where multiple and different base learning algorithms are utilized. Ensembles 

offer advantages in terms of prediction reliability and model stability/robustness. The 

average method, known as bagging, involves bootstrap sampling of the dataset and 

sequentially building weak algorithms. The implementation of ensemble techniques using 

the Scikit-Learn software in the Python library is similar to other techniques.  

Bagging, also known as bootstrap aggregating, is a technique that reduces variance 

and helps prevent overfitting in ensemble models. In this technique, multiple versions of a 

predictive model are computed or summed to create a single model. 

 

Figure 2-10. Bagging ensemble structure 

In bagging, the models are trained independently and then combined by taking the 

average of their predictions. The objective of bagging is to reduce the variance of the 

individual models. To achieve this, bootstrap samples are generated from the dataset 

(Figure 2-10), respecting the size and partiality of the original dataset. These bootstrap 

samples maintain the distribution of the original dataset while introducing some 

dissimilarity between them. The process of combining the predictions is referred to as “soft 
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voting.” The votes are classified in terms of the most votes collected (hard voting) and the 

highest average of the class probability on the output (soft voting). The mathematical 

representation of bagging is as follows: 

 

The advantage of the bagging technique lies in its ability to reduce overfitting in 

the models. Additionally, the algorithm delivers outstanding results when applied to high-

dimensional data. 

2.4 Summary and conclusions 

ML tools have strengths and weaknesses. This chapter provides an overview of the 

algorithms used in ML techniques and their common applications. The performances 

outlined for ML techniques depend on the availability of data, and the choice of the 

algorithm is determined by experimental results.  

The literature review examines various ML algorithms applied in intrusion 

detection research over the past decades. The selection of algorithms is influenced by the 

nature of the attacks, including network, “ports”, “man-in-the-middle”, “RIP attacks”, and 

more. Examples of attacks include DoS, probe, R2L, U2R, and DDoS. Intrusion techniques 

can be categorized as signature-based, anomaly-based, or hybrid techniques (Kene & 

Theng, 2015).   

Furthermore, the type and technique of intrusion have a direct relationship with the 

quality and quantity of the collected dataset. The reviewed literature discusses datasets that 

address binary situations of attack or normal, as well as specific types of attacks such as 

DoS, U2R, R2L, web attack, infiltration, brute force, and others. 
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Due to the diversity of attack scenarios, attack types, and algorithms, it is 

reasonable to evaluate multiple algorithms for such investigations. The choice of ML 

methodology (supervised learning, unsupervised learning, or reinforcement learning) 

depends on the study's objectives and the available dataset. Ensemble classification is 

employed when it is expected that combining models will yield better performance results 

than using individual models.   

In conclusion, the literature review highlights the need for this approach, leading to 

the thesis statement: “The implementation of effective intrusion detection techniques can 

significantly enhance the security of computing and network systems, providing robust 

protection against a substantial majority, at least 96% of UNR-IDD intrusion attacks.” The 

findings will be valuable to the data science and cybersecurity communities, as well as 

professionals in the industry who work tirelessly to protect their organizations from 

cybercrime.  
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Chapter 3—Methodology 

 

3.1 Dataset Description  

In intrusion detection research, a dataset is used to study the behavior of a 

computing system under attack. For this investigation, we use the dataset produced by the 

researchers at the University of Nevada, Reno (UNR), who also conducted a similar study. 

The Intrusion Detection Dataset (IDD) presents diverse and extensive numbers of 

observations and scenarios. The dataset was collected from twenty-two host/switch assets 

connected to a network system, as shown in Figure 3-1. The experiments were prepared 

and conducted on a testbed with an open network operational system (ONOS), where an 

installed software-defined network (SDN) controller has a 2.5.0 API. A virtual network 

called Mininet was created and run on a kernel application code setting, using one machine, 

which generated a testbed environment. The network engineer implemented the ONOS 

system in such a way that it could collect statistical data. According to the authors of the 

dataset (Das, Abu Hamdan, Mani Shukla, Sengupta, & Arslan, 2022), the dataset has a 

couple of limitations that were reported:  

• Inadequate modeling of the tail. 

• Dependence of the dataset on statistical data, which limits the transferability of 

the NIDS solutions.  

• Missing records in the dataset. 

Numerous characteristics can be found within the UNR-IDD dataset. These 

encompass a wide variety of metrics including, but not limited to, the 'Switch ID', 'Port 

Number', and 'Received Packets'. Also included in this set of features are 'Received Bytes', 
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'Sent Bytes', 'Sent Packets', and the 'Port alive Duration (S)'. Other elements to note are 

'Delta Received Packets', 'Delta Received Bytes', 'Delta Sent Bytes', 'Delta Sent Packets', 

and 'Delta Port alive Duration (S)'. Noteworthy are the inclusion of 'Connection Point', 

'Total Load/Rate', 'Total Load/Latest', 'Unknown Load/Rate', 'Unknown Load/Latest', and 

the 'Latest bytes counter'. For record-keeping purposes, the feature 'is_valid' is present. 

Other attributes in this dataset are 'Table ID', 'Active Flow Entries', 'Packets Looked Up', 

'Packets Matched', 'Max Size', 'Label', and finally, 'Binary Label'.  

 

Figure 3-1. Data collection setup  

The data collection architecture setup is from (Das, Abu Hamdan, Mani Shukla, 

Sengupta, & Arslan, 2022). In the original dataset, numerous attributes were identified as 

non-vital and subsequently eliminated to enhance the efficiency and accuracy of 

subsequent analysis. These excluded features comprise "Packets Received (Rx) Dropped", 

"Packets Transmitted (Tx) Dropped", "Packets Received Errors", "Packets Transmitted 

Errors", "Change in Received Packets", "Change in Received Bytes", "Change in 

Transmitted Bytes", "Change in Transmitted Packets", "Change in Port Alive Duration 
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(Seconds)", "Change in Received Packets Dropped", "Change in Transmitted Packets 

Dropped", "Change in Received Packet Errors", and "Change in Transmitted Packet 

Errors".  

The dataset also includes two features that represent intrusion into the system. The  

ML algorithm will be applied to present the behavior of the systems at various stages based 

on these two features. The rationale behind these two features is derived from the analysis 

of two different scenarios. The first scenario represents the system operating under normal 

conditions, while the second scenario represents the system under attack. In the second 

scenario, the feature shows two classifications: “Normal” and “Attack.” Furthermore, ML 

algorithms are applied to the dataset, which contains multiple attack scenarios on the same 

system, as shown in Table 3-1 by (Das, Abu Hamdan, Mani Shukla, Sengupta, & Arslan, 

2022). These different attack variables included “TCP-SYN Flood”, “Port Scan”, “Flow 

Table Overflow”, “Blackhole”, and “Diversion”.  

Table 3-1. Labels describing the attacks scenario 

Label Description 

PortScan Port Scanning 

TCP- 
SYN 

TCP-SYN Flood 

Blackhole Blackhole Attack 

Diversion Traffic Diversion Attack 

Normal Normal Network 
Functionality 

Overflow Flow Table Overflow 
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The distribution of the attacks across the dataset is not uniform, as shown in Figure 

3-2 below. 

 

Figure 3-2. Distribution of the label in terms of attack scenario 

3.1.1 Intrusion Detection Datasets Comparison 

In Chapter 2, we demonstrated that the field of intrusion detection has been 

extensively studied over the years, utilizing various datasets and techniques. Table 3-2 

presents some of the prominent datasets in this area. These datasets differ from each other 

by the number of features they possess. The UNR-IDD dataset in particular, has a smaller 

number of features compared to others, consisting of 34 features. This discrepancy can be 

attributed to the specific configuration and setup of the testing environment. 

Table 3-2. Comparison of IDS Datasets 

Dataset Samples Features 

UNR-IDD 37,411 34 

NSL-KDD /KDD’99 148,517 43 
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CIC-IDS-2018  6,291,480 80 

 

The CIC-IDS-2018 dataset was collected by the CIC, a renowned institution known 

for generating cybersecurity data and serving as a multidisciplinary training, research, and 

development facility. This dataset focuses on anomaly detection, aiming to develop 

intrusion detection techniques based on users’ profiles initially created, that combine 

network events and behaviors. By associating these profiles, multiple unique datasets are 

generated, covering various segments of the evaluated domain. The final dataset 

encompasses a set of attack scenarios: “Brute-force”, “Heartbleed”, “Botnet”, “DoS”, 

“DDoS”, “Web attacks”, and “infiltration”. Notably, these attack scenarios originate from 

within the network system. The size of the network is substantial and exhibits 

organizational diversity, with participation from five different organizations. The 

experiments were conducted using approximately 450 machines and servers, resulting in a 

large dataset with numerous features (Sharafaldin, Lashkari, & Ghorbani, 2018).  

Another dataset produced by the CIC is the NSL-KDD dataset. The institute has 

created multiple versions of the KDD dataset, with the initial version known as the KDD'99 

dataset, generated in 1999 when the internet and network complexity were less pronounced 

compared to the present day. The NSL-KDD dataset differs from KDD’99 in that a cleanup 

process was performed to remove redundant and duplicate data. The quantity and selection 

of data records were also reviewed to align with the current ML environment  and its 

applications (Tavallaee, Bagheri, Lu, & Ghorbani, 2009).  

The NSL-KDD experiment was conducted on a smaller network compared to the 

CIC-IDS-2018 dataset, utilizing around 21 machines for the setup. Additionally, the file 
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formats employed in this setup are different. The format of the file utilized which is on 

American Standard Code for Information Interchange format, and .TXT format were used 

for the training processing, then for test processing on the datasets. The NSL-KDD dataset 

includes three attack scenarios: DoS, R2L, and U2R probe (Tavallaee, Bagheri, Lu, & 

Ghorbani, 2009).  

Upon examining these three datasets, it becomes apparent that their differences 

provide a basis for applying the same algorithm, specifically evaluating its performance on 

the UNR-IDD dataset, which is the most recent dataset available. This analysis aims to 

determine which algorithm(s) are best suited for application to the UNR-IDD dataset. 

3.1.2 Definition of the Dataset 

The UNR-IDD dataset is the result of a testbed setup that utilizes SDN to simulate 

a network consisting of 10 host machines and 12 switches. The dataset records network 

port statistics obtained from experimental activities conducted on the computer hosts 

connected to the switches and routers. Specifically, the data is collected from the ports that 

are linked to the switches. During the experiments, data packets are transmitted  and 

received over a specific time interval. The dataset also includes observations on the packets 

sent, indicating the status of the ports during the transmission and reception of bytes and 

packets. By comparing the flow of transmitted data, any discrepancies can be identified, 

raising suspicions of potential intrusions in the network system. Subsequently, the analysis 

of the dataset aims to confirm the occurrence of an intrusion and determine the type of 

attack by identifying and distinguishing the patterns associated with different types of 

attacks present in the network system.  

3.2 Exploratory Data Analysis 
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The initial analysis of the dataset allows us to identify the destination ports of the 

transmitted packets and determine which label is most prominent in the network's 

computing systems. In this context, the labels represent different observable and  testable 

attack scenarios. It is necessary to note that the labeling in this study can be performed 

using binary classification, where all elements constituting an attack are grouped into one 

category, or multi-class classification, where each attack is treated as a separate class. 

An initial examination of the ports offers insights into the port statistics that 

assemble data and furnish details for each port involved in the network configuration. The 

metrics in question encompass "packet reception", "byte reception", "packet transmission", 

"byte transmission", "port uptime", "dropped packets during reception (Rx)", "dropped 

packets during transmission (Tx)", "errors during packet reception", and "errors during 

packet transmission. These port statistics indicate the number of elements that have passed 

through the ports and their respective durations. Ports play an important role in facilitating 

the flow of data and attack scenarios within the network (refer to Figure 3.4). Notably, the 

most prominent attack scenario observed is PortScan, which is characterized by the highest 

value of “Delta sent packets” (Table 3-3) and presenting the chart of the average data sent 

per attacks (Figure 3-3). 

Table 3-3. Ports statistics 

Port Statistic Description 

Received Packets Number of packets received by the port 

Received Bytes Number of bytes received by the port 

Sent Packets Number of packets sent by the port 

Sent Bytes Number of bytes sent 
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Port alive Duration The time port has been alive in seconds 

Packets Rx Dropped Number of packets dropped by the 
receiver 

Packets Tx Dropped Number of packets dropped by the sender 

Packets Rx Errors Number of transmit errors 

Packets Tx Errors Number of receive errors 

 

Table 3-4. Attacks Scenarios by “Delta Sent Packet” 

Label Average of Delta Sent Packets 

PortScan 628.4842105 

TCP-SYN 42.09448299 

Overflow 18.6037182 

Normal 17.07341638 

Blackhole 17.07125891 

Diversion 14.64683882 

Grand Total 178.0832643 
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Figure 3-3. Attacks Scenarios by “Delta Sent Packet” Chart  

Furthermore, the data analysis of the dataset reveals a significant amount of 

“unknown load/latest” observed in the “delta sent packet” metric. The delta statistics 

identify the changes in the summarized metrics from each individual port within the 

Software-Defined Network (SDN) during the simulation of data flow between two hosts 

(Das, Abu Hamdan, Mani Shukla, Sengupta, & Arslan, 2022). The dataset used in the 

experiment exhibits a distribution in which the attacks are distributed unevenly across the 

network when viewed from the perspective of data ports. It is evident that certain ports are 

more susceptible to attacks and are more easily accessible for intrusion compared to others. 

Figures 3-4 and Figure 3-5 illustrate the distribution of labels across the network system’s 

ports. Table 3-5 presents the numerical values of the labels’ distribution on the network. 
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Table 3-5. Distribution of label for each port number 

 Port Number 

Label Port#:4 Port#:3 Port#:2 Port#:1 

Grand 

Total 

Blackhole 960 2100 2680 2680 8420 

Diversion 916 1115 1792 1792 5615 

Normal 706 709 1179 1179 3773 

Overflow 119 207 321 375 1022 

PortScan 1000 2500 3000 3000 9500 

TCP-SYN 1000 2330 2874 2877 9081 

Grand Total 4701 8961 11846 11903 37411 

 

 

Figure 3-5. Distribution of label for each port number 

Figure 3-4. Count of label per port 
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Similarly, we observed that certain attacks were more frequent than others. TCP-

SYN attack had a significantly higher occurrence compared to other attacks, with over 8.5 

million instances recorded, while overflow had the lowest occurrence, with less than 1 

million instances at the entry port. Similarly, the representation of bytes and packets sent 

and received in the network varied depending on the type of attack on the system. Figure 

3-6 describs the distribution of the sum of “bytes” and “packets” for the network ports, 

while Figure 3-7 illustrates the sum of “unknown load/latest” for the same ports in the 

network.    

Row 

Labels 

Sum of 

Received 

Packets 

Sum of Received 

Bytes 

Sum of Sent 

Bytes 

Sum of Sent 

Packets 

Blackhole 19227413 2.81E+11 2.57E+11 20690448 

Diversion 17745711 3.10E+11 2.59E+11 18692374 

Normal 582175218 2.64E+11 2.76E+11 1046586917 

Overflow 577105 7931639833 9092996116 793190 

PortScan 181370411 80517418809 72591494367 163697981 

TCP-SYN 7688704 45819171591 42875487036 7552203 

Grand 
Total 808784562 9.90E+11 9.17E+11 1258013113 

 

 

Figure 3-6. Sum of bytes and packet (sent and received) 
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Figure 3-7. Sum of the unknown load/latest (rate) 

3.2.1 Dataset Normality 

The analysis of the dataset revealed variations in certain features. The Python 

sklearn preprocessing package was used to assess the normality of these features. The 

graphs presented in Appendix B.4 demonstrate minimal disparities and lef t-skewed 

distributions for some features. We also observed that certain features, such as “received 

bytes,” “sent bytes,” “delta received bytes,” “delta sent bytes,” “total load/rate,” “total 

load/latest,” “unknown load/rate,” “unknown load/latest,” and “latest bytes counter,” had 

high data values, up to 8,564,509,197 for the TCP-SYN unknown load (Das, Hamdan, 

Shukla, Sengupta, & Arslan, 2023). The skewness and kurtosis statistics indicate left -

skewed distributions and suggest that the data are normally distributed. Additionally, the 

features exhibit sharp peaks and are symmetrical around the means. 

3.2.2 Dataset Normalization 

 ML algorithms are utilized to predict the optimal performance of each model for intrusion 

detection in a network system. It is crucial to select models that can effectively handle 

distributed datasets, enabling training on large volumes of data. Additionally, it is 
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important to assess the distribution of the dataset. In this analysis, the UNR-IDD dataset 

was subjected to a normal distribution using the following formula: 

 Z= 
𝑥−𝑚𝑒𝑎𝑛

𝑠𝑡𝑎𝑛𝑑𝑎𝑟𝑑  𝑑𝑒𝑣𝑖𝑎𝑡𝑖𝑜𝑛
=  

𝑥− µ

𝜎
 

The distribution analysis helps us to comprehend the potential values that the 

variables under study can take, particularly when the variables are normally distributed. In 

Figure 3-9 and Figure 3-10, the distribution of each feature is displayed both before and 

after normalization. The shape of the graphs remains consistent, but there is a difference in 

the X-axis due to the normalization process applied to all the graphs.   
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Figure 3-8. Dataset distribution pre-normalization 
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Figure 3-9. Dataset distribution post-normalization 

3.3 Methodology Map 

Figure 3-11 depicts the methodology map employed in this praxis work. The ML 

methodology implemented in this study follows three key steps: dataset origin and  

preprocessing, sample selection, ML processing, and classification/results. In the ML 

processing step, the data is divided into two categories and subjected to multiple 

algorithms. The algorithm demonstrating the best statistical performance is further 

analyzed. Results are carefully examined, while those that fail to meet the performance 
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threshold or do not provide significant improvement or new insights compared to previous 

research are discarded.  

The dataset used in this study originates from the UNR. It is a combination of 

virtual and physical network simulations, where the researchers developed an application 

to collect and log data from OpenFlow switches.   

The literature suggests that dataset transformation can potentially affect the 

performance of models. In this study, we removed factors from the original dataset that  

exhibited no variability in measurement. In order to have equal weights for each class,  

sampling was performed. In order to account for the various distributions and factors, 

normalization was performed.  

 

Figure 3- 10. ML methodology map 

3.4 Model Development 

3.4.1 Initial Model Performance 

ML explorations in this praxis work involve the utilization of algorithms 

implemented through Python codes. The codes are executed on Google Colab, a cloud 

based Jupyter Notebook runtime environment. Google Colab offers Python version 3.9 and  

provides a capacity of 15 Gigabits, along with GPU options such as NVIDIA P100 or T4. 

UNR-IDD Dataset Data preprocessing

Training data

Classifications and 
Statistical Results

Test data

Training

ML Model
Python 

programming

Preprocessing

ML Processing

Binary  
Dataset

 Multivariable 
Dataset
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One advantage of Google Colab is that the Python library comes preinstalled, while 

additional libraries are installed as needed during the development process. This differs 

from web based Jupyter Notebooks, where the programmer needs to install all the required 

libraries manually. However, a disadvantage of Google Colab is that the codes need to be 

rerun after each session, meaning they need to be executed again after every disconnection 

from the cloud. Throughout this study, various frameworks are employed, in addition to 

scikit-learn, “XGBoost”, “LightGBM”, “CatBoost”, “spaCy”, “Optuna”, “Hyperopt”, 

“Ray”, and others (Ali, 2021). These frameworks, along with the original TensorFlow 

available in the Google Colab environment, form the running platform for the models 

utilized in this research.  

3.4.2 Dataset Transformation and Dataset Sampling 

The UNR-IDD dataset originally consists of 34 features and 37,411 rows of 

network port statistics recorded in switches and routers within a network. The observation 

of the dataset reveals two types of labels. The first is a binary label with two categories: 

“Normal” and “Attacks,” as depicted in Figure 3-12. The second feature includes six types 

of labels: “PortScan,” “TCP-SYN,” “Blackhole,” “Diversion,” “Normal,” and “Overflow.” 

The distribution of the multivariable label is illustrated in Figure 3-13.  

The data distribution, both in terms of transferred and received data, varies among 

the different types of labels. To evaluate the performance of the algorithms, two scenarios 

are examined. The first analysis involves applying various ML models to the “binary label” 

and assessing the performance of different classifiers. The second analysis focuses on the 

“label” feature, which encompasses the six intrusion labels. 
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Figure 3-11. Pie distribution binary label 

 

  

Figure 3-12. Multivariable pie chart distribution 

The examination of the results is explained in Chapter 4. During the analysis, we 

observed a difference in the outcomes when applying ML algorithms to the entire dataset 

compared to redistributing the dataset and selecting an equal number of rows for each label. 
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Among the labels, “Overflow” has the lowest count with a total of 1,022 rows. To ensure 

that each label has an equal opportunity to influence the model, we decided to select 1,000 

rows of data for each label. As a result, the dataset for this study was reduced to a combined 

total of 6,000 rows, as shown in Table 3-3. 

Table 3-6. Reduced Dataset by Count (Data Sampling) 

Label 
Count 
before 

Sampling 

Percentage 
before 

Sampling 

Count 
after 

Sampling 

Percentage 
after 

Sampling 

PortScan 9,500 25% 1,000 16.7% 

TCP-SYN 9,081 24% 1,000 16.7% 

Blackhole 8,420 23% 1,000 16.7% 

Diversion 5,615 15% 1,000 16.7% 

Normal 3,773 10% 1,000 16.7% 

Overflow 1,022 3% 1,000 16.7% 

Grand 

Total 
37,411 100% 6,000 100% 

 

Similarly, we observed that certain features do not provide significant information 

and may consume computer resources and impact performance. To investigate their 

impact, we conducted analyses with and without these features. As a result, we decided to 

remove the following c ategorical features: “Switch ID,” “Port Numbers,” and “TRUE.” 

Additionally, we examined features that had only a single unique element (e.g., all values 

were “0”) and determined that they did not contribute additional information to the training 

or test split. Consequently, we removed the following columns: “Packets Rx Dropped,” 

“Packets Tx Dropped,” “Packets Rx Errors,” “Packets Tx Errors,” “Delta Packets Rx 

Dropped,” “Delta Packets Tx Dropped,” “Delta Packets Rx Errors,” “Delta Packets Tx 

Errors,” and “Table ID.” As a result, the final dataset now consists of 22 feature columns, 

reduced from the original 34.  
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3.4.3 Binary Classification 

In the Reduced UNR-IDD dataset, the binary classification considers two states of 

the label. One state indicates the presence of an “Attack” in the system, while the other 

state represents “Normal” operation without any intrusion. Additionally, the dataset  

includes a multi-attack feature, which consists of six scenarios comprising five attack labels 

(TCP-SYN, PortScan, Overflow, Blackhole, and Diversion) and one “Normal” label to 

represent intrusion-free network operation.   

Before executing the codes, it is important to define the library and import the 

classification classes into the Google Colab open-source environment. The dataset is then 

imported into the cloud environment for the ML classifiers to run. Google Collaboratory 

(Colab) is a notebook platform that enables researchers and  professionals to facilitate the 

execution of the Python code and rich text in a single document. It is a publicly available 

cloud environment that is easily accessible and free for the research community. Figure 3-

14 illustrates the library definition performed in Google Colab. 

 

Figure 3-13. Python library definition 
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Figure 3-14. Overall dataset histograms 

In addition to the binary classification, we can analyze the probability of a specific  

attack occurring while the network is in normal operation. This provides insights into the 

likelihood of a particular attack being the only intrusion while the remaining activities are 

normal.  

In the scenario where we evaluated the classification of attacks versus normal 

operation using four ML algorithms, the Python programming language code was executed 

on Google Colab. The following are the code snippets used to predict and  train the 

algorithms.   
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• Extra trees model:  

from sklearn.ensemble import ExtraTreesClassifier 

#import ExtraTrees as etc 

clf = ExtraTreesClassifier() 

clf.fit(X_train, y_train) 

 

• XGBoost: 

import xgboost as xgb 

clf = xgb.XGBClassifier() 

clf.fit(X_train, y_train) 

• Light gradient-boosting machine (LightGBM) model: 

import lightgbm as lgb 

import matplotlib.pyplot as plt 

from sklearn.metrics import accuracy_score 

clf = lgb.LightGBMClassifier() 

clf.fit(X_train, y_train) 

The performance results of these models for the binary classification task can be 

found in Chapter 4. 

3.4.4 Multivariable Classification 

3.4.4.1 Dataset Preprocessing 

Firstly, it is important to preprocess the UNR-IDD dataset before utilizing it in 

Google Colab. This preprocessing step ensures that the dataset is compatible with the Colab 

environment and enables achieving the highest accuracy without any loss of  information. 
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Additionally, the dataset is redistributed to have an equal count of attack scenarios after 

reducing the dataset size. Figure 3-16 illustrates the distribution of the labels using a 

histogram. 

 

Figure 3-15. Distribution of the reduced dataset 

The ML algorithms in this praxis work involve two sequential stages of data 

processing (Mueller, 2020): 

• Model-agnostic preprocessing  

• Model-specific preprocessing  

In the model-agnostic preprocessing stage, a global copy of the reduced UNR-IDD 

dataset is transformed. This preprocessing step involves classifying features into categories 

such as categorical, numeric, text, and date/time. In the case of this study, approximately 

ten columns were identified as uncategorized features and were subsequently removed 

from the reduced UNR-IDD dataset. On the other hand, model-specific preprocessing is 

applied to specific sections of the dataset that are used to train a particular model (Mueller, 

2020).   
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3.4.4.2 Training and test data 

After completing the binary classification, the next step in this praxis is to perform 

multivariable classification on the reduced UNR-IDD dataset. The objective is to apply 

supervised learning techniques to study the label features and analyze the behavior of  the 

intrusion threats after undergoing the ML process. To facilitate this analysis, the reduced 

UNR-IDD dataset is divided into categories: the train data and the test data. The purpose 

of splitting the dataset is to avoid overfitting. In ML, it is common to split  the dataset into 

three sets: “training set”, “test set”, and “validation set”. The validation set is used for 

cross-validation and fine-tuning of the model. Various splits are used, such as 90/10, 80/20, 

and 70/30. The scientists must know the specificity of the requirements, the problem they 

are solving and the availability of the data (Shi, Mueller, Erickson, Li, & Smola, 2021). In 

this research, it was observed that the model’s performance improves when using a 90/10 

train/test split, where 90% of the data is used for training and 10% is reserved for testing 

and evaluating the model’s performance.   

3.4.5 Model Selection 

In ML, the process of applying multiple processing algorithms is crucial for 

identifying the most suitable and effective models for a given dataset. The objective is to 

select models that offer the best performance on the dataset at hand. Within this 

investigation, various models will be considered and evaluated. In this study, several 

models were utilized, including:  

• CatBoost model 

• LightGBM model 

• XGBoost model 
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• Extra trees model 

3.4.6 Model Evaluation 

The models were evaluated by comparing the metrics of the different classifications 

produced by the Google Colab ML environment. The study involved multiple ML models, 

and the best-performing models are presented in this study.  

3.4.6.1 Accuracy, Precision, Recall, and Model Comparison  

The evaluation of the statistical metrics accuracy, precision, recall, and F1-score 

allow us to determine the classifiers that are efficient in detecting intrusion in a network 

using the Reduced UNR-IDD dataset.    

Accuracy is an indicator that emphasizes the overall correctness of the classification 

model by comparing the approximated values to the actual values. It indicates the 

proportion of samples that are classified correctly (Ahmed, Hameed, & Bawany, 2022) 

The formula for accuracy is:  

 

The ML precision, on the other hand, measures the share of relevant instances that 

are perfectly identified as positive among the instances predicted as positive by the model 

(Ahmed, Hameed, & Bawany, 2022). The formula for precision is: 
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The ML recall presents the portion of actual positives that are specifically identified 

(Ludwig, 2017). The recall is found by applying this formula: 

 

The ML F1 score is a measure that combines precision and recall into a single 

metric by taking their harmonic mean. Considering the precision and the recall, F1 provides 

an assessment of the performance of the models used. (Ahmed, Hameed, & Bawany, 2022). 

The formula used to calculate F1 score is: 

 

These metrics are necessary for intrusion detection classification, especially in 

cases where the dataset may have class imbalances for the classifiers. It is important to 

distinguish and define the potential conflict between TPR and FPR before making the 

decision (Tanha, Abdi, Samadi, Razzaghi, & Asadpour, 2020). 

The statistical results of the reduced UNR-IDD dataset are presented in Chapter 4 

of this study, followed by an analysis of those results. 

3.4.6.2 Confusion Matrix 

The test performance of the Reduced UNR-IDD dataset follows a similar structure 

to statistical data analysis, where it is necessary to differentiate between the true values 

and the false values of the output. Figure 3-4 illustrates an example of the Reduced UNR-
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IDD dataset, displaying the distribution of predicted classes and true classes for different 

attacks within the dataset. 

Table 3-7. Confusion Matrix for Reduced UNR-IDD Dataset 

 

Note: Table 3-5 is generated by (Tanha, Abdi, Samadi, Razzaghi, & Asadpour, 2020). 

3.4.7 Model Validation 

The model is implemented using the Google Colab environment, which includes 

cross-validation techniques. The dataset is split into training and testing sets using Python 

code. The reduced UNR-IDD dataset is then trained on each model, and the performance 

is evaluated on the test set. ML libraries automate the process and  provide a flow of 

algorithms (D. J. C. Sihombing, J. U. Dexius, J. Manurung, M. Aritonang, & H. S. Adinata, 

2022). The selected models will showcase their statistical performances, which are 

summarized in Chapter 4 of this work. Figure 3-17 illustrates an example of the XGBoost 

model, from which the accuracy metric is generated.  

 

Figure 3-16. Python generating the Xgboost’s accuracy 
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The models will generate results in different categories. The ML environment will  

produce classifiers or models for various algorithms and ensembles of algorithms, resulting 

in output that is ready for analysis and utilization. The selection of every model respects 

the following factors:  

• The performance of each algorithm. 

• The results of the studies. 

• The size of the dataset used in the research. 

Other validation models, such as decision boundaries and metric comparisons of  

different algorithms, will also be presented. Finally, an assessment will be conducted to 

determine which algorithm(s) perform better than others based on the previous evaluations. 
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Chapter 4—Results 

 

4.1 Introduction 

In this study, we are investigating the use of ML models in predicting intrusions on 

a computing system. The results of this research will provide experts with a resourceful 

classification algorithm that improves intrusion detection in binary and multi-classes. The 

research questions and hypotheses, core of this investigation are following: 

RQ1: Which machines learning techniques are most effective in detecting multi-

intrusion attacks? 

RQ2: How have the performance metrics of the LightGBM techniques changed 

when applied on Reduced UNR-IDD Dataset compared to Maling Dataset? 

RQ3: Are there variations in the likelihood of detection among different intrusion 

methods? 

H1: The top four machine learning techniques yielding an accuracy greater or 

equal to 96% of UNR-IDD intrusion attacks are LightGBM, CatBoost, Extra tree and 

XGBoost. 

H2: The LightGBM technique demonstrates improved performance on our 

Reduced UNR-IDD dataset compared to its performance on Maling dataset. 

H3: Overflow and Port Scan are more likely to be detected with higher accuracy 

by the machine learning models than other intrusions. 
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Before building the models, we need to explore the available dataset. In this chapter, we 

present the results of the methodological approaches developed and implemented in the 

study.  

4.2 Exploratory Data Analysis 

The dataset used in this study is obtained from the UNR-IDD, and it is built based 

on the NIDS. The original package contains 37,411 observations (rows) of data and 34 

features, amounting to approximately 5,264 kilobytes of data. After analyzing the dataset, 

it was identified that 12 features had the same entry, such as “0” or “true.” Removing these 

12 features resulted in a remaining feature count of 22. Table 4-1 displays the list of 

features in the original dataset and the cleaned-up version. 

Table 4-1. UNR-IDD List of Features Before and After Clean Up 

  
Features 

Categorical © 
Numerical 

(N) 

Impact on 
the Attacks 

(Y/N) 
    

1 Received Packets Y Y 

O
rigin

al D
ataset Featu

res 

N
ew

 D
ataset Featu

res 

2 Received Bytes Y Y 

3 Sent Bytes Y Y 

4 Sent Packets Y Y 

5 Port Alive Duration (S) Y Y 

6 Delta Received Packets Y Y 

7 Delta Received Bytes Y Y 

8 Delta Sent Bytes Y Y 

9 Delta Sent Packets Y Y 

10 
Delta Port Alive 
Duration (S) 

Y Y 

11 Connection Point Y Y 

12 Total Load/Rate Y Y 

13 Total Load/Latest Y Y 

14 Unknown Load/Rate Y Y 

15 Unknown Load/Latest Y Y 

16 Latest Bytes Counter Y Y 

17 Active Flow Entries Y Y 



59 

 

  
Features 

Categorical © 
Numerical 

(N) 

Impact on 
the Attacks 

(Y/N) 
    

18 Packets Looked Up Y Y 

19 Packets Matched Y Y 

20 Label N Y 

21 Binary Label N Y 

22 Switch ID Y  N 

R
em

o
ved

 Featu
res 

23 Max Size Y N 

 

24 Port Number Y N 

25 Packets Rx Dropped Y N 

26 Packets Tx Dropped Y N 

27 Packets Rx Errors Y N 

28 Packets Tx Errors Y N 

29 
Delta Packets Rx 
Dropped 

Y N 

30 
 Delta Packets Tx 
Dropped 

Y N 

31 Delta Packets Rx Errors Y N 

32 Delta Packets Tx Errors Y N 

33 is_valid Y N 

34 Table ID Y N 
 

The dataset used in this study consists of different types of intrusions, and initially, 

they did not have an equal number of records. To address this imbalance, random sampling  

methodologies were employed to ensure an equal number of records for each type of  attack. 

This process minimized the number of records from the original 37,411 rows to 6,000 rows. 

Furthermore, to account for the lack of normality in the data, data normalization 

techniques utilizing the mean and standard deviation were applied.   

4.2 Model Performance on Detecting Presence of Intrusions 

4.2.1 Binary Intrusion Detection 

The experiment was conducted using the Google Colab ML environment system. 

A series of classification models were employed on the reduced UNR-IDD trained dataset 
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utilizing the scikit-learn library in Python. The initial investigation focused on the binary 

section of the reduced UNR-IDD dataset. Four algorithmic models were applied to this 

dataset to perform the classification task.  

In accordance with best practices in ML, the dataset used in the study should 

possess certain characteristics, including an ample amount of training data, a well-designed 

model training process, and the ability to draw accurate reasoning or conclusions (Gong, 

Zhong, & Hu, 2019). For the binary intrusion detection task in this study, the analysis 

focuses on the “Binary Label” feature of the UNR-IDD dataset. This feature consists of 

two states: “Normal” and “Attack.” Figure 3-12 provides an overview of the label 

distribution in the study. It indicates that 16.7% of the instances correspond to the normal 

scenario, while 83.3% of the instances represent attacks.  

The UNR-IDD dataset is partitioned into two categories: the training set and the 

test/validation set. The features are identified within the dataset, and the label features are 

removed from the test data. To accomplish this, Python code is implemented to determine 

the size of the test set, as illustrated in Figure 4-1. 

 

Figure 4-1. Reduced UNR-IDD train/test split 

We achieved excellent performance in the binary classification task. The accuracy 

of the models reached 1.00 Similarly, high scores were obtained for precision, recall, and  

F1 score.  The summary of the training performance is presented in Table 4-2, where the 

1.00 outcomes demonstrate the reliability of the training dataset.  
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Table 4-2. Reduced UNR-IDD Dataset Training Performances 

Fitting model 

Training Accuracy 

score  

XGBoost 1.0 

LightGBM 1.0 

ExtraTrees 1.0 
CatBoost  1.0 

 

 We achieved excellent test performances for the respective models, as indicated in 

the tables below.  

The XGBoost technique showed outstanding performance in the binary 

classification task, with an accuracy of 1.00 (as shown in Table 4-3). Additionally, it 

achieved perfect scores for precision, recall, and F1 score.  

Table 4-3. ML Validation Performance for the XGBoost Model 

 Precision  Recall F1-Score Support  

0 1.00 1.00 1.00 92  

1 1.00 1.00 1.00 508  

      

accuracy     1.00 600  

 macro avg 1.00 1.00 1.00 600  

weighted avg 1.00 1.00 1.00 600  
 

 The LightGBM technique also demonstrated excellent performance in the binary 

classification task, achieving an accuracy of 1.00 (as shown in Table 4-4). Similar to 

XGBoost, LightGBM obtained perfect scores in precision, recall, and F1 score.  
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Table 4-4. ML Validation Performance for the LightGBM Model 

 Precision  Recall F1-Score Support 

0 1.00 1.00 1.00 92 

1 1.00 1.00 1.00 508 

     

accuracy     1.00 600 

 macro avg 1.00 1.00 1.00 600 

weighted avg 1.00 1.00 1.00 600 

 

 The extra tree technique achieved exceptional performance in the binary 

classification task, achieving a remarkable accuracy of 1.00 (as indicated in Table 4-5). 

Furthermore, it attained perfect scores in precision, recall, and F1 score. 

Table 4-5. ML Validation Performance for the Extra Trees Model 

 Precision  Recall F1-Score Support 

0 1.00 1.00 1.00 92 

1 1.00 1.00 1.00 508 

     

accuracy     1.00 600 

 macro avg 1.00 1.00 1.00 600 

weighted avg 1.00 1.00 1.00 600 
 

 The CatBoost technique demonstrated exceptional performance in the binary 

classification task, achieving an outstanding accuracy of 1.00 (as shown in Table 4-6). 

Additionally, it achieved perfect scores in precision, recall, and F1 score. 

Table 4-6. ML Validation Performance for the CatBoost Model 

 Precision  Recall F1-Score Support 
0 1.00 1.00 1.00 92 

1 1.00 1.00 1.00 508 

     
accuracy     1.00 600 

 macro avg 1.00 1.00 1.00 600 
weighted avg 1.00 1.00 1.00 600 

 



63 

 

 These results reinforce the capability of ML models in effectively detecting attacks 

on network systems with higher levels of accuracy. These findings are steady with the 

results by Das et al. (Das, Hamdan, Shukla, Sengupta, & Arslan, 2023). 

4.2.2 Multi-Class Intrusion Detection 

Similar to the binary classification task, the dataset is partitioned into training data 

and test data from the overall reduced dataset. The “label” column in the reduced dataset 

contains an equal distribution of attack scenarios, which are the elements of the 

classification. Figure 3-9 displays a multivariable pie chart representing the different attack 

scenarios used in this study.  

  Figure 3-13 showcases the output of the UNR-IDD training data, where we can 

observe the features, including the “label” for multi-class classification and the “binary 

label” used for binary classification. 

4.2.2.2 Performance Evaluation of Train over Test Data 

During the evaluation of performance, a crucial step is the training of the data. In 

Python, this task is simplified as it is taken care of during the execution of the algorithm 

for each model. The training of these ML models is based on small subsets of labeled 

datasets, consisting of 600 instances, which are selected without any specific order. This 

method of selection reduces the potential for bias toward expected results and allows for 

the exploration of unexpected and potentially better outcomes. This research aims to 

achieve the best performance using the originally chosen ML algorithms and models 

(Naseem, Khushi, Khan, Shaukat, & Moni, 2021).   
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Table 4-7 presents the training performances of the reduced UNR- IDD for the 

multivariable classification during the training set in Google Colab. 

Table 4-7. Training Performances (Accuracies) of Reduced UNR-IDD Dataset 

Fitting model 

Training 

Accuracy Score  

XGBoost 1.0 
LightGBM 1.0 

ExtraTrees 1.0 
CatBoost  1.0 

  

4.3 Performance Based on Machine Learning Models 

4.3.1 Extreme Gradient Boosting Model 

 XGBoost is a classifier that assists scientists in understanding specific details of the 

dataset and making improved decisions. This algorithm is capable of dealing with datasets 

without the need for data optimization. The size of the dataset is not a critical factor as 

XGBoost performs well on small, medium, and large datasets. It is also not sensitive to the 

size of the features in the dataset. XGBoost is based on an ensemble tree method known as 

gradient boosting. The trees in this method sequentially improve each other through the 

learning algorithm, resulting in efficient ML performance (Boehmke & Greenwell, 2019). 

XGBoost is particularly useful for big data that contains higher bias with low 

variations. The results obtained from XGBoost are highly accurate, as the algorithm uses 

scalable training data, thus avoiding overfitting. In the experiment conducted on the UNR-

IDD dataset, XGBoost achieved an accuracy of 98.50%. The accuracy of individual attack 

scenarios varies. Table 4-8 below provides a summary of the performance for each attack 

scenario.  
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Table 4-8. XGBoost Performance 

K-fold Precision  Recall F1-Score Support 

Blackhole [0] 0.98 0.96 0.97 103 

Diversion [1] 0.98 0.98 0.98 81 

Normal [2] 1.00 1.00 1.00 102 

Overflow [3] 1.00 1.00 1.00 101 

PortScan [4] 1.00 1.00 1.00 101 

TCP-SYN [5] 0.96 0.97 0.96 112 

       

accuracy     0.98 600 

 macro avg 0.99 0.98 0.99 600 

weighted avg 0.99 0.98 0.99 600 

 

Note: 0, 1, 2, 3, 4, and 5 refer to “Blackhole,” “Diversion,” “Normal,” 

“Overflow,” “PortScan,” and “TCP-SYN,” respectively 

4.3.2 Light Gradient-Boosting Machine Model 

 LightGBM is a supervised ensemble learning classifier that is built upon decision 

trees, similar to the XGBoost model. One of its key characteristics is its speed in processing 

the training dataset, as well as its accuracy in detecting network intrusions and the 

interpretability of its outcomes (GuolinKe et al., 2017). Additionally, LightGBM is 

efficient in reducing memory usage while performing. However, it is important to note 

that, unlike XGBoost, LightGBM may be prone to overfitting on the dataset due to the 

increased number of trees. 

 The use of LightGBM is particularly relevant to this research due to its efficiency, 

accuracy, and interpretability. Table 4-9 below provides an overview of the classifier's 

performance on the reduced UNR-IDD dataset. The accuracy achieved by LightGBM in 

detecting network intrusions is 0.992%. The high accuracy is attributed to the structure of 
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the trees, which utilize leaf-wise splitting approaches, resulting in improved speed and 

reduced losses. These factors contribute to the higher accuracy performance (M. Onoja et 

al., 2022). 

Table 4-9. LightGBM Performance 

K-fold Precision  Recall F1-Score Support 

Blackhole [0] 0.99 0.97 0.98 103 

Diversion [1] 1.00 0.99 0.99 81 

Normal [2] 1.00 1.00 1.00 102 

Overflow [3] 1.00 1.00 1.00 101 

PortScan [4] 1.00 1.00 1.00 101 

TCP-SYN [5] 0.97 0.99 0.98 112 

       

accuracy     0.99 600 

 macro avg 0.99 0.99 0.99 600 

weighted avg 0.99 0.99 0.99 600 

 

4.3.3 Extra Trees Model 

 The extra trees model is another ensemble supervised ML method that is built upon 

decision trees. An important strength of this model lies in its adaptability to various types 

of datasets, accommodating both categorical and continuous data. Additionally, the extra 

trees classifier can be applied to both non-distributed and distributed datasets. 

This algorithm follows an approach where multiple subsets of the dataset are 

trained, and their outputs are combined to predict the target variable, which in this case is 

the detection of malware or any other intrusion in the network system. Our study on the 

reduced UNR-IDD dataset has produced the results presented in Table 4-10 below. 
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Table 4- 10. Extra Tree Performance 

K-fold Precision  Recall F1-Score Support 

Blackhole [0] 0.98 0.96 0.97 103 

Diversion [1] 0.98 0.98 0.98 81 

Normal [2] 1.00 1.00 1.00 102 

Overflow [3] 1.00 1.00 1.00 101 

PortScan [4] 1.00 1.00 1.00 101 

TCP-SYN [5] 0.96 0.97 0.96 112 

       

accuracy     0.98 600 

 macro avg 0.99 0.98 0.99 600 

weighted avg 0.99 0.98 0.99 600 

 

4.3.4 CatBoost Model 

 The CatBoost model, a supervised ML algorithm, belongs to the family of gradient 

boosting. It easily handles categorical data by transforming the categorical values into 

numerical representations. This model builds subsets of trees during the training process, 

gradually reducing the loss from previous trees to the next ones. One notable feature of 

CatBoost is its ability to address gradient bias by predicting the shift, which ameliorates or 

refines the accuracy of the predictions and helps mitigate the issue of overfit ting (Niu, 

Chen, Zhang, Zhou, & Liu, 2022). In our study on the reduced UNR-IDD dataset, we 

achieved an accuracy of 0.985, surpassing the initial results obtained by the UNR scientists. 

Table 4-11 presents the performance of the CatBoost model on the reduced UNR-IDD 

dataset, demonstrating excellent performance across various metrics. 
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Table 4- 11. CatBoost Performance 

K-fold Precision  Recall F1-Score Support 

Blackhole [0] 0.97 0.92 0.95 103 

Diversion [1] 0.97 0.95 0.96 81 

Normal [2] 0.99 1.00 1.00 102 

Overflow [3] 0.99 1.00 1.00 101 

PortScan [4] 1.00 1.00 1.00 101 

TCP-SYN [5] 0.93 0.97 0.95 112 

       

accuracy     0.97 600 

 macro avg 0.98 0.97 0.96 600 

weighted avg 0.98 0.97 0.97 600 

 

4.4 Performance Based on Applied Ensembles Models 

The boosting models used in this research (XGBoost, CatBoost, and LightGBM) 

belong to the boosting family of algorithms. The advantages of these models reside in their 

abilities to reduce bias within the reduced UNR-IDD dataset and transform weak learners 

into robust learners (Dhaliwal, Nahid, & Abbas, 2018).  In a previous evaluation conducted 

by Das et al. (2023) on the same dataset, they achieved the highest performance of 0.95 

using six classifiers: “RF”, “MLP”, “SVM”, “bagging classifier (BC)”, “KNeighbors 

classifier (KNC)”, and “AdaBoost classifier (ABC)”. The RF and BC models performed 

the best with accuracy scores of 0.96, 0.92, and 0.94. The extra trees model possesses the 

unique capability to adapt to robust datasets, whether categorical or non-categorical, such 

as the UNR-IDD dataset. It relies on a tree-based model that combines several trained 

decision models, resulting in reduced bias. By grouping the models into small subsets, the 

introduction of small biases in tree building is possible (I. Abrar, Z. Ayub, F. Masoodi, & 

A. M. Bamhdi, 2020). In the study of intrusion detection on the reduced UNR-IDD dataset, 



69 

 

the extra trees model achieved one of the best performances with an accuracy of 98.5%, as 

shown in Table 4-12. 

Table 4-12. Summary of the Reduced UNR-IDD Performance 

 Models Accuracy F1 Score Precision Recall 

1 Extra Tree 0.985 0.990 0.990 0.980 

2 LightGBM 0.992 0.990 0.990 0.990 

3 XGB Classifier 0.985 0.990 0.990 0.980 

4 
CatBoost 

Classifier 
0.975 0.970 0.980 0.970 

 

4.5 Binary and Multivariable Classifications Confusion Matrices 

4.5.1 Confusion Matrix 

The confusion matrix serves the purpose of comparing and contrasting the actual 

and predicted classes in the study. In the context of intrusion detection techniques, these 

tables provide cybersecurity experts with a summary of the ML techniques' performance 

based on the models applied to the dataset. This enables a clear understanding of how the 

predicted classes align with the actual classes. In this study, two types of confusion 

matrices are built to represent the two studies: binary and multivariable classifications.  

4.5.1.1 Binary Classification 

The binary classification models achieved remarkable performance with a 

predicted label accuracy of 1.00 The predicted classes provide a visual representation and 

summary of the models’ performance, indicating their effectiveness in the specific class 

studied. 
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The performance analysis of the binary classifications reveals consistent patterns 

across the chosen models, with all performances being either 1.00 or close to it. The 

evaluation of classifiers involves utilizing key metrics, such as 'True Positives (TP)', 'False 

Negatives (FN)', 'False Positives (FP)', and 'True Negatives (TN)', to assess the accuracy 

and appropriateness of predictions made during the intrusion detection experiments 

conducted within a network system.  

Upon examining Table 4-13, we can observe that both FP and FN exhibit perfect 

scores for the binary class, indicating a lack of misclassification. On the other hand, the TP 

and TN, represented by the “dark blue” color and located along the diagonal, demonstrate 

a relatively high accuracy of around 1.00. 

Specifically, the counts for TP, TN, FP, and FN in the binary classification are as 

follows: 

TP = 508 | TN = 92 | FP = 0 | FN = 0  
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Table 4-13. Confusion Matrix—Binary Classification 

 

4.5.1.2 Multivariable Classification  

The multiclassification models provide a confusion matrix that reflects the performance 

of the models in classifying the different attacks within the network system. This matrix 

captures the variations between the predicted attack scenarios and the actual results. 

Despite these slight differences, the overall interpretation of the confusion matrix connects 

to a similar conclusion. 

• XGBoost Model 

The XGBoost model achieved a precision of 0.99 on the reduced UNR-IDD dataset. 

This precision score indicates the proportion of correctly predicted detections among the 

TP, TN, and FN. The confusion matrix generated by the XGBoost model, shown in Table 

XCB, provides the values necessary for calculating performance metrics like precision, 



72 

 

recall, F1 score, and accuracy (Dhaliwal, Nahid, & Abbas, 2018). Table 4-14 presents the 

performance characteristics based on these metrics. We are observing that the accuracy of 

0.985 might be misleading, as the precision, recall, and F1 score demonstrate significantly 

better performance compared to the recorded accuracy. 

TP = 99 | TN = 79 | FP = 1 | FN = 0  

Table 4-14. Confusion Matrix for XGBoost 

 

• LightGBM Model 

The LightGBM model achieved excellent performance metrics, as shown in Table 4-

12. The precision, recall, and F1 score indicate the model's ability to detect intrusions 

accurately and efficiently in the network system. The study considered six different attack 

scenarios, and the model performed exceptionally well for each scenario. Notably, there 

were zero FP and FN recorded. Table 4-15 provides a summary of the actual and predicted 

classes after the investigation.  
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TP = 100 | TN = 80 | FP = 0 | FN = 0 

Table 4-15. Confusion Matrix for LightGBM Model 

 

• Extra trees model 

The extra trees models achieved excellent parameter metrics, as shown in Table 4.9. The 

model demonstrated a negligible number of FP in the recorded data. The confusion matrix 

in Table 4.14 provides insights into the detection of each attack scenario in the network 

system, showing excellent performance for all scenarios. 

TP = 99 | TN = 79 | FP = 1 | FN = 0 

Table 4- 16. Confusion Matrix for Extra Tree Model 
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• CatBoost Model 

The CatBoost model, similar to LightGBM and XGBoost, achieved very good 

precision, recall, and F1-score performances, outperforming the results published by the 

UNR scientists. This indicates the algorithm's ability to accurately detect new intrusions, 

regardless of their type. Table 4.15 presents the confusion matrix for the five attack 

scenarios, as well as the normal scenario. It is evident from the matrix that the CatBoost 

algorithm correctly identified intrusions in the network system. 

TP = 95 | TN = 77 | FP = 2 | FN = 0  
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Table 4-17. Confusion Matrix for CatBoost Model 
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Chapter 5—Discussion and Conclusions 

 

5.1 Discussion 

Two classes of intrusion detection were studied using ONOS at the UNR. The 

collected data enabled us to differentiate between binary and multivariable classifications. 

To predict intrusions, four ML models (LightGBM, extra trees, XGBoost, and CatBoost) 

were developed. The models’ performance is satisfactory. 

5.1.1 Previous IDD Results 

On the same UNR-IDD dataset, Das, Hamdan, Shukla, Sengupta, and Arslan (2023) 

achieved an optimal performance of 0.95. They conducted a study using six classifiers: RF, 

MLP, SVM, BC, KNC, and ABC. The best performances were obtained using the following 

models available in Table 5-1. The published results are as follows:  

• RF (P: 0.96; R:0.92; F1 score: 0.94)  

• BC (P: 0.95; R: 0.93; F1 score: 0.94)  

Table 5-1. Multi-Class Classification Performance Using ML Algorithms 

Algorithm Pµ Rµ Fµ 

SVM 0.89 0.79 0.81 

MLP 0.59 0.54 0.54 

RF 0.96 0.92 0.94 

BC 0.95 0.93 0.94 

KNC 0.79 0.75 0.77 

ABC 0.69 0.59 0.55 
 

The above table is from (Das, Hamdan, Shukla, Sengupta, & Arslan, 2023). Studies 

conducted on different datasets with similar characteristics, such as NSL-KDD or CIC-IDS-

2018, have yielded varying performance levels. The models used in these studies were 
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similar to LightGBM, as described in “Exploring the Effectiveness and Efficiency of 

LightGBM Algorithm for Windows Malware Detection” by Onoja et al. (2022). The 

corresponding performance is presented in Table 5-2. 

Table 5-2. Results of LightGBM Experiments 

  Binary Multi-Class 

Recall 0.998 0.969 

Precision 0.998 0.968 

F1_Score 0.998 0.965 

Training 

Accuracy 0.998 
0.969 

Training Time 179.51s 2224.77s 

Prediction Time .08s .040s 

 

5.1.2 Current IDD Results 

In our research, we focused on four models, and the results are as follows: 

• LightGBM (P: 0.99; R: 0.99; F1 score: 0.99) 

• Extra trees (P: 0.99; R: 0.98; F1 score: 0.99)  

• XGBoost (P: 0.99; R: 0.98; F1 score: 0.99)  

• CatBoost (P: 0.98; R: 0.97; F1 score: 0.97)  

These models demonstrate satisfactory performance with superior precision, recall, 

and F1 score. These results represent an improvement compared to the existing literature. 

5.2 Conclusions 

Network intrusion attacks pose an increasing challenge to network system 

installations and environments. As technologies advance to prevent, deter, or remediate such 

attacks, ML techniques are emerging as popular tools for cybersecurity management. In this 
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study, we have found that boosting models, along with extra trees models, exhibit the highest 

level of performance in detecting intrusion attacks. 

The LightGBM model demonstrates a performance of 0.992 accuracy and a precision 

of 0.99. Similarly, both the XGBoost model and the extra trees model display an accuracy of 

0.985 and a precision of 0.99. The CatBoost model pull off an accuracy of 0.975 and a 

precision of 0.98. These satisfactory performances indicate the potential of these ML models 

to be deployed in cybersecurity management.  

The following demonstrates how the research questions are addressed by the study. 

RQ1: Which machines learning techniques are most effective in detecting multi-

intrusion attacks? 

The ML techniques employed in this study, XGBoost, Catboost, Extra tree and  

LightGBM have performances that surpass those of previous studies. The LightGBM model 

achieves an accuracy of 0.992 precision of 0.99, recall of 0.99, and an F1 score of 0.99.  

RQ2: How have the performance metrics of the LightGBM techniques changed 

when applied on Reduced UNR-IDD Dataset compared to Maling Dataset? 

On Maling dataset, the LightGBM technique has an accuracy of 0.969 compared to 

0.992 on the reduced UNR-IDD dataset. 

RQ3: Are there variations in the likelihood of detection among different intrusion 

methods? 

Our study demonstrates that the models are more effective at detecting intrusion attacks such 

as “Overflow” and “PortScan” compared to “TCP-SYN” attacks. Specifically, the precision, 

recall, and F1 score for “Overflow” and “PortScan” are close to 100%, while for “TCP-SYN” 

attacks, they are around 96%. 
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H1: The top four machine learning techniques yielding an accuracy greater or 

equal to 96% of UNR-IDD intrusion attacks are LightGBM, CatBoost, Extra tree and 

XGBoost. 

According to the literature and the results obtained from the same dataset (UNR-IDD) 

by Das, Hamdan, Shukla, Sengupta, and Arslan, 2023, they achieved an optimal performance 

of 0.95. In contrast, the intrusion detection techniques utilized in our study achieved a 

performance accuracy of 0.992 using the LightGBM techniques. The high precision, which 

is close to 1.00, indicates that the model is efficient in detecting intrusions in the network 

system. Furthermore, the low FP and FN rates for all four techniques used in our study, near 

zero, suggest that the models accurately predicted the outcomes under actual conditions 

without falsely identifying instances as intrusions or missing actual intrusions. 

H2: The LightGBM technique demonstrates improved performance on our Reduced 

UNR-IDD dataset compared to its performance on Maling dataset. 

M. Onoja et al., 2022 in their research, achieved an optimal performance of 0.969 

using the Malign dataset. They found that the LightGBM technique was the algorithm with 

the best performance. In our study, we used the LightGBM model, which achieved a 

performance of 0.992.   

Furthermore, our result is comparatively better than the performances of other works 

using similar datasets, such as NSL-KDD or KDD’99, which produced performances of 

0.955 and 0.969, respectively, or CIC-IDS-2018 with a performance of 0.969.  

H3: Overflow and Port Scan are more likely to be detected with higher accuracy by 

the machine learning models than other intrusions. 
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Our study demonstrates that XGBoost, LightGBM, CatBoost and extra tree 

techniques are more effective at detecting intrusion attacks such as “Overflow” and 

“PortScan” compared to “TCP-SYN” attacks. Specifically, the precision, recall, and F1 score 

for “Overflow” and “PortScan” are close to 100%, while for “TCP-SYN” attacks is around 

96%.   

5.3 Contributions to Body of Knowledge  

The first contribution of this study is the provision of ML models that achieve performances 

of 0.97 or higher in detecting intrusion on an SDN network, specifically using the lightGBM 

methodology. Through techniques such as undersampling, removal of unnecessary data, and 

normalization, satisfactory performances were achieved.  

 The second contribution of this study is the identification of intrusion attack types 

that are more likely to be detected by the models compared to others. Specifically, the models 

demonstrate a higher likelihood of detecting intrusion attacks of the types “Overflow” and 

“PortScan” compared to “TCP-SYN.” 

5.4 Recommendations for Future Research 

Cybersecurity intrusion attacks encompass various types, and it is important to 

expand future studies to include additional attack scenarios. For instance, common gateway 

interface scripts, traffic flooding, phishing and spear phishing attacks, botnets, and more can 

be explored (Jing, Yan, Jiang, & Pedrycz, 2019; S. Gupta, A. Singhal, & A. Kapoor, 2016; 

I. Ali et al., 2020). Incorporating these new types into the ML framework will ensure that 

cybersecurity systems remain up to date.  

While the ML techniques employed in this study utilize algorithms that are 

implementable using current processor capabilities, it is worth noting that there are 
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experimental techniques that require more resources. For example, “artificial neural 

networks (ANN)”, “convolutional neural networks (CNN)”, and “recurrent neural networks 

(RNN)” (Adams, Azikwe, & Zubair, 2022; Gan, Chen, Dong, Guo, & Wang, 2022; Khan, 

2021) offer potential advancements. Additionally, the utilization of quantum ML, which 

combines ML and quantum computing, holds promise for speeding up the detection of 

intrusion attacks in a timely manner.  
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Appendix A 

 

A.1 UNR-IDD Dataset Normality 

Below graphs show the skewness and kurtosis of the dataset for some features. 

 

Total Load/Rate with skewness of 4.61 

 

 

Total Load/Latest with skewness of    3.43 

 

Unknown Load/Rate with skewness of 4.61 
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Unknown Load/Latest with skewness of 3.43 

 

Latest bytes counter with skewness of 4.61 

 

Active Flow Entries with skewness of 4.84 
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Kurtosis 

 

Total Load/Rate with kurtosis of    31 

 

Total Load/Latest with kurtosis of   11.795601359771617 
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Unknown Load/Rate with kurtosis of    30.99043265315275 

 

Unknown Load/Latest with kurtosis of   11.795601359771617 

 

Latest bytes counter with kurtosis of    30.99043265315275 
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Active Flow Entries with kurtosis of   21.492698484425365 
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Appendix B 

 

B.1 UNR-IDD Dataset – Test Data 

Test performance  

Evaluation: accuracy on test data: 0.994 

Evaluations on test data: 

{ 

    "accuracy": 0.994, 

    "balanced_accuracy": 0.9940000000000001, 

    "mcc": 0.9928001323733598 

} 

B.2 UNR-IDD Performances and Confusion Matrices 

1- CatBoost Model 

Catboost Accuracy test 
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Catboost classification report 

 

Confusion Matrix 
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2- LightGBM Model 

 

LightGBM test accuracy 

 

LightGBM classification report and confusion matrix 
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3- XGBoost Model 

XGBoost accuracy test 
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XGBoost classification report 

 

XGBoost confusion matrix 
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4- Extra tree Model 

 

Extra trees accuracy test and classification report 
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Extra tree confusion matrix 
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