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ABSTRACT

A Methodolody Toward Security Effectiveness for Critical Infrastructure and Dependent Resources

A successful Denial of Service (DoS) attack on a Critical Infrastructure (Cl) can indirectly have
devastating and irreversible effects to those that depend on its services. The mere possibility that
physical destruction or loss of human life can result (indirectly) from a successful attack on a Cl
gives reason to re-assess the effectiveness of security measures in place to protect and provide
resiliency. Although existing literature describe numerous approaches to Cl interdependency
analyses, it does not sufficiently identify or address a method to dynamically (through scenario
analysis) and proactively evaluate and quantify the relative effectiveness of implemented and/or
proposed security measures against multi-order cascading effects given a Cl disruption.

To address the persistent challenge of protecting Cls and maintaining the essential services
that they provide, a method to evaluate security effectiveness with an operational framework is
offered to assist proactive, scenario-based interdependency analysis of ClI Protection and
Resiliency (CIP/R). This methodology is provided for Cl owners and stakeholders to evaluate their
posture and ultimately make provisions for a more proactive response before potential disaster.
The Bayesian Approach to Security Effectiveness through metrics, modeling and decision-making
(BASE m?2d) conceptual framework was developed by this research to address this pervasive
problem. Specifically, this research illustrates the framework by examining multi-order effects on
hospital operations, thereby assessing the likelihood of impact to a patient's health given a
successful cyber or physical (natural or man-made) attack on a dependent Cl.

A survey was provided to medical professionals at 10 different hospitals to help identify current
risk management processes used by the medical professionals to understand, assess, and validate

patient impact given DoS to a dependent Cl (Power, Water, and Communications). The
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probabilistic Bayesian module allowed for a scenario-based, what-if impact analysis, given limited
available data. This research revealed, despite the known dependence on Cls, no standardized
metrics or processes are used to assess patient impact for risk mitigation given a DoS. Also noted
was a lack of general preparedness, training, and methods of sharing information in the event of a
DoS on a dependent Cl. Consequently, the findings of this research resulted in a hybrid,

hierarchical, multi-dimensional approach grounded in systems engineering principles.
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CHAPTER 1 - INTRODUCTION

The definition of security is the state of being free from danger or threat. While this defined state of
being can never be achieved within the cyber domain, the knowledge of one’s security posture (as
it relates to exposure to danger or threat) is paramount to ultimately understanding cyber and/or
physical security and implementing appropriate, timely, and necessary security measures. To that
end, there has been an avalanche of standards, tools, and compliance guidance added to the
cadre of weapons for cyber-warfare; inevitably developed to afford a perceived sense of security
that the devices, networks, systems, and enterprises are secure. Still, organizations’ relative
security posture (i.e. assessed security effectiveness per defined security goals) remains unknown
despite Information Security Professionals having implemented the suggested/recommended
security configurations, tools, policies, and plans in an effort to defend against various known
threats. The risks of misinterpreting one’s security posture can have devastating consequences in
terms of misallocation of resources, loss of revenue, loss of competitive advantage, loss of privacy,
loss of trust, damage to reputation, destruction of property, and in some cases, potential loss of life.
These consequences are amplified when they are associated with the elements of the nation’s
Critical Infrastructures (Cls).

Cls, as defined by the Department of Homeland Security (DHS), are the assets, systems, and
networks, whether physical or virtual, so vital to the United States that their incapacitation or
destruction would have a debilitating effect on security, national economic security, national public
health or safety, or any combination thereof [DHS.gov 2013]. Cls are large, complex, adaptive,
and highly interconnected; they are ripe with potential areas where system knowledge can easily
go unexamined and thus undiscovered. Implementing security measures without considering the

multi-dimensional aspect of interdependencies that are both internal and external to Cls can lead to
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undesirable consequences. This can ultimately imperil efforts to achieve Cl protection goals.
Moreover, goals can be negatively impacted by providing an illusion of acceptable security where
there are actually areas of unacceptable and intolerable risk - in spite of operators having
employed every available tool, policy, and standard. Within the multi-dimensional regions of Cls
there are cyber-based, temporal, geo-spatial, legislative, societal, economic, and stakeholder
attributes that can be explored and considered to uncover unknown insight into a Cl and/or
dependent resource’s true security posture.

According to Government Accountability Office (GAO) reports, over the past decade there
has been a sustained increase in malicious penetrations to government information systems [ICS-
CERT 2017, DHS 2016, GAO-15-573T 2015, GAO-12-666T 2012]. In 2012 alone, America's
power, water, financial institutions, nuclear systems, and other key resources have experienced a
52 percent increase in targeted attacks by cyber criminals seeking to gain (or deny) access to the
nation's Cl [CERT 2013]. Parties aligned with the Russian government have developed a
cyberweapon (CrashOverride) specifically designed to destroy industrial control systems of Cls.
Considered Stuxnet 2.0, CrashOverride hackers briefly shut down one-fifth of the electric power
generated in Kiev (washingtonpost.com 2017). Recent ransomware cyber-attacks such as
WannaCry and Petya have affected more than 200,000 computers, causing chaos and disruption
for critical infrastructure and dependent resources (CI/DR), including major hospitals, a nuclear
disaster site, and electrical grids (CNET 2017). It was noted by Healthcare Informatics: “this attack
(WannaCry) shows that interconnected devices and systems are vulnerable to attack by nations,
non-state actors, and just plain crooks. An attack of this scope points to the potential for an entirely
different type of damage: shutting down entire businesses, hospital systems, banks, and critical
infrastructure” (2017). Cyber criminals are demonstrating their ability to access sensitive

information, disturb the integrity of personal data, and block the availability of information systems.
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However, their ability to manifest the physical destruction traditionally associated with kinetic
warfare has yet to be fully realized. Dually noted by the GAO and U.S. adversaries, the nation’s
Cls and Key Resources remain vulnerable to the potential devastation of cyber-attacks. As
indicated in the Presidential Policy Directive 21 (PPD 21), U.S. Cls remain a high value target
[GAO-18-62, 2017]. According to these recent reports (EO, PPD, and GAO), implementations of
existing standards, policy, legislation, methodology, and tools have not provided sufficient
confidence, guidance, or rigor toward the effective protection against these increasingly frequent
and potentially destructive attacks [GAO-13-462T, 2013; GAO-17-518T, 2017].

As noted by these reports and the adversary’s ability to continually penetrate Cls, it is
critical not only to have the ability to assess the effectiveness of various security measures, but
also to have a method that cogitates (considers/includes) the complexity and interdependencies of
Cls. This research offers a case study to demonstrate such a method - the Bayesian Approach to
Security Effectiveness with metrics, modeling, and decision-support (BASE m2d) conceptual
framework. This comprehensive method is used to assess a Cl’s security posture by evaluating
the effectiveness of not only implemented measures but proposed measures, as well; potentially
avoiding devastating (unintended or intended) consequences. As a result, the risk of not protecting
Cls or providing the resiliency required to maintain services to dependent key resources such as
hospitals is explored.

Specifically, this study examines the likelihood of impact to a patient's health given a
successful cyber or physical (natural or man-made) Denial of Service (DoS) attack on a dependent

Cl using the BASE m2d framework (construct).



Understanding the potential impacts to elements of the Healthcare and Public Heath (HPH)
sector given a successful Denial of Service (DoS) to Cls is imperative to ensure proper security
effectiveness measures are in place to avoid potentially irreversible consequences. Further, a
strategic, holistic construct is proposed to properly focus budget constrained resources based on
the assessment of potential weaknesses of Cls as defined per their security goals or protection
targets (patients, personnel, medical devices, etc.).

The objective of this study is to provide emergency management personnel a conceptual
framework and methodology to evaluate security effectiveness and effects of cascading risk that
may result from inadequate security measures. This research is presented as a proof of concept
using a combination of real and notional data. Elicitation of specific data from medical experts was
limited due to the acknowledged vulnerability of hospitals and the potential insight it may provide to
adversaries. This research revealed the troubling finding that of the 13 hospitals pursued for expert
elicitation, medical professionals from 10 distinct hospitals noted their current risk assessment
plans did not include ClI interdependency patient impact metrics or analysis given a denial of
service on a dependent Cl. Consequently, the disparate measures hospital engineers, IT
professionals, and physicians use today to protect and maintain services they provide for the
ultimate purpose of preserving life are discussed. Further, this framework is being offered as a
method that considers those distinct security measures and provides a holistic approach to ensure
better protection and resiliency toward patient care. The BASE m2d framework was validated with

data provided by medical professionals from 10 different hospitals.



1.1  RESEARCH BACKGROUND

1.1.1  OVERVIEW oF CI

As a result of devastating events (Oklahoma bombing, Katrina, 9-11, Stuxnet, etc.) and the nation’s
lack of preparedness, congressional attention has resulted in the government, academia, and
private industry taking action. The dedicated focus on Critical Infrastructure Protection (CIP) spans
across four presidential administrations. In 1996, President Clinton established the President’s
Commission on Critical Infrastructure Protection (PCCIP) (E.O. 13010). Although no immediate
threats to critical infrastructures were noted upon the release of the PCCIP in 1997, it did stress the
importance of Cl interdependencies. In 1998 the Presidential Decision Directive, number 63 (PDD-
63) was released. This directive sought to protect, by the year 2003, the nation’s Cls from
deliberate attacks. PDD-63 was later updated by President Bush through the Homeland Security
Presidential Directive HSPD-7 to establish a national policy for Federal departments and agencies
to identify and prioritize United States Critical Infrastructure and Key Resources and to protect
them from terrorist attacks (HSPD-7, 2003). The E.O. 13130 established by President Clinton in
1999 and E.O. 13231 by President Bush in 2001, essentially instituted Information Sharing and
Analysis Centers (mostly facilitated by the private-sector) and a National Infrastructure Advisory
Council (NIAC). In 2002, the Department of Homeland Security (DHS) was established and
charged with the primary responsibilities of protecting the United States and its territories from -
and responding to - terrorist attacks, man-made accidents, and natural disasters (DHS.gov). In
2013, President Obama issued E.O. 13636 and PPD-21. These two directives aim to “enhance the
security and resilience of the nation’s critical infrastructure and to maintain a cyber environment
that encourages efficiency, innovation, and economic prosperity while promoting safety, security,

business confidentiality, privacy, and civil liberties.” (E.O. 13636, PPD-21) Most recently (2017),


http://en.wikipedia.org/wiki/Unorganized_territory
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http://en.wikipedia.org/wiki/Accident
http://en.wikipedia.org/wiki/Natural_disaster

President Trump released an Executive Order on Strengthening the Cybersecurity of Federal
Networks and Critical Infrastructure. Together, these policies are intended to achieve the following

(DHS.gov):

» Encourage the adoption of effective measures across all critical infrastructure sectors to
improve security and resiliency and reduce risk from cyber-attacks to essential functions
and services by publishing a Cybersecurity Framework (the Framework, 2017) that will
provide owners and operators with a prioritized, flexible, repeatable, performance-based,
and cost-effective set of validated security controls based upon industry best practices.

o Enhance timely, relevant, and accurate information sharing on significant risks by
implementing a program to develop and rapidly share unclassified information with
critical infrastructure owners and operators, enabling the adoption of effective mitigations
to prevent or to reduce the consequences of significant incidents.

« Align responsibilities of public and private partners to efficiently allocate risk reduction
responsibilities by conducting an analysis of the existing critical infrastructure public-
private partnership model and recommending options for improving the effectiveness of
the partnership in managing both the physical and cyber risks.

o Promote innovation in novel risk-reduction solutions by developing a National Critical
Infrastructure Security and Resilience Research and Development (R&D) Plan to identify
priorities and guide R&D requirements and investments toward those solutions that will
help assure the provision of essential functions and services over time.

» Ensure that privacy, civil rights, and civil liberties are protected as a foundational part of

all risk management efforts by conducting an assessment of the privacy, civil rights, and



civil liberties implications of all EO 13636 and PPD-21 programs and recommending

revisions to proposed initiatives as required.

The Presidential Directive 21 (PPD 21) identified 16 Cl sectors and designated specific federal-
agencies to facilitate/head protection and resiliency programs and activities. The sectors are

identified as follows:

Agriculture and Food
Banking and Finance
Chemical

Commercial Facilities
Communications
Critical Manufacturing
Dams

Defense Industrial Base
9. Emergency Services
10. Energy

11. Government Facilities
12. Healthcare and Public Health
13. Information Technology
14. Nuclear Reactors

15. Transportation Systems
16. Water and Sewage

Nk wLND =

It is commonly acknowledged that the interdependencies between critical infrastructure sectors

are of great importance to the protection of the nation.

1.1.2  HEALTHCARE anD PUBLIC HEALTH

Healthcare and public health facilities rely on various Cls in order to maintain daily operations. A
cyber or physical attack on any of those interdependent Cls can indirectly have a detrimental
impact on a patient’s health or their personal data. Depending on the motivation of the attacker,

i.e., to disturb the confidentiality, availability, or integrity of the hospital service or patient’s data, the



impact can be irreversible. Table 1 describes the critical dependencies between various sectors to
HPH. For examples, hospitals rely on critical services such as reliable power, clean water supply,
and available communications. An illustration of Cl interdependency includes the following: Water
and Communication Cls depend on Energy (power) Cls, while Emergency Service (i.e.,
ambulances) Cls rely on Communication Cls. A DoS of critical services to a hospital from either a
cyber or physical attack can have a cascading effect if the proper protection and resiliency security
measures are not implemented.

Table 1. Healthcare and Public Health Sector Cl Dependency (DHS.gov)

Transportation Movement of supplies, raw materials, pharmaceuticals, personnel,
_ emergency response units, patients, and fatalities
Radio and telephone communications supporting a wide variety of
business processes
Electric, natural gas, propane, and diesel fuel to power and run facility
functions and vehicles

Healthcare, pharmacettical operations, and sanitation services
Emergency Services Coordination with first-responders and emergency medical services;
_ includes local law enforcement for security for various emergencies
Business and clinical information systems

Postal and Shipping Movement of equipment and supplies
Support to the pharmaceutical industry

Food and Agriculture Food production and distribution for healthcare and public health
personnel and patients

Understanding how and where to properly address and allocate security measures in a

HPH Sector Dependency |

budget-constrained environment will prove invaluable to ensure these critical resources/services
are uninterrupted (or have minimal or acceptable impact). A case is modeled in this research
where a patient in ICU is critically ill and depends on dialysis for survival. Given a DoS on a Water
Cl, the hospital could be subsequently impacted if the proper back-up resources are not engaged
or available in a timely manner. The calculated System Security Effectiveness Index (SSEI)

defined in this study uses Systems Engineering/Systems Thinking concepts as a foundation to



inform the decision-maker of deficiencies internal and/or external to the infrastructure, enabling a
holistic, proactive assessment of their security effectiveness (of current or proposed security
measures) before an actual attack occurs.

A ClI failure can be due to a successful attack, whether virtual or physical, that results in a
service interruption (partial shutdown or complete shutdown), ultimately having a 2nd, 3rd or 4t

order effect [Figure 1].

Figure 1. Cl Interdependency Multi-order Effects

The National Association of County and City Health Officials (NACCHO), in summary, have
identified four categories of cyber-attack impact on healthcare and public health facilities

(NACCHO 2014):

1. Loss of integrity: Patients and practitioners may lose confidence in a healthcare
provider’s ability to maintain patient privacy due to perceptions of inadequate security.
2. Loss of availability: Cyber threats to data and operational systems can: take a facility off-

line, leading to disruption of care; create loss of access to health records, limiting the



provider’'s ability to provide appropriate care, shelter, and medicine; disrupt emergency
telephone lines and EMS systems; and slow or disable emergency medical response
systems. Cyber-attacks can also prevent or impact production and manufacturing
of medical equipment or drugs.

Loss of confidentiality: The exposure of personal data can trigger ripple effects for
victims of cyber-crime, including theft or loss of a patient’s private information or discovery
of patient information on personal medical devices.

Physical destruction of systems: Cyber-attacks could damage physical systems used to
perform functions, such as regulate utilities critical to healthcare and public health and
could shut down or slow supply chains, impair patient care, and impede emergency

response, potentially leading to significant loss of life.

Public trust depends upon the sustainability, resilience, integrity, and availability of national HPH

critical infrastructure [NACCHO 2014]. Research results from this study reveal that hospital

engineers have performed due diligence to ensure if power is disrupted or water supplies have

been tainted or halted, backup generators and alternate water supplies are available to maintain

critical services. However, this research further revealed that most hospitals have not performed

additional risk assessments to understand or evaluate the potential impact of a DoS (i.e., water,

power) to the patient.

1.2

MOTIVATION

This study is motivated by the need to do more to protect and maintain the nation’s Cls and the

services they provide. In light of the mere possibility that physical destruction or loss of human life
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can result (directly and/or indirectly) from a successful attack on a Cl, is cause enough to pause

and re-assess the effectiveness of security measures in place to protect and provide resiliency.

1.3  RESEARCH PROBLEM

The indirect consequence of a DoS on a Cl can be devastating to those that depend on its
services. The need to do more to protect and maintain the nation’s Cls and the services they
provide is paramount considering the dire consequences if neglected. Residential communities,
hospitals, banking, and government services are examples of resources that require sustained and
reliable provisions from Cls such as Energy, Water, and Communications for mere survival. Thus,
the ability to protect and/or maintain these critical services to dependent resources is crucial. As
Cls strive to institute protective and resiliency measures, the ability to assess the effectiveness of
those measures becomes more important not only to the Cl, but also to the dependent resources.

This research explores the growing concern and significance of understanding potential
impacts of indirect consequences to dependent resources given a Denial of Service (DoS) to Cls.
To address the persistent challenge of protecting Cls and maintaining the essential services they
deliver, this research reveals that a methodology is needed to provide Cl owners/stakeholders a
tool to evaluate their security posture while ultimately allowing for proactive provisioning before
potential disaster.

Current methodologies used to address the complex problem of improving cyber/physical
security protection of the enterprise, or specifically in this case, the nation’s Cls, must expand
beyond existing traditional approaches. Most security methods used today are considered from a
single-dimension.  This is normally accomplished by protecting virtual or physical access to
architectural elements or components (network of routers, switches, servers, SCADA) from cyber-

attacks, e.g., by configuring firewalls, implementing policies, limiting access to data servers, and
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training users. Although these techniques demonstrate a noble effort, they have proved to be
neither sufficient nor effective. Further, organizations, Cl owners, and operators must have a
method to assess the effectiveness of the security program they put in place. A serious gap exists
in the tools available to assess the effectiveness of security measures which are designed to
mitigate disruptions to essential Cl services (NIST 2014, GAO-16-152, GAO-17-518T 2017). Also
lacking are strategic methods to evaluate the subsequent impacts resulting from interruptions to
those services. Furthermore, a framework that empowers emergency management personnel to
reduce negative impacts of a Cl DoS by strategically improving implemented security measures
does not readily exist today (NACCHO 2017). Existing literature describe numerous approaches to
Cl interdependency analyses [Zio, Ouyang, Eusgeld, Haimes, DiMase, Borum, Kozik, Sikula,
Rinaldi, DiGiorgio]. However, there is limited research on estimating the likelihood of negative
impacts from those interdependencies or understanding the effectiveness of security measures
designed for their protection. This research fills a gap by providing a framework that allows
emergency management personnel to estimate the likelihood of impacts using a construct that
dynamically (through scenario analysis) and proactively addresses and evaluates the relative
effectiveness of implemented and/or proposed security measures designed to help minimize or
negate undesirable effects of Cl service disruptions. We expand on knowledge, experience, and

recommendations offered by previously documented research of noted scholars.

1.4  RESEARCH OBJECTIVES

The objective of this research is to develop a solution to address the stated research problem.
Thus, a conceptual model that comprises a systematic, comprehensive (quantitative/quantitative),
scenario-based tool to proactively assess the effectiveness of implemented or proposed security

measures is offered. Specifically, the objectives are outlined as follows:
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1) develop a strategic methodology to assess the effectiveness of security implementations
and aid in decision-making with a goal of proactively preparing for the inevitable occurrence of a Cl
service interruption/disruption.

2) model how successful penetrations of Cl vulnerabilities can have life-threatening
implications as an indirect or direct result of Cl service disruptions;

3) identify exemplar metrics that could effectively be used to warn, prevent, or absorb Cl

service interruptions.

Research Questions and Hypotheses
The following research questions are related to the problem statement and noted hypotheses.

Question #1: How can the assessment of security effectiveness of Cl interdependencies and
vulnerabilities be modeled proactively (before occurrence or penetration) for improved
decision-making?

Question #2: How can combining probabilistic reasoning and a holistic, systems-thinking
based framework facilitate the assessment of relative effectiveness of Cl and dependent
resources security measures?

Question #3: What metrics are used by hospitals to trigger auxiliary systems in the event of a
shutdown (partial or complete)? What metrics, if any are used to warn, prevent, or absorb Cl
service interruptions?

Hypothesis 1a: Probabilistic reasoning and a systems-thinking based framework can be
combined to assist in the overall evaluation (strength or weakness) of Cl and/or dependent
resources security effectiveness.

Hypothesis 1b: Probabilistic reasoning and a systems-thinking based framework can be

combined to quantifiably evaluate security effectiveness of Protection and Resiliency (P/R) for
Cls and their dependent elements.

1.5 SCOPE AND LIMITATIONS
This research forms the basis and foundation for future research. The value of this research will

obtain its greatest return with the continuance of this research through studies in multi-order
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dependency analysis of Cl impacts towards the goal of improved security (protection and
resilience) effectiveness.

The bounds/limitations identified for this research include the examination of Cls as a black
box. Itis important to note that the same CI/DR-HHM analysis can be performed looking internal to
the Cl to assess the sub-components and the effects of any Cl external influence it may cause.
While excluding a detailed assessment of each Cl, it is asserted that the illustration and
demonstration of the methodology and conceptual framework is not lost.

Ten medical professionals (nurse, physician, or administrator) from ten different hospitals
provided expert knowledge based on the questions asked. Their responses are limited to their
individual experience and training. Conversely, those respondents that participated in this
research consisted of seasoned medical professionals appointed to speak on behalf of their

hospital’'s practices.

1.6 RESEARCH CONTRIBUTION
This research seeks to contribute to the body of knowledge within multiple disciplines, as follows:

o Systems Engineering — provides a systematic, holistic, qualitative, and quantitative
approach to Cl protection that considers the elements of the greater system, the element
interactions, and their emergent properties.

e Engineering Management — supports and informs decision-making using “what-if”
scenario analyses within the model to allow for proactive planning and better allocation of
resources based on security goals and implemented security measures.

o Systems Security Engineering/Information Security — combines security and systems

engineering best practices; this construct enables a comprehensive perspective of the
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system and its interfaces/interdependencies to encourage better security in the appropriate
areas based on identified security goals.

e Cl Protection/Resiliency — combines a framework for security professionals and decision-
makers to perform scenario-based, quantitative, and qualitative analysis of Cls and

dependent resources.

Specifically, the novelty expressed in this research expands upon existing Cl interdependency
studies and analysis, while exploring a unique implementation of HHM and BBN through the
proposition of a hybrid multi-dimensional framework that generates quantitative and qualitative

results to assess security effectiveness.

1.7 SIGNIFICANCE/IMPLICATIONS OF RESEARCH

The ability to quantify the potential impacts to a critical hospital patient using numeric and
qualitative data can be instrumental for decision-makers seeking to preemptively execute
necessary security measures in order to demonstrate emergency preparedness, given a Cl service
disruption. This conceptual framework allows Cl owner/operators the capability to proactively
assess their situational awareness or security posture through scenario analysis, strategically
based on the organization’s security goals. For hospitals, maintaining public health by providing
continuity of services and ultimately preserving human life is of the highest priority; this is followed
closely by the goal of maintaining the confidentiality and integrity of patient records and billing
information. This methodology provides Cl owners and dependent resources with a tool to assess
the exogenous (external) and endogenous (internal) nth order dependencies and impacts to ensure
emergency preparedness through various scenarios or what-if analysis [i.e. assess how the

degradation in power and/or water services may impact the ability of a hospital to provide
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necessary services to a patient to sustain life]. The approach also allows for an analysis of
impact(s) between the Cls [i.e. how degradation in power may impact water resources and/or
communications]. The source of these impacts can easily go undetermined without multi-order
interdependency risk analyses.

Although this methodology and framework is demonstrated using a specific threat (Denial of
Service) to assess a specific purpose (impact to public health) given various possible vulnerabilities
(people, processes, tools, networks, or physical assets), the applications of this approach extend
beyond what is demonstrated here. This study approach could aid decision-makers assessing
various threats including the following:

e Availability of critical services to hospitals and patients;

e Integrity of the services provided by medical staff and vendors (medical devices);

e Confidentiality of patient records, billing, and pharmacy data.
Furthermore, this research suggests that in order for a complex, interdependent system of Cls to
effectively provide critical services to dependent resources, more effective and efficient standards
need to be implemented. Standards that mandate Cls communicate (share information) across
Cls and to those that depend on their services, in accordance with a security effectiveness
taxonomy understood by the impacted community of stakeholders. The SSEI concept and
construct offered in this research would allow Cls to communicate in a common language at a
confidential or sensitive information level, if necessary. This would allow appropriate security
measures to be considered from the perspective of their own internal security effectiveness
evaluation, as well as the external interdependent sources security effectiveness levels/evaluation.
As an example, during the stakeholder risk assessment, knowing the SSEI of other Cls as well as

your own SSEI, would aid decision-makers in a more efficient allocation of resources to effectively
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maintain their security goalltarget at an acceptable level of protection with the appropriate
resiliency, given a successful penetration or attack. Further, if a Cl that is providing critical services
has a SSEI of 0.65, a dependent resource may want to ensure that his/her internal/individual SSEI
compensates for the weakness of that Cl, potentially with a more immediate failover system for

power, or maintain a larger back-up water source or more robust filtration system.

1.8  DEFINITIONS OF KEY CONCEPTS

The proposed construct provides guidance on evaluating the security effectiveness of the
protective or resilient resources a Cl operator/owner has chosen to implement - in a systematic,
quantitative, and performance metric-based approach. The following paragraphs describe the

essential elements of the combined framework and their relevance.

1.8.1  SECURITY EFFECTIVENESS FOR THE OPERATIONAL ENVIRONMENT
Relative effectiveness is best defined in its operational environment. In this study, the operational
environment is bounded by the components’ internal and external (interfaces) to the Cls and

dependent resources in question. The following definitions are important to note:

Security - the extent to which security measures provide protections that detect, deter,
neutralize, and mitigate potential threats, while also providing resiliency measures to resist,
respond, recover, absorb, and adapt to availing threats. (DHS NIPP, 2013)

Security Effectiveness - the degree to which security implementations provide adequate
protective and resilient measures, allowing business operations to be maintained at an
agreed upon level of service per the enterprise security goal.

Risk Management Effectiveness — determined by “whether and how much risk was
actually reduced or whether risk was acceptable...” (Hubbard, 2009)
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Security effectiveness, as defined above, implies that implemented security measures should not
impede, interrupt, or disturb critical operations of the enterprise, unless by design in order to
protect systems or persons from active attack.

Effective protection for one organization or Cl may not apply to another organization or CI.
Measures applied for a specific threat may not be as effective for a different threat. The same
paradigm applies when measuring in different operational environments and for different security
goals. A more targeted solution considers what is relative or relational to the problem and specific
influences to the overall system. As a result, this research addresses security effectiveness more
appropriately as relative security effectiveness. Specifically, this research asserts relative security
effectiveness is best achieved by first defining the operational environment, understanding
associated dependencies, identifying the goal or target to be protected, and evaluating the problem

with a specific threat in mind.

1.8.2 HIERARCHICAL HOLOGRAPHIC MODELING (HHM)

HHM is one approach to multi-dimensional modeling (modeling from various/multiple perspectives).
The philosophy of HHM is grounded in the fundamental principle that complex, large-scale systems
such as Cls cannot be sufficiently appreciated or modeled in a planar or singular context. Haimes

[1981] states:

“The HHM approach (philosophy) recognizes that no single vision or perspective of a system is
adequate to represent a system and its component parts. Instead, the HHM approach identifies

and coordinates multiple, complementary decompositions of a complex system.”

HHM was chosen for this study to incorporate societal, legislative, environmental, spatial, and other
relevant dimensional perspectives that may contribute to the strength or weakness of security

posture. A CI/DR-HMM, developed for this research, is defined here as the HHM generated
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specifically for the purposes of evaluating Cls or dependent resources. The HHM categories and
variables were extracted from a multitude of sources, to include the Department of Homeland
Security NIPP.

The HHM philosophy provides comprehensive, multi-dimensional insight into an otherwise
hidden problem/solution space to measure security effectiveness. To demonstrate the concept,
weights are distributed equally among the five (5) categories of the HHM (threats, vulnerabilities,
protection, resiliency, interdependencies), resulting in a sum of 20 percent for each hierarchical
category — totaling 100 percent for the entire critical infrastructure. Additionally, each category is

an aggregate of its components (i.e., protection includes detect, deter, neutralize and reduce.) See

Figure 2.
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Figure 2. HHM for Critical Infrastructure or Dependent Resources (CI/DR-HHM)
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This risk-assessment consists of input gathered from multiple stakeholders, such as engineering,
IT, and medical professionals. Each Cl owner or decision-maker calculates their CI-HHM score as

described in subsequent sections. This information is used in the evaluation of the overall SSEI.

1.8.3  BAYESIAN BELIEF NETWORK (BBN)

BBNs are graphical illustrations of probabilistic dependencies (links) between variables (nodes).
The graph is a Directed Acyclic Graph (DAG) and the dependencies are such that any node given
its parents in the graph is independent of its non-descendants (Pearl, 1988). Like BBNSs, attack
graphs are visual representations of physical and/or logical access into and within an enterprise,
network or Cl.

An attack graph, as discussed in Frigault's work [2014], can be represented as a DAG, coupled
with conditional probability tables (CPT) to constitute the BBN. A thorough implementation of
attack paths considers all paths that an attacker may exploit, both virtually and physically, to
access the Cl/enterprise, network, or system. To demonstrate the BASE m2d concept the network
was modeled at the highest Cl nodal hierarchy (black box) and the attack paths are notionally

identified via the DAG.

BBNs employ the fundamental premise of the Bayes Theorem:

P(hypothesis | evidence) = P{evidence | hypothesis) P{hypothesis)
P{evidence)

P(HIE) = P(EJH)P(H)
P(E)
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The stated probability of an event or hypothesis is conditional based on the available/known
evidence in the relevant context. This condition can be made explicit by the notation P(H|E), which
reads as "the probability of event H given the evidence E." BBN is a method for understanding
evidence in the context of previous knowledge or experience [Pearl 1988]. The utility of BBNs has
become increasingly popular over the past decade in various fields of study to demonstrate
reliability, predictions, diagnosis, and decision analysis, among other uses. |If it is accepted that
prior knowledge has intrinsic value, there is basis for using BBN.

In this study, a BBN is generated illustrating the dependencies and potential impacts of
successful penetrations originating from Cls. The BBN is used here for its ability to account for
uncertainty and limited available data of CI probability of attacks and interdependency/impact data.
For this study, the proof of concept is demonstrated by using historical and relative notional data
(prior probabilities), while the unknown values are calculated through a Bayesian software

simulation tool (Netica v5.15) to infer the Cl interdependency impacts to dependent resources.

1.8.4  SYSTEMS SECURITY EFFECTIVENESS INDEX (SSEI)

The SSEI is a calculated value, resulting from risk-assessment performed by stakeholders to
understand (quantify) the relative security effectiveness and posture of Cls and/or dependent
resources. This index is designed to allow owners/operators the ability to assess and
communicate the strength and weakness of implemented and/or proposed security measures. The
SSEI serves as an evaluation of the risk mitigation steps a Cl or dependent resource has taken to
protect against service disruptions. The BASE m2d framework is the vehicle developed to apply the
index. We show how an organization can use their self-evaluation of security effectiveness to

estimate the multi-order impact(s) of a Cl service disruption.
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This research is intended to demonstrate how the SSEI (index) can be determined and used to
understand and improve security effectiveness. It ranges from 0 to 1 (0 — 100%), with a low index
indicating a weak or poor security effectiveness rating. Section 4.2.5 describes how the SSEI was
constructed to demonstrate the concept of this research. The BASE m2d conceptual framework is
the vehicle developed to exercise the index. The SSEI serves as an evaluation of the risk
mitigation steps a Cl has taken to protect against DoS attacks or whatever threat is being
assessed. For example, based on the measures taken in various areas of security, per the CI/DR
HHM categories, a Cl or DR would self-assess their overall security effectiveness (SSEI) to
determine their current posture or where they could improve. The BASE m2d framework is
provided for the Cl owner to assess various scenarios given their current or objective SSEI.
Alternatively, an objective or threshold (minimum) SSEI can be obtained from a trade analysis to
determine the index required so as not to negatively impact the security goal (or have an impact of
an acceptable level). A general scale was developed for this study and used to illustrate the SSEI

concept.

1.9  ORGANIZATION AND OUTLINE

This document consists of nine sections: Introduction; Literature Review; Research Methodology;
Hospital Case Study; Data Analysis and Results; Conclusions; Recommendations for Future Work;
References; and Appendices. The Introduction details the research background, motivation,
hypotheses/questions, and the significance of the study. The Literature Review examines relevant
studies on critical infrastructure protection and resiliency, implementation of BBNs and HHMs for Cl
analyses, and security effectiveness approaches. The Research Methodology describes the use of
survey research for studying existing Cl interdependent patient-impact risk assessments performed

at hospitals, data collections, and sources and methods. The Hospital Case Study applies the
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proposed methodology and implementation of the BASE m2d construct. The Data Analysis and
Results describe the statistical analysis of the data and results of the hypotheses testing. The
Conclusion section details the findings of this study from the perspective of the research questions
and hypotheses. The Recommendations for Future Work describes potential research directions
suggested to further this study. The References section contain a bibliography of the resources
used throughout this research. Finally, the Appendices provide supplemental material as a result of

this research.
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CHAPTER 2 - LITERATURE REVIEW

The purpose of this chapter is to review, assess, synthesize, and critique existing literature with a
goal of furthering the body of knowledge in the field of evaluating and improving CIP/R security
effectiveness. To address the stated research problem in accordance with the established research
goals, existing tools (models, techniques, and approaches) developed for the purpose of
performing risk analysis of Cl interdependencies were reviewed and compared against criteria
collected from current literature. This chapter evaluates how current approaches assess CIP/R
security effectiveness, given the complex, interdependent nature of Cls. Ultimately, models were
reviewed for their ability to assess multi-order (hidden) effects inherent in Cl interdependencies
combined with the capability to insert mitigation, scenario-based modeling to potentially reduce
vulnerabilities. While compiling this literature review, it was necessary not only to express the gaps
noted in existing literature but to clearly articulate the distinctions of my research objectives, while
specifically stating how this study expands upon existing research. The hierarchical models chosen
for hybridization are stated up front, while justification for that selection is supported in subsequent

sections that detail the review of related works.

21  REVIEW OF RELATED WORKS

Review of literature from noted scholars (Ayyub, DiMase, Borum, Ryan, Di Giorgio, Pettigrew,
Bayuk, Haimes, Satumtira, Ghorbani, Rinaldi) identified relevant attributes/criteria to effectively
achieve the goal of generating a comprehensive framework, given complex adaptive systems, such

as Cls:
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1. Align/trace to security goals

2. Strategic/systems engineering approach

3. Performance based metrics

4. Quantitative and qualitative assessment

5. Scenario or what-if analysis for decision making

6. Accommodates uncertainty

7. Allows for limited data

8. Assess security effectiveness of security measures

9. Extensible application

10. Assess indirect consequences/Interdependency analysis
Although these scholars have acknowledged the criteria above as imperative components to
model/provide/improve effective security - current models, methods, and techniques at most only
incorporate two or three components. Thus, the ability to assess the effectiveness of security

implementations on a holistic level has been limited.

2.2 OverviEw OF CIP/R ANALYSIS

Government agencies, private sectors and noted scholars have done a thorough job identifying the
importance of CIP (GAO, 2008-20014; PPD21; Zimmerman, 2001; Rinaldi, 2001, 2004; Moteff,
2005; Huang et.al.) Al., 2014; Cummings, 2014; Ezell, 2005; George, n.d.; Richard, 2008). Others
have gone further to note various ways to incorporate risk management in CIP analysis (Bensi,
2013; Haimes, 1995, Chittister, 2012; Kjolle, 2012). Some have emphasized that without
considering the interdependence of Cls, an analysis would be inadequate (Gheorghe 2005;
Haimes, 2004; Zimmerman, 2001; Santos, 2006; Zhang, 2011; Zio, 2013). Also noted is the fact

that more quantitative methods should be developed, implemented, and accompanied by
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qualitative analysis (Kjalle, 2012; Ryan, 2005; Di Giorgio, 2012). It has been predominantly
discussed by those in academia and the government that modeling and simulation techniques are
effective in doing predictive, scenario-based analysis of CIP (Ouyang, 2014; P. Pederson, 2006; Di
Giorgio, 2012). Additionally, there has been a recent surge in adding resilience techniques based
on the realization that techniques or tools will never fully protect Cls or dependent resources
(Ouyang, 2012, 2014; Kahan, 2009; Vugrin, 2010, Little, 2013; PPD21, 2013; NIPP, 2012; Biringer,
2010).

Each of the aforementioned scholars acknowledge that more needs to be done to protect and
maintain our nation’s Cls; however, review of these related works primarily revealed that prevailing
methodologies do not provide a systematic, comprehensive approach towards assessing and
acquiring security effectiveness for Cl protection and resiliency. In light of the heightened focus on
CIP and evidence of repeated penetrations, standards, protocols, and procedures have been
developed - only to provide a false sense of security.  This study expands on
knowledge/experience and recommendations offered by previously documented research.

The following graphic depicts areas of existing research; while the area in grey denotes the

gaps that, if filled would constitute a comprehensive solution. This research targets the noted

gaps.
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Figure 3. Research Focus Areas

Review of literature revealed both qualitative and quantitative methods are most effective when
combined to aid in reducing the likelihood of the undesired consequences of a successful attack on
a Cl (Adar, 2005). Thus, the concept of combining HHM and BBN were explored; two hierarchical
models, one allowing for a qualitative analysis (HHM), while the other provides for a quantitative
assessment (BBN). The fundamental philosophy of HHM and the probabilistic backbone of BBN
were combined, with the “tuning” mechanism of a Systems Security Effectiveness Index (SSEI), in
an effort to develop a more comprehensive approach to ultimately evaluate and improve the
effectiveness of security measures. The BASE m2d conceptual framework is offered as a

contribution to the CIP/R crusade.
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In this chapter we discuss the comparative analysis performed to select models chosen for this
research. Additionally, existing literature employing applications of HHM and BBN for CIP/R, and
other methods, their uses, and individual limitations are reviewed.

This literature review is organized as follows: Approaches to ClI protection and resiliency;
Approaches to Measuring Security Effectiveness for Cls; Implementations of HHM for CIP/R;

Implementations of BBN for CIP/R; Literature Review Summary.

2.3  APPROACHES TO Cl PROTECTION & RESILIENCY (CIP/R)

Successful attacks on Cls resulting in physical destruction have raised growing concerns regarding
the effectiveness of various techniques implemented for the purpose of providing protection. This
research examined existing methods, techniques, and strategies used to evaluate the
effectiveness of security measures for Critical Infrastructure Protection and Resiliency (CIP/R).
Specifically, this study sought to understand if and how these methods considered or extended
measures to protect dependent (2n4/3d order) resources in a manner that is systematic, proactive,
and holistic, such that it assists in effective, efficient, and informed decision-making.

As noted by many scholars researching CI protection, there does not exist today a silver bullet
approach that completely protects and prevents the interruption or denial of Cl services (Biringer
et. al., 2013). Instead, a more strategic and effective approach is needed, to include having the
ability to provide resiliency to maintain service in accordance with security metrics and stakeholder
goals. Biringer explains that security systems must be designed relative to the specific security
concerns of the infrastructure, the threat to the infrastructure, the security concerns of the
infrastructure, and the protection goals of the security system. They further elaborate that each
owner of the site, facility, or system must specify or describe the protection goals of its security

system to allocate sufficient financial resources and labor to meet goals with a clear understanding
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of the level of consequences that are acceptable if the protection goals cannot be met (Biringer et.
al., 2013). Similarly, this study asserts that within the design, the CI owner/operator must consider
how a realized vulnerability of the infrastructure may affect the services provided by the

infrastructure, ultimately impacting dependent resources.

Over thirty-five models, techniques, and approaches were reviewed, with data sourced from
Ouyang (2014), Eusgeld (2010), Idaho National Labs (Pederson, 2006) and Satumtira (2010), and
Vugrin (2010), to assess how each technique synergized the multi-dimensional, multi-objective,
qualitative, stochastic, and hierarchical nature of Cls and dependent resources (CI/DR). Although
each model was in various stages of maturity (R&D, Internal-only, operational), they were each
designed for the purpose of analyzing Cl interdependencies. Many were designed for a specific Cl
(internal dependencies), others intended to manage cross-sector dependencies. It was unclear
which tools were designed to evaluate multi-order effects (indirect consequences of negative
events), which is of great interest to this study. In the models reviewed, resiliency was handled, at
most from the perspective of redundancy. Many of the tools had the ability to perform sensitivity
analysis and the ability to determine various “strength” of dependencies (i.e. which dependency
had the greatest impact on another Cl). Various decision analysis techniques were built in to
determine or indicate priority and relative importance; however, very few of the models illustrated
the ability to assess dimensional interdependencies (legislative, societal, economic, stakeholder,
etc.). At most, a few models had the ability to incorporate temporal, spatial, and geographic data.
Five models were highly regarded by the DHS: Athena, CARVER, Critical Infrastructure Modeling
system (CIMS), Knowledge Display and Aggregation System (KDAS), and Maritime Security Risk
Analysis Model (MSRAM). Each of the five models are considered Model-Based Risk Analysis

(MBRA) tools, known for their ability to aid in risk-informed decisions (Lewis, 2012). CARVER,
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Athena, KDAS and MSRAM were each designed specifically for military and government entities,
while CIMS targeted emergency planners and responders as end users. Of all the models
evaluated, no tool clearly articulated how or if effectiveness was assessed; and the extent to which
resiliency was addressed, it was limited to identifying redundant components/measures. No tool
addressed resiliency as it is defined by the NIPP (Ouyang, 2013). The ability to handle minimal
data and account for uncertainty was only managed by tools with a stochastic engine, however,
even those tools did not address effectiveness from the perspective of both protection and

resiliency, nor from various dimensions, as previously described.

Table 2. Literature Review Cl Model Comparative Analysis

Conceptual Applied Modeling andlor Simulation Tools
£ al ¢
- ~ < 5 ] =

HENEEHHE HHEHE HHHEEREEEHRERREHEERHEEE N REHE
1|Alignitrace to secuity goals | x| [ x| x| x| |x]|«x
2|Strategic approach X x| x x| x|x]x|x|x
3|Perfomance-based mefics | X x| x| |x
4|Quantitative and qualitaive | X X X
5|Scenario or whatif analysis | x x| | x
6|Accommodates uncertainty | X x| [x X X
7|Allows for imited data X
8|Assess securty effectveness | x x| [x X
9|Extensible application X x| x
10{Interdependency Analysis [ X | x | x [ [ [ x| | o[ o o o P P pc b PP e e o o o e o e e e e f ] ox [ x x x ) x
11/Protection X X[ x]x[x|x X
12|Resiliency X x| x| x|x|x
Hybrid

Although unable to physically manipulate the models evaluated for this research, the data available
served well in filtering various capabilities and limitations of each tool. While each tool appeared to
serve a valuable fit for its purpose, it did not appear evident that they lent themselves to trivial
modification for extensibility to incorporate additional/lacking features. A tool is most valuable and

effective when designed from its core to allow for modular growth that enhances or provides
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additional capability, vice adding on to a tool that was not built to be dynamically modified.
Consequently, | sought to establish the BASEm2d conceptual framework, a tool that asserts to
provide what existing tools lack, a comprehensive approach to assess security effectiveness of
measures proposed/implemented for CI protection and resiliency; while also providing modularity

for future improvements and/or additional functionality.

2.3.1 IMPLEMENTATIONS OF DECISION ANALYSIS TooLs FOR CIP/R

HHM has been used extensively in assessing and identifying sources of risk, complex
interdependencies of water resource Cls (Chittister e.t al. 2012; Haimes 1995), and Supervisory
Control and Data Acquisition (SCADA) networks (Haimes 2005). However, this research will be the
first implementation of HHM to assist in the identification of strength or weakness weights/index,
coupled with using BBN analysis to assess and improve security effectiveness of Cl protections
and resiliency.

Haimes originally designed HHM to identify sources of risk. Although modified in this study
from its original design, | maintain and leverage the integrity of the HHM philosophy and concept
for its ability to not only identify sources of risk, but to assist in the identification of relevant
variables hierarchically, in various categories, and from multiple dimensions. Approaches such as
Analytical Hierarchy Process (AHP), Multi-Attribute Utility Theory (MAUT), or Multi-Criteria Decision
Analysis were evaluated as comparable models; and although each of these methods also assist in
decision making and allow for a structured way of framing the problem, the need to assign relevant
weights to each criteria to show importance was not necessary to meet the objectives of this
conceptual study. Instead, to demonstrate the preliminary concept, variables were elicited from
existing research previously collected from experts at the DHS and documented in the NIPP. ClI

experts determined that the variables identified within the NIPP held equal weight at the highest
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level of evaluation. In an effort to scope individual components of this framework | leverage
(extend) vetted research to focus this research on demonstrating the comprehensive framework.
This research acknowledges that criterion weights are a reality (all variables may not be equally
important), hence they may vary depending on budget constraints and available resources.
Variables should be re-evaluated/weighted on a case by case basis, which would suggest the use
of the aforementioned decision analysis models such as AHP and others. This is recommended as
a future enhancement to the BASE m2d preliminary framework. The HHM component of this tool is

a modular component which can be modified or replaced as the user desires.

2.3.2 IMPLEMENTATIONS OF PROBABILISTIC RISk MODELING FOR CIP/R

Graphical probabilistic models such as Markov Random Fields (Markov Networks) and Bayesian
Belief Networks were explored to address the uncertainty of complex system interdependencies
and the very real occurrence of limited data; specifically, a probabilistic model that allows for
scenario/what-if analysis, with a user-friendly interface, and one that does not require great
statistical knowledge. Markov Networks are known for their power and flexibility (undirected,
allowing cycles); BBNs are considered to be restricted by comparison (directed, acyclic). It was
discovered that both Markov Networks and BBNs would suffice for this study, however, BBN was
chosen simply based on its immediate capabilities, the researcher’s familiarity with the method,
and its ease of use.

A review of existing literature indicates BBNs have been implemented to model and analyze
the interdependencies of CI (Di Giorgio, 2011). BBNs have also been used to predict the likelihood
of terrorist attacks on Cls (Johan 2009; Haimes 2004). Kazak (2010) uses BBN with a security
ontology to assess the severity level of detected threats, while Faribault (2014) demonstrates the

utility of BBN to assess vulnerability in computer networks. Additionally, Queiroz (2013), et. al. use
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BBN to evaluate information diversity within SCADA systems. There is also extensive research
available implementing BBNs to provide earthquake decision-support systems for seismic
infrastructure risk assessment, to include Bensi (2010), Bayraktarli (2005), and Kheun (2009). In
the medical field, BBNs are currently applied to assist in more accurate diagnoses (Forsberg
2011), to predict the occurrence of cancers (Burnside, n.d.), and to estimate patient survival given
the presence of certain cancer prognostic factors (Forsberg 2012).

Although it was determined through literature review that BBN is effective and most
appropriate to evaluate Cl vulnerabilities and medical prognosis/diagnosis, gaps exist in its
implementation as a catalyst for stimulating decision analysis for the purpose of assessing and
quantifying security effectiveness toward improved Cl protection and resiliency. Further, no
comprehensive approach that generates an effectiveness index based on existing implemented
security measures for the purpose of further improving security posture was found.

As previously discussed, various Cl interdependency analyses/approaches have been
extensively explored by scholars such as Rinaldi, Haimes, Di Giorgio, Zhi-yan, Macaulay, and
others. However, this research extends upon that research with provisions for a holistic framework
to address relative security effectiveness, given Cl interdependencies, to make informed decisions.

It is acknowledged that even the best efforts will not afford absolute protection, thus the
need to simultaneously prepare for resiliency (i.e., adaptability, recoverability, absorption, etc.) of a
cyber or physical attack. The BASE m2d framework is aimed at providing both proactive and
responsive measures toward better P/R. Subsequent sections of this paper detail the methodology

and the combined implementation of the associated models (HHM and BBN).
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2.4  APPROACHES TO MEASURING SECURITY EFFECTIVENESS FOR ClI

Methods used today to evaluate security effectiveness include variations on vulnerability analysis,
penetration testing, threat analysis, and/or risk analysis. It would be expected, at a minimum, for
organizations to perform some aspect of each of these activities before allocating resources to
improve their security effectiveness. Conversely, review of literature has revealed that those
employing any one of the aforementioned analyses, most often do not necessarily do so in a
systematic, holistic manner (Biringer, 2013; Pettigrew, 2009; Ryan, 2008.). For example, the
assessment of various threats/vulnerabilities from the perspective of various stakeholders
predicated on the organization’s security goals, using qualitative or quantitative performance-based
metrics to determine the effectiveness of the protection and/or resilience measures they have in
place. Additionally, until recently, those efforts that focused on vulnerabilities, penetration testing,
threats, and risk did so only as it related to protection. More recently, there has been an exertion
toward the realm of implementing practices to ensure resilience. Currently, the review of related
works primarily identifies that existing methodologies do not provide an approach toward assessing

and acquiring security effectiveness for Cl protection and resiliency.

2.5 SUMMARY

In Chapter 2 the problem currently faced by the nation to protect and maintain Cls from successful
cyber or physical attacks was discussed. Several models were reviewed to evaluate their ability to
address the multi-dimensional, multi-objective, quantitative/qualitative, and hierarchical nature of
Cls and dependent resources. Of the models reviewed, no tool clearly articulated how or if
effectiveness was assessed; and the extent to which resiliency was addressed was limited to

identifying redundant components/measures. The ability to handle minimal data and account for
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uncertainty was only managed by tools with a stochastic engine, however, even those tools did not
address effectiveness from the perspective of both protection and resiliency, nor from various
dimensions, as previously described. Consequently, this research implemented the integration
(hybrid) of two hierarchical techniques that encompass each of the ten (10) aforementioned
criteria. It was hypothesized that by combining multidimensional modeling such as HHM and BBN,
a conceptual framework could be developed to enable scenario-based analysis to assess the
effectiveness of implemented or proposed security measures.

Chapter 2 also discussed a detailed overview of existing techniques and models used today to
provide protection and resiliency to Cls and those that depend on its services. As previously
discussed, various Cl interdependency analyses/approaches have been extensively explored by
scholars such as Bloomfield, Eusgeld, Haimes, Min, Ouyang, Kijolle, Liberati, Satumtira,
Zimmerman, Rinaldi, Haimes, Di Giorgio, Zhi-yan, Macaulay, and others. However, this research
extends upon that research with provisions for a methodology and framework to address relative

security effectiveness, given Cl interdependencies, to make informed decisions.

CHAPTER 3 - RESEARCH METHODOLOGY

This chapter describes the research methodology chosen to investigate how two hierarchical
modeling techniques can be combined to provide a quantitative and qualitative conceptual
framework (BASE m2d) that can be used to assess and improve the relative security effectiveness
of Cls and dependent resources. Described herein, is the approach taken to develop, test, and
validate the holistic framework. The research method chosen consists of a survey designed to

elicit probability distributions from experts, which are subsequently employed to validate the BASE
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m2d framework. To test the hypotheses, a hospital case study was designed to demonstrate the

frameworks’ utility, flexibility, and limitations.

3.1 RESEARCH DESIGN

This study utilized a focused cross-sectional survey to collect data from medical professionals
employed at 10 distinct hospitals. The survey was used to capture the knowledge and experience
of medical professionals regarding the use of metrics implemented by their respective hospital
facility to measure effectiveness and/or emergency preparedness. Data was also collected to
understand various impacts to a critically ill hospital patient (dependent resource) given a Cl failure
or Denial of Service (DoS). Survey responses were collected via a web-based, electronic tool
(Survey Monkey). Using the expert elicitation method, the data was further used to validate the
BBN model and expected results. Elicitation of specific data from medical experts was limited due
to the acknowledged vulnerability of hospitals and potential insight it may provide to adversaries.
Thus, we use a combination of real and notional data and present this research as a proof of
concept.

A survey was used to evaluate various impacts to a hospital patient given a DoS to a Cl and to
understand the knowledge of medical professionals regarding metrics implemented by their
employment facility (hospital).  Surveys are often used to gather statistical data about
demographics, actions, techniques, perceived effectiveness, characteristics or attributes from a
selected or random community, or category of a specific population (Babbie, 2010; Creswell, 2009;
Salkind, 2009). Descriptive and inferential analysis was performed on the data collected using
Netica, SPSS, and Minitab.

The research survey process for this study maintained the strictest confidence of respondent

information and identities, as required by the GWU Institutional Review Board (IRB). No personally
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identifiable information (PIl) was acquired, and all metadata associated with each respondent was

securely discarded.

3.2 EXPERT ELICITATION

Expert elicitation (EE) is often used when it is not feasible to collect empirical data for statistical
analysis (Cooke 1991). According to Ryan, et. al., EE is designed to elicit, codify, and combine the
knowledge of people who have significant experience or expertise in a defined field in order to
assess unknown quantities or parameters (Ryan 2012). These scholars go on to state that the use
of “expert judgment is justified when quantitative data is missing, of dubious quality, or is
insufficient for obtaining reasonable statistical results.” Various methods are noted in scholarly
research of how to elicit, codify, and combine expert knowledge, as described by Cooke (1991).
For this research effort, methods detailed by Buede, Renooij (2001), and Pitchforth (2011) was
used based on its extensive application in Bayesian analysis. Bayesian Networks are often
created through the process of EE (Pitchforth 2012).

Studies have shown that experts tend to be overconfident about their judgments (Tversky
1974, Lin 2008, Flandoli 2011). Heuristics and biases are issues that often arise when eliciting
information from experts. To overcome these relevant concerns, scholars recommend a well-
structured elicitation process. According to Kahneman et. al., (1982) and Renooij (2001), bias is a
systematic tendency to take into account factors that are irrelevant to the task at hand, or to ignore
relevant facts, thereby failing to make an inference that any appropriate normative theory, for
example probability theory, would classify as necessary. There are two types of biases to
consider: motivational bias, which is caused by personal interest or circumstances experienced by
the expert; and cognitive bias which arise during the processing of expert information with the use

of heuristics (availability, anchoring, representativeness, and control) (Kahneman et. al., 1982).
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Motivational bias can be mitigated by reassuring the respondents that their responses are for
information only and not a promise or commitment. Cognitive bias can be minimized by letting the
respondent know that they exist and by subjecting the experts to calibration (Hubbard, 2016). The
survey should consider these concerns in deciding upon the survey method used (Renooij 2001).
This research has taken specific steps to minimize bias, inconsistencies, potential errors, and

overconfidence. The following process was used to elicit relevant data from respondents:

Step 1: Expert Selection

Experts were selected by various representatives of each hospital solicited for data on this study
(Hospital Risk Assessment Office, Administrator of hospital, Chief Information Technology Officer,
etc.). Each respondent was selected based on their domain knowledge of hospital operations and
their ability to assess patient impacts. The respondents were advised that their individual
participation would remain anonymous and data provided would be voluntary, with no obligations
or retribution to their employment. They were also assured that the accuracy of their information

need only be based on their experience (Renooij 2001).

Step 2: Set Foundation for the Expert

During initial contact, the expert was advised of the purpose of the study, to include background
information, definitions, and scope. Expectations were detailed and the confidentiality of personal
information was emphasized. Special care was taken to ensure that the same contextual
information was provided to each participant in a common manner so as not to introduce bias in

judgment (Boring, 2005).
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Step 3: Train the Expert

Participants were subjected to an electronic survey which included an introduction and described
the purpose of the study. The introduction described the basic process and flow of the survey, and
each section provided necessary instructions for completion. The goal of this activity was to
ensure the expert felt comfortable with the process and understood with clarity the objective of the
survey instrument. The multiple choice, five-point Likert scale questions eased the burden of the

respondents who may have not been comfortable with providing direct probability distributions.

Step 4: Elicitation of Judgments

Responses were collected via a web-based, electronic tool (Survey Monkey). Experts were asked
to provide minimal demographic information (i.e. years of experience, medical profession, and
experience in ICU or other emergency patient care). Expert responses were calibrated based on
absolute agreement in accordance with Intra-class Correlation Coefficient (ICC). Probability
distributions were indirectly elicited from each expert, capturing the likelihood CI service disruption

impacts to patients. The elicited data was used to validate the behavior of the BBN model.

Step 5: Aggregating the data for Consistency

Upon completion of the survey, verification consisted of checking whether the elicited probabilities
are coherent, obey the laws of probability, and are reliable (Fenton, 1998). According to Renooij,
an indication of the validity of the assessments can also be obtained by entering observations into
the belief network and computing the effect of the observations on the probabilities for certain
variables of interest. The outcomes for these variables can then be checked against available data

or presented to the expert (Renooij 2001).
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3.3 SURVEY SCALE

The scale used for this survey instrument consisted of a five-point Likert scale. The questions
were rank ordered from lowest (very unlikely) to highest (very likely). As noted by Fowler, Hayes,
Nunnally, Punch, Weisberg, a graduated scale will maximize the degree of variability in the
responses and lend itself to an analysis of continuous variable data (Fowler, 1995; Hayes, 1998;
Nunnally, 1978; Punch, 2003; Weisberg, 1977). The chances of misclassifying the data due to
reverse coding will be significantly reduced with rank ordered responses (Punch, 2003; Weisberg,

1977). Each rank order corresponded/coded to a probability distribution as follows:

1 2 3 4 5
Very unlikely Unlikely Need More Info Likely Very Likely

(0-20%) (21-40%) (41-60%) (61-80%) | (81-100%)

3.4  EXPERT ELICITATION CALIBRATION

Various methods exist on how to elicit, structure, combine, and calibrate an expert’s response to a
survey (Ryan 2012; Flandoli 2011; and Cooke 1991). Cooke’s Classical Method (1991) suggests
weighting expert's opinions and experience with “seed questions,” to which the answers are
generally available and typically known by subject matter experts in the field to be studied. How
the experts respond are scored in accordance with the true answers and consequently weighted.
The weights are derived from a combination of the expert response to the seed questions and are
used to calibrate the “accuracy” of the experts’ opinion. Calibration measures the statistical
likelihood that a set of experimental results corresponds with the experts’ assessments (Cooke
2004). Alternatively, Hubbard (2016) discusses how he facilitates workshops to “calibrate the

expert” to improve one’s ability to subjectively assess odds. He teaches various methods to
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reduce overconfidence and underconfidence in responses — known challenges to eliciting expert
judgment.

Expert responses used in this study were not calibrated as offered by Cooke, given no seed
questions were offered within the survey to calculate weights. To account for this, we attempted to
take extreme care during the expert training period, as preferred by Hubbard — calibrate the expert.
The probability distributions collected from experts were used to confirm BBN validation, i.e., does
the model behave as it should; are the simulated results as expected.

This overall elicitation approach was taken with caution and considered a sound way to
minimize biases and under/overconfidence. The following considerations were taken into account
to proceed with this method, when no other data exist (Johnson 2010):

e Detailed training of experts prior to the survey

Clear, standardized instruction script

Provided Likert scale with corresponding probability distributions

Avoiding use of scenarios or anchoring data

Allow for comments or feedback

3.5  SURVEY INSTRUMENT

This research leveraged the flexibility and convenience of a professional online tool (Survey
Monkey) used to collect data, extract, and compile the final results. Survey Monkey is a
convenient, web-based tool, available 24/7 to respondents during the data collection period.
Although many researchers find several advantages to using the online survey tool, such as being
cost efficient and providing quick results. Survey Monkey also allows for various design methods
to present/display questions and collect responses, it has a global (electronic) reach to extend

beyond places a researcher could physically be present, and it also tends to have a higher
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response rate than other popular methods. Detailed benefits are described below:

Benefits of Electronic/Online Survey:
http://writing.colostate.edu/guides/page.cfm?pageid=1406&guideid=68

Cost-savings: It is less expensive to send questionnaires online than to pay for postage
or for interviewers.

Ease of Editing/Analysis: It is easier to make changes to questionnaire and to copy and
sort data.

Faster Transmission Time: Questionnaires can be delivered to recipients in seconds,
rather than in days as with traditional mail.

Easy Use of Preletters: You may send invitations and receive responses in a very short
time and thus receive participation level estimates.

Higher Response Rate: Research shows that response rates on private networks are
higher with electronic surveys than with paper surveys or interviews.

More Candid Responses: Research shows that respondents may answer more honestly
with electronic surveys than with paper surveys or interviews.

Potentially Quicker Response Time with Wider Magnitude of Coverage: Due to the
speed of online networks, participants can answer in minutes or hours, and coverage can
be global.

Same strength as written survey

Ability to consistently track responses

Automatic randomization of questions and answers choices to remove potential biases

Drawbacks to Electronic/Online Survey:

Sample Demographic Limitations: Population and sample limited to those with access to
computer and online network.

Additional Orientation/Instructions: More instruction and orientation to the computer
online systems may be necessary for respondents to complete the questionnaire.
Potential Technical Problems with Hardware and Software: Computers have a much
greater likelihood of "glitches" than oral or written forms of communication.

Potential for SPAM
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e Potential for survey fatigue

The survey questions were designed to be simple, straight forward, and elicit an intuitively positive
response (Punch, 2003; Weisberg, 1977). The questions were also designed to be without
negative statements, which have been known to confuse respondents and lead to non-normal,

diverged, and skewed distributions and result in weaker statistical correlations (Hayes, 1998).

3.6  VALIDITY OF SURVEY INSTRUMENT
Purpose: To collect relevant data for the purpose of understanding how hospitals assess,

measure, and/or utilize the following:

e Hospitals utilization/implementation of metrics to trigger alternate critical systems for
water, power, and communications

e Likelihood of Impact to hospital and/or critically ill patients, given a limited or complete
service disruption of power, water, or communications to the areas of cardiac care,

dialysis, and oxygen/ventilator — services to which the critically ill patient is dependent.

Approach: The results of the survey were used to validate the findings of the conceptual
framework. To determine if the results of the survey instrument are valid and reliable, the
respondent data was evaluated against the data produced by the tool. If an instrument is
unreliable, it is also invalid, because accurate findings cannot be obtained with inconsistent data
(Carmines, 1979). A valid survey instrument serves the purpose it is intended to serve and
provides correct information (Fink, 2003). This survey instrument was evaluated based on the

following criteria/tests:
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RELIABILITY
= INTERNAL CONSISTENCY or Homogeneity using a Cronbach coefficient (a >0.7)
o Measures the extent to which a technique, experiment, or measuring procedure
assess the same characteristic or quality.
= INTER- AND INTRARATER RELIABILITY
o Measures the extent to which multiple respondents agree in their ratings of given
items.

VALIDITY

= CONTENT VALIDITY
o Measures the extent to which the question/items thoroughly and appropriately

assess the characteristics or qualities it purports to measures.
= FACEVALIDITY

o Measures the appearance of the metric/question on the surface.

3.7 VALIDITY OF CONCEPTUAL FRAMEWORK

Purpose: The objective of the conceptual framework is to provide relevant information for the
purposes of providing proactive protection and resilience to Cls and dependent resources. In
doing so, the validity and reliability of the conceptual framework was evaluated. Specifically, the
following approach was used to measure the tools’ effectiveness for its purpose, and its ability to
perform as a hybrid model to measure and assess security effectiveness of Cls and dependent

resources.

Approach: Previous research performed by the DHS identified relevant variables used to
measure effectiveness for Cl protection and resiliency. This research was furthered by using those

variables within the conceptual framework (BASE m2d) to demonstrate the ability to quantitatively
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and qualitatively measure and assess security effectiveness of Cls and dependent resources.
Further, the data collected from medical professionals was used to validate the results of the hybrid

conceptual model.

3.8 DATA COLLECTION

Data was collected and provided from various sources as described herein. Ten medical
professionals from 10 distinct hospitals provided data through expert elicitation, to validate the BBN
model and expected results. DHS and various sources discovered through research provided the
relevant variables used for the SSEI and HHM. The specific Cl categories and hierarchical
relationships used in this study were extracted from the Department of Homeland Security (DHS)
National Infrastructure Protection Plan (NIPP) and their associated Sector Specific Plans (SSP).
Historical and relational data was used as prior probabilities for the BBN analysis from sources
such as the medical professionals, DHS, Verizon 2013, 2014, and 2015 Breach Reports, Symantec
Annual Security Threat Report, and Verisign. Specific data for each Cl was collected from
government sources such as DHS in collaboration with the Department of Energy (DOE), Water
Waste and Sewage (Environmental Protection Agency), and the Communications sector (National
Communications Systems). Previous research performed by the DHS identified relevant variables
for Cl protection and resiliency (CIP/R). Patient impact data was collected per the Institutional
Review Board (IRB) guidelines, ensuring no personally identifiable information was acquired,
attributed, or misused. Survey Monkey, a web based renowned vendor often used in academic
research, was employed during this study as the survey instrument to facilitate the collection of
patient impact data from medical professionals. Results of the survey were used to validate the

BBN model and overall conceptual framework.
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CHAPTER 4 — HosPITAL CASE STUDY

41  CASE STuDY BACKGROUND
Public trust depends upon the sustainability, resilience, integrity, and availability of national
Healthcare and Public Health (HPH) critical infrastructure [NACCHO 2014]. Continuity of
healthcare and public health services are critical to response and recovery following a disaster or
emergency [NACCHO 2016]. Results from this research reveal that hospital engineers have
performed due diligence to ensure if power is disrupted or water supplies have been tainted or
halted, backup generators and alternate water supplies are available to maintain critical services.
However, this research further revealed that most hospitals have not performed additional risk
assessments to evaluate implemented security measures to allow them to understand, evaluate,
and reduce the potential impact of a Cl DoS (e.g., water, power) to a patient or medical device.

Understanding how and where to properly address and allocate security measures in a
budget-constrained environment will prove invaluable to ensure these critical resources/services
are uninterrupted (or have minimal or acceptable impact). This case study models a critically ill
patient in ICU who depends on medical equipment (dialysis, defibrillator, etc.) for survival. Given a
DoS to a Cl (power, water, etc.), the hospital could be subsequently impacted if the proper back-up
resources are not engaged or available in a timely manner

Multi-order, cascading effects are important to understand given they can occur as a result
of a direct or indirect attack or occurrence. A Cl failure or DoS (resulting in a partial shutdown or
complete shutdown) can be due to a successful attack, whether virtual or physical, intentional or
unintentional, potentially having a 2nd, 3rd, or 4t order effect [Figure 2]. The case study modeled in

this study examines the 4 order effect to a patient that is depending on Cl services to sustain life.
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Figure 2. Cl Interdependency Multi-Order Effects

4.2  CASE STUDY APPLICATION

The Bayesian Approach to Security Effectiveness with metrics, modeling and decision-support
(BASE m2d) framework uses a hospital case study to demonstrate the overall methodology.
Described herein are the steps to perform a risk-assessment using the CI/DR-HHM, calculate the
SSEI, and perform “what-if” analyses to determine the potential impact to a dependent resource
(hospital or patient) given a successful DoS to one or more Cls (water, power, communications).

Figure 4 represents the general flow of the BASE m2d framework.
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Figure 4. General Flow of BASE m2d Framework

The following sections describe the ten-step methodology of the BASE m2d framework. The first
three steps define the problem-solution space; Steps 4-7 assess the current security posture using
metrics, the operational environment from multiple stakeholder perspectives using HHM, the
overall relative effectiveness using SSEI, and the likelihood of impact using BBN; while Steps 8-10

estimate the relative risk, and describe the iterative decision analysis process.
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421 STEP1 AND 2: DEFINE OPERATIONAL ENVIRONMENT AND SECURITY GOALS

The strategic implementation of this framework begins by establishing security goals within the
operational environment. The Department of Homeland Security National Infrastructure Protection
Plan (NIPP) has developed value propositions and/or security goals for each Cl identified in the
plan. Establishing security goals includes documenting what is important to the organization and
considers perspectives of all stakeholders, to include Cl owners/operators, dependent ClI
owners/operators, vendors, consumers/customers, etc. Many decision-makers focus resources in
areas that have little to no impact on what they value, and without the full consideration of the
operational impact; thus, leading to security compliance with little security effectiveness. Once
goals are established within the operational environment, measures can be directly implemented to

monitor progress toward achieving those goals in accordance with the value proposition.

HPH Security Goal: For the HPH sector or hospitals, it is crucial that they maintain
(resilience) a certain level of business continuity to preserve human life and to protect

the confidentiality of information for their patients and personnel.

The HPH security goal identified above can be divided into two separate targets to protect: human
life and patient information. This case study focuses on preserving human life to demonstrate the
capabilities of the model; however, the model is extensible to include an analysis of the impact of a
successful attack on patients’ personal information, as well. That case is excluded here based on
the threat (DoS) in question, which is often employed for purposes other than to exploit personal

data.
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4.2.2 STEP 3: IDENTIFY DEPENDENCIES

Internal and external dependencies (also known as potential attack paths) to the protection target
or security goal (hospital, patient), within the operational environment can indicate vulnerabilities.
Specifically, if there is a penetrable entry or exit point (link) to or from the target, strategic
consideration should be given to apply appropriate measures of protection or resiliency to prevent
undesired effects in the event of an attack or natural disaster. Links/dependencies may be
identified as having virtual and/or physical access and should be prioritized, especially in a budget
constrained environment. Identifying dependencies between Cls (water, power, communications)
and dependent resources (hospital, medical devices, patient) provides the topology to construct the

general Bayesian Belief Network.

THE METRICS

4.2.3 STEP4: ASSESS/IMEASURE THE SECURITY POSTURE

Relevant metrics should be identified and implemented to assess the current security posture of
the organization, particularly metrics that acknowledge and indicate internal/external degradation of
the infrastructure. Metrics chosen should pass the “so-what” test and should be selected in relation
to the security goal within its operational environment. They should be identified and defined
around the problem space. Without metrics, organizations will find it difficult to accurately gauge
effectiveness and articulate improvement. When metrics can be quantified as a number or
percentage, are contextually relevant, and measured consistently, they confer credibility to the
overall assessment (Jaquith, 2007). Jaquith goes on to state that good metrics should facilitate

discussion, insight, and analysis.
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Security metrics are the servants of risk management, and risk management is about making
decisions. Therefore, the only security metrics we are interested in are those that support

decision making about risk for the purpose of managing that risk (Jaquith, 2007)

Getting the right metrics requires asking the right questions. Cyber-attacks may cause a temporary
disruption (minutes to hours), while natural disasters such as tornadoes or hurricanes may cause
long-term outages (weeks to months). A question such as “are failover settings for the backup
generator sufficient to not have a negative effect on the patient, in the event that power is disrupted
at the hospital's main plant,” should lead to identifying the appropriate metrics that ensure the
ability to proactively monitor status and plan accordingly. Medical devices dependent on Cl
services would benefit from metrics such as mean time between failure (MTBF) for monitoring or
alarm if a failover system (power, water) exceeds a certain value. Asking how long a backup
generator can support a critically ill patient surviving on a ventilator before asphyxiation or brain
damage occurs should also result in relevant metrics. Although the answer to this question may
depend on the severity of the patient’s illness, the reliability and sustainability of the medical
equipment should be measured, understood, and baselined accordingly, to assist in proper
planning.

Penetration testing should also be performed and results included in the overall
assessment to continuously monitor and capture anomalies due to unsolicited or unintentional
physical or cyber access. These combined techniques provide an understanding of the current
security posture and insight into the strength or weakness of the enterprise.

The BBN model developed for this research is structured such that if current measures
indicate an unacceptable impact to the patient, additional or alternative security measures should

be implemented and assessed. Threshold and objective parameters should be considered for
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each metric (there may be cases where threshold parameters may be sufficient). Identifying these
parameters and monitoring for trends or outliers will allow emergency personnel to take appropriate
actions prior to an undesirable event. Such metrics would be useful to ensure resiliency. Step 4
results in the identification and assessment of relevant performance metrics by stakeholders that
further assist in understanding and monitoring the health of the enterprise.

Below, we provide an example set of performance metrics to be used for the protection

and resilience of Cls or dependent resources is provided in Tables 3 and 4.

Table 3. Reference Metrics for Critical Infrastructure/Dependent Resource Protection

Critical Infrastructure Protection
Definitions Example Effectiveness Metrics

The measures implemented that determine if an time to detect unauthorized access
unauthorized action has occurred or is occurring.

The measures implemented that are perceived by # of (internally/externally)

adversary as too difficult to defeat advertised security measures in
place compared to actual
occurrences

The measures implemented that prevent # of unauthorized accessor attacks

damage/disruption/exfiltration after an unauthorized contained (DMZ) / total

action has occurred or is occurring. unauthorized accesses or attacks

The measures implemented that reduce the potential % reduction in attack surface

impact of an attack or unauthorized access
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Table 4. Reference Metrics for Critical Infrastructure/Dependent Resource Resilience

Critical Infrastructure Resilience
Definitions Example Effectiveness Metrics

- The measures implemented that withstand % of failed attempts (external)

unauthorized actions or attacks

The measures implemented that are enabled upon time to shutdown services, access, or
detection of unauthorized access alter path upon detection of

unauthorized access
Recover

The measures implemented that enable re- time to reinstate services after attack
instatement of services after unauthorized attack or disruption

The measures implemented that contain or minimize % of detected attacks contained or
the impact of an attack quarantined

The measures implemented that activate alternative % of service availability after attack;
services upon attack or detection of attack # of redundant systems for critical
services

424 STEP5: ASSESS MULTIPLE DIMENSIONS/PERSPECTIVES [CI-HHM]
[Steps 5 and 6 are closely linked. Step 5 details the risk-assessment process using HHM which is

required to calculate the Systems Security Effectiveness Index (SSEI), discussed in Step 6.]

This extensible CI/DR-HHM is provided with hierarchical and dimensional categories to
allow the CI/DR owner/operator to perform a risk-assessment of his/her infrastructure. Each
category (threats, vulnerability, protection, resiliency, and interdependency) is used by the
stakeholders to assess the security measures currently in place or proposed. Each stakeholder
responds to a series of the same questions from the perspective of their own discipline (e.g.
engineer, IT specialist, doctor/nurse, hospital administrator, etc.). This includes a combined
stakeholder threat and vulnerability analyses, for example, to determine the extent to which each
discipline effectively implements measures to reduce vulnerabilities, employs threat modeling,
plans for protection and resiliency, and considers interdependencies of other Cls and relevant
resources. The strength (or weakness) of security measures employed by an organization is
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calculated based on a combined stakeholder risk-assessment of each CI/DR-HMM category. The
quantified results identify areas of deficiency, thus implying areas where improvements can be
made. The Cl owner or dependent resource facilitator should evaluate (weight and priority) each
CI/DR-HHM category per their risk tolerance and goals.

Figure 2 illustrates the third order (hierarchical) graphical representation of the CI/DR-HHM,
with general weights uniformly distributed among its five categories. Adjacent to each sub-
category is the max weight a CI/DR owner/operator would self-assess the effectiveness of the
security measures they have in place. The decision-maker combines the results of the risk-
assessment completed by multiple stakeholders (internal and external), such as risk managers,

engineering, IT, and medical professionals to calculate the SSEI, described in Step 6.

Stakeholder
o Societal
Dimensions ==% +  Temporal .
o Legislative Critical
Geo-Spatial Infrastructure/Dependent
Resource

| r T T
Categories ———————— » | THREATS l VULNERABILITIES PROTECTION

INTER-
RESILIENCE
DEPENDENCIES

Resist Internal

il

f 1 I
Sub-Categories- n -b l Intentional l Personnel Detect
I

.05 04—

1 .05

1 : : e
I_-’ Internal Internal l Physical l Deter l Respond External
T .05 .05 T 05 T 05 T 04 :
p—
l External External l Operational l Neutralize ' Recover
05 05— .05 05 | 04
l Iuifeae- l Reduce l Absorb
Cyber
.05 .05 T .04
' Adapt
.04

Figure 2. HHM for Critical Infrastructure or Dependent Resources (CI/DR-HHM)
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Using the CI/DR-HHM categories provided in Figure 2, relevant questions should be devised by
the organization and each question should have a measurable component for monitoring and
improvement. Qualitative responses to questions such as “do we have measures in place to
protect (blank)” (yes/no); “if so, what are they and are they sufficient?” Table 5 provides a general
CI/DR-HHM scale to score the risk-assessments for each category. A general SSEI scale was

developed for this study to illustrate the concept. [Table 5 and 6].

Table 5. CI/DR-HHM SSEI Scoring Scale (by Category)

____SSEl___| Threshold
| Excellent | A7 20

[ Gooa [T 15
T 09 12
[ Poor [T 08
[ Non-Existent [ 04

Categories are identified as the main variables within the CI-HHM (threats, vulnerabilities, protections, resilience, and

interdependencies). Each of the five Cl subset categories can have a maximum value of 20 percent (0.20).

A CI or enterprise can have a strength/weakness value per category in the range from 0 - 20
percent (0 — 0.20) as shown in Table 5. This weight or value implies that the enterprise has
implemented security measures (for that category) to a certain level of effectiveness in accordance
with their value proposition or goals. The results from the CI/DR-HHM category assessment
ultimately contribute to the overall SSEI “score” [Table 6] or level of the strength/weakness of an
organization’s security posture. Subsequently, the SSEI is used within the BBN analysis to
estimate impact. This step results in an understanding of specific areas of strength and weakness
of the enterprise and facilitates the ability to better allocate resources to security measures

identified as deficient so as to reduce negative consequences.
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425 STEP6: ASSESS STRENGTH/WEAKNESS [CALCULATE THE SSEI]

The SSEl is a calculated value that indicates/quantifies the risk management steps taken to reduce
the probability of a successful attack. Emergency management personnel or decision-makers are
to assess their effectiveness index based on the degree to which they implement measures and
reduce risk identified in the CI/DR-HHM categories [Figure 3]. Security measures should include
people, process, technology, e.g., “what, if any, security measures do we have in place, in the form
of people, processes, and technology, to detect, deter, neutralize, and reduce cyber/physical
attacks?”

Table 6. CI/DR-HHM SSEI Scoring Scale (Total)

____SSEl__| Threshold
| Excellent |

.80 1.00
| Good | 60 79
| Far 40 59
| Poor 20 30
|_Non-Existent | 0 19

The individual scores of the five categories are calculated from Figure 3 and Table 5, then combined for the overall Cl-

HHM score. This total will be used to select the current effectiveness level of the SSEI in Table 6.

Table 7 illustrates scores elicited from a Department of Energy (power) engineering expert.
The CI/DR-HHM risk-assessment scores resulted in an overall SSEI score of 0.745 (75%) out of a
total possible score of 1.0 (100%). This particular ClI owner, with appropriate stakeholders,
assessed their category relative effectiveness scores as follows: Threat (0.155 of max possible
0.20), Vulnerability (0.120 of max 0.20), Protection (0.178 of max 0.20), Resilience (0.156 of max
0.20) and Interdependency (0.136 of max 0.20). Table 4 denotes that a score of 0.745 falls in the

range of “good security posture.”
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Table 7. Area of Improvement/Deficiency (Calculated SSEI)

Area for
CI-HHM SSEI (overall) T
Category Effectiveness Score  <difference>
THREAT {max 0.20) 0.155 0.045
Accidental/Internal 0.040 0.010
Accidental /External 0.035 0.015
Intentional/Internal 0.040 0.010
Intentional /External 0.040 0.010
VULNERABILITY (max 0.20) 0.120 0.080
Personnel 0.025 0.025
Physical 0.030 0.020
Operational 0.040 0.010
Info-Securit 0.025 0.025
PROTECTION {max 0.20) 0.178 0.022
Detect 0.048 0.002
Deter| 0.050 0.000
Neutralize 0.045 0.005
Reduce 0.035 0.015
RESILIENCE {max 0.20) 0.156 0.044
Resist, 0.028 0.012
Respond 0.037 0.003
Recover| 0.021 0.019
Absorb| 0.030 0.010
Adapt| 0.040 0.000
INTERDEPENDENCY {max 0.20) [%&{3 0.064
Internal 0.095 0.005
External 0.041 0.059
TOTA 0.745 0.255

Table 7 also identifies a difference score (column 3), which denotes area or room for
improvement. Given the overall score of 0.745, there is a total area of improvement of 0.255.
Specific areas can be identified to improve as the results are incorporated into the BBN model,
e.g., the Vulnerability category risk-assessment resulted in a difference score of 0.080 (having the
highest difference score). With an overall SSEI of 0.745, the BBN evaluation infers a “degraded”
impact to the patient. To improve this potentially unacceptable impact, the Cl operator would use

the difference scores to take appropriate measures to increase overall security effectiveness,
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ultimately improving their protection and resiliency. Further explanation is provided in BBN section
to follow (Step 7).

The examination of dimensional (category) elements of the CI/DR-HHM is critical to the overall
comprehensive security effectiveness evaluation.  This research reveals that societal,
environmental, legislative, and stakeholder perspectives and actions contribute to either
strengthening or weakening protection and/or resiliency measures. An example to assess security

measures from a dimensional (stakeholder) perspective follows.

Example: HHM-Stakeholder Dimension: The questions in Table 8 should be asked from the
perspective of each stakeholder (engineer, IT professional, Cl owner/operator, Physical security,
etc.).

Table 8. Exemplar Stakeholder Question Categories

[ SSElAssessmenr |

Given our implemented security measures, were our penetration
methods able to assess the following (in regards to cyber or
physical (natural or manmade) attacks)?:

PROTECTION RESILIENCY
Detect Resist
Deter Respond

Neutralize Recover
Reduce Absorb
Adapt

A complete risk-assessment would follow the same logic and questioning from the perspective of
other dimensions, e.g., for the legislation/governance/policy dimension, “are there
laws/standards/policies in place (in the form of people, processes, or technology) that enable or
prevent our ability to detect, deter, neutralize, or reduce cyber/physical threats?” If so, what are
they and are they strategically employed to protect our security goal(s)? This step exits with an

SSEI score to be incorporated next into the BBN analysis.
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THE MODEL

4.2.6 STEPT7: ASSESS IMPACT LIKELIHOOD [CONSTRUCT THE BBN]

In this study, a Bayesian Belief Networks (BBN) are generated illustrating the dependencies and
potential impacts of successful penetrations targeting Cls. The BBN is used here for its ability to
account for uncertainty and limited available data of Cl probability of attacks and
interdependency/impact data. In general, BBNs can be used as visual representations of physical
and/or logical access into and within an enterprise, information system network, Cl, or dependent
resource.

A BBN attack graph is provided at its highest level of nodal hierarchy, mapping the ClI
interdependencies of an Healthcare and Public Health (HPH) CI sector element (e.g., hospital).
Figure 5 is offered as a simplified example to help understand and elucidate this research’s use of
BBN. The fundamental question for analysis is ‘what is the probability of a hospital patient’s
degraded health (with the possibility of death) given an attack on the power plant and/or the water
facility on which the patient ultimately depends?” This is determined by identifying through expert
judgment or historical data the marginal probability of an attack on nodes B, C, and D; and
subsequently calculating the joint probability to determine the potential impact to node E (using
Bayes Theorem). Upon calculating the probability of an attack on the hospital, that assessment is
propagated toward computing the probability of its associated links (F and G). The joint probability
of nodes F and G is then calculated to assess the vulnerability of H, the hospital patient’s degraded
health or death. Netica BBN software uses the Joint Tree algorithm to make inferences that
propagate calculated probabilites to adjoining nodes.

The assessment of each node is iteratively improved given updated data/knowledge for

that node, thus continuously reducing the uncertainty and adding more information fidelity for
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decision making. Although this study considers each Cl as a black box, it should be noted that one
will increase the fidelity of a node by examining the hierarchy within each node. Internal to each
node one would consider an aggregate of factors such as security measures currently in place,
historical attack data that may be available for that node, etc. — ultimately providing additional
insight into the “strength” weight or security effectiveness level for that node — assessing it to be

less/more vulnerable to penetration.

Dependent Resource : Hospital

/ Attack [A]

Water [B] Communications [D]

’_,.f"f”(’:wer[C] T \"\\

Hospital [E]

Medical Device

[6]

Patient Care Degraded
[H]

Probability of Hospital Death [H] given
Attack [A] on Water [B]. Power [C]. Communications [D]

Medical Device

[F1

Figure 5. Simplified BBN

For this study, the proof of concept is demonstrated by using historical and relative notional data
(prior probabilities), while the unknown values are calculated through the Bayesian software
simulation tool Netica v5.15 to infer the Cl interdependency impacts to dependent resources.

The case is considered where essential interdependent Cls to the hospital have performed

their risk-assessment of security effectiveness per the CI-HHM provided and have scored
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themselves accordingly. The model structure and preliminary results were vetted by medical
professionals to confirm the model and various scenarios correctly represented their expectations.

The Conditional Probability Tables (CPT) and prior probabilities used in the hospital patient
healthcare BBN model were generated using data obtained from combined sources: medical
professionals, NIPP, DoE, DHS, Verisign, SSP, Verizon Breach Reports, Symantec, and EPA
along with best estimates and theoretical data from scenario analysis. lllustrated in the Figure 7
BBN, are various security effectiveness states of the Cls, given a successful DoS Attack or
No_Attack (on Power Cl), resulting in either No_Effect, Partial_Shutdown, or Complete_Shutdown.
The following definitions provide further understanding of the “what-if’ scenario analysis model:
No_Effect is defined as an event/attack having no significant impact/disruption, while a
Partial_Shutdown indicates that the main source has been impacted and services are only being
provided by the backup or a temporary alternate source. A Complete_Shutdown indicates that
both the main source and the backup are no longer providing service.

In Figure 7, the basic structure of the BBN with links is illustrated from the interdependent Cls
and their association to the hospital, subsequently noting the links from the hospital to the medical
devices on which a patient may be dependent to sustain life. Also noted, the network with nodes

that indicate a successful Attack or No_Attack on a Cl, highlighted in red.
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Water Power
No_Effect 100 No_Effect 100
Partial_Shutdown 0 Partial_Shutdown 0
Complete_Shutdown 0 Complete_Shutdown 0

Communications
No_Effect 100
Partial_Shutdown 0
Complete_Shutdown 0
Hospital
None 100
Limited_Service 0
No_Service 0
Ventilator Dialysis_Machine
» | None 100 None 100 ]
Degraded 0 Degraded 0 |
Out_of_Service 0 Out_of_Service 0
Ventilator_Patient Dialysis_Patient
None 100 None 100
Degraded 0 Degraded 0
Critical 0 Critical 0

Figure 6. Representation of BASE m2d Model of DoS attack on Cls (w/o SSEI)

The CI_DoS Attack nodes in in Figure 6 are shown in red. Upon compilation, the dependent
nodes are then calculated to assess the potential impact to the hospital and subsequently to the
patient. The patient is assumed to be in the ICU and totally dependent on the medical device
(dialysis, ventilator, etc.). This model structure allows one to assess the impact to either the
hospital or patient target node of interest. Additional nodes can be added, ultimately adding to the
complexity of the interdependent nature of the Cl, enterprise or organization.

The estimated risk-assessment from each Cl is now folded into the SSEI nodes indicating the
Cl strength or weakness. Until the SSEI rating/score is entered, the BBN model assumes a
uniform distribution, essentially stating that the score is unknown at the time of compilation. Upon
knowing/evaluating the respective Cl SSEI or posture, that value is inserted as a Finding or as
Evidence in the model. However, the other Cls will be estimated or varied to perform an
appropriate “what-if’ scenario analysis. As more evidence or data is known or observed, the
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results of the model are improved. Performing this step results in estimating the likelihood of

impact to a patient given a cascading failure from a DoS attack on a CI.

DoS_Attack_Water

Attack

No_Attack  50.0 s
50.0 pum—

Ventilator_Patient
None 173m
Degraded  23.2
Critical 59.5 jm—

SSEI_Water SSEI_Power
Excellent of T T SSEI_Communications Excellent 167 m
Good 0 Excellent 0 - Good 25.0 =
Fair o || Good 0 Fair 50.0 —
Poor Fair of v Poor 8.33
Poor 100 j—
Water Power
No_Effect 159m No_Effect 47.9
Partial_Shutdown 40.9 Partial_Shutdown 31.3mm
Complete_Shutdown  43.2 s Complete_Shutdown  20.8
% EffeCICommunlcatwggss DoS_Attack_Comm
Ll Bl e —
Partial Shutdown  26.9 jum flo_Alack 200 ="
Complete_Shutdown ~ 31.3 =
Hospital
None 318
Limited_Service 22.7
No_Service 45.5
Ventilator Dialysis_Machine
None 173 None 376 . ————
Degraded 232 Degraded 192m D
Out_of_Service 59.5 jm— Out_of_Service 43.2

Dialysis_Patient

None 37.6
Degraded  19.2

Critical 43.2

Figure 7. Representation of SSEI Analysis given DoS Attack on Power ClI

BASE m?d allows the decision-maker to assess from Cl or dependent resource, i.e. “illustrate how

the CI's SSEI strength/weakness potentially impacts the hospital or the patient.” An operator could

go further to assess or determine “what is the minimum SSEI one could have so as to not have a

critical impact?” The scenarios to be evaluated are numerous, each potentially enabling the

decision-maker to make more informed and proactive improvements for better protections.
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Figure 7 illustrates how the use of SSEI HHM (blue nodes) assessments can be used to make
decisions to ultimately improve a Cl element’s security posture. Upon determining the SSEI score
from the risk-assessment, the CI-HHM BBN model was used to evaluate impacts to a Cl facility,
dependent hospital, or patient given a successful DoS. Figure 7 also illustrates how the Water Cl
and Communication Cl have experienced a successful penetration, which yields a “Poor” relative
effectiveness index. The model indicates that given a “Poor” index, the probability of
Complete_Shutdown on Water and Communications is 43.2% and 31.3%, respectively, given a
successful DoS attack on Power (due to their interdependence). Additionally, the impact to the
hospital is noted as having a 45.5% probability of providing “No_Service” to dependent resources
given the Cl vulnerabilities. Subsequent actions by the hospital to improve the index should result
in a lower likelihood of providing “No_Services” to the hospital.

Further analysis revealed a 43% probability of potential “critical” impact to the patient. A
“critical” impact score to the patient indicates a life-threatening result due to the grave nature of the
patient’s condition and their total dependence on the medical device that is providing services.
Given an unsatisfactory potential patient impact score, the SSEI risk-assessment (difference
scores) that was previously performed is re-assessed. This re-assessment specifically seeks to
target/improve security measures that would strengthen or reduce the impact to the target goal
(patient). This evaluation is an iterative process with the goal of continual, targeted, security
effectiveness improvement.

Decisions can be made given various trades from the scenario analysis, taking into account
the security goal, risk priorities, and budget constraints. The “difference scores” indicated in the
SSEI table allow the Cl operator to strategically target specific areas of improvement for better

protections.
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4.2.7 STEPS 8-10: DECISION ANALYSIS

The decision-maker has now examined, based on his security goals, “What can go wrong and its
impact?” (steps 1-6), “How likely is it to go wrong?” (step 7), and “What are the possible
outcomes?” (Steps 1-7). From Step 7, we have learned the likelihood of impact to the patient in
the event of a Cl DoS attack. Step 8 -10 uses this information to make strategic decisions based
on relevant goals. Upon estimating the risk to the patient, as categorized in the model (Step 8), the
decision-maker proceeds to Step 9 to determine if the risk is acceptable to sustain life until
alternative protective or resilient measures take effect. Step 10 responds to the respective answer:
If “yes,” re-assess periodically for new threats or assessments; If “No,” implement new/additional
measures based on self-assessment risk analysis (difference scores).

The BASE m2d methodology seeks to empower emergency management personnel with
the ability to make risk-informed decisions given the realities of the world we live in today —
uncertainty; sophisticated adversaries; limited data; and adaptive, complex, and interdependent
infrastructure. With the insight gained from using the multi-dimensional approach, we have
potentially uncovered otherwise hidden areas of risk. Coupled with BBN, the user can

operationalize the stakeholder information to make strategic decisions.

CHAPTER 5 - DATA ANALYSIS AND RESULTS

5.1  ANALYSIS OBJECTIVES
This section describes the analysis of data gathered and presented by this research. Data analysis
consisted of analyzing demographic, descriptive data, inferential data, response data, and reliability

data (i.e., Cronbach alpha). Statistical software (i.e., Minitab, SPSS and Netica) was employed to
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perform the necessary analysis. There were two main objectives identified for the analyses
performed in this research: 1.) Reliability and Validity of Survey Instrument; 2.) Validity of
Conceptual Framework. Ten (10) respondents/representatives from ten distinct hospitals
participated in the online survey. The analysis revealed internal reliability and validity of the survey

instrument and the framework. The findings of each are detailed in the following sections.

5.2  DEMOGRAPHIC DATA

Demographic data were collected on respondents on specific job function in the medical
profession, with options of physician, nurse practitioner, or administrator. Research revealed that
any of these professions would provide relevant data regarding the objectives of this study. Years
of experience and experience in ICU data were also collected.

Thirteen hospitals were solicited for expert knowledge on risk management, metrics,
procedures, and policies regarding Cl service interruption impacts to patients. Ten hospitals
responded by completing a 60-question electronic survey, to include comment sections of
voluntary information allowing for elaboration of selected answers or to provide additional details.
A majority (7 of 10) of the survey respondents were tenured medical professionals (10 years or
more experience in a medical field). All respondents were identified as personnel experienced and

qualified to speak on behalf of their hospital.
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Less than 1 1-5years 6-10 years 11-15 years
year

16 or more
years

Figure 8. Survey: Years of Experience in Medical Field

[ )

Physician Nurse Administrator

Figure 9. Survey: Medical Field Profession

[S]

Yes No

Figure 10. Survey: Experience in Intensive Care Unit (ICU)
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In this research, experts are loosely defined as a nurse, physician, or administrator knowledgeable
in the hospital’s risk management practices, and having a clinical understanding of patient impact
given specific service interruptions. Respondents experience in ICU was relevant to understand
their appreciation of emergency equipment operations and significance to patient’s survival.
Although ten experts were surveyed, five experts are usually sufficient for most elicitation efforts.
Clemen and Winkler (1985) discussed that data saturation can occur and that diminishing returns

have been observed when including additional experts.

5.3 METRICS

Basic and publicly available metric data was elicited from respondents for two purposes: 1)
understand knowledge of medical professional staff of hospital protocols and procedures regarding
measures used to trigger alternate systems, and 2) Calibration of expert judgment information, if

desired. Questions and responses are summarized below.

What metric is used to trigger backup POWER generator?

Answer Choices Responses

Main source off for greater than S minutes (1) 0.00%

Main source off for less than S minutes (2) 50.00% 5

Unknown (3) 50.00% 5

Mo metric used (4) 0.00%

Total 10

Basic Statistics

Minimum Maximum Median Mean Standard Deviation

2.00 3.00 250 2.50 0.50
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What metric is used to trigger backup WATER supply?

Answer Choices Responses
i : : R P ) . oy 10.00% 1
Main source off or contamination detected in grester than S minutes (1)
Main source off or contamination detected in less than S minutes (2) 20.00% 2
Unknown (3) 70.00% 7
Mo metric used (4) 0.00% o
Total 10
Basic Statistics
Minimum Maximum Median Mean Standard Deviation
1.00 300 3.00 260 066

What metric is used to trigger alternate COMMUNICATIONS?

Answer Choices Responses
Main source off for greater than 5 minutes (1) 30.00% 3
Main source off for less than 5 minutes (2) 30.00% 3
Unknown (3) 40.00% 4
No metric used (4) 0.00%

Total 10

Basic Statistics

Mir!imum Maximum Median Mean Standard Deviation

1.00 3.00 2.00 210 083

In summary, it is interesting to note elicited responses regarding knowledge of metrics used: 50%
were not aware of metrics used to trigger alternate power sources or generators; a disparity in
knowledge existed for metrics used for water; and more than 70% indicated they had no

knowledge of alternate measures or metrics for communications given a service outage.
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As indicated in this research, metrics are imperative to demonstrate emergency preparedness
for the public healthcare community; just as important is assessing those measures periodically
and ensuring that the staff is aware and trained to respond accordingly in the event alternate
comms are needed.

5.4  DESCRIPTIVE DATA

Data were collected from experts on likelihood of Cl service disruption impacts to patients
depending on the following medical devices: cardiac equipment, dialysis systems, and
oxygen/ventilators. Ten medical professional respondents from different hospitals provided expert
judgment on likelihood of impact (critical, degraded, no impact) given a Cl (power, water, comms)
service disruption.

A summary of analysis was performed on data collected from the respondents. The data was
grouped by Cl service disruption (power, water, comms) against likelihood of impact (critical,
degraded, no impact) to patients depending on various medical equipment (cardiac care, dialysis,

ventilator). The results were used to validate the behavior of the BBN model.

The data was collected from the respondents used a 5 point Likert scale that correlated to

probability distributions as follows:

1 2 3 4 5
Very unlikely Unlikely Need More Info Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)

Power Disruption Impact: Respondents were mostly consistent in their responses regarding
the likelihood of “critical” impact of disrupted power to medical devices. Respondents tended to
agree (between likely and very likely) that any disruption of service to power (limited or complete

shutdown) would have a higher likelihood of having a “critical” impact on a patient depending on

70



dialysis, cardiac care, and/or ventilator. More variance was noted among respondents in regards
to assessing “degraded” impact to patients given a service disruption. Respondent ability to
assess “degraded” impact to patient given power disruption exhibited a large variance, indicating
responses in this category to be inconclusive. Nevertheless, it was noted that fifty percent of the
respondents selected “need more info” to determine the likelihood of impact to a cardiac care
patient given limited power. Respondents tended to agree that “no impact” to a patient would be
less likely (between very unlikely and unlikely) given service disruption in power to any of the

medical devices. This was consistent with the BBN model results.

Water Disruption Impact: Respondents were mostly consistent in their responses regarding
the likelihood of “critical” impact of disrupted or contaminated water supply. Respondents tended to
agree (between likely and very likely) that any disruption of service to water (limited or complete
shutdown) would have a higher likelihood of having a “critical” impact to a patient depending on
dialysis, cardiac care, and/or ventilator. Respondents had a general agreement and a tendency
toward unlikely “degraded” impact to patients given water disruption, although a variance spread
was dually noted in this category. A stronger agreement among respondents (between very
unlikely and unlikely) was noted in assessing likelihood of “no impact” to patients given a water

disruption/contamination. This was consistent with the BBN model resullts.

Communication Disruption Impact: Respondents were generally consistent in their
responses regarding the likelihood of “critical” impact of disrupted comms unlikely to very likely.
Meaning, each respondent was consistently explicit that disrupted comms would have some
measure of impact to patient care. This category may have been less intuitive to respondents

which is indicated by the disparity in their response. Comms is represented here as the electronic
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response system used to communicate with emergency staff to provide the status of patients
connected to a medical device, such as an alarm to notify service has been disrupted. If
communication systems are down, medical professionals may be unaware that help is needed and
services are no longer being provided or have been degraded. Respondents tended to agree
(between unlikely and very unlikely) that any disruption of service to comms (limited or complete
shutdown) would have a higher likelihood of having a “degraded” impact to a patient depending on
dialysis, cardiac care, and/or ventilator. More variance was noted among respondents in regards
to assessing “no impact” to patients given a comms service disruption, indicating more info would
be needed to determine increase or decrease in “no impact’ likelihood. This was consistent with

the BBN model results.

5.5  RELIABILITY AND VALIDITY OF SURVEY INSTRUMENT
To determine if the results of the survey instrument are reliable and valid, respondent data is
evaluated against the data produced by the tool (instrument). Specifically, did the survey measure

what it was intended to measure. In review, the instrument was evaluated as follows:

RELIABILITY
= INTERNAL CONSISTENCY or Homogeneity using a Cronbach coefficient (a >0.7)
o Measures the extent to which a technique, experiment, or measuring procedure
assess the same characteristic or quality
*  INTRARATER RELIABILITY
o Measures the extent to which multiple respondents agree in their ratings of given

items.
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Results revealed that the survey instrument tested reliable in its ability to assess the impact to a
patient given a service disruption in power, water, and communications. Each category

demonstrated a Cronbach alpha as follows:

» Critical a = 0.936
» Degraded a=0.924
» No impact a = 0.931
These results indicate the strong internal consistency of the tools’ ability to measure the

aforementioned attributes.

To determine the intrarater reliability, the Intra-class Correlation Coefficient (ICC) was used.
This statistical measure the proportion of variance of an observation due to between-subject

variability in the true score (Fink 2003).

» Critical ICC = 0.932
» Degraded ICC =0.929
» Noimpact ICC = 0.925

The results indicate consistent responses between the respondents.

VALIDITY

= CONTENT VALIDITY
o Measures the extent to which the question/items thoroughly and appropriately

assess the characteristics or qualities it purports to measures.
= FACE VALIDITY

o Measures the appearance of the metric/question on the surface.
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Content validity is a subjective measure of how appropriate items or scales seem to a set of
reviewers identified as Subject Matter Experts (SMEs) (Litwin 2003). It typically involves an
evaluation of the survey’s content to ensure it includes relevant information or questions. Content
validity is not quantified with statistics (Litwin 2003). Instead it is an opinion from subjective
experts. The survey was reviewed by administrators of each hospital for relevance before
appointing an appropriate Respondent. The survey was deemed relevant and appropriate for its
purpose.

Face Validity is determined by an observer with an untrained eye and is considered a casual

assessment of the appropriateness of the survey instrument (Litwin 2003).

5.6  VALIDITY OF CONCEPTUAL FRAMEWORK

A major goal of this study was to develop a model that is valid in assessing the ultimate purpose of
evaluating system security effectiveness of Cls and dependent resources, given noted
interdependencies. Events and actions that occur from a dependent or linked CI have the ability to
influence the likelihood of occurrence and impact on an adjoining dependent resource. It is
demonstrated here that this phenomena can be modeled using BBN nodes with various alternating
states. The direction of influence is identified with parent-child or Cl-hospital and/or hospital-
medical device references as required by one of the rules of BBN using Directed Acyclic Graphs
(DAG). Although the direction of influence and dependence often flows from parent to child,
inferences can be made in the opposite direction. The model learns from this data and can
generate Conditional Probability Tables (CPTs) that are often used to evaluate the model
performance. The CPTs used in this research were generated from historical and relational data.
As mentioned previously, this conceptual framework is validated with the use of data identified in

the Data Collection section and correlated with data provided by experts.
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5.7

THREATS TO INTERNAL VALIDITY

Threats to validity for this research include the following:

5.8

Internal validity demonstrates a causal relationship between variables. Medical
professionals are influenced (bias and overconfidence) by many factors, and this is often
reflected in their responses. The approach used to mitigate this threat to internal validity
was to take care in training or calibrating the expert with the use of mixed method
techniques (as described in the Research Methodology section). Respondents were also
allowed to provide open comments to elaborate or ask questions, if needed. Clear
instructions and training are imperative to mitigating this threat.

Reliability of the measurements can threaten validity. The data collection instruments
included: knowledge questions to establish the credibility of the respondent, consistent
measurement scales, clear and unambiguous questions, concise and efficient
questionnaire design, and sufficient time to fill-out the questionnaire (Babbie, 1990,

Sudman and Bradburn, 2004; Valerdi, 2005).

THREATS TO EXTERNAL VALIDITY

External validity refers to the ability to apply the research results to other contexts or domains.

The external validity of this study extends beyond Cls and hospitals. Another application within the

space community is to evaluate potential impacts to satellites given a successful attack to

interdependent ground stations. The general concept has extensibility to assess and evaluate how

a successful threat to a third party’s vulnerability can impact a primary or secondary source and

vice versa.
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CHAPTER 6 — CONCLUSION

This research establishes a systematic, multi-dimensional, quantitative, metric-based framework
required to effectively assess, measure, and ultimately improve an organization’s security posture.
The utility of multi-dimensional models such as HHM and BBN and applying them to CI cyber-
physical security protection and resiliency is examined.

To achieve greater security effectiveness for Cls, a systematic approach, using Systems
Engineering principles, within the operational environment by first identifying security goals and
objectives based on what is to be protected was suggested. Second, identify all paths that lead to
the Cls that need protecting, including internal and external access and dependencies (via people,
processes, technology, infrastructure, i.e., the entire enterprise). Third, articulate what security
means are implemented from the perspective of all stakeholders. In the absence of this type of
systematic approach, organizations, enterprises, and infrastructures will remain vulnerable. This
research postulated that the understanding and influence of the strengths/weaknesses of the
enterprise are enhanced with the use of inferential statistics coupled with multi-dimensional,
metrics-based analysis. It also is important to position security professionals and other key decision
makers to measure the effectiveness of implemented security controls. Further, this framework
and methodology empowers leaders to make more informed decisions as to where resources
should be focused for more effective security.

The methodology used to address this complex problem of improving cyber-physical
security protection of the enterprise, or specifically in this case the nation’s Cls, must expand
beyond traditional approaches used today. Further, organizations, Cl owners, and operators must
have the ability to assess the effectiveness of the security program they put in place. Measures of

effectiveness (MOE) identified in the proper context (based upon security goals and the operational
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environment), using relevant performance metrics for proactive monitoring and vulnerability
assessment, can be used to not only understand security posture but also to highlight deficiencies
that would otherwise prevent the making of informed decisions toward the implementation of more

cost-effective solutions.

6.1  CONCLUSION WITH RESPECT TO STUDY HYPOTHESES

In review, the following hypotheses were asserted:

Hypothesis 1a: Probabilistic reasoning and a systems-thinking based framework can be
combined to assist in the overall evaluation (strength or weakness) of Cl and/or dependent
resources security effectiveness.

Hypothesis 1b: Probabilistic reasoning and a systems-thinking based framework can be

combined to quantifiably evaluate security effectiveness of Protection and Resiliency (P/R) for
Cls and their dependent elements.

It was shown that HHM (systems-thinking based framework) and BBN (probabilistic reasoning)
could be combined to demonstrate the strength or weakness of Cl security effectiveness by
implementing the HHM qualitative component to evaluate various elements of the CI from multiple
dimensions, and using the BBN module of the framework to dynamically assess the potential
impact of a threat in accordance with available data and identified dependencies. It was further
determined that the hybrid model demonstrated the ability to quantify the effectiveness of

protection and resiliency for Cls with the use of metrics, the SSEI, and the inherent nature of BBNS.

6.2 CONCLUSION WITH RESPECT TO STUDY QUESTIONS

In review, the following questions were asserted for this research:

Question #1: How can the assessment of security effectiveness of Cl interdependencies and
vulnerabilities be modeled proactively (before occurrence or penetration) for improved decision-
making?
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The use of BBNs allowed for the most appropriate assessment of indirect consequences of a direct
attack. The very nature of BBN development is to establish hierarchical dependencies, often to
multiple orders (31, 4t order, etc.). It was demonstrated through scenario analysis within the
framework and a hospital case study that a successful DoS attack on a Cl (power, etc.) could be

modeled proactively (before occurrence or penetration) for improved decision-making

Question #2: How can combining HHM and BBN facilitate the assessment of relative
effectiveness of Cl security measures?

The BASE m2d framework integrated both qualitative (HHM) and quantitative (BBN)
modules/components to exercise the SSEI concept, allowing a Cl owner/operator the ability to self-
assess the current security posture of their infrastructure based on their security goals and
tolerance. This self-assessment with the conceptual framework enables the ClI to ultimately make

improvements to prevent or mitigate (direct and indirect) negative impacts.

Question #3: What metrics are used by hospitals to trigger auxiliary systems in the event of a
shutdown (partial or complete)? What metrics, if any are used to warn, prevent, or absorb Cl
service interruptions?

As a result of the Respondents survey, it was surprisingly noted that many medical professionals

were unaware of any metrics used to trigger auxiliary systems in their respective hospitals.

6.3 DiscussioN
In this research, the question ‘how secure am |?” is not asked. Although a relevant question, a

more realistically attainable and measurable question is posed— ‘how effective are the security
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measures | have put in place?” More specifically, “what systematic construct or metrics have we
employed to assess that effectiveness in accordance with our value proposition or security goals?”
For example, if you have removed unnecessary accesses (via physical hardware or personnel
(root access)), you have essentially reduced your attack surface; in turn, you can measure the
effectiveness of that security implementation. Although many organizations work diligently to
ensure they are in compliance with the latest standards, it has been proven by our adversaries that
being in compliance does not guarantee security.

To effectively achieve the stated research goals, this research proposed the integration of
two hierarchical techniques to enable a qualitative and quantitative assessment of security
measures. This framework provides a risk assessment via scenario or what-if analysis to inform
the decision-maker on where best to allocate proper resources that maintain a specific and
appropriate level of service to preserve human life in the event of a Cl failure due to an attack
vector (partial shutdown or complete shutdown). In addition, it is asserted that metrics should be in
place to account for minimum mean time between failures to ensure resiliency measures are
effective. For example, a back-up generator must be triggered within a certain timeframe to ensure
a ventilator patient does not asphyxiate due to oxygen deprivation.

Additionally, the significance of attack graphs and understanding attack paths to protect an
enterprise security goal is a strategic and important step in effective and efficient use of resources.
Attack paths/graphs are to be produced from various scenarios within the Cls’ operational
environment, to include interdependencies with other Cls. BBNs are then generated from each
attack graph to identify potential areas of vulnerability. HHM has been used to identify dimensional
variables (temporal, geo-spatial, legislative, societal, stakeholders’ perspective) from which
strengths and weaknesses of each Cl node are to be evaluated. Finally, a simplified BBN threat

scenario is provided that is used to demonstrate and evaluate the Cl security effectiveness per the
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identified metrics. The overall methodology is iterative to incorporate new data or knowledge (via
BBN), to produce results with greater accuracy and fidelity; this construct is scalable and extensible
in that this method can be used for the largest Cl to the smallest architectural element (network or
enterprise) and various Cl domains; and a general process is provided for repeatability.

This study expands on knowledge, experience, and recommendations offered by previously
documented research. The hybrid methodology assesses the potential impacts to patients,
medical devices and the emergency preparedness of a healthcare facility given a Cl service
disruption. Additionally, it provides a holistic, strategic, quantitative, and measurable approach that
permits one to perform relative security effectiveness analysis in the face of uncertainty and where
limited data prevents necessary measures from being executed to ensure proper protection and
resiliency of the enterprise.

| bound and strategically target the problem-solution space by defining the operational
environment and identifying the security goals that are to be protected. This research
postulates that the understanding and influence of the strengths/weaknesses of the enterprise are
enhanced with the use of inferential statistics coupled with multi-dimensional, metrics-based
analysis. Standardized use of the SSEI would allow Cls and/or key resources to maintain and
communicate a certain “acceptable” index that merits or ensures an agreed-to level of service to its
dependent resources.

It is acknowledged that current methodologies used to address the complex problem of
improving cyber/physical security protection of the enterprise, or specifically in this case the
nation’s Cls, must expand beyond existing traditional approaches. Most security methods used
today are considered from a single-dimension. This is normally accomplished by protecting
architectural elements or components (network of routers, switches, servers) from cyber-attacks,

i.e., by configuring firewalls, implementing policies, and training users. Although these techniques
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demonstrate a noble effort, they have proved to be neither sufficient nor effective. Further,
organizations, Cl owners, and operators must have the ability to assess the effectiveness of the
security program they put in place. Measures of effectiveness (MOE) identified in the proper
context (based upon security goals and the operational environment), using relevant performance
metrics for proactive monitoring and vulnerability assessment, can be used to not only understand
security posture but also to highlight deficiencies that would otherwise prevent the making of
informed decisions toward the implementation of more cost-effective solutions. Finally, this
approach allows organizations, Cl owners, and operators the ability to assess and reduce

vulnerabilities within and across the security domain to which they interface and are responsible.

CHAPTER 7 - FUTURE RESEARCH

The SSEI scale proposed in this research could be improved, verified, and validated by CI
owners/operators and further assessed against previous cases of enterprises or Cls that have
experienced DoS attacks to test predictability and reliability. This research also recommends that
for a complex, interdependent system of Cls to effectively provide critical services to dependent
resources, more effective and efficient standards need to be implemented. Standards that
mandate Cls communicate (share information) across Cls and to those that depend on their
services, in accordance with a security effectiveness taxonomy understood by the impacted
community of stakeholders. The SSEI concept introduced in this research, if further developed,
would allow Cls to communicate in a common language at a confidential or sensitive information

level, if necessary. This would allow appropriate security measures to be considered from the
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perspective of their own internal security effectiveness evaluation, as well as the external

interdependent sources security effectiveness levels/evaluation.

This research has laid the ground work for future studies in the area of understanding,

assessing, and improving system security effectiveness for CIP/R.  The following

recommendations are offered as potential areas of research:

The Systems Security Effectiveness Index can be furthered developed by generating a
more relevant scale of measurement. This research provided a general scale to
demonstrate the concept of the hybrid framework by equally dividing each category. For
example, further research can determine if a scoring range of .95 — 100 percent should be
considered ‘Excellent’, or a range of 0 - 0.50 should be considered ‘Poor’ security
effectiveness.

The CI-HHM provided in this research established an equal scale for the variables
identified from the NIPP. Additional research could establish priorities for a specific Cl
function (Water, Power, etc.) or specific enterprise in question and place relevant weights
using models such as AHP or MAUT.

This conceptual framework was demonstrated using a hospital case study however, the
researcher believes the concept is extensible to other disciplines with varying threats
Establish an SSEI ontology that can be generalized to a relevant community and

mandated to be shared.
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APPENDIX A

Survey on Critical Infrastructure Protection and Resiliency Vulnerability
Impact to Hospital/Patient

A successful Denial of Service (DoS) attack on a Critical Infrastructure (Cl) can indirectly have
devastating and irreversible effects to those that depend on its services. Healthcare and public
health facilities rely on various Cls in order to maintain daily operations. A cyber or physical attack
on any interdependent Cl (water, power, communications, etc.) can indirectly have a detrimental
and irreversible effect on a patient’s health.

This survey is constructed to identify metrics used by hospitals to protect and/or maintain patient
healthcare and to assess the impact to a patient given a DoS or interruption to power, water or
communications to a hospital. The following questions should be answered from the expert
knowledge of a physician/nurse or administrator caring for a critically/gravely ill patient in Intensive
Care Unit (ICU) totally dependent on a device serviced by power, water or communications. Thank
you in advance for sharing your knowledge/expertise. No personal information will be elicited
or shared in this survey.

Background Information (Anonymous)

1. What is your medical profession?
a. Nurse
b. Physician
c. Administrator
2. How long have you practiced in the medical field?
a. Lessthan 1 year
b. 1-5years
c. 6-10 years
d. 11-15years
e. 16 or more years
3. Do you have experience in the Intensive Care Unit (ICU)?
a. Yes
b. No

Hospital Metrics

4. What metric is used to trigger backup POWER generator?
a. Main source off for greater than 5 minutes
b. Main source off for less than 5 minutes
c.  Unknown
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d. No metric used
5. What metric is used to trigger backup WATER supply?
a. Main source off or contamination detected in greater than 5 minutes
b. Main source off or contamination detected in less than 5 minutes
c. Unknown
d. No metric used
6. What metric is used to trigger alternate COMMUNICATIONS?
a. Main source off for greater than 5 minutes
b. Main source off for less than 5 minutes
c. Unknown
d. No metric used

INSTRUCTIONS: Assessing Impact to Patient

Answers to each of the following questions should add/total to 100%. Answers may be provided in the form of a
check mark or percentages. An example is provided below.

Example: Given a denial of service of POWER to a hospital, resulting in a complete shutdown (No power generator
or main source power), what is the likelihood of impact to a patient depending on cardiac care (ICU)

Very unlikely Unlikely Need more info Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical v
Degraded v
No Impact

This answer is interpreted as “given a complete shutdown to power, the likelihood of impact to a patient's health is very
likely to have a critical impact and 0-20% likely to have a degraded impact’. The likelihood of no impact is

assumed zero, unless answers are provided in percentages. The answer must total 100%.
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Denial of Service (DoS) - POWER

1. Given a DoS/interruption of POWER to a hospital, resulting in limited power (power generator only), what is

the likelihood of impact to a patient depending on cardiac care (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

2. Given a DoSl/interruption of POWER to a hospital, resulting in complete shutdown (No power generator or
main source power), what is the likelihood of impact to a patient depending on cardiac care (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

3. Given a DoS/interruption of POWER to a hospital, resulting in limited power (power generator only and no
main source power), what is the likelihood of impact to a patient depending on dialysis (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

4.  Given a DoS/interruption of POWER to a hospital, resulting in a complete shutdown (No power generator
or main source power), what is the likelihood of impact to a patient depending on dialysis (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

5. Given a DoS/interruption of POWER to a hospital, resulting in limited services (power generator only and
no main source power), what is the likelihood of impact to a patient depending on oxygen/ventilator (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact
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6. Given a DoS/interruption of POWER to a hospital, resulting in a complete shutdown (No power generator
or main source power), what is the likelihood of impact to a patient depending on oxygen/ventilator (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

Denial of Service (DoS) - WATER

7. Given a DoS/interruption of WATER to a hospital, resulting in limited water supply (backup water supply

only), what is the likelihood of impact to a patient depending on cardiac care (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

8. Given a DoS/interruption of WATER to a hospital, resulting in a complete shutdown (No
filtered/uncontaminated water or water from main source), what is the likelihood of impact to a patient
depending on cardiac care (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

9. Given a DoS/interruption of WATER to a hospital, resulting in limited water supply (backup water supply
only), what is the likelihood of impact to a patient depending on dialysis (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

10. Given a DoSlinterruption of WATER to a hospital, resulting in a complete shutdown ( No
filtered/uncontaminated water or water from main source), what is the likelihood of impact to a patient

depending on dialysis (ICU)
Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact
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11. Given a DoS/interruption of WATER to a hospital, resulting in limited water supply (backup water supply
only), what is the likelihood of impact to a patient depending on oxygen/ventilator (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

12. Given a DoS/interruption of WATER to a hospital, resulting in a complete shutdown ( No
filtered/uncontaminated water or water from main source), what is the likelihood of impact to a patient
depending on oxygen/ventilator (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

Denial of Service (DoS) - COMMUNICATIONS

13. Given a DoS/interruption of COMMS to a hospital, resulting in limited emergency communications (i.e.
ambulance to hospital, patient to nurse/doctor, pharmacy to vendor), what is the likelihood of impact to a
patient depending on cardiac care (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

14. Given a DoSl/interruption of COMMS to a hospital, resulting in a complete shutdown of COMMS (No
emergency communications (i.e. ambulance to hospital, patient to nurse/doctor, pharmacy to vendor),
what is the likelihood of impact to a patient depending on cardiac care (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

15. Given a DoS/interruption of COMMS to a hospital, resulting in limited emergency communications (i.e.
ambulance to hospital, patient to nurse/doctor, pharmacy to vendor), what is the likelihood of impact to a
patient depending on dialysis (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)

Critical
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Degraded

No Impact

16. Given a DoS/interruption of COMMS to a hospital, resulting in a complete shutdown of COMMS (No
emergency communications (i.e. ambulance to hospital, patient to nurse/doctor, pharmacy to vendor),

what is the likelihood of impact to a patient depending on dialysis (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

17. Given a DoS/interruption of COMMS to a hospital, resulting in limited emergency communications (i.e.
ambulance to hospital, patient to nurse/doctor, pharmacy to vendor), what is the likelihood of impact to a

patient depending on oxygen/ventilator (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact

18. Given a DoS/interruption of COMMS to a hospital, resulting in a complete shutdown of COMMS (No
emergency communications (i.e. ambulance to hospital, patient to nurse/doctor, pharmacy to vendor),

what is the likelihood of impact to a patient depending on oxygen/ventilator (ICU)

Very unlikely Unlikely Need more info | Likely Very Likely
(0-20%) (21-40%) (41-60%) (61-80%) (81-100%)
Critical
Degraded
No Impact
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APPENDIX B

Survey on Patient Impact due to Critical Infrastructure Service Interruption/Denial

1. Which of the following best describe your job

function?
gns.w or Response Percent  Response Count
ptions

Physician 10.0% 1

Nurse 80.0% 8

Administrator 10.0% 1
answered question 10

skipped question 0

2. How long have you practiced in the medical field?

Ans.wer Response Percent  Response Count
Options
Less than 1 0.0% 0
year
1-5 years 20.0% 2
6-10 years 10.0% 1
11-15 years 20.0% 2
16 or more 50.0% 5
years
answered question 10
skipped question 0

3. Do you have experience in the Intensive Care Unit

(Icu)?
gnsyv er Response Percent  Response Count
ptions

Yes 66.7% 6

No 33.3% 3

Other (please specify) 2
answered question 9

skipped question 1
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4. What metric is used to trigger backup POWER

generator?
Answer
Options Response Percent
Main source
off for greater .
than 5 0.0%
minutes
Main source
off for .
less than 5 50.0%
minutes
Unknown 50.0%
No metric N
used
answered question
skipped question

Response Count

0
5
5
0
10
0

5. What metric is used to trigger backup WATER supply?

Answer
Options

Main source
off or
contamination
detected in
greater than 5
minutes

Main source
off or
contamination
detected in
less than 5
minutes
Unknown

No metric
used

Response Percent

10.0%

20.0%

70.0%
0.0%

answered question
skipped question

Response Count

2
7
0
10
0
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6. What metric is used to trigger alternate

COMMUNICATIONS?
gnsyv er Response Percent  Response Count
ptions
Main source
off for greater 30.0% 3
than 5 ’
minutes
Main source
off for less 0
than 5 30.0% 3
minutes
Unknown 40.0% 4
No metric 0.0% 0
used
answered question 10
skipped question 0

7. Given a DoS/interruption of POWER to a hospital, resulting in limited power (power generator
only), what is the likelihood of impact to a patient depending on cardiac care (ICU)?

Need
. More . Very
Answer Very Unlikely (0- - 400 Likely (61- . _ Response
Options 20%) HLE7 =, '(2‘;° 80%) L"}%%ﬁ,/ﬁ*)” Count
60%)
Critical 1 1 2 2 3 9
Degraded 1 2 4 1 0 8
No Impact 3 0 1 0 0 4
answered question 10
skipped question 0

8. Given a DoS/interruption of POWER to a hospital, resulting in complete shutdown (no power
generator or main source power), what is the likelihood of impact to a patient depending on cardiac
care (ICU)?

Need
. More . Very
Answer Very Unlikely (0- : 400 Likely (61- . _ Response
Options 20%) Sbety (R, I(T1° 80%) L':%%%T Count
60%)
Critical 0 0 0 3 7 10
Degraded 2 0 1 1 1 5
No Impact 4 0 0 0 0 4
answered question 10
skipped question 0
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9. Given a DoS/interruption of POWER to a hospital, resulting in limited power (power generator
only), what is the likelihood of impact to a patient depending on dialysis (ICU)?

Need
. More . Very
Answer Very Unlikely (0- . e Likely (61- . _ Response
Options 20%) Dby =i, '(;'f1° B0%) ok Count
60%)
Critical 0 2 2 5 1 10
Degraded 1 2 1 0 6
No Impact 2 1 2 0 0 5
answered question 10
skipped question 0

10. Given a DoS/interruption of POWER to a hospital, resulting in complete shutdown (no power
generator or main source power), what is the likelihood of impact to a patient depending on
dialysis (ICU)?

Need
. More . Very
Answer Very Unlikely (0- . 400 Likely (61- . _ Response
Options oy Uiy @0 nfo o L ot oo
60%)
Critical 0 0 0 5 5 10
Degraded 1 2 1 1 1 6
No Impact 2 2 0 0 0 4
answered question 10
skipped question 0

11. Given a DoSl/interruption of POWER to a hospital, resulting in limited power (power generator
only), what is the likelihood of impact to a patient depending on oxygen/ventilator (ICU)?

Need
. More . Very
Answer Very Unlikely (0- . 400 Likely (61- . . Response
Options 20%) DILE7 (=, '(2‘;° 80%) “ﬁg‘g‘yg? Count
60%)
Critical 0 2 2 4 2 10
Degraded 1 1 4 1 0 7
No Impact 2 1 1 0 0 4
answered question 10
skipped question 0
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12. Given a DoSl/interruption of POWER to a hospital, resulting in complete shutdown (no power
generator or main source power), what is the likelihood of impact to a patient depending on
oxygen/ventilator (ICU)?

Need
. More . Very
Answer Very Unlikely (0- . 400 Likely (61- . _ Response
Options 20%) DTG =, '(2‘;° 80%) L";;'go,fy Count
60%)
Critical 0 0 0 2 7 9
Degraded 2 0 2 2 1 7
No Impact 2 1 1 0 0 4
answered question 10
skipped question 0

13. Given a DoS/interruption of WATER to a hospital, resulting in limited water supply (backup water
supply only), what is the likelihood of impact to a patient depending on cardiac care (ICU)?
Need

g:‘:‘i‘g’ﬁ; Very Unlikely Unlikely |\I/|n<;:,e Likely L‘I’fgy Recsg’;’:tse
Critical 0 2 1 4 2 9
Degraded 1 3 1 3 0 7
No Impact 2 1 0 1 0 4

answered question 10

skipped question 0

14. Given a DoS/interruption of WATER to a hospital, resulting in a complete shutdown (No
filtered/uncontaminated water or water from main source), what is the likelihood of impact to a
patient depending on cardiac care (ICU)

Need
. More . Very
Answer Very Unlikely (0- : 400 Likely (61- . _ Response
Options 20%) Sbety (AR, I(T;o 80%) L":%B%T Count
60%)
Critical 0 2 1 2 5 10
Degraded 2 3 0 1 1 7
No Impact 2 0 0 2 0 4
answered question 10
skipped question 0
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15. Given a DoS/interruption of WATER to a hospital, resulting in limited water supply (backup water
supply only), what is the likelihood of impact to a patient depending on dialysis (ICU)?

SIS Very Unlikel Unlikel ueid Likel Very  Response
Options ery ely ely In(:‘oe y Likely Count
Critical 0 2 1 4 g 10
Degraded 0 4 1 1 1 7
No Impact 1 1 1 1 0 4
answered question 10
skipped question 0

16. Given a DoS/interruption of WATER to a hospital, resulting in a complete shutdown (No
filtered/uncontaminated water or water from main source), what is the likelihood of impact to a
patient depending on dialysis (ICU)?

B Very Unlikel Unlikel wnier: Likel Very  Response
Options Y y y Info y Likely Count
Critical 0 2 0 2 6 10
Degraded 2 2 0 1 1 6
No Impact 2 1 1 1 0 5
answered question 10
skipped question 0

17. Given a DoS/interruption of WATER to a hospital, resulting in limited water supply (backup water
supply only), what is the likelihood of impact to a patient depending on oxygen/ventilator (ICU)?

I Very Unlikel Unlikel K'ferd Likel Very  Response
Options ery Uniikely ely In‘;oe y Likely  Count
Critical 0 2 3 3 2 10
Degraded 1 4 1 0 1 7
No Impact 1 1 2 0 0 4
answered question 10
skipped question 0

18. Given a DoS/interruption of WATER to a hospital, resulting in a complete shutdown (No
filtered/uncontaminated water or water from main source), what is the likelihood of impact to a
patient depending on oxygen/ventilator (ICU)?

LB Very Unlikel Unlikel nNnied Likel Very R
Options ery Unlikely IKely Infcr)e y Likely Count
Critical 0 2 0 2 6 10
Degraded 3 3 0 0 1 7
No Impact 1 2 1 0 0 4
answered question 10
skipped question 0
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19. Given a DoS/interruption of COMMS to a hospital, resulting in limited power (power generator
only), what is the likelihood of impact to a patient depending on cardiac care (ICU)?

Need
. More . Very
Answer Very Unlikely (0- . 400 Likely (61- . _ Response
Options 20%) SUbey (A, '(';‘;° 80%) L"}%'g’o/f)” Count
60%)
Critical 0 2 1 5 2 10
Degraded 1 4 2 0 0 7
No Impact 0 2 1 1 0 4
answered question 10
skipped question 0

20. Given a DoS/interruption of COMMS to a hospital, resulting in complete shutdown (no power
generator or main source power), what is the likelihood of impact to a patient depending on cardiac
care (ICU)?

Need
. More . Very
Answer Very Unlikely (0- . o Likely (61- | . _ Response
Options 20%) Hilbeliy =i '(2‘;° B0%) ok Count
60%)
Critical 0 1 1 2 6 10
Degraded 2 1 3 0 0 6
No Impact 0 1 4 0 0 5
answered question 10
skipped question 0

21. Given a DoS/interruption of COMMS to a hospital, resulting in limited power (power generator
only), what is the likelihood of impact to a patient depending on dialysis (ICU)?

Need
. More . Very
Answer Very Unlikely (0- . A0 Likely (61- . _ Response
Options 20%) Sbeslhy (B, I(T1° 80%) L";%%T Count
60%)
Critical 0 3 2 2 3 10
Degraded 1 5 1 0 0 7
No Impact 0 2 1 1 0 4
answered question 10
skipped question 0
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22. Given a DoS/interruption of COMMS to a hospital, resulting in complete shutdown (no power
generator or main source power), what is the likelihood of impact to a patient depending on
dialysis (ICU)?

Need
. More . Very
Answer Very Unlikely (0- . 400 Likely (61- . _ Response
Options 20%) UL et '(2f1° 80%) L"}g%’,,/ff)” Count
60%)
Critical 0 3 0 2 5 10
Degraded 2 4 1 0 0 7
No Impact 0 2 1 1 0 4
answered question 10
skipped question 0

23. Given a DoS/interruption of COMMS to a hospital, resulting in limited power (power generator
only), what is the likelihood of impact to a patient depending on oxygen/ventilator (ICU)?

Need
. More . Very
Answer Very Unlikely (0- - 400 Likely (61- | . _ Response
Options 20%) Ll ) '(2f1° 8% ooy Count
60%)
Critical 0 2 2 3 3 10
Degraded 1 5 0 0 1 7
No Impact 1 2 0 1 0 4
answered question 10
skipped question 0

24. Given a DoS/interruption of COMMS to a hospital, resulting in complete shutdown (no power
generator or main source power), what is the likelihood of impact to a patient depending on
oxygen/ventilator (ICU)?

Need
. More . Very
Answer Very Unlikely (0- : 400 Likely (61- . . Response
Options 20%) BT, '(2‘;° 80%) L"}f,%’o/ﬁ? Count
60%)
Critical 0 1 1 2 6 10
Degraded 2 3 1 0 1 7
No Impact 1 2 1 0 0 4
answered question 10

109



skipped question
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