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Abstract
A Theory of Information Quality and a Framework for its Implementation in the
Requirements Engineering Process

This dissertation introduces a theory of information quality to explain macroscopic
behavior observed in the systems engineering process. The theory extends principles of
Shannon’s mathematical theory of communication [1948] and statistical mechanics to
information development processes concerned with the flow, transformation, and
meaning of information. The meaning of requirements information in the systems
engineering context is estimated or measured in terms of the cumulative requirements
quality Q which corresponds to the distribution of the requirements among the available
quality levels. The requirements entropy framework (REF) implements the theory to
address the requirements engineering problem. The REF defines the relationship
between requirements changes, requirements volatility, requirements quality,
requirements entropy and uncertainty, and engineering effort. The REF is evaluated via
simulation experiments to assess its practical utility as a new method for measuring,
monitoring and predicting requirements trends and engineering effort at any given time in
the process. The REF treats the requirements engineering process as an open system in
which the requirements are discrete information entities that transition from initial states
of high entropy, disorder and uncertainty toward the desired state of minimum entropy as
engineering effort is input and requirements increase in quality. The distribution of the
total number of requirements R among the N discrete quality levels is determined by the
number of defined quality attributes accumulated by R at any given time. Quantum

statistics are used to estimate the number of possibilities P for arranging R among the
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available quality levels. The requirements entropy Hg is estimated using R, N and P by
extending principles of information theory and statistical mechanics to the requirements
engineering process. The information | increases as Hgr and uncertainty decrease, and the
change in information Al needed to reach the desired state of quality is estimated from
the perspective of the receiver. The Hg may increase, decrease or remain steady
depending on the degree to which additions, deletions and revisions impact the
distribution of R among the quality levels. Current requirements trend metrics generally
treat additions, deletions and revisions the same and simply measure the quantity of these
changes over time. The REF evaluates the quantity of requirements changes over time,
distinguishes between their positive and negative effects by calculating their impact on
Hg, Q, and Al, and forecasts when the desired state will be reached, enabling more
accurate assessment of the status and progress of the requirements engineering effort.
Results from random variable simulations suggest the REF is an improved leading
indicator of requirements trends that can be readily combined with current methods. The
increase in |, or decrease in Hg and uncertainty, is proportional to the engineering effort E
input into the requirements engineering process. The REF estimates the AE needed to
transition R from their current state of quality to the desired end state or some other
interim state of interest. Simulation results are compared with measured engineering
effort data for Department of Defense programs published in the SE literature, and the

results suggest the REF is a promising new method for estimation of AE.
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Chapter 1: Introduction
1.1: The Origin of Modern Systems Engineering

The origin of modern systems engineering (SE) has been traced to systems thinkers
who sought new methods to resolve problems encountered during the development of
sophisticated military systems prior to World War 11 [Brill, 1998:260; INCOSE, 2011:8].
These systems generally fell into the category of detail complexity where the system
functions and architectures could be accurately represented by functional hierarchies with
clearly defined partitions, localized relationships and predictable behavior [Senge, 1990;
Calvano and John, 2004]. Although the number of possible system design alternatives
was astronomical, the relationships and possible interactions between their constituents
were well understood. Requirements engineering for such systems was relatively
straightforward. The strengths and weaknesses of a given design option could be
analyzed and its impact on system performance modeled to support the selection of a near
optimal solution. System behavior was predictable because the complexity of these
systems was not beyond the technical capacity of the SE team.

SE has matured into a formal discipline to specifically address the technical
challenges associated with highly complex systems [Simpson and Simpson, 2010:1].
Architectures of advanced systems today are software-intensive and highly integrated
with increasingly lateral, microscopic and complex interactions between their parts
[Calvano and John, 2004]. These complex systems often exhibit dynamic complexity
and emergent properties that are difficult to predict before the system is operational in its
intended environment [Senge, 1990; Checkland, 1999; Bar-Yam, 2003; Sage and Rouse,
2009:1285; Sage, 2002; INCOSE, 2011]. Requirements engineering is particularly

challenging for these systems [DAG, 2011; INCOSE, 2011:8; Hull et al, 2011].
1



Viable system solutions require a balance of reductionism and holism [Checkland,
1999:74; Rouse, 2007:261] to understand the internal and external impact of design
considerations. Functional decomposition is a key reductionism activity supporting
requirements engineering and system design efforts [DAG, 2011:236; DAU, 2001:6],
however the nature of complex systems makes it difficult to fully consider the impact of
functional architectures and design alternatives on system behavior [Calvano and John,
2004]. The ability to grasp important properties governing the behavior of truly complex
systems [Sage, 2002] may “exceed the finite capacity” [Ashby, 1958] of the SE team.
These difficulties often result in poor system requirements that need to be reworked late
in the system development effort after considerable program resources have been
expended.

The importance of SE in the development of complex systems is well documented
[DAG, 2011; DAU, 1993; INCOSE, 2011:17; Boehm et al, 2008; Honour, 2004],
however SE practitioners and program managers often struggle with timely delivery of
cost-effective systems that are fully compliant with technical objectives [GAO, 2011,
Azizian et al, 2011; AFCSE, 2010; GAO, 2009; NRC, 2008; Valerdi, 2005; Valerdi et al,
2003]. Requirements instability and underestimation of engineering effort have been
correlated with problems experienced in complex system development programs [GAO,
2011; AFCSE, 2010; GAO, 2009; NRC, 2008; Valerdi, 2005; Valerdi et al, 2003], and
these problems appear to be getting worse over time [NRC, 2008]. The trend of
increasing system complexity is expected to continue in the future as systems become
larger in scale and new technologies enable greater interconnectivity and functionality.

This trend combined with the rapid pace of technology advancement will challenge



systems engineers to improve the efficiency of their requirements engineering process
and reduce the negative effects of requirements volatility on the requirements engineering
effort. System developers with the ability to deliver more capable systems in less time
will be able to adapt more quickly to changing customer demand and gain a competitive
advantage in the marketplace.

The law of requisite variety requires system control mechanism(s) to be at least as
complex as the system(s) being controlled [Ashby, 1958; Rechtin and Maier, 1997].
Thomas and Mog [1998] generalize this concept to include the “full development
process, including engineering and project management” [Thomas and Mog, 1998]. The
requirements engineering process is the mechanism by which the requirements
engineering effort is managed and controlled. The process must account for the
complexity of the system, which would reasonably include the number of system
requirements possibilities. The ability to effectively manage and control the process
requires considerable knowledge, skill and expertise combined with precise and accurate

measurement methods.

1.2: Research Problem Situation

Major Defense Acquisition Programs (MDAPSs) develop highly complex systems for
the U.S. military. MDAPs have struggled in recent years to meet performance objectives
within original cost and schedule estimates, particularly when the technology envelope is
pushed [Azizian et al, 2011], requirements are unstable [GAO, 2011; NRC, 2008], or
engineering effort is underestimated [Valerdi, 2005; Valerdi et al, 2003; GAO, 2009]. In

a study of 96 MDAPs, the GAO found the average cost growth was $3.1 billion, 42



percent of programs had at least a 25 percent unit cost growth, and the average schedule
delay in delivering initial operating capabilities (I0Cs) was 22 months [GAO, 2011,
GAO, 2009]. Early SE, stable requirements and accurate estimation of engineering effort
have been identified as important characteristics of DoD system development programs
that experienced less cost and schedule problems [GAO, 2011; GAO, 2009; NRC, 2008;
AFCSE, 2010]. These studies and others [AFCSE, 2010; Blanchard and Fabrycky, 2005]
recommend better requirements engineering activities and identify requirements
volatility, underestimation of engineering effort and the lack of early SE as contributing
factors to poor program performance.

As part of the strategy to address these problems, the DoD implemented major
changes to its system acquisition practices in order to place greater emphasis on early SE
and reduce the negative impact of requirements volatility later in the program. Revisions
to the DoD acquisition lifecycle are illustrated in Figure 1. SE activities that in the past
represented the formal start of system development at Milestone B have been moved into
Milestone A and Materiel Solution Analysis (MSA) to ensure the system design receives
rigorous review by the milestone decision authority prior to Milestone B. These reviews
include, in part, assessments of the functional architecture based on the system
requirements and program staffing which includes engineering effort [DAG, 2011]. The
reader is referred to the DAG [2011], DODI [2008], DAU [2009] and CJCSM [2007] for
more information on the revised DoD acquisition strategy and its implementation.

Quality Function Deployment (QFD) [Akao, 2004] is a mature process that has been
used to engineer quality commercial systems for decades [Clausing and Cohen, 1994],

however QFD practitioners have also struggled with the development of complex



systems [Hari et al, 2007; Ginn et al, 2005; Cristiano et al, 2001]. These findings suggest

that the problems encountered in complex system development programs go beyond SE

processes and methods. The harsh reality is that customers and users must often choose

between lower performance, schedule delay or higher cost after significant program

resources are expended, resulting in less successful projects and lower customer

satisfaction [Miller, 2000; Kludze, 2004]. Several recent studies have suggested that a

different approach is needed to improve the outcomes of complex system development

programs [Calvano and John, 2004; Rouse, 2007; Boehm, 2006].
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Figure 1.1: DoD system development lifecycle with emphasis on early SE (adapted
from DAG, 2011; JCIDS, 2007, INCOSE, 2011; DAU, 1993) mapped to
generic system lifecycle (adapted from INCOSE, 2011; ISO/IEC, 2002).

1.3: Statement of Need

The DoD reforms seek to improve the quality and cost-effectiveness of complex

military systems, but it is unlikely that new acquisition policies and procedures alone will

5



solve the problem. Systems engineers and program managers need new methods to
improve the outcomes of complex system development programs [Calvano and John,
2004; Rouse, 2007; Boehm, 2006], and requirements engineering has been identified as
one of the most important areas in need of improvement [NRC, 2008; AFCSE, 2010;
Blanchard and Fabrycky, 2005; GAO, 2011; GAO, 2009]. “Successful technologies are
predicated on precise engineering, which in turn requires high precision measurement”
[Dowling and Milburn, 2002:1657]. A better understanding of the important underlying
properties influencing the behavior of the requirements engineering process is needed in
order to measure, manage and control the process more effectively and improve the
outcomes of SE programs that rely on requirements information to design and build the
right system the right way. There is little evidence in the literature to suggest that a
precise and accurate method for measurement of the status and progress of the
requirements engineering effort is available. There is a need for such a method to
measure, monitor and predict requirements trends and the impact of requirements
changes and volatility on the engineering effort. A method that simply measures the
number of requirements changes is expected to be imprecise and inaccurate when one
considers that changes can have positive or negative effects on the program [INCOSE,
2010:40]. If requirements are the information that enables the right system to be
designed and built the right way, and quality attributes are indicators of the fitness of the
requirements for this purpose [Hull et al, 2011], then a practical method that estimates,
measures and forecasts the positive, negative or neutral impact of requirements changes

on requirements quality would be expected to decrease the technical uncertainty of the



requirements information and improve the assessment of the status and progress of the
requirements engineering effort relative to the desired end state.

SE practitioners and organizations responsible for implementing SE earlier in the
system development lifecycle need a better understanding of the important relationships
between underlying properties of the requirements engineering process and observed
requirements engineering behavior and outcomes. Heuristics, rather than an accepted
theory [INCOSE, 2007:19] or mathematical equations, typically guide the systems
engineer in requirements engineering process. Better methods are needed to measure the
status and progress of the requirements engineering effort relative to the desired end state,
monitor the impact of requirements changes on the requirements engineering effort, and
more accurately predict when the requirements will reach the desired state. This
dissertation introduces a new theory and the REF for this purpose in order to improve the

measurement, management, and control of the process.

1.4: The SE Process

SE is a comprehensive, interdisciplinary process for identifying a cost effective
system solution that meets user needs while taking into account the entire system
lifecycle from initial concept exploration and technology development planning to
disposal [DAG, 2011; INCOSE, 2003; Eisner, 2002]. The SE process facilitates the
documentation of the technical effort that defines the system solution and guides the
systems engineer and program management team through the system development
phases. The DAU Guidebook [DAG, 2011] emphasizes that “as systems become larger

and more complex, the design, development, and production of such systems or systems



of systems (SoS) require the integration of numerous activities and processes” [DAG,
2011:168]. SE is the overarching engineering approach for “integrating all these
acquisition life cycle activities” [DAG, 2011] in order to design and build the right

system the right way.

Development
Phasing

Life Cycle
Planning

Baselines

Systems
Engineering
Process

Life Cycle
Integration

Integrated
Teaming

What System Analysis

> & Control (Balance

Customer |

Lo/ _y| Requirements
Inputs

Analysis
1 Requirements :
Loop What

Functional Analysis
& Allocation
[y

DesignL
esignLoop

Verification Design
Synthesis

How

smding uornjog

Figure 1.2: The SE Process in Relation to SE Activities [Adapted from DAU, 2001]

This dissertation focuses on the requirements engineering activities of the technical SE
process illustrated in Figure 1.2 [adapted from DAU, 2001] because system requirements
underpin all the activities that follow. The SE process starts with an effort to fully
understand the problem and system operational environment. These activities focus on

understanding the needs, top level system requirements, the system functions and the



required levels of system performance. The functional architecture is defined and
allocated to the requirements to ensure all the requirements are addressed. The design
loop synthesizes the functional architecture into a physical architecture that represents
how the system will satisfy the requirements. Requirements are validated in the process
to ensure they are necessary to build the right system that satisfies the need. The design
loop serves as the basis for analysis of alternatives to determine the preferred near-
optimal system solution. Requirements verification ensures the system or lower level
design implementations meet the requirements.

The systems analysis and control activities include the technical and process
management “required to measure progress, evaluate and select alternatives, and
document data and decisions ” [DAU, 2001:33] for each step in the SE process, including
design reviews and “risk management, configuration management, data management, and
performance-based progress measurement” [DAU, 2001:33]. Methods that assess the
status and progress of the requirements engineering effort would generally fall into the
category of systems analysis and control activities. It is well known in other scientific
disciplines that continuous measurement, monitoring and control during product
development enables adjustments to be made during the process that improve quality and
increase the probability of a desirable outcome. For example, semiconductor epitaxial
layer growth processes can be highly complex, and continuous measurement, monitoring
and control of the process enables growth of higher quality interfaces and epitaxial layers
with the right chemical composition, electrical properties and defect density. Continuous
measurement, monitoring and control of the growth process increases the information

available to the crystal grower, reduces uncertainty of the status and progress of the



material growth process, and enables corrections and adjustments to be made early to
avoid poor quality layers. As a result, quality is built into the starting material that serves
as the foundation for the design and fabrication of opto-electronic devices that satisfy
customer needs.

Similarly, requirements are the “source material” that serves as the foundation for the
design and realization of successful systems, and quality is built into the requirements
during the requirements engineering process. Practical methods that enable continuous
measurement, monitoring and control of requirements trends are needed to better
understand the status and progress of the requirements engineering effort and make more
effective adjustments during the effort to improve requirements quality and increase the
probability of a successful outcome. There is little evidence to suggest that a practical
quantitative method for continuous measurement, monitoring and control of the
requirements engineering process is available to the SE community. The reader is
referred to INCOSE [2011], DAG [2011] and DAU [2001] for more detail on the SE

process and its engineering activities.

1.5: Research Significance

This dissertation introduces a theory of information quality to explain requirements
engineering behavior observed in system development programs. The theory extends
principles of information theory and statistical mechanics to the requirements engineering
process for the purpose of gaining a better understanding of important underlying

properties influencing the behavior. The requirements entropy framework (REF) is
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introduced as a practical method for implementing the theory in the requirements
engineering process.

The REF estimates, measures and forecasts requirements trends and engineering effort
based on the proposed relationships between requirements changes, requirements
volatility, requirements quality, requirements entropy and uncertainty, and engineering
effort. Simulation results suggest the REF agrees with engineering effort data for DoD
programs published in the literature [Valerdi, 2005]. If technical uncertainty of
requirements information decreases as requirements quality increases and the objective of
the requirements engineering effort is to define a complete set of requirements with
sufficient quality to enable the right system to be designed and built the right way, then a
method that quantifies information uncertainty and entropy in terms of requirements
quality and accounts for the number of possible requirements quality distributions
relative to the desired state is likely to provide a better understanding of the status and
progress of the requirements engineering effort than methods that simply measure the
number of requirements changes alone.

Technology refers to “the application of scientific knowledge for practical purposes”
[OED, 2013]. The REF is evaluated using simulation experiments to investigate its
practical utility as a new technology for measuring, monitoring, and forecasting
requirements trends and estimating the additional engineering effort necessary to

transition the requirements from their current state of quality to the desired end state.
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1.6: Dissertation Overview

This dissertation is organized into eight chapters. Chapter 2 reviews the SE literature
with particular emphasis on the requirements engineering problem, the positive and
negative impact of requirements changes on the engineering effort, and the importance of
requirements quality. Also included is a brief review of the literature on the relationship
between entropy, energy and information which lays the foundation for constructing a
new theory of the requirements engineering process. Chapter 3 discusses the “partial
similarity” [Maxwell, 1855 from Howard, 2007] between the SE process and an open
physical system. Basic principles of statistical mechanics and information theory are
extended to the SE process. The theory of information quality is introduced in Chapter 4
and axioms of the new theory are discussed in the context of the axiomatic foundation of
information theory and statistical mechanics. Chapter 5 describes the REF as a means of
implementing the theory in the SE process for the purpose of resolving requirements
engineering problems in complex system development programs. The mathematical
foundation of the REF is presented. Chapter 6 describes the research approach for
evaluating the REF and includes a summary of the assumptions that were made in order
to implement the REF in MATLAB® [Mathworks, 2010] and conduct the simulation
experiments. Chapter 7 presents results from simulation experiments that suggest the
REF is a promising new method for measuring, monitoring and predicting requirements
trends and engineering effort at any time in the requirements engineering process. The
results in Chapter 7 illustrate the advantages of the REF for estimation, measurement and
forecasting of requirements trends relative to a current method that appears to be in

widespread use [Rhodes et al, 2009; INCOSE, 2007; INCOSE 2010; Wiegers, 2006:180;
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Costello and Liu, 1995; Loconsole et al, 2005; Xu et al, 2006; Stark et al, 1999]. The
results from statistical analyses are also presented. Chapter 8 summarizes the findings

and offers suggestions for future research of the theory and its implementation in SE.

Chapter 2: Literature Review
2.1: System Complexity

The Department of Defense (DoD) needs highly complex systems to conduct
successful missions across the full spectrum of military operations. DoD systems are
becoming increasingly complex as users demand greater technological advantage,
increased situational awareness, and more timely information on the battlefield. The use
of SE has become mandatory for Major Defense Acquisition Programs (MDAPS) to
“translate operational needs and/or requirements into a system solution” [DODI, 2002],
however cost-effective development of new military systems continues to challenge the
defense acquisition community and industrial base [GAO, 2011; GAO, 2009].

In a retrospective analysis sponsored by the U.S. Air Force and published by the
National Research Council (NRC), the review committee found that modern military
systems “take two to three times longer to move from program initiation to system
deployment than they did 30 years ago” [NRC, 2008]. Increased complexity of systems
and operational tasks has been suggested as one possible contributing factor to this trend,
but the general consensus of the committee is that better implementation of SE processes
and functions earlier in the system development cycle by systems engineers with
experience and knowledge in the program technical domain would enable more cost-

effective delivery of quality systems on time and on budget [NRC, 2008].
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The findings of the NRC are consistent with those of the Government Accounting
Office study of 96 MDAPs [GAO, 2009]. The GAO study found major discrepancies
between original program estimates and actual program performance [GAO, 2009].
Specifically, the GAO found that the average program cost growth was $3.1 billion, 42
percent of programs had at least a 25 percent unit cost growth, and the average schedule
delay in delivering system initial operating capabilities (I0Cs) was 22 months [GAO,
2009; GAO, 2011]. The GAO report concludes that early SE in addition to requirements
stability and disciplined software development are important characteristics of programs
that experienced less cost and schedule problems, however little insight is provided into
the factors shared by successful programs. Supporting documentation in the appendices
of the studies [GAO, 2009; GAO, 2011] suggest underestimation of complexity, and
therefore underestimation of engineering effort, may have been a major contributor to the
cost and schedule problems in at least 6 MDAPS.

Kludze in his dissertation on the engineering of complex systems suggested in 2004
that SE is necessary “very early” in the project “to maximize its technical performance
while meeting project goals [Kludze, 2004]. The importance of early SE effort has been
well documented by the Defense Acquisition University [DAU, 1993] and these findings
have been included in the INCOSE SE Handbook [2003] for many years. DAU [1993,
2001] illustrated that as much as 85 percent of total system lifecycle costs are committed
early in the SE design phase when only 15 percent of actual program money has been
spent, and the cost to extract defects early in the SE design phase is orders of magnitude
lower (e.g. 100-1000x) than the cost to extract defects in the system production phase.

These data clearly underpin the need for effective SE early in the system development
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cycle. SE processes, methods and tools that improve efficiency of requirements
engineering activities or improve requirements quality early in the complex system
development program continue to be sought by practitioners, program managers and
decision-makers.

In an attempt to improve performance of DoD acquisition programs, Congress passed
the Weapon Systems Acquisition Reform Act in 2009 [WSARA, 2009] establishing
requirements for the Defense Acquisition System, including early SE. Senator Levin,
Chairman of the Senate Arms Services Committee, expressed support for WSARA by
stating “the key to successful acquisition programs is getting things right from the start
with sound systems engineering, cost estimating, and developmental testing early in the
program cycle” [DAU, 2009]. Many revisions to DoD acquisition policies, functions and
processes were made as a result of the WSARA in order to place greater emphasis on
early SE, including analysis of alternatives, cost estimation, competitive prototyping,
technology maturity and risk analysis, performance assessment, root cause analysis and
formal program certifications and design reviews [WSARA, 2009]. These reforms seek
to improve the quality and cost-effectiveness of modern military systems and the
processes and functions that are required to achieve them. Requirements quality enables
design quality and design quality enables system quality.

The recent GAO [2009] findings suggest a relationship between underestimation of
system complexity and inadequate resource allocation early in the Concept and
Technology Development phase shown in Figure 1.1. For DoD MDAPs in which the use
of SE is required, this underestimation may increase the risk of system requirement

instability after Milestone B, which in the past often represented the formal start of the
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DoD system acquisition. The GAO [2009] study suggests a strong correlation between
MDAP cost growth relative to original estimates and requirements instability after
Milestone B. These findings suggest that top level system requirements as a minimum
should be stable before Milestone B to support the detailed system requirements
engineering and design effort in EMD necessary to build the objective system with the
required performance on schedule and within budget.

As a general rule of thumb and in an effort to mitigate risk that any given design level
does not become too complex, INCOSE recommends that system hierarchies contain no
more than 7 + 2 functionally-derived subsystems that report to it [INCOSE, 2003:20] and
system specifications incorporate between 50 and 250 functional and performance
requirements, excluding physical, non-functional and environmental-based requirements
[INCOSE, 2003:89]. In a study of 35 DoD system development programs, the total
number of requirements necessary to describe the system varied from approximately 70
to 20,000 [Valerdi, 2005]. Clearly, limiting the total number of functional and
performance requirements to 250 is inadequate for many of the more complex systems
being developed today.

Thomas and Mog [1998] suggest a model for estimating system complexity based on a
technology covariance matrix using technology readiness, development schedule, percent
of total project cost, and organizational dispersion for each system component [Thomas
and Mog, 1998]. There is little research available on the correlation between system
complexity, early-stage system design and development factors, and the degree of system
development program success. A method for estimating system complexity early in the

development cycle and its corresponding requirements engineering effort may help SE
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practitioners and program managers prepare more realistic program plans, forecast
program milestones more accurately, more effectively prioritize requirements
engineering and design activities, and more efficiently allocate program resources to
increase probability of success.

Bashir and Thomson [1999] suggest a metric for estimation of system complexity
based on functional decomposition, and retrospective analysis of various projects in two
companies resulted in strong correlation between the system complexity metric and total
design effort (greater than 0.90 and 0.91, respectively) [Bashir and Thomson, 1999],
however the correlation did not include project success. Of the seventeen (17) total
projects included in the analysis, only two involved design efforts that exceeded 10,000
hours. Botta and Bahill [2007] suggest “complex features should have high priorities”
and identify twenty (20) criteria to consider in the prioritization process, including
assigning the most capable people to work on the most complex features [Botta and
Bahill, 2007]. Further study is needed to determine whether there is a statistically
significant difference in the design effort required for systems of comparable complexity
with and without prioritization. There does not appear to be a standard system
complexity metric available in the SE literature that would underpin such a study or other

system complexity dependent studies.

2.2: Requirements Engineering
The requirements engineering process includes all the activities involved in the
discovery, definition, development, analysis, verification, validation and management of

requirements [DAG, 2011:209; DAU, 2001; INCOSE, 2011; SEI, 2010; Pohl, 2010].
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Requirements drive and bound the design process responsible for identifying the system
solution [INCOSE, 2011:70] and are the “formal technical statements that define the
capabilities, characteristics, or quality factors of a system” [Honour and Valerdi, 2006:6].
Requirements engineering is a “long-recognized core discipline of systems engineering”
[Honour and Valerdi, 2006:6], is among the most important and difficult activities in SE
[Bahill and Henderson, 2005; Kivinen, 2008; Gambhir, 2001; Lamsweerde, 2009:47] and
is particularly challenging for complex systems [DAG, 2011; INCOSE, 2011:8; Hull et
al, 2011]. Many recent studies recommend better requirements engineering activities to
address problems in system development programs [NRC, 2008; AFCSE, 2010;
Blanchard and Fabrycky, 2005; GAO, 2011; GAO, 2009], and DoD has implemented
major changes in its system acquisition practices to place greater emphasis on early SE to

reduce the negative effects of requirements volatility later in the program.

2.2.1: Requirements Trends Metrics

Poor requirements have been linked to requirements volatility [Anthes, 1994; Kulk
and Verhoef, 2008], and requirements volatility has been identified as a major factor
contributing to poor program performance [GAO, 2011; GAO, 2009; Rajnish, 2010:30;
Clark et al, 2007:89]. Current requirements metrics “supply only a limited portion of the
information necessary to identify, isolate, and resolve problems” during system
development [Costello, 1995:39; Costello, 1994]. Requirements volatility problems
extend to many hardware and software industries [Wiegers, 2006]. Requirements evolve
over time during the requirements engineering process but “all changes are not equal

[Lane and Boehm, 2007:2]. Requirements trends are among the most important leading
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indicators of SE program technical effectiveness and requirements volatility has been
suggested as an indicator of good SE practices [Rhodes et al, 2009], however there is
little evidence to suggest that current leading indicators differentiate between good
requirements changes that move the engineering effort in the right direction from the
negative effects of requirements volatility. Many requirements volatility metrics

published in the literature are requirements change metrics and take the general form:

RV = Tat+ Trtrg )

where r,, I and rq are the number of requirements added, revised (changed, modified)
and deleted, respectively, R is the number of requirements and RV is the total fractional
requirements volatility [INCOSE 2010; INCOSE, 2007; Rhodes et al, 2009; Wiegers,
2006; Costello and Liu, 1995; Loconsole et al, 2005; Xu et al, 2006; Stark et al, 1999,
Maadawy and Salah, 2012]. This metric has shed some light into requirements trends
[Rhodes et al, 2009:31; Wiegers, 2006:180; Costello, 1995:56; Xu et al, 2006; Stark et al,
1999:297; Maadawy and Salah, 2012:5], however it has major limitations.

Equation (1) simply measures the quantity of requirements changes over time. In
effect, equation (1) treats all changes the same because requirements additions, deletions
and revisions are weighted equally. The relative importance of changes and the degree of
their positive or negative effects are not clearly distinguished. For example, revisions
that reduce technical difficulty, make the requirements more realistic given the current
state of technology maturity, and enable system delivery on schedule [Bottelson, 2011]

are treated the same as new requirements added late in the program that significantly
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increase technical difficulty, impose unrealistic performance levels or are based on
incorrect technical facts. INCOSE [2010] acknowledges that “change may be good,
detrimental, or neutral to our system development” [INCOSE, 2010:40] and change can
have negative “ripple effects” [INCOSE, 2010:39]. These “ripple effects” can reduce
requirements quality. A single revision can negatively impact numerous other
requirements but only a fraction of the volatility may be captured by equation (1) in the
corresponding measurement interval if the requirements are not traced or annotated to
facilitate analysis. Requirements volatility in this research refers to the negative change
effects that result in the transition of one or more requirements from a lower entropy state
to a higher entropy state. These effects and their impact on the engineering effort are
often unpredicted and uncontrolled.

The importance of early SE [GAO, 2009; GAO, 2011; NRC, 2008] and technology
maturity [Azizian et al, 2011] in successful system development programs is clear,
however the impact of requirements volatility is more subtle when one considers that
requirements engineering is an iterative process and by definition includes changes as
requirements are transformed [DAG, 2011:168]. Implicit in this requirements
transformation process is the transition from a less desirable state of quality to a more
desirable state so the right system can be designed and built the right way. Wiegers
[2006] acknowledges the “intent is not to eliminate requirements volatility but to ensure
the project can manage the degree of requirements changes and still meet its
commitments” [Wiegers, 2006:181]. Kulk and Verhoef [2008] suggest requirements
changes are “necessary and healthy.....and a fact of life” but the challenge is to “control

the volatility” [Kulk and Verhoef, 2008:138]. Requirements changes are inevitable to
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uncover hidden requirements, delete unnecessary requirements, and transform needs into
requirements with sufficient quality for system design [DAG, 2011:210].

The positive effects of requirements changes may be offset by negative effects of
requirements volatility. For example, requirements volatility increases project scope in
the vast majority of projects (0.78) and the negative effect is particularly high when
requirements volatility occurs after the start of the formal design process [Ferreira et al,
2009:1570]. Requirements volatility at Milestone B in DoD system acquisition programs
has been correlated with poor performance [NRC, 2008; AFCSE, 2010; GAO, 2009;
GAO, 2011]. The need for more stable requirements at Milestone B has increased the
emphasis on early SE in the DoD system development cycle.

The requirements added r,, revised r, deleted rq, and total requirements volatility RV
in equation (1) correspond to the data shown in Figures 2.1 and 2.2. The Rhodes et al
[2009] data [INCOSE, 2007; INCOSE, 2010] in Figure 2.1 include linear extrapolation of
the RV to forecast when the RV will reach zero and would be suitable for formal review.
The Rhodes et al [2009] data suggest that an event-based system requirements review
(SRR) would likely be more productive than a schedule-driven SRR based on the RV at
the time the SRR was originally scheduled. However, this linear regression forecast may
result in significant errors [Franklin, 1986].

The data presented in Figures 2.1 and 2.2 illustrate the Fractional Method for
measuring requirements trends and forecasting when the requirements changes will be
zero. In both cases, new requirements contribute the most to the total RV early in the
program (shown by the blue line at baseline measurement interval 0). This is intuitive

given that programs often begin system development with top level requirements added
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to reflect what the customer or user needs. As the requirements engineering effort
progresses, requirements are further analyzed, defined, derived, uncovered, added,
revised, and deleted as appropriate to sufficiently describe the system and its subsystems

to the lowest level necessary to design and build the right system the right way.
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Figure 2.1: Fractional Method Requirements Trend Data [adapted from
Rhodes et al, 2009; INCOSE, 2010].

The Fractional Method appears to infer an increase in requirements quality by simply
monitoring the overall decreasing trend in the quantity of additions, deletions or revisions
that are made over time. It is important to note in Figure 2.1 [Rhodes et al, 2009] that
requirements revisions become the dominant contributor to the RV at the point where the
data end. The overall trend in requirements revisions from program start to baseline
measurement interval 5 is actually increasing, and yet the Fractional Method using linear
regression forecasts that the RV will reach zero and the program will be ready for a
formal review at baseline measurement interval 11. There is little evidence to suggest
that the RV trend would reach zero at baseline measurement interval 11. For example, if

the increasing trend of requirements revisions in Figure 2.1 leads to more volatility
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because important hidden requirements are uncovered or the scope of the development
program increases, which occurs in the majority (0.78) of projects with volatility
[Ferreira et al, 2009], then the program may not be ready for a formal review at baseline
measurement interval 11. The Fractional Method does not quantify the degree of positive
or negative impact that additions, deletions and revisions have on requirements quality
relative to the desired end state. The Costello and Liu [1995] data in Figure 2.2 show
significant differences in requirements trend behavior compared to the Rhodes et al
[2009] data [INCOSE, 2007; INCOSE, 2010], although rq4 per time interval in both cases
is less than 0.10 R. The Costello and Liu [1995] data illustrate the potential for
significant errors when a linear extrapolation method is used to forecast when RV will
reach zero because the intercept occurs 25 percent earlier than the end of the effort.
Figures 2.1 and 2.2 underpin the need for a better leading indicator that “characterizes the
stability and completeness of the system requirements which could potentially impact

design and production” [INCOSE, 2007:10].
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Figure 2.2: Fractional Method Requirements Trend Data [adapted from
Costello and Liu, 1995].
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The remainder of this dissertation refers to the metric defined by equation (1)
combined with linear extrapolation to forecast when the requirements will reach RV =0
as the Fractional Method. There are very few papers available in the literature with
requirements change and volatility data for SE programs. The data shown in Figure 2.1
[INCOSE, 2010; INCOSE, 2007; Rhodes et al, 2009] and Figure 2.2 [Costello and Liu,
1995] provide valuable insight into the variability of the requirements trend phenomena.
The engineering effort data measured by Valerdi [2005] for thirty-five (35) DoD SE
programs are particularly noteworthy for their completeness, simplicity and value. The
Valerdi [2005], Rhodes et al [2009] and Costello and Liu [1995] data represent the
macroscopic behavior observed during the requirements engineering process. Results
from simulation experiments that compare requirements trend forecasts of the REF and

the Fractional Method are presented in Chapter 7.

2.2.2: Requirements Quality

Requirements quality has “the largest potential impact on the success of system
developments [Davis, 1993:5]” [Gambhir, 2001] because the engineering effort “may not
satisfy user needs” or may lead to “the wrong system” being built if requirements quality
is ignored [Davis, 1993]. Poor requirements lack quality attributes that are important to
effectively communicate the information that enables the right system to be built the right
way. Unlike Shannon’s mathematical theory of communication in which the meaning of
the message is “irrelevant to the engineering problem” [Shannon, 1948:1], the meaning of
the requirements information and how the requirements are interpreted and implemented

by the design team is highly relevant to the systems engineering problem. In the systems
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engineering context, the meaning of the requirements information is reflected by its
quality, requirements quality enables design quality and design quality enables system
quality.

Davis [1993] defined twenty-four (24) quality attributes that should apply to a
requirements document, approximately fourteen (14) of which are applicable to
individual requirements. Poor requirements often result in system development problems
[Gambhir, 2001; Ricker, 1995] and are often cited as a primary reason why systems
engineering and development efforts fail [Eisner, 2002:225]. Requirements validation
[INCOSE, 2011:136] includes activities that support the assessment of requirements
quality during the requirements engineering process, and requirements quality attributes
[Davis, 1993; INCOSE, 2011:76] are often used in the assessment. Poor requirements
lack one or more quality attributes. Rigorous requirements V&YV reduces uncertainty
about whether the program is moving in the right direction and the right system will be
designed and built the right way.

INCOSE generally describes SE Quality Management as a process that establishes,
implements, and continuously improves the customer-focus of the organization within the
organization’s goals and objectives. This is similar to the focus of quality function
deployment (QFD) discussed in Section 2.3. There is general recognition that costs and
benefits are associated with quality management, and the “effort and time required to
manage quality should not exceed the overall value gained from the process” [INCOSE,
2003:295]. The INCOSE SE Handbook emphasizes that a primary objective of Quality
Assurance is to “produce an end result that meets or exceeds stakeholder expectations.....

and quality management is closely related to the V&V processes” [INCOSE, 2003:297].
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V&V are important steps in the SE process because these activities serve as test points to
measure compliance with customer and technical requirements and identify deficiencies

in the design that need to be addressed either before or after the system is built.

2.2.3: Engineering Effort

Honour [2004] measured the comparative success of system development programs as
a function of the SE effort for a variety of sytem development programs (n=30), and the
data provide further insight into the importance of an adequate level of SE effort to
increase the probability of a successful outcome. The data suggest random variable
behavior of comparative success for system development programs with SE effort less
than 8 percent of the total program budget. A probability plot of the Honour [2004] data
is shown in Figure 2.3. The mean comparative success of programs with SE effort less
than 8 percent is 5.0, suggesting equiprobability of an outcome relative to the success of
other programs. The Honour [2004] data suggest that the performance of programs with
SE effort less than 8 percent is just as likely to be more successful relative to other
programs as less successful. The mean comparative success of programs with SE effort
greater than 8 percent increases significantly to approximately 8.2 [Honour, 2004]. The
data provide interesting insight into the stochastic behavior of the complex SE process

and its relationship with program success.
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Figure 2.3: Probability plot of Honour [2004] data for thirty (30) SE programs
with SE effort < 8 percent of total program.
2.3: Quality Function Deployment (QFD)

SE and comprehensive QFD are complex processes for control of the design,
development and production of complex systems. The comprehensive QFD system is
often represented schematically as a step-by-step process for identifying quality,
technology, cost and reliability characteristics of a product that are required to satisfy
customer needs, and linking that information to functions and characteristics of parts for
deployment throughout the production process [Akao, 2004]. In the flow of QFD, Akao
[2004] shows three levels of final product quality characteristics that are mapped to three
levels of customer requirements and subsequently deployed to a quality control process
chart for production. The “subsystem deployment™ activity within the phase I quality

deployment column of the comprehensive QFD process is an extension of the ‘House of
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Quality’ (HoQ) [Clausing and Cohen, 1994; Sawada, 1979]. The HoQ often appears to
contain a mix of functional (e.g. electrical, mechanical, optical, etc.) and non-functional
(size, shape, weight, etc.) characteristics, or technical attributes, in the engineer’s room
when shown in the literature.

The benefits of QFD in new product development are well documented [Akao and
Mazur, 2003; Akao, 2004]. QFD has been generally characterized by practitioners as a
system engineering approach [Akao, 2004; Dean, 1992] and a complement to the systems
engineering process. The literature suggests that QFD practitioners are often frustrated
with the time and difficulty associated with the comprehensive QFD process when
applied to the development of complex systems [Ginn and Zairi, 2005]. Recent findings
suggest QFD requires modification when applied to complex systems [Hari et al, 2007]
and the 4-phase QFD model may not be effective for development of complex systems
[Cristiano et al, 2001].

SE can be generally characterized as a function-based analysis approach to embed
quality requirements into system design, and QFD can be generally characterized as a
product-based analysis approach to embed quality functions into organizational product
development processes for the purpose of delivery quality products that satisfy customer
needs. These general categorizations are not intended to describe the complete SE and
QFD processes or their full implementation, nor is it intended to imply constraints for
process tailoring. The physical architecture-based perspective of QFD appears to
generally reflect the perspective of many publications reviewed during this research.

QFD has been described by the QFD Institute [2011] as “a system of comprehensive

development process(es)” for understanding customer needs, linking those needs
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throughout the organization’s “design, development, engineering, manufacturing and
service functions”, and determining the product attributes and performance level to
deliver [QFD Institute, 2011]. Mizuno and Akao [1978] describe QFD as a system for
“functional analysis of the business process phases in order to improve the quality of the
product development process itself” [Mizuno and Akao, 1978]. Some interpret functions,
in the broader context of QFD, to refer to the organizational functions required to develop
a quality product, not the product functions required to meet customer needs. Quality
functions are generally described as the organizational functions required to form or
contribute to a quality product [Akao, 2004]. Quality management is an important
element of SE management, however there appears to be major differences between SE
and QFD in their emphasis on generating a detailed functional architecture of the system.

Cristiano et al’s [2001] study of more than 400 U.S. and Japanese companies did not
find a positive relationship between QFD techniques, including HoQ or HoQ quantitative
tool integration (e.g. AHP) and project success [Cristiano et al, 2001]. Some familiar
with the study suggest the results may reflect the lack of use of the comprehensive QFD
model [Mazur, 2011]. Cristiano et al [2001] suggest the only positive relationship
between the comprehensive QFD model and project success was for product innovation,
but a negative relationship between QFD and complex system innovation was found
[Cristiano et al, 2001]. A recent retrospective study of quality management did not find a
relationship between product design and management, which included QFD, and product
quality [Nair, 2006]. Nair [2006] does not discuss the complexity of the systems
included in the study, and these findings may be consistent with those of other

researchers who suggest QFD problems in complex system development programs.
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2.4: Relationship between Entropy, Information and Energy

The relationship between entropy, information and energy is well documented in the
literature [Szilard, 1929; Shannon, 1949; Brillouin, 1951; Brillouin, 1962; Jaynes, 1957
Jaynes, 1980; Renyi, 1961; Tribus and Mclrvine, 1971; Bailey, 1987; Zurek, 1990], and
this relationship is central to information theory and statistical mechanics. The number of
possible microstates, or the number of possibilities, that comprise physical systems can be
astronomical, and statistical mechanics describes the relationship between the observed
macroscopic behavior and the number of possible microstates corresponding to that
behavior. As the number of possibilities decrease, information and certainty increase.

Bailey [1987] discusses the relationship between energy, entropy and information in
the context of information theory, classical thermodynamics and statistical mechanics
equations, and his paper attempts to resolve the various anomalies and contradictions
between these important system properties reported in the literature [Bailey, 1987].
Bailey [1987] suggests these anomalies and contradictions are resolved when one
considers that “as entropy increases, order always decreases” [Bailey, 1987:91],
“information will always vary inversely with entropy” [Bailey, 1987:91], and “a high
degree of order indicates a system which has a low degree of entropy, and high degrees
of energy and information” [Bailey, 1987:92]. These basic premises are consistent with
the principles extended to the REF defined in Chapter 5.

Brillouin [1956] provides a detailed discussion on the relationship between
information and statistical mechanics, and in the process suggests an entropy equation for
a “message using n different types of pulses” [Brillouin, 1956:341] that lays a

mathematical foundation for the requirements entropy equation reformulated in this
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dissertation and extended to the REF. Brillouin [1956] suggests “entropy and probability
are practically synonymous for the physicist who understands the second principle of
thermodynamics as a natural tendency from unprobable to more probable structures”
[Brillouin, 1956:338]. The “more probable structures” are characterized by higher
entropy and disorder. The requirements engineering process works against higher
entropy and disorder by transitioning requirements from more probable distributions to
less probable distributions having lower entropy and higher order.

Tribus and Mclrvine [1971] also discuss the relationship between energy and
information, and suggest values of energy per information output associated with analog
and digital information systems. This previous work led to the question of whether
principles of information theory and statistical mechanics could be used to define a
relationship between energy in the form of engineering effort, requirements entropy and

information, and cumulative quality as a measure of the disorder of the system.

Chapter 3: Systems Thinking

3.1: The Importance of Systems Thinking in SE

The SE literature is replete with definitions and interpretations of systems thinking
[Checkland, 1999:74; Senge, 1990; Sage, 1995; Kim and Wilemon, 2003; Davidz,
2006:5; Gill, 2009]. For the purpose of this research, systems thinking is the process of
exploring and conceptualizing important relationships between macroscopic system
behavior and the fundamental properties and interactions of constituents contributing to
that behavior. This definition captures elements of the INCOSE [2011:8] definition

while using terminology that reflects the systems thinking that led to the REF.
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The role of systems thinking in the SE process is becoming increasingly important as
systems complexity increases [Gill, 2009:1; Frank, 2000:1; Bahill and Gissing, 1998].
As new technology enables the design and development of increasingly complex systems,
engineering organizations will place greater emphasis on systems thinking and allocate
resources to identify systems engineers with systems thinking skills [Gill, 2009].
Consideration of system properties as a whole is particularly important in complex
systems engineering [Sage and Rouse, 2009:1294]. Viable solutions to the unique
challenges posed by complex systems require a balance of reductionism and holism
[Checkland, 1999:74; Rouse, 2007:261]. For example, functional decomposition is a key
reductionism activity supporting requirements engineering and system design efforts
[DAG, 2011:236; DAU, 2001:6], however the nature of complex systems makes it
difficult to fully consider the impact of functional architectures and design alternatives on
system behavior [Calvano and John, 2004]. The ability to grasp the important
microscopic properties governing complex system behavior and develop theoretical
constructs to explain their relationships requires systems thinking. The role of systems
thinking in the formulation of the probabilistic theory of information quality and its

implementation using the REF is summarized in the following sections of this chapter.

3.2: The SE Process as an Open System

The concept of entropy is among the most important in science [Curado and Nobre,
2004] and was first introduced in the study of thermodynamics by Boltzmann [1896] to
explain the macroscopic behavior of physical systems. Boltzmann’s insight into the 2"

law of thermodynamics enabled him to describe the physical entropy S of a macroscopic
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system in terms of probability, or the number of microstates W corresponding to the
observed system macrostate, using:

S=klogW (2)
thereby establishing the foundation for modern statistical mechanics and the theory for
the “interpretation of equilibrium properties of macroscopic systems” [Hill, 1960:2]. It
was well known that the entropy of a physical system expresses its disorder [Dincer and
Yunus, 2001:125].

The concept of entropy continues to be applied in new and creative ways. For
example, information entropy is being applied in the study of physical quantum-
mechanical systems [Massen et al, 2001], and the principle of maximum entropy has
been observed in many disparate complex physical systems [Dewar, 2003:1]. The
original concept of physical entropy was extended to information entropy, and now
information entropy is being applied to better understand physical systems. Systems
thinkers are applying an interdisciplinary approach to discover new ways for gaining
insight into the relationship between macroscopic system behavior and the important
underlying properties contributing to that behavior.

The law of requisite variety [Ashby, 1958] requires an effective control system to be
at least as complex as the system it is intended to control. The number of requirements
possibilities and therefore requirements uncertainty increases as the number of
requirements R increases, and R increases as system complexity increases. If the
objective of the requirements engineering process is to define the right set of R and the
number of possible requirements choices is astronomical, then it would be reasonable to

expect an effective method for measurement and control the requirements engineering
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process to take into account all the possibilities. Statistical mechanics explains the
macroscopic behavior of highly complex physical systems comprised of an astronomical
number of particles in terms of the number of possible microstates available to the
particles and their most probable particle energy distribution.

We know from information theory that information increases as uncertainty, entropy
and the number of possible choices, or degrees of freedom, decrease [Shannon, 1948;
Shannon and Weaver, 1949; Bailey, 1987; Schroeder, 2004]. Would it be worthwhile to
explore the complex systems engineering problem in the context of complex system
problems encountered in other disciplines? Would a new method that accounts for the
astronomical number of requirements choices and the most probable requirements quality
distribution at any given time in the process explain the macroscopic behavior published
in the literature and improve our understanding of the status and progress of the
requirements engineering effort in complex system development programs?

The requirements engineering process is particularly difficult for complex systems
[DAG, 2011; INCOSE, 2011:8; Hull et al, 2011]. Systems thinking during this research
led to the realization that a viable theoretical construct of the requirements engineering
process for complex systems should account for the number of requirements possibilities
and the impact of their dynamics as requirements change, transform and improve in
quality during the process. How can the SE team consider all these possibilities? In the
case of truly complex systems [Sage, 2002], it may “exceed the finite capacity” [Ashby,
1958] of the SE team to manage and control particularly when high level system or
operational requirements are volatile, which may explain in part the requirements

engineering difficulties experienced in complex system development programs.
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The requirements engineering process is considered to be in dynamic equilibrium and
therefore stable when the positive effects of requirements changes resulting from the
input of engineering effort balance and compensate for the negative effects of poor
requirements and requirements volatility such that the engineering effort continues to
transform the requirements toward the desired state of quality. The process is in static
equilibrium when the requirements reach the desired end state and no additional changes
are necessary. Processes that are dynamically stable can adapt to the changing needs and
requirements of customers and maintain their stability over a wide range of external
conditions.

The relationship between entropy, information and energy is well documented in the
literature [Szilard, 1929; Shannon, 1949; Brillouin, 1951; Brillouin, 1962; Jaynes, 1957;
Jaynes, 1980; Renyi, 1961; Tribus and Mclrvine, 1971; Bailey, 1987; Zurek, 1990], and
this relationship is central to information theory and statistical mechanics. The number of
possible microstates, or the number of possibilities, that comprise physical systems can
be astronomical, and statistical mechanics describes the relationship between the
observed macroscopic behavior and the number of possible microstates corresponding to
that behavior. As the number of possibilities decrease, information and certainty
increase.

Paraphrasing James Clerk Maxwell [1864], the process of becoming familiar with the
physical analogy or “partial similarity between the laws of one science and those of
another which makes each of them illustrate the other” [attributed to Maxwell by
Howard, 2007] led to the realization that an open physical system and the requirements

engineering process share ‘partial similarities’. The requirements engineering process is
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a system [INCOSE, 2011:5] comprised of interacting elements organized for the purpose
of engineering requirements with sufficient quality to enable the right system to be built
the right way. Further, the requirements engineering process is an open system because
systems engineers interact with it, control the rate at which engineering effort is input
across its boundary, and manage the transformation of requirements information toward
states of lower entropy and uncertainty. The requirements engineering process is a
dynamic process whose purpose is to transform and refine requirements in a controlled
manner. Requirements volatility occurs when the impact of changes is unpredictable and
uncontrollable, resulting in increased requirements uncertainty and disorder. When this
occurs, the engineering effort is unable to maintain stability of the current state and
entropy increases. The duration of the negative volatility effects is an indication of
effectiveness of the requirements engineering effort, its management activities and

control processes.

3.3: Partial Similarities between SE and an Open Physical System

In an open physical system, the order and predictability of particles can increase over
time as energy flows in and entropy and energy flow out. Although the entropy of a
closed system can only increase, the entropy of an open system can decrease locally
when energy is transported across its boundary [Dincer and Yunus, 2001:125] or other
forces are exerted. Physical entropy decreases as the randomness or uncertainty of the
number of possible particle microstates decreases. The number of possibilities increases
as the number of requirements R increases, and R increases as system complexity

increases.
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Particles in a physical system occupy energy levels corresponding to their
accumulated energy, and the physical entropy reflects the number of ways that the
particles can reconfigure themselves among the available states. An illustration of the
particle energies within a one-dimensional energy space of a physical system is shown in
Figure 3.1. In this example, there are fourteen discrete energy levels available for the
total number of particles to occupy, with &; representing the lowest energy state. In
quantum statistical mechanics, constraints are imposed in this case on the number of
particles N distributed among the j energy levels and the total system energy E by the
following equations:

N = Zj n; 3

and

where g is the energy of the particles occupying the jth level and n; are the number of
particles occupying the jth level.
For a given E, the number of possible distributions of indistinguishable particles

among the levels can be estimated using Bose-Einstein statistics as follows:

_ (N+G-1)!
Pee = e (®)

where G is the number of states, or cells, available for the N particles to occupy. At any
given time, the energy of every particle can be represented in a one-dimensional energy

space as illustrated in Figure 3.1 [Richtmyer et al, 1969].
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Stability in a closed, isolated system corresponds to the most probable state which is
maximum entropy and dS = 0. An open system can be stable when energy is input and
the most probable distribution corresponds to lower entropy for a given number of
particles. The most stable macrostate is the least likely to change in an uncontrolled,
unpredictable way under the current conditions. The equilibrium state can be estimated
from the most probable state corresponding to the constraints imposed by equations (3)
and (4) on the number of particles N and total energy E, respectively at a given time

within a one-dimensional energy space.
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Figure 3.1: Representation of particle energies in one-dimensional energy space
[adapted from Richtmyer et al, 1969:532].
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The number of possible arrangements of two indistinguishable particles with three
energy levels available for them to occupy is illustrated in Figure 3.2. For this simple
case, the total number of possibilities, or the number of possible arrangements of the two
particles among the three available energy states, is six. If there was a need to distinguish
between the particles to determine which particle occupied which energy state, Maxwell-
Boltzmann statistics could be used given the total number of particles and total energy of

the system is conserved for a temperature above zero.

Figure 3.2: The possible arrangements for 2 particles among 3 states.

For the example illustrated in Figure 3.1 where N = 200 and all energy levels are
available for the particles to occupy where G = 14, Pge = 2.1x10%° possible particle
distributions. As temperature decreases, the particles have fewer energy levels available
for them to occupy and therefore the physical system becomes less disordered, random
and uncertain. Temperature is a measure of disorder [Brissaud, 2005].

Particles in a physical system behave randomly and tend toward maximum entropy
and disorder because such a condition represents the most possible ways the system can
reconfigure itself and therefore is most probable without the input of energy to counteract
this natural tendency toward maximum entropy. In some cases, particles may tend
toward the lowest energy states for a given set of system conditions rather than maximum

entropy. The lowest energy state of a physical system can be represented by its ground
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state where there is one possible configuration and the entropy of its constituents is zero.
In the ground state, the disorder, uncertainty and particle movement is lowest and entropy
decreases as T — OK.

The concept that entropy flows out of the system as a result of the transformation of
energy into information is well documented [Tribus and Mclrvine, 1971; Jaynes, 1957;
Szilard, 1929]. Extending this concept to the SE process, the requirements entropy can
decrease and the order, stability and certainty of the requirements information can
increase as engineering effort flows in and entropy flows out. Figure 3.3 illustrates this
concept by comparing the behavior of particles in an open physical system with
requirements that are treated as discrete information entities, or constituents, contained
within the SE process. As engineering effort is input, the requirements become less
random and more ordered over time, and this departure from randomness reflects the
decrease in requirements entropy. Requirements engineering is an information
transformation process. The transition from higher information uncertainty to lower
information uncertainty occurs as the engineering effort transforms the requirements

from a state of lower quality to higher quality.
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Information uncertainty, or entropy, is reduced to an acceptable level in this context
when the requirements have reached a state of quality that instills sufficient confidence
that the right system will be designed and built. The number of possible requirements
distributions (or microstates), and therefore uncertainty, decreases as the requirements
quality increases. For example, the number of possible poor requirements is much
greater than the number of possible high quality requirements for the objective system of
interest. “Disordered states are more probable than ordered ones” [Dincer and Yunus,
2001:125] and “the "entropy" of the state of a system is a measure of the probability of its
occurrence. States of low probability have low entropy; states of high probability have
high entropy” [Dincer and Yunus, 2001:125]. This is intuitive because there are many
more choices that result in poor quality requirements than high quality requirements.
Poor quality requirements have high entropy because their probability of occurrence is
high and high quality requirements have low entropy because their probability of
occurrence is low. Experienced requirements engineers know all too well that it takes
considerable effort to transform poor quality requirements into high quality ones.

These ‘partial similarities’ led to the question: if the requirements engineering process
can be treated as an open system and engineering effort is the energy that transforms
requirements from initial states of high entropy to states of lower entropy, can a quantum
statistical framework be developed that describes the macroscopic behavior observed
during the requirements engineering process? Jaynes [1980] in his comprehensive paper
on entropy emphasizes the applicability of predictive statistical mechanics in engineering
and other fields based on its stochastic properties. Jaynes [1980] suggests the application

of statistical mechanics can answer the question “(g)iven the partial information that we
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do, in fact, have, what are the best predictions we can make of observable phenomena?"
[Jaynes, 1980:593]. This dissertation attempts to bridge a theoretical gap by applying
principles of information theory and statistical mechanics to the requirements engineering
process in order to gain insight into important underlying properties influencing the

behavior observed in requirements trends and engineering effort data.

3.4: Partial Similarities between SE and Information Theory

The concept of entropy was extended by Shannon [Shannon, 1948] to define a new
measure of information that was independent of the means used to generate it [Tribus and
Mclrvine, 1971:179]. In information theory, the decrease in entropy is proportional to
the increase in information certainty [Shannon, 1949; Schroeder, 2004]. The concept that
entropy flows out of an open system as certainty of information increases is consistent
with information theory [Shannon, 1948; Schroeder, 2004; Seife, 2007; Jaynes, 1957].
The Shannon entropy H in information theory describes uncertainty in the encoding,
decoding, reproducing and transmitting of a message from a source to a destination via a
channel with or without noise [Shannon, 1948; Shannon and Weaver, 1949] as illustrated
in Figure 3.4. The meaning of the information is “irrelevant to the engineering problem”
[Shannon, 1948:1] in Shannon’s mathematical theory of communication, which is widely
acknowledged as the origin of information theory.

The information entropy is generally expressed by:

HX) = = Xiz1 p (xp)log,p(x;) (6)
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where:

Yisap(xi) =1 (")

and the entropy is in bits. For the case of two possible outcomes with probabilities p and

q = 1-p, the entropy is:

H = —(plog,p + qlog,q) (8)

Only the possibilities that are positive numbers are considered in the calculation of the
information entropy [Shannon, 1948], not the possibilities equal to zero [Schroeder,
2004:399]. This will be an important constraint that is considered in the formulation of
the REF as requirements increase in quality and certain states become unavailable to

occupy and therefore have a zero probability of occurrence for the given process

conditions at the time.
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Figure 3.4: The Requirements Engineering Problem in the Context of Engineering
Problem in Information Theory Addressed by Shannon [1948] in his Mathematical

Theory of Communication (Adapted from Shannon, 1948; Shannon and Weaver,
1949; Schroeder, 2004).
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The H = 0 when the outcome is certain, independent of whether or not one would
consider the outcome to be successful. The meaning of the information contained in the
message is “irrelevant to the engineering problem” in Shannon’s information theory,
however the meaning of the information contained in requirements is very important to
the systems engineering problem. This fundamental difference may initially appear to
exclude principles of information theory from being extended to the systems engineering
problem. Given that the requirements engineering process develops and refines the
information that enables the right system to be designed and built, a theory that explains
requirements engineering behavior would have to account for the degree of
meaningfulness of the requirements information for that purpose. Information theory
focuses on the number of bits required to encode the message. Systems engineering is
more concerned with requirements quality than the number of bits required to
communicate the requirements information.

Information theory is concerned with the reproduction of source information and
minimizing the probability of error or unwanted transformation during the transmission
process. The information contained in the message is transformed into bits that represent
the symbols in the original message. The stream of information bits is physical in nature
during the process of transmission via a physical channel and there is uncertainty in the
behavior of this communication process. Information theory permits the transmission of
information with zero probability of error [Shannon, 1956].

Considering SE in the context of information theory (Figure 3.4), the requirements
engineering process is concerned with the production of information while minimizing

the probability of unwanted transformation or error during the process. Requirements
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contain the information that becomes the source [Shannon, 1948], and requirements
communicate the technical information needed to design and build a successful system.
The systems engineer is interested in minimizing the uncertainty of the requirements
information as much as possible before the system is designed and built. Requirements
entropy should reflect this uncertainty relative to a desired end state that maximizes the
probability of a successful outcome.

The requirements engineering process is transformative in nature where requirements
evolve over time. Requirements changes uncover hidden requirements, delete
unnecessary requirements, and ensure the requirements information is of sufficient
quality to support system design [DAG, 2011:209]. The objective of the process is to
minimize error while performing the transformations necessary to fully describe the
system that is needed. A SE theory of information must therefore account for the
transformative nature of the process, the meaning of the requirements information, the
difference between good and bad changes, and the fact that “all changes are not equal
[Lane and Boehm, 2007].

Another underlying principle of information theory that is consistent with the systems
engineering problem is Shannon’s observation that “the significant aspect is that the
actual message is one selected from a set of possible messages” [Shannon, 1948:1]. This
probabilistic aspect is generally applicable to the systems engineering problem given the
astronomical number of possible requirements choices that are available to the engineer
during the process. Can the requirements engineering effort can be viewed from the
perspective that the significant aspect is the selection of the right set of requirements from

a set of possible requirements? Can requirements quality attributes be defined to reflect
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the meaningfulness of the requirements information and therefore bound the number of
requirements quality possibilities?

In the information theory context, the requirements engineering process develops the
information contained in the message that becomes the source before transmission. A
destination for the requirements message is the system designer who makes tradeoffs and
informed decisions based on the meaning of the requirements information. The
requirements are the messages that drive, bound and inform the system design process
after they are transmitted and received by the system design team. The design team’s
interpretation of the meaning of the requirements information is an important factor in the
success of the design effort. The probability of success is a function of the degree to
which the requirements contain all the meaningful information necessary for the right
system to be designed and built. Requirements quality attributes can be defined for the
purpose of verifying that the requirements communicate their intended meaning, their
technical uncertainty has been reduced to an acceptable level and the risk of
misinterpretation by knowledgeable recipients is minimal.

In systems engineering, we are more interested in how much additional information
we need in order to design and build the right system the right way, rather than the
reproduction of the source information that we currently have available to us. The
requirements information can vary significantly before the start of the requirements
engineering effort, depending on the technical uncertainty of the requirements
information necessary to design and build the system. Rather than view the systems
“engineering problem” from the communication perspective of Shannon’s conduit

metaphor illustrated in Figure 3.4, “we want to find an appropriate methodology to study
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information as it is, not as it flows” [Schroeder, 2004:400]. More specifically in the SE
case, we want a method to estimate, measure and predict the amount of additional
information that is needed to design and build the right system the right way. Systems
engineers need a methodology to determine how much engineering effort is necessary to
gain the additional information needed to decrease uncertainty that the right system will
be designed and built the right way. The goal is to minimize technical uncertainty and
requirements entropy by increasing the requirements quality which, in the SE context,
reflects the meaning of the requirements information. Principles of Shannon’s
information entropy are applicable to the SE problem even though SE is concerned with
the formulation, analysis, interpretation and flow of information [Sage and Rouse,
2009:6]. If we consider the H as a function of probability for an event with two possible
outcomes as determined by equation (8) and illustrated in Figure 3.5, uncertainty and H
decrease as information increases. In this case, one bit of information is gained for an
equiprobable event with 2 possible outcomes. The H of multiple events is additive
[Shannon, 1948; Renyi 1961]. The H and uncertainty decrease as the information

increases, and information increases as the number of choices or possibilities decrease.
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Figure 3.5: The Shannon [1948] information entropy.
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The Shannon information entropy is the same for an event with two possible outcomes
with a probability of occurrence of 10 percent and 90 percent. Extending this concept to
the SE problem and assuming two possible outcomes of a requirement quality assessment
where it is either determined to have a given quality attribute or not, it is not very
satisfying to know that the entropy for a requirement with a 10 percent probability of
having a quality attribute is the same as the entropy of a requirement with a 90 percent
probability of having a quality attribute. A different form of entropy would be useful in
order to discriminate the difference in technical uncertainty associated with 10 percent
probability of requirement quality and 90 percent probability of requirement quality. Itis
important for the entropy to distinguish between a requirement with a 90 percent
probability of a quality attribute and a requirement with a 10 percent probability of a
quality attribute. The entropy in equations (6) and (8) would not distinguish between
these two requirements. Can a different entropy equation be defined that sufficiently
reflects the meaning of requirements information in terms of its quality attributes and

distinguishes between requirements with high and low probabilities of quality?

Chapter 4: A Theory of Information Quality
4.1: Axioms of the Theory of Information Quality
In the Introduction of his seminal paper on a mathematical theory of communication,
Shannon [1948] describes the fundamental “engineering problem” in the context of the
reproduction of a message in telecommunication when it is transmitted from one place to
another without consideration of the meaning of the message [Shannon, 1948].

Shannon’s view that the meaning of the message is “irrelevant to the engineering
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problem” [Shannon, 1948:1] is perfectly reasonable if one is interested in the
reproduction of the symbols contained in a message during the transmission, or flow, of
the information from one place to another. The theory of information quality introduced
in this dissertation is intended to complement Shannon’s theory by addressing a missing
element, the meaning of information, in the context of the SE problem concerned with the
formulation, analysis, interpretation and flow of information [Sage and Rouse, 2009:6]
that becomes the source before it is encoded and transmitted. Information theory is
concerned with the selection of a message from a set of possible messages. The theory of
information quality extended to the SE problem is concerned with the development of the
message, in the form of a set of requirements, and the number of possible quality
distributions available for message.

The foundation for Shannon’s work was laid nearly twenty years earlier by Nyquist
[1924] and Hartley [1928]. Nyquist [1924] defined limits for the speed of transmitted
information and described the efficiency of different types of waveforms [Nyquist, 1924],
while Hartley [1928] discussed the amount and precision of information in terms of their
symbols and their meaning. The possibilities for the information are reduced or
eliminated as the symbols representing the information are received and their intended
meaning is communicated. The mathematical theory of communication [Shannon, 1948]
is now generally referred to as information theory even though its premise is to ignore the
meaning of the information transmitted from one place to another. The Shannon model
focuses on the reproduction of information from a source to a destination (Figure 3.4) and

“the flow of information between these two points” [Schroder, 2004:398].
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The entropy in the communication model measures information, choice and
uncertainty [Shannon, 1948:11]. Entropy has also been described as a measure of the
lack of information [Brillouin, 1951]. The different opinions about entropy are
reconciled by Brissaud [2005] in his discussion of the concept in the fields of information
theory, quantum mechanics, statistical thermodynamics and classical thermodynamics
when he argues that entropy is appropriately associated with either information or the
lack of information depending on the chosen frame of reference. This conclusion is
consistent with the systems thinking that led to the theory introduced in this dissertation
and the REF evaluated later. Brissaud [2005] makes another insightful observation when
he suggests a stronger relationship between disorder and temperature than disorder and
entropy [Brissaud, 2005:69]. This is consistent with the principles of the 2" law of
thermodynamics and the relationship described in the literature between entropy and
information [Brillouin, 1951; Schroder, 2004], and opens interesting possibilities when
one considers the implications of temperature in the 2" and 3 laws of thermodynamics.

The axioms of the theory of information quality extends these principles generally to
information processes in which the objective is to develop information entities having a
desired meaning for the intended user and the degree to which the desired meaning has
been achieved can be determined by the entropy that reflects the cumulative state of
information quality as defined by discrete quality attributes. This dissertation extends the
theory of information quality to the special case of the requirements engineering problem
in systems engineering. The axioms of the theory are summarized in Table 4.1. The
equations can be generalized to address other forms of information entities, and the

corresponding variables can be modified accordingly.
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Table 4.1: Summary of the Theory of Information Quality Axioms and Principles

Special Case of Requirements Engineering in the REF

1. Information | and requirements entropy Hg are non-negative quantities, where
I(P) >0, Hr(P) > 0, and P is the number of possibilities corresponding to the
distribution of R among the specified number of quality levels. I increases as Hg
decreases, where 1(P=1) is maximum.

2. For a given number of requirements R where R occupy the desired end state, there is
only one possible distribution and therefore P = 1. We get no additional information
Al after R occupy the desired end state. The outcome uncertainty is minimum when
Al(P=1) = 0; Hr(P=1) = 0 = Hgin.

3. Requirements quality is a good indicator of the status and progress of the requirements
engineering effort relative to the desired end state because requirements quality is the
objective of the requirements engineering process. V r; € R, the specified quality
attributes g are necessary and sufficient for r; to reach the desired end state when all
attributes apply to r;. There is no need to change r; when it reaches the desired end
state. Therefore, r; — qy4is a stable condition.

4. Hg and uncertainty is maximum when randomness is maximum, which corresponds to
R occupying the qo. For a given R, the number of possibilities P is maximum and
Hrmax= RI0g,P when R occupy the zero quality state and all quality levels are available
to R to occupy. Hg measures the degrees of freedom or number of possible arrangements
for R assuming quality attributes are not randomly exchanged between R.

5. Hg and uncertainty monotonically increase as the number of possible arrangements P
increases and R increases. Hg(R) > Hgr(R-1) for a given quality level because there are
more possibilities for R than R-1. Requirements distributions where p(r,) = 0 are not
included because requirements do not randomly redistribute among the quality levels.

6. Additivity: I and Hg are sums of the information and entropies, respectively, for the
requirements from each quality level. | and Hg may increase, decrease or remain steady
depending on the impact of changes on the requirements quality distribution.

7. Hror uncertainty decrease as | increases where | = Hgmax— Hg is the information we
have at any given time in the process and Al = Hg— Hgmin is the additional information
needed to reach the desired end state. As such, Hg is the additional information that is
necessary to minimize uncertainty and is the lack of information from the perspective

of the receiver.

8. Hr decreases as Q — max and Hg = 0 when P = 1, which corresponds to R reaching
the desired end state. Hy of a closed process always increases (e.g. entropy begins to
increase when R or system design are “frozen”). Hg of an open process may decrease
locally as engineering effort E is input. If the process becomes closed, Hg increases over
time as customer needs evolve, new technology becomes available and operational
requirements change without input of E to maintain R in the desired end state.

9. Conservation of the cumulative requirements quality Q is assumed for estimations of P
at a given time in the process with R in equilibrium; the input of E increases Q and I, and
decreases P and Hg; the relationship between E, Hg and | is defined by the REF.

10. Q is a measure of the randomness of the requirements information. Randomness is the
departure from order [25]. Disorder, randomness and uncertainty decrease as Hr — 0
and Q — max. E is required to increase and control Q and | during the process, thereby
decreasing Hg and uncertainty. The REF defines the relationship between E, 1 and Q in
terms of the additional engineering effort AE necessary to transform R from their
current state to the desired state.
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4.2: Summary of Mathematical Foundation of the Theory

The mathematical foundation extended in this research is summarized in Table 4.2.

Table 4.2: Summary of Mathematical Foundations

Information Theory and
Statistical Mechanics

Theory of Information Quality

N=an
J

14
R = Z T,
n=0

E= ansj-

j

14
Q= Z "qn
n=0

b (N +G-1)!
BE ™ NyI(G —1)!
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Chapter 5: The Requirements Entropy Framework (REF)

The REF presented in this chapter is one of several developed for the purpose of
implementing the theory of information quality. The REF described herein was selected
first for evaluation because of its relative simplicity and mathematical implementation.
There are many possible variants of the REF, however their basic theoretical construct is
the same. All the REF variants treat requirements as discrete constituents contained
within an open requirements engineering process where the input of engineering effort
transitions the requirements from initial states of lower quality and higher uncertainty to
states of higher quality and lower uncertainty. Further, the requirements quality
macrostate reflects the cumulative requirements quality at any given time in the process
and the distribution of the requirements among the available quality levels. The number
of quality levels in the REF corresponds to the number of quality attributes determined to
be necessary to reduce requirements information uncertainty to an acceptable level for

design of a system solution that satisfies customer needs.

5.1: Quality Attributes

If information reduces uncertainty and entropy decreases as the uncertainty or number
of possibilities decreases, requirements are the technical information “that define the
capabilities, characteristics, or quality factors of a system” [Honour and Valerdi, 2006:6],
then it stands to reason that the quality of the system definition increases and the entropy
and uncertainty of the requirements information decreases as requirements quality
increases. Customer needs are satisfied by system quality. Design quality enables

system quality (e.g. quality must be designed into the system), and requirements quality
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enables design quality. The requirements engineering effort underpins the system design
and development effort.

The degree to which the requirements engineering effort reduces the uncertainty of a
successful outcome corresponds to the degree to which the requirements engineering
effort increases requirements quality. Requirements quality increases as the number of
their quality attributes increases. The requirements engineering effort reduces the
technical uncertainty that a quality system will be designed, built and delivered to satisfy
customer needs, and the cumulative requirements quality should reflect the degree to
which the requirements engineering effort reduces the technical uncertainty. Assessment
of the status and progress of the requirements engineering effort without considering the
state of requirements quality or technical uncertainty would be expected to provide only
partial information at best. The strength of correlation between the Fractional Method
and a method that measures requirements quality is expected to be relatively weak.

The following table defines the quality attributes used to implement the theory in the

REF described in this dissertation based on Davis [1993] and INCOSE [2011].

Table 5.1: REF Quality Attributes and Definitions

Requirement Quality Attribute Definition
. The requirement can be met within the cost and
1. Realistic .
schedule constraints of the program.
5 Correct The requirement represents something necessary for

the system to be built and satisfaction of some need.

The stakeholders can easily comprehend the meaning

3. Understandable of the requirement with minimal explanation.

The requirement captures everything that is intended

4. Complete with no TBDs or TBRs.

5 Verifiable The requirement is written in such a way that enables
' cost effective verification that the system fulfills it.

6. Validated The requirement is necessary to build the right system

and meet user/customer needs.
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The requirement is allocated and linked to all other

7. Traced/Traceable X . .
supporting requirements at higher and lower levels.

8. Unambiguous The requirement has only one possible interpretation.

The requirement is not in conflict with any other

9. Consistent .
requirement.

The requirement numeric quantities are accurate and

10. Precise specified to an appropriate level.

The requirement communicates the information using

11. Concise as few words as possible.

The requirement enables flexibility in the design
12. Design Independent process by defining what is necessary, not how it
should be designed or implemented.

The requirement necessity and relative importance is

13. Annotated documented.

The requirement information is not stated more than

14. Not Redundant once without a good reason to do so.

5.2: Theoretical Construct

The REF used to obtain the results presented in this dissertation is illustrated in Figure
5.1.) The REF is analogous to an open physical system in which the entropy is defined
by the log of the number of microstates [Boltzmann, 1896]. Each requirement is treated
as an information entity that occupies a discrete level corresponding to its cumulative
quality at any given time in the requirements engineering process. The R may occupy
any of the N = 15 levels having one state per level in this case. N corresponds to the
number of quality attributes determined by the SE team to represent the desired
requirement quality end state plus one additional state representing zero quality go. The
REF is completely flexible in this regard and can reflect the observations and experience
of the SE team in terms of the N that best meets the need of the program. The number of

possibilities P increases as N and R increase.

! The REF described herein and variants thereof are patent pending under patent number 61824415.
Inquiries can be made to the author at grennm@gwu.edu.
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Figure 5.1: The REF treats the R as information entities that transition from
initial high probability, high entropy states to low probability, low
entropy states as engineering effort is input and R accumulate quality.
Requirements in the REF occupy quality levels corresponding to their accumulated
quality, and the requirements entropy reflects the number of ways that the requirements
can be configured among the available states. Higher quality levels become available and
more probable for requirements to occupy in the REF as the cumulative requirements
quality Q increases. This principle is analogous to higher energy levels that become

available and more probable for particles to occupy in a physical system as the total

energy of the system increases. For the purpose of this research, we assume that
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requirements at a higher level of quality are not allowed to reconfigure themselves to
lower quality levels randomly. This may occur, however, if a new requirement is added
or an existing requirement is revised such that it has a negative impact on other existing
requirements, such as if a key performance parameter is increased and becomes more
difficult to achieve and has a negative ripple effect on other requirements. This effect
would be expressed in the entropy when the calculation is redone because of its impact
on the requirements quality distribution.

The REF illustrated in Figure 5.1 shows four requirements: ry and r, occupy gz
corresponding to any one bound quality factor representing relatively low quality
requirements and high entropy, rs occupies g; corresponding to any seven bound quality
factors and r4 occupies the desired end state gi4 corresponding to maximum quality with
all fourteen quality factors bound to it and minimum requirements entropy Hrmin. There
IS no constraint on the order in which the quality factors bind to the requirements.

For the purpose of this research, the levels in the REF are assumed to be discrete and
nondegenerate with negligible interactions because there is only one state per quality
level available for requirements to occupy, and any given existing requirement occupying
a given quality level has only the current level and higher levels available to it. This is
important in our analysis because we are more interested in the estimation and
forecasting of the effort to transform R from its current state of requirements entropy Hg,
which reflects the current distribution of R among the quality levels, to the desired state
Hrmin OF SOme other improved interim state. The Hg becomes an indicator of the status
and progress of the engineering effort if we assume that each requirement in the set of R

must be a good requirement that enables the right system to be designed and built the
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right way and each good requirement will have the specified quality attributes. In this
dissertation, the engineering effort is assumed to increase quality and lower Hg of
existing requirements. However, it is more likely that new requirements added in the
future will be distributed among lower quality levels than higher quality levels because
they have not yet been subjected to the requirements engineering process. Therefore, the
number of quality levels available to a given existing requirement decreases as its quality
increases. The implementation of the REF in this paper restricts Hgmin to the desired end
state only and enables the status and progress of the requirements engineering effort to be
quantified relative to Hrmin.

A requirement r; may occupy any quality level g, corresponding to the number of
quality attributes ‘bound’ to it. The initial state can range from zero quality when R
occupy the minimum quality state or R - g, to maximum quality when R - ¢4 prior to
the input of requirements engineering effort E, however unlikely the latter condition may
be. Requirements occupying g4 have reached the desired end state because all quality
attributes are bound to it.

The qy4 State in the REF has the highest order, stability and certainty. Order is
“departure from randomness” [Bailey, 1987:90], and Q14 is the least random state because
there is only one possibility for any requirements occupying it. This is analogous to the
ground state of a physical system in which there is only one microstate available where W
in equation (2) is one, the entropy S is zero and uncertainty is minimum. The g4 State in
the REF has the highest certainty because there is only one possible configuration for
requirements occupying it. Requirements occupying the g4 state are least likely to

change and are therefore the most stable because they exhibit maximum quality and there
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is little need for the SE team to change them. The state least likely to change is when
requirements are ready to support system design and have been formally reviewed and
determined to be in such a state, which is a function of the requirements quality.

Requirements stability corresponds to a static condition where the macrostate is not
likely to change, which is the least probable and most desirable g4 state where Hz =0, or
a dynamic condition where the macrostate is changing in a controlled and predictable
way. For example, static stability can occur for a period of time when E is no longer
input into the process and the requirements are “frozen”, which may occur at a critical
design review. In effect, the process becomes closed, or isolated, at this point and the
requirements information begins the process of tending toward maximum entropy over
time as customer needs change, technology advances and demand for more capable
systems increases. As a result, the natural tendency is for the quality of the requirements
information to decrease and the requirements entropy to increase over time. The input of
engineering effort into the process counteracts this natural tendency toward maximum
entropy by continuously updating the information to reflect what the customer needs. A
steady state of requirements quality can be maintained with the input of engineering
effort.

Like Shannon [1948], the REF only considers the possibilities that are positive
numbers in the calculation of entropy, not the possibilities equal to zero [Schroeder,
2004:399] as requirements increase in quality. The probability of a lower quality level
being randomly available to requirements at a higher quality level is zero unless
requirements changes are made or new requirements are added during the engineering

effort that would result in such movement to lower quality levels. For example,
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discovery of technical errors or negative “ripple effects” from other requirements could
result in such movement. However, this would occur as part of the engineering effort and

not randomly.

5.3: Mathematical Foundation of the REF
Quantum statistics are used in the REF to estimate the number of possibilities given
that the total number of requirements R is the sum of the requirements occupying each

quality level n from zero to 14 where:

R = Z%iorn: T0+T'1+~'-+T14 (9)

and the total requirements quality Q is defined by:

Q= Yrtommqn =10q0 + 11q1 + -+ T14q14 (10)

where any number of requirements r in the set of R can occupy any quality level g,
available to it and r,, is the number of requirements that occupy the given quality level.
The Q represents the cumulative quality macrostate, and the possible distributions of R
among the available N represent the corresponding microstates. Equations (9) and (10)
are similar in form to the equations that must be satisfied by elementary particles in a
one-dimensional energy space in quantum statistical mechanics [Richtmyer et al,
1969:533; Hill, 1960:8]. These principles are extended to the REF by substituting

elementary particles that occupy energy levels with requirements that occupy quality
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levels. Bose-Einstein quantum statistics are used to estimate the number of ways, or
possible distributions, in which R can be allocated among the available quality levels.

The number of possible microstates available for requirements to occupy is estimated
using Stirling’s approximation:

— AR +N=1)In(r,+N-1)~(N-1)In(N-1)-r, Inr,
PSA =€ (11)

of the Bose-Einstein distribution:

_ (R+N-1)!
Ppe = RI(N-1)!

(12)

where R =N, and N is the number of higher states available for any given r, in the set of
R to occupy including their current state. For example, if ro=R =4 and all levels are

available for R to occupy because R — o and N = 15, then there are:

Pee = (4+15-1)1/41(15-1)! = 3060

possible ways to arrange the R among the N = 15 quality levels available to them.

For R = 1000 under the same conditions, the number of possibilities Pge ~
4.47x10°°%°/3.49x10%°"® = 1.28x10%. The number of possibilities can be used to express
complexity [Campbell, 1988]. This example provides some insight into the number of
possibilities encountered during the requirements engineering process and the potential

utility of quantum statistics for describing this complexity.
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The requirements entropy Hg in bits is estimated by extending the physical entropy
equation suggested by Brillouin [1951] to our requirements engineering problem,

resulting in:

Hp = —1ylog, ;;_OR — - —1log, P:TR = —Yntomlog, I;_HR (13)

and the maximum requirements entropy Hrmax Can be estimated using:
HRmaX = RIOgZP (14)

Hrmax for the Maxwell-Boltzmann distribution Pyg is included for reference in the
estimations of requirements engineering effort presented in Section 4, however
simulations using Py quantum statistics are not included in this paper due to
computational limitations encountered in the MATLAB® [Mathworks, 2010]
implementation of the REF for R > 330. Additivity is among the properties of entropy
[Brillouin, 1951; Wehrl, 1978] and this enables continuous measurement and monitoring
of Hg during the requirements engineering process. For the simple example illustrated in
Figure 5.1, Hrmax = 46.3 and Hg = 22.43. To put this in context, Hrmax = 103,336 for R =
1000. The Hg(t) increases, decreases or remains steady depending on the impact of
additions, deletions or revisions on the requirements quality distribution.

The requirements engineering effort E is the energy that transforms the requirements
from a lower state of quality to the desired state during the requirements engineering

process. The estimated average increase in E converted to time units (e.g. person-hours)
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is defined as:

(AE) £ AIQ/(b) (15)

where Al in bits is the increase in requirements information necessary for the R at the
given time to reach the desired state, Q is the corresponding requirements quality defined
by equation (4), and (b) is the average information output rate for Al in bits per unit time.
The Al to reach the desired end state is calculated by extending the method suggested by
Schroeder [2004]:

Al = Hr— Hrmin (16)

where Hy is defined by equation (7). Schroeder [2004] takes the perspective of the
system or the sender of the message where entropy represents the information the system
or sender currently has and is calculated using, in effect, Hrmax — Hg When considered in
the context of this work. The REF takes the perspective of the observer outside the
system or the receiver of the message where entropy represents the lack of information.
This lack of information is the additional information that is necessary to reduce technical
uncertainty to a minimum and achieve the desired state of information quality for the
right system to be built the right way. This lack of information is calculated using
equation (10). The initial requirements entropy Hg; can be used to estimate the initial
information I; using:

li = Hrmax— Hri (17)
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where Hg = Hg; at the start of the effort. This may be useful to quantify the quality of the
source requirements at the start of the program and gain insight into the effectiveness of
early requirements efforts. For cases where R — qg represents the initial state and R —
14 represents the desired state, Al is maximum and I;= 0. In such extreme cases, Hgr =
Hgri = Hrmax. FOr SE programs with an initial requirement quality distribution other than
R — 0o, Hri decreases as the initial requirements distribution increases in quality,
resulting in less AE required to transition R from the initial state to the desired state. The
difference in initial quality between new requirements and reused requirements that have
previously been developed in the requirements engineering process can be accounted for
in the REF by assuming a higher probability that a quality attribute will be bound to r; at
the start of the effort if r;is reused rather than new. The Hr may increase, decrease or

remain steady depending on the impact of r; on Hg when r; is added, deleted or revised.

5.4: Theoretical Requirements Entropy Behavior

The maximum requirements entropy Hg calculated using equation (13) as a function
of R where R occupy each of the available N levels is shown in Figure 5.2. The entropy
behavior shown in Figure 5.2 resembles the entropies described by Curado and Nobre
[2003] and Kapur [1986] in their analysis of alternative forms of entropy. The Hg
monotonically increases from Hg = 0 when R occupy gi4and N = 1 to Hrmax When R

occupy goand N = 15.
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Figure 5.2: Requirements entropy for all R in each level from Npyax t0 Npin.

Figure 5.3 plots this condition of Hg with the x-axis reversed to illustrate the possible
behavior of R over time if all the requirements were to transition from go to gi4in single
level increments. This is a theoretical case that is highly unlikely to occur in practice,
however the simulation results presented in Chapter 7 show similar behavior as the mean

quality of the requirements distribution increases over time.
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Figure 5.3: Requirements entropy with x axis reversed to illustrate behavior of all
R transitioning from Npmax to each discrete level toward Npi, over time.
5.5: Example Requirements Quality Distributions
Figure 5.4 shows two examples of initial state requirement quality distributions that

were generated during the MATLAB® [Mathsoft, 2010] simulations of the REF. The top
distribution reflects a relatively low initial state quality with the majority of requirements
occupying either the zero quality level go or the g; level corresponding to any one quality
attribute. The middle distribution reflects a relatively high initial state requirements
quality distribution with a much higher initial state Q and the most populated states being

either the maximum quality level g4 or the qi3 level just below it. Reused requirements

66



Initial State
(lower requirements quality)

Number of Requirements per Level

K 5 6 7 8 9 10 11 12 13 14
REF Quality Levels

— 500

%

~ Initial State

g 400f (higher requirements quality) 1
5

£ 300+

£

g‘ 200 ¢

&

k)

3 100}

£

Z

0
REF Quality Levels

S 2500

T
-1

fg. 000 } Desired End State -
3 (maximum requirements quality)

=

% 1500 .
S

=

S 1000} 4
&
e

15}

5 500t -
=

g

=z 0 1 1 1 1 A 1 1 1 L 1

1234567 891011121314
REF Quality Levels

Figure 5.4: Examples of initial state requirements quality distributions (top two
plots) and desired end state requirements quality distribution (bottom).

in these simulated SE program initial state requirements quality distributions have a much

higher probability of occupying the qi3 or g4 levels than new requirements that have not

yet been subjected to a rigorous requirements engineering process. For example, a
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ground-based multi-sensor system with new requirements for imaging and C* capabilities
but reuse of existing requirements for other elements of the system that have little impact
on the new capabilities could exhibit an initial state requirement quality distribution
similar to the top distribution. The middle distribution shows a higher initial state quality
distribution and suggests a higher degree of reuse given that a majority of the
requirements occupy (4 at the start of the program. The requirements quality
distribution shown in the bottom plot corresponds to the desired end state where all R
from the middle initial state distribution occupy (..

Figure 5.5 shows two examples of initial state requirements quality distributions with
varying degrees of requirements reuse, where the top distribution reflects low to
moderate reuse and the bottom distribution reflects a higher degree of requirements reuse.
Higher requirements reuse is a reasonable indicator of previous SE experience with one
or more similar systems, otherwise the requirements would not be appropriate for reuse.
Given this experience, the higher degree of requirements reuse is assumed to have a
positive impact on the initial state requirements quality distribution of the new
requirements relative to the initial state requirements quality distribution of new
requirements in SE programs with little to no experience with the system under

development.
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5.6: REF Model Context Diagram

A context diagram of the REF with the model inputs, activities, controls, enablers and

outputs is shown in Figure 5.6. The input parameters for the REF can be manually

entered based on measured or expected values or estimated by random variable

simulations using probability distributions that approximate the observed behavior. For

example, the number of requirements R can be manually entered if known at a given time

in the program.

( Inpats )

* Number of total requirements R
(actual, expected or random variable)

* Number of quality attributes to define
number of quality levels N

* R new and reused per interval (actual,
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Figure 5.6: Context diagram of the REF modeling process.
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If the REF is being used to forecast, then the expected R can be entered into the
model. The R can also be estimated in the REF using a normally distributed random
variable with a specified R and standard deviation. Similarly, deleted requirements can
be manually entered if known or, using the Rhodes et al [2009] and Costello and Liu
[1995] data as a guide, estimated by a uniform random variable. The controls facilitate
the effective integration and implementation of the REF in the organization’s
requirements engineering process. As with any new technology or tool, it is important to
define the requirements and procedures for its effective use in the organization and

demonstrate its value in the process to gain organizational buy-in.

5.7: Key Assumptions in MATLAB® Implementation of the REF

Assumptions were necessary to write the software code for the MATLAB®
[Mathworks, 2010] implementation of the REF and run the simulation experiments for
the special case described in this dissertation. Most of the assumptions do not represent
limitations of the REF, but rather constraints that were imposed in the software
implementation evaluated here. Assumptions annotated with an asterisk (*) are
fundamental. Many key assumptions are summarized here to provide additional insight

into the simulation results.

1. The requirements engineering process is an open system (*).

2. The open requirements engineering process does not violate the laws of nature (*).
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3. Measurements of engineering effort and requirements trends are observations of the

macroscopic behavior of the requirements engineering process (*).

4. Good requirements enable the development of quality systems, and good requirements
exhibit quality attributes determined by the SE team to be important for quality systems

to be designed and built (*).

5. The cumulative quality of requirements being worked in the requirements engineering
process is a good indicator of the status and progress of the requirements engineering

effort (*).

6. Neither the quality of an individual requirement rj nor the cumulative requirements

quality Q increase without the input of engineering effort into the process (*).

7. Not all requirements quality distributions in the REF are equally probable. A
requirement will be more likely to occupy a low quality state than a high quality state

without the input of engineering effort (*).

8. The qo corresponds to maximum uncertainty, randomness and entropy where

HRrmax = RIOgZP (*)

9. The g4 corresponds to minimum uncertainty and entropy, and maximum departure

from randomness, corresponding to the lowest probability state where Hgmin = 0. The
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REF illustrated herein specifies fifteen (15) quality levels, however the number of quality
attributes and therefore the number of quality levels may be tailored by the SE team

based on experience with similar systems to best meet the needs of the program.

8. Nondegeneracy is assumed in the REF such that if R = 1 and R occupies g1, then N =
14 in the calculation of Pgg because R would have N = 14 possible states available for it
to occupy. There is only one equiprobable state per quality level and the existing
requirements do not randomly exchange quality or reconfigure themselves into other
quality distributions without the input of engineering effort. If R occupy g4, then N =1
and P = 1 because there is only 1 state available for R to occupy, which is the maximum
quality state, and there is only 1 possible distribution of R when all R occupy the
maximum quality state. This state corresponds to Hrmin = 0 because entropy and
information uncertainty are minimum, and this only occurs when R — gi4. The REF
distinguishes between the information we have at any given time in the process and the
additional information we need in order to reach the desired end state defined by the SE

and program management team.

9. R may vary as a function of time as requirements are added, derived, uncovered,
deleted, etc. The Q varies as a function of the cumulative quality of R according to
equation 4. Equations (9) and (10) are consistent with principles of quantum mechanics
for an equilibrium state. The REF assumes that these equations apply [Richtmyer et al,

1969:533].
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10. At the start of the requirements engineering process t=0, all requirements are either
new or reused where R = rpuse + Iew and the requirements volatility calculated using the

Fractional Method equals one at the start because R = r,, and r, and r4 are zero.

11. The initial state quality of rreuse >> new given the experience with reyse for similar
systems. New requirements have not yet been verified or validated using a rigorous
requirements engineering process. An empirical study on the impact of requirements
reuse on software defect density and volatility suggests that there is a significant
difference between the number of defects and modifications required for non-reused
requirements than reused requirements [Mohagheghi et al, 2004; Mohagheghi and
Conradi, 2008). Requirements reuse has been shown to decrease the negative effects of
volatility and increase the quality of software [Mohagheghi and Conradi, 2004] but
caution should be exercised when reusing requirements [Botta et al, 2006]. These results
are consistent with the author’s experience and are extended to the REF MATLAB®

[Mathworks, 2010] implementation.

12. Any requirement that transitions to the maximum requirement quality state ¢4
remains there for the duration of the requirements engineering effort and is therefore
stable. The requirement may be deleted if determined to be unnecessary, but p(rrevise) = 0.

Revisions are limited to R that occupy requirement quality states other than Q4.

13. The probability that a given requirement r; will increase in quality as a result of

engineering effort >> than the probability that r; will decrease in quality. The simulation
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results shown in this paper permit existing requirements to only increase in quality as a
result of the requirements engineering effort. This assumption, in effect, does not
account for the possibility of a mistake or a detrimental change to an existing

requirement.

14. For the simulations in this paper, the probability of transition for any given
requirement r; is higher for the next quality level than other higher quality levels, and the
probability of multiple transitions decreases as the number of quality levels increases.
This constraint stems from the assumption that it is unlikely to transform a requirement

from low quality to high quality in a single iteration.

15. Revisions are more likely for rney than reeuse, and revisions lead to more ryey. Ferreira
et al [2009] found revisions led to rpewand an increase in project scope 78% of the time
[Ferreira et al, 2009]. These findings are consistent with the author’s experience and are

extended to the REF.

16. Reused requirements are included in the requirements engineering effort as a result
of their direct applicability to the objective system. An improperly reused requirement
can be more costly than a poor new one. It may be easier to discard a new requirement
than a reused requirement if there is bias toward a particular design approach or

technology solution. This bias was not considered in the simulation results shown in this

paper.
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17. There is no difference between the probability of rne, quality at the start of the
requirements engineering effort versus later in the effort. The Rhodes et al [2009] and
Costello and Liu [1995] requirements trend data suggest a binomial probability
distribution for p(rnew) and a uniform random variable with a maximum p(rg) = 0.1.
Revised requirements are modeled using a normally distributed random variable, with

varying p(rr) and p(rnew) for cases of low and high number of changes per interval.

18. The probability of r.euse is higher for large SE programs (e.g. R > 1000) than small SE
programs because the likelihood of starting from scratch on less complex systems is
higher than on highly complex systems and SoS, which tend to evolve [Sheard, 2009].
The availability of requirements from earlier complex systems increase p(reuse) for these

programs.

19. This paper assumes that requirements quality is a good indicator of the status and
progress of the requirements engineering effort and the following fourteen (14)
requirement quality attributes based on Davis [1993] and INCOSE [2011] are necessary

and sufficient to achieve the desired requirements quality end state in the REF.

20. Distinguishability between requirements within any given quality level is not critical
because requirements at g1 require an equivalent amount of AE to reach g4 even though
they may not share the same ten quality factors, so the Bose-Einstein distribution is used.
In practice, since the requirements engineering effort needs to distinguish between these

two requirements to ensure they are appropriately worked, Maxwell-Boltzmann statistics
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would account for the increased number of possibilities P in the Hg calculation if such

treatment is necessary.

21. Although the entropy of a closed system can only increase, the entropy of an open
requirements engineering process can decrease when energy, which in our case is in the

form of engineering effort, is transported across its boundary [Dincer et al, 2001:125] (*).

22. “Disordered states are more probable than ordered ones” [Dincer et al, 2001:125] and
“the "entropy" of the state of a system is a measure of the probability of its occurrence.
Accordingly, not all possible requirements quality configurations, or distributions, in the
REF are equally probable. States of low probability have low entropy; states of high
probability have high entropy” [Dincer et al, 2001:125]. This is consistent with the
assumptions that a requirement will be more likely to occupy a low quality state than a

high quality state, and q.4 is the lowest probability and corresponds to Hgmin= 0 (*).

Chapter 6: Research Approach
6.1: Research Objectives and Methods
The general research approach with top level objectives is shown in Figure 6.1. A
systems engineering approach was taken to understand the problem and define the topic,
and a considerable amount of time was allocated to the systems thinking necessary for
this research. Many researchers define the research objectives after identifying a gap in
the literature. Whenever a gap was identified in this research, it was considered in the

context of the overall requirements engineering problem. In most cases, research
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objectives addressing the gap would have made a contribution to the field in a relatively

short period of time, however the fundamental problem would have remained

unaddressed.
Topic Definition Objectives Methodology Contributions
Propose a new theory of Extend principles of New theory to explain
m—p the behavior observed in mem=p iNformationtheory and ..  relationships between RE
the RE process. statistical mechanics to process behavior and
the SE process. L) important underlying
properties contributing
Formulate REE 1o assess to the behavior that are
Develop a practical requirements quality otherwise difficult to
Rk Gap =P framework to implement —l based on established ™1 understand or measure.
Analysis nenspy the new theory. scientific principles.
¥ Write MATLAB™ codeto | - Anew model to
Design a quantitative enable simulations that _] implement and evaluate
AT — experimentforan === s |yde stochastic and the theory: REF
; important RE problem to deterministic variables.
Review test the new theory.
f Run simulations of Research findings that
v ¥ support the theory and
Compare results with requirements vlolatl_ll:‘y a;lnd _— suggest the REF is a new
Research = currentmethod(s) in cor:par(_e ra:lh;s v;':;dt 2 technology to measure,
Problem Widespread use and oo e > monitor and predict
document findings. requirements trends and
Run simulations of engineering effort at any
engineering effort and time in the RE process.

compare results with
Valerdi [2005] data.

Figure 6.1: Summary of Research Approach

Analysis of the problem led to the conclusion that a new theory was needed to
describe the macroscopic behavior observed during the requirements engineering process,
and a new approach was needed to resolve the limitations of current methods used to
measure requirements trends. Given the practical nature of the systems engineering
problem and the realization that simply suggesting a new theory and a new method would
not be enough to satisfy the engineering community, it was clear that the method would
need to be evaluated to determine its potential utility. Given the schedule constraints

imposed on the doctoral research phase and the time necessary to develop the theory and
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the REF, the decision was made to review the existing SE literature for data on actual SE
programs to determine if sufficient data were available to perform an acceptable
evaluation.

After a thorough review of the literature, the engineering effort data measured by
Valerdi [2005] on thirty-five (35) DoD programs was sufficient to perform simulation
experiments of engineering effort based on the total number of requirements in the
program. The requirements volatility data in the literature was extremely limited. This
was a bit of a surprise given the importance of requirements engineering to the successful
development of complex systems, the major problems experienced in complex system
development programs, and the degree to which requirements volatility has been
correlated with these problems. In any event, simulation experiments could be run to
compare the forecasts of the REF with the Fractional Method and their strength of
correlation to determine if the REF would be expected to provide significantly different
insight into the status and progress of the requirements engineering effort as a function of
requirements volatility. The Fractional Method measures the quantity of changes only
with all the changes weighted equally, not their impact on quality or the degree to which
negative “ripple effects” [INCOSE, 2011] of requirements volatility impact requirements
quality or technical uncertainty. Requirements entropy as defined in the REF measures
both the quantity of changes and the degree of their positive or negative impact on
technical uncertainty reflected by the cumulative requirements quality. Given the fact
that the REF accounts for requirements quality while the Fractional Method only
accounts for the quantity of requirements changes, simulation experiments would be able

to determine if there was a significant difference in their forecasts of when the
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requirements would reach the desired state of order, certainty and stability such that
additional changes were not needed and the requirements were ready to support system

design.

6.2: Important Factors in REF Implementation of Theory
The relationships between requirements changes, requirements volatility, requirements
quality, requirements entropy and engineering effort in the REF implementation of the

probabilistic theory of information quality are summarized in Figure 6.2.

Requirements
Change

+/- +/-

Engineering
Effort

Requirements - Requirements

Quality Entropy

Figure 6.2: Top Level Model of Important Research Factors

The relationships suggest an interesting dynamic and positive reinforcing loop
between requirements changes resulting in volatility that decreases requirements quality,
which leads to more requirements changes. This dynamic is consistent with requirements
churn that has been reported in the literature and observed in requirements engineering
programs in which top level needs and requirements are continuously changing and the
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objectives of the system are not well defined. It would be interesting to consider this
relationship in a system dynamic model.

A more detailed representation of the relationships between important factors in the
REF is provided in Figure 6.2. Also included in Figure 6.2 for reference are other
relevant relationships and important factors suggested in the literature that are outside the
scope of this research. Although this research does not include SE program success in
the analysis directly, the relationships between requirements quality, requirements

volatility and program success have been discussed previously.
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Figure 6.3: Model of Important Relationships in REF Implementation of Theory
The relationship between new and reused requirements and their impact on
requirements quality is considered in the REF. The positive relationship between new
requirements and requirements revisions is based on Ferreira et al [2009] and is

consistent with researcher’s experience in technology development programs.
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6.3: Research Design
6.3.1: Research Premise

A major premise of this dissertation is that requirements changes can be good, bad or
neutral depending on the degree to which additions, revisions and deletions have a
positive or negative impact on the requirements entropy Hg. The REF described in
Section 2 describes the relationship between Hg and requirements quality.

The objective of the requirements engineering effort is to define the objective system
as efficiently as possible using a set of good requirements containing the information
about what the objective system needs to do and how well it needs to do it in order to
satisfy the customer. A good requirement will have the quality attributes determined to
be important for the SE team to effectively document and communicate the meaning of
the information necessary for the right system to be built the right way. Requirements
determined to be in this state of quality reduce technical uncertainty and increase
confidence that the design effort will result in a viable, near optimal system solution.
Technical uncertainty increases risk of engineering effort underestimation, cost overruns
and schedule delays. A requirements quality metric that includes information about the
quantity of requirements changes would be a good indicator of the status and progress of
the requirements engineering effort.

If requirements contain the information that enables the realization of a successful
system, and requirements quality is an indicator of the information for this purpose [Hull
et al, 2011], then it is reasonable to expect a precise and accurate metric to account for
the number of requirements necessary to completely describe the system and the degree

to which requirements changes impact requirements quality relative to the desired state.
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6.3.2: Research Questions and Hypotheses

Given the significant impact of requirements quality on the overall success of the SE
effort, would a requirements trend measurement method that accounts for the number of
requirements changes and the degree to which the changes impact requirements quality

be a more effective leading indicator of requirements trends than a method that does not?

The first research question is:

e Can the REF improve the forecast of requirements trends relative to the Fractional

Method for requirements engineering efforts with varying degrees of requirements

changes?

Hypothesis 1: There is no difference between the Fractional Method using linear

regression and the REF in their forecast of when the requirements will become stable.

The purpose of the first simulation experiment is to compare the REF and Fractional

Method forecasts of requirements trends and evaluate their strength of correlation.

The second research question is:

e Can the REF accurately estimate requirements engineering effort using measured data

published in the SE literature for comparison?
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Hypothesis 2: There is no difference in the mean engineering effort measured by

Valerdi [2005] and the mean engineering effort estimated by the REF.

The purpose of the second simulation experiment is to compare the REF estimation of
requirements engineering effort with requirements engineering effort data measured by

Valerdi [2005] for DoD programs.

6.3.3: Requirements Trend Factor Relationships

The important factors included in the requirements trend simulation experiments to
evaluate the REF relative to the Fractional Method are shown in Figure 6.4. The number
of requirements R and the requirements changes variables are the same for REF and
Fractional Method in the simulation runs. These factors are input into the REF and
Fractional Method for comparison in the simulations. The Fractional Method forecasts
are based on the linear extrapolation of the total requirements volatility RV discussed
earlier in section 2.2.1 in Chapter 2. The REF forecasts are based on the average rate of
entropy change over the previous baseline measurement intervals and this average rate of
change is extended to future intervals until the minimum entropy state reflecting
maximum quality is reached.

Technical uncertainty decreases as requirements entropy decreases and requirements
quality increases. In the REF, requirements entropy reflects the state of technical
uncertainty and requirements quality at any given time in the requirements engineering
effort, and therefore is evaluated as a new method for assessing the effects of

requirements volatility on the status and progress of the requirements engineering effort
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relative to the desired end state. The requirements entropy scales as a function of the
number of requirements as shown in equation (13).

Requirements volatility requires changes to occur, however requirements changes do
not necessarily result in negative requirements volatility effects. The requirements
engineering effort by definition changes and transforms requirements as the iterative
process defines the system in more detail to lower levels. The simulation assumes there
are sufficient resources available to support the number of simulated changes per baseline

measurement interval.
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Figure 6.4: Model of Important Relationships in Requirements Trend
Simulation Experiments

6.3.4: Requirements Engineering Effort Factor Relationships
The important factors included in the requirements engineering effort simulation

experiments to compare the REF estimations with the measured engineering effort data
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published by Valerdi [2005] are shown in Figure 6.5. For these simulations, the number
of requirements R is randomly generated using the lognormal distribution with the mean
R and standard deviation corresponding to the Valerdi [2005] data. This ensures that the
average size of the SE programs used in the REF simulations in terms of their R is
comparable to those in the Valerdi [2005] data. Comparison between the REF and
COSYSMO in their estimations of engineering effort as a function of requirements

volatility is outside the scope of this research but would be a reasonable next step.
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Figure 6.5: Model of Important Relationships in Requirements Engineering Effort
Simulation Experiments

6.4: Data Collection Approach
Software code was written in MATLAB® [Mathworks, 2010] and simulation

experiments were run to collect the data used to evaluate the REF as a new technology
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for assessment of requirements trends and engineering effort. For the engineering effort
simulations, the R is randomly generated at the start and remains constant throughout the
simulation run from the initial state requirements quality distribution to the final state
requirements quality distribution where all R occupy the desired end state 4.

Five (5) separate engineering effort experimental runs were performed consisting of
thirty-five (35) simulations of engineering effort per run to compare the REF engineering
effort with the Valerdi [2005] data. A total of twenty-four (24) requirements trend
simulation experiments were performed with varying degrees of requirements change
behavior in order to compare REF and Fractional Method forecasts. The number of
requirements deleted per measurement interval was randomly generated using a uniform
distribution with a maximum of 0.1R based on the data published in the literature. The
number of requirements revisions and additions per interval were modeled using
normally distributed random variables and varying probabilities of new or reused
requirements having a quality factor.

More than 40% of the Valerdi [2005] data are in the range between 400 < R <1100,
and the engineering effort in this range varies from approximately 1.1 person-years for
1100 requirements to approximately 78 person-years for 750 requirements. The large
variation in the macroscopic behavior observed for the requirements engineering effort in
this range is taken into account in the REF by treating p(rreuse) as a uniformly distributed
random variable, which results in significant differences in the number of possibilities
between efforts with relatively high requirements reuse (rruse) and high initial state
requirements quality versus efforts with relatively 10w rreyse, higher rnew, and relatively

low initial state requirements quality. After the number of new and reused requirements
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are either manually input or randomly generated, the R are distributed accordingly among
the N = 15 quality levels using binomial probability distributions assuming that reused
requirements will have a higher probability of a quality factor bound to it than new
requirements when the requirements engineering effort starts. It was assumed in the REF
simulations that SE programs with a higher p(r.euse) at the start also have a higher
probability of r.e, quality because the experience on previous system development
programs of a similar nature result in a better understanding the new system

requirements.

Chapter 7: Simulation Experiments

7.1: Requirements Volatility

Some refer to requirements volatility as “the growth or changes in requirements
during the project’s development lifecycle” [Ferreira et al, 2009:1568] and the term is
often used synonymously with “requirements change, requirements creep, scope creep,
requirements instability, and requirements churn” [Ferreira et al, 2009:1568; Costello,
1994]. Requirements changes “may be good, detrimental, or neutral to our system
development” [INCOSE, 2010:40]. Requirements volatility in this dissertation refers to
the negative effects of requirements changes that increase technical uncertainty and
decrease requirements quality. The effects of requirements volatility are often
unpredictable, difficult to control, and a destabilizing influence in the requirements
engineering process. Requirements trends are among the most important leading
indicators of SE program technical effectiveness, and requirements volatility has been

suggested as a good indicator of SE practices [Rhodes et al, 2009].
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The impact of requirements volatility on the program is difficult to measure when one
considers that the requirements engineering process is iterative and involves changes that
transform the requirements [DAG, 2011:168] from a state of lower information quality to
a desired state that reflects high information quality. Kulk and Verhoef [2008] suggest
requirements changes are “necessary and healthy.....and a fact of life”” but the challenge
is to “control the volatility” [Kulk and Verhoef, 2008:138]. The positive effects of
requirements changes may be offset by negative “ripple effects” [INCOSE, 2010b] that
can significantly reduce requirements quality because a single revision can negatively
impact numerous other requirements. Requirements volatility increases project scope in
the vast majority of projects and the negative effects are particularly high when
requirements volatility occurs after the start of the formal design process [Ferreira et al,
2009:1570].

The simulation results presented in this dissertation address the special case where the
probability distribution for the transition of an existing requirement r; is limited to the
current state or higher states of quality. A revision to rj either increases its quality or has
no net effect. The probability for the transition of other existing requirements to lower
states of quality as a result of a revision to rj is low in this case and therefore negligible.
However, the initial state quality of r, is simulated using the binomial probability
distribution where the probability of success, or having a quality attribute at the time the
requirement is added to the effort, is p(rnewq). The Hg and uncertainty may increase
significantly if the initial state quality of r, is low at the time the new requirements are
added to the effort. As a result, the r, in the special case may have a significant negative

impact on Q, Hg, and I.
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7.1.1: Experimental Results

Six (6) examples from twenty-four (24) runs of a MATLAB® [Mathworks, 2010]
simulation experiment are shown in Figures 7.1 through 7.6 to illustrate the potential
advantages of the REF relative to the Fractional Method [INCOSE, 2010:15; Rhodes et
al, 2009:31] for estimating, measuring and forecasting requirements trends and the
impact of requirements changes on the program. The data for each of the twenty-four
(24) simulation runs comparing the REF and Fractional Method forecasts of when the
requirements will become stable are included in Appendix D.

In each of the simulations shown in Figures 7.1 through 7.6, the Fractional Method is
plotted against the right ordinate using red, green, blue and gray lines for deleted
(rdeleted), revised (rrevised), added (radded) and RV, respectively. The requirements
entropy Hg is plotted in black against the left ordinate. Each time interval in the
simulation run contains a single data point for each variable representing the cumulative
change measured over that baseline measurement interval as per the Fractional Method
shown in Rhodes et al [2009] and Costello and Liu [1995]. Each baseline measurement
represents a discrete iteration of the simulation that “baselines” the requirements
engineering effort at uniform intervals [INCOSE SE Measurement Primer, 2010:38].
The simulation assumes there are sufficient SE resources available to support the number
of simulated changes per baseline measurement interval.

The Fractional Method forecasts shown in Figures 7.1 through 7.6 use the same linear
extrapolation method based on the total RV (which are actually requirements changes) as
Figures 2.1 and 2.2 to extrapolate when the requirements are expected to reach zero

fractional volatility and therefore become stable. These forecasts are compared in each
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simulation run to the REF forecast based on the rate of requirements entropy change with
respect to time over the baseline measurement intervals prior to the last simulation data
point or dHg/dt to forecast when the requirements will become stable. By definition, the
Hg forecast shown in each plot corresponds to the baseline measurement interval when
the requirements reach the desired end state 14 where Hg = Hrmin and no additional

changes to the requirements are necessary.
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Figure 7.1: Requirements Trend Simulation Run4.
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Figure 7.5: Requirements Trend Simulation Runb.
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7.1.2: Data Analysis

In the simulations for Figures 7.1, 7.2, 7.3 and 7.5 (simulation runs 4, 10, 11 and 5,
respectively), requirements are added early in the effort prior to baseline measurement
interval 4. This behavior is consistent with the Rhodes et al [2009] and Costello [1995]
data shown in Figures 2.1 and 2.2. In Figures 7.1 and 7.2, requirements were only added
at the start of the program or baseline measurement interval 0. Such behavior could
represent an incremental improvement program in which the customer needs and system
requirements are well understood at the start and no hidden requirements were discovered
during the process. In both of these “well-behaved” cases, there is a significant
difference between the Hg forecast of when the desired end state will be reached and the
Fractional Method forecast of when the changes will be zero. The Fractional Method
predicts stability much later than the REF in Figure 7.1 and much sooner than the REF in
Figure 7.2.

Different behavior is observed in Figures 7.4 and 7.6 when requirements are added
after baseline measurement interval 6. In Figure 7.4 (simulation run 2), requirements are
added from intervals 2 through 10. The positive impact of requirements revisions is
unable to offset the negative impact of requirements additions between intervals 3 and 6,
resulting in a net increase in Hg and evidence that the requirements are not transitioning
toward the desired end state during this part of the effort despite a higher fraction of
revisions than additions. The REF forecast of when R will reach the desired end state is
nearly 2x earlier than the Fractional Method forecast based on RV. In this case, the
requirements changes quantified by Hg are good because the changes are transitioning R

to the desired end state more quickly but the forecast of the Fractional Method does not
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provide the same insight. In Figure 7.6 (simulation run 12), approximately 40 percent of
the requirements are added at interval 8. This could occur, for example, as a result of a
formal review with the customer at which time many new requirements are identified and
added to the program. The relative net increase in Hg at interval 8 is similar to the
relative net increase in Hg from intervals 4 to 6 in Figure 7.4 but the fractional volatility
in this case is less and the revisions are transitioning R toward the desired end state more
slowly. As a result, the Fractional Method forecast of when the program would be ready
for a formal review is 35 percent sooner than the desired end state forecast by the REF.

The baseline measurement interval forecasted by the Fractional Method is earlier than
the REF in Figures 7.2, 7.3, 7.5, and 7.6 and later than the REF in Figures 7.1 and 7.4.
The simulations shown in Figures 7.1 and 7.4 have the highest fractional changes and
may be interpreted to exhibit negative effects of volatility but in fact the high fraction of
revisions, or changes, is transitioning R toward the desired end state more quickly.

The simulation results assume that R do not need to undergo further changes or
refinements when the g4 is reached. In effect, the fractional changes are zero at Hrmin
and by definition no additional requirements changes are necessary. The requirements
have reduced technical uncertainty to a minimum and have achieved maximum stability
when Hg = 0. At this point in the process, the requirements would be ready for a formal
review and would be expected to support the system design process if the objective
system is determined to be fully defined by R. The Hg metric informs the systems
engineers, program managers and decision makers whether or not the effort is making

progress toward the desired end state despite the complex behavior of requirements
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changes. This information may increase confidence that the requirements engineering
effort is under control and the SE program is moving in the right direction.

The Hg data from requirements trend simulation run3 are plotted in Figure 7.7 as a
function of P with the theoretical entropy curves shown previously in Figure 5.3. The
abscissa has been reversed to illustrate behavior of the requirements engineering process
over time as the R transition from their initial state toward the desired end state. The
maximum R during simulation run3 was 27,310. The behavior of the run3 Hg data are
similar to the theoretical Hg for the uniform transition case when P is very large (P >

1E18).

7.1.2.1: Analysis of Forecasts and Strength of Correlation

The mean difference between the Fractional Method and the REF in their forecast of
when the desired state would be reached is 17 baseline measurement intervals for
simulation runs in this experiment. Statistical analysis suggests that there is sufficient
evidence to reject the null Hypothesis 1 (p <.01) and conclude that the difference
between the Fractional Method and the REF in their forecast of when R will not need any
more changes is statistically significant. The mean coefficient of determination (R?)
between the Fractional Method and REF is 0.317, indicating a weak to moderate strength
of correlation between the two methods. An example regression analysis plot is shown in

Figure 7.8.
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Figure 7.8: Regression Analysis of the Fractional Method vs REF for Simulation
Runl12.

The relatively weak correlation between the REF and Fractional Method is a positive
result because of the inherent limitations of the Fractional Method. These results are not
unexpected given the fact that the REF is sensitive to requirements quality, which is the
ultimate objective of the requirements engineering effort, and the Fractional Method only
measures the quantity of requirements changes, which can have positive or negative
impact on requirements quality. The significant difference between the REF and
Fractional Method may explain the limited measurement insight provided by the

Fractional Method in the past.
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7.2: Requirements Engineering Effort

Accurate estimation of requirements engineering effort is critical for systems
engineers, program managers, contractors and decision-makers to properly allocate the
resources necessary to complete the requirements engineering process and build the right
system to satisfy customer needs. In DoD, each MDAP requires risk mitigation planning
that includes a general estimate of the level of effort required to bring the program to a
successful conclusion. In risk mitigation planning “there must be enough detail to allow
a general estimate of the effort required and technological capabilities needed based on
system complexity” [DAG, 2011:193] but little guidance is provided on generally
accepted approaches or best practices for estimating, measuring or forecasting
requirements engineering effort.

The most recent models known to be currently available to the SE community (e.g.
COSYSMO) are generally empirical in nature and are based on equations with effort
multipliers and adjustable parameter exponents that require custom ‘calibration’ from
organization to organization to obtain reliable results [Valerdi, 2005:78]. Valerdi [2005]
measured requirements engineering effort for thirty-five (35) DoD programs from six (6)
different major defense contractors [Valerdi, 2005], and these measured data serve as the
basis for comparison of the REF simulation experiments shown in Figures 7.10 through
7.14. The Valerdi [2005] data are shown by the black crosses in these Figures. The
requirements engineering effort data measured by Valerdi [2005] ranges from relatively
small system development programs with R ~ 70 to very large programs with R ~ 20,000.
A regression plot of the Valerdi [2005] engineering effort data versus the number of

requirements is shown in Figure 7.9. There appears to be a low to moderate correlation,
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and this is consistent with the Valerdi [2005] findings. Regression analyses of all the
REF simulation runs are provided in Appendix A. A few of the simulation runs suggest a
relatively high degree of correlation between engineering effort and the number of
requirements, which may explain why some systems engineers find the number of

requirements to be a useful metric for estimating the engineering effort.
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Figure 7.9: Regression Analysis of the Engineering Effort vs Number of
Requirements in Valerdi [2005].

7.2.1: Experimental Results

The blue and red solid lines in Figure 7.10 are the maximum requirements engineering
effort estimated by the REF using Bose-Einstein and Maxwell-Boltzmann statistics,
respectively, and assuming an initial state of Hrmax. These estimates of the maximum
expected requirements engineering effort assume R is constant from start to finish and
correspond to the transformation of the initial state R = o to the desired end state R -
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014 where Al is calculated using the difference between the initial state requirements
entropy Hgi = Hrmax and the final state Hgs = Hrmin. The REF Hrmax assuming an
information output rate of 1.0 bit per second (bps) bounds the high range of the Valerdi
[2005] data reasonably well. Of the thirty-five (35) data points measured by Valerdi
[2005], only two (2) exceed the upper bound estimate. The Bose-Einstein statistics
appear to result in a reasonable approximation of what could be expected for a maximum
requirements engineering effort for a given R, and discrepancies that exceed the Hrmax
estimate may indicate inefficiencies in the SE program or reflect other factors that have
been correlated with SE program cost growth, such as funding instability, lack of SE
expertise in program management offices, technology immaturity, lack of user
involvement and support, key personnel turnover and inadequate risk management [NRC,
2008; Bottelson, 2011]. An information output bitrate of 0.1 bps bounds all the data
points with margin as shown in Figures 7.11 through 7.14.

The initial state requirements quality distributions used for the REF simulations in
Figures 7.10 through 7.14 were estimated by randomly generating p(freuse) With a
maximum of 0.4 for R <400 and 0.6 < p(Ireuse) < 0.9 for R > 1100. For 400 < R <1100,
0 < p(rreuse) < 1. More than 40% of the Valerdi [2005] data are in the range between 400
< R <1100, and the engineering effort in this range varies from approximately 1.1
person-years for 1100 requirements to approximately 78 person-years for 750
requirements. The large variation in the macroscopic behavior observed for the
requirements engineering effort in this range is taken into account in the REF by treating
P(rreuse) @s @ uniformly distributed random variable, which results in significant

differences in the number of possibilities between efforts with relatively high
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requirements reuse (rreuse) @and high initial state requirements quality versus efforts with
relatively low reyse, higher rnew, and relatively low initial state requirements quality.
After the number of new and reused requirements are either manually input or randomly
generated, the R are distributed accordingly among the N = 15 quality levels using
binomial probability distributions assuming that reused requirements will have a higher
probability of a quality factor bound to it than new requirements when the requirements
engineering effort starts.

It was assumed in the REF simulations that SE programs with a higher p(rreuse) at the
start also have a higher probability of ., quality because the experience on previous
system development programs of a similar nature result in a better understanding the new
system requirements. Examples of initial state requirements quality distributions were
shown previously in Figures 5.4 and 5.5. Once the initial state requirement quality
distribution is determined, Hg and Al are calculated using equations (13) and (16),
respectively. The Al in bits is converted into time units by estimating an information
output rate using a normally distributed random variable between 1.0 bps for smaller
programs and 5.0 bps for larger programs based on insight in the literature [Reed and
Durlach, 1998; Mason, 1978; Tribus and Mclrvine, 1971]. This bitrate is a function of
the SE team’s productivity and may vary significantly depending on factors such as the
degree of domain expertise, requirements engineering experience, resource allocation and
system complexity. More data are needed to gain insight into this bitrate because such
data does not appear to be available in the SE literature.

The blue circles in Figure 7.10 through 7.14 are REF estimations of AE for thirty-five

(35) randomly generated sets of requirements, each representing the R of a SE program.
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The AE was estimated by randomly generating initial requirements quality distributions
and calculating the AE necessary to transition these requirements to the desired end state
using equation (15). The initial R remains constant and represents the R in the desired
end state for each simulation run.

In order to run the simulation experiments and compare the requirements engineering
effort measured by Valerdi [2005] with the AE estimated by the REF, the mean of the
natural log of R (7.29) and standard deviation (c = 1.3264) of the Valerdi [2005] data
were used to randomly generate R in the REF using the lognormal distribution. The SE
programs generated by the REF range in size from R = 80 to 15,000 for simulation
experiments. The mean natural log of AE estimated by the REF for the simulation shown
in Figure 7.10 is 9.93 (o = 1.881) and the mean requirements engineering effort estimated
from the measured data published by Valerdi [2005] is 10.447 (c = 1.775). Statistical
analysis of the simulation results suggests that there is not sufficient evidence to reject
Hypothesis 2. The difference between the (AE) estimated by the REF and engineering
effort measured by Valerdi [2005] is not statistically significant (p < .05; z=1.72 <
1.96). Similar results were found for the simulation runs shown in Figures 7.11 through
7.14. These findings suggest that the REF may be a viable new quantitative method for
estimating, measuring and forecasting requirements engineering effort. The input
parameters required for the REF can be measured or estimated at the start of the program
or any other point by the systems engineer, program manager or decision-maker and can

be updated continuously to monitor the status and progress of the effort.
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Figure 7.10: Simulation Runl with (AE) = 9.93 and ¢ = 1.88.
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Figure 7.11: Simulation Run2 with (AE) = 11.46 and ¢ = 2.872.
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Figure 7.12: Simulation Run3 with (AE) = 10.32 and ¢ = 1.733.
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Figure 7.13: Simulation Run4 with (AE) = 10.38 and ¢ = 2.761.
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Figure 7.14: Simulation Run5 with (AE) = 11.14 and ¢ = 2.029.

A comparison between an estimated lower range of AE and the Valerdi [2005] SE
program data is shown in Figure 7.15. This lower bound was estimated using a relatively
high probability that a given requirement r; will have all quality factors bound to it at the
start of the program (0.86). This case may reflect an incremental improvement or a
minor upgrade program with very high requirements reuse. The REF parameters used in
this simulation estimate a lower bound of AE for R ranging from 90 to 1.63E5. The REF
simulations suggest that there may be underling structure in the Valerdi [2005] data. A
more detailed study of the REF and other models (e.g. COSYSMO) would provide
valuable insight into the relationship between the macroscopic behavior of the
requirements engineering process and important underlying properties and interactions
contributing to that behavior.
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Figure 7.15: Simulation Runl with estimation of lower entropy bound of
Valerdi [2005] data.

7.2.2: Requirements Engineering Effort Data Analysis
7.2.2.1: Statistical Analysis of REF Results and Measured Data

The mean InAE of the five (5) REF simulation runs is 10.65 with a mean standard
deviation of 2.216 compared with the Valerdi [2005] mean engineeirng effort of 10.447
with a standard deviation o = 1.775. Null hypothesis individual value plots for each of
the five (5) simulation runs are provided in Appendix B. In each case, the null hypothesis
is not rejected. There is not a statistically significant difference between the Valerdi
[2005] data and the REF estimation of engineering effort using equation (15). There is
no evidence to suggest that such a method or the underlying theory upon which it is based

is currently available to the SE community.
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Chapter 8: Conclusions and Future Research

DoD has placed greater emphasis in recent years on the incremental improvement and
upgrade of existing systems versus the development of new systems that provide leap-
ahead capabilities. A major driver of this approach has been the need to get systems into
the field more quickly to support on-going operations and address rapidly changing
threats. The Defense acquisition community has imposed tighter schedules for the
delivery of systems to meet urgent operational needs, and these tighter schedules
constrain new technology development, major redesigns, system innovation, and risk
tolerance.

It is likely that this more conservative approach to system development has led to
greater reuse of requirements for systems that have already been developed and fielded,
and this requirements reuse should be reflected to some degree in the requirements
engineering effort data measured by Valerdi [2005]. Requirements reuse can benefit the
engineering effort if executed and managed properly, and caution should be exercised
when reusing requirements [Botta et al, 2006]. Programs with higher requirements reuse
can start the requirements engineering effort with a higher mean requirements quality
distribution, resulting in less engineering effort to reach the desired end state. The
variance in mean initial quality level for programs with low versus high requirements
reuse was a factor that contributed to the good agreement between the REF simulation
results and the measured data shown in Figures 7.9 through 7.13 [Valerdi, 2005]. Valerdi
[2005] acknowledges that “(t)he effects of volatility and reuse “were deferred because of
the difficulty in gathering data to calibrate them (in the COSYSMO model). Future work

should incorporate these relevant parameters into the (COSYSMO) model” [Valerdi,
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2005:116]. The REF accounts for the effects of new and reused requirements in terms of
probability distributions and the likelihood of a reused requirement occupying a given
quality level. The probability of R initially having higher quality and lower Hg, and
therefore requiring less engineering effort to reach the desired end state, increases as the
number of reused requirements increases. The REF is inherently flexible and can
accommodate any mean quality level for new or reused requirements determined to most
accurately reflect the current state in the context of the new program.

The number of bits necessary to communicate the system requirements is far less
important than requirements quality. Two engineers may differ in the number of bits
needed to communicate a set of R, but there should be general agreement when R meets
the quality attributes, one of which is ‘concise’. Assuming that an inflexible constraint
on the size of the SRD does not exist, the number of bits is far less important than
whether or not the SRD contains all the information necessary for the right system to be
designed and built the right way. It is possible for a single requirement statement to not
have several quality attributes for the same or similar reasons, and a single change to the
requirement may impact several quality attributes simultaneously. For example, a
requirement with a TBD or TBR is by definition incomplete. Such a requirement may
also lack the information necessary to determine whether it is correct, unambiguous,
realistic or consistent (or possibly others). In this case, the requirement entropy would be
relatively high, and it is possible that a single change (e.g. input of a parameter value) can
transition the requirement from high entropy to low entropy. A standard operating
procedure (SOP) for requirements validation is recommended to ensure its effective

implementation and the consistent assessment of requirements quality, whether using the
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REF or not. For this reason, we include SOPs as a control input for the REF modeling
process in Figure 5.6.

A system that satisfies customer needs is a quality system in the eyes of the customer,
at least until their needs change or other needs are discovered during its use. Even then,
the customer usually appreciates the quality of the legacy system and wants the new
system to do everything the legacy system can do and more. A quality system is a
reflection of good requirements, and good requirements reflect the quality attributes that
have been determined to be important for a quality system to be built. The REF describes
the behavior of the requirements engineering process from a quantum point of view but
does not necessarily change the way we do requirements engineering, with the possible
exceptions of placing a greater emphasis on requirements quality and integrating its
assessment into the engineering effort.

System development projects “can be viewed as a stochastic process” and they
“achieve values in accordance with as-yet-unknown probability distributions” [Honour,
2004:3]. The REF defines a probabilistic methodology for describing the stochastic
behavior of the requirements engineering process. Although there are many ways for the
process to fail, it is intuitive and generally understood that there is also more than one
way to implement the process successfully and achieve a positive outcome. The REF
accounts for the random and deterministic elements of the process by extending
principles of information theory and statistical mechanics to SE. The simulation results
suggest that the REF is a step toward resolving the requirements engineering problem
because of the insight it provides into the stochastic nature of the open requirements

engineering process and the underlying properties contributing to the observed behavior.
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Particles in a physical system occupy energy levels corresponding to their
accumulated energy, and the physical entropy reflects the number of ways that the
particles can reconfigure themselves among the available states. Requirements in the
REF occupy quality levels corresponding to their accumulated quality, and the
requirements entropy reflects the number of ways that the requirements can be configured
among the available states. The REF quality levels, and the cumulative attributes they
represent, are analogous to higher energy levels in a physical system that become more
probable as the total energy of the system increases. In our case, higher quality levels
become more probable for requirements to occupy as the total cumulative quality Q
increases. For the purpose of this research, we assume that requirements at a higher level
of quality are not allowed to reconfigure themselves to lower quality levels randomly or
arbitrarily. This redistribution may occur, however, if a new requirement is added or an
existing requirement is revised such that it has a negative impact on other existing
requirements, such as if a key performance parameter is increased and becomes more
difficult to achieve and has a negative ripple effect on other requirements. This effect
would be expressed in the entropy when the calculation is redone because of its impact
on the requirements quality distribution.

The REF is a practical quantitative method for measuring requirements quality,
integrating its assessment into the requirements engineering effort, and facilitating the
V&YV during requirements management activities. These practical considerations are
important because without a straightforward implementation plan, the REF will likely not
be used in SE programs and, as a result, will likely have minimal impact on resolving the

real world requirements engineering problem.
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8.1: Summary of Research Findings

The results presented in this dissertation suggest that the REF may be a useful
quantitative method for estimating, measuring and forecasting requirements trends at any
given time in the requirements engineering process. Results from requirements trend
simulations demonstrate the potential value of the REF to address limitations of the
Fractional Method currently described in the SE literature and improve the measurement
of the status and progress of the requirements engineering effort. The simulation results
show that the REF may be a more precise and accurate indicator of requirements trends
because the REF distinguishes between the positive, negative or neutral effects of r, and
r, relative to the desired end state or some other interim state that may be of interest.
There is a statistically significant difference between the REF and the Fractional Method
in their forecasts of when the requirements will become stable. This finding is not
unexpected when one considers the purpose of the requirements engineering effort is to
define a complete set of requirements with sufficient information quality for the right
system to be designed and built the right way. The REF accounts for requirements
quality in the estimation, measurement and forecast of requirements entropy while the
Fractional Method only measures the quantity of requirements changes without any
sensitivity to their relative impact on information quality.

Simulation results are also presented that suggest the REF may be a promising new
method for estimating, measuring and forecasting requirements engineering effort.
Results from random variable simulations show that there is not a statistically significant
difference between the mean engineering effort estimated by the REF and the mean

engineering effort measured for DoD programs [Valerdi, 2005]. The Valerdi [2005],
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Rhodes et al [2009] and Costello [1995] data represent collective experience and
observations of macroscopic behavior of the stochastic requirements engineering process,
and the REF is a theoretical construct of fundamental underlying properties that describe
this behavior.

Also introduced is a new theory of information quality that extends principles of
information theory and statistical mechanics to information development processes. The
special case of the requirements engineering process is considered in this dissertation.
Axioms of the theory of information quality are compared with those that underpin
information theory and statistical mechanics, and the similarities in the mathematical
foundation of the theories are shown.

New methods, tools and techniques are needed by SE practitioners, program managers
and decision-makers to improve the engineering of increasingly complex systems. The
considerable effort in recent years to develop leading indicators that correlate with
program outcomes and improve the effectiveness of SE activities is timely and further
demonstrates the need. Improved SE methods will enable a more diverse group of
practitioners to successfully implement the SE process and bring high quality complex
systems to market more quickly. The probabilistic theory of information quality and its
implementation using the REF are intended to serve as “inter-disciplinary connectors”
[INCOSE, 2007:20] to bridge SE with well established principles of other disciplines for
the purpose gaining a better understanding of SE process behavior.

Improved SE methods would benefit experienced SE practitioners as well as scientists
and engineers in Research, Development and Engineering Centers (RDECS) and other

R&D organizations responsible for implementing SE earlier in the System Development
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Lifecycle. Scientists and engineers in R&D organizations may be unfamiliar with SE and
may be unaccustomed to principles without an accepted theory [INCOSE, 2007:19] or
mathematical equations to guide them. The R&D community may find quantitative SE
methods and metrics more appealing than processes and heuristics. The REF can be used
to facilitate any requirements engineering process that includes requirements quality
among its objectives and seeks to quantify the status and progress of the effort in terms of
the characteristics shared by good requirements.

Requirements trends and engineering effort are examples of macroscopic behavior
that can be observed and measured in the requirements engineering process. Study of the
theoretical concepts that describe the behavior of complex processes in other disciplines
was instrumental in the development of the REF. The REF applies “lessons learned”
from these disciplines for the purpose of exploring the possibility that similar underlying
properties may be contributing to observed macroscopic behavior of SE processes that
appear on the surface to be quite different.

There have been differences of opinion within the SE community regarding the degree
to which the SE discipline is underpinned by “formal or theoretical background for its
practices” (Sheard and Mostashari, 2009:295; Simpson and Simpson, 2010). The debate
may reflect different expectations for a theory of SE and the formalism upon which it is
based. INCOSE recognizes the “lack of an accepted set of theory and principles” and the
“lack of tools that enable use of existing standards” in the SE process [INCOSE,
2007:19]. This dissertation introduces a new theory of the relationship between the
macroscopic behavior of the requirements engineering process and underlying properties

contributing to that behavior that are otherwise difficult to measure. An objective of the

114



REF is to improve the understanding of the relationship between requirements changes,
requirements volatility, requirements quality, requirements entropy and engineering effort
and, as a result, enable more effective and efficient requirements engineering in complex
system development programs. Time will tell whether or not systems engineers, program
managers, contractors and decision-makers who are faced with the difficult task of

building our most advanced systems will find the REF useful in their practice.

8.2: Areas of Future Research

This dissertation is step toward a new complementary way of thinking about the
requirements engineering problem and a new SE theory. A strong case can be made that
a clear understanding of the problem is necessary before an effective solution can be
identified and implemented. COSYSMO and COCOMO are models that may be used for
the purpose of gaining insight into important empirical relationships between observed
macroscopic behavior and various factors contributing to that behavior. The REF applies
principles of information theory and statistical mechanics to SE for the purpose of
gaining additional insight into the problem and important relationships that are otherwise
difficult to measure. A practical framework based on these principles for estimation,
measurement and forecasting of requirements trends and engineering effort is not known
to exist. The REF can be readily combined with the Fractional Method or other current
methods to better understand process-specific or organization-specific requirements
engineering problems and, as a result, support the development of tailored solutions that
improve the effectiveness and efficiency of the requirements engineering effort. Future

collaborative research with organizations that have completed the calibration process for
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the requirements volatility extension of the COSYSMO model [Pefia and Valerdi, 2010]
is recommended to investigate the relationship between the REF and COSYSMO for
estimating engineering effort as a function of requirements volatility. Further insight is
needed into the published engineering effort data to discriminate between the
requirements engineering effort and the total engineering effort. There are several
mechanisms in the REF that can account for the difference.

Future research includes a study of the REF estimation of AE for the more general
case that includes varying degrees of requirements volatility and negative ripple effects
that permit a change to an existing requirement to result in the loss of one or more quality
attributes by one or more existing requirements. Future work also includes a study of
REF implementation from a complex system acquisition perspective a case study that
evaluates the practical utility and effectiveness of the REF during the requirements

engineering effort of a system development program.
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Appendix A: Regression Analysis Plots of Requirements Engineering Effort vs
Number of Requirements
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Fitted Line Plot
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REF run5 logE

Fitted Line Plot
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Appendix B: Null Hypothesis Individual Value Plots with Confidence Intervals

Individual Value Plot of REF Runl logE
(with Ho and 99% Z-confidence interval for the Mean, and StDev = 1.776)

° L] °
[ ] ‘ ° ° ) .
° ® o
® N .S o o [] °
° : % ° L] [] °
X
e |
Ho

T T T T T T T T T T
6 7 8 9 10 11 12 13 14 15

REF Run1 logE

Individual Value Plot of REF run2 logE
(with Ho and 99.99% Z-confidence interval for the Mean, and StDev = 1.776)

e ¢ ° } ° Lo ‘.
[ ] CY [ ] L4
° e ° %% °
[ 1] )
° e o ° e °® °
X
[
Ho
T T T T T T T T T
6 8 10 12 14 16 18 20 22
REF run2 logE

120



Individual Value Plot of REF run3 logE
(with Ho and 99% Z-confidence interval for the Mean, and StDev = 1.776)
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Individual Value Plot of REF run5 logE
(with Ho and 99% Z-confidence interval for the Mean, and StDev = 1.776)

REF run5 logE

[ ] [ [ ]
RS B M
° ° ° L] ° e © °
X

S

Ho
T T T T T T T T T T
8 9 10 11 12 13 14 15 16 17

122




Appendix C: Regression Analysis Plots of Fractional Method Requirements Trend
vs Requirements Entropy

Fitted Line Plot
RV run2 = - 2.778 + 0.000636 HR run2
- 0.000000 HR run2**2
1.6 —— Regression
— — %l
5 0295520
1.2 1 R-Sg 51,1%
R-Sgladi)  43.0%
o 0.8-
5
.
>
[
0.4 4
0.0+
3000 73200 10000 12500 15000
HR run2
Fitted Line Plot

RV rund4 = 0.6666 - 0.000087 HR run4
+ 0.000000 HR. run4**2

—— Regression
- — 95% CI

5 0247241
R-Sq 0.5%
R-Saladj) 10.6%

RY rund

0 2000 4000 6000 8000 10000 12000
HR run4

123



Fitted Line Plot
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Fitted Line Plot
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Appendix D: Summary of Rounded REF and Fractional Method Requirements
Trend Forecasts of When R Will Reach Desired State and Become Stable
(i.e. No Additional Changes Necessary)

Baseline Measurement Interval Forecast (Mixed)
Run REF | Fractional Method A
1 12 26 14
2 18 34 16
3 10 42 32
4 9 >50 41
5 32 16 16
6 27 18
7 14 19 5
8 47 22 25
9 21 28 8
10 22 14 8
11 45 15 30
12 27 20 7
13 39 17 22
14 10 48 38
15 36 18 18
16 27 23 4
17 25 18 7
18 16 44 28
19 21 30 9
20 15 42 27
21 39 23 16
22 28 19 9
23 31 20 11
24 17 33 16
Abar =17.33
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Appendix E: Engineering Effort Simulation Run Data

Valerdi [2005] Simulation Simulation Simulation Simulation Simulation
Data Runl Run2 Run3 Run4 Run5
InE InR REF | REF | REF REF REF REF REF | REF REF REF
InE InR InE InR InE InR InE InR InE InR

6.850 | 4.350 | 5921 | 4.635 | 10.960 | 8.252 | 11.682 | 6.992 | 6.581 | 4.382 | 9.131 | 7.247
7.200 | 4375 | 7.842 | 4970 | 7.860 | 7.125 | 8.322 | 5.805 | 10.397 | 7.836 | 11.633 | 7.206
9.375 | 5.300 | 8.056 | 5.366 | 13.562 | 8.181 8.999 5.624 | 11.459 | 7.886 | 12.010 | 7.217
10.120 | 5230 | 8.285 | 5.485 | 10.779 | 7.938 | 9.225 | 5,521 | 11522 | 8481 | 9.007 | 5974
10.975 | 5.900 | 9.620 | 5.521 | 12.253 | 7.680 | 10.922 | 7.809 6.587 | 4.477 | 8.894 5.858
9.500 | 5.990 | 9.381 | 5.624 | 9.933 | 5.872 | 9.098 | 6.658 | 11.304 | 8.150 | 9.202 | 6.503
9.100 | 6.350 | 9.362 | 5.756 | 11.516 | 7.721 9.192 6.163 9.669 | 7.472 | 8.609 6.796
10.625 | 6.400 | 8.642 | 5.805 | 9.242 7.155 8.421 5.808 8.828 | 6.057 | 10.340 | 8.048
11.875 | 6.550 | 8.665 | 5.808 | 8.763 | 6.142 | 8.649 | 7.031 | 10.997 | 6.455 | 10.777 | 6.418
10.250 | 6.700 | 9.506 | 6.163 | 12.611 | 8.740 | 8.933 | 7.358 | 9423 | 7.263 | 9.305 | 7.115
8.500 | 6.770 | 10.300 | 6.188 | 9.309 | 5.680 | 8.830 | 7.012 | 4.358 | 3.970 | 10.227 | 7.724
9.050 | 6.900 | 8.077 | 6.342 | 8.677 | 6.269 | 11.510 | 8.549 | 8.930 | 7.508 | 9.026 | 6.472
8.990 | 6.970 | 7.404 | 6.585 | 9.052 | 5.846 | 11.666 | 7.637 | 9.078 | 6.652 | 16.130 | 9.584
7.625 | 7.030 | 8.031 | 6.658 | 15.003 | 9.338 | 8.625 | 6.585 | 12.968 | 8.459 | 12.279 | 8.498
9.850 | 7.100 | 9.658 | 6.888 | 8.710 | 5.881 | 10.216 | 6.346 | 17.196 | 9.755 | 10.235 | 7.534
10.625 | 7.125 | 12.283 | 6.901 | 8.779 | 7.034 | 13.481 | 9.319 | 12.301 | 7441 | 9.742 | 7.425
8.875 | 7.150 | 11.905 | 6.992 | 7.956 | 5.403 | 13.073 | 8.928 | 15.389 | 9.252 | 9.773 | 5.778
8.700 | 7.150 | 8.493 | 7.012 | 13.843 | 9.173 | 9470 | 7.083 | 11.778 | 6.980 | 8.487 | 7.000
10.125 | 7.350 | 9.225 | 7.031 | 7.908 6.223 | 12.162 | 7.810 7.864 | 5.342 | 14.758 | 9.649
11.500 | 7.440 | 8.543 | 7.056 | 12.298 | 7.576 | 10.346 | 6.616 | 11.485 | 7.736 | 14.188 | 8.486
11.125 | 7.500 | 9.145 | 7.075 | 10.877 | 8.248 | 8.905 | 6.683 | 6.178 | 4.852 | 15.282 | 10.244
10.900 | 7.720 | 8.681 | 7.117 | 12523 | 7.181 | 10.402 | 7.754 | 10.055 | 6.871 | 11.436 | 7.616
9.100 | 7.800 | 10.466 | 7.244 | 12.759 | 8.405 8.434 7.178 | 11.871 | 8538 | 11.193 | 7.710
9.100 | 7.950 | 9.222 | 7.358 | 11.185 | 7.693 | 9.153 | 6.315 | 10.063 | 6.550 | 10.296 | 6.735
12.975 | 8.000 | 10.430 | 7.469 | 14.527 | 9.561 | 10.801 | 6.796 | 8.940 | 6.084 | 12.285 | 8.655
11.300 | 8.080 | 11.026 | 7.533 | 15.094 | 9.087 | 15.469 | 10.247 | 9.123 | 7.134 | 11,541 | 7.008
11.500 | 8.100 | 12.165 | 7.637 | 16.197 | 9.196 | 10.295 | 6.507 8.704 | 5323 | 11.131 | 6.709
11.250 | 8.150 | 11.061 | 7.809 | 20.309 | 11.147 | 12.714 | 7.916 | 12.463 | 8.787 | 12.933 | 8.807
12.720 | 8.730 | 10.987 | 7.980 | 15.709 | 9.119 9.779 7.724 | 14.206 | 8.847 | 10.051 | 7.524
11.650 | 8.730 | 10.858 | 8.023 | 13.096 | 8.747 | 12.640 | 7.631 | 9.916 | 7.496 | 14.299 | 9.947
11.300 | 8.770 | 11.424 | 8.166 | 11.559 | 6.821 8.695 7.290 | 11.692 | 6.880 | 8.318 6.812
14.125 | 9.050 | 11.506 | 8.549 | 10.860 | 7.664 9.793 7.754 9.137 | 7.351 | 11.177 | 8.655
12.125 | 9.100 | 13.342 | 8.641 | 10.965 | 7.754 | 10.302 | 6.375 | 15.113 | 9.696 | 12.699 | 7.496
13.800 | 9.580 | 14.362 | 9.315 | 7.573 4.970 | 11917 | 7.258 | 11.682 | 7.989 | 11.266 | 8.236
12.950 | 9.770 | 13.574 | 9.486 | 9.013 5.756 9.171 7.292 6.111 | 4.394 | 12.248 | 7.481
10.447 | 7.290 | 9.927 | 6.920 | 11.465 | 7.559 | 10.323 | 7.182 | 10.382 | 7.096 | 11.140 | 7.605
1775 | 1326 | 1.881 | 1.173 | 2.872 | 1.422 | 1733 | 1.024 | 2761 | 1535 | 2.029 | 1.133
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