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Abstract of Praxis

Assessing the Influence of Building Geometry on Active Shooter Event Outcomes

Current building standards for protective design focus on a “fortress” approach that does not
effectively protect against contemporary attack vectors such as active shooters. Furthermore,
these standards provide little guidance to private building owners whose facilities are increasingly
targeted by “active shooters.” This study combines the NetLogo agent-based modeling platform
with the Autodesk Revit building design software to test key building geometry configurations
for their impact on active shooter event casualties. The findings show that overall building
geometry has an effect on active shooter casualties and that modifications to interior door
alignment and the addition of direct exit doors can reduce the casualties in active shooter events.
This research provides guidance to building designers who want to mitigate the risk of active

shooter events with their building designs.
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Chapter 1 - Introduction

Better to be despised for too anxious apprehensions, than ruined by too confident security.
- Edmund Burke

Recent attacks have highlighted the emerging threat of “active shooter” attacks which are not
addressed in the current set of protective design standards for buildings. The current standards
focus on a “fortress” approach which may lead to unintended consequences such as investing
financial resources inefficiently, failing to implement response plans, and may put occupant lives
at risk. Furthermore, these standards are not well suited for open and publicly accessible
commercial buildings, which represent a target of choice for international terrorists and “lone-
wolf” attackers.

The most thorough standards for securing buildings were created and designed for
government facilities. While these standards approach building security from a risk-based
perspective, they share a “fortress” approach that is designed to keep adversaries at a distance
through the use of rings of protection and a “hardened” perimeter (U.S. General Services
Administration, 2007). This approach, however, is not sufficient to protect against the emerging
attack strategies nor is it applicable to commercial buildings (Vidino & Hughes, 2015;
Hesterman, 2015). A new approach is needed that allows for performance-based security design.

Computer simulation has been used in several building design disciplines to depart from the
building code while satisfying or outperforming the intent of the code. This “performance-based”
design has become commonplace in the seismic design of high-rise buildings (Ching & Winkel,
2016; Stanford University, n.d.) and is used to validate egress paths during fire system
engineering for complex buildings (Signorelli, 2017). Similar simulations must be designed to
incorporate emerging threats such as active shooter mitigation during building design.

Prior models of active shooter events considered unarmed resistance to a shooter in an open

field (Briggs & Kennedy, 2016) and simulated the movie theater shooting in Aurora, Colorado



(Hayes & Hayes, 2014). Models have been used to assess response strategy alternatives in
schools (Anklam, Kirby, Sharevski, & Dietz, 2015) as well as the perceived effectiveness of
training in a hospital emergency room. The prior work has not, however, been conducted on
realistic building layouts nor has the research been focused on providing guidance to building
designers who can influence the layout of new building designs. This study will combine agent-
based modeling simulation tools with building design tools and test the influence of building
geometry layout on active shooter event outcomes. While the author recognizes that building
design, as with the design of any complex system, entails compromise between competing
interests wherein a “building’s form, scale, and spatial organization are the designer’s response to
a number of conditions — functional planning requirements, technical aspects of structure and
construction, economic realities, and expressive qualities of image and style” (Ching & Eckler,
2013, p. 353), this study will empower designers to incorporate a wider range of scenarios into
their planning. Such design exists at the intersection of the new “data-enabled design team” and is
a reflection of the new opportunities afforded by the infusion technology into the building design

industry (Deutsch, 2015).

Geometry Data Geometry Data
Building Human LTHTE Pef‘f}::l;r?].t:;ce
Performance Performance Shooter o] (G
Data Data Quicome Performance
Deutsch This Study

Figure 1-1: The Data Enabled Design Team.
Adapted from Data-Driven Design and Construction by Deutsch (2015, p. 229)

1.1 Problem Statement

The motivation for this research is to fill the gap between the approach of the security
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guidelines for government buildings and the needs of private building owners. This research aims
to provide initial guidance to the designers and owners of private buildings on how to protect
their occupants. Our adversaries are responding to the post 9/11 hardening of government
buildings by focusing on ad-hoc attacks such as active shooter events (Vidino & Hughes, 2015;
Hesterman, 2015). The research by Blair et al. (2013) shows that not only is the frequency of such
attacks increasing (see Figure 2-1), the majority of active shooter events have taken place in
public areas such as schools, public venues, and retail facilities. Meanwhile, the operators of these
public buildings are left with very little evidence-based guidance on how to secure their facilities

against such attacks.

1.2 Thesis Statement

This study will show that agent-based simulation of active shooter events can be incorporated
into a building design workflow and that building geometry does impact active shooter event

outcomes.

1.3 Research Questions

The research questions bound the issue of geometric influences on building security by
outlining the general influence of geometry on tactical approaches then walks through
several ways to explore the influence of building geometry, and finally, asks if the simulation
proposed could be incorporated into the practice of building design.

o QI1: What are the key building geometric features that may influence a tactical response?
e Q2: Does fundamental building form affect active shooter casualties?

o Q3: Does adding direct exterior doors reduce active shooter casualties?

o Q4: Does door alignment in room affect active shooter casualties?

e Q5: Do the findings from Q1-Q4 reduce active shooter casualties in an actual building

layout?



Q6: Can active shooter simulation be incorporated into the traditional building design

process?

1.4 Research Objectives

In order to address the research questions, the following objectives will be achieved:

15

Examine the agent-based models that have leveraged building models and determine how
software interoperability was achieved and develop an approach suitable for this study.
Identify and obtain a representative building design model that that be used as the basis
for analysis.

Collect existing agent-based models (active shooter, fire egress, bomb egress) and
analyze how the agent behavior was defined in order to develop the model definition for
this study.

Identify building design features that impact active shooter outcomes.

Create the simulation model.

Validate the simulation model.

Run the simulations and analyze the results.

Hypotheses

This section outlines the hypotheses that will be tested using the simulation created for this

study.

H1: Active shooter casualty rates will differ for different fundamental geometric forms.
Independent variable: fundamental form

Dependent variable: number of casualties

H2: Active shooter casualty rates will be reduced when exterior doors are added to the
building.

Independent variable: number of exterior doors

4



Dependent variable: number of casualties

e Ha3: Active shooter casualty rates will differ between center-fed versus edge-fed door
alignment in a one-sided condition.
Independent variable: door alignment
Dependent variable: number of casualties

e H4: Active shooter casualty rates will differ between center-fed versus edge-fed door
alignment in a mirrored condition.
Independent variable: door alignment
Dependent variable: number of casualties

o H5: Active shooter casualty rates will be reduced when door alignment and exterior door
modifications are made to an actual building layout.
Independent variable: door alignment

Dependent variable: number of casualties

1.6 Contribution to Engineering Management

This study contributes to the Engineering Management and Systems Engineering literature by
bringing a systems view to bear on the issue of active shooter attacks. Drawing on the IEEE
definition of systems engineering as, “An interdisciplinary collaborative approach to derive,
evolve, and verify a life-cycle balanced system solution which satisfies customer expectations
and meets public acceptability” (Blanchard & Fabryky, 2011, p. 18), this work places the
disparate fields of building designers, security designers, tactical experts, and simulation experts
into conversation to solve this complex issue. This work is a reflection of the expanded scope of
Systems Engineering to solve problems with “sociotechnical complexity” (Broniatowski, 2018)
where the issue may have previously been addressed in the silo of a single discipline.

In addition, this study develops an agent-based simulation method to test the performance of

the system through the creation of virtual mockups (3D building information models) and

5



simulations. Such simulations allow for the assessment and modification of the geometric design
of the system to improve the system performance. This research allows engineering managers to
understand the implication of the building design on security outcomes in a way that was not
possible previously. In addition, this study makes it possible for the engineering manager to
balance the relative change in casualty rates between various building designs with other criteria

such as cost, schedule, operational implications, and aesthetics.

1.7 Organization of the Praxis

Chapter one introduces the emerging threat landscape and the overall problem. The chapter
includes a discussion of the relevance of this research and how it represents a continuation of the
performance-based design into security analysis. Included in this section is a review of the data
supporting the relevance of this research and the research questions to be answered and
hypotheses to be tested.

Chapter two includes the literature review. This section begins with a review of the
contribution of this research to the fields of engineering management and systems engineering. A
discussion of the emerging threat landscape and the vulnerability of soft-targets to attack vectors,
such as active shooters, is followed by a review of the relevant portions of the building code. This
is followed by a review of tactical literature to establish the basic geometry that will be tested in
the simulation. The chapter concludes with a review of agent-based modeling as applied to active
shooter events as well a review of alternative approaches.

Chapter three describes the research methodology starting with a discussion of the selected
test building and the creation of the various test layouts that were created. The simulation
methodology is then outlined using the standard Overview, Design concepts, and Details
protocol. It includes a discussion of the initialization conditions of the model and an outline of the
model logic. This chapter concludes with a discussion of the validation approaches implemented.

Chapter four presents the findings for the simulations including descriptive and graphical

6



representations of the model results that will be of interest to visually oriented building designers.
Statistical tests results are described.

Chapter five includes a discussion of the simulation results including the outcome of the
hypothesis tests.

Chapter six is the conclusion and contains a summarized statement of the main findings,

research implications for engineering management and directions for future work.



Chapter 2 - Literature Review

The literature review outlines scholarship and contemporary thinking in several fields to
serve as the backdrop for this study. This includes a brief history of attacks on buildings, a review
of the standards that address building security, and is followed by a discussion of the agent-based

modeling methods as applied to building security design.

2.1 Evolving Adversary, “Soft Target” Risk, and Active Shooters

Adversaries are responding to the hardening of buildings since 9/11/2001 by focusing on ad-
hoc “lone wolf” attacks (Vidino & Hughes, 2015; Hesterman, 2015). This is reflected in the
upward trend in active shooter incidents over the last decade (Blair & Schweit, 2014) as shown in
Figure 2-1 below and confirmed in a recent report from the Advanced Law Enforcement Rapid
Response Training (ALERRT) Center at Texas State University and the Federal Bureau of
Investigation that reported 20 active shooter incidents in 2016 and 30 incidents in 2017 (2018).

30

g .20 20 20

= 17

Figure 2-1: Active Shooter Frequency by Year.

Data for 2000-2013 from Blair and Schweit (2014), for 2014-2015 from Schweit (2016), for 2016-2017
from ALERRT Center and Federal Bureau of Investigation (2018).

Active shooter events are commonly carried out by a lone gunman (Blair & Schweit, 2014)
but this type of attack on soft targets is also an aspiration of both domestic (Perliger, 2012) and

international terrorist organizations. Table 2-1 and Table 2-2 from Hesterman (2015) list those
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organizations that have both the capability and desire to carry out attacks (e.g., active shooter
incidents) on soft targets such as commercial, religious, educational, and other public-facing
facilities.

Table 2-1: Domestic Threats to Soft Targets
Adapted from Hesterman (2015, p. 92)

Group History / Propensity | Intentto | Reach? | Capability?
for Attacking Soft Kill?
Targets?
Right Wing — Religious Yes Likely Yes Yes
Right Wing — Militia Possibly Possibly Maybe Maybe
Right Wing — Sovereign State Yes Yes Yes Maybe
Left Wing — Anarchist Yes Unlikely Yes Maybe
Left Wing — Single Interest Yes Unlikely Yes Maybe
(Animal rights, environmental,
etc.)
Homegrown Jihadist Yes Yes Yes Likely,
through
online
training
Lone Wolf (any ideology) Yes Yes Yes Maybe
Drug Trafficking Yes Yes Yes Maybe,
Organizations through
street gangs

Successful attacks in recent years including the active shooter event in San Bernardino,
California, several attacks including a vehicle ramming and stabbing in London, United
Kingdom, and a vehicle ramming attack in Nice, France highlight the threat to soft targets. While
not the only threat to non-government buildings (Underwood, 1989), these attacks signal a
change in tactics from resource-intensive sophisticated attacks that require training and
coordination to simpler attacks that are harder to detect and thwart (Pantucci, 2017). Additionally,
domestic recruitment efforts, known as “domestic radicalization,” became a concern for U.S. law
enforcement and intelligence agencies as terrorist groups utilize social media to recruit

operatives, who are residents or citizens of target countries, and urge them “to adopt easy-to-use
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tools to target public places and events” (United States Department of Homeland Security, 2017).
While the United States lags behind European countries in “homegrown terrorist” cases, 2015
saw a record number of such arrests for any year since 9/11 (Vidino & Hughes, 2015). The 2012
“Global Trends 2030 report from the National Intelligence Council foresaw this shift: “Security
threats pose an increasing

Table 2-2: International Threats to Soft Targets
Adapted from Hesterman (2015, p. 49)

Group History / Propensity | Intent to Reach (into U.S.)? Capability?
for Attacking Soft Kill?
Targets?
Al-Qaeda (and Yes Yes Yes, both from foreign Yes
affiliates) nationals and U.S.
nationals
Hezbollah Yes Yes Yes, operational cells Yes
and U.S. sympathizers
Hamas Yes Maybe Possibly, through U.S. Maybe
sympathizers
FARC Planning Maybe Possibly, through Yes

liaison with cartels and
street gangs

challenge: access to lethal and disruptive technologies expands, enabling individuals and small
groups to perpetrate violence and disruption on a large scale...To date, most terrorists have
focused on causing mass casualties, but this could change” (National Intelligence Council, p. 68).
This shift away from mass casualty attacks is consistent with the expected behavior of the
“terrorist manager” who may accept a “secondary target of lower overall value” as more valuable
targets have a lower probability of success (Gover & Huray, 2002). This shift toward secondary
targets, however, requires a response from the owners and operators of such facilities to mitigate
the increased probability of attack.

An active shooter is “an individual engaged in killing or attempting to kill people in a
populated area” (Federal Bureau of Investigation, 2014). This type of attack provides a good

archetype for the sort of “unforeseen, unplanned, asymmetric” threats that soft targets need to
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anticipate (Hesterman, 2015, p. xvi). In a study of active shooter events from 2000-2010, Blair et
al. found that the typical active shooter incident occurred in a business or school (2013, p. 62) and
that, “terrorist organizations around the globe have recognized and identified the small-arms,
active shooter attack model as a viable tool to be used against a civilized society” (p. 32).
Analysis by the FBI and Texas State University shows that active shooters are most likely male,
between the ages of 14 and 66, acting alone, and armed with a single weapon (usually a pistol)
(Federal Bureau of Investigation, 2018). Blair et al. (2013) split the active shooter events into
three levels based on the level of preparation for an event as shown in Table 2-3. Although not in
the majority, several active shooters engaged in planning such as reviewing previous attacks to
increase the number of victims in their attack. This planning made the attacks more complex and
the response more difficult (2013, p. 23).

Table 2-3: Active Shooter Event Complexity Level Descriptions.
Adapted from Blair et al. (2013, pp. 63-64)

Basic Single male shooter between 21-50 years old, armed with a single pistol,
Complexit possibly with a connection to the attack location.
P Y | This case represents the “bare minimum” case for training.
Moderate Multiple, mobile, or outdoor shooters. Use of explosives, gas, body armor,
Complexit long guns. Attempts to barricade entrances.
P Y | This case represents the “recommended” case for training.
Hidh Multiple teams of trained shooters. Simultaneous attacks in multiple
Com ?exi ¢ locations.
plexity It is important to consider this type of attack.

Basic complexity active shooter events were 42% of cases whereas 58% were moderate level
complexity (p. 63). In the more complex cases, the attacker may leverage the building layout such
as the 2009 attack on American Civic Association where the attacker blocked the egress door
with a car (p. 18). The shooter who carried out the 2007 attack on Virginia Tech delayed law
enforcement response by locking and chaining three exterior doors (p. 27). Also troubling is that
in 39% of cases the shooter had no prior relationship with location (p. 57).

While the motives for the attacks vary, one reason why the attacks have been successful is
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that non-government buildings have not benefited from the implementation of consistent physical
security risk mitigation measures (Hesterman, 2015, p. 2). In response to vehicle-based
improvised explosive device (VBIED) attacks on government buildings such as the 1983 suicide
attack on the Marine barracks Beirut, Lebanon and the 1996 Khobar Towers bombing in Saudi
Arabia, the United States federal government developed a set of threat-independent security
standards to ensure the safety of their staff and the continuity of their operations. Commercial
buildings have no such requirement or standards and some design trends, such as open floor
plans, may be making buildings less safe (Haines, 2017) although sector-specific standards have
begun to emerge from both government and private sector organizations. Ultimately, though,
commercial entities are resource constrained and security often suffers as a result of being seen as
unnecessary or in conflict with the primary purpose of the business (Hesterman, 2015, p. xii;

Underwood, 1989, pp. 15, 18).

2.2 Contribution to Engineering Management and Systems Engineering

This study contributes to the Engineering Management and Systems Engineering literature by
bringing a systems view to bear on the issue of active shooter attacks on buildings. This work is a
reflection of the expanded scope of Systems Engineering to solve problems with “sociotechnical
complexity” (Broniatowski, 2018). The study draws on the lifecycle approach and
interdisciplinarity of systems engineering to connect several disparate fields that would normally
not interact during the design phase of a building and results in sub-optimal buildings designs. In
addition, utilization of mockups and simulations to understand the performance of the system is
applied to a new problem area: active shooter analysis.

In their seminal work on the topic, Blanchard and Fabryky outline the various competing
definitions of systems engineering. The definitions outlined include the IEEE definition of
systems engineering, “An interdisciplinary collaborative approach to derive, evolve, and verify a

life-cycle balanced system solution which satisfies customer expectations and meets public
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acceptability” (2011, p. 18). This study is concerned with building design which itself requires
the collaboration of disparate design disciplines in the development of a building as a
human/physical system. This system is a result of “functional planning requirements, technical
aspects of structure and construction, economic realities, and expressive qualities of image and
style” (Ching & Eckler, Introduction to Architecture, 2013, p. 353). Indeed, buildings are both a
system in themselves and a component of a larger system that Blanchard and Fabryky identify as
an application domain for systems engineering: Urban Infrastructure (2011, p. 47) as shown in

Figure 2-2.
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Figure 2-2: Application Domains for Systems Engineering
Adapted from Blanchard and Fabryky (2011, p. 47).

This study makes a contribution to the design process by advancing the ability for building
designers to analyze, understand, and respond to a growing customer concern and requirement:
building safety under active shooter attacks which represents a statement of need/want. In
addition to being interdisciplinary, this project also highlights the contribution of systems
engineering to the process of balancing performance, risk, and cost.

The Department of Defense definition of systems engineering explicitly addresses the balance

of risk and performance, “An approach to translate operational needs and requirements into
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operationally suitable blocks of systems. The approach shall consist of a top-down, iterative
process of requirements analysis, functional analysis and allocation, design synthesis and
verification, and systems analysis and control. Systems engineering shall permeate design,
manufacturing, test and evaluation, and support of the product. Systems engineering principles
shall influence the balance between performance, risk, cost, and schedule” (Blanchard &
Fabryky, 2011, p. 18). Combined, the IEEE and Department of Defense definitions capture the

four common threads across systems engineering definitions:

a top-down approach that views the system as a whole,

o life-cycle orientation with a focus on properly identifying risks,

e more completely initial definition of system requirements,

e and adopting an interdisciplinary approach, that, “requires a complete understanding of
many different design disciplines and their interrelationships, together with the methods,
techniques, and tools that can be applied to facilitate implementation of the systems

engineering process” (Blanchard & Fabryky, 2011, p. 18)

This project addresses each of these components of the building as a system: it combines the
security analysis that is typically separate from the building layout design process as a holistic
process. In taking a view to the performance of the building in operations, it forces a
consideration of the risks and security posture of the building which is a conversation the design
team is normally not a part of. This definition of operational requirements allows designers to
contribute to the security performance discussion, it is possible for the owners and designers to
work together to better specify the requirements for a building and, finally, in showing the
relationships between architectural design codes, risk assessment, simulation tools, and tactical
literature and interdisciplinary team can be connected to better service the needs of the clients and
users as well as the broader societal need to enhance our security posture (Hesterman, 2015, pp.

2-3). While all buildings start with a definition of need, just as systems do (see Figure 2-3), the
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building security requirements may not be considered during the needs analysis and are often left

to be addressed late in the Detailed Design and Development phase (Underwood, 1989, p. 26).
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Figure 2-3: Life-cycle of a System
Reprinted from Blanchard and Fabryky (2011, p. 32)

Now that is has been established that this is an applicable systems engineering project is, it is
important to consider the specific methodology used here is also a reflection of systems
engineering. Systems engineering literature acknowledges that benefit of computer-aided
engineering (CAE) and computer-aided drafting (CAD) to the systems design process. The
benefits of CAE and CAD include allowing for both digital and physical mock-ups that provide
the engineers an opportunity to experiment with different parameters and improve the reliability,
maintainability, and human factors performance of the system. This improvement is realized
because the mock-up provides an opportunity to conduct a more effective review of the proposed
design. The review may include simulations and the CAD can later be used for marketing,
establishing processes, and can be used in the verification stage of the lifecycle (Blanchard &

Fabryky, 2011, pp. 136-137). This study incorporates a simulation on an unmet need during the
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design development phase so that that design can be iterated and, ultimately, the final
performance is better. In the words of John C. Calhoun, “It is the engineer’s responsibility to be
aware of social needs and to decide how the laws of science can be best adapted through

engineering works to fulfill those needs” (Nadel, 2004, p. 1.29).

2.3 Building Codes and Standards

The design and construction of buildings is largely governed by an overlapping network of
national building codes, local building codes, and, ultimately, by the industry standard of care for
each discipline involved in the architectural, engineering, and construction (AEC) industry. The
building codes are designed to address specific problems that have occurred in the past so they
internalize past failures or lessoned learned and convert the implicit knowledge of the
professionals involved with those projects into explicit knowledge and guidance that allows for
that knowledge to be shared. The codes, then, are backward looking and are slow to respond to
emerging threats. As the AEC industry evolves both in terms of available technology and the
complexity and pace of design, however, there is a trend toward performance-based design. This
design involves using stochastic processes to show that the intent of the code is met by a
particular design that may not meet the prescriptive letter of the code (Ching & Winkel, Building
Codes lllustrated, 2016).

Performance-based seismic design has been widely adopted over past 10 years due to the
financial benefits over code based prescriptive solutions (Stanford University, n.d.; Federal
Emergency Management Agency, 2013) because buildings that incorporate more efficient
structural systems can be built that both meet the anticipated seismic risk and meet the safety
criteria of the code. This risk-based approach to design involves an additional level of analysis on
the part of the design team to show that the intent of the code is being met. Another area of
building design that has been adopting this risk-based approach is that of fire safety and

evacuation (Signorelli, 2017). Based on the building construction type and the design occupancy
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load of the building, the code specifies the standards required to provide for safe egress during a
fire which is a component of maintaining paths for egress and the ability to detect, alert, and
maintain the integrity of the structure to escape. While this section is not intended to be a
complete review of fire code but will outline the critical components that are relevant to this
study.

The primary code considerations for fire egress are to maintain multiple paths for exiting the
structure while minimizing dead-end pockets (which are limited to 20 feet in length) and
minimizing the travel distance to the exit. Additionally, there are requirements concerning the
common path of travel, exit and exit access door arrangement, egress door sizing, as well as the
use of horizontal exits/area of refuge, exit access travel distance, and egress courts (International

Code Council, 2014). Direct exits are preferred as shown in Figure 2-5 (Luxenburg, 2009).

I » 9

Common Path To Exit Dead-End Corridor
Figure 2-4: Emergency Egress Considerations
Reprinted with permission from Ching and Winkel (2016)
There are additional considerations for multi-story structures, such as stairwell loading but these
are not considered here as this work represents a simplified view of the code for a single-story

simulation. Of these, this study will consider the door arrangement and direct exits as they are the

most common across all building types.

17



~»
=

Figure 2-5: Direct Exits from an Exhibition Hall
Reprinted from Luxenburg (2009)
Alongside the building code, there are supplemental standards such as security standards and
school safety standards. The dominant security standards for building construction were
developed in response to major attacks on buildings and personnel. In the United States, these
standards fall into three main groupings:
o Interagency Security Committee (ISC) standard applies to all civilian and Department of
Defense off-base leased facilities (Interagency Security Committee, 2016).

e Unified Facilities Criteria (UFC) applies to all on-base Department of Defense facilities
(Department of Defense, n.d.).

e Overseas Buildings Operations (OBO) standard applies to Department of State facilities
overseas (Bureau of Overseas Building Operations, 2015).

While each of these standards approaches building security from a risk-based perspective,
they share a “fortress” approach designed to keep adversaries at a distance through the use of

rings of protection and a “hardened” perimeter as shown in Figure 2-6.
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Figure 2-6: ISC Site Security Zones
Reprinted from United States General Services Administration Site Security Design Guide (2007, p. 23)
This approach, however, is not sufficient to protect against the emerging attack strategies nor

is it applicable to commercial buildings (Hesterman, 2015). While these standards can serve as a
basis for security design for commercial buildings, a reference to the Conceptual Design steps in
Figure 2-3 shows that the design must be centered on a stated need and the requirements of the
specific system. The needs of commercial businesses and the buildings that house them are
fundamentally different from those of government intuitions to which the above-referenced
standards apply. Commercial businesses must typically maintain open access without a secure
perimeter. They cannot screen potential patrons at the door nor is it desirable or feasible for them
to resemble a fortress. Some venues such as sports stadia and arenas that are used for more
occasional events do carry out a sort of screening that their patrons expect and accept such as
checks by for outside food, weapons, cameras, and other contraband. However, this is not
widespread. The gap between the needs for commercial buildings to address threats to their
facilities (International Association of Venue Managers, 2016) and the available standards, has
left private organizations to fill the gap. There is also a concern that failing to establish a common

framework for addressing the security posture of venues, the building operators may become

19



subject to regulations or legislation that is detrimental to their business needs or that they will be
subject to increased litigation risk in the event of an attack (O'Neal, 2017; O'Connor, 2016)

The risk-based approach that drives the government protective design standards and has been
packaged for the private sector in the FEMA Security Risk Management Series (Federal
Emergency Management Agency, n.d.). While this risk-based approach supports sound
investment and operational security, the guides do little to help designers who may want to
develop a holistically safer building. The Crime Prevention Through Environmental Design
(CPTED) principles are the most widely cited set of security standards (Jeffrey, 1977) but there is
conflicting evidence as to whether they are effective (Cozens & Love, 2017) and, similar to the
government standards, are focused largely on the perimeter. Very little literature is available on
how to design secure buildings beyond establishing the perimeter. Underwood (1989) describes
the various threats that may be faced by a building and describes general architectural strategies
for addressing the risks to various commercial building types. These solutions, however, are
mostly anecdotal accounts. Nadel’s comprehensive guide published after the September 11t
attack on the World Trade Center building covers various aspects of risk mitigation for
commercial buildings but does not address the geometric layout of buildings (Nadel, 2004).

The available guidelines, then, do not provide good guidance to building designers and may
even contribute to increased vulnerability in an active shooter event (Haines, 2017). Even the
egress requirements in the code have been criticized for being insufficient and impractical for
designers (Pan, Han, Dauber, & Law, 2006). What is clear, from the existing security documents
and from the building code is that the geometry surrounding the building has an impact on the
security posture of that building. If that is true we can certainly expect that the geometry inside

the building should have an impact on the security posture.

2.4 School Safety Literature

Following the shooting at Sandy Hook elementary in 2012, several efforts were undertaken to
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improve school safety in Connecticut. The Sandy Hook Commission was set up by Governor
Dannel P. Malloy to study the incident and make recommendations to take the community toward
“better mental health, better safety in our schools, and a system that is set up to stop the
glorification of violence” (Sandy Hook Advisory Commission, 2015). In parallel to that, the
Connecticut state legislature created the School Safety Infrastructure Council (SSIC) at the state
level to develop “...school safety infrastructure standards for school building projects” (State of
Connecticut, 2013). Similar to the FEMA standards mentioned above, the council acknowledged
that school safety planning should be a risk-based process that considers “all hazards” including
natural and man-made threats. In addition, “design safety standards should encourage the use of
protective infrastructure design features in all levels or layers of school facility construction
including: Site development and preparation; Perimeter boundaries and access points; Secondary
perimeters up to the building exterior; and the interior of the building itself” (Defronzo, 2014, p.
9). These protective measures should be focused on supporting the following four goals for
security design (emphasis added by author):

e Deterrence: to prevent unwanted visitors from gaining access to school grounds or
buildings, and deterrence to avert the impact of natural threats that could result in
potential harm to students, staff, and property;

o Detection: to quickly locate, identify and contain the movement of an unwanted party
who has gained unauthorized entry to the school grounds or building;

e Delay: to impede, isolate and forestall the movement of an unwanted party
within a school building; to prevent access to classroom areas and common
gathering points within a school allowing adequate time for a public safety
response; and

e Response: to ensure that coordinated, interactive and reliable communication system

and procedures are in place to facilitate an immediate and effective response from
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public safety and medical agencies. (Defronzo, 2014, p. 10)

The first goal, deterrence, is concerned with perimeter protection and is supported by the
existing CPTED principles. The second and fourth goals of Detection and Response are
concerned with the operational response of staff to an incident and with establishing procedures
for handling the range of incidents that may occur in a school. The SSIC report outlines a process
to develop those scenarios by following the Department of Homeland Security’s Integrated Rapid
Visual Screening process for conducting threat assessments. The third goal, Delay, is where this
study steps in to fill a void. The SSIC report recognizes the relationship between security
response and architectural design in that it specifies the need to conduct an emergency response
time analysis (ERTA) to “determine the amount of time needed for a police response to a specific
school in a crisis situation” (Defronzo, 2014, p. 9). This response time will then help guide,
“appropriate design decisions related to architectural safeguards, locking technologies and
locations, and other measures that could deter or delay an intruder for an amount of time
necessary to ensure an onsite public safety response prior to deep building penetration”
(Defronzo, 2014, pp. 9-10). Indeed the SSIC report recommends that every proposed school
design be subjected to an ERTA to inform designers on what “security design features may be
appropriate for impeding the entry of unwanted individuals or preventing or delaying the free
movement of such parties in a school facility” (Defronzo, 2014, pp. 9-10).

The SSIC attempts to address the gap between the building codes, government protective
design guides, and the needs of a school by providing designers with two appendices that are
intended to serve as stand-alone guides. The reason we are looking at them here is that these may
represent the best complete set of guidelines for open access buildings and represents the most
recent guidance on how to address the varied needs of building designers. “Appendix D” outlines
the Integrated Rapid Visual Screening Series (IRVS) process while “Appendix A” provides
designers guidance on the relationship between existing codes and the recommendations of the

council. Appendix A separates the guidelines into 3 categories: mandatory compliance, critical
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compliance, and guideline recommendations. Mandatory compliance includes the requirements of

the building code including the egress requirements mentioned above. Critical compliance is

where many of the security requirements reside and that those critical compliance measures focus

on the following:

School Site Perimeter: References CPTED principles and addresses building siting,
perimeter fencing, use of bollards, and considering line-of-sight.

Parking Areas and Vehicular and Pedestrian Routes: Limit access points to parking,
ensuring surveillance of parking areas, separating vehicles types and implementing traffic
calming devices.

Recreational Areas: Features such as playgrounds, athletic areas, and multipurpose fields
should be kept away from vehicle traffic areas.

Communication Systems: Buildings should have 2-way communication systems
including redundancy to communicate with emergency response.

School Building Exterior: Ensure surveillance through line-of-sight and electronic
devices, good lighting, and clear building standoff to limit explosive threats. Entry points
should be limited and have good visibility to administrative offices and use entry
vestibules and remote door locks. Glazed windows should be kept away from public
areas, set high enough to limit entry, and rooms should be clearly labeled to assist
emergency response.

School Building Interior: Addresses access control, emergency lighting, numbering
system and discusses establishing separate entry and exit patterns for areas that have high
concentrations (such as cafeterias and corridors) to limit escape time and separating
student traffic flows so that intruders can be more easily identified. Controlled hiding
spaces may be created, door locks shall be easy to operate, classroom doors shall not be

recessed, and doors in corridors shall swing 180 degrees. Large assembly areas shall limit
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areas of concealment and have seating and circulation that allows for adequate
emergency exit capacity.

e Roof: Access should be limited and available only from the interior.

o Critical Assets / Site Utilities: Access and concealment should be limited. Vehicle access

under the building should be limited.

e Other Areas: Standoff for trash receptacles should be a minimum of 30 feet. Stairwells

should be remote and not discharge into lobbies, parking lots, or loading areas.

The Sandy Hook and indeed other school shootings debriefs have also revealed a tension
between the building code and security requirements. This tension has led to public disputes in
the state of Ohio between school officials and building code officials over the use of post-
installed security barricades (Welsh-Huggins, 2015). This situation both confirms the need for an
all-hazard approach as outlined by the SSIC but also calls into questions the hierarchy outlined in
“Appendix A” between mandatory and critical compliance measures. What is needed here is not a
choice between either security or fire egress but an exploration of those features that have an
impact on both and a study of how to get the optimal solution.

Columbine changed police and other emergency response tactics on active shooter and other
life-threatening incidents. Police training was changed to differ from the typical SWAT tactical
training because the officers who were likely to be first to respond to active shooter events have
little tactical experience (Blair, Nichols, Burns, & Curnutt, 2013). The shooting at Sandy Hook
represents the equivalent change for designers in that it has been used to develop these standards,
put the stakeholders into conversation and forced a recognition that security is not a bolt-on fix.
The 2007 shooting at Virginia Tech University also provides an important addition to this
guideline. Where the SSIC guide places a heavy emphasis on ERTA and police response,
Virginia Tech shows us that, “law enforcement can do virtually everything correctly and, yet, a
committed perpetrator can still cause the deadliest school shooting in our nation’s history.

However, this fact cannot be allowed to discourage or dissuade law enforcement officers” (Blair,
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Nichols, Burns, & Curnutt, 2013, p. 29) nor can it dissuade the design profession and building
operators from doing everything possible to analyze and improve the safety of all facilities.

Many of the SSIC recommendations are related to the procedures put in place by the staff but
several pertain to the building design including both technical security measures (automatically
locking doors) and building geometry (allowing circulation and locating stairwells and discharges
away from the lobby). It is clear that a balance must be struck between effectively handling
emergency situations such as active shooters, fires, and meeting the other needs for a building
system to accomplish (including aesthetic needs). As articulated by architect Grahame
Underwood, “Successful defense will involve an overall approach, with the fortress principle seen
as a second line. Sporadic personal ideas and gimmicks are common enough in anti-vandal
measures but are no substitute for a considered professional solution. Perseverance wins” (1989,

p. 205)

2.5 Tactical Literature

Tactical literature from both combat forces and civilian law enforcement discusses the
influence of the environment on tactical success. The physical environment both creates and
limits opportunities for physical dominance of the adversary. This is true both in open field
warfare, where the high ground presents the opportunity to observe the enemy without
vulnerability, and urban terrain, where the same is true inside buildings. In the case of an assault
on a building, the environment may impact tactical approaches and an assaulting force needs to
avoid being bunched up because they become a more condensed target and are therefore in a
more dangerous position (Blair, Nichols, Burns, & Curnutt, 2013, p. 101).

The relationship between the environment and the ability for people to move through a space
is an important consideration for architects who design spaces as, “the width and height of a
circulation space should be proportionate with the type and amount of movement it must handle”

(Ching & Eckler, Introduction to Architecture, 2013, p. 70). For example, spaces designed for
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public gathering may be more open, wider, and taller than a more private area or service hallway.
These variations help communicate the intent of the space and give the occupants a certain
experience (Ching & Eckler, Introduction to Architecture, 2013, p. 70). From a tactical
perspective, however, these same variations affect approach angles and visibility into and from
spaces in the building. Blair et al (2013) views the number of casualties as a function of the rate
of target detection and response time,
the rate at which the offender can find targets is primarily the result of two things: The
first involves the design and usage of the attack location (how many people, density, how
quickly offender can gain access to the subareas of attack location). The second is the
behavior of the potential victims (p. 174).
While some recent studies have explored the response time and the behavior of victims, none
have looked at the impact of building geometry even though the geometry is seen as critical to
success in close quarters combat (CQB). “The three most important factors in active shooter
CQB: people, open angles of exposure, potential angles of exposure (closed doors)” (Blair,
Nichols, Burns, & Curnutt, 2013, p. 127).

The most basic tactical consideration for all law enforcement and military operators is the
“fatal funnel.” These geometric conditions are ones that pose a threat to the assaulting team
because they are forced into a situation where “individual team members are most vulnerable” to
enemy fire without effective means of retreat (Ranger Training Brigade, 2006, p. 6.11). As a
result, building geometry, including angles of exposure, drive tactical assault training. This
training commonly identifies three archetypal tactical conditions for moving through a building

when assaulting/clearing: “L” corners, “T” intersection, and “cross” intersection.
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Figure 2-7: Key Geometry For Tactical Movement Through A Building

”L” and “T” reprinted from U.S. Marine Corps (1998), “Cross” reprinted with permission from Kirshner
(2017, p. 201).

These conditions matter because they provide different challenges in terms of the clearing
team’s ability to safely detect and engage enemies while moving through the space. For example,
the enemy is able to improve his chances of success (e.g., avoid detection) by “hugging” the wall
as the clearing team turns the corner. This position requires the clearing team to expose
themselves by completely rounding the corner before engaging. Law enforcement and military

officers are taught to “slice the pie” to move around corners to mitigate this threat.

Figure 2-8: Slice the Pie
Reprinted with permission from Kirshner (2017, p. 75).

Doors are also called “fatal funnels.” Exposure angles and/ or points of dominance also play a
significant role in room clearance. This is the process by which the soldiers/officers enter a room
to detect and engage the enemy. There is always a risk as some portion of the room cannot be
seen from the hallway as shown below; this area is referred to as “deadspace” by the Marine

Corps (1998, pp. A-37).
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Figure 2-9: Door as a Fatal Funnel
Reprinted with permission from Kirshner (2017, p. 113)
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Figure 2-10: “Deadspace” uncleared Area on a Center-fed Room
Reprinted with permission from Kirshner (2017, p. 81)

The shape and extent of the “deadspace” area are dependent on the geometry of the room and
the location of the door relative to the bounding walls in the room. There are two primary room
archetypes identified in the tactical literature: center-fed rooms, where the door is located near the
midpoint of the room, and edge-fed rooms, where the door is near one of the interior walls. The

latter archetype is very common in buildings in the United States.

Center Fed Room Corner Fed Room

Figure 2-11: Room Geometry Archetypes
Reprinted with permission from Kirshner (2017, p. 64)
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2.6 Use of BIM for Simulation

The architectural, engineering, construction (AEC) industry has been incorporating
technology and adopting practices to improve building design including 3D modeling,
performance-based design, and simulation to improve the seismic performance of structures,
energy consumption, and user comfort of buildings. The 3D building information models (BIM)
created as part of the design process are primarily used to detect interference between different
building components (clash detection) and to create build sequences to inform construction
schedules. While the AEC industry has largely viewed the 3D models as a means to produce 2D
drawings, there are cases where the models have been utilized to conduct further analyses such as
daylighting studies and energy usage simulations. These cases, however, are only a fraction of

what could be accomplished by completely leveraging BIM to help predict a building’s

I Unlearning by doing
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Figure 2-12: AEC Productivity Lags Behind Economy

Reprinted from The Economist (2017).
future performance and increase, “performance, as well as enhance human and operational
performance, as it predicts a facility’s future performance” (Deutsch, 2015, p. xviii) and address
the efficiency gap between the AECO industry and other sectors (The Economist, 2017). Closing
this gap is possible by using what Professor Randy Deutsch calls “data-driven design” which is

“responsive to our environment” where designers are informed and offer smart feedback and
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continue to improve “not just because we, as architects, say it can, but because the data either tells
us it is working or helps us to adjust and accommodate for that which is not working” (Deutsch,
2015, p. xiv).

One such example of leveraging the 3D models to extract insights to inform better design and
facility management is the work to automate security analysis. 3D models are used for security
analysis including optimizing security device layouts (Marechal, Smith, Ustun, Smith, & Lefeber,
2009), testing time to penetrate structure (Porter, Tan, Tan, & West, 2014), and placing security
features in buildings (Ustun, Yapicioglu, Gupta, Abishek, & Smith, 2005). While these authors
demonstrate the potential for the use of BIM in security design, the floor plans are overly-
simplified models that do not represent realistic building layouts, give the designers tools they
can use early in their design. Such simulations can enable the designers to better leverage data to
inform their design decisions and thus move to the right on Deutsch’s spectrum of decision

making where decisions have more credibility (Deutsch, 2015, p. 2).

Subjective Objective

1 -
- -

Emotions Guessing Experience Knowledge Prediction Judgement Data
Figure 2-13: Deutsch's Spectrum of Decision Making
Adapted from Data-Driven Design and Construction by Deutsch (2015, p. 2)

Simulations are used extensively in fire evacuation modeling and smoke modeling.
Researchers use simulations to understand the performance of structures since running actual
simulations could be unethical and/or inaccurate. Researchers have developed building
evacuation models that are used to simulate the effects of events such as fire and structural
collapse on building occupants (Smith, 2015). These evacuations models are supported by an
accepted validation methodology (Ronchi, Kuligowski, Reneke, Peacock, & Nilsson, 2013) and

some have been validated in real-world tests (Galea, Deere, Brown, & Filippidis, 2014; Galea,
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Cooney, Sharp, & Gwynne, 2015). One insight from the fire simulation research that is relevant
for this study is that “The physical structure of a building is apparently an elementary determinant
of its occupants' behavioral responses and actions to the changing environmental
conditions...Hence, the critical nature of time requires an analysis that enables the designers to
select an appropriate egress system and to estimate the escape facilities by exploiting

performance-oriented calculation methods” (Kendik, 1986, p. 508).

2.7 Simulation Methodologies

This section outlines the rationale for using the agent-based modeling methodology in this
study. There are several categorizations of mathematical models: deterministic versus stochastic,
static versus dynamic, continuous versus discrete, mechanistic versus statistical. This study seeks
to analyze a dynamic phenomenon so we can narrow the methodological options to those the
three primary dynamic modeling approaches: system dynamics, discrete event simulation, and
agent-based modeling (Bukowski, 2015). While all three approaches share a common ancestry as
modeling and simulation tools that draw on disciplines such as mathematics, operational research,
computer science, and statistics, each differs in the area of application (Taylor, 2014).
Fundamental to all three approaches is how a system is represented and how it changes over time.
In Discrete Event Simulation the focus is on how model entities pass through a network of queues
and activities, in System Dynamics Modeling the focus is on the stocks of model entities and their
interdependence, and in agent-based modeling the focus is on how model entities interact with
each other and their environment (Taylor, 2014).

Discrete Event Simulation grew out of work by Tocher (Goldsman, Nance, & Wilson, 2010)
to represent machine activities and represents a system as a series of state changes in time that are
organized into activities. These activities have a start and an end event with entities in the model
proceeding through a series of interdependent cycles. Discrete Event Simulation is a

mathematical/logical model of a physical system that portrays state changes at specific points in
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time, which distinguishes from “continuous models” that do not require the explicit
representations of state and time relationships (Nance, 1993). Variability is generated by the
inclusion of stochastic variables that cause differences in the chronological sequence of events
(Sokolowski, Banks, & Dover, 2016). The common Discrete Event Simulation software packages
include Arena, ProModel, Flexsim, and Extend (Brailsford, Churilov, & Dangerfield, 2014).

System Dynamics Modeling (Forrester, 1961) is a useful tool for modeling how the aggregate
properties of a system change over time. It represents the state of the system through the use of
“stocks” and the changed in those states through “flows.” As a result, System Dynamics
Modeling is appropriate for systems that have non-linear behavior and feedbacks such as
atmosphere, economic systems, and resource allocation (Wilensky & Rand, 2015, p. 385). While
many software packages support multiple modeling methodologies, the common tools used for
system dynamics modeling include STELLA, Vensim, and AnyLogic. Additionally, NetLogo has
a simple System Dynamics Modeler which allows for System Dynamics Models to be built in
parallel or integrated with agent-based models. Having both modeling techniques in the same
package allows for complex simulations to be created that run both models and compare results
such as the Tabonuco-Yagrumo Hybrid model (Wilensky, 2006) that models how two tree types,
Tabonuco and Yagrumo, compete for resources. Critical to the simulation, each tree type has a
different resistance to hurricanes. In this hybrid model, the growth rate of the trees which is
discrete and the frequency of hurricanes which is predictable are controlled by the System
Dynamics Model whereas the particular location of new trees and those destroyed in each
hurricane are controlled in the agent-based model. This hybrid approach highlights the limits of
System Dynamics Modeling due to its focus on mass quantities whereas agent-based modeling
allows for a more granular study of the system (Wilensky & Rand, 2015, p. 432).

Whereas Discrete Event Simulation and Systems Dynamics Modeling are powerful
approaches that can represent many systems, in complex systems where the behavior of interest

“emerges” from the interaction of model components, these techniques can be difficult to use
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(Taylor, 2014, p. 2). This is where the “group up” approach of agent-based Modeling is
advantageous. In agent-based modeling, the system is composed of interacting, autonomous
agents that have behaviors programmed with simple rules. The interactions with other agents and
the environment “gives rise to the system behavior as a whole” (Macal & North, 2010). The
distinguishing features of agent-based modeling from the approaches mentioned above are the
heterogeneity of the entities in the simulation and the emergence of self-organization in the
simulation environment (Macal & North, 2010). The common software packages for agent-based
modeling include AnyLogic, NetLogo, Repast, MASON, and Swarm.

Whereas fire modeling has acknowledged the impact on means of egress to the safety of the
building, it primarily focuses on time to egress and the number of egress points rather than on the
specific geometry of the space which allows movements consistently away from a static threat.
However, building geometry may play a greater role when the threat is mobile such as during an
active shooter event.

Prior agent-based models of active shooter events have considered the outcome of unarmed
resistance to a shooter in an open field (Briggs & Kennedy, 2016) and simulated the movie
theater shooting in Aurora, Colorado (Hayes & Hayes, 2014). Modeling has been used to assess
active shooter policy alternatives in schools (Anklam, Kirby, Sharevski, & Dietz, 2015) as well as
the perceived effectiveness of training in a hospital emergency room (Kotora, Clancy, Manzon,
Louden, & Merlin, 2014). Although these authors address solutions to an active shooter incident,

the tools are not accessible, nor realistic for building designers to use.
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Chapter 3 - Methodology

This chapter outlines the data used as inputs for the agent-based simulation and discusses the
agent-based simulation methodology itself. Additionally, this section describes the model

validation approaches used in this study.

3.1 Data Collection

The primary input data for the simulation is a building model which will be created from an
actual building design. The input building information model (known as a “BIM model”) will be
created with the Autodesk Revit software. This proprietary “.rvt” format represents the industry
standard in North America. The output from this model can be accessed and parsed via the user
interface and/ or via the application programming interface (API) to extract data to run the agent-

based model.

3.1.1 The Selected Test Building

In order to ensure that this simulation took place on a realistic building layout, a building was
located that was both publicly available and provided a reasonable testbed for the simulation. The
selected building is the lowa Utilities Board Office of Consumer Advocate Office Building. This
building is an American Institute of Architects Committee on the Environment (COTE) Top 10
Awards recipient in 2014 (lowa Utilities Board). The building is home to two state agencies that
govern state utility issues (American Institute of Architects, 2014). The two-story, 44,640 square
foot building consists of two wings joined by a central lobby. The building is an example of
elegant design and exemplary energy performance (American Institute of Architects, 2014).
Critical to this study, however, the floor plans for the building are publicly available from the
AlA website and it includes design features that allow for comparative analysis of open and

closed layout designs.
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Figure 3-1: Selected Test Building Floor Plan and Section
Retrieved from American Institute of Architects Committee on the Environment (2014).

Information provided as part of the AIA award notice included descriptive information,
details of key design features, and images of building sections and floor plans. The images were
used to determine the wall type (exterior, curtain) and location and the door size and location. The
building is mixed uses with a more traditional office layout on the south wing and a more open
layout on the north wing.

The test building is an instantiation of the “U-shaped” configuration of a building form. This
form is essentially made up of linear forms where the “corners of the configuration can be
articulated as independent elements or can be incorporated into the body of linear forms” (Ching
& Eckler, p. 161). In this building, the corners form the central lobby, which is important as both
the dividing line between the open layout on the north and the office layout on the south.
Additionally, the linear forms lend itself to the rasterization approach used to create the

simulation environment.

3.1.2 Layouts to be Tested

The questions for this study are focused on exploring the impact of various fundamental
geometric forms and key tactical geometry. The sections below discuss the process of creating the

layouts that are used to address each of the research questions requiring simulation.
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3.1.2.1 Q2: Does fundamental building geometry matter?

This question required the development of layouts that capture the fundamental shapes
described in Chapter 2 - . The fundamental form layouts created are: Rectangular, L-Shape, and
Circular. The Rectangular layout was extracted from south wing of the selected test building as
shown in Figure 3-2. An exterior door was added to the right-hand side of the layout (that

connects to the shared lobby) to enclose the simplified layout.

Complete Test Building Rectangular Layout
Figure 3-2: Simplified Test Case - Subset of Complete Building

The L-Shape and Circular were created by using this Rectangular layout as a reference. The
derivative layouts were manually created in Autodesk Revit 2017 by holding the total area of the
floor plan constant while also maintaining the proportional area of the corridor to room space as
well as the proportion of area in each of the three rooms. The three simplified layouts are shown
in Figure 3-3 and the area comparison is shown in Table 3-1. The areas were calculated using the
“Area” parameter of the “Room” category in Autodesk Revit 2017. Note that, due to the
differences in the fundamental geometry and limitations with the translation to the simulation
environment (discussed in 3.1.3), the areas do not match exactly but these differences were

deemed inconsequential for the purpose of this study.
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Rectangular L-Shape Circular

Figure 3-3: Floor Layout Comparison — Fundamental Forms

Table 3-1: Q1 Floor Layout Area Comparison (in Square Feet)

Area Rectangular L-Shape Circular
Room 1 1225 1225 1168
Room 2 860 860 718
Room 3 420 420 340
Corridor 992 905 1117

Total 3497 3410 3343

3.1.2.2 Q3: Does adding direct exterior doors reduce casualties?

This question required the development of layouts that allow for comparison of the effect of
adding additional direct exterior doors. The Rectangular form was modified to include direct
access doors from each of the three rooms. This required the addition of two direct access doors;
no other changes were made to the layout. The final layout is shown in Figure 3-4 below.

Original Added Exterior Door
Figure 3-4: Floor Layout Comparison - Adding Exterior Door
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3.1.2.3 Q4: Does door alignment affect casualties?

This question required the development of layouts that allow for comparison of the effect of
interior door alignment. In order to address both the impact of center-fed versus edge-fed doors as
well as the effect of doors that are opposite and aligned across as hallway versus offset, this
question was split into two sub-questions, each requiring two layouts. The first sub-question uses
the “One-side” configuration that considers the center-fed versus edge-fed layouts. The second
sub-question uses the “Mirrored” configuration and considers the opposite and aligned versus
offset layouts.

For the “One-side” sub-question, the Rectangular form was modified to remove the direct
exit doors and the interior doors were adjusted to be edge-fed in one test layout and center-fed in

the other layout. The final layouts for this sub-question are shown in Figure 3-5.
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Edge-fed Center-fed

Figure 3-5: Floor Layout Comparison - Door Alignment

For the “Mirrored” sub-question, the Rectangular form was modified to remove the direct
exit doors and the interior rooms were mirrored to the north side of the hallway to create a
suitable test environment to test door alignment across a hallway. The interior doors were then
adjusted to be edge-fed in one test layout and center-fed in the other layout. In the edge-fed
layout, the distance between doors was maximized for the mirrored rooms. The final layouts for

this sub-question are shown in Figure 3-6.
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Figure 3-6: Floor Layout Comparison - Door Alignment Between Rooms

3.1.2.4 Q5: Do the above findings reduce casualties in an actual building
layout?

This question required the development of a modified version of the test building layout
discussed in 3.1.1. The modified layout was created by adjusting all of the interior doors in the
building to be center-fed. In addition, three direct exit doors were added to the layout (two on the
south face of the south wing and one on the north face of the north wing). In rooms that had more
than one interior door, the doors were equally spaced between the rooms bounding the room as

shown in the final layout. The final layouts for this sub-question are shown in Figure 3-7.

Original Modified
Figure 3-7: Floor Layout Comparison - Complete Building
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3.1.3 Creating the Environment

Building floor plans and building section images were retrieved from the award notice for the
selected test building through the American Institute of Architects website (American Institute of
Architects, 2014). The images were used to determine the wall type (exterior, curtain) and
location as well as door locations and size. The floor plan images were used as the basis for the
creation of a 3D Building Information Model in the Autodesk Revit 2017 software. In the model,
only the key planar elements were modeled such as floors and walls. Doors were included in the
model and walls were modeled in such a way so that exterior solid walls could be distinguished
from exterior curtain walls and from interior partition walls. The completed 3D Building

Information Model is shown in Figure 3-8.

Figure 3-8: Screen Capture of the Test Building in Autodesk Revit 2017

In a variation from typical Autodesk Revit modeling best practices, the floor element
boundaries were modified to create a “continuous loop.” This was done to ease the incorporation

of the geometry into the simulation environment as is shown in Figure 3-9.

Continuous Loop Standard Approach
Figure 3-9: Floor Modeling Modifications
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The modified floor plan was exported to the Autodesk AutoCAD 2014 format using the built-
in export feature in Autodesk Revit. The default “AIA” layering standards were selected during
the export although an additional modification was made in AutoCAD to ease entry into the
simulation environment. In AutoCAD, an additional layer, A-DOOR-EXT, was created to
distinguish exterior doors from the interior doors in the model. The CAD blocks were manually
modified and moved to their own layer to isolating these doors allows for the accurate calculation
to the nearest exit. The resulting export included clear layer names to help distinguish between

wall types as shown in Figure 3-10.
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Figure 3-10: Autodesk AutoCAD Export Layers

This AutoCAD file was then used as the base layer in an ESRI ArcGIS Pro map. The
AutoCAD floor plan was imported and ArcGIS was used to rasterize the geometry, calculate the
distance from the nearest exit (using the A-DOOR-EXT layer), and then create the raster output
compatible with the NetLogo simulation environment.

Some modifications were necessary to the baseline geometry in order to result in compatible
raster geometry similar to the approach used by Liu et al. (2016). The modifications included
thickening the walls and, in some cases, manually manipulating the asci output file to ensure that

the geometry would be accepted by the NetLogo simulation. Since geometry is being considered
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here, an area monitor was added to the simulation environment to ensure accuracy with the
original Revit layout. These modifications were necessary on the circular building layout and on
the whole building layout to ensure that the rasterized layout sufficiently separated the physical

spaces in the model as shown in Figure 3-11.

Pre-Modifications Post-Modifications

Figure 3-11: Rasterization Effects on Space Separation

Additionally, the complete building layout required raster calculations in ArcGIS to ensure
that the interior walls appeared in the NetLogo simulation environment. When the AutoCAD
import was converted to a raster in ArcGIS, the interior walls were included due to the inability to
create a “continuous loop.” In order to create the test layout, the interior walls need to be
removed. Figure 3-12 shows the initial raster and the interior walls isolated. A raster calculation

was done using Equation 3-1. Figure 3-13 shows the resulting raster after the raster subtraction.

Final Layout = SetNull(CombinedRaster, CombinedRaster, Value < 11)

Equation 3-1: ArcGIS Raster Calculation
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Figure 3-12: Raster Subtraction

Figure 3-13: Complete Building Layout Raster

3.1.3.1 Pre-processing the Environment

An approach from Dou et al. (2012) was adopted to create distance fields to ease pathfinding
in the simulation. This pre-processing was tried after implementing A* pathing for the agents but
proved too slow for the simulation and was untenable for multiple runs to test differing
environments. ArcGIS was used to pre-process the layouts to calculate the distances from each
patch to the exterior doors. Rather than calculating the Euclidian distance to the exterior door,
which would not take into account the interior partition walls, the grid path distance was used.
The grid-path approach incorporates the assumption that movement takes place from cell to cell
and calculates the “cost” of movement for each cell. This “Accumulated Cost Surface” approach

is a simple implementation of corridor planning problems that uses cost surfaces to incorporate
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multiple criteria to inform infrastructure route planning (de Smith, Goodchild, & Longley, 2018).
Such distance-based calculations are one of the fundamental features of Geographic Information
System (GIS) software such as ArcGIS alongside geometric operations (area, centroid, and
overlays) and querying tools (including SQL and mathematical operations) (de Smith, Goodchild,
& Longley, 2018). Figure 3-14 depicts both the Euclidian calculation and the grid-path distance
calculation for a simple floor layout. Notice that the Euclidian calculation does not take the floor
layout into consideration which is particularly problematic when door locations must be

considered.
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Figure 3-14: Grid-path Distance Calculation

In this study, the cost surface was calculated using the ArcGIS “Path Distance” tool that
calculates the “cost to move between cells over the cost surface” (ESRI, n.d.). The cost surface
input contained the polygons on the A-DOOR-EXT layer so that the path was calculated to the
nearest exterior door. Polygons were selected, rather than points, consistent with the findings in
Helbing’s (p. 4) seminal work that “the goals of pedestrians are usually rather gates or areas than
points.” The cost was calculated for each cell in the floor boundary raster which excluded the
walls and ensured that the distances incorporated sensible route planning. The final raster in
ArcGIS contained both the building layout and the distance to the exit. A sample cost surface is
depicted in Figure 3-15 for the sample layout shown previously. This sample cost surface shows

both the cost factor indicating distance to the exit as well as the color scaling that is used in the
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ArcGIS output.
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Figure 3-15: Sample Raster Cost Surface Showing Values

The distance calculations were also affected by the raster space separation and loss of fidelity
discussed above (and shown in Figure 3-11). The modifications discussed were critical to proper
distance field calculations as shown in the image below. In Figure 3-16, the image on the left
shows improper distance calculations where the presence of the interior walls is being ignored

whereas the image on the right shows the accurate calculations.
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Figure 3-16: Rasterization - Effects of Precision on Distance Calculation

Figure 3-17 shows the final layout rasters (including distance to exit) created for each of the

fundamental forms in Q2.
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Figure 3-17: Floor Layouts with Distance Calculation — Fundamental Forms

Figure 3-18 shows the final layout rasters (including distance to exit) created for the exterior door

investigation in Q3.
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Original Added Exterior Door
Figure 3-18: Floor Layouts with Distance Calculation - Adding Direct Exit

Figure 3-19 shows the final rasters (including distance to exit) created for the door alignment

3

investigation in Q4.
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Figure 3-19: Floor Layouts with Distance Calculation - Door Alignment
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Figure 3-20 shows the final rasters (including distance to exit) created for Q5.
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Figure 3-20: Floor Layouts with Distance Calculation - Complete Building

3.1.3.2 Creating Environment in NetLogo

Drawing on approaches from Crooks and Castle (2012) and Horio and Arrowsmith (2015),
this study uses an ASCII output from ArcGIS and imports this file through the GIS extension for
NetLogo (Wilensky, 1999). To verify proper scaling and to aid the modeler, a monitor was added
to the simulation setup routine that confirms the area of the layout shown. This layout area should
correspond to the area of the original Autodesk Revit model although, as discussed above, there
were small variations due to the inevitable loss of fidelity in the discretization process (although
all areas are within 6% of intended value) (de Smith, Goodchild, & Longley, 2018). The figures
below show the comparison between the original Autodesk Revit layout and the final NetLogo

version and corresponding areas.
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Figure 3-21: NetLogo Floor Layout Verification - Fundamental Forms
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Figure 3-22: NetLogo Floor Layout Verification — Adding Direct Exit
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Figure 3-23: NetLogo Floor Layout Verification - Door Alignment
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Figure 3-24: NetLogo Floor Layout Verification - Door Alignment Between Rooms
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Figure 3-25: NetLogo Floor Layout Verification - Complete Building

3.2 Research Methodology

The research methodology used in this project is multi-agent systems modeling (agent-based
modeling). The model is “composed of autonomous agents who, while operating on local
knowledge and possessing only limited abilities, are nonetheless capable of enacting the desired
global behaviors” (Vidal, p. 9). The agent's behavior is captured by a policy which is a mapping
from states to actions (p. 12). The interaction of the occupants, building layout, and the active
shooter is a dynamic phenomenon which requires a simulation to allow for emergent behavior to
manifest. NetLogo is the selected software due to use in similar studies, acceptance across various
fields, capability to include both 2D and 3D layouts, and its code based is actively maintained and
updated (Wilensky; Briggs & Kennedy; Liu, Jiang, & Shi; Hayes & Hayes). The Overview,

Design Concepts, and Details (ODD) protocol is used to describe the agent-based model for the
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active shooter event (Railsbeck & Grimm, pp. 35-45).

3.2.1 Overview: Purpose

The model was designed to explore questions about the influence of building geometry on
active shooter casualty counts. Does the overall geometry of the building affect the number of
casualties in an active shooter event? Does the addition of direct exit doors affect active shooter

outcomes? Does interior door alignment affect casualties in an active shooter event?

3.2.2 Overview: Entities, State Variables, and Scales

The model has four kinds of entities: shooters, civilians, patches of interior floor space,
patches representing exterior doors, and patches of non-building layout. The patches make up a
rectangular grid landscape of varying size to encompass the selected building layout. Each patch
has the following state parameters:

o exitDistance : the distance (in feet) to the nearest exterior door

e isExit: binary variable, 1 if the patch is an exterior door, O if it is not
The civilian agents have the following state variables:

e isActive? : boolean variable that is false until cognitive delay period is met

e civilian_speed : double variable that is the number of patches covered in 1 tick

e isAlive? : boolean variable that indicates if the agent is still alive

o distanceToShooter : double variable that tracks distance to the shooter agent

¢ location : x-coordinate and y-coordinate of patch agent occupies

e civilian_cognitiveDelay : integer value of delay until agent movement
The shooter agents have following additional state variables:

e target: civilian agent that shooter has targeted

o shooter_magazine : integer that tracks shots remaining in shooters weapon

o shooter_effectiveRange : range (in feet) of shooters weapon
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o shooter_shotAccuracy : accuracy at the maximum of the shooter_effectiveRange

e shooter_lastAction : alternates between “target” and “shoot”
The global environment includes the following parameters:

o building_layout : the ASCII file that is the environment for the simulation

e population_civilians : integer that represents the number of civilians present

The final component to be described here are the spatial and temporal scales. The patch size
in this simulation corresponds to 1 square foot. Simulations are not limited to a step count rather
they last until there are no longer any civilian agents present in the building with the isAlive?
parameter set to “true” so the duration of the model varies depending on the size of the layout and

the initial population_civilians value. The length of one time step corresponds to 1 second.

3.2.3 Overview: Process Overview and Scheduling

There are two primary processes in the model: movement of the civilians and the shooting of
the shooter. The order in which the civilians execute the movement action is unimportant because
there are no interactions between the agents. Observer processes described include creating the
environment, getting the input variables, counting the civilians in the building, counting the
civilians hit, counting the civilians who are safe, and calculating the total distance covered. The
schedule for the simulation is as follows:

“PREPARE SIMULATION” BUTTON PRESSED
Create environment based on ASCII indicated in the building_layout parameter
Create the initial N = population_civilians civilians and place randomly
Create the shooter and place randomly
GO FUNCTION
If there are living civilians in the building [
If the shooter has a target selected [ shoot ] else [ select target ]

If there have been shots AND the cognitive delay period has elapsed [
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civilian_flee
]
] else [ there are no more living civilians in the building so STOP ]

The complete simulation algorithm is shown graphically in Figure 3-26. The algorithm used
in this study is a modification of components from previous models as well as modifications
made specifically to handle the complicated environment of a building. The shooter target
selection algorithm was adopted from Briggs & Kennedy (2016) but was modified to function in
a building interior. Whereas in Briggs & Kennedy the shooter was in an open field and selected
the nearest target, the targeting algorithm in this study needed to ensure that the shooter selected
the nearest target in the same room and did not shoot through walls. This behavior was
accomplished through the creation of a dangerZone and is discussed in 3.2.7 and is depicted in
Figure 3-28 and Figure 3-29 below. The cognitive delay algorithm implementation was adapted
from Briggs & Kennedy (2016) and the delay value was set conservatively to 3 seconds based on
research by Leach (2004) into 11 disasters that found that in an emergency, the decision making
will require, at least, 1-2 seconds.

The shoot algorithm includes the hit probability algorithm developed by Hayes and Hayes
(2014). The determination of whether the selected target is hit is determined by three parameters:
the distance between the shooter and the target, the effective range of the firearm, and a shooter
accuracy parameter. The effective range of the firearm incorporated such that a completely
accurate shooter will hit a human-sized target 100% of the time at a distance of zero feet and 50%
of the time at the effective range of the firearm. This allows for the simulation to approximate
different types of firearms as rifles are more accurate than pistols at longer ranges. The
probability of the target being hit then modified by a coefficient parameter that captures shooter
accuracy which allows for the skill of the shooter modified. While it is difficult to validate these
parameters due to the lack of available data (Briggs & Kennedy, 2016), Hayes and Hayes did

validate this algorithm in their model of the 2012 Aurora, Colorado movie theatre shooting that
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approximated the same number of casualties as the actual event. In this study, the
shooter_effectiveRange was set to 80 feet to correspond to the effective range of a 9mm pistol
(Canada National Defence, 2000, p. 2) as it is the most common weapon used by lone-wolf
attackers (Blair, Nichols, Burns, & Curnutt, 2013) and the shooter_shotAccuracy was set to 40%
to correspond to the overall level of accuracy of novice shooters in the study by Lewinski et al.
(2015, p. 121).

The movement algorithm was adopted from models from Horio and Arrowsmith (2015) and
was modified to accept the pre-processed building layout environment. The civilian_speed was

taken from the shuttle run distribution used in Hayes and Hayes (2014).
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Figure 3-26: NetLogo Simulation Flow Chart

3.2.4 Design Concepts

The basic principle addressed in this model is the influence of building geometry on active

shooter outcomes. Key design concepts (Railsbeck & Grimm, 2012, p. 41) include:
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3.2.4.1 Emergence

The main model results that are expected to vary in unpredictable ways include the casualties

caused by two parts of the model: the shooter location and the building geometry.

3.2.4.2 Adaptive Behavior

The adaptive behavior is modeled via a simple rule that moves civilians toward the nearest
door. Because the movement toward the nearest exit is assumed a priori to be the objective of the
occupants, the concepts of Objectives and Prediction are not explicitly considered. There is no

learning in this model.

3.2.4.3 Sensing

Sensing is important in this model: civilians are assumed to be able to identify which of the
surrounding patches is closest to the exterior door and whether surrounding patches are part of a

wall or not. Shooter agents are assumed able to identify the nearest civilian.

3.2.4.4 Interaction

Civilian agents do not directly interact with each other, but they are able to determine if the
next patch is occupied so they do not move to that patch. Some models have included interactions
such as slowing to move around injured agents (Hayes & Hayes, 2014) or forcing past other
agents to simulate panic (Liu, Jiang, & Shi, 2016). These behaviors are not included in this

model.

3.2.4.5 Stochasticity

Stochasticity is used to represent four sources of variability in the model the location: the
initial location of the civilians, the location of the shooter, the movement speed of the civilians,
and the accuracy of the shooter. The location of the civilians and shooter is randomly assigned to

any available patch on the building layout. The movement speed (in feet per second) of the
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civilians is modeled stochastically using a parameter civilian_speed that is a normally distributed
N(12.77, 8.9). The accuracy of the shooter is determined following the process from Hayes and

Hayes (2014) using two parameters: shooter_effectiveRange and shooter_shotAccuracy.

3.2.4.6 Collectives

As mentioned above, this model includes two types of agents: civilians and shooters. These

two agent types are modeled as different breeds in NetLogo.

3.2.4.7 Observation

To allow observation of the active shooter event outcomes, the primary output variable
monitored is monitor_hitCount which indicates the number of civilians shot during the
simulation. Other output variables are monitored to ensure proper functioning of the model and to

verify the accuracy of the layout as shown in Figure 3-27.
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Figure 3-27: NetLogo Model Interface
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3.2.5 Details: Initialization

The simulation environment is controlled by the building_layout parameter. The layout
includes the distance from the exit for each patch and is loaded when the model is initialized.
There are 14 different layouts used in this simulation: three for Q2, two for Q3, four for Q4, two
for Q5, and three additional layouts for model validation tests discussed in Chapter 3.3. Each of
these layouts is imported from the ASCII file containing the distance values for each patch. The
patches include this distance to the exit in the exitDistance parameter and the iSEXit? parameter is
set during the initialization routine. The civilians are initialized by creating the number indicated
in the population_civilians parameters and placing them randomly on any floor patch (this
behavior differs for the model validation tests). The shooters are initialized by creating one
shooter and placing him randomly on any floor patch. As discussed in 3.2.3, the
civilian_cognitiveDelay was set to 3 seconds, shooter_effectiveRange was set to 75 feet,
shooter_shotAccuracy was set to 40%. Additionally, shooter_magazine was set to 13 based on

the magazine capacity of a typical 9mm pistol (Canada National Defence, 2000, p. 1).

3.2.6 Details: Input Data

The environment is assumed to be constant so the model has no input data aside from the

building layout ASCII file.

3.2.7 Details: Submodels

As shown in Section 3.2.3, the three primary submodels in this study are the civilian_flee
submodel that controls civilian movement in the simulation environment, shooter_selectTarget
that controls the selection of a civilian target, and the shooter_shoot that controls the shooting
action that is key to this study.

CIVILIAN_FLEE (*Note: this is run by each civilian agent)

Get the possible_neighbors patches that are those within the civilian_speed radius
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Determine which possible_neighbors patch is closest to the exit and set as destination
If there are not agents on the destination patch [
Face destination
Move to destination
Update monitors
]
SHOOTER_SELECTTARGET (*Note: this is run by the shooter agent)
Get the dangerZone patches that are those within the shooter_effectiveRange radius
Starting from shooter location, work outward radially [
When wall patches are reached, remove the wall patch from the dangerZone
(See Figure 3-28 and Figure 3-29 for a representation of the dangerZone patches
with the shooter in Room 1 and Room 3)
]
Set target to the closest agent found on the dangerZone patches
Set target color and shape characteristics
Set shooter_lastAction to “target”
Update monitors
SHOOTER_SHOOT (*Note: this is run by the shooter agent)
Calculate hit probability slope
Calculate the percentChance
Generate a random number with a max of 1.0
If the random number is <= percentChance [

target agent becomes a casualty
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Shooter Location Shooter Effective Range
Figure 3-28: Shooter Effective Range — Room 3

4

Shooter Location Shooter Effective Range
Figure 3-29: Shooter Effective Range — Room 1

3.2.8 Details: Parametric Runs

This study required implementing multiple runs for each model to study agent behavior in the
various building layouts. Such “parameter sweeping” allows for varying the input parameters of a
model and recording the results of each model run for posthoc analysis. The BehaviorSpace
(Wilensky, NetLogo User Manual, 2018) software tool that is integrated with NetLogo and was

used to create the results of this study. Figure 3-30 below shows a representative experiment

setup dialog.
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Figure 3-30: BehaviorSpace Interface

3.3 Model Validation

This section outlines the validation, verification, and testing approaches used in this study.
The model was tested at three levels that correspond to Gircan et al. (2013): micro-level, meso-
level, and macro-level. Similar to unit, integration, and acceptance tests from traditional testing
literature (p. 185), testing at these different levels provided a framework to increase confidence in
the model output. Successful testing at any of these levels, however, starts with a good
description as outlined using the ODD methodology in 3.2 (Railsbeck & Grimm, 2012, p. 75).

Micro-level testing ensures that, “each individual testable element is functioning according to
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its specification” (Glrcan , Dikenelli, & Bernon, p. 185). During the creation of the code for this
study, the common errors outlined by Railsbeck (2012) such as typographical errors, syntax
errors, primitive functionality, display settings, run-time errors, logic errors, and formulation
errors were controlled through the use of syntax checking using the NetLogo built-in syntax
checker, unit testing of each new portion of functionality through visual testing, print statements,
and the use of agent and patch monitors. In addition, the code was heavily commented and used
sensible variable names and procedure names to ensure readability and comparability to the
model description.

Meso-level testing on the elements of the simulation as groups including testing the
organization of the agents in the simulation environment and whether a group of basic elements
can produce some known output for a given set of input (Glrcan , Dikenelli, & Bernon, p. 186).
This type of testing was done in two ways: one was through the application of known test
procedures for evacuation models that provide specific testing protocols and expected results.
These verification tests from NIST are described below. In addition, the model was tested for
conformity to expected evacuation times by comparing again a known standard from Togawa;
this test is described below. In addition, following the advice from Wilensky and Rand (2015, p.
313), the model was started simply and then incrementally added to. An example of this approach
was to start with building the environments for the various building layouts and test the accuracy
of the environments through the use of the “Scale Check” monitor. Next, the civilian “flee”
behavior was tested for each environment to assure that agents were taking direct paths to the

exit. This was verified visually as shown in the figures below.
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Figure 3-31: Q2 Evacuation Routes

Figure 3-32: Q3 Evacuation Routes

Figure 3-33: Q4a Evacuation Routes

Figure 3-34: Q4b Evacuation Routes
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Figure 3-35: Q5 Evacuation Routes

Macro-level testing is broader in scope than the meso-level testing. Whereas meso-level tests
are narrow and focused, macro tests evaluation “the expected functionality as a whole” (Glrcan ,
Dikenelli, & Bernon, p. 186). This level of testing is more challenging due to the lack of
empirical data on human behavior in emergencies and, specifically, human movement response to
active shooter events. All models are simplifications of reality so it is impossible to produce all of
the same characteristics that exist in reality. Wilensky and Rand outline two approaches to
determine if the model corresponds to some phenomenon in the real world: face validation and
empirical validation (p. 331). Face validation allows for someone who reviews the model to “be
easily convinced that the model contains elements and components that correspond to agents and
mechanisms that exist in the real world” without detailed analysis (p. 332). Empirical validation
requires an increased level of analytical rigor that compares not on “how things look, but rather,
on the measures and numerical data generated both by the model and the actual phenomenon” (p.
332). As mentioned above, however, data on these incidents is lacking so this study has included
empirical validation on the agent behaviors for which there are empirical tests and on face
validation for which there are no empirical tests. This process is what Wilensky and Rand refer to

as “empirical micro-validation” (p. 332).
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3.3.1 NIST Verification Tests

This section describes the two model verification tests that were undertaken on the simulation
model. These tests are taken from the NIST Technical Note 1822 which specifies a series of tests
for verifying that a fire evacuation simulation behaves according to expectations. This document
contains a series of tests to verify different types of movements, however, here two tests that are
applicable to the simulation created for this environment are run: covering the distance in an
expected time and successfully navigating corners.

The “Verif.2.1 Speed in a corridor” is a based on IMO Test 1 from the IMO Guidelines to
“verify the simulation of an occupant maintaining an assigned walking speed over time” (Ronchi,
Kuligowski, Reneke, Peacock, & Nilsson, p. 17). The test calls for a corridor to be modeled that
is 2 meters wide and 40 meters long. A single occupant is modeled with an assigned walking
speed of 1 meter per second. The expected result is that the occupant should cover the distance of
the corridor in 40 seconds. (Ronchi, Kuligowski, Reneke, Peacock, & Nilsson, p. 17).

In order to conduct this verification, the test environment was created following the same
process as outlined above in Section 3.1.3. The test environment is shown in Figure 3-36: NIST

2.1 Verification Layout below.

Figure 3-36: NIST 2.1 Verification Layout

This environment was loaded into the NetLogo simulation environment. The simulation
parameters were modified to set the population_shooters parameter to a value of 0 and the set

population_civilians to a value of 1. The resulting simulation was run N=50 times and, in each
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case, the time to reach the end of the corridor was 44 seconds with the expected path showing that
the occupant proceeds directly to the door as shown in Figure 3-37. The simulation result of 44
seconds is 10% higher than the expected result of 40 seconds. This variance can be explained by
considering the conversion of the test geometry specified in meters to the simulation environment
that is conducted in feet. The possibility for this type of variance is acknowledged in the test
specification which acknowledges that the results of the test “may be affected by the rotation of
the corridor in relation to the grid in use” (Ronchi, Kuligowski, Reneke, Peacock, & Nilsson, p.
18). The simulation environment is created in 1-foot squares but the specified speed of 1 meters /
second does not convert to an integer value 1 meter / second = 3.28 feet/second. The simulation
environment is 130 feet long and when the occupant speed is adjusted to be a rounded value, the
simulation results match the intent of this test. This was confirmed by adjusting the occupant
speed to 13 feet / second and repeating the simulation N=50 times. In every case, the occupant

reached the end of the corridor in the expected 10 seconds.

]

Figure 3-37: NIST 2.1 Verification Results

The “Verif.2.3 Movement around a corner” is a based on IMO Test 6 from the IMO
Guidelines to “verify whether the model is able to correctly simulation the boundaries of a
scenario” (Ronchi, Kuligowski, Reneke, Peacock, & Nilsson, p. 18). The test calls for a corner to
be modeled according to the specifications shown in Figure 3-38 that include a 2-meter wide
hallway that is 12 meters long with a 90-degree turn to another 10-meter length. 20 occupants
begin in the first 4 meters of the hallway and proceed to the end of the hallway. The expected
result is that the occupants should navigate around the corner without penetrating the boundaries

of the hallway (Ronchi, Kuligowski, Reneke, Peacock, & Nilsson, pp. 19-20).
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Figure 3-38: NIST 2.3 Verification Geometry
Reprinted from Ronchi et al. (2013, pp. 19-20)

In order to conduct this verification, the test environment was created following the same

process as outlined above in Section 3.1.3. The test environment is shown in Figure 3-39 below.

Autodesk Revit Layout Path Distance Raster NetLogo
Figure 3-39: NIST 2.3 Verification Layout
This environment was loaded into the NetLogo simulation environment. The simulation
parameters were modified to set the population_shooters parameter to a value of 0 and the set
population_civilians to a value of 20 and the starting location was modified to start in the

indicated zone as shown Figure 3-40.

Figure 3-40: Occupants in Starting Zone
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The resulting simulation was run N=50 times and the results were examined qualitatively to

ensure that the occupants stay within the boundary of the corridor as shown in Figure 3-41.

Figure 3-41: NIST 2.3 Verification Results

These two tests verify that the occupants in the simulation do not leave the building
environment and that the occupants cover distances in expected time. The next verification test

considers evacuation specifically.

3.3.2 Togawa

Modern crowd movement studies began with the work of Kikuji Togawa’s empirical research
in Japan in 1955 (Proulx, 2002, p. 3 343). This widely cited work includes an equation to
determine the time required for escape. This equation takes the distance between the occupant to
the exit as well as the flow rate of the egress features and is included below as shown in (Liu,

Jiang, & Shi, p. 118; Lardeux, p. 318).

[Initial Occupancy] [Distance to Door]
[Width] = [Circulation Factor] = [Occupant Velocity]

Togawa Estimate =

Equation 3-2: Togawa's Equation for Evacuation Time
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In order to verify the simulation model from this study against Togawa’s equation, this author
drew on inspiration from the single room study validation in Hayes and Hayes (2014, p. 9). The
study called for a 50-foot by 50-foot room layout with a single 40 door. The testing environment

was created using the procedure described in 3.1.1 above. The test environment is shown in

N

Autodesk Revit Layout Path Distance Raster NetLogo
Figure 3-42: Togawa Verification Layout

Figure 3-42. This environment was loaded into the NetLogo simulation environment. The
simulation parameters were modified to set the population_shooters parameter to a value of 0 and
the set population_civilians to 10, 50, and 100. Additionally, the starting location was modified to

start the evacuation from the back wall in the room as shown in Figure 3-43 below.

Figure 3-43: Occupants in Starting Zone

The resulting simulation was run N=100 times for civilian populations of 10, 50, and 100. The
simulation completion times were compared to the Togawa Estimate. The Togawa Estimate
calculation is shown for the 50 person population in Equation 3-3 below. In this calculation, the

“circulation factor” of 1 person per foot per second is drawn from the SFPE Handbook (Proulx, p.
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3 364), the “Distance to Door” is taken from the average distance recorded in the simulation, and

the “Occupant Velocity” is the same distribution as the model definition in 3.2.

50 person 49.88 ft

=165S d
4 ft = 1person/ft/second * 12.47 ft/second econas

Togawa Estimate =

Equation 3-3: Togawa Estimate For Population N = 50

A comparison between the simulation results and the Togawa estimate values are shown in
Table 3-2 below. The table shows that the compliance between the simulation results is 97% for
all three population values. Additionally, the higher population values provide an example of
herding behavior that is expected for high population rooms with limited egress options as shown
in Figure 3-44. This test verifies that the simulation demonstrates evacuation in a way that is
consistent with commonly cited egress timing formula.

Table 3-2: Comparison of Togawa Estimate to Simulation for Population N=100 (in Seconds)

Population Togawa Estimate NetLogo Mean Compliance
10 6.5 6.34 0.975
50 16.5 16 0.970
100 29 28 0.970

Figure 3-44: Herding Behavior




Chapter 4 - Results

This section summarizes the results of the simulations outlined in Chapter 3 - . The results of
the analysis are presented separately for each of the research questions that required simulation.
In each case, the data analysis includes descriptive statistics, shape, and compares means
(Pearson, pp. 103-228). The applicability and considerations for the statistical tests are from

Pearson (2010) and Field (2009).

4.1 Q2: Does fundamental building form affect active shooter casualties?

The results outlined in this section are based on 300 simulation runs, 100 for each layout
representing the fundamental forms: Circular, L-Shape, and Rectangular. The descriptive
statistics for the dependent variable monitor_hitCount for each building layout are shown in
Table 4-1 below. The distribution of the dependent variable is shown as a histogram and as a
scatterplot overlaid on each building layout in Figure 4-1 and Figure 4-2 below.

Table 4-1: Q2 Descriptive Statistics

Layout Mean Min / Max / Range Variance / SD
Circular 16.39 9/27/18 17.836/4.223
L-Shape 17.22 2/28/26 34.820/5.901

Rectangular 18.39 2129127 29.654 / 5.446
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Figure 4-1: Q2 Histograms

Figure 4-2: Q2 Scatterplots

Exploratory analysis of the simulation results including visual inspection of the distributions,
skewness, and kurtosis checks show that the data is not normally distributed. The
monitor_hitCount data for the circular layout is right-skewed while the L-shape and rectangular
data is bi-modal. A Kolgomorov-Smirmov normality test on monitor_hitCount for the circular
layout, D(100) = .137, p <.000, and L-Shape layout, D(100) = .177, p <.000, and the rectangular
layout, D(100) = .180, p < .000 were all significantly non-normal. The parametric assumption of
homogeneity of variances was checked using Levene’s test which found that, for the
monitor_hitCount variable, the variances are significantly different in the three layouts, F(2, 297)

=13.715, p < .000. The remaining two assumptions for parametric tests: continuous data and
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independence of observations are satisfied. That the data is continuous is self-evident and the
independence of observations is satisfied as these simulations are independent and do not use any
machine learning.

Since the assumptions of the parametric tests have been violated, a non-parametric test of
group differences, Kruskal-Wallis H test was used. A Kruskal-Wallis H test showed that there
was a statistically significant difference in casualties between the different layouts, ¥2(2) = 6.510,
p = 0.039, with a mean rank casualty score of 138.06 for circular, 145.45 for L-Shape and 168.00
for Rectangular. The proportion of variability in the ranked dependent variable accounted for by
the building layout was 0.024.

Follow-up tests were conducted to evaluate pairwise difference among the three groups,
controlling for Type | error across tests by using the Bonferroni approach. The results of these
tests indicated a significant difference between the Rectangular layout and the Circular layout.

The casualty rate for the layout is lower for the Circular layout than for the Rectangular layout.

4.2 Q3: Does adding direct exterior doors reduce active shooter casualties?

The results outlined in this section are based on 200 simulation runs, 100 for each layout
representing the layout as designed and the layout with additional direct exit doors. The
descriptive statistics for the dependent variable monitor_hitCount for each building layout is
shown in Table 4-2 below. The distribution of the dependent variable is shown as a histogram and
as a scatterplot overlaid on each building layout in Figure 4-3 and Figure 4-4 below.

Table 4-2: Q3 Descriptive Statistics

Layout Mean Median Min / Max / Range Variance / SD
Added Exterior Doors | 13.36 13.00 6/19/13 4.415/2.101
Original 17.75 16.00 2128126 28.007 /5.292
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Figure 4-3: Q3 Histograms
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Figure 4-4: Q3 Scatterplots

Exploratory analysis of the simulation results, including visual inspection of the distributions,
skewness, and kurtosis checks show that the data is not normally distributed. The
monitor_hitCount data for the original layout is bimodal while the modified layout has high
kurtosis and a slight right-skew. A Kolgomorov-Smirmov normality test on monitor_hitCount for
the original layout, D(100) = .183, p < .000, and modified layout, D(100) = .119, p < .001 were
both significantly non-normal. The parametric assumption of homogeneity of variances was
checked using Levene’s test which found that, for the monitor_hitCount variable, the variances
are significantly different in both layouts, F(1, 197) = 103.671, p <.000. The remaining two
assumptions for parametric tests: continuous data and independence of observations are satisfied.
That the data is continuous is self-evident and the independence of observations is satisfied as

these simulations are independent and do not use any machine learning.
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Since the assumptions of the parametric tests have been violated, a non-parametric test of
group differences, Mann-Whitney U test was used. A Mann-Whitney U test showed that
casualties are greater for the original layout (Mdn = 16.00) than for the modified layout (Mdn =

13.00), U = 2300, n1 = n2 = 100, p = .000 one-tailed, r = -.47.

4.3 Q4a: Does door alignment in room affect active shooter casualties? (One-side)

The results outlined in this section are based on 600 simulation runs, 300 for each layout
representing the layout with rooms on one side with the doors center-fed as and the layout with
the doors edge-fed. The descriptive statistics for the dependent variable monitor_hitCount for
each building layout is shown in Table 4-3 below. The distribution of the dependent variable is
shown as a histogram and as a scatterplot overlaid on each building layout in Figure 4-5 and
Figure 4-6 below.

Table 4-3: Q4a Descriptive Statistics

Layout Mean Median Min / Max / Range Variance / SD
Center-fed 19.44 17.00 3/35/32 52.541/7.249
Edge-fed 20.31 17.00 1/37/36 53.538/7.317

Building Layout (N=300 Runs Each)
"doors centered" "doors at edge"

40 |

Frequency
s

0 10 20 30 40

Hit Count

Figure 4-5: Q4a Histograms
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Figure 4-6: Q4a Scatterplots

Exploratory analysis of the simulation results including visual inspection of the distributions,
skewness, and kurtosis checks show that the data is not normally distributed. The
monitor_hitCount data for both center-fed and edge-fed layouts are bimodal. A Kolgomorov-
Smirmov normality test on monitor_hitCount for the center-fed layout, D(300) =.172, p <.000,
and edge-fed layout, D(300) = .188, p <.001 were both significantly non-normal. The parametric
assumption of homogeneity of variances was checked using Levene’s test which found that, for
the monitor_hitCount variable, the variances are not significantly different in both layouts, F(1,
598) =.208, ns. The remaining two assumptions for parametric tests: continuous data and
independence of observations are satisfied. That the data is continuous is self-evident and the
independence of observations is satisfied as these simulations are independent and do not use any
machine learning.

Since the normality assumption of the parametric tests has been violated, a non-parametric
test of group differences, Mann-Whitney U test was used. A Mann-Whitney U test showed that
casualties are greater for the edge-fed layout (Mn = 20.31) than for the center-fed layout (Mn =

19.44), U = 40554.5, n1 = n2 = 300, p = .036 two-tailed, r = -.086.

4.4 Q4b: Does door alignment in room affect active shooter casualties? (Mirrored)

The results outlined in this section are based on 600 simulation runs, 300 for each layout
representing the layout with rooms on both sides of the hallway with the doors center-fed as and
the layout with the doors edge-fed. The descriptive statistics for the dependent variable

monitor_hitCount for each building layout is shown in Table 4-4 below. The distribution of the
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dependent variable is shown as a histogram and as a scatterplot overlaid on each building layout

in Figure 4-7 and Figure 4-8 below.

Table 4-4: Q4b Descriptive Statistics

Layout Mean Median Min/Max /Range | Variance/SD
Center-fed 28.21 28.00 10/48/38 157.202 / 12.538
Edge-fed 32.41 38.00 10/48/38 173.560/ 13.174

Mirrored Building Layout (N=300 Runs Each)

"doors centered"” "doors at edge”

15

Frequency

10

Hit Count

Figure 4-8: Q4b Scatterplots

Exploratory analysis of the simulation results including visual inspection of the distributions,
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skewness, and kurtosis checks show that the data is not normally distributed. The
monitor_hitCount data for both center-fed and edge-fed layouts are bimodal. A Kolgomorov-
Smirmov normality test on monitor_hitCount for the center-fed layout, D(299) = .162, p < .000,
and edge-fed layout, D(300) = .174, p <.000 were both significantly non-normal. The parametric
assumption of homogeneity of variances was checked using Levene’s test which found that, for
the monitor_hitCount variable, the variances are not significantly different in both layouts, F(1,
597) = .765, ns. The remaining two assumptions for parametric tests: continuous data and
independence of observations are satisfied. That the data is continuous is self-evident and the
independence of observations is satisfied as these simulations are independent and do not use any
machine learning.

Since the normality assumption of the parametric tests has been violated, a non-parametric
test of group differences, Mann-Whitney U test was used. A Mann-Whitney U test showed that
casualties are greater for the edge-fed layout (Mdn = 38) than for the center-fed layout (Mdn =
28), U = 37451.0, n1 = n2 = 300, p = .000 two-tailed, r = -.20.

4.5 Q5: Do the findings from Q1-Q4 reduce active shooter casualties in an actual building
layout?

The results outlined in this section are based on 600 simulation runs, 300 for each layout
representing the original building layout as designed and the layout improved to have the rooms
center-fed. The descriptive statistics for the dependent variable monitor_hitCount for each
building layout is shown in Table 4-5 below. The distribution of the dependent variable is shown
as a histogram and as a scatterplot overlaid on each building layout in Figure 4-9 and Figure 4-10

below.
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Table 4-5: Q5 Descriptive Statistics

Layout Mean Median Min/Max /Range | Variance/SD
Modified 13.43 14.00 0/32/32 55.858/7.474
Original 15.01 15.00 0/44/44 66.728 / 8.169

Building Layout (N=300 Runs Each)
"modified layout" “original layout"

40—

Frequency

40 50 -10 0 10 20 30 40 50
Hit Count

Figure 4-9: Q5 Histograms

Figure 4-10: Q5 Scatterplots

Exploratory analysis of the simulation results including visual inspection of the distributions,
skewness, and kurtosis checks show that the data is not normally distributed. The
monitor_hitCount data for the modified layout is bimodal. A Kolgomorov-Smirmov normality
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test on monitor_hitCount for the original layout, D(300) = .049, p <.000 was significantly non-
normal while the modified layout, D(299) = .101, p < .083 was not. However the more accurate
Shapiro-Wilk test found both the modified layout, W(300) = .961, p < .000 and the original
layout, W(299) =.986, p <.005 to be significantly non-normal. The parametric assumption of
homogeneity of variances was checked using Levene’s test which found that, for the
monitor_hitCount variable, the variances are not significantly different in both layouts, F(1, 597)
=.008, ns. The remaining two assumptions for parametric tests, that the data is continuous is self-
evident and independence of observations are met as these simulations do not use any machine
learning.

Since the normality assumption of the parametric tests has been violated, a non-parametric
test of group differences, Mann-Whitney U test was used. The Mann-Whitney U test showed that
casualties are greater for the original layout (Mdn = 15) than for the modified layout (Mdn = 14),

U =40590.0, n1 = n2 = 300, p = .044 two-tailed, r = .086
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Chapter 5 - Discussion

This chapter reviews the analysis results presented in 0 in the context of the research

guestions and hypotheses introduced in Chapter 1 - .

5.1 Q1: What are the key building geometric features that influence a tactical response?

A literature review of both law enforcement and military resources found that the key
building features that influence close quarters combat are: open angles on exposure (lines of
sight), potential angles of exposure (closed doors), and “fatal funnel” conditions. This leads to
concerns over three archetypal tactical conditions for moving through a building while assaulting
or clearing it: “L” corners, “T” intersection, and “cross” intersection (Figure 2-7 above). These
archetypes are considered in more depth in Q2. The angles of exposure are further discussed in

Q3 and Q4.

5.2 Q2: Does fundamental building form affect active shooter casualties?

The simulation results show that fundamental building form does affect the mean casualty
count in active shooter events. The casualty count was reduced as sight-lines were reduced with
the Circular layout having the lowest mean of the three test layouts. We can then, return to
hypothesis H1 and reject the null hypothesis that there is no difference between the different
fundamental geometric forms and accept the alternative hypothesis that casualty rates do differ

across different fundamental forms.

H1 alternative: Active shooter casualty rates will differ for different fundamental

geometric forms.

It is important to consider, however, that while statistically significant results were found, the
effect size is small. This indicates that there are other factors influencing the variability in the

results. Considering the complexity of both predicting human movement through space and the
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variety of factors that influence active shooter outcomes, it is not surprising to find that geometric
considers are one of many influencing factors. Even so, the results produced here still provide
guidance to designers by confirming aspects of the answer to Q1; specifically, that “fatal funnel”
type geometry is deadlier. Indeed, a review of the Q2 Scatterplots in Figure 4-2 yields the
following:

e Rectangular: The left peak occurs in the larger, more open Rooms 1 and 2 whereas the
right peak occurs in the corridor and in the narrow Room 3. The deadliest shooter
location is in Room 3.

e L-Shape: The left peak occurs in the larger, more open rooms whereas the right peak
occurs in the corridor, the narrow Room 3, and the area of Room 1 that is in the line of
sight from the hallway. The deadliest shooter locations (3 locations with 28 casualties)
were in the corridor and Room 3.

e Circular: While not clearly bimodal, the left peak such as it is occurs in the larger, more
open Rooms 1 and 2 whereas the right peak occurs in the corridor and in the narrow
Room 3. The deadliest shooter locations (3 locations with 27 casualties) are in the
corridor and Room 3.

In all layouts, the corridor and the narrowest Room 3 are the deadliest areas of the layout, which

confirms that the “fatal funnel” type geometry should be avoided.

5.3 Q3: Does adding direct exterior doors reduce active shooter casualties?

The simulation results show that adding direct exit doors does reduce casualty counts in
active shooter events. The casualty count was reduced when direct exit doors were added to each
room in the test layout. As a result, we can return to hypothesis H2 and reject the null hypothesis
that casualty rates will not be reduced with the addition of exterior doors and confirm the

alternative hypothesis that casualties will be reduced with the addition of exterior doors.
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H2 alternative: Active shooter casualty rates will be reduced when exterior doors are

added to the building.

The Q3 Scatterplots in Figure 4-4 make it clear to see the benefit of direct access doors. The
original layout is the same as the Rectangular layout in Q2 so the distribution is similar. The left
peak occurs in the larger, more open Rooms 1 and 2 whereas the right peak occurs in the corridor
and in the narrow Room 3. The deadliest shooter location (28 casualties) is in the corridor. In the
modified layout, the distribution is no longer bimodal with the right peak removed. The deadliest
shooter location (19 casualties) is in the corridor.

The benefit of the modified layout is a result of both reducing the distance and, therefore, the
time for the occupants to exit the building while also allowing occupants to avoid entering the
“fatal funnel” of the corridor to get to the exterior door. The benefits of adding direct exit doors
will be limited to those building levels that occur at grade but the effect is significant. These
benefits, however, are balanced by the additional risks and costs required for training and
operational security that ensure that these direct exit doors do not become an entry point for
intruders. The risk of misuse cannot, however, be viewed in isolation as a reason to limit points of

egress under the guise of increasing security (Rosenberg).

5.4 Q4: Does door alignment affect active shooter casualties?

The simulation results show that center-fed rooms are less deadly than edge-fed rooms in the
“one-side” condition. The “mirrored” condition simulation results also show that center-fed
rooms are less deadly than edge-fed rooms. As a result, we can return to hypotheses H3 and H4.
For H3, we reject the null hypothesis that casualty rates will not differ between center-fed and
edge-fed door alignment in the one-sided condition and accept the alternative hypothesis that
rates do differ between the two layouts.

H3 alternative: Active shooter casualty rates will differ between center-fed versus edge-
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fed door alignment in a one-sided condition.
For H4, we also reject the null hypothesis that the casualty rates will not differ between center-fed
and edge-fed conditions in the mirrored condition and accept the alternative hypothesis that the
casualty rates do differ between the two layouts.

H4 alternative: Active shooter casualty rates will differ between center-fed versus edge-

fed door alignment in a mirrored condition.

These findings are related to the “deadspace” conversation above. This study shows that the
conditions that are favored by tactical assault teams for building clearance would also work in
favor of an active shooter and the conditions that work against the building clearing team would
hinder the shooter. The literature review in Chapter 2 - tells us that the clearing teams prefer
edge-fed rooms because the “slice-the-pie” clearing method leaves only a single area as dead-
space rather than on both sides of the room. The analysis results from Q4 confirm that the center-
fed rooms make the building safer.

These results also show the “fatal funnel” effect that was visible in the Q2 Scatterplots in
Figure 4-6 and Figure 4-8. In the one-sided condition:

o Edge-fed: The left peak occurs in the larger, more open Rooms 1 and 2, whereas the right
peak occurs in the corridor and in the narrow Room 3. The deadliest shooter location (37
casualties) is in the corridor.

e Center-fed: The left peak occurs in the larger, more open Rooms 1 and 2, whereas the
right peak occurs in the corridor and in the narrow Room 3. The deadliest shooter
location (35 casualties) is in the corridor.

In the mirrored layout, the distributions are more complicated:

o Edge-fed: The left peak occurs in the larger, more open Room 1 on the top side and in
some areas near the wall in the bottom Rooms 1 and 2. The right peak occurs in the
corridor and in Rooms 1, 2, and 3 on the bottom and Rooms 2 and 3 on the top. The

deadliest shooter locations (25 locations with 48 casualties) are primarily in the corridor.
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o Center-fed: The left peak occurs in larger, more open Room 1 on the top and bottom,
whereas the right peak occurs in the corridor and in Room 2 and Room 3 on the top and
bottom. The deadliest shooter locations (22 locations with 48 casualties) are all in the
corridor.

The results show that both the corridor and the two smallest rooms that are most similar to the
aspect ratio of the corridor are the deadliest areas in each of the test configurations. The results
highlight the complication with singular solutions such as following a singular alignment solution
for an entire layout does not provide the optimal solution. For example, while the center-fed
solution is safer overall, the upper left room on the edge-fed layout is the safest room across both
mirrored layouts. This is likely due to the fact that the lines of sight are limited from that room.
Similarly, the edge-fed room on the lower left of the mirrored layout provides a line of sight into
the middle room on the north which makes those rooms deadlier. This suggests that adopting the
center-fed approach is a reasonable starting point but area-specific optimization will be required.

Additionally, the effect size of the mirrored layout is much higher than the one-side layout.

5.5 Q5: Do the findings from Q1-Q4 reduce active shooter casualties in an actual building
layout?

The simulation results show that the modified layout is safer than the original condition.
These results show that adding three exterior doors and adjusting all interior doors to be center-
fed has a positive effect on active shooter outcomes. As a result, we return to hypothesis H5 and
reject the null hypothesis that the layout changes made as a result of the findings from Q2-Q4 will
not reduce casualties and accept the alternative that the modifications will reduce casualties.

H5 alternative: Active shooter casualty rates will be reduced when door alignment and
exterior door modifications are made to an actual building layout.

This finding is important to building designers because it shows that relatively minor changes

to the building layout can have a positive impact on active shooter outcomes. Similar to the
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discussion above, area-specific considerations may improve outcomes even in the original layout.
A shooter in the hearing room (in the southeast of the building) has sight-lines to simultaneously
cover both the hearing room and the lobby due to the location of the door. The Q5 Scatterplots
also show an area for possible improvement to the simulation through the incorporation of
improved wayfinding and route selection. This would allow civilians to find other paths to the

exterior doors when the shooter is in the lobby.

5.6 Q6: Can active shooter simulation be incorporated into the traditional building design
process?

The questions above are centered on creating a simulation to assess the effect of building
geometry on active shooter event outcomes. This question considers the execution of that
simulation and whether it could be incorporated into the process of building design. The
introduction in Chapter 1 - mentioned the need to include performance-based security design into
the design of “soft targets” that are not well addressed by the government-oriented standards.
Chapter 3.1.3 outlines an approach to creating a simulation environment based on the typical
building design software. The approach outlined in this study demonstrates that layouts that are
documented in Autodesk Revit can be converted into a simulation environment. This process
requires that design firms acquire two atypical software packages: ESRI ArcGIS and NetLogo.
ArcGIS is quite expensive at $14,000 USD (ESRI, n.d.) while NetLogo does not have a public
price sheet. However, for non-commercial study, ArcGIS is available at a steep discount and
NetLogo is open-source and free.

While this process is achievable using the software outlined above, it does require both the
acquisition of the software and that the design firm has staff trained in the use of the tools. This
process could be simplified through the development of an image-to-raster tool that would allow
for layouts to be published as an image file and then converted into a layout for the simulation

environment. This new tool would eliminate the need for ArcGIS which would drastically reduce
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the cost. Even with a new toolset, however, there are still limitations on how to handle complex
geometry as a result of the rasterization process.

Existing escape and evacuation modeling software such as MassMotion (Arup, n.d.) and
EXODUS (Fire Safety Engineering Group, n.d.) provide BIM import capabilities that can
accommaodate more complicated geometry. These packages come with a cost and are not yet
capable of carrying out active shooter simulations, but could be modified to do so. The process
outlined in this study demonstrates the feasibility of this type of analysis and provides design
firms with a concept level check on building designs until the existing software incorporates this

functionality.
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Chapter 6 - Conclusion

This study supports the conclusion that building geometry has an effect on active shooter
events. Agent-based simulations have added spatial rigor to the prior work and confirmed the
effect of building geometry on active shooter event casualties. This chapter summarizes the
contributions of this study to the field of engineering management, limitations of the study, and

finally, avenues for future research enabled by this study.

6.1 Contributions

The study contributes to engineering management by integrating the expertise from disparate
disciplines to solve a building design problem. By connecting literature from building design,
security design, tactical assault methods, and computer simulation, this study introduced a unique
simulation approach that will improve the ability of engineering managers to inform their clients
on the performance of their building in an active shooter event. The simulation workflow
described here brings spatial rigor to the previous work in the field and demonstrates a process by
which engineering design teams can combine building design software such as Autodesk Revit
with the NetLogo simulation software to test a variety of building configurations. In doing so, this
study also supports the conclusion that building geometry has an effect on active shooter events.

This study demonstrates that fundamental building form has an impact on active shooter
outcomes. Additionally, the reductive effect of edge-fed and direct exit doors has been shown to
have an impact on an actual building layout. These findings give initial guidance to designers
who are concerned about mitigating active shooter threats with their building designs. This study
provides evidence that the fundamental form can influence the safety of the building and that
something as simple as door placement may impact active shooter outcomes. Moreover, the
findings may be used by building designers to inform their design choices for new buildings and

building renovations and by security professionals to inform their assessments of existing
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buildings. It may also be used by officials responsible for developing code to provide guidance on
building safety as well as first responders who may be called on to recommend security
improvements to buildings. While this study represents an advancement in building security

simulation, there are limitations to the work.

6.2 Limitations

This study has three primary limitations: geometry, behavioral models, and a narrow focus.
First, the simulation methodology does not include any vertical transport such as stairways,
elevators, or escalators. As such this simulation is best suited for single floor buildings or for
isolated areas of a larger multi-floor building. As mentioned in previous chapters, the
discretization process of creating the environment also results in a loss of detail that for larger
buildings is acceptable but for buildings that are smaller with more complicated layouts, may
negatively impact the usefulness of the simulation. Secondly, the model of human behavior for
both the shooter and the civilian population is simplified. This simplicity is intentional since there
is no accepted model for the response of humans to threats and to allow the focus for this study to
be on the building geometry. Adding additional targeting choices for the shooter as well as
increasing the sophistication of the civilian response model to include individualized responses to
the threats, sophisticated exit route selection, and competitive behavior may change the results.
Finally, this study is limited to considering active shooter assaults that begin within a building.
Therefore, ballistic attacks that originate from the exterior such as sniper attacks are not
considered. This model is best suited to simulating a single-shooter pistol attack because bullets
cannot pass through walls. Although the range of the weapon can be adjusted to simulate a rifle,
the ballistic such as effects of shooting through walls would not be considered. This model should
be considered as a part of the broader risk assessment process for any building. However, this
model represents a first step in assessing the impact of geometry on active shooter events and

may be expanded upon in the future.
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6.3 Future Research

Future studies may add to the geometric questions studied here by conducting sensitivity
analyses to determine the optimal aspect ratio for room design. The same consideration may also
be given to alignment of doors; how sensitive are the casualty outcomes to the door placement?
Can heuristics be developed to further aid designers as they layout building components? Further,
the simulation may be modified to capture interior obstacles such as casework and furniture
which may have an impact on movement through the building as well as line of sight of an active
shooter. Another extension of the research may be considering open but confined venues for
events such as outdoor concerts, fairs, block parties, etc. These events share similarities with the
indoor layouts described in this study in that they are confined by fences and have specified
ingress and egress points however there may be differences that require capturing topography or
other height differentials across the venue.

Future work may also incorporate more sophisticated civilian response to threats. The Society
of Fire Protection Engineers is close to releasing an updated “Guide to Human Behavior in Fire”
(2017) and this may be used as a basis for incorporating sophisticated behavior into this work.
Additionally, the shooter behavior may be modified to study the effects of different targeting
strategies such as nearest (as used here), random (to simulate a shooter who is unfamiliar with the
building), and targeted (to simulate a disgruntled / insider threat). The consideration of different
threat types suggests another area of extension for this work: risk assessment.

As mentioned above, this study takes a narrow focus of the threat to the building, but the
simulation demonstrates that active shooter risks can be simulated and, therefore, incorporated
into a risk assessment framework. Indeed, a valuable extension of this research would be to
develop a complete risk assessment framework that would allow for the various risks faced by a
structure to be captured, rated, and potential mitigation strategies addressed by the building

design team. The risk assessment framework could include various risks for which the mitigation
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strategies may be in tension: security threats, fire safety and egress risks, law enforcement, and
incident response, building code compliance including structural and seismic risks as well as
traditional business risks such as profitability. Such a framework would allow the design team to
balance multiple objectives to determine the optimal solution within given cost constraints.

Finally, this simulation could be extended to allow for data from the simulation to be
incorporated into training systems for security professionals, first responders such as law
enforcement, and building designers to understand active shooter threats. The availability and
affordability of Virtual Reality (VR) and Augmented Reality (AR) headset devices combined
with the prevalence of 3D building information models has led to various attempts to incorporate
virtual reality into the design process for buildings (AEC Magazine, 2017). Simultaneously, the
military and law enforcement applications of VR / AR devices have been explored (Digital
Immersion Response Training, n.d.; Lewis, 2017). Incorporating simulation data such as 3D
geometry, shooter location, and civilian locations from simulations such the one described in this
study would allow security and law enforcement professionals to experience, comment on, and
plan for active shooter incidents in a building as it is designed.

The years to come will include additional “lone wolf” attacks on civilians and infrastructure.
As designers, we cannot thwart all attacks or affect instant change, but we can maintain
awareness of the risks and keep the words of World Trade Center structural engineer, Leslie E
Robertson, in mind, “Surely, we have all learned the most important lesson — that the sanctity of
human life rises above all other values” (Pfatteicher, 2010, p. 82). The emerging set of simulation
tools combined with an interdisciplinary approach to building design can yield safer buildings

and improve public safety.
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