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Abstract of Praxis
An Anomaly-Based Machine Learning Approach for Insider Threat Detection and

Mitigation

The threat posed by malicious insiders is becoming more severe with each passing
day, leading to significant consequences for organizations across various sectors. These
threats not only result in substantial financial losses but also inflict serious reputational
damage, eroding trust among the general public. The impact of these threats has
compelled organizations to prioritize their defenses against insider threats and have made
it essential for companies to invest in more robust security measures based on machine

learning.

This praxis aims to develop machine learning models capable of identifying and
classifying malicious threats in a timely manner. The research uses Computer Emergency
Response Team’s session r5.2 dataset to validate machine learning models. The dataset
comprises 1,004,462 records and 228 features of both normal and malicious insiders.

This dataset is highly imbalanced and very large.

The praxis builds and compares three ML models in terms of their performance
and detection speed and selects one of the ML models out of the three models: Random

Forest, Extreme Gradient Boosting (XGBoost), and Gradient Boosting.

One of the primary results of this research indicate that out of the various
sampling techniques examined, SMOTE proved to be the most effective method for
addressing the extreme imbalance in the r5.2 dataset. Another key achievement of this

research is the finding that n_concurrent sessions, usb_mean usb dur, and ITAdmin are

vi



among the most influential features in the dataset. More importantly, the research found
that XGBoost outperformed both Random Forest and Gradient Boosting models in terms

of predictive capabilities and detection speed.
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Chapter 1—Introduction
1.1 Background

The ongoing threats posed by malicious insiders remain an urgent issue for the
organizations, causing substantial financial loss, reputational damage, and overall harm to the
companies. According to the 2017 Federal Insider Threat Report, malicious insiders had the
potential to compromise 42% of the Information Technology (IT) systems within federal
agencies in that year alone (Inside Job: The Sequel — The 2017 Federal Insider Threat Report,
n.d.).

Malicious insiders inflict considerable harm on an organization, in contrast to outsiders,
due to their detailed knowledge of the organization's infrastructure and networking systems and
their abuse of privileges. Recent well-known insider attacks against the U.S. Department of
Defense, perpetrated by Chelsea Manning and Edward Snowden leveraging their privileges,
resulted in significant data breaches and losses (Mazzarolo & Jurcut, 2019). The incident
demonstrates the depth of impact caused by malicious insiders.

Malicious insiders comprise both active current employees and former employees who
have retired or departed from the organization. These employees possess access to the network,
intellectual property, and sensitive data, which they exploit to execute their malicious intentions,
aiming for financial gain or asset destruction.

Traditional methods for detecting malicious insiders, which rely on specific rules or
statistical modeling, struggle to accurately identify malicious behavior within datasets due to
their high rate of false positives (Alzaabi & Mehmood, 2024). An innovative method is required

to accurately identify benign and malicious activities, leveraging machine learning (ML)



techniques (Alzaabi & Mehmood, 2024). Malicious insiders can be detected using ML models
built on analysis of information collected from various logs in the organization’s networking
infrastructure. However, there are issues in the implementation of ML techniques. These issues
include the lack of non-synthetic datasets owing to confidentiality concerns, as well as the highly
imbalanced nature of existing insider threat datasets (Bin Sarhan & Altwaijry, 2022). The results
of a predictive model evaluated on an imbalanced dataset face inaccuracy and bias because, in
such datasets, normal activity significantly dominates over malicious activities (Bin Sarhan &
Altwaijry, 2022). The majority of organizations neither report nor allow access to their data for
fear of privacy issues. Consequently, many researchers use synthetic datasets, such as the CERT
dataset, to test their models. The performance of the test could be improved if real-world data
were available to validate the machine learning models. Additionally, early detection can
minimize the impact caused by malicious insiders and can successfully protect sensitive data.

Prior to this research, there has been limited studies into the timely detection of
anomalous activities using ML techniques. Therefore, this research aims to achieve quick
detection and classification, making it essential to identify the most effective machine learning
model that meets this goal.
1.2 Research Motivation

Over the past two years, breaches caused by insiders have escalated to 47%, impacting
2,200 businesses daily in the U.S., with each insider threat costing $15.38 million in
2022(Chekalov, 2020). Much of the current investigation on mitigating insider threats stresses
the application of machine learning algorithms. However, despite notable improvements, there

remain significant challenges regarding performance and detection speed. This research paper



aims to develop the most effective predictive model for detecting insider threats with optimal
performance and timely detection capabilities.
1.3 Problem Statement

Organizations are unable to identify and prevent malicious insider threats in a timely
manner, costing organizations an annual financial loss of 400 billion USD (Racherache et al.,
2023).

The frequency and intensity of cyber-attacks carried out by malicious insiders are
escalating, leading to substantial damage to organizations in terms of both resources and
reputation. Addressing and mitigating these issues necessitates the deployment of a rapid and
effective machine learning model capable of accurately detecting and classifying insider threats
in a timely manner.

1.4 Thesis Statement

A machine learning based predictive model will improve detection and prevention of
malicious insider attacks in a timely manner in organizations in the United States.

Upon deployment, the machine learning-based model will not only detect anomalous
activities but also effectively counteract any malicious actions carried out by malicious insiders.
This solution prevents theft, fraud, and sabotage of assets, thereby preserving the integrity and
reputation of the organization.

1.5 Research Objectives

The primary focus of the praxis is to create an innovative machine learning model

capable of quickly and effectively identifying and classifying malicious insiders within an

organization, with a focus on:



 Selecting an appropriate dataset for insider threat detection and extracting the leading
features.

* Enhancing model performance through hyperparameter tuning.

» Assessing multiple ML models to identify the best one for rapidly detecting insider threats
with superior performance.

The proposed predictive model demonstrates a performance that exceeds 99% accuracy,

precision, recall, and F1-score.
1.6 Research Questions and Hypotheses

This praxis is aims to answer the question of which machine learning model is the most
effective for detection of malicious activities in relation to speed and performance. The praxis
highlights three questions and corresponding hypotheses leveraged to guide the research process
for identifying the most effective classifier for detecting insider threats quickly.

RQ1: Which balancing technique is more effective in addressing the data imbalance
issue: downsampling the majority class, oversampling the minority class, or Synthetic Minority
Over-Sampling Technique (SMOTE)?

RQ2: Which of XGBoost, Gradient-Boosting, and Random Forest can most accurately
predict insider attacks in a timely manner in the organizations?

RQ3: Which features within datasets are most influential in accurately detecting and

preventing insider attacks within organizations in the United States?

H1: Oversampling the minority class is more effective in addressing the data imbalance

1ssue.



H2: Out of Random Forest, XGBoost, and Gradient Boosting, Random Forest most
accurately predicts insider attacks.

H3: Data features of email and file contribute the most to accurately detecting insider
attacks.
1.7 Scope of Research

This research paper evaluates and compares the performance of Random Forest, Extreme
Gradient Boosting (XGBoost), and Gradient-Boosting machine learning models using the
Computer Emergency Response Team (CERT) session r5.2 dataset. The dataset comprises
1,004,462 records and 228 features of both normal and malicious insiders. The records are
proportionally divided to facilitate both training and validation processes for the machine
learning models.

1.8 Research Limitations

This research paper did not utilize actual data collected from networks due to availability
issues caused by privacy concerns. Additionally, balanced data was not employed for the same
reason.

Many articles have been published addressing the challenges of insider threat detection.
However, only a few studies have explored timely or near real-time detection. This praxis
presents various techniques, including feature selection, dimensionality reduction, and model
optimization, to identify the best model from Random Forest, XGBoost, and Gradient Boosting
for efficiently and quickly detecting insider threats.

1.9 Organization of Praxis
This praxis is structured into five chapters. Chapter lis the introduction, which provides

an overview of the background, research motivation, problem statement, thesis statement,



research objectives, research questions, research hypothesis, scope of the research, and research
limitations.

Chapter 2 provides a review of the literature relevant to this research and an overview of
the various articles published by the researcher on insider threat detection. This chapter delves
into various topics, including the threat posed by malicious insiders, the various categories of
malicious insiders and their activities, insider threat detection systems, and common machine
learning models.

Chapter 3 discusses in detail the methodology applied in this research. The chapter
investigates the r5.2 dataset employed in this project and data preprocessing including data
encoding, data standardization, data balancing, testing, and training. Additionally, topics of
discussion include, feature selection, feature engineering, various machine learning models,
performance metrics, and hyperparameter tuning.

Chapter 4 discusses the results of the investigations conducted in Chapter 3. It examines
which of the three models provides the best performance and highest detection speed. This
chapter further discusses which features of the dataset are most important for accurately and
quickly detecting malicious threats.

Chapter 5 summarizes the key findings of this research paper and discusses future

investigations and recommendations.



Chapter 2—Literature Review
2.1 Introduction

Malicious insiders include both current employees actively involved with the
organization and former employees who have retired. These employees misuse their legitimate
access to carry out malicious activities. Chapter 2 delves into the background of the problem and
outlines the proposed solutions in the existing literature.

Chapter 2 contains nine sections. Section 2.1 begins by providing an overview to this
chapter and the rest of the sections. Section 2.2 highlights the significant risk posed by malicious
insiders, attributed to their intimate knowledge of the organization’s Information Technology
(IT) infrastructure. In addition, this section explores several factors that motivate individuals to
become malicious insiders. Section 2.3 highlights the various categories of malicious insiders,
classifying them based on activities, behavior, and underlying motivation. Section 2.4 discusses
various types of malicious insider activities, including fraud, theft, sabotage, and espionage.
Section 2.5 provides a detailed description of the various types of insider threat detection
systems, including pattern analysis system, individual behavioral change-based detection
systems, and machine learning-based detection systems. The chapter further explains how each
detection system operates and the challenges associated with these systems. Additionally, this
section covers different learning approaches, such as deep learning, supervised learning, and
unsupervised learning. Section 2.6 reviews some of the most common machine learning models
including, Decision Tree (DT), K-Nearest Neighbor (KNN), Adaptive Boosting (AdB), Naive
Bayes, Support Vector Machine (SVM), and CatBoost. Additionally, this section highlights how
the models operate, their capabilities, and their limitations. As discussed in Chapter 1, the main

purpose of this study is to catch malicious insiders quickly and consequently alert security. To



achieve this, Section 2.7 proposes various conventional approaches for the quick detection of
malicious behaviors. Lastly, Section 2.8 introduces the gap identified in the research: the lack of
timely insider threat detection. Furthermore, Section 2.8 introduces solutions to improve the
speed of insider threat detection, which are discussed in detail in the following sections. Finally,
Section 2.9 summarizes the key points of this chapter.
2.2 Malicious Insider Threats in Organizations

The risk presented by malicious insiders is more significant than that from outsiders,
because malicious insiders are already familiar with the organization’s IT infrastructure and
possess legitimate access to the network and assets (Xiao et al., 2023). Insiders pose a huge
challenge for detection because they can easily avoid security controls.

While financial benefit is a primary incentive for insiders to act maliciously, other
factors also trigger this behavior. These include mental health issues, social isolation, or
emotional instability (Band et al., 2006). Many insiders engaged in IT sabotage and espionage
often face mental health challenges linked to substance abuse, including alcohol and drugs (Band
et al., 2006). These personal struggles can potentially lead individuals to engage in harmful
activities within the organization. Individuals showing malicious insider behavior often display a
range of behaviors, including sensitivity to criticism, a need for attention, feelings of
underappreciation, anger, bragging, bullying, complaining, and even theft (Band et al., 2006).

The following section explores the various categories of insider threat actors.



2.3 Various Categories of Malicious Insiders

Insider threat actors can be categorized into several groups: traitors, masqueraders,
careless users, compromised insiders, contractors, and disgruntled employees. The categories are
based on activities, behaviors, and underlying motivations. Properly understanding of these
categories enable organizations to prepare for mitigations and countermeasures.

Traitors: Traitors are insiders who have permissions to the organization's network but
use these privileges for their personal benefit. Their motivations may include deliberate harm,
financial gain, or retaliation against their employer (Wang & El Saddik, 2023).

Masqueraders: Masqueraders are insiders without legitimate access privilege but steal
someone else’s credential to carry out malicious actions for their own benefit (Wang & El
Saddik, 2023).

Careless Users: Careless Users include insiders who carelessly make mistakes or ignore
security procedures, causing disclosure of sensitive information. These people usually fail to
follow the organization’s cybersecurity standard, leading to undesired data disclosure and
exposure of critical information of the organization (Yousef et al., 2023).

Compromised Insiders: This type of insider refers to someone whose email password
has been compromised by malicious actors using techniques like social engineering or phishing,
making them a serious insider threat (Yousef et al., 2023).

Contractors: Contractors are individuals, whether internal or external, who have
permission to “sensitive systems and confidential data” owing to their roles or their association
with the organization. However, they exploit this access for personal gain (Manoharan et al.,

2023).



Disgruntled Employes: Disgruntled employees who feel unappreciated, may share their
frustrations through emails. This behavior may signal discontent and serve as a potential
indicator of insider threat risk (Michael & Eloff, 2020).

2.4 Various Types of Malicious Insider Activities

Malicious insiders engage in activities that range from unauthorized data manipulation to
stealing critical data. Insiders may also deliberately disrupt an organization’s Information
Technology (IT) system, causing loss in terms of critical data and down time, or share sensitive
corporate information with the third parties for various purposes. Malicious insider activities can
be broadly classified into four main categories: fraud, theft, sabotage, and espionage. Here's a
brief overview of each:

Fraud: Fraud encompasses the unauthorized addition, deletion, or modification of
company information, typically to achieve financial or personal gain (Wang & El Saddik, 2023).
These actions are used to cover tracks, or cause harm to the organization's systems and data.

Theft: Data theft involves the theft of confidential information and intellectual property,
followed by the downloading or exfiltration of the stolen data (Bin Sarhan & Altwaijry, 2022)
from the organization for personal benefit or other unauthorized uses.

Sabotage: Sabotage involves intentional harm or disruption of IT systems, aimed at
undermining data integrity and affecting service availability (Wang & El Saddik, 2023). This can
be manifested by deleting accounts, tampering with system configurations, or backup systems,
ultimately impacting the organization's operations and reputation (Bin Sarhan & Altwaijry,
2022).

Espionage: Espionage involves an insider spying on their own organization, then sharing

corporate information and trade secrets with competitors, either for economic gain or military
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objectives (Xiao et al., 2023). This type of insider threat can have severe consequences, as it
undermines the organization's competitive advantage, potentially leading to significant financial
loss or even national security risks.
2.5 Types of Insider Threat Detection Systems

Identifying suspicious activities at the earliest stage enables proactive actions and
minimizes potential damages. By timely detection of signs of insider misconduct, organizations
can effectively protect sensitive data and maintain organizational integrity. Techniques for
identifying insider threats can be classified into three detection systems: patter analysis system,
individual behavioral change-based detection and machine learning-based insider detection.
2.5.1 Pattern Analysis System

A pattern analysis system operates by comparing current user actions against pre-stored
malicious signatures to recognize known attacks (Singh et al., 2022). Nevertheless, the pattern
analysis system is coupled with many challenges (Alzaabi & Mehmood, 2024). As noted by
Alzaabi and Mehmood (2024), this method can’t detect new malicious threats that fall outside of
the predefined rules.
2.5.2 Individual Behavioral Change-Based Detection System

The second detection system is based on anomalies in individual behavior. This approach
relies on establishing standard of user activity unique to each individual. During detection, this
standard is matched to the current user behavior. If the detected user behavior is departed from
the established standard, the system will recognize that individual as a potential hostile insider
(Singh et al., 2022). While this method provides the ability to detect novel insider threats, a

notable advantage over pattern analysis system approaches, it is suffering from many challenges,
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including false positives and the need for substantial computational resources (Alzaabi &
Mehmood, 2024).
2.5.3 Machine Learning-Based Detection

The third approach is machine learning-based insider threat detection. Machine learning
is a program that enables machines to learn from examples and experiences, thereby teaching the
machine how to make accurate predictions based on the learned examples and experiences.
During the training phase, the model learns from data samples, leading the machine to predict
target variables (Mamidanna et al., 2022). Machine learning can automatically learn from vast
data sets and operate without predefined rules, allowing it to identify both known and previously
unseen insider threats. However, there is a drawback in that they heavily relied on feature
engineering, potentially resulting in high false positive rates (Singh et al., 2022).

Deep learning is a subset of ML techniques for analyzing user behavior to detect
malicious insider activities in an organization. In deep learning, both high accuracy and low false
positives can be achieved by training the model on non-malicious behavior and classifying
behavior as malicious when it departs from usual patterns (Nasir et al., 2021). Deep learning
does not require predefined rules or feature engineering. However, it requires large amounts of
training data, which can be costly (Yuan & Wu, 2021).

Machine learning and deep learning can also be classified as supervised, and
unsupervised learning. Supervised ML algorithms obtain knowledge from initial data on both
malicious and normal user behavior, enabling them to detect new malicious insider cases. A key
benefit of supervised ML algorithms is their ability to produce classifiers with higher precision
compared to unsupervised learning methods (Le et al., 2020). The limitations of supervised ML

include the costly and time-consuming process of data labeling (Park et al., 2018), the necessity
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for model updates to accommodate new attacks, and the inability to effectively handle complex
patterns within the data (Amuda et al., 2022) as well as lengthy training time with associated
cost.

Unsupervised learning approaches are efficient at clustering similar patterns together and
flagging outliers (Alzaabi & Mehmood, 2024). Unsupervised machine learning is more efficient
(Park et al., 2018) compared to supervised machine learning since it doesn't require data labeling,
long training time and target output for each input (Sheykhkanloo & Hall, 2020).

2.6 Commonly Used Machine Learning Models

Machine learning (ML) stands as one of the most widely used methods in insider threats
detection, employed through programs designed to enable machines to learn from existing data.
This section discusses the detection of insider threats using ML algorithms, which is a well
known approach to validate ML-based models using a provided dataset. Some of the ML models
discussed in this section include, Decision Trees (DT), K-Nearest Neighbor (KNN), Adaptive

Boosting (AdB), Naive Bayes, Support Vector Machines, and CatBoost.

2.6.1 Decision Tree (DT)

DT is a supervised ML algorithm used for identifying insider threats. According to
Manoharan et al. (2023), decision trees (DT) "create a model as a tree structure by recursively
splitting the data into subsets based on the features that best separate the classes and predict the
class of new instances by traversing the tree from the root to a leaf node." Figure 2-1 below

illustrates a sample Decision Tree structure.
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Figure 2-1. Sample Decision Tree (Wang & El Saddik, 2023)

2.6.2 K-Nearest Neighbor (KNN)

KNN is a user-friendly supervised ML that is employed for detection of malicious
insiders. KNN is easy to implement and operates on a nonparametric principle. However, its
testing phase is slower than its training phase (Binbusayyis et al., 2022). Figure. 2-2 depicts

KNN before and after training.
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Figure 2-2. KNN Before and After Training (Roshna, 2023)
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2.6.3 Adaptive Boosting (AdB)

AdB is a supervised ML employed for malicious insiders’ detection. AdB boosts the
accuracy of weak classifiers by combining them into a strong and highly accurate classifier
(Mehmood et al., 2023). The concept of AdB involves iteratively training on data samples,
adjusting the weights of classifiers at each step (Mehmood et al., 2023). AdB assigns
“incorrectly classified observations a higher weight so that they will have a higher chance of
being correctly classified in the next iteration” (Mehmood et al., 2023). The AdB is that,
although it is effective at managing unbalanced datasets, it is less effective when dealing with
noisy data (Manoharan et al., 2023).

2.6.4 Naive Bayes

Naive Bayes is among the supervised classifiers for identifying malicious insiders. Naive
Bayes operates based on the idea that the data follows a Gaussian or polynomial distribution
(Park et al., 2018). One advantage of Naive Bayes is its ability in feature embedding, where input
data is transformed into higher-quality features (Gu & Lu, 2021).

2.6.5 Support Vector Machines (SVM)

SVM belongs to a class of supervised ML models. SVM aims to identify "an optimal
hyperplane that separates the two classes of variables" (Al-Shehari & Alsowail, 2021). Aimed at
reducing misclassification errors across training and test samples, this approach finds broad
application in domains like speech recognition, image analysis, and intrusion detection (Al-

Shehari & Alsowail, 2021). Figure 2-3 illustrates hyperplanes that separate different classes.
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2.6.6 CatBoost
CatBoost is one of ML techniques designed for heterogeneous data, effectively handling
large datasets and categorical variables. Built on gradient boosting, it demonstrates automatic
feature selection, and is highly sensitive to hyperparameter settings (J. T. Hancock &

Khoshgoftaar, 2020). Figure 2-4 depicts sample CatBoost structure.

CatBoost

Figure. 2-4. CatBoost Structure (Chepenko, 2019)
2.7 Different Approaches for Reducing the Detection Time of ML Models
To swiftly catch malicious insiders and alert security personnel, our model must identify
malicious behavior quickly and accurately. Quick detection allows for timely intervention,

enabling to minimize the risk posed by malicious insiders. Accurate detection enables the
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machine learning models to efficiently distinguish benign and malicious threats, resulting in
fewer false positives and false negatives.

Various approaches have been implemented to reduce the training and testing time of ML
models. Some of these approaches include using session data, spread subsampling, binary
classification, ensemble algorithms, model optimization, parallelization, and balancing

techniques.

2.7.1 User-Session Data

Le et al. (2020) organized the dataset into 'user-session,' 'user-day," and 'user-week’.
Among these dataset types, the 'user-session' type is ideal for the timely detection of insider
threats due to its reduced number of features. According to Le et al. (2020), 'user-session’
captures data from 'login to logoff.' This dataset type typically contains fewer feature counts,
making it conducive to efficient analysis and faster detection of insider threats. This swift
detection capability is essential for mitigating insider threats and reducing the potential impact of
harmful actions within the organization.

2.7.2 Binary Classification

Multi-class classification needs higher processing time than binary classification owing
to the higher number of classes involved. Al-Fawa’reh pointed out that each additional class
increases the complexity of the classification task, as the model needs to distinguish between
multiple categories rather than of just two (Al-Fawa’reh et al., 2022). Therefore, binary
classification is recommended over multi-class classification for near real-time detection to alert

security personnel.
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2.7.3 Ensemble Algorithms
Ensemble models can significantly reduce training time (Ghani et al., 2023). Ghani stated
that ensemble models, such as random forests, are faster to train, whereas Support Vector

Classifiers (SVC) require 'significant time due to their non-linear transformation computations.'

2.7.4 Model Optimization and Parallelization

Model Optimization: Model optimization involves hyperparameter tuning, which can

reduce a model’s computational complexity and speed up malicious threat detection.

Parallelization: Parallelization involves utilizing several CPUs in a computer parallelly
computing and processing the dataset. Increasing the number of CPUs enhances the performance
of Random Forest (RF) by allowing tasks to be executed in parallel across multiple processors,

which decreases the total time needed for completion (Bindra & Sood, 2019).

2.7.5 Undersampling/Oversampling

To mitigate the biases caused by imbalanced datasets in machine learning classification,
we use data balancing techniques. Two primary methods employed are oversampling and
undersampling. The oversampling technique balances the dataset by matching the number of
minority instances to the majority instances through duplication of the minority instances. The
undersampling technique balances the number of majority and minority representations by
randomly removing instances from the majority. Oversampling uses various techniques such as
SMOTE, Adaptive Synthetic Sampling (ADASYN), and Random Over-Sampling. On the other
hand, undersampling uses techniques such as Random Under-Sampling, Cluster-Centroids,

Tomek Links, and NearMiss. Since oversampling adds more instances by duplicating the
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minority classes, it leads to higher detection times. Generally, for different oversampling

techniques, the testing and training times are higher compared to undersampling techniques.

The goal of this praxis is to find an ML model that can identify and classify insider
threats quickly and efficiently. In this research, where training and testing times are critical, and
the dataset is highly large and imbalanced, undersampling might be more appropriate to quickly

obtain initial results and alert security personnel.

Undersampling reduces the dataset size, leading to quicker detection times compared to
oversampling. Additionally, oversampling can lead to overfitting due to noise learned in the data
from the duplication of minority samples, potentially providing inflated accuracy without truly

capturing underlying patterns.

This research implements various sampling techniques, corresponding to various
dimensionality reduction techniques such as Principal Component Analysis (PCA), Linear
Discriminant Analysis (LDA), t-Distributed Neighbor Embedding (t-SNE), Uniform Manifold

Approximation and Projection (UMAP), Autoencoders, Kernel PCA, and Factor Analysis.

2.8 Machine Learning-Based Timely Detection of Malicious Insider Threat

In existing literature, there's limited discussion on the timely detection of anomalous
activities using machine learning techniques. Many articles focus on the effect of dimensionality
reduction techniques on the performance of ML models rather than the detection speed. While
performance of ML models is a crucial, the speed of detection is equally important, especially in
time-sensitive applications such as insider threat detection. The focus has often been on general
detection rather than the specific aspect of speed and timeliness. This gap indicates a need for

more research and innovative approaches that emphasize timely detection and rapid response to
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insider threats. Our research emphasizes the use of dimensionality reduction techniques to filter
out irrelevant data, thereby enabling machine learning models to detect anomalies more quickly.
By reducing the complexity and noise in the data, these techniques can allow the models to focus
on the most important features and, ultimately, improve the speed and efficiency of anomaly

detection.

We can’t incorporate every feature of a dataset in a model prediction and classification,
particularly as data and features in the datasets grow. Doing so can lead to poor performance,
extensive detection times, high computational cost, and increased power consumption. Thus, it
becomes essential to select fewer features that significantly impact the performance and increase
predictive capability of the machine learning model. Most ML models "suffer from detection
time delay issues" (Kumari & Jain, 2024); consequently, this paper proposes employing feature
selection and dimensionality reduction techniques to address the issue of delays in ML models.
These methods aim to decrease detection times while maintaining the accuracy of the model

(Kumari & Jain, 2024).

Dimensionality reduction uses several approaches including Principal Component
Analysis (PCA), Linear Discriminant Analysis (LDA), t-Distributed Neighbor Embedding (t-
SNE) and Auto-encoders to remove redundant features and reduce the detection time.
Dimensionality reduction offers numerous advantages, including decreased computational
complexity, noise reduction, elimination of redundant information, lower storage requirements,
reduced CPU utilization, and enhanced detection times. However, it is crucial to apply optimum

dimensional reduction as excessive reduction of features can lead to information loss.

20



2.8.1 Principal Component Analysis (PCA)

Timely detection of insider threats is crucial to quickly alert security analysts in order to
intercept and mitigate the threats. Cybersecurity analysts require near real-time detection
capabilities for detection of anomalous behavior. PCA is one of the most widely applied
unsupervised dimensionality reduction methods employed to decrease dataset size. PCA
selectively retains the most efficient features in the dataset by eliminating correlated ones. This
reduction in feature correlation is crucial for enhancing machine learning performance and
accelerating detection processes. PCA can be applied across various machine learning models.
For instance, Al-Fawa’reh et al. demonstrated that integrating PCA into Deep Neural Networks

(DNN) can reduce training time by half (Al-Fawa’reh et al., 2022).

2.8.2 Linear Discriminant Analysis

Linear Discriminant Analysis (LDA) is a technique used for dimensionality reduction by
conducting a linear discriminant analysis of the dataset's classes. It achieves this by ‘maximizing
the distance between means of two classes and minimizing the variance within every class’

(Kumari & Jain, 2024).

2.8.3 Auto-Encoders

Auto-encoders are dimensionality reduction techniques designed to learn both linear and
non-linear input patterns. They perform dimensionality reduction by retaining essential
information and removing noise that does not significantly contribute to the data. Auto-encoders
work effectively with unlabeled input data, making them a valuable tool for unsupervised

learning in feature extraction and data compression. Yan et al. highlight that, compared with
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Principal Component Analysis (PCA), autoencoders can effectively capture “complex nonlinear’

relationships and retain a greater amount of information in the data (Yan et al., 2024).

2.9 Summary

In the previous sections, the literature review discusses various proposed solutions to
improve the performance and speed of insider threat detection. However, there is limited
discussion in the literature about the quick detection of insider threats or how to speed up this
process. This praxis presents various techniques employed to improve the detection speed of

machine learning models.

22



Chapter 3—Methodology
3.1 Introduction

This Chapter is divided into nine key sections. Section 3.1 serves as an introduction to
Chapter 3, providing an overview of the methodology employed in this project. Section 3.2
investigates the Computer Emergency Response Team (CERT) r5.2 dataset. Section 3.3 explores
the dataset used in this project. It covers aspects such as dataset characteristics, source, and any
preprocessing steps undertaken. Section 3.4 provides a comprehensive explanation of data
preprocessing. It covers various aspects including data cleaning, categorical data encoding, data
scaling, data balancing, and data splitting. Section 3.5 examines feature selection. Section 3.6
explores feature engineering. Section 3.7 details the different ML models used in this project.
Section 3.8 evaluates the ML models. Finally, section 3.9 focuses on hyperparameter tuning.

This study is aimed at exploring various machine learning models to determine which
model provides the fastest response time without compromising performance. For the given
dataset, three ML models are tested using Python. The performance and speed of these models is
compared to select the best model.

The methodology starts with the data preparation process, which includes selecting the
dataset, handling missing values, and removing irrelevant variables. The next step, data
balancing, is crucial for this project due to disproportionate class distribution in the dataset.
Synthetic Minority Over-Sampling Technique (SMOTE) is applied exclusively to the training
data to balance it. SMOTE is not used on the test data to maintain its integrity as real, unseen
data and to avoid data leakage. The dataset is then scaled before applying a dimensionality
reduction technique. Uniform Manifold Approximation and Projection (UMAP) is used to reduce

the dataset's dimensionality, improving performance and reducing detection time. Finally,
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hyperparameter tuning is applied to optimize the model's performance. Only 25% of the dataset
was used in the machine learning algorithms due to computational limitations. Figure 3-1 below

illustrates the methodology map of this project.

Dataset
CERT15.2

Data
Preprocessing
* Missing values
« Categorical encoding

Random Forest
Feature Selection

!

Supervised ML
* Split dataset into
raining and testing
* Apply SMOTE only
to the training dataset
* Apply UMAP
* Scale the dataset
* Perform
hyperparameter tuning

Model Selection

Figure 3-1. Methodology Map of The Praxis

3.2 r5.2 Dataset
Our models were evaluated using the well-known and publicly available insider threat
dataset known as CERT, which was created by Carnegie Mellon University's Software

Engineering Institute. The CERT dataset is a collection of logs that includes email
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communications, login and logoff activities, web browsing history, file access records, thumb

drive connections, and user information from both normal and malicious users.

The main issue with the CERT dataset is that the data is synthetic, as real data is rarely
available due to privacy concerns. Another disadvantage of the CERT dataset is its large size that

requires huge storage and processing resources.

Among the multiple releases of the CERT dataset, release 5.2 (r5.2) was selected to
evaluate our models. Release 5.2 (r5.2) is one of the most recent releases of the CERT insider
threat datasets, second only to release r6. Dataset 5.2 simulates an organization with “2000
employees over the period of 18 months™ (Le et al., 2020). Four insider threat scenarios are
included in the CERT 15.2 dataset: data exfiltration (Scenario 1), intellectual property theft
(Scenarios 2 and 4), and IT sabotage (Scenario 3) (Le et al., 2020). Scenario 0 represents normal

behavior.

3.3 Session r5.2 Dataset

Dataset r5.2 was chosen as the primary dataset for this praxis because it encompasses all
attack scenarios (Ma et al., 2020). The features in release 5.2 (15.2) are extracted at multiple
levels of granularity, including session, day, and week formats. We chose the session format for
our investigation. A session includes all user activities from login to log off in a pc, making it
shorter compared to day and week sessions and thus containing fewer instances (Le et al., 2020).
This allows for the detection of insider threats faster. In user session-r5.2, there are sixty-five
malicious insiders in scenario 1, one thousand seventy in scenario 2, thirty-three in scenario 3,
and sixth hundred seventy-eight in scenario 4, with 1,002,616 instances of normal activity. The

malicious insider data only accounts for 0.18% (Le et al., 2020), indicating highly imbalanced
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data that requires sampling techniques to achieve balance for effective model training and

evaluation.

The user session-r5.2 dataset contains 1,004,462 rows, with each row comprising 228
features. Some of these features include 'starttime,' 'endtime,' 'user,' 'sessionid,' 'day,' 'week,' 'pc,’
'isworkhour,' 'isafterhour,' 'isweekend,' 'isweekendafterhour,' 'n_concurrent sessions,' and
'n_days.' Additionally, all features are represented as integers or floats. The memory usage of the
user-session, prior to any pre-processing, is 1.7 GB. Figure 3-2 depicts some of the rows in the

session-r5.2 dataset.

5+ Mounted at /content/drive
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Figure 3-2. Sample Rows of Session r5.2 Dataset
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3.3.1 Source of Session r5.2 Dataset

This research uses the user session dataset r5.2, employed by Le et al. (2020), which has
been fully parsed, labeled, and merged. The data is labeled by week, day, session, and sub-
session, and is publicly available. It can be accessed in Comma-Separated Values (CSV) file
formats, ensuring compatibility with analysis tools and software. The ‘insider’ variable in the
dataset indicates whether there is an insider threat and consists of five classes. It is a dependent
variable that relies on independent variables to predict a target as an output of the dataset. The
user session-r5.2 dataset was downloaded and stored in Google Drive before being imported into

Google Collab for further processing and model validation.

3.3.2 Exploratory Data Analysis (EDA)

EDA is essential in research, where researchers use Python commands to thoroughly
understand the details of the dataset. EDA often involves visualization to facilitate this
understanding. Researchers use EDA to become familiar with the dataset's structure, including
its shape and size, and identify missing values in the dataset. For example, the Python command
‘df.info()" provides information of the DataFrame, including the beginning and end of the
DataFrame, and the memory consumption of the DataFrame. The Python command
“df.describe()’ provides a summary of descriptive statistics, including count, mean, minimum,
maximum, standard deviation, etc, for each numerical column in the DataFrame. Additionally,
the Python command "df.nunique()" provides information about the count of unique values in
each column of the DataFrame. If researchers want to identify the count of rows in the
DataFrame, they can use the Python command “df.shape’, which returns the dimensions of the
DataFrame. Other Python commands useful for Exploratory Data Analysis (EDA) include

df.size, df.index, df.count(), df.head(), df.columns, and df.dtypes.
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3.4 Data Preprocessing

Data preprocessing is essential in ML development. During this stage, missing values in
the DataFrame are substituted with correct values, and undesirable values are permanently
removed or corrected. Rows or columns with missing values may be dropped as well. Some of
the Python commands used for these preprocessing tasks include “df.fillna()", *df.drop()",
“df.interpolate()’, "df.dropna()’, ‘df.merge()’, and "df.isnull()’. Other important tasks conducted
during the data preprocessing stage include categorical data encoding, data standardization, data

balancing, and data splitting.

3.4.1 Data Cleaning

The dataset is checked for missing values, and technique such as imputation is used to
address them. Imputation replaces missing values with the column's mean, while rows or
columns with missing data can be dropped. Additionally, duplicate values are removed from the
dataset. Data cleaning involves the identification of errors, gaps, and incorrect values in the
dataset. The purpose of this step is to enhance the standard of the data, making it appropriate for
ML algorithms. Data cleaning ensures that the dataset provides accurate and reliable information
for analysis and model training. Some features in the dataset are intended solely for
informational purposes and can introduce noise when applied to the ML model, potentially

reducing the performance and accuracy of the classifiers.

3.4.2 Categorical Data Encoding

Since most machine learning models work with numerical data rather than text,
converting text into numerical values is necessary for ML to function properly. This process is

known as data encoding. This conversion enables the model to compute correlations and make
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accurate predictions. To ensure ML model processes the data correctly, the values of the features

must be appropriately encoded.

There are various techniques for encoding categorical data, such as label encoding and
one-hot encoding. Al-Shehari et al. explain that label encoding provides a distinct number to
each feature (Al-Shehari & Alsowail, 2021). However, it is not commonly used due to potential
bias and misinterpretation issues in classification. An alternative method is one-hot encoding,
which applies binary vectors to variables. The "LabelEncoder’ from the scikit-learn library is

commonly used for this purpose.

3.4.3 Data Scaling/Standardization

Data scaling is a preprocess to ensure features are placed on the same scale, typically
between 0 and 1. This prevents some features from dominating others. Data scaling is key step in
data processing before feeding the data into a machine learning model. Various methods exist for

feature normalization, including Standard Scaling.

Equation 3.1

Equation 3.1 above is used for data scaling. However, the standard scaler is highly
sensitive to outliers and may struggle with sparse data. Normalization ensures that features in the
dataset are on a consistent scale, reducing computation time and increasing model accuracy.

Feature normalization can be implemented using the scikit-learn library.
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3.4.4 Data Balancing

One of the primary objectives of this study is to quickly discover threats in the highly
imbalanced dataset. These datasets often show a disparity between class distributions, where one
class is much more prevalent than the other. When ML algorithms are applied to such
imbalanced datasets, the results can lead to low performance, because the model favors the
majority class over the minority class. In contrast, certain ML algorithms, such as anomaly
detection methods, perform well on imbalanced datasets because they don't require balanced data
for model development. However, since our research utilizes supervised machine learning

algorithms on labeled data, data balancing is crucial for achieving accurate and reliable results.

In the session-r5.2dataset used for our research, normal activities significantly
outnumber anomalous ones, with a ratio of 543:1. Specifically, there are 1,002,616 normal
activities compared to just 1,846 anomalous activities. To address this data imbalance, we
employ SMOTE. SMOTE is powerful for dealing with extremely imbalanced datasets (Al-
Shehari & Alsowail, 2021). In comparison to random oversampling, SMOTE excels

(Mamidanna et al., 2022).

3.4.5 Data Splitting

Data splitting is an essential process that divides the data into two sections: one for
training and the other for testing. Before conducting our experiment, the balanced session-r5.2
dataset should be split into two parts using Python code. In our research, we use 80% of the
dataset for training and 20% for testing. The models that demonstrate the best detection speed
and overall performance during testing are then selected for insider threat detection. Our model

utilizes only 20% of the total dataset for testing, which results in a smaller data size for detection
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and consequently faster detection speed. Data test-train split greatly impact performance of ML

models in terms of length of training time.

3.5 Feature Selection

Feature selection involves identifying and selecting the key features that significantly
impact predictive power. This step is critical because it simplifies the model and raises
performance by eliminating irrelevant or redundant features. To ensure that ML models are easy,

simple, and more efficient for use within the organization, it's important to keep the features few.

Selecting irrelevant features can slow down processing, and negatively impact the
detection rate. For this project, we used Random Forest (RF) feature selection to reduce the
number of features from 228 to 110. To enhance the reliability and robustness of this ranking

process, we incorporated a 3-fold cross-validation technique.

3.6 Feature Engineering

The purpose of feature engineering is to reduce correlation between the features and
subsequently filter undesired data. Our research highlights the use of dimensionality reduction
techniques to filter out irrelevant data, allowing machine learning models to detect anomalies
more efficiently. By minimizing complexity and noise, these techniques enable the models to
target key features, thereby enhancing the speed of anomaly detection. Several dimensionality
reduction techniques, such as Principal Component Analysis (PCA), Linear Discriminant
Analysis (LDA), and Factor Analysis, are employed to eliminate redundant features and decrease
detection time. However, our project tests Uniform Manifold Approximation and Projection

(UMAP).
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3.6.1 Uniform Manifold Approximation and Projection (UMAP):

UMAP is a technique used in ML to decrease the size of a dataset for classification
purposes. It is a non-linear dimensionality reduction method that leverages graph-based
approaches, making it particularly suited for complex, non-linear datasets such as the session-
15.2 dataset used in this research. By focusing on preserving the underlying structure of the data,
UMAP eliminates irrelevant features, thereby enhancing the effectiveness and efficiency of
machine learning models. UMAP utilizes simplices, which are k-dimensional objects, to
represent the data structure and subsequently build more complex simplices (Varunram et al.,

2021).

3.7 Machine Learning Models

In our experiment, we employed multiple supervised ML models, including Random
Forest (RF), Extreme Gradient Boosting (XGBoost), and Gradient Boosting. These models were
combined with dimensionality reduction techniques such as UMAP. Additionally, we applied
data balancing methods like Synthetic Minority Over-sampling Technique (SMOTE) to address

the challenges of working with an imbalanced dataset.

3.7.1 Random Forest (RF)

Random Forest is an ensemble ML model. The final prediction of the RF model is made
by aggregating the individual decisions of the trees. RF is effective for large datasets and has
demonstrated the ability to avoid overfitting, leading to accurate and robust predictions
(Mehmood et al., 2023). Additionally, Random Forest is particularly effective when dealing with
imbalanced datasets (Bin Sarhan & Altwaijry, 2022). Figure 3-3 below illustrates the majority

voting process used in Random Forest.
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Figure 3-3. Random Forest Structure (Koehrsen, 2017)

The following equation demonstrates the application of Random Forest in detecting insider

threats.

F(x) = = ft(x) Equation 3.2

(Al-Shehari et al., 2023)
* F(x): The final prediction for the sample x.
» T: The total number of decision trees in the Random Forest ensemble.

* ft(x): The prediction of the tth decision tree for the sample x.
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3.7.2 Extreme Gradient Boosting (XGBoost)

XGBoost employs a gradient-boosting approach to decision trees, providing a highly
accurate system. This model constructs decision trees sequentially, assigning weights to each
feature, which are then incorporated into the trees to make predictions (Mehmood et al., 2023).
XGBoost’s advantage includes its ability to handle incomplete data effectively and
demonstrating high performance across datasets ranging from small to large (Mehmood et al.,

2023). Figure 3-4 shows the sample structure of XGBoost.
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Figure. 3-4. Sample XGBoost Structure (Alshboul et al., 2022)

3.7.3 Gradient Boosting

Gradient Boosting produces a model through an ensemble of decision trees, enabling it to
find optimal solutions to various problems. Gradient Boosting is slow compared to XGBoost
(Mehmood et al., 2023). Figure 3-5 below illustrates an example of how Gradient Boosting

works.
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Figure 3-5. Gradient Boosting (Fabien, 2019)

3.8 Model Performance Metrics

In ML, to evaluate and choose the most effective model for detecting insider threats,
various metrics are employed to assess both performance and detection time. Some of these key

metrics include accuracy, precision, recall, F1-score, confusion matrix area under the curve

(AUC), and Receiver Operating Characteristics (ROC).

A confusion matrix is a table that visually represents the actual values versus the
predicted values. It is structured to show the number of actual positives and negatives against

predicted positives and negatives. Figure 3-6 below illustrates a sample of a multi-class

confusion matrix.
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Figure 3-6. Sample of Multi-Class Confusion Matrix (Grandini et al., 2020),

True Positive (TP) refers to the count of malicious insiders accurately identified as
threats, True Negative (TN) denotes the count of normal activities accurately identified as non-
threatening, False Positive (FP) signifies the number of normal activities that are inaccurately
classified by the model as insider threats, and False Negative (FN) denotes the count of insider

threats inaccurately classified by the model as normal activities.

3.8.1 Accuracy

Accuracy is a metric used to measure the performance of ML models. To calculate
accuracy, we divide the sum of true positives and true negatives by the total number of samples.

Equation 3.3 below illustrates how precision is calculated.

TP+TN
TP+TN+ FP+FN

Accuracy = Equation 3.3

3.8.2 Precision

Precision is a metric that assesses the correctness of an ML model in accurately

predicting positive outcomes. Equation 3.4 illustrates how precision is calculated.
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TP

Precision = TP FP Equation 3.4

3.8.3 Recall

Recall is a metric employed in ML classification. A recall value of 1 indicates perfect
accuracy, meaning there are no false negatives (FN = 0). Both precision and recall are essential

metrics for evaluating models in detecting anomalies. Equation 3.5 is used to calculate recall.

TP

Recall = TPTFN Equation 3.5

3.8.4 F1-score

The F1-score is a metric that integrates recall and precision as a measurement of
accuracy. A value of F1-Score equal to 1 indicates optimal performance, while a score of 0
represents the worst outcome. It is a good measure for an imbalanced dataset like the CERT

dataset. Equation 3.6 is used to identify F1-score.

Recall X Precision
F1score =2 X — Equation 3.6
Recall + Precision

3.8.5 Receiver Operating Characteristics (ROC) and Area Under the Curve (AUC):

ROC depicts “the relationship between Detection rate (DR) and False Positive Rate
(FPR) under different decision thresholds” (Le & Zincir-Heywood, 2021). Figure 3. 7 illustrates

an exemplary ROC curve.
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Figure 3-7. Example of ROC Curve (Le & Zincir-Heywood, 2021)
3.9 Hyperparameter Tuning

Hyperparameter tuning is essential for achieving optimal performance. In this study, all
of the three ML models require hyperparameter tuning to enhance their performance. The
research employs the “GridSearchCV()" function in Python for this purpose. Table 3-1 below
shows the hyperparameter tuning for Random Forest, XGBoost, and Gradient Boosting. For
Random Forest, six parameters are tuned: n_estimators, max_depth, min_samples_split,
min_samples_leaf, max_features and criterion. Similarly, for XGBoost, ‘learning_rate’,
‘max_depth’, ‘n-estimators’, ‘reg_lambda’ and ‘reg_alpha’ are used. Gradient Boosting uses
‘learning_rate’, ‘n_estimators’, ‘max_depth’, ‘min_samples_split’, ‘min_samples_leaf’ and

‘max_features’ for tuning.
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Table 3-1. Hyperparameter for RF, XGBoost, and Gradient Boosting

Machine Learning Models

Hyperparameters

Grid Values

Random Forest

n_estimators
max_depth
min_samples_split
min_samples_leaf
max_features

criterion

100, 150, 200, 300, 500

None, 10, 20, 30
2,3,4,5,6
2,3,5,8,10

Sqrt

gini, entropy

learning_rate

0.05, 0.06, 0.09,0.1

max_depth 6,7,10,12, 15
XGBoost n_estimators 100, 200, 300, 500
reg lambda 1,2,4,6,10
reg alpha 0,0.07,0.1, 1
learning_rate 0.01, 0.05, 0.15,0.3
n_estimators 100, 200, 300, 500
max_depth 5,6,8,10
Gradient Boosting min_samples_split 2,4,5,10
min_samples_leaf 2,5,6,8
max_features sqrt
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Chapter 4—Results

4.1 Introduction

This chapter investigates the performance of the various ML models used in this praxis to
identify insider threats in an organization and presents the result of the different approaches
applied in the previous chapters. This chapter aims to select the best-performing ML model
based on both performance and detection speed. This project examines three machine learning
models: Random Forest (RF), Extreme Gradient Boosting (XGBoost), and Gradient Boosting.
The models are capable of detecting multi-class insider threats. The evaluation of ML models is
based on the various metrics, such as accuracy, classification reports, confusion matrices,
ROC/AUC, training time, and testing time.

This chapter is split into several sections. Section 4.1 serves as an introduction. Section
4.2 provides a detailed discussion of the dataset used for this praxis. Section 4.3 highlights the
different data preprocessing techniques. Section 4.4 discusses the use of Random Forest feature
selection method employed in this praxis. Section 4.5 focuses on feature engineering including
dimensionality reduction. Section 4.6 explains the different ML models examined in this project.
Section 4.7 discusses the performance of each ML model tested in this project. Finally, Section
4.8 addresses the timely detection of Malicious Insiders.
4.2 Dataset

The original dataset, Computer Emergency Response Team (CERT) session 15.2,
comprises 228 features and 1,004,462 rows. For this praxis, only the top 110 high-performing
features are used, while the remaining 118 less performing features are eliminated in order to
improve performance and reduce detection time. In the session r5.2 dataset, the target variable

'insider’ represents a multiclass classification problem with five different classes or scenarios: 0,
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1, 2, 3, and 4. Scenario 1 includes 65 malicious insiders, scenario 2 contains 1,070, scenario 3
has 33, and Scenario 4 features 678. Additionally, there are 1,002,616 instances of normal
activity across all scenarios.

Class 1: Represents malicious activity in Scenario 1, involving data exfiltration through the
use of USB devices.

Class 2: Represents malicious insider activities in Scenario 2, involving data exfiltration
through email.

Class 3: Represents insider threats in Scenario 3, involving privilege or policy violations.

Class 4: Represents insider threats in Scenario 4, involving the use of compromised
credentials to access sensitive information.

Class 0: Represents normal, non-malicious activity.

The malicious insider data represents just 0.18% of the total dataset, highlighting a
significant class imbalance. This imbalance requires the use of sampling techniques to ensure
balanced data, which is crucial for effective model training and evaluation.

Understanding the relationship between features in a dataset is crucial for selecting
appropriate dimensionality reduction techniques. A pair plot is one of the techniques used to
visualize these relationships, helping to identify whether the dataset contains non-linear features.
If the plots show straight lines, it indicates a linear relationship between the features. However,
any shape other than a straight line suggests a non-linear interaction between the features. The
plots below depict the relationships between features in the r5.2 dataset, including non-linear
relationships among some of the features. For example, the relationships between “starttime™ and
‘user’, ‘endtime’ and ‘user’, ‘user’ and ‘sessionid’, and ‘user’ and "day" are non-linear. In

contrast, the relationships between “starttime™ and “endtime’, “starttime” and “sessionid’,
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‘starttime’ and “day’, ‘endtime’ and “sessionid’, ‘endtime’ and ‘day’, and ‘sessionid’ and ‘day’

are linear

Pair Plot of Selected Features
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Figure 4-1. Checking The Linearity of a Dataset

4.3 Data Preprocessing
In this project, several data preprocessing techniques were implemented, including
examining the dataset for null or missing values, categorical encoding, scaling/normalization,

and data balancing.
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4.3.1 Missing Values
Missing values can significantly affect the performance of ML models. Consequently, rows
or columns with null values may be dropped. Table 4-1 below illustrates the pre-extracted

session r5.2 dataset is free from null values.

Table 4-1. Distribution of Non-Null Values in the Dataset

Mounted at /content/drive
Null values in each column:
starttime

endtime

user

sessionid

day

o0 00 ®

http_hackf _mean_url len
http_hackf _mean_url depth
http_hackf_mean_http_c_len
http_hackf_mean_http_c_nwords
insider

Length: 228, dtype: inté64

000 ® -

Total null values in the dataset: ©

4.3.2 Categorical Encoding

Categorical data must be converted into numerical format before being input into the
machine learning algorithm. This conversion enables the algorithm to interpret the data correctly
and process it effectively for identifying malicious insiders. The pre-extracted session r5.2
dataset consists solely of numerical data, with no categorical or non-numerical features, thereby
eliminating the need for categorical encoding. Table 4-2 below presents the data type of some of
the features in the dataset. As shown in the table, all features consist of either integer or floating-

point numbers.
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Table 4-2. Features with Numerical Data

Mounted at /content/drive
Column Data Types:

starttime inte4
endtime inte4
user inte4
sessionid inte4
day inte4
http_hackf_mean_url_len floate4
http_hackf_mean_url_depth float64
http_hackf_mean_http_c_len float64
http_hackf_mean_http_c_nwords floated
insider int64

Length: 228, dtype: object

Categorical Columns:
Index([], dtype='object')

The dataset does not contain any categorical columns.

4.3.3 Data scaling

Data scaling ensures that all features are scaled between 0 and 1, preventing any single
feature from dominating others. In our project, we employed the Standard Scaler, which is
particularly suited for highly imbalanced datasets like the CERT dataset.
4.3.4 Data Balancing

This praxis focuses on detecting insider threats within highly imbalanced datasets,
characterized by an unequal distribution of classes. Figure 4-2 highlights a significant disparity

between various class distributions using a pie chart.
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Distribution of insider attack

Figure 4-2. Distribution of Insider Threats in the r5.2 Dataset

Figure 4-3 below further illustrates the unequal distribution of instances, depicting the

counts of each class. The plot illustrates that Class 0 is clearly visible, while Classes 2 and 4 are

faintly visible, and Classes 1 and 3 are not visible at all.

le6

count

2 4 1
insider

Figure. 4-3. Insider Threats Distribution in the r5.2 Dataset
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The x-axis represents the different insider threat categories or classes, while the height of each

bar reflects the count of each specific insider threat within the dataset.

In unbalanced datasets, machine learning models favor majority classes over minority
classes leading to reduced performance. This issue necessitates balancing the dataset to avoid
bias toward the majority class, which could lead to misleading accuracy. In this project, we use a
popular data balancing technique known as Synthetic Minority Over-sampling Technique
(SMOTE) to effectively manage the class imbalance and achieve accurate and reliable results.

Figure 4-4 depicts a balanced r5.2 dataset after applying SMOTE.

Class Distribution After SMOTE
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Figure. 4-4. Balanced r5.2 Dataset
4.4 Random Forest Feature Selection
For this project, we used Random Forest feature selection to remove unnecessary
features. Random Forest is a widely known classifier that not only performs classification but is
also good for feature selection. By selecting only the most influential features, RF feature

selection simplifies our model, improves performance and reduces detection times while
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lowering computational resource, power consumption, and storage requirements. This process of

feature selection is particularly crucial for datasets like the CERT insider threat dataset, which

has a high dimens

ionality. To enhance the robustness of the ranking process, we implemented a

3-fold cross-validation technique. Table 4-3 below lists some of the top 110 features and their

importance value calculated by the RF method. The results of the Random Forest feature

selection indicate

that, among the 110 top features, n_concurrent _sessions, usb_mean_sub_dur,

ITAdmin, and http mean_url depth are the most influential for accurately predicting insider

threats. The comp

Appendix A.

lete list of the top 110 features ranked by their importance is available in the

Table 4-3. Feature Importance of The Session r5.2 Dataset

Mounted at

/content/drive

Top 110 features by importance:

1. Feature
2. Feature
3. Feature
4. Feature
5. Feature
6. Feature
7. Feature
8. Feature
9. Feature
10. Feature
11. Feature
12. Feature
13. Feature
14. Feature
15. Feature

n_concurrent_sessions (0.07104394946919633)
usb_mean_usb_dur (0.04078249405006353)

ITAdmin (©.03918840870640608)
http_mean _url depth (©.030398328442098693)
http_leakf_mean_http_c_nwords (0.029393263628000422)
http_leakf_mean_url_depth (0.027674869387596557)
dept (©.026410695542288073)
http_leakf_mean_url _len (0.024175776843390152)
usb_mean_file_tree_len (0.02320825957582833)
http_n_leakf (©.021284953179903917)

n_usb (0©.020795782822636347)

http leakf mean_http c len (©.02078168963720796)
file_exef_mean_file_depth (©.01897582447497174)
file exef _mean_file nwords (0.018968168110188213)
file docf _mean_file len (©.016764032778358643)
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4.5 Feature Engineering

Feature engineering techniques help reduce correlation between features and eliminate
noise that could hinder machine learning performance. Various techniques are employed,
including Principal Component Analysis (PCA), Uniform Manifold Approximation (UMAP),
Linear Discriminant Analysis (LDA), and Factor Analysis. For this project, we utilized UMAP,
which is particularly effective for handling non-linear datasets used in this project. In UMAP
technique, 'n_components’ refers to the target dimensionality to which we aim to reduce our
data, representing a trade-off between preserving information and optimizing performance. We
experimented with various values for 'n_components” and determined that the optimal value is

50.

4.6 Machine learning classifiers

This project evaluates the performance and detection speed of three ML models: Random
Forest (RF), Extreme Gradient Boosting, and Gradient Boosting. The comparison is conducted
using several metrics, including accuracy, precision, recall, F1 score, ROC/AUC, training time,
and testing time.

4.6.1 Hyperparameter Tuning

Hyperparameter tuning acts as an optimization process for various ML algorithms to
identify the best combination of hyperparameters. Identifying the optimal combination of
hyperparameter settings in a ML model leads to the highest accuracy. In this project, we
employed GridSearchCV to fine-tune hyperparameters for each ML model. GridSearchCV is an
approach used to optimize the hyperparameters of ML classifiers by evaluating all possible

combinations through cross-validation.

48



One of the ML models tested in this project is Random Forest, which relies on several
hyperparameters, including ‘n_estimators’, ‘max_features’, ‘max_depth’, ‘min_samples_split’,
‘min_samples leaf” and ‘criterion’. The results of GridSearchCV for these hyperparameters
yielded the following optimal values for Random Forest: ‘n_estimators’ set to 150,
‘max_features’ as sqrt, ‘max_depth’ as none, ‘min_samples_split’ set to 5, ‘min_samples_leaf”

set to 3 and ‘criterion’ set to gini.

Another machine learning model explored in this study is Extreme Gradient Boosting
(XGBoost), which is an ensemble method utilizing decision trees. The key hyperparameters
required for XGBoost include ‘learning_rate’, ‘max_depth’, ‘n_estimators’, reg lambda, and
reg_alpha. The ‘learning_rate’ controls the contribution of each tree to the model, the
‘max_depth’ parameter determines the maximum depth of the trees, the ‘n_estimators’ parameter
controls the total number of trees, reg lambda is used to control overfitting, and reg_alpha is
used to add penalty to the loss function. The GridSearchCV results for these hyperparameters
produced the following optimal values for XGBoost: ‘learning_rate’ set to 0.06, ‘max_depth’ set
to 7, ‘n_estimators’ takes 300, reg_lambda assigns 6, and reg_alpha set to 0.07. Table 4-12

depicts the performance of each candidate machine learning model with default hyperparameters.
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Table 4-4. Hyperparameter Values and the Best Value

Machine Hyperparameters Values Best
Learning Default Values
Models Values

n_estimators 100 100, 150, 200, 300, 500 150

max_depth None None, 10, 20, 30 None
Random min_samples_split 2 2,3,4,5,6 5
Forest min_samples_leaf 1 2,3,5,8,10 3

max_features sqrt sqrt sqrt

criterion gini gini, entropy gini

learning_rate 0.3 0.05, 0.06, 0.09, 0.1 0.06
max_depth 6 6,7,10,12, 15 7

XGBoost n_estimators 100 100, 200, 300, 500 300
reg lambda 1 1,2,4,6,10 6

reg alpha 0.0 0,0.07,0.1, 1 0.07

learning_rate 0.1 0.01, 0.05, 0.15, 0.3 0.15

n_estimators 100 100, 200, 300, 500 200
Gradient max_depth 3 5,6,8,10 5
Boosting min_samples_split 2 2,4,5,10 4
min_samples_leaf 1 2,5,6,8 6

max_features None sqrt sqrt

The third and final classifier used in this project is Gradient Boosting, which is primarily
utilized for classification tasks. For tuning, we focused on the following hyperparameters:
‘learning_rate’, ‘n_estimators’, ‘max_depth’, ‘min_samples_split’, ‘min_samples_leaf” and

‘max_features’. The results of GridSearchCV for these hyperparameters yielded the following
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optimal values for Gradient Boosting: ‘learning rate’ set to 0.15, ‘n_estimators’ set as 200,
‘max_depth’ set as 5, ‘min_samples_split’ selects 4, ‘min_samples leaf’ selects 6 and

‘max_features’ set to sqrt.

Table 4-4 presents the machine learning models examined in this project, along with

their corresponding hyperparameters values, and the best values.

4.6.2 Model Performance

Due to computational constraints, a subset comprising only 25% of the dataset was selected
for training and evaluation in the machine learning algorithms. Tables 4-5, 4-6, and 4-7 present
the classification reports for the Random Forest (RF), Extreme Gradient Boosting (XGBoost),
and Gradient Boosting, respectively. The algorithms include dimensionality reduction using
Uniform Manifold Approximation and Projection (UMAP), along with hyperparameter tuning to
optimize model performance.

Table 4-5. Classification Report of Random Forest Using UMAP

Classification Report:

precision recall fl-score support

2 1.e0 0.92 0.96 200524

1 0.05 1.00 0.09 13

2 0.02 0.93 0.04 214

3 .01 0.50 0.01 6

4 0.03 .95 0.06 136

accuracy 0.92 208893
macro avg 0.22 0.86 0.23 208893
weighted avg 1.00 0.92 0.96 200893
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Table 4-6. Classification Report of XGBoost Using UMAP

Classification Report:

precision recall fl-score support

0 1.00 0.92 0.96 200524

1 0.05 0.92 0.09 13

2 0.02 0.90 0.03 214

3 .00 0.50 8.01 6

4 .03 0.95 0.06 136

accuracy 0.92 200893
macro avg 0.22 0.84 0.23 200893
weighted avg 1.00 0.92 9.96 200893

Table 4-7. Classification Report of Gradient Boosting Using UMAP

Classification Report:

precision recall fil-score support

2} 1.00 0.92 0.96 200524

1 9.05 0.92 0.09 13

2 0.02 0.92 0.03 214

3 0.01 0.50 0.01 6

4 0.03 0.94 0.06 136

accuracy 9.92 200893
macro avg 9.22 0.84 0.23 200893
weighted avg 1.00 0.92 9.96 200893

Tables 4-8, 4-9, and 4-10 compare the classification reports for the Random Forest (RF),
Extreme Gradient Boosting (XGBoost), and Gradient Boosting models, respectively. The

algorithm does not utilize dimensionality reduction through UMAP.
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Table 4-8. Classification Report of Random Forest without Using UMAP

Classification Report:

precision recall fl-score support

2] 1.00 1.00 1.00 200524

1 1.00 1.00 1.00 13

2 0.55 0.43 0.49 214

3 1.00 9.50 0.67 6

4 0.87 0.80 0.84 136

accuracy 1.00 200893
macro avg 0.88 0.75 0.80 200893
weighted avg 1.00 1.00 1.00 200893

Table 4-9. Classification Report of XGBoost without Using UMAP

Classification Report:

precision recall fl-score support

2] 1.00 1.00 1.00 200524

1 1.00 1.00 1.00 13

2 0.73 0.84 0.78 214

3 1.00 1.00 1.00 6

4 0.78 0.97 0.86 136

accuracy 1.00 200893
macro avg 0.90 8.96 0.93 200893
weighted avg 1.00 1.00 1.00 200893

Table 4-10. Classification Report of Gradient Boosting without Using UMAP

Classification Report:

precision recall fl-score support

2] 1.00 1.00 1.00 200524

1 1.00 1.00 1.00 13

2 0.69 0.69 0.69 214

3 1.00 1.00 1.00 6

4 0.78 0.94 0.85 136

accuracy 1.00 200893
macro avg 0.89 0.93 0.91 200893
weighted avg 1.00 1.00 1.00 200893

Figures 4-5, 4-6, and 4-7 illustrate the ROC/AUC curves for Random Forest, XGBoost,

and Gradient Boosting, both with and without the use of UMAP
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Figure 4-5. RF ROC/AUC Curves without UMAP (left-hand side) and with UMAP

(right-hand side)
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Figure 4-6. XGBoost ROC/AUC Curves without UMAP (left-hand side) and with

UMAP (right-hand side)
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Figure 4-7. Gradient Boosting ROC/AUC Curves without UMAP (left-hand side)

and with UMAP (right-hand side)

Figures 4-8, 4-9, and 4-10 below illustrate the multi-class Confusion Matrix for Random

Forest, XGBoost, and Gradient Boosting comprising UMAP.
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Confusion Matrix
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Figure 4-8. Confusion Matrix of Random Forest Using UMAP
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Figure 4-9. Confusion Matrix of XGBoost Using UMAP
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Figure 4-10. Confusion Matrix of Gradient Boosting Using UMAP
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Figures 4-11, 4-12 and 4-113 below illustrate the multi-class Confusion Matrix for

Random Forest, XGBoost, and Gradient Boosting without using UMAP.
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Figure 4-11. Confusion Matrix of Random Forest without Using UMAP
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Figure 4-12. Confusion Matrix of XGBoost without Using UMAP
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Figure 4-13. Confusion Matrix of Gradient Boosting without Using UMAP
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Table 4-11 provides a summary of the accuracy, precision, recall, F1 score, ROC/AUC,
training time, and testing time for each model without using Uniform Manifold Approximation

and Projection (UMAP) for dimensionality reduction.

Table 4-11. Summary of Performance of each Model without Using UMAP

Machine | Accuracy | Precision | Recall F1- | ROC/AUC | Training | Testing
Learning (%) (%) (%) score (%) time (s) | time (s)
(%0)
Random 100 88 75 80 99.7 4126.7 4.67
Forest
XGBoost 100 90 96 93 99.9 308.98 1.43
Gradient 100 89 93 91 99.96 10953 9.31
Boosting
Table 4-12. Summary of Performance with default hyperparameters
Machine | Accuracy | Precision | Recall F1- | ROC/AUC | Training | Testing
Learning (%) (%) (%) score (%) time (s) | time (s)
(%0)
Random 100 86 76 79 99.7 1000 23
Forest
XGBoost 100 86 96 91 99.9 51 0.4
Gradient 99 59 95 65 99.7 18059 33
Boosting

Table 4-13 provides a summary of the accuracy, precision, recall, F1 score, ROC/AUC,

training time, and testing time for each model using UMAP for dimensionality reduction.
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Table 4-13. Summary of Performance of each Model Using UMAP

Machine | Accuracy | Precision | Recall | F1- | ROC/AUC | Training | Testing
Learning (%) (%) (%) | score (%) time (s) | time
(o) (s)

Random

Forest 92 22 86 23 95.8 988 2.56
XGBoost 92 22 84 23 96.87 43.19 1.577
Gradient
Boosting 92 22 84 23 97 2404 3.358

4.7 Performance Evaluation

After evaluating various metrics, including accuracy, precision, recall, F1 score,
ROC/AUC, testing time, and training time, this research provided a comprehensive

understanding of the predictive capabilities of Random Forest, XGBoost, and Gradient Boosting.

As illustrated in Tables 4-5, 4-6, and 4-7 above, all three models performed poorly.
Incorporating UMAP into the machine learning models negatively impacted their performance.
Key metrics, including precision, recall, accuracy, and F1-score, all showed a decline after

applying UMAP.

The ROC/AUC curve results of Figures 4-5, 4-6, and 4-7 further emphasized the negative
impact of UMAP on the performance and detection capabilities of the machine learning models.
This decline in ROC/AUC underscores how UMAP hindered the models' ability to effectively

distinguish between classes.
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The confusion matrix (CM) is an essential tool for evaluating the performance of
machine learning classification models. It presents the number of true positives, true negatives,

false positives, and false negatives predicted by the model.

As illustrated in Figures 4-8, 4-9, and 4-10, there is a substantial number of
misclassifications across all models, indicating that the classifiers struggled to differentiate
between the various classes. This high rate of misclassification highlights the limitations of
UMAP as a dimensionality reduction technique in this context. The classifiers with UMAP not
only showed reduced ability to separate the target classes effectively, but they also exhibited a

decline in performance across multiple metrics such as precision, recall, and accuracy.

Removing UMAP significantly improved the performance across all metrics, with
notable enhancements in precision, recall, accuracy, and F1-score. Among the models, Extreme
Gradient Boosting (XGBoost) delivered the best results, demonstrating that without UMAP, the
model's performance substantially increased. Given the highly imbalanced nature of the r5.2
dataset, where only 0.184% of instances in the test dataset are malicious, all three machine
learning algorithms demonstrated notable performance and predictive capabilities without using
UMAP. The test data distribution in the classification report for Random Forest, XGBoost, and
Gradient Boosting reveals a significant class imbalance. The test data of class 0 contains 200,524
instances, while class 1 has only 13 instances, class 2 has 214 instances, class 3 has 6 instances,
and class 4 has 136 instances. This exteme imbalance highlights the uneven distribution of

instances across the test dataset’s classes.

However, effectively handling this severe class imbalance, XGBoost emerged as the best
performer, achieving superior results in identifying the malicious instances compared to the

other models. XGBoost demonstrates highest performance across key metrics such as accuracy,
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precision, recall, and F1-score. As illustrated in Tables 4-8, 4-9, and 4-10 above, XGBoost
achieved an accuracy of 100%, along with a precision of 90%, a recall of 96%, and an F1-score
0f 93%. The next top performer after XGBoost is Gradient Boosting, which achieved an
accuracy of 100%, along with a precision of 89%, a recall of 93%, and an F1-score of 91%. Out
of the three models, Random Forest showed the weakest performance. While it achieved an

accuracy of 100%, it scored a precision of 88%, a recall of 75%, and an F1-score of 80%.

A confusion matrix is another important metric used to evaluate the performance of
machine learning models, especially for classification tasks. As depicted in Figures 4-11, 4-12,
and 4-13, there are some instances of misclassification; however, considering the total number of
instances, these errors are minimal and do not substantially affect the overall classification
performance. The most effective classifier, XGBoost, accurately predicted 200,419 instances as
class 0, 13 instances as class 1, 180 instances as class 2, 6 instances as class 3, and 132 instances
as class 4. XGBoost misclassified 67 instances of class 0 as class 2, 38 instances of class 0 as

class 4, 34 instances of class 2 as class 0, and 4 instances of class 4 as class 0.

The next most effective classifier, Gradient Boosting, accurately predicted 200,421
instances as class 0, 13 instances as class 1, 148 instances as class 2, 6 instances as class 3, and
128 instances as class 4. XGBoost misclassified 66 instances of class 0 as class 2, 37 instances of

class 0 as class 4, 66 instances of class 2 as class 0, and 8 instances of class 4 as class 0.

All classifiers exhibited their worst performance in terms of accuracy, precision, recall,
and F1 scores when UMAP was added. This indicates that the inclusion of UMAP significantly
degraded the models' ability to correctly classify instances, contrary to our expectation that

UMAP would enhance the performance of machine learning models.
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Overall, XGBoost emerges as the top classifier, excelling in both predictive capabilities
and requiring the shortest testing time. Table 4-13 compares the results of this research study

with the previous literature based on the same dataset but using a different methodology.

Table 4-14. Comparision of Previous Literature with Proposed Models

ML Recall | Precision | F1- | Accuracy | ROC/AUC | Testing
Models (%) (%) score (%) (%) Time
(%) (s)
Artificial
Neural 29.59 0.329 — 99.67 — —
Le & Network
Zincir- (ANN)
Heywood, Naive —
2021 Bayes 30.91 0.051 98.43
(NB)
Random
Forest 32.01 0.79 — 99.81 — —
Proposed | XGBoost 96 90 93 100 99.9 1.43
Models Gradient
Boosting 93 89 91 100 99.6 9.31
Random
Forest 75 88 80 100 99.7 4.67
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4.8 Timely Detection of Malicious Insiders

One of the primary objectives of this praxis is to identify a machine learning model
capable of detecting malicious insiders efficiently and in a timely manner. To achieve this

objective, feature selection and dimensionality reduction techniques were applied.

Random Forest feature selection was used to reduce the number of features from 228 to
the top 110. By minimizing the number of features, the model's performance is enhanced, and

detection speed is increased.

Another technique employed in this project to reduce detection time is the use of UMAP
for dimensionality reduction. UMAP helps reduce the correlation between features and eliminate
redundant features from the dataset, thereby simplifying the dataset. Although applying UMAP
to all examined machine learning models resulted in decreased performance across all metrics, it
also proved effective in significantly reducing both training and testing times. As shown in
Tables 4-11 and 4-12, there was a substantial reduction in training and testing time when UMAP

was applied.

Although all machine learning models without UMAP required longer training periods,
XGBoost outperformed the others by consuming less time. XGBoost demonstrates faster training
capabilities, making it more efficient for handling large datasets in comparison to Random Forest
and Gradient Boosting. Despite showing better performance than Random Forest across all
metrics, including accuracy, precision, recall, and F1 score, Gradient Boosting exhibited the

longest detection time.
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Chapter 5—Discussion and Conclusions
5.1 Discussion
The ongoing threat from insider actions remains a substantial concern for organizations,
resulting in significant financial losses, a decline in trust, and reputational harm. Consequently,
this issue requires urgent attention. Machine learning emerges as a promising domain with the

potential to swiftly and accurately detect and classify insider threats.

In this study, five classes of malicious insider threats were analyzed using the Session
15.2 dataset, and three machine learning algorithms were evaluated to identify the best performer
based on various metrics, including accuracy, precision, recall, F1-score, ROC/AUC, training
time, and testing time. Among the three classifiers, Extreme Gradient Boosting (XGBoost) and
Gradient Boosting demonstrated superior performance, while Random Forest recorded the
lowest results across all metrics. Furthermore, the use of Uniform Manifold Approximation and
Projection (UMAP) dimensionality reduction techniques reduces the performance of all
classifiers. However, the training and testing times significantly decrease when UMAP is

integrated into the algorithms for Random Forest, Gradient Boosting, and XGBoost.

The following outlines how the research questions are addressed within this study:

RQ1: Which is more effective in addressing the data imbalance issue: oversampling the minority
class or Synthetic Minority Over-Sampling Technique (SMOTE)?

SMOTE is the most effective sampler for insider threat datasets, as it effectively manages
class imbalance and helps achieve accurate and reliable results. The investigation results

conducted in this praxis indicate that SMOTE outperforms other balancing techniques. As shown
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in Table 5-1, SMOTE achieves the highest accuracy and precision across all machine learning
models, as well as the highest F1-score for XGBoost and Gradient Boosting. The next most
effective method is random oversampling, while random undersampling performs the worst
because undersampling removes valuable data from the dataset. SMOTE is applied exclusively
to the training data in this research.

Table 5-1. Test Results of Various Sampling Methods

Accuracy
Sampling Method ML Model (%) Precision | Recall | Fl-score

(%) (%) (%0)
Random Forest 99.8 83 89 85
Random Oversampling XGBoost 99.8 71 99 80
Gradient 99.8 78 99 86

Boosting
Random Undersampling | Random Forest 71 20 74 17
XGBoost 46.8 40 71 34
Gradient 68 20 74 17

Boosting
SMOTE Random Forest 100 88 75 80
XGBoost 100 90 96 93
Gradient 100 89 93 91

Boosting

RQ2: Which of Random Forest, XGBoost and Gradient Boosting can most accurately
predict insider attacks in the organizations?

One of the primary aims of this praxis is to identify a machine learning model capable of
detecting malicious insiders efficiently and in a timely manner. To achieve this objective, feature

selection was utilized to identify the most influential features. By focusing on the most
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influential features, ML models enhance performance, and decreases detection times, while
reducing the need for computational resources, power consumption, and storage requirements.

All Random Forest, XGBoost and Gradient Boosting demonstrated superior performance.
However, XGBoost stands out as the leading classifier, demonstrating superior predictive
capabilities. The findings in Table 5-2 indicate that XGBoost achieves the highest precision,
recall, and F1 score. Additionally, all models showed equal accuracy.

Table 5-2. Results of ML Moldels Across All Metrics

Machine | Accuracy | Precision Recall Fl-score | ROC/AUC

Learning (o) (o) (%) (%) (%)
Random 100 88 75 80 99.7
Forest

XGBoost 100 90 96 93 99.9
Gradient 100 89 93 91 99.96

Boosting

RQ3: Which features within datasets are most influential in accurately detecting and
preventing insider attacks within organizations in the United States?

Feature selection is used to identify the most critical features, allowing machine learning
models to increase performance and reduce detection times by concentrating on the most
relevant data. Fig. 4-13 below illustrates some of the features with the highest impact on the
performance of ML models including, n _concurrent sessions, usb_mean_usb dur, ITAdmin,

http mean _url depth, http leakf mean http ¢ nwords and http leakf mean url depth.
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Mounted at /content/drive

Top 110 features by importance:

Feature n_concurrent_sessions (0.07104394946919633)
Feature usb_mean_usb_dur (0.04078249405006353)

Feature ITAdmin (©.03918840870640608)

Feature http_mean_url_depth (©.030398328442098693)

Feature http_leakf_mean_http_c_nwords (©.029393263628000422)
Feature http_leakf_mean_url_depth (©.027674869387596557)
Feature dept (©.826410695542288073)

Feature http_leakf_mean_url_len (0.024175776843390152)
Feature usb_mean_file_tree_len (0.02320825957582833)
Feature http_n_leakf (0.021284953179903917)

Feature n_usb (©.020795782822636347)

Feature http_leakf _mean_http_c_len (8.02078168963720796)
Feature file_exef_mean_file_depth (0.01897582447497174)
Feature file_exef_mean_file_nwords (©.0818968168116188213)
Feature file_docf_mean_file_len (8.016764032778358643)

W oo NN OV h WM
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Figure. 5-1. Some of the Top 110 Features
This research examines whether removing irrelevant or noisy features from machine
learning models can improve performance and detection time. As shown in Table 5-3 below,
selecting and using only the top 110 features significantly enhances the performance across all

metrics and reduces the detection time of all machine learning models.
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Table 5-3. Performance of ML Moldels with and without Feature Selection

ML Recall | Precision | F1- | Accuracy | ROC/AUC | Testing

Models (%) (%) score (%) (%) Time
(%) (s)
XGBoost | 94 71 79 100 99.9 1.53
Without
Using | Gradient | 91 79 84 100 99.89 11.92
Feature | Boosting
Selection | Random 81 78 78 100 99.6 6.59
Forest
Using | XGBoost | 96 90 93 100 99.9 1.43
Feature | Gradient | 93 89 91 100 99.6 9.31
Selection | Boosting
Random 75 88 80 100 99.7 4.67
Forest

5.2 Conclusions

The first research question addressed in this study was to determine whether the
oversampling technique or the SMOTE method is more effective in managing class imbalance.
The findings revealed that SMOTE outperformed traditional oversampling in effectively
handling class imbalance within a highly imbalanced dataset.

The second research question aimed to identify which of the Random Forest, XGBoost,
and Gradient Boosting models can most accurately predict insider threats. The research findings
indicated that XGBoost was the top performer, achieving the highest scores across all metrics,

including superior detection capabilities.
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The final research question investigates which features within the datasets are most
influential in accurately detecting insider threats. Through the use of Random Forest feature

selection, the research identified the top 110 influential features from a total of 228 features.

5.3 Contributions to Body of Knowledge

Numerous articles have been published that discuss the challenges associated with
insider threat detection. To the best of our knowledge, only a limited number of studies have
focused on the timely detection of insider threats utilizing the highly imbalanced r5.2 CERT
dataset. This praxis introduces a range of techniques, including feature selection, dimensionality
reduction, and model optimization, to determine the most effective model among Random
Forest, Extreme Gradient Boosting (XGBoost), and Gradient Boosting for the efficient and rapid
detection of insider threats. In light of the r5.2 dataset's highly imbalanced nature, with only
0.184% of instances in the test dataset classified as malicious, all three machine learning
algorithms showed impressive performance and predictive capabilities without employing
UMAP. The research revealed that XGBoost stands out as the leading classifier, demonstrating
exceptional predictive capabilities while also necessitating the least amount of training time

overcoming the r5.2 dataset's highly imbalanced nature.

Additionally, the research demonstrated that while dimensionality reduction techniques
improved detection speeds, they significantly decreased the performance of all applied machine
learning models across various metrics, including accuracy, precision, recall, F1-score, and
ROC/AUC for this specific dataset. In terms of detection speed, Gradient Boosting recorded the
longest detection time, making it the slowest machine learning model in comparison to the

others.
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To improve the reliability and robustness of the ranking process, the research utilized 3-
fold cross-validation techniques on the Random Forest feature selection method to identify the
top 110 features from a total of 220. The remaining features were eliminated from the dataset
before being input into the machine learning models.

5.4 Recommendations for Future Research

The primary aim of this praxis is to design an innovative predictive machine learning
model capable of swiftly and accurately detecting and classifying malicious insiders. However,
future research could focus on developing a model that enables real-time detection and

classification of malicious insiders.

In our research, we utilized Synthetic Minority Over-Sampling Technique (SMOTE)
sampling techniques to balance the datasets. However, future studies could explore other
sampling methods, such as Random Under-Sampling, Cluster-Centroids, Tomek Links, and

NearMiss.

Future research could also focus on exploring various dimensionality reduction
techniques, applying the same methodology to non-synthetic datasets, and extending the

investigation to include other machine learning algorithms.
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Appendix A

Top 110 features by importance:

1. Feature n_concurrent_sessions (0.07104394946919633)

2. Feature usb_mean_usb_dur (0.04078249405006353)

3. Feature ITAdmin (0.03918840870640608)

4. Feature http mean_url depth (0.030398328442098693)

5. Feature http leakf mean http ¢ nwords (0.029393263628000422)
6. Feature http _leakf mean url depth (0.027674869387596557)

7. Feature dept (0.026410695542288073)

8. Feature http leakf mean url len (0.024175776843390152)

9. Feature usb_mean_file tree len (0.02320825957582833)

10. Feature http n_leakf (0.021284953179903917)

11. Feature n_usb (0.020795782822636347)

12. Feature http leakf mean http c len (0.02078168963720796)

13. Feature file exef mean file depth (0.01897582447497174)

14. Feature file exef mean file nwords (0.018968168110188213)
15. Feature file docf mean file len (0.016764032778358643)

16. Feature file_ mean_file depth (0.015618803161668473)

17. Feature file docf mean file depth (0.015151517293016321)

18. Feature file mean_file nwords (0.015070839440307229)

19. Feature file exef mean file len (0.013551946645489487)

20. Feature file_mean_file len (0.013059255276145014)

21. Feature isworkhour (0.012811561684562234)

22. Feature email send mail mean email text nwords (0.012441441112934794)
23. Feature email_send mail mean n_bccdes (0.012065872026443714)

81



24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.

41

42.
43.
44.
45.
46.
47.
48.
49.
50.
51.

Feature email send mail mean email text slen (0.012062427754337331)

Feature email mean n_bccdes (0.011784733066994735)

Feature f unit (0.011277883653570367)

Feature http_jobf mean http ¢ nwords (0.01082027539908072)
Feature file docf n-disk2 (0.010809164288392037)

Feature email mean n_atts (0.010779954622271139)

Feature http _otherf mean http ¢ nwords (0.010218306513461856)
Feature http_ mean_http ¢ len (0.010149649034525508)

Feature email mean e att sdoc (0.01009951323835316)

Feature http _otherf mean url depth (0.010047489154672866)
Feature file docf mean file nwords (0.009702366512236524)
Feature email send mail mean n_atts (0.008984907435710274)
Feature http _jobf mean_url len (0.008902657175238264)

Feature email mean e att doc (0.00879535780484973)

Feature email send mail mean n_exdes (0.008765021509094579)
Feature sessionid (0.008753954331959296)

Feature file docf n-from usbl (0.00869116222797088)

. Feature starttime (0.00813223876455578)

Feature http_hackf mean http ¢ nwords (0.008120552108900057)
Feature http_jobf mean url depth (0.007917926070502521)

Feature email _send mail mean email size (0.007874947560971507)
Feature endtime (0.007645783832982104)

Feature email n send mail (0.007608332718877714)

Feature email recvmail mean e att doc (0.0075944591409727626)
Feature http_ mean_http ¢ _nwords (0.007527057908116932)

Feature http hackf mean_url depth (0.007481236490825175)
Feature day (0.007087198684605917)

Feature http hackf mean_url len (0.0068712299455076335)
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52.
53.
54.

55

56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.

Feature http_jobf mean http c len (0.006815764981178931)
Feature email send mail mean n_des (0.006488963772426435)
Feature file n-disk2 (0.005677846366084715)

. Feature week (0.00553403364484337)

Feature file n-from usb1 (0.005527123779966757)

Feature http_hackf mean http ¢ len (0.005267230432801202)
Feature http _otherf mean http c len (0.005134708933227516)
Feature isafterhour (0.005041570456777838)

Feature http mean_url len (0.005011381722637569)

Feature email recvmail mean e att sdoc (0.0047977396282020916)
Feature pc (0.0046761047160740945)

Feature file n-file actl (0.004642461821116865)

Feature file n_docf (0.004461130313952321)

Feature email recvmail mean n_bccdes (0.004410785789995717)
Feature file docf n-file actl (0.004267613382299408)

Feature email_send mail n-exbcecmaill (0.004138680442515227)
Feature n_http (0.004135273999304467)

Feature role (0.0038471280511803226)

Feature email recvmail mean email text nwords (0.0037914891984042937)
Feature file docf n-disk1 (0.0037176978915139346)

Feature ses_start (0.003606239452995394)

Feature ses_end (0.0035057319305817976)

Feature email recvmail mean n_atts (0.0033576209682494025)
Feature duration (0.0033050736411322917)

Feature email send mail mean e att doc (0.0031603247053868)
Feature team (0.002963035025494305)

Feature n_file (0.0029166123107113597)

Feature email _mean_email_size (0.0028628785148470982)
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80.
81.
82.
83.
&4.
85.
86.
87.
88.
9.
90.
91.
92.
93.
94.
95.
96.
97.
98.
99.
100
101
102
103
104
105
106
107

Feature email mean n_des (0.0028470760200367835)

Feature http _otherf mean url len (0.0027930874193502386)

Feature email recvmail mean email size (0.0027506460278063872)
Feature file n-disk1 (0.002580969009838568)

Feature email _mean_email text slen (0.002570710551327397)
Feature email n-exbccmaill (0.002566676581963156)

Feature C (0.0024008225781847903)

Feature email _send mail mean e att sdoc (0.0023211599366277846)
Feature http_socnetf mean http ¢ len (0.002226868782450133)
Feature http _socnetf mean_url depth (0.0022144973199239816)
Feature E (0.00218443571868887)

Feature http n_jobf (0.002143410941042783)

Feature http n_otherf (0.0021231626650023436)

Feature email recvmail mean e att scomp (0.0020661117260846805)
Feature email mean e att comp (0.002024045541839025)

Feature A (0.001991173691138966)

Feature b_unit (0.001963352605666879)

Feature email recvmail mean n_des (0.0018486422394577101)
Feature user (0.0017598131878943332)

Feature email recvmail mean e att stxt (0.0016665296341359576)

. Feature O (0.0015948019466201892)

. Feature N (0.0015832157526692583)

. Feature n_allact (0.0015788103539234122)

. Feature http_socnetf mean url len (0.0014826047212240807)

. Feature email recvmail n-Xemaill (0.0014231481166505715)

. Feature file n-to usb1 (0.0013849290224379788)

. Feature email recvmail mean e att comp (0.0013528866022307115)
. Feature n_email (0.0013183983812207797)
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108. Feature email recvmail mean e att txt (0.0011283049264939466)
109. Feature http_socnetf mean_http ¢ nwords (0.0011050532734486179)
110. Feature project (0.0010825113092739385)

Cross-validation scores: [0.99968208 0.99995437 0.99993567]

Mean cross-validation score: 0.9998573729696844
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