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Abstract 
 
 

Cyber Deception Techniques and an Adversary Engagement Platform for 
Cybersecurity Enhancement 

 
 

The rapid advancement and increased sophistication of digital networks and devices within 

society have contributed to the elevation of the risk of cyberattacks from malicious 

attackers seeking to explore and exploit system vulnerabilities. Solar Winds develops and 

installs software that allows organizations to manage networks, systems, and information 

technology infrastructure effectively. Intrusion Detection Systems (IDSs) and the Active 

Deception Framework (ADF) are the primary ways of detecting unauthorized intrusions in 

information and network systems. This study consisted of two broad parts. Firstly, the 

study examined a breach of Solar Winds security in which attackers implemented a back 

door by injecting malicious code into the network operating system, despite the existence 

of a preinstalled IDS. Secondly, the study tested the effectiveness of an ADF and evaluated 

whether it offered better security against various attacks compared to the unenhanced ADF 

system and a reactive non-ADF system. It was hypothesized that a hybrid model integrating 

target defense (MTD) and cyber deception techniques offers a potential framework for 

addressing cyberattacks perpetuated through back doors in Solar Winds. The findings 

showed that the hybrid solution significantly reduced the mean time to detection of attacks 

by malicious actors seeking system access through back doors. ADF evaluation results 

showed that the enhanced ADF system was more effective than the unenhanced and non-

ADF systems. The enhanced ADF reduced the mean detection time by 1.5 min (50%) and 

increased the time needed for an adversary to attack by 20 min (125%) compared to the 

reactive solution. The enhanced ADF system also detected more than 90% of attackers’ 
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movements in the attack chain and revealed the cyberattack techniques and procedures with 

60% accuracy. The enhanced ADF is a promising system for organizations that operate in 

high-risk industries like software developers.   

Keywords: cyber deception, back door, moving target defense, adversary 

engagement, Solar Winds. 
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Chapter 1: Introduction 

1.1 Background  

The emergence of the COVID-19 pandemic forced organizations to apply remote 

working in their working environments (Chadee et al., 2021). Many organizations 

deployed cloud-based systems to enable their workers to work remotely, which increased 

the number of digital users globally. According to Phillips (2020), the proportion of people 

working remotely grew from 6% to over 48% during COVID-19 lockdowns. Phillips also 

reported teleworking rates as high as 61%. This has shifted the focus of hackers to home-

based networks and the vulnerabilities exposed by online workers accessing organizations’ 

systems from home. The surge in the uptake of technology used to facilitate working from 

home has made cyberattacks more attractive and potentially disastrous (Jang-Jaccard & 

Nepal, 2014). In India, for example, TNM Staff (2021) reported an almost 200% increase 

in the number of cyberattacks during the COVID-19 pandemic, with about 1,150,000 

incidents reported in 2020 alone. Large corporations have also emphasized the need to 

secure their networks due to the sensitive nature of the data they maintain (Vorakulpipat et 

al., 2017). 

Similarly, organizations must secure their networks to avoid financial losses 

associated with breaches, ransomware, and phishing attacks. According to Dalal et al. 

(2022), most organizations use basic techniques and software to protect against 

cyberattacks. Dynamic or active deception systems include sensors that examine the nature 

of attacks and predict the intentions of—and anticipate the capabilities of—attackers. One 

common technique used in active deception systems is the active deception framework 

(ADF), which can either be basic or enhanced. The ADF is an innovative systems-
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engineering approach to defense against cyberattacks (MITRE, 2021x). ADF systems 

provide a superior mechanism for ensuring the detection of threat actors and increase the 

probability of such detection. However, the complexity of ADF systems has resulted in the 

inefficient application of this technology. Such a system detects and blocks cyber threats, 

such as the sensors of distributed botnets. Most organizations use systems with no ADF 

that use other software, such as antivirus software, which is insufficient because hackers 

counter it with new malware and different attacks. Other organizations use ADF systems, 

which hackers have found ways to breach, although the impact is not so high. This 

difference indicates the existence of a gap that must be addressed because of the impact of 

network breaches. 

A need has arisen to enhance cybersecurity in digital interactions to protect the 

growing number of individuals who rely on information technology infrastructure in their 

work and personal lives. The need is particularly acute because most of those adopting 

digital technology to work from home are not security experts and, as such, are vulnerable 

to cyberattacks (Furnell & Shah, 2020). Such vulnerability extends to organizations with 

remote workers because attackers focus on such exposure to launch a variety of attacks on 

organizations’ systems. For example, a hacker can use phishing to get passwords to an 

organization’s database from users and hence manipulate data. A better system that ensures 

organizational systems and databases are safe is therefore needed. 

At present, only a few organizations are willing to adopt ADF systems because of 

the novelty of the framework (Islam & Al-Shaer, 2020). However, ADF systems appear 

more effective at detecting and managing threats than contemporary reactive systems. 

Reactive tools such as intrusion detection systems and intrusion prevention systems rely 
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mostly on databases of known attacks to detect network breaches. Such tools have become 

effective because most adversaries are a step ahead of them. However, deception 

technologies, such as the ADF, provide proactive defense measures that effectively detect 

adversaries and prevent system attacks. 

1.2 Research Motivation  

Cybersecurity is a major problem for Solar Winds, which develops and installs 

software solutions for customers. Intrusion Detection Systems (IDSs) and Active 

Deception Framework (ADF) are the primary ways information security professionals use 

to detect unauthorized intrusions in information and network systems. A hybrid model 

integrating target defense (MTD) and cyber deception techniques can provide a robust 

framework for addressing cyberattacks perpetuated through back doors in Solar Winds.  

Conventional cybersecurity solutions coupled with the IDS suffer from framework 

deficiencies that allow undetectable backdoor implementation and unauthorized access by 

malicious entities. Cybersecurity researchers have demonstrated the shortcomings of IDSs, 

in which unknown attack signatures and activity can easily bypass detection (Lin et al., 

2020). Further, reliance on a single cybersecurity framework affects the effectiveness of 

cyber protection because a single point of failure contributes to an increased frequency of 

blind distributed denial of service attacks (Ma et al., 2015). The novel solution investigated 

in this research addresses the research and cybersecurity practice gap by implementing an 

integrated framework encapsulating MTD, adversary engagement, honeypot deception 

techniques, and a conventional IDS, offering maximum protection against backdoor 

attacks. Integration of adversary engagement and deception techniques allows maximum 

network security and protection of information systems vulnerable to cyberattacks. 
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Adversary engagement in the proposed novel solution is based on MTD tuned to induce a 

rapid change in attack surfaces, contributing to changes in intruder attack targets. In 

practice, the MTD approach involves system reconfiguration, such as IP address shuffling 

or virtual machine migration, to dynamically change the available attack surface (Torquato 

& Vieira, 2020). 

Further, these adversary engagement techniques leverage the honeypot system, 

which redirects attackers away from critical systems holding data and network information, 

including the SolarWinds Orion Core and SolarWinds business layer. The honeypots seed 

decoy information and computer systems into the attack environment, luring attackers and 

guiding informed adversary engagement and protection of fundamental knowledge and 

network technologies. This research separates deception procedures from general MTD 

guard methods that primarily add elements (or developments) to a static framework to 

increase an adversary’s responsibility and lessen the effectiveness of their assaults. 

Although deception and MTD procedures might share goals, they accomplish those goals 

in different ways that add arbitrariness and camouflage to direct attackers. MTD protection 

methods may apply deception (Okhravi et al., 2014) and vice versa (Han et al., 2017). 

Existing research suggests that implementing deception systems coupled with 

MTD solutions and IDS, which Microsoft Bitdefender exemplifies, offers a better 

cybersecurity strategy. Although Bitdefender relies on intrusion detection, the proposed 

solution prevents the implementation of back doors in selected networks. This study 

addressed two research objectives: (a) to demonstrate whether the use of MTD and 

adversary deception can reduce the mean time to attacker detection and (b) to show that 

adversary deception plus MTD can guard against the installation of back doors within the 
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Windows operating system (Palmer, 2019). Most proposed solutions to prevent backdoors 

depend on data augmentation policies and the use of frameworks. Such solutions include 

automated static analysis of executable code (Wysopal et al., 2010), delta debugging and 

heuristics approaches (Schuster & Holz, 2013), sensitive flow tracking via BASEC (Xu et 

al., 2016), and secure authentication (Jyotiyana & Mishra, 2016). Although adopting 

frameworks and data augmentation policies may provide adequate security against 

backdoor attacks, their shortfall is that they rely on human intervention to work as expected. 

For instance, sensitive flow tracking (Xu et al., 2016) and analysis of executable code 

(Wysopal et al., 2010) rely on human interventions to work effectively. Therefore, the 

proposed solution aims to bridge this gap by providing an automated, dynamic solution 

that can track changes in computer system environments and respond appropriately through 

MTD (Bardas et al., 2017). For instance, procedures involving programming practices and 

malware used in a hostile manner for criminological purposes are dishonest because they 

require hiding and disguising framework data to guard against unapproved access. 

Likewise, security scanners act misleadingly by imitating ordinary clients and concealing 

their fundamental purposes. Malware examination frameworks attempt to misdirect 

pernicious programs by executing them in an instrumented sandbox as though they were 

running unrestricted. 

1.3 Problem Statement  

Leveraging cyber deception techniques and computational intelligence tactics 

strengthens the traditional cybersecurity framework, designed based on reactivity rather 

than proactivity during cyber defense (Mohan et al., 2022). Primary reactive tools and 

practices adopted within the traditional cybersecurity framework for SolarWinds include 
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signature-based detectors, a blocking system, intrusion detection, and a protection system. 

Increased application of information and network systems to corporate operations accounts 

for the adoption of cybersecurity architectures and practices for protecting critical 

information and data from malicious entities (Mohan et al., 2022). Although modernization 

and globalization have necessitated the incorporation of digital automation, digital 

communication, and information systems within contemporary business structures, critical 

data and information structures have come to depend on cyber techniques and solutions 

applied within plans primarily. Malicious cyberattacks and unauthorized access to 

networks and information systems have significantly increased in contemporary society. 

Hackers seek to acquire user data and critical information from networks and 

systems. Statistical evidence indicates that the incidence of cyber breaches and ransomware 

attacks in networks and information systems increased by 485% in 2020 relative to 

previous years (Coker, 2021). Although defenders have widely implemented various 

cybersecurity frameworks and techniques to protect critical networks and information 

systems from increasingly common malicious attacks, malicious attackers have applied 

dynamic approaches to system back doors to gain root access to information and network 

systems (Pandey et al., 2020). Empirical evidence indicates a 173% rise in backdoor attacks 

in 2019 relative to 2018. Most cybercriminals preferred back doors for undetected entry 

before 2019 (Pandey et al., 2020). The proposed adversary deception and engagement 

solutions address cybersecurity practice gaps by hiding target systems using decoying 

mechanisms and target movements. 

Bypassing the security framework within a target system is the initial step for an 

attack, enabling attackers to scan and identify various data systems and networks that 
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encompass an overall design. The proposed solutions focus on adversary engagements 

within backdoor entry points. The applied deception techniques prevent attackers from 

modifying or updating malware on an entire network or information system. A 

cybersecurity practitioner implements an intrusion detection system (IDS) within a system 

framework to monitor the web for potential malware activity, unauthorized intrusion, and 

access to information and network systems. However, IDSs have significant deficiencies 

that affect their capacity to detect and mitigate unknown attacks (Lin et al., 2020). The 

primary shortcoming of IDSs or scanners is that they only see malware with known 

signatures, and attackers can evade detection by obfuscating backdoor code. The proposed 

cyber deception techniques and moving target defense (MTD) solution address the research 

gap and practice shortfalls within modern cybersecurity systems by engaging with attackers 

who have evaded detection through the obfuscation of authentication protocols. 

This research study treats an attack on the SolarWinds platform as a case study 

(Microsoft, 2020). During the cyberattack, cybercriminals inserted malicious code into a 

dynamic link library (DLL) belonging to legitimate software. The compromised DLL file 

loaded and facilitated backdoor implementation within SolarWinds systems running the 

software. Although the malicious code was attached to a genuine DLL belonging to the 

software, conventional IDSs failed to detect the malicious activity, thereby allowing 

attackers backdoor access. Based on the SolarWinds attack, the researcher proposes a novel 

integrative solution for detecting, engaging with, and deceiving malware attackers that 

offers an effective cybersecurity solution for undetectable backdoor attacks. The proposed 

and tested novel solution leverages the benefits of integrating deception techniques 

(honeypot decoys) and adversary engagement tactics to reduce the mean time required to 
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detect an attack using a compromised back door. Further, integration of adversary 

engagement, MTD, and deception allows for greater than 90% trust in the protection of 

core systems and networks of SolarWinds. 

SolarWinds systems have remained exposed to backdoor attacks because of the 

ability of the back door to run malicious DLL code and malware that can exploit network 

and information systems. Conventional IDSs employ ineffective attack detection 

techniques that affect the integrity of their security. Poor attack detection significantly 

slows the implementation of a security solution after the successful execution of attack 

malware. Implementation of the proposed solution significantly improved attack detection, 

which allowed for quicker and better implementation of MTD, thereby shielding 

fundamental and critical parts of the SolarWinds system. The implemented solution 

functions more effectively than an IDS, allowing for productive and effective adversary 

engagement. Upon quick detection of attacker activity, the honeypot system offers 

protection to the entire system by allowing the execution of attack malware in a simulated 

decoy environment. 

The main objective of this research is to assess the effectiveness of an enhanced 

ADF system relative to that of both a basic ADF system and a non-ADF system using a 

contemporary reactive intrusion detection approach. The effectiveness of the observed 

systems was measured using the mean time to detection and the time taken by an attacker 

to launch an attack successfully (Taschler, 2018). Detection time and time taken by an 

attacker to launch an attack successfully indicate how systems function in terms of 

adversary detection and system control. 
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Straightforward, comprehensible recommendations regarding ADF systems would 

help most organizations and non-experts adopt the best cyber defense technology and make 

cyberspace a safer place to do business. A review of existing studies revealed that few 

researchers have rigorously compared deception systems with reactive systems. This 

research bridges that knowledge gap and guides the mitigation of cyberattacks through the 

enhancement of ADF systems. 

1.4 Key Research Elements  

1.4.1 Research Objectives  

The study has two main research objectives  

RO1: To evaluate the effectiveness of a novel hybrid model combining MTD and 

cyber deception techniques to mitigate back door threats perpetuated by malicious actors. 

RO2: To test the effectiveness of an advanced ADF against security threats 

compared to conventional ADF solutions.  

1.4.2 Research Questions  

Three specific research questions were generated from the two RQs, one question 

from RO1 and two questions from RQ2.  

Related to RO1:  

RQ1: How effective is a hybrid model combining MTD and cyber deception 

techniques in mitigating backdoor security threats that involve injecting malicious code 

into a network operating system? 

Related to RO2:  

RQ3 How does an ADF system improve cybersecurity? 
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RQ3 How does the performance of the ADF compare to a conventional 

unenhanced ADF system and a reactive non-ADF system? 

1.4.3 Research Hypotheses 

Five research hypotheses (RHs) were developed based on the preliminary 

literature review findings:  

Related to RQ1:  

RH1: A hybrid model integrating MTD and cyber deception is an effective 

solution in mitigating backdoor security threats. 

Related to RQ2:  

RH2: An ADF system reduces the mean time to detection. 

RH3: An ADF system detects more than 90% of an attacker’s movements in the 

attack chain. 

RH4: The enhanced ADF system reveals the attackers’ techniques, tactics, and 

procedures. 

RH5: The enhanced ADF system delays an attack by more than 20 minutes. 

1.5 Dissertation Outline  

The rest of the work is organized as follows. Chapter 2 provides an extensive 

literature review of the topic, including the cyber deception techniques and their benefits 

and disadvantages, the active deception framework, backdoor-based security threats, and 

the moving target technique. Chapter 3 describes the experimental methodology used for 

hybrid deception and the advanced ADF simulation and the associated experimental setups 

and configurations. Chapter 4 provides the evaluation and simulation results for the hybrid 

deception system and the ADF system. Chapter 5 discusses the results and the work's 
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conclusion and highlights the study's limitations and directions for future research. Overall, 

this work discusses the novelty of current research and the shortfalls of existing research. 

It also examines backdoor and operating system attacks, MTD, and the use of deception 

techniques to mitigate cyberattacks. Section 3 describes the methodology adopted to guide 

the research. Section 4 presents the results of this research. Section 5 discusses the results 

and presents conclusions.  
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Chapter 2: Literature Review 

2.1 Introduction  

This chapter provides a review of the literature on the topic of cyber deception 

strategies and related concepts, techniques, and practices. The research focuses on system 

intrusion using backdoor attacks, cybersecurity defenses based on adaptive deception 

strategies and the concept of Moving Target Defences. The chapter is organized as follows. 

Section 2.1 provides an overview of cyberattacks and security measures. Section 2.2 

addresses cyber deception techniques and its benefits and limitations. Section 2.3 examines 

active and adaptive cyber deception techniques. Section 2.4 reviews backdoor attacks while 

section 2.5 explores the MTD strategy. The aim of the literature review provided in this 

paper is to examine the current state of knowledge and practice. The literature review also 

identifies discernible trends and gaps in research.  

2.2 Overview of Cyberattacks and Security Measures and Controls  

2.2.1 Cyber Threats 

The term “cyber threat” refers to any situation, process, or event that can lead to 

harmful effects on information assets. The U.S. National Institute of Standards and 

Technology (NIST) defines cyber threat as a situation with the potential to cause harmful 

impacts on organizational functions and operations (Nieles et al., 2017). There are various 

types of threats facing organizations. The common types of cyber threats facing 

organizations are malware, ransomware, Distributed Denial of Service (DDoS), and SQL 

injection. There are various ways of classifying security threats. For example, security 

threats can be internal or external depending on the source and/or recipient. Internal threats 

are known as insider threats and involve malicious users, careless users, and compromised 
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users. A careless worker is an employee or other user with privileged access to data who 

does not follow established security policies or practices. For example, a careless user may 

install unauthorized applications or exhibit negligent security behavior like clicking 

suspicious URL links and opening unknown email attachments. A disgruntled employee is 

a user who has malicious intent, such as destroying data and disabling systems to disrupt 

business functions and operations. An insider can also be a third party, such as a business 

partner who compromises enterprise cybersecurity through carelessness or malicious 

access to information assets. Insider threats are commonly motivated by financial gain 

through fraud, espionage, theft of intellectual property, and sabotage. External threats 

usually involve external hackers, cybercriminals, nation-states, and malicious software. 

Cybersecurity threats can also be categorized based on threat motivation. Threat actors can 

be motivated by financial gain, theft of information, destruction, political goals, or revenge. 

There are various taxonomies for classifying cyber threats (Mohsen et al., 2022; Pool & 

Venter, 2022), which facilitate the understanding of the various security threats. However, 

there is no universally accepted taxonomy of cyber threats. Therefore, cybersecurity threats 

can be categorized into distinct categories depending on the components they target, the 

source of the attack, and the motivation behind the attack. Some threats are associated with 

people. The assumption is that people represent the weakest link in enterprise security. The 

threats that are associated with people include inadvertent, deliberate, or due to inaction. 

Other attacks are associated with systems and technology failure. These threats may 

involve hardware devices, software systems, and entire information systems. Some threats 

are associated with failure of internal processes, such as the failure of process controls or 
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process design. The largest category of threats is associated with external events, such as 

hackers.  

According to El Kamel et al. (2020), cyberattacks have increased exponentially in 

frequency and sophistication over time. Expert-based analysis tools are limited in their 

ability to classify attacks, which increases the time needed to identify threats. One 

vulnerability that attackers exploit is based on ports (communication endpoints in 

networks), which have proliferated with the growth of networking. According to Phillips 

(2020), cybercriminals increased their attacks against vulnerable internet users during the 

COVID-19 pandemic. Furnell and Shah (2020) argued that the increase in the number of 

people working from home during the pandemic enhanced the threat landscape and 

increased the number of cyberattacks. In the United Kingdom, only 15% of employees 

were working from home before the lockdown. However, by the peak of the lockdown, 

this figure had reached an estimated 38% because of an additional 6,800,000 people 

working from home. 

This research contributes to protection against cyber threats via enhanced ADF by 

highlighting an example of malicious bots used to attack a computer network. Bots are 

software applications that conduct automatic, repetitive, predefined operations. Developers 

create them with different aims, such as hacking into other systems, testing the security of 

their systems, and SQL injection and reverse engineering. 

2.2.2 Cybersecurity Measures 

Cybersecurity measures are strategies for reducing weaknesses and vulnerabilities 

that attackers can exploit within an organization’s computer systems (Christen et al., 2020). 

Tabassum and Baker (2020) reported that organizations still widely use reactive tools even 
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though such tools are ineffective at preventing certain kinds of attacks. Reactive protection 

against cybercriminals involves using a variety of tools to identify and thwart attacks 

(Tabassum & Baker, 2020). Such tools include constantly reminding employees to engage 

in simple security behaviors and practices (such as using firewalls for all internet 

connections), updating antivirus and antispyware software, regularly updating operating 

systems and applications, changing passwords, and remaining aware of potential threats in 

the cyber environment (Tabassum & Baker, 2020). 

Cybersecurity measures are also referred to as cybersecurity controls or 

countermeasures. There are three broad categories of cybersecurity controls: technical 

controls, administrative controls, and physical controls (Joint Task Force, 2020). Technical 

controls or logical controls are used to reduce cyber threats on hardware and software 

components. Technical controls usually include automated software tools installed on 

information systems to provide security services like encryption, anti-malware, firewalls, 

and intrusion detection and prevention. IDS and IPS are examples of technical or logical 

controls. Administrative controls include policies, best practices, and guidelines describing 

how users should use information systems. Administrative controls include management 

controls, which focus on risk management and security management, as well as operational 

controls. On the other hand, physical controls refer to physical measures used to prevent 

unauthorized access to privacy-sensitive data (Joint Task Force, 2020). The common 

physical controls in modern enterprises include surveillance cameras, security guards, 

locked fences, and biometric systems. There are also preventive security controls, which 

are designed to prevent unauthorized access through hardening of information systems and 

security awareness training.  
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Intrusion detection is a technique of monitoring computer networks and 

information systems to detect an attack or unauthorized use of computing resources (Joint 

Task Force, 2020).  Unlike preventive controls, which aim to prevent an attack, detective 

controls help to find errors. Detective controls include log monitoring to analyze network 

traffic, security audits, and security information and event management. Modern IDS 

monitor network traffic and identify potentially malicious activity before successful 

exploitation. There are also corrective controls, which are designed to make a system that 

has malfunctioned to become useful again. 

2.2.3 Shortcomings of Reactive Techniques 

Most traditional cybersecurity protocols are perimeter-based; they detect incidents 

on devices and network systems using known patterns derived from past attacks. However, 

in the presence of hard-coded encryption, default pins and passwords, and inconsistent 

firmware updates, these traditional measures have become vulnerable to attack (Graves, 

2019). The same issues also arise because of using proprietary and standard protocols in 

programmable logic controllers. Whether threats result from errors or malicious attacks, 

defenders need effective protocols to detect compromises in their systems and networks 

quickly. However, advances in attackers’ skills, enabling them to get into any network, 

have made defense difficult (Safran & Desai, 2019). A need has thus emerged for 

alternative approaches to cybersecurity. 

Graves (2019) further argued that attackers are always a step ahead of reactive 

defenses, and insiders can also easily bypass reactive security measures. Bypassing an 

antivirus tool is as simple as blending innocuous-looking code with malware (Aria 

Cybersecurity Solutions, 2020). Organizations may implement reactive measures to defend 
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against insider threats, but the risk remains that privileged users can mount successful data 

breaches because they know the exact reactive measures installed and can cover their tracks 

without detection (Graves, 2019). 

Reactive tools, such as antivirus systems and firewalls, have shortcomings that 

substantiate the need for dynamic tools. The first disadvantage of reactive tools is that 

adopting many such tools creates too much noise. The second disadvantage of reactive 

tools is that they lead to low network visibility. Most organizations spend much time 

detecting and preventing attacks within their perimeters, which is best practice. However, 

doing so means a huge proportion of their network traffic goes unmonitored. Overemphasis 

on perimeter detection can prevent the detection of an intrusion after a breach of a 

perimeter. This elevates the risk for affected organizations. 

The third disadvantage of reactive tools is that they involve resource-demanding 

and complex security packages. Many organizations have highly complex cybersecurity 

infrastructures of networks, systems, and applications held in various environments, 

including private clouds, public clouds, and on-premises data centers. The fourth 

disadvantage of reactive tools relates to regulatory compliance. The mean time needed to 

detect or identify a threat with existing reactive security tools is 197 days, and the mean 

time needed to contain a detected threat is 69 days (Graves, 2019). 

2.3 Threat Deception Strategies  

2.3.1 Overview of Threat Deception Techniques  

Threat deception techniques have proven effective as cybersecurity solutions 

because they do not depend on familiar attack patterns or signatures. Instead, deception 

techniques rely on traffic monitoring to detect suspicious behavior (Böck et al., 2019). 
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Unlike proprietary protocols, which add technological infrastructure to guard against 

attacks, deception relies on the assumption that attackers are already in a network and 

involves luring attackers into exposing themselves before they cause harm (Dickinson, 

2021). Deception technologies typically involve creating resources that attract an adversary 

with the intention of encouraging the attacker to become exposed. Modern deception 

techniques allow information security teams to detect attacks by creating alerts when an 

adversary approaches a decoy. The traditional detection techniques reduced the time an 

adversary can remain on the network to avoid escalation of malicious activity to legitimate 

resources. This strategy also reduces the cost of a resource compromise and enables 

immediate remediation. Deception technologies can also allow information security teams 

to gather information about the attacker’s behavior, including the tools and techniques used 

to conduct an attack. Deception has long been employed in warfare. As physical warfare 

has evolved into cyber warfare, deception techniques have also evolved (Brzeczko et al., 

2014). Although many researchers investigating deception have focused on security’s 

cognitive or human components, advances in networking and computing (e.g., 

virtualization) have created a conducive environment in which to exercise technological 

deception. In this research, the researcher approached deception from a technological 

standpoint rather than a cognitive one. 

The adoption of cyber deception techniques has increased in popularity in the past 

decade because of their effectiveness at redirecting and rerouting attacks away from critical 

network resources and data (Zhang & Thing, 2021). The adoption of cyber deception 

tools—including honeypots, honey tokens, and MTD—can secure networks and systems 

through the development of holistic solutions. Although novel honeypot deception 



19 
 

techniques primarily introduce decoy clones with attributes of actual target systems, these 

deception techniques help to waste time and resources of intruders, which substantially 

reduces the risk of malicious system access. From a broader perspective, the proposed 

implementation of honeypots and MTD leverages camouflage and defensive deception 

tactics, increasing the uncertainty of adversaries by obscuring real targets and reducing the 

value of adversaries’ information-gathering procedures. Cyber deception involves 

deploying a network of decoy assets to expend adversaries’ resources while allowing 

network administrators to gain information about adversaries’ strategies, tactics, and 

capabilities. Amin et al. (2019) proposed designing and placing decoys based on scenarios 

in which defenders’ actions cause attackers to change tactics and strategies dynamically. 

The system ensures a trade-off between security and availability. These findings suggest 

that significant advancements have enabled defenders to influence attackers’ actions 

through fake networks. 

Gaspari et al. (2019) proposed an automated intelligent cyber deception system that 

can dynamically plan deception strategies and use actuators to implement cyber deception 

measures. The purpose of the study was to examine the application of intelligent cyber 

deception systems. The researchers define an “intelligent agent” as an entity that has the 

capability to make autonomous decisions based on information collected through sensors. 

Agents can use various methods to make decisions, including using knowledge-based 

systems and ML techniques. However, there are several obstacles to cyber deception using 

autonomous agents, including the complexity and large space within which agents operate. 

According to the researchers, AI networks and Deep Learning (DP) techniques can 

overcome challenges associated with autonomous agents. However, it is noted that the 
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current DL techniques are used most to develop new attacks and attack detection, while 

deep neural networks are vulnerable to adversarial attacks. These attacks can target the 

decision-making processes of the autonomous agents, which can trick the system into 

making detrimental decisions. An intelligent cyber deception system using autonomous 

agents requires sensors and actuators to gather data on how the adversary interacts with the 

system. The researchers discussed an automated cyber deception system known as “Attack 

Hindered by Employing Active Defense (AHEAD).” The system consists of an 

autonomous agent that uses a set of active defense tools as sensors and actuators. The key 

components of this system include an autonomous agent, a controller, and a honeypot. 

Figure 1 shows the AHEAD system and the ADARCH system proposed by Gaspari et al. 

(2018). The ADARCH system is an improved adaptive cyber deception method deployed 

in a real-world production environment. ADARCH is an improvement of the AHEAD 

system. 
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Figure 1. The architecture of the AHEAD system and an improved ADARCH system 

(Gaspari et al., 2019). 
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The proposed system is different from honeypots in several ways. Firstly, AHEAD 

Pot is implemented together with production services in a real-world system as opposed to 

using a virtual machine. Secondly, the AHEAD Pot system mitigates one major problem 

with honeypots – ease of detection. This advantage is achieved by deploying the deception 

system alongside the services. In addition, the AHEAD system has a design that prevents 

attackers from identifying vulnerable services in production systems, as well as advanced 

monitoring capabilities. The use of containers isolates the honeypot from the production 

system, which enhances its safety and ensures that it does not introduce an additional attack 

vector. The AHEAD controller allows better control over the defense strategy during an 

active attack. However, the researchers realized that the prototype had several limitations, 

including the use of heterogeneous programming languages and tools based on diverse 

logging formats. To address these issues, the researchers designed and deployed a new 

cross-platform architecture known as the “Active defense ARCHitecture (ADARCH)” 

(Gaspari et al., 2019). The main goal of designing ADARCH was to simplify the 

deployment of the common functionalities of various defense tools and provide a standard 

interface for interactions between the tools and the controller. The improved system also 

uses container technology based on Docker to isolate the system from the production 

system. The main advantage of the ADARCH system is that it deploys common functions 

for multiple defense tools, like logging and networking tools. This system also provides a 

transparent interface, which allows developers to create software implementations 

relatively quickly compared to the traditional approach. The researchers assessed the 

advantages of the improved autonomous agent system by deploying it using Portspoof. The 

evaluation results showed that ADARCH consists of less than 100 lines of code (Gaspari 
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et al., 2019). The functionalities of the AHEAD and ADARCH were similar. However, 

ADARCH exhibited lower computational overhead and simplified the development of the 

defense tools. It was concluded that ADARCH could perform better than stand-alone cyber 

deception tools, with its simplicity being a justification for using it. 

Dynamic cyber deception systems have been developed using online learning 

methods. In one of the studies, Gutierrez and Kiekintveld (2020) proposed an online 

learning method that would enable cyber deception systems to adapt their deception 

strategies as they interact with attackers. The main objective of integrating online learning 

was to make cyber deception a more effective tool, considering the costs and benefits of 

adapting the deception technique. Gutierrez and Kiekintveld (2020) presented a formal 

framework underpinning how to manage novel threats, such as zero-day attacks, by 

encouraging the attackers to interact with various deception techniques and strategies. 

Moreover, the researchers demonstrated how to deploy honeypots and conducted 

simulations to evaluate the proposed system. The use of human subjects in the follow-up 

study allowed the researchers to adapt the study to the conditions of the deception 

operation. Overall, the experimental approach showed that adaptive learning models are 

useful tools for dynamic cyber deception, although this approach has been widely ignored 

in the literature.  

Several researchers have examined the effectiveness of deception techniques for 

the mitigation of a variety of types of attacks, including backdoor attacks. Agbedanu et al. 

(2018) deployed a series of honeypots to mitigate computer attacks in an education service 

network. Generally, honeypots fall into two categories depending on the deployment 

environment: production honeypots, which are used as decoy systems within operating 
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networks, and research decoys, which are used for experimental purposes in educational or 

research institutions. However, honeypots can also be categorized further according to the 

level of interactions and complexity. Honeypot systems that mimic real-world applications 

with actual services are called high-interaction honeypots. These systems can provide 

detailed information on security threats and payload execution in a network. However, 

high-interaction honeypots are actual systems that pose a serious threat to the real network 

by providing an additional attack surface. Medium-interaction honeypots have expanded 

capabilities than ordinary honeypots. These systems mimic the application layer of a 

system, but they do not have a complete execution environment. Most medium-interaction 

honeypots do not have a supporting OS, which eliminates the threats that may exploit 

vulnerabilities in these systems or their interfaces. The main purpose of using medium-

interaction honeypots is to slow down attackers and give organizations time to respond to 

attacks. On the other hand, low-interaction honeypots only enable partial interaction with 

real-world systems. These systems typically run on emulated services with minimal 

functionality beyond that of a security defense system. The application of low-interaction 

honeypots is limited to production environments.   

Agbedanu et al. (2018) used a hybrid honeypot combining three types of 

honeypots—low-, medium-, and high-interaction targets. The low-interaction honeypots in 

this system consisted of Valhalla and Honeyd. The medium-interaction honeypot was 

Cowrie, while the high-interaction honeypots were Windows, and Data collection occurred 

for each of several types of attacks, such as port scanning attacks, HTTP authentication 

brute force attacks, spam, SQL injection, and SSH brute force attacks (Agbedanu et al., 

2018). The honeypots remained in the network for three months (from October to 



25 
 

December of 2017). The data indicated that the honeypots received up to 5,061 attack 

connections. Therefore, this study demonstrated that honeypots are an effective strategy 

because they reroute a variety of attacks against an entire network, thereby protecting 

network users and assets. Figure 2 illustrates a hybrid honeypot system architecture 

proposed by Agbedanu et al. (2018).  

 

Figure 2. The proposed hybrid honeypot architecture (Agbedanu et al., 2018). 

For the honeypot to strengthen enterprise cybersecurity, the system should be 

deployed periodically on the enterprise network to determine the kind of attacks being 

launched against its information assets. Using attack data can help information security 

experts to learn more about the skills and tools being used to attack enterprise networks. 

Since honeypots are used in controlled and safe computing environments, they can be a 

useful tool for analyzing how attackers work and the threats they pose to information 

systems. The study by Agbedanu et al. (2018) demonstrates the specific deception 
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techniques and strategies that can be employed using hybrid honeypots. Honeypot 

deception systems have been used extensively for various kinds of cyber-attacks.  

Tiruvakadu and Pallapa (2018) deployed a honeypot, in their case, to confirm a 

wormhole in a mobile ad hoc network. The honeypot system called the “Wormhole Attack 

Confirmation (WAC)” system was based on honeypot technology. The aim of the honeypot 

system was to address the problem of false alarm rates in a “Mobile Ad hoc Network 

(MANET)” and protect computing resources in the mobile network. The researchers 

designed a Wormhole Attack Tree by mapping the symptoms of a wormhole attack. The 

honeypot confirmed wormhole attacks via the history of seizures and the Wormhole Attack 

Tree. Additional findings indicated that confirmation of attacks saved resources and 

minimized the re-establishment of resources (Tiruvakadu & Pallapa, 2018). Simulation of 

the proposed honeypot system in varying MANET environments showed that the system 

could save resources and minimize the threat by redirecting the attack.   

In another research on honeypot deception technology, Sharma and Kaul (2018) 

examined the current trends and challenges facing the deployment of intrusion detection 

systems. The survey paper provided a review of the relevant IDS concepts and analyzed 

the techniques used in Vehicular Ad hoc Networks (VANETs), a type of mobile ad hoc 

network. Their results showed that honeypots delivered better performance than IDSs, 

which faced challenges in vehicular ad hoc networks. Their findings also revealed that 

honeypots effectively identified zero-day attacks with minimal overhead cost compared to 

IDS solutions (Sharma & Kaul, 2018). Furthermore, the abilities of IDS solutions were 

limited in vehicular ad hoc networks because of such constraints as the use of specific 

protocol stacks and standards and resource-constrained and highly mobile nodes. 
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To demonstrate the capabilities of honeypot systems deployed on IDSs, Artail et al. 

(2006) implemented a honeypot network to improve IDSs and adapt to changes in an 

organizational network. The researchers used low-interaction honeypots as service 

emulators of operating systems and other services, directing malware traffic to honeypots 

where attackers interacted with genuine services. The authors demonstrated the advantages 

of using a hybrid network of honeypots. The purpose of the proposed honeypot system was 

to provide a framework for representing honeypot-based solutions for intrusion monitoring 

and detection. The proposed solution consists of an adaptable honeypot-based IDS that 

changes to match changes in the dynamic deployment environment within an 

organizational network. The intent was to deploy the honeypot system using existing 

unused IP addresses such that the system emulates and mimics the operating systems and 

services of the production network devices. Network administrators could record the 

activities of intruders, which facilitated actions to safeguard the network (Artail et al., 

2006). Figure 3 shows a hybrid honeypot system that combines both low-interaction 

(honeyds) and high-interaction (honeynet) honeypots deployed in a production setting. 
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Figure 3. Hybrid honeypot system combining high-interaction and low-interaction 

honeypots (Artail et al., 2016).  

The main advantage of the hybrid honeypot approach deployed in this paper is that 

it requires minimum intervention from network administrators because it adjusts 

automatically to the network status. Moreover, the honeypot system magnifies the high-

interaction honeypots by redirecting traffic from the honeypot, which makes the honeypot 

an attractive target for intruders.  

Portokalidis and Bos (2007) similarly implemented a hybrid network of honeypots, 

including high- and low-interaction targets, to detect worms. The researchers examined the 

deployment of a hybrid honeypot known as SweetBait, which consists of an automated 

protection system that analyses and recognizes suspicious network traffic. By design, 

SweetBait attempted to deal with the problem of worms that spread fast in networks. The 

honeypot system also addresses worms that spread slowly, including diverse characteristics 
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of malware. The system consists of various components, which can be categorized into two 

major groups: sensors and control elements (Portokalidis & Bos, 2007). The sensor 

components include the IDS and IPS, while the control components include the control 

centers and a global control center. The system was positioned on the network to receive 

data being transmitted to decoy IP addresses or the enterprise subnet. The system filters the 

data to remove characteristics of traffic patterns. The remaining data is considered 

malicious and is used to create malware-based NID signatures. The nefarious signatures 

are compared with known anomalous signatures in the command and control center. The 

CC uses the information to determine which signatures to direct to the NID and NIP 

subsystems.  Figure 4 shows the architecture of a honeypot system proposed by 

Portokalidis and Bos (2007). The system consists of an IPS sensor, IDS sensor, control 

center, and intranet hosts.  

 

Figure 4. The architecture of the proposed honeypot system (Portokalidis & Bos, 2007). 

Portokalidis and Bos (2007) used the honeypots to check and report suspicious 

traffic. The authors found that after discarding safelist patterns, the system generated worm 
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signatures automatically. The system distributed those signatures immediately to intrusion 

detection and prevention systems to reduce response time. These insights emphasize the 

benefits of adopting deception solutions to mitigate attacks by redirecting and rerouting 

traffic away from a network. There is a need to identify cyberattacks using cyber detection 

techniques to shift from static to more dynamic techniques.  

2.3.2 Benefits of Threat Deception Techniques 

The first key benefit of cyber threat deception techniques is that they facilitate rapid 

detection of imminent threats and enable administrators to respond quickly to those threats 

(Han et al., 2018). Han et al. (2018) posited that these techniques allow the detection of 

intruder activity within a network as intruders interact with different assets in the network. 

Dickinson (2021) reported that deception tools lure attackers by using attractive resource 

names or breadcrumb trails that make deceptive assets more attractive or vulnerable than 

tangible assets. The author argued that placing deception assets where attackers focus their 

attention increases the chance of adversary interaction. Deceptive defenses help 

organizations respond to incidents more efficiently and effectively because their interactive 

nature enables the collection of significant information about adversaries. However, faster 

detection does not guarantee successful detection. Accuracy of detection is paramount. 

Traditional deception technologies tend to balance the rate of false-positive results with 

false-negative results; that is, balancing between precision and accuracy.  False positive 

results occur when an intrusion detection system identifies an activity malicious attack 

when it is not malicious. False positives are considered false alarms in security systems. 

However, the major concern in deception technologies is a false negative. A false negative 

refers to a situation whereby a threat detection system identifies an activity as normal when 
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the activity is actually an attack or related to an attack. A high false negative rate is a 

problem in deception technologies because it can mean that attackers remain undetected. 

On the other hand, false positives represent noise in detection systems. The main problem 

with false positives is that they may distract defenders from the real threats.  The advantage 

of modern cyber deception technologies is that they reduce false positives because no 

interaction between a threat and a decoy should be expected under normal circumstances. 

Any interaction between an actor and a decoy suggests a suspicious activity. Similarly, 

faster and more accurate deception technologies do not guarantee success without effective 

and efficient responses. Since decoys are typically interactive, they provide the opportunity 

for gathering large quantities of threat intelligence. The information collected about a threat 

is not simply an indication that a suspicious activity has happened. Rather, the information 

can include detailed intelligence about the source of the attack and the techniques the 

attacker used. This information makes threat analysis a possibility. 

A second benefit of threat deception techniques relates to threat analysis. Deception 

tools enable a network’s administrators to detect the presence of intruders in the network 

and, as a result, gain intelligence on their activities (Dickinson, 2021). The more interactive 

a system is, the more adversaries will interact with it (Stout & Urias, 2017). Deception 

technology is considered an incident detection and response technology because it allows 

information security teams to detect, analyze, and protect information assets from advanced 

threats by enticing attackers to interact with decoys. Threat analysis involves identifying 

the hosts that an adversary has visited and the tools and techniques that they use, as well as 

the security vulnerabilities they target and the potential threats that can exploit these 

vulnerabilities.  
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The third benefit of threat deception techniques is that deception tools facilitate the 

prevention of attacks, reducing the risk that adversaries will compromise particular 

production systems (Dickinson, 2021). Defense teams can prevent production system 

breaches by quickly detecting and responding to intrusions (NTT Security, 2018). 

Increasing the attractiveness of decoys to adversaries increases the likelihood of interaction 

between adversaries and decoys. 

2.3.3 Shortcomings of Threat Deception Techniques 

Many security systems have difficulty detecting advanced persistent threats 

because attackers can test their tools against various products before using them. Attackers 

can thus employ obfuscation tactics to evade malware identification (Cherdantseva et al., 

2016). Many commonly deployed detection systems allow remote attackers to employ 

legitimate functions without detection on the systems they attack because those systems 

cannot see such malicious activity. 

Because attack signatures change rapidly, subscription to threat intelligence 

notifications or information sharing fails to identify all attackers. Network traffic 

inspection may also fail to identify advanced persistent threats that use valid traffic 

encryption. Although intercepting encrypted traffic can be useful, without prior 

information about common signatures, standard security tools fail to identify and defend 

against adverse actions that make use of encryption. Locating malicious activity and 

differentiating it from benign system behavior is almost impossible without correctly 

developed HTTP traffic (Cherdantseva et al., 2016).  
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2.4 Active Deception Framework 

Cyber deception is a proactive cyber defense strategy that emphasizes confusing, 

misleading, and diverting attacks to fake goals (Islam & Al-Shaer, 2020). However, 

implementing an effective cyber deception technique in real-world operational networks 

and systems is a challenging and time-consuming process due to the complexities 

associated with implementing and configuring network functions to support cyber 

deception capabilities. This means that effective cyber deception requires continuous 

network monitoring to detect potentially malicious activities and enable safe deployment 

in operational networks. There is a paucity of validated deceptive frameworks that provide 

efficient and adaptive cyber deception. However, the concept of active or adaptive 

deception continues to elicit scholarly attention.  

Islam and Al-Shaer (2020) presented an “Active Deception Framework (ADF)” for 

advanced cyber deception applications by integrating extensible APIs to protect the system 

from nefarious activities. The ADF aimed to provide an open environment for sophisticated 

cyber deception using APIs and integrating superior decision-making components based 

on the ‘Satisfiability Modulo Theories (SMT)”. SMT is concerned with checking whether 

logical formulas are satisfactory based on background theory. The ADF also consists of 

modules for verification analysis using ConfigChecker and automated orchestration using 

a controller. The APIs transform the functionality of the security system from conventional 

cyber deception to a cyber service. The API is extensible, which means it can accommodate 

additional functions based on the deployment environment. The API defines the 

configuration parameters for the honeypots, decoys, and other deception tools deployed on 

the system. Figure 5 shows an ADF proposed by Islam and Al-Shaer (2020). The system 
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consists of three layers: an active deception API, an Active Deception Controller (ADC), 

and an Open Daylight Controller with OpenFlow protocol.  

 

Figure 5. Proposed Active Deception Framework (Islam & Al-Shaer, 2020). 

The ADF consists of sensors for monitoring adversary actions and solvers like SMT 

and ConfigChecker for optimizing deception planning activities. An evaluation of the 

proposed ADF model showed that it provides a rapid and cost-effective implementation of 

sophisticated, active deception in real-world networks.  

In another study, Cranford et al. (2020) presented an adaptive cyber deception 

technique using cognitive modeling. According to the researchers, signaling algorithms are 

not effective against rational humans. These algorithms are static and are not personalized 

to individuals. The researchers hypothesized that a signaling scheme that is adaptive to the 

individual could perform better than the conventional signaling scheme by mimicking 

human behavior. Therefore, the researchers developed a signaling scheme that is optimized 

for rational adversaries using the cognitive modeling approach. The assumption behind this 
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work is that individual attackers behave differently in response to repeated experiences 

with deceptive signals. An adaptive signaling scheme based on cognitive principles helps 

to modify the deception rate according to the behavior of an individual (Cranford et al., 

2020). If an individual attacker experiences rewards when attacking a target, it increases 

the likelihood of attacking it again. However, penalties experienced during an attack may 

reduce the likelihood of the attacker attacking the target again. The researchers evaluated 

the effectiveness of the cognitive signaling scheme based on cognitive model simulations 

and human behavioral experiments (Cranford et al., 2020).  The evaluation involved 

comparing predictions obtained using the cognitive signaling scheme and the performance 

of human participants. The evaluation results show that the cognitive model increased 

compliance with deceptive signals beyond the conventional deceptive signaling scheme. 

The findings demonstrate that the proposed deception system improves the traditional 

signaling schemes using human cognition. The cognitive model can influence human 

behavior, as proven by comparing it with human experiments.  

Chiang et al. (2016) presented an adaptive cyber deception system known as 

ACyDS, which examines each host in a business enterprise network, like topology and IP 

address information, without revealing the real network configuration details. ACyDS 

provides four deception capabilities: view isolation, dynamic view change, large serge 

space, and active deception. The proposed system uses “Software Defined Technologies 

(SDN)” like OpenFlow controllers and switches. The key components of the ACyDS 

architecture include the View Generator module, which creates network views for hosts 

and stores them in a database system known as the View Database (Chiang et al., 2016). 

The system consists of an SDN Controller for managing packet modification in the SDN 
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switch. ACyDS also consists of DNS, DHCP, Deception Server, as well as Exchange 

Server and Honeypot modules. Figure 6 demonstrates the architecture of ACyDS. The 

architecture is based on SDN and consists of a deception server, exchange server, DNS, 

DHCP, SDN controllers, a honeypot, and a database.  

 

Figure 6. ACyDS architecture (Chiang et al., 2016). 

ACyDS supports low-interaction honeypots, like HoneyD, but it can support any 

honeypot that can provide deception functionality over the IP layer. The SDN controller 

determines whether to forward traffic to the honeypot. The honeypots allow the system to 

customize the network view using the available information on the historical activities 

happening on the network as presented by the hosts (Chiang et al., 2016) by customizing 

the views. The security system obtains additional network activity from potentially 

malicious hosts to assess whether the host is compromised and learn the intentions of an 

attacker.  

Overall, the cyber deception systems described in this section show that an active 

and adaptive cyber deception system should provide five capabilities or components. 



37 
 

Firstly, the active cyber deception system should provide discovery or learn the network 

layout and the activities and profiles of all the network assets or hosts. A traffic analysis 

engine is a common component for mapping the network and assets connected to the 

network to enhance the functionality of the deception solution. Continuous network 

visibility ensures that the defense system is aware of all changes to the network to adapt it 

to the deception layer. Secondly, the advanced deception systems use decoys and 

breadcrumbs, which resemble real-life assets in a network. The design of the decoys and 

other cyber deception tools is based on information gathered during the discovery phase. 

The intent is to ensure that decoys appear like other assets in a network. Thirdly, the active 

and adaptive deception systems rely on accurate positioning of the deception tools and 

components to enhance the success of the deception strategy. The idea is to deploy 

deception components and tools that match respective resources in a network. Therefore, 

the distribution of deception components should be automated to ensure accurate 

placement. Another characteristic of an effective adaptive deception system is the accuracy 

of detection. The available active deception systems use network traffic analysis engines 

to enhance the accuracy detection. The key point is that an effective adaptive deception 

system should provide security administrators with full details about the attackers that 

accessed the decoy, including the cyber tools they used and the methods they used to 

conduct an attack. Lastly, active cyber deception systems integrate active adaptation to 

enhance their dynamism within organizational networks. This means that the deceptive 

tools should be dynamic; they should be designed to adapt to changes in network 

environments automatically.   
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2.5 Network and Information System Attacks Through Back Doors 

Adversaries use several methods and techniques to exploit vulnerabilities in 

operating systems and applications. A common method used to infiltrate OS and 

applications is through backdoor attacks. In the context of cybersecurity, the term 

“backdoor” refers to a hidden entrance method or undocumented mechanism that system 

developers create to facilitate security or performance testing (Kolli et al., 2018). However, 

insecure backdoors introduce security vulnerabilities that can enable adversaries to deceive 

security controls and gain administrative privileges. That is, insecure system back doors 

allow cyberattacks to bypass conventional security and authentication protocols. Attackers 

can actively modify and update malware and plugins within basic information or network 

systems. Further, IDSs ineffectively protect system back doors because attackers can 

bypass intrusion detection and authentication protocols undetected. By actively negating 

standard authentication procedures, a back door allows undetectable penetration into a 

network and information system and subsequent breaches of user information, data files, 

and servers (Gao et al., 2020). Penetration of implemented back doors allows attackers to 

execute system commands and insert hidden trojans that promote further malicious activity 

(Gao et al., 2020). Winder (2019) conducted similar research and demonstrated that a 

Windows 10 trojan back door unlocked a self-executable archive within the system’s 

infection chain, allowing attackers to perform malicious activity on affected systems. 

Information technology scholars exploring varied solutions and cybersecurity frameworks 

have sought to mitigate the deficiencies of system back doors that allow breaches (Gao et 

al., 2020; Pasquini & Böhme, 2020). In essence, bypassing standard authentication 
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protocols enables attackers to modify and update their malware by issuing system 

commands via the penetrated back door. 

There are two categories of backdoors based on the intentions of the attack. Firstly, 

there are administrative backdoors (Kolli et al., 2018). System administrators create these 

backdoors intentionally to be able to access the software code quickly in the event of an 

error. Administrative backdoors are useful for software testing. Although administrative 

backdoors are useful tools for system testing, they also introduce vulnerabilities. A skillful 

adversary can exploit the loopholes and execute malicious actions. Secondly, there are 

malicious backdoors that adversaries install on information systems and networks (Kolli et 

al., 2018). For example, an attacker can use a malware program such as a Trojan to create 

a backdoor to an application. Therefore, both administrative and malicious backdoors are 

dangerous and can lead to vulnerabilities.  There are two main categories of backdoor 

attacks that adversaries can execute: backdoor exploits and remote access (Kolli et al., 

2018). Backdoor exploits are attacks that target vulnerabilities in systems to gain 

unauthorized access. On the other hand, remote access attacks are attacks that allow 

hackers to gain unauthorized access, such as by intercepting data.  

The SolarWinds incident explored in this study relied on backdoor implementation. 

Malicious code encrypted within DLL files of legitimate software was used to gain access 

to file servers and information. However, conventional security approaches are flawed and 

ineffective in addressing cyber threats from back doors that primarily facilitate intrusion 

and modification of malware. The proposed solution prevents the active interaction of 

attackers with real information or network systems through deception and adversary 
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engagement. Honeypots and MTD improve protection security through adversary 

engagement that diverts attackers’ attention and aggression away from real systems. 

The proposed defensive deception tactics and engagement of adversaries through 

honeypot deception substantially reduce the value of information gathered by attackers at 

back doors, which triggers intruders to reveal advanced capabilities and attack strategies 

(Mohan et al., 2022; Urias et al., 2017). In essence, the proposed adversary engagement 

solution remedies the shortfall of traditional cybersecurity frameworks that rely on 

intrusion detection and protection systems that are rigid and ineffective at addressing attack 

threats from dynamic and versatile attackers. Despite the ability of attackers to access 

network and information systems through insecure back doors, adversary deception 

techniques deployed at the immediate commencement of attack activity provide incorrect 

information and engagement routes that protect the actual target systems. Adding noise to 

standard data structures and functions is critical for confusing attackers further, ultimately 

reducing attack impact. The novel MTD solution addresses deficiencies of system back 

doors that allowed the Solar Winds to breach by using adversary deception, engagement, 

and strategic actions to conceal actual targets and their locations. The proposed solution 

substantially aligns with the approach Schuster and Holz (2013) adopted when seeking to 

reduce attack surface exposure. Within the novel security framework, implementing 

defensive deception tactics benefits cybersecurity through active obstruction of critical 

systems targeted by adversaries, which significantly reduces the time needed to detect 

attacks on targeted information or network systems. Additionally, MTD facilitates 

defensive deception tactics by changing the location properties of actual targets, 

strengthening the obstruction of attackers attempting to access critical systems. In essence, 
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the novel solution implements MTD coupled with honeypot deception for rapidly changing 

vectorization of attack surfaces, ultimately reducing attackers’ impact on critical systems. 

Gaps within the theory and practice of cybersecurity have contributed to significant 

deficiencies within typical computer systems, in which IDS deficiencies and back doors 

permit cyberattacks that compromise data resources and cybersecurity integrity. This 

research aimed to fill the gap in cybersecurity research and practice through the proposition 

and experimental assessment of a dynamic approach for addressing IDS deficiencies, 

thereby limiting access through backdoor attacks. Shortfalls within cybersecurity research 

and practice revolve around a limited understanding of the parameters and surfaces 

attackers use to identify vulnerabilities allowing attack activity. Backdoor ports 

conventionally negate standard authentication procedures and allow remote access to 

system and application resources, such as file servers and databases, thereby enabling 

attackers to issue system commands remotely to update malware further. 

2.6 The Moving Target Technique  

2.6.1 Classification of MTD Techniques and Attacks They Can Prevent  

MTD consists of a group of technologies designed to improve security and increase 

the availability of applications by improving software and networks (Argonne National 

Laboratory, 2012). The technology appeared in 2009 to help reduce cyber vulnerabilities 

and has gained popularity since then (Navas, 2020). More than 80 different MTD strategies 

were proposed between 2009 and 2020 (Ward et al., 2018). According to Jalowski et al. 

(2022), MTD techniques can be categorized depending on the part of the system to move 

or the system parameters, the space available for movement, and the time needed for the 

movement to occur. Each of the system parameters can be changed within a domain. 
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System changes can introduce an attack surface on a system and increase the complexity 

of an attack. Categories of MTD techniques based on the moving parameter include 

network-level techniques using IP address, port, servers, and network topology (Jalowski 

et al., 2022). There are MTD-based techniques based on address space, virtual machines, 

and operating systems. On the other hand, MTD techniques can be categorized based on 

how to move the moving parameters. These techniques aim to enhance the changeability 

of the system and confound the adversary. MTD techniques based on this category include 

randomness-based approaches, game-theoretic approaches, and approaches based on 

observations in the real world. Lastly, MTD techniques that examine the optimal time of 

moving parameters aim at ensuring the right schedule is used during its operation.  

MTD solutions are designed to prevent several types of network threats, including 

reconnaissance, DoS, and Zero-Day attacks (Jalowski et al., 2022). Reconnaissance attacks 

occur when an adversary seeks to obtain information from a target, such as IP address, 

open ports, and network topologies. The attacker might use the obtained intelligence to 

plan for an attack by exploiting identified vulnerabilities. Reconnaissance attacks can be 

either passive or active depending on whether the adversary interacts with the target. DoS 

attacks aim to disrupt the normal operations of a device. Distributed DoS (DDoS) attacks 

affect larger components like servers and networks (Jalowski et al., 2022). Zero-Day 

attacks are based on default vulnerabilities in systems. MTD is also used to protect systems 

against “Advanced Persistent Threats (APTs), which are sophisticated attacks involving a 

high level of expertise (Jalowski et al., 2022). Typically, APT starts with reconnaissance 

before proceeding to exploitation; that is, APT threats start by scanning ports and services 

and conducting social engineering attacks to obtain information on the vulnerabilities that 
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may exist in a network. The attacker may then use malware or other attack methods to 

penetrate the system. 

2.6.2 MTD Implementation Techniques  

Various methods and techniques have been used to implement MTD. “Network 

Function Virtualization (NFV)” has been used extensively to implement MTD solutions. 

NFV refers to a technology that replaces network hardware components with VMs that run 

network software and functions using a hypervisor. By decoupling the network function 

software from the hardware, NFV provides a low-cost and flexible network architecture. 

Another technique used to implement MTD solutions is “Software Defined Networking 

(SDN),” a dynamic and adaptable technology for network development. SDN involves 

decoupling the network control logic from the hardware devices or data plane, providing 

network functions through the abstraction of network layers. In SDN, interfaces like the 

OpenFlow protocol are used to provide communications between the control and data 

planes (Jalowski et al., 2022). SDN is appropriate for MTD architectures because it allows 

dynamic network control and resource allocation while reducing implementation cost and 

time through network abstraction. Moreover, NFV and SDN have been merged to facilitate 

MTD deployment.   

A literature search shows increasing use of NFV, SDN, and both technologies to 

implement MTD solutions. Gudla and Sung (2020) implemented an MTD technique in 

SDN and analyzed the network traffic. The main challenge, according to this paper, is that 

the dynamic properties of SDN technology create additional overhead on the controller, 

which can lead to packet loss, latency, and poor performance (Gudla & Sung, 2020). Hyder 

and Ismail (2020) proposed the “Intent-based Moving Target Defense (INMTD)” 
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framework using SDN. The MTD system uses ONOS Controller to generate the MTD 

effect. The proposed MTD consists of a module known as the “Reconnaissance Detection 

Module (RDM)” for detecting reconnaissance attacks. RDM is implemented using an 

open-source IDS called SNORT. Figure 7 illustrates the architecture of the proposed 

INMTD system. It consists of an MTD application providing reconnaissance detection, 

MTD movement and monitoring, and a control plane consisting of an intent engine. 

 

Figure 7. INMTD architecture based on SDN (Hyder & Ismail, 2020). 

INMTD also consists of an MTD monitoring module. Evaluation results 

demonstrated that INMTD is efficient in protecting information resources and assets 

against reconnaissance attacks.  
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Babadi and Doustmohammadi (2022) presented a novel method for detecting 

deception attacks based on replay attacks in cyber-physical systems using the MTD 

technique. Although the conventional MTD algorithms recognize a limited number of 

attacks in cyber-physical systems, the proposed system was designed to mislead an 

adversary and enable a defender to identify the attack by integrating a chaotic, hybrid, and 

extended MTD. The researchers validated the effectiveness of the proposed enhanced 

MTD by comparing it with the continuous watermarking defense approach. In a related 

study, Griffioen et al. (2020) examined the design requirements of MTD systems for 

detecting and isolating attacks on cyber-physical systems. The researchers considered an 

integrity attack on the components of the cyber-physical system, such as the sensors and 

actuators. The proposed MTD solution integrates stochasticity and temporal parameters in 

the control module to limit the adversary’s knowledge of the model and inhibit the ability 

of the attacker to create successful stealthy attacks. The proposed MTD system uses sensor 

nonlinearities to improve its effectiveness and to conceal information about the operational 

behavior of the system from an adversary. The researchers validated the performance of 

the MTD design based on the quadruple tank process. The evaluation results showed that 

the hybrid moving target improved the detection and identification of malicious network 

nodes, with the nonlinear moving target minimizing any information that an adversary 

could use while conducting an attack. 

Lei et al. (2018) provided a survey of MTD techniques and the background 

knowledge behind these systems. According to these researchers, problems like the 

limitation of human cognitive capability are not unique to security systems. These 

limitations lead to network resource vulnerabilities, which introduce attack surfaces in 
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networks. The theory of MTD, according to Lei et al. (2018), aims to explain the key 

elements determining the effectiveness of MTD deployment. An attack surface in the 

context of MTD refers to a set of network vulnerabilities that can expose the security of 

information assets if exploited. The assumption is that MTD modifies the kind of 

vulnerabilities exposed in a network and dynamically limits the exposure time. The design 

principles of MTD illustrate the requirements to satisfy and the conditions to meet to 

implement effective MTD systems. Let et al. (2018) describe a target defense architecture 

consisting of multiple components, including the strategy generation component, defense 

deployment component, effectiveness evaluation, and the targeted security state. The 

system is customized for both benign uses and malicious adversaries. Figure 8 shows the 

proposed MTD architecture.  

 

Figure 8. Moving Target Defense Architecture (Lei et al., 2018). 
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 The proposed MTD architecture shows a transition from proactive defense to 

reactive defense strategies. By integrating evolvability in the architecture, the researchers 

allow the system to balance between proactiveness and reactiveness. Each of the defense 

strategies has its unique advantages and limitations.  

Viswanathan et al. (2022) proposed an MTD scheme for web applications that do 

not use historical attack information. The proposed algorithm assumes that the defender 

has information about its internal reward function through interactions with the attacker. 

The proposed MTD solution is inspired by the so-called “Follow the Perturbed Leader 

(FLP)” scheme, which assumes that the defender obtains information about the reward 

from exploited vulnerabilities. The FPL-based MTD system establishes an estimate of the 

reward for each possible configuration and chooses the configuration that affords an 

optimal reward for a given network environment. The performance of the proposed 

solution was evaluated by generating random, artificial web applications. The performance 

of the proposed solution was compared with the current algorithms for the same problem, 

such as the BSS-Q and RobustRL. The evaluation results showed that the proposed system 

outperforms the BSS-Q, perhaps due to lack of convergence. The proposed solution had a 

similar performance to the S-OPT in all the attack strategies examined. These findings 

suggest that MTD can be an effective security strategy. 

MTD offers numerous benefits in cybersecurity. According to Melinger (2016), 

MTD increases the efficiency of software by reconfiguring systems (e.g., by shuffling IP 

addresses) to change their attack surfaces. The application of system reconfiguration in 

MTD helps to confuse attackers and invalidate their knowledge of a system’s state 

(Melinger, 2016). Melinger (2016) added that MTD could be deployed as an attack 
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reaction, using virtual machine migration to keep virtual machines away from jeopardized 

hosts. By transforming systems from stationary targets into moving targets, MTD makes it 

harder for attackers to compromise those systems. MTD has led to many technologies, such 

as protection against denial of service. Often, it shifts the underlying configurations of 

systems, which in turn dramatically reduces cyberattacks. It also makes systems complex, 

so attackers find it challenging to locate and exploit vulnerabilities. Moreover, MTD 

introduces unpredictability and sophistication into systems, making it even harder for 

attackers to discover and exploit susceptible components (Potteiger, 2022). This point 

illustrates its relevance to research focusing on cybersecurity. 

The MTD approach experimented with in this research exposes attackers to varying 

surfaces and environments by changing network characteristics. A change in the elements 

of a network’s operating system, access framework, or server resources changes the 

attributes of the existing system, manifesting as a moving target. Changing target attributes 

influences mean attack time. Attackers must disregard primary targets to focus on newly 

established targets. 

MTD enhances a system’s complexity by varying the surface and attack parameters 

that allow attackers to complete backdoor intrusion (Tunc et al., 2017). MTD’s capacity to 

rapidly change surface vectors enables a system using it to deceive adversaries in real time. 

In addition, MTD shifts a network without affecting the load dispatch and generator, 

thereby minimizing the risk of integrity attacks (Narayanan et al., 2019). According to 

Narayanan et al. (2019), load dispatch is an online process that deals with the allocation of 

generation among existing generating units to minimize the total cost of generation and 

fulfill equality and equality constraints. Changes within the network confuse an attacker as 
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the system uses a set of measurements to control the center, and attacks fail to launch. 

Within the novel solution, a decoy operating system functions to reroute traffic from the 

network, which substantially changes the location parameters of various computer 

resources and attack vulnerabilities, as listed under the future attack phase and future attack 

description. 

There is a growing body of literature examining the effectiveness of MTD 

techniques. Through adversary engagements that induce vector changes in attack surfaces 

and honeypot configurations (Lei et al., 2017). MTD provides the useful ability to engage 

and interact with attackers seeking to apply similar attack tactics to new attack surfaces.  

Deception techniques of honeypots facilitate the seeding of decoy information 

within a network’s configuration service, which significantly confuses an attacker 

(Titarmare et al., 2019), allowing an adopted MTD strategy to change the parameters of 

the attack surface rapidly. 

Ma et al. (2015). Lei et al. (2017) and others have established resourceful outcomes 

from the review and implementation of MTD across a variety of infrastructures, including 

cloud-based environments (Bardas et al., 2017), software-defined networks (Ma et al., 

2015), and Internet of things networks (Wang et al., 2020). However, these researchers 

have not leveraged the strength of MTD coupled with other relevant cybersecurity 

approaches to integrate core and marginal benefits of MTD adversary engagement with 

network intrusion detection and protection systems. 

2.6.3 Advantages of MTD Techniques  

MTD offers various advantages and opportunities in protecting information 

systems from intrusions. For example, MTD uses a system memory polymorphism 
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approach in which data is concealed in applications and operating systems, which makes it 

unfeasible for an adversary to predict system vulnerabilities. The conventional systems are 

static in nature, which allows adversaries to easily find system vulnerabilities and execute 

attacks by scanning the networks and systems. The main advantage of MTD systems is that 

they are dynamic in the sense that they introduce uncertainties in attack reconnaissance and 

planning (Leeuwen et al., 2016). Moving the targeted attack surfaces confounds the 

attacker and prevents an adversary from planning a weaponized attack. Dynamism in 

security defenses helps to invalidate the intelligence that an adversary collects and thus 

discourages the attacker from the planning phases. MTD techniques like system 

randomization and dynamic network configuration can frustrate an adversary and 

discourage exploitation (Leeuwen et al., 2016). It would require a resource-endowed 

attacker to mobilize enough resources to exploit a vulnerability in a dynamic scenario. That 

is, MTD forces an attacker to spend large quantities of resources to monitor and assess the 

dynamic attack surface. Even after expending the resources and collecting information 

about the target, the intelligence may be of no use. This is especially important because 

MTD techniques can be deployed on any part of a network system to induce changes in the 

system architecture and parameters. For example, host-based MTD techniques can vary 

aspects of a computing platform, such as the OS or the application code (Leeuwen et al., 

2016). These variations can make it difficult for an attacker to exploit any known 

vulnerability. Similarly, platform-based MTD techniques can vary the properties of the 

host platform, such as the CPU architecture and the type of OS (Leeuwen et al., 2016). 

Network-based MTD techniques can also vary the network aspects of a computer system. 

The fundamental idea behind MTD is to vary the network structure periodically, which 
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changes the resources and tools that an adversary may need to use to exploit security 

weaknesses.  

MTD uses segmented data transfer and storage. The MTD method splits payload 

over multiple TCP streams. Decomposing data into segments makes it difficult for an 

adversary to compromise data integrity. The MTD technology morphs the runtime memory 

environment to create a dynamic and unpredictable attack surface (Jalowski et al., 2022). 

By changing the attack surface, MTD deceives potential attackers in real time. These 

changes minimize security risks associated with data integrity attacks. Segmentation of 

network traffic ensures easy assessment of security threats and bottlenecks. MTD also 

adapts the intrusion detection constantly based on the current trends in cybersecurity. This 

means that MTD technologies allow organizational leaders to keep pace with the changing 

cybersecurity policies and practices. Consequently, MTD makes it easier to maintain and 

upgrade a network and lowers the costs associated with network defenses. 

2.6.4 Disadvantages of MTD  

Although MTD offers numerous benefits and opportunities in the context of 

cybersecurity, it also raises various concerns and limitations. Firstly, MTD does not 

guarantee cybersecurity, and organizations must customize MTD implementations to 

match their business needs and security requirements. Organizations vary in size and 

context, including risk appetite and security posture. Although organizations may want to 

deploy MTD systems, determining appropriate solutions may be a challenge. The static 

nature of conventional enterprise network systems makes it difficult to apply dynamic 

technologies to support MTD. The MTD system may not work with legacy applications. 

However, it may not be desirable for organizational managers to incur significant costs in 
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updating technology. There should be sufficient economic justification for large capital 

expenditures for digitization. MTD deployment includes applying system configurations, 

such as VM migration and IP shuffling, to modify existing attack surfaces dynamically 

(Zhou et al., 2020). The cost of configuration management may be prohibitive for resource-

constrained organizations. Therefore, even though MTD improves the security posture of 

an organization, the dynamic nature of MTG solutions means that organizations will incur 

additional costs to configure the network.  

Secondly, effective MTD strategies have to balance the trade-off between security 

and real-time predictability (Potteiger et al., 2022). Dynamic network shuffling and 

configuration changes mean that this technology will bring a heavy burden to the system 

(Zhou et al., 2020). While MTD technology promises to enhance cybersecurity, it may not 

support optimal security functions. This means that MTD solutions can lead to negative 

network and system effects, including reduced quality of service and instabilities. 

According to Zhou et al. (2020), it is imperative to design cost-effective MTD systems that 

strengthen cybersecurity and improve or maintain network performance metrics.  

Thirdly, the effectiveness of MTD lies in learning anomalies and intrusions. The 

learning process takes time and requires patience. The system may not work for enterprises 

that require immediate security solutions. Lastly, MTD adapts to the organizational context 

and its threat landscape automatically. The system may lead to false alarms and block 

legitimate access to resources. Effective MTD solutions may require aggressive alert 

settings, which also lead to an increase in the false positive alarm rate. 
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Chapter 3: Research Methodology 

3.1 Introduction  

This chapter describes the methodology used to conduct this research. Research 

methodology refers to the systematic processes and techniques used to synthesize and 

analyze information about a specific research problem. In this paper, the methodology 

addresses the research approach used, the cyber deception technique, and ADF simulation. 

Firstly, the research method and approach are discussed extensively in section 3.2. Section 

3.3. describes the method and procedure used to evaluate a hybrid strategy combining MTD 

and cyber-deception strategies. Section 3.4 discusses the ADF simulation experiment.  

3.2 Research Method and Approach 

Critical information from the review of work related to MTD and deception 

techniques shaped the experimental methods applied to addressing the cybersecurity 

concerns raised by the SolarWinds attack. The research deficiencies and gaps identified 

offered a foundation for the development of a novel solution for addressing cyberattacks 

through system backdoors. Cybersecurity includes protection of the networks and 

information, which relates to viruses, firewalls, access control, and cloud security. The 

scope of cybersecurity includes both hardware and software security. Hardware security 

protects physical devices installed in a computer system. Examples of such physical 

devices include proxy servers and hardware firewalls. Software security involves using 

antimalware and data encryption software to protect computerized systems from 

cyberattacks. The Internet of Things involves many devices—such as printers and 

cameras—connected to the network. A review of existing cybersecurity literature revealed 

important information on the shortcomings of conventional IDSs that allow backdoor 
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intrusion and modification of installed malware through system commands (Jyotiyana & 

Mishra, 2016; Zdziarski, 2014). In the novel MTD framework, adversary deception 

revolves around target decoys, data obfuscation, and deceptive movement that explicitly 

draw attention and attack resources from real systems. In essence, the proposed solution 

depends on adversary deception and engagement to offer fact-based cybersecurity for 

network systems and prevent adverse effects on organizational performance. Coupled with 

the honeypot deception system, the proposed MTD leverages effective cyber defense 

through obfuscation to improve outcomes of MTD adversary engagement by diverting 

attackers’ resources toward decoy targets that expose interfaces modeled on those of actual 

targets (Cifranic et al., 2020). Through strategic organization and presentation of decoy 

targets, novel obfuscation practices play an important role in significantly slowing 

attackers’ movements and engagement with system infrastructure and data within an 

attacked network or information system. 

Supported by evidence from cybersecurity practices, the novel solution leverages 

the advantages of data obfuscation over conventional approaches. MTD's original purpose 

was to defend against blind distributed denial of service attacks; MTD can dynamically 

shift controllers connected to switches based on flood flow density. Experimentation with 

MTD within the proposed novel solution illustrated the value of coordinating functions 

between the adversary emulation plan (AEP)—MITRE Shield—and the honeypot system 

to create an effective moving target, significantly contributing to reducing the time needed 

to detect attacks. The novel solution supports the application of MTD to create effective 

cybersecurity frameworks impenetrable through backdoor attacks. This study involved 



55 
 

significant integration of MTD with cyber deception to appraise and strengthen the security 

of selected networks through adversary engagement and deception. 

3.3 Evaluation of a Hybrid Model Combining MTD and Cyber Deception 

Techniques 

This part describes the procedure used to conduct an evaluation of the hybrid model 

that integrates MTD and cyber deception techniques.  

3.3.1 Methodological Assumptions 

One assumption underlying the study was that attackers would only access a back 

door after successfully executing malware in a network server computer. The researchers 

downloaded harmless malware on each of the five computers. Execution of the malware 

on the server would create a back door to allow an attacker to gain access to its resources. 

The assumption was founded on the findings of Jyotiyana and Mishra (2016), who reported 

that back doors facilitated access to systems by negating standard authentication 

procedures, allowing attackers to gain remote access and manipulate application resources, 

such as file servers and databases. 

A second assumption was that the implemented MTD strategy would enable IP 

addresses in the network to shift dynamically, thereby confusing attackers. This assumption 

is derived from the findings of Britton (2019), who reported that MTD made it difficult for 

attackers to identify constantly shifting targets. Shifting IP addresses makes it difficult for 

attackers to target specific devices within a network. 

A third assumption was that the honeypot would reroute network traffic from 

attackers away from real resources toward the honeypot, protecting assets. This assumption 

derived from the work of Artail et al. (2006), who demonstrated the use of low-interaction 
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honeypots as emulators of operating systems and other services to direct malicious traffic 

to high-interaction honeypots where attackers interacted with genuine services. In the 

proposed approach, the combination of cyber deception and MTD should, therefore, 

provide the strongest prevention against the installation of malware. However, in the 

scenario implemented, the honeypot rerouted traffic away from real assets in servers. 

The chain of activities within the proposed solution framework is coordinated to 

ensure effective integration of the AEP, MITRE Shield, and the honeypot system to provide 

a secure SolarWinds system. In the SolarWinds Orion Core, a decoy process starts and 

forms the initial deception process for engagement with adversaries on the network. In 

essence, the proposed solution seeds decoy content within the network service 

configurations for SolarWinds to influence adversary engagements through defense 

evasion. As illustrated in Figure 9, decoy-hole modules are installed with relevant decoy 

information, preventing compromised DLLs from allowing the execution of adversary 

malware. Initial attack activity permits analysis of back doors and their environments to 

gather valuable information regarding attack formation. 

The original SolarWinds attack began with the loading of software with a 

compromised DLL file that contained malicious code, thereby allowing backdoor 

intrusion. The proposed novel solution focuses on engaging with attackers using adversary 

engagement and deception techniques to rapidly change the availability of the attack 

surface and deceive attackers using decoys. The assumption underlying Figure 2 is that an 

attacker has already penetrated a system through the back door. A decoy process is 

therefore started as Step 1 of preventing malware from executing within the SolarWinds 

core. In Step 2, decoy content seeded into the network system configuration at the back 
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door influences adversary reconnaissance procedures. In Step 3, an active honeypot 

generates user credentials for operational defense purposes. Step 4 focuses on configuring 

a computer system that serves as an attack target by using the corresponding honeypot to 

attract intruders away from core systems. Figure 9 shows the MTD through protocol 

mutation.  

 

Figure 9. The moving target defense proposed solution and approach to cybersecurity. 

MTD in the proposed solution facilitates the movement of attack targets through 

the transformation of information and credentials provided by decoy content within 

command-and-control servers. A hands-on keyboard attack reinitiated at Point 4 uses the 

back door to run the attacker’s command, thereby accessing a second command-and-

control server. The back door’s defense evasion capacity includes an extensive list of 

checks to ensure it runs in an existing compromised network, as illustrated in Point 1. 
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Figure 10. Procedural implementation of the novel solution. 

As shown in Figure 10, the implemented deception network ranked attacks from 

malware via color-coding. Detailed data were recorded in the decoy networks, including 

timestamp, decoy operating system, current attack details, future attack phase, future attack 

description, and severity. The timestamp indicates the approximate time when a system 

recorded an attack. The decoy operating system records the type of operating system used 

to reroute traffic from the network. The current attack details include the locations of 

various computer resources. The severity column is linked to color-coding that indicates at 

a glance how critical attacks are likely to be. The advantage of color-coding is that it allows 

network administrators to identify the most severe attacks quickly and direct their attention 

toward solving the most urgent problems first. Green indicates minor attacks, and red 

indicates critical attacks, including those involving the backdoor solution implementation. 

Shades of green and yellow represent low- and medium-severity attacks, which would not 

cause further harm to the network. Figure 11 illustrates the spread of decoy content for 

malware detection.  
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Figure 11. Distribution of decoy content for attacker detection. 

Although the solution detects the presence of malware in the deception system 

before a back door can be implemented, the strategy also includes a stepwise approach to 

the elimination of malware in a layered or MTD scenario. Malware detection manifests as 

the red-coded attacks in Figure 11. 

3.3.2 Experimental Process 

As shown in Figure 10, the researchers downloaded harmless malware to each of 

the five computer systems and a server. The execution of malware on the server would 

create a backdoor to allow attackers to gain access to its resources. First, a decoy was 

created to prevent adversary malware from executing. The honeypot on the network server 

was expected to tempt adversary malware away from creating a back door in the server by 

mimicking the server’s natural assets and using an attacker’s intrusion attempts to acquire 

information about the attacker and their operating model. Figure 12 illustrates the honeypot 

preventing the server from installing a back door in the decoy network. The purpose of the 
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honeypot was to direct internet traffic away from real assets in the server, thereby 

preventing the installation of back doors. 

3.3.3 Experiment Configuration 

The experiment was conducted in an introductory computer network consisting of 

five computer systems running Windows connected to a server, which included the 

honeypot and MTD solution (Figure 12). An IDS was also installed to facilitate the 

comparison of the detection performance of the IDS and MTD solution. Combining the 

IDS and MTD solutions permitted a comparison of the effectiveness of the two approaches 

in terms of mean detection time. 

 

Figure 12. Network experiment configuration. 
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Experimentation with the novel solution sought to coordinate functions between 

the AEP (MITRE Shield), MTD, and honeypot systems for adversary engagement and 

system protection. The experiment aimed to demonstrate that implementing an MTD 

strategy, honeypot, and AEP (MITRE Shield) in the network server would prevent 

attackers from gaining access to network resources in the server, even after successful 

malware execution. However, because the experiment demonstrated the effectiveness of 

the developed solution, malware operations were halted sequentially. 

Although attackers were expected to attack using the system’s back door, an 

attacker requires successful execution of their malware to gain actual access to the system. 

Within the experimental setup, the honeypot and MTD solution computer allowed decoy 

content distribution into the network system and servers. The decoy process prevented the 

malware from executing within the actual SolarWinds host system within the experiment 

setup. The second step of the experiment involved seeding decoy content and user 

credentials within the honeypot system to influence the reconnaissance of adversaries 

within the overall Solar Winds system. Computer 1, acting as the honeypot host, reduced 

attacker activity within the experimental setup, facilitating the implementation of the entire 

proposed solution. 

Figure 12 depicts the distribution of decoy content and user-generated credentials 

across the network system and servers, which hold IP addresses and attributes that identify 

them as devices within the honeypot. The IDS integrated within the experimental setup 

functioned to detect malware activity within the honeypot system, thereby signaling initial 

adversary engagement and deception actions. As part of the experiment’s adversary 

engagement and deception techniques, the MTD strategy enabled IP addresses in the 
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network to shift dynamically, thereby confusing attackers. The constantly changing IP 

addresses represented aspects of a moving target, given the limited capacity of attackers to 

identify specific devices within the network. They were further integrating the MTD and 

honeypot system within the experimental setup, redirected network traffic and attacker 

attention from the critical system, thereby allowing interactions only with the honeypot 

system. 

MITRE Shield is an active knowledge-based defense system that allows a review 

of adversaries’ tactics, techniques, and procedures and the exploitation of available 

opportunities to a defender’s advantage. The purpose of applying MITRE Shield within the 

experimental setup was to observe, collect, and understand the activities of adversaries 

directed against the Solar Winds system and offer practical and productive engagements. 

The information from MITRE Shield significantly supplemented the proposed solution’s 

MTD system and deception techniques. 

However, because the experiment aimed to demonstrate an MTD strategy, it was 

also essential to prevent further acts of adversaries if malware bypassed the honeypot and 

reached the network. If malware was executed in the server computer, the solution seeded 

decoy content into the network service configuration files to influence the adversary’s 

actions. In this case, the attacker interacting with the system would engage with decoy 

content rather than real resources in the network. However, if malware successfully 

executed and installed a back door, the MTD strategy was used to change the operational 

environment by switching IP addresses to confuse the attacker. 

As an attacker interacted with decoy content, the third step involved creating user 

credentials used in active defense. This occurred on the webserver to prevent attacks by 



63 
 

malicious agents. The honeypot would finally assume the attack target’s central role and 

redirect adversaries away from critical systems. Novel outcomes of the experiment were 

consistent with the review findings of Tunc et al. (2017): The applied MTD increased the 

system’s complexity by varying the surface and attack parameters that allowed attackers 

to complete backdoor intrusion. The capacity of MTD to rapidly change surface vectors 

enabled the system to deceive adversaries in real time. In addition, the network’s topology 

shifted without affecting the load dispatch and generator, minimizing the risks of integrity 

attacks (Narayanan et al., 2019). Rapid changes within the network led attackers to become 

confused as the system used measurements in its control center to prevent attacks from 

launching. Within the experiment, decoy operating systems functioned to reroute traffic 

from the network, which significantly changed the location parameters of various computer 

resources and attack vulnerabilities as listed under the future attack phase and future attack 

description. 

3.4 ADF Simulation Experiment  

3.4.1 The ADF System Used for the Experiment  

This section explains in detail the ADF system the researcher used, along with the 

security features provided by each of its components. An ADF system has sensors that 

examine the nature of an attack and permit the projection of the attacker’s intentions and 

capabilities. Sensors deployed in various resources—including links, switches, services, 

operating systems, IP addresses, and host machines—collect essential observations. The 

observations encompass the activities that users undertake within the network and aid the 

development of optimal defensive measures against undesirable actions. An optimal 

defensive measure is a strategy that provides the best results in identifying attacker activity 
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and mitigating such activity within a network (Liu et al., 2014; Niu & Jagannathan, 2015; 

Zhang & Liu, 2019). The criteria used to determine optimality have differed from study to 

study as researchers have considered different ways to assess the effectiveness of their 

solutions. The researcher defined the criteria of optimality of a defensive strategy as the 

mean time to detect the ion and the meantime for an attacker to launch an attack. The mean 

time to detection is the time that elapses from when a problem first emerges to the moment 

when appropriate systems or authorities first detect it. 

According to Alsaleh et al. (2018), active cyber deception has emerged as an 

effective and resilient cyber defense that mitigates attacks by (1) deflecting attackers to 

false targets, (2) distorting attackers’ perceptions regarding the environment, (3) depleting 

attackers’ resources, and (4) discovering attackers’ motives, techniques, and tactics. An 

ADF system develops deception strategies to achieve deflection, distortion, depletion, and 

discovery objectives. Figure 13 illustrates an ADF system and its main components 

working and initiating active deception. Non-ADF solutions include reactive intrusion 

detection and prevention systems that rely on signatures of known attacks to identify threats 

(Koraist et al., 2019). Active deception, by contrast, involves the deployment of multiple 

strategies to develop optimal measures (Islam & Al-Shaer, 2020). 

As Khraisat et al. (2019) observed, the ADF can transform a network’s 

configuration through the generation of true–false responses that deflect attackers. The 

framework can also mutate an IP address, simultaneously distorting environmental 

perceptions and redirecting traffic to decoys. According to Al-Shaer et al. (2019), the ADF 

can transform the low-level system or network configuration of many HoneyThings (a 

deception technique), generate true–false responses, mutate IPs, redirect traffic to decoys, 
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and create host decoys. A network defender deploys a deception policy into their system 

or network. At all times, active deception systems record observations needed to create 

new deception tactics. The organization needs to implement sufficient active deception 

technology as part of its cyberattack countermeasures. Figure 13 shows the active 

deception framework with API and SMT. 

 

Figure 13. Active deception framework with application programming interface (API) 

and scars, marks, and tattoos (SMT) 

3.4.2 Interface 

The ADF offers a straightforward way to interact with the framework that uses a 

deception application programming interface (API) to develop a more complex deception 

plan. The API allows administrators to monitor networks from their systems. For example, 

an administrator may want to use deception to defend a critical resource in the system 

continuously and, at the same time, observe the behavior of the system to identify future 

threats (Duan et al., 2018). As Alsaleh et al. (2018) observed, active deception has four 
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objectives: discovery, distortion, depletion, and deflection. An administrator may launch 

multi-strategy deception techniques, such as distorting the perceptions of adversaries by 

developing diversity and anonymity in the system while redirecting malicious actions to 

system decoys, which discover the adversaries’ tactics. Such an administrator develops 

anonymity through deflection and distortion. 

3.4.3 Active Deception Controller 

Within the ADF, the active deception controller (ADC) is an orchestrator that 

manages end-to-end cyber deception processing from interface launch to safe network 

deployment (Islam & Al-Shaer, 2020). A safe network is a protected network. The ADC 

supports open playgrounds that aid safe and rapid construction and prototyping of 

enhanced deception plans using software-defined networking. The ADC exposes its 

facilities through the deception API, which provides network protocol and cyber deception 

management functions (Medved et al., 2014). The ADC includes a solver, a decision-

making engine that can solve complex constraint-satisfaction problems to maximize the 

effects of deception actions (Al-Shaer & Alsaleh, 2011). Interface deception triggering, 

deployment of defense plans into the system, and maintenance of safe and low-level 

configuration shifts make up the ADC. Users can thus access any cyber deception 

technique through the ADC dynamically without the need for tedious low-level 

configuration. 

The solver’s job is to optimize a given constraint-satisfaction problem to produce 

practical, feasible, and deployable deception configurations. In this research, the solver had 

a plug-in architecture, so various optimized configurations, and deception solutions could 

be added as needed. Scars, marks, and tattoos are imprints on the skin that are useful for 
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identifying different users (Lee et al., 2008). Translating this concept into the ADF 

provides a way for the solver to optimize the diversity and anonymity of concealment 

configurations (using the ConfigChecker part of the solver) to handle a reachability 

constraint (Al-Shaer et al., 2019). The middleware and solver parts of the ADC 

communicate via a representational state transfer API. 

3.4.4 API 

The ADF offers a comprehensive API for the creation of multi-strategy and 

complex deception plans. The overall API consists of four parts: a deception API, a sensor 

API, a management API, and a constraint API. The deception API is a high-level API, and 

the other three are low-level APIs. The sensor API allows the gathering of behaviors of 

networks and using them to analyze attacker actions. The management API allows the 

configuration of a cyber resource, such as a service, host, link, or switch. The constraint 

API controls the calculation of risk, availability, reachability, and overlaps during the 

configuration of honey networks (Islam & Al-Shaer, 2020). 

Low-level API methods support linking to different services (such as subscribing 

to events), detecting bots, and calculating route risk. Extensive APIs are useful for the rapid 

and inexpensive development of complex multi-strategy deception procedures, 

contributing to the novelty of the ADF as a technique of defense. The ADF eradicates 

difficulties associated with deploying effective deception policies, allowing complex and 

frequent control of low-level configurations through its own less complicated 

configuration. The ADF automatically arranges deception using minimal overhead because 

the ADF API is easy to implement reliably (Schlenker et al., 2018). The ADF supports 
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various deception goals, including diversity and anonymity, deflection by redirection, and 

spatiotemporal mutation depletion. 

3.4.5 Diversity and Anonymity 

Concealments, such as diversity and anonymity, effectively hide identity. For 

example, agile defenses deployed through randomization of critical resources’ IP addresses 

will likely fail because skilled attackers can identify targets using static fingerprints based 

on operating systems or running services (Jafarian & Niakanlahiji, 2020). Anonymity 

involves creating a shadow host using a fingerprint identical to a target host. As a defense 

against the static fingerprint loophole, diversity involves the creation of decoy hosts with 

counterfeit services using software like the target’s but from different vendors or at 

different versions. The API method for the creation of a single network allows easy 

deployment of diversity and anonymity (Islam & Al-Shaer, 2020). 

3.4.6 Deflection by Redirection 

A defender can deflect adversaries to a decoy or shadow host far from an actual 

host in surroundings that facilitate observation of the attack techniques of unknown 

adversaries. In the ADF, reRoute () and reDirect () are the main API methods that support 

deflection by redirection. Based on sources’ flow IDs and IP addresses, reDirect () deflects 

an adversary’s traffic to inspection hosts (Schlenker et al., 2018). The reRoute () method 

helps deceive attackers listening on the network by changing the active route connecting 

two hosts. 

3.4.7 Spatiotemporal Mutation Depletion 

Depletion involves consuming adversaries’ resources. Methods of depletion 

include confusing adversaries’ target identification, raising their computation time, and 
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delaying the propagation of attacks (Nmap, 2017). Encouraging adversaries to interact 

more with systems leads them to reveal their identities and hidden tactics. Spatiotemporal 

mutation aids in the distortion of adversaries’ views of given networks. The feature 

facilitates random and regular binding of static IP addresses to hosts, rendering collective 

reconnaissance data obsolete (Jafarian et al., 2014). Adversaries also need to conduct more 

probes if they make further lateral movements. Spatiotemporal mutation can thus either 

increase the total number of adversary probes or trick adversaries into hitting fake targets. 

3.4.8 Adversary Detection Using Basic MITRE Shield 

The context for the application of the ADF in this research was MITRE Shield. This 

section thus discusses MITRE Shield as a baseline, forming a foundation for the ADF. 

Table 1 summarizes the deception coverage provided by basic MITRE Shield. 

Table 1. Deception Coverage by MITRE Shield 

Category Illusive AIS response to tactics 

Decoy network Defenders develop decoy networks with an 

appealing and discoverable system to attract 

adversaries. 

Decoy system Illusive AIS deploys a full-operating system decoy 

that checks whether attackers have exploited 

vulnerabilities and when attackers try to reboot or 

shut down the system. 
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Category Illusive AIS response to tactics 

Decoy process A decoy process deceives passive adversary 

listeners on a system network. The process helps 

transmit packets using various protocols such as 

Server Message Block, browser, and NetBIOS 

Name Service. 

Hunting An API allows easy fetching of data and exposure 

of malicious activities. Unfamiliar artifacts are 

detected automatically with the optimization of 

the SOC. 

Isolation Illusive AIS platform integration detects adversaries 

and triggers adversary alerts through decoy 

engagements and quick isolation. 

Migrate attack vector Defenses are empowered and can, for instance, 

connect a suspected removable media drive to a 

decoy system that checks auto-run outcomes. 

Email manipulation The creation of deceptive email texts tricks 

adversaries into gathering vital information from 

targeted emails. 

Note. Source MITRE (2021x). AIS = attack intelligence system; API = application 

programming interface. 
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Basic MITRE Shield has multiple defensive and offensive capabilities. The post-

compromise model of basic MITRE Shield measures the defensive effectiveness of 

services and tools and performs analysis regarding defensive gaps (MITRE, 2021b). 

MITRE Shield is MITRE’s latest active deception technique to address the contemporary 

challenges of implementing cybersecurity decoys. 

Basic MITRE Shield generates alerts that consist of six fields: timestamp, decoy 

operating system, current attack details, future attack phase, future attack description, and 

severity. The need for the timestamp field indicates that the proposed improved MITRE 

Shield is a continuous process that offers proactive detection of and defense against 

attackers. Alerts generally appear to have random timestamps because attackers constantly 

send out cyberattacks against a computer system or network. 

The decoy operating system field indicates the operating system used to decoy an 

attacker, and the current attack details field specifies the intricate specifics of each attack, 

such as the connection IP address. The future attack phase field describes the nature of the 

attack, such as whether it is for information, reconnaissance, or access. It gives the category 

of the attack, such as “network monitoring,” “TCP SYN port sweep,” or “IDS event.” The 

severity field assigns a severity level to each alert. Each alert is color-coded according to 

severity level: Red, yellow, and green indicate high, medium, and low severity, 

respectively. The severity level of an alert depends in part on its future attack description; 

for instance, “TCP SYN port sweep” has medium severity, and “IDS event” has high 

severity. Attackers have exploited these features of basic MITRE Shield for ADF, as 

reported by Fowler et al. (2020). The next section, therefore, discusses the enhancement of 

ADF in MITRE Shield. 
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3.4.9 Enhancement of ADF in MITRE Shield 

Enhanced ADF is a novel solution to facilitate the identification of intruders in a 

dynamic networking environment. Enhanced MITRE Shield provides 34 deception-based 

techniques mapped to the framework’s defensive categories: channel, collect, contain, 

detect, disrupt, facilitate, legitimize, and test (MITRE, 2021x). MITRE Shield also 

provides three tiers of deceptive assets suitable for low-, medium-, and high-interaction 

assets (MITRE, 2021x). The aim of this enhancement was an improvement of the low-

interaction tier of deceptive assets. The low-interaction tier provides fake assets that divert 

the attention of attackers away from real assets, using up their resources and time (MITRE, 

2021x). 

The low-interaction tier consists of honeypots and identical shadow networks for 

hosts. A honeypot, which is a network-attached machine, may draw attackers in and allow 

their detection, deflection, and study as they try to gain illegal access to computer systems. 

Such a setup made up the basic ADF solution in this research; it relied on the deception 

API method for shadow creation to duplicate the fingerprint of a given host in a honeypot. 

This method creates a replica of a system for a hacker to attack. In the enhanced ADF 

system, Open Daylight controllers were added to provide access to cyber deception 

management functions to enhance the basic solution. OpenDaylight is a modular open 

platform that customizes and automates networks of any size or scale (OpenDaylight, 

2021). The controllers of the system are activated to provide fine-grained control over the 

ADF in the software-defined network. 
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3.4.10 ADF Experimental Setup  

A simulation experiment was conducted involving 15 different computer systems 

attached to three different networks. Software-defined networking was used to provide 

automatic control over the overall network. The researcher categorized the computers into 

three groups: The first group of five computers had the enhanced MITRE Shield installed, 

including a low-interaction-tier honeypot with a fingerprint shadow network and controller. 

The second group of five computers had conventional MITRE Shield installed, in which 

the honeypot had only a fingerprint shadow network implemented. The third group of five 

computers used reactive defense systems and, as such, included intrusion detection and 

prevention tools. The tools used were CrowdStrike Falcon, a tool used for cloud-based 

protection platforms, and SolarWinds Security Event Manager, a tool used for intrusion 

prevention. These tools were chosen because they are regarded as the best tools for reactive 

system detection. Software-defined networking was used to ensure the three networks used 

similar operating systems (Microsoft Windows) and networking resources so that results 

from the networks would be comparable. The researcher had high control over the 

performance of the overall network. 

Bots were used to simulate attacks. The bots included malware bots (to install 

computer viruses in the operating system), SQL injection bots (to inject SQL into the 

databases), and phishing bots (for the sake of undertaking phishing attacks on web 

browsers). The main purpose of the attacks was to attempt to access files on the computers 

through the internet and launch an attack. As illustrated in Figure 14, in each cluster, one 

computer with the bots sent different types of bots to various computers to simulate the 

work of attackers. 
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The bots were used to initiate as many attacks as possible against the operating 

system used in the experiment. For the sake of consistency and accuracy, the same types 

of boats were used on the three systems (non-ADF, basic ADF, and enhanced ADF). 

Because of risks posed by the attacks, such as operating system crashes and massive 

manipulation of data, 1,200 attacks were initiated against each system within 12 hr for 

better analysis of trends. Each hour was allocated 100 attacks for each system. In addition, 

the operating systems used were able to withstand this number of attacks within 12 hr. Data 

were collected every hour from the system logs of the operating systems where non-ADF, 

basic ADF, and enhanced ADF were implemented. The data were used to calculate 

variables such as detection time, time to launch an attack, false and true positive rates, and 

attack versus detection rates. 

Imperva (2011) reported that websites experienced up to 27 attacks per hour on 

average, and automated attack methods produced up to 25,000 attacks per hour. Even 

though the system could cover this number of attacks, the researcher decided on 100 attacks 

per hour because this rate would allow room for improved control and observation. 

Because the researcher controlled the bots, the rate of attack was increased to about 100 

per hour to test the effectiveness of the three solutions. Using this rate of attack was 

important to ensure the results were comparable to real-world situations. Figure 14 shows 

the experimental setup of the enhanced ADF, with multiple devices connected to the 

network.  



75 
 

 

Figure 14. Illustration of computer networks in the enhanced ADF experiment.  
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Chapter 4: Results 

4.1 Hybrid Model Evaluation Results  

After implementation of the dynamic proposed solution, analysis of the Solar 

Winds systems offered critical quantitative metrics reflecting the capacity of the MTD 

and honeypot framework to address cyberattacks through system back doors (Table 2). 

Table 2. Quantitative metrics for the Solar Winds System addressing cyberattacks. 

 Detection Intrusion 

Method 
Time 
(min) 

  Accuracy 
(%) 

False alarms 
(%) 

Sensitivity 
(%) 

Specificity 
(%) 

Novel a 1.65 98 0 96 99.0 

IDS 3.15 96 0 96 99.0 

UIAD 3.30 95 1 96 98.0 

Hybrid b 2.50 94 0 93.1 99.9 

Intelligent c 2.05 96.11 2 94 99.0 

Note. IDS = intrusion detection system; UIAD = unified intrusion anomaly detection. 

a Moving target defense and honeypot. b Hybrid principal component analysis and firefly-

based XGBoost algorithms. c Self-organizing map, support vector machine, multilayer 

perceptron, Bayesian network, and linear regression. 

The novel solution detected attacks faster than other techniques devised for the 

detection of cyberattacks (M = 1.65 min, SD = 0.16). With 98% detection accuracy, the 

novel solution allowed for quick detection and identification of cyberattacks. Attack details 

needed to implement a compelling reaction could thus be gathered early. Like the hybrid 

principal component analysis and firefly-based XGBoost algorithms implemented by 

Bhattacharya et al. (2020), the proposed solution effectively and rapidly identified known 

and unknown attacks. Further, both approaches had a 0% false alarm rate, indicating their 

eligibility for assessment of cyberattacks through system back doors. Unified intrusion 
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anomaly detection and intelligent computational methodologies had 1% and 2% false alarm 

rates, respectively, affecting the overall accuracy of those approaches in the detection of 

backdoor attacks. The hybrid principal component analysis and firefly-based strategy had 

a lower sensitivity to intrusion (93.1%) than the MTD and honeypot solution (96%). IDS 

took longer to detect malware than the proposed solution. The results also indicate that 

deception techniques are integral to the MTD solution because decoys help generate fake 

data to mislead malware and divert its traffic away from critical aspects of a system. Figure 

15 depicts the comparison of the relationship between CPU utilization and big-dataset size 

for four outlier detection methods: backpropagation NN, Artificial Neural Network and 

fuzzy clustering, Hyperbolic Hopfield Neural Network, and NOF outlier detection.    

 

Figure 15. Intrusion detection systems. Anomaly detection using the outlier detection 

approach. 

The experiment revealed several limitations of the MTD, deception, and adversary 

engagement solution. First, coupling MTD, IDS, and deception techniques is a complex 

process that requires expertise. This experiment involved approximately two months of 

work configuring the systems as desired. These cyber security systems were very costly 
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because of their complexity. The setup for this basic experiment cost $1,000, which means 

that larger organizations with complex designs would incur even greater costs. The IDS 

had a mean detection time of 3.15 min, substantially lower than that of the implemented 

MTD and honeypot solution (M = 1.65, SD = 0.16). The proposed solution had a high 

accuracy of 98%, which addressed the deficiencies of IDS with regard to the capacity to 

detect and prevent system intrusions that degrade aspects of security, such as data 

confidentiality, integrity, and availability. The intrusion sensitivity of 96% supported high 

security through early and accurate detection of known and unknown attack activity on the 

SolarWinds systems. 

4.2 ADF Simulation Results  

This part provides the simulation results of the ADF experiments. The results 

include descriptive data for various systems and Kruskal-Wallis test. 

4.1.1 Descriptive Statistics of Data Obtained 

Table 3 summarizes the data obtained on the time taken to attack different 

systems. 

 Table 3. Descriptive data for different systems. 

Variable Minimum Maximum M SD 

Time taken for 
attack (min) 

    

Basic ADF              4.00 4.24 4.056 0.086 

Enhanced 
ADF  

20.5 34.0 25.054 4.346 

No ADF 0.5 2.0 1.329 0.457 

Attack versus 
detection (%) 

    

Basic ADF 10.00 18.00 12.483 2.605 
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Variable Minimum Maximum M SD 

Enhanced 
ADF 

88.00 98.00 91.758 3.335 

No ADF 1.00 4.00 2.282 1.086 

Detection time 
(min) 

    

Basic ADF 1.0 5.0 3.118 1.249 

Enhanced 
ADF 

1.0 2.0 1.518 0.342 

No ADF 4 20 10.68 5.582 

Note. N = 7 for every condition. ADF = active deception framework. 

Table 3 shows the descriptive statistics for the time taken to launch an attack, attack 

versus detection rate, and detection time. The mean times for an attack were 4.06 and 25.11 

min for basic ADF and enhanced ADF, respectively. This indicates that the time taken for 

an attacker to launch their attack on an enhanced ADF system is higher than that for either 

the basic ADF or non-ADF systems. In terms of attack versus detection rate, the basic ADF, 

non-ADF, and enhanced ADF systems had means of 12.42%, 2.28%, and 91.71%, 

respectively, which suggests better detection in the latter system. In terms of detection time, 

the basic ADF enhanced ADF and non-ADF systems had means of 3.00, 1.47, and 10.71 

min, respectively, which suggests that the enhanced ADF system detected intrusions faster 

than the other systems. 

4.1.2 Comparison of Means 

Hypotheses H1 and H2 were tested using t-tests. The results appear in Table 3. 

Based on them, H1 and H2 were both accepted. Enhanced ADF, therefore, improves the 

security of the system in which it is implemented. 

Hypothesis H3 was also tested using a t-test, and the results appear in Table 3. 

Based on them, H3 was accepted. This means that enhanced ADF systems provide better 
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security than either basic ADF or non-ADF systems. The t value of 80.78 for the enhanced 

ADF system also suggests a higher probability. Hypothesis H4 was tested using a t-test. 

The results appear in Table 3. Based on them, H4 was accepted. 

Table 4. Comparison of means. 

   Difference 

    95% CI 

Variable t(6) p a M LL UL 

Time taken for an attack 
(min) 

     

Basic ADF 119.255 .000 4.055 3.975 4.135 

Enhanced ADF 13.341 .000 25.054 21.034 29.074 

No ADF 5.409 .002 1.328 0.905 1.7514 

Attack versus detection 
(%) 

     

Basic ADF 10.791 .000 12.482 10.0733 14.892 

Enhanced ADF 75.836 .000 91.758 88.674 94.842 

No ADF 5.435 .002 2.282 1.278 3.287 

Detection time (min)      

Basic ADF 5.106 .002 3.118 1.962 4.274 

Enhanced ADF 7.699 .000 1.518 1.202 1.835 

No ADF 5.273 .002 10.680 5.517 15.842 

Detection accuracy (%)      

Basic ADF 12.453 .045 10.525 9.816 11.235 

Enhanced ADF 80.786 .000 87.705 86.768 88.643 

No ADF 10.678 .456 4.570 4.330 4.81 

Note. CI = confidence interval; LL = lower limit; UL = upper limit; ADF = active 

deception framework. 

a Two-tailed. 
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4.1.3 Kruskal-Wallis 

An ANOVA was initially planned to demonstrate the difference in effectiveness of 

Basic ADF and  Enhanced ADF over no ADF for the metrics in Table 4 above, thus testing 

hypotheses H1-H4. Seven repeated measures of each metric were taken and listed in Table 

5 below. Unfortunately, the differences in treatment variance and the non-normality of the 

data violated the assumptions of the test. Instead, a Kruskal-Wallis Test (Ostertagova, 

Ostertag, and Kovac, 2014) was used to test the hypotheses. 

Table 5. Sample of detection metrics 

Time Taken to Attack (min) 
 

Treatment  1 2 3 4 5 6 7 

No ADF 1.10 1.50 2.00 1.50 1.40 0.50 1.30 

Basic ADF 4.00 4.01 4.01 4.24 4.00 4.05 4.08 

Enhanced 
ADF 

23.32 22.01 20.50 25.52 24.81 34.00 25.22

Attack versus Detection (%) 
 

Treatment  1 2 3 4 5 6 7 

No ADF 1.00 4.00 3.11 1.04 1.89 2.60 2.34 

Basic ADF 12.09 10.00 18.00 11.45 11.92 10.95 12.97

Enhanced 
ADF 

88.14 98.00 92.41 91.76 92.09 88.00 91.91

Detection Time (min) 
 

Treatment  1 2 3 4 5 6 7 

No ADF 20.00 5.98 4.00 15.67 7.78 10.83 10.50

Basic ADF 2.45 5.00 2.98 4.00 2.99 1.00 3.41 

Enhanced 
ADF 

1.45 1.72 1.00 1.45 1.23 1.78 2.00 

Detection Accuracy (%) 
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Treatment  1 2 3 4 5 6 7 

No ADF 4.44 4.67 435 4.23 4.78 4.54 4.98 

Basic ADF 10.85 11.23 9.45 9.58 11.45 10.45 10.67

Enhanced 
ADF 

85.89 88.94 87.77 87.18 88.89 88.34 87.93

 

The results for the Kruskal-Wallis tests are presented in Table 6, indicating a 

strongly significant difference in performance between The no ADF, Basic ADF, and 

Enhanced ADF treatments. In addition, testing the individual treatment mean differences 

indicated that at the less than .0001 level of significance, the Basic ADF performed better 

than no ADF and the Advance ADF performed better than the Basic ADF with respect to 

all metric thus confirming hypotheses H1 through H4. 

Table 6. Test results for Kruskal-Wallis tests 

METRIC  H F H* p-Value  

Time Taken to 
Attach (min) 

17.8182 0.9981 17.8530 0.0001 

Attack versus 
Detection (%) 

17.8182 1.0000 17.8182 0.0001 

Detection Time 
(min) 

15.1670 0.9981 15.1966 0.0005 

Detection 
Accuracy( %) 

17.8182 1.0000 17.8182 0.0001 

 

Figure 16 indicates the time an attacker took to launch different kinds of attacks on 

the enhanced ADF, basic ADF, and non-ADF systems. The findings show that attacks 

against the enhanced ADF system generally took longer to launch than those against the 

basic ADF and non-ADF systems. For a man-in-the-middle attack, the basic ADF system 

required 4 min, the enhanced ADF system required 24 min, and the non-ADF system 

required 2 min. The non-ADF system took less than 2 min on average to attack regardless 
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of attack type, indicating their weak security features. For basic ADF, the average attack 

time was about 4 min, indicating superiority relative to no ADF. The average time to attack 

a system with enhanced ADF was over 20 min, indicating high security.  

  

 

Figure 16. The average time taken to launch an attack for different attacks. 

Figure 16 indicates the detection rates of different attacks on the three systems: 

basic ADF, advanced ADF, and no ADF. The figure shows that systems with enhanced 

ADF generally had detection rates of more than 85% regardless of attack type, much higher 

than the rates for basic ADF or no ADF. The systems with no ADF detected the fewest 

attacks, indicating weak security features. The detection rate for enhanced ADF was, on 

average, above 90% for the different attack types. This supports hypothesis H2: The 

enhanced ADF system detects more than 90% of an attacker’s movements in the attack 

chain.  
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Figure 17. Visualization of attack versus detection rates. 

Figure 18 indicates the time to detect different types of attacks on the three systems. 

It shows that the systems with no ADF took more than 10 min to detect an attack for several 

types of attack, indicating their weak security features. The basic ADF system took an 

average of less than 3 min to detect an attack, indicating better security detection than the 

system with no ADF. The system with enhanced ADF took less than 1 minute on average 

to detect an attack, which showed that this system provided high security in terms of 

detection. 
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Figure 18. Detection time for an attack. 

4.1.4 Detection Accuracy Using False Positives and True Positives 

Figure 19 visualizes the data obtained for false positives and negatives. The data 

were necessary to ascertain the detection accuracy of the systems. Figure 19 indicates the 

detection accuracy of the three systems. The blue bars show false positives—detection of 

an attack when none was occurring—and the orange bars show true positives—detection 

of a real attack. The graph shows that the system with enhanced ADF generally had higher 

detection accuracy than those with basic ADF or no ADF.  

 

Figure 19. Detection accuracy of the ADF. 
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The enhanced ADF system had a true positive rate of 80% and a false positive rate 

of 20%. The system with no ADF had the lowest true positive rate, 10%, lower than both 

the enhanced ADF and basic ADF systems, indicating weak security features. The basic 

ADF system had a true positive rate of 20%, indicating a 60-percentage-point improvement 

in the detection of enhanced ADF systems over basic ADF. These results support 

hypothesis H3: The enhanced ADF system reveals attackers’ techniques, tactics, and 

procedures with 60% accuracy. 
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Chapter 5: Discussion of Findings and Conclusion, and Future Work 

5.1 Conclusion and Recommendations  

The main purpose of this study was to evaluate the effectiveness of a novel hybrid 

model combining MTD and cyber deception techniques to mitigate backdoor threats 

perpetuated by malicious actors and to examine the effectiveness of an advanced ADF 

against security threats compared to conventional ADF solutions. It was hypothesized that 

a hybrid model integrating MTD and cyber deception is an effective solution in mitigating 

backdoor security threats. For the ADF, it was predicted that the system reduces the mean 

time to detection and detects more than 90% of an attacker’s movements in the attack chain. 

It was also predicted that the enhanced ADF system would reveal the attackers’ techniques, 

tactics, and procedures and delay an attack by more than 20 minutes. 

Therefore, this study had two parts. Firstly, the study examined a breach of Solar 

Winds security in which attackers implemented a back door by injecting malicious code 

into the network operating system, despite the existence of a preinstalled IDS. Secondly, 

the study tested the effectiveness of an ADF and evaluated whether it offered better security 

against various attacks compared to the unenhanced ADF system and a reactive non-ADF 

system. It was hypothesized that a hybrid model integrating target defense (MTD) and 

cyber deception techniques offers a potential framework for addressing cyberattacks 

perpetuated through back doors in Solar Winds. The rest of this paper discusses the study 

findings and the implications of the findings.  

5.1.1 Hybrid Deception Technique  

A hybrid deception technique is considered a powerful strategy for mitigating 

backdoor attacks, combining MTD, IDS, and decoy techniques. The literature analysis 
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suggested that a hybrid model integrating these defense strategies should provide a robust 

framework for addressing cyberattacks perpetuated through back doors in Solar Winds. 

The intent of a hybrid model would be to use multiple security techniques to leverage the 

strengths of each technique to enhance security resilience. However, the effectiveness and 

efficiency of such a hybrid model has not been tested. Combining multiple security control 

strategies into a single system can affect the functionality and performance of the system, 

including its accuracy and effectiveness. A major objective of this work was to evaluate 

the effectiveness of the hybrid deception technique and to verify its feasibility for 

organizational contexts such as the case of SolarWinds. Judging by the difference in the 

meantime needed to detect suspicious activity in the network between the proposed 

solution (1.65 min) and the IDS (3.15 min), the findings suggest that the decoy network 

effectively identified malware attacks. The application of the honeypot system sufficiently 

addressed deficiencies in the IDS, particularly the cybersecurity of network and 

information systems. A growing body of literature shows that the conventional IDS has 

severe limitations, which can hamper its application in the detection of backdoor attacks. 

For example, IDS has low sensitivity and accuracy, which leads to high rates of false 

negative and false positive alarms. Although modern IDS have high accuracy, they will 

never be perfect. IDS also requires full-time monitoring. The IDS needs monitoring to 

allow human actors to respond to the alarms it raises. These limitations indicate that using 

IDS alone would not provide sufficient detection of backdoor attacks. The findings showed 

that the hybrid solution significantly reduced the mean time to detection of attacks by 

malicious actors seeking system access through back doors. 
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In the experiments conducted with the hybrid security solution, among the records 

made were reports of the execution of unknown commands, which would have led to 

adversaries implementing back doors within the system. These findings are expected and, 

as such, align with those of Wysopal et al. (2010), who showed that back doors are 

implemented via executable code and associated with malicious behavior such as hidden 

commands and rootkit processes. In the context of this research, back doors relate to the 

implementation of executable code that can lead to malicious behavior. Later steps in the 

proposed cybersecurity solution involve the generation of decoys to prevent the 

implementation of back doors. 

The findings are consistent with those of Agbedanu et al. (2018). They reported 

that honeypots were an effective strategy because they rerouted diverse types of attacks 

against an entire network, thereby protecting its users and assets. Likewise, the findings 

align with those of Artail et al. (2006), who showed that low-interaction honeypots helped 

direct malicious traffic to high-interaction honeypots where attackers interacted with 

genuine services. However, because combining deception strategies with the MTD strategy 

provided layered security, the findings deviate from those reported by other researchers 

and emphasize the robustness of the proposed solution. A hybrid network of honeypots 

would also be advantageous in future experiments. The network administrators recorded 

the activities of intruders and, after that, facilitated appropriate actions to safeguard the 

network. Using an adversary engagement platform allowed the creation of decoys in the 

network, which effectively rerouted traffic from attackers away from network resources 

and assets. 
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Leveraging adversary deception and constant adversary engagement of the novel 

solution to establish some characteristics of attackers that strengthen concealment of the 

real network and information systems, the actual attack targets. Continued adversary 

engagement using varied decoying and obfuscation tactics causes attackers to make 

suboptimal attack decisions, thereby allowing the defense framework to identify the target 

systems. The system security gap within contemporary cybersecurity practice is filled by 

the effective security outcomes of the deceptive techniques that conceal and protect actual 

information and network systems from attack. The unique aspect of this study, in contrast 

with other work, lies in the ability of the novel MTD and honeypot solution to dynamically 

change the characteristics and availability of the attack surface, thereby confusing and 

disrupting attack activity. The gap addressed by the novel solution revolves around the 

limitation of an attacker’s ability to access core networks and information systems by 

allowing predetermined access to decoy or deceptive platforms. 

In conclusion, a variety of techniques allow the detection of backdoor intrusion 

within a typical computer system. Quantitative metrics based on the outcomes of the 

methods permit the selection of the most appropriate method. However, although IDSs 

remain the primary approach to the detection of attacks on computer and network systems, 

malware creators have evolved and actively applied techniques for concealing information 

and attack activity, thereby evading detection by IDSs. Moreover, IDSs have low 

sensitivity, leading to high false alarm rates, and require continuous monitoring. In light of 

these limitations, the findings suggest that an IDS does not offer sufficient security against 

backdoor attacks by itself. Combining IDS with active deception can enhance the security 

of the system against different kinds of cyber-attacks, including attacks that exploit 
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backdoor vulnerabilities. The solution proposed in this work is more effective than an IDS 

and, thereby, more productive in adversary engagements. With quick detection of attacker 

activity, the honeypot system offers protection by enabling the execution of attacker 

malware in simulated decoy environments. 

5.1.2 ADF System 

The evidence adduced from the existing literature has shown that an ADF system 

is a powerful technique for detecting intrusions. However, there is a paucity of research 

focusing on the effectiveness of ADF against various attacks. Moreover, there are various 

types of ADF, including the unenhanced systems, reactive non-ADF, and enhanced ADF 

systems. The effectiveness of these systems has not been examined within an 

organizational context. The purpose of this work was to bridge this gap by evaluating the 

performance of the unenhanced system, reactive system, and the enhanced system.  

The ADF evaluation results showed that the enhanced ADF system was more 

effective than the unenhanced and non-ADF systems. The enhanced ADF reduced the 

mean detection time by 1.5 min (50%) and increased the time needed for an adversary to 

attack by 20 min (125%) compared to the reactive solution. The enhanced ADF system 

also detected more than 90% of attackers’ movements in the attack chain and revealed the 

cyberattack techniques and procedures with 60% accuracy. The enhanced ADF is a 

promising system for organizations that operate in high-risk industries like software 

developers.   

The hypotheses were tested with the collected and analyzed data. The results in 

Tables 2 and 3 and Figure 16 show that the proposed enhanced ADF system performed 

best and increased the time needed to launch any of a variety of attacks by more than 20 



92 
 

min. Hypothesis H1, that the enhanced ADF system reduces mean time to detection, was 

accepted. On the same note, because the enhanced ADF system was an improvement of 

the MITRE Shield framework, it provided a better detection rate than any other system 

tested. On average, the detection rate was 91.71%. Based on the analysis, Hypothesis H2, 

that the enhanced ADF system detects more than 90% of an attacker’s movements in the 

attack chain, was accepted. This agrees with and quantifies the findings of Cifranic et al. 

(2020), who conducted a qualitative case study. This study has, therefore, yielded the only 

instance of this finding based on quantitative data. This finding affirms that enhanced ADF 

systems are the solution to ever-growing cybersecurity issues, especially with many 

hackers finding it easier to access systems using improved tactics and procedures. Based 

on the data presented in Figure 6 and Tables 11 and 4, hypothesis H3, the enhanced ADF 

system reveals attackers’ techniques, tactics, and procedures with 60% accuracy, was 

accepted. This finding agrees with that of Islam and Al-Shaer (2020), who showed that the 

time taken to detect an attack on an enhanced ADF system was significantly lower than 

that needed on a conventional intrusion detection system. The experimental results confirm 

that enterprises using dynamic deception techniques have higher system performance than 

those using traditional cybersecurity protocols, such as intrusion detection and prevention. 

Furthermore, the enhanced ADF proposed by the researcher improves MITRE Shield and 

could improve other similar deception models to enhance rates of detection of intruder 

activity in networks, hence improving detection accuracy. 

5.2 Implications of the Study Findings to Cybersecurity  

Overall, the findings suggest that cyber deception techniques coupled with 

computational intelligence strategies can strengthen by leveraging the strengths of reactive 
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and proactive strategies for cybersecurity. Mohan et al. (2022) have explored the benefits 

of both reactive and proactive security systems and concluded that both approaches can 

enhance cybersecurity against several threats. The conventional cybersecurity approach for 

SolarWinds includes reactive security tools like signature-based detectors, a blocking 

system, intrusion detection, and a protection system. These tactics can improve the security 

posture of an organization by providing a defense-in-depth approach. However, a modern 

approach to cybersecurity requires an adaptable system that can morph with business needs 

and system requirements. According to Mohan et al. (2022), while modernization has led 

to increased incorporation of digital automation, critical data, and information structure 

still depend on non-adaptive cyber techniques and solutions. Consequently, these systems 

have glaring security vulnerabilities, as evidenced by the growing number of malicious 

cyberattacks and unauthorized access to networks and information systems. 

Hackers aim to access data and critical information from networks and systems 

without the authority to do so. Existing evidence shows that the incidence of cyber breaches 

and ransomware attacks in networks and information systems increased astronomically in 

recent years (Coker, 2021). Although security experts have deployed various cybersecurity 

tools and techniques to protect the confidentiality, integrity, and availability of critical 

information assets, malware has also evolved to use sophisticated cyber tools. The 

emergence of dynamic cyber-attack approaches equips adversaries with tools that can 

exploit backdoor vulnerabilities. The adversary deception and engagement solutions 

presented in this work address cybersecurity practice gaps by hiding target systems using 

decoy technology. However, the findings have established that neither is IDS or a decoy 

enough on its own. Each of these defense strategies has its own benefits and limitations. 
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However, it needs a better understanding of the anatomy of a backdoor attack to mitigate 

the associated threats. 

 It was established from the literature review that a crucial step in a backdoor attack 

is the bypassing of the security protocols within a target system. The cybersecurity kill 

chain shows that reconnaissance is often the first step during an attack. Reconnaissance 

often involves analysis of the functionality of an application, the data stored in the system, 

and the structural organization of the system. The identification of vulnerabilities and 

weaknesses in a system is a key step in a backdoor attack. However, reconnaissance is also 

a systematic process that involves data manipulation. An attacker should be able to bypass 

the security controls to scan and identify various resources in systems and networks. The 

proposed hybrid security systems promise to mitigate the security risks associated with 

reconnaissance by engaging the adversary from the beginning. The deception techniques 

implemented in this work can prevent adversaries from modifying or updating malware on 

an entire network or information system.  

Moreover, the proposed IDS provides a powerful tool for mitigating the risk of 

reconnaissance. The main advantage of IDS is that it is designed to prevent reconnaissance 

attacks by default. However, cyber-attacks have devised mechanisms to evade IDS 

signatures, which raises concerns for IDS-only security frameworks. For instance, there 

are different kinds of IDS (Lin et al., 2020). “Network Intrusion Detection Systems 

(NIDS)” are designed to analyze incoming network traffic. “Host-based Intrusion 

Detection Systems (HIDS)” are designed to work on hosts, such as OS files. There are also 

signature-based IDS, which look for potential threats by examining network traffic for 

specific attack patterns associated with malware. The problem with signature-based IDS is 
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that they only work for known attacks. Therefore, security frameworks based on signature-

based IDS lack the capacity to detect new attacks with no established attack pattern. An 

alternative IDS is the anomaly-based IDS, which is more adaptive and can identify new 

attacks. Anomaly-based IDS can detect new attack patterns by comparing trustworthy 

activity with data stored in a database (Lin et al., 2020), even though malware can evade 

IDS by using traffic that does not match known malicious signatures. Advanced attackers 

can also exploit previously unknown vulnerabilities. For example, exploiting zero-day 

vulnerabilities makes it difficult for an IDS to detect any associated malware pattern. 

Malware can also confuse IDS by scrambling the attack payload, which makes it difficult 

for the security system to recognize the reconnaissance attempts while gathering 

intelligence to conduct backdoor attacks. Therefore, while IDS is a powerful tool for 

detection reconnaissance during a backdoor attack, adversaries can still bypass the 

detection systems. Information security practitioners often deploy IDS within a system 

framework to monitor the web for potential malware activity or to discover unauthorized 

intrusion and access. However, IDSs have deficiencies that affect their capacity to detect 

and mitigate unknown attacks (Lin et al., 2020). The primary shortcoming of IDSs or 

scanners is that they only see malware with known signatures, and attackers can evade 

detection by obfuscating backdoor code.  

Since IDS has deficiencies, the proposed security framework integrates detection 

techniques with the concept of a moving target defense (MTD) solution. The aim of using 

an integrated security system is to engage with attackers who manage to evade detection 

with IDS. To explore this concept further, this research study examines an attack on the 

SolarWinds platform (Microsoft, 2020) as a case study of a backdoor attack. During the 
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cyberattack, cybercriminals inserted malware into a “Dynamic Link Library (DLL)” of 

benign software. The compromised DLL file loaded and facilitated backdoor 

implementation. Although the malware was attached to a benign software DLL, 

SolarWinds’ IDSs failed to detect the malicious activity and thus allowed the adversaries 

to exploit the backdoor vulnerability. The proposed security framework is a novel 

integrated solution involving three strategies: detecting, engaging with, and deceiving 

malware attackers. This is a comprehensive, multi-faceted security framework for 

mitigating the threats posed by evasive backdoor attacks.  

The proposed and tested novel solution leverages the benefits of integrating 

deception techniques (honeypot decoys) and adversary engagement tactics to reduce the 

mean time required to detect an attack using a compromised back door. Further, integration 

of adversary engagement, MTD, and deception allows for greater than 90% trust in the 

protection of core systems and networks of SolarWinds. SolarWinds systems have 

remained exposed to backdoor attacks because of the ability of the back door to run 

malicious DLL code and malware that can exploit network and information systems. 

Conventional IDSs employ ineffective attack detection techniques that affect the integrity 

of their security. Poor attack detection significantly slows the implementation of a security 

solution after the successful execution of attack malware. Implementation of the proposed 

solution significantly improved attack detection, which allowed for quicker and better 

implementation of MTD, thereby shielding fundamental and critical parts of the 

SolarWinds system. The implemented solution functions more effectively than an IDS, 

allowing for productive and effective adversary engagement. Upon quick detection of 
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attacker activity, the honeypot system offers protection to the entire system by allowing 

the execution of attack malware in a simulated decoy environment. 

The main objective of this research is to assess the effectiveness of an enhanced 

ADF system relative to that of both a basic ADF system and a non-ADF system using a 

contemporary reactive intrusion detection approach. The effectiveness of the observed 

systems was measured using the mean time to detection and the time taken by an attacker 

to launch an attack successfully (Taschler, 2018). Detection time and time taken by an 

attacker to launch an attack successfully indicate how systems function in terms of 

adversary detection and system control. 

Straightforward, comprehensible recommendations regarding ADF systems would 

help most organizations and non-experts adopt the best cyber defense technology and make 

cyberspace a safer place to do business. A review of existing studies revealed that few 

researchers have rigorously compared deception systems with reactive systems. This 

research bridges that knowledge gap and guides the mitigation of cyberattacks through the 

enhancement of ADF systems. 

5.3 Limitations of the Study  

This study has several limitations and shortcomings. The study findings and 

conclusions are based on experimental simulations for both the hybrid system and the ADF 

system. Simulation experiments are useful in evaluating cybersecurity solutions, but they 

do not generate solutions. Moreover, simulation results are not precise. The results provide 

a set of responses to different operating conditions of the security systems. This makes it 

difficult to measure or predict the performance of the system in a real-world environment. 

The simulation models generated in this work represent simplified versions of the real-
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world situations. Although these presentations allow the researcher to understand the 

problem of backdoor attacks, they only serve as a trial-and-error approach. Consequently, 

the study does not provide a precise solution that can be implemented as its basis. However, 

the simulation experiments were justified for this study because this approach allows the 

researcher to explore the scenarios and identify the pertinent system performance issues 

without interfering with the system. The main challenge in this work is the problem of 

generalizing the simulation results. That is, there is a limit to the extent to which the 

findings based on the experimental results could be used to define an optimal security 

system. The use of statistical methods in this study ameliorated the weakness of the 

experimental simulation approach. Kruskal-Wallis is a non-parametric test used to examine 

statistical differences between multiple groups of a given independent variable. The 

Kruskal-Wallis test was chosen for this study because the data did not meet the assumption 

of normality. While Kruskal-Wallis test is a robust procedure, it requires ensuring that the 

data meets the relevant assumptions (Ostertagova & Ostertag, 2014). For example, the test 

assumes independent observations and the distribution of the data should not necessarily 

follow Gaussian or the variances be equal.  

5.4 Future Work 

Further research is needed to develop architectures that can facilitate the 

combination of MTD and deception techniques to improve the resilience of computer 

networks. Further study is also necessary to enhance the performance of intrusion detection 

and prevention systems by combining them with MTD and deception techniques. The 

findings of this research suggest that the most robust cybersecurity strategies are a hybrid 

of MTD, deception, and intrusion detection and prevention systems. Future researchers 
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should develop an experiment that effectively demonstrates such hybrid solutions. This 

would require developing designs and implementing system prototypes to demonstrate the 

capabilities of a hybrid security system.  

Several challenges were not addressed in this research and deserve additional 

consideration. The ADF evaluation experiment was conducted in a simplified environment 

with only one web server and five computers in each network. There is a need for additional 

investigation of the effectiveness of the enhanced ADF solution relative to other solutions 

in real-world networks. This indicates the need for real-world application of the ADF for 

more accurate validation. Effective system validation would also require specification of 

user requirements, functional system specifications, design specifications, system 

configuration, and performance validation. The advantage of a full-scale system validation 

process is that it would ensure that the system performs its intended use and functions.  

A second avenue for future research is the improvement of the enhanced ADF 

solution by assessing its performance in response to more than the 100 attacks per hour 

used in the experiment. The researcher restricted the attack rate to ensure the study’s 

objectives were met within the provided timeframe. However, a large sample is required 

to validate the performance of the enhanced ADF solution. A larger sample size could 

ensure more accurate mean values and indicate any outliers that may raise concerns about 

the performance of the system. By increasing the number of attacks per hour, the study will 

give more accurate results with greater power about the performance of the enhanced ADF 

system. This includes an estimation of the false alarm rates. This is especially important in 

future research work that aims to improve the threat detection of enhanced ADF systems. 

An integrated system that includes multiple security modules needs evaluation to ensure 
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that all the sub-systems work together. Being proactive about the performance of the 

integrated system can help to minimize false alarms. 

In future work, researchers should launch more dynamic attacks simultaneously 

from multiple sources to improve the robustness of the enhanced ADF solution. Future 

researchers should also assess the impact of combining the enhanced ADF solution with 

reactive tools. Such research would provide important insights into whether ADF systems 

are best implemented in networks alone or together with other cyber defense tools. 
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