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Abstract of Praxis

Development of Resilient Safety-Critical Systems in Healthcare Using
Interdependency Analysis and Resilience Design Patterns

In the U.S. medical sector, software failures in safety-critical systems in
healthcare have led to serious adverse health problems, including patient deaths and
recalls of medical systems. Despite the efforts in developing techniques to build resilient
systems, there is a lack of consensus regarding the definition of resilience metrics and a
limited number of quantitative analysis approaches. In addition, there is insufficient
guidance on evaluating resilience design patterns and the value they can bring to safety-

critical systems.

This research employed the interdependency analysis framework to evaluate the
static resilience of safety-critical systems used in the healthcare field and identified
software subsystems that are vulnerable to failures. Resilience design patterns were first
implemented to these subsystems to improve their ability to withstand failures. This
implementation was followed by an evaluation to determine the overall impacts on

system’s static resilience.

The methodology used a common medical system structure that collects common
attributes from various medical devices and reflects major functionalities offered by
multiple medical systems. Fault tree analysis and Bayesian analysis were used to evaluate
the static resilience aspects of medical safety-critical systems, and two design patterns
were evaluated within the praxis context: Monitoring and N-modular redundancy

resilience patterns.
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The results ultimately showed that resilience design patterns improve the static
resilience of safety-critical systems significantly. While this research suggests the
importance of resilience design patterns, this study was limited to explore the impact of
structural resilience patterns on static resilience. Thus, to evaluate the overall resilience of
the system, more research is needed to evaluate dynamic resilience in addition to

studying the impact of different types of resilience design patterns.

Keywords: Safety-critical system, healthcare, interdependency analysis, Bayesian

analysis, fault tree analysis, resilience design pattern.
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Glossary of Terms

Adverse event: Event that leads to undesirable experience associated with the use of a

medical product.

Annunciation failure: Failure that has no effect on the safety function but may lead to

detecting future failures.

Catastrophic failure: Failure that is both Complete and Sudden. The consequences of

Catastrophic failure are severe.

Combined effect: Effect that occurs when system’s capacity is influenced by another
system’s capacity and the resulting influence is greater than the sum of all the direct

effects.

Common Cause Failure (CCF): Single failures that result in failures of multiple

components.

Complete failure: Failure that leads to complete loss of specific functionality of the

system.

Containment: Limiting the impact of failure on other components or subsystems in the

system.

Cyclic effect: Effect resulted by affecting the same component through a series of

intermediate components, changing the element capabilities again.

D-Separation: Criterion for deciding, from a Bayesian network, whether a set X of

variables is conditionally independent of another set Y, given a third set Z

xXx1



Dangerous failure: Failure that makes the component unable to perform its safety

function.

Detected failure: Failure that is detected by automatic diagnostic testing approach.

Direct effect: Effect resulted when the capacity of one system directly related to another.

Disruption: Any event that leads to interruption to the system’s ability to achieve its

objectives

Dynamic resilience: Refers to the system recovery after disruption. In other words, it
refers to the possibility that a system recovers its function upon losing it when facing

disruption.

Extended faults: Persistent failures that require replacement or repair of one or more

components.

External disruptions: Refer to natural disasters caused by out-of-control factors (e.g.,

random phenomena).

Failure detection: Recognition of an anomaly or pattern in data or control value that

leads to failure in the system.

Gradual failure: Failures that were expected based on prior examination, testing, or

benchmark comparisons.

Healthcare System (or health system): System that includes all resources, institutions

and organizations whose primary intent is to improve health.
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Indirect effect: Effect resulted when there is no critical connection between the capacity
of one system and the capacity of another one. However, these systems are connected

together through a supply chain via intermediate elements.

Intermittent failures: Failures that are present under specific conditions but disappear

when the condition changes without any repair action.

No effect failure: Failure of a component that is part of the safety function but has no

direct effect on the safety function of the system.

No part failure: Failure of a component that is not part of the safety function but listed

for completeness.

OREDA: A failure classification system that has been going on since the early 80s.
Failure data has been collected for approximately 24,000 offshore equipment units

comprising around 33,000 failures.

Partial failure: Failure that causes partial loss of specified system’s functionality.

Poisson Process: Statistical process used in the counting of occurrences of certain

events.

System recovery: System’s ability to recover one or more of its functions after

disruption or failure.

Safe: Means to be secured from danger or freedom from the risk of harm.

Safe failure: Failure that does not impact the ability of a system to perform its safety

functions.
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Safety: The freedom from conditions that can lead to death, injury, sickness, equipment

damage, or destruction to the environment

Safety Instrumented System (SIS): Consists of engineered sets of software and

hardware controls used for control process systems.

Static resilience: Refers to the system’s ability to maintain its function or to survive
when disruption happens. In other words, it refers to the possibility that system continues

to function upon facing a disruption.

Sudden failure: Failures that could not be forecasted by prior examination or testing.

Systemic disruptions: Disruptions related to system capabilities, functions, or capacity.

System recall: Occurs when there is malfunction in the system and it requires an external

manipulation.

System safety: The application of engineering and management principles, techniques,
and criteria to achieve acceptable risk within the constraints of operational effectiveness
and suitability of cost and time throughout all phases of the system life-cycle (DoD,
2012). Each system has a risk associated to its operation and system safety is related to

minimizing this risk to achieve an acceptable level.

Temporal effect: Effect resulted when the capacity of one system is directly related to

the capacity of another one. However, the intensity of the relationship shifts in time.

Undetected failure: Failure that cannot be detected by automatic diagnostic testing.

Rather, it is discovered by proof tests.
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Chapter 1—Introduction
1.1 Background

Resilience towards safety-critical systems is vitally important topic as systems are
increasingly becoming complex and any disruption to their operation could lead to
significant deaths and injuries. Safety-critical systems refer to systems that are critical to
the safety of people. Malfunctions of such systems may cause injuries to people,
environmental damage, and/or economic loss. Examples of safety-critical systems can be
found in the areas of nuclear engineering, infrastructure design, transportation networks,
and healthcare systems (Davies, 1994; Knight, 2002).

Due to the importance of safety-critical systems, many industrial standards have
been developed to maintain the quality of these systems. For instance, the International
Electrotechnical Commission (IEC, 2006) Standard No. 62304 was developed to specify
the requirements for software used within medical devices. In addition, the International
Organization of Standardization (ISO) Standard No. 26262 and IEC Standard No. 61513
were developed for the automotive and nuclear industries, respectively to maintain safety
standards for software development in these domains.

The concept of reliability is crucial to safety-critical systems. Reliability is
formally defined as the entity’s capacity to survive and recover from disruptions (Stavish,
2018). It represents the system’s ability to meet a given set of requirements for a certain
period of time under specific conditions. Recently, resilience has been proposed as a
more substantial metric than reliability (Han, Marais, & DeLaurentis, 2012). Generally,
resilience can be defined as the system’s ability to maintain its functions when facing

disruption in addition to its ability to recover main operation if disruption led to system



breakdown. Resilience combines system’s reliability and recoverability to evaluate its
overall performance (Yodo, Wang, & Zhou, 2017). Resilience has been used to analyze
systems and solve problems in fields such as computer science, psychology, disaster
management, material science, and ecology (Han, Marais, & DeLaurentis, 2012). In
healthcare, Chen et al. (2012) proposed typical medical system structure to unify research
efforts in medical device modeling. This structure collects common attributes in various
medical devices and it reflects major functionalities offered by multiple medical systems.
1.2 Research Motivation

This section discusses two factors that motivate the research undertaken in this
praxis. First, there is a need to find ways to improve the safety-critical systems’ ability to
withstand failures in the healthcare field. Second, there is a dearth of research on the use
of resilience analysis with safety-critical systems in the area of healthcare. These two
factors are discussed in the following two subsections; Subsection 1.2.1 discusses the
former motivation, and Subsection 1.2.2 discusses the latter motivation.

1.2.1 Potential Benefits of Resilience Improvement in Safety-Critical Systems

The safety-critical system concept comprises subsystems of hardware, software,
and human aspects that are needed to carry out safety functions. Such systems form a
complex network of interrelated subsystems and services. The incapacity of one
subsystem can affect other subsystems, leading to direct impacts on the capacity of the
entire system. These cascading and indirect effects make it challenging to assess the
function of one subsystem within overall system stability by observing only the
subsystem’s direct outputs. Furthermore, system components deemed non-critical can

turn out to be vital in a system-wide crisis. Thus, fault management techniques need to



adopt these findings to ensure better overall capability when facing crisis situations. In
this context, an interdependency analysis examines the aforementioned effects and
predicts their impacts on system capacity. Moreover, the use of interdependency analysis
has shown promising results in evaluating and improving System-of-Systems (SoS)
resilience in many areas of safety-critical systems (Uday & Marais, 2015).

In the field of healthcare, safety-critical systems suffer from significant resilience
issues. These issues contribute to failures that can lead to harming people or increasing
the probability of system damage. More specifically, recent increasing trend of failure of
medical devices has had catastrophic impacts on patients. In 2011, the U.S. Food and
Drug Administration (FDA) reported 4,590 patient deaths and 92,600 patient injuries due
to medical device failures. Since 2006, the FDA has also reported 103.3% increase in the
adverse events in medical devices (Alemzadeh, Iyer, Kalbarczyk, & Raman, 2013).

Figure 1 categorizes the failures of medical devices that occurred from 1983 to
1997. These statistics, reported by Wallace and Kuhn (2001), show that medical devices
in radiology and cardiology have the highest failure rates in medical systems. Therefore,
improving the system’s ability to withstand failures in devices used in these two domains
(e.g., general infusion pumps) can help achieve effective maximization of the overall

resilience of safety-critical systems used in the healthcare.
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Figure 1. Failure distribution of medical device failures (Wallace & Kuhn, 2001)
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1.2.2 Research Needs in Resilience Analysis

The 2025 vision for the International Council on Systems Engineering (INCOSE)
discusses the research needs for continuous design and implementation of resilient
systems due to their increasing demand (INCOSE, 2014). In addition, resilience
engineering is becoming a new perspective for evaluating complex systems performance
and applying decision making (Attoh-Okine, 2016). Also, Engineered Resilient Systems
(ERS) was listed as strategic investment area in the U.S. Department of Defense program
objectives for the period between 2013 and 2017. (DoD, 2011). This increasing demand
is reflected in Figure 2 that shows the exponential increase in the use of the term
resilience analysis in research articles between 1980 and 2018. Despite that, relatively
few demonstrations of resilience analysis techniques are available for use (Balchanos,
2012). Notably, however, a metric that quantifies the system capacity to overcome
disruptions and resist failures can improve system design and selecting appropriate
choices. For example, this metric can help medical technologies to switch from designing
systems for usability toward designing them for resilience. This transition can help
organizations in integrating various market methods and reducing their needs for service

adaptation due to technological limitations (Borsci et al., 2018).
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Figure 2. Usage of the term resilience analysis in Google Scholar articles
between 1980 and 2018
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1.3 Problem Statement

In the U.S. medical sector, software failures in healthcare safety-critical systems
have led to death, serious health problems, and recall of medical systems. For example, in
2011, computer- and non-computer-related adverse events led to 4,590 deaths in addition
to 92,600 patient injuries in the United States. In 2011 also, software failures contributed
to 64.3% of total adverse events (Alemzadeh et al., 2013). Moreover, software failures in
medical equipment impacted 2,303,441 devices in 2013, leading to significant financial
loss for manufacturers. In fact, software failures represent 33.3% of high-risk failures
(Class I) and 65.6% of medium risk failures (Class II) (Alemzadeh et al., 2013). The
software failures that led to system recalls occurred due to reliability, safety, and security

defects (Alemzadeh et al., 2013).

1.4 Thesis Statement
Interdependency analysis can identify software subsystems with high failure risk,
and resilience design patterns can be used to redesign the system to improve its ability to
withstand failures.
1.5 Research Objectives
The objectives for this research are as follows:
e RO1: To develop a model to estimate the system’s ability to withstand
software failures that may occur in typical medical system structure.
e RO2: To evaluate the static resilience of the baseline medical system
structure.
e RO3: To apply resilience design patterns to the typical medical system

structure.



e RO4: To evaluate the improvement of medical system resilience after the

application of resilience design patterns

1.6 Research Questions and Hypotheses

The following research questions address the objectives stated in Section 1.5:

e RQI1: What are the software areas of safety-critical systems in healthcare that
have a lower ability to withstand software failures?

e RQ2: Does the implementation of resilience patterns in safety-critical systems
in healthcare make them more resilient?

The following bullet points describe the research hypotheses that are meant to

answer the research questions listed above:

e Hl: Therapy delivery software subsystem has a lower ability to withstand
failures compared to other software subsystems in typical medical system
structure.

e H2: The implementation of Monitoring resilience pattern can improve the
static resilience of healthcare safety-critical systems by at least 50%.

e H3: The implementation of N-Modular Redundancy resilience pattern can
improve the static resilience of healthcare safety-critical systems by at least
90%.

Table 1-1 connects research objectives, research questions, research hypotheses, and

analysis methods that were used to test the hypotheses.



Table 1-1. Mapping Research Objective & Research Questions to Research Hypotheses

& Analysis Methods
Response ) )
Research | Research | Research Predictor Analysis
o . Variables .
Objectives | Questions | Hypotheses ) Variables (X) Method
List of
ROI Subsystem medical Noisy-OR
RQ1 HI resilience subsystems CPD
RO2 value Component Calculation
failure data
Component
failure data
RO3 Binomial Interdependen
System failure data cy analysis
RQ2 H2 resilience Baseline based on
value system Bayesian
RO4 model analysis
Monitoring
model
Component
failure data
RO3 Binomial
Interdependen
failure data .
System ) cy analysis
- Baseline
RQ2 H3 resilience based on
system )
value Bayesian
model s
analysis
RO4 N-Modular Y
Redundancy
model




1.7 Research Scope

As complex systems continue to evolve, new systems engineering requirements
emerge. Over the last decade, a considerable amount of research has sought to understand
disturbances caused by natural disasters in general. In frequent scenarios, resilience
analysis techniques are developed independently from domain contexts and use abstract
terminology. Given that, the development of investigative strategies and comprehensive
analyses that are domain-specific is one of the challenges in resilience research for
safety-critical systems. Specifically, the safety-critical systems domain lacks significant
research discussing the development and implementation of resilience analysis

techniques.

Resilience does not only focus on reducing the probability of failure. It also
studies the system’s ability to recover from unexpected failures that may happen in its
environment. However, this research focuses on improving the system’s ability to resist
failures. It is noteworthy to indicate that this research studies only the direct effects that
originate between software components and software subsystems. Therefore, indirect

effects, organization-specific effects, and emergent effects are outside the research scope.

In the context of this research, failure data from general infusion pumps are used
to provide numerical ground for resilience calculations. General infusion pumps are
selected due to their criticality and their common use across medical fields with high

failure rates (e.g., radiology and cardiology).

Furthermore, the methodology used in this research is applicable to all safety-
critical systems with known structures. As a result, the conclusions of this analysis

indicate an overall positive impact of resilience patterns to systems with similar
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structures. Nevertheless the selected data set is specific to general infusion pump,

Bayesian analysis does not get impacted significantly with missing or partially incorrect

data sets.

1.8 Research Limitations

This research has the following limitations that can be addressed in future

research opportunities:

Partial Failures: This research assumes lambda values to account for partial
failures. In addition, it assumes that all partial failures in system components
have equal impact. Similarly, partial failures in subsystems are identical.
Interdependency Analysis: This analysis was conducted on a Bayesian
network that was built from a fault tree extracted from a typical medical
system structure. The typical medical system structure used in this research is
a basic structure for medical systems with focus on software subsystems.
However, this structure may need to be enriched with details based on the
selected medical system under investigation. In addition, the fault tree used in
this analysis is constructed based on the typical medical structure and general
infusion pump failure data. Therefore, the fault tree used cannot be
generalized to other medical systems. Nevertheless, it can serve as a good
starting point for the fault tree used in any medical system.

Resilience: This analysis was limited to evaluate static resilience to address
dangerous safety failures reported in the selected data set.

Output: The output of this research gives a high-level estimate for the

improvement that a resilience design pattern can yield. The analysis results are



used for comparing static resilience among systems and they do not provide
an objective quantification of the overall resilience of the system.
1.9 Praxis Outline and Organization

This praxis is outlined to provide a logical flow of information to enable easy
understanding of the thought process by which the research methodology was designed,
research analysis was performed, and research results were obtained. This document
comprises five chapters that contain the following information:

Chapter 1: Introduction. This chapter, as detailed above, establishes the
foundations for this research. It describes the research motivations, research objectives,
research questions, and research hypotheses, in addition to problem and thesis statements.

Chapter 2: Literature Review. This chapter provides an in-depth literature
review of safety-critical systems, fault management, interdependency analysis, resilience
analysis, and Bayesian networks. The literature review helped shape and establish the
scope of the research conducted in this praxis.

Chapter 3: Methodology. This chapter outlines the research method used to
collect and analyze the data used in this praxis. It provides a detailed review of how the
interdependency analysis and implementation of resilience patterns address the research
hypotheses.

Chapter 4: Results. This chapter presents the descriptive results concluded from
the interdependency analysis and resilience pattern implementations discussed in Chapter
3. It explores the resilience calculations for the typical medical system, along with

improvement opportunities using resilience design patterns.
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Chapter 5: Discussion and Conclusions. This chapter provides the conclusions
for this research. These conclusions and interpretations support the problem statement
and address the research hypotheses. In addition, this chapter includes implications of the

study and future research directions.
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Chapter 2—Literature Review
2.1 Introduction
This chapter reviews the research literature in order to understand safety-critical
systems in healthcare and the extent of the available resilience research accomplished in
this domain. Figure 3 shows research storyboard representing the topics covered in this
literature review. The review for these topics helps identifying the context of the
proposed solution that will be addressed in the next chapters. The following section

covers the literature research that defines safety and system-safety

Research Storyboard

Development of Resilient Safety-Critical Systems in Healthcare Using Interdependency Analysis and
Resilience Design Patterns

Safety-Critical . Failure/Fault s Bayesian
Safety Systems System Failures Management Resilience Networks
l Healthcare Medical System L Fault Tree | Resilience L Bayesian
System Safety — Safety-Critical Failures Analysis Engineering Analysis
Systems
Medical Device Failure | Resilience
| Regulations Representation Principles
Models
__|General Infusion | Resilience
Pump Design Patterns
Safety-Critical .
L] System Resilience
Challenges Analysis
Resilience
Metrics
Figure 3. Research Storyboard
2.2 Safety

Safety-critical is complex term and cannot be fully grasped without understanding
the terms safe and safety. According to the MIL-STD-882E safety standard, the term safe

means to be secured from danger or freedom from the risk of harm (Department of

12



Defense [DoD], 2012). Safe also means a secured state from chances of loss, injury, or
death. A human is safe when an acceptable risk level of harm exists. On the other hand,
safety can be defined as the freedom from conditions that can lead to death, injury,
sickness, equipment damage, or destruction to the environment (DoD, 2012). Both terms
rely on the definitions of hazard, mishap, and risk (Dreany, 2018).

e Hazard: Any condition that can lead to an unplanned event that results in
death, injury, sickness, damage of equipment, or destruction to the
environment (DoD, 2012).

e Mishap: Any event that can lead to unintentional death, injury, sickness,
damage of equipment, or destruction to the environment (DoD, 2012).

e Risk: Combination of severity and probability that mishap will occur (DoD,

2012).

2.2.1 System Safety

System safety accounts for the overall safety of a system and all its components.
DoD (2012) provides a formal definition of system safety as “the application of
engineering and management principles, criteria, and techniques to achieve acceptable
risk within the constraints of operational effectiveness and suitability of time and cost
throughout all phases of the system life-cycle”. The largest part of the system safety
methodology is the coordination between users, software, hardware, and the surrounding
environment (Dreany, 2018). According to the MIL-STD-882E standard, the goals of
system safety are as follows:

e Preventing mishaps and system accidents.

e Protecting the system and its components from mishaps.
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¢ Identifying and eliminating hazards.

e Designing and developing a system with minimum mishap risk.

e Creating a safe system by embedding safety into the overall system design
concepts (DoD, 2012).

Given this knowledge on system safety, the next section describes safety-critical systems.

2.3 Safety-Critical Systems

Modern systems rely on computers for their operations. Multiple applications
have conventionally been considered safety-critical, but the scope of their definitions
should be developed as computer systems continue to be presented in more applications
in various fields. In the future, the number of computer systems considered safety-critical
is likely to increase significantly.

Three categorization levels exist for the criticality of applications: safety-critical,
mission-critical, and business-critical. An application may have one or more levels of
criticality in its operation. First, safety-critical applications represent those applications
where environmental catastrophes or loss of lives must be avoided. Examples include
heart pacemakers, radiation therapy machines, military radar systems, and nuclear power
plant control systems. Second, mission-critical applications require mission completion,
as is the case with spacecrafts or airplanes. Third, business-critical systems represent
applications in which keeping a business operating is vital. For instance, banking
systems, automated stock exchange trading systems, web servers, and e-commerce

systems represent business-critical applications (Rausand, 2004).
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In the case of safety-critical systems such as nuclear power plants and medical
devices, software failures can cause loss of human life, significant financial losses, and
major milestone failures (Mutha, 2014).

Classes of safety-critical systems include traditional systems and non-traditional
systems. Traditional systems include medical care, weapons, and nuclear power plants.
Failure in these areas can quickly lead to human life being placed in danger. Conversely,
in non-traditional systems, the failure of the system increases the potential for danger.
Clearly, failure in a nuclear power plant can cause serious life danger, but failure in a
telephone system causes less immediate harm even though it may increase the potential
for life loss. Emergency 911 service is an example of a non-traditional safety-critical
system (Knight, 2002; Redmill, Anderson, Amarendra, & Rao, 2011).

There are multiple research contributions in the field of safety-critical systems,
but such contributions lack quantification methodologies for safety features used in the
healthcare context. The following subsection describes safety-critical systems in the

domain of healthcare.

2.3.1 Healthcare Safety-Critical Systems

Understanding the definition of medical devices in research literature provides
guidance in the proper manipulation of medical systems. According to ISO Standard No.
13485, a medical device is defined as follows:

“Any instrument, appliance, apparatus, material or other article, whether used
alone or in combination, including the software necessary for its proper application,
intended by the manufacturer to be used for human beings for the purpose of:

e diagnosis, prevention, monitoring, treatment or alleviation of disease;
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e diagnosis, monitoring, alleviation of or compensation for an injury or
handicap;
e inquiry, replacement or modification of the anatomy or of a physiological
process;
e control of conception;
and which does not achieve its principal intended action in or on the human body
by pharmacological, immunological, or metabolic means, but which may be
assisted in its function by such means” (ISO, 2016).
The definition of a medical device includes the term software. The definition of
software in this context can be interpreted to mean the following:
e Software that is used to control the functions of a device is a medical device
(Fries, 2012).
e Software that is used for administrative purposes or patient records does not
represent a device (Fries, 2012).
e Software that is built into a device is considered an integral component of the
medical device (Fries, 2012).
e Software updates that are sold by manufacturers, or utility tools sold by
software house, represent medical devices in their own rights (Fries, 2012).
Most medical instruments have safety-critical functionality and demand a high
level of dependability. Multiple researchers have highlighted the importance of
identifying the factors of dependability and, therefore, using interdependency analysis to

improve the functionality of safety-critical systems.
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Many deaths have been caused by software in medical equipment, and these
deaths have been documented in many publications. For example, the Therac25
radiotherapy machine with a poorly designed dosage editor. This poor design led to death
cases. As a result, various researchers resort to formal safety techniques in this area
(Bowen & Stavridou, 1993; Leeson & Turner, 1992). The next subsection discusses the

challenges that safety-critical systems face.

2.3.2 Medical Device Regulations

Section 2.3.1 defined medical devices according to ISO Standard No. 13485. The
U.S. Food and Drug Administration (2015) defines a medical device as “any product that
does not achieve its purposes by chemical action or metabolization”. Medical devices
widely vary in their purpose, treatment procedures, safety requirements, input data, and
output results. So, FDA's Center for Devices and Radiological Health (CDRH)
established set of regulations to control the manufacturing, repackaging, relabeling, and
importing medical devices sold in the United States (U. S. Food and Drug
Administration, 2018c). FDA has grouped approximately 1,700 different generic types of
medical devices into 16 medical specialties. Table 2-1 lists all 16 medical specialties
along with corresponding codes of federal regulation. These codes of federal regulation
form part of the product codes and they can be used to understand the specialty of given

medical device.

Table 2-1. Medical Device Specialties (concluded from U.S. Food and Drug

Administration, 2015)

Code of Federal Regulation Medical Device Specialty (Device Panel)

862 Chemistry/Toxicology

17



864 Hematology/Pathology
866 Immunology/Microbiology
868 Anesthesiology

870 Cardiovascular

872 Dental

874 Ear, Nose, and Throat
876 Gastro/Urology

878 General Plastic Surgery
880 General Hospital

882 Neurological

884 Obstetrical/Gynecological
886 Ophthalmic

888 Orthopedic

890 Physical Medicine
892 Radiology

In addition to grouping devices with respect to their medical specialties, FDA has

classified medical devices into three classes based on the risk associated with using these

devices. Table 2-2 defines these three classes according to the risk categorization used by

FDA.

Table 2-2. Medical Device Classification according to Risk Categorization (concluded

from U.S. Food and Drug Administration, 2015)

and listing, labeling, and premarket

notifications.

Class | Risk Level Regulatory Levels Examples
Device risk is managed by general
regulatory controls. These controls ‘
‘ ‘ o Adhesive bandage and
I Low include establishment registration
L.V. stand.

18




General controls are insufficient to
ensure safety by themselves so
device risk is managed by both .

) General Infusion Pump

II Moderate | general controls and special controls. ‘

‘ ' and Surgical masks

Special controls include mandatory

performance standards and

guidelines.

This class is the strictest category. It
‘ Heart valves and
requires general controls and

. implantable
I High premarket approvals to manage
o ) ) neuromuscular
device risk. Class III devices directly '
stimulators.

support or sustain human lives.

Risk levels associated with medical devices increase from Class I to Class IIT and
therefore, regulatory controls grow as well. This research uses general infusion pump, a

class II device, which is used in various medical domains and supports critical operations.

2.3.3 General Infusion Pump

The U. S. Food and Drug Administration (2018a) defines infusion pump as “a
device used in a health care facility to pump fluids into a patient in a controlled manner.
The device may use a piston pump, a roller pump, or a peristaltic pump and may be
powered electrically or mechanically. The device may also operate using a constant force
to propel the fluid through a narrow tube which determines the flow rate. The device may
include means to detect a fault condition, such as air in, or blockage of, the infusion line
and to activate an alarm”. General infusion pumps are class II devices and require certain
performance standards to regulate their operation. The code of their federal regulation is

880 and they provide important support to devices in other medical specialties.
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An infusion pump is programmed by a trained user to control the rate and
duration of fluid delivery (U. S. Food and Drug Administration, 2018b). The infusion
pump provides the ability to deliver small volumes of fluid at specifically programmed
rated or automated intervals. There are various types of infusion pumps including patient-
controlled analgesia, insulin pumps, large volume, syringe, and elastomeric. The data set
used in this research is concluded from case study conducted by Taghipour et al. (2011).
This data set uses general infusion pump which is used to deliver liquids for diagnostic
and/or therapeutic purposes. However, Taghipour et al. (2011) states that “since all
medical devices undergo periodical safety and performance inspections, the general
policies derived from this study can be applied to other medical devices”.

Infusion pumps are frequently used to deliver critical fluids and high-risk
medications. Therefore, failures in infusion pumps can have vital consequences on
patient safety. In fact, there were 56,000 reports of various adverse events related to
infusion pumps between 2005 and 2009. These reports included multiple injuries and
deaths (U. S. Food and Drug Administration, 2018b). To minimize negative impacts
associated with infusion pumps, various notification components are used to inform users
in the event of a problem. These components include alarms and Light indicators (U. S.
Food and Drug Administration, 2018b).

U. S. Food and Drug Administration (2017) discussed common failures in general
infusion pumps including software problems, alarm errors, broken components,
inadequate user design interfaces, battery failures, and broken components. This research

focuses on software problems including the aspects of battery failures and alarm errors
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that are relevant to software components. Section 2.4.1 provides details on the

classifications of medical system failures.

2.3.4 Safety-Critical System Challenges

The complexity of safety-critical systems is evolving as system components and
their utilities continue to develop, and the extent of safety-critical systems goes broader
than just system components. Indeed, safety-critical systems include the tools and utilities
that are used to develop safety-critical systems (e.g., software compilers). Equally
important are computer-based systems that are used to develop non-computer artifacts
(e.g., structural analysis tools). As a result, researchers must have background
information on the challenges that are facing safety-critical systems and constraining
research in this field (Knight, 2002).

For example, the Internet of Things (IoT) is becoming real in this rapidly moving
world. Nowadays, serious consequences of system failures arise not only from traditional
safety-critical systems but also from new application domains. Today, system damage
may occur through physical effects, damage to information, or removal of services.

On the other hand, in some scenarios, multiple safety-critical systems are forced
to interact in a single application. This interaction imposes sharing of resources among
communicating systems. Such resource share-ability scenario adds a constraint that
presents the need for major architectural changes to eliminate physical separation and to
substitute it with concurrency management.

Another challenges facing safety critical systems can be presented by discussing
research gap that exists between software engineering and systems engineering.

Engineering in safety-critical systems has an interdisciplinaric nature that makes it
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complex task facing the limitations of software engineering. Thus, researchers must
develop comprehensive approaches that consider total system modeling of all the
functional and non-functional properties of the system (Knight, 2002).

Moreover, improvement opportunities abound to elicit safety-critical system
requirements to help identify a comprehensive set of functional and non-functional
requirements for the software. There is also a need for high-performing, rapid, and
comprehensive formal verification models to help test the potential failures of safety-

critical systems. The next section explores the general failures that can occur in systems.

2.4 System Failures

This research aims to improve system’s ability to withstand software failures.
Christmansson and Chillarege (1996), Duraes and Madeira (2006), and Lutz and
Mikulski (2004) studied system failures, errors and faults as shown in Table 2-3.
Specifically, Christmansson and Chillarege (1996) studied 408 bug reports from IBM
operating system while Duraes and Madeira (2006) studied 668 faults from twelve
different open sources. They concluded that system failures tend to belong to standard
failure classes and they tend to have similar nature despite the vast differences in the
systems studied in each experiment.

Duraes and Madeira (2006), Rausand (2014), SINTEF (2013), and Wallace and
Kuhn (2001) used different approaches from various perspectives to classify system
failures. This section provides a discussion around these classification methods, which
will provide the basis for developing fault tree analysis in the next chapters of this

research.
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Table 2-3. Fundamentals of Dependability (concluded from Dubrova, 2013)

Term Fault Error Failure
Deviation from o
Deviation from
accurate or correct
Flaw or physical compliance with system
behavior in
defect that may occur specification for given
computation. Usually,
Definition in software or period of time. It leads to
errors are connected
hardware non-performance of some
with invalid values in ' .
component. action that is due or
the state of the
expected.
system.
Incorrect
Software bug, short- .
computational result
circuit in two
or incorrectly Examples provided in
Example adjacent
. received information Section 2.3.1.
Iterconnects or .
_ during data
broken pin. o
transmission.
Fault is caused by
problems in
requirement phase, .
. . Error is caused by ) )
Causes implementation Failure is caused by error.

phase, fabrication
stages, or external

factors.

fault.

One common method in classifying system failures uses failure descriptors.

Such descriptors include the following attributes:

¢ Duration of failure: Failures can be categorized based on the length of time

they last. These categories include the following types of failures:
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Intermittent failures: Failures that are present under specific conditions
but disappear when the condition changes without any repair action.
Extended faults: Persistent failures that require replacement or repair

of one or more components.

¢ Functionality Loss: According to this attribute, failures are divided into the

following types:

(@)

Complete failure: Failure that leads to complete loss of specific
functionality of the system.
Partial failure: Failure that causes partial loss of specified system’s

functionality.

e Failure Predictability: This attribute splits failures into the following

categories:

(@)

Sudden failure: Failures that could not be forecasted by prior
examination or testing.
Gradual failure: Failures that were expected based on prior

examination, testing, or benchmark comparisons.

According to the first classification method, failures can take different

combinations and share features from various attributes. For example, a failure that is
both Complete and Sudden is called catastrophic failure, and it is considered one of the

worst possible failure classes that can happen in a given system.

Another method for system failure classification is based on failure detectability

failures:

and impact. This classification approach uses the following perspectives to classify
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e Failure impact: This perspective categorizes failures, based on their danger
level, into the following classes:
o Dangerous failure: Failure that makes the component unable to
perform its safety function.
o Safe failure: Failure that does not impact the ability of a system to
perform its safety functions.
o No effect failure: Failure of a component that is part of the safety
function but has no direct effect on the safety function of the system.
o No part failure: Failure of a component that is not part of the safety
function but listed for completeness.
o Annunciation failure: Failure that has no effect on the safety function
but may lead to detecting future failures.
e Failure detectability: This categorization divides failures, using the
approaches they are revealed by, into the following categories:
o Detected failure: Failure that is detected by automatic diagnostic
testing approach.
o Undetected failure: Failure that cannot be detected by automatic

diagnostic testing. Rather, it gets discovered by proof tests.

Furthermore, a widely common method used in reliability analysis and failure
classification is the PDS method. PDS is Norwegian acronym for reliability of computer
based safety systems. The PDS method is used in safety-instrumented systems to account

for the unavailability of safety features. PDS groups failure classes into two main groups:
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1. Random hardware failure: This failure can be aging failure or random
failure due to natural stressors.
2. Systematic failure: This failure can be one of the following five types:
a. Software Failure.
b. Hardware-related failure (e.g., inadequate specification or
inadequate implementation).
c. Installation failure.
d. Excessive stress failure (e.g., due to high temperature).

e. Operational failure.

However, the PDS method is not fully compatible with the binomial failure rate
models that will be discussed in the next subsections. PDS has proven to be compatible
only with beta factor models that have limitations in representing failure rates of the
system.

An interesting perspective in discussing failure classes comes from studying the
classes of failure causes. As mentioned earlier, failures are caused by errors that occur
because of faults. Meyer (2013) studied the types of fault classes aiming to more
accurately define system failure classes. These classes are shown in Figure 4. Similarly,
other researchers investigated classification methods that rely on the root cause of failure,
such as the classification categories provided in Section 2.4.1.

Understanding the different classification methods for system failures establishes
an important ground for justifying the failure representation methodology used in the next

chapter. In this context, the next chapter reveals that detected dangerous failures and
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undetected dangerous failures constitute the main failure classes that are considered in

this research.
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Figure 4. Fault Classes (Meyer, 2013)

System failure and its relevant topics constitute a broad scope of research that
cannot be covered in a few pages of a literature review. However, this review on system
failures focuses on the aspects that are most relevant to this research. Other failure
classification methods, such as origin-based classification and offshore reliability data
(OREDA) failure classification, were excluded from this discussion due to their
irrelevance to the failure classes needed in this research. In addition, the discussions on
failure rate calculation techniques, such as Mean Time Between Failure (MTBF), will be

replaced by studying resilience metrics in Section 2.6.5.
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2.4.1 Medical System Failures
Equipment failures may happen for various reasons. The World Health
Organization (WHO, 2012) explores causes of medical system failures and categorizes

them into nine chronological categories:

—

Improper storage and transportation.

2. Initial failure: May happen due to improper choice of components or inadequacy
in the design or manufacturing failure.

3. Inappropriate handling: By unskilled users or operators who lack knowledge.

4. Inadequate maintenance: By providing improper maintenance or not following
maintenance schedules.

5. Environmental stress: Improper environmental conditions can cause system
breakdowns.

6. Production deficiencies.

7. Random failure: May occur without warning within any period of equipment
lifespan.

8. Inappropriate repair technique: Logical troubleshooting is required to medical
equipment, but failures may happen because of human errors or lack of a repair
process.

9. Wear-out failure: Deterioration of components consisting of mechanical and

chemical materials cause this failure 5 or 6 years after equipment installation.

The contributions in this research focus on failures resulting from inadequate

maintenance, production deficiencies, and wear-out failures. Failures that are caused by
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other factors are not fully covered, and therefore, they offer possible future extensions for

this research.

2.4.2 Failure Representation Models

A tremendous number of research papers have discussed failure representation,
failure estimation, and failure prediction. Guey and Heising (1985); Madeira (2000);
Mockus, Weiss, and Zhang (2003); and Savor (1997) contribute to a small sample of
research conducted in this area. This section discusses some common models that aim to
precisely represent failures. Common cause failures (CCF) is a common term used
repetitively in these models. CCF can be defined as single failures that result in failures
of multiple components. The main goal of the following models is to evaluate the CCF

rate of a given component or system.

o The beta factor method: General model that is easily applicable. It’s

calculated as shown in Equation 1.

Equation 1. Beta Factor Equation

f = CCF rate / (CCF rate + independent failure rate)

e Binomial failure rate model: This model is based on multivariate
exponential distribution. It assumes that CCFs occur in accordance with a
Poisson process.

o The Coupling Method: This method assumes that frequency of failure

events is log-normally distributed.

In addition to the three methods provided above, CCFs can be forecasted based on

physical independence. Physical independence estimates the probability that a
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component will fail based on a failure in another component (i.e., cascaded failures).
However, physical independence requires an environmental profile to be established for
each component, and therefore, it is not easily generalizable in the broad context of
medical systems. As a result, it will be excluded from this discussion. Table 2-4
compares the failure models discussed above. It’s important to note that this research uses
the binomial failure rate model to represent failure rates for newly added components.
Detailed discussion on the drivers for this decision is provided in the next chapter.

Table 2-4. Comparison of Failure Models for Common Cause Failures

Method Pros Cons

e Does not account for partial
e Flexibility and directness.
Beta failures.
e Uses only one parameter.
factor e Does not consider the case of
e Easy to estimate. . .
simultaneous failures.

e [Extraction of rich information

Binomial e Complex.
_ from scarce data.
failure e All CCFs are assumed to have
e Consideration for cases with .
rate equal severity.

partial and total failures.

e Lognormal calculations are not

e Simplicity. always valid.
e Calculations need individual e This method brings an
Coupling component failure data inconsiderable amount of
without worrying about certainty.
interactions. e Biased for systems with high
redundancy.
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2.5 Failure/Fault Management

In complex systems with a safety-critical nature, failure and fault management is
essential to maintain system operation and its prime functions. Several techniques are
used in fault management, such as failure modes and effects analysis (FMEA),
probabilistic risk assessment (PRA), Petri-nets, event sequence diagrams (ESD), fault
tree analysis (FTA), and state-based techniques (e.g., Markov chain). These techniques
can be divided into two main categories: structural models and behavioral models.
Structural models focus on the system structure by analyzing a snapshot of it at given
point of time. On the other hand, behavioral models explore the system interactions over
the time. This section investigates these techniques, which will elicit guidance on the use
of them in this research.

In complex systems with a safety-critical nature, failure and fault management is
essential to maintain system operation and its prime functions. Several techniques are
used in fault management, such as failure modes and effects analysis (FMEA),
probabilistic risk assessment (PRA), Petri-nets, event sequence diagrams (ESD), fault
tree analysis (FTA), and state-based techniques (e.g., Markov chain). These techniques
can be divided into two main categories: structural models and behavioral models. This
section investigates these techniques, which will elicit guidance on the use of them in this
research.

Opposite of behavioral models, structural models capture the structure of the
system by considering a static snapshot of it at given point of time (Aldemir, Cao, &
Srinivasan, 2014). Structural methods usually have limited abilities, but they are less

complex and more reliable than behavioral models. FMEA is an inductive technique for
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conducting systematic risk analysis based on the structure of the system. FMEA is
conducted at an early design phase to identify system-level consequences from a
component-level failure. It provides insights that drive risk assessment for the system.
FMEA is conducted via a group of experts who explores each system component in terms
of its failure modes, failure causes, and failure impacts. These findings are further
assessed quantitatively based on a rating scale of 1 to 10 to determine likelihood,
severity, and detectability (Bloch & Geitner, 1990; Rao, 1992). Although this technique
is valuable in design decisions needed during the early phases of the system development
lifecycle, it has serious limitations that make it unsuitable for complex systems. These

limitations include the following:

1. Expert subjective judgement on the impact of fault propagation introduces
possibility for inconsistency.

2. This technique analyzes only single failures.

3. This technique is primarily focused on component-level failures, so it may

lose sight of component interactions.

2.5.1 Fault Tree Analysis (FTA)

FTA has become very popular approach for the analysis of large safety-critical
systems. FTA uses structure-based deductive technique that aims to describe the root
causes of system failure. The methodology used in this research relies on FTA; thus, its

limitations must be clearly understood. The main drawbacks of FTA are as follows:

1. The lack of reliable failure classes degrades the accuracy of FTA.
2. The use of OR gate indicates that input events are independent. However, it is

difficult to determine true independence in complex systems.
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3. The process of identifying primary events is based on subjective judgment.
There is a lack of research on avoiding overlooking failure events or
neglecting environmental factors. Thus, finding all primary events is very

time-consuming and almost impossible for complex systems.

In order to quantify the probability of the top event in the fault tree (FT), the
probability of every primary fault in the FT must be observed. Then, the primary fault
probabilities are propagated upward to the top event using Boolean algebra for the FT.

Vesely, Davis, Denning, and Saltos (1983) proposed the Fussell-Vesely (F-V)
importance measure that is called the top contribution importance. Absolute and relative
Fussell-Vesely importance can be calculated for each failure in the FT. These
calculations provide a numerical significance for all the elements and enables them to be
prioritized. There are other importance measures that can be calculated for each event in
the FT, including risk achievement worth (RAW), Birnbaum’s importance measure
(BM), and risk reduction worth (RRW) (Bedford & Cooke, 2001).

In addition, Fussell (1973) presented a methodology for fault tree construction in
electrical systems. This method developed system-independent transfer functions, in
addition to system boundary requirements and a system schematic diagram, to construct
fault trees. In a later paper, his fault tree construction method was extended beyond the
area of electrical systems.

Kelly and Lees (1985) and Hunt, Kelly, Mullhi, Lees, and Rushton (1993)
published various research papers introducing a component mini-fault tree model where
large systems can be divided into individual sets of equipment. Such mini fault trees are

constructed by propagation equations, decision tables, and failure event statements. This
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method requires a large amount of resources for storage and computational complexity,
and therefore, there has been no further advancement in this method. However, it is a

useful tool for splitting a large fault tree into smaller groups to make FTA easier.

2.6 Resilience

Resilience is a multidisciplinary evolutionary term that crosses the borders of
various disciplines. The term resilience evolved from influential research on ecological
systems (Holling, 1973) that other authors then applied to material science (Zaman,
Chen, & Laguros, 1994), education (Werner & Smith, 2001), psychology (Yates &
Masten, 2004), organizational culture (Everly, 2011), economics (Martin, 2012), and
unmanned systems (Nuss, Blackburn, & Garstenauer, 2016). The INCOSE Resilience
Working Group (2017) defines resilience as “the entity’s capacity to withstand and
recover from perturbations”.

Uday and Marais (2015) represented resilience as a combination of survivability
and recoverability. Mainly, resilience implies the system’s ability to “bounce back” and,
therefore, is a function of several system attributes, including re-configurability of the
architecture, component reliability, and diversity in subsystems and components.
Resilience strategies provide physical and logical contingency to help maintain the
required system functionality. In this context, Rose (2007) divided resilience into two

main categories:

o Static resilience: Rose (2007) defines it as “the system’s ability to maintain its
function or to survive when disrupted”. In other words, it refers to the

possibility that system continues to function upon facing a disruption.
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e Dynamic resilience: Rose (2007) referred to it as “the system recovery after
disruption”. In other words, it refers to the possibility that a system recovers

its function upon losing it when facing disruption.

Rahimi and Madni (2014) classified the disruptions that may occur to the system
into two broad categories: external and systemic. External disruptions refer to natural
disasters caused by out-of-control factors (e.g., random phenomena). Hollnagel, Woods,
and Leveson (2006) identified predominant resilience as the best strategy to protect
against this type of disruption. This strategy focuses on designing and implementing
multi-layered, well-integrated collaboration and communication for the system
infrastructure to account for uncertainty. In contrast, systemic disruptions are related to
system capabilities, functions, or capacity. Systemic sources of disruption include
humans, automated systems, and combinations of the two. Resilience engineering mainly

focuses on managing this type of disruption.

2.6.1 Resilience Engineering

Resilience engineering presents a scientific foundation for theoretical perspectives
and practical applications that focus on resilience. In this regard, INCOSE has
encouraged the research on resilient systems by establishing a working group that aims to
apply systems engineering best practices to achieve resilience (INCOSE Resilience
Working Group, 2017). In addition, engineered resilient systems were listed as a strategic
investment priority by the U.S. DoD (2011) as part of its program objectives for 2013—
2017 plan.

In engineering, resilience is implemented as a non-functional requirement or

design constraint (Neches & Madni, 2013). Non-functional requirements are informally
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referred to as a system ilities. Other system ilities include properties such as
maintainability, usability, reliability, safety, testability, security, and so on (Chen, Ali
Babar, & Nuseibeh, 2013). Resilience is also recognized as a trade-off parameter in
engineering management, and it is compared to cost, performance, and other system
ilities (De Weck, Ross, & Rhodes, 2012).

Jackson and Ferris (2013) described the resilience in engineered systems in terms
of capacity, flexibility, tolerance, and cohesion. Figure 5 highlights the main principles
and sub-principles in this taxonomy. The next subsection explores the taxonomy of this

research that will be referenced later in the next chapter.

Resilience of Engineering Systems

Capacity Flexibility Tolerance Cohesion
. o Localized Inter-node
Absorption Reorganization Capacity Interactions
Physical Human-in-the- Drift Reduce
Redundancy loop Correction Hidden
Interactions
Functional Reduce Neutral
Redundancy Complexity State
Layered o
Defense Repairability

Loose Coupling

Figure 5. Resilience Taxonomy (Redrawn from Jackson and Ferris, 2013)

2.6.2 Resilience Principles
There has been increasing guidance on the application of “resilience thinking” to
resource management problems, but there has been far less research on how to apply

ideas of resilience to direct investment (Clarvis, Bohensky, & Yarime, 2015; Walker and

36



Salt, 2006). Jackson (2013), Jackson and Ferris (2013), Madni and Jackson (2009),
Piaszczyk (2011), Sheard and Mostashari (2008), and Uday and Marais (2015) discussed
various resilience principles that were introduced in the resilience taxonomy presented in
Figure 5. Table 2-5 elaborates on these principles and defines each of them explicitly.
These principles were used to develop resilience design patterns that are introduced in
Section 2.6.3.

Table 2-5. Resilience principles and subprinciples (adopted from Jackson and Ferris

(2013), and Uday and Marais (2015))

Resilience Principle Definition

System’s ability to entirely absorb the disruption that it

Absorption encounters. This principle includes the limit degradation,
margin, and context spanning sub-principles.
System’s ability to maintain long-lasting absorption

Limit degradation
capability.
System’s ability to consider the occurrence of disruption at
Margin the design-level by increasing the margin that absorbs the

magnitude of disruption.

System’s ability to consider the occurrence of worst-possible

Context spanning | disruption, in addition to the disruption that is most likely to

happen.
Physical System’s ability to double the number of units that
redundancy accomplish certain jobs.
Functional System’s ability to accomplish each task in more than one
redundancy way.

System’s ability to cover each point of vulnerability in the
Layered defense ) ] . o
system via two or more independent resilience principles.
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Human in the loop

Human in control

Reduce human

error

Automated function

Reduce complexity

Reorganization

Restructure

Regroup

Authority escalation

Repairability

Localized

capacity/Modularity

Loose coupling

Containment

Real-time drift

correction

The degree of necessity for human presence in the system.
This principle includes the Auman-in-control, reduce human
errors, and automated function sub-principles.

The ability to make humans the decision makers in the
system (except quick decisions with minor impact).
Whether there are standard strategies employed to
detect/prevent human errors.

Need for humans to perform tasks themselves as long as they
are available to accomplish them.

Refers to the minimization of the number of complex units
(system interfaces and number of humans in the system).
System’s ability to change its entire structure or architecture.
This principle includes the restructure, regroup, and
authority escalation sub-principles.

System’s ability to restructure itself in general.

System’s ability to restructure itself after facing a
disruption/threat.

System’s ability to escalate authority for crisis management
based on the size of disruption.

System’s ability to recover its functionality partially or fully
in a specific environment over a given period of time.

The distribution of functionality over multiple nodes to
reduce the impact of a failure of single node.

System’s ability to prevent failure propagation across
different system components.

System’s ability to prevent failure propagation across
different nodes.

System’s ability to take corrective action against a threat

during its course of action if the system is approaching the
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Independent review

Inter-node

interaction

Inter-node

impediment
Informed operator

Knowledge between

nodes
Human monitoring

Automated system
monitoring
Reduce hidden

interactions

resilience boundaries. This principle includes the
independent review sub-principle.

System’s ability to find hidden faults in the system that may
cause disruptions at a later time.

System’s ability to collaborate and communicate among
nodes. This principle includes the sub-principles of inter-
node impediment, informed operator, knowledge between
nodes, human monitoring, and automated system monitoring.
System’s ability to remove all impediments in collaboration
and communication.

System’s ability to keep human informed about all aspects of
an automated system.

System’s ability to maintain knowledge in every node about
the tasks of other nodes.

System’s ability to keep automated systems aware of the
intent of human action.

System’s ability to maintain awareness of the human to the
actions of the automated system.

System’s ability to reduce harmful interactions among the

different system components.

2.6.3 Resilience Design Patterns

Design patterns show descriptions of common solutions to repeatedly occurring

problems in a specific area. In general, resilience design patterns rely on resilience

principles to provide mechanisms for failure detection, failure prevention, and to provide

methods for system recovery.
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Resilience Design Patterns

Strategy | | Architectural | | Structural | | State |

Fault Diagnosis Pattern ~| Monitoring Pattern

—

Fault Treatment —|Persistent State F'attern-l

Pattern

Reconfiguration | Prediction Pattern

| Dynamic State Pattern |
Recovery Pattern | Pattern

| Restructure Pattern Environment State

Pattern

Y Compensation Pattern | Checkp;i;t Recovery
attern

| State Diversity Pattern Stateles Battem |

|Reinitializatiﬂni Pattern

Design Diversity
Pattarn | Roll-back Pattern

~| Rejuvenation Pattern |

1 Roll-forward Pattern

M-modular Redundancy
Pattern

N-version Design
Pattern

L |Recc:rl.'er',-' Block Pattern

Figure 6. Resilience Design Patterns (from Hukerikar and Engelmann, 2017)
Bodeau and Graubart (2017) and Hukerikar and Engelmann (2017) discussed

resilience design patterns. Hukerikar and Engelmann identified four broad categories of
resilience design patterns, and Figure 6 shows these patterns in their corresponding
categories.

The goal of resilience design patterns is to achieve three main capabilities:
detection, containment, and recovery. These capabilities can be further explained by

investigating resilience analysis techniques in the literature.

2.6.4 Resilience Analysis
Resilience analysis refers to the formal process used for measuring resilience of a

given system (Reed, Kapur, & Christie, 2009). The main goal of resilience analysis is to
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develop resilience as a trade-study parameter for selecting between alternative structures
or architectures (Burch, 2013).

Balchanos (2012) observed that state-of-the-art resilience analyses are usually
tailored such that they are system- or problem-specific. Contemporary resilience analysis
techniques may involve modeling and simulation, as shown in the conceptual model
developed by Gay Alanis (2013) in Figure 7.

Gay Alanis’ model includes the multiple resilience engineering concepts reacting
to capability loss curves, disruptive events, and Measures of Effectiveness (MOEs).
These concepts include survivability, robustness, reliability, and recovery.

To evaluate resilience, Fang, Yamagata, and Oiwa (2014) developed a
probabilistic model for evaluating resilience in the System of Systems (SoS). This model,
called FUJIMI, is constructed with discrete time Markov chains (DTMCs). The objective
of FUJIMI is to build a probabilistic model for evaluating resilience strategies against
noise-attack behaviors. The model uses recovery data, the recover function, and a timer to
simulate the resilience strategy but not to cause an explosion problem. Figure 8 describes
the state diagram for this model. A major drawback of this model is the sensitivity of the

results to the dataset, which may introduce a bias in the end result.

41



DISRUPTIVE EVENT

1. Asset Grouping (Probability of Failure)

2. Disruptive Event Magnitudes
MODEL 3. Scenario Generation (Matrix)
INPUT
1 Network Layout
1.1. Node Coordinates (xy.z)
1.2. Pipe location Stochastic
1.3. Other asset locations Simulation
- (Pumps, tanks, valves, reservoir) MODEL
P
E 8 |2 Network Properties OUTPUT
g g 2.1. Demand Nodes
22’ Demand P:
Bs 23 P it DAMAGED NETWORK
=z g 2.3. Pipe Material
24 Pipe Age

3. Mission-criticality Asset ranking
4. Dependency on Electric Power

5. Number of response crews
6. Total unit cost per crew

Network Model

5 Failure ‘

Failure &
Response
Parameters

7. Asset Repair Cost
1. Pessimistic >Cy,
42 Nomal  >Cy
4.3 Optimistic >Cs

8. Asset Repair Time
5.1. Pessimistic >Tx
52 Nomal  >Ta
53 Optimistc  >Ts Decision-support Tool
System-wide Resilience
Improvement

T —

9. Recovery Function
10. Acceptable Recovery Time and Cost limits

Recovery
Parameters

2.5. Pipe Friction Factor
2.6. Asset Condition

1. Performance (Robustness)

2. Recovery
2.1. Time
2.2 Cost

\ 4

SYSTEM RESILIENCE

Functionality

o t Time t

Figure 7. Conceptual model of resilience assessment (Gay Alanis, 2013)
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Figure 8. State diagram for Fang et al.’s (2014) probabilistic model

Additionally, Pflanz and Levis (2012) proposed a new approach to evaluate

resilience in command and control architectures. Their approach focuses on the aspect of

recovering system functionality after system disruption. The following steps describe

how this model works while Figure 9 illustrates the parameters used in this model.
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o e evaluation process begins at given initial time, called to;
Th luation p beg tg tial time, called to;
e Assume a disruption occurs at time, defined as tq;
e The disruption impacts the system performance and system reaches its
minimum operating performance level at time, defined as tmin;
e System recovers from at time tres;
e The first phase, referred to as avoidance phase of resilience, starts at time to
till tq;
e System survival phase begins at time tq and ends at tmin;
e System recovery phase is executed at tmin till tet (Pflanz and Levis, 2012).
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Figure 9. Relationship between resilience phases and system’s performance (Pflanz &

Levis, 2012)

To better understand resilience, the interdependence of systems should be

considered (Southwick, Bonanno,

Masten, Panter-Brick, & Yehuda 2014). There is an
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old phrase stating that all disasters are local. Disruptions can knock down many systems
and subsystems at once, leaving subsystems to rely on local components in the immediate
environment. These disruptions may impact interconnections and communication
channels as well. There are many approaches that can be used to conduct
interdependency analysis. These methods include development dependency network
analysis (DDNA), functional dependency network analysis (FDNA), dependency analysis
with infrastructure resilience-oriented modeling language (IRML), and Bayesian analysis.

Guariniello and DeLaurentis (2013) introduced DDNA as a method to evaluate
the impact of delays in the development of system components on the overall system
development time and system capabilities. Table 2-6 summarizes the advantages and
disadvantages of DDNA and the following bullets describe the end results of DDNA
analysis.

e Start time and End time for the development of each system.

e Evaluation for combined effects of multiple dependencies.

e Determination of possible delays in the development of predecessor activities.

Table 2-6. DDNA Pros and Cons

Advantages Disadvantages

Easy to construct (based on dependency | Focuses on the timing/scheduling aspects

matrices). of the network topology for SoS.

o Explores only failures impacted by
Domain-independent.
network topology.

Garvey and Pinto (2012) proposed FDNA to explore the impact of a system

functional failure on system performance. Garvey and Pinto (2012) defined FDNA as “an
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operational network with the nodes being system components or capabilities to be
achieved”. In FDNA, links are used to represent operational dependency between a
successor node (child) and a predecessor node (parent). Each operational dependency is
identified by its strength and criticality. The strength factor evaluates how much the
component’s behavior relies on predecessor component or subsystem. On the other hand,
the criticality factor estimates the performance degradation of a given component when
the predecessor component or subsystem is facing major failure. Table 2-7 highlights
some advantages and drawbacks of using this approach to analyze system failures.

Table 2-7. FDNA Pros and Cons

Advantages Disadvantages

Easy to construct (based on dependency | Focuses only on the operational aspects

matrices). of the network topology for SoS.

Domain-independent. Lacks time-varying modeling.

Lacks temporary dependency modeling.

Non-scalable approach.

Guariniello and DeLaurentis (2013) and DeLaurentis et al. (2013) developed a
combinational approach that categorizes the problem and identifies the best approach. In
their approach, FDNA is used to identify critical attributes and evaluate resilience, while
DDNA evaluates the development schedules and possible delays. In such scheme, both
approaches are used to analyze global lifecycle features and conduct trade-off between
different metrics. As an illustration, Figure 10 shows a flow diagram describing the steps

in FDNA/DDNA analysis.
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Filippini and Silva (2012) proposed interdependency analysis using IRML. This

analysis is both structural and dynamic. Structural analysis is used to recognize

vulnerabilities and criticalities in the dependency network, while dynamic analysis deals

with the propagation of disruptions caused by one node. Figure 11 shows an example of

SoS conversion into a dependency network. The resulting dependency network was

analyzed using the IRML analysis model, in which critical and vulnerable nodes are

identified. This identification is then used to analyze disturbance and evaluate

interdependency in the system. Table 2-8 presents the pros and cons of the dependency

analysis approach using the IRML model.

State the problem and the desired results
(for example,"evaluate the cost beneﬂts

and possible reliability loss, when redu
the redundancy in the

Accordingly define possible Functional
Dependency Networks and
Development Dependency |

Perform the required

only, or combinec

analysis (FONA only, DDNA <:|

Define the proper meaning of
Operability, Self-Effectiveness. Evaluate

Combined New architectures

Analyze glob:
partial operah
off between

Figure 10. Steps for combinational use of FDNA and DDNA (DeLaurentis et al., 2013)



Table 2-8. Advantages and Drawbacks of Dependency Analysis with IRML Model

Advantages Disadvantages

In case of lack of data, this model uses the data flow | Focuses only on inter-

in the representation of interdependency analysis. system failures.

No real data processing is needed.

Distribution system Communication system

Monitoring

[ (5} Distribution (6) ]

Communication
\

{3) Control and
supervision

(4) Transmission

€

Transmission and
control system

(2) Power plant

Gas Network (1) Gas network

Power plant

(a) IRML model (b) Dependency network

Figure 11. Example of SoS to dependency network for IRML analysis (Filippini & Silva,
2012)

Recently, Bayesian networks were identified as effective mechanism for
conducting resilience analysis. Yodo et al. (2017) presented an approach that uses
Dynamic Bayesian Networks (DBN) to evaluate dynamic resilience of complex systems.
However, the selection of the nodes in their Bayesian networks relied on surveys to
determine important system capabilities for Bayesian modeling and analysis.

Also, Yodo & Wang (2016) introduced the use of Bayesian networks for
analyzing static and dynamic resilience in complex supply chain systems. Their Bayesian

model used a list of suppliers and distributions to identify the flow of information and use
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these conclusions to construct Bayesian network to represent the supply chain. Although
their model aimed to evaluate resilience, it didn’t account for partial failures and it didn’t
propose actions or implementation plans to improve them.

Moreover, Han & DeLaurentis (2013), Han et al. (2012), and Di Giorgio &
Liberati (2012) proposed the use of Bayesian analysis for evaluating the interdependency
of the system and, therefore, improving the system resilience. Bayesian analysis is
discussed in Section 2.7. Meanwhile, the next section presents some resilience metrics

that appeared in the literature.

2.6.5 Resilience Metrics

Measuring resilience is a key step in designing resilience (Uday & Marais, 2015).
It is important to explore quantitative assessment techniques used for evaluating
resilience. These assessments can help conducting trade-off analysis of resilience
improvement designs properly. This section details some resilience metrics that were
invented by researchers to evaluate resilience. However, it will not discuss the
mathematical calculations used to generate these metrics.

Ayyub (2014) introduced various resilience metrics, including recovery profiles,
time duration of recovery, time duration of failure, and time of disruption. In addition,
D'Lima and Medda (2015) proposed a mean-reverting parameter in a specified stochastic
model. This parameter captures the rate of recovery of the system after it is subjected to
random shocks. Francis and Bekera (2014) developed a resilience factor that is calculated
in terms of performance levels and speed of recovery, in addition to recovery actions.

From a different perspective, DeLaurentis et al. (2013) focused on resilience

metrics for SoS and introduced the concept of System Importance Measures (SIMs) to
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measure resilience. SIMs rank all the subsystems and components in the SoS based on
the impact of their disruption on the overall functionality of SoS. SIMs include System
Disruption Importance (SDI) and System Recoverability Importance (SRI). SDI aims to
evaluate the impact of a system or subsystem failure on the overall SoS, while SRI
focuses on evaluating the importance of a system to the overall SoS recovery process
when other systems are disrupted.

From different angle, Han et al. (2012) proposed a conditional resilience metric
using Bayesian networks to measure each subsystem’s contribution and, therefore,
identify the most critical subsystems to the overall SoS resilience. Pant, Barker, and
Zobel (2014) considered resilience from an economic perspective by studying two
metrics: static economic resilience, which focuses on the survivability aspect of the
system, and dynamic economic resilience, which studies the system recovery after
disruption.

Resilience metrics that were discussed in this section represent only a small subset
of the resilience metrics that are found in the literature. In this research, Bayesian
networks are used to evaluate the structural resilience of the system. The next section
provides an introduction to Bayesian networks and explores some references that discuss

their use to evaluate resilience.

2.7 Bayesian Networks (BNs)

Section 2.6.4 highlighted that Bayesian networks (BNs) are used for resilience
analysis, and this section reviews some research conducted in this domain. Recently, BNs
have been introduced in resilience engineering, in addition to reliability engineering, and

they have been used to conduct resilience analysis effectively. A Bayesian network is a
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directed acyclic graphical model that represents probability relationships and the
conditional independence structure between random variables. In the context of resilience
analysis, BNs are constructed to model the resilience of complex systems when systems
are visualized using reliability block diagrams of fault trees (Chen, Qi, Chen, Guo, &
Peng, 2017).

System resilience analysis and modeling using BNs has been extensively studied.
Weber, Medina-Oliva, and Simon (2012) presented an extensive review of BNs in the
areas of risk analysis, dependability, and maintenance applications. They reviewed 200
specific references and compared the strengths of BNs to the benefits of classical
methods. Langseth and Portinale (2007) conducted a systematic review of BNs in
reliability engineering. The properties of BNs that are particularly appropriate for
resilience and reliability modeling and analysis have been explored in their paper.

On the other hand, Di Giorgio and Liberati (2012) presented a framework based
on dynamic Bayesian networks for analyzing the interdependencies in critical
infrastructures. This approach relies on a service-oriented, topology, and scenario-driven
basis. The use of dynamic BNs enabled resilience modeling of deterministic and
stochastic scenarios with both discrete and continuous random variables.

Codetta-Raiteri, Bobbio, Montani, and Portinale (2012) took resilience modeling
a step further by studying the nature of cascading failures in critical infrastructure
systems using dynamic Bayesian networks. Additionally, Neil and Marquez (2012)
introduced a hybrid BN framework to model availability of repairable systems. Although
all these techniques considered Bayesian networks, the modeling of partial failures and

the improvement of system resilience have been outstanding topics that were not
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explicitly addressed in their research. Table 2-9 summarizes major advantages and
disadvantages with the use of BNs in the domain of resilience analysis, according to the

investigated literature.

Table 2-9. Pros and Cons of Bayesian Networks in Resilience Analysis

Advantages Disadvantages

. . Fixed size hypothesis space (when
Meaningful (in most cases, nodes o )
o . system capabilities are defined, Bayesian
represent capabilities or requirements,
network cannot handle additional
while arcs represent events).
changes).

Easy to incorporate incomplete datasets. | Hard-to-handle continuous features.

Provides efficient methods for preventing
overfitting of data without need for

preprocessing.

Combines domain knowledge and data.

2.7.1 Bayesian Analysis

Bayesian analysis is a statistical approach that aims to evaluate the parameters of
an underlying distribution based on the observed distribution. Bayesian analysis is based
on Bayes theorem, which describes the probability of the occurrence of an event based on
prior knowledge of relevant events. Bayesian analysis starts with a "prior distribution,"
which can be based on assessment of the relative likelihoods of parameters or the results
of non-Bayesian observations. Usually, researchers assume a uniform distribution over
the appropriate range of values for the prior distribution (Weisstein, n.d.).

Martz, Waller, and Fickas (1988) contributed to the foundational knowledge

required for Bayesian analysis for complex series systems. Their model conducted
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Bayesian analysis on the subsystem level followed by more comprehensive analysis at
the system level. Figure 12 lists the steps used to conduct the Bayesian analysis founded

by Martz et al.

Step 1: Compute the component Posterior Beta Distribution

Step 2: Compute the Induced Subsystem Prior Approximate Beta Distribution

Step 3: Examine the Quality of the Beta Approximation used in Step 2

Step 4: Weight and Combine the Native and Induced Subsystem Prior Beta Distributions

Step 5: Compute the Subsystem Posterior Beta Distribution

Repeat Steps 1 - 5 for Each Subsystem

Step 6: Compute the Total Induced System Prior Approximation Beta Distribution

Step 7: Examine the Quality of the Beta Approximation in Step 6

Step 8: Weight and Combine the MNative and Induced System Prior Beta Distributions

Step 9: Compute the Final System Posterior Beta Distribution.

Figure 12. Steps for Bayesian analysis (redrawn from Martz et al., 1988)

It is important to interpret the posterior distribution properly, given the prior
distribution that was discussed earlier. Posterior distribution can be calculated by
multiplying the likelihood of the observed distribution as a function of parameter values
by the prior distribution, and normalizing the output to obtain a unit probability over all
possible values. A major advantage of using Bayesian analysis is that it can determine the
reliability of systems with few or no failure data (e.g., rare events), something that is
impossible with frequentist probabilistic analytical methods (Febres, 2018; Weisstein,

n.d.).

52



2.8 Summary and Conclusion

In summary, the literature review was summarized in the research storyboard
(Figure 3) to illustrate the influences among topics and gaps in other research articles.
This chapter started with a discussion around the conducted research on safety-critical
systems, and it was followed by reviewing failure management techniques and various
resilience techniques, including Bayesian networks. The present research fills the
following gaps in the existing literature:

1. Using fault tree analysis to transform the system structure into a Bayesian
network that can be evaluated mathematically.

2. Evaluating the structural resilience in the safety-critical systems used in the
healthcare field, using domain-specific data.

3. Estimating the improvement that can be applied to medical safety-critical systems

via the implementation of resilience design patterns.
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Chapter 3—Methodology

3.1 Introduction

Based on the Literature Review presented in Chapter 2, this chapter discusses the
methodology used in this research. This discussion around research methodology aims to
answer the research questions raised in Section 1.6. This chapter begins with an overview
of the methodology used in this research. This overview is followed by an exploration of
the techniques that are used in this research. This exploration includes details on data
selection and data processing. Finally, this chapter ends with a discussion on the validity

of this approach and the assumptions made in this research.

3.2 Methodology Overview

The methodology used in this research extends the proof-of-concept model
proposed by Han and DeLaurentis (2013) to simulate the development of
interdependency analysis. Figure 13 illustrates the methodology used in this research.
Purple boxes refer to techniques and steps that were proposed by Han and DeLaurentis
(2013) in their model while blue boxes refer to techniques that were selected for this
research. Aside from Han and DeLaurentis (2013) contribution, this research applies the
techniques used in this methodology to a different knowledge domain that has unique
attributes and special cases that differ from the generic proof-of-concept scenario
assumed by Han and DeLaurentis (2013).

The main goal of this research is to increase the system’s ability to withstand
failures, which will improve the system’s static resilience discussed in Section 2.6. To

accomplish this, the following steps are conducted, as shown in Figure 13:

1. Development of system structure.
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2. Identification of safety features in the system structure.

3. Obtaining or estimating failure data to be analyzed.

4. Conducting FTA for the identified safety features.

5. Transformation of the fault tree into a BN model.

6. Evaluating the system’s ability to withstand failures.

7. Building selected resilience design patterns into the baseline structure.

8. Repeating steps 2-6 for every design pattern.

Inputs Interdependency Analysis Results

Bayesian Analysis
for Assessing
Higher Result Analysis

Fault Tree

Initial HITELER Vulnerable

Failure Subsystems

Rates A
Action

Failure Implementation of
Rates for all Proper Resilience
activities Design Pattern

Figure 13. Methodology Overview Block Diagram

The following sections explore the various blocks illustrated in the methodology

overview block diagram and describe the execution of the research steps listed above.

3.3 Medical System Structure

This research uses the typical structure for medical systems proposed by Chen et
al. (2012). This structure comprises software and hardware components as shown in
Figure 14. In the context of this research, the methodology focuses on the software

portion which contains various subsystems. These subsystems include (Chen et al.,

2012):
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e Data collection software subsystem: Contains the software modules and tools
used for collecting data required for system operation whether they are related
to the patient, environment or the medical device.

e Device management software subsystem: Refers to the control logic and
processing modules managing device operation.

e Event log software subsystem: Refers to the software modules that aim for
logging and storing information in the system.

e External communication software subsystem: Includes the software modules
that maintain the communication between medical device core components
and the external environment.

¢ Notification configuration software subsystem: Refers to the control logic that
configures the notifications in the system and update their frequency.

¢ Notification delivery software subsystem: Consists of the software modules
and tools that delivers the notifications among system components or between
system and end users.

e Symptom identification software subsystem: Refers to the control logic that is
used to identify symptoms, patterns and anomalies in the system.

e Therapy delivery software subsystem: Includes all the software components

that are used to deliver therapy to the patient.

The structure discussed above represents the typical medical system structure.
However, it is not necessary for every medical device to contain all of these subsystems.

According to this structure, the safety features needed to maintain system safety include:

1. Delivering appropriate therapy to the patient when needed.
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2. Delivering timely notifications to the physician.

3. Enabling external communication.

Software
Data Collection Device Management
Notification
SV"?F?“”T‘ Configuration
Identification
Havadiarawa e
rnairuwaic ~ >
v v
S
Therapy Delivery Notification Delivery Event Log
External
Communication

Figure 14. Typical medical system structure (adopted from Chen et al., 2012)
3.4 Data
Section 3.3 described the first block of the methodology overview block diagram
and the first two research steps were identified in Section 3.2. This section addresses

initial failure data, which represents the third research step.

This research uses failure data from general infusion pumps as numerical ground
for resilience calculations. General infusion pumps were selected due to their criticality
and their common use across radiology and cardiology domains that were acknowledged

for their high failure rates (Wallace & Kuhn, 2001).

The observation of lockout interval failures, which occurred during data
collection, is interesting. Overall, 2,784 of 2,866 total observations were incomplete,
which totals 82 complete observations. These 82 observations passed successfully.

However, it cannot be assumed that all 2784 incomplete observations would have passed
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successfully if they were completed. Therefore, this research uses the rule of three

statistic to address this scenario.

The rule of three is a statistical analysis concept stating that if a certain event did

not occur in a sample with n items, e.g. a failure event, then the interval from 0 to 3/n is

the 95% confidence interval for the rate of occurrences in the population (Ziliak and

McCloskey, 2008). The rule of three can be applied to the case of lockout interval failure

where n = 82; therefore, the probability of failure = 3/82 = 0.0365. Therefore, the

probability of withstanding failure (p) = 1 — probability of failure = 0.9634. Table 3-1

shows the initial failure data for general infusion pumps.

Table 3-1. Initial Failure Data for General Infusion Pump (Adopted from Taghipour et

al., 2011)
Total
Probability
Number of
Total Total of Success
Number of Success
Numbe Number of (No-
Incomplete (No failure)
Failure r of Complete failure) in
Observatio in
Device Observatio Complete
ns Complete
Tests ns Observatio
Observatio
ns
ns
Maximum
Leakage 2866 0 2866 2741 0.9564
Currents Failure
Flow Rate
2866 0 2866 1482 0.517
Accuracy Failure
Alarm Failure 2866 145 2721 2149 0.7898
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Occlusion Alarm

2866 147 2719 2698 0.9923
Failure
Audible Signals

2866 145 2721 2355 0.8655
Failure
AC
Plug/Receptacles | 2866 145 2721 2699 0.9919
Failure
Strain Reliefs

2866 152 2714 2655 0.9783
Failure
Fittings/Connect

2866 145 2721 2035 0.7479
ors Failure
Data Collection
Failure (User

2715 0 2715 2711 0.9985
Input/Setup
Error)
Symptom
Identification
Failure 2866 146 2720 2153 0.7915
(Labeling
Failure)

0.9634

Lockout Interval

2866 2784 82 82 (Using Rule
Failure

of Three)

Controls/Switche

2866 145 2721 2530 0.9298
s Failure
Battery/Charger

2866 145 2721 2498 0918
Failure
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Notification

Delivery Failure
2866 145 2721 2477 0.9103
(Indicators /

Displays Failure)

Circuit
Breaker/Fuse 2866 2769 97 81 0.835

Failure

Line Cord
2866 145 2721 2184 0.8026

Failure

As discussed earlier, this research proposes changes to the current system
structures to improve the system’s ability to withstand failures. These changes to
structures will result in added failure events. These failure events will be measured using
the binomial failure rate model (BFRM) to estimate the probability of their success under
normal scenarios. BFRM accounts for two kinds of failures: independent failures under
normal loads and dependent failure caused by impact loads. Failure estimates based on
the BFRM model are presented in the next chapter. To summarize this section, the data
sources in this research can be listed in the following bullets to describe variables in

Table 3-3:

e Primary Failure Data (In Table 3-3, X1-X16): Obtained data that are collected
from Taghipour et al. (2011).
e New components added in Monitoring pattern (M1-M5): Estimated via

Binomial Failure Rate Model (BFRM) using Equation 6.
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e New components added in N-modular redundancy pattern (R1-R5): Have
equivalent probabilities to variables X1-X5.

e Lambda Variables (A1- A29): Values are extracted from Table A-1 using the
scenarios described in Section 4.3.

e C(Calculated Failure Data (X17-X23): Calculated using Equations 4 and 5.

3.5 Interdependency Analysis

Interdependency implies that for many principles, recovery cannot be
accomplished by only one principle. Indeed, it indicates that two or more principles must
be implemented together to accomplish the goal. These interdependencies result from the
points of vulnerability of a given principle upon implementation as a concrete solution.
The purpose of dependency principles is to provide strength to the system where

necessary.

Interdependency analysis addresses robustness, risk exposure, and resilience of
the system’s components, which facilitates the assessment and identification of specific
critical vulnerabilities and impacts. The main advantages of interdependency analysis

include:

e Accounting for uncertainty, which enables reliable results to be generated.

e Suitable modeling for failures because it analyzes the system
interdependencies at the root level, upon which the system was based.

e Providing granular results to assess domain specific, regional, and system-

wide effects.

However, interdependency analysis brings some challenges such as:
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e Need for validation models
e Need for model transformation to integrate existing domain specific

approaches.

Interdependency analysis is a multidisciplinary approach that can be applied to
various domains. However, domain-specific data such as the initial failure data for
general infusion pumps are necessary to obtain accurate results. It is interesting to note
that the use of Bayesian analysis for interdependency analysis has resistance to partial
data changes and it accounts for uncertainty. The use of Bayesian analysis is important to
fill the gap with incomplete data sets which are common in the medical domain. Also, the
interdependency analysis conducted in this research uses FTA in the system structural

modeling.

It is noteworthy that every technique used in interdependency analysis addresses
certain design aspects in complex systems. Uday and Marais (2015) states that FTA
answers questions on how resilience can be created in the system and when specific
resilience improvement strategies are suitable. On the other hand, Bayesian networks
explore where resilience improvement strategies should be incorporated in the system.
The combination of FTA and Bayesian networks provides a powerful analysis tool that
gives proper guidance on resilience evaluation and implementation in complex safety-

critical systems.

3.6 Fault Tree Analysis (FTA)
3.6.1 Introduction
FTA was initially developed by H. A. Watson in the early 1960s. It has been

commonly used in reliability evaluation for safety systems. It has become popular for
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analyzing large safety-critical systems. The main concept of FTA is the decomposition of
a critical system-level failure into logical groups of component-level failures. FTA
provides a clear path that describes a fault propagation of component-level failure to
cause system-level failure (Lewis, 1996; Roland and Moriarty, 1983). Table 2-3 shows
the logic gates and symbols used in FTA. It is important to highlight that FTA is a
snapshot of the system-state. Therefore, it captures only the structural aspects of the
system. Additionally, FTA has no standard taxonomy for fault tree constructions.
However, general guidelines have been presented to assist engineers to produce high

quality fault trees. NUREG-0492 lists these guidelines in the following bullets:

Writing the event statement that defines the fault precisely. In this step, it

is important to avoid words that may reflect dual meanings.

e [fthe normal operation of a system component prevents the fault
propagation, an AND gate is used to consider its failures.

e Every child must be a direct cause of its parent. Also, all input events
should be completely defined before any analysis in undertaken.

e FEach gate is connected to another gate via an event. No gate should

directly feed into another gate.

Table 3-2. Logic Gates and Symbols used in Fault Tree

Gate or Symbol Symbol Denotation
OR Indicates that output event occurs when any
: input event occurs.
Indicates that output event occurs only when
AND _
all input events occur.
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CIRCLE Represents a basic failure event.

Indicates that output event results from the
RECTANGLE o ‘ ‘
combination of input failure events.

Indicates that fault event led by an

DIAMOND
undeveloped cause.

The goal of FTA is to represent the combination of elementary causes, called the
primary events, which cause the catastrophic event, called the Top Event. The visual
presentation of Fault Trees comprises gates and symbols. This illustrates the system
functions and relationships between events through OR or AND gates. The main

advantages of FTA are:

1. FTA uses a systematic approach to divide system failures into logically-
connected subsystem failures. These failures are further decomposed into
smaller component failures. This systematic approach provides an insight into
the system behavior by indicating the interactions of components and
subsystems.

2. FTA can provide quantitative or qualitative output based on the input and
target goal of the study. This aspect is a big advantage compared with other

reliability methods.

3.6.2 Fault Tree Construction from System Structure
The medical system structure presented in Figure 14 identified eight different
subsystems to be used in a system structure. However, because of the nature of the
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failures that are shown in Table 3-1, five software subsystems were identified. The
notification configuration subsystem will become part of the notification delivery
subsystem while the event log subsystem becomes part of the external communication
subsystem. Finally, the device management subsystem’s failures were divided across
other subsystems based on their relevance. Figure 15 shows the Fault Tree analysis for

the baseline typical medical structure used in this research.

3.7 Bayesian Analysis

3.7.1 Bayes Law

In probability theory, the Bayes law describes conditional probabilities. If A and
B refer to two different events, then P (A|B) defines the conditional probability of event
A occurring, given that event B occurred. Bayes’ law provides an important foundation
upon which to update or revise the strengths of evidence-based conclusions.

Mathematically, Equation 2 describes the Bayes’ Law, or Bayes’ theorem:

Equation 2. Bayes Law Formula

P (B|A) P(4)

P(AIB) = —

Where:

e P (A) is the prior probability of A. P (A) is called prior to indicate that it
does not consider information about P (B)
e P (AB) is the conditional probability of A given B. P (A|B) is called the

posterior probability because it depends on the value of P (B).
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Figure 15. Fault Tree Analysis for General Infusion Pump (concluded from Chen et al., 2012)

66



3.7.2 Bayesian Network
Bayesian network is a compact graphical representation of the full joint
probability distribution over a set X = {x1,X2, ...,Xn} of discrete or continuous random

variables. It comprises two major components:

— Directed acyclic graph constructed by points (representing variables) and
directed edges connecting these points. The directed edge is represented as
a single arrow-line in the BN, and the direction of the line runs from a
parent point to a child point.
— Set of conditional probability tables for each node in the graph.
Each random variable has an associated node in the Bayesian network. Links specify
relations among random variables. An arrow from a node Xj to a node Xj implies that the
state of X; directly influences the state of Xj (that is, x; is a parent of Xj). The parents’
influence is quantified by a conditional probability distribution (CPD) and is represented
as P (Xj| Parents (Xj)). The complexity of Bayesian networks increases as the number of
random variables RVs grows. An example of Bayesian Network is shown in Figure 16.
Also, it is important to highlight that Bayesian networks are selected in this research for

their advantages that include the following:

1. They are graphical models that display relationships intuitively.
2. They are directional, so they can represent cause—effect relationships.
3. They can handle uncertainty using probability theory.

4. They can show indirect and direct causation.
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A PA) A B P(B|A)

false 06 — ——0 false false 0.0l

true 04 false true 0.99
/ true false 0.7
8 L NCIB) true  true 0.3

false false 04 B D P(D|B)

false true 0-6\ false false 0.02
true false 09 “ false true 0.98

true  ftrue 0.1 true false 0.05

true  true  0.95
Figure 16. Example of a Bayesian Network

The intuitive meaning of the BN structure in Figure 16 is that B depends on A and
both C and D depend on B. Another statement implied by the BN is that C and D become
independent if we observe the value of event B. In general, the meaning of a BN
comprises a set of statistical conditional independence states. For example, if node X has
two parents, Y and Z, then Y and X are conditionally independent if X is not observed.
However, Y and Z are dependent if X, or one of its descendants, is observed. This
conclusion is crucial for recognizing the interdependencies among nodes in Bayesian

network models. If two nodes are conditionally independent, then they are termed D-

separated.

3.7.3 Noisy-OR CPD

Noisy-OR is a Conditional Bayesian Network describing the probability that a

component failure lead by itself to a complete subsystem failure. The Noisy-OR concept
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is important to describe the presence of failures that do not cause other cascaded failures

(i.e. partial failures). In Noisy-OR Bayesian networks, there are three types of nodes:

e Input parameters, always observed, with no parents.
e Output Parameters: results of the calculations.

e Encapsulated: lambda variables representing the probability of partial failures.

The total failure in Noisy-OR is calculated by evaluating the complementary
probability of the event describing no-failures has happened. Equation 3 describes the

probability that a failure event did not occur in Noisy-OR BN:

Equation 3. Noisy-OR Withstanding Failure Probability
P (Withstanding Failure = 1|Parents(Failure Event)) = (1 — Ao) [l;.xi=1(1 — A)

Where P (Withstanding Failure = 1| Parents (Failure Event)) refers to
probability of withstanding failure given its parents,
Ao refers to the probability that the system failed by itself, and
A; refers to the probability that the system failed by parent i.
Therefore, the probability that system could not withstand failure in Noisy-OR BN can be

represented using Equation 4.

Equation 4. Noisy OR Inability to Withstand Failure

P (Withstanding Failure = 0| Parents (Failure Event) =
1 - P (Withstanding Failure = 1| Parents (Failure Event)
Specifically, the equation describing the system inability to withstand failure in BN is
calculated in terms of BN members. For instance, Equation 5 represents the BN shown in

Figure 16.
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Equation 5. BN calculation for network presented in Figure 16
P(A,B,C,D)=P(A)P (BJA) P (CB) P (D|B)
3.7.4 Bayesian Network Construction
The interdependency model used in this research relies on a Bayesian Network
constructed from the Fault Tree analysis that is illustrated in Figure 15. The following

steps are taken to construct the Bayesian network from Fault Tree:

1. Every event in the Fault Tree is presented as a parent point or a child node in
an equivalent Bayesian network, and named as the event name. This event
name should be 0 or 1 (where 0 means normal and 1 means fault).

2. Dependency links are built for nodes in the equivalent Bayesian network
according to their relationships in the Fault Tree.

3. Priori probability are specified for the root nodes in the equivalent Bayesian
network according to the probability of the corresponding primary event in the
Fault Tree. Priori probabilities for the fault tree are provided in Table 3-1.

4. The probability of middle-level events are calculated according to Equation 4.

5. The probability of top-level event (System inability to withstand failure) is

calculated in terms of its members, as shown in Equation 5.

Bayesian networks developed in this research are modeled using Samlam.
Samlam models are found in Appendix E. Samlam is a tool for modeling and reasoning
with Bayesian networks that was developed in Java by the Automated Reasoning Group

at UCLA (Mahjoub and Kalti, 2011). Samlam includes two main features:

e (Graphical user interface that lets users develop Bayesian network models

and save them in various formats.
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e Reasoning engine support for classical inference; sensitivity analysis,

parameter estimation, and time—space tradeoffs.

Table 3-3 shows the model input parameters for the baseline system. Note the
lambda variables connecting each failure event to its dependent failures. These lambda
variables represent the probability that inability to withstand failures can lead the
dependent system to fail, that is, to account for partial failures. Level-1 lambda values
connect primary root failures to subsystems and level-2 lambda values connect subsystem
failures to feature-level failures. Each lambda value takes one of three values: 0.1, 0.5
and 0.9, which represent high-influence, mid-level influence, and low-influence,
respectively (Appendix A).

Figure 17 shows the Bayesian network model for the baseline system constructed
from the Fault Tree shown in Figure 15. This baseline model is used as the foundation for
the resilience design pattern that will be implemented in Section 3.8. Note that according
to the D-separation rules for Bayesian networks, all subsystems are conditionally
independent of each other. The next section describes the improvement concepts that will
be evaluated in the next chapter.

Table 3-3. Bayesian Network Model Parameters

Variable o
Description
Name

Al Probability of Therapy Delivery Subsystem Failure by itself

A2 Probability of Notification Delivery Subsystem Failure by itself
A3 Probability of External Communication Subsystem Failure by itself
A4 Probability of Self Incapability to Resist Safety Failure to Deliver

Appropriate Therapy
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Probability of Self Incapability to Resist Safety Failure to Send/Receive

A5
Notification
v Probability of Self Incapability to Resist Safety Failure to Send/Receive Data
Externally by Itself

X1 Lockout Interval Failure

A7 Probability of X1 causing Therapy Delivery Subsystem Failure by itself
X2 Controls/Switches Failure

A8 Probability of X2 causing Therapy Delivery Subsystem Failure by itself
X3 Maximum Leakage Currents Failure

A9 Probability of X3 causing Therapy Delivery Subsystem Failure by itself
X4 Flow Rate Accuracy Failure

Al0 Probability of X4 causing Therapy Delivery Subsystem Failure by itself
X5 Battery/Charger Failure

All Probability of X5 causing Therapy Delivery Subsystem Failure by itself
A6 Probability of X5 causing Notification Delivery Subsystem Failure by itself
Ao Probability of X5 causing External Communication Subsystem Failure by

itself

X6 Indicators / Displays Failure

A13 Probability of X6 causing Notification Delivery Subsystem Failure by itself
X7 Alarm Failure

Al4 Probability of X7 causing Notification Delivery Subsystem Failure by itself
X8 Occlusion Alarm Failure

AlS Probability of X8 causing Notification Delivery Subsystem Failure by itself
X9 Audible Signals Failure

Al6 Probability of X9 causing Notification Delivery Subsystem Failure by itself
X10 AC Plug/Receptacles Failure

A7 Probability of X10 causing External Communication Subsystem Failure by

itself

XI11 Circuit Breaker/Fuse Failure
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Probability of X11 causing External Communication Subsystem Failure by

Al8
itself

X12 Line Cord Failure

\19 Probability of X12 causing External Communication Subsystem Failure by
itself

X13 Strain Reliefs Failure

\20 Probability of X13 causing External Communication Subsystem Failure by
itself

X14 Fittings/Connectors Failure

- Probability of X14 causing External Communication Subsystem Failure by
itself

X15 Data Collection Subsystem Failure (User Input/Setup Error)

A22 Probability of X15 causing Failure to deliver appropriate therapy by itself

A23 Probability of X15 causing Failure to send/receive notification by itself

A\24 Probability of X15 causing Failure to send/receive data externally by itself

X16 Symptom Identification Subsystem Failure (Labeling Failure)

A25 Probability of X16 causing Failure to deliver appropriate therapy by itself

A\26 Probability of X16 causing Failure to send/receive notification by itself

X17 Therapy Delivery Subsystem Failure

A27 Probability of X17 causing Failure to deliver appropriate therapy by itself

X18 Notification Delivery Subsystem Failure

A28 Probability of X18 causing Failure to send/receive notification by itself

X19 External Communication Subsystem Failure

A29 Probability of X19 causing Failure to send/receive data externally by itself

X20 Failure to Deliver Appropriate Therapy

X21 Failure to Send/Receive Notification

X22 Failure to Send/Receive Data Externally

X23 Inability to Withstand Failure in Safety Feature

MI to M5 The variables used to implement Monitoring Pattern
R1to RS The variables used to implement N-Modular Redundancy Pattern
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Figure 17. Bayesian model for baseline of typical medical system structure
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3.8 Resilience Design Patterns

Section 2.6.3 reviewed the published literature on resilience design patterns and
this section discusses the implementation of two design patterns to the medical system
structure presented in Figure 14. Specifically, this research discusses two structural

resilience design patterns: the monitoring pattern and N-modular redundancy pattern.

3.8.1 Monitoring Resilience Pattern

The Monitoring pattern is used to analyze the behavior of a system that indicates
the immediate presence of an anomaly or defect with potential system failures. This
pattern is modeled using a monitoring subsystem that observes specific parameters of a
monitored subsystem. Figure 18 shows an updated structure for the selected medical
system with a monitoring pattern while Figure 19 illustrates the Bayesian model for the
new system. This pattern is applied to a system with well-defined parameters that enable
a monitoring subsystem to discover anomalies in the behavior of a monitored subsystem.
In this research, these parameters are the probabilities for the inability to withstand
failures in the medical structure. Also, in the context of this research, monitoring pattern
is applied to notification delivery subsystem. Notification delivery is the second least
subsystem in withstanding failures (among the three subsystems under focus). It is
important to show the impact of various resilience design patterns on different vulnerable
subsystems so monitoring pattern was applied to notification delivery while N-modular

redundancy was applied to therapy delivery.
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Figure 18. Medical system structure with monitoring resilience pattern
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3.8.2 N-modular Redundancy Resilience Pattern

The N-modular redundancy pattern aims to correct failures in the system by
creating a group of N replicas of a system’s state. The redundancy may include
replication of system’s processing units or system inputs. These copies exist and operate
simultaneously. This pattern applies to systems that are deterministic, that is, system
progress is defined in terms of the input state to the system and the execution steps
completed since system initialization. In the context of this research, N-Modular
redundancy pattern was applied to therapy delivery subsystem because therapy delivery
was identified to have the least ability to withstand failures. Also, the criticality of this
subsystem helped providing guidance to have backup components for the most critical
subsystem that impacts the impacts delivery of therapy to the patients. This pattern can be
applied to other critical subsystems on demand. Figure 20 shows updated structure for the
selected medical system with an N-modular redundancy pattern applied to the therapy
delivery subsystem where N = 1. Figure 21 also illustrates the Bayesian model for the
typical medical system with N-Modular redundancy pattern. Please note that new therapy

delivery components are assumed to have equal failure rates to existing therapy delivery.
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Figure 20. Medical system structure with an N-modular redundancy resilience pattern
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3.9 Assumptions

The following assumptions are used in this research:

e The dependency strength across all failure events is assumed to be equal.

e Lambda values, presented in Appendix A, are equal in each level for simplicity
(subsystem lambda values are all identical and feature-level lambda values are also
equal). In reality, these values may differ per component within each level.

e For the N-modular redundancy pattern, duplicate components are assumed to have
identical probabilities for their ability to withstand failures. Additionally, the cause
of failures experienced by the system should not be due to errors in the inputs.

e For the monitoring pattern, added components will have identical overheads across
all failure events that are applied to it. It is also assumed that the new monitoring
components will not significantly influence system performance.

e Itisassumed that resources are available to implement the resilience design patterns

that are discussed in this research.

3.10 Validation

This section aims to prove the validity of the above analysis. The analysis
conducted in this research does not include simulations. Rather, it uses real data to be
processed via Bayesian analysis. Therefore, statistical hypothesis testing is not applicable
in this research. However, the foundational basis for the interdependency analysis
framework used in this research was proven by Han and DeLaurentis (2013). Moreover,
the literature discussed in Section 2.5.1 confirms the reliability of FTA as an approach to
validate the system’s structure. Chen et al. (2017) proposed and validated an approach to

construct Bayesian networks from Fault Trees, which was used in this research.
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Furthermore, literature review of Bayesian analysis presented in Section 2.7
indicated that Bayesian analysis is a reliable approach because of its ability to manage

uncertainty and handle missing or partially invalid data sets.

3.11 Summary and Conclusion

This chapter discussed the methodology conducted in this research. An
interdependency analysis approach is used in this research because it comprises the
advantages of FTA, Bayesian analysis, and resilience design patterns. This approach
extended Bayesian analysis to represent partial failures using the Noisy-OR Bayesian
model. The methodology discussed in this chapter focused on improving the static
resilience attributes to increase the system’s ability to withstand failures. In doing so, this
research implemented and validated two structural resilience patterns: monitoring and N-

modular redundancy patterns.
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Chapter 4—Results

4.1 Introduction

Based on the methodology discussed in Chapter 3, this chapter aims to present the
results of this research. These test results confirm the research hypotheses and provide
guidance on answering the research questions raised in Chapter 1. The sections in this
chapter are organized to present a logical flow of information for validating the research
hypotheses.
4.2 Hypotheses Summary

This research explores three research hypotheses. The first hypothesis states that
therapy delivery software subsystem has lower ability to withstand failures compared to
notification delivery and external communication software subsystems. The second
hypothesis claims that the implementation of a monitoring resilience pattern can improve
the static resilience of healthcare safety-critical systems by at least 50%. Finally, the third
hypothesis mentions that the implementation of an N-modular redundancy resilience
pattern can improve the static resilience of healthcare safety-critical systems by at least

90%. The following sections analyze and validate these research hypotheses.

4.3 Hypothesis 1

Using a typical medical system structure shown in Figure 14 and the initial failure
data presented in Table 3-3, the baseline system can be evaluated. This evaluation is
based on the noisy-OR Bayesian network calculation shown in Equation 3, Equation 4,
and lambda values provided in Appendix A. There are three possible lambda values at

level 1, leading to three possible calculation scenarios for every subsystem as shown in
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Table 4-1, Table 4-2, and Table 4-3. The variations in lambda values lead to three

different scenarios as described in the following bullet list:

e Low lambda value: if lambda is sat to 0.1, partial failures represent small
number of the total failures that occur. In other words, large percentage of the
failures that occur in a component impacts the dependent subsystem. This
scenario is called High Root Influence.

e Medium lambda value: if lambda is sat to 0.5, partial failures represent half of
the total failures that occur. In other words, 50% of the failures that occur in a
component impacts the dependent subsystem. This scenario is called Mid-
level Root Influence.

e High lambda value: if lambda is sat to 0.9, partial failures represent the
majority of total failures that occur. In other words, small percentage of the
failures that occur in a component impacts the dependent subsystem. This

scenario is called Low Root Influence.

Table 4-1. Evaluation of therapy delivery subsystem’s ability to withstand failures

Probability of
Ability to Probability of Inability to
Failure Type
Withstand Withstand Failure
Failure
0.036585366 (Based on Rule of
Lockout Interval Failure 0.963414634
Three Statistical Calculation)
Controls/Switches Failure 0.9298 0.0702
Maximum Leakage Currents
‘ 0.9564 0.0436
Failure
Flow Rate Accuracy Failure 0.517 0.483
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Battery/Charger Failure 0.918 0.082
Therapy Delivery Subsystem -

by i Y 0.999997643 2.35693E-06
High Root Influence
Therapy Delivery Subsystem -

0.999999931 6.92966E-08

Mid-level Root Influence
Therapy Delivery Subsystem - 1 (Not true 1 but

by i Y ( 4.43498E-12

Low Root Influence

value is close)

Table 4-2. Evaluation of notification delivery subsystem’s ability to withstand failures

Probability of
Probability of Ability
Failure Type Inability to With-
to Withstand Failures
stand Failures
Battery/Charger Failure 0.918 0.082
Indicators / Displays Failure 0.9103 0.0897
Alarm Failure 0.7898 0.2102
Occlusion Alarm Failure 0.9923 0.0077
Audible Signals Failure 0.8655 0.1345
Notification Delivery Subsystem - 0.999999149 8.50956E-07
Low Root Influence
Notification Delivery Subsystem - 0.999999975 2.50191E-08
Mid-level Root Influence
Notification Delivery Subsystem - | 1 (Not true 1 but value 1.60122E-12

High Root Influence

is close)
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Table 4-3. Evaluation of external communication subsystem’s ability to withstand

failures
Probability of Probability of
Failure Type Ability to Inability to
Withstand Failures | Withstand Failures

Battery/Charger Failure 0.918 0.082
AC Plug/Receptacles Failure 0.9919 0.0081
Circuit Breaker/Fuse Failure 0.835 0.165
Line Cord Failure 0.8026 0.1974
Strain Reliefs Failure 0.9783 0.0217
Fittings/Connectors Failure 0.7479 0.2521
External Communication Subsystem - 0.999999943 5.66057E-08
High Root Influence
External Communication Subsystem - 0.999999999 9.24597E-10
Mid-level Root Influence
External Communication Subsystem - 1 (Not true 1 but 1.18348E-14
Low Root Influence value is close)

Figure 22 compares the inability to withstand failures for all three subsystems
using log probability. Log probability is a common metric used to interpret Bayesian
analysis results. Due to the multiplication process in Bayesian analysis, the resulting
probabilities are usually very small and subject to rounding errors. Since Bayesian
analysis results come in very small numbers, the transformation of the results into log-
space improves the visualization of the results and facilitates result interpretation. Please
note that Y axis uses negative scales; that is, shorter bars represent higher values that,
therefore, refer to larger inability to withstand failures. As shown below, the therapy
delivery subsystem has the least ability to withstand failures. Therefore, therapy delivery

subsystem is the most vulnerable subsystem among all three subsystems, thus satisfying
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the first hypothesis. Detailed calculations for baseline subsystems are provided in

Appendix B.
14
12
-1
m Therapy Delvery
Lag Prabability B
B Motification Delvery
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Figure 22. Log probability of subsystems’ inability to withstand failures
4.4 Hypothesis 2

Validating the second hypothesis requires baseline calculations describing the
baseline’s ability to withstand failures. In calculating baseline values, there are two levels
of lambdas that should be considered. Level-1 lambdas describe the probability of partial
failures from the component level impacting the subsystem level, while Level-2 lambdas
describe the probability of subsystem failure leading to violation of safety features in the
system. Table 4-4 shows the log probability evaluation for the nine different scenarios of
resilience events that can occur in the system. For detailed calculations describing

resilience evaluation of the baseline model, see Appendix B.
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Table 4-4. Log probability evaluation of system’s inability to withstand failures in nine

scenarios

Failure Type

Log Probability of
Inability to
Withstand Failures

High Root Influence/High Subsystem Influence

-64.12973899

High Root Influence/Mid-level Subsystem Influence -66.9377327
High Root Influence/Low Subsystem Influence -74.62573549
Mid-level Root Influence/High Subsystem Influence -73.83008354
Mid-level Root Influence/Mid-level Subsystem Influence -76.63793148
Mid-level Root Influence/Low Subsystem Influence -84.31623113
Low Root Influence/High Subsystem Influence -100.3876592
Low Root Influence/Mid-level Subsystem Influence -103.1956567
Low Root Influence/Low Subsystem Influence -110.8843268

Average Inability Rate to Withstand Failures for All Scenarios

-65.08330627

Total Inability Rate to Withstand Failures for All Scenarios

-64.12906376

The baseline calculations built the foundation to evaluate the improvement

brought by resilience design patterns to the system. The system structure describing

monitoring resilience pattern was proposed in Figure 18, while the Bayesian model was

illustrated in Figure 19. As shown in Figure 18 and Figure 19, new components with

orange color were added to the system for monitoring purposes. As discussed in Section

2.4.2 on failure representation models, BFRM was selected to be the failure model for

this research due to its effectiveness. According to the BFRM, the probability mass

function can be calculated using Equation 6.
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Equation 6. Binomial Failure Rate Formula.

b(x,n,p)=C)p" (1 —p)"*

Where x represents number of successes and n represents the total number of

observations. Also, p was calculated according to the Rule of three statistic as 3/2866.

Therefore, the binomial failure rate is calculated as the probability that one or more

failures happened i.e., it can be calculated as the complimentary probability that no

failures has happened. Therefore, the binomial failure rate is [1 — b (2866, 2866,

(3/2866))]

Table 4-5. Log probability evaluation of system’s ability to withstand failures using
monitoring pattern applied to notification delivery subsystem in nine different scenarios

Log Probability of
Failure Type Inability to

Withstand Failures
High Root Influence/High Subsystem Influence -64.46188908
High Root Influence/Mid-level Subsystem Influence -67.26988328
High Root Influence/Low Subsystem Influence -74.95786718
Mid-level Root Influence/High Subsystem Influence -74.16223674
Mid-level Root Influence/Mid-level Subsystem Influence -76.97004727
Mid-level Root Influence/Low Subsystem Influence -84.64838122
Low Root Influence/High Subsystem Influence -100.7198366

Low Root Influence/Mid-level Subsystem Influence

-103.5278341

Low Root Influence/Low Subsystem Influence

-111.2165042

Average Inability Rate to Withstand Failures for All Scenarios.

-65.41545636

Total Inability Rate to Withstand Failures for All Scenarios

-64.46121385
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This research uses two different metrics to evaluate the improvement brought by
the design pattern. These metrics are: average inability rate to withstand failures and total
inability rate to withstand failures. The average inability rate to withstand failures
represents the mean value for all nine scenarios while the fotal inability rate to withstand
failures is calculated by summing the results of all nine scenarios. Table 4-5 displays these
values in logarithmic-space but calculating the improvement rate of static resilience
requires data to be in linear space. So, Table C-3 shows corresponding linear-space values
for Table 4-5. Equation 7 uses average inability rate to withstand failures from Table C-

3 to calculate the improvement rate in static resilience brought by Monitoring pattern.

Equation 7. Static Resilience Improvement Formula

|[INew Value—0l Value|
old Value

Static Resilience Improvement Percentage = * 100

_13.84188+107% —8.25456%10 ~69|
8.25456%10766

* 100

=53.457%

In addition, Equation 7 is used to calculate improvement rate of static resilience
using fotal inability rate to withstand failures, showing an improvement rate by 53% as
well. To conclude, the results of calculating the improvement rate of static resilience
using both metrics aligned with the second hypothesis, leading to accepting it. The tables

that contain detailed calculations for this hypothesis are found in Appendix C.

4.5 Hypothesis 3

This section aims to validate the third hypothesis of this research, which claims
that the implementation of an N-modular redundancy resilience pattern can improve the
static resilience of healthcare safety-critical systems by at least 90%. This evaluation used

the system structure that was displayed in Figure 20 and the Bayesian model shown in
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Figure 21 were used as the basis for conducting the analysis. The N-modular redundancy

pattern was implemented by adding duplicate components to therapy delivery subsystem.

Redundant components added to the system were assigned the same resilience probability
that fellow components had. Table 4-6 shows the log probability evaluation of the N-

modular redundancy pattern applied to a therapy delivery subsystem.

Table 4-6. Log probability evaluation of system’s ability to withstand failures using N-
modular Redundancy pattern applied to therapy delivery subsystem in nine different

scenarios
Log Probability of
Failure Type Inability to

Withstand Failures
High Root Influence/High Subsystem Influence -69.84930998
High Root Influence/Mid-level Subsystem Influence -72.65729878
High Root Influence/Low Subsystem Influence -80.34067229
Mid-level Root Influence/High Subsystem Influence -79.54973239
Mid-level Root Influence/Mid-level Subsystem Influence -82.35792041
Mid-level Root Influence/Low Subsystem Influence -90.04633183
Low Root Influence/High Subsystem Influence -106.1156844
Low Root Influence/Mid-level Subsystem Influence -108.9236819
Low Root Influence/Low Subsystem Influence -116.612352
Average Inability Rate to Withstand Failures for All Scenarios -70.80287725
Total Inability Rate to Withstand Failures for All Scenarios -69.84863474

Similar to the approach used in Section 4.4 to prove hypothesis 2, both average
inability rate to withstand failures and total inability rate to withstand failures are
calculated. Table 4-6 shows the logarithmic-space calculations for all nine scenarios
along with the two identified metrics. Also, Table D-3 includes the linear-space values
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that correspond to log-based values in Table 4-6. Equation 7 uses the values from Table

D-3 as follows:

|[New Value—0ld Value|
old Value

* 100

Static Resilience Improvement Percentage =

_]1.57443%1077 —8.25456%10 ~69|
8.25456%10766

* 100

=99.99980927%

Also, the calculation for total inability rate to withstand failures shows an
improvement by 99% as well, proving the claim made in hypothesis 3 which emphasizes
on an improvement rate by at least 90%. As a result, hypothesis 3 is accepted as well. It’s
noteworthy to indicate that all the tables containing detailed calculations for this scenario

are found in Appendix D.
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Chapter 5—Discussion and Conclusions
5.1 Discussion

This chapter discusses the results and findings reported in Chapter 4 of this
document. The obtained results from conducted analyses are sufficient to conclude the
validation of all claimed hypotheses. For the first hypothesis, therapy delivery software
subsystem was verified to have the lowest ability to withstand failures among the three
different subsystems that were investigated. Hypothesis 1 was proved in all three
scenarios that represented different variations of partial failures as illustrated in Figure
22.

Furthermore, Section 4.4 displayed the results for hypothesis 2 and explained the
analysis approach, confirming the second hypothesis in this research. That is, the
implementation of a monitoring resilience pattern can improve the static resilience of
healthcare safety-critical systems by at least 50%. This pattern was applied to the
notification delivery software subsystem and reflected an overall static resilience
improvement by 53%. Also, Section 4.5 continued the validation of research hypotheses
and verified the last hypothesis in this research claiming that the implementation of an N-
modular redundancy resilience pattern can improve the static resilience of healthcare
safety-critical systems by at least 90%. Indeed, this pattern was applied to the vulnerable
therapy delivery software subsystem and reflected an overall static resilience
improvement by 99%.

It is noteworthy to indicate the low numbers in the obtained results from Bayesian
analysis. The results reported in Appendices B, C, and D show numbers raised to the

power of -30, -40, and -80. So, it is important to acknowledge the validity and correctness
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of these numbers. The following bullet points explains the rationale behind these low

numbers.

The calculated results refer to the probability of system’s inability to
withstand failures that can impact its safety features. In other words, such low
numbers do not reflect the number of failures in the system. As a result,
failures may occur, and the system may be capable of managing some of
them. Reported probabilities in the obtained results refer to those safety-
failures that the system could not manage and will cause violation to its safety
features.

The lowest numbers that were reported represent scenarios where partial
failures are the dominant failures. In other words, only small percentage of
failures that happen in the system are complete failures. Furthermore, only
small fraction of these failures can exceed the system’s ability to withstand
failures.

Various research papers have reported similarly small numbers in their
articles. Molinares (2011) reviewed reliability analysis techniques in his
dissertation showing Bayesian reliability estimates at 0.9999, which were
rounded for approximations. Although these numbers look very high,
Dubrova (2013) and Molinares (2011) find such numbers in need for
improvements and direct increase. In addition, these numbers were captured
for very complex systems and they could have been higher for less complex
systems such as the one studied in this research. A major goal in this research

is to seek accuracy in treating safety-critical systems in the medical field and
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ensure the use of numbers at the highest possible accuracy to maintain precise
calculations for resilience. Hence, using such low numbers in the research was
important for precise calculations.

e Low numbers have been reported in research articles in various domains
including Engineering and Psychology. While Molinares (2011) reported
numerical values with exponents such as -35 in engineering domain,
Wagenmakers (2018) presented values with exponents close to -44 in his article
on psychology.

e Schomaker (2016) used log probability representation to demonstrate
Bayesian analysis probabilities, which can go as low as raised to the power -
100. Figure 23, adopted from Schomaker (2016), shows the log probability

representation of sample Bayesian analysis results confirming this finding.
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Figure 23. Log probability of Bayesian analysis probabilities (Adopted
from Schomaker, 2016)

o It is noteworthy that the baseline structure had implicit merits of resilience and
the goal of this research was to extend its resilience capabilities using

resilience design patterns.
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5.2 Conclusions

The conclusions of this research address the problem statement and confirm the
research hypotheses that were stated in Chapter 1.

This research aims to improve a system’s ability to withstand failures through the
evaluation of the current state of the system using interdependency analysis and
concluding results that can drive the implementation of best resilience patterns. In doing
so, this research evaluated the system’s inability to withstand software failures. The
evaluation of system’s inability to withstand failures was a key to compare the static
resilience of several system structures. Indeed, this metric can aid in design and
operational choices by quantifying possible structural improvements to the overall system
ability to withstand failures. The interdependency analysis used in this research
incorporated the design and implementation of Bayesian networks to account for
uncertainty and allow for research generalization opportunities to other domains. This
research went further by exploring the impact of using two resilience patterns in the
design and implementation of a typical medical structure.

5.3 Contributions to Body of Knowledge

This dissertation fills a gap in the academic literature and contributes to the
engineering management and systems engineering body of knowledge by extending
interdependency analysis methodology and applying it to different domain. This research
contributed to the body of knowledge with the following items:

1. Implemented interdependency analysis to evaluate safety-critical systems

in the area of Healthcare.
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2. Provided an approach to evaluate the improvements that can be brought by
applying a resilience pattern to a safety-critical system.

3. Used a novel combination of Fault Tree Analysis and Bayesian analysis to
assess static resilience of system structure.

4. Extended the capabilities of Bayesian models that are used in conducting
resilience analysis to account for partial failures using noisy-OR Bayesian
networks.

5.4 Recommendations for Future Research

This section discusses future opportunities to pursue this research. These
opportunities are tightly connected to the research limitations discussed in Section 1.8 in
addition to methodology assumptions listed in Section 3.9.

This research focused on the structural view of the system. Although the
structural view provides important information on the foundational components of the
system, it does not give enough information on system dynamics and interactive
behaviors exposed by various systems. Therefore, a key research opportunity is to expand
the interdependency analysis to conduct Bayesian analysis on several behavioral aspects
of the system. In this context, dynamic Bayesian networks can be used to conduct this
analysis by considering various system states over time. Conducting this behavioral
analysis on systems would enable the implementation and evaluation of the dynamic
resilience design patterns introduced in Section 2.6.3.

Also, key limitation of this research is the inability to quantify system
effectiveness after the implementation of selected resilience patterns. Therefore, it would

be important to study the impact of these patterns over the performance of the system.
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Moreover, the influence of additional structural resilience patterns can be explored
further. These structural patterns include prediction, restructure, rejuvenation, re-
initialization, roll-back, recovery block, and N-version design patterns.

Another constraint in this research is the assumption of fixed lambda values
describing the impact of partial failures on the overall system’s ability to withstand
failures. It would be worthwhile to explore weighing mechanisms that can be used to
better estimate these lambda values. Such methods include maximum likelihood
estimation and other parameter estimation methods. Also, it is worth to consider
opportunities in researching models that can provide initial failure data for newly added
components to the Bayesian model. This research used the binomial failure rate model,
but whether it is the best approach to be used in the presented scenarios needs to be
assessed and evaluated.

Finally, there is a research opportunity to evaluate the use of interdependency
analysis over other resilience techniques discussed in the body of the literature review in
Section 2.6.4. Although this research was founded and simulated by Han and
DeLaurentis (2013), it would be worthwhile comparing its level of accuracy to that of

other resilience analysis techniques.
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Appendix A

Table A-1. Lambda Values Describing Partial Failure Influence Used in Bayesian Analysis

High . Mid-level 1 - Mid-level Low 1-Low
1 - High Influence
Lambda Influence Lambda Influence Influence Influence Influence

Lambda Lambda Lambda Lambda Lambda
Lamt?da Factor for Lea'k Probability 01 0.9 0.5 0.5 0.9 01
Causing Subsystem Failure by Itself
Lamt.)da Factor for Rogt—level Failure 01 0.9 0.5 0.5 0.9 01
Causing Subsystem Failure by Itself
Lamt?da Factor for Leak Pr.obablllty 01 0.9 0.5 0.5 0.9 01
Causing Safety Feature Failure by Itself
Lambda Factor for Subsystem Failure 01 0.9 0.5 0.5 0.9 01

Causing Safety Feature Failure by Itself
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Appendix B

Table B-1. Evaluation for therapy delivery subsystem in baseline system

Probability of Not

Failure Type Being Capable to

Withstand Failure
Lockout Interval Failure 0.036585366 (Based on
Rule of Three)
Controls/Switches Failure 0.0702
Maximum Leakage Currents Failure 0.0436
Flow Rate Accuracy Failure 0.483
Battery/Charger Failure 0.082
Therapy Delivery Subsystem - High Root Influence 2.35693E-06
Therapy Delivery Subsystem - Mid-level Root Influence 6.92966E-08
Therapy Delivery Subsystem - Low Root Influence 4.43498E-12

Table B-2. Evaluation for notification delivery subsystem in baseline system

Probability of Not

Failure Type Being Capable to

Withstand Failure
Battery/Charger Failure 0.082
Indicators / Displays Failure 0.0897
Alarm Failure 0.2102
Occlusion Alarm Failure 0.0077
Audible Signals Failure 0.1345
Notification Delivery Subsystem - High Root Influence 8.50956E-07
Notification Delivery Subsystem - Mid-level Root Influence 2.50191E-08
Notification Delivery Subsystem - Low Root Influence 1.60122E-12
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Table B-3. Evaluation for external communication subsystem in baseline system

Probability of Not
Failure Type Being Capable to
Withstand Failure
Battery/Charger Failure 0.082
AC Plug/Receptacles Failure 0.0081
Circuit Breaker/Fuse Failure 0.165
Line Cord Failure 0.1974
Strain Reliefs Failure 0.0217
Fittings/Connectors Failure 0.2521
External Communication Subsystem - High Root Influence 5.66057E-08
External Communication Subsystem - Mid-level Root 9.24597E-10
Influence
External Communication Subsystem - Low Root Influence 1.18348E-14
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Table B-4. Evaluation for delivering appropriate therapy safety feature in baseline

system
Probability of Not
Failure Type Being Capable to

Withstand Failure
Data Collection Subsystem Failure (User Input/Setup Error) 0.0015
Symptom Identification Subsystem Failure (Labeling 0.2085
Failure)
Therapy Delivery Subsystem - High Root Influence 2.35693E-06
Therapy Delivery Subsystem - Mid-level Root Influence 6.92966E-08
Therapy Delivery Subsystem - Low Root Influence 4.43501E-12
Deliver Appropriate Therapy - High Root Influence/High 4.83631E-10
Subsystem Influence
Deliver Appropriate Therapy - High Root Influence/Mid- 4.60707E-11
level Subsystem Influence
Deliver Appropriate Therapy - High Root Influence/Low 7.3713E-14
Subsystem Influence
Deliver Appropriate Therapy - Mid-level Root 1.42193E-11
Influence/High Subsystem Influence
Deliver Appropriate Therapy - Mid-level Root 1.35453E-12
Influence/Mid-level Subsystem Influence
Deliver Appropriate Therapy - Mid-level Root 2.16725E-15
Influence/Low Subsystem Influence
Deliver Appropriate Therapy - Low Root Influence/High 9.10043E-16
Subsystem Influence
Deliver Appropriate Therapy - Low Root Influence/Mid- 8.66905E-17
level Subsystem Influence
Deliver Appropriate Therapy - Low Root Influence/Low 1.38705E-19

Subsystem Influence

115




Table B-5. Evaluation for sending/receiving notification safety feature in baseline system

Probability of Not
Failure Type Being Capable to
Withstand Failure
Notification Delivery Subsystem - High Root Influence 8.50956E-07
Notification Delivery Subsystem - Mid-level Root Influence 2.50191E-08
Notification Delivery Subsystem - Low Root Influence 1.60127E-12
Send/Receive Notifications - High Root Influence/High 1.74612E-10
Subsystem Influence
Send/Receive Notifications - High Root Influence/Mid- 1.66335E-11
level Subsystem Influence
Send/Receive Notifications - High Root Influence/Low 2.66136E-14
Subsystem Influence
Send/Receive Notifications - Mid-level Root 5.13381E-12
Influence/High Subsystem Influence
Send/Receive Notifications - Mid-level Root 4.89046E-13
Influence/Mid-level Subsystem Influence
Send/Receive Notifications - Mid-level Root Influence/Low 7.82473E-16
Subsystem Influence
Send/Receive Notifications - Low Root Influence/High 3.28574E-16
Subsystem Influence
Send/Receive Notifications - Low Root Influence/Mid-level 3.12999E-17
Subsystem Influence
Send/Receive Notifications - Low Root Influence/Low 5.00799E-20

Subsystem Influence
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Table B-6. Evaluation for sending/receiving data externally safety feature in baseline

System
Probability of Not
Failure Type Being Capable to

Withstand Failure
External Communication Subsystem - High Root Influence 5.66057E-08
External Communication Subsystem - Mid-level Root 9.24597E-10
Influence
External Communication Subsystem - Low Root Influence 1.18794E-14
Send/Receive Data Externally - High Root Influence/High 6.18983E-11
Subsystem Influence
Send/Receive Data Externally - High Root Influence/Mid- 1.06136E-11
level Subsystem Influence
Send/Receive Data Externally - High Root Influence/Low 8.49085E-14
Subsystem Influence
Send/Receive Data Externally - Mid-level Root 1.01105E-12
Influence/High Subsystem Influence
Send/Receive Data Externally - Mid-level Root 1.73362E-13
Influence/Mid-level Subsystem Influence
Send/Receive Data Externally - Mid-level Root 1.3869E-15
Influence/Low Subsystem Influence
Send/Receive Data Externally - Low Root Influence/High 1.29901E-17
Subsystem Influence
Send/Receive Data Externally - Low Root Influence/Mid- 2.22738E-18
level Subsystem Influence
Send/Receive Data Externally - Low Root Influence/Low 1.78191E-20

Subsystem Influence
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Table B-7. Evaluation for baseline total system inability to withstand failure

Probability of Not
Failure Type Being Capable to
Withstand Failure
High Root Influence/High Subsystem Influence 7.41756E-65
High Root Influence/Mid-level Subsystem Influence 1.15416E-67
High Root Influence/Low Subsystem Influence 2.36736E-75
Mid-level Root Influence/High Subsystem Influence 1.47882E-74
Mid-level Root Influence/Mid-level Subsystem Influence 2.3018E-77
Mid-level Root Influence/Low Subsystem Influence 4.82802E-85
Low Root Influence/High Subsystem Influence 4.0958E-101
Low Root Influence/Mid-level Subsystem Influence 6.373E-104
Low Root Influence/Low Subsystem Influence 1.3052E-111
Average Inability Rate to Withstand Failures for All 8.25456E-66
Scenarios
Total Inability Rate to Withstand Failures for All Scenarios 7.4291E-65
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Appendix C

Table C-1. Evaluation for notification delivery subsystem with the application of

Monitoring pattern
Probability of Not Being Capable to
Failure Type Withstand Failure
Battery/Charger Failure 0.082
Indicators / Displays Failure 0.0897
Alarm Failure 0.2102
Occlusion Alarm Failure 0.0077
Audible Signals Failure 0.1345

Monitoring of Battery/Charger

0.950291097 (Binomial Distribution Value)

Monitoring of Indicators / Displays

0.950291097 (Binomial Distribution Value)

Monitoring of Alarm Failure

0.950291097 (Binomial Distribution Value)

Monitoring of Occlusion Alarm Failure

0.950291097 (Binomial Distribution Value)

Monitoring of Audible Signals

0.950291097 (Binomial Distribution Value)

Notification Delivery Subsystem - High

Root Influence 6.59463E-07
Notification Delivery Subsystem - Mid- | 9389E.08
level Root Influence

Notification Delivery Subsystem - Low | 2409E-12

Root Influence
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Table C-2. Evaluation for sending/receiving notification safety feature of the Updated
Structure with the application of Monitoring resilience pattern

Probability of Not
Failure Type Being Capable to
Withstand Failure
Send/Receive Notifications - High Root Influence/High 1.35319E-10
Subsystem Influence
Send/Receive Notifications - High Root Influence/Mid- 1.28904E-11
level Subsystem Influence
Send/Receive Notifications - High Root Influence/Low 2.06247E-14
Subsystem Influence
Send/Receive Notifications - Mid-level Root 3.97853E-12
Influence/High Subsystem Influence
Send/Receive Notifications - Mid-level Root 3.78994E-13
Influence/Mid-level Subsystem Influence
Send/Receive Notifications - Mid-level Root Influence/Low 6.06391E-16
Subsystem Influence
Send/Receive Notifications - Low Root Influence/High 2.54626E-16
Subsystem Influence
Send/Receive Notifications - Low Root Influence/Mid-level 2.42556E-17
Subsystem Influence
Send/Receive Notifications - Low Root Influence/Low 3.8809E-20

Subsystem Influence
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Table C-3. Evaluation for Monitoring pattern overall inability to withstand failures in

nine scenarios

Probability of Not
Failure Type Being Capable to
Withstand Failure
High Root Influence/High Subsystem Influence 3.45232E-65
High Root Influence/Mid-level Subsystem Influence 5.37176E-68
High Root Influence/Low Subsystem Influence 1.10188E-75
Mid-level Root Influence/High Subsystem Influence 6.88277E-75
Safety - Mid-level Root Influence/Mid-level Subsystem 1.0714E-77
Influence
Mid-level Root Influence/Low Subsystem Influence 2.24708E-85
Low Root Influence/High Subsystem Influence 1.9062E-101
Low Root Influence/Mid-level Subsystem Influence 2.966E-104
Low Root Influence/Low Subsystem Influence 6.0743E-112
Average Inability Rate to Withstand Failures for All 3.84188E-66
Scenarios
Total Inability Rate to Withstand Failures for All Scenarios 3.45769E-65
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Appendix D

Table D-1. Evaluation for therapy delivery subsystem with the application of N-Modular

Redundancy resilience pattern

Failure Type

Probability of Not
Being Capable to
Withstand Failure

Lockout Interval Failure

0.018292683 (Value
was divided by 2 to
represent the duplicate
nature)

Controls/Switches Failure

0.0351 (Value was
divided by 2 to represent
the duplicate nature)

Maximum Leakage Currents Failure

0.0218 (Value was
divided by 2 to represent
the duplicate nature)

Flow Rate Accuracy Failure

0.2415(Value was
divided by 2 to represent
the duplicate nature)

Battery/Charger Failure

0.041 (Value was
divided by 2 to represent
the duplicate nature)

Therapy Delivery Subsystem - High Root Influence 7.36541E-08
Therapy Delivery Subsystem - Mid-level Root Influence 2.16552E-09
Therapy Delivery Subsystem - Low Root Influence 1.38593E-13
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Table D-2. Evaluation for delivering appropriate therapy safety feature of the updated
structure with the application of N-modular Redundancy resilience pattern

Probability of Not
Failure Type Being Capable to
Withstand Failure
Data Collection Subsystem Failure (User Input/Setup Error) 7.36541E-08
Symptom Identification Subsystem Failure (Labeling 2.16552E-09
Failure)
Therapy Delivery Subsystem - High Root Influence 1.38556E-13
Therapy Delivery Subsystem - Mid-level Root Influence 1.51135E-11
Therapy Delivery Subsystem - Low Root Influence 1.43971E-12
Deliver Appropriate Therapy - High Root Influence/High 2.30353E-15
Subsystem Influence
Deliver Appropriate Therapy - High Root Influence/Mid- 4.44354E-13
level Subsystem Influence
Deliver Appropriate Therapy - High Root Influence/Low 4.23291E-14
Subsystem Influence
Deliver Appropriate Therapy - Mid-level Root 6.77266E-17
Influence/High Subsystem Influence
Deliver Appropriate Therapy - Mid-level Root 2.8431E-17
Influence/Mid-level Subsystem Influence
Deliver Appropriate Therapy - Mid-level Root 2.70833E-18

Influence/Low Subsystem Influence
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Table D-3. Evaluation for N-modular Redundancy Overall Inability to Withstand System

Failures
Probability of Not
Failure Type Being Capable to
Withstand Failure
High Root Influence/High Subsystem Influence 1.41478E-70
High Root Influence/Mid-level Subsystem Influence 2.20141E-73
High Root Influence/Low Subsystem Influence 4.56381E-81
Mid-level Root Influence/High Subsystem Influence 2.82012E-80
Mid-level Root Influence/Mid-level Subsystem Influence 4.38611E-83
Mid-level Root Influence/Low Subsystem Influence 8.98811E-91
Low Root Influence/High Subsystem Influence 7.6615E-107
Low Root Influence/Mid-level Subsystem Influence 1.1921E-109
Low Root Influence/Low Subsystem Influence 2.4415E-117
Average Inability Rate to Withstand Failures for All 1.57443E-71
Scenarios
Total Inability Rate to Withstand Failures for All Scenarios 1.41699E-70
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Appendix E
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Figure 24. Samlam Bayesian Network model for baseline of typical medical system structure
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Figure 25. Samlam Bayesian Network model for baseline model with a monitoring pattern (new nodes are marked with blue arrows)
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Figure 26. Samlam Bayesian Network model for baseline model with an N-modular redundancy pattern (new nodes are marked with
blue arrows)
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